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Notice

While reasonable efforts have been made to ensure
that the information in this document is complete and
accurate at the time of printing, Avaya assumes no
liability for any errors. Avaya reserves the right to
make changes and corrections to the information in
this document without the obligation to notify any
person or organization of such changes.

Documentation disclaimer

“Documentation” means information published in
varying mediums which may include product
information, operating instructions and performance
specifications that are generally made available to
users of products. Documentation does not include
marketing materials. Avaya shall not be responsible
for any modifications, additions, or deletions to the
original published version of Documentation unless
such modifications, additions, or deletions were
performed by or on the express behalf of Avaya. End
User agrees to indemnify and hold harmless Avaya,
Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out
of, or in connection with, subsequent modifications,
additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability
of any linked websites referenced within this site or
Documentation provided by Avaya. Avaya is not
responsible for the accuracy of any information,
statement or content provided on these sites and does
not necessarily endorse the products, services, or
information described or offered within them. Avaya
does not guarantee that these links will work all the
time and has no control over the availability of the
linked pages.

Warranty

Avaya provides a limited warranty on Avaya
hardware and software. Refer to your sales agreement
to establish the terms of the limited warranty. In
addition, Avaya’s standard warranty language, as
well as information regarding support for this product
while under warranty is available to Avaya customers
and other parties through the Avaya Support website:
https://support.avaya.com/helpcenter/getGenericDeta
ils?detailld=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor
site as designated by Avaya. Please note that if You

acquired the product(s) from an authorized Avaya
Channel Partner outside of the United States and
Canada, the warranty is provided to You by said
Avaya Channel Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service
subscription that You acquire from either Avaya or
an authorized Avaya Channel Partner (as applicable)
and which is described further in Hosted SAS or
other service description documentation regarding the
applicable hosted service. If you purchase a Hosted
Service subscription, the foregoing limited warranty
may not apply but you may be entitled to support
services in connection with the Hosted Service as
described further in your service description
documents for the applicable Hosted Service.
Contact Avaya or Avaya Channel Partner (as
applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU
PURCHASE AN AVAYA HOSTED SERVICE
SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE
TERMS OF USE FOR HOSTED SERVICES ARE
AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for
Hosted Services” OR SUCH SUCCESSOR SITE AS
DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR
USES THE HOSTED SERVICE. BY ACCESSING
OR USING THE HOSTED SERVICE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR
WHOM YOU ARE DOING SO (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS
“YOU” AND “END USER”), AGREE TO THE
TERMS OF USE. IF YOU ARE ACCEPTING THE
TERMS OF USE ON BEHALF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT
THAT YOU HAVE THE AUTHORITY TO BIND
SUCH ENTITY TO THESE TERMS OF USE. IF
YOU DO NOT HAVE SUCH AUTHORITY, OR IF
YOU DO NOT WISH TO ACCEPT THESE TERMS
OF USE, YOU MUST NOT ACCESS OR USE THE
HOSTED SERVICE OR AUTHORIZE ANYONE
TO ACCESS OR USE THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE
ON THE AVAYA WEBSITE,
https://support.avaya.com/LICENSEINFO, UNDER
THE LINK “AVAYA SOFTWARE LICENSE
TERMS (Avaya Products)” OR SUCH SUCCESSOR
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SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO
DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM
AVAYA INC., ANY AVAYA AFFILIATE, OR AN
AVAYA  CHANNEL  PARTNER  (AS
APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA
CHANNEL PARTNER. UNLESS OTHERWISE
AGREED TO BY AVAYA IN WRITING, AVAYA
DOES NOT EXTEND THIS LICENSE IF THE
SOFTWARE WAS OBTAINED FROM ANYONE
OTHER THAN AVAYA, AN AVAYA AFFILIATE
OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL
ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING,
DOWNLOADING OR USING THE SOFTWARE,
OR AUTHORIZING OTHERS TO DO SO, YOU,
ON BEHALF OF YOURSELF AND THE ENTITY
FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END
USER”), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC.
OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA").

Avaya grants you a license within the scope of the
license types described below, with the exception of
Heritage Nortel Software, for which the scope of the
license is detailed below. Where the order
documentation does not expressly identify a license
type, the applicable license will be a Designated
System License. The applicable number of licenses
and units of capacity for which the license is granted
will be one (1), unless a different number of licenses
or units of capacity is specified in the documentation
or other materials available to you. “Software”
means computer programs in object code, provided
by Avaya or an Avaya Channel Partner, whether as
stand-alone products, pre-installed on hardware
products, and any upgrades, updates, patches, bug
fixes, or modified versions thereto. “Designated
Processor” means a single stand-alone computing
device. “Server” means a Designated Processor that
hosts a software application to be accessed by
multiple users. “Instance” means a single copy of the
Software executing at a particular time: (i) on one
physical machine; or (ii) on one deployed software
virtual machine (“VVM”) or similar deployment.

License types

Designated System(s) License (DS). End User may
install and use each copy or an Instance of the
Software only on a number of Designated Processors
up to the number indicated in the order. Avaya may
require the Designated Processor(s) to be identified in
the order by type, serial number, feature key,
Instance, location or other specific designation, or to
be provided by End User to Avaya through electronic
means established by Avaya specifically for this
purpose.

Concurrent User License (CU). End User may
install and use the Software on multiple Designated
Processors or one or more Servers, so long as only
the licensed number of Units are accessing and using
the Software at any given time. A “Unit” means the
unit on which Avaya, at its sole discretion, bases the
pricing of its licenses and can be, without limitation,
an agent, port or user, an e-mail or voice mail
account in the name of a person or corporate function
(e.g., webmaster or helpdesk), or a directory entry in
the administrative database utilized by the Software
that permits one user to interface with the Software.
Units may be linked to a specific, identified Server or
an Instance of the Software.

Database License (DL). End User may install and
use each copy or an Instance of the Software on one
Server or on multiple Servers provided that each of
the Servers on which the Software is installed
communicates with no more than one Instance of the
same database.

CPU License (CP). End User may install and use
each copy or Instance of the Software on a number of
Servers up to the number indicated in the order
provided that the performance capacity of the
Server(s) does not exceed the performance capacity
specified for the Software. End User may not re-
install or operate the Software on Server(s) with a
larger performance capacity without Avaya’s prior
consent and payment of an upgrade fee.

Named User License (NU). You may: (i) install and
use each copy or Instance of the Software on a single
Designated Processor or Server per authorized
Named User (defined below); or (ii) install and use
each copy or Instance of the Software on a Server so
long as only authorized Named Users access and use
the Software. “Named User,” means a user or device
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that has been expressly authorized by Avaya to
access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without
limitation, designated by name, corporate function
(e.g., webmaster or helpdesk), an e-mail or voice
mail account in the name of a person or corporate
function, or a directory entry in the administrative
database utilized by the Software that permits one
user to interface with the Software.

Shrinkwrap License (SR). You may install and use
the Software in accordance with the terms and
conditions of the applicable license agreements, such
as “shrinkwrap” or “clickthrough” license
accompanying or applicable to the Software
(“Shrinkwrap License”).

Heritage Nortel Software

“Heritage Nortel Software” means the software that
was acquired by Avaya as part of its purchase of the
Nortel Enterprise Solutions Business in December
2009. The Heritage Nortel Software is the software
contained within the list of Heritage Nortel Products
located at https://support.avaya.com/Licenselnfo/
under the link “Heritage Nortel Products,” or such
successor site as designated by Avaya. For Heritage
Nortel Software, Avaya grants Customer a license to
use Heritage Nortel Software provided hereunder
solely to the extent of the authorized activation or
authorized usage level, solely for the purpose
specified in the Documentation, and solely as
embedded in, for execution on, or for
communication with Avaya equipment. Charges for
Heritage Nortel Software may be based on extent of
activation or use authorized as specified in an order
or invoice.

Copyright

Except where expressly stated otherwise, no use
should be made of materials on this site, the
Documentation, Software, Hosted Service, or
hardware provided by Avaya. All content on this site,
the documentation, Hosted Service, and the product
provided by Avaya including the selection,
arrangement and design of the content is owned
either by Avaya or its licensors and is protected by
copyright and other intellectual property laws
including the sui generis rights relating to the
protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part,
including any code and software unless expressly
authorized by Avaya. Unauthorized reproduction,

transmission, dissemination, storage, and or use
without the express written consent of Avaya can be
a criminal, as well as a civil offense under the
applicable law.

Virtualization

The following applies if the product is deployed on a
virtual machine. Each product has its own ordering
code and license types. Note that each Instance of a
product must be separately licensed and ordered. For
example, if the end user customer or Avaya Channel
Partner would like to install two Instances of the
same type of products, then two products of that type
must be ordered.

Third Party Components

“Third Party Components” mean certain software
programs or portions thereof included in the Software
or Hosted Service may contain software (including
open source software) distributed under third party
agreements (“Third Party Components”), which
contain terms regarding the rights to use certain
portions of the Software (“Third Party Terms”). As
required, information regarding distributed Linux OS
source code (for those products that have distributed
Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third
Party Terms that apply is available in the products,
Documentation or on Avaya’s website at:
https://support.avaya.com/Copyright or such
successor site as designated by Avaya. The open
source software license terms provided as Third Party
Terms are consistent with the license rights granted
in these Software License Terms, and may contain
additional rights benefiting you, such as modification
and distribution of the open source software. The
Third Party Terms shall take precedence over these
Software License Terms, solely with respect to the
applicable Third Party Components, to the extent that
these Software License Terms impose greater
restrictions on you than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec
is distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL
USE OF A CONSUMER OR OTHER USES IN
WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD
("AVC VIDEO") AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A
VIDEO PROVIDER LICENSED TO PROVIDE
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AVC VIDEO. NO LICENSE IS GRANTED OR
SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP:/WWW.MPEGLA.COM

Service Provider

THE FOLLOWING APPLIES TO AVAYA
CHANNEL PARTNER’S HOSTING OF AVAYA
PRODUCTS OR SERVICES. THE PRODUCT OR
HOSTED SERVICE MAY USE THIRD PARTY
COMPONENTS SUBJECT TO THIRD PARTY
TERMS AND REQUIRE A SERVICE PROVIDER
TO BE INDEPENDENTLY LICENSED
DIRECTLY FROM THE THIRD PARTY
SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE
AUTHORIZED IN WRITING BY AVAYA AND IF
THOSE HOSTED PRODUCTS USE OR EMBED
CERTAIN  THIRD PARTY  SOFTWARE,
INCLUDING BUT NOT LIMITED TO
MICROSOFT SOFTWARE OR CODECS, THE
AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE
LICENSE AGREEMENTS, AT THE AVAYA
CHANNEL PARTNER’S EXPENSE, DIRECTLY
FROM THE APPLICABLE THIRD PARTY
SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA
CHANNEL PARTNER IS HOSTING ANY
PRODUCTS THAT USE OR EMBED THE G.729
CODEC, H.264 CODEC, OR H.265 CODEC, THE
AVAYA CHANNEL PARTNER
ACKNOWLEDGES AND AGREES THE AVAYA
CHANNEL PARTNER IS RESPONSIBLE FOR
ANY AND ALL RELATED FEES AND/OR
ROYALTIES. THE G.729 CODEC IS LICENSED
BY SIPRO LAB TELECOM INC. SEE
WWW.SIPRO.COM/CONTACT.HTML. THE
H.264 (AVC) CODEC IS LICENSED UNDER THE
AVC PATENT PORTFOLIO LICENSE FOR THE
PERSONAL USE OF A CONSUMER OR OTHER
USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (I) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD
("AVC VIDEO") AND/OR (II) DECODE AVC
VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A
VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR
SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION FOR H.264 (AVC)
AND H.265 (HEVC) CODECS MAY BE

OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your
responsibility for complying with any applicable laws
and regulations, including, but not limited to laws
and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music
performance rights, in the country or territory where
the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your
telecommunications system by an unauthorized party
(for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on
your company's behalf). Be aware that there can be a
risk of Toll Fraud associated with your system and
that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll
Fraud and You need technical assistance or support,
call Technical Service Center Toll Fraud Intervention
Hotline at +1-800-643-2353 for the United States and
Canada. For additional support telephone numbers,
see the Avaya Support website:
https://support.avaya.com, or such successor site as
designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies
can be found in the Security Policies and Support
section of https://support.avaya.com/security

Suspected Avaya product security vulnerabilities are
handled per the Avaya Product Security Support
Flow
(https://support.avaya.com/css/P8/documents/100161
515).

Trademarks

The trademarks, logos and service marks (“Marks”)
displayed in this site, the Documentation, Hosted
Service(s), and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third
parties. Users are not permitted to use such Marks
without prior written consent from Avaya or such
third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted
Service(s) and product(s) should be construed as
granting, by implication, estoppel, or otherwise, any
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license or right in and to the Marks without the
express written permission of Avaya or the applicable
third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their
respective owners.

Linux® is the registered trademark of Linus Torvalds
in the U.S. and other countries.

Downloading Documentation

For the most current versions of Documentation, see
the Avaya Support website:

https://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website:
https://support.avaya.com for product or Hosted
Service notices and articles, or to report a problem
with your Avaya product or Hosted Service. For a list
of support telephone numbers and contact addresses,
go to the Avaya Support website:
https://support.avaya.com/ (or such successor site as
designated by Avaya), scroll to the bottom of the
page, and select Contact Avaya Support.
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Change history

Issue Date Description

1.0 February 21, 2023 | Release of AAMS 8.0.2 Service Pack 12
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Introduction

This document provides late-breaking information to supplement Avaya Aura® Media Server software and

documentation. For updated documentation, product support notices, and service pack information, go to the Avaya

Support site at https://support.avaya.com.

The Avaya Aura® Media Server delivers advanced multimedia processing features to a broad range of products and

applications. Utilizing the latest open standards for media control and media processing, the highly scalable
software-based solution deploys on standard server hardware. It is comprised of the following components:

e Media Server Software

e System Layer (appliance only).

What’s new

What’s new in 8.0.2

The following table lists enhancements in this release.

Enhancement Description

AMS-6841 FIPS support for WebRTC media sessions.

AMS-6840 FIPS support for Web Collaboration.

AMS-7317 WebRTC media added DTLSv1.2 support with preferred ciphers:

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256

AMS-6857 Update AAMS appliance to use Red Hat 7.6 and include latest security updates.
AMS-6828 Multi-Shared video composite mode.

AMS-6843 Force customer account password change on initial login.

AMS-7633 Enable root account when deploying with SDM.

WCS-2314 Web collaboration support for server certificate revocation check using OCSP or CRL.

What’s new in 8.0.2 SP 1

The following table lists enhancements in this release.

Enhancement Description

N/A

What’s new in 8.0.2 SP 2

The following table lists enhancements in this release.

Enhancement Description

AMS-7803 Logging enhancements for log retention by time.

WCS-2607

AMS-7651 Certificate expire warning alarm should default to 60 days for non-EASG certificates. Warning
alarm now configurable for 30, 60, 180 or 365 days.
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What’s new in 8.0.2 SP 3

The following table lists enhancements in this release.

Enhancement

Description

N/A

What’s new in 8.0.2 SP 4

The following table lists enhancements in this release.

Enhancement Description

AMS-8480 Use OS-provided OpenSSL libraries instead of packaging customer version in AAMS installer.

AMS-8497 Capture logs automatically on abnormal restart of a component. Feature is disabled by default
and needs to be enabled by making a configuration change in Element Manager.

AMS-8508 Replace EM Session Detail Record Browser Silverlight implementation with a JavaScript

implementation.

What’s new in 8.0.2 SP 5

The following table lists enhancements in this release.

Enhancement Description

N/A

What’s new in 8.0.2 SP 6

The following table lists enhancements in this release.

Enhancement Description

N/A

What’s new in 8.0.2 SP 7

The following table lists enhancements in this release.

Enhancement Description

N/A

What’s new in 8.0.2 SP 8

The following table lists enhancements in this release.

Enhancement Description

N/A

What’s new in 8.0.2 SP 9

The following table lists enhancements in this release.

Enhancement Description
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Enhancement Description

N/A

What’s new in 8.0.2 SP 10

The following table lists enhancements in this release.

Enhancement Description

AMS-11444 Update logcapture to include /proc/cpuinfo and /proc/meminfo in its log archive

What’s new in 8.0.2 SP 11

The following table lists enhancements in this release.

Enhancement Description

N/A

What’s new in 8.0.2 SP 12

The following table lists enhancements in this release.

Enhancement Description

AMS-13021 New OVA with updated signing certificate.

Contacting support

Contact support checklist

If you are having trouble with Avaya Aura® Media Server, you should:
1. Retry the action. Carefully follow the instructions in written or online documentation.
2. Check the documentation that came with your software for maintenance or software-related problems.
3. Note the sequence of events that led to the problem and the exact messages displayed.

If you continue to have a problem, contact Avaya Technical Support:

1. Login to the Avaya Technical Support Web site https://support.avaya.com.

2. Contact Avaya Technical Support at one of the telephone numbers in the Support Directory listings on the
Avaya support Web site.

Avaya Global Services Escalation Management provides the means to escalate urgent service issues. For more
information, see the Escalation Contacts listings on the Avaya Support site.

Contact support tasks

You may be asked to email one or more files to Technical Support for analysis of your application and its
environment.

e Media Server log capture with trace logs included
e Network packet capture on the Media Server
e  Screen shots for Element Manager issues

e Debug log (ams_debug.log) for System Manager Media Server element issues

Copyright 2023 Avaya Inc. All rights reserved.
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Avaya Aura® Media Server

Software Compatibility

Prior to upgrading AAMS software you must review the Avaya compatibility matrix of the controlling application (i.e.
CM) to ensure that the controlling application has been tested and is compatible with AAMS.

Supported 8.0.2 Upgrade Paths

Prior to upgrading to AAMS 8.0.2 your prior installation must meet the following minimum software revisions for the
Media Server software:

Release Minimum Supported
7.8.0 7.8.0.240 or higher
8.0.0 8.0.0.142 or higher
8.0.1 8.0.1.121 or higher

Release 7.8 to 8.0.2 Upgrade Considerations
Before you upgrade from Release 7.8 to 8.0.2, consider the following:

e Element Manager OS Authentication has been removed. For more details seethe section “Element
Manager OS Authentication Removed”.

e  When upgrading an 1+1 HA cluster or N+1 load sharing cluster the primary server must be upgraded first.
This is due to the OS Authentication being removed. Until the primary server is upgrade you will not be able
to login to EM since the default admin password needs to be changed and it may only be changed on the
primary server.

e  Customer supplied hardware and Operating System needs to be upgraded to Red Hat 7.4 or higher prior to
doing the upgrade. Note OpenSSL 1.0.2 RPM is required.

8.0.0 SP4 or Higher Upgrade Considerations
Before you upgrade to release 8.0.0 SP4 (or higher), consider the following:

e Once you upgrade to 8.0.0 SP4 or later you can’t restore a configuration backup from an earlier 8.0.0
release due to internal change with Element Manager configuration change. Please ensure you take a
current backup after the upgrade completes.

Installation

8.0.2 New Installation File List (Virtual Appliance Only)

Download ID Filename Notes

MSR000000180 MediaServer_8.0.2.251_A8 2022.12.22_OVF10.ova | AAMS virtual appliance (OVA) for new
deployments.

NOTE after deploying the OVA you MUST
install the mandatory updates listed in the
section titled “8.0.2 Required Updates and
Hotfixes (Appliance Only)”.
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8.0.2 New Installation File List (Physical Appliance Only)

Download ID Filename Notes

MSR000000118 MediaServer_8.0.2.43_A7_2019.07.17.iso AAMS physical appliance installer and
recovery disk for new appliance deployments.

NOTE after installing the appliance you
MUST install the mandatory updates listed
in the section titled “8.0.2 Required
Updates and Hotfixes (Appliance Only)”.

8.0.2 New Installation File List (Customer Supplied Hardware and OS Only)

Download ID Filename Notes

MSR0000000181 MediaServer_8.0.2.251 2022.12.22.bin AAMS software only installer (PVI) for new
deployments where customer is supplying the
hardware and Linux OS.

8.0.2 Required Updates and Hotfixes (Appliance Only)

Find patch information at https://support.avaya.com.

Download ID Patch Notes

MSR0000000182 8.0.2.251 AAMS update for Media Server software
that needs to be applied to all 8.0.x
appliance deployments.

MSR0000000183 8.0.0.36 AAMS update for System Layer software
that needs to be applied to all 8.0.x
appliance deployments.

8.0.2 Required Updates and Hotfixes (Customer Supplied Hardware and OS Only)

Find patch information at https://support.avaya.com.

Download ID Patch Notes

MSR0000000181 8.0.2.251 AAMS software only installer (PVI) for new
deployments where customer is supplying
the hardware and Linux OS.

8.0.2 Patch File list (Appliance Only)

Filename File size Version
MediaServer_Update_8.0.2.251_2022.12.22.iso 879,063,040 8.0.2.251
MediaServer_System_Update_8.0.0.36_2023.01.20.iso | 1,118,195,712 8.0.0.36
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8.0.2 Patch File list (Customer Supplied Hardware and OS Only)

Filename

File size

Version

MediaServer_8.0.2.251 2022.12.22.bin

878,668,627

8.0.2.251

Installing the release

For appliance installations, see procedures documented in Deploying and Updating Avaya Aura® Media Server
Appliance on the Avaya Support website at: https://downloads.avaya.com/css/P8/documents/101033404.

For Customer Supplied Hardware and OS installations, refer to procedures documented in Installing and Updating
Avaya Aura® Media Server Application on Customer Supplied Hardware and OS on the Avaya Support at:
https://downloads.avaya.com/css/P8/documents/101033406.

When upgrading an 8.0.2 appliance, use the following procedure:
1. Backup the system.

Upload both system layer and media sever updates.

Place system in pending lock (one node at a time).

Click “Install Updates” in Element Manager to initiate update install.

g M 0D

Once installation complete place system in an unlocked state.

Backing up the software

For appliance installations, see procedures documented in Deploying and Updating Avaya Aura® Media Server
Appliance on the Avaya Support website at: https://downloads.avaya.com/css/P8/documents/101050431.

For Customer Supplied Hardware and OS installations, see procedures documented in Implementing and
Administering Avaya Aura® Media Server on the Avaya Support website at:
https://downloads.avaya.com/css/P8/documents/101050441.

Troubleshooting the installation

For appliance installations, see procedures documented in Deploying and Updating Avaya Aura® Media Server
Appliance on the Avaya Support website at: https://downloads.avaya.com/css/P8/documents/101050431.

For non-appliance installations, see procedures documented in Installing and Updating Avaya Aura® Media Server
Application on Customer Supplied Hardware and OS on the Avaya Support website at:
https://downloads.avaya.com/css/P8/documents/101050445.

Restoring software to previous version

For appliance installations refer to procedures documented in Deploying and Updating Avaya Aura® Media Server
Appliance on the Avaya Support site at: https://downloads.avaya.com/css/P8/documents/101050431.

For non-appliance installs refer to procedures documented in Implementing and Administering Avaya Aura® Media
Server on the Avaya Support site: https://downloads.avaya.com/css/P8/documents/101050441.
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Speculative Execution Vulnerabilities (Spectre, Meltdown, and L1TF) Patches

In order to help mitigate the Speculative Execution Vulnerabilities, the processor manufacturers and operating system
developers provide software patches to their products. These are patches to the processors, hypervisors, and
operating systems that the Avaya solutions utilize (they are not patches applied to the Avaya developed components
of the solutions).

Once these patches are received by Avaya, they are tested with the applicable Avaya solutions to characterize any
impact on the performance of the Avaya solutions. The objective of the testing is to reaffirm product/solution
functionality and to observe the performance of the Avaya solutions in conjunction with the patches using typical
operating parameters.

Avaya is reliant on our suppliers to validate the effectiveness of their respective Speculative Execution Vulnerability
patches.

The customer should be aware that implementing these patches may result in performance degradation and that
results may vary to some degree for each deployment. The customer is responsible for implementing the patches,
and for the results obtained from such patches.

Spectre and Meltdown Patches and Capacity Impacts

Spectre and Meltdown patches have been applied to the operating system of the AAMS 8.0.0 appliance. In addition
to the AAMS patches the following updates are required:

Platform Minimum version for patches

Dell R630 BIOS version 2.7.1

Dell R640 BIOS version 2.7.7

Dell R230 BIOS version 2.4.3

Dell R220 BIOS version 1.10.2

HP DL360 G9 BIOS version 2.56

Avaya Aura® Appliance Virtualization Platform 7.1.3.0.0.04

VMware Refer to https://kb.vmware.com/s/article/52245

Spectre and Meltdown patches may have performance degradation for the following deployments:
« Virtual Appliance Profile 3, 4, 5 and 6
* Physical Appliances (Dell R220, Dell R230, HP DL360 G9 and Del R630)

« Software only installs on customer supplied OS and hardware

In AAMS 7.8 SP8 a new report called traffic summary was introduced and is accessible using the AAMS Element
Manager located under Home » System Status » Monitoring » Reports » Traffic Summary. This feature
provides summary statistics for session usage, Load Factor and CPU over the previous 4 weeks for the local media
server. It may be used to help determine if your deployment will be impacted by the Spectre/Meltdown performance
degradation.

Review the traffic summary for these deployment types to determine if the peak CPU or Load Factor exceeds 70%, or
the average consistently exceeds 50%. If it does you should add additional media servers to the network to
compensate for the Spectre/Meltdown performance degradation.

The traffic report is also available in so older releases by requesting a QFE from Avaya.
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Release and Build QFE

7.7 FP1 SP3 (7.7.0.398) QFE-EMLite-7.7.0.398-0001-Inx.zip
7.8 SP6 (7.8.0.355) QFE-EMLite-7.8.0.355-0001-Inx.zip
7.8 SP7 (7.8.0.384) QFE-EMLite-7.8.0.384-0001-Inx.zip

L1TF Patches

L1TF patches have been applied to the operating system of the AAMS 8.0.0 SP2 appliance. In addition to the AAMS
patches the following updates are required:

Platform Minimum version for patches

Dell R630 BIOS version 2.8.0

Dell R230 BIOS version 2.5,0

Dell R220 BIOS version 1.10.3

HP DL360 G9 BIOS version 2.60

Avaya Aura® Appliance Virtualization 8.0.2.0.0.01

VMware https://blogs.vmware.com/security/2018/08/I1tf.html

Enhanced Access Security Gateway (EASG)

EASG provides a secure method for Avaya services personnel to access the Avaya Aura® MS remotely and onsite.
Access is under the control of the customer and can be enabled or disabled at any time. EASG must be enabled for
Avaya Services to perform tasks necessary for the ongoing support, management and optimization of the solution.
EASG is also required to enable remote proactive support tools such as Avaya Expert Systems® and Avaya
Healthcheck.

On the AAMS appliance EASG is disabled by default so customers that are deploying a new 8.0.0 appliance for the
first time are encouraged to enable EASG, which can be done by issuing the following command after upgrading.

EASGManage —enableEASG

Element Manager OS Authentication Removed

Support for OS authentication has been removed in AAMS 8.0.0 and Element Manager accounts are managed by
AAMS by default. For new deploys you will need to login with the default username and password using the
following procedure:

1. Inaweb browser, type the following URL https://serverAddress:8443/em where serverAddress is the
address of the primary Avaya Aura® MS. (i.e. https://10.60.86.209:8443/em).

NOTE initial login and password change will only work on the primary server. If thisis a 1+1 HA
cluster use the Management IP address and not the service IP address.

2. Sign into Element Manager by using the username admin and specify the password Admin123$.

3. Element Manager will then prompt you to change the password for the Admin user.
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If you are upgrading from 7.8 you will need to login to the emergency login https://serverAddress:8443/emlogin with
user name admin and password Admin123$.

When upgrading an 1+1 HA cluster or N+1 load sharing cluster the primary server must be upgraded before you can
login to EM emergency login for the first time. Until the primary server is upgrade you will not be able to login to EM
since the default admin password needs to be changed on the primary only.

Session Detail Record Archiving

As of AAMS 8.0.2 SP2 Session Detail Record (SDR) archiving is disabled by default. SDR archiving can be enabled
with AAMS Element Manager by navigating to Home » System Configuration » Logging Settings and clicking the
Session Logging. To enable SDR archiving ensure the Session Detail Record Archiving is check and click save.

SDR may contain personal data and refer to the Avaya Aura® MS Product Privacy Statement located at
https://support.avaya.com/css/P8/documents/101062264 for more details.

Debug Log Retention

As of AAMS 8.0.2 SP2 debug log rotation will be enabled by default when debug logging is enabled. Debug logs will
rotate every hour and will only be retained for 1 day. Log retention settings can be disabled, or retention time can be
modified using AAMS Element Manager. To modify log retention settings, navigate to Home » System
Configuration » Debug Tracing » General Settings and update Trace File Retention Limit setting accordingly.

Debug logs may contain personal data and refer to the Avaya Aura® MS Product Privacy Statement located at
https://support.avaya.com/css/P8/documents/101062264 for more details.

Functionality not supported
N/A
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Fixes

Fixes in System Layer for 8.0.2 GA (8.0.0.18)

The following table lists the fixes in this release.

ID Minimum conditions | Description
AMS-6891 All appliance Mount /dev/shm with noexec option.
deployments.
AMS-6857 All appliance Update to RHEL 7.6.
deployments.
AMS-6837 All appliance Update packages to address outstanding security advisories

deployments.

RHSA-2019:0710 - https://access.redhat.com/errata/RHSA-2019:0710
python-2.7.5-77.el7_6.x86_64
python-libs-2.7.5-77.el7_6.x86_64
https://access.redhat.com/security/cve/CVE-2019-9636

RHSA-2019:0818 - https://access.redhat.com/errata/RHSA-2019:0818
kernel-3.10.0-957.12.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-6974
https://access.redhat.com/security/cve/CVE-2019-7221

RHSA-2019:1168 - https://access.redhat.com/errata/RHSA-2019:1168
kernel-3.10.0-957.12.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-12126
https://access.redhat.com/security/cve/CVE-2018-12127
https://access.redhat.com/security/cve/CVE-2018-12130
https://access.redhat.com/security/cve/CVE-2019-11091

RHSA-2019:1228 - https://access.redhat.com/errata/RHSA-2019:1228
wget-1.14-18.el7_6.1.x86_64
https://access.redhat.com/security/cve/CVE-2019-5953

RHSA-2019:1294 - https://access.redhat.com/errata/RHSA-2019:1294
bind-license-32:9.9.4-74.el7_6.1.noarch
bind-utils-32:9.9.4-74.el7_6.1.x86_64
bind-32:9.9.4-74.el7_6.1.x86_64
bind-libs-32:9.9.4-74.el7_6.1.x86_64

https://access.redhat.com/security/cve/CVE-2018-5743

RHSA-2019:1481 - https://access.redhat.com/errata/RHSA-2019:1481
kernel-3.10.0-957.21.3.el7.x86_64
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2019-11477
https://access.redhat.com/security/cve/CVE-2019-11478
https://access.redhat.com/security/cve/CVE-2019-11479

RHSA-2019:1587 - https://access.redhat.com/errata/RHSA-2019:1587
python-2.7.5-80.el7_6.x86_64
python-libs-2.7.5-80.el7_6.x86_64
https://access.redhat.com/security/cve/CVE-2019-10160

RHSA-2019:1619 - https://access.redhat.com/errata/RHSA-2019:1619
vim-minimal-2:7.4.160-6.el7_6.x86_64
https://access.redhat.com/security/cve/CVE-2019-12735

Fixes in Media Server for 8.0.2 GA (8.0.2.56)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-7339 All video Composite Audio and video out of sync and VCMP crashes due memory leak.
AAMS servers.
AMS-7312 All deployments Failure occurs during non-primary server enrollment and EM enters an
enrolled with SMGR. enroliment loop where it imports a new SMGR signed certificate into AAMS key
store every 3 minutes. Eventually EM runs out of memory and will not be
accessible.
AMS-7296 All video deployments. | VidMP crashes when a video stream is removed from a session.
AMS-7317 All WebRTC WebRTC Media added DTLSv1.2 support with preferred ciphers:
deployments. TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 and
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256.
AMS-7274 All deployments. Certificate import/export fails if certificate password contains an XML reserved
character.
AMS-7275 All WebRTC WebRTC sessions lose audio and video due to FNTMP crashing when
deployments. releasing session under traffic
AMS-7237 Deployments with EM EM cluster status fails when TLS version is TLSv1 or TLSv1.1.
cluster status failures.
AMS-7270 All deployments. After upgrading from 7.8.x/8.0.x to 8.0.2 AAMS is out of service since DB is not
running.
AMS-7256 All video deployments | Video block and unblock operation is not working.
AMS-7001 All video deployments. | VidMP crashes under traffic due to memory leak related to invalid video stream
with repeated RTP timestamps and sequence numbers.
AMS-7189 All video composite Flicking of participants in composite video.
AAMS servers.
AMS-7185 All video deployments. | VidMP crashes when blocking video.
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ID Minimum conditions Description
AMS-7168 All video composite Flicking of participants in composite video.
AAMS servers.
AMS-7169 All WebRTC Chrome WebRTC internals reported negative cumulative packet loss.
deployments using
Chrome browser.
AMS-7123 All deployments. OpenJDK security update 8u212b04.
AMS-6961 All 1+1 HA Validate the backup server remote address for the MCHB protocol on the
deployments. primary to avoid rogue connections. Added high-availability backup connection
alarm and rogue connection attempt event log.
AMS-6960 Virtual appliance Add logic to detect corrupted /proc/cpuinfo file.
AMS-7095 All video composite No video when long delay for media arrival after session setup.
AAMS servers.
AMS-6984 Deployments using Backup secure FTP fails due to unsupported encryption algorithm requested by
secure FTP transfer of | SFTP server.
backup.
AMS-6999 WebRTC deployments | FNTMP enters a port manager infinite loop during startup and will not process
using static port new WebRTC sessions.
configuration.
AMS-6987 All WebRTC ICE aggressive nomination causing one-way media.
deployments.
AMS-6968 All video deployments. | No receive video when making an audio/video call without a camera.
AMS-6830 All deployments. MariaDB (10.3.15) and connector upgrade.
AMS-6841 All WebRTC FIPS support for WebRTC media sessions.
deployments.
AMS-6759 All deployments. TLS handshake fails due to incorrect certificate chain order.
AMS-6821 All deployments. Multiple log capture download clicks result in an incomplete log capture archive.
AMS-6826 All cluster (1+1 HA or Configuration replication can be set on each AAMS server in a cluster.
N+1) deployments.
AMS-6794 All deployments Update SMGR FQDN constraint to allow numbers in top-level domain.
enrolled with SMGR.
AMS-6893 All deployments. Tomcat (9.0.13) upgrade.
AMS-3996 All deployments. IPP upgrade.
AMS-6803 All video deployments. | VidMP crash on video de-escalation to audio-only when session not joined to
conference.
AMS-6773 All deployments. OpenSSL security update (1.0.2r).
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Minimum conditions

Description

WCS-2539

All web collaboration
deployments.

Add audit to terminate web collaboration sessions that are around longer than
24 hours.

Fixes in System Layer for 8.0.2 GA (8.0.0.19) — New Appliance deployments Only

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-6843 New appliance Force customer account password change on initial login.
deployments (8.0.2.43
A7 or higher)

AMS-7633 New virtual appliance Enable root account activation when deployed via SDM.
deployments (8.0.2.43
A7 or higher)

AMS-7458 New appliance Accept spaces between entries for NTP and DNS on OVA deploy

deployments (8.0.2.43
A7 or higher)

Fixes in System Layer for 8.0.2 SP 1 (8.0.0.20)

The following table lists the fixes in this release.

1D

Minimum conditions

Description

AMS-7449

All appliance
deployments

Update RPMs to address:

RHSA-2019:1873 - https://access.redhat.com/errata/RHSA-2019:1873
kernel-3.10.0-957.27.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-16871
https://access.redhat.com/security/cve/CVE-2018-16884
https://access.redhat.com/security/cve/CVE-2019-11085
https://access.redhat.com/security/cve/CVE-2019-11811

AMS-7445

All appliance
deployments

Update RPMs to address:

RHSA-2019:1880 - https://access.redhat.com/errata/RHSA-2019:1880
libcurl-7.29.0-51.el7_6.3.x86_64
curl-7.29.0-51.el7_6.3.x86_64
https://access.redhat.com/security/cve/CVE-2018-14618
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ID

Minimum conditions

Description

AMS-7448

All appliance
deployments

Update RPMs to address:

RHSA-2019:2029 - https://access.redhat.com/errata/RHSA-2019:2029
kernel-3.10.0-1062.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-10853
https://access.redhat.com/security/cve/CVE-2018-13053
https://access.redhat.com/security/cve/CVE-2018-13093
https://access.redhat.com/security/cve/CVE-2018-13094
https://access.redhat.com/security/cve/CVE-2018-13095
https://access.redhat.com/security/cve/CVE-2018-14625
https://access.redhat.com/security/cve/CVE-2018-14734
https://access.redhat.com/security/cve/CVE-2018-15594
https://access.redhat.com/security/cve/CVE-2018-16658
https://access.redhat.com/security/cve/CVE-2018-16885
https://access.redhat.com/security/cve/CVE-2018-18281
https://access.redhat.com/security/cve/CVE-2018-7755
https://access.redhat.com/security/cve/CVE-2018-8087
https://access.redhat.com/security/cve/CVE-2018-9363
https://access.redhat.com/security/cve/CVE-2018-9516
https://access.redhat.com/security/cve/CVE-2018-9517
https://access.redhat.com/security/cve/CVE-2019-11599
https://access.redhat.com/security/cve/CVE-2019-11810
https://access.redhat.com/security/cve/CVE-2019-11833
https://access.redhat.com/security/cve/CVE-2019-3459
https://access.redhat.com/security/cve/CVE-2019-3460
https://access.redhat.com/security/cve/CVE-2019-3882
https://access.redhat.com/security/cve/CVE-2019-3900
https://access.redhat.com/security/cve/CVE-2019-5489
https://access.redhat.com/security/cve/CVE-2019-7222

AMS-7444

All appliance
deployments

Update RPMs to address:

RHSA-2019:2077 - https://access.redhat.com/errata/RHSA-2019:2077
ntp-4.2.6p5-29.el7.x86_64
ntpdate-4.2.6p5-29.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-12327

AMS-7446

All appliance
deployments

Update RPMs to address:

RHSA-2019:2079 - https://access.redhat.com/errata/RHSA-2019:2079
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Minimum conditions

Description

libX11-common-1.6.7-2.el7.noarch

libX11-1.6.7-2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-14598
https://access.redhat.com/security/cve/CVE-2018-14599
https://access.redhat.com/security/cve/CVE-2018-14600
https://access.redhat.com/security/cve/CVE-2018-15853
https://access.redhat.com/security/cve/CVE-2018-15854
https://access.redhat.com/security/cve/CVE-2018-15855
https://access.redhat.com/security/cve/CVE-2018-15856
https://access.redhat.com/security/cve/CVE-2018-15857
https://access.redhat.com/security/cve/CVE-2018-15859
https://access.redhat.com/security/cve/CVE-2018-15861
https://access.redhat.com/security/cve/CVE-2018-15862
https://access.redhat.com/security/cve/CVE-2018-15863
https://access.redhat.com/security/cve/CVE-2018-15864

AMS-7442

All appliance
deployments

Update RPMs to address:

RHSA-2019:2091 - https://access.redhat.com/errata/RHSA-2019:2091
systemd-sysv-219-67.el7.x86_64
systemd-libs-219-67.el7.x86_64
systemd-219-67.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-15686
https://access.redhat.com/security/cve/CVE-2018-16866
https://access.redhat.com/security/cve/CVE-2018-16888

AMS-7447

All appliance
deployments

Update RPMs to address:

RHSA-2019:2197 - https://access.redhat.com/errata/RHSA-2019:2197
elfutils-libelf-0.176-2.el7.x86_64
elfutils-default-yama-scope-0.176-2.el7.noarch
elfutils-libs-0.176-2.el7.x86_64
elfutils-0.176-2.el7.x86_64

https://access.redhat.com/security/cve/CVE-2018-16062
https://access.redhat.com/security/cve/CVE-2018-16402
https://access.redhat.com/security/cve/CVE-2018-16403
https://access.redhat.com/security/cve/CVE-2018-18310
https://access.redhat.com/security/cve/CVE-2018-18520
https://access.redhat.com/security/cve/CVE-2018-18521
https://access.redhat.com/security/cve/CVE-2019-7149
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2019-7150
https://access.redhat.com/security/cve/CVE-2019-7664
https://access.redhat.com/security/cve/CVE-2019-7665

AMS-7482

All appliance
deployments

Update RPMs to address:

RHSA-2019:2571 - https://access.redhat.com/errata/RHSA-2019:2571
pango-1.42.4-4.el7_7.x86_64
https://access.redhat.com/security/cve/CVE-2019-1010238

AMS-7481

All appliance
deployments

Update RPMs to address:

RHSA-2019:2600 - https://access.redhat.com/errata/RHSA-2019:2600
kernel-3.10.0-1062.1.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-1125
https://access.redhat.com/security/cve/CVE-2019-9500

N/A

All appliance
deployments

Other security updates:

RHSA-2019:1884 - https://access.redhat.com/errata/RHSA-2019:1884
libssh2-1.4.3-12.el7_6.3.x86_64
https://access.redhat.com/security/cve/CVE-2019-3862

RHSA-2019:2030 - https://access.redhat.com/errata/RHSA-2019:2030

python-libs-2.7.5-86.el7.x86_64

python-2.7.5-86.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-14647
https://access.redhat.com/security/cve/CVE-2019-5010
https://access.redhat.com/security/cve/CVE-2019-9740
https://access.redhat.com/security/cve/CVE-2019-9947
https://access.redhat.com/security/cve/CVE-2019-9948

RHSA-2019:2033 - https://access.redhat.com/errata/RHSA-2019:2033
patch-2.7.1-11.el7.x86_64
https://access.redhat.com/security/cve/CVE-2016-10713
https://access.redhat.com/security/cve/CVE-2018-6952

RHSA-2019:2047 - https://access.redhat.com/errata/RHSA-2019:2047
libcgroup-0.41-21.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-14348
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Minimum conditions

Description

RHSA-2019:2049 - https://access.redhat.com/errata/RHSA-2019:2049
libmspack-0.5-0.7.alpha.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-18584
https://access.redhat.com/security/cve/CVE-2018-18585

RHSA-2019:2057 - https://access.redhat.com/errata/RHSA-2019:2057
bind-32:9.11.4-9.P2.el7.x86_64
bind-libs-32:9.11.4-9.P2.el7.x86_64
bind-utils-32:9.11.4-9.P2.el7.x86_64
bind-license-32:9.11.4-9.P2.el7.noarch
https://access.redhat.com/security/cve/CVE-2018-5741

RHSA-2019:2075 - https://access.redhat.com/errata/RHSA-2019:2075
binutils-2.27-41.base.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-1000876
https://access.redhat.com/security/cve/CVE-2018-12641
https://access.redhat.com/security/cve/CVE-2018-12697

RHSA-2019:2110 - https://access.redhat.com/errata/RHSA-2019:2110
rsyslog-gnutls-8.24.0-38.el7.x86_64
rsyslog-8.24.0-38.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-16881

RHSA-2019:2118 - https://access.redhat.com/errata/RHSA-2019:2118
glibc-2.17-292.el7.x86_64
glibc-common-2.17-292.el7.x86_64
https://access.redhat.com/security/cve/CVE-2016-10739

RHSA-2019:2136 - https://access.redhat.com/errata/RHSA-2019:2136
libssh2-1.8.0-3.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-3858
https://access.redhat.com/security/cve/CVE-2019-3861

RHSA-2019:2143 - https://access.redhat.com/errata/RHSA-2019:2143
openssh-server-7.4p1-21.el7.x86_64
openssh-7.4p1-21.el7.x86_64
openssh-clients-7.4p1-21.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-15473
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Minimum conditions

Description

RHSA-2019:2159 - https://access.redhat.com/errata/RHSA-2019:2159
unzip-6.0-20.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-18384

RHSA-2019:2169 - https://access.redhat.com/errata/RHSA-2019:2169
iwl4965-firmware-228.61.2.24-72.el7.noarch
iwl6050-firmware-41.28.5.1-72.el7.noarch
linux-firmware-20190429-72.gitddde598.el7.noarch
iwl6000g2a-firmware-17.168.5.3-72.el7.noarch
iwl6000-firmware-9.221.4.1-72.el7.noarch
iwl100-firmware-39.31.5.1-72.el7.noarch
iwl5150-firmware-8.24.2.2-72.el7.noarch
iwl5000-firmware-8.83.5.1_1-72.el7.noarch
iwl1000-firmware-1:39.31.5.1-72.el7.noarch
iwl3945-firmware-15.32.2.9-72.el7.noarch

https://access.redhat.com/security/cve/CVE-2018-5383

RHSA-2019:2181 - https://access.redhat.com/errata/RHSA-2019:2181
libcurl-7.29.0-54.el7.x86_64
curl-7.29.0-54.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-16842

RHSA-2019:2189 - https://access.redhat.com/errata/RHSA-2019:2189
procps-ng-3.3.10-26.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-1122

RHSA-2019:2237 - https://access.redhat.com/errata/RHSA-2019:2237

nss-3.44.0-4.el7.x86_64

nss-util-3.44.0-3.el7.x86_64

nss-tools-3.44.0-4.el7.x86_64

nss-softokn-freebl-3.44.0-5.el7.x86_64

nspr-4.21.0-1.el7.x86_64

nss-sysinit-3.44.0-4.el7.x86_64

nss-softokn-3.44.0-5.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-0495
https://access.redhat.com/security/cve/CVE-2018-12404
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Minimum conditions

Description

RHSA-2019:2304 - https://access.redhat.com/errata/RHSA-2019:2304
openssl-libs-1:1.0.2k-19.el7.x86_64
openssl-1:1.0.2k-19.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-0734
https://access.redhat.com/security/cve/CVE-2019-1559

RHSA-2019:2327 - https://access.redhat.com/errata/RHSA-2019:2327
mariadb-libs-1:5.5.64-1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-3058
https://access.redhat.com/security/cve/CVE-2018-3063
https://access.redhat.com/security/cve/CVE-2018-3066
https://access.redhat.com/security/cve/CVE-2018-3081
https://access.redhat.com/security/cve/CVE-2018-3282
https://access.redhat.com/security/cve/CVE-2019-2503
https://access.redhat.com/security/cve/CVE-2019-2529
https://access.redhat.com/security/cve/CVE-2019-2614
https://access.redhat.com/security/cve/CVE-2019-2627

RHEA-2019:2354 - https://access.redhat.com/errata/RHEA-2019:2354
tzdata-2019b-1.el7.noarch.rpm
https://bugzilla.redhat.com/show_bug.cgi?id=1728735

FEDORA-EPEL-2019-204f810692
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2019-204f810692

clamav-0.101.3-1.el7.x86_64.rpm
clamav-data-0.101.3-1.el7.noarch.rpm
clamav-filesystem-0.101.3-1.el7.noarch.rpm
clamav-lib-0.101.3-1.el7.x86_64.rpm
clamav-update-0.101.3-1.el7.x86_64.rpm

FEDORA-EPEL-2019-ae72f875d9
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2019-ae72f875d9

clamav-0.101.4-1.el7.x86_64.rpm
clamav-data-0.101.4-1.el7.noarch.rpm
clamav-filesystem-0.101.4-1.el7.noarch.rpm
clamav-lib-0.101.4-1.el7.x86_64.rpm
clamav-update-0.101.4-1.el7.x86_64.rpm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-12900
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-12625
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Fixes in Media Server for 8.0.2 SP 1 (8.0.2.61)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-7382 All CM deployments Add Load Factor header to all outbound SIP INVITEs.
AMS-7388 All deployments Fix to display empty content groups in EM Media Management Provisioning
AMS-7366 All deployments with Allow password change after login on non-primary media server.
1+1 HA or N+1 cluster.
AMS-7343 All video deployments Frozen video during mid-call operation in Multi-shared conference.

Fixes in System Layer for 8.0.2 SP 2 (8.0.0.22)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-7756 All appliance Release lock after failed system layer downgrade.
deployments
AMS-7671 All appliance Update system layer to address RHSA-2019:2829.
deployments RHSA-2019:2829 - https://access.redhat.com/errata/RHSA-2019:2829
kernel-3.10.0-1062.1.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-14835
AMS-7798 All appliance Update system layer to address RHSA-2019:3055.
deployments RHSA-2019:3055 - https://access.redhat.com/errata/RHSA-2019:3055
kernel-3.10.0-1062.4.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-20856
https://access.redhat.com/security/cve/CVE-2019-10126
https://access.redhat.com/security/cve/CVE-2019-3846
https://access.redhat.com/security/cve/CVE-2019-9506
AMS-7868 All appliance Update system layer to address RHSA-2019:3209 (via RHSA-2019:3197).
deployments
AMS-7869 All appliance Update system layer to address RHSA-2019:3197.
deployments RHSA-2019:3197 - https://access.redhat.com/errata/RHSA-2019:3197
sudo-1.8.23-4.el7_7.1.x86_64
https://access.redhat.com/security/cve/CVE-2019-14287
AMS-7940 All appliance Update system layer to address RHSA-2019:3834.

deployments

RHSA-2019:3834 - https://access.redhat.com/errata/RHSA-2019:3834
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Minimum conditions

Description

kernel-3.10.0-1062.4.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-12207
https://access.redhat.com/security/cve/CVE-2019-0154
https://access.redhat.com/security/cve/CVE-2019-11135

AMS-7994

All appliance
deployments

Update system layer to address RHSA-2019:3872.
RHSA-2019:3872 - https://access.redhat.com/errata/RHSA-2019:3872
kernel-3.10.0-1062.4.3.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-0155

AMS-7995

All appliance
deployments

Update system layer to address RHSA-2019:4061 (via RHSA-2019:2964).
RHSA-2019:2964 - https://access.redhat.com/errata/RHSA-2019:2964
patch-2.7.1-12.el7_7.x86_64
https://access.redhat.com/security/cve/CVE-2018-20969
https://access.redhat.com/security/cve/CVE-2019-13638

AMS-7996

All appliance
deployments

Update system layer to address RHSA-2019:3979.
RHSA-2019:3979 - https://access.redhat.com/errata/RHSA-2019:3979
kernel-3.10.0-1062.7.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-14821
https://access.redhat.com/security/cve/CVE-2019-15239

N/A

All appliance
deployments

Other security updates.

RHSA-2019:4190 - https://access.redhat.com/errata/RHSA-2019:4190
nss-util-3.44.0-4.el7_7.x86_64
nss-softokn-3.44.0-8.el7_7.x86_64
nss-softokn-freebl-3.44.0-8.el7_7.x86_64
nss-3.44.0-7.el7_7.x86_64
nss-sysinit-3.44.0-7.el7_7.x86_64
nss-tools-3.44.0-7.el7_7.x86_64

https://access.redhat.com/security/cve/CVE-2019-11729
https://access.redhat.com/security/cve/CVE-2019-11745

AMS-7676

All appliance
deployments

Update RNDC key for FIPS compliance.

AMS-7678

All appliance
deployments

Update EULA.

AMS-7679

All appliance
deployments

Enable sudo commands for customer account.

Fixes in Media Server for 8.0.2 SP 2 (8.0.2.89)

The following table lists the fixes in this release.
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ID Minimum conditions Description

AMS-8054 Video deployments Fix VidMP capability mismatch detection when setting up relay using negotiated
bandwidth instead of actual estimated TX BW.

AMS-8054 Video deployments No video after camera block/unblock.

AMS-7988 Video deployments. VCMP should not reset RTP timestamp when switching back to dedicated
channel from shared channel and reducing the RTCP commands resend time
interval.

AMS-7782 Collaboration Updated event log messages for event identifiers 20551, 20552 and 20553.

deployments

AMS-7943 Video deployments VidMP crash when a session experienced bad network connection with very high
RTT.

AMS-7913 All deployments Disable SDR archiving.

AMS-7924 All deployments Add advanced engineering DTMF twist limit configuration settings.

AMS-7803 All deployments Logging enhancements for log retention by time.

AMS-7861 WebRTC deployments Media recovery not working after reestablished with a new RTCPeerConnection.

AMS-7834 Video deployments VidMP error handling when RTP timestamp rollover.

AMS-7792 Cluster deployment with | SMGR disenrollment does not work after server role changes from non-primary to

AAMS enrolled with primary server.
SMGR

AMS-7761 Video deployment Various video compositor improvements (AV sync, BW management, shuffling
and frozen video fixes).

AMS-7796 All deployments Tomcat native library upgrade to fix an error in the logs on shutdown.

AMS-7631 All deployments System unavailable due to maintenance is displayed by the Element Manager
after a failed restore from backup.

AMS-7682 Cluster deployments Update connection retry logic in Cluster Manager.

AAMS-7739 | Video deployments Fixed VidMP crash when a video stream is removed from call.

AMS-7734 Video deployments Video active speaker hysteresis.

AMS-7651 All deployments Certificate expire warning alarm should default to 60 days for non-EASG
certificates. Warning alarm now configurable for 30, 60, 180 or 365 days.

AMS-7656 All deployments Update to 2019 EULA.
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ID

Minimum conditions

Description

AMS-7420 All deployments. Can’t delete content in EM Media Management after renaming the content.
AMS-7409 All deployments Can’t copy-n-paste after renaming the containing content group using EM Media
Management.
AMS-7506 Appliance deployments | Gracefully handle unsupported major upgrade paths on AAMS appliance.
AMS-7417 WebRTC deployments. ICE recovery support after network is reconnected.
WCS-2577 Web collaboration While screen sharing is paused, another user tries to steal the sharing and start
deployments. the whiteboard. The user who stole the sharing cannot perform any whiteboard
actions and the sharing cannot be restarted. Stealing sharing from presenter now
works properly.
WCS-2594 Web collaboration Improve the coordination of sharing events between users to prevent collision
deployments. which could cause the sharing to be un-viewable (presentation would be a
mixture of blocks from different users). Presentation is now shown correctly.
WCS-2609 Web collaboration The WCS Bandwidth Received Operational Metric is now updated correctly,

deployments.

previously it was always 0.

Fixes in System Layer for 8.0.2 SP 3 (8.0.0.23)

The following table lists the fixes in this release.

ID

Minimum conditions

Description

AMS-8154

All appliance
deployments

Update system layer to address outstanding advisories
RHSA-2019:4326 - https://access.redhat.com/errata/RHSA-2019:4326
fribidi-1.0.2-1.el7_7.1.x86_64
https://access.redhat.com/security/cve/CVE-2019-18397

RHSA-2020:0227 - https://access.redhat.com/errata/RHSA-2020:0227
sqlite-3.7.17-8.el7_7.1.x86_64
https://access.redhat.com/security/cve/CVE-2019-13734

FEDORA-EPEL-2019-d6b0a398¢c2 -
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2019-d6b0a398c2

clamav-0.101.5-1.el7.x86_64.rpm
clamav-data-0.101.5-1.el7.noarch.rpm
clamav-filesystem-0.101.5-1.el7.noarch.rpm
clamav-lib-0.101.5-1.el7.x86_64.rpm
clamav-update-0.101.5-1.el7.x86_64.rpm
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Minimum conditions

Description

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-15961

Fixes in Media Server for 8.0.2 SP 3 (8.0.2.93)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-8140 Deployments with SFTP Backup Path Validation issue if path contains 0.
backup path containing
a 0 in the name.
AMS-8066 Avaya Conversational Add real-time media processor interface to improve performance of Avaya

Intelligence
deployments.

Conversational Intelligence integration with AAMS.

Fixes in System Layer for 8.0.2 SP 4 (8.0.0.24)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-8586 All appliance Update system layer to address expat (RHSA-2020:1011)
deployments RHSA-2020:1011 - https://access.redhat.com/errata/RHSA-2020:1011
expat-2.1.0-11.el7.x86_64
https://access.redhat.com/security/cve/CVE-2015-2716
AMS-8558 All appliance Update platform to address kernel (RHSA-2020:1016)

deployments

RHSA-2020:1016 - https://access.redhat.com/errata/RHSA-2020:1016
kernel-3.10.0-1127.el7.x86_64

https://access.redhat.com/security/cve/CVE-2015-9289

https://access.redhat.com/security/cve/CVE-2017-17807
https://access.redhat.com/security/cve/CVE-2018-19985
https://access.redhat.com/security/cve/CVE-2018-20169
https://access.redhat.com/security/cve/CVE-2018-7191

https://access.redhat.com/security/cve/CVE-2019-10207
https://access.redhat.com/security/cve/CVE-2019-10638
https://access.redhat.com/security/cve/CVE-2019-10639
https://access.redhat.com/security/cve/CVE-2019-11190
https://access.redhat.com/security/cve/CVE-2019-11884
https://access.redhat.com/security/cve/CVE-2019-12382
https://access.redhat.com/security/cve/CVE-2019-13233
https://access.redhat.com/security/cve/CVE-2019-13648
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https://access.redhat.com/security/cve/CVE-2015-2716

Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2019-14283
https://access.redhat.com/security/cve/CVE-2019-15090
https://access.redhat.com/security/cve/CVE-2019-15221
https://access.redhat.com/security/cve/CVE-2019-15916
https://access.redhat.com/security/cve/CVE-2019-16746
https://access.redhat.com/security/cve/CVE-2019-18660
https://access.redhat.com/security/cve/CVE-2019-3901

https://access.redhat.com/security/cve/CVE-2019-9503

AMS-8557

All appliance
deployments

Update platform to address bash (RHSA-2020:1113)
RHSA-2020:1113 - https://access.redhat.com/errata/RHSA-2020:1113
bash-4.2.46-34.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-9924

AMS-8556

All appliance
deployments

Update platform to address wireshark (RHSA-2020:1047)
RHSA-2020:1047 - https://access.redhat.com/errata/RHSA-2020:1047
wireshark-1.10.14-24.el7.x86_64

https://access.redhat.com/security/cve/CVE-2018-11362
https://access.redhat.com/security/cve/CVE-2018-14340
https://access.redhat.com/security/cve/CVE-2018-14341
https://access.redhat.com/security/cve/CVE-2018-14368
https://access.redhat.com/security/cve/CVE-2018-16057
https://access.redhat.com/security/cve/CVE-2018-19622
https://access.redhat.com/security/cve/CVE-2018-7418

AMS-8555

All appliance
deployments

Update platform to address gettext (RHSA-2020:1138)
RHSA-2020:1138 - https://access.redhat.com/errata/RHSA-2020:1138
gettext-0.19.8.1-3.el7.x86_64
gettext-libs-0.19.8.1-3.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-18751

AMS-8554

All appliance
deployments

Update platform to address rsyslog (RHSA-2020:1000)
RHSA-2020:1000 - https://access.redhat.com/errata/RHSA-2020:1000
rsyslog-gnutls-8.24.0-52.el7.x86_64
rsyslog-8.24.0-52.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-17041
https://access.redhat.com/security/cve/CVE-2019-17042

AMS-8553

All appliance
deployments

Update platform to address kernel (RHSA-2020:0834)
RHSA-2020:0834 - https://access.redhat.com/errata/RHSA-2020:0834
kernel-3.10.0-1062.18.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-11487
https://access.redhat.com/security/cve/CVE-2019-17666
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ID Minimum conditions Description
https://access.redhat.com/security/cve/CVE-2019-19338
N/A All appliance Other updated packages:

deployments

RHSA-2020:0374 - https://access.redhat.com/errata/RHSA-2020:0374
kernel-3.10.0-1062.12.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-14816
https://access.redhat.com/security/cve/CVE-2019-14895
https://access.redhat.com/security/cve/CVE-2019-14898
https://access.redhat.com/security/cve/CVE-2019-14901
https://access.redhat.com/security/cve/CVE-2019-17133

RHSA-2020:0540 - https://access.redhat.com/errata/RHSA-2020:0540
sudo-1.8.23-4.el7_7.2.x86_64
https://access.redhat.com/security/cve/CVE-2019-18634

RHSA-2020:0897 - https://access.redhat.com/errata/RHSA-2020:0897
libicu-50.2-4.el7_7.x86_64
https://access.redhat.com/security/cve/CVE-2020-10531

RHSA-2020:1020 - https://access.redhat.com/errata/RHSA-2020:1020
curl-7.29.0-57.el7.x86_64
libcurl-7.29.0-57.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-5436

RHSA-2020:1021 - https://access.redhat.com/errata/RHSA-2020:1021
shared-mime-info-1.8-5.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-3820

RHSA-2020:1022 - https://access.redhat.com/errata/RHSA-2020:1022
file-5.11-36.el7.x86_64
file-libs-5.11-36.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-10360

RHSA-2020:1061 - https://access.redhat.com/errata/RHSA-2020:1061
bind-libs-32:9.11.4-16.P2.el7.x86_64
bind-32:9.11.4-16.P2.el7.x86_64
bind-utils-32:9.11.4-16.P2.el7.x86_64
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Minimum conditions

Description

bind-license-32:9.11.4-16.P2.el7.noarch

bind-libs-lite-32:9.11.4-16.P2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-5745
https://access.redhat.com/security/cve/CVE-2019-6465
https://access.redhat.com/security/cve/CVE-2019-6477

RHSA-2020:1081 - https://access.redhat.com/errata/RHSA-2020:1081
net-snmp-libs-1:5.7.2-47.el7.x86_64
net-snmp-agent-libs-1:5.7.2-47.el7.x86_64
net-snmp-1:5.7.2-47.el7.x86_64

https://access.redhat.com/security/cve/CVE-2018-18066

RHSA-2020:1100 - https://access.redhat.com/errata/RHSA-2020:1100
mariadb-libs-1:5.5.65-1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-2737
https://access.redhat.com/security/cve/CVE-2019-2739
https://access.redhat.com/security/cve/CVE-2019-2740
https://access.redhat.com/security/cve/CVE-2019-2805

RHSA-2020:1131 - https://access.redhat.com/errata/RHSA-2020:1131
python-2.7.5-88.el7.x86_64
python-libs-2.7.5-88.el7.x86_64
https://access.redhat.com/security/cve/CVE-2018-20852
https://access.redhat.com/security/cve/CVE-2019-16056

RHSA-2020:1181 - https://access.redhat.com/errata/RHSA-2020:1181
unzip-6.0-21.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-13232

RHSA-2020:1190 - https://access.redhat.com/errata/RHSA-2020:1190

libxml2-python-2.9.1-6.el7.4.x86_64

libxml2-2.9.1-6.el7.4.x86_64
https://access.redhat.com/security/cve/CVE-2015-8035
https://access.redhat.com/security/cve/CVE-2016-5131
https://access.redhat.com/security/cve/CVE-2017-15412
https://access.redhat.com/security/cve/CVE-2017-18258
https://access.redhat.com/security/cve/CVE-2018-14404
https://access.redhat.com/security/cve/CVE-2018-14567
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Minimum conditions

Description

RHBA-2019:2871 - https://access.redhat.com/errata/RHBA-2019:2871
tzdata-2019c-1.el7.noarch.rpm

Fixes in Media Server for 8.0.2 SP 4 (8.0.2.127)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-8681 SIP SIP QoS configuration doesn’t match packet tagging.

AMS-8680 All deployments IVR resource leak when a session setup is cancelled immediately during session
setup.

AMS-8638 All deployments Update crypto tag when renegotiating with same crypto.

AMS-8660 All deployments Client updating SSRC every 5 packets and causes ConfMP to crash.

AMS-8480 All deployments Use OS-provided OpenSSL libraries instead of custom-built libraries.

AMS-8452 All deployments Fix random crashes when synchronous tracing is enabled.

AMS-8497 All deployments Capture logs automatically on abnormal restart of a component. Feature
disabled by default and needs to be configured using Element Manager.

AMS-8622 All deployments Prevent potential overrun of event debug log buffer.

AMS-8634 All deployments Add source IP of incoming requests to EM access log.

AMS-8592 All deployments Missing EM data for the backup type config_service_no_files.

AMS-8579 WebRTC FNTMP ICE UDP ports not closed properly causing bind failure.

AMS-8548 WebRTC FNTMP ICE worker thread load distribution.

AMS-8219 All deployments WebLM client update to address 100% CPU usage of SC when WebLM server
goes down.

AMS-8428 All deployments. Correct SDP attribute detection to prevent crypto calls failing.
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ID Minimum conditions Description

AMS-8529 SIP deployments SIPMC crashed processing Replaces parameter in the Refer-To header.

AMS-8508 All deployments Replace EM Session Detail Record Browser Silverlight implementation with a
JavaScript implementation.

AMS-8334 All deployments EM update to handle multiple certificate IP subject alternative names.

AMS-8393 All deployments Removed excess installer messages in console mode.

AMS-8421 SMGR SSO Tasks Administrators and Roles appear for System Manager users with incorrect
credentials.

AMS-8434 WebRTC FNTMP timer thread deadlock and port exhaustion fix.

AMS-8347 All deployments Backup destination fields are empty when attempting to add or modify.

AMS-8120 ACI Real-time media enhancements for ACI connector. Disable token caching.

AMS-8100 All deployments Address ConfMP crash by using a per-thread pool for incoming audio RTCP.
Limit number of audio packets read per poll.

AMS-8283 All deployments Delete only aged log files on startup when log retention is enabled.

AMS-8348 Video Fixing no video displayed to the other client when a client unplugs then plugs
camera.

AMS-8217 Conferencing ConfMP choppy audio in large conferences.

AMS-8263 All deployments Allow multiple certificate subject alternative names for new certificates.

AMS-8186 WebRTC One-way video after hold-unhold if AAWG uses Best Effort SRTP policy.

AMS-8234 Video IX Workplace for I0S and Android cannot see video of other participants.

AMS-8250 Video VCMP crash when handling large video frame.

AMS-8247 All deployments Add SIGABRT exception handler to AAMS platform.

AMS-8240 WebRTC Fix FNTMP Load Factor Reporting.
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ID Minimum conditions Description

AMS-8200 Video VPRM Composite sessions migration robustness.

AMS-8201 Video Preserve composite resource on migration failure.

AMS-8224 All deployments Incorrect Transport Protocol in Connection Monitor.

AMS-8190 WebRTC WebRTC unified plan support.

AMS-8158 AS5300 Add AS5300 application Identifier.

AMS-8203 Video Address VPRM memory leaks.

AMS-8142 All deployments Upgrade IA to latest version.

AMS-8056 WebRTC Update ConfMP support for Safari browser with video/audio ordered SDP.

Fixes in System Layer for 8.0.2 SP 5 (8.0.0.25)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-9116 All appliance Update OS config file when FIPS is disabled
deployments

AMS-9045 All appliance Update system layer to address multiple vulnerabilities
deployments

AMS-9107 All appliance Update system layer to address multiple vulnerabilities

deployments

RHSA-2020:3217 - https://access.redhat.com/errata/RHSA-2020:3217
grub2-tools-minimal-1:2.02-0.86.el7_8.x86_64
grub2-common-1:2.02-0.86.el7_8.noarch
grub2-pc-1:2.02-0.86.el7_8.x86_64
grub2-1:2.02-0.86.el7_8.x86_64
grub2-tools-extra-1:2.02-0.86.el7_8.x86_64
grub2-pc-modules-1:2.02-0.86.el7_8.noarch
grub2-tools-1:2.02-0.86.el7_8.x86_64

https://access.redhat.com/security/cve/CVE-2020-10713
https://access.redhat.com/security/cve/CVE-2020-14308
https://access.redhat.com/security/cve/CVE-2020-14309
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2020-14310
https://access.redhat.com/security/cve/CVE-2020-14311
https://access.redhat.com/security/cve/CVE-2020-15705
https://access.redhat.com/security/cve/CVE-2020-15706
https://access.redhat.com/security/cve/CVE-2020-15707

RHSA-2020:3220 - https://access.redhat.com/errata/RHSA-2020:3220
kernel-3.10.0-1127.18.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-19527
https://access.redhat.com/security/cve/CVE-2020-10757
https://access.redhat.com/security/cve/CVE-2020-12653
https://access.redhat.com/security/cve/CVE-2020-12654

RHSA-2020:2082 - https://access.redhat.com/errata/RHSA-2020:2082
kernel-3.10.0-1127.8.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2017-18595
https://access.redhat.com/security/cve/CVE-2019-19768
https://access.redhat.com/security/cve/CVE-2020-10711

RHSA-2020:2344 - https://access.redhat.com/errata/RHSA-2020:2344
bind-32:9.11.4-16.P2.el7_8.6.x86_64
bind-utils-32:9.11.4-16.P2.el7_8.6.x86_64
bind-license-32:9.11.4-16.P2.el7_8.6.noarch
bind-libs-lite-32:9.11.4-16.P2.el7_8.6.x86_64
bind-libs-32:9.11.4-16.P2.el7_8.6.x86_64

https://access.redhat.com/security/cve/CVE-2020-8616
https://access.redhat.com/security/cve/CVE-2020-8617

RHSA-2020:2894 - https://access.redhat.com/errata/RHSA-2020:2894
dbus-libs-1:1.10.24-14.el7_8.x86_64
dbus-1:1.10.24-14.el7_8.x86_64

https://access.redhat.com/security/cve/CVE-2020-12049

RHSA-2020:2663 - https://access.redhat.com/errata/RHSA-2020:2663
ntp-4.2.6p5-29.el7_8.2.x86_64
ntpdate-4.2.6p5-29.el7_8.2.x86_64
https://access.redhat.com/security/cve/CVE-2020-11868
https://access.redhat.com/security/cve/CVE-2020-13817
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Minimum conditions

Description

RHSA-2020:2664 - https://access.redhat.com/errata/RHSA-2020:2664
kernel-3.10.0-1127.13.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-12888
Other updated packages:

RHBA-2020:1982 - https://access.redhat.com/errata/RHBA-2020:1982
tzdata-2020a-1.el7.noarch

FEDORA-EPEL-2019-d6b0a398c2 -
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2019-d6b0a398c2

clamav-0.102.4-1.el7.x86_64

clamav-data-0.102.4-1.el7.noarch

clamav-filesystem-0.102.4-1.el7

clamav-lib-0.102.4-1.el7.x86_64

clamav-update-0.102.4-1.el7.x86_64

libprelude-5.1.1-1.el7.x86_64
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3350
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3327
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3481

Fixes in Media Server for 8.0.2 SP 5 (8.0.2.138)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-9034 All deployments Add rsyslog config update to EM syslog configuration for appliance

AMS-9070 All deployments ConfMP serialization group update on REMOVE

AMS-9068 All deployments Add configuration to allow SSRC reuse

AMS-8989 All WebRTC Fixed RTP timestamp generation algorithm for internal connected channel
deployments

AMS-8949 All WebRTC FNTMP crashed handling ICE paired event
deployments

AMS-8993 All WebRTC ICETK RvMemoryFree crash fix

deployments
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ID Minimum conditions Description
AMS-8726 All deployments Typo correction in EM task Software Inventory
AMS-8758 PVI deployments Only execute stageUpdate script in EM on appliance
AMS-8789 All WebRTC FNTMP ICE address map protection
deployments
AMS-8785 All WebRTC FNTMP crashed releasing ICE channel
deployments
AMS-8784 All WebRTC ICE stack mutex release negative counter fix
Deployments
AMS-8735 All deployments Update log4j2 file indexing strategy for EM
AMS-8723 All deployments Fix EM login redirect after session timeout when emergency login is used
AMS-8707 All deployments Remove old IA uninstall files in .IAUninstallMediaServer directory moving new

files to .IAUninstallMediaServer.

Fixes in System Layer for 8.0.2 SP 6 (8.0.0.27)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-9521 Appliance deployments | Address sudo vulnerability in bkupFile.sh

AMS-9545 Appliance deployments | Disable weak SSHD key exchange algorithms
AMS-9546 Appliance deployments | Restrict clamupdate user home directory

AMS-9547 Appliance deployments | Add backup and restore /etc/securetty

AMS-9544 Appliance deployments | Update RPM packages to address security advisories

RHSA-2020:4276 - https://access.redhat.com/errata/RHSA-2020:4276
kernel-3.10.0-1160.2.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-12351
https://access.redhat.com/security/cve/CVE-2020-12352

RHSA-2020:4907 - https://access.redhat.com/errata/RHSA-2020:4907
freetype-2.8-14.el7_9.1.x86_64
https://access.redhat.com/security/cve/CVE-2020-15999
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Minimum conditions

Description

RHSA-2020:4908 - https://access.redhat.com/errata/RHSA-2020:4908
libX11-common-1.6.7-3.el7_9.noarch
libX11-1.6.7-3.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2020-14363

RHSA-2020:5002 - https://access.redhat.com/errata/RHSA-2020:5002
curl-7.29.0-59.el7_9.1.x86_64
libcurl-7.29.0-59.el7_9.1.x86_64
https://access.redhat.com/security/cve/CVE-2020-8177

RHSA-2020:5009 - https://access.redhat.com/errata/RHSA-2020:5009
python-2.7.5-90.el7.x86_64
python-libs-2.7.5-90.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-20907

RHSA-2020:5011 - https://access.redhat.com/errata/RHSA-2020:5011
bind-libs-32:9.11.4-26.P2.el7_9.2.x86_64
bind-license-32:9.11.4-26.P2.el7_9.2.noarch
bind-32:9.11.4-26.P2.el7_9.2.x86_64
bind-utils-32:9.11.4-26.P2.el7_9.2.x86_64
bind-libs-lite-32:9.11.4-26.P2.el7_9.2.x86_64

https://access.redhat.com/security/cve/CVE-2020-8622
https://access.redhat.com/security/cve/CVE-2020-8623
https://access.redhat.com/security/cve/CVE-2020-8624

RHSA-2020:5023 - https://access.redhat.com/errata/RHSA-2020:5023
kernel-3.10.0-1160.6.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-20811
https://access.redhat.com/security/cve/CVE-2020-14331

RHSA-2020:5350 - https://access.redhat.com/errata/RHSA-2020:5350
net-snmp-libs-1:5.7.2-49.el7_9.1.x86_64
net-snmp-agent-libs-1:5.7.2-49.el7_9.1.x86_64
net-snmp-1:5.7.2-49.el7_9.1.x86_64

https://access.redhat.com/security/cve/CVE-2020-15862

RHSA-2020:5437 - https://access.redhat.com/errata/RHSA-2020:5437
kernel-3.10.0-1160.11.1.el7.x86_64
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2019-18282
https://access.redhat.com/security/cve/CVE-2020-10769
https://access.redhat.com/security/cve/CVE-2020-14314
https://access.redhat.com/security/cve/CVE-2020-14385
https://access.redhat.com/security/cve/CVE-2020-24394
https://access.redhat.com/security/cve/CVE-2020-25212
https://access.redhat.com/security/cve/CVE-2020-25643

RHSA-2020:5566 - https://access.redhat.com/errata/RHSA-2020:5566
openssl-1:1.0.2k-21.el7_9.x86_64
openssl-libs-1:1.0.2k-21.el7_9.i686

https://access.redhat.com/security/cve/CVE-2020-1971

AMS-9244

All appliance
deployments

Latest security updated RHEL package rpms
RHSA-2020:3908 - https://access.redhat.com/errata/RHSA-2020:3908
cpio-2.11-28.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-14866

RHSA-2020:3916 - https://access.redhat.com/errata/RHSA-2020:3916
curl-7.29.0-59.el7.x86_64.rpm
libcurl-7.29.0-59.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-5482

RHSA-2020:4032 - https://access.redhat.com/errata/RHSA-2020:4032
dbus-1.10.24-15.el7.x86_64.rpm
dbus-libs-1.10.24-15.el7.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2019-12749

RHSA-2020:4011 - https://access.redhat.com/errata/RHSA-2020:4011
e2fsprogs-1.42.9-19.el7.x86_64.rpm
e2fsprogs-libs-1.42.9-19.el7.i686.rpm
e2fsprogs-libs-1.42.9-19.el7.x86_64.rpm
libcom_err-1.42.9-19.el7.i686.rpm
libcom_err-1.42.9-19.el7.x86_64.rpm
libss-1.42.9-19.el7.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2019-5094
https://access.redhat.com/security/cve/CVE-2019-5188

RHSA-2020:3952 - https://access.redhat.com/errata/RHSA-2020:3952
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Minimum conditions

Description

expat-2.1.0-12.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2018-20843
https://access.redhat.com/security/cve/CVE-2019-15903

RHSA-2020:3978 - https://access.redhat.com/errata/RHSA-2020:3978
glib2-2.56.1-7.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-12450
https://access.redhat.com/security/cve/CVE-2019-14822

RHSA-2020:3861 - https://access.redhat.com/errata/RHSA-2020:3861
glibc-2.17-317.el7.i1686.rpm
glibc-2.17-317.el7.x86_64.rpm
glibc-common-2.17-317.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-19126

RHSA-2020:4060 - https://access.redhat.com/errata/RHSA-2020:4060
kernel-3.10.0-1160.el7.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2017-18551
https://access.redhat.com/security/cve/CVE-2018-20836
https://access.redhat.com/security/cve/CVE-2019-9454

https://access.redhat.com/security/cve/CVE-2019-9458

https://access.redhat.com/security/cve/CVE-2019-12614
https://access.redhat.com/security/cve/CVE-2019-15217
https://access.redhat.com/security/cve/CVE-2019-15807
https://access.redhat.com/security/cve/CVE-2019-15917
https://access.redhat.com/security/cve/CVE-2019-16231
https://access.redhat.com/security/cve/CVE-2019-16233
https://access.redhat.com/security/cve/CVE-2019-16994
https://access.redhat.com/security/cve/CVE-2019-17053
https://access.redhat.com/security/cve/CVE-2019-17055
https://access.redhat.com/security/cve/CVE-2019-18808
https://access.redhat.com/security/cve/CVE-2019-19046
https://access.redhat.com/security/cve/CVE-2019-19055
https://access.redhat.com/security/cve/CVE-2019-19058
https://access.redhat.com/security/cve/CVE-2019-19059
https://access.redhat.com/security/cve/CVE-2019-19062
https://access.redhat.com/security/cve/CVE-2019-19063
https://access.redhat.com/security/cve/CVE-2019-19332
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Minimum conditions Description

https://access.redhat.com/security/cve/CVE-2019-19447
https://access.redhat.com/security/cve/CVE-2019-19523
https://access.redhat.com/security/cve/CVE-2019-19524
https://access.redhat.com/security/cve/CVE-2019-19530
https://access.redhat.com/security/cve/CVE-2019-19534
https://access.redhat.com/security/cve/CVE-2019-19537
https://access.redhat.com/security/cve/CVE-2019-19767
https://access.redhat.com/security/cve/CVE-2019-19807
https://access.redhat.com/security/cve/CVE-2019-20054
https://access.redhat.com/security/cve/CVE-2019-20095
https://access.redhat.com/security/cve/CVE-2019-20636
https://access.redhat.com/security/cve/CVE-2020-1749

https://access.redhat.com/security/cve/CVE-2020-2732

https://access.redhat.com/security/cve/CVE-2020-8647

https://access.redhat.com/security/cve/CVE-2020-8649

https://access.redhat.com/security/cve/CVE-2020-9383

https://access.redhat.com/security/cve/CVE-2020-10690
https://access.redhat.com/security/cve/CVE-2020-10732
https://access.redhat.com/security/cve/CVE-2020-10742
https://access.redhat.com/security/cve/CVE-2020-10751
https://access.redhat.com/security/cve/CVE-2020-10942
https://access.redhat.com/security/cve/CVE-2020-11565
https://access.redhat.com/security/cve/CVE-2020-12770
https://access.redhat.com/security/cve/CVE-2020-12826
https://access.redhat.com/security/cve/CVE-2020-14305

RHSA-2020:4072 - https://access.redhat.com/errata/RHSA-2020:4072
libcroco-0.6.12-6.el7_9.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2020-12825

RHSA-2020:3901 - https://access.redhat.com/errata/RHSA-2020:3901
libpng-1.5.13-8.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2017-12652

RHSA-2020:3848 - https://access.redhat.com/errata/RHSA-2020:3848
libmspack-0.5-0.8.alpha.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-1010305
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Minimum conditions

Description

RHSA-2020:3915 - https://access.redhat.com/errata/RHSA-2020:3915
libssh2-1.8.0-4.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-17498

RHSA-2020:3996 - https://access.redhat.com/errata/RHSA-2020:3996
libxml2-2.9.1-6.el7.5.x86_64.rpm
libxml2-python-2.9.1-6.el7.5.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2019-19956
https://access.redhat.com/security/cve/CVE-2019-20388
https://access.redhat.com/security/cve/CVE-2020-7595

RHSA-2020:4005 - https://access.redhat.com/errata/RHSA-2020:4005
libxslt-1.1.28-6.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-11068
https://access.redhat.com/security/cve/CVE-2019-18197

RHSA-2020:4026 - https://access.redhat.com/errata/RHSA-2020:4026
mariadb-libs-5.5.68-1.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2019-2974
https://access.redhat.com/security/cve/CVE-2020-2574
https://access.redhat.com/security/cve/CVE-2020-2752
https://access.redhat.com/security/cve/CVE-2020-2780
https://access.redhat.com/security/cve/CVE-2020-2812

RHSA-2020:4076 - https://access.redhat.com/errata/RHSA-2020:4076
nspr-4.25.0-2.el7_9.x86_64.rpm
nss-3.53.1-3.el7_9.x86_64.rpm
nss-softokn-3.53.1-6.el7_9.x86_64.rpm
nss-softokn-freebl-3.53.1-6.el7_9.i686.rpm
nss-softokn-freebl-3.53.1-6.el7_9.x86_64.rpm
nss-sysinit-3.53.1-3.el7_9.x86_64.rpm,
nss-tools-3.53.1-3.el7_9.x86_64.rpm,
nss-util-3.53.1-1.el7_9.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2019-11719
https://access.redhat.com/security/cve/CVE-2019-11727
https://access.redhat.com/security/cve/CVE-2019-11756
https://access.redhat.com/security/cve/CVE-2019-17006
https://access.redhat.com/security/cve/CVE-2019-17023
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2020-6829

https://access.redhat.com/security/cve/CVE-2020-12400
https://access.redhat.com/security/cve/CVE-2020-12401
https://access.redhat.com/security/cve/CVE-2020-12402
https://access.redhat.com/security/cve/CVE-2020-12403

RHSA-2020:4041 - https://access.redhat.com/errata/RHSA-2020:4041
openldap-2.4.44-22.el7.x86_64.rpm
https://access.redhat.com/security/cve/CVE-2020-12243

RHSA-2020:3911 - https://access.redhat.com/errata/RHSA-2020:3911
python-2.7.5-89.el7.x86_64.rpm
python-libs-2.7.5-89.el7.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2019-16935

RHSA-2020:4007 - https://access.redhat.com/errata/RHSA-2020:4007
systemd-219-78.el7.x86_64.rpm
systemd-libs-219-78.el7.x86_64.rpm
systemd-sysv-219-78.el7.x86_64.rpm

https://access.redhat.com/security/cve/CVE-2019-20386

Fixes in Media Server for 8.0.2 SP 6 (8.0.2.163)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-9486 All deployments Update tomcat-native to 1.2.25 and apr to 1.7.0 for security fixes

AMS-9487 All deployments Update TomCat to 9.0.41 for security fixes

AMS-9526 All deployments Update OpenJDK to 8u275b01 for security fixes

AMS-9448 All deployments Removed prelinking from libtcl8.4.so

AMS-9439 Video deployments System fails to recover. Participants unable to join conference after VidMP crash
AMS-9433 All deployments Back-prop PacketEngine fixes from 8.0.3

AMS-9381 WebRTC deployments Correction WebUA SSL accept
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ID Minimum conditions Description
AMS-9392 High Availability Limit checkpoint event queue depth
deployments
AMS-9378 All deployments Select conference hosting thread based on number of conferences
AMS-9306 All deployments MSML hung conference resource
AMS-8838 Video deployments Inclusion of video media lines in SDP response to a template modifying offer
AMS-9298 All deployments ConfMP enhance access to shared resource
AMS-9271 All deployments Make 'Clear' button for SDRs available in all AMS roles
AMS-9217 All deployments Fix SDR archive cleaning
AMS-9253 All deployments Fix database trigger handling for EM account management
AMS-9220 All deployments EM: Update security constraint URL pattern to require authentication for all
resources
AMS-9189 All deployments Add a generic error page for HTTP 400 Bad Request
AMS-9186 All deployments Fix authentication for EM wsproxyservlet web app
AMS-9128 All deployments Clean up unused third-party libraries from AAMS source repository

Fixes in System Layer for April 2021 Security Update (8.0.0.28)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-9662 All deployments Update sudo package to address RHSA-2021:0221
AMS-9737 All deployments Update sudo package to address RHSA-2021:0221
AMS-9733 All deployments Update perl package to address RHSA-2021:0343
AMS-9739 All deployments Update glibc package to address RHSA-2021:0348
AMS-9705 All deployments Update packages to address multiple vulnerabilities.

RHSA-2021:0221 - https://access.redhat.com/errata/RHSA-2021:0221
sudo-1.8.23-10.el7_9.1.x86_64
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2021-3156

RHSA-2021:0336 - https://access.redhat.com/errata/RHSA-2021:0336
kernel-3.10.0-1160.15.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-15436
https://access.redhat.com/security/cve/CVE-2020-35513

RHSA-2021:0339 - https://access.redhat.com/errata/RHSA-2021:0339
iwl3945-firmware-15.32.2.9-80.el7_9.noarch
iwl4965-firmware-228.61.2.24-80.el7_9.noarch
linux-firmware-20200421-80.9it78c0348.el7_9.noarch
iwl6050-firmware-41.28.5.1-80.el7_9.noarch
iwl1000-firmware-1:39.31.5.1-80.el7_9.noarch
iwl5150-firmware-8.24.2.2-80.el7_9.noarch
iwl5000-firmware-8.83.5.1_1-80.el7_9.noarch
iwl6000-firmware-9.221.4.1-80.el7_9.noarch
iwl6000g2a-firmware-18.168.6.1-80.el7_9.noarch
iwl100-firmware-39.31.5.1-80.el7_9.noarch

https://access.redhat.com/security/cve/CVE-2020-12321

RHSA-2021:0343 - https://access.redhat.com/errata/RHSA-2021:0343
perl-libs-4:5.16.3-299.el7_9.x86_64
perl-Pod-Escapes-1:1.04-299.el7_9.noarch
perl-macros-4:5.16.3-299.el7_9.x86_64
perl-4:5.16.3-299.el7_9.x86_64

https://access.redhat.com/security/cve/CVE-2020-10543
https://access.redhat.com/security/cve/CVE-2020-10878
https://access.redhat.com/security/cve/CVE-2020-12723

RHSA-2021:0348 - https://access.redhat.com/errata/RHSA-2021:0348
glibc-common-2.17-322.el7_9.x86_64
glibc-2.17-322.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2019-25013
https://access.redhat.com/security/cve/CVE-2020-10029
https://access.redhat.com/security/cve/CVE-2020-29573

RHSA-2021:0671 - https://access.redhat.com/errata/RHSA-2021:0671
bind-libs-lite-32:9.11.4-26.P2.el7_9.4.x86_64
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Minimum conditions

Description

bind-libs-32:9.11.4-26.P2.el7_9.4.x86_64
bind-utils-32:9.11.4-26.P2.el7_9.4.x86_64
bind-32:9.11.4-26.P2.el7_9.4.x86_64
bind-license-32:9.11.4-26.P2.el7_9.4.noarch
https://access.redhat.com/security/cve/CVE-2020-8625

RHSA-2021:0699 - https://access.redhat.com/errata/RHSA-2021:0699
grub2-pc-modules-1:2.02-0.87.el7_9.2.noarch
grub2-pc-1:2.02-0.87.el7_9.2.x86_64
grub2-tools-1:2.02-0.87.el7_9.2.x86_64
grub2-tools-extra-1:2.02-0.87.el7_9.2.x86_64
grub2-common-1:2.02-0.87.el7_9.2.noarch
grub2-tools-minimal-1:2.02-0.87.el7_9.2.x86_64
grub2-1:2.02-0.87.el7_9.2.x86_64

https://access.redhat.com/security/cve/CVE-2020-14372
https://access.redhat.com/security/cve/CVE-2020-25632
https://access.redhat.com/security/cve/CVE-2020-25647
https://access.redhat.com/security/cve/CVE-2020-27749
https://access.redhat.com/security/cve/CVE-2020-27779
https://access.redhat.com/security/cve/CVE-2021-20225
https://access.redhat.com/security/cve/CVE-2021-20233

RHSA-2021:0742 - https://access.redhat.com/errata/RHSA-2021:0742
screen-4.1.0-0.27.20120314qit3c2946.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2021-26937

Fixes in System Layer for 8.0.2 SP 7 (8.0.0.29)

The following table lists the fixes in this release.

ID

Minimum conditions

Description

AMS-9938

All appliance
deployments

Update RPMs to address outstanding security advisories

RHSA-2021:0856 - https://access.redhat.com/errata/RHSA-2021:0856
kernel-3.10.0-1160.21.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-19532
https://access.redhat.com/security/cve/CVE-2020-0427
https://access.redhat.com/security/cve/CVE-2020-14351
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2020-25211
https://access.redhat.com/security/cve/CVE-2020-25645
https://access.redhat.com/security/cve/CVE-2020-25656
https://access.redhat.com/security/cve/CVE-2020-25705
https://access.redhat.com/security/cve/CVE-2020-28374
https://access.redhat.com/security/cve/CVE-2020-29661
https://access.redhat.com/security/cve/CVE-2020-7053

https://access.redhat.com/security/cve/CVE-2021-20265

RHSA-2021:1071 - https://access.redhat.com/errata/RHSA-2021:1071
kernel-3.10.0-1160.24.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2021-27363
https://access.redhat.com/security/cve/CVE-2021-27364
https://access.redhat.com/security/cve/CVE-2021-27365

RHSA-2021:1145 - https://access.redhat.com/errata/RHSA-2021:1145
nettle-2.7.1-9.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2021-20305

RHSA-2021:1384 - https://access.redhat.com/errata/RHSA-2021:1384
nss-tools-3.53.1-7.el7_9.x86_64
nss-3.53.1-7.el7_9.x86_64
nss-sysinit-3.53.1-7.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2020-25648

RHSA-2021:1389 - https://access.redhat.com/errata/RHSA-2021:1389
openldap-2.4.44-23.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2020-25692

RHSA-2021:1469 - https://access.redhat.com/errata/RHSA-2021:1469
bind-utils-32:9.11.4-26.P2.el7_9.5.x86_64
bind-license-32:9.11.4-26.P2.el7_9.5.noarch
bind-libs-32:9.11.4-26.P2.el7_9.5.x86_64
bind-libs-lite-32:9.11.4-26.P2.el7_9.5.x86_64
bind-32:9.11.4-26.P2.el7_9.5.x86_64

https://access.redhat.com/security/cve/CVE-2021-25215

FEDORA-EPEL-2021-3f9b6786f4
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Minimum conditions

Description

https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2021-3f9b6786f4
clamav-0.103.2-1.el7.x86_64.rpm
clamav-data-0.103.2-1.el7.noarch.rpm
clamav-filesystem-0.103.2-1.el7.noarch.rpm
clamav-lib-0.103.2-1.el7.x86_64.rpm
clamav-update-0.103.2-1.el7.x86_64.rpm
https://cve.mitre.org/cgi-bin/cvename.cgi?hame=CVE-2021-1386
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1252
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1404
https://cve.mitre.org/cgi-bin/cvename.cgi?hame=CVE-2021-1405

Fixes in Media Server for 8.0.2 SP 7 (8.0.2.184)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-9931 All deployments Tomcat security update

AMS-9943 All WebRTC Unified Plan - No remote video after user joined MPaasS video call with receive-
deployments only video mode then hold/retrieved

AMS-9942 All WebRTC FNTMP Failed to escalate to video after user retrieved his de-escalated call
deployments

AMS-9883 All deployments Rapid video mute state fails intermediately

AMS-9822 All deployments. jQuery security update

AMS-9845 All deployments RtcpData update remoteSSRC

AMS-9333 All WebRTC FNTMP hold/unhold and video re-escalate fixes using unified plan
deployments

AMS-9834 All WebRTC DLTS retransmission fix
deployments

AMS-9749 All deployments Enable EM logging without requiring service restart

AMS-9779 All deployments Fixing jitter calculation for RTCP report

AMS-9718 All deployments Fixing capability update and notification in Network Frame handler

AMS-9447 Video deployments Prop to release-8.0.2 for the fix for BW control for very low TX bitrate in AMS-

8984 and AMS-9223 and VPP crash in AMS-9009

Copyright 2023 Avaya Inc. All rights reserved.
Use pursuant to the terms of your signed agreement or Avaya policy.

53



ID Minimum conditions Description

AMS-9573 All deployments Change constraint for EM login warning message
AMS-9560 All deployments OpenJDK security update

AMS-9537 All deployments Remove auto-engineering parameters from EM

Fixes in System Layer for 8.0.2 SP 8 (8.0.0.31)

The following table lists the fixes in this release.

ID

Minimum conditions

Description

AMS-10557

All appliance
deployments

Update RPMs to address outstanding security advisories

RHSA-2021:2725 - https://access.redhat.com/errata/RHSA-2021:2725
kernel-3.10.0-1160.36.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2019-20934
https://access.redhat.com/security/cve/CVE-2020-11668
https://access.redhat.com/security/cve/CVE-2021-33033
https://access.redhat.com/security/cve/CVE-2021-33034
https://access.redhat.com/security/cve/CVE-2021-33909

RHSA-2021:3296 - https://access.redhat.com/errata/RHSA-2021:3296
libX11-common-1.6.7-4.el7_9.noarch
libX11-1.6.7-4.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2021-31535

RHSA-2021:3325 - https://access.redhat.com/errata/RHSA-2021:3325
bind-32:9.11.4-26.P2.el7_9.7.x86_64
bind-libs-lite-32:9.11.4-26.P2.el7_9.7.x86_64
bind-license-32:9.11.4-26.P2.el7_9.7.noarch
bind-utils-32:9.11.4-26.P2.el7_9.7.x86_64
bind-libs-32:9.11.4-26.P2.el7_9.7.x86_64

https://access.redhat.com/security/cve/CVE-2021-25214

RHSA-2021:3327 - https://access.redhat.com/errata/RHSA-2021:3327
kernel-3.10.0-1160.41.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-27777
https://access.redhat.com/security/cve/CVE-2021-22555
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-29650
https://access.redhat.com/security/cve/CVE-2021-32399

RHSA-2021:3438 - https://access.redhat.com/errata/RHSA-2021:3438
kernel-3.10.0-1160.42.2.el7.x86_64
https://access.redhat.com/security/cve/CVE-2021-3715

FEDORA-EPEL-2021-01e7b83241
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2021-01e7b83241

clamav-0.103.3-5.el7.x86_64.rpm
clamav-data-0.103.3-5.el7.noarch.rpm
clamav-filesystem-0.103.3-5.el7.noarch.rpm
clamav-lib-0.103.3-5.el7.x86_64.rpm
clamav-update-0.103.3-5.el7.x86_64.rpm

AMS-10235

All appliance
deployments

RHSA-2021:2725 CVEs System layer update 8.0.0.31 Red Hat minor release
upgrade

AMS-10309

All appliance
deployments

Backup Of Announcement fails. AMS Signaling Interface not reachable from
SMGR

AMS-10235

All appliance
deployments

Update RPMs to address outstanding security advisories

RHSA-2021:2147 - https://access.redhat.com/errata/RHSA-2021:2147
glib2-2.56.1-9.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2021-27219

RHSA-2021:2314 - https://access.redhat.com/errata/RHSA-2021:2314
kernel-3.10.0-1160.31.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-12362
https://access.redhat.com/security/cve/CVE-2020-12363
https://access.redhat.com/security/cve/CVE-2020-12364
https://access.redhat.com/security/cve/CVE-2020-27170
https://access.redhat.com/security/cve/CVE-2020-8648
https://access.redhat.com/security/cve/CVE-2021-3347

FEDORA-EPEL-2021-4526718e50
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2021-4526718e50

clamav-0.103.2-2.el7.x86_64.rpm
clamav-data-0.103.2-2.el7.noarch.rpm

clamav-filesystem-0.103.2-2.el7.noarch.rpm
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ID Minimum conditions Description
clamav-lib-0.103.2-2.el7.x86_64.rpm
clamav-update-0.103.2-2.el7.x86_64.rpm

AMS-9949 All appliance Fix group-unowned directory: /var/spool/malil

deployments

Fixes in Media Server for 8.0.2 SP 8 (8.0.2.200)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-10529 Deployments using Fix SNMP agent so it returns information from the interface MIB
SNMP

AMS-10493 | All deployments Prompts sound muffled after resampling

AMS-10399 All deployments Update Element Manager HTTP response headers

AMS-10093 All deployments MariaDB security update

AMS-10392 All deployments Fix Element Manager URL input validation for custom apps

AMS-9957 Deployments using Fixing action string of alarm 18982 for correct display in MIB browser
SNMP

AMS-10043 All deployments WebLM client update with correction to use specified timeout setting.

AMS-9996 Upgrades from 7.8 Update 7.8 to 8.0.x major upgrades so that default SNMP proxy community string

is used instead of previously configured value.
AMS-9978 All deployments DSCP is 0 in RTCP but RTP is 46 as expected on AMS 8.0.2 SP6.
AMS-9937 All deployments Avaya Media server is sending malformed headers on RTCP data

Fixes in System Layer for 8.0.2 SP 9 (8.0.0.32)

The following table lists the fixes in this release.

1D

Minimum conditions

Description

AMS-10963

All appliance
deployments

Update RPMs to address outstanding security advisories

RHSA-2021:3798 - https://access.redhat.com/errata/RHSA-2021:3798
openssl-libs-1:1.0.2k-22.el7_9.x86_64
openssl-1:1.0.2k-22.el7_9.x86_64
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2021-23840
https://access.redhat.com/security/cve/CVE-2021-23841

RHSA-2021:3801 - https://access.redhat.com/errata/RHSA-2021:3801
kernel-3.10.0-1160.45.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2021-22543
https://access.redhat.com/security/cve/CVE-2021-3653
https://access.redhat.com/security/cve/CVE-2021-3656
https://access.redhat.com/security/cve/CVE-2021-37576

RHSA-2021:3810 - https://access.redhat.com/errata/RHSA-2021:3810
libxml2-2.9.1-6.el7_9.6.x86_64
libxml2-python-2.9.1-6.el7_9.6.x86_64

https://access.redhat.com/security/cve/CVE-2016-4658

RHSA-2021:4033 - https://access.redhat.com/errata/RHSA-2021:4033
binutils-2.27-44.base.el7_9.1.x86_64
https://access.redhat.com/security/cve/CVE-2021-42574

RHSA-2021:4777 - https://access.redhat.com/errata/RHSA-2021:4777
kernel-3.10.0-1160.49.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-36385

RHSA-2021:4782 - https://access.redhat.com/errata/RHSA-2021:4782
openssh-7.4p1-22.el7_9.x86_64
openssh-server-7.4p1-22.el7_9.x86_64
openssh-clients-7.4p1-22.el7_9.x86_64

https://access.redhat.com/security/cve/CVE-2021-41617

RHSA-2021:4785 - https://access.redhat.com/errata/RHSA-2021:4785
rpm-python-4.11.3-48.el7_9.x86_64
rpm-build-libs-4.11.3-48.el7_9.x86_64
rpm-4.11.3-48.el7_9.x86_64
rpm-libs-4.11.3-48.el7_9.x86_64

https://access.redhat.com/security/cve/CVE-2021-20271

RHSA-2021:4788 - https://access.redhat.com/errata/RHSA-2021:4788
krb5-libs-1.15.1-51.el7_9.x86_64
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2021-37750

RHSA-2021:4904 - https://access.redhat.com/errata/RHSA-2021:4904
nss-sysinit-3.67.0-4.el7_9.x86_64
nss-tools-3.67.0-4.el7_9.x86_64
nss-3.67.0-4.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2021-43527

FEDORA-EPEL-2021-355d51a1f6
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2021-355d51a1f6

clamav-0.103.4-1.el7.x86_64.rpm
clamav-data-0.103.4-1.el7.noarch.rpm
clamav-filesystem-0.103.4-1.el7.noarch.rpm
clamav-lib-0.103.4-1.el7.x86_64.rpm
clamav-update-0.103.4-1.el7.x86_64.rpm

AMS-10889

All appliance
deployments

Added rsync so it could be used as an alternative to scp.

Fixes in Media Server for 8.0.2 SP 9 (8.0.2.218)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-11036 All deployments. Address log4j CVE-2021-44832, CVE-2021-45105, CVE-2021-45046 and CVE-
AMS-10984 2021-44228.
AMS-10949
AMS-10966 Deployments using Addresses stalls during IviMP HTTP post operations.
AAMS for IVR like
operations.
AMS-9927 All deployments Added Content-Security-Policy HTTP header for Element Manager.
AMS-10875 All deployments. Mask SFTP password in Element Manager debug logs.
AMS-10823 All deployments Fixed delete content from a multi-level content group in Media Management.
AMS-10839 All deployments Removing incorrect audio path for monitor session
AMS-10764 | All deployments Including trace logs by default for log capture from Element Manager.
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ID Minimum conditions Description
AMS-10417 All deployments Update to prevent SQL injection through Element Manger.
AMS-10712 All deployments Remove Element Manager incorrect hostname check against FQDN.

Fixes in System Layer for May 2022 SSP (8.0.0.33)

The following table lists the fixes in this release.

ID

Minimum conditions

Description

AMS-11893

All appliance
deployments

Update to address outstanding security advisories

RHSA-2022:0063 - https://access.redhat.com/errata/RHSA-2022:0063
kernel-3.10.0-1160.53.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-25704
https://access.redhat.com/security/cve/CVE-2020-36322
https://access.redhat.com/security/cve/CVE-2021-42739

RHSA-2022:0064 - https://access.redhat.com/errata/RHSA-2022:0064
openssl-1:1.0.2k-23.el7_9.x86_64
openssl-libs-1:1.0.2k-23.el7_9.x86_64

https://access.redhat.com/security/cve/CVE-2021-3712

RHSA-2022:0473 - https://access.redhat.com/errata/RHSA-2022:0473
aide-0.15.1-13.el7_9.1.x86_64
https://access.redhat.com/security/cve/CVE-2021-45417

RHSA-2022:0620 - https://access.redhat.com/errata/RHSA-2022:0620
kernel-3.10.0-1160.59.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2020-0465
https://access.redhat.com/security/cve/CVE-2020-0466
https://access.redhat.com/security/cve/CVE-2021-0920
https://access.redhat.com/security/cve/CVE-2021-3564
https://access.redhat.com/security/cve/CVE-2021-3573
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2022-0330
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Minimum conditions

Description

https://access.redhat.com/security/cve/CVE-2022-22942

RHSA-2022:0621 - https://access.redhat.com/errata/RHSA-2022:0621
openldap-2.4.44-25.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2020-25709
https://access.redhat.com/security/cve/CVE-2020-25710

RHSA-2022:0666 - https://access.redhat.com/errata/RHSA-2022:0666
cyrus-sasl-lib-2.1.26-24.el7_9.x86_64
cyrus-sasl-2.1.26-24.el7_9.x86_64

https://access.redhat.com/security/cve/CVE-2022-24407

RHSA-2022:1066 - https://access.redhat.com/errata/RHSA-2022:1066
openssl-libs-1:1.0.2k-25.el7_9.x86_64
openssl-1:1.0.2k-25.el7_9.x86_64

https://access.redhat.com/security/cve/CVE-2022-0778

RHSA-2022:1069 - https://access.redhat.com/errata/RHSA-2022:1069
expat-2.1.0-14.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2021-45960
https://access.redhat.com/security/cve/CVE-2021-46143
https://access.redhat.com/security/cve/CVE-2022-22822
https://access.redhat.com/security/cve/CVE-2022-22823
https://access.redhat.com/security/cve/CVE-2022-22824
https://access.redhat.com/security/cve/CVE-2022-22825
https://access.redhat.com/security/cve/CVE-2022-22826
https://access.redhat.com/security/cve/CVE-2022-22827
https://access.redhat.com/security/cve/CVE-2022-23852
https://access.redhat.com/security/cve/CVE-2022-25235
https://access.redhat.com/security/cve/CVE-2022-25236
https://access.redhat.com/security/cve/CVE-2022-25315

RHSA-2022:1198 - https://access.redhat.com/errata/RHSA-2022:1198
kernel-3.10.0-1160.62.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-4083

FEDORA-EPEL-2022-04da0327c7
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Minimum conditions Description

https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2022-04da0327c7
clamav-0.103.5-1.el7.x86_64.rpm
clamav-data-0.103.5-1.el7.noarch.rpm
clamav-filesystem-0.103.5-1.el7.noarch.rpm
clamav-lib-0.103.5-1.el7.x86_64.rpm
clamav-update-0.103.5-1.el7.x86_64.rpm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20698

Fixes in Media Server for 8.0.2 SP 10 (8.0.2.232)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-12024 | All deployments OpenJdDK security update
AMS-12011 All deployments Use log4j2 for Tomcat system out/error log for rollover handling
AMS-11989 All deployments SRTP crypto context not reset on port change when transitioning from INACTIVE
AMS-11976 All deployments Tomcat security update
AMS-11667 Deployment using Add SDP template support for G722.1
G722.1
AMS-11946 | All deployments Ensure HSTS HTTP header is in EM responses
AMS-11895 All deployments Update System Manager tmclient libraries for the use of log4j2
AMS-11624 | SIP deployments SIP outgoing connection audit
AMS-11542 All deployments Added ABCD DTMF tones generation
AMS-11562 All deployments Add log capture trigger mechanism
AMS-11424 | All deployments Update RTCP handling
AMS-11409 All deployments Update config constraint for EM security warning message

Copyright 2023 Avaya Inc. All rights reserved.

Use pursuant to the terms of your signed agreement or Avaya policy.

61



Fixes in System Layer for 8.0.2 SP 11 (8.0.0.35)

The following table lists the fixes in this release.

ID

Minimum conditions

Description

AMS-12528

All appliance
deployments

Update to address security advisories

RHSA-2022:6381 https://access.redhat.com/errata/RHSA-2022:6381
open-vm-tools-11.0.5-3.el7_9.4.x86_64
https://access.redhat.com/security/cve/CVE-2022-31676

RHSA-2022:6170 https://access.redhat.com/errata/RHSA-2022:6170
rsync-3.1.2-11.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2022-29154

RHSA-2022:6765 https://access.redhat.com/errata/RHSA-2022:6765
bind-32:9.11.4-26.P2.el7_9.10.x86_64
bind-libs-32:9.11.4-26.P2.el7_9.10.x86_64
bind-libs-lite-32:9.11.4-26.P2.el7_9.10.x86_64
bind-license-32:9.11.4-26.P2.el7_9.10.noarch
bind-utils-32:9.11.4-26.P2.el7_9.10.x86_64

https://access.redhat.com/security/cve/CVE-2022-38177
https://access.redhat.com/security/cve/CVE-2022-38178
https://access.redhat.com/security/cve/CVE-2022-38177
https://access.redhat.com/security/cve/CVE-2022-38178
https://access.redhat.com/security/cve/CVE-2022-38177
https://access.redhat.com/security/cve/CVE-2022-38178
https://access.redhat.com/security/cve/CVE-2022-38177
https://access.redhat.com/security/cve/CVE-2022-38178
https://access.redhat.com/security/cve/CVE-2022-38177
https://access.redhat.com/security/cve/CVE-2022-38178

RHSA-2022:6160 https://access.redhat.com/errata/RHSA-2022:6160
systemd-219-78.el7_9.7.x86_64
systemd-libs-219-78.el7_9.7.x86_64
systemd-sysv-219-78.el7_9.7.x86_64

https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-2526
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ID

Minimum conditions

Description

AMS-12237

All appliance
deployments

Update to address security advisories

RHSA-2022:2191 https://access.redhat.com/errata/RHSA-2022:2191
gzip-1.5-11.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2022-1271

RHSA-2022:2213 https://access.redhat.com/errata/RHSA-2022:2213
zlib-1.2.7-20.el7_9.i1686
https://access.redhat.com/security/cve/CVE-2018-25032

RHSA-2022:4642 https://access.redhat.com/errata/RHSA-2022:4642
kernel-3.10.0-1160.66.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2022-0492

RHSA-2022:4803 https://access.redhat.com/errata/RHSA-2022:4803
rsyslog-8.24.0-57.el7_9.3.x86_64
rsyslog-gnutls-8.24.0-57.el7_9.3.x86_64

https://access.redhat.com/security/cve/CVE-2022-24903
https://access.redhat.com/security/cve/CVE-2022-24903

AMS-12241

All appliance
deployments

Update to address security advisories

RHSA-2022:5232 https://access.redhat.com/errata/RHSA-2022:5232
kernel-3.10.0-1160.71.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2022-1729
https://access.redhat.com/security/cve/CVE-2022-1966
https://access.redhat.com/security/cve/CVE-2022-32250

RHSA-2022:5235 https://access.redhat.com/errata/RHSA-2022:5235

python-2.7.5-92.el7_9.x86_64

python-libs-2.7.5-92.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2020-26116
https://access.redhat.com/security/cve/CVE-2020-26137
https://access.redhat.com/security/cve/CVE-2021-3177
https://access.redhat.com/security/cve/CVE-2020-26116
https://access.redhat.com/security/cve/CVE-2020-26137
https://access.redhat.com/security/cve/CVE-2021-3177
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Minimum conditions

Description

RHSA-2022:5052 https://access.redhat.com/errata/RHSA-2022:5052
xz-5.2.2-2.el7_9.x86_64
xz-libs-5.2.2-2.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1271

Other updates:

RHSA-2022:5937 https://access.redhat.com/errata/RHSA-2022:5937
kernel-3.10.0-1160.76.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166

Fixes in Media Server for 8.0.2 SP 11 (8.0.2.245)

The following table lists the fixes in this release.

ID Minimum conditions Description
AMS-12502 | All deployments Duplicate digit detection caused by out-of-order RFC 2833 packet.
AMS-12495 All deployments Fixed EM help link with a new help page listing AAMS user guides
AMS-12505 | All deployments MSML interpreter crashed by play request with an invalid cstore url
AMS-12481 All deployments Fixed EM access log pattern in minor upgrade
AMS-12486 Deployments using SIP | Unable to establish TLS SIP connection between AAMS and CM resulting in CM
for signaling control. PINS.
AMS-12447 | All deployments using Avoid possible webua crash when a session is deleted
WebUA for signaling
control
AMS-12433 | All WebRTC Increase number of media formats supported for WebRTC calls
deployments
AMS-12405 All HA deployments SIP slow-start re-INVITE failed after HA failover
AMS-12357 Deployments using Fixed multi-level content group renaming in EM media management.

Content Store
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ID Minimum conditions Description

AMS-12275 All deployments PSCP upgrade to add support for new ciphers.

AMS-12162 | All deployments Removed server info header and disallow HTTP Options method in Element
Manager

AMS-12132 All deployments Fixed applying destination config change to existing scheduled backup tasks

Fixes in System Layer for 8.0.2 SP 12 (8.0.0.36)

The following table lists the fixes in this release.

ID

Minimum conditions

Description

AMS-13021

New virtual appliance
deployments

Update OVA certificate, update RPMs

All appliance
deployments

RHSA-2022:8900 https://access.redhat.com/errata/RHSA-2022:8900
grub2-1:2.02-0.87.el7_9.11.x86_64
grub2-common-1:2.02-0.87.el7_9.11.noarch
grub2-pc-1:2.02-0.87.el7_9.11.x86_64
grub2-pc-modules-1:2.02-0.87.el7_9.11.noarch
grub2-tools-1:2.02-0.87.el7_9.11.x86_64
grub2-tools-extra-1:2.02-0.87.el7_9.11.x86_64
grub2-tools-minimal-1:2.02-0.87.el7_9.11.x86_64

https://access.redhat.com/security/cve/CVE-2022-28733
https://access.redhat.com/security/cve/CVE-2022-28733
https://access.redhat.com/security/cve/CVE-2022-28733
https://access.redhat.com/security/cve/CVE-2022-28733
https://access.redhat.com/security/cve/CVE-2022-28733
https://access.redhat.com/security/cve/CVE-2022-28733
https://access.redhat.com/security/cve/CVE-2022-28733

RHSA-2022:7186 https://access.redhat.com/errata/RHSA-2022:7186
kpartx-0.4.9-136.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2022-41974

RHSA-2022:8640 https://access.redhat.com/errata/RHSA-2022:8640
krb5-libs-1.15.1-55.el7_9.i686

https://access.redhat.com/security/cve/CVE-2022-42898

RHSA-2022:7337 https://access.redhat.com/errata/RHSA-2022:7337
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Minimum conditions

Description

kernel-3.10.0-1160.80.1.el7.x86_64
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901

RHSA-2022:6834 https://access.redhat.com/errata/RHSA-2022:6834
expat-2.1.0-15.el7_9.x86_64
https://access.redhat.com/security/cve/CVE-2022-40674

https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2022-cf82fb137a
https://bodhi.fedoraproject.org/updates/FEDORA-EPEL-2022-eeac45f79c
clamav-0.103.7-1.el7.x86_64.rpm
clamav-data-0.103.7-1.el7.noarch.rpm
clamav-filesystem-0.103.7-1.el7.noarch.rpm
clamav-lib-0.103.7-1.el7.x86_64.rpm
clamav-update-0.103.7-1.el7.x86_64.rpm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20803
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20770
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20796
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20771
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20785
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20792

Fixes in Media Server for 8.0.2 SP 12 (8.0.2.251)

The following table lists the fixes in this release.

ID Minimum conditions Description

AMS-12800 All deployments Fix CA certificate import with non-UTC date type in certificate
AMS-12524 | All deployments Disable TLSv1.0 and insecure TLSv1.2 ciphers

AMS-12691 New deployments Update the handling of AMS default staging certificates
AMS-12543 SIP based deployments | Fix EM SIP route editing on non-Primary media server
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Known issues and workarounds

Known issues and workarounds

The following table lists the known issues, symptoms, and workarounds in this release.

ID Minimum Visible symptoms Workaround
conditions

Languages supported
List the languages supported in this release.

e English

Documentation errata

Document number Title Description

N/A
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