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Bay Networks, Inc. Software License Agreement

NOTICE: Please carefully read this license agreement before copying or using the accompanying software or
installing the hardware unit with pre-enabled software (each of which is referred to as “Software” in this Agreement).
BY COPYING OR USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF

THIS LICENSE AGREEMENT. THE TERMS EXPRESSED IN THIS AGREEMENT ARE THE ONLY TERMS

UNDER WHICH BAY NETWORKS WILL PERMIT YOU TO USE THE SOFTWARE. If you do not accept these

terms and conditions, return the product, unused and in the original shipping container, within 30 days of purchase to
obtain a credit for the full purchase price.

1. License Grant.Bay Networks, Inc. (“Bay Networks”) grants the end user of the Software (“Licensee”) a personal,
nonexclusive, nontransferable license: a) to use the Software either on a single computer or, if applicable, on a single
authorized device identified by host ID, for which it was originally acquired; b) to copy the Software solely for backup
purposes in support of authorized use of the Software; and c) to use and copy the associated user manual solely in
support of authorized use of the Software by Licensee. This license applies to the Software only and does not extend
to Bay Networks Agent software or other Bay Networks software products. Bay Networks Agent software or other

Bay Networks software products are licensed for use under the terms of the applicable Bay Networks, Inc. Software
License Agreement that accompanies such software and upon payment by the end user of the applicable license fees
for such software.

2. Restrictions on use; reservation of rightsThe Software and user manuals are protected under copyright laws.

Bay Networks and/or its licensors retain all titte and ownership in both the Software and user manuals, including any
revisions made by Bay Networks or its licensors. The copyright notice must be reproduced and included with any
copy of any portion of the Software or user manuals. Licensee may not modify, translate, decompile, disassemble, use
for any competitive analysis, reverse engineer, distribute, or create derivative works from the Software or user manuals
or any copy, in whole or in part. Except as expressly provided in this Agreement, Licensee may not copy or transfer
the Software or user manuals, in whole or in part. The Software and user manuals embody Bay Networks’ and its
licensors’ confidential and proprietary intellectual property. Licensee shall not sublicense, assign, or otherwise
disclose to any third party the Software, or any information about the operation, design, performance, or
implementation of the Software and user manuals that is confidential to Bay Networks and its licensors; however,
Licensee may grant permission to its consultants, subcontractors, and agents to use the Software at Licensee’s facility,
provided they have agreed to use the Software only in accordance with the terms of this license.

3. Limited warranty. Bay Networks warrants each item of Software, as delivered by Bay Networks and properly
installed and operated on Bay Networks hardware or other equipment it is originally licensed for, to function
substantially as described in its accompanying user manual during its warranty period, which begins on the date
Software is first shipped to Licensee. If any item of Software fails to so function during its warranty period, as the sole
remedy Bay Networks will at its discretion provide a suitable fix, patch, or workaround for the problem that may be
included in a future Software release. Bay Networks further warrants to Licensee that the media on which the
Software is provided will be free from defects in materials and workmanship under normal use for a period of 90 days
from the date Software is first shipped to Licensee. Bay Networks will replace defective media at no charge if it is
returned to Bay Networks during the warranty period along with proof of the date of shipment. This warranty does not
apply if the media has been damaged as a result of accident, misuse, or abuse. The Licensee assumes all responsibility
for selection of the Software to achieve Licensee’s intended results and for the installation, use, and results obtained
from the Software. Bay Networks does not warrant a) that the functions contained in the software will meet the
Licensee’s requirements, b) that the Software will operate in the hardware or software combinations that the Licensee
may select, c) that the operation of the Software will be uninterrupted or error free, or d) that all defects in the
operation of the Software will be corrected. Bay Networks is not obligated to remedy any Software defect that cannot
be reproduced with the latest Software release. These warranties do not apply to the Software if it has been (i) altered,
except by Bay Networks or in accordance with its instructions; (ii) used in conjunction with another vendor’s product,
resulting in the defect; or (iii) damaged by improper environment, abuse, misuse, accident, or negligence. THE
FOREGOING WARRANTIES AND LIMITATIONS ARE EXCLUSIVE REMEDIES AND ARE IN LIEU OF ALL

OTHER WARRANTIES EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Licensee is responsible for the security of
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its own data and information and for maintaining adequate procedures apart from the Software to reconstruct lost or
altered files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL BAY NETWORKS OR ITS LICENSORS BE LIABLE FOR ANY
COST OF SUBSTITUTE PROCUREMENT,; SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES; OR ANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR
PROFITS ARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN
IF BAY NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
SHALL THE LIABILITY OF BAY NETWORKS RELATING TO THE SOFTWARE OR THIS AGREEMENT
EXCEED THE PRICE PAID TO BAY NETWORKS FOR THE SOFTWARE LICENSE.

5. Government LicenseesThis provision applies to all Software and documentation acquired directly or indirectly

by or on behalf of the United States Government. The Software and documentation are commercial products, licensed
on the open market at market prices, and were developed entirely at private expense and without the use of any U.S.
Government funds. The license to the U.S. Government is granted only with restricted rights, and use, duplication, or
disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c)(1) of the Commercial
Computer Software—Restricted Rights clause of FAR 52.227-19 and the limitations set out in this license for civilian
agencies, and subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause of DFARS
252.227-7013, for agencies of the Department of Defense or their successors, whichever is applicable.

6. Use of Software in the European CommunityThis provision applies to all Software acquired for use within the
European Community. If Licensee uses the Software within a country in the European Community, the Software
Directive enacted by the Council of European Communities Directive dated 14 May, 1991, will apply to the
examination of the Software to facilitate interoperability. Licensee agrees to notify Bay Networks of any such
intended examination of the Software and may procure support and assistance from Bay Networks.

7. Term and termination. This license is effective until terminated; however, all of the restrictions with respect to
Bay Networks’ copyright in the Software and user manuals will cease being effective at the date of expiration of the
Bay Networks copyright; those restrictions relating to use and disclosure of Bay Networks’ confidential information
shall continue in effect. Licensee may terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any reason,
Licensee will immmediately destroy or return to Bay Networks the Software, user manuals, and all copies. Bay
Networks is not liable to Licensee for damages in any form solely by reason of the termination of this license.

8. Export and Re-export.Licensee agrees not to export, directly or indirectly, the Software or related technical data
or information without first obtaining any required export licenses or other governmental approvals. Without limiting
the foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without first
obtaining all export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or divert
any such Software or technical data, or any direct product thereof, to any country to which such exports or re-exports
are restricted or embargoed under United States export control laws and regulations, or to any national or resident of
such restricted or embargoed countries; or (ii) provide the Software or related technical data or information to any
military end user or for any military end use, including the design, development, or production of any chemical,
nuclear, or biological weapons.

9. General.If any provision of this Agreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement
will be governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Bay Networks, Inc., 4401 Great America
Parkway, P.O. Box 58185, Santa Clara, California 95054-8185.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN BAY NETWORKS AND
LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE ENFORCEABLE AGAINST BAY
NETWORKS UNLESS BAY NETWORKS GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN
EXPRESS WAIVER OF THE TERMS OF THIS AGREEMENT.
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Preface

This guide describes IP services and what you do to start and customize IP
services on a Bay Networksouter.

You can use the Bay Command Console (BL@ Site Manager to configure IP
services on a router. In this guide, you will find instructions for using both the
BCC and Site Manager.

Before You Begin

Before using this guide, you must complete the following procedures. For a new
router:

» Install the router (see the installation manual that came with your router).

» Connect the router to the network and create a pilot configuration file (see
Quick-Starting Routers€onfiguring BayStack Remote AccassConnecting
ASN Routers to a Network)

Make sure that you are running the latest version of Bay Networks Bagi
Site Manager software. For information about upgrading BayRS and Site
Manager, see the upgrading guide for your version of BayRS.
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Text Conventions

This guide uses the following text conventions:

angle brackets (< >)

bold text

braces ({})

brackets ([ ])

ellipsis points (. . .)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.
Example: If the command syntax is:

ping <ip_address>, you enter:
ping 192.32.10.12

Indicates text that you need to enter and command
names and options.
Example: Enteshow ip {alerts |routes}

Example: Use thdinfo command.

Indicate required elements in syntax descriptions
where there is more than one option. You must choose
only one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is:

show ip {alerts | routes }, you must enter either:
show ip alerts or show ip routes .

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.
Example: If the command syntax is:

show ip interfaces [-alerts ], you can enter either:
show ip interfaces orshow ip interfaces -alerts

Indicate that you repeat the last element of the
command as needed.
Example: If the command syntax is:

ethernet/2/1 [<parameter> <value>] . . ., you enter
ethernet/2/1 and as many parameter-value pairs as
needed.

XXiV
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italic text

screen text

separator ( >)

vertical line (| )

Acronyms

AUI
BootP
BRI
CCITT

CSMA/CD
DLCMI
GUI

Indicates file and directory names, new terms, book
titles, and variables in command syntax descriptions.
Where a variable is two or more words, the words are
connected by an underscore.

Example: If the command syntax is:

show at <valid route>
valid_route is one variable and you substitute one value
for it.

Indicates system output, for example, prompts and
system messages.
Example:Set Bay Networks Trap Monitor Filters

Shows menu paths.
Example: Protocols > IP identifies the IP option on the
Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.
Example: If the command syntax is:

show ip {alerts | routes }, you enter either:
show ip alerts orshow ip routes , but not both.

Attachment Unit Interface
Bootstrap Protocol
Basic Rate Interface

International Telegraph and Telephone Consultative
Committee (now ITU-T)

carrier sense multiple access with collision detection
Data Link Control Management Interface
graphical user interface

303528-A Rev 00
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HDLC high-level data link control

IP Internet Protocol

ISDN Integrated Services Digital Network

ISO International Organization for Standardization

ITU-T International Telecommunications
Union-Telecommunications (formerly CCITT)

LAN local area network

MAC media access control

MAU media access unit

MDI-X media-dependent interface with crossover

NBMA nonbroadcast multi-access

oSl Open Systems Interconnection

OSPF Open Shortest Path First (Protocol)

PPP Point-to-Point Protocol

SMDS switched multimegabit data service

SNMP Simple Network Management Protocol

STP shielded twisted-pair

TCP/IP Transmission Control Protocol/Internet Protocol

Telnet Telecommunication Network

TFTP Trivial File Transfer Protocol

TPE twisted-pair Ethernet

UTP unshielded twisted-pair

WAN wide area network
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Bay Networks Technical Publications

You can now print Bay Networks technical manuals and release notes free,

directly from the Internet. Go support.baynetworks.com/library/tpubBind the

Bay Networks product for which you need documentation. Then locate the

specific category and model or version for your hardware or software product.
Using Adobe Acrobat Reader, you can open the manuals and release notes, search
for the sections you need, and print them on most standard printers. You can
download Acrobat Reader free from the Adobe Systems Web site,
www.adobe.com

You can purchase Bay Networks documentation sets, CDs, and selected technical
publications through the Bay Networks Collateral Catalog. The catalog is located
on the World Wide Web a&upport.baynetworks.com/catalog.htanld is divided

into sections arranged alphabetically:

e The “CD ROMSs” section lists available CDs.
» The “Guides/Books” section lists books on technical topics.

* The “Technical Manuals” section lists available printed documentation sets.

Make a note of the part numbers and prices of the items that you want to order.
Use the “Marketing Collateral Catalog description” link to place an order and to
print the order form.

How to Get Help

For product assistance, support contracts, or information about educational
services, go to the following URL:

http://www.baynetworks.com/corporate/contacts/
Or telephone the Bay Networks Technical Solutions Center at:

800-2LANWAN
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Chapter 1
IP Concepts, Terminology, and Features

The following topics introduce concepts and terminology used in this manual:

Topic Page
IP Addresses 1-2

Autonomous Systems 18

Routing Information Protocol (RIP 1-9

Open Shortest Path First (OSPF) Protocol 1-10
Border Gateway Protocol (BGP) 1-10
Exterior Gateway Protocol (EGP) 1-10
Router Discovery Protocol 1-11
Route Preferences 1-12
Route Weights 1-13
IP Routing Policies and Filters 1-14
IP Traffic Filters 1-18
REC Compliance 1-18
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Configuring IP Services

IP Addresses

An IP address consists of 32 bits that have the fetwork.hostThenetwork

portion is a network number ranging from 8 to 24 bits. At portion is the
remaining 8 to 24 bits identifying a specific host on the network. The Internet
Network Information Center (NIC) assigns the network portion of the IP address.
Your network administrator assigns the host portion.

NIC recognizes three primary classes of networks: A, B, and C. In addition, NIC
has recently identified two other classes: Class D for networks that support
multicasting, which allows an IP datagram to be transmitted to a single multicast
group consisting of hosts spread across separate physical networks; and Class E
for experimental networks. The IP router does not fully support Class D or Class E
networks.

Based on the size of the network, the NIC classifies a network as Class A, B, or C
(the most common). The network class determines the number of bits assigned to
the network and host portions of the IP address, as follows:

Network Size Class Network Portion Hpst Portion
More than 65,534 hosts | A 8 bits 24 bits
254 to 65,533 hosts B 16 bits 16 bits
Fewer than 254 hosts C 24 bits 8 bits

The position of the first bit set to 0 (whether it is the first, second, third, or fourth
bit) in the first octet of an IP address indicates the network Class (A, B, C, or D).
If no bitis setto 0, it is a Class E network. Figlig shows the placement of the
first bit set to 0 for Class A, B, and C networks. The figure also shows how a
network’s class affects the network and host portions of the IP address.
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8 16 24 31

cessa [0] | | | |

8 16 24 31

Class B |1|0| | | I |

8 16 24 31

wre IR | | |
First Octet Range Example Network Host

a- 128-191 140.250.0.1 140.250 1
Class C a- 192-223 192231 192.2.3 1

Class B

=

|Netvvorkportion | | Host portion
IPO00SA

Figure 1-1. Network and Host Portions of IP Addresses

You specify IP addresses in dotted-decimal notation. To express an IP address in
dotted-decimal notation, you convert each 8-bit octet of the IP address to a
decimal number and separate the numbers by decimal points.

For example, you specify the 32-bit IP address 10000000 00100000 00001010
10100111 in dotted-decimal notation as 128.32.10.167. The most significant 2
bits (10) in the first octet indicate that the network is Class B; therefore, the first
16 bits compose the NIC-assigned network portion field. The third octet
(00001010) and fourth octet (10100111) compose the host field.
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Subnet Addressing

The concept of subnetworks (or subnets) extends the IP addressing scheme.
Subnets are two or more physical networks that share a common
network-identification field (the NIC-assigned network portion of the 32-bit IP
address). Subnets allow an IP router to hide the complexity of multiple LANs
from the rest of the internet.

With subnets, you partition the host portion of an IP address into a subnet number
and a “real” host number on that subnet. The IP address is then defined by
network.subnet.hosRouters outside the network do not interpret the subnet and
host portions of the IP address separately.

Routers inside a network containing subnets use a 32-bit subnet mask that
identifies the extension bits. fretwork.subnet.hasthesubnet.hosportion (or

the local portion) contains an arbitrary number of bits. The network administrator
allocates bits within the local portion to subnet and host, and then assigns values
to subnet and host.

For example, the following is the IP address of a network that contains
subnets: 10000000 00100000 00001010 10100111. You specify this address in
dotted-decimal notation as 128.32.10.167.

The second bit of the first octet is set to 0, indicating that the network is a Class B
network. Therefore, the NIC-assigned network portion contains 16 bits, and the
locally assigned local portion contains 16 bits.

The network administrator allocates the 16 bits in the local portion field as
follows:

« Upper 8 bits (00001010) with a value of 10 to the subnet portion

* Lower 8 bits (10100111) with a value of 167 to the host portion

In other words, the 16-bit local portion field, together with the 16-bit network
field, specify host 167 on subnet 10 of network 128.32.

You now need a subnet mask to identify those bits in the 32-bit IP address that
specify the network field and those bits that specify the subnet field. Like the IP
address, you specify the subnet mask in dotted-decimal notation.

1-4
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You construct a subnet mask as follows:

e Assign a value of 1 to each of the 8, 16, or 24 bits in the network field.
» Assign a value of 1 to each bit in the subnet field.

» Assign a value of 0 to each bit in the host field.

« Convert the resulting 32-bit string to dotted-decimal notation.

For example, to construct a subnet mask for the IP address described earlier
(10000000 00100000 00001010 10100111), do the following:

1. Assign a value of 1 to each bit in the network field.

The position of the first bit set to 0 in the first octet of the IP address indicates
that the network is Class B; therefore, the network field contains 16 bits:
11111111 11111111,

2. Assign a value of 1 to each bit in the subnet field.

The network administrator allocated the upper 8 bits of the local portion to the
subnet portion, as follows: 11111111.

3. Assign a value of 0 to each bit in the host field.

The network administrator allocated the lower 8 bits of the local portion field
to the host identification, as follows: 00000000.

4. Convert the resulting 32-bit string (11111111 11111111 11111111 00000000)
to dotted-decimal notation, as follows: 255.255.255.000.
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Table 1-1shows the range of possible subnet masks for Class B and Class C
addresses, along with the number of bits that the mask allocates for a subnet
address, the number of recommended subnets associated with the mask, and the
number of hosts per subnet.

Table 1-1. Subnet Masks for Class B and Class C Addresses

_ i ?;erzgin(:;ﬁg:g)e ts Number of Hosts
Number of Bits Subnet Mask per Subnet
Class B
2 255.255.192.0 2 16,382
3 255.255.224.0 6 8,190
4 255.255.240.0 14 4,094
5 255.255.248.0 30 2,046
6 255.255.252.0 62 1,022
7 255.255.254.0 126 510
8 255.255.255.0 254 254
9 255.255.255.128 510 126
10 255.255.255.192 1,022 62
11 255.255.255.224 2,046 30
12 255.255.255.240 4,094 14
13 255.255.255.248 8,190 6
14 255.255.255.252 16,382
Class C
2 255.255.255.192 2 62
3 255.255.255.224 6 30
4 255.255.255.240 14 14
5 255.255.255.248 30
6 255.255.255.252 62
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Supernet Addressing

A supernet is a group of networks identified by contiguous network addresses. IP
service providers can assign customers blocks of contiguous addresses to define
supernets as needed.

Each supernet has a unique supernet address that consists of the upper bits shared
by all of the addresses in the contiguous block. For example, consider the

following block of contiguous 32-bit addresses (192.32.0.0 to0 192.32.7.0 in
dotted-decimal notation).

11000000 00100000 00000000 00000000
11000000 00100000 00000001 00000000
11000000 00100000 00000010 00000000
11000000 00100000 00000011 00000000
11000000 00100000 00000100 00000000

11000000 00100000 00000101 00000000
11000000 00100000 00000110 00000000
11000000 00100000 00000111 00000000

1PO007A

The supernet address for this block is 121000000 00100000 00000, the 21 upper
bits shared by the 32-bit addresses.

A complete supernet address consists addresgmaskpair:

* addresss the first 32-bit IP address in the contiguous block. In this example,
the address is 11000000 00100000 00000000 00000000 (192.32.0.0 in
dotted-decimal notation).

* maskis a 32-bit string containing a set bit for each bit position in the supernet
part of the address. The mask for the supernet address in this example is
11111111 22111111 11111000 00000000 (255.255.248.0 in dotted-decimal
notation).

The complete supernet address in this example is 192.32.0.0/255.255.248.0.
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Classless Interdomain Routing

Classless interdomain routing (CIDR) is an addressing scheme that employs
supernet addresses to represent multiple IP destinations. Rather than advertise a
separate route for each destination in a supernet, a router can use a supernet
address to advertise a single route -- calledggmegataoute -- that represents all

of the destinations. This reduces the size of the routing tables used to store
advertised IP routes.

BGP-4 supports classless interdomain routing. OSPF supports classless routing
within a domain.

Autonomous Systems

LANs and WANSs interconnected by IP routers form a group of networks called an
internet For administrative purposes, an internet is divided into autonomous
systems. Arautonomous syste(AS) is simply a collection of routers (called
gateways in IP terminology) and hosts. Figin2depicts a sample internet
segmented into three autonomous systems.
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Autonomous
system 2

Autonomous
system 3

Autonomous
system 1

Router
9

Figure 1-2. Internet Segmented into Three Autonomous Systems

Routing Information Protocol (RIP)

The Routing Information Protocol (RIP) is a distance-vector protocol that enables
routers in the same autonomous system to exchange routing information by means
of periodic RIP updates. Routers transmit their own RIP updates to neighboring
networks and listen for RIP updates from the routers on those neighboring
networks. Routers use the information in the RIP updates to keep their internal
routing tables current. For RIP, the “best” path to a destination is the shortest path
(the path with the fewest hops). RIP computes distance as a metric, usually the
number of hops (or routers) from the origin network to the target network.
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Open Shortest Path First (OSPF) Protocol

The Open Shortest Path First (OSPF) protocol is an interior gateway protocol
(IGP) intended for use in large networks. Using a link state algorithm, OSPF
exchanges routing information between routers in an autonomous system. Routers
synchronize their topological databases. Once the routers are synchronized and
the routing tables are built, the routers will flood topology information only in
response to some topological change. For OSPF, the “best” path to a destination is
the path that offers the least cost metric delay. In OSPF, cost metrics are
configurable, allowing you to specify preferred paths.

OSPF supports CIDR and can carry supernet advertisements within a routing
domain.

Border Gateway Protocol (BGP)

The Border Gateway Protocol (BGP) is an exterior gateway protocol used to
exchange network reachability information with other BGP systems. BGP routers
form relationships with other BGP routers. Using an entity called a BGP speaker,
BGP routers transmit and receive current routing information over a reliable
transport layer connection. Because a reliable transport mechanism is used,
periodic updates are not necessary.

BGP updates contain “path attributes” that describe the route to a set of
destination networks. When multiple paths are available, BGP compares these
path attributes to choose the preferred path.

BGP-3 and BGP-4 are supported. BGP-4 is the border gateway protocol that
supports CIDR.

Exterior Gateway Protocol (EGP)

The Exterior Gateway Protocol (EGP-2) is used to exchange network reachability
information between routers in different autonomous systems. An IGP, such as
RIP or OSPF, is used within an AS to facilitate the communication of routing
information within the autonomous system. The routers that serve as the end
points of a connection between two autonomous systems run an exterior gateway
protocol, such as EGP-2.

1-10
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Routers establish EGP neighbor relationships in order to periodically exchange
reliable network reachability information. The router uses this information to
maintain a list of gateways, the networks the gateways can reach, and the
corresponding distances.

Router Discovery Protocol

Before a host can send IP datagrams beyond its directly attached subnet, the host
must discover the address of at least one operational router on that subnet. Router
Discovery is an extension of the Internet Control Message Protocol (ICMP) that
enables hosts attached to multicast or broadcast networks to discover the IP
addresses of their neighboring routers.

Routers configured with Router Discovery periodically multicast or broadcast a
router advertisement from each of their interfaces, announcing the IP address or
addresses of that interface. Hosts discover the addresses of their neighboring
routers by listening for these advertisements. Hosts will use the router with the
highest preference level as a gateway.

303528-A Rev 00
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Route Preferences

The IP router maintains an internal routing table. When determining how to
forward a datagram, the IP router consults the table to determine the specific route
a datagram should take. A routing table can contain direct routes for the IP
router’s network interfaces, static routes, and the routes learned from RIP, OSPF,
BGP, and/or EGP, if enabled (information about adjacent hosts is maintained in a
separate table).

A routing table can contain multiple routes to the same destination. In such a
situation, IP uses (among other information) a preference value to determine
which route to select. Preference values range from 1 to 16 (the higher the
number, the greater the preference).

By default, RIP, BGP, EGP, and OSPF external routes have a preference value of
1. Static routes, direct routes, and OSPF intra-area and interarea routes have a
default preference of 16.

You can configure a preference value in the range of 1 to 16 for RIP, BGP, EGP,
OSFP external, and static routes. You cannot configure the preference of direct
routes and OSPF intra-area and interarea routes.

To assign a preference to a route learned by RIP, OSPF, BGP, and EGP, you
configure an accept policy for the route. If an incoming route matches the policy,

IP assigns the preference value you specify to the route and considers the route for
possible inclusion in the routing table.

1-12
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Route Weights

Route-weight calculation is an internal tool that IP uses to facilitate selection of
the best route among alternative routes to the same destination. Route-selection
criteria are encoded into the route weight in a way that allows IP to compare
routes simply by comparing their weight values, regardless of route sources.

Appendix Dcontains a worksheet that you can you use to calculate route weights
in your configuration.

Route-weight calculation increases the efficiency of the route-selection process.
It also reduces the size of the routing database because all route selection
parameters for each route are encoded in a single integer -- the weight value --
rather than stored in separate variables.

Using selection criteria encoded in the route weight, IP chooses routes in the
following order:

1. The route with the highest preference value (see “Route Preferences” on
page 1-12)

A direct or OSPF intra-area route with the lowest metric
A direct route with the lowest metric

An OSPF intra-area route with the lowest metric

An OSPF interarea route with the lowest metric

An OSPF Type 1 external route with the lowest metric
A BGP route with the highest LOCAL_PREF value

A RIP route with the lowest metric

© ©® N o g bk D

An EGP route with the lowest metric

. A static route with the lowest metric

e
P O

. An OSPF Type 2 external route with a metric type earlier than Router
Software Version 8.00

Note: If OSPF is configured to propagate external routes using the route
weight as the type 2 metric, routes that are received as OSPF ASE type 2
routes are evaluated according to their respective origins (for example, RIP or
BGP).

303528-A Rev 00
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IP Routing Policies and Filters
The IP router allows you to control the flow of routing data to and from the
routing tables. This control is provided by two mechanisms:
e IP accept and announce policies

e IP import and export filters

Note: Accept and announce policies provide a superset of the parameters
=»| provided by import and export filters. Bay Networks supports both IP policies
and IP route filters. However, network administrators using import and export
filters for routing table management should migrate as quickly as possible to
IP policies.

IP accept policiegand the subset of parameters provided by import filters) govern
the addition of new RIP-, OSPF-, BGP-, or EGP-derived routes to the routing
tables. When RIP, OSPF, BGP, or EGP receives a new routing update, it consults
its accept policies to validate the information before entering the update into the
routing tables. Accept policies contain search information (to match fields in
incoming routing updates) and action information (to specify the action to take
with matching routes).

IP announce policieand the subset of parameters provided by export filters)
govern the propagation of RIP, OSPF, BGP, or EGP routing information. When
preparing a routing advertisement, RIP, OSPF, BGP, or EGP consults its announce
policies to determine whether the routes to specific networks are to be advertised
and how they are to be propagated. Announce policies contain network numbers
(to associate a policy with a specific network) and action information (to specify a
route propagation procedure).
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Every IP router maintains a table of current routing information. The routing table
manager receives routing updates from the network through the Internet protocols
running on the router. Periodically, the routing table manager issues routing
updates through the protocols. Figr8 shows a router configured with all of the
Internet protocols supported by Bay Networks: OSPF, RIP, BGP-3, BGP-4, and
EGP. The arrows indicate the direction of flow of routing information between the
network and the protocols running on the router, between the protocols and the
routing table manager, and between the routing table manager and the routing

table.

7

!
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OSPF

RIP
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BGP-4

EGP
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Figure 1-3.
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The flow of routing information between the network, the protocols, and the
routing table manager is controlled toyting information policies.

Each time a routing update arrives from a remote router, the following steps occur

(seeFigure 1-3:

1. The protocol receiving the route consultsaanept policyto determine
whether to forward the route to the IP routing table manager or drop the route.

2. If the protocol forwards the route, the routing table manager determines
whether to inject the route into the routing table.

‘ A
Accept Announce
policy policy
Routing
table
manager
Routing
table
1PO036A
Figure 1-4. Accept and Announce Policies
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Periodically, the routing table manager announces routes to other routers in the
network as follows:

1. The routing table manager forwards a route for advertisement to the protocol.

2. The protocol consults amnounce policyo determine whether or not to
advertise the route to the network.

Note: The way OSPF applies accept and announce policies to routing

=*| information differs in several ways from the procedure shown in Figure 1-4.
OSPF link-state advertisements (LSAs) are received and placed in the link
state database (LSDB) of the router. The information in the LSDB is also
propagated to other routers in the OSPF routing domain. According to the
OSPF standard, all routers in a given area must maintain a similar database. To
maintain database integrity across the network, a router must not manipulate
received LSAs before propagating them to other routers. To accomplish this,
OSPF accept and announce policies act in the following manner:

OSPF accept policies control which OSPF non-self-originated external routing
information is passed to the routing table manager. The accept policies control
only what the local router uses; they do not affect the propagation of OSPF
internal and OSPF non-self-originated external information to other routers.

OSPF announce policies control which self-originated external routing updates
are placed into the LSDB for distribution according to the OSPF standard.
OSPF announce policies affect what other routers learn but only with regard to
the local router’s self-originated information.

IP accept and announce policies and policy parameters are described in
Appendix B

IP import and export filters and filter parameters are describAgpendix C
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IP Traffic Filters

A traffic filter enables the router to selectively relay or drop an inbound packet,
frame, or datagram based on standard protocol fields or user-defined fields. Traffic

filters apply to incoming traffic only.

For information about IP traffic filters, s&@onfiguring Traffic Filters and
Protocol Prioritization.

RFC Compliance

Table 1-2 lists the Internet Requests for Comments (RFCs) with which the IP

router complies. This manual assumes you are familiar with these RFCs.

Table 1-2.

IP Router RFC Support

RFC

Specifies

768

User Datagram Protocol (UDP)

783

Trivial File Transfer Protocol (TFTP)

791

Internet Protocol (IP)

792

Internet Control Message Protocol (ICMP)

793 and 1323

Transmission Control Protocol

826

Address Resolution Protocol (ARP)

903

RARP server

904

EGP-2

950

Internet subnetting procedures

951

BootP

1009

Internet gateways

1027

Proxy ARP

1042

IP over IEEE 802.x networks

1058 and 1388

Routing Information Protocol (RIP)

1063

Maximum transmission unit (MTU) discovery option

1108

RIPSO

1112

Host extensions for IP multicasting

1157

Simple Network Management Protocol (SNMP)

(continued)

1-18
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Table 1-2. IP Router RFC Support (continued)

RFC Specifies

1188 IP over FDDI networks

1209 IP over SDMS

1256 ICMP Router Discovery messages

1267 BGP-3

1293 Inverse ARP over frame relay

1332 IP over PPP

1356 IP over X.25

1403 BGP OSPF Interaction

1483 IP over ATM DXI, IP over PVC, IP multicast over PVC
1490 IP over frame relay

1577 IP over SVC

1583 Open Shortest Path First (OSPF) Protocol Version 2
1771 BGP-4
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Chapter 2
Starting IP Services with the BCC

This chapter shows you how to use the BCC to perform a basic configuration --
that is, a configuration using all available defaults -- for the IP services described
in this manual.

Topic Page
Starting IP 2-2
Starting RIP 2-3
Starting OSPFE 2-4
Starting BGP 2-5
Starting Router Discovery 2-6
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Starting IP

To start IP on the router, you must:
1. Configure a physical interface on an available slot/connector.

2. Configure an IP interface on the physical interface.

Step 1: Configuring a Physical Interface

To configure a physical interface on a slot and connector, navigate to the top-level
box prompt and enter:

interface_type slot slot_number connector connector_number
interface_typas the name of a link module on the router.

slot_numbeis the number of the slot on which the link module is located.
connector_numbes the number of a connector on the link module.

For example, the following command configures an Ethernet interface on slot 2,
connector 2:

box# ethernet slot 2 connector 2
ethernet/2/2#

Step 2: Configuring an IP Interface

To configure an IP interface on a physical interface, navigate to the prompt for the
physical interface and enter:

ip address address mask mask

addressandmaskare a valid IP address and its associated mask, expressed in
dotted-decimal notation.

For example, the following command configures IP interface 2.2.2.2/255.0.0.0 on
an Ethernet physical interface on slot 2, connector 2:

ethernet/2/2# ip address 2.2.2.2 mask 255.0.0.0
ip/2.2.2.2/255.0.0.0#

2-2

303528-A Rev 00



Starting IP Services with the BCC

An IP interface is now configured on the Ethernet interface with default values for
all interface parameters. When you configure an IP interface, the BCC also
configures IP globally on the router with default values for all IP global
parameters.

You customize IP by modifying IP global and interface parameters as described in
Chapter 4

Starting RIP

You start RIP on the router by adding RIP to an existing IP interface.

Navigate to an IP interface-specific prompt and enter:

rp

For example, the following command adds RIP to IP interface 2.2.2.2255.0.0.0:

ip/2.2.2.2/255.0.0.0# rip
rip/2.2.2.2#

RIP is now running on the router and on the interface with default values for all
parameters. You customize RIP by modifying RIP parameters as described in

Chapter 6
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Configuring IP Services

Starting OSPF

You start OSPF on the router by adding OSPF to an existing IP interface.
Navigate to an IP interface-specific prompt and enter:
ospf area area_id

area_idis the identifier, expressed in dotted-decimal notation, of the OSPF area to
which the router is connected through the IP interface.

Fo