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READ THIS LICENSE AGREEMENT (“LICENSE”) CAREFULLY BEFORE INSTALLING OR USING CIENA 
SOFTWARE OR DOCUMENTATION. THIS LICENSE IS AN AGREEMENT BETWEEN YOU AND CIENA 
COMMUNICATIONS, INC. (OR, AS APPLICABLE, SUCH OTHER CIENA CORPORATION AFFILIATE 
LICENSOR) (“CIENA”) GOVERNING YOUR RIGHTS TO USE THE SOFTWARE. BY INSTALLING OR USING 
THE SOFTWARE, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE AND AGREE TO BE BOUND 
BY IT.

1. License Grant. Ciena may provide “Software” to you either (1) embedded within or running on a hardware
product (together with Software, “Product”) or (2) as a standalone application, and Software includes upgrades
acquired by you from Ciena or a Ciena authorized reseller. The terms of this License apply to your use of the
Software and associated documentation whether such has been provided by Ciena, an affiliate of Ciena, or by
means of an authorized reseller or distributor. Subject to these terms, and payment of all applicable License fees
including any usage-based fees, Ciena grants you, as end user, a non-exclusive, non-transferable, personal License
to use the Software only in object code form, subject to any applicable authorized use, activation requirements,
usage levels, scope of functionality and release level of the Software, as set forth in the applicable quote accepted
by Buyer upon Buyer's issuance of an acceptable purchase order (“Order”), and in accordance with the detailed
ordering information in the Ciena's generally available, applicable, Product documentation as of the date of such
Order. Unless the context does not permit, Software also includes associated documentation. Where an Order is for
a (a) perpetual license, you may use the Software and associated documentation for as long as you use the Product
for internal business use, or a (b) subscription license, you may only use the Software and associated
documentation during the subscription term. A subscription license includes Software upgrades and/or technical
support Services during the subscription term (that are not included in a perpetual license), in accordance with the
Order and as further described in the applicable Ciena's service description as of the date of the applicable Order.
Prior to the expiration of each subscription term, Ciena will send you a quote for the annual renewal fee(s). To renew
the subscription Software license(s) for additional subscription terms, you issue an Order in advance of the then-
current expiration date of such subscription term. 

2. Open Source and Third-Party Licenses. If any Software is subject to an open-source license that provides the
end user with rights that are broader than this License, then such rights shall take precedence. Ciena warrants that
using Software in accordance with its documentation will not subject you to any obligation to disclose, distribute or
license your own software that interacts with Software. 

3. Title. You are granted no title or ownership rights in or to the Software. Unless specifically authorized by Ciena in
writing, you are not authorized to create any derivative works based upon the Software. Title to the Software,
including any copies or derivative works based thereon, and to all copyrights, patents, trade secrets and other
intellectual property rights in or to the Software, are and shall remain the property of Ciena and/or its licensors.
Ciena's licensors are third party beneficiaries of this License. Ciena reserves to itself and its licensors all rights in
the Software not expressly granted to you. 

4. Confidentiality. The Software contains trade secrets of Ciena. Such trade secrets include, without limitation, the
design, structure and logic of individual Software programs, their interactions with other portions of the Software,
internal and external interfaces, and the programming techniques employed. The Software and related technical
and commercial information, and other information received in connection with the purchase and use of the
Software that a reasonable person would recognize as being confidential, are all confidential information of Ciena
(“Confidential Information”). 

5. Obligations. You shall:

i) Hold the Software and Confidential Information in strict confidence for the benefit of Ciena using your best efforts
to protect the Software and Confidential Information from unauthorized disclosure or use, and treat the Software
and Confidential Information with the same degree of care as you do your own similar information, but no less than
reasonable care; 
ii) Keep a current record of the location of each copy of the Software you make;
iii) Use the Software only in accordance with the authorized usage level;
iv) Preserve intact any copyright, trademark, logo, legend or other notice of ownership on any original or copies of
the Software, and affix to each copy of the Software you make, in the same form and location, a reproduction of the
copyright notices, trademarks, and all other proprietary legends and/or logos appearing on the original copy of the
Software delivered to you; and
v) Issue instructions to your authorized personnel to whom Software is disclosed, advising them of the confidential
nature of the Software and provide them with a summary of the requirements of this License.
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6. Restrictions. You shall not:

i) Use the Software or Confidential Information a) for any purpose other than your own internal business purposes;
and b) other than as expressly permitted by this License;
ii) Allow anyone other than your authorized personnel who need to use the Software in connection with your rights
or obligations under this License to have access to the Software;
iii) Make any copies of the Software except such limited number of copies, in machine readable form only, as may
be reasonably necessary for execution in accordance with the authorized usage level or for archival purposes only;
iv) Make any modifications, enhancements, adaptations, derivative works, or translations to or of the Software;
v) Reverse engineer, disassemble, reverse translate, decompile, or in any other manner decode the Software;
vi) Make full or partial copies of the associated documentation or other printed or machine-readable matter provided
with the Software unless it was supplied by Ciena in a form intended for reproduction;
vii) Export or re-export the Software and/or the associated documentation from the country in which it was received
from Ciena or its authorized reseller unless authorized by Ciena in writing; or
viii) Publish the results of any benchmark tests run on the Software.

7. Audit: Upon Ciena's reasonable request you shall permit Ciena to audit the use of the Software to ensure
compliance with this License. 

8. U.S. Government Use. The Software is provided to the Government only with restricted rights and limited rights.
Use, duplication, or disclosure by the Government is subject to restrictions set forth in FAR Sections 52-227-14 and
52-227-19 or DFARS Section 52.227-7013(C)(1)(ii), as applicable. The Software and any accompanying technical
data (collectively “Materials”) are commercial within the meaning of applicable Federal acquisition regulations. The
Materials were developed fully at private expense. U.S. Government use of the Materials is restricted by this
License, and all other U.S. Government use is prohibited. In accordance with FAR 12.212 and DFAR Supplement
227.7202, the Software is commercial computer software and the use of the Software is further restricted by this
License.

9. Term of License. This License is effective until the applicable subscription term expires or the License is
terminated. You may terminate this License by giving written notice to Ciena. This License will terminate
immediately if (i) you breach any term or condition of this License or (ii) you become insolvent, cease to carry on
business in the ordinary course, have a receiver appointed, enter into liquidation or bankruptcy, or any analogous
process in your home country. Termination shall be without prejudice to any other rights or remedies Ciena may
have. Upon any termination of this License, you shall destroy and erase all copies of the Software in your
possession or control, and forward written certification to Ciena that all such copies of Software have been
destroyed or erased. Your obligations to hold the Confidential Information in confidence, as provided in this License,
shall survive the termination of this License.

10. Compliance with laws. You agree to comply with all laws related to your installation and use of the Software.
Software is subject to U.S. export control laws and may be subject to export or import regulations in other countries.
If Ciena authorizes you to import or export the Software in writing, you shall obtain all necessary licenses or permits
and comply with all applicable laws.

11. Limitation of Liability. ANY LIABILITY OF CIENA SHALL BE LIMITED IN THE AGGREGATE TO THE
AMOUNTS PAID BY YOU TO CIENA OR ITS AUTHORIZED RESELLER FOR THE SOFTWARE. THIS
LIMITATION APPLIES TO ALL CAUSES OF ACTION, INCLUDING WITHOUT LIMITATION BREACH OF
CONTRACT, BREACH OF WARRANTY, NEGLIGENCE, STRICT LIABILITY, MISREPRESENTATION AND OTHER
TORTS. THE LIMITATIONS OF LIABILITY DESCRIBED IN THIS SECTION ALSO APPLY TO ANY LICENSOR OF
CIENA. NEITHER CIENA NOR ANY OF ITS LICENSORS SHALL BE LIABLE FOR ANY INJURY, LOSS OR
DAMAGE, WHETHER INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL INCLUDING WITHOUT
LIMITATION ANY LOST PROFITS, CONTRACTS, DATA OR PROGRAMS, AND THE COST OF RECOVERING
SUCH DATA OR PROGRAMS, EVEN IF INFORMED OF THE POSSIBILITY OF SUCH DAMAGES IN ADVANCE.

12. General. Ciena may assign this License to an affiliate or to a purchaser of the intellectual property rights in the
Software. You shall not assign or transfer this License or any rights hereunder, and any attempt to do so will be void.
This License shall be governed by the laws of the State of New York without regard to conflict of laws provisions.
The U.N. Convention on Contracts for the International Sale of Goods shall not apply hereto. This License
constitutes the complete and exclusive agreement between the parties relating to the license for the Software and
supersedes all proposals, communications, purchase orders, and prior agreements, verbal or written, between the
parties. If any portion hereof is found to be void or unenforceable, the remaining provisions shall remain in full force
and effect.
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About this document 0

This document explains how to troubleshoot 39XX/51XX Switches and 
Platforms. 

Conventions used in this document
Hyperlinks are indicated by blue text in this document.

In procedures, the following text conventions are used:

• courier text, for system responses

• italic text, for expected results

• bold text, for user input

Documents in the 39XX/51XX documentation suite
For descriptions of documents in the 39XX/51XX Switches and Platforms 
documentation suite, see 39XX/51XX Switches and Platforms Product 
Fundamentals.
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1-1
New in this release 1-

There are no documentation changes in 39XX/51XX Switches and Platforms 
Troubleshooting for SAOS 6.21.2.
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2-1
Troubleshooting fundamentals 2-

This chapter provides conceptual information about the methods and tools 
that you can use to troubleshoot and isolate problems with 39xx/51xx 
Switches and Platforms.

The types of problems that typically occur with networks involve connectivity 
and performance. 39xx/51xx switches support a diverse range of network 
architectures and protocols, some of which are used to maintain and monitor 
connectivity and isolate connectivity faults.

In addition, 39xx/51xx switches support a wide range of diagnostic tools that 
you can use to monitor and analyze traffic, capture and analyze data packets, 
trace data flows, view statistics, and manage event messages.

When connectivity problems occur and the source of the problem is unknown, 
Ciena recommends that you follow the OSI network architecture layers, that 
is, confirm that your physical environment, such as the cables and module 
connections, operates without failures before moving up to the network and 
application layers.

Logs
There are four types of logs:

• syslog

• flash log

• RAM log

• command log

Syslog
Syslog messages can be sent to the Syslog Server or a standard UNIX or 
NTtype Syslog daemon. Syslog messages contain all the parts of the Syslog 
packet, as described in section 4.1 of RFC 3164.

Flash log
The system software logs various events to local flash files, for example, 
critical events, reboots, and power failures.
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2-2   Troubleshooting fundamentals
The default severities for flash filtering are as follows:

• minimum: major

• maximum: critical

Each event generated by the system has a severity and a manager, and 
possibly a port associated with it. You can configure flash log filters to select 
the type of events to be sent to the flash log:

• Only one flash log exists.

• Multiple filters may be created for the flash log.

• Each filter specifies the min-max range, the source software manager and 
the source port.

• All events in the min-max range that match the manager and port are sent 
to the collector.

RAM log
The system software logs events to local RAM files in addition to the local 
flash. The default severities for RAM filter are as follows:

• minimum: major

• maximum: critical

The configuration and attributes of RAM log filters are similar to flash log 
filters:

• Only one RAM log exists.

• Multiple filters may be created for the RAM log.

• Each filter specifies the min-max range, the source software manager and 
the source port.

• All events in the min-max range that match the manager and port are sent 
to the collector.

Note:  The RAM log is a temporary storage log file that will be erased 
when the unit is rebooted.

Command log
The system logs user command history for monitoring system configuration 
performed from the CLI. Each time a system goes into service, a header is 
written to the log containing the system identifier and a timestamp. All 
subsequent commands (with some exceptions) issued from the CLI are 
entered in chronological order up to 2500 entries, and then the entries wrap 
to the beginning of the command log file. When commands contain a 
password, the password will be masked to maintain security. This command 
log is stored in the local flash file system.
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Troubleshooting fundamentals   2-3
Each entry in the command log includes the information listed in Table 2-1. 

Connectivity Fault Management
Connectivity Fault Management (CFM) provides a method to continuously 
monitor the end-to-end network connectivity of a network service, such as a 
Virtual Switch (VS) or a VLAN. Services can be monitored over a single hop, 
a point-to-point link, or over multiple hops, using equipment managed by one 
or more service providers and operations entities. Services are identified by a 
collection of Service Access Points (SAPs) called a Service Instance. There 
are two types of SAPs:

• Maintenance End Points: Maintenance End Points (MEPs) are created at 
the edge (entry/exit) points of the service being monitored.

• Maintenance Intermediate Points: Maintenance Intermediate Points 
(MIPs) are created between MEPs to track faults at intermediate points.

MEPs send periodic multicast messages (called Continuity Check Messages 
or CCMs) to each other through the VS or VLAN service to determine the 
status of the service connection. These can be thought of as heartbeat 
messages. Devices not configured for CFM forward CCMs as they would any 
other multicast message. If an expected CCM is not received by a MEP on a 
participating network device within the specified period, a fault alarm 
regarding the service is issued in the form of an SNMP trap and system log 
message.

For the procedures to set up CFM, refer to 39xx/51xx Switches and Platforms 
Fault and Performance Management.

Table 2-1
Information included for each entry in the command log

Item Description

Log ID Specifies the sequence identifier of the entry.

User Identifies the Session IP address of the user session or the 
user ID to indicate who issued the command.

User privilege level Specifies the access level of the user who issued the 
command.

Timestamp Provides a timestamp of when the command was issued. This 
timestamp is stored in UTC format, but the display format is 
determined by the system timestamp as set with the system 
set timestamp command.
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2-4   Troubleshooting fundamentals
Network configuration
To keep track of your network’s configuration, gather the information 
described in the following sections:

• “Site network map” on page 2-4

• “Logical connections” on page 2-4

• “Device configuration information” on page 2-4

• “Other important information about your network” on page 2-5

This information, when kept up-to-date, is extremely helpful for locating 
information when you experience network or device problems.

Site network map
A site network map Identifies where each device is physically located on your 
site, which helps locate the users and applications that are affected by a 
problem. You can use a site network map to systematically search each part 
of your network for problems.

Logical connections
With virtual LANs (VLANs), you must know how your devices are connected 
logically as well as physically.

Device configuration information
Maintain online and paper copies of your device configuration information.

Ensure that all online data is stored with your site’s regular data backup. If your 
site does not have a backup system, copy the information onto backup media 
and store the backup media at an off-site location.
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Troubleshooting fundamentals   2-5
Other important information about your network
For a complete picture of your network, have the information in Table 2-2 
available.

Normal behavior on your network
When you are familiar with your network after it is fully operational, you can be 
more effective at troubleshooting problems that arise. To understand the 
normal behavior of you network, monitor your network over a long period of 
time. During this time you can see a pattern in the traffic flow, such as which 
devices are typically accessed or when peak usage times occur.

To identify problems, you can use a baseline analysis, which is an important 
indicator of overall network health. A baseline serves as a useful reference of 
network traffic during normal operation, which you can then compare to 

Table 2-2
Important information about your network

Item Description

All passwords Store passwords in a safe place. It is a good practice to 
keep records of your previous passwords in case you 
must restore a device to a previous software version and 
need to use the old password that was valid for that 
version.

Device inventory It is a good practice to maintain a device inventory, which 
lists all devices and relevant information for your 
network. Include the following:

• device type

• IP address

• ports

• MAC addresses

• attached devices

MAC address-to-port 
number list

If your hubs or switches are not managed, you must 
keep a list of the MAC addresses that correlate to the 
ports on your hubs and switches.

Change control Maintain a change control system for all critical systems. 
Permanently store change control records.

Contact details It is a good practice to store the details of all support 
contracts, support numbers, engineer details, and 
telephone and fax numbers. 

Having this information available when troubleshooting 
can save time.
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captured network traffic while you troubleshoot network problems. A baseline 
analysis speeds the process of isolating network problems. By running tests 
on a healthy network, you compile normal data for your network. This normal 
data can then be used to compare against the results that you get when your 
network is experiencing trouble. For example, ping each node to discover how 
long it typically takes to receive a response from devices on your network.

Capture and save each device’s response time and when you are 
troubleshooting you can use these baseline response times to help you 
troubleshoot.

In conjunction with port statistics, monitoring real-time traffic can also be 
useful in establishing the baseline behavior of the network. For the procedure, 
refer to “Monitoring real-time traffic” on page 6-26.

For additional information and procedures, refer to 39xx/51xx Switches and 
Platforms Fault and Performance Management.

Dying gasp 
Possible causes of a dying gasp signal are:

• power failure in the power source

• disconnection of the AC or DC power source

In the event of a power failure, the switch sends a dying gasp notification to 
the network. The notification also contains a syslog entry if syslog is enabled. 
Table 2-3 lists dying gasp information by switch. 

Table 2-3
Dying gasp information by switch

Switch Ports Type Dying 
Gasp

Notes

3902 1 UNI No

2 NNI No

3903 1 UNI Yes

2-3 NNI Yes

3903x 1 UNI No

2-3 NNI No

3904 1-2 UNI Yes

3-4 NNI Yes
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3905 1-2 UNI Yes

3-4 NNI Yes

3906 1-4 UNI Yes

5-6 NNI Yes

3911 1-8 UNI No

9-10 NNI Yes

3916 1-2 UNI No

3-4 NNI Yes

5-6 NNI Yes

3920 1-8 UNI No

9-12 NNI Yes

3926 1-2 UNI No

3-4 UNI No

5-8 NNI Yes

3928 AC

3928 DC

1-8 UNI No

9-12 NNI Yes

3930 1-4 UNI No When the system is powered by redundant 
power supplies, a dying gasp message is 
only sent if both power supplies lose 
power.

5-8 UNI No

9-10 NNI Yes

3931 1-4 UNI No When the system is powered by redundant 
power supplies, a dying gasp message is 
only sent if both power supplies lose 
power.

5-8 UNI No

9-10 NNI Yes

3932 1-4 UNI No When the system is powered by redundant 
power supplies, a dying gasp message is 
only sent if both power supplies lose 
power.

5-8 UNI No

9-10 NNI Yes

Table 2-3
Dying gasp information by switch (continued)

Switch Ports Type Dying 
Gasp

Notes
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3940 1-20 UNI No

21-24 NNI 
Enhanced

Yes

3942 1-20 UNI Yes

21-24 NNI Yes

3960 1-8 UNI No

9-10 UNI No

11-12 NNI 
Enhanced

Yes

5140 1-20 UNI No

21-24 NNI 
Enhanced

Yes

5142 1-20 UNI Yes When the system is powered by redundant 
power supplies, a dying gasp message is 
only sent if both power supplies lose 
power.

21-24 NNI Yes

5160 1-24 NNI Yes When the system is powered by redundant 
power supplies, a dying gasp message is 
only sent if both power supplies lose 
power.

Table 2-3
Dying gasp information by switch (continued)

Switch Ports Type Dying 
Gasp

Notes
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The following figures provide an overview of troubleshooting 39xx/51xx 
Switches and Platforms.

Figure 3-1
Troubleshooting workflow 

“Initial troubleshooting” on page 4-1

Start

“Hardware troubleshooting” on 
page 5-1

Trouble
with 
hardware?

“Port troubleshooting” on page 6-1
Trouble
with 
ports?

“Troubleshooting services” on 
page 7-1

Trouble
with 

traffic flow?

1
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Figure 3-2
Troubleshooting workflow 

“Troubleshooting authentication” 
on page 9-1

Trouble
with 
authenti-

“Troubleshooting QoS 
configuration issues” on page 8-1

Trouble
with 
QoS?

1

cation?
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This chapter describes what you can do in your initial troubleshooting. If you 
have to call Technical Support with your issue, the Technical Support 
personnel asks for information about your system. It is a good practice to 
gather critical information prior to contacting Technical Support.

Before contacting Ciena Customer Technical Support, gather information that 
can help the Technical Support personnel when troubleshooting. This 
includes the following information:

• output from the configuration show command

• output from the port show statistics command

• output from the state dump

• log files

• software version

• topology of the network

• a list of changes made prior to the issue, for example, software, hardware, 
and upgrades

Every network is designed differently. It is a good troubleshooting practice to 
have an accurate and detailed topology diagram of your network that shows 
the nodes and connections. This visual depiction of your network is very 
helpful to Technical Support when they are assessing your problem.

This chapter provides the following procedures:

• “Displaying configuration information” on page 4-2

• “Displaying the flash log” on page 4-3

• “Adding all logging categories to the default filter” on page 4-4

• “Creating a syslog collector” on page 4-5

• “Viewing the software version” on page 4-6

• “Checking for changes to the system or network” on page 4-7

• “Collecting state dump and core dump files” on page 4-8
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Procedure 4-1
Displaying configuration information

Display configuration information to see information about the default and 
current configurations of the switch. When troubleshooting a problem, use this 
procedure to obtain useful information about the switch configuration.

The information displayed includes general information about the switch type, 
software version, and configuration. Each section of the configuration display 
pertains to a different part of the switch.

Step Action

1 Display information about the configuration of the switch:

configuration show brief

—end—
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Procedure 4-2
Displaying the flash log

Display the flash log to view the entries made to flash based on the configured 
flash log and flash log packet filters. 

Flash log files are located in the /mnt/sysfs/log directory. 

Step Action

1 Display the flash log:

log flash view keyword <String[16]>

—end—

where

keyword 
<String[16]>

displays last lines that contain keyword.
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Procedure 4-3
Adding all logging categories to the default filter

Update the default filter to include all logging categories in order to check for 
logged events that occurred between the problem being investigated and the 
last configuration change. Look for configuration changes that relate to the 
problem being investigated.

Step Action

1 Add all categories to the default flash log filter:

log flash add filter default all-mgrs

2 Display the flash log:

log flash view keyword <String[16]>

—end—

where

keyword 
<String[16]>

displays last lines that contain keyword.
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Procedure 4-4
Creating a syslog collector 

Create a syslog collector to remotely monitor the device that is experiencing 
a problem without having to log in to the device.

Create a syslog collector that allows the following syslog severity values to 
egress:

• emergency

• alert

• critical

• error

• warning

• custom-prefix 

When viewing the contents of the sylog collector, look for log events that 
correlate with the problem being investigated, for example, the timeframe in 
which the problem appeared. Provide this information to Ciena as required.

Step Action

1 Create a syslog collector:

syslog create collector <collector> severity 
emergency,alert,critical,error,warning custom-prefix 
<name>

2 View the contents of the syslog collector.

—end—

where

collector 
<collector>

is the IP address of the external system 

severity 
emergency,alert,
critical,error,warn
ing custom-prefix 
<name>

identifies the syslog severity values that will be allowed to 
egress
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Procedure 4-5
Viewing the software version

View the software version to determine the software version that is running on 
the switch. Use the software version to determine the issue of the 39XX/51XX 
Switches and Platforms Customer Release Notes to consult to learn more 
about known issues.

Step Action

1 Display information about the software running on the switch:

software show

—end—
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Procedure 4-6
Checking for changes to the system or network

When troubleshooting a problem, verify whether anything has been changed 
recently. Ask the following questions:

• Have you recently changed or upgraded your system, your network, or a 
custom application? For example, has a configuration been changed?

• When were these changes made? Provide the date and time.

• Who made these changes? Were the changes made by a partner or 
customer? Provide the names of the individuals who made the changes.

• What events can be identified prior to the trouble occurring, for example, 
an upgrade, a LAN change, increased traffic, or new hardware?
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Procedure 4-7
Collecting state dump and core dump files

On the following switches, a quick or hard reset creates log files:

• 3903

• 3904

• 3905

• 3926

• 3928

• 3942

• 5142

• 5160

Two types of log files are available:

• State dump log, which provides a summary of the current and previous 
state of the system

• Core dump log, which provides a summary of the processes that were 
running when the system became unresponsive

The log file created depends on the state of the system when the reset button 
is pressed:

• If the system was responsive when the reset button was pressed — The 
state dump log file is generated before the system reboots. There is a 
delay of approximately five seconds while the state dump log file is created 
and stored to the system memory. After the state dump log file is created 
the system reboots.

• If the system was unresponsive when the reset button was depressed — 
A full core dump is initiated, and then a state dump. There is a delay of up 
to two minutes while the core dump log file is created and stored to system 
memory. Next the state dump log file is created and stored to system 
memory. After both the core dump and state dump log files are created the 
system reboots.

When the system reboots, you can retrieve the state dump file and core dump 
file (if it exists) from the system. The log files are stored in the following 
locations:

• State dump log files: /mnt/sysfs/log/push_button_state-dump 

Note:  If a state dump file already exists on the system, it is renamed 
push_button_state-dump.prev when the new file is created.
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• Core dump log files: /tmp/corefiles/
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This chapter explains how to troubleshoot the system.

For more information about hardware, refer to 39XX/51XX Switches and 
Platforms Product Fundamentals. 

This chapter provides the following procedures:

• “Interpreting LED indications of problems” on page 5-2

• “Correcting management port connectivity” on page 5-6

• “Interpreting device archive information” on page 5-7

• “Correcting a port link down error” on page 5-9

• “Recovering XCVR-TFEC01 Revision A SFPs from the hung state” on 
page 5-10
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Procedure 5-1
Interpreting LED indications of problems

Table 5-1 lists possible problems indicated by the LEDs on the switch modules 
and suggests corrective action.

Note:  Only LED indications of problems are described here. For a 
complete description of the LEDs for a 39xx/51xx switch, refer to the LED 
overview in the Hardware Installation and Start-up Manual for the switch.

Table 5-1
LED problem indicators

Switch Symptom Probable cause Corrective action

System status

3903, 3903x, 
3904, 3905, 
3906, 3926, 3928 
AC, 3928 DC, 
3942, 5142, 5160

Green status LED is off. The system is not powered 
or not operating normally.

Ensure the power cord is 
plugged in and the circuit 
has the expected voltage 
output. 

For devices that have a 
power supply, ensure it has 
been turned on.

3903, 3903x, 
3904, 3905, 
3906, 3926, 3928 
AC, 3928 DC, 
5142, 5160

Yellow status LED is on. A faulty configuration Connect to the serial port 
and check for alarms. At 
startup, alarms may 
indicate failure of Zero 
Touch Provisioning.

3903, 3904, 
3905, 3906

Yellow alarm LED is 
blinking.

There is a POST failure, 
port failure, or other error 
condition.

Execute the chassis post 
show command and then 
call Ciena's Customer 
Support Line.

3926, 3928 AC, 
3928 DC

Yellow alarm LED is 
blinking.

The software is loading and 
the box is powering up.

3926, 3928 AC, 
3928 DC, 3942, 
5160 

Yellow alarm LED is on. There is an error condition.

This is likely caused by a 
device that has two power 
supplies but one is not 
turned on or plugged in. 

Execute the chassis show 
command. Ensure that 
both power supplies are in 
the Online state.
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3903 AC variant
3904 AC variant,

3906, 3942

Green AC power supply 
LED is off.

The switch is not receiving 
AC power or the power 
supply failed.

• Verify that each AC power 
cord is fastened securely 
at both ends and that 
power is available at each 
AC power outlet. 

• Plug in a device such as a 
lamp to ensure that the 
power outlet is 
operational. 

• Verify that each power 
supply is turned on.

3903 DC variant
3904 DC variant

Green DC power supply 
LED is off.

The switch is not receiving 
DC power or the power 
supply failed.

• Ensure the power leads 
are correctly terminated 
on the power supply lugs. 

• Ensure the circuit has the 
expected voltage output. 

3905 Power LED is off. The power supply is not 
present or the system is not 
powered.

• Ensure the power leads 
are correctly terminated 
on the power supply lugs. 

• Ensure the circuit has the 
expected voltage output. 

3905, Power LED is red. There is a failure or 
replacement condition.

Replace the power supply.

5160 Green input power LED is 
off.

Indicates one of the 
following conditions:

• Input power is not 
present.

• Input power is outside of 
the specified range. 

• Internal failure has 
occurred.

•  Ensure the power leads 
are correctly terminated 
on the power supply lugs.

• Ensure the circuit has the 
expected voltage output.

• Replace the power 
supply.

5160 Output power LED is off. Input power is not present. • Ensure the power leads 
are correctly terminated 
on the power supply lugs. 

• Ensure the circuit has the 
expected voltage output. 

Switch Symptom Probable cause Corrective action
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 5160 Output power LED is red. One of the following 
conditions is present:

• Output power is not within 
the specified limits.

• A system-ordered power 
shutdown has taken 
place. 

• There is a locally-
determined over-
temperature condition.

•  Ensure the power leads 
are correctly terminated 
on the power supply lugs.

• Ensure the circuit has the 
expected voltage output.

• Replace the power 
supply.

3926, 3928 AC, 
3928 DC

PSA LED is off. System is not powered or a 
failure has occurred on 
power supply A.

Ensure the power leads are 
correctly terminated on the 
power supply lugs.

Ensure the circuit has the 
expected voltage output.

Replace the power supply.

3926, 3928 AC, 
3928 DC

PSB LED is off. System is not powered or a 
failure has occurred on 
power supply B.

Ensure the power leads are 
correctly terminated on the 
power supply lugs.

Ensure the circuit has the 
expected voltage output.

Replace the power supply.

Plug in module

3926 Input LED is off Voltage is wrong or not 
connected.

Ensure the circuit has the 
expected voltage input.

Port 

3903, 3904, 
3905, 3906, 
3926, 3928, 
3942, 5160

Green link/activity LED is 
off.

The port is not operational. • Verify that the cable 
connections to the link 
partner are correct. 

• Verify port configuration 
parameters for both ends 
of the connection. 

• Move the cable to another 
port to see whether the 
problem occurs on the 
new port.

Switch Symptom Probable cause Corrective action
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3926, 3928, 5160 BITS-IN status LED is off, A loss-of-signal (LOS) is 
detected on the receive 
signal or there is no signal 
present.

• Ensure the BITS input 
configuration is 
compatible with the BITS 
output from the device it is 
connected to. 

• Ensure the cable is 
connected.

• Ensure the incoming 
signal is present.

3926, 3928, 5160 BITS-OUT status LED is 
off,

BITS-OUT is not 
provisioned or active.

Ensure the BITS output 
configuration is configured 
properly.

Ensure sync is enabled 
globally.

x86 NFV server module

3906 Yellow alarm LED is 
blinking.

An error condition exists. If OS is not booting, check 
DIMM(s) and SSD are 
plugged securely into their 
connectors. If the board is 
hot, cool it down. If the 
above does not help, 
replace the board.

3906 Power LED is off. There is no input power or 
power failure.

Check that the server 
board power is enabled by 
the switch board. Check 
that the FRU is properly 
inserted in the chassis.

Switch Symptom Probable cause Corrective action
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Procedure 5-2
Correcting management port connectivity

Use this procedure when you cannot access the 39xx/51xx switch by means 
of the management or console port.

The correct parameter setting for the management port is 9600/8-N-1:

• 9600 bits per second

• 8 data bits

• no parity bit

• 1 stop bit

Step Action

1 Check the link LEDs for the management port. Follow corrective action as 
described in “Interpreting LED indications of problems” on page 5-2.

2 Ensure that the management address and gateway are configured properly, 
and that the management address is not duplicated:

interface show

3 Determine whether the management port is connected.

4 Ensure that software is installed correctly:

software show

5 Check the rate of the serial port connection.

6 Ping the IP address of the management interface:

ping [IPv4 address]

—end—

If you can Then 

connect to the 
management port

You have completed this procedure.

not connect to the 
management port

Perform step 4.
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Procedure 5-3
Interpreting device archive information

Use the information in the Device Archive table to interpret problems with the 
device. 

Step Action

1 Display the Device Archive table:

device-archive show

2 Use Table 5-2 to interpret the Device Archive table and take corrective action. 
Table 5-2
Fields in the Device Archive table

Field Description

Cumulative system uptime 
(seconds)

Specifies the total time in seconds that the system 
has been powered with software running in an 
operational mode. Cumulative system uptime is 
the sum of Archived system uptime and actual 
system uptime since the archive was last written to.

Cumulative system uptime 
(days:hh:mm:ss)

Specifies the total time in days, hours, minutes and 
seconds that the system has been powered with 
software running in an operational mode. 
Cumulative system uptime is the sum of Archived 
system uptime and actual system uptime since the 
archive was last written to.

Archived system uptime 
(seconds) 

Specifies the archived system uptime in seconds, 
which is the actual uptime stored in the device 
archive.

Archived system uptime 
(days:hh:mm:ss) 

Specifies the archived system uptime in days, 
hours, minutes, and seconds, which is the actual 
uptime stored in the device archive.

Highest Temperature (degrees 
Celsius)

Specifies the maximum temperature recorded by 
the temperature sensors.

Number of High Temperature 
Violations

Records the number of times the temperature 
reading has exceeded the maximum 
recommended operating temperature.

In order for the count to increment, the count must 
fall below the maximum recommended value.

 Lowest Temperature (degrees 
Celsius)

Specifies the minimum temperature recorded by 
the temperature sensors.
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—end—

Number of Low Temperature 
Violations 

Records the number of times the temperature 
reading has fallen below the minimum 
recommended operating temperature. 

In order for the count to increment, the count must 
increase above the minimum recommended value.

Number of Soft Resets Specifies the number of times the system has 
rebooted itself in a controlled manner.

Total Number of Resets Specifies the number of times the system has 
rebooted.

This count is incremented each time the system 
boots.

Last Reset Reason Records the last known reset reason.

Number of Consecutive 
Guardian Reboots

Specifies the number of consecutive times the 
system has been rebooted by the guardian.

Total number of Guardian 
Reboots 

Specifies the total number of times the system has 
been rebooted by the guardian.

Table 5-2
Fields in the Device Archive table

Field Description
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Procedure 5-4
Correcting a port link down error

Certain types of small form-factor pluggable (SFP) transceivers have small 
springs/clips on each side, near the front (connector) end. These springs may 
catch on the SFP cage during insertion, and prevent the full insertion of the 
optic. Take extra care when installing these types of optics. Do not force the 
optic into the slot if any resistance is felt. Bent springs may be carefully 
reformed with needle nose pliers.

When an optic is not fully inserted, the following symptoms appear:

• The SFP is not locked in the cage, but inserted nearly touching the pins at 
the end of the cage.

• SFP Digital Diagnostics Monitoring (DDM) data is accessible, giving the 
impression the SFP is inserted correctly.

• Layer 2 Control (L2C) access to the SFP is successful, but Management 
Data Input/Output (MDIO) access fails.

• In the various “show port” CLI, Tx Power and Rx Power look good, but the 
MAC Address appears as “not available”.

• The port is not linking UP.

The SFP must be properly locked in the cage for correct working conditions. 
This issue can be replicated on any of the SAOS 6.x devices.

Step Action

1 Test the smart TDM SFP transceiver once it is installed.

port xcvr show port <port_number>

The LED always comes up if the port is enabled.

2 Alternatively, you can enter:

software show port <port_number>

If an error showing “status. Entry not found” appears, further investigation is 
needed.

3 If the LED is not coming up, make sure the SFP is properly locked in the cage.

4 If the lock is proper, make sure the port is enabled:

port tdm show port <port_name>

5 Make sure the “Rx Low Power Detect” feature is not enabled:

port show

6 If the port is still not linking UP, contact your Ciena team for further assistance.

—end—
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Procedure 5-5
Recovering XCVR-TFEC01 Revision A SFPs from the 
hung state

XCVR-TFEC01 Revision A SFPs can go into a hung state during link flapping 
because of a firmware issue.

To show the Ciena revision of an XCVR-TFEC01 SFP, use the “port xcvr show 
port” command, as shown in the example.

Use this procedure to recover an XCVR-TFEC01 Revision A SFP from the 
hung state.

Step Action

1 Enter the following commands in the sequence shown:

port disable port <port-number>

port enable port <port-number>

2 If the preceding step does not recover the SFP, re-seat the SFP.

3 If the port is still not linking UP, contact your Ciena team for further assistance.

—end—
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Example
The following example shows sample output of the “port xcvr show port” 
command. The “Ciena Revision” field identifies the XCVR-TFEC01 as being 
Revision A.

port xcvr show port 1
+-------------------------- XCVR VENDOR DATA - Port 1 -----------------+
| Parameter | Value | Decoded String Equivalent|
+--------------------------+--------------------+-------------------------+
| Identifier | 0x3 | SFP transceiver |
| Ext. Identifier | 0x4 | SFP/GBIC |
| Connector | 0x7 | LC |
+--------------------------+--------------------+-------------------------+
| Transceiver Codes | 0x0000000000000080 | |
| - 10 GbE Compliance | 0x80 | 10GBASE-ER |
| - SONET Compliance | 0x0000 | |
| - Ethernet Compliance | 0x00 | unknown |
| - Link Length | 0x00 | unknown |
| - Transmitter Technology| 0x0000 | unknown |
| - Transmission Media | 0x00 | unknown |
| - Channel speed | 0x00 | unknown |
+--------------------------+-------------------+--------------------------+
| Encoding | 0x06 | reserved |
| BR, Nominal | 103 | Gigabit |
|--------------------------+--------------------+-------------------------|
| Length(9um fiber) 1km | 95 | 95km |
| Length(9um fiber) 100m | 255 | 25500m |
| Length(50um) 10m | 0 | 0m |
| Length(62.5um) 10m | 0 | 0m |
| Length(copper) 1m | 0 | 0m |
|--------------------------+--------------------+-------------------------|
| Vendor Name | CIENA-MEN | |
| Vendor OUI | 0x000000 | |
| Vendor PN | XCVR-TFEC01 | |
| Vendor Revision  | D | |
| Vendor Serial Number | T18001672 | |
| Vendor CLEI Code | CMUIASJGAA | |
| Ciena PN | XCVR-TFEC01 | |
| Ciena Revision           | A | |
| Wavelength | 1529.16 | |
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Port troubleshooting 6-

This chapter explains how to troubleshoot problems with ports.

Symptoms of port problems are:

• the port is down and/or the link/activity LED is off

• poor response times

When troubleshooting problems with ports, look for the port configuration 
details and/or statistics that provide information as to 

• why the port is down or not in a forwarding state

• what could be the cause of the port errors you are seeing

Prior to troubleshooting ports, ensure that you have:

• reviewed log information and taken any associated corrective action

• if the link/activity LED is off:

— verified that the cable connections to the link partner are correct

— verified port configuration parameters for both ends of the connection

— moved the cable to another port to see whether the problem occurs on 
the new port

— ensured that cables are clean

Figure 6-1 shows the flow for troubleshooting port problems.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



6-2   Port troubleshooting
Figure 6-1
Troubleshooting port problems
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Procedure 6-1
Interpreting port configuration information

Interpret port configuration information to troubleshoot problems with ports.

Step Action

1 Display the Port Global Configuration table:

port show 

Example:

port show
+----------------- PORT GLOBAL CONFIGURATION --------------+
|            Parameter             |       Value           |
+----------------------------------+-----------------------+
| Rx Low Power Detect Admin State  | Disabled              |
+----------------------------------+-----------------------+
+-------------------------------------------------------------------------------+
| Port Table        |           Operational Status            |  Admin Config   |
|---------+---------+----+--------------+----+---+-------+----+----+-------+----|
| Port    | Port    |    |  Link State  |    |   |       |Auto|    |       |Auto|
| Name    | Type    |Link|   Duration   |XCVR|STP| Mode  |Neg |Link| Mode  |Neg |
|---------+---------+----+--------------+----+---+-------+----+----+-------+----|
| 1       |10/100/G |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |1000/FD| On |
| 2       | Gig     | Up |   1d20h35m13s|Ena |FWD|1000/FD| On |Ena |1000/FD| On |
| 3       |10/100/G |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |1000/FD| On |
| 4       |10/100/G |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |1000/FD| On |
| 5       | Gig     |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |1000/FD| On |
| 6       | Gig     | Up |   1d20h35m12s|Ena |FWD|1000/FD| On |Ena |1000/FD| On |
| 7       | 100/G   |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |1000/FD| On |
| 8       | 100/G   |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |1000/FD| On |
| 9       | G/10Gig |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |Auto/FD| On |
| 10      | G/10Gig |Down|   0d 0h 0m 0s|    |Dis|       |    |Ena |Auto/FD| On |
+---------+---------+----+--------------+----+---+-------+----+----+-------+----+
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2 Use Table 6-1 to interpret port configuration and take corrective action.
Table 6-1
Fields in the Port Global Configuration table

Field Description Interpretation

Port Table

Port Name Specifies a 32-character string 
representing the name of the physical 
port or LAG. For physical ports, the 
name represents the port’s physical 
location identifying the chassis module 
and port in the format:

<ModuleNumber>.<PortNumber>

Whenever a switch has a single 
module, the component number will be 
left out of the name. 

This field displays the Port Name 
specified by the network operator. The 
Port Name does not impact the 
operation of the port.

Port Type Specifies the type of port, which is one 
of

• Gigabit (GIG): 1G capable

• 10 Gigabit (10GIG): 10G capable

• LAG: virtual aggregation port

Ensure that the port type is correct. 

Operational Status

Link Indicates whether the link is 
operationally up or down.

If the value of the field is

• Up: The port has a link partner.

• Down: Verify the end-to-end link. 
Ensure that both ends have the same 
speed, duplex, and autoneg 
configuration. 

If both ends are configured in Autoneg 
and the port is not coming up try 
statically configuring the Speed and 
Duplex on the port

Link State Duration Specifies the amount of time that the 
link has been in the current state.

If the timer is observed to start over 
check for link flapping.
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XCVR Indicates the transceiver state, which is 
one of:

• INV!: Invalid. The transceiver port 
state could not be determined due to a 
system error.

• UCTF: Uncertified. The transceiver is 
not in the officially supported set of 
transceivers on that device, for that 
software version. The transceiver may 
or may not function properly.

• WARN: There are one or more 
warnings associated with the 
transceiver, such as the port 
configuration settings (for example, 
speed or auto negotiation) do not 
match the capabilities of the 
transceiver. For example, the port is 
configured for Gig speed, but the 
transceiver is 100m. Information about 
which settings are incompatible are 
available in the output of the port show 
port command.

• FLT!: Fault. The transceiver has been 
faulted for some reason; typically this 
will be due to EEPROM checksum 
and/or read failures.

• Ena: Enabled

• Dis: Disabled

If the value of the field is

• Inv: Ensure that the SFP or SFP+ is 
the correct SFP or SFP+ for the port 
type. Replace the SFP or SFP+. If the 
problem persists, contact Ciena.

• UCTF: Replace with a Ciena-certified 
transceiver. Refer to Packet 
Networking Transceivers Reference.

• Warn: Check the configuration and the 
transceiver to ensure the settings and 
transceiver are port-compatible. For 
procedures, refer to 39XX/51XX 
Switches and Platforms Base 
Configuration.

• Flt: Replace the transceiver.

• Ena: The port is administratively 
enabled.

• Dis: The port is administratively 
disabled.

STP Indicates the state of Spanning Tree 
Protocol (STP), which is one of:

• Disabled

• Forwarding

• Learning

• Discarding

If the value of the field is

• Disabled: The port is administratively 
or operationally down.

• Forwarding: STP is either disabled on 
the port or STP is enabled and in a 
Forwarding state.

• Learning: STP is learning source MAC 
addresses but is not forwarding.

• Discarding: This is typically a state 
that would indicate that there is 
another path on another port to the 
Root bridge, which makes this port an 
alternate port to root.

Table 6-1
Fields in the Port Global Configuration table

Field Description Interpretation
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—end—

Mode Shows the port connector mode. This is the current operational speed 
and duplex of a port when its 
operational ink status is enabled.

Auto Neg Indicates whether auto-negotiation is 
operationally on or off.

If auto-neg is enabled on one end of the 
link it must also be enabled on the other 
end of the link.

Admin Config

Link Indicates whether the link is 
administratively up or down.

If the value of the field is 

• Up: the link is up

• Down: the port has been 
administratively disabled.

Mode Shows the port connector mode. Ensure that values match on both ends 
of the link.

Auto Neg Indicates whether auto negotiation is 
administratively enabled or disabled. 
Auto negotiation is where ports 
negotiate with their link partner to 
operate with parameters common to 
both links. This method of auto 
negotiation follows the IEEE 802.3z 
standard and provides a way to 
automatically connect multiple types of 
devices. By default, auto negotiation is 
enabled.

Ensure that values match on both ends 
of the link. If they do not match, the 
ports oper status may remain down.

Auto negotiation problems between 
switches from different vendors can 
occur. Statically configure the speed 
and duplex on both ends of a link that 
will not come up. For the procedure, 
refer to 39XX/51XX Switches and 
Platforms Base Configuration.

Table 6-1
Fields in the Port Global Configuration table

Field Description Interpretation
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Port troubleshooting   6-7
Procedure 6-2
Interpreting port statistics

Interpret port statistics to troubleshoot problems with ports. For example, 
traffic that is transmitted at one end but not received at the other end can 
indicate that cables need to be cleaned.

Step Action

1 Display the Port Statistics Summary table:

port show statistics

Example:

port show statistics
+-------------------------- PORT STATISTICS SUMMARY ---------------------------+
|   Port   |              Byte               |               Pkt               |
|          | Tx             | Rx             | Tx             | Rx             |
+----------+----------------+----------------+----------------+----------------+
| 1        | 0              | 0              | 0              | 0              |
| 2        | 0              | 0              | 0              | 0              |
| 3        | 0              | 0              | 0              | 0              |
| 4        | 0              | 0              | 0              | 0              |
| 5        | 0              | 0              | 0              | 0              |
| 6        | 0              | 7415988        | 0              | 91866          |
| 7        | 0              | 0              | 0              | 0              |
| 8        | 0              | 0              | 0              | 0              |
| 9        | 0              | 0              | 0              | 0              |
| 10       | 0              | 0              | 0              | 0              |
+----------+----------------+----------------+----------------+----------------+

2 Use Table 6-2 to interpret port statistics and take corrective action.
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Table 6-2
Fields in the Port Statistics Summary table

3 To view active statistics, enter the following command:

port show statistics active

4 To collect a new set of statistics, clear current statistics

port clear statistics

—end—

Field Description

Port Specifies a 32-character string representing the name of the 
physical port or LAG. For physical ports, the name represents 
the port’s physical location identifying the chassis module and 
port in the format:

<ModuleNumber>.<PortNumber>

Whenever a switch has a single module, the component 
number will be left out of the name. 

Aggregation ports are identified by the aggregation name 
specified by the network operator when the aggregation port 
was created.

Byte

Tx Number of bytes transmitted including those in bad packets.

Rx Number of bytes received including those in bad packets.

Pkt

Tx Number of packets transmitted including all unicast, multicast, 
broadcast, MAC control and bad packets.

Rx Number of packets received including all unicast, multicast, 
broadcast, MAC control and bad packets.
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Procedure 6-3
Interpreting port statistics for a specific port

Interpret port statistics for a specific port to troubleshoot problems with that 
port.

For example, if customers are reporting delays in response time, check 

Step Action

1 Display the Port <port> Statistics table:

port show port <port> statistics

Example:

port show port 1 statistics
+---------- PORT 1 STATISTICS ----------+
| Statistic          | Value            |
+--------------------+------------------+
| RxBytes            | 0                |
| RxPkts             | 0                |
| RxCrcErrorPkts     | 0                |
| RxUcastPkts        | 0                |
| RxMcastPkts        | 0                |
| RxBcastPkts        | 0                |
| UndersizePkts      | 0                |
| OversizePkts       | 0                |
| FragmentsPkts      | 0                |
| JabbersPkts        | 0                |
| RxPausePkts        | 0                |
| RxDropPkts         | 0                |
| RxDiscardPkts      | 0                |
| RxLOutRangePkts    | 0                |
| RxInErrorPkts      | 0                |
| 64OctsPkts         | 0                |
| 65To127OctsPkts    | 0                |
| 128To255OctsPkts   | 0                |
| 256To511OctsPkts   | 0                |
| 512To1023OctsPkts  | 0                |
| 1024To1518OctsPkts | 0                |
| 1519To2047OctsPkts | 0                |
| 2048to4095OctsPkts | 0                |
| 4096to9216OctsPkts | 0                |
| TxBytes            | 0                |
| TxPkts             | 0                |
| TxExDeferPkts      | 0                |
| TxDeferPkts        | 0                |
| TxGiantPkts        | 0                |
| TxUnderRunPkts     | 0                |
| TxCrcErrorPkts     | 0                |
| TxLCheckErrorPkts  | 0                |
| TxLOutRangePkts    | 0                |
| TxLateCollPkts     | 0                |
| TxExCollPkts       | 0                |
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| TxSingleCollPkts   | 0                |
| TxCollPkts         | 0                |
| TxPausePkts        | 0                |
| TxUcastPkts        | 0                |
| TxMcastPkts        | 0                |
| TxBcastPkts        | 0                |
| Tx64OcPkts         | 0                |
| Tx65To127OcPkts    | 0                |
| Tx128To255OcPkts   | 0                |
| Tx256To511OcPkts   | 0                |
| Tx512To1023OcPkts  | 0                |
| Tx1024To1518OcPkts | 0                |
| Tx1519To2047OcPkts | 0                |
| Tx2048To4095OcPkts | 0                |
| Tx4096To9216OcPkts | 0                |
+--------------------+------------------+

2 Use Table 6-3 to interpret port statistics for the specified port and take 
corrective action. 

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation

RxBytes Number of bytes received including 
those in bad packets.

If no bytes are received the port may 
be down or the other device is not 
sending.

RxPkts Number of packets received 
including all unicast, multicast, 
broadcast, MAC control and bad 
packets.

If no packets are received the port 
may be down or the other device is 
not sending.

RxCrcErrorPkts Number of packets received which 
contained an FCS error and were 
between 64 and 1518 bytes in length. 
This value is 1522 bytes if VLAN 
tagged.

Determine whether there is a 
physical layer issue, that is, an issue 
with a transceiver, fiber or copper 
cable. 

If the problem persists, investigate 
whether the a faulty NIC is injecting 
packets with FCS errors into the 
network.

RxUcastPkts Number of good unicast packets 
received that were between 64 and 
Max Frame Size bytes in length. 
Excludes MAC control frames.

RxMcastPkts Number of good multicast packets 
received that were between 64 and 
1518 bytes in length. Excludes MAC 
control frames. This value is 1522 
bytes if VLAN tagged.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Port troubleshooting   6-11
RxBcastPkts Number of good broadcast packets 
received that were between 64 and 
1518 bytes in length. This value is 
1522 bytes if VLAN tagged. Excludes 
MAC control frames.

Receiving too many broadcast 
packets can indicate that there is a 
broadcast storm or a loop in the 
network.

UndersizePkts Number of packets received that 
were less than 64 bytes long and 
contained a valid FCS and were 
otherwise well-formed.

Determine whether there is a 
hardware or software issue on the 
sending device.

OversizePkts Number of packets received that 
were longer than 1518 bytes to Max 
Frame Size and contained a valid 
FCS and were otherwise well 
formed.This value is 1522 bytes if 
VLAN tagged. Includes unicast, 
multicast and broadcast packets.

For information only. 

FragmentsPkts Number of packets received that 
were between 10 and 63 bytes in 
length and had either an FCS error or 
an alignment error.

Excessive fragmented frames can be 
caused by collisions over the 
Ethernet segment or a faulty NIC on 
this link. 

Ensure that the link is operating in a 
full duplex mode. 

If the link is operating in a full duplex 
mode, take a packet capture to 
identify the device that is generating 
the fragmented frames. 

JabbersPkts Number of packets received that 
were longer than 1518 bytes to Max 
Frame Size and had an FCS error or 
an alignment error. This value is 
1522 bytes if VLAN tagged.

Possible causes of jabber are:

• a faulty NIC

• loose cabling

• poorly grounded cable (for shielded 
cabling)

RxPausePkts Number of received valid pause 
packets that were between 64 and 
1518 bytes in length.

Receiving valid pause packets is an 
indication that the connected device 
is not able to process the frames at 
the rate they are being sent.

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation
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RxDropPkts The total number of valid packets 
received which were discarded due 
to lack of resources, that is, rx buffer 
hits the discard limit, buffer pool full 
or back pressure discard. RFC 2819 
specifies that this number is not 
necessarily the number of packets 
dropped; it is just the number of times 
this condition has been detected.

Determine whether local port buffers 
are being overrun. 

RxDiscardPkts The Count of valid frames received 
which were discarded (filtered) by 
the Forwarding Process. This 
includes packets dropped due to lack 
of resources (RxDropPkts).

Discarded frames are common if the 
ingressing frame VLAN does not 
match the VLAN on the port.

Verify the port configuration to 
ensure that it is properly configured 
for the frames that are being 
discarded.

If required, perform a packet capture 
to identify the frames that are being 
dropped.

A non-zero, and possibly 
incrementing, value in this field 
indicates that frames are reaching 
the UNI but are discarded because 
they do not match any of the L2 
ingress classifications on the port. 
Perform the procedure “Determining 
the classification method for a virtual 
switch-based service” on page 7-3.

RxLOutRangePkts Number of packets received which 
exceeded Max Frame Size in length 
and contained a valid or invalid FCS.

Ensure that the MTU setting of the 
port is properly configured for the 
ingress frame size.

RxInErrorPkts Number of packets received which 
have FCS errors, or are either 
Undersize or Out of Range.

If the value in this field is 
incrementing at a similar rate as the 
value in the RxCrcErrorPkts field 
check for a physical layer problem.

If the value in this field is 
incrementing at a rate similar to the 
value in the RxLOutRangePkts field 
check the MTU setting on the port.

64OctsPkts Number of packets received that 
were 64 bytes in length.

For information only.

65To127OctsPkts Number of packets received that 
were between 65 and 127 bytes in 
length.

For information only.

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation
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128To255OctsPkts Number of packets received that 
were between 128 and 255 bytes in 
length.

For information only.

256To511OctsPkts Number of packets received that 
were between 256 and 511 bytes in 
length.

For information only.

512To1023OctsPkts Number of packets received that 
were between 512 and 1023 bytes in 
length.

For information only.

1024To1518OctsPkts Number of packets received that 
were between 1024 and 1518 bytes 
in length.

For information only.

1519To2047OctsPkts Number of packets received that 
were between 1519 and 2047 bytes 
in length.

For information only.

2048to4095OctsPkts Number of packets received that 
were between 2048 and 4095 bytes 
in length.

For information only.

4096to9216OctsPkts Number of packets received that 
were between 4096 and 9216 bytes 
in length.

For information only.

TxBytes Number of bytes transmitted 
including those in bad packets.

If no bytes are transmitted the port 
may be down or the service 
associated with the port is mis-
configured.

If the problem persists, determine 
whether a loop prevention protocol 
has this port in a blocked state.

TxPkts Number of packets transmitted 
including all unicast, multicast, 
broadcast, MAC control and bad 
packets.

If no packets are transmitted the port 
may be down or the service 
associated with the port is mis-
configured.

If the problem persists, determine 
whether a loop prevention protocol 
has this port in a blocked state.

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation
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TxExDeferPkts Number of transmitted packets which 
experienced multiple deferrals (2 or 
more deferrals.

This is typically caused by the link 
running in half duplex mode and the 
transmitter must wait for the medium 
to become available.

TxDeferPkts Number of transmitted packets which 
were deferred on the first 
transmission but did not experience 
any subsequent collisions during 
transmission.

This is typically caused by the link 
running in half duplex mode and the 
transmitter must wait for the medium 
to become available.

TxGiantPkts Number of packets transmitted that 
were longer than 1518 bytes and 
were otherwise well formed (valid 
FCS). This value is 1522 bytes if 
VLAN tagged.

For information only.

TxUnderRunPkts Number of transmitted underrun 
packets.

TxCrcErrorPkts Number of transmitted packets which 
contained an FCS error.

A non-zero value in this field typically 
indicates a hardware error. Contact 
Ciena.

TxLCheckErrorPkts Number of transmitted length check 
packets

TxLOutRangePkts Number of transmitted length out of 
range packets

 TxLateCollPkts Number of transmitted packets which 
experienced a late collision more 
than 512 bit times during a 
transmission attempt

A non-zero value in this field typically 
indicates that the port is running in 
half duplex mode and the packet 
collides with another sender.

TxExCollPkts Number of transmitted packets which 
experienced 16 collisions during 
transmission and was aborted.

A non-zero value in this field typically 
indicates that the port is running in 
half duplex mode and the packet 
collides with another sender.

TxSingleCollPkts Number of transmitted packets which 
experienced a single collision.

A non-zero value in this field typically 
indicates that the port is running in 
half duplex mode and the packet 
collides with another sender.

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation
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TxCollPkts Number of transmitted packets which 
experienced 2-15 collisions 
(including any late collisions) during 
transmission.

A non-zero value in this field typically 
indicates that the port is running in 
half duplex mode and the packet 
collides with another sender.

TxPausePkts Number of valid pause control 
packets transmitted that were 
between 64 and 1518 bytes in length. 
This value is 1522 bytes if VLAN 
tagged.

Flow control must be enabled for this 
field to display a non-zero value.

A non-zero value indicates that there 
is a buffer overrun on the receive 
side.

TxUcastPkts Number of good unicast packets 
transmitted that were between 64 
and 1518 bytes in length. This value 
is 1522 bytes if VLAN tagged.

TxMcastPkts Number of good multicast packets 
transmitted that were between 64 
and 1518 bytes in length. This value 
is 1522 bytes if VLAN tagged.

TxBcastPkts Number of good broadcast packets 
transmitted that were between 64 
and 1518 bytes in length. This value 
is 1522 bytes if VLAN tagged.

Tx64OcPkts Number of packets transmitted that 
were 64 bytes in length.

For information only.

Tx65To127OcPkts Number of packets transmitted that 
were between 65 and 127 bytes in 
length.

For information only.

Tx128To255OcPkts Number of packets transmitted that 
were between 128 and 255 bytes in 
length.

For information only.

Tx256To511OcPkts Number of packets transmitted that 
were between 256 and 511 bytes in 
length.

For information only.

Tx512To1023OcPkts Number of packets transmitted that 
were between 512 and 1023 bytes in 
length.

For information only.

Tx1024To1518OcPkts Number of packets transmitted that 
were between 1024 and 1518 bytes 
in length.

For information only.

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation
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3 To collect a new set of statistics, clear current statistics:

port clear port <port> statistics

—end—

Tx1519To2047OcPkts Number of packets transmitted that 
were between 1519 and 2047 bytes 
in length.

For information only.

Tx1519To2047OcPkts Number of packets transmitted that 
were between 2048 and 4095 bytes 
in length.

For information only.

Tx2048To4095OcPkts Number of packets transmitted that 
were between 4096 and 9216 bytes 
in length.

For information only.

Tx4096To9216OcPkts Number of valid pause control 
packets transmitted that were 
between 64 and 1518 bytes in length. 
This value is 1522 bytes if VLAN 
tagged.

For information only.

Table 6-3
Parameters in the Port <port> Statistics table

Parameter Description Interpretation
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Procedure 6-4
Interpreting port statistics errors

Interpret port statistics errors to learn more about port configuration issues.

Step Action

1 Display the Port <port> Statistics table for errors:

port show port <#> type errors statistics

Example:

port show port 1 type errors statistics
+---------- PORT 1 STATISTICS ----------+
| Statistic          | Value            |
+--------------------+------------------+
| RxCrcErrorPkts     | 0                |
| UndersizePkts      | 0                |
| OversizePkts       | 0                |
| FragmentsPkts      | 0                |
| JabbersPkts        | 0                |
| TxExDeferPkts      | 0                |
| TxDeferPkts        | 0                |
| TxUnderRunPkts     | 0                |
| TxCrcErrorPkts     | 0                |
| TxLCheckErrorPkts  | 0                |
| TxLOutRangePkts    | 0                |
| TxLateCollPkts     | 0                |
| TxExCollPkts       | 0                |
| TxSingleCollPkts   | 0                |
| TxCollPkts         | 0                |
| LinkUp             | 0                |
| LinkDown           | 0                |
| LinkFlap           | 0                |
+--------------------+------------------+
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2 Use Table 6-4 to learn more about port configuration issues and take 
corrective action.

Table 6-4
Fields in the Port <port> Statistics table for errors

Field Description Interpretation

RxCrcErrorPkts Number of packets received which 
contained an FCS error and were 
between 64 and 1518 bytes in length. 
This value is 1522 bytes if VLAN 
tagged.

Determine whether there is a physical 
layer issue, that is, an issue with a 
transceiver, fiber, or copper cable. 

If the problem persist, investigate 
whether the a faulty NIC is injecting 
packets with FCS errors into the 
network.

UndersizePkts Number of packets received that were 
less than 64 bytes long and contained a 
valid FCS and were otherwise well-
formed.

Determine whether there is a hardware 
or software issue on the sending 
device.

OversizePkts Number of packets received that were 
longer than 1518 bytes to Max Frame 
Size and contained a valid FCS and 
were otherwise well formed.This value 
is 1522 bytes if VLAN tagged. Includes 
unicast, multicast and broadcast 
packets.

For information only.

FragmentsPkts Number of packets received that were 
between 10 and 63 bytes in length and 
had either an FCS error or an alignment 
error.

Excessive fragmented frames can be 
caused by collisions over the Ethernet 
segment or a faulty NIC on this link. 

Ensure that the link is operating in a full 
duplex mode. 

If the link is operating in a full duplex 
mode, take a packet capture to identify 
the device that is generating the 
fragmented frames. 

JabbersPkts Number of packets received that were 
longer than 1518 bytes to Max Frame 
Size and had an FCS error or an 
alignment error. This value is 1522 
bytes if VLAN tagged.

Possible causes of jabber are

• a faulty NIC

• loose cabling

• a poorly grounded cable (for shielded 
cabling)

TxExDeferPkts Number of transmitted packets which 
experienced multiple deferrals (2 or 
more deferrals.

A non-zero value in this field typically 
indicates that the link is running in half 
duplex mode and the transmitter must 
wait for the medium to become 
available.
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TxDeferPkts Number of transmitted packets which 
were deferred on the first transmission 
but did not experience any subsequent 
collisions during transmission.

A non-zero value in this field typically 
indicates that the link is running in half 
duplex mode and the transmitter must 
wait for the medium to become 
available.

TxUnderRunPkts Number of transmitted underrun 
packets.

TxCrcErrorPkts Number of transmitted packets which 
contained an FCS error.

A non-zero value in this field typically 
indicates a hardware error. Contact 
Ciena.

TxLCheckErrorPkts Number of transmitted length check 
packets

TxLOutRangePkts Number of transmitted length out of 
range packets

TxLateCollPkts Number of transmitted packets which 
experienced a late collision more than 
512 bit times during a transmission 
attempt

A non-zero value in this field typically 
indicates that the port is running in half 
duplex mode and the packet collides 
with another sender.

TxExCollPkts Number of transmitted packets which 
experienced 16 collisions during 
transmission and was aborted.

A non-zero value in this field typically 
indicates that the port is running in half 
duplex mode and the packet collides 
with another sender.

TxSingleCollPkts Number of transmitted packets which 
experienced a single collision.

A non-zero value in this field typically 
indicates that the port is running in half 
duplex mode and the packet collides 
with another sender.

TxCollPkts Number of transmitted packets which 
experienced 2-15 collisions (including 
any late collisions) during transmission.

A non-zero value in this field typically 
indicates that the port is running in half 
duplex mode and the packet collides 
with another sender.

Table 6-4
Fields in the Port <port> Statistics table for errors

Field Description Interpretation
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—end—

LinkUp Number of Link Up events.

LinkDown Number of Link Down events.

LinkFlap Number of Link Flap events.

The switch monitors the link state of a 
port for Up to Down transitions. If a 
configurable number of these 
transitions occur within a configurable 
time frame, the switch generates a Link 
Flap event.

If the number of link flap events is higher 
than expected, verify the configuration. 
Default values for link flap detection are

• link flap detection: off

• link-flap-count: 5. Valid values are 1 to 
64.

• link-flap-detect-time: 10 seconds. 
Valid values are 1 to 600.

• link-flap-hold-time: 300 seconds. Valid 
values are 0 to 600.

Table 6-4
Fields in the Port <port> Statistics table for errors

Field Description Interpretation
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Procedure 6-5
Interpreting port transceiver information

Diagnostics can be displayed for transceivers that support diagnostics. If the 
transceiver does not have internal diagnostics capabilities, an error is 
returned. Thresholds are set by the vendor.

Diagnostic data is refreshed at a rate of one port every five seconds. 
Refreshing diagnostic data is a low-priority process, so systems under heavy 
load may receive diagnostic updates very slowly.

Vendor data is EPROM data for the transceiver.

Step Action

1 Display transceiver information for a specific port:

port xcvr show port <port>

Example:

+-------------------------- XCVR VENDOR DATA - Port 2    ----------------------+
| Parameter                | Value              | Decoded String Equivalent    |
+--------------------------+--------------------+------------------------------+
| Identifier               | 0x3                | SFP transceiver              |
| Ext. Identifier          | 0x4                | SFP/GBIC                     |
| Connector                | 0x7                | LC                           |
+--------------------------+--------------------+------------------------------+
| Transceiver Codes        | 0x010c402001000000 |                              |
|  - 10 GbE Compliance     | 0x00               |                              |
|  - SONET Compliance      | 0x0000             |                              |
|  - Ethernet Compliance   | 0x01               | 1000BASE-SX                  |
|  - Link Length           | 0x20               | Intermediate distance (I)    |
|  - Transmitter Technology| 0x4020             | Shortwave laser w/OFC (SL)   |
|  - Transmission Media    | 0x0c               | MultiMode 50m (M5)           |
|  - Channel speed         | 0x01               | 100 MBytes/Sec               |
+--------------------------+--------------------+------------------------------+
| Encoding                 | 0x01               | 8B10B                        |
| BR, Nominal              | 13                 | Gigabit                      |
|--------------------------+--------------------+------------------------------|
| Length(9um fiber) 1km    | 0                  | 0km                          |
| Length(9um fiber) 100m   | 0                  | 0m                           |
| Length(50um) 10m         | 55                 | 550m                         |
| Length(62.5um) 10m       | 27                 | 270m                         |
| Length(copper) 1m        | 0                  | 0                            |
|--------------------------+--------------------+------------------------------|
| Vendor Name              | CIENA-FBX          |                              |
| Vendor OUI               | 0x000000           |                              |
| Vendor PN                | XCVR-A00G85        |                              |
| Vendor Revision          | 10                 |                              |
| Wavelength               | 850.00             |                              |
|--------------------------+--------------------+------------------------------|
| Options                  | 0x1a               |                              |
|  - Tunable               | Bit 6              | No                           |
|  - RATE_SELECT           | Bit 5              | No                           |
|  - TX_DISABLE            | Bit 4              | Yes                          |
|  - TX_FAULT              | Bit 3              | Yes                          |
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|  - Loss of Signal Invert | Bit 2              | No                           |
|  - Loss of Signal        | Bit 1              | Yes                          |
|--------------------------+--------------------+------------------------------|
| BR, max                  | 0                  |                              |
| BR, min                  | 0                  |                              |
| Vendor Serial Number     | A8N2014830         |                              |
| Date (mm/dd/yy)          | 08/28/10           |                              |
|--------------------------+--------------------+------------------------------|
| Diag Monitor Type        | 0x68               |                              |
|  - Legacy diagnostics    | Bit 7              | No                           |
|  - Diagnostics monitoring| Bit 6              | Yes                          |
|  - Internally calibrated | Bit 5              | Yes                          |
|  - Externally calibrated | Bit 4              | No                           |
|  - Rx power measurement  | Bit 3              | Avg                          |
|--------------------------+--------------------+------------------------------|
| Enhanced Options         | 0xb0               |                              |
|  - Alarm/Warning Flags   | Bit 7              | Yes                          |
|  - Soft TX_DISABLE       | Bit 6              | No                           |
|  - Soft TX_FAULT         | Bit 5              | Yes                          |
|  - Soft RX_LOS           | Bit 4              | Yes                          |
|  - Soft RATE_SELECT      | Bit 3              | No                           |
|--------------------------+--------------------+------------------------------|
| SFF-8472 Compliance      | 0x2                | Rev 9.4                      |
+--------------------------+--------------------+------------------------------+

+--------------------- XCVR DIAGNOSTICS - Port 2        -----------------+
|               |          |         Alarm        |        Warning       |
| Output        | Value    | Threshold     | Flag | Threshold     | Flag |
+---------------+----------+---------------+------+---------------+------+
| Temp    (degC)|  34.717  | HIGH 105.000  | 0    | HIGH 100.000  | 0    |
|               |          | LOW  -45.000  | 0    | LOW  -40.000  | 0    |
+---------------+----------+---------------+------+---------------+------+
| Vcc    (volts)|   3.247  | HIGH   3.630  | 0    | HIGH   3.460  | 0    |
|               |          | LOW    2.970  | 0    | LOW    3.130  | 0    |
+---------------+----------+---------------+------+---------------+------+
| Bias      (mA)|   4.728  | HIGH  12.000  | 0    | HIGH  10.000  | 0    |
|               |          | LOW    1.000  | 0    | LOW    2.000  | 0    |
+---------------+----------+---------------+------+---------------+------+
| Tx Power  (mW)|   0.281  | HIGH   1.412  | 0    | HIGH   0.707  | 0    |
|               |          | LOW    0.056  | 0    | LOW    0.112  | 0    |
+---------------+----------+---------------+------+---------------+------+
| Tx Power (dBm)|  -5.5037 | HIGH  +1.4999 | 0    | HIGH  -1.5003 | 0    |
|               |          | LOW  -12.5026 | 0    | LOW   -9.5001 | 0    |
+---------------+----------+---------------+------+---------------+------+
| Rx Power  (mW)|   0.2790 | HIGH   1.9950 | 0    | HIGH   1.0000 | 0    |
|               |          | LOW    0.0100 | 0    | LOW    0.0200 | 0    |
+---------------+----------+---------------+------+---------------+------+
| Rx Power (dBm)|  -5.5440 | HIGH  +3.0001 | 0    | HIGH  +0.0000 | 0    |
|               |          | LOW  -20.0000 | 0    | LOW  -16.9897 | 0    |
+---------------+----------+---------------+------+---------------+------+
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2 Use Table 6-5 to learn more about transceiver issues and take corrective 
action.

—end—

Table 6-5
Parameters in the XCVR Diagnostics - <port> table

Parameter Description Interpretation

Temp (degC) The current temperature 
for the transceiver.

Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.

Vcc (volts) The current operating 
voltage for the 
transceiver.

Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.

Bias (mA) The bias for the 
transceiver.

Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.

Tx Power (mW) The transmit power in mW Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.

Tx Power (dBm) The transmit power in 
dBm

Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.

Rx Power (mW) The receive power in mW Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.

Rx Power (dBm) The receive power in dBm Ensure that the reported value is within the warning 
threshold.

A value outside the warning threshold could indicate 
a reason why the port is not coming up or is reporting 
errors.
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Procedure 6-6
Verifying that ports are in forwarding state

Verify that ports are in a forwarding state.

Step Action

1 Display port global configuration information:

port show

2 Note the value in the STP column.

—end—

If the value is Then 

Disabled STP is disabled. 

Forwarding The spanning tree is in the converged state or STP is 
disabled and the port is actively forwarding frames. No 
action is required.

Learning After being in the listening state, a port may transition 
into the learning state, where it is preparing to enter 
the forwarding state. The port is not yet included in the 
active spanning tree topology and is still discarding 
frames.

Discarding The port may be RSTP disabled (not transmitting data 
frames or STP messages), blocking (port is not 
participating in the active spanning tree topology or 
data frame transmission), or listening (the port’s LAN 
segment role is being determined by listening and/or 
sending BPDUs).
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Procedure 6-7
Checking for bandwidth mismatch

A bandwidth mismatch may be present if the port is up and the service is up, 
but performance issues are reported.

Check for bandwidth mismatch by checking

• auto negotiation mode

• operational speed

• duplex

• link-state duration, which specifies the amount of time that the link has 
been in the current state. If this value is low, the link may be bouncing.

A mismatch of auto negotiation, speed and duplex can cause the link to not 
come up or the link can be up but there are errors on the link.

Step Action

1 Ensure that the speed and duplex combination is valid.

2 Check the link state duration by displaying the Port Global Configuration 
table:

port show

—end—
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Procedure 6-8
Monitoring real-time traffic 

Monitor real-time traffic to identify where in the network traffic may be blocked.

In conjunction with port statistics, monitoring real-time traffic can also be 
useful in establishing the baseline behavior of the network. 

Step Action

1 Monitor real-time traffic on all ports:

port monitor throughput active

2 Monitor real-time traffic on a specified port: 

port monitor port <port> throughput active

—end—
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Troubleshooting services 7-

This chapter explains how to troubleshoot services.

Layer 2 (L2) Virtual Private Networks (VPNs) support the four Ethernet 
Service Types defined by the Metro Ethernet Forum (MEF) as:

• E-Line: point-to-point service among the same service provider

• E-LAN: multiple point service

• E-Tree: point-to-multipoint service

• E-Access: point-to-point service among different service providers

These services are defined by the configuration of port and VLAN based 
Ethernet Private Line/LAN (EPL) or Ethernet Virtual Private Line (EVPL). The 
customer perspective is that their connection to the service provider is a direct 
connection to a private line or LAN between their sites.

L2 VPNs transport Ethernet/802.3 and VLAN tagged traffic between multiple 
sites that belong to the same L2 broadcast domain. These services are 
deployed over Ethernet using an extension of 802.1Q, called Q-in-Q.

For more information about services, refer to 39XX/51XX Switches and 
Platforms Advanced Ethernet Configuration.

Connectivity Fault Management (CFM) provides a method to continuously 
monitor the end-to-end network connectivity of network services, such as a 
virtual switch or a VLAN. For more information about CFM and the procedures 
for configuring CFM to detect and isolate network service connectivity 
problems, refer to 39XX/51XX Switches and Platforms Fault and Performance 
Management.

Symptoms of problems with services are:

• traffic is not flowing

• some, but not all, traffic is flowing
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Figure 7-1 shows the flow for troubleshooting virtual switch based-services 
where traffic is not flowing.

Figure 7-1
Troubleshooting virtual switch-based services when traffic is not flowing

End

Check that the path of the service is prop-
erly established using CFM.

Perform “Checking for a policer that limits
the traffic on ingress or changes the
RCOS/RCOLOR mapping” on page 8-17.

Perform “Verifying classification and
marking” on page 8-11.

Perform “Checking for MTU issues” on
page 7-8.

Perform “Verifying that ports are in for-
warding state” on page 6-24.

Traffic is not

Perform “Determining the classification
method for a virtual switch-based service”
on page 7-3.

Perform “Checking for bandwidth mis-
match” on page 6-25.

flowing 
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Procedure 7-1
Determining the classification method for a virtual 
switch-based service

The virtual switch (VS) provides 

• customer Ethernet handoff attachment

• network transport Ethernet attachment 

• QoS treatment of that traffic, that is, marking

There is significant flexibility in the UNI attachment to the VS for classifying 
ingressing customer traffic to a specific VS. Incorrect configuration of these 
settings can result in a failure to forward traffic.

Customer traffic can be dropped "upstream" in the core of the network if the 
pbit marking of the SVLAN does not match the intended pbit marking of the 
service definition.The SVLAN pbit marking can be set by means of the 
following methods:

• fixed

• based on the resolved CoS policy of the port, which is one of 

— dot1d-tag1-cos

— l3-dscp-cos

• based on the RCoS set by means of traffic-profiling

This procedure assumes that you have performed port troubleshooting as 
explained in “Port troubleshooting” on page 6-1.

Step Action

1 Display statistics for the port:

port show port <port> statistics

2 Determine whether there is a mis-configured UNI attachment:

If the value of the 
RxDiscardPkts 
field is 

Then 

zero The problem is not a mis-configured UNI attachment. 
Return to the flowchart “Troubleshooting virtual switch-
based services when traffic is not flowing” on page 7-2.

non-zero and 
possibly 
incrementing

Frames are reaching the UNI but are discarded 
because they do not match any of the L2 ingress 
classifications on the port. Go to step 3.
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3 Confirm that the frame type for the service or services is configured on the 
UNI as appropriate for the service or services:

port set port <port> acceptable-frame-type <all | tagged-
only | untagged> 
port set port <port> untagged-data-vs <vs>

4 If CVID translation or CVID popping is needed, confirm that the UNI port is 
set:

port set port <port> vs-l2-transform <i-stamp:push,e-
match-pop:stamp> 

5 Display the configuration for the virtual switch:

virtual-switch ethernet show vs <vs>

6 Confirm that the correct CVID or CVIDs are associated with the UNI port and 
the virtual switch.

7 Confirm that the QoS settings configured on the service match those of the 
defined service. For additional information, refer to “Troubleshooting QoS 
configuration issues” on page 8-1.

8 Display port information:

port show port <port>

where

port <port> is the port

acceptable-
frame-type <all | 
tagged-only | 
untagged>

Sets the acceptable frame type mode:

• all: all frames are allowed to ingress, regardless of their tag 
status

• tagged-only: only tagged frames are allowed to ingress

• untagged-only: only untagged frames are allowed to 
ingress

Note:  When acceptable frame types are configured on a 
non-virtual switch UNI, untagged-only mode filters out all 
three common TPIDs of 0x8100, 0x8898, and 0x9100. For a 
virtual switch UNI, only the TPID of 0x8100 is recognized as 
a tagged frame.

untagged-data-vs 
<vs>

Sets the virtual switch for untagged data frames.

where

port <port> is the port.

vs-l2-transform 
<i-stamp:push,e-
match-
pop:stamp>

sets the L2 transform action for virtual switch subscribers.
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9 Verify the service configuration CoS setting: ensure that the Resolved Cos 
Policy field is set to dot1d-tag1-cos | l3-dscp-cos, which indicates that the UNI 
port is set to look at the attribute to be evaluated for ingressing traffic.

10 Verify that the UNI attachment on the VS has the correct CoS treatment 
specified.

—end—

Example
The following example shows sample output for the port show port 1 
command. In this example, the Resolved CoS Policy is set to dot1d-tag1-cos 
and the Ingress FCOS->RCOS Map is set to DefaultFcosRcos. 

port show port 1
+-------------------------------- PORT 1 INFO ---------------------------------+
| Field                    | Admin                   | Oper                    |
+--------------------------+-------------------------+-------------------------+
| Type                     | 100/G                                             |
| Description              |                                                   |
| Spanning Tree State      | Forwarding                                        |
| MAC Address              | 00:23:8a:0e:74:dc                                 |
| Phy Loopback             | Off                                               |
| Link Flap Detection      | Off                                               |
| Link Flap Count          | 5                                                 |
| Link Flap Detect Time    | 10                                                |
| Link Flap Hold Time      | 300                                               |
| Link State               | Enabled                 | Enabled                 |
| VLLI State               | Enabled                 |                         |
| Rx Low Power Detection   |                         |                         |
| State Group Link State   |                         |                         |
| Mode                     | sfp                     | sfp                     |
| Speed                    | Auto                    | 1 Gbps                  |
| Duplex                   | full                    | full                    |
| Flow Control             | off                     | off                     |
| Auto Negotiation         | Enabled                 | Enabled                 |
| Flow Control Advertised  | off                     |                         |
| Speed Advertised         |                         |                         |
| Duplex Advertised        |                         |                         |
| PVID                     | 1                       | 1                       |
| Untag Ingress Data Vid   | 0                       | 0                       |
| Fixed Resolved CoS       | 0                       | 0                       |
| Fixed Resolved Color     | green                   | green                   |
| Ingress VLAN Filter      | Enabled                 | Enabled                 |
| Ingress VS Filter        | Off                     | Off                     |
| Acceptable Frame Type    | all                     | all                     |
| Egress Untag VLAN        | 1                       | 1                       |
| Max Frame Size           | 9216                    | 9216                    |
| Inter-Packet Gap Size    | 12                      | 12                      |
| Egress Frame Cos Policy  | ignore                  | ignore                  |
| Untagged Data VS         |                         |                         |
| Untagged Ctrl VS         |                         |                         |
| VS L2 Transform Mode     | i-push,e-pop                                      |
| Resolved CoS Policy      | dot1d-tag1-cos          | dot1d-tag1-cos          |
| Service Port Type        | Network                 | Network                 |
| Eth VC EtherType         | 8100                    | 8100                    |
| Eth VC EtherType Policy  | all                     | all                     |
| Mirror-port              | Off                     | Off                     |
| Mirroring Encapsulation  | none                    |                         |
| Mirror Encap VID         | 1                       |                         |
| Mirror Encap TPID        | 8100                    |                         |
| Ingress-mirror           | 3                       | 3                       |
| Egress-mirror            | 3                       | 3                       |
| Ingress to Egress QMap   | Default-RCOS            | Default-RCOS            |
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| XCVR caps mismatch       | [NONE]                                            |
| Ingress FCOS->RCOS Map   | DefaultFcosRcos         | DefaultFcosRcos         |
| Ingress RCOS Remark L2   | False                   | False                   |
| Egress RCOS->FCOS Map    | DefaultRcosFcos         | DefaultRcosFcos         |
| Benchmark State          | Disabled                | Disabled                |
| Ingress ACL              |                         |                         |
+--------------------------+-------------------------+-------------------------+
| Aggregation Membership   |                         |                         |
| VLAN Membership          | 1,2112                  | 1,2112                  |
+--------------------------+-------------------------+-------------------------+

The following example shows a map summary for the DefaultFcosRcos map.

traffic-services cos-mapping resolved-cos-map show cos-map DefaultFcosRcos
+------------------------------------------------------------------------------+
|         Ingress COS->RCOS Map Summary - DefaultFcosRcos                      |
+------------------------------------------------------------------------------+
|                          Ingress COS                        || RCOS | RCOLOR |
| L2 COS       | DEI/CFI ||    L3 DSCP        || MPLS TC      ||      |        |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 0            |    0    ||                   ||              ||    0 | green  |
| 0            |    1    ||                   ||              ||      | green  |
|              |         || 0-7               ||              ||      | green  |
|              |         ||                   || 0            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 1            |    0    ||                   ||              ||    1 | green  |
| 1            |    1    ||                   ||              ||      | green  |
|              |         || 8-15              ||              ||      | green  |
|              |         ||                   || 1            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 2            |    0    ||                   ||              ||    2 | green  |
| 2            |    1    ||                   ||              ||      | green  |
|              |         || 16-23             ||              ||      | green  |
|              |         ||                   || 2            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 3            |    0    ||                   ||              ||    3 | green  |
| 3            |    1    ||                   ||              ||      | green  |
|              |         || 24-31             ||              ||      | green  |
|              |         ||                   || 3            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 4            |    0    ||                   ||              ||    4 | green  |
| 4            |    1    ||                   ||              ||      | green  |
|              |         || 32-39             ||              ||      | green  |
|              |         ||                   || 4            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 5            |    0    ||                   ||              ||    5 | green  |
| 5            |    1    ||                   ||              ||      | green  |
|              |         || 40-47             ||              ||      | green  |
|              |         ||                   || 5            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 6            |    0    ||                   ||              ||    6 | green  |
| 6            |    1    ||                   ||              ||      | green  |
|              |         || 48-55             ||              ||      | green  |
|              |         ||                   || 6            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+
|              |         ||                   ||              ||      |        |
| 7            |    0    ||                   ||              ||    7 | green  |
| 7            |    1    ||                   ||              ||      | green  |
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Troubleshooting services   7-7
|              |         || 56-63             ||              ||      | green  |
|              |         ||                   || 7            ||      | green  |
+--------------+---------++-------------------++--------------++------+--------+

The following example shows output for a virtual switch named MCastVS.

+---------------------- MPLS VIRTUAL SWITCH INFO ----------------------+
| Parameter            | Value                                         |
+----------------------+-----------------------------------------------+
| Name                 | MCastVS                                       |
| ID                   | 1                                             |
| Description          |                                               |
| Mode                 | vpls                                          |
| Creation             | Static                                        |
| CPT Status           | Disabled                                      |
| CPT Method           | l2pt                                          |
| Transparent Validate | off                                           |
| Mac Learning         | Enabled                                       |
| Subscr Dot1D Policy  | leave                                         |
| Decap TTL Policy     | NA                                            |
| Decap CoS Policy     | leave                                         |
| Decap Fixed Dot1DPri | NA                                            |
| Encap CoS Policy     | fixed                                         |
| Encap Fixed Dot1DPri | 2                                             |
|----------------------------------------------------------------------|
+------------------------ Attachment Circuits -------------------------+
| Port    | Vlan | Encap Cos Policy | Encap Fixed Dot1DPri | Tpid      |
|---------+------+------------------+----------------------+-----------+
| 5       | 1313 | vs-inherit       | 2                    | 8100      |
| 5       | 1414 | port-inherit     | 2                    | 8100      |
| 5       | 1515 | fixed            | 6                    | 8100      |
|----------------------------------------------------------------------|
+------------------------ Attachment Circuits -------------------------+
| Port    | Vlan | Ingress L2 Transform     | Egress L2 Transform      |
|---------+------+--------------------------+--------------------------+
| 5       | 1313 |                          |                          |
| 5       | 1414 |                          |                          |
| 5       | 1515 |                          |                          |
|----------------------------------------------------------------------|
+-------------------------- Virtual Circuits --------------------------+
|      Name        | Decap Label  | Encap Label                        |
+------------------+--------------+------------------------------------+
| No attached virtual circuits                                         |
+----------------------------------------------------------------------+

In this case the Encap Cos Policy for AC 5:1313 is set to vs-inherit which 
means it inherits what has been configured for the virtual switch (Encap CoS 
Policy: fixed) which in this case is fixed to a value of 2.

AC 5:1414 is set to port-inherit which means it will inherit the classification on 
the port. The value of 2 in that row is ignored.

AC 5:1515 is to fixed to a value of 6 regardless of the classification on the 
virtual switch, that is, 2, and how it has been classified on the port.
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Procedure 7-2
Checking for MTU issues

Check for MTU issues.

Step Action

1 Display port operational status:

port show status

2 Note the value in the MTU Size column. 

—end—

Example
The following example shows sample output for the port show status 
command.

port show status
+---------------------------- PORT OPERATIONAL STATUS ---------------------------+
|    |                               |    |Link State|    |   |Speed/ |MTU |Flow |
| ## | Description                   |Link|Duration  |XCVR|STP|Duplex |Size|Ctrl |
+----+-------------------------------+----+----------+----+---+-------+----+-----+
|1   |                               |Down|  0h 0m 0s|    |Dis|       |9216|     |
|2   |                               | Up | 16h56m40s|Ena |Dis|1000/FD|1526| off |
|3   |                               |Down|  0h 0m 0s|    |Dis|       |1526|     |
|4   |                               |Down|  0h 0m 0s|    |Dis|       |1526|     |
|5   |                               | Up | 16h56m40s|Ena |FWD|1000/FD|1526| off |
|6   |                               |Down|  0h 0m 0s|    |Dis|       |9216|     |
|7   |                               |Down|  0h 0m 0s|    |Dis|       |9216|     |
|8   |                               |Down|  0h 0m 0s|    |Dis|       |1526|     |
|9   |                               |Down|  0h 0m 0s|    |Dis|       |1526|     |
|10  |                               |Down|  0h 0m 0s|    |Dis|       |1526|     |
+----+-------------------------------+----+----------+----+---+-------+----+-----+
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Procedure 7-3
Checking for looping traffic

Check for looping traffic as part of troubleshooting services where only some 
traffic is flowing through.

This procedure assumes that you have a baseline view of traffic in the 
network, as outlined in “Normal behavior on your network” on page 2-5.

Step Action

1 Monitor real-time traffic on all ports:

port monitor throughput active

2 Compare the real-time traffic to the established baseline.

—end—
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Troubleshooting QoS configuration 
issues 8-

This chapter explains how to troubleshoot Quality of Service (QoS) 
configuration issues.

Symptoms of QoS configuration issues are:

• Customers report that their flows do not reach the expected throughput 
rates.

• Customers report delays in their flows.

• There is packet loss in flows including total loss of traffic.

• There is capped throughput out of ports.

QoS treatment of a flow is an end-to-end process where each node along the 
path of the flow can impact the end result. This process often relies on the 
previous network element correctly marking the datagram to reflect the 
intended treatment. 

The procedures in this chapter assume that the incoming packet of a Unicast 
flow has been correctly marked.   Broadcast, Unknown, and Multicast traffic 
may not follow the same QoS treatment described in this chapter.

Prior to troubleshooting QoS configuration issues, ensure that you have the 
following information:

• the marker used to determine the intended treatment of the packet. The 
treatment depends on

— resolved class of service (RCOS) value, which is a number from 0 to 7

— resolved color (RCOLOR), which is one of yellow or green

• the intended mapping of the RCOS value to egress queues

• the intended rate of each RCOS value

• the intended RCOLOR strategy to manage congestion for packets of 
identical RCOS values
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Figure 8-1 shows the default queue mapping for 39XX/51XX devices.

Figure 8-1
Default queue mapping for 39XX/51XX devices

Figure 8-2 shows the flow for troubleshooting QoS configuration issues. The 
flow starts from the egress port and works back to the ingress port.
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Figure 8-2
Troubleshooting QoS configuration

End

“Monitoring throughput on ports” on page
8-4

“Verifying that the correct egress queues
are used” on page 8-5

“Verifying classification and marking” on
page 8-11

“Checking for a policer that limits the traf-
fic on ingress or changes the RCOS/
RCOLOR mapping” on page 8-17

“Using a protocol analyzer to confirm that
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priately” on page 8-20

“Verifying how the RCOS is mapped to
queues on a port” on page 8-9
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Procedure 8-1
Monitoring throughput on ports

Monitor throughput on ports to determine how much traffic is ingressing and 
egressing the port.

Step Action

1 Display throughput on ports:

port monitor throughput active

2 Verify that the amount of traffic ingressing the device is as expected. 
Ingressing traffic is displayed in the RX columns.

3 Check the egress throughput and verify that the traffic is egressing on the 
correct port.

—end—

Example
The following example shows sample output for the port monitor throughput 
active command.

In this example, ingressing traffic is equal to egressing traffic. Throughput on 
the ports is as expected.

+----------------- PORT THROUGHPUT SUMMARY    5 SECOND SAMPLE -----------------+
|   Port   |         Bit Rate (Mbps)         |        Pkt Rate (Mpps)          |
|          | Tx             | Rx             | Tx             | Rx             |
+----------+----------------+----------------+----------------+----------------+
| 8        |        502.729 |        502.730 |          0.060 |          0.060 |
| 9        |        502.732 |        502.731 |          0.060 |          0.060 |
+----------+----------------+----------------+----------------+----------------+

If traffic is Then 

egressing on the 
correct port

you have completed this procedure.

not egressing on 
the correct port 

there may be a service issue. Refer to 
“Troubleshooting services” on page 7-1.
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Procedure 8-2
Verifying that the correct egress queues are used

Verify that the correct egress queues are used when traffic is not egressing a 
port as expected.

Traffic might not egress a port as expected because

• of a problem with the configured CIR, EIR, and PIR values for the queues 
or the shaper rate for the port. Note that if hierarchical shaping is used the 
queue parameters of a child may be impacted by the parent.

• the scheduling algorithm results in queues being starved if queues are 
served in a strict fashion. This could be likely if queues do not have CIR 
and a strict algorithm is used or if a weighted round-robin algorithm is used 
but the weight is set to 0.

• the congestion profile has been wrongly assigned or misconfigured on the 
queue. If traffic is not colored properly the congestion avoidance profile 
assigned to the queue could cause traffic to be dropped.

Step Action

1 Clear the stored statistics:

traffic-services queuing egress-port-queue-group clear 
statistics

2 Display statistics for the port being investigated:

traffic-services queuing egress-port-queue-group show 
port <port> statistics

3 Determine whether traffic is egressing the expected queues but not at the 
expected rates:

To check the shaper rate and configured CIP and EIR

4 Check the shaper rate for the port and the configured CIR and EIR values for 
the queues:

traffic-services queuing egress-port-queue-group show 
port <port>

The shaper rate for the port is displayed in the Shaper Bandwidth (Kbps) field. 
The configured CIR and EIR values for the queues are displayed in the CIR 
(Kbps) field and EIR (Kbps) field.

If traffic is Then 

egressing at 
expected rates

you have completed this procedure.

not egressing at 
expected rates

go to step 4.
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To check for scheduling issues

5 Check for scheduling issues:

traffic-services queuing egress-port-queue-group show 
port <port>

A scheduling issue is present if 

• queues do not have CIR and the Scheduling Algorithm field shows that 
the scheduling algorithm is set to strict

• the Scheduling Algorithm field shows that the scheduling algorithm is set 
to weighted-round-robin but the Weight field shows that the weight is set 
to 0

To check the congestion avoidance profile

6 Determine the congestion avoidance profile assigned to the queue:

traffic-services queuing egress-port-queue-group show 
queue <queue> port <port>

The congestion avoidance profile is displayed in the Congestion Avoidance 
Profile field.

7 Verify that the values are correctly configured:

traffic-services queuing congestion-avoidance-profile 
show profile <profile>

8 Determine whether traffic is colored properly.

—end—

Example
The following sample output for the traffic-services queuing egress-port-
queue-group show port <port> statistics command for port 9 shows the 
following:

> traffic-services queuing egress-port-queue-group show port 9 statistics 

+----------------------------- QUEUE GROUP STATISTICS -----------------------------+
|----------------------------------------------------------------------------------|
|                                                                                  |
| Port Queue Group: 9                                                              |
|                                                                                  |
| Q ID |  Dropped Bytes |  Dropped Pkts  | Transmitted Bytes  | Transmitted Pkts   |
|------+----------------+----------------+--------------------+--------------------|
|    0 |              0 |              0 |                  0 |                  0 |
|    1 |              0 |              0 |          955196550 |             909711 |
|    2 |              0 |              0 |                  0 |                  0 |
|    3 |              0 |              0 |                  0 |                  0 |

where

profile <profile> is the congestion avoidance profile identified in step 6.

If traffic is Then 

 colored properly you have completed this procedure.

not colored 
properly

go to “Verifying classification and marking” on page 
8-11.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Troubleshooting QoS configuration issues   8-7
|    4 |              0 |              0 |                  0 |                  0 |
|    5 |              0 |              0 |                  0 |                  0 |
|    6 |              0 |              0 |             103314 |               1518 |
|    7 |              0 |              0 |               3584 |                  7 |
|------+----------------+----------------+--------------------+--------------------|
+----------------------------------------------------------------------------------+

The following sample output shows the locations of the

• Shaper Bandwidth field: used to determine the shaper rate for th port

• CIR (Kbps) field: used to determine the configured CIR value for the 
queues 

• EIR (Kbps) field: used to determine the configured EIR value for the 
queues 

traffic-services queuing egress-port-queue-group show port 9

+------------------------------ QUEUE GROUP DATA ------------------------------+
|                                                                              |
+--------------------------------+---------------------------------------------+
| Name [Port]                    | 9                                           |
| Id                             | 9                                           |
| Queue Count                    | 8                                           |
| Scheduling Algorithm           | strict                                      |
| Traffic Shaping                | On                                          |
| Shaper Bandwidth (Kbps)        | 10000000                                    |
| Shaper Burst Size (KBytes)     | 10240                                       |
| Dynamic Max Queue Depth        | medium                                      |
+------------------------------------------------------------------------------+
|   |     Scheduler    |  Size   |    CIR    |   CBS    |    EIR    |   EBS    |
| Q | Pri Idx | Weight | (Pckts) |  (Kbps)   | (KBytes) |  (Kbps)   | (KBytes) |
+---+---------+--------+---------+-----------+----------+-----------+----------+
| 0 | 10000   | 20     | 100     | 0         | 0        | 10000000  | 256      |
| 1 | 20000   | 30     | 100     | 0         | 0        | 10000000  | 256      |
| 2 | 30000   | 40     | 100     | 0         | 0        | 10000000  | 256      |
| 3 | 40000   | 50     | 100     | 0         | 0        | 10000000  | 256      |
| 4 | 50000   | 60     | 100     | 0         | 0        | 10000000  | 256      |
| 5 | 60000   | 70     | 100     | 0         | 0        | 10000000  | 256      |
| 6 | 70000   | 80     | 100     | 0         | 0        | 10000000  | 256      |
| 7 | 80000   | 0      | 100     | 1024      | 256      | 10000000  | 256      |
+---+---------+--------+---------+-----------+----------+-----------+----------+

The following sample output shows the location of the Scheduling Algorithm 
field.

traffic-services queuing egress-port-queue-group show port 9

+------------------------------ QUEUE GROUP DATA ------------------------------+
|                                                                              |
+--------------------------------+---------------------------------------------+
| Name [Port]                    | 9                                           |
| Id                             | 9                                           |
| Queue Count                    | 8                                           |
| Scheduling Algorithm           | strict                                      |
| Traffic Shaping                | On                                          |
| Shaper Bandwidth (Kbps)        | 10000000                                    |
| Shaper Burst Size (KBytes)     | 10240                                       |
| Dynamic Max Queue Depth        | medium                                      |
+------------------------------------------------------------------------------+
|   |     Scheduler    |  Size   |    CIR    |   CBS    |    EIR    |   EBS    |
| Q | Pri Idx | Weight | (Pckts) |  (Kbps)   | (KBytes) |  (Kbps)   | (KBytes) |
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+---+---------+--------+---------+-----------+----------+-----------+----------+
| 0 | 10000   | 20     | 100     | 0         | 0        | 10000000  | 256      |
| 1 | 20000   | 30     | 100     | 0         | 0        | 10000000  | 256      |
| 2 | 30000   | 40     | 100     | 0         | 0        | 10000000  | 256      |
| 3 | 40000   | 50     | 100     | 0         | 0        | 10000000  | 256      |
| 4 | 50000   | 60     | 100     | 0         | 0        | 10000000  | 256      |
| 5 | 60000   | 70     | 100     | 0         | 0        | 10000000  | 256      |
| 6 | 70000   | 80     | 100     | 0         | 0        | 10000000  | 256      |
| 7 | 80000   | 0      | 100     | 1024      | 256      | 10000000  | 256      |
+---+---------+--------+---------+-----------+----------+-----------+----------+

The following sample output shows the location of the Congestion Avoidance 
Profile field. In this sample output, the congestion avoidance profile is Default-
S-WRED.

traffic-services queuing egress-port-queue-group show queue 1 port 9

+---------------------------------- QUEUE DATA --------------------------------+
|                                                                              |
+--------------------------------+---------------------------------------------+
| Queue Id                       | 1                                           |
| Queue Group Name [Port]        | 9                                           |
| Congestion Avoidance Profile   | Default-S-WRED                              |
+------------------------------------------------------------------------------+
|     Scheduler      |  Size   |    CIR     |   CBS    |    EIR     |   EBS    |
| Pri Idx | Weight   | (Pckts) |   (Kbps)   | (KBytes) |   (Kbps)   | (KBytes) |
+---------+----------+---------+------------+----------+------------+----------+
| 20000   | 30       | 100     | 0          | 0        | 10000000   | 256      |
+---------+----------+---------+------------+----------+------------+----------+

The following sample output shows the configuration data for the congestion 
avoidance profile named Default-S-WRED.

S5*> traffic-services queuing congestion-avoidance-profile show profile 
Default-S-WRED 

+--------------- CONGESTION AVOIDANCE PROFILE DATA ----------------+
|                                                                  |
+--------------------------------+---------------------------------+
| Name                           | Default-S-WRED                  |
| Id                             | 1                               |
| Type                           | WRED-Simple                     |
+------------------------------------------------------------------+
|               Green            ||              Yellow            |
|   Lower   |   Upper   |  Drop  ||   Lower   |   Upper   |  Drop  |
| Threshold | Threshold |  Prob  || Threshold | Threshold |  Prob  |
+-----------+-----------+--------++-----------+--------------------+
| 75     %  | 100    %  | 0pct   || 50     %  | 100    %  | 100pct |
+-----------+-----------+--------++-----------+--------------------+
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Procedure 8-3
Verifying how the RCOS is mapped to queues on a 
port

If the incorrect queue is used, verify how the RCOS is mapped to the queues 
on the port.

Step Action

1 Determine the RCOS-to-queue map assigned on the port:

port show port <port>

The RCOS-to-queue map assigned to the port is displayed in the Ingress to 
Egress Qmap field.

2 Display the mapping:

traffic-services queuing queue-map show rcos-map <rcos-
map>

—end—

Example
The following example shows sample output for the port show command for 
port 9. The RCOS-to-queue map assigned to the port is Default-RCOS.

> port show port 9

+-------------------------------- PORT 9 INFO ---------------------------------+
| Field                    | Admin                   | Oper                    |
+--------------------------+-------------------------+-------------------------+
| Type                     | 10GigEthernet                                     |
| Description              |                                                   |
| Spanning Tree State      | Forwarding                                        |
| MAC Address              | 00:03:18:d0:dc:ca                                 |
| Phy Loopback             | Off                                               |
| Link Flap Detection      | Off                                               |
| Link Flap Count          | 5                                                 |
| Link Flap Detect Time    | 10                                                |
| Link Flap Hold Time      | 300                                               |
| Link State               | Enabled                 | Enabled                 |
| VLLI State               | Enabled                 |                         |
| Rx Low Power Detection   |                         |                         |
| State Group Link State   |                         |                         |
| Mode                     | sfp                     | sfp+                    |
| Speed                    | Auto                    | 10 Gbps                 |
| Duplex                   | full                    | full                    |
| Flow Control             | off                     | off                     |

If the mapping is Then 

as expected you have completed this procedure.

not as expected Configure the mapping. Refer to “Quality of Service 
configuration” in 39XX/51XX Switches and 
Platforms Advanced Ethernet Configuration. 
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| Auto Negotiation         | Disabled                | Disabled                |
| Flow Control Advertised  | off                     |                         |
| Speed Advertised         |                         |                         |
| Duplex Advertised        |                         |                         |
| PVID                     | 1                       | 1                       |
| Untag Ingress Data Vid   | 0                       | 0                       |
| Fixed Resolved CoS       | 0                       | 0                       |
| Fixed Resolved Color     | green                   | green                   |
| Ingress VLAN Filter      | Enabled                 | Enabled                 |
| Ingress VS Filter        | Off                     | Off                     |
| Acceptable Frame Type    | VLAN tagged only        | VLAN tagged only        |
| Egress Untag VLAN        | 1                       | 1                       |
| Max Frame Size           | 9216                    | 9216                    |
| Inter-Packet Gap Size    | 12                      | 12                      |
| Egress Frame Cos Policy  | ignore                  | ignore                  |
| Untagged Data VS         |                         |                         |
| Untagged Ctrl VS         |                         |                         |
| VS L2 Transform Mode     | i-push,e-pop                                      |
| Resolved CoS Policy      | dot1d-tag1-cos          | dot1d-tag1-cos          |
| Service Port Type        | Network                 | Network                 |
| Eth VC EtherType         | 8100                    | 8100                    |
| Eth VC EtherType Policy  | all                     | all                     |
| Mirror-port              | Off                     | Off                     |
| Mirroring Encapsulation  | none                    |                         |
| Mirror Encap VID         | 1                       |                         |
| Mirror Encap TPID        | 8100                    |                         |
| Ingress-mirror           |                         |                         |
| Egress-mirror            |                         |                         |
| Ingress to Egress QMap   | Default-RCOS            | Default-RCOS            |
| XCVR caps mismatch       | [NONE]                                            |
| Ingress FCOS->RCOS Map   | DefaultFcosRcos         | DefaultFcosRcos         |
| Ingress RCOS Remark L2   | False                   | False                   |
| Egress RCOS->FCOS Map    | DefaultRcosFcos         | DefaultRcosFcos         |
| Benchmark State          | Disabled                | Disabled                |
| Ingress ACL              |                         |                         |
+--------------------------+-------------------------+-------------------------+
| Aggregation Membership   |                         |                         |
| VLAN Membership          | 1,127,1035              | 1,127,1035              |
+--------------------------+-------------------------+-------------------------+

The following sample output shows the RCOS-to-queue mapping for the 
Default-RCOS map.

> traffic-services queuing queue-map show rcos-map Default-RCOS 

+--------------------------- RCOS TO QUEUE MAPPING ----------------------------+
|                                                                              |
+--------------------------------+---------------------------------------------+
| Name                           | Default-RCOS                                |
| Id                             | 1                                           |
| Type                           | RCOS To Queue Mapping                       |
+------------------------------------------------------------------------------+
| RCOS:   | 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 |                                    |
|         +---+---+---+---+---+---+---+---+                                    |
| Queue:  | 0 | 0 | 1 | 2 | 3 | 4 | 5 | 6 |                                    |
+---------+---+---+---+---+---+---+---+---+------------------------------------+
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Procedure 8-4
Verifying classification and marking

If the mapping is as expected, it is possible that packets are not classified and 
marked as expected. This could result in the incorrect RCOS or RCOLOR 
value assigned to the packet.

To determine the RCOS/RCOLOR value before it gets mapped to a queue, 
determine the type of service the packet is going through.

The mapping logic is explained in “Quality of Service configuration” in 39XX/
51XX Switches and Platforms Advanced Ethernet Configuration.

Step Action

For VLAN port-based switching

1 Display information for the ingress port:

port show port <port>

The Resolved COS Policy field shows the rule. The Ingress FCOS->RCOS 
Map field shows the mapping.

2 Display the map summary for the mapping: 

traffic-services cos-mapping resolved-cos-map show cos-
map <cos-map> 

The rule displayed in the Resolved COS Policy field in step 1 determines 
which column is used as the mapping key. 

3 Determine whether the RCOS and RCOLOR classification are correct.

For virtual switch port-based switching

4 Display information for the virtual switch:

virtual-switch ethernet show vs <vs> 

5 Verify that the Encap Cos Policy is set correctly for each attachment circuit 
(AC). 

where

cos-map <cos-
map>

is the Ingress FCOS->RCOS Map field displayed in step 1.

If the RCOS and 
RCOLOR 
classification are

Then 

correct you have completed this procedure.

not correct go to “Verifying classification and marking” on page 
8-11.
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—end—

Example
This section provides examples for 

• “VLAN port-based switching” on page 8-12

• “Virtual switch port-based switching” on page 8-15

VLAN port-based switching
The following example shows sample output for the port show command for 
port 1. The Resolved COS Policy is dot1d-tag1-cos and the Ingress FCOS
->RCOS Map is DefaultFcosRcos.

port show port 1

+-------------------------------- PORT 1 INFO ---------------------------------+
| Field                    | Admin                   | Oper                    |
+--------------------------+-------------------------+-------------------------+
| Type                     | 100/G                                             |
| Description              |                                                   |
| Spanning Tree State      | Forwarding                                        |
| MAC Address              | 00:23:8a:0e:74:dc                                 |
| Phy Loopback             | Off                                               |
| Link Flap Detection      | Off                                               |
| Link Flap Count          | 5                                                 |
| Link Flap Detect Time    | 10                                                |
| Link Flap Hold Time      | 300                                               |
| Link State               | Enabled                 | Enabled                 |
| VLLI State               | Enabled                 |                         |
| Rx Low Power Detection   |                         |                         |
| State Group Link State   |                         |                         |
| Mode                     | sfp                     | sfp                     |
| Speed                    | Auto                    | 1 Gbps                  |
| Duplex                   | full                    | full                    |
| Flow Control             | off                     | off                     |
| Auto Negotiation         | Enabled                 | Enabled                 |
| Flow Control Advertised  | off                     |                         |
| Speed Advertised         |                         |                         |
| Duplex Advertised        |                         |                         |
| PVID                     | 1                       | 1                       |
| Untag Ingress Data Vid   | 0                       | 0                       |
| Fixed Resolved CoS       | 0                       | 0                       |
| Fixed Resolved Color     | green                   | green                   |
| Ingress VLAN Filter      | Enabled                 | Enabled                 |
| Ingress VS Filter        | Off                     | Off                     |
| Acceptable Frame Type    | all                     | all                     |
| Egress Untag VLAN        | 1                       | 1                       |
| Max Frame Size           | 9216                    | 9216                    |
| Inter-Packet Gap Size    | 12                      | 12                      |
| Egress Frame Cos Policy  | ignore                  | ignore                  |
| Untagged Data VS         |                         |                         |
| Untagged Ctrl VS         |                         |                         |
| VS L2 Transform Mode     | i-push,e-pop                                      |
| Resolved CoS Policy      | dot1d-tag1-cos          | dot1d-tag1-cos          |
| Service Port Type        | Network                 | Network                 |
| Eth VC EtherType         | 8100                    | 8100                    |
| Eth VC EtherType Policy  | all                     | all                     |
| Mirror-port              | Off                     | Off                     |
| Mirroring Encapsulation  | none                    |                         |
| Mirror Encap VID         | 1                       |                         |
| Mirror Encap TPID        | 8100                    |                         |
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| Ingress-mirror           | 3                       | 3                       |
| Egress-mirror            | 3                       | 3                       |
| Ingress to Egress QMap   | Default-RCOS            | Default-RCOS            |
| XCVR caps mismatch       | [NONE]                                            |
| Ingress FCOS->RCOS Map   | DefaultFcosRcos         | DefaultFcosRcos         |
| Ingress RCOS Remark L2   | False                   | False                   |
| Egress RCOS->FCOS Map    | DefaultRcosFcos         | DefaultRcosFcos         |
| Benchmark State          | Disabled                | Disabled                |
| Ingress ACL              |                         |                         |
+--------------------------+-------------------------+-------------------------+
| Aggregation Membership   |                         |                         |
| VLAN Membership          | 1,2112                  | 1,2112                  |
+--------------------------+-------------------------+-------------------------+

The Resolved COS Policy determines which column is used as the mapping 
key. In the sample output above, the Resolved COS Policy field shows dot1d-
tag1-cos, so the L2 COS column is used as the key in the Ingress COS-
>RCOS Map Summary for the Ingress FCOS ->RCOS map, which is 
DefaultFcosRcos. The RCOS and RCOLOR values are found in the RCOS 
and RCOLOR columns. 

traffic-services cos-mapping resolved-cos-map show cos-map DefaultFcosRcos 
+----------------------------------------------------------------------------------+
|              Ingress COS->RCOS Map Summary - DefaultFcosRcos                     |
+----------------------------------------------------------------------------------+
|                          Ingress COS                            || RCOS | RCOLOR |
| L2 COS       | DEI/CFI ||          L3 DSCP      || MPLS TC      ||      |        |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 0            |    0    ||                       ||              ||    0 | green  |
| 0            |    1    ||                       ||              ||      | green  |
|              |         || 0-7                   ||              ||      | green  |
|              |         ||                       || 0            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 1            |    0    ||                       ||              ||    1 | green  |
| 1            |    1    ||                       ||              ||      | green  |
|              |         || 8-15                  ||              ||      | green  |
|              |         ||                       || 1            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 2            |    0    ||                       ||              ||    2 | green  |
| 2            |    1    ||                       ||              ||      | green  |
|              |         || 16-23                 ||              ||      | green  |
|              |         ||                       || 2            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 3            |    0    ||                       ||              ||    3 | green  |
| 3            |    1    ||                       ||              ||      | green  |
|              |         || 24-31                 ||              ||      | green  |
|              |         ||                       || 3            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 4            |    0    ||                       ||              ||    4 | green  |
| 4            |    1    ||                       ||              ||      | green  |
|              |         || 32-39                 ||              ||      | green  |
|              |         ||                       || 4            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 5            |    0    ||                       ||              ||    5 | green  |
| 5            |    1    ||                       ||              ||      | green  |
|              |         || 40-47                 ||              ||      | green  |
|              |         ||                       || 5            ||      | green  |
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+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 6            |    0    ||                       ||              ||    6 | green  |
| 6            |    1    ||                       ||              ||      | green  |
|              |         || 48-55                 ||              ||      | green  |
|              |         ||                       || 6            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+
|              |         ||                       ||              ||      |        |
| 7            |    0    ||                       ||              ||    7 | green  |
| 7            |    1    ||                       ||              ||      | green  |
|              |         || 56-63                 ||              ||      | green  |
|              |         ||                       || 7            ||      | green  |
+--------------+---------++-----------------------++--------------++------+--------+

If the mapping method is set to fixed, then the field in green takes effect.

+-------------------------------- PORT 1 INFO ---------------------------------+
| Field                    | Admin                   | Oper                    |
+--------------------------+-------------------------+-------------------------+
| Type                     | 100/G                                             |
| Description              |                                                   |
| Spanning Tree State      | Forwarding                                        |
| MAC Address              | 00:23:8a:0e:74:dc                                 |
| Phy Loopback             | Off                                               |
| Link Flap Detection      | Off                                               |
| Link Flap Count          | 5                                                 |
| Link Flap Detect Time    | 10                                                |
| Link Flap Hold Time      | 300                                               |
| Link State               | Enabled                 | Enabled                 |
| VLLI State               | Enabled                 |                         |
| Rx Low Power Detection   |                         |                         |
| State Group Link State   |                         |                         |
| Mode                     | sfp                     | sfp                     |
| Speed                    | Auto                    | 1 Gbps                  |
| Duplex                   | full                    | full                    |
| Flow Control             | off                     | off                     |
| Auto Negotiation         | Enabled                 | Enabled                 |
| Flow Control Advertised  | off                     |                         |
| Speed Advertised         |                         |                         |
| Duplex Advertised        |                         |                         |
| PVID                     | 1                       | 1                       |
| Untag Ingress Data Vid   | 0                       | 0                       |
| Fixed Resolved CoS       | 0                       | 0                       |
| Fixed Resolved Color     | green                   | green                   |
| Ingress VLAN Filter      | Enabled                 | Enabled                 |
| Ingress VS Filter        | Off                     | Off                     |
| Acceptable Frame Type    | all                     | all                     |
| Egress Untag VLAN        | 1                       | 1                       |
| Max Frame Size           | 9216                    | 9216                    |
| Inter-Packet Gap Size    | 12                      | 12                      |
| Egress Frame Cos Policy  | ignore                  | ignore                  |
| Untagged Data VS         |                         |                         |
| Untagged Ctrl VS         |                         |                         |
| VS L2 Transform Mode     | i-push,e-pop                                      |
| Resolved CoS Policy      | fixed-cos               | fixed-cos               |
| Service Port Type        | Network                 | Network                 |
| Eth VC EtherType         | 8100                    | 8100                    |
| Eth VC EtherType Policy  | all                     | all                     |
| Mirror-port              | Off                     | Off                     |
| Mirroring Encapsulation  | none                    |                         |
| Mirror Encap VID         | 1                       |                         |
| Mirror Encap TPID        | 8100                    |                         |
| Ingress-mirror           | 3                       | 3                       |
| Egress-mirror            | 3                       | 3                       |
| Ingress to Egress QMap   | Default-RCOS            | Default-RCOS            |
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| XCVR caps mismatch       | [NONE]                                            |
| Ingress FCOS->RCOS Map   | DefaultFcosRcos         | DefaultFcosRcos         |
| Ingress RCOS Remark L2   | False                   | False                   |
| Egress RCOS->FCOS Map    | DefaultRcosFcos         | DefaultRcosFcos         |
| Benchmark State          | Disabled                | Disabled                |
| Ingress ACL              |                         |                         |
+--------------------------+-------------------------+-------------------------+
| Aggregation Membership   |                         |                         |
| VLAN Membership          | 1,2112                  | 1,2112                  |
+--------------------------+-------------------------+-------------------------+

Virtual switch port-based switching
In the following sample output,

• the Encap CosPolicy for AC 5:1313 is set to vs-inherit. As such, AC 5:1313 
inherits the RCOS that has been configured for the virtual switch because 
the Encap CoS Policy parameter is set to fixed and has a value of 2. 

• the Encap CosPolicy for AC 5:1414 is set to port-inherit. As such, AC 
5:1414 inherits the classification on the port.

• the Encap CosPolicy for AC 5:1515 is set to fixed with a value of 6

S3*> virtual-switch ethernet show vs MCastVS 

+---------------------- MPLS VIRTUAL SWITCH INFO ----------------------+
| Parameter            | Value                                         |
+----------------------+-----------------------------------------------+
| Name                 | MCastVS                                       |
| ID                   | 1                                             |
| Description          |                                               |
| Mode                 | vpls                                          |
| Creation             | Static                                        |
| CPT Status           | Disabled                                      |
| CPT Method           | l2pt                                          |
| Transparent Validate | off                                           |
| Mac Learning         | Enabled                                       |
| Subscr Dot1D Policy  | leave                                         |
| Decap TTL Policy     | NA                                            |
| Decap CoS Policy     | leave                                         |
| Decap Fixed Dot1DPri | NA                                            |
| Encap CoS Policy     | fixed                                         |
| Encap Fixed Dot1DPri | 2                                             |
|----------------------------------------------------------------------|
+------------------------ Attachment Circuits -------------------------+
| Port    | Vlan | Encap Cos Policy | Encap Fixed Dot1DPri | Tpid      |
|---------+------+------------------+----------------------+-----------+
| 5       | 1313 | vs-inherit       | 2                    | 8100      |
| 5       | 1414 | port-inherit     | 2                    | 8100      |
| 5       | 1515 | fixed            | 6                    | 8100      |
|----------------------------------------------------------------------|
+------------------------ Attachment Circuits -------------------------+
| Port    | Vlan | Ingress L2 Transform     | Egress L2 Transform      |
|---------+------+--------------------------+--------------------------+
| 5       | 1313 |                          |                          |
| 5       | 1414 |                          |                          |
| 5       | 1515 |                          |                          |
|----------------------------------------------------------------------|
+-------------------------- Virtual Circuits --------------------------+
|      Name        | Decap Label  | Encap Label                        |
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



8-16   Troubleshooting QoS configuration issues
+------------------+--------------+------------------------------------+
| No attached virtual circuits                                         |
+----------------------------------------------------------------------+
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Procedure 8-5
Checking for a policer that limits the traffic on ingress 
or changes the RCOS/RCOLOR mapping

If the classification determined in “Verifying classification and marking” on 
page 8-11 is correct, there might be a policer that limits the traffic on ingress 
or changes the RCOS/RCOLOR mapping.

Step Action

1 Determine whether policing is enabled on the port:

traffic-profiling show port <port>

2 Determine whether a policer is applied to the ingress port:

traffic-profiling show port <port> standard-profile 

3 Confirm that the policer is set to remark the packet as needed:

traffic-profiling standard-profile show port <port> 
traffic-profile <traffic-profile> 

The following fields provide remarking information:

• remark-color-policy

• remark-rcos-policy

• yellow-remark-rcos

• green-remark-rcos

4 Verify that the rates are properly configured:

traffic-profiling standard-profile show port <port> 
traffic-profile <traffic-profile> 

The following fields provide rate information:

• CIR (Kbps)

• PIR (Kbps)

—end—

Example
The following example shows sample output for the traffic-profiling show port 
<port> command for port 2.

> traffic-profiling show port 2 

If policing is Then 

enabled go to step 2.

not enabled you have completed this procedure.
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+-------------------- TRAFFIC PROFILING TABLE --------------------+
| Port                          | 2                               |
| Profiling Admin State         | Disabled                        |
| Profiling Oper State          | Disabled                        |
| Profiling Mode                | standard-dot1dpri               |
| Non-Conform Standard Profile  | drop                            |
| ARP Standard Profile          | bypass                          |
| Classification Mode           | narrow                          |
+-----------------------------------------------------------------+

The following example shows sample output for the traffic-profiling show port 
<port> command for port 2.

> traffic-profiling show port 2 standard-profile 

+--------------------------------- STANDARD PROFILE TABLE --------------------------------+
|  Port |      Profile |    |Parent|        BW (Kbps)    |   Max Burst KB  |  CLASSIFIERS |
|       | ID | Name    |Role|#Child|    CIR   |    PIR   |   CBS  |   EBS  |              |
+-------+----+---------+----+------+----------+----------+--------+--------+--------------+
|2      |1   |Test     | N  |    0 |     1024 |     2048 |     16 |     16 |              |
+-------+----+---------+----+------+----------+----------+--------+--------+--------------+

The following highlighted fields show remarking information.

traffic-profiling standard-profile show port 2 traffic-profile Test 

+----------------- STANDARD TRAFFIC PROFILE -----------------+
| Parameter            | Value                               |
+----------------------+-------------------------------------+
| Port                 | 2                                   |
| Profile ID           | 1                                   |
| Profile Name         | Test                                |
| Default Profile      | False                               |
| CIR (Kbps)           | 1024                                |
| PIR (Kbps)           | 2048                                |
| CBS (Kbytes)         | 16                                  |
| EBS (Kbytes)         | 16                                  |
| DSCP Remark Policy   | leave                               |
| Fixed DSCP Value     | 0                                   |
| Stats Collection     | On                                  |
| ingress-color-aware  | On                                  |
| remark-color-policy  | leave                               |
| remark-rcos-policy   | leave                               |
| yellow-remark-rcos   | 2                                   |
| green-remark-rcos    | 3                                   |
+----------------------+-------------------------------------+
+                 CLASSIFIERS                                +
+----------------------+-------------------------------------+
+----------------------+-------------------------------------+

The following highlighted fields show rate information.

+------------------- STANDARD TRAFFIC PROFILE ------------+
| Parameter            | Value                            |
+----------------------+----------------------------------+
| Port                 | 2                                |
| Profile ID           | 1                                |
| Profile Name         | Test                             |
| Default Profile      | False                            |
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| CIR (Kbps)           | 1024                             |
| PIR (Kbps)           | 2048                             |
| CBS (Kbytes)         | 16                               |
| EBS (Kbytes)         | 16                               |
| DSCP Remark Policy   | leave                            |
| Fixed DSCP Value     | 0                                |
| Stats Collection     | On                               |
| ingress-color-aware  | On                               |
| remark-color-policy  | leave                            |
| remark-rcos-policy   | leave                            |
| yellow-remark-rcos   | 2                                |
| green-remark-rcos    | 3                                |
+----------------------+----------------------------------+
+                 CLASSIFIERS                             +
+----------------------+----------------------------------+
+----------------------+----------------------------------+
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Procedure 8-6
Using a protocol analyzer to confirm that the 
incoming packets are marked appropriately

Use a protocol analyzer to confirm that the incoming packets are marked 
appropriately. Refer to “Link and port configuration for fault management” in 
39XX/51XX Switches and Platforms Fault and Performance Management.
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Troubleshooting authentication 9-

This chapter explains how to troubleshoot access to the server that provides 
authentication.

Authentication is provided by means of 

• RADIUS

• TACACS+

This chapter provides the following procedures:

• “Verifying user authorization information” on page 9-2

• “Viewing RADIUS information” on page 9-4

• “Viewing TACACS+ information” on page 9-12

For more information about authentication configuration, refer to 39XX/51XX 
Switches and Platforms Administration and Security.
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Procedure 9-1
Verifying user authorization information

Verify user authorization information to ensure that only authorized users are 
attempting to access the device.

Terminal Access Controller Access-Control System (TACACS) and RADIUS 
allow user names of up to 32 characters and passwords of up to 128 
characters. Local accounts allow 16 characters for user names and 
passwords.

RADIUS User Login can be enabled or disabled on a global or server-by-
server basis. By default, RADIUS is globally enabled. When a RADIUS server 
is configured on the device, that server is enabled by default.

Note:  You must have superuser privileges to view the Authorization 
Providers table.

Step Action

1 Display the Authorization Providers table:

user auth show

2 Use the information in Table 9-1 to interpret the Authorization Providers table.
Table 9-1
Fields in the Authorization Providers table

Field Description

Priority Specifies the authorization priority.

Method Specifies the authorization method.

Called Indicates the number of times the authentication method was 
attempted.

Success Indicates the number of times the authentication method was 
successful

Failure Indicates the number of times the authentication method 
failed.

Skipped Indicates the number of times the authentication method is not 
attempted at all.
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—end—

Example
The following example shows sample output for the user auth show command.

user auth show
+----------------------- Authorization Providers ----------------------+
| Priority | Method   |  Called | Success | Failure | Skipped | Scope  |
+----------+----------+---------+---------+---------+---------+--------+
| 1        | local    |      63 |       54 |      9 |       0 |    all |
+----------+----------+---------+---------+---------+---------+--------+

The following example shows sample output for the user show command.

+---------------- USER ACCOUNT TABLE ----------------+
| Username                         | Privilege       |
+----------------------------------+-----------------+
| admin                            | admin           |
| gss                              | diag            |
| su                               | super           |
| user                             | limited         |
+----------------------------------+-----------------+
+--------------- USER ACCOUNT STATUS ----------------+
|                   | Max Network |  Current Active  |
| User Access Level |  Permitted  | Network | Serial |
+-------------------+-------------+---------+--------+
| Limited Users     |           5 |       0 |      0 |
| Admin Users       |           5 |       0 |      0 |
| Super Users       |           5 |       1 |      0 |
| Diag Users        |          12 |       0 |      0 |
| Total Users       |          12 |       1 |      0 |
+-------------------+-------------+---------+--------+

+-------------- USER ACCOUNT SETTINGS ---------------+
| Setting                          | Value           |
+----------------------------------+-----------------+
| Minimum Password Length          | 0               |
+----------------------------------+-----------------+

Scope Indicates whether the authentication method applies to the 
serial console as well as the management interfaces.

Values are:

• all

• remote 

• serial

Table 9-1
Fields in the Authorization Providers table

Field Description
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Procedure 9-2
Viewing RADIUS information

View RADIUS information to check for errors. 

If the administrative state is Disabled the switch does not permit RADIUS login 
attempts.

If the number of login attempts exceeds the number allowed, the user is 
denied access. 

Step Action

1 Display RADIUS information.

radius show 

2 Use the information in Table 9-2, Table 9-3, Table 9-4, Table 9-5, and Table 
9-6 to confirm that the RADIUS server is configured correctly and that 
RADIUS is enabled.

Table 9-2
Parameters in the RADIUS Attributes table

Parameter Description

Radius Admin State Indicates the current administrative state of RADIUS as 
configured on the switch.

Radius Oper State Indicates the current operative state of RADIUS as configured 
on the switch.

User Login Retries Specifies the number of login attempts a configured user is 
allowed for accessing the switch.

User Login 
Timeouts

Specifies the response time from RADIUS server.

User Login Search 
Method

Indicates the search method that servers default to.

User Login Secret Is an encrypted key string

User Login 
Accounting Admin 
State

Is the administrative state for RADIUS user login accounting.

User Login 
Accounting Retries

Specifies the maximum number of retries before moving on to 
the next server.

User Login 
Accounting Timeout

Specifies the response time from the RADIUS server.
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User Login 
Accounting Search 
Method

Indicates the search method that servers default to.

User Login 
Accounting Secret

Is an encrypted key string.

802.1x 
Authentication 
Retries

Is the maximum number of retries before moving on to the 
next server.

802.1x 
Authentication 
Timeout

Is the response time from the RADIUS server.

802.1x 
Authentication 
Search Method

Indicates the search method that servers default to.

802.1x 
Authentication 
Greylist Timeout

Indicates the greylist timeout for the server.

802.1x 
Authentication 
Configuration 
Reauthorization

Indicates whether RADIUS 802.1x configuration 
reauthorization is on or off. 

on: changes to RADIUS 802.1x authorization settings are 
immediate, which causes re-authentication of all currently 
authenticated ports. 

off: changes to RADIUS 802.1x authorization settings do not 
cause immediate re-authentication. Updated settings will be 
used on the next authentication attempt.

802.1x 
Authentication 
Secret

Is an encrypted key string.

802.1x Accounting 
Admin State

Is the administrative state for RADIUS dot1x accounting.

802.1x Accounting 
Retries

Is the maximum number of retries before moving on to the 
next server.

802.1x Accounting 
Timeout

Specifies the response time from RADIUS server.

802.1x Accounting 
Search Method

Indicates the search method that servers default to.

Table 9-2
Parameters in the RADIUS Attributes table

Parameter Description
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Table 9-3 lists parameters in the RADIUS User Login Server table. 

802.1x Accounting 
Greylist Timeout

Indicates the greylist timeout for the server.

802.1x Accounting 
Interval

Is the interval at which accounting information is provided.

802.1x Accounting 
Secret

Is an encrypted key string.

Table 9-3
Parameters in the RADIUS User Login Server table

Parameter Description

IP Address Is the resolved IP address from the RADIUS server hostname. 

For hostnames that are entered as an IP address, this is the 
same as the hostname. IPv4 or IPv6 format.

Host Name Is a valid IP address or hostname.

If a hostname is entered the system will automatically attempt 
to resolve.

Pri Indicates the priority for the list of servers where 1 is the 
highest priority and would be used first.

If a server is added and priority is not specified, then it is 
automatically assigned the next priority.

UDP Port Is the UDP port.

The UDP port can be changed but Ciena does not 
recommend changing the UDP port.

State

Adm Administratively enables or disables a single server.

Oper Is the operational state of the server. When admin is enabled, 
this state indicates that the hostname is resolved and that the 
IP Address is not a duplicate of a higher priority server entry.

Table 9-2
Parameters in the RADIUS Attributes table

Parameter Description
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Table 9-4 lists parameters in the RADIUS User Login Accounting Server 
table.

Table 9-5 lists parameters in the RADIUS 802.1X Authentication Server table.

Table 9-4
Parameters in the RADIUS User Login Accounting Server table

Parameter Description

IP Address Is a resolved IP address from the RADIUS server hostname. 

For hostnames that are entered as an IP address, this is the 
same as the hostname.

Host Name Is the IP address string or a valid hostname.

Pri Indicates the priority for the list of servers where 1 is the 
highest priority and would be used first.

If a server is added and priority is not specified, then it is 
automatically assigned the next priority.

UDP Port Is the UDP port.

The UDP port can be changed but Ciena does not 
recommend changing the UDP port.

State

Adm Administratively enables or disables a single server.

Oper Is the operational state of the server. When admin is enabled, 
this state indicates that the hostname is resolved and that the 
IP Address is not a duplicate of a higher priority server entry.

Table 9-5
Parameters in the RADIUS 802.1X Authentication Server Table

Parameter Description

IP Address Is the resolved IP address from the RADIUS server hostname. 

For hostnames that are entered as an IP address, this is the 
same as the hostname.

Host Name Is a valid IP address or hostname.

If a hostname is entered the system automatically attempts to 
resolve.

Pri Indicates the priority for the list of servers where 1 is the 
highest priority and would be used first.

If a server is added and priority is not specified, then it is 
automatically assigned the next priority.
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Table 9-6 lists parameters in the RADIUS 802.1X Accounting Server table.

UDP Port Is the UDP port.

The UDP port can be changed but Ciena does not 
recommend changing the UDP port.

State

Adm Administratively enables or disables a single server.

Oper Is the operational state of the server.

When admin is enabled, this state indicates that the hostname 
is resolved and that the IP Address is not a duplicate of a 
higher priority server entry.

Greylist Remaining Is the amount of greylist time remaining for the server.

Table 9-6
Parameters in the RADIUS 802.1X Accounting Server Table

Parameter Description

IP Address Is a resolved IP address from the RADIUS server hostname. 

For hostnames that are entered as an IP address, this is the 
same as the hostname.

Host Name Is a valid IP address or hostname. If a hostname is entered the 
system automatically attempts to resolve.

Pri Indicates the priority for the list of servers where 1 is the 
highest priority and would be used first.

If a server is added and priority is not specified, then it is 
automatically assigned the next priority.

UDP Port Is the UDP port.

The UDP port can be changed but Ciena does not 
recommend changing the UDP port.

State

Adm Administratively enables or disables a single server.

Oper Is the operational state of the server.

When admin is enabled, this state indicates that the hostname 
is resolved and that the IP Address is not a duplicate of a 
higher priority server entry.

Greylist Remaining Is the amount of greylist time remaining for the server.

Table 9-5
Parameters in the RADIUS 802.1X Authentication Server Table

Parameter Description
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3 Show all RADIUS statistics:

radius show statistics

4 Use the information in Table 9-7 to interpret the RADIUS statistics.

—end—

Example
The following example shows sample output for the radius show command.

> radius show

+--------------------------- RADIUS ATTRIBUTES ---------------------------+
| Parameter                                            |      Value       |
+------------------------------------------------------+------------------+
| Radius Admin State                                   | Enabled          |
| Radius Oper State                                    | Enabled          |
+------------------------------------------------------+------------------+
| User Login Retries                                   | 3                |
| User Login Timeout                                   | 1                |
| User Login Search Method                             | Priority         |
| User Login Secret                                    |                  |
+------------------------------------------------------+------------------+
| User Login Accounting Admin State                    | Disabled         |
| User Login Accounting Retries                        | 3                |

Table 9-7
Fields in the RADIUS Server <X> Statistics table

Field Description

Requests Tracks the number of RADIUS server Requests.

Access Accepts Tracks the number of RADIUS server Access Accepts.

Access Challenges Tracks the number of RADIUS server Access Challenges.

Access Rejects Tracks the number of RADIUS server Access Rejects.

Accounting 
Responses

Tracks the number of RADIUS server Accounting Responses.

Retransmission Tracks the number of RADIUS server Retransmissions.

Bad Authenticators Tracks the number of RADIUS server Bad Authenticators.

Timeouts Tracks the number of RADIUS server Timeouts.

Unknown Types Tracks the number of RADIUS server Unknown Types.

Packets Dropped Tracks the number of RADIUS server Packets Dropped.

Malformed Rx 
Responses

Tracks the number of RADIUS server Malformed RX 
Responses.

Round Trip Time 
(sec)

Tracks the number of RADIUS server Round Trip Times.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



9-10   Troubleshooting authentication
| User Login Accounting Timeout                        | 1                |
| User Login Accounting Search Method                  | Priority         |
| User Login Accounting Secret                         |                  |
+------------------------------------------------------+------------------+
| 802.1x Authentication Retries                        | 3                |
| 802.1x Authentication Timeout                        | 1                |
| 802.1x Authentication Search Method                  | Priority         |
| 802.1x Authentication Greylist Timeout               | 600              |
| 802.1x Authentication Configuration Reauthorization  | Off              |
| 802.1x Authentication Secret                         |                  |
+------------------------------------------------------+------------------+
| 802.1x Accounting Admin State                        | Disabled         |
| 802.1x Accounting Retries                            | 3                |
| 802.1x Accounting Timeout                            | 1                |
| 802.1x Accounting Search Method                      | Priority         |
| 802.1x Accounting Greylist Timeout                   | 600              |
| 802.1x Accounting Interval                           | 86400            |
| 802.1x Accounting Secret                             |                  |
+------------------------------------------------------+------------------+

+----------------------------------------- RADIUS USER LOGIN SERVER TABLE ------------------------------------------+
| IP Address                              | HostName                                       |Pri|UDP  | State   |Used|
|                                         |                                                |   |Port |Adm|Oper |Last|
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+----+
| 2001:db8:f018:1:202:5aff:fe01:b449      | 2001:db8:f018:1:202:5aff:fe01:b449             |1  |1812 |Ena|Ena  | X  |
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+----+

+------------------------------------ RADIUS USER LOGIN ACCOUNTING SERVER TABLE ------------------------------------+
| IP Address                              | HostName                                       |Pri|UDP  | State   |Used|
|                                         |                                                |   |Port |Adm|Oper |Last|
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+----+
| 2001:db8:f018:1:202:5aff:fe01:b44a      | 2001:db8:f018:1:202:5aff:fe01:b44a             |1  |1813 |Ena|Ena  | X  |
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+----+

+---------------------------------- RADIUS 802.1X AUTHENTICATION SERVER TABLE -------------------------------------------+
| IP Address                              | HostName                                       |Pri|UDP  | State   |Greylist |
|                                         |                                                |   |Port |Adm|Oper |Remaining|
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+---------+
| 2001:0db8:f018:aaaa::aaaa               | v6server                                       |1  |1812 |Ena|Dis  |53       |
| 2001:0db8:f018:aaaa::bbbb               | v6server2                                      |2  |1812 |Ena|Ena  |0        |
| 2001:0db8:f018:aaaa::cccc               | v6server3                                      |3  |1812 |Ena|Ena  |0        |
| Unresolved                              | v6server4                                      |4  |1812 |Ena|Dis  |0        |
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+---------+

+------------------------------------ RADIUS 802.1X ACCOUNTING SERVER TABLE ---------------------------------------------+
| IP Address                              | HostName                                       |Pri|UDP  | State   |Greylist |
|                                         |                                                |   |Port |Adm|Oper |Remaining|
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+---------+
| 2001:0db8:f018:aaaa::aaaa               | v6server                                       |1  |1813 |Ena|Dis  |58       |
| 2001:0db8:f018:aaaa::bbbb               | v6server2                                      |2  |1813 |Ena|Ena  |0        |
| 2001:0db8:f018:aaaa::cccc               | v6server3                                      |3  |1813 |Ena|Ena  |0        |
| Unresolved                              | v6server4                                      |4  |1813 |Ena|Dis  |0        |
+-----------------------------------------+------------------------------------------------+---+-----+---+-----+---------+

The following example shows sample output for the radius show command.

> radius show statistics

+------------------------------- RADIUS SERVER 1 STATISTICS --------------------------------+
| Server IP Address         | 2001:0db8:f018:aaaa::aaaa                                     |
| HostName                  | v6server                                                      |
|                           | 2001:0db8:f018:aaaa::aaaa                                     |
+---------------------------+---------------+---------------+---------------+---------------+
|                           | User Login    | User Acct     | Dot1x Auth    | Dot1x Acct    |
+---------------------------+---------------+---------------+---------------+---------------+
| Requests                  | 0             | 0             | 8             | 8             |
| Access Accepts            | 0             | 0             | 8             | 0             |
| Access Challenges         | 0             | 0             | 8             | 0             |
| Access Rejects            | 0             | 0             | 0             | 0             |
| Accounting Responses      | 0             | 0             | 0             | 16            |
| Retransmission            | 0             | 0             | 0             | 0             |
| Bad Authenticators        | 0             | 0             | 0             | 0             |
| Timeouts                  | 0             | 0             | 0             | 0             |
| Unknown Types             | 0             | 0             | 0             | 0             |
| Packets Dropped           | 0             | 0             | 8             | 8             |
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| Malformed Rx Responses    | 0             | 0             | 0             | 0             |
| Round Trip Time (sec)     | 0.00          | 0.00          | 0.00          | 0.00          |
+---------------------------+---------------+---------------+---------------+---------------+
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Procedure 9-3
Viewing TACACS+ information

View TACACS+ information to check for errors.

If a user account is configured to access a switch by means of TACACS and 
the account cannot be authenticated and is denied access to the switch, then 
the user must consult the network security team to check TACACS 
configurations. 

Step Action

1 Display TACACS+ information: 

tacacs show 

2 Use the information in Table 9-8 to confirm that the TACACS+ server is 
configured correctly and that TACACS+ is enabled: 

Table 9-8
Parameters in the TACACS+ Attributes table

Parameter Description

Admin State Is the global administrative state for TACACS. 

Note that TACACS is considered a service with respect to the 
Common Objects Model and therefore the admin state 
confirms to enable/disable.

Oper State Is the operational state.

Authentication 
Admin State

Indicates whether authentication is globally enabled or 
disabled.

Enhanced Multi-
Factor Auth

Indicates whether the device responds to server GETPASS 
requests by showing the servers prompt and sending the 
user's reply back to the server.

Authorization Admin 
State

Indicates whether authorization is globally enabled or 
disabled.

Accounting Admin 
State

Indicates whether accounting is globally enabled or disabled.

Accounting Session Indicates whether logging of login and logout is on or off.

Accounting 
Command

Indicates whether logging of all commands (including login 
and log out) is on or off.

Syslog Admin State Indicates whether syslog accounting for all TACACS 
configuration changes is enabled or disabled.
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3 Show all TACACS+ statistics:

tacacs show statistics

4 Use the information in Table 9-9 to interpret TACACS+ statistics:

Timeout Is the response time from the TACACS server.

Key Is the unencrypted password string.

Minimum Key 
Length

Is the minimum key length.

Search Method Indicates the order in which the client should attempt to 
contact the list of servers.

Global servers Check for global servers.

Admin Priv Level Is the value to map TACACS privilege level to the CLI admin 
privilege.

RW-Create Priv 
Level

Is the value to map TACACS privilege level to the CLI super 
privilege.

Diag Priv Level Is the value to map TACACS privilege level to the CLI diag 
privilege.

Table 9-8
Parameters in the TACACS+ Attributes table

Parameter Description
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Table 9-9
Fields in the TACACS+ Statistics table

—end—

Example
The following example shows sample output for the tacacs show command.

> tacacs show

+---------- TACACS+ ATTRIBUTES ---------+
| Parameter                  |  Value   |
+----------------------------+----------+
| Admin State                | Enabled  |

Table 9-10

Field Description

Access Requests Is the total number of requests for access to the server, that 
is, Packet Timeouts plus Access Rejects plus Access Accepts 
plus Malformed Responses plus Bad Authentication Packets.

Packet Timeouts Is the number of times the server timed out without responding 
to the packet.

Access Rejects If a TACACS server has an account for the 39XX/51XX switch 
but a wrong username and password were provided, then it is 
counted as a Reject.

Access Accepts Every time a server replies us with OK to an authorization, 
authentication, accounting request - we count it as an Accept.

Access 
Retransmissions

Is the number of packets retransmitted to the server.

Packets with Bad 
Sequence ID

Is the number of packets with an incorrect sequence ID. The 
first TACACS+ packet in a session must have the sequence 
number 1 and each subsequent packet increments the 
sequence number by one. Thus clients only send packets 
containing odd sequence numbers, and TACACS+ daemons 
only send packets containing even sequence numbers.

Malformed RX 
Responses

Some servers do not timeout or reject. They open a 
connection, and then close it. When such a server is online but 
does not have the 39XX/51XX switch listed by IPaddress in its 
database, it does not send a Reject message. This event is 
counted as a Malformed RX Response.

Note:  If the server does have the IP address of the 39XX/
51XX switch, but the username and password is incorrect, 
then it is counted as a Reject. 

Bad Authenticator 
Packets

Is the number of times a user tried to log in with a wrong key.
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| Oper State                 | Enabled  |
+----------------------------+----------+
| Authentication Admin State | Enabled  |
| Enhanced Multi-Factor Auth | off      |
| Authorization Admin State  | Disabled |
| Accounting Admin State     | Disabled |
| Accounting Session         | off      |
| Accounting Command         | off      |
| Syslog Admin State         | Disabled |
+----------------------------+----------+
| Timeout                    | 6        |
| Key                        |          |
| Minimum Key Length         | 8        |
| Search Method              | Priority |
| Global servers             | on       |
+----------------------------+----------+
| Admin Priv Level           | 2        |
| RW-Create Priv Level       | 10       |
| Diag Priv Level            | 15       |
+----------------------------+----------+

+----------------------------- TACACS+ GLOBAL SERVER TABLE ------------------------+
| IP Address            | HostName        |Pri |TCP  |Admin|Oper |    App    |Last |
|                       |                 |    |Port |State|State|           |Used |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+
| No Entries            |                 |    |     |     |     |           |     |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+

+------------------------ TACACS+ AUTHENTICATION SERVER TABLE ---------------------+
| IP Address            | HostName        |Pri |TCP  |Admin|Oper |    App    |Last |
|                       |                 |    |Port |State|State|           |Used |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+
| No Entries            |                 |    |     |     |     |           |     |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+

+--------------------------- TACACS+ AUTHORIZATION SERVER TABLE -------------------+
| IP Address            | HostName        |Pri |TCP  |Admin|Oper |    App    |Last |
|                       |                 |    |Port |State|State|           |Used |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+
| No Entries            |                 |    |     |     |     |           |     |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+

+------------------------- TACACS+ ACCOUNTING SERVER TABLE ------------------------+
| IP Address            | HostName        |Pri |TCP  |Admin|Oper |    App    |Last |
|                       |                 |    |Port |State|State|           |Used |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+
| No Entries            |                 |    |     |     |     |           |     |
+-----------------------+-----------------+----+-----+-----+-----+-----------+-----+
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10-1
POST error interpretation 10-

This chapter explains how to interpret POST errors.

This chapter provides the following procedures:

• “Interpreting POST error codes on 3930 and 3931 switches” on page 10-2

• “Interpreting POST error codes on 5150 switches” on page 10-7
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Procedure 10-1
Interpreting POST error codes on 3930 and 3931 
switches

Both POST and the manufacturing CLI commands use the following error 
codes and message formats. Each test failure generates an eight-digit 
hexadecimal error code and an informative text message that describes the 
specific error.

The error code comprises four sub-fields in the format AABCCDDD where 

• AA is the severity and device type

• B is the subsystem

• CC is the component

• DDD is the failure

The following table lists valid values for AA, B, CC, and DDD on 3930 and 
3931 switches.

Table 10-1
Valid values for AA, B, CC and DDD on 3930 and 3931 switches

Value Description

AA: Severity and device type

4D WARNING error on 3930/3931

8D SEVERE error on 3930/3931

CD FATAL error on 3930/3931

B: Subsystem

1 Core (CPU, Flash, RAM, EEPROM, RTC, PHYs,, 
Switch, FPGAs, Temp Sensors etc.)

2 Power Supply A

3 Power Supply B

4 Fans

CC: Component

01 FLASH

02 Temp Sensor #1 (3930 only)

03 Temp Sensor #1 (3930 only)

04 Temp Sensor #1 (3930 only)
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07 EEPROM

08 SDRAM

09 Management (BCM5241) PHY

0A Quad (BCM54640) PHY

0B NAND Flash

16 Dual (BCM 8722) PHY

18 CN5230 CPU

19 BCM56334 Switch

1A FPGA (3930 - OCTOPUS)(3931 – SQUID)

1B FPGA (GREYLIN)

1F RTC/nvSRAM

20 port 1

21 port 2

22 port 3

23 port 4

24 port 5

25 port 6

26 port 7

27 port 8

28 port 9

29 port 10

58 LEDs

59 Reset Button

5E ZL30143 Sync-e device

5F ZL30156 Sync-e device 

79 Power Supply A (3930 only)

7A Power Supply B (3930 only)

Table 10-1
Valid values for AA, B, CC and DDD on 3930 and 3931 switches

Value Description
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7B Fan 1 (3930 only)

7C Fan 2 (3930 only)

7D Fan 3 (3930 only)

7F RS-232 Console

80 Boot SW

81 Kernel SW

82 Application SW

83 3930/3931 Management port

84 Removable Transceiver #1

85 Removable Transceiver #2

86 Removable Transceiver #3

87 Removable Transceiver #4

88 Removable Transceiver #5 (3930 only)

89 Removable Transceiver #6 (3930 only)

8A Removable Transceiver #7 (3930 only)

8B Removable Transceiver #8 (3930 only)

8C Removable Transceiver #9

8D Removable Transceiver #10

FD External Alarms

DDD: Failure

001 Data Bus

002 Address Bus

003 Memory Array

004 Byte Enable lines

005 Can’t Reset Device

006 No Interrupt

007 LED Failure

Table 10-1
Valid values for AA, B, CC and DDD on 3930 and 3931 switches

Value Description
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Example
For example, the Post result CLI command might return

$ mfg post result

FAIL:4C102006:Temp sensor T_CRITn interrupt not detected at GPIO 1

008 Status Lines

009 Value out of range

00A Packet count incorrect

00B Packet data corrupted

00C Bad Checksum

00D Device Not Blank

00E Write Failed

00F MDIO not working

010 Link Not Detected

011 Transmit Error

012 Transmit Timeout

013 Receive Error

014 I2C Failure

015 Voltage out of range

016 Current out of range

017 Voltage and current out of range

018 Failed to detect status change

019 Incorrect time

01A Not present

01B Unexpected value

01C Wrong version

01E Configuration Strapping Pins Incorrect

Table 10-1
Valid values for AA, B, CC and DDD on 3930 and 3931 switches

Value Description
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



10-6   POST error interpretation
4D = Warning

1 = Core subsystem

02 = Temp Sensor #1

006 = No interrupt
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Procedure 10-2
Interpreting POST error codes on 5150 switches

Both POST and the manufacturing CLI commands use the following error 
codes and message formats. Each test failure generates an eight-digit 
hexadecimal error code and an informative text message that describes the 
specific error.

The error code comprises four sub-fields in the format AABCCDDD where 

• AA is the severity and device type

• B is the subsystem

• CC is the component

• DDD is the failure

 Table 10-2 lists valid values for AA, B, CC, and DDD on 5150 switches.

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description

AA: Severity and device type

4D WARNING error on 5150

8D SEVERE error on 5150

CD FATAL error on 5150

B: Subsystem

1 Main board (CPU, Flash, RAM, Switch, etc.)

2 Power Supply A

3 Power Supply B

4 Fans

5 2x10G Module

CC: Component

01 FLASH

02 Temp Sensor #1

03 Temp Sensor #2

04 Temp Sensor #3
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05 Temp Sensor #4

06 Temp Sensor #5

07 EEPROM

08 SDRAM

09 Management (BCM5461) PHY

0A Dual (BCM5482S) Loopback PHY

16 Dual (BCM8725) PHY #1

17 Dual (BCM8725) PHY #2

18 CN5230 CPU

19 BCM56634 Switch

1A FPGA (VINMAR)

1B FPGA (SINDAR) on 2x10G module #2 (top)

1C FPGA (SINDAR) on 2x10G module #3 (bottom)

1D QDR SRAM #1

1E QDR SRAM #2

1F RTC/nvSRAM

20 Port 1

21 Port 2

22 Port 3

23 Port 4

24 Port 5

25 Port 6

26 Port 7

27 Port 8

28 Port 9

29 Port 10

2A Port 11

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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2B Port 12

2C Port 13

2D Port 14

2E Port 15

2F Port 16

30 Port 17

31 Port 18

32 Port 19

33 Port 20

34 Port 21

35 Port 22

36 Port 23

37 Port 24

38 Port 25

39 Port 26

3A Port 27

3B Port 28

3C Port 29

3D Port 30

3E Port 31

3F Port 32

40 Port 33

41 Port 34

42 Port 35

43 Port 36

44 Port 37

45 Port 38

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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46 Port 39

47 Port 40

48 Port 41

49 Port 42

4A Port 43

4B Port 44

4C Port 45

4D Port 46

4E Port 47

4F Port 48

50 Port 49

51 Port 50

52 Port 51

53 Port 52

58 LEDs

59 Reset button

5A PCIe CPU port

5B PCIe Triumph port

5C PCIe Top 10G port

5D PCIe Bottom 10G port

5E ZL30143 Sync-e device

5F ZL30156 Sync-e device

60 EEPROM on 2x10G module #2 (top)

61 EEPROM on 2x10G module #3 (bottom)

79 Power Supply A

7A Power Supply B

7B Fan 1

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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7C Fan 2

7D Fan 3

7E Fan 4

7F RS-232 Console

80 Boot SW

81 Kernel SW

82 Application SW

83 CN 5150 Management port

84 Removable Transceiver #1

85 Removable Transceiver #2

86 Removable Transceiver #3

87 Removable Transceiver #4

88 Removable Transceiver #5

89 Removable Transceiver #6

8A Removable Transceiver #7

8B Removable Transceiver #8

8C Removable Transceiver #9

8D Removable Transceiver #10

8E Removable Transceiver #11

8F Removable Transceiver #12

90 Removable Transceiver #13

91 Removable Transceiver #14

92 Removable Transceiver #15

93 Removable Transceiver #16

94 Removable Transceiver #17

95 Removable Transceiver #18

96 Removable Transceiver #19

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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97 Removable Transceiver #20

98 Removable Transceiver #21

99 Removable Transceiver #22

9A Removable Transceiver #23

9B Removable Transceiver #24

9C Removable Transceiver #25

9D Removable Transceiver #26

9E Removable Transceiver #27

9F Removable Transceiver #28

A0 Removable Transceiver #29

A1 Removable Transceiver #30

A2 Removable Transceiver #31

A3 Removable Transceiver #32

A4 Removable Transceiver #33

A5 Removable Transceiver #34

A6 Removable Transceiver #35

A7 Removable Transceiver #36

A8 Removable Transceiver #37

A9 Removable Transceiver #38

AA Removable Transceiver #39

AB Removable Transceiver #40

AC Removable Transceiver #41

AD Removable Transceiver #42

AE Removable Transceiver #43

AF Removable Transceiver #44

B0 Removable Transceiver #45

B1 Removable Transceiver #46

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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B2 Removable Transceiver #47

B3 Removable Transceiver #48

E4 Removable XFP Transceiver #1 on 2x10G module #2 
(top)

E5 Removable XFP Transceiver #2 on 2x10G module #2 
(top)

E6 Removable XFP Transceiver #1 on 2x10G module #3 
(bottom)

E7 Removable XFP Transceiver #2 on 2x10G module #3 
(bottom)

E8 Port 1 on 2x10G module #2 (top)

E9 Port 2 on 2x10G module #2 (top)

EA Port 1 on 2x10G module #3 (bottom)

EB Port 2 on 2x10G module #3 (bottom)

EC SFP Card #1

ED SFP Card #2

EF SFP Card #3

F0 SFP Main Board

F1 GPIO extender #1 on SFP card #1

F2 GPIO extender #2 on SFP card #1

F3 GPIO extender #3 on SFP card #1

F4 GPIO extender #1 on SFP card #2

F5 GPIO extender #2 on SFP card #2

F6 GPIO extender #3 on SFP card #2

F7 GPIO extender #1 on SFP card #3

F8 GPIO extender #2 on SFP card #3

F9 GPIO extender #3 on SFP card #3

FA GPIO extender #1 on main board

FB GPIO extender #2 on main board

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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FC GPIO extender #3 on main board

FD External Alarms

DDD: Failure

001 Data Bus

002 Address Bus

003 Memory Array

004 Byte Enable lines

005 Can’t Reset Device

006 No Interrupt

007 LED Failure

008 Status Lines

009 Value out of range

00A Packet count incorrect

00B Packet data corrupted

00C Bad Checksum

00D Device Not Blank

00E Write Failed

00F MDIO not working

010 Link Not Detected

011 Transmit Error

012 Transmit Timeout

013 Receive Error

014 I2C Failure

015 Voltage out of range

016 Current out of range

017 Voltage and current out of range

018 Failed to detect status change

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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019 Incorrect time

01A Not present

01B Unexpected value

01C Wrong version

01D

01E Configuration Strapping Pins Incorrect

01F PCIe failure

Table 10-2
Valid values for AA, B, CC and DDD on 5150 switches

Value Description
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CLI error codes 11-

This chapter provides CLI error codes.

Standard shell parser error codes
This section provides standard shell parser error codes.

Table 11-1
Shell parser error codes

Shell parser errors are returned upon running a command and are returned in 
the following format:

SHELL PARSER FAILURE 'command' - <Error string>

Error code Error string

SHELL_MATCH_NOTFOUND invalid input

SHELL_MATCH_AMBIG ambiguous input

SHELL_MATCH_INCOMPLETE incomplete command

SHELL_MATCH_INVALIDVALUE invalid value

SHELL_MATCH_INVALIDRANGE invalid range

SHELL_MATCH_INVALIDLENGTH command or argument is too long

SHELL_MATCH_EXCEEDEDARGUMENTS command has too many arguments

SHELL_MATCH_REPEATEDOPTIONALPARAM optional parameter is repeated

SHELL_MATCH_MISSMANDATORYITEM missing mandatory menu items

SHELL_MATCH_STRINGTOOLONG string is too long

SHELL_MATCH_PARAM_DUPLICATE parameter duplicate

SHELL_MATCH_STR_INVALID_CHAR string has invalid character

SHELL_MATCH_LIST_ITEM_EXCLUDE excluded by previous item

SHELL_MATCH_FEATURE_NOT_INSTALLED feature not licensed
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Benchmark error codes
This section provides the error codes for the “benchmark” menu commands.

Table 11-2
Error codes for benchmark 

Error Code Error String Details

GsStatus_Ok Command 
completed

Command is 
completed and 
successful.

GsStatus_HuntFailed Specified entry not 
found

Unable to find the 
specified entry.

GsStatus_MemAllocError Unable to allocate 
resource

Memory resource 
could not be 
allocated.

GsStatus_OperNotSupported Operation not 
supported

Specified operation 
is not supported.

GsStatus_FeatureDisabled Feature is currently 
disabled

Specified feature is 
disabled.

GsStatus_Failure Unable to complete 
request

Failed to complete 
request.

GsStatus_Error Unable to complete 
request

Error occurred, 
which prevented the 
request from 
completing.

BenchmarkStatus_NoLicense Software license not 
installed for this 
feature

Benchmark is not 
accessible without a 
valid license.

BenchmarkStatus_ProfileExists Profile with given 
name already exists

The Benchmark 
Profile Name is 
already in use in this 
system.

BenchmarkStatus_ProfileTableFull Profile table is full There are no free 
profile entries 
available.

BenchmarkStatus_OpNotAllowed Operation not 
allowed, profile must 
be stopped and 
disabled

This operation is not 
permitted if the 
profile is started or 
enabled.
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BenchmarkStatus_OtherProfileEnabled Operation not 
allowed, another 
profile is currently 
enabled

Only one benchmark 
profile can be 
enabled at a given 
time.

BenchmarkStatus_ProfileNotEnabled Operation not 
allowed, profile must 
be enabled first

Profile must be 
enabled in order for 
this command to 
complete.

BenchmarkStatus_DurationLessThanInterval Duration is less than 
interval

Duration parameter 
should always be 
higher that the test 
interval.

BenchmarkStatus_ProfileBenchmarkRunning Operation not 
allowed, benchmark 
currently running on 
profile

The operation is not 
permitted while a 
benchmark test is 
running using a 
profile.

BenchmarkStatus_NotInCorrectRole Operation not 
allowed, not in 
corresponding role

Operation is not 
permitted while 
using this 
benchmark role.

BenchmarkStatus_NoTestsSelected Operation not 
allowed, no 
benchmark tests are 
currently selected

Operation is not 
permitted without a 
test being selected 
to be run.

BenchmarkStatus_OpNotAllowed_RefEnabled Operation not 
allowed, reflector 
must be disabled

Operation is not 
permitted while the 
reflector is enabled

BenchmarkStatus_OpNotAllowed_GenEnabled Operation not 
allowed, generator 
must be disabled

Operation is not 
permitted while the 
generator is enabled

BenchmarkStatus_OpNotAllowed_BenEnabled Operation not 
allowed, benchmark 
must be disabled

Operation is not 
permitted while the 
benchmark feature is 
enabled

BenchmarkStatus_OpNotAllowed_ProfileEnabled Operation not 
allowed, profile must 
be disabled

Operation is not 
permitted while a 
generator profile is 
enabled

Error Code Error String Details
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BenchmarkStatus_PortNotConfigured Operation not 
allowed, port 
parameter must be 
set

The port parameter 
must be set in order 
for the command to 
complete.

BenchmarkStatus_BenchmarkOrGeneratorNotEnabled Operation not 
allowed, both 
benchmark and 
benchmark 
generator must be 
enabled

Operation is not 
permitted while the 
benchmark feature 
and the generator 
are enabled.

BenchmarkStatus_TooManyCustomFrameSizes A maximum of 10 
frame sizes are 
allowed

Using the profile 
command to add or 
remove a frame size 
from the list, it is not 
possible to specify 
more than 10 values.

BenchmarkStatus_FrameSizeNotInList The given frame size 
is not in the frame 
size list

The frame size value 
specified is not in the 
list.

BenchmarkStatus_FrameSizeAlreadyInList The given frame size 
is already in the 
frame size list

The frame size value 
is already specified 
in the list

BenchmarkStatus_DuplicateFrameSize There are one or 
more duplicate 
frame sizes in the list

The frame size list 
contains duplicate 
values.

BenchmarkStatus_MissingConfig Vlan and/or 
destination MAC 
address not 
configured

The VLAN and/or the 
MAC address needs 
to be configured.

BenchmarkStatus_NotUnicastMacAddr Destination MAC 
must be unicast

The MAC Address 
provided needs to be 
unicast.

BenchmarkStatus_LastFrameSizeInList Frame size list 
needs to contain at 
least one frame size

Frame size list 
needs to contain at 
least one frame size.

BenchmarkStatus_NotUnicastIpAddr IP address must be 
unicast

The IP Address 
provided needs to be 
unicast.

Error Code Error String Details
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CFM error codes
This section provides the error codes for the “cfm” menu commands.

BenchmarkStatus_NotIPv4Addr Only support IPv4 
address

An IPv4 address 
must be provided.

BenchmarkStatus_RequireOneAggMember Support aggregate 
port with one 
member only

The Aggregate Port 
used 

BenchmarkStatus_PortL2TransformNotSupported Benchmark only 
supports ports with 
an i-push,e-pop VS 
L2 transform mode

The port L2 
transform is 
configured for a 
mode other than i-
push, e-pop.

Error Code Error String Details
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Table 11-3
Error codes for cfm 

Error string Details

CFM Failure Unexpected failure within the CFM process, 
typically indicative of an internal operation failing 
when it was expected to succeed.

Admin CFM state is disabled CFM must be globally enabled in order to initiate a 
loopback, frame-loss, delay, or synthetic-loss test 
session.

Invalid Remote MEP Hold Time Specified value for global CFM rmep-hold-time 
setting is not within the valid range (10 ms - 300000 
ms).

Maintenance Domain not found Specified maintenance domain does not exist.

A Maintenance Domain with the specified name 
already exists

The name specified for maintenance domain 
create or set is already in use. Every maintenance 
domain on the local system must have a unique 
administrative name.

Exceeded maximum number of Maintenance 
Domains allowed

Unable to create a new maintenance domain 
because the system resource limit has already 
been reached.

Maintenance Domain index already used Maintenance domain creation failed because the 
index specified is already in use.

Service not found Specified CFM service does not exist.

Cannot delete the service: VLLI Instance 
configured on this service

CFM service cannot be deleted because it is 
associated with a VLLI instance.

A CFM Service with the specified name already 
exists

CFM service creation failed because service name 
must be unique, and the specified name is already 
in use.

Exceeded maximum number of CFM Services 
allowed

Unable to create a new CFM service because the 
system resource limit has already been reached.

Service index already used CFM service creation failed because the index 
specified is already in use.

Invalid Next-mepid value Next-mepid value specified for CFM service create 
or set is not within the acceptable range (1 - 8191).

CFM Service is disabled CFM service must be administratively enabled in 
order to initiate a loopback, frame-loss, delay, or 
synthetic-loss test session.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



CLI error codes   11-7
CFM Service can not be created on an MPLS 
virtual-switch

CFM is not supported on an MPLS type virtual-
switch. Note that CFM over MPLS is supported by 
certain releases on some switches.

Invalid Alarm Priority value Specified value for CFM service alarm-priority 
setting is not within the valid range (1 - 5).

Invalid Alarm Time value Specified value for CFM service alarm-time setting 
is not within the valid range (0 ms - 36000 ms).

Invalid Reset Time value Specified value for CFM service reset-time setting 
is not within the valid range (10 ms - 36000 ms).

Invalid Subscriber VLAN Specified MEP tag-vid value is not a valid C-VID (0 
- 4095).

Invalid CCM-Interval value Specified value for CFM service ccm-interval is not 
is not within the valid range (0 - 7).

Invalid CCM-Loss Number value Specified value for CFM service reset-time setting 
is not within the valid range (10 ms - 36000 ms).

One or more MEPs were deleted during the 
Service update

A CFM service or Maintenance Domain md-level 
change resulted in the implicit deletion of one or 
more local MEPs, due to a conflict with existing 
MEPs at the new md-level.

Exceeded maximum number of MEPs allowed Unable to create a new local MEP because the 
system resource limit has already been reached.

MEP not found Specified MEP does not exist.

A MIP already exists in the specified CFM Stack MIP creation failed because a MIP already exists at 
the specified port, vlan, and md-level.

A MEP already exists at the specified CFM Stack 
location

MEP creation failed because a MEP already exists 
at the specified port, vlan, and md-level.

The MEPID is already assigned to another MEP Specified MEPID is not valid because it is already 
used by a local MEP in the maintenance-
association.

The MEPID is already assigned to a Remote MEP Specified MEPID is not valid because it is already 
used by a remote MEP in the maintenance-
association.

Invalid MEPID Specified MEPID is not within the valid range (1 - 
8191).

Invalid MEP Type Specified type (up or down) for MEP create or set 
is invalid because all MEPs associated with a 
common CFM service must have the same type.

Error string Details
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Invalid port - Cannot create MEP on both agg and 
member port for accelerated services

It is not valid to create a MEP directly on a port that 
is a link-aggregation member. The MEP must be 
created on the aggregate port.

Invalid MEP CCM Priority value Specified value for MEP ccm-priority setting is not 
within the valid range (0 - 7).

Invalid MEP LTM Priority value Specified value for MEP ltm-priority setting is not 
within the valid range (0 - 7).

Invalid Loopback Message Priority value Priority value specified when initiating a loopback 
test is not within the valid range (0 - 7).

Invalid Loopback Message Count value Count value specified when initiating a loopback 
test is not within the valid range (0 - 7).

MEP is disabled MEP must be administratively enabled in order to 
initiate a loopback, frame-loss, delay, or synthetic-
loss test session.

A previous Linktrace exchange from the MEP is 
still in progress

A new linktrace test cannot be initiated until a prior 
test completes. Typically occurs when the prior test 
is in the timeout period waiting for responses.

A previous Loopback exchange from the MEP is 
still in progress

A new loopback test cannot be initiated because a 
prior test has not completed. Typically occurs when 
the prior test is either still sending requests or is in 
the timeout period waiting for responses.

Exceeded maximum number of LTRs allowed Unable to allocate storage for a link-trace response 
message. Indicative of an internal problem as the 
oldest entry should be reused.

LTR not found Specified link-trace response message does not 
exist.

Exceeded maximum number of Remote MEPs 
allowed

Unable to create a new remote MEP because the 
system resource limit has already been reached. 
Note that remote MEP and mip-ccm-db entries are 
allocated from a common resource pool.

Remote MEP not found Specified remote MEP does not exist.

MIP not found Specified MIP does not exist.

Exceeded maximum number of MIP CCM 
Database entries allowed

Unable to create a new MIP CCM Database entry 
because the system resource limit has already 
been reached. Note that mip-ccm-db and remote 
MEP entries are allocated from a common 
resource pool.

MIP CCM Database entry not found Specified MIP CCM Database entry does not exist.

Error string Details
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Exceeded maximum number of CFM Ports Stacks 
allowed

CFM cannot be configured on any additional 
service networks because the system resource 
limit for port stacks has been reached.

Exceeded maximum number of CFM Service 
Stacks allowed

CFM cannot be configured on any additional 
service networks because the system resource 
limit for service instances has been reached.

Internal CFM Error Unexpected error condition within the CFM 
process, typically indicative of an internal operation 
failing when it was expected to succeed.

Operation not permitted on this service type Requested configuration is not allowed due to type 
of CFM service. Typically this error pertains to 
attempts to configure a MEP on a PBT tunnel type 
service.

Operation exceeds CFM frame budget Requested configuration rejected due to lack of 
available CFM frame budget resources. 

A CFM Service for the specified PBT tunnel 
already exists

CFM service creation failed because a service is 
already associated with the specified tunnel, and 
only one is allowed.

Invalid MD Level Specified maintenance domain level is not within 
the valid range (0 -7). Applicable to MD and MIP 
create and set.

A previous Delay Measurement exchange from the 
MEP is still in progress

Unable to initiate a delay measurement test 
session because a prior session is still active on 
the specified MEP, and only a single session is 
allowed.

A previous Frame-Loss Measurement exchange 
from the MEP is still in progress

Unable to initiate a frame-loss measurement test 
session because a prior session is still active on 
the specified MEP, and only a single session is 
allowed.

A previous Synthetic-Loss Measurement 
exchange from the MEP is still in progress

Unable to initiate a synthetic-loss measurement 
test session because a prior session is still active 
on the specified MEP, and only a single session is 
allowed

Invalid test session priority value Priority value for a delay, frame-loss, or synthetic-
loss test session is not within the valid range (0 - 7).

Invalid test session count value Count value for a delay, frame-loss, or synthetic-
loss test session is not within the valid range (2 - 
65535).

Error string Details
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Invalid test session timeout value Timeout value for a delay, frame-loss, or synthetic-
loss test session is not within the valid range (2000 
ms - 10000 ms).

Invalid test session interval value Transmit interval (dmm-interval, lmm-interval, or 
slm-interval) value for a delay, frame-loss, or 
synthetic-loss test session is not within the valid 
range (1 - 7). Note that '1' (3.33 ms) is not always 
a valid interval.

Remote MEP CCM Loss Table not found Requested remote MEP CCM loss history entry 
does not exist.

Invalid CFM Ethertype Specified CFM or Y.1731 ethertype is not valid. 
Ethertype must be greater than 0x0800 and not 
equal to 0x8100, 0x9100, or 0x86dd.

Invalid Remote Mep Aging Time value Specified remote MEP aging-time value is not 
within the valid range (0 ms - 3600000 ms).

Unable to modify Mac Address due to pending 
Frame Loss and/or Delay tests

Clearing the MAC address of a remote MEP that is 
the target of active frame-loss or delay 
measurement tests is not allowed.

Invalid MEP specification: Must be service/port/
[vlan] or service/local-mepid

The command does not contain a valid 
combination of parameters for specifying a MEP. 
Valid MEP specifications:

— Service local-mepid 

— Service port

— Service port vlan 

Invalid MEP specifications:

— Service vlan

— Service port local-mepid 

— Service vlan local-mepid

No interface exists for the specified port and VLAN CFM configuration was attempted on a port that is 
not a member of the specified VLAN.

Remote MEP MAC address is not a non-local 
unicast MAC

Specified remote MEP MAC address is invalid 
either because it is multicast, broadcast, or is 
within the range of reserved MAC addresses for 
the device.

PBT CFM service requires encap tunnel to be 
paired with a decap tunnel

Static-pbt or static-backup-pbt type CFM service 
create failed because the specified encap tunnel is 
not paired with a decap tunnel.

Error string Details
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Operation not permitted for current frame 
classification mode

Specified configuration disallowed due to CFM 
frame classification mode. Applicable to legacy 
(non 6.x) switches only.

CFM Loopback message count invalid Count value for a loopback test is not within the 
valid range (1 - 3000).

CFM Loopback message interval invalid Transmit interval value for a loopback test is not 
within the valid range (10 ms - 60000 ms).

CFM Loopback message timeout invalid Timeout value for a loopback test is not within the 
valid range (20000 ms - 10000 ms).

Invalid to specify both a level and an MD CFM service create or set failed because mutually-
exclusive 'level and 'md' parameters were both 
specified.

MD Name exceeds maximum allowed length of 43 
bytes

Maintenance domain create or set failed because 
the md-name-string value specified is longer than 
43 characters.

Resulting MAID Exceeds maximum allowed length 
of 48 bytes

CFM service create or set failed, because the 
MAID derived from the service's md-name and 
short ma-name exceeds 48 bytes in length. 
Typically this error occurs when configuring some 
combination of service md, level, ma-name-format, 
and ma-name-string settings.

Proposed MD Name invalidates MAIDs of one or 
more CFM Services

Requested configuration change in a maintenance 
domain's md-name results in the MAID for one or 
more of its associated CFM services exceeding 48 
bytes.

One or more CFM Services are using the 
Maintenance Domain

Maintenance domain cannot be deleted because it 
is associated with one or more CFM services.

MD Level of a permanent MD cannot be modified MD level change is not allowed on the eight 
permanent maintenance-domains created 
automatically by the system (md0 - md7 by 
default). 

MD is permanent and cannot be deleted The eight permanent maintenance-domains 
created automatically by the system (md0 - md7 by 
default) cannot be deleted. 

MD Name length is invalid for format MD name configuration rejected because the 
resulting md-name value is not a valid length for 
the applicable md-name-format.

MD Name format is invalid Specified md-name-format value is not valid.
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Specified MD Name is not valid for dns format The md-name-string value specified is not valid for 
format-type 'dns'.

A string value is required when changing MD 
Name to dns or string formats

A value for md-name-string must be specified 
when the md-name-format of a maintenance-
domain is set to 'string' or 'dns'.

A mac-addr and/or integer value is required when 
changing MD Name to mac-int format

A value for either md-name-integer or md-name-
mac-address must be specified when the md-
name-format of a maintenance-domain is set to 
'mac-int'.

A string value is not appropriate unless MD Name 
is in dns or string format

Specifying a value for md-name-string is not 
allowed for a maintenance domain with md-name-
format type 'mac-int' or 'none'.

A mac-addr or integer value is not appropriate 
unless MD Name is in mac-int format

Specifying a value for md-name-mac-addr or md-
name-integer is not allowed for a maintenance 
domain with md-name-format type 'string', 'dns', or 
'none'.

Invalid to specify MD Name string, integer, or mac-
address for 'none' format

Specifying a value for md-name-string, md-name-
mac-addr, or md-name-integer is not allowed when 
setting md-name-format to type 'none'.

Invalid to specify MD Name integer or mac-
address for string format

Specifying a value for md-name-integer or md-
name-mac-addr is not allowed when setting md-
name-format to type 'string'.

Invalid to specify MD Name string for mac-int 
format

Specifying a value for md-name-string is not 
allowed when setting md-name-format to type 
'mac-int'.

Invalid to specify MD Name string with integer or 
mac-address values

An invalid combination of md-name-string, md-
name-mac-addr, and md-name-integer 
parameters was specified when configuring md-
name.

MA Name length is invalid for format Specified CFM service short ma-name value is not 
a valid length for its ma-name-format.

MA Name format is invalid Specified ma-name-format value is not a valid 
format type.

Specified MA Name is not valid for vid format Specified ma-name-vid value is not a valid vlan id 
(0 - 4095).

Specified MA Name is not valid for icc-based 
format

Specified short ma-name value is not valid for ma-
name-format type 'icc-based' because its length is 
greater than 13 bytes.
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A string value is required when changing MA Name 
to string format

A value for ma-name-string must be specified 
when CFM service ma-name-format is set to type 
'string'.

An integer value is required when changing Ma 
Name to integer format

A value for ma-name-integer must be specified 
when CFM service ma-name-format is set to type 
'integer'.

A vid value is required when changing MA Name to 
vid format

A value for ma-name-vid must be specified when 
CFM service ma-name-format is set to type 'vid'.

A vpn-oui and/or vpn-index value is required when 
changing MA Name to vpnid format

A value for either ma-name-vpn-oui or ma-name-
vpn-index (or both) must be specified when CFM 
service ma-name-format is set to type 'vpnid'.

A string value is required when changing MA Name 
to icc-based format

A value for ma-name-string must be specified 
when CFM service ma-name-format is set to type 
'icc-based'.

A string value is not appropriate unless MA Name 
is in string or icc-based format

Specifying a value for ma-name-string is not 
allowed when the ma-name-format of a CFM 
service is type 'integer', 'vid', or 'vpnid'.

An integer value is not appropriate unless MA 
Name is in integer format

Specifying a value for ma-name-integer is not 
allowed when the ma-name-format of a CFM 
service is type 'string', 'icc-based', 'vid', or 'vpnid'.

A vid value is not appropriate unless MA Name is 
in vid format

Specifying a value for ma-name-vid is not allowed 
when the ma-name-format of a CFM service is type 
'string', 'icc-based', 'integer', or 'vpnid'.

A vpn-oui or vpn-index value is not appropriate 
unless MA Name is in vpnid format

Specifying a value for ma-name-vpn-oui or ma-
name-vpn-index is not allowed when the ma-
name-format of a CFM service is type 'string', 'icc-
based', integer', or 'vid'.

Invalid to specify MA Name vid, integer, vpn-index 
or vpn-oui for string format

Specifying a value for ma-name-vid, ma-name-
integer, ma-name-vpn-oui, or ma-name-vpn-index 
is not allowed when setting the md-name-format of 
a CFM service to type 'string'.

Invalid to specify MA Name string, vpn-index or 
vpn-oui for vid format

Specifying a value for ma-name-string, ma-name-
vpn-oui, ma-name-vpn-index, or ma-name-integer 
is not allowed when setting the md-name-format of 
a CFM service to type 'vid'.

Invalid to specify MA Name string, vpn-index or 
vpn-oui for integer format

Specifying a value for ma-name-string, ma-name-
vpn-oui, ma-name-vpn-index, or ma-name-vid is 
not allowed when setting the md-name-format of a 
CFM service to type 'integer'.
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Invalid to specify MA Name string or integer for 
vpnid format

Specifying a value for ma-name-string, ma-name-
integer, or ma-name-vid is not allowed when 
setting the md-name-format of a CFM service to 
type 'vpnid'.

Invalid to specify MA Name vid, integer, vpn-index 
or vpn-oui for icc-basedformat

Specifying a value for ma-name-vid, ma-name-
integer, ma-name-vpn-oui, or ma-name-vpn-index 
is not allowed when setting the md-name-format of 
a CFM service to type 'icc-based'.

Invalid combination of MA Name value parameters An invalid combination of ma-name-string, ma-
name-vpn-oui, ma-name-vpn-index, or ma-name-
integer, and ma-name-vid parameters was 
specified when configuring the short ma-name of a 
CFM service.

VLAN does not exist CFM service or MIP create failed because 
specified VLAN does not exist. 

Virtual-switch does not exist CFM service or MIP create failed because 
specified virtual-switch does not exist. 

PBT Tunnel does not exist CFM service create failed because specified PBT 
tunnel does not exist. 

A port must be specified Virtual-switch MIP create failed because a port was 
not specified.

Accelerated services do not support Up Meps Up MEP create failed for accelerated CFM service 
because only down MEPs are supported.

Accelerated services do not support Up/Down Mep 
creation on EPL port

MEP create failed because MEPs on EPL virtual-
switch members are not supported for accelerated 
CFM services.

Accelerated services do not support 6/1min and 7/
10min intervals

Invalid ccm-interval for an accelerated CFM 
service. Intervals of 1 min. and 10 min. are only 
supported for non-accelerated services.

Disable the Accelerated service and then set this 
attribute

CFM service ccm-interval setting cannot be 
modified for an accelerated service that is 
administratively enabled.

Accelerated services do not support CCM Loss 
Number/CCM Loss History/CCM Loss Statistics

CFM service ccm-loss-number, ccm-loss-bucket, 
and ccm-loss-statistics settings cannot be 
configured when the service is accelerated.

Accelerated services do not support CCM-
Comment

CFM service ccm-comment setting cannot be 
configured when the service is accelerated.

Accelerated services do not support CCM-State MEP ccm-state setting cannot be configured when 
the associated CFM service is accelerated.
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Accelerated services do not support tag mode/tag 
vid/tag priority.

MEP tag-mode, tag-vid, and tag-priority settings 
cannot be configured when the associated CFM 
service is accelerated.

Accelerated services do not support RMEP hold-
state to be set

Remote MEP hold-state setting cannot be 
configured when the associated CFM service is 
accelerated.

Accelerated services do not support RMEP 
MacAddress to be set

Remote MEP mac setting cannot be configured 
when the associated CFM service is accelerated.

Service must be disabled before moving service 
from HW to SW / SW to HW

CFM service 'accelerated' setting cannot be 
modified while the service is administratively 
enabled.

Port is not capable for accelerated service MEP create for an accelerated CFM service failed 
because the specified port is not capable of 
supporting an accelerated MEP.

Synthetic-loss initator session not found Specified synthetic-loss session not found. A 
session is specified by CFM service, local MEP, 
remote MEP, and Test Id. 

Port is not capable of accelerated Y1731 test 
session,

Accelerated frame-loss or delay measurement test 
session create failed because the specified port 
does not support accelerated Y.1731 tests. 

Cfm Y1731 responder for this local and remote 
mep already exists

A frame-loss-responder or delay-responder 
already exists for the specified local and remote 
MEP pair, and only a single responder of each type 
per pair is supported.

Cfm Y1731 responder for this local and remote 
mep is not found

The frame-loss-responder or delay-responder for 
the specified local and remote MEP pair does not 
exist.

Cfm Y1731 test cannot be accelerated for Up Meps Accelerated frame-loss and delay test sessions are 
not supported for specified up MEP. 

Test session not found Specified Y.1731 test session does not exist. 

Cfm Y1731 LMM priority should be same as the 
data-priority

If a data-priority is specified for an accelerated 
frame-loss session, it must equal the session 
priority setting, unless data-priority is 'all'.

Mandatory items missing : To identify local mep 
port/[vlan] or local-mepid must be specified. To 
identify a remote mep mepid or mac must be 
specified

Incomplete delay session, frame-loss session, 
delay-responder, or frame-loss responder 
specification. Required local MEP and remote 
MEP parameters omitted.
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Mandatory items missing : To identify a remote 
mep mepid or mac must be specified

Incomplete delay session, frame-loss session, 
delay-responder, or frame-loss responder 
specification. Required remote MEP parameters 
omitted.

Mandatory items missing : To identify local mep 
port/[vlan] or local-mepid must be specified

Incomplete delay session, frame-loss session, 
delay-responder, or frame-loss responder 
specification. Required local MEP parameters 
omitted.

To accelerate the session, current session in 
software should be deleted.

Frame-loss or delay test session create failed 
because a prior session for the same local MEP 
was accelerated. The prior session must be 
deleted before a non-accelerated session can be 
created.

To run the session, current session in hardware 
should be deleted

Accelerated frame-loss or delay test session 
create failed because a prior session for the same 
local MEP was not accelerated. The prior session 
must be deleted before an accelerated session can 
be created.

Accelerated Y1731 tests do not support 6/1min 
and 7/10min intervals

Accelerated frame-loss or delay measurement test 
session create failed because the specified lmm-
interval or dmm-interval is only supported for non-
accelerated sessions. 

Accelerated Y1731 tests do not support this 
message count

Accelerated frame-loss or delay measurement test 
session create failed because the specified count 
value is only supported for non-accelerated 
sessions. The maximum count value for 
accelerated sessions is typically 32766.

Continuity Check Messages(CCMs) will not be 
hardware assisted for the configured CFM 
EtherType

Warning that setting the global CFM ethertype to a 
non-default value does not apply to CCMs in 
accelerated CFM services, which will be 
transmitted with the default ethertype value 
(0x8902). 

Delay measurements and Continuity Check 
Messages(CCMs) will not be hardware assisted for 
the configured Y1731 EtherType

Warning that setting the global Y1731 ethertype to 
a non-default value does not apply to CCMs, 
DMMs, and DMRs in accelerated CFM services, 
which will be transmitted with the default Y.1731 
ethertype value (0x8902).

Error string Details
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



CLI error codes   11-17
EOAM error codes
Table 11-4 provides the error codes for the “eoam” menu commands.

Table 11-4
Error codes for eoam.

Dot1ad Strict mode of 'off' will not be applicable for 
accelerated CFM services

Warning that setting the global CFM dot1ad-strict 
setting to "off" does not impact accelerated CFM 
services, which continue to operate as if dot1ad-
strict is "on". 

Up Meps are not automatically created for 
accelerated services on a vs

Warning that the global CFM vs-automatic-meps 
setting is ignored for accelerated CFM services. Up 
meps are never automatically created for an 
accelerated service.

SenderId-tlv-type will not be applicable for 
accelerated services,

Warning that configuring the CFM service sender-
id-type setting has no impact for accelerated 
services. 

Error Code Error String Details

1 ERROR: Invalid Port If the port provided in the CLI is an invalid port ID or not a 
physical port, this error will be flagged.

2 ERROR:  EOAM enabled on 
max supported ports

This error is flagged when trying to enable EOAM 
administratively on an invalid port.

3 ERROR: Port is in Loopback 
Tx mode

This error is flagged when one of the following actions is 
attempted:

-Global disable of EOAM when one of the EOAM enabled 
ports is in LB-TX mode.

-Disable EOAM on a port which is in LB-TX mode.

-Set EOAM mode to "Passive" on a port which is in LB-TX 
mode.

-Enable or disable loopback ignore on a port which is in LB-
TX mode.

4 ERROR: Port is in Loopback 
Rx mode

This error is flagged when one of the following actions is 
attempted:

-Enable/disable of loopback when the port is in Remote 
loopback mode.

5 ERROR: Port is in Loopback 
passive mode

This error is flagged when one of the following actions is 
attempted:

-Enable loopback when the port is in Passive mode.
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Interface error codes
Table 11-5 provides the error codes for the “interface” menu commands.

6 ERROR: No remote OAM 
discovery detected

This error is flagged when one of the following actions is 
attempted:

-Enable loopback on the port on which discovery is not yet 
completed.

8 ERROR: OAM is disabled on 
the port

This error is flagged when one of the following actions is 
attempted:

-Enable loopback on a port on which EOAM is disabled.

9 ERROR: OAM discovery 
error

This error is flagged when the remote DTE is unsatisfied 
and discovery cannot complete. 

10 ERROR: Loopback peer 
disabled

This error is flagged when the loopback peer is disabled.

11 ERROR: Loopback 
command is invalid

This error is flagged when the loopback command issued 
from CLI is Invalid.

12 ERROR: OAM state mode is 
invalid

Error is flagged when OAM mode is being set to an invalid 
state.

Valid modes are Active and Passive.

14 ERROR: Signal timeout 
occurred

This error is flagged when a Signal which needs to be sent 
to OAM Manager times out. 

This is an internal OAM error. Nothing to do with the 
configuration.

16 ERROR: Value out of range Error is flagged when the value provided in the 
configuration is invalid or a bad value.

17 ERROR: OAM Remote does 
not support Loopback

This error is flagged when the peer does not support 
Loopback.

18 ERROR: Software license 
not installed for this feature

This error is flagged when the software license has not 
been installed for EOAM.

20 ERROR: OAM is globally 
disabled

This error is flagged when trying to enable remote loopback 
when OAM is globally disabled.
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Table 11-5
Error codes for interface 

Error Code Error String Details

GsStatus_Ok Ok Command is successful.

GsStatus_MemAllocError Unable to store entry - table full. Same as error string.

InterfaceStatus_Failure Failure Same as error string.

InterfaceStatus_GatewayInvalid Gateway Invalid Same as error string.

InterfaceStatus_IfNameInvalid Interface Name Invalid Same as error string.

InterfaceStatus_IfNameReserved Interface name is reserved and 
cannot be used

Same as error string.

InterfaceStatus_SockErr Socket Error IP Stack reports a socket 
error.

InterfaceStatus_InvalidArgs Invalid Args Invalid command arguments

InterfaceStatus_NoVlan Vlan does not exist Specified VLAN is not 
created.

InterfaceStatus_EntryExist Entry Exists A matching entry already 
exists.

InterfaceStatus_NoMac No free mac available No other MAC address can 
be used in this device.

InterfaceStatus_MacNotLocal Not local device mac The MAC address specified 
is not within the range 
allowed for this device.

InterfaceStatus_NotValidMac Invalid Mac MAC Address is invalid.

InterfaceStatus_NoUnit Table Full Table is full.

InterfaceStatus_NoIndex Max Interface limit reached 
already

No other Interface can be 
created.

InterfaceStatus_NoCam Error adding entry in cam Error adding entry in CAM

InterfaceStatus_BadType Bad Type Interface type is not valid

InterfaceStatus_CsmInUse Csm in use Switch internals are busy

InterfaceStatus_InvalidVlan An IP interface is not permitted to 
use the specified VLAN

VLAN specified is not valid to 
use on this interface

InterfaceStatus_InetError Inet Error IP Stack report an error.

InterfaceStatus_TxError Interface Tx task create Error         Creation of the Tx task fails. 
Please reboot.
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InterfaceStatus_UnitNumAddError Unit number add error Not used

InterfaceStatus_IfIndexSetError if index set error Use of interface index 
conflicts with one that is 
already in use.

InterfaceStatus_NotSupported Not supported Operation is not supported 
on this device.

InterfaceStatus_ArgNotUnique Arguments not unique Parameters used are not 
unique.

InterfaceStatus_FeatureDisabled FeatureDisabled Feature is unavailable.

InterfaceStatus_InvalidIp Invalid IP IP address specified is 
invalid.

InterfaceStatus_OspfEnabled Cannot delete interface ospf 
enabled

Cannot delete interface ospf 
enabled.

InterfaceStatus_RsvpEnabled Cannot delete interface rsvp 
enabled

Cannot delete interface rsvp 
enabled.

InterfaceStatus_LdpEnabled Cannot Delete interface ldp 
enabled

Cannot Delete interface ldp 
enabled.

InterfaceStatus_LoopbackExist Loopback interface already 
exists, only one loopback 
interface is allowed

Loopback interface already 
exists, only one loopback 
interface is allowed.

InterfaceStatus_NoIntfOnMgmt Cannot create interface on 
Management vlan or on Default 
vlan (1)

Cannot create the interface 
on Management VLAN or on 
the Default VLAN (1).

InterfaceStatus_TableFull Table is Full No more routes can 
be added

Route table is full. No more 
user routes can be inserted.

InterfaceStatus_UnkDest Unknown destination Destination IP is not valid.

InterfaceStatus_UnkGateway Unknown gateway Gateway IP is not valid.

InterfaceStatus_DestMaskErr mask does not match destination Subnet mask is not 
consistent with the 
destination IP address.

InterfaceStatus_UnkMask unknown mask Subnet mask is invalid.

InterfaceStatus_WrongGateway invalid gateway Gateway IP is not valid

InterfaceStatus_NoEntry No entry exist Operation is not permitted as 
no entry exists.

InterfaceStatus_InvalidSubnet Invalid subnet mask Subnet Mask is invalid.
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InterfaceStatus_GatewayInterfaceIP
Match

gateway is the same as interface 
IP address

Gateway is the same as 
interface IP address.

InterfaceStatus_OverlappingInterface local and remote interfaces user 
ip and subnet are overlapping

Local and remote interfaces 
user IP and subnet mask are 
overlapping.

InterfaceStatus_GatewayWarning gateway is not reachable with 
current operational settings

Gateway is not reachable 
with current operational 
settings.

InterfaceStatus_ProtocolInUse Some protocols are running on 
this IP interface. Unconfig all 
running protocols on this 
interface first

Some protocols are running 
on this IP interface. Remove 
configuration of all running 
protocols on this interface 
first.

InterfaceStatus_NoMemory Not Enough Memory Not Enough Memory.

InterfaceStatus_DuplicateSubnet Duplicate Subnet Interfaces user IP and subnet 
mask are overlapping.

InterfaceStatus_NoUserIp User configured IP does not exist No user IP Address 
configured.

InterfaceStatus_NoUserGateway User configured gateway does 
not exist

No user Gateway Address 
configured.

InterfaceStatus_NoRoute Route does not exist Route does not exist 

InterfaceStatus_MaxIpError Max limit for IPv6 addresses 
reached

Max limit for IPv6 addresses 
reached.

InterfaceStatus_MaxGatewayError Max limit for IPv6 gateways 
reached

Max limit for IPv6 gateways 
reached.

InterfaceStatus_MissingIP IP Address is Missing IP Address is Missing.

InterfaceStatus_MissingSubnetMask Subnet Mask is Missing Subnet Mask is Missing.

InterfaceStatus_InvalidIpScope Invalid IPv6 address scope Invalid IPv6 address scope

InterfaceStatus_InterfaceNotAllowed Not allowed to add to an interface Not allowed to add to an 
interface.

InterfaceStatus_MissingInterface Missing interface Missing interface.

InterfaceStatus_InvalidInterface Invalid interface Invalid interface

InterfaceStatus_CantDisableLoopbac
k

Cannot disable loopback 
interface

Cannot disable loopback 
interface.
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NTP error codes
Table 11-6 provides the error codes for the “ntp” menu commands.

Table 11-6
Error codes for ntp 

InterfaceStatus_LinkLocalInterfaceN
eedsScope

Link-local address must be 
interface scoped

Link-local address must be 
interface scoped.

InterfaceStatus_InvalidMetric Invalid metric Invalid metric.

InterfaceStatus_LinkLocalAddressNo
tAllowed

Link-local address can not be 
used

Link-local address can not be 
used.

InterfaceStatus_NotCpuVsMember         Interface must be a VS Member 
Interface

Interface must be a VS 
Member Interface.

InterfaceStatus_VlanInUse VLAN is in use by a VS Member. 
Remove the corresponding VS 
Member IP Interface that uses 
this VLAN

VLAN is in use by a VS 
Member. Remove the 
corresponding VS Member 
IP Interface that uses this 
VLAN.

InterfaceStatus_UsedByCpuVsMemb
er

Interface used by a VS Member Interface used by a VS 
Member.

InterfaceStatus_InvalidMtu MTU value invalid. Verify the 
MTU configuration of related 
interfaces

MTU value invalid. Verify the 
MTU configuration of related 
interfaces.

Error String Details

Polling Frequency Invalid Same as error string.

Cannot set min/max-polling-interval along with polling-
interval

Same as error string.

Maximum servers exceeded Same as error string.

Server not found Same as error string.

Invalid mode Same as error string.

Duplicate server Same as error string.

Change not in affect until NTP is enabled Same as error string.

Invalid IP address or Hostname Same as error string.

Unable to resolve server host name Same as error string.

Unable to change DHCP config Same as error string.
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Port error codes
Table 11-7 provides the error codes for the “port” menu commands.

Table 11-7
Error codes for port 

Key Not Found Same as error string.

Invalid Key Same as error string.

Invalid Encoded Key - all chars must be 0-9,a-f,A-F Same as error string.

Max Keys Exceeded Same as error string.

Duplicate Key Same as error string.

File does not exist Same as error string.

Key is in use Same as error string.

Failed to disable NTP Same as error string.

Failed to enable NTP Same as error string.

Invalid Server IP Address Same as error string.

Failed to add server to NTPD Same as error string.

Invalid NTP multicast IP address Same as error string.

PTP must be disabled before NTP can be enabled Same as error string.

Maximum number of multicast addresses reached Same as error string.

Duplicate multicast address Same as error string.

File system error Same as error string.

Drift not yet calculated Same as error string.

Error Code Error String Details

CsStatus_InvalidPgid Invalid port group ID Same as error 
string.

CsStatus_OperNotSupportedOnAggrPort Operation not supported on 
aggregate port

Same as error 
string.

CsStatus_OperNotSupportedOnPhysPort Operation not supported on 
physical port

Same as error 
string.

CsStatus_CapabilityNotSupportedOnPort Capability not supported on this 
port

Same as error 
string.
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CsStatus_PortTypeNotSupported Port type is not supported Same as error 
string.

CsStatus_PortEntryExists Port entry exists Same as error 
string.

CsStatus_PortInOtherAggregation Port is member of other 
aggregation

Same as error 
string.

CsStatus_PortNotAggregated Port is not aggregated Same as error 
string.

CsStatus_PortIsAggregated Port is aggregated Same as error 
string.

CsStatus_AggrPgidAssignFailure Port group assignment failure for 
aggregate port

Same as error 
string.

CsStatus_AggrPortHasPhysMembers Aggregate port has members Same as error 
string.

CsStatus_AggrPortIsFull Aggregate port cannot add any 
more members

Same as error 
string.

CsStatus_AggrPortTypeMismatch Aggregate port type mismatch Same as error 
string.

CsStatus_AggrPortVplsTypeMismatch Aggregate port VPLS type 
mismatch

Same as error 
string.

CsStatus_AggrPortListIncoherency Aggregate port member list 
incoherency

Same as error 
string.

CsStatus_AggrMemberCountExceeded Aggregate port member count 
exceeded

Same as error 
string.

CsStatus_AggrPortPbtTypeMismatch Aggregate port PBT type 
mismatch

Same as error 
string.

CsStatus_PortInInvalidState Port in Invalid State The operational 
port state cannot 
be in unequipped 
or invalid state.

CsStatus_InvalidISpeedDuplex Invalid speed/duplex 
combination

Same as error 
string.

CsStatus_PortIsMemberOfOtherStateGroup Port is member of another port 
state group

Same as error 
string.

CsStatus_InvalidPortStateGrpIndex Invalid port state group index Same as error 
string.

Error Code Error String Details
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



CLI error codes   11-25
RMON error codes
Table 11-8 provides the error codes specific to the “rmon” menu commands.

Some “rmon” commands generate error codes common with those listed in 

• “SNMP error codes” on page 11-26

• “xFTP error codes” on page 11-40

CsStatus_InvalidPortStateGrpMembTyp Invalid port state group member 
type

Same as error 
string.

CsStatus_PortIsSrcMemberOfThisStateGroup Port is a source member of this 
port state group

Same as error 
string.

CsStatus_PortIsDstMemberOfThisStateGroup Port is a destination member of 
this port state group

Same as error 
string.

CsStatus_PhysPortIsDistributing Port is still distributing, will not be 
removed from aggregation

Same as error 
string.

CsStatus_InvalidDistributionCount Invalid distribution count for 
aggregation

Same as error 
string.

CsStatus_PortIsMep Port is being used for CFM, will 
not be removed from VLAN

Same as error 
string.

CsStatus_CfmServicesConfigured CFM Services are configured on 
this VS/VLAN/Tunnel pair

Same as error 
string.

CsStatus_PortIsUsedByLogicalRing Port is used by a logical ring Same as error 
string.

CsStatus_PortRxDisabledByAftAndPvid Port will not accept any traffic 
based on the acceptable-frame-
type and pvid

Same as error 
string.

CsStatus_PortAftTaggedOnly Port currently has acceptable-
frame-type set to tagged-only

Same as error 
string.

CsStatus_PortHasUntaggedVsOrVidSet Port currently has untagged-
data-vs and/or untagged-ctrl-vs 
and/or untagged-data-vid set

Same as error 
string.

CsStatus_OamServicesPortError Cannot enable port when 
chassis oam-services in use

Same as error 
string.

CsStatus_InvalidFrequency Invalid Frequency Same as error 
string.

Error Code Error String Details
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Table 11-8
Error codes for rmon 

SNMP error codes
Table 11-9 provides the error codes for the “snmp” menu commands.

Table 11-9
Error codes for snmp 

Error Details

Invalid info provided for this entry. Missing or invalid argument provided.

Invalid arguments for this entry Missing or invalid argument provided.

table full or adding object will reduce bucket count. 
Check usrHistory control Entry

Adding or setting this object will result in the 
number of history samples being reduced or the 
table is full.

Invalid OID Check that the OID currently exists and 
returns a numeric type,sagentStrError(status)

OID was invalid or returned a value that was not 
numeric.

syntax error Invalid Parameter in command

Error Details

Received Null Pointer SNMP received a NULL pointer

Invalid argument passed The argument provided was not valid

String passed was NULL SNMP received a NULL string

String passed was too big SNMP received a string that was too large to process

Process not found The SNMP process could not be found

Sagent Mgr not running The SNMP agent process or sub-process was not running

Unknown command The command provided was unknown or is not implemented

Internal Sagent error SNMP encountered an unexpected internal error

Community already exist An attempt to create a community with the same name as a 
previously created community was made

Community does not exist An attempt to use a community that was not created was made

Trap-server already exist An attempt to create a trap server with the same name as a 
previously created trap server was made

Trap-server does not exist An attempt to use a trap server that was not created was made

Ran out of memory SNMP ran out of random access memory or disk space

Table Full An SNMP table was full. For example, no space was left in the 
user table for the adding an user entry operation.
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Invalid IP address or Hostname The IP or host name entered was invalid

End of Table SNMP hit the end of a table (for example the users table)

Entry already exists An attempt to create an entry that already exists was made

Cannot delete last entry with read-
only or read write permission

Could not delete the last entry

No entry found The requested entry was not found

Invalid OID The OID was either invalid or unrecognized by the system. For 
example, when an OID is not supported for the current operation.

Authentication Protocol Invalid An invalid protocol was used for authentication

Privacy Protocol Invalid An invalid protocol was used for privacy

HostNames not supported Hostnames are not supported in this case

string has invalid characters Invalid characters were entered

Invalid subnet mask The subnet mask entered was invalid

User is not associated with the 
default local Snmp Engine Id

The user is not associated with the default local snmp engine ID

Sagent Transport domain is 
incorrectly configured

The transport domain configuration is invalid

Syntax error An unimplemented or unexpected attribute was used in an SNMP 
command

Invalid Auth Protocol and Priv 
Protocol combination

The auth protocol was set to none and the priv protocol was set to 
des.

Authentication secret key or 
password must be specified

The auth protocol was set to either md5 or sha but neither the 
auth-password nor auth-secret were provided

Priv secret key or password must be 
specified

The priv-protocol was set to des but neither the priv-password nor 
the auth-password were provided

Invalid Security Level for v1/v2c 
security model

The security model was set to either v1 or v2c and the security 
level was not set to noauth

Syntax Error missing mandatory 
(readView) parameter

The readView parameter was not provided

Invalid value The notify type was not set to "trap" or "inform"

Error Details
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TACACS error codes
Table 11-10 provides the error codes for the “tacacs” menu commands.

Table 11-10
Error codes for tacacs 

Use CIDR notation to set subnet 
mask for IPv6.

Use CIDR notation instead of dotted decimal

Use CIDR notation to set subnet 
mask.

Use CIDR notation instead of dotted decimal

Incomplete arguments When setting the community rights one or more of the following 
happened The priv was not set, the community string was not set, 
the ip address was not set

Error Details

Server not found The server specified in the command does not exist in the server 
list.

No response from server(s) None of the servers responded while attempting an 
Authorization, Authentication, or Accounting operation.

Server exists The server being added is already in the server list.

Server table is full Attempted to add a server when the server table already contains 
the maximum number of allowed entries.

Timeout waiting for response Server communications timed out while attempting Authorization, 
Authentication, or Accounting operation.

Invalid parameter value Parameter value is not allowed.

Admin Priv Level must be less than 
RW-Create Priv Level

Error setting privilege level due to the value of another priv level 
setting. Set them in a different order, or set multiple priv levels in 
a single command. 

RW-Create Priv Level must be less 
than DIAG Priv Level

Error setting priv level due to the value of another priv level 
setting. User may need to set them in a different order, or set 
multiple priv levels in a single command. 

User not authenticated User authentication or authorization request failed due to 
username/password mismatch or server

Command Authorization failed Permission denied for the user/command combination.

Invalid IP address or Hostname The specified server is not a valid IP address nor a valid 
hostname, such as too long or contains invalid characters.

Error Details
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Traffic profiling error codes
Table 11-11 describes the overlap error codes that can occur in advanced 
mode when provisioning multiple traffic profiles on the same port. For 
example, if VLANA is provisioned with the VLAN attribute value A, it will 
overlap with a traffic profile on the same port that has the same attribute value 
for A. 

Invalid priority value Invalid priority value. Server priority must be greater than or equal 
to 1 and less than or equal to the number of servers in the list.

TACACS secret key is less than 
minimum length

Attempt to set a key with a length less than the “keyminlen” 
setting.

Feature license not installed Security license is required to configure or use TACACS.

Table 11-11
Traffic profiling error codes

Overlap 
code

Classifier combination Cause of overlap

1 Untagged Profile with either IP or dscp classifier

2 VlanA Profile with VS + Vlan classifiers and the Vlan A is a member of 
the VS.

Profile with VS +Vlan + any COS (IP, dscp, dot1d) classifiers and 
the Vlan A is a member of the VS.

3 VlanA Profile with VS classifier and VlanA is a member of the VS.

Profile with VS + any COS (IP,dscp,dot1d) classifiers and VlanA 

is a member of the VS.

4 VlanA Profile with VlanA classifier.

Profile with VlanA + any COS (IP, dscp, dot1d) classifiers.

5 VlanA Profile with any COS (IP, dscp, dot1d) classifier.

6 VlanA + dot1dB Profile with VS + dot1dB classifiers and VlanA is a member of the 
VS and dot1d value matches.

7 VlanA + dot1dB Profile with VS + VlanA+dot1dB classifiers and VlanA is a 
member of the VS and the dot1d value matches.

Error Details
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8 VlanA + dot1dB Profile with VS classifier and VlanA is a member of the VS.

Profile with VS + IP or dscp classifiers and VlanA is a member of 
the VS.

Profile with VS + Vlan classifiers and VlanA is a member of the 
VS.

Profile with VS + Vlan +IP or dscp classifiers and VlanA is a 
member of the VS.

9 VlanA + dot1dB Profile with VlanA + dot1dB classifiers and dot1d value matches. 

10 VlanA + dot1dB Profile with VlanA classifier.

Profile with VlanA + IP or dscp classifiers.

11 VlanA + dot1dB Profile with IP or dscp classifiers.

12 VlanA + dot1dB Profile with dot1dB classifier and dot1d value matches.

13 VlanA + IPB Profile with VS + IPB classifiers and VlanA is a member of the VS 
and IP value matches.

14 VlanA + IPB Profile with VS + VlanA + IPB classifiers and VlanA is a member 
of the VS and the IP value matches.

15 VlanA + IPB Profile with VS classifier and VlanA is a member of the VS.

Profile with VS + dot1d or dscp classifiers and VlanA is a member 
of the VS.

Profile with VS + Vlan classifiers and VlanA is a member of the 
VS.

Profile with VS + Vlan + dot1d or dscp classifiers and VlanA is a 
member of the VS.

16 VlanA + IPB Profile with VlanA +IPB classifiers and IP value matches. 

17 VlanA + IPB Profile with VlanA classifier.

Profile with VlanA + dot1d or dscp classifiers.

18 VlanA + IPB Profile with dot1d or dscp classifiers.

19 VlanA + IPB Profile with IPB classifier and IP value matches.

20 VlanA + dscpB Profile with VS + dscpB classifiers and VlanA is a member of the 
VS and dscp value matches.

21 VlanA + dscpB Profile with VS + VlanA + dscpB classifiers and VlanA is a 
member of the VS and the dscp value matches.

Table 11-11
Traffic profiling error codes
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22 VlanA + dscpB Profile with VS classifier and VlanA is a member of the VS.

Profile with VS + IP or dot1d classifiers and VlanA is a member 
of the VS.

Profile with VS + Vlan classifiers and VlanA is a member of the 
VS.

Profile with VS + Vlan + IP or dot1d classifiers and VlanA is a 
member of the VS.

23 VlanA + dscpB Profile with VlanA +dscpB classifiers and dscp value matches. 

24 VlanA + dscpB Profile with VlanA classifier.

Profile with VlanA + IP or dot1d classifiers.

25 VlanA + dscpB Profile with IP or dot1d classifiers.

26 VlanA + dscpB Profile with dscpB classifier and dscp value matches.

27 dot1dA Profile with VS classifier.

Profile with VS + IP or dscp classifiers.

Profile with VS + Vlan classifiers.

Profile with VS + Vlan + IP or dscp classifiers.

Profile with Vlan classifier.

Profile with Vlan + IP or dscp classifiers.

Profile with IP or dscp classifier.

28 dot1dA Profile with VS + dot1dA classifiers.

Profile with VS + Vlan +dot1dA classifiers.

Profile with Vlan +dot1dA classifiers.

Profile with dot1dA classifier.

Where the dot1d value matches.

29 IPA Profile with VS classifier.

Profile with VS + dot1d or dscp classifiers.

Profile with VS + Vlan classifiers.

Profile with VS + Vlan + dot1d or dscp classifiers.

Profile with Vlan classifier.

Profile with Vlan + dot1d or dscp classifiers.

Profile with dot1d or dscp classifier.

Table 11-11
Traffic profiling error codes
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30 IPA Profile with VS + IPA classifiers.

Profile with VS + Vlan +IPA classifiers.

Profile with Vlan +IPA classifiers.

Profile with IPA classifier.

Where the IP value matches.

31 dscpA Profile with VS classifier.

Profile with VS + IP or dot1d classifiers.

Profile with VS + Vlan classifiers.

Profile with VS + Vlan + IP or dot1d classifiers.

Profile with Vlan classifier.

Profile with Vlan + IP or dot1d classifiers.

Profile with IP or dot1d classifier.

32 dscpA Profile with VS + dscpA classifiers.

Profile with VS + Vlan +dscpA classifiers.

Profile with Vlan +dscpA classifiers.

Profile with dscpA classifier.

Where the dscp value matches.

33 VSA Profile with VSA classifier.

Profile with VSA + any COS(dot1d,IP,dscp) classifiers.

Profile with VSA +Vlan classifiers.

Profile with VSA + Vlan + any COS(dot1d,IP,dscp) classifiers.

34 VSA Profile with Vlan classifier and Vlan is a member of VSA.

Profile with Vlan + any COS(dot1d, IP, dscp) classifiers and Vlan 
is a member of VSA.

35 VSA Profile with any COS(dot1d,IP,dscp) classifier.

36 VSA + dot1dB Profile with VSA + dot1dB classifiers and dot1d value matches.

Profile with VSA +Vlan + dot1dB classifiers and dot1d value 
matches.

37 VSA + dot1dB Profile with VSA classifier.

Profile with VSA +IP or dscp classifiers.

Profile with VSA +Vlan classifiers.

Profile with VSA + Vlan + IP or dscp classifiers.

38 VSA + dot1dB Profile with Vlan +dot1dB classifiers and Vlan is a member of 
VSA.

Table 11-11
Traffic profiling error codes
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39 VSA + dot1dB Profile with Vlan and Vlan is a member of VSA .

Profile with Vlan + IP or dscp classifiers and Vlan is a member of 
VSA .

40 VSA + dot1dB Profile with dot1dB classifier.

41 VSA + dot1dB Profile with IP or dscp classifier.

42 VSA + IPB Profile with VSA + IPB classifiers and IP value matches.

Profile with VSA + Vlan + IPB classifiers and IP value matches.

43 VSA + IPB Profile with VSA classifier.

Profile with VSA + dot1d or dscp classifiers.

Profile with VSA + Vlan classifiers.

Profile with VSA + Vlan + dot1d or dscp classifiers.

44 VSA + IPB Profile with Vlan + IPB classifiers and Vlan is a member of VSA.

45 VSA + IPB Profile with Vlan and Vlan is a member of VSA.

Profile with Vlan + dot1d or dscp classifiers and Vlan is a member 
of VSA.

46 VSA + IPB Profile with IPB classifier.

47 VSA + IPB Profile with dot1d or dscp classifier.

48 VSA + dscpB Profile with VSA + dscpB classifiers and dscp value matches.

Profile with VSA +Vlan + dscpB classifiers and dscp value 
matches.

49 VSA + dscpB Profile with VSA classifier.

Profile with VSA +IP or dot1d classifiers.

Profile with VSA +Vlan classifiers.

Profile with VSA + Vlan + IP or dot1d classifiers.

50 VSA + dscpB Profile with Vlan +dscpB classifiers and Vlan is a member of VSA.

51 VSA + dscpB Profile with Vlan and Vlan is a member of VSA.

Profile with Vlan + IP or dot1d classifiers and Vlan is a member 
of VSA.

52 VSA + dscpB Profile with dscpB classifier.

53 VSA + dscpB Profile with IP or dot1d classifier.

54 VSA + VlanB Profile with VSA classifier.

Profile with VSA + any COS(dot1d, IP, dscp) classifiers.

Table 11-11
Traffic profiling error codes
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55 VSA + VlanB Profile with VSA + VlanB classifiers.

Profile with VSA + VlanB +any COS(dot1d,IP,dscp) classifiers.

56 VSA + VlanB Profile with VlanB classifier and VlanB is a member of VSA.

Profile with VlanB + any COS (dot1d,IP,dscp) classifiers and 
VlanB is a member of VSA.

57 VSA + VlanB Profile with any COS(dot1d, IP, dscp).

58 VSA + VlanB + dot1dC Profile with VSA + dot1dC classifiers and dot1d value matches.

59 VSA + VlanB + dot1dC Profile with VSA classifier.

Profile with VSA +IP or dscp classifiers.

60 VSA + VlanB + dot1dC Profile with VSA + VlanB + dot1dC classifiers and dot1d value 
matches.

61 VSA + VlanB + dot1dC Profile with VSA + VlanB classifiers.

Profile with VSA + VlanB + IP or dscp classifiers.

62 VSA + VlanB + dot1dC Profile with VlanB +dot1dC classifiers and VlanB is a member of 
VSA and dot1d value matches.

63 VSA + VlanB + dot1dC Profile with VlanB classifier and VlanB is a member of VSA.

Profile with VlanB + IP or dscp classifiers and VlanB is a member 
of VSA.

64 VSA + VlanB + dot1dC Profile with IP or dscp classifier.

65 VSA + VlanB + dot1dC Profile with dot1dC and dot1d value matches.

66 VSA + VlanB + IPC Profile with VSA +IPC classifiers and IP value matches.

67 VSA + VlanB + IPC Profile with VSA classifier.

Profile with VSA +dot1d or dscp classifiers.

68 VSA + VlanB + IPC Profile with VSA + VlanB + IPC classifiers and IP value matches.

69 VSA + VlanB + IPC Profile with VSA + VlanB classifiers.

Profile with VSA + VlanB + dot1d or dscp classifiers.

70 VSA + VlanB + IPC Profile with VlanB +IPC classifiers and VlanB is a member of VSA 
and IP value matches.

71 VSA + VlanB + IPC Profile with VlanB classifier and VlanB is a member of VSA.

Profile with VlanB + dot1d or dscp classifiers and VlanB is a 
member of VSA.

72 VSA + VlanB + IPC Profile with dot1d or dscp classifier.

Table 11-11
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Example
The following is an example of configuring an overlap condition, and the 
resulting error message:

> traffic-profiling set port 1 mode advanced
> traffic-profiling standard-profile create port 1 profile 1 name t1 cir 1024 
pir 1024 cbs 32 ebs 0 dot1dpri 1
> traffic-profiling standard-profile create port 1 profile 2 name t2 cir 1024 
pir 2048 cbs 32 ebs 0 dot1dpri 1

ERROR: Creating standard-profile 2 overlaps profile 1 on port 1 -- classifier 
overlaps existing profile overlap_code #28

TWAMP error codes
Table 11-12 provides the error codes for the “twamp” menu commands.

73 VSA + VlanB + IPC Profile with IPC and IP value matches.

74 VSA + VlanB + dscpC Profile with VSA + dscpC classifiers and dscp value matches.

75 VSA + VlanB + dscpC Profile with VSA classifier.

Profile with VSA +IP or dot1d classifiers.

76 VSA + VlanB + dscpC Profile with VSA + VlanB + dscpC classifiers and dscp value 
matches.

77 VSA + VlanB + dscpC Profile with VSA + VlanB classifiers.

Profile with VSA + VlanB + IP or dot1d classifiers.

78 VSA + VlanB + dscpC Profile with VlanB +dscpC classifiers and VlanB is a member of 
VSA and dscp value matches.

79 VSA + VlanB + dscpC Profile with VlanB classifier and VlanB is a member of VSA.

Profile with VlanB + IP or dot1d classifiers and VlanB is a member 
of VSA.

80 VSA + VlanB + dscpC Profile with IP or dot1d classifier.

81 VSA + VlanB + dscpC Profile with dscpC and dscp value matches.

Table 11-11
Traffic profiling error codes
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Table 11-12
Error codes for twamp 

Error Code Error String Details

GsStatus_Ok Command completed Command is 
successful

GsStatus_HuntFailed Specified entry not 
found

Same as error string.

GsStatus_MemAllocError Unable to allocate 
resource

Same as error string.

GsStatus_OperNotSupported Operation not 
supported

Same as error string.

GsStatus_FeatureDisabled Feature is currently 
disabled

Same as error string.

GsStatus_Failure Unable to complete 
request

Same as error string.

GsStatus_Error Unable to complete 
request

Same as error string.

TwampStatus_NoLicense Software license not 
installed for this 
feature

Benchmark is not 
accessible without a 
valid licence.

TwampStatus_SessionExists Session with given 
name already exists

The TWAMP Session 
Name is already in use 
in this system.

TwampStatus_SessionInProg Cannot change hw 
assist mode while 
sessions in progress

A session is already in 
progress. No changes 
are permitted.

TwampStatus_SessionToSelf Cannot initiate session 
host address is on 
local device

Use of a host address 
on the local device is 
not permitted.

TwampStatus_NotOnRemIf Cannot initiate session 
host not on same 
subnet as rem-if

Use of a host address 
in a different subnet 
than the remote 
interface is not 
permitted.

TwampStatus_NameCollision Session with this 
name already exists

A session name must 
be unique in this 
system.
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VLAN error codes
Table 11-13 provides the error codes for the “vlan” menu commands.

Table 11-13
Error codes for vlan 

TwampStatus_IPv6NotSupported IPv6 addresses are 
not supported

Use of IPv6 
Addresses is not 
permitted.

TwampStatus_SrvSessionDenyEntryExists Server session deny 
entry with specified IP 
address exists

IP Address is already 
used as a Session 
Deny Entry.

TwampStatus_SrvSessionDenyEntryNotFound Server session deny 
entry with given IP 
address not found

Session Deny Entry 
matching IP address 
could not be found.

TwampStatus_SrvSessionDenyTableFull Maximum number of 
session deny entries 
reached

Server Session Deny 
table is full.

TwampStatus_SrvSessionDenyEntryAggPortMember Session deny not 
allowed on aggregate 
port or aggregate port 
member

Session Deny can not 
be configured using 
aggregate ports or 
aggregate port 
members. 

TwampStatus_NotUnicastIP Operation not allowed, 
generator must be 
disabled

Operation is not 
permitted while the 
generator is enabled

Error code Error String

CsStatus_CannotRemovePortFromDefaultSnid Cannot remove port from default VLAN

CsStatus_CannotUseDefaultName Cannot use default name

CsStatus_CannotUseMgmtName Cannot use management name

CsStatus_CannotUseReservedName Cannot use reserved-character name

CsStatus_CfmServicesConfigured CFM Services are configured on this VS/VLAN/
Tunnel pair

CsStatus_EgressVlanTranslateTagConflict Cannot add translate or VS member -- port+vlan 
pair used in egress table.

CsStatus_EntryFound Entry found in table

CsStatus_EntryFoundWithNameMismatch Entry found in table with name mismatch

Error Code Error String Details
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CsStatus_EntryNotFound Entry not found in table

CsStatus_EprCompleteRestriction Cannot create a complete EPR restriction

CsStatus_Failure Generic failure

CsStatus_InvalidAttr Invalid attribute type

CsStatus_InvalidAttrOnPlatform Invalid attribute type for this switch

CsStatus_InvalidAttrSize Invalid attribute data-size

CsStatus_InvalidAttrValue Invalid attribute data-value

CsStatus_InvalidAttrOnVsTypeMpls Invalid attribute on VS type of VPLS/VPWS

CsStatus_InvalidAttrOnVsTypeDefault Invalid attribute on VS type of default

CsStatus_InvalidAttrValue Invalid attribute data-value

CsStatus_InvalidEprGrp Invalid EPR group

CsStatus_InvalidName Invalid name value

CsStatus_InvalidNullParameter Invalid NULL parameter

CsStatus_InvalidPgid Invalid port group ID

CsStatus_InvalidSnid Invalid VLAN ID

CsStatus_InvalidSsid Invalid VLAN tag ID

CsStatus_InvalidUseCount Invalid use count for object

CsStatus_NameInUse Name is in use by other entry

CsStatus_NoLicense Software license not installed for this feature

CsStatus_NoLrnFailSACConfigured Cannot disable learning for this network, SAC is 
configured

CsStatus_NoMoreResources No more resources available

CsStatus_OperNotSupported Operation not supported on this switch

CsStatus_OperNotSupportedOnBackup Operation not supported on the backup

CsStatus_OperNotSupportedOnAggrPort Operation not supported on aggregate port

CsStatus_OperNotSupportedOnPhysPort Operation not supported on physical port

CsStatus_ParamNotValid Invalid parameter

CsStatus_PfgNotSupportedOnVlan PFG is not supported on selected VLAN

Error code Error String
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CsStatus_PfgRapsConflictWarning PFG forwarding restrictions may cause service 
disruption on virtual-ring protected VLAN(s)

CsStatus_PortCannotBeUntaggedPvidSsid Port cannot be untagged pvid or egress-untag-
vlan

CsStatus_PortIsInVirtualSwitchMode Port is member of one or more virtual switches -- 
cannot add to external VLAN

CsStatus_PortIsSubFacing Port is subscriber facing

CsStatus_PortRxDisabledByAftAndPvid Port will not accept any traffic based on the 
acceptable-frame-type and pvid

CsStatus_PortSsidIsMemberOfOtherSnet Port VLAN tag member belongs to other VLAN

CsStatus_ProfileNameLengthNotValid Profile name length is invalid

CsStatus_SnetDefaultSnidSsidMustMatch Default VLAN tag(1) can only belong to default 
VLAN ID(1)

CsStatus_SnetHasDependentVcircuit VLAN is in use by a virtual-circuit

CsStatus_SnetHasPortMembers VLAN contains port members

CsStatus_SnetIsDefault Feature cannot be enabled on default VLAN

CsStatus_SnetIsDhcpRelayAgent VLAN is DHCP relay agent enabled

CsStatus_SnetIsEpr Feature cannot be enabled on EPR enabled 
VLAN

CsStatus_SnetIsMcast Feature cannot be enabled on multicast enabled 
VLAN

CsStatus_SnetIsOtherMgmt Feature cannot be enabled on L3 interface 
enabled VLAN

CsStatus_SnetIsRemoteMgmt Feature cannot be enabled on remote-
management VLAN

CsStatus_SnetIsVcircuit Feature cannot be enabled on virtual circuit 
provider VLAN

CsStatus_SnetIsVswitchReserved VLAN is reserved for virtual-switch/B-VID

CsStatus_SnetMembIsPartOfVswitch VLAN member is in use by virtual switch

CsStatus_SnetMembProtectedByVirtualRing VLAN member is currently protected by a virtual 
ring

CsStatus_SnetMembSsidMustMatchSnid Invalid combination of VLAN ID and VLAN tag

CsStatus_SnetMustBeInterfaceEnabled VLAN must have IP interface enabled

Error code Error String
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xFTP error codes
Table 11-14 provides the generic error codes for the “xftp” attributes included 
on various menu commands, including the “rmon” commands.

Table 11-14
Error codes for xftp 

CsStatus_SnetPortCannotHaveMultiSsids VLAN port member cannot have multiple VLAN 
tag memberships

CsStatus_SnetStatisticsNotEnabled Statistics are not enabled for this VLAN

CsStatus_SnetSupportsOnlyOneVtag VLAN must contain ports with same VLAN tag

CsStatus_TableInitializeFailure Table initialization failure

CsStatus_TprofCirOversubscribedWarning Port CIR oversubscribed

CsStatus_TprofClassifiers Classifiers not allowed on default profile

CsStatus_TprofMeterPoolsNotSupported Meter Pools are not supported on this switch

CsStatus_VlanHasTranslationEntryReference Operation not possible, VLAN is referenced by 
one or more VLAN translate entries

CsStatus_VlanInUseByIpInterface VLAN is in use by IP interface

CsStatus_VlanIsVirtualRingVid VLAN is used as a virtual ring VID

CsStatus_VlanOperationNotSupportedOnRapsVid Operation is not supported on a virtual ring R-APS 
VID

Error Details

Success Same as error string.

Entry found Same as error string.

Bad Value Same as error string.

Entry not found Same as error string.

Bad parameter Same as error string.

The configuration could not be set Same as error string.

Only one server can be selected Same as error string.

A server must be selected Same as error string.

User name and password cannot be entered for 
default servers

Same as error string.

Error code Error String
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The default server has not been configured Same as error string.

User name and password cannot be used for tftp 
servers

Same as error string.

Enter password or secret values, but not both Same as error string.

Couldn't set up the file transfer as requested Same as error string.

The input file could not be opened Same as error string.

Unsupported protocol Same as error string.

Unable to resolve IP host Same as error string.

Couldn't connect to remote system Same as error string.

Remote access denied Same as error string.

Read error Same as error string.

Transfer timed out Same as error string.

File exists Same as error string.

Remote file not found Same as error string.

Tftp file not found Same as error string.

Tftp unreachable server or problem writing file on 
server

Same as error string.

SSL error encountered Same as error string.

Receive error encountered Same as error string.

Tftp permission error Same as error string.

Remote disk is full Same as error string.

Illegal tftp operation Same as error string.

File size exceeded Same as error string.

Ftp port failed Same as error string.

File transfer failed Same as error string.

The host name is invalid Same as error string.

The host name can't be resolved to an IP address Same as error string.

IPv6 host names are not supported Same as error string.

TFTP no Access Same as error string.

Error Details
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



11-42   CLI error codes
TFTP no space on device Same as error string.

Bad tftp operation Invalid tftp operation

bad tftp id Same as error string.

TFTP no user Same as error string.

Unknown error Same as error string.

Error Details
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Monitoring data traffic with packet 
capture 12-

Use the packet capture feature to debug packet loss problems.

Overview
Packet capture is the ability to capture the data traffic for monitoring. When 
packet capture is enabled on an interface, samples of packets flowing in the 
direction specified in the packet capture configuration (ingress, egress, or 
both) are captured and stored on the device. The user can analyze them 
locally or save and export them for offline analysis with a tool (such as 
Wireshark or TCPDUMP) to diagnose and solve network problems. The 
packet capture feature captures samples of the traffic either through port-
based or flow-based traffic filtering. Through configuration, the user can also 
control the traffic sample rate to be captured at the device level.

Note:  This feature (both configuration and access to capture files) is 
limited to super-users only. All running captured packets are stored in 
unformatted (raw) capture files in a RAM partition (/mnt/tmp/pktCapture) 
and hence, non-persistent after reboot. The user must convert a raw 
capture file to text or PCAP format to analyze it further. The text or PCAP 
format file is stored in flash (/mnt/log/pktCapture) and hence, persistent 
after reboot.

Capturing packets for analysis includes these steps:

1 Enable packet capture.

2 Captured packets are stored in raw capture files on the device.

3 Convert the raw capture files to text or PCAP format based on the user 
requirements.

4 Analyze the text or PCAP file either locally on the device or export it to a 
remote machine and analyze it with a software analyzer (such as Wireshark 
or TCPDUMP).
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



12-2   Monitoring data traffic with packet capture
Port-based capture
Port-based capture can be enabled on physical/aggregation ports. It can be 
enabled on ingress, egress, or both traffic directions. 

Multiple ports may simultaneously capture ingress and egress traffic.

Flow-based capture
Flow-based capture is based on frame/packet data. Different L2/L3/L4 header 
parameters are the classification criteria and it is achieved using the Access 
Control List (ACL) feature with an added ACL augment action called “ingress-
capture”. Packets are captured at the device if all classification criteria match 
and then the user can convert the capture file into text or PCAP format to 
analyze it further.

Examples of classification parameters (or filter terms) are:

• Ethernet header fields

• MAC address mask

• IPv4 header fields

• IP subnet mask

• TCP/UDP port numbers

• Ranges of TCP/UDP port numbers

• IPv6 source and destination addresses with masks
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Feature interaction
This table describes how packet capture interacts with other SAOS 6.x 
features:

Feature configuration
This section describes how to configure the packet capture feature.

Packet capture can be done on both port and flow. Packet capture on a port/
flow includes creating a capture profile and then attaching it to port/flow. The 
following sections describe the configuration of the packet capture feature. 
Relevant CLI examples are provided in.

Configuration model 
The concept of a capture profile is introduced as part of implementing the 
packet capture feature. A capture profile is a named collection of all packet 
capture attributes that can be applied to a physical/aggregation port.

Table 12-1
Packet capture interaction with other SAOS 6.x features

SAOS 6.x feature Interaction

Network access 
control list (ACL)

Flow-based packet capture uses the ACL feature to filter the 
captured traffic. Flow-based packet capture consumes ACL 
resources and these are already defined in a resource list as 
the feature “access-list”.

All the existing limitations of the ACL feature are also 
applicable to flow-based packet capture.

Dynamic microflow 
detection

Port-/flow-based packet capture and dynamic microflow 
detection features are mutually exclusive to each other. 
Packet capture cannot be enabled on ports where the 
dynamic microflow detection feature is enabled. The rate at 
which traffic samples are captured is limited and shared by 
both features.

Benchmark/
RFC2544

Port-/flow-based capture can be applied to the benchmark 
port under test, however, they are not applied to traffic locally 
generated or reflected by the benchmark feature.

If a user enables the ingress packet capture on a UNI port, 
then packets for Benchmark/RFC2544 are not captured. To 
capture benchmark test traffic generated or reflected by the 
device, enable the egress packet capture on an NNI port. 

Port mirroring The legacy port mirroring feature in SAOS 6.x continues to co-
exist with the packet capture feature and the user is still 
allowed to configure both features simultaneously.
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The main concept of this model is the separation between capture profile 
creation and the application or attachment of this capture profile to a physical/
aggregation port.

There are separate capture profiles for ingress and egress direction capture.

Moreover, an ingress capture profile must be applied when enabling the 
capture on the ingress direction of a physical/aggregation port and an egress 
capture profile must be applied when enabling the capture on egress direction 
(supported only for port-based capture). 

The advantage of using this model is that it provides the flexibility of creating 
a single capture profile based on direction (ingress/egress) that can be 
applied on a number of physical/aggregation ports at the same time, therefore 
allowing the user to re-use the packet capture attributes in the capture profile. 
This is also true for applying an ingress capture profile on ingress and an 
egress capture profile on egress (supported only for port-based capture).

Maximum packet capture rate limit
The user can control the maximum packet capture rate (that is, the rate limit 
for the mirror CPU queue) dynamically at the device level. This allows the user 
to restrict the maximum rate for mirrored and/or sampled frames given to the 
host CPU.

This table lists the maximum allowed packet capture rate configuration at the 
device level for each SAOS 6.x switch:

Note:  Configuring a higher rate to capture packets might degrade the 
performance of the device. The rate used for captured frames is deducted 
dynamically from the maximum frame budget supported by the device.

For example:

> flow cpu-rate-limit set feature frame-sample 200

This CLI configuration sets the maximum rate to 200 for mirrored and/or 
sampled frames given to the host CPU. If packet capture is enabled (ingress 
and/or egress), the maximum capture rate is 200 PPS at the device level 

Table 12-2
Maximum capture rate global configuration

Switch Configurable maximum capture rate
(packets per second or PPS)

Default maximum 
capture rate (PPS)

3926, 3928, 3942, 5142, 5160 Range: 1 to 1000 PPS 100 PPS

3903, 3903x, 3904, 3905, 3906 Range: 1 to 500 PPS 100 PPS
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Monitoring data traffic with packet capture   12-5
(assuming the frame ingress and/or egress rate is more than 200 PPS). In this 
case, if the system CPU rate (maximum frame budget) of the device is X, then 
it is reduced dynamically by 200, that is, X - 200.

On 5142 and 5160 devices, the system CPU rate is 16000. If the packet 
capture rate is 200 PPS, then the maximum frame budget is reduced 
dynamically by 200, that is, 16000 - 200 = 15800. 

Capture profile creation
The first step to use packet capture feature is to create a capture profile and 
enable it. Each capture profile is uniquely identified in the CLI using the profile 
name. This profile name is used when enabling the packet capture on a 
physical/aggregation port.

Note:  The capture profile name is case-sensitive.

The creation of a capture profile requires File as mandatory parameter. The 
user can create a capture profile with the following parameters: 

• Filename to capture traffic

• Maximum file size

• Maximum number of files

• File overwrite option

• Total number of packets to capture 

• Packet length in bytes

• Capture duration

Note:  All newly created capture profiles are administratively enabled by 
default. 

There are separate capture profiles for ingress and egress capture. The user 
can create an ingress or egress capture profile with all the settings and later 
attach/apply this profile to port-/flow-based ingress or egress capture 
respectively. That is, an ingress capture profile can be attached to ingress 
captures only and an egress capture profile can be attached to egress 
captures only.

Filename to capture traffic 
Each capture profile must have a unique file. The user can either give only a 
filename or a filename with a relative path. This filename represents the 
formatted text capture file.

If no path is specified by user, then file will be created in /mnt/log/pktCapture 
directory. If a path is specified by user, then file will be created in /mnt/log/
pktCapture/<path>/ directory.
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Note:  The maximum number of allowed characters for the filename is 
128. The filename is case-sensitive.

There is flexibility to store all captures in a single file or in different files (per 
port basis).

All running captured packets are stored in an unformatted (raw) capture file in 
a RAM partition (/mnt/tmp/pktCapture). The user must convert it to a 
formatted text capture file using CLI.

Maximum file size 
The user can configure the maximum allowed size for the capture file in KB. 
This file size represents the maximum allowed size for the text capture file. 
The range is from 64 to 4096 KB. By default, file size is 1024 KB.

Maximum number of files 
This specifies the maximum number of capture files per capture profile. 

For example, if the user configured the filename as “testCapture.txt” and the 
maximum number of files is 2, then this is the behavior:

• Once the file named testCapture.txt reaches its maximum size, the file is 
renamed to testCapture.txt.1 and the new captures continue to store in the 
testCapture.txt file from the start.

• When testCapture.txt reaches its maximum size again, the file is renamed 
to testCapture.txt.1 and the new captures continue to store in the 
testCapture.txt file.

This process continues until the maximum number of files is exceeded. When 
that happens, the oldest file is overwritten (if the overwrite option is enabled). 
The file named testCapture.txt is always the latest file.

A maximum of two files per capture profile is allowed.

File overwrite
If enabled, the capture file’s content is overwritten once it is full. If disabled, 
nothing is written to the file once it is full.

By default, file overwrite is enabled.

Total number of packets to capture
This indicates the total number of packets to capture per capture profile. By 
default, it captures all the sampled frames received up to the configured 
maximum packet capture rate.

The minimum value is 1.
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Packet length in bytes
This represents the length in bytes of packets to be captured and stored on a 
device. The maximum configurable packet length is limited to the maximum 
frame size supported.

Its range is 0 to 1526 bytes. By default, its value is 64, that is, the first 64 bytes 
of a packet are captured. A packet length of 0 indicates that no packets are 
logged into the capture file.

Capture duration
This indicates the time duration in seconds for the capture. If not specified by 
the user, frames are captured and stored in a file always, if packet capture is 
enabled.

The range is from 10 to 1800 seconds in increments of 10.

Default values of capture profile parameters
This table lists the default values of capture profile parameters:

Store captured packets in files
Once a packet is captured, it is stored in a raw (unformatted) file at the location 
configured by the user through CLI. The user can convert the raw file to text 
and PCAP format to analyze it further.

The default location of raw capture files is the “/mnt/tmp/pktCapture” directory. 
However, memory utilization is monitored every time before writing any packet 
to the unformatted (raw) capture file. If the memory utilization of “/mnt/tmp/
pktCapture” is greater than 75%, then no more packets are logged into the 
unformatted (raw) capture file. Note that memory utilization monitoring is done 
at 5-second time intervals and hence, there might be a few packets logged into 
file even after memory utilization of “/mnt/tmp/pktCapture” exceeds 75%.

Table 12-3
Capture profile parameter defaults

Attribute name Default value

file-size 1024 KB

max-num-files 1

Overwrite Enabled

num-of-pkts 0 (capture all packets)

pkt-len 64 bytes

Duration 0 (capture all packets)
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The default location of text and PCAP capture files is the “/mnt/log/pktCapture” 
directory.

This table summarizes the packet capture file formats:

Note:  The capture file is accessible to a super-user only, that is, no other 
user can read or modify the capture file contents.

Raw capture file format
The packets are captured into a file in raw format. The location and name of 
the file are configurable. Each raw capture files has a “.raw” extension as its 
suffix.

For example, if the user has configured filename as “captureFile”, all the 
captured packets are logged into file “captureFile.raw” and the maximum 
allowed size for the raw capture file (that is, captureFile.raw) is tuned so that 
the text capture file achieves its configured file size. The default location of raw 
capture files is the “/mnt/tmp/pktCapture” directory.

This is a sample format of an ingress captured packet in a raw capture file:

SRCPORT= <PORT> DIR=INGRESS

Timestamp= YYYY-MM-DD sec= <seconds> usec= <microseconds> 
Length= <captureLength>

Packet data in ASCII format

This is a sample format of an egress captured packet in a raw capture file:

DIR=EGRESS

Timestamp= YYYY-MM-DD sec= <seconds> usec= <microseconds> 
Length= <captureLength>

Packet data in ASCII format

This is a sample format of a host-originated captured packet in a raw capture 
file:

SRCPORT=CPU DIR=HOST ORIGINATED

Table 12-4
Packet capture file formats

Packet capture file format Description

Raw Contains the unformatted packet data.

Text Contains the raw packet data converted to text 
format.

PCAP Contains the raw or text packet data converted to 
PCAP format.
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Timestamp= YYYY-MM-DD sec= <seconds> usec= <microseconds> 
Length= <captureLength>

Packet data in ASCII format

This is a sample raw capture file:

Figure 12-1
Sample packet capture raw file

Convert the raw capture file to text format
The user can convert raw files to text capture files using a CLI command. Text 
capture files are saved in the location “/mnt/log/pktCapture/<captureFile>”, 
where <captureFile> is the file configured by the user for the corresponding 
capture profile.

The following CLI allows a user to convert a raw capture file into 
corresponding text format:

> capture create raw-to-text capture1 remove-input-file yes

The corresponding text capture file (capture1) is generated in the location
“/mnt/log/pktCapture/capture1”. 

The “remove-input-file” parameter is optional. With this option, the user has 
the flexibility to remove or keep the raw capture file once conversion to text 
capture file is successful. Note that by default, the input raw file is removed 
after successful conversion.

Note:  Raw to text conversion is allowed only when packet capture is 
disabled globally on a device. The raw to text conversion CLI throws an 
error if packet capture is enabled globally on a device.
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However, the memory utilization is monitored each time before the text format 
capture file is created when the user executes the corresponding CLI. If the 
memory utilization of “/mnt/log” is greater than 75%, then formatting is not 
allowed and the CLI throws an error. 

Text capture file format
The user can convert raw files to text capture files using a CLI command. Text 
capture files are created in the location “/mnt/log/pktCapture/<captureFile>”, 
where <captureFile> is the file configured by the user for the corresponding 
capture profile.

This is a sample format of an ingress captured packet in a text capture file:

SRCPORT= <PORT> DIR=INGRESS

Timestamp= YYYY-MM-DD sec= <seconds> usec= <microseconds> 
Length= <captureLength>

Packet data in HEX format

This is a sample format of an egress captured packet in a text capture file:

DIR=EGRESS

Timestamp= YYYY-MM-DD sec= <seconds> usec= <microseconds> 
Length= <captureLength>

Packet data in HEX format

This is a sample format of a host-originated captured packet in a text capture 
file:

SRCPORT=CPU DIR=HOST ORIGINATED

Timestamp= YYYY-MM-DD sec= <seconds> usec= <microseconds> 
Length= <captureLength>

Packet data in HEX format

This is a sample text capture file:

Figure 12-2
Sample packet capture text file

SRCPORT=2 DIR=INGRESS
Timestamp= 1970-01-03 Sec= 200000 Usec= 200000 Length= 110
0000 FF FF FF FF FF FF SC CS D4 29 48 4D 08 00 45 60
0010 00 60 69 7B 00 00 80 11 78 84 0A 78 21 3F 0A 78
0020 21 FF 00 89 00 89 00 4C BE D8 BS ED 29 1'0 00 01
0030 00 00 00 00 00 01 20 41 42 41 43 46 50 46 50 45
0040 4E 46 44 45 43 46 43 45 50 46 48 46 44 45 46 46
0050 50 46 50 41 43 41 42 00 00 20 00 01 C0 0C 00 20
0060 00 01 00 04 93 E0 00 06 E0 00 0A 78 21 3F
SRCPORT=CPU DIR=IHOST ORIGINATED
Timestamp= 1970-01-03 Sec= 200000 Usec= 200000 Length= 110
0000 00 00 04 00 09 00 00 00 04 00 08 00 81 00 01 90
0010 00 01 02 03 04 05 06 07 08 09 0A 08 0C 0D 0E 0F
0020 10 111213 14 15 16 17 18 19 1A 18 1C 1D 1E lF
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0030 20 21 22 23 24 25 26 27 28 29 2A 28 2C 2D 2E 2F
0040 89 A8 67 85 EE EE EE EE EE EE EE EE EE EE EE EE
0050 EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE
0060 EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE
0070 EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE
DIR=EGRESS
Timestamp= 1970-01-03 Sec= 200000 Usec= 200112 Length= 110
0000 00 00 04 00 09 00 00 00 04 00 08 00 81 00 01 90
0010 00 01 02 03 04 05 06 07 08 09 0A 08 0C 0D 0E OF
0020 10 11 12 13 14 15 16 17 18 19 lA 18 1C 1D lE lF
0030 20 21 22 23 24 25 26 27 28 29 2A 28 2C 2D 2E 2F
0040 89 A8 67 85 EE EE EE EE EE EE EE EE EE EE EE EE
0050 EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE
0060 EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE
0070 EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE

Convert a capture file to PCAP format
The user can convert text and raw capture files to PCAP format using a CLI 
command. Each PCAP capture files has a “.pcap” extension as its suffix. 
PCAP files are saved in the location “/mnt/log/pktCapture/<captureFile>”, 
where <captureFile> is the file configured by the user for the corresponding 
capture profile.

The following CLI allows a user to convert a raw capture file (capture1) into 
corresponding PCAP format (capture1.pcap):

> capture create pcap-file capture1 input-file-type raw remove-
input-file yes

The following CLI allows a user to convert a text capture file (capture1) into 
corresponding PCAP format (capture1.pcap):

> capture create pcap-file capture1 input-file-type text 
remove-input-file yes  

The corresponding PCAP file (capture1.pcap) is generated in the same 
location, that is, “/mnt/log/pktCapture/capture1.pcap”. 

The “remove-input-file” parameter is optional. With this option, the user has 
the flexibility to remove or keep the input capture file once conversion to PCAP 
capture file is successful. Note that by default, the input capture file is removed 
after successful conversion.

Note:  PCAP conversion is allowed only when packet capture is disabled 
globally on a device. The PCAP conversion CLI throws an error if packet 
capture is enabled globally on a device.

However, the memory utilization is monitored each time before the PCAP 
format capture file is created when the user executes the corresponding CLI. 
If the memory utilization of “/mnt/log” is greater than 75%, then formatting is 
not allowed and the CLI throws an error. 
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Miscellaneous behavior when packet capture behavior is enabled on 
multiple ports

This section provides some examples of packet capture behavior when it is 
enabled on multiple ports.

Case 1—Packet capture is enabled on two ports, both at the same speed and 
ingress traffic rates:

In this case, an equal number of packets is captured from each port.

Case 2—Packet capture is enabled on two ports, both at the same speed but 
with different ingress traffic rates:

In this case, the number of packets is captured in a ratio of 3:2 from ports 1 
and 2, respectively.

Case 3—Packet capture is enabled on two ports, both at different speeds and 
ingress traffic rates.

In this case, the number of packets are captured in a ratio of 3:2 from ports 1 
and 2, respectively.

Table 12-5
Case 1 statistics

Port Port speed Ingress traffic rate (PPS) Maximum allowed capture 
rate (PPS)

1 1 GB 300 300

2 1 GB 300 300

Table 12-6
Case 2 statistics

Port Port speed Ingress traffic rate (PPS) Maximum allowed capture 
rate (PPS)

1 1 GB 300 300

2 1 GB 200 300

Table 12-7
Case 3 statistics

Port Port speed Ingress traffic rate (PPS) Maximum allowed capture 
rate (PPS)

1 1 GB 300 300

2 100 Mbps 200 300
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Based on these observations, it can be concluded that the number of captured 
packets is proportionate to the ingress traffic rate on each port.

Note:  There might be some deviation in the exact number of captured 
packets on heavily loaded systems.

Packet capture usage recommendations
This section contains details about recommendations to use packet capture 
for better debuggability:

• It is not recommended to enable packet capture on all ports of a device 
and use with multiple capture profiles.

• It is not recommended to capture traffic at the line rate. Since packet 
capture is rate limiting the traffic, captured packets are random.

• It is recommended to filter the required traffic and then capture. This way, 
the user can get only the required traffic and thus improve debuggability.

• It is recommended to delete unformatted (raw) capture files located in the 
RAM partition “/mnt/tmp” to avoid wastage of RAM memory.

• All running captures (raw capture files) are stored in RAM at the partition 
“/mnt/tmp” and it is limited in size. Assuming that the “/mnt/tmp” partition 
is empty, the maximum number of active capture profiles that can be 
achieved at a time are listed in this table:

Limitations
• The capture port must be a physical and/or aggregation port.

• Flow-based packet capture is supported on ingress traffic only. 

• Due to a software design limitation, the user is allowed to attach a single 
“ingress-capture” augment action profile for all rules in an ACL profile. For 
example, it throws an error if the user tries to attach a different “ingress-
capture” augment action profile to different rules in an ACL profile.

• Traffic on the TDM ports and ports having TDM SFPs cannot be captured.

• Packet capture is not supported on system reserved ports.

Table 12-8
Maximum active packet capture profiles

Switch Maximum available RAM
memory for packet capture
(approximately

Maximum number of 
active capture profiles
(approximately)

3926, 3928, 3942, 
5142, 5160

35 MB 10

3903, 3904, 3905 18 MB 5
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• Packet capture for hardware-accelerated services (such as TWAMP, PTP) 
that use internal or front-panel system reserved ports is not supported.

• Port-based capture and flow-based capture in the same traffic direction 
are mutually exclusive to each other. For example, if port-based ingress 
capture is enabled on a port, then flow-based ingress capture (using 
ACLs) cannot be enabled on the same port.

• Flow-based capture can be enabled only on a physical/aggregation port 
that is, an ACL profile with an “ingress-capture” action can be attached to 
physical/aggregation ports only (that is, cannot be attached on the VLAN/
VS/IP interface).

• Due to a hardware limitation, all egress direction capture (at the device 
level) is stored in a single file at the device level.

• Due to memory constraints on devices, the Packet Capture (PCAP file) 
display on a device cannot be supported using embedded Wireshark. 

• Only SNMP GET is supported for the packet capture feature. Support of 
SNMP SET is not provided for packet capture feature configuration.

• NETCONF configuration for the packet capture feature is not supported.

• Due to the hardware design, mirrored packets on MTP are not captured.

• SNMP support for the packet capture rate limit is not supported.

• At high traffic rates (more than the configured PPS rate limit on the 
device), packet capture is not deterministic.

• Packet burst at a rate higher than the configured packet capture rate on a 
device is not processed completely and a loss of packets is expected.

• Due to existing design limitations, a packet of a length greater than 9224 
bytes is not processed by the CPU and hence, is not captured.

• See “Host-originated packet capture limitations” on page 12-38. The same 
limitations are applicable for port-based egress capture of CPU-generated 
multicast traffic.

Procedures
Procedures and configuration examples for the packet capture feature 
include:

• “Creating a capture profile” on page 12-16

• “Modifying a capture profile” on page 12-21

• “Restoring a capture profile to its default values” on page 12-23

• “Deleting a capture profile” on page 12-25

• “Enabling or disabling the administrative state of packet capture” on page 
12-27

• “Displaying capture profiles” on page 12-28
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• “Configuring port-based packet capture” on page 12-31

• “Configuring flow-based packet capture” on page 12-34

• “Configuring host-originated packet capture” on page 12-38

• “Converting raw packet capture files to text format” on page 12-41

• “Converting raw and text packet capture files to PCAP format” on page 
12-42

• “Exporting the capture file to an external location” on page 12-43

• “Displaying the PCAP file” on page 12-44
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Procedure 12-1
Creating a capture profile

Create a capture profile.

CLI examples are provided to show how the user creates a capture profile.

Step Action

To create a capture profile

1 Create a capture profile:

> capture create <ingress-profile | egress-profile> 
<profile-name> file <filename | path> file-size <KB> max-
num-files <N> overwrite <yes | no> num-of-pkts <N> pkt-
len <bytes> duration <seconds>

where

create <ingress-profile 
| egress-profile>

indicates the capture profile type based on traffic 
direction: ingress or egress. This is used to differentiate 
capture files for ingress and egress captured traffic.

<profile-name> is the name of the ingress or egress capture profile.

file <filename | path> is the capture file. Creation of a capture profile requires 
file as a mandatory parameter. Each capture profile 
must have a unique filename. The user can give either 
a filename or a filename with a relative path. The 
maximum number of characters allowed for the 
filename is 128.

file-size <KB> is the maximum size of the capture file in KB. Range: 64 
to 4096 KB. Default is 1024 KB.

max-num-files <N> is the maximum number of capture files per capture 
profile. A maximum of two files per capture profile is 
allowed. Default is 1.

overwrite <yes | no> is the capture file overwrite option. If enabled, the 
capture file’s content is overwritten once full. If 
disabled, nothing is written to the file once full. Default 
is enabled.
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—end—

Examples
To create ingress capture profile cp1

Create an ingress capture profile cp1 with the filename ingressCapture1.txt 
and all other default parameters:

> capture create ingress-profile cp1 file ingressCapture1.txt

This table shows how the created ingress capture profile cp1 appears to the 
user:

To create ingress capture profile cp2
Create an ingress capture profile cp2 with the filename ingressCapture2.txt, 
file size 2 MB, maximum number of files 2, overwrite disabled, 1000 number 
of packets to capture, packet length of 512 bytes and capture duration of 100 
seconds:

> capture create ingress-profile cp2 file ingressCapture2.txt 
file-size 2048 max-num-files 2 overwrite no num-of-pkts 1000 
pkt-len 512 duration 100

num-of-pkts <N> is the total number of packets to capture per capture 
profile. Default is 0 or <no value>, which means 
“capture all packets”.

pkt-len <bytes> is the length in bytes of packets to be captured and 
stored on a device. Range: 0 to 1526 bytes. Default is 
64 bytes.

duration <seconds> is the time duration in seconds for the capture. Range: 
10 to 1800 seconds in increments of 10. Default is 0 or 
<no value>, which means “capture all packets”.

Table 12-9
Capture profile cp1

Profile Name: cp1

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 ingressCat
pure1.txt

Ingress 1024 1 Enabled <no value>

(capture all 
packets)

64 Bytes <no value>

(capture all 
packets)

where
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This table shows how the created ingress capture profile cp2 appears to the 
user:

To create egress capture profile cp3
Create an egress capture profile cp3 with the filename egressCapture1.txt 
and all other default parameters:

> capture create egress-profile cp3 file egressCapture1.txt

This table shows how the created egress capture profile cp3 appears to the 
user:

To save multiple captures to the same file
Create ingress capture profile cp1:

> capture create ingress-profile cp1 file multiCapture.txt 
file-size 2048 max-num-files 2 overwrite yes num-of-pkts 1000 
pkt-len 64 duration 100

Now apply/attach profile cp1 to all capture ports. Samples of ingress traffic for 
all these ports are now captured in the same file (multiCapture.txt.raw). The 
user can convert this raw file to text or PCAP format to analyze it further. 

Table 12-10
Capture profile cp2

Profile Name: cp2

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 ingressCa
pure2.txt

Ingress 2048 2 Disabled 1000 512 
Bytes

100 Seconds

Table 12-11
Capture profile cp3

Profile Name: cp3

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 egressCap
ure1.txt

Egress 1024 2 Enabled <no value>

(capture all 
packets)

512 
Bytes

<no value>

(capture all 
packets)
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To configure each capture to its own file (per port basis)
The user must configure multiple capture profiles and later attach/apply these 
capture profiles to individual ports. Based on the attached capture profile, the 
sampled ingress traffic from a port is captured in the corresponding file.

This example shows two ingress capture profiles.

Create ingress capture profile cp1:

> capture create ingress-profile cp1 file testCapture1.txt 
file-size 2048 max-num-files 2 overwrite no num-of-pkts 1000 
pkt-len 64 duration 100

Create ingress capture profile cp2:

> capture create ingress-profile cp2 file testCapture2.txt 
file-size 2048 max-num-files 2 overwrite no num-of-pkts 1000 
pkt-len 64 duration 100

Enable the ingress packet capture on port 1 and apply capture profile cp1 to it.

Enable the ingress packet capture on port 2 and apply capture profile cp2 to it.

Ingress traffic on port 1 and port 2 is captured in the testCapture1.txt.raw and 
testCapture2.txt.raw files, respectively. The user can convert these raw files to 
text or PCAP format to analyze them further. 

To configure the total number of packets to capture
Create an ingress capture profile cp1 with a number of packets:

> capture create ingress-profile cp1 file testCapture1.txt num-
of-pkts 100

Enable the ingress packet capture at port 1 and apply capture profile cp1 on it.

Now a maximum 100 packets of ingress traffic is captured in the 
testCapture1.txt.raw file. Capture in the testCapture1.txt.raw file is stopped 
once 100 packets are captured in it.

To start capture again in the testCapture1.txt.raw file, the user needs to either 
disable/enable capture profile cp1 or disable/enable packet capture globally.

The user can convert this raw file to text or PCAP format to analyze it further. 

To configure capture duration
Create an ingress capture profile cp1 with capture duration:

> capture create ingress-profile cp1 file testCapture1.txt 
duration 60
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Enable ingress packet capture at port 1 and apply capture profile cp1 on it.

Now samples of packets of ingress traffic are captured in the 
testCapture1.txt.raw file for 60 seconds. The duration timer starts because the 
ingress packet capture is enabled on port 1. The capture in the 
testCapture1.txt.raw file is stopped once capture duration expires.

To start the capture again in the testCapture1.txt.raw file, the user needs to 
either disable/enable capture profile cp1 or disable/enable packet capture 
globally.

The user can convert this raw file to text or PCAP format to analyze it further. 
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Procedure 12-2
Modifying a capture profile

Modify a capture profile.

Prerequisite: Before modifying a packet capture file, make sure the 
administrative state of the capture profile is disabled. (The set CLI command 
throws an error if the capture profile administrative state is enabled.)

CLI examples are provided to show how the user modifies an existing capture 
profile.

Step Action

To modify a capture profile

1 Modify a capture profile:

> capture set <ingress-profile/egress-profile> <profile-
name> file <filename/path> file-size <KB> max-num-files 
<N> overwrite <yes/no> num-of-pkts <N> pkt-len <bytes> 
duration <seconds>

See the parameter details in Creating a capture profile on page 12-16.

—end—

Example
This table shows how the created ingress capture profile cp1 appears to the 
user:

To modify the total number of packets to capture to 5000 and capture duration to 
300 seconds

Disable the ingress capture profile cp1 administrative state:

> capture disable ingress-profile cp1

Table 12-12
Existing capture profile cp1

Profile Name: cp1

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 testCaptur
e1.txt

Ingress 2048 2 Disabled 1000 64 Bytes 100 Seconds
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Modify the ingress capture profile cp1 attributes:

> capture set ingress-profile cp1 num-of-pkts 5000 duration 300

Enable the ingress capture profile cp1 administrative state:

> capture enable ingress-profile cp1

This table shows how ingress capture profile cp1 appears to the user after 
modification:

Table 12-13
Modified capture profile cp1

Profile Name: cp1

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 testCaptur
e1.txt

Ingress 2048 2 Disabled 5000 64 Bytes 300 Seconds
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Procedure 12-3
Restoring a capture profile to its default values

Restore the parameters of a capture profile to its default values. 

Prerequisite: Before restoring a packet capture file to its default values, make 
sure the administrative state of the capture profile is disabled. (The reset CLI 
command throws an error if the capture profile administrative state is 
enabled.)

CLI examples are provided to show how the user restores the default values 
to an existing capture profile.

Step Action

To restore a capture profile

1 Restore a capture profile to its default values:

> capture unset <ingress-profile | egress-profile> 
<profile-name> <file-size> <max-num-files> <overwrite> 
<num-of-pkts> <pkt-len> <duration>

See the parameter details in Creating a capture profile on page 12-16.

—end—

Example
This table shows how the existing ingress capture profile cp1 appears to the 
user:

To reset the file size to 1024 KB and enable file overwrite
Disable the ingress capture profile cp1 administrative state:

> capture disable ingress-profile cp1

Restore the ingress capture profile cp1 default attributes:

> capture unset ingress-profile cp1 file-size overwrite 

Table 12-14
Existing capture profile cp1

Profile Name: cp1

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 testCaptur
e1.txt

Ingress 2048 2 Disabled 1000 64 Bytes 100 Seconds
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Enable the ingress capture profile cp1 administrative state:

> capture enable ingress-profile cp1

This table shows how ingress capture profile cp1 appears to the user after the 
restore operation:

Table 12-15
Restored capture profile cp1

Profile Name: cp1

Profile 
ID

Filename Type File 
size 
(KB)

Max 
files

File 
overwrite

Number of 
packets to 
capture

Packet 
length

Capture 
duration

1 testCaptur
e1.txt

Ingress 1024 2 Enabled 1000 64 Bytes 100 Seconds
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Procedure 12-4
Deleting a capture profile

Delete a capture profile or all the capture profiles on a device. 

CLI examples are provided to show how the user deletes existing capture 
profiles.

Step Action

To delete a capture profile

1 Delete a capture profile from the device:

> capture delete <ingress-profile | egress profile> 
<profile-name>

To delete all capture profiles

2 Delete all capture profiles on the device:

> capture delete <ingress-profile | egress profile> all

—end—

Examples
Delete an existing ingress capture profile cp1:

> capture delete ingress-profile cp1

Delete an existing egress capture profile cp1:

> capture delete egress-profile cp1

Delete all existing ingress capture profiles:

> capture delete ingress-profile all

Delete all existing egress capture profiles:

> capture delete egress-profile all
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Procedure 12-5
Enabling or disabling the administrative state of the 
packet capture profile

Enable or disable the administrative state of the packet capture profile on a 
device.

The administrative status indicates whether the packet capture profile is active 
on the device or not. When non-active, packet capture is disabled on all the 
ports/flows whenever that profile is attached.

Note:  Packet capture files are not removed even after the user disables 
packet capture on a device.

Disabling capture profile when packets are already getting captured on a 
device ensures that no more packets are written into the file corresponding to 
the capture profile. 

Step Action

To enable a packet capture profile on a device

1 Enable the packet capture profile:

> capture enable ingress-profile <profile-name>

> capture enable egress-profile <profile-name>

By default, the packet capture profile is enabled.

To disable a packet capture profile on a device

2 Disable the packet capture profile:

> capture disable ingress-profile <profile-name>

> capture disable egress-profile <profile-name>

—end—
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Procedure 12-6
Enabling or disabling the administrative state of 
packet capture

Enable or disable the administrative state of the packet capture feature on a 
device.

The administrative status indicates whether the packet capture feature is 
active on a device or not. If not active, the packet capture feature is disabled 
on the device.

Step Action

To enable the packet capture feature on a device

1 Enable the packet capture feature:

> capture enable

To disable the packet capture feature on a device

2 Disable the packet capture feature:

> capture disable

By default, packet capture is disabled.

—end—
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Procedure 12-7
Displaying capture profiles

The user can display existing capture profiles on a device, as well as global 
packet capture configuration. 

Step Action

To display an ingress capture profile on a device

1 Display the parameters of an ingress capture profile:

> capture show ingress-profile <profile-name>

To display an egress capture profile on a device

2 Display the parameters of an egress capture profile:

> capture show egress-profile <profile-name>

To display global packet capture configuration

3 Display the global packet capture configuration:

> capture show

—end—

Examples
Display the parameters of an existing ingress capture profile capture1:

> capture show ingress-profile capture1

Figure 12-3
Ingress capture profile information
+----------------------- CAPTURE PROFILE INFO ------------------+
| Parameter | Value                       |
+---------------------------------+-----------------------------+
| Name | capture1                    |
| Type | Ingress                     |
| Index | 1                       |
| Admin State | Enabled                     |
| Oper State | Disabled                    |
| File Name | file1                       |
| File Size | 1024                       |
| Max Files | 1                       |
| File Overwrite | Yes                       |
| No. of Packets | 0                       |
| Packet Length | 64                       |
| Duration | 0                       |
| Number of Attached Interfaces   | 3                          |
+-------------------------------+-------------------------------+

+----------------------- PORT ATTACHMENTS ----------------------+
+---------------------------------------------------------------+
| 2                       |
| 12                       |
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+---------------------------------------------------------------+

+---------------- ACL AUGMENT ACTION ATTACHMENTS ---------------+
+---------------------------------------------------------------+
| cap1                       |
+---------------------------------------------------------------+

Display the parameters of an existing egress capture profile capture2:

> capture show egress-profile capture2

Figure 12-4
Egress capture profile information
+----------------------- CAPTURE PROFILE INFO ------------------+
| Parameter | Value                       |
+---------------------------------+-----------------------------+
| Name | capture2                    |
| Type | Engress                     |
| Index | 1                       |
| Admin State | Enabled                     |
| Oper State | Disabled                    |
| File Name | file2                       |
| File Size | 1024                       |
| Max Files | 1                       |
| File Overwrite | Yes                       |
| No. of Packets | 0                       |
| Packet Length | 64                       |
| Duration | 0                       |
| Number of Attached Interfaces   | 2                          |
+---------------------------------+-----------------------------+

+----------------------- PORT ATTACHMENTS ----------------------+
+---------------------------------------------------------------+
| 3                       |
| 7                       |
+---------------------------------------------------------------+

+---------------- ACL AUGMENT ACTION ATTACHMENTS ---------------+
+---------------------------------------------------------------+
| cap1                       |
+---------------------------------------------------------------+

Display the global packet capture configuration:

> capture show

Figure 12-5
Global packet capture configuration
+----------------------- CAPTURE GLOBAL CONFIGURATION --------------+
| Parameter | Value                       |
+-------------------------------------+-----------------------------+
| Admin State | Disabled                    |
| Oper State | Disabled                    |
| Number of Ingress Capture Profiles | 2                           |
| Number of Engress Capture Profiles | 1                           |
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+-------------------------------+-------------------------------+

+----------------------- CAPTURE PROFILES ----------------------+
| Profile    | Admin | Oper  | Attached            |
| Name    | State | State | Interfaces          |
+-------------------------+-------+-------+---------------------+
| ip1 | Ena | Dis |                   3 |
+-------------------------+-------+-------+---------------------+
| ip2 | Ena | Dis |                   0 |
+-------------------------+-------+-------+---------------------+
| ep1 | Ena | Dis |                   1 |
+-------------------------+-------+-------+---------------------+
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Procedure 12-8
Configuring port-based packet capture

This section contains the details of the CLI commands to start and stop the 
port-based packet capture.

After creating a capture profile, the next step is to enable/disable the packet 
capture on a physical/aggregation port and apply the capture profile to it. 

Note 1:  Only one capture profile can be applied to a physical/aggregation 
port per direction (ingress/egress) at a time. 

Note 2:  In cases of unknown unicast or broadcast traffic, for egress 
sampling on a port, the exact egress port is not populated by the 
hardware, hence there is no way to identify the egress port in the software. 
Due to this hardware limitation, all (that is, both known and unknown) 
egress direction capture (at the device level) is stored in the same file. The 
user is allowed to create only one egress capture profile, thus all the 
egress capture is stored in the same file at the device level.

CLI examples are provided to show how a user can start and stop packet 
capture on a port.

Step Action

1 To start port-based packet capture:

port set port <port-number> <ingress-capture | egress-
capture> <capture-profile-name>

2 To stop port-based packet capture:

port unset port <port-number> <ingress-capture | egress-
capture>

—end—

Examples
This figure depicts a sample network:

Figure 12-6
Sample network
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To capture ingress traffic on port B1
Create an ingress capture profile with the required options and values:

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100

Start ingress capture on port B1 and attach capture profile cp1 to it:

> port set port B1 ingress-capture cp1

This starts capturing ingress traffic on port B1in the capture1.txt.raw file. This 
file is located in the “/mnt/tmp/pktCapture/” directory. It captures the first 64 
bytes of each packet with a maximum 100 packets per second, to a maximum 
1000 packets for a duration of 100 seconds. The user can convert the 
capture1.txt.raw file to text or PCAP format based on the requirements and 
can analyze it further.

Stop ingress capture on port B1:

> port unset port B1 ingress-capture

To capture egress traffic on port B2
Create an egress capture profile with the required options and values:

> capture create egress-profile cp2 file capture2.txt num-of-
pkts 1000 pkt-len 64 duration 100

Start egress capture on port B2 and attach capture profile cp2 to it:

> port set port B2 egress-capture cp2

This starts capturing egress traffic on port B2 in the capture2.txt.raw file. This 
file is located in the “/mnt/tmp/pktCapture/” directory. It captures the first 64 
bytes of each packet with a maximum 100 packets per second, to a maximum 
of 1000 packets for a duration of 100 seconds. The user can convert the 
capture2.txt.raw file to text or PCAP format based on the requirements and 
can analyze it further.

Stop egress capture on port B2:

> port unset port B2 egress-capture

To capture ingress and egress traffic on port B1
Create an ingress capture profile with the required options and values:

> capture create ingress-profile cp1 file ingressCapture.txt 
num-of-pkts 1000 pkt-len 64 duration 100

Create an egress capture profile with the required options and values:

> capture create egress-profile cp2 file egressCapture.txt num-
of-pkts 1000 pkt-len 64 duration 100
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Start both ingress and egress captures on port B1 and attach the capture 
profiles cp1 and cp2 to them:

> port set port B1 ingress-capture cp1 egress-capture cp2

This starts capturing Ingress traffic on port B1 in the ingressCapture.txt.raw 
file and egress traffic from port B1 in the egressCapture.txt.raw file. These files 
are located in the “/mnt/tmp/pktCapture/” directory. They each capture the first 
64 bytes of each packet with a maximum 100 packets per second, to a 
maximum of 1000 packets for a duration of 100 seconds. The user can convert 
ingressCapture.txt.raw and egressCapture.txt.raw files to text or PCAP format 
based on the requirements and can analyze them further.

Stop ingress and egress capture on port B2:

> port unset port B2 ingress-capture

> port unset port B2 egress-capture
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Procedure 12-9
Configuring flow-based packet capture

Start and stop flow-based packet capture.

Flow-based packet capture uses the access list (ACL) feature for filtering the 
packets to capture. In addition to a capture profile, the user must also create 
an ACL profile and rules with the ACL augment action ingress-capture. The 
user needs to apply or attach the capture profile to the ACL augment action.

The next step is to enable or disable the flow-based packet capture on a 
physical and/or aggregation port.

CLI examples are provided to show how users can start and stop flow-based 
packet capture.

Step Action

1 Create the ACL augment action:

> access-list create acl-augment-action <augment-action-
name> ingress-capture <capture-profile-name>

2 Delete the ACL augment action:

> access-list delete acl-augment-action <augment-action-
name>

3 Show the ACL augment action:

> access-list show acl-augment-action <augment-action-
name>

> access-list show all-augment-actions

4 Add an ACL rule with an ACL augment action:

access-list add profile <acl-name> rule <rule-name> 
precedence <num> filter-action {allow | deny} {<filter-
terms>} augment-action <augment-action-name>

5 Remove the augment action from the ACL rule:

access-list unset profile <acl-name> rule <rule-name> 
augment-action

—end—

where

<augment-
action-name>

is the ACL augment action name.

<capture-profile-
name>

is the existing ingress capture profile name.
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Examples
To capture ingress traffic

Create an ingress capture profile with the required options and values:

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100

Create the augment action ingress-capture and attach capture profile cp1 to it:

> access-list create acl-augment-action capture1 ingress-
capture cp1

Create the access-list profile with a rule allowing default action:

> access-list create acl-profile p1 default-filter-action deny

The default rule has the lowest priority. If there is no other rule match in the 
profile, the default rule is applied.

Add a new rule to the access-list profile p1 with the augment action profile 
capture1:

> access-list add profile p1 rule Test1 precedence 100 filter-
action allow src-mac 00:00:00:05:00:01 augment-action capture1

A new Test1 rule with the augment action ingress-capture is added to the 
access-list profile p1.

Apply access-list profile p1 to port 5 for the ingress direction:

> port set port 5 ingress-acl p1

The access-list profile is attached to port 5. Now the ingress-capture action is 
applied to all the ingress traffic at port 5 that has src-mac 00:00:00:05:00:01.

To configure for different combinations of packet classification criteria
Packet classification based on the L2 header or Ethernet header fields (such 
as src-mac, dst-mac, vtag-stack, base-etype. and so on):

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100

> access-list create acl-augment-action capture1 ingress-
capture cp1

> access-list create acl-profile p1 default-filter-action deny

> access-list add profile p1 rule Test1 precedence 100 filter-
action allow src-mac 00:00:00:05:00:01 dst-mac 
00:00:00:04:00:01 base-etype 0x8100 vtag-stack 100.5.0 augment-
action capture1

> port set port 5 ingress-acl p1
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With this set of configurations, the ingress-capture action is applied to all the 
ingress traffic at port 5 that has src-mac 00:00:00:05:00:01, dst-mac 
00:00:00:04:00:0, and vlan tag “8100 A064”.

Packet classification based on the L3 header, that is, IP header fields (such as 
src-ip, dst-ip, ip-protocol, dscp, and so on):

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100

> access-list create acl-augment-action capture1 ingress-
capture cp1

> access-list create acl-profile p1 default-filter-action deny

> access-list add profile p1 rule Test1 precedence 100 filter-
action allow src-ip 10.10.10.1/24 dst-ip 20.20.20.1/24 dscp 10 
augment-action capture1

> port set port 5 ingress-acl p1

With this set of configurations, the ingress-capture action is applied to all the 
ingress traffic at port 5 that has src-ip 10.10.10.1/24, dst-ip 20.20.20.1/24, and 
dscp value 10.

Packet classification based on the L4 header fields (l4-src-port, l4-dst-port, 
and so on):

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100

> access-list create acl-augment-action capture1 ingress-
capture cp1

> access-list create acl-profile p1 default-filter-action deny

> access-list add profile p1 rule Test1 precedence 100 filter-
action allow l4-dst-port 23 augment-action capture1

> port set port 5 ingress-acl p1

With this set of configurations, the ingress-capture action is applied to all the 
ingress traffic at port 5 that has the incoming request for telnet, that is, l4-dst-
port 23.

Packet classification based on a combination of L2, L3, and L4 header fields 
(such as src-mac, dst-mac, src-ip, dst-ip, ip-protocol, l4-dst-port, and so on):

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Monitoring data traffic with packet capture   12-37
> access-list create acl-augment-action capture1 ingress-
capture cp1

> access-list create acl-profile p1 default-filter-action deny

> access-list add profile p1 rule Test1 precedence 100 filter-
action allow src-mac 00:00:00:05:00:01 dst-ip 20.20.20.1/24 l4-
dst-port 23 augment-action capture1

> port set port 5 ingress-acl p1

With this set of configurations, the ingress-capture action is applied to all the 
ingress traffic at port 5 that has the incoming request for telnet, that is, l4-dst-
port 23, with src-mac address 00:00:00:05:00:01, and dst-ip 20.20.20.1/24.

To check the resources (ACL classifiers) used in flow-based capture 
configuration

In this set of configurations, resources used from the access-list feature in the 
resource manager are equal, that is, two out of a reserved chunk of increment 
(this increment varies for different hardware). 

Use the following CLI command to check the resources:

> resource-manager show active

For detailed resource information of the access-list feature, use the following 
CLI command:

> resource-manager show feature access-list active
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



12-38   Monitoring data traffic with packet capture
Procedure 12-10
Configuring host-originated packet capture

Capture packets originated or generated by the host.

Host-originated packet capture limitations
• Maximum supported packet capture rate for host-originated multicast 

traffic is 100 PPS.

• When host-originated packet capture is enabled along with other ingress/
egress packet capture on a device, the total capture rate at the device level 
is (100 + the configured packet capture rate).

• Captured frame are equivalent to what the software is transmitting and 
hardware modification is not present.

• There can be some out-of-order capturing also when host-originated 
capture is enabled for multicast traffic and other types of traffic (unicast/
broadcast). 

• Host-originated capture for auxiliary interface Tx and PTP Tx timestamp 
frames is not supported.

• Enabling host-originated egress packet capture on highly loaded systems 
is not recommended. It might degrade the Tx performance.

CLI examples are provided to show how a user starts and stops capture for 
host-originated packets.

Step Action

1 Start packet capture for host-originated packets:

> capture set cpu-tx-packets <capture-profile-name>

2 Stop packet capture for host-originated packets:

> capture unset cpu-tx-packets

—end—

Example
Create an ingress capture profile with the required options and values:

> capture create ingress-profile cp1 file capture1.txt num-of-
pkts 1000 pkt-len 64 duration 100

where

<capture-profile-
name>

is the name of the packet capture profile.
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Start capture on host-originated packets and attach ingress capture profile 
cp1 to it:

> capture set cpu-tx-packets cp1

This starts capturing host-generated packets in the capture1.txt.raw file. This 
file is located in the “/mnt/tmp/pktCapture/” directory. It captures the first 64 
bytes of each packet with a maximum 100 packets per second, to a maximum 
of 1000 packets for a duration of 100 seconds. The user can convert the 
capture1.txt.raw file to text or PCAP format based on the requirements and 
can analyze it further.

Stop capture on host-originated packets:

> capture unset cpu-tx-packets
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Procedure 12-11
Setting the packet capture rate limit

Set the packet capture rate limit.

Step Action

To set the packet capture rate limit

1 Set the packet capture rate limit:

> flow cpu-rate-limit set feature frame-sample <rate>

To unset the packet capture rate limit

2 Unset the packet capture rate limit:

> flow cpu-rate-limit unset feature frame-sample

To display the configured packet capture rate limit

3 Display the configured packet capture rate limit:

> flow cpu-rate-limit show feature

—end—

Example
This example shows the display of the configured packet capture rate limit.

> flow cpu-rate-limit show feature

Figure 12-7
Displaying the configured packet capture rate limit 

+----------------------- CPU RATE LIMITS ---------------------+
| Feature | Rate (PPS)| Max Supported Rate (PPS)  |
+---------------------------------+---------------------------+
| Frame Sample | 500 |               1000  |
+---------------------------------+---------------------------+

where

<rate> is the rate limit (PPS) for sampled frames to the CPU 
port.
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Procedure 12-12
Converting raw packet capture files to text format

Convert a raw (unformatted) packet capture file to text format. A text capture 
file is saved in the location “/mnt/log/pktCapture/<InputFile>”. 

Prerequisite: Before converting a raw packet capture file to text format, make 
sure packet capture is disabled globally on the device. (The raw-to-text 
conversion CLI command throws an error if packet capture is enabled globally 
on the device.)

Step Action

To convert the raw packet capture file to text

1 Convert a raw capture file to a text file:

capture create raw-to-text <InputFile> remove-input-file 
<yes/no>

Note 1:  The corresponding text file is generated in the location “/mnt/log/
pktCapture/<InputFile>”.

Note 2:  By default, the input capture file is removed after successful 
conversion.

—end—

where

<InputFile> is the complete path of the input capture file in raw 
format.

remove-input-file 
<yes | no>

is the option to provide flexibility to the user to 
remove the input capture file after successful 
conversion to text format. Default is “yes”.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



12-42   Monitoring data traffic with packet capture
Procedure 12-13
Converting raw and text packet capture files to PCAP 
format

Convert both raw (unformatted) and text capture files to PCAP format. A 
PCAP file is saved in the location “/mnt/log/pktCapture/<InputFile>”.

Prerequisite: Before converting a packet capture file to PCAP format, make 
sure packet capture is disabled globally on the device. (The PCAP conversion 
CLI command throws an error if packet capture is enabled globally on the 
device.)

Step Action

To convert the raw or text packet capture file to PCAP format

1 Convert a raw or text capture file to PCAP format:

> capture create pcap-file <InputFile> input-file-type 
<raw | text> remove-input-file <yes | no>

Note 1:  The corresponding PCAP file is generated in the location “/mnt/log/
pktCapture/<InputFile>”.

Note 2:  By default, the input capture file is removed after successful 
conversion.

—end—

Examples
To convert a raw capture file (capture1) to a corresponding PCAP format 
(capture1.pcap):

> capture create pcap-file capture1 input-file-type raw remove-
input-file yes

To convert a text capture file (capture1) to a corresponding PCAP format 
(capture1.pcap):

> capture create pcap-file capture1 input-file-type text 
remove-input-file yes

where

<InputFile> is the complete path of the input capture file in raw 
or text format.

input-file-type 
<raw | text>

is the type of input file (raw or text capture file).

remove-input-file 
<yes | no>

is the option to provide flexibility to the user to 
remove the input capture file after successful 
conversion to PCAP format. Default is “yes”.
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Procedure 12-14
Exporting the capture file to an external location

The user can export the capture text file and/or PCAP file to an external 
location using existing CLI commands for TFTP/SFTP/FTP.

Step Action

1 Use the following CLI commands to export a capture text file (capture1.txt) 
and/or PCAP file (capture1.pcap) to an external location:

> System xftp putfile tftp-server 10.110.130.11 local-
filename capture1.txt remote-filename capture1.txt

> System xftp putfile sftp-server 10.110.130.11 local-
filename capture1.txt remote-filename capture1.txt

> System xftp putfile ftp-server 10.110.130.11 local-
filename capture1.pcap remote-filename capture1.pcap

—end—
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Procedure 12-15
Displaying the PCAP file

The user can display the captured PCAP file on the local device itself using 
the TCPDUMP utility. 

Some TCPDUMP options that may be useful are:

• “-e” option—To print the link-level header on each dump line. This can be 
used, for example, to print MAC layer addresses for protocols such as 
Ethernet and IEEE 802.11.

• “-v” option—To print information about the IP header.

For other TCPDUMP options and their details, see the utility’s manual page 
here.

Step Action

1 Login to the device where the captured PCAP file is stored.

2 Go into diag mode using “diag sh” command.

3 Switch to the root privilege using “root bash -i” command.

4 Use TCPDUMP to display the existing PCAP file:

> tcpdump -tttt -r <PCAP-File>

5 To display the complete packet dump:

> tcpdump -ttttnnr <PCAP-File> -XX

—end—

Examples
For a PCAP file named data.pcap, use these TCPDUMP commands to display 
the file:

> tcpdump -tttt -r data.pcap

> tcpdump -ttttnnr data.pcap -XX

where

<PCAP-File> is the name of the existing PCAP file.
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Monitoring the MAC address table 13-

With this security feature, network operators can periodically monitor the 
media access control (MAC) address table on a switch. The SAOS 6.x switch 
pushes the full MAC table file to the server over an encrypted connection 
(SFTP or HTTPS) along with its hash at a user-configured time interval.

Figure 13-1
Sample use case scenario

Other supported network operations are:

• Start packet capture on a specific MAC address. Configure the packet 
capture parameters to be used (interface, MAC address, number of bytes, 
duration, and so on). Once the capture is complete, only the 
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corresponding packet capture (PCAP) file, capture profile configuration 
file, and its hash are pushed to the server over an encrypted connection 
(SFTP or HTTPS). The push option is disabled by default.

• Enable port mirroring on an interface. Also, push a new VLAN tag on the 
mirrored data to forward it to the appropriate upstream device and analyze 
it there.

Supported Ciena SAOS 6.x switches for MAC address table monitoring are: 
3903, 3904, 3905, 3906, 3926, 3928, and 3942.

MAC table file
MAC table filename syntax is predefined and must contain the following fields 
with a triple underscore as the delimiter between each field:

MAC table filename syntax can be summarized as follows:

MAC-table___ManagementIP___ChassisMAC___Timestamp.csv

For example:

MAC-table___10.121.200.106___ecb0e1df07a0___YYYYMMDDHHMMSS.csv

MAC-table___2001:0db8:85a3:0000:0000:8a2e:0370:7334___ecb0e1df07a0___YYYYMMDDHHMMSS.csv

Table 13-1
MAC table filename syntax

Field Description

MAC-table is the unique prefix for the MAC table 
filename.

Management IP is the active management interface IP 
address of the device. Selection of the 
management interface IP address is done 
with the following preferences:

• LOCAL interface IPv4 address

• LOCAL interface IPv6 address

• REMOTE interface IPv4 address

• REMOTE interface IPv6 address

Chassis MAC address is the MAC address of the device’s chassis.

Timestamp is the time of MAC table file creation on the 
device in YYYYMMDDHHMMSS format.
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MAC table data is written in a CSV file in the following format:

The following is a sample MAC table file:

VLAN Source MAC Port Type Virtual switch

VLAN Source MAC Port Type Virtual switch

100 00:01:BF:20:DC:10 2 D

100 00:01:BF:20:DC:11 2 D

100 00:01:BF:20:DC:12 2 D

200 00:01:BF:20:DC:13 3 D

200 00:01:BF:20:DC:14 3 D

300 00:01:BF:20:DC:15 agg D

400 00:01:BF:20:DC:16 4 D vs1

400 00:01:BF:20:DC:17 4 D vs1

800 00:01:BF:20:DC:19 5 S

Note:  Where agg is the aggregation name, D is the dynamic entry, S is the static 
entry, and vs1 is the configured virtual switch name.
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Capture file
Capture filename syntax is predefined and must contain the following fields 
with a triple underscore as the delimiter between each field:

Capture filename syntax can be summarized as follows:

pcapture___ManagementIP___ChassisMAC___Timestamp.pcap

For example:

pcapture___10.121.200.106___ecb0e1df07a0___YYYYMMDDHHMMSS.pcap

pcapture___2001:0db8:85a3:0000:0000:8a2e:0370:7334___ecb0e1df07a0___YYYYMMDDHHMMSS.pcap

Capture profile
The details of all parameters of the configured capture profile are stored in a 
CSV file. This file is created in the “/mnt/tmp” RAM partition and does not 
persist after a reboot.

Note:  Capture profile configuration has the same filename as its 
corresponding PCAP file except for the “pconfig” prefix and “.csv” 
extension.

Capture profile name syntax can be summarized as follows:

pconfig___ManagementIP___ChassisMAC___Timestamp.csv

Table 13-2
Capture filename syntax

Field Description

pcapture is the unique prefix for the PCAP filename.

Management IP is the active management interface IP 
address of the device. Selection of the 
management interface IP address is made 
with the following preferences:

• LOCAL interface IPv4 address

• LOCAL interface IPv6 address

• REMOTE interface IPv4 address

• REMOTE interface IPv6 address

Chassis MAC address is the MAC address of the device’s chassis.

Timestamp is the time of capture file creation on the 
device in YYYYMMDDHHMMSS format.
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For example:

pconfig___10.121.200.106___ecb0e1df07a0___YYYYMMDDHHMMSS.csv

pconfig___2001:0db8:85a3:0000:0000:8a2e:0370:7334___ecb0e1df07a0___YYYYMMDDHHMMSS.csv

Capture profile configuration is written in a CSV file in the following format:

The following is a sample capture profile configuration file:

Support to export the MAC table file and the packet capture file
The SAOS 6.x device pushes the MAC table file or packet capture file over an 
encrypted connection (SFTP or HTTPS) along with its hash file.

CLI support is provided to configure the SFTP or HTTPS server information 
and a syslog is generated upon configuration.

Note 1:  A maximum total of four SFTP and HTTPS servers can be 
configured.

Note 2:  A single user account is maintained corresponding to each SFTP 
server.

Note 3:  The SFTP and HTTPS server configuration persists across 
reboots once saved by the user.

Exporting the MAC table file
Once the MAC table file is created and written, it needs to be exported to the 
SFTP or HTTPS server. 

Before exporting the MAC table file, the following is done:

a. A hash corresponding to MAC table file is generated using SHA-256.
b. The hash generated is then stored in a file with a “.hash” extension and 

a filename similar to the filename of MAC table file.

Profile
name

Capture
file

File
size (KB)

Maximum
number 
of files

Overwrite Total
number of 
packets

Packet
length
(Bytes)

Duration 
(seconds)

value value value value value value value value

Profile
name

Capture
file

File
size (KB)

Maximum
number
of files

Overwrite Total
number of 
packets

Packet 
length 
(Bytes)

Duration 
(seconds)

profile1 pcapture___10.121.200.106___ecb0e1df07a0
___DDMMYYHHMMSS.pcap

4096 2 Yes 1000 512 60
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c. The MAC table file along with its hash file are further compressed in a 
tar.gz formatted file and then are exported over a secure channel 
(SFTP or HTTPS).

Exported files are deleted from the SAOS device once the export is 
completed. Files are deleted no matter what the transmission status is, that is, 
success or failure. 

A syslog is generated upon transmission failure.

Note 1:  In case multiple SFTP and HTTPS servers are configured, the 
TAR file consisting of the MAC table file and its hash file are sent to each 
configured server with the file-type configured as “mac” or “all” 
sequentially.

Note 2:  The TAR file consisting of the MAC table file and its hash file are 
sent only to those configured servers which are in an enabled state.

Note 3:  CLI support is provided to configure the SFTP or HTTPS server 
information explained in “Export modes” on page 13-7.

Exporting the packet capture file
Once the packet capture file and its configuration file are created, they need 
to be exported to the SFTP or HTTPS server. 

Before exporting, the following is done:

a. A hash corresponding to the PCAP file is generated using SHA-256. 
The hash generated is then stored in a file with a “.hash” extension and 
a filename similar to the filename of the PCAP file.

b. A hash corresponding to the capture profile configuration file is 
generated using SHA-256. The hash generated is then stored in a file 
with a “.hash” extension and a filename similar to the filename of the 
capture profile configuration file.

c. The PCAP file, PCAP’s hash file, capture profile configuration file and 
capture profile configuration file’s hash file are stored altogether in a 
compressed tar.gz formatted file, which is then exported over 
encrypted connection (SFTP or HTTPS).

Exported files are deleted from the SAOS device once the export is 
completed. Files are deleted no matter what the transmission status is, that is, 
success or failure. 

A syslog is generated upon transmission failure.

Note 1:  In case multiple SFTP and HTTPS servers or collectors are 
configured, the TAR file is sent to each configured SFTP or HTTPS server 
with the file-type configured as “pcap” or “all” sequentially.
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Note 2:  The TAR file containing the PCAP file, configuration file, and their 
hash files is sent only to those configured servers which are in an enabled 
state. 

Note 3:  CLI support is provided to configure the SFTP or HTTPS server 
information explained in “Export modes” on page 13-7.

Export modes
Secure file transfer modes supported are:

• SFTP

— The user must provide the username and password for successful 
SFTP file transfer. 

— In SFTP mode, the SFTP service must be running on the collector.

• HTTPS

— The user must install and configure the device certificate for 
successful HTTPS file transfer. The user is also required to install the 
certificate authority (CA) server to validate the server certificate. 

— The online certificate status protocol (OCSP) administrative state is 
disabled by default and the user can enable OCSP to validate the 
authenticity of the collector certificate through the external OCSP 
server.

— OCSP communication is established based on the OCSP URI 
mentioned in the server certificate. 

— In HTTPS mode, the Apache web service must be running on the 
collector.

File cleanup
Files created as part of this feature are removed from the device to avoid 
unnecessary usage of memory. This section describes the scenarios when 
files are removed from the device based on file type.

MAC table file
Once the export is completed, the MAC table file is deleted no matter what the 
transmission status is, that is, success or failure. 

Capture file and capture profile configuration file
Once the export is completed, the capture (PCAP) and profile configuration 
files are deleted no matter what the transmission status is, that is, success or 
failure. The capture profile configuration file is deleted from the device if PCAP 
conversion fails.
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Packet capture raw format file and capture profile configuration file
In this case, either no collector is configured on the device or collectors are 
configured but no collector is enabled. Both files are deleted from the device 
if PCAP conversion fails. The packet capture raw format file is deleted from the 
device once the PCAP file is created successfully.

Compressed (tar.gz) exported files
Exported files (tar.gz) are deleted from the device once the export is 
completed. Files (tar.gz) are deleted no matter what the transmission status 
is, that is, success or failure.

Recommendations
It is not recommended to use the capture profile with “file-export yes” and the 
corresponding access control list (ACL) profile as the normal capture profile 
and ACL profile, respectively. These profiles are solely responsible for 
capturing the packets and exporting the corresponding PCAP and profile 
configuration files to the configured server once capture is completed.

Notes
• When both LOCAL and REMOTE interfaces are configured on a device, 

the LOCAL interface IP is included in the filename for the MAC address 
table, PCAP, and capture profile files.

• NETCONF configurations for this feature are not supported.

• The SNMP SET operation is not supported.

• The file export option is supported for the ingress capture profile only.

• There can be a variance in the MAC table file creation time interval from 
the configured MAC table save-to-file-interval. This is to account for 
various factors such as system CPU loading, clock accuracy, and clock 
drift.

• OCSP default responder and nonce support are not provided for HTTPS 
file transfer.

Procedures
Procedures related to monitoring the MAC address table are:

• “Enabling MAC table file creation” on page 13-10

• “Disabling MAC table file creation” on page 13-11

• “Displaying MAC table file options” on page 13-12

• “Enabling packet capture on a device” on page 13-13

• “Disabling packet capture on a device” on page 13-14

• “Creating a capture profile” on page 13-15
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• “Enabling the administrative state of the packet capture profile” on page 
13-17

• “Disabling the administrative state of the packet capture profile” on page 
13-18

• “Modifying a capture profile” on page 13-19

• “Restoring a capture profile to its default values” on page 13-21

• “Deleting a capture profile” on page 13-22

• “Displaying an ingress capture profile on a device” on page 13-23

• “Creating a collector for SFTP file transfer” on page 13-24

• “Creating a collector for HTTPS file transfer” on page 13-25

• “Modifying collector configuration” on page 13-26

• “Deleting a collector” on page 13-27

• “Enabling the collector state” on page 13-28

• “Disabling the collector state” on page 13-29

• “Setting the client certificate for HTTPS file transfer” on page 13-30

• “Setting the OCSP administrative state for HTTPS file transfer” on page 
13-31

• “Displaying configuration information for the collector” on page 13-32

• “Displaying the last file transfer status for the collector” on page 13-33

• “Displaying statistics about file transfer for the collector” on page 13-34

• “Enabling packet capture on a specific MAC address” on page 13-35

• “Enabling packet capture on all ingress traffic on a port” on page 13-36

• “Detailed use case scenario” on page 13-37
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



13-10   Monitoring the MAC address table
Procedure 13-1
Enabling MAC table file creation

Enable the creation of a MAC table file periodically at a user-configured time 
interval.

A MAC table file is created in the “/mnt/tmp” RAM partition on the device and 
does not remain after reboot. The maximum number of MAC table files on a 
device is configurable and reaches its maximum value if a collector is not 
configured or disabled. For example, if the user has configured the maximum 
number of files as 4 and no collector is configured or disabled, then 4 MAC 
table files are created on a rotation basis and retained on the device.

Note:  This configuration remains across reboots once saved by user. A 
syslog is generated upon successful configuration.

Step Action

1 Enable MAC table file creation:

flow mac-addr set save-to-file-interval <secs> max-num-
files <N> 

—end—

where

save-to-file-interval <secs> is the time interval in seconds at which 
the full MAC table is written to a file on 
the device. Its range is 100 through 
499,999. The default is 0, that is, 
disabled.

Note:  An error is thrown if the 
configured save-to-file-interval is equal 
to or greater than the mac-aging-interval/
2. 

max-num-files <N> is the maximum number of MAC table 
files that can be present at a time on the 
device. Its range is 2 through 4. The 
default is 2.
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Procedure 13-2
Disabling MAC table file creation

Disable the creation of a MAC table file.

This configuration sets the save-to-file-interval to default (0 or disabled) and 
the max-num-files to default (2).

Note:  This configuration remains across reboots once saved by user. A 
syslog is generated upon successful configuration.

Step Action

1 Disable the creation of a MAC table file:

flow mac-addr unset save-to-file-interval max-num-files 

—end—
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Procedure 13-3
Displaying MAC table file options

Display the configured time interval and maximum number of files for the MAC 
table file.

Step Action

1 Display MAC table file options:

flow mac-addr show config 

—end—

Example
This example displays configured MAC table file options.

flow mac-addr show config 

+----------------------- MAC TABLE OPTIONS ---------------------+
| Parameters | Value                       |
+---------------------------------+-----------------------------+
| Save To File Interval (Seconds) | 200                       |
| Max Number of Files | 4                       |
+---------------------------------+-----------------------------+
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Procedure 13-4
Enabling packet capture on a device

Enable packet capture on a device.

Step Action

1 Enable packet capture on a device:

capture enable

—end—
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Procedure 13-5
Disabling packet capture on a device

Disable packet capture on a device.

Step Action

1 Disable packet capture on a device:

capture disable

—end—
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Procedure 13-6
Creating a capture profile

Configure the packet capture profile and the parameters to be used.

To avoid pushing all packet capture files available on the device to the server, 
only packet captures configured with file-export as “yes” are exported to the 
configured server (the file-export option is “no” by default). 

Note:  There is no need for a push interval for packet capture files as the 
files are exported once the capture is completed. PCAP and capture 
profile configuration files are created in the “/mnt/tmp” RAM partition on 
the device and hence not persisted after reboot.

A capture profile with the file-export option as “yes” has the following 
properties and restrictions:

• The existing “file” option is not allowed. 

• At least one of the following parameters must be configured:

— overwrite as “no”

— duration as a non-zero value

— num-of-pkts as a non-zero value

• All capture profile configurations with “file-export yes” option are not 
persisted across reboots.

• It is not recommended to use a capture profile with “file-export yes” as the 
normal capture profile for capturing the traffic on device. These profiles are 
solely responsible for capturing the packets and exporting the 
corresponding PCAP and profile configuration files to the configured 
server once capture is completed.

• Packet capture configuration (specific to this profile) is cleaned up once 
the capture is completed. 

A syslog is generated upon successful configuration and cleanup of this 
configuration. Since this configuration is not persisted, it is not saved in a 
configuration file and no syslog is generated after system reboot.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



13-16   Monitoring the MAC address table
Step Action

1 Create a capture profile:

capture create ingress-profile <profile-name> file-export 
<yes> file-size <KB> max-num-files <N> overwrite <yes | 
no> num-of-pkts <N> pkt-len <bytes> duration <seconds>

—end—

where

create <ingress-
profile>

indicates the capture profile type based on the 
ingress traffic direction.

<profile-name> is the name of the ingress capture profile.

file-export <yes> is the option to enable the export of the capture 
PCAP file to the configured server. The default 
is “no”.

Note:  Capture profile set/unset CLI does not 
have the file-export option.

file-size <KB> is the maximum size of the capture file in KB. 
Range: 64 to 4096 KB. Default is 1024 KB.

max-num-files <N> is the maximum number of capture files per 
capture profile. A maximum of two files per 
capture profile is allowed. Default is 1.

overwrite <yes | no> is the capture file overwrite option. If enabled, 
the capture file’s content is overwritten once 
full. If disabled, nothing is written to the file 
once full. Default is enabled.

num-of-pkts <N> is the total number of packets to capture per 
capture profile. Default is 0 or <no value>, 
which means “capture all packets”.

pkt-len <bytes> is the length in bytes of packets to be captured 
and stored on a device. Range: 0 to 1526 
bytes. Default is 64 bytes.

duration <seconds> is the time duration in seconds for the capture. 
Range: 10 to 1800 seconds in increments of 
10. Default is 0 or <no value>, which means 
“capture all packets”.
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



Monitoring the MAC address table   13-17
Procedure 13-7
Enabling the administrative state of the packet 
capture profile

Enable the administrative state of the packet capture profile on a device.

By default, the packet capture profile is enabled.

The administrative status indicates whether the packet capture profile is active 
on the device or not. When non-active, packet capture is disabled on all the 
ports or flows whenever that profile is attached.

Step Action

1 Enable a packet capture profile:

capture enable ingress-profile <profile-name>

—end—
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Procedure 13-8
Disabling the administrative state of the packet 
capture profile

Disable the administrative state of the packet capture profile on a device.

Note:  Packet capture files are not removed even after the user disables 
packet capture on a device.

Disabling capture profile when packets are already getting captured on a 
device ensures that no more packets are written into the file corresponding to 
the capture profile. 

Step Action

1 Disable a packet capture profile:

capture disable ingress-profile <profile-name>

—end—
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Procedure 13-9
Modifying a capture profile

Modify a capture profile.

Prerequisite: Before modifying a packet capture file, make sure the 
administrative state of the capture profile is disabled. (The set CLI command 
throws an error if the capture profile administrative state is enabled.)

Step Action

1 Modify a capture profile:

capture set <ingress-profile> <profile-name> file 
<filename | path> file-size <KB> max-num-files <N> 
overwrite <yes | no> num-of-pkts <N> pkt-len <bytes> 
duration <seconds>

where

set <ingress-profile> indicates the capture profile type based on the 
ingress traffic direction.

<profile-name> is the name of the ingress capture profile.

file <filename | path> is the capture file. Modifying a capture profile 
requires file as a mandatory parameter. Each 
capture profile must have a unique filename. 
The user can give either a filename or a 
filename with a relative path. The maximum 
number of characters allowed for the 
filename is 128.

file-size <KB> is the maximum size of the capture file in KB. 
Range: 64 to 4096 KB. Default is 1024 KB.

max-num-files <N> is the maximum number of capture files per 
capture profile. A maximum of two files per 
capture profile is allowed. Default is 1.

overwrite <yes | no> is the capture file overwrite option. If enabled, 
the capture file’s content is overwritten once 
full. If disabled, nothing is written to the file 
once full. Default is enabled.
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—end—

num-of-pkts <N> is the total number of packets to capture per 
capture profile. Default is 0 or <no value>, 
which means “capture all packets”.

pkt-len <bytes> is the length in bytes of packets to be captured 
and stored on a device. Range: 0 to 1526 
bytes. Default is 64 bytes.

duration <seconds> is the time duration in seconds for the capture. 
Range: 10 to 1800 seconds in increments of 
10. Default is 0 or <no value>, which means 
“capture all packets”.

where
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Procedure 13-10
Restoring a capture profile to its default values

Restore the parameters of a capture profile to its default values. 

Prerequisite: Before restoring a packet capture file to its default values, make 
sure the administrative state of the capture profile is disabled. (The reset CLI 
command throws an error if the capture profile administrative state is 
enabled.)

Step Action

1 Restore a capture profile to its default values:

capture unset <ingress-profile> <profile-name> <file-
size> <max-num-files> <overwrite> <num-of-pkts> <pkt-len> 
<duration>

See the parameter details in Modifying a capture profile on page 13-19.

—end—
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Procedure 13-11
Deleting a capture profile

Delete a capture profile.

Step Action

1 Delete the capture profile:

capture delete ingress-profile <profile-name>

—end—
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Procedure 13-12
Displaying an ingress capture profile on a device

Display an ingress capture profile on a device.

Step Action

To display an ingress capture profile on a device

1 Display the parameters of an ingress capture profile:

capture show ingress-profile <profile-name>

—end—

Example
This example displays the parameters of ingress capture profile ip1.

capture show ingress-profile ip1

+----------------------- CAPTURE PROFILE INFO ------------------+
| Parameter | Value                       |
+---------------------------------+-----------------------------+
| Name | ipl                       |
| Type | Ingress                     |
| Index | 1                       |
| Admin State | Enabled                     |
| Oper State | Disabled                    |
| File Name | file11                      |
| File Size | 4096                       |
| Max Files | 2                       |
| File Overwrite | Yes                       |
| No. of Packets | 10                       |
| Packet Length | 256                       |
| Duration | 60                       |
| Number of Attached Interfaces   | 0                          |
| File Export  | Yes                       |
+---------------------------------+-----------------------------+
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Procedure 13-13
Creating a collector for SFTP file transfer

Create a collector for SFTP file transfer.

Note:  The “file-type” and “login-id” attributes are mandatory for SFTP 
mode. If the “file-type” attribute is specified as either “pcap” or “mac”, then 
only the specified file type can be exported to the collector. If the “file-type” 
attribute is specified as “all”, then both the packet capture file and the MAC 
table file can be exported to the configured collector.

Step Action

1 Create a collector for SFTP file transfer:

file-export create collector <Collector hostname or IP> 
sftp-server login-id <username> echoless-password 
filetype <pcap, mac, all>

Enter Password: 

Verify Password:

—end—

Example
This example adds a collector where packet capture files can be exported.

file-export create collector 10.120.220.138 sftp-server login-id gss 
echoless-password filetype pcap

Enter Password: 
Verify Password:
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Procedure 13-14
Creating a collector for HTTPS file transfer

Create a collector for HTTPS file transfer.

Note 1:  The “file-type” attribute is mandatory. If the “file-type” attribute is 
specified as either “pcap” or “mac”, then only the specified file type can be 
exported to the collector. If the “file-type” attribute is specified as “all”, then 
both the packet capture file and the MAC table file can be exported to the 
configured collector.

Note 2:  The “url” attribute is optional. The “url” attribute specifies the path 
of the collector to transfer the files. The user can specify the URL path, 
which internally converts to the following URL: https://<collector-IP//
<URL-Path>.

Step Action

1 Create a collector for HTTPS file transfer:

file-export create collector <Collector hostname or IP> 
https-server filetype <pcap | mac | all> url

—end—

Example
This example adds a collector where packet capture files can be exported.

file-export create collector 10.120.220.138 https-server filetype pcap url 
web/test
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Procedure 13-15
Modifying collector configuration

Modify collector configuration.

Note:  Command completion is added in the “set” command. 

Step Action

1 Modify a configured collector:

file-export set collector <configured collector IP or 
hostname> <TAB>

filetype sftp-server https-server

2 Change the filetype:

file-export set collector <configured collector IP or 
hostname> filetype <pcap, mac, all>

3 Change the collector type to HTTPS:

file-export set collector <configured collector IP or 
hostname> https-server

4 Add the URL path to the HTTPS collector:

file-export set collector <configured collector IP or 
hostname> https-server url <urlpath>

5 Add the login ID and echoless password to the SFTP collector:

file-export set collector <configured collector IP or 
hostname> sftp-server login-id <login-id> echoless-
password

—end—

Examples
These examples modify a configured collector.

file-export set collector <TAB>
10.120.220.132 10.121.200.135

file-export set collector 10.120.220.132 filetype pcap

file-export set collector 10.120.220.132 https-server

file-export set collector 10.120.220.132 sftp-server login-id gss echoless-
password

Enter Password: 
Verify Password:
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Procedure 13-16
Deleting a collector

Delete a collector.

Step Action

1 Delete a collector:

file-export delete collector <configured collector IP or 
hostname>

—end—

Example
This example deletes a configured collector.

file-export delete collector <TAB>
10.120.220.132 10.121.200.135

file-export delete collector 10.121.200.135
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Procedure 13-17
Enabling the collector state

Enable the collector state.

Note:  The default collector state is “enabled”.

Step Action

1 Enable the collector state:

file-export enable collector <configured collector IP or 
hostname>

—end—

Example
This example shows how collector 10.121.200.132 is enabled.

file-export enable collector 10.121.200.132
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Procedure 13-18
Disabling the collector state

Disable the collector state.

Note:  The default collector state is “enabled”.

Step Action

1 Disable the collector state:

file-export disable collector <configured collector IP or 
hostname>

—end—

Example
This example shows how collector 10.121.200.132 is disabled.

file-export disable collector 10.121.200.132
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Procedure 13-19
Setting the client certificate for HTTPS file transfer

Set the client certificate for HTTPS file transfer.

Note:  This is mandatory configuration for HTTPS file transfer.

Step Action

1 Set the client certificate for HTTPS file transfer:

file-export set cert-name <client>

—end—
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Procedure 13-20
Setting the OCSP administrative state for HTTPS file 
transfer

Set the OCSP administrative state for HTTPS file transfer.

Note:  OCSP is disabled by default. OCSP can be configured to validate 
the collector certificate for HTTPS file transfer.

Step Action

1 Set the OCSP administrative state for HTTPS file transfer:

file-export ocsp enable

—end—
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Procedure 13-21
Displaying configuration information for the collector

Display configuration information for the collector.

Step Action

1 Display configuration information for the collector:

file-export show

—end—

Example
This example displays configuration information for the collector.

file-export show

+----------------------- FILE EXPORT TABLE ----------------------------------------------------+
| Device Certificate Name | client                                    |
| OSCP Admin State | Disable                                    |
+------------------------------------------------+---------------------------------------------+
+----------------------- FILE EXPORT COLLECTOR TABLE ------------------------------------------+
| | |       |             |              |
+ Collector IP Address/Hostname    |Transfer Mode   | File Type | Admin State | Url/Login-id |
+------------------------------------+----------------+-----------+-------------+--------------+
| 1.1.1.Collector IP Address/Hostname|sftp | mac,pcap  | Enable      | root         |
+------------------------------------+----------------+-----------+-------------+--------------+
| 10.121.248.11 |https | mac,pcap  | Enable      | web/http     |
+------------------------------------+----------------+-----------+-------------+--------------+
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Procedure 13-22
Displaying the last file transfer status for the collector

Display the last file transfer status for the collector.

Step Action

1 Display the last file transfer status for the collector:

file-export show details

—end—

Example
This example displays the details of the last file transfer for the collector.

file-export show details

+----------------------- FILE EXPORT TABLE DETAILS ---------------------------------------------------+
| Collector IP Address/Hostname | 10.121.248.11                                             |
| Collector Mode | https                                            |
| Last Transfer File Name | MAC-table___10.121.200.253___ecb0e1c33520___20191209025956.tar.gz    |
| Last Transfer Status | OCSP Verification Failed                                           |
+-------------------------------+---------------------------------------------------------------------+
| Collector IP Address/Hostname | 1.1.1.1                                           |
| Collector Mode | sftp                                           |
| Last Transfer File Name    | MAC-table___10.121.200.253___ecb0e1c33520___20191209025956.tar.gz    |
| Last Transfer Status  | Successful                                           |
+-------------------------------+---------------------------------------------------------------------+
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Procedure 13-23
Displaying statistics about file transfer for the 
collector

Display statistics about file transfer for the collector.

Step Action

1 Display statistics about file transfer for the collector:

file-export show statistics

—end—

Example
This example displays statistics about file transfer for the collector.

file-export show statistics

+----------------------- FILE EXPORT TABLE STATS---------------------------------------------------+
| Collector IP Address/Hostname | 10.121.248.11                                          |
| Successful Transfer | 0                                          |
| Failure Transfer | 170                                         |
+-------------------------------+------------------------------------------------------------------+
| Collector IP Address/Hostname | 1.1.1.1                                        |
| Successful Transfer | 169                                        |
| Failure Transfer  | 1                                        |
+-------------------------------+------------------------------------------------------------------+
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Procedure 13-24
Enabling packet capture on a specific MAC address

This configuration example shows how to enable packet capture on a specific 
MAC address.

Step Action

1 Enable packet capture on the device:

capture enable

2 Create an ingress capture profile with the required options:

capture create ingress-profile cp1 num-of-pkts 1000 pkt-
len 64 duration 100 file-export yes

3 Create the augment-action ingress capture and attach capture profile cp1 to 
it:

access-list create acl-augment-action capture1 ingress-
capture cp1

4 Create the access-list profile with a rule for the default action allowed:

access-list create acl-profile p1 default-filter-action 
deny

The default rule has the lowest priority. If there is no other rule match in the 
profile, the default rule is applied.

5 Add a new rule to the access-list profile p1 with augment-action profile 
capture1:

access-list add profile p1 rule Test1 precedence 100 
filter-action allow src-mac 00:00:00:05:00:01 augment-
action capture1

A new rule Test1 with augment-action ingress capture is added to the access-
list profile p1.

6 Apply access-list profile p1 to port 5 for the ingress traffic direction:

port set port 5 ingress-acl p1

The access-list profile is attached to port 5. The ingress-capture action is 
applied to all the ingress traffic at port 5 with the src-mac 00:00:00:05:00:01 
and all packets with this MAC address are captured.

—end—
39XX/51XX Switches and Platforms Troubleshooting
SAOS 6.21.2 009-3458-003   Standard   Revision A
Copyright© 2022 Ciena® Corporation March 2022



13-36   Monitoring the MAC address table
Procedure 13-25
Enabling packet capture on all ingress traffic on a port

This configuration example shows how to enable packet capture on all ingress 
traffic on a port.

Step Action

1 Enable packet capture on the device:

capture enable

2 Create an ingress capture profile with the required options:

capture create ingress-profile cp1 pkt-len 512 duration 
100 file-export yes

3 Apply capture profile cp1 to port 5 for ingress traffic capture:

port set port 5 ingress-capture cp1

The ingress capture profile is attached to port 5. The ingress traffic at port 5 
is sampled and captured on the device for 100 seconds.

—end—
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Procedure 13-26
Detailed use case scenario

This procedure contains the detailed steps of a complete use case of the MAC 
monitoring feature, including sample configuration.

Step Action

1 Enable the creation of MAC table file at a configured time interval. You can 
also specify the maximum number of MAC table files at the device level. The 
default value of max-num-files is 2.

flow mac-addr set save-to-file-interval 100 max-num-files 
3

This configuration creates a MAC table file at every 100-second interval and 
a total of three MAC table files can be present at the device level.

2 Configure collector or server details:

file-export create collector 10.120.220.138 sftp-server 
login-id gss echoless-password filetype mac

Enter Password: 

Verify Password:

This configuration adds the SFTP server detail where MAC table files can be 
exported.

3 As part of your analysis, optionally perform the following operations:

a. Enable packet capture on a specific MAC address. See “Enabling packet 
capture on a specific MAC address” on page 13-35 for details.

b. Enable port mirroring on specific port or multiple ports. User can explicitly 
start or stop port mirroring. Only port-level mirroring (granular filtering is 
not supported, unlike packet capture) is supported. Port mirroring takes 
copies of frames received or transmitted on a port and sends those 
copies to a specified port on a monitored device assuming that network 
is designed such that the mirrored traffic is forwarded to the monitoring 
device. See the “Port state mirror group” chapter in the 39XX/51XX 
Switches and Platforms Advanced Ethernet Configuration document for 
details and configurations.

4 Four is the maximum number of SFTP and HTTPS servers that can be 
configured. 

Files (MAC and/or PCAP) are transmitted sequentially on each configured 
server. In case of file transmission, the time at which the file is transmitted to 
any collector is calculated as:

Time = Number of collectors where transmission is attempted * Transfer time 
per collector
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In case any collector in unreachable, then an additional time equivalent to the 
SFTP connection timeout is added. Currently, the SFTP timeout maintained 
is 30 seconds, while the HTTPS timeout maintained is 60 seconds. 

Also, parallel transfer requests may arise for MAC table files and packet 
capture files. Since these requests are handled sequentially, a delay in file 
transfer due to the unreachability of the collector or server leads to a delay in 
serving another request. Eventually, the realization of the file at the collector 
or server becomes delayed.

—end—
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