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Introduction

This chapter describes who should read Cisco Service Control Application for Broadband User Guide, how
it is organized, its document conventions, and how to obtain documentation and technical assistance.

This guide assumes a basic familiarity with the concept of the Service Control solution, the Cisco Service
Control Engine (Cisco SCE) platforms, and related components.

* Document Revision History, page xxii
* Document Organization, page Xxv
» Related Publications, page xxvi

* Obtaining Documentation and Submitting a Service Request, page xxvi
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CHAPTER 1

Cisco Service Control Solution Overview

This chapter provides a general overview of the Cisco Service Control solution. It introduces the Cisco
service control concept and capabilities.

It also briefly describes the hardware capabilities of the Cisco Service Control Engine (Cisco SCE) platform
and the Cisco-specific applications that together compose the Cisco service control solution.

 Cisco Service Control Solution, page 1
 Cisco Service Control Capabilities, page 2
» Cisco SCE Platform Description, page 3

¢ Management and Collection , page 4

Cisco Service Control Solution

The Cisco service control solution is delivered through a combination of hardware and specific software
solutions that address various service control challenges. Service providers can use the Cisco SCE platform
to support classification, analysis, and control of Internet and IP traffic.

Service control enables service providers to:
* Capitalize on existing infrastructure.
* Analyze, charge for, and control IP network traffic at multigigabit wire line speeds.

* Identify and target high-margin content-based services and enable their delivery.

As the downturn in the telecommunications industry has shown, the business models of the IP Service Providers
require rework to make them profitable. Having spent billions of dollars to build ever larger data links,
providers have incurred massive debts and faced rising costs. At the same time, access and bandwidth have
become commodities where prices continually fall and profits disappear. Service providers have realized that
they must offer value-added services to derive more revenue from the traffic and services running on their
networks.

Cisco service control solutions allow IP Service Providers to capture profits from IP Services through detailed
monitoring, precise, real-time control, and awareness of services as they are delivered.
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. Service Control for Broadband Service Providers

Service Control for Broadband Service Providers

Service providers of any access technology (DSL, cable, mobile, and so on) targeting residential and business
consumers must find new ways to get maximum leverage from their existing infrastructure, while differentiating
their offerings with enhanced IP Services.

The Cisco service control application for broadband adds a layer of service intelligence and control to existing
networks that can:

* Report and analyze network traffic at subscriber and aggregate level for capacity planning

* Provide customer-intuitive tiered application services and guarantee application service level agreements
(SLAs)

* Implement different service levels for different types of customers, content, or applications
« Identify network abusers who are violating the acceptable use policy (AUP)

* Identify and manage peer-to-peer traffic, NNTP (news) traffic, and spam abusers

* Enforce the AUP

* Integrate Service Control solutions easily with existing network elements and business support systems
(BSS) and operational support systems (OSS)

Cisco Service Control Capabilities

The core of the Cisco service control solution is the network hardware device: the Cisco Service Control
Engine (Cisco SCE). The core capabilities of the Cisco SCE platform, which support a wide range of
applications for delivering service control solutions, include:

* Subscriber and application awareness—Application-level drilling into IP traffic for real-time understanding
and controlling of usage and content at the granularity of a specific subscriber.

° Subscriber awareness—The ability to map between IP flows and a specific subscriber to maintain
the state of each subscriber transmitting traffic through the Cisco SCE platform and to enforce an
appropriate policy on this subscriber’s traffic.

Subscriber awareness is achieved either through dedicated integrations with subscriber management
repositories, such as a DHCP or a RADIUS server, or through sniffing of RADIUS or DHCP
traffic.

°> Application awareness—The ability to understand and analyze traffic up to the application protocol
layer (Layer 7).
For application protocols implemented using bundled flows (such as FTP, which is implemented
using Control and Data flows), the Cisco SCE platform understands the bundling connection
between the flows and treats them accordingly.

* Application-layer, stateful, real-time traffic control—The ability to perform advanced control functions,
including granular bandwidth (BW) metering and shaping, quota management, and redirection, using
application-layer, stateful, real-time traffic transaction processing. This feature requires highly adaptive
protocol and application-level intelligence.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* Programmability—The ability to add new protocols quickly and adapt to new services and applications
in the service provider environment. Programmability is achieved using the Cisco Service Modeling
Language (SML).

Programmability allows new services to be deployed quickly and provides an easy upgrade path for
network, application, or service growth.

* Robust and flexible back-office integration—The ability to integrate with existing third-party systems
at the service provider, including provisioning systems, subscriber repositories, billing systems, and
OSS systems. The Cisco SCE provides a set of open and well-documented APIs that allows a quick
integration process.

* Scalable high-performance service engines—The ability to perform all of these operations at wire speed.

Cisco SCE Platform Description

The Cisco SCE family of programmable network devices performs application-layer stateful-flow inspection
of IP traffic, and controls the traffic based on configurable rules. The Cisco SCE platform devices use ASIC
components and reduced instruction set computer (RISC) processors to exceed beyond packet counting and
expand into the contents of network traffic.

The Cisco SCE platform devices:
* Are programmable.
* Provide stateful inspection of bidirectional traffic flows, and mapping these flows with user ownership.
* Provide real-time classification of network use. The classification provides the basis of the Cisco SCE
platform advanced traffic-control and bandwidth-shaping functionality.
Where most bandwidth shaper functionality ends, the Cisco SCE platform provides further control and shaping
options, including:
* Layer 7 stateful wire-speed packet inspection and classification
* Robust support for more than 600 protocols and applications, including:

> General—HTTP, HTTPS, FTP, Telnet, Network News Transfer Protocol (NNTP), Simple Mail
Transfer Protocol (SMTP), Post Office Protocol 3 (POP3), Internet Message Access Protocol
(IMAP), Wireless Application Protocol (WAP), and others

° Peer-to-Peer (P2P) file sharing—FastTrack-KazaA, Gnutella, BitTorrent, Winny, Hotline, eDonkey,
DirectConnect, Piolet, and others

° P2P VoIP—Skype, Skinny, DingoTel, and others

> Streaming and Multimedia—Real Time Streaming Protocol (RTSP), Session Initiation Protocol
(SIP), HTTP streaming, Real Time Protocol (RTP) and Real Time Control Protocol (RTCP), and
others

* Programmable system core for flexible reporting and bandwidth control

» Transparent network and BSS and OSS integration into existing networks

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* Subscriber awareness that relates traffic and usage to specific customers

Figure 1: Common Deployment of a Cisco SCE Platform in a Network
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Management and Collection

The Cisco service control solution includes a complete management infrastructure that provides the following
management components to manage all aspects of the solution:

» Network management
* Subscriber management

* Service Control management

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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These management interfaces are designed to comply with common management standards and to integrate
easily with existing OSS infrastructure.

Figure 2: Service Control Management Infrastructure
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Network Management
The Cisco service control solution provides complete network Fault, Configuration, Accounting, Performance,
Security (FCAPS) Management.

Two interfaces provide network management:

* Command-line interface (CLI)—Accessible through the Console port or through a Telnet connection,
the CLI is used for configuration and security functions.

* SNMP—Provides fault management (through SNMP traps) and performance-monitoring functionality.

Subscriber Management

Where the Cisco service control application for broadband (Cisco SCA BB) enforces policies on different
subscribers and tracks usage on an individual subscriber basis, the Cisco Service Control Subscriber Manager
may be used as middleware software for bridging between OSS and Cisco SCE platforms. Subscriber
information is stored in the Subscriber Manager database and can be distributed between multiple platforms
according to actual subscriber placement.

The Subscriber Manager provides subscriber awareness by mapping network IDs to subscriber IDs. It can
obtain subscriber information using dedicated integration modules that integrate with AAA devices, such as
RADIUS or DHCP servers.

Subscriber information may be obtained in one of two ways:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* Push Mode—The Subscriber Manager pushes subscriber information to the Cisco SCE platform
automatically upon logon of a subscriber.

* Pull Mode—The Subscriber Manager sends subscriber information to the Cisco SCE platform in response
to a query from the Cisco SCE platform.

Service Configuration Management

Service configuration management is the ability to configure the general service definitions of a service control
application. A service configuration file containing settings for traffic classification, accounting and reporting,
and control is created and applied to a Cisco SCE platform. The Cisco SCA BB application provides tools to
automate the distribution of these configuration files to Cisco SCE platforms. This standards-based approach
makes it easy to manage multiple devices in a large network.

Service Control provides a GUI to edit and create these files and a complete set of APIs to automate their
creation.

Data Collection

Data collection occurs as follows:

1 Cisco SCE Platform analyzes and process the data passing through it and generates Raw Data Records
(RDRs).

2 Cisco SCE Platform then forwards these RDRs to Cisco service control management suite collection
manager using a simple TCP-based protocol (RDR-Protocol).
The collection manager software is an implementation of a collection system that receives RDRs from
one or more Cisco SCE platforms.

3 The collection manager collects these records and processes them in one of its adapters. Each adapter
performs a specific action on the RDR.
RDRs contain various information and statistics, depending on the configuration of the system. The main
categories of RDRs include:

* Transaction RDRs—Records generated for each transaction , where a transaction is a single event
detected in network traffic. The identification of a transaction depends on the particular application
and protocol.

* Subscriber Usage RDRs—Records generated per subscriber, describing the traffic generated by that
subscriber for a defined interval.

» Link RDRs—Records generated per link, describing the traffic carried on the link for a defined
interval.

» Zone RDRs—Records generated per zone, describing the traffic carried on the zone for a defined
interval.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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CHAPTER

Cisco SCA BB System Overview

The Cisco Service Control Application for Broadband (Cisco SCA BB) is the Cisco Service Control solution
that allows broadband service providers to gain network-traffic visibility, to control the distribution of network
resources, and to optimize traffic in accordance with their business strategies. It enables service providers
to reduce network costs, improve network performance and customer experience, and create new service
offerings and packages. This chapter contains the following sections:

« System Components, page 7
» Subscribers and Subscriber Modes , page 9

» Service Configuration, page 13

System Components

The Cisco Service Control solution consists of four main components:

* The Cisco Service Control Engine (Cisco SCE) platform—A flexible and powerful dedicated
network-usage monitor that is purpose-built to analyze and report on network transactions at the
application level.

For more information about the installation and operation of the Cisco SCE platform, see the Cisco
SCE Platform Installation and Configuration Guides .

* The Cisco Service Control Subscriber Manager—A middleware software component that is used where
dynamic binding of subscriber information and policies are required. The Subscriber Manager manages
subscriber information and provisions it in real time to multiple Cisco SCE platforms. The Subscriber
Manager can store subscriber policy information internally, and act as a stateful bridge between the
AAA system (such as RADIUS and DHCP) and the Cisco SCE platforms.

For more information about the installation and operation of the Subscriber Manager, see the Cisco
Service Control Management Suite Subscriber Manager User Guide.

The Quota Manager (QM) is an optional component of the Subscriber Manager. It enables Service
Control solution providers to manage subscriber quota across subscriber sessions with a high degree of
flexibility.

For more information about the installation and operation of the QM, see the Cisco Service Control
Management Suite Quota Manager User Guide.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* The Cisco Service Control Collection Manager (CM)—An implementation of a collection system that
receives Raw Data Records (RDRs) from one or more Cisco SCE platforms. It collects usage information
and statistics, and stores them in a database. The CM also converts subscriber usage information and
statistics into simple text-based files for further processing and collection by external systems.

For more information about the installation and operation of the CM, see the Cisco Service Control
Management Suite Collection Manager User Guide.

* The Service Control Application (SCA) Reporter—A software component that processes data stored by
the CM and provides a set of insightful reports from this data. The SCA Reporter can run as a standalone
or as an integrated part of the Console.

For more information about the installation and operation of the Reporter, see the Cisco Service Control
Application Reporter User Guide.

Together, the Cisco SCE platform, the Cisco Service Control Collection Manager, the Cisco Service Control
Subscriber Manager, and the SCA Reporter are designed to support detailed classification, analysis, reporting,
and control of IP network traffic. The Cisco Service Control Collection Manager, the SCA Reporter, and the
Cisco Service Control Subscriber Manager are optional components; not all deployments of the Cisco Service
Control solution require them. Sites that employ third-party collection and reporting applications, those that
do not require dynamic subscriber-aware processing, and those that use a RADIUS or DHCP sniffing option
may not require all of these components.

The following figure illustrates the flow of information in the Cisco Service Control solution.

* Horizontal flow—Represents traffic between subscribers and an IP network.
The Cisco SCE platform monitors traffic flow.

* Vertical flow—Represents transmission of the Raw Data Records (RDRs) from the Cisco SCE platform
to the CM.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Subscriber Manager may be added to the control flow to provide subscriber data. This allows Cisco
SCA BB to conduct subscriber-level analysis and control.

Figure 3: Flow of Information in Cisco SCA BB
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Subscribers and Subscriber Modes

One of the fundamental entities in the Cisco Service Control solution is a subscriber. A subscriber is the most
granular entity on which Cisco SCA BB can individually monitor, account, and enforce a policy. In the most
granular instance of the Cisco SCA BB system a subscriber is an actual customer of the service provider on
whom an individual policy is implemented. However, you may also configure Cisco SCA BB to monitor and
control traffic at a higher granularity, such as when monitoring or controlling traffic by subnets or aggregation
devices.

One of the most important decisions you must take when designing a service control solution is what subscribers
in the system represent. This decision determines which subscriber mode is used, which in turn determines
what (if any) integrations are required and what policies to define. The following sections describe the different
subscriber modes supported and, for each mode, the functions supported, any prerequisites, and the components
needed.

Cisco SCA BB supports the following four subscriber modes:

* Subscriberless mode—No subscribers are defined. Control and link-level analysis functions are provided
at a global platform resolution.

* Anonymous subscriber mode—IP addresses are controlled and monitored individually. The Cisco SCE
platform automatically identifies IP addresses as they are used and assigns them to a package.

* Static subscriber mode—Incoming IP addresses are bound and grouped statically into “subscribers” as
configured by the system operator.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -
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* Subscriber-aware mode—Subscriber information is dynamically bound to the IP address currently in
use by the subscriber. Subscriber-aware mode can be achieved by integrating Cisco SCA BB with the
system (RADIUS, DHCP) that assigns IP addresses to subscribers, or by sniffing this information. Policy
information is either administered to Cisco SCA BB directly or provisioned dynamically via an integration.

Subscriberless Mode

Subscriberless mode is the choice for sites where control and analysis functions are required only at a global
platform resolution. It can be used, for example, to monitor and control the total P2P traffic over the link.

Subscriberless mode requires no integration; hence, the Cisco Service Control Subscriber Manager is not
required.

A

Note  The number of subscribers or inbound IP addresses does not influence the Subscriberless mode. Hence,
the total number of subscribers using the monitored link is unlimited from the point of view of the Cisco
SCE platform.

Anonymous Subscriber Mode
Anonymous subscriber mode provides the means to analyze and control network traffic at subscriber-inbound
IP address granularity.

Use this mode when:
* You do not require subscriber-differentiated control or subscriber-level quota tracking
* Analysis on an IP level is sufficient

» When offline IP-address/subscriber binding can be performed

For example, you can identify which subscribers generate the most P2P traffic by identifying the top IP
addresses and correlating them to individual subscribers using RADIUS or DHCP logs. The total bandwidth
of P2P traffic allowed for each subscriber can also be limited.

Anonymous subscriber mode requires no integration or static configuration of the IP addresses used, so the
Cisco Service Control Subscriber Manager is not required.

In this mode, ranges of IP addresses are configured directly on the Cisco SCE platform. Cisco SCE Platform
dynamically creates “anonymous” subscribers for these IP addresses, using the IP address as the subscriber
name.

A

Note  The total number of concurrently active anonymous subscribers supported by the Cisco SCE platform is
the same as the total number of concurrently active subscribers.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Static Subscriber Mode

Static subscriber mode binds incoming IP addresses together into groups, so that traffic from and to defined
subscribers can be controlled as a group. For example, you can define all traffic from and to a particular
network subnet (used by multiple subscribers concurrently) as a (virtual) “subscriber” and controlled or viewed
as a group.

Static subscriber mode supports cases in which the entity controlled by the Cisco Service Control solution
uses a constant IP address or address range that does not change dynamically, such as:

» Environments where the subscriber IP addresses do not change dynamically via, for example, DHCP
or RADIUS

* Deployments in which a group of subscribers using a common pool of IP addresses (such as all those
served by a particular aggregation device) are managed together to provide a shared bandwidth to the
entire group

The system supports the definition of static subscribers directly on a Cisco SCE platform; it does not require
external management software (such as the Cisco Service Control Subscriber Manager). Use the Cisco SCE
platform CLI to define the list of subscribers, their IP addresses, and the associated package.

Subscriber-Aware Mode

In subscriber-aware mode, the subscriber information (OSS ID and policy) that is dynamically bound to the
(IP) address currently in use by the subscribers are populated on the Cisco SCE.

The subscriber information is populated regardless of the IP address in use and provides differentiated and
dynamic control per subscriber and subscriber-level analysis. Use this mode to control and analyze traffic on
a subscriber level, to monitor subscriber usage, and to assign and enforce different control policies (packages)
for different subscribers.

In this mode, the Cisco Service Control Subscriber Manager may provision the Cisco SCE platform with
subscriber information.
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Table 1: Summary of Subscriber Modes

Cisco SCA BB System Overview

Mode

Features Supported

Main Advantages

Use for...

Subscriberless mode

* Global
(platform-level)
analysis and control

* No subscriber
configuration
required.

Global control solution or
subscriber-level analysis.

Examples:

+ Control P2P
uploads at peering
points.

* Limit total
bandwidth of P2P to
a specified
percentage.

Anonymous subscriber
mode

* Global analysis and
control

¢ Individual IP
address-level
analysis and control

 Global
analysis and
control

« Control based
on individual
or group IP
addresses as
configured
statically to
the Cisco SCE
platform

* No subscriber
configuration
required; only
define subscriber IP
address ranges used.

* Provide
subscriber-level
control without
integration.

IP-level analysis or
control that is not
differentiated per
subscriber, and where
offline
IP-address/subscriber
binding is sufficient.

Examples:

e Limit P2P
bandwidth per
subscriber.

* Identify top
subscribers by
identifying top IP
addresses and
correlating them
with RADIUS or
DHCEP logs.
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Mode

Features Supported

Main Advantages

Use for...

Static subscriber mode

* Global analysis and
control

* Control based on
individual or group
IP addresses as
configured statically
to the Cisco SCE
platform

* One-time static
subscriber
configuration, with
no integration
requirements.

» Manage subscriber
traffic in logical
groups.

Control of traffic of
groups of subscribers.

Example:

* Assign a bandwidth
limit for P2P traffic
for each group of
subscribers using a
single CMTS
device.

Subscriber-aware mode

* Full system
functionality

* Differentiated and
dynamic control per
subscriber.

* Subscriber-level
analysis, regardless
of IP address in use.

Control and analysis of
traffic on a subscriber
level.

Examples:

* Monitor
subscriber-usage,
regardless of IP
addresses.

* Assign different
control policies
(packages) to
different
subscribers, and
change packages
dynamically.

Service Configuration

Service configuration defines the way the Cisco SCE platform analyses and controls traffic. In general terms,
service configuration defines the following:

* Protocol and service classification
* Packages and policies

» Bandwidth controllers

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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» Global controllers

Figure 4: Service Configuration
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Service configuration is accomplished using one of the following:

The Cisco SCA BB Console

The Cisco SCA BB Console is a set of GUI tools that are used to manage, configure, and monitor the solution

components.

The Console is fully documented in the remainder of this guide.

The Service Configuration Utility

The Cisco SCA BB Service Configuration Utility (servconf) is a simple command-line utility that you can
use to apply PQB configuration files onto Cisco SCE platforms or to retrieve the current configuration from
a Cisco SCE platform and save it as a PQB file. The utility configures Cisco SCE platforms with the service
configuration defined in a PQB file. You can install and execute it in a Windows environment.

For full documentation of the servconf, see The Cisco SCA BB Service Configuration Utility .

The Service Configuration API

The Service Configuration API is a set of Java classes used to:

* Program and manage service configurations

* Apply service configurations to the Cisco SCE platforms

* Integrated applications with third-party systems
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The service configuration API allows service providers to automate and simplify management and operational
tasks.

The Service Configuration API is documented in Cisco Service Control Application for Broadband Service
Configuration API Programmer Guide.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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CHAPTER

Introduction to Traffic Processing

This chapter describes how the Cisco SCA BB installed on a Cisco Service Control Engine (Cisco SCE)
platform processes traffic.

The chapter also describes the main elements (service configuration entities) of the Cisco SCA BB system
and explains how they relate to each other.

This chapter consists of these sections:

» Routing Environment , page 17

 Traffic Processing , page 18

* Traffic Classification, page 18

» Traffic Accounting and Reporting , page 26

 Traffic Control , page 29

« Service Security , page 35

o Traffic Filters, page 37

* Traffic Forwarding to Value-Added Services Servers , page 37

» Service Configurations, page 38

Routing Environment

Traffic processing depends on the routing environment. The Cisco Service Control solution can operate in
two typical routing schemes:

* Symmetric (Normal)—For most flows the inbound and outbound traffic is routed through one Cisco
SCE platform. For a marginal number of flows, only one direction goes through this Cisco SCE platform.

» Asymmetric—For a significant number of flows, only one direction (inbound or outbound) is routed
through the Cisco SCE platform. For other flows, both directions go through this Cisco SCE platform.

A flow is bidirectional when the inbound and outbound traffic of the flow passes through the same Cisco SCE
platform. A unidirectional flow is one where only one of the inbound traffic and the outbound traffic go
through the Cisco SCE platform.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Cisco Service Control solution can handle both unidirectional and bidirectional flows. The Cisco SCE
platform can be configured to operate in either a symmetric or an asymmetric routing environment. The traffic
processing capabilities of the Cisco SCE platform in the asymmetric environment are a subset of its capabilities
in the symmetric environment.

When the Cisco Service Control solution is deployed in an asymmetric routing environment, and unidirectional
classification is enabled, the Cisco SCE platform classification is better tuned to identify traffic based on a
single direction. The Cisco SCE platform handles unidirectional flows independently, with no synchronization
with other Cisco SCE platforms that might handle the opposite direction of the flow.

Traffic Processing

There are three stages of traffic processing:

* Traffic classification—Cisco SCA BB analyses traffic flows and determines their type (for example,
browsing, e-mail, file sharing, or voice).

* Traffic accounting and reporting—Cisco SCA BB performs bookkeeping and generates Raw Data
Records (RDRs) that let you analyze and monitor the network.

* Traffic control—Cisco SCA BB limits and prioritizes traffic flows according to their service,
subscriber-package, subscriber quota state, and so on.
You can control how classification, reporting, and control perform by editing the service configurations and
by applying these configurations to the Cisco SCE platform.

The three stages are described in these sections:

Traffic Classification

Traffic processing starts with traffic classification, which categorizes network sessions into services.

For each commercial service that a provider offers to its subscribers, a corresponding service is defined in the
Cisco Service Control solution. You can use this service to classify and identify the traffic, report on its usage,
and control it.

Cisco SCE internal architecture has two concepts that aid traffic classification:
Each flow context is unidirectional. Flows are opened based on the following logic:
« If the flow is on filter list or traffic rule with ignore , it is ignored and bypassed
« If the packet is Non-IP, it is ignored and bypassed
« If the packet is larger than 1600 bytes, it is ignored and bypassed
« If the packet is a TCP-retransmit packet or has a wrong checksum, it is ignored and bypassed
« If the packet matches any of the active attack filters, it is ignored and bypassed

« If the packet is TCP and the flow is in half-open state (3 way handshake), hardware flow is created for
each direction

« If the packet is TCP and is in established state, software flows (2 unidirectional) are created for the first
payload packet

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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» If the packet is UDP, hardware flows are created for first packet in each direction.

« If the packet is UDP, software flow is created for the 5th packet.

Creating flow on the fifth packet helps to avoid creation of software flows for port-scans, and thus, protect
Cisco SCE from DoS conditions. Port-scans are still detected because their flows are opened in hardware
temporarily. Also, some flows are still opened on the first packet, based on SCA-BB GUI options (Advanced
settings).

* If the flow is non-TCP, non-UDP but still IP (for example, ICMP), hardware flow is opened for each
direction on first packet

« If the flow is non-TCP, non-UDP but still IP (for example, ICMP), software flow is opened for each
direction on second packet

User counters, Service Counters, and Protocol counters are updated, and RDRs are generated only for software
flows.

In the traffic classification process, Cisco SCA BB categorizes network sessions into services.

Services are the building blocks for:
* Service configurations (because Cisco SCA BB can enforce different rules on different services)

» Aggregated usage reporting

From the point of view of a provider, a service is a network product sold to a subscriber. The service is usually
a network application—such as browsing, e-mail, file sharing, or voice—that the subscriber uses. From a
technical point of view, a service consists of one or more service elements, each of which enables a decision
about the service associated with a network traffic flow type.

A number of services are predefined in the default service configuration. You can modify these services and
add additional services to a service configuration. A service configuration can contain up to 500 services. See
the Default Service Configuration Reference Tables chapter of the Cisco Service Control Application for
Broadband Reference Guide for a list of services.

The classification process occurs when a session starts. The process examines the first few packets of the
session and decides to which service the session belongs. The session is then assigned a service ID that remains
the same during the life cycle of a session.

Traffic is classified and mapped to services based on some or all of the following service elements:

* Protocol—The protocol used. This classification allows, for example, the mapping of browsing flows
and e-mail flows to separate services.

* Initiating side—Whether the subscriber side or the network side generated the flow. This classification
allows, for example, the mapping of subscriber-initiated and network-initiated peer-to-peer traffic to
separate services.

» Zone—Lists of IP addresses of the network-side host of the flow. This classification allows, for example,
the mapping of all voice flows going to a specified server to a specific service.
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* Flavor—Specific Layer 7 properties such as host names of the network-side host of the flow. This
classification allows, for example, the mapping of all HTTP flows where the URL matches a certain
pattern to a specific service.

Note

Flavors are not used for classification when unidirectional classification is enabled.

Cisco SCA BB uses these flow mappings to map each network connection passing through it to a service.
You define rules for the different services to implement control policies. The classification rules can contain
Layer 3 and Layer 4 parameters (such as port numbers and IP addresses), and also Layer 7 parameters (such
as host name and user agent for HTTP connections).

Note

Cisco SCA BB cannot achieve 100% classification of all P2P services, because some P2P applications
are persistent in trying to connect. They use many alternate protocols and connection schemes. Their native
protocol is encrypted and this encryption tends to change whenever a new version is released. This means
that if you try to block the P2P traffic, the client may eventually connect in some cases. A better approach
may be to limit bandwidth for this traffic to make it ineffective instead of trying for a complete block.

Service Elements

A service consists of one or more service elements; different network traffic flow types are mapped to different
service elements.

A service element maps a specific protocol, initiating side, zone, and flavor to the selected service. Some or
all of these parameters can take wild-card values.

Note

When unidirectional classification is enabled, the flavor of a service element is always the wild-card value.

A traffic flow is mapped to a specific service if it meets all four of the following criteria:
* The flow uses the specified protocol of the service element.
* The flow matches the initiating side specified for the service element.
* The destination of the flow is an address that belongs to the specified zone of the service element.

* The flow matches the specified flavor of the service element.

If a flow matches two service elements and one is more specific than the other, the flow is mapped to the more
specific of the two. For example, Service A is defined for browsing and Service B is defined for browsing to
a specific list of URLs. A browsing flow to a URL on the list of Service B matches both services, but is
mapped to Service B.

If a flow matches one parameter of one service element and a different parameter of another service element,
precedence is given first to matching flavors, then to protocols, then to zones, and finally to the initiating side.
For example, Service A is defined for e-mail and Service B is defined for all traffic to a specific network zone.
An e-mail flow to the specific network zone matches both services, but is mapped to Service A.
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Examples of Services

Protocols

Table 2: Examples of Services and Service Parameters

Service Name Protocol Initiating Side Zone Flavor

Web Browsing HTTP Subscriber- initiated | — —
HTTPS

Web Hosting HTTP Network-initiated | — —

(network-initiated | HTTPS

browsing)

Local SMTP SMTP — Local-mail servers | —

(215.53.64.0/24)

One of the main classifications of a flow is the protocol of a session (that is, of the network application that
generated the session).

A protocol, as defined in the Cisco SCA BB system, is a combination of one or more signatures, one or more
port numbers, and a transport type. The protocol of the network flow is identified according to these parameters.
For example, if the port number is 80, the transport type is TCP, and content matches the HTTP signature,
Cisco SCA BB maps the flow to the HTTP protocol.

The default service configuration contains a long list of predefined protocols. You can add additional protocols.

When a TCP or UDP flow does not match a specific protocol definition, Cisco SCA BB maps the flow to the
Generic TCP or Generic UDP protocol.

When a non-TCP/UDP flow does not match a specific protocol definition, Cisco SCA BB maps the flow to
the Generic IP protocol.

When unidirectional classification is enabled protocol classification is performed in the normal way, with one
exception: unidirectional UDP flows. In this case, Cisco SCA BB tries to classify the protocol using the
destination port of the first packet. If no exact match is found, Cisco SCA BB tries to classify the protocol
using the source port.

Easy Definition of Port-Based Protocols

All generic (unclassified) traffic on a specific port can be assigned to a protocol, by adding the protocol-eclement
in the form <“Generic” signature, specific port> to that protocol. When the “Generic” signature on a specific
port is assigned to a protocol, the “Behavioral” signatures are automatically assigned to that protocol as well.
For example, in the default configuration, the “Generic” signature on port 555 is assigned to the H20 protocol,
and therefore the “Behavioral Upload/Download” signature on port 555 is also automatically assigned to the
H20 protocol.

This assignment is done automatically, so you do not need to do the assignment manually. These
protocol-elements that are added automatically are not displayed in the GUI If, on the other hand, you want
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to assign the “Behavioral Upload/Download” signature on a specific port to a different protocol, you can do
it by creating an appropriate protocol-element and assigning it to the other protocol.

)

Note  In the default configuration, the HTTP protocol definition accepts not just the HTTP signature, but also
all other generic (unclassified) traffic on port 80, by including the protocol-element <“Generic” signature,
port 80>. As described previously, when a protocol-element in this form, <“Generic” signature, specific
port>, is used in a certain protocol definition, the Cisco SCE maps both the generic and the behavioral
signatures, on the specified port, to that protocol. For HTTP traffic, this means that traffic on port 80,
which is classified as “Behavioral Upload/Download” signature, would also be assigned to the HTTP
protocol. As described earlier, the purpose of this behavior is to allow easy definition of port-based
protocols. Nevertheless, this behavior can be avoided, by adding the protocol-element <“Behavioral”
signature, specific port> to a different protocol.

Protocol Elements
A protocol is a collection of protocol elements.

A protocol element maps a specific signature, IP protocol, and port range to the selected protocol. Some or
all of these parameters can take wild-card values; port numbers can take range values.

If a traffic flow meets all the following criteria, it is mapped to a specific protocol:
* The flow matches the specified signature of the protocol element.
* The flow protocol matches the IP Protocol of the protocol element.

* The flow matches the specified port range of the protocol element.

If a flow matches two protocol elements and one is more specific than the other, the flow is mapped to the
more specific of the two.

For example, Protocol A is defined for flows that match the FTP signature and Protocol B is defined for flows
that match the FTP signature on TCP port 21. An FTP flow on port 21 matches both protocols, but is mapped
to Protocol B.

If a flow matches the signature of one protocol element and the port of another protocol element; it is mapped
to the matching signature.

For example, Protocol A is defined for flows that match the FTP signature and Protocol B is defined for flows
on TCP port 21. An FTP flow on port 21 matches both protocols, but is mapped to Protocol A.

Signatures

Cisco SCA BB examines traffic flows using the deep-packet-inspection capabilities of the Cisco SCE platform,
and compares each flow with an installed set of protocol signatures to identify the network application that
generated the flow.

Cisco SCA BB comes with a set of predefined signatures for common network applications and protocols,
such as browsing, e-mail, file sharing, and VoIP.

When unidirectional classification is enabled and a unidirectional flow (inbound or outbound) passes through
the Cisco SCE platform, the flow is matched against a special set of unidirectional protocol signatures. When
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a bidirectional flow passes through the Cisco SCE platform, the protocol library tries to match it to one of its
standard (bidirectional) protocol signatures.

Cisco periodically publishes protocol packs containing new signatures and updates to existing signatures.
You can use these protocol packs to update the set of signatures installed on Cisco SCA BB, enhancing its
classification capabilities.

Dynamic Signatures

Most signatures used by Cisco SCA BB are predefined and hard-coded. Cisco SCA BB also allows you to
add dynamic signatures, which can be user-defined.

You can create and edit dynamic signatures in the Signature Editor tool. The Dynamic Signature Script (DSS)
engine in Cisco SCA BB carries out the classification using these user-defined signatures in addition to the
predefined signatures.

Initiating Side

Zones

The Cisco SCE platform is usually located between the subscribers of the provider and the network. Based
on the initiating side, flows are called Subscriber-initiated flows and network-initiated flows. Flows initiated
by the subscriber towards the network are called subscriber-initiated flow, while the flows initiated from the
network towards the subscriber are called network-initiated flows.

You can limit some flow-types to one initiating side. For example, with HTTP you can restrict the direction
of the flow to subscriber-initiated, because HTTP is always subscriber-initiated when the subscriber ventures
outward to surf the Internet. A network-initiated HTTP-flow means, that probably a web server is open on
the local machine of the subscriber for receiving incoming HTTP traffic. The provider can block
network-initiated HTTP.

A zone is a collection of network-side IP addresses.

You configure zones by arranging IP addresses in groups connected by a common purpose. A network flow
of the subscriber mapped to a service may be applied to a zone. In practice, zones often define geographical
areas.

Zones are used to classify network sessions; each network session can be assigned to a service element based
on its destination IP address.

Examples of Zones:

* A “walled garden”—A range of IP addresses of a server farm with premium video content, for which
the provider would like to limit access to specific subscribers and to assure traffic priority.

» A zone to differentiate between off-net and on-net flows.

Example of Assigning a Zone to a Session:

Zone A and Zone B are two user-defined zones. Zone A includes the IP address range 10.1.0.0/16, and Zone
B includes the IP address range 10.2.0.0/16. Analysis of a new session shows that its network IP address is
10.1.1.1—the session belongs to zone A.
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A zone is a collection of related zone items.

A zone item is an IP address or a range of IP addresses.

Table 3: Examples of Zone Items

Network Address Example
IP address 123.123.3.2
IP address range (and mask) 123.3.123.0/24

This means that the first 24 bits of the IP address must
be included as specified and the final 8 bits can take
any value. (That is, all IP addresses in the range
123.3.123.0 to 123.3.123.255.)

For details on managing zones and zone items, see the Introduction to Managing Zones section.

Flavors are advanced classification elements that classify network sessions according to signature-specific
Layer 7 properties.

Flavors provide an additional level of granularity in defining services in the Cisco Service Control solution.
A protocol flavor uses an additional protocol attribute in classifying a service, making this service a flavor of
the service based on the protocol only. For example, the user-agent attribute of the HTTP protocol could be
added as a protocol flavor, enabling the definition of all HTTP traffic generated by the same browser type
(indicated in the user-agent field) as one service.

Examples of flavor types are HTTP User Agent and SIP Source Domain.

Note

Flavors are not used for traffic classification when unidirectional classification is enabled.

A flavor is a collection of flavor items.

The type of a flavor item depends on the flavor type. For a list of available flavor types, see Flavor Types
and Parameters section.

The default service configuration includes some predefined flavors, such as HTTP Streaming Agents (a flavor
of HTTP) and Vonage (a flavor of SIP).

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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DSCP ToS

Flavors .

One flavor type is TOS. This allows DSCP ToS to be used as a classification criterion so that a packet carrying
a specific marking can be assigned to a predefined service with, for example, unlimited bandwidth or reported.
The DSCP ToS classification process takes precedence over other classification mechanisms to allow external
devices, such as a voice gateway, to dictate how the flow is treated. DSCP ToS-based classification is an
excellent way of marking proprietary managed services where Cisco SCA BB does not recognize the
applications but identifies them via the DSCP ToS field.

Content Filtering

A

Content filtering involves classification and control of HTTP flows according to the requested URL. The
classification of the URL is performed by accessing an external database.

Service providers require effective Web filtering for their subscribers, for various purposes such as avoiding
litigation and providing parental control. The problem is that the Web is huge and constantly growing, and
Cisco SCA BB and the Cisco SCE platform are not designed to track and maintain the huge database of URLs
required for effective filtering.

Cisco SCA BB provides content filtering by integrating with SurfControl Content Portal Authority (CPA).
SurfControl’s technology enhances Cisco SCA BB URL classification capabilities by eliminating the need
for a network administrator to manage a URL database or interact with the server, while creating a powerful
filtering solution. It provides complete coverage of the web’s most trafficked sites and access to the most
accurate and relevant database of URLs classified by risk category, such as sexually explicit, racist, hacker,
and so on.

The integration of SurfControl’s CPA into Cisco SCA BB provides the required web-filtering solution. Cisco
SCA BB, running on the Cisco SCE platform, contacts a CPA server to categorize the website that a subscriber
requests. The returned category is then used to classify the HTTP flow. This classification is then used for
the normal Cisco SCA BB traffic control and reporting.

Note

Cisco SCA BB includes an internal database of URLs used by the HTTP URL flavor classification. When
a URL is found in both the internal database and the external content filtering database, the URL is classified
according to the internal database.
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Flow Attributes to Services Mapping

The figure illustrates the mappings of flow elements of a session to service elements of a service.

Figure 5: Mapping Flow Elements of a Session to Service Elements of a Service

Flow/Session — Service Element
Network-side IP
address Zone
Initiating side Initiating side H—
IPp Frotocol
TCP/UDP port Signature Flavar Class
L7 attributes
]
]

Traffic Accounting and Reporting

You can use data gathered by the Cisco SCE platforms for real-time signaling, billing, and reporting.

Various metrics are collected in different scopes—global (per entire link), per service (or group of services),
per package (or group of packages), and per subscriber—based on user-defined usage counters.

* Global control bandwidth is based on Layer 1 volume.

* Subscriber bandwidth control (and accounting and reporting) is based on Layer 3 volume.

The values from the usage counters can be either pushed or pulled:

* The Cisco SCE platform generates and transmits Raw Data Records (RDRs) that contain flow, usage,
and other data.

* The Cisco SCE platform maintains an SNMP MIB that external systems can query.

Usage Accounting
Cisco SCA BB collects and maintains various network metrics, per service, in different scopes.
The network metrics are:
* Upstream volume (L3 kilobytes)
* Downstream volume (L3 kilobytes)
* Sessions

» Active subscribers
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Usage Accounting .

« Concurrent sessions

» Session duration

Note

For VoIP services, such as SIP and MGCP, the concurrent sessions usage counter counts concurrent voice
calls, and the session duration usage counter measures voice call duration.

Per service accounting takes place in the following scopes:

* Per subscriber

* Per group of subscribers (package)

* Per link (global)
Several services may share the same service usage counter. For example, in the default service configuration,
the SMTP service and the POP3 service share the E-Mail Counter. The service hierarchy determines how to
assign services to usage counters, as explained in the following section. Similarly, several packages may share

the same package usage counter, and the package hierarchy determines how to assign packages to usage
counters. For details, see The Package Hierarchy section .

The Service Hierarchy

Services are arranged in a hierarchal tree. A single default service is at the root, and you can place each new
service anywhere in the tree. For more information see, Services section.

Services inherit the rule of their parents. When a rule is defined for a particular service (in a specific package),
unless explicitly specified, the same rule of the parent package controls all the child services.

Service Usage Counters

The service hierarchy provides a way to share usage counters and to organize services according to their
semantics. Services are accounted in groups, as defined in the service hierarchy. Each service is assigned
usage counters.

There are two categories of usage counters for services:
* Global—Used for Link Usage and Package Usage RDRs and reports
* Subscriber—Used for Real-Time Subscriber Usage RDRs and reports

A global usage counter and a subscriber usage counter are assigned to each service. The use of a service can
be accounted either exclusively for traffic classified to it or with the traffic of its parent service. For example,
if a service called Premium Video Content is defined as a child of Streaming, the operator can either define

a special usage counter for Premium Video Content or configure it to use the same usage counter as Streaming.

The global usage counter and the subscriber usage counter are independent. For the same service, one usage
counter may be the same for parent and child, whereas the other is exclusive to the child.

The Package Hierarchy

Packages are arranged in a hierarchal tree. A single default package is the root of the tree, and you can place
new packages anywhere in the tree. For more information see Packages section.

Package Usage Counters
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The package hierarchy allows you to organize packages according to their semantics and provides for sharing
package usage counters. You can define a maximum of 1024 different exclusive package usage counters per
service configuration, one of which is used for the Unknown Subscriber Traffic package.

Usage reporting at a package level is grouped as follows:

* Package assigned an exclusive package usage counter—All traffic associated with this package is
accounted separately in the assigned counter, along with any children that are not assigned exclusive
counters.

» Package not assigned an exclusive package usage counter—All traffic associated with this package is
accounted together with its parent package.

In the figure Example Package Tree, if the Mail & Web Baseline package is allocated an exclusive counter,
but neither child package is assigned an exclusive counter, then all Package Usage RDRs and derived reports
(such as “Package Bandwidth per Service”) would group usage of subscribers assigned to all three packages.

However, if the Mail & Web Boost package also had an exclusive counter, the traffic for Main & Web Baseline
and Mail & Web Captive HTTP would be accounted together, but traffic for Mail & Web Boost would be
accounted separately. (In general, this is not an efficient configuration. You should use the hierarchical structure
to group packages that can share the same counter.)

Figure 6: Example Package Tree
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Reporting
Cisco SCE platforms running Cisco SCA BB generate and transmit Raw Data Records (RDRs) that contain
information relevant to the service provider.
RDRs contain a wide variety of information and statistics, depending on the configuration of the system.

RDRs are transmitted using a Cisco proprietary protocol. To use RDRs, you require the Cisco Service Control
Collection Manager (CM) or to develop software to process the RDRs.
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The data in some RDRs can also be exported using the NetFlow reporting protocol, which has become an
industry standard. NetFlow reporting allows the Cisco SCA BB solution to be more easily integrated with
your existing data collectors.

This section contains these topics:

Raw Data Records (RDRs)

The following are the main categories of RDRs:

» Usage RDRs—Generated periodically. These RDRs contain the state of the usage counters, per service
and per accounting scope. There are four types of usage RDRs:

> Link Usage RDRs—Global usage per service, for the entire link.
°Package Usage RDRs—Usage per group of subscribers, per service.

° Subscriber Usage RDRs—Usage per subscriber, per service. These RDRs are generated for all
subscribers. The Cisco Service Control Collection Manager (CM) and Cisco Service Control
Application (SCA) Reporter use these RDRs to generate top-subscriber reports and aggregated
usage billing records.

°Real-Time Subscriber Usage RDRs—Generated for selected subscribers only. The Cisco Service
Control Collection Manager and SCA Reporter use these RDRs by to generate detailed subscriber
activity reports.

* Transaction RDRs—Generated for a sample of the flows. These RDRs are used to create statistical
histograms such as Top TCP Ports.

* Transaction Usage RDRs—Generated for every flow according to user-defined filters. These RDRs
contain detailed Layer 7 information for browsing, streaming, and voice flows. They are used for
flow-based billing.

* Real-Time Signaling RDRs—Generated to indicate specific network events such as flow start or end.
These RDRs are used to signal external systems to allow real-time actions across the network.

* Malicious Traffic RDRs—Generated to indicate that the Cisco SCE platform has detected a traffic
anomaly, such as a DDoS attack. These RDRs are used to detect attacks and attackers to mitigate them.

NetFlow
The following information can be exported using the NetFlow protocol

» Usage—Generated periodically. These RDRs contain the state of the usage counters, per service and
per accounting scope.

* Malicious Traffic—Generated to indicate that the Cisco SCE platform has detected a traffic anomaly,
such as a DDoS attack.

Traffic Control

Traffic Control provides means to block, limit, or prioritize traffic flows according to service, subscriber
package, subscriber quota state, and so on.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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A package is a collection of rules describing subscriber policy. The package defines the group of services
delivered to a specific group of subscribers and the behavior of the system for each service. It may contain
restrictions on network flows, guidelines for prioritization of the flows, and instructions about how to report
flows.

Each subscriber in the network is provided with a reference to a package to which that subscriber belongs.
The following list describes how the system references each subscriber in the network:

1 Maps each network flow to a service by matching the flow with a service element

Identifies the subscriber to whom the flow pertains, according to the network ID of the subscriber (usually
the IP address of the subscriber)

3 Identifies the package to which the subscriber belongs
4 Applies the correct rule to the service of the network flow of the subscriber

Another scheme is described in the following section:

Virtual Links Mode

In normal mode, you define bandwidth controllers for each package (see Bandwidth Management ). In Virtual
Links mode, you define template bandwidth controllers. The actual bandwidth parameters are assigned to a
subscriber when the subscriber enters the system. These parameters depend on the package of the subscriber
and the direction of the virtual link.

For more information, see Quota Management.

Unknown Subscriber Traffic

Rules

The Cisco SCE platform tries to identify the subscriber responsible for every traffic flow that it processes.
The platform looks at the IP address or VLAN tag of the traffic flow, and checks its internal database for a
subscriber identified by this IP Address or VLAN tag. If such a subscriber is not found in the database, the
traffic flow is mapped to the Unknown Subscriber Traffic category.

A rule is a set of instructions that tell the Cisco SCE platform how to treat network flows of a specific service.
A rule can:

* Specify that a flow should:
> be blocked
°be granted a certain amount of bandwidth
> have the DSCP ToS of its packets marked with a given value (see DSCP ToS Marking )

° Define an aggregate volume or session limit, after which a set of different restrictions are enforced
on the flow

° Specify how a flow is reported for billing or analysis purposes

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Calendars

Bandwidth Management .

You can use calendars to divide the hours of the week into four time frames.
After you have configured a calendar, you can add Time-Based Rules to a package that uses the calendar.
Time-Based Rules

A time-based rule is a rule that applies to only one time frame. Time-based rules allow you to set rule parameters
that are only applied at specific times. You might, for example, want to define different rules for peak, off-peak,
nighttime, and weekend usage.

You can add time-based rules to any rule. If a time-based rule is not defined for a time frame, the parent rule
is enforced.

Often, you need rules for different time frames to be similar. When you add a time-based rule, the settings of
the parent rule are copied to the new time-based rule; you can make any needed changes. Subsequent changes
to the parent rule do not affect the time-based rule.

Related Topics
Global Bandwidth Control , on page 31

Bandwidth Management

The physical link bandwidth is an absolute limit on the bandwidth that can pass through the system. You can
limit the total bandwidth passing through the Cisco SCE platform to a value lower than the physical link
bandwidth. For example, if another device connected to the Cisco SCE platform on the IP stream has limited
BW capacity, you can limit the bandwidth passing through the Cisco SCE platform to match the capacity of
the other device.

Bandwidth control in Cisco SCA BB is accomplished in two stages:
* Global control— based on Layer 1 volume.

* Subscriber bandwidth control—and accounting and reporting is based on Layer 3 volume.

Global Bandwidth Control

Global controllers control the total bandwidth use. Global controllers are virtual queues in Cisco SCE platforms.
You configure them for the entire system, rather than for individual subscribers.

Global controllers provide constraints for large, global volumes of traffic, such as “Total Gold Subscriber
Traffic”, or “Total P2P Traffic”. Each global controller defines the maximum percentage of total available
bandwidth allocated to all traffic of a particular type. Using a global controller, you can limit total traffic of
services such as P2P in the system to any bandwidth between 16 kb/s and 1000 Mb/s. In this way, you keep
the total bandwidth consumed by this traffic under control.

The upstream and downstream interfaces are each assigned one default global controller that, by default,
controls 100 percent of the link traffic. You can add up to 1023 more global controllers for each interface on
Cisco SCE Gigabit Ethernet hardware and up to 4095 more global controllers on Cisco SCE 10 Gigabit
Ethernet hardware and you can assign a maximum percentage of the total link limit to each global controller
separately.
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Bandwidth Management

For each global controller, you can define separate values for the maximum percentage of total available
bandwidth separately for each time frame.

In dual-link systems, you can define different bandwidth values for each link. You can also set a limit on the
aggregated bandwidth passing on the two links.

Virtual Links mode uses template global controllers. Template global controllers are templates of virtual
queues; they are applied to as many separate physical links as exist in the system. For each physical link,
actual bandwidth parameters depend on the link. (For more information, see Quota Management.)
Related Topics

Calendars, on page 31

Quota Management, on page 360

Subscriber Bandwidth Control

Subscriber BW Controllers (BWCs) controls the bandwidth used by individual subscribers.

Each BWC controls available bandwidth for selected services. Services controlled by a particular BWC are
defined per package, but bandwidth control is per service.

The following parameters specify a BWC:

* Committed Information Rate (CIR)—The minimum bandwidth that must be granted to the services that
a BWC control.

* Peak Information Rate (PIR)—The maximum bandwidth that can be allocated to the services that a
BWC control.

* Global Controller—The global controller to which this BWC links

* Assurance Level (AL)—The rate of change of available bandwidth under conditions of traffic congestion

The Bandwidth Control Levels figure illustrates the maximum available bandwidth (Admitted Information
Rate [AIR]) ranges between the CIR and the PIR. The actual consumed bandwidth is always less than the
AIR.

The BWC has a third parameter that controls how the AIR is determined at different congestion conditions.
When the network is not congested the system allows the PIR and when the network is highly congested the
system provides the CIR. In between these two extremes, a third parameter—Assurance Level (AL)—determines
the AIR. The AL controls how fast the AIR would decrease from the PIR to the CIR as congestion builds, or
increase from the CIR to the PIR as congestion decreases. A higher AL ensures a higher AIR compared to a
similar BWC with a lower AL.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The BWC ensures that even when the network is congested (PIR-congestion) at least the CIR is granted.
Similarly, the BWC ensures that even when there is little traffic associated with a BWC the PIR is not exceeded.

Figure 7: Bandwidth Control Levels

Bandwidth may be thought of in terms of a virtual pipe of adjustable width. The PIR is the maximum allowed
width of the virtual pipe. The CIR is the minimum width to which the pipe can contract. The actual pipe width
is the AIR. During Network congestion, the system contracts each pipe differently to differentiate between
subscribers and between their services.

Primary and Internal Bandwidth Control

In Cisco SCA BB each subscriber has an independent set of BWCs, consisting of a single Primary (Total)

BWC (tBWC) that controls the total bandwidth available to the subscriber and several Internal BWCs (iBWCs)
that control the available bandwidth of some services of that subscriber, as illustrated in Figure. For example,
one BWC may control the Streaming Service; another may control the Download and E-mail Services together.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The PIR defines the maximum bandwidth for the associated services; the CIR defines the minimum bandwidth
for them.

Figure 8: Bandwidth Control on Two Levels

Total level
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You can link iBWCs to traffic in the following way:

1 In the package general definitions, add a subscriber BWC, defined by its CIR, PIR, AL, and CoS.
2 When defining a rule, assign each service to one subscriber BWC.

Quota Management

You can assign subscribers a quota limit on selected services.

Each subscriber has 16 quota buckets, each of which you can define for volume or sessions. When a subscriber
uses a certain service, the amount of consumed volume or number of sessions is subtracted from one of the
buckets.

The service configuration determines which bucket to use for each service. Consumption of volume buckets
is measured in units of L3 kilobytes. Consumption of session buckets is measured by the number of sessions.
For example, you can define that the Browsing and E-Mail services consume quota from Bucket #1, that the
P2P service consumes quota from Bucket #2, and that all other services are not bound to any particular bucket.

External quota provisioning systems can use the Quota Provisioning API to modify the quota in each bucket
dynamically. For example, you can increase the quota of a certain bucket when a subscriber purchases additional
quota. These external systems can also query the amount of remaining quota in each bucket. This can be used,
for example, to show subscribers in a personal web page how much of their quota remains. For details on
Quota Provisioning API, see the Cisco Service Control SCE Subscriber API Programmer’s Guide.

External quota provisioning can also be acquired using the Quota Manager (QM), an off-the-shelf solution
provided by Cisco. For more information about the installation and operation of the QM, see the Cisco Service
Control Management Suite Quota Manager User Guide.
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External quota provisioning can also be acquired using the Gy quota model and Gx quota model. For more
information, see the Cisco Service Control Mobile Solution Guide .

A

Note  External quota provisioning is not supported when unidirectional classification is enabled.

The internal Cisco SCA BB quota provisioning system replenishes each quota bucket by a fixed amount at
fixed intervals.

Subscribers can be notified when they breach the quota in any bucket.

Subscriber Notification

The subscriber notification feature lets you push web-based messages (such as notifications of quota depletion)
to a subscriber by redirecting the subscriber HTTP traffic to relevant web pages. HTTP redirection starts when
the subscriber notification is activated and ceases when the notification is dismissed.

A

Note  Subscriber notification is not supported when unidirectional classification is enabled.

Service Security

Cisco SCA BB includes service security functionality to help protect network operators and their subscribers
from attacks and malicious traffic:

* DoS attacks

* DDoS attacks

* VoIP threats

* Worms

* Hacker activity

* Malicious takeover of subscriber computers:
> Spam zombies

> E-mail based viruses

Although it is never possible to provide complete protection from network threats, the Cisco Service Control
solution provides insight into malicious activity in a network, and can mitigate large-scale eruptions of
malicious activity that compromise overall network performance.

Networks operators can use Cisco SCA BB to:
* Monitor network traffic for suspicious activity
* Block malicious traffic

* Notify subscribers that are creating or have been affected by malicious traffic

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Detecting Malicious Traffic

Cisco SCA BB uses four threat detection mechanisms:

* Anomaly Detection—This set of mechanisms monitors the rate of connections (both successful and
unsuccessful) to and from each host IP address. High connection rates or a low ratio between successful
and unsuccessful connections indicate malicious activity.

Anomaly detection characteristics can indicate the following categories of malicious activity:

° [P sweep—Scanning multiple IP addresses, all on the same port (a behavior typical of worms)
° Port scan—Scanning all ports at one IP address (a behavior typical of hackers)

°DoS attack—An attack (on a single IP address) from a single IP address

> DDoS attack—An attack (on a single IP address) from multiple IP addresses

A

Note Cisco SCA BB identifies a DoS attack with spoofing (using many fake IP addresses
instead of one real address) as a DDoS attack.

The anomaly detection mechanism is effective in addressing new threats as they appear. It does not need
knowledge about their exact nature and Layer 7 signatures, but is based on the characteristics of their
network activity.

* Mass mailing activity detection—This mechanism monitors SMTP session rates for individual subscribers
(using Cisco SCE platform subscriber-awareness; it can work in subscriber-aware or anonymous subscriber
mode). A high rate of SMTP sessions from an individual subscriber is usually an indicator of malicious
activity that involves sending e-mail (either mail-based viruses or spam-zombie activity).

* Signature-based detection—The stateful Layer 7 capabilities of the Cisco SCE platform are used to
detect malicious activity that is not easily detectable by the other mechanisms. Operators can add
signatures for such threats, achieving a quick response time in addressing new threats.

* RFC compliance detection—This mechanism monitors the SMTP traffic for RFC compliance.
Non-compliant traffic is marked as spam.

Responding to Malicious Traffic

You can define the following actions when configuring the detection mechanisms described in the preceding
section:

* Monitor the network for malicious activity detected by each of these mechanisms.
You can display graphs in the Console based on data collected for malicious activity analysis.

 Automatically block malicious activity detected by the Cisco SCE platform to avoid threat propagation
and adverse effects to the network.

* Notify subscribers that are involved in malicious activity by redirecting their web sessions to a captive
portal.

Cisco SCA BB provides a high level of flexibility in tuning the detection methods to define malicious activity
and in configuring the actions to be taken when malicious activity is detected.
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Traffic Filters .

Traffic Filters

Filter rules are part of service configurations. Filter rules allow you to instruct the Cisco SCE platform to
ignore some types of flow (based on the Layer 3 and Layer 4 properties of the flow) and to transmit the flows
unchanged.

When a traffic flow enters the Cisco SCE platform, the platform checks whether a filter rule applies to the
flow. If a filter rule applies to this traffic flow, the Cisco SCE platform performs one of the following actions:

* Bypass—The Cisco SCE platform passes the traffic flow to its transmit queues without generating any
RDRs (the flow does not appear in records generated for analysis purposes) and without enforcing any
service configuration rules.

* Quick forward—A flow filter rule action whose aim is to ensure low latency for delay sensitive flows.
The packets of quick-forwarded flows are duplicated and sent through different paths: one copy goes
directly to the transmit queue and thus suffers only a minimal delay, the other copy goes through the
normal packet path.

A filter rule can also set the DSCP ToS value of the filtered traffic.

It is recommended that you add filter rules for OSS protocols (such as DHCP) and routing protocols (such as
BGP) that might traverse the Cisco SCE platform. These protocols usually should not be affected by policy
enforcement, and their low volume makes them insignificant for reporting.

A number of filter rules are included in the default service configuration.

Flows of certain protocols can also be filtered according to the Layer 7 characteristics of the flow.

DSCP ToS Marking

DSCP ToS marking is used in IP networks to signal the type and priority of a flow between network elements.
Typically, those elements that have an insight on how to treat the traffic throughout the network performs the
DSCP ToS marking. Such an element can be the element generating traffic—a voice gateway, for example.
Cisco SCA BB, being application aware, can, for example, allocate bandwidth resources based on the business
model and the specific needs of latency sensitive applications. ToS marking is enabled per direction. You can
configure seven DSCP ToS values as an action of the Package rules or for Flow Filter rules. The range is any
integer from 0 to 63.

Traffic Forwarding to Value-Added Services Servers

A\

Traffic forwarding to Value Added Services (VAS) servers allows the Cisco Service Control solution to use
an external expert system (VAS server) for additional traffic processing. The Cisco SCE reroutes traffic to
the preconfigured location of the VAS server. After processing, the traffic is sent back to the Cisco SCE,
which then sends it to its original destination.

Note

VAS traffic forwarding is not supported when unidirectional classification is enabled.
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Service Configurations

A service configuration implements and enforces the business strategy and vision of the provider.

A service configuration can take effect only after it is propagated to the appropriate Cisco SCE platform.
Cisco SCA BB enforces the service configuration by analyzing the network traffic passing through them.

A service configuration consists of:

* Traffic classification settings—Services, such as web browsing, file sharing, and VoIP. Each service
consists of elements that define how network traffic is mapped to the service. The configuration building
blocks of services are protocols, zones, flavors, and signatures.

* Traffic accounting and reporting settings—Settings that determine how traffic flows and network usage
accounting are reported.

* Traffic control settings—Packages, which consist of a set of rules (such as bandwidth rate limit and
quota limits) defined for different services. The main configuration building blocks of packages are
rules, quota buckets, subscriber BWCs, and global controllers.

Defining Service Configurations in Practice

In practice, defining service configurations is an iterative process. It is recommended that you use the following
sequence of steps:

Procedure

Step1 Set up the system.

Step2  Apply the default service configuration.
Step3  Gather data.

Step4 Analyze.

Step5 Do one or both of the following:

+ Continue traffic discovery by partitioning the traffic into (additional) services.

* Create rules to limit and prioritize traffic according to services and subscriber packages.
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CHAPTER I

Getting Started with Cisco SCA BB Console

The module guides you through the process of installing or upgrading the Cisco SCA BB:

* Describes the concept of the Console as a collection of tools, presents each tool and its role. This module
also describes how to launch the tools and navigate between these tools.

* Explains how to install Protocol Packs, which contain new and updated protocol signatures
* Concludes with a QuickStart that describes how to apply your first service configuration and generate

your first report

This section consists of the following sections:

» How to Install Cisco SCA BB, page 39

* How to Upgrade Cisco SCA BB Components, page 44
» Working with Protocol Packs , page 55

» Launching the Cisco SCA BB Console , page 66

» How to Use the Cisco SCA BB Console, page 68

* QuickStart with the Cisco SCA BB Console , page 103

How to Install Cisco SCA BB
A\

Note  Ona Windows XP machine, the Cisco SCA BB application can only be installed in the administrator user
group. During installation the Cisco SCA BB application changes registry entries, therefore installation
in normal user groups is not allowed. The installer must have administrator privileges assigned.

You install Cisco SCA BB in two stages:
1 Install the Cisco SCA BB front ends:
» The Cisco SCA BB Console

* The Cisco SCA BB Service Configuration Utility, the Cisco SCA BB Signature Configuration Ultility,
and the Cisco SCA BB Real-Time Monitoring Configuration Utility

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. The Cisco SCA BB Installation Package

2 Install the Cisco SCA BB application components:

* The Cisco SCA BB Service Modeling Language Loadable Image (SLI) and the Cisco SCA BB
Service Control Engine (Cisco SCE) applicative management plug-in

* The Cisco SCA BB Subscriber Manager applicative management plug-in (for systems with a Cisco
Service Control Subscriber Manager)

If you are upgrading an existing installation of Cisco SCA BB, see the Upgrading the SCE Using the SCE
Software Upgrade Wizard, on page 44 section or the Working with Protocol Packs section.

The Cisco SCA BB Installation Package

The Cisco SCA BB installation package is a ZIP file located in the CCO.
The installation package consists of the following files:
* The installer for the Console: scas-bb-console-<version>-<build>.exe.

+ A Cisco installation application package file (PQI file) for each type of Cisco SCE platform. Each PQI
file is located in a subfolder whose name is the platform name.

* The file scas_bb_util.tgz, which contains the files for the Cisco SCA BB Service Configuration Utility
( serveonf) , the Cisco SCA BB Signature Configuration Utility ( sigeconf) , the Cisco SCA BB
Real-Time Monitoring Configuration Utility ( rtmemd) (together with real-time monitoring report
templates), and the BGP Autonomous System Dynamic Detection scripts and files ( routerInfo.properties
, asFetch.bat , asFetch.sh ).

¢ The file PCubeEngageMib.mib, which defines the SCAS BB MIB, located in the SNMP subfolder.
* The Cisco SCA BB Service Configuration Java API distribution file: serviceconfig-java-api-dist.tgz.

* The file surfcontrol.xml, which lists the content categories for content filtering using SurfControl Content
Port Authority, located in the URL Filtering subfolder.

Installing Cisco SCA BB Application Components

Cisco SCA BB has two software components that reside on the Cisco SCE platform:
* The Cisco SCA BB SLI, which performs traffic processing
* The Cisco SCA BB SCE applicative management plug-in, which performs some service configuration
operations
Cisco SCA BB also has one software component that resides on the Subscriber Manager device:
* The Cisco SCA BB Subscriber Manager applicative management plug-in, which performs some
application-specific subscriber management operations
To install these components from the Console, see the Installing PQI Files on Cisco SCE Devices and
Introduction to Managing Collection Manager Devices sections.

To install these components from a command line, see the Installing a Cisco SCA BB PQI File on a Cisco
SCE Platform section.
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Prerequisites

Before installing Cisco SCA BB, verify that the SCE platform and, if used, the Cisco Service Control Subscriber
Manager are operational and are running appropriate versions of their software.

Verifying that the SCE Platform is Operational

Procedure

Verify that the status LED on the SCE flashes green. (Orange—booting up; flashing orange—warning;
red—failure.)

Verifying that the SCE Platform is Running an Appropriate Version of the 0S

Procedure

Step1 At the SCE platform CLI prompt (SCE#), type show version .

Step2 Press Enter .
The response shows the version of the OS running on the SCE platform.

Verifying that the Subscriber Manager is Correctly Installed

Procedure

Step1 Open a Telnet session to the Subscriber Manager.
Step2  Go to the Subscriber Manager bin directory and type p3sm --sm-status.

Step3  Press Enter .
Displays the operational status of the Cisco Service Control Subscriber Manager.

Verifying that an Appropriate Version of the Subscriber Manager is Running

Procedure

Step1 Open a Telnet session to the Subscriber Manager.
Step2 Go to the Subscriber Manager bin directory and type p3sm version .
Step3 Press Enter .
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. How to Install Cisco SCA BB Front Ends

Displays the Subscriber Manager version.

How to Install Cisco SCA BB Front Ends

You should install the following Cisco SCA BB front ends:
* The Console

* The Cisco SCA BB Service Configuration Utility ( serveonf) , the Cisco SCA BB Signature
Configuration Utility ( sigconf) , and the Cisco SCA BB Real-Time Monitoring Configuration tool (
rtmemd) (together with associated real-time monitoring report templates).

oserveonf requires access to the Java Runtime Environment (JRE) (see Installing the Java Runtime
Environment ).

Cisco SCA BB Hardware Requirements

* At least 1024-MB RAM is required to run the Console.

* The minimal supported screen resolution for the Console is 1024x768 pixels.

Cisco SCA BB Operating System Requirements

The SCA Reporter GUI front end can be installed on any computer running Windows 2000, Windows XP,
Windows Vista, or Windows 7.

Installing the Java Runtime Environment

The Cisco SCA BB Service Configuration Utility, servconf, requires access to JRE version 1.6 update 43.

Procedure

Step1  Verify the version of the JRE installed on the system.
From the command prompt, run java -version . The Java version should start with 1.6.
Step2 (Optional) Configure the JAVA_ HOME environment.

If a different version of JRE is also installed on the workstation, configure the JAVA_ HOME environment
variable in the servconf file to point to the JRE 1.6 installation directory.

Example:
JAVA _HOME=C:\Program Files\Java\jrel.6.0 43
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How to Install Cisco SCA BB Front Ends

Installing the Cisco SCA BB Console

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Procedure

Navigate to the Console installation file on your local machine, sca-bb-console-4.1.x.exe, and double-click

1t.
The Welcome page of the Cisco SCA BB Console 4.1.x Setup wizard appears.

Click Next .
The Install Location page of the Setup wizard opens.

(Optional) Click Browse and choose a different destination folder.

Click Next .

The Start Menu Folder page of the Setup wizard opens.

(Optional) Enter a different Start Menu folder in the Start Menu Folder field.
(Optional) Check the Do not create shortcuts check box.

Click Install .
The Installing page of the Setup wizard opens.

Wait until the installation is complete.
The Next button is enabled.

Click Next .
The Installation Complete page of the Setup wizard opens.

To launch the Console, check the Run SCA BB Console after installation check box.

Click Finish .

The Cisco SCA BB Console 4.1.x Setup wizard closes. The Console is now installed on the machine. A

shortcut is added to the Start menu.

Installing the Cisco SCA BB Configuration Utilities

Step 1

Step 2

Procedure

From the Cisco SCA BB installation package, extract the scas_bb_util.tgz file, and copy it to a work station

having Windows or Linux operating system.

Unpack the file to a new folder. The Cisco SCA BB Service Configuration Utility ( servconf) , the Cisco
SCA BB Real-Time Monitoring Configuration Utility ( rtmemd) (and associated real-time monitoring report
templates), the Cisco SCA BB Signature Configuration Utility ( sigeonf ), and the BGP Autonomous System
Dynamic Detection scripts and files ( routerInfo.properties , asFetch.bat , asFetch.sh ) are located in the bin

folder. This folder also stores the BGPRouter<number>.csv file generated by the asFetch.bat script after

fetching the BGP AS information from the router.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



Getting Started with Cisco SCA BB Console |
. How to Upgrade Cisco SCA BB Components

How to Upgrade Cisco SCA BB Components

Upgrading Cisco SCA BB includes upgrading each of these software components:
* SCE Firmware
« The SCE PQI file
* Protocol Pack SPQI file

* Policy file

A

Note  This section describes the upgrade of Cisco SCA BB application components only. For a full description
of the entire Cisco solution upgrade procedure, consult the solution upgrade document accompanying the
formal release.

* When you upgrade old PQB files, some protocol IDs are changed automatically. Messages such as the
following may be displayed to indicate the change:

° Protocol ID of PPLive changed from 81 to 44
° Protocol ID of BaiBao changed from 80 to 43

» When you upgrade a device with a new SPQI or PQI file, all other devices that are not upgraded may
fail.

* New Cisco SCA BB releases do not use the default Dynamic Signature Script (DSS) file (see that it was
installed for a previous Cisco SCA BB release).

« [f a protocol pack for the new release is available, install it after the product installation is complete. Do
not install an old protocol pack on top of a new product installation.

Upgrading the SCE Using the SCE Software Upgrade Wizard

You can upgrade the SCE using the Network Navigator Tool via the SCE Software Upgrade wizard.

Procedure

Step1 Open the Network Navigator.

Step2 Choose one or more devices in the Site Manager tree.

Step3 Right-click one of the selected devices.

Step4 From the popup menu that appears, choose SCE Software Upgrade wizard.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Upgrading the SCE Using the SCE Software Upgrade Wizard .

The SCE Software Upgrade wizard appears.

Figure 9: SCE Software Upgrade

3£ SCE Software Upgrade Wizard

SCE Software Upgrade

This wizard helps to upgrade set of SCE devices with most recent software, including
52035 and Application, and also apply policy settings through PQBE and Probocol Packs.,

273596

Step5 Click Next .
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. Upgrading the SCE Using the SCE Software Upgrade Wizard

The SCE IP Addresses page of the SCE Software Upgrade wizard opens.

Figure 10: SCE IP Address

3£ SCE Software Upgrade Wizard

SCE IP Addresses

Configuring the SCE platforms requires that they are first added to the Metwork
Mavigator,

To add SCE platforms to the Metwork Navigator, tvpe their IP addresses in the kext
bo below {For example: 10.56.216.,37, 10.56,216,38)

fo.56.201.81
10.56.216.40

[ < Back. ][ Mgk = ] Finish
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Step6 (Optional) In the edit box, enter additional IP addresses.
Step7 Click Next.
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Upgrading the SCE Using the SCE Software Upgrade Wizard .

The SCE Usernames and Passwords page of the SCE Software Upgrade wizard opens.

Figure 11: SCE Usernames and Passwords

3£ SCE Software Upgrade Wizard

SCE Usernames and Passwords
3 A password For the SCE 10,56.201.61 is missing

In order bo connect to the SCE platforms, a username and a password need to be
specified for each SCE,
(%) se a common username and a common password for all SCE platforms:

Usernane: adrmin
Password: |_
() Use separate usernames and passwords for each SCE platfaorm:

SCE IP Address | Username  Password

273597

Step8 Enter the usernames and passwords for the SCE devices.
Do one of the following:
* To use the same username and password for all the SCE devices that you are adding, enter the username
in the Username field and the password in the Password field.

* To provide a different username and password pair for each SCE device, click the Use separate usernames
and passwords for each SCE platform radio button, and, for each SCE device, enter the username and

password in the appropriate cell of the table.

Step9 Click Next.
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. Upgrading the SCE Using the SCE Software Upgrade Wizard

The Connectivity Test page of the SCE Software Upgrade wizard opens.

Figure 12: Connectivity Test

3£ SCE Software Upgrade Wizard

Connectivity Test

Testing conneckivity ..

The wizard will now test the connectivity to the devices that vou specified, to verify
that correct IP addresses, usernames and passwords were used,
Please wait for the connectivity test bo complete,

In case of an error, you may use the 'Back! button to go back to previous steps and
correct the IP addresses, usernames or passwords, if necessary, You may also choose
to skip or retry the connectivity test using the buttons below,

[ Type | IP Address Status

SCE 10.56.201.81  Testing conneckivity ...
SCE 10.56.216.,40  Testing connectivity ...

Skip connectivity kesk ] ’Retry connectivity kest

273589

The wizard tests to see that the connections to the defined devices can be made.

Note  Ifa connection to one or more of the devices cannot be made or if there is some problem with the
connection (such as invalid version of the device) an error is displayed next to the device. You can
skip these tests by clicking Skip connectivity test . The connections are validated when you click

Finish at the end of the wizard.
Step 10 Click Next.
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Upgrading the SCE Using the SCE Software Upgrade Wizard .

The SCE Firmware (PKG) Installation page of the SCE Software Upgrade wizard opens.

Figure 13: SCE Firmware (PKG) Installation

3 SCE Software Upgrade Wizard |Z|@@

SCE Firmware (PKG) Installation
€3 The file name is empky,

(%) Install SCE Firmware From a Local File:

File nane: “ | | Erowse ...

[Juse local FTR server (requires less disk space)

(") Install SCE Firmware from a Remote File (FTR)
(e.q. ftp:ffuser:password@10.56.216.129: 21 fscos.pka)

() 5kip SCE Firmware Installation

|:| Erase SCE Startup Configuration
[JClean SCE file system if there is no disk space
Set SCE Clack Same As Lacal Clock

2IT43

Step 11 Choose the SCE Firmware installation file.

a) To install SCE Firmware from a local file, click Browse.
b) Browse to the SCE Firmware installation file that you are installing.
¢) Check the Use local FTP server check box to reduce the disk space usage.

d) To download SCE Firmware from a remote site, choose the Install SCE Firmware from a Remote File
(FTP) radio button and in the FTP URL field, enter the URL.

Step 12 Click the Skip SCE Firmware Installation radio button.
Step 13 Click Next.
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. Upgrading the SCE Using the SCE Software Upgrade Wizard

The SCE Application Software (PQI) Installation page of the SCE Software Upgrade wizard opens.

Figure 14: SCE Application Software (PQI) Installation

3£ SCE Software Upgrade Wizard
SCE Application Software (PQI) Installation
Configure the SCE application software installation options.

(%) Install SCE Application Software From a Local File

File name: |.C:'l,work'l,sce'l,packageS.S.5'|,en355111.pqi v._

[Juse local FTP server (requires less disk space)

() Install SCE Application Software From a Remote File (FTR)
(e.q. ftp: fjuser:password@10.56.216.129: 21 fsoftware. pai)

() skip SCE Application Software Installation

[ < Back. ” Mgk = ] I

277244

Step 14 Choose the PQI installation file. Do one of the following steps:
a) To install the PQI file from a local file, click Browse.
b) Browse to the PQI file that you are installing.
¢) Check the Use local FTP server check box to reduce the disk space usage.

a) To download a PQI file from a remote site, choose the Install SCE Application Software from a Remote
File (FTP) radio button and in the FTP URL field, enter the URL.

b) Click the Skip SCE Software Application Installation radio button.
Step 15 Click Next.
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The Protocol Pack (SPQI) Update page of the SCE Software Upgrade wizard opens.

Figure 15: Protocol Pack (SPQI) Update

3£ SCE Software Upgrade Wizard

Protocol Pack (SPQI) Update
3 The file name is empty.

(%) Update Protocal Pack From a Local File

File name: [ i | [Browse ]

() Skip Protocal Pack Update

2735498

Step 16 Update the protocol pack.
Do one of the following:

* To update the SPQI file from a local file, click Browse. A Select file dialog box appears. Browse to the
SPQI file that you are updating.

* Click the Skip Protocol Pack Update radio button.

Step 17 Click Next .
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. Upgrading the SCE Using the SCE Software Upgrade Wizard

The Service Configuration (PQB) Update page of the SCE Software Upgrade wizard opens.

Figure 16: Service Configuration (PQB) Update

3£ SCE Software Upgrade Wizard

Service Configuration {POQB) Update
Configure the PQE update options.

(%) apply the Current Service Configuration
() apply the Defaul: Service Configuration
() apply & Service Configuration From & Local File

[ < Back. ” Mgk = ]

27353

Step 18 Choose one of the PQB update options.
* Apply the Current Service Configuration—Keep the existing service configuration.

* Apply the Default Service Configuration—Apply the default service configuration delivered with the
product.

* Apply the Service Configuration from a Local File—Apply a service configuration from a local file.

Step 19 If you selected the Apply the Service Configuration from a Local File radio button, click Browse .
A Select file dialog box appears. Browse to the file containing the service configuration.

Step 20 Click Next.
The Connectivity Test window of the SCE Software Upgrade wizard opens. The connectivity test verifies the
connections to the defined devices.
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Upgrading the SCE Using the SCE Software Upgrade Wizard .

Note  Ifa connection to one or more of the devices cannot be made or if there is some problem with the
connection (such as invalid version of the device), an error is displayed next to the device. You can
skip these tests by clicking Skip connectivity test . The connections are validated when you click
Finish at the end of the wizard.

Figure 17: Connectivity Test

3¢ SCE Software Upgrade Wizard

Connectivity Test

Testing conneckivity ...

The wizard will now test the cannectivity to the devices that wou specified, to werify
that carrect IP addresses, usernames and passwords were used,
Please wait for the connectivity test bo camplete.

In case of an etror, you may use the 'Back! button to go back to previous steps and
cotrect the IP addresses, usernames or passwords, if necessary. You may alsa choose
to skip or retry the connectivity test using the buttons below,

Type | IP Address | Status
SCE 10.10.10.10  Connection succeeded
Ser... 10,10,10.20 Connection succeeded

Skip connectivity besk ] ’Retry connectivity kest

277240

Step21 Click Next .
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The Confirmation page of the SCE Software Upgrade wizard opens.

Figure 18: Summary Page

# SCE Software Upgrade Wizard

Summary Page

The fFollowing upgrade process will kake place when you click the 'Finish' butkon:

SCE platforms participating in the process:
10,56, 216,34

SCE Firmware:
Skipped

SCE Application Software:
Skipped

Protocol Pack:
Skipped

Service Configuration:
Keep current configuration

[ Finish l l Cancel

)

The actions that the wizard is about to take are listed on the page.

Step 22 Click Finish.
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You can view the progress in the Progress view.

Figure 19: Progress

3 Network Mavigator - SCA BB Console

File Tools Window Help

5|68 Network Navigator |

B Network Navigator F2 & 7 7 O O rroperties 32 | = (B3 e |
= & Site Manager ||| Property Yalue

=115 default site

36
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% 3 device [1.1.1.1]
BE scE-4[10.56.216 41]

SCE-13 [10.56,216.131]

@& progressview £ Sﬁ =0

Main SCE Software Upgrade Task.
[ UL ] @
Waiting For SCE upgrade tasks to complete
Upgrading SCE at 10.56.216.129
[CO OO T |
Apply policy
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Console
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Reading SCE platform data ...

Preparing configuration script for SCE2000 - 4%GEE ...
Sending configuration to SCE ...

Executing configuration script on SCE ...
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Working with Protocol Packs

Cisco SCA BB uses stateful Layer 7 capabilities for classification of traffic flows.

When the system handles a traffic flow, the flow is assigned a signature ID according to the set of Layer 3 to

Layer 7 parameters (the signature) characterizing this flow. Typically, these signatures come embedded in
Cisco SCA BB.

To enable rapid response to the ever-changing protocol environment, Cisco SCA BB was enhanced to allow
signatures to be updated dynamically. You can load a protocol support plug-in onto an operational system,
enhancing the protocol support of the system without compromising the stability of the system (no update of
an existing software component is required) and without any service downtime.

Protocol Packs

Periodically, Cisco publishes protocol packs containing new and improved protocol signatures for Cisco SCA
BB. A typical protocol pack is a file containing signatures for detecting network worms, popular peer-to-peer
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. Installing Protocol Packs

A

applications, and other relevant protocols. When loaded into SCE platforms, these signatures improve Cisco
SCA BB classification abilities.

Note

A

You can install a protocol pack on an SCE platform only if a PQI is already installed on the platform.

A protocol pack for Cisco SCA BB may be either a DSS file or an SPQI file:
* Loading a DSS file to the SCE platform requires no downtime of Cisco SCA BB or the platform.
* Loading an SPQI file to the SCE platform entails updating the SCE application:

o If hitless upgrade (see Hitless Upgrade of the SLI section ) is enabled, there is no downtime of
the SCE platform when loading the SPQI file.

> If hitless upgrade is not enabled, loading an SPQI file requires a short downtime (up to one minute)
of the SCE platform. During that time, network traffic bypasses the platform and is neither controlled
nor reported.

Note

If hitless upgrade is disabled, SPQI installation can cause the loss of the following subscriber data from
all subscribers: package ID, real-time monitoring flag, and quota settings. Subscribers are assigned default
values for these properties.

Installing Protocol Packs

You install a protocol pack on an SCE platform using one of the following:

* The Cisco SCA BB Service Configuration Utility (see the The Cisco SCA BB Service Configuration
Utility section)

* The Network Navigator tool (see the Installing a Protocol Pack on a Single Cisco SCE Platform section

)

Note

A

If the protocol pack is an SPQI file you can enable and configure the hitless upgrade option using Hitless
Upgrade CLI commands. (See the Hitless Upgrade of the SLI section.)

The tool or utility performs the following steps: Retrieves the current service configuration from the SCE
platform and (optionally) stores a backup copy in a folder that you specify.

Note

Cisco SCE does not support direct downgrade of higher PP versions to a lower PP version. While
downgrading the protocol pack from a higher version to a lower version, the Cisco SCA BB console
displays an error message and prevents you from applying the policy on the Cisco SCE.
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Step 1
Step 2
Step 3
Step 4

Step 5

How to Install the Service Hierarchy Tree .

Procedure

Retrieves the current service configuration from the SCE platform and (optionally) stores a backup copy in
a folder that you specify.

Imports the signatures that are in the DSS or SPQI file into the service configuration. This action overwrites
any DSS that was previously imported into the service configuration.

For each new signature that includes a Buddy Protocol attribute (an attribute that points to an existing protocol)
(see DSS Buddy Protocol section)—Adds the new signature to all services that include the buddy protocol.

If the protocol pack is an SPQI file—Replaces the SCE application. This action causes a short (up to one
minute) downtime in SCE platform service.

Applies the new service configuration to the SCE platform.
If the protocol pack is an SPQI file and the hitless upgrade option is enabled, you can monitor the progress
of the upgrade using the hitless upgrade CLI commands (see the Hitless Upgrade CLI Commands section.)

How to Install the Service Hierarchy Tree

Opening a PQB using the Client (GUI) exposes its service hierarchy tree (signatures, flavors, protocols, and
so on). The client defines the Service Configuration Hierarchy.

When loading a PQB file from the SCE, the PQB Hierarchy Tree must be of the same version as the one in
the client. In other words, the PQB must be the same version as the Client, otherwise the PQB doe not open.

Because the client can be connected with different SCE with different versions, and each PQB can have
different Service Hierarchy Tree definition, you must install the relevant Service Hierarchy Tree in the Client
(GUI) before opening a PQB.

The client can install the service hierarchy tree according to the SCE version. The GUI installation comes
with a fixed set of service hierarchy elements which are placed in a specific version-related jar file. You can
select between different jar files related to different versions.

The SCE service hierarchy tree is different than the client version. When installing a service hierarchy tree
for a SCE:

 Always back up user PQB before upgrade to PPXY and keep a copy since the PQB is changed.

» Remove/Reinstall Service Tree Protocol.

Note

Common SCABB console is going to be used in SCE 8000 platform releases.

SCE 8000 platform level service tree will be maintained if we open 4.1.x, 5.1.x or any earlier release PQB
file in 5.2.0 SCABB console.

To view, install, and remove the service hierarchy tree use the following procedures:
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. How to Install the Service Hierarchy Tree

Viewing and Installing the Service Hierarchy Tree

Procedure

Step1 To view the service hierarchy tree, open the Protocol Pack tab.
Step2 From the toolbar, select Service Configuration Editor.

Figure 20: Service Configuration Editor - Preferences

=37 Service Configuration Editor - <new service configuration> - SCA BB Console
File Tools Window Help
& W

Y L& Anonymous Group Manager [&9 Service Configuration Editor] Signature Editor @ Network Navigator

é’ <new service configuration> 1

363956

Palicies ; Global Po'licy
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How to Install the Service Hierarchy Tree .

Step3 Select Windows > Preferences and then select Service Configuration.

Step4  Select Protocol Pack from the Service Configuration tree. The upper window provides information related to
service hierarchy tree related to the GUL

Figure 21: Preferences (Filtered)

type filter text Protocol Pack it v I
Help :
i|  Install/Update SPQIFile Information:

MNetuwark Connections
MNetuork Navigator
Service Configuration
Asyrmmetric Classificatio Protocol Pack location:
Autormatic Zone Provisio ChlUsersh, p-cubeldpi-4.2.0.jad
Default DSS
Filtered Traffic
Flawars
Protocol Pack
SCA BB
Subscriber Manager

Protocol Pack Description: *
This is an FCSversion, changes are detailed in release notes,

’CIearDefauIt Protocal F'ack] [ Choose File ]

| ok || cance |

363854
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. How to Install the Service Hierarchy Tree

Step5 To install a new service hierarchy tree, click the Choose File button and select either a jar file or an SPQI file.

Figure 22: Select Protocol Pack

&

Select Protocol Pack Jar File

Laak in: |(:‘,? pcube vl 3 F e m-

Ty Iyuserlog
[ %) dpi-3.5.0.ar

My Recent ﬂdpi-S.S.l.jar
Docurnents ﬂdpi-S.S.S.jar

. %] dpi-3.5.5_backup PP18.jar

pi- _hackup.jar
Desktop

A

My Documents

My Computer

FAHARDM- ...
‘;i] File hame: ! dpi-3.5.5_backup.jar VJ [ Open l
.
My Metwork.  Files of type: i Protocol Pack Jar Files [ jar] v | [ Cancel ] §
-
L]

Step6 Click Open, and approve the warning message by clicking OK .

Figure 23: Protocol Pack Selection Warning Message

3£ Protocol Pack Selection

p | Setting new Protocol Pack may affect your classification

0K |[ Carcel ]

275737

Step7 To back up the current protocol pack and install the new service hierarchy tree, approve the backup message
by clicking OK.

Figure 24: Protocol Pack Selection Backup Message

3 Protocol Pack Selection

& Stestern will backup the current PP File in the Following path
‘1‘) Ci\Dacuments and Settingstkaharont, p-cube\dpi-3.5.5_backup. jar

275738
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Removing the Service Hierarchy Tree

Step 1

Procedure

How to Install the Service Hierarchy Tree

To remove the service hierarchy tree and to return to the default configuration, click the Clear Default Protocol
Pack button in the Preferences window.

Figure 25: Preferences (Filtered)

type filter text

Help

Install/Update
MNetwork Connections
MNetuvark Navigator

Service Configuration

Asyrmmetric Classificatio
Autornatic Zone Provisio

Default D55

Filtered Traffic

Flawaors

Protocol Pack

SCABE
Subscriber Manager

Protocol Pack

<::|v

=

“

|

SPOIFile Information:

Protocol Pack Description:

This is an FCS version, changes are detailed in release notes,

Protocol Pack location:

Cihillsershy wp-cubetdpi-4.2.0.jad

lCIear Default Protocol F'ack] [ Choose File ]

[ ok

J |

Cancel

363854
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. Verifying Version Compatibility for Protocol Packs

Step 2

Accept the operation by clicking OK on the Protocol Pack Removal message screen.

Figure 26: Protocol Pack Removal Message

3€ Protocol Pack Removal

|, Removing the current Protocol Pack may affect your classification

OF |[ Cancel ]

275740

The service hierarchy tree is removed from the system, and when a new PQB is opened, the client installs the
default service classifications.

Verifying Version Compatibility for Protocol Packs

Step 1

Step 2

Step 3

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

A protocol pack is compatible only with specific versions of the SCE application. When working with protocol
packs, verify that the protocol pack version matches the SCE application version. For example, only use a
protocol pack for 4.0.0 on SCE application version 4.0.0.

The version compatibility information for each protocol pack is included in the release notes of the protocol
pack.

Procedure

Verify that the correct version of servconf is installed and running correctly.
* From the command prompt, type servconf --version .

* Press Enter .

The version of the utility should match that of the protocol pack.
Verify that the correct version of the SCE application is installed.
* At the SCE platform CLI prompt (SCE#), type show version .

¢ Press Enter .

The application version should match that of the protocol pack.
Verify that a service configuration (PQB) is applied to the SCE platform.

* In the Console, retrieve and view the current PQB.
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Verifying the Installation of a Protocol Pack .

Verifying the Installation of a Protocol Pack

Procedure

Step1 At the SCE platform CLI prompt (SCE#), type show version .
Step2 Press Enter .

The response shows the version of the OS running on the SCE platform. This response includes information
about the installed protocol pack version.

Step3 Retrieve the PQB from the SCE platform and view it using the Console.

Step4  Verify that the new protocols from the protocol pack were added to the service configuration.

Causes for Protocol Pack Installation Failure and Remedies

The problems that may cause the installation of a protocol pack to fail and their remedies include:

* Missing or incorrect version of the JRE—Install the correct version of the JRE (see “Installing the Java
Runtime Environment” section ).

* Incorrect or missing SCE application version on the SCE platform—Verify that the correct version of
the SCE application is installed (see “How to Verify Version Compatibility for Protocol Packs” section

).

* No service configuration (PQB) is applied to the SCE platform—Create a new PQB and apply it using
the Console.

* serveonf failed to import the new signatures into the PQB—Use the --force-signature update signature
option when running servconf (see “servconf Syntax” section).

When reporting problems to Cisco, include the serveonf log file, located at <user.home>\.p-cube\servconf.log.
With Windows, this usually maps to C:\Documents and Settings\<username>\.p-cube\servconf.log or
C:\Users\<username>\.p-cube\servconf.log.

Hitless Upgrade of the SLI

Hitless upgrade is the Cisco SCA BB method of upgrading the software components that reside on the SCE
platform without incurring any service downtime.

If hitless upgrade is enabled, classification, reporting, and control continue uninterrupted when you install an
SPQI file (see Working with Protocol Packs section ). You can install SPQI files using either the Console
or servconf, the Cisco SCA BB Service Configuration Utility. An SPQI file is a package that includes the
required (SLI) files.

Note = When you apply a new policy or during Protocol Pack upgrade, there is a delay of 30 seconds before the
rules are applied to the new flows.
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Hitless Upgrade of the SLI

After the new application is loaded on the SCE platform:
* The new application services all new flows and bundles.

* The old application continues to service existing flows (and new flows that belong to bundles of existing
flows).

* Both applications share available memory.
Until all old flows die or are killed, the hitless upgrade is considered to be in progress. To make the hitless

upgrade process bounded, you can set criteria that triggers the explicit killing of all flows still executing on
the old application. Two such criteria exist:

» When a specified amount of time has passed since the process started.
* When the number of old flows goes below a specified threshold.
The default value for the first criterion is 60 (minutes); the default value for the second is zero (flows). This

means that the replace operation is guaranteed to complete after no more than one hour (sooner, if all old
flows die naturally). But the application does not kill any old flow before one hour completes.

These criteria are configurable by CLI commands.

You can initiate the explicit killing of all old flows using a manual command.

Hitless Upgrade CLI Commands

You can configure, monitor, and control hitless upgrade using the SCE platform Command-Line Interface
(CLI). For more information about the SCE platform CLI, see the

Use the following CLI commands to configure the criteria for completing a hitless upgrade:
replace completion time <minutes>

no replace completion time

default replace completion time

replace completion num-flows <num>

no replace completion num-flows

default replace completion num-flows

These commands are line interface configuration commands. To run these commands you must enter line
interface configuration mode and see the SCE(config if)# prompt displayed. For details on interface
configuration mode, see Entering Line Interface Configuration Mode section.

The following two CLI commands are EXEC mode commands.

Use the following CLI command to monitor the progress of a hitless upgrade:

show applications slot <num> replace

Use the following CLI command to force immediate completion of a hitless upgrade:

application slot <num> replace force completion
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Description of Hitless Upgrade CLI Commands

Table 4: Hitless Upgrade CLI Commands

Command Description

replace completion time <minutes> Sets the time criterion for killing
all old flows and completing the
hitless upgrade.

Specifying a value of zero disables
this criterion—the hitless upgrade
is completed only when the
number-of-flows criterion is met.

no replace completion time Sets the time criterion for
completing the hitless upgrade to
Zero.

default replace completion time Resets the time criterion for

completing the replace operation
to the default value of 60.

replace completion num-flows <num> Sets the number-of-flows criterion
for completing the hitless upgrade
operation.

When the number of old flows
drops below the number specified
by this criterion, the remaining
flows are killed and the hitless
upgrade is complete.

no replace completion num-flows Sets the number-of-flows criterion
for completing the hitless upgrade
to zero.

default replace completion num-flows Resets the number-of-flows

criterion for completing the hitless
upgrade to the default value of
ZEero.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Command

Description

show applications slot <num> replace

Shows the current hitless upgrade
state:

* Current replace stage

¢ Current completion criteria

* Current completion status
flows on each traffic
processor)

* Whether this task is an
upgrade or a downgrade

* Values for spare memory

(elapsed time and number of

application slot <num> replace force completion

Forces the current hitless upgrade
process to complete (killing all old
flows).

Entering Line Interface Configuration Mode

To run line interface configuration commands, enter the line interface configuration mode and see the

SCE(config if)# prompt displayed.

Procedure

Step1 At the SCE platform CLI prompt SCE#, type configure .

Step2 Press Enter .
The SCE(config)# prompt appears.

Step3 Type interface LineCard 0 .

Step4 Press Enter .
The SCE(config if)# prompt appears.

Launching the Cisco SCA BB Console

Procedure

Step1 Choose Start > All Programs > Cisco SCA > SCA BB Console > 5.2.xSCA BB Console 5.2.x.
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The Cisco SCA BB Console splash screen appears. After the Console has loaded, the main window of the
Console appears. The first time that you launch the Console, the Welcome view is open in the main window.

Figure 27: Welcome - Introducing Cisco Service Control

ESENiCe Configuration Edilor;S.CA EB‘(.:onso\e P —
File  Tools Miindow Help

E Welcome 53 B

':;II',:";I‘;' Introducing Cisco Service Control

The Cisco Senice Control Application (SCA) ufilizes deep-packetinspection and application classification allowing senice providers to offer application-aware and subscriber-aware s
quickly setup the system, or close this Welcome view and go to the SCABB Console.

Tools Setup System-wide Configuration
; e sz
SCE Software Upgrade Wizard *‘Usage Analysis Wizard
This wizard lets you install and upgrade the SCE software SCABB can collect statistics about the applications and senvice:

This data can be used for capacity planning and detailing the
wizard lets you quickly setup the system for usage analysis.

h P2P Traffic Optimization Wizard
SCA BB can prevent network congestion and reduce costs
applications such as P2P, and improve subscriber experie
applications such as woice. This wizard lets you quickly setup the s

; P2P Traffic Optimization for Asymmetrical Routing Wizar
SCA BB can prevent network congestion and reduce costs
applications such as P2P, and improve subscriber experient
Asymmetrical Routing occurs (that is, the two sides of a TCP or
overall subscriber's fraffic traverse on different network routes). T
the system for P2P Traffic Optimization for Asymmetrical Routing E

Step2 Close the Welcome view and click Go to the console .
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The Welcome view closes. The Network Navigator tool is open in the Console.

Figure 28: Network Navigator

EE Network Navigator - SCA BB Console

File Tools Window Help

W
T | Network Navigator |& Service Configuration Editor & Anonymous Group Manager L& Subscriber Manager & Signature Editor
|# Network Navigator 23\\\“ s E'K‘.E Properties 23\\\“ EBr=~" E":
& Site Manager Property Value

&l default site
B€ SCE device [10.78.241.206]

< | 1] | 3
(& Progress % . %~ —0|

No operations to display at this time.

[E Console = ™. ekl B v 13~ =8|

Console

363792

Report Only

Note  When you close the Console, it remembers which tools are open, which is the active tool, and whether
the Welcome view is displayed. The Console then applies this view the next time you launch the
Console.

How to Use the Cisco SCA BB Console

The Console is the front end of Cisco SCA BB. You use it to configure the services that the SP offers to you.
The Console consists of the following tools:

* Network Navigator tool

* Service Configuration Editor tool

» Signature Editor tool

* Subscriber Manager GUI tool

» Anonymous Groups Manager GUI tool

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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A

Cisco SCA BB Configuration Wizards .

The Console GUI has a menu bar and a standard toolbar. Underneath the toolbar is another bar that displays
the button of any open Console tool. When you launch a tool, a button is added to this bar. To switch between
open tools, click the appropriate button on the bar.

Figure 29: Menu Bar and Toolbar of the Console GUI

& Service Configuration Editor - <new: senvice configuration> - SCA B8 Consols I
Fie Tools Window Help
e W
¥ L& Anonymous Group Manager ] Signature Editor @ Network Navigator

& <new service configuration> I3

363956
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Note

The title of the Console window shows the active tool and the active service configuration.

The Welcome View of the Console links to a number of Configuration Wizards that can configure the initial,
basic configuration of your system:

* Configuration Wizards

* The Network Navigator Tool

* The Service Configuration Editor Tool
* The Signature Editor Tool

* The Subscriber Manager GUI Tool

* The Anonymous Group Manager Tool
* The Reporter Tool

* Online Help

Cisco SCA BB Configuration Wizards

The configuration wizards available from the Welcome view are (three of these wizards can also be executed
from the Network Navigator tool):

» Usage Analysis wizard—Creates a simple model of devices and connects to them.
* The P2P Traffic Optimization wizards:

° P2P Traffic Optimization wizard—Creates a simple model of devices, connects to them, and limits
P2P traffic to a specified percentage of total available bandwidth.

° P2P Traffic Optimization at a Peering Point wizard—Creates a simple model of devices, connects
to them, limits P2P traffic to a specified percentage of total available bandwidth, and allows you
to enable asymmetric routing classification mode.

* Reporter database Configuration wizard—Connects the Cisco SCA BB Reporter tool to a database.

Asymmetric Routing
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Traffic processing depends on the routing environment. The Cisco Service Control solution can operate in
two typical routing schemes: symmetric and asymmetric. In asymmetric routing, for a significant number of
flows, only one direction (inbound or outbound) is routed through the SCE platform.

Anonymous Subscriber Mode

Anonymous subscriber mode is a mode in which entities defined as IP addresses are treated as subscribers.

Using the Usage Analysis Wizard

The Usage Analysis wizard allows you to create a simple model of devices and connect to them.

A

Note If they do not exist, devices defined in the wizard are added to the default site in the Site Manager tree.

Procedure

Step1 From the Console main menu, choose Help > Welcome .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Welcome view opens.

Figure 30: Welcome - Introducing Cisco Service Control

E Service Configuration Editor f._.‘..CA IIEB. (ionso\e P —
File  Tools Miindow Help

E Welcome 53 B

':;I;,:";I‘;' Introducing Cisco Service Control

The Cisco Senice Control Application (SCA) ufilizes deep-packetinspection and application classification allowing senice providers to offer application-aware and subscriber-aware s
quickly setup the system, or close this Welcome view and go to the SCABB Console.

Tools Setup System-wide Configuration
; e sz
SCE Software Upgrade Wizard *‘Usage Analysis Wizard
This wizard lets you install and upgrade the SCE software SCABB can collect statistics about the applications and senvice:

This data can be used for capacity planning and detailing the
wizard lets you quickly setup the system for usage analysis.

h P2P Traffic Optimization Wizard

SCA BB can prevent network congestion and reduce costs
applications such as P2P, and improve subscriber experie
applications such as woice. This wizard lets you quickly setup the s

; P2P Traffic Optimization for Asymmetrical Routing Wizar

SCA BB can prevent network congestion and reduce costs
applications such as P2P, and improve subscriber experient
Asymmetrical Routing occurs (that is, the two sides of a TCP or
overall subscriber's fraffic traverse on different network routes). T
the system for P2P Traffic Optimization for Asymmetrical Routing E

Step2 Click Usage Analysis Wizard.
Note  You can also open the Usage Analysis wizard from the Network Navigator
tool:
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The Welcome page of the Usage Analysis wizard appears.

Figure 31: Usage Analysis

. Usage Analysis Wizard |Z|
Usage Analysis -r_

SCA BE can collect statistics about the applications and services used by individual
subscribers, This data can be used For capacity planning and detailing the subscriber
demographics,

This wizard lets yvou quickly setup the system For usage analysis,

Cancel

275745

Select one or more devices in the Site Manager tree.

Right-click one of the selected devices.

From the popup menu that appears, select Configuration Wizards > Usage Analysis Configuration.
You can set only one CM and one Reporter database in the wizard. If you select more than one CM or
Reporter database, only one CM and one Reporter database is selected and a warning message is displayed.
Click OK to continue.

W N -

Step3 Click Next.
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Cisco SCA BB Configuration Wizards .

The SCE IP Addresses page of the Usage Analysis wizard opens.

Figure 32: SCE IP Addresses

3£ Usage Analysis Wizand

SCE IP Addresses .f_
3 One or mare SCE IP addresses must be specified -

Configuring the SCE platforms requires that they are first added to the Metwork
Mavigator,

To add SCE platforms to the Metwork Navigator, tvpe their IP addresses in the kext
bo below (For example: 10,56.216.37, 10.56,216,38)

275746

Step4 In the edit box, enter the IP addresses of the SCE devices that should be added to the model.

If you started from the Network Navigator, the IP addresses of the SCE devices that you selected are displayed
in the edit box. You can add additional addresses.

Note  You can work with up to 20 SCE devices at one time using the wizard.

Step5 Click Next.
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The SCE Usernames and Passwords page of the Usage Analysis wizard opens.

Figure 33: SCE Usernames and Passwords

. Usage Analysis Wizard |Z|@

SCE Usernames and Passwords -r_
3 A password For the SCE 10,56.216.37 is missing 4

In order to connect to the SCE platforms, & username and a password need to be
specified for each SCE,

(%) ise a common username and a common password for all SCE platforms:
Username: | admin |
Password: .
() LUse separate usernames and passwords for each SCE platform:

SCE IP Address | Username  Password

275747

Step6 Enter the usernames and passwords for the SCE devices.
Do one of the following:

* To use the same username and password for all the SCE devices that you are adding, enter the username
in the Username field and the password in the Password field.

* To provide a different username and password pair for each SCE device, select the Use separate usernames
and passwords for each SCE platform radio button, and, for each SCE device, enter the username and
password in the appropriate cell of the table.

Step7 Click Next.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The CM Setup page of the Usage Analysis wizard opens.

Figure 34: CM Setup

3£ Usage Analysis Wizand |z|
CM Setup -r_
3 AnIP address is missing {\

Configuring the CM requires that it is First added ko the Network Mavigator, To add the

M to the Metwork Mavigator, type its IP address, username and password in the text
boixes below,

The wizard will werify the CM operational state, and configure the SCE platforms to
send RDRs to the M, ¥ou may skip this step if the CM is already defined as the RDR
destination of the SCE platforms.

[ 5kip this step

CM IP address: | |

|

CM PRPC username: | SCMSCT

M PRPC password: |

275748

Step8 Define the SCSM Collection Manager (CM) to use with this configuration.
Do one of the following:

* Enter the IP address, username, and password of the CM device in the appropriate fields.

If you started from the Network Navigator, this information is retrieved and displayed. You can modify these
parameters.

* Check the Skip this step check box.

Step9 Click Next.
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The Reporter Setup page of the Usage Analysis wizard opens.

Figure 35: Reporter Setup

3£ Usage Analysis Wizand

Reporter Setup

3 AnIP address is missing E

The Reporter generates reports by executing queries on a database, Specify the
database IP address and its byvpe below,

‘You may skip this step if the Reporter is already connected to a database,
[ 5kip this step

Database IP address:

Database bype:

275749

Step 10 Define the database to which the Reporter tool should connect.
Do one of the following:

* Enter the IP address of the database and select the database type.

If you started from the Network Navigator, this information is retrieved and displayed. You can modify these
parameters.

* Check the Skip this step check box.

Step 11 Click Next.
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The Connectivity Test page of the Usage Analysis wizard opens.

Figure 36: Connectivity Test

3£ Usage Analysis Wizard @

Connectivity Test ﬁ_
all conmectivity tests have passed.

The wizard will now test the connectivity to the devices that vou specified, to verify
that correct IP addresses, usernames and passwords were used,
Flease wait for the connectivity tesk bo complete,

N

In case of an error, you may use the 'Back! button ko go back to previous steps and
correct the IP addresses, usernames or passwords, if necessary. You may also choose
to skip or retry the connectivity test using the buttons below,

[ Type 1P Address Status

SCE 10,56.216,37  Connection succeeded
Database 10.56.201.81 Connection succeeded
M 10.56,201.81  Connection succeeded

Skip connectivity kest ] [Eetry connectivity kest

< Back ” Tk = I Finish

244853

The wizard tests to see that the connections to the defined devices can be made.

Note  Ifa connection to one or more of the devices cannot be made or if there is some problem with the
connection (such as invalid version of the device) an error is displayed next to the device. You can
skip these tests by clicking Skip connectivity test . The connections are validated when you click

Finish at the end of the wizard.
Step 12 Click Next.
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The Anonymous Subscribers page of the Usage Analysis wizard opens.
Figure 37: Anonymous Subscribers

3 Usage Analysis Wizard E|

Processing traffic per individual subscriber’s IP address :
in Anonymous Subscribers Mode

In Anonymous Subscribers mode, analvsis is performed on an incoming IP address, as
the SCE platform creates an ‘anonymous’, on-the-fly record For each subscriber,

This permits analvzing and controling traffic at an individual subscriber IP address level,
without S5 integration,

‘You may choose bo skip this skep if other Form of subscriber integration is already
configured in the svstem,

'gnable Anonvmous Subscribers mode:

Cancel

[ < Back ” Tk = I

2415894

Step 13 To disable anonymous subscriber mode, uncheck the Enable Anonymous Subscribers mode check box.
Step 14 Click Next.
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The Confirmation page of the Usage Analysis wizard opens .

Figure 38: Confirmation

3£ Usage Analysis Wizard Ly
The Foilowing actions will be perFormed when you hit the ‘Finish’ buttan:

Connect ko the Following SCE platforms and add thern ko the Metwork Mavigator:
10.56.216,.37

Connect ko the CM 10.56.201.81 and add it to the Network Navigator

Configure the SCE platforms ko send categary 1 RDRs ko the O

Set the SCE platforms ko Anonymous Subscribers mode

Create a Report Only service configuration with transaction ROR rate set as default,

divided by the number of SCE platfarms

Apply the service configuration ko the SCE platforms

Connect the Reporter to the database 10.56.201.81

Werify that the database is conmecked and configured correctly

[est = [ Firiish ” Cancel ]

241848

The actions that the wizard is about to take are listed on the page.

Step 15 Click Finish.
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The Configuration Output page of the Usage Analysis wizard opens.

Figure 39: Configuration Output

Configuration Dutput

Plzase wait while the system is being configured.

+11/11/07 1 IST | INFOD | \-‘er1'Fy1ng that the CM 1s 1ns‘ta'|1ed pr‘oper"ly ~
+ 111507 1 1 IST | WARN | Found anonymous group 7m0 50 —sCe.C1 500, com,
+ 11/11,/07 1: IST INFD App]ymg cnn'F'lgur'at'an to SCE 10.564. 216 37 (1 out of
+ 11/11/07 1: T8 INFD Reading SCE platform data ..
+ 11711707 1: IST | IWFD Preparing configuration scri pt for SCE2000 - 4xFE ..
+ 11/11/07 1: IST | IWFD sending configuration to SCE ...
+ 11,/11/07 1: IST | IWFD Executing configuration script on 3CE ...
+11/11/07 2: IST | INFD Updating configuration registry ..
+11/11/07 2: IST | INFOD Updating CM at 10.56.201.81 with service configurati
+ 11,/11/07 2: T5T INFD Updating the CM at 10.56.201.81 completed.
+ 11,/11,/07 2: TST: INFD Updating CM at 10.56.216.38 with service configurati
+ 11711707 2: IST | IWFD 1 g canf'lgur'atmn tD SCE 10, 56 2186, 3? comp'leted
+ 11711707 2 i e R WARHN pdate CM at 1 5.216.3 h
+ 11/11/0? 2z IST | IWFD CDnnect'l ng the Repor‘ter‘ to the database
+ 1111407 2: IST | IWFD Werifying that the database 1s connected and configu
SCA BE Templates:

[Pa55] A database connection is defined and available.

[PA55] A11 mandatory preferences hawve settings.

[PAZZ] Policy string translations are available.

[PA5S] Timezone information in CM DE is awailable.
+ 11,/11,/07 2:00:42 PM IST | INFO | Configuration completed successfuly
I v
£ ! »

’ hext = H Close H Cancel ]

241895

New devices are added to the default site of the Site Manager tree in the Network Navigator.

Figure 40: Site Manager Tree

& Site Manager
=]
SCE device 1 [10.56.216.37]

B M device [10.56.201.81]
Database device [10.56.201.81]

241885

The wizard attempts to connect to all devices that you defined. The operation fails if:
* The wizard cannot connect to any of the SCE devices that you listed in Step 4.
* You defined a CM in Step 8, but the wizard cannot connect to it.

* You defined a database in Step 10, but the wizard cannot connect to it.

If you defined a CM in Step 8, the SCE devices are configured so that the only category 1 RDR destination
is the CM.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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A new service configuration named Usage Analysis is created, and opens in the Service Configuration Editor.
Figure 41: Service Configuration Editor

g" <new service configurations &5

Palicies : Global Ruls

L& Policies I | classification|

\J"- se == M N Configuration =

'=f+ Filtered Traffic
- Mg Service Security
5 Global Policy

&'i Unknown Subscriber Package &

The service configuration has the following characteristics:

* Report Only mode.

» The maximum Transaction RDR rate is set as the default value (250) divided by the number of SCE
devices. To configure the Transaction RDR see “How to Manage Transaction RDRs” section. The content
and structure is listed in the “Transaction RDR” section in the “Raw Data Records: Formats and Field
Contents” chapter of Cisco Service Control Application for Broadband Reference Guide.

The service configuration is applied to the SCE devices.
If you defined a database in Step 10:
*» The Cisco SCA BB Reporter tool is connected to the selected database.
* The first SCE platform entered in Step 4 is selected as the source of service configuration data.

» The Next button is enabled.

Step 16 If you did not define a database in Step 10, click Close.
The Usage Analysis wizard closes.

Report instances of each of the four report types open in the Report View of the Reporter tool.

Using the P2P Traffic Optimization Wizards
There are two wizards for optimizing P2P traffic:

* The P2P Traffic Optimization wizard allows you to create a simple model of devices, connect to them,
and limit P2P traffic to a specified percentage of total available bandwidth.

* The P2P Traffic Optimization at a Peering Point wizard allows you to create a simple model of devices,
connect to them, limit P2P traffic to a specified percentage of total available bandwidth, and enable
asymmetric routing classification mode.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -
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A

Note If they do not exist, devices defined in the wizard are added to the default site in the Site Manager tree.

Procedure

Step1 From the Console main menu, choose Help > Welcome .
The Welcome view opens.

Figure 42: Welcome - Introducing Cisco Service Control

ESeNice Configuration Edilor—‘S‘CA EB‘(.:onso\e P —
File  Tools Miindow Help

E Welcome 53 B

‘::Ill_r:::l‘;' Introducing Cisco Service Control

The Cisco Senice Conftrol Application (SCA) ufilizes deep-packetinspection and application classification allowing senice providers to offer application-aware and subscriber-aware senice:
quickly setup the system, or close this Welcome view and go to the SCABB Consaole.

Tools Setup System-wide Configuration
; e sz
SCE Software Upgrade Wizard *‘Usage Analysis Wizard
This wizard lets you install and upgrade the SCE software SCABB can collect statistics about the applications and senvices usex

This data can be used for capacity planning and detailing the subs
wizard lets you quickly setup the system for usage analysis.

h P2P Traffic Optimization Wizard
SCA BB can prevent network congestion and reduce costs, cau
applications such as P2P, and improve subscriber experience i
applications such as woice. This wizard lets you quickly setup the system

; P2P Traffic Optimization for Asymmetrical Routing Wizard
SCA BB can prevent network congestion and reduce costs, cau
applications such as P2P, and improve subscriber experience als
Asymmetrical Routing occurs (that is, the two sides of a TCP or UDP
overall subscriber's fraffic traverse on different network routes). This w
the system for P2P Traffic Optimization for Asymmetrical Routing Environ

Step2 Click P2P Traffic Optimization Wizard or P2P Traffic Optimization for Asymmetrical Routing Wizard .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Welcome page of the selected wizard appears.
Figure 43: P2P Traffic Optimization

3¢ P2P Traffic Optimization Wizard

P2P Traffic Dptimization

SCA BE can prevent nebwork congestion and reduce costs, caused by
bandwidth-hungry applications such as P2P, and improve subscriber experience in using
latency sensitive applications such as voice,

This wizard lets you quickly setup the system For P2P Traffic Optimization.

Figure 44: P2P Traffic Optimization for Asymmetrical Routing

3£ P2P Traffic Optimization for Asymmetrical Routing Wizard [gj

P2P Traffic Optimization

SCA BE can prevent nebwork congestion and reduce costs, caused by
bandwidth-hungry applications such as P2P, and imprave subscriber experience alsao in
environments where Asyrmmetrical Routing occurs (Ehat is, the bwo sides of a TCP ar
LICP Flow, or some parts of the owverall subscriber's traffic traverse on different nebwark
routes).

This wizard lets wou quickly setup the system Far P2P Traffic Optimization in
Asyrmetrical Routing Environments.

241885
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Cisco SCA BB Configuration Wizards

Note  You can also execute the P2P Traffic Optimization wizard from the Network Navigator

tool.
1 Select one or more devices in the Site Manager tree.
Right-click one of the selected devices.

3 From the popup menu that appears, choose Configuration Wizards > P2P Traffic Optimization Wizard or
Configuration Wizards > P2P Traffic Optimization for Asymmetrical Routing Wizard .

Note  You can set only one CM and one Reporter database in the wizard. If you select more than one CM
or Reporter database, only one CM and one Reporter database is selected and a warning message is

displayed. Click OK to continue.

Step3 Click Next .
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The SCE IP Addresses page of the P2P Traffic Optimization wizard opens

Figure 45: SCE IP Addresses

3£ P2P Traffic Optimization Wizard

SCE IP Addresses

3 One or mare SCE IP addresses must be specified ;

Configuring the SCE platforms requires that they are first added to the Metwork
Mavigator,

To add SCE platforms to the Metwork Navigator, tvpe their IP addresses in the kext
bo below (For example: 10,56.216.37, 10.56,216,38)

275751

Step4 In the edit box, enter the IP addresses of the SCE devices that should be added to the model.

If you started from the Network Navigator, the IP addresses of the SCE devices that you selected are displayed
in the edit box. You can add additional addresses.

Note  You can work with up to 20 SCE devices at one time using the wizard.

Step5 Click Next.
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The SCE Usernames and Passwords page of the P2P Traffic Optimization wizard opens.

Figure 46: SCE Usernames and Passwords

3 P2P Traffic Optimization Wizard

SCE Usernames and Passwords
3 A password For the SCE 10,56.216.37 is missing

In order to connect to the SCE platforms, & username and a password need to be
specified for each SCE,
(%) ise a common username and a common password for all SCE platforms:

Usernane: adrmin
Password: ;_!_
() LUse separate usernames and passwords for each SCE platform:

SCE IP Address | Username  Password

275752

Step 6 Enter the usernames and passwords for the SCE devices.
Do one of the following:
* To use the same username and password for all the SCE devices that you are adding, enter the username
in the Username field and the password in the Password field.
* To provide a different username and password pair for each SCE device, click the Use separate usernames
and passwords for each SCE platform radio button, and, for each SCE device, enter the username and
password in the appropriate cell of the SCE device table.

Step7 Click Next .
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The CM Setup page of the P2P Traffic Optimization wizard opens.

Figure 47: CM Setup

3 P2P Traffic Optimization Wizard

CM Setup

3 AnIP address is missing h

Configuring the CM requires that it is First added ko the Network Mavigator, To add the

M to the Metwork Mavigator, type its IP address, username and password in the text
boixes below,

The wizard will werify the CM operational state, and configure the SCE platforms to

send RDRs to the M, ¥ou may skip this step if the CM is already defined as the RDR
destination of the SCE platforms.

[ 5kip this step

CM IP address: | |

1%

CM PRPC username: | SCMSCT |

M PRPC password: |

275753

Step8 Define the Cisco Service Control Collection Manager (CM) to use with this configuration.
Do one of the following:

* Enter the IP address, username, and password of the CM device in the appropriate fields.

If you started from the Network Navigator, this information is retrieved and displayed. You can modify these
parameters.

* Check the Skip this step check box.

Step9 Click Next.
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The Connectivity Test page of the P2P Traffic Optimization wizard opens. The wizard tests to see that the
connections to the defined devices can be made.

Figure 48: Connectivity Test

3 P2P Traffic Optimization Wizard

Connectivity Test

Testing conneckivity ...

The wizard will now test the connectivity to the devices that vou specified, to verify
that correct IP addresses, usernames and passwords were used,
Flease wait for the connectivity tesk bo complete,

In case of an error, you may use the 'Back! button ko go back to previous steps and

correct the IP addresses, usernames or passwords, if necessary. You may also choose
to skip or retry the connectivity test using the buttons below,

[ Type 1P Address Status

SCE 10,56,216,37  Connection succeedsd
Database 10.56,201.8  Testing connectivicy ...
M 10.56,201.81  Connection succeeded

Skip connectivity kest ] [Eetry connectivity kest

Mesk = Cancel

241852

Note If a connection to one or more of the devices cannot be made or if there is some problem with the
connection (such as invalid version of the device), an error is displayed next to the device. You can
skip these tests by clicking Skip connectivity test. The connections are validated when you click

Finish at the end of the wizard.
Step 10 Click Next .
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The Anonymous Subscribers page of the P2P Traffic Optimization wizard opens.

Figure 49: Anonymous Subscribers

3 P2P Traffic Optimization Wizard

Processing traffic per individual subscriber’s IP address
in Anonymous Subscribers Mode

In Anonymous Subscribers mode, analvsis is performed on an incoming IP address, as
the SCE platform creates an ‘anonymous’, on-the-fly record For each subscriber,

This permits analvzing and controling traffic at an individual subscriber IP address level,
without S5 integration,

‘You may choose bo skip this skep if other Form of subscriber integration is already
configured in the svstem,

'gnable Anonvmous Subscribers mode:

Cancel

[ < Back ” Tk = I

244853

Step 11 To disable anonymous subscriber mode, uncheck the Enable Anonymous Subscribers mode check box.
Step 12 Click Next .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The effect of P2P traffic optimization page of the P2P Traffic Optimization wizard opens. This page explains
why you should optimize (limit) P2P traffic.

Figure 50: Effect of P2P Traffic Optimization

3 P2P Traffic Optimization Wizard

The effect of P2P traffic optimization

This wizard configures the system to enforce strict priority between 3 levels of service:
High {voice), Medium {other) and Low (PZR),

The bwo charts below demonstrate the effect of PZP traffic optimization. The chart on
the left shows how, during peak hours, uncontrolled P2P (in blue) causes congestion
(total kraffic crosses the red line), while browsing (yvellow) and voice {green) quality
deteriorates,

The priotitization that is enforced by this configuration takes place when the total
traffic rate crosses the configured limit, The chart on the right shows how congestion is
mitigated by throttling P2P traffic, while allowing browsing and voice traffic to kake its
place.

Cancel

< Back “ Tet =

241064

Step 13 Click Next .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Getting Started with Cisco SCA BB Console

The Link Rate Limits for P2P Traffic Optimization page of the P2P Traffic Optimization wizard opens.

Figure 51: Link Rate Limits

3 P2P Traffic Optimization Wizard

Upstream limit:

Downstream limit:

Link rate imits for P2P traffic optimization

J

]

AR T,

[ < Back. ” [et = ]

=

In the sliders below, configure the total upstream and downstream traffic rate limits
(the red line) that should be enforced by the SCE platform. The SCE platform will make
sure that total rate does not exceed this configuration, while maintaining priority
between different applications.

These settings can be changed later in the Global Controllers configuration dialog,

| 6000 Mbps

20000 Mbps

Cancel

275755

Step 14 Use the sliders to configure the upstream and downstream link rate limits.
The scale of each slider is the percentage of the aggregated bandwidth of both links.

Step 15 If you are running the P2P Traffic Optimization wizard, go to Step 20.

If you are running the P2P Traffic Optimization for Asymmetrical Routing wizard, continue at the next step.

Step 16 Click Next .
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The Classification of split flows page of the P2P Traffic Optimization wizard opens.

Figure 52: Classification of Split Flows

3 P2P Traffic Optimization for Asymmetrical Routing Wizard

Classification of split flows

Enable Asymmetric Routing Classification Mode when the SCE platforms are inserted in
topologies with Asymmetrical Routing where the SCE platforms "sees" one direction
part of the each TCP or UDP bi-directional Fows,

In this mode, the system is better tuned for still classifying the traffic correctly while
the 5CE platform "sees” only one direction of a flow, but, some of the system?s
functionality is disabled in this mode {please refer to the SCA BE User Guide for details),

[IEnable as mrmekric Routing Classification Mode:

244855

Step 17 To enable asymmetric routing classification mode, check the Enable Asymmetric Routing Classification Mode
check box.

Step 18 Click Next .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Confirmation page of the P2P Traffic Optimization wizard opens. The actions that the wizard is about to
take are listed on the page.

Figure 53: Confirmation

£+] P2P Traffic Optimization

P2P Traffic Optimization Wizard =

The following actiens will be perfermed when you hit the ‘Finish' button: -

Connect to the following SCE platforms and add them to the Metwork Mavigator:
10.78.241.97
Set the SCE platforms to Anonymous Subscribers mode
Create a Fully Functional service configuration with the following characteristics:
Default Upstream GC PIR is set at 2,200,000 Kbps
Default Downstream GC PIR is set at 1,400,000 Kbps
For both the 'Default Package' and the 'Unknown Subscriber Package', the
following BWCs are created:
P2P BWC:  CIR=Min, PIR=Unlimited, AL=1
Voice and Video Calls BWC: CIR=Max, PIR=Unlimited, AL=10
Other BWC: CIR=Max, PIR=Unlimited, AL=1
Apply the service configuration to the SCE platforms

Next > [ Finish ] [ Cancel I

363950

The actions that the wizard is about to take are listed on the page.
For an explanation of the bandwidth controller parameters, see Subscriber BWC Parameters section .

Step 19 Click Finish .
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The Configuration Output page of the P2P Traffic Optimization wizard opens. New devices are added to the
default site of the Site Manager tree in the Network Navigator.

Figure 54: Configuration Output

Configuration Dutput

Plzase wait while the system is being configured.

+11/11/07 2 x IST | INFCI | \-‘er1'Fy1ng ‘tha‘t the M 15 1ns‘ta'|1ed pr‘oper"ly ~
+ 11/11,/07 2:34 ] ; | Fou = group in 5 sCe.C150
+ 11,/11,/07 App]ymg cnn'F'lgur'at'an to SCE 10.564. 216 3? (1 Dut D'F
+ 11/11/07 Reading SCE platform data ..
+ 11711707 Preparing configuration scr“wt for SCE2000 - 4xFE ..
+ 11,/11/07 sending configuration to SCE ...
+ 11,/11/07 Executing configuration script on SCE ...
+11/11/G7 Updating configuration registry ...
+11/11/G7 Updating CM at 10.56.201.81 with service configurati
+ 11,/11,/07 Updating the CM at 10.56.201.81 completed.
+ 11[11[0? Upda‘t'lng M a‘t 1Cl Sh 216 38 '.n\."lth ser\nce conﬁgur‘a‘h
+ 5 1o A 1 to. up ] 1 P o
+ 11/11/0? IST | IWFD App'ly'l ng ccm'F'l gur'at'lcm to SCE 10.56. 216 3? comp'l eted
+ 11,1107 IST | IWFD Connecting the Reporter to the database
+ 1111407 2: IST | IWFD Werifying that the database 1s connected and configu
SCA BE Templates:

[PA55] A database connection is defined and awvailable.

[PA55] A11 mandatory preferences hawve settings.

[PASS] Policy string translations are available,

[PA5S] Timezone information in CM DE is awailable.
+ 11,/11,/07 2:35:30 PM IST | INFO | Configuration completed successfuly
I v
£ >

2418548

hext = ] [ Close ] ’ Cancel ]

Figure 55: Network Navigator

% Network Navigator EX ;

4 | & Site Manager
4 |[&] default site

[, 5M device [10.78.241.209]
BE SCE device [10.78.241.214]
FE SCE device [10.78.241.97]
FE SCE2K[10.78.241.202]
BE SCE device [10.78.241.211]
[§ CM device [10.78.242.219]
3E SCE device1 [10.78.241.208]

363941

The wizard attempts to connect to all devices that you defined. The operation fails if:
* The wizard cannot connect to any of the SCE devices that you listed in Step 4.
* You defined a CM in Step 8, but the wizard cannot connect to it.

* You defined a database in Step 10, but the wizard cannot connect to it.

If you defined a CM in Step 8, the SCE devices are configured so that the only category 1 RDR destination
is the CM.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Network Navigator Tool

RDR categories are the mechanism by which different types of RDRs can be sent to different collectors.
For more information about RDR categories, see the “Raw Data Records: Formats and Field Contents”

chapter of_ Cisco Servi trol Applicati Broadband R Guide, )
A new serv?ge conﬁgulfvggoner’?élrgeeg Io’élI;ﬁQFrafjf{)c 16%6(1)1’11&%1050(& P%rll’ Treel%gcegpetim%lzaion for Asymmetrical

Routing) is created, and opens in the Service Configuration Editor.

Note

Figure 56: Service Configuration Editor

Qy Usage Analysis Q P2P Traffic Optimization Wizard 2

Paolicies ; Global Policy

L& Policies | Global Upstrear

Tokal Link Limit:

& B 4+ X Configuration =

T Filtered Traffic
¥ service Security

Upstream
B 7= Default

E & Subscriber Policies
-l Default Package
“- {37 Unknawn Subscriber Package

Global Downstn &

The service configuration has the following characteristics:

* Full functionality mode.
* The upstream and downstream default AGCs are set with the link limit values defined in Step 16.

* For both the default package and the Unknown Subscriber Traffic package, the following upstream and
downstream BWCs are created:

The service configuration is applied to the SCE devices.
If you defined a database in Step 10:
1 The Cisco SCA BB Reporter tool is connected to the selected database.

2 The first SCE platform entered in Step 4 is selected as the source of service configuration data.
3 The Next button is enabled.

If you did not define a database in Step 10, click Finish.
The P2P Traffic Optimization wizard closes.

Report instances of each of the four report types open in the Report View of the Reporter tool.

The Network Navigator Tool

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

The Network Navigator is a tool that allows you to create and manage a simple model of all local and remote
devices that are part of the Cisco Service Control solution.

For more information about the Network Navigator, see The Network Navigator Tool section.

This section contains information about the following procedures:
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The Network Navigator Tool .

Opening the Network Navigator Tool

Procedure

From the Console main menu, choose Tools > Network Navigator .
The Network Navigator tool opens.

Figure 57: Network Navigator

Navigator - 5

e Chodehetntie ez b
] ™  Network Nmigator

m | Sendce Configuration Editor

gator ;g_é Anaryraus Group Manager a’ Seraice Configuration Editar

LA Subscriber Manager = = [ P
ﬂj I Anorymous Group Manager 2 'I = Pt B
a __’i 5 oy 5 i 9 Property WValus
4 atu it
i s bdior Address 1% 10.78.241.97
LE  Subscriber Managerl Narne % 5CE deviee
FE ICE deace [10 73 HLIL] Notes o
FE SCE device [10.78.281.97]
FE SCE 2K [10.76.241.202)
* SCE dewace [10.78.241.211)
F M device [10.72.242.215]
BE SCE dewsce 1[10.78.241.208)
& Sel
& Progress 10
Mo operations to displey ot this tinne.
B Console 21
Console
- £/13/14 B M OIST | INFO | System eode changed to Full Functionality
+ B/13/14 F# IST | IMFD | Conmecting to 10.78.241.209: Connecting to the M
+ B/13 /14 M IST | INFD | Connecting b0 device at 10.78.241.209 ...
+ BS153714 P IST | IwFD Connecting to 10-._.?3..."«41.."09: Open Subscriber Management perspective
+ /13714 7:43:25 PM IST | INFD subscribers retrieved successfully

Closing the Network Navigator Tool

Procedure

Step1 Right-click the Network Navigator button.
Step2 From the popup menu that appears, select Close .
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The Service Configuration Editor Tool

The Service Configuration Editor is a tool that allows you to create service configurations. A service
configuration is a data structure that defines how the SCE platform analyses network traffic, what rules apply
to the traffic, and what actions the SCE platform takes to enforce these rules.

Most of this document discusses using the Service Configuration Editor. See Using the Service Configuration
Editor section .

Opening the Service Configuration Editor Tool

Procedure

Step1 From the Console main menu, choose Tools > Service Configuration Editor.
A No Service Configuration Is Open dialog box appears.

Figure 58: No Service Configuration Is Open

F No Service Configuration Is Open

Mo service configuration is currently open.
\,}/ Would you like to edit a new service configuration?

158888

Step2 Click Yes.
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Step 3

Step 4

Step 5

The Service Configuration Editor Tool .

A New Service Configuration Settings dialog box appears

Figure 59: New Service Configuration Settings

3 New Service Configuration Settings

System Operational Mode

Select the system's operational mode for handling the network traffic:
O}

(%) Report Cnly

() Full Functionality

rRouting Classification Mode

Enable Asymmetric Routing Classification Mode in topologies
with high rate of unidirectional flows, In this mode, the system is
better tuned For classifying traffic according to just one side of the
flows, but some control capabilities are disabled.

[] Enable the asymmetric Routing Classification Made

6 [ O H Cancel ]

275758

Select one of the System Operational Mode radio buttons.
Note  You can change the system operational mode at any time.

* Transparent—The system does not generate RDRs and does not enforce active rules on the network
traffic.

* Report only—The system generates RDRs only. No active rule enforcement is performed on the network
traffic.

* Full functionality—The system enforces active rules on the network traffic and performs reporting
functions (that is, generates RDRs).

(Optional, but highly recommended if your system has a high proportion of unidirectional flows) To switch

to asymmetric routing classification mode, check the Enable the Asymmetric Routing Classification Mode

check box.

Note It is recommended that you do not change the routing classification mode after creating a service
configuration, as this causes loss of service configuration data. (See Asymmetric Routing

Classification Mode section.)
Click OK.
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[l The Signature Editor Tool

A default service configuration opens in the Service Configuration Editor tool.

Figure 60: Service Configuration Editor

ERg- NI
=4 gg Subscriber Manager €% Network Navigater ;g Anonymous Group Manager !Q Service Configuration Editor

S

= EI

L& Policies .Q Classification rialobal Upstream Polic

& B = X L T Or TR AT Total Link Limit: Link 1: Unlimited | Edit Rate Limik, . X\ EE
i% Filtered Traffic Upstream iy Baschipion
u Service Security

== Default Global Controller Aggregated Bandwidth Limit: Unlimited; Link Bandwidth Limit:

Global

E Global Rule

Subscriber Policies
¢ Defaulk Package -Global Downstream Palic

e Unknown Subscriber Package L
Tokal Link Limit: Link 1: Unfimited | Edit Rate Limit. ., F X N =
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Closing the Service Configuration Editor Tool

Procedure

Step1 Right-click the Service Configuration Editor button.
Step2 From the popup menu that appears, select Close.

The Signature Editor Tool

The Signature Editor is a tool that allows you to create and modify files that can add and modify protocols
and protocol signatures in Cisco SCA BB.
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For more information about the Signature Editor, see The Signature Editor Overview section.

This section contains information about the following procedures:

Opening the Signature Editor Tool

Procedure

From the Console main menu, choose Tools > Signature Editor.
The Signature Editor tool opens.

Figure 61: Signature Editor Tool
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Closing the Signature Editor Tool

Procedure

Step1 Right-click the Signature Editor button.
Step2 From the popup menu that appears, select Close .

The Subscriber Manager GUI Tool

The Subscriber Manager GUI is a tool that allows you to connect to a Cisco Service Control Subscriber
Manager and then manage subscribers, assign packages to subscribers, edit subscriber parameters, and manually
add subscribers.

For more information about connecting to a Cisco Service Control Subscriber Manager and using the Subscriber
Manager GUI, see Subscriber Manager GUI Tool section .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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For more information about the Cisco Service Control Subscriber Manager, see the Cisco Service Control
Management Suite Subscriber Manager User Guide.

This section contains information about the following procedures:

Opening the Subscriber Manager GUI Tool

Procedure

From the Console main menu, choose Tools > Subscriber Manager .
The Subscriber Manager GUI tool opens.

Figure 62: Subscriber Manager
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Closing the Subscriber Manager GUI Tool

Procedure

Step1 Right-click the Subscriber Manager button.
Step2 From the popup menu that appears, select Close .

The Anonymous Group Manager Tool

The Anonymous Group Manager GUI allows you to manage anonymous groups within a SCE. You can create,
edit, delete anonymous groups, and list all configured groups for a selected SCE. For a selected group, the
GUI lists all anonymous subscribers that are part of the group.

For more information, see Using the Anonymous Group Manager GUI Tool section.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
[ 100 | [



| Getting Started with Cisco SCA BB Console
Online Help .

Opening the Anonymous Group Manager Tool

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.

Closing the Anonymous Group Manager Tool

Procedure

Step1 Right-click the Anonymous Group Manager button.
Step2 From the popup menu that appears, select Close.

Online Help

You can access relevant parts of this user guide from the Console. The following sections provide you with
the necessary details:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Accessing the Online Help

Procedure
From the Console main menu, choose Help > Help Contents .

Figure 63: Preferences - Help
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Online help opens in a separate window.

Searching Online Help

Procedure

Step1 From the Console main menu, choose Help > Search .
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Step 2

Step 3

Step 4

Step 5

QuickStart with the Cisco SCA BB Console .

The Help view opens next to the current tool.

Figure 64: Help
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Enter a word, phrase, or more complex search expression in the Search expression field.
The Go button is enabled.
Note Click >> ( Expand ) for an explanation of how to construct search expressions.

Click Go .
Help topics containing your search expression are listed under Local Help.

Click a help topic to view its contents.
Note  You can bookmark topics for later

reference.
By clicking the appropriate link at the bottom of the Help view, you can switch to:

« All topics
* Related topics

» Bookmarks

QuickStart with the Cisco SCA BB Console

This QuickStart section helps you get started with the Console. The section includes an example of using the
Network Navigator tool and the Service Configuration Editor to apply the default service configuration to an
SCE platform.
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. Configuring the Console and Applying the Default Service Configuration

Configuring the Console and Applying the Default Service Configuration

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

In this example, you add an SCE device to the default site and apply the default service configuration to the
SCE.

Procedure

Launch the Console.

Choose Start > All Programs > Cisco SCA > SCA BB Console 5.2.x > SCA BB Console 5.2.x. Here x
stands for the version within 5. For example, 5.2.0

If necessary, close the Welcome view.

Open the Network Navigator.

From the Console main menu, choose Tools > Network Navigator.

This step sets up the Console for network device operations. You should now be able to see the default site
displayed in the Network Navigator view.

Note  The Network Navigator tool is open the first time you launch the Console.

Add a Cisco SCE device to the default site.

a) Right-click the default site, and, from the popup menu that appears, select New > SCE.
The Create new SCE wizard appears.

b) Inthe Address field, enter the actual IP address of an SCE platform.

¢) Click Finish.
The Create new SCE wizard closes. The new device is added to the site.

Check the SCE platform version and operational state.

a) Right-click the SCE device and, from the popup menu that appears, select Online Status.
A Password Management dialog box appears.

b) Enter the username and password for managing the SCE.

¢) Enter the SNMP RO Community String.

d) Click Extract.
The SCE online status is retrieved.

e) Check that the system and application versions are correct, and that the operational state is Active.

Open the Service Configuration Editor.

a) From the Console main menu, choose Tools > Service Configuration Editor.
The Service Configuration Editor opens. A No Service Configuration Is Open dialog box appears.

Create a new service configuration.
a) From the Console main menu, choose Tools > Service Configuration Editor.

The Service Configuration Editor opens. A No Service Configuration Is Open dialog box appears.
b) Click Yes in the No Editor Is Open dialog box.

A New Service Configuration Settings dialog box appears.

¢) Click OK.
A default service configuration opens in the Service Configuration Editor tool.

Apply the service configuration to the SCE platform.

a) From the toolbar, select the Apply Service Configuration to SCE Devices () icon.
A Password Management dialog box appears.

b) Enter the username and password for managing the SCE and click Apply.
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The service configuration is applied to the SCE platform.
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CHAPTER

The Network Navigator

To manage a network entity—Cisco Service Control Engine (Cisco SCE) platform, Subscriber Manager
(SM), or Collection Manager (CM)—from the Console, you must first define it as a device in the Network
Navigator.

This chapter describes how to use the Network Navigator tool to create a model of all local and remote sites
and devices that are part of the Cisco Service Control solution, how to manage the devices remotely, and
other functionality that is part of the Network Navigator tool.

The Usage Analysis wizard, which can be used to create a simple model of devices and connect to them, is
also described in this chapter.

This chapter consists of these sections:
» The Network Navigator Tool , page 107
* Introduction to Managing Sites, page 108
* Introduction to Managing Devices , page 112
» Working with Network Navigator Configuration Files , page 132

» Network Settings Requirements , page 137

The Network Navigator Tool

The Network Navigator tool contains four views:

* Network Navigator view—Displays all sites and devices that you have defined as part of your system,
in the Site Manager tree.

* Properties view—Displays the editable properties of the node selected in the Site Manager tree in the
Network Navigator view.

* Progress view—Displays a progress bar when you perform an operation on a site or device in the Site
Manager tree.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* Console view—Displays log messages concerning actions performed in the Network Navigator tool.

Figure 65: The Network Navigator Tool
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Introduction to Managing Sites

You can manage a Cisco SCE, Subscriber Manager, or CM from the Console only if the network entity is
defined as a device in the Network Navigator. After a device is added to the Network Navigator, you can
perform management and monitoring operations on the device.

You can also perform operations on a group of devices. For example, you can apply the same service
configuration to a group of Cisco SCE platforms. The Network Navigator enables you to group devices by
adding them under the same site. A site is a group of devices that can be managed together. At installation,
the Network Navigator contains a default site with no devices. You can add devices to this site or add additional
sites, as described in the following sections.

Grouping devices in sites can also help to manage the passwords for these devices (see Password Management
, on page 112section).

This section explains these procedures:

Adding a Site to the Site Manager

Before adding devices, you must add your sites to the Site Manager.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Procedure

Step1 In the Network Navigator view, right-click the Site Manager node.
A popup menu appears.

Figure 66: Site Manager Menu

H e
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Step2 From the menu, select New > Site .
A new Site node is added to the Site Manager.

Step3 In the Properties view, enter a name for the site in the Name cell.

Step4 (Optional) In the Version cell, enter a version number.

Introduction to Adding Devices to a Site

You can add Cisco SCE, Subscriber Manager, CM, or database devices to a site.

Adding Cisco SCE Devices to a Site

To use the Network Navigator to configure, monitor, and update the software of a Cisco SCE platform, you
must first add the Cisco SCE platform to a site.

Procedure

Step1 In the Site Manager tree, right-click a site.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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A popup menu appears.

Figure 67: Site Manager Tree Menu
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Step2 From the menu, select New > SCE .
The Create New SCE wizard appears.

Step3 In the Address field, enter the IP address of the Cisco SCE.
Step4 (Optional) In the Name field, enter a meaningful name for the Cisco SCE.
Step5 Click Finish.

The Create New SCE wizard closes.

The new device is added to the site.

Adding Subscriber Manager Devices to a Site

To use the Network Navigator to configure, monitor, and update the software of an Subscriber Manager, you
must first add the Subscriber Manager to a site.

Procedure

Step1 In the Site Manager tree, right-click a site.
A popup menu appears.

Step2 From the menu, select New > SM .
The Create New SM wizard appears.

Step3 In the Address field, enter the IP address of the Cisco Service Control Subscriber Manager.
Step4 (Optional) In the Name field, enter a meaningful name for the Subscriber Manager.
Step5 Click Finish.
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The Create New SM wizard closes.
The new device is added to the site.

Adding Collection Manager Devices to a Site
To use the Network Navigator to monitor a Collection Manager, you must first add the Collection Manager

to a site.

Procedure

Step1 In the Site Manager tree, right-click a site.
A popup menu appears.

Step2 From the menu, select New > CM.
The Create New CM wizard appears.

Step3 In the Address field, enter the IP address of the Collection Manager.
Step4 (Optional) In the Name field, enter a meaningful name for the Collection Manager.

Step5 Click Finish.
The Create New CM wizard closes.

The new device is added to the site.

Deleting Devices

Procedure

Step1 In the Site Manager tree, right-click a device.
A popup menu appears.

Step2 From the menu, select Delete .
The device is deleted and removed from the Site Manager tree.

Deleting Sites

Procedure

Step1 In the Site Manager tree, right-click a site in the Site Manager tree.
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A popup menu appears.
Step2 If prompted, enter your password.

Step3 From the menu, select Delete .
The site and all its devices are deleted and the site is removed from the Site Manager tree.

Introduction to Managing Devices

The Network Navigator enables you to manage Cisco SCE, Cisco Service Control Subscriber Manager, Cisco
Service Control Collection Manager, and database devices.

A

Note  The Usage Analysis wizard enables you to create a simple model of devices and connect to those devices
to perform various tasks. (See Using the Usage Analysis Wizard , on page 70 section.)

This section contains these topics:

Password Management

Normally, before you can access a device (Cisco SCE, Cisco Service Control Subscriber Manager, Cisco
Service Control Collection Manager, or database), you must enter its password. When you try to perform any
operation on a site device, the Network Navigator first asks for the device username and password. (Repeating
the same operation on the same device does not always require a second entry of the password.)

When performing operations on multiple devices, password entry can become tedious. The Site Master
Password can help you remember some or all usernames and passwords of your element by storing them as
part of the site data, and entering them for you automatically when you connect to an element.

The Site Master Password protects saved usernames and passwords in the password manager. The Password
Management dialog box prompts you for the master password of the site when you wish to activate the site
password manager. If you have multiple sites, each site requires a separate master password.

Figure 68: The Password Management Dialog Box

For each site, when the Password Management dialog box appears, check the Enable Site Master Password
check box.

Introduction to Managing Cisco SCE Devices

This section explains the following procedures:

Configuring Cisco SCE and Collection Manager Devices Using a Wizard

The Network Navigator Device wizard allows you to configure Cisco SCE and Cisco Service Control Collection
Manager devices and connect to them.
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A

Note If they do not exist, devices defined in the wizard are added to the default site in the Site Manager tree.

Procedure

Step 1
In the Network Navigator view toolbar, click the Configure SCE and CM devices (ﬂ) icon.

The Welcome window of the Network Navigator Device wizard appears.
Figure 69: Welcome - Network Navigator Device

3 Network Navigator Device Wizard
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tree,

Cancel
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Step2 Click Next.
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The SCE IP Addresses page of the Network Navigator Device wizard opens.

Figure 70: SCE IP Addresses

3 Network Navigator Device Wizard
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One or mote SCE IP addresses rust be specified

Configuring the SCE platforms requires that they are first added to the Metwork
Mavigatar,
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Cancel
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Step3 In the edit box, enter the IP addresses of the Cisco SCE devices that should be added to the model.

If you started from the Network Navigator, the IP addresses of the Cisco SCE devices that you selected are
displayed in the edit box. You can add additional addresses.

Note  You can work with up to 20 Cisco SCE devices at one time using the wizard.

Step4 Click Next.
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The SCE Usernames and Passwords page of the Network Navigator Device wizard opens.

Figure 71: SCE Usernames and Passwords
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Do one of the following:

* To use the same username and password for all the Cisco SCE devices that you are adding, enter the

Step5 Enter the usernames and passwords for the Cisco SCE devices.

username in the Username field and the password in the Password field.

* To provide a different username and password pair for each Cisco SCE device, check the Use separate
usernames and passwords for each SCE device radio button, and, for each Cisco SCE device, enter the
username and password in the appropriate cell of the Cisco SCE device table.

Step6 Click Next.
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The Cisco Service Control Collection Manager Setup page of the Network Navigator Device wizard opens.

Figure 72: Cisco Service Control Collection Manager Setup
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Step7 Define the Cisco Service Control Collection Manager to use with this configuration.
Do one of the following:

* Enter the IP address, username, and password of the CM device in the appropriate fields.

If you started from the Network Navigator, this information is retrieved and displayed. You can modify
these parameters.

* Check the Skip this step check box.

Step8 Click Next.
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The Connectivity Test page of the Network Navigator Device wizard opens.

Figure 73: Connectivity Test
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241850

The wizard tests to see that the connections to the defined devices can be made.

Note  Ifa connection to one or more of the devices cannot be made or if there is some problem with the
connection (such as invalid version of the device) an error is displayed next to the device. You can
skip these tests by clicking Skip Connections . The connections are validated when you click Finish

at the end of the wizard.
Click Next.
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The Confirmation page of the Network Navigator Device wizard opens.

Figure 74: Confirmation
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The actions that the wizard is about to take are listed on the page.

Step 10 Click Finish.
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The Configuration Output page of the Network Navigator Device wizard opens.

Figure 75: Configuration Output
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New devices are added to the default site in the Site Manager tree in the Network Navigator.

Figure 76: Network Navigator
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The wizard attempts to connect to all devices that you defined. The operation fails if:
* The wizard cannot connect to any of the Cisco SCE devices that you listed in Step 3.

* You defined a CM in Step 7, but the wizard cannot connect to it.

If you defined a CM in Step 7, the Cisco SCE devices are configured so that the only category 1 RDR destination
is the CM.

A new service configuration is created:
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* Report Only mode.

* The maximum Transaction RDR rate is set as the default value (250) divided by the number of Cisco
SCE devices. (To configure the Transaction RDR, see Managing Transaction RDRs, on page 256 section
; the content and structure of the Transaction RDR is listed in the “Transaction RDR” section in the “Raw
Data Records: Formats and Field Contents” chapter of Cisco Service Control Application for Broadband
Reference Guide.)

Step 11 Click Finish.
The Network Navigator Device wizard closes.

Generating Tech Support Info Files for Cisco SCE Devices

This operation generates the support file, for the Cisco SCE platform, for the use of Cisco technical support
staff.

Procedure

Step1 In the Site Manager tree, right-click an SCE device.
A popup menu appears.

Step2 From the Site Manager Tree menu, select Generate Tech Support Info File .
The Generate Tech Support Info File dialog box appears.

Figure 77: Generate Tech Support Info File
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Step3 Click Browse.
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Step 4
Step 5
Step 6

Step 7

Step 8
Step 9

Step 10
Step 11

Introduction to Managing Cisco SCE Devices .

A Select File dialog box appears.
Browse to the folder where you want to save the tech support info file.
In the File name field, enter a new file name, or select an existing ZIP file.

Click Open to select the file.
If the file exists, it is overwritten when you generate the tech support info.

The Select File dialog box closes.

(Optional) To add log files to the output tech support info file, check the Add GUI Console log files check
box.

(Optional) Check the Open file after it is fetched check box.

Click Finish.
The Generate Tech Support Info File dialog box closes.

A Password Management dialog box appears.

Enter the appropriate password. (For more information, see Password Management, on page 112 section.)

Click Generate.
The Password Management dialog box closes.

A Generate tech support info file progress bar appears.

The file is generated.

Retrieving the Online Status of Cisco SCE Devices

Step 1

This operation provides information about the current software version and operational status of the Cisco
SCE platform. The enhanced Cisco SCE online statuses are categorized as:

* System—displays the platform information
* Configuration—displays the Hostname

* Status—displays the operational mode and total traffic on the Cisco SCE

For more information on monitoring Cisco SCE online status, see the Cisco SCA BB Demo Kit Quick Start
Guide.

Procedure

In the Site Manager tree, right-click an SCE device.
A popup menu appears.
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Step 2

Step 3

Step 4

Step 5
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From the menu, select Online Status.
A Password Management dialog box appears.

Enter the appropriate password.
For more information, see Password Management , on page 112 section.

Enter the SNMP RO Community String.
If SNMP is not already enabled on the Cisco SCE, it gets enabled.

If RO communities are not configured on the Cisco SCE or if only RW communities are configured on the
Cisco SCE, the SNMP RO community you provide here is added to the Cisco SCE.

If only RO communities are configured on the Cisco SCE, the SNMP RO community you provide here is
validated first against the RO communities configured on Cisco SCE. If the RO community is valid, the online
status window is launched. If the RO community is not valid, a validation message appears.

Click Extract .
The Password Management dialog box closes.

An Extracting info progress bar appears.

The Cisco SCE online status is retrieved.

Figure 78: Cisco SCE Online Status
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Introduction to Managing Cisco SCE Devices .

Installing a Protocol Pack on a Single Cisco SCE Platform

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Step 10

Procedure

In the Site Manager tree, right-click the Cisco SCE on which you plan to install the protocol pack.

From the popup menu that appears, select Update Dynamic Signature Pack .
The Update Dynamic Signature Pack dialog box appears.

Figure 79: Update Dynamic Signature Pack

Update Dynamic Signature Pack
This wizard updates SCE boxes with a Dynmaic Signature Pack.

Select the dynamic signature: ' w

Backup the current configuration:
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Backup file :

Cancel
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Click Browse.
A Select file dialog box appears.

From the Files of type drop-down list, select *.spqi or *.dss , depending on the file to be installed.
Browse to the file to be installed.

Click Open.
The Select file dialog box closes.

(Recommended) Check the Backup the current configuration check box, click Browse , and select a backup
file.

Click Finish.
A Password Management dialog box appears.

Enter the appropriate password.
For more information, see Password Management, on page 112 section.

Click Update.
The Password Management dialog box closes.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -
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Introduction to Managing Cisco SCE Devices

An Update Dynamic Signature Pack progress bar appears.

The service configuration on the Cisco SCE platform is updated.

Introduction to Applying Service Configurations to Cisco SCE Devices

N

You can apply a service configuration to a single Cisco SCE platform, to selected Cisco SCE platforms, or
to all Cisco SCE platforms at one or more selected sites.

Note

A

The service configuration that you are applying must be open in the Service Configuration Editor.

Caution

If anomaly-based detection of malicious traffic is enabled, any access control list (ACL) that is configured
on the Cisco Service Control Engine (Cisco SCE) platform but is not applied to anything (for example,
an interface, an access map, or an SNMP community string) might be deleted when a service configuration
is applied to the platform. To workaround this issue, disable anomaly-based detection of malicious traffic.
In the Network Traffic tab, select Service Security . In the Service Security Dashboard, clear the Enable
anomaly detection check box.

Applying a Service Configuration to Multiple Cisco SCE Platforms

Step 1

Step 2

Step 3

Step 4

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

Procedure

In the Site Manager tree, select sites or Cisco SCE devices to which you are applying the service configuration
and right-click one of them.

From the popup menu that appears, select Apply Service Configuration.

The Choose Policy dialog box appears, listing all service configurations that are open in the Service
Configuration Editor.

Note  Ifonly one service configuration is open in the Service Configuration Editor, a Password Management
dialog box appears. Continue at Step 4. (If no service configurations are open in the Service

Configuration Editor, an error message is displayed.)
Select a service configuration from the list and click OK.

A separate Password Management dialog box appears for each Cisco SCE device that you have selected.

For each Cisco SCE device, enter the password and click Apply .
The service configuration is applied to each selected Cisco SCE platform in turn.
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Introduction to Managing Cisco SCE Devices .

Applying a Service Configuration to a Single Cisco SCE Platform

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Procedure

In the Site Manager tree, right-click a Cisco SCE device.

A popup menu appears.

From the menu, select Apply Service Configuration .

The Choose Policy dialog box appears, listing all service configurations that are open in the Service
Configuration Editor.

Note  Ifonly one service configuration is open in the Service Configuration Editor, a Password Management
dialog box appears. Continue at Step 5. (If no service configurations are open in the Service
Configuration Editor, an error message is displayed.)

Figure 80: Choose Policy
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Select a service configuration from the list.

Click OK.
A Password Management dialog box appears.

Enter the appropriate password. (For more information, see Password Management, on page 112 section)

Click Apply.
The Password Management dialog box closes.

An Applying service configuration to Cisco SCE progress bar appears.

The service configuration is applied to the selected Cisco SCE platform.
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Introduction to Retrieve Service Configurations from Cisco SCE Devices

You can retrieve service configurations from a single Cisco SCE platform, from selected Cisco SCE platforms,
or from all Cisco SCE platforms at one or more selected sites.

Retrieving Service Configurations from Multiple Cisco SCE Platforms

Procedure

Step1 Inthe Site Manager tree, select sites or Cisco SCE devices whose service configurations you want to retrieve,
and right-click one of them.

Step2 From the popup menu that appears, select Retrieve Service Configuration.
A separate Password Management dialog box appears for each Cisco SCE device that you have selected.

Step3 For each Cisco SCE device, enter the password and click Retrieve .
The service configuration is retrieved from each Cisco SCE platform in turn, and is opened in the Service
Configuration Editor.

Retrieving Service Configurations from a Single Cisco SCE Platform

Procedure

Step1 In the Site Manager tree, right-click a Cisco SCE device.
A popup menu appears.

Step2 Enter your password if prompted.

Step3 From the menu, select Retrieve Service Configuration .
A Password Management dialog box appears.

Step4 Enter the appropriate password.
For more information, see Password Management, on page 112 section.

Step5 Click Retrieve .
The Password Management dialog box closes.

A Retrieving from Cisco SCE progress bar appears.

The service configuration is retrieved from the Cisco SCE platform and opened in the Service Configuration
Editor.

Installing PQI Files on Cisco SCE Devices
This operation installs the Cisco SCA BB on the Cisco SCE platform.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Introduction to Managing Cisco SCE Devices .

Note

A

It is recommended to use the SCE Software Upgrade wizard when installing a PQI file on multiple Cisco
SCE devices. See Upgrading the SCE Using the SCE Software Upgrade Wizard, on page 44 section.

Note

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Installing a PQI file usually takes a few minutes.

Procedure

In the Site Manager tree, select a Cisco SCE device.

From the Console main menu, choose Network > Install Application Software (PQI).
The Update Software dialog box appears.

Figure 81: Update Software

3 Update Software

Please choose a file

Cancel

210046

Click Browse .
A Select file dialog box appears.

Browse to the PQI file that you are installing.

Click Open.
The Select file dialog box closes.

Click Finish.
A Password Management dialog box appears.

Enter the appropriate password.
For more information, see Password Management, on page 112 section.

Click Apply.
The Password Management dialog box closes.

An Updating software to SCE progress bar appears.
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Installing a Cisco SCE 0S Software Package on Cisco SCE Devices

A

The PQI file is installed on the selected Cisco SCE.

The Network Navigator |

This operation installs the Cisco SCE OS software package (the operating system software and firmware of

the Cisco SCE platform).

Note

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

It is recommended to use the SCE Software Upgrade wizard when installing an SCE OS software package
on multiple Cisco SCE platforms. See Upgrading the SCE Using the SCE Software Upgrade Wizard,

on page 44 section.

Procedure

In the Site Manager tree, select a Cisco SCE device.

From the Console main menu, choose Network > Upgrade SCE Platform Firmware (PKG) .

The Update OS dialog box appears.

Figure 82: Update 0S
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Click Browse .
A Select file dialog box appears.

Browse to the PKG file containing the OS that you are installing.

Click Open.
The Select file dialog box closes.

Click Finish.
A Password Management dialog box appears.

Enter the appropriate password.

For more information, see Password Management , on page 112 section.

Click Apply.
The Password Management dialog box closes.
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Introduction to Managing Subscriber Manager Devices .

An Updating software to SCE progress bar appears.
The PQI file is installed on the selected Cisco SCE.

Introduction to Managing Subscriber Manager Devices

Generating Tech Support Info Files for Subscriber Manager Devices

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Step 8
Step 9

This operation generates the support file, for the Subscriber Manager, for the use of Cisco technical support
staff.

Procedure

In the Site Manager tree, right-click an Subscriber Manager device.
A popup menu appears.

Figure 83: Site Manager Tree Menu
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From the menu, select Generate Tech Support Info File .
The Generate Tech Support Info File dialog box appears.

Click Browse.
A Select File dialog box appears.

Browse to the folder where you want to save the tech support info file.

In the File name field, enter a new file name, or select an existing ZIP file.
Click Open to select the file.

If the file exists, it is overwritten.

The Select File dialog box closes.

(Optional) To add log files to the output tech support info file, check the Add GUI Console log files check
box .

Check the Open file after it is fetched check box.

Click Finish.
The Generate Tech Support Info File dialog box closes.
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A Password Management dialog box appears.

Step 10 Enter the appropriate password. (For more information, see Password Management, on page 112 section.)
Step 11 Click Generate.

The Password Management dialog box closes.
A Generate tech support info file progress bar appears.
The file is generated.

Retrieving the Online Status of Subscriber Manager Devices

Step 1

Step 2

Step 3

Step 4

This operation provides information about the current software version and operational status of the Subscriber
Manager Device.

Procedure

In the Site Manager tree, right-click an Subscriber Manager device.
A popup menu appears.

From the menu, select Online Status.

A Password Management dialog box appears.

Enter the appropriate password.

For more information, see Password Management , on page 112 section

Click Extract.
The Password Management dialog box closes.

An Extracting info progress bar appears.

The Cisco Service Control Subscriber Manager online status is retrieved.

Figure 84: Cisco Service Control Subscriber Manager Online Status
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Connecting to Subscriber Manager Devices

To manage subscribers using the Subscriber Manager GUI tool, you must connect to an Subscriber Manager
device.

A

Note  The Subscriber Manager GUI tool performs authentication on the Cisco Service Control Subscriber
Manager by opening a PRPC connection to port 14374 and attempting to log in using the username and
password that you entered in the Password Management dialog box. If a PRPC server with this user is not
running on the Cisco Service Control Subscriber Manager, authentication fails. If you have changed the
PRPC port on the Cisco Service Control Subscriber Manager, see User Authentication , on page 137
section.

Procedure

Step1 In the Site Manager tree, right-click an Subscriber Manager device.
A popup menu appears.

Step2 From the menu, select Manage Subscribers .
A Password Management dialog box appears.

Step3 Enter the appropriate password. (For more information, see Password Management, on page 112 section.)

Step4 Click Connecting.
The Password Management dialog box closes.

A Connecting to progress bar appears.

You connect to the Subscriber Manager, and the Console switches to the Subscriber Manager GUI tool.

What to Do Next

For an explanation of how to proceed, see Subscriber Manager GUI Tool, on page 457 section.

Introduction to Managing Collection Manager Devices

You can configure Collection Manager devices using a wizard. See Configuring Cisco SCE and Collection
Manager Devices Using a Wizard, on page 112 section.

Retrieving the Online Status of CM Devices

This operation provides information about the current software version and operational status of the Collection
Manager.

Procedure

Step1 In the Site Manager tree, right-click a CM device.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Working with Network Navigator Configuration Files

Step 2

Step 3

Step 4

A popup menu appears.

Figure 85: Site Manager Tree Menu
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From the menu, select Online Status .
A Password Management dialog box appears.

Enter the appropriate password.
For more information, see Password Management , on page 112 section.

Click Extract.
The Password Management dialog box closes.

An Extracting info progress bar appears.

The Cisco Service Control Collection Manager online status is retrieved.

For an example of a retrieved online status window (for a Cisco SCE platform), see Retrieving the Online
Status of Cisco SCE Devices , on page 121 section .

Working with Network Navigator Configuration Files

After you add sites and devices to the Network Navigator, you can export this data to a file to back up your

settings and to share them with other users, who can import your Network Navigator settings into their Console.

If you use the Site Master Password to store the passwords of the network devices, the passwords are also
exported, in encrypted form. This means that other users who import this data need to only provide the Site
Master Password to access the devices.

Exporting a Network Navigator Configuration

Step 1

Procedure

From the Console main menu, choose File > Export .
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The Export dialog box appears.
Figure 86: Export
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Select

Export Metwark Navigator devices tree to an XML file

Select an export destination:

|type filker bext |

== Metwoark Mavigatar

aa| Export Mebwork Mavigator devices tree to an XML File
== Reporter

@ Expart chart ko an image file

< Export report ko a POF file

@ Export bable to a C5Y file
== Service Configuration

Export service configuration parts ko & CSY file

240825

Step2 From the export destination list, select Network Navigator Configuration to a file.
Step3 Click Next.
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The Export Network Navigator Configuration to a file dialog box appears.

Figure 87: Import Network Navigator Configuration from File
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The Available sites pane lists all of the sites in the configuration.

Step4 Select the sites to export, using the check boxes and the select buttons.

Step5 In the Select the export destination area, click Browse.
An Open dialog box appears.

Step6 Browse to the folder where you want to save the configuration file.
Step 7 In the File name field, enter a new file name, or select an existing site_xml file.

Step 8 Click Open to select the file.
Note If the file exists, it is
overwritten.
The Open dialog box closes.

Step9 Click Finish.
The Export Network Navigator Configuration dialog box closes.

The configuration is saved to the file.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Importing a Network Navigator Configuration
Procedure

Step1 From the Console main menu, choose File > Import .
The Import dialog box appears.

Figure 88: Import
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Step2 From the import source list, select Network Navigator Configuration from file.
Step3 Click Next.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Import Network Navigator Configuration from file dialog box appears.

Figure 89: Import Network Navigator Configuration from File
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Step4  Click Browse.
An Open dialog box appears.

Step5 Browse to the folder containing the file to import, and select a site_xml file.

Step6 Click Open to select the file.
The Open dialog box closes.

Step7 Click Finish .
The Import Network Navigator Configuration dialog box closes.

The configuration is imported from the file.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Network Settings Requirements

Firewall and NAT Requirements

The ports listed in the table are the default values. If you change a port in a device, you must modify the
firewall/NAT settings accordingly. (Modifying the Console settings to connect to a different PRPC port is
described in the following section.)

Table 5: Required Firewall NAT Settings Required for Network Navigator to Operate Properly

Source Destination Comments

Workstation Cisco SCE port 14374/TCP PRPC—Required for all Cisco
SCE operations

Cisco SCE Workstation port 21/TCP FTP—Required for the following
Cisco SCE operations:

« Install OS

* Generate Tech Support Info

File
Cisco SCE Workstation ports 21000/TCP to | FTP—Alternative to port 21/TCP,
21010/TCP required if another application on
the workstation is using
port21/TCP.
Workstation Subscriber Manager port PRPC—Required for all Subscriber
14374/TCP Manager operations
Workstation CM port 14375/TCP PRPC—Required for the CM
Online Status operation and for CM
authentication

The SCA Reporter may have additional requirements for connecting to the database. For more information,
see the Cisco Service Control Application Reporter User Guide.

User Authentication

User authentication is performed when a Proprietary Remote Procedure Call (PRPC) connection is made to
a Cisco SCE platform, a CM, or an Subscriber Manager. For authentication to succeed, a PRPC server must
be running at the destination, and you must know the username and password of a user of the server.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Introduction to Disabling PRPC Authentication

A

Note

If you change a PRPC server port in a device (SM/CM/Cisco SCE), you must add a line to the configuration
file engage.ini : <IP address of device>.rpc.port=<port number> For example: 10.56.216.37.rpc.port=222
Add one line for each (non-default) port that you use. The file engage.ini is located in the folder Program
files\Cisco SCA\SCA BB Console 5.2.x\plugins\policy.contribution_5.2.x\config\ .

You define the username and password using the user/password mechanism in the Cisco SCE platform or a
command-line utility in the Subscriber Manager and CM.

For more information about defining users, see the following:

* Collection Manager—“Managing Users” section in the “Managing the Collection Manager” chapter of
Cisco Service Control Management Suite Collection Manager User Guide.

* Subscriber Manager—“Information About the p3rpc Utility” section in the “Command-Line Utilities”
appendix of Cisco Service Control Management Suite Subscriber Manager User Guide.

Note

PRPC authentication from the Cisco SCA BB Console to any CM/SM/Cisco SCE IP addresses other than
the real IP address of the device is not supported. This is especially important when the CM/Subscriber
Manager/Cisco SCE resides on the inside interface of a NATing router or firewall Workaround : Redesign
your network so that the SCA BB Console is given the real IP address of the CM/SM/Cisco SCE. Disable
PRPC authentication on the Cisco SCE/CM/Subscriber Manager as described in the following sections.

Introduction to Disabling PRPC Authentication

Disabling PRPC Authentication on a Cisco SCE Platform

Procedure

Use the CLI to disable PRPC authentication.
Run the ip rpc-adapter security-level none CLI in config mode.

Disabling PRPC Authentication on a CM

Step 1

Procedure

Edit the CM configuration file.
Edit the cm/um/config/p3cm.cfg configuration file:

[RPC.Server] security level=none

Step2 Reload the CM process.
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Disabling PRPC Authentication on an Subscriber Manager

Procedure

Step1 Edit the Subscriber Manager configuration file.
Edit the ~pcube/sm/server/root/config/p3sm.cfg configuration file:
[RPC.Server] security level= none

Step2 Load the configuration.
Run the following CLU: p3sm --load-config

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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CHAPTER

Using the Service Configuration Editor

To configure a Cisco Service Control Engine (Cisco SCE) platform to handle traffic, you must define a
service configuration and apply it to the platform. Use the Service Configuration Editor tool to create, define,
and manage service configurations.

This module describes how to use the Service Configuration Editor tool.
» Service Configurations , page 141

* Managing Service Configurations, page 141

Service Configurations

A service configuration is a data structure that defines how the Cisco SCE platform analyses network traffic,
what rules apply to the traffic, and what actions the Cisco SCE platform takes to enforce these rules.

A service configuration consists of the following two main elements:
* Services—Define the categories to which transactions are classified

* Packages—Define how the Cisco SCE platform acts upon transactions from different services

Service configurations are stored as PQB files.

Managing Service Configurations

This section explains how to:
» Manage service configurations
* Export and import service configuration data

* Apply service configurations to Cisco SCE platforms and retrieve them

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Opening the Service Configuration Editor Tool

Opening the Service Configuration Editor Tool

If no service configurations are open when you open or switch to the Service Configuration Editor tool, a No
Service Configuration Is Open dialog box appears.

Figure 90: No Service Configuration Is Open
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Procedure

Step1 To create a new service configuration (see Adding New Service Configurations, on page 142), click Yes.

Step2 To open an existing service configuration (see Opening Existing Service Configurations, on page 144), click
No.
The Configuration option is included in the main menu only when at least one service configuration is open.

You can have many service configurations open at a time; each is displayed in its own view, and you click a
view to make the service configuration of the view active.

When a service configuration has unsaved changes, an asterisk precedes its name on the view.

Adding New Service Configurations

You can add a new service configuration whenever necessary.

A

Note  You cannot add a second new service configuration until you have saved the first one.

When a new service configuration opens, it contains the default service configuration supplied with SCA BB.
This includes a default package, which contains a default service rule.

Procedure

Step 1

A
In the Console toolbar, click || (New Service Configuration).

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 2
Step 3

Step 4

Step 5

Adding New Service Configurations .

A New Service Configuration Settings dialog box appears.

Figure 91: New Service Configuration Settings
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Select an operational mode for the service configuration.

Select a routing classification mode for the system.

Selecting asymmetric routing classification mode gives more accurate protocol classification in topologies
with a high rate of unidirectional flows. Several classification, reporting, and control features are not supported
when this mode is enabled (see Asymmetric Routing Classification Mode , on page 434

Click OK.
If you have set a default DSS file, a Default Signature message appears.

Figure 92: Default Signature
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(Recommended) Click Yes to import the default DSS file. Click No to continue without importing the default
DSS file.
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The new service configuration is added to the Console window, open on the Network Traffic tab, and becomes
the active service configuration.

Figure 93: Service Configuration Editor
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Opening Existing Service Configurations

You can open a saved service configuration for viewing or for editing, or to apply it to a Cisco SCE platform.

Service configuration files have the extension PQB.

Procedure

Step 1 -

In the Console toolbar, click the Open A Service Configuration File ('E) icon. Alternatively, you can choose
File > Open Service Configuration from the Console main menu.

An Open dialog box appears.

Step2 Browse to a service configuration file.
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How to Save the Current Service Configuration .

Step3  Click Open.

Step 4

The Open dialog box closes.

If the default DSS file has not been imported into the service configuration, a Default Signature message
appears.

Figure 94: Default Signature

3 Default Signature
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(Recommended) Click Yes to import the default DSS file. Click No to continue without importing the default
DSS file.

The service configuration is loaded into the Console. This service configuration becomes the active service
configuration. The title of the Console window includes the name of the service configuration.

Note

Common SCABB console is going to be used for SCE 8000 platform releases.

SCE 8000 platform level service tree will be maintained if we open 4.1.x, 5.1.x or any earlier release PQB
file in 5.2.0 SCABB console.

How to Save the Current Service Configuration

You can save the active service configuration.

Saving the Current Service Configuration to a Service Configuration File

Step 1

Step 2
Step 3
Step 4
Step 5

Procedure

From the Console main menu, choose File > Save As .
A Save As dialog box appears.

If prompted, enter your password.
Browse to the folder where you want to save the file containing the service configuration.
In the File name field, enter a new file name, or select an existing PQB file.

Click Save.
During processing, a Saving Service Configuration File message appears.
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. Closing Service Configurations

The service configuration is saved to the selected file. If the file exists, it is overwritten.

Saving the Current Service Configuration to the File from Which it Was Loaded

Procedure

]
In the Console toolbar, click the Save (LIIIJ) icon.
If the current service configuration was not loaded from a PQB file (that is, if it is new, or it was retrieved
from a SCE platform), the Save As dialog box opens as in the previous procedure.

Closing Service Configurations

Procedure

Step 1 On the service configuration view, click the Close (E) icon.

If there are no unsaved changes, the service configuration view closes. If there are unsaved changes a Save
Resource message appears.

Figure 95: Save Resource
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Step2 Click Yes.

« If this is an existing edited service configuration, the changes are saved and the service configuration
view closes.

« If this is a new service configuration, a Save As dialog box opens.

Step3 Enter a name for the service configuration and click Save.
The Save As dialog box closes, the changes are saved, and the service configuration view closes.
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Exporting Service Configuration Data

Exporting Service Configuration Data

You can export service configuration data from the current service configuration to CSV files. The CSV file

formats are described in the “CSV File Formats” chapter of Cisco Service Control Application Suit for

Broadband Reference Guide.

Each type of service configuration element is exported to a separate file.

Procedure

Step 1
The Export dialog box appears.

Figure 96: Export

From the Console main menu, choose File > Export.

3 Export

Select

Select an export destination:

Excport service configuration parts {such as zones and flavors) ko a CSY File

= Metwork Mavigatar

(= Reporter

B[ Service Configuration

canfiguration parts ko a CSY file

Cancel
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Step2 From the export destination list, select Export service configuration parts to CSV file .

Step3 Click Next.
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|



Using the Service Configuration Editor |
. Exporting Service Configuration Data

The Export Service Configuration Parts dialog box appears.

Figure 97: Export Service Configuration Parts to File
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Step4 Select one of the Select service configuration element to export radio buttons:
* Service Elements
* Protocol Elements
» Zones

* Flavors

If you select Flavors, the flavors in the flavor area of the dialog box are enabled.
If you select Zones or Flavors, you have a choice to export the data in Standard format or Easy format.

In Easy format for flavor CSV files, lines in the files are in single URL format. for example,
http://*.cisco.com/files*. Similarly, in Easy format for zone CSV files, lines in the files contains only zone
items. For example, 1.0.0.0/32.
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Step 5
Step 6

Step 7
Step 8
Step 9

Step 10
Step 11

Exporting Service Configuration Data

For more details on Standard format and Easy format, see the Cisco Service Control Application for Broadband
Reference Guide.

Note  Only those flavors for which a flavor type is defined in this service configuration are enabled.

If you selected Flavors, select one of the flavor type radio buttons.

Click Next.
The second screen of the Export Service Configuration Parts dialog box opens.

Figure 98: Export Service Configuration Parts to File

3£ Export Service Configuration Parts

Export Service Configuration Parts to File
@ Export File must be specified

Available elements:

[] Megalpload ~
[] rapidshare |
Flash Yahao

Flash YouTube

[ sk Player

Flash Fox Mews

Flash CNM

Flash ESPN

Flash NBA TY

Flash MetaCafe

Flash RuTube

Flash Yimeo

Flash MsM

|:| HTTP Skreaming Yimeo

[ W N SO ¥

[Select All ] [Deselect all ] [Invert Selection

Select the format of the export file

() Easy Format

Select the export destination:

Service Configuration file

| | Browse, ..

240000

The Available elements pane lists all elements in the service configuration of the selected type.

Select the elements to export, using the check boxes and the select buttons.
(Only for Zones and Flavors) Select the format of the export file.

In the Select the export destination area, click Browse.
An Open dialog box appears.

Browse to the folder where you want to save the file containing the service configuration elements.

In the File name field, enter a new file name, or select an existing CSV file.

(Only for Zones and Flavors) For Easy format, you must select the folder and the file name is the Zone or
Flavor name.
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Step 12 Click Open to select the file.
If the file exists, it is overwritten.

The Open dialog box closes.

Step 13 Click Finish.
The selected service configuration elements are exported to the file.

An Export Complete message appears.

Figure 99: Export Complete

# Export Complete

\iJJ Export completed successfully, 10 elements have been exported.
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Step 14 Click OK.
The Export Service Configuration Parts dialog box closes.

Importing Service Configuration Data

You can import service configuration data to the current service configuration from CSV files. The CSV file
formats are described in the “CSV File Formats” chapter of Cisco Service Control Application Suit for
Broadband Reference Guide.

Each type of service configuration element is imported from a separate file.

Procedure

Step1 From the Console main menu, choose File > Import .
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Importing Service Configuration Data .

The Import dialog box appears.

Figure 100: Import
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Step2 From the Select an import source list, select Import service configuration parts from CSV file .

Step3 Click Next.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



Using the Service Configuration Editor |
. Importing Service Configuration Data

The Import Service Configuration Parts dialog box appears.

Figure 101: Import Service Configuration Parts from File
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Step4 Select one of the Select service configuration element to import radio buttons:
* Service Elements
* Protocol Elements
» Zones

* Flavors

If you select Flavors, the flavors in the flavor area of the dialog box are enabled.

Step5 If you selected Flavors, select one of the flavor type radio buttons.
Step6 Click Next .
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The second screen of the Import Service Configuration Parts dialog box opens.

Figure 102: Import Service Configuration Parts from File
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Step7 (Only for Zones and Flavors) Select the format to Import.

Step8 Click Browse.
An Open dialog box appears.

Step9 Browse to the folder containing the file to import, and select a CSV file.

Step 10 Click Open to select the file.
The Open dialog box closes.

Step 11 Click Finish.
The configuration elements are imported from the file.

An Import Complete message appears.

Figure 103: Import Complete

3£ Import Complete

\ii) Import completed successfully, 2 elements have been imported.
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Step 12 Click OK.
The Import Service Configuration Parts dialog box closes.
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How to Apply and Retrieve Service Configurations
For a new or edited service configuration to take effect, you must apply it to the Cisco SCE platform. Until
you do, the Cisco SCE platform continues to enforce the previous service configuration.

You can use the Service Configuration Editor to apply a service configuration to a Cisco SCE platform, but
not to retrieve a service configuration.

You can apply or retrieve a service configuration using:
» The Network Navigator Tool , on page 107

« serveonf, the Cisco SCA BB Service Configuration Utility (see The Cisco SCA BB Service
Configuration Utility , on page 509)

Validating the Current Service Configuration

Use the Validate option to validate the new or updated service configuration currently displayed. The validation
process checks for overall service configuration coherence, and points out possible pitfalls in the service
configuration.

The Validate process runs automatically when you select Apply Service Configuration to SCE devices. The
Validation Results dialog box appears only if the procedure found errors or issued warnings about the current
service configuration.

Procedure

Step1 From the Console main menu, choose File > Validate .
The Validation Results dialog box appears.

Figure 104: Validation Results - Service Configuration is valid

3£ Validation Results

\y Service Configuration is valid.
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Figure 105: Validation Results - Service Configuration has errors

3¢ Validation Results

Service Configuration has errors,
! Errors and Warnings are listed in the Problem Yiew,
-
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Any problems with the service configuration are listed in the Problems view.

Step2 Click OK.
The Service Configuration Validation dialog box closes.

Applying a Service Configuration to SCE Platforms

When you click Apply Service Configuration to SCE Devices, the validation process runs automatically on
the current service configuration.

A

Note  You can use the Validate menu command to validate the service configuration manually.

A

Note Ifanomaly-based detection of malicious traffic is enabled, any access control list (ACL) that is configured
on the Service Control Engine (SCE) platform but is not applied to anything (for example, an interface,
an access map, or an SNMP community string) might be deleted when a service configuration is applied
to the platform. Workaround : Disable anomaly-based detection of malicious traffic. In the Network Traffic
tab, select Service Security . In the Service Security Dashboard, clear the Enable anomaly detection check
box.

Procedure

Step 1 ﬂ
In the Console toolbar, click the Apply Service Configuration to SCE Devices ( ).
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Step 2
Step 3

Step 4
Step 5

The Select SCE Devices dialog box appears.

Figure 106: Select SCE Devices

3£ Select SCE Devices
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SCE3 [172.2.5.83]
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All SCE platforms defined in the Network Navigator are listed in the dialog box.

Select one or more SCE platforms from the list.

Click OK.
A Password Management dialog box appears for each platform selected.

Enter the appropriate password.
Click Apply.
The Password Management dialog box closes.

An Applying service configuration to SCE progress bar appears for each SCE platform selected.

The validation process runs on the service configuration.

« If there is a problem and the validation process ends with a warning or error, the Validation Results
dialog box appears. Click OK, modify the service configuration based on the information provided in
the Problems view, and then repeat this procedure.

« If the validation process runs successfully, the service configuration is applied to the selected SCE
platforms.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide



CHAPTER 7

TrafficClassificationUsingServiceConfiguration
Editor

Traffic classification is the first step in creating a Cisco SCA BB service configuration. Traffic is classified
according to services.

For each commercial service that providers offer to their subscribers, a corresponding service is defined in
the Cisco Service Control solution. You can use this service to classify and identify the traffic, report on its
usage, and control it.

This module explains how to work with services and their elements and subelements:

» Searching Traffic Classification Settings, page 157

* Introduction to Managing Services , page 158

* Introduction to Managing Protocols , page 177

¢ Introduction to Managing Zones, page 189

* Introduction to Managing Protocol Signatures , page 200

* Introduction to Managing Flavors , page 213

* Introduction to Managing Content Filtering, page 228

» OS Fingerprinting Overview, page 243

» Configuring Policy for DNS Assisted Classification, page 247

Searching Traffic Classification Settings

Step 1

You can search for any classification detail by name or numeric ID, such as services, protocols, port number,
or counter assignments. You can also search for protocols or signatures that are not assigned to a service.

Procedure

In the Classification tab, click the Search Classification Settings ( v ) icon.
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The Search Classification Settings dialog box appears.

Figure 107: Search Classification Settings
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Step2 Enter the text to search.
You can include the following wildcards in the search:

 ?—any character
* *—any string
The dialog box is populated with the search results.

Step3 Double-click the item to take you to the screen where you can edit it.

Example:
For example, if you double-click a protocol, the protocol dialog box opens on the selected protocol.

Introduction to Managing Services

Services are used to classify controlled traffic.

A service consists of one or more service elements; different network traffic transaction types are mapped to
different service elements.
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Traffic is classified based on some or all of the following:

* Protocol—The protocol used by the transaction, as identified by the Cisco Service Control Engine (Cisco
SCE) platform

* Initiating side—Where the transaction was initiated
» Zone—IP address of the network-side host of the transaction

* Flavor—Specific Layer 7 properties of the transaction; for example, host names of the network-side
host of the transaction

A service configuration can contain up to 500 services and 10,000 service elements. Every service element
in a service configuration must be unique.

Service Parameters

A service is defined by the following parameters:
* General parameters:
° Name—A unique name

° Description—(Optional) A description of the service

* Hierarchy parameters:

o Parent Service
The default service, which is the base of the service hierarchy, does not have a parent.

A

Note  The parent service is important when services share usage counters (see next parameter).

> Service Usage Counters—Used by the system to generate data about the total use of each service.
A service can use either its own usage counters, or those of the parent service.
Each usage counter has:

> A name assigned by the system (based on the service name).

Y

Note  An asterisk is appended to a service usage counter name whenever the counter applies
to more than one service.

° A unique counter index—A default value of the counter index provided by the system. Do
not modify this value.

» Advanced parameter:

° Service Index—A unique number by which the system recognizes the service (changing the service
name does not affect Cisco SCE platform activity). The system provides a default value of the
service index. Do not modify this value.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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These parameters are defined when you add a new service (see Adding a Service to a Service Configuration
, on page 160 section). You can modify them at any time (see Editing Services , on page 165 section).

How to Add and Define Services
A number of services are predefined in the Console installation. You can add additional services to a service
configuration, subject to the limit of 500 services (including predefined services) per service configuration.

After you have added and defined a new service, you can add service elements to the service (see the Adding
Service Elements section).

This section contains the following topics:

Adding a Service to a Service Configuration

Procedure

Step1 In the Services tab, select a service from the service tree. This service is the parent of the service you are
adding.

Step 2 n
In the left pane, click the Add Service ( 2 s ) icon.

The Service Settings dialog box appears.

Figure 108: Service Settings

Service Settings for ""
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Mame:
| Servicel

Descriptian:

[ QK H Cancel ]
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Step3 In the Name field, enter a unique and relevant name for the service.

Step4 In the Description field, enter a meaningful and useful description of the service.
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Step 5

Step 6

Step 7

How to Add and Define Services .

To set exclusive usage counters for this service, or to change the parent service you selected when adding the
service, continue with the instructions in the Defining Hierarchical Settings for a Service, on page 161 section.

(Optional) To specify an index for this service, continue with the instructions in the Setting the Service Index
, on page 162 section.
Note  The system automatically assigns a free number for the new service. Modify this number only where

a specific index value must be assigned to a specific service.
Click OK.

The Service Settings dialog box closes.

The service is added to the service tree as a child to the service you selected in the hierarchy.

Defining Hierarchical Settings for a Service

Step 1

Procedure

In the Service Settings dialog box, click the Hierarchy tab.
The Hierarchy tab opens.

Figure 109: Hierarchy Tah
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Step2 To set a different parent service, select the desired parent from the Parent Service drop-down list.

Step3 By default, a new service uses the global usage counter of its parent service. To define an exclusive global

usage counter, check the Map this Service to an exclusive Global usage counter check box.
The name in the read-only Global counter of this service field changes to reflect your choice.

The Counter Index drop-down list is enabled.
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Step 4

Step 5

Step 6

(Optional) Select a value for the counter index from the Counter Index drop-down list. You can select upto
counter index values.

Note  The system provides a default value of the counter index. Do not modify this value.

By default, a new service uses the subscriber usage counter of its parent service. To define an exclusive
subscriber usage counter, check the Map this Service to an exclusive Subscriber usage counter check box.
The name in the read-only Subscriber counter of this service field changes to reflect your choice.

The Counter Index drop-down list is enabled.

(Optional) Select a value for the counter index from the Counter Index drop-down list. You can select upto
counter index values.

Note  The system provides a default value of the counter index. Do not modify this value.

To specify an index for this service, continue with the instructions in the Setting the Service Index , on page
162 section.
Note  The system automatically assigns a free number for the new service. Modify this number only where

a specific index value must be assigned to a specific service.
Click OK.

The Service Settings dialog box closes.

The service is added to the service tree as a child to the service selected in the Parent Service drop-down list.

Setting the Service Index

Step 1

Procedure

In the Service Settings dialog box, click the Advanced tab.
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The Advanced tab opens.

Figure 110: Advanced Tab
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Step2 From the Set the Index for this Service drop-down list, select a service index.
The service index must be an integer in the range from 1 to 499; zero is reserved for the default service.

Note  The system automatically assigns a free number for the new service. Modify this number only where

a specific index value must be assigned to a specific service.
Step3 Click OK.

The Service Settings dialog box closes.

The service is added to the service tree as a child to the service selected in the Parent Service drop-down list.

Viewing Services

You can view a hierarchy tree of all existing services and see their associated service elements.

Procedure

Step1 In the current service configuration, click the Classification tab.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



Traffic Classification Using Service Configuration Editor

. How to Add and Define Services

The Classification tab appears.

Figure 111: Classification Tab
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A list of all services is displayed in the service tree (left pane).

Step 2

Click a service in the hierarchy to display its service elements.
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A list of all service elements defined for this service is displayed in the right (Service Elements) pane.

Figure 112: Service Elements
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Step3 To view more information about a service, select a service from the service tree and click the Edit Service

Step 4

(i) icon.

The Service Settings dialog box appears.

Click OK.

The Service Settings dialog box closes.

Editing Services

Step 1
Step 2

Step 3

Step 4

You can modify the parameters of a service, even those parameters included in the Console installation.

To add, modify, or delete service elements, see Introduction to Managing Service Elements , on page 167

section.

Procedure

In the Services tab, select a service from the service tree.

In the left pane, click the Edit Service (i) icon.
The Service Settings dialog box appears.

(Optional) Give a new name to the service.
Enter a new name in the Name field.

(Optional) Give a new description for the service.
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Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Traffic Classification Using Service Configuration Editor |

Enter a new description in the Description field.

To change hierarchical settings, click the Hierarchy tab.
The Hierarchy tab opens.
To set a different parent service, select the desired service from the Parent Service drop-down list.

To share a global usage counter with the parent service, uncheck the Map this Service to an exclusive Global
usage counter check box.
The name of the parent service’s counter is displayed in the Global counter used by this service field.

To define an exclusive global usage counter, check the Map this Service to an exclusive Global usage
counter check box.
The name in the read-only Global counter of this service field changes to reflect your choice.

The Counter Index drop-down list is enabled.
Note  The system provides a default value of the counter index. Do not modify this value.
To share a subscriber usage counter with the parent service, uncheck the Map this Service to an exclusive

Subscriber usage counter check box.
The name of the parent service’s counter is displayed in the Subscriber counter used by this service field.

To define an exclusive subscriber usage counter, check the Map this Service to an exclusive Subscriber usage
counter check box.
The name in the read-only Subscriber counter of this service field changes to reflect your choice.

The Counter Index drop-down list is enabled.

Note  The system provides a default value of the counter index. Do not modify this value.

Change the service index. To change the service index:

a) In the Service Settings dialog box, click the Advanced tab.
b) The Advanced tab opens.

From the Set the Index for this Service drop-down list, select a service index.
The service index must an integer in the range from 1 to 499; zero is reserved for the default service.

Note  The system provides a default value of the service index. Do not modify this value.
Click OK .
The Service Settings dialog box closes.

The changes to the service are saved.

Deleting Services

Step 1

You can delete all services, even those services in the Console installation, except for the default service.

Procedure

In the Services tab, select a service from the service tree.
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Step 2 b
In the left pane, click the Delete Service ( #%) icon.

A Service Warning message appears.

Figure 113: Service Warning

3 Service Warning

2)

Are you sure you want to remove Service "SMTP Outgoing™?

158981

Step3 Click Yes.
If any package has a rule for this service (see Introduction to Managing Rules, on page 331 section), a second
Service Warning message appears.

Figure 114: Service Warning
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Step4 Click Yes.
The service is deleted and is no longer displayed in the service tree. Any rules for the service are also deleted.

Children of the deleted service are not deleted; they move up one level in the service tree.

Introduction to Managing Service Elements

A service is a collection of service elements; to complete the definition of a service, you must define its service
elements. A service element maps a specific protocol, initiating side, zone, and flavor to the selected service.

For more information, see Introduction to Managing Protocols, on page 177 section, Introduction to Managing
Zones, on page 189 section , and Introduction to Managing Flavors, on page 213 section .

A service configuration can contain up to 10,000 service elements. Every service element must be unique.

A service element maps a traffic flow, that meets all the following criteria, to its service:
* The flow uses the specified protocol of the service element.
* The flow is initiated by the side (network, subscriber, or either) specified for the service element.

* The destination of the flow is an address that belongs to the specified zone of the service element.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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¢ The flow matches the specified flavor of the service element.

* The service element is the most specific service element satisfying the first four criteria.

Adding Service Elements

A

When necessary, you can add new service elements to a service. (The most useful service elements are included
in the Console installation.) A service may have any number of service elements (subject to the limit of 10,000
service elements per service configuration).

Note

Step 1
Step 2

Step 3

Every service element must be unique. If, at any stage, the new service element is the same as an existing
one, an error message is displayed in the dialog box, and the Finish button is dimmed. To proceed, modify
the value in at least one field.

Procedure

In the Services tab, select a service from the service tree.

In the right (Service Elements) pane, click the Add Service Element ( b & ).
The New Service Element dialog box appears.

Figure 115: New Service Element

3£ New Service Element

Create Service Element

Create & new service element and assodiate it with a service

Assign the service element to service:
Service: | snre | |select...

Choose which flows will be mapped to the service by setting the following flow properties:

Select...

Protocol: *: _:

Initiating Side: - V-Jl

Zone: | * | |Select...
Flavor: = [l Select...

I Finish H Cancel ]

158887

To change the service to which this service element is assigned, click the Select button next to the Service
field.
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Step 4
Step 5

Step 6

Introduction to Managing Service Elements .

The Select a Service dialog box appears, displaying a list of all services.
Figure 116: Select a Service

*
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H323

HTTP 5
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Cancel
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Select a service from the list.
Click OK.
The Select a Service dialog box closes.

The selected service is displayed in the Service field of the New Service Element dialog box.
Click the Select button next to the Protocol field.

Note  The default value (an asterisk, *) means that no protocol checking is performed when testing whether

to.t 1 .
The Select ao}g&;&lgggl gla ésgsggglgggeglrgeglsplaying a list of all protocols.
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Step 7

Step 8

Step 9

Note  If you select a flavor (Step 15) before you select a protocol, only protocols relevant to the selected

flavor are displayed.

Figure 117: Select a Protocol
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Select a protocol from the list. You can type in the field at the top of the dialog box to help locate the desired
protocol.

Click OK.
The Select a Protocol dialog box closes.

The selected protocol is displayed in the Protocol field of the New Service Element dialog box.

In the Initiating Side field, click the drop-down arrow.
Figure 118: Initiating Side Field

Choose which flows will be mapped to the service by setting the following flow properties:

Protocol: -" i Select...
Initiating Side: Winitiated by cither side V)|

Subscriber-Initiated

Zone: Network-Tnitiated I -i Select...

Initiated by either side

Flavaor: - * -! Select...

158864

Step 10 Seclect the appropriate initiating side from the drop-down list.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* Subscriber-Initiated —Transactions are initiated at the subscriber side towards (a server at) the network
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* Network-Initiated —Transactions are initiated at the network side towards (a server at) the subscriber
side.
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* Initiated by either side.

Step 11 Click the Select button next to the Zone field.

Note  The default value (an asterisk, *) means that no zone checking is performed when testing whether a

fl thi ice el t.
The Selectoa\{v Znolggsd‘igloésbﬁ)exr\égge%res anlgure 7-13)), displaying a list of all zones.

Figure 119: Select a Zone

Europe
Local
Private Address Space

I OK ] [ Cancel
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Step 12 Select a zone from the list.

Step 13 Click OK.
The Select a Zone dialog box closes.

The selected zone is displayed in the Zone field of the New Service Element dialog box.

Note  Ifyou select a zone in which data flows are classified using zones only, the Protocol, Initiating Side,
and Flavor fields are disabled.
Step 14 Click the Select button next to the Flavor field.
Note  The default value (an asterisk, *) means that no flavor checking is performed when testing whether

a flow maps tq this service element
The Selecta F avorp gia(iog gox a&)pears, ?splaying a list of all flavors relevant to the protocol selected in Step
7.
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Note  You can only select a ToS flavor if you select the default value (*, meaning any protocol) for the
protocol.

Figure 120: Select a Flavor

Select

Flavar 1
HTTP Streaming Agents
Yonage as Destination

I oK ] [ Caneel

155955

Step 15 Select a flavor from the list.

Step 16 Click OK.
The Select a Flavor dialog box closes.

The selected flavor is displayed in the Flavor field of the New Service Element dialog box.

Step 17 Click Finish.
The New Service Element dialog box closes.

The new service element is added to the service.

A new row, representing the service element, is added to the service element list in the Service Elements pane.

Duplicating Service Elements

Duplicating an existing service element is a useful way to add a new service element similar to an existing
service element. It is faster to duplicate a service element and then modify it than to define the service element
from beginning.

A

Note  Every service element must be unique. If, at any stage, the new service element is the same as an existing
one, an error message is displayed in the dialog box, and the Finish button is dimmed. To proceed, modify
the value in at least one field.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
[ 172 | [



Traffic Classification Using Service Configuration Editor
Introduction to Managing Service Elements .

Procedure

Step1 In the Services tab, select a service from the service tree.
A list of associated service elements is displayed in the Service Elements pane.

Step2 In the Service Elements pane, select a service element to duplicate.

Step 3 Ik
Click the Duplicate Service Element ( r""E-h) icon.

The Copy Service Element dialog box appears.

Figure 121: Copy Service Element

¥ Copy Service Element

Copy Service Element

Create & new service element using the selected service element as template

Assign the service element to service:

L,

Service: 'pM‘I‘P Select...

Choose which flows will be mapped to the service by setting the following flow properties:

Protocol: SMTR _: Select...
Initiating Side: Fnitiated by either sideJig|
L ||

Zone: 1 * | | Belect...
Flavor: = | [select...

Cancel

158793

Step4 Modify the service element
(see Editing Service Elements, on page 173 section).
Note  Before you can save the new service element, you must change the value in at least one field.

Editing Service Elements

You can modify all service elements, even those service elements that are included in the Console installation.

N

Note  Every service element must be unique. If, at any stage, the modified service element is the same as an
existing one, an error message is displayed in the dialog box, and the Finish button is dimmed. To proceed,
modify the value in at least one field.
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Procedure
Step1 In the Services tab, select a service from the service tree.
A list of associated service elements is displayed in the Service Elements pane.
Step2 In the Service Elements pane, select a service element to edit.
Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

In the Service Elements pane, click the Edit Service Element (i) icon.
The Edit Service Element dialog box appears.

Figure 122: Edit Service Element

¥ Edit Service Element

Edit Service Element

Edit any of the service element's fields or assodiate it with a different service

Assign the service element to service:
Service: ' SMTP i

Choose which flows will be mapped to the service by setting the following flow properties:

Protocol: SMTR _. Select...

Initiating Side: [iritiated by cither siocjvd|
Zone: 1 * _ Select...
Flavor: = - Select...

I Finish H Cancel ]

158811

To change the service to which this service element is assigned, click the Select button next to the Service
field.
The Select a Service dialog box appears, displaying a list of all services.

Select a service from the list.

Click OK.
The Select a Service dialog box closes.

The selected service is displayed in the Service field of the Edit Service Element dialog box.

To change the protocol of this service element, click the Select button next to the Protocol field.
Note  An asterisk (*) means that no protocol checking is performed when testing whether a flow maps to
this service ent.

1 t
The Select a Protocof (fllallllog box appears, displaying a list of all protocols.
Select a protocol from the list; you can type in the field at the top of the dialog box to help locate the desired
protocol.
Click OK.
The Select a Protocol dialog box closes.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The selected protocol is displayed in the Protocol field of the Edit Service Element dialog box.

Step 10 To change the initiating side of this service element, click the drop-down arrow in the Initiating Side field.

Step 11 Select the appropriate initiating side from the drop-down list.

* Subscriber-Initiated —Transactions are initiated at the subscriber side towards (a server at) the network
side.

* Network-Initiated —Transactions are initiated at the network side towards (a server at) the subscriber
side.

* Initiated by either side

Step 12 To change the zone of this service element, click the Select button next to the Zone field.
Note  An asterisk (*) means that no zone checking is performed when testing whether a flow maps to this

ice el t.
The Sele?:%glzcoenee Eziﬁﬁlolg box appears, displaying a list of all zones.

Step 13 Select a zone from the list.

Step 14 Click OK.
The Select a Zone dialog box closes.

The selected zone is displayed in the Zone field of the Edit Service Element dialog box.

Step 15 To change the flavor of this service element, click the Select button next to the Flavor field.
Note  An asterisk (*) means that no flavor checking is performed when testing whether a flow maps to this

ice el t.
The Seleg%giglg\?o?gfﬁog box appears, displaying a list of all flavors.

Step 16 Select a flavor from the list.

Step 17 Click OK.
The Select a Flavor dialog box closes.

The selected flavor is displayed in the Flavor field of the Edit Service Element dialog box.

Step 18 Click Finish.
The Edit Service Element dialog box closes.

The changes to the service element are saved.

The changes to the service element appear in the service element list in the Service Elements pane.

Deleting a Service Element

You can delete all service elements, even those service elements that are included in the Console installation.

Procedure

Step1 In the Services tab, select a service from the service tree.
A list of associated service elements is displayed in the Service Elements pane.

Step2 Inthe Service Elements pane, select a service element to delete.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 3 b
In the Service Elements pane, click the Delete Service Element ( #%) icon.

A Service Warning message appears.

Figure 123: Service Warning

3 Service Warning

9
x:fj

Are you sure you want to remove this Service Element?

158982

Step4 Click Yes.

The service element is deleted and is no longer part of the selected service.

Moving Service Elements

You can move an existing service element from one service to a different service.

Procedure

Step1 In the Services tab, select a service from the service tree.
A list of associated service elements is displayed in the Service Elements pane.

Step2 In the Service Elements pane, select a service element to move.

Step 3 Iﬂl
Click the Move Service Element to Another Service (“2&) icon.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 4
Step 5

Introduction to Managing Protocols .

The Move Service Element dialog box appears, displaying the complete service tree.

Figure 124: Move Service Element

3£ Move Service Element
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274093

From the service tree, select a service.

Click OK.
The Move Service Element dialog box closes.

The service element is moved to the selected service.

Introduction to Managing Protocols

A protocol is composed of an application protocol signature, the destination port or ports, a unique name, and
an optional description.

Protocols are used to define service elements (see the Introduction to Managing Service Elements , on page
167 section).

You can add new protocols (for example, to classify a new gaming protocol that uses a specific port). You
can also edit or delete existing ones.

A service configuration can contain up to 10,000 protocols.
Cisco SCA BB supports many commercial and common protocols.

For a complete list of protocols included with the current release of Cisco SCA BB, see the “Information
About Protocols” section in the “Default Service Configuration Reference Tables” chapter of Cisco Service
Control Application for Broadband Reference Guide.

This section explains the following procedures:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -
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As new protocols are released, Cisco provides files containing the new protocol signatures so that you can

add the signatures to your service configuration. See the Importing a Dynamic Signature Script into a Service
Configuration , on page 205.

Viewing Protocols

You can view a list of all protocols and their associated protocol elements.
The protocols are listed in ASCII sort order (that is, 0...9, A... Z, a... z).

The protocol elements are not sorted; they are listed in the order in which they were added to the protocol.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

Figure 125; Protocol Settings

Protocol settings

Create/Edit/Delete Protocols
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The Protocols tab displays a list of existing protocols.

363853

Step2 Double-click a protocol to view its description and ID.
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The Protocol Settings dialog box appears, displaying the protocol name, description, and ID.

Figure 126: Protocol Settings
Protocol Settings
Generdl |

R
| 3PC

Descriptian:

Protocol IDv 788 w

[ oK ] ’ Cancel

158924

Step3 Click Cancel.
The Protocol Settings dialog box closes.

Step4 To view a list of protocol elements, select a protocol in the list in the Protocol Settings dialog box.
Protocol elements are displayed in the Protocol Elements tab.

Step5 Click Close .
The Protocol Settings dialog box closes.

Filtering a Protocols List

You can filter the protocols by type, so that the Protocols tab displays only the selected type of protocol.

The categories of protocols include:

* Generic Protocols—Generic IP, Generic TCP, and Generic UDP protocols, used for transactions that
are not specifically mapped to a protocol by any other protocol type.

* [P Protocols—Protocols (such as ICMP), other than TCP and UDP protocols, identified according to
the IP protocol number of the transaction.

* Port-Based Protocols—TCP and UDP protocols, classified according to their well-known ports. The
default service configuration includes more than 750 common port-based protocols.

* Signature-Based Protocols—Protocols classified according to a Layer 7 application signature. Includes
the most common protocols, such as HTTP and FTP, and a large group of popular P2P protocols.

* P2P Protocols—Peer-to-peer file-sharing application protocols, classified according to a Layer 7
application signature.

* VoIP Protocols—Voice-over-IP application protocols, classified according to a Layer 7 application
signature.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* SIP Protocols—Protocols classified according to a Layer 7 application signature that is SIP or has SIP
characteristics.

* Worm Protocols—Protocols classified according to a Layer 7 application signature that is based on
traffic patterns of internet worms.

* Packet Stream Pattern Based Protocols—Protocols classified according to a Layer 7 application signature
that is based on the pattern of the packet stream (for example, the stream’s symmetry, average packet
size, and rate) rather than on the payload content of the packet.

* Unidirectionally Detected Protocols—Protocols having a unidirectional signature.
* Behavioral Protocols

» E-Mail and Newsgroup Protocols

* Gaming Protocols

* HTTP Protocols

* Instant Messaging Protocols

* Net Admin Protocols

* Video Protocols

* Tunneling Protocols

* ClickStream Protocols

Note  Some protocols belong to more than one category. In particular, all predefined P2P, VoIP, SIP, Worm,
and Packet Stream Pattern-Based Protocols are also defined as Signature-Based Protocols.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

Step2 From the drop-down list in the Protocols tab, select the type of protocol to display.
The protocols of the selected type appear in the Protocols tab.

Step3 Click Close.
The Protocol Settings dialog box closes.

Note  The setting in the drop-down list is not saved. The next time you open the Protocol Settings dialog
box, all protocols are displayed.

Adding Protocols to a Service Configuration

You can add new protocols to a service configuration, subject to the limit of 10,000 protocols per service
configuration.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 1

Step 2

Step 3
Step 4

Step 5

Editing Parameters of a Protocol .

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

In the Protocols tab, click the Add Protocol (r"-F') icon.
The Protocol Settings dialog box appears.

Figure 127: Protocol Settings
Protocol Settings
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In the Name field, enter a unique name for the new protocol.

(Optional) From the Protocol ID drop-down list, select an ID for the protocol.
The protocol ID must be an integer in the range from 5000 to 9998; lower values are reserved for protocols
provided by Cisco SCA BB.

Note  The system provides the value of the protocol ID. Do not modify this field.

Click OK.
The Protocol Settings dialog box closes.

The new protocol is displayed in the Protocols tab. You can now add protocol elements to it. See Adding
Protocol Elements , on page 184 section.

Editing Parameters of a Protocol

You can modify the parameters of a protocol, even those for those protocols that are included in the Console
installation.

To add, modify, or delete protocol elements, see Introduction to Managing Protocol Elements , on page 183
section.
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Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

Step2 In the Protocols tab, double-click a protocol.
A second Protocol Settings dialog box appears.

Figure 128: Protocol Settings
Protocol Settings
General |
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| 3PC

Description:

Protocol ID: 788 w

[ oK ][ Cancel ]
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Step3 Modify fields in the Protocol Settings dialog box.

a) In the Name field, enter a new name for the protocol.

b) From the Protocol ID drop-down list, select an ID for the protocol.
The protocol ID must be an integer in the range from 5000 to 9998; lower values are reserved for protocols
provided by Cisco SCA BB.

Note  The system provides the protocol ID. Do not modify this field.

Step4 Click OK.
The Protocol Settings dialog box closes.

The new values of the protocol parameters are saved.

Step5 Click Close.
The Protocol Settings dialog box closes.

Deleting Protocols

You can delete all protocols, even those protocols that are included in the Console installation.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Introduction to Managing Protocol Elements .

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

In the Protocols tab, select a Protocol.

In the Protocols tab, click the Delete Protocol ( ﬁ) icon.
A Protocol Warning message appears.

Figure 129: Protocol Warning

3 Protocol Warning

N

Are you sure you want to delete Protocol "3PC™

1589246

Click Yes .
If any service element maps the selected protocol to a service (see Moving Service Elements, on page 176
section), a second Protocol Warning message appears (even if the service is not used by any package).

Figure 130: Protocol Warning

3 Protocol Warning

L] All references to the Protocol "3PC" will be deleted.
\J_'/ Are you sure you want to continue?

158928

Click Yes.
The Protocol is deleted from the Protocols tab.

Click Close.
The Protocol Settings dialog box closes.

Introduction to Managing Protocol Elements

A protocol is a collection of protocol elements.

To complete the definition of a protocol, you must define its protocol elements. A protocol element maps a
specific signature, IP protocol, and port range to the selected protocol. Every protocol element in a service
configuration must be unique.
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If a traffic flow meets all of the following four criteria, it is mapped to a specific protocol:
* The flow belongs to the specified signature of the protocol element.
* The flow protocol is the specified IP protocol of the protocol element.

* (If the IP protocol is TCP or UDP) The destination port is within the specified port range of the protocol
element.

* The protocol element is the most specific protocol element satisfying the first three criteria.

Adding Protocol Elements

A

You can add any number of protocol elements to a protocol.

Note

Step 1

Step 2
Step 3

Step 4

When you set the parameters of the protocol element, the values of the parameters are saved as you enter
them.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

In the Protocols tab, select a protocol.

In the Protocol Elements tab, click the Add Protocol Element (I;i-i:I ) icon.
A protocol element is added to the protocol.

A new row, representing the protocol element, is added to the protocol element list in the Protocol Element
tab.

Click in the Signature cell of the protocol element, and then click the Browse button that appears in the cell.
Note  The default value (an asterisk, *) means that no signature checking is performed when testing whether
a flow maps to this protocol element.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 5

Step 6

Step 7

Introduction to Managing Protocol Elements .

The Select a Signature dialog box appears, displaying a list of all signatures.

Figure 131: Select a Signature
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| Cancel

Z10802

Select a signature from the list.
Note Select the Generic signature to allow a flow that has no matching signature in the protocol signature
database to be mapped to this protocol element (if the flow also matches the IP protocol and port

range of the protocol element).
Click OK.

The Select a Signature dialog box closes.

The selected signature is displayed in the Signature cell of the Protocol Settings dialog box.

Click in the IP Protocol cell of the protocol element, and then click the Browse button that appears in the cell.
Note  The default value (an asterisk, *) means that no IP protocol checking is performed when testing
whether a flow maps to this protocol element.
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Step 8
Step 9

Step 10

Step 11

Traffic Classification Using Service Configuration Editor

The Select an IP Protocol dialog box appears, displaying a list of all IP protocols.

Figure 132: Select an IP Protocol
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Select an IP protocol from the list.
Click OK.

The Select an IP Protocol dialog box closes

158960

The selected IP protocol is displayed in the IP Protocol cell of the Protocol Settings dialog box.

In the Port Range cell, enter a port or range of ports.

For a range of ports, use a hyphen between the first and last ports in the range.

Note Specifying a port range is only possible when the specified IP protocol is either TCP or UDP (or

undefined, taking the wild-card value, *). .
fl & hese pOI)Ts are mapped to this protocol element.

Only a flow whose port matches one of t

The protocol element is defined.

Click Close.
The Protocol Settings dialog box closes.
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Instead, if the protocol element that you have defined is not unique in this service configuration, a Protocol
Error message appears.

Figure 133: Protocol Error

3£ Protocol Error

Errors must be resolved:

Item unigueness violation error; duplicate Protocol Element <Generic, TCP,
529>

This Protocol Element is contained in protocol "3com-tsmux’ and in protocol
'3com-amp3

158922

Step 12 Click OK.
Step 13 Modify or delete the protocol element.
Step 14 Click Close.

The Protocol Settings dialog box closes.

Editing Protocol Elements

A\

You can modify all protocol elements, even those protocol elements that are included in the Console installation.

Note

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8
Step 9

All changes to the protocol element are saved as you make them.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Protocols .

The Protocol Settings dialog box appears.

In the Protocols tab, select a protocol.

In the Protocol Elements tab, select a protocol element.

Click in the Signature cell of the protocol element, and then click the Browse button that appears in the cell.
The Select a Signature dialog box appears.

Select a signature from the list.

Click OK.
The Select a Signature dialog box closes.

Click in the IP Protocol cell of the protocol element, and then click the Browse button that appears in the cell.
The Select an IP Protocol dialog box appears.

Select an IP protocol from the list.
Click OK.
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Step 10

Step 11

Step 12
Step 13
Step 14

The Select an IP Protocol dialog box closes.

In the Port Range cell of the protocol element, enter a port or range of ports.
Changes to the protocol element are saved as you make them.

Click Close.

The Protocol Settings dialog box closes.

Instead, if the protocol element that you have modified is not unique in this service configuration, a Protocol
Error message appears.

Click OK.

Modify or delete the protocol element.

Click Close.
The Protocol Settings dialog box closes.

Deleting Protocol Elements

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

You can delete all protocol elements, even those protocol elements that are included in the Console installation.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Protocols .
The Protocol Settings dialog box appears.

Select a protocol in the Protocols tab.

In the Protocol Elements tab, select a protocol element.

In the Protocol Elements tab, click the Delete Protocol Element ( ﬁ) icon.
A Protocol Warning message appears.

Figure 134: Protocol Warning

3 Protocol Warning

92 Are you sure you want to delete this Protocol Element?
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158927

Click Yes.
The protocol element is deleted from the Protocol Elements tab.

Click Close .
The Protocol Settings dialog box closes.
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Introduction to Managing Zones

A zone is a collection of destination IP addresses; usually the addresses in one zone are related in some way.

Zones are used to classify network sessions; each network session is assigned to a service element based on
its destination IP address.

BGP Autonomous System Dynamic Detection

The BGP Autonomous System (BGP AS) Dynamic Detection feature enables you to provision the BGP
autonomous system as IP prefixes to the Cisco SCE zones.

With the BGP AS Dynamic Detection feature, you can:
» Add the complete AS number node and all the IP prefixes under it to a new zone.
* Add the IP Prefixes obtained from the AS number nodes to an existing zone.
» Add IP prefixes to a new zone.

* Delete IP prefixes from a zone.

For details, see the following sections:
* BGP AS Dynamic Detection Workflow, on page 196
* Enabling BGP As Dynamic Detection, on page 196
* Collecting and Storing the BGP Autonomous System Details, on page 197
* Creating a New Zone with Select BGP AS Numbers and Prefixes, on page 198
* BGP AS Numbers and Prefixes Color Schema, on page 199
« Updating a Zone with Select BGP AS Numbers and Prefixes, on page 200
* Deleting IP Prefixes from a Zone, on page 200

Viewing Zones

You can view a list of all zones and their associated zone items.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Zones .
The Zone Settings dialog box appears.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Zones tab displays a list of all zones. The first zone in the list is selected, and its zone items are displayed
in the Zone Items tab.

Figure 135: Zone Settings

Create/Edit{Delete Zones
This page lists the Zones used to classify network sessions

Fore tems
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TuentiZone
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Step2 Click a zone in the list to display its zone items.
The zone items of the selected zone are displayed in the Zone Items tab.

Step3 Click Close .
Timesaver If you enable the automatic zone provisioning, an Advanced Import button will be available.
Click the Advanced Import button to import the BGP AS numbers and prefixes to create Zones.
See the Creating a New Zone with Select BGP AS Numbers and Prefixes, on page 198 section.

Adding Zones

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Zones.
The Zone Settings dialog box appears.

Step 2 e
In the Zones tab, click the Add Zone ( ¥ ) icon.
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The Zone Settings dialog box appears.

Figure 136: Zone Settings

F Zone Settings for "Zone 14"

General l Advanced

Zone Mame:

Zone 14

Description:

l Ok ] | Cancel

246822

Step3 In the Name field, enter a unique name for the new zone.

Step4 From the Advanced tab, from the Zone Index drop-down list, select an ID for the zone.
The zone ID must be a positive integer in the range from 1 to 32767.
Note  The system provides the value of the zone ID. Do not modify this field.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 5

Step 6

Step 7

Step 8
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Figure 137: Zone Settings - Advanced Tab
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|
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(Optional) Check the Classify using zones only check box. Click Yes in the pop up window to confirm. If
you enable this option, the Cisco SCE classifies the data flows based on the zone to which the data flows
belong.

Note  Ifyou enable this option on an existing zone, every service element that references the selected zone

is deleted.
Check the Map this Zone to exclusive zone usage counters check box to map the Zone to exclusive zone usage

counters, or share default counter with other zones.
The Zone Settings dialog box appears.

From the Counter Index drop-down list, select an index for the zone.
The Counter Index must be a positive integer in the range from 1 to 1023.

Click OK.
The Zone Settings dialog box closes.

What to Do Next

The new zone is added to the Zones tab. You can now add zone items. (See Adding Zone Items, on page
194 section.)
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Editing Zones

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Editing Zones .

You can modify zone parameters at any time.

To add, modify, or delete zone items, see Introduction to Managing Zone Items, on page 194 section.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Zones.
The Zone Settings dialog box appears.

In the Zones tab, select a zone.

Click the Edit Zone (—%) icon.
The Zone Settings dialog box appears.

Modify fields in the dialog box.
a) Inthe Name field, enter a new name for the zone.

b) From the Zone Index drop-down list, select an ID for the zone.
The zone ID must be a positive integer in the range from 1 to 32767.

Note  The system provides the value of the zone ID. Do not modify this field.
Click OK.
The Zone Settings dialog box closes.

The new values of the zone parameters are saved.

Click Close.
The Zone Settings dialog box closes.

Deleting Zones

Step 1

Step 2
Step 3

You can delete any or all zones.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Zones .
The Zone Settings dialog box appears.

In the Zones tab, select a zone.

In the Zones tab, click the Delete Zone ( ﬁ) icon.
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A Zone Warning message appears.

Figure 138: Zone Warning

3 Zone Warning

€p | Are you sure you want to delete Zone "Europe™?
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Step4 Click OK.
If any service element references the selected zone, a second Zone Warning message appears.

Figure 139: Zone Warning

3 ZTone Warning

All references to the Zone "Europe” will be deleted.
\_f/ Are you sure you want to continue?

I
210061

Step5 Click Yes.
Every service element that references the selected zone is deleted.

The zone is deleted and is no longer displayed in the Zones tab.

Step6 Click Close.
The Zone Settings dialog box closes.

Introduction to Managing Zone Items

A zone is a collection of related zone items. A zone item is an IP address or a range of IP addresses.

Adding Zone Items

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Zones.
The Zone Settings dialog box appears.

Step2 In the Zones tab, select a zone.
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Step 3

Step 4

Step 5
Step 6

Step 7
Step 8
Step 9

Introduction to Managing Zone Items .

In the Zone Items tab, click the Add Zone Item (r"-F') icon.
A new line is added to the Zone Items table.

Double-click the new list item and enter a valid value.

A valid value is either a single IP address (for example, 63.111.106.7 or
ABCD:1111:97EF:F641:0F2A:ABCD:1111:97EF) or a range of IP addresses (for example, 194.90.12.0/24
or ABCD:1111:97EF:F641:0F2A:ABCD:1111:97EF/128). For IPv6 zones, the valid range is from 0 to 128.

Repeat Steps 3 and 4 for other IP addresses that are part of this zone.

Click Close.
The Zone Settings dialog box closes.

Instead, if the zone item that you have defined is not unique in this service configuration, a Zone Error message
appears.

Figure 140: Zone Error

3£ Zone Error

Errors must be resolved:
Item unigueness violation error: duplicate Zone Ttem 172.16.0.0

This Zone Item is contained in zone ‘Local' and in zone 'Private Address Space’

210057

Click OK.
Modify or delete the zone item.

Click Close.
The Zone Settings dialog box closes.

Editing Zone Items

Step 1
Step 2

Step 3
Step 4

Step 5

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Zones .
The Zone Settings dialog box appears.

In the Zones tab, select a zone.
In the Zone Items tab, double-click a zone item.

Enter a new value for the zone item.

A valid value is either a single IP address (for example, 63.111.106.7 or
ABCD:1111:97EF:F641:0F2A:ABCD:1111:97EF) or a range of IP addresses (for example, 194.90.12.0/24
or ABCD:1111:97EF:F641:0F2A:ABCD:1111:97EF/128). For IPv6 zones, the valid range is from 0 to 128.

Click Close.
The Zone Settings dialog box closes.
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Step 6
Step 7
Step 8

Instead, if the zone item that you have modified is not unique in this service configuration, a Zone Error
message appears.

Click OK.
Modify or delete the zone item.

Click Close.
The Zone Settings dialog box closes.

Deleting Zone Items

Step 1
Step 2

Step 3
Step 4

Step 5

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Zones .
The Zone Settings dialog box appears.

In the Zones tab, select a zone.

In the Zone Items tab, select a zone item.

In the Zone Items tab, click the Delete Zone Item ( ﬁ) icon.
The zone item is deleted.

Click Close .
The Zone Settings dialog box closes.

BGP AS Dynamic Detection Workflow

This section provides details on the BGP AS Dynamic Detection workflow:

1 When you run the asFetch.bat script, the script downloads the AS number and IP prefixes from the
configured BGP router using the SNMP MIBs

2 The script converts the prefixes to IP ranges and stores the details in a local file. If you configure a scheduler
to run the script periodically, during each run, the IP file gets overwritten with a new one.
3 Cisco SCA BB:

a Maps each zone name to the parameter of SCA BB zone configuration, such as Zone Index.

b Pushes parameters such as zone and zone items (BGP routes) to the Cisco SCE while applying the
configuration.

¢ Configures the Services configured on various zones and pushes the configuration to the Cisco SCE.

4 Cisco SCE controls the service bandwidth based on the services configured on various zones.

Enabling BGP As Dynamic Detection

By default, BGP as Dynamic Detection is disabled on Cisco SCA BB.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Procedure

Introduction to Managing Zone Items .

Choose Windows > Preferences.

In the Preferences window, expand the Service Configuration.

Click Automatic Zone Provisioning.

Check the Enable Automatic Zone Provisioning check box.

|type filter text

- Help

-- Install/Update
Metwork Connections
- Metwork Navigator
-- Reporter

EI Service Configuration

- Subscriber Manager
- Web Browser

- Automatic Zone Provisionin

=

Automatic Zone Provisioning

¥ Enable Automatic Zone Provisioning

Restore Defaults | Apply |

o]

Cancel |

331479

Click Apply.
Click OK.

Collecting and Storing the BGP Autonomous System Details
The Cisco SCA BB asFetch script uses SNMP MIBs to fetch the BGP Autonomous System (BGP AS) numbers

Step 1

Step 2

and prefixes.

The routerInfo.properties file, asFetch.bat, and asFetch.sh are in the sca_bb_util\bin folder.

Procedure

Enter the router IP and SNMP community string in the routerInfo.properties file.
If AS numbers and IP prefixes have to be generated for more than one router IP, enter the router IP address
of the community string separated by a comma (,) in the routerInfo.properties file.

Run the asFetch.bat script.
You can run the script manually or use a scheduler to run the script periodically.
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Run the asFetch.bat file to generate the BGPRouter<number>.csv files based on the number of IP addresses
entered in the properties file. For example, if two IP addresses are specified in the properties file, The
BGPRouterl.csv and BGPRouter2.csv files get generated. These .csv files contain the AS number and 1P
prefix details. These files can be imported from the Zone settings window.

The script fetches the AS number and IP prefix details and saves them in the BGPRouter<number>.csv file
that is present in the same folder in which you have extracted the asFetch script.

Creating a New Zone with Select BGP AS Numbers and Prefixes

Step 1
Step 2
Step 3

Step 4

Before You Begin

Before attempting to add the BGP AS numbers and prefixes to zones, enable automatic zone provisioning
and run the asFetch script to get the BGP AS details into the BGPRouter<number>.csv file.

Procedure

From the Service Configuration Editor window, choose Configuration > Classification > Zones.
In the Zone Settings window, click Advanced Import.

Browse to the folder in which the BGPRouter<number>.csv file is saved, and select the
BGPRouter<number>.csv file.

Click Open.
The AS No & Prefixes dialog box appears.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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3 AS No & Prefixes (x]

AS No and Prefixes

From this page select the prefives and canwert it to zones, Click add button to create new zane, Click update button
to update already existing 2one, Click delete Butkon ta remave the 2ane ikerms From the 2one lisk

[ =] @ AS Mo & Prefives o [ 123.129.242.169,/32 -
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2.3.36.4/32 = FlashgetZoned
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2.3.36.7/32 = FlashgetZones
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2.3.36.10,/32 =] FlashgetZones
12.13.136.102/32 221.123.176.12/32
=} A510002 = FlashgetZoned
12.1%.136.100,32 123.123.242.52/32
12.12.136.101/32 = FlashgetZone?
12,13.126.103,/32 122.226.240.90/32
12.13.136.105/32 = Zonel
12.12.126.106,/32 12.13.126.100,/32
12.13.136.108,/32 12.13.136.101/32
12.13.136.100,/32
&510003 12.13.126,103/32
= A510004 12.13.136.104/32
2.3.36.2/32 12.13.126.105/32
3.3.36.1/32 12.13.136.106,32
2.3.36.2/32 12.13.126.108/32
$.3.36.3/32 B 12.13.136,109/32 3

Siavas Sha

Previous ASNo: AS10002, Number of zone items: 20

Import Fram prefix file ] [ Add ] [ Update ] [ Delete ] [ Ok ] [ Cancel

# New IP Prefides # Deleted IP Prefines # Updated IP Prefides

331480

Step5 Select the corresponding AS Number.
Step6 Click Add.

Step7 Enter a New Zone Name.

Step8 Click OK.

Step9 Click OK.

BGP AS Numbers and Prefixes Color Schema

The AS Number and Prefixes dialog box uses various colors to indicate new prefixes, prefixes added to a
zone, or changes to the AS Number to which the prefix belongs.

Green color indicates a new prefix that does not belong to any zone. After you add the prefix to a zone, the
color of the prefix in the prefix list and the zone changes to black. If you remove the prefix from the zone,
the color of the prefix in the prefix list changes to green again.

Blue color indicates that the prefix has moved from one AS to another. This helps you decide whether to move
the prefix to another zone.

Red color indicates that the prefix is not a part of the AS Numbers and Prefixes list.
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Updating a Zone with Select BGP AS Numbers and Prefixes

Procedure

Step1 From the Service Configuration Editor window, choose Configuration > Classification > Zones .
Step2 In the Zone Settings window, click Advanced Import .

Step3 Browse to the folder in which the BGPRouter<number>.csv file is saved and select the
BGPRouter<number>.csv file.

Step4 Click Open.
The AS No & Prefixes dialog box appears.

Step5 Select the corresponding AS Number.
Step6 Click Update.

Step7 Choose a zone from the drop-down list.
Step8 Click OK.

Step9 Click OK.
Timesaver From the AS No & Prefixes dialog box, you can drag and drop the required AS numbers and
IP prefixes to the required zones.

Deleting IP Prefixes from a Zone

You can delete IP prefixes only from a zone and not from the AS Numbers and Prefixes list.

Procedure

Step1 Select the prefixes you want to delete.
Step2 Click Delete .

Introduction to Managing Protocol Signatures

A protocol signature is a set of parameters that uniquely identify a protocol.

Viewing Protocol Signatures

You can view a list of all signatures and the protocol to which each is assigned.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Signatures Settings .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Signatures Settings dialog box appears.

Figure 141: Signatures Settings
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Step2 Click Close.
The Signatures Settings dialog box closes.

Filtering the Protocol Signatures List

210813

You can filter the signature by type, so that the Signatures Settings dialog box lists only the selected type of

signature.

The signature categories are:
* DSS Contributed Signatures
* Not Assigned to any Protocol
* P2P Signatures
* VoIP Signatures

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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« SIP Signatures

» Worm Signatures

* Packet Stream Pattern Based Protocols Signatures
* Unidirectionally Detected Signatures
* Behavioral Signatures

» E-Mail and Newsgroups Signatures
» Gaming Signatures

* HTTP Signatures

* Instant Messaging Signatures

* Net Admin Signatures

* Video Signatures

* Tunneling Signatures

* ClickStream Signatures

Traffic Classification Using Service Configuration Editor

Note  Some signatures belong to more than one category.

Procedure

Step1 From the Console main menu, choose Configuration > Classification > Signatures Settings .

The Signatures Settings dialog box appears.

Step2 From the drop-down list, select the type of signature to display.
The signatures of the selected type appear in the dialog box.

Step3  Click Close.
The Signatures Settings dialog box closes.

Dynamic Signatures

New protocols are being introduced all the time. Dynamic signatures is a mechanism that allows new protocols
to be added to the protocol list and, from there, to service configurations. Dynamic Signature is especially
useful for classifying the traffic of a new protocol (for example, a new P2P protocol in a P2P-Control solution).

* Installing new signatures to an active service configuration is described in Working with Protocol Packs

, on page 55.

* Creating and modifying signatures is described in The Signature Editor Overview, on page 491.

» Using serveonf , the Cisco SCA BB Server Configuration Utility, to apply signatures is described in

The Cisco SCA BB Service Configuration Utility , on page 509.
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Dynamic Signatures .

The following sections describe working with dynamic signatures in the Service Configuration Editor:

Dynamic Signature Script Files

Dynamic signatures are provided in special Dynamic Signatures Script (DSS) files that you can add to a
service configuration using either the Console or the Service Configuration API. After a DSS file is imported
into a service configuration, the new protocols it describes:

* Appear in the protocol list.

* May be added to services.

* Are used when viewing reports.
To simplify the configuration of new protocols added by a DSS, the DSS may specify a Buddy Protocol for
a new protocol. If, when loading a DSS, the application encounters the Buddy Protocol, it automatically
duplicates the set of service elements that use the Buddy Protocol, and replaces all references to the Buddy

Protocol with references to the new protocol. The association of the new protocol to services matches that of
the Buddy Protocol.

The following configuration actions are performed automatically when you import a DSS into a service
configuration:

« Signatures are updated and new signatures are loaded.
* Protocol elements are created for new signatures of existing protocols.
» New protocols are added to the protocol list, and protocol elements are created for them.

* Service elements are created for new protocols according to the configuration of Buddy Protocols.

The import procedure preserves all service and protocol settings.

Note

A

After importing a DSS, associate the newly added protocols with services.

Cisco or its partners releases DSS files periodically in accordance with customer requirements and market
needs.

DSS files contain new protocols and signatures, and update previously defined signatures. Updating a service
configuration with the new DSS is explained in Importing a Dynamic Signature Script into a Service
Configuration , on page 205.

Note

You can create your own DSS files or modify the Cisco release DSS file using the Signature Editor tool
(see Managing DSS Files Overview, on page 491 section).

Viewing Information About the Current Dynamic Signatures

Step 1

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Signatures Settings .
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The Signatures Settings dialog box appears.

Step2 Click the Signatures Script tab.
The Signatures Script tab opens.

« If no DSS file was imported into the current service configuration, the Signatures Settings dialog box
displays a message informing you of this.

Figure 142: Signature Settings

3 signatures Settings @

Signatures Settings Dialog

Use this page to import a D35 to the Service Configuration
or to remove the attached D33

| General i-S_ignatures Seript

DSS File Information:

Mo Dynamic Signatures Script has been imported.

Close

158997
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« If a DSS file was imported into the current service configuration, the Signatures Settings dialog box
displays information about the current dynamic signatures and the DSS file from which they were
imported.

Figure 143: Signature Settings

3 signatures Settings

Signatures Settings Dialeg
Use this page to import a DSS to the Service Configuration
or to remove the attached DSS

General Signatures Script ]

D55 File Information:
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Version: 1.0 build 1
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Imported On: Thu Apr 12 20:24:06 GMT+02:00 2007

Description:
Sscript. description

Mew Protocols: O (1) LOCOO
Enhanced Protocols: none.|

Import from File... | Import Default DS | Remove|

Close
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Step3 Click Close.
The Signatures Settings dialog box closes.

Importing a Dynamic Signature Script into a Service Configuration

You can import signatures into a service configuration from a DSS file provided by Cisco or one of its partners
(described in this section), or from a DSS file that you have created or modified using the Signature Editor
tool (see Managing DSS Files Overview, on page 491 section).

A

Note It is recommended that you import the latest default DSS file (see Importing the Default DSS File
Automatically , on page 211 section) when creating a service configuration, and that you use this option
only to apply a new DSS to existing service configuration.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Signatures Settings.
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Step 3

Step 4

Step 5

Step 6

Traffic Classification Using Service Configuration Editor

Dynamic Signatures

The Signatures Settings dialog box appears.

Click the Signatures Script tab.
The Signatures Script tab opens.

Click Import from File.
An Import Warning message appears.

Figure 144: Import Warning

3£ Import Warning

9
x:fj

Importing will override existing data. Are you sure you want to continue?

158863

Click Yes.
The Import from file dialog box appears.

Browse to the DSS file and click Open .
The Import from file dialog box closes.

The signatures in the DSS file are imported into the service configuration.

Information about the imported signatures and their DSS file is displayed in the Signatures Settings dialog
box.

Click Close.
The Signatures Settings dialog box closes.

Removing Dynamic Protocol Signatures

A

You can remove the installed dynamic signatures from a service configuration.

Note

Step 1

Step 2

Step 3

The DSS file is not deleted.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Signatures Settings .
The Signatures Settings dialog box appears.

Click the Signatures Script tab.
The Signatures Script tab opens.

Click Remove .
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Step 4

Step 5

Step 6

Dynamic Signatures .

A Dynamic Signature Script Confirmation message appears.

Figure 145: Dynamic Signature Script Confirmation

# Dynamic Signature Script Confirmation

Removing the script NewPocoScript” may affect traffic dassification.
I Press OK to continue.

Cancel

158802

Click OK.
If any service element references a protocol whose signature is included in the imported DSS file, a Dynamic
Signature Script Removal Error message appears.

Figure 146: Dynamic Signature Script Removal Error

3 Dynamic Signature Script Removal Error

The script MewPocoScript”™ which you are trying to replace or remove
ot contributes a protocol assigned to a service,

Press OK to remove the protocol from services and proceed with seript

remaval,

TER e

158803

Click Yes
Every service element that references a protocol whose signature is included in the imported DSS file is
deleted.

The dynamic signatures are removed from the service configuration.
The Remove button is dimmed.

If the dynamic signatures were imported from the default DSS file, the Import Default DSS button is enabled.

Click Close.
The Signatures Settings dialog box closes.

The Default DSS File

Whenever a protocol pack becomes available from Cisco (or one of its partners), you should update offline
service configurations (stored as PQB files on the workstation). The protocol pack (see Protocol Packs, on
page 55 section) is provided as either an SPQI file or a DSS file.

You can either offer updates automatically to every service configuration created or edited at the workstation,
or apply them from the workstation to the Cisco SCE platform. You make the latest update available by
installing the most recent DSS or SPQI file as the default DSS file. You can install the file on the workstation
either from the Console or by using The Cisco SCA BB Signature Configuration Utility , on page 513.
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¢ The default DSS file is automatically offered for import when you perform any service configuration
operation (such as creating a new service configuration or editing an existing one) from the Console on
a service configuration that was not yet updated.

¢ The default DSS file is imported by default when any service configuration operation (such as applying
an existing service configuration) is performed using servconf, The Cisco SCA BB Signature
Configuration Utility , on page 513. You can disable this option.

N

Note  Users are expected to update the default DSS on their management workstation whenever they obtain a
new protocol pack.

Introduction to Setting and Clearing the Default DSS File

The default DSS file should normally be the latest protocol pack provided by Cisco (or one of its partners).
If necessary, modify the protocol pack using the Signature Editor tool (see Editing DSS Files , on page 504
section) to add signatures of new protocols until they become available from Cisco.

Whenever a new protocol pack becomes available, set it as the default DSS file. There is no need to clear the
current default DSS file; it is overwritten by the new protocol pack.

Setting a Protocol Pack as the Default DSS File

Procedure

Step1 From the Console main menu, choose Window > Preferences .
The Preferences dialog box appears.

Step2 From the menu tree in the left pane of the dialog box, choose Service Configuration > Default DSS .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Default DSS area opens in the right pane of the dialog box.

Figure 147: Preferences
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Step3 Click Choose File.

An Open dialog box appears.
Step4 From the Files of type drop-down list, select the file type of the protocol pack.
Step5 Browse to the protocol pack.
Step6 Click Open.

The Open dialog box closes.
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Information about the default DSS file is displayed in the Default DSS area of the Preferences dialog box.

Figure 148: Preferences - Default DSS
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Step7 Click OK.
The DSS file is copied to C:\Documents and Settings\<username>\.p-cube\default3.6.5.dss as the default DSS
file. In Windows 7, the DSS file is copied to C:\Users\<username>\.p-cube\.

The Preferences dialog box closes.

Clearing the Default DSS File

Procedure

Step1 From the Console main menu, choose Window > Preferences .
The Preferences dialog box appears.

Step2 From the menu tree in the left pane of the dialog box, choose Service Configuration > Default DSS.
The Default DSS area opens in the right pane of the dialog box.

Step3 Click Clear Default DSS.
The default DSS file, C:\Documents and Settings\<username>\.p-cube\default4.1.0.dss, is deleted. In Windows
7, the default DSS file is C:\Users\<username>\.p-cube\default4.1.0.dss.

All information is deleted from the Default DSS area.
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Note  Deleting the default DSS file does not remove the imported dynamic signatures from the current

service configuration.
Step4 Click OK.

The Preferences dialog box closes.

Introduction to Importing Dynamic Signatures from the Default DSS File

If a default DSS file is installed, the application offers to import the dynamic signatures from the file when
you create a new service configuration or when you open an existing service configuration that has not imported
the signatures. Alternatively, you can manually import the dynamic signatures.

Importing the Default DSS File Automatically
Procedure

Step1 Open an existing service configuration or create a new one.
A Default Signature message appears.

Figure 149: Default Signature
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Step2 Click Yes to import the default DSS file; click No to continue without importing the default DSS file.

Importing the Default DSS File Manually
Procedure
Step1 From the Classification tab in the left pane, choose Configuration > Classification > Signatures Settings .

The Signatures Settings dialog box appears.

Step2 Click the Signatures Script tab.
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The Signatures Script tab opens, with the Import Default DSS button enabled.

Figure 150: Signatures Settings
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Step3  Click Import Default DSS.
An Import Warning message appears.

Figure 151: Import Warning

3£ Import Warning
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Step4 Click Yes.
The signatures in the default DSS file are imported into the service configuration.

The Import Default DSS button is dimmed.

Information about the imported signatures and the default DSS file is displayed in the Signatures Settings
dialog box.

Step5 Click Close.
The Signatures Settings dialog box closes.
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Introduction to Managing Flavors .

Introduction to Managing Flavors

N

Flavors are advanced classification elements that are used to classify network sessions.

Flavors are based on specific Layer 7 properties. For example, users can associate an HTTP flow with a service
based on different parts of the destination URL of the flow.

Note

)

When you configure flavors, you cannot configure < and > symbols to be part of a URL.

Flavors are supported only for small number of protocols, and for each such protocol there are different
applicable flavor types. Flavor types are listed in the table in the following section.

There is a maximum number of flavor items for each flavor type (see Maximum Number of Flavor Items per
Flavor Type , on page 224 section). For each flavor type, every flavor item must be unique.

Note

If unidirectional classification is enabled in the active service configuration, flavors are not used for traffic
classification.

Flavor Types and Parameters

Flavors are advanced classification elements that classify network sessions according to signature-specific
Layer 7 properties.

When Layer 7 application properties are used as session parameters, such as with an HTTP User Agent, They
are treated as character strings.

Layer 7 parameter-based flavor items may apply to the Layer 7 prefix (parameter beginning), Layer 7 suffix
(parameter end), or a combination of Layer 7 prefixes and suffixes. A partial string must be followed by “*”
in a prefix and preceded by “*” in a suffix.

Table 6: Cisco SCABB Flavors

Flavor Type Matched Session Parameters Valid Values

HTTP Composite HTTP User Agent, HTTP URL, |<HTTP User Agent flavor, HTTP
HTTP Cookie and HTTP Referer | URL flavor, HTTP Cookie flavor,
flavors serve as session parameters. | HTTP Referer flavor>

* The flavors can be chosen
using flavor browsing.
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Flavor Type

Matched Session Parameters

Valid Values

HTTP User Agent

HTTP User-Agent retrieved from
the HTTP <User-Agent prefix>
Request header field, from the
beginning of the Request header
until the first /.

For example, if the HTTP Request
header field is Mozilla/4.0, the
HTTP User Agent retrieved is
Mozilla.

If you want to configure the HTTP
User Agent flavor with a Forward
slash (/), set the value of the

GI (.S ENABLE FULL USER AGENT
BASED FLAVOR CALCULATION
tunable to True.

<User-Agent prefix>
Examples:
* <Moz*> matches all HTTP

sessions with User-Agent
field starting with “Moz”.

» <Mozilla>matches all HTTP
sessions with User-Agent
field equal to “Mozilla”.

* The maximum key length is
32 characters.

HTTP URL

» Host—Retrieved either from
the HTTP Host header field
or from the Request URL. In
the latter case, the section
from the beginning of the
URL until the first “/” is
considered the Host.

» Path—Retrieved from the
HTTP URL, the section from
the first “/” to the “?”.

* URL parameters—Any string
following the “?” (You do not

need to start the params with
“?").
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Flavor Type Matched Session Parameters Valid Values

HTTP Cookie Cookie “Key-Value” pairs that are | <key prefix, value prefix>
retrieved from the HTTP Request
header Cookie field. * For example: <act®*>

matches any Cookie pair
A Cookie may consist of many where the Key begins with
“Key-Value” pairs; however, only “act”, regardless of the Value.
the first three pairs are calculated.
The Cookie flavor calculation stops * A flavor can be configured
when one of the “Key-Value” pairs S0 th.at the Value field is .
matches the specification, or when required to be empty. In this
it has exceeded the three pair limit. case, th.ls field shou?d be left
empty in the flavor item.

» White spaces are not allowed,
“="is not allowed, and “*” is
only allowed at the end of the
Key or Value.

* The maximum key length is
100 characters for both the
Key and Value fields

HTTP Referer Similar to HTTP URL, but the
parameters are retrieved from the
Referer HTTP header field.

HTTP Content Category Content Categories can be Value selected from Select a
imported using the Import dialog | Content Category dialog box.
box or the HTTP Content Filtering
Settings dialog box.

RTSP User Agent RTSP User-Agent field that is <RTSP User Agent prefix>
retrieved from the RTSP message
header. * For example: <abc*>

matches all RTSP sessions
where the User-Agent starts
with “abc”.

* The maximum key length is
128 characters

RTSP Host Name RTSP Host field that is retrieved | <RTSP Host suffix>
from the RTSP message header.

* For example: <*abc>
matches all RTSP sessions
where the Host ends with
“abc”.

* The maximum key length is
128 characters
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Flavor Type

Matched Session Parameters

Valid Values

RTSP Composite

RTSP User Agent and RTSP Host
Name flavors serve as session
parameters.

<RTSP User Agent flavor, RTSP
Host Name flavor>

SIP Source Domain

SIP Source Host field that is
retrieved from the SIP message
header.

<SIP Host suffix>
* For example: <*abc>

* The maximum key length is
128 characters

SIP Composite

SIP Source Host and SIP
Destination Host serve as session
parameters.

<SIP source domain, SIP
destination domain>

SIP Destination Domain

SIP Destination Host field that is
retrieved from the SIP message
header.

<SIP Host suffix>
* For example: <*abc>

* The maximum key length is
128 characters

header

SMTP Host Name SMTP Host field that is retrieved <SMTP H x>
from the SMTP message header ost sutfix
* For example: <*abc>
* The maximum key length is
128 characters
ToS DSCP value extracted from the IP | DSCP ToS (integer from 0 through

63)

N

Note = Composite Flavors are pairs of two defined flavors.

Viewing Flavors

You can view a list of all flavors and their associated flavor items.

Procedure

Step 1

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The dialog box appears.

Figure 152: Flavor Settings
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The left area displays a tree showing all flavors of each flavor type.

Step2 Click a flavor in the tree to display its flavor items.

Figure 153: Flavor Settings
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The flavor items are displayed in the right area.

Step3 Click OK.
The Flavor Settings dialog box closes.

Adding Flavors

You can import flavors from a CSV file. CSV files can be created by exporting flavors or created manually
as described in the “CSV File Formats” chapter of Cisco Service Control Application Suite for Broadband
Reference Guide .

You can add any number of flavors to a service configuration.
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Step 1

Step 2
Step 3

Step 4

Step 5

Adding Flavors

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Flavors.
The Flavor Settings dialog box appears.

In the flavor tree, select a flavor type.

Click the Add Flavor () icon.
A new flavor of the selected type is added to the flavor tree.

Figure 154: Flavor Settings - Adding Flavors
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In the Name field, enter a name for the new flavor.
Note  You can use the default name for the flavor. It is recommended that you enter a meaningful name.

(Optional) In the Index field, enter a unique integer value.
Note  Cisco SCA BB provides a value for the Index. There is no need to change

it.
The ﬂaV(l)r index must be a positive integer in the range from 1 to 2147483647.
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You have defined the flavor. You can now add flavor items. (See Adding Flavor Items, on page 224 section.)

Adding 2M URL support

The SCABB supports up to 2 million (2M) HTTP URLSs in the SCE 10k platform and supports up to 500k
URLs in the SCE 8k platform. The URLSs are available in the look-up table (LUT). The 2M URL is applied
for SCE 10k through servicing API option and for SCE 8k through SCAB console.

To add 2M URL support,

Procedure

Step1 Create an empty flavor with a respective CSV file by providing a flavor name and a flavor ID in the Flavors
setting dialog box. For example: Flavor 1(Name), 51(ID).
E Pt Sestings - e |

Craate and add Aovars Tar o parbcular lovar fype using Flavors Edsiag Modisle
Cigfine 3 WTTP LB w terma of paraeeterns ke hostrame, UBL poth prefic or suffoo snd URL paarebens a3 applicable

| Add, remaovt and edit flioes items.

| Fiwwars are schanced clazfication elements
it cladidy Remwork S ion s BEoaedeg b3
signiahare-epecific Lyyer 1 propasties

X

SneedTest PMame:  Flyaor 1

L3 -
§ Tenrrarare Indess 124

& Tribu Hast

& SaTiud & ¥
G mvpaden de et

% TIMET Munk Flivar Huat Paths Prefe Path Suff Panrrs

& MDRMed: wthek URL

% TOF_Mediythei o

£ Sea'Weabo_host

¥ TenoeatWaibo Host

& Amaka

& Deager HTTP

& Wandows Shoee Mabile

% iTunes Rudio_hoa

% CondyCrahiage

& SUPERCELL_URL

& Wimdows eee PC_URL

% Fandom_hadt

& 1Tuned 05 Dowrlasd

% OTARE Downlowd

§ Xbau_Video_Host

& GooglePlnMeae

& P

& Brte Hos > £

& Elrwarl knpart... Bport.. || FRewent Bcept

B s aatis
:)0‘5- o L Cancal

Step2 Create a new service with the newly created flavors.
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Step4  Apply the policy with the above settings from SCABB console.

Step5 Navigate to SCABB built management folder, and extract the bin folder and the lib folder from the
sca_bb_util.tgz zip folder available in the SCABB built management folder.

Step6 Open the command window and provide a CSV file path similar to the path provided for CLI commands for
PQB.

Step7 Edit the servconf.bat file in the bin folder to increase the default JVM memory by setting the VM Arguments
as VMARGS="-Xbootclasspath/p:%SCAS_BB_HOME%y/lib/opendmk.jar" -Xms40m -Xmx1024m
-Duser.country=US -Duser.language=en -Xms512m - Xmx1280m.

Step8 Enter the following command in the command window to import the 2M flavors in the CSV to SCE, where
the previous policy is applied:
servconf.bat --se "SCE IP" --username admin --password cisco --apply --file "CSV file path".
Note It will take more than an hour for the policy to get updated and hence the user needs to wait until the
CLI gets disconnected from the SCE.

Restrictions:
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* Easy format CSV files are not supported.

» Multiple CSV files are not supported. So the user is recommended to maintain a single 2M URL CSV
file.

» The CSV file corresponding to the policy that has been applied via API is not stored on the Service
Control Engine (SCE). So, the user can view the policy applied only through SCABB.

* The user is recommended to apply policy through SCABB first and then through API, if it is done in
reverse order all the 2M URLs in LUT will be overwritten. To retrieve the overwritten 2M URLs, the
CLI has to be re-executed.

Caution  The above configuration can be done only after increasing the size of HTTP URL flavor LUT to
2M.

Editing Flavors

Step 1

Step 2

Step 3

Step 4

You can modify flavor parameters at any time.

To add, modify, or delete flavor items, see Introduction to Managing Flavor Items, on page 223 section .

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Flavors .
The Flavor Settings dialog box appears.

In the flavor tree, select a flavor.
The name and index of the flavor (and its flavor items) are displayed in the right area.

Modify fields in the dialog box:

a) In the Name field, enter a new name for the flavor.
b) In the Index field, enter a new, unique index for the flavor.
The flavor index must be a positive integer in the range from 1 to 2147483647.

Click OK.
The Flavor Settings dialog box closes.

Deleting Flavors

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

You can delete any or all flavors.



| Traffic Classification Using Service Configuration Editor

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Introduction to Managing Flavor ltems .

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Flavors .
The Flavor Settings dialog box appears.

In the flavor tree, right-click a flavor.
A popup menu appears.

Click the Delete ( H ) icon.
A Confirm Delete message appears.

Figure 155: Confirm Delete
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Click OK.
If any service element references the selected flavor, a Confirm References Delete message appears.

Figure 156: Confirm References Deletion

3£ Confirm References Deletion

9 All references to the Flavor "Vonage as Source™ will be deleted.
\._,f_/ Are you sure you want to continue?

oK | [ Cancel

158790

Click Yes.
Every service element that references the selected flavor is deleted.

The flavor is deleted and is no longer displayed in the flavor tree.

Click Close.
The Flavor Settings dialog box closes.

Introduction to Managing Flavor Items

A flavor is a collection of related flavor items.
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A flavor item is a value of a property or properties of a flow. These properties depend on the flavor type (see
Flavor Types and Parameters , on page 213 section).

There is a maximum number of flavor items for each flavor type. For each flavor type, every flavor item must
be unique.

Maximum Number of Flavor Items per Flavor Type

Table 7: Maximum Number of Flavor Items per Flavor Type

Flavor Type Maximum No. of Flavor ltems
HTTP Composite 10,000
HTTP User Agent 128
HTTP URL 100,000
HTTP Cookie 100
HTTP Referer 100
HTTP Content Category —
HTTPS Client Hello 200,000
HTTPS Certificate 200,000
RTSP Composite 10,000
RTSP User Agent 128
RTSP Host Name 10,000
SIP Composite 10,000
SIP Source Domain 128

SIP Destination Domain 128
SMTP Host Name 10,000
ToS 64

Adding Flavor Items

You can add any number of flavor items to a flavor (subject to the limitation of the total number of each type
of flavor item per service configuration, as listed in the previous section).

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 1

Step 2
Step 3

Step 4

Introduction to Managing Flavor ltems .

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Flavors .
The Flavor Settings dialog box appears.

In the flavor tree, click a flavor.

Above the flavor item list, click the Create New Flavor Item (:.'-'J) icon.

Figure 157: Flavor Settings
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A new flavor item is added to the flavor item list. The number and type of parameters in the flavor item depend
on the flavor type (see Flavor Types and Parameters , on page 213 section).

The new flavor item has a default value of all wild cards (*, asterisks).
For each cell of the new flavor item, click the asterisk and then enter an appropriate value.
For composite flavors and for the HTTP Content Category flavor:

a) Click the asterisk.
A Browse button is displayed in the cell.

b) Click the Browse button.
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A Select dialog box appears, displaying all valid values for the parameter.

Figure 158: Select an HTTP User Agent
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c) Select an appropriate value from the list.

d) Click OK.
The Select dialog box closes.

The selected value is displayed in the cell.

Step5 Repeat Steps 3 and 4 for other flavor items.

Step6 Click OK.
The Flavor Settings dialog box closes.

Editing Flavor Items

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Flavors .
The Flavor Settings dialog box appears.

Step2 In the flavor tree, select a flavor.

Step 3 In the flavor item list, select a flavor item.

Step4 For each cell of the selected flavor item, click the asterisk and then enter an appropriate value.
For composite flavors and for the HTTP Content Category flavor:

a) Click the asterisk.
A Browse button is displayed in the cell.
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[ 226 | [



| Traffic Classification Using Service Configuration Editor

Step 5

Example on How to Import a List of URLs and Block Them .

b) Click the Browse button.
A Select dialog box appears, displaying all valid values for the parameter.

¢) Select an appropriate value from the list.

d) Click OK.
The Select dialog box closes.

The selected value is displayed in the cell.

Click OK.
The Flavor Settings dialog box closes.

Deleting Flavor Items

Step 1

Step 2
Step 3

Step 4

Step 5

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Flavors .
The Flavor Settings dialog box appears.

In the flavor tree, select a flavor.

In the flavor item list, right-click anywhere in a flavor item.
A popup menu appears.

Click the Delete ( ﬁ) icon.
The flavor item is deleted and is no longer displayed in the flavor item list.

Click Close .
The Flavor Settings dialog box closes.

Example on How to Import a List of URLs and Block Them

Step 1

Step 2

Step 3

The following example shows how to import a URL file and configure the Cisco SCE to block these URLs

Procedure

Create a new flavor under the HTTP URL flavor type.
For details, see the Adding Flavors, on page 218 section.

Import a CSV file containing the URLS you wish to block.
For further information, see Importing Service Configuration Data, on page 150 section.

Note  The CSV file formats are described in the “CSV File Formats” chapter of Cisco Service Control

Application Suit for Broadband Reference Guide .
Define a Service.
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Step 4

Step 5

Step 6

For further information, see Adding a Service to a Service Configuration , on page 160 section.

Within the defined Service, add a service element that uses the new Flavor.
For further information, see Adding Service Elements, on page 168 section.

Add a rule to the package in which you want to block the URLs, and associate it with the new Service.
For further information, see Adding Rules to a Package , on page 333 section.

Configure the rule to block the flow.
For further information, see Defining Per-Flow Actions for a Rule , on page 335 section.

Introduction to Managing Content Filtering

A

Content filtering involves classification and control of HTTP flows according to the requested URL. The
classification of the URL is performed by accessing an external database.

Cisco SCA BB provides content filtering by integrating with a SurfControl Content Portal Authority (CPA)
server.

Note

Content filtering is not supported when unidirectional classification is enabled.

Information About Content Filtering

The Cisco HTTP Content Filtering solution consists of:

* The Cisco SCE application

* The Cisco CPA client

¢ The SurfControl CPA server
The Cisco SCE application classifies each HTTP flow according to the category returned by the CPA server.
This classification is then used for Cisco SCA BB traffic control and reporting. For example, you can define

a rule to block browsing of the “Adult/Sexually Explicit” category or to generate reports on the volume
consumed by browsing the “Kids” or “Shopping” categories.

The Cisco SCE Application

The Cisco service control application runs on the Cisco SCE platform. It forwards HTTP URLs that it extracts
from traffic to the CPA client and uses the categorization results to classify the original HTTP flow to a service.
This classification is then used for normal Cisco SCA BB traffic control and reporting.

The Cisco SCE application communicates with the CPA client using Raw Data Records (RDRs). See
Configuring the RDR Formatter, on page 230 section.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Cisco CPA Client

The Cisco CPA client runs on the Cisco SCE platform. It sends URL queries to the CPA server for
categorization, and updates Cisco SCA BB with the categorization results.

The CPA client is installed as part of the Cisco SCA BB application (PQI) installation. Use the Cisco SCE
platform Command-Line Interface (CLI) (see The Content Filtering CLI, on page 229 section) to configure
and monitor the client.

The SurfControl CPA Server

The CPA server runs on a dedicated machine. It receives categorization requests from the CPA client, connects
to the SurfControl Content Database, and responds with the category ID of the queried URL.

The SurfControl CPA Server is installed on a separate server that must be accessible from the Cisco SCE
platform. Details of the installation are not within the scope of this document.

The Content Filtering CLI

Use the Cisco SCE platform Command-Line Interface (CLI) to configure and monitor content filtering using
SurfControl CPA. For more information about the Cisco SCE platform CLI, see the .

CPA Client CLI Commands

The commands listed here are explained in the following section.

* Use the following CLI line interface configuration commands in line interface configuration mode to
configure the Cisco CPA client:

[[no]] cpa-client cpa-client destination address [port port] cpa-client retries number of retries
For details on entering the line interface configuration mode, see Entering Line Interface Configuration Mode
, on page 231 section).

* Use the following CLI command in EXEC mode to monitor the status of the Cisco CPA client:show
interface LineCard slof cpa-client

Description of CPA Client CLI Commands

Table 8: CPA Client CLI Commands

Command Description Default Value

[no] cpa-client Enables or disables the CPA client | Disabled

cpa-client destination <address> | Enables the CPA client and sets the

[ port <port>] CPA server IP address and port * Address—not defined

* Port—9020

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Command

Description

Default Value

cpa-client retries
<number of retries>

Sets the number of retries to send | 3

to the CPA server

show interface LineCard <slot>
cpa-client

Monitors the CPA client status (See | —

the following table)

Table 9: CPA Client: Monitored Parameters

Parameter Description
Mode Enabled or disabled
CPA Address —
CPA Port -
CPA Retries —
Status (If enabled) Active or error (and last error description)
Counters
b « Number of successful queries
» Number of queries that failed because of no
server response
* Number of pending queries
* Rate of queries per second (average over the
last 5 seconds)
Timest
fmestammps * CPA started
* Last query
* Last response
* Last error

Configuring the RDR Formatter

To enable the RDR formatter to issue HTTP categorization requests, configure the RDR formatter on the

Cisco SCE platform.
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Step 1
Step 2

Entering Line Interface Configuration Mode .

Procedure

Run the appropriate CLI commands on Cisco SCE platform.

Example:
#>RDR-formatter destination /27.0.0.1 port 33001 category number 4 priority /00

What to Do Next

Entering Line Interface Configuration Mode

Step 1
Step 2

Step 3
Step 4

To run line interface configuration commands you must enter line interface configuration mode and see the
SCE(config if)# prompt displayed.

Procedure

At the Cisco SCE platform CLI prompt (SCE#), type configure .
Press Enter.

The SCE(config)# prompt appears.

Type interface LineCard 0.

Press Enter.
The SCE(config if)# prompt appears.

Managing Content Filtering Settings

Step 1

Applying HTTP URL content filtering requires the following steps in the Service Configuration Editor:

Procedure

Import the content filtering configuration file into your service configuration.

By default, Cisco SCA BB creates a separate flavor (of type HTTP Content Category) for each content category
and a service element for each new flavor. A new top-level service, “HTTP Browsing with Categories”, is
created, comprising these service elements.
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Step2 Create new services and map the new category flavors to them.

Step3 Create additional rule entries for ClickStream services for each flavor.

Step4 Configure ClickStream Services with the HTTP Browsing services for optimal HTTP content filtering.
Step5 Add content filtering rules to existing packages or create new packages that include content filtering rules.
Step6 Enable content filtering for selected packages.

Step7  Apply the service configuration.

What to Do Next

Importing Content Filtering Categories

Before you can control HTTP flows based on content, you must import an XML file provided with the
installation.

)

Note  You cannot import content filtering categories when unidirectional classification is enabled.

Procedure

Step1 Unzip the installation package.
Step2 Open the URL Filtering subfolder.
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What to Do Next

HTTP Content Category Flavors

Managing Content Filtering Settings

By default, Cisco SCA BB creates a separate flavor (of type HTTP Content Category) for each content category
when importing the XML file.

Figure 159: Flavor Settings
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You can create additional HTTP Content Category Flavors that include two or more content categories. (See
Adding Flavors, on page 218 section.)
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HTTP Browsing with Categories Service Elements

By default, Cisco SCA BB creates a service element for each flavor created when importing the XML file. A
new top-level service, HTTP Browsing with Categories, is created, comprising these service elements.

Figure 160: Service Configuration Editor

3£ service Configuration Editor - CPAPolicy.pgb - SCA BB Console e i &= Ellll
File Tools Preferences Window Help
G &G &
Ef & Reporter Q Service Configuration Editor R petwork Navigator
Q cPAPalicy.pob &3 =0
Classification : HTTP Browsing with Categories
| Folites 5 Classiication | oo BN
47 dp ¥ . cCorfiguration = || HTTP Browsing with Cakegories : HTTP Browsing
EJ--EA Brawsing !Protocol JInltlatlng Side Zones s F\svor
S E-Mail HTTP Browsing Initiated by either side * Category.Usenet News LI
/8 File Sharing HTTP Browsing Initiated by either side [* Categary.Computing and Internet
15 Ganin HTTP Browsing Initiated by either side * Cateqgary,Hobbies and Recreation
Ej HTTP it HTTP Browsing Initiated by either side * (Category.Education
(-8 Instant Messaging HTTP Browsing Initiated by either side [ Categary.Finance and Investment
[/ Intermet Privacy HTTP Browsing Initiated by either side * Cateqgary. Shopping
(- Internet video HTTP Erowsing Initiated by either side B Category. Adult/Sexually Explicit
(-8 Net Admin HTTP Browsing Initiated by either side * Category.Mews
/Bl Newsgroups HTTP Browsing Initiated by either side [* (Categary.Health and Medicine
& Ej Trading HTTP Browsing Intiated by either side [+ Categary,Violence
-8 voice and Yideo Calls HTTP Browsing Initiated by either side ¥ Category,Sports
(-8 Other HTTP Browsing Initiated by either side * Category.Games
< /E Service1 HTTP Browsing Initiated by either side * Categary.Personals and Dating
HTTP Browsing Intiated by either side * Cateqgary,Sex Education
HTTP Browsing Initiated by either side * (Category.Lifestyle and Culture
HTTP Browsing Initiated by either side * Cateqgary . System Fault
HTTP Browsing Intiated by either side [+ Categary.Search Engines
HTTP Browsing Initiated by either side * Categaory Religion
HTTP Browsing Initiated by either side * Category.Kid's Sites
IHTTP q [* Ce E-mail
HTTP Browsing Intiated by either side * Categary.Drugs, Alcohol and Tab...
HTTP Browsing Initiated by either side * Category Motor Yehicles
HTTP Browsing Initiated by either side * Categary . Criminal Skills
HTTP Browsing Initiated by either side i Cateqory.Hacking LI
& console [t Prnh\emsw % i | = B-r5-=0
Console
+ 2/11/11 2:45:03 PM IST | INFO | System mode changed to Full Functionality ;I
+ 2/11/11 3:19:00 PM IST | INFO | Saved C:\Documents and Settings\CPAPolicy.pgb
a1 _'l_I

Full Functionality J

265123

N

Note  To view this new service, you must save and close the service configuration and then reopen it.

Importing Content Filtering Categories Using the Import Dialog Box

You can import content filtering categories using either the File > Import menu option or the Configuration
> Classification > Content Filtering menu option.

This procedure explains how to import using the File > Import menu option.

A

Note  This is equivalent to the following procedure.
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Procedure

Step1 From the Console main menu, choose File > Import .
The Import dialog box appears.

Figure 161: Import
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Step2 From the import source list, select Import content filtering database settings from an XML file.

Step3 Click Next.
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The Import Content Filtering Database Settings dialog box appears.

Figure 162: Import Content Filtering Database Settings
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Step4  Click the Browse button next to the Select an XML file field.
An Open dialog box appears.

Step5 Browse to the folder containing the file to import, and select it.
Note For CPAof SurfControl, the file is named surfcontrol.xml.

Step6 Click Open to select the file.
The Open dialog box closes.

Information about the content of the XML file is displayed in the Database Settings pane of the Import Content
Filtering Database Settings dialog box.

By default, Cisco SCA BB creates a separate flavor (of type HTTP Content Category) for each content category
when importing the XML file.
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Step 7

Step 8

Step 9

Managing Content Filtering Settings .

By default, Cisco SCA BB creates a service element for each flavor created in the previous Step. A new
top-level service, HTTP Browsing with Categories, is created, comprising these service elements.

(Optional) To disable the default behavior of creating a separate flavor for each content category, uncheck
the Create a distinct Flavor for each Content Category check box.
Note  Itis recommended that you do not disable this option.

(Optional) To disable the default behavior of creating service element for each flavor, uncheck the Create a
Service Element for each Content Category Flavor in Service ‘HTTP Browsing with Categories’ check box.
Note  Itis recommended that you do not disable this option.

Click Finish.
The Import Content Filtering Database Settings dialog box closes.

Information from the imported file is displayed in the Database Settings tab of the HTTP Content Filtering
Settings dialog box.

Figure 163: HTTP Content Filtering Settings

3 HTTP Content Filtering Settings

HTTP Content Filtering Settings Dialog

Enable HTTP content filttering

| Package Settings : Database Settings [

This section displays the information contained in the imported Database Settings XML file

Vendor Mame: SurfContorl
Vendor Information: | surfCantrol Content Portal Autharity |
Copyright 1998-2006 SurfControl plc. All rights reserved. v

Categorize Content by: WholeUrl

Content Categories: | iaduit/Sexualy Explct Al
5 Criminal Skils E I
@Drugs, Alcohol and Tobacco

]
@Gambling
|

%Hacking

%Hate Speech

@\-‘iolence

@Weapons

%Adverﬁsementﬂ

> Arts and Entertainment i,

[ Remove ][ Impart... ]

I OK, l ’ Cancel ]

158853

Step 10 Click OK.

The HTTP Content Filtering Settings dialog box closes.
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Importing Content Filtering Categories Using the HTTP Content Filtering Settings Dialog Box

You can import content filtering categories using either the File > Import menu option or the Configuration
> Classification > Content Filtering menu option.

This procedure explains how to import using the Configuration > Classification > Content Filtering menu
option.

Note

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

This is equivalent to the Importing Content Filtering Categories Using the Import Dialog Box, on page
234 procedure.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > Content Filtering .
The HTTP Content Filtering Settings dialog box appears.

Click the Database Settings tab.
The Database Settings tab opens.

Click Import.
The Import Content Filtering Database Settings dialog box appears.

Click the Browse button next to the Select an XML file field.
An Open dialog box appears.

Browse to the folder containing the file to import, and select it.
Note For the CPA of SurfControl, the file is named surfcontrol.xml.

Click Open to select the file.
The Open dialog box closes.

Information about the content of the XML file is displayed in the Database Settings pane of the Import Content
Filtering Database Settings dialog box.

By default, Cisco SCA BB creates a separate flavor (of type HTTP Content Category) for each content category
when importing the XML file.

By default, Cisco SCA BB creates a service element for each flavor created in the previous Step. A new
top-level service, HTTP Browsing with Categories, is created, comprising these service elements.

(Optional) To disable the default behavior of creating a separate flavor for each content category, uncheck
the Create a distinct Flavor for each Content Category check box.
Note  Itis recommended that you do not disable this option.

(Optional) To disable the default behavior of creating a service element for each flavor, uncheck the Create
a Service Element for each Content Category Flavor in Service ‘HTTP Browsing with Categories’ check box.
Note  Itis recommended that you do not disable this option.

Click Finish.
The Import Content Filtering Database Settings dialog box closes.
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Information from the imported file is displayed in the Database Settings tab of the HTTP Content Filtering
Settings dialog box.

Figure 164: HTTP Content Filtering Settings
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Step 10 Click OK.
The HTTP Content Filtering Settings dialog box closes.

Enabling Content Filtering

You can specify the packages where content filtering is enabled. For packages where content filtering is
disabled, HTTP flows are classified normally.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Content Filtering.
The HTTP Content Filtering Settings dialog box appears.
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The Package Settings tab displays a list of all packages defined for the current service configuration.

Figure 165: HTTP Content Filtering Settings
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Step 2
Step 3
Step 4

Check the Enable HTTP content filtering check box.

Click OK.
The HTTP Content Filtering Settings dialog box closes.

Viewing Content Filtering Settings

Check the check box next to each package for which content filtering is to be applied.

You can view whether content filtering is enabled and to which packages content filtering is applied, and
information about the content filtering vendor and the content categories of the vendor.

Procedure

Step 1
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Step 2

Step 3

Managing Content Filtering Settings .

The Package Settings tab displays a list of all packages defined for the current service configuration, and
shows for which packages content filtering is enabled.

Click the Database Settings tab.
The Database Settings tab opens.

This tab displays information about the content filtering vendor and the content categories of the vendor.

Click OK .
The HTTP Content Filtering Settings dialog box closes.

Configuring Content Filtering

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

While configuring Content Filtering, you must enter the ClickStream-New Page and ClickStream-New Site
services along with HTTP Browsing protocol services for optimal HTTP content filtering.

The term ClickStream refers to all events generated by user clicks, including enter. If configured, Cisco SCE
identifies the HTTP transactions on the flows that were initialized due to direct user actions such as click on
a link, enter a URL in the browser address bar and press enter.

Procedure

Open Cisco SCA BB Service Configuration Editor with the default content filtering file (PQB).
Add a new service Servicel.

Verify that you do not have duplicate service elements. Cisco SCA BB does not allow duplicate service
elements.

Move the desired service element from HTTP Browsing with Categories to Servicel.

In Servicel , add a service element using protocol ClickStream—New Page and with the same Flavor selected
in Step 4.

In Servicel, add a service element using protocol ClickStream—New Site and with the same Flavor selected
in Step 4.

Save the service configuration file (PQB).

Use the service to create rules in the desired package.

Example for How to Configure Content Filtering for Web Based E-mail

Step 1
Step 2
Step 3

To configure content filtering for Web Based E-mail, complete the following steps:

Procedure

Open Cisco SCA BB Service Configuration Editor with the default content filtering file (PQB).
Add a new service Servicel.

Move the service element Category. Web-based E-mail from HTTP Browsing with Categories to Servicel.
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Step4 In Servicel , add a service element using protocol ClickStream—New Page and Flavor Category. Web-based
E-mail .

Step5 In Servicel , add a service element using protocol ClickStream—New Site and Flavor Category. Web-based
E-mail .

Step6 Save the service configuration file (PQB) and use the service to create rules in the desired package.

Removing Content Filtering Settings

You can remove all content filtering settings at any time.

Removing the settings:
» Removes content category flavor items from flavors
* Deletes all the content category flavor items

* Disables content filtering
Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > Content Filtering .
The HTTP Content Filtering Settings dialog box appears.

Step2 Click the Database Settings tab.
The Database Settings tab opens.

Step3 Click Remove .
A Confirm Content Filtering Settings Removal dialog box appears.

Figure 166: Confirm Content Filtering Settings Removal
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Step4 Click OK.
All content filtering settings are removed.

Vendor Name, Vendor Information, and Content Categories are deleted from the HTTP Content Filtering
Settings dialog box.

Step5 Click OK.
The HTTP Content Filtering Settings dialog box closes.
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Step 6

Step 7

Step 8

0S Fingerprinting Overview .

* Generic Protocols—Generic IP, Generic TCP, and Generic UDP protocols, used for transactions that
are not specifically mapped to a protocol by any other protocol type.

* [P Protocols—Protocols (such as ICMP), other than TCP and UDP protocols, identified according to
the IP protocol number of the transaction.

* Port-Based Protocols—TCP and UDP protocols, classified according to their well-known ports. The
default service configuration includes more than 750 common port-based protocols.

* Signature-Based Protocols—Protocols classified according to a Layer 7 application signature. Includes
the most common protocols, such as HTTP and FTP, and a large group of popular P2P protocols.

* P2P Protocols—Peer-to-peer file-sharing application protocols classified according to a Layer 7 application
signature.

* VoIP Protocols—Voice-over-IP application protocols classified according to a Layer 7 application
signature.

* SIP Protocols—Protocols classified according to a Layer 7 application signature that is SIP or has SIP
characteristics.

* Worm Protocols—Protocols classified according to a Layer 7 application signature that is based on
traffic patterns of Internet worms.

* Packet Stream Pattern Based Protocols—Protocols classified according to a Layer 7 application signature
that is based on the pattern of the packet stream (for example, the stream’s symmetry, average packet
size, and rate) rather than on the packet’s payload content.

* Unidirectionally Detected Protocols—Protocols having a unidirectional signature.

Note Some protocols belong to more than one category. In particular, all predefined P2P, VoIP, SIP, Worm,

and Packet Stream Pattern-Based Protocols are also defined as Signature-Based Protocols.
From the Classification tab in the left pane, choose Configuration > Classification > Protocols .

The Protocol Settings dialog box appears.

From the drop-down list in the Protocols tab, select the type of protocol to display.
The protocols of the selected type appear in the Protocols tab.

Click Close .
The Protocol Settings dialog box closes.

Note  The setting in the drop-down list is not saved. The next time you open the Protocol Settings dialog
box, all protocols are displayed.

0S Fingerprinting Overview

Cisco SCE detects the operating system (OS) used by a subscriber by using the passive OS Fingerprinting.
In passive OS fingerprinting, TCP and IP header received from target host is analyzed to identify the OS.

Cisco SCE uses OS fingerprinting signatures to identify the subscriber OS. By default, Cisco SCOS contains
a signature file that contains a default set of OS. Details of unknown OS may be added to the signature files
using the Cisco SCA BB Console.
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Cisco SCE also determines whether the subscriber is behind a NAT and whether the same subscriber is
connecting using multiple OS. If multiple OS is detected for the same subscriber, Cisco SCE considers the
subscriber as using a NAT.

From the Cisco SCA BB Console, you can also configure Cisco SCE to send the OS information of the
subscriber in Gx messages.

Limitations:
+ OS information is available only for logged-in or active subscribers.

* The signature database is built based on the default settings used by various OS. If the user changes the
default parameters like TCP window size through registries, it would not be possible or may lead to
wrong classification of the OS.

« If the subscriber has only one flow, then OS type is be detected. Subscribers that have only UDP flows
are not detected

o If all users behind a NAT use the same OS, it will not be possible to identify NAT.

« If a subscriber runs multiple OS using VMWare, it may be detected as NAT even though the subscriber
is not in a NAT environment

* OS finger printing is not done continuously for any subscriber. So, if a subscriber changes OS or moves
to a NAT environment during the time when he is not sampled, OS Information and NAT cannot be
detected.

Enabling OS Fingerprinting
Procedure

Step1 In Service Configuration Editor, select Configuration > OS Finger Print... .
The OS Fingerprinting Settings dialog box appears.

Step2 Check the Enable OS Finger Printing check box.
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Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Step 9

Enabling OS Fingerprinting .

Figure 167: 0S Finger Print Settings Dialog Box
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Enable Flush with Interval—Check the Enable Flush with Interval check box and enter the interval in days
to configure the interval after which the OS information will be reset.

(Optional) Enable NAT Detection with Interval—Check the Enable NAT Detection with Interval check box
and enter the interval in seconds to configure the time period with-in which multiple OS detection will trigger
NAT identification. Default value is 10 seconds.

(Optional) Enable Gx Report—Check the Enable Gx Report check box to enable Gx Reports.

Configure Sampling Period (sec)—Configure how long flows from a subscriber will finger-printed. Default
is 10 seconds. Check the Use default check box to use the default period.

Configure Sampling Interval (min)—Enter the time in minutes to configure the frequency at which flows will
be finger-printed. Default is 10 minutes. Check the Use default check box to use default interval.

(Optional) Scan Port—Enter a value for Scan Port used for opening OS finger printing flows. Check the Use
default check box to use the default port—port 80—for the flows. Ports 20, 21, 69, and 5060 are not allowed.

Click Ok.

What to Do Next

Note

After enabling OSFP in Cisco SCE using Cisco SCA BB console, enable the OSFP Reports in Cisco
Service Control Collection Manager. For details on enabling the OSFP Reports in Cisco Service Control
Collection Manager, see the Cisco Service Control Collection Manager User Guide.
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. Installing 0S Fingerprinting Signatures

Installing OS Fingerprinting Signatures

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Procedure

(Optional) Using Network Navigator, add the device on which you need to install the signatures.
Enable OS Fingerprinting.

See the Enabling OS Fingerprinting, on page 244 section.

Apply the configuration to the device.

In the Site Manager tree, right-click a Cisco SCE device.

A popup menu appears.

From the menu, select Install OS Finger Printing Signature... .

%)SCE Software Installation Wizard...
= Apply Service Configuration. ..
4@ Retrieve Service Configuration. ..

(i3 Online Status...
711! Generate Tech Support Info File. ..

@Insmll 05 Finger Printing Signature...
f tnstall Protocol Pack (SPQD). .

Advanced »
Configuration Wizards 3
Editing 3 =
o
Show Properties View =3

246780.jpg

The Password Management dialog box appears. For details on password management, see the Password
Management, on page 112 section.

Enter the User Name and Password, and click Update.
The Update OSFP Signature window appears.

Enter the path to signature file in the Select OSFP Signature File field or Browse to the signature file.
Click Finish.
A confirmation message appears in the Console.

Viewing Subscriber 0S Information

Step 1

Procedure

Enable OS Fingerprinting. See the Enabling OS Fingerprinting, on page 244 section.

Step2  Apply the configuration to the device.

Step 3

From Subscriber Manager, view the Subscriber list..
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Disabling OS Fingerprinting .

Step4 Right-click on the device, and select View Online Status .

The online status of the subscriber appears near the console panel with the OS information. The OS
Fingerprinting is available for Anonymous Groups through Anonymous Group Manager GUI Tool.

Disabling OS Fingerprinting
Procedure

Step1 In the Service Configuration Editor, select Configuration > OS Finger Print... .
The OS Finger Printing Settings dialog box appears.

Step2 Uncheck the Enable OS Finger Printing check box.

The 0S Fingerprinting CLI

Use the following CLI command in EXEC mode to monitor the OS details of the subscriber:

show os-fingerprinting subscriber-name
In this example, Cisco SCE has detected a NAT and behind the NAT two OS. One is iOS with an index
number 65 and another OS that is not known to Cisco SCE:

Configuring Policy for DNS Assisted Classification

By default, the DNS traffic is bypassed via the default flow-filters configured in the policy. We need to disable
DNS(to network) and DNS(to subscriber) flow-filters and enable first packet classification for DNS traffic,
since the packets per DNS-flow are very less and in most of the cases there are only two packets; For example,
Request and Response

To configure Policy for DNS Assisted Classification, follow the below procedure:

Procedure

Step1 In the existing service configuration policy, select Policy tab and the select Filtered Traffic from the left
navigation pane.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Configuring Policy for DNS Assisted Classification

|

Step3  Select Configuration > Policies > System Settings... from the Policies :Filtered Traffic window.
The System Settings dialog box appears.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Configuring Policy for DNS Assisted Classification .

System Mode Advanced Options |

Advanced service configuration options control the more sophisticated
and less Frequently changed attributes of the system,

(7 oK | Cancel

Step4 Seclect Advanced Options tab and click Advanced Service Configuration Options ... The Advanced Service
Configuration Options window appears.

Step5 Under Classification properties, add a value 53 to the UDP ports for which flow should be opened on first
packet option.
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Step6 Click Ok to close Advance Service Configuration Options window.

Step7 Click Ok to close System Settings dialog box.
Apply the Service configuration policy to the SCE.
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CHAPTER

Traffic Accounting and Reporting Using the
Service Configuration Editor

This chapter explains how to work with usage counters and Raw Data Records (RDRs).
Traffic Accounting and Reporting is the second step in creating a Cisco SCA BB service configuration. This
chapter consists of these sections:

¢ Usage Counters, page 251

» Raw Data Records, page 252

* NetFlow Records , page 252

* Managing RDR Settings, page 252

Usage Counters

The Cisco SCA BB collects and maintains various network metrics (such as volume and number of sessions)
per service. This accounting takes place per subscriber, per group of subscribers (package or group of packages),
and for the entire link.

Service Usage Counters

The system uses the service usage counters to generate data about the total use of each service. A service can
use either its own usage counters, or the usage counters of its parent service. For example, in the default service
configuration the SMTP and POP3 services share the E-Mail service usage counters. Service hierarchy
determines the assignment of services to usage counters. For details on how to configure the service hierarchy,
see Editing Services , on page 165 section.

Package Usage Counters
The Cisco SCA BB also collects and maintains various network metrics per package.

The system uses the package usage counters to generate data about the total use of each package. A package
can use either its own usage counters, or the usage counters of its parent package. The package hierarchy
determines the assignment of packages to usage counters. For details on how to configure the package hierarchy,
see Setting Advanced Package Options, on page 322 section.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Raw Data Records

Cisco Service Control Engine (Cisco SCE) platforms generate and transmit Raw Data Records (RDRs) that
contain information relevant to the service provider. These RDRs contain a wide variety of information and
statistics, depending on the configuration of the system.

+ All RDR data is based on Layer 3 volume.
* RDRs are not generated for filtered traffic. For details, see Traffic Flow Filtering, on page 399 section.

The content and structure of each type of RDR is listed in the “Raw Data Records: Formats and Field Contents”
chapter of Cisco Service Control Application for Broadband Reference Guide.

NetFlow Records

* You enable and disable the export of NetFlow records using the CLI.

You can export records per supported RDR type. The data in the following RDR types can be exported
using NetFlow:

° Subscriber Usage RDR
» Package Usage RDR
°Link Usage RDR

> Zone Usage RDR

» The NetFlow records can be sent to more than one collection device.

* NetFlow records can be generated concurrently with RDRs.

Managing RDR Settings

This section explains how to configure the generation of the different types of RDRs.

The content and structure of each type of RDR is listed in the “Raw Data Records: Formats and Field Contents”
chapter of Cisco Service Control Application for Broadband Reference Guide.

* RDRs are not generated for filtered traffic (see Traffic Flow Filtering, on page 399 section).
» All RDR data is based on Layer 3 volume.

The RDR Settings Dialog Box

The RDR Settings dialog box allows you to control the generation of RDRs for an entire service configuration.
This dialog box contains seven tabs:

» Usage RDRs tab—Allows you to enable the generation each type of Usage RDR, and define their
generation intervals
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Managing Usage RDRs .

* Transaction RDRs tab—Allows you to enable the generation of Transaction RDRs and define their
maximum rate of generation

* Quota RDRs tab—Allows you to enable the generation of each type of Quota RDR, and define their
generation parameters

* Transaction Usage RDRs tab—Allows you to specify the packages and services for which Transaction
Usage RDRs are generated

* Log RDRs tab—Allows you to specify the packages and services for which Log RDRs are generated

* Real-Time Subscriber RDRs tab—Allows you to enable the generation of Real-Time Subscriber Usage
RDRs, and define their generation intervals and maximum rate of generation

* Real-Time Signaling RDRs tab—Allows you to specify the packages and services for which Real-Time
Signaling RDRs are generated

A

Note = Media Flow RDRs and Malicious Traffic Periodic RDRs are enabled and configured in the Advanced
Service Configuration Options, on page 435.

Managing Usage RDRs

The five types of Usage RDRs contain data about total usage of all services included in a service usage counter:
* Link Usage RDRs—For the entire link
* Package Usage RDRs—For all subscribers to a particular package
* Subscriber Usage RDRs—For a particular subscriber
* Virtual Links Usage RDRs—For a particular group of virtual links

* Zone Usage RDRs—For the entire zone

You can enable or disable the generation of each type of Usage RDR, and set the generation interval for each
type of Usage RDR. You can limit the generation rate of Subscriber Usage RDRs. This is advisable when
there are a large number of subscribers.

By default, all four types of Usage RDRs are enabled. (Virtual Links Usage RDRs are enabled by default only
if Virtual Links mode was enabled when you created the service configuration.)

)

Note  Usage RDRs are not generated for blocked sessions. A session is blocked if the service to which the session
is mapped is blocked for the package for this subscriber (see Defining Per-Flow Actions for a Rule, on
page 335 section), or if the subscriber has exceeded the allowed quota for this service (see Quota
Management, on page 360“Managing Quotas” section on page 9-90 ).

For detailed information regarding the RDR purpose, default destination, content, generation logic, tag, and
fields, see the following sections in Cisco Service Control Application for Broadband Reference Guide :

* Link Usage RDR
* Package Usage RDR

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* Subscriber Usage RDR
» Virtual Link Usage RDR
» Zone Usage RDR

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > RDR Settings .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 2

Step 3

The RDR Settings dialog box appears.
Figure 168: RDR Settings

3£ RDR Settings )

Managing Usage RDRs

Loa RDRs | Real-Time Subscriber RDRs | Real-Time Signaling RDRs
Transaction RDR.s | Quota RDRs | Transackion Usage RDRs

~Link Usage RDRs

Link Usage RDRs are generated at fixed intervals, They report the tokal usage of a particular service counter
far the entire link,

[# Generate Link Usage RDRs once every |5 minutes, for each service

~Package Usage RDRs

Package Usage RDRs are generated at fixed intervals, They report the total usage of a particular service
counter, generated by all subscribers in a group of packages.

[# Generate Package Usage RDRs once every |5 minutes, for each service

~Subscriber Usage RDRs

Subscriber Usage RDRs are generated at fixed intervals, They report the amount of usage consumed by an
individual subscriber for each service counter,

[¥ Generate Subscriber Usage RDRs once every IlU minutes, for each service

Limit the total rate of Subscriber Usage RDRs to IEUU RDRs per second

~Virtual Links Usage RDRs

Virtual Links Usage RDRs are generated at fixed intervals, They report the kokal usage of a particular service
counter, generated by all subscribers in a group of virtual links.

[¥ Generate Virtual Links Usage RDRs once every |5 minutes, for each service

Limit the total rate of Virkual Links Usage RDRs to (100 RODRs per second

-Zone Usage RDRs

Zone Usage RDRs are generated at fixed intervals, They report the bokal usage of a particular service counter
far the entire zone,

[¥ Generate Zone Usage RDRs once every IS minutes, for each service

Limit the total rate of Zone Usage RDRs to IlUU RDRs per second

(7 OK I Cancel

208051

To enable the generation of a selected type of Usage RDR, check the appropriate Generate Usage RDRs check

box.

To disable the generation of a selected type of Usage RDR, uncheck the appropriate Generate Usage RDRs

check box.

To change the generation interval for a selected type of Usage RDR, enter the interval in minutes between
each generation of this type of Usage RDRs in the appropriate Generate Usage RDRs field.

Note  The interval rate entered in the Subscriber Usage RDR, Virtual Links Usage RDR, and Zone Usage

RDR fields is divided by the number of traffic processors present in the Cisco SCE and the same

gets updated in the respective tunable.
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Step4 To limit the generation rate of Subscriber Usage RDRs, enter the maximum number of Subscriber Usage
RDRs to be generated per second in the Limit the Total Rate of Subscriber Usage RDRs field.

Step5 Click OK.
The RDR Settings dialog box closes.

The new configuration for the generation of Usage RDRs is saved.

Managing Transaction RDRs

Each Transaction RDRs contain data about a single network transaction. The Cisco SCE platform can generate
Transaction RDRs for selected service types. You can use these RDRs, for example, to generate statistical
histograms that help understand the traffic traversing the network.

You can enable or disable the generation of Transaction RDRs, set the maximum number of Transaction
RDRs generated per second, and select for which services these RDRs are generated. You can also assign a
relative weight to each service. The relative weight determines the relative number of Transaction RDRs that
are generated for this service, compared to other services.

By default, at most 100 Transaction RDRs are generated per second, and all services are given the same
weight.

For detailed information regarding the RDR purpose, default destination, content, generation logic, tag, and
fields, see the “Transaction RDR” section in the Cisco Service Control Application for Broadband Reference
Guide.

Procedure

Step1 From the Classification tab in the left pane, choose Configuration > Classification > RDR Settings .
The RDR Settings dialog box appears.

Step2 Click the Transaction RDRs tab.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 3

Step 4
Step 5
Step 6

Step 7

RDR Settings

Managing Transaction RDRs .

The Transaction RDRs tab opens.

Figure 169: Transaction RDRs Tah
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To enable the generation of Transaction RDRs, check the Generate Transaction RDRs check box.
To disable the generation of Transaction RDRs, uncheck the Generate Transaction RDRs check box.

To change the maximum generation rate for Transaction RDRs, enter the desired rate in the Limit the Total
Rate of Transaction RDRs field.

To disable the generation of Transaction RDRs for a selected service, uncheck the Enabled check box next
to the service name.

To set the relative weight for a selected service, double-click in the appropriate cell in the Relative Weight
column, and enter the desired weight.

Click OK.
The RDR Settings dialog box closes.

The new configuration for the generation of Transaction RDRs is saved.
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Managing Quota RDRs

Step 1

Each Quota RDR contains data for a single subscriber. There are four types of Quota RDRs:

* Quota Breach RDRs—Generated when a quota breach occurs, that is, when services that try to consume
from a depleted quota bucket.
A breached service is handled according to its breach-handling settings. For example, when the quota
for a service is consumed, you can block its flows.

* Remaining Quota RDRs—Generated as quota is consumed, but only if a bucket state has change since
the last Remaining Quota RDR was generated.

* Quota Threshold Breach RDRs—Generated when the remaining quota in a bucket falls below a threshold.
External systems can treat this RDR as a quota request and provision the subscriber with an additional
quota before the bucket is depleted.

* Quota State Restore RDRs—Generated when a subscriber is introduced. When a subscriber logs out,
their remaining quota is stored in the Cisco Service Control Subscriber Manager (SM). When the
subscriber logs in again, this quota is restored from the SM.

You can enable or disable the generation each type of Quota RDR and define the rate of generation of these
RDRs.

» For Remaining Quota RDRs, you can set the generation interval, and limit the generation rate (advisable
when there are a large number of subscribers).

* For Quota Threshold RDRs, you can configure the threshold.

By default, all Quota RDRs are disabled.

For detailed information regarding the RDR purpose, default destination, content, generation logic, tag, and
fields, see the following sections in the Cisco Service Control Application for Broadband Reference Guide:

* Quota Breach RDR

* Remaining Quota RDR

* Quota Threshold Breach RDR
* Quota State Restore RDR

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > RDR Settings .
The RDR Settings dialog box appears.

Step2 Click the Quota RDRs tab.
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Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

The Quota RDRs tab opens.

Figure 170: Quota RDRs Tab
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Managing Quota RDRs

To enable the generation of Quota Breach RDRs, check the Generate Quota Breach RDRs check box.
To enable the generation of Remaining Quota RDRs, check the Generate Remaining Quota RDRs check box.
To change the generation interval of Remaining Quota RDRs, in the Generate Remaining Quota RDRs field,

enter the interval in minutes between each generation of the RDR.

To limit the maximum generation rate of Remaining Quota RDRs, in the Limit the Total Rate of Remaining

Quota RDRs field, enter the maximum number of Remaining Quota RDRs to be generated per second.

To enable the generation of Quota Threshold RDRs, check the Generate Quota Threshold RDRs check box.
To change the Threshold for Quota Threshold RDRs, in the Generate Quota Threshold RDRs field, enter the

threshold for which Quota Threshold RDRs are generated.

To enable the generation of Quota State Restore RDRs, check the Generate Quota State Restore RDRs check

box.

Step 10 Click OK.
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The RDR Settings dialog box closes.

The new configuration for the generation of Quota RDRs is saved.

Managing Transaction Usage RDRs

A

Transaction Usage RDRs are generated for all transactions of selected packages or for selected services per
package. Each Transaction Usage RDR contains data about a single network transaction. You can use these
RDRs, for example, to build detailed usage logs for specific services and subscribers for transaction-based
billing.

Caution

)

Generating and collecting an RDR for each transaction can compromise performance. Enable Transaction
Usage RDR generation only for services and packages that must be monitored or controlled.

You can select the packages and services for which Transaction Usage RDRs are generated. The following
RDRs are also generated for these packages and services:

* HTTP Transaction Usage RDR
* RTSP Transaction Usage RDR
* VoIP Transaction Usage RDR

By default, no Transaction Usage RDRs are generated.

Note

Step 1

Step 2

Media Flow RDRs are enabled using the Advance Service Configuration Options. When enabled, Media
Flow RDRs are generated at the end of every SIP and Skype media flow. You can use the Media Flow
RDRs to distinguish between SIP voice and video calls. For details on enabling Media Flow RDRs, see
Editing Advanced Service Configuration Options , on page 443 section.

For details on the RDR purpose, default destination, content, generation logic, tag, and fields, see the following
sections in the Cisco Service Control Application for Broadband Reference Guide :

* Transaction Usage RDR

* HTTP Transaction Usage RDR
* RTSP Transaction Usage RDR
* VoIP Transaction Usage RDR

Procedure

From the Classification tab in the left pane of Service Configuration Editor window, choose Configuration >
Classification > RDR Settings .
The RDR Settings dialog box appears.

Click the Transaction Usage RDRs tab.
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Managing Transaction Usage RDRs .

The information under the Transaction Usage RDRs tab is displayed.

Figure 171: Transaction Usage RDRs Tah
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Step3 Check one or more of the following types of Transaction Usage RDRs to be generated:
* Generic TUR

* Only IPV6 TUR
* Protocol Specific TURs (include protocol specific information)

 Extended TURs (include extended protocol specific information)

If you select Only IPV6 TUR, the Only IPV6 TUR checkbox is enabled. Check this box to generate only the
IPv6 TUR.

If you check Protocol specific TURs, the ClickStream HTTP TURs only checkbox is enabled. Check this box
to generate only the HTTP TUR with clickstream signature for the selected service and packages.
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Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Step 13
Step 14

If you check Extended TURS, the Anonymize - Encrypt Personally Identifiable Information checkbox is
enabled. Check this box to anonymize data.

(Optional) To enable the generation of Transaction Usage RDRs for a selected package, check the check box
next to the package name in the package tree.
The package expands to show all component services of the package; all services are checked.

Enable the generation of Transaction Usage RDRs for selected services of a package.
Expand the node of the desired package.

Check the check box next to the service name of each service for which a Transaction Usage RDR is to be
generated.

(Optional) Limit the generation of Transaction Usage RDRs by session size.

Check the Generate TUR only for sessions exceeding check box.
The Bytes field is enabled.

Enter the minimum session size in bytes for which a Transaction Usage RDR should be generated for the
session.

(Optional) Enable the generation of additional, interim Transaction Usage RDRs for long flows. (Usually, a
Transaction Usage RDR is generated only when a flow closes.)

Check the Enable Interim TUR to be generated every check box.
The Minutes field is enabled.

Enter the required time in minutes between each generation of a Transaction Usage RDR for each flow.

Click OK.
The RDR Settings dialog box closes.

The new configuration for the generation of Transaction Usage RDRs is saved.

Managing Log RDRs

N

Log RDRs, which provide information about system events, are generated in response to specific actions or
state changes.

There are two types of Log RDRs:
* Blocking RDRs—Generated each time a transaction is blocked

* Breach RDRs—Generated each time a bucket exceeds the global threshold

You can set the maximum number of Log RDRs generated per second. You can select the packages and
services for which Blocking RDRs are generated.By default:

* Blocking RDRs are generated for all packages

» Breach RDRs are always generated

Note

A maximum of 20 Log RDRs are generated for each second.
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Step 1

Step 2

Step 3

Step 4

Step 5

Managing Log RDRs .

For details on the RDR purpose, default destination, content, generation logic, tag, and fields, see the Blocking
RDR and Quota Breach RDR sections in the Cisco Service Control Application for Broadband Reference
Guide:

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > RDR Settings .
The RDR Settings dialog box appears.

Click the Log RDRs tab.
The Log RDRs tab opens.

Figure 172: Log RDRs Tab
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To change the maximum generation rate for Log RDRs, enter the desired rate in the Limit the Total Rate of
Log RDRs field.
Note  The limit rate entered in the Log RDRs field is divided by the number of traffic processors present

in the Cisco SCE. The same rate also gets updated in the respective tunable.
To enable the generation of Blocking RDRs for selected packages, check the check box next to the package

name in the package tree.
The package expands to show all component services of the package; all the services are checked.

Enable the generation of Blocking RDRs for selected services of a package.
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Step 6

a) Expand the node of the desired package.
b) Check the check box next to the service name of each desired service.

Click OK.
The RDR Settings dialog box closes.

The new configuration for the generation of Log RDRs is saved.

Managing Real-Time Subscriber Usage RDRs

Real-Time Subscriber Usage RDRs, which report subscriber usage, are generated for each individual subscriber
for each service used, at specified intervals. These RDRs permit a more granular monitoring of selected
subscribers when necessary.

For details on selecting the subscribers to be monitored, see Selecting Subscribers for Real-Time Usage
Monitoring .

Note

Step 1

Generating and collecting Real-Time Subscriber Usage RDRs for many subscribers can compromise
performance. Enable Real-Time Subscriber Usage RDR generation only for subscribers that must be
monitored.

You can enable or disable the generation of Real-Time Subscriber Usage RDRs, set the generation interval
for these RDRs, and set the maximum number generated per second.

By default, Real-Time Subscriber Usage RDRs:
* Are enabled (but only for selected subscribers)
* Are generated for each subscriber once every minute

* Are limited to 100 RDRs generated per second

For details on the RDR purpose, default destination, content, generation logic, tag, and fields, see the “Real-Time
Subscriber Usage RDR” section in the Cisco Service Control Application for Broadband Reference Guide.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > RDR Settings .
The RDR Settings dialog box appears.

Step2 Click the Real-Time Subscriber RDRs tab.
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Step 3
Step 4

Step 5

Step 6

Managing Real-Time Subscriber Usage RDRs .

The Real-Time Subscriber RDRs tab opens.

Figure 173: Real-Time Subscriber RDRs tab

RDR Settings

Llsage RDRs | Iransaction.Rbés ok a FDORS Transaction Llsage RDRs
LogRORs | Real-Time Subscriber RORs Real-Time Signaling RDRs

Real-Time Subscriber Usage RDRs -

Real-Time Subscriber Usage RDRs are generated at fixed intervals, They report the amount of
usage consumed by an individual subscriber For each service (which was actually used), to allow
rmore granular monitoring of selected subscribers.

Generate Real-Time Subscriber Usage RDRs once every :1 -. minutes, for each service

Lirnit the katal rate of Real-Time Subscriber Lsage RDRs to 'I_DD ' RDRs per second

[ QK ” Cancel ]
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To enable the generation of Real-Time Subscriber Usage RDRs, check the Generate Real-Time Subscriber
Usage RDRs check box.

To change the generation interval for Real-Time Subscriber Usage RDRs, enter the desired interval in minutes
between each generation of the RDRs in the Generate Real-Time Subscriber Usage RDRs field.

To limit the generation rate of Real-Time Subscriber Usage RDRs, enter the maximum number of Real-Time
Subscriber Usage RDRs to be generated per second in the Limit the total rate of Real-Time Subscriber Usage
RDRs field.

Click OK.
The RDR Settings dialog box closes.

The new configuration for the generation of Real-Time Subscriber Usage RDRs is saved.
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Managing Real-Time Signaling RDRs

Real-Time Signaling RDRs can be used to signal external systems concerning events detected by the Cisco
SCE platform, allowing real-time actions to be taken across the network.

Real-Time Signaling RDRs, are generated at the beginning and end of a flow, at specified intervals after the
beginning of the flow, and at the beginning and end of a network attack.

There are two groups of Real-Time Signaling RDRs:
* Flow Signaling RDRs:
° Flow Start Signaling RDRs
° Flow Stop Signaling RDRs
> Flow Interim Signaling RDRs

» Attack Signaling RDRs:
o Attack Start Signaling RDRs
° Attack Stop Signaling RDRs

You can enable or disable the generation of Flow Signaling RDRs for selected packages, or for selected
services per package. You can set the generation interval for Flow Interim Signaling RDRs, which can be
generated only if Flow Start and Flow Stop Signaling RDRs are enabled.

You can enable or disable the generation of Attack Signaling RDRs for selected packages.

Note

Step 1

Malicious Traffic Periodic RDRs are enabled and configured in Editing Advanced Service Configuration
Options , on page 443.

For detailed information regarding the RDR purpose, default destination, content, generation logic, tag, and

fields, see the following sections in the Cisco Service Control Application for Broadband Reference Guide :

* Flow Start RDR

* Flow End RDR

* Ongoing Flow RDR
« Attack Start RDR

« Attack End RDR

By default, no Real-Time Signaling RDRs are generated.

Procedure

From the Classification tab in the left pane, choose Configuration > Classification > RDR Settings .
The RDR Settings dialog box appears.

Step2 Click the Real-Time Signaling RDRs tab.
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Step 3

Step 4

Step 5

Step 6

Step 7

Managing Real-Time Signaling RDRs .

The Real-Time Signaling RDRs tab opens.

Figure 174: Real-Time Signaling RDRs Tab

RDR Settings

Usage RORs Transaction RDRs | CuotaRDRs |l Transaction_Lls_auE.RDRs
LogRORs | Real-Time Subscriber RDRs Real-Time Signaling RURs

Real-Time Signaling

Real-Time Signaling RORs are generated at the beginning and end of a flow, at specified intervals
during the Flow's life cycle, or at the beginning and end of a netwark, attack,

These RDRs signal events detected by the SCE ko external systems (such as PCMM compliant
systems), ko enable real-time actions across the nebwork.

| Flow Signaling | Attack Signaiing)

[ Enable Flow Start and Flow Stop Signaling RDRs

Packages and services For which to generate Realtime Signaling RDRs:
[7 24 Select/Deselect &l i
[ ] befaul: Package

[ Unknowen Subscriber Traffic

[ QK ” Cancel ]
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To enable the generation of Flow Start and Flow Stop Signaling RDRs, check the Enable Flow Start and Flow

Stop Signaling RDRs check box.

Note  Generation of Flow Start and Flow Stop Signaling RDRs is not supported when unidirectional
classification is enabled. If you try to check the Enable Flow Start and Flow Stop Signaling RDRs
check box when unidirectional classification is enabled, an RDR Settings Error message appears.

lick OK ti t Step 8.
The Ena‘tgel%liow Iﬁt%rrlldnf %?glrlllﬁ?n?g RI%%S check box is enabled.

To enable the generation of Flow Interim Signaling RDRs, check the Enable Flow Interim Signaling RDRs
check box.
The Enable Flow Interim Signaling RDRs field is enabled.

To change the generation interval for Flow Interim Signaling RDRs, enter the interval in minutes between
each generation of the RDRs in the Enable Flow Interim Signaling RDRs field.

To enable the generation of Flow Interim Signaling RDRs for selected packages, check the check box next
to the package name in the package tree.
The package expands to show all component services of the package; all the services are checked.

To enable the generation of Flow Interim Signaling RDRs for selected services of a package:

a) Expand the node of the desired package.
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b) Check the check box next to the service name of each desired service.

Step8 To enable the generation of Attack Signaling RDRs:
a) In the body of the Real-Time Signaling RDRs tab, click the Attack Signaling tab.

Figure 175: Attack Signaling Tab

Flows Sigraling

[1Enable Attack Start and Attack Stop Signaling RORSs

Packages For which to generate Attack Signaling RDRs:

[ pefault Package
[ Unknowin Subscriber Traffic

158933

b) Check the Enable Attack Start and Attack Stop Signaling RDRs check box.

Step9 To enable the generation of Attack Signaling RDRs for selected packages, check the check box next to the
package name in the package list.

Step 10 Click OK .
The RDR Settings dialog box closes.

The new configuration for the generation of Real-Time Signaling RDRs is saved.
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CHAPTER 9

Traffic Control Using the Service Configuration
Editor

The Traffic Control capabilities of the Service Control Engine (Service Control platform, and the Cisco
Service Control Application for Broadband) are used to limit and prioritize traffic flows. Control of traffic
is based on parameters such as the service of the flow, the package of the subscriber, and the quota state of
the subscriber. This chapter consists of these sections:

* Introduction to Managing Bandwidth, page 269

* Introduction to Managing Virtual Links, page 305
* Introduction to Managing Packages, page 318

* Introduction to Add-on Packages, page 326

« Introduction to Managing Rules, page 331

¢ Quota Management, page 360

» Unknown Subscriber Traffic, page 377

Introduction to Managing Bandwidth

The upstream and downstream interfaces are each assigned one default global controller. You can add additional
global controllers.

The number of global controllers a service configuration can contain varies based on the Cisco SCE hardware.
The maximum number of global controllers including the default global controllers are:

After you have defined global controllers, you can add subscriber BW controllers (BWCs) to packages, and
map these subscriber BWCs to different global controllers.

Note

In release 3.7.5, the global bandwidth controller for IPv6 works in the subscriberless mode. The IPv6
traffic is mapped to a default subscriber (N/A). Bandwidth control should be performed on the Unknown
Subscriber Package. The maximum and the default package ID of the Unknown Subscriber value is 4999.
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A

Note  Ifyouenable or disable Virtual Links mode, all user-defined global controllers are deleted from the service
configuration. A subscriber BWC that pointed to a user-defined global controller now points to the default
global controller. (Other parameters of these subscriber BWCs remain unchanged.)

Managing Global Bandwidth Overview

The upstream and downstream interfaces are each assigned one default global controller that, by default,
controls the total link traffic. Based on the Cisco SCE hardware, the number of global controllers you can add
to a service configuration varies. For details, see the Introduction to Managing Bandwidth, on page 269
section.

You can also define the bandwidth total link limit to be less than the physical capacity of the Cisco SCE
platform for each interface separately. When another device that has limited BW capacity is next to the Cisco
SCE platform on the IP stream, you can have this limitation enforced in a policy-aware manner by the Cisco
SCE platform, instead of having it enforced arbitrarily by the other device.

Viewing Global Controller Settings
A

Note  Global controller bandwidth is based on Layer 1 volume. Accounting, reporting, and subscriber bandwidth
control in Cisco SCA BB is based on Layer 3 volume.

Procedure

In the Policies tab, click Global Policy .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Viewing Global Controller Settings .

The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Figure 176: Global Bandwidth Settings

Q *znew service configuration EE.-\\_
Palicies : Global Palicy

L& Palicies = ClassiFicatiDn| -Global Upstream Policy

frj-' @ + X E oot = Tokal Link Limit: Link 1; Unlimited Edit R.ate Limik. ..

-5 Filkered Traffic Upstream
= E—:. Service Security B 7= Default Global Contealler
e 1 Global Policy

15| Global Rule
fen o Add Onis | Global F'u:ulicil

E.g_g Subscriber Policies

= || Regular Packages ~Global Downstrean Palicy -
{ o befigd Default Package
17 Unkniown Subscriber Package Total Link Limit: Link 1: Unlimited | Edit Rate Limit. ..

& Package Combinations

Doweniskreann

7= Default Global Controller

~Global Policy Preferences-

Enable Global Priotitization Mode, Enforce bandwidth limitation on the
af all links.

Edit Preferences. .. ]

The two check boxes near the top of the Global Controllers tab are used only in dual-link systems (see
Introduction to Defining Global Controllers, on page 274 section).

The main part of the pane contains the Upstream area listing upstream global controllers and the Downstream
area listing downstream global controllers. Each list has two columns:

 Upstream or Downstream —Displays the hierarchy of global controllers, bandwidth controllers, and
service rules. Each global controller has the bandwidth controllers that are connected to it listed as
children. Each bandwidth controller has the service rules associated with it listed as children.

* Policy Description—Summarizes the details of the global controller, bandwidth controller, or service
rule in the corresponding column. In the rows containing the global controller details, the maximum
bandwidth value permitted to this global controller is displayed.

For each global controller, you can set different values for the maximum bandwidth for each of the four time
frames defined by the default calendar. For details, see Managing Calendars Overview , on page 353 section.

* A single value in this field indicates that the maximum bandwidth for this global controller is constant.
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« If each time frame has a different maximum bandwidth, the maximum bandwidth for each time frame
is displayed, separated by commas.

Figure 177: Time Frame Display

i Upstream Palicy Description

274130

B ™= Default Slobal Contraller
[ @@ Defaulk Upstream BWC

« If two time frames have the same maximum bandwidth, the value is not repeated. (So 40,,,100 means
that the first three time frames have a maximum bandwidth of 40 percent of the total link limit, and the
fourth time frame has a maximum bandwidth equal to the total link limit.)

Figure 178: Time Frame Details

Mame CIR (L3 kbps) PIR. (L3 kbps)
=@ Primary |pskream BwC ] Lnlimited
@ Default Upstream BWwC |0 Unlimited b
foED EBWC 1 000 Unlimited 8

Above the area (Upstream or Downstream) of each interface, the total link limit is displayed.

Figure 179: Total Link Time

Tarme IR (L3 Kbps) PIR {L3 kbps) Global Controller AL

. rimary Upskream Bw'c 0 Lnlimited
- Default Upstream Bwic 000 Linlimited Defaulk Global Contraller 1
e BWC 1 9000 Linlimited Defaulk Global Contraller
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Filtering Global Controllers

Procedure
Step1 In the Policies tab, click Global Policy .

The Global Bandwidth Settings are displayed in the right (Rule) pane.
Step2 Click Configure Filters.
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The Filter View dialog box appears.

Figure 180: Filter View

Filter view

Please select a Filker,
The filker is for the display only

(Mo Filker

(&)Filker Unknown Subscriber Package:
() Show only Global Controllers

() Filker Bandwidth Conkrollers

[ Finish l ’ Cancel
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Step3 Choose one of the filter radio buttons:
* No Filter
* Filter Unknown Subscriber Package
 Show only Global Controllers

» Filter Bandwidth Controllers

Step4 Click Finish.
The Filter View dialog box closes and the right (Rule) pane is filtered according to your selection.

Editing the Total Link Limits

You can limit the total bandwidth for each Cisco SCE link passing through the Cisco SCE platform.

For example, if a device connected to the Cisco SCE platform on the IP stream has limited BW capacity, you
can limit the bandwidth for each Cisco SCE link passing through the Cisco SCE platform to match the capacity
of the other device.

A

Note  The total bandwidth here means the limit for each Cisco SCE link and not the aggregated limit on all the
links.
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Introduction to Defining Global Controllers

Step 1

Step 2

Step 3
Step 4

The total link limits, for each Cisco SCE link, for upstream and downstream traffic are defined independently.

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

In the Upstream or Downstream section, click Edit Rate Limit.

Note  The display appearance depends on the global controller mode setting.

Figure 181: SCE Upstream Links - Total Rate Limit

3£ SCE Upstream Links - Total Rate Limit

SCE Upstream Links - Total Rate Limit

Configure the total rate limit For all SCE links.

Selecting ‘Unlimited" means limiting by the physical capacity of the link.
Total rate limit for each SCE link (kbps): | v

s

I 0K l ’ Cancel ]

-
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Select the total rate limit in the Total rate limit for each Cisco SCE link (Kbps) field.

Click OK.
Your changes are saved.

The Global Controller Settings dialog box closes.

Introduction to Defining Global Controllers
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This section describes how to define global controllers in both dual-link and multi-gigabit Ethernet systems.

In both systems, you can define each link separately with equal rates or you can define each link separately
with different rates.

Alternatively, you can apply bandwidth limitations as an aggregate for all links or as an aggregate with
individual control of each links.
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N

Introduction to Defining Global Controllers .

You can:

Control each link separately with equal rate to all links.

Control each link separately without with different rate per link.

Control the links in aggregate and in addition maximum rate per-link, which is equal between all links.
Control the links in aggregate and in addition maximum rate per-link, which is different between the links.
Control the links in Virtual Link mode.

N B W N -

Note

If Virtual Links mode is enabled, bandwidth limitations are applied to the sum of the all links.

Note

A

Any attempt to change the global controller bandwidth for invalid link results in an error message during
apply policy, similar to the following: “Invalid value set on Link ID 6 for upstream GC ‘Default Global
Controller’. Link ID 6 does not exist. Available Link IDs: 1, 2, 3, 4”

To activate the respective edit dialog of the Global Controller settings:

* Double click on a global controller row in the global controller table view on the right main panel of the
Global Policy setting.

* Click on the edit button that is located on the top right main panel of the Global Policy setting.

Note

The behavior is the same whether you configure upstream or downstream GC.

Refer to the following sections for configuration details:

Setting Global Controller Bandwidth Limits Separately with a Different Rate Per Link

Step 1

Step 2
Step 3

Use the following procedure to configure the global controller with a different rate per link.

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box in the right (Rule) pane.

Add global controllers, as described in Adding Global Controllers, on page 310.
Click Edit Preferences.
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Step 4
Step 5

Step 6

Step 7
Step 8

The Global Controllers mode dialog box appears.

Figure 182: Global Controller Mode

Global Controllers mode

Select the Global Controllers mode

Link Mades

In a dual link system, each GC has a counterpart GC on the other link.
1t is possible to configure separate rate limits for each GC on each link,and to enforce a limit on the aggregated rate of this pair of GCs.
Sirtual Links mode allows setting virtual links.,

[CJEnforce B limikation on the sum of kwa links
Enable separate B\W settings For each link

Wirbwal Liriks
[JEnable virkual Links Mode

B'W Prioritization Mode

In Global Prioritization Mode, Flows that go through internal B controllers get their Relative Priority From the BW controller's Assurance Level,
In Subscriber Prioritization Mode, the Flows' Relative Priority is determined by the Relative Priority of the subscriber,

(%) Global Prioritization Mode
() subscriber Priotitization Mods

Finish | [ Cancel

J

Check the Enable separate BW setting for each link check box.

Click Finish .
The Global Controllers mode dialog box closes.

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Select a global controller.

Click the Edit () icon.
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Step 9
Step 10
Step 11

Step 12
Step 13
Step 14

The Global Controller Settings dialog box appears.

Figure 183: Downstream Global Controller Settings

3£ Upstream Global Controller Settings

Global Controller Settings

Configure the rate limit that this global contraller should enfarce.

Marne: DOC_

The global controller enforces a L1 rate limit on traffic that is mapped to ik,
The global controller can enforce an aggregate rate limit across all SCE links,
as well as a separate rate limit per SCE link.

Global Controllers

The global controller can enforce a different rate limit per time frame,

(%) The same rate limit For all bme Frames:
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Single Rate Limit (Kbps)
| Global Contraller | Rate Limit

Introduction to Defining Global Controllers .

A~
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For Link 4 Urlimited
For Link 5 Urlimited
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Note  If the rate limit for all time frames is to be the same, use Step 9. If the rate limit for all time frames

is to vary by time frame, use Step 10.

Set a single value for the maximum bandwidth limit that this global controller carries for each link.

Choose the The same rate limit for all time frames radio button.

Enter the desired value in Kbps for the maximum bandwidth in the Rate limit for the Per Link Global Controller

(in Kbps) field.

Set the maximum limit that this global controller carries to vary according to time frame for each link.

Choose the A different rate limit per time frame radio button.

Enter the desired value for each time frame.
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Figure 184: Upstream Global Controller Settings
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Step 15 Click OK .
Your changes are saved.

Setting Global Controller Bandwidth Limits as the Sum of All Links with a Different Rate Per
Link

In this link control mode, the maximum bandwidth is the sum of links but bandwidth settings can be configured
for each link up the maximum bandwidth for all links. When you create a GC in this mode you can configure
the aggregate global controller of the link and in addition specify a bandwidth limitation per link. This mode
is used when the Cisco SCE serves multiple edge devices and you want to enforce two rules: One aggregate
rule on all the links together and one rule per specific link. In this mode, you can enforce bandwidth limitation
on the sum of all links and enable separate bandwidth settings for each link. You can control the links in
aggregate and set maximum rate per-link which is different between the links.

Use the following procedure to configure global controller as the sum of all links with a different rate per
link.
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Introduction to Defining Global Controllers .

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box in the right (Rule) pane.

Add global controllers, as described in Adding Global Controllers, on page 310.

Click Edit Preferences .
The Global Controllers mode dialog box appears.

Figure 185: Global Controllers Mode

Global Controllers mode
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In a dual link system, each GC has a counterpart GC on the other link.
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Check the Enforce BW limitation on the sum of the links and Enable separate BW setting for each link check
boxes.

Click Finish.
The Global Controllers mode dialog box closes.

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Select a global controller.

Click the Edit (_%) icon.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



Traffic Control Using the Service Configuration Editor

. Introduction to Defining Global Controllers

Step 9

Step 10
Step 11
Step 12
Step 13
Step 14
Step 15
Step 16

The Global Controller Settings dialog box appears.

Figure 186: Upstream Global Controller Settings

3 Upstream Global Controller Settings

Global Controller Settings
Cu:lllfigure the rate limit that this global contraller should enfarce.

Marne: DOC :

The global controller enforces a L1 rate limit on traffic that is mapped to ik,
The global controller can enforce an aggregate rate limit across all SCE links,
as well as a separate rate limit per SCE link.

agogregate Global Controller

The global controller can enforce a different rate limit per time frame,

(%) The same rate limit For all Hime Frames:

() & different rake limit per time Frame
Single Rate Limit (Kbps)

Global Contraller - Rate Limit
| Aggregate Urlimited

Per Link Global Controller
The global controller can enforce a different rate limit per time frame,
(%) The same rate limit For all time frames
() & different rake limit per time Frame
Single Rate Limit (Kbps)

Global Contraller  Rate Limit N
| For Link 1 Urlimited

For Link 2 Urlimited

For Link 3 Unlimited

For Link 4 Urlimited

For Link 5 Urlimited

For Link & Unlimited

For Link 7 Urlimited

For Link § Urlimited

| For Link 9 Urilimited el

[_OK H Cancel ]

275778

Note  If the rate limit for all time frames is to be the same, use Step 9. If the rate limit for all time frames

is to vary by time frame, use Step 10.
Set a single value for the maximum bandwidth limit that this global controller carries.

Choose the same rate limit for all time frames radio button on the Per Link Global Controller tab.

Enter the desired value in Kbps for the maximum bandwidth in the Rate limit for the Link 1 (in Kbps) field.

Repeat Step 9b for each link.

Set the maximum limit that this global controller carries to vary according to time frame.
Choose the A different rate limit per time frame radio button the Per Link Global Controller tab.
Enter the desired value for each time frame.

Repeat Step 10b for each link.
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Figure 187: Downstream Global Controller Settings
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Step 17 Click OK.
Your changes are saved.

Setting Global Controller Bandwidth Limits as the Sum of All Links with an Equal Rate Per
Link

In this link control mode, the maximum bandwidth limitation is configured as sum of all links. When you
create a GC in this mode, you can configure the aggregate global controller of the link and configure the
maximum rate per link. In this mode, you can enforce bandwidth limitation on the sum of all links and control
the links in aggregate and in addition maximum per-link which is equal between all links.

Use the following procedure to configure global controller as the sum of all links with an equal rate per link.
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Step 2
Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

Traffic Control Using the Service Configuration Editor
Introduction to Defining Global Controllers

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box in the right (Rule) pane.

Add global controllers, as described in Adding Global Controllers, on page 310.

Click Edit Preferences .
The Global Controllers mode dialog box appears.

Figure 188: Global Controllers Mode

Global Controllers mode

Select the Global Contrallers mode

Link Modes

In a dual link system, each GC has a counterpart GC on the other link,
It is possible to configure separate rate limits for each GC on each link, and to enforce a limit on the aggregated rate of this pair of GCs.
wirkual Links mode allows setting virkual links,

Enforce B limitation an the sum of twa links
["1Enable separate BYW settings for each link

wirkual Lirks
[C1Enable virtual Links Made

B Prioritization Mods

In Global Prioritization Mode, flaws that go through inkernal BW contrallers get their Relative Priority fram the By controller's Assurance Level.
In Subscriber Prioritization Maode, the Fows' Relative Priority is determined by the Relative Priority of the subscriber.

() Global Prioritization Made
() Subscriber Prioritization Mode

Finish ] [ Cancel

Check the Enforce BW limitation on the sum of the links check box.

Click Finish .
The Global Controllers mode dialog box closes.

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Select a global controller.

Click the Edit (%) icon.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Global Controller Settings dialog box appears.

Figure 189: Upstream Global Controller Settings

3 Upstream Global Controller Settings

Global Controller Settings

Configure the rate limit that this global contraller should enfarce.

Marne: DOC :

The global controller enforces a L1 rate limit on traffic that is mapped to ik,
The global controller can enforce an aggregate rate limit across all SCE links,
as well as a separate rate limit per SCE link.

agogregate Global Controller

The global controller can enforce a different rate limit per time frame,

(%) The same rate limit For all Hime Frames:

() & different rake limit per time Frame
Single Rate Limit (Kbps)

Global Contraller - Rate Limit
| Aggregate Urlimited

Per Link Global Controller
The global controller can enforce a different rate limit per time frame,
(%) The same rate limit For all time frames
() & different rake limit per time Frame
Single Rate Limit (Kbps)

Global Contraller  Rate Limit
| For all Links Urlimited

Introduction to Defining Global Controllers .

[ o

] [ Cancel

l

Note  If the rate limit for all time frames is to be the same, use Step 9.

is to vary by time frame, use Step 10.

275773

If the rate limit for all time frames

Step9 Set a single value for the maximum bandwidth limit that this global controller carries.

Step 10 Choose the The same rate limit for all time frames radio button on the Aggregate Global Controller tab.
Step 11 Enter the desired value in Kbps for the maximum bandwidth in the Rate limit for the Per Link Global Controller

(in Kbps) field.

Step 12 Set the maximum limit that this global controller carries to vary according to time frame.

Step 13 Choose the A different rate limit per time frame radio button the Aggregate Global Controller tab.

Step 14 Enter the desired value for each time frame.
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Figure 190: Upstream Global Controller Settings

3¢ Upstream Global Controller, Settings

Global Controller Settings

Configure the rate limit that this global controller should enforce,

Marme: DOC :

The global controller enforces a L1 rate limit on traffic that is mapped to it
The global controller can enforce an aggregate rate limit across all SCE links,
as well as a separate rate limit per SCE link.

Aggregate Global Controller

The global controller can enforce a different rate limit per time frame.
() The same rate limit For all bime frames

(%) & different rate limit per time frame

Rate Limit per Time Frame (kbps)

Traffic Control Using the Service Configuration Editor

Global Contraller | Time Frame T1 | Time Frame T2 | Time Frame T3 Time Frame T4
| Aogreqate Unlimited Unlimited Unlimited Unlirnited

Per Link Global Controller

The global controller can enforce a different rate limit per time frame.,

) The same rate limit For all ime frames

(© different rate imit per tim frame:

Rate Limit per Time Frame (kKbps)

Global Contraller | Time Frame T1 | Time Frame T2 | Time Frame T3 Time Frame T4
| For all Links Unlinnited Unlirnited Unlirnited Unlirnited

[ o

l [ Cancel

Step 15 Click OK.

Setting Global Controller Bandwidth Limits with Equal Rate for All Links

Use the following procedure to configure the global controller with equal rate for all links.

Step 1

Step 2
Step 3

Your changes are saved.

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box in the right (Rule) pane.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 4
Step 5

Step 6

Step 7
Step 8

Introduction to Defining Global Controllers

The Global Controllers mode dialog box appears.

Figure 191: Global Controllers Mode

Global Controllers mode

Select the Global Controllers mode

Link Modes

In a dual link system, each GC has a counterpart GC on the other link,
It is possible to configure separate rate limits for each GC on eachlink, and to enforce a limit on the aggregated rate of this pair of GCs,
Wirtual Links mode allows setting virtual links,

[C1Enforce B limitation on the sum of two links
[C1Enable separate BYW settings for each link

Wirtual Links
[C1Enable Yirtual Links Mode

B Prioritization Mods

In Global Prioritization Mode, flows that go through internal B\ controllers get their Relative Priority From the EW controller's Assurance Level,
In Subscriber Prioritization Mode, the flows' Relative Priority is determined by the Relative Priority of the subscriber,

(#) Global Prioritization Made
() subscriber Prioritization Mode

Finish ] [ Cancel

|

Verify that the Link Modes check boxes are unchecked.

Click Finish.
The Global Controllers mode dialog box closes.

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Select a global controller.

Click the Edit () icon.
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The Global Controller Settings dialog box appears.

Figure 192: Upstream Global Controller Settings

3 Upstream Global Controller Settings

Global Controller Settings

Configure the rate limit that this global contraller should enfarce.

Marne: DOC_ |

The global controller enforces a L1 rate limit on traffic that is mapped to ik,
The global controller can enforce an aggregate rate limit across all SCE links,
as well as & separate rate limit per SCE link.

Per Link Global Controller

The global controller can enforce a different rate limit per time frame,

(%) The same rate limit For all bme Frames:

() & different rake limit per time Frame
Single Rate Limit (Kbps)
| Global Contraller | Rate Limit
| Far all Links Unlimited

[ o4 H Cancel ]

275767

Note If the rate limit for all time frames is to be the same, use Step 9. If the rate limit for all time frames

is to vary by time frame, use Step 10.
Step9 Set a single value for the maximum bandwidth limit that this global controller carries.

Step 10 Choose the same rate limit for all time frames radio button.

Step 11 Enter the desired value in Kbps for the maximum bandwidth in the Rate limit for the Per Link Global Controller
(in Kbps) field.

Step 12 Set the maximum limit that this global controller carries to vary according to time frame.
Step 13 Choose the A different rate limit per time frame radio button.
Step 14 Enter the desired value for each time frame.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Figure 193: Upstream Global Controller Settings

Introduction to Defining Global Controllers .

3¢ Upstream Global Controller, Settings

Global Controller Settings

Configure the rate limit that this global controller should enforce,

Marme: DOC_

The global controller enforces a L1 rate limit on traffic that is mapped to it
The global controller can enforce an aggregate rate limit across all SCE links,
as well as a separate rate limit per SCE link.

Per Link Global Controller

The global controller can enforce a different rate limit per time frame.

() The same rate limit For all bime frames

© different rate limit per tim frame:

Rate Limit per Time Frame (kbps)

Global Contraller | Time Frame T1 | Time Frame T2 | Time Frame T3 Time Frame T4
| For all Links Unlinnited Unlirnited Unlirnited Unlirnited

OF

H Cancel ]

Step 15 Click OK..
Your changes are saved.

Setting Global Controller Bandwidth for Virtual Links

275768

In this mode, you can control each link separately using configured rate templates and default rates. The
template rate limits are applied to newly created virtual links. The default rate limits are applied to the default

virtual link (virtual link 0).

Procedure

Step1 In the Policies tab, click Global Policy.

The Global Bandwidth Settings dialog box in the right (Rule) pane.

Step2 Add global controllers, as described in Adding Global Controllers, on page 310How to Add Global Controllers,

page 9-7 .
Step3 Click Edit Preferences .
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Step 4

Step 5

Step 6

Step 7
Step 8

The Global Controllers mode dialog box appears.

Figure 194: Global Controllers Mode

Global Controllers mode

Select the Global Controllers mode

Lirk Modes

In a dual link system, each GC has a counterpart GC on the ather link.
It is possible to configure separate rate limits For each GC on each link,and to enforce a limit on the agagregated rate of this pair of GCs.
wirtual Links mode allows sekting wirtual links,

Wirkual Links
Enable virtual Links Mode

B'W Prioritization Mode

In Global Prioritization Made, flaws that go through internal By contrallers get their Relative Priority From the BW controllet's Assurance Lewvel,
In Subscriber Prioritization Made, the Flows' Relative Priority is determined by the Relative Priority of the subscriber.

(#) Global Prioritization Mode
(3 Subscriber Prioritization Mode

Finish ] [ Cancel

Check the Enable Virtual Links Mode check box.

Click Finish.
The Global Controllers mode dialog box closes.

Note By default, the Virtual Link Mode works only in Subscriber Prioritization Mode.

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Select a global controller.

Click () Edit.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 10
Step 11
Step 12
Step 13
Step 14

The Global Controller Settings dialog box appears.

Figure 195: Upstream Global Controller Settings

3 Upstream Global Controller Settings

Global Controller Settings

Zonfigure the rake limit that this global controller should enforce,

Tame: Wirkual-Link Global Contraller

The global controller enforces a L1 rate limit on traffic that is mapped toit,
The global controller enforces an aggregate rate limit across all SCE links
belonging to the same virtual link.

In wirtual links mode, rate limits for each virkual link are provisioned
dynamically ko the SCE, vet 'Template' and 'Default’ values allow static
proviasioning:

‘Template’ rate limits apply to newly-created virkual links.

‘Tiefault’ rate limits apply to the defaulk virtual link Cvirtual link 03,

Template Wirtual Link

The global contraller can enforce a different rate limik per time Frame,

(#3The same rate limit for all ime frames:

() A different rate limit per time Frame
Single R.ate Limit (Kbps)

Wirkual Link | Rate Limit
Template |nlimited

Default Wirtual Link
The global contraller can enforce a different rate limit per time Frame,
() The same rate limit for all time frames
(3 A different rate limit per time Frame
Single Rate Limit (Kbps)

Wirkual Link | Rate Limit
Defaulk Inlirited

Introduction to Defining Global Controllers .

[ o

] [ Cancel

]

Note

Note

z
i

If the rate limit for all time frames is to be the same for the Template Virtual Link, use Step 9. If the

rate limit for all time frames is to vary by time frame for the Template Virtual Link, use Step 10.
Step9 Set a single value for the maximum bandwidth limit that this global controller carries.

Enter the desired value for each time frame.
If the rate limit for all time frames is to be the same for the Default Virtual Link, use Step 11. If the

Choose the same rate limit for all time frames radio button on the Template Virtual Link tab.

Enter the desired value in Kbps for the maximum bandwidth in the Rate limit for the Link 1 (in Kbps) field.
Set the maximum limit that this global controller carries to vary according to time frame.

Choose the A different rate limit per time frame radio button the Template Virtual Link tab.

rate limit for all time frames is to vary by time frame for the Default Virtual Link, use Step 12.
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Step 15
Step 16
Step 17
Step 18
Step 19
Step 20

Set a single value for the maximum bandwidth limit that this global controller carries.
Choose the The same rate limit for all time frames radio button on the Default Virtual Link tab.

Enter the desired value in Kbps for the maximum bandwidth in the Rate limit for the Link 1 (in Kbps) field.

Set the maximum limit that this global controller carries to vary according to time frame.
Choose the A different rate limit per time frame radio button the Default Virtual Link tab.

Enter the desired value for each time frame.

Figure 196: Upstream Global Controller Settings

3£ upstream Global Controller Settings ] i | Ellil
Global Controller Settings
Configure the rate limit that this global contreller should enforce,
Mame: | gekCl
The global controller enforces a L1 rate limit on traffic that is mapped to it.
The global controller can enforce an aggregate rate limit across all SCE links,
as well as a separate rate limit per SCE link.
rAggregate Global Controller
The global controller can enforce a different rate limit per time frame.,
£~ The zame rate limit for all time frames
& 4 different rate limit per time frame:
Rate Limit per Time Frame (Kbps)
Global Controller | Time Frame T1 | Time Frame T2 | Time Frame T3 | Time Frame T4
Aggregate 1024 2043 Unlimited 4096
r Per Link Global Contraller
The global controller can enforce a different rate limit per time frame.
™ The same rate limit for all time frames
& A different rate limit per time frame
Rate Limit per Time Frame {Kbps)
Global Coniroller | Time Frame T1 | Time Frame T2 | Time Frame T3 | Time Frame T4 | -
For Link 1 1024 256 Unlimited 2048
For Link 2 Unlimited 2493 512 124
For Link 3 Unlimited Unlimited 1024 Unlimited iz
For Link 4 512 1024 Unlimited Unlimited
For Link 5 Urlimited Urlimited 1024 Unlimited
For Link & Unlimited Unlimited Unlimited Unlimited
For Link 7 Unlimited Unlimited Unlimited Unlimited
Err |ink 2 1 Imlimitad 1 Imlimitad in%4a | Inlimitad LI

0K I Cancel

Step 21 Click OK.

Your changes are saved.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Introduction to Managing Subscriber Bandwidth

After you have defined global controllers, you can add subscriber BWCs to packages and map these subscriber
BWCs to different global controllers.

A Subscriber BWC controls subscriber bandwidth consumption for upstream or downstream flows. It controls
and measures the bandwidth of an aggregation of traffic flows of a service or group of services.

Each package has its own set of BWCs that determine the bandwidth available per package subscriber for
each available service.

The two Primary BWCs, one for upstream traffic and one for downstream traffic, allocate bandwidth to specific
subscribers. Bandwidth is allocated based on the Committed Information Rate (CIR), the Peak Information
Rate (PIR), and the Subscriber relative priority settings. You can configure these parameters, but the Primary
BWCs cannot be deleted.

There are two default BWCs, one for upstream traffic and one for downstream traffic. By default, all services
are mapped to one of these two BWCs. The BWC mechanism controls rate subpartitioning within the default
BWC rate control, based on the CIR, PIR, and AL. You can configure these parameters, but the default BWCs
cannot be deleted.

You can add up to 32 user-defined BWCs per package:

* Subscriber BWCs operate at the service-per-subscriber level. They allocate bandwidth for services for
each subscriber, based upon the CIR, PIR, global controller, and Assurance Level (AL) set for the BWC.
Each rule defines a link between the flow of the service and one of the BWCs (unless the flows are to
be blocked). See Defining Per-Flow Actions for a Rule, on page 335 section.

» Extra BWCs also operate at the subscriber level. Extra BWCs (based on the CIR, PIR, global controller,
and AL) can be allocated for services that are not included in the Primary BWC. These are services that
are not often used but have strict bandwidth requirements, for example, video conference calls. The
Extra BWCs are BWCs that control a single service (or service group). BWCs cannot borrow bandwidth
from Extra BWCs and vice versa.

Each user-defined BWC controls either downstream or upstream traffic.

Note

If you enable or disable Virtual Links mode, all user-defined global controllers are deleted from the service
configuration. A BWC that pointed to a user-defined global controller now points to the default global
controller. Other parameters of these BWCs remain unchanged.

The Cisco SCE supports a maximum of 2000 BWCs. You cannot apply a PQB file to a Cisco SCE if the file
contains more than 2000 BWCs. But, the Subscriber BWCs with same values for GC Index, AL Level, PIR,
and CIR are considered as a single BWC; even if the BWCs are mapped to different flows. So, in effect, Cisco
SCA BB may support more than 2000 BWCs.

Subscriber BWC Parameters

The Subscriber BW Controllers tab of the Package Settings dialog box has the following configuration
parameters:

* Name—A unique name for each BWC.

* CIR (L3 Kbps)—The minimum bandwidth that must be granted to traffic controlled by the BWC.
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* PIR (L3 Kbps)—The maximum bandwidth allowed to traffic controlled by the BWC.

)

Note = The minimum bandwidth for a subscriber BWC is 16 Kbps with a granularity of 1 Kbps
and the maximum bandwidth is 1000000 Kbps.

* Global Controller—The global controller with which this BWC is associated. The global controllers are
virtual queues that are part of the bandwidth control mechanism. Direct traffic with similar bandwidth
control properties to the same global controller.

* Assurance Level—How fast bandwidth either decreases from the PIR to the CIR as congestion builds
or else increases from the CIR to the PIR as congestion decreases. A higher AL ensures a higher bandwidth
compared to a similar BWC with a lower AL. The lowest assurance value is 1, the highest is Persistent
(10).

Assurance Level 10 (persistent) never goes below the relevant CIR, unless the total line rate cannot
sustain this value.

* Subscriber relative priority—Assurance Level given to the Primary BWC of the subscriber. It determines
the assurance given to all the subscriber traffic when competing for bandwidth with subscribers to other
packages. The lowest value is 1; the highest is 10.

A

Note  Subscriber bandwidth control (and accounting and reporting) is based on Layer 3 volume. Global controller
bandwidth is based on Layer 1 volume.

Editing Package Subscriber BWCs

Procedure

Step1 In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box in the right (Rule) pane.

Step 2 \
In the right (Rule) pane, select a BWC and click the Edit (—%) icon.

The Package Settings dialog box appears.
Step3 In the Package Settings dialog box, click the Subscriber BW Controllers tab.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 4
Step 5
Step 6

Step 7

Introduction to Managing Subscriber Bandwidth

The Subscriber BW Controllers tab opens.

Figure 197: Subscriber BW Controllers Tab

3£ Package Settings for "Default Package™

| meneral | Quota Management |§5ubscriber BW Controllers | Advanced|

Subscriber BW Conkrollers limit the BW of transaction groups and prioritize bebween transactions of different services
for a single subscriber, They are also used For linking services bo Global Controllers,

rUpskrear —
Subscriber relative priority {upstream): @ @ b 4
Mame CIRL3K... PIR(L3K.. dGlobal Controller AL
[=)-@® Primary |pskream BwC ] Inlimited

=& Default Upstrearn Bywo 0 Unlimited Default Global Controller

rDownskrean
Subscriber relative priority {downskream): @ @ x
Mame CIRL3K... PIR(L3K.. dGlobal Controller AL
Lol Default Downstrearn BWwC (0 Unlimited Default Global Controller 1
@ [ ok l l Zancel ]

sl

Set your requirements for upstream bandwidth control in the Upstream area of the dialog box.
Select a value from the Subscriber relative priority drop-down list.

Set the parameters for the Primary Upstream BWC.

a) In the CIR field, enter the BWC CIR in Kbps.

b) In the PIR field, select Unlimited from the drop-down list, or enter the BWC PIR in Kbps.
<)

To add BWCs to the package, click the Add a sub BW Controller (®) icon once for each additional
BWC.

K @

To add Extra BWCs to the package, click the Add an extra BW Controller (*=* ) icon once for each
additional BWC.

Set the parameters for each BWC (including the Primary and Default BWCs).
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a) (Optional) In the Name field, enter a meaningful name for each BWC. (You cannot rename the Primary
or Default BWCs.)

b) In the CIR field, enter a value for the BWC CIR in Kbps.
c) In the PIR field, select Unlimited from the drop-down list, or enter a value for the BWC PIR in Kbps.
Step 8 Set the global controller, with which this BWC is associated:

a) Click in the Global Controller cell of the BWC, and then click the Browse button that appears.
The Select a Global Controller dialog box appears.

Figure 198: Select a Global Controller

3£ Select a Global Controllers |Z|@

Select a global controllers for the service element
Default Global Contraller

uz
Upstream Controller 1

Cancel

210583

b) Select a global controller and click OK.
c) Select a value from the AL drop-down list.

Step9 Repeat Step 3 for downstream bandwidth control in the Downstream area of the dialog box.

Step 10 Click OK.
The Package Settings dialog box closes.

All changes to the BWC settings are saved.

The effect of Assurance Level on bandwidth allocation for subscriber BWCs will be as follows:

If there are 4 BWCs namely “Priority”, “Gold”, “Silver” and “default” with Assurance Levels 9, 6, 3 and 1
respectively, the “priority” BWC gets the bandwidth first, followed by the "Gold" and the "Silver" BWC. The
“default” BWC will be the last to get the bandwidth.

A Practical Example of Managing Bandwidth

This section explains how to achieve effective bandwidth control by combining the configuration of global
controllers and subscriber BWCs, and gives a practical example.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Configuring Total Bandwidth Control

Step 1

Step 2
Step 3

Step 4
Step 5

Procedure

Configure the necessary global controllers.

Ascertain which services are likely to be problematic, and what the maximum total bandwidth should be for
each. You do not need to configure services and packages that are unlikely to be problematic; you can include
them in the default global controllers.

Configure the subscriber BWCs for the package.

Add a subscriber BWC for each type of upstream or downstream traffic that you want to limit, and configure
the CIR and the PIR accordingly.

Select an appropriate global controller for each subscriber BWC.

For each service that is to have its own BWC, create a rule and select appropriate upstream and downstream
BWCs.

Example for Limiting P2P and Streaming Traffic Using the Console

A

Note

A

This example assumes that the traffic flow is bidirectional; you may decide that you only need upstream
controllers or downstream controllers.

Note

Step 1

The P2P Traffic Optimization wizards allow you to create a simple model of devices, connect to them,
and limit P2P traffic to a specified bandwidth. (See Using the P2P Traffic Optimization Wizards, on
page 81 section.)

Procedure

In the Policies tab, click Global Policy.
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The Global Bandwidth Settings dialog box in the right (Rule) pane.

Step2 Addtwo upstream global controllers and two downstream global controllers and assign the desired bandwidth

to each global controller.

Figure 199: Global Bandwidth Settings

rGlobal Upstrearn Policy

Tokal Link Limit: Link 1t Unlimited | Edit Rake Limit, .. =
Upstream Policy Description
0 Mpb
:--{g# Upstream Global Contraller 1 Link. Bandwidth Limit: 3.0 Mpbs
[+)-@k Default Global Controller |Link Bandwidth Limit: Unlimited
~Global Downstrearn Palicy
Tokal Link Limit: Link 1: Unlimited | Edit Rate Limit... F =

| Downstrean

i@ Downstream Global Controller 1

Policy Description
6.0 Mpb
Link Bandwidth Limit: 2.0 Mphs

(- Default Global Controller

|Link Bandwidth Limit; Unlimited

274076

(Here, Upstream Controller 1 and Downstream Controller 1 is used for P2P traffic, and Upstream Controller
2 and Downstream Controller 2 is used for streaming traffic.)
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A Practical Example of Managing Bandwidth .

In a Package Settings dialog box, add two upstream BWCs and two downstream BWCs, map them to the
appropriate global controllers, and set their parameters (CIR, PIR, AL).

Figure 200: Package Settings

3£ Package Settings for "Default Package™

Subscriber BW Conkrollers limit the BW of transaction groups and prioritize bebween transactions of different services
for a single subscriber, They are also used For linking services o Global Controllers,

rUpskrearn -
Subscriber relative priority {upstream); [l &8 @ @ 4
Mame CIRL3K... PIR(L3K.. dGlobal Controller AL
=)@ Primary |pskream BwC ] Inlimited
-l Diefault Upstrearn BiwiC 0 Unlimited Default Global Controller 1
il BWC 1 0 Unlimited IJpstream Global Controller 1 1
il BWC 2 0 Unlimited IJpstream Global Controller 2 1
Downskrean
Subscriber relative prioriby {downstream): |1 W @ @ b4
Mame CIRL3K... PIR(LZK.. dGlobal Controller AL
=@ Primary Downstrearn BwiC ] Inlimited
@ Default Downstrearn BwC |0 Unlimited Default Global Controller 1
il BWC 3 ] Unlimited Downstream Global Controller 1|1
il B 4 ] Unlimited Downstream Global Controller 2 |1

| ok

H Cancel ]

mFEm

(Here, BWCl is for upstream P2P traffic and BWC3 is for downstream P2P traffic; BWC?2 is for upstream
streaming traffic and BWC4 is for downstream streaming traffic.)
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Step4 Add a rule for the P2P service.

Figure 201: Add New Rule to Package

Add New Rule to Package "Gold™

General | Contral | Usage Limits | Breach Handling|

Service

Select the Service to which the Rule will relate:

R |

~Rule State-

Defing the state of this Rule:

(%) Enable reparting and active actions

() Disable reporting and active actions

l

OK

H Cancel ]

274075
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Step5 In the Control tab, assign BWC 1 as the upstream BWC and BWC 3 as the downstream BWC.

Figure 202: Control Tab

! General | Cantrol | UUsage Limits || Breach Handling |

Define the per-Flowve action to be performed by this Rule:

() Block the Flaw

() Control the flow's characteristics:

Select an upstream Bandwidth Controller |BWC 1 b |

Select a downstream Bandwidth Conkroller |BWC 3 ~ |
[ Limit the Flow's upstream bandwidth ko | Kbps
[ Lirnit the Flow's downstream bandwidth ta I:I kbps

[] 5et the flow's upstream packets TaS (D3CPYta  Tos L[]

[] 5et the flow's downstream packets ToS (DSCRIta Tos

[ Limit concurrent Flows of this Service ko l:l

Set Co5 for Flows of this Service to |[BE  »

[ Redirect profile for this service:

ver Group 0

[ Mirrar traffic to server group:

@ [ 0K, “ Cancel ]

274128

Step6 Repeat Step 4 and Step 5 for the Streaming service, using BWC 2 as the upstream BWC and BWC 4 as the
downstream BWC.
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All subscriber traffic using these services are added to the virtual queue total for these queues. In turn, the

Traffic Control Using the Service Configuration Editor

bandwidth available to the subscriber for these protocols fluctuate, depending on how “full” these queues are.

Step 7

Figure 203: Rule Hierarchy

Global Upstreann Palicy
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Global Downstream Policy
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Policy Description

d Bandwidth Limit: Unlimited; Link dwidth Linit:

Low Priority [CIR:0 kbps; PIR:Unlimited; AL;1]
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Agagregated Bandwidth Limit: Unlimited; Link Bandwidth Limit:

=@ BWC 3

Low Priority [CIR:0 kbps; PIR:Unlimited; AL;1]

i PEP Rle under Default Package
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=@ Default Global Controller
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surn of all links,
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Configuring a Rule, Bandwidth Controller, and Global Controller Using the

Wizard

You can configure a rule, BWC, and GC together from the Global Policy window.

Procedure

Step1 In the Policies tab, click Global Policy .

The Global Bandwidth Settings are displayed in the right (Rule) pane.

Step 2

The Select addition mode dialog box appears.

Above the area (Upstream or Downstream) of the desired interface, click the Add ( I:.l":') icon.

Step3 Choose the Add a Global Controller and map a Rule and BWC to it radio button.
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Configuring a Rule, Bandwidth Controller, and Global Controller Using the Wizard

Step4  Click Finish.

Step 5
Step 6
Step 7

The GC Selection dialog box appears.

Figure 204: Upstream GC Selection

=13

Upstream GC selection

3 Please chonse a GC {existing or & new GC name)

Please select a Global Controller,
The controller can be an existing one o you can create one,
Select the button to choose an existing GC or bype the name of a new GC.

aC: | | [Select...]

FIR: | Unlimited i

—
273440

In the GC field, enter a new GC name, or click Select to choose an existing GC.

(Optional) In the PIR field, enter the maximum bandwidth limit that this global controller carries in Kbps.

Click Next.
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The Service and Packages selection dialog box appears.

Figure 205: Upstream Service and Packages Selection

Upstream Service and Packages selection

3 Please choose an existing Service

ease select a Service and the Packages.
& Service Rule will be crated For them, if one is not already defined.
The directional pre-breach BwController will be defined in the next page

Service: [ | | select..,

Packages;

| [ Default Package

[] Bronze Package

[ silver Package

[] Gold Package

] unknown Subscriber Traffic

Select all... ] [Deselect all...

Firishi Cancel

243350

Step 8 In the Service field, select an existing service.

Step9 In the Packages section, select one or more packages for the rule to apply to.

If a rule does not exist for the service, it is created. The new, or existing rule is then mapped to the selected
package or packages.

Step 10 Click Next.
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The BWC selection dialog box appears.

Figure 206: Upstream BWC Selection

Upstream BWC selection

3 Please chonse an Upstreanm BWC (existing or a new BWC name)

Please select a BwController,
The controller can be an existing one of you can create one,
Select the button to choose an existing BWC or type the name of a new Ewc,

o]
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Step 11 Enter a new BWC name, or click Select to choose an existing BWC.
Step 12 Click OK..

Configuring the Upstream Configuration of the Global Bandwidth Controller
for IPv6

You can configure the upstream configuration of the global bandwidth controller for IPv6 from the Global
Policy window. For details on managing the bandwidth, see the Introduction to Managing Bandwidth, on
page 269“Managing Bandwidth” section.

Procedure

Step1 In the Service Configuration Editor window, click the Policies tab.
Step2 Under the Policies tab, click Global Policy.
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. Setting Bandwidth Management Prioritization Mode

Step 3

Step 4
Step 5

Step 6
Step 7
Step 8

Step 9

The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Above the area (Upstream or Downstream) of the corresponding interface, click the Add (r"-;;') icon.
The Select Addition mode dialog box is displayed.

Click the Add a Global Controller and map a Rule and a BWC to it radio button to add a global controller
with a rule mapped to it and a BWC added to it.

Select an existing global controller by clicking the Select button or create a new global controller by typing
the name of a global controller.

Enter the PIR value and click Next.
Select the service to control and check the Unknown Subscriber Package check box and Click Next.

Select an existing BWC by clicking the Select button or create a new BWC by typing the name of the BWC.
Click Next.

Double-click on the unknown subscriber package to verify the bandwidth controller and the global controller
association.

What to Do Next

Follow the same procedure for the downstream configuration of the global bandwidth controller for IPv6.

Setting Bandwidth Management Prioritization Mode

Step 1

Step 2

Relative priority is the level of assurance that an internal BWC (iBWC) receives when competing against
other iBWCs for bandwidth.

The relative priority of one of the following modes determines the relative priority of the flow that goes
through an iBWC:

* The iBWC—In Global Prioritization Mode

* The subscriber—In Subscriber Prioritization Mode

Procedure

In the Policies tab, click Global Policy .
The Global Bandwidth Settings are displayed in the right (Rule) pane.

Click Edit Preferences .
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[ 304 | [




Traffic Control Using the Service Configuration Editor

Step 3

Step 4

Introduction to Managing Virtual Links .

The Global Controllers mode dialog box appears.

Figure 207: Global Controllers Mode

Global Controllers mode

Select the Global Contrallers mode

Link Modes

It is possible to configure separate rate limits
Wirtual Links mode allows setting virtual links,

[C1Enable separate BYW settings for each link

Wirkual Links
[C1Enable virtual Links Made

B Prioritization Mode

(%) Global Priatitization Made
() Subscriber Prioritization Mode

In a dual link swstem, each GC has a counterpart GC on the other link,

[C1Enforce B limitation on the sum of twa links

In Global Prioritization Mode, Fows that go through internal B\ controllers get their Relative Priority from the B controller's Assurance Level.
In Subscriber Prioritization Mode, the flows' Relative Priority is determined by the Relative Priority of the subscriber.

for each GC on each link, and ko enforce a limit on the aggregated rate of this pair of GCs,

Firish H Cancel ]

243365

Select one of the BW Prioritization Mode radio buttons.

» Global Prioritization Mode

 Subscriber Prioritization Mode

Click OK .

The Global Controllers mode dialog box closes.

The selected BW management parameter is saved.

Introduction to Managing Virtual Links

In Virtual Links mode, template bandwidth controllers are defined for packages. Actual bandwidth parameters
are assigned when a subscriber enters the system. This bandwidth depends on the package of the subscriber
and the physical link assigned to the subscriber. The package of the subscriber defines the template controllers.

For each service configuration that has Virtual Links mode enabled, there is one default upstream virtual link
and one default downstream virtual link. The upstream and downstream interfaces are each assigned one
default template global controller.

You can add additional template
command-line interface (CLI).

global controllers. You can add, modify, and delete virtual links using a
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Collection Manager Virtual Links Names Utility

N

The number of directional template global controllers limits the maximum number of virtual links. The number
of template global controllers times the number of virtual links cannot exceed 1024 or 4096. Based on the
Cisco SCE hardware, the number of global controllers varies. For details, see the Introduction to Managing
Bandwidth, on page 269section.

To support the DOCSIS 3.0 Downstream bonding, a two level virtual link hierarchy is created for the wideband
channels. The wideband channels are associated with the Aggregate Global Control (AGC) that provides a
constant output signal despite variations in input signal strength. Wideband channels are associated with three
AGCs in a two level hierarchy. At the lower level of the hierarchy, all the DOCSIS 3.0 modems for wideband
are aggregated into one AGC and the other AGC contains both legacy and 3.0 modems. The AGC at the top
level of the hierarchy is used to limit the aggregated bandwidth of the wideband channel.

For more information on the support for DOCSIS 3.0 solution, see the Cisco Service Control for Managing
Remote Cable MSO Links Solution Guide.

For more information on managing the virtual links global controllers, see the Managing Virtual Links Global
Controllers section.

Note

If you enable or disable Virtual Links mode, all user-defined global controllers are deleted from the service
configuration. A subscriber BWC that pointed to a user-defined global controller now points to the default
global controller. (Other parameters of these subscriber BWCs remain unchanged.)

Note

While applying a policy in virtual link mode, if the new template includes a different number of global

controllers than the currently applied template, you must choose the Reset all Virtual Links to Template
Rate Limits. Otherwise, selecting apply results in en error message, similar to the following: “Template
Upstream Virtual Link differ from the one in the SCE - cannot apply without the force template virtual

link option.”

Collection Manager Virtual Links Names Utility

The Cisco Service Control Collection Manager includes a command-line utility for managing the names of
virtual links.

For more information about the Cisco Service Control Collection Manager Virtual Links Names Utility, see
the “Managing Virtual Links” section in the “Managing the Collection Manager” chapter of Cisco Service
Control Management Suite Collection Manager User Guide .

Enabling Virtual Links Mode

A

To use virtual links, you must enable Virtual Links mode.

Note

If you enable or disable Virtual Links mode, all user-defined global controllers are deleted from the service
configuration.
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Procedure

Step1 In the Policies tab, click Global Policy .
The Global Bandwidth Settings are displayed in the right (Rule) pane.

Step2 Click Edit Preferences .
The Global Controllers mode dialog box appears.

Figure 208: Global Controllers Mode

Global Controllers mode

Select the Global Contrallers moda

Lirk Modes

In a dual link system, each GC has a counterpart GC on the other link.
1t is possible to configure separate rate limits for each GC on each link,and to enforce a limit on the aggregated rate of this pair of GCs.

Wirtual Links mode allows setting virtual links.

Wirkual Links
Enable Virtual Links Mods
B'W Prioritization Mode

In Global Prioritization Mode, Flows that go through inkernal Bw controllers get their Relative Priority From the BW controller's Assurance Lewvel,
In Subscriber Priotitization Mode, the Flows' Relative Priority is determined by the Relative Priarity of the subscriber.

(#) Global Prioritization Mode
() Subscriber Prioritization Mode

Finish ][ Cancel ]

275778

Step3 Check the Enable Virtual Links Mode check box.
If you have already added global controllers or if you selected asymmetric routing classification mode, a

warning message appears. To continue, click OK .
The Virtual Links Global Controllers tab opens.

Step4 Click Finish .
The Global Bandwidth Settings dialog box closes.

Viewing Virtual Links Global Controller Settings
A

Note  Global controller bandwidth is based on Layer 1 volume. (Accounting, reporting, and subscriber bandwidth
control in Cisco SCA BB is based on Layer 3 volume.)
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Procedure

Step1 In the Policies tab, click Global Policy .
The Global Bandwidth Settings are displayed in the right (Rule) pane.

The maximum amount of bandwidth that can be used by any global controller is displayed at the top of the
Global Bandwidth Settings:

» Total Link Upstream Bandwidth Limit: Link 1

» Total Link Downstream Bandwidth Limit: Link 1

Step 2 : .
Select a global controller, and click the Edit (—x) icon.
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The Global Controller Settings dialog box appears.

Figure 209: Upstream Global Controller Settings

3 Upstream Global Controller Settings

Global Controller Settings

Zonfigure the rake limit that this global controller should enforce,

Tame: Wirkual-Link Global Contraller

The global controller enforces a L1 rate limit on traffic that is mapped toit,
The global controller enforces an aggregate rate limit across all SCE links
belonging to the same virtual link.

In wirtual links mode, rate limits for each virkual link are provisioned
dynamically ko the SCE, vet 'Template' and 'Default’ values allow static
proviasioning:

‘Template’ rate limits apply to newly-created virkual links.

‘Tiefault’ rate limits apply to the defaulk virtual link Cvirtual link 03,

Template Wirtual Link

The global contraller can enforce a different rate limik per time Frame,

(#3The same rate limit for all ime frames:

() A different rate limit per time Frame
Single R.ate Limit (Kbps)

Wirkual Link | Rate Limit
Template |nlimited

Default Wirtual Link
The global contraller can enforce a different rate limit per time Frame,
() The same rate limit for all time frames
(3 A different rate limit per time Frame
Single Rate Limit (Kbps)

Wirkual Link | Rate Limit
Defaulk Inlirited

I oK H Cancel ] %

The values of the global controllers defined in the dialog box depends on the values displayed in the Global
Bandwidth Settings. So, for example, if the Total Link Upstream Bandwidth Limit: Link 1 has a value of 10
Mbps then the upstream default global controller value cannot exceed 10 Mbps.

The Name field contains a unique name assigned to the global controller. The system automatically assigns
the names Controller 1, Controller 2, and so on.

The dialog box contains the following two tabs:

* Template Virtual Link —The default maximum value of the total link limit permitted to global controllers
of any created virtual links, either for all time frames or per time frame.
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* Default Virtual Link —The maximum value of the total link limit permitted to global controllers of the
default virtual link, either for all time frames or per time frame.

Step3 Click OK.
The Global Bandwidth Settings dialog box closes.

Managing Virtual Links Global Controllers

Virtual link global controllers can be added edited and deleted in the same way as regular global controllers.
For more information, see the following sections:

» Adding Global Controllers, on page 310

* Setting the Maximum Bandwidth of Global Controllers, on page 313
* Deleting Global Controllers, on page 314

* Introduction to Defining Global Controllers, on page 274

* Introduction to Managing Subscriber Bandwidth, on page 291

Adding Global Controllers

Based on the Cisco SCE hardware, the number of global controllers you can add to a service configuration
varies. For details, see the Introduction to Managing Bandwidth, on page 269 section.

Procedure

Step1 In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Step 2 ;)
Above the area (Upstream or Downstream) of the desired interface, click the Add (L'-'J) icon.
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Managing Virtual Links Global Controllers

The Select Addition mode dialog box appears.

Figure 210: Select Addition Mode

£ Add Global Controller E=EE )

Select addition mode

@ Add a new Global Controller
) Add a Global Contraller and map a Rule and a BWC to it
(71 Add a Global Controller and map a Rule and a BWC to itiFor Add On Templates)

Mexdt ] ’ Cancel

Step3 Choose the Add a new Global Controller radio button, to add a new global controller.

Step4  Click Finish.
The Global Controller Settings dialog box appears.
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Managing Virtual Links Global Controllers

Step 5
Step 6

Step 7

Note  The display of Upstream Global Controller Settings depends on the global controller mode setting.

Figure 211: Upstream Global Controller Settings

3£ Upstream Global Controller Settings

Global Controller Settings
@ Global Controller must have a gohameText

Marme: |

The global controller enforces a L1 rate limit an traffic that is mapped to it
The global controller can enforce an aggregate rate limit across all 3CE links,
as well as a separate rate limit per SCE link.

Aggreqate Global Contraller

The global controller can enforce a different rate limit per time frame,

(%)The same rate limit Far all time Frames:

() A different rate limit per time frame
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Global Comtroller Ruate Linik
Aggregake Inlimited

Per Link Global Contraller
The global controller can enforce a different rate limik per time frame,
(%) The same rate limit Far all time Frames
() A different rate limit per time frame
Single Rate Limit {kbps)

. Global Controller  Ruate Linik %
| For all Links Unlimited

- BX

Zancel

In the Name field enter a meaningful name.

fruppe x]

To edit the maximum bandwidth of the global controller, continue with the instructions in the section Setting

the Maximum Bandwidth of Global Controllers, on page 313.

Click OK.
Your changes are saved.

The Global Controller Settings dialog box closes.
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Managing Virtual Links Global Controllers

Setting the Maximum Bandwidth of Global Controllers

Step 1

Step 2
Step 3

Step 4

Step 5

You can edit the maximum bandwidth that a global controller can carry.
You can set a different maximum bandwidth for each of the four available time frames.

You can set different values for each link and for the aggregated BW of all links.

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Select a global controller.
Click the Edit (%) icon.

The Global Controller Settings dialog box appears.
Note  The display depends on the global controller mode setting.

Figure 212: Upstream Global Controller Settings
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Set a single value for the maximum bandwidth limit that this global controller carries.

¢ Choose the The same rate limit for all time frames radio button, and in the Single Rate Limit (Kbps)
field, enter the desired value in Kbps for the maximum bandwidth.

Set the maximum limit that this global controller carries to vary according to time frame.
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Step6 Choose the A different rate limit per time frame radio button, and enter the desired value for each time frame.
Note  The display depends on the global controller mode setting.

Figure 213: Upstream Global Controller Settings
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Note  These values are applied to the time frames of the default calendar.

Step7 Click OK.
Your changes are saved.

The value in the Policy Description column changes to reflect the new bandwidth limits.

Step8 Repeat Step 2 through Step 6 for other global controllers.

Deleting Global Controllers

You can delete unused global controllers at any time. The default global controller and the Total Link Limit
cannot be deleted.
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Step 1

Step 2
Step 3

Step 4

Configuring a Service Configuation in Virtual Links Mode .

Procedure

In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box appears.

Select a global controller.

Click the Delete ( ﬁ) icon.

Note  Ifasubscriber BWC is using the specified global controller (see Editing Package Subscriber BWCs,
on page 292 section), a global controller cannot be removed message is displayed. The global controller

The g lobgi?%l(l)(r)ltt%i lggllgtgcé lg?g(iil. you unassign it from all subscriber BWCs.

Click OK.

Your changes are saved.

The Global Bandwidth Settings dialog box closes.

Configuring a Service Configuation in Virtual Links Mode

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

The following steps outline configuring a service configuration in Virtual Links mode. The procedure is
similar to that for configuring any service configuration, but virtual links must be added using the CLI.

Procedure

Create a new service configuration.

Open the Global Bandwidth Settings dialog box and check the Enable Virtual Links Mode check box.
Create template global controllers.

Create packages.

Add subscriber BW controllers to the packages and associate them with appropriate global controllers.
Apply the service configuration.

The bandwidth values of the default global controllers are set; the values of all other global controllers are
not set — these global controllers are templates.

Add virtual links using the CLI.

Each virtual link gets a set of global controllers with the PIR values of the template global controller
configuration.

If necessary, you can use the CLI to change the PIR values of the global controller.

1 A subscriber is introduced to the Cisco SCE platform. Upstream and downstream virtual links are associated
with the subscriber as well as a package.

2 Rule resolution for each flow of the subscriber is according to the package of the subscriber and the global
controller configuration of the virtual link.
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Editing the Virtual Links Total Link Limits

You can limit the total bandwidth passing through the physical link.
The total link limits for upstream and downstream traffic are defined independently.

In Virtual Links mode, bandwidth limitations are applied to the sum of all links.

Procedure

Step1 In the Policies tab, click Global Policy.
The Global Bandwidth Settings dialog box is displayed in the right (Rule) pane.

Step2 In the Upstream or Downstream section, click Edit Rate Limit .
The Total Rate Limit dialog box appears.

Step 3 In the Total Rate Limit for each SCE link (Kbps) field, enter the maximum bandwidth of the Cisco SCE
platform capacity that the platform carries, or enter Unlimited.

Step4 Click OK.
The Total Rate Limit dialog box closes.

The Total Link Bandwidth Limit: Link 1 field is updated.

Managing Virtual Links with CLI Commands

You can configure, enable, and disable virtual links using the Cisco SCE platform Command-Line Interface
(CLI). For more information about the Cisco SCE platform CLI, see the.

* Use the following CLI commands in line interface configuration mode to manage virtual links:
o virtual-links index <index> direction [upstream | downstream]

o virtual-links index <VL index> direction [upstream | downstream] gc <gc index> set-PIR value
<PIR 1, PIR2, PIR3, PIR4>

o virtual-links index <VL index> direction [upstream | downstream] gc <gc index> set-PIR value
<PIR for all timeframes>

o virtual-links index <VL index> direction [upstream | downstream] gc <gc index> reset-PIR
> no virtual-links index <index> direction [upstream | downstream]|
* Use the following CLI command in line interface configuration mode to set the virtual links index of a
subscriber:

> subscriber name <name> property name [vlUp | vIDown] value <v/ index>

* Use the following CLI command in EXEC mode to monitor the status of virtual links:

> Show interface LineCard 0 virtual-links [all | changed | different-from-template]
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Description of Virtual Links CLI Commands

Table 10: Virtual Links CLI Commands

Managing Virtual Links with CLI Commands

Command

Description

virtual-links index <index> direction [upstream |
downstream]

Add a virtual link

virtual-links index <VL index> direction [upstream
| downstream] gc <gc index> set-PIR value <PIR 1,
PIR2, PIR3, PIR4>

Update the global controller PIR values of a virtual
link - separate values for each time frame

virtual-links index <VL index> direction [upstream
| downstream] gc <gc index> set-PIR value <PIR for
all timeframes>

Update the global controller PIR values of a virtual
link - one value for all time frames

virtual-links index <VL index> direction [upstream
| downstream] gc <gc index> reset-PIR

Update the global controller PIR values of a virtual
link - take the values defined in the template global
controller

no virtual-links index <index> direction [upstream |
downstream]|

Delete a virtual link

subscriber name <name> property name [vIUp |
viDown] value <vl index>

Set a virtual links index for the subscriber

show interface LineCard 0 virtual-links all

Show information about all virtual links

Show interface LineCard 0 virtual-links [all | changed
| different-from-template]

Show information about virtual links whose PIR is
changed or differs from the value defined in the
template global controller

Entering Line Interface Configuration Mode

Step 1
Step 2

Step 3
Step 4

To run line interface configuration commands you must enter line interface configuration mode and see the

SCE(config if)# prompt displayed.

Procedure

At the Cisco SCE platform CLI prompt (SCE#), type configure .

Press Enter.
The SCE(config)# prompt appears.

Type interface LineCard 0.

Press Enter.
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The SCE(config if)# prompt appears.

Introduction to Managing Packages

A package is a description of subscriber policy. It is a collection of rules that defines the reaction of the system
when it encounters flows that are mapped to the service to which the rule is related. It is recommended that
you first define services (see Introduction to Managing Services, on page 158 section) and only then add and
define packages.

Every Cisco SCA BB service configuration contains a package, the default package, which is the root package
and cannot be deleted.

A subscriber is mapped to the default package in one of the following conditions:
* No other package is specifically assigned to the subscriber

* A nonexistent package is assigned to the subscriber.

A service configuration can contain up to 10000 packages.

A

Note  For SCE 8000, it will be 5000 packages.

Package Parameters

The following parameters define a package:
* General parameters:
° Package Name—A unique name for the package

° Description—(Optional) A description of the package

* Quota Management parameters:

° Quota Management Mode—Specifies how the subscriber quotas are managed—by external quota
manager or replenished periodically by Cisco SCA BB.

° Aggregation Period Type—The quota aggregation period used when quotas are replenished
periodically.

° Quota Buckets—16 resource buckets used for quota management.

* Subscriber BW Controllers parameters:

° Subscriber relative priority—The relative priority given to subscribers of the package at times of
Network congestion.
Separate priorities are defined for upstream and downstream flows.
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° Subscriber Bandwidth Controllers—A list of BW controllers (BWCs) that are available to services
that are part of the package. Various parameters are defined for each BWC, including a mapping
to a global controller.

Separate BWCs are defined for upstream and downstream flows.

* Advanced parameters:

° Package Index—The unique number by which the system recognizes a package. Changing the
package name does not affect Cisco SCE platform activity. The system provides a default value
of the package index. Do not modify this value.

° Parent Package—The package one level higher in the package hierarchy. The parent package is
important when packages share usage counters. The default package is the base of the package
hierarchy, and does not have a parent.

° Package Usage Counter—Used by the system to generate data about the total use by each package.
A package can use either an exclusive package usage counter or the package usage counter of the
parent package.

Each usage counter has:

> A name assigned by the system (based on the package name).

Y

Note  An asterisk is appended to a package usage counter name whenever the counter applies
to more than one package.

° A unique counter index—The system provides a default value of the counter index. Do not
modify this value.

° Calendar—The calendar used as the basis for the time-based rules of the package.

> VAS Traffic Forwarding Table—The forwarding table used by the package.

These parameters are defined when you add a new package (see Adding Packages, on page 320 section). You
can modify them at any time (see Editing Packages, on page 324 section).

Viewing Packages

You can view a hierarchy tree of all existing packages, and you can see a list of services for which specific
rules are defined for any selected package.

Procedure

Step1 In the current service configuration, click the Policies tab.
A list of all packages is displayed in the package tree.

Note  To view more information about a package, open the Package Settings dialog box (see Editing

Packages, on page 324 section).
Step2 Click a package in the hierarchy to display the rules of the package.
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. Adding Packages

A list of all rules of this package is displayed in the right (Rule) pane.

Figure 214: Service Configuration Editor
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Adding Packages

A default package is predefined in the Console installation. You can add additional packages to a service
configuration, subject to the limit of 5000 packages per service configuration.

After you have added a new package, you can define rules for the package (see Adding Rules to a Package
, on page 333 section).

Procedure

Step1 Inthe Policies tab, select a package from the package tree. This package is the parent of the package you are
adding.

Step 2 e
In the Policies tab, click the Add Package ( ¥ ) icon.
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Step 3
Step 4
Step 5
Step 6

Adding Packages .

The Package Settings dialog box appears.

Figure 215: Package Settings
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In the Package name field, enter a unique and relevant name for the package.
(Optional) In the Description field, enter a meaningful and useful description of the package.
To configure parameters in the Advanced tab, continue with the instructions in the following section.

Click OK .
The Package Settings dialog box closes.

The new package is added as a child to the package selected in the package tree and becomes the selected
package. The default service rule is displayed in the right (Rule) pane.

What to Do Next

To edit the default service rule, and to add new rules to the package, see Introduction to Managing Rules,
on page 331 section.

To configure parameters in the Quota Management tab see Editing Quota Management Settings for Packages
, on page 368 section.
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. Setting Advanced Package Options

To configure parameters in the Subscriber BW Controllers tab, see Editing Package Subscriber BWCs, on
page 292 section.

Setting Advanced Package Options

You can change the index for the package, specify an exclusive usage counter, or select a calendar for the
package in the Advanced tab.

Procedure

Step1 In the Package Settings dialog box, click the Advanced tab.
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Step 2

Step 3

Step 4

Step 5

Setting Advanced Package Options .

The Advanced tab opens.

Figure 216: Advanced Tab
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To change the package index for this package, from the Set the Index for this Package drop-down list, select
a package index.
Note  The system provides a default value of the index. Do not modify this value unless a specific index

value must be assigned to the package.
To set a different parent package for this package, select the desired parent from the Select Parent Package

drop-down list.

By default, a new package uses an exclusive usage counter. To share the parent package usage counter, uncheck
the Map this Service to exclusive package usage counters check box.
The name in the read-only Package usage counter name for this package field changes to reflect your choice.

The Counter Index drop-down list is dimmed.

To change the counter index (if you are using an exclusive package usage counter), select a value for the index
from the Counter Index drop-down list.
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. Duplicating Packages

Step 6

Step 7

Step 8

Note  The system provides a default value of the index. Do not modify this value.

To set a calendar for this package (to use its time frames for time-based rules), select the desired calendar
from the Select Calendar for this Package drop-down list.

To set a VAS traffic-forwarding table for this package, select the desired traffic-forwarding table from the
Select Traffic Forwarding Table for this Package drop-down list.
Note  If VAS traffic forwarding is disabled (the default), the drop-down list is dimmed. To enable VAS

traffic forwarding, see Enabling VAS Traffic Forwarding, on page 445 section.
Click OK.

The Package Settings dialog box closes.

The new package is added as a child to the selected parent package and becomes the selected package. The
default service rule is displayed in the right (Rule) pane.

What to Do Next

To edit the default service rule, and to add new rules to the package, see Introduction to Managing Rules,
on page 331 section.

Duplicating Packages

Step 1
Step 2

Step 3

Duplicating an existing package is a useful way to create a new package similar to an existing package. It is
faster to duplicate a package and then modify it than to define the package from beginning.

A duplicated package is added at the same level in the package tree as the original package.

Procedure

In the Policies tab, select a package from the package tree.

In the Policies tab, click the Duplicate Package (:""lf") icon

A duplicate package is created with all the same attributes as the original package. If the package is duplicated
several times, the name of the new package is the name of the selected package followed by “(1)”, “(2)”, and
SO on.

Modify the package parameters (see Editing Packages, on page 324 section).

Editing Packages

Step 1

You can modify the parameters of a package (including the default package) at any time.

Procedure

In the Policies tab, select a package from the package tree.
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Step 2

Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Deleting Packages .

In the Policies tab, click the Edit Package (—x)icon.
The Package Settings dialog box appears.

In the Package name field, enter a new name for the package.
In the Description field, enter a new description of the package.

(Optional) Change quota management settings, see Editing Package Quota Management Settings (Using the
Quota Management Tab (Packages) Editing Quota Management Settings for Packages, on page 368 section.

(Optional) (Optional) Change bandwidth control settings, see Editing Package Subscriber BWCs, on page
292 section.

To change advanced settings, click the Advanced tab.
The Advanced tab opens.

To change the package index for this package, from the Set the Index for this Package drop-down list, select
a Package Index.
Note  The system provides a default value of the counter index. Do not modify this value unless a specific

index value must be assigned to the package.
To change the parent package of this package, select the desired parent from the Select Parent Package

drop-down list.

To share the parent package usage counter, uncheck the Map this Service to exclusive package usage counters
check box.

The name in the read-only Package usage counter name for this package field changes to reflect your choice.

The Counter Index drop-down list is dimmed.

To use an exclusive package usage counter, check the Map this Service to exclusive package usage counters
check box.
The name in the read-only Package usage counter name for this package field changes to reflect your choice.

The Counter Index drop-down list is dimmed.

To change the counter index if you are using the exclusive package usage counter, select a value for the index
from the Counter Index drop-down list.
Note  The system provides a default value of the counter index. Do not modify this value.

To change the calendar used by this package, select the desired calendar from the Select Calendar for this
Package drop-down list.

To change the VAS traffic-forwarding table for this package, select the desired traffic-forwarding table from
the Select Traffic Forwarding Table for this Package drop-down list.

Note  If VAS traffic forwarding is disabled (the default), the drop-down list is dimmed. To enable VAS

traffic forwarding, see Enabling VAS Traffic Forwarding, on page 445 section.
Click OK.

The Package Settings dialog box closes.

All changes to the package parameters are saved.

Deleting Packages

You can delete user-defined packages. The default package cannot be deleted.
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Procedure

Step1 In the Policies tab, select a package from the package tree.

Step 2 b
In the Policies tab, click the Delete Package ( %) icon.

A Package Warning message appears.

Figure 217: Package Warning

# Package Warning

This Package might be mapped to a Subscriber,
' Are you sure you want to remove Fackage "Basic Package™?
L

[ Yes { [ No
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Step3 Click Yes.
The package is deleted and is no longer displayed in the package tree.

Introduction to Add-on Packages

The Add-on Package has been added to Cisco SCABB 5.1 to reduce the complexity of maintaining large
number of packages. The package enables you to create up to ten Add-on groups, and add up to 20 Add-on
templates under each group.

The three node hierarchies of the Add-on Package are:
* Add-on Group, which groups similar templates under one category.

* Add-on Template, which is similar to the normal package with the minimal option.
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Adding Add-on Groups .

* Package Combination, which is a combination of the base package and Add-on Templates that is
provisioned to SCE.

Figure 218: Enable Add-on feature
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Note  Enable Add-on Package under Configuration > Policies > System Settings > Advanced
Options > Advanced Service Configuration Options before creating Add-on groups.

Y

Note  Effective with release 5.1.0, SCABB supports Add-on Package solution. This feature
is at a nascent stage and will evolve to a complete feature in the future releases of Cisco
Service Control Engine. Please contact Cisco Service Control Engine Marketing team
for further details and assistance on Add-on package feature.

Adding Add-on Groups

Step 1

To add the Add-on Groups, follow the below procedure:

Procedure

Navigate to Service Configuration Editor > Policies > Add-ons.
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[l Adding Add-on Groups

Step2 Select Add-on > Add-ons Group.

Figure 219: Creating Add-on Group
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Step 3
Step 4

Adding Add-on Template

In the Add-on Group dialog box, enter the name and the description of the group.

Select the Add-on Group Id from the drop down menu and click OK to create the Add-on Group dialog
box.
Note  You can create a maximum of ten Add-on

Groups.

Adding Add-on Template

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

To create an Add-on Template, follow the below procedure:

Procedure

Navigate toService Configuration Editor > Policies > Add-ons.
Navigate to Add-on Group > Add-ons Group Package

In the Add-on Template dialog box, enter the template name and description.

Figure 220: Creating Add-on template
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Click the Quota Management tab and select the appropriate Quota Profile and Quota Bucket.

Click the Subscriber BW Controllers tab and select the Subscriber relative priority for the upstream and

downstream BWC.

Note  The Subscriber BW Controllers control the bandwidth allotted for transaction groups. They also
prioritize the transactions of a single subscriber.

Click on the Advanced Tab and assign the Index, Calendar and Traffic Forwarding Table for the Add-on
Template.
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Package Combinations

You can create package combinations using the regular package and Add-on templates under each group.
Each package combination must have a base package. Package combinations cannot be repeated. You can
filter the Package Combinations based on the Base Package and Add-on Group.

While creating Package Combinations:

* The Package Combination has the Base Package rules. The Add-on Template rules are overwritten in
the Package Combination.

* The Package Combination displays the Add-on Template Calendar and VAS settings if the Override
option is selected while creating the Add-on template in Advanced tab.

* The Quota Profile of the Add-on Template is overwritten for Package Combination. The Add-on Template
quota definition is set to No Override.

» The Bandwidth Controller defined in the Add-on Template is also overridden while creating Package
Combinations.

¢ The Transaction Usage RDR Settings for the Package Combination are based on the TUR option enabled
for Add-on template.

Creating a Package Combination

To create a Package combination, follow the below procedure:

Procedure

Step1 Navigate to Service Configuration Editor > Policies > Subscriber Policies > Package Combinations.
Step2 Click Add.
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Step3 Select the appropriate package under the base package and the Add-on group.
Note  You can create a single package and a template from the respective Base Packages and the Add-on
Groups. The Package Combination is validated for conflicting configurations before it is created.

Step4 Click OK to view the Package Combination displayed under the Package Combo node.
Note  You are not allowed to edit the quota management and subscriber BW controllers in the package
combinations.

Introduction to Managing Rules

After you have defined services and basic packages, you can define rules for the package.
You can configure rules to do some or all of the following:

* Block the service

* Define maximum bandwidth for the service

* Change the DSCP ToS value of packets in a flow

* Set a quota for the service

* Define behavior when the quota for this service is breached

A rule usually applies at all times. To allow additional flexibility, you can divide the week into four separate
time frames. You can define subrules—time-based rules—for each time frame.
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. The Default Service Rule

A\

Note

In Cisco SCA BB, the maximum number of unique rules that can be applied is limited to 5000. If the
number of unique rules exceeds the maximum limit, an error occurs. The number of unique rules are
identified from the Package ID, Service, and Timeframe fields.

The Default Service Rule

A default service rule is assigned to every package. It cannot be deleted or disabled.

The default values of this rule are:
* Admit (do not block) traffic.
» Map traffic to the default BWCs.

* Do not limit quotas for either upstream or downstream traffic.

Rule Hierarchy

The Cisco SCE platform applies the most specific rule to any flow.
For example, if you define rules for E-Mail and POP3:

* Any flow mapped to the SMTP or IMAP service is handled according to the e-mail rule.
* Any flow mapped to the POP3 service is handled according to the POP3 rule

This means, for example, that POP3 can have its own usage limits, whereas SMTP and IMAP must share
usage limits.

Note

If you add a rule for a child service, the settings for the parent rule are not copied to the new rule. All new
rules start with default values.

f._.-
Indicates any rule that also applies to child services.

Indicates any rule that does not apply to any child services.

Indicates a global rule.

R Time-based rules are shown as children of the relevant rule. The icon for a time-based rule also shows if
the rule applies to child services ( or ).

See also “How to Display the Services Affected by a Rule” section.

Viewing the Rules of a Package

You can view a list of the rules of a package.
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Adding Rules to a Package .

The listing for each rule includes an icon, the name of the service or group of services to which the rule applies,
whether the rule is enabled or disabled, and a brief description of the rule.

Procedure

In the Policies tab, select a package from the package tree.
A list of all rules defined for this package is displayed in the right (Rule) pane.

Figure 221: Service Configuration Editor

il

What to Do Next

To see more information about a rule, open the Edit Rule for Service dialog box (see “How to Edit Rules”
section).

To see more information about a time-based rule, open the Edit Time-Based Rule for Service dialog box (see
“How to Edit Time-Based Rules” section).

Adding Rules to a Package

Step 1
Step 2

A default service rule is assigned to every package. You can add additional rules to a package.

Adding time-based rules is described in the section How to Add Time-Based Rules to a Rule.

Procedure

In the Policies tab, select a package from the package tree.
In the right (Rule) pane, click the Add Rule icon.
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Step 3

Step 4

Step 5

Step 6

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

The Add New Rule to Package dialog box appears.

Figure 222: Add New Rule to Package
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[

oK

” Cancel ]

In the Service area of the Add New Rule to Package dialog box, select a service from the Select the Service

to Which the Rule Relates drop-down list.

Note Services for which a rule is already defined for this package are dimmed.

In the Rule State area, select one of the Define the State of this Rule radio buttons.

* Enable reporting and active actions

* Disable reporting and active actions

Note  You can enable or disable a rule at any time (see “How to Edit Rules” section).

158747

(Optional) To set behavior per traffic flow for this rule, continue with the instructions in the “How to Define

Per-Flow Actions for a Rule” section.
Click OK.

The Add New Rule to Package dialog box closes.

The new rule is added to the list of rules displayed in the right (Rule) pane.
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Defining Per-Flow Actions for a Rule .

Defining Per-Flow Actions for a Rule

The Control tab of the Add New Rule to Package dialog box allows you to set behavior per traffic flow for
sessions that are mapped to the current service.

Procedure

Step1 Inthe Add New Rule to Package dialog box, click the Control tab.
The Control tab opens.

Figure 223: Control Tab
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To control flows that are mapped to the service of this rule, continue at Step 3.

Step2 To block flows that are mapped to the service of this rule, select the Block the flow radio button and continue
at Step 12.

Step3  Select the Control the flow’s characteristics radio button.
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. Defining Per-Flow Actions for a Rule

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

The options in the Flow Characteristic area are enabled.

From the upstream Bandwidth Controller drop-down list, select an upstream BWC. This sets up bandwidth
metering of all concurrent flows mapped to this rule, based on the characteristics of the selected BWC.
The BWCs in this drop-down list are defined when creating or editing the package.

Note  For time-based rules: If you need different global controller settings for different time frames, define
maximum bandwidths per time frame for one global controller. Do not create a separate global

controller for each time frame
When the mouse 1Is placed over the drop down list, a tooltip appears ( Figure 9-51 ). The tool tip contains the

properties of the selected BWC, such as Peak Information Rate [PIR], Committed Information Rate [CIR],
Global Controller, and Assurance Level.

Figure 224: Drop-Down List Tips
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From the downstream Bandwidth Controller drop-down list, choose a downstream BWC.

(Optional) To set a per-flow upstream bandwidth limit, check the Limit the flow’s upstream bandwidth check
box and enter a value in the Kbps field.
Note  Per-flow bandwidth has a granularity of 1 Kbps up to 57 Mbps.

(Optional) To set a per-flow downstream bandwidth limit, check the Limit the flow’s downstream bandwidth
check box and enter a value in the Kbps field.

(Optional) To change the DSCP ToS marker of all packets in upstream flows, check the Set the flow's upstream
packets ToS (DSCP) to check box and select a value from the drop-down list.

Figure 225: Drop Down List Values
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(Optional) To change the DSCP ToS marker of all packets in downstream flows, check the Set the flow's
downstream packets ToS (DSCP) to check box and select a value from the drop-down list.

(Optional) To set the maximum number of concurrent flows (mapped to this rule) permitted to a subscriber,
check the Limit concurrent flows of this Service check box and enter a value in the associated field.

From the Set CoS for flows of this Service drop-down list, select a class-of-service.
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Step 12 (Optional) To enable subscriber redirection, check the Redirect profile for this service check box and choose
a redirect profile from the drop-down list.

Step 13 (Optional) To enable traffic mirroring, check the Mirror traffic to server group check box and choose a server
group from the drop-down list.

Note  The Mirror traffic to server group check box is only enabled when Traffic Mirroring is enabled in

the VAS Settings dialog box.
Step 14 Click OK.

The Add New Rule to Package dialog box closes.
The new rule is added to the list of rules displayed in the right (Rule) pane.

Editing Rules

You can edit any rule, including the default service rule.

A

Note  You cannot disable the default service rule.

)

Note  The tabs of the Edit Rule for Service dialog box are the same as the tabs of the Add New Rule to Package
dialog box, except for the General tab—you cannot change the service to which the rule applies.

Procedure

Step1 In the Policies tab, select a package from the package tree.
Step2 In the right (Rule) pane, select a rule.
Step3 Click Edit Rule.
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The Edit Rule for Service dialog box appears.

Figure 226: Edit Rule for Service
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Note  Ifyouedita global rule, it becomes a normal rule for that package.

Step4 In the Rule State area, select one of the Define the State of this Rule radio buttons.
* Enable reporting and active actions

* Disable reporting and active actions

Step5 Change behavior per traffic flow.

Step6 Click the Control tab.
The Control tab opens.

Step7 Follow the instructions in Defining Per-Flow Actions for a Rule section.
Step8 Change usage limits.

Step9 Click the Usage Limits tab.
The Usage Limits tab opens.

Step 10 Follow the instructions in Selecting Quota Buckets for Rules section.
Step 11 Define behavior when a quota is breached.

Step 12 Click the Breach Handling tab.
The Breach Handling tab opens.

Step 13 Follow the instructions in Editing Breach-Handling Parameters for a Rule section.
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Deleting Rules .

Step 14 Click OK.

The Edit Rule for Service dialog box closes.

All changes to the rule are saved.

Deleting Rules

)

You can delete any user-defined rule. The default service rule cannot be deleted.

Note

Step 1
Step 2
Step 3

Step 4

You can disable a rule without losing its profile. For details, see Step 4 of “How to Edit Rules” section.
This feature allows you to enable the rule again later, without having to reset all its parameters. You cannot
disable the default service rule.

Procedure

In the Policies tab, select a package from the package tree.
In the right (Rule) pane, select a rule.

In the Rule pane, click the Delete Rule icon.

A Rule Warning message appears.

Click Yes.
The selected rule is deleted.

Displaying the Services Affected by a Rule

)

You can define a service as the child of another service (the parent service is a service group).

Until you define a separate rule for a child service, the rule of the parent service applies to the child service.
A rule that affects any of child services of a service is indicated in the rules list by a different icon, as illustrated
for the P2P rule and the FTP rule in.

Figure 227: Rules

i

You can display all (child) services that are affected by a rule.

Note

The default service rule applies to all services for which a specific rule is not defined.
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Procedure

Step1 In the right (Rule) pane of the Policies tab, select a rule and click the Show All Services Affected By This
Rule.
The Services Affected dialog box appears.

Step2 Click OK.
The Services Affected dialog box closes.

Global Rules

Effective with Cisco SCE Release 4.1.0, you can define global rules. Using global rules, you can create a rule
and apply it to multiple packages. If you modify a global rule, the changes you make affects all its associated
packages. You can create upto 10 rules definitions per service.

Adding Global Rules

To create a single service rule definition under a global rule, perform these steps:

Procedure

Step1 Under the Policies tab, click Global Rule.

Step 2 I
In the right (Rule) pane, click the Add Rule 7 jcon.
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The Add New Rule to Package Global Rule dialog box appears.

Figure 228: Add New Rule to Package “Global Rule’

3£ Add New Rule to Package "Global Rule” rz|

| Cu:unh'n.l

roervice

Select the Service to which the Rule will relate:

Android Market

Rule State
Define the state of this Rule:

(¥} Enable reporting and active actions

() Disable reporting and active actions

\L) QK l [ Cancel

361616

Step3 In the Service area of the Add New Rule to Package Global Rule dialog box, select a service from the Select

the Service to Which the Rule Relates drop-down list.
Note Services for which a rule is already defined are dimmed.

Step4 In the Rule State area, select one of the Define the State of this Rule radio buttons.
* Enable reporting and active actions

* Disable reporting and active actions
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Step5 (Optional) To set behavior per traffic flow for this rule, continue with the instructions in the Defining Per-Flow
Actions for a Rule section.

Step6 Click OK.
The Add New Rule to Package Global Rule dialog box closes.

The new rule is added to the list of rules displayed in the right (Rule) pane.

Editing a Global Rule

If you edit a global rule, the changes are reflected in all the associated packages.

Procedure

Step1 Under the Policies tab, click Global Rule.

Step 2
Double-click the service rule that you want to edit or click the rule and click the Edit Rule l button.
A Rule Warning message appears.

Figure 229: Edit a Global Rule Warning

¥ Rule Warning

9P You are editing a Global Rule,
«.._1:4_) The changes wil be reflected in all packages assocdated to this Global Rule.

Are you sure you want to edit Rule "Android Market : R1%?

fes ] [ Mo

A1 a21

Step3  Click Yes.
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The Edit Additional Rule dialog box appears.

Figure 230: Edit Additional Rule

3£ Edit Additional Rule R1 for Service "Android Market”

General | Contral |

Rule State

Define the state of this Rule:
(¥} Enable reporting and active actions

() Disable reporting and active actions

@ L Ok J[ Cancel J

AB1R22

Step4 In the Rule State area, select one of the Define the State of this Rule radio buttons.
* Enable reporting and active actions

* Disable reporting and active actions

Step5 Change behavior per traffic flow.

Step6 Click the Control tab.
The Control tab opens.

Step7 Follow the instructions in How to Define Per-Flow Actions for a Rule.
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Step8 Click OK.
The Edit Rule for Service dialog box closes.

All changes to the rule are saved.

Adding Additional Global Rules for a Service

After creating a service rule definition under a global rule, you can optionally create more rule definitions for
a service. To create more rule definitions for a service, perform these steps:

Procedure

Step1 Under the Policies tab, click Global Rule.
Step2  Click the service rule to which you want to add additional rules.

Step 3 E;
Click the Add Additional Rule button.
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The Add Additional Rule to Package “Global Rule” dialog box appears.

Step4 Inthe Additional Rule area, select an additional rule from the Select Additional rule for this service drop-down
list.

Figure 231: Add Additional Rule to Service

3£ Add Additional Rule to Service "Android Market”

General | Contral |

—Additional Rule

Select Additional rule for this service:

R2 b

~Rule State
Define the state of this Rule:
(¥} Enable reporting and active actions

() Disable reporting and active actions

L Ok, J [ Cancel

AB1618

Note  Rules that are already defined are dimmed. You can create upto 10 additional rules.

Step5 In the Rule State area, select one of the Define the State of this Rule radio buttons.
* Enable reporting and active actions

* Disable reporting and active actions
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Step6 (Optional) To set behavior per traffic flow for this rule, continue with the instructions in the Defining Per-Flow
Actions for a Rule section.

Step7 Click OK.
The Add Additional Rule to Package “Global Rule” dialog box closes.

The new additional rule is added to the list of rules displayed in the right (Rule) pane.

Deleting a Global Rule from a Service

Procedure

Step1 In the Policies tab, click Global Rule.
Step2 In the right (Rule) pane, select a rule to delete.

Step 3 3
In the Rule pane, click the Delete Rule icon.

A Rule Warning message appears.

Figure 232:

3 Rule Warning

You are removing a Global Rule,
- This Global Rule will be removed from all assocated packages.

Are you sure you want to remove Rule "Android Market : R1%?

3

P
F

[ fes ] [ Mo

3616

Step4 Click Yes.
The selected rule is deleted.

Deleting All Additional Rules from a Service

Procedure

Step1 In the Policies tab, click Global Rule.
Step2 In the right (Rule) pane, select a service to delete.

Step 3 b
In the Rule pane, click the Delete Rule icon.
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A Rule Warning message appears.

Figure 233: Delete Global Rule From a Service Warning 1

X

¥ Rule Warning

¥ou are remowing a Global Rule,
- This Global Rule will be remowved From all associated packages,

Are you sure you want o remove Rule "Android Market"?

@

1 | (31}
| ves || mo @
=
Step4 Click Yes.
A Rule Warning message appears again.
Figure 234: Delete Global Rule From a Service Warning 2
¥ Rule Warning E'
All Additional rules will be removed.
\_- Are wou sure you wank bo conkinue?

[=r]
? 31}
Yes | [ Mo w

Step5 Click Yes.
All the global rules associated with the service are deleted.

Adding a Global Rule to a Package

Procedure

Step1 In the Policies tab, click a package from the package tree.

Step 2
In the right (Rule) pane, click the Add Global Rule l:a button.
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The Add New Global rules to package dialog box appears.

Figure 235: Add Global Rule to Package

¥ Add Global Rule(s) to "Package1"

Global Rule |
Available Global Rule(s) Selected Global Rule(s)
Android Market : R.1 Android Market : B2
E
@ [ OK, ,] [ Cancel T
[
o

Step3 In the Global Rules Available area of the Add New Global rules to package dialog box, click the rule and
click the Add button.
Note  You can add only one global rule that belongs to a service to a package.

Step4 Click OK.
The Add New Global rules to package dialog box closes.

The service rule is applied to the package.

What to Do Next
Usage limits and breach handling are part of quota management (see “Managing Quotas” section):
* To configure parameters in the Usage Limits tab, see the Selecting Quota Buckets for Rules section.

* To configure parameters in the Breach Handling tab, see the Editing Breach-Handling Parameters for
a Rule section.

Deleting a Global Rule from a Package

You can delete a global rule from a package. If you delete a global rule from a package, the global rule is
deleted only from the specific package and not from other packages.

To delete a global rule from a package, perform these steps:
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Step 1
Step 2
Step 3

Step 4

Global Rules .

Procedure

In the Policies tab, click the package from which you want to delete a global rule.
In the right (Rule) pane, click a rule to delete.

Click the Delete Rule ﬁ icon.
A Rule Warning message appears.

Click Yes.
The selected rule is deleted from the package.

Displaying Packages Associated to a Global Rule

Step 1
Step 2
Step 3

You can view all the packages associated to a global rule. To view the services affected by any global rule,
perform these steps:

Procedure

In the Policies tab, click Global Rule.
In the right (Rule) pane, select a global rule.

In the Rule pane, click the Show All Packages Associated With This Rule i icon.
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A Packages Associated with a Global Rule dialog box appears.

Figure 236: Packages Associated with a Global Rule

¥ Packape(s) associated with rule *Android Market : R1* E|

Gf] P§ckage(s}

Eﬁ Packagel
Eljl Package?
-7 Package3

I
=
IR1627

Step4 Click OK to close the dialog box.

Time-Based Rules Overview

The Console allows you to divide the week into four time frames (see “Managing Calendars” section). A
time-based rule is a rule that applies to one time frame.

You can add time-based rules to any rule. If a time-based rule is not defined for a time frame, the parent rule
is enforced.

Often, you want the rules for the different time frames to be similar. When you add a time-based rule, the
settings of the parent rule are copied to the new time-based rule; you can make any needed changes. Subsequent
changes to the parent rule do not affect the time-based rule.

You must define the calendar before defining the related time-based rules.

Adding Time-Based Rules to a Rule

Adding a time-based rule to a rule allows you to specify alternate rule parameters applicable only for a specific
time frame. If a time-based rule is not defined for a time frame, the parent rule is enforced.

* When you add a time-based rule, all parameters are initially set to the values defined for the parent rule.
Subsequent changes to the parent rule do not change the time-base rule.
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Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

Step 8
Step 9
Step 10

Step 11
Step 12
Step 13

Step 14
Step 15

Global Rules .

¢ The tabs of the Add New Time-Based Rule dialog box are the same as the tabs of the Add New Rule to
Package dialog box, except for the General tab. In the Add New Rule to Package dialog box, you select
a service; in the Add New Time-Based Rule dialog box, you select a time frame.

A service whose time-based rule affects any of its child services is indicated in the rules list by a modified
icon

Figure 237: P2P Weekend Based Time Rule

Rule Action
controlled ; unlimited quoka
= [ controlled [Default Upstream BWC; Defaulk Downstrearn BWC]; quata replenished ..
@ Weekend controlled [Default Upstream BWC; Defaulk Downstrearn B ] quata replenished ...

., Yahoo Messenget YaolP controlled [Cefault Upstream B'WC; Defaulk Downstrearn BWC]; unlimited quaota
., Minkendo Wi controlled [Default Upstream BwC; Defaulk Downstream BWwC]; unlimited quota

: ¢'=.' ‘Weekend controlled [Default Upstream BWC; Defaulk Downstream BWC]; unlimited quota g
LT MECP controlled [Default Lpstream BWC; Defaulk Downstream EBWC]; unlimited quata 5
Procedure

In the Policies tab, select a package from the package tree.
In the right (Rule) pane, select a rule.

Click the Add Time-Based Rule icon.
The Add New Time-Based Rule dialog box appears.

In the Time Frame area, from the Select the Time Frame for this Rule drop-down list, select one of the four
time frames.

In the Rule State area, select one of the Define the State of this Rule radio buttons.
* Enable reporting and active actions

* Disable reporting and active actions

Define behavior per traffic flow.

Click the Control tab.
The Control tab opens.

Follow the instructions in How to Define Per-Flow Actions for a Rule.
Change usage limits.

Click the Usage Limits tab.
The Usage Limits tab opens.

Follow the instructions in How to Select Quota Buckets for Rules.
Define behavior when a quota is breached.

Click the Breach Handling tab.
The Breach Handling tab opens.

Follow the instructions in How to Edit Breach-Handling Parameters for a Rule.

Click OK.
The Add New Time-Based Rule dialog box closes.
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The new time-based rule is displayed as a child of the rule in the Rule pane.

Editing Time-Based Rules

You can edit time-based rules.

)

Note  The tabs of the Edit Time-Based Rule for Service dialog box are the same as the tabs of the Add New
Time-Based Rule dialog box, except for the General tab. You cannot change the time frame to which the
rule applies.

Procedure

Step1 In the Policies tab, select a package from the package tree.
Step2 In the right (Rule) pane, select a time-based rule.

Step3  Click the Edit Rule icon.
The Edit Time-Based Rule for Service dialog box appears.

Figure 238: Edit Time-Based Rule for Service

Edit Time-Based Rule for Service "P2P" at Weekend

General Cankral | Usage Limits || Breach Handling

-Rule State
Define the state of this Rule:

(%) Enable reparting and active actions

{3 Disable reporting and active actions

[ [0]4 ” Cancel ]

158514

Step4 In the Rule State area, select one of the Define the State of this Rule radio buttons.
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Step 5
Step 6

Step 7
Step 8
Step 9

Step 10
Step 11
Step 12

Step 13
Step 14

Global Rules

* Enable reporting and active actions

» Disable reporting and active actions

Define behavior per traffic flow.

Click the Control tab.
The Control tab opens.

Follow the instructions in How to Define Per-Flow Actions for a Rule.
Change usage limits.

Click the Usage Limits tab.
The Usage Limits tab opens.

Follow the instructions in How to Select Quota Buckets for Rules.

Define behavior when a quota is breached.

Click the Breach Handling tab.
The Breach Handling tab opens.

Follow the instructions in How to Edit Breach-Handling Parameters for a Rule.

Click OK.
The Edit Time-Based Rule for Service dialog box closes.

All changes to the time-based rule are saved.

Deleting Time-Based Rules

A\

You can delete any time-based rule.

Note

Step 1
Step 2
Step 3

Step 4

You can disable a rule without losing its profile (see “How to Edit Time-Based Rules” section). This
allows you to enable the rule again later, without having to reset all its parameters.

Procedure

In the Policies tab, select a package from the package tree.
In the right (Rule) pane, select a time-based rule.

In the Rule pane, click the Delete Rule icon.

A Rule Warning message appears.

Click Yes.
The selected rule is deleted.

Managing Calendars Overview

Calendars are used to divide the hours of the week into four time frames.
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After you have configured a calendar, you can add time-based rules to a package that uses the calendar. A
time-based rule is a rule that applies to only one time frame. Time-based rules allow you to set rule parameters
that apply only at specific times. You might, for example, want to define different rules for peak, off-peak,
nighttime, and weekend usage.

Each service configuration includes one default calendar. You can add nine more calendars, each with a
different time-frame configuration. You can use different calendars for different packages. You can also use
different calendars where a service provider has customers in more than one time zone by configuring calendars
with a one-hour offset from each other.

* How to View Calendars

* How to Add Calendars

* How to Rename the Time Frames
* How to Delete Calendars

* How to Configure the Time Frames

Adding Calendars

Step 1
Step 2

Step 3

Step 4

Each service configuration includes one default calendar. You can add up to nine more calendars.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Weekly Calendars.
The Calendar Settings dialog box appears.

In the Calendar tab, click the Add (158725.jpg) icon.
A new calendar is added with the name Calendar (1).

In the Calendar Parameters tab, click in the Calendar Name field and enter the name for this calendar.

Figure 239: Calendar Parameters Tab

@]

Click Close.
The Calendar Settings dialog box closes, and the new calendar name is saved.

Renaming the Time Frames

)

By default, the time frames are named T1, T2, T3, and T4. You can change these names at any time; for
example, you may want to name the time frames Peak, Off Peak, Night, and Weekend.

Note

Although you can configure the time frames differently in each calendar, the names of the time frames
are the same in all of the calendars. If you change the name when configuring one calendar, the names
are also changed for all other calendars.
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Step 1

Step 2

Global Rules .

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Weekly Calendars .
The Calendar Settings dialog box appears.

In the Calendar Parameters tab, below the grid, each of the four time frames is listed in a field next to a colored
square.

Click in a Time Frame Name field, and enter a new name for the time frame.

Figure 240: Calendar Parameters Tab

Calendar Parameters |

Calendar Marie: i Basic Package Calendar

Define Time Frames For this Calendar:

& 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

D | [3] off peak ()] | &

158767

Step3 Repeat Step 2 for the other three time frames.
Step4 Click Close.

The Calendar Settings dialog box closes, and the changes to the names of the time frames are saved.

Viewing Calendars

Step 1

You can view a list of existing calendars and their time frames.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Weekly Calendars .
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Step 2

Step 3

The Calendar Settings dialog box appears with a list of existing calendars.

Figure 241: Calendar Settings

Calendar Settings

Calendar Parameters |

Calendars

- Calendar

Calendar Mame: |

Default Calendar
Define Time Frames For this Calendar:

in 11 12 13 14 15 16 17 18 19 20 21 22 23 24

piE e

| @)+ |

| @) 2 | (] s

Close

158765

Click a calendar in the list to display its time-frame settings.
The time frames for the selected calendar are displayed and configured in the Calendar Parameters tab.

Click Close.
The Calendar Settings dialog box closes.

Deleting Calendars

N

You can delete any user-added calendar. The default calendar cannot be deleted.

Note

Step 1

Step 2

A calendar used by a package cannot be deleted. (When you select the calendar, the Delete icon is dimmed.)
To delete the calendar, you must first select a different calendar for each package using the calendar that
is deleted. See “How to Set Advanced Package Options” section for information about changing the
calendar associated with a package.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Weekly Calendars.
The Calendar Settings dialog box appears.

In the Calendar tab, select a calendar and click the Delete icon.
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Step 3

Step 4

Global Rules .

A Calendar Removal Confirmation message appears.

Figure 242: Calendar Removal Confirmation

3£ Calendar Removal Confirmation

9 Are you sure you want to delete this calendar?

g

ves J[ m

158764

Click Yes .
The calendar is deleted.

Click Close.

Configuring the Time Frames

Step 1

Step 2

Step 3
Step 4

By default, all the hours of the week belong to one time frame. The Console allows you to assign each of the
168 (24x7) hours of the week to one of four separate time frames. These time frames allow you to supply
time-dependent differentiated services and to impose constraints on any service.

You might want, for example, to divide the week as follows:
* Peak
* Off Peak
* Night
* Weekend

You can define different time frames for each calendar.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Weekly Calendars.
The Calendar Settings dialog box appears.

In the Calendars tab, select a calendar to configure.
In the Calendar Parameters tab, the selected calendar’s Define Time Frames for this Calendar grid is displayed.
The grid, representing one week, is laid out in a format of 24 hours x 7 days. Each cell represents one hour.

Below the grid, the name of each time frame appears next to a colored button.

Click one of the colored buttons.

Select all the cells in the grid that represent hours that are part of the selected time frame.
You can select a group of cells by holding down the mouse button and dragging across the cells.
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Figure 243: Calendar Parameters Tab

Calendar Parameters |

Calendar Mame: | Defaalt Calendar

Define Time Frames for this Calendar:

6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

(] Peak | [ off Pesk | (W) rtt

| ! Weekend

The changes are written to the service configuration as you make them.

Step5 Repeat Steps 3 and 4 for the other time frames until you have mapped the entire grid.

You have now mapped the week into four different time frames.

Figure 244: Time Partition Plan Example

Calendar Parameters |

Calendar Mame: | Default Calendar

Defing Time Frames For this Calendar:

o1 & 3 4 & & 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Wk | [ o reak | ] o

| ! Weekend |

Step6 Click Close.
The Calendar Settings dialog box closes.

How to Manage DSCP ToS Marker Values

Cisco SCA BB can change the value of the DSCP ToS marker of packets of flows that match a filter rule or

a service rule.

For details on how to change the value of the DSCP ToS marker, see the following steps:

» For Filter Rule—see Step 11 of “How to Add Filter Rules” section

* For Service Rule—see Steps 10 and 11 of “How to Define Per-Flow Actions for a Rule” section and

Step 9 of “How to Edit Breach-Handling Parameters for a Rule” section

210037

210038
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Cisco SCA BB supports seven ToS Marker Classes. You assign each class a specific value to apply to the
packets of a flow.

Note

If you have used DSCP marking on a Cisco SCA BB release before 3.1.5 and you are converting your old
service configurations, you must reconfigure the service configurations to obtain the same network behavior
as in the former release.

Configuring DSCP ToS Marking

DSCP ToS marking is used in IP networks as a means to signal the type and priority of a flow between network
elements.

The default marking option is not to mark the packet. The classification may take a few packets to finalize.
So after the ToS marking is enabled, the first few packets may still be processed under the default option and
therefore may not be marked.

Note

Step 1

Step 2

In an MPLS environment, the Cisco SCE platform does not map the DSCP bits to the EXP bits of the
MPLS header.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > ToS Marking Settings .
The ToS Marking Settings dialog box appears.

Figure 245: ToS Marking Settings

ToS Marking Settings

To3 Marking allows setting the DSCP ToS value of the Flow,
ToS Matking ate enabled per direction.

[ Enable Upstream Tas Marking

[[] Enable Downstream Tos Marking

Tos Matking allows setting sewen DSCP TaS walues as an action of the Package rules or For Flow Filker rules.
The values allowed are between 0 and 63 and are given as an integer,
ToS Markers

: ToS Marker Class DSICP Yalue
|Tos 1
Tos 2
Tas 3
|Tos 4
Tas 5
Tas &
ToS 7

=A== ===

[ o4 H Cancel ]

274150

(Optional) To enable DSCP ToS marking on upstream flows, check the Enable Upstream ToS Marking check
box.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



. Quota Management

Step 3

Step 4

Step 5

Step 6

Quota Man

Adding Quota

Step 1
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If Upstream ToS Marking is disabled, it overrides filter rule and service rule settings.

(Optional) To enable DSCP ToS marking on downstream flows, check the Enable Downstream ToS Marking
check box.
If Downstream ToS Marking is disabled, it overrides filter rule and service rule settings.

Give unique names to the ToS Marker Classes.
Note  You can use the default names for the ToS Marker Classes, but it is recommended that you provide

meaningful names.
Assign values to the ToS Marker Classes.

Values must be in the range from 0 to 63.

Note  When defining filter rules and service rules, the names and values of ToS Marker Classes are displayed

in drop-down lists in the format “name [value]”. For example, “ToS 1 [23]” or “My P2P ToS [17]”
Click OK .

Your changes are saved.

The ToS Marking Settings dialog box closes.

agement

Related Topics
Global Bandwidth Control , on page 31

Profiles

You can add and define new profiles and edit existing profiles. Additionally, you can add up to 16 new buckets.

You also define the quota buckets associated with the package. Rules can use quota buckets to set limits to
the consumption of particular service groups (see “How to Select Quota Buckets for Rules” section).

Procedure

From the Policies tab in the left pane, choose Configuration > Policies > Quota Settings.
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The Quota Profile Editor dialog box appears.

Figure 246: Quota Profile Editor

3£ Quota Profile Editor

Quota Profile Editor
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Step2 Select one of the External Type radio buttons.

* Gy—The Gy quota model enables the Gy interface adapter to be used for the external quota management.
For more information, see the Cisco Service Control Mobile Solution Guide.

* SCE Subscriber API—The Subscriber API enables the external applications (policy servers) to connect
directly to the Cisco SCE for subscriber provisioning. For more information, see the Cisco Service
Control SCE Subscriber API Programmer Guide.

* Gx Usage Monitoring—Gx Usage Monitoring enables the Gx interface to generate usage monitoring
reports. For more information, see the Cisco Service Control Mobile Solution Guide.

Note  Using periodical quota management, you can scatter quota replenishment so that the quota of all
subscribers is not replenished at the same time. (See “Quota Replenish Scatter” section.)
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Step3 For Periodical quota profile, select one of the Aggregation Period radio buttons to specify when the quota is
renewed for the package:

* Hourly—Replenishes quota at each hour change

* Daily—Replenishes quota at midnight

Step4 In the Quota Profile Edit tab, click Add.
The Add Quota Profile dialog box appears.

Figure 247: Add Quota Profile

# Add Quota Profile

Create New Quota Profile

hoose Mame and Type

Define New Prafile
name | Ruota Profile 0

Type: |Periodical ¥

[ Finish l[ Zancel ]

207 e

Step5 In the Name field, enter a unique name for the new quota profile.
Step6 Select the Type from the drop-down list.

* Periodical

 Subscriber SCE API

Step7  Click Finish.
The Add Quota Profile window closes.

The new profile is added to the list of profiles displayed in the left (Quota Profile Edit) pane.

Editing Quota Profiles

You can edit the profiles to update the bucket profile.
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A

Note  You cannot edit or remove the default profile.

Procedure

Step1 From the Policies tab in the left pane, choose Configuration > Policies > Quota Settings.
The Quota Profile Editor dialog box appears.

Step2 Select a quota profile from the profile tree.
All the buckets defined for the selected profile are listed on the right pane.

Step3 Double-click a bucket line in the right pane.
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The Quota Bucket Editor window appears.

Figure 248: Quota Bucket Editor
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Step4 Change the Name, Type, and Volume.
Note  You can use the default name for the bucket. It is recommended that you enter a meaningful name.
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Step5 Click on the Service tab, to associate the services to the quota profile.

Figure 249: Quota Bucket Editor - Service
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Step6 Select a service from the Non Attached Service pane and move it to the Attached Service pane on the right.
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The selected service is moved along with its sub services.

Figure 250: Quota Bucket Editor - Attached Service
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Step7 Based on the bucket type, you can select services from the following tabs:
* Download
* Upload

* Session

Step 8 Click on the Timeframe tab, to associate different timeframes to the quota profile.
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Figure 251: Quota Bucket Editor - Timeframe
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Step9 Select a service from the Non Attached Service pane and move it to the Attached Service pane on the right.
The selected service is moved along with its sub services.

Step 10 Based on the bucket type, you can select services from the following tabs:
» Download
* Upload
* Session
Step 11 Click Finish.
The Quota Bucket Editor closes.

Step 12 Click Finish.
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The Quota Profile Editor closes.

What to Do Next

To select a service to which the rule relates to, see “How to Add Rules to a Package” section.

Deleting Quota Profiles

A

Note

Step 1

Step 2
Step 3
Step 4

The default profile cannot be deleted.

Procedure

From the Policies tab in the left pane, choose Configuration > Policies > Quota Settings .
The Quota Profile Editor dialog box appears.

Select a quota profile from the profile tree.
Click Remove.

Click Finish.
The Quota Profile Editor dialog box closes.

Editing Quota Management Settings for Packages

Step 1

Step 2

You can define whether an external quota manager or the Cisco SCA BB performs the quota management
for a package.

Procedure

In the Policies tab, select a package from the package tree, and click the Edit Package icon.
The Package Settings dialog box appears.

In the Package Settings dialog box, click the Quota Management tab.
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The Quota Management tab opens.

Figure 252: Quota Management Tab
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Step 3

Step4 Click OK.

The Package Settings dialog box closes.

Select the Select quota profile from the drop-down list.

All changes to the quota management settings are saved.

Quota Replenish Scatter

By default, if subscriber quota is replenished using periodical quota management, the quota of all subscribers
is replenished at the same time. To smooth quota replenishment, you can scatter the time of quota replenishment.
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To activate this feature, enter a non-zero value for the Length of the time frame for quota replenish scatter
(minutes) property of the Advanced Options tab of the Systems Settings dialog box (see “Managing Advanced
Service Configuration Options” section). By default, this property has a value of zero, that is, all quota is
replenished at the same time.

Quota for each subscriber is replenished at a random time within the quota replenish scatter time frame, with
replenish events split evenly before and after the quota aggregation time.

Best results are obtained if the scatter time frame is the same length as the quota aggregation period, which
should completely smooth replenish events. Do not enter a value larger than the quota replenish period.
Therefore, for an hourly quota replenish period, set the scatter to 60 minutes.

The quota replenish scatter function is independent of all other quota management parameters.

Selecting Quota Buckets for Rules

Step 1
Step 2

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

Select the quota buckets that the flows mapped to a rule uses. The quota buckets are defined during package
setup (see “How to Edit Quota Management Settings for Packages” section ). If no quota bucket is appropriate
for the rule, add a new quota bucket to the package or edit an existing bucket.

Procedure

In the Network Traffic tab, select a package from the package tree.
In the right (Rule) pane, click the Add Rule icon.
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The Add New Rule to Package dialog box appears.

Figure 253: Add New Rule to Package
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Step3 In the Service area, select a service from the Select the Service to Which the Rule Relates drop-down list.
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Step4 Click the Usage Limits tab.

Figure 254: Usage Limits Tab
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Step5 The Usage Limits tab displays the package profile details.
The quota bucket selected for the rule is displayed. For more information on adding services to quota profile,
see Step 5 of the “How to Edit Quota Profiles” section.

Step6 Click OK.
The Edit Rule for Services dialog box closes.
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Editing Breach-Handling Parameters for a Rule

You can define the Cisco SCE platform behavior when an aggregated volume limit or the total
number-of-sessions limit is exceeded. You can also notify subscribers when they exceed their quotas.

Procedure

Step1 In the Policies tab, select a package from the package tree.
Step2 In the right (Rule) pane, select a rule.

Step3 Click the Edit Rule icon.
The Edit Rule for Service dialog box appears.

Step4 Click the Breach Handling tab.
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The Breach Handling tab opens.

Figure 255: Breach Handling Tab
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Step5 Set the behavior of the flow when quota is breached.
* To block the flow when quota is breached, continue at Step 6 .
* To change the characteristics of the flow when quota is breached, continue at Step 10 .

* To leave the flow unchanged when quota is breached, select the No changes to active control radio
button and continue at Step 11 .

Step6 To block the flow, select the Block the flow radio button.
Step7 Continue at Step 10

Step8 Change the characteristics of the flow.

a) Select the Control the flow’s characteristics radio button.
The options in the Flow Characteristic area are enabled:

b) From the upstream Bandwidth Controller drop-down list, select an upstream BWC
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Step 9

Step 10

Step 11
Step 12

Step 13

Editing Breach-Handling Parameters for a Rule .

The BWCs in this drop-down list are defined when creating or editing the package.

When the mouse is placed over the drop-down list, a tooltip appears. The tooltip contains the properties
of the selected BWC, such as PIR, CIR, AL, and Global Controller.

¢) From the downstream Bandwidth Controller drop-down list, select a downstream BWC.

d) (Optional) Check the Limit the flow’s upstream bandwidth check box and enter a value in the Kbps
field.

e) Check the Limit the flow’s downstream bandwidth check box and enter a value in the Kbps field.

f) (Optional) Check the Set the flow's upstream packets ToS (DSCP) to check box and select a value
from the drop-down list.

g) (Optional) Check the Set the flow's downstream packets ToS (DSCP) to check box and select a value
from the drop-down list.

h) (Optional) Check the Limit concurrent flows of this Service check box and enter a value in the associated
field.

(Optional) To enable subscriber redirect, check the check box, and select a redirect profile from the drop-down
list.

(Optional) To enable subscriber notification, check the Notification redirect profile for this service check box
and select a notification redirect profile from the drop-down list.
Note A subscriber notification can be activated in addition to any of the three breach-handling options.

Note Subscriber notification is not supported when unidirectional classification is enabled. If you try to
check the Activate a Subscriber Notification check box when unidirectional classification is enabled,
a Rule Error message appears.

Click OK to continue.

(Optional) To enable mirror traffic to a server group, check Mirror traffic to server group and choose a server

group to send the mirror traffic to.

Note  The Mirror traffic to server group check box is only enabled when Traffic Mirroring is enabled in

the VAS Settings dialog box.
Click OK.

The Edit Rule for Service dialog box closes.

All changes to the rule are saved.

Breach-Handling Parameters

The following are the configuration parameters in the Breach Handling tab of the Edit Rule for Service Settings
dialog box.

* You determine what happens to flows identified as belonging to this rule when a quota is breached:

> No changes to active control—Flows mapped to this rule are not affected when quota is breached.
Cisco SCA BB can generate Quota Breach RDRs even when this option is selected (see “How to
Manage Quota RDRs” section).

° Block the flow—Flows mapped to this rule are blocked when quota is breached.

Redirect to—Redirect the flow to a specified, protocol-dependent URL, where a posted web page explains
the reason for the redirection. URL redirection sets are defined in the System Settings dialog box. (See “How
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to Add a Set of Redirection URLs” section.) Only three protocol types support redirection: HTTP, HTTP
Streaming, and RTSP. Redirection is not supported when unidirectional classification is enabled.

* Control the flow characteristics—The behaviors of flows mapped to this rule change when quota is
breached:

Select an upstream Bandwidth Controller—Map the traffic flow of this rule to a specific upstream BW
controller (BWC). This sets up bandwidth metering of all concurrent flows mapped to this rule, based on the
characteristics of the selected BWC.

Select a downstream Bandwidth Controller—The same functionality as the previous option, but for downstream
flow.

Limit the flow’s upstream bandwidth—Set a per-flow upstream bandwidth limit (for flows mapped to the
service of this rule).

Limit the flow’s downstream bandwidth—Set a per-flow downstream bandwidth limit.
Set the flow's upstream packets ToS—Set the DSCP ToS marker of all packets of upstream flows.
Set the flow's downstream packets ToS—Set the DSCP ToS marker of all packets of downstream flows.

Limit concurrent flows of this Service—Set the maximum number of concurrent flows (mapped to this rule)
permitted to a subscriber.

* Activate a Subscriber Redirect—Activate a Subscriber Redirect when subscribers exceed their quota
limit.
* Activate a Subscriber Notification—Activate a Subscriber Notification when subscribers exceed their

quota limit. This notification can, for example, convey the quota breach situation to the subscriber and
explain how to obtain additional quota.

N

Note  Subscriber notification is not supported when unidirectional classification is enabled.

To define Subscriber Notifications, see “Managing Subscriber Notifications” section.

* Activate Traffic Mirroring—Activate traffic mirroring when subscribers exceed their quota limit

Example for Creating Tiered Subscriber Services

Tiered subscriber services can be implemented using the Cisco SCA BB Console. Because the definition of
such services is open ended, this section describes how to define two of the tiers outlined in the value proposition
description. The two tiers are defined as follows:

* Silver
> Weekly bandwidth limited to 4.2 GB (corresponds to a daily limit of 600 MB)
» Email and browsing services are limited to 256 kbps
° Audio and video streaming services are limited to 64 kbps

°P2P services are limited to 28 kbps

» Gold

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Unknown Subscriber Traffic .

> Weekly bandwidth limited to 5.6 GB (corresponds to a daily limit of 800 MB)
° Email and browsing services are not bandwidth limited
> Audio and video streaming services are limited to 128 kbps

*P2P services are limited to 28 kbps

The following steps are applicable to both the 'Silver' and 'Gold' packages.

Procedure

Create a new package as described in “How to Add Packages” section.
Enable periodical (internal) quota management.
Set the aggregation period to Daily

Set the quota limit to the desired value and give the quota bucket a meaningful name
For further information, see “How to Edit Quota Management Settings for Packages” section.

Add the bandwidth controllers for the required services and set the PIR to the desired rate.
Note  Each service that is bandwidth limited requires a sub bandwidth controller that is a child of the primary

bandwidth controller, not an extra bandwidth controller, ., .
For further information, see “How to Edit Package Subscriber BWCs” section .

Add a rule to the package for each bandwidth limited service.
For further information, see “How to Add Rules to a Package” section .

Configure the rule to control the characteristics of the flow with the bandwidth controller for the relevant
service.
For further information, see “How to Define Per-Flow Actions for a Rule” section .

Set the usage limit for the package to use the quota bucket defined in Step 2.
For further information, see the “How to Select Quota Buckets for Rules” section section.

Unknown Subscriber Traffic

N

Cisco SCE platform processes a traffic flow that does not match any filter rule (see “Filtering the Traffic
Flows” section on page 10-23 ). Cisco SCE platform tries to identify the subscriber responsible for the traffic
flow. The platform checks its internal database for a subscriber identified by the IP address or VLAN tag of
the traffic flow. If no such subscriber exists, the traffic flow is mapped to the Unknown Subscriber Traffic
category.

The Unknown Subscriber Traffic category is included in the tree in the Network Traffic tab but is not part of
the package hierarchy. The Unknown Subscriber Traffic category cannot be deleted.

Note

Traffic of one unknown subscriber cannot be distinguished from traffic of other unknown subscribers.
Therefore, you cannot set either per-subscriber usage limits or subscriber-level metering with subscriber
BWCs. You can use subscriber BWCs only to link a selected service to a global controller.
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Unknown Subscriber Traffic

The Unknown Subscriber Traffic category behaves like a package with the following parameters:
* Package Name = Unknown Subscriber Traffic
* Package Index = 4999
* One package usage counter:

> Counter Name = Unknown Subscriber Traffic Counter

> Counter Index = 1023

You can:
* Edit the Unknown Subscriber Traffic package settings:
> Add extra BWCs (see “How to Edit Package Subscriber BWCs” section).

°Select a calendar (see “How to Set Advanced Package Options” section).

« Edit the default service rule for the Unknown Subscriber Traffic category:
° Change the Rule State (see “How to Edit Rules” section).

° Change per-flow actions for the rule (see “How to Define Per-Flow Actions for a Rule” section).

* Add rules to the Unknown Subscriber Traffic package:

> Add rules (see “How to Add Rules to a Package” section); edit (see “How to Edit Rules” section)
and delete (see “How to Delete Rules” section) these rules.

> Add time-based rules (see “How to Add Time-Based Rules to a Rule” section); edit (see “How to
Edit Time-Based Rules” section) and delete (see “How to Delete Time-Based Rules” section) these
rules.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Service Configuration Editor: Additional Options

This chapter explains how to use additional, advanced functionality available in the Service Configuration
Editor.

This chapter consists of these sections:

» The Service Security Dashboard , page 379

 Traffic Flow Filtering, page 399

* Managing Subscriber Notifications Overview, page 416
* Managing Subscriber Redirection Overview, page 424
* Managing the System Settings Overview, page 433

* Managing VAS Settings Overview, page 444

* Managing the Protected URL Database, page 456

The Service Security Dashboard

A

The Service Security Dashboard allows you to view and control all Cisco SCA BB security functionality.

The Dashboard is a gateway to a set of features that help you protect your network from security threats such
as worms, DDoS attacks, and spam zombies. It allows configuration of the detection mechanisms (for example,
attack thresholds) and of the actions to be taken when an attack is detected.

The Dashboard also allows you to access malicious traffic reports in the Reporter tool.

Note

If anomaly-based detection of malicious traffic is enabled, any access control list (ACL) that is configured
on the Cisco Service Control Engine (Cisco SCE) platform but is not applied to anything (for example,
an interface, an access map, or an SNMP community string) might be deleted when a service configuration
is applied to the platform. Workaround : Disable anomaly-based detection of malicious traffic. (Clear the
Enable anomaly detection check box.)
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Viewing the Service Security Dashboard

Procedure

In the Network Traffic tab, select Service Security .
The Service Security Dashboard is displayed in the right pane.

Figure 256: Service Security Dashboard
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Introduction to Managing Worm Detection

Cisco SCA BB uses three mechanisms for detecting worms:

* Signature-based detection—The stateful Layer 7 capabilities of the Cisco SCE platform can detect
malicious activity that is not easily detectable by other mechanisms. You can add signatures for new

worms.

* Anomaly-based detection—Overall traffic analysis can detect anomalies that might indicate worm

activity. See Managing Anomaly Detection Overview, on page 381 section.

* Mass-mailing based detection—E-mail traffic analysis can detect anomalies that might indicate
e-mail-based worms. See Configuring Spam Detection Settings , on page 395 section.

For more information, see Introduction to Managing Protocol Signatures , on page 200 section.

Viewing Supported Worm Signatures

Procedure

Step1 In the Service Security Dashboard, click View Signatures .

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The Signatures Settings dialog box appears, with Worm Signatures selected in the Signature Type drop-down
list.

All supported worm signatures are listed.

Step2 Click Close.
The Signatures Settings dialog box closes.

Adding New Worm Signatures to a Service Configuration

Either import the latest DSS or SPQI file provided by Cisco or create a DSS file containing any worm signatures
that you wish to add to the service configuration.

Managing Anomaly Detection Overview

The most comprehensive threat detection method is anomaly detection.

Anomaly Detection

The basic principle of anomaly detection is monitoring successful (correctly established for TCP, bidirectional
for other protocols) and unsuccessful (not properly established for TCP, unidirectional for other protocols)
connection rates both to and from any IP address viewed by the system, and triggering an anomaly detection
condition based of one of the following criteria:

* The total connection rate exceeds a predefined threshold.

* The suspicious connection rate exceeds a predefined threshold and the ratio of suspicious to unsuspicious
connections exceeds a predefined threshold.

The ratio metric is a robust indicator of malicious activity, and together with a rate qualifier it serves as a
reliable identifier for malicious activity.

Anomaly detection is divided into three categories based on the directional nature of the detected anomaly
condition. The concepts used for the three categories are identical, but the nature of the detected malicious
activity is different for each category.

* Scan/Sweep detector—Detects malicious activity based on an anomaly in connection rates from an IP
address.

* DoS detector—Detects an anomaly in the connection rate between a pair of IP addresses: one of them
is attacking the other. This can be either an isolated attack or part of a larger scale DDoS attack.

* DDoS detector—Detects an anomaly in the connection rate coming to an IP address, which means that
it is being attacked. The attack can be by either a single IP address (DoS) or multiple IP addresses.

A

Note = When the IP address common to all flows of an attack is on the network side, the Cisco SCE may require
more flows (than the configured threshold) to detect the attack.
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For all kinds of anomaly detection conditions, maximum flexibility is provided by the ability to define detection
thresholds and the trigger actions to be taken for each:

* Flow direction
* Flow protocol

* (Optional) Port uniqueness for TCP and UDP

N

Note  The GUI configuration described here replaces the CLI command set for configuring the Attack Filtering
Module of the Cisco SCE platform, which was available in previous releases.

Anomaly Detection Parameters

For each anomaly detector category (Scan/Sweep, DoS, DDoS) there is one default detector. You can add
additional detectors of each category. Detectors in each category are checked in order; the first match (according
to the threshold settings of the detector) triggers detection. You set the order in which detectors are checked;
the default detector is checked last.

Anomaly detectors can contain up to 12 anomaly types associated with malicious traffic:
* Network initiated—Malicious traffic initiated from the network side:
° TCP—Aggregate TCP traffic on all ports
> TCP Specific Ports—TCP traffic on any single port
° UDP—Aggregate UDP traffic on all ports
> UDP Specific Ports—UDP traffic on any single port
° ICMP—Aggregate ICMP traffic on all ports

> Other—Aggregate traffic using other protocol types on all ports

* Subscriber initiated—Malicious traffic initiated from the subscriber side:
°TCP
* TCP Specific Ports
°-UDP
° UDP Specific Ports
< ICMP
° Other

N

Note  ICMP and Other anomaly types are not available for DoS attack detectors.

Each anomaly type on a detector has the following attributes associated with it:
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* Detection thresholds—There are two thresholds, crossing either of them means that an attack is defined
to be in progress:

> Session Rate threshold—The number of sessions (per second) over specified ports for a single IP
address that trigger the anomaly detection condition.

° Suspected sessions threshold—Suspected sessions are sessions that are not properly established
(for TCP), or that are unidirectional sessions (for other protocols). Exceeding both the Suspected
Session Rate and the Suspected Session Ratio triggers the anomaly detection condition. (A
relatively high session rate with a low response rate typically indicates malicious activity.)

° Suspected Session Rate—The number of suspected sessions (per second) over specified ports for
a single IP address.

> Suspected Session Ratio—The ratio (as a percentage) between the suspected session rate and the
total session rate. A high ratio indicates that many sessions received no response, an indication of
malicious activity.

* Actions—Zero or more of the following actions may be taken when an anomaly detection condition is
triggered (by default, no action is enabled):

° Alert User—Generate an SNMP trap indicating the beginning and end of an anomaly. For details
on SNMP traps, see the “SCA BB Proprietary MIB Reference” chapter of Cisco Service Control
Application for Broadband Reference Guide for information about the Cisco proprietary MIB.

° Notify Subscriber—Notify the relevant subscriber of the malicious activity by redirecting the
browsing sessions to a captive portal. To configure network attack subscriber notification, see
Managing Subscriber Notifications Overview, on page 416 section.

° Block Attack—Block the relevant sessions. Blocking is performed based on the specification of
the malicious traffic that triggered the anomaly detection condition. If subscriber notification is
enabled for the anomaly type, blocking is not applied to the port relevant for browsing (by default,
this is TCP port 80; see Advanced Service Configuration Options, on page 435 section).

N

Note  Logging of the anomaly to an on-device log file and generation of RDRs is not
configurable per anomaly type.

* User-defined detectors can also have one or more of the following attributes:

°IP address list—Limit detection to the listed IP address ranges. This applies to the source IP when
detecting IP sweeps and port scans. It applies to the destination IP when detecting DoS and DDoS
attacks.

° TCP port list—Limit detection to the listed destination TCP ports. This list is applied to TCP
Specific Ports anomaly types only.

> UDP port list—Limit detection to the listed destination UDP ports. This list is applied to UDP
Specific Ports anomaly types only.
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Viewing Anomaly Detection Settings

You can view a list of all anomaly detectors. The anomaly detectors are displayed in a tree, grouped according
to detector category (Scan/Sweep, DoS, or DDoS).

For each anomaly detector, you can view its associated parameters and see a list of all anomaly types included
in the detector, together with their parameters.

Procedure

Step1 Inthe Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.
The detector tree is displayed in the left area of the dialog box; the right area is empty.

Figure 257: Detector Tree

Add, remove and set the order of the detectors.
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detector is checked last.

5
B
H E,j Scan/Sweep Default Detector
- Mg Dos
¥ Dos Default Detector
(=¥ DDoS

Fll DDoS Default Detector

158752

Step2 In the detector tree, select a detector.
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The detector parameters are displayed in the upper right area of the dialog box.

Figure 258: Detector Parameters

Mame: SM'I'P éer\rers

Apply this detector to the following IP addresses/ranges {enter up to 100 comma-separated IP ranges)
[ 10.99.99.1/32

[ apply this detector to the following TCP ports {enter up to 15 comma-separated port numbers)

[ Apply this detector to the following UDP ports {enter up to 15 comma-separated port numbers)

158751

The anomaly types defined for a detector are listed in the lower right area of the dialog box, together with the
value of each parameter. The following screen capture shows the default parameter values for the Scan/Sweep
default detector.

Figure 259: Detector Defined Anomaly Types

=

B 0= | s
Initiating Side Session Rate | Suspected Session Rate | Suspected Session Ratio | Alert User | Motify Subscriber | Block Attack | #
=] Netwark
TCP 1000 500 50 Disable Disable Disable
TCF Specific Ports 1000 500 50 Disable Disable Disable
DR 1000 500 50 Disable Disable Disable
UDP Spedific Ports 1000 500 50 Disable Disable Disable
ICMP 500 250 50 Disable Disable Disable
i Other 500 250 50 Disable Disable Disable
|- Subscriber
TP 1000 500 50 Disable Disable Disable
TCP Specific Ports 1000 500 50 Dizable Disable Disable
UDP 1000 500 50 Disable Disable Disable
i UDP Spedfic Ports 1000 500 50 Disahle Disable Disable v

210799
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If unidirectional classification is enabled, the Suspected Session Rate is set equal to the Session Rate, which
effectively disables anomaly detection by the suspected session trigger.

Figure 260: Session Rate to Suspected Session Rate Comparison

Step3 Click OK.

The Anomaly Detection Settings dialog box closes.

Adding Anomaly Detectors

A service configuration can contain up to 100 anomaly detectors.

Iritiating Side | Session Rate | Suspected Session Rate
=} Metwork
~TCP 1000 1000
~TCP Specific Ports 1000 1000
UDP 1000 1000
UDP Specific Ports 1000 1000
- ICMP 500 500
- Other 500 500
—I- Subscriber
~TCP 1000 1000
-~ TCP Specific Ports 1000 1000
upp 1000 1000
UDP Spedific Ports 1000 1000

210815

You define IP address ranges and TCP and UDP ports for the new detector, and one anomaly type.

After you have defined the detector, you can add other anomaly types (see Editing Anomaly Detectors ).

Procedure

Step1 Inthe Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure.
The Anomaly Detection Settings dialog box appears.

Step2 In the detector tree, select a detector category.

Step 3 n
P Click the Add " icon.

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide



Service Configuration Editor: Additional Options

Step 4
Step 5

Step 6
Step 7

Managing Anomaly Detection Overview

The Anomaly Detector Creation wizard appears, open to the Malicious Traffic Detector page.

Figure 261: Anomaly Detector Creation Wizard - Malicious Traffic Detector

3 Anomaly Detector Creation Wizard

Malicious Traffic Detector
Detector Detector 1 has no lists set

MName: ;:)etecbar 1

[] apply this detector to the following TCP ports {enter up to 15 comma-separated port numbers)

[] apply this detector to the following UDP ports (enter up to 15 comma-separated port numbers)

[ apply this detector to the following IP addresses/ranges (enter up to 100 comma-separated IP ranges)

Cancel

In the Name field, enter a meaningful name for the detector.

Check one or more of the check boxes to limit the scope of the detector.
The relevant fields are enabled.

Enter lists of IP addresses or ports in the relevant fields.
Click Next .

158754
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The Malicious Traffic Characteristics for a WORM attack page of the Anomaly Detector Creation wizard
opens.

Figure 262: Malicious Traffic Characteristics for a Worm Attack

3 Anomaly Detector Creation Wizard

Malicious Traffic Characteristics for a WORM attack
Define the type of attack you wish to create

Malicious Traffic Originator
() Subscriber () Metwork

Malicious Traffic Transport
@ T1CP (O TCP-Spedfic Porte (JUDP () UDP-Spedific Ports () ICMP () Other

[ <Back || MNewt> |l Finish ][ Cancel ]

158755

Step8 Depending on the detector type that you are defining, select the originating side or the target side.

* If you are defining a Scan/Sweep detector or a DoS detector, select the originating side for the anomaly
type you are defining.

« If you are defining a DDoS detector, select the target side for the anomaly type you are defining.

Step9 Select a transport type for the anomaly type that you are defining.
Step 10 Click Next .
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The Anomaly Detection Thresholds page of the Anomaly Detector Creation wizard opens.

Figure 263: Anomaly Detection Thresholds

3 Anomaly Detector Creation Wizard

Anomaly Detection Thresholds

Define attack detection thresholds, or use the Default Detector's
values

Malicious Traffic Detection Thresholds
[ Use the Default Detector's settings

An anomaly will be detected once flow rate exceeds this threshold,

Flow Open Rate {lows/sec) _SD |

An anomaly will be detected once suspected flow rate exceeds threshold AND
suspected flows ratio exceeds threshold,

Suspected Flows Rate (flowsfzec) jEEI -|

Ratio of Suspected Flow Rate {3) !_ED |

[ = Back “ Mext = H Finish H Cancel

158756

Step 11 Set the detector settings for this anomaly type.
* To use the setting for the default detector, check the Use the Default Detector’s settings check box.

* Enter values in the Flow Open Rate, Suspected Flows Rate, and Ratio of Suspected Flow Rate fields.

Step 12 Click Next .
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The Anomaly Detection Action Settings page of the Anomaly Detector Creation wizard opens.

Figure 264: Anomaly Detection Action Settings

3 Anomaly Detector Creation Wizard

Anomaly Detection Action Settings

Choose the actions to perform upon detecting malicious
attack

Block
Block malidious traffic

(%) Uge the Default Detector's settings () Enable () Disable
Alert

Generate an SNMP trap

() Usge the Default Detector's settings () Enable () Disable
Motify Subscriber

Motify the subscriber through browser redirect

(%) Uge the Default Detector's settings () Enable () Disable

[ FEinish ] [ Cancel

158757

Step 13 Select Block, Alert, and Notify Subscriber actions.

Step 14 Click Finish .
The Anomaly Detector Creation wizard closes.

The new detector is added to the detector tree.

You can now add additional anomaly types to the detector. See Editing Anomaly Detectors .

Editing Anomaly Detectors
You can perform the following actions on a user-defined anomaly detector:
* Edit detector parameters.
* Edit anomaly types.
» Add anomaly types.
¢ Delete anomaly types.
* Change the order of the detectors in the detector tree.

For each detector category, detectors are checked, botfom-up, in the order that they are listed in the detector
tree; the default detector is checked last.

You can edit the anomaly types of the three default detectors.
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Editing Detector Parameters

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Procedure

In the Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.

In the detector tree, select a detector.
The detector parameters are displayed in the upper right area of the dialog box.

In the Name field, enter a new name for the detector.

Check or uncheck the IP address range and ports check boxes.
Enter or modify lists of IP addresses or ports in the relevant fields.
Click OK.

The Anomaly Detection Settings dialog box closes.

Your changes are saved.

Editing Anomaly Types

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Procedure

In the Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.

In the detector tree, select a detector.
Information about the anomaly types is displayed in the lower right area of the dialog box.

Double-click an anomaly type.
The Anomaly Detector Creation wizard appears, open to the Anomaly Detection Thresholds page (see Adding
an Anomaly Type , on page 392 section).

Set the detector settings for this anomaly type.
Do one of the following:

* To use the setting of the default detector, check the Use the Default Detector’s settings check box.

* Change the values in the Flow Open Rate, Suspected Flows Rate, and Ratio of Suspected Flow Rate
fields.

Click Next.
The Anomaly Detection Action Settings page of the Anomaly Detector Creation wizard opens.

Change Block, Alert, and Notify Subscriber actions.

Click Finish .
The Anomaly Detector Creation wizard closes. The anomaly type is updated with your changes.

Repeat Steps 3 to 7 (or Steps 2 to 7) for other anomaly types.
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Step 9

Click OK.
The Anomaly Detection Settings dialog box closes.

Adding an Anomaly Type

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Step 11
Step 12

Procedure

In the Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.

In the detector tree, select a detector.
The anomaly types are listed in the lower right area of the dialog box.

Click the Create New Detector Item Under Detector Items Feature ¥ icon.
The Anomaly Detector Creation wizard appears, open to the Malicious Traffic Characteristics for a WORM
attack page (see Adding Anomaly Detectors , on page 386 section).

Select an origin for the anomaly type you are defining.
Select a transport type for the anomaly type you are defining.

Click Next .
The Anomaly Detection Thresholds page of the Anomaly Detector Creation wizard opens.

Set the detector settings for this anomaly type.
* To use the settings of the default detector, check the Use the Default Detector’s settings check box.

* Enter values in the Flow Open Rate, Suspected Flows Rate, and Ratio of Suspected Flow Rate fields.

Click Next .
The Anomaly Detection Action Settings page of the Anomaly Detector Creation wizard opens.

Select Block, Alert, and Notify Subscriber actions.
Click Finish.
The Anomaly Detector Creation wizard closes.

The new anomaly type is added to the anomaly type list.

Repeat Steps 3 to 10 (or Steps 2 to 10) for other anomaly types.

Click OK.
The Anomaly Detection Settings dialog box closes.
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Deleting an Anomaly Type

Procedure

Step1 Inthe Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.
Step2 In the detector tree, select a detector.

The anomaly types are listed in the lower right area of the dialog box.
Step3 In the anomaly type list, select an anomaly type.

Step 4
P Click the Delete ﬁ icon.

The selected anomaly type is deleted from the anomaly type list.
Step5 Repeat Steps 3 and 4 (or Steps 2 to 4) for other anomaly types.

Step6 Click OK.
The Anomaly Detection Settings dialog box closes.

Changing the Order in which Detectors are Checked

Procedure

Step1 Inthe Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.

Step2 In the detector tree, select a detector.

The move up arrow, the move down arrow, or both are enabled, depending on the detectors location in the
tree.

Figure 265: Detector Tree

Add, remove and set the order of the detectors.
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detector is checked last.

i K
| = Flj Scan/Sweep

Elj Scan/Sweep Default Detector
=M Dos

¥ DoS Default Detector
=-¥J DDos

¥ DDoS Default Detector

¥l DNs Servers

L PR SMTP Servers

158753

Step3 Using these navigation arrows, move the detector to its desired location.
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Step4 Repeat Steps 2 and 3 for other detectors.

Step5 Click OK.
The Anomaly Detection Settings dialog box closes.

Your changes are saved.

Deleting Anomaly Detectors
You can delete any or all user-defined detectors.

You cannot delete the three default detectors.

Procedure

Step1 Inthe Service Security Dashboard, in the Anomaly Based Detection of Malicious Traffic pane, click Configure

The Anomaly Detection Settings dialog box appears.
Step2 In the detector tree, select one or more user-defined detectors.

Step 3
P Click the Delete ﬁ icon.

A Confirm Delete message appears.

Figure 266: Confirm Delete

3£ Confirm Delete

€p | Are you sure you want to delete Detector "SMTP Servers™?

OK. | [ Cancel

1587838

Step4 Click OK.
The selected detectors are deleted and are no longer displayed in the detector tree

Step5 Click OK.
The Anomaly Detection Settings dialog box closes.

Managing Spam Detection Overview

The anomalous e-mail detection method monitors SMTP session rates for individual subscribers. A high rate
of SMTP sessions from an individual subscriber is usually an indicator of malicious activity that involves
sending e-mail (either mail-based viruses or spam-zombie activity).

This method works only if the system is configured in subscriber-aware or anonymous subscriber mode. This
allows the Cisco SCE to accurately account the number of SMTP sessions generated per subscriber.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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The detection method is based on the following:

* Typical broadband subscribers generate few SMTP sessions (at most a single session each time they
send an e-mail message).

* Typical broadband subscribers normally use the SMTP server of the ISP (as configured in their mail
client) as their only mail relay, and do not communicate with off-net SMTP servers.

» Spam zombies create many SMTP sessions, mainly to off-net servers (the mail servers of the destined
recipient of the messages).

When configuring spam detection, you select an appropriate service to monitor. By default, this is the built-in
SMTP service.

Configuring Spam Detection Settings

Procedure

Step1 Inthe Service Security Dashboard, in the Spam Zombies and Email Viruses Detection pane, click Configure.
The Spam Detection and Mitigation settings dialog box appears.

Figure 267: Spam Detection and Mitigation Settings

3£ Spam Detection and Mitigation settings N (=] ]

Spam Detection and Mitigation settings

Configure detection and mitigation setting For e-mail spam.

[ Enable spam detection and mitigation

Configure spam detection threshold and mitigation action per package:

Detection th Send RDR.

]

Block TCP/25 TCP blocking duration(Mins

Mirrar SMTP kraffic

Send RDR: Select all Deselect al
Block selected service traffic: Selact all Deselect al I

246638

Step2 (Optional) To disable spam detection, uncheck the Enable Spam detection and mitigation check box. All
other fields are disabled. If you are disabling spam detection, continue at Step 6 .

Step3 For each package, do the following:

a) Define the quota to be used for indicating anomalous e-mail activity.
We recommend that the values for these fields should be based on some baseline monitoring of subscriber
activity.

b) Click in the Detection threshold column.
A More (250619.jpg) button appears.

¢) Click the More button.
The Spam Detection Threshold window appears.

d) Define when to consider the subscriber as a spammer.
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e) Define whether to mark non-RFC compliant sessions as spam.
f) Click OK.

Figure 268: Spam Detection Threshold

3£ Spam detection threshold 1[

Spam detection threshold for package Default Package

Subscriber will be detected and marked as spammer when any of the criteriais met,

¥ Consider subscriber a spammer when:

There are mare than I 1000000 SMTP sessions in I 1 seconds.

There are more than I 1000000 | email recipients in I 1 seconds in all SMTP sessions.

There are more than I 1000000 email recipients in a single session.

There are at least I 1000000 email recipients with & I 100 % of wrong usernames.,
Mark non-RFC compliant sessions as spam? Im 'l

(a4 I Cancel |

246639

Step4 Define one or more actions to be taken upon detecting mass-mailing activity.
Available actions are:

» Send RDR—Sends a Raw Data Record (RDR) to the Collection Manager (CM). A second RDR is sent
when the status of the subscriber as a spammer is removed. The Collection Manager collects these RDRs
in CSV files for logging purposes. Alternatively, you can implement your own RDR collectors to receive
these RDRs and respond in real-time.

* Block—Blocks SMTP as a classified service.
* Block TCP/25—Blocks only the TCP port 25.
* TCP blocking duration (Mins)—Defines the duration for which the TCP port 25 should be blocked.

* Notify Subscriber (HTTP)—Redirects the subscriber browsing sessions to a captive portal presenting a
message from the operator. This is done using “subscriber notification”. Options are None, Default
Notification, Default Redirection.

* Mirror SMTP traffic—Diverts spam SMTP traffic to an inline spam detection service.

Note  For the send RDR action, one RDR is sent when the subscriber is marked as a spammer and a second
RDR is sent once the subscriber is no longer considered a spammer. However, when using the block
and mirror actions, the action begins when the subscriber is marked as a spammer and is maintained

til the subscriber i 1 idered .
l}gfolck §1\§[L11“PSC"IE%a§ft1éSalr]1% I\C}Ir}rgrf(:)rrc l{l/ls"i"PeEEaf lcsgggnnrgf {)oth be selected. If you select one, the other

is disabled.
Step5 If you selected Notify Subscriber (HTTP), choose or enter a notify subscriber.

Note
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Step 6

3£ 5pam Detection and Mitigation :

Managing Spam Detection Overview

=loi x|
Spam Detection and Mitigation settings
Configure detection and mitigation setting for e-mail spam.
[¥ Enable spam detection and mitigation
Configure spam detection threshald and mitigation action per package:
[ Detection threshold [ sendroR | Block. Block TCR/25 [ TCP biocking duration(ting) | Moty subscriber (HTTR} | Mirror
Detection Enabled ] 1 Hone -
Package Detection Enabled ] O ] 1
= Defaul Hobfication =
Kl Defaul Redirection ]
Send RDR: Select Deselect al
Block selected service braffic;  Select al Deselect al
o
=+
<=}
ol | |
=
™~

Step7  Click Finish.

If you selected Mirror SMTP traffic, choose a server group.

The Spam Detection and Mitigation settings dialog box closes.

Configuring Outgoing Spam Mitigation Settings per Package from Subscriber Policies

Procedure

Step 1

In the Service Configuration Editor Policies tab, select a Package from the Subscriber Policies.

Step2 Right-click on the Package and select Edit Package.
The Package Settings window appears.

Step3 Click Spam Settings tab to view the Spam Detection Settings and Spam Action Settings.
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Step 4
Step 5
Step 6

3£ package Settings for “Default Package™ i |
General | Quoka Managementl Subscriber B Controllers' Advanced
rSpam Detection Settings-
v Consider subscriber & spammer when:
There are more than |1000000 SMTP sessions in |1— Feconds
There are more than I'l 000000 email recipients in |1 zeconds in all SMTP sessions
There are mare than I'I 0o0oo0 ethail recipients in & single session
There are atleast I'I o0ooon ethail recipients with a |1 on Yo Of wWrONGg USErnames
Mark non-RFC compliant sessions as spam? IND 'I
~Spam Action Settings-
™ Send RDR
[~ Block
™ |EBlock TER (/25
TCP BElock Duration (bin: |1
Matity Subscriber(HTTR)  [None =]
Mirror SMTP Tratfic [ane =l
(7) ok | Cancel |

246641

Define when to consider the subscriber a spammer and the actions to be taken.
Click OK.

Malicious Traffic Reports Overview

* Malicious Traffic Reports

* How to View a Service Security Report

Malicious Traffic Reports

- Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

Select the Consider Subscriber a spammer when: check box to enable the spam detection.

A number of reports dealing with malicious traffic can be displayed in the SCA Reporter tool:

For more details on spam mitigation, see the Cisco Service Control Service Security: Outgoing Spam Mitigation
Solution Guide.

Information about detected traffic anomalies is stored in the Collection Manager database. You can use this
information for network trending, detection of new threats, and tracking of malicious hosts or subscribers.
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* Global reports:
> Global Scan or Attack Rate
° Global DoS Rate
° Infected Subscribers
° Infected Subscribers versus Active Subscribers
°DoS Attacked Subscribers

° Top Scanned or Attacked ports

* Individual subscriber or hosts reports:
° Top Scanning or Attacking hosts
> Top DoS Attacked hosts
> Top DoS Attacked Subscribers

> Top Scanning or Attacking Subscribers

Viewing a Service Security Report

Procedure

Step1 In the Service Security Dashboard, in the relevant pane, click View Report.
A Choose a report dialog box appears, displaying a tree of relevant reports.

Step2 Select a report from the report tree.

Step3 Click OK.
The Choose a report dialog box closes.

The Reporter tool opens in the Console, and displays the requested report.

For information about manipulating and saving the report, see the “Working with Reports” chapter of Cisco
Service Control Application Reporter User Guide.

Traffic Flow Filtering

Filter rules are part of service configurations. They allow you to instruct the Cisco SCE platform, based on a
flow’s Layer 3 and Layer 4 properties, to:

* Bypass—Ignore the flow and transmit it unchanged.

* Quick forward—Duplicate the flow and send one copy directly to the transmit queue to ensure minimal
delay. The second copy goes through the normal packet path.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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When a traffic flow enters the Cisco SCE platform, the platform checks whether a filter rule applies to this
flow.

If a filter rule applies to this traffic flow, the Cisco SCE platform passes the traffic flow to its transmit queues.
No RDR generation or service configuration enforcement is performed; these flows do not appear in any
records generated for analysis purposes and are not controlled by any rule belonging to the active service
configuration.

It is recommended that you add filter rules for OSS protocols (such as DHCP) and routing protocols (such as
BGP) that might traverse the Cisco SCE platform. These protocols usually should not be affected by policy
enforcement, and their low volume makes them insignificant for reporting.

A number of predefined filter rules are included in every new service configuration.

Note

By default, some, but not all, of the predefined filter rules are active.

Flows of certain protocols can also be filtered according to the Layer 7 characteristics of the flow (see Advanced
Service Configuration Options, on page 435 section). Like other filtered flows, Layer 7 filtered flows are not
controlled, but can be classified and reported. The flows of the protocols that can be filtered are typically short
and their overall volume is negligible. So filtering these protocols has little effect on network bandwidth and
on the accuracy of the Cisco SCA BB reports.

Information About Traffic Filtering

A

For certain types of traffic, service providers may need to reduce the latency and jitter introduced by the Cisco
SCE platform or even to bypass the Cisco SCE platform to avoid traffic control as well. Typically, such
decisions are made for a portion of the traffic, to reduce latency for delay sensitive applications, such as voice,
and to bypass mission-critical traffic, such as routing protocols. The Cisco SCA BB Filtered Traffic mechanism
is used to address this need.

Note

To reduce latency, Cisco SCE platform automatically handles most voice traffic. For details, seeAutomatic
Quick Forwarding of Media Flows, on page 402 section.

The Cisco SCA BB Filtered Traffic Mechanism

The Cisco SCA BB Filtered Traffic mechanism reduces latency or completely bypasses portions of the traffic
by defining filter rules that match relevant flows and assign the correct action to them. A filter rule matches
a packet according to its Layer 3 and Layer 4 properties, such as IP address, port number, and DSCP ToS, as
well as the Cisco SCE platform interface (subscriber or network) from which the packet arrived. For packets
that match a filter rule, the following actions can be applied:

* Bypass the current packet (to reduce latency and avoid traffic control).

When this action is applied, the current packet is directly transmitted from the Cisco SCE platform without
going through any service configuration processing or reporting. You must map the bypassed packet to a
Class of Service (CoS) to assign it to one of the transmit queues of the Cisco SCE platform.

Possible values for CoS are BE, AF1, AF2, AF3, AF4, and EF; where EF implies high processing priority
and the other classes imply normal processing priority.
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Information About Traffic Filtering .

* Quick forward the flow (to reduce latency).

When this action is applied, the current packet and all subsequent packets belonging to the same flow are
duplicated and sent through two different paths: the original packet goes directly to the transmit queue, and
thus has only a minimal delay, while a copy of the packet goes through the normal service configuration
processing path for classification and reporting, and is then discarded.

« Assign the flow to the high priority processing input queue (to reduce latency).

Note

Not all platforms support this option.

When this action is applied, the current packet and all subsequent packets belonging to the same flow enter
the high priority processing input queue. They go through the normal service configuration processing path
ahead of other packets that arrive simultaneously. You should map the flow to the EF CoS to assign it to the
high processing priority transmit queue of the Cisco SCE platform.

Note

A

In an MPLS environment, the Cisco SCE platform does not map the DSCP bits to the EXP bits of the
MPLS header.

A filter rule can perform DSCP ToS marking (by changing the DSCP ToS field of the packet) of the matched
traffic with any of the above actions.

Note

DSCP ToS marking and the assignment to CoS only take place when the operational mode of the system
is Full Functionality (see System Operational Mode , on page 434 section).

The Cisco SCE processes the traffic based on the Class of Service (CoS). Possible values for CoS are BE,
AF1, AF2, AF3, AF4, and EF; where EF implies high processing priority and the other classes imply normal
processing priority.

In , if there are 4 output queues—EF, AF n ,AF1, and BE, this is how the queues are prioritized:
* EF—Gets the highest priority and strictly gets priority over all other queues.

* AF1 and AF n (AF2, AF3, AF4)—Gets the weighted priority on top of AF1. For each n packets of AF
n, one packet is sent for AF1. The value of n can be configured from the FPGA. The default value is 3.

* BE—Gets lowest priority. BE packets are transmitted only if packets for transmission are not available
in other queues.

The Cisco SCE transmits only the received packet and do not generate the traffic internally; other than rarely
transmit inject for reset or redirect. So, there can never be a long time in which lower priority queues are
starved.

When there are only buckets—EF and the rest. In CoS other than EF (AF1,AF2,AF3,AF4,BE), the order of
priority would be AF1 > AF2 > and so on. However, the bandwidth is allocated in the order EF > AF n > AF1
> BE. Queues AF2, AF3, and AF4 would have the same weight.

Filter Rule Actions

The Bypass and Quick forward actions apply to different scopes of traffic:
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» The Bypass action only bypasses the current packet; every subsequent packet of the same flow goes
through the Filtered Traffic mechanism. This means, for example, that when traffic is to be bypassed
based on its destination port number, two rules should be created to match packets from both sides of a
bidirectional flow.

For example, to bypass all traffic to destination port 23, two filter rules are needed, one for packets
arriving from the subscriber side addressed to network side port 23, and another for packets arriving
from the network side addressed to subscriber side port 23.

* The Quick forward action is applied to the entire flow; once identified, all subsequent packets do not
go through the filter rule mechanism, instead going through normal service configuration processing.
A packet may match more than one filter rule. If both Bypass and Quick forward are matched, the
packet/flow is bypassed with minimum delay. Furthermore, if only Bypass is matched, the packet/flow
is also be bypassed with minimum delay.

Filter Rules and Service Rules

Filter rule actions to reduce latency allow the flow to be controlled by the Cisco SCE platform. This means
that the flow can be blocked or given limited bandwidth if it matches a service rule. For example, if a filter

rule is applied to reduce latency, but a service configuration rule is applied to block the same traffic, the traffic
is blocked.

The Bypass action is designed to avoid service configuration processing; bypassed traffic is not affected by
service rules.

Automatic Quick Forwarding of Media Flows

The Cisco SCE platform reduces the latency of delay-sensitive voice and video media flows by applying the
quick-forwarding action to SIP, MGCP, H323, Skinny, and RTSP media flows during classification. When
a media flow is classified as being of one of these types, it is subjected to quick forwarding immediately.

The Cisco SCE platform does this automatically, regardless of filter rule configuration. These media flows
might still be blocked or given limited bandwidth if they match a service rule.

Filtering L2TP Traffic

If you know the version of the L2TP tunnel that is being used, configure the relevant filters. If you do not
know the version, enable filter for both type of tunnels (L2TPv2 and L2TPv3).

N

Note = The L2TPv3 data encapsulation is done directly over IP with protocol ID 115. Cisco SCA BB provides a
filter for this type of traffic and you can enable it from Cisco SCA BB. However, L2TPv2 protocol data
encapsulation is done over UDP protocol at Layer 4 with default destination port 1701. Cisco SCA BB
does not provide any filter for this type of traffic. To filter L2ZTPv2 traffic, create a new filter with the
transport type as UDP and destination UDP port value as 1701.

Viewing Filter Rules for a Package

You can view a list of the filter rules included in a service configuration.
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Setting Flexible Configuration of Port based Filters .

The listing for each filter rule includes the name, the status, and a brief description (generated by the system)
of the rule.

To see more information about a filter rule, open the Edit Filter Rule dialog box (see Editing Filter Rules ).
Procedure

In the Policies tab, select the Filtered Traffic node.
A list of all filter rules is displayed in the right (Rule) pane.

Figure 269: Filter Rules

Setting Flexible Configuration of Port based Filters

Step 1
Step 2
Step 3
Step 4

Procedure

Choose Windows > Preferences.

In the Preferences window, expand the Service Configuration.
Click Filtered Traffic.

For SCE 8000 - Enter the value of the port based filters. The valid integer values of the port based filters range
between 21 and 50. The default value is 21.

type filter text Filtered Traffic S A

> Help

+ Install/Update
Metwark Connections

> Metwork Mavigator

a4 Service Configuration

Maxirmurn Port Based Filters 21

Ssyrnmetric Classificatio |
Automatic Zone Provisio
Default DSS
Filtered Traffic
Flawars
Protocol Pack
SCABB
Subscriber banager

) — ¥ IRestore Defaults] [ Apply ]

ot [ o ]

363942
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Step5 Click Apply.

Step6 Click OK.
SCE 8000 Calculation: The number of IP based flow filters is reduced, based on the configured flow filters
count. For example, if the number of port based flow filter count is increased as 27, the result is as follows:

* Port Based Flow Filter : 27 rules (34 - 60)
* [P based Flow Filter : 33 rules (1 - 33)

Adding Filter Rules

The Add Filter Rule wizard guides you through the process of adding a filter rule.

Procedure

Step1 In the Policies tab of Service Configuration Editor window, select the Filtered Traffic node.

Step 2 B
Click ™ (Add Rule) in the right (Rule) pane.

The Add Filter Rule wizard appears.

Figure 270: Add Filter Rule

£ Add Filter Rule

Constructing a Filker Rule consists of defining the parameters of packets and the actions that wil be applied on packets with matching
parameters,

The system will apply the configured actions on packets that match one of the Filter Rules definitions. Mote that Filker Rules only apply to
packeks Ehat w an open Flowe conkesk,

(o] | oo |[meez] o | (o]

32164

Step3  Click Next.
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Step 4

Step 5

The Transport Type and Direction screen of the Add Filter Rule wizard appears.

Figure 271: Transport Type and Direction

Add Filter Rule

Apply to packets where the transport byvpe is: :(.ﬁ.ny) w |

Apply o packets that arrive Framm:
() the netwark side

() the subscriber side

(%) either side

Moke: In most cases, 'either side’ should be selected, When filkering one side only, a response
packet atriving from the opposite side will not match the rule, hence a flow context would be
created for it, and all consecutive flow packets will be processed instead of being bypassed,

i)

[ Close ] [ % Back H Mext = l

=g

Select the transport type and initiating side and click Next .
The Subscriber-Side I[P Address screen of the Add Filter Rule wizard appears.

Figure 272: Subscriber-Side IP Address

Add Filter Rule

Apply o packets where the subscriber-side IP address is:
() Any IP address

() Equalta [

() Other than

s S e 4 =

() In the range of | 0.0.0.0 | =] ouonoin |

(O Mot inthe range of | 0.0 B E ]

’ Close ] [ < Back H Mexk = ] Firiish

158738

Define the subscriber-side IP address and click Next.

Adding Filter Rules
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The Network-Side IP Address screen of the Add Filter Rule wizard appears.

Figure 273: Network-Side IP Address

Add Filter Rule

Apply bo packets where the network-side IP address is:
(%) Any IP address

OEqualte  [0000 |

() Other than |: 10,00

(7 Ini the range of [ozo0 |- [D0.0.0 |

() Motin the range of | 0.0 = ] |

[ Close ] [ < Back H Mext = J Firiish

158739

Step6 Define the network-side IP address and click Next.
If the transport type selected in Step 4 was not TCP or UDP, the ToS screen of the Add Filter Rule wizard

appears. Go to Step 9.

If the transport type selected in Step 4 was TCP or UDP, the Subscriber-Side Port screen of the Add Filter
Rule wizard appears.

Figure 274: Subscriber-Side Port

Add Filter Rule

Apply bo packets where the subscriber-side port is:
() Aney port

() Equal to |_ |

(7 In the range of [0 |=|o |

() Motin the range of | 0 |- [0 |

’ Close ] [ < Back H Mext = ] Firiish

155740

Step7 Define the subscriber-side port and click Next.
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The Network-Side Port screen of the Add Filter Rule wizard appears.

Figure 275: Network-Side Port

Add Filter Rule

Apply bo packets where the nebwork-side port is;
(%) Any port

() Equal ta |_ |

() Other than |?Ii |

() In the range of [0 J=l o

(") Mot in the range of | 0 |={o

[ Close ] [ < Back. H Mewxk = ]

Step8 Define the network-side port and click Next.

The Type of Service (ToS) screen of the Add Filter Rule wizard appears.

Figure 276: ToS

Add Filter Rule

Apply bo packets where the To3 is:
() Any value

() Equalta |_ |

() Other than |?I: |

() In the range of | D | =l o

() Mot in the range of | 0 |- [

[ Close ] [ < Back. H Mexk =

Step9 Define the ToS and click Next.
The acceptable values for ToS are 0 to 63.

158741

158742

Adding Filter Rules
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The Action and Class-of-Service screen of the Add Filter Rule wizard appears.

Figure 277: Action and Class-of-Service

Add Filter Rule

Select the action to apply on packets with properties matching this filter's definitions.

(%) Bypass - Packets bypass the SCABE application,

Cuick Forward - Packets are Forwarded to the Tx queue in parallel to being processed

O offline

The system maps the filkered packets to a certain Class-of-Service,

Select the CoStouse:  |BE % |

[ Close ] [ < Back ][ Mexk = Finish

211739

Step 10 Select the radio button for the required action.
* Bypass —Packets that match this filter rule are not passed to Cisco SCA BB.

* Quick Forward —The Cisco SCE platform ensures low latency for packets that match this filter rule
(use for delay sensitive flows). Packets are duplicated and passed to Cisco SCA BB for processing.

Step 11 Select a Class-of-Service value, and click Next.
The ToS Marking screen of the Add Filter Rule wizard appears.

Figure 278: ToS Marking

Add Filter Rule

[] Remark Upstream ToS with To3 Marker | ToS 1[1] i

[ Remark Downstream Tos with ToS Marker | 705 1] JI

To5 Marking allows to set the Tos value of the filkered traffic,
Choosing not ko set the ToS will keep the packets' original ToS value

’ Close ] [ < Back H Mext = ] Finiizh

211735

Step 12 (Optional) To change the DSCP ToS marker of packets in the filtered traffic, check the Remark Upstream
ToS with ToS Marker and Remark Downstream ToS with ToS Marker check boxes, as required, select the
required ToS marker from the drop-down list, and click Next .
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* Disabling directional DSCP ToS marking in the ToS Marking Settings dialog box (see How to Manage
DSCP ToS Marker Values , on page 358 section) overrides DSCP ToS marking in that direction by a
filter (that is, the DSCP ToS value are not changed). In this case, the Problems View displays a Warning.

* If you filter for a flow in one direction in Step 4 but select ToS marking in the other direction in this
Step, the filter rule is created, but no DSCP ToS remarking occurs. In this case, the Problems View
displays a Warning.

« If you select Quick Forward in the previous Step, Cisco SCA BB receives the original package and
processes it. That is, the application see the original DSCP ToS value regardless of the ToS marking
action selected in the filter rule.

The Finish page of the Add Filter Rule wizard opens.

Figure 279: Finish

Add Filter Rule

applies to TCP packets,
The packets bypass the policy engine, and are mapped ko CoS BE

Rule Name
| Filter Rule 1

[] Activate this Rule

(o= (o] o

274074

Step 13 In the Rule Name field, enter a unique name for the new filter rule.
Note  You can use the default name for the filter rule. It is recommended that you enter a meaningful

name.
Step 14 (Optional) To activate the filter rule, check the Activate this rule check box. Traffic is filtered according to

the rule only when it is activated.

Step 15 Click Finish.
The Add Filter Rule wizard closes.

The filter rule is added and is displayed in the Filter Rule table.

Adding Filter Rules for IPv6 Configuration

The Add Filter Rule wizard guides you through the process of adding a filter rule for IPv6 configuration.
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Procedure

Step1 In the Policies tab of Service Configuration Editor window, select the Filtered Traffic node.

Step 2 el
Click Add Rule in the right (Rule) pane.

The Add Filter Rule wizard appears.

Figure 280: Add Filter Rule Wizard

3 4dd Filter Rule 3]

Constructing a Filker Rule consists of defining the parameters of packets and the actions that will be applied on packets with matching
parameters.

The system will apply the configured actions on packets that match one of the Filter Rules definitions, Moke that Filker Rules anly apply to
packets that do not have an open Flow contesxt.

=
(5]
Step3 Select the Is [Pv6 Configuration check box and click Next.
The Transport Type and Direction screen of the Add Filter Rule wizard appears.
Figure 281: Transport Type and Direction
3 add Filter Rule 3]
Apply ko packets where the transpart bype is! |
Apply ko packets that arrive From:
(3 the network side
() the subscriber side
(%) either side
Moke:! In most cases, 'either side' should be selected. When Filkering one side only, a response packet arriving from the opposite side will not
match the rule, hence a flow contesxt would be created for it, and all consecutive Flow packets will be processed normally and the configured
actions won't be applied on them,
uw
[ Close ] [ < Back ] [ ek = %
o«

Step4 Select the transport type and the initiating side and click Next.
Note  The transport type drop-down will contain only the Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) values.
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Step 5

Step 6

Adding Filter Rules for IPv6 Configuration

The Subscriber-Side I[P Address screen of the Add Filter Rule wizard appears.

Figure 282: Subscriber-Side IP Address

# Edit Filter, Rule “ICMP Filter"

Apply to packets where the subscriber-side IP address is:

O

(%)Equalte  |0000:0000:0000:0000:0000:0000:0000:0000/125 |

[ Close ] [ < Back. H Mext = ] [ Finish ] [ Help ]

Define the subscriber-side IP address and click Next .
The Network-Side IP Address screen of the Add Filter Rule wizard appears.

Figure 283: Network-Side IP Address

3€ Edit Filter Rule "ICKP Filter” X

Apply to packets where the network-side IP address is:

O

(3)Equalte  [0000:0000:0000:0000:0000:0000:0000:0000/125 |

[ Close ] [ < Back H Mext = ] [ Finish ] [ Help ]

Define the network-side IP address and click Next .

You can use 128-bit masks for the subscriber side IP addresses and the network side IP addresses.

380038

3680039

If the transport type selected in Step 4 was not TCP or UDP, the ToS screen of the Add Filter Rule wizard

appears. Go to Step 9.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



. Adding Filter Rules for IPv6 Configuration

If the transport type selected in Step 4 was TCP or UDP, the Subscriber-Side Port screen of the Add Filter

Rule wizard appears.
Figure 284: Subscriber-Side Port

3 Add Filter Rule

Apply to packets where the subscriber-side port is:

C)Equalts | ]

(O other than | |

(O Inthe range of [ |- |

(O Mot inthe range of | |- |

Service Configuration Editor: Additional Options

X

[ Close ] [ < Back H ek = :

360068

Step7 Define the subscriber-side port and click Next .

The Network-Side Port screen of the Add Filter Rule wizard appears.

Figure 285: Network-Side Port

@]

Step 8 Define the network-side port and click Next.
The ToS screen of the Add Filter Rule wizard appears.

Figure 286: ToS

@)

Step9 Define the ToS and click Next .
The acceptable values for ToS are 0 to 63
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The Action and Class-of-Service screen of the Add Filter Rule wizard appears.

Figure 287: Action and Class-of-Service

£ Add Filter Rule 1

Select the action to apply on packets with properties matching this Filker's definitions.

{% Bvpass - Packets bypass the SCABE application

~ Cwick Forward - Packets are Forwarded to the Tx queue in parallel ko being processed offline

The system maps the Filtered packets to a certain Class-of-Service,

Select the CaStouse; |BE =

Close # Back | Mexk = I Fimish

Step 10 Select the following radio button for the corresponding action:

Step 11 Select a Class-of-Service value, and click Next .
The ToS Marking screen of the Add Filter Rule wizard appears.

Figure 288: ToS Marking

X

3 Add Filter Rule

[] Remark Downstream TaS with Tas Marker

To3 Marking allows ko set the Tos value of the filkered traffic,
Choosing not ko set the ToS will keep the packets' original To3S value

[ Close ] [ < Back H Mexk = l

380070

Step 12 (Optional) To change the DSCP ToS marker of packets in the filtered traffic, check the Remark Upstream
ToS with ToS Marker and Remark Downstream ToS with ToS Marker check boxes, select the required ToS
marker from the drop-down list, and click Next.
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* Disabling the directional DSCP ToS marking in the ToS Marking Settings dialog box (see How to
Manage DSCP ToS Marker Values , on page 358 section) overrides the DSCP ToS marking in that
direction by a filter (that is, the DSCP ToS value is not changed). In this scenario, the Problems View
displays a warning message.

« If you apply a filter for a flow in one direction in Step 4, but select ToS marking in the other direction
in this step, the filter rule is created, but no DSCP ToS remarking occurs. In this scenario, the Problems
View displays a warning message.

The Finish screen of the Add Filter Rule wizard appears.
Figure 289: Finish

3 Add Filter Rule

X

Applies ko UDP packets,
packets bypass the policy engine,
Cos is set ko 'BE'

Rule Mame
|Filter Rute 1

(o= ) () v [mw] [w)

360071

Step 13 In the Rule Name field, enter a unique name for the new filter rule.
Note You can use the default name for the filter rule. We recommend that you enter a meaningful name.

Step 14 (Optional) To activate the filter rule, check the Activate this rule check box. Traffic is filtered according to
the rule only when it is activated.

Step 15 Click Finish.
The Add Filter Rule wizard closes. The Filter Rule Warning message is displayed.

Figure 290: Filter Rule Warning Message

3 Filter Rule Warning

X

This Filker rule applies to all flows.,
! If activated, all flows will bvpass the classification and control engine.

JGOUT2

The filter rule that has been added is displayed in the Filter Rule table.
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Editing Filter Rules

Step 1

Step 2
Step 3

Step 4
Step 5

You can view and edit the parameters of a filter rule.

Procedure

In the Policies tab of Service Configuration Editor window, select the Filtered Traffic node.
A list of all filter rules is displayed in the right (Rule) pane.

Select a rule in the Filter Rule table.

Click the Edit Rule _* icon.
The Introduction page of the Edit Filter Rule wizard appears.

The Edit Filter Rule wizard is the same as the Add Filter Rule wizard.

Follow the instructions in the section Adding Filter Rules, on page 404, Steps 4 to 14.

Click Finish.
The filter rule is changed and the corresponding changes are displayed in the Filter Rule table.

Deleting Filter Rules

Step 1

Step 2
Step 3

You can delete filter rules. This is useful, for example, when you want the system to resume handling the IP
addresses and their attributes according to the individual rules that were previously defined for each subscriber
IP address.

Procedure

In the Policies tab, select the Filtered Traffic node.
A list of all filter rules is displayed in the right (Rule) pane.

Select a rule in the Filter Rule table.

Click the Delete Rule ﬁ (158940.jpg) icon.
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A Filter Rule Warning message is displayed.

Figure 291: Filter Rule Warning

3 Filter Rule Warning

9 Are you sure you want to remove Filter Rule "TCMP Filter™?

ves J[ m

158825

Step4 Click Yes.
The filter rule is deleted and is no longer displayed in the Filter Rule table.

Activating and Deactivating Filter Rules

You can activate or deactivate filter rules at any time. Deactivating a filter rule has the same effect as deleting
it, but the parameters are retained in the service configuration, and you can reactivate the filter rule at a later
date.

Procedure

Step1 In the Policies tab, select the Filtered Traffic node.
A list of all filter rules is displayed in the right (Rule) pane.

Step2 Select a rule in the Filter Rule table.

Step3 To activate the rule, check the Active check box.
Step4 To deactivate the rule, uncheck the Active check box.
Step5 Repeat Steps 3 and 4 for other rules.

Managing Subscriber Notifications Overview

The subscriber notification feature pushes web-based messages to a subscriber by redirecting the subscriber
HTTP traffic to relevant web pages. These web pages contain information relevant to the subscriber, such as
notifications of quota depletion. HTTP redirection starts when the subscriber notification is activated and
ceases when the notification is dismissed.

N

Note  Subscriber notification is not supported when unidirectional classification is enabled.

Each set of subscriber redirection parameters comprises a notification redirect profile. The Cisco SCA BB
supports a maximum of 128 redirect profiles, including notification and redirect profiles. There are 3 default
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redirect profiles that cannot be deleted: Default Notification, Network Attack Notification, and Default
Redirection. You configure which notification redirect profile to use when defining rules.

Subscriber Notification Parameters

Each redirect profile of type notification contains the following subscriber notification parameters:

A

Note  The Activation trigger configuration options are only available for redirect profile of type redirect.

* Name—Each profile must have a unique name.

)

Note  You cannot change the name of the Default Notification or the Network Attack Notification.

* Redirect profile type—Each profile must be one of two types:
° Notification

> Redirect

* Set of Redirection URLs—A configurable set of destination URLSs, to which the HTTP flows of the
subscriber are redirected after redirection is activated. This web page usually contains the message that
needs to be conveyed to the subscriber. The redirection set can optionally include one, or several
parameters appended to the destination URL including the redirect reason and subscriber ID.

The destination web server can use these parameters to carry a more purposeful message to the subscriber.

* Activation frequency—Indicates when to activate the notification redirect. The activation frequency is
one of the following:

A

Note  The Periodically option is only available for redirect profile of type redirect.

* Only once—The subscriber is redirected to the notification only the first time the conditions are met.

For example, if a quota was exceeded, the subscriber browses to the destination URL that informs them of
this fact, only once (even though the subscriber remains in a breach state).

» Always—The subscriber is redirected to the notification every time the conditions are met.
For example, if a quota was exceeded, the subscriber is continuously redirected to the notification until the
subscriber completes the procedure to refresh their quota.

* Until the subscriber browses to—Every time the conditions are met, the subscriber is redirected to the
notification, until the subscriber proceeds from the destination URL to a different, final URL.
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For example, if a quota was exceeded, the web page at the destination URL may ask the subscriber to press
an Acknowledge button after reading the message. The acknowledge URL would be defined as the dismissal
URL and would deactivate further notifications.

The dismissal URL is composed of the URL hostname and the URL path, separated by a colon, in the following
format:

[*]<hostname>:<path>[*]
 <hostname > may optionally be preceded by a wildcard (*), to match all hostnames with the same suffix.
* The path element must always start with “/”.

* < path > may be followed by a wildcard (*), to match all paths with a common prefix.

For example, the entry *. some-isp.net:/redirect/ * matches all the following URLs:
» www.some-isp.net/redirect/index.html
* support.some-isp.net/redirect/info/warning.asp

* noquota.some-isp.net/redirect/acknowledge.aspx?ie=UTF-8

* List of Allowed URLs—A list of URLSs that are not blocked and redirected even though redirection is
activated.

After redirection is activated, all HTTP flows, except flows to the destination URL and to the dismissal URL,
are blocked and redirected to the destination URL. However, subscribers can be permitted to access an
additional set of URLSs. This is useful, for example, to give subscribers access to additional support information.

Allowed URLs have the same format as the dismissal URL.

These parameters are defined when you add a new notification redirect profile (see Adding a Set of Redirection
URLs, on page 430 section). You can modify them at any time.

* Once in a day—The subscriber is redirected only the first time when the conditions are met and this also
happens the first time every day.

* Once in a week—The subscriber is redirected only the first time when the conditions are met and this
also happens the first time every week.

* Once in a Month—The subscriber is redirected only the first time when the conditions are met and this
also happens the first time every month.

)

Note By default "Across login " support is enabled for the above three options . Redirection
History RDR will be generated every time , when the redirection condition is met . The
Subscriber manager processes those RDRs and shares the redirected profile information
on the next login The Redirection History RDR will be generated to reset the marked
profiles, once at the end of a Day, a Week and a Month . By this way we are achieving
the redirection only once in a Day , Week and Month .

For more information, see "Subscriber Redirection" section in Cisco Subscriber Manger user guide.

For more information, see "Redirection History RDR" section in Cisco Service Control Application for
Broadband reference guide and see "Configuring the Subscriber Redirection Across Login" section in Cisco
SCE 10000 Software Configuration Guide
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Network Attack Notification

N

Subscriber notification informs a subscriber in real-time about current attacks involving IP addresses mapped
to that subscriber. (Enabling these notifications is described in “ The Service Security Dashboard .) Cisco
SCA BB notifies the subscriber about the attack by redirecting HTTP flows originating from the subscriber
to a server that supplies information about the attack.

One subscriber notification, Network Attack Notification, is dedicated to providing these notifications; it
cannot be deleted. A Network Attack Notification is not dismissed at the end of an attack; subscribers must
respond to it.

To allow redirection when blocking traffic, the system is configured to leave open one specified TCP port
(by default, port 80). See “Advanced Service Configuration Options” section.

Note

In earlier releases of Cisco SCA BB, configuring network attack notifications was performed using CLI
commands. CLI commands should no longer be used for this purpose.

Network Attack Notification Parameters

When a network attack is detected, HTTP flows of the subscriber are redirected to a configurable destination
URL. This web page should display the warning that needs to be conveyed to the subscriber.

Optionally, the destination URL can include a query part containing notification parameters. The destination
web server can use these parameters to create a more specific warning to the subscriber.

Table 11: Description Tail Fields

Field Description Possible Values
ip Detected IP address
side — .
* s—Subscriber
* n—Network
dir —
* s—Source
* d—Destination
tocol —
protoco . TCP
« UDP
« ICMP
* OTHER
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Field Description Possible Values
open-flows Number of open flows —
suspected flows Number of attack-suspected flows | —
open-flows-threshold Threshold for open flows —
suspected-flows-threshold Threshold for attack-suspected —
flows

action —

* R—Report

* B—Block and report

handled-flows Number of flows handled since the | —
attack began

(Non-zero only during and at the
end of an attack)

Example of URL with Description Tail
http://www.some-isp.net/warning?ip=80.178.113.222 &side=s&proto=TCP&no=34&nd=4&t0=34&td=10&ac=B&nh=100

Adding a Notification Redirect Profile
Y

Note  Creating a notification redirect profile does not activate the subscriber notification feature. After the
notification redirect profile is defined, it must be activated for a particular package

Procedure

Step1 From the Policies tab in the left pane, choose Configuration > Policies > Subscriber Redirection.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Step 2

Step 3

Step 4

Step 5
Step 6

Adding a Notification Redirect Profile .

The Redirect Actions Settings dialog box appears.

Figure 292: Redirect Action Settings - General Tab

¥ Redirect Actions Settings

Create and edit Redirect Profiles

Configure the redirection parameters

Diefault Matification
Default Redirection

General | Artivaion | Alowed URL |

Mame: | Metwark Aftack Notification |

Select redirection profile type: 1

Manage redirect sets:

Select URL set: iDeFauIt set [httpe/ funsn. my-http-server, comfredirect. cgi Sl

Ok, H Cancel ]
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Click Add.
A new redirection profile containing the default redirection URL set is added to the redirection profile list.

In the Name field, enter a unique name for the new notification redirect profile.
You can use the default name for the notification redirect profile. It is recommended that you enter a meaningful
name.

In the Select redirection profile type field, select Notification.
Do not skip this step or a redirect profile is created instead of a notification redirect profile.

Choose a URL set.
Click the Activation tab.
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The Activation tab opens.

Figure 293: Activation Tab

Create and edit Redirect Profiles
Configure the redivection parameters

(Ladd ] [Remove

Acthation trigger”
S — Bctraate upon;
| Mebwork &tack Mobification

Subscriber clicks

Default Hotification
| Default Redirection Broanse to a new site
"] -'an:,-
Acthvation frequency

@ Onbyonce [ Across Login
Abwrzys
Periodically™:
Every Seconds
Until the subscriber browses to:
e
Once in 3 day

Crree in & week

) Dnce in oy month

Lirmit frequency

| Specify Rate Limit : {per sec)

23* These configuration options are available onby for redirect profile of type “redirect”,

| E7 Redirect Actions Settings "
3| ng

| ok || Ccancu

Step7 Configure the frequency in which the redirection is triggered. Choose one of the Activation frequency radio
buttons:

* Only once

» Always

* Until the subscriber browses to
* Once in a day

» Once in a week
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» Once in a month

Step 8 If you chose the Until the subscriber browses to: radio button, enter the dismissal URL host-suffix and

path-prefix in the fields provided.

Note  We recommend that you avoid configuring the same host for redirection URL and redirection dismissal
URL. The redirection is done based on the first GET request in a flow. If the same host is configured,
with the changes in the URL path, the GET request corresponding the dismissal URL may use the
same flow that was created for the redirect URL. This is the expected behavior with the default
configuration. You can change the default configuration by increasing the number of HTTP GET
detections in the flow. To modify the number of HTTP GET detections from the Cisco SCA BB, use
the Advanced Service Configuration Options. Note that increasing the number of HTTP GET detections

may impact the performance of the Cisco SCE.
Step9 Click the Allowed URLs tab.

The Allowed URLs tab opens.

Figure 294: Allowed URLs Tah

3 Redirect Actions Settings

Create and edit Redirect Profiles

Configure the redirection parameters

[Network Attack Hotfication SR
| Default Motification on | Allowed URLs |

| Default Redirection liGEnErE Aty

| Redirection Profile 1 | Allowed URLs
List of URLs that are allowed to browse to overriding the redirection conditions

The Allowed URLs should be in a format *hast-suffixpath-prefix* (For example *.my-hosk. com: fredir™),
Type one URL per Line:

* mywebserver.com:/path*

CK H Cancel ]

273586

Step 10 Enter any allowed URLs, one per line.

Step 11 Click OK.
The Redirect Actions Settings dialog box closes.

The notification redirect profile is added to the profile list.
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Managing Subscriber Redirection Overview

The rules for a package may deny access to selected protocols. When a subscriber to the package tries to
access a blocked protocol, the traffic flow can be redirected to a server where a posted web page explains the
reason for the redirection. For example, a “Silver” subscriber trying to access a service available only to “Gold”
subscribers. This web page can offer subscribers the opportunity to upgrade their packages. You configure
which redirection profile to use when defining rules.

Note  Redirection is not supported when unidirectional classification is enabled.

Each redirect profile consists of a set of redirect parameters. The Cisco SCA BB supports a maximum of 128
redirect profiles, including notification redirect and redirect profiles.

Subscriber Redirect Parameters

Each redirect profile of type redirect contains the following parameters:

* Name—Each profile must have a unique name.

A

Note  You cannot change the name of the Default Redirection Profile.

* Redirect profile type—Each profile must be one of two types:
> Notification
° Redirect
* Set of Redirection URLs—A configurable set of destination URLs, to which the subscriber’s HTTP

flows are redirected after redirection is activated. The redirection set can optionally include one, or
several parameters appended to the destination URL including the redirect reason or subscriber ID.

* Activation trigger—The action that initiates the redirect. The activation trigger is one of the following:
° Subscriber clicks—When the redirect is activated through a subscriber clicking a link.
> Browse to a new site—When the redirect is activated through browsing.
> Any—When the redirect is activated either via a link or browsing.
* Activation frequency—Indicates when to activate the redirect. The activation frequency is one of the
following:

° Only once—The subscriber is redirected only the first time the conditions are met. Enable the
GT_GLB_RedirectOnHomePage tunable to redirect from a home page.

° Always—The subscriber is redirected every time the conditions are met.

° Periodically—The redirection is based on a periodic counter and the counter is reset after the
redirection is complete.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Subscriber Redirect Parameters .

° Triggering events
> KBytes

> Until the subscriber browses to—Every time the conditions are met, the subscriber is redirected,
until the subscriber proceeds from the destination URL to a different, final URL.

The dismissal URL is composed of the URL hostname and the URL path, separated by a colon, in the following
format:[*]<hostname>:<path>[*]

 <hostname > may optionally be preceded by a wildcard (*), to match all hostnames with the same suffix.
* The path element must always start with “/”.

* < path > may be followed by a wildcard (*), to match all paths with a common prefix.

For example, the entry *. some-isp.net:/redirect /* matches all the following URLs:
* www.some-isp.net/redirect/index.html
* support.some-isp.net/redirect/info/warning.asp

* noquota.some-isp.net/redirect/acknowledge.aspx?ie=UTF-8

* List of Allowed URLs—A list of URLSs that are not blocked and redirected even though redirection is
activated.

After redirection is activated, all HTTP flows, except flows to the destination URL and to the dismissal URL,
are blocked and redirected to the destination URL. However, subscribers can be permitted to access an
additional set of URLs. This is useful, for example, to give subscribers access to additional support information.

Allowed URLs have the same format as the dismissal URL. But, for Allowed URLs, you must specify the
HTTP port and the port must be 80. If the URL contains any port other than 80, the URL is considered as a
normal URL and is redirected.

These parameters are defined when you add a new notification redirect profile. You can modify them at any
time.

. °Once in a day—The subscriber is redirected only the first time when the conditions are met and
this also happens the first time every day.

°Once in a week—The subscriber is redirected only the first time when the conditions are met and
this also happens the first time every week.

°Once in a Month—The subscriber is redirected only the first time when the conditions are met and
this also happens the first time every month.

)

Note By default "Across login " support is enabled for the above three options . Redirection
History RDR will be generated every time , when the redirection condition is met . The
Subscriber manager processes those RDRs and shares the redirected profile information
on the next login The Redirection History RDR will be generated to reset the marked
profiles, once at the end of a Day, a Week and a Month . By this way we are achieving
the redirection only once in a Day , Week and Month .
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Y

Note  when the Subscriber Manger is configured in PUSH MODE, "once in a Day , a Week
and a month" features are not supported.

* Limit Frequency—Used to rate limit the number of redirections occuring per second for this redirection
profile. Remaining flows will be redirect to the next new flow.

For more information, see "Subscriber Redirection" section in Cisco Subscriber Manger user guide.

For more information, see "Redirection History RDR" section in Cisco Service Control Application for
Broadband reference guide and see "Configuring the Subscriber Redirection Across Login" section in Cisco
SCE 8000 Software Configuration Guide

Adding a Redirect Profile

A redirect profile contains a set of redirection URLSs as well as conditions in which to use the redirect feature,
such as the action that triggers the redirect, or the frequency in which the redirect occurs.

Procedure

Step1 From the Policies tab in the left pane, choose Configuration > Policies > Subscriber Redirection.
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The Redirect Actions Settings dialog box appears.

Figure 295: Redirect Actions Settings - General Tab

¥ Redirect Actions Settings

Create and edit Redirect Profiles

Configure the redirection parameters

Diefault Matification
Default Redirection

General | acivation | Alowed URLs|

Mame: | Metwaork Attack Notification

Select redirection profile type: 1

Manage redirect sets:

Select URL set: iDeFauIt set [httpe/ funsn. my-http-server, comfredirect. cgi w

Ok, H Cancel ]
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Step2 Click Add.
A new redirect profile containing the default redirection URL set is added to the redirect profile list.

Step3 In the Name field, enter a unique name for the new redirect profile.
Note  You can use the default name for the redirect profile, but it is recommended that you enter a meaningful

name.
Step4 Choose a URL set.

Step5 Click the Activation tab.
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[l Adding a Redirect Profile

The Activation tab opens.

Figure 296: Activation Tab

[(E¥T Rochirect Actions Setting?

Create and edit Redirect Profiles

Configure the redivection parameters

[_Add_] [Remove |

iGemml Activation | Aflowed I.Iﬂel.si

Acthation trigger”
Bctraate upon;

Subscriber clicks

[ Metwork Attack Motification |
Default Hotification

| Default Redirection

Broase to a new site
&) Ary
Activation frequency
@ Only once 7] Across Login
Bharzys
Periadically™;

Every

Untal the subscriber browses to:

Cince ina day
Crree in & week

Onice in 3 month

Lirmit frequency

| Specify Rate Limnit :

Seconds

e

(per sec)

23* These configuration options are available onby for redirect profile of type “redirect”,

Lok |

Cancel

« Subscriber clicks
» Browse to a new site

* Any

Step6 Configure the activity that triggers the redirection. Choose one of the Activation trigger radio buttons:

Step7 To configure the frequency in which the redirection is triggered, choose one of the following activation

frequency radio buttons:
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* Only once

» Always

* Until the subscriber browses to
* Once in a day

* Once in a week

* Once in a month

Step8 If you selected the Periodically radio button, enter a number and an increment in the Every fields, to specify
the frequency in which the redirection occurs.

Step9 Ifyouselected the Until the subscriber browses to: radio button, enter the dismissal URL in the fields provided.
Step 10 Click the Allowed URLs tab.
Note  Enter all configured redirection URLSs to the Allowed URLSs list to prevent a redirection loop.

The Allowed URLs tab opens.

Figure 297: Allowed URLs Tab

3€ Redirect Actions Settings

Create and edit Redirect Profiles

Configure the redirection parameters

. Netwark Attack Motification

| Default Notfication . 1 | activation | Alowed URLs |
Faldptiiiin il | Generl | Activation | -
lRedirection Profile 1 | Allowed URLs

List of URLs that are allowed to browse to overriding the redirection conditions

The Allowed URLs should be in a format *host-suffic:path-prefic* (for example *.my-host.com: frediri*3,
Type one URL per Line:

* . mywebserver.com: /path)*

[ QK ” Cancel ]
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Step 11 Enter a URL, or multiple URLs (with HTTP port 80), that can be browsed, overriding the redirect conditions.
Note  All URLs with HTTP port other than 80 is redirected.

Step 12 Click OK.
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The Redirect Actions Settings dialog box closes.

The Redirection profile is added to the redirection profile list.

Deleting a Redirection Profile

Step 1

Step 2
Step 3
Step 4

You cannot delete the Default Redirection Profile.

Procedure

From the Policies tab in the left pane, choose Configuration > Policies > Subscriber Redirection.
The Redirect Actions Settings dialog box appears.

Click the name of the profile.
Click Remove.

Click OK.
The Redirect Actions Settings dialog box closes.

The Redirection settings are saved.

Adding a Set of Redirection URLs

Step 1

Step 2

The Console Redirection feature supports only three protocols:
* HTTP Browsing
* HTTP Streaming
* RTSP Streaming

Each redirection set contains one redirection option for each of these three protocols. The system provides a
default redirection set, which cannot be deleted. You can add up to 127 additional sets.

Each redirection URL includes the URL specified name, the Subscriber ID, and the Service ID in the following

format:
<URL>?n=<subscriber-ID>&s=<service-ID>

Optionally, the URL can contain one or multiple parameters appended to it.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Subscriber Redirection.
The Redirect Actions Settings dialog box appears.

In the General tab, click Edit.
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Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Adding a Set of Redirection URLs .

The Redirect Set Settings dialog box appears.
Figure 298: Redirect Set Settings

3 Redirect Set Settings g|

Create and edit Redirect sets

Transaction of specific protocals can be blocked by rules and redirected to a predefined URL.
Specify Redirection set URLs and parameters to be used in rules ko redirect blocked transactions

Redirection Set Name: | Default set

Redirect destination URLs

HTTP Browsing: :._http:,l’,l'www.my-ﬁttp—server.com,l'.red.irect.c__gi_
HTTP Skreaming: hitp: ffami, my-streaming-server.comfredirect.cgi
RTSP Skreaming: .rtsp:,l',l'www.my-streaming-ser\rer.com,l'redirect.rm

Redirect response header

[] Response code:
[ cookie:

Farameters to append ko the destination URL

[ redirect Reason [ service 10 Subscriber ID [ Distinck Mumber
[ Tirne Stamp [ referer [ oviginal Conkie [ oviginal Hosk
[ cwiginal URL ] criginal Parameters [ Original Port

[ Free text to append:
Encrypt Subscriber Id
Key For Subscriber ID Encryplion |

K H Cancel ]

380038

Click Add.
A new redirection set containing the default redirection URLs is added.

In the Redirection Set Name field, enter unique name for the new redirection set.

Note  You can use the default name for the redirection set, but it is recommended that you provide a
meaningful name.

Enter new values in the Redirection destination URLs section of the new redirection set.

Note  Enter all configured redirection URLSs to the Allowed URLs list to prevent a redirection
loop.

To include apresponse code, check the Response code check box, and choose a response code from the

drop-down list. see Table 10-2 for a listing and description of the redirection parameters.

To include a cookie, check the Cookie check box, and enter a value. see Table for a listing and description of
the redirection parameters.

Check the check boxes of any parameters you wish to append to the destination URL see Table for a listing
and description of the redirection parameters.
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If you check the Free text to append check box, enter text into the text box to append to the URL. see Table

Service Configuration Editor: Additional Options

10-2 for a listing and description of the redirection parameters. The examples in Table is based on the following

URL redirection:

http:// <URL> =N/A&reason=2&s=119&id=0:10&ts=1327285422&str=this is free text to append

content&referer=&cookie=&host= <URL> &url=/p-cube.htm&params=

Note  “<”and “>" donot appear in redirect URL. Maximum length of destination URL including parameters

is 500 characters. Cookie and Referer parameters are allowed only for HTTP traffic.

Table 12: Redirection Parameters

Parameter

Description

Example

Redirect Reason

In case of notification—notification
number.

In case of DDOS attack—DDOS
attack ID.

In case of redirect—not valid.

2

Service ID

The ID of the service as was
classified by the Cisco SCE.

119

Subscriber ID

Subscriber name as it appears in
Cisco SCE.

Distinct Number

Unique identifier of redirected
flow, in format <redirected flow
number:cpu number>.

0:10

Time Stamp

Time in seconds, in UNIX format.

1327285422

Referer

Referer as it appears in the original
flow request. If the referer

parameter is not set then ““ appears.

Original Cookie

Cookie string as it appears in the
original flow request. If the cookie
parameter is not set then ““ appears.

Original Host

Host name as it appears in the
original flow request.

<URL>

Original URL

URL as it appears in the original
flow request.

/p-cube.htm

Original Parameters

URL parameters as they appear in
the original flow request. If the
URL parameters are not set then
appears.
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Step 9

A

Deleting a Set of Redirection URLs

Parameter

Description

Example

Original Port

Server port number that is added
to the redirect host parameter.

Free text to append

Free text.

this is free text to append content

Key for Subscriber ID Encryption

A 32-character hexadecimal
encryption key to be entered in the
Key for Subscriber ID Encryption
field. The key must contain 32
hexadecimal characters.

TI0ABAGSDA156D24FE2A(093277530142

Click OK.

Your settings are saved and the Redirect Set Settings dialog box closes.

Note

Keep the total number of characters appended to the redirect URL below 1200. To keep it below 1200,
we recommend that you enable only the required parameters under the Parameters to append to the

destination URL pane.

Deleting a Set of Redirection URLs

Step 1
Step 2

Step 3
Step 4
Step 5

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > Subscriber Redirection.

The Redirect Actions Settings dialog

In the General tab, click Edit.
The Redirect Set Settings dialog box

Click the name of the redirection set.
Click Remove .

Click OK.
The Redirect Set Settings dialog box

The Redirection settings are saved.

box appears.

appears.

closes.

Managing the System Settings Overview

The Console allows you to determine various system parameters that control:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide -



Service Configuration Editor: Additional Options |
. System Operational Mode

System Operational Mode

The operational mode of the system defines how the system handles network traffic.

A

Note  Each rule has its own operational mode (state). If this differs from the system mode, the “lower” of the
two modes is used. For example, if a rule is enabled, but the system mode is report-only, the rule generates
only RDRs.

The three operational modes are:

* Full Functionality—The system enforces active rules on the network traffic and performs reporting
functions (that is, generates RDRs).

* Report Only—The system generates RDRs only. No active rule enforcement is performed on the network
traffic.

* Transparent—The system does not generate RDRs and does not enforce active rules on the network
traffic.

Setting the Operational and Topological Modes of the System

Asymmetric Routing Classification Mode

Enabling unidirectional classification significantly improves classification accuracy when the Cisco SCE
platform is deployed in an environment with a high rate of unidirectional flows.

Unsupported Features
The following Cisco SCA BB features are not supported when unidirectional classification is enabled:
* Flavors
« External quota provisioning
* Subscriber notification
* Redirection
* Flow Signaling RDRs
* Content filtering
* VAS traffic forwarding

When unidirectional classification is enabled, the service configuration editor indicates (in the Problems View)
if the service configuration is consistent with the features that are supported in this mode.

The following features, which are not part of the service configuration, are also affected when unidirectional
classification is enabled:

* Subscriber-Aware Mode (a mode in which subscriber information is dynamically bound to the IP address
currently in use by the subscriber) is not supported.

 Enhanced flow open mode must be enabled.
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The system gives no indication if the state of the above features is consistent with the state of the routing
classification mode.

Protocol Classification

When unidirectional classification is enabled, protocol classification is performed in the normal way except
for unidirectional UDP flows. Because it is impossible to know the server side of a unidirectional UDP flow,
Cisco SCA BB tries to classify the protocol using the destination port of the first packet; if no exact match is
found, Cisco SCA BB tries to classify the protocol using the source port.

Switching to Asymmetric Routing Classification Mode

If you create a service configuration in symmetric mode and switch to asymmetric routing classification mode:
* Flavors are not used for classification.
* Periodic quota management mode is used.

* Data is not lost when you switch to asymmetric routing classification mode, but you cannot apply the
service configuration to a Cisco SCE platform until all unsupported features are removed from the service
configuration.

Switching from Asymmetric Routing Classification Mode

If you create a service configuration in asymmetric routing classification mode:
* The Suspected Session Rate is set equal to the Session Rate for all anomaly detectors.
* No flavors are created in the default service configuration, and no service elements have specified flavors.
 The quota management mode is periodic, with a daily aggregation period.

» Asymmetric routing classification mode limitations remain if you switch to symmetric mode. To change
them, you must edit the service configuration.

Advanced Service Configuration Options

Advanced service configuration options control the more sophisticated and less frequently changed attributes
of the system. It is recommended that you do not change these options.

The Advanced Service Configuration Properties

Table 13: Advanced Service Configuration Properties

Property Default Value Description

Add On Package

Enable Add On Package FALSE Enables addition of the Add On Packages
Bandwidth Management

Level of BWC enforcement on networking | SCE to use Default | Specifies the level of BWC enforcement
flows of P2P and IM applications. Service BWCs. on networking flows of P2P and IM
applications.
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Property Default Value Description

Use Global Bandwidth Management in | FALSE Specifies whether to use the Global

Virtual Links Mode Bandwidth Management in Virtual Links
Mode.

Classification

Apply this order of priority between Zone > Flavor > Specifies the order of priority between

different criteria for service classification | Protocol > Init-Side | different criteria for service classification.
Values are:

 Flavor > Protocol > Zone > Init-Side

» Zone > Flavor > Protocol > Init-Side

ClickStream Event recognition TRUE Specifies whether to recognize
ClickStream Events.

Enable sending ‘404, Page Not Found’ FALSE Specifies whether to send ‘404, Page Not

upon blocking Found’ upon blocking.

Guruguru detailed inspection mode FALSE The Guruguru protocol is used by the

enabled Guruguru file-sharing application popular

in Japan. Cisco SCA BB provides two
inspection modes for classification of this
protocol:

* Default—Suitable for networks
where little Guruguru traffic is
expected. This mode is usual in all
countries except Japan.

* Detailed—Suitable for networks
where Guruguru traffic is expected
to be common. This mode is used in
Japanese networks only.

Kuro detailed inspection mode enabled | FALSE The Kuro protocol is used by the Kuro
file-sharing application popular in Japan.
Cisco SCA BB provides two inspection
modes for classification of this protocol:

* Default—Suitable for networks
where little Kuro traffic is expected.
This is usual in all countries except
Japan.

* Detailed—Suitable for networks
where Kuro traffic is expected to be
common. This mode is used in
Japanese networks only.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
[ 436 | [



| Service Configuration Editor: Additional Options
System Operational Mode .

Property Default Value Description

Number of HTTP GET detections 1 Specifies the number of HTTP GET
detections. The Cisco SCE classifies the
HTTP based on the number of GET
requests configured.

Range is 1 to 65535, and the default value
is 1.

Note Since the Deep HTTP Inspection
feature examines all packets in a
single HTTP stream until the
configured number of requests
has been found, any value higher
than 1 may impact the
performance of the Cisco SCE.

Soribada detailed inspection mode enabled | FALSE The Soribada protocol is used by the
Soribada file-sharing application popular
in Japan. Cisco SCA BB provides two
inspection modes for classification of this
protocol:

* Default—Suitable for networks
where little Soribada traffic is
expected. This is usual in all
countries except Japan.

* Detailed—Suitable for networks
where Soribada traffic is expected to
be common. This mode is used in
Japanese networks only.

TCP destination port signatures 1720:H323 TCP destination port numbers for
signatures that require a port hint for
correct classification.

Valid values are comma-separated items,
each item in the form
<port-number>:<signature-name>.

Applicable signature names are: H323,
Radius Access, Radius Accounting, and
DHCP.
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Property

Default Value

Description

UDP destination port signatures

67:DHCP,
68:DHCP,
1812:Radius
Access,
1645:Radius
Access,
1813:Radius
Accounting,
1646:Radius
Accounting

UDP destination port numbers for
signatures that require a port hint for
correct classification.

Valid values are comma-separated items,
each item in the form
<port-number>:<signature-name>.

Applicable signature names are: H323,
Radius Access, Radius Accounting, and
DHCP.

UDP ports for which flow should be
opened on the first [Pv6 packet

5060, 5061, 69, 546,
547,2427, 2727,
9201, 9200, 123,
1900, 5190, 10000

UDP ports for which flow should be
opened on the first packet

5060, 5061, 67, 68,
69, 1812, 1813,
1645, 1646, 2427,
2727, 9201, 9200,
123, 1900, 5190,
10000

UDP source port signatures

1812:Radius

UDP source port numbers for signatures

Access, that require a port hint for correct

1645:Radius classification.

Access, ) Valid values are comma-separated items,

1813:Radius . .

A . each item in the form

1 g:glglatgilgl’s <port-number>:<signature-name>.

Accounting Applicable signature names are: H323,
Radius Access, Radius Accounting, and
DHCP.

V-Share detailed inspection mode enabled | FALSE The V-Share protocol is used by the

V-Share file-sharing application popular
in Japan. Cisco SCA BB provides two
inspection modes for classification of this
protocol:

* Default—Suitable for networks
where little V-Share traffic is
expected. This mode is usual in all
countries except Japan.

* Detailed—Suitable for networks
where V-Share traffic is expected to
be common. This mode is used in
Japanese networks only.
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Property

Default Value

Description

Winny detailed inspection mode enabled

FALSE

The Winny P2P protocol is used by the
Winny file-sharing application popular in
Japan. Cisco SCA BB provides two
inspection modes for classification of this
protocol:

* Default—Suitable for networks
where little Winny traffic is
expected. This is usual in all
countries except Japan.

* Detailed—Suitable for networks
where Winny traffic is expected to
be common. This mode is used in
Japanese networks only.

WinnyP aggressive classification enabled

FALSE

WinnyP classification enabled

FALSE

Malicious Traffic

Malicious Traffic RDRs enabled

TRUE

Specifies whether to generate Malicious
Traffic RDRs.

Number of seconds between Malicious
Traffic RDRs on the same attack

60

A Malicious Traffic RDR is generated
when an attack is detected. Malicious
Traffic RDRs are then generated
periodically, at user-configured intervals,
for the duration of the attack.

TCP port that should remain open for
Subscriber Notification

80

You can choose to block flows that are
part of any detected network attack, but
this may hinder subscriber notification of
the attack.

The specified TCP port is not blocked to
allow notification of the attack to be sent
to the subscriber.

Multi Stage Classification

Blocking

FALSE

Specifies whether to block the sub services
under the main service.
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Property Default Value Description

Enable TRUE Specifies whether to enable the sub service
classification of a service.
Multi stage classification describes the
application level services that can be
enabled or disabled. By default sub service
classification of the services is enabled.
For example, Google talk service contains
Google talk file transfer, Google talk
Networking, Google talk VoIP as sub
services.

Policy Check

Ongoing policy check mode enabled TRUE Specifies whether policy changes affect
flows that are already open.

Time to bypass between policy checks 30 Maximum time (in seconds) that may pass

(seconds) before policy changes affect flows that are
already open.

Quota Management

Grace period before first breach (seconds) | 2 The time (in seconds) to wait after a quota
limit is breached before the breach action
is performed.
Policy servers should use this period to
provision quota to a subscriber that just
logged in.

Length of the time frame for quota 0 The size of the window across which to

replenish scatter (minutes) scatter the periodic quota replenishment
randomly.

Time to bypass between policy checks for | 30 Maximum time (in seconds) that may pass

quota limited flows before a quota breach affects flows that
are already open.

Volume to bypass between policy checks | 0 Maximum flow volume (in bytes) that may

for quota limited flows pass before a quota breach affects flows
that are already open.
A value of zero means that unlimited
volume may pass.

Redirection

Adds original host to redirection URL FALSE Specifies whether to add the original host

to the redirection URL.
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Property Default Value Description

Adds original URL to redirect URL FALSE Specifies whether to add the original URL
to the redirection URL.

Maximum redirect URL Length 500 Specifies the maximum length of the
redirect URL.

Redirect subscriber ID format Complete - Specifies the redirect subscriber ID format

n=<user>@<realm>

to be configured.

Valid Options are:

» Complete - n=<user>@-<realm>
(default)

* User only - n=<user>

* Realm only - r=<realm>

* Separately -n<user>&r=<realm>
If the subscriber name does not match the
format of <user>@<realm>, the full
subscriber name is appended to the URL,

regardless of the redirect subscriber format
configured.

Reporting

Extract Full User Agent details FALSE Specifies whether to extract full user agent
details.

Flow Accounting RDRs enabled FALSE Specifies whether to generate Flow
Accounting RDRs.

Flow Accounting RDRs interval for each | 60 Specifies the interval at which the Flow

Service (in seconds) Accounting RDRs are generated for each
service.

Flow Accounting RDRs limit per second | 100 Specifies the limit of Flow Accounting

RDRs to be generated each second.
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Property

Default Value

Description

Hide Subscriber IP and ID in RDRs

FALSE

Specifies whether to hide the IP address
and Subscriber ID in the following RDRs:

¢ Transaction RDR
* Transaction Usage RDR
* HTTP Transaction Usage RDR
* RTSP Transaction Usage RDR
* VoIP Transaction Usage RDR
* Video Transaction Usage RDR
* Blocking RDR
* Flow Start RDR
* Flow End RDR
* Flow Ongoing RDR
* Media Flow RDR
* Spam RDR

See the Cisco Service Control for

Broadband Reference Guide for details on
the RDRs.

Hide Subscriber IP and ID in RDRs with
Empty String

FALSE

Specifies whether to nullify subscriber IP
address and Subscriber ID when
Anonymize RDR support is enabled.

Media Flow RDRs enabled

TRUE

Specifies whether to generate Media Flow
RDRs.

Minimal volume for generating HTTP
Transaction Usage RDR (bytes)

Specifies the minimum volume for
generating HTTP Transaction Usage RDR.

Minimal volume for generating RTSP
Transaction Usage RDR (bytes)

Specifies the minimum volume for
generating RTSP Transaction Usage RDR.

Minimal volume for generating Video
Transaction Usage RDR (bytes)

1024000

Specifies the minimum volume for
generating Video Transaction Usage
RDRs.

Video Transaction Usage RDRs enabled

TRUE

Specifies whether to generate Video
Transaction Usage RDRs.

Enable VSA Fields for Subscriber, HTTP
Transaction, and Video Transaction RDRs

FALSE

Specifies whether to generate VSA fields
for Subscriber, HTTP Transaction, and
Video Transaction RDRs.
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Editing Advanced Service Configuration Options

Procedure

Step1 From the Policies tab of the left pane, choose Configuration > Policies > System Settings .

Step2 Click the Advanced Options tab.
The Advanced Options tab opens.

Figure 299: Advanced Options Tab

System Settings

| System Mode. :__Redirection LlﬁLs BW Management_f

Advanced service configuration options control the maore sophisticated and less
frequently changed attributes of the system.

Advanced Service Configuration Options ...

[ (0] 4 ] [ Cancel

210023

Step3 Click Advanced Service Configuration Options .
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The Advanced Service Configuration Options dialog box opens.

Figure 300: Advanced Service Configuration Options

#£ Advanced Service Configuration Options

Advanced Service Configuration Options
View and edit advanced options
Property Value ~
= Bandwidth Management
Level of BWC enforcement on netwarking flows of P2P and IM apr SCE to use Default Service BWCs
Use Global Bandwidth Management in Virtual Links Mode false
(=) Classification
Apply this order of priority between different criteria for service d Zone > Flavor > Protocol > Init-Side
Click Stream Event recognition true
Enable sending '404, Page Not Found' upan blocking false
Guruguru detailed inspection mode enabled false
Kura detailed inspection mode enabled false
Number of HTTP GET detections 1
Soribada detailed inspection mode enabled false
TCP destination port signatures 1720:H323
UDP destination port signatures 63:DHCP,67:DHCP, 546: DHCPY6E, 547:.DHCPYE, 18 12:Radius Access, 1645:Radius Access, 18
UDP ports for which flow should be apened on first IPve packet
UDP ports for which flow should be opened on first packet 5060,5061,67,68,69,1812, 1813, 1645, 1646,2427,2727,9201,9200,123,1900,5190, 10000
UDP source port signatures 18312:Radius Access, 1645:Radius Access, 1813:Radius Accounting, 1646:Radius Accounting
-Share detailed inspection mode enabled false
‘Winny detailed inspection mode enabled false
WinnyF aggressive dassification enabled false hd
< ¥
- =
-
=
&5}

Step4 Make your changes to the configuration options.

Step5 Click OK.
The Advanced Service Configuration Options dialog box closes.

The changes to the advanced options are saved.

Step6 Click OK.
The System Settings dialog box closes.

Managing VAS Settings Overview

Value Added Service (VAS) settings includes the following features:

* Traffic mirroring—Traffic mirroring allows using the Cisco SCE to mirror a portion of the traffic based
on its application and subscriber awareness. Traffic to be mirrored continues forwarding as is, and copies
of the packets are sent to the corresponding VAS VLAN, thereby minimizing traffic.

* Traffic forwarding—Traffic forwarding servers allows you to use an external expert system (VAS server)
for additional traffic processing, such as intrusion detection and content filtering to subscribers. After
processing, flows are sent back to the Cisco SCE platform, which then sends them to their original
destinations.

The flows to be forwarded are selected based on the subscriber package and the flow type (IP protocol type
and destination port number).

VAS mirroring has the following limitations:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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* The support traffic mirroring.

» Traffic mirroring is supported on any Cisco SCE platform that has at least 2 ports.

VAS forwarding has the following limitations:
* Only the platforms support VAS traffic forwarding.
* A single Cisco SCE platform can support up to eight VAS servers.
* A service configuration can contain up to 64 traffic-forwarding tables.
* A traffic-forwarding table can contain up to 64 table parameters.

* VAS traffic forwarding is not supported when unidirectional classification is enabled.

N

Note  Because of the complexity of the VAS settings features, VAS flows are not subject to global bandwidth
control.

To use VAS traffic forwarding:
* You must configure VAS services on the Cisco SCE platform.

* You must also assign the VAS traffic-forwarding tables to packages in the Advanced tab of the Edit
Packages dialog. VAS traffic-forwarding is based on per-package configuration of where to forward
what traffic.

Enabling VAS Traffic Forwarding

By default, VAS traffic forwarding is disabled. You can enable it at any time.

)

Note  VAS traffic forwarding is not supported when unidirectional classification is enabled.

Procedure

Step1 From the Policies tab of the left pane, choose Configuration > Policies > VAS Settings.
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The VAS Settings dialog box appears.
Figure 301: VAS Settings - Enable Traffic Forwarding

x

Select Vas Mode:

% Enable Traffic Forwarding

g Groups  Traffic Forwarding Groups | Traffic Forwarding Tables

-Server Groups Table

The Server Groups Table lists the names of VAS server groups. These names are used in VAS
traffic Forwarding tables. A VAS server group is a collection of physical VAS servers that
pravides the same service as configured in the SCE.

Server Group ID Server Group Name
Server Group 0 s
Server Group 1
Server Group 2
Server Group 3
Server Group 4
Server Group 5
Server Group &
Server Group 7

R R R O R ORI =]

L}

(7} Close

208643

Step2 Click the Enable Traffic Forwarding radio button.
A VAS warning message appears.

Step3 Click OK.

Step4 Click Close.
The VAS Settings dialog box closes.

Enabling VAS Traffic Mirroring

Traffic Mirroring in enabled and configured in the VAS Setting dialog box. However, you configure which
server group to use when defining rules.

Procedure

Step1 From the Policies tab of the left pane, choose Configuration > Policies > VAS Settings.
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The VAS Settings dialog box appears.

Figure 302: VAS Settings - Enable Traffic Mirroring

3£ VAS Settings X
Select Vas Mode:
" Enable Traffic Forwarding
Traffic Mirraring Groups | Traffic Forwarding Tt a Tables
~Server Groups Table
The Server Groups Table lisks the names of VAS server groups, A VAS server group is a
collection of physical VAS servers that provides the same service as configured in the SCE.
Server Group ID Server Group Name Flow Vaolume to Mirror (KB)
Li] Server Group 0 0 -
1 Server Group 1 0
2 Server Group 2 0
3 Server Group 3 0
4 Server Group 4 0
5 Server Group 5 0
6 Server Group 6 0 I
7 Server Group 7 0 Ad

(7} Close

Step2 Choose the Enable Traffic Mirroring radio button.
A VAS warning message appears.

Step3 Click OK.

Step4 Click Close.

The VAS Settings dialog box closes.

Renaming VAS Server Groups

208645

Renaming VAS Server Groups

A Cisco SCE platform can forward flows to up to eight different VAS server groups. By default, the eight
server groups are named “Server Group n”, where n takes a value from 0 to 7. Give the server groups meaningful
names; the names you give appears in the drop-down list in the Control and Breach Handling tabs of the Add
Rule to Package dialog box (see “How to Set Advanced Package Options” section) and in the Server Group
field of the table parameters added to each traffic-forwarding table (see “Managing VAS Table Parameters”

section).
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Procedure

Service Configuration Editor: Additional Options

Step1 From the Policies tab of the left pane, choose Configuration > Policies > VAS Settings .
The VAS Settings dialog box appears.
Step2 In the table in the Server Groups Table area, double-click in a cell containing a server group name.
Step3 Enter a meaningful name in the cell.
Step4 Repeat Step 2 and Step 3 for other server groups you wish to rename.

Figure 303: Traffic Forwarding Groups Tab

3£ VAS Settings

Select Vas Mode:
" Enable Traffic Mirroring

{* Enable Traffic Forwarding

o Groups - Traffic Forwarding Groups | Traffic Forwarding Tables |

~Server Groups Table

traffic Forwarding tables. A VAS server group is a collection of physical VAS servers that
provides the same service as configured in the SCE.

Server Group ID Server Group Name
Server Group 0 s
Server Group 1
Server Group 3
Server Group 4
Server Group 5
Server Group 6 |
Server Graup 7 Ad

& — =

R =T S )

The Server Groups Table lists the names of VAS server groups. These names are used in VAS

(7] Close

208646

Step5 Click Close .
The VAS Settings dialog box closes.
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Configuring VAS Traffic-Mirroring
Procedure

Step1 From the Policies tab of the left pane, choose Configuration > Policies > VAS Settings.
The VAS Settings dialog box appears.

Figure 304: Traffic Mirroring Groups Tab

]

Select Vas Mode:

d

" Enable Traffic Forwarding

Traffic Mirraring Groups | Trarfic Forwardin

~Server Groups Table

The Server Groups Table lisks the names of VAS server groups, A VAS server group is a
collection of physical VAS servers that provides the same service as configured in the SCE.

Server Group ID Server Group Name Flow Vaolume to Mirror (KB)
Server Group 0
Server Group 1
Server Group 2
Server Group 3
Server Group 4
Server Group 5
Server Group 6
Server Group 7

RO IE T I =]
[=R=] =] =] =] =] =] ]

Ll

(7} Close

208645

Step2 Click the Enable Traffic Forwarding radio button.

Step3 For each server group, in the Flow Volume to Mirror (KB) column, enter the maximum amount of volume
to mirror, in KB.

Step4 Click Close .
The VAS Settings dialog box closes.
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. Viewing VAS Traffic-Forwarding Tables

Viewing VAS Traffic-Forwarding Tables

Step 1

Step 2
Step 3

Step 4

Step 5

Cisco SCA BB decides whether a flow passing through a Cisco SCE platform should be forwarded to a VAS
server group based on a traffic-forwarding table. Each entry (table parameter) in a traffic-forwarding table
defines to which VAS server group the specified flows should be forwarded.

Procedure

From the Policies tab of the left pane, choose Configuration > Policies > VAS Settings.
The VAS Settings dialog box appears.

Click the Enable Traffic Forwarding radio button.

Click the Traffic Forwarding Tables tab.
The Traffic Forwarding Tables tab opens.

A list of all traffic-forwarding tables is displayed in the Traffic Forwarding Tables area.

Click a table in the list of traffic-forwarding tables to display its table parameters.
A list of all table parameters defined for this traffic-forwarding table opens in the Table Parameters tab.

Figure 305: Traffic Forwarding Tables Tab

x

Select Vas Mode:

% Enable Traffic Forwarding

ring Groups | Traffic Forwarding Groups  Traffic Forwarding Tables

Traffic Forwarding Tables | | Table Parameters I

w K Item Mame: IGD|C|

L7 Default Table
m g X

L0 Sjlyer
1P Pratacal TCPJUDF Port R.ange Server Group
TCP Port, 20 http content...
All UDP /A P2P Cache

(7} Close

208644

Click Close .
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The VAS Settings dialog box closes.

Deleting VAS Traffic-Forwarding Tables

You can delete all user-created traffic-forwarding tables. The default traffic-forwarding table cannot be deleted.

A

Note A traffic-forwarding table cannot be deleted while it is associated with a package.

Procedure

Step1 From the Policies tab of the left pane, choose Configuration > Policies > VAS Settings .
The VAS Settings dialog box appears.

Step2 Click the Enable Traffic Forwarding radio button.

Step3 Click the Traffic Forwarding Tables tab.

Step4 From the list of traffic-forwarding tables in the Traffic Forwarding Tables area, select a table.

Step5 Click the Delete (158940.jpg) icon.
A VAS Warning message appears.

Figure 306: VAS Warning

3 VAS Warning

9 Are you sure you want to remove Traffic Forwarding Table "Gold™?

I
210054

Step6 Click Yes.
The selected table is deleted and is no longer displayed in the list of traffic-forwarding tables.

Step7 Click Close .
The VAS Settings dialog box closes.

Adding VAS Traffic-Forwarding Tables

A default traffic-forwarding table is included in the service configuration. You can add up to 63 more
traffic-forwarding tables, and then assign different traffic-forwarding tables to different packages.
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Procedure

Step1 From the Policies tab in the left pane, choose Configuration > Policies > VAS Settings.
The VAS Settings dialog box appears.

Step2 Click the Enable Traffic Forwarding radio button.

Step3  Click the Traffic Forwarding Tables tab.
The Traffic Forwarding Tables tab opens.

Figure 307: VAS Settings - Add VAS Traffic-Forwarding Tables

x

Select Vas Mode:

{~ Enable Traffic Mirraring

% Enable Traffic Forwarding

Sffic Mirroring Groups | Traffic Forwarding Groups  Traffic Forwarding Tables

Traffic Forwarding Tables | | Table Parameters I
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LIDP Port er Group 0

(7} Close
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Step4 In the Traffic Forwarding Tables area, click the Add (158725.jpg) icon.
A new table named Table (n), where n is a value from 1 through 63, is added to the list of traffic-forwarding
tables in the Traffic Forwarding Tables area.
The table name is also displayed in the Item Name box in the Table Parameters tab.

Step5 In the Item Name field, enter a unique and relevant name for the traffic-forwarding table.

You can now add table parameters to the new traffic-forwarding table, see “How to Add VAS Table Parameters”
section.
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Managing VAS Table Parameters Overview
A table parameter is an IP protocol type, an associated TCP/UDP port (where applicable), and a VAS server
group or a range of IP addresses.
A traffic-forwarding table is a collection of related table parameters.

A traffic-forwarding table can contain up to 64 table parameters.

Adding VAS Table Parameters

You can add up to 64 table parameters to a traffic-forwarding table.

Procedure

Step1 From the Policies tab in the left pane, choose Configuration > Policies > VAS Settings .
The VAS Settings dialog box appears.

Step2 Click the Enable Traffic Forwarding radio button.

Step3  Click the Traffic Forwarding Tables tab.
The Traffic Forwarding Tables tab opens.

Step4 From the list of traffic-forwarding tables in the Traffic Forwarding Tables area, select a table.

Step5 In the Traffic Parameters tab, click the Add (158725.jpg) icon.
A new table parameter is added to the list of table parameters in the Table Parameters tab.

Table 14: Table Parameter Default Values

Parameter Default value

IP Protocol

TCP Port

TCP/UDP Port Range

Parameter Default value

IP Protocol

TCP Port

TCP/UDP Port Range

You can now edit the new table parameter, as described in the following section.

Step6 Click Close .
The VAS Settings dialog box closes.
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. Managing VAS Table Parameters Overview

Editing VAS Table Parameters

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Procedure

From the Policies tab in the left pane, choose Configuration > Policies > VAS Settings.
The VAS Settings dialog box appears.

Click the Enable Traffic Forwarding radio button.

Click the Traffic Forwarding Tables tab.
The Traffic Forwarding Tables tab opens.

From the list of traffic-forwarding tables in the Traffic Forwarding Tables area, select a table.
In the table in the Table Parameters tab select a protocol, port, and server group.

Click in a cell in the IP Protocol column, and, from the drop-down list that opens, select an IP protocol type.

Figure 308: Table Parameters Tab

Table Parameters
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TCP Port

LICP Port:

210052

If you select All, All TCP, All UDP, or All Non TCP/UDP, “N/A” appears in the TCP/UDP Port cell when
you move to another cell in the table.

If you selected TCP Port or UDP Port, double-click in the cell in the TCP/UDP Port Range column, and enter
the port number or a range of ports.

Click in the cell in the Server Group column, and, from the drop-down list that opens, select a server group.
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Managing VAS Table Parameters Overview .

Figure 309: Tables Parameters Tab
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Click Close.
The VAS Settings dialog box closes.

Deleting VAS Table Parameters

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Procedure

From the Policies tab in the left pane, choose Configuration > Policies > VAS Settings .
The VAS Settings dialog box appears.

Click the Enable Traffic Forwarding radio button.

Click the Traffic Forwarding Tables tab.
The Traffic Forwarding Tables tab opens.

From the list of traffic-forwarding tables in the Traffic Forwarding Tables area, select a table.

From the list of table parameters in the Table Parameters tab, select a table parameter.

Click the Delete ( ﬁ) icon.
The selected table parameter is deleted and is no longer displayed in the list of table parameters.

Click Close .
The VAS Settings dialog box closes.
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. Managing the Protected URL Database

Managing the Protected URL Database

Step 1
Step 2
Step 3
Step 4
Step 5

The Cisco SCE Protected URL Database is a database that contains a blacklist, a list of websites that are
considered off limits or dangerous. You can configure the Cisco SCE to apply a specific action, such as
blocking a site, when a subscriber attempts to access a site listed on the blacklist.

The database is encrypted so that no one, including the operator, can view the blacklist. The blacklist is
managed on the Cisco SCE and cannot be withdrawn to the management PC.

RDRs are created when a subscriber attempts to access a link included in the blacklist. However, the RDRs
do not contains the URL or Host information of the site.

To enable the blacklist feature:

Procedure

Define an HTTP flavor.

Create a blacklist service.

Assign the HTTP flavor to the blacklist service.
Create a rule for the blacklist service.

Assign black list entries to the flavor, using the CLI.

What to Do Next

For more information about the Protected URL Database, see the Cisco Service Control URL Blacklisting
Solution Guide .
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Subscriber Manager GUI Tool

This chapter describes how to use the Subscriber Manager (SM) graphical user interface (GUI) tool to
configure subscribers in the Cisco Service Control SM database.

The SM GUI tool is especially useful when the Cisco Service Control SM holds a static list of subscribers.
It is not applicable when Cisco SCA BB is operating in subscriberless mode (a mode in which control and
analysis functions are available only at a global platform resolution) or in anonymous subscriber mode (a
mode in which entities defined as IP addresses or VLANSs are treated as subscribers). This chapter consists
of these sections:

* Subscriber Manager GUI Tool Overview, page 457

e Connecting to a Cisco Service Control Subscriber Manager Overview, page 458
» Subscriber CSV Files Overview, page 461

* Subscriber Management Overview, page 462

¢ Monitoring SM Online Status, page 471

Subscriber Manager GUI Tool Overview

This chapter describes how to use the Subscriber Manager (SM) graphical user interface (GUI) tool to configure
subscribers in the Cisco Service Control SM database.

The SM GUI tool is especially useful when the Cisco Service Control SM holds a static list of subscribers. It
is not applicable when Cisco SCA BB is operating in subscriberless mode (a mode in which control and
analysis functions are available only at a global platform resolution) or in anonymous subscriber mode (a
mode in which entities defined as IP addresses or VLANSs are treated as subscribers).

The SM GUI tool allows you to manage subscribers on a Cisco Service Control SM. The Cisco Service Control
SM functions as middleware software that bridges between the OSS and the Cisco Service Control Engine
(Cisco SCE) platforms. Cisco SCE platforms use the subscriber information to provide subscriber-aware
functionality, per-subscriber reporting, and policy enforcement. Subscriber information is stored in the Cisco
Service Control SM database and can be distributed between multiple platforms according to actual subscriber
placement.

You can use the SM GUI tool to import and export subscriber files, and to perform operations on individual
subscribers, such as:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Connecting to a Cisco Service Control Subscriber Manager Overview

* Add and delete a subscriber

+ Edit parameters and show data of an existing subscriber
» Add and remove subscriber mappings

* Import subscribers from a CSV file

* Export subscribers to a CSV file

* Find subscriber or subscribers in a certain domain (filter)

N

Note  To access a Cisco Service Control SM from the SM GUI tool, you must first add the Cisco Service Control
SM to the Site Manager tree in the Network Navigator tool (see “How to Add Subscriber Manager Devices
to a Site” section).

The SM GUI tool provides only a subset of the functionality that the SM Command-Line Utility provides.
For more information about the Cisco Service Control SM, see the Cisco Service Control Management Suite
Subscriber Manager User Guide.

Connecting to a Cisco Service Control Subscriber Manager
Overview

You can connect to a Cisco Service Control Subscriber Manager:
 From the Network Navigator tool
* From anywhere else in the Console

* From the Subscriber Manager GUI tool

A

Note  The SM GUI tool performs authentication on the Cisco Service Control Subscriber Manager by opening
a PRPC connection to port 14374 and attempting to log in using the username and password that you
entered in the Password Management dialog box. If a PRPC server with this user is not running on the
Cisco Service Control Subscriber Manager, authentication fails. If you have changed the PRPC port on
the Cisco Service Control Subscriber Manager, see “User Authentication” section.

Connecting to a Cisco Service Control Subscriber Manager from the Network
Navigator

Procedure

Step1 In the Site Manager tree in the Network Navigator tab, right-click an SM device.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Connecting to a Cisco Service Control Subscriber Manager from the Console .

A popup menu appears.

Figure 310: SM Device Popup Menu
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Step2 From the menu, select Manage Subscribers.
A Password Management dialog box appears.

Step3 Enter the appropriate password.
For more information, see the “Password Management” section.

Step4 Click Connecting.
The Password Management dialog box closes. A Connecting to progress bar appears.

The system connects to the Cisco Service Control Subscriber Manager.

Connecting to a Cisco Service Control Subscriber Manager from the Console

A

Note If you are already in the Subscriber Manager GUI tool, start at Step 3.

Procedure

Step1 From the Console main menu, chooseTools > Subscriber Manager.
The Subscriber Manager GUI tool opens. A Subscriber Manager is not connected message appears.

Figure 311: Subscriber Manager is not Connected
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Step2 Click OK.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Disconnecting from the Current Cisco Service Control Subscriber Manager

The Subscriber Manager is not connected message closes.

Step 3 ¥
In the Subscriber Manager GUI toolbar, click the Connect to an SM ( *) icon.

If more than one Cisco Service Control SM device is configured in the Network Navigator, the Choose SM
Devices dialog box appears.

Figure 312: Choose SM Devices
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Step4 Select a device and click OK.
A Password Management dialog box appears.

Step5 Enter the appropriate password.
For more information, see “Password Management” section

Step6 Click Connecting.
The Password Management dialog box closes. A Connecting to progress bar appears.

=
The system connects to the Cisco Service Control SM. The Import subscribers from CSV file (<=7), the Export
subscribers to CSV file , and the Disconnect from SM icons are enabled.

Disconnecting from the Current Cisco Service Control Subscriber Manager

Procedure

o
In the SM GUI toolbar, click the Disconnect from SM (#==F¥) icon.
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Subscriber CSV Files Overview .

The Console disconnects from the Cisco Service Control Subscriber Manager, but the SM GUI tool remains
=T B
open. The Import subscribers from CSV file (¥=7) , the Export subscribers to CSV file () , and the

o
Disconnect from SM (#=F ) icons are dimmed. The subscriber list is empty.

Figure 313: Subscriber Manager List
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Subscriber CSV Files Overview

Because of the large number of subscribers that must be introduced into the system, it is not feasible to enter
subscriber information manually. Usually a RADIUS server (or some similar source) generates the subscriber
information. This information is then imported into the Subscriber Manager GUI tool.

You can also export updated subscriber information to a CSV file.

The format of subscriber CSV files is described in the “CSV File Formats” chapter of Cisco Service Control
Application for Broadband Reference Guide.

Importing Subscriber Information from a CSV File

Step 1

You can import subscriber data that was exported to a CSV file into the Subscriber Manager GUI tool.
Before You Begin

Confirm that the subaware.pro file in the Cisco Service Control Subscriber Manager is configured to import
the required type of subscribers—IPv4 subscribers or IPv4 and IPv6 subscribers. If required, make necessary
changes to subaware.pro file. For more details on configuring the subaware.pro file, see the Cisco Service
Control Management Suite Subscriber Manager User Guide.

Procedure

o~
In the SM GUI toolbar, click the Import subscribers from CSV file (¥=7) icon.
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. Exporting Subscriber Information to a CSV File

Step 2

Step 3

An Import from File dialog box appears.

Browse to the file that is to be imported and click Open.
An Import Warning message appears.

Figure 314: Import Warning
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Click Yes.
The Import from File dialog box closes.

The selected file is imported into the SM GUI tool; the imported subscribers are listed in the subscriber list.

Exporting Subscriber Information to a CSV File

Step 1
Step 2
Step 3

Step 4
Step 5

You can export subscriber information to a CSV file (for example, when data in the Cisco Service Control
SM database is updated).

Procedure

Select the subscribers whose data you want to save.
See the “Selecting Subscribers” section.

In the SM toolbar, click the Export subscribers to CSV file Il icon.
An Export to File dialog box appears.

Browse to the folder in which you want to save the exported file.
In the File name field, enter a file name.

Click Save.
The Export to File dialog box closes.

The selected subscribers are saved to the CSV file.

Subscriber Management Overview

After importing subscribers into the system, you can maintain and update the database.

You can perform the following operations:
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Subscriber Information .

Subscriber Information

In the SM GUI, you can see a list of all the subscribers currently introduced into Cisco SCA BB. Use this list
to manage individual subscribers or groups of subscribers. Use the Find function to display a subset of the
subscribers (see Finding a Subscriber or Group of Subscribers ).

The SM GUI is composed of a console view at the bottom and a device view at the top. The console shows
the log messages. The device view has the following columns:

* Subscriber ID—Name of the subscriber in the system.

* Domain—Domain to which the subscriber is assigned. The names of the Cisco SCE platforms that
belong to each domain appear in square brackets.

* Network Mappings—IP address, range of IP addresses, or VLAN tag mapped to the subscriber.

* Properties—Various properties assigned to the subscriber (Package 1D, Monitor State, Up Vlink ID,
Down Vlink ID).

* Custom Properties—Displayed as key value pairs.

Figure 315: Subscriber Manager GUI - Subscriber List

Table 15: SM GUI Icon Descriptions

Icon Description

ﬁ Delete all subscribers (if enabled).
H Export subscribers to CSV file.
= I t subscribers fi CSV file.
= mport subscribers from ile
» Disconnect from SM.
-

@ View online status (opens SM online status window).
1 Connect to an SM.

L= ¥

@ Refresh the list of subscribers.

"'u"' Add subscriber.

ﬁ Remove subscriber.

Edit subscriber.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
|



. Subscriber Information

Subscriber Manager GUI Tool |

By right-clicking on a specific subscriber, you can perform various actions, including:

 Edit subscriber data.

* Delete the subscriber.

* Display the online status of the subscriber, including:

» Expiration or aging time (if any)

o Number of concurrent sessions

° Reported block actions

> Number of concurrent active attacks

° Quota status (if any)

> Subscriber OS information

* View information on multiple subscriber in multiple windows.

Figure 316: Subscriber Manager GUI - Subscriber Online Status
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Overview of How to Find and Select Subscribers .

From the menu bar, you can select and open the Preferences page. When the Subscriber Manager is selected
in the left pane, you can do the following:

* Specify the number of subscriber records to be listed in the main display table.
* Enable or disable the “Remove All Subscribers” functionality.

* Enable or disable the enhanced subscriber data mode; if enabled, the Up Vlink ID and Down Vlink ID
columns are displayed in the table.

Overview of How to Find and Select Subscribers

The SM GUI tool retrieves subscribers in bulks of 1000 subscribers.

If the number of subscribers are more than that can be displayed in a standard view, then the information is
presented in multiple pages. You can navigate to the remaining groups of subscribers using the various
pagination buttons.

Figure 317: Subscriber Manager GUI - Pagination Buttons

NewSub41 smgui [sce_20] 0 0 Defauk Package 1
NewSub42 subscribers [sce_200, sce_21] [] 0 <package 0> 1
NewSub45 subscribers [sce_200, sce_21] [) 0 <package 0> 0
NewSub46 0 0 Defauk Package 0
NewSub47 0 0 Defauk Package 0
NewSub49 0 3 0

cooooo
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Page 1 of S0 Subscribers 1-20

a
v
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* 1. Get previous bulk.

* 2. Get first page.

* 3. Get previous page.

* 4. Enter page number.
* 5. Get next page.

* 6. Get last page.

* 7. Get next bulk.

For ease of use, the SM GUI tool incorporates two standard features:
* Find—Search for a specific subscriber.

* Multiple Select—Select a range of subscribers or a number of individual subscribers.

Finding a Subscriber or Group of Subscribers

Use the Find feature to find a specific subscriber or a group of subscribers according to a subscriber ID prefix.
This feature is useful for editing the parameters of either a specific subscriber or a group of subscribers (see
“Editing Subscriber Details” section.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Overview of How to Find and Select Subscribers

Procedure

Step1 In the Find field enter the prefix to be matched.

Figure 318: Find Field
By Prefix | 4

Step 2 %
Click the Find Subscribers (* ) icon.
You see a list of only the subscribers that match the specified prefix.

The search criteria is selected in the drop-down list next to the Find field. Search by:
* Prefix
* Domain name

* Package ID

Selecting Subscribers

You can edit, export, or delete a group of subscribers at one time by selecting subscribers displayed in the
subscriber list. The group may be either of the following:

Selecting a Range of Subscribers

Procedure

Step1 Select the first subscriber in the range.

Step2 Press the Shift key while clicking the last subscriber in the range.
You can combine this function with the search function; search for specific subscribers and then select the
entire range.
All subscribers within the range are selected.

Selecting a Number of Noncontiguous Subscribers

Procedure

Press the Ctrl key while selecting multiple subscribers.
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Adding a Subscriber .

You can combine this function with selecting a range of subscribers; first, select the range of subscribers, and
then select additional subscribers.

Adding a Subscriber

You can add additional individual subscribers to the Cisco Service Control Subscriber Manager. To add large
number of subscribers, export their information from a RADIUS (or DHCP) server to a CSV file, and then
import the CSV file. For details on importing the CSV files, see “Working with Subscriber CSV Files” section.

Procedure

Step 1 i
In the SM GUI toolbar, click the Add Subscriber (r"-':l) icon.

The Add a New Subscriber dialog box appears.

Figure 319: Add a New Subscriber

H SM device [10.78.241.209]
Add a new Subscriber

Subscriber ID Subscriberd
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Subscriber Package f{package 2= W
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(*) IP Address
OvLAN

[ 1111:ab54:ef12:567¢:0000:0000:0000:0000 /54 |
| 0.0.0.2/32
0.0.0.3/32

[ OK H Cancel ]
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Step2 In the Subscriber ID field, enter text that identifies the subscriber.
Step3 From the Subscriber Domain drop-down list, select the appropriate domain for the new subscriber.

Step4 From the Subscriber Package drop-down list, select a package to assign to this subscriber.
The contents of the list depend on the selected subscriber domain.

Step5 To activate subscriber real-time monitoring, check the Activate Subscriber Real-time Monitoring check box.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Editing Subscriber Details

Step 6

Step 7

Step 8
Step 9
Step 10

This sets the “monitor” property to 1 and causes the Cisco SCE application to generate Real-Time Subscriber
Usage RDRs for this subscriber.

Define subscriber network mappings. If you are not going to define network mappings for this subscriber,
continue at Step 10.

The system supports either IP addresses or VLAN tags as network identification for subscribers. The Cisco
Service Control solution supports an IP prefix range of 0 to 32 for [Pv4 addresses and 32 to 34 for [Pv6
addresses. Select one of the Subscriber Network Mappings radio buttons:

» [P Address
* VLAN

Note =~ We recommend that you do not assign the same IPv6 address to different subscribers with different
prefix values.

Click Add ( I;'-;;') icon to add a network mapping of the type selected.

A new network-mapping entry is added to the subscriber network mappings list, displaying a default value
Edit the network-mapping entry.

Repeat Steps 7 and 8 for other network mappings.

Click OK .
The Add a New Subscriber dialog box closes.

The new subscriber is added to the database and joins the subscriber list displayed in the SM GUI tool.

Editing Subscriber Details

Step 1
Step 2

You can edit parameters for each subscriber.

Procedure

Find and select a subscriber. (See the “How to Find a Subscriber or Group of Subscribers” section.)

In the SM toolbar, click the Edit Subscriber (— ) icon.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

The Edit Subscriber dialog box appears.
Figure 320: Edit Subscriber
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Editing Subscriber Details

¢) From the Subscriber Package drop-down list, select a package to assign to this subscriber.

The contents of the list depend on the selected subscriber domain.

d) Check or uncheck the Activate Subscriber Real-time Monitoring check box.
If you are not editing the network mappings for this subscriber, continue at Step 5.

Modify subscriber network mappings. The Cisco Service Control solution supports an IP prefix range of 0 to

32 for IPv4 addresses and 32 to 34 for IPv6 addresses. To modify the Subscriber Network Mappings:
Click one of the Subscriber Network Mappings radio buttons:

» [P Address
* VLAN

To add a new network mapping to the list, click the Add (':;-i:I ) icon, and edit the network-mapping field that

is added to the Subscriber Network Mappings list.

To delete a network mapping from the list, select an entry in the subscriber network mappings list and click

the Delete ( H) icon.
Click Apply.
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. Deleting a Subscriber from the Database

The Edit Subscriber dialog box closes.

The modified subscriber information is saved to the database and displayed in the subscriber list in the SM
GUI tool.

Deleting a Subscriber from the Database

You can delete subscribers from the database.

Procedure

Step1 Select a single subscriber or a group of subscribers.
See the “Selecting Subscribers” section.

Step 2 _ . .
In the SM toolbar, click the Delete Subscriber ( #*) icon.

The system asks for confirmation before deleting the selected subscribers.

Figure 321: Subscriber Warning
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Step3  Click Yes to confirm.

The selected subscribers are deleted from the database and removed from the subscriber list displayed in the
SM GUI tool.
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Monitoring SM Online Status .

Monitoring SM Online Status

The SM online status window provides real-time status of the SM operation by displaying the main properties

of the SM.

Figure 322: SM Online Status Window
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Procedure

To open the SM Online Status window, click on the Open ( @) icon in the main GUI toolbar.
The icons are grouped in the toolbar at the upper right corner of the SM Online Status window.

Table 16: SM Online Status Window Icon Descriptions

Icon

Description

=

Autorefresh , the drop-down list shows selectable
time interval options (default 30 seconds)

Copy all properties and values to the clipboard (or
right-click a single property to copy)
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Subscriber Manager GUI Tool

Icon Description
Always on top (enable or disable place status window
on top of other windows)
f—l ]
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CHAPTER 1 2

Anonymous Group Manager GUI Tool

This chapter provides details on the Anonymous Group Manager GUI tool and how to manager Anonymous
Groups using the Cisco SCA BB. This chapter describes how to use the Anonymous Group Manager graphical
user interface (GUI) tool to configure anonymous groups in a Cisco SCE. This chapter consists of these
sections:

» Using the Anonymous Group Manager GUI Tool, page 473
¢ Introduction to Managing Anonymous Groups, page 474

* Working with Anonymous Groups CSV Files, page 484

Using the Anonymous Group Manager GUI Tool

You can use the Anonymous Group Manager GUI tool to import and export subscriber files, and to perform
these operations on anonymous groups:

* Add and delete an anonymous group

* View the subscribers in a specific anonymous group

* Delete all anonymous groups

* View the configuration of a specific anonymous group

» Filter subscribers

* View online status of the subscriber

* View OS information of the subscribers in anonymous group
« Edit subscriber properties

* Import anonymous groups from a CSV file

» Export anonymous groups to a CSV file

* Export subscribers of a certain group to CSV file

Software-based support for IPv6 subscribers is available on .

For details on Anonymous Groups, Subscriber templates, and CSV file formats, see the .

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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. Introduction to Managing Anonymous Groups

For more information about the Cisco Service Control Subscriber Manager, see the Cisco Service Control
Management Suite Subscriber Manager User Guide.

Introduction to Managing Anonymous Groups

After importing subscribers into the system, you can maintain and update the database.

You can perform these tasks:
* Add and delete an anonymous group
* View the subscribers in a specific anonymous group
* View the configuration of a specific anonymous group
* Delete all anonymous groups in the Cisco SCE
» Filter subscribers
* View online status of the subscriber

« Edit subscriber properties

This section contains information on:

Anonymous Group Manager Information

In the Anonymous Group Manager GUI, you can see a list of anonymous groups configured in a Cisco SCE.
Use this list to manage individual anonymous group or multiple groups of subscriber tables stacked together,
and the subscribers in each anonymous group.

The Anonymous Group Manager GUI is composed of a console view at the bottom and a device view at the
top. The console shows the log messages. The anonymous group view within the group folder has the following
columns in a subscriber table:

* Subscriber Name—Name of the subscriber in the system.

* Mappings—IP address, range of IP addresses, or VLAN tag mapped to the subscriber.
* Package ID

* Monitor State

« Up VLINK ID

* Down VLINK ID

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Finding and Selecting Subscribers Overview .

* Owner—Owner of the subscriber (For example, Subscriber Manager Device)

Figure 323: Anonymous Group Manager GUI - Group List
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Right-click on the specific subscriber to perform various actions including the following:
+ Edit subscriber data.

» View the online status of the subscriber

Finding and Selecting Subscribers Overview

The Anonymous Group Manager GUI tool retrieves subscribers in bulks of 1000 subscribers. Subscriber
information is displayed in a standard view. If there are more subscribers than that can be displayed in the
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. Finding and Selecting Subscribers Overview

standard view, then the information is displayed in pages. You can use the various pagination buttons to
navigate between the pages.

Figure 324: Anonymous Group Manager GUI - Pagination Buttons
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1. Get previous bulk.

2. Get first page.

3. Get previous page.

4. Enter page number.

5. Get next page.

6. Get last page.

7. Get next bulk.

For ease of use, the Anonymous Group Manager GUI tool incorporates two standard features:

* Filter—You can filter the subscriber list based on the packagelD, downVlinkId, monitor, and upVlinkId.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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Finding and Selecting Subscribers Overview .

» Multiple Select—Select a range of subscribers or a number of individual subscribers.

Figure 325: Filter Anonymous Subscriber
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Selecting Subscribers Overview

You can edit, export, or delete a group of subscribers at one time by selecting subscribers displayed in the
subscriber list. The group may be either of the following:

* A range of contiguous subscribers

* A number of noncontiguous subscribers

Selecting a Range of Subscribers

Procedure

Step1 Select the first subscriber in the range.
Step2 Press the Shift key while clicking the last subscriber in the range.

All subscribers within the range are selected. You can combine this function with the search function; search
for specific subscribers and then select the entire range.

Selecting a Number of Noncontiguous Subscribers

Procedure

Press the Ctrl key while selecting multiple subscribers.
You can combine this function with selecting a range of subscribers; first, select the range of subscribers, and
then select additional subscribers.
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. Adding a Cisco SCE to the Anonymous Group Manager GUI Tool

Adding a Cisco SCE to the Anonymous Group Manager GUI Tool

All SCEs added to Cisco SCA BB Network Navigator appears in the site list of the Anonymous Group Manager
GUI Tool.
For details on adding SCEs through Network Navigator, see the Adding Cisco SCE Devices to a Site section.

Adding a New Anonymous Group in a Cisco SCE Device

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager.
The Anonymous Group Manager tool opens.

If the device is not listed in the Site list, add the device using the Network Navigator.

Right-click the corresponding Cisco SCE device, and select Add a New Group.
A Password Management window appears with the Device, Device Type, and Service information.

Enter the User Name and Password. For details on password management, see the Password Management
section.
The Add Anonymous Group page appears.

Figure 326: Add Anonymous Group
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Enter the Group Name, IP Range, Template Index, and Manager Name.
Select the Aging option from the drop-down list.

Click Ok.
The new anonymous group is added to the specific Cisco SCE.
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Adding a New IPv6 Anonymous Group in a Cisco SCE Device .

Adding a New IPv6 Anonymous Group in a Cisco SCE Device

Procedure

Step1 From the Console main menu, choose Tools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.
Step2 If the device is not listed in the Site list, add the device using the Network Navigator.
Step3 Right-click on the Cisco SCE, and select Add a New Group .
A Password Management window appears with the Device, Device Type, and Service information.

Step4 Enter the User Name and Password. For details on password management, see the Password Management
section.
The Add Anonymous Group page appears.

Figure 327: Add IPv6 Anonymous Group
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Step5 Enter the following details:
* Group Name
* [Pv6 Range with a prefix value of 0 to 64
* Template Index

* Manager Name
Step6 Select the Aging option from the drop-down list.

Step7 Click Ok .
The new anonymous group is added to the specific Cisco SCE device.
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. Viewing the Configuration of a Specific Anonymous Group

Viewing the Configuration of a Specific Anonymous Group
Procedure

Step1 From the Console main menu, chooseTools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.

Figure 328: Anonymous Group Manager Tool
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Figure 329: IPv6 Anonymous Group Manager Tool
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Step2 In the Site list, right-click the corresponding Anonymous Group, and select View Group Definition.
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Deleting An Anonymous Groups in a Cisco SCE .

Deleting An Anonymous Groups in a Cisco SCE

Step 1
Step 2

Step 3

Step 4

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.

From the Site list, click on the Cisco SCE from which you plan to delete the Anonymous Group.
The Anonymous Groups in the Cisco SCE appears.

Right-click on the Anonymous group to delete, and select Delete.
A confirmation dialog box appears.

Figure 330: Confirmation Dialog Box

£l Anonymous Group Manager

p  Are you sure you want to delete the group?

-
-
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Click Yes.

Deleting All Anonymous Groups in a Cisco SCE

Step 1

Step 2

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.

From the Site list, right-click on the Cisco SCE from which you plan to delete the Anonymous Groups and
select Delete Groups.
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A confirmation dialog box appears.

Figure 331: Confirmation Dialog Box

Ead Anonymous Group Manager

p | Are you sure you wank to delete all groups?

\-...'
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Step3 Click Yes.

Viewing Subscribers in a Specific Anonymous Group
Procedure

Step1 From the Console main menu, choose Tools > Anonymous Group Manager.
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The Anonymous Group Manager tool opens.

Figure 332: Anonymous Group Manager Tool
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10.1.0.179@31 10.1.0.178 4 0 0 0
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Step2 In the Site list, right-click the Anonymous Group, and select View Subscribers.
The list of subscribers appears in the Anonymous Group tab near the Console tab.

Viewing the Online Status of a Subscriber

Procedure

Step1 From the Console main menu, choose Tools > Anonymous Group Manager.
The Anonymous Group Manager tool opens.

Step2 In the Site list, right-click the Anonymous Group, and select View Subscribers.
The list of subscribers appears in the Anonymous Group pane.

Step3 Right-click in the subscriber row, and select View Online Status.
The online status appears.
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. Editing the Subscriber Properties

Editing the Subscriber Properties

Step 1
Step 2
Step 3

Step 4

Step 5

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.

In the Site list, right-click the Anonymous Group, and select View Subscribers.
The list of subscribers appears in the Anonymous Group pane.

Right-click in the subscriber row, and select Edit Subscriber .
The Edit Subscriber dialog box appears.

Modify the required fields from the following:
* Package ID
* Monitor State
» UpVlinkId
* DownVlinkId

Click OK .

Removing Subscribers from an Anonymous Group in a Cisco SCE

Step 1
Step 2
Step 3

Step 4

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager.
The Anonymous Group Manager tool opens.

In the Site list, click the Anonymous Group, and select View Subscribers.
The list of subscribers appears in the Anonymous Group pane.

Right-click in the subscriber row, and select Remove the Subscriber.

A confirmation dialog box appears.

Click OK .

Working with Anonymous Groups CSV Files

With Anonymous Group GUI tool, you can:
* Import anonymous groups from a CSV file

 Export anonymous groups to a CSV file
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Step 1
Step 2

Step 3

Working with Anonymous Groups CSV Files .

* Export subscribers of a certain anonymous group to CSV file

The format of subscriber CSV files is described in the “CSV File Formats” chapter of Cisco Service Control
Application for Broadband Reference Guide.
This section explains the following procedures:

* Importing Anonymous Groups from a CSV File

* Exporting Anonymous Groups to a CSV File
You can import subscriber data that was exported to a CSV file using the Anonymous Group Manager GUI
tool. This feature supports only one Cisco SCE at a time.

Importing Anonymous Groups from a CSV File

Procedure

From the Console main menu, chooseTools > Anonymous Group Manager.

In the Site list in Anonymous Group Manager tool, click the Cisco SCE for which you want to import the
Anonymous Groups.

Select File > Import .
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Figure 333: Import Dialog Box

. Import
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Step4 Click Next.
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Step 5

Exporting Anonymous Groups to a CSV File .

Figure 334: Import Anonymous Groups from File Dialog Box
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In the Import Anonymous Groups from File dialog box, browse to the file that is to be imported and click
Finish .

The selected file is imported into the Anonymous Group Manager GUI tool; the imported subscribers are
listed in the subscriber list.

Exporting Anonymous Groups to a CSV File

Step 1

Step 2
Step 3

You can export anonymous group information to a CSV file.

Procedure

From the Console main menu, choose Tools > Anonymous Group Manager .
The Anonymous Group Manager tool opens.

In the Site list, click the Cisco SCE for which you want to export the Anonymous Groups.
Select File > Export .
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The Export dialog box appears.

Figure 335: Export Dialog Box

Export _ @

Select A

Choose export destination. I g / 5 i

Select an export destination:

type Filter text

[ Expart Anonymous Group
[*-[= Expart Anorymous Subscriber
[#- [ Wetwork Mavigator

F- = Reporter

# [ Service Configuration

Finish Cancel
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Step4  Click Next.
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The Export Anonymous Groups from File dialog box appears.

Figure 336: Export Anonymous Groups from File Dialog Box
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Step5 Select the Cisco SCE Device and the Anonymous Groups to be exported.

Step6 Select the Export destination and click Finish .
The Export from File dialog box closes. The Anonymous Group Information is exported to the CSV file.

Exporting Information on Subscribers of an Anonymous Group to CSV File

To export information of all subscribers of an anonymous group to a CSV file, complete these steps:
Procedure

Step1 From the Console main menu, choose Tools > Anonymous Group Manager.
The Anonymous Group Manager tool opens.

Step2 In the Site list, click the Cisco SCE for which you want to export the Anonymous Groups.
Step3 Select File > Export.
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The Export dialog box appears.

Figure 337: Export Dialog Box
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Step4 Select the subscribers to be exported.

Step5 Select the Export destination and click Finish .
The Export from File dialog box closes. The selected subscriber information is saved to the CSV file.
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CHAPTER 1

The Signature Editor Overview

This module describes the Signature Editor tool and how to use it to create and modify Dynamic Signature
Script (DSS) files.

The Signature Editor tool allows you to create and modify DSS files that can add and modify protocols and
protocol signatures in the Cisco SCA BB, based on your knowledge of new network protocols that Cisco
SCA BB is yet to support.

This chapter consists of these sections:
» The Signature Editor Console , page 491
» Managing DSS Files Overview, page 491
* Creating DSS Files, page 502
« Editing DSS Files, page 504

» Importing DSS Files, page 505

The Signature Editor Console

The Signature Editor writes log and error messages to the Signature Editor Console (in the Console view),
when appropriate.

Managing DSS Files Overview

» Installing new signatures to an active service configuration is described in Working with Protocol Packs.

» Working with signatures in the Service Configuration Editor is described in Introduction to Managing
Protocol Signatures

» Using servconf, the Server Configuration Utility, to apply signatures is described in The Cisco SCA
BB Service Configuration Utility .

The DSS file components, and the creation and editing of DSS files, are explained in the following sections.

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
|



The Signature Editor Overview |
. The DSS File Components

The DSS File Components

The DSS file components are displayed in the Script pane of the Signature Editor, in a tree structure. By
selecting the appropriate node of the DSS component tree, you can define the properties associated with the
node in the Property pane.

The DSS file components are described in the following sections.

The DSS File

The DSS file name is the root node of the DSS file component tree.

When you select the root node, you can define the following properties for the DSS file:
* Script Name—Enter a meaningful name for this script.
* Script Description—Enter the reason for creating this script and describe its contents.
* Script Version (Major)
* Script Version (Minor)
* Script Build Number (Major)
* Script Build Number (Minor)

* Created for Application Version—Select from a list of predefined values.

Figure 338: Default Values for DSS File Properties

T Properties E ::“':‘> =
Property | Value
Seript Mame MyScript
Script Description
Script Version (Major)
Script Version (Minor)
Script Build no, (Major)
Script Build no, (Minor)
Created for App. Version

R R
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The DSS file contains a single protocol list.

DSS Protocol List

The protocol list has no properties to define. It contains all the protocols that are being added, modified, or
enhanced.

Information About DSS Protocols

When you select a Protocol node in the DSS file component tree, you can define the following properties of
the protocol:

* Basic:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
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° Protocol Name—See the “Setting Protocol Name and ID” section.
° Protocol Description

° Protocol ID—See the “Setting Protocol Name and ID” section.

* Protocol Category:
° Buddy Protocol—See “The Buddy Protocol” section.
° Protocol Families—Assign the protocol to one or more protocol families:
*P2P
° SIP
> VOIP

> Worm

Associating a protocol with a protocol family allows reports about the family to include the new protocol.

Figure 339: Default Values for the Protocol Properties

g el V.

Property Value

Protocol Mame <enter a unique name >
Protocal Description
Protocol Id 1
[=1 Protocol Categary
Buddy Protocol
Protocol Families

210509

Protocols contain signatures.

DSS Protocol Name and ID
A DSS can include two types of protocols:
* A protocol new to Cisco SCA BB—The protocol is being defined in the DSS.
* A protocol that Cisco SCA BB already supports—The protocol identification is being enhanced or
modified in the DSS.
Selecting a name and ID is different for the two cases:

* For a protocol new to Cisco SCA BB, the name must not match any of the protocol names that Cisco
SCA BB already supports. To see a list of supported-protocol names, open the Protocol Settings dialog
box in the Service Configuration Editor (see “How to View Protocols” section). Assign the protocol a
unique ID in the range from 5000 to 9998.

* For an existing protocol, the protocol name and ID in the DSS must be identical to the protocol name
and ID in the service configuration. Locate the name and ID in the Protocol Settings dialog box in the
Service Configuration Editor (see “How to View Protocols” section).
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DSS Buddy Protocol

To simplify the configuration of new protocols added by a DSS, the DSS may specify a Buddy Protocol for
a new protocol. If, when importing a DSS to a service configuration, the application encounters service
elements referring to the Buddy Protocol, it automatically duplicates the set of service elements that use the
Buddy Protocol and replaces all references to the Buddy Protocol with references to the new protocol. The
association of the new protocol to services matches that of the Buddy Protocol.

DSS Signatures
A protocol may contain as many different signatures as necessary.
Four different types of signatures may be added to a protocol:
« String Match Signatures
* Payload Length Signatures
* HTTP User Agent Signatures
* HTTP x-Header Signatures

Each of the four signature types tests different conditions against the first payload packet of the flows.
These signature types and their conditions are described in the following subsections.

String Match Signatures and Payload Length Signatures can contain deep inspection clauses. A signature
whose first payload packet conditions are met accepts a flow if the conditions of any of its deep inspection
clauses are also met.

DSS String Match Signature

When you select a String Match Signature node in the DSS file component tree, you can define the following
properties of the signature:

* Signature Name—A unique name
» Signature Description
* Signature ID—A value in the range from 0xC010000 to 0xCO100FF (decimal 201392128 to 201392383)
« First Payload Packet Conditions:
° Fixed Size Byte String—(Display only) Shows the string formed by the next four fields:

°[0]—Enter the ASCII code for the first byte of the string, or enter “*” to indicate that any
value is acceptable.

°[1]—Enter the ASCII code for the second byte of the string, or enter “*” to indicate that any
value is acceptable.

°[2]—Enter the ASCII code for the third byte of the string, or enter “*” to indicate that any
value is acceptable.

°[3]—Enter the ASCII code for the fourth byte of the string, or enter “*” to indicate that any
value is acceptable.
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* String Position—The position of the Fixed Size Byte String in the packet. The position is the location
of the first byte of the string, counting from the first byte in the packet. To match the string with the
beginning of the packet, this value should be zero. The value must be an integer divisible by four.

* Packet Direction—The initiating side of the first packet in the flow that has a payload. This field can
have one of three values:

°From Server
° From Client

°Don’t Care (either side)

* Port Range—(Display only) The port range formed by the next two fields. The default value is the entire
port range from 0 to 65535.

* From Port—Lower bound of the port range (inclusive)
* To Port—Upper bound of the port range (inclusive)

* Check before PL—Toggles between the values true and false .

This field indicates whether to test the signature before or after the execution of the Cisco SCA BB built-in

PL (Protocol Library) classification. Testing this signature before the execution of the built-in classification
means that if the flow matches this signature, the PL classification is skipped. If this field is set to “false”, this
signature is tested only if the PL classification fails to identify any of its supported protocol signatures.

» Asymmetric Routing Classification Mode—This field indicates whether to test the signature depending
on the state of the asymmetric routing classification mode. It can have one of three values:

* Don't Care—Signifies that this signature should be tested whether asymmetric routing classification
mode is enabled or disabled.

» Disabled
» Enabled

* Flow Type—(Display only) This field shows to which flow types the condition applies (the condition
may be applied to multiple types). It is ignored unless asymmetric routing classification mode is enabled.

The next four fields specify the flow type:
* Bidirectional—Toggles between the values true and false .

* Unidirectional Client Side—Toggles between the values true and false . Applies to TCP flows for which
only packets from the client side have been detected.

* Unidirectional Server Side—Toggles between the values true and false . Applies to TCP flows for which
only packets from the server side have been detected.

* Unknown (UDP)—Toggles between the values true and false . Applies to UDP flows for which packets
from only one direction have been detected.
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Note  Set Check before PL to true only if the signature identifies the protocol according to the first payload
packet only. If the signature also uses a Deep Inspection Condition that looks into later packets, and the
signature does not match the flow, the PL classification is not performed properly.

Figure 340: Default Values for the String Match Signature Properties

W Properties

<enter a unique name >

Signature Name

Signature Description
Signature Id OxCO10000
[=I First Payload Packet Conditions
[=| Fixed Size Byte String abcd
[0 97
1 93
) 99
I3 100
5tring Position a
Packet Direction Don't Care
[=] Part Range ma5535
From port a
To port 565535
Check before PL false
Asymmetric Routing Classification Mode Don't Care
[= Flow Type Bidirectional
Bidirectional true
Unidirectional Client Side false
Unidirectional Server Side false
Unknown (UDP) false o
=
o~

A flow that matches the first payload packet conditions of a String Match Signature is then compared against
the deep inspection conditions of the signature (see “DSS Deep Inspection Conditions” section).

DSS Payload Length Signature

When you select a Payload Length Signature node in the DSS file component tree, you can define the following
properties of the signature:

* Signature Name—A unique name

» Signature Description

* Signature ID—A value in the range from 0xC010000 to 0xCO100FF (decimal 201392128 to 201392383)
» First Payload Packet Conditions:

° Packet Direction—The initiating side of the first packet in the flow that has a payload. This field
can have one of three values:

> From Server
> From Client
°Don'’t Care (either side)

° Payload Length—The number of bytes in the payload packet.
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° Port Range—(Display only) The port range formed by the next two fields. The default value is the
entire port range from 0 to 65535.

° From Port—Lower bound of the port range (inclusive)
° To Port—Upper bound of the port range (inclusive)

° Check before PL—Toggles between the values true and false .

This field indicates whether to test the signature before or after the execution of the Cisco SCA BB built-in

PL (Protocol Library) classification. Testing this signature before the execution of the built-in classification
means that if the flow matches this signature, the PL classification is skipped. If this field is set to “false”, this
signature is tested only if the PL classification fails to identify any of its supported protocol signatures.

» Asymmetric Routing Classification Mode—This field indicates whether to test the signature depending
on the state of the asymmetric routing classification mode. It can have one of three values:

* Don't Care—Signifies that this signature should be tested whether asymmetric routing classification
mode is enabled or disabled.

* Disabled
* Enabled
* Flow Type—(Display only) This field shows to which flow types the condition applies (the condition
may be applied to multiple types). It is ignored unless asymmetric routing classification mode is enabled.
The next four fields specify the flow type:
* Bidirectional—Toggles between the values true and false .

* Unidirectional Client Side—Toggles between the values true and false . Applies to TCP flows for which
only packets from the client side have been detected.

* Unidirectional Server Side—Toggles between the values true and false . Applies to TCP flows for which
only packets from the server side have been detected.

* Unknown (UDP)—Toggles between the values true and false . Applies to UDP flows for which packets
from only one direction have been detected.
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Note

Set Check before PL to true only if the signature identifies the protocol according to the first payload
packet only. If the signature also uses a Deep Inspection Condition that looks into later packets, and the
signature does not match the flow, the PL classification is not performed properly.

Figure 341: Default Values for the Payload Length Signature Properties

B Properties

Signature MName
Signature Description
Signature Id

Packet Direction
Payload Length
[=] PortRange
From port
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Check before PL
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Bidirectional
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Unknown (UDF)

<enter @ unique name =

0xC010000

Don't Care
1

0:65535

o]

85535
falze

Don't Care
Bidirectional
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false
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210505

A flow that matches the first payload packet conditions of a Payload Length Signature is then compared
against the deep inspection conditions of the signature (see “DSS Deep Inspection Conditions” section).

DSS HTTP User Agent Signature

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide

When you select an HTTP User Agent Signature node in the DSS file component tree, you can define the

following properties of the signature:

* Signature Name—A unique name

* Signature Description

* Signature ID—A value in the range from 0xC010000 to 0xCO100FF (decimal 201392128 to 201392383)

 Conditions:
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> User Agent—The value of the User Agent field in the HTTP header

Figure 342: Default Values for the HTTP User Agent Signature Properties

W Properties

Signature MName <enter a unique name =
Signature Description
Signature Id 0xC0 10000

[= Conditions
User Agent <User agent:=
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DSS HTTP x-Header Signature

When you select an HTTP x-Header Signature node in the DSS file component tree, you can define the
following properties of the signature:

* Signature Name—A unique name

» Signature Description

* Signature ID—A value in the range from 0xC010000 to 0xCO100FF (decimal 201392128 to 201392383)
+ Conditions:

° x-Header Field Name—A name of a field in the x-Header of the HTTP header

Figure 343: Default Values for the DSS File Properties

B Properties

Signature Name <enter a unigue name:>
Signature Description
Signature Id 010000

=l Conditions
x-Header Field Name zfield name =
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DSS Deep Inspection Clauses

A deep inspection clause is a conjunctive clause of deep inspection conditions—a signature accepts a flow
only if all conditions in a clause are met.
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Note Ifasignature has multiple deep inspection clauses, the clauses (and the deep inspection conditions making
up each clause) are tested in an order based on the value of the Packet Number property of the deep
inspection conditions. After the first payload packet is accepted by the first payload packet conditions,
the clause containing the condition with the lowest Packet Number is tested. The other conditions in this
clause are checked in ascending Packet Number order. Thus, the Packet Number of any condition in a
clause cannot be less than the largest Packet Number in the clause it succeeds.

DSS Deep Inspection Conditions

A deep inspection condition is a set of conditions that are checked against flows that pass the first payload
packet conditions screening of String Match Signatures or Payload Length Signatures.

When you select a Deep Inspection Condition node in the DSS file component tree, you can define the
following properties of the deep inspection condition:

* Packet Direction—The initiating side of the first packet in the flow that has a payload. This field can
have one of three values:

> From Server
> From Client
°Don’t Care (either side)
* Packet Number—The number of the packet in the flow. The payload packets are numbered from zero;
packets are counted in both directions.
* Payload Length—The length of the packet in bytes. Enter zero to indicate that any value is acceptable.

* Printable Characters—Test if the inspected packet contains only printable characters. This field can have
one of three values:

° Printable Characters Only
° At Least One Non-Printable
°Don’t Care
* Substring Search—Match a search string with a specific location in the packet. Leave the Search String
fields empty if this condition is irrelevant.

° Position Offset—The position from which to start searching for the search string in the packet.
The offset is relative to the location specified in the Start Search From field.

e Start Search From—This field can have one of two values:
° Packet beginning

> Last match

Last match means that the search for this search string starts where the last search match ended. The last
match may be from a previous substring search or from the last string-based first payload packet condition.

* Searchable Range—Search in this number of bytes for the search string.
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 Search Packets—This field can have one of two values:
* This packet only

* Multiple packets—
Multiple Packets means that the search may span across packets, as long as the overall number of bytes
is less than the number specified in the Searchable Range field.

* Search String—Enter the search string in one of the following three fields (the other two fields are
updated automatically):

> ASCII Codes—Enter the ASCII codes for the characters of the search string. Separate each code
by a comma.

° Byte String—Enter the actual search string.
°Hex Values—Enter the hexadecimal values of the ASCII codes for the characters of the search
string. Separate each code by a comma.
* Transport Protocol—This field can have one of three values:
°TCP
- UDP
°Don’t Care (either TCP or UDP)

Figure 344: Default Values for the Deep Inspection Condition Properties

[ Properties =] __':-—'D =
Property Value
Packet Direction Don't Care
Packet Number 0
Payload Length 0
Printable Characters Don't Care
=| Substring Search
Position Offset a
Start Search From Packet beginning
Searchable Range 3
Search Packets This packet only
[= Search String
ASCII Codes 97,98,99
Byte String abc
Hex Values 61,62,63
Transport Protocol Don't Care é
=]
I

The structure of deep inspection conditions is the same for String Match Signatures and Payload Length
Signatures.
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Creating DSS Files
~

Note Ifyou have a DSS file open in the Signature Editor, save it before you create a new DSS file. All unsaved
changes are lost.

Procedure

Step 1 ]
From the toolbar, click the Create a New DSS File (LI ) icon.

A DSS component tree containing a DSS File node, a Protocol List node, and a Protocol node, is displayed
in the Script view. The default properties of the new DSS file are displayed in the Properties view.

Figure 345: Properties Tab

@ QService Configuration Editor Signature Editor B Network Mavigator

<new D5S>

3
.
L

Script Mame
--[5] MySoipt Script Description
=1 [EF] Protocol List Script Version (Major)
e <enter @ unique name s Script Version (Minor)
Script Build no. (Major)
Script Build no. (Minar)
Created for App. Version

[ = =

.
Ly

[ B console ™. G BB| =% !

210507

Step2 Edit the DSS file properties.
For an explanation of the properties, see “The DSS File” section.

Step3  Click the Protocol node.
The protocol properties appear in the Properties view.

Step 4 Edit the protocol properties.
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Step 5

Step 6

Step 7
Step 8

Step 9

Step 10
Step 11

Creating DSS Files .

For an explanation of the properties, see “Information About DSS Protocols” section.
Click the drop-down arrow next to the Add (E'-F') icon.

Figure 346: Protocol Properties

Eﬁ QService Configuration Editor Signature Editor 3 Network Navigator

E <newDss> 08 Properﬁes" “
e Froper:
- % | H S E:q:_y
. MyScript String Match Signature | Name
= [t2] Protocol List Payload Length Signature EI Description
- HTTP User Agent Signature i | 1d
HTTP x-Header Signature ategory

BUHAY Protocol
Protocol Families
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From the drop-down menu that appears, select a signature type.
A Signature node is added under the Protocol node. If you selected a String Match Signature or a Payload
Length Signature, a Deep Inspection Clause node and a Deep Inspection Condition node are also added.

Figure 347: Protocol List Information

= < <enter a unigue name >
'— @ <enter a unigue name:>
(=0 Deep Inspection Clause
e m Deep Inspection Condition

158992

Click the Signature node.
The signature properties appear in the Properties view.

Edit the signature properties.
For an explanation of the properties, see “DSS Signatures” section.

If you selected a String Match Signature or a Payload Length Signature, click the Deep Inspection Condition
node to edit the deep inspection condition properties.

For an explanation of the properties, see “DSS Deep Inspection Conditions” section.

The deep inspection condition properties appear in the Properties view.

Add additional deep inspection conditions, deep inspection clauses, signatures, and protocols as needed.

]|
From the toolbar, click the Save (LElJ) icon.
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Step 12

Step 13
Step 14
Step 15

The Signature Editor Overview |

If there are duplicate protocol names or protocol IDs, a Validation Error message appears.

Figure 348: Validation Error

3£ Validation Error

Cannot save script.
The script contains errors that have to be fixed before saving, See Console
view for errors,

210048

Click OK, remove the duplication, and then click the Save (=) icon again.
A Save As dialog box appears.

Browse to the folder where you want to save the new DSS file.
In the File name field, enter an appropriate name for the DSS file.

Click Save.
The Save As dialog box closes. The DSS file is saved.

Editing DSS Files

~

You can edit an existing DSS file, and add new protocols, or modify or delete existing protocols.

Note

Step 1

Step 2
Step 3

Step 4

Step 5

If you have a DSS file open in the Signature Editor, save it before you open a different DSS file. All
unsaved changes are lost.

Procedure

From the toolbar, click the Open a DSS File (IE) icon.
Browse to the DSS file that you want to edit.

Click Open.
The Open dialog box closes.

The DSS Component tree of the selected file is displayed in the Script view.
The DSS File node is selected, and the properties of the DSS file are displayed in the Properties view.

Add, edit, or delete DSS file components.
See the subsections of The DSS File Components section for an explanation of the properties of the different
components.

Save the modified DSS file.
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Step 6 =
To overwrite the current DSS file with the changes you have made, from the toolbar, click the Save (LEL)
icon.

Step7 To save the modified DSS file with a new name choose File > Save As.

a) Browse to the folder where you want to save the new DSS file.
b) In the File name field, enter an appropriate name for the DSS file.

¢) Click Save.
The modified DSS file is saved with the new name.

Importing DSS Files

You can import DSS files into the file you are currently editing.

A

Note  Importing signatures may create duplication of protocol names or protocol IDs.

Procedure

Step1 From the Console main menu, choose File > Import.
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The Import dialog box appears.

Figure 349: Import

3£ Import

Select

Choose import source. I ] - i

Select an import source;
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=1~ Service Configuration
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#-[ Signature Editar

Cancel
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Step2 From the import source list, select Import protocols from one DSS file to another DSS .
Step3  Click Next.
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The second screen of the Import dialog box opens.

Figure 350: Import Protocols from One DSS File to Another

X

3 Import

Import Protocols from One DSS File to Another
Select a DSS file containing the protocols you would like to import

D35 File Infomation:
-No file has been selected,

Choaose File

Cancel

158857

Step4 Click Choose File.
An Open dialog box appears.

Step5 Browse to the DSS file to import.

Step6 Click Open.
The Open dialog box closes.
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Information about the DSS file that you have chosen is displayed in the DSS File Information area.

Figure 351: Import Protocols from One DSS File to Another

3 Import E|

Import Protocols from One DSS File to Another
Select a DSS file containing the protocols you waould like to import

D35 File Infomation:

DSS File: Loco.dss

Script Mame: NewPocoScript
Version: 1.0 build 1.0

Created for 5CA BB version: 3.1.0
Description:

The 0S5 contains signatures for the following protocols:
Loco

Choaose File

< Back Mexk = I Finish | Cancel

211136

Step7 Click Finish.
The Import dialog box closes. The content of the selected DSS file is imported into the Signature Editor.
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CHAPTER 1 I

Additional Management Tools and Interfaces

This chapter provides details on additional management tools and interfaces available in Cisco Service
Control.

The Cisco SCA BB Service Configuration Utility , page 509
e The Cisco SCA BB Signature Configuration Utility , page 513
* Overview of SNMP, MIB, and Traps, page 514

Installing a Cisco SCA BB PQI File on a Cisco SCE Platform , page 515

* Overview on Managing Subscribers via Other System Components , page 515

The Cisco SCA BB Service Configuration Utility

The Cisco SCA BB Service Configuration Utility ( serveonf) is a command-line utility (CLU) for applying
and retrieving service configurations. Use it in a scripting environment to automate service configuration tasks
on multiple Cisco Service Control Engine (Cisco SCE) platforms.

The Service Configuration Utility can run in Windows and Linux environments.

servconf Syntax
The command-line syntax of servconf is: serveonf<operation> [<option>] [<option>] ...

Table 17: servconf Operations

Operation Abbreviation Description

--apply -a Copies the specified service
configuration file to the specified
Cisco SCE platforms and activates
it
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Operation Abbreviation Description

--retrieve -1 Retrieves the current service
configuration

--update-dc -u Updates a Cisco Service Control
Collection Manager (CM) with
service configuration values

--status — Shows the service configuration

status on the Cisco SCE platform

--update-signature

Updates the Cisco SCE platform
with a new protocol pack

--update-signature-pqi

Updates the Cisco SCE platform
with a new SPQI protocol pack

--signature-info

-1

Shows information about the
Dynamic Signature Script (DSS)
file

--help

Displays help, then exits

--version

Displays the program version
number, then exits

Table 18: servconf File Options

File Option Abbreviation Description

--file= filename -f Specifies a service configuration
file or DSS file

--backup-directory= directory -b Specifies the directory to which to

save the retrieved PQB file before
applying a new protocol pack
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Table 19: servconf Connection Options

servconf Syntax .

File Option Abbreviation

Description

--se= address -S

Specifies the IP address of the
destination Cisco SCE platform.

To specify multiple Cisco SCE
platforms, list the IP addresses
separated by semicolons (see
Example 1 in the following
section).

When using a semicolon in a Unix
command line, the command-line
argument must be enclosed in
quotation marks.

--dc= address -D

Specifies the IP address of the
destination Cisco Service Control
Collection Manager platform
(required only for the --update-dc
operation).

--password= password -P

Specifies the password for
connecting to the Cisco SCE
platform.

--username= username -U

Specifies the username for
connecting to the Cisco SCE
platform. If this option is not
specified, the following default
values are used:

* SCE—admin
* CM—pcube
* SM—ypcube

Table 20: servconf Reference Cisco SCE Option

File Option

Description

--refer-se= address

Specifies the IP address of the Cisco SCE platform
to which the service configuration values refer
(required only for --update-dc operation)
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Table 21: servconf Apply Options

File Option Description

--no-dc (Optional) Specifies that the --apply operation should
not automatically update the Cisco Service Control
Collection Manager with service configuration values.

--no-default-signature Applies the service configuration without adding the
default DSS to it.
--force-default-signature Forces the replacement of the DSS in the retrieved

PQB with the default DSS, even if the signatures of
the existing DSS are mapped to services. Without this
flag, trying to update a PQB containing a DSS fails.

Table 22: servconf Update Signature Option

File Option Description

--force-signature Forces replacement of the DSS in the retrieved PQB,
even if the signatures of the existing DSS are mapped
to services. Without this flag, trying to update a PQB
containing a DSS fails.

servconf Examples

Example 1

To copy the service configuration file config.pgb from the local machine to two Cisco SCE platforms (at
63.111.106.7 and 63.111.106.12), and activate this configuration:

servconf "--se=63.111.106.7;63.111.106.12" --username Alice --password ***** ——_gpply
--file config.pgb

Example 2
To retrieve the current service configuration from the Cisco SCE platform at 63.111.106.7, and save it in file
my_files\config.pgb on the local machine:

servconf -S 63.111.106.7 -U Bob -P ***** --retrieve --file my files\config.pgb
Example 3

To update the Cisco Service Control Collection Manager at 63.121.116.17 with service configuration values
from file config.pqb, as if they were applied to the Cisco SCE platform at 63.111.106.7 (but without actually
applying them to the Cisco SCE platform):

servconf -D 63.121.116.17 -U Alice -P ***** —-—ypdate-dc --refer-se 63.111.106.7
--file config.pgb

Example 4
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To distribute the protocol pack file new_signature.spqi to the Cisco SCE platforms at 10.56.216.33 and
10.56.216.36:

servconf --update-signature-pgi -f new signature.spgi -S "10.56.216.33;10.56.216.36"
-U userl23 —Pp ***x*xx*

The Cisco SCA BB Signature Configuration Utility

The Cisco SCA BB Signature Configuration Utility ( sigconf) is a command-line utility for installing and
managing the default DSS.

The Signature Configuration Utility can run in Windows and Linux environments.

For installation instructions, see Installing the Cisco SCA BB Configuration Utilities .

sigconf Syntax

The command-line syntax of the Cisco SCA BB Signature Configuration Utility is sigconf <operation> [--file
<filename>]

Table 23: sigconf Operations

Operation Abbreviation Description

--set-default-dynamic-signature | -d Installs the default DSS on this
workstation.

--remove-default-dynamic-signature | — Uninstalls the default DSS from

this workstation.

--get-default-dynamic-signature | — Fetches the default DSS installed
on this workstation.

--help — Displays help, then exits.

Table 24: sigconf File Option

File Option Abbreviation Description

--file filename -f Specifies a DSS file

sigconf Examples

Example 1
To install the file new_signature.dss as the default DSS:

sigconf --set-default-dynamic-signature --file new_signature.dss
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Example 2
To retrieve the installed default DSS file, and save it as default_backup.dss:

sigconf --get-default-dynamic-signature --file default backup.dss

Overview of SNMP, MIB, and Traps

Cisco provides complete network FCAPS (Fault, Configuration, Accounting, Performance, Security)
management.

Two interfaces are provided for network management:

* Command-line interface (CLI)—Accessible through the console port on the front panel of the Cisco
SCE platform or through a Telnet connection to the Cisco SCE platform, the CLI is used for configuration
and security functions.

* SNMP (Simple Network Management Protocol)—Provides fault management (via SNMP traps) and
performance monitoring functionality.

SNMP

SNMP is a set of protocols for managing complex networks. SNMP works by sending messages, called
protocol data units (PDUs), to different parts of a network. SNMP-compliant devices, called agents, store
data about themselves in Management Information Bases (MIBs) and return this data to the SNMP requesters.

Management Information Bases (MIBs) are databases of objects that can be monitored by a network
management system. SNMP uses standardized MIB formats that allow standard SNMP tools to monitor any
device defined by a MIB.

The Cisco SCE platform supports the following MIBs:

* MIB-II—Defined in RFC 1213, (Management Information Base for Network Management of
TCP/IP-based Internets)

* Cisco Service Control Enterprise MIB—Described by a number of MIB files

The Cisco proprietary MIB allows external management systems to retrieve general information about the
Cisco SCE platform operating status and resource utilization, extract real-time measurements of bandwidth
utilization and network statistics, and receive notifications of critical events and alarms.

Traps

Traps are unsolicited messages generated by the SNMP agent that resides inside the Cisco SCE platform.
Traps are generated when an event occurs. When the Network Management System receives the trap message,
it can take suitable actions, such as logging the occurrence or ignoring the signal.

The Cisco SCE platform supports two general categories of traps:

Cisco Service Control Application for Broadband (Cisco SCA BB) User Guide
[ 514 | [



| Additional Management Tools and Interfaces
Installing a Cisco SCA BB PQlI File on a Cisco SCE Platform .

* Standard SNMP traps—As defined in RFC 1157 and using the conventions defined in RFC 1215

* Proprietary Cisco Service Control Enterprise traps—As defined in the Cisco proprietary MIB

Installing a Cisco SCA BB PQl File on a Cisco SCE Platform

You can install a Cisco SCA BB PQI file on a Cisco SCE platform using the Cisco SCE platform
Command-Line Interface (CLI).

Procedure

Step1 Make sure that the PQI file is available.
Do one of the following:

* Locate the PQI file on the Cisco SCE platform.
* Upload the appropriate PQI file to the Cisco SCE via FTP.

Step2 Enter line interface configuration mode.
Step3 Type pqiinstall file engXXXXX.pqi .

Step4 Monitor the installation progress until it is completed.
After you install the Console, you can use the Network Navigator tool to install PQI files. See the Installing
PQI Files on Cisco SCE Devices , on page 126 section.

Entering Line Interface Configuration Mode

Procedure

Step1 At the Cisco SCE platform CLI prompt (SCE#), type configure and press Enter.
The SCE(config)# prompt appears.

Step2 Type interface LineCard 0 .

Step3 Press Enter.
The SCE(config if)# prompt appears.

Overview on Managing Subscribers via Other System
Components

Other components of the Cisco Service Control solution offer alternatives for subscriber management (as
opposed to using the Subscriber Manager GUI tool in the Console):
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* The Cisco Service Control Subscriber Manager (SM) has options that are not available from the Console.

* The Cisco SCE platform has a wide range of subscriber-related functions.

For in-depth explanations, see the appropriate Service Control documentation.

This section gives an overview of these alternatives, with emphasis on the Cisco SCA BB-specific subscriber
management options:

» Anonymous Subscriber Mode
* Subscriber-Aware Mode
* Selecting Subscribers for Real-Time Usage Monitoring

» Managing Subscriber CSV Files

Anonymous Subscriber Mode

An anonymous subscriber is one with a name generated automatically by the Cisco SCE platform according
to an anonymous subscriber group specification. An anonymous subscriber is always mapped to a single IP
address. The actual identity of the customer is unknown to the system.

An anonymous group is a specified IP range, possibly assigned a subscriber template. If an anonymous group
is configured, the Cisco SCE platform generates anonymous subscribers for that group when it detects traffic
with an IP address in the specified IP range. If a subscriber template is assigned to the group, the anonymous
subscribers generated have properties defined by that template. If no subscriber template is assigned, the
default template is used, which cannot be changed by template import operations. Initially, 200 templates are
preconfigured, one for each package ID.

Anonymous subscriber groups and subscriber templates are managed using the Cisco SCE platform
Command-Line Interface (CLI). You can enter CLI commands via a Telnet session. For more information,
see the or .

Use the following commands to import anonymous subscriber groups and subscriber templates from CSV
files and to export subscriber data to these files:

* subscriber anonymous-group import csv-file
* subscriber anonymous-group export csv-file
* subscriber template import csv-file

» subscriber template export csv-file

A

Note  The preceding CLI commands are line interface configuration commands. You must enter line interface
configuration mode (see Entering Line Interface Configuration Mode , on page 515 section) and see the
SCE(config if)# prompt displayed before entering a command.

Use the following commands to delete anonymous groups or subscriber templates from the system.
* no subscriber anonymous-group [all] [name <groupname>]
* clear subscriber anonymous

* default subscriber template all
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A

Subscriber-Aware Mode .

Note

The preceding CLI commands are line interface configuration commands. You must enter line interface
configuration mode (see Entering Line Interface Configuration Mode , on page 515 section ) and see the
SCE(config if)# prompt displayed before entering a command.

Use the following commands to display anonymous subscriber information:
« show interface LineCard 0 subscriber templates [index]
« show interface LineCard 0 subscriber anonymous-group [all] [name <groupname>]
« show interface LineCard 0 subscriber amount anonymous [name <groupname>|

* show interface LineCard 0 subscriber anonymous [name <groupname>]

Subscriber-Aware Mode

In subscriber-aware mode, each subscriber is a specific customer with an externally generated name. This
externally generated name allows the subscriber to be mapped to more than one IP address and still be identified.
Each traffic session (single IP flow, or a group of related IP flows) processed by the Cisco SCE platform is
assigned to a recognized subscriber on the basis of the configured subscriber mappings.

There are three options for introducing and managing these subscribers:

» The SM GUI tool (see Subscriber Manager GUI Tool Overview, on page 457 section)

The Cisco SCE Platform Subscriber CLI

A

Use the following commands to import subscriber data from CSV files and to export subscriber data to these
files:

subscriber import csv-file

subscriber export csv-file

Note

The preceding CLI commands are line interface configuration commands. You must enter line interface
configuration mode (see Entering Line Interface Configuration Mode , on page 515 section) and see the
SCE(config if)# prompt displayed before entering a command.

Use the following command to remove subscribers from the system.

no subscriber [all] [name <subscriber-name>|

Note

The preceding CLI command is a line interface configuration command. You must enter line interface
configuration mode (see Entering Line Interface Configuration Mode , on page 515 ) and see the SCE(config
if)# prompt displayed before entering the command.

Use the following commands to display subscribers meeting various criteria:

show interface LineCard 0 subscriber [amount] [prefix <prefix>] [property <propertyname> equals |
greater-than | less-than <property-val>|
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show interface LineCard 0 subscriber [amount] prefix <prefix>

show interface LineCard 0 subscriber [amount] suffix <suffix>

show interface LineCard 0 subscriber mapping IP <iprange>

show interface LineCard 0 subscriber [amount] mapping intersecting IP <iprange>
show interface LineCard 0 subscriber mapping VLANid <vlanid>

Use the following commands to display information about a specific subscriber:

show interface LineCard 0 subscriber properties

show interface LineCard 0 subscriber name <name>

show interface LineCard 0 subscriber name <name> mappings

show interface LineCard 0 subscriber name <name> counters

show interface LineCard 0 subscriber name <name> properties

The SM Subscriber Management CLU

The SM Subscriber Management Utility ( p3subs) is a CLU for managing subscribers. You can use it to add
or remove subscribers. You can also manage subscriber properties and mappings with this utility.

For more information about p3subs, see the Cisco Service Control Management Suite Subscriber Manager
User Guide.

p3subs Syntax
Yourun p3subs from the Solaris shell prompt. The command-line syntax of the utility is:

p3subs <operation> --subscriber=<Subscriber-Name> [--ip=<IP-address>]
[--property=<property-name=value>] [--domain=<domain-name>] [--overwrite]

The following table lists the p3subs operations relevant to managing subscribers.

Table 25: p3subs Subscriber Operations to Manage Subscribers

Operation Description

--add Adds a subscriber or replaces the existing subscriber
configuration

--set Updates mappings and properties for the specified
subscriber

--remove Removes the specified subscriber

--show Displays information for specified subscriber
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Selecting Subscribers for Real-Time Usage Monitoring

Real-Time Subscriber Usage RDRs report the network activity of a single subscriber per service per metric,
in real-time. You must enable the generation of these subscriber usage RDRs separately for each subscriber
that you wish to monitor.

A

Note  Generating and collecting Real-Time Subscriber Usage RDRs for many subscribers can compromise
performance. Enable Real-Time Subscriber Usage RDR generation only for subscribers that must be
monitored.

The monitor subscriber property controls the generation of Real-Time Subscriber Usage RDRs. By default,
generation of these RDRs is disabled ( monitor = 0 ). To enable generation of the RDRs, change the value of
the property to 1.

You can modify this property for selected subscribers using either the SM Command-Line Utility (CLU) or
the Cisco SCE platform CLI.

This section explains the following procedures:

Managing Subscriber Monitoring via the SM

You can enable or disable the generation of the Real-Time Subscriber Usage RDRs using the SM  p3subs
utility. You can also create a file that processes a batch of subscribers. For more information, see the Cisco
Service Control Management Suite Subscriber Manager User Guide.

Enabling Subscriber Monitoring for a Subscriber via the SM

You can enable subscriber monitoring for a specified subscriber.

Procedure

From the command line, run ssm/server/bin/p3subs --set --subscriber Smith --property monitor=1.

Disabling Subscriber Monitoring for a Subscriber via the SM

Procedure

From the command line, enter sm/server/bin/p3subs --set --subscriber Smith --property monitor=0.

Enabling Subscriber Monitoring for Multiple Subscribers

You can enable subscriber monitoring for multiple subscribers.

Procedure

Step1 Create a text file (named monitor.txt in this example) containing the sequence of CLI invocations, including
the commands to access the appropriate CLI mode.
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The file would look something like this:

configure
interface LineCard 0
subscriber name Jerry property name monitor value 1
subscriber name George property name monitor value
subscriber name Elaine property name monitor value

subscriber name Kramer property name monitor wvalue

e e

subscriber name Newman property name monitor value

Step2 From the Cisco SCE platform CLI prompt (SCE#), run script run monitor.txt

Verifying that Subscriber Monitoring is Enabled for a Subscriber via the SM

Procedure

From the command line, run sm/server/bin/p3subs --show-property --subscriber Smith --property
monitor.

Managing Subscriber Monitoring via the Cisco SCE Platform Overview

You can also enable or disable the generation of the Real-Time Subscriber Usage RDRs using the Cisco SCE
platform. For more information this, see the

This section explains the following procedures:

Enabling Subscriber Monitoring for a Subscriber

You can enable subscriber monitoring for a specified subscriber.

Procedure

Step1 Enter line interface configuration mode. (See " Entering Line Interface Configuration Mode " section.)

Step2 At the SCE(config if)# prompt, run subscriber name Smith property name monitor value 1.

Disabling Subscriber Monitoring for a Subscriber

Procedure

Step1 Enter line interface configuration mode. (See " Entering Line Interface Configuration Mode " section.)
Step2 At the SCE(config if)# prompt, enter subscriber name Smith property name monitor value 0.
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Enabling Subscriber Monitoring for Multiple Subscribers

Step 1

You can enable subscriber monitoring for multiple subscribers.

Procedure

Create a text file (named monitor.txt in this example) containing the sequence of CLI invocations, including
the commands to access the appropriate CLI mode.
The file would look something like this:

configure
interface LineCard 0
subscriber name Jerry property name monitor value 1
subscriber name George property name monitor wvalue
subscriber name Elaine property name monitor value

subscriber name Kramer property name monitor value

=R e e

subscriber name Newman property name monitor value

Step2 From the Cisco SCE platform CLI prompt (SCE#), run script run monitor.txt

Verifying that Subscriber Monitoring is Enabled for a Subscriber

Procedure

From the Cisco SCE platform CLI prompt (SCE#), run show interface LineCard 0 subscriber name Smith
properties.
The properties are displayed; monitor is the relevant parameter.

Subscriber smith properties:
subscriberPackage=0

monitor=1

Subscriber 'smith' read-only properties

Managing Subscriber CSV Files

Use the p3subsdb SM utility to import and export subscriber CSV files. You can import subscriber
information for a group of subscribers from a CSV file into the SM database. You can also export subscriber
information from the SM database to a CSV file.

For more information, see the Cisco Service Control Management Suite Subscriber Manager User Guide.

CSV file structure is described in the “CSV File Formats” chapter of Cisco Service Control Application for
Broadband Reference Guide.

This section explains the following procedures:
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Importing Subscriber CSV Files

Procedure

At the Solaris shell prompt, run  p3subsdb --import <filename>.

Exporting Subscriber CSV Files

Procedure

At the Solaris shell prompt, run  p3subsdb --export <filename> .
Filtering and Exporting Subscribers Example

The following example exports every subscriber whose name begins with ‘a’ to the file silverSubscriberFile.csv

p3subsdb --export --prefix=a —output=silverSubscriberFile.csv
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