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Introduction
This document describes the steps to upgrade or downgrade the Cisco Service Control Engine (SCE) Servi

Control Operating System (SCOS) software, the SCE Application Software (PQI) (also known as the engagt
application), and the Protocol Pack (also known as the SPQI).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
« Cisco Service Control Operating System (SCOS)

* Cisco Service Control Engine (SCE) command-line interface (CLI)
* Cisco SCE GUI

Components Used
The information in this document is based on these software and hardware versions:

* SCOS for Release 3.7.0
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« Cisco Service Control Application for Broadband (SCA-BB) Agents (PQI) Files for Release 3.7.0
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Back up Current SCE Configuration

This procedure describes how to back up the current SCE configuration before you attempt an installation o
upgrade.

1. Open the SCA BB console.

1.In the No Service Configuration Is Open window, click No.
2.1n the Network Navigatortab, add the SCE IP addresses. (If the addresses have already beer
added, go to the next step.)

1. Right-click the Site Manager, and choose New.
2. Navigate to Site > New > SCE.
3.In the Create New SCE window, enter the IP Address and Name.

3. Right—click the SCE to be upgraded, and choose Retrieve Service Configuration.
4. Enter User/Password in the Password Management dialog box.
5. After the configuration is retrieved, select File > Save As.
6. Enter the filename, and click Save. This saves a copy of the SCA BB configuration (PQB) file
to the laptop.
2.Log in to the SCE CLI.

1. Log the output of your terminal session.
2. At the enable prompt, enter the show running—config command.

3. Repeat Steps 1 and 2 to update all SCEs.

Install or Upgrade SCOS and PQI

The SCE SCOS and PQI (engage) applications can be upgraded with either the CLI or the GUI. Before you
upgrade to a new SCOS, always backup the current SCA BB configuration (PQB) file.

The best way to make sure the PQB file is upgraded as well is to push the service configuration file with the
old SCA BB version just before the upgrade and retrieve the configuration from the new SCA BB version as
soon as the SCE is upgraded. This way, the new SCA BB has the upgraded version.



Upgrade SCOS and PQI with GUI
This procedure describes how to upgrade the SCOS and PQI with the GUI.

1. On the SCA BB console, go to the Network Navigator, and select the SCE platforms to be upgraded.
In this example, select SCE-01 14.2.3.81.

2. Right—click SCE device [14.2.3.81], and choose SCE Software Installation Wizard.
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3. The SCE Software Installation Wizard appears. Click Next.
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Ea3 SCE Software Installation Wizard o (2] [s.]
SCE Software Installation :
This wizard helps to upgrade set of SCE devices with most recent software, including -

SCOS and Application, and also apply policy settings through PQB and Protocol Packs.

4.In the SCE IP Addresses window, verify that the IP addresses for all of the SCE platforms to be
upgraded appear. Add any IP addresses if necessary.



3€ SCE Software Installation Wizard 4 E m
SCE IP Addresses

Configuring the SCE platforms requires that they are first added to the Network
MNavigator.

To add SCE platforms to the Network Navigator, type their IP addresses in the text
box below (For example: 10.56.216.37, 10.56.216.38):

14.2.3.81

< Back Next > Finist Cancel

5. Enter the username and password required to connect to the SCE platform. Click Next.



3€ SCE Software Installation Wizard

SCE Usernames and Passwords

In order to connect to the SCE platforms, a username and a password need to be
specified for each SCE.

(%) Use a common username and a common password for all SCE platforms:

Username: [ admin

Password: [ I

(O Use separate usernames and passwords for each SCE platform:

SCE IP Address Username  Password

00000

| <Back Next > frish [ Cancel |

6. In the SCE Firmware (PKG) Installation window, choose the location of the SCE firmware. Click
Next.




3€ SCE Software Installation Wizard

SCE Firmware (PKG) Installation

Configure the SCE firmware installation options.

(%) Install SCE Firmware from a Local File

File name: ’E:\SCE\SCOS\S.7.0lscos-v3?0-b222-sceBOOO-kQ v |8rowse I

[TJuse local FTP server (requires less disk space)

() Install SCE Firmware from a Remote File (FTP)
(e.q. ftp:fjuser:password@10.56.216.129:21/scos.pkg)

() skip SCE Firmware Installation

[“J€Erase SCE Startup Configuration
[ ] Clean SCE file system if there is no disk space
Set SCE Clock Same As Local Clock

%

<ok [ o> _

7.In the SCE Application Software (PQI) Installation window, choose Install SCE Application
Software from a Local File, browse to the PQI file you downloaded previously, and click Next.



3£ SCE Software Installation Wizard B @

SCE Application Software (PQI) Installation
Configure the SCE application software installation options.

(%) Install SCE Application Software from a Local File

File name: [E:\SCE\PQI\,&7.015c530001en370521.pqi v]

[TJuse local FTP server (requires less disk space)

O Install SCE Application Software from a Remote File (FTP)
(e.q. ftp:Jfuser:password@10.56.216.129:21/software.pqi)

(O skip SCE application Software Installation

[ < Back ][ Next > ]

8. In the Protocol Pack (SPQI) Update window, click Skip Protocol Pack Update, and click Next.



:ﬂ SCE Software Installation Wizard o ® @
Protocol Pack (SPQIl) Update

Configure the protocol pack update options. -

() Update Protocol Pack from a Local File

B rowse ..,

S e

© Skip Protocol Packijj-te

< Back ” Next > ] Einish

9. In the Service Configuration (PQB) Update window, click Apply the Current Service Configuration,
and click Next.



3€ SCE Software Installation Wizard E @@

Service Configuration (PQB) Update
Configure the PQB update options.

(® apply the Current Service Configuration
(O apply the Default Service Configuration
(O apply a Service Configuration from a Local File

< Back Next > Finist Cancel

10. The Connectivity Test window appears. The connectivity test verifies the connections to the defined
devices.



3€ SCE Software Installation Wizard

Connectivity Test

All connectivity tests have passed.

The wizard will now test the connectivity to the devices that you specified, to verify
that correct IP addresses, usernames and passwords were used.
Please wait for the connectivity test to complete.,

In case of an error, you may use the 'Back’ button to go back to previous steps and
correct the IP addresses, usernames or passwords, if necessary. You may also choose
to skip or retry the connectivity test using the buttons below.

Type IP Address Status
SCE 14.2.3.81 Connection succeeded

[Skip connectivity test ] Retry connectivity test ]

< Back Next > Finisk Cancel
[ J

11. The Summary Page window summarizes the information you have entered. Verify that all the IP
addresses and file locations are correct.

1. Click Back to edit any information.
2. Click Finish to begin the upgrade process.



3€ SCE Software Installation Wizard

Summary Page

SCE platforms participating in the process:
14.2.3.81

SCE Firmware:

SCE Application Software:

Protocol Pack:
Skipped

Service Configuration:
Keep current configuration

E:\SCE\PQI\3.7.0\SCE8000Y\en370521.pqi  (local file system)

The Following upgrade process will take place when you click the 'Finish' button:

E:\SCE\SCOS\3.7.0\scos-v370-b222-5ce8000-k9.pkg  (local file system)

J {

Cancel

12.Click Finish.

Upgrade SCOS with CLI

This example shows how to upgrade the system SCOS.

SCE> enable 10

Password: cisco

SCE#config

SCE(config)# boot system ftp://mm:mm@x.x.x.x/name.pkg
Verifying package file...

Package file verified OK.

SCE(config)# do copy running—config startup—config




script return val is 0
Extracted OK.

Use the enable 10 command to upgrade the SCE platform embedded firmware. The firmware package (pkg
file is verified for the system and is checked to ensure it is not corrupted. The actual upgrade takes place aft
you enter the copy running—config startup—config command and reboot the SCE device.

If you are manually transferring the pkg file to the device, ensure the pkg file is in the /apps/data/scos
directory (the default SCOS directory) before you save the running configuration. The SCE device expects tl
pkg file to be located in that directory; otherwise, the upgrade fails.

Upgrade PQI with CLI

This example shows how to upgrade the PQI (engage) application.

SCE> enable 10

Password: cisco

SCE#config

SCE(config)#interface linecard 0

SCE(config if)#pgi uninstall file filename

SCE(config if)#pqi install file ftp://mm:mm@x.x.x.x/name.pqi
SCE(config if)#

Always run the pgi uninstall file command before you install a new PQI file to prevent the accumulation of
old files on the disk. Use the show pqi last-installed command to find the filename of the PQI file that was
last installed.

Wait about five minutes to let the system stabilize before you enter additional CLI commands.

If you want to monitor the stabilization process and determine when it is complete, enter the show version
command, and look for the line that begins with ‘Management agent interface.' Reenter the show version
command, and notice that this line changes to indicate that the management agent is going through shut do
and start up. When you see the management agent version number, the system has stabilized, and you car
reboot the device.

Determine Current Protocol Pack Version

Each SCE SCOS version comes with a default Protocol Pack version. To verify the current version and
display the configuration, log in to the SCE CLI, and enter the show version command:

SCE#show version

System version: Version 3.7.0

Build time: Jun 10 2011, 21:01:04 (Change-list 680641)
Software version is: Version 3.7.0 Build 222
Cryptography class: K9

Hardware information is:

[output omitted]

SML Application information is:

Application file: /tffsO/app/en370521.sli

Application name: Engage SML Version 3.7.0 build 26

Using Lib — PL_V3.7.0_B26 (Compatible with 3.6.5 Protocol Pack 24 build 18)
Using Lib — Classifier_V3.7.0_B26

Application help: Entry point of Engage

Original source file: /auto/srbu—projl-bgl/apps/users/aninatar/autoBuild/App/SML/
Engage/V3.7.0/src/com/pcube/AppTemplate/Main/template_app_main.san

Compilation date: Sat, May 26, 2012 at 02:04:03



Compiler version: SANc v3.20 Build 14 built on: Tue 08/04/2009 06:58:22.;SME
plugin v1.1

Capacity option used: 'EngageDefaultSCES8000'.

Logger status: Enabled

Platform: SCE8000

Management agent interface version: SCE Agent 3.7.0 Build 206

Software package file: ftp://ftpserver/scos—v370-b222-sce8000-k9.pkg

ILOAKBTS1 uptime is 27 weeks, 2 days, 13 hours, 49 minutes, 36 seconds

ILOAKBTS1#

Install SPQI

Protocol Pack Upgrade
The SCE Software Upgrade Wizard allows you to install the Protocol Pack (SPQI):

1. Double—click the SCA BB Console version 3.7.0 icon on the Management Client desktop in order to
open the SCA BB console.

2. Select the Network Navigator tab.
3. Right—click the SCE platforms to be upgraded.
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4. Choose Install Protocol Pack (SPQI). The Protocol Pack Installation dialog box appears.

3 Network Navigator - SCA BB Console
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Protocol Pack Installation
This wizard installs a protocol pack on the SCE platforms,

Select Protocol Pack Fie (SPQI): | v
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Backup drectory:

B console 53 D
Console ;
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5. Click Browse to display the Select file dialog box.
6. From the File of type drop—down list, select *.spqi. Browse to the SPQI file to be installed.
Note: Select the SPQI file to be installed under the SCE8000 directory.

In this example, the SCABB_370PP25B3-SUS.spqi file is located in the directory of the client
machine where the SPQI file was unzipped.
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7. Click Open. The Protocol Pack Installation window appears and displays fhe SPQI file that you

selected. Do not check the Backup the SCE's current service configuration check box.

3£ Protocol Pack Installation

Protocol Pack Installation

This wizard installs a protocol pack on the SCE platforms.

Select Protacol Pack File (SPQI): | \itsclient|C\SCABB_370PP25B3_SUS.spai v | |Browse... |

Backup the SCE's current service configuration (PQB)
[JBackup the SCE's current service configuration

Backup directory: Browse...

[ Finish ][ Cancel J




8. Click Finish. The Password Management window appears. Click Install.

3€ Password Management ’Z‘@@
Password Required for Install Operation d
This wizard gets the password for the device SCES000 [14.2.3.81]. \\\\

Target:  SCEBS000[14.2.3.81]

Type: SCE
Service: RPC
User: ’ admin [

Password: ’ sscessee ’

The Site Master Password can help yvou remember some or all of your
element's passwords by storing them as part of the site's data, and
entering them for you automatically when you connect to an element.

[JEnable Site Master Password

I Install ][ Cancel ]

9. Verify that the Protocol Pack has been upgraded from 24 to 25.

10.In the CLI, check the version of the SCE platform to be upgraded.

SCE#show version

SML Application information is:
Application file: /tffsO/release_.sli
Application name: Engage SML Version 3.7.0 build 26 (Protocol Pack 25 build 3)
Using Lib - PL_V3.7.0_B1
Using Lib - Classifier_V3.7.0_B1
Application help: Entry point of Engage
11.Retrieve and re—apply the service configuration in order to verify that the SCE and SCA BB console

are synchronized with Protocol Pack #25, build 3.



3€ Applying service configuration at "SCEB000 [14.2.3.8... I:J@E]

i Applying service configuration at "SCES000 [14.2.3.81]"
3

(Eaes )

[] always run in background

[Run in Background] [ Cancel ] [ Details == ]

Protocol Pack Downgrade

To downgrade the Protocol Pack, reinstall the PQI (engage) application with the process described in Upgre
SCOS and PQI with GUI. This resets the Protocol Pack to the default version that came with the SCOS.

Common Issues

Mismatch Between SCA BB and SCE Versions for PQB File

When the SCA BB and SCE configuration files are not synchronized, you might see this error message whe
you try to apply a service configuration from SCA BB to the SCE.

a

mproblem Occurred o || &3

Upgrading SCE at 1.16.2.2 (Time of error: September 12, 2012 3:15:08 PM CDT)
Reason:
Check the details

( oK ] | << Details

(1.16.2.2 ) : Client version "3.7.0PP29" is different than SCE version "*, therefore apply is r

This procedure describes how to clear the Protocol Pack to resolve this issue.
1. Open the SCA BB console.
2. Click Windows > Preferences.
3. Under Service Configuration, select Protocol Pack.
4. Click Clear Default Protocol Pack.

5. Click OK.



Y. —_
EJ Preferences o [-@

type f|lter[:\v.‘;<t Protocol Pack ~ ~
Help
Install/Update SPQI File Information:

Network Connections

Network Navigator Protocol Pack Description:

This is an FCSversion, changes are detailed in release notes,

Reporter
4 Service Configuration Protocol Pack location:
Default DSS C:\Users\.p-cube\dpi-3.7.0.jar
Protocol Pack
SCA BB

Subscriber Manager
Web Browser

v Clear Default Protocol Pack Choose File

OK ‘ Cancel

6. Ensure a PQB file exists on the SCE.

7. Retrieve and apply the service configuration onto the SCE from the SCA BB console.



Missing PQB file on SCE

1. Open the SCA BB console, and navigate to File > New Service Configuration.

i Service Configuration Editor - SCA BB Console
M Tools Preferences Window Help

\ *ew Service Configuration

=% Open Service Configuration. .. gator

|7 Print Reports...
(1 Send Reports...
Peg Import...
173 Export...

Exit

2. Click Full Functionality as the System Operational Mode.



3€ New Service Configuration Settings

~System Operational Mode
Select the system's operational mode fFor handling the network traffic:
(O Transparent

(O Report Only

(® Full Functionality

~Routing Classification Mode

Enable Asymmetric Routing Classification Mode in topologies
with high rate of unidirectional flows. In this mode, the system is
better tuned for classifying traffic according to just one side of the
flow, but some control capabilities are disabled.

[] Enable the Asymmetric Routing Classification Mode

@ OK Cancel

3. Right—click the SCE device from Network Navigator, and choose Apply Service Configuration.



€ Network Navigator - SCA BB Console

ile Tools Preferences Window Help
i

Y & Service Configuration Editor | @ Network Navigator

@ Network Navigator 52

& 7 T 0 2 eroperties £

= ‘& Site Manager
=& default site
€ SCE device [14.2.3.23)
[§ <M device [14.2.3.200]

3€

§ SCE Software Installation Wizard. ..

)

Apply Service Configuratiog. ..

4 Retrieve Service Configuration...

(© Online Status...
{4 Generate Tech Support Info File...

@ Install Protocol Pack (SPQI)...
Advanced
Configuration Wizards
Editing

Show Properties View

& Install OS Fingerprinting Signature...

Property
Address
Name
Notes

€ Progress 52

No operations tq

4. Enter a User and Password to log in to the SCE, then click Apply to apply the default service

configuration to the SCE.



3 Password Management

Password Required for Apply to SCE Operation ﬂ
This wizard gets the password for the device SCE device [14.2.3.81].

Target:  SCE device [14.2.3.81]

Type: SCE
Service: RC§
User: admin

Password:  eeeee

The Site Master Password can help you remember some or all of your
element's passwords by storing them as part of the site's data, and
entering them for you automatically when you connect to an element,

[ ]Enable Site Master Password

Apply Cancel ]
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