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These slides contain the solutions to the labs.

Lab 1—Firewall policy, NAT, Authentication, Exercise 1
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• To create a firewall address object, navigate to Policy & Objects > Addresses, and then click Create 

New > Address.
• Enter LOCAL_SUBNET as the name of the address object and 10.0.1.0/24 as IP/Netmask.

A firewall policy can use the address object, created above. 

Navigate to Policy & Objects > Firewall Policy, and then click Create New and use the following settings:
• Name: Internet_Access

• Incoming Interface: port3

• Outgoing Interface: port1

• Source: LOCAL_SUBNET

• Destination: all

• Service: ALL_ICMP, HTTP, HTTPS, DNS, SSH

• Log Allowed Traffic: All Sessions

Lab 1—Firewall policy, NAT, Authentication, Exercise 1
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Right-click Internet_Access firewall policy, and then click Show Matching Logs.
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NSE 4 Immersion 7.2 Solution Guide 6

DO NOT REPRINT
© FORTINET



Navigate to Policy & Objects > Firewall Policy and click Create New and use the following settings:
• Name: Block_Ping

• Incoming Interface: port3

• Outgoing Interface: port1

• Source: LOCAL_SUBNET

• Destination: all

• Service: ALL_ICMP

• Action: DENY

• Log Violation Traffic: enable

The new firewall policy appears below the Internet_Access firewall policy. You must reorder the policy to 

place it above the Internet_Access firewall policy.
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You must create a new VIP firewall object and place it on a firewall policy to allow inbound traffic. 

• Name: Web-Server-Access

• Incoming Interface: port1

• Outgoing Interface: port3

• Source: all

• Destination: VIP-INTERNAL-HOST

• Service: HTTP, HTTPS

• Log Allowed Traffic: All Sessions

Lab 1—Firewall policy, NAT, Authentication, Exercise 1
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These slides contain the solutions to the labs.
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• In the Remote Server drop-down list, select External_Server.

• On the Groups tab, right-click AD-users, and then click Add Selected.

The users in this AD group are now included in your FortiGate Remote-users firewall user group. Only users

from the remote LDAP server that match this user group entry can authenticate.

• Configure Internet_Access firewall policy to include Remote-users group.

• In the Inspection Mode, select Proxy-based, because the webfilter profile (Category_Monitor) is 

configured as proxy-based.

• In the Security Profiles section, enable Web Filter, and then select Category_Monitor.

Monitor the firewall authenticated user. To view this login authentication:

• Click Dashboard, then select Users & Devices, and then click Firewall Users to expand it to full screen. 

• Click aduser1, and then click Deauthenticate.

Lab 1—Firewall policy, NAT, Authentication, Exercise 2
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Lab 1—Firewall policy, NAT, Authentication, Exercise 2
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These slides contain the solutions to the labs.

Lab 2—SSL and Content Inspection, Exercise 1
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Determine the web category for the following websites:

• www.twitter.com (Social Networking)

• www.skype.com (Internet Telephony)

• www.bing.com  (Search Engines and Portals)

• www.dailymotion.com (Streaming Media and Download)

Lab 2—SSL and Content Inspection, Exercise 1
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• Apply the actions to the URL categories and save the web filter profile. 

• Enable the web-filter profile on the policy. 

• Attempt to access the URLs and note the results.
• Modify the policy to allow www.twitter.com and www.dailymotion.com.

Lab 2—SSL and Content Inspection, Exercise 1
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• Configure an application control profile as a category and filter override to block applications.

• Enable application control profiles. 

• Attempt to access the URLs and note the results.

Lab 2—SSL and Content Inspection, Exercise 1
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Attempt to access www.dailymotion.com website in new browser window after an override.
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These slides contain the solutions to the labs.

Lab 2—SSL and Content Inspection, Exercise 2
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Attempt to download the infected files. Also, check the content of the downloaded file.

Lab 2—SSL and Content Inspection, Exercise 2
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Attempt to download the infected file using FTP. Review the log entries for the traffic and security profile.

Lab 2—SSL and Content Inspection, Exercise 2
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These slides contain the solutions to the labs.

Lab 3—IPS, Exercise 1
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1. On the Local-Client VM, open PuTTY, and then connect over SSH to the LINUX saved session.
2. Log in with the username student and password password.

3. Run the following script to start the attacks:
nikto.pl -host 10.200.1.200

4. Leave the PuTTY session open (you can minimize it) so traffic continues to generate.

Lab 3—IPS, Exercise 1
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These slides contain the solutions to the labs.

Lab 3—IPS, Exercise 2
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To test DoS policy:

1. On the Local-Client VM, open PuTTY, and then connect over SSH to the LINUX saved session.
2. Log in with the username student and password password.

3. Enter the following command to generate an ICMP flood to the Local-FortiGate:
sudo ping -f 10.200.1.1

A password prompt for the student account is displayed.

4. Enter password. For every ping sent, the SSH session displays a period.

5. Leave the SSH connection open with the ping running (you can minimize the window).

Lab 3—IPS, Exercise 2
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These slides contain the solutions to the labs.

Lab 4—SSL VPN and IPsec VPN, Exercise 1
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These slides contain the solutions to the labs.
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These slides contain the solutions to the labs.

Lab 5—Routing, Exercise 1
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These slides contain the solutions to the labs.

Lab 5—Routing, Exercise 2
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Exercise 2

Default priority value has changed to 1 from 0 in the latest FortiOS version.
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You may need to clear sessions on FortiGate to see desired result on packet capture. The CLI command 
diagnose system session clear can be used to clear sessions. Note that this command clears all the 

current session on the FortiGate. 
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These slides contain the solutions to the labs.

Lab 6—Security Fabric, Exercise 1
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You will configure the Security Fabric tree, starting with the root device (Local-FortiGate).

1. Enable Security Fabric Connection and Device detection on the port3 network interface settings.

2. Configure the FortiAnalyzer IP address on the FortiAnalyzer Logging in Fabric Connectors.

3. Enable Security Fabric in Fabric Connectors. You must set the role to Serve as Fabric Root and then 
set the fabric name as fortinet.

4. The root device must allow other security fabric devices on the port3 and To-Remote-HQ2 interfaces.

Lab 6—Security Fabric, Exercise 1

NSE 4 Immersion 7.2 Solution Guide 48

DO NOT REPRINT
© FORTINET



1. Enable Security Fabric Connection and Device detection on the port1 and port3 network interface 

settings.

2. Enable Security Fabric in Fabric Connectors. You must set the role to Join Existing Fabric and use 
root FortiGate IP address, 10.0.1.254.

3. Select super_admin in Default admin profile field.

4. Authorize ISFW on the root FortiGate Fabric in Fabric Connectors, in the Topology section on the right.

Check the Security Fabric deployment result on the root Local-FortiGate in Dashboard > Status within 

Security Fabric widget. Also, check the result in Security Fabric > Physical Topology and Logical 

Topology.
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NSE 4 Immersion 7.2 Solution Guide 49

DO NOT REPRINT
© FORTINET



1. Enable Security Fabric Connection and Device detection on the port6 and To-Local-HQ1 network 

interface settings.

2. Enable Security Fabric in Fabric Connectors. You must set the role to Join Existing Fabric and use the 
root FortiGate IP address, 10.10.10.1.

3. Select super_admin in Default admin profile field.

4. Authorize Remote-FortiGate on the root FortiGate Fabric in Fabric Connectors, in the Topology

section on the right.

Check the Security Fabric deployment result on the root Local-FortiGate in Dashboard > Status within 

Security Fabric widget. Also, check the result in Security Fabric > Physical Topology and Logical 

Topology.
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These slides contain the solutions to the labs.
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1. Log in to FortiAnalyzer to authorize Security Fabric devices. 

2. Click Device Manager > Unauthorized.

3. Select all devices, and then click Authorize. The logs status should be green for all devices.

You can review FortiAnalyzer logging status on all devices at Security Fabric > Fabric Connectors >

FortiAnalyzer Logging.

You can review the Security Fabric logical topology to verify the setup is complete.

Lab 6—Security Fabric, Exercise 2
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The security rating feature includes three major score cards: Security Posture, Fabric Coverage, and 

Optimization.

1. In Security Fabric > Security Rating, click Security Posture to show the scorecard details. 

2. In the Security Control column, select or search Audit Log Settings.

3. On the pane on the right, in the Local-FortiGate section, click Apply.

4. The View Diff button will appear next to Apply after you successfully apply audit log settings.

Run the report again by navigating again to Security Fabric > Security Rating. Click Run Now to get the 

new security posture score.

Lab 6—Security Fabric, Exercise 2
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These slides contain the solutions to the labs.

Lab 7—HA, Exercise 1
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You can configure FortiGate devices using the CLI to form an HA cluster. To select the primary device, you 

have two options:

• If override is disabled, FortiGate checks the uptime of the device first and selects the device with the 

largest uptime. If the uptime for both the devices is within a five-minute range, the FortiGate device with 

the higher priority is selected as the primary device.

• If override is enabled, Fortigate checks priority before uptime. The Fortigate device with the highest 

priority is selected as the primary device.
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The checksum value shown on the slide may differ from your output.
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These slides contain the solutions to the labs.
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You can configure the HA management interface using the GUI or CLI. To access the secondary FortiGate 

from the primary FortiGate CLI:

1. On the Remote-FortiGate CLI, log in with the username admin and password password.

2. Enter the following command to access the secondary FortiGate CLI through the primary FortiGate HA 
link: execute ha manage <id> <admin_username>

Lab 7—HA, Exercise 2
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1. Enter the following command to get the status of the secondary FortiGate: get system status to

view Current HA mode. You will notice that Remote-FortiGate is a-a secondary.

2. Run exit to return to the Remote-FortiGate CLI.

Lab 7—HA, Exercise 2
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1. On the Local-Client VM, open a browser, and then log in to the Remote-FortiGate GUI (because this is a
primary device) at 10.0.1.254 with the username admin and password password.

2. Click System > HA.

3. Right-click Remote-FortiGate, and then click Edit. 

4. Enable Management Interface Reservation, and in the Interface field, select port7.

Lab 7—HA, Exercise 2
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1. On the Remote-FortiGate CLI, log in with the username admin and password password.

2. Run the following commands to configure port7:
config system interface

edit port7

set ip 10.0.1.253/24

set allowaccess http snmp ping ssh

End

3. On the Local-Client VM, open a browser, and log in to the Remote-FortiGate GUI at 10.0.1.253 (note the 
IP address) with the username admin and password password. This verifies connectivity to port7.

Lab 7—HA, Exercise 2
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1. On the Remote-FortiGate CLI, enter the following command to verify HA configuration: show system 

ha.

2. Look for ha-mgmt-status and config ha-mgmt-interfaces. These should already be set.

3. Enter the following command to verify that port7 has no configuration:
show system interface

4. Configure port7, as shown on this slide.
5. On the Local-Client VM, open a browser, and then log in to the Local-FortiGate GUI at 10.0.1.252 (note 

the IP address) with the username admin and password password. This will verify connectivity to port7.

Each device in the cluster now has its own management IP address for monitoring purposes.
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1. On the Local-Client VM, open a browser, and then log in to the Remote-FortiGate GUI at 10.0.1.254

with the username admin and password password.

2. Click System > HA.

3. Right-click Local-FortiGate, and then click Remove device from HA cluster. When prompted, configure 

the Interface and IP/Network settings.

4. Click OK.
5. On the Local-Client VM, open a browser, and then log in to the Local-FortiGate GUI at 10.0.1.251 (note 

the IP address) with the username admin and password password. This will verify connectivity to port3.
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