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5. Upgrading the Storage System

5.1 Arranged Parts Required for Upgrade

supported.

NOTICE: The model change between the VSP Gx00 model and the VSP Fx00 model is not

The required arranged part model names at the time of upgrade are shown here.

Purchase the options also as needed.

Table 5-1 List of Upgrades from CBLM2 to CBLM3 (when NAS Modules are not installed)

No. Model Name Quantity Components Remarks

1 — 1 Hitachi Virtual Storage Platform G600 logo Indispensable
VSP G600 license (*1)
Hitachi Virtual Storage Platform F600 logo
VSP F600 license (*1)

2 |DKC-F810I-CM8G 1 Cache Memory (8 G bytes) Option

3 DKC-F810I-CM16G 1 Cache Memory (16 G bytes) Option

4 |DW-F800-DBL 1 Drive Box (DBL) (*2) Option

5 |DW-F800-DBS 1 Drive Box (DBS) (*2) Option

6 |DW-F800-DB60 1 Drive Box (DB60) (*2) Option

7 |DW-F800-DBF 1 Drive Box (DBF) (*2) Option

8 |DW-F800-BAT 1 Battery Option

*1: Upgrade model names are attached to respective P.P. licenses. The upgrade model names from
CBLM2 to CBLM3 are shown below.
*2: DBF is the only Drive Box that can be mounted on VSP Fx00 model.

No | Upgrade Model Name | Quantity P.P. License Name
1 |P-002H-J2B1KUP6 1 Hitachi Storage Virtualization Operating System (SVOS)
2 |P-002H-J2B2KUP6 1 Hitachi Remote Replication
3 |P-002H-J2B3KUP6 1 Hitachi Local Replication
4 |P-002H-J2B4KUP6 1 Hitachi Data Mobility
5 |P-002H-J2B5SKUP6 1 Hitachi Encryption Key
6 |P-002H-J2B8KUP6 1 Hitachi Performance Analytics
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Table 5-2 List of Upgrades from CBLM2 to CBLM3 (when NAS Modules are installed)
No. Model Name Quantity Components Remarks
1 — 1 Hitachi Virtual Storage Platform G600 logo Indispensable
VSP G600 license (*1)

2 |DKC-F810I-CM16G 1 Cache Memory (16 G bytes) (*2) Indispensable

3 |DW-F800-DBL 1 Drive Box (DBL) Option

4 |DW-F800-DBS 1 Drive Box (DBS) Option

5 |DW-F800-DB60 1 Drive Box (DB60) Option

6 |DW-F800-DBF 1 Drive Box (DBF) Option

7 |DW-F800-BAT 1 Battery Indispensable

*1: Upgrade model names are attached to respective P.P. licenses. The upgrade model names from
CBLM2 to CBLM3 are shown below.

*2: When NAS Modules are installed, adding DKC-F800I-CM16G X 4 for each controller is
indispensable.

No | Upgrade Model Name | Quantity P.P. License Name

1 |P-002H-12B1KUP6 1 Hitachi Storage Virtualization Operating System (SVOS)
2 |P-002H-J2B2KUP6 1 Hitachi Remote Replication

3 |P-002H-J2B3KUP6 1 Hitachi Local Replication

4 |P-002H-J2B4KUP6 1 Hitachi Data Mobility

5 |P-002H-J2B5KUP6 1 Hitachi Encryption Key

6 1

P-002H-J2B8KUP6 Hitachi Performance Analytics

INST05-01-11



Hitachi Proprietary DW800

Rev.5 Copyright © 2015, 2017, Hitachi, Ltd.
INST05-02-10

5.2 Before Starting Upgrade Work

1. In the upgrade work, it is necessary to change the Storage System setting by the Maintenance PC
connected via LAN. Prepare the following before starting the upgrade work.

* Prepare a PC in which Web Console is installed. This PC needs to use the LAN environment.
* LAN cross cable.

2. When adding Cache Memories is necessary, prepare the Cache Memories to be added by the day of the
upgrade work. Add the Cache Memories after completing the upgrade work. (When upgrading from
CBLM2 to CBLM3 at the time of NAS Module installation, adding cache memories and batteries is
required.)

3. When adding Drive Boxes is necessary, prepare the Drive Boxes to be added by the day of the upgrade
work. Add the Drive Boxes after completing the upgrade work.

INST05-02-10
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5.3 Upgrade Operation Procedure

START

Work-1

Connecting of a Maintenance PC and the
Storage System

Work-2

Setting made by the operation of the
Maintenance PC (Setting License Keys)

Work-3

Adding Cache Memories

Work-4

Replacing the device nameplate and the logo
1. Writing on the device nameplate
2. Replacing the device nameplate

3. Replacing the logo

See “1.6.1 Attachment / Removal Procedure of
Maintenance PC”.

See MAINTENANCE PC SECTION “3.7 Setting up
License Keys".

See “5.5 Procedure for Adding Cache Memories and
Batteries Along with the Upgrade from CBLM2 to CBLM3
when Installing NAS Modules” to upgrade from CBLM?2 to
CBLM3 when installing NAS modules.

See “5.4 Upgrade Work”.
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5.4 Upgrade Work

1. Connecting a Maintenance PC

Connect the Maintenance PC and the Controller Board via LAN cable referring to “1.6.1 Attachment /

Removal Procedure of Maintenance PC”.

2. Starting Web Console
Start the Web Console referring to “1.6.2 Connecting to the Storage System”.

3. Setting License Keys

Refer to MAINTENANCE PC SECTION “3.7 Setting up License Keys” to set the license keys.

4. Replacing the logo
Remove the logo attached on the VSP G400 and attach the new one on the same place.

Figure 5-1 Attachment of Logo
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5.5 Procedure for Adding Cache Memories and Batteries Along with the Upgrade from
CBLM2 to CBLM3 when Installing NAS Modules

The following shows the procedure for adding cache memories and batteries along with the upgrade from
CBLM2 to CBLM3 when installing NAS Modules.

1. EVS migration before adding cache memories and batteries on the Controller 1 side
Before adding cache memories and batteries on Controller 1, perform EVS migration to the Controller 2
side. See MAINTENANCE PC SECTION “6.4.1 Migration before the Maintenance Operations” for the
detailed procedure.

2. Adding cache memories and batteries on the Controller 1 side
See Table 3-3 and Table 3-5 in “3.1.1 Cache Capacity and the Number of Required Options” to add cache
memories and batteries on the Controller 1 side so that they have the appropriate value.
See “3.8.2 Adding Cache Memory/Cache Flash Memory/Battery for CBLM/CBLH” for the concrete
addition procedure.

3. EVS migration before adding cache memories and batteries on the Controller 2 side
Before adding cache memories and batteries on Controller 2, perform EVS migration to the Controller 1
side.
See MAINTENANCE PC SECTION “6.4.1 Migration before the Maintenance Operations” for the
detailed procedure.

4. Adding cache memories and batteries on the Controller 2 side
See Table 3-3 and Table 3-5 in “3.1.1 Cache Capacity and the Number of Required Options” to add cache
memories and batteries on the Controller 2 side so that they have the appropriate value.
See “3.8.2 Adding Cache Memory/Cache Flash Memory/Battery for CBLM/CBLH” for the concrete
addition procedure.

5. EVS migration after adding cache memories and batteries
When adding cache memories and batteries on Controller 1 and 2 is completed, perform the EVS
migration so that the status becomes the same as that before the addition.
See MAINTENANCE PC SECTION “6.4.2 Migration after the Maintenance Operations” for the detailed
procedure.
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6. New Installation (Auto Define Configuration, All Firmwares)

A\ CAUTION

This operation is necessary only when a Storage System is newly installed. It is not performed
afterward. Ifitis performed by mistake, a system down or a data loss may be caused.

Initializes the Storage System using the firmware and the configuration information in the firmware media.
However, firmware of HDD, ENC (Expander) and CNF are not initialized.
Perform the online firmware update after the Storage System is initialized completely.

When NAS Modules are installed, new installation of NAS Unified Firmware is required after completing all
procedures. See “7.1 New Installation of the NAS Unified Firmware”, and then perform new installation of

NAS Unified Firmware.
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6.1 Flow of New Installation

START

Initial settings of Maintenance
PC

NOTICE:This operation is
not required for the update
installation.

Operation of Storage System

Maintenance PC Connection

Updating Firmware of GUM

New installation

Post processing

Check Procedure

END

Detailed item

* Maintenance PC Software Installation

o IP Address Setting Method of
Maintenance PC

* [IS/FTP installation. And Disabling
Security Software

* Register the Storage System to be

initialized in Storage Device List (register

it in the Manual mode)

* The Power Supply of the Storage System

is turned off
e The breaker of PDU is turned off.

 Connecting Maintenance LAN
* Turn on the PDU breaker

 Updating Firmware of GUM

* Enable the “Jumper used for the initial
installation”

* Turn on the Storage System

* NEW Installation (Auto Define
Configuration, All Firmwares)

* Turn off the Storage System.

* Disable the jumper used for the initial
installation

* Turn on the Storage System

* Turn on Storage System

* Enable the security software in the IIS/
FTP settings

* Login to Maintenance Utility window

¢ Check Status

* Confirming the Set Up Alert Notifications

* Clearing the cache
* Backing up IIS configuration

e Check Power-on CUDG Result
» Execute Path inline test
* Check system configuration

* Check Storage System status and all MPs

Firmware version
* Delete error log

References

* See MAINTENANCE PC SECTION “1.5.4
Maintenance PC Software Installation”.

* See MAINTENANCE PC SECTION “1.3.1 IP
Address Setting Method of Maintenance PC”.

* See “6.2.2 Maintenance PC Connection”.

» See [When Register the Storage System] in

MAINTENANCE PC SECTION “1.6.2.1
Register the Storage System”.

* See “1.5.2 Storage System Power Off (Planned
Shutdown)”.

* Perform Step 1 and 2 of “1.6.1.1 Attachment
Procedure of Maintenance PC”.

* See “6.2.3 Updating Firmware of GUM".

* See “6.2.4 New Installation”.

* See “6.2.5 Post Processing”.

e See “6.2.6 Check Procedure”.
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6.2 Procedure of New Installation of the Firmware

6.2.1 Prerequisites

A\ CAUTION

Check whether [Internal Network] of the network setting is changed from the initial value
(126.255.0.15/4.15). If it is changed, see MAINTENANCE PC SECTION “3.6 Network Setting”
and return [Internal Network] to the initial value (126.255.0.15/4.15) before starting this work.

* The software of the Maintenance PC is installed and the Storage System to be initialized is registered.
(See MAINTENANCE PC SECTION “1.5.4 Maintenance PC Software Installation” and “1.6.2.1 Register
the Storage System”)

* The Power Supply of the Storage System is turned off.

* The breaker of PDU is turned off.

6.2.2 Maintenance PC Connection

1. IIS/FTP installation
Set IIS and FTP of the Maintenance PC.
See MAINTENANCE PC SECTION “1.7 Setting the IIS/FTP Server”. (It is described to Windows 7.)

2. Disabling Security Software
When using the FTP (IIS), disable the security software because it may have an effect on the
communication.
* Security software: Example of Symantec Endpoint Protection
For Symantec Endpoint Protection, right-click the [Symantec Endpoint Protection] icon on the desktop
and select [Disable Symantec Endpoint Protection].

_ E I{P Q

Open Symantec Endpoint Protection
pdate Palicy

Disable Svmantec Endpaint Protection

|_a & T o) 17:30 B

3. Connecting Maintenance LAN
Connect the Maintenance PC and the Controller Board 1 with the LAN cable.
See “1.6.1.1 Attachment Procedure of Maintenance PC” to connect the LAN cable.

4. Turn on the PDU breaker
Turn on the breaker of the PDU installed in the rack frame.
Wait for two or three minutes after turning on the breaker.

NOTE: Do not turn on the Power Supply of the Storage System here.

INST06-02-10
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6.2.3 Updating Firmware of GUM
Update the Firmware for the GUMs of both Controller Board 1 and Controller Board 2.

1. Update the Firmware of Controller Board 1.

(1) Check that a LAN cable connects the Maintenance PC and Controller Board 1.

(2) Right-click the connection icon “Storage Device List” on the desktop of the Maintenance PC and
select [Run as administrator].

(3) Click the Storage System icon to be operated in the “Storage Device List” window. Then, the “MPC
Software” window opens. Enter the user name and the password.

(4) Click the [Go to MPC] button in the “MPC Software” window.
Then, the “MPC” window opens.

MPC Software =N LE3]
MPC Software - HITACHI

User Name
Password
l:l Log into the MPC software and then the Web Console will open.

Service | Status | Error Code
DataSupplierMan U Ready (Normal)

MadelMan & starting

ContrcllerMan E Starting

UserSessicnMan S.‘ Ready (Normal)

RscMan }3 Starting

| Go to MPC ID\rectI‘,f open the MPC window. Login is required.

Export Dump Open the Auto Dump window for troubleshooting.

(5) Click the [Maintenance Utility] button in the “MPC” window.
Then, the “Maintenance Utility” window opens.

V¥en server status

Auto Dump

Maintenance Utility
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(6) The alert information cannot be acquired by the Storage System because the Storage System is
turned off.
Then, click the [Close] button.

Information

(7) Display of the Firmware update window

(i ) The alert information cannot be obtained.

Verify the configuration of the storage system.

(33161-200002)

Select [Firmware] from [Administration] and click the [Update] button.

Storage System

'l

Serial Number
Connected to

Hardware

Administration

&
fi

i Licenses

(7]
B!

EET
Alert Notifications

Network Settings
Date & Time
Audit Log Settings

: 407001
:CTL1

Firmware
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(8) Display of the confirmation window

The displayed windows differ according to the JRE (Java Runtime Environment) versions.
In the case of JRE7 or JRES, go to Step (a).
In the case of JREG6, go to Step (b).
(a) Inthe case of JRE7 or JRES
» The update of the Java application may be promoted.

Java Update Meeded

Ly

‘.,__|__,.' Your Java version is out of date.

2 Update (recommended)

>

Get the latest security update from java.com.

Block

Block Java content from running in this browser session.

<+ Later

Continue and you will be reminded to update again later.

Do not ask again until the next update is available.

When using Maintenance Utility with the Java you are using, click [Later].

If you check the checkbox of [Do not ask again until the next update is available.] once and

click [Later], this window is not displayed from now on.

NOTE:

NOTE:

Do not click [Update(recommended)] and [Block].

When clicking [Update(recommended)] and [Block], close the window of the Web
browser and restart Maintenance Utility.

When checking the checkbox of [Do not ask again until the next update is available.]
and selecting [Update(recommended)] or [Block], Maintenance Utility cannot update
the firmware.

To allow Maintenance Utility to update the firmware, execute the following
procedures.

(1) Click [All Programs ([All apps] for Windows 10)]-[Java]-[Configure Java] from
the [Start] menu of Windows and start [Java Control Panel].
(i1) Click the [Security] tab of [Java Control Panel].

(ii1)If the checkbox of [Enable Java content in the browser] in the [Security] tab is
checked, uncheck it once and click the [ Apply] button.

(iv) Check the checkbox of [Enable Java content in the browser] and click the [Apply]
button.

(v) Click the [OK] button of [Java Control Panel] to close the window.

(vi)Restart Maintenance Ultility.

When changing the Java setting in [Java Control Panel], a message like “Java Plug-
in settings changed” may be displayed. If such message is displayed, click the [OK]
button.
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» When the message “Do you want to Continue?” is displayed, click the [Continue] button.

NOTE: This window may not be displayed.

Security Warning @

Do you want to Continue?
The connection to this website is untrusted.

/ ! : Website: https:/f10.213.55.176:443

Note: The certificate is not valid and cannot be used to verify the identity of this website.

More Information
Iﬂ/

Cancel |

* When the message “Do you want to run this application?” is displayed, check [I accept the risk
and want to run this application.] and click the [Run] button.
Go to Step (9).

NOTE: This window may not be displayed.

Security Warning @
Do you want to run this application?

Name: com.hitachi.omega.microupdate.MicroU ...

'E Publisher: Hitachi, Ltd.
(o Locations: https://10.213.55.176

Launched from downloaded JNLP file

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
More Information

Select the box below, then click Run to start the application

/| I accept the risk and want to run this application.; Run

NOTE: When the “Application Blocked by Java Security” or “Application Blocked by
Security Settings” window is displayed, refer to TROUBLESHOOTING SECTION
“3.28.1.1 Troubleshooting Related to Installation and Upgrade” and register the
storage system in the exception site.

After the registration, perform the procedure of “6.2 Procedure of New Installation of
the Firmware” again.
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(b) In the case of JRE6
» When the message “The web site’s certificate cannot be verified. Do you want to continue?” is
displayed, click the [ Yes] button.

NOTE : This window may not be displayed.

Warning - Security @

The web site's certificate cannot be verified. Do you
want to continue?

Name: 10.213.74.142

Publisher: UNKNOWN

[ Always trust content from this publisher.

[ |
\ 1 | Thecertificate cannct be verified by 3 trusted sourcs. Mere Information...
pLy

« When the message “The application’s digital signature has been verified. Do you want to run
the application?” is displayed, check [Always trust content from this publisher.] and click the
[Run] button.

Go to Step (9).

NOTE : This window may not be displayed.

Security Information @
The application’s digital signature has been verified. I
Do you want to run the application? =’
Name: Java Application.
Publisher: Hitachi, Ltd.
Always trust content from this publisher,

This application will run with unrestricted access which may put
your personal information at risk. The publisher’s identity has been Mere Information...
verified, Run this zpplicstion enfy ¥ you trust the publisher,

(9) Displaying the Warning Window
If the existing firmware version is 83-01-21-x0/xx or later, a message to indicate that other than the
single GUM firmware cannot be updated.
Click the [OK] button.
If the existing firmware version is 83-01-21-x0/xx or less, this message is not displayed. In this
case, go to Step (10).

Maintenance Utility

Warning

A\ Firmware update cannot be performed besides GUM only bacause DKC is not ready.

Please dick [OK].
When putting = firmware renewal besides the GUM element into effact,
Plezse put it into effect after it's confirmed that DKC is in the Ready state.
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(10) Inserting the media
Insert the firmware media into the DVD drive.

(11) Specifying the firmware update of single GUM
When the existing firmware version is 83-01-21-x0/xx or less:
Select “GUM Only” in the “Firmware Selection” of the “Firmware Update” window.
When the existing firmware version is 83-01-21-x0/xx or later:
Go to Step (12).

| £ Maintenance Utility == ="
Update Firmware

To update the firmware of the storage system,
specify the Firmware File.
‘When the settings are complete, verify the settings, and then click [Apply].

Firmware File(*mda): [ Browse...

Firmware Selection: & AllfC GUM Only

Update Type: & Online. © Offline

Reboot pattern: © 5y 172 @ By 174 € By 178 O By One

Ay Attention [ Forcibly update the firmware regardless of the operating status of processors
A Attention I Foreibly run without safety checks

Ay Attention I Overwrits current GUM firmware if both versions are the same

Ay pttention I Forcibly upload the firmware

A\ Attention ™ Forcibly run without GUM parallel update

Apply Cancel ?

(12) Selecting the firmware file

A\ CAUTION

About “Forcibly run without safety checks”.
If you check this checkbox and execute the maintenance, the system may go down. Do not
check it unless instructed by the message, the manual or the contact described in the manual.

In the “Firmware file (*.mda)” of the “Update Firmware” window, select the “AllFirmware.mda”
file from the “firmware” folder in the media.
After selecting the file, click the [Apply] button.

NOTE: Ifthe existing firmware version is 83-01-21-x0/xx or later, the Storage System type, serial
number, and the controller number to be operated are displayed in the window title.

| £ Maintenance Utility ol & =5
Update Firmware
To update the firmware of the storage system,
specify the Firmware File.
When the settings are complete, verify the settings, and then click [Apply].
[ Frmeae Freteman |
Firmware Selection: ) Al @ B ORk
Update Type: 3 Online Oftline.
Reboot pattern By 152 @ By 154 By 178 Ey One
/2 Attention Forcibly update the firmware regardless of the operating status of processors
A\ Attention: [] Farcibly run withaut safety checks
Ay Attention: [] Dwerwrite current GLM firmware if both versions are the same
ﬂ Attention: Forcibly upload the firmware
Apply Cancel ?
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(13) Performing the firmware update

Check “GUM” in the firmware column of the “Update Firmware” window, and click the [Apply]
button.

Maintenal

i nce Uti =101x|
Update Firmware[ GUM Only]

Verify the firmware update information,
and then click [Apply].

#When doing a firmware renewal, there is communication disconnect done by 3 GUM reboot.
£ Normal.

Selected

File: D:\firmware\AlFirmware.mda
Firmware

e | FrmwareDetal Current Version New Version [ Message [
o K2 - 83-01-20/00 83-01-20/03
e

(14) Display the progress

NOTE : While displaying the progress window, do not close the window by the [ X ] button

or log out of “Maintenance Utility” window. If the window is closed, perform the
procedures from Step (2) to Step (8) and restart the work.
* When the window of Step (14) is displayed after Step (8):
The firmware update is in progress.
Keep the window open and wait to terminate it.
* When the window of Step (11) is displayed after Step (8):
The firmware update is suspended or completed. Select [Firmware] from
the [Management] menu in the “Maintenance Utility” window and check the
firmware version.

When the version is not changed, update the firmware again.

Maintenance Utility

=101 %]

Update Firmware[GUM Only]

In Progress
L1]]

Upload files : 10 %

Update firmware : 0 %

Firmware [ Firmware Detai | Approx. [ Status |
GUM -

o0 min |Uploading |
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(15) Completion message

]
Information

(@) Firmware renewal was completed and reboot.

Pleass dlick [OK]. and dlick the [X] button on the v
Please click an [Update] button from = firmware screen several minutes later, and, start this application.

23361-202000:00000-200000

(16) Close the window.
Click the the [ X ] button in the window to close the window.

B

Update Firmware[ GUM Only]

1In Progress

ENEENENENNNNNNNNNNENNNNEREN

Upload fles : 100 %
NINRNNNNNENNENEREN

Update firmware : 100 %

Firmuare [ Firmware Detail [ Approx. [ Status |
GUM - o0 min |Uploading 100 % |

(17) Restarting the “Maintenance Utility” window
(a) Connection between the Maintenance PC and the Storage System is disconnected by rebooting.
Close the window of Maintenance Utility.
(b) Start the “Maintenance Utility” window in the “MPC” window.
(¢) When restarting the “Maintenance Utility” window, the “Information” window is displayed.
Then, click the [Close] button.

Information

(A ) The alert information cannot be obtained.

Verify the configuration of the storage system.
(33161-200002)

(18) Confirming the firmware version
Select [Firmware] from the [Management] menu of the “Maintenance Utility” window, and confirm
the firmware version. If the firmware is not changed, update the firmware again.

(19) Update the Firmware of the GUM of Controller Board 2.
(a) Connect the Maintenance PC and the Controller Board 2 with the LAN cable. (See “1.6.1.1
Attachment Procedure of Maintenance PC”".)
(b) Execute Step (5) to Step (18).
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6.2.4 New Installation

1. Enable a jumper used for initial installation
(1) Connect the Maintenance PC and the Controller Board 1 with the LAN cable.

See “1.6.1 Attachment / Removal Procedure of Maintenance PC” to connect the LAN cable.

(2) Click the [Maintenance Utility] button in the “MPC” window.

)

(4)

)

VYT JCI VT Jialus

Diagnosis

Auto Dump

Maintenance Utility

When the “Information” window is displayed, click the [Close] button.

Information

i) The alert information cannot be obtained.

Verify the configuration of the storsge system.

(33161-200002)

Enable the “Jumper used for the initial installation (CEMD)” using the system parameter edit
function. For the details, see “3.16 Edit System Parameters” in the MAINTENANCE PC
SECTION.

Click the [Log Out] button in the “Maintenance Utility” window. The Log Out window is
displayed. Close the “Maintenance Utility” window.

2. Turn on the Storage System

(1)
2)

Press the Main Switch on the front of the Controller Chassis for about three seconds to turn on the
Storage System.

Check that the POWER LED (green) on the front of the Controller Chassis lights up. Wait for
about five minutes after the POWER LED lit to perform the following operation.
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3. NEW Installation (Auto Define Configuration, All Firmwares)

The procedure below is that used when a operation terminates abnormally, refer to “6.3 Troubleshooting

of New Installation of the Firmware”.
(1) <Mode Change>

(a) Change the mode to [Initial Setting] on the “MPC” window. Select [Shift] + [Ctrl] + [I].

Enter the password and click the [OK] button.

(b)

(c)

NOTE: For the password, contact the technical support division.

The mode is shown as [Initial Setting(Unlocked)].

NOTE: If the Storage System was started with the state that the jumper used for the initial
installation is enabled, the confirmation message “[4283] The available maintenance
operations are limited due to lock process failure. If you want to make all the
maintenance operations operable, check that the communication error has not
occurred between MPC and DKC, and then retry the operation. If this status is still
unrecoverable, reboot the Maintenance PC.” is displayed. Then, click the [OK] button.

[

[svPazaaw]

The awvailable maintenance operations are limited due to lock
process failure

If you want to make all the maintenance operations operable, check
that the communication error has not occurred between MPC and
DKG, and then retry the operation

If this status is still unrecoverable, reboat the Maintenance PC

Click the [OK] button in response to the confirmation message, “[2590] <Important
CAUTION> THIS IS INITIAL SETUP MODE. WHILE RUNNING THIS MODE, DO NOT
EXECUTE INSTALLATION OR REMOVAL THAT MAY CAUSE DISRUPTIONS.”

x

LY

[BvPzesow]

<Impartant CAUTION?

THIS IS INITIAL SETUP MODE WHILE RUNNING THIS MODE, DO
MOT EXECUTE INSTALLATION OR REMOWAL THAT MAY CAUSE
DISRUPTIONS
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(2) Click the [Install] button. The “Install” window opens.

o e oo

Execute Mode Help

Serial No. 400001

Initial Setting(Unlocked)

Maintenance

Install

Information

(3) Click the [NEW Installation] in the “Install” window.

- Install

File  Edit
| MWEW Installation | | [P [mztall |
Change Configuration | Initialize DRk Yalue |

Copy Config Files | Set Machine [nstall Date |

Set Flash Drive DR Yalue |

Select button or menu.
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(4) Click the [OK] button in response to the confirmation message, “[2583] <Important CAUTION>
This operation is a procedure of a new installation or configuration restoration. A procedure of
installation or removal is a different operation. Select [Cancel] to stop the process and execute
from Install-Change Configuration or maintenance utility.”.

IMPORTANT CAUTION

l [IN52583W]

i
<Imporkant CAUTION=
This operation is a procedure of a new installation or configuration
restoration. & procedure of installation or removal is a different
operation, Select [Cancel] to stop the process and execute from
Install-Change Configuration or maintenance utilicy,

QK I Cancel |

(5) Click the [OK] button in response to the confirmation message, “[2584] <Important CAUTION>
When you continue this operation, finally you need DKC PS OFF. Are you sure you want to
continue this operation?”.

IMPORTANT CAUTION

[INS2554]

1N
<Irmportant CAUTION =
wehien wou continue this operation, finally you need DKC PS OFF,
Are you sure you want bo conkinue this operation?

(6) Click the [OK] button in response to the confirmation message, “‘[2585] <Important CAUTION>
When you continue this operation, customer’'s DATA is LOST. Are you sure you want to continue
this operation?”.

IMPORTANT CAUTION

[INS2525%]

L
<Imnportant CALTION =
‘when wou continue khis operation, cuskomer's DATA is LOST. Are
wou suUre you want to continue this operation?

(7) “Password’[3357] window is displayed.
The enter a password and click the [OK] button.
For the password, contact the Technical Support Division.

PAS3357W]
his operation will cause fatal damage to the storage system.
All data and configuration information will be initialized.

ou need the password to continue.

Password I \

K I Cancel
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®)

)

Response to the message “[4279] This operation requires the storage system running in the CE
mode. Check status of the storage system.

Select [ Yes] when the storage system is already running in the CE mode.

Select [No] when the storage system is not running in the CE mode or if you execute without a
switch setting of the CE mode.”.

Click the [Yes] button.
]
‘0, [INs42781]

a This operation reguires the storage system running in the CE
mode. Check status of the storage system
Select [Yes] when the storage svstem is already running in the GE
moce
Select [MNo] when the storage system i2 not running in the CE
mode or if you execute without a switch setting of the CE mode.

Iz
o

Response to the message “[4466] The displayed CTLs are the ones in the CE mode.
Confirm that all CTLs are displayed.

[CTLs in the CE mode]

CTL1

CTL2

NOTE: CTLI and CTL2 are displayed when they are normal.

When all CTLs are displayed, select [ Yes] to continue the processing.

When all CTLs are not displayed, select [No] to terminate the processing, and retry the NEW
Installation after waiting for 20 minute.

(changing to the CE mode takes maximum 20 minutes after powered on.)

When all CTLs are not displayed after the retry, see the Maintenance Manual to take necessary
actions.”.

Click the [Yes] button to go to Step (10).
Click the [No] button to return to Step (3).

NOTE: The CTL displayed in the message is a CTL whose jumper used for initial installation
is enabled at the time of displaying the message. When none of the installed CTLs is
displayed, click the [No] button and retry it from Step (3).

g

‘ﬁ, [INS4466{]

- The displayed CTls are the ones in the CE mode
Confirm that all CTLs are displaved
[CTLs in the GE mode]
CcTu
CcTLZ

When all CTLs are displayed, select [ves] to continue the
processing

When all GTLs are not displayed, select [Mo] to terminate the
processing, and retry the MNBW Installation after waiting for 20
minute

(changing to the CE mode takes maximum 20 minutes after
powered on.)

When all CTLs are not displayed after the retry, see the
Maintenance Manual to take necessary actions

B
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(10) Select a drive to store the Firmware Media and click the [OK] button.

NOTICE: Do not use the configuration information media.

Mew Installation

Select the drive letter fram which to
store the Firmware-tedia.

PC-Drive
I j Cancel

d

(11) Store the media in the drive and click the [OK] button in response to the message “[4550] Verify
that the firmware is stored in the selected Pc-Drive.”.

New Installation m

,:"6, [SMT45501]

Werify that the firmware is stored in the selected Po—Drive

(12) A message of copying from the Media is displayed.

Media copy |

Copying the media fo a
femporary directory...

(13) Click the [OK] button in response to the message “[4551] Loading the firmware is completed.”

New Installation il

[SMT45511]

Loading the firmware is completed.

NOTICE: After that, the configuration information that is stored in the firmware is used.
Keep inserting the media into the drive.
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(14) The “Select Config Data’[3685] window is displayed.
Select [Firmware Media], and click the [OK] button. Go to Step (15).

Select Config Data il
[CNF3685]

Restoration processing of configuration information will start. Please
select the data for restaration.

Select Config Data

(" Backup Config Media

(@ Firmware Media

0K

Cancel[X] |

(15) The “Select Media’[3683] window is displayed.

Select a drive storing the configuration information and click the [OK] button.

Select Media x|
[CMF36831]

Please select the Maintenance PG and insert a media.

Select Media

isk: [N | oo |

QK LCancel |

(16) Make a copy of the configuration information.
During the copying, the “CNFCPY Wait...” window is displayed.

CHNFGPY Wait_.

=

I

c¥mapp¥wlk 832000400021 ¥dke 200 config /onfd
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(17) After removing the firmware media (*1) by responding to the message “[3188] The processing is
complete. Remove the media of the configuration information if necessary.”, click the [OK] button.

*1: A firmware is initialized using the configuration information in the firmware media in this

procedure.

ﬂ

[CHF31881]

)
The processing is complete. Remowe the media of the
configuration information if necessary,

(18) Click the [OK] button in response to the confirmation message “[2565] Installation data of
program product in the Configuration table will be initialized by this operation. After finishing this
procedure, please set the program product installation again.”.

NOTE: When information of DP-VOL implementation or progressing status of quick format
is not included, go to Step (20).

in

i (nS25651W]
Installation data of program product in the Configuration table will
ke initialized by this operation
After finishing this procedure, please set the program product
installation again

Cancel

(19) Response to the message “[4351]The information of DP-VOL implementation or the progressing
status of quick format is included.
When you continue the operation, DP-VOL data or the progressing status of quick format is
initialized.
Do you want to continue this operation?”.

When you continue this operation, click the [ Yes] button.
When the [No] button is selected, this processing will be stopped. Return to Step (3).

x

i [IrS4351 W]
The information of DP-%OL implementation or the progressing
status of quick format is included.
When wou continue the operation, DP-YOL data or the progressing
status of quick format is initialized.
Do wou want to continue this operation?
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(20) <DKC Configuration window>

NOTE: Check the nameplate of the Storage System, and then enter the serial number.

When the “DKC Configuration” window is displayed, enter the serial number.

Click the [>>Next] button.
This procedure is completed when the [Cancel] button is clicked.

DKG Configuration x|

Please set the serial number of DKC.

DKC
’7 Serial Mo. | 400001 Lﬁl

NOTICE: When the serial number is changed and it is different from the serial number
registered in the Storage Device List, register the Storage System in the Storage

Device List with the changed serial number after completing the maintenance
operation.

(21) Set the current date and time on which New Installation is performed in the “Set Machine Install
Date” window, and then click the [OK] button.

|
YYYY/MM/DD
M - OK
20140101 =
hhemm Cancel
0000 =

(22) Click the [OK] button in response to the message “[3697] A setting of a machine installation date
has ended successfully.”.

Install

y [Ms3697)

: A setting of a maching installation date has ended successfully,
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(23) Click the [Yes] button in response to the confirmation message, “[0462] Are you sure you want to
install the defined configuration?”.

Clicking the [No] button cancels the configuration change processing and terminates the
installation procedure.

Install

0 [IM50462]

= Are vyou sure wou want bo install the defined configuration?

(24) Click the [OK] button in response to the confirmation message, “[2584] <Important CAUTION>
When you continue this operation, finally you need DKC PS OFF. Are you sure you want to
continue this operation?”.

IMPORTANT CAUTION

[INS2554]

<Imporkant CAUTION =
When vou continue this operation, finally you need DKC PS OFF.
Are you sure you want bo conkinue this operation?

(25) Click the [OK] button in response to the confirmation message, “‘[2585] <Important CAUTION>
When you continue this operation, customer’'s DATA is LOST. Are you sure you want to continue
this operation?”.

IMPORTANT CAUTION

l [INSZ2585'W]

L
<Imnportant CALTION =
‘when vou continue khis operakion, cuskomer's DATA is LOST. Are
wou suUre you want to continue this operation?

(26) Click the [OK] button in response to the confirmation message, “[2586] <Important CAUTION>
When you continue this operation, configuration data will be changed. Are you sure you want to
continue this operation?”.

IMPORTANT CAUTION

[IM52586W]

<Important GAUTION: . . . .
en you continue this operation, configuration data will be changed. fre
wou sure you want to continue thiz operation?

OK |
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(27) Click the [OK] button in response to the confirmation message, “[2587] <Important CAUTION>
When you select [OK] button, you can't cancel this operation. Are you sure you want to continue
this operation? If you terminate this operation by some forcible method, the storage system be in
UNRECOVERABLE SERIOUSLY DAMAGE.".

IMPORTANT GAUTION x|

i OrE25ETw]
<Impartant CAUTION?

When you select [OK] buttan, you can't cancel this operation. Are
vou sure vou want to continue this operation?

If you terminate this operation by some forcible method, the
storage systermn be in UNRECOVERABLE SERIOUSLY DAMAGE

Ok I Cancel

(28) Click the [OK] button in response to the cautionary message, “[2588] <Important CAUTION> You
must not RE-BOOT Maintenance PC.”.

IMPORTANT CAUTION [ x|

i [rs25aEwW]
{Impartant CAUTION>
“You must not REEBOOT Maintenance PC.

(29) <Compressing of the configuration information>
The configuration information is compressed.
The dialog of “Config Compressing...” is displayed. After the compressing is completed, go to

Step (30).
Compressing. .. a1 i 51z
0% 100%:

[
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(30) <Download Objects window>

Select the [All Firmwares] and the [Configuration] buttons, and click the [OK] button.

Download Objects
Flease select download objects.

[+ all Firmwares

v Confisuration

[ o |

Cancel

]|

(31) <Configuration information transfer>
The configuration information is forwarded.

After the forward is completed, go to Step (32).

If you want to confirm the transfer status, click

Mow Downloading(hax 39[minutes])...

the [Detail] button. Go to Step (a).

Target CTlLs
CTLl 1/29 | CTLz 1/28 |
Detail | Cancel |

(a) Details of transfer situation are confirmed on the “Detail Status” window.
When you close the “Detail Status” window, click the [Close] button.

NOTE: Be sure to close the "Details Status" window after the confirmation.
If the window is left open, the transfer of the configuration information does not

complete.

Detail Status i

MP Mame Status

MP10-00 Transporting & Firrmware] Expander J(Max 1[minutes])...
MP20-00 Transporting & Firmware] Expander J(Max 1[minutes])...

Close

INST06-02-210



Hitachi Proprietary DW800

Rev.4 Copyright © 2015, 2017, Hitachi, Ltd.
INST06-02-220

(32) “Reconstructing device information...” is displayed.

Reconstructing device
information...
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4. Disable the jumper used for the initial installation
(1) When the following message is displayed, perform the following works from (a) to (d).
When the message “[4278]Turn off the storage system. Confirm the power LED on the Controller
Chassis is amber and turn on the storage system. If the CE mode is enabled at that time, disable the
CE mode before turning on the storage system. Confirm the power LED on the Controller Chassis
is green and select [OK].” is displayed, perform the followings.

|
‘ﬁ, [IN342781]

Turn off the storage system

Confirm the power LED on the Controller Chassis is amber and
turn on the storage system

If the CE mode is enabled at that time, disable the CE mode before
turning on the storage system

Confirm the power LED on the Controller Chassis is green and
select [OK]

(a) Press the main switch on the front of the Controller Chassis for about three seconds to turn off
the Storage System.

(b) Open the “Maintenance Utility” window from the "MPC" window and disable the jumper used
for the initial installation (CEMD).
« How to set the jumper for initial installation: Refer to MAINTENANCE PC SECTION “3.16

Edit System Parameters”.

(c) Confirm that the POWER LED of the Controller Chassis is amber, and then turn on the Storage
System.

(d) Confirm that the POWER LED of the Controller Chassis is green, and then select the [OK]
button.

(2) Close the “Install” window.

(3) Change the mode from [Initial Setting(Unlocked)] to [View Mode].
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6.2.5 Post Processing

Checking the completion of the Storage System setup.

1. <Turn on Storage System>
Check that the READY LED (green) on the front of the Controller Chassis lights up.

NOTE : It takes about 30 minutes until the READY LED changes to green.

2. <Enable Security Software>
Return the security software disabled in setting IIS/FTP to the “Enabled” status. (Refer to Step 2. on “6.2.2
Maintenance PC Connection”.)

3. <Login to Maintenance Utility window>
(1) Click the [Maintenance Utility] button in the “MPC” window.

VVCH JTI VT Jialus

Diagnosis

Auto Dump

Maintenance Utility
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4. <Check Status>
Please make sure that it is displayed as the “Ready” status of the Storage System in the “Maintenance
Utility” window.

Storage System
|
4 Ready

Serial Number :407001
Connected to :CTL2

Status Procedure
Ready The processing is not required.
Information Some SIMs are not checked. Check the SIM contents. (After checking the
SIMs, refreshing the window changes the status to “Ready”.) (*1)
Warning There is a failed part. Check the “MAIN” window and the SIM, and then take

a necessary action. (*1) (*2)

Power-on in progress | The Storage System power-on is in progress. Log out of it once, and log in to
the “Maintenance Utility” window after a while.

*1: Refer to MAINTENANCE PC SECTION “3.21 Alert Display” for how to check SIMs.
*2: Refer to SIM RC SECTION (SIMRC00-00) for the contents of SIMs.

5. <Check the Set Up Alert Notifications>
See MAINTENANCE PC SECTION “3.4.1.2 Procedure” and check that the information different from
the contents to be configured is not set by the [Email], [Syslog] and [SNMP] tabs in the “Set Up Alert
Notifications” window. If it is set, delete or reset it as needed.
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6.

<Clear Cache>
When the firmware version is less than 83-03-01-x0/xx, clearing the cache of Internet Explorer and Java
is required.

Clear the cache in the following procedure. If the cache is not cleared, some failures such as the function
newly added by the version upgrade cannot be used and the firmware update window cannot start up.

* Clearing the cache of Internet Explorer (In case of Internet Explorer11)

(1)
)
3)

4)

Click [Internet Options] from the [Start] menu.

Click the [Delete] button in [Browsing history] in the [General] tab.
Check only the following items in the “Delete Browsing History” window.
» Temporary Internet files and website files

» Cookies and website data

* History

Click the [Delete] button.

* Clearing the cache of Java (In case of JRE7, JRES)

(1
2
3)

“4)
)

Click the [Start] button of the Windows to open [Control Panel].

Click the [Java] icon.

Open [General] in the “Java Control Panel” window and click the [Settings] button of [ Temporary
Internet Files].

Click [Delete Files] in the “Temporary Files Settings” window.

Confirm that the checkboxes of “Trace and Log Files”, “Cached Applications and Applets” and
“Installed Applications and Applets” are checked in “Delete Files and Applications”, and then click
the [OK] button.

7. <Back up IIS configuration>

NOTE: When the IIS configuration is already backed up, skip this procedure. The procedure
can be performed in the Windows command prompt only as an administrator.

* Backing up/restoring MPC IIS configuration

%systemroot%\system32\inetsrv\appcmd restore BACKUP “NAME OF BACKUP B’
For ‘NAME_OF BACKUP B, specify the name obtained in MAINTENANCE PC SECTION “1.7.2
Setting IIS/FTP”, “7. Backing up MPC IIS configuration”.
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6.2.6 Check Procedure

1.

<Check Power-on CUDG Result>

Perform the power-on procedure (See “1.5.1 Storage System Power On”).

Power-on CUDG is automatically executed on the DKC logic circuitry.

If an error occurs, SIM Log, SSB Log has logging (See MAINTENANCE PC SECTION “5.3 Log").

<Execute Path inline test>

Perform Path inline tests on all Disk Boards installed during the new installation procedure to check the
validity of the Drives.

Please carry out A3 routine after carrying out A0 routine.

See DIAGNOSIS SECTION “4.2 PATH INLINE Test Procedures” for the test procedure.

<Check System Configuration>
Check that the system configuration is initialized.

<Confirm Status and Firmware Version of All MPs>
See the firmware window to confirm the health of all parts and the firmware version of all MPs (See
FIRMWARE SECTION “3.4 Procedure for Checking Firmware Version”).

<Delete error log>
Power ON/OFF the Storage System to make sure that the Storage System starts normally (Confirm that
neither ALARM nor MESSAGE indicator of the Controller Chassis is lightened).

Delete all error log information from the Maintenance PC and transfer the Storage System to the user (See
MAINTENANCE PC SECTION “5.3.2 Log Delete”).
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6.3 Troubleshooting of New Installation of the Firmware

No.

Failure

Recovery action

1

When it displayed the “Media
copy” dialog, The error occured the
“INS3005E”

It is not setting correct Maintenance PC.

(1) Confirm to match “Storage Device List” of “MPC IP Address”
and MAINTENANCE PC SECTION “1.3.1 IP Address
Setting Method of Maintenance PC”.

(a) If it is not match IP Address, it changes IP Address.
Click the text of [MPC IP Address] on the top right of the
screen of Storage Device List, and set the IP Address of
Maintenance PC on the [Change MPC IP Address] dialog.
(b) Reboot Maintenance PC.

(2) Confirm a firmware media name of the drive that you specified

in PC-Drive.
D:\firmware\AllFirmware.mda
D changes by the drive name that I appointed in PC-Drive.

When it displayed the “Download
Firmwares and Config” dialog,
The “FTP Commnuication error”
occurred

It is not setting correct ftp server.

(1)Open [User Accounts] from [Start] - [Control Panel].
Click the [Manage another account].
If “Manage Accounts” window is not display [bakeduser],
perform MAINTENANCE PC SECTION “1.5.4 Maintenance
PC Software Installation” after starting the MAINTENANCE
PC SECTION of “8.2 Maintenance PC Software
Uninstallation”.

(2) Confirm MAINTENANCE PC SECTION “1.7.2 Setting IIS/
FTP".

(3) Confirm the GUM IP address.
Confirm whether the Storage System icon is the maintenance
LAN address in “Table 1-28 Icon Display Item”.
If it is not match IP Address, it changes [P Address.

(4) Failed to connect to the Storage System.
(a) Execute “1.5.2 Storage System Power Off (Planned

Shutdown)” and “1.5.1 Storage System Power On”.
(b) Reboot the Maintenance PC.
(c) Execute “6. New Installation (Auto Define Configuration,
All Firmwares)” again.

When it displayed the “Download
Firmwares and Config” dialog,
The “Communication error has
occurred.” occurred

The Maintenance PC and the Storage system cannot

communicate.

(1)Execute “1.5.2 Storage System Power Off (Planned
Shutdown)” and “1.5.1 Storage System Power On”.

(2) Reboot the Maintenance PC.

(3) Execute “6. New Installation (Auto Define Configuration, All
Firmwares)” again.

(To be continued)
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(Continued from the preceding page)

No.

Failure

Recovery action

4

The error other than the above
has occurred in the “Download
Firmwares and Config” dialog.

(1)Execute “1.5.2 Storage System Power Off (Planned
Shutdown)” and “1.5.1 Storage System Power On”.

(2) Reboot the Maintenance PC.

(3) Execute “6. New Installation (Auto Define Configuration, All
Firmwares)” again.

It displayed [SMT4555E] occurred

The Maintenance PC and the Storage System unmatched “System

type”.

(1) Confirm whether the Storage System model name matches
“Type” (Storage System type) of the Storage System icon in
“Table 1-28 Icon Display Item”.

(2) If it matched “System type’, it executes REPLACEMENT
SECTION “2.4 Replacing a Controller Board”.
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7. Installing / Removing the NAS Unified Firmware
7.1 New Installation of the NAS Unified Firmware

NOTICE: To install NAS Unified Firmware, all I/0 need to stop because the Storage System

restarts. Stop all I/0, and then install NAS Unified Firmware.

7.1.1 New Installation Procedure

L.

Connecting the Maintenance PC

Connect the Maintenance PC and the Storage System.

To install the NAS Unified Firmware, connect the Maintenance PC and Controller Board 1

 See “1.6.1 Attachment / Removal Procedure of Maintenance PC” and connect the Maintenance PC and
Controller Board 1 via LAN cables.

Preparations and Prerequisites

To install NAS Unified Firmware, the following preparations and prerequisites are required.

(1)

2)

3)

Firmware

To install NAS Unified Firmware, the firmware needs to meet the following conditions.

* The firmware version supports NAS Modules (version 83-03-21-x0/xx or later)

* The required prerequisite firmware (Unified Hypervisor, NASFWINST) is installed.

If the firmware does not support the NAS Module or the prerequisite firmware is not installed,

update the firmware.

 See FIRMWARE SECTION “3.3.2 Updating Firmware of the Storage System” for checking and
updating the firmware.

Network Setting

Before installing NAS Unified Firmware, change the internal network from the global IP address
(126.255.... or 192.169....) to the private IP address (other than the above global IP address. The
recommended default is 10.251....).

» See MAINTENANCE PC SECTION “3.6 Network Setting” for the internal network setting.

Licenses

The following licenses are required for installing the NAS Unified Firmware. Check that the
following licenses are installed. If they are not installed, ask the administrator to install the
licenses.

* Open Volume Management

* Resource Partition Manager

The above licenses are all included in the program product “Hitachi Storage Virtualization
Operating System (SVOS)".

See MAINTENANCE PC SECTION “3.7.5 Installing Software Using a License Key Code” for
installing the licenses.

See MAINTENANCE PC SECTION “3.7.9 Verifying License” for checking the licenses.
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(4) Free Space

)

(6)

Check whether the parity groups or DP pools meet the following conditions.
* These parity groups or DP pools to install the NAS Unified Firmware have a free space of 500
GB or more

If the above-mentioned conditions are not met, check with the administrator and create parity
groups or DP pools as needed.

* To create parity groups, see MAINTENANCE PC SECTION “4.2.2 Managing Parity Group”.
* To create DP pools, see Provisioning Guide.

Logical Devices

Logical devices for NAS Unified Firmware installation are required to have two or more free
spaces and the LDEV ID of the free logical device is required to be within the range from the
maximum number of volumes - 1024 to the maximum number of volumes.

For the maximum number of volumes, see THEORY SECTION “1.4.1 Managing Parity Group”.

Resource Groups

Check whether the resource groups meet the following conditions.

* NAS Platform System RSG does exist for the resource group name
¢ The resource group ID “1023” is vacant

When resource groups exist, see Step 3 in “7.2 Removing the NAS Unified Firmware” to delete the
resource groups.
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3. Inserting media
Insert the firmware media including the NAS Unified Firmware to be installed into the DVD drives of the
Maintenance PC.

4. Starting Maintenance Utility
(1) See “1.6.2 Connecting to the Storage System” to start Web Console.
(2) Selecting the toolbar [Maintenance Utility] — [Hardware] — [Other Hardware Maintenance...] in the
“Web Console” window displays the “Maintenance Utility” window.

5. Installing the NAS Unified Firmware
(1) Select [Menu] — [System Management] — [Install NAS Unified Firmware] in the “Maintenance
Utility” window.

Menu
Al Initial Setup Wizard

Edit Login Message
Select Cipher Suite
Update Certificate Files
Edit System Parameters

i Power Management
iyl System Management
Force Release System Lock
Reboot GUM
Install NAS Unified Firmware
Boot System Safe Mode
Download System Dump
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(2) Java start
The displayed windows differ according to the JRE (Java Runtime Environment) versions.
In the case of JRE7 or JRES, go to Step (a).
In the case of JREG6, go to Step (b).

(a) Inthe case of JRE7 or JRES
* In the case of JRE7 or JRE8(a-1) The update of the Java application may be promoted.

Jawa Update Meeded

‘-,_i_,-' Your Java version is out of date.
L

2 Update (recommended)

Get the latest security update from java.com.

2 Block

Block Java content from running in this browser session.

< later
i Continue and you will be reminded to update again later.

Do not ask again until the next update is available.

When using Maintenance Utility with the Java you are using, click [Later]. If you check the
checkbox of [Do not ask again until the next update is available.] once and click [Later],
this window is not displayed from now on. When clicking [Update(recommended)] and
[Block], close the window of the Web browser and restart Maintenance Utility. When
checking the checkbox of [Do not ask again until the next update is available.] and selecting
[Update(recommended)] or [Block], Maintenance Utility cannot update the firmware. To
allow Maintenance Utility to update the firmware, execute the following procedures.
(i) Click [All Programs ([All apps] for Windows 10)]-[Java]-[Configure Java] from the [Start]
menu of Windows and start [Java Control Panel].
(i1) Click the [Security] tab of [Java Control Panel].
(iii) If the checkbox of [Enable Java content in the browser] in the [Security] tab is checked,
uncheck it once and click the [Apply] button.
(iv) Check the checkbox of [Enable Java content in the browser] and click the [Apply] button.
(v) Click the [OK] button of [Java Control Panel] to close the window.
(vi) Restart Maintenance Utility.

NOTE: When changing the Java setting in [Java Control Panel], a message like “Java Plugin
settings changed” may be displayed. If such message is displayed, click the [OK]
button.
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» When the message “Do you want to Continue?” is displayed, click the [Continue] button.

NOTE: This window may not be displayed.

Security Warning @

Do you want to Continue?
The connection to this website is untrusted.

/ ! : Website: https://10.213.55.176:443

MHote: The certificate is not valid and cannot be used to verify the identity of this website.
More Information

» When the message “Do you want to run this application?” is displayed, check [I accept the

risk and want to run this application.] and click the [Run] button.
Go to Step (3).

NOTE: This window may not be displayed.

Security Wamning

=

Do you want to run this application?

Name: com.hitachi.omega.microupdate.MicroU ...

' Publisher: Hitachi, Ltd.
/e )

Locations: https://10,213.55.176
Launched from downloaded JNLP file

Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal

information at risk. The information provided is unreliable or unknown so itis recommended not to
run this application unless you are familiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
Mare Information

Select the box below, then click Run to start the application

) e e o WA S Ao

NOTE: When the “Application Blocked by Java Security” or “Application Blocked by

Security Settings” window is displayed, refer to TROUBLESHOOTING SECTION
“3.28.1.1 Troubleshooting Related to Installation and Upgrade” and register the
storage system in the exception site.

After the registration, perform the procedure of FIRMWARE SECTION “3.3.2
Updating Firmware of the Storage System” again.
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(b) In the case of JRE6
» When the message “The web site’s certificate cannot be verified. Do you want to continue?” is

displayed, click the [ Yes] button.
NOTE: This window may not be displayed.

‘Warning - Security @
The web site's certificate cannot be verified. Do you / i

want to continue?

Name: 10.213.74.142

Publisher: LUNKNOWN

Always trust content from this publisher.

[

=]
{1 /| The certificate cannot be verified by = trusted source. More Information...
Ly

« When the message “The application’s digital signature has been verified. Do you want to run
the application?” is displayed, check [Always trust content from this publisher.] and click the

[Run] button.
Go to Step (3).

NOTE: This window may not be displayed.

Security Information @
The application’s digital signature has been verified. «
Do you want to run the application? | =2 ‘
Name: Java Application.

Publisher: Hitachi, Ltd.

V| Always trust content from this publisher.

Cancel

your personal information at risk. The publisher's identity has been Mare Information...

g This application will run with unrestricted sccess vhich may put
verified. Run this application only if you trust the publisher.
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(3) The “Install NAS Unified Firmware” window is displayed. Click the [Browse...] button and select

the NAS Unified Firmware file (“nas_firmware\nas-factory-<version>.load” in the media) to be
installed.

Install HAS Unified Firmware

To install the NAS unified firmware, st the requirad information for the installation.
When the setting is complete, verify the setting, and then click [Apply]

Firmware File Name:

‘Selected Version : 13.0.0000.000

Target to install

2 100 TB B(GO+2P)

s 147 TB G(GD+2F)

183 TB B(RO+2P)

* 240 TE B(ED+2F)

-6 286 TB G(A0+2F)
Total:5

[C] & Forcibly run without safety checks

(4) Select a parity group or DP pool to install and click the [Apply] button.

Install HAS Unified Firmware

To instsll the NAS unified firmware, set the required information for the installstion,
When the sefting is complete, verify the setiing, and then click [Apply].

Firmware File Name:

Browse.,

‘Selected Version : 13.0.0000.000

Target to install

RAID Levet: | B(BD+2F) -

Available Parity Groups

Parity Group ID__| Free Gapacity | RAID Level
2 100 TB 6(60+2P)
193 T8 B(60%2P)
240 TB B(G0-2F)
Ofr-e 286 TB 5(60+2F)
Total:5

[C] & Forcibly run without safety checks

NOTE: Parity groups or DP pools that are not available for installation due to some reasons
such as a lack of free capacity are not displayed in the table.

NOTE: If the warning threshold or depletion threshold is exceeded at installing the NAS
Unified Firmware on a DP pool, the following message is displayed.
Check the message content, and then click the [OK] button if continuing the

installation.

* When the Warning Threshold is exceeded

\Warning

é If the MAS unified firmware is installed on the selected pool, the used pocl capacity

=3 will exceed the waming threshold

Teo change the installation destination, click [Cancel], and then select a pool agsin.
To continue, click [OK].

25281-208004
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* When the Warning Threshold is exceeded

Warning

A If the NAS unified firmware is installed on the selected pool, the used peol capacity
3 will exceed the depletion threshold

To change the installation destination, click [Cancel], end then select a pool again.
To continue, click [OK].

35261-209005

(5) The NAS Unified Firmware installation starts. The NAS Unified Firmware is installed in both
CTL1 and CTL2 at the same time.

NOTE: The NAS Unified Firmware installation time is about 60 minutes as a standard (about

420 minutes in maximum).

NOTICE: Do not open the “Maintenance Utility” window in a different operation during the
installation. If the “Maintenance Utility” window opens, the installation processing
might terminate abnormally. In case that the “Maintenance Utility” window needs to
be opened in a different operation due to error occurrence and others, contact the

Technical Support Division.

Install NAS Unified Firmware

Install Progress

\, Transfer MAS unified firm,

~  Prepere NAS unified firmware installation

e file

Install NAS unified firmware

Configure NAS unified firmware

Reboct Storage System

(6) When the installation completion message is displayed, click the [OK] button to terminate.

Information

(i) The NAS unified fi has been installed. GUM is

‘Wait for 8 while, and then log in.
25261205000

(7) GUMs on both CTLs reboot automatically.
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(8) Set Host Mode Option 7 and Host Mode Option 68 for the ports of CL1-A and CL2-A in
accordance with the following procedure.

(a) Start Web Console and select [Storage Systems] — [Port/Host Groups/iSCSI Targets]. Check
that [Host Mode] of ports whose [Type] is “NAS Platform (User LU)” is “00 [Standard]".

(b) Check the checkboxes of ports whose [Type] is “NAS Platform (User LU)” and select [Edit
Host Groups] from [More Actions].
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(c) Check the checkboxes of [Host Mode]: “00 [Standard]” and No. 7 and No. 68 of [Mode No.] in
the “Edit Host Groups” window. Clicking the [Enable] button changes [Status] to “Enable”.
When the change of [Status] is confirmed, click [Finish].

Check the bax in frant of the proparty you w.
ange the Host Mode, all of the Hast Made Options

] Host Group Name
(Max. 64 characters)

[ Host mode | 00 [standard] =

Host Mode Options

Host Mode Options

ode, Option Dascription Status
e,

2 WERITAS Database Edition/Aduanced Clustar Disable

14 HP Trucluster with TrusCopy function
15 Hacwe
22 Veritas Cluster Server

23 REC comman d suppar

Support SRC3 b

(d) Check that No. 7 and No. 68 in [Mode No.] are [Enabled] from the [Host Mode Options] tab of
the host group (1A-G00 and 2A-G00) belonging to CL.1-A and CL2-A.

Hitachi De

(9) If the exported path information exists, see MAINTENANCE PC SECTION “4.1.3 Allocating the
Local Devices of a Storage System to a Host” and set the path information manually.
In the “Logical Devices” window, “External Storage” window, and “Journal” window of the Storage
Navigator, check the MP Unit ID assigned to each resource, and then assign MP Unit IDs if
necessary referring to the Provisioning Guide “Assigning an MP unit to a resource”.
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7.1.2 Restoration Procedure When a Failure Occurs During New Installation

If a failure occurs while installing the NAS Unified Firmware, restore it in accordance with the following
procedure.

1. Checking and responding to error messages
If error messages are output, take appropriate action in accordance with the messages.
When the error code “35261-202051" is output, go on to Step 2.
When the error code “35261-204361" is output, go on to Step 3.
If no error message is output or the failures in the error messages are solved, go to Step 4.

2. Clear the Java cache file
Clear the Java cache file in accordance with the following steps, and then go on to Step 4.

(1) Select [Start] — [Control Panel] — [Java] to open the Java control panel.

(2) On the [General] tab, click [Setting...] button under the [ Temporary Internet Files] section.
(3) Click [Delete Files...] button.

(4) Check [Cached Application and Applets] , and then click [OK] button.

3. Checking the connection between the maintenance PC and storage system
Check the following procedure. Then, go on to Step 4.when the problem is recovered.

(1) See TROUBLESHOOTING SECTION “3.29.1 When I cannot be connected from MPC to the
GUM or Storage System” to recover the connection failure.

If you need to consult the Technical Support Division after performing the recovery procedure, collect
Auto Dump, and then contact the Technical Support Division.

4. Checking and responding to SIM
When SIM is output, check SIM (See MAINTENANCE PC SECTION “3.21 Alert Display”) and respond
to it (See MAINTENANCE PC SECTION “5.13.8 Error or Failure Status Action”).
See SIM REFERENCE CODE SECTION for the details of the SIMs.
If no SIM is output or SIMs are solved, collect Auto Dump, and then contact the Technical Support
Division.
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7.2 Removing the NAS Unified Firmware

NOTICE: To remove NAS Unified Firmware, all I/O need to stop because the Storage System
restarts. Stop all I/0, and then remove NAS Unified Firmware.

7.2.1 Removal procedure

1. Connecting the Maintenance PC
Connect the Maintenance PC and the Storage System.
To remove the NAS Unified Firmware, connect the Maintenance PC and Controller Board 1
¢ See “1.6.1 Attachment / Removal Procedure of Maintenance PC” and connect the Maintenance PC and
Controller Board 1 via LAN cables.

2. Preparations and Prerequisites
To remove NAS Unified Firmware, the administrator needs the following preparations and prerequisites.
If the conditions are not met, request the administrator for the operation.
(1) Stopping 1/O processing
The NAS Unified Firmware removal processing is only available offline (not operating with the
upper client).

(2) Stopping the NAS Modules

Before removing the NAS Unified Firmware, the NAS Modules on both Controllers need to be
stopped. Check the NAS Module status in the following window.

* “NAS Unified Firmware” in “NAS Module Status” should be “Stopped”

NAS Module Status

CTL1 CTL2
Unified Hypervisor (@ Active (@Active
Hypervisor Network Module %Active %Activa
NAS Unified Firmware Stopped Stopped

Reset v H Edit Unified Hypervisor Maintenance Mode ‘

When the NAS Modules are running, perform the stop processing of the NAS Modules in
accordance with the next procedure.
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* Stop processing of the NAS Module
(a) Log into the Node on the Controller 1 side
» Connect the Maintenance PC to maintenance LAN on the Controller 1 side, and log into the
Node on the Controller 1 side.
* See MAINTENANCE PC SECTION “7.2 Logging into Node” for the detailed procedure.
(b) To remove NAS Modules, all I/O need to stop because the Storage System restarts.
Stop all I/0, and then remove NAS Modules.Stop processing of the NAS Module on the
Controller 1 side by the maintenance CLI
« After logging into the Node, stop the NAS Module using the “shutdown -f” command of the
maintenance CLI.
» See MAINTENANCE PC SECTION “7.6 Shutting down NAS Modules” for the detailed
procedure.

(c) Checking stop of the NAS Module on the Controller 1 side
¢ Check that the “CTL1" side of “NAS Unified Firmware” in “NAS Module Status” in the
“Maintenance Utility” window is “Stopped”.

(d) Log into the Node on the Controller 2 side
» Connect the Maintenance PC to maintenance LAN on the Controller 2 side, and log into the
Node on the Controller 2 side.
» See MAINTENANCE PC SECTION “7.2 Logging into Node” for the detailed procedure.

(e) Stop processing of the NAS Module on the Controller 2 side by the maintenance CLI
* After logging into the Node, stop the NAS Module using the “shutdown -f” command of the
maintenance CLI.
» See MAINTENANCE PC SECTION 7.6 Shutting down NAS Modules” for the detailed
procedure.

(f) Checking stop of the NAS Module on the Controller 2 side
¢ Check that the “CTL2" side of “NAS Unified Firmware” in “NAS Module Status” in the
“Maintenance Utility” window is “Stopped”.
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(3) Export LU path
 For removing the NAS Unified Firmware based on the restoration, export the LU path in
accordance with the following procedure.
* For removing the NAS Unified Firmware besed on the NAS Module removal, go to Step (4).

(a) Select [Ports/Host Groups/iSCSI Targets] from the [Storage Systems] tree in the “Web
Console” window.

(b) The “Ports/Host Groups/iSCSI Targets” window is displayed. Select the [Host Groups/iSCSI
Targets] tab.

(c) Select the link of [Host Group Name/iSCSI Target Alias] of the port whose [Type] is [NAS
Platform (User LU)].

(d) The “Host Groups” window is displayed. Select the [LUNSs] tab, and then select [More Action]
— [Export]

(e) The preparation completion message is displayed. Click the [OK] button.

Hitachi Device Manager - Storage Mavigator

( i i Ready to Download.

(f) The explorer window is displayed. Specify an arbitary storage destination.
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(4) Release the settings of Host Mode Option 7 and Host Mode Option 68 for the ports of CL1-A and
CL2-A in accordance with the following procedure.

(a) Start Web Console and select [Storage Systems] — [Ports/Host Groups/iSCSI Targets]. Check
the checkboxes of ports whose [Type] is “NAS Platform (User LU)" and select [Edit Host
Groups] from [More Actions].

(b) Check the checkboxes of [Host Mode]: “00 [Standard]” and No. 7 and No. 68 of [Mode No.] in
the “Edit Host Groups” window. Clicking the [Disable] button changes the status to “Disable”.

When the change of [Status] is confirmed, click [Finish] button.

Edit Host Groups

1.Edit

This wizard lets you edit re properties, Check the bo

nt of the property you want to edit,
and then enter the new walue, When you change the Host Mode, all of the Host Made Options will be set to defautt.

[l Hest @roup Hame:
(Max, 64 charactars)

¥ Host Mode: | 00 [Standard]

¥

Host Mode Options:

Mode

" optian Description status

2 WERITAS Database Edition/Advanced Cluster Disable

n functian of LUN

13 SIM report at link failure Disable
14 HP TruGluster with TrueGopy function Disable
15 Hacwp Disable
22 Veritas Cluster Server Disable
23 REC Disable
25 Support $PC-3 behavior on Persistent Reservation Disable
33 Set/Report Device Identifier ensble Disable
39 Ghange the nexus specified in the SGSI Target Reset Disable
40 v-vel expansion Disable
Disable

Selected: 2

Host Mode Options

>
of 26

Mext b Finish
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(¢) Select 1A-G00 belonging to CL1-A of [Ports/Host Groups/iSCSI Targets] in the “Web Console”
window.
After that, select the [Host Mode Options] tab and check that No. 7 and No. 68 of [Mode No.]
are [Disabled].

(d) Select 2A-G00 belonging to CL2-A of [Ports/Host Groups/iSCSI Targets] in the “Web Console”
window. After that, check that No. 7 and No. 68 of [Mode No.] are [Disabled] as well as Step (c).

(5) Path release of LDEVs belong to NAS Platform (User LU) Blocking LDEVss
If the paths are defined for the ports of the LDEVs whose [Attribute] of both controllers is [NAS
Platform (User LU)].

Check the path definition of LDEV's whose [Attribute] are [NAS Platform (User LU)].

« If the path is not released, sece MAINTENANCE PC SECTION “4.2.3.8 Releasing Logical
Device Assignments” to release the path assignment.

* Also, the path release might fail depending on the LDEV status. In that case, block the
target LDEVs, and then release the path assignment again. To block the target LDEVs, see
MAINTENANCE PC SECTION “4.4.1 Blocking LDEVSs”.
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3.

Deleting the resource group for NAS Module (NAS_Platform_System RSG)
If the resource group for NAS Module does not exist, go to “4. Deleting LDEVs and releasing paths of
LDEVs belonging to NAS Platform (System LU)".

Before removing the NAS Unified Firmware, delete the following resource groups and various resources
in accordance with “(1) Procedure for deletion”.

* LDEVs in the resource group for NAS

* Ports in the resource group for NAS

» Host groups in the resource group for NAS

* Resource groups for NAS

The procedure for deleting the resource groups and respective resources is as follows. The password
input window is displayed when deleting respective resources. Enter the password to continue the work.

(1) Procedure for deletion

(a) See “1.6.2 Connecting to the Storage System” to start Web Console.

(b) Select [Resource Groups] from the [Administration] in the “Web Console” window.

(c) Click the resource group name (NAS Platform System RSQG) link of the resource to be
deleted by the [Resource Groups] tab.
Individual resource group widow is displayed.

(d) Select the resources (LDEVs, ports and host groups) to be deleted.

(e) Display the “Remove Resources” window in either of the following procedures.
* Click [Remove Resources].
* Select [Resource Management] — [Remove Resources] from the [Settings] menu.

(f) Enter a task name and click [Apply] to apply the setting to the Storage System.
The set information is queued as a task and run sequentially.

(g) Check the operation results in the “Tasks” window.
If before running the operation, you can temporarily suspend or cancel the task in the “Tasks”
window.

(h) After completing the removal of the resources (LDEVs, ports, and host groups) under NAS
Platform_System_RSG, select NAS_ Platform_System RSG in the “Resource Groups” window
and click [Delet Resource Groups] to delete from the resource groups.
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4. Deleting LDEVs and releasing paths of LDEVs belonging to NAS Platform (System LU)

Delete the LDEVs and host groups that exist in the resource group deleted by “3. Deleting the resource

group for NAS Module (NAS_Platform_System RSG)". If the paths are defined for the ports of the

target LDEVs, the defined paths of all the ports need to be released.

* Check the path definition of LDEVs whose [Attribute] is [NAS Platform (System LU)]. If the path is
not released, make a note of the target LDEV ID and see MAINTENANCE PC SECTION “4.2.3.8
Releasing Logical Device Assignments” to release the path assignment

* Also, the path release might fail depending on the LDEV status. In that case, block the target LDEVs,
and then release the path assignment again. To block the target LDEVs, See MAINTENANCE PC
SECTION “4.4.1 Blocking LDEVs”

» Delete LDEVs whose [Attribute] recorded at the time of the path release is [NAS Platform (System
LU)]. See MAINTENANCE PC SECTION “4.2.3.7 Deleting Logical Device” for the detailed
procedure.

* Delete host groups for the ports whose [type] is [NAS Platform (System LU)]. See MAINTENANCE
PC SECTION “4.3.3 Deleting Host Group Information” for the detailed procedure.

5. Removing the NAS Unified Firmware
(1) See “1.6.2 Connecting to the Storage System” to start Web Console.
(2) Selecting the toolbar [Maintenance Utility] — [Hardware] — [Other Hardware Maintenance...] in the
“Web Console” window displays the “Maintenance Utility” window.
(3) Click [Menu] — [System management] — [Remove NAS Unified Firmware] in the “Maintenance
Utility” window.

Menu

-'-'l_.ﬂ Initial Setup Wizard Change Password
fim Power Management Edit Login Message

fifl System Management Select Cipher Suite
Update Certificate Files
Edit System Parameters
Force Release System Lock
Reboot GUM
Install NAS Unified Firmware
Remowve NAS Unified Firmware

Boot System Safe Mode
Download System Dump
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(4) When the “‘Remove NAS Unified Firmware” window is displayed, check the details and click the

[OK] button.

Remove NAS Unified Firmware

Removing the NAS unified firmware might have a significant
impact on the operation of the storage system. Before
removing the firmware, contact the administrator of the
: storage system to verify that there is no problem to do it.

& The following two conditions are required for removal:
- The MNAS unified firmware of CTL1/CTL2 is stopped.
- The paths of the NAS platform (User LU) port are
released.
Do you want to remove the NAS unified firmware?

Click [OK] to remove the firmvare.

(32061-209063)

OK Cancel

(5) When the password input window is displayed, enter the password and click the [OK] button.

Maintenance Utility

[Warning] This operation may cause a serious error such

& as a system down or a data loss. Confirm the
appropriateness of the operation, and then input of the
password.

OK Cancel
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(6) The NAS Unified Firmware is removed. The firmware is removed from both Controller 1 and
Controller 2 at the same time.

NOTE: The NAS Unified Firmware Removing time it about 30 minutes as a standard (about
380 minutes in maximum).

NOTICE: Do not open the “Maintenance Utility” window in a different operation during the
removal. If the “Maintenance Utility” window opens, the removal processing might
terminate abnormally. In case that the “Maintenance Utility” window needs to be
opened in a different operation due to error occurrence and others, contact the

Technical Support Division.

Maintenance Utility

In Progress
-
3%

(7) The installation removal completion window is displayed. Click the [Close] button.

Remove NAS Unified Firmware

'\! i ) The NAS unified firmware has been removed.

Perform Reboot GUM.
(32061-205064)
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6. Rebooting GUM
NOTE: Reboot Gum for both Controller 1 and Controller 2.
(1) Click [Menu] — [System Management] — [Reboot GUM] in the “Maintenance Utility” window.

Menu
fifl Initial Setup Wizard Change Password

firr Power Management Edit Login Message

iyl System Management Select Cipher Suite
Update Certificate Files
Edit System Parameters
Force Release System Lock
Reboot GUM
Install NAS Unified Firmware
Remowe NAS Unified Firmware

Boot System Safe Mode
Download System Dump

(2) When the “Reboot GUM” window is displayed, click the [Reboot] button.

Reboot GUM

This operation might have impact on the operations of the
-~ storage system.
é lh Verify the state of system lock and then verify that no

other users are operating the storage system.
To reboot GUM, click [Reboot].

[[] & Fordbly run without safety checks

Reboot Cancel

(3) The password input window is displayed. Enter the password and click [OK] button.

Maintenance Utility

’! [Warning] Confirm the appropriateness of the operation,
and then input of the password.

OK Cancel

INSTO07-02-100



Hitachi Proprietary Dw800

Rev.5.3 Copyright © 2015, 2017, Hitachi, Ltd.
INST07-02-110

(4) Checking window of the GUM reboot is displayed. Click [OK] button.

Warning

| By performing this operation, the GUM will be restarted. Do you want to

continue the operation?
To continue, dlick [OK].
(32061-209020)

OK Cancel

(5) GUM reboot starts. Click the [Close] button to terminate Maintenance Ultility.

Reboot GUM

i % Rebooting the GUM is started. Wait for a while, and then
\\) log in again.

Click [Close].
(32061-205032)

Close

(6) After completing GUM reboot on Controller 1, connect the Maintenance PC to Controller 2 and
reboot GUM on Controller 2 as well.

(7) In the “Logical Devices” window, “External Storage” window, and “Journal” window of the Storage
Navigator, check the MP Unit ID assigned to each resource, and then assign MP Unit IDs if
necessary referring to the Provisioning Guide “Assigning an MP unit to a resource”.
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7.2.2 Restoration Procedure When Failure Occurs during Removal

If failures occur during the NAS Unified Firmware removal, restore them in accordance with the following
procedure.

1.

Checking and responding to error messages

If error messages are output, take appropriate action in accordance with the messages.
Also, when the message “Only viewing the storage system status and the setting information is available
because removal of the NAS unified firmware is in process. Maintenance operations and storage system

settings cannot be performed until the ongoing operation is complete.” is displayed at the time of starting

Maintenance Ultility, click the [Close] button, and then close Maintenance Utility started after the
message display.

Information

Only viewing the storage system status and the satting information is
i available bacause removal of the NAS unified firmware is in process.

Maintenance operations and storage system settings cannot be performed
until the ongoing operation is completa.

Wait for 2 wihile, click the refresh button, verify that [System Locked] has changed to
[System Unlocked], and then perform the maintenance oparations or storage system
settings.

(32061-208063)

Wait for 30 minutes, and then start Maintenance Utility again. If the same message is displayed when
starting Maintenance Utility, close Maintenance Utility again, and then repeat the Maintenance Utility
start confirmation regularly (for every 30 minutes or more waiting time as a rough standard).

If the same message is displayed when starting Maintenance Ultility even after the total waiting time
exceeds 320 minutes, close Maintenance Utility, turn off the power of the Storage System, and then
restart it.

See “1.5.2 Storage System Power Off (Planned Shutdown)” for turning off the power of the Storage
System.

See “1.5.1 Storage System Power On” for restarting the Storage System.

If no error message is output or the failures in the error messages are solved, go to Step 2.

Checking and responding to SIM

When SIM is output, check SIM (See MAINTENANCE PC SECTION “3.21 Alert Display”) and respond

to it (See MAINTENANCE PC SECTION “5.13.8 Error or Failure Status Action”).
See SIM REFERENCE CODE SECTION for the details of the SIMs.
If no SIM is output or SIMs are solved, go to Step 3.
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3. Removing the NAS Unified Firmware
If [Remove NAS Unified Firmware] exists in the items of [Menu] — [System Management] in
Maintenance Utility, remove the NAS Unified Firmware.

Menu
ff! Initial Setup Wizard Change Password

fim Power Management Edit Login Message

fi! System Management Select Cipher Suite
Update Certificate Files
Edit System Parameters
Force Release System Lock
Reboot GUM
Install NAS Unified Firmware
Remowe NAS Unified Firmware

Boot System Safe Mode
Download System Dump

See “7.2 Removing the NAS Unified Firmware” for the procedure for removing the NAS Unified
Firmware.

When the NAS Unified Firmware is removed completely or confirmed the item [Remove NAS Unified
Firmware] does not exist, see MAINTENANCE PC SECTION “1.8.2.4 Close the Window” to close the
window.
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7.3 Re-installing the NAS Unified Firmware

7.3.1 Re-installation Procedure

A\ CAUTION

Perform this operation only when instructed.
If it is operated incorrectly, significant failures such as data loss might occur.

A\ CAUTION

To re-install the NAS Unified Firmware, the Cache write pending rate needs to meet the following
condition.
» The Cache write pending rate is less than or equal to 30%.

If the above condition is not met, see TROUBLESHOOTING SECTION “20.13 Common
Troubleshooting when NAS Modules are Installed”.
To check the Cache write pending rate, see MAINTENANCE PC SECTION “8. Monitoring”.

A\ CAUTION

Before re-installing the NAS Unified Firmware, check whether the EVS migration is completed

from the Controller to be re-installed. If it is not completed, perform the EVS migration to

the Controller that is not a re-installation target before the re-installation. If re-installation is

performed before completing the EVS migration, a significant failure of data loss occurs.

» When re-installing the NAS Unified Firmware in both Controllers, EVS migration is not required.

» To check the EVS status, see MAINTENANCE PC SECTION “6.3 Confirming the Node Status”.

* To perform the EVS migration, see MAINTENANCE PC SECTION “6.4.1 Migration before the
Maintenance Operations”.

1. Preparing for re-installation (deleting nodes from a cluster)
Delete the nodes from the target cluster before re-installation.
(1) Connect the Maintenance PC to the Controller on the other side of the one to be re-installed. For
the Maintenance PC connection, see “1.6.1 Attachment / Removal Procedure of Maintenance PC”.

(2) Log into the node on the connected Controller. For how to log into the node, see MAINTENANCE
PC SECTION “7.2 Logging into Node”.
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(3) Run “cluster-show -y” in the maintenance CLI and confirm the node to be deleted. The node to be
deleted is not the logged-in node. Make a note of ID and Node Name of the node to be deleted.
Running example of “cluster-show -y” and deletion targets are as shown below.

@ [c400-482002-1]$ cluster-show -y

Ethernet Mgmnt

ID Node Name Status FS Access Aggs Netwrk FC EVS IDs
1 G400-482002-1  ONLINE OK OK OK NA []
()|2 G400-482002-2 | ONLINE OK OK OK NA [0,1,2,3,4]

Cluster Communications Status:

Cluster Interconnect

From To=> Node 1 Node 2
Node 1 -= OK
Node 2 OK -

Management Network

From To=> Node 1 Node 2
Node 1 -= OK
Node 2 OK -=

@ : Logged-in node
@ : 1D and Node Name of the node to be deleted (make a note of Node Name and its ID different from
Node Name of the logged-in node.)

For the details of the cluster-show command, see MAINTENANCE PC SECTION “7.12
Displaying the NAS Module Status (cluster-show)”.

(4) Run “cluster-node-delete <node name> <node id>" in the maintenance CLI to delete the target
nodes. In <node name> <node id>, enter the values that you noted in Step (3).
For the details of the cluster-node-delete command, see MAINTENANCE PC SECTION “7.28
Deleting Clusters (cluster-node-delete)”.

(5) Log out of the node. For how to log out of the node, see MAINTENANCE PC SECTION “7.1.4
Logging out of the Node”.

(6) Remove the Maintenance PC. For how to remove the Maintenance PC, see “1.6.1.2 Removal
Procedure of Maintenance PC”.
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2. Connecting a Maintenance PC
Connect the Maintenance PC and the Storage System.
Connect the NAS Unified Firmware to the Controller on the reinstallation side.
¢ See “1.6.1 Attachment / Removal Procedure of Maintenance PC” to connect the Maintenance PC and
the Controller Board via LAN cables.

3. Inserting media
Insert the firmware media including the NAS Unified Firmware to be installed into the DVD drives of the
Maintenance PC.

4. Starting Maintenance Utility
(1) Start the Web Console referring to “1.6.2 Connecting to the Storage System”.
(2) Selecting the toolbar [Maintenance Utility] — [Hardware] — [Other Hardware Maintenance -**] in
the “Web Console” window displays the “Maintenance Utility” window.
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5. Re-installing NAS Unified Firmware
(1) Select [Menu]-[System Management]-[Install NAS Unified Firmware] in the “Maintenance Utility”
window.

NOTE: When NAS Unified Firmware is already installed, the NAS Unified Firmware is re-
installed.
If the NAS Unified Firmware is not installed, new installation of the NAS Unified
Firmware is performed. In that case, see Step 5. and the following in “7.1.1 New
Installation Procedure”.

Menu
fift Initial Setup Wizard

i Power Management

Edit Login Message
Select Cipher Suite
Update Certificate Files
fizl System Management Edit System Parameters
Force Release System Lock
Reboot GUM

Install NAS Unified Firmware
Boot System Safe Mode
Download System Dump
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(2) Java start
The displayed windows differ according to the JRE (Java Runtime Environment) versions.
In the case of JRE7 or JRES, go to Step (a).
In the case of JREG6, go to Step (b).

(a) Inthe case of JRE7 or JRES
* In the case of JRE7 or JRE8(a-1) The update of the Java application may be promoted.

Jawa Update Meeded

‘-,_i_,-' Your Java version is out of date.
L

2 Update (recommended)

Get the latest security update from java.com.

2 Block

Block Java content from running in this browser session.

< later
i Continue and you will be reminded to update again later.

Do not ask again until the next update is available.

When using Maintenance Utility with the Java you are using, click [Later]. If you check the
checkbox of [Do not ask again until the next update is available.] once and click [Later],
this window is not displayed from now on. When clicking [Update(recommended)] and
[Block], close the window of the Web browser and restart Maintenance Utility. When
checking the checkbox of [Do not ask again until the next update is available.] and selecting
[Update(recommended)] or [Block], Maintenance Utility cannot update the firmware. To
allow Maintenance Utility to update the firmware, execute the following procedures.
(i) Click [All Programs ([All apps] for Windows 10)]-[Java]-[Configure Java] from the [Start]
menu of Windows and start [Java Control Panel].
(i1) Click the [Security] tab of [Java Control Panel].
(iii) If the checkbox of [Enable Java content in the browser] in the [Security] tab is checked,
uncheck it once and click the [Apply] button.
(iv) Check the checkbox of [Enable Java content in the browser] and click the [Apply] button.
(v) Click the [OK] button of [Java Control Panel] to close the window.
(vi) Restart Maintenance Utility.

NOTE: When changing the Java setting in [Java Control Panel], a message like “Java Plugin
settings changed” may be displayed. If such message is displayed, click the [OK]
button.
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» When the message “Do you want to Continue?” is displayed, click the [Continue] button.

NOTE: This window may not be displayed.

Security Warning @

Do you want to Continue?
The connection to this website is untrusted.

/ ! : Website: https://10.213.55.176:443

MHote: The certificate is not valid and cannot be used to verify the identity of this website.
More Information

» When the message “Do you want to run this application?” is displayed, check [I accept the

risk and want to run this application.] and click the [Run] button.
Go to Step (4).

NOTE: This window may not be displayed.

Security Wamning

=

Do you want to run this application?

Name: com.hitachi.omega.microupdate.MicroU ...

' Publisher: Hitachi, Ltd.
/e )

Locations: https://10,213.55.176
Launched from downloaded JNLP file

Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal

information at risk. The information provided is unreliable or unknown so itis recommended not to
run this application unless you are familiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
Mare Information

Select the box below, then click Run to start the application

) e e o WA S Ao

NOTE: When the “Application Blocked by Java Security” or “Application Blocked by

Security Settings” window is displayed, refer to TROUBLESHOOTING SECTION
“3.28.1.1 Troubleshooting Related to Installation and Upgrade” and register the
storage system in the exception site.

After the registration, perform the procedure of FIRMWARE SECTION “3.3.2
Updating Firmware of the Storage System” again.
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(b) In the case of JRE6
» When the message “The web site’s certificate cannot be verified. Do you want to continue?” is
displayed, click the [ Yes] button.

NOTE: This window may not be displayed.

‘Warning - Security @

The web site's certificate cannot be verified. Do you 1
want to continue?

Name: 10.213.74.142

Publisher: UNKMOWN

[] Always trust content from this publisher.

[ ]
\!/ The certificate cannat be verified by a trusted source. More Information....
.

« When the message “The application’s digital signature has been verified. Do you want to run
the application?” is displayed, check [Always trust content from this publisher.] and click the
[Run] button.

Go to Step (4).

NOTE: This window may not be displayed.

Security Information @
The application’s digital signature has been verified. «
Do you want to run the application? =2
Name: Java Application.

Publisher: Hitachi, Ltd.

Always trust content from this publisher,

Cancel

This application will run with unrestricted sccess vhich may put
your personal information at risk. The publisher's identity has been Mare Information...
verified. Run this application only if you trust the publisher.

(3) When selecting Install NAS Unified Firmware, the performance confirmation message is displayed
for re-installation. To re-install only one controller, confirm that the node is deleted in Step 1, and
then click [OK] button.

Warning

& Re-installing the MAS unified firmware needstarget nodes to be removed from the
— NAS cluster.

To werify the configuration of the NAS cluster and nodes, click [Cancel] and use
MAS Manager.
To continue, click [OK].
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“4)

“Re-install NAS Unified Firmware” window is displayed. Click the [Browse...] button, and select

the NAS Unified Firmware file (“nas_firmware\nas-factory-<version>.load” in the media) to be
installed, and then click the [ Apply] button.

NOTE: ¢ The installation location cannot be selected.

* Check that the displayed current firmware version and the NAS Unified Firmware
file version to be installed (<version> part of the file name) are matched.

Install NAS Unified Firmware
Ta install the HAS unified firmuar

& setthe required infarmation for the installation
When the setting is co

mplete, verify the setting, and then click [Apply].
Curment \ersion

CTLI: 12.3.4667 80
CTL2: 12.3.4567 80

I Bromse I
Selected Version : -

ik}

Firmuare File Mame:

Target Controller Board

I~ (& Forsibly run without safety shecks

(5) The confirmation message of the NAS Unified Firmware re-installation is displayed. Check the
Controller to re-install the firmware and click the [OK] button.

Information

(@) The NAS unified firmware will be installed on CTL1 again.
To continue, click [Ok].

36261-209001

(6) Re-installation of the NAS Unified Firmware starts. The re-installation of the NAS Unified
Firmware is performed only for the target Controller.

NOTE: The NAS Unified Firmware re-installation time is about 30 minutes as a standard
(about 200 minutes in maximum).

Install NAS Unified Firmware

Install Progress

\i Transter NAS unified fimnare file

L Install NAS unified firmmare
e
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(7) When the installation completion message is displayed, click the [OK] button to terminate.

Information

6) The NAS unified firmware has been installed.

Wiait for a while, and then log in.

6. EVS Migration after Completing Re-installation
After completing the reinstallation, perform the EVS migration so that the migrated EVS gets back to the
original status.
For how to migrate EVS, see MAINTENANCE PC SECTION “6.4.2 Migration after the Maintenance
Operations”.
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7.3.2 Restoration Procedure When a Failure Occurs During Re-Installation

If a failure occurs while re-installing the NAS Unified Firmware, see “7.1.2 Restoration Procedure When
a Failure Occurs During New Installation” to restore the failure.
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