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Disposal

This symbol on the product or on its packaging means that your electrical and electronic equipment should be disposed at the end of life
separately from your household wastes.

There are separate collection systems for recycling in the European Union. For more information, contact the local authority or the dealer
where you purchased the product.

Recycling
A nickel-metal hydride battery is used in the Cache Backup Battery.

A nickel-metal hydride battery is a resource that can be recycled. When you want to replace the Cache Backup Battery, call the service
personnel. They will dispose of it for you. This nickel-metal hydride battery, which is designated as recycling product by a recycling promotion
low, must be recycled.

The mark posted on the Cache Backup Battery is a three-arrow mark that indicates a recyclable part.
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Preface

Intended audience
This document is intended for Hitachi Vantara representatives and authorized service
providers who install, configure, or operate storage systems.

This document is intended for customers inquiring about the features and specifications
of the storage system.

Readers of this document should be familiar with the following:
= Data processing and RAID storage systems and their basic functions.

* The operating system and web browser software on the system hosting the storage
management software.

Document conventions

This document uses the following typographic conventions:

Convention Description
Bold = Indicates text in a window, including window titles, menus,
menu options, buttons, fields, and labels. Example:
Click OK.

* Indicates emphasized words in list items.

Italic = Indicates a document title or emphasized words in text.

* Indicates a variable, which is a placeholder for actual text
provided by the user or for output by the system. Example:

pairdisplay —-g group

(For exceptions to this convention for variables, see the entry for
angle brackets.)

Monospace Indicates text that is displayed on screen or entered by the user.
Example: pairdisplay -g oradb

Preface
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Changes in this revision

Convention Description
<>angle Indicates variables in the following scenarios:
brackets

= Variables are not clearly separated from the surrounding text or
from other variables. Example:

Status—<report-name><file-version>.csv

= Variables in headings.

[1square Indicates optional values. Example: [ a | b ] indicates that you can
brackets choose a, b, or nothing.
{} braces Indicates required or expected values. Example: { a | b } indicates

that you must choose either a or b.

| vertical bar Indicates that you have a choice between two or more options or
arguments. Examples:

[ a | b]indicates that you can choose a, b, or nothing.

{a | b}indicates that you must choose either a or b.

This document uses the following icons to draw attention to information:

Icon Label Description
E Note Calls attention to important or additional information.
Tip Provides helpful information, guidelines, or suggestions for
performing tasks more effectively.
Caution Warns the user of adverse conditions and/or consequences
(for example, disruptive operations, data loss, or a system
crash).
WARNING Warns the user of a hazardous situation which, if not
avoided, could result in death or serious injury.

Changes in this revision

= Added physical, electrical, and environmental specifications for new service processor
hardware with Microsoft Windows 10 Enterprise.

» Updated diagrams in Operating the physical SVP in a non-bridged network
configuration.

Preface
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Conventions for storage capacity values

Conventions for storage capacity values

Physical storage capacity values (for example, disk drive capacity) are calculated based

on the following values:

Physical capacity unit

Value

1 kilobyte (KB)

1,000 (103) bytes

1 megabyte (MB)

1,000 KB or 1,0002 bytes

1 gigabyte (GB)

1,000 MB or 1,0003 bytes

1 terabyte (TB)

1,000 GB or 1,000% bytes

1 petabyte (PB)

1,000 TB or 1,000° bytes

1 exabyte (EB)

1,000 PB or 1,000° bytes

Logical capacity values (for example, logical device capacity, cache memory capacity) are

calculated based on the following values:

Logical capacity unit Value
1 block 512 bytes
1 cylinder Mainframe: 870 KB
Open-systems:
= OPEN-V: 960 KB
= Others: 720 KB
1 KB 1,024 (279) bytes
1 MB 1,024 KB or 1,0242 bytes
1GB 1,024 MB or 1,0243 bytes
1TB 1,024 GB or 1,024% bytes
1PB 1,024 TB or 1,024 bytes
1EB 1,024 PB or 1,024° bytes

Service Processor Technical Reference 11



Accessing product documentation

Accessing product documentation

Product user documentation is available on Hitachi Vantara Support Connect: https://
knowledge.hitachivantara.com/Documents. Check this site for the most current
documentation, including important updates that may have been made after the release

of the product.

Getting help

Hitachi Vantara Support Connect is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara
Support Connect for contact information: https://support.hitachivantara.com/en_us/

contact-us.html.

Hitachi Vantara Community is a global online community for Hitachi Vantara customers,
partners, independent software vendors, employees, and prospects. It is the destination
to get answers, discover insights, and make connections. Join the conversation today!
Go to community.hitachivantara.com, register, and complete your profile.

Comments

Please send us your comments on this document to
doc.comments@hitachivantara.com. Include the document title and number, including
the revision level (for example, -07), and refer to specific sections and paragraphs
whenever possible. All comments become the property of Hitachi Vantara Corporation.

Thank you!

Preface
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Chapter 1: SVP overview

The Service Processor (SVP) provides out-of-band configuration and management of the
storage system, and collects performance data for key components to enable diagnostic
testing and analysis.

The SVP is available as a physical (bare-metal) 1TU management server or as a 64-bit
software application provided by Hitachi Vantara. The physical SVP server and the SVP
software applications are supported in the environments shown in the following table.

For the latest interoperability updates and details, see the SVP (Service Processor) OS and
Hypervisor support for Gx00, Fx00 report at https://support.hitachivantara.com/en us/
interoperability.html.

Table 1 Service processor (with Windows 10 Enterprise)

Notes and
Server/virtual Minimum SVP additional
Operating system machine version requirements

Windows 7
Professional

VMware ESXi 6.0.0 | 88-01-02-x0/00 -

KVM on Oracle 88-01-02-x0/00"

Linux 7.2

(3.8.13-98.7.1.el7ue
k.x86_64, gemu-
kvm-1.5.3-105.el7.x

86_64)
Windows 7 VMware ESXi 88-01-02-x0/00"
Professional Service | 6.0.0(Update 2)
Pack 1 Cluster

Windows 2012 r2

Microsoft Hyper-V
Server 2012 R2

88-01-02-x0/00"

Windows 10 Microsoft Hyper-V | 88-01-02-x0/00"
Enterprise Server 2012 R2
Note:

Trx" of SVP version shows model, '6' is "VSP G900 and VSP F900" or "VSP G700 and VSP

F700" or "VSP G370 and VSP F370, '2' is "VSP G350 and VSP F350".

Chapter 1: SVP overview
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Table 2 Service processor (with Windows 7)

Server/virtual Minimum SVP Notes and additional
Operating system machine version requirements
Windows 7 Bare metal 83-01-03-x0/00 | -

Professional

installation (see
requirements)

VMware ESXi 6.0.0

83-03-02-x0/00

KVM on Oracle
Linux 7.2

83-03-23-x0/00

OS kernel version for
Oracle Linux:
3.8.13-98.7.1.el7uek.x8
6_64

OS kernel version for
KVM: gemu-
kvm-1.5.3-105.el7.x86 _
64

Windows 7
Professional Service
Pack 1

VMware ESXi 6.0 U2

83-03-23-x0/00

Cluster is supported.

Windows Server
2012

Bare metal
installation (see
requirements)

VMWare ESXi 6.0 U2

83-01-03-x0/00

Windows Server
2012 R2

Bare metal
installation (see
requirements)

83-01-03-x0/00

Hyper-V Server
2012 R2

VMWare ESXi 6.0 U2

83-04-02-x0/00

Windows 10
Professional

Bare metal
installation (see
requirements)

83-04-02-x0/00

Windows 10
Enterprise

Bare metal
installation (see
requirements)

Microsoft Hyper-V
Server 2012 R2

83-04-02-x0/00

Windows Server
2016

Bare metal
installation (see
requirements)

83-04-27-x0/00

83-04-47-x0/00

Chapter 1: SVP overview
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The bare metal servers must meet the following requirements.

ltem Specification

Processor: One core with hyper-threading, two cores
without hyper-threading

Processor performance comparable to
Celeron 1.6 GHz

Random-access memory: 3.5 GB per storage system
Hard drive capacity: 120 GB per storage system
LAN connection: One 1000Base-T

The following table lists SVP VM requirements.

Corresponding SVP guest
VM platform Requirements os

ESX Server VMware ESXi server 6.0 SVP Guest OS (maximum

Two quad core processors, one DKC per SVP guest OS)

Intel Xeon 2.29 GHz Two virtual CPUs
One port network interface | One virtual network
card (NIC) adapter

32 GB RAM 4 GB RAM

120 GB disk space

Linux KVM Server Oracle Linux 7.2 Same as ESX Server

Two quad core processors,
Intel Xeon 2.29 GHz

One-port NIC
128 GB RAM

Hyper-V Server Hyper-V server 2012 R2 Same as ESX Server

Two quad core processors,
Intel Xeon 2.29 GHz

One port NIC
32 GB RAM

Chapter 1: SVP overview

Service Processor Technical Reference 15



a Note: Only one storage array (DKC) can be managed per SVP software
instance. Only one SVP software instance can be installed per OS instance.
However, multiple virtual machines that each run their own OS/SVP software
instance can be installed on a physical server. Other software is not
supported when run in the same OS instance with the SVP software.

Chapter 1: SVP overview

Service Processor Technical Reference

16



Chapter 2: Physical SVP (Windows 7) hardware
description

The physical SVP with Windows 7 operating system is provided by Hitachi Vantara. The
physical SVP is a 1TU management server that attaches to each VSP disk controller (DKC).
The following sections describe the front and rear panels of the Hitachi Vantara-supplied
physical SVP, along with the physical, electrical, and environmental specifications.

SVP front panel

The front panel of the physical SVP is equipped with LEDs, a reset button, and a power

5 Ci) 5
1

|
£ & O
O 0 0 O O

Table 3 SVP (Windows 7) front panel

v,
e

&
O

ltem Description

1 LEDs. From left to right, the LEDs are:
= BMC Heartbeat

* LANcard?2

= LANcard1

= Hard drive

= System standby power

2 Reset button.

3 Power button. Applies power to or
removes power from the SVP.

Chapter 2: Physical SVP (Windows 7) hardware description
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SVP rear panel

SVP rear panel

The only ports used at the rear panel of the physical SVP are the power socket and the
four LAN ports. The following ports connect to your IP network, the management
console PC, and the user LAN port on each storage system controller.

o -

Table 4 SVP (Windows 7) rear panel

Item

Description

Power socket. Attach the power cable
supplied with the SVP.

Four LAN ports arranged as follows:
LAN3 LAN4
LAN1T LAN2

These ports connect to your IP network,
the management console PC, and the user
LAN port on each storage system
controller.

a Note: After the Initial Startup Wizard is run, the SVP can be used in non-
bridge mode. In this mode, the cables can be removed from SVP ports LAN3
and LAN4 and attached to switches. For more information, contact customer

support.

Service processor (Windows 7) hardware specifications

The following table lists the hardware specifications for the service processor (SVP)

provided by Hitachi Vantara.

Caution: The SVP is not supported in high-temperature environments. Do not
operate it in locations with temperatures above 40°C.

Chapter 2: Physical SVP (Windows 7) hardware description

Service Processor Technical Reference 18



Physical SVP (Windows 7) electrical specifications

Item

Specification

Dimensions

Height: 1.7 inches (43 mm)
Width: 17.2 inches (437 mm)
Depth: 14.5 inches (369 mm)
Weight: 14 Ibs (6.4 kg)

Processor

Celeron G1820 2.7-GHz 2M, 2C, 2T

= Cores: 2

= Instruction set: 64-bit

= SmartCache: 2 MB

* Maximum memory size: 32 GB

* Memory types: DDR3-1333,
DDR3L-1333 @ 1.5V

Memory

8-GB RAM DDR3

Hard drive

27TB

Network interface card

x4 ports (on-board NIC) +
x1 IPMI (BMC) port

Fans

2 x 4-cm 4-pin PWM fans

Operating system

Windows Embedded Standard 7

Physical SVP (Windows 7) electrical specifications

The following table lists the electrical specifications for the physical SVP supplied by

Hitachi Vantara.

Item

Specification

Rated AC voltage

100-240V, 50-60 Hz, 4.2 - 1.8A

Power supply

350 W AC power supply with PFC

AC voltage

100-240V, 50-60 Hz, 4.2 - 1.8 Amp

Power supply safety / EMC

= USA- UL listed, FCC
= (Canada - CUL listed
= Germany - TUV Certified
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Physical SVP (Windows 7) environmental specifications

ltem Specification
= Europe/CE Mark
= EN 60950/IEC 60950-Compliant

MFT p-code Description watts

MBD-X10SLM+-LN4F-O | Single-socket H3 (LGA |20 W
1150) / 32-GB DDR3
ECC 1600 MHz / 6x

SATA / 4x GbE

CSE-512F-350B Two 350 W 3.5-inch 26.4 W
internal drive bays

CM8064601483405 Intel Celeron G1820 2.7 | 53 W
Ghz 2M tray

OF11000 3.5-inch254mm2TB |9.1W
32 MB 7200 RPM

KVR16E11S8 4 GB 1600 Mhz DIMM [ 4.05W
SR x8 with TS Kingston
F
Total 112.55W

VA is 140.69, with a 0.8 power factor.

A a
E Note: The measurements are not kilo values.

Physical SVP (Windows 7) environmental specifications

The following table lists the environmental specifications for the physical SVP supplied by
Hitachi Vantara.

Item Specification

Operating temperature 41°F ~ 95°F
(5°C~35°C)

Non-operating temperature range -40°F ~ 140°F
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Physical SVP (Windows 7) environmental specifications

(-40°C ~60°Q)

Operating relative humidity range 8% ~ 90% (non-condensing)

Non-operating relative humidity range 5% - 95% (non-condensing)

Chapter 2: Physical SVP (Windows 7) hardware description

Service Processor Technical Reference 21



Chapter 3: Physical SVP (Windows 10
Enterprise) hardware description

The physical SVP with Windows 10 Enterprise operating system is provided by Hitachi
Vantara. The physical SVP is a TU management server that attaches to each VSP disk
controller (DKC). The following sections describe the front and rear panels of the Hitachi
Vantara-supplied physical SVP, along with the physical, electrical, and environmental
specifications.

SVP front panel

The front panel of the physical SVP with Windows 10 Enterprise operating system is
equipped with LEDs, a reset button, and a power button.

ONONO,

Table 5 SVP (Windows 10 Enterprise) front panel

Item Description

1 LED (Left to Right):
= N/A

= LANcard?2

= LAN card 1

= Hard drive

= System standby power

2 Reset button

3 Power button
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SVP rear panel

SVP rear panel

The only ports used at the rear panel of the physical SVP are the power socket and the
four LAN ports. The following ports connect to your IP network, the management
console PC, and the user LAN port on each storage system controller.

Table 6 SVP (Windows 10 Enterprise) rear panel

ltem Description
1 Management (DKC CTL1) - LAN3 port
2 Management (DKC CTL2) - LAN4 port
3 Maintenance - LAN2 port
4 Management (User) - LAN1 port

5 Note: The SVP running Windows 10 operating system does not provide an
option to disable Spanning Tree Protocol (STP). If your network has BPDU
enabled to prevent loops, connect the user LAN port on controllers 1 and 2 to
an Ethernet switch that is also connected to the LAN1 port on the SVP.

a Note: After the Initial Startup Wizard is complete, the SVP can be used in non-
bridge mode. In this mode, the cables can be removed from SVP ports LAN3
and LAN4 and attached to switches. For more information, contact customer
support.

Service Processor (Windows 10 Enterprise) hardware
specifications

The following table lists the hardware specifications for the service processor (Windows
10 Enterprise) provided by Hitachi Vantara.
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Physical SVP (Windows 10 Enterprise) electrical specifications

ltem Specification

Dimensions Height: 1.7 inches (43 mm)
Width: 17.2 inches (437 mm)
Depth: 9.8 inches (249 mm)
Weight: 10 Ibs (4.5 kg)

Processor Intel N3710 Pentium processor 4C/4
threads 1.6 GHz 2M cache, 6W

Memory 2 x4 GB DDR3 1600MHz
Storage media 1 TB 5400 RPM SATA HDD
LAN/Network interface card 1-GbE x 4 ports (on-board NIC)

x1 IPMI (BMC) port

Fans 2 x 4028 mm 13KPRM 4-pin PWM fans
Operating system Windows 10 Enterprise
Maximum temperature Up to 40° C (104° Fahrenheit)

The SVP is supported in high-temperature
environments. Do not operate in any
location with temperatures above 40°C
(104° Fahrenheit).

Physical SVP (Windows 10 Enterprise) electrical
specifications

The following table lists the electrical specifications for the physical SVP supplied by
Hitachi Vantara.

ltem Specification
Rated AC voltage 100-240V, 50-60 Hz, 4 - 2A
Power supply 200 W AC power supply
AC voltage 100-240V, 50-60 Hz, 4 - 2 Amp
Power supply safety / EMC = USA- UL listed, FCC
= Canada - CUL listed
= Germany - TUV Certified
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Physical SVP (Windows 10 Enterprise) environmental specifications

ltem Specification
= Europe/CE Mark
= EN 60950/IEC 60950-Compliant

Physical SVP (Windows 10 Enterprise) environmental
specifications

The following table lists the environmental specifications for the physical SVP supplied by
Hitachi Vantara.

ltem Specification
Operating temperature 41°F ~ 104°F
(5°C ~ 40°C)
Non-operating temperature range -40°F ~ 158°F

(-40°C ~ 70°C)

Operating relative humidity range 8% ~ 90% (non-condensing)

Non-operating relative humidity range 5% - 95% (non-condensing)
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Chapter 4: Installing the Hitachi Vantara-
supplied SVP

Hitachi Vantara provides a 1U SVP for use with the VSP Gx00 models and VSP Fx00
models. The SVP operates independently from the storage system's CPU and operating

system.

The SVP provides out-of-band configuration and management of the storage system, and
collects performance data for key components to enable diagnostic testing and analysis.
The SVP runs the Windows Embedded Standard 7 or 10 Enterprise operating system, and
is installed above the controller and drive trays in the rack.

Important: The Hitachi Vantara-supplied SVP can only be installed, upgraded,
or replaced by a Hitachi Vantara representative or an authorized service
provider. Contact a Hitachi Vantara representative for more information
about installing, upgrading, or replacing a Hitachi Vantara-supplied SVP.

Physical SVP network configuration

In networking terms, a network bridge is software or hardware that connects two or more
networks so that they can communicate. For the physical SVP, a network bridge
configures the three local-area network (LAN) ports on the SVP using the Bridge
Connections setting in the Windows operating system. This configuration requires an
external switching hub.

The following figure shows the physical SVP in a bridged network configuration.

a Note: The Hitachi Vantara-supplied server running the Windows operating
system cannot be used with the storage system if it belongs to different
subnets, and if a router or a firewall is filtering packets according to a defined
condition. There is not a limit for distance between the server running the
SVP application and the storage array being managed if they belong to the
same subnet.
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Physical SVP LAN port assignment

B Networkdiagram Hi-Track Center@San Diego

User's management

| e
[—siwer & -
alert servers
User PC
(SNMP, syslog etc) ) &—J Internet
IT\ NICO (192.168.0.200) If

User's mgmt network?
192.168.0.xxx/24

SVP (Win 0s)
to user's mgmt LAN _
: b'°°k BN LAN2 is used by CE for SVP

through a network .
Lo On-board NIC maintenance and by user for
bridge on SVP. e | Bridge

| (192.168.0.15) initial startup.
7| | ;) | r710.0.0.100/24

LANL| 31 41 21 MPC Program
Three IP addresses I/ = = i -

are required for user Management: 10.0.0.15/24 == s
MPC (for CE)

management LAN 192.168.0.1
(bridge + CTL1& CTL2).
One IP address is
required for physical
port.

Maintenance:
10.0.0.16

P

VSP DKC

The following figure shows a physical SVP in non-bridged environment.

SVP rear panel | —

HEHEHEEERH

Customer network swilch

User LAN port
(CTL1)

User LAN port
(CTL2)

[ s ) R ]

L

For information about configuring an SVP for a non-bridged network environment, see
Operating the physical SVP in a non-bridged network configuration (on page 35).

Physical SVP LAN port assignment

The LAN port assignments on the physical SVP should match the ones in the following
figure.

The IPMI port is an IPMI-dedicated port connected to the BMC in the SVP and is invisible
from the Windows operating system. For security reasons, the IPMI port cannot be
enabled in BIOS setting and is not supported for the SVP.
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IPMI port
{not supported)

=

Default IP

> TO: DKCCTL1

TO: User's management

network

Default IP address settings

TO: DKCCTL2

1 LAN1/3/4 consists
' of a bridge

TO: MPC for SWP
maintenance and
user PC for IST

address settings

The physical SVP is pre-configured with a default IP addresses and bridge the LAN 1/3/4.

The user connects to the SVP using the IP address 192.168.0.15 for LAN1/3/4 ports
(management) or 10.0.0.100 for LAN2 port (maintenance), respectively.

Port | Name of NIC Connected Default IP IP address Notes
to address after bridge
(user can change .
a NIC name) IS .
configured

LAN | Management Management | N/A (DHCP) 192.168.0.15 | Part of

1 (User) LAN 124 bridge. IST
uses
LAN1/3/4 or 2
ports for
Remote
Desktop
Protocol
(RDP).

LAN | Maintenance MPC or User |[10.0.0.100/2 | <-- Not a part of

2 PC 4 bridge. IST
uses
LAN1/3/4 or 2
ports for RDP.

LAN | Management DKC CTL1 N/A (DHCP) 192.168.0.15 | Part of the

3 (CTL1) /24 bridge.

LAN | Management DKC CTL2 N/A (DHCP) 192.168.0.15 | Part of the

4 (CTL2) 124 bridge.

IPMI | N/A User PC N/A <-- Not

(disabled) supported

(user's
discretion)
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Installing a physical SVP

Installing a physical SVP

The following describes how to install the physical SVP into a rack and configure it for
your network environment.

Caution: The physical SVP (Windows 7) is not supported in high-temperature
environments. Do not operate the SVP at temperatures above 95°F (35°C).

Caution: The SVP (Windows 10) is supported in high-temperature
environments. Do not operate the SVP at temperatures above 104°F (40°C).

Mounting the physical SVP

The physical SVP has a depth of 14.5 inches (369 mm). The 4U CBL controller and dense
intermix drive tray (DB60) have a depth of 34.1 inches (865 mm) and 33.9 inches (860
mm), respectively.

If the SVP is rack-mounted between a CBL and dense intermix drive tray, as shown in the
following figure, there is not enough space to access the rear I/0 panel of the SVP.

| DBS/DBL/DB60 |

DBS {d=528.1mm)
<Front> DBL (d=528. 1mm] <Rear>

DB60 (d=860mm)

CBL{¢=865mm) 7 Rear 1/O panel layout of SVP

________________________________

a) Bad example of rack-mounting
with SVP

To verify that the SVP can be accessed for maintenance:
* Locate the SVP at the top of the rack or above the system.

» |If a small form factor drive tray (DBS) or dense intermix drive tray (DB60) is added at
the top of the rack, prepare a 1U space between the system and the small form
factor, large form factor, and dense intermix drive trays.
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Choosing a mounting location

DBS/L (d=528.1mm) or

DB60 (d=860mm)
Fee space ‘
[SVP(d=369] .| )
| DBS/DBL/DBE0 | | DBS/DBL/DBEO |
<Front> <Rear> <Front> <Rear>
DB6&0 {d=860mm) DB6&0 {d=860mm)
CBL {d=865mm) CBL {d=865mm)
b1) Good example of rack-mounting b2) Good example of rack-mounting
with SVP with SVP

Choosing a mounting location

Mounting the physical SVP appropriately in the rack is critical to ensure optimum
performance.

Procedure
1. Install the physical SVP in the top bay of the rack or as close to the top bay as
possible.
2. Leave approximately 25 inches in front of the rack to enable you to open the front
bezel.
3. Leave approximately 30 inches of clearance in the back of the rack to allow for
sufficient airflow and ease in servicing.

Installing the inner rail extension

The physical SVP contains two rack rail assemblies. Each assembly consists of an inner
fixed chassis rail that secures directly to the SVP chassis, and an outer fixed rack rail that
secures directly to the rack itself.

The physical SVP includes chassis ears that you must remove before installing the rails.

Procedure

1. Remove the chassis ears.
a. Locate and remove the three screws holding the chassis ear in place.
b. Repeat with the other chassis ear.
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Installing the outer rails to the rack

Phillips head
M4 x 4 mm
(0.157)

Find the Front marking on the rails, and then orient the rails appropriately for
attaching to the SVP chassis.

Screw the internal racks onto the SVP chassis using the four large screws and the
two small screws.

Repeat steps 2 and 3 for the inner rail extension on the other side of the SVP
chassis.

Installing the outer rails to the rack

The outer rails that secure the physical SVP directly to the rack.

Procedure

1.

Attach the short bracket to the outside of the long bracket.
You must align the pin with the slide.

Using the directions on the rails, orient the rails so that the front of the rail faces the
front of the rack. Adjust both the short rail and long rail to the proper distance, so
that they fit snugly into the rack. Then insert two small screws and two large M5
screws into the threaded holes in the slide area on the rails, as shown in the
following figure, to prevent the rails from moving.

Secure the long outer rail to the vertical rail at the front of the rack using a washer
and an M5 screw on one side of the rail and a safety nut on the other side. Then
connect the short outer rail to the vertical rail at the rear of the rack using another
washer and M5 screw.
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Installing the physical SVP into the rack

Small screws Large screws
(front)

Large screws
(back)

» /P P e P

" Large screws —

4. Repeat steps 1 through 3 for the other outer rail.

Installing the physical SVP into the rack

After the inner and outer rails are attached to the physical SVP, the SVP can be installed
in a rack.

Before you begin
Confirm the following:
* The inner rails are attached to the SVP enclosure.

* The outer rails are attached to the rack.

Procedure

1. Align the SVP enclosure inner rails with the front of the horizontal outer rails on the
rack.

2. Slide the SVP enclosure inner rails into the outer rails on the rack, keeping the
pressure even on both sides.

If necessary, press the locking tabs when inserting.

When the SVP enclosure is pushed completely into the rack, the locking tabs snap
into the locked position.
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Connecting to the physical SVP

Connecting to the physical SVP

All port connections to the physical SVP are located at the rear of the SVP.
The management console must be able to access the SVP. Use Category 5 or higher
Ethernet cables to connect to SVP.

% Note: The SVP running Windows 10 operating system does not provide an
option to disable Spanning Tree Protocol (STP). If your network has BPDU
enabled to prevent loops, connect the user LAN port on controllers 1 and 2 to
an Ethernet switch that is also connected to the LAN1 port on the SVP.

Procedure

1. Connect the LAN1 port to a switch on your IP network.

Note: If your network uses IP addresses 192.168.0.15-17, do not connect
the LAN1 port to your switch until after you complete the Initial Startup.

2. Connect the LAN2 port to a management console PC.
Typically, this is a notebook PC.
3. Connect the LAN3 port to the user LAN port on storage system controller 1.
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Turning on power to the physical SVP

4. Connect the LAN4 port to the user LAN port on storage system controller 2.

After you connect the physical SVP, you can set up an encrypted Secure Sockets
Layer (SSL) connection between the storage system and the SVP.

a Note: The creation of private and public keys requires a dedicated
program, OpenSSL. OpenSSL is installed along with Storage Navigator
but not allowed to be used for different purposes. To use OpenSSL for
SSL communication settings, download one from the OpenSSL website
(http://www.openssl.org/).

For more information, see the Service Processor Technical Reference.

Turning on power to the physical SVP

When turning on the power to the physical SVP, use only the power cable supplied with
the SVP. Do not use a power cable designed for another device.

Procedure

1. Attach the supplied power cable to the power socket on the rear panel of the
physical SVP.
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Operating the physical SVP in a non-bridged network configuration

2. Plug the other end of the power cable into an AC power source.

After you turn on the power, you can change the physical SVP configuration from a
bridged network connection to a non-bridged network connection if BDPU guard is
enabled in your networking environment.

Operating the physical SVP in a non-bridged network configuration

If BPDU is enabled in your network environment, use the following non-bridged
configuration. This configuration disables the SVP's internal bridge, and allows you to
connect the Ethernet cables from the User LAN port on CTL1 and CTL2 to the Ethernet
switch.

Procedure

1. Connect a PC to the LAN2 port on the SVP.
2. Log on to the SVP using the Remote Desktop Connection:

a. Configure the PC to use an IP address of 10.0.0.xxx, where xxx = 1-99 or
101-254, and a subnet mask of 255.255.255.0.

b. Click Start > All Programs, and then select Accessories > Remote Desktop
Connection.

In the Computer field, type 10.0.0.100 and click Connect.

d. Inthe Windows Security screen, type svP-pPC\SVP in the top field and raid-
login in the bottom field.

e. Click OK.
f. If prompted that the identity of the remote computer cannot be verified, click
Yes to continue.
3. Inthe Remote Desktop Connection window, select Control Panel > Network and
Sharing Center.
4. Click Change adapter settings.
5. Right-click the network bridge icon, and then click Disable.

The SVP internal bridge is now disabled.
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Operating the physical SVP in a non-bridged network configuration

ﬁ Metwork Connections

Gl.; ;I‘? |£*l = Control Panel = Metwork and Internet = Mebwork Connections -

Organize *  Disable this network device  Diagnose this connection  Rename this conr

Metwork Bridge

-~ | @ Disable

Diagnose

Creakte Shortcuk
' Delete
' Rename

'&' Properties

6. Remove the Ethernet cables from SVP ports LAN3 and LAN4, and attach them to the
Ethernet switches.

The following figure shows a CBSS and CBSL storage system in a non-bridged
environment.

SVP rear panel | I —
User LAN port \
(CTL1)
.ilﬂ

Customer network switch

User LAN port
(CTL2)

The following figure shows a CBLM and CBLH storage system in a non-bridged
environment.
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Setting the SVP date, time, and time zone settings

SVP rear panel

User LAN port

(CTL2)

HHHH

Customer network switch

User LAN port
(CTL1)

Setting the SVP date, time, and time zone settings

Use the management console PC to set the SVP date, time, and time zone according to
the local time of the location of the installed SVP. You specify these settings using the
Windows 7 operating system running on the SVP, and then specify the same settings in
the maintenance utility.

Before you begin
= Verify the management PC is connected to the LAN2 port on the SVP.

= Verify the PC establishes a Remote Desktop Connection to the SVP.

= Confirm the Management Utility window opens on the PC.

Procedure

1. In the desktop, click the Start button, and then click Control Panel.
2. C(lick Clock, Language, and Region.
3. Click Date and Time.
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Setting the SVP date, time, and time zone settings

EE Date and Time

Date and Time I.D.dditional Clacks | Internet Time
Date:
Tuesday, March 24, 2015

Tirne:
12:28:42 AbA

‘ @'Changegate and time... I’

Tirme zane

(UTC) Coordinated Universal Time

Change tirme zone.., |

Daylight Saving Time is not obsersed by this tirme zone,

Get rmore time zone information online

Howy do [ set the clock and time zone?

(o] 4 Cancel Ay

4. Click Change date and time.
5. Set the year, month, day, and time, and then click OK.

ﬁ Date and Time Settings
Set the date and time:

Date:

Su ko Tu e Th Fr Sa
P i gk P e 22
1 2 3 4 5 6 7T
g 9 10 11 12 13 14
15 16 17 18 19 20 21
22 2h2n 27 24

29 30 33 1 2 3 4 123317 AME

Change calendar settings

Ok | Cancel

6. Inthe Date and Time tab, click Change time zone.
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Setting the SVP date, time, and time zone settings

EE Date and Time

Date and Time I.D.dditional Clocks | Internet Time

Date:
Tuesday, March 24, 2015

Tirne:
12:28:42 AbA

'@ Change date and time... |

Tirme zane

(UTC) Coordinated Universal Time

Change tirme ;oneD

Daylight Saving Time is not obsersed by this tirme zone,

Get rmore time zone information online

Howy do [ set the clock and time zone?

oK | Cancel | Apply. |

J Note: Set the SVP date, time, and time zone according to the local time
of the location of the installed SVP.

7. Select a UTC time zone from the drop-down list, and then click OK.
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Setting the SVP date, time, and time zone settings

Set the time zone:

Tirne zane:

‘ Time Zone Settings |

(UTC) Coardinated Universal Tirme

(UTC) Dublin, Edinburgh, Lisbon, Londan
(UTC) Monrowia, Reykjavik

(UTC+01:00) Brussels, Copenhagen, Madrid, Paris
(UTC+01:00) Sarajevo, Skopje, Warsaw, Zagreb
UTC+01:000 Widest Central Africa

—{(UTC+0L:00) Windhoek

(UTC+02:000 Amiman

(UTC+02:00) Athens, Bucharest, Istanbul
(UTC+02:00) Beirut

(UTC+02:000 Cairo

(UTC+02:00) Damascus

(UTC+02:000 Harare, Pretoria
(UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Wilnius
UTC+02:00% Jerusalern

(UTC+02:00) Minsk

(UTC+03:00) Baghdad

(UTC+03:00) Euweait, Riyadh

m (UTC+03:00) Moscow, 5t Petershurg, Waolgograd

(UTC+03:003 Mairobi

—(UTC+03:30) Tehran

(UTC+04:000 Abu Dhahi, buscat
(UTC+04:00) Baku

(UTC+04:00) Paort Louis
(UTC+04:00% Thilisi

(UTC+04:00) Yerewan
(UTC+04:30) Kabul

(UTC+0%:00) Ekaterinburg

(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stackholm, Vienna
(UTC+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague

Click OK.

Close the Windows Control Panel.

Log on to the maintenance utility.

a.

In the left pane, click Administration > Date & Time.

b. To theright, under Date & Time, click Set Up.
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Setting the SVP date, time, and time zone settings

Maintenance Utility

® et BTEPERIREEEEY  Logged moas: maintenance

Storaqge System Dale & Time Lt Ly

System Oake & Tima 2015/09/17 20:21
UTC Timezans | (GMT+02:00]0saka/Sapporo/Takyo
Hardware admst clock for Dayhght Saving Tene
Administration Use NTP Secver | Yet
INTP Server ntp.nict.ip
Eynchrorezing Tame | 09:00

W Cirmware
f| Alert Notdcats

% Licenge:

Menu
7l Initial Setup Wizard
Power Management

ystem Management

c. Inthe Set Up Date & Time page, enter the date and time settings.

Set Up Date & Time

To set the date and time of the system, specify the UTC Timezone, the NTP Server information, and Synchronizing Time.
When the settings are complete, verify the settings, and then click [Apply].

UTC Timezone: (UTC-08:00)Pacific Time (US B Canada) IZ|

ﬂ«utumatically adjust clock for Daylight Saving Time

Use NTP Server: @ yvas. NTP Server: ntp.nict.jp
7 Na: Date & Time: |2015/10/08 20 ¥4
Synchronizing Time: 16 P0

Apply Cancel ®
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Setting the SVP date, time, and time zone settings

Field

Description

UTC Time zone

Select a time zone on the Coordinated Universal

Time map.

Automatically adjust
clock for Daylight Saving
Time

This field is available only if the selected UTC time
zone supports daylight saving time. Check this
option if your location observes daylight saving
time (also known as summer time).

Use NTP Server

Select an option for maintaining the maintenance

utility time.

Yes: NTP Server

Maintenance utility time
will synchronize with a
Network Time Protocol
(NTP) server. Enter an IP
address or a server
name.

« Click + Add NTP
Server to add up to
five NTP servers.

= Enter the IP address
in IPv4 or IPv6
format.

« Enter the server
name (up to 255
one-byte
alphanumeric
characters). Spaces
can be used in the
server name, but the
following symbols
cannot be used: !"#$
%&'()*+,/,<=>7?

@M\ {[}

No: Date & Time

Set the date and time
manually.

« Click the field, and
then click a date
from the pop-up
calendar.

= Enter the minutes
and seconds
manually.
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Disconnecting the management console from the physical SVP

Field Description

Synchronizing Time To synchronize the maintenance utility time with
the NTP server at a specific time, enter the
synchronizing time.

d. Click Apply.
e. Inthe confirmation message, click Close.

Disconnecting the management console from the physical SVP

If you need to disconnect the management console from the physical SVP, use the
following procedure.
Procedure

1. Click the Start button on the SVP desktop.
2. Click Log off > Disconnect.

g

Lok

Result

The SVP disconnects from the PC.
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Chapter 5: Installing the SVP software on a
customer-supplied server

The SVP provides out-of-band configuration and management of the storage system, and
collects performance data for key components to enable diagnostic testing and analysis.
To meet the SVP requirement for VSP Gx00 models and VSP Fx00 models, Hitachi
Vantara supports bare-metal SVP installations.

Minimum requirements for installing the SVP software on
customer-supplied server

Hitachi Vantara allows the SVP software to be installed on customer-supplied servers
that meet the following minimum requirements.

Processor:

* One core with hyper-threading, two cores without hyper-threading
* Processor performance comparable to Celeron 1.6 GHz
Random-access memory: 3.5 GB per storage system

Hard drive: 120 GB per storage system

LAN connection: one 1000Base-T

Windows 7 Professional (64-bit), Windows Server 2012 (64-bit), Windows Server 2012
R2 (64-bit), Windows Server 2016, Windows 10 Professional (64-bit), or Windows 10
Enterprise (64-bit)

a Note: The customer-supplied server running the Windows operating system
cannot be used with the storage system if it belongs to different subnets, and
if a router or a firewall is filtering packets according to a defined condition.
There is not a limit for distance between the server running the SVP
application and storage array being managed if they belong to the same
subnet.

Setting up the SVP locale

The SVP and storage management software support the English and Japanese languages.
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Configuring the operating system

If you intend to install the SVP software using a language other than English and
Japanese, change the SVP's locale setting to reflect the appropriate language using the
procedure for the Windows version installed on the SVP. For more information, see the
instructions for your Windows operating system.

Configuring the operating system

The SVP runs on a customer-supplied version of Windows 7 Professional (64-bit),
Windows Server 2012 (64-bit), Windows Server 2012 R2 (64-bit), Windows Server 2016
(64-bit), Windows 10 Professional (64-bit), or Windows 10 Enterprise (64-bit) .

The following procedures describe how to configure the Windows 7 Professional (64-bit)
operating system on the customer-supplied server. These procedures assume that the
operating system has already been installed on the server.

Logging on to the operating system

The log on procedure is performed using the Windows operating system installed on the
SVP.

Using the Remote Desktop Connection, log on as the user who was specified during the
Windows installation (for example, Administrator).

Next steps
Configure the Control Panel display.
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Configuring the Control Panel display

Configuring the Control Panel display

Procedure

1. Open the Control Panel.
2. From the View by list, select Large icons.

a Note: After configuring the control panel display, configure the desktop.

Configuring the desktop

Configure the Windows screen saver function on the SVP.

Procedure

1. Click Control Panel > Personalization. For Basic and High Contrast Themes (6),
click Windows Classic.

=lsix]
@(q_,.i; - ConvolPanel + AfControlPanelltems ~ Personsizaton > 23 | search Control Panel (D}
o
Control Paned Home Change the visuals and sounds on your computer
Change deskiog icons .Cl-dmmemeLndmgehdeﬂ:mobadwmd.mﬂwmh.swts,mscefnsamalalm.
Change mouse pointers 3 A _..‘.‘ b =
Change your account picture ﬂ Q l
Landscapes Nature Scenes
Basic and High Contrast Themes (6)
Windows 7 Basic High Contrast #1
=t -
) =N
- 5 = 'S
See also Desktop Badground Window Coloe Sounds

Display
Taskbar and Start Meru

Ease of Access Center #) Troubleshoot problems with transparency and other Aero effects

2. Click Screen saver.
3. In Screen saver, click Blank, and then set Wait to 60 (minutes).
4. Click OK.
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Configuring the task bar and the start menu properties

x

Screen Saver |

— Screen saver

|Bian|~c j Settings... Preview

Wait: 60 =} minutes [ On resume, display logon screen

— Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

oK Cancel Apply

Next steps

Configure the task bar and the start menu properties.

Configuring the task bar and the start menu properties

Configure the Taskbar and Start menu properties on the Windows operating system
running on the SVP.
Procedure

1. Click Control Panel > Taskbar and Start Menu Properties (task bar property),
and then click the Taskbar tab.

2. Click Customize.
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3.

Configuring the task bar and the start menu properties

[ Taskbar and Start Menu Properties g

Taskbar | start Menu | Toobars |

— Taskbar appearance
IV Lock the taskbar

[ Auto-hide the taskbar
™ Use smallicons

Taskbar location on screen: Bottom -

Taskbar buttons: Always combine, hide labels |

— Motification area

notification area.

Customize which icons and notifications appear in the ¢ ctomize...

~Preview desktop with Aero Peek
Temporarily view the desktop when you move your mouse to the
Show desktop button at end of the taskbar.

¥ Use fero Peek to preview the deskiop

How do I customize the taskbar?

x|

OK Cancel fpoly

In the Notification Area Icons window, check Always show all icons and
notifications on the taskbar.
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Configuring the task bar and the start menu properties

Lleix

[\_;\_._, = ~ Control Panel ~ All Control Pane! Items ~ Notification Area fcons - mISearmCmvdDw f,_'ql
@

Select which icons and notifications appear on the taskbar

If you choose to hide icons and notifications, you won't be notified about changes or updates. To view hidden icons at any time,
chck the arrow next to the notification area on the taskbar.

lcons

Action Center
Solve PC issues: Z important messages ..

3 .

:

&

a
B

o Network
Nat Connected You are curmently not ca..

b Volume
No Audio Output Device is instolled.

%9 Windows Explorer
Safely Rerove Hardware and Eject Me...

W9 Windows host process (Rundli32)

Turn system icons on or off

¥ Always show all icons and notifications on the taskbar

Click OK.

Click Control Panel > Taskbar and Start Menu Properties (task bar property),
and then click the Start Menu tab.

Click Customize.
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Configuring the task bar and the start menu properties

'r Taskbar and Start Menu Properties ' El

Taskbar StartMenu | Toolbars |

To customize how links, icons, and menus look and Customize...
behave in the Start menu, dick Customize.

Power button action: | Shut down |

Privacy
[V Store and display recently opened programs in the Start menu

¥ Store and display recently opened items in the Start menu and
the taskbar

How do I change the way the Start menu looks?
OK Cancel Apply

7. Inthe Customize Start Menu window, check Run command and click Display on
the All Programs menu and the Start menu.
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Configuring the task bar and the start menu properties

Customize Start Menu x|

You can customize how links, icons, and menus look and behave on the
Start menu.

(O Display as a link .‘:.I
{ Display as a menu
() Don't display this item

. (b Search other files and libraries
O Don't search
O Search with public folders
() Search without public folders
Search programs and Control Panel
Sort All Programs menu by name
44 System administrative tools
O Display on the All Programs menu
Display on the All Programs menu and the Start menu

Don't display this item
Use large icons

B videos

) Display as a link ;I
~ Start menu size
Number of recent programs to display: 10 <=
Number of recent items to display in Jump Lists: 10 o=
Use Default Settings ok | cancel

8. Under Music, check Don't display this item.
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Configuring the time settings

Customize Start Menu x|

You can customize how links, icons, and menus lock and behave on the
Start menu.

{O Display as a menu ;l
(®) Don't display this item
Enable context menus and dragging and dropping
[ Favorites menu
3 Games
(® Display as a link
O Display as a menu
{0 Don't display this item
Help
Highlight newly installed programs
[] Homegroup
Music
O Display as a link
O Display as a menu
Don't display this item
[] metwork
Open submenus when [ pause on them with the mouse pointer ;l

—Start menu size
Number of recent programs to display: 10 =
Number of recent items to display in Jump Lists: 10 ==
Use Default Settings ok | cancel
9. Click OK.

10. Inthe Taskbar and Start Menu Properties window, click OK.

Note: After configuring the Task bar and Start Menu properties,
configure the time settings.

Configuring the time settings

Configure the SVP for Universal Coordinated Time, and then configure it to not
synchronize with an Internet time server.
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Configuring region settings

Procedure

1. Click Control Panel > Date and Time, and then click the Date and Time tab.
2. Click Change time zone.

3. Inthe Time Zone Settings window, click (UTC) Coordinated Universal Time, and
then click OK.

4. Click Control Panel > Date and Time, and then click the Internet Time tab.

5. Click Change settings. In the Internet Time Settings window, uncheck
Synchronize with an Internet time server, and then click OK.

6. Inthe Date and Time window, click OK.

a Note: After configuring the time settings, configure the region settings.
Configuring region settings
Configure the region and language the language for your region or preference.
Procedure

1. Click Control Panel > Region and Language, and then click the Keyboards and
Languages tab.
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Configuring region settings

'ﬂ" Region and Language T ECJ

Formats | Location  Keyboards and Languaces | Admiristrative |

~ Keyboards and otherinput languages
Teo change your keyboard or input language click Change keyboards.

Change keyboards...

How do I change the kevboard layout for the Welcome screen?

~ Display language

Install or uninstall languages that Windows can use to display ted and
where supported recognize speech and handwriting.

[f_;' Install/uninstall languages...

How can | install additional languages?

oK Cancel iy w1

2. Click Change keyboards.
3. Inthe Text Service and Input Languages window, click the Language Bar tab.
4. C(lick Hidden, and then click OK.
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10.

1.
12.

13.

Configuring region settings

x|
Formats | Location Keyboardsand Languages | Administrative |
= rext Services and taput Lanmisecs S x
General Language Bar |Fu:|\ranced Key Setiings I

Language Bar
¢~ Hoating On Desktop

{~ Docked inthe taslkchar 7

[~ Show the Language bar as transparent when inactive
[~ Show additional Language bar icons in the taskbar
W Show text labels on the Language bar

oK Cancel Apply

Click Control Panel > Region and Language, and then click the Administrative
tab.

Click Change system locale.

In the Region and Language settings window, for Current system locale, select the
language for your region or preference.

Click OK.
In the Change System Locale window, click Restart now.

After the restart, click Control Panel > Region and Language, and then click the
Keyboards and Languages tab.

Click Change Keyboards, and then click the General tab.

In the Text Services and Input Languages window, if Japanese(Japan) appears
under Installed services, click the current selection, and then click Remove.

Click OK.
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Configuring the power management settings

14. In the Region and Language window, click OK.

Note: After configuring the region settings, configure the power
management settings.

Configuring the power management settings
For optimum performance, the SVP requires specific power management settings.

Procedure

1. Click Control Panel > Power Options, and then click the Show additional plans

list.
2. Click Change settings that are currently unavailable.
[ poweroneons -8l
‘é'\-J ls + Contyol Panel - All Control Pane Items ~ Power Options - @ [Searmmeded ﬂ
w
Control Panel Home Select a power plan
Power plans can help you maximize your computer’s performance or conserve energy. Make a plan active by selecting
ﬁ“’ what o poser buthon it, or choose a plan and customize it by changing its power settings, Tell me more sbout power plans
'S
ﬂ‘, Create a power plan Preferred plans
Q ;hmsg when o tumn off the @ palanced (recomimended) Change plan settings
display Automatically balances performance with energy consumption on capable hardware.
€ Fower save Change plan settings
Saves energy by reducing your computer’s performance where possible.
Show additional pians
Hy Change settings that are currently unavailsble
See also
Personalizaton
Liser Accounts
f XXy b o . 10:34 AM
n""'l e - O|= 0 WD g

3. Click High Performance and Change plan settings.
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Configuring the power management settings

=181
g — ag— |
lg’\ )—;i-cmwm-ucmmm-mm * {23 | search Control Panel g
e —_— _O_
Control Panel Home Select a power plan
Power plans can help you maximize your computer's performance or conserve energy. Make a plan active by selecting
Require a password on wakeuo it, or choose a plan and customize it by changing its power settings, Tell me more about power plans
t
gah:sose what the power button — .
Create a power plan ™ Balanced (recommended) Change plan settings
(] gm when to tun off the Automatically balances performance with energy consumption on capable hardware.
Ispay
" Power saver Change plan settings

Saves energy by reducing your computer's performance where possible.

dditional plans |

; -
ofs performance, but may use more energy.

4. Inthe Edit Plan Setting window, click Change settings that are currently
unavailable.

5. In Turn off the display, select Never, and then click Change advanced power
settings.

=lolx
K\ /- [@ - 4 ControlPaneltt=ms + Power Options  EdtPlan Setings * {83 [ seorch ConvlPore g

Change settings for the plan: High performance
Choose the sieep and display settings that you want your computer to use.
¥y Change s=ttings that are currently unavalable

IS Tum off the display:

Change advanced power settings
¥ Restore default settings for this plan

savechonges | camel |

6. Inthe Advanced settings tab of the Power Options window, click Change settings
that are currently unavailable. Then click Hard disk > Turn off hard disk after,
and select Never.
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Configuring the power management settings

2| x|

Advanced settings |

then choose settings that reflect how you want your

\[- :i Select the power plan that you want to customize, and
i computer to manage power,

‘I@ Change settings that are currently unavailable

High performance [Active] :‘

=1 High performance -
= Require a password on wakeup
Setting: Yes
= Hard disk
=] Turn off hard disk after —
Setting (Minutes):

Desktop background settings
Wireless Adapter Settings

Sleep
1 ISR settinos .:I

Restore plan defaults I

oK | cance |  Apply

7. Click Processor power management > Minimum processor state, and then select
5.
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Configuring Action Center settings

- Power Options _ _ﬂﬁ]

Advancedsetmgsl

then choose settings that reflect how you want your

\[i Select the power plan that you want to customize, and
' computer to manage power,

‘E Change settings that are currently unavailable

High performance [Active] j

Power buttons and lid :J
PCI Express
=] Processor power management

= Minimurmn processor state

5] -+

System cooling policy

Setting (%6): :

Maximum processor state
Display
Multimedia settings

L]

Restore plan defaults |

ok | cance | Apply

8. Click OK.
9. In the Edit Plan Setting window, click Save change, and then close the window.

Note: After defining the power management settings, configure the
Action Center settings.

Configuring Action Center settings

All settings in the Windows Action Center must be disabled.

Procedure

1. Click Control Panel > Action Center, and then click Change Action Center
settings.
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Configuring Action Center settings

i =181
6’(};-]’ + Control Panel =+ Al Control Panel Items + Action Center v {23 [ search Control Panel q
Control Panel Home iow recent —" Ive probh a
Action Center has detected one of more iSsues for you 10 review.
Change Action Center settings
¥y Change User Account Cantrol
settings Security :j
View archived messages
View performance information Virus protection (Important) Bala S |
Windows did not find antivirus software on this computer.
Turn off messages about virus protecton
Windows Update (Important) o "
Windows Update is not set up for this computer. 22
Turn off messages about Windows Update
Maintenance :1
If you don't see your problem ksted, try one of these:
Troubleshooting L") Recovery
See also Find and fix problems | Restore your computer to an
earlier time
Badwp and Restore
Windows Update
Windows Program Compatibdity
Troubleshooter

2. Inthe Change Action Center settings window, clear all the items, click OK, and
then close the window.

g I =8 x|
€' ) ¥ - A conralPaneitems ~ Acton Center - Change Acton Centr settngs v K23 [ search Contra Pane! .
Turn messages on or off il
For each selected item, Windows will check for problems and send you a message if problems are found. How does
Action Center check for problems?
Secunty 7
™ windows Update ™ Spyware and related protection
[T internet security settings ™ Uuser Account Control
™ Network firewal ™ Virus protection
Mantenance messages
™ windows Badwp [T Check for updates
™ Windows Troubleshooting
Related settings
Customer Experience Improvement Program settings
Problem reporting settings o
Windows Update settinas :l
[k ] ceme |
Note: After configuring Action Center settings, configure the
troubleshooting settings.
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Configuring the troubleshooting settings

Configuring the troubleshooting settings

The Windows Computer Maintenance setting must be disabled.

Procedure

1. Click Control Panel > Troubleshooting, and then click Change settings.

IE Troubleshooting

@'()-_ {8 + Control Panel = All Contral Panel Items + Troubleshooting * &3 [search Troubleshooting g
Control Panel Home Troublesh probl 0
) Chck on & task to automatically troubleshoot and fix common computer problems. To view more troubleshooters, dick
View all on a category or use the Search box.
iew history
Change settings /i, Do you want the most up to date content available for troubleshooting?
Get heip from a friend By choosing yes, you wil have access 1o the latest online troubleshooters and recesve notifications for
soltions to known problems.
Read the privacy statement oniine Yes I No

i—___‘ Programs

{73! Run programs made for previous versions of Windows

[*7| Hardware and Sound

- ¥ Configure adevice  Use aprnter 1A Troubleshoot audio recording

# Troubleshoot audio playback

e:; Network and Internet

|__...__‘ Connect to the Internet  Access shared fles and folders on other computers

E Appearance and Personalization

Y| &5 Dusplay Aero desktop effects
et il (] System and Security
Action Center [MS® Fix problems with Windows Update  Run maintenance tasks # Improve power usage
Help and Suppart Check for performance ssues
Recovery

2. Inthe Change settings window, for Computer Maintenance, click Off, and clear all
configuration options below Other settings.

* §8) | search Troubleshooting L]

6’(}‘-\ |~ Al Control Panel Ttems » Troubleshooting « Change settings

Change troubleshooting settings

Computer Mantenance
Windows will chedk for routine mantenance ssues and remind you when the System Maintenance troubleshooter an

Other settings
™ Allow users to browse for troubleshooters avalable from the Windows Oniine Troubleshooting service
[ Allow troubleshooting to begin immediately when started

Read the privacy statement oniine

3. Click OK, and then close the window.

Note: After configuring the troubleshooting settings, configure the
Remote Desktop settings.
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Configuring the Remote Desktop settings

Configuring the Remote Desktop settings

Remote access to the SVP is required and appropriate Windows firewall settings must be
configured.

Procedure
1. Click Control Panel > System, and then click Remote settings.

2. Inthe System Properties window, click the Remote tab.

3. Under Remote Assistance, clear Allow Remote Assistance connections to this
computer.

4. Under Remote Desktop, click Allow connections only from computers running
Remote Desktop with Network Level Authentication (more secure).

=
Computer Name | Hardware | Advanced | System Protection He:natel
~ Remote Assistance

[~ Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advariced

— Remote Desktop

Click an option, and then specify who can connect, if needed.
" Dont allow connections to this computer

" Allow connections from computers running any version of
Remote Deskiop (ess secure)

(" Allow connections only from computers running Remote
Desictop with Network Level Authentication (more secure)

Help me choose Select Users... |
oK Cancel ] Apply
5. Click OK.

6. If a message states that the Remote Desktop Firewall will be enabled, click OK.
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Configuring the Remote Desktop settings

7. Click OK to close the System Properties window.
8. Close the System window.

9. Click Control Panel > Windows Firewall, and then click Allow a program or
feature through Windows firewall.

il
o S— e e et T s Ter— - —
D) ¥ - ConvalPanel - Al Control Panel ttems + Windows Freweal v (53 | sexrch Control Panel (2]
“
Control Panel Home Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicous software from gaining access to your computer twough the
through Windows Frewal Internet or a network,
‘,: Change notification settings How does a firewall help protect my computer?

E k 2
& Tum Povadl o oé olf \What are network locations?

# Restore defaults l 'a’ Home or work (private) networks Not Connected ll

# Advanced settings
= l '0‘ Public networks Connected :J
Troubleshoot my network — |
Metworks in public places such as airports or coffee shops
Windows Frewal state: On
Incoming connections: Block all connections to programs that are not on the st
of alowed programs
Active public networks: B esting..
Notification state: Do not notify me when Windows Firewall blocks a new
program

See also
Action Center
MNetwork and Sharing Center

10. Click Change settings, and then verify Remote Desktop and Remote Desktop -
RemoteFX for both Home/Work (Private) and Public are selected.

AlowedPrograms =101 x|
i(j} Wtiﬁniﬂ?m « Windows Firewall = Alowed Programs - m[&ardﬂConuded ﬂ

Allow programs to communicate through Windows Firewall
To add, dhange, or remove alowed programs and ports, dick Change settings.

Wyl Change settings

What are the risks of allowing a program to communicate?

Aliowed programs and features:

| Name | Home pwork (Private) | Publc |
MILPOD Service
¥ Message Queuing
O Netlogon Service
¥ Network Discovery
[ Performance Lags and Alerts
[Oremote Assis!

M Remote Desktop - RemoteFX
[JRemote Event Log Management
[ Remote Scheduled Tasks Management
[Remote Service Management
[JRremote Volume Management
[CIRouting and Remote Access

L M eanwa Sadkat Tunnslina.

O0000™EOO0O0ORA

E OO0000RENOOROR&

3
b

¢
3
i
E

{
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Configuring Internet Explorer settings

11. Click OK.
12. Close the Windows Firewall window.

Note: After configuring the Remote Desktop settings, configure the
Internet Explorer settings.

Configuring Internet Explorer settings

Configure Internet Explorer advanced, security, and properties settings.
Procedure

1. Click Control Panel > Internet Options, and then click the Advanced tab to modify
the settings.
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Configuring Internet Explorer settings

h Internet Properties N _?.I.!l

General | Security | Privacy | Content | Connections | Programs  Advanced |

Settings

[E) Accessbiy | -
[} Always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
] Move system caret with focus/selection changes
] Reset text size to medum for new windows and tabs
[F] Reset text size to medum whie z00ming™®
[ Reset zoom level for new windows and tabs
" Browsing
B4 Automatically recover from page layout errors with Compe
[0 Close unused folders in History and Favorites™®
[ Disable script debugging (Internet Explorer)
Disable script debugging (Other)
[ Display a notification about every scoript error

| [F Display Accelerator button on selection | _-':j
1 3
*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer setiings
Resets Internet Explorer’s settings to their default Raset.,.
condition.

You should only use this if your browser is in an unusable state.

oK | cancel | aopy

2. Under Security, select Allow active content to run in files on My Computer.
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Configuring Internet Explorer settings

nternet Properties 1

21 %]

Settings

Q Security
[] Alow active content from CDs to run on My Computer®
Alow active content to run in files on My Computer®
[ Alow software to run or instal even if the signature is invi
Check for publisher’s certificate revocation
[Fl Chedk for server certificate revocation®
[ Check for signatures on downloaded programs
] Do not save encrypted pages to disk
[ Empty Temporary Internet Files folder when browser is de
[ Enable DOM Storage
Enable Integrated Windows Authentication™
[F] Enabie native XMLHTTP support

4] |
*Takes effect after you restart Internet Explorer

Restore advanced settings

(2 Just display the results in the main vandow :I

[] Enable SmartSoreen Fiter _';)
b

i

Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

|nu|&ui|lw|r

. Clear Use SSL 3.0.

. If SSL 2.0 is selected, clear it.
. Select Use TLS 1.0, Use TLS 1.1, and Use TLS 1.2.
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Configuring Internet Explorer settings

& Internet Properties B ?l x]

‘General | Security | Privacy | Content | Connections | Programs  Advanced |

Settings

[0 Emoty Temporary Intemnet Files folder when browser s de &
[F] Enable DOM Storage

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

[] Enable SmartSoreen Fiter

] Use ssL 2,0

[J use sst 3.0

[ Use 1S 1.0

[ use TS 1.1

C2fUse TLS 1.2)

[l Warn about certificate address mismatch™

[ warn if changing between secure and not secure mode |

[ [Warn if POST submittal is redrected fo a zone that does not permit

| | v
*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer’s settings to their default Reset. ..
condition.

You should only use this if your browser is m an unusable state.

6. Click OK.

7. Close the Internet Properties window.
8. From the Control Panel window, click System and Security > Action Center.
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Configuring Internet Explorer settings

B Control Panel [_[o]x] i
100 |4+ Control Panel = ~ {23 [[earch Control Fanel (2]
Adjust your computer's settings Viewby: Category ¥
System and Security User Accounts and Family Safety
e Review your computer's status ¥ Add or remove user accounts
3 Back up your computer KD % Set up parental contrals for any user
Find and fix problems >

Appearance and Personalization

Network and Internet Change the theme
@. View network stabus and tasks % Change desktop background
Choose homegroup and sharing options:

- Adjust sereen resolution
 Hardware and Sound g
£ View devices and pricters “ Clock, Language, and Region
’ﬁ Add a device L Change keyboards or ather input methods
—7  Programs Ease of Access
}, 2l [ | Let Windows suggest settings
% %) Uninstal 2 program % / Optinize visual display

9. If the SmartScreen Filter window appears, click OK.

‘8 SmartScreen Filter . x|

‘ ] Website addresses will be sent to Microsoft to be checked against a list of reported
¥ unsafe websites. Information received will not be used to personally identify you. For
= more information, read the Internet Explorer privacy statement,

UK&I Cancel

@ How does SmartScreen Filter help protect me?

10. Click All Programs > Internet Explorer.
11. If the Set Up Windows Internet Explorer 8 window appears, click Next.

12. Inthe Turn on Suggested Sites window, click No, don’t turn on, and then click
Next.
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Configuring Internet Explorer settings

Set Up Windows Internet Explorer B ] [ ﬁ’

(/=

)

Turn on Suggested Sites

Do you want to discover websites you might like based on websites
you've visited?

T Yes, turn on Suggested Sites

%! No, don't turn on!

Suggested Sites is an online service that uses your browsing history to make personalized
website suggestions. You can tumn off Suggested Sites at any time.

Privacy Stat alin Back I Next | Cancel

13. Inthe Choose your settings window, click Use express settings, and then click
Finish.
Set Up Windows Internet Explorer 8 ﬁl

ey

,_ Choose your settings

Before you get started, do you want to:

#  Use express settings
Search provider: Bing
Search Updates: Download provider updates
Accelerators: Blog with Windows Live, Map with Bing, E-mail with Windows Live,
Translate with Bing
SmartScreen Filter: Enabled
Compatibility View: Use updates

" Choose custom settings
Review and modify each setting individually,

n rer Priva em nlin Back '[‘_“E'-;‘_;h‘—“‘g Cancel ]

14. When an error indicates that an Internet connection is not established, close
Internet Explorer.
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Disabling the auto-execute feature

Note: After configuring Internet Explorer settings, disable the auto-
execute feature.

Disabling the auto-execute feature

The SVP requires the Windows AutoPlay feature be turned off.

Procedure

1. Click Start > Run, and then type gpedit.msc to start the Group Policy Editor.

B Local Group Policy Editor =10l x|

File Action View Help

o 2m = BT

| Local Computer Policy & |
= = Computer Configur:
:: r f::::: ;:; Select an item to view its description, Setung I
e i-| Tumn off Autoplay Mot «
2 % Pemratve § /2| Don't set the ahvays do this cheddox Not
E1 3 Conpcl Py iZ| Tumn off Autoplay for non-volume devices Not «

+ || Network z
3 Printers 1" | Default behavior for AutoRun Not «

® | System

= || Windows Cc
ActiveX™

Appical

|

+ Badaup

Blometr

+ BitLocke

Creden

Desktog

+ Deskiop

Digital L

EvenmtF

+ EventL

EventV

Game E

HomeGr
¥ Interne :J 4| i ..?_I

o] 2]\ extended A Stondard /
4 setting(s)

2. Click Local Computer Policy > Computer Configuration, click Administrative
Templates > Windows Components, and then click AutoPlay Policies.

3. From the items on the right, double-click Turn off Autoplay.
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Disabling the auto-execute feature

gl
B Tum off Autoplay Drevious Setting “ Next Setting I

@ NotConfigured ~ Comment 7]

 Enabled

 Disabled |
Supported o' [Tat least Windows 2000 |

=

Options: Help:

Turn off Autoplay on: Turns off the Autoplay feature. -

l _'j Autoplay begins reading from a drive as soon as you insert media

in the drve. As a result, the setup file of programs and the music
on audic media start immediately,

Prios to XP SP2, Autoplay is disabled by default on removable
drives, such as the floppy disk drive (but not the CD-ROM drive),
and on network drives.

Starting with XP SP2, Autoplay is enabled for removable drives a5
well, including ZIP drives and some USE Mass Storage devices.

If you enable this setting, you can disable Autoplay on CD-ROM
and removable media drives, or disable Autoplay on all drives,

This setting disables Autoplay on additional types of drives. You
cannot use this setting to enable Autoplay on drives on which itis
disabled by default.

-
~ @ 30 7 Hle DT

4. Inthe Property window, click Enabled and select All drives, and then click OK.

8 Turn oh‘Autnpr i -I!L’H

Tum off Autoplay Erevious Setting I [Next Setting |

 NotConfigured  Comment: E|

(% Enabled

€ Disabled |
Supported on: (3¢ |cast Windows 2000 =

I
Options: Help:
Turn off Autoplay on: Turns off the Autoplay feature. )

ﬁ Autoplay begins reading from a drive as soon as you insert media in the drive.

As a result, the setup file of programs and the music on audic media start
immediately.

Prior to XP SP2, Autoplay is disabled by default on removable drives, such as
the floppy disk drive (but not the CD-ROM drive), and on network drives.

Shrtihg with XP SP2, Autoplay s enabled for removable diives as well,
including ZIP drives and some USB Mass Storage devices.

If you enable this setting, you can disable Autoplay on CD-ROM and [
removable media drives, or disable Autoplay on all drives.

This setting disables Autoplay on additional types of drives. You cannot use

|ox|m:¢|m|

5. Close the Group Policy Editor.

Chapter 5: Installing the SVP software on a customer-supplied server

Service Processor Technical Reference 71



Configuring the Registry

6. Click Control Panel > Autoplay.
7. Clear Use Autoplay for all media and devices, and then click Save.

a Note: After disabling the auto-execute feature, configure the Registry.

Configuring the Registry

Use Regedit to edit the Windows Registry on the SVP.

Procedure

1. Disable anonymous logon (null connection):
a. Click Start > Run, and then type regedit and press Enter.

' Registry Editor =10 x|
File Edit View Favorites Help

Name ‘ Type I Data

| HKEY_CLASSES_ROQT
| HKEY_CURRENT _USER

| HKEY_LOCAL_MACHINE
| HKEY_USERS
HKEY_CURRENT_CONFIG

&
..
A

J| |

| o

fC:mpube.r

b. Inthe User Account Control menu, click Yes to open the Registry Editor
window.

c. Navigate to HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control
\Lsa.
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Configuring the Registry

' Registry Editor =10l x|
File Edit View Favorites Help
i . | - | FileSystemU a| | Name | Type | Data -~
1 FontAssoc _{5] (Default) REG_SZ (value not set)
. GraphicsDriv | auditbasedirectories REG_DWORD 0x00000000 (0)
| GroupOrderl | ¢4 auditbaseobjects REG_DWORD 0x00000000 (0)
e ab| Authentication Packa... REG_MULTI_SZ msv1_0
 i—— 4| Bounds REG_EINARY 00 30 00 00 00 20
k- zcygzzf:fa 4| crashonauditfail REG_DWORD 0x00000000 (0)
Keyboard L2 _}disabledomaincreds REG_DWORD 0x00000000 (D)
1 i I t;everynneindudesano... REG_DWORD 0x00000000 (0)
] saExtensior i_’_-gjforceguest REG_DWORD 0x00000000 {0)
i W8] fullprivilegeauditing REG_BINARY 0o
4 MediaCateg: Wie|LimitBlankPasswordUse  REG_DWORD 0x00000001 (1)
- | MediaDRM | LsaPid REG_DWORD 0x00000 18 (504]
Medialnterf: E-'g'ijNoLmHash REG_DWORD 0x00000001 (1)
| MediaProper ab|Notification Packages REG_MULTI_SZ scedi
| MediaTypes 4| ProductType REG_DWORD 0x00000006 (6) —
|, MobilePC estrictanonymous REG_DWORD 0x00000000 (0)
, MPDEV io|restrictanonymoussam  REG_DWORD

«]E

i

h1cl"|Tr‘

aifl -

4

e e eee

0x00000001 (1) _
- ;IJ

!CMHW_LDCAL_MACHMSYSFEMWEMCMEMCM#ONLSE

A

d. Double-click restrictanonymous.

&' Registry Editor O] x|
File Edit View Favorites Help
{ N FileSystemU & | | Name | Type Data -
Edit DWORD (32-bit) Value N x| (value not set)
ORD 0x00000000 (0)
Value name: ORD 0x00000000 (0)
]restidamymnus L T1_5Z msvl 0
Vo o ARY 00 30 0000 00 2C
pe . ORD 0x00000000 (0)
1 Heukce ORD 0x00000000 (0)
" Decimal ORD 0%00000000 (0)
ORD 000000000 (0)
0K I Cancel ARY 00
ORD 0x00000001 (1)
¥ | MediaDRM 3| LsaPid REG_DWORD 0x000001f8 (504]
®- | Medialnterf; | %%|NoLmHash REG_DWORD 0x00000001 (1)
#- | MediaProper iEf]Noﬁﬁb‘on Packages REG_MULTI_SZ scedi
E- |, MediaTypes REG_DWORD 0%00000006 (5) —
- | MobilePC REG_DWORD 0x00000000 (0)
i | MPDEV - REG_DWORD 0x00000001 (1)
H [ oY T o1~ = L e o
d 1 Ll_l ‘ I _>IJ
Computer¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥Lsa o
e. SetValue data to 1, verify Hexadecimal is selected, and then click OK.
2. Disable the beep when Remote Desktop Connection is connected:
a. Inthe Registry Editor window, navigate to HKEY LOCAL MACHINE\System
\CurrentControlSet\Control\Terminal Server.
b. Inthe Edit menu, click New > DWORD (32-bit) Value.
¢. Type DisableBeep.
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Configuring the Registry

&' Registry Editor =101 x|
File Edit View Favorites Help
i i | M- Session Manﬂ Name | Type | Data
Bl | SNMP ab| (Default) REG_SZ {value not set)
o+ | SQMServicel | 4 AllowRemoteRPC REG_DWORD 0x00000000 (0)
B Sp 4| DelayConMgrTimeout  REG_DWORD 0%00000000 (0)
-y SrPExtensiol | eMipeleteTempDirsOnExit  REG_DWORD 0x00000001 (1)
B Stillmage $4 DenyTSConnections ~ REG_DWORD 0x00000000 (0)
il Storage 28| fsingleSessionPerUser  REG_DWORD 0x00000001 (1)
i Systeminfor, Y () eiD REG_SZ 1526073d-F1fb-46b-
[#- 1. SystemReso ==
RN e 2| NotificationTimeOut REG_DWORD 0x00000000 (0)
Terminal Ser %] PerSessionTempDir REG_DWORD 0x00000000 (0)
|, TimeZoneln | 2®/Productversion REG_SZ 5.1
B || usbflags .E_‘f‘ijCDependentServices REG_MULTI_SZ CertPropSvc Sessionk
- | usbstor 2B snapshotMonitors REG_SZ 1
-l VAN $4|StartRCM REG_DWORD 0x00000000 (0)
H- | Video 55| TSAdvertise REG_DWORD 0x00000000 (0)
B | woncsve fg'gi]TSUserEnabled REG_DWORD 0x00000000 {0)
Bl L wdf ‘DisableBeep REG_DWORD 0x00000000 (0)
jill, S
4 { ;r' a o
(Computer¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Controf¥Terminal Server 4
d. Double-click DisableBeep.
&' Registry Editor =101 x|
File Edit View Favorites Help
© | [~ SessionMan || Name _[ Type Data
ot woRD Ga-bit) valwe | (e ot e
REG_DWORD 000000000 (0)
Mo v REG_DWORD 0x00000000 {0)
| DisableBeep REG_DWORD 0x00000001 (1)
ket Base REG_DWORD 0x00000000 (0)
2 REG_DWORD 0x00000001 (1)
i (€ A REG_SZ 15260fad-F1fb-46b9-
€ Decimal REG_DWORD 0%00000000 (0)
REG_DWORD 0x00000000 (0)
oK I Cancel REG_SZ 5.1
REG_MULTI_SZ CertPropSvc Sessiont
- |, usbstor ab|SnapshotMonitors REG_SZ 1
G- b VAN %] StartRCM REG_DWCRD 0x00000000 (0)
- | Video 24| TSAdvertise REG_DWORD 0x00000000 (0)
- | wenesve .‘!’_-'ngSUserEnabied REG_DWORD 0x00000000 {0)
[ b wdf DisableBeep REG_DWORD 0x00000000 (0)
i e _Iﬂ
d s »
|Computer¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥Terminal Server o

e. Set Value data to 1, verify Hexadecimal is selected, and then click OK.

3. Configure Remote Desktop Connection:

In the Registry Editor window, navigate to HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Terminal Services.

a.
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Configuring the Registry

&' Registry Editor =10 x|
File Edit View Favorites Help

El- by SOFTWARE 2| [ Name | Type | pata

i | ATI Technologies 2b) (Default) REG_SZ (value not set)

. CBSTEST i} fPromptForPa REG_DWORD 0x00000000 (0)
-\ Classes

Clients
. Intel
, Microsoft
0DBC
Policies
|, Microsoft
[#- | Cryptograpt
' , PeerDist
. Peernet
. SystemCerti
- 1 Windows
- . Windows NT__
- |, Terminal
b 1) Window

| RegisteredApplicatic _
i H (= Crnir
< | _'I_I < | 3

[Computer¥HKEY LOCAL_MACHINE¥SOFTWY s NT¥Terminal Services i

.m

mv_— e ~_. =t

In the Edit menu, click New > DWORD (32-bit) Value.

Type fPromptForPassword.

Double-click fPromptForPassword.

Set Value data to 1, verify Hexadecimal is selected, and then click OK.
Registry Editor ; =101 x|
File Edit View Favorites Help

B ). SOFTWARE “_|| | Type | pata
. [l L ATI Terhnolonies ab| Mafa il DFR & (value not set)

Edit DWORD (32-bit) Value _X_I WORD 0x00000000 {(0)
E

" Value name:

¢ |fPromptForPassword
E
E
k

® Q20 T

- Value data: Base
2 % Hexadecimal
" Decimal

atrols
=ntal Contrals settings.

[ ok | cancel

_— = T

- L Windows —J
=8 |« Windows NT
- | Terminal

e Wlndow:
Registeredhppl'

e -
G T Crnir
< | _»I'_I < I

k!mMMY_LDCﬁL_MAﬂ-MSﬂ:TW s NT¥Terminal Services

o4

f. In the Edit menu, click New > DWORD (32-bit) Value.
g. Type Securitylayer.
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Enabling ICMP (ping) reply

¢:" Registry Editor =101 x|
File Edit View Favorites Help
= | SOFTWARE 2] | Name | Type. |Data
. [#- [ ATITechnologies ab) (Default) REG_SZ (value not set)
o CBSTEST 24 fromptForPassword  REG_DWORD 0x00000001 (1)
- | Classes L SecurityLayer REG_DWORD 0x00000000 (0)
[+ | Clients
E- L Intel
& | Microsoft
=}~ |, Polides
| = Mosoft
B |, Cryptograpt
i || PeerDist
w4 Peernet
- | SystemCerti
F_* . Windows
F 1 Windows NT__
#- . Terminal
L L) Window
o Reg'rsteredhppl'mﬁc'
= T
| | ;I_I 4] | i
[Computer¥HKEY_LOCAL_MACHINE¥SOFTWARE¥Polices¥Microsoft¥Windows NT¥Terminal Services %

4. Restart the server.

a Note: After configuring the Registry, enable ICMP (ping) reply.

Enabling ICMP (ping) reply

The Internet Control Message Protocol (ICMP) is a supporting protocol in the Internet
protocol suite. The protocol is used by network devices, such as routers, to send error
messages and operational information indicating, as an example, a requested service is
not available or a host or router could not be reached.

Procedure

1. Click Control Panel > Administrative Tools, and then start Windows Firewall with

Advanced Security.
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Enabling ICMP (ping) reply
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9 voourd cormections that do ot match & ne e blocked
€ Outhoune cormectsrs thal de no match & e e showes
Public Profile = Active
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(D voourd corvections Tt do Aot match & ne e blocked
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3. Click all the following inbound rules, and then right-click and click Enable Rules.
« File and Printer Sharing (Echo Request - ICMPv4-In) (Profile=Domain)
« File and Printer Sharing (Echo Request - ICMPv4-In) (Profile=Private)
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Changing the computer name

« File and Printer Sharing (Echo Request - ICMPv6-In) (Profile=Domain)
« File and Printer Sharing (Echo Request - ICMPv6-In) (Profile=Private)

j

i

|
:

$y, Cormecton Secunty Rukes SL-urr.mrg Multcast Listerer Dore (JICMPYS-in)  Core Networeng

“ Mo | e e
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a Note: After enabling ICMP (ping) reply, change the computer name.

Changing the computer name

Changing the computer name allows the SVP to be identified easily.

Procedure

1. Click Control Panel > System, and then click Change settings under Computer
name, domain, and workgroup settings.

2. Inthe System Properties window, click the Computer Name tab, and then click
Change.
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Changing the computer name

System Properties

3. Inthe Computer Name field, type svp-pC.
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Changing the computer name

Computer Name/Domain ('han-.]F-s

4. When prompted to restart your computer, click OK.
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Changing the computer name

5. Click Close.
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Changing the computer name

System Properties : jC _X_l

MMN&EWMIMISyummt Hmute'

'Ry Windows uses the fallowing information to identify your computer
= on the network.
Computer description: |

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: SVP-PC
Workaroup: WORKGROUP

To use & wizard to join a domain or workgroup, click
N D Network ID...

To rename this computer or change its domain or Change..
workgroup, click Change.

‘1 Changes will take effect after you restart this computer.

Close I :E I Cancel | Ay

6. Click Restart Now.

x|

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Now Restart Later |

7. Wait for the server to restart.

a Note: After changing the computer name, change the account name.

Chapter 5: Installing the SVP software on a customer-supplied server

Service Processor Technical Reference

82



Changing the account name

Changing the account name

The following user names might differ from the user name that was specified during the
Windows installation.

Procedure

1. Click Control Panel > User Accounts, and then click Change your account name.

!; User Accounts

ef j [, ~ Control Panel ~ All Control Panel Ttems ~ User Accounts * &3 [ search control Panel E
Control Panel Home Make changes to your user account
Manage your aredentials Create a password for your account —
Create a password reset disk Change your picture User
Link online IDs # Change your account name I e
AT MO RO e T N S RIS
Manage your file encryption Wy
i, i ij Change your account type

Configure advanced user profile
properties 3
il Manage another account

Change my environment variables 7
' Change User Account Control settings

2. Type svp for the new account name, and then click Change Name.
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2:', Change Your Name a E =10f x|
‘mn@-mmpm-ummmxmwmm-mvum * &3 [ search Control Panel D
Type a new account name
- -
[svel
This name will appear on the Welcome screen and on the Start menu,
3. Close the User Accounts window.
4. Click Control Panel > Administrative Tools, and then click Computer
Management.
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Changing the account name
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El £ Storage
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ully com
? Shorl

5. Click Computer Management (Local) > System Tools, and then click Local Users

and Groups > Users.
6. Inthe right window, right-click User, and then click Rename.
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7. Rename User to SVP.
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Configuring the password setting for Administrator

[admmbtrativeTook
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B Degion Ii Companent Sarvices 11/5/2014 10:53 AM  Shorbout ZKB
: ——

- '
7 Computer Management

& Computer fLoczl) | | Meme | FudiNere [ Description |

El i Srstem Toals # adinistratar Eultdn accoont for adiministening the. ..
+ ((£) Task Scheduler #ycuest Eriltin account for guest socess o L.,
= [ sventvizner Sup

E i Shared Foloers
= dl Local Ussrs and Groups
..—' i More Actions L]
=} Groupe
= (% Performance
g% Device Manager
Bl 22 Storage
& DiscManagement
B Fly Servizes ard Applicstana

8. Close the Computer Management window, and then close the Administrative

Tools window.

Note: After changing the account name, configure the password setting
for the Administrator.

Configuring the password setting for Administrator

The Windows Administrator password must be configured for use with the SVP.

Procedure

1. Click Control Panel > Administrative Tools, and then click Computer

Management.
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Configuring the password setting for Administrator

Tga Adminiskralive Took

"\—_jt—‘; |1 = contral Fanal - Al Control Panel tems « AdminsTatve Tools » {83 [ seerch Admiistratve Teos |
Organz = & Cpen =~ 0@
yg e lame = Date modiied I Type iSDe |
1 Cesktop 1052014 10534 Shortout

i Librarics
= Document:
o Music

|| Pichr=s Ew‘ et ol Mame I

Actions
Bl ] System Tooks T system Took R —
Wi iy i & . —
B ocos [ () Task Echeduler Fesmrage omputer Hanagement (
& [ Eventviener s 5ervices and Apclcatons Mare Actions »
oM Computsr [ g SharedFolders

E % Locd Lksis and Groups
E (83 Ferformence
e Devios Manager
F1 5 Storage
188! Dk Management
# Ty Servkes and Apolications

€ Nebwork

vy Com
Ehort

Click Computer Management (Local) > System Tools, and then click Local Users
and Groups > Users.

In the right window, right-click Administrator, and then click Set Password.
In the warning message, click Proceed.

Set Password for Administrator .- ﬂ
. Resetting this password might cause imeversible loss of information for this user account.
B Forsecurty reasons. Windows protects certain information by making # impossible to
=~ access if the user's password is reset.
This data loss will occur the next time the user logs off.

You should use this command only if a user has forgotten his or her password and does
not have a password reset disk. If this user has created a password reset disk, then he or
she should use that disk to set the password.

If the user knows the password and wants to change it, he or she should log in, then
press CTRL+AL T+DELETE and click Change Password.

Pmmdé! Cancel Hep |

In the New password and Confirm password fields, type the administrator
password raid-login.

Click OK.
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Changing the password setting

Set Password for Administrator 20 x
New password: [snssssnsee
) —
Confirm pass'
iy Fyud ':.,._ | The password has been set.
This use — lencrypted
files, stc

¥ you dlick C [ EI ata loss will
QCCur.

7. Close the Computer Management window, and then close the Administrative
Tools window.

8. Restart Windows.

Note: After configuring the password setting for Administrator, change
the password setting.

Changing the password setting

Change the password for the Windows operating system running on the SVP.

Procedure

1. Click Control Panel > User Accounts.
2. Click Create a password for your account.

3. Inthe top two fields, type the password raid-1login. Leave the password hint field
empty.
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Configuring Internet Information Services

i
b(_-)v ‘2, + Al Control Panel Ttems + User Accounts + Create Your Password v ‘Q | Search Control Panel \l_?]‘

Creale a password for your account

Adminstrator

I (LT ITTY TS

If your passward contains capital letters, they mustbe typed the same way every time youlog en.
Haw to create a strong password

| Type a password hint
The paceword hint will be viible to everyone who usee thic computer.
What is a passward hint?

Create password I Cancel

4. Click Create password.
5. Close the window.

a Note: After changing the password setting, install the SVP software.

Configuring Internet Information Services

Internet Information Services (IS) is an extensible web server created by Microsoft for
use with Windows operating systems.

Procedure

1. Click the Start button, and then click Control Panel.
2. Click Programs and Features > Turn Windows Features On or Off.
3. Expand Internet Information Services.
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Configuring Internet Information Services

"1 Windows Features !E E

Turn Windows features on or off (7]

To turn a feature on, select its check bax, To turn a feature off, clear its check box, A& filled box
means that only part of the feature is turned on.

= . Internet Information Services -
= FTP Server
FTF Extensibility
FTP Service
= YWeb Management Tools
= 115 & Management Compatibility
115 6 Management Consale
115 & Scripting Tools
115 & 'WMI Compatibility
115 Metabase and IIS 6 configuration compatibility
, 1153 Management Console
115 Management Scripts and Tools
115 Management Service
= O world wide Web Services

HEEO

# [ . Application Development Features
# [ . Common HTTP Features
# [ | Health and Diagnostics
[+] D Performance Features
H [ | Security
| | Tom b o Tl i ol H LL S B S N P =

Ok Cancel

4. Check the following check boxes:
« FTP Server
= FTP Extensibility

= FTP Service

« Web Management Tools
= |IS 6 Management Compatibility
= IS 6 Scripting Tools
= 1IS 6 WMI Compatibility
= |IS Metabase and IIS 6 configuration compatibility

= |IS Management Console

= |IS Management Scripts and Tools

= |IS Management Service

5. Uncheck World Wide Web Services.
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Installing the SVP software

i@ Windows Features - 100]

Turn Windows features on or off (7]

To turn a Feature on, select its check box. To turn a Feature off, clear its check box. A Filled box
means that onky part of the Feature is turned on.

T|E Internet Information Services :I
= FTP Server
[¥1 . FTP Extensibility
. FTP Service
= Web Management Tools
= 115 & Management Compatibility
I15 6 Management Console
I15 6 Scripting Tools
I15 6 WMI Compatibility
[15 Metabase and 115 6 configuration compatibility
115 Management Console
. 115 Management Scripts and Tools
IIS Management Service
. World Wide Web Services
Application Development Features
. Common HTTP Features
Health and Diagnostics
. Performance Features

Security = I
— L N SRR T JE RS EgRy K RO _pPous R T P S 1 PR T T T S

Ok Cancel I

BEEO

(1]
= #= & ®EO
BHEE

OoOo0ooo

Next steps

Install the SVP software.

Installing the SVP software

You install the SVP software from the SVP ISO image for your storage system. This image
is part of the microcode distribution set and has the file name H8-SVP-XXX-XX.iso.

Procedure

1. Obtain the appropriate SVP ISO image for your storage system from the firmware
distribution set. Verify the ISO image corresponds to the firmware currently running
on the storage system.

2. Download the SVP ISO from TISC to the CE notebook, and then use an ISO reader to
mount the SVP ISO as the next available drive letter.

3. Launch Remote Desktop Connection and click the Show Options drop-down menu.
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Installing the SVP software

;-Ll' Remote Desktop
<) Connection

L

Computer: V7217 71216

Username: svpisvp

You will be asked for credentials when you connect.

4. Click the Local Resources tab, and then click More.
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O Nowm

Installing the SVP software

ml.‘wﬂg‘i_"‘“‘ -—-_L-—-—-l.é x

AT HF"I—I-

i &-J Remote Desktop
| ¢ Connection

Remote audio
a Configure remote audio settings.

Keyboard
g Apply Windows key combinations:
| [afﬂl" when using the full screen -
Example: ALT+TAE

Chooze the devices and resources that you want to use in
ﬂ!l “J your remote session.

V] Printers |¥| Clipboard

L Mo

:
I
DCEl JevICes and resources

~ Hide Options I Connect i[ Help J

Expand Drives, and then check the drive that has the ISO.

Click Connect.

When prompted to enter your credentials, enter your SVP password and click OK.
Perform the appropriate step:

« If you have WinZip installed on the VM, extract the ISO locally, and then go to
step 9 to run the setup application.

« Otherwise, click the mapped drive in the left pane and double-click the Setup
application in the workspace to the right of the pane (see the following figures),
and then go to step 9.

j Note: Using WinZip is the preferred method. The alternative method

performs the installation over the network and can take significantly

longer to complete.
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Installing the SVP software

i3 Computer
‘G‘ = |l' ~ Complter = - ml Search Camputer
Organize v System properties  Uninstall or change-a program  Map network drive  ©pen Caontrol Panel e v [T @
e = Hard Disk Drives (1)
[ Ceskiop Local Disk {(C:)
i
& Downloads

78.5 GE free of 99.5 GB
%] Recent Places
“ Devices with Removable Storage (2)

= i & DVD Drive (D:) DKCMAIN_SYP_8303:
i . WE Floppy Disk Drive (4:) ~ "% Dbytes free of 1.02 GB

o Libraties

=

[ || Documents

[ gl Music
] [i=] Pictures

= B videos

=178 Computer
e £, Local Disk (C:)
[# 4% DVD Drive (D:) DECMA

s Eon USSCC-RMEJIAZ

€ Metwork

K . SWP-PC Workgroup: WORKGROUP Memory: 8,00 GE
— sesilvm71213 Processor: Intel(R) Beon(R) CPUES-..,

% E on UISSCC-RMETIAZ = B
3 [

g\‘ J= = = Computer - £ on USSCE-RMETIAZ » v i | Search E onUssCC-RMENIAZ 2]
Seal
Crganize f= v Ol &
B Favorites Mame ~ Date miodified Type Size I |
B Desktop firmware 1/13/2016 11522 PM  File Folder
4 Downloads ass 1132016 11:22 P Flle Folder
il Recent Places || Raidmanager 1/15/2016 11:22 PM File Folder
|| Setup2k 1/13/2016 11:22 PM  File Folder
=l = Libraries
. '1._ || software 1113/2016 11:22 PM File Folder
% Documents
S . | tool 1/13[2016 11:22PM  File Folder
# gl Music s
] Fictures @ 1/13/2016 11:08 88 Application G0 KB

= B Videos

/8 Camputer
& Lnﬁ\sk(c:)

B € Metwork

7 items

9. Inthe Windows Security Alert window, select Private networks, such as my
home or work network. Then clear Public networks, such as those in airports
and coffee shops (not recommended because the networks often have little or
no security).

10. Type the SVP IP address.
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Installing the SVP software

" Hitachi Device Manager - Storage Navigator [= ==
Environmental Settings HITACHI

Please input the IP address of the SVP before updating the firmware or the software of the storage system.

SVP IP Address: & P O Pve

11. Click Apply.
12. Add the storage system.

Environmental Settings : HITACHI

Inthe case of adding the storage system, push [Add] button.
Inthe case of changing the target of update, select the storage systems and push [Select Update Objects] button.
Inthe case of editing the sefting of the storage system, select the storage system and push [Ecit] button. Push [Apply] button for executing setup.

Set values for the new System and cliok [Apply] to confirm.
orag

| SelectAll || System Selection (@ Auto Discovery ) Manual [

Systen Name_ | 1P Address (CTLA: @ IPva O 1Pe ion (Storage System)

IP Address (CTL2): ® IPvd

System Name: [rsposon
(Wax, 180 characters)

Desoription: 'SP G300

(Max, 180 characters, of blank)

User Name: Imaintenance

( Max, 256 characters )

(Max, 256 characters)

[] Mot start service atter addition immediately

Selected: 0 of 0

Apply Cancel

13. Register the storage system.
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Installing the SVP software

| Hitachi Device Manager - Storage Navigator [ [O]x]
Environmental Settings HITACHI
In the case of adding the storage system, push [Add) button.

In the case of changing the target of update, selact the storage systems and push [Select Update Objects] button.
In the case of editing the setting of the storage system, select the storage system and push [Edit] bution, Push [Apply] button for executing setup.

System Mame Type Seral Number | Software Version (Storage Navigator) Firroware Yersion (Storage System)
@ vsrosoo V5P GB00 and VSP FAOD 3000000 |-» 83-03-02-60.00 303018000 -> §3-03-02-6000

Selected: 001 1

14. Click the storage system.
You are presented with the following two options:

« Upgrading the firmware and adding the storage system
« Adding the storage system without upgrading the firmware

15. |If the storage system firmware is current, click Select Update Objects and clear
Firmware (Storage System). Doing so adds the storage system without upgrading
the firmware.
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Installing the SVP software

- R D e B LI
Environmental Settings

Intha casa of adding the forage syslem, push [Ad] buthon.

Intha caze of changing the target of update, selact tha storage systems and push [Select L\p‘un thndr] tuum
Inthe cace of editing the setting of the storage system, select the storage system and

Storage Systems
>

| System Name | _Type Serial Number |
@ veroso |VSP 6800 and vSP

SofwareVersion Sorage Navgatnn Firmwate Version (Storage System)
Zalect Update Objects

Chack the update object and click [Applyto confirm,

Update:

7] Sothuar

[] [Firmmare (Stotage System)

Add | Select Update Objects !Edl | |__Remove

Selected: 1 011

A Hur ::I'ubnwcu:‘l:na:l:r ktor:ue Mavigator

= B3
Enwronmema

HITACHI
The software update in progress.
Push [Undate] button for starting the firmware

update.
All softvare 3nd firmware are updsted, push [Close] button Tor exit the Environmental Seings.

System Name |

Type
@ verosno

|WSP G800 and VSP FE00

Serlal Number Software (Storage Navigator) | Firmware (Storage System)
| mooo0 | @) completed

E(Nol Update)

17. On the Desktop, click the Open StorageDevice List shortcut.
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Installing the SVP software

StorageDevice
List

Wait 10-15 minutes for all the services to start.

Storage Device List © b Storage Device List'©
1Y 1 Y

VSPG300

°: 9!

18. After the services are ready, click the storage system to start Hitachi Device Manager
- Storage Navigator.

Storage Device List ™
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Chapter 6: Installing the SVP software on an
Oracle Linux KVM host

Hitachi Vantara supports configurations where a single SVP communicates with a single
VSP Gx00 or VSP Fx00 model. This configuration can coexist with, or replace, all other
physical, virtual, and bare-metal SVP configurations.

Physical network connection for an Oracle Linux KVM-based
SVP

SVP and storage system connections are performed using the ports on the back of these
devices.

The following figure shows the physical network connection for an Oracle Linux KVM-
based SVP configuration using the Hitachi Virtual Storage Platform G800. Adjust your
connections appropriately if you use different VSP Gx00 models or VSP Fx00 models.

a Note: The Oracle Linux KVM server running the VM instance cannot be used
with the storage system if it belongs to different subnets, and if a router or a
firewall is filtering packets according to a defined condition. There is no
distance limit between the server running the SVP application and the storage
array being managed if they belong to the same subnet.
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Minimum requirements for an Oracle Linux KVM SVP

Client PC Management Server Oracle Linux Server

syP
00 WM [pAddr 3

IpAddr 2
Management
LAN D

LAN 4 LAN 3

.
\

L Ethernet Network
Switch

VSP G800 >
Storage System

7 Pinsisin i, I
O ¢ |
IpAddr 5 pj‘\(idr_d
User LAN port User LAN port
on Controller 2 on Controller 1

a Note: In this figure, the HCS instance can also run as a VM instance.

If the controllers are connected to a physical SVP, remove the Ethernet cables from the
LAN3 and LAN4 ports on the SVP, and connect them to the network switch.

Minimum requirements for an Oracle Linux KVM SVP
An SVP that will be used in an Oracle Linux KVM environment requires the following
minimum requirements.
Prerequisites
Linux KVM Server (provided by the customer)
= Oracle Linux 7.x server
*= Two quad core processors, Intel Xeon 2.29 GHz
* One-port NIC
* SVP guest OS
= 128-GB RAM
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Hyper-threading

SVP Guest OS (1 DKC) (maximum 1 DKC per SVP guest OS)
* Two vCPUs

= One virtual network adapter

* 4-GBRAM

= 120-GB disk space

* Windows 7 Professional (64-bit)

Miscellaneous

= WinZip

Hyper-threading

Verify that hyper-threading is active for the Oracle Linux KVM server and VM guest host.
(Hyper-threading is enabled by default.)

The following figure shows an example of hyper-threading on an Oracle Linux KVM
server.

The following figure shows an example of hyper-threading on a VM guest host.
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Configuring the Oracle Linux KVM-based SVP

virtualSVP-1 Virtual Machine o x

File Virtual Machine Wiew Send I(e\,k

L w (o v~ &

g Overview CPUs

Performance Logical host CPUs: 20

Current allocation: | 2 = | +

=5 Memory

o5 . Maximum allocation: | 4

@2 Boot Options

i~ IDE Disk 1 Configuration

g@ MNIC :15:c0:c7 | Copy host CPU configuration

& Mouse Model: | Haswell-noTSX b

== Keyboard

= Display Spice ~ Topology

v M LL t CPU topol:

ﬂ} Sound: ich6 SRS SE PRARTY

G Serial 1 Sockets: | 2 i

;:j‘) Channel spice Chiast 1 +

E vigeo axL |

m Controller USB Threads: | 2 el |

MF Controller PCI ~ Pinning

m Controller IDE Default pinning: (ex:0,1.3-57)
m Controller VirtlO Serial :

@ USB Redirector 1 | Generate from host NUMA configuration
@ usB Redirector 2

Add Hardware Cancel Apply

Configuring the Oracle Linux KVM-based SVP

After preparing the environment, activating hyper-threading on both the Oracle Linux
KVM server and VM guest host, and verifying the configuration layout, configure the SVP
in the Oracle Linux KVM environment.

Procedure

1. On the Oracle Linux KVM host, create a VM that is appropriate for the Windows
operating system being used.

2. Verify that the virtual network connection is properly assigned to the appropriate
virtual machine network.
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Configuring the Oracle Linux KVM-based SVP

QEMU/KVM Connection Details = o x
File
Overview Virtual Networks Stor.}ge MNetwork Interfaces
@ ens2 S5fC MAC: Unknown
B onso State; [ Active

EE lo Start mode onboot ~

In use by: -

~ IPv4 Configuration
Mode:  Static

Address: 172.17.68.58/24

» IPv6 Configuration

Slave Interfaces
Name ™ Interface Type
ens255f1 ethernet
vnetd ethernet
vnetl ethernet
vnet2 ethernet

vnet3 ethernet

= | | x | @ Apply

3. Configure the network settings for the VM. The IP address must allow
communication with the storage system controllers.
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Configuring the Oracle Linux KVM-based SVP

Internet Protocol Yersion 4 (TCP/IPv4) Properties Ei1Ed |

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(" Obtain an IP address automatically
—(% Use the Following IP address:

IP address: |

Subnet mask: | 255 .255 .255 . 0
Default gateway: |

€ Obtain DNSserver, address automatically
—(% Use the following DNS server addresses:

Preferred DNS server: |

Alternate DNS server: |

[~ yalidate settings upon exit Advanced...

OK I Cancel

4. Configure a Remote Desktop connection.
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Where to go from here

systemproperties B
Computer Name | Hardware | Advanced | System Protection Remote I
Remote Assistance

[~ Allow Remote Assistance connections to this computer

Lovanced

— Remote Desktop
Click an option, and then specify who can connect, if needed.
" Don't allow connections to this computer

" Allow connections from computers running any version of
Remote Desktop [less secure)

{+ Allow connections only from computers running Remate
Desktop with Network Level Authentication (more secure)

Hiﬂ"lm Select Users... I

ok | camcel | o

Where to go from here

To complete the installation, perform the following steps. For details, refer to the
equivalent instructions for installing the SVP on a VMware ESXi host.

Procedure

1. Configure the SVP guest OS.

2. Install the SVP software.

3. Deploy a cloned virtual SVP (optional).

4. Change the locale setting if the currently configured language is not appropriate.
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Chapter 7: Installing the SVP software on a
VMware ESXi host

You can use a virtual SVP with the VSP Gx00 models and VSP Fx00 models. The virtual
SVP is a software application that runs on either Windows 7 Professional x64 (64-bit) on a
VMware ESXi 6.0.0 host or on Windows 7 Professional Service Pack 1 (64-bit) on a
VMware ESXi 6.0 U2 host.

Observe the following guidelines when installing a virtual SVP:

= vSphere Cluster Failover: Due to the numerous vSphere server/cluster configurations
and workloads, validate failover prior to placing the virtual SVP in production
environments.

* Number of SVP virtual machines per vSphere cluster: One server supports up to eight
VMs. Each VM can communicate independently with one storage system. Due to the
wide variety of vSphere server/cluster configurations and workloads, perform
simultaneous multi-system performance monitoring and log collections to verify
trouble-free management.

To provide the highest level of trouble-free operations, observe the following rules:

* Do not locate a virtual machine on a storage system being managed by the same
virtual machine.

* Do not start the SVP virtual machine from the storage system it is managing.

Setting up the SVP locale

The SVP and storage management software support the English and Japanese languages.

If you intend to install the SVP software using a language other than English and
Japanese, change the SVP's locale setting to reflect the appropriate language using the
procedure for the Windows version installed on the SVP. For more information, see the
instructions for your Windows operating system.

Network connection for virtual SVP

The SVP and storage system connection ports located at the rear of the components.

The following figure shows the physical network connection for a virtual SVP and Hitachi
Virtual Storage Platform G800. Adjust your connections appropriately if using different
VSP Gx00 models or VSP Fx00 models.
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Virtual SVP requirements

Client PC Management Server VMware ESXi Server
SvP
IpAddr 3 an v

IpAddr 1 IpAddr 2

Management
LAN D

Physical
SVP

LAN 4 LAN 3

VSP G800 N

Storage System

ey _m},/ﬁ A
R [ s | O ¢ [

IpAddr_5 IpAddr 4

User LAN port User LAN port
on Controller 2 on Controller 1

E Note: The ESXi server running the VM instance cannot be used with the
storage system they belong to different subnets, and if a router or a firewall is
filtering packets according to a defined condition. There is no distance limit
between the server running the SVP application and the storage array being
managed if they belong to the same subnet.

Virtual SVP requirements

The virtual SVP must meet the following minimum requirements.
ESX Server (provided by the customer)

* VMware ESXi server 6.x

= Two quad core processors, Intel Xeon 2.29 GHz

* One port network interface card (NIC)

*= SVP guest OS

* 32 GBRAM
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SVP Guest OS (maximum one DKC per SVP guest OS)

Two virtual CPUs

One virtual network adapter

4 GB RAM
120 GB disk space

One of the following 64-bit operating systems:

Hyper-threading

*  For VMware ESXi 6.0.0: Windows 7 Professional (64-bit)

*  For VMware ESXi 6.0 U2: Windows 7 Professional Service Pack 1 (64-bit)

Miscellaneous

WinZip

Hyper-threading

To support a virtual SVP, verify that hyper-threading is active for the ESXi server and VM
guest host.

E Note: Hyper-threading is enabled by default.

ESXi server

Manufacturer: Quanta Computer Inc

Modei: DS18-2U (dual 10G LoM)
CPU Cores: 00U x 294G
Intel{R) Xeon(R) CPU E5-2650
v3 € 2.30GHz

Ucense: Viware vSphere 6 Enterprice
Phus - Licensed for 2 physk...

VM guest host

(]

scsilvm74140_SVP_WEST - Virtual Machine Properties

Hardware | Options  Resources | yservices |

Settings
cru
Memory
Disk

Advanced Memory

Configuring the virtual SVP

Summary

0 MHz

oMB

Normal

HT Sharing: Any
NUMA Nodes: 2

- | O -
Virtual Machine Version: 11 /&
Hyperthreaded Core Sharing

mode: (RN

Allow sharing of physical CPU cores when the host supparts.
hyperthreadng.

o Ao

Hyperthreading Status:  Active
v 3

s)

Select logical processor affinity for this virtual machine.
Use ** for ranges and ', to separate values. For example,
*0,2-4,7" would indicate processors 0, 2, 3, 4, and 7.
Clear the string to remove affinity settings.

After preparing the environment, activating hyper-threading on both the ESXi server and
VM guest host, and verifying the configuration layout, use the following procedure to
configure the virtual SVP.

Procedure

1.

Create a Windows 7 Professional x64 Service Pack 1 on the ESXi host.

2. Verify the virtual network connection is properly assigned to the appropriate virtual

machine network.
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Configuring the virtual SVP

Hardware IDph'onsl R.esouroesl vServicesI Virtual Machine Version: 11 /&,
—Device Status

I Connected

[~ Show All Devices Add...

| Summary ¥ Connect at power on

s
71
=
=8
=
71
=
o

Memory (edited) 4096 MB
CPUs 1

Video card Video card
VMCI device Deprecated

— Adapter Type
Current adapter:

—MAC Address
SCSI controller 0 LSI Logic 545 I—

CD/DVD drive 1 [datastorel (4)] H3-5V...

Hard disk 1 Virtual Disk ¥ Automatic  Manual
Floppy drive 1 Client Device

Network adapter 1 VM Network r—DirectPath IO
Status: Mot supported €D

gk0PONDOE

—Metwork Connection
MNetwork label:

IVM Metwark: ;I

~|ﬁivate |>

3. Configure network settings for the VM. The specified IP address must allow
communication with the storage system controllers.
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Configuring the virtual SVP

Internet Protocol Yersion 4 (TCP/IPv4) Properties Ei1Ed |

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(" Obtain an IP address automatically
—(% Use the Following IP address:

IP address: |
Subnet mask: | 255 .255 .255 . 0
Default gateway: |

€ Obtain DNSserver address automatically

—(% Use the following DNS server addresses:
Preferred DNS server: |

Alternate DNS server: |

[~ yalidate settings upon exit Advanced...

OK I Cancel

4. Configure a Remote Desktop connection.
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Configuring the SVP guest OS

Systemproperties B3|
Computer Name | Hardware | Advanced | System Protection Femote I
Remote Assistance

[~ Allow Remote Assistance connections to this computer

U el |
AOYances

~ Remote Desktop
Click an option, and then specify who can connect, if needed.
" Don't allow connections to this computer

" Allow connections from computers running any version of
Remote Desktop [less secure)

{+ Allow connections only from computers running Remate
Desktop with Network Level Authentication (more secure)

w Select Users... I

a Note: After completing the configuration task, configure the SVP guest
OS.

Configuring the SVP guest OS

The following procedures describe how to configure the SVP guest OS. Before you begin,
ensure Hyper-Threading is active for the ESXi server and VM guest host is configured.

Logging on to the operating system

Using the Remote Desktop Connection, log on as the specified user assigned during the
guest OS installation (for example, Administrator).
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Configuring the Control Panel display

After logging on successfully, configure the control panel display.

Configuring the Control Panel display

Procedure

1. Open the Control Panel.
2. From the View by list, select Large icons.

a Note: After configuring the control panel display, configure the desktop.

Configuring the desktop

Configure the Windows screen saver function on the SVP.

Procedure

1. Click Control Panel > Personalization. For Basic and High Contrast Themes (6),
click Windows Classic.
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Configuring the desktop

6(}.i « ConvolPansl + AlControlPansllt=ms ~ Personaizaton + 583 [ sexeh Contral pare g
| Panel Home L7
(o Change the visuals and sounds on your computer
Change deskton xors _m”“'emd“*“mmbmm-mmmm':s,wsae?nsamalatm.
Change mouse pointers —_— L 1% -
Change your account picture Q I
s
Landscapes Nature Scenes
Basic and High Contrast Themes (6)
[ —
—
Windows 7 Basic High Contrast #1
-
; -y
= = ) '®
See also Desktop Badkground Window Color Sounds Sareen Saver
Display zolid Color dows Clas v s Defa lone
Taslbar and Start Menu
Sing GF AErilas Cartir # Troubleshoot problems with transparency and other Aero effects

2. Click Screen saver.
3. In Screen saver, click Blank, and then set Wait to 60 (minutes).
4. Click OK.
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Configuring the task bar and the start menu properties

x

Screen Saver |

— Screen saver

|Bian|~c j Settings... Preview

Wait: 60 =} minutes [ On resume, display logon screen

— Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

oK Cancel Apply

Next steps

Configure the task bar and the start menu properties.

Configuring the task bar and the start menu properties

Configure the Taskbar and Start menu properties on the Windows operating system
running on the SVP.

Procedure

1. Click Control Panel > Taskbar and Start Menu Properties (task bar property),
and then click the Taskbar tab.

2. Click Customize.
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3.

Configuring the task bar and the start menu properties

[ Taskbar and Start Menu Properties g

Taskbar | start Menu | Toobars |

— Taskbar appearance
IV Lock the taskbar

[ Auto-hide the taskbar
™ Use smallicons

Taskbar location on screen: Bottom -

Taskbar buttons: Always combine, hide labels |

— Motification area

notification area.

Customize which icons and notifications appear in the ¢ ctomize...

~Preview desktop with Aero Peek
Temporarily view the desktop when you move your mouse to the
Show desktop button at end of the taskbar.

¥ Use fero Peek to preview the deskiop

How do I customize the taskbar?

x|

OK Cancel fpoly

In the Notification Area Icons window, check Always show all icons and
notifications on the taskbar.

Chapter 7: Installing the SVP software on a VMware ESXi host

Service Processor Technical Reference

116



Configuring the task bar and the start menu properties

Lleix

[\_;\_._, = ~ Control Panel ~ All Control Pane! Items ~ Notification Area fcons - mISearmCmvdDw f,_'ql
@

Select which icons and notifications appear on the taskbar

If you choose to hide icons and notifications, you won't be notified about changes or updates. To view hidden icons at any time,
chck the arrow next to the notification area on the taskbar.

lcons

Action Center
Solve PC issues: Z important messages ..

3 .

:

&

a
B

o Network
Nat Connected You are curmently not ca..

b Volume
No Audio Output Device is instolled.

%9 Windows Explorer
Safely Rerove Hardware and Eject Me...

W9 Windows host process (Rundli32)

Turn system icons on or off

¥ Always show all icons and notifications on the taskbar

Click OK.

Click Control Panel > Taskbar and Start Menu Properties (task bar property),
and then click the Start Menu tab.

Click Customize.

Chapter 7: Installing the SVP software on a VMware ESXi host

Service Processor Technical Reference 17



Configuring the task bar and the start menu properties

'r Taskbar and Start Menu Properties ' El

Taskbar StartMenu | Toolbars |

To customize how links, icons, and menus look and Customize...
behave in the Start menu, dick Customize.

Power button action: | Shut down |

Privacy
[V Store and display recently opened programs in the Start menu

¥ Store and display recently opened items in the Start menu and
the taskbar

How do I change the way the Start menu looks?
OK Cancel Apply

7. Inthe Customize Start Menu window, check Run command and click Display on
the All Programs menu and the Start menu.
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Configuring the task bar and the start menu properties

Customizre Start Menu

You can customize how links, icons, and menus look and behave on the
Start menu.

X

) Display as a menu
() Don't display this item

. (b Search other files and libraries
O Don't search
O Search with public folders
() Search without public folders
Search programs and Control Panel
Sort All Programs menu by name
44 System administrative tools
O Display on the All Programs menu
Display on the All Programs menu and the Start menu
Don't display this item
Use large icons

B videos

(O Display as a link .‘:.I

) Display as a link ;I
~ Start menu size
Number of recent programs to display: 10 <=
Number of recent items to display in Jump Lists: 10 o=
Use Default Settings ok | cancel

8. Under Music, check Don't display this item.
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Configuring the time settings

Customize Start Menu x|

You can customize how links, icons, and menus lock and behave on the
Start menu.

{O Display as a menu ;l
(®) Don't display this item
Enable context menus and dragging and dropping
[ Favorites menu
3 Games
(® Display as a link
O Display as a menu
{0 Don't display this item
Help
Highlight newly installed programs
[] Homegroup
Music
O Display as a link
O Display as a menu
Don't display this item
[] metwork
Open submenus when [ pause on them with the mouse pointer ;l

—Start menu size
Number of recent programs to display: 10 =
Number of recent items to display in Jump Lists: 10 ==
Use Default Settings ok | cancel
9. Click OK.

10. Inthe Taskbar and Start Menu Properties window, click OK.

Note: After configuring the Task bar and Start Menu properties,
configure the time settings.

Configuring the time settings

Configure the SVP for Universal Coordinated Time, and then configure it to not
synchronize with an Internet time server.
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Configuring region settings

Procedure

1. Click Control Panel > Date and Time, and then click the Date and Time tab.
2. Click Change time zone.

3. Inthe Time Zone Settings window, click (UTC) Coordinated Universal Time, and
then click OK.

4. Click Control Panel > Date and Time, and then click the Internet Time tab.

5. Click Change settings. In the Internet Time Settings window, uncheck
Synchronize with an Internet time server, and then click OK.

6. Inthe Date and Time window, click OK.

a Note: After configuring the time settings, configure the region settings.
Configuring region settings
Configure the region and language the language for your region or preference.
Procedure

1. Click Control Panel > Region and Language, and then click the Keyboards and
Languages tab.
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Configuring region settings

'ﬂ" Region and Language T ECJ

Formats | Location  Keyboards and Languaces | Admiristrative |

~ Keyboards and otherinput languages
Teo change your keyboard or input language click Change keyboards.

Change keyboards...

How do I change the kevboard layout for the Welcome screen?

~ Display language

Install or uninstall languages that Windows can use to display ted and
where supported recognize speech and handwriting.

[f_;' Install/uninstall languages...

How can | install additional languages?

oK Cancel iy w1

2. Click Change keyboards.
3. Inthe Text Service and Input Languages window, click the Language Bar tab.
4. C(lick Hidden, and then click OK.
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10.

1.
12.

13.

Configuring region settings

x|
Formats | Location Keyboardsand Languages | Administrative |
= rext Services and taput Lanmisecs S x
General Language Bar |Fu:|\ranced Key Setiings I

Language Bar
¢~ Hoating On Desktop

{~ Docked inthe taslkchar 7

[~ Show the Language bar as transparent when inactive
[~ Show additional Language bar icons in the taskbar
W Show text labels on the Language bar

oK Cancel Apply

Click Control Panel > Region and Language, and then click the Administrative
tab.

Click Change system locale.

In the Region and Language settings window, for Current system locale, select the
language for your region or preference.

Click OK.
In the Change System Locale window, click Restart now.

After the restart, click Control Panel > Region and Language, and then click the
Keyboards and Languages tab.

Click Change Keyboards, and then click the General tab.

In the Text Services and Input Languages window, if Japanese(Japan) appears
under Installed services, click the current selection, and then click Remove.

Click OK.
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Configuring the power management settings

14. In the Region and Language window, click OK.

Note: After configuring the region settings, configure the power
management settings.

Configuring the power management settings
For optimum performance, the SVP requires specific power management settings.

Procedure

1. Click Control Panel > Power Options, and then click the Show additional plans

list.
2. Click Change settings that are currently unavailable.
[ poweroneons -8l
‘é'\-J ls + Contyol Panel - All Control Pane Items ~ Power Options - @ [Searmmeded ﬂ
w
Control Panel Home Select a power plan
Power plans can help you maximize your computer’s performance or conserve energy. Make a plan active by selecting
ﬁ“’ what o poser buthon it, or choose a plan and customize it by changing its power settings, Tell me more sbout power plans
'S
ﬂ‘, Create a power plan Preferred plans
Q ;hmsg when o tumn off the @ palanced (recomimended) Change plan settings
display Automatically balances performance with energy consumption on capable hardware.
€ Fower save Change plan settings
Saves energy by reducing your computer’s performance where possible.
Show additional pians @
Hy Change settings that are currently unavailsble
See also
Personalizaton
Liser Accounts
f XXy b o . 10:34 AM
n""'l e = O E=| o W5 g

3. Click High Performance and Change plan settings.
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Configuring the power management settings

=181
g — ag— |
lg’\ )—;i-cmwm-ucmmm-mm * {23 | search Control Panel g
e —_— _O_
Control Panel Home Select a power plan
Power plans can help you maximize your computer's performance or conserve energy. Make a plan active by selecting
Require a password on wakeuo it, or choose a plan and customize it by changing its power settings, Tell me more about power plans
t
gah:sose what the power button — .
Create a power plan ™ Balanced (recommended) Change plan settings
(] gm when to tun off the Automatically balances performance with energy consumption on capable hardware.
Ispay
" Power saver Change plan settings

Saves energy by reducing your computer's performance where possible.

dditional plans |

; -
ofs performance, but may use more energy.

4. Inthe Edit Plan Setting window, click Change settings that are currently
unavailable.

5. In Turn off the display, select Never, and then click Change advanced power
settings.

=lolx
K\ /- [@ - 4 ControlPaneltt=ms + Power Options  EdtPlan Setings * {83 [ seorch ConvlPore g

Change settings for the plan: High performance
Choose the sieep and display settings that you want your computer to use.
¥y Change s=ttings that are currently unavalable

IS Tum off the display:

Change advanced power settings
¥ Restore default settings for this plan

savechonges | camel |

6. Inthe Advanced settings tab of the Power Options window, click Change settings
that are currently unavailable. Then click Hard disk > Turn off hard disk after,
and select Never.
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Configuring the power management settings

2| x|

Advanced settings |

then choose settings that reflect how you want your

\[- :i Select the power plan that you want to customize, and
i computer to manage power,

‘I@ Change settings that are currently unavailable

High performance [Active] :‘

=1 High performance -
= Require a password on wakeup
Setting: Yes
= Hard disk
=] Turn off hard disk after —
Setting (Minutes):

Desktop background settings
Wireless Adapter Settings

Sleep
1 ISR settinos .:I

Restore plan defaults I

oK | cance |  Apply

7. Click Processor power management > Minimum processor state, and then select
5.
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Configuring Action Center settings

- Power Options _ _ﬂﬁ]

Advancedsetmgsl

then choose settings that reflect how you want your

\[i Select the power plan that you want to customize, and
' computer to manage power,

‘E Change settings that are currently unavailable

High performance [Active] j

Power buttons and lid :J
PCI Express
=] Processor power management

= Minimurmn processor state

5] -+

System cooling policy

Setting (%6): :

Maximum processor state
Display
Multimedia settings

L]

Restore plan defaults |

ok | cance | Apply

8. Click OK.
9. In the Edit Plan Setting window, click Save change, and then close the window.

Note: After defining the power management settings, configure the
Action Center settings.

Configuring Action Center settings

All settings in the Windows Action Center must be disabled.

Procedure

1. Click Control Panel > Action Center, and then click Change Action Center
settings.
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Configuring Action Center settings

B =18 x|
e'ovﬂv « Control Panel = All Control Panel Ttems = Action Center v §23 | search Control Panel ﬂ
- @

Confrol Panel Home v recenk - Ive probl
Action Center has detected one of more iSsues for you 10 review.

Change Action Center settings
¥y Change User Account Cantrol
settngs Security =l
View archived messages
View performance information Virus protection (Important) s o |
Windows dd not find antivirus software on this computer.
Turn off messages about virus protecton
Windows Update (Important) Change settings
Windows Update is not set up for this computer. e
Turn off messages about Windows Update
Maintenance :I
If you don't see your problem ksted, try one of these:
Trgubleshooting ' Recovery
See also Find and fix problems . | Restore your computer to an
earlier time
Badwp and Restore
Windows Update
Windows Program Compatibdity
Troubleshooter

2. Inthe Change Action Center settings window, clear all the items, click OK, and
then close the window.
€' ) ¥ - A conralPaneitems ~ Acton Center - Change Acton Centr settngs v K23 [ search Contra Pane! D

|

Turn messages on or off
For each selected item, Windows will check for problems and send you a message if problems are found. How does
Action Center check for problems?

Security J
I~ Windows Update I Spyware and related protection

[T internet security settings ™ User Account Contral

™ Network firewal ™ virus protection

Mantenance messages
™ Windows Backup [T Check for updates
™ Windows Troubleshooting

Related settings
Customer Experience Improvement Program settings
Problem reporting settings
Windows Update settinas :l

[k ] ceme |

Note: After configuring Action Center settings, configure the
troubleshooting settings.
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Configuring the troubleshooting settings

Configuring the troubleshooting settings

The Windows Computer Maintenance setting must be disabled.

Procedure

1. Click Control Panel > Troubleshooting, and then click Change settings.

IE Troubleshooting

@'()-_ {8 + Control Panel = All Contral Panel Items + Troubleshooting * &3 [search Troubleshooting g
Control Panel Home Troublesh probl 0
) Chck on & task to automatically troubleshoot and fix common computer problems. To view more troubleshooters, dick
View all on a category or use the Search box.
iew history
Change settings /i, Do you want the most up to date content available for troubleshooting?
Get heip from a friend By choosing yes, you wil have access 1o the latest online troubleshooters and recesve notifications for
soltions to known problems.
Read the privacy statement oniine Yes I No

i—___‘ Programs

{73! Run programs made for previous versions of Windows

[*7| Hardware and Sound

- ¥ Configure adevice  Use aprnter 1A Troubleshoot audio recording

# Troubleshoot audio playback

e:; Network and Internet

|__...__‘ Connect to the Internet  Access shared fles and folders on other computers

E Appearance and Personalization

Y| &5 Dusplay Aero desktop effects
et il (] System and Security
Action Center [MS® Fix problems with Windows Update  Run maintenance tasks # Improve power usage
Help and Suppart Check for performance ssues
Recovery

2. Inthe Change settings window, for Computer Maintenance, click Off, and clear all
configuration options below Other settings.

* §8) | search Troubleshooting L]

6’(}‘-\ |~ Al Control Panel Ttems » Troubleshooting « Change settings

Change troubleshooting settings

Computer Mantenance
Windows will chedk for routine mantenance ssues and remind you when the System Maintenance troubleshooter an

Other settings
™ Allow users to browse for troubleshooters avalable from the Windows Oniine Troubleshooting service
[ Allow troubleshooting to begin immediately when started

Read the privacy statement oniine

3. Click OK, and then close the window.

Note: After configuring the troubleshooting settings, configure the
Remote Desktop settings.
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Configuring the Remote Desktop settings

Configuring the Remote Desktop settings

Remote access to the SVP is required and appropriate Windows firewall settings must be
configured.

Procedure
1. Click Control Panel > System, and then click Remote settings.

2. Inthe System Properties window, click the Remote tab.

3. Under Remote Assistance, clear Allow Remote Assistance connections to this
computer.

4. Under Remote Desktop, click Allow connections only from computers running
Remote Desktop with Network Level Authentication (more secure).

=
Computer Name | Hardware | Advanced | System Protection He:natel
~ Remote Assistance

[~ Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advariced

— Remote Desktop

Click an option, and then specify who can connect, if needed.
" Dont allow connections to this computer

" Allow connections from computers running any version of
Remote Deskiop (ess secure)

(" Allow connections only from computers running Remote
Desictop with Network Level Authentication (more secure)

Help me choose Select Users... |
oK Cancel ] Apply
5. Click OK.

6. If a message states that the Remote Desktop Firewall will be enabled, click OK.
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Configuring the Remote Desktop settings

7. Click OK to close the System Properties window.
8. Close the System window.

9. Click Control Panel > Windows Firewall, and then click Allow a program or
feature through Windows firewall.

il
o S— e e et T s Ter— - —
D) ¥ - ConvalPanel - Al Control Panel ttems + Windows Freweal v (53 | sexrch Control Panel (2]
“
Control Panel Home Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicous software from gaining access to your computer twough the
through Windows Frewal Internet or a network,
‘,: Change notification settings How does a firewall help protect my computer?

E k 2
& Tum Povadl o oé olf \What are network locations?

# Restore defaults l 'a’ Home or work (private) networks Not Connected ll

# Advanced settings
= l '0‘ Public networks Connected :J
Troubleshoot my network — |
Metworks in public places such as airports or coffee shops
Windows Frewal state: On
Incoming connections: Block all connections to programs that are not on the st
of alowed programs
Active public networks: B esting..
Notification state: Do not notify me when Windows Firewall blocks a new
program

See also
Action Center
MNetwork and Sharing Center

10. Click Change settings, and then verify Remote Desktop and Remote Desktop -
RemoteFX for both Home/Work (Private) and Public are selected.

B =B

() W - Mo paneiiens - Wedowarvenal - Mowediogans v (03 [ e Conv pe )

Allow programs to communicate through Windows Firewall
To add, dhange, or remove alowed programs and ports, dick Change settings.

Wyl Change settings

What are the risks of allowing a program to communicate?

Aliowed programs and features:

| Name | Home pwork (Private) | Publc |
MILPOD Service
¥ Message Queuing
O Netlogon Service
¥ Network Discovery
[ Performance Lags and Alerts
[Oremote Assis!

M Remote Desktop - RemoteFX
[JRemote Event Log Management
[ Remote Scheduled Tasks Management
[Remote Service Management
[JRremote Volume Management
[CIRouting and Remote Access

L M eanwa Sadkat Tunnslina.

O0000™EOO0O0ORA

E OO0000RENOOROR&

3
b

¢
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Configuring Internet Explorer settings

11. Click OK.
12. Close the Windows Firewall window.

Note: After configuring the Remote Desktop settings, configure the
Internet Explorer settings.

Configuring Internet Explorer settings

Configure Internet Explorer advanced, security, and properties settings.
Procedure

1. Click Control Panel > Internet Options, and then click the Advanced tab to modify
the settings.
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Configuring Internet Explorer settings

IE-——
General | Security | Privacy | Content | Connections | Programs  Advanced |
Settings

[E) Accessbiy | -
[} Always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
] Move system caret with focus/selection changes
] Reset text size to medum for new windows and tabs
[F] Reset text size to medum whie z00ming™®
[ Reset zoom level for new windows and tabs
" Browsing
B4 Automatically recover from page layout errors with Compe
[0 Close unused folders in History and Favorites™®
[ Disable script debugging (Internet Explorer)
Disable script debugging (Other)
[ Display a notification about every scoript error

| [F Display Accelerator button on selection | _-':j
1 3
*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer setiings
Resets Internet Explorer’s settings to their default Raset.,.
condition.

You should only use this if your browser is in an unusable state.

oK | cancel | aopy

2. Under Security, select Allow active content to run in files on My Computer.
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Configuring Internet Explorer settings

2
Settings
(2 Just display the results in the main vandow :I
Q Security
[] Alow active content from CDs to run on My Computer®
Alow active content to run in files on My Computer®
[ Alow software to run or instal even if the signature is invi
Check for publisher’s certificate revocation
[Fl Chedk for server certificate revocation®
[ Check for signatures on downloaded programs

] Do not save encrypted pages to disk
O Elmt\rmeIntunetFiesfddumbrwwisch

[ Enable DOM Storage
Enable Integrated Windows Authentication™
[ Enable native XMLHTTP support

[] Enable SmartSoreen Fiter _';)
4| | b
*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

|nu|&ui|lw|r

3. Clear Use SSL 3.0.
4. IfSSL 2.0 is selected, clear it.
5. Select Use TLS 1.0, Use TLS 1.1, and Use TLS 1.2.
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Configuring Internet Explorer settings

& Internet Properties B ?l x]

‘General | Security | Privacy | Content | Connections | Programs  Advanced |

Settings

[0 Emoty Temporary Intemnet Files folder when browser s de &
[F] Enable DOM Storage

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

[] Enable SmartSoreen Fiter

] Use ssL 2,0

[J use sst 3.0

[ Use 1S 1.0

[ use TS 1.1

C2fUse TLS 1.2)

[l Warn about certificate address mismatch™

[ warn if changing between secure and not secure mode |

[ [Warn if POST submittal is redrected fo a zone that does not permit

| | v
*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer’s settings to their default Reset. ..
condition.

You should only use this if your browser is m an unusable state.

6. Click OK.

7. Close the Internet Properties window.
8. From the Control Panel window, click System and Security > Action Center.
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Configuring Internet Explorer settings

B Control Panel [_[o]x] i
100 |4+ Control Panel = ~ {23 [[earch Control Fanel (2]
Adjust your computer's settings Viewby: Category ¥
System and Security User Accounts and Family Safety
e Review your computer's status ¥ Add or remove user accounts
3 Back up your computer KD % Set up parental contrals for any user
Find and fix problems >

Appearance and Personalization

Network and Internet Change the theme
@. View network stabus and tasks % Change desktop background
Choose homegroup and sharing options:

- Adjust sereen resolution
 Hardware and Sound g
£ View devices and pricters “ Clock, Language, and Region
’ﬁ Add a device L Change keyboards or ather input methods
—7  Programs Ease of Access
}, 2l [ | Let Windows suggest settings
% %) Uninstal 2 program % / Optinize visual display

9. If the SmartScreen Filter window appears, click OK.

‘8 SmartScreen Filter . x|

‘ ] Website addresses will be sent to Microsoft to be checked against a list of reported
¥ unsafe websites. Information received will not be used to personally identify you. For
= more information, read the Internet Explorer privacy statement,

UK&I Cancel

@ How does SmartScreen Filter help protect me?

10. Click All Programs > Internet Explorer.
11. If the Set Up Windows Internet Explorer 8 window appears, click Next.

12. Inthe Turn on Suggested Sites window, click No, don’t turn on, and then click
Next.
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Configuring Internet Explorer settings

Set Up Windows Internet Explorer B [ ﬂ

z

)

Turn on Suggested Sites

Do you want to discover websites you might like based on websites
you've visited?

T Yes, turn on Suggested Sites

%! No, don't turn on!

Suggested Sites is an online service that uses your browsing history to make personalized
website suggestions. You can tumn off Suggested Sites at any time.

Privacy Stat in Back I Next | Cancel

13. Inthe Choose your settings window, click Use express settings, and then click
Finish.
Set Up Windows Internet Explorer 8 ﬁl

ey

f_ Choose your settings

Before you get started, do you want to:

@ Use express settings
Search provider: Bing
Search Updates: Download provider updates
Accelerators: Blog with Windows Live, Map with Bing, E-mail with Windows Live,
Translate with Bing
SmartScreen Filter: Enabled
Compatibility View: Use updates

" Choose custom settings
Review and modify each setting individually,

ni rer Priva nlin Back F—E";;.T”‘g Cancel I

14. When an error indicates that an Internet connection is not established, close
Internet Explorer.
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Disabling the auto-execute feature

Note: After configuring Internet Explorer settings, disable the auto-
execute feature.

Disabling the auto-execute feature

The SVP requires the Windows AutoPlay feature be turned off.

Procedure

1. Click Start > Run, and then type gpedit.msc to start the Group Policy Editor.

B Local Group Policy Editor =10l x|

File Action View Help

o 2m = BT

| Local Computer Policy & |
= = Computer Configur:
:: r f::::: ;:; Select an item to view its description, Setung I
e i-| Tumn off Autoplay Mot «
2 % Pemratve § /2| Don't set the ahvays do this cheddox Not
E1 3 Conpcl Py iZ| Tumn off Autoplay for non-volume devices Not «

+ || Network z
3 Printers 1" | Default behavior for AutoRun Not «

® | System

= || Windows Cc
ActiveX™

Appical

|

+ Badaup

Blometr

+ BitLocke

Creden

Desktog

+ Deskiop

Digital L

EvenmtF

+ EventL

EventV

Game E

HomeGr
¥ Interne :J 4| i ..?_I

o] 2]\ extended A Stondard /
4 setting(s)

2. Click Local Computer Policy > Computer Configuration, click Administrative
Templates > Windows Components, and then click AutoPlay Policies.

3. From the items on the right, double-click Turn off Autoplay.
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Disabling the auto-execute feature

3 Turn off Autoplay - Ini ll

B Tum off Autoplay Drevious Setting “ Next Setting I

@ NotConfigured ~ Comment: =l
 Enabled
 Disabled

Supported on' [t eact Windows 2000

& iy

Opbions: Help:

Turn off Autoplay on: Tumns off the Autoplay feature.

l _'j Autoplay begins reading from a drive as soon as you insert media
in the drve. As a result, the setup file of programs and the music
on audic media start immediately,

Prios to XP SP2, Autoplay is disabled by default on removable
drives, such as the floppy disk drive (but not the CD-ROM drive),
and on network drives,

Starting with XP SP2, Autoplay is enabled for removable drives a5
well, including ZIP drives and some USB Mass Storage devices.

If you enable this setting, you can disable Autoplay on CD-ROM
and removable media drves, or disable Autoplay on all dnves,

This setting disables Autoplay on additional types of drives. You
cannot use this setting to enable Autoplay on drives on which it is
disabled by default.

b
~ @ = O | #e T

4. Inthe Property window, click Enabled and select All drives, and then click OK.

__!Turn oh‘Autnpr ] E -|!L’9

Tum off Autoplay Erevious Setting I Dext Setting |

 NotConfigured  COMMENE: P

(% Enabled

€ Disabled |
Supported on: At least Windows 2000 d

I
Options: Help:
Turn off Autoplay on: Tumns off the Autoplay feature. )

ﬁ Autoplay begins reading from a drive as soon as you insert media in the drive.

As a result, the setup file of programs and the music on audic media start
immediately.

Prior to XP SP2, Autoplay is disabled by default on removable drives, such as
the floppy disk drive (but not the CD-ROM drive), and on network drives.

Shrting with XP SP2, Autoplay s enabled for removable diives as well,
including ZIP drives and some USB Mass Storage devices.

If you enable this setting, you can disable Autoplay on CD-ROM and [
removable media drives, or disable Autoplay on all drives.

This setting disables Autoplay on additional types of drives. You cannot use

|ox|mcd|m|

5. Close the Group Policy Editor.
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Configuring the Registry
6. Click Control Panel > Autoplay.

7. Clear Use Autoplay for all media and devices, and then click Save.

a Note: After disabling the auto-execute feature, configure the Registry.

Configuring the Registry

Use Regedit to edit the Windows Registry on the SVP.

Procedure

1. Disable anonymous logon (null connection):
a. Click Start > Run, and then type regedit and press Enter.

' Registry Editor =10l x|
File Edit View Favorites Help
B o Name [ Toata

' , HKEY_CLASSES_ROQT

| HKEY_CURRENT_USER

[#~ |, HKEY_LOCAL_MACHINE

B L0 HKEY_USERS

[~ | HKEY_CURRENT_CONFIG

J| |

fC:mpube.r

| o

b. Inthe User Account Control menu, click Yes to open the Registry Editor
window.

c. Navigate to HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control
\Lsa.
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Configuring the Registry

' Registry Editor =10l x|
File Edit View Favorites Help
i . | - | FileSystemU a| | Name | Type | Data -~
1 FontAssoc _{5] (Default) REG_SZ (value not set)
. GraphicsDriv | auditbasedirectories REG_DWORD 0x00000000 (0)
| GroupOrderl | ¢4 auditbaseobjects REG_DWORD 0x00000000 (0)
e ab| Authentication Packa... REG_MULTI_SZ msv1_0
 i—— 4| Bounds REG_EINARY 00 30 00 00 00 20
k- zcygzzf:fa 4| crashonauditfail REG_DWORD 0x00000000 (0)
Keyboard L2 _}disabledomaincreds REG_DWORD 0x00000000 (D)
1 i I t;everynneindudesano... REG_DWORD 0x00000000 (0)
] saExtensior i_’_-gjforceguest REG_DWORD 0x00000000 {0)
i W8] fullprivilegeauditing REG_BINARY 0o
4 MediaCateg: Wie|LimitBlankPasswordUse  REG_DWORD 0x00000001 (1)
- | MediaDRM | LsaPid REG_DWORD 0x00000 18 (504]
Medialnterf: E-'g'ijNoLmHash REG_DWORD 0x00000001 (1)
| MediaProper ab|Notification Packages REG_MULTI_SZ scedi
| MediaTypes 4| ProductType REG_DWORD 0x00000006 (6) —
|, MobilePC estrictanonymous REG_DWORD 0x00000000 (0)
, MPDEV io|restrictanonymoussam  REG_DWORD

«]E

i

h1cl"|Tr‘

aifl -

4

e e eee

0x00000001 (1) _
- ;IJ

!CMHW_LDCAL_MACHMSYSFEMWEMCMEMCM#ONLSE

A

d. Double-click restrictanonymous.

&' Registry Editor O] x|
File Edit View Favorites Help
: - | FieSystemU & ] [ Name | Type Data -
x (vbe ot se
ORD 0%00000000 (0)
Value name: ORD 0x00000000 (0)
]restidamymnus L T1_5Z msvl 0
Vo o ARY 00 30 00 00 00 2C
pe . ORD 0%00000000 (0)
1 Heukce ORD 0x00000000 (0)
" Decimal ORD 0%00000000 (0)
ORD 0%00000000 (0)
0K I Cancel ARY 00
ORD 0x00000001 (1)
¥ | MediaDRM wa|Lsarid REG_DWORD 0x000001f3 (504]
®- | Medialnterf; | %%|NoLmHash REG_DWORD 0%00000001 (1)
#- | MediaProper iEf]Noﬁﬁb‘on Packages REG_MULTI_SZ scedi
E- |, MediaTypes REG_DWORD 0%00000006 (6) —
- | MobilePC REG_DWORD 0x00000000 (0)
i | MPDEV - REG_DWORD 0x00000001 (1)
H [ oY T o1~ = L e o
d ] »|‘| ‘ | _»|J
Computer¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥Lsa o
e. SetValue data to 1, verify Hexadecimal is selected, and then click OK.
2. Disable the beep when Remote Desktop Connection is connected:
a. Inthe Registry Editor window, navigate to HKEY LOCAL MACHINE\System
\CurrentControlSet\Control\Terminal Server.
b. Inthe Edit menu, click New > DWORD (32-bit) Value.
¢. Type DisableBeep.
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Configuring the Registry

&' Registry Editor =101 x|
File Edit View Favorites Help
i i | M- Session Manﬂ Name | Type | Data
Bl | SNMP ab| (Default) REG_SZ {value not set)
o+ | SQMServicel | 4 AllowRemoteRPC REG_DWORD 0x00000000 (0)
B Sp 4| DelayConMgrTimeout  REG_DWORD 0%00000000 (0)
-y SrPExtensiol | eMipeleteTempDirsOnExit  REG_DWORD 0x00000001 (1)
B Stillmage $4 DenyTSConnections ~ REG_DWORD 0x00000000 (0)
il Storage 28| fsingleSessionPerUser  REG_DWORD 0x00000001 (1)
i Systeminfor, Y () eiD REG_SZ 1526073d-F1fb-46b-
[#- 1. SystemReso ==
RN e 2| NotificationTimeOut REG_DWORD 0x00000000 (0)
Terminal Ser %] PerSessionTempDir REG_DWORD 0x00000000 (0)
|, TimeZoneln | 2®/Productversion REG_SZ 5.1
B || usbflags .E_‘f‘ijCDependentServices REG_MULTI_SZ CertPropSvc Sessionk
- | usbstor 2B snapshotMonitors REG_SZ 1
-l VAN $4|StartRCM REG_DWORD 0x00000000 (0)
H- | Video 55| TSAdvertise REG_DWORD 0x00000000 (0)
B | woncsve fg'gi]TSUserEnabled REG_DWORD 0x00000000 {0)
Bl L wdf ‘DisableBeep REG_DWORD 0x00000000 (0)
jill, S
4 { ;r' a o
(Computer¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Controf¥Terminal Server 4
d. Double-click DisableBeep.
&' Registry Editor =101 x|
File Edit View Favorites Help
© | [~ SessionMan || Name _[ Type Data
ot woRD Ga-bit) valwe | (e ot e
REG_DWORD 000000000 (0)
Mo v REG_DWORD 0x00000000 {0)
| DisableBeep REG_DWORD 0x00000001 (1)
ket Base REG_DWORD 0x00000000 (0)
2 REG_DWORD 0x00000001 (1)
i (€ A REG_SZ 15260fad-F1fb-46b9-
€ Decimal REG_DWORD 0%00000000 (0)
REG_DWORD 0x00000000 (0)
oK I Cancel REG_SZ 5.1
REG_MULTI_SZ CertPropSvc Sessiont
- |, usbstor ab|SnapshotMonitors REG_SZ 1
G- b VAN %] StartRCM REG_DWCRD 0x00000000 (0)
- | Video 24| TSAdvertise REG_DWORD 0x00000000 (0)
- | wenesve .‘!’_-'ngSUserEnabied REG_DWORD 0x00000000 {0)
[ b wdf DisableBeep REG_DWORD 0x00000000 (0)
i e _Iﬂ
d s »
|Computer¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥Terminal Server o

e. Set Value data to 1, verify Hexadecimal is selected, and then click OK.

3. Configure Remote Desktop Connection:

In the Registry Editor window, navigate to HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Terminal Services.

a.
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Configuring the Registry

&:" Registry Editor =10l x|
File Edit View Favorites Help
sorrw.mE 4| [ Name | Type | Data

| ATI Technologies 3b| (Default) REG_SZ (value not set)

. CBSTEST i} fPromptForPa REG_DWORD 0x00000000 (0)
- Classes

Clients

. Intel

, Microsoft

, ODBC

Policies

. Microsoft

‘--, Cryptograpf

, PeerDist

- |l Peernet

. SystemCerti

- 1 Windows

1 Windows NT__
- |, Terminal
b 1) Window

| RegisteredApplicatic _
i H (= Crnir
< | _'I_I < | 3

[Computer¥HKEY LOCAL_MACHINE¥SOFTWY s NT¥Terminal Services i

|I|— i -t
..,__:'_..Q

In the Edit menu, click New > DWORD (32-bit) Value.

Type fPromptForPassword.

Double-click fPromptForPassword.

Set Value data to 1, verify Hexadecimal is selected, and then click OK.
Registry Editor ; i =101 x|
File Edit View Favorites Help

B ). SOFTWARE “_|| | Type | pata
. [l L ATI Terhnolonies ab| Mafa il DFR & (value not set)

Edit DWORD (32-bit) Value _X_I WORD 0x00000000 {(0)
: Value name:

;
E
¢ |fPromptForPassword
8
d
;

® Q20 T

- Value data: Base
2 % Hexadecimal
" Decimal

atrols
=ntal Contrals settings.

[ ok | cancel

-
B

A

k Wndows —J
|« Windows NT
Ll Terminal

b Wlndow:

b Registeredhpplicaﬁc i
G T Crmir
< | _»I'J < |

WM_M_MA&MW s NT¥Terminal Services

o4

f. In the Edit menu, click New > DWORD (32-bit) Value.
g. Type Securitylayer.
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Enabling ICMP (ping) reply

¢:" Registry Editor =101 x|
File Edit View Favorites Help
= | SOFTWARE 2] | Name | Type. |Data
. [#- [ ATITechnologies ab) (Default) REG_SZ (value not set)
o CBSTEST 24 fromptForPassword  REG_DWORD 0x00000001 (1)
- | Classes L SecurityLayer REG_DWORD 0x00000000 (0)
[+ | Clients
E- L Intel
& | Microsoft
=}~ |, Polides
| = Mosoft
B |, Cryptograpt
i || PeerDist
w4 Peernet
- | SystemCerti
F_* . Windows
F 1 Windows NT__
#- . Terminal
L L) Window
o Reg'rsteredhppl'mﬁc'
= T
| | ;I_I 4] | i
[Computer¥HKEY_LOCAL_MACHINE¥SOFTWARE¥Polices¥Microsoft¥Windows NT¥Terminal Services %

4. Restart the server.

a Note: After configuring the Registry, enable ICMP (ping) reply.

Enabling ICMP (ping) reply

The Internet Control Message Protocol (ICMP) is a supporting protocol in the Internet
protocol suite. The protocol is used by network devices, such as routers, to send error
messages and operational information indicating, as an example, a requested service is
not available or a host or router could not be reached.

Procedure

1. Click Control Panel > Administrative Tools, and then start Windows Firewall with

Advanced Security.
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Enabling ICMP (ping) reply

“-ﬁ-h—l—-‘

Owernew *
Domain Profile

@ Vindows Frewsla on

9 rbourd corrections Bhat do ot makch & nde are blecknd
@ Outbound corvmctiors thal do not maich & nde e alowed
Priwate Profde

@ Wandows Frewsl w on

9 voourd cormections that do ot match & ne e blocked
€ Outhoune cormectsrs thal de no match & e e showes
Public Profile = Active

& Windows Frewal s on

(D voourd corvections Tt do Aot match & ne e blocked
@ Cusboune covectiors that ca et mkch 8 e are slowed

B} Vindows Frewsl Propetes

Getting Staried -3

Crmale conmeciion secury miles |o specly Fow o whern e =
L] Py

B} Cornecton Seausy Fues
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e Y T s |
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3. Click all the following inbound rules, and then right-click and click Enable Rules.
« File and Printer Sharing (Echo Request - ICMPv4-In) (Profile=Domain)
« File and Printer Sharing (Echo Request - ICMPv4-In) (Profile=Private)
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Changing the computer name

« File and Printer Sharing (Echo Request - ICMPv6-In) (Profile=Domain)
« File and Printer Sharing (Echo Request - ICMPv6-In) (Profile=Private)

j

i

|
:

$y, Cormecton Secunty Rukes SL-urr.mrg Multcast Listerer Dore (JICMPYS-in)  Core Networeng

“ Mo | e e
5 1B anviwring € Cor e Netuaring - Muttcast Lsserer Query (IOM~E-In])  Core Networiong - Yes e
€ rove reenierior - Mucant mmeer Repert (OW6 In)  Cere Hetmonang - Yes i | T P by Aol .
€ Cov e Metwarking - Multicast Listirar Ripert «2 JOMPy .. Cive Mertworiing ] Yes Ma | T Finer iy St »
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0 Core Hetinorkeng - Parametes Svptses (ICMP6-In) Core Hetworiang - fes Ao Rabash
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a Note: After enabling ICMP (ping) reply, change the computer name.

Changing the computer name

Changing the computer name allows the SVP to be identified easily.

Procedure

1. Click Control Panel > System, and then click Change settings under Computer
name, domain, and workgroup settings.

2. Inthe System Properties window, click the Computer Name tab, and then click
Change.
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Changing the computer name

System Properties

3. Inthe Computer Name field, type svp-pC.
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Changing the computer name

Computer Name/Domain ('han-.]F-s

4. When prompted to restart your computer, click OK.

Chapter 7: Installing the SVP software on a VMware ESXi host

Service Processor Technical Reference 148



Changing the computer name

5. Click Close.
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Changing the computer name

System Properties : jC _X_l

MMN&EWMIMISyummt Hmute'

'Ry Windows uses the fallowing information to identify your computer
= on the network.
Computer description: |

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: SVP-PC
Workaroup: WORKGROUP

To use & wizard to join a domain or workgroup, click
N D Network ID...

To rename this computer or change its domain or Change..
workgroup, click Change.

‘1 Changes will take effect after you restart this computer.

Close I :E I Cancel | Ay
6. Click Restart Now.
Microsoft Windows ] x| |

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Now Restart Later |

7. Wait for the server to restart.

a Note: After changing the computer name, change the account name.
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Changing the account name

Changing the account name

The following user names might differ from the user name that was specified during the
Windows installation.

Procedure

1. Click Control Panel > User Accounts, and then click Change your account name.

!; User Accounts

ef j [, ~ Control Panel ~ All Control Panel Ttems ~ User Accounts * &3 [ search control Panel E
Control Panel Home Make changes to your user account
Manage your aredentials Create a password for your account —
Create a password reset disk Change your picture User
Link online IDs # Change your account name I e
AT MO RO e T N S RIS
Manage your file encryption Wy
i, i ij Change your account type

Configure advanced user profile
properties 3
il Manage another account

Change my environment variables 7
' Change User Account Control settings

2. Type svp for the new account name, and then click Change Name.
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Changing the account name

2:', Change Your Name a E =10f x|
‘%:@-mmvﬂ-umNMIMvmsm-mvum - iSeard\ControlPaneI D
Type a new account name
- -
[svel
This name will appear on the Welcome screen and on the Start menu,
3. Close the User Accounts window.
4. Click Control Panel > Administrative Tools, and then click Computer
Management.
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& & eventviewer 4 5ervices and Applicatons More Actions »
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W3 Parform
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El £ Storage
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ully com
? Shorl

5. Click Computer Management (Local) > System Tools, and then click Local Users

and Groups > Users.
6. Inthe right window, right-click User, and then click Rename.
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Changing the account name

Gy Administrative Tools

Il

- |of x|
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7. Rename User to SVP.
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Configuring the password setting for Administrator

[admmbtrativeTook
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8. Close the Computer Management window, and then close the Administrative
Tools window.

Note: After changing the account name, configure the password setting
for the Administrator.

Configuring the password setting for Administrator

The Windows Administrator password must be configured for use with the SVP.

Procedure

1. Click Control Panel > Administrative Tools, and then click Computer
Management.
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Configuring the password setting for Administrator

Tga Adminiskralive Took

"\—_jt—‘; |1 = contral Fanal - Al Control Panel tems « AdminsTatve Tools » {83 [ seerch Admiistratve Teos |
Organz = & Cpen =~ 0@
yg e lame = Date modiied I Type iSDe |
1 Cesktop 1052014 10534 Shortout

i Librarics
= Document:
o Music

|| Pichr=s Ew‘ et ol Mame I

Actions
Bl ] System Tooks T system Took R —
Wi iy i & . —
B ocos [ () Task Echeduler Fesmrage omputer Hanagement (
& [ Eventviener s 5ervices and Apclcatons Mare Actions »
oM Computsr [ g SharedFolders

E % Locd Lksis and Groups
E (83 Ferformence
e Devios Manager
F1 5 Storage
188! Dk Management
# Ty Servkes and Apolications

€ Nebwork

vy Com
Ehort

2. Click Computer Management (Local) > System Tools, and then click Local Users
and Groups > Users.

3. Inthe right window, right-click Administrator, and then click Set Password.
4. Inthe warning message, click Proceed.

Set Password for Administrator .- ﬂ
. Resetting this password might cause imeversible loss of information for this user account.
B Forsecurty reasons. Windows protects certain information by making # impossible to
=~ access if the user's password is reset.
This data loss will occur the next time the user logs off.

You should use this command only if a user has forgotten his or her password and does
not have a password reset disk. If this user has created a password reset disk, then he or
she should use that disk to set the password.

If the user knows the password and wants to change it, he or she should log in, then
press CTRL+AL T+DELETE and click Change Password.

Pmmdé! Cancel Hep |

5. Inthe New password and Confirm password fields, type the administrator
password raid-login.

6. Click OK.
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Set Password for Administrator i 2| x
New password: [snssssnsee
Y —
Confirm pass'
4y Fyeud ':.,._ | The passwaord has been set.
This use o lencrypted
files, stc

¥ you dlick C [ hl ata loss will
oCccur.

ok | Cancel |

7. Close the Computer Management window, and then close the Administrative
Tools window.

8. Restart Windows.

Note: After configuring the password setting for Administrator, change
the password setting.

Changing the password setting

Change the password for the Windows operating system running on the SVP.

Procedure

1. Click Control Panel > User Accounts.
2. Click Create a password for your account.

3. Inthe top two fields, type the password raid-1login. Leave the password hint field
empty.
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!“. Create Your Password - i !Dlll

@(_-;v ‘2, + Al Control Panel Ttems + User Accounts + Create Your Password v ‘Q | Search Control Panel @l

Creale a password for your account

=P
Adminstrator

I (LT ITTY TS

If your passward contains capital letters, they mustbe typed the same way every time youlog en.
Haw to create a strong password

| Type a password hint
The paceword hint will be viible to everyone who usee thic computer.
What is a passward hint?

Create password I Cancel

4. Click Create password.
5. Close the window.

a Note: After changing the password setting, install the SVP software.

Installing the SVP software

You install the SVP software from the SVP ISO image for your storage system. This image
is part of the microcode distribution set and has the file name H8-SVP-XXX-XX.iso.

Procedure

1. Obtain the appropriate SVP ISO image for your storage system from the firmware
distribution set. Verify the ISO image corresponds to the firmware currently running
on the storage system.

2. Download the SVP ISO from TISC to the CE notebook, and then use an ISO reader to
mount the SVP ISO as the next available drive letter.

3. Launch Remote Desktop Connection and click the Show Options drop-down menu.
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Installing the SVP software

;-Ll' Remote Desktop
<) Connection

L

Computer: V7217 71216

Username: svpisvp

You will be asked for credentials when you connect.

4. Click the Local Resources tab, and then click More.
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O Nowm

Installing the SVP software

AT HF"I—I-

ml.‘wﬂg‘i_"‘“‘ -—-_L-—-—-l.é x

' &-J Remote Desktop
| ¢ Connection

Remote audio
a Configure remote audio settings.

Keyboard
g Apply Windows key combinations:
| [afﬂl" when using the full screen -
Example: ALT+TAE

Chooze the devices and resources that you want to use in
ﬂ!l “J your remote session.

V] Printers |¥| Clipboard

L Mo

~ Hide Options I Connect i[ Help J

:
I
DCEl JevICes and resources

Expand Drives, and then check the drive that has the ISO.

Click Connect.

When prompted to enter your credentials, enter your SVP password and click OK.
Perform the appropriate step:

« If you have WinZip installed on the VM, extract the ISO locally, and then go to
step 9 to run the setup application.

« Otherwise, click the mapped drive in the left pane and double-click the Setup
application in the workspace to the right of the pane (see the following figures),
and then go to step 9.

j Note: Using WinZip is the preferred method. The alternative method

performs the installation over the network and can take significantly

longer to complete.
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7 items

9. Inthe Windows Security Alert window, select Private networks, such as my
home or work network. Then clear Public networks, such as those in airports
and coffee shops (not recommended because the networks often have little or
no security).

10. Type the SVP IP address.
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" Hitachi Device Manager - Storage Navigator [= ==
Environmental Settings HITACHI

Please input the IP address of the SVP before updating the firmware or the software of the storage system.

SVP IP Address: & P O Pve

11. Click Apply.
12. Add the storage system.

« Hitachi Device Manager - Storage Navigator

Environmental Settings : HITACHI

Inthe case of adding the storage system, push [Add] button.
Inthe case of changing the target of update, select the storage systems and push [Select Update Objects] button.
Inthe case of editing the sefting of the storage system, select the storage system and push [Ecit] button. Push [Apply] button for executing setup.

Set values for the new System and cliok [Apply] to confirm.
orag

| SelectAll || System Selection (@ Auto Discovery ) Manual [

Systen Name_ | 1P Address (CTLA: @ IPva O 1Pe ion (Storage System)

IP Address (CTL2): ® IPvd

System Name: [rsposon
(Wax, 180 characters)

Desoription: 'SP G300

(Max, 180 characters, of blank)

User Name: Imaintenance

( Max, 256 characters )

[] Mot start service atter addition immediately

Selected: 0 of 0

Apply Cancel

13. Register the storage system.
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| Hitachi Device Manager - Storage Navigator [ [O]x]
Environmental Settings HITACHI
In the case of adding the storage system, push [Add) button.

In the case of changing the target of update, selact the storage systems and push [Select Update Objects] button.
In the case of editing the setting of the storage system, select the storage system and push [Edit] bution, Push [Apply] button for executing setup.

System Mame Type Seral Number | Software Version (Storage Navigator) Firroware Yersion (Storage System)
@ vsrosoo V5P GB00 and VSP FAOD 3000000 |-» 83-03-02-60.00 303018000 -> §3-03-02-6000

Selected: 001 1

14. Click the storage system.
You are presented with the following two options:

« Upgrading the firmware and adding the storage system
« Adding the storage system without upgrading the firmware

15. |If the storage system firmware is current, click Select Update Objects and clear
Firmware (Storage System). Doing so adds the storage system without upgrading
the firmware.
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- R D e B LI
Environmental Settings

Intha casa of adding the forage syslem, push [Ad] buthon.

Intha caze of changing the target of update, selact tha storage systems and push [Select L\p‘un thndr] tuum
Inthe cace of editing the setting of the storage system, select the storage system and

Storage Systems
>

| System Name | _Type Serial Number |
@ veroso |VSP 6800 and vSP

SofwareVersion Sorage Navgatnn Firmwate Version (Storage System)
Zalect Update Objects

Chack the update object and click [Applyto confirm,

Update:

7] Sothuar

[] [Firmmare (Stotage System)

Add | Select Update Objects !Edl | |__Remove

Selected: 1 011

A Hur ::I'ubnwcu:‘l:na:l:r ktor:ue Mavigator

= B3
Enwronmema

HITACHI
The software update in progress.
Push [Undate] button for starting the firmware

update.
All softvare 3nd firmware are updsted, push [Close] button Tor exit the Environmental Seings.

System Name |

Type
@ verosno

|WSP G800 and VSP FE00

Serlal Number Software (Storage Navigator) | Firmware (Storage System)
| mooo0 | @) completed

E(Nol Update)

17. On the Desktop, click the Open StorageDevice List shortcut.
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Deploying a cloned virtual SVP

StorageDevice
List

Wait 10-15 minutes for all the services to start.

Storage Device List '©
\

VSPG300

i

18. After the services are ready, click the storage system to start Hitachi Device Manager
- Storage Navigator.

Storage Device List ™

e

Deploying a cloned virtual SVP

To avoid management outages for the working storage system, clone a virtual SVP image
to an unregistered storage system.
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Procedure

1. Prepare a master virtual SVP image:

Detecting SVP failures

a. Create the virtual SVP using the procedure in Configuring the virtual SVP (on
page 109) . You do not have to set up the network at this time.

b. Configure the SVP guest OS using the procedure in Configuring the SVP guest

OS (on page 112).

c. Install the SVP using the procedure in Completing the configuration (on
page 92) . You do not have to configure the SVP IP address at this time. In
addition, do not register a DKC using the Storage Device List.

i N

storage system.

6. Register a storage system using the Storage Device List.

Detecting SVP failures

Turn off the master virtual SVP.

Clone the master virtual SVP, and then start the cloned virtual SVP.
Configure the Windows OS network information in the cloned virtual SVP.
Set the IP address for the SVP. This IP address is used to communicate with the

SVP failures are detected and resolved using the following methods.

Failure detection method

How a failure is detected

Action to be taken

Hi-Track Remote
Monitoring System

No report from the agent
during a 24-hour health
check

Hi-Track detects SVP failure
-> SVP replacement. For
information about Hi-Track,
go to the Hi-Track website:
http://hitrack.hds.com/.

Hitachi Command Suite
(HCS)

RMI connection error (not
alert)

See the Hitachi Command
Suite Administrator Guide
(MK-90HC175).

Hitachi Storage Advisor
(HSA)

Hardware alerts appear in
Alert tiles, along with drill-
down views for detailed
information.

See Hitachi Storage Advisor
User Guide (MK-94HSAO004).
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Detecting SVP failures

Hi-Track Center

@5San Diego
Internet HCS or
#1 No periodic HSA |
| proxy | report from agent = Management
Mgmt LAN K 4 server

#2 RMI connection error by
periodic polling or user's

Panama SVP

refresh/configchange operation

~ Failure |
No SNMP/Emailalert from CTL ;

No communication path.

VSPCTL

Bridge connection
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Chapter 8: Installing the SVP software on a
Microsoft Hyper-V Server 2012 R2 Virtual
Machine

You can install the SVP software on a Windows Server 2012 R2 (64-bit), Windows Server
2016 (64-bit) or Windows 10 Enterprise (64-bit) operating system running on a Microsoft
Hyper-V Server 2012 R2 Virtual Machine (VM).

Setting up the SVP locale

The SVP and storage management software support the English and Japanese languages.

If you intend to install the SVP software using a language other than English and
Japanese, change the SVP's locale setting to reflect the appropriate language using the
procedure for the Windows version installed on the SVP. For more information, see the
instructions for your Windows operating system.

Network connection for Hyper-V

The following figure shows a high-level view of a Hyper-V VM implementation and
migration in a non-clustered environment. In this example, eight Hitachi Virtual Storage
Platform G200 storage systems are connected to a Windows server designated Hyper-V1.
The Hyper-V1 server is running eight instances of SVP VMs (one for each VSP G200
storage system) and is connected to a second Windows server (Hyper-V2) that is also
running Hyper-V. Both the Hyper-V1 and Hyper-V2 servers have their own connection to
a Hitachi Virtual Storage Platform G1000 storage system.

a Note: The Hyper-V server running the VM instance cannot be used with the
storage system if it belongs to different subnets, and if a router or a firewall is
filtering packets according to a defined condition. There is no distance limit
between the server running the SVP application and the storage array being
managed if they belong to the same subnet.
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Minimum requirements for Hyper-V Server 2012 R2 VM
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Minimum requirements for Hyper-V Server 2012 R2 VM

A host that runs the SVP software on a customer-supplied Microsoft Hyper-V Server 2012
R2 VM requires the following minimum requirements.
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Installing and Configuring Hyper-V on Windows 2012 R2 Server

= Hyper-V Server Windows 2012R supplied by the customer

*= Two quad core processors, Intel Xeon 2.29 GHz

* One-port NIC
* SVP guest OS
* 32-GB RAM
The SVP guest (1 DKC) (maximum one DKC per SVP guest OS)
* Two vCPUs
* One virtual network adapter
= 4-GBRAM
= 120-GB disk space
= One of the following 64-bit operating systems:
*  Windows 10 Professional
*  Windows 10 Enterprise
*  Windows Server 2012
* Windows Server 2012 R2
* Windows Server 2016

To use Hyper-V Manager successfully, you must first configure your hosts correctly. In
particular, confirm that each host:

» |slicensed for Windows 2012R2 OS.
* Meets the shared storage requirements for Hyper-V Management.

* Meets the networking requirements for Hyper-V Management.

Installing and Configuring Hyper-V on Windows 2012 R2
Server

When you install and configure a customer-supplied version of Microsoft Hyper-V on
Windows 2012 R2 Server, you configure the virtual switch. A virtual switch allows VMs
created on Hyper-V hosts to communicate with other computers. You can also configure
the default stores. Default stores are default locations for storing virtual hard disk files
and virtual configuration files.

In the following procedure, you will define virtual switch settings. However, you will
accept the default settings for the default stores; you can specify different locations later
by modifying the Hyper-V settings.

Procedure

1. Go to Start > Programs, and then click Administrative Tools > Server Manager.
2. Inthe Dashboard, click Add roles and features.
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3. Inthe left pane of the Add Roles and Features Wizard window, click Hyper-V >
Virtual Switches. Then check the appropriate Ethernet controller.

[ SEIVEr Manager ERCSRIG U

Server Manager * Dashboard

(e Add Roles and Features Wizard

ol Server

||
B} File and Storage Ser

| Servers Create Virtual Switches

Virtual machines require virtual switches o communicate with other computers. After you install this
rele, you ean creste virtusl machines and attach them o & virtual switch

One virtual switch wil be creasted for each network adapter you select. We recommend that you creste
tleast one virtual suitch now 1o provide virhual machines with cannectivity ta 3 physical network. Vou
can add, remave, and madify your virtusl switches later by using the Virtual Switch Manager.

Network adapters:

Name Descrption
| Ethernet Ingsi{R) Ethemet Contralier XS40-AT2 -
/] Ethernet 2 Intei(R) Ethemes Controier X540-AT2 Hide

i We recammend that you reserve one netwark sdaptar for ramote access 1o this server, To resarve 5
netwark adapter, do not select it for use with a virtual swich.

s s o]

BPA resuits BPA revults BPA results

4. Accept the default Hyper-V > Default Stores locations for storing files. If you need
to change the locations later, do so by using the Hyper-V settings.

g Server Manager | '_I._°|i|

Server Manager * Dashboard VI 7 Manage

E X3 maeanees s

¥ Local Server
BE Al Servers

B§ File and Storage Sen

Hyper-V uses default Iocations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the Fles. You can change these default locations
ow, o you 287 change them Later by madkying Hyper-V seftings

Detault locatian far virtual hard disk files:

CAUeere|Public\Documents\Hyper-W\Virtual Hard Digks | Browse_

Diefault locatian far virtual machine configuration files:

CAProgramData\MiceosaitiWindows\Hyper-V Browse.. i
Hie =
[« previoes | [ Heas | st Cancel
EPA results BPA results BFA results

Installing the SVP software on a guest OS

After you perform the host configuration, install the SVP software on a guest OS.

You install the SVP software using Hitachi Device Manager - Storage Navigator.

Procedure

1. Double-click the setup.exe file for Device Manager - Storage Navigator.
2. When prompted, select a language and accept the license agreement.
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3. Accept the default directory or select a different one, and then click OK.
5

Hitachi Device Manager - Storage Navigator.

Hitachi Device Manager - Storage Navigator

Choose Destination Localion \
Select folder vhete setup wil instal files. \

Setup will install Hitachi Device Manages - Storage Navigatoe in the following foider,
Ta irstald to this folder, chick Nest. To install to a different folder, click Browse and select
anathes folder.

4. Select the IP addressing method (IPv4 or IPv5), enter the IP address of the SVP port
connecting the SVP and the storage system, and then click Apply.

& 17217.71.296 - Remate Deskiop Connection
i T

"‘I -:-Fllle Action  Medin  Clipboard  View  Help

B2 0200 0k i s

Flease imput D IF adiess of ihe SYF briore updating e v of (he soflwide of the SI7Ige STvem.

EVP P Adoeem a ™ Pt

721771243

5. Complete the fields in the Add System window.

Chapter 8: Installing the SVP software on a Microsoft Hyper-V Server 2012 R2 Virtual Machine

Service Processor Technical Reference 172



Installing the SVP software on a guest OS

e
vty

VM7_a1 on HYPVSRV-2 - Virtual Machine Connection [=1c

File Action Media Clipboard View Help
& @O0 nik EH N

NVIro enld =

System Mame

In the case of adding the storage system, push button.
In the case of changing the target of update,
In the case of editing the setting of the storage

Typ

Set values for the new System and click [Apply] to confirm.

storagg sys“ms System Selection
i Al IP Address [CTL1}

) Auto Discovery

- 1P

EI?Z 17.42231

. P

irmware Version (Storage System)

E|?2 17.42.232

F-IMSGG_*‘-Z 231

[ Max. 130 characiers )

{ Max, 180 charscters. or blank )

User Narmne:

Password:

iﬂuin:enanee
hi

[ Max, 288 cf

aracters |

Selected: 0 of 0

Field

Description

System Selection

Select one of the following methods to
discover the storage system.

Auto Discovery: Acquire the storage
system information automatically.
(default)

Manual: Specify the storage system
manually.

IP Address (CTL 1)

Enter the IP address for controller 1.
Accept the default IPv4 setting or select
IPv6, and then enter the IP address in
the appropriate format for the
addressing method selected.

IP Address (CTL 2)

Enter the IP address for controller 2.
Accept the default IPv4 setting or select
IPv6, and then enter the IP address in
the appropriate format for the
addressing method selected.
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Field Description

System Name Enter the display name of the storage
system, up to 180 characters. Permitted
characters are one-byte alphanumeric
characters and symbols (# $ % &' * +
-./=?2@A"_" {]|}~). You cannot use
one-byte spaces.

Description Enter the description of the storage
system, up to 360 characters.

User Name Enter a user name. Permitted
characters are one-byte alphanumeric
characters and symbols (# $ % &' * +
- /=@M T {] )

Password Enter a password.
Not start service after addition Check if you do not want to start service
immediately? after adding the storage system.

(Default is unchecked.)

1. Service personnel set the storage system information manually. User should
not select Manual to set it.

2. To register multiple storage systems, best practice is to check this check box for
the settings so that they do not start services while they are added.

6. When the target storage systems list window opens, click Apply.

b 17217.71.246 - Remate
“rme

T T YTV PP

OGO NDB YA

E & = = = - & |

In the cave of adding the wirige syviem, push (A4 ufion
I the case of chasging Bw et of spdaie, select the 1orage sysiem s and push |Select Lipdaie Dbject] bution
I the cane of e D §40Ing of the YOrSge TEHem, Srlect ihe SIGgGe Yp¥iem and push RO bulion Push [Apply] buson for exesstng vemup

Tipe Serial Numbes Software Version (Slorage MNavigatar) Finrmwade Version (S3orage System)
[T T L5088 > 4022000 B3-04-03-20400 -+ 03-04-02:2002
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7. Confirm that the storage system appears in the Storage Device List.

3 17217.71.246 - Remate Desktop Connection T T . _ -
— - VM7_g1 on HYPVSRV-2 - Virtual Machine Connection [=To
- File  Asuon Medn Chpboard Waw  Help
B2 0@ NIk ED s
)

Hitachi Device Manager - Storage Navigator Storage Device List [=T=1 -

Storage Device List ©

HMBO0_42.231

This completes the procedure for installing the SVP software on a guest OS. If you
need to modify your configuration, refer to the instructions for installing the SVP on
a VMware ESXi host.
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Chapter 9: Upgrading the SVP software

The following instructions describe how to upgrade the SVP software. Procedures are
provided for upgrading the SVP software only, or installing the SVP software, Device
Manager - Storage Navigator, and storage system firmware at the same time.

0 Important: The Hitachi Vantara-supplied SVP can only be installed, upgraded,
or replaced by a Hitachi Vantara representative or an authorized service
provider. Contact a Hitachi Vantara representative for more information
about installing, upgrading, or replacing a Hitachi Vantara-supplied SVP.

a Note: Before upgrading the SVP software:

= Back up your SVP configuration. For details about backing up your SVP
configuration, see Backing up the SVP configuration (on page 248) .

= Disable the Hi-Track Remote Monitoring System. Otherwise, the upgrade
procedure fails. You can enable Hi-Track after you upgrade the SVP
software using Storage Device List.

= View all active alerts (see https://support.hitachivantara.com/en_us/
contact-us.html ).

Stopping the service in each storage system
You must stop the service to upgrade the SVP software. After the software is upgraded,
you can restart the service.

In the following cases, all the storage systems with Ready service status must be
stopped in the Storage Device List.

= Update the SVP software.
= Start services on storage systems running S/W Version 83-01-xx or later.

To stop the service, perform the following procedure from the PC connected to the SVP.

5 Note: When the storage system with S/W Version 83-01-xx or later is
registered, set all the registered storage systems so that they do not start
services automatically when restarting the SVP. For more information, see
Changing storage system information in the Storage Device List (on

page 210) .

Procedure

1. Inthe Storage Device List window, click Stop Service of the storage system where
you want to stop the service.
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Upgrading the SVP software only

| % Edit = Stop Service |

]

All Rights Ressrved. Copyright (C) 2015, Hitschi, Ltd.

The Stop Service screen opens.

Stop Service

‘ I, i: ; Please confirm to stop service.

Confirm Cancel

2. Click Confirm.

Note: To resume service, in the Storage Device List window, click Start
Service of the storage system where you want to start the service.

Upgrading the SVP software only

This procedure describes how to upgrade the SVP software, without upgrading the
storage management software and storage system firmware. This procedure can be
used with storage systems that have firmware version 83-01-21 or later.

This procedure assumes that the storage system is operating and that a console PCis
connected to the SVP using Remote Desktop Client.
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Upgrading the SVP software only

a Note: Before upgrading the SVP software:

= Disable the Hi-Track Remote Monitoring System (see http://
hitrack.nds.com); otherwise, the upgrade procedure will fail. You can
enable Hi-Track after you upgrade the SVP software.

= View all active alerts (see https://support.hitachivantara.com/en_us/
contact-us.html).

Procedure
1. At the console PC connected to the physical SVP or running the SVP software, insert
the SVP software media.
2. Onthe SVP, create a new folder, and then copy all of the files from the SVP software
media into the new folder.
3. Inthe new folder, right-click the Setup. exe file and click Execute as

Administrator.

In the following screens, click Next, accept the license agreement, and click Next,
and then click Yes. If the Windows Security Alert window opens, click Allow
access. In the following screen, click the top option, as shown, and then click Finish.

Hitachi Device Manager - Storage Navigator

InstallShield Wizard Complete

Install is completed.Set the below items.
[1]Partt
[2]Firewaall
[3JAnti virus sof

e"setting hasz been completed.| will continue installation and
dating of the software, i

= goftware later.

= The zetting iz not completed.| will inztall and update the
= zoftware after | complete the zetting,

HITACHI

< Back Cancel

The Environmental Settings window opens as the system prepares for the
upgrade.
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Upgrading the SVP software only

-
A Hitachi Device Manager - Storage Na

Environmental Settings ' HITACHI

Starting...

5. Wait for the preparation to complete and for the target storage systems list window
to open.

6. When the target storage systems list window opens, select the appropriate storage
systems, and then click Select Update Objects.

- — 3
EA Hitachi Device Manager - Storage Navigater 1 E‘M

Environmental Settings HITACHI

In the case of adding the storage system, push [add] button.
In the case of changing the target of update, select the storage systems and push [Select Setup Object] button.
In the case of edifing the setting of the storage system, select the storage system and push [Edit] button. Push [Apply] button for executing setup.

System Name | Type | serial Number | Software Version (Storage Navigator) ‘ Firmware Version (Storage System)
@ onio |ver 800 300001 |82:01-02-20/00 = 32.01-20-50102 82-01-20-80/00 = 82.01-20-80/02

 Add '|f's'e|am Updaieﬂb}am;w Edt || Remove

The Select Update Objects window opens.

7. Check Software (Storage Navigator) and uncheck Firmware (Storage Navigator).

Chapter 9: Upgrading the SVP software

Service Processor Technical Reference 179



Upgrading the SVP software only

Select Update Objects

Check the update object and click Apply to confirm.

Update: Software (Storage Navigator)

D Firmware (Storage System)

8. Click Apply.
The Update software and firmware window opens.
9. Click Confirm.
The Run update window opens and the software update starts automatically.

J|Hitachi Device Manager - Storage Navigator
Environmental Settings HITACHI
The software update in progress.

Push [Update] button for starting the firmware update.
All software and firmware are updated, push [Close] button for exit the Environmental Settings.

| Systern Mame ‘ Type ‘ Serial Humber ‘ Software (Storage Mavigator) | Firmweare (Storage Systerm)
@ storagen ‘vsp 6200 ‘400102 ‘@ Inprogress |(Se|ect Update) (. Update

10. Check the upgrade status in the Software (Storage Navigator) row.
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% Hitachi Device Manager - Storage Navigator

Environmental Settings HITACHI

ing the firmware update.
All software and firmware are updated, push [Close] button for exit the Environmental Settings

| Systern Mame ‘ Type ‘ Serial Numbw So rage Mavigator) | Firmwrare (Storage System)
@ storagen ‘vsp 6500 ‘400102 ( ‘@ Inprogress ) |(Select Update) [ Update

The following table shows the possible status conditions:

Status Description

Waiting Software waiting to be upgraded.
Software components are upgraded
individually.

In Progress Software is running.

Completed Software upgrade is complete.

Failed Software upgrade failed. Click Update
to display the Update Firmware
window and review the error details.

(Not Update) Not selected as a firmware upgrade
target.

11. In the Environmental Settings window, click Close.
12. In the Confirm exit window, click Confirm.

13. If you disabled the Hi-Track Remote Monitoring System, enable it (see http://
hitrack.hds.com).
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Upgrading the storage management, SVP software, and storage system firmware

Upgrading the storage management, SVP software, and
storage system firmware

The following procedure describes how to upgrade the SVP software, Device Manager -
Storage Navigator, and storage system firmware.

Before you begin

This procedure assumes the storage system is operating and a console PC is connected
to the SVP through Remote Desktop Client.

* Disable the Hi-Track Remote Monitoring System otherwise, the upgrade procedure
fails. Enable Hi-Track after the SVP software upgrade is complete.

= View all active alerts (see https://support.hitachivantara.com/en_us/contact-us.html).

Note: This upgrade time is approximately 3.5 hours for storage systems with
firmware version 83-01-21 or later.

Note: The upgrade time can take up to 9 hours to complete when NAS
modules are installed.

Procedure
1. On the console PC connected to the physical SVP or running the SVP software,
insert the SVP software media.

2. Onthe SVP, create a new folder, and then copy all the files from the SVP software
media into the new folder.

3. Inthe new folder, right-click the Setup.exe file, and click Execute as
Administrator.

4. Inthe following screens, click Next, accept the license agreement, and click Next,
and then click Yes. If the Windows Security Alert window opens, click Allow
access. In the following screen, click the top option and then click Finish.
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Upgrading the storage management, SVP software, and storage system firmware

Hitachi Device Manager - Storage Mavigator

InztallShield Wizard Complete

Inztall iz completed.Set the below itemns.
[1]Partt
[2]Firewaall
[3JAnti virus soft

S he"setting has been completed.| will continue installation and
e 4pdating of the software, :

' zoftweare later.

= The zetting iz not completed.| will inztall and update the
= zoftware after | complete the zetting,

< Back Cancel

The Environmental Settings window opens as the system prepares for the
upgrade.

r — ” b
FA Hitachi Device Manager - Storage Navigator El_m
= i
= =

Environmental Settings HITACHI

Starting...

5. Wait for the preparation to complete and for the target storage systems list window
to open.
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Upgrading the storage management, SVP software, and storage system firmware

6. When the target storage systems list window opens, select the appropriate storage
systems, and then click Select Update Objects.

- — .
“ Hitachi Device Manager - Storage Navigator

Environmental Settings F HITACHI

In the case of adding the storage system, push [add] button.
In the case of changing the target of update, select the storage systems and push [Select Setup Object] button.
In the case of editing the setting of the storage system, select the storage system and push [Edit] button. Push [Apply] button for executing setup.

Storage Systems

SystemName | Type | serial number | Software Version (Storage Navigator) ‘ Firmware Version (Storage System)
@ onio ‘VSP &200 |3ouuo1 |a:w1-ua-emuu = 2301-20-80/02 ‘uam-m-mmu = 83-01-20-80/02

“Add | f Selact Update Oblects )y Edt | | Remova |

The Select Update Objects window opens.

7. Inthe Select Update Objects window, select Software (Storage Navigator) and
Firmware (Storage Navigator).

Select Update Objects

Check the update chject and click Apply to confinm.

Update: Software {Storage Mavigator)

Firmware {Storage System)

8. Click Apply.
The Update software and firmware window opens.

9. Click Confirm.
The Run update window opens and the software update starts automatically.
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Upgrading the storage management, SVP software, and storage system firmware

41 Hitachi Device Manager - Storage Navigator

Environmental Settings

The software update in progress

Push [Update] button for starting the firmware update.

HITACHI
All software and firmware are updated, push [Close] button for exit the Environmental Settings

| Systern Mame ‘ Type ‘ Serial Hurmber ‘ Software (Storage Mavigator) |
@ storagen ‘vsp Ga00 ‘400102 ‘@ Inprogress

Firmweare (Storage Systerm)
|(Select Update)

[ Update

10. Verify the upgrade status in the Software (Storage Navigator) row.

Environmental Settings
The software update in progress

Push [Update] button for starting the firmware update.
All software and firmware are updated, push [Close] button for exit the Environmental Settings

| Systern Mame ‘ Type
@ steragen ‘vsp G200

‘ SenalNuth So rage MNavigator) |
‘400102 ( ‘@Inpragress i

Firmware (Storage System)
|(Se|ect Update)

I Update
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Upgrading the storage management, SVP software, and storage system firmware

a Note:

Do not terminate the application forcibly while it is running otherwise,
the message [32061-208063] might appear when you log on to the

maintenance utility.

If the message displays, use the following corrective action:

a. Open the Update Firmware window from the newly opened

Maintenance Utility window.

b. Verify the Update Firmware window is displaying. If the progress
window appears, the firmware is currently updating. Wait until the

firmware update is complete.

c. Perform the Force Release System Lock.

The following table shows the possible status conditions.

Status Description
Waiting Software waiting to be upgraded.
Software components are upgraded
individually.
In progress Software is running.
Completed Software upgrade is complete.
Failed Software upgrade failed. Click Update

to display the Update Firmware
window and review the error details.

Communication Timeout

The completion of the firmware update
in time' is not confirmed.

Verify the state in the Update
Firmware window.

(Not Update)

Not selected as a firmware upgrade
target.

Note:

hours.

1. When NAS Modules are not installed, the installation time is approximately 3.5
hours. When NAS modules are installed, the installation time is approximately 9

11. When the Update software and firmware window opens, click Confirm.

The Run Update Firmware window opens and the upgrade starts automatically.

12. When the following window opens, click Update.
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Upgrading the storage management, SVP software, and storage system firmware

% Hitachi Device Manager - Storage Navigator

Environmental Settings HITACHI

The software update in progress
Push [Update] button for starting the firmware update.
All software and firmware are updated, push [Close] button for exit the Environmental Settings

| Systern Mame ‘ Type ‘ Serial Hurmber ‘ Software (Storage Mavigator) | Firrmwrare (;
@ storagen ‘vsp 6500 ‘400102 ‘@ Inprogress |(Select Update) ( [ Update

a Note: If a window reports a problem with this website security
certificate, click Continue to this website, and then close the browser. If
a Java Update Needed window opens, click Later. If a JRE Security
Warning window opens, select the check boxes in each window and click
Continue, Run, or Yes.

13. During the upgrade, the Update Firmware window closes and the following
window opens.
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14.
15.

Upgrading the storage management, SVP software, and storage system firmware

|£| Maintenance Utility o] B (]
Update Airmware

In Proeress

I

Upload files : 14 % 9437440 / 67109120 Bytes

Update firmware : 01 %

Fir muare Firmware Detail Appraox. Status

GUM - 30 min |Uplnading

When the Maintenance Utility window specifies the restart of the GUM, click OK.

In the Environmental Settings window, verify the firmware update status in

Firmware (Storage System). Wait for the firmware update to complete. The
following table lists the status conditions.
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Stopping the SVP service

Status Description

(Select Update) Click Update to display the Update
Firmware window.

In Progress The Update Firmware window started
and the firmware upgrade is not
complete. This status appears even if
the firmware upgrade is canceled.

Completed Firmware upgrade is complete.

Failed Firmware upgrade failed. Click Update
to display the Update Firmware
window and review the error details.

Communication Timeout The time' required to complete the
firmware upgrade cannot be confirmed.
Verify the state in the Update
Firmware window.

(Not Update) Not selected as a firmware upgrade
target.

Note:

1. When NAS Modules are not installed, the installation time is approximately 3.5
hours. When NAS modules are installed, the installation time is approximately 9
hours.

16. In the Environmental Settings window, click Close.
17. At the Confirm exit window, click Confirm.

Stopping the SVP service

Before upgrading the SVP software, stop the SVP service.

Procedure

1. Connect the management console PC attached to the SVP, connect to the SVP using
Windows Remote Desktop Client.

2. Onthe SVP, click Start > All Programs > Hitachi Device Manager-Storage
Navigator > StorageDevicelList.
The Storage Device List window opens.

3. Inthe Storage Device List window, record the S/W
Version:

4. Click the Stop Service button for the registered storage system in the Storage
Device List window.
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Upgrading the SVP software using Storage Device List

Storage Device List ©/ 2

= Stop Service

5. Inthe confirmation message, click the Confirm button.

Stop Serwvice

i i J Flease confirm to stop service.

Confirm Cancal

6. Proceed to Upgrading the software (on page 190).

Upgrading the SVP software using Storage Device List

After stopping the SVP service, upgrade the SVP software. You can specify the SVP service
to restart when the SVP is restarted. Store the new SVP software file in a location that can
be accessed by the PC.

Procedure

1. On the SVP, click Start > All Programs > Hitachi Device Manager-Storage
Navigator > StorageDevicelList.
The Storage Device List window opens.

2. Inthe Storage Device List window, click Edit for the storage system whose SVP
software you want to upgrade.
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Upgrading the SVP software using Storage Device List

Storage Device List ©/

torageSystem

|
s X '

3. Inthe Edit System window, select Software and click Browse.
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Upgrading the SVP software using Storage Device List

Sal walues for thae naw Syalanm s

| Someare:

Sofhuare Selection;

i___: Connect Informabian

IF Add ez (CTLAY {m)

P Address (CTLZE @ s

|j Swystermn Infommation;

System Hama |
{ b, 180 charaoters)

Description

{ M, 180 ahatacters, of blank )

i__l User Information

User Hama; I |

[ bdaec, 250 chatacten)

Fazsweoid: I |
I g, 256 chavactern)

[] start service automaticaily, when the SVF i3 ebooted

Go to the location where you downloaded the software file (for example, Software
\productname. inf), click the software file, and then click Open.

At the bottom of the Edit System window, check Start service automatically,
when the SVP is rebooted.

Click Apply.
In the Storage Device List window, verify that the software version shown is later
than the version you recorded prior to the upgrade.
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Downgrading the SVP software

Note: If the update firmware window does not appear while upgrading
the software, close the error window, and then update the software
again.

8. If you disabled the Hi-Track Remote Monitoring System, go to the Hi-Track website
and enable it (see http://hitrack.hds.com).

Downgrading the SVP software

Before downgrading the SVP software, contact the customer support.
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Chapter 10: Security patch and antivirus
software

Hitachi Vantara provides a list of suggested antivirus software applications for the SVP.
Administrators perform the necessary security measures by applying antivirus software,
Windows updates, and security patches according to their internal security policies.

Users apply security patches using a Windows Server Update Services server. Users can
also apply security patches using a Windows Server Update Services server.

Microsoft
updates

~ WindowsUpdate
S—

Sync Updates Internet

J e

WSUS server

Intranet

For the latest antivirus details, see the SVP (Service Processor) OS and Hypervisor support
for Gx00, Fx00 report at https://support.hitachivantara.com/en_us/interoperability.html.

Online update

Users with storage systems in an online environment can apply security patches using
automatic or manual Windows updates.
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Offline update
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Offline update
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User can apply appropriate Windows security patches by downloading stand-alone

packages from a Microsoft download site.

Windows 7

HTTP:// HTTP://
WWW.MICROSOFT. | WWW.MICROSOFT.CO
COM/EN-US/ M/EN-US/

SEARCH/ DOWNLOAD/
DOWNLOADRESUL | DETAILS.ASPX?
TS.ASPX? ID=41269
Q=WINDOWS

+EMBEDDED

+STANDARD

+7&FIRST=11

Windows 10 Professional and Windows
10 Enterprise

https://support.microsoft.com/en-us/help/
4000825/windows-10-update-history

Windows Server 2012

https://www.microsoft.com/en-us/
download/details.aspx?id=35626

Installing antivirus software on the SVP

Installing antivirus software might affect SVP performance. Therefore, install antivirus
software according to the following procedure.
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Installing antivirus software on the SVP

For the latest antivirus details, see the SVP (Service Processor) OS and Hypervisor support
for Gx00, Fx00 report at https://support.hitachivantara.com/en_us/interoperability.html.

When you install antivirus software on the SVP, observe the following guidelines:

= Do not perform other maintenance operations. Doing so can delay processing or
result in an error.

= Do not access the storage system or perform operations from remote sites using
applications such as Hitachi Device Manager - Storage Navigator. Doing so can delay
processing or result in an error.

= When the SVP restarts during installation, data and logs monitored by the service
information message or sense byte (SIM/SSB) might be interrupted temporarily.

Procedure

1. Logon to the SVP.

2. Install the antivirus software. If the SVP restarts, log on to the SVP again. If the SVP
does not restart, restart the SVP manually, and then log on to it .

3. Open the maintenance utility window and verify that there is no failure.
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Chapter 11: Setting up SSL encryption

You can set up a Secure Sockets Layer (SSL) connection between the storage system and
the SVP.

SSL encrypts the Hitachi Device Manager - Storage Navigator user ID and password
exchanged between the storage system and SVP.

About SSL

SSL is a protocol for transmitting data securely over the Internet. Two SSL-enabled peers
use their private key and public key to establish a secure communication session, with
each peer encrypting transmitted data with a randomly generated and agreed-upon
symmetric key.

The following terms are associated with SSL:

Keypair: A keypair is two mathematically related cryptographic keys consisting of a
private key and its associated public key.

Server certificate: A server certificate forms an association between an identity (in this
case, the SVP server) and a specific public key and private key. A server certificate is
used to identify the SVP server to a client, so that the server and client can
communicate using SSL. Certificates can be self-signed or issued by a certificate
authority (CA). Self-signed certificates are generated by you, and the subject of the
certificate is the same as the issuer of the certificate. A client PC and SVP on an
internal LAN behind a firewall might provide sufficient security. Certificates issued by
the CA are signed and trusted server certificates, where a Certificate Signing Request
(CSR) is sent to and certified by a trusted CA such as VeriSign. Using a certificate from
a CA provides higher reliability than a self-signed certificate, but is also more
expensive and can include several requirements.

SSL encryption of the storage system

The storage system uses SSL encryption for three connection paths. These paths are
designated A to C in the following table and figure.
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SSL encryption of the storage system

Connection path in Connection path Encryption Certificate to be
figure description purpose used
A Between the SVP Operation of Device | A signed certificate
and client PC Manager - Storage | of SSL encryption
Navigator between the SVP
and client PC
B Between the SVP SVP exchanges the [ The certificate for
and storage system [ information with "Connect to SVP"
the storage system | and the certificate
for "Web server"
C Between the client | Operation of The certificate for

PC and storage maintenance utility | "Web server"
system
E Client PC [
A
SVP
0 =l qu =1 C
B
"E%_F

CBLH rear view

To prevent a man-in-the middle attack, the encryption shown in notation B (between SVP
and storage system) verifies the validity of the connection by using the certificate that
was uploaded to the SVP in advance and by using the certificate of the storage system.
The same certificate must be uploaded to the SVP and the storage system.
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Setting up SSL communications

a Note: If a certificate for the SVP or the storage system is changed, the SVP
does not operate normally. Upload the certificate to the storage system
before uploading the certificate to the SVP.

Different certificates can be used to connect to the SVP and web server.

Certificate Upload destination Comments

A signed certificate of SSL [ SVP N/A
encryption between the
SVP and client PC

For connecting to the SVP | SVP and storage system If a certificate for the SVP
or the storage system was
uploaded, the SVP will not
operate normally.

For connecting to the web | SVP and storage system If a certificate for the SVP
server or storage system was
uploaded, the SVP will not
operate normally.

Creating private and public keys requires a dedicated program, such as those you can
download from the OpenSSL website.

Setting up SSL communications

In the following procedure, you create private and public keys using a dedicated
program, such as those you can download form the OpenSSL website.

Procedure

1. Download OpenSSL.

Create a private key.

Create a public key.

Acquire a signed certificate.

Upload the signed SSL certificate.

Import the certificate into the web browser (optional).

NousWwN

Block HTTP communications.
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Updating the SVP server certificate

Updating the SVP server certificate

Updating the SVP certificate renders some tasks temporarily unavailable.

While the SVP server certificate is being updated, tasks that are being performed or
scheduled to be performed on Device Manager - Storage Navigator are not executed.

Certificates for RMI communication are updated asynchronously (within
approximately two minutes).

If an SVP certificate is updated during Hitachi Command Suite setup operation, the
setup operation results in an error.

Updating the SSL certificate may cause an SVP failure. Therefore exercise care to keep
the certificate and private key consistent.

After the certificate update completes, the SVP server can take 30 to 60 minutes to
restart, depending on the environment. A long period of time can cause an internal
server error without displaying the update completion dialog box does. Despite this
behavior, the certificate update completes.

Creating a private key (.key file)

A private key is required to create an SSL keypair.

Procedure

1.

Download and install the openssl.exe file from the OpenSSL website.
In the following example, the openssl.exe file is installed to the c: \openssl
folder.

If the read-only attribute is set, remove this attribute from the c: \openss1 folder.
Open a command prompt.

Move the current directory to the folder to which the key file is output, such as
c:\key.

Execute the following command: c: \key > c:\openssl\bin\openssl genrsa
-out server.key 2048

Afile called server.key is created in the c: \key folder. This file becomes the
private key.

Creating a public key (.csr file)

A public key is required to create an SSL keypair.

Procedure

1.

Open a command prompt and issue the following command: C: \key >
c:\openssl\bin\openssl req -sha256 -new -key server.key -config
c:\openssl\bin\openssl.cfg -out server.csr
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Creating a public key (.csr file)

This command uses SHA-256 as a hash algorithm. The server.csr file is created in
the c:\key folder as a public key.

Note: Do not use MD5 or SHA-1 for a hash algorithm due to its low
security level. Use SHA-256 for a hash algorithm.

Enter the following information in the prompt:

« Country Name (two-letter code)

« State or Province Name

« Locality Name

« Organization Name

» Organization Unit Name

« Common Name

« To create a self-signed certificate, enter the IP address of the server (SVP). The
name you entered here is used as the server name (host name). To obtain a
signed and trusted certificate, verify that the server name matches the host
name of the SVP.

« Email Address
« Challenge password (optional)
« Company name (optional)

The following example shows a sample command prompt input.

P s

iz £5537 (0x10001)

C:\key>c:\open=z=zl\bin\openss]l req —=zhal5é -new -key server.key —
config c

There are guite a few fields but you can leave some blank. You are
about to be asked to enter information that will be incorporated
into your certificate request. What you are about to enter is what
iz called a Distinguished Name or a DN.

“opensslibin\openssl.cfg —out server.csr

For some fields there will be a default wvalue.

If you enter '.', the field will be left blank.

Country Name (2 letter code) [RU]:JP

State or Province Name (full name) [Some-State]:FKanagawa

Locality Name (e2g, city) []:0dawara

Crganization Name (=g, company) [Internet Widgits Pty Ltd]:Hitachi
Crganization Unit Name (eg, section) []:ITED

Common Name (2g, YOUR name) []:152.168.0.1

Email Address []:

Flea=ze enter the following 'extra' attributes

to be sent with your certificate regquest

A challenge password []:
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Acquiring a signed certificate for the private key

Acquiring a signed certificate for the private key

After creating a private key and a public key, acquire a signed certificate file for the public
key.

There are three ways to acquire a signed certificate:

» (reate a certificate by self-signing.

= Acquire a certificate of certificate authority that is used within your company.

= Acquire an official certificate by requesting one from a CA.

When you send a request to a certificate authority, specify svp as the host name. There
will be an extra charge.

Best practice is to use self-signed certificates only when testing encrypted
communication.

To acquire a self-signed certificate:

Procedure

1. Open acommand prompt.

2. Issue the following command: c:\key>c:\openssl\bin\openssl x509 -req -
sha256 -days 10000 -in server.csr -signkey server.key -out
server.crt

The validity period is set 10,000 days as an example. This command uses SHA-256
as a hash algorithm.

Note: Do not use MD5 or SHA-1 for a hash algorithm due to its low
security level. Use SHA-256 for a hash algorithm.

Acquiring a signed and trusted certificate

To acquire a signed and trusted certificate, you must acquire a CSR, send that file to a CA,
and request the CA to issue a signed and trusted certificate.

Each certificate authority has its own procedures and requirements, and there is
generally a cost for doing so. The signed and trusted certificate is the signed public key.

Removing the passphrase from an SSL certificate

You cannot upload a passphrase-protected SSL certificate to the SVP. Before uploading a
SSL certificate to the SVP, remove the passphrase from the SSL certificate.

The following procedure describes how to verify whether the passphrase is set and how
to remove it.
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Converting the SSL certificate into the PKCS#12 format

Procedure

1. On the SVP, start a Windows command prompt as Administrator.

2. To verify a passphrase, move to the current directory to the folder (for example,
C:\key) to store the key file, and then issue the following command:
C:\key>c:\openssl\bin\openssl rsa -in [input key file] -out
[output key file]

Note: If you issue this command, the key file is overwritten. Therefore,
best practice is to back up a key file in advance and prepare the output
or input directory of the key file separately.

3. You cannot upload a passphrase-protected SSL certificate to the SVP. Enter the
passphrase that has been set and remove it using the command to verify a
passphrase: C:\key>c:\openssl\bin\openssl rsa —-in server.key -out
server.key Enter pass phrase for server.key: Enter the
passphrase. Writing RSA key

4. |f the path phrase entry is not required for the path phrase confirmation command,

you can upload a SSL certificate to the SVP :

a. lIssue the following command: C:\key>c:\openssl\bin\openssl rsa -in

[input key file] -out [output key file].
b. Press the Enter key.
c. Issue the following command: Writing RSA key.

5. Verify that the path phrase is released, and then close the command prompt.

Converting the SSL certificate into the PKCS#12 format

When uploading the created private key and the SSL certificate to the storage system,
you must convert the certificate into the PKCS#12 format. If the SSL certificate is not
uploaded to the storage system, the conversion is unnecessary.

Note: In this procedure, the file name of the private key is set as client.key
and the file name of the SSL certificate, client.crt. In addition, the SSL
certificate file in the PKCS#12 format is output to c: \ key.

This procedure assumes that the private key and the SSL certificate are stored in the
same folder, and that all users are logged out of Device Manager - Storage Navigator.

Procedure

1. On the SVP, start a Windows command prompt as Administrator.

2. Issue the following command: C:\key>c:\openssl\bin\openssl pkcsl2 -
export —-in client.crt -inkey client.key -out
client.pl2
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Uploading the signed server certificate of the SSL communication between the SVP and client PC

3. Enter an arbitrary password. This password is used when uploading the SSL
certificate in the PKCS#12 format to the storage system. The characters used for the
password when creating the SSL certificate in the PKCS#12 format are shown as
follows. and specified by the character string of 128 characters or less: A-Z a-z 0-9 | #
$%& ()*+,-./:;<=>?2@[\I"_{ |}~
The client.pl2 file is created in the Cc:\key folder. This file is the SSC certificate
converted into the PKCS#12 format.

4. Close the command prompt.

Uploading the signed server certificate of the SSL
communication between the SVP and client PC
Upload the private key and the signed server certificate (public key) to the SVP for using
an arbitrary certificate for SSL communications between the SVP and client PC.

The following describes how to upload the certificate using the certificate update tool.
This procedure assumes that:

= Aprivate key (server.key file) has been created. Change the file name to
server.key unless the file already uses that name.

= Asigned public key certificate (server.crt file) has been acquired. Change the file
name to server.crt unless the file already has that name.

= Allusers are logged out of Device Manager - Storage Navigator.

Procedure

1. On the SVP, start a Windows command prompt as Administrator.

2. Move the current directory to the directory where the certificate update tool
(MappApacheCrtUpdate.bat) is located. Issue the following command: c: \MAPP
\wk\Supervisor\MappIniSet\ MappApacheCrtUpdate.bat r[absolute
path of the certificate file] rl[absolute path of the private key
file].

Note: c: \MAPP indicates the installation directory of the SVP. If you
specify an installation directory other than c: \Mapp, replace C: \Mapp
with the specified installation directory.

3. Atthe message Press any key to continue the process.., enter an arbitrary
key.
4. Close the command prompt.

Returning the certificate of the SSL communication between
the SVP and the client PC to the default

This procedure requires all users to log out of Device Manager - Storage Navigator.
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Uploading the certificate to the SVP

Procedure

1. On the SVP, start a Windows command prompt as an Administrator.

2. Move the current directory to the directory where the tool
(MappApacheCrtInit.bat)is located. Issue the following command: C: \MAPP\wk
\Supervisor\MappIniSet\ MappApacheCrtInit.bat

Note: C: \MAPP indicates the installation directory of the SVP. If you
specify an installation directory other than c: \Mapp, replace C: \Mapp
with the specified installation directory.

3. Atthe message Press any key to continue the process.., enter an arbitrary
key.

4. Close the command prompt.

Uploading the certificate to the SVP

To you use an arbitrary certificate for SSL communications between the SVP and storage
system, upload the private key and the signed server certificate (public key) to the SVP.

This procedure assumes that:

The private key of the storage system and the signed server certificate (public key)
from the maintenance utility have been updated.

The private key (server. key file) and the signed public key certificate (server.crt
file) are in the X.509 PEM or X.509 DER format.

All users are logged out of Device Manager - Storage Navigator.

Procedure

1. On the SVP, start a Windows command prompt as Administrator.

2. Move the current directory to the directory where the certificate update tool
(MappL7SwitchGumSslCrtUpdate.bat)is located. Issue the following command:
C:\MAPP\wk\Supervisor\MappIniSet\
MappL7SwitchGumSslCrtUpdate.bat rl[absolute path of the
certificate file]

Note: C: \MAPP indicates the installation directory of the SVP. If you
specify an installation directory other than c: \Mapp, replace C: \Mapp
with the specified installation directory.

3. Atthe message Press any key to continue the process.., enter an arbitrary
key.

4. Close the command prompt.
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Uploading the certificate to the web server

Uploading the certificate to the web server

Execute the SSL communication with Device Manager - Storage Navigator installed on
the SVP as a client and the controller of the storage system as a server. Upload the
private key and the signed server certificate (public key) to the SVP for using the SSL
communication. The following describes how to upload the certificate using the
certificate update tool.

This procedure assumes that:

The private key of the storage system and the signed server certificate (public key) for
the web server from the maintenance utility have been updated.

The private key (server. key file) and the signed public key certificate (server.crt
file) are in X.509 PEM or X.509 DER format.

All users are logged out of Device Manager - Storage Navigator.

Procedure

1. On the SVP, start a Windows command prompt as Administrator.

2. Move the current directory to the directory where the certificate update tool
(MappSn2GumSs1CrtUpdate.bat) is located. Issue the following command:
C:\MAPP\wk\Supervisor\MappIniSet\ MappSn2GumSslCrtUpdate.bat
r[absolute path of the certificate file]

Note: c: \MAPP indicates the installation directory of the SVP. If you
specify an installation directory other than c: \Mapp, replace C: \Mapp
with the specified installation directory.

3. Atthe message Press any key to continue the process.., enter an arbitrary
key.

4. Close the command prompt.

Returning the web server certificate to the default

If necessary, you can revert to the default web server certificate.

This procedure assumes that:

The private key (server. key file) and the signed public key certificate (server.crt
file) are in X.509 PEM or X.509 DER format.

All users are logged out of Device Manager - Storage Navigator.

Procedure

1.
2.

On the SVP, start a Windows command prompt as Administrator.

Move the current directory to the directory where the certificate update tool
(MappSn2GumSs1CrtInit.bat)is located. Issue the following command: C: \MAPP
\wk\Supervisor\MappIniSet\MappSn2GumSslCrtInit.bat
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Resolving security certificate messages

Note: C: \MaAPP indicates the installation directory of the SVP. If you
specify an installation directory other than c: \Mapp, replace C:\Mapp
with the specified installation directory.

3. Atthe message Press any key to continue the process.., enter an arbitrary
key.
4. Close the command prompt.

Resolving security certificate messages
When starting an SSL-enabled Device Manager - Storage Navigator session, the following
message appears if the security certificate was not issued by a trusted certificate

authority. If the following alert message appears, click Continue to this website (not
recommended).

Q:

We recommend that you close this webpage and do not continue to this website

\of
At

Blocking HTTP communications to the SVP

You can block outside access to the HTTP communication port used by the SVP.

Procedure

1. Request all users to log out of HDVM - SN.

2. Using a management console PC attached to the SVP, connect to the SVP using
Windows Remote Desktop Client.

3. Onthe SVP, exit to a Windows command prompt as Administrator.

4. Move to the directory where the MappHttpBlock.bat tool is located, and then
issue the following command:

C:\MAPP\wk\Supervisor\MappIniSet\MappHttpBlock.bat

In this command, c: \MAPP indicates the installation directory of the storage
management software and SVP software. If the installation directory is different,
replace ¢ : \MAPP with the specified installation directory.

5. Atthe message Press any key to continue the process.., press any key,
and then close the command prompt window.
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Releasing HTTP communications to the SVP

Releasing HTTP communications to the SVP

If you blocked outside access to the HTTP communications used by the SVP, use the
following procedure to release the blocked port.

Procedure

1. Request all users to log out of HDVM - SN.

2. Using a management console PC attached to the SVP, connect to the SVP using
Windows Remote Desktop Client.

3. On the SVP, exit to a Windows command prompt as Administrator.

4. Move to the directory where the MappHttpBlock.bat tool is located, and then
enter the following command:

C:\MAPP\wk\Supervisor\MappIniSet\MappHttpRelease.bat

In this command, Cc: \MAPP indicates the installation directory of the storage
management software and SVP software. If the installation directory is different,
replace C: \MAPP with the specified installation directory.

5. Atthe message Press any key to continue the process.., enter a port
number that is not being used by another device or application.

6. Close the command prompt window.
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Chapter 12: Changing the storage IP address

There might be times when you need to change the storage system's IP address. For
convenience, there are two ways to change the IP address: using the maintenance utility
on the SVP and using the Storage Device List.

Using the SVP to set the storage system IP address

You can use the maintenance utility on the SVP to configure an IP address for the storage
system.

Before you begin

Verify the storage system, SVP, and client PC are attached to the SVP and all are on the
same subnet.

= Default IP address for controller 1 user LAN port: 192.168.0.16
= Default IP address for controller 2 user LAN port: 192.168.0.17
= Subnet mask: 255.255.255.0

Procedure

1. Start the SVP, and then log on to it.

2. Configure the SVP to use a temporary port of 192.168.0.xxx, where xxx is a
number from 1 to 254, excluding 16 and 17.

3. Launch a web browser.
4. Inthe address bar, enter the IP address of controller 1.

When NAS modules are installed, the window for selecting Maintenance Utility or
NAS Manager is displayed. Select Maintenance Utility.

The Maintenance Utility logon window opens.
5. Log on to the maintenance utility using a user account that has administrative
privileges.

6. The first time you log on to the maintenance utility, enter a password for the user
account:

a. On the Maintenance menu, click System Management > Change Password.
b. Enter a password.
c. Click Finish.

7. Setthe user IP address.
a. Onthe Maintenance Utility menu, click Network Settings.
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Changing storage system information in the Storage Device List

b. Inthe Network Settings window, click Set Up Network Settings.
c. Setthe IP address for controller 1 and controller 2.
d. Click Apply.

8. Click Log Out to close the maintenance utility.

9. Change the storage system IP address in the Storage Device List window.
10. Set the SVP IP address.
11. Change the SVP IP address in the Storage Device List.

12. If you assigned a temporary IP address to the client PC, change it to meet the
subnet of your network environment.

Note: If you encounter a problem, troubleshoot the spanning tree
protocol.

Changing storage system information in the Storage Device
List

Procedure

1. In the Storage Device List window, click the Edit button for the storage system you
want to edit.

The Edit System window opens.
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Changing storage system information in the Storage Device List

Edit System

Set wvalues for the new System and click Apply to confinrm.

|:| Software:

Software Selection:

System Selection: @ Auto Discover, l:::l lanua

Connect Information:
IP Address {CTL1): i Py i IPve
|1EI.F.1E..TE-.1E.4 |

IP Address {CTL2): i P i IPvE

10.213.75.136
| |

D System Information:

System Mame: unitd

{ Max, 180 characters )

Description:

{ Max, 180 characters, or blank )

D User Information:

User Mame: |mE|intEﬂE|ncE |

[ Max, 258 characters )

Password: | |

[ Max, 256 characters )

|:| Start service automatically, when the SVF is rebooted.

Apply Cancel

2. Enter the items to be changed, and then click Apply.

Note: To change Software, do not select Manual of System Selection
to set it. Clear Start service automatically, when the SVP is rebooted
check box when:

« Storage systems running S/W Version 83-01-xx or later are
registered.

« Multiple storage systems are registered.
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Chapter 13: Changing the SVP IP address

You can change the IP address for the SVP using the Windows 7 or 10 operating system
on the SVP or the Storage Device List.

Changing the SVP IP address in Windows 7

Use this procedure if a storage system is not registered on the SVP or the storage system
service has not started.

Procedure

1. On the SVP, click Start > Control Panel > Network and Sharing Center.
2. Click Change adapter settings.
3. Click a network for which you want to set an IP address, and then set the IP address.

Changing the SVP IP address using Storage Device List

To change the SVP IP address in Storage Device List, change the IP address registered
using the SVP's Windows operating system, and then perform the following procedure.

Before you begin
= Do not register the storage system on the SVP.

= Do not start the start the storage system service.

Procedure

1. On the SVP, click Start > All Programs > Device Manager - Storage Navigator >
StorageDevicelist.
The Storage Device List window opens.

2. Inthe top-right side of the window, click SVP IP Address.
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Changing the SVP IP address using Storage Device List

Storage Device List®

All Rights Reserved. Copy

The Change SVP IP Address window opens.

Change SVP IF Address

Set IP address for the 5WF
and eclick Apply to confirm.

i IPve i IPvE

|‘1[I.EE-‘1.EE.13T |

Apply Cancel

3. Click IPv4 or IPv6.
4. Enter the new IP address of the SVP.
5. Click Apply.
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Chapter 14: Changing and initializing SVP port
numbers

If other applications are using the port numbers used by the SVP, change the SVP port
numbers. You can also revert the SVP port numbers to their original settings if necessary.

Changing SVP port numbers

You can change the SVP port numbers in supported applications. If you use a firewall,
change and apply your firewall settings before you change the SVP port numbers.
Unused port numbers are automatically allocated for some port numbers of the SVP
software with SVP software version later than 83-03-01-xx/00.

Before you begin

Verify the client PC is already connected to the SVP through Remote Desktop Connection.

Procedure

1.

2.
3.
4

Request all users to log out of Device Manager - Storage Navigator.
On the SVP, exit to a Windows command prompt as Administrator.
Change to the directory to the location of the tool MappSetPortEdit.bat.

Enter the following command: C: \Mapp\wk\Supervisor\MappIniSet
\MappSetPortEdit.bat _ [port number key name] _ [port number]
where _ indicates a space and the values [ ] indicate a parameter. For example:

>cd C:\Mapp\wk\Supervisor\MappIniset\mappsetportedit.bat
MAPPWebServer 10001

a Note: In this command, c: \MAPP indicates the installation directory of
the storage management software and SVP software. If the installation
directory is not C: \Mapp, replace C: \Mapp with the appropriate
installation directory.
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Changing SVP port numbers

The following table shows the port numbers you can use. The communication
direction is outbound between the client PC to the SVP.

Note: Refer to the following table for port number assignments if the
storage system is using a physical service processor.

Port number
key name
(Windows
Firewall
Inbound Initial value of | Can the port | SVP software
name) Protocol port number be closed? version

MAPPWebServ | HTTP 80 Yes 83-01-20-

er xx/00 or later

MAPPWebServ | HTTPS 443 No

erHttps

RMIClassLoad | RMI 51099 No

er

RMIClassLoad | RMI (SSL) 5443 No

erHttps

RMIIFRegist RMI 1099 No

PreRMIServer | RMI 51100-51355" | No

Automatic 83-03-01-
allocation xx/00 or later

DKCManPrivat | RMI 11099 N/A 83-01-24-

e xx/00 or later

SMI-S (SLP) SLP 427 Yes, only if
SMI-S is not
used.

SMIS_CIMOM | SMI-S 5989-6244 Yes, only if 83-01-20-
SMI-S is not xx/00 or later
used.

Automatic 83-03-01-
allocation xx/00 or later

CommonJettyS | HTTP 8080 N/A 83-01-24-

tart xx/00 or later

CommonjettyS | HTTP 8210 N/A

top

RestAPIServer | HTTP 9210 N/A

Stop
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Changing SVP port numbers

Port number

key name
(Windows
Firewall
Inbound Initial value of | Can the port | SVP software
name) Protocol port number be closed? version

DevicejJettySta | HTTP 8081 N/A

rt
Automatic 83-03-01-
allocation xx/00 or later

DeviceJettySto [ HTTP 8211 N/A 83-01-24-

p xx/00 or later
Automatic 83-03-01-
allocation xx/00 or later

Hi-Track HTTPS, FTP 4431 Yes, only if Hi- | 83-04-00-

(SSL) Track is not xx/00 or later
used.

Note:

1. When the SVP software version is 83-03-01-xx/00 or later, unused port numbers
are allocated automatically from the described range during storage system
registration and a firewall is also set. The allocated ports numbers are used when
starting the storage system. When the SVP software version is earlier than

83-03-01-xx/00, ports 51100 and 5989 are used respectively.
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Changing SVP port numbers

The following TCP/IP port assignments are used by the storage system, other
devices, and applications.

Port number Usage description

80 Used by the SVP, Hitachi Storage Advisor, and Device
Manager - Storage Navigatorto communicate through
the HTTP protocol.

161 UDP (SNMP uses this port to send traps from the
storage system).

427 Used by SMI-S.

1099 Used by Hitachi Command Suite products JAVA RMI

Registry server.

2000 TCP (Device Manager - Storage Navigator: Nonsecure)

Cisco Skinny Client Control Protocol (SCCP) uses port
2000 for TCP. If you use Device Manager - Storage
Navigator in a network with SCCP, change the TCP
port that Device Manager - Storage Navigator uses
(refer to the Device Manager - Storage Navigator

online help).
5989 Used by SMI-S.
10995 TCP Device Manager - Storage Navigator and Hitachi
suite components)
23015 Used for Web browser communications.
23016 Used for Web browser communications via SSL.
28355 TCP (Device Manager - Storage Navigator: Secure)
31001 Used for communication by Hitachi Command

Control Interface (CCl) data collection procedures.

34001 Used by RAID Manager.

51099 Used by Device Manager - Storage Navigator for
communication.

51100 Used by Device Manager - Storage Navigator for
communication.

The effective range of the port number is 0 to 65535. Select a number that is not
already in use by another service.

Do not use port numbers from 1 to 1023 because they are reserved in other
applications. Instead, change the port numbers to 1024 or higher. However, the
port numbers of 2049, 4045, and 6000 cannot be used for MAPPWebServer and
MAPPWebServerHttps.
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Initializing SVP port numbers

Multiple command input parameters "[Port Number Key]  [Port
Number]" can be specified. The _ character indicates a space. For example:

MappSetPortEdit.bat MAPPWebServer 81 MAPPWebServerHttps 444

A management file of the port numbers used in the SVP follows. For example:

The management file of the port numbers is for reference only and should not
be changed. Close the management file of the port numbers when issuing the
change (initialization) command.

<The directory where the tool exists>\mpprt\cn
\mappsetportset.properties

C:\Mapp\wk\Supervisor\mappiniset\mpprt\cnf
\mappsetportset.properties

Verify the port numbers to be used in the SVP. See Viewing the port number to
be used in the SVP (on page 225).

The completion message is displayed following the service restart message.

The port number key name is case sensitive.

5. Aservice restart message appears followed by a completion message.

6. Atthe message Press any key to continue, press any key to continue.

7. Exit from the command prompt.

Initializing SVP port numbers

You can reset SVP port numbers to their initial setting. Resetting the port numbers
restarts the SVP. To initialize the automatically allocated port numbers, see Initializing
automatically allocated port numbers (on page 222) .

Before you begin

» Connect the management console PC to the SVP.

= Verify the client PC is already connected to the SVP using Remote Desktop
Connection.

= Verify that you are logged out of HDvVM - SN.

Procedure

1. On the SVP, exit to a Windows command prompt as Administrator.
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Behavior when changing SVP port numbers

2. Change to the directory where the tool MappSetPortEdit.bat is located, and then
issue the following command: C: \Mapp\wk\Supervisor\MappIniSet

\MappSetPortEdit.bat

9 Tip: In this command, c: \MAPP indicates the installation directory of the
storage management software and SVP software. If the installation
directory is not C: \Mapp, replace C: \Mapp with the appropriate

installation directory.

A confirmation message appears.

3. Enter y and press Enter.

A service restart message appears followed by a completion message.

At the message Press any key to continue, press any key to continue.

5. Exit from the command prompt.

Behavior when changing SVP port numbers

If you change an SVP port number, observe the following considerations.

Port number key name

Effect

MAPPWebServer

Using Hitachi Device Manager - Storage
Navigator

The URL specification method to log on to
Storage Navigator changes.

Using Hitachi Command Suite

Match the port number used in Hitachi
Command Suite to <SVP Change Port>.

MAPPWebServerHttps

Using Hitachi Device Manager - Storage
Navigator: None

Using Hitachi Command Suite

Match the port number used in Hitachi
Command Suite to <SVP Change Port>.

RMIClassLoader

None

RMIClassLoader

Using Hitachi Command Suite

Match the port number used in Hitachi
Command Suite to <SVP Change Port>.
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Behavior when changing SVP port numbers

RMIClassLoaderHttps

Using Hitachi Device Manager - Storage
Navigator

When using the raidinf command (a
program for obtaining configuration
reports and obtaining tier relocation logs)
to log on to Device Manager - Storage
Navigator, specify <SVP Change Port> in
addition to the SVP IP address or host
name.

RMIIFRegist

When issuing the remote power ON/OFF
tool (RmtPsTool) command, specify <SVP
Change Port> for the Management Server
Port Number parameter.

When issuing the export tool command,
specify <SVP Change Port> in addition to
the SVP IP address using ip Subcommand
to the SVP IP address.

Using Hitachi Command Suite

Match the port number used in Hitachi
Command Suite to the new SVP port.

PreRMIServer None

DKCManPrivate None

SMI-S (SLP) Using SMI-S:
Match the port number used in the SMI-S
communication to <SVP Change Port>.

SMIS_CIMOM Match the port number used in the SMI-S
communication to <SVP Change Port>.
For a storage system running firmware
version 83-03-01-xx/00 or later, register
the storage system, and then set it after
verifying the port numbers to be used
(see Viewing the port number to be used
in the SVP (on page 225))

CommonJettyStart None

CommonJettyStop None

RestAPIServerStop None

DevicejettyStart None

DeviceJettyStop None
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Reallocating automatically allocated port numbers

Reallocating automatically allocated port numbers

You can reassign the port numbers automatically allocated to the storage system. When
the port numbers assigned to the storage system are used in other applications, the port
numbers are reallocated to the ports.

a Note:

= Stop the service of the storage system to be reallocated, and then perform
reallocation. If the service is performed without stopping it, stop the
service of the target storage system in the Storage Device List window,
and then start the service.

= The DeviceJettyStart and DevicejettyStop ports that are allocated when the
storage system service is started are not reallocated.

= When the function using the ports is disabled, delete the allocated port

numbers.
Procedure

1. Log out of Hitachi Device Manager - Storage Navigator from the storage system to
be reallocated.

2. Stop the service of the storage system.

3. Onthe SVP, start a Windows command prompt as an Administrator.

4. Change the current directory to the directory where the tool exists. Run the
following command: C: \Mapp\wk\Supervisor\MappIniSet
\MappPortManageRenum.bat [Serial number] (arbitrary)

The character indicates a space. The values in [ ] indicates a parameter.
When the [Serial number] is omitted, the command is performed for storage
systems running firmware version 83-03-01-xx/00 or later.

Q Tip: In this command, c: \MAPP indicates the installation directory of the
storage management software and SVP software. If the installation
directory is not C: \MAPP, replace Cc: \MAPP with the appropriate
installation directory.

5. The confirmation message for reallocation is displayed. To continue the processing,
enter y, and then press Enter. To cancel the processing, enter n, and then press
Enter.

6. Close the command prompt.

7. Start the services of the reallocated storage system.
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Initializing automatically allocated port numbers

Initializing automatically allocated port numbers

Before you begin

Verify the client PC is already connected to the SVP through the Remote Desktop
Connection.

Stop the services of all the storage systems that have a Ready status in the Storage
Device List window, and then initialize them.

If storage systems are initialized without stopping the services, the storage system
port numbers get reallocated automatically. For more information, see Reallocating
automatically allocated port numbers (on page 221) .

Procedure

1. Log out of Device Manager - Storage Navigator.

2. Inthe Storage Device List window, stop the services of all the storage systems that
have a Ready status.

3. Onthe SVP, start a Windows command prompt as an Administrator.

4. Change the current directory to the directory where the tool exists and run the
following command: C: \Mapp\wk\Supervisor\MappIniSet
\MappPortManageInit.bat

g Tip: c: \MAPP indicates the installation directory of the storage
management software and SVP software. If the installation directory is
not C: \Mapp, replace C: \Mapp with the appropriate installation
directory.

5. Atthe confirmation message for reallocation, enter y and press Enter to continue
or enter n and press Enter to cancel the processing.

6. Atthe completion message, press any key to continue.

7. Perform the reallocation by running the following command: C: \Mapp\wk
\Supervisor\MappIniSet\MappPortManageRenum.bat [Serial number]
(arbitrary)

If the [Serial number] is omitted, the command is performed for storage
systems running firmware version 83-03-01-xx/00 or later.

g Tip: c: \MAPP indicates the installation directory of the storage
management software and SVP software. When the installation
directory, other than c: \Mapp is specified, replace c: \MAPP with the
specified installation directory.

8. At the confirmation message for reallocation, type y and press Enter to continue or
type n and press Enter to cancel the processing.

9. Atthe completion message, press any key to continue.

10. Repeat steps 6 through 9 to reallocate the port numbers for all the registered
storage systems.
11. Close the command prompt.
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Changing range of port numbers to be allocated automatically

12. Start the service of the storage system.

Changing range of port numbers to be allocated
automatically

Before you begin

Verify that the client PC is already connected to the SVP through the Remote Desktop
Connection.

Procedure

1. On the SVP, start a Windows command prompt as an Administrator.

2. Change the current directory to the directory where the tool exists and run the
following command: C: \Mapp\wk\Supervisor
\MappIniSet>MappPortRangeSet.batr[Service port number] [Range of

port numbers]

9 Tip: c: \MAPP indicates the installation directory of the storage
management software and SVP software. If the installation directory is
not C: \Mapp, replace C: \Mapp with the appropriate installation
directory.
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Changing range of port numbers to be allocated automatically

a Note:

Port number key name and Default value of port number range can
be changed as shown in the following table. Zero number port is not
allocated regardless of this command setting.

Port Number Key Default value of port
Name number range Comments

PreRMIServer 51100 to 51355 -

SMIS_CIMOM 5989 to 6244 -

DeviceJettyStart 48081 to 48336 -

DeviceJettyStop 48411 to 48666 -

N/A 1to 1023 Port numbers that
are not used by
automatic allocation

» The effective range of the port number range is 1 to 65535. Set the
port numbers so as to avoid conflict with those used in other
services.

» Port numbers 1 to 1023 are reserved in other applications. If 1 to
1023 are excluded from the unavailable setting value, the applications
might not operate normally.

» The available character strings in the effective range are as follows:
IINumberll "’” Il_ll llrmll
If "rm" is specified, delete the setting of the specified port number

key.

« You can specify more than one command input parameter “[Service
port number key name] * [Port number range] where * is a one-byte
space.

For example, MappPortRangeSet.bat PreRMIServer
51200-55000 SMIS CIMOM 5989-6244,8000

« The port number range set for unavailable cannot be used, even if it
is an effective range for other keys.

For example, when PreRMIServer 51100-51355 unavailable
51100-51200 is set, the port number range allocated by PreRMIServer
is 51201 to 51355.

3. A completion message appears. Press any key to continue.
4. Close the command prompt.
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Initializing range of port numbers to be allocated automatically

Initializing range of port numbers to be allocated
automatically

You can initialize the range of the port numbers automatically allocated to the storage
system.

Before you begin

Verify the client PC is already connected to the SVP through a Remote Desktop
connection.

Procedure

1. On the SVP, start a Windows command prompt as an Administrator.

2. Change the current directory to the directory where the tool exists and run the
following command: C: \Mapp\wk\Supervisor\MappIniSet
\MappPortRangeInit.bat

Q Tip: c: \MAPP indicates the installation directory of the storage
management software and SVP software. If the installation directory is
not C: \Mapp, replace C: \Mapp with the appropriate installation
directory.

3. The confirmation message for reallocation is displayed. To continue the processing,
enter y, and then press Enter. To cancel the processing, enter n, and then press
Enter.

A completion message appears. Press any key to continue.

4. Close the command prompt.

Viewing the port number to be used in the SVP

You can view the port numbers to be used in the SVP.

Before you begin

Verify the client PC is already connected to the SVP through the Remote Desktop
connection.

Procedure

1. Onthe SVP, start a Windows command prompt as an Administrator.

2. Change the current directory to the directory where the tool exists and run the
following command: C: \Mapp\wk\Supervisor\MappIniSet
\MappPortRefer.bat [Serial number] (arbitrary)

The character indicates a space. The values in [ ] indicates a parameter.

When the serial numbers are omitted, the information of all the storage systems
registered in Storage Device List is displayed.
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Viewing the port number to be used in the SVP

Q Tip: c: \MAPP indicates the installation directory of the storage
management software and SVP software. If the installation directory is

not C: \Mapp, replace C: \Mapp with the appropriate installation
directory.

The information of the port numbers to be used in the SVP is displayed. For the
ports whose numbers are not allocated, Not Defined is displayed.

A completion message appears. Press any key to continue.
Close the command prompt.
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Chapter 15: Editing the Storage Device List

If you change the storage system IP address or the maintenance password, edit the
Storage Device List to reflect the change.

Procedure

1. If your network uses the spanning tree protocol (STP) Bridge Protocol Data Unit
(BPDU) guard on your network, perform the following Registry changes. Otherwise,
skip to step 2:

a. If you use the physical SVP supplied by Hitachi Vantara, verify the following
connections.

T LANG
Connected to

user
Network Management ~ LANporton
Switch Console PC Controller 2

LAN3 ™

Connected to
user LAN port on
Controller 1

b. If you use the physical SVP supplied by Hitachi Vantara, remove the cable from
the LAN1 port on the SVP.

c. Click Start > Run.
In the Run dialog box, type regedit, and then click OK.

[ = Run g _“"

= Type the name of a program, folder, document, or Intemet
resource, and Windows will open it fior you.

Chper: r:gn.-dlt -

ok J[ com ][ owe. ]
=ﬂ

e. Go to the following key: HKEY LOCAL MACHINE\SYSTEM
\CurrentControlSet\Services\BridgeMP

f. Right-click New > DWORD (32-bit Value), and then type DisableSTA.
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' Registry Editor
Fle Edit View Favorites Help

Bridgel® ] [ rame Type Data
Browser ab Default) REG_ST (value not set)
Broerid av REG_SZ Whevice¥ (D340CH0T-4CD 4248-9580 F 18B82C5302)
BrSertdm REG_DWORD 000000001 (1)
Brusbidm REG_SZ BHnSystemcotvi¥system3Nbridgeres dl,-1
ErtislSer REG_DWORD 0x00000001 (1)
g'moon REG_SZ PIE_TDI
bthaary REG_EXPAMD_SZ System I2¥ORIVERSYbridge, oy
i REG_DWORD 0x00000003 (3)

REG_DWORD 0x0000000 (10)

cdrom

o & DWW (
CertPronsuc T/ Type REG_DWORD 0x00000001 (1)

g. Forthe DisableSTA DWORD, change the hexadecimal Value data value to 1,
and then click OK.

Edit DWORD (32-bit) Value ] x|

Value name:

| Disable STA

Value data: ~Base

% Hexadecimal

h. Restart the SVP, reconnect the cable to the LAN1 port on the SVP, and verify
connectivity through the network to the SVP.

Using Remote Desktop Connection, access the SVP using the storage system's
maintenance LAN port of 10.0.0.100.

In the Storage Device List window, click Stop Service. Wait up to five minutes for
the service to stop.

Storage Device List ©/

StorageSystem X

Log on to the maintenance utility.
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/ Maintenance Utility - Windows Internet Explorer

TS |&] http:jr192.168.0.17/ ) ElY

Gp Favorites’ | S5 @ | Sungested Sites ~ @ | Web Slice Gallsry ~

@ Maintenance Liliey | |

5. Inthe maintenance utility, click Administration > Network Setting, and then click
Set Up Network Settings.

—

Maintenance Utility HITACHI
E{VSUSERURESEEN Logoed in a5t maintenance Log Out 7

Storage System Network Setlings Lot Upelateed : 7015/05/16 18:16 | 3

- —
1 St Up Network Settings 1 Set Up Network Pesmissions
e —

Serial Number  : 407001 i

1B Configuration 1va Addrass 10.713.74.111

Subnat Mask 255.255.255.0 z
Default Gateway 1021311 021310
DNS Server 1 . . 10.215.1.2

DNS Server 2 10.713.1.3 1621313
DNS Server 3

1PvS Configuration 1PvS Address

Link Local Address
Subnat Prefi; Length
Default Gateway

| DNs server 1

DNS Server 2

DNS Server 3 - -
MAC Address 100 M- e e ]
Network Conncction Mads “10MEs HALS | 1008 FUL

Connected to 3 CTL2

B\ Audit Log Settings

192.168.233.116

6. Change the CTL1 and CTL2 LAN IP addresses, as required.

7. Change the properties of the network bridge to reflect your IP address, subnet, and
default gateway settings.

Heabwoiking |

|

Internet Protocol Yersion 4 {TCP/1IPv4) Properties

Gsmfd|

You can get IP settings assigned automaticaly ¥ your netwark supparts
this capabiity. Otherwdse, you need to ask your network administrator
For the sppropriste IP settings.

™ Obtan an 1P address subomatically
% Use the Following TP address:

1 IP address: [0 .4 9 a4
Suibrek mask: R
Dol gabeway; [ 10 .4 9 124

| Oibta ONE server add-ess aoornatizally
(—% Lise the Following DNS server addresses:—
Prafarred DMS server: |

Akerniabe NS server: |

= [ validate sttings upon et Fevenced: |
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8. To verify that the new LAN IP settings are correct for your environment, exit to a
command prompt (DOS) window and ping controller 1 and controller 2 using the
new IP addresses. Do not proceed until this step is successful.

9. Inthe Storage Device List window, click the SVP IP address setting in the top-right
of the window.

™ PIF address Q108 O r#

10. Change the SVP IP address to match the new bridge IP address setting, and then
click Apply.

Change SYP IP Address

Set IP address for the SYP
and dlick Apply to confirm

Gy ]

11. In the Storage Device List window, click Edit.

& Edit P Start Service

12. Select the Connect Information check box, change the IP addresses for CTL1 and
CTL2, and then click Apply.
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Eet values for the naw Systam and cliok Agplyto corfirm.

| Sormare;

Sofware Selection

Systern Selection L

e
\¥| Conma ok Intoomatien

1P Address (CTLAY IR O IPe
|‘|EI 49493
IF Address (CTLZ) LI ] -]
foasad
o
L] system Inform atisn
Systarn Hama I_--_l
i Mz, 180 characters )
Deseiiption MODEL WY 800
[ Mz, 180 charactars, or blank )
L | Usaid Infarmation
Lksar Hame: l-unmﬁ:rr'r L) |
i M, 258 characters )
P asasiond I ]

o W, 256 charactans )

[¥] stam sendce automaticslly, when the SWP is iebooted

13. Inthe Storage Device List window, click Start Service. At the confirmation
message, click Confirm.

B Hitachi Device Manager - Storage Navigator Storage Device List

Confirm

14. Using Remote Desktop Connection, access the SVP using the new user LAN IP
address.

15. Open the Storage Device List window and verify that services are ready.
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16. Verify information internet service (lIS) FTP settings.

a.

C.

Using a maintenance PC, from the Control Panel, open Administrative Tools
and start Internet Information Services (1I1S) Manager.

If the default website and the existing FTP server (including H8SRV) are
registered, right-click the FTP server under Sites, and then click Delete.

CIE) (8 raom + stm v vy » & e
Be Uew i
HESRYV Home
| o Explore
= 9] RATD-MM (RAID-MMRAID-HIY = o
L3 testcution Fosk Fher - & shom i |G br: Aroa - G- EdR Peratssne, 18
= & Stes e Eclit Site
B 3 i . Birvdings...
- v,
[Eep—
Vi Vbl Dirmchores
Manage I'F Site A
FIPLOQONg FTP Messages FTP Request FIP S FIP Lker Restat
Fhava S Tk
Stop.
Mamagement PR
B ey
Confiatin b
dtor
Fomres vew | Corvent e
Beady

At the Confirm Remove message, click Yes. Repeat this step for the default
website and other FTP servers.

Confirm Remove E3

9' Are you sure that you want to remove the selected site?

Mo Cancel

Right-click Sites, and then click Add FTP Site.
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P - (o thom @l |Sromiby: b0 Giosing
S PV e § IET T T
stakwehsts Stooped N s

Faatires vew || Conteet View

Ronatty

d. For FTP site name, type H8SRV. For Content Directory, type C: \Mapp\wk
\83xxxxyyyyyy\DKC200\HOME\micro. Click Next.

The 83xxxxyyyyyy directory is created when the following storage systems
are registered in the Storage Device List window:

« 6000:VSP G800 or VSP F800
« 4000:VSP G400, G600 or VSP F400, F600
» 2000:VSP G200

»  yyyyyy = serial number

Add FTP Site HE|
0 Site Information

ETP site name:

]

Content Directory

Physical path:

| =

e | cma |

e. For Port, type 21. For SSL, click No SSL. Click Next.
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Add FTP Site

“ Binding and SSL Settings
Binding

1P Address: IEork:

|l Unassigned ) |5
I Enable Virtual Host Names:

[V gtart FTP site automatically
mal

I Mo S5L
" Allgw 55L
" Require 5L
55 Certificate:
[ict setected =] |
previous || met | o | cancel |

f. For Authentication, select Basic. For Authorization, select All users. For
Permissions, select Read and Write. Click Finish.

Add FTP Site

Authentication and Authorization Information

P

1 Autherrication

I~ anonymous

Authorization

Abow access o
I [t users i =]

Permissiane
¥ Read
¥ wirite

g. From the Control Panel, open Administrative Tools and start Windows
Firewall with Advanced Security.

In the tree in the left pane, click Inbound Rules, and then click FTP Server

Passive, FTP Server Secure, and FTP Server. Right-click, and then click Enable
Rule.
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b4 fdes |Gl oot g focho Rt < JOM.... Fhe and Praier S [ = i e
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“EM., Ple a Domar e Adees T riw ookl »
L s U Y A rike ve e L —— .
Pl et Pt e s Bnanet < M, Pl ared Printee Ssing Dovan  Yes Ao =
Brie and Swte g Echo Fnquest - 1M, Pl and Pt Sharng Frivabe  Ne Aoy T P by fron 4
Pl ared Pewter Samg LMD {n) Pz ad Pt Sarrg Duvei, W L Y 1]
Fle aned Peintes Shasng (LLMARA-LD#-In) Fle aned Prinkes Sharing. Fubkc es: ow 3 refed
e e oo g T i) Pl P kg [irni
@ Fe arcd et g T Dadigrae i) Fia ard Privier Sarrg Doman  be Alers. % Export Lt
P ared et e P Datagan b Fhe ad Pt Sarre Prvds he Adens B e
b e Pt e (b hawe i) Pl e Farg Pk e o
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P et s oo SR et et g e il
(g S .. Fin e vt v Pek te ko
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i. If you use FTP (IIS), disable the security software. For Symantec Endpoint
Protection, for example, right-click the Symantec Endpoint Protection icon on
the desktop, and then click Disable Symantec Endpoint Protection.

Open symantec Endpoint Protection
Update Polic

nanter Endpoint Protection

[+ >k 170 m
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Chapter 16: Deleting and registering the storage
system

In the unlikely event you need to delete the storage system from the Storage Device List,
use the following instructions to delete the storage system, and then register it on the
SVP.

Deleting the registered storage system from the Storage
Device List

Use the following procedure if you must delete the registered storage system from the
Storage Device List window.

Procedure

1. Stop the SVP service (see Stopping and restarting the service in each storage system
(on page 176)).

2. On the SVP desktop, double-click the Open StorageDeviceList icon.
The Storage Device List window opens.

3. Inthe Storage Device List window, click x for the storage system that you want to
delete.
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Registering the storage system on the SVP

Storage Device List &/ .

g

% Edit | [ > Start Servics |

All Rights Reserved. Copy

Registering the storage system on the SVP

If you delete the registered storage system from the SVP, you can register the storage
system.

Before you begin

= Verify the to-be-registered storage system is operating, and the IP addresses of the
SVP and the storage system are using the same subnet.

»= Upgrade the firmware for the storage system being registered.

This procedure takes approximately 10 minutes for each storage system to be registered
and approximately 200 minutes for each storage system that needs a firmware upgrade.

Note: The upgrade time can take up to 9 hours to complete when NAS
modules are installed.

Procedure
1. Atthe console PC connected to the physical SVP or running the SVP software, insert
the media containing the SVP firmware media.

2. Onthe SVP, create a new folder, and then copy all of the files from the SVP firmware
media into the new folder.

3. Inthe new folder, right-click the setup.exe file and click Execute as
Administrator.
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Registering the storage system on the SVP

4. In the following screens, click Next, accept the license agreement and click Next,
and then click Yes. If the Windows Security Alert window opens, click Allow
access.

5. Select the top option and then click Finish.

Hitachi Device Manager - Storage MNavigator

InstallShield Wizard Complete

Inztall is completed. Set the below items.

[1]PaortH

[2]Firewall

[3)&nti wirus soft

you muzt gkart up service processes of Storage Mavigatar, after

@ {The zetting has been completed. will continue installation and
= iupdating of the software.
- The zetting has been completed.| wil install and update the

= zofbware later.

= The zetting iz nat campleted.| will install and update the
= goftware after | camplete the setting.

HITACHI

< Back Carcel

6. When prompted, select the IP addressing method (IPv4 or IPv6), enter the IP
address of the port connecting the SVP and the storage system, and then click

Apply.
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Registering the storage system on the SVP

rﬂ Hitachi Device Manager - Storage Naw—gqt or
Envircnmental Settings

Please input the IP address of the S ¥P before updating the firmware or the software of the storage system.

SVP IP Address @ IFva O IPve

When the target storage systems list window opens, click Add.

HITACHI

Cancel

“ Hitachi Device Manager - Storage Navigator
Environmental Settings

In the case of adding the storage system, push [Add] button.
In the case of changing the target of update, select the storage systems and push [Select Update Object] button.
In the case of editing the setfing of the storage system, select the storage system and push [Edif] button. Push [Apply] button for executing setup.

Storage Systems
Select All

(=8 EE T
HITACHI

Refresh

System Name ‘ Type | Serial Number | Software Version (Storage Navigator) Firmware Version (Storage System)

Empty

Cancel

The Add System window opens.
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Registering the storage system on the SVP

Add System

Systemn Selection:

IP Address (CTL1):

IP Address {CTL2):

Set values for the new System and click [Apply] to confirm.

@ Auto Discoveny l:::l Manual
) IPva i) IPvE
) 1Py ) IPvE

Systemn Name:

[ Max, 180 characters )

Description:
[ Max, 180 characters, or blank }

User Mame: | |
{ Max, 258 characters )

Paszword: | |

|:| Mot start service after addition immediately

{ Max, 258 characters )

8. Inthe Add System window, complete the fields.

Field

Description

System Selection’

Select one of the following methods to
discover the storage system.

« Auto Discovery: Acquire the storage
system information automatically.
(default)

« Manual: Specify the storage system
manually.
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Registering the storage system on the SVP

Field

Description

IP Address (CTL 1)

Enter the IP address for controller 1.
Accept the default IPv4 setting or click
IPv6, and then enter the IP address in
the appropriate format for the
addressing method selected.

IP Address (CTL 2)

Enter the IP address for controller 2.
Accept the default IPv4 setting or select
IPv6, and then click the IP address in
the appropriate format for the
addressing method selected.

System Name

Enter the display name of the storage
system, up to 180 characters. Permitted
characters are one-byte alphanumeric
characters and symbols (# $ % &' * +
-./=?2@"_"{]}~). Youcannot use
one-byte spaces.

Description

Enter the description of the storage
system, up to 180 characters.

User Name

Enter a user name. Permitted
characters are one-byte alphanumeric
characters and symbols (# $ % &' * +
-./=?2@A"_" {]|}~). The GUl includes
a 256-character limit.

Password

Enter a password. The GUI includes a
256-character limit.

Do not start service after addition
immediately?

Select if you do not want to start service
after adding the storage system.
(Default is unchecked.)

Notes:

not select Manual to set it.

1. Service personnel set the storage system information manually. User should

2. To register multiple storage systems, best practice is to check this check box for
the settings so that they do not start services while they are added.

9. Click Apply.

The storage system is added to the target storage systems list window.
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Registering the storage system on the SVP

[E — ™
=

Environmental Settings HITACHI

In the case of adding the storage system, push [Add] bution.
In the case of changing the target of update, select the Storage systems and push [Select Update Object] button.
In the case of edifing the setfing of the storage system, select the storage system and push [Edif] button. Push [Apply] button for executing setup.

orage
Select All

System Name Serial Number Software Version (Storage Navigator) Firmware Version (Storage System)
[ T 200001 83-01-03-80/00 201202000

Note: If you added the wrong storage system, select the storage system
and click Remove.

10. To update the firmware and add storage systems at the same time, select the
storage systems and click Select Update Objects.

r f
A Hitachi Device Manager - Storage Navic E‘@M

Environmental Settings HITACHI

In the case of adding the storage system, push [Add] button.
In the case of changing the target of update, select the storage systems and push [Select Update Object] bution.
In the case of editing the setting of the storage system, select the storage system and push [Edif] button. Push [Apply] button for executing Setup.

orage
Select All

System Name Serial Number Software Version (Storage Navigator) Firmware Version (Storage System)
@ i 300001 23-01-03-80/00 - £3-01-20-80/02 £2-01-20-60/00 -> £3-01-20-80/02

R ——

| Add % | Select Update Objects | J Edit | | Remove Selected: 1 af 1

The Select Update Objects window opens.
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Registering the storage system on the SVP

Select Update Objects
Check the update object and click Apply to confirm.

Update: 'E:"' are (Storage Mavigator

Firmware {Storage System)
L g ¥ ]

11. To update the firmware of the storage system being registered, check Firmware
(Storage System). Otherwise, leave it unchecked.

12. To register additional storage systems, repeat steps 6 through 10.
13. Click Apply in the target storage system list window.

r — = ; 8
A Hitachi Device Manager - Storage Navigator } E‘@M

Environmental Settings HITACHI

In the case of adding the storage system, push [Add] button_
In the case of changing the target of update, select the storage systems and push [Select Update Object] bution.
In the case of editing the setting of the storage system, select the storage system and push [Edif] button. Push [Apply] button for executing Setup.

Storage Systems

System Name ‘ Type | Serial Number | Software Version (Storage Navigator) ‘ Firmware Version (Storage System)
' unitd ‘VSF' G800 |3UI!I]D1 |83—01411&)Jl1l] -» $3-01-20-60/02 ‘8301-20-31100 -* 83-01-20-80/02

Add | | Selsct Update Objects | | Edt | | Remove

Cancel

14. To upgrade the firmware, click Confirm when the Update software and firmware
window opens.

The Run Update Firmware window opens and the upgrade starts automatically.

15. When the following screen opens, use the status bar under the Software (Storage
Navigator) column to monitor the update status. The following table lists the status
conditions.
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% Hitachi Device Manager - Storage Navigator

Environmental Settings HITACHI

ing the firmware update.
All software and firmware are updated, push [Close] button for exit the Environmental Settings

| Systern Mame ‘ Type ‘ Serial Hurmber ‘ Software (Storage Mavigator) | Firmweare (Storage Systerm)
@ storagen ‘vsp 5800 ‘400102 ‘@ Inprogress |(Select Update) [ Update

Status Description

Waiting One of the following:
« Software is not upgrading.

« Software components are being
upgraded individually. If the
software is already upgraded, this
status refers to another storage

system.
In progress Software upgrade is running.
Completed Software upgrade has completed.
Failed One of the following:

« Software update failed.

« If storage systems were added, the
addition might not be complete.
Follow the on-screen instructions.

(Not Update) This is not selected as a software
update target. If storage systems were
added, this status does not appear.

16. If you did not check Firmware (Storage System) in step 10, skip steps 15 through
18. Otherwise, update the firmware by clicking Update below the Firmware
(Storage System) column.
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% Hitachi Device Manager - Storage Navigator

Environmental Settings HITACHI

The software update in progress
Push [Update] button for starting the firmware update.
All software and firmware are updated, push [Close] button for exit the Environmental Settings

| Systern Mame ‘ Type ‘ Serial Hurmber ‘ Software (Storage Mavigator) | Firmwrare (Storage
@ storagen ‘vsp 6500 ‘400102 ‘@ Inprogress |(Select Update) Update

a Note: If a window reports a problem with this website's security
certificate, click Continue to this website, and then close the browser. If
a Java Update Needed window opens, click Later. If a JRE Security
Warning window opens, select the check boxes in each window and click
Continue, Run, or Yes.

17. When the Update Firmware window opens, click Apply.

|| Maintenance Utility =R =N "

Update Firmware[Online]

Verify the firmware update information,

and then click [Apply].

#When doing a firmware renewal, there is communication disconnect done by a GUM restart.
£\ Normal.

Selected Firmware File: G¥GUM_FWUPDATE_013307_20150204.mda

Firmware Version

Firmware Firmware Detail Current Version Mew Wergion Meszage

[¥] |DKCMAIN - #3-00-00-20/08 -
W] [FGHF - 83-00-01-10 I
El = - 83-01-01-04 L
¥ |DKE - #3-07-00 r
W] [RAMBOOT - 43-00-05 B
V] |Expander - a0-03-n2

W] |CONFIG - 43-00-04/00

W] [GFM I 01-34-00-00

W] [GFM TO J3-HT-01-02

¥] [HDD DKSEC-K3I0055 00-7F-53

¥] [HDD DKSIE-H4ROSS |- 00-7F-Af 2

Apply Cancel

The Update Firmware[Online] window shows the status of the firmware upgrade.
When the upgrade completes, the following window opens.
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Registering the storage system on the SVP

|£:| Maintenance Utility [E5al

(@) GUM is rebooted. The online firmware update continues.

Click [OK].

33361-201505:00000-200000

18. Click OK.

19. Wait for the firmware upgrade to complete, and then verify the firmware update
status in the Firmware (Storage System) column of the Environmental Settings
window. Wait for the firmware update to complete. The following table lists the
status conditions.

Status Description

(Select Update) Click Update to display the Update
Firmware window.

In progress The Update Firmware window started
and the firmware upgrade is not
complete. This status appears even if
the firmware upgrade is canceled.

Completed Firmware upgrade is complete.

Failed Firmware upgrade failed. Click Update
to display the Update Firmware
window, and review the error details.

Communication Timeout The time' required to complete the
firmware upgrade cannot be confirmed.
Verify the state in the Update
Firmware window.

(Not Update) Not selected as a firmware upgrade
target.

Note:

1. When NAS Modules are not installed, the installation time is approximately 3.5
hours. When NAS modules are installed, the installation time is approximately 9
hours.

20. When the firmware upgrade completes, click Close.
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Note: If the update firmware window is not displayed while registering
the storage system on the SVP, terminate the procedure, and then
register the storage system on the SVP again.

Chapter 16: Deleting and registering the storage system

Service Processor Technical Reference 247



Chapter 17: Back up and restore the SVP

Best practices dictate that you back up the SVP configuration to a USB flash drive. That
way, if the SVP fails, you can use the backup to restore the configuration.

Backing up the SVP configuration

Back up the SVP configuration to a USB flash drive using a Remote Desktop connection.
After the configuration is backed up, you can use the back up to restore the
configuration if necessary.

When you back up the SVP configuration, the following items are also backed up:

* Parameters set in the Device Manager - Storage Navigator Environment window
* Connection setting to the authentication server

= Connection setting to the key management server

= Password policy for backing up the encryption key on the client PC

=  Window view setting (table width)

= Warning message in the logon window

» Task information

= SMI-S application settings

= HTTPS and SMI-S SSL certificates, and RMI

Procedure
1. From a management console PC, connect to the SVP using Windows Remote
Desktop Connection.
2. Close all Device Manager - Storage Navigator sessions on the SVP.
3. Onthe SVP, exit to a Windows command prompt as Administrator.
4. Move to the directory where the tool exists, and then issue the following command:

C:\MAPP\wk\Supervisor\MappIniSet\MappBackup.bat [absolute path of the
backup (tgz zip) file]

Note: In this command, c: \MAPP indicates the installation directory of
the SVP. If the installation directory is different, replace ¢ : \MAPP with the
specified installation directory.

5. Atthe completion message, press any key to continue.
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Restoring the SVP configuration

6. Exitthe command prompt.
7. Move the configuration file from the SVP to a USB flash drive.

% Note: Do not edit the contents of the backup file.

Restoring the SVP configuration

If you backed up the SVP configuration, you can use the following procedure to restore
the configuration. This procedure is particularly useful when you receive a replacement
SVP and want to install a configuration that was used on your previous SVP.

Before you begin
= Verify the client PC is connected to the SVP through a Remote Desktop Connection.
» Check the storage system you want to restore is registered on the SVP.

» Configure the service setting to not start automatically when the SVP restarts.

Procedure

1. Copy the backup file to a folder on the SVP.
2. On the SVP, exit to a Windows command prompt as Administrator.

3. Move to the directory where the backup file exists, and then issue the following
command:

C:\MAPP\wk\Supervisor\MappIniSet\MappRestore.bat [absolute path of the
backup (tgz zip) file]

Note: In this command, c: \MAPP indicates the installation directory of
the SVP. If the installation directory is different, replace c: \MaPP with the
specified installation directory.

4. Atthe restoration message, press any key to continue.

5. Configure the service setting that you want to start automatically the next time the
SVP restarts (see Changing storage system information in the Storage Device List).

6. Restart the SVP. Wait approximately 10 minutes for the restart to complete.
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Chapter 18: Rebooting the SVP

There might be times when you need to shut down and restart the SVP.

Shutting down the SVP

Procedure
1. On the SVP, click Start in the Windows desktop.
2. From the displayed menu, click Windows Security.
3. Inthe Windows Security window, click the up arrow option in the power menu.
4

From the displayed menu, click Shut down.
If you have the physical SVP supplied by Hitachi Vantara, the POWER LED goes off.

Restarting the SVP

Procedure

1. On the SVP, click Start in Windows desktop.
2. From the displayed menu, click Windows Security.
3. Inthe Windows Security window, click the up arrow option in the power menu:

> ' ﬁ;‘F Option

f—

»

From the displayed menu, click Reboot.
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Chapter 19: Replacing the Hitachi Vantara-
supplied SVP

Use the following information to detect SVP failures and replace the physical SVP if

necessary.

0 Important: The Hitachi Vantara-supplied SVP can only be installed, upgraded,
or replaced by a Hitachi Vantara representative or an authorized service
provider. Contact a Hitachi Vantara representative for more information
about installing, upgrading, or replacing a Hitachi Vantara-supplied SVP.

Detecting SVP failures

SVP failures are detected and resolved using the following methods.

Failure detection method

How a failure is detected

Action to be taken

Hi-Track Remote
Monitoring System

No report from the agent
during a 24-hour health
check

Hi-Track detects SVP failure
-> SVP replacement. For
information about Hi-Track,
go to the Hi-Track website:
http://hitrack.hds.com/.

Hitachi Command Suite
(HCS)

RMI connection error (not
alert)

See the Hitachi Command
Suite Administrator Guide
(MK-90HC175).

Hitachi Storage Advisor
(HSA)

Hardware alerts appear in
Alert tiles, along with drill-
down views for detailed
information.

See Hitachi Storage Advisor
User Guide (MK-94HSAQ04).
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Replacing the physical SVP

Hi-Track Center

@5an Diego
Internet HCS or
#1 No periodic HSA
| proxy | report fromagent Management
Mgmt LAN X i server

#2 RMI connection error by
periodic polling or user's

Panama SVP

refresh/configchange operation

7 ~ Failure ~
No SNMP/Email alert from CTL.

No communication path.

VSPCTL

Bridge connection

Replacing the physical SVP

If the physical SVP supplied by Hitachi Vantara must be replaced, users back up the
configuration and then return the failed SVP to Hitachi Vantara. When users receive the
new SVP, they restore the configuration using the backup from the failed SVP.

The procedures for backing up and restoring the SVP configuration are in the Hardware
Guide for your system.

SVP
cf of - |
2 —2~ BackupSvP —=| Installation replacement : :
ficar configuration ant?l Reference > 4 :
/ Guide < w

Fallure

Recovering the operating system
Recovery of the SVP operating system is achieved using Operating System Recovery Tool
(OSRT).

The SVP supports OSRT as a backup solution for the C: partition. With this tool, users or
CEs can back up the C: partition and restore it at any time, without requiring a USB. This
tool can recover the SVP from OS or data corruption on the C:\ partition.
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Backing up the OS

Backing up the OS

Procedure

1.

Start the SVP.

2. Atthe Basic Input/Output System (BIOS) screen, press F8.
3.
4

Select a partition for the backup.
Exit the BIOS and restart the SVP.

Restoring the OS

Procedure

1.

Start the SVP.

2. Atthe BIOS screen, press F8.
3.
4

Select an image to restore.
Exit the BIOS and restart the SVP.

Configuring the replacement physical SVP

If you receive a replacement physical SVP, prepare the SVP for use.

Procedure
1. Identify the local-area connection assignments for the SVP ports.
2. Rename the four internal SVP network adapters.
3. Configure the SVP for bridge mode or change the default TCP/IP settings of the SVP
network ports for your subnet.
4. |Install the Hitachi Device Manager - Storage Navigator software.
5. Install the Hi-Track Remote Monitoring system.

Steps 1 through 4 are described in the procedures that follow. For information
about installing Hi-Track, go to http://hitrack.hds.com/.

Mapping the internal SVP network adapters

The SVP has four internal network adapters that correspond to four external RJ-45 jacks.
When you receive a new SVP, use the following procedure to assigning the adapters to
Local Area Connection numbers.

Procedure
1. If any LAN cables are connected to the SVP ports, disconnect them.
2. Click Control Panel > Network and Sharing Center.
3. Click Change adapter settings.
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Renaming the internal SVP network adapters

4. Verify that all four SVP LAN adapters are recognized, but disconnected, and that the
local-area connection numbers are assigned as 5, 6, 7, and 8.

'W'u'ri]'mﬂml'mm* B3 [ Seoch Network Comecors L2
Crgane = =08
-E Local Aeta Corratcbon 5 “L Loal Anea Connection S
P oo S LR et b ungiugged
9 S Incel(F) 1210 Gigaist Nebwerk Conne... 3¢ S5 [neiiR) [210 Ggabt Hetwerk Conne. .
"L Local Ares Correction 7 "~ Local Ares Comection §
P Metwork cable unghigoed B Fetwork cathe
9 < Intel(R) 1210 Gigabit Netwerk Comne... 3 <7 Intedff) 1210 Gigalat Metwerk Conne...

5. Connect an Ethernet cable to the LAN1 port on the SVP.
Local Area Connection 7 is assigned to the LAN1 port.

7 network Connections =101 x|
ﬁf}mﬂi-mwm-mm- ~ 43 [ Search tietwnrk Connecsons
Crganie = -l e
E Local Arwa Correction § E Local Area Connection 6
B Metwork catle urghugged B Network cabie uokugped
W A InseiR) [210 Ggabit Network Conne... 3¢ @92 Intel(R) 1210 Gigabét Netwark Conne. ..
g Local Area Cornection 7 E Local Area Connecton 8
3 Idenhfying... !_ e bwoork cable unplugoed
2 Inacl(R) 1210 Gigabst Network Conne... 3¢ S8 Inbel(R) 1210 Gigalsit Hetwork Conne. ..

6. Remove the Ethernet cable from the LAN1 port and connect it to the LAN2 port on
the SVP.
Local Area Connection 6 is assigned to the LAN2 port.

F setwork Comnections N |« .
ﬁncw-mhut-dmmt-mnmuﬁn- v (23 [ Sesoh Network Corrmetions e
Crpanze = = = [ &

EE Local Area Connection § "L Lol Ares Cornection &
P treork cable urplugoed Undenafed network
9 S Ineel(R) 1210 Ggabit Netwerk Corre... S5 [ntel(R) 1210 Gigabat Metwerk Corne..,
L Local Aren Correction T G,!' Local dren Comraction &
E e bk cable urplugged Paatwork cable unpiugped
S T Intel(R) 1200 Gigabit Metwork Corme... % &5 Inei(R) 1210 Gigabit Network Comne. ..

7. Repeat step 6 with the LAN3 and LAN4 ports on the SVP.
When you connect the Ethernet cable to these ports, Local Area Connection 8 will
be assigned to the LAN3 port and Local Area Connection 5 will be assigned to the
LAN4 port.

Note: Verify that no IP address is configured for the SVP LAN ports.
Otherwise, the storage system could become blocked.

Renaming the internal SVP network adapters

Chapter 19: Replacing the Hitachi Vantara-supplied SVP

Service Processor Technical Reference 254



Setting the IP address

Procedure

1. Right-click LAN1 (Local Area Connection 4), and then click Rename.

AT
.@.‘x J 5_' = Nebwork and Intemet = Mebuork Connectons - - Els-audﬂmmk{mtm !..'.ﬁ
Organice =  Desable this network device  Diagnose this connection.  Rlename this commecion = e 'Y ﬁ‘

L_' || Local rea Connection £ Local direa Connection 2

S Mebwork cable ..,_! Patwork cabie

b4 2 Inbel(R) 1210 Goatet Network Conve, .. o o T IntebR) 1210 Gagabit Metwork Conne. .

;_ Local Area Cornection 3

*  Nebwork cable

3 <= Intei(R) 1200 Gagabst betwork Corne...

2. Change the name to Management (User).

3. Repeatstep 1 and step 2 to rename the other three SVP network adapters as
follows.

Change the name of ...to this name Adapter configuration
this SVP adapter...

LAN1 Management(User) Bridge for the
management LAN
LAN2 Maintenance Maintenance LAN
LAN3 Management(CTL1) Management LAN
LAN4 Management(CTL2) Bridge for the

management LAN

4. Leave the Network Connections window open. Then either configure the SVP for
bridge mode or configure the IP addresses for the SVP LAN ports to match the IP
addressing scheme of your subnet.

Setting the IP address

After renaming the internal SVP network adapters, perform the initial startup procedures
to specify the IP addresses for the SVP and storage system.

Procedure

1. Connect a PC to the LAN2 port on the SVP.
2. Logon to the SVP using the Remote Desktop Connection:
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a. Configure the PC to use an IP address of 10.0.0.xxx, where xxx = 1-99 or
101-254, and a subnet mask of 255.255.255.0.

b. Click Start > All Programs, and then click Accessories > Remote Desktop
Connection.

In the Computer field, type 10.0.0.100 and click Connect.

d. Inthe Windows Security screen, type svP-pPC\SVP in the top field and raid-
login in the bottom field.

e. Click OK.
If prompted that the identity of the remote computer cannot be verified, click
Yes to continue.

3. Inthe Remote Desktop Connection window, click Control Panel > Network and
Sharing Center.

4. Click Change adapter settings.

5. Inthe Network Connections window, right-click the Management(CTL1) network
adapter, which corresponds to SVP physical port LAN3, and click Properties.

6. Inthe Local Area Connection Properties window, double-click Internet Protocol
version 4 (TCP/IPv4) or Internet Protocol version 6 (TCP/IPv6), depending on the
IP addressing schemes used on your subnet.

7. Inthe dialog box, click Use the following IP address.

8. Enter the IP address, subnet mask, and gateway settings in the appropriate fields,
and then click OK.

9. Click OK to close the Local Area Connection Properties window.

10. In the Network Connections window, right-click the Management(CTL2) network
adapter, which corresponds to the LAN4 port on the physical SVP, and click
Properties. Then repeat steps 3 through 7 to assign the TCP/IP settings for this
network adapter.

11. Close the Network connections window.
Configuring bridge settings

If your environment requires the SVP to operate in bridge mode, you can configure the
SVP to operate in bridge mode after you rename the four internal SVP network adapters.
In this mode, SVP ports LAN3 and LAN4 connect to the LAN management port on each
controller.

Procedure

1. Inthe Network Connections window, click the LAN1 adapter, and then hold down
the Ctrl key and click the LAN3 and LAN4 network adapters.

2. Right-click the mouse and click Bridge Connections.
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Configuring bridge settings

M network Conmections R = .|
.F@'{_}: [ £+ Network and Intarnet = Network Connections + v K23 [ Search Nework Comectons Q
Organize ~ =~ [l 8

l'E '\letwnrk-:abh
b 4”" Inted(R) 1210 Gigabit Network Corne...

A new instance of Network Bridge appears.

S network comections -lojx|

N | prre— el
= =~ 08
k* et sble reiioed %-E NMMMWH

® s Inbel(R) 1210 Gigabit Network Conne... x S Intel{R) 1210 Gigabit Network Conne, .,

&! Management(CTLE) *. Management{Uiser)
Hetwork cable unplugged = Metwork cabls unplugoed
ST Intel(R) 1210 Gigabit Network Conne... 3¢ <f7 Intel{R) 1210 Geabit Hetwork Comne...

-

3. Right-click the Network Bridge icon, and then click Rename.
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E_ﬂtlwurh Connections AEIEI
aoc-anmthvmmmv ~ 8 [ search Network Connections @_{
Organize ~  Disable thisnetwork device  Diagnase this connection  Rename this connection  » > 08

;,k Maintenance g& Management(CTL1)

MNetwork cable unplugged Network cable unplugged
¥ S Intel(R) 1210 Gigabit Network Conne...  $¢ <27 Intel(R) 1210 Gigabit Network Conne. .
B e W g

Metwork cable unplugged Network cabhe unplugged

$ =7 Intel{R) 1210 Gigabit Network Conne...  $¢ @i InteliR} 1210 Gigabit Network Conne. .,

4. Change the name to ManagementBridge. Type this name as one word, with no
spaces.

_E‘;Ec!':'turk Ct‘.mn-_:clu:-m- .._J_J- m] !I
%cmvwnmm«mmmmmw v {83 | search Network Connections g
Organize =  Dicable this network device  Diagnose this connection  Rename this connection  » 2= o« O @

g-! Maintenance |y Management(CTLI)
Nebwaork cable unplugged ™ Metwork cable unplugged
% <7 IntelR) 1210 Gigabit Network Conne... ¢ == Intel(R) 1210 Gigabit Network Conne...
Eh Management(CTL2) L‘-h Management{User)
| Metbwork cable unplugged == Metwork cable

5 @7 Intel(R) 1210 Gigabit Network Conne...  $€ @it Inted(R) 1210 Gigabit Network Conne..,

5. Right-click the ManagementBridge icon, and then click Properties.
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§ Actmark Conssetis —
mulﬂ'WMMfmm* * [ [ search Network Connectons ﬂ
Organize »  Disable this network device  Diagnose this connection  Rename this connection  »» 2= -~ [ &

5" Maintenance ;E Management{CTL1)

= Metwork cable unplugged Network cable unplugged
§¢ = Inted(R) 1210 Gigabit Network Conne...  §¢ <7 Intel(R) 1210 Gigabit Netwerk Conne..,
g! Management(CTLZ) -E Management{Uiser)
_ Metwork cable unpligged - Network cable

% @ IntelfR) 1210 Ggabit Network Conne.... 3¢ @ Intel(R) 1210 Gigabit Network Conne. .

F Hetwork Connections =10l x|
6’{:—)\;-]}‘ « Mebwork and Internet = Network Connections = - miwdﬂmmkcm g
Crganize »  Disable this network device  Diagnose this connection  Rename this connection 2o ] @

g- Mantenance g!‘ Management({CTL1)
= MNebwork cable unplugged e bwrirk cabls snok nnedd
X 2 iy 0 oo [ T R —

gh Management{CTLZ) Hetworking }
Mistwork cable unplugged
3 @ Intel(R) 1210 Gigabit Metwork  — Actapian:

Select the adapters you want to use to connect to computers
on your local network.

vl & Managemert(Liser) ﬂ
¥

[ % Maintenance

"? " Managemert{CTL1) |
1

This connection uses the following lems:

b ™% Chart for Microsoft Networks

¥ B File and Prirter Shaning for Microsolt Networks
b =l GoS Packet Scheduler

W i Link-Layer Topology Discovery Mapper L0 Drver
W & Link-Layer Topology Discovery Responder

b i Aeliable Multicast Protocol

¥ -4 intemet Protocol Version &

LA |t Protocol Verson 4

(TCP/PVE)
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Configuring bridge settings

7. Configure the following IP settings for ManagementBridge:
« |P address:192.168.0.15 (default)
« Subnet mask: 255.255.255.0

!‘.' Hetwork Connections .-;Lﬂ]_"l
i ;| |ii + Network and Internet » Network Connections = - ﬁ|mmmmmm g
e — Ph—— |
Organize v  Disable this network device  Diagnose this connection  Rename this connection == o~ 0 @
| Management(CTL1)
kﬁ' Metwork cabheu‘ﬁ-wed h_! Matwark eable mnh naed
¥ = InteiR) 1210 Ggabit Network [ TR T x|
_.E Management{CTLZ) Nefworking I
Metwork cable unphugged |
% @ Intel(R) 1210 Gigabit Network | - o -
il Intemet Protocol Version 4 (TCP/IPv4) Propertics i 2lx

Gena'dl

MMulpmmdmerﬁmmmw
this capabiiity. Otherwise, you nesd to ask your network adminstrator
fnrhmm‘hl:lh:tw

~ Obtain an TP address automatically
| Use the folowing IP address:
1 IP address: Joz . 168 . 0 . 1S

Subnet mask: I 255 .295 .255. 0

= ObEsAn DN seryer address sutomatically
~{% Use the folowing DNS server addresses:

™ vValidate settings upon exit Advanced... |
[ o | coxe |

8. Click Advanced, and then click the WINS tab.
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T Hetwork Connections =10} x|
;_at)c}y-mmm-mm- * 123 [ search tetiork Comections @
Organize +  Disable this network device  Diagnose this connection  Rename this connection = =
g‘! Maintenance ‘k Management(CTL 1)
MNetwork cable unplugged B paanrk eahles ek noed
X 7 el 1210 G ervor [ T x
‘# ManagamentiCTLZ) m]
Network cable unplugged |
3 @5 Intel(R) 1210 Gigabit Network - . . — sl
il FoGiofo m1Lhd LS | PROEREFTIES - ]

21X
PSettngs | s WIS |
1 WINS addresses, in order of use:

If LMHOSTS lookup i enabled, it appies to all connections for which
TCP/IP is enabled,

¥ Enable LMHOSTS lookup Import LMHOSTS... |

[ HeBI0S setting
+ Defmlt:
Use NetBIOS seting from the DHCP server, IF static IP address
= used or the DHCP server does not provide NetB105 sathing,
enable NetBI0S over TCP TP,

| 1 Ensbls NetBI0S over TCR(IF
. " Disable NetBI0S over TCR/IP

Coc ] cmu |

Under NetBIOS setting, click Disable NetBIOS over TCP/IP, and then click OK.
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Configuring bridge settings

PSettngs | s WIS |

T =10.x|
(KD ) [F -~ network and internet ~ Network Comectons » w {23 [[Search tetwork Comnections ﬁ

Organize ~  Disable this network device  Disgnose this connection  Rename this conniecion %_': »

E! Maintenance I;! Maragement(CTL 1)

MNetwork cable unplugged B paanrk eahles ek noed

b A = RN TE Y B anagement Bridge Properties x|

‘h Management{CTLZ) Humdﬂ'ul

K EF IntedR) 1210 Gigabit Hetwork | - oo —

met Frotocol Yeesion 4 (TOPIPyd | Properties :?IXH
21|

1 WINS addresses, in order of use:

T o=d T

%ﬂ&mmbmnmwimhm

is enabled,

[+ Enable LMHOSTS lockup

~ HelBIOS setting
= Default:

enabls NetBIOS over TOR(TP.
" Enabls NetEI0S over TCR I
" Disable NetBI0S over TCR/IP

Lise NetBIOS setting from the DHCP sarver. If static [P address
= used or the DHCP server does not provide NetB105 sathing,

Cancel

o ]

10. Right-click the Maintenance icon (LAN2), and then click Properties.
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Configuring bridge settings

B Wetwork Connections =10l x|
KD )= | - Network and Intemet - Network Cannections ~ v K23 [ search Netiwork Comnections ﬂ
Organize »  Disabls this network device  Diagnose this connection  Rename this connaction  » ;ivﬂﬂ
QE Management{CTL 1)

- ed Netwaork cable unplugged
v ¥ In #3 Disable ET Intel{R) 1210 Gigabit Network Conne...
g! Management{CTLZ) S Managemant{User)
Mmmtaueum Deagnose H&Mkcdi!l.rpbgged
& Intel{R) 1210 Ehe e Intei(R) 1210 it Network Conne. .

5 @ Intel(R) 1210 Gigabi & add 1o (R} 1210 Gigabs

ManagementBridge

—— | Metwork cable unplugg: Create Shortcut
" MAC Bridge Miniport ¢ Deiete
’..1‘ Properties
11. Click Internet ProtocolVersion 4 (TCP/IPv4).
K nietwork Connections =loj ﬂ
"+ Networkand Internat - Met - E| Search Network Connections -
Organize v  Disable this network device  Diagnose this connection  Rename this connection » =008
x|
Connect using:
Network cable unplugged &
9 @ Intel(R) 1210 Gigabit Network Conne... | & FteiF) 210 Ggaba Netwosk Conecton
——
g etwoek cabie unphigped This connection uses the folowing tems;

MAC Eridige Miniport

¥ 9% Chert for Microsoft Networks
v =) File and Printer Sharing for Microsoft Netwaorks
™ = 0nS Packet Scheduler

i -a. Link-Layer Topology Discovery Mapper L0 Driver
M i Link-Layer Topology Discovery Responder

¥ i Relizble Mulicast Protocol

W i ntemet Protocol Version 6 (TCP/1PvE)

on 4 (TCP/1Pvd)

12. Configure the following IP settings for Maintenance (LAN2):
« [P address: 10.0.0.100 (default)
« Subnet mask: 255.255.255.0
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Configuring bridge settings

=10j x|
m [f = Network and Internet = Network Connections = ¥ |3 | search Network Connections ﬂ
bl = AT = —————— — 1
Organize = mmmm Hwthunﬂﬁnn Rename this connection 3> 3o @
- Maintenance kk Management{CTL 1)
Network cable unplugged ) Baetwnck cable (mnh inaed
X 7 In 21 oo etk T P SR
g' Management{CTLZ) Networking I
.i’f Network cable urghugoed
@ Intel(R) 1210 Gigabit Network o
X ‘ Inte mcl Protocel Version 4 (TCP/IPv4) Propertics _ﬂ_:ﬂ

Eenerdl

\wmulpmwﬂdmmﬂyﬁmmmw
this capabdity. Otherwise, you need to ask your network adminestrator
for the appropriate [P settings.

(" Obtain an P address automaticaly
| ¥ Use the folowing IP address:
1 IP address: hoz.168 . 0 . 15

Subnet mask: I 255 .255.255. 0

€= Obksin DNG server addrecs eutomaetically
(¥ Use the following DNS server adds

13. Click Advanced, and then click the WINS tab.
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Configuring bridge settings

I@O:wvmwm:vmm' » §53 | search Network Connectons g
Orgarize »  Dicable this network device  Diagnose this connection  Rename this comnection » -8
I
Netwoding | Shang |
3¢ 4 o) 1210 Goadt rewerkCoree... ||| i
Mansgementsdoe Psettings | D1 WIS |
1 ”Hic"';"#“’“‘.‘:.‘?‘:’““ 1 WINS addresses, in order of use;

Lise NetBIOS setting from the DHCP server, If static IP address.
s used or the DHCP server does not provice NetBI0S setting,
enabie NetBIOS over TCP/TP.

' Enable NetBIOS over TCP/TP
" Disable NetSIOS over TCP/IP

Add... Edf... Ry |
IFLMHOSTS bockup is enabled, it apphes to all connections for which
TCP/IP is ensbled,
I ¥ Enable LMHOSTS lockup Import LMHOSTS, . |
' Defaut:

o ] _con |

14. Under NetBIOS setting, click Disable NetBIOS over TCP/IP, and then click OK.
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Installing Hitachi Device Manager - Storage Navigator

etwork C = =101 |
Wu [§7 ~ Network and Internet = Netwark Connections ~ ~ 583 | Search Network Connections g
Organize ~  Disable this network device  Diagnose this connection  Rename this connection 3o [0 &
_ x
™ Metworing ]m' I
&E mﬂz} g .n. : Protocol Version 4 [TCPIIPyS) Properties . 71 x|
K~ foetbion S 21

histwark cable unplupged e e B
B MAC Bridge Miniport T ~WINS addresses, in order of use: —

4]
3]

Add... [ Edfs | Remaie I
If LMHOSTS lookup is enabled, it appkes to all connactions: for which
TCP/IP is enabled.
] ¥ Enabie LMHOSTS loolup Import LMHOSTS, .. |
MetBI0S setting
" Defaut:

Use NetBI0S setting from the DHCP server. IF stabc IP address
s used or the DHOP server does not provide NetBIOS setting,
enable NetBIOS over TCR/TP.

" Enable NetBIOS over TCR/IP
(5 Disable NetEI0S over TCPIP

[T ] cames |

15. Click OK to apply the settings and close the Local Area Connection Properties

window.

16. Close the Network Connections window.

Installing Hitachi Device Manager - Storage Navigator

The procedure for installing the Device Manager - Storage Navigator software takes
approximately 10 minutes.

Procedure

1.
2.
3.

Connect a PC to the LAN2 port on the SVP.
Insert the attached SVP firmware media into the PC's CD drive or DVD drive.

On the root folder of the SVP firmware media, right-click Setup.exe, and then click
Execute as Administrator.

In the Choose Setup Language window, click a language, and then click Next.
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Installing Hitachi Device Manager - Storage Navigator

[ Hitachi Device Managar - Storage Navigator - InstallShiald Wi = E'E
Choose Selup Languages

Sadact the laaguage for e nstalaton fnom the dhoues below.

() Com ]

The Preparing Setup window appears while the software is prepared for
installation.

5. Atthe Install Shield window, click Next.

Hitachi Device Manager - Storage Navigator - InstallShield Wizard 3o,

‘Welcome to the |nstallShield Wizarnd for Hitachi
Device Manager - Storage W avigator

The InstallSheeld Wizad vll nstall Hitachi Device Manager
Hﬁb:m:gt Manigalod on poir compubsl, To contimue, chick
el

HITACHI

Hed > Cancel
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Installing Hitachi Device Manager - Storage Navigator

6. Atthe License Agreement window, accept the terms of the license agreement, and
then click Next.

%ﬁdﬂ:u I .._-Ii-.-.. e I- E T .-“HIEE; -[ i’HEﬁI ””E.--! E‘
License Agiesment ..‘.

Please read the lolowng bcense agresment carefully

Apachs License a
Version 210, Jarusay 2004
bty f fweveve, spache ongcenses
TERMS AND COMDITIONS FOR USE, REFRODUCTION, AND DISTRIBUTION
1. Drefrations.

“Licere™ shall e b b s corditions foo wuss, nepdoduchon,
ard distibution as defired by Sections: 1 through 3 of the: docuresnt.

“Licensos™ shall mesn the copunght cwnest of entily suthonzed by -
9 | accept the termns of the boerie agreement

[ e

L Bt |

| Hed> | | Conced |

7. Atthe next window, specify the folder where Device Manager - Storage Navigator
will be installed. Either accept the default folder shown in the window or click
Browse to select a different folder.
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Installing Hitachi Device Manager - Storage Navigator

Chooze Destination Location !
Select folder whese setup wall mshall fles,

Setup wil mstal Hirachi Dewvice Manages - Storages Mavigaton m the Mllowng fokder

Toinstall 1o this foldes, chek Mead, Toratall bo & differerd foldes, chck Biowse and select
anothed foldes.

Drestinution Foldes

C:\Mapp | Biowse... |

L ok || Conced |

8. If a confirmation window appears, click Yes. If the Windows Security Alert window
appears, click Allow access.
A status bar shows the progress of the installation.
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Installing Hitachi Device Manager - Storage Navigator

9. When the following completion message appears, perform one of the following
steps:

« To continue, click The setting has been completed. | will continue installation
and updating of the software.

« To set port numbers, firewall settings, and anti-virus software, click The setting
is not completed. | will install and update the software after | complete the
setting.

Hitachl Device Manager - Storage Navigator

IrustallS beeld Wizard Complete

Instal is complabad Set the below fems.

(T3Pl

[2iFrevesll

[3nh vz soft

your s shat up sernce processes of Slceage Mavigaton, afles

-;’TFE Sl hat been compieiad | will contrns sl alalon ST

i of th soflviae. _-
The selbrig Fis BeerTomplsted Hthrrall s ugdote the.
sofiveaie Lalet

The: settrg e ot completed | wall nstadl and update the
sofhweaie alter | complate the pethng

HITACHI

Frush

10. Click Finish.

11. At the Environmental Settings window, click IPv4 or IPv6, and then enter the IP
address of the SVP and click Apply.
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Installing Hitachi Device Manager - Storage Navigator

HITALHI

Ermdronmantal Satlings

Py mnd B gy o) B 1FF brbon il By Sy e oo B molipen oF B gl age 1 tire

BV dedbiien B

a Note: If you do not want to configure the SVP IP address at this time,
click Cancel. When you are ready to specify the IP address, restart the
SVP, and then set the SVP IP address using the procedure under Setting
the IP address (on page 255) .
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Chapter 20: Troubleshooting

In th

e unlikely event you encounter a problem with the SVP, use this information to

identify and resolve the issue.

Troublesh

ooting the spanning tree protocol

To identify redundant paths, the SVP generates and processes Bridge Protocol Data Units
(BPDUs) on ports 1, 3, and 4. If the SVP connects to a network switch that has its
spanning tree feature enabled, the network switch can block communications between
the SVP and the network. An example of a configuration is Cisco switches equipped with
the PortFast BPDU guard feature is enabled.

If you connect the SVP to the port of a network switch that has BPDU guard enabled,
connect the SVP to a different port on the switch that does not have the BPDU guard
feature enabled. If this does not resolve the problem, perform the following procedure to

stop

a

Proc

1.

the SVP port from issuing BPDU frames.

Note: If you perform this procedure while the cable connection between the
SVP and network switch is looped, it creates a logical loop of the network
connection and the entire network becomes inoperable. Verify the network
connection is not looped before performing this procedure.

edure

From the PC connected to the SVP, click Start > All Programs > Accessories >
Remote Desktop Connection.

Right-click the command prompt and click Run as Administrator.
At the command prompt, type regedit.
Edit the following registry settings:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\BridgeMP
Name: DisableSTA

Value: DWORD (0x1)

Restart the SVP operating system. The SVP port no longer transmits BPDU frames.

SVP emergency logon procedure

The SVP can be connected using the default IP address 192.168.0.15.
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SVP emergency logon procedure

If you cannot connect to the SVP by using the default IP address, use the following
emergency log on address: http://<default SVP IP address>/dev/storage/
<model number><system serial number>/emergency.do. The following table lists

the variables in the URL.

If your storage system
model number is ...

... and the storage system
serial number is ...

... type the following URL

8320004

456789

http://192.168.0.15/dev/
storage/8320004456789/
emergency.do

8340004

456789

http://192.168.0.15/dev/
storage/8340004456789/
emergency.do

8360004

456789

http://192.168.0.15/dev/
storage/8360004456789/
emergency.do
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Appendix A: SVP replacement list

The following table lists the product codes for replacement SVPs.

Component Available for VSP model Product code

Service processor VSP G350 and VSP G370 HDW?2-F850-SVP.P
(Windows 10 Enterprise) VSP F350 and VSP F370

VSP G700

VSP F700

VSP G900 HDW-F850-SVP.P

VSP F900

VSP G200 HDW2-SVP20S10.P

VSP G400, G600, G800 HDW-SVP20S10.P

V'SP F400, F600, F800 FHW-SVP20S10.P
Service processor VSP G200 3919435-HDW2.P
(Windows 7)

VSP G400, G600, G800 3919435.P

V'SP F400, F600, F800 H3919435.pP
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