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About This Document

Purpose

This document describes how to upgrade CE9800, CE8800, CE6800, and CE5800 series switches to V200R023C00SPC500 and roll back CE9800, CE8800, CE6800, and CE5800 series switches to the source version.

Intended Audience

This document is intended for upgrade personnel. Upgrade personnel must:

· Be familiar with the product networking and related NEs' versions.

· Have device maintenance experience and be familiar with device operation and maintenance.

Symbol Conventions

The symbols that may be found in this document are defined as follows.

	Symbol
	Remarks
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	Indicates a potentially hazardous situation which, if not avoided, could result in equipment damage, data loss, performance deterioration, or unanticipated results.
NOTICE is used to address practices not related to personal injury.
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	Supplements the important information in the main text.
NOTE is used to address information not related to personal injury, equipment damage, and environment deterioration.
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1  Upgrade Overview

IMPORTANT: Before the upgrade, read the chapters marked ● based on the device type.

	Device to Be Upgraded
	Upgrade Using Commands (Standalone Switch or M-LAG)
	Upgrade Using Commands (Stack)
	USB-based Upgrade
	Loading the System Software Using the BIOS or BootLoader Menu

	Standalone switch
	●
	-
	●
	●

	Stack
	-
	●
	-
	-
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The upgrade method described in chapter "6 

REF _EN-US_TOPIC_0000001573697574-chtext \h
Loading the System Software Using the BIOS or BootLoader Menu" is not recommended because it is used only when the switch cannot start.

The upgrade methods of CE9800, CE8800, CE6800, and CE5800 series switches are similar. The following uses CE6881 as an example to describe how to perform an upgrade.

2  Precautions

The following upgrade precautions apply to all upgrade scenarios.

Previous Version Is Any Version

· Do not power off the device during the upgrade or downgrade. Otherwise, the upgrade fails and the device cannot start.

· Open system based on Linux container technology: Starting from V200R002C50, the switch does not support the open system by default.

· Version rollback: To roll back the software version to the previous version after an upgrade to V200R023C00SPC500, note the following:

During the version rollback, do not run the save command if a user password is added or changed after the upgrade. If the save command has been run, specify the configuration file backed up before the upgrade as the configuration file for next startup during the version rollback. Otherwise, AAA, VTY, console port login, and SNMP user passwords may become invalid.

For the CE6857E and CE5855E:

· The 201 reset code is displayed when the system software is downgraded from V200R021C10 or a later version to an earlier version, or is upgraded from an earlier version to V200R021C10 or a later version.

· The memory of the high-end memory is lost after the system software is downgraded from V200R021C10SPC500 to an earlier version, or is upgraded from an earlier version to V200R021C10SPC500.

· Cross-R version upgrade: Before the upgrade, you are advised to install the latest patch of the current version.

· Before upgrading a CE6881-48S6CQ switch from V200R019C10SPC800 to a later version, install the latest patch of the current version. Otherwise, the upgrade may fail.

· Before upgrading a CE6881-48S6CQ or CE6881-48T6CQ switch from V200R020C00SPC600 to a later version, install the latest patch of the current version. Otherwise, the upgrade may fail.

· Diversified-supply device registration: Devices that support diversified supply capabilities can be registered only after the corresponding patch is installed or the system software is upgraded to V200R021C10SPC600 or a later version. For details about the mapping between diversified-supply devices, software versions, and patches, see the hardware description in the product documentation of each version.

· Upgrade and downgrade with a patch: Before performing an upgrade or downgrade with a patch file, first specify the patch file and then the system software package for the next startup. Otherwise, the patch may not match the system software package and therefore an error is reported. This restriction also applies to version rollback with a patch file.

· Service verification after the upgrade: Before the upgrade, collect device information, version information, configuration file, and all routing table, FIB table, and MAC address table information. After the upgrade, collect the same information again and compare it with the original information to check whether the switch operates and transmits service traffic properly.

· License file update after the downgrade: If the switch is downgraded from V200R021C00SPC100 or a later version to a version earlier than V200R021C00SPC100, you need to downgrade the license version to the version earlier than V200R021C00SPC100.

· M-LAG:
· In an M-LAG scenario where devices in the M-LAG are upgraded and replaced with devices of different models, if the enhanced Layer 3 forwarding function has been enabled before the upgrade, run the undo m-lag forward layer-3 enhanced enable command to disable this function, and then perform the upgrade and replacement operations.

· By default, the DAD delay upon M-LAG heartbeat recovery is 3s. After a version upgrade to V200R023C00, the DAD delay upon M-LAG heartbeat recovery is changed to 10s by default.

· When devices in an M-LAG are connected to third-party firewalls enabled with the sticky load balancing function and network attached storage (NAS) devices or load balancers enabled with the Auto Last Hop function, these devices do not learn the gateway MAC address based on the normal ARP request logic. Instead, they use the source MAC address of the first packet from the gateway as the gateway MAC address. Therefore, if an M-LAG device is upgraded and restarted when the two M-LAG devices use their own system MAC addresses as the source MAC addresses to encapsulate packets, services are interrupted for several minutes. You are advised to disable the sticky load balancing function of the firewalls and the Auto Last Hop function of the NAS devices or load balancers in the preceding scenario. If the functions cannot be disabled, configure the same any unicast MAC address (non-virtual MAC address) on the VLANIF/VBDIF gateway interfaces connecting the two M-LAG devices to the firewalls, NAS devices, or load balancers.

 For the CE6870EI, the any unicast MAC address (non-virtual MAC address) cannot be configured on an interface.

 For the CE6881, CE6881K, CE6881E, CE6863, CE6863E, CE6863K, CE6820, and CE5881, after the any unicast MAC address (non-virtual MAC address) is configured on an interface, the traffic forwarding performance in the broadcast domain decreases by 50%.

 For other models, you are advised to configure dual-active gateways using the same IP address and virtual MAC address. In this way, M-LAG devices use the same virtual MAC address for packet encapsulation, preventing the problem in the preceding scenario.

· The DDR of the CE6870-48S6CQ-EI and CE6870-48T6CQ-EI cards comes with its new version since March 1, 2020. The CE6870-48S6CQ-EI and CE6870-48T6CQ-EI cards equipped with the new version of DDR is supported only by devices running V200R019C10SPC800 after the latest recommended patch is installed, as well as devices running V200R020C10 or later versions. (The manufacturing date can be determined based on the product SN.)

The product SN consists of 20 characters.

· The thirteenth character indicates the year of production. A indicates 2010, B indicates 2011, C indicates 2012, D indicates 2013, E indicates 2014, F indicates 2015, G indicates 2016, H indicates 2017, J indicates 2018, K indicates 2019, and L indicates 2020. The letter I is not used. The letters increase with the year.

· The fourteenth character indicates the month of production. 1 indicates January, 2 indicates February, …, 9 indicates September, A indicates October, B indicates November, and C indicates December.

For example, if the SN of a switch is 2102XXXXXX10L3000XXX, the switch is manufactured in March 2020.

· ECMP: For the CE6870EI, the set system auto-diagnose node-id 252 disable command is run to enable hash polarization enhancement for VXLAN packets. After the upgrade, this configuration is changed to assign forward nvo3 hash-polarization enhanced enable but the function remains unchanged.

· Priority mapping: In V200R021C10SPC100 and earlier versions, the internal priorities of protocol packets sent by the local device that can be set using the set priority traffic-class command range from 0 to 7. After the system software is upgraded to V200R021C10SPC500, the internal priorities of protocol packets range from 4 to 7. If the internal priority is set to a value in the range of 0 to 3 before the upgrade, the configuration is retained after the upgrade.

· When a controller is deployed on the network:

· Confirm the version mapping between the controller and CE switches in advance. For details, see CloudEngine Switches Software Versions.

· Before the switch upgrade, enable the northbound locking function on the controller to ensure that the northbound system (such as the cloud platform) will not deliver configurations to the controller during the upgrade, preventing data inconsistency. After the switch upgrade, disable the northbound locking function.

· Before the switch upgrade, disable the automatic data consistency verification function on the controller. You do not need to enable it after the switch upgrade.

· Before the switch upgrade, disable HA on the cloud platform. Enable it after the switch upgrade. Disabling HA prevents VM migration failures during the upgrade.

· OVSDB: In V200R021C10, switches do not support the open vSwitch database (OVSDB).

· Stacking and M-LAG: A CE6863-48S6CQ-K running V200R021C10 and later versions cannot set up an M-LAG or stack with a CE6863-48S6CQ-K running versions earlier than V200R021C10. To set up an M-LAG or stack, upgrade the system software to V200R021C10.

· Stacking: For the CE6881-48S6CQ, CE6881-48S6CQ-K, and CE6881E-48S6CQ, stack setup through split interfaces is supported in V200R022C10 and later versions. A stack of the switches running V200R022C10 or a later version set up using split interfaces will split when the switches are downgraded to a version earlier than V200R022C10.

· Algorithms supported by an SSH server: When a switch running V200R023C00SPC500 functions as an SSH server and starts with no configuration, the default algorithms supported by the SSH server are as follows:

· Default algorithms supported by the ssh server cipher command: AES256_GCM, AES128_GCM, AES256_CTR, AES192_CTR, and AES128_CTR

· Default algorithms supported by the ssh server hmac command: SHA2_256 and SHA2_512

· Default key exchange algorithms supported by the ssh server key-exchange command: dh_group_exchange_sha256 and curve25519_sha256

· Default public key algorithms supported by the ssh server publickey command: RSA_SHA2_256 and RSA_SHA2_512

After the system software of a switch functioning as an SSH server is upgraded to V200R023C00SPC500 and the switch starts with no configuration, the switch uses the default algorithms to negotiate with a client. If the algorithms used by the client are not the default algorithms supported in V200R023C00SPC500, the negotiation between the switch and client fails.

· Algorithms supported by an SSH client: When a switch running V200R023C00SPC500 functions as an SSH client and starts with no configuration, the default algorithms supported by the SSH client are as follows:

· Default algorithms supported by the ssh client cipher command: AES256_GCM, AES128_GCM, AES256_CTR, AES192_CTR, and AES128_CTR

· Default algorithms supported by the ssh client hmac command: SHA2_256 and SHA2_512

· Default key exchange algorithms supported by the ssh client key-exchange command: dh_group_exchange_sha256 and curve25519_sha256

· Default public key algorithms supported by the ssh client publickey command: RSA_SHA2_256 and RSA_SHA2_512

After the system software of a switch functioning as an SSH client is upgraded to V200R023C00SPC500 and the switch starts with no configuration, the switch uses the default algorithms to negotiate with a server. If the algorithms used by the server are not the default algorithms supported in V200R023C00SPC500, the negotiation between the switch and server fails.

· VXLAN:
· For the CE5881, CE6881, CE6881E, CE6881K, CE6863, CE6863E, and CE6863K, if you run the l2 binding vlan command to bind a VLAN to a BD and then configure MQC in the VLAN view, MQC takes effect for traffic in the BD view. After the system software of a switch is upgraded to V200R022C10 or a later version, MQC in the VLAN view does not take effect for traffic in the BD. To make MQC take effect for traffic in a BD, reconfigure MQC in the BD view.

· For the CE5881, CE6881, CE6881E, CE6881K, CE6863, CE6863E, and CE6863K, if blackhole MAC addresses are configured on BDIF interfaces, additional MAC address entries are occupied after the system software is upgraded to V200R023C00. The number of additionally occupied MAC address entries equals the number of virtual MAC addresses configured for BDIF interfaces in centralized networking.

· ICMP: For the CE6881, CE6881K, CE6881E, CE6863, CE6863E, CE6863K, CE6820, and CE5881, the following commands are no longer supported in V200R022C10 and later versions. If the following commands are configured before the upgrade, the configuration will be lost after the upgrade.

· (System view and interface view) [ undo ] icmp name net-unreachable send disable
· (Interface view) [ undo ] icmp name net-unreachable send enable
· TWAMP: A CE switch functions as a TWAMP client. In versions earlier than V200R023C00, the Z bit encapsulated in a sent packet is fixed at 0. In V200R023C00 and later versions, if the Z bit encapsulated in a received packet is 1, the Z bit encapsulated in a sent packet is 1.

· Port: On the CE8850EI, when a 100GE port is split into two 50GE ports in versions earlier than V200R023C00, port sequence number indicators 1 and 2 take effect. In V200R023C00 and later versions, port sequence number indicators 1 and 3 take effect.

Previous Version Is V200R001C00

· Baud rate: You can run the speed command in the console user interface view to set the baud rate of the switch. If the speed 300 or speed 600 command is configured before the system software is upgraded to V200R023C00SPC500, the baud rate configuration is lost after the upgrade, and you need to reconfigure the baud rate.

· NETCONF schema: In V200R023C00SPC500, you can run the snetconf ipv4 server enable or protocol inbound ssh ipv4 port 830 command to enable the IPv4 NETCONF function, or run the snetconf ipv6 server enable or protocol inbound ssh ipv6 port 830 command to enable the IPv6 NETCONF function (IPv4 NETCONF and IPv6 NETCONF functions are not enabled simultaneously). If the current version is downgraded to V200R001C00, this configuration will be lost, so you need to run the snetconf server enable or protocol inbound ssh port 830 command again.

· STelnet: In V200R023C00SPC500, you can run the stelnet ipv4 server enable command to enable the IPv4 STelnet function, or run the stelnet ipv6 server enable command to enable the IPv6 STelnet function (IPv4 STelnet and IPv6 STelnet functions are not enabled simultaneously). If the current version is downgraded to V200R001C00, this configuration will be lost, so you need to run the stelnet server enable command again.

· SCP: In V200R023C00SPC500, you can run the scp ipv4 server enable command to enable the IPv4 SCP function, or run the scp ipv6 server enable command to enable the IPv6 SCP function (IPv4 SCP and IPv6 SCP functions are not enabled simultaneously). If the current version is downgraded to V200R001C00, this configuration will be lost, so you need to run the scp server enable command again.

· SFTP: In V200R023C00SPC500, you can run the sftp ipv4 server enable command to enable the IPv4 SFTP function, or run the sftp ipv6 server enable command to enable the IPv6 SFTP function (IPv4 SFTP and IPv6 SFTP functions are not enabled simultaneously). If the current version is downgraded to V200R001C00, this configuration will be lost, so you need to run the sftp server enable command again.

Previous Version Is V200R002C50 or Earlier

· NetStream: If the default NetStream V9 template update interval 30 minutes is used in a version earlier than V200R002C50, the interval is automatically changed to one minute after the version is upgraded to V200R023C00SPC500.

If the default NetStream V9 template update interval one minute is used in V200R023C00SPC500, the interval is automatically changed to 30 minutes after the version is downgraded to a version earlier than V200R002C50.

· M-LAG: In a version earlier than V200R002C50, when devices are dual-homed to gateways through M-LAG, the M-LAG master and backup devices are configured with many sub-interfaces, and optical interfaces on the M-LAG master and backup devices are connected to copper transceiver modules, restarting the M-LAG master or backup device may cause packet loss for a long time. In this case, you are advised to manually switch traffic to the other M-LAG device and upgrade and restart it.

· System resource mode: If a new configuration file that contains the system resource configuration is used when the system software is upgraded from a version earlier than V200R002C50 to V200R023C00SPC500, and the system resource modes before and after the upgrade are different, the switch restarts one more time during the upgrade.

· MAC: In a version earlier than V200R002C50, when MAC address flapping occurs on an interface, the interfaces can forward traffic normally. In V200R002C50 and later versions, when MAC address flapping occurs on an interface, the system automatically suppresses broadcast, multicast, and unknown unicast traffic packets. In this case, the forwarding rate of the outbound interface is 1% of the bandwidth of the inbound interface, and you need to check whether loops occur on the network. Packets are not suppressed in the following two situations:

· The interface is configured with storm control or storm suppression. For example, if you run the storm suppression broadcast command to configure the maximum rate of broadcast packets on the interface, the system does not automatically suppress broadcast traffic after MAC address flapping occurs on the interface.

· When the multicast function is enabled globally, the system does not automatically suppress multicast traffic. That is, multicast traffic is forwarded normally.

To disable traffic suppression triggered by MAC address flapping, run a command to configure the traffic suppression percentage limit.

· Traffic suppression: In a version earlier than V200R002C50, the rate of broadcast packets is suppressed by bandwidth percentage, and the percentage rate limit is 100% by default. When the version is upgraded to V200R023C00SPC500, the rate of broadcast packets is suppressed by bandwidth percentage, and the percentage rate limit is 10% by default.

· Blacklist: For the CE6870EI running V200R002C50 and later versions, the blacklist no longer supports advanced ACLs with the source port number and TCP flag as matching rules. If a blacklist using the source port number or TCP flag as a matching rule is configured on a switch running a version earlier than V200R002C50, the blacklist becomes invalid after the switch is upgraded to V200R023C00SPC500.

· Filter: For the CE6870EI running V200R002C50 and later versions, the filter no longer supports advanced ACLs with the source port number and TCP flag as matching rules. If a filter using the source port number or TCP flag as a matching rule is configured on a switch running a version earlier than V200R002C50, the filter becomes invalid after the switch is upgraded to V200R023C00SPC500.

· User login timeout period: In versions earlier than V200R002C50, the timeout period configured using the idle-timeout command for a user connection in the console user interface view ranges from 0 to 35791, in minutes. If the timeout period is set to 0 minutes, the system does not automatically disconnect a user. After the system software is upgraded to V200R002C50 or a later version, the timeout period ranges from 1 to 1440, in minutes, and cannot be set to 0 minutes. If the timeout period is set to 0 minutes or is greater than 1440 minutes on a switch running a version earlier than V200R002C50, it is automatically set to 1440 minutes after the switch is upgraded to V200R023C00SPC500.

· Attack source tracing: If attack source tracing is configured for TTL-expired packets and the punishment action is set to deny on a switch running a version earlier than V200R002C50, the attack source tracing does not take effect on OSPF and OSPFv3 packets after the switch is upgraded to V200R023C00SPC500.

· Baud rate: You can run the speed command in the console user interface view to set the baud rate of the switch.

In V200R002C50, for the CE6870-48T6CQ-EI and CE8850-32CQ-EI, this command does not take effect before the V200R002C50SPH013 patch is installed, and users log in to the switch through the console port using the default baud rate 9600 bit/s; after the V200R002C50SPH013 patch is installed, the speed 300 or speed 600 command does not take effect, and you are advised to configure other baud rates. For switches except the preceding models, this command does not take effect before the V200R002C50SPH012 patch is installed, and the system uses the default value 9600 bit/s to implement console interface login by default. After the V200R002C50SPH012 patch is installed, all baud rate values can be configured.

If the speed 300 or speed 600 command is configured before the system software is upgraded to V200R023C00SPC500, the baud rate configuration is lost after the upgrade, and you need to reconfigure the baud rate. In addition, for models on which the command does not take effect before the upgrade, the command takes effect after the upgrade, and the system uses the configured baud rate to implement console interface login.

Previous Version Is V200R003C00 or Earlier

· Jumbo frame: For a switch running V200R003C00SPC100 or an earlier version, Eth-Trunk member interfaces support jumbo frame configurations. After the switch is upgraded to V200R023C00SPC500, Eth-Trunk member interfaces do not support jumbo frame configurations.

· If jumbo frame parameters are configured on an Eth-Trunk member interface of a switch running V200R003C00SPC100 or an earlier version, the Eth-Trunk inherits jumbo frame configurations on the Eth-Trunk member interface after the switch is upgraded to V200R023C00SPC500. For example, the maximum jumbo frame length on the Eth-Trunk is changed to the largest value among the maximum jumbo frame lengths on the Eth-Trunk member interfaces, and the maximum non-jumbo frame length is changed to the smallest value among the maximum non-jumbo frame lengths on the Eth-Trunk member interfaces.

· If jumbo frame parameters are configured on the Eth-Trunk of a switch running V200R023C00SPC500, jumbo frame configurations on the Eth-Trunk disappear after the switch is downgraded to V200R003C00SPC100 or an earlier version. You need to independently reconfigure jumbo frame parameters on Eth-Trunk member interfaces.

· Password authentication: In versions earlier than V200R003C00, the default authentication mode of SSH users is not configured using the ssh authentication-type default password command. In V200R003C00 and later versions, the password authentication mode is used by default. If the password authentication mode is configured as the default mode on a switch running a version earlier than V200R003C00 and the configuration is saved in the configuration file, the configuration will disappear in the configuration file after the system software is upgraded to V200R023C00SPC500, and no action is required. If SSH users use the default password authentication mode to log in to a switch running V200R023C00SPC500, you need to configure the ssh authentication-type default password command in the system view after the system software is downgraded to a version earlier than V200R003C00.

· CPU-Defend: In versions earlier than V200R003C00, after a blacklist or filter is configured on the CE6870EI, you can run the display cpu-defend { blacklist | filter } statistics [ slot slot-id ] command to check statistics about the packets sent to the CPU based on the blacklist or filter. When the system software is upgraded to V200R023C00SPC500, after blacklist or filter is configured, you must run the cpu-defend-policy statistics enable command first, and then run the display cpu-defend { blacklist | filter } statistics [ slot slot-id ] command to view statistics about the packets sent to the CPU based on blacklist or filter.

· Optical module: If you run the display interface interface-type interface-number transceiver verbose command on a switch running a version earlier than V200R003C00 to view optical module information on a specified interface and the Transceiver Type field displays -- or UNKNOWN and the Vendor Part Number field is empty, the interface goes Down after the system software is upgraded to V200R023C00SPC500. If this problem occurs, contact technical support personnel.

· NETCONF API: In V200R003C00 and earlier versions, the NETCONF client can deliver the following NETCONF APIs through NETCONF when the SSH user level is set to level 2 or higher. When the system software is upgraded to V200R023C00SPC500, the NETCONF client can deliver the following NETCONF APIs through NETCONF when the SSH user level is set to level 3 or higher.

· /sflow/sources/source

· /sflow/agents/agent

· /sflow/collectors/collector

· /sflow/samplings/sampling

· /sflow/counters/counter

· /sflow/samparps/samparp

· /sflow/exports/export

· /sflow/snoops/snoop

· /nsm/nsmSGConfs/nsmSGConf

· /nsm/nsmSISampEnables/nsmSISampEnable

· /nsm/nsmAggregations/nsmAggregation

· /nsm/nsmStatistics/nsmStatistic

· /nsm/nsmDCSGFixPacks/nsmDCSGFixPack

· /nsm/nsmDCSIFixPacks/nsmDCSIFixPack

· /nsm/nsmRecords/nsmRecord

· /nsm/nsmGlobalConfig

· /nsm/nsmTopTalkers/nsmTopTalker

· /nsm/nsmShowTalkers/nsmShowTalker

· /nsm/nsmSampleSnoops/nsmSampleSnoop

· /nsm/nsmRouteDisables/nsmRouteDisable

· /nsm/nsmExportPackets/nsmExportPacket

· /qos/qosIfQoss/qosIfPortMirrors/qosIfPortMirror

· /qos/qosIfQoss/qosIfTrafficMirrors/qosIfTrafficMirror

· /qos/qosGlobalCfgs/qosGlobalObservers/qosGlobalObserver

· /qos/qosGlobalCfgs/qosGlobalTrafficMirrors/qosGlobalTrafficMirror

· /qos/qosGlobalCfgs/qosSlotTrafficMirrors/qosSlotTrafficMirror

· /qos/qosCbQos/qosBehaviors/qosBehavior/qosActPortMirrors

· Baud rate: You can run the speed command in the console user interface view to set the baud rate of the switch. If the speed 300 or speed 600 command is configured before the system software is upgraded from V200R003C00 to V200R023C00SPC500, the baud rate configuration is lost after the upgrade, and you need to reconfigure the baud rate. In addition, although the baud rate is configured before the upgrade, the command does not take effect, and the system uses the default value 9600 bit/s to implement console interface login by default. The command takes effect after the upgrade, and the system uses the configured baud rate to implement console interface login.

· Path detection: If the system software of a switch with the vxlan path detection enable configuration is upgraded from V200R003C00 or earlier versions to V200R023C00SPC500, the configuration is lost after the upgrade and the VXLAN path detection function cannot be used.

· Jumbo frame configuration: The minimum value of the maximum jumbo frame length range allowed on all models running V200R005C00 and later versions is changed from 1536 bytes to 1518 bytes. If the maximum jumbo frame length configured on a switch running V200R023C00SPC500 is less than 1536 bytes, the configuration is lost after the system software is downgraded to V200R003C00, and you need to reconfigure the jumbo frame length range. If the maximum jumbo frame length configured on a switch running V200R003C00 is greater than 10240 bytes, the configuration is lost after the system software is upgraded to V200R023C00SPC500. You need to reconfigure the jumbo frame length range.

· QoS: For CE6870EI switches running versions earlier than V200R003C00, the switches are enabled to use the Single mode for resource occupancy when a traffic policy is applied by default. In V200R003C00 and later versions, the switches are not enabled to use the Single mode for resource occupancy when a traffic policy is applied by default.

Therefore, if the system software of a switch is upgraded from a version earlier than V200R003C00 to V200R023C00SPC500 and if a traffic policy configured before the upgrade becomes invalid, you can enable the switch to use the Single mode for resource occupancy when a traffic policy is applied to solve this problem.
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· Login: If the ssh client assign command is configured, the configuration is saved, and the system software is upgraded to V200R005C10 or a later version, the system automatically changes the configuration to the ssh client peer assign command, which requires no attention. If the ssh client peer assign command is configured on a switch running V200R005C10 or a later version, the configuration is saved, and the system software is downgraded to a version earlier than V200R005C10, you need to manually configure the ssh client assign command.

· MQC: For the CE6856HI, CE6857EI, CE6865EI, CE8850EI, CE8861EI, and CE8868EI:

· In a version earlier than V200R005C10, if there are duplicate traffic classification rules on a switch that uses the large-acl system resource mode and is configured to provide nonstop services during MQC-based traffic classification rule modification, a traffic policy fails to be delivered or updated.

· In V200R005C10 and later versions, the large-acl system resource mode is mutually exclusive with the function of providing nonstop services during MQC-based traffic classification rule modification. They cannot be configured together.

If the version is upgraded from a version earlier than V200R005C10 to V200R023C00SPC500 and both the system resource large-acl and traffic-policy atomic-update-mode commands are configured in the source version, the traffic-policy atomic-update-mode command is lost and the function of providing nonstop services during MQC-based traffic classification rule modification is unavailable in the target version.

· MQC: For the CE6870EI:

· In a version earlier than V200R005C10, the remark 8021p command configured on Layer 2 sub-interfaces is invalid.

· In V200R005C10 or a later version, the remark 8021p command cannot be configured on Layer 2 sub-interfaces.

If the version is upgraded from a version earlier than V200R005C10 to V200R023C00SPC500 and the remark 8021p command is configured on Layer 2 sub-interfaces in the source version, the command is lost in the target version.

· Telemetry: In V200R005C10 and later versions, nodes under the huawei-qos:qos/qosQueueDropStats/qosQueueDropStat, huawei-qos:qos/qosIngPortDropStats/qosIngPortDropStat, and huawei-qos:qos/qosPortPfcStats/qosPortPfcStat sampling paths are changed. If a switch running a version earlier than V200R005C10 needs to use the three sampling paths to send sampled data, upgrade the system software of the switch to V200R023C00SPC500, and change the parsing mode of the connected collector so that the collector can parse the data sent from the three sampling paths based on the new node information.

· ARP: In versions earlier than V200R005C10, you can run the display arp forwarding-status command to view whether ARP entries learned by an interface are delivered and ARP entry statistics. In V200R005C10 and later versions, before running the display arp forwarding-status command to view whether ARP entries learned by an interface are delivered and ARP entry statistics, you must run the arp collect forwarding-status enable command to enable the ARP status collection function. Therefore, if you need to run the display arp forwarding-status command to view whether ARP entries learned by an interface are delivered and ARP entry statistics when the system software is upgraded from a version earlier than V200R005C10 to V200R023C00SPC500, run the arp collect forwarding-status enable command in the system view first.

· Multicast: The IPv4 multicast over VXLAN function cannot be upgraded from V200R005C00 to V200R005C10 or later if active-active gateways are deployed using M-LAG. It is recommended that IPv4 Layer 3 multicast over VXLAN be deployed on devices running V200R005C10 or later.

· Simplified traffic mirroring: In V200R005C10 and later versions, the simplified traffic mirroring service uses more ACL resources. Therefore, if the simplified traffic mirroring service is configured on the switch and the system software of the switch is upgraded from a version earlier than V200R005C10 to V200R023C00SPC500, services that use ACL resources may fail to be delivered. Before performing the upgrade, contact Huawei technical support personnel.

· Simplified traffic mirroring: The traffic-mirroring rocev2 { opcode opcode-value | qpair qpair-value } * observe-port observe-port-index &<1-8> inbound and traffic-mirroring [ vxlan [ tag-format { none | single } ] ] ip-identification ip-id-value [ mask ip-id-mask ] * observe-port observe-port-index &<1-8> inbound commands are not supported in V200R005C10. When a switch is upgraded from V200R005C00 to V200R023C00SPC500, the command configuration will be lost. Therefore, you are advised to configure MQC-based traffic mirroring after the upgrade to replace simplified traffic mirroring.

· MQC: For the CE6865EI, MQC services that match only source IP addresses and source Layer 4 port numbers occupy more ACL resources in V200R005C10. If an MQC service that matches only the source IP address and source Layer 4 port number is configured on a switch running a version earlier than V200R005C10, and the display system tcam bank resource [ slot slot-id [ chip chip-id ] ] command output shows that more than 50% of bank resources in the inbound direction have been used, use the TCAM ACL customization function to reconfigure the MQC service before upgrading the system software of the switch to V200R023C00SPC500.
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· Load Balancing: For CE6857EI, CE6865EI, CE8861EI, and CE8868EI

· In V200R005C10 and earlier versions, if 4th-label and 5th-label are configured for load balancing of MPLS packets in the load balancing profile view or ECMP view, this configuration takes effect for both Eth-Trunk and ECMP. The load balancing mode based on src-ip and dst-ip conflicts with that based on 4th-label and 5th-label, and the last delivered configuration takes effect. Therefore, the effective load balancing mode is inconsistent with that in the configuration file.

· In V200R019C00 and later versions, src-ip and dst-ip in the ECMP view conflict with 4th-label and 5th-label in the load balancing profile view. After an upgrade from an earlier version to V200R019C00, if the load balancing mode based on src-ip and dst-ip and the load balancing mode based on 4th-label and 5th-label are configured in the ECMP view and load balancing profile view respectively in the earlier version, configuration restoration will fail after the upgrade. In addition, the outbound interface for traffic load balancing changes after the upgrade because the configuration delivery sequence is different.
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· BIOS: In versions earlier than V200R019C00, the BIOS/BootLoader menu password is encrypted using the SHA256 algorithm. In V200R019C00 and later versions, the BIOS/BootLoader menu password is encrypted using the PBKDF2 algorithm. If you use a non-default BIOS/BootLoader menu password in V200R019C00 or a later version, the password is restored to the default password Admin@huawei.com when the system software of the switch is downgraded to a version earlier than V200R019C00.

· BIOS: If FTP type is set to 1:TFTP+FTP or 2:TFTP+SFTP when you upgrade the system software from a version earlier than V200R019C00 to V200R019C00 or a later version using the BIOS menu, press CTRL+B and enter the BIOS menu when the system prompts you to press CTRL+B for the second time. In this case, perform the operation again and you do not need to modify the parameters settings. The system software then can be uploaded successfully. If FTP type is set to 0:TFTP, this problem does not occur. To upgrade the system software to V200R019C00 or a later version, you are advised to upload files using FTP commands on the CLI, and then run the startup system-software command to specify the system software for next startup.

· When the system software of a switch is upgraded from V200R019C00 or an earlier version to V200R023C00SPC500, the following alarm is displayed if the BIOS or BootLoader password of the switch is empty or the default password. You are advised to set a new BIOS or BootLoader password.

4 0x8132249 Warning 2020-04-24 The BIOS/BootLoader menu password is not set or is the default password.(Ent PhysicalIndex=34471937, EntPhysicalNam e=MPU slot 2/14, EntityType=1) 
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Virtual MAC: For the CE6820, CE6863, and CE6881, if more than eight virtual MAC addresses have been configured before a device upgrade from V200R005C20 or earlier to V200R023C00SPC500, some virtual MAC addresses do not take effect after the upgrade. Therefore, before the upgrade, delete unnecessary virtual MAC addresses to ensure that the number of virtual MAC addresses is less than or equal to 8.

Previous Version Is V200R020C10 or Earlier

· Interface Management: On the CE8850-64CQ-EI, in V200R020C10 and later versions, if a 100GE interface is split into two 50GE interfaces, all interfaces become unavailable after a downgrade to a version earlier than V200R020C10. You need to delete the interface split configuration that is not supported by the earlier version before the downgrade.

· MQC: For the CE6857EI, CE6857E, CE6865EI, CE8861EI, and CE8868EI, after an upgrade from a version earlier than V200R020C10 to V200R020C10 or V200R021C00, if the offset of the user-defined ACL rule defined in a traffic policy is less than 20, the number of delivered ACL rules changes from one to two, and more ACL resources are occupied.

· Basic configurations: In V200R021C00 and later versions, the authentication mode of the user interface and console port interface cannot be set to none. Before the upgrade, you must set the authentication mode of the user interface to aaa or password. Otherwise, the device will be disconnected from the NMS after the upgrade.

· Load balancing: For the CE9860EI, CE8868EI, CE8861EI, CE8850EI, CE6865EI, CE6857EI, CE6857E, CE6856HI, and CE5855E, if the system software is upgraded from V200R020C10 or an earlier version to V200R021C00 or a later version, or downgraded from V200R021C00 or a later version to V200R020C10 or an earlier version, the ECMP outbound interfaces calculated using the hash algorithm may change.
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· Basic configurations
· If the login configuration is not performed on the console port before the upgrade, the login fails. You can log in to the device through the management network port and configure console port login.

· After the configuration file is successfully set, the console port login configuration is deleted, and then the configuration is saved and the device is restarted, login through the console port fails.

· If the login configuration of the console port or management network port is not set in the configuration file, the login fails. Use the BootLoader menus to rectify the fault:

 Access the Password manager submenu and clear the console port login password through the Clear the console login password menu.

 Access the Startup parameters submenu and set the configuration file for next startup. The configuration file must contain the login configuration of the console port or management network port.

 Format and load the system software package, and start the device with no configuration. Then login through console port can be successful.

· During ZTP deployment, you need to add the login configuration of the console port or management network port to the configuration file. Otherwise, the login fails. If the deployment fails, the device records a user log and displays an error message through the console port. The device restarts repeatedly and the ZTP deployment process is started again.

· Before USB-based deployment (non-ZTP scenario), you need to add the login configuration of the console port or management network port to the configuration file. Otherwise, the login fails.

· To ensure device security, the system checks the *.zip and *.cfg configuration files specified for the next startup. You need to add the login configuration of the console port or management network port to the configuration file. If the check fails, the message "Error: The configuration file will cause the next startup login failure. Please check it" is displayed, indicating that the configuration file will cause the login failure upon the next startup.
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VXLAN: When IP packets enter a VXLAN tunnel for forwarding and the CE6865EI, CE6865E, CE6857EI, CE6857E, CE6857F, CE8850E-32CQ-EI, CE8861EI, or CE8868EI functions as a VXLAN transparent transmission node, different paths may be selected for ECMP load balancing before and after the version upgrade.

3  Upgrade Using Commands (Standalone Switch or M-LAG)

3.1  Before You Start

3.1.1  Version Requirements

Table 3-1 Version requirements

	Device
	Version
	Upgrade Note

	CE5855E
	V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE5855F (02354HPQ)
	V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE5855F (02354HPQ-001)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE5881
	V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6820
	V200R005C20SPC800
V200R019C10
V200R019C10SPC800
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863-48S6CQ (02352NUN)
	V200R005C20SPC600
V200R005C20SPC800
V200R019C10
V200R019C10SPC800
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863-48S6CQ (02352NUN-001)
	V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863-48S6CQ (02352NUN-002)
	V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863-48S6CQ-K (02353JAG)
	V200R019C10SPC800
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863-48S6CQ-K (02353JAG-001)
	V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863E-48S6CQ (02354GCT)
	V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863E-48S6CQ (02354GCT-001)
	V200R021C00SPC200 + V200R021SPH010 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863E-48S6CQ (02354GCT-002)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6863E-48S6CQ (02354GCT-004)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ (02352QGF)
	V200R005C20SPC600
V200R005C20SPC800
V200R019C10
V200R019C10SPC800
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC100
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ (02352QGF-001)
	V200R019C10SPC800 + V200R019SPH007 and later
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ (02352QGF-003)
	V200R019C10SPC800 + V200R019SPH030 and later
V200R021C00SPC200 + V200R021HP0101 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ (02352QGF-004)
	V200R019C10SPC800 + V200R019SPH050 and later
V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ (02352QGF-006)
	V200R019C10SPC800 + V200R019SPH050 and later
V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ (02352QGF-007)
	V200R019C10SPC800 + V200R019SPH050 and later
V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ-K (02353JAP)
	V200R019C10SPC800
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC100
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ-K (02353JAQ-001)
	V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48S6CQ-K (02353JAP-002)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48T6CQ (02353GLB)
	V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC100
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48T6CQ (02353GLB-001)
	V200R021C00SPC200 + V200R021SPH011 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48T6CQ (02353GLB-002)
	V200R021C00SPC200 + V200R021SPH022 and later
V200R021C10SPC600 + V200R021SPH022 and later
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48T6CQ (02353GLB-004)
	V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48T6CQ-K (02353PCJ)
	V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC100
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881-48T6CQ-K (02353PCJ-001)
	V200R021C00SPC200 + V200R021SPH022 and later
V200R021C10SPC600 + V200R021SPH022 and later
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6881E-48S6CQ
	V200R019C10SPC800
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6856HI
	V200R002C50SPC800
V200R003C00SPC100
V200R003C00SPC200
V200R003C00SPC810
V200R005C00
V200R005C00SPC800
V200R005C10
V200R005C10SPC300
V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10SPC800
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857EI
	V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R019C10SPC900
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857E-48T6CQ
	V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857E-48S6CQ (02353VWU)
	V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857E-48S6CQ (02353VWU-001)
	V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857F-48T6CQ (02354HPW)
	V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857F-48T6CQ (02354HPW-001)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857F-48S6CQ (02354HPX)
	V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857F-48S6CQ (02354HPX-001)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6857F-48S6CQ (02354HPX-002)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6865EI
	V200R005C00
V200R005C00SPC800
V200R005C10
V200R005C10SPC300
V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R019C10SPC900
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6865E (02354CPT)
	V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6865E (02354CPT-003)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6865E (02354CPT-006)
	V200R021C00SPC200 + V200R021SPH020 and later
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6870-48S6CQ-EI
	V200R001C00SPC300
V200R001C00SPC600
V200R001C00SPC700
V200R002C50
V200R002C50SPC800
V200R003C00SPC100
V200R003C00SPC200
V200R003C00SPC810
V200R005C00
V200R005C00SPC800
V200R005C10
V200R005C10SPC300
V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6870-48T6CQ-EI
	V200R002C50
V200R002C50SPC800
V200R003C00SPC100
V200R003C00SPC200
V200R003C00SPC810
V200R005C00
V200R005C00SPC800
V200R005C10
V200R005C10SPC300
V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6870-48S6CQ-EI-A (02354VSH)
	V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE6870-48S6CQ-EI-A (02354VSH-001)
	V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8850-32CQ-EI
	V200R002C50
V200R002C50SPC800
V200R003C00SPC100
V200R003C00SPC200
V200R003C00SPC810
V200R005C00
V200R005C00SPC800
V200R005C10
V200R005C10SPC300
V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R019C10SPC900
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8850E-32CQ-EI (02354LHV)
	V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8850E-32CQ-EI (02354LHV-001)
	V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8850-64CQ-EI (02351RFF)
	V200R005C00
V200R005C00SPC800
V200R005C10
V200R005C10SPC300
V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R019C10SPC900
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8850-64CQ-EI (02351RFF-001)
	V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8850-64CQ-EI (02351RFF-004)
	V200R022C10SPC500
V200R023C00SPC100
	None

	CE8861EI
	V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R019C10SPC900
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE8868EI
	V200R005C10SPC800
V200R019C00
V200R019C00SPC800
V200R019C10
V200R019C10SPC800
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE9860-4C-EI
	V200R020C00SPC100
V200R020C00SPC200
V200R020C00SPC600
V200R020C10SPC200
V200R020C10SPC600
V200R021C00SPC100
V200R021C00SPC200
V200R021C10SPC100
V200R021C10SPC500
V200R021C10SPC600
V200R022C00SPC100
V200R022C00SPC500
V200R022C10SPC500
V200R023C00SPC100
	None

	CE9860-4C-EI-A
	V200R022C10SPC500
V200R023C00SPC100
	None


3.1.2  Impact of the Upgrade

Before you upgrade the system software from an earlier version to V200R020C10, read this section carefully to understand the possible impact of the upgrade on the system.

Impact on the System During the Upgrade

The device needs to be restarted during the upgrade. Services are interrupted while the device is restarting. It is recommended that you plan service switchover before performing the upgrade.

Impact of the M-LAG upgrade in maintenance mode
Switchover performance during the upgrade of an STP-disabled device in M-LAG maintenance mode:

· M-LAG dual-homing access node upgrade: North-south traffic has no packet loss, but east-west traffic encounters 50 ms packet loss on each M-LAG interface.

· Spine node upgrade: Layer 3 routing traffic has no packet loss.

· VXLAN M-LAG dual-homing access node upgrade: North-south traffic has no packet loss, but east-west traffic encounters 50 ms packet loss on each M-LAG interface.

· Multi-level M-LAG upgrade: Traffic encounters 50 ms packet loss on each M-LAG interface.

When STP is enabled, a few packets may be lost during the status switchback of the M-LAG interface on the device configured with the maintenance mode because of the STP blocking state.

The end-to-end convergence performance of an M-LAG upgrade in maintenance mode is affected by the forwarding path switching performance of connected devices. Packet loss may occur on connected devices during the upgrade. If the connected devices are CE switches:

· In a VXLAN scenario, when an ECMP link switchover is performed on the underlay network, the BUM forwarding table may be updated. As a result, a small number of multicast and broadcast packets are lost.

· In a non-VXLAN scenario, CE switches are connected to the M-LAG through the Eth-Trunk interface. When Eth-Trunk member interfaces change, the STP status of the Eth-Trunk member interfaces is blocked in the outbound direction. As a result, a small number of packets are lost.

Impact on the System After the Upgrade

There is no impact on the system after the upgrade.

3.1.3  Precautions

The following precautions apply only to the M-LAG upgrade scenario. For more upgrade precautions, see chapter "2 

REF _EN-US_TOPIC_0000001573857482-chtext \h
Precautions."

1. M-LAG upgrade in maintenance mode is controlled by a license. By default, M-LAG upgrade in maintenance mode is disabled on a newly purchased device. To use M-LAG upgrade in maintenance mode, apply for and purchase the license from the device supplier.

2. If the MAC address of the M-LAG backup device is smaller than that of the M-LAG master device, an STP root bridge switchover is triggered after the backup device is upgraded and restarted, and the convergence time is long. As a result, packet loss lasts about 10s after the M-LAG backup device is restarted. Therefore, manually configure the MAC address of the STP root bridge on the backup device to be the same as that on the master device before the upgrade. The procedure is as follows:

a. Check the MAC address of the STP root bridge on the master device.

<HUAWEI> display stp v-stp 
Bridge Information:  
   V-STP Mode          :True 
   Bridge Mac          :Config=00e0-fc11-1200 / Active=00e0-fc12-1234 
   Peer-link Name      :Eth-Trunk1

The value of Active is 00e0-fc12-1234, which is the MAC address of the STP root bridge.

b. Configure the MAC address of the STP root bridge on the backup device to be the same as that on the master device.

<HUAWEI> system-view 
[~HUAWEI] stp bridge-address 00e0-fc12-1234 
[*HUAWEI] commit
3. To upgrade an M-LAG, upgrade the master device first. After the master device is upgraded, check whether the master device is normal. If the master device is normal, upgrade the backup device. The interval between upgrading the master device and upgrading the backup device must be at least 10 minutes. For details, see "3.3 

REF _EN-US_TOPIC_0000001623897617-chtext \h
Upgrade Process Overview (M-LAG)."

3.2  Upgrade Process Overview (Standalone Switch)

Figure 3-2 Standalone switch upgrade flowchart
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Table 3-2 Standalone switch upgrade schedule

	Procedure Step
	Time Required (Minutes)
	Remarks

	Prepare for the upgrade
	5
	1. Prepare tools and software.
2. Back up files.

	Perform the upgrade
	5
	3. Load the system software.
4. Restart the switch.

	Verify the upgrade
	5
	5. Check the version.
6. Check whether configurations were lost.
7. Check whether the switch starts properly.
8. Check whether services are running properly.

	Roll back to the source version.
	10
	9. Specify the original software version as the startup version.
10. Restart the switch.


3.3  Upgrade Process Overview (M-LAG)

To upgrade an M-LAG, you are advised to upgrade the master device and then the backup device. The interval between upgrading the master device and upgrading the backup device must be at least 10 minutes. After the master device is upgraded, ensure that the heartbeat status of the M-LAG master and backup devices is normal, the M-LAG master and backup status is normal, and the M-LAG member interfaces are in the active-active state, and then upgrade the backup device.

Traditional M-LAG Upgrade Process

Figure 3-3 Traditional M-LAG upgrade flowchart
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Table 3-3 M-LAG upgrade schedule

	Content
	Step
	Estimated Time Required (Minutes)
	Remarks

	Upgrade the master device.
	Prepare for the upgrade.
	5
	11. Prepare tools and software.
12. Back up files.

	
	Perform the upgrade.
	10
	13. Load the system software.
14. Restart the device.

	
	Verify the upgrade.
	5
	15. Check the version.
16. Check whether configurations are lost.
17. Check whether cards start properly.
18. Check whether services are running properly.

	
	Roll back to the source version.
	10
	19. Specify the original system software for next startup.
20. Restart the device.

	Wait for at least 10 minutes, during which check the status of the master device.
	For details, see "Checking the Status of the Master Device After the Upgrade."
	10
	Ensure that the master device is normal after the upgrade and then upgrade the backup device. If the master device is abnormal, contact Huawei technical support.

	Upgrade the backup device.
	Prepare for the upgrade.
	5
	21. Prepare tools and software.
22. Back up files.

	
	Perform the upgrade.
	10
	23. Load the system software.
24. Restart the device.

	
	Verify the upgrade.
	5
	25. Check the version.
26. Check whether configurations are lost.
27. Check whether cards start properly.
28. Check whether services are running properly.

	
	Roll back to the source version.
	10
	29. Specify the original system software for next startup.
30. Restart the device.


M-LAG Upgrade Process in Maintenance Mode

Figure 3-4 M-LAG upgrade flowchart in maintenance mode
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Table 3-4 M-LAG upgrade schedule

	Content
	Step
	Estimated Time Required (Minutes)
	Remarks

	Upgrade the master device.
	Prepare for the upgrade.
	5
	31. Prepare tools and software.
32. Back up files.

	
	Switch traffic.
	2
	33. Configure the master device to switch traffic to the backup device.
34. Only OSPF, OSPFv3, BGP, BGP4+, and LACP traffic can be switched.
35. Configure network-side traffic switching and then user-side traffic switching.

	
	Perform the upgrade.
	10
	36. Load the system software.
37. Restart the device.

	
	Verify the upgrade.
	5
	38. Check the version.
39. Check whether configurations are lost.
40. Check whether cards start properly.
41. Check whether services are running properly.

	
	Switch traffic back.
	5
	42. Configure the master device to switch traffic back to the master device.
43. Only OSPF, OSPFv3, BGP, BGP4+, and LACP traffic can be switched back.
44. Configure user-side traffic switchback and then network-side traffic switchback.

	
	Roll back to the source version.
	10
	45. Specify the original system software for next startup.
46. Restart the device.

	Wait for at least 10 minutes, during which check the status of the master device.
	For details, see "Checking the Status of the Master Device After the Upgrade."
	10
	Ensure that the master device is normal after the upgrade and then upgrade the backup device. If the master device is abnormal, contact Huawei technical support.

	Upgrade the backup device.
	Prepare for the upgrade.
	5
	47. Prepare tools and software.
48. Back up files.

	
	Switch traffic.
	2
	49. Configure the backup device to switch traffic to the backup device.
50. Only OSPF, OSPFv3, BGP, BGP4+, and LACP traffic can be switched.
51. Configure network-side traffic switching and then user-side traffic switching.

	
	Perform the upgrade.
	10
	52. Load the system software.
53. Restart the device.

	
	Verify the upgrade.
	5
	54. Check the version.
55. Check whether configurations are lost.
56. Check whether cards start properly.
57. Check whether services are running properly.

	
	Switch traffic back.
	5
	58. Configure the backup device to switch traffic back to the master device.
59. Only OSPF, OSPFv3, BGP, BGP4+, and LACP traffic can be switched back.
60. Configure user-side traffic switchback and then network-side traffic switchback.

	
	Roll back to the source version.
	10
	61. Specify the original system software for next startup.
62. Restart the device.


Checking the Status of the Master Device After the Upgrade

4. Run the display dfs-group 1 m-lag command to check whether the heartbeat status is normal (Heart beat state: OK) and whether the master and backup devices are in the Master and Backup states.

<HUAWEI> display dfs-group 1 m-lag 
*                : Local node 
Heart beat state : OK 
Node 1 * 
  Dfs-Group ID   : 1 
  Priority       : 150 
  Address        : ip address 192.168.61.1 
  State          : Master 
  Causation      : - 
  System ID      : 0025-9e95-7c11 
  SysName        : CE6881 
  Version        : V200R023C00SPC500  
  Device Type    : CE6881 
Node 2 
  Dfs-Group ID   : 1 
  Priority       : 120 
  Address        : ip address 192.168.61.2 
  State          : Backup 
  Causation      : -  
  System ID      : 0025-9e95-7c31 
  SysName        : CE6881 
  Version        : V200R023C00SPC500  
  Device Type    : CE6881                  

5. Run the display dfs-group 1 node 1 m-lag brief command to check whether the M-LAG interface is Up and in the active-active state.

<HUAWEI> display dfs-group 1 node 1 m-lag brief 
* - Local node 
M-Lag ID     Interface      Port State    Status                Consistency-check 
       2     Eth-Trunk 55   Up            active(*)-active    success 

3.4  Preparing for the Upgrade

3.4.1  Pre-upgrade Checklist

Table 3-5 lists the items to be checked before the upgrade. Check them one by one and record the check results in the last column of the table.

Table 3-5 Pre-upgrade checklist

	No.
	Task
	Criteria
	Check Result

	1
	3.4.2 

REF _EN-US_TOPIC_0000001623777669-chtext \h
Obtaining Upgrade Reference Documents
	The reference documents have been printed or downloaded to your computer.
	-

	2
	3.4.3 

REF _EN-US_TOPIC_0000001623897549-chtext \h
Obtaining Tools
	The operation terminal, network cable, serial cable, and TFTP, FTP, or SFTP software are ready.
	-

	3
	3.4.4 

REF _EN-US_TOPIC_0000001573538002-chtext \h
Obtaining the Target System Software
	The target system software (.cc) has been obtained.
	-

	4
	3.4.5 

REF _EN-US_TOPIC_0000001623977197-chtext \h
Obtaining the Patch of the Target System Software Version
	The target patch file (.PAT) has been obtained.
	-

	5
	3.4.6 

REF _EN-US_TOPIC_0000001623977205-chtext \h
Verifying Software Integrity
	No exception occurs during digital signature verification using OpenPGP.
	-

	6
	3.4.7 

REF _EN-US_TOPIC_0000001573697558-chtext \h
(Optional) Obtaining the License File
	The license files required for the upgrade have been obtained.
	-

	7
	3.4.8 

REF _EN-US_TOPIC_0000001573857478-chtext \h
Preparing the Configuration File
	Commands in the configuration file meet the target version requirements.
	-

	8
	3.4.9 

REF _EN-US_TOPIC_0000001573378658-chtext \h
Verifying the Current Version
	The current version meets the version requirements in 3.1.1 

REF _EN-US_TOPIC_0000001573537994-chtext \h
Version Requirements.
	-

	9
	3.4.10 

REF _EN-US_TOPIC_0000001623977209-chtext \h
Verifying the Running Status of the Device
	The device is working properly.
Keep a record of the device running status for future troubleshooting.
	-

	10
	3.4.11 

REF _EN-US_TOPIC_0000001623977201-chtext \h
Checking Services Running on the Device (Only for an M-LAG Upgrade in Maintenance Mode)
	Routing entries, VXLAN tunnels, and ARP, ND, and MAC address entries synchronized between M-LAG member devices are correct.
Keep a record of device service data for service restoration and traffic switchback after the upgrade. (Required only for M-LAG upgrade in maintenance mode.)
	-

	11
	3.4.13 

REF _EN-US_TOPIC_0000001573857510-chtext \h
Setting Up the Upgrade Environment Through FTP, SFTP, or TFTP
	The upgrade environment has been set up.
	-

	12
	3.4.14 

REF _EN-US_TOPIC_0000001623977193-chtext \h
Backing Up Flash Memory Data
	Key data in the flash memory has been backed up. The key data includes the configuration file, system software, and patch file used before the upgrade.
	-

	12
	3.4.15 

REF _EN-US_TOPIC_0000001573378654-chtext \h
Checking the Space in the Flash Memories
	The flash memory has sufficient space for the target system software.
	-


3.4.2  Obtaining Upgrade Reference Documents

Step 1 Log in to https://support.huawei.com/enterprise or https://support.huawei.com.

Step 2 Search for CloudEngine 9800, 8800, 6800, 5800 V200R023C00 to obtain the reference documentation for upgrading the related versions.

----End

3.4.3  Obtaining Tools

Prepare the following tools before upgrading:

· Operation terminal, such as a desktop computer or a portable computer

· Network cable and serial cable

· FTP, SFTP or TFTP server software
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The switch does not provide FTP server, FTP client, SFTP server, SFTP client, or TFTP server software. The customer must obtain and install the software.

3.4.4  Obtaining the Target System Software

To obtain the required upgrade software, contact technical support personnel or visit https://support.huawei.com/enterprise or https://support.huawei.com.

· The system software of CE5881 V200R023C00SPC500 is CE5800_V200R023C00SPC500.cc.

· The system software of CE5855E V200R023C00SPC500 is CE5855E_V200R023C00SPC500.cc.

· The system software of CE5855F V200R023C00SPC500 is CE5855F_V200R023C00SPC500.cc.

· The system software of CE6820 V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6863-48S6CQ V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6863-48S6CQ-K V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6863E-48S6CQ V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6881-48S6CQ V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6881-48T6CQ V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6881-48S6CQ-K V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6881-48T6CQ-K V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6881E-48S6CQ V200R023C00SPC500 is CE6800_V200R023C00SPC500.cc.

· The system software of CE6856HI V200R023C00SPC500 is CE6856HI_V200R023C00SPC500.cc.

· The system software of CE6857EI V200R023C00SPC500 is CE6857EI_V200R023C00SPC500.cc.

· The system software of CE6857E V200R023C00SPC500 is CE6857E_V200R023C00SPC500.cc.

· The system software of CE6857F V200R023C00SPC500 is CE6857F_V200R023C00SPC500.cc.

· The system software of CE6865EI V200R023C00SPC500 is CE6865EI_V200R023C00SPC500.cc.

· The system software of CE6865E V200R023C00SPC500 is CE6865E_V200R023C00SPC500.cc.

· The system software of CE6870-48S6CQ-EI-A V200R023C00SPC500 is CE6870EI-A_V200R023C00SPC500.cc.

· The system software of CE6870-48S6CQ-EI V200R023C00SPC500 is CE6870S-EI_V200R023C00SPC500.cc.

· The system software of CE6870-48T6CQ-EI V200R023C00SPC500 is CE6870T-EI_V200R023C00SPC500.cc.

· The system software of CE8850-32CQ-EI V200R023C00SPC500 is CE8850-32CQ-EI_V200R023C00SPC500.cc.

· The system software of CE8850-64CQ-EI V200R023C00SPC500 is CE8850-64CQ-EI_V200R023C00SPC500.cc.

· The system software of CE8850E-32CQ-EI V200R023C00SPC500 is CE8850E-EI_V200R023C00SPC500.cc.

· The system software of CE8861EI V200R023C00SPC500 is CE8861EI_V200R023C00SPC500.cc.

· The system software of CE8868EI V200R023C00SPC500 is CE8868EI_V200R023C00SPC500.cc.

· The system software of CE9860EI V200R023C00SPC500 is CE9800_V200R023C00SPC500.cc.

3.4.5  Obtaining the Patch of the Target System Software Version
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If the target version does not have a matching patch file, skip this step.

Load the latest patch of the running version before the upgrade and then perform the upgrade.

To obtain the patch of the target system software version, contact technical support personnel or visit https://support.huawei.com/enterprise or https://support.huawei.com.

3.4.6  Verifying Software Integrity

After downloading the software package, verify its integrity. If the software fails the integrity check, download the software package again.
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To prevent security risks, do not upload an incomplete software package to the switch.

Using the OpenPGP Tool to Verify Integrity of a File

To prevent a software package from being maliciously tampered with during transmission or storage, download the corresponding digital signature file for integrity verification when downloading the software package.

After the software package is downloaded, verify its PGP digital signature according to the OpenPGP Signature Verification Guide. If the software package fails the verification, do not use the software package, and contact Huawei technical support engineers.

Before a software package is used in installation or upgrade, its digital signature also needs to be verified according to the OpenPGP Signature Verification Guide to ensure that the software package is not tampered with.

Visit either of the following websites to obtain the OpenPGP Signature Verification Guide:

· Carrier customers: https://support.huawei.com/carrier/digitalSignatureAction
· Enterprise customers: https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054
3.4.7  (Optional) Obtaining the License File

If you want to use the VXLAN, FCF, NPV, or NSH feature or perform an M-LAG upgrade in maintenance mode, you need to obtain the corresponding license file. For details about how to obtain the license file, contact Huawei technical support. If you have loaded the license file before the upgrade, skip this step.

3.4.8  Preparing the Configuration File

If the running configuration of the upgraded device is significantly different from that in the earlier version, you can prepare a new configuration file and load it to the device. When the device restarts, the configuration file is used to deliver configurations in a batch.

3.4.9  Verifying the Current Version

Run the display version command in any view to check the current system software version and ensure that it meets the upgrade requirement.

<HUAWEI> display version 
Huawei Versatile Routing Platform Software 
VRP (R) software, Version 8.201 (CE6881 V200R022C10SPC500)  
……

In the preceding output, the content in bold indicates the version of system software currently running on the CE6800. If this is the target version, you do not need to perform the upgrade.

3.4.10  Verifying the Running Status of the Device

Step 1 Run the display device command in any view to check the running status of the device. Ensure that the device is working properly.

<HUAWEI> display device 
Device status: 
-------------------------------------------------------------------------------- 
Slot  Card   Type               Online   Power Register     Alarm     Primary 
-------------------------------------------------------------------------------- 
1     -      CE6881-48S6CQ            Present  On    Registered   Normal    Master 
      FAN1   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      FAN2   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      FAN3   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      FAN4   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      PWR1   PAC600S12-CB             Present  On    Registered   Normal    NA 
      PWR2   PAC600S12-CB             Present  Off   Unregistered Abnormal  NA 
--------------------------------------------------------------------------------

If the devices are working properly, the value of the Online field is Present, the value of the Register field is Registered, and the value of the Alarm field is Normal.

If the value of the Register field is Unregistered, the device has failed to register. If the value of the Alarm field is Abnormal, the device is not operating properly.

If you find that some devices cannot be registered or do not work properly, record the device status, and ask Huawei technical support personnel whether the devices can be upgraded or must be replaced. After the upgrade is complete, check the status of the devices again.

Step 2 Run the display alarm active command in any view to check the status of the device. Ensure that the device is working properly.

<HUAWEI> display alarm active 
-------------------------------------------------------------------------------- 
Sequence   AlarmId    Severity Date Time  Description 
-------------------------------------------------------------------------------- 
1           0x8130036  Major    2020-10-12 The fan partially failed. (EntPhysical 
                                    20:23:32   Index=16847360, EntPhysicalName=FAN 1/ 
                                                 1, EntityTrapFaultID=137474, Reason=Th 
                                                 e fan wind direction abnormal.) 
--------------------------------------------------------------------------------

If a critical level alarm message is displayed, consult technical support personnel to determine whether the upgrade can be performed.

Table 3-6 describes the alarm severities defined by Huawei.

Table 3-6 Alarm severity description

	Level
	Description

	1
	Critical

	2
	Major

	3
	Minor

	4
	Warning

	5
	Cleared

	6
	Indeterminate


Step 3 If the device generates one of the following alarms, perform corresponding operations to solve the problem. The upgrade can be performed only after the problem is solved. Otherwise, an exception may occur during the upgrade.

· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.2.3 hwBoardFail

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.2.3

	Alarm ID
	0x08130054

	Troubleshooting suggestion
	Reset the card. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.2.5 hwBoardInvalid

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.2.5

	Alarm ID
	0x0813002e

	Troubleshooting suggestion
	Reset the card. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.2.30 hwBoardWarning

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.2.30

	Alarm ID
	0x081321c3

	Troubleshooting suggestion
	Reset the card. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.2.34 hwBoardlowmemoryoverload

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.2.34

	Alarm ID
	0x081321f6

	Troubleshooting suggestion
	Reset the card. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.4.5 hwOpticalInvalid

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.4.5

	Alarm ID
	0x08130059

	Troubleshooting suggestion
	Replace the optical module. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.3.3 hwCardFail

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.3.3

	Alarm ID
	0x08130056

	Troubleshooting suggestion
	Power off the faulty subcard and then power it on. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.5.3 hwPowerFail

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.5.3

	Alarm ID
	0x0813001d

	Troubleshooting suggestion
	Replace the power module. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.5.5 hwPowerInvalid

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.5.5

	Alarm ID
	0x0813001b

	Troubleshooting suggestion
	Replace the power module. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.10.15 hwBrdTempFatalAlarm

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.10.15

	Alarm ID
	0x0813000b

	Troubleshooting suggestion
	Check whether a fan module fails or the ambient temperature is too high. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.219.2.4.9 hwOpticalUnAuthorized

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.219.2.4.9

	Alarm ID
	0x08132154

	Troubleshooting suggestion
	If the optical module was delivered early from Huawei, run the transceiver non-certified-alarm disable command to disable the alarm function for non-Huawei-certified optical modules. If the optical module is not delivered or certified by Huawei, you are advised to replace it with a Huawei-certified optical module.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.157.2.175 hwLocalFaultAlarm

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.157.2.175

	Alarm ID
	0x081320c6

	Troubleshooting suggestion
	Check optical fibers and modules. If an optical fiber or module fails, replace it. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


· Alarm name: DEVM_1.3.6.1.4.1.2011.5.25.157.2.177 hwRemoteFaultAlarm

	Category
	Description

	Trap OID
	1.3.6.1.4.1.2011.5.25.157.2.177

	Alarm ID
	0x081320c7

	Troubleshooting suggestion
	Check optical fibers and modules. If an optical fiber or module fails, replace it. If the fault persists, collect alarm, log, and configuration information, and contact technical support personnel.


----End

3.4.11  Checking Services Running on the Device (Only for an M-LAG Upgrade in Maintenance Mode)

Check OSPF, OSPFv3, BGP, and BGP4+ routing information.

You can run the display ospf peer command to view information about neighbors in each OSPF area.

<HUAWEI> display ospf 1 peer brief 
         OSPF Process 1 with Router ID 10.10.10.1    
                   Peer Statistic Information   
 
 Total number of peer(s): 1                                                       
 Peer(s) in full state: 1   
 ----------------------------------------------------------------------------  
 Area Id         Interface                  Neighbor id      State  
 0.0.0.0         Vlanif10                   10.10.10.3       Full 

You can run the display ospfv3 peer command to view information about neighbors in each OSPFv3 area.

<HUAWEI> display ospfv3 1 peer vlanif 10 
OSPFv3 Process (1) 
Total number of peer(s): 1        
 Peer(s) in full state: 1        
OSPFv3 Area (0.0.0.0) 
Neighbor ID     Pri  State            Dead Time Interface            Instance ID 
10.1.1.1          1  Full/ -          00:00:30  Vlanif10             0

You can run the display bgp peer command to view information about BGP peers.

<HUAWEI> display bgp peer  
 Status codes: * - Dynamic  
 BGP local router ID        : 10.2.3.4  
 Local AS number            : 10  
 Total number of peers      : 2                  
 Peers in established state : 1  
 Total number of dynamic peers : 0  
  Peer        V    AS  MsgRcvd  MsgSent  OutQ  Up/Down       State PrefRcv  
  10.1.1.1    4   100        0        0     0 00:00:07        Idle       0  
  10.2.5.6    4   200       32       35     0 00:17:49 Established       0 

You can run the display bgp ipv6 peer command to view information about BGP4+ peers.

<HUAWEI> display bgp ipv6 peer   
 BGP local router ID        : 172.16.2.2  
 Local AS number            : 65009  
 Total number of peers      : 3                  
 Peers in established state : 3  
 
  Peer            V          AS  MsgRcvd  MsgSent  OutQ  Up/Down       State   PrefRcv  
  FC00:0:0:91::2  4       65009       10       12     0 00:05:59 Established         2 
  FC00:0:0:93::2  4       65009        4        4     0 00:00:11 Established         2 
  FC00:0:0:100::2 4       65008        8       10     0 00:03:57 Established         1

Check VXLAN tunnels.

In the VXLAN M-LAG dual-homing access node upgrade scenario, VXLAN tunnels need to be checked.

You can run the display vxlan tunnel command to view VXLAN tunnel information.

<HUAWEI> display vxlan tunnel 
Number of vxlan tunnel : 3  
Tunnel ID   Source                Destination           State  Type          Uptime  
----------------------------------------------------------------------------------------------------------  
4026531844  1.1.1.1               2.2.2.2               up     static        03:12:33  
4026531846  1.1.1.1               3.3.3.3               up     static        12:23:45  
4026531847  1.1.1.1               4.4.4.4               down   static        - 

Checking Entries Synchronized Between M-LAG Member Devices

During traffic switchback, downstream user-side traffic is switched back first. Network-side traffic is switched back only after all entries on M-LAG member interfaces are restored. Otherwise, route flapping occurs. Therefore, before switching network-side traffic back, check whether entries synchronized between M-LAG member devices are restored.

3.4.12  Checking the Hardware Health Status of a Device

Before upgrading a device, you can run the check hardware health all command to check the hardware health status of the device. If the following two hardware health check items pass, the system displays a message indicating that the hardware health check is successful. Otherwise, the system displays a message indicating that the hardware health check fails. In this case, you are advised not to upgrade the device and contact technical support personnel.

· Check whether the Board Id obtained in real time is the same as the Board Id in the cache. If inconsistent, the check fails.

· Check whether the environment variables read on the current device are consistent with the written environment variables. If not, the check fails.
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This step is required only when a device running V200R019C00 or a later version is upgraded.

3.4.13  Setting Up the Upgrade Environment Through FTP, SFTP, or TFTP

As shown in Figure 3-4, the requirements for setting up an environment to upgrade the system through FTP, SFTP or TFTP are as follows:

· The RS-232 serial port of the PC is connected to the switch console port with a console cable.

· The FTP, SFTP or TFTP server is connected to the switch MEth interface through a network cable. 

· The IP addresses of the server and the MEth interface of the switch are in the same network segment, and the server and the switch can ping each other.

· The system software, patch file, configuration file, and license file are stored on the server.

[image: image14.png][0 NOTE




A PC can also function as the server to store the system software, patch file, configuration file and license file. You only need to connect the PC to the MEth interface of the switch using a network cable.

Figure 3-5 Network diagram for upgrading the system through FTP, SFTP, or TFTP
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3.4.14  Backing Up Flash Memory Data

Ensure that the key data stored in the flash memory is backed up before upgrade. Run the display startup and display license command to check the files that need to be backed up, including the configuration file, license file, system startup file, and patch file of the current version.

You can back up data after setting up the environment for loading the software. For details, see section "3.6.1 

REF _EN-US_TOPIC_0000001573538014-chtext \h
Loading System Software."

3.4.15  Checking the Space in the Flash Memories

Step 1 Check the available space.

In the user view, run the dir command to check whether the available space in the flash memory is sufficient for the system software after upgrade.
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In a stack scenario, check the available space in the flash memory of all devices.

# View the available space in the flash memory of the device.

<HUAWEI> dir flash: 
Directory of flash:/ 
 
  Idx  Attr     Size(Byte)  Date         Time        FileName 
  0    drwx              -  Mar 02 2020 11:58:51     $_checkpoint 
  1    -rw-    255,142,780  Sep 29 2020 11:06:29     CE6800_V200R022C10SPC500.cc 
  2    -rw-     68,953,897  Oct 02 2019 10:49:12     CE6881-V200R005C20SPC800.cc 
  3    drwx              -  Mar 02 2019 11:48:56     POST  
  4    -rw-            262  Mar 02 2019 11:44:46     backup_bkp_elb.txt 
  5    drwx              -  Mar 01 2019 12:14:12     logfile 
  6    drwx              -  Mar 01 2019 11:50:01     lost+found 
  7    drwx              -  Mar 01 2019 19:44:18     selftest 
 
674,352  KB total (416,758 KB free)
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To view the available space in the flash memory on switches excluding the master switch in a stack, specify the dir slot-id#flash: parameter.

Step 2 Delete unneeded files.

If the available space in the flash memory is insufficient for the new system software, you must delete unnecessary files to free up space.
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Before deleting the system software (with the file name extension .cc), configuration file (with the file name extension .cfg, .zip, or .dat), license file (with the file name extension .xml or .zip), and patch file (with the file name extension .PAT), ensure that they are not in use.

Run the following commands in the user view to delete the unneeded files from the flash memories of the device.
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Files deleted using the delete command are stored in the recycle bin. To restore these files, run the undelete command. Files in the recycle bin still occupy flash memory space. The reset recycle-bin command permanently deletes all files from the recycle bin.

You can also run the delete/unreserved command to permanently delete all files without placing them in the recycle bin. This command is equivalent to running the delete and reset recycle-bin commands in sequence.

# Delete unneeded files from the flash memory of the device.

<HUAWEI> delete /unreserved flash:/vrpcfg1.zip
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To delete unneeded files from the flash memory on switches excluding the master switch in a stack, specify the delete /unreserved slot-id#flash: parameter.

----End

3.5  Switching Traffic (Only for an M-LAG Upgrade in Maintenance Mode)

3.5.1  Activating the License File and Entering the Maintenance Mode View

Activate the license file. For details, see 3.4.7 

REF _EN-US_TOPIC_0000001573697558-chtext \h
(Optional) Obtaining the License File. You can run the display license command to view the license status.

After verifying that the license status is normal, you can run the maintenance command to enter the maintenance mode view.

<HUAWEI> system 
[~HUAWEI] maintenance 
[*HUAWEI-maintenance] 

3.5.2  Switching Network-side Traffic

Based on the existing routing information on the network, run the following commands in the maintenance mode view.

Table 3-7 Commands for switching network-side traffic

	Routing Protocol
	Command
	Description

	OSPF
	ospf advertise max-cost
	Configure a device to change the costs of globally advertised OSPF LSAs to their maximum values.

	OSPFv3
	ospfv3 advertise max-cost
	Configure a device to change the costs of globally advertised OSPFv3 LSAs to their maximum values.

	BGP
	advertise bgp ipv4-family unicast lowest-priority enable
advertise bgp ipv4-family vpnv4 lowest-priority enable
advertise bgp l2vpn-family evpn lowest-priority enable
	Enable a device to set the priorities of routes to be advertised to the lowest in the BGP-IPv4 unicast address family, BGP-VPN instance IPv4 address family, BGP-VPNv4 address family, and BGP-EVPN address family.

	BGP4+
	advertise bgp ipv6-family unicast lowest-priority enable
advertise bgp ipv6-family vpnv6 lowest-priority enable
	Enable a device to set the priorities of routes to be advertised to the lowest in the BGP-IPv6 unicast address family, BGP-VPN instance IPv6 address family, and BGP-VPNv6 address family.


3.5.3  Switching User-side Traffic

In the maintenance mode, you can run the lacp force-down command to enable the function of forcibly setting Eth-Trunk interfaces that are added to an M-LAG to the Down state.

[~HUAWEI-maintenance] lacp force-down 
[*HUAWEI-maintenance] commit
3.6  Performing the Upgrade

Table 3-8 describes the upgrade process.

Table 3-8 Upgrade process

	No.
	Action
	Command
	Reference

	1
	Back up key data, then load the new system software, patch file, license file, and configuration file to the device.
	-
	3.6.1 

REF _EN-US_TOPIC_0000001573538014-chtext \h
Loading System Software

	2
	Check whether the files were loaded.
	dir
	3.6.2 

REF _EN-US_TOPIC_0000001573697530-chtext \h
Verifying File Loading

	3
	Specify the system software, patch file and configuration file for next startup.
	startup system-software
startup system-software all
startup patch all
startup saved-configuration
	3.6.3 

REF _EN-US_TOPIC_0000001573378634-chtext \h
Specifying the System Software

	4
	Check whether the system software, patch file and configuration file specified for next startup are correct.
	display startup
	3.6.3 

REF _EN-US_TOPIC_0000001573378634-chtext \h
Specifying the System Software

	5
	Restart the device.
	reboot
	3.6.4 

REF _EN-US_TOPIC_0000001623897569-chtext \h
Restarting the Device

	6
	Verify the upgrade.
	display startup
display device
display current-configuration
	3.7 

REF _EN-US_TOPIC_0000001623897553-chtext \h
Verifying the Upgrade
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Before the upgrade, use the terminal monitor command to enable the terminal to display logs, traps, and debugging information sent from the information center.

3.6.2  Loading System Software

You can use any of the following methods to load the system software:

· Use the CE6800 as the FTP server.

· Use the CE6800 as the FTP client.

· Use the CE6800 as the SFTP server.

· Use the CE6800 as the SFTP client.

· Use the CE6800 as the TFTP client.

· Use the BIOS/BootLoader menu.

The last method is used only when the switch fails to start.
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The FTP/TFTP protocol will bring risks to device security. SFTP is recommended.

3.6.2.2  Method 1: Use the Switch as the FTP Server
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No FTP client software is provided with the CE6800. The customer must obtain and install FTP client software.

Step 1 Configure the CE6800 as the FTP server.

In the following description, the IP address is 10.164.30.20, the FTP user name is CE6800, the password of the FTP user is Huawei@123, and the FTP root directory is flash:/.

<HUAWEI> system-view  
[~HUAWEI] ftp server enable  
[~HUAWEI] ftp server source all-interface 
[*HUAWEI] aaa 
[*HUAWEI-aaa] local-user CE6800 password irreversible-cipher Huawei@123 
[*HUAWEI-aaa] local-user CE6800 level 3 
[*HUAWEI-aaa] local-user CE6800 ftp-directory flash: 
[*HUAWEI-aaa] local-user CE6800 service-type ftp 
[*HUAWEI-aaa] commit
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If the command-privilege level rearrange command is not configured, the user level must be set to 3. If the command-privilege level rearrange command is configured, the user level must be set to 15. Otherwise, the SFTP connection fails.

The CE6800 configuration files are stored in the flash memory; therefore, the FTP root directory is set to flash:/.

Step 2 Back up the system software, configuration file, and patch file.

You can log in to the FTP server (CE6800) using either of the following methods:

· Use any FTP client program to log in to the CE6800.

Log in to the CE6800 from the FTP client program and download or upload files.

· Run commands on the operation terminal to log in to the CE6800.

Before uploading or downloading a file, specify the FTP root directory on the client. Save the system software to be uploaded and the backup configuration file to this directory in advance. Assume that the directory is D:\ftp.

On Windows 7, perform the following operations to start the FTP program:

a. Choose Start > Run.

b. Enter cmd.

c. Enter d:.

d. Enter cd ftp to enter the FTP directory.

C:\Documents and Settings\Administrator> d: 
D:\> cd ftp 
D:\ftp> ftp 10.164.30.20 
Connected to 10.164.30.20. 
220 FTP service ready. 
User(10.164.30.20:(none)):CE6800  # Enter the user name 
331 Password required for CE6800. 
Password:                             # Enter password Huawei@123 and press Enter. The password is displayed in cipher text. 
230 User logged in. 
ftp> binary                           # The configuration file is transferred in binary mode. The binary mode is used to transfer system software, image files, audio and video files, compressed files, and program files such as database. 
200 Type set to I. 
ftp> get CE6800_V200R022C10SPC500.cc 
200 Port command okay. 
150 Opening BINARY mode data connection for /CE6800_V200R022C10SPC500.cc. 
226 Transfer complete. 
ftp: 255142780 bytes received in 157.29Seconds 1622.13Kbytes/sec. 
ftp> get vrpcfg.zip 
200 Port command okay.  
150 Opening BINARY mode data connection for /vrpcfg.zip  
226 Transfer complete.  
ftp: 10528 bytes received in 0.20Seconds 52.38Kbytes/sec. 
ftp> get CE6800_V200R022SPH010.PAT 
200 Port command okay. 
150 Opening BINARY mode data connection for /CE6800_V200R022SPH010.PAT. 
226 Transfer complete. 
ftp: 16009816 bytes received in 2.89Seconds 5535.90Kbytes/sec.

The preceding output indicates the system software has been transferred and you can find it in D:\ftp.

Step 3 Upload the system software of the target version to the CE6800.

ftp> put CE6800_V200R023C00SPC500.cc
You can specify the file name of the loaded system software. If the file name is not specified, the original name is used.

Step 4 (Optional) Upload the patch file of the target version to the CE6800.

If the patch file of the target version does not need to be loaded, this step is not required.

ftp> put CE6800_V200R023SPHxxx.PAT
Step 5 (Optional) Upload the license file to the CE6800.

If the license file does not need to be loaded, this step is not required.

ftp> put license.xml
Step 6 (Optional) Upload the new configuration file to the CE6800.

If the configuration file does not need to be changed after the upgrade, this step is not required.

ftp> put vrpcfgnew.zip
----End

3.6.2.3  Method 2: Use the Switch as the FTP Client
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No FTP server software is provided with the CE6800. The customer must obtain and install FTP server software.

Step 1 Configure the PC as the FTP server.

Run an FTP server program on the PC, for example, wftpd32. Choose Security > Users/rights.
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Click New User to set the user name and password. Here, the user name is ce6800 and the password is huawei123. Enter the FTP root directory in the Home Directory text box. Here, the root directory is D:\ftp. Click Done to close the dialog box.
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Do not exit the FTP server program during file transfer.

Step 2 Back up the system software, configuration file, and patch file.

Perform the following operations on CE6800:

<HUAWEI> cd flash:/ 
<HUAWEI> ftp 10.164.30.20 
Trying 10.164.30.20 ... 
Press CTRL+K to abort 
Connected to 10.164.30.20. 
220 FTP Server ready. 
User(10.164.30.20:(none)):ce6800    # Enter the user name and press Enter. 
331 Password required for. 
Enter password:                     # Enter the password huawei123 and press Enter. The password displayed on the screen is in cipher text. 
230 User logged in. 
[ftp] binary 
200 Type set to I.

Back up the system software, configuration file and patch file to the FTP server. The backup system software is CE6800_V200R022C10SPC500-bak.cc, the backup configuration file is vrpcfg-bak.zip, and the backup patch file is CE6800_V200R022SPH010-bak.PAT. If the name of the backup file is not specified, the original name is used.

[ftp] put CE6800_V200R022C10SPC500.cc CE6800_V200R022C10SPC500-bak.cc 
[ftp] put vrpcfg.zip vrpcfg-bak.zip 
[ftp] put CE6800_V200R022SPH010.PAT CE6800_V200R022SPH010-bak.PAT
Step 3 Obtain the system software of the target version.

[ftp] get CE6800_V200R023C00SPC500.cc
You can specify the file name of the loaded system software. If the file name is not specified, the original name is used.

Step 4 (Optional) Obtain the patch file of the target version.

If the patch file of the target version does not need to be loaded, this step is not required.

[ftp] get CE6800_V200R023SPHxxx.PAT
Step 5 (Optional) Obtain the license file.

If the license file does not need to be loaded, this step is not required.

[ftp] get license.xml
Step 6 (Optional) Obtain the new configuration file.

If the configuration file does not need to be changed after the upgrade, this step is not required.

[ftp] get vrpcfgnew.zip
----End

3.6.2.4  Method 3: Use the Switch as the SFTP Server
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No SFTP client software is provided with the CE6800. The customer must obtain and install SFTP client software.

Step 1 Configure the CE6800 as the SFTP server.

In the following description, the IP address is 10.164.30.20, the SFTP user name is CE6800, the password of the SFTP user is Huawei@123, and the SFTP root directory is flash:/.

<HUAWEI> system-view 
[~HUAWEI] sftp server enable 
[~HUAWEI] ssh server-source all-interface 
[*HUAWEI] commit 
[~HUAWEI] ssh user CE6800 
[*HUAWEI] ssh user CE6800 authentication-type password 
[*HUAWEI] ssh user CE6800 service-type sftp 
[*HUAWEI] ssh user CE6800 sftp-directory flash: 
[*HUAWEI] commit 
[~HUAWEI] aaa 
[*HUAWEI-aaa] local-user CE6800 password irreversible-cipher Huawei@123 
[*HUAWEI-aaa] local-user CE6800 service-type ssh 
[*HUAWEI-aaa] local-user CE6800 level 3 
[*HUAWEI-aaa] commit
[image: image29.png][0 NOTE




If the command-privilege level rearrange command is not configured, the user level must be set to 3. If the command-privilege level rearrange command is configured, the user level must be set to 15. Otherwise, the SFTP connection fails.

The CE6800 configuration files are stored in the flash memory; therefore, the SFTP root directory is set to flash:/.

Step 2 Back up the system software, configuration file, and patch file.

You can log in to the SFTP server (CE6800) using either of the following methods:

· Use any SFTP client program to log in to the CE6800.

Log in to the CE6800 from the SFTP client program and download or upload files.

· Run commands on the operation terminal to log in to the CE6800.
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You must install the SSH client on your operation terminal before you can log in to the SFTP server (CE6800). Third-party software OpenSSH and Windows command line window are used as an example here.

For details on how to install OpenSSH, see the instruction of the software.

OpenSSH commands can be used in the Windows command line window only after the OpenSSH software is installed.

When uploading or downloading a file, specify the SFTP working directory on the client. Save the system software to be uploaded and the backup configuration file to this directory in advance. Assume that the directory is D:\sftp.

On Windows 7, perform the following operations to start the SFTP program:

e. Choose Start > Run.

f. Enter cmd.

g. Enter d:.

h. Enter cd ftp to enter the SFTP directory.

C:\Documents and Settings\Administrator> d: 
D:\> cd sftp 
D:\sftp> sftp CE6881@10.164.30.20 
Connecting to 10.164.30.20... 
The authenticity of host '10.164.30.20 (10.164.30.20)' can't be established. 
RSA key fingerprint is 46:b2:8a:52:88:42:41:d4:af:8f:4a:41:d9:b8:4f:ee. 
Are you sure you want to continue connecting (yes/no)? yes 
Warning: Permanently added '10.164.30.20' (RSA) to the list of known hosts. 
CE6800@10.164.30.20's password: # Enter the password Huawei@123 and press Enter. The password displayed on the screen is in cipher text. 
sftp> get CE6800_V200R022C10SPC500.cc 
Remote file: /CE6800_V200R022C10SPC500.cc --->  Local file: CE6800_V200R022C10SPC500.cc  
|              
End of file   
Success   
Info: Downloading file successfully ended.  
sftp> get vrpcfg.zip 
Remote file: /vrpcfg.zip --->  Local file: vrpcfg.zip  
|              
End of file   
Success   
Info: Downloading file successfully ended. 
sftp> get CE6800_V200R022SPH010.PAT 
Remote file: /CE6800_V200R022SPH010.PAT --->  Local file: CE6800_V200R022SPH010.PAT  
|              
End of file   
Success   
Info: Downloading file successfully ended.

The preceding output indicates the system software has been transferred and you can find it in D:\sftp.

Step 3 Upload the system software of the target version to the CE6800.

sftp> put CE6800_V200R023C00SPC500.cc
You can specify the file name of the loaded system software. If the file name is not specified, the original name is used.

Step 4 (Optional) Upload the patch file of the target version to the CE6800.

If the patch file of the target version does not need to be loaded, this step is not required.

sftp> put CE6800_V200R023SPHxxx.PAT
Step 5 (Optional) Upload the license file to the CE6800.

If the license file does not need to be loaded, this step is not required.

sftp> put license.xml
Step 6 (Optional) Upload the new configuration file to the CE6800.

If the configuration file does not need to be changed after the upgrade, this step is not required.

sftp> put vrpcfgnew.zip
----End

3.6.2.5  Method 4: Use the Switch as the SFTP Client
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No SFTP server software is provided with the CE6800. The customer must obtain and install SFTP server software.

Step 1 Configure the PC as the SFTP server.

Run the SFTP server program (for example, Core FTP mini-sftp-server) on the PC.
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Set the user name and password in the displayed dialog box. In this example, the user name is sftpuser and the password is Huawei@123. Enter the SFTP working directory, in this example, D:\.
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Do not exit the SFTP server program during file transfer.

Step 2 Back up the system software, configuration file, and patch file.

Perform the following operations on CE6800:

<HUAWEI> cd flash:/     # Set the current working directory of the CE6800. 
<HUAWEI> system-view 
[~HUAWEI] ssh client first-time enable 
[*HUAWEI] commit  
[~HUAWEI] sftp 10.164.30.20 
Trying 10.164.30.20 ... 
Press CTRL+K to abort 
Connected to 10.164.30.20 ... 
The server is not authenticated. Continue to access it? [Y/N]: y 
Save the server's public key? [Y/N]: n 
 
Please input the username: sftpuser  # Enter the SFTP user name. 
Enter password:                 # Enter the SFTP password. 
sftp-client>

Back up the system software, configuration file and patch file to the SFTP server. The backup system software is CE6800_V200R022C10SPC500-bak.cc, the backup configuration file is vrpcfg-bak.zip, and the backup patch file is CE6800_V200R022SPH010-bak.PAT. If the name of the backup file is not specified, the original name is used.

sftp-client> put CE6800_V200R022C10SPC500.cc CE6800_V200R022C10SPC500-bak.cc 
sftp-client> put vrpcfg.zip vrpcfg-bak.zip 
sftp-client> put CE6800_V200R022SPH010.PAT CE6800_V200R022SPH010-bak.PAT
Step 3 Obtain the system software of the target version.

sftp-client> get CE6800_V200R023C00SPC500.cc
You can specify the file name of the loaded system software. If the file name is not specified, the original name is used.

Step 4 (Optional) Obtain the patch file of the target version.

If the patch file of the target version does not need to be loaded, this step is not required.

sftp-client> get CE6800_V200R023SPHxxx.PAT
Step 5 (Optional) Obtain the license file.

If the license file does not need to be loaded, this step is not required.

sftp-client> get license.xml
Step 6 (Optional) Obtain the new configuration file.

If the configuration file does not need to be changed after the upgrade, this step is not required.

sftp-client> get vrpcfgnew.zip
----End

3.6.2.6  Method 5: Use the Switch as the TFTP Client
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No TFTP server software is provided with the CE6800. The customer must obtain and install TFTP server software. Tftpd32 is recommended.

Step 1 Configure the TFTP server.

Run the TFTP server program on the PC and configure the PC:

· Click Browse to set Current Directory to the directory where the system software package is stored.

· The TFTP server address in Server interface is automatically set by the system, for example, 10.164.30.20.
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Do not exit the TFTP server program during file transfer.

Step 2 Back up the system software, configuration file, and patch file.

Before the backup, check the size of the configuration file. After the backup, compare the size of the original file with the size of the backup file. Ensure that the two files are the same size.

<HUAWEI> dir *.cc 
Directory of flash:/ 
 
  Idx  Attr     Size(Byte)  Date         Time        FileName 
    0  -rw-    255,142,780  Sep 29 2020 11:06:29   CE6800_V200R022C10SPC500.cc 
 
674,352  KB total (485,711 KB free) 
<HUAWEI> dir *.zip 
Directory of flash:/ 
 
  Idx  Attr     Size(Byte)  Date         Time        FileName 
    0  -rw-             661   Sep 02 2020 11:45:46   vrpcfg.zip 
 
674,352  KB total (485,711 KB free) 
<HUAWEI> dir *.PAT 
Directory of flash:/ 
 
  Idx  Attr     Size(Byte)  Date         Time        FileName 
    0  -rw-        1 4,853   Sep 23 2020 06:37:34   CE6800_V200R022SPH010.PAT 
 
674,352  KB total (485,711 KB free)

Run the following commands on the CE6800 to back up the data. The backup system software is CE6800_V200R022C10SPC500-bak.cc, the backup configuration file is vrpcfg-bak.zip, and the backup patch file is CE6800_V200R022SPH010-bak.PAT.

<HUAWEI> tftp 10.164.30.20 put CE6800_V200R022C10SPC500.cc CE6800_V200R022C10SPC500-bak.cc 
<HUAWEI> tftp 10.164.30.20 put vrpcfg.zip vrpcfg-bak.zip 
<HUAWEI> tftp 10.164.30.20 put CE6800_V200R022SPH010.PAT CE6800_V200R022SPH010-bak.PAT
Step 3 Obtain the system software of the target version from the server.

<HUAWEI> tftp 10.164.30.20 get CE6800_V200R023C00SPC500.cc
If the message "Downloaded the file successfully" is displayed, the system software has been downloaded.

Step 4 (Optional) Obtain the patch file of the target version from the server.

If the patch file of the target version does not need to be loaded, this step is not required.

<HUAWEI> tftp 10.164.30.20 get CE6800_V200R023SPHxxx.PAT
Step 5 (Optional) Obtain the license file from the server.

If the license file does not need to be loaded, this step is not required.

<HUAWEI> tftp 10.164.30.20 get license.xml
Step 6 (Optional) Obtain the new configuration file from the server.

If the configuration file does not need to be changed after the upgrade, this step is not required.

<HUAWEI> tftp 10.164.30.20 get vrpcfgnew.zip 

----End

3.6.2.7  Method 6: Use the BIOS/BootLoader Menu

To use this method, you must be familiar with the CE6800 system. You can only use this method when the device is powered on for the first time or the device fails to start.

To use this method, you need to configure the CE6800 as the TFTP client and configure the computer as the TFTP server.

For details on this method, see chapter "6 

REF _EN-US_TOPIC_0000001573697574-chtext \h
Loading the System Software Using the BIOS or BootLoader Menu."

3.6.3  Verifying File Loading
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The file size in this example is for reference only. Use the actual file size for verification.

Run the dir command on the CE6800 to verify that the upgrade program file exists and that the file size is the same as the size of the file on the server. If the file does not exist or the file sizes are different, load the file again.

<HUAWEI> dir *.cc 
Directory of flash:/ 
 
  Idx  Attr     Size(Byte)  Date         Time        FileName 
    0  -rw-    255,142,780  Sep 29 2020 11:06:29   CE6800_V200R022C10SPC500.cc 
    1  -rw-    253,539,108  Jun 21 2020 11:23:17   CE6800_V200R023C00SPC500.cc 
 
674,352  KB total (305,904 KB free)

After verifying that the file sizes are the same, use an MD5 verification tool to verify the file integrity.
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You can run the display system file-md5 filename command to view the MD5 value of a file only in V100R005C00 to V200R001C00.

Step 1 Download an MD5 verification tool from the Internet.

Step 2 Open the MD5 verification tool on the server and specify the file to be checked. The tool will automatically generate an MD5 value.

Step 3 Run the display system file-md5 filename command on the CE6800 to view the MD5 value of the file to be checked.

Step 4 Compare the two MD5 values. If they are different, the loaded file is incomplete or an error occurs during file loading. Load the file again.

----End

In V200R003C00 and later versions, you can run the check system-software system-file command to verify the integrity of the system software package. If the system software package is not damaged, the system displays a message indicating that the software package is complete. Otherwise, the system displays a message indicating that the system software package is incomplete and needs to be loaded again.

3.6.4  Specifying the System Software

Step 1 Specify the system software for next startup.

<HUAWEI> startup system-software CE6800_V200R023C00SPC500.cc
Step 2 (Optional) Specify the patch file for next startup.

If the patch file of the target version needs to be loaded during an upgrade, you must specify the patch file for next startup. If the patch file of the target version does not need to be loaded, this step is not required.

<HUAWEI> startup patch CE6800_V200R023SPHxxx.PAT all
Step 3 (Optional) Specify the configuration file for next startup.

If the new configuration file needs to be used during an upgrade, you must specify the configuration file for next startup. If the new configuration file does not need to be used, this step is not required.

<HUAWEI> startup saved-configuration vrpcfgnew.zip
Step 4 Verify that the specified startup software is the newly loaded system software.

<HUAWEI> display startup 
MainBoard: 
  Configured startup system software:            flash:/CE6800_V200R022C10SPC500.cc 
  Startup system software:                       flash:/CE6800_V200R022C10SPC500.cc 
  Next startup system software:             flash:/CE6800_V200R023C00SPC500.cc 
  Startup saved-configuration file:              flash:/vrpcfg.zip 
  Next startup saved-configuration file:    flash:/vrpcfgnew.zip 
  Startup paf file:                              default 
  Next startup paf file:                         default 
  Startup patch package:                         NULL 
  Next startup patch package:               NULL
----End

3.6.5  Restarting the Device

Run the reboot command to restart the switch. The switch will start using the newly loaded system software.
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If the switch starts using the new configuration file, you do not need to save the configuration. When the system asks whether to save the configuration, enter n; otherwise, enter y.

<HUAWEI> reboot 
slot 1: 
Next startup system software: flash:/CE6800_V200R023C00SPC500.cc 
Next startup saved-configuration file: flash:/vrpcfgnew.zip 
Next startup paf file: default 
Next startup patch package: NULL 
Warning: The current configuration will be saved to the next startup saved-configuration file. Continue? [Y/N]: y    # To use the new configuration file, enter n; otherwise, enter y. 
Now saving the current configuration.... 
Save the configuration successfully. 
Warning:The system will reboot. Continue? [Y/N]: y    # Enter y to restart the switch.
3.6.6  (Optional) Activating the License

If you have activated the license file before version upgrade, ignore this step. After a license file is loaded to the device for the first time, you must activate it; otherwise, the license will not take effect.

<HUAWEI> license active license.xml
Run the display license command to view the license status. The license status should be Normal.

<HUAWEI> display license 
MainBoard: 
 Active License    : flash:/LICORTF197173-8A8BCCA031_CloudEngine6800.xml        
 License state     : Normal 
 Revoke ticket     : No ticket

3.7  Verifying the Upgrade

3.7.1  Verification Checklist

Table 3-9 Verification checklist

	No.
	Item
	Expected Result

	1
	3.7.2 

REF _EN-US_TOPIC_0000001623977257-chtext \h
Verifying the Current System Software
	The current version is the same as the target version.

	2
	Verifying That All the Programs Have Been Upgraded
	All the software programs have been upgraded.

	3
	3.7.3 

REF _EN-US_TOPIC_0000001623897565-chtext \h
Verifying the Switch Running Status
	The switch is working properly.

	4
	3.7.4 

REF _EN-US_TOPIC_0000001623777693-chtext \h
Verifying Configuration Restoration
	No configuration has been lost.

	5
	3.7.5 

REF _EN-US_TOPIC_0000001623977253-chtext \h
Verifying Services
	Services are working normally. Particularly, the information in the routing table and MAC address table is not lost after the upgrade.


3.7.2  Verifying the Current System Software

After the switch restarts, run the display startup command in any view to check the running version files of the CE6800.

In the command output, the Startup system software field displays the running system software, the Startup saved-configuration file field displays the running configuration file, and the Startup patch package field displays the running patch file. The version of these files must be the same as the target version. If not, review the upgrade steps, locate the cause, and perform the version upgrade again.

<HUAWEI> display startup 
MainBoard: 
  Configured startup system software:         flash:/CE6800_V200R023C00SPC500.cc 
  Startup system software:               flash:/CE6800_V200R023C00SPC500.cc 
  Next startup system software:               flash:/CE6800_V200R023C00SPC500.cc 
  Startup saved-configuration file:      flash:/vrpcfgnew.zip 
  Next startup saved-configuration file:      flash:/vrpcfgnew.zip 
  Startup paf file:                           default 
  Next startup paf file:                      default 
  Startup patch package:                 NULL 
  Next startup patch package:                 NULL

3.7.3  Verifying the Switch Running Status

Run the display device command in any view to check the switch running status. The switch running status should be Normal.

<HUAWEI> display device 
Device status: 
-------------------------------------------------------------------------------- 
Slot  Card   Type               Online   Power Register     Alarm     Primary 
-------------------------------------------------------------------------------- 
1     -      CE6881-48S6CQ            Present  On    Registered   Normal    Master 
      FAN1   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      FAN2   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      FAN3   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      FAN4   FAN-023A-B               Present  On    Registered   Abnormal  NA 
      PWR1   PAC600S12-CB             Present  On    Registered   Normal    NA 
      PWR2   PAC600S12-CB             Present  Off   Unregistered Abnormal  NA 
--------------------------------------------------------------------------------

3.7.4  Verifying Configuration Restoration

After the CE6800 starts, run the display current-configuration command in any view to check the current configuration. Run the display configuration changes running file file-name command in any view to compare the new configuration file with the configuration file saved in the storage. Check whether any configuration has been lost or changed. If so, perform the configuration again.

3.7.5  Verifying Services
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Do not run the save command before verifying that services are running properly.

Use either of the following methods to check whether services are running properly:

· Collect entry data and compare them with the entries before the upgrade to check whether any entries are lost, such as the routing entries, FIB entries, and MAC address entries. Check whether the service traffic volume remains the same after the upgrade.

· Confirm with the NMS administrator to check whether all services are running properly and whether servers such as the NMS server are running properly.

For an M-LAG upgrade in maintenance mode, check whether services are running properly after 3.9 

REF _EN-US_TOPIC_0000001623697193-chtext \h
Switching Traffic Back (Only for an M-LAG Upgrade in Maintenance Mode). For details, see 3.4.11 

REF _EN-US_TOPIC_0000001623977201-chtext \h
Checking Services Running on the Device (Only for an M-LAG Upgrade in Maintenance Mode).

3.8  Rolling Back to an Earlier Version

3.8.1  Rollback Scenarios and Methods

Version rollback is necessary in the following scenarios:

· The upgrade was successful and the switch is functioning properly, but the new system software does not meet service requirements.

· The switch cannot work normally after the upgrade.

Two methods are available for version rollback:

· If the switch functions properly after the upgrade, perform a rollback using the command line.

· If the switch does not function properly after the upgrade, perform a rollback using the BIOS/BootLoader.

This section describes only version rollback using commands. For details about version rollback using the BIOS/BootLoader, see chapter "6 

REF _EN-US_TOPIC_0000001573697574-chtext \h
Loading the System Software Using the BIOS or BootLoader Menu."

3.8.2  Rollback Process

Figure 3-6 Version rollback flowchart
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3.8.3  Specifying the Old System Software for Next Startup

Recommended: During a version rollback, set the configuration file backed up before the upgrade as the configuration file for the next startup.
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To roll back the software version to the previous version after an upgrade to V200R023C00SPC500, note the following:

If a user password is added or modified after the upgrade, do not run the save command during a version rollback. If the save command has been run, set the configuration file backed up before the upgrade as the configuration file for the next startup during a version rollback. Otherwise, AAA, VTY, console port login, and SNMP user passwords may become invalid.

Assume that the old system software version is CE6800_V200R022C10SPC500.cc. Run the following command to specify the old system software for next startup:

<HUAWEI> startup system-software CE6800_V200R022C10SPC500.cc 
If a new configuration file is used in an upgrade or a user password is modified and the save command is run after an upgrade, restore the old configuration file during a version rollback.

<HUAWEI> startup saved-configuration vrpcfg-bak.zip
Check whether the old system software and configuration file are used for next startup. If so, the startup configuration is correct.

<HUAWEI> display startup 
MainBoard: 
  Configured startup system software:            flash:/CE6800_V200R023C00SPC500.cc 
  Startup system software:                       flash:/CE6800_V200R023C00SPC500.cc 
  Next startup system software:             flash:/CE6800_V200R022C10SPC500.cc 
  Startup saved-configuration file:              flash:/vrpcfgnew.zip 
  Next startup saved-configuration file:    flash:/vrpcfg-bak.zip 
  Startup paf file:                              default 
  Next startup paf file:                         default 
  Startup patch package:                         NULL 
  Next startup patch package:                    NULL

3.8.4  Restarting the Switch

Run the reboot command to restart the switch. The switch will start using the system software of the original version.
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If the configuration is also rolled back, you do not need to save the configuration. When the system asks whether to save the configuration, enter n; otherwise, enter y.

<HUAWEI> reboot 
slot 1: 
Next startup system software: flash:/CE6800_V200R022C10SPC500.cc 
Next startup saved-configuration file: flash:/vrpcfg-bak.zip 
Next startup paf file: default 
Next startup patch package: NULL 
Warning: The current configuration will be saved to the next startup saved-configuration file. Continue? [Y/N]: n    # If the configuration is also rolled back, enter n; otherwise, enter y. 
Warning:The system will reboot. Continue? [Y/N]: y    # Enter y to restart the switch.
3.8.5  Verifying the Rollback

The procedure for verifying a version rollback is similar to the procedure for verifying an upgrade. For details, see section "3.7 

REF _EN-US_TOPIC_0000001623897553-chtext \h
Verifying the Upgrade."

After the system software is downgraded and the switch restarts with the configuration of the higher version, AAA, VTY, console port login, and SNMP user passwords become invalid. As a result, users fail to log in to the switch using the passwords and the switch is disconnected from the network management system. To address this problem, take the following measures:

6. If no password is configured for the console port, log in to the device through the console port, and reconfigure AAA and password for users such as VTY and SNMP users. For security purposes, configuring a console port password is recommended.

7. If a password is configured for login through the console port, the password becomes invalid after the downgrade and you cannot log in to the switch through the console port. In the case of downgrade to a version later than V200R005C10, contact Huawei technical support engineers for assistance. If the version is downgraded to V200R005C10 or an earlier version, perform the following steps to resolve the issue:

a. Connect to the console port.

b. Power cycle the switch. During the startup, enter Ctrl+B according to the prompt to enter the BIOS menu.

c. Select Modify console password to clear the console port login password.

d. After the switch starts, reconfigure user passwords such as console port login, AAA, VTY, and SNMP passwords.

3.9  Switching Traffic Back (Only for an M-LAG Upgrade in Maintenance Mode)

3.9.1  Entering the Maintenance Mode View

After verifying that the license status is normal, you can run the maintenance command to enter the maintenance mode view.

<HUAWEI> system 
[~HUAWEI] maintenance 
[*HUAWEI-maintenance] 

3.9.2  Switching User-side Traffic Back

In the maintenance mode, you can run the undo lacp force-down command to disable the function of forcibly setting Eth-Trunk interfaces that are added to an M-LAG to the Down state.

[~HUAWEI-maintenance] undo lacp force-down 
[*HUAWEI-maintenance] commit
Check whether the ARP, ND, and MAC address entries synchronized between M-LAG member interfaces are restored. After the entries are restored, switch network-side traffic back.

3.9.3  Switching Network-side Traffic Back

Based on the existing routing information on the network, run the following commands in the maintenance mode view.

Table 3-10 Commands for switching network-side traffic back

	Routing Protocol
	Command
	Description

	OSPF
	undo ospf advertise max-cost
	Configure a device to restore the costs of globally advertised OSPF LSAs to their original values.

	OSPFv3
	undo ospfv3 advertise max-cost
	Configure a device to restore the costs of globally advertised OSPFv3 LSAs to their original values.

	BGP
	undo advertise bgp ipv4-family unicast lowest-priority enable
undo advertise bgp ipv4-family vpnv4 lowest-priority enable
undo advertise bgp l2vpn-family evpn lowest-priority enable
	Disable a device from setting the priorities of routes to be advertised to the lowest in the BGP-IPv4 unicast address family, BGP-VPN instance IPv4 address family, BGP-VPNv4 address family, and BGP-EVPN address family.

	BGP4+
	undo advertise bgp ipv6-family unicast lowest-priority enable
undo advertise bgp ipv6-family vpnv6 lowest-priority enable
	Disable a device from setting the priorities of routes to be advertised to the lowest in the BGP-IPv6 unicast address family, BGP-VPN instance IPv6 address family, and BGP-VPNv6 address family.


After the traffic is switched back, check whether services are running properly. For details, see 3.7.5 

REF _EN-US_TOPIC_0000001623977253-chtext \h
Verifying Services.

4  Upgrade Using Commands (Stack)

4.1  Before You Start

4.1.1  Impact of an Upgrade

Impact on the System During an Upgrade

The switch needs to be restarted during the upgrade and services are interrupted when the switch is restarting. The service interruption time is the same as the switch restart time. It is recommended that you plan service switchover before performing the upgrade.

Impact on the System After an Upgrade

There is no impact on the system after the upgrade.

4.1.2  Precautions
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The following table lists only precautions for the stack upgrade scenario. For more upgrade precautions, see chapter "2 

REF _EN-US_TOPIC_0000001573857482-chtext \h
Precautions."

	No.
	Description

	1
	The fast upgrade mode is only suitable for a stack consisting of two devices.

	2
	After the stack upgrade is complete and services are checked, you must run the save command to save the configuration. This operation prevents a stack split caused by exceptions such as the restart of the single chassis due to a power failure.

	3
	If QSFP28 optical modules or QSFP+/QSFP28 high-speed cables are used to set up a CE8850EI stack, this stack cannot be upgraded from V200R002C50 to V200R002C50SPC800 or later using fast upgrade.

	4
	During a fast stack upgrade, to shorten traffic interruptions, ensure that upstream and downstream devices are dual-homed to stacked devices using Eth-Trunk.

	5
	It is recommended that you configure a backup IP address for the stack management interface before a fast upgrade to prevent a failure to manage member devices when the stack fails the fast upgrade and splits.

	6
	In V100R003 and later versions, more than 32 physical stack member ports can be configured. In V100R001 and V100R002, only 32 physical stack member ports can be configured. If the system software is downgraded from V100R003 or a later version to V100R001 or V100R002, only the first 32 physical member ports are valid (compared in ascending order of interface numbers), and configuration of last 32 physical member ports will be lost.
If all the stack cables are connected to the last 32 physical member ports, the stack cannot be set up after the downgrade.

	7
	In versions earlier than V200R002C50, after stack member ports are restored as common ports, the port crc-statistics trigger error-down command configuration is not automatically cleared.
In V200R002C50 and later versions, if the port crc-statistics trigger error-down command is not configured before service ports are configured as stack member ports, this command configuration is automatically cleared after stack member ports are restored as common ports. If this command has been configured before service ports are configured as stack member ports, this command configuration is not automatically cleared after stack member ports are restored as common ports.
If a stack has only one link and CRC error packets exist on the link, after the upgrade, ports may transit to the Error-Down state because of CRC errors. In this situation, you are advised to add stack links and restore all the stack links with CRC errors.

	8
	In a fast stack upgrade or downgrade scenario, if a stack that performs NetStream/sFlow sampling in enhanced mode is downgraded from V200R005C00 or a later version to V200R003C00, interfaces on the standby device enter the Error-Down state.

	9
	If the carrier up-hold-time command is run on a stack member interface, the command configuration will be lost when the stack is upgraded from a version earlier than V200R019C10 to V200R019C10 or a later version.


4.2  Upgrade Process Overview

Figure 4-1 Upgrade flowchart
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Table 4-1 Upgrade schedule

	Procedure Step
	Time Required (Minutes)
	Remarks

	Prepare for the upgrade
	5
	63. Prepare tools and software.
64. Back up files.

	Perform the upgrade
	10
	65. Load the system software.
66. Restart the switches.

	Verify the upgrade
	5
	67. Check the version.
68. Check whether configurations were lost.
69. Check whether switches start properly.
70. Check whether services are running properly.

	Roll back to the old version
	10
	71. Specify the old software version as the startup version.
72. Restart the switches.


4.3  Preparing for the Upgrade

Upgrade preparation in a stack is the same as that on a standalone switch. For details, see section "3.4 

REF _EN-US_TOPIC_0000001573537982-chtext \h
Preparing for the Upgrade."

4.4  Performing an Upgrade

4.4.1  Loading System Software

Load the new system software, patch file, and configuration file on the master switch first. For details, see section"3.6.1 

REF _EN-US_TOPIC_0000001573538014-chtext \h
Loading System Software."
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Before performing the upgrade, install the latest patch of the current version.

4.4.2  Specifying the Startup System Software

Step 1 Specify the system software for next startup.

In a stack, use the following command to copy the system software to all the switches at once.

<HUAWEI> copy flash:/CE6800_V200R023C00SPC500.cc all#flash:/CE6800_V200R023C00SPC500.cc
Specify the system software for next startup of all devices.

<HUAWEI> startup system-software CE6800_V200R023C00SPC500.cc all
Step 2 (Optional) Specify the patch file for next startup.

If the patch file of the target version needs to be loaded during an upgrade, you must specify the patch file for next startup. If the patch file of the target version does not need to be loaded, this step is not required.

<HUAWEI> startup patch CE6800_V200R023SPHxxx.PAT all
Step 3 (Optional) Specify the configuration file for next startup.

If the new configuration file needs to be used during an upgrade, you must specify the configuration file for next startup. If the new configuration file does not need to be used, this step is not required.

<HUAWEI> startup saved-configuration vrpcfgnew.zip
Step 4 Check whether the system software for next startup is the newly loaded system software.

<HUAWEI> display startup 
MainBoard: 
  Configured startup system software:            flash:/CE6800_V200R022C10SPC500.cc 
  Startup system software:                       flash:/CE6800_V200R022C10SPC500.cc 
  Next startup system software:             flash:/CE6800_V200R023C00SPC500.cc     
  Startup saved-configuration file:              flash:/vrpcfg.zip 
  Next startup saved-configuration file:    flash:/vrpcfgnew.zip 
  Startup paf file:                              default 
  Next startup paf file:                         default 
  Startup patch package:                         NULL 
  Next startup patch package:               NULL 
SlaveBoard: 
  Configured startup system software:            flash:/CE6800_V200R022C10SPC500.cc 
  Startup system software:                       flash:/CE6800_V200R022C10SPC500.cc 
  Next startup system software:             flash:/CE6800_V200R023C00SPC500.cc 
  Startup saved-configuration file:               flash:/vrpcfg.zip 
  Next startup saved-configuration file:    flash:/vrpcfgnew.zip 
  Startup paf file:                              default 
  Next startup paf file:                         default 
  Startup patch package:                         NULL 
  Next startup patch package:               NULL
----End

4.4.3  Restarting the Switches

Two stack upgrade methods are available: reboot upgrade and fast stack upgrade. Table 4-2 compares the two upgrade methods. Select one upgrade method based on actual requirements.

Table 4-2 Comparison between the two upgrade methods

	Upgrade Method
	Reboot Upgrade (Recommended)
	Fast Stack Upgrade

	Upgrade principles
	The stack system restarts. The master and standby switches restart using the new system software simultaneously.
	The standby switch restarts using the new system software first, and the master switch forwards data traffic. After the upgrade of the standby switch is complete, data traffic is switched back to the standby switch. The original master switch restarts using the new system software, and becomes the standby switch in the stack after the upgrade is complete.

	Upgrade operation time
	Short
	Long

	Service interruption time
	Long
	During a fast stack upgrade, to shorten traffic interruptions, ensure that upstream and downstream devices are dual-homed to stacked devices using Eth-Trunk.

	Upgrade requirement
	Low
	High
This method has some upgrade requirements. For details, see section "4.1.2 

REF _EN-US_TOPIC_0000001623977213-chtext \h
Precautions."


· Reboot upgrade
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If the stack system starts using the new configuration file, you do not need to save the configuration. When the system asks whether to save the configuration, enter n; otherwise, enter y.

<HUAWEI> reboot 
slot 1: 
Next startup system software: flash:/CE6800_V200R023C00SPC500.cc 
Next startup saved-configuration file: flash:/vrpcfgnew.zip 
Next startup paf file: default 
Next startup patch package: NULL 
The configuration information of any other board is the same as that of slot 1. 
Warning:The current configuration will be saved to the next startup saved-configuration file. Continue? [Y/N]: y   # To use the new configuration file, enter n; otherwise, enter y. 
Now saving the current configuration.... 
Save the configuration successfully. 
Warning:The system will reboot. Continue? [Y/N]: y    # Enter y to restart the stack.
· Fast upgrade of a stack

<HUAWEI> system-view 
[~HUAWEI] stack 
[~HUAWEI-stack] stack upgrade fast 
slot 1:                                                                          
Next startup system software: flash:/CE6800_V200R023C00SPC500.cc               
Next startup saved-configuration file: flash:/vrpcfgnew.zip                         
The configuration information of any other board is the same as that of slot 1.  
Warning: Current configuration will be saved to the next startup saved-configuration file.                                                                       
System will reboot. Continue? [Y/N]: y    # Enter y to start the fast upgrade.                                            
Now saving the current configuration.............                                
Save the configuration successfully.                                             
Info: The stack system is being upgraded. The standby will reboot soon and master will reboot later.

After fast upgrade is performed, you can run the display stack upgrade status command to view the upgrade status.

4.5  Verifying the Upgrade

4.5.1  Verifying the Current System Software

After the switch restarts, run the display startup command in any view to check the running version files of the CE6800.

In the command output, the Startup system software field displays the running system software, the Startup saved-configuration file field displays the running configuration file, and the Startup patch package field displays the running patch file. The version of these files must be the same as the target version. If not, review the upgrade steps, locate the cause, and perform the version upgrade again.

<HUAWEI> display startup 
MainBoard: 
  Configured startup system software:         flash:/CE6800_V200R023C00SPC500.cc 
  Startup system software:               flash:/CE6800_V200R023C00SPC500.cc 
  Next startup system software:               flash:/CE6800_V200R023C00SPC500.cc 
  Startup saved-configuration file:      flash:/vrpcfgnew.zip 
  Next startup saved-configuration file:      flash:/vrpcfgnew.zip 
  Startup paf file:                           default 
  Next startup paf file:                      default 
  Startup patch package:                 NULL 
  Next startup patch package:                 NULL 
SlaveBoard: 
  Configured startup system software:        flash:/CE6800_V200R023C00SPC500.cc 
  Startup system software:              flash:/CE6800_V200R023C00SPC500.cc 
  Next startup system software:              flash:/CE6800_V200R023C00SPC500.cc 
  Startup saved-configuration file:     flash:/vrpcfgnew.zip 
  Next startup saved-configuration file:     flash:/vrpcfgnew.zip 
  Startup paf file:                          default 
  Next startup paf file:                     default 
  Startup patch package:                NULL 
  Next startup patch package:                NULL

4.5.2  Verifying the Switch Running Status

Run the display device command in any view to check the switch running status. The switch running status should be Normal.

<HUAWEI> display device 
Device status: 
-------------------------------------------------------------------------------- 
Slot  Card   Type                     Online   Power Register     Alarm     Primary         
-------------------------------------------------------------------------------- 
1     -      CE6881-48S6CQ            Present  On    Registered   Normal    Standby         
      FAN1   FAN-031A-F               Present  On    Registered   Normal    NA              
      FAN2   FAN-031A-F               Present  On    Registered   Normal    NA              
      FAN3   FAN-031A-F               Present  On    Registered   Normal    NA              
      FAN4   FAN-031A-F               Present  On    Registered   Normal    NA              
      PWR1   PAC600S12-CB             Present  On    Registered   Abnormal  NA              
      PWR2   PAC600S12-CB             Present  Off   Unregistered Abnormal  NA              
2    -      CE6881-48S6CQ            Present  On    Registered   Normal    Master          
      FAN1   FAN-031A-F               Present  On    Registered   Normal    NA              
      FAN2   FAN-031A-F               Present  On    Registered   Normal    NA              
      FAN3   FAN-031A-F               Present  On    Registered   Normal    NA              
      FAN4   FAN-031A-F               Present  On    Registered   Normal    NA              
      PWR1   PAC600S12-F              Present  On    Registered   Abnormal  NA              
--------------------------------------------------------------------------------

4.5.3  Verifying Configuration Restoration

After the CE6800 starts, run the display current-configuration command in any view to check the current configuration. Run the display configuration changes running file file-name command in any view to compare the new configuration file with the configuration file saved in the storage. Check whether any configuration has been lost or changed. If so, reconfigure them.

4.5.4  Verifying Services
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Do not run the save command before you verify that all services are running normally.

Use either of the following methods to check whether services are running normally:

· Collect table entries, such as routing table, FIB table, and MAC address table entries, and compare them with the entries saved before the upgrade to check whether any entries are missing. Check whether the service traffic volume remains the same after the upgrade.

· Confirm with the network administrator whether all services are running normally and whether the NMS server is functioning properly.

4.6  Rolling Back to an Earlier Version

4.6.1  Rollback Scenarios and Methods

Version rollback is necessary in the following scenarios:

· The upgrade was successful and the switch is functioning properly, but the new system software does not meet service requirements.

· The switch cannot work normally after the upgrade.

Two methods are available for version rollback:

· If the switch functions properly after the upgrade, perform a rollback using the command line.

· If the switch does not function properly after the upgrade, perform a rollback through the BIOS/BootLoader.

This section describes only version rollback using commands. For details about version rollback using the BIOS/BootLoader, see chapter "6 

REF _EN-US_TOPIC_0000001573697574-chtext \h
Loading the System Software Using the BIOS or BootLoader Menu."

4.6.2  Precaution for Version Rollback

Before rolling back the system software to V100R001C00SPC200 or earlier versions, ensure that all interfaces have been successfully registered; otherwise, part of device configurations may be lost after the version rollback.
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To check whether the interfaces have been successfully registered, perform the following steps:

Run the display interface brief command in any view. If all interfaces on the device are displayed, the interfaces have been successfully registered; otherwise, the interface registration is unsuccessful.

If the interface registration is unsuccessful due to certain reasons before version rollback and the device configurations are lost after the rollback, perform the following steps:

Step 1 Back up the current configuration file after ensuring that all interfaces have been successfully registered.

Step 2 Save the configuration file. Replace the current configuration file with the backup configuration file.

Step 3 Restart the system.

----End

4.6.3  Rollback Flowchart

Figure 4-2 Rollback flowchart
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4.6.4  Specifying the Old Software for Next Startup

Recommended: During a version rollback, set the configuration file backed up before the upgrade as the configuration file for the next startup.
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To roll back the software version to the previous version after an upgrade to V200R023C00SPC500, note the following:

If a user password is added or modified after the upgrade, do not run the save command during a version rollback. If the save command has been run, set the configuration file backed up before the upgrade as the configuration file for the next startup during a version rollback. Otherwise, AAA, VTY, console port login, and SNMP user passwords may become invalid.

Assume that the old system software version is CE6800_V200R022C10SPC500.cc. Run the following command to specify the old system software for next startup:

<HUAWEI> startup system-software CE6800_V200R022C10SPC500.cc all
If a new configuration file is used in an upgrade or a user password is modified and the save command is run after an upgrade, restore the old configuration file during a version rollback.

<HUAWEI> startup saved-configuration vrpcfg-bak.zip 
Check whether the old system software and configuration file are used for next startup. If so, the startup configuration is correct.

<HUAWEI> display startup 
MainBoard: 
  Configured startup system software:            flash:/CE6800_V200R023C00SPC500.cc 
  Startup system software:                       flash:/CE6800_V200R023C00SPC500.cc 
  Next startup system software:             flash:/CE6800_V200R022C10SPC500.cc 
  Startup saved-configuration file:              flash:/vrpcfgnew.zip 
  Next startup saved-configuration file:    flash:/vrpcfg-bak.zip 
  Startup paf file:                              default 
  Next startup paf file:                         default 
  Startup patch package:                         NULL 
  Next startup patch package:                    NULL 
SlaveBoard: 
  Configured startup system software:           flash:/CE6800_V200R023C00SPC500.cc 
  Startup system software:                      flash:/CE6800_V200R023C00SPC500.cc 
  Next startup system software:            flash:/CE6800_V200R022C10SPC500.cc 
  Startup saved-configuration file:             flash:/vrpcfgnew.zip 
  Next startup saved-configuration file:   flash:/vrpcfg-bak.zip 
  Startup paf file:                             default 
  Next startup paf file:                        default 
  Startup patch package:                        NULL 
  Next startup patch package:                   NULL

4.6.5  Restarting the Switches

Run the reboot command to restart the switch. The switch will start using the system software of the original version.
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If the configuration is also rolled back, you do not need to save the configuration. When the system asks whether to save the configuration, enter n; otherwise, enter y.

<HUAWEI> reboot 
slot 1: 
Next startup system software: flash:/CE6800_V200R022C10SPC500.cc 
Next startup saved-configuration file: flash:/vrpcfg-bak.zip 
Next startup paf file: default 
Next startup patch package: NULL 
The configuration information of any other board is the same as that of slot 1. 
Warning: The current configuration will be saved to the next startup saved-configuration file. Continue? [Y/N]: n    # If the configuration is also rolled back, enter n; otherwise, enter y. 
Warning:The system will reboot. Continue? [Y/N]: y    # Enter y to restart the switch.
4.6.6  Verifying Rollback

The procedure for verifying a version rollback is similar to the procedure for verifying an upgrade. For details, see section "4.5 

REF _EN-US_TOPIC_0000001573857518-chtext \h
Verifying the Upgrade."

After the system software is downgraded and the switch restarts with the configuration of the higher version, AAA, VTY, console port login, and SNMP user passwords become invalid. As a result, users fail to log in to the switch using the passwords and the switch is disconnected from the network management system. To address this problem, take the following measures:

8. If no password is configured for the console port, log in to the device through the console port, and reconfigure AAA and password for users such as VTY and SNMP users. For security purposes, configuring a console port password is recommended.

9. If a password is configured for login through the console port, the password becomes invalid after the downgrade and you cannot log in to the switch through the console port. In the case of downgrade to a version later than V200R005C10, contact Huawei technical support engineers for assistance. If the version is downgraded to V200R005C10 or an earlier version, perform the following steps to resolve the issue:

a. Connect to the console port.

b. Power cycle the switch. During the startup, enter Ctrl+B according to the prompt to enter the BIOS menu.

c. Select Modify console password to clear the console port login password.

d. After the switch starts, reconfigure user passwords such as console port login, AAA, VTY, and SNMP passwords.

5  USB-based Upgrade

5.1  Precautions
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The following table lists only precautions for the USB-based upgrade scenario. For more upgrade precautions, see chapter "2 

REF _EN-US_TOPIC_0000001573857482-chtext \h
Precautions."

	No.
	Description

	1
	You must back up the configuration file of the original version for version rollback before performing an upgrade; otherwise, version rollback may fail.

	2
	The file system format of a USB flash drive must be FAT32 and its interface must be standard USB2.0.

	3
	To write data to a USB flash drive, disable the write-protection function.

	4
	USB-based upgrade is supported only on a standalone device but not in a stack that contains multiple member devices.

	5
	Before USB-based upgrade, ensure that the device can start properly and has sufficient space for saving deployment files.

	6
	USB-based upgrade files include the index file, system software, configuration file, and patch file. The index file is mandatory. At least one type of other files must exist.

	7
	The index file name must be smart_config.ini.

	8
	Do not power off the device during file copy; otherwise, the upgrade fails or even the device cannot start.

	9
	Do not remove the USB flash drive before the USB-based upgrade is complete; otherwise, the data in the USB flash drive may be damaged.

	10
	The next startup file cannot be empty for USB-based upgrade. Otherwise, the upgrade will fail.

	11
	Insert a USB flash drive after enabling the USB-based upgrade function. If a USB flash drive has been inserted before the function is enabled, remove and insert the USB flash drive again.

	12
	When deployment files include the configuration file and an authentication password for USB-based upgrade is configured, you must compress and encrypt the configuration file using the configured authentication password before saving the configuration file to the specified path of the USB flash drive. However, the configuration file in .zip format cannot be compressed and encrypted. You need to first decompress the configuration file in .zip format and then compress and encrypt the file before saving it to the USB flash drive.

	13
	If the length of the authentication password configured for USB-based deployment on the device in a version earlier than V200R020C00 is less than 8 characters, a configuration restoration failure will be recorded after the device is upgraded to V200R020C00 or a later version. In this case, you need to reconfigure the password.

	14
	If the length of the key configured for USB-based deployment on the device in a version earlier than V200R020C00 is less than 8 characters, a configuration restoration failure will be recorded after the device is upgraded to V200R020C00 or a later version. In this case, you need to reconfigure the key.


5.2  Preparing for the Upgrade

5.2.1  Hardware

· USB interface: The switch provides a USB 2.0 interface.

· USB flash drive: The USB flash drive must use the FAT32 format. If it does not use the FAT32 format, set the format to FAT32 (format the USB flash drive) before using it. The available space in the USB flash drive must be larger than the total size of files to be uploaded.

5.2.2  Preparing Files to Be Loaded

Prepare the system software, configuration file, and patch file to be loaded for the upgrade. For details on how to obtain the files, see section "3.4 

REF _EN-US_TOPIC_0000001573537982-chtext \h
Preparing for the Upgrade."

5.2.3  Making an Index File

To edit the index file on the PC, perform the following operations:

10. Create a text file.

11. Edit the file based on the index file format. The field names in the index file must be in uppercase.

12. Rename the file as smart_config.ini.

The index file format is as follows:

BEGIN DC 
[GLOBAL CONFIG] 
TIMESN= 
EMS_ONLINE_STATE= 
UPGRADEMODE= 
[DEVICEn DESCRIPTION] 
OPTION= 
ESN= 
MAC= 
DIRECTORY= 
SYSTEM-SOFTWARE= 
SYSTEM-CONFIG= 
PASSWORD= 
HMAC= 
SYSTEM-PAT= 
END DC

Table 5-1 Fields in the index file

	Field
	Mandatory or Optional
	Description

	BEGIN DC
	Mandatory
	Start tag of the index file. This field cannot be modified.

	[GLOBAL CONFIG]
	Mandatory
	Start tag of the global configuration. This field cannot be modified.

	TIMESN
	Mandatory
	Data change time in the format YearMonthDay.HourMinuteSecond.
For example, the value 20110628.080910 indicates 2011-06-28 08:09:10.
NOTE
The TIMESN field is a USB-based upgrade flag. A device has a default USB-based upgrade flag. If the smart_config.ini file exists in the USB flash drive, the device checks whether the default USB-based upgrade flag and the TIMESN value in the smart_config.ini file are the same. If they are different, the USB-based upgrade process is triggered. If the upgrade succeeds, the value of the default USB-based upgrade flag on the device is changed to the TIMESN value in the smart_config.ini file.

	EMS_ONLINE_STATE
	Optional
	Whether the NMS is online, indicating whether a device registers with the NMS after being deployed:
· YES: The device registers with the NMS.
· NO: The device does not register with the NMS.
The default value is NO.
NOTE
If this field does not exist or is empty, the default value is used.

	UPGRADEMODE
	Optional
	Upgrade mode:
· AUTO: automatic mode
· DFT: production mode, which is used in production, commissioning, and testing environment. In this mode, only the system software version is upgraded.
The default value is AUTO.
NOTE
If this field does not exist or is empty, the default value is used.

	[DEVICEn DESCRIPTION]
	Mandatory
	Start tag of the file description. n indicates the device number. The value is an integer and starts from 0.

	OPTION
	Optional
	Whether file information is valid:
· OK: valid
· NOK: invalid
The default value is OK.
NOTE
If this field does not exist or is empty, the default value is used.

	ESN
	Optional
	Serial number of a device. If the value of this field is DEFAULT, the index file is applicable to all devices. Otherwise, the index file is applicable to a specific device.
The default value is DEFAULT.
NOTE
If this field does not exist or is empty, the default value is used.
If the SYSTEM-CONFIG flag is not empty, the MAC and ESN fields cannot be empty or DEFAULT at the same time.

	MAC
	Optional
	Device MAC address, in XXXX-XXXX-XXXX format. X is a hexadecimal number. If the value of this field is DEFAULT, the index file is applicable to all devices. Otherwise, the index file is applicable to a specific device.
The device ESN is checked ahead of the MAC address.
The default value is DEFAULT.
NOTE
If this field does not exist or is empty, the default value is used.
If the SYSTEM-CONFIG flag is not empty, the MAC and ESN fields cannot be empty or DEFAULT at the same time.

	DIRECTORY
	Optional
	Path for storing deployment files.
· If the value is DEFAULT, the deployment files are stored in the root directory of the USB flash drive.
· If the value is /abc, the deployment files are stored in the abc directory.
The default value is DEFAULT.
NOTE
If this field does not exist or is empty, the default value is used.

	SYSTEM-SOFTWARE
	Optional
	System software file with file name extension .cc.

	SYSTEM-CONFIG
	Optional
	Configuration file with file name extension .cfg, .zip or .dat.
NOTE
If this field is not empty, the MAC and ESN fields cannot be empty or DEFAULT at the same time.

	PASSWORD
	Mandatory
	Password of the configuration file, which is used to check the configuration file to be loaded. The password must be the same as the password configured using the set device usb-deployment password password command on the device.
By default, no check is performed on the configuration file.

	HMAC
	Optional
	HMAC of the configuration file, which is used to check the configuration file to be loaded.
The value is a string of 64 characters and is calculated for the configuration file in the USB flash drive based on the HMAC-SHA256 algorithm through a calculation tool. The key used for calculation must be the same as the key configured using the set device usb-deployment hmac-key [ hmac-value ] command on the device.
By default, no check is performed on the configuration file.

	SYSTEM-PAT
	Optional
	Patch file with file name extension .PAT.

	END DC
	Mandatory
	End tag of the index file.


Examples

Example 1
You need to create an index file for upgrading one device, and the requirements are as follows:

· Data is changed at 08:09:10 on June 28, 2011.

· The device does not register with the NMS.

· The device MAC address is 0018-0303-1234.

· The system software system-software.cc, the configuration file system-config.zip, and the patch file system-pat.pat are stored in the root directory of the USB flash drive.

· The configuration file to be loaded is checked according to the HMAC c3caaee8f4f6bd1389f438801e40dad9af30f2fbbe7e8f55121b39c6c16ba488.

The index file that meets the preceding requirements is as follows:

BEGIN DC 
[GLOBAL CONFIG] 
TIMESN=20110628.080910 
EMS_ONLINE_STATE=NO 
UPGRADEMODE=AUTO 
[DEVICE0 DESCRIPTION] 
OPTION=OK 
ESN=DEFAULT 
MAC=0018-0303-1234 
DIRECTORY=DEFAULT 
SYSTEM-SOFTWARE=system-software.cc 
SYSTEM-CONFIG=system-config.zip 
PASSWORD=%^%#r-wEVS\#k2'tda)%#B_"Z}o1"cIjmJ-fmEC}]gSB%^%#. 
HMAC=c3caaee8f4f6bd1389f438801e40dad9af30f2fbbe7e8f55121b39c6c16ba488 
SYSTEM-PAT=system-pat.pat 
END DC

Example 2
You need to create an index file for upgrading multiple devices to the same software version, and the requirements are as follows:

· Data is changed at 08:09:10 on June 28, 2011.

· The device does not register with the NMS.

· The system software system-software.cc is stored in the root directory of the USB flash drive.

The index file that meets the preceding requirements is as follows:

BEGIN DC 
[GLOBAL CONFIG] 
TIMESN=20110628.080910 
EMS_ONLINE_STATE=NO 
UPGRADEMODE=AUTO 
[DEVICE0 DESCRIPTION] 
OPTION=OK 
ESN=DEFAULT 
MAC=DEFAULT 
DIRECTORY=DEFAULT 
SYSTEM-SOFTWARE=system-software.cc 
PASSWORD=%^%#r-wEVS\#k2'tda)%#B_"Z}o1"cIjmJ-fmEC}]gSB%^%#. 
END DC

Example 3
You need to create an index file for two devices with different description information, and the requirements are as follows:

· Data is changed at 08:09:10 on June 28, 2011.

· The device does not register with the NMS.

· The MAC address of the first device is 0018-0303-1234.

· The MAC address of the second device is 0018-0303-5678.

· The system software system-software.cc and the configuration file system-config.zip are stored in the root directory of the USB flash drive. The first device does not need to load the configuration file while the second device must load the configuration file.

The index file that meets the preceding requirements is as follows:

BEGIN DC 
[GLOBAL CONFIG] 
TIMESN=20110628.080910 
EMS_ONLINE_STATE=NO 
UPGRADEMODE=AUTO 
[DEVICE0 DESCRIPTION] 
OPTION=OK 
ESN=DEFAULT 
MAC=0018-0303-1234 
DIRECTORY=DEFAULT 
SYSTEM-SOFTWARE=system-software.cc 
[DEVICE1 DESCRIPTION] 
OPTION=OK 
ESN=DEFAULT 
MAC=0018-0303-5678 
DIRECTORY=DEFAULT 
SYSTEM-SOFTWARE=system-software.cc 
SYSTEM-CONFIG=system-config.zip 
PASSWORD=%^%#r-wEVS\#k2'tda)%#B_"Z}o1"cIjmJ-fmEC}]gSB%^%#. 
END DC

5.2.4  Copying Files to a USB Flash Drive

Copy the index file to the root directory of a USB flash drive. Copy the system software, configuration file, and patch file to a directory of the USB flash drive specified in the index file.

5.3  Performing an Upgrade

Step 1 Enable the USB-based upgrade function on the switch.

The USB-based deployment function is disabled by default. It is recommended that you disable this function after a USB-based deployment is complete.

<HUAWEI> system-view 
[~HUAWEI] undo set device usb-deployment disable 
Info: Please set a password for USB-based deployment to increase security. 
[*HUAWEI] set device usb-deployment password Huawei@123 
[*HUAWEI] commit
Step 2 Create the index file smart_config.ini.

Step 3 Save the smart_config.ini file in the root directory of a USB flash drive, and copy deployment files to the directory specified by the index file.

Step 4 Install the USB flash drive on the switch and start the upgrade process.

After the USB flash drive is installed, the switch automatically obtains the system software, configuration file, and patch file from the USB flash drive, and specifies them for next startup. The switch then automatically restarts to complete the upgrade.

Step 5 If the ACT indicator is steady green after the switch restarts, the USB-based upgrade succeeds. Remove the USB flash drive.

Observe the ACT indicator to determine the USB-based deployment status:

· Steady green: USB-based upgrade is successful.

· Blinking green: USB-based upgrade is in progress.

· Steady red: USB-based upgrade is failed.

After the deployment is complete, the system generates the usbload_verify.txt or usbload_error.txt files, containing the success information and error information respectively. The report files are stored in the root directory of the USB flash drive.

----End

5.4  Verifying the Upgrade

For detailed verification process, see section "3.7 

REF _EN-US_TOPIC_0000001623897553-chtext \h
Verifying the Upgrade."

5.5  Rolling Back to an Earlier Version

For detailed version rollback process, see section "3.8 

REF _EN-US_TOPIC_0000001623697201-chtext \h
Rolling Back to an Earlier Version."

6  Loading the System Software Using the BIOS or BootLoader Menu

Background Information
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This method is not recommended because the software loading procedure is complicated. Use this method only when the device cannot start. This chapter uses the switch as an example.

To load the system software through the BIOS/BootLoader menu, you must configure the switch as the TFTP client and connect the operation terminal to the switch through the console port. The operation terminal communicates with the switch through HyperTerminal and functions as the TFTP server. Ensure that the operation terminal is directly connected to the management interface of the switch to be upgraded, or they can communicate with each other on the same network segment.
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· The CE5881, CE5855E, CE5855F, CE6857EI, CE6857E, CE6857F, CE6865EI, CE6865E, CE6881, CE6881K, CE6820, CE6863, CE6863K, CE6863E, CE6881E, CE8850EI, CE6870-48T6CQ-EI, CE8861EI, CE8868EI, and CE9860EI only support the BootLoader menu. CE6856HI, CE6870-48S6CQ-EI support the BIOS menu. The upgrade method using the BootLoader menu is similar to that using the BIOS menu. The following example shows how to upgrade a CE6881 switch using the BootLoader menu.

· In V200R002C50 and later versions, the BIOS menu supports file download using the following transfer modes: TFTP, TFTP+FTP, and TFTP+SFTP. By default, the TFTP transfer mode is used. When configuring the FTP or SFTP transfer mode, you need to configure an FTP user name and a password. The password is a sting of 1 to 32 characters without spaces and the following characters: ? \\ <; > : ; * " | `.

Procedure

Step 1 Run the TFTP server software on your computer and specify the path of the system software.
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No TFTP server software is provided with the CE6800. The customer must obtain and install TFTP server software. Tftpd32 is recommended.

Run TFTP server software on your computer and perform the following operations:

· Click Browse to set Current Directory to the directory where the system software package is stored.

· Enter the TFTP server IP address in Server interface. Here, the TFTP server IP address is 192.168.1.11. Generally, the system automatically sets the IP address.
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Do not exit the TFTP server program when the system software is being loaded.

Step 2 Restart the switch.

After the switch is powered on, the operation terminal displays the following information:

************************************************************* 
*  Copyright (C) <2012-2020> Huawei Technologies Co., Ltd.  * 
************************************************************* 
 
CloudEngine BootLoader Version: 365  (Sep 12 2020 - 18:30:17) 
Board Name ..................................... CE6881-48S6CQ 
SDRAM Memory Initializing ...................... BEGIN 
SDRAM Memory Size .............................. 2 Gbytes 
SDRAM Memory Initializing ...................... DONE 
 
Press CTRL+T for full memory test .............. skip 
 
 
Starting ... 
 
Press CTRL+R to enter the Recovery mode and restore factory configurations. 
Press CTRL+B to enter BOOT menu or CTRL+E to boot DFX: 3

Step 3 Press Ctrl+B within 3 seconds.

Info: The password is empty. For security purposes, change the password. 
 
New password:                  
Confirm password:  
Info: The bootloader password will be written to the device.                                                                 
Continue now? Yes(y) or No(n): y   //If you enter y, the new password takes effect. If you enter n, the new password does not take effect and the original password is retained. If the original password is empty, the password is still empty after you enter n. You are advised to change the password upon the next login.   
 
The password is changed successfully. 

Step 4 Enter the BootLoader password to display the main BootLoader menu.
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The default username and password are available in CloudEngine Series Data Center Switches Default Usernames and Passwords (V100 and V200) (Enterprise Network or Carrier). If you have not obtained the access permission of the document, see Help on the website to find out how to obtain it. If you enter the password incorrectly three times consecutively, the system restarts.

After you enter the password correctly, the following BootLoader menu is displayed:

     Main Menu 
 
    1. Default startup               # Continue to reboot from the current stage. 
    2. Serial submenu                # Enter the serial submenu and download files through the console port or modify the console port parameters. 
    3. Ethernet submenu              # Enter the Ethernet submenu and download files through the Ethernet interface or modify Ethernet interface parameters. 
    4. Startup parameters submenu    # Enter the startup submenu to view and modify startup settings. 
    5. File system submenu           # Enter the file system submenu to view files in the file system. 
    6. Password manager submenu      # Change the BootLoader password. 
    7. DFX submenu                   # Enter the DFX submenu to view the electronic label of the device in this submenu. 
    8. Reboot                        # Restart the device. 
 
Enter your choice(1-8):

Step 5 Press 3 to enter the Ethernet submenu.

       Ethernet submenu 
 
    1. Update software       
    2. Display parameters    
    3. Modify parameters     
    0. Return                
 
Enter your choice(0-3):

Step 6 Access the Ethernet interface submenu and press 3 to set Ethernet interface parameters.

        Ethernet submenu  
     1. Update software  
     2. Display parameters   
     3. Modify parameters   
     0. Return   
 
Enter your choice(0-3): 3  
NOTE:  
Net type define:  
0(SFTP) 1(FTP) 2(TFTP)    
Please check network parameters:  
ENTER = no change; '.' = clear; Ctrl+C = quit  
FTP type(0:SFTP 1:FTP 2:TFTP) : 2                -    // By default, the SFTP protocol is used. FTP and TFTP pose security risks. If FTP or TFTP is used, the system displays one of the following messages: "Warning: FTP is not a secure protocol. SFTP is recommended." and "Warning: TFTP is not a secure protocol. SFTP is recommended." 
Server IP address             : 192.168.2.22     - 192.168.1.11     # Configure the server IP address.   
Local IP address              : 192.168.2.3      - 192.168.1.3      # Configure the management interface IP address. 
Local IP mask                 : 255.255.255.0    -                    # Configure the subnet mask of the device. 

Step 7 Access the Ethernet interface submenu and press 1 to access the update software menu, then press 1 to update system software.

        Ethernet submenu  
     1. Update software  
     2. Display parameters   
     3. Modify parameters   
     0. Return   
 
Enter your choice(0-3): 1  
 
        Update software       
     1. Update system software 
     2. Update system software with disk format   
     0. Return   
 
Enter your choice(0-2): 1 
 
Current startup file is "CE6800_V200R022C10SPC500.cc". 
Please input file  name: CE6800_V200R023C00SPC500.cc         # Enter the name of the system software to be loaded. 
 
Current patch file is "<NULL>". 
Please input patch name:                                  # Enter the name of the patch file to be loaded. 
 
......                                              # The information automatically displayed on the device is omitted here.

After the preceding configuration is complete, the switch automatically downloads the system software from the TFTP server, and restarts using the downloaded system software to complete the upgrade.
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· If you do not need to specify the new system software or patch file, press Enter and continue operations. The device starts using the running system software or patch file.

· When the device downloads a file, consecutive asterisks (#) are displayed. If the letter T is consecutively displayed, the network is not properly connected. Check the network connectivity and try again.

· Do not stop the TFTP server program when the device is loading a file.

----End

7  Troubleshooting Common Upgrade Faults

7.1  A Switch Restarts

Fault Description

A switch restarts abnormally.

Common Causes

· The software or hardware of the switch is faulty.

Troubleshooting Procedure

13. Run the display device board reset slot-id command to check the cause of the reset.

<HUAWEI> display device board reset 1 
Board 1 reset information: 
-- 1. DATE:2019-10-28  TIME:16:11:34  BARCODE:NULL  RESET Num:1 
--    Reason:Product unknown reason(CPU Reset) 
--    BootMode:NORMAL 
--    BootCode:0x060100ff

14. Handle the problem using the solution provided for the specific cause in Table 7-1.

Table 7-1 Switch reset causes and troubleshooting instructions

	Cause
	Description
	Suggestion

	Environment

	board cold reset(COLD Reset)
	The device is powered off.
	Check the power supply environment to ensure normal power supply for the device.

	Software exceptions

	Board task exception occurs and reset lpu.
	The system detects a software exception.
	Collect logs, diagnostic information, and the output of the display reset-snapshot time (in diagnostic view) command, and contact technical support personnel.

	Board task deadloop occurs and reset lpu.
	The system detects a deadloop on the board.
	Collect logs, diagnostic information, and the output of the display reset-snapshot time (in diagnostic view) command, and contact technical support personnel.

	Board no enough Memory, and reset board.
	The memory is used up.
	73. Check whether the memory usage is high.
74. Collect memory information, logs, and diagnostic information, and contact Huawei technical support personnel.

	Board Memory overload, and reset board.
	
	

	Component report failure.
	The component fails to report a failure.
	Run the display reportfailure number verbose slot slot-id command to check the failure reason, collect logs, diagnostic information, and the output of the display reset-snapshot time (in diagnostic view) command, and contact technical support personnel.

	Hardware components

	Board selftest error, and reset board.
	Self check of the board fails.
	Power off the switch and then power it on. If the fault persists, the switch is faulty. Contact technical support personnel.


7.2  A Fast Stack Upgrade Fails

Fault Description

A fast stack upgrade fails.

Common Causes

· Because a switch restarts unexpectedly, the fast stack upgrade times out and the system software version is rolled back.

· A software or hardware exception occurs.

Troubleshooting Procedure

15. If the switches in the stack run a version earlier than V100R005C00 and 40GE copper cables are used as stack cables, replace the copper cables with optical fibers and perform an upgrade again.

16. For other troubleshooting methods, see section 8.1 "A Switch Restarts."

A  Acronyms and Abbreviations

	A
	

	ARP
	Address Resolution Protocol

	
	

	B
	

	BFD
	Bidirectional Forwarding Detection

	BGP
	Border Gateway Protocol

	
	

	D
	

	DHCP
	Dynamic Host Configuration Protocol

	
	

	F
	

	FCoE
	Fiber Channel over Ethernet

	FIP
	FCoE Initiation Protocol

	FTP
	File Transfer Protocol

	
	

	I
	

	ISSU
	In-Service Software Upgrade

	
	

	M
	

	MPLS
	Multiprotocol Label Switching

	MSTP
	Multiple Spanning Tree Protocol

	
	

	N
	

	NQA
	Network Quality Analysis

	
	

	O
	

	OSPF
	Open Shortest Path First

	
	

	P
	

	PIM
	Protocol Independent Multicast

	
	

	R
	

	RIP
	Routing Information Protocol

	RSTP
	Rapid Spanning Tree Protocol

	
	

	S
	

	SNMP
	Simple Network Management Protocol

	SSH
	Secure Shell

	STP
	Spanning Tree Protocol

	T
	

	TFTP
	Trivial File Transfer Protocol

	TRILL
	Transparent Interconnection of Lots of Links

	
	

	V
	

	VLAN
	Virtual Local Area Network

	VPN
	Virtual Private Network

	VRRP
	Virtual Router Redundancy Protocol



