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2.5.34 The Maintainability of a Device Is Poor When the Device Goes Online on iMaster NCE-Campus

206

2.5.35 Related Configurations Are Not Deleted After the Management VLAN Is Changed

207

2.5.36 A Device Is Suspended After Startup and Resets Unexpectedly Later

208

2.5.37 An Error Is Reported When Incrementally Synchronized Information on an Interface Is Queried Through YANG

209

2.5.38 A Device Runs Improperly When a Multicast Tunnel Is Configured

209

2.5.39 No Information Is Displayed When the MIB Object HwFanStatusEntry (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.10.1) Is Used to Query Power Module Information

210

2.5.40 The Source IPv4 Address of a Web Server Cannot Be Deleted Through the Web System

211

2.5.41 The Outbound Eth-Trunk Interface on a Device in a Stack Does Not Remove the VLAN Tags of Double-tagged Packets Sent from Other Member Devices

212

2.5.42 When the Number of BFD Sessions Exceeds the Upper Limit and a Member Interface Is Removed from a VLAN, the BFD for Per-Link Sub-Session for This Interface Still Exists

213

2.5.43 The DRR Weight Is Inaccurate When an Interface Is Congested

214

2.5.44 When a Large Number of VPN Instances Are Configured on a Device and Route Flapping Occurs, the Device's CPU Usage Becomes High in a Short Period of Time

215

2.5.45 When the Rate of Traffic Sent to the CPU Exceeds the CPCAR and a Small Number of Packets Are Discarded, a False Alarm Is Reported

216

2.5.46 The Causes for the bgpBackwardTransition_clear and hwBgpBackwardTransition_clear Alarms Are Incorrect

217

2.5.47 The Number of Route Change Track Records Exceeds the Upper Limit

217

2.5.48 After a Hardware Fault Occurs on the Master Device in a Stack and a Master/Standby Switchover Is Performed, Some Interfaces Cannot Learn ARP Entries

219

2.5.49 An Error Is Reported for Some Services in the Concurrency Scenario

219

2.5.50 When Both VRRP in Master/Standby Mode and ARP Fast Reply Are Configured, Packet Loss Lasts for a Long Time After a VRRP Master/Standby Switchover Is Performed

220

2.5.51 After the Control VLAN of an ERPS Ring Is Changed, MAC Addresses Cannot Be Learned

221

2.5.52 A Device Resets Unexpectedly

221

2.5.53 A VLAN Pool Fails to Be Authorized

222

2.5.54 Route Summarization Is Configured in the OSPFv3 Area View on a Stack Member Device. After a Master/Standby Switchover Is Performed, Some Inter-Area-Prefix-LSAs Advertised by the Device Are Missing

223

2.5.55 A Device Restarts Unexpectedly When Dynamic Telemetry Subscription Requests with Different User Names Are Delivered Consecutively

224

2.5.56 A Device Cannot Supply Power to PDs When the Voltage Changes

225

2.5.57 A User's Authorization Information Cannot Be Updated When Bypass Authentication Is Configured on a Device

226

2.5.58 Active Interfaces in an Eth-Trunk Interface Cannot Learn ARP Entries After Being Changed

227

2.5.59 A Device Restarts Unexpectedly

227

2.5.60 A Device Cannot Supply Power to PDs When the Input Voltage Is Low

228

2.5.61 Services Become Abnormal During HWTACACS Authentication

229

2.5.62 When a Large Number of VPN Routes Exist on a Device and a VPN Instance Is Deleted or IPv4/IPv6 Is Disabled in a VPN Instance, the Device Restarts

230

2.5.63 A Device Restarts Unexpectedly When an IFIT Measurement Instance Is Generated

231

2.5.64 After a Device Restarts, It Cannot Send STP BPDUs to the CPU

231

2.5.65 The Dedicated Stack Port on a Device Goes Down After the Device Restarts

232

2.5.66 A Device Cannot Process Multicast ICMPv6 Packets with the TTL Value Being 1

233

2.5.67 The Administrative Tag Specified for Imported Routes on an Interface When an IPv6 Address Is Configured for the Interface Does Not Take Effect

234

2.5.68 The hwtacacs-server authentication user-name in-authentication-start Command Configuration Is Lost After a Device Restarts

235

2.5.69 The Standby Device in a Stack Queries the Status of the VPNv4 Routes Sent by a VPN Instance, but the Obtained Status Is Incorrect

236

2.5.70 The S5735I-S8T4SN-V2 Does Not Report Power-related Alarms

236

2.5.71 Non-IP Packets Cannot Match a Traffic Classifier in the Outbound Direction

237

2.5.72 Real-Time RADIUS Accounting Fails When the User Name Is Too Long

238

2.5.73 A Device Restarts Unexpectedly

239

2.5.74 BGPv6 Services Are Interrupted When BGP4+ Protocol Association Is Configured on a Device

239

2.5.75 When a UDP Jitter Test Instance Is Configured on a Device, the Calculated RTT Is Inaccurate

240

2.5.76 A Device Restarts Unexpectedly

241

2.5.77 The STP Status Flaps After M-LAG Member Interfaces Go Up

241

2.5.78 A Device Restarts Unexpectedly When Saving All Configurations to the Configuration File

242

2.5.79 In a VXLAN Scenario, After a MAC Address Is Migrated from the Local End to the Remote End, the Local MAC Address Entry Is Incorrect

243

2.5.80 The ssh user user-name service-type { sftp | stelnet | snetconf } * Command Does Not Take Effect in the System View

244

2.5.81 After a RADIUS Server Goes Down, It Cannot Be Forcibly Switched to the Force-up State

245

2.5.82 When a Single SEP Segment Contains a Large Number of Devices, the display sep topology Command Output Is Incomplete

246

2.5.83 The CPU Usage of a Device Is High When a Large Number of 802.1X Users Go Online

246

2.5.84 An Error Is Reported During Web-based Deployment

247

2.5.85 When Error Packets Occur, a Device Incorrectly Reports the hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3)

248

2.5.86 The Weak Security Algorithm/Protocol Feature Package Is Unloaded After a Device Is Successfully Deployed Through ZTP in DHCP Option Mode

249

2.5.87 Dynamic MAC Addresses on an Eth-Trunk Interface Are Incorrectly Deleted

250

2.5.88 SEP Revertive Switching Cannot Be Performed After a Card on a Device Resets

250

2.5.89 A Device Restarts Unexpectedly After Its Configurations Are Rolled Back

251

2.5.90 Data Inconsistencies Are Found When iMaster NCE-Campus Performs Configuration Inconsistency Discovery

252

2.5.91 Layer 2 Traffic Entering a Segment VXLAN Tunnel Cannot Be Forwarded

253

2.5.92 iMaster NCE-Campus Fails to Deliver the Authentication Profile Configuration to a Device

254

2.5.93 A Device Incorrectly Learns MAC Address Entries in a BD

254

2.5.94 When the S6750-H36C and S6750-H48Y8C Set Up a Stack, the HwBrdTempAlarm Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.10.13) Is Incorrectly Reported and Their Fans Run at Full Speed

255

2.5.95 A Device Restarts Unexpectedly or Restores to Its Factory Default Settings When It Is Running Properly

256

2.5.96 After a Source DR Receives Multicast Traffic, It Sends a Register Message to an RP. After Receiving a Register-Stop Message from the RP, the Soure DR Deletes the Registration Outbound Interface in the Corresponding Multicast Entry but Still Sends Register Messages to the RP

257

2.5.97 A Device in a Stack Restarts Unexpectedly When Receiving Oversized Packets

258

2.5.98 A Device Restarts Unexpectedly During a Patch Health Check

258

2.5.99 The Accounting Function Fails After a Master/Standby Switchover Is Performed

259

2.5.100 Packets Cannot Match a Traffic Policy

260

2.5.101 The Authorization ACL Does Not Take Effect for NAC Authentication Users

261

2.5.102 Entry Synchronization in an M-LAG Does Not End

262

2.5.103 An Error Is Reported When the NMS Delivers Domain Name Log Host Configuration Packets Through NETCONF

263

2.5.104 The traffic-filter Command Configuration Takes Effect Incorrectly

264

2.5.105 After a Device Restarts, the IPSG Function on an Eth-Trunk Interface Is Abnormal and Traffic Is Not Forwarded Based on the Configuration

265

2.5.106 The DAI and IPSG Functions Configured in a VLAN Are Abnormal After a Device Restarts

266

2.5.107 After Native-IP IFIT Measurement Is Configured on a Device, the Number of Measured Packets Passing Through the Device Is 0

266

2.5.108 After the Number of Secure MAC Addresses on an Interface Reaches the Upper Limit, the Packets with Nonexistent Source MAC Addresses Can Still Be Forwarded

267

2.5.109 The Stack Priority of a Device Cannot Be Changed Through YANG

268

2.5.110 After the Controller Delivers the Default called-station-id Configuration to a Device, the Full Inconsistency Discovery Result Shows that the Configurations on the Controller and Device Are Inconsistent

269

2.5.111 The Device Temporarily Does Not Respond When Information About Stack Interfaces Is Displayed in the display interface brief Command Output

270

2.5.112 Traffic Is Interrupted After a WRED Profile Is Configured for Queues

271

2.5.113 Execution of the display interface brief Command Takes a Long Time

272

2.5.114 The User Access Time in DST Format Displayed in the display access-user Command Output Is Incorrect

273

2.5.115 After an Authentication-Free Rule Is Configured, Incremental Inconsistency Discovery Fails on iMaster NCE-Campus

273

2.5.116 The Remove Operation for the applied-policy-mcu Node Fails, and Information Is Incorrectly Displayed When Local Attack Defense and Other Interface-related Incremental Configurations Are Queried Through NETCONF

275

2.5.117 Using an Advanced Large-Community Filter to Match the Large-Community Attributes in BGP Routes Fails

276

2.5.118 The DSCP Configuration in the Eth-Trunk View Fails to Be Delivered
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2.5.119 An Error Message Is Reported When YANG Packets Are Delivered to Disable LLDP and Delete the Leaf Node Configuration Under power-tlv or med-tlv
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2.5.120 The Statistics Queried Through the MIB on an Interface Decrease
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2.5.121 Some Display Commands Fail to Be Delivered or the Command Outputs Are Abnormal
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2.5.122 A Master/Standby Switchover Cannot Be Performed in a Stack
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2.5.123 A Device Restarts When OAM Services Are Configured
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2.5.124 When a Device in a Stack Receives a Large Number of Long Packets and a Master/Standby Switchover Is Performed, Batch Backup Cannot Be Completed
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2.5.125 An Auto-negotiated Multicast BFD Session Fails to Be Established

282

2.5.126 A Device Restarts Unexpectedly When VPN Routing Entries Change
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2.5.127 In an IPv4 Layer 3 Multicast Scenario, After Multicast Services Flap for a Long Time, a Traffic Policy Fails to Be Configured
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2.5.128 When a Large Number of Multicast VLANs Are Configured, One More Copy of Some Multicast Traffic Is Replicated After Service Flapping Occurs
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2.5.129 A Device Resets Unexpectedly After Delivering Configurations
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2.5.130 After an Authenticated User Goes Offline, the Corresponding MAC Address Entry Still Exists
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2.5.131 When iMaster NCE-Campus Delivers Configurations, the mac-move Command Configuration Is Lost or Redundant Configurations Are Generated in the MAC Access Profile or 802.1X Access Profile
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2.5.132 A Device Restarts Unexpectedly During LLDP Log Recording
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2.5.133 A User Cannot Log In to a Device Through Telnet
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2.5.134 The Configuration of a Remote Unit Is Lost
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2.5.135 A Device Fails to Be Managed by iMaster NCE-Campus
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2.5.136 In the Scenario Where a Layer 3 Multicast Source DR Is Separated from the RP, After a User Goes Online and Then Offline, Statistics Resources on the RP Are Leaked and a Traffic Policy May Fail to Be Applied
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2.5.137 The Inconsistency Discovery Function Is Unavailable When a Device Is Managed by iMaster NCE-Campus
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2.5.138 The Values of the FragsRecv and PktsReassFail Fields in the display forward information cpu-forward slot slotid cpuid unitid 'hsd diag show hostfrag' Command Output Are Different in an IPv6 Scenario
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2.5.139 The Memory Usage of a Device Increases Unexpectedly When a Command Is Executed
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2.5.140 A Device Functioning as a Telemetry Server Restarts Unexpectedly When the NMS Repeatedly Switches Users to Deliver the gNMI Get or gNMI Set Operation to the Device
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2.5.141 After the Number of Secure MAC Addresses on an Interface Reaches the Upper Limit, the Packets with All-0 Source or Destination MAC Addresses Can Still Be Forwarded
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2.5.142 Packet Loss Occurs on a Device Because the UDP Header Length Is Incorrect After Packets Transmitted Through a VXLAN Tunnel Are Fragmented
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2.5.143 The Scheduled Restart Function Does Not Take Effect After the Value of the HwSysReloadAction Object (OID: 1.3.6.1.4.1.2011.5.25.19.1.3.2) Is Set Through SNMP
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2.6.11 In a Layer 2 Multicast Instance Scenario, After a User Instance Is Deleted and Then Configured, the mld snooping enable Command Cannot Be Configured for the VLANs Whose IDs Are Greater Than That of the User Instance VLAN Bound to Other Multicast Instances

310

2.6.12 A Device Restarts Unexpectedly When It Is Running Properly

311

2.6.13 The MAC Address Learning Priority Configured for an Interface of a Device Does Not Take Effect

312

2.6.14 Services Become Abnormal When a Device Is Running Properly

312

2.6.15 IPv6 Traffic Is Interrupted After ND Entries of an M-LAG Member Interface Are Aged in an OSPFv3 over M-LAG Scenario

313

2.6.16 Traffic Cannot Be Forwarded After the Rate Mode of an Interface on a Device Is Changed and Then the Configuration Is Rolled Back

314

2.6.17 A Device Fails to Advertise ND MAC Routes in an EVPN VXLAN Scenario

315
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325

2.6.30 A Device Restarts Unexpectedly

325
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2.6.37 After the port mode GE Command Is Run on a 25GE Interface and a Copper Module Is Installed on the Interface, Services Are Interrupted
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2.6.38 A Device Restarts Repeatedly
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2.6.45 The CPU Usage of a Device Is High
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2.6.60 A Memory Leak Occurs on a Device
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1  Patch Overview

1.1  Basic Information

Table 1-1 provides basic information about S3700, S5700, and S6700 V600R023SPH1b1.

Table 1-1 Basic information about S3700, S5700, and S6700 V600R023SPH1b1

	SP Name
	V600R023SPH1b1

	Product Version
	This patch is applicable to the following product version:

S3700 V600R023C00SPC500

S3700 V600R023C10SPC500

S5700 V600R023C00SPC500

S5700 V600R023C10SPC500

S6700 V600R023C00SPC500

S6700 V600R023C10SPC500

	Digital Signature
	S3710-H_V600R023SPH1b1.PAT.asc

S5732-H_V600R023SPH1b1.PAT.asc

S5735_V600R023SPH1b1.PAT.asc

S5755_V600R023SPH1b1.PAT.asc

S6730-H_V600R023SPH1b1.PAT.asc

S6750-H_V600R023SPH1b1.PAT.asc

	Release Date
	2024-12-31

	Compatibility with Other Patches
	The patches of S3700, S5700, and S6700 series switches are released based on the R version and each version is compatible with earlier versions. If the system has no patch installed, you only need to install and run the latest patch.

If an informal patch is running on the system and the latest commercial patch cannot be installed directly, delete the currently running patch, install the latest commercial patch, and restart the switch. Otherwise, unexpected problems may occur, for example, resource leaks may occur or some issues may fail to be resolved.
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To prevent a software package from being maliciously tampered with during transmission or storage, download the corresponding digital signature file for integrity verification when downloading the software package.

After the software package is downloaded, verify its PGP digital signature according to the OpenPGP Signature Verification Guide. If the software package fails the verification, do not use the software package, and contact Huawei technical support engineers.

Before a software package is used in installation or upgrade, its digital signature also needs to be verified according to the OpenPGP Signature Verification Guide to ensure that the software package is not tampered with.

For enterprise customers, visit https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054.

1.2  Impact of the SP

Impact on the System During Installation

Impact on services:

None

Impact on network communication:

None

Impact on the System After Installation

None

1.3  Version Mapping

The patch does not involve any change in version mapping. For details, see the release notes of the product version provided in 1.1 Basic Information.

1.4  Virus Scanning Result

This software package has been scanned by antivirus software and no virus is found. For detailed scanning information, see "Virus Scan Report" of the corresponding device model.

1.5  Precautions

	Versions Involved
	Symptom
	Precaution

	V600R023C00SPC500
	The ACL Authorized to an Authenticated User in Pre-connection State Does Not Take Effect (DTS2024012414198)
	After activating the patch, restart the device for the patch to take effect.

	V600R023C00SPC500
	A Device Restarts Unexpectedly (DTS2024010507249)
	After activating the patch, restart the device for the patch to take effect.

	V600R023C00SPC500
	A Device Incorrectly Reports an Alarm (DTS2024032718241)
	After activating the patch, restart the device for the patch to take effect.

	V600R023C00SPC500
	Multicast Services Deployed on an Eth-Trunk Interface Are Interrupted (DTS2024040104202)
	When installing the patch, do not perform configurations related to the Eth-Trunk interface. Otherwise, services may become abnormal.

	V600R023C00SPC500
	A Device Restarts Unexpectedly or Restores to Its Factory Default Settings When It Is Running Properly (DTS2024031205524)
	After activating the patch, restart the device for the patch to take effect.

	V600R023C10SPC500
	Layer 2 Multicast Entries on a Device Cannot Be Aged Out (DTS2411010052883)
	After activating the patch, restart the device for the patch to take effect.

	V600R023C00SPC500 and V600R023C10SPC500
	A Device Cannot Work Properly When It Is Repeatedly Reset Using the PNP Button (DTS2024110548221 and DTS2024110548425)
	After activating the patch, restart the device for the patch to take effect.

	V600R023C00SPC500 and V600R023C10SPC500
	A Device Interface Cannot Receive Packets (DTS2024103137160 and DTS2024110607139)
	If the problem has occurred, install the patch, and then disable and enable the faulty device interface. If the fault persists after the interface is restarted, restart the device.

	V600R023C00SPC500
	The hwPowerInvalid Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.5.5) and the Outputs of the display device power Command and the hwPwrStatusTable MIB Object (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.18) Are Not Displayed on an S5735I-S8U4XN-V2 (DTS2024112211545)
	After installing the patch, run the startup saved-configuration mode cfg command in the diagnostic view and restart the device.


2  Resolved Issues

2.1  V600R023SPH1b1

2.1.1  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024120332915

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts unexpectedly, affecting services.

	Severity
	Minor

	Root Cause
	The device accesses released memory.

	Solution
	The device does not access released memory.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.1.2  The hwPowerInvalid Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.5.5) and the Outputs of the display device power Command and the hwPwrStatusTable MIB Object (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.18) Are Not Displayed on an S5735I-S8U4XN-V2

	Trouble Ticket Number
	DTS2024112211545

	Symptom
	The hwPowerInvalid alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.5.5) and the outputs of the display device power command and the hwPwrStatusTable MIB object (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.18) are not displayed on an S5735I-S8U4XN-V2.

	Condition
	This problem occurs on an S5735I-S8U4XN-V2.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	The S5735I-S8U4XN-V2 does not adapt to the hwPowerInvalid alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.5.5) or the outputs of the display device power command and the hwPwrStatusTable MIB object (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.18).

	Solution
	The S5735I-S8U4XN-V2 adapts to the hwPowerInvalid alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.5.5) and the outputs of the display device power command and the hwPwrStatusTable MIB object (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.18).

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735I-S-V2

	Fixed Models
	S5735I-S-V2

	Precaution
	After installing the patch, run the startup saved-configuration mode cfg command in the diagnostic view and restart the device.


2.1.3  A Device Interface Goes Up Slowly

	Trouble Ticket Number
	DTS2024121726108

	Symptom
	A device interface goes up slowly.

	Condition
	There is a high probability that this problem occurs when a device interface is connected to another device.

	Impact
	Service packet loss may occur.

	Severity
	Minor

	Root Cause
	The device needs to query the interface status for multiple times before reporting the up state of the device interface. As a result, the reporting takes a relatively long time.

	Solution
	The number of times that the device queries the interface status is reduced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	None


2.2  V600R023SPH1b0

2.2.1  Administrators Cannot Log In, Access Users Cannot Go Online, or Users Cannot Obtain IP Addresses

	Trouble Ticket Number
	DTS2024100502129 and DTS2024100502627

	Symptom
	Administrators cannot log in, access users cannot go online, or users cannot obtain IP addresses.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

1. DHCP snooping is enabled on a device.

2. The device has been running for a long time.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in DHCP snooping timer processing, resulting in a timer resource leak.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, the leaked timer resources can be restored only after an active/standby switchover is performed or the device is restarted.


2.2.2  A Device Restarts Unexpectedly When a User Goes Offline

	Trouble Ticket Number
	DTS2024100600384 and DTS2024100702302

	Symptom
	A device restarts unexpectedly when a user goes offline.

	Condition
	There is a low probability that this problem occurs when a user goes offline.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in the multi-thread operation process during user login and logout.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.2.3  Residual IS-IS Routes Exist

	Trouble Ticket Number
	DTS2024080302383

	Symptom
	Residual IS-IS routes exist.

	Condition
	This problem occurs when the following conditions are met:

· More than 29 IS-IS processes on a device are configured to import the same route.

· The interface that receives the route is shut down so that the route is no longer received.

	Impact
	The residual IS-IS routes cause routing loops.

	Severity
	Minor

	Root Cause
	An error occurs in the process of withdrawing the route that is imported into more than 29 IS-IS processes.

	Solution
	The device correctly withdraws the route in the preceding situation.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch, and delete and re-perform the route import configuration in the IS-IS processes that have the residual route.


2.2.4  No Sticky MAC Address File Is Generated When a Configuration File Is Delivered and Saved Through NETCONF

	Trouble Ticket Number
	DTS2024082944644

	Symptom
	When a configuration file is delivered and saved through NETCONF, no sticky MAC address file is generated.

	Condition
	This problem occurs when a configuration file is delivered and saved through NETCONF.

	Impact
	The sticky MAC address file is not updated.

	Severity
	Minor

	Root Cause
	When a configuration file is delivered and saved through NETCONF, the EUM module incorrectly sets the name of the sticky MAC address file to a null character. As a result, the sticky MAC address file is not generated again.

	Solution
	When a configuration file is delivered and saved through NETCONF, the EUM module correctly sets the name of the sticky MAC address file. As a result, the sticky MAC address file is generated again.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.5  Multi-GE Interface Information Is Not Contained in Interface Data Collected Using Telemetry

	Trouble Ticket Number
	DTS2024072722000 and DTS2024101838436

	Symptom
	Multi-GE interface information is not contained in interface data collected using telemetry.

	Condition
	This problem occurs when telemetry is used to collect interface data.

	Impact
	Multi-GE interface information cannot be collected through telemetry.

	Severity
	Suggestion

	Root Cause
	Multi-GE interface information is not obtained when telemetry is used to collect interface data.

	Solution
	Multi-GE interface information is obtained when telemetry is used to collect interface data.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.6  After the Standby Device Is Reset in a Stack, the MIB Object Value of the Interface on This Card Changes Abruptly

	Trouble Ticket Number
	DTS2024082239573

	Symptom
	In a stack, after the standby device is reset, the MIB object value of the interface on this card changes abruptly.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

3. Three or more devices set up a stack.

4. There is incoming and outgoing traffic on the interface of the standby device.

5. The standby device is reset.

6. The value of the MIB object related to traffic statistics in ifXTable of the interface is queried.

	Impact
	The MIB object value changes abruptly, affecting user experience.

	Severity
	Minor

	Root Cause
	After the standby device is reset, the master device does not clear the traffic statistics of the interface on the card. As a result, the entries of the master device still store the traffic statistics collected before the reset, causing an abrupt change in the MIB object value.

	Solution
	After the standby device is reset, the master device clears the traffic statistics of the interface on the card.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch and run the reset interface counters if-mib [ interface-type [ interface-number ] ] command in the user view.


2.2.7  The mac-address limit maximum max Command Is Incorrectly Delivered to Physical Interfaces with the Same TP on a Multi-Chip Device

	Trouble Ticket Number
	DTS2024081415443

	Symptom
	On a multi-chip device, the mac-address limit maximum max command is incorrectly delivered to physical interfaces with the same TP.

	Condition
	This problem occurs when the mac-address limit maximum max command is run on any of physical interfaces that have the same TP and are on different chips.

	Impact
	The device cannot learn MAC addresses.

	Severity
	Major

	Root Cause
	When delivering the mac-address limit maximum max command, the device does not differentiate physical interfaces that have the same TP and are on different chips.

	Solution
	When delivering the mac-address limit maximum max command, the device differentiates physical interfaces that have the same TP and are on different chips.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2 and S5735-S-V2

	Fixed Models
	S5735-L-V2 and S5735-S-V2

	Precaution
	If the problem has occurred, install the patch, run the mac-address limit maximum max command on the interface to which this command is incorrectly delivered, and then run the undo mac-address limit command.


2.2.8  When a UDP Jitter Test Instance Is Configured on a Device, the Calculated RTT Is Inaccurate

	Trouble Ticket Number
	DTS2024071006094

	Symptom
	After a UDP jitter test instance is configured on a device, the calculated RTT is inaccurate.

	Condition
	There is a low probability that this problem occurs when a UDP jitter test instance is configured on a device.

	Impact
	The detection result is inaccurate, affecting maintenance.

	Severity
	Minor

	Root Cause
	When the link RTT is less than 1 ms, the RTT calculation algorithm is defective. As a result, the calculated RTT is long.

	Solution
	The RTT calculation algorithm is optimized to ensure that the RTT can be correctly calculated when the actual link RTT is less than 1 ms.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.9  In the Scenario Where the auto-frr and apply-label per-nexthop Commands Are Configured in the VPNv4 Address Family View on a Device, the Device Does Not Update New Labels to Its BGP Peers After FRR Route Labels Change

	Trouble Ticket Number
	DTS2024080809672

	Symptom
	In the scenario where the auto-frr and apply-label per-nexthop commands are configured in the VPNv4 address family view on a device, after FRR route labels change, the device does not send new labels to its BGP peers.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· The auto-frr and apply-label per-nexthop commands are run in the VPNv4 address family view.

· FRR route labels change.

· A new BGP peer relationship is established.

	Impact
	Services carried over the L3VPN are interrupted.

	Severity
	Major

	Root Cause
	Changes in FRR route labels cause label re-application. During this period, a new BGP update peer-group is created, but the new labels are not sent to other BGP peers. As a result, the downstream device still uses the old labels.

	Solution
	Changes in FRR route labels cause label re-application. During this period, a new BGP update-group is created, and the new labels are sent to other BGP peers.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	7. If the problem has occurred, install the patch and delete the peer route-update-interval command configuration for BGP peers that fail to receive updated labels from the VPNv4 address family view. If the configuration does not exist, run the peer route-update-interval interval command in the VPNv4 address family view for BGP peers that fail to receive updated labels.

8. After the fault is rectified, roll back the configuration.


2.2.10  A Device Incorrectly Reports the HOST_KPI_ABNORMAL Alarm

	Trouble Ticket Number
	DTS2024081607585

	Symptom
	A device incorrectly reports the HOST_KPI_ABNORMAL alarm.

	Condition
	There is a low probability that this problem occurs when a device processes packets.

	Impact
	The device incorrectly reports the HOST_KPI_ABNORMAL alarm, affecting user experience.

	Severity
	Suggestion

	Root Cause
	The process of reporting the HOST_KPI_ABNORMAL alarm is incorrect. For some packets that do not affect services and are discarded, the HOST_KPI_ABNORMAL alarm should not be reported.

	Solution
	The process of reporting the HOST_KPI_ABNORMAL alarm is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.11  In a Layer 2 Multicast Scenario, Multicast Traffic Is Broadcast After a Device Is Restarted, a Master/Standby Switchover Is Performed in a Stack, or a VLAN Is Deleted and Reconfigured

	Trouble Ticket Number
	DTS2024071717699

	Symptom
	In a Layer 2 multicast scenario, multicast traffic is broadcast after a device is restarted, a master/standby switchover is performed in a stack, or a VLAN is deleted and reconfigured.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

9. Layer 2 multicast is configured on a device.

10. The device is restarted, a master/standby switchover is performed in a stack, or a VLAN is deleted and reconfigured.

	Impact
	Multicast traffic is broadcast, occupying bandwidth.

	Severity
	Major

	Root Cause
	When delivering the multicast forwarding entries, the system does not correctly process VLAN information. As a result, the forwarding entries fail to be delivered.

	Solution
	The system correctly processes VLAN information when delivering multicast forwarding entries.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	After the patch is installed, wait for a round of entry consistency check. To immediately restore the configuration, delete and reconfigure igmp snooping enable in the VLAN view in the IPv4 multicast scenario or delete and reconfigure mld snooping enable in the VLAN view in the IPv6 multicast scenario, and wait for 2 minutes.


2.2.12  Traffic Cannot Be Forwarded After a Device Is Enabled to Receive and Forward Directed Broadcast Packets from a Directly Connected Network Segment

	Trouble Ticket Number
	DTS2024090428637

	Symptom
	After a device is enabled to receive and forward directed broadcast packets from the directly connected network segment, traffic cannot be forwarded.

	Condition
	This problem occurs when the following conditions are met:

11. A VLAN is created and configured as a super VLAN.

12. A device is enabled to receive and forward directed broadcast packets from the directly connected network segment.

13. The device receives directed broadcast packets from the directly connected network segment.

	Impact
	The forwarding of directed broadcast packets from the directly connected network segment is affected.

	Severity
	Minor

	Root Cause
	When the device forwards directed broadcast packets, the VLAN ID of the packets is incorrectly encapsulated. As a result, traffic cannot be forwarded.

	Solution
	When the device forwards directed broadcast packets, the VLAN ID of the packets is correctly encapsulated.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S5732-H-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.13  After the Inactive Configurations of a Card Not Installed on a Device Are Cleared in a Stack, MAC Address Learning Disabling Does Not Take Effect on Some Interfaces of the Device

	Trouble Ticket Number
	DTS2024081415440

	Symptom
	After the inactive configurations of a card not installed on a device are cleared in a stack, MAC address learning disabling does not take effect on some interfaces of the device.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

14. Devices set up a stack.

15. MAC address learning disabling is configured in the interface view.

16. A device is powered off and the inactive configurations of the card not installed on the device are cleared.

	Impact
	MAC address learning disabling does not take effect.

	Severity
	Major

	Root Cause
	After a device is powered off and the inactive configurations of the card not installed on the device are cleared, the card on another device receives an interface deletion message from the device that is powered off. When processing the interface deletion message, the other device does not check whether the interface involved belongs to itself. As a result, the other device incorrectly restores MAC address learning on its interface.

	Solution
	When processing interface deletion messages, the device checks whether the interfaces involved belong to itself. If not, the device does not process the messages.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch, delete and reconfigure the mac-address learning disable command in the interface view, and then run the reset mac-address interface-name command in the user view.


2.2.14  Some Services Become Invalid After a Device Is Restarted with Configurations

	Trouble Ticket Number
	DTS2024090436680

	Symptom
	After a device is restarted with configurations, some services become invalid.

	Condition
	There is a low probability that this problem occurs when a device is restarted with configurations.

	Impact
	Some services become invalid.

	Severity
	Minor

	Root Cause
	When the device is restarted with configurations, a time sequence error occurs in the ACL configuration restoration process. As a result, some services become invalid.

	Solution
	The time sequence error in the ACL configuration restoration process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure the ACLs bound to the services.


2.2.15  A Device Restarts Unexpectedly When an Interface Flaps Repeatedly in a VPLS Scenario

	Trouble Ticket Number
	DTS2024091003675

	Symptom
	In a VPLS scenario, an interface flaps repeatedly, causing the device to restart unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

17. VPLS is configured on a device.

18. The physical interface bound to the VLANIF interface flaps repeatedly.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	When the interface flaps repeatedly, the device applies for resources repeatedly without releasing them in a timely manner.

	Solution
	When the interface flaps repeatedly, the device releases the obtained resources in a timely manner.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.16  After IPSG Is Enabled on an Eth-Trunk Interface, It Takes Effect Only on Some Eth-Trunk Member Interfaces

	Trouble Ticket Number
	DTS2024092715366

	Symptom
	After IPSG is enabled on an Eth-Trunk interface, IPSG takes effect only on some member interfaces of the Eth-Trunk interface.

	Condition
	There is a low probability that this problem occurs when either of the following conditions is met:

· Eth-Trunk member interfaces are located in different slots, and the numbers of chips in the slots are different.

· IPSG is enabled on the Eth-Trunk interface.

	Impact
	After IPSG is enabled on an Eth-Trunk interface, IPSG takes effect only on some member interfaces of the Eth-Trunk interface.

	Severity
	Minor

	Root Cause
	When IPSG is enabled, interfaces on other cards are not filtered out.

	Solution
	When IPSG is enabled, interfaces on other cards are filtered out.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure IPSG on the problematic interfaces.


2.2.17  A Gateway Address Cannot Be Pinged in a Distributed VXLAN Gateway Scenario

	Trouble Ticket Number
	DTS2024092516583

	Symptom
	In a distributed VXLAN gateway scenario, the gateway address cannot be pinged.

	Condition
	This problem occurs when the following conditions are met:

19. A distributed VXLAN gateway is configured.

20. A VPN instance is specified for a static route, and routes of the VPN and public network instances are imported to each other.

21. The RECORD_ROUTE option is invoked when the gateway address is pinged.

	Impact
	The ping operation fails.

	Severity
	Minor

	Root Cause
	In a distributed VXLAN gateway scenario, when the gateway address is pinged and the RECORD_ROUTE option is invoked, an error occurs in processing routing packets.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S5732-H-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.18  Inconsistency Discovery Fails After Storm Control Is Configured on the Controller

	Trouble Ticket Number
	DTS2024091205511 and DTS2024090607313

	Symptom
	After storm control is configured on the controller, inconsistency discovery fails.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· The total number of device ports is greater than 50.

· Storm control is configured on ports, and the difference between port numbers is greater than 50.

	Impact
	After storm control is configured on the controller, inconsistency discovery fails.

	Severity
	Minor

	Root Cause
	The data returned by the device is not sorted in the correct sequence.

	Solution
	The data returned by the device is sorted in the correct sequence.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.19  After an Alarm Is Triggered and Then Cleared Quickly on a Device, the Alarm Remains on the NMS

	Trouble Ticket Number
	DTS2024091220012

	Symptom
	After an alarm is triggered on a device, the alarm is cleared immediately. However, the alarm remains on the NMS.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

22. A trap host is configured on a device.

23. An alarm without the alarm suppression time is triggered, and then cleared immediately.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	When the device sends an alarm and the corresponding clear alarm to the NMS, the NMS processes the packet of the clear alarm and then processes the packet of the generated alarm because the fields in the alarms are incorrect.

	Solution
	The device correctly fills in all fields in the alarms when sending the alarm and clear alarm to the NMS.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch and manually clear the residual alarms on the NMS.


2.2.20  A Device Cannot Correctly Calculate the VBST Topology

	Trouble Ticket Number
	DTS2024082944650

	Symptom
	A device cannot correctly calculate the VBST topology.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

24. The spanning tree protocol is set to VBST.

25. An Eth-Trunk interface is created, and a physical interface is added to it.

	Impact
	The VBST topology is incorrectly calculated. As a result, service traffic cannot be forwarded.

	Severity
	Major

	Root Cause
	After VBST is enabled, the device enables VBST for each interface in sequence. When a VBST-disabled physical interface is added to the Eth-Trunk interface, the physical interface inherits the enabling configuration of the Eth-Trunk but the VBST protocol configuration is not inherited. In this case, the STP enabling configuration is incorrectly delivered, and VBST packets cannot be received. As a result, the VBST topology is incorrectly calculated.

	Solution
	When a physical interface is added to an Eth-Trunk interface, the physical interface inherits the enabling configuration and the VBST protocol configuration of the Eth-Trunk interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch, remove the member interface from the Eth-Trunk interface, and then add it to the Eth-Trunk interface again.


2.2.21  A Device Interface Goes Up Incorrectly After It Is Configured to Work in Non-Auto-Negotiation Mode

	Trouble Ticket Number
	DTS2024091212346

	Symptom
	After a device interface is configured to work in non-auto-negotiation mode, the interface goes up unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device interface is configured to work in non-auto-negotiation mode.

	Impact
	User experience is affected.

	Severity
	Suggestion

	Root Cause
	When a device interface is configured to work in non-auto-negotiation mode, an incorrect configuration value is delivered.

	Solution
	When a device interface is configured to work in non-auto-negotiation mode, a correct configuration value is delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch and run the undo negotiation disable and negotiation disable commands in the interface view.


2.2.22  A Port License on a Device Does Not Take Effect After the Device Restarts

	Trouble Ticket Number
	DTS2024100910954

	Symptom
	After a device restarts, its port license does not take effect.

	Condition
	There is a low probability that this problem occurs when a port license is configured on a device and the device is restarted.

	Impact
	The port license does not take effect.

	Severity
	Minor

	Root Cause
	When the device is restarted, an error occurs in port quantity verification and the port license is not activated.

	Solution
	When a device is restarted, the port quantity is correctly verified and the port license is activated.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	If the problem has occurred, install the patch and reactivate the port license in the license view.


2.2.23  An Error Message Is Displayed When a Trunk Interface Is Added to a VLAN

	Trouble Ticket Number
	DTS2024091217190

	Symptom
	An error message is displayed when a trunk interface is added to a VLAN.

	Condition
	This problem occurs when the following conditions are met:

26. The l2 binding vlan command is configured in the BD view, the port vlan-mapping vlan command is configured in the interface view, and the VLAN ID associated with the BD is less than the VLAN ID specified in the port vlan-mapping command.

27. The port trunk allow-pass vlan command containing the VLANs specified in the l2 binding vlan and port vlan-mapping commands is configured on any trunk interface.

	Impact
	Configurations fail to be delivered.

	Severity
	Minor

	Root Cause
	When a trunk interface is added to a VLAN, the system traverses all VLANs to check whether they are associated with a BD. If so, the system incorrectly considers that all of other VLANs are also associated with the BD. In this case, the system considers that the VLANs specified in port vlan-mapping are also associated with the BD. As a result, the command delivery verification fails and an error is reported.

	Solution
	The system correctly determines whether all VLANs are associated with BDs when adding trunk interfaces to a VLAN.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.24  Users Go Online and Offline Repeatedly When Authorization Fails

	Trouble Ticket Number
	DTS2024101132571 and DTS2024101132821

	Symptom
	Users go online and offline repeatedly when authorization fails.

	Condition
	This problem occurs when the following conditions are met:

28. Local VLAN authorization fails for users to be authenticated.

29. The policy of keeping users online upon authorization failures is enabled.

	Impact
	The authorization failure policy does not take effect.

	Severity
	Major

	Root Cause
	An error occurs in the policy application process when local authorization fails.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.25  An Interface Cannot Learn MAC Addresses After Configurations Are Delivered Through iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024101403953 and DTS2024101403948

	Symptom
	After configurations are delivered through iMaster NCE-Campus, MAC addresses cannot be learned on interfaces.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

30. An authentication profile is bound to a physical interface.

31. The authentication profile is removed from the physical interface.

32. The physical interface is added to the Eth-Trunk.

	Impact
	Service functions are affected.

	Severity
	Major

	Root Cause
	An error occurs in the process of disabling the authentication profile on the interface.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch, and then reconfigure and delete the authentication profile on the physical interface.


2.2.26  No Debugging Information Is Available for a Device When the Device Reports Interface Traffic Statistics KPIs

	Trouble Ticket Number
	DTS2024100821451

	Symptom
	When a device reports interface traffic statistics KPIs, no debugging information is available.

	Condition
	This problem occurs when debugging is enabled.

	Impact
	Locating of problems related to traffic statistics KPIs is affected.

	Severity
	Suggestion

	Root Cause
	Debugging information is not recorded in the process of reporting traffic statistics KPIs.

	Solution
	Debugging information for key information is recorded in the process of reporting traffic statistics KPIs.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.27  When Both QinQ and Layer 2 Protocol Tunneling Are Configured on an Interface, the Number of VLAN Tags in Transparently Transmitted Protocol Packets Is Incorrect

	Trouble Ticket Number
	DTS2024101806914

	Symptom
	When both QinQ and Layer 2 protocol tunneling are configured on an interface, the number of VLAN tags in transparently transmitted protocol packets is incorrect.

	Condition
	This problem occurs when the following conditions are met:

33. Both QinQ and Layer 2 protocol tunneling are configured on an interface.

34. The corresponding protocol traffic is received.

	Impact
	The number of VLAN tags in transparently transmitted protocol packets is incorrect, affecting traffic forwarding.

	Severity
	Major

	Root Cause
	The implementation of Layer 2 protocol tunneling does not adapt to the scenario where QinQ is configured.

	Solution
	The implementation of Layer 2 protocol tunneling adapts to the scenario where QinQ is configured.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.28  A Device Restarts Due to Frequent Interface Flapping

	Trouble Ticket Number
	DTS2024101008264

	Symptom
	An interface frequently flaps, causing the device to restart.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

35. A traffic classifier, a traffic behavior, and a traffic policy are configured on a device and applied to an interface.

36. The interface frequently flaps.

	Impact
	The device restarts.

	Severity
	Minor

	Root Cause
	When the interface frequently flaps, the device repeatedly adds and deletes traffic policy-related entries, but uses incorrect entry indexes. As a result, the device becomes abnormal.

	Solution
	In the scenario where the interface frequently flaps, the device uses correct entry indexes when repeatedly adding and deleting traffic policy-related entries.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	None


2.2.29  The hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) Is Incorrectly Reported After a Device Restarts

	Trouble Ticket Number
	DTS2024101208583

	Symptom
	The hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) is incorrectly reported after a device restarts.

	Condition
	There is a high probability that this problem occurs when a device shuts down an interface and restarts.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	When the device shuts down an interface and restarts, the interface status is incorrectly initialized during the startup. As a result, the device incorrectly detects a chip fault.

	Solution
	The interface status is correctly initialized during startup.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	If the problem has occurred, install the patch, and then enable and disable the interface.


2.2.30  The Backspace Key Does Not Take Effect When a User Logs In to a Device Through a Console Port

	Trouble Ticket Number
	DTS2024101018591

	Symptom
	The backspace key does not take effect when a user logs in to a device through a console port.

	Condition
	There is a low probability that this problem occurs when a user logs in to a device through a console port.

	Impact
	The command input is affected.

	Severity
	Minor

	Root Cause
	The device does not correctly process the backspace character.

	Solution
	The device correctly processes the backspace character.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.31  A Device Restarts During the Aging of Fake ARP Entries

	Trouble Ticket Number
	DTS2024101207775

	Symptom
	A device restarts during the aging of fake ARP entries.

	Condition
	There is a low probability that this problem occurs when a fake ARP entry exists on a device and the aging process of the fake entry is triggered.

	Impact
	The card restarts.

	Severity
	Major

	Root Cause
	The device accesses released memory resources when the fake ARP entries are aged.

	Solution
	The device no longer accesses released memory resources when the fake ARP entries are aged.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.32  The Statistics Collected Using the MIB Object ifOutDiscards (OID: 1.3.6.1.2.1.2.2.1.19) Are Incorrect

	Trouble Ticket Number
	DTS2024071815326

	Symptom
	The statistics collected using the MIB object ifOutDiscards (OID: 1.3.6.1.2.1.2.2.1.19) are incorrect.

	Condition
	This problem occurs when there are Discard statistics in the outbound direction of a physical interface.

	Impact
	Statistics about the MIB object ifOutDiscards cannot be queried through the NMS.

	Severity
	Minor

	Root Cause
	The system incorrectly uses the number of packet bytes when calculating the statistics about the MIB object ifOutDiscards in the outbound direction of the physical interface.

	Solution
	The system uses the number of packets when calculating the statistics about the MIB object ifOutDiscards in the outbound direction of a physical interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.33  A Device Restarts When the display middleware litedb Command Is Run in the Diagnostic View to Query Subscription Relationships

	Trouble Ticket Number
	DTS2024101418683 and DTS2024101503446

	Symptom
	When the display middleware litedb command is run in the diagnostic view to query subscription relationships, the device restarts.

	Condition
	There is a low probability that this problem occurs when the display middleware litedb command is run in the diagnostic view to query subscription relationships.

	Impact
	The device restarts.

	Severity
	Major

	Root Cause
	When the display middleware litedb command is run to query subscription relationships, an incorrect memory address is accessed.

	Solution
	When the display middleware litedb command is run to query subscription relationships, a correct memory address is accessed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.34  When a User Attempts to Log In to a Device Through NCE in SSH Mode, the NCE IP Address Is Locked After the User Enters Incorrect Device Login Passwords for Two Consecutive Times

	Trouble Ticket Number
	DTS2024092416078 and DTS2024092416877

	Symptom
	When a user attempts to log in to a device through NCE in SSH mode, the NCE IP address is locked after the user enters incorrect device login passwords for two consecutive times.

	Condition
	This problem occurs when NCE connects to a device in SSH mode and incorrect device login passwords are entered for two consecutive times.

	Impact
	The NCE IP address is locked, resulting in a device login failure.

	Severity
	Minor

	Root Cause
	When NCE uses incorrect passwords to connect to the device in SSH mode, the device does not correctly count the number of times the NCE IP address fails to be authenticated. As a result, the NCE IP address is locked in advance.

	Solution
	The device correctly counts the number of times the NCE IP address fails to be authenticated when NCE uses incorrect passwords to connect to a device in SSH mode.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch. Then, run the activate ssh server ip-block ip-address ip-address command in the user view or wait for 5 minutes after which the NCE IP address is automatically unlocked.


2.2.35  The Effective Status of ARP Snooping Configured in a VLAN Is Inconsistent with the Configuration

	Trouble Ticket Number
	DTS2024101409922 and DTS2024101402511

	Symptom
	After ARP snooping is configured in a VLAN, its effective status is inconsistent with the configuration.

	Condition
	There is a high probability that this problem occurs when any of the following conditions is met:

· ARP snooping is configured in the VLAN associated with an interface on a device, and the device is restarted.

· An interface is associated with multiple VLANs, and the ARP snooping configuration is deleted from some of the VLANs.

	Impact
	The effective status of ARP snooping is inconsistent with the configuration.

	Severity
	Minor

	Root Cause
	37. The ARP snooping configuration is incorrectly delivered during device startup.

38. When the ARP snooping configuration is deleted from a VLAN, configurations of other VLANs are incorrectly deleted.

	Solution
	39. The ARP snooping configuration is correctly delivered during device startup.

40. When the ARP snooping configuration is deleted from a VLAN, configurations of other VLANs are not deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, reconfigure ARP snooping whose effective status is inconsistent with the configuration.


2.2.36  An Error Message Is Displayed When the undo snmp-agent local-engineid Command Is Run in the System View

	Trouble Ticket Number
	DTS2024101519246 and DTS2024101519432

	Symptom
	An error message is displayed when the undo snmp-agent local-engineid command is run in the system view.

	Condition
	This problem occurs when the following conditions are met:

41. An ACL with a unique name is created.

42. An SNMPv3 user and user group are created, and the ACL created in condition 1 is bound to the SNMPv3 user and user group. The ACL is not bound to SNMP globally or other SNMP users.

43. The undo snmp-agent local-engineid command is run in the system view to restore the engine ID of the local SNMP entity to the default value, or the snmp-agent local-engineid engineid command is run to change the engine ID of the local SNMP entity.

	Impact
	Configurations fail to be delivered.

	Severity
	Minor

	Root Cause
	When the engine ID is changed or the default value is restored using a command, the SNMPv3 user is deleted. In this case, the device does not correctly modify the ACL usage data.

	Solution
	The device modifies the ACL usage data correctly when the SNMPv3 user is deleted after the engine ID is changed or the default value is restored using a command.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.37  Traffic Cannot Be Forwarded for a Device After the Device Receives CAPWAP Packets in an ECMP Scenario

	Trouble Ticket Number
	DTS2024102125045

	Symptom
	In an ECMP scenario, traffic cannot be forwarded for a device after the device receives CAPWAP packets.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

44. ECMP is configured for a device.

45. The device receives CAPWAP packets.

	Impact
	Traffic fails to be forwarded.

	Severity
	Minor

	Root Cause
	In the ECMP scenario, after a device receives CAPWAP packets, the device obtains an incorrect packet length during route selection. As a result, traffic fails to be forwarded.

	Solution
	In the ECMP scenario, after receiving CAPWAP packets, the device correctly obtains the packet length during route selection.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2 and S6730-H-V2

	Fixed Models
	S5732-H-V2 and S6730-H-V2

	Precaution
	None


2.2.38  Terminals Cannot Obtain IP Addresses Because an Incorrect Gateway Is Selected in a Relay Scenario

	Trouble Ticket Number
	DTS2024101118723

	Symptom
	In a relay scenario, an incorrect gateway is selected. As a result, terminals cannot obtain IP addresses.

	Condition
	This problem occurs when the following conditions are met:

46. The primary and secondary IP addresses are configured for the relay.

47. The primary IP address is modified or the device is restarted.

	Impact
	The relay agent selects an incorrect gateway to forward packets to the server.

	Severity
	Major

	Root Cause
	An error occurs in the process of obtaining a DHCP gateway.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.39  VRRP Traffic Forwarding Is Abnormal

	Trouble Ticket Number
	DTS2024101021166 and DTS2024080709996

	Symptom
	VRRP traffic forwarding is abnormal.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

48. VRRP is configured.

49. VRRP priority switching is triggered.

	Impact
	After the VRRP priority is switched, packet loss occurs for a short period of time.

	Severity
	Major

	Root Cause
	After the VRRP priority is switched, the entry data cached in the VRRP group is not updated. As a result, the master/backup VRRP status is incorrect for a short period of time, causing a traffic forwarding error.

	Solution
	VRRP does not cache entry data and uses real-time data to update the VRRP status.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.40  A Device Cannot Establish a Connection with the Controller

	Trouble Ticket Number
	DTS2024102608866

	Symptom
	A device cannot establish a connection with the controller.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

50. A callhome template and a NETCONF connection instance are created on a device, and a source interface is specified on the device for establishing a connection with the controller. No IP address is assigned to the source interface.

51. The device establishes a connection with the controller.

	Impact
	The device cannot be managed through the controller.

	Severity
	Minor

	Root Cause
	A time sequence error occurs when the device obtains the IP address and VPN information of the source interface. As a result, the callhome template does not take effect and no connection is established.

	Solution
	The time sequence error has been fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch, and then delete and re-create the NETCONF connection instance.


2.2.41  The Eth-Trunk Interface Traffic Data Collected Through Telemetry Is Inaccurate

	Trouble Ticket Number
	DTS2024101425216

	Symptom
	The Eth-Trunk interface traffic data collected through telemetry is inaccurate.

	Condition
	This problem occurs when the following conditions are met:

52. Telemetry is configured to query the common-statistics node.

53. An Eth-Trunk interface is configured, and member interfaces are added to the Eth-Trunk interface. The member interfaces are up.

54. The Eth-Trunk interface traffic data is collected through telemetry.

	Impact
	The Eth-Trunk interface traffic data collected through telemetry is inaccurate.

	Severity
	Minor

	Root Cause
	When the Eth-Trunk interface traffic data is collected through telemetry, an incorrect interface is used for calculation. As a result, the data is inaccurate.

	Solution
	When the Eth-Trunk interface traffic data is collected through telemetry, a correct interface is used for calculation.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.42  An Error Is Reported When the YANG Controller Delivers the Negotiation Configuration to Interfaces on a Device

	Trouble Ticket Number
	DTS2409240007846

	Symptom
	An error is reported when the YANG controller delivers the negotiation configuration to interfaces on a device.

	Condition
	There is a low probability that this problem occurs when the YANG controller delivers the negotiation configuration to interfaces on a device.

	Impact
	An error occurs when the YANG controller delivers the negotiation configuration to interfaces.

	Severity
	Minor

	Root Cause
	After the YANG controller delivers configuration packets to the device, a data processing error occurs during configuration delivery on the device.

	Solution
	After the YANG controller delivers configuration packets to the device, the device processes the data correctly during configuration delivery on itself.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.43  After Multiple Eth-Trunk Interfaces Are Created and Deleted, Some Eth-Trunk Member Interfaces Cannot Broadcast VLAN Packets When Eth-Trunk Interfaces with the Same IDs as Those of the Deleted Ones Are Created

	Trouble Ticket Number
	DTS2024082944655

	Symptom
	After multiple Eth-Trunk interfaces are created and deleted, Eth-Trunk interfaces with the same IDs as those of the deleted ones are created. In this case, some Eth-Trunk member interfaces cannot broadcast VLAN packets.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

55. Multiple Eth-Trunk interfaces are created and then deleted.

56. Multiple Eth-Trunk interfaces are created in a different order. (For example, Eth-Trunk interfaces 1, 2, and 3 are created and then deleted. Then, Eth-Trunk interfaces 3, 1, and 2 are created in sequence.)

57. At least one member interface is added to each Eth-Trunk interface, and all Eth-Trunk interfaces are added to the same VLAN.

58. Broadcast traffic of the VLAN enters the device.

	Impact
	Some Eth-Trunk member interfaces cannot broadcast VLAN packets.

	Severity
	Major

	Root Cause
	The Eth-Trunk interfaces that have been deleted are created in a different order. When the Eth-Trunk interfaces are added to a VLAN, the cached Eth-Trunk ID that is not updated in a timely manner is obtained. As a result, the Eth-Trunk member interfaces are added to the VLAN broadcast table delivered based on an incorrect Eth-Trunk ID.

	Solution
	The Eth-Trunk configuration entry is queried to obtain the correct Eth-Trunk ID. In this way, Eth-Trunk member interfaces are added to the VLAN broadcast table delivered based on the correct Eth-Trunk ID.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5732-H-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S5732-H-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch, delete all Eth-Trunk interfaces, and re-create them.


2.2.44  A Device Restarts Unexpectedly When It Is Running Properly

	Trouble Ticket Number
	DTS2024101718278

	Symptom
	A device restarts unexpectedly when it is running properly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts.

	Severity
	Minor

	Root Cause
	When a device detects a high-level hardware fault, the device restarts.

	Solution
	The severity of hardware faults is set properly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.2.45  A Device Resets Due to an Infinite Loop

	Trouble Ticket Number
	DTS2024102805467

	Symptom
	A device resets due to an infinite loop.

	Condition
	There is a low probability that this problem occurs when no patch is installed on a device.

	Impact
	The device resets.

	Severity
	Suggestion

	Root Cause
	When a device exception occurs, the device fails to correctly process the exception. As a result, an infinite loop occurs, causing the device to reset.

	Solution
	When a device exception occurs, the device correctly processes the exception.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.46  In an M-LAG Scenario, LACP Flaps on Eth-Trunk Member Interfaces After a Master/Standby Switchover in a Stack

	Trouble Ticket Number
	DTS2024103125577

	Symptom
	In an M-LAG scenario, LACP flaps on Eth-Trunk member interfaces after a master/standby switchover in a stack.

	Condition
	This problem occurs when the following conditions are met:

59. An M-LAG is set up, and M-LAG interfaces are configured to work in LACP mode.

60. When the M-LAG status is backup, a master/standby switchover is performed in the stack.

	Impact
	LACP flaps after a master/standby switchover is performed in a stack.

	Severity
	Major

	Root Cause
	After a master/standby switchover is performed in a stack, LACP does not back up Eth-Trunk data. As a result, the LACP system IDs of the master and standby devices are inconsistent, causing LACP flapping.

	Solution
	After a master/standby switchover is performed in a stack, LACP backs up Eth-Trunk data. In this case, the LACP system IDs of the master and standby devices are consistent, preventing LACP flapping.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5732-H-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S5732-H-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.47  The hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) Is Incorrectly Reported After a Device Restarts

	Trouble Ticket Number
	DTS2024102115883

	Symptom
	The hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) is incorrectly reported after a device restarts.

	Condition
	This problem occurs when an S5735-L16P2UM2X-QA-V2 device starts.

	Impact
	O&M is affected.

	Severity
	Suggestion

	Root Cause
	After the device is restarted, a chip exception is incorrectly detected. As a result, an alarm is incorrectly reported.

	Solution
	After a device restarts, its chip status is correctly detected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2

	Fixed Models
	S5735-L-V2

	Precaution
	If the problem has occurred, install the patch and wait for half an hour for the device to automatically clear the alarm.


2.2.48  A Memory Leak Occurs When a Device Receives Abnormal IS-IS Packets

	Trouble Ticket Number
	DTS2024092105110 and DTS2024092105269

	Symptom
	After the IS-IS process is configured on a device, the memory usage increases unexpectedly.

	Condition
	There is a low probability that this problem occurs when the IS-IS process receives an abnormal IS-IS Extended IS reachability TLV, IS-IS Multitopology IS Reachability TLV, or SRv6 locator TLV.

	Impact
	A memory leak occurs on the device.

	Severity
	Suggestion

	Root Cause
	After receiving the abnormal IS-IS Extended IS reachability TLV, IS-IS Multitopology IS Reachability TLV, or SRv6 locator TLV, the IS-IS process does not release related memory, causing the memory leak.

	Solution
	After receiving the abnormal IS-IS Extended IS reachability TLV, IS-IS Multitopology IS Reachability TLV, or SRv6 locator TLV, the IS-IS process releases related memory.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5732-H-V2, S5735-S-V2, S5735I-H-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-S-V2, S5735I-H-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S5732-H-V2, S5735-S-V2, S5735I-H-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-S-V2, S5735I-H-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch and perform an active/standby switchover or restart the device.


2.2.49  The Master and Standby Devices in a Stack Fail to Communicate with Each Other

	Trouble Ticket Number
	DTS2024101210300

	Symptom
	The master and standby devices in a stack fail to communicate with each other.

	Condition
	There is a low probability that this problem occurs when the master device in a stack sends oversized packets to the standby device.

	Impact
	The device is unavailable.

	Severity
	Minor

	Root Cause
	When the master device in the stack sends oversized packets to the standby device, the available MBUF is lower than the software threshold. As a result, insufficient memory is applied for during inter-device communication, causing a communication failure.

	Solution
	When the available MBUF is lower than the software threshold, sufficient memory is applied for during inter-device communication.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.50  An AP Cannot Obtain an IP Address After a PNP VLAN Is Configured

	Trouble Ticket Number
	DTS2024102438139 and DTS2024102462826

	Symptom
	After a PnP VLAN is configured, an AP cannot obtain an IP address.

	Condition
	This problem occurs when a PnP VLAN is configured on a switch.

	Impact
	The AP cannot obtain an IP address.

	Severity
	Minor

	Root Cause
	An error occurs in PnP VLAN processing.

	Solution
	The error in PnP VLAN processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch. The problem is fixed 3 minutes after the installation.


2.2.51  A Device Restarts Unexpectedly When It Is Running Properly

	Trouble Ticket Number
	DTS2024102207335

	Symptom
	A device restarts unexpectedly when it is running properly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts.

	Severity
	Minor

	Root Cause
	When a device detects a high-level hardware fault, the device restarts.

	Solution
	The severity of hardware faults is set properly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.2.52  The RADIUS Server Status Is Abnormal When a Device Is Managed by iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024101833524 and DTS2024101926828

	Symptom
	When a device is managed by iMaster NCE-Campus, the RADIUS server status is abnormal.

	Condition
	This problem occurs when the following conditions are met:

61. A device is managed by iMaster NCE-Campus.

62. Automatic detection is enabled on the device.

	Impact
	The RADIUS server status is abnormal, affecting the RADIUS authentication service.

	Severity
	Major

	Root Cause
	The detection packet does not carry the called-station-id attribute.

	Solution
	The called-station-id attribute is added to the detection packet.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.53  Some Services Are Abnormal When a Device Receives a BSR Packet Greater Than 8192 Bytes

	Trouble Ticket Number
	DTS2024101405860

	Symptom
	When a device receives a BSR packet greater than 8192 bytes, some services are abnormal.

	Condition
	There is a high probability that this problem occurs when a device receives a BSR packet greater than 8192 bytes.

	Impact
	Some services are abnormal, and the device may restart.

	Severity
	Major

	Root Cause
	When processing the BSR packet greater than 8192 bytes, the device does not verify the packet length. As a result, a memory operation exception occurs.

	Solution
	The device correctly checks the packet length when processing the BSR packet greater than 8192 bytes. If the packet length exceeds the applied memory length, the device discards the packet.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.54  A Running Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024102613095 and DTS2024103007017

	Symptom
	A running device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device is running.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in the NAC memory access process.

	Solution
	The error in the NAC memory access process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.55  When an SEP Segment Is Repeatedly Deleted and Configured on an Interface, Uninitialized Memory Resources Are Accessed

	Trouble Ticket Number
	DTS2024102908943

	Symptom
	When an SEP segment is repeatedly deleted and configured on an interface, uninitialized memory resources are accessed.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

63. A SEP segment is configured on an interface.

64. The SEP segment is deleted from the interface.

65. The operations in conditions 1 and 2 are performed repeatedly.

	Impact
	The device may restart unexpectedly.

	Severity
	Minor

	Root Cause
	Multiple threads access the SEP segment's interface configurations. When the interface configurations change, a thread may access the memory resources released by another thread. As a result, uninitialized memory resources are accessed.

	Solution
	One thread is used to process the SEP segment's interface configurations.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5732-H-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S5732-H-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch, and then delete and reconfigure the SEP segment's interface configurations.


2.2.56  Layer 2 Multicast Entries on a Device Cannot Be Aged Out

	Trouble Ticket Number
	DTS2411010052883

	Symptom
	Layer 2 multicast entries on a device cannot be aged out.

	Condition
	There is a low probability that this problem occurs when Layer 2 multicast services are running on a device.

	Impact
	Layer 2 multicast traffic is not forwarded as expected.

	Severity
	Minor

	Root Cause
	The device incorrectly determines whether to age out Layer 2 multicast service entries.

	Solution
	The device correctly determines whether to age out Layer 2 multicast service entries.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6750-H

	Fixed Models
	S6750-H

	Precaution
	After the patch is installed, restart the device for the patch to take effect.


2.2.57  The authentication timer re-authen authen-fail 0 Configuration Is Lost

	Trouble Ticket Number
	DTS2024110702377

	Symptom
	After a device is restarted, its authentication timer re-authen authen-fail 0 configuration is lost.

	Condition
	This problem occurs when the authentication timer re-authen authen-fail 0 command is configured and the device is restarted.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the configuration restoration process when the device restarts.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch, run the authentication timer re-authen authen-fail command with a non-zero interval, and then run the authentication timer re-authen authen-fail 0 command.


2.2.58  The Statistics Queried Through the MIB on an Interface Decrease

	Trouble Ticket Number
	DTS2024092315789

	Symptom
	The statistics queried through the MIB on an interface decrease.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

66. The igmp enable command is configured on an interface and the interface receives multicast packets.

67. The undo igmp enable command is configured on the interface.

68. Non-unicast packet statistics on the interface are queried through the MIB at an interval of at least 3s.

	Impact
	The statistics decrease, affecting user experience.

	Severity
	Minor

	Root Cause
	When the MIB is used to query non-unicast packet statistics on an interface, the average value of traffic statistics is incorrect.

	Solution
	When the MIB is used to query non-unicast packet statistics on an interface, the correct average value is obtained.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.59  An Eth-Trunk Interface on a Device Is Configured with Member Interfaces and Selective QinQ. After the Device Is Restarted with Configurations, Layer 2 Traffic on the Member Interfaces Is Not Forwarded as Expected

	Trouble Ticket Number
	DTS2024102806007

	Symptom
	An Eth-Trunk interface on a device is configured with member interfaces and selective QinQ. After the device is restarted with configurations, Layer 2 traffic on the member interfaces is not forwarded as expected.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

69. An Eth-Trunk interface is created on a device. Member interfaces are added to the Eth-Trunk interface, and selective QinQ is configured on the Eth-Trunk interface.

70. The configurations are saved, and the device is restarted with configurations.

71. Layer 2 traffic of the corresponding VLAN enters the device.

	Impact
	Layer 2 traffic on Eth-Trunk member interfaces is not forwarded as expected.

	Severity
	Major

	Root Cause
	When the device is restarted with configurations, the Eth-Trunk ID in the cache table is not correctly initialized. As a result, Eth-Trunk member interfaces are added to the forwarding table with an incorrect Eth-Trunk ID.

	Solution
	When the device is restarted with configurations, the Eth-Trunk ID in the cache table is correctly initialized to an invalid value, and Eth-Trunk member interfaces are added to the forwarding table with the correct Eth-Trunk ID.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch, remove the member interfaces from the Eth-Trunk interface, and then add them to the Eth-Trunk interface again.


2.2.60  The Message Displayed in the RU Upgrade Result Is Incorrect

	Trouble Ticket Number
	DTS2024110716108 and DTS2024111131923

	Symptom
	The message displayed in the RU upgrade result is incorrect.

	Condition
	There is a high probability that this problem occurs when the PoE of an RU is of a later version.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	An error occurs during the PoE upgrade of the RU.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.61  The Interface Location Displayed on the Device Panel on the NMS Is Incorrect

	Trouble Ticket Number
	DTS2024090223659

	Symptom
	The interface location displayed on the device panel on the NMS is incorrect.

	Condition
	There is a high probability that this problem occurs when the interface location is queried on the device panel on the NMS.

	Impact
	The information queried on the NMS is incorrect.

	Severity
	Minor

	Root Cause
	The sequence of power modules and fan modules for entity modeling is incorrect.

	Solution
	The sequence of power modules and fan modules for entity modeling is corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735I-S-V2

	Fixed Models
	S5735I-S-V2

	Precaution
	None


2.2.62  A Device Cannot Work Properly When It Is Repeatedly Reset Using the PNP Button

	Trouble Ticket Number
	DTS2024110548221 and DTS2024110548425

	Symptom
	The device cannot work properly, and a PNP reset is reported.

	Condition
	There is a high probability that this problem occurs when the PNP circuit is aged and corroded.

	Impact
	The device cannot work properly, and a PNP reset is reported.

	Severity
	Minor

	Root Cause
	The circuit design is defective.

	Solution
	The CPLD logic is upgraded.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5732-H-V2 and S6730-H-V2

V600R023C10SPC500:

S5732-H-V2 and S6730-H-V2

	Fixed Models
	V600R023C00SPC500:

S5732-H-V2 and S6730-H-V2

V600R023C10SPC500:

S5732-H-V2 and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.2.63  A Device Functioning as an HTTP Client Fails to Transfer Files

	Trouble Ticket Number
	DTS2024072611188

	Symptom
	A device functioning as an HTTP client fails to transfer files.

	Condition
	There is a low probability that this problem occurs when a device uses HTTP to transfer files for the first time after it is restarted.

	Impact
	A device functioning as an HTTP client fails to transfer files.

	Severity
	Minor

	Root Cause
	The HTTP function is disabled by default and is automatically enabled when files are transferred for the first time. When the device performance is poor, it takes a long time to enable the HTTP function. As a result, the HTTP function is still unavailable during file transfer, causing a file transfer failure.

	Solution
	The time for waiting for the HTTP function to be enabled before file transfer is prolonged.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.64  The Analyzer Does Not Display sFlow Traffic Information

	Trouble Ticket Number
	DTS2024110609500

	Symptom
	The analyzer does not display sFlow traffic information.

	Condition
	This problem occurs when sFlow is used for sampling.

	Impact
	The analyzer does not display sFlow traffic information.

	Severity
	Minor

	Root Cause
	The header information in sFlow sampling packets sent by the device is incorrect.

	Solution
	The header information in sFlow sampling packets sent by the device is corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	None


2.2.65  A Device Interface Cannot Receive Packets

	Trouble Ticket Number
	DTS2024103137160 and DTS2024110607139

	Symptom
	A device interface cannot receive packets.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device interface cannot receive packets.

	Severity
	Minor

	Root Cause
	The signal receiving quality is poor on the device interface. As a result, the received packets cannot be identified.

	Solution
	The signal receiving quality on the device interface is improved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2

V600R023C10SPC500:

S6730-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2

V600R023C10SPC500:

S6730-H-V2

	Precaution
	If the problem has occurred, install the patch, and then disable and enable the faulty device interface. If the fault persists after the interface is restarted, restart the device.


2.2.66  The MACsec Function Does Not Take Effect on an Optical Interface of an S5735-L14P2S-QA-V2

	Trouble Ticket Number
	DTS2024110223357

	Symptom
	The MACsec function does not take effect on an optical interface of an S5735-L14P2S-QA-V2.

	Condition
	There is a high probability that this problem occurs when the MACsec function is enabled on an optical interface of an S5735-L14P2S-QA-V2.

	Impact
	The MACsec function is unavailable on the optical interface.

	Severity
	Minor

	Root Cause
	Optical interfaces on the S5735-L14P2S-QA-V2 do not support the MACsec function.

	Solution
	The MACsec function is available for optical interfaces on the S5735-L14P2S-QA-V2.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2

	Fixed Models
	S5735-L-V2

	Precaution
	None


2.2.67  The Interface Management Page of the Web System Cannot Be Loaded

	Trouble Ticket Number
	DTS2024092638313

	Symptom
	The interface management page of the web system cannot be loaded.

	Condition
	· There is a possibility that this problem occurs when the interface management page of a stack is accessed on the web system.

· This problem occurs when the interface management page is accessed on the web system of the S5735-L48LP4XE-A-V2 model.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the process of accessing the management interface page on the web system.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	If the problem has occurred, install the patch, clear the browser cache, and log in to the web system again.


2.2.68  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024101840938

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts unexpectedly, affecting services.

	Severity
	Minor

	Root Cause
	The device accesses released memory.

	Solution
	The device does not access released memory.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.69  A Device Restarts Unexpectedly or a Memory Leak Occurs

	Trouble Ticket Number
	DTS2024100912672 and DTS2024100911797

	Symptom
	A device restarts unexpectedly or a memory leak occurs.

	Condition
	There is a low probability that this problem occurs when the authentication service is used.

	Impact
	The device restarts unexpectedly or a memory leak occurs.

	Severity
	Major

	Root Cause
	An error occurs in memory processing for authentication services.

	Solution
	The error in memory processing for authentication services is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.70  Traffic Data Collected by Telemetry from VLANIF Interfaces, Layer 2 Sub-interfaces, and Layer 3 Sub-interfaces Is Inaccurate

	Trouble Ticket Number
	DTS2024102238364

	Symptom
	Traffic data collected by telemetry from VLANIF interfaces, Layer 2 sub-interfaces, and Layer 3 sub-interfaces is inaccurate.

	Condition
	This problem occurs when the following conditions are met:

72. Telemetry is configured to query the common-statistics node.

73. A VLANIF interface, Layer 2 sub-interface, or Layer 3 sub-interface is configured, and traffic statistics collection is enabled on it.

74. Interface traffic data is collected using telemetry.

	Impact
	Traffic data collected by telemetry from VLANIF interfaces, Layer 2 sub-interfaces, and Layer 3 sub-interfaces is inaccurate.

	Severity
	Minor

	Root Cause
	After traffic data is collected by telemetry from VLANIF interfaces, Layer 2 sub-interfaces, and Layer 3 sub-interfaces, the data is processed incorrectly. As a result, the data is inaccurate.

	Solution
	After traffic data is collected by telemetry from VLANIF interfaces, Layer 2 sub-interfaces, and Layer 3 sub-interfaces, the data is processed correctly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.71  A Stack Fails to Be Set Up

	Trouble Ticket Number
	DTS2024110707685 and DTS2024110707691

	Symptom
	A stack fails to be set up.

	Condition
	There is a low probability that this problem occurs when devices attempt to set up a stack.

	Impact
	A stack fails to be set up.

	Severity
	Minor

	Root Cause
	When a stack is set up, the socket link between the standby device and the master device is disconnected, and the software package fails to be synchronized.

	Solution
	When a stack is set up, the socket link between the standby device and the master device is connected, and the software package is synchronized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.72  Traffic Loops Cannot Be Removed on the Detection Interface After DAD in Direct Mode Is Configured

	Trouble Ticket Number
	DTS2024110812228 and DTS2024111413390

	Symptom
	After DAD in direct mode is configured, traffic loops cannot be removed on the detection interface.

	Condition
	There is a low probability that this problem occurs when DAD in direct mode is configured.

	Impact
	A traffic loop occurs on the detection interface.

	Severity
	Major

	Root Cause
	An error occurs in the process of configuring DAD in direct mode.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	After the patch is deleted and the DAD in direct mode is canceled, the detection interface is still blocked.


2.2.73  The S7X08000 (02312URW-002) Card Is Unavailable

	Trouble Ticket Number
	DTS2024111106701

	Symptom
	The S7X08000 (02312URW-002) card is unavailable.

	Condition
	This problem occurs when the S7X08000 (02312URW-002) card is installed on a device.

	Impact
	The S7X08000 (02312URW-002) card is unavailable.

	Severity
	Minor

	Root Cause
	An error occurs in the verification of the electronic label of the S7X08000 (02312URW-002) card.

	Solution
	The electronic label of the S7X08000 (02312URW-002) card is verified correctly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	If the problem has occurred, install the patch, power on the card again, and run the clear device alarm hardware index indexID { send-trap | no-trap} command in the user view to manually clear the card incompatibility alarm.


2.2.74  The Error Message "The service scheme is still in use" Is Displayed When iMaster NCE-Campus Delivers Configurations to a Device

	Trouble Ticket Number
	DTS2024111109288

	Symptom
	When iMaster NCE-Campus delivers configurations to a device, the error message "The service scheme is still in use" is displayed.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· An authentication event is configured in the authentication profile, a service scheme is authorized in the event, and an ACL is bound to the service scheme.

· iMaster NCE-Campus delivers configurations to a device to modify authentication configurations.

	Impact
	Configurations fail to be delivered to the device through iMaster NCE-Campus.

	Severity
	Major

	Root Cause
	The packet sent by iMaster NCE-Campus to the device contains the ACL deletion operation, and the logic for the device to delete the ACL is incorrect.

	Solution
	The logic error in the ACL deletion process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.75  A Device Restarts Unexpectedly When Receiving a Service Query Request

	Trouble Ticket Number
	DTS2024111132599

	Symptom
	A device restarts unexpectedly when receiving a service query request.

	Condition
	There is a low probability that this problem occurs when a device receives a service query request.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	The CFG component accesses an incorrect memory address when parsing the service query result.

	Solution
	The CFG component accesses the correct memory address when parsing the service query result.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.76  An Interface Does Not Go Up After Being Connected to an Optical Fiber

	Trouble Ticket Number
	DTS2024111107500

	Symptom
	An interface does not go up after being connected to an optical fiber.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The interface is unavailable.

	Severity
	Minor

	Root Cause
	The signal receiving quality on the interface is poor. As a result, the interface cannot go up after receiving the optical signal.

	Solution
	The signal receiving quality on the device interface is improved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	If the problem has occurred, install the patch, and then disable and enable the faulty interface.


2.2.77  The Master and Standby Devices in a Stack Fail to Communicate with Each Other

	Trouble Ticket Number
	DTS2024101203798

	Symptom
	The master and standby devices in a stack fail to communicate with each other.

	Condition
	There is a low probability that this problem occurs when the master device in a stack sends oversized packets to the standby device.

	Impact
	The device is unavailable.

	Severity
	Minor

	Root Cause
	When the master device in the stack sends oversized packets to the standby device, the available MBUF is lower than the software threshold. As a result, insufficient memory is applied for during inter-device communication, causing a communication failure.

	Solution
	When the available MBUF is lower than the software threshold, sufficient memory is applied for during inter-device communication.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.78  A Device Restarts Unexpectedly After a Master/Standby Switchover Is Performed in a Stack

	Trouble Ticket Number
	DTS2024102971308

	Symptom
	A master/standby switchover is performed in a stack, causing the device to restart unexpectedly.

	Condition
	There is a low probability that this problem occurs when a master/standby switchover is performed in a stack.

	Impact
	The device restarts unexpectedly, affecting services.

	Severity
	Major

	Root Cause
	During a master/standby switchover for a device, the released memory of channel control information is accessed. However, the standby device is not ready, and the master device is abnormal. As a result, the device restarts unexpectedly.

	Solution
	The device does not access the released memory of channel control information during a master/standby switchover.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.79  A Port Cannot Go Up After Being Split

	Trouble Ticket Number
	DTS2024101107370

	Symptom
	A port cannot go up after being split.

	Condition
	There is a high probability that this problem occurs when a 100GE port is split.

	Impact
	Device ports are unavailable after being split.

	Severity
	Minor

	Root Cause
	Some device models do not support the port split function.

	Solution
	All device models support the port split function.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2

	Fixed Models
	S6730-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.2.80  A Device Resets Unexpectedly When a Hardware Fault Occurs on the Device

	Trouble Ticket Number
	DTS2024111113073 and DTS2024111113095

	Symptom
	A device resets unexpectedly when a hardware fault occurs on the device.

	Condition
	There is a low probability that this problem occurs when a hardware fault occurs on a device.

	Impact
	Services are interrupted for a short period of time.

	Severity
	Minor

	Root Cause
	The device resets after detecting a hardware fault.

	Solution
	The device does not reset after detecting a hardware fault.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

V600R023C10SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

V600R023C10SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	None


2.2.81  The NMS Cannot Obtain Information About Some Interfaces Through the MIB

	Trouble Ticket Number
	DTS2024102837180

	Symptom
	The NMS cannot obtain information about some interfaces through the MIB.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

75. A device in a stack is started.

76. The ifTable or ifXTable is queried through the MIB.

	Impact
	User maintenance is affected.

	Severity
	Major

	Root Cause
	During the device startup in a stack, a verification error occurs in processing interface recovery information, causing the recovery information to be discarded. As a result, the device incorrectly considers that the interface is always offline and in turn the interface information cannot be obtained.

	Solution
	The device in the stack correctly processes verification information when processing interface recovery information during device startup.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	If the problem has occurred, install the patch and perform a master/standby switchover in the stack.


2.2.82  It Takes a Long Period of Time to Run the startup patch pkgname all Command

	Trouble Ticket Number
	DTS2024110701434

	Symptom
	It takes a long period of time to run the startup patch pkgname all command.

	Condition
	There is a high probability that this problem occurs when the startup patch pkgname all command is run in the user view to specify a patch file for device startup.

	Impact
	It takes a long period of time to run the startup patch pkgname all command, affecting user experience.

	Severity
	Minor

	Root Cause
	When the information of the current version is obtained, the communication channel is occupied. As a result, message sending times out, and it takes a long period of time to run this command.

	Solution
	The information of the current version is obtained by reading the file. This prevents message sending timeout due to occupied communication channels.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.83  A Loop Occurs on a Stack Interface After NetStream Is Configured in a Stack

	Trouble Ticket Number
	DTS2024111228465

	Symptom
	After NetStream is configured in a stack, a loop occurs on a stack interface.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

77. A stack is set up through ring topology.

78. NetStream is configured.

79. The device receives broadcast traffic.

	Impact
	A loop occurs on a stack interface.

	Severity
	Minor

	Root Cause
	NetStream is configured on a device in a stack. When receiving broadcast traffic, the device copies one more piece of the traffic that is being forwarded. However, correct card information is not carried. As a result, the traffic is forwarded to the stack interface, forming a loop.

	Solution
	NetStream is configured on a device in a stack. When receiving broadcast traffic, the device correctly copies traffic that is being forwarded.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2 and S6730-H-V2

	Fixed Models
	S5732-H-V2 and S6730-H-V2

	Precaution
	None


2.2.84  Terminals Cannot Obtain IP Addresses After MAC Address Authentication Is Configured on a VLANIF Interface

	Trouble Ticket Number
	DTS2024111440112 and DTS2024111440021

	Symptom
	After MAC address authentication is configured on a VLANIF interface, terminals cannot obtain IP addresses.

	Condition
	This problem occurs when the following conditions are met:

· MAC address authentication is configured on a VLANIF interface.

· Terminals go online through the VLANIF interface.

	Impact
	Terminals cannot obtain IP addresses.

	Severity
	Major

	Root Cause
	An error occurs when the DHCP server allocates IP addresses for MAC address authentication on the VLANIF interface.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.85  The DHCP Configuration Is Lost When Configurations Are Delivered Through iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024102114792 and DTS2024103002103

	Symptom
	When configurations are delivered through iMaster NCE-Campus, the DHCP configuration is lost.

	Condition
	There is a low probability that this problem occurs when iMaster NCE-Campus delivers multiple configurations.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs in the DHCP configuration delivery process.

	Solution
	The error in the DHCP configuration delivery process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

V600R023C10SPC500:

S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, S6730-H-V2, and S6750-H

	Precaution
	None


2.2.86  A Device Restarts Unexpectedly When the Authentication Service Is Used

	Trouble Ticket Number
	DTS2024111309154

	Symptom
	A device restarts unexpectedly when the authentication service is used.

	Condition
	There is a low probability that this problem occurs when the authentication service is used.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in the multi-thread operation process during user login and logout.

	Solution
	The error in the multi-thread operation process during user login and logout is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Fixed Models
	S3710-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, S5735I-S-V2, S5755-H, and S6730-H-V2

	Precaution
	None


2.2.87  No Data Is Received After Static Telemetry Subscription Is Delivered Through the NMS

	Trouble Ticket Number
	DTS2024110815497, DTS2024110815302

	Symptom
	No data is received after static telemetry subscription is delivered through multiple NMSs.

	Condition
	This problem occurs when the following conditions are met:

· Multiple destination addresses are configured for static telemetry subscription.

· One of the destination addresses is abnormal and does not receive data.

	Impact
	No data is sent for static telemetry subscription.

	Severity
	Minor

	Root Cause
	An NMS does not receive data due to exceptions, and the data queue sent from the device to the NMS is fully occupied. As a result, service data cannot be written into the data queue sent from the device to other NMSs, and the NMSs cannot receive data.

	Solution
	When the data queue sent from the device to an NMS is fully occupied, data is normally written into the data queue sent from the device to other NMSs.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

V600R023C10SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	V600R023C00SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

V600R023C10SPC500:

S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	None


2.2.88  SEP Preemption Fails After a Master/Standby Switchover in a Stack Is Performed

	Trouble Ticket Number
	DTS2024112114676

	Symptom
	After a master/standby switchover in a stack is performed, SEP preemption fails.

	Condition
	There is a low probability that this problem occurs when a master/standby switchover in a stack is performed.

	Impact
	The SEP blocked interface cannot preempt the change.

	Severity
	Major

	Root Cause
	After a master/standby switchover in a stack is performed, the master device does not correctly synchronize SEP data to other devices. As a result, the SEP blocked interface fails to be preempted.

	Solution
	After a master/standby switchover in a stack is performed, the master device correctly synchronizes data to other devices.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Fixed Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-H-V2, S5735I-L-V2, and S5735I-S-V2

	Precaution
	None


2.2.89  Multicast Packets Are Discarded When an ACL Is Bound to an Interface

	Trouble Ticket Number
	DTS2024111913247 and DTS2024111913265

	Symptom
	When an ACL is bound to an interface, multicast packets are discarded.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

80. An ACL is created and bound to an interface. A traffic behavior is created and the DSCP priority of IP packets is re-marked.

81. The interface receives multicast packets.

	Impact
	Multicast packets are discarded.

	Severity
	Minor

	Root Cause
	After a traffic behavior is created and the DSCP priority of IP packets is re-marked, the interface modifies the DSCP priority of received multicast packets. However, the checksum of the packets is incorrectly calculated.

	Solution
	When modifying the DSCP priority for received multicast packets, the interface correctly calculates the checksum of the packets.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5755-H

V600R023C10SPC500:

S5755-H

	Fixed Models
	V600R023C00SPC500:

S5755-H

V600R023C10SPC500:

S5755-H

	Precaution
	None


2.3  V600R023SPH181

2.3.1  The mac-address limit maximum max Command Is Incorrectly Delivered to Physical Interfaces with the Same TP on a Multi-Chip Device

	Trouble Ticket Number
	DTS2024090305634

	Symptom
	On a multi-chip device, the mac-address limit maximum max command is incorrectly delivered to physical interfaces with the same TP.

	Condition
	This problem occurs when the mac-address limit maximum max command is run on any of physical interfaces that have the same TP and are on different chips.

	Impact
	The device cannot learn MAC addresses.

	Severity
	Major

	Root Cause
	When delivering the mac-address limit maximum max command, the device does not differentiate physical interfaces that have the same TP and are on different chips.

	Solution
	When delivering the mac-address limit maximum max command, the device differentiates physical interfaces that have the same TP and are on different chips.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2 and S5735-S-V2

	Fixed Models
	S5735-L-V2 and S5735-S-V2

	Precaution
	If the problem has occurred, install the patch, run the mac-address limit maximum max command on the interface to which this command is incorrectly delivered, and then run the undo mac-address limit command.


2.3.2  When Both QinQ and Layer 2 Protocol Tunneling Are Configured on an Interface, the Number of VLAN Tags in Transparently Transmitted Protocol Packets Is Incorrect

	Trouble Ticket Number
	DTS2024090305427

	Symptom
	When both QinQ and Layer 2 protocol tunneling are configured on an interface, the number of VLAN tags in transparently transmitted protocol packets is incorrect.

	Condition
	This problem occurs when the following conditions are met:

82. Both QinQ and Layer 2 protocol tunneling are configured on an interface.

83. The corresponding protocol traffic is received.

	Impact
	The number of VLAN tags in transparently transmitted protocol packets is incorrect, affecting traffic forwarding.

	Severity
	Major

	Root Cause
	The implementation of Layer 2 protocol tunneling does not adapt to the scenario where QinQ is configured.

	Solution
	The implementation of Layer 2 protocol tunneling adapts to the scenario where QinQ is configured.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	None


2.3.3  Packets Cannot Be Broadcast in a Layer 2 Broadcast Domain After a Device Restarts

	Trouble Ticket Number
	DTS2024090305422

	Symptom
	Packets cannot be broadcast in a Layer 2 broadcast domain after a device restarts.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

84. VLANs are created and interface-based VLAN assignment is configured on a device.

85. The device is restarted.

	Impact
	Packets cannot be broadcast, and service traffic is interrupted.

	Severity
	Major

	Root Cause
	When a device restarts, interface data and interface-based VLAN assignment configuration data are delivered simultaneously for multiple services. There is a low probability that data cannot be queried. As a result, the configuration data cannot be delivered, and packets cannot be broadcast.

	Solution
	After the interface data is delivered during a device restart, the device instructs the VLAN service to redeliver interface-based VLAN assignment configuration data in the VLAN service thread.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	If the problem has occurred, install the patch, and then delete and reconfigure interface-based VLAN assignment.


2.3.4  No Revocation Code Can Be Generated After the license revoke Command Is Executed on a Device

	Trouble Ticket Number
	DTS2024090305934 and DTS2024090420243

	Symptom
	After the license revoke command is executed on a device, no revocation code can be generated.

	Condition
	This problem occurs when the license revoke command is executed in the user view.

	Impact
	Users cannot quickly apply for new licenses.

	Severity
	Minor

	Root Cause
	When the license revoke command is executed, the license deletion process is incorrectly triggered and no revocation code is generated.

	Solution
	When the license revoke command is executed, a revocation code is generated correctly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, reactivate the license, and run the license revoke command.


2.3.5  When Multiple SEP Rings and Control VLANs Are Configured on a Device, the Mapping Between Control VLANs and MSTIs Is Incorrectly Deleted After the Device Restarts

	Trouble Ticket Number
	DTS2024090305445

	Symptom
	When multiple SEP rings and control VLANs are configured on a device, the mapping between control VLANs and MSTIs is incorrectly deleted after the device restarts.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

86. A device is created with multiple SEP rings and configured with different control VLANs.

87. The device is restarted.

	Impact
	The mapping between control VLANs and MSTIs is incorrect. As a result, SEP is unavailable.

	Severity
	Major

	Root Cause
	After the device that is configured with multiple SEP rings and control VLANs restarts, the control VLANs are restored in sequence. However, the control VLAN configured for the previous SEP ring is incorrectly deleted as the historical control VLAN of the current SEP ring.

	Solution
	The control VLAN configured for the previous SEP ring is not deleted as the historical control VLAN of the current SEP ring.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	If the problem has occurred, install the patch, delete the control VLAN, and reconfigure the control VLAN.


2.3.6  A Device Cannot Correctly Calculate the VBST Topology

	Trouble Ticket Number
	DTS2024090311882

	Symptom
	A device cannot correctly calculate the VBST topology.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

88. The spanning tree protocol is set to VBST.

89. An Eth-Trunk interface is created, and a physical interface is added to it.

	Impact
	The VBST topology is incorrectly calculated. As a result, service traffic cannot be forwarded.

	Severity
	Major

	Root Cause
	After VBST is enabled, the device enables VBST for each interface in sequence. When a VBST-disabled physical interface is added to the Eth-Trunk interface, the physical interface inherits the enabling configuration of the Eth-Trunk but the VBST protocol configuration is not inherited. In this case, the STP enabling configuration is incorrectly delivered, and VBST packets cannot be received. As a result, the VBST topology is incorrectly calculated.

	Solution
	When a physical interface is added to an Eth-Trunk interface, the physical interface inherits the enabling configuration and the VBST protocol configuration of the Eth-Trunk interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	If the problem has occurred, install the patch, remove the member interface from the Eth-Trunk interface, and then add it to the Eth-Trunk interface again.


2.3.7  Port Security Configured on a Device Does Not Take Effect After the Device Is Restarted

	Trouble Ticket Number
	DTS2024090317086

	Symptom
	Port security configured on a device does not take effect after the device is restarted.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

90. The port-security enable [ maximum max-number ] command is run in the interface view to enable port security.

91. The device is restarted.

	Impact
	Port security does not take effect, and secure MAC addresses cannot be learned.

	Severity
	Major

	Root Cause
	After the device restarts and the protocol-side configuration data is delivered, the data synchronization channel between the active MPU and another card is not ready. In this case, the port security configuration data fails to be synchronized. After this channel is ready, a configuration data synchronization request is proactively sent. However, the port security feature cannot respond to the request. As a result, the port security configuration data of the active MPU fails to be synchronized to the other card.

	Solution
	After the device is restarted and the protocol-side configuration data is delivered, the device checks whether the data synchronization channel between the active MPU and another card is ready. If this channel is ready, a configuration data synchronization request is proactively sent so that the port security configuration data on the active MPU can be successfully synchronized to the other card.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure port security on the interface.


2.3.8  New Users Cannot Go Online Through an Interface Because Secure MAC Address Entries on the Interface Cannot Be Aged Out

	Trouble Ticket Number
	DTS2024090315355

	Symptom
	Secure MAC address entries on an interface cannot be aged out. As a result, new users cannot go online through this interface.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

92. Port security is enabled on an interface, and the aging time of dynamic secure MAC address entries is configured.

93. Users go online through the interface.

	Impact
	Secure MAC address entries on the interface cannot be aged out. As a result, new users cannot go online through this interface.

	Severity
	Major

	Root Cause
	The process of aging out secure MAC address entries on an interface and the process of learning them belong to different threads. The correct time sequence cannot be ensured. As a result, the secure MAC address entries on the interface cannot be aged out.

	Solution
	The process of periodically reporting secure MAC address entries on an interface has been added to ensure that the status of secure MAC address entries on the interface is correct.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	None


2.3.9  After a Master/Standby Switchover Is Performed in a Stack, the Component Status of the Master Device Is Incorrect

	Trouble Ticket Number
	DTS2024090310799

	Symptom
	After a master/standby switchover is performed in a stack, the component status of the master device is incorrect.

	Condition
	There is a low probability that this problem occurs when a master/standby switchover is performed in a stack.

	Impact
	The component functions are unavailable.

	Severity
	Major

	Root Cause
	During the master/standby switchover in a stack, the component status is rolled back due to a time sequence error. As a result, the component status is incorrect after the master/standby switchover.

	Solution
	The system correctly processes component status messages during a master/standby switchover in a stack.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, and S5735I-L-V2

	Precaution
	If the problem has occurred, install the patch and restart the master device in the stack.


2.3.10  A Stack Member Restarts Unexpectedly When the Stack Topology Changes

	Trouble Ticket Number
	DTS2024083101761

	Symptom
	A stack member restarts unexpectedly when the stack topology changes.

	Condition
	There is a low probability that this problem occurs when the stack topology changes.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	An error occurs in the stack topology change process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	94. The patch can only prevent this problem. However, if the problem has occurred, restart the device.

95. There is a low probability that this problem occurs when the stack topology is changed but the patch does not take effect during device restart.


2.3.11  LBDT on an Interface of a Device Alternates Between the Block State and the Normal State

	Trouble Ticket Number
	DTS2024090432713

	Symptom
	LBDT on an interface of a device alternates between the Block state and the Normal state.

	Condition
	This problem occurs when the following conditions are met:

96. The local device and the peer device form a loop topology.

97. The link type of the interface that directly connects the local device to the peer device is specified as access, and the default VLANs of the interfaces on the two devices are inconsistent.

98. LBDT is enabled on the interface of the local device, and is in the Block state.

	Impact
	LBDT on the interface of the device alternates between the Block state and the Normal state.

	Severity
	Major

	Root Cause
	When LBDT is in the Normal state, untagged LBDT packets are sent, and then correctly received by the interface of the peer device. If a loop occurs, LBDT changes to the Block state. In the Block state, LBDT sends tagged LBDT packets. However, the default VLANs of the interfaces on the local and peer devices are inconsistent. As a result, the interface of the peer device discards the packets. LBDT then mistakenly determines that no loop exists and thus restores to the Normal state. In this way, LBDT alternates between the Block state and the Normal state.

	Solution
	When LBDT is in the Block state, an untagged LBDT packet is also sent.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.3.12  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024090424094

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device has been running for a long time.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	The troubleshooting process needs to be optimized for the device.

	Solution
	The troubleshooting process is optimized for the device.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4  V600R023SPH180

2.4.1  A Device Incorrectly Sends Received DHCP Packets to the CPU

	Trouble Ticket Number
	DTS2024061328350 and DTS2024061417078

	Symptom
	A device incorrectly sends received DHCP packets to the CPU.

	Condition
	There is a low probability that this problem occurs when DHCP is enabled.

	Impact
	Unexpected DHCP packets are incorrectly sent to the CPU.

	Severity
	Suggestion

	Root Cause
	The EthType field is not specified for matching the DHCP protocol rule. As a result, error packets are incorrectly matched.

	Solution
	The EthType field is specified for matching the DHCP protocol rule.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete the DHCP configuration, and then configure DHCP again.


2.4.2  After a User Logs In to a Device Through HWTACACS Authentication and Runs a Command, the User Interface Does Not Respond

	Trouble Ticket Number
	DTS2024052816478

	Symptom
	After a user logs in to a device through HWTACACS authentication and runs a command, the user interface does not respond.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

99. The timeout period is configured on the HWTACACS server.

100. A user logs in to a device through HWTACACS authentication.

101. The user runs a command.

	Impact
	The user cannot use the device properly.

	Severity
	Minor

	Root Cause
	When a user logs in to a device through HWTACACS authentication, the device does not correctly process command authentication and keepalive messages.

	Solution
	When a user logs in to a device through HWTACACS authentication, the device correctly processes command authentication and keepalive messages.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.3  A VLAN Fails to Be Deleted

	Trouble Ticket Number
	DTS2024052713495

	Symptom
	A VLAN fails to be deleted.

	Condition
	This problem occurs when the following conditions are met:

102. The ip-subnet-vlan command is configured in a VLAN.

103. The VLAN in condition 1 is deleted.

	Impact
	The VLAN fails to be deleted.

	Severity
	Minor

	Root Cause
	When a VLAN is deleted, the system checks whether the ip-subnet-vlan command is configured in the VLAN. If so, the VLAN cannot be deleted.

	Solution
	When a VLAN is deleted, the system does not check whether the ip-subnet-vlan command is configured in the VLAN.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.4  After Native-IP IFIT Measurement Is Configured on a Device, the Number of Measured Packets Passing Through the Device Is 0

	Trouble Ticket Number
	DTS2024052511682

	Symptom
	After native-IP IFIT measurement is configured on a device, the number of measured packets passing through the device is 0.

	Condition
	There is a low probability that this problem occurs when native-IP IFIT measurement is configured on a device and traffic passes through the device.

	Impact
	Traffic statistics measured through native-IP IFIT are incorrect, affecting user experience.

	Severity
	Major

	Root Cause
	When traffic statistics are measured through native-IP IFIT, the color bit for native-IP flow learning is not correctly updated. As a result, the number of measured packets is 0.

	Solution
	When traffic statistics are measured through native-IP IFIT, the color bit for native-IP flow learning is correctly updated.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.5  The Address of a NetStream Host Fails to Be Deleted Through YANG

	Trouble Ticket Number
	DTS2024061211074

	Symptom
	The address of a NetStream host fails to be deleted through YANG.

	Condition
	This problem occurs when the address of a NetStream host is deleted through YANG.

	Impact
	The address of the NetStream host cannot be deleted through YANG.

	Severity
	Suggestion

	Root Cause
	Incorrect data is used when the address of a NetStream host is deleted through YANG.

	Solution
	Correct data is used when the address of a NetStream host is deleted through YANG.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.6  A Dynamic BGP Peer Relationship Is Disconnected After the Master Key Changes

	Trouble Ticket Number
	DTS2024053118360

	Symptom
	A dynamic BGP peer relationship is disconnected after the master key changes.

	Condition
	This problem occurs when the following conditions are met:

104. A dynamic BGP peer relationship is established on a device.

105. The master key changes.

	Impact
	The dynamic BGP peer relationship is disconnected.

	Severity
	Major

	Root Cause
	After the master key changes, the dynamic BGP peer relationship is incorrectly reset when the dynamic BGP peer relationship configuration is re-delivered. As a result, the dynamic BGP peer relationship is disconnected for a short period of time.

	Solution
	After the master key changes, the dynamic BGP peer relationship is not reset when the dynamic BGP peer relationship configuration is re-delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.7  After a Master/Standby Switchover Is Performed in a Stack, the info-center loghost source Command Configuration Does Not Take Effect and the Device Fails to Establish a TCP Connection with the Syslog Server

	Trouble Ticket Number
	DTS2024061124939 and DTS2024061124949

	Symptom
	After a master/standby switchover is performed in a stack, the info-center loghost source command configuration does not take effect and the device fails to establish a TCP connection with the Syslog server.

	Condition
	This problem occurs when the following conditions are met:

106. The info-center loghost ipv4-address source-ip source-ip-address transport tcp command is run in the system view of a device to configure the device to send information to a specified Syslog server and set the information transmission mode to TCP.

107. The info-center loghost source { interface-name | interface-type interface-number } command is run in the system view to configure the source interface used by the device to send information to the Syslog server.

108. A master/standby switchover is performed in a stack.

	Impact
	The device fails to establish a TCP connection with the Syslog server, and the Syslog server cannot receive Syslog packets.

	Severity
	Minor

	Root Cause
	After a master/standby switchover is performed in a stack, the device does not update the parameter settings for setting up a TCP connection with the Syslog server based on the information about the source interface used by the device to send information to the Syslog server.

	Solution
	After a master/standby switchover is performed in a stack, the device updates the parameter settings for setting up a TCP connection with the Syslog server based on the information about the source interface used by the device to send information to the Syslog server.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, run the undo info-center loghost source command in the system view to delete the problematic configuration, and then run the info-center loghost source { interface-name | interface-type interface-number } command to reconfigure the source interface used by the device to send information to the Syslog server.


2.4.8  DHCP Clients Cannot Obtain IP Addresses After DHCP Is Configured

	Trouble Ticket Number
	DTS2024050600892 and DTS2024061926115

	Symptom
	DHCP clients cannot obtain IP addresses after DHCP is configured.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

109. DHCP is configured, and the IP address allocated by the DHCP server to a DHCP client is on the same network segment as the IP address of an interface on the DHCP client.

110. After the preceding condition remains for a period of time, the IP address of the interface on the same network segment as the IP address allocated to the DHCP client is deleted.

	Impact
	The DHCP function is unavailable.

	Severity
	Minor

	Root Cause
	An error occurs when the DHCP server allocates IP addresses.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete the DHCP configuration from the interface, and then configure DHCP again.


2.4.9  After a Source DR Receives Multicast Traffic, It Sends a Register Message to an RP. After Receiving a Register-Stop Message from the RP, the Soure DR Deletes the Registration Outbound Interface in the Corresponding Multicast Entry but Still Sends Register Messages to the RP

	Trouble Ticket Number
	DTS2024061410963

	Symptom
	After a source DR receives multicast traffic, it sends a Register message to an RP. After receiving a Register-Stop message from the RP, the source DR deletes the registration outbound interface in the corresponding multicast entry but still sends Register messages to the RP.

	Condition
	There is a low probability that this problem occurs when an SPT is set up between a source DR and an RP.

	Impact
	The CPU usage may increase sharply.

	Severity
	Major

	Root Cause
	An error occurs in the process of deleting the registration outbound interface. As a result, after the RP completes the switchover to the SPT towards the source, the registration outbound interface is not deleted and the corresponding forwarding entry is not deleted. In this case, the source DR continues to send Register messages to the RP.

	Solution
	After an SPT is set up between a source DR and an RP, related entries are also deleted when the registration outbound interface is deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5735-L-V2, and S5735-S-V2

	Fixed Models
	S6730-H-V2, S5735-L-V2, and S5735-S-V2

	Precaution
	If the problem has occurred, install the patch and wait for a maximum of 12 hours until related entries age out. To resolve the problem immediately, restart the device.


2.4.10  Traffic Is Interrupted When the VBST Topology Changes

	Trouble Ticket Number
	DTS2024061320433 and DTS2024061811778

	Symptom
	Traffic is interrupted when the VBST topology changes.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· Data verification is being performed between the FES and VLAN components.

· The VBST topology changes, triggering status re-delivery.

	Impact
	Traffic is interrupted.

	Severity
	Major

	Root Cause
	When the VBST topology changes, the VLAN forwarding status is incorrectly updated. As a result, traffic is interrupted.

	Solution
	When the VBST topology changes, the VLAN forwarding status is correctly updated.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and wait for the next round of data verification between the FES and VLAN components.


2.4.11  A Device Restarts Unexpectedly During LLDP Log Recording

	Trouble Ticket Number
	DTS2024061811732

	Symptom
	A device restarts unexpectedly during LLDP log recording.

	Condition
	There is a low probability that this problem occurs when LLDP logs are recorded.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	When the LLDP main task thread and database subscription processing thread record logs, one thread reads the memory released by the other thread. As a result, the device restarts unexpectedly.

	Solution
	The database subscription processing thread does not record LLDP logs.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.12  A Device Restarts Unexpectedly in a Dynamic Telemetry Subscription Scenario

	Trouble Ticket Number
	DTS2024061820524

	Symptom
	A device restarts unexpectedly in a dynamic telemetry subscription scenario.

	Condition
	There is a low probability that this problem occurs when any of the following conditions is met:

· Unsupported sampling paths are delivered in a dynamic telemetry subscription.

· A nonexistent username or an incorrect password is used for dynamic telemetry subscription.

· No telemetry license is loaded on a device when a dynamic telemetry subscription is delivered.

· After a dynamic telemetry subscription is established successfully, the gRPC server function is disabled on the device.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	When multiple threads access a class object, no lock is added for access control. As a result, the class object is repeatedly released.

	Solution
	When multiple threads access a class object, a lock is added for access control.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.13  MAC Miss and Other Packets Are Discarded When Being Sent to the CPU

	Trouble Ticket Number
	DTS2024061706679 and DTS2024061819134

	Symptom
	MAC Miss and other packets are discarded when being sent to the CPU.

	Condition
	There is a low probability that this problem occurs when the IPSG and IP packet check alarm functions are enabled.

	Impact
	MAC Miss and other packets are lost, affecting functions such as inter-card MAC address synchronization.

	Severity
	Suggestion

	Root Cause
	The IPSG function affects the sending of some protocol packets to the CPU.

	Solution
	The impact of the IPSG function on other protocol packets is reduced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.14  Port Security Configured on a Device Does Not Take Effect After the Device Is Restarted

	Trouble Ticket Number
	DTS2024061323432

	Symptom
	Port security configured on a device does not take effect after the device is restarted.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

111. The port-security enable [ maximum max-number ] command is run in the interface view to enable port security.

112. The device is restarted.

	Impact
	Port security does not take effect, and secure MAC addresses cannot be learned.

	Severity
	Major

	Root Cause
	An error occurs in port security configuration restoration.

	Solution
	The error in port security configuration restoration is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.15  Traffic Cannot Be Forwarded When a Device Is Running Properly

	Trouble Ticket Number
	DTS2024061914246

	Symptom
	Traffic cannot be forwarded when a device is running properly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	Service traffic is affected.

	Severity
	Minor

	Root Cause
	The device has no self-healing mechanism when a hardware fault occurs.

	Solution
	A self-healing mechanism is added.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.16  MAC Address Learning Is Slow After an SEP Switchover or Revertive Switchover Is Performed on a Ring Network

	Trouble Ticket Number
	DTS2024061724026

	Symptom
	After an SEP switchover or switchback is performed on a ring network, MAC address learning is slow.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

113. SEP is configured on a device on a ring network.

114. The brother interface of the SEP blocked interface is shut down.

115. The brother interface is enabled after 10s.

	Impact
	Traffic cannot be forwarded.

	Severity
	Major

	Root Cause
	An error occurs in setting the status of the SEP blocked interface.

	Solution
	The error in setting the status of the SEP blocked interface is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.17  A Device Functioning as an HTTP Client Fails to Transfer Files

	Trouble Ticket Number
	DTS2024061700727

	Symptom
	A device functioning as an HTTP client fails to transfer files.

	Condition
	There is a low probability that this problem occurs when a device uses HTTP to transfer files for the first time after it is restarted.

	Impact
	The device functioning as an HTTP client fails to transfer files.

	Severity
	Minor

	Root Cause
	The HTTP function is disabled by default and is automatically enabled when files are transferred for the first time. When the device performance is poor, it takes a long time to enable the HTTP function. As a result, the HTTP function is still unavailable during file transfer, causing a file transfer failure.

	Solution
	The time for waiting for the HTTP function to be enabled before file transfer is prolonged.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.18  Traffic Is Incorrectly Forwarded After Dynamic Secure MAC Address Entries on an Interface Are Incorrectly Aged Out

	Trouble Ticket Number
	DTS2024061424717 and DTS2024061417970

	Symptom
	Traffic is incorrectly forwarded after dynamic secure MAC address entries on an interface are incorrectly aged out.

	Condition
	This problem occurs when the following conditions are met:

116. Port security is enabled on a Layer 2 main interface.

117. The aging time of dynamic secure MAC address entries is configured on the Layer 2 main interface.

118. Traffic continuously enters the Layer 2 main interface, and source MAC addresses of the traffic remain unchanged.

	Impact
	Traffic forwarding is affected.

	Severity
	Major

	Root Cause
	An error occurs in aging out dynamic secure MAC address entries.

	Solution
	The error in aging out dynamic secure MAC address entries is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.19  New Users Cannot Go Online Through an Interface Because Secure MAC Address Entries on the Interface Cannot Be Aged Out

	Trouble Ticket Number
	DTS2024062007499

	Symptom
	New users cannot go online through an interface because secure MAC address entries on the interface cannot be aged out.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

119. Port security is enabled on an interface, and the aging time of dynamic secure MAC address entries is configured.

120. Users go online through the interface.

	Impact
	Secure MAC address entries on the interface cannot be aged out. As a result, new users cannot go online through this interface.

	Severity
	Major

	Root Cause
	An error occurs in aging out and learning secure MAC address entries on the interface.

	Solution
	The error in aging out and learning secure MAC address entries on the interface is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.20  Secure MAC Address Entries Fail to Be Deleted from an Interface and Users Cannot Go Online Again

	Trouble Ticket Number
	DTS2024062211096

	Symptom
	Secure MAC address entries fail to be deleted from an interface and users cannot go online again.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

121. Port security is enabled on an interface.

122. User traffic is continuously transmitted through the interface.

123. Secure MAC address entries are deleted from the interface.

	Impact
	Secure MAC address entries fail to be deleted from the interface. As a result, users cannot go online again.

	Severity
	Major

	Root Cause
	When a command is run to delete secure MAC address entries from an interface, there is a possibility that bottom-layer entries are not deleted.

	Solution
	When a command is run to delete secure MAC address entries from an interface, bottom-layer entries are also deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and disable and then enable port security on the interface.


2.4.21  The Protocol Status of a Stack Port Is Down or the ACL Does Not Take Effect

	Trouble Ticket Number
	DTS2024062602608

	Symptom
	The protocol status of a stack port is Down or the ACL does not take effect.

	Condition
	There is a low probability that this problem occurs when a stack port goes Up or Down.

	Impact
	The protocol status of the stack port is Down or the ACL does not take effect.

	Severity
	Major

	Root Cause
	An error occurs in protocol connection setup on the stack port.

	Solution
	The error in protocol connection setup on the stack port is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. If the problem has occurred, install the patch, and then restart the device.


2.4.22  Traffic Forwarding Is Abnormal After MAC Address Flapping Occurs

	Trouble Ticket Number
	DTS2024062007484

	Symptom
	Traffic forwarding is abnormal after MAC address flapping occurs.

	Condition
	This problem occurs when MAC address flapping occurs on the S5735-L48S4XE-A-V2, S5735-L48S4X-A-V2, S5735-S48S4XE-V2, and S5735-S48HS4XE-V2 and MAC address entries are not aged out.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs in the MAC address learning process.

	Solution
	The error in the MAC address learning process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2 and S5735-S-V2

	Fixed Models
	S5735-L-V2 and S5735-S-V2

	Precaution
	None


2.4.23  Multiple Ports on an SEP Ring Are Blocked After a Master/Standby Switchover Is Performed in a Stack

	Trouble Ticket Number
	DTS2024063000997

	Symptom
	Multiple ports on an SEP ring are blocked after a master/standby switchover is performed in a stack.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

124. Devices form an SEP ring network, and no port is blocked by SEP on the standby device in the stack.

125. A master/standby switchover is performed in the stack.

	Impact
	Traffic fails to be forwarded.

	Severity
	Major

	Root Cause
	When a master/standby switchover is performed in a stack, the port status negotiated by SEP is overwritten by the blocking state in the configuration data.

	Solution
	When a master/standby switchover is performed in a stack, the port status negotiated by SEP is not overwritten in the configuration data.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and perform a master/standby switchover in the stack.


2.4.24  When a Device in a Stack Receives a Large Number of Long Packets and a Master/Standby Switchover Is Performed, Batch Backup Cannot Be Completed

	Trouble Ticket Number
	DTS2024061228701

	Symptom
	When a device in a stack receives a large number of long packets and a master/standby switchover is performed, batch backup cannot be completed.

	Condition
	This problem occurs when the following conditions are met:

· A device receives a large number of long packets.

· A master/standby switchover is performed.

	Impact
	Batch backup cannot be completed during the master/standby switchover.

	Severity
	Minor

	Root Cause
	When a device in a stack receives a large number of long packets and a master/standby switchover is performed, stack members send packets to each other for communication. However, the space for caching fragmented packets is insufficient. As a result, batch backup cannot be completed.

	Solution
	The aging and reclaiming mechanisms for cached fragmented packets are optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.25  The Standby Switch in a Stack Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024061801916

	Symptom
	The standby switch in a stack restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a master/standby switchover is performed in a stack.

	Impact
	The standby switch in a stack restarts unexpectedly.

	Severity
	Minor

	Root Cause
	During a master/standby switchover in a stack, a large number of service messages are transmitted. As a result, heartbeat messages fail to be sent, and the standby switch restarts unexpectedly.

	Solution
	The problem that heartbeat messages fail to be sent when a large number of service messages are transmitted is solved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.26  BGP Routing Information Cannot Be Queried Using a MIB Object When No VPN Instance Is Available

	Trouble Ticket Number
	DTS2024061823984

	Symptom
	If no VPN instance is configured, BGP routing information cannot be queried using a MIB object.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

126. No VPN instance is configured on a device.

127. BGP routes exist on the device.

128. hwBgpPeerPrefixRcvCounter (OID: 1.3.6.1.4.1.2011.5.25.177.1.1.3.1.1), hwBgpPeerPrefixActiveCounter (OID: 1.3.6.1.4.1.2011.5.25.177.1.1.3.1.2), or hwBgpPeerPrefixAdvCounter (OID: 1.3.6.1.4.1.2011.5.25.177.1.1.3.1.3) is used to query BGP routing information.

	Impact
	BGP routing information cannot be queried using a MIB object.

	Severity
	Minor

	Root Cause
	When a MIB object is used to query BGP routing information, the device checks whether a VPN instance exists. If no VPN instance exists, the query is terminated.

	Solution
	The device does not terminate the MIB object-based BGP routing information query, regardless of whether a VPN instance exists.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.27  When Multiple SEP Rings and Control VLANs Are Configured on a Device, the Mapping Between Control VLANs and MSTIs Is Incorrectly Deleted After the Device Restarts

	Trouble Ticket Number
	DTS2024070317579

	Symptom
	When multiple SEP rings and control VLANs are configured on a device, the mapping between control VLANs and MSTIs is incorrectly deleted after the device restarts.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

129. A device is created with multiple SEP rings and configured with different control VLANs.

130. The device is restarted.

	Impact
	The mapping between control VLANs and MSTIs is incorrect. As a result, SEP is unavailable.

	Severity
	Major

	Root Cause
	After the device that is configured with multiple SEP rings and control VLANs restarts, the control VLANs are restored in sequence. However, the control VLAN configured for the previous SEP ring is incorrectly deleted as the historical control VLAN of the current SEP ring.

	Solution
	The control VLAN configured for the previous SEP ring is not deleted as the historical control VLAN of the current SEP ring.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S6750-H, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S6750-H, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, delete the control VLAN, and reconfigure the control VLAN.


2.4.28  A Device Reports the hwArpsGatewayConflict Alarm (OID: 1.3.6.1.4.1.2011.5.25.165.2.2.2.1) After Receiving a Probe ARP Packet Whose Destination IP Address Is the Same as the IP Address of an Interface

	Trouble Ticket Number
	DTS2024061211738 and DTS2024061211788

	Symptom
	A device reports the hwArpsGatewayConflict alarm (OID: 1.3.6.1.4.1.2011.5.25.165.2.2.2.1) after receiving a probe ARP packet whose destination IP address is the same as the IP address of an interface.

	Condition
	This problem occurs when the following conditions are met:

131. An IPv4 address is configured for an interface.

132. A probe ARP packet whose destination IP address is the same as the IP address of the interface is sent to the device.

	Impact
	Users cannot obtain correct information.

	Severity
	Minor

	Root Cause
	Probe ARP packets are not checked when the hwArpsGatewayConflict alarm (OID: 1.3.6.1.4.1.2011.5.25.165.2.2.2.1) is triggered.

	Solution
	Probe ARP packets are checked when the hwArpsGatewayConflict alarm (OID: 1.3.6.1.4.1.2011.5.25.165.2.2.2.1) is triggered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.29  A Device Restarts Unexpectedly When the display dot1x abnormal-eap-track Command Is Executed

	Trouble Ticket Number
	DTS2024070225346 and DTS2024070223590

	Symptom
	A device restarts unexpectedly when the display dot1x abnormal-eap-track command is executed.

	Condition
	This problem occurs when the following conditions are met:

133. A user fails 802.1X authentication.

134. A nonexistent MAC address is specified when the display dot1x abnormal-eap-track command is executed.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	An error occurs in querying EAP packet information upon abnormal 802.1X authentication.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.30  The MST Indicator on a Device Is Incorrectly Turned On

	Trouble Ticket Number
	DTS2024052210554

	Symptom
	The MST indicator on a device is incorrectly turned on.

	Condition
	This problem occurs on the master device in a stack.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the process of turning on the MST indicator on a device.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2

	Fixed Models
	S6730-H-V2

	Precaution
	None


2.4.31  Users Cannot Go Online After an Access Profile Is Configured in an Authentication Profile

	Trouble Ticket Number
	DTS2024070322459 and DTS2024070221025

	Symptom
	Users cannot go online after an access profile is configured in an authentication profile.

	Condition
	This problem occurs when the following conditions are met:

135. An authentication profile with no access profile is applied to an interface and then a MAC access profile is bound to the authentication profile.

136. An 802.1X access profile is bound to the authentication profile after users go online.

	Impact
	Users cannot go online.

	Severity
	Minor

	Root Cause
	After an authentication profile with no access profile is bound to an interface, no DB table is generated. As a result, DB data fails to be updated when an access profile is bound to the authentication profile.

	Solution
	The device checks whether the DB table exists before the DB is updated. If no DB table exists, a DB table is created.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. If the problem has occurred, activate the patch and rebind an authentication profile to the interface.


2.4.32  No Data Is Reported After Telemetry Is Configured on a Device

	Trouble Ticket Number
	DTS2024062711483

	Symptom
	After telemetry is configured on a device, no data is reported.

	Condition
	There is a low probability that this problem occurs when telemetry-based data reporting is configured on a device.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the telemetry-based data reporting process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.33  After IP FRR Is Configured with the Backup Link Pointing to an M-LAG Interface, Traffic Cannot Be Forwarded on the Backup Link

	Trouble Ticket Number
	DTS2024062012371

	Symptom
	After IP FRR is configured with the backup link pointing to an M-LAG interface, traffic cannot be forwarded on the backup link.

	Condition
	This problem occurs when the following conditions are met:

137. An M-LAG is configured.

138. IP FRR is configured, and the backup link of IP FRR points to an M-LAG interface.

	Impact
	After an IP FRR switchover is performed, traffic on the backup link fails to be forwarded.

	Severity
	Major

	Root Cause
	When the backup link of IP FRR points to an M-LAG interface, entries of the IP FRR backup link are incorrectly delivered.

	Solution
	When the backup link of IP FRR points to an M-LAG interface, entries of the IP FRR backup link are correctly delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, and then delete and reconfigure IP FRR.


2.4.34  Traffic Forwarding Is Abnormal After a Multicast Group Member Is Deleted in a Stack

	Trouble Ticket Number
	DTS2024062623996 and DTS2024070432059

	Symptom
	Traffic forwarding is abnormal after a multicast group member is deleted in a stack. 

	Condition
	This problem occurs when the following conditions are met:

139. The multicast service is configured in a stack, and ports on different cards are added to the multicast group.

140. A member port of the multicast group is disabled.

	Impact
	Service processing packets may be affected.

	Severity
	Minor

	Root Cause
	When deleting a multicast group member, the device incorrectly processes data. As a result, an additional packet is sent.

	Solution
	The device correctly processes data when deleting a multicast group member.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.35  The Traffic Shaping Configuration on an Interface Is Overwritten by the Slice Bandwidth Configuration

	Trouble Ticket Number
	DTS2024062702457

	Symptom
	The traffic shaping configuration on an interface is overwritten by the slice bandwidth configuration. As a result, the rate limit for traffic shaping on the interface is inaccurate.

	Condition
	This problem occurs when the following conditions are met:

141. The network-slice enable command is run in the system view to enable the network slicing function.

142. The network-slice instance netSliceInstId command is run in the system view to create a slice instance.

143. The qos lr command is run in the physical interface view to configure traffic shaping.

144. The network-slice slice-id flex-channel flex-channel-value command is run in the physical interface view to configure a network slice ID and bandwidth for the interface.

	Impact
	The rate limit for traffic shaping on an interface is inaccurate.

	Severity
	Minor

	Root Cause
	After the slice bandwidth is specified for an interface, the rate limit for traffic shaping on the interface is changed to the remaining bandwidth (Interface bandwidth – Slice bandwidth – 1% x Interface bandwidth).

	Solution
	After the slice bandwidth is specified for an interface, the traffic shaping configuration on the interface is updated.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6750-H

	Fixed Models
	S6750-H

	Precaution
	If the problem has occurred, install the patch and run the qos lr command again to configure traffic shaping on the interface.


2.4.36  A Device Restarts Unexpectedly After Receiving Fragmented Packets

	Trouble Ticket Number
	DTS2024070918261

	Symptom
	A device restarts unexpectedly after receiving fragmented packets.

	Condition
	There is a low probability that this problem occurs when a device receives fragmented packets.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	The device fails to reassemble the received fragmented packets. After the cached packets are aged out, the device accesses the released memory when collecting packet statistics.

	Solution
	The device has been disabled from accessing the cache when collecting packet statistics.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.37  A Device Cannot Identify Some USB Flash Drives

	Trouble Ticket Number
	DTS2024050603388

	Symptom
	A device cannot identify some USB flash drives.

	Condition
	This problem occurs when USB flash drives of some vendors are installed.

	Impact
	User experience and services are affected.

	Severity
	Minor

	Root Cause
	The signal used by the device to control the USB flash drive does not match the USB flash drive.

	Solution
	The signal used by the device to control the USB flash drive is dynamically adjusted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	None


2.4.38  The Interval for Sending Real-Time Accounting Packets Becomes Invalid After Dynamic Authorization Is Performed

	Trouble Ticket Number
	DTS2024071510519 and DTS2024071517309

	Symptom
	The interval for sending real-time accounting packets becomes invalid after dynamic authorization is performed.

	Condition
	This problem occurs when the following conditions are met:

145. A user goes online, with the authentication mode being RADIUS, and real-time RADIUS accounting configured.

146. Attributes except the Acct-Interim-Interval attribute (standard attribute 85) are modified through Change-of-Authorization (CoA) for dynamic authorization.

	Impact
	The device stops sending real-time accounting packets.

	Severity
	Major

	Root Cause
	When updating user information, the device does not check whether a valid value is set for the real-time accounting interval. As a result, the initialized invalid value is updated.

	Solution
	When updating user information, the device checks whether a valid value is set for the real-time accounting interval.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.39  Packets Cannot Be Broadcast in a Layer 2 Broadcast Domain After a Device Restarts

	Trouble Ticket Number
	DTS2024070804454 and DTS2024073111696

	Symptom
	Packets cannot be broadcast in a Layer 2 broadcast domain after a device restarts.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

147. VLANs are created and interface-based VLAN assignment is configured on a device.

148. The device is restarted.

	Impact
	Packets cannot be broadcast, and service traffic is interrupted.

	Severity
	Major

	Root Cause
	When a device restarts, interface data and interface-based VLAN assignment configuration data are delivered simultaneously for multiple services. There is a low probability that data cannot be queried. As a result, the configuration data cannot be delivered, and packets cannot be broadcast.

	Solution
	After the interface data is delivered during a device restart, the device instructs the VLAN service to redeliver interface-based VLAN assignment configuration data in the VLAN service thread.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch, and then delete and reconfigure interface-based VLAN assignment.


2.4.40  Some Traffic Is Interrupted After a Route Changes in a Scenario with Both a Static LSP and an LDP Proxy Egress LSP

	Trouble Ticket Number
	DTS2024070808714

	Symptom
	Some traffic is interrupted after a route change in a scenario with both a static LSP and an LDP proxy egress LSP. After two verifications, the traffic is restored.

	Condition
	This problem occurs when the following conditions are met:

149. Multiple static LSPs in load balancing mode are configured on a device, and MPLS LDP is disabled on a specified interface.

150. The lsp-trigger all command is run in the MPLS view to trigger the establishment of proxy egress LSPs.

151. One of the interfaces is shut down so that routes change.

	Impact
	Services are interrupted temporarily.

	Severity
	Minor

	Root Cause
	When a static LSP is configured, the flag is incorrectly set. As a result, incorrect forwarding entries are delivered for the proxy egress LSP in the route change scenario.

	Solution
	The device correctly processes the flag when a static LSP is configured.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch, delete the ingress nodes of all faulty static LSPs with the same destination address, and then reconfigure the ingress nodes.


2.4.41  New Users Cannot Go Online Through an Interface Because Secure MAC Address Entries on the Interface Cannot Be Aged Out

	Trouble Ticket Number
	DTS2024072326028

	Symptom
	Secure MAC address entries on an interface cannot be aged out. As a result, new users cannot go online through this interface.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

152. Port security is enabled on an interface, and the aging time of dynamic secure MAC address entries is configured.

153. Users go online through the interface.

	Impact
	Secure MAC address entries on the interface cannot be aged out. As a result, new users cannot go online through this interface.

	Severity
	Major

	Root Cause
	The process of aging out secure MAC address entries on an interface and the process of learning them belong to different threads. The correct time sequence cannot be ensured. As a result, the secure MAC address entries on the interface cannot be aged out.

	Solution
	The process of periodically reporting secure MAC address entries on an interface has been added to ensure that the status of secure MAC address entries on the interface is correct.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	None


2.4.42  When a VLANIF Interface Is Created and the Dynamic ARP Entry Learning Function Is Delivered Through the Web System, the Function Enabling Status Is Different from the Actual Configuration on the Device

	Trouble Ticket Number
	DTS2024071521651

	Symptom
	When a VLANIF interface is created and the dynamic ARP entry learning function is delivered through the web system, the function enabling status is different from the actual configuration on the device

	Condition
	This problem occurs when the following conditions are met:

154. A user logs in to the web system.

155. A user chooses Configuration > VLAN > Create to create a VLANIF interface, and enables or disables the dynamic ARP entry learning function.

	Impact
	The dynamic ARP entry learning function cannot be correctly delivered through the web system.

	Severity
	Minor

	Root Cause
	Parameters are incorrectly set for delivering the dynamic ARP entry learning function through the web system.

	Solution
	Parameters are correctly set for delivering the dynamic ARP entry learning function through the web system.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, clear the browser cache, and then re-log in to the web system.


2.4.43  A Device Cannot Correctly Calculate the VBST Topology

	Trouble Ticket Number
	DTS2024071508460

	Symptom
	A device cannot correctly calculate the VBST topology.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

156. The spanning tree protocol is set to VBST.

157. An Eth-Trunk interface is created, and a physical interface is added to it.

	Impact
	The VBST topology is incorrectly calculated. As a result, service traffic cannot be forwarded.

	Severity
	Major

	Root Cause
	After VBST is enabled, the device enables VBST for each interface in sequence. When a VBST-disabled physical interface is added to the Eth-Trunk interface, the physical interface inherits the enabling configuration of the Eth-Trunk but the VBST protocol configuration is not inherited. In this case, the STP enabling configuration is incorrectly delivered, and VBST packets cannot be received. As a result, the VBST topology is incorrectly calculated.

	Solution
	When a physical interface is added to an Eth-Trunk interface, the physical interface inherits the enabling configuration and the VBST protocol configuration of the Eth-Trunk interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S3710-H, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S3710-H, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch, remove the member interface from the Eth-Trunk interface, and then add it to the Eth-Trunk interface again.


2.4.44  When the Software Package for Next Startup Is Specified on a Device, the Running Software Package Can Be Deleted Through the NMS

	Trouble Ticket Number
	DTS2024050814126

	Symptom
	When the software package for next startup is specified on a device, the running software package can be deleted through the NMS.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

158. The software package for next startup is being specified on the device.

159. The running software package is deleted through the NMS.

	Impact
	The device does not have the running software package. As a result, operations such as device reset cannot be performed.

	Severity
	Minor

	Root Cause
	During the process of setting the software package for next startup, the running software package is not in protection for a short period of time. In this case, the running software package can be deleted through the NMS.

	Solution
	The protection of the running software package during the process of setting the software package for next startup is not cancelled.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.45  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024070917348

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts unexpectedly, affecting services.

	Severity
	Major

	Root Cause
	The device repeatedly releases memory.

	Solution
	The device correctly releases memory.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.46  TACACS Authentication Fails on a Device

	Trouble Ticket Number
	DTS2024071308262

	Symptom
	TACACS authentication fails on a device.

	Condition
	There is a low probability that this problem occurs when TACACS authentication is performed on a device.

	Impact
	TACACS authentication fails on the device.

	Severity
	Minor

	Root Cause
	A device incorrectly processes negotiation packets. As a result, the device fails to send TACACS authentication packets.

	Solution
	The error in negotiation packet processing by the device is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.47  Traffic Fails to Be Forwarded on an RU

	Trouble Ticket Number
	DTS2024071606515 and DTS2024072514372

	Symptom
	Traffic fails to be forwarded on an RU.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· The RU app version is later than 230729000.

· The VLAN configuration is delivered for the first time after the RU goes online.

	Impact
	Traffic forwarding is affected.

	Severity
	Major

	Root Cause
	An error occurs in the process of delivering the VLAN configuration for the first time after an RU goes online.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete the VLAN configuration and deliver it to the RU, and then add the VLAN configuration and deliver it to the RU.


2.4.48  No Sticky MAC Address File Is Generated When a Configuration File Is Delivered and Saved Through NETCONF

	Trouble Ticket Number
	DTS2024071902622

	Symptom
	When a configuration file is delivered and saved through NETCONF, no sticky MAC address file is generated.

	Condition
	This problem occurs when a configuration file is delivered and saved through NETCONF.

	Impact
	The sticky MAC address file is not updated.

	Severity
	Minor

	Root Cause
	When a configuration file is delivered and saved through NETCONF, the EUM module incorrectly sets the name of the sticky MAC address file to a null character. As a result, the sticky MAC address file is not generated again.

	Solution
	When a configuration file is delivered and saved through NETCONF, the EUM module correctly sets the name of the sticky MAC address file. As a result, the sticky MAC address file is generated again.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.49  Packets Are Continuously Lost When a Device Receives Traffic

	Trouble Ticket Number
	DTS2024071620295

	Symptom
	Packets are continuously lost when a device receives traffic.

	Condition
	There is a low probability that this problem occurs when a device receives traffic after a fast rate switchover.

	Impact
	Packets are continuously lost on the device.

	Severity
	Minor

	Root Cause
	After a fast rate switchover is performed, the bandwidth is incorrectly set.

	Solution
	After a fast rate switchover is performed, the bandwidth is correctly set.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and then run the shutdown and undo shutdown commands in sequence in the interface view.


2.4.50  If a Large Number of Interfaces on a Device Are Bound to VPN Instances, the Device May Respond Slowly When mplsL3VpnIfConfTable (OID: 1.3.6.1.2.1.10.166.11.1.2.1) Is Used to Query MPLS Information on the Interfaces

	Trouble Ticket Number
	DTS2024060622430

	Symptom
	If a large number of interfaces on a device are bound to VPN instances, the device may respond slowly when mplsL3VpnIfConfTable (OID: 1.3.6.1.2.1.10.166.11.1.2.1) is used to query MPLS information on the interfaces.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

160. A large number of interfaces on a device are bound to VPN instances.

161. The display snmp-agent mib walk mplsL3VpnIfConfTable command is run in the diagnostic view.

	Impact
	The device may respond slowly.

	Severity
	Minor

	Root Cause
	When a MIB object is used to query the MPLS information of an interface, the information that has been queried is queried again if the number of queried entries reaches the upper limit.

	Solution
	When a MIB object is used to query the MPLS information of an interface, the system does not query the information that has been queried if the number of queried entries reaches the upper limit.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.51  Port Security Configured on a Device Does Not Take Effect After the Device Is Restarted

	Trouble Ticket Number
	DTS2024062209624

	Symptom
	Port security configured on a device does not take effect after the device is restarted.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

162. The port-security enable [ maximum max-number ] command is run in the interface view to enable port security.

163. The device is restarted.

	Impact
	Port security does not take effect, and secure MAC addresses cannot be learned.

	Severity
	Major

	Root Cause
	After the device is restarted and the protocol-side configuration data is delivered, the data synchronization channel between the master and standby devices in the stack is not ready. In this case, the port security configuration data fails to be synchronized. After this channel is ready, a configuration data synchronization request is proactively sent. However, the port security feature cannot respond to the request. As a result, the port security configuration data of the master device fails to be synchronized to the standby device.

	Solution
	After the device is restarted and the protocol-side configuration data is delivered, the device checks whether the data synchronization channel between the master and standby devices is ready. If this channel is ready, a configuration data synchronization request is proactively sent so that the port security configuration data on the master device can be successfully synchronized to the standby device.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch and reconfigure port security on the interface.


2.4.52  802.1X Authentication Does Not Take Effect After Port Attack Defense Is Triggered by 802.1X Packets

	Trouble Ticket Number
	DTS2024072407690

	Symptom
	After port attack defense is triggered by 802.1X packets, 802.1X authentication does not take effect.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· 802.1X authentication is enabled on the inbound interface of packets.

· Port attack defense is enabled on a device.

	Impact
	802.1X authentication does not take effect.

	Severity
	Minor

	Root Cause
	The 802.1X packets that trigger port attack defense do not have the 802.1X tag.

	Solution
	The 802.1X packets that trigger port attack defense have the 802.1X tag.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.53  Storm Suppression Does Not Take Effect for Inter-Chip Traffic

	Trouble Ticket Number
	DTS2024072615585

	Symptom
	Storm suppression does not take effect for inter-chip traffic.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· Storm suppression is configured.

· Inter-chip flooding traffic is sent.

	Impact
	Storm suppression does not take effect for inter-chip traffic.

	Severity
	Minor

	Root Cause
	Storm suppression cannot identify inter-chip flooding traffic.

	Solution
	The rule for storm suppression to identify inter-chip flooding traffic is modified.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure storm suppression on the interface.


2.4.54  Traffic Is Interrupted After the Ethernet Cable of a Service Interface Is Removed and Then Inserted

	Trouble Ticket Number
	DTS2024072711799

	Symptom
	Traffic is interrupted after the Ethernet cable of a service interface is removed and then inserted.

	Condition
	There is a low probability that this problem occurs when the Ethernet cable of a service interface is removed and then inserted.

	Impact
	Traffic is interrupted.

	Severity
	Minor

	Root Cause
	The physical interface does not have the anti-interference capability. In environments with static electricity, the physical interface may work abnormally.

	Solution
	The anti-interference capability of the physical interface is enhanced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.55  Some Third-Party NMSs Cannot Clear PIM Neighbor Loss Alarms

	Trouble Ticket Number
	DTS2024072224775

	Symptom
	Some third-party NMSs cannot clear PIM neighbor loss alarms.

	Condition
	There is a low probability that this problem occurs when interface flapping triggers PIM neighbor loss and addition.

	Impact
	The third-party NMSs cannot clear PIM neighbor loss alarms, affecting user experience.

	Severity
	Minor

	Root Cause
	The format of packets reported for the clearance of PIM neighbor loss alarms is different from that in the MIB model.

	Solution
	The format of packets reported for the clearance of PIM neighbor loss alarms is the same as that in the MIB model.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and manually clear the PIM neighbor loss alarms on the NMSs.


2.4.56  A Device Resets Unexpectedly After a Master/Standby Switchover Is Repeatedly Performed in a Stack

	Trouble Ticket Number
	DTS2024071512989

	Symptom
	A device resets unexpectedly after a master/standby switchover is repeatedly performed in a stack.

	Condition
	There is a low probability that this problem occurs when a master/standby switchover is repeatedly performed in a stack.

	Impact
	The device resets unexpectedly.

	Severity
	Minor

	Root Cause
	During repeated master/standby switchovers, the switch incorrectly detects an exception.

	Solution
	The device no longer incorrectly detects an exception during repeated master/standby switchovers.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.57  When the Aging Time of Dynamic MAC Address Entries Is Set to 0, Secure MAC Address Entries on an Interface Are Incorrectly Aged Out

	Trouble Ticket Number
	DTS2024072708315 and DTS2024062906669

	Symptom
	When the aging time of dynamic MAC address entries is set to 0, secure MAC address entries on an interface are incorrectly aged out.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

164. The aging time of dynamic MAC address entries is set to 0.

165. Port security is configured on a device.

166. The device receives a packet that matches a MAC address entry.

	Impact
	Traffic is incorrectly forwarded.

	Severity
	Major

	Root Cause
	When the aging time of dynamic MAC address entries on a device is set to 0, the device incorrectly updates the MAC address entry aging flag.

	Solution
	When the aging time of dynamic MAC address entries on a device is set to 0, the device does not update the MAC address entry aging flag.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, set the aging time of MAC address entries to a non-zero value, and then set the aging time to 0.


2.4.58  Some SSH Configurations Are Lost After a NETCONF Connection Instance Is Configured in the NETCONF View

	Trouble Ticket Number
	DTS2024070902102

	Symptom
	After a NETCONF connection instance is configured in the NETCONF view, some SSH configurations are lost.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

167. The callhome command is set to default-callhome in the NETCONF view.

168. When a NETCONF connection instance is configured, Y is entered.

	Impact
	Some SSH configurations are lost.

	Severity
	Major

	Root Cause
	An error occurs in the configuration delivery process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and add related configurations.


2.4.59  A Little-Endian Device Does Not Reply with a Unicast RA Packet After Receiving an RS Packet

	Trouble Ticket Number
	DTS2024072907942

	Symptom
	A little-endian device does not reply with a unicast RA packet after receiving an RS packet.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

169. A little-endian device is running.

170. The ipv6 nd ra halt disable and ipv6 nd ra-unicast send enable commands are run on a VLANIF interface.

171. The device receives RS packets through the VLANIF interface.

	Impact
	The peer host cannot receive a unicast RA packet.

	Severity
	Minor

	Root Cause
	After the function of sending a unicast RA packet in response to an RS packet is enabled on the VLANIF interface, the endian of the length field in the unicast RA packet header is incorrect. As a result, the verification fails and in turn the unicast RA packet cannot be sent.

	Solution
	After the function of sending a unicast RA packet in response to an RS packet is enabled on the VLANIF interface, the correct endian is used for the length field in the unicast RA packet header.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.60  A Device Is Not Restarted in a Timely Manner When the Forwarding Engine Fails

	Trouble Ticket Number
	DTS2024072723650

	Symptom
	A device is not restarted in a timely manner when the forwarding engine fails.

	Condition
	There is a low probability that this problem occurs when the forwarding engine fails.

	Impact
	The fault cannot be rectified in a timely manner.

	Severity
	Minor

	Root Cause
	When the forwarding engine fails, the device incorrectly processes the fault and is not restarted in a timely manner.

	Solution
	When the forwarding engine fails, the device correctly processes the fault and is restarted in a timely manner.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6750-H

	Fixed Models
	S6750-H

	Precaution
	If the problem has occurred, install the patch and wait for a maximum of 15 minutes.


2.4.61  The rmon statistics and rmon history Commands Fail to Be Configured in the Interface View

	Trouble Ticket Number
	DTS2024072516162

	Symptom
	The rmon statistics and rmon history commands fail to be configured in the interface view.

	Condition
	This problem occurs when the following conditions are met:

172. The rmon statistics and rmon history commands are configured on 100 interfaces.

173. The rmon statistics and rmon history commands are configured on the 101st interface.

	Impact
	Configurations fail to be delivered.

	Severity
	Minor

	Root Cause
	The number of interfaces on which the rmon statistics and rmon history commands can be configured is limited.

	Solution
	The maximum number of interfaces on which the rmon statistics and rmon history commands can be configured is increased to 288.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2

	Fixed Models
	S6730-H-V2

	Precaution
	None


2.4.62  ARP Fast Reply Does Not Take Effect When a Device Restarts

	Trouble Ticket Number
	DTS2024072422649

	Symptom
	When a device restarts, ARP fast reply does not take effect.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

174. ARP fast reply is configured on a device.

175. The device restarts or a Layer 2 interface on the device is switched to a Layer 3 interface.

	Impact
	ARP fast reply does not take effect.

	Severity
	Major

	Root Cause
	When the interface table is complete, the ARP fast reply configuration is not redelivered.

	Solution
	When the interface table is complete, the ARP fast reply configuration is redelivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, and then delete and reconfigure the IPv4 address of the interface.


2.4.63  The CPU Usage of a Device Increases

	Trouble Ticket Number
	DTS2024072916452

	Symptom
	The CPU usage of a device increases.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device cannot work properly.

	Severity
	Minor

	Root Cause
	An error occurs in the error packet filtering process triggered by message sending and receiving. As a result, the CPU usage of the device increases.

	Solution
	The error packet filtering process is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.64  STP Fails When a Device Connects to a Non-Huawei Device

	Trouble Ticket Number
	DTS2024071827821 and DTS2024072401927

	Symptom
	STP fails when a device connects to a non-Huawei device.

	Condition
	This problem occurs when the following conditions are met:

176. STP is enabled using the stp enable command in the system view.

177. The operation mode for the spanning tree protocol is set to STP using the stp mode stp command in the system view.

	Impact
	The STP function on the device is affected.

	Severity
	Minor

	Root Cause
	The device incorrectly changes the length of STP packets. After the device connects to a non-Huawei device, STP packets are discarded by the non-Huawei device.

	Solution
	The device does not change the STP packet length.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.65  After a Device Is Managed by iMaster NCE-Campus, Its Uplink Interface Configuration Is Not Deleted

	Trouble Ticket Number
	DTS2024070109384 and DTS2024080225023

	Symptom
	After a device is managed by iMaster NCE-Campus, its uplink interface configuration is not deleted.

	Condition
	There is a low probability that this problem occurs when a device goes offline and then goes online again.

	Impact
	There is residual configuration on the device.

	Severity
	Minor

	Root Cause
	An error occurs when a device goes online again after it goes offline.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and then manually delete the residual configuration.


2.4.66  After a Master/Standby Switchover Is Performed in a Stack, the Component Status of the Master Device Is Incorrect

	Trouble Ticket Number
	DTS2024072501088

	Symptom
	After a master/standby switchover is performed in a stack, the component status of the master device is incorrect.

	Condition
	There is a low probability that this problem occurs when a master/standby switchover is performed in a stack.

	Impact
	The component functions are unavailable.

	Severity
	Major

	Root Cause
	During the master/standby switchover in a stack, the component status is rolled back due to a time sequence error. As a result, the component status is incorrect after the master/standby switchover. 

	Solution
	The system correctly processes component status messages during a master/standby switchover in a stack.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch and restart the master device in the stack.


2.4.67  When IPv6 BFD and IPv4 BFD Are Configured on an Eth-Trunk Sub-interface and the Eth-Trunk Sub-interface Is Shut Down, the IPv6 BFD Session on the Peer End Is Terminated 2 to 3 Seconds Later Than the IPv4 BFD Session on the Peer End

	Trouble Ticket Number
	DTS2024080508706

	Symptom
	IPv6 BFD and IPv4 BFD are configured on an Eth-Trunk sub-interface. When the Eth-Trunk sub-interface is shut down, the IPv6 BFD session on the peer end is terminated 2 to 3 seconds later than the IPv4 BFD session.

	Condition
	This problem occurs when the following conditions are met:

178. An Eth-Trunk interface is configured on two devices, and their directly connected interfaces are added to the Eth-Trunk interface.

179. A sub-interface is configured for the Eth-Trunk interface, and IPv4 and IPv6 addresses are configured for the sub-interface so that the two ends can ping each other.

180. IPv4 BFD and IPv6 BFD are configured.

181. The Eth-Trunk sub-interface is shut down at one end.

	Impact
	The convergence performance after the BFD session is terminated is affected.

	Severity
	Minor

	Root Cause
	IPv4 and IPv6 notify BFD session termination at different time points.

	Solution
	IPv4 and IPv6 notify BFD session termination at the same time point.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.68  When Both QinQ and Layer 2 Protocol Tunneling Are Configured on an Interface, the Number of VLAN Tags in Transparently Transmitted Protocol Packets Is Incorrect

	Trouble Ticket Number
	DTS2024070217649

	Symptom
	When both QinQ and Layer 2 protocol tunneling are configured on an interface, the number of VLAN tags in transparently transmitted protocol packets is incorrect.

	Condition
	This problem occurs when the following conditions are met:

182. Both QinQ and Layer 2 protocol tunneling are configured on an interface.

183. The corresponding protocol traffic is received.

	Impact
	The number of VLAN tags in transparently transmitted protocol packets is incorrect, affecting traffic forwarding.

	Severity
	Major

	Root Cause
	The implementation of Layer 2 protocol tunneling does not adapt to the scenario where QinQ is configured.

	Solution
	The implementation of Layer 2 protocol tunneling adapts to the scenario where QinQ is configured.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	None


2.4.69  After the Inactive Configurations of a Card Not Installed on a Device Are Cleared in a Stack, MAC Address Learning Disabling Does Not Take Effect on Some Interfaces of the Device

	Trouble Ticket Number
	DTS2024072506027

	Symptom
	After the inactive configurations of a card not installed on a device are cleared in a stack, MAC address learning disabling does not take effect on some interfaces of the device.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

184. Devices set up a stack.

185. MAC address learning disabling is configured in the interface view.

186. A device is powered off and the inactive configurations of the card not installed on the device are cleared.

	Impact
	MAC address learning disabling does not take effect.

	Severity
	Major

	Root Cause
	After a device is powered off and the inactive configurations of the card not installed on the device are cleared, the card on another device receives an interface deletion message from the device that is powered off. When processing the interface deletion message, the other device does not check whether the interface involved belongs to itself. As a result, the other device incorrectly restores MAC address learning on its interface.

	Solution
	When processing interface deletion messages, the device checks whether the interfaces involved belong to itself. If not, the device does not process the messages.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete and reconfigure the mac-address learning disable command in the interface view, and then run the reset mac-address interface-name command in the user view.


2.4.70  When the if-match extcommunity-filter Configuration Exists in the Route-Policy View on a Device, a New Matching Rule Is Configured for the Extended Community Filter but This New Rule Is Invalid

	Trouble Ticket Number
	DTS2024072911577

	Symptom
	When the if-match extcommunity-filter configuration exists in the route-policy view on a device, a new matching rule is configured for the extended community filter. However, this new rule is invalid.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· The if-match extcommunity-filter configuration exists in the route-policy view on a device.

· A new matching rule is configured for the extended community filter using the if-match extcommunity-filter command in the route-policy view.

	Impact
	The route filtering result of the route-policy is not as expected.

	Severity
	Minor

	Root Cause
	When the new matching rule is configured for the extended community filter, the existing matching rule is reconfigured as the new matching rule.

	Solution
	The device correctly processes a new matching rule when it is configured for an extended community filter.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure the if-match extcommunity-filter command in the route-policy view.


2.4.71  After packet-trace Is Configured, Protocol Packets Matching the Rule Are Discarded

	Trouble Ticket Number
	DTS2024080517286 and DTS2024080901751

	Symptom
	After packet-trace is configured, protocol packets matching the rule are discarded.

	Condition
	This problem occurs when the characteristics of protocol packets match the rules delivered by packet-trace configured in the diagnostic view.

	Impact
	Protocol packets matching the rules are affected.

	Severity
	Major

	Root Cause
	The priority of the packet matching rules delivered by packet-trace is too high. As a result, protocol packets are preferentially matched with the rules and cannot be sent to the CPU.

	Solution
	The priority of the packet matching rules delivered by packet-trace is lowered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the undo packet-trace trace-pkt-index command in the diagnostic view.


2.4.72  A Device Does Not Support Precise Power Supply

	Trouble Ticket Number
	DTS2024081202388 and DTS2024081004821

	Symptom
	A device does not support precise power supply.

	Condition
	This problem occurs when both poe power-reserved and poe power auto-neg enable are configured.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the precise power supply process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.73  When a Static Route with a Specified Outbound Interface Is Configured on a Device and the Outbound Interface Goes Up, ARP Miss Messages Are Triggered Slowly, Causing Packet Loss for a Long Time

	Trouble Ticket Number
	DTS2024080513453 and DTS2024080513432

	Symptom
	A static route with a specified outbound interface is configured on a device. When the outbound interface goes up, ARP Miss messages are triggered slowly. As a result, packet loss lasts for a long time.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

187. Two static routes with the same destination IP address are configured. One route points to an outbound interface and is configured with a priority. The other route is not configured with a priority.

188. The outbound interface to which the static route points is disabled and then re-enabled.

	Impact
	Packet loss lasts for about 10 seconds.

	Severity
	Major

	Root Cause
	After the interface to which the static route points goes up, the ARP Miss process is not triggered immediately. As a result, the device cannot quickly learn ARP entries.

	Solution
	The device responds to the event that an interface goes up and immediately triggers the ARP Miss process on the interface to quickly learn ARP entries.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.74  When a Stack with High CPU Usage and Memory Usage Undergoes a Master/Standby Switchover, the Configured LDP Session Alternates Between Up and Down

	Trouble Ticket Number
	DTS2024073020390

	Symptom
	When a stack with high CPU usage and memory usage undergoes a master/standby switchover, the configured LDP session alternates between up and down.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

189. An LDP session is configured.

190. A master/standby switchover is performed when the CPU usage and memory usage are overhigh.

	Impact
	Traffic is interrupted.

	Severity
	Major

	Root Cause
	After a master/standby switchover is performed, the stack fails to obtain routing information and does not use backup routes to transmit protocol packets. As a result, the protocol session is interrupted.

	Solution
	The stack uses backup routes to transmit protocol packets if routing information is not obtained after a master/standby switchover is performed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.75  A Device Cannot Forward Layer 3 Unicast IPv6 CAPWAP Packets

	Trouble Ticket Number
	DTS2024080217164

	Symptom
	A device cannot forward Layer 3 unicast IPv6 CAPWAP packets.

	Condition
	This problem occurs when a device forwards Layer 3 unicast IPv6 CAPWAP packets.

	Impact
	A device cannot forward Layer 3 unicast IPv6 CAPWAP packets.

	Severity
	Minor

	Root Cause
	An error occurs in the process of forwarding Layer 3 unicast IPv6 CAPWAP packets.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6750-H

	Fixed Models
	S6750-H

	Precaution
	None


2.4.76  A Traffic Policy Does Not Take Effect After VLAN Mapping Is Applied to an Interface

	Trouble Ticket Number
	DTS2024080702927 and DTS2024080821949

	Symptom
	After VLAN mapping is applied to an interface, the traffic policy does not take effect.

	Condition
	This problem occurs when the following conditions are met:

191. Nine traffic behaviors are created, and the action of the ninth traffic behavior is VLAN mapping.

192. The ninth traffic behavior is invoked in the traffic policy and the traffic policy is applied.

193. The VLAN in the traffic behavior is created.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the process of responding to the VLAN creation event in the traffic policy.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and apply the traffic policy again.


2.4.77  Traffic Cannot Be Forwarded After IPv6 Routes Are Configured on a Device

	Trouble Ticket Number
	DTS2024081003193

	Symptom
	After IPv6 routes are configured on a device, traffic fails to be forwarded.

	Condition
	There is a low probability that this problem occurs when IPv6 routes are repeatedly deleted and added.

	Impact
	Traffic fails to be forwarded.

	Severity
	Major

	Root Cause
	There is a low probability that a hardware data processing error occurs when routes are repeatedly deleted and added.

	Solution
	The system correctly processes hardware data when routes are repeatedly deleted and added.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	If the diagnostic log contains the keyword "nse2_lpm_phy_set_rps", the problem has occurred. In this case, install the patch and restart the device.


2.4.78  The reset stack configuration Command Cannot Clear the Configuration of Offline Stack Member Ports

	Trouble Ticket Number
	DTS2024081209660 and DTS2024080809161

	Symptom
	The reset stack configuration command cannot clear the configuration of offline stack member ports.

	Condition
	This problem occurs when the following conditions are met:

194. An offline stack member port is configured on a device.

195. The reset stack configuration command is run to clear the stack configuration.

	Impact
	A device cannot go online in standalone mode on iMaster NCE-Campus.

	Severity
	Minor

	Root Cause
	An error occurs in the stack configuration clearance process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and delete the configuration of offline stack member ports.


2.4.79  A Device Restarts Unexpectedly When PoE Information Is Queried or the PoE Chip Is Reset

	Trouble Ticket Number
	DTS2024081202429 and DTS2024081004842

	Symptom
	A device restarts unexpectedly when PoE information is queried or the PoE chip is reset.

	Condition
	This problem occurs in the scenario where the display poe chip or reset poe all chips command is run when the device fails to initialize the UART.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	UART exception detection is not performed before chip information is queried or chips are reset.

	Solution
	UART exception detection is performed before chip information is queried or chips are reset.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.80  MAC Address Entries Are Not Deleted When Authenticated Users Are Forcibly Logged Out

	Trouble Ticket Number
	DTS2024071210085 and DTS2024080621826

	Symptom
	MAC address entries are not deleted when authenticated users are forcibly logged out.

	Condition
	There is a high probability that this problem occurs when a user is forced to go offline immediately after passing MAC address authentication.

	Impact
	A small number of MAC address entries are not deleted.

	Severity
	Minor

	Root Cause
	An error occurs in the process of executing the command for forcibly logging out users.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.4.81  An Error Is Reported When an Observing Port Group Is Configured After an Active/Standby Switchover

	Trouble Ticket Number
	DTS2024080905687

	Symptom
	After an active/standby switchover is performed, an error message is displayed when an observing port group is configured.

	Condition
	There is a high probability that this problem occurs when an observing port group is configured after an active/standby switchover.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the observing port configuration process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.82  A Device Cannot Learn EVN MAC Addresses in a VXLAN Scenario

	Trouble Ticket Number
	DTS2024072311740

	Symptom
	EVN MAC addresses cannot be learned in VXLAN scenarios.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· VXLAN is configured.

· The MAC address of the remote end is advertised to the local end through BGP EVPN.

	Impact
	Layer 2 packets cannot be unicast to the VXLAN tunnel.

	Severity
	Minor

	Root Cause
	A logic error occurs in the entry synchronization process. As a result, EVN MAC address entries are incorrectly aged out.

	Solution
	The logic error in the entry synchronization process is fixed to prevent EVN MAC address entries from being incorrectly aged out.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch and make the VXLAN tunnel flap.


2.4.83  Terminals That Fail MAC Address Authentication Can Still Access the Network

	Trouble Ticket Number
	DTS2024080104855

	Symptom
	Terminals that fail MAC address authentication can still access the network.

	Condition
	This problem occurs when the following conditions are met:

196. Authentication-free rules for specified destination or source IP addresses are configured.

197. After one of the authentication-free rules is modified, the device remains idle for a maximum of two hours.

	Impact
	Terminals that fail authentication can still access the network, which may cause network security risks.

	Severity
	Major

	Root Cause
	A logic error occurs in the process of verifying the consistency of NAC authentication-free rules. As a result, all IP addresses are allowed.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.84  The NETCONF Connection Instance Configuration Is Lost After the Uplink Interface Is Changed

	Trouble Ticket Number
	DTS2024070234296

	Symptom
	After the uplink interface is changed, the NETCONF connection instance configuration is lost.

	Condition
	There is a low probability that this problem occurs when an uplink interface is changed.

	Impact
	The device cannot be managed.

	Severity
	Major

	Root Cause
	An error occurs in the process of bringing the device online again after the uplink interface is changed.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure the NETCONF connection instance.


2.4.85  When a Large Number of ACLs Are Configured on a Device, Some Configurations Fail

	Trouble Ticket Number
	DTS2024080916139

	Symptom
	When a large number of ACL services are configured on a device, some configurations fail.

	Condition
	There is a low probability that this problem occurs when a large number of ACL services are configured on a device.

	Impact
	ACL configurations fail.

	Severity
	Minor

	Root Cause
	When a large number of ACL services are configured on a device, ACL entry resources are repeatedly requested. As a result, resources are insufficient, and some ACL services fail to be configured.

	Solution
	When the ACL services are configured on the device, ACL entry resources are not repeatedly requested.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6750-H

	Fixed Models
	S6750-H

	Precaution
	If the problem has occurred, install the patch, save the configurations, and then restart the device.


2.4.86  The User Access Time in DST Format Displayed in the display access-user Command Output Is Incorrect

	Trouble Ticket Number
	DTS2024071307560

	Symptom
	The user access time in DST format displayed in the display access-user command output is incorrect.

	Condition
	There is a high probability that this problem occurs when the clock daylight-saving-time command is run in the user view or system view to configure the DST, the DST is set to periodic DST, and the relative time is used as the DST boundary.

	Impact
	The DST synchronization correctness is affected.

	Severity
	Minor

	Root Cause
	The DST is queried based on the current time. If the DST of the current year has ended, the DST of the second year is found. As a result, the obtained DST range is inconsistent with the actual DST range of the current year.

	Solution
	When the DST time window is queried, the DST time range of only the current year is queried.

	Solution Impact
	If 00:00 on the first day of all months in the current year is within the DST range or all beyond the DST range, DST synchronization fails.

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.87  The Front End Is Suspended When a User Queries the Packet Loss Monitoring Records for Protocol Packet Rate Limiting

	Trouble Ticket Number
	DTS2024081616750

	Symptom
	The front end is suspended when a user queries the packet loss monitoring records for protocol packet rate limiting.

	Condition
	There is a low probability that this problem occurs when a large number of packet loss monitoring entries for protocol packet rate limiting exist.

	Impact
	The front end is suspended when a user queries the packet loss monitoring records for protocol packet rate limiting.

	Severity
	Minor

	Root Cause
	There is a possibility that an exception occurs when a user queries the packet loss monitoring records for protocol packet rate limiting.

	Solution
	The logic is optimized for querying the packet loss monitoring records for protocol packet rate limiting.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.4.88  A Device Incorrectly Reports the hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3)

	Trouble Ticket Number
	DTS2024073031880

	Symptom
	A device incorrectly reports the hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3).

	Condition
	There is a low probability that this problem occurs when a 100GE interface goes down.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	When a 100GE interface on a device goes down, a fault is incorrectly reported, triggering an alarm.

	Solution
	When a 100GE interface on a device goes down, no fault is reported.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.4.89  The DSCP Configuration in the Eth-Trunk View Fails to Be Delivered

	Trouble Ticket Number
	DTS2024081909820

	Symptom
	The DSCP configuration in the Eth-Trunk view fails to be delivered.

	Condition
	This problem occurs when the following conditions are met:

198. The Eth-Trunk interface has member interfaces, and trust is not configured.

199. A non-default trust configuration is delivered through YANG. After the configuration is deleted, the configuration is redelivered.

	Impact
	The configuration cannot be delivered.

	Severity
	Minor

	Root Cause
	When the deletion operation is delivered through YANG, the deletion operation is not synchronized to the member interfaces of the Eth-Trunk interface.

	Solution
	When the deletion operation is delivered through YANG, the deletion operation is synchronized to the member interfaces of the Eth-Trunk interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.90  A Device Is Not Restarted When the MBUF Leakage Exceeds 50%

	Trouble Ticket Number
	DTS2024080505364

	Symptom
	The device is not restarted when the MBUF leakage exceeds 50%.

	Condition
	There is a low probability that this problem occurs when the MBUF leakage exceeds 50%.

	Impact
	The MBUF leakage cannot be detected in a timely manner.

	Severity
	Minor

	Root Cause
	The device obtains an incorrect MBUF count. As a result, the reset conditions are not met, and the device is not restarted.

	Solution
	The device obtains a correct MBUF count.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.91  A Device Restarts Repeatedly

	Trouble Ticket Number
	DTS2024081903649

	Symptom
	A device restarts repeatedly.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

200. The DST is configured on a device, with the end time one year later than the start time.

201. The device is restarted.

	Impact
	A device restarts repeatedly.

	Severity
	Minor

	Root Cause
	DST is configured on a device. After a restart, the device fails to obtain the DST information. As a result, it fails to be started and repeatedly restarts.

	Solution
	After DST is configured on a device and the device is restarted, the startup process is independent from whether the device obtains the DST information.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.4.92  The Electronic-Label Anti-tampering Function Does Not Take Effect and the Device Upgrade Fails

	Trouble Ticket Number
	DTS2024082114726

	Symptom
	The electronic-label anti-tampering function does not take effect, and the device upgrade fails.

	Condition
	This problem occurs when a device is upgraded.

	Impact
	The device fails to be upgraded.

	Severity
	Minor

	Root Cause
	The electronic-label anti-tampering function is not enabled on the device.

	Solution
	The electronic-label anti-tampering function is enabled on the device.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735I-H-V2

	Fixed Models
	S5735I-H-V2

	Precaution
	None


2.4.93  The PKI Database Does Not Have the Initial Certificate After Factory Default Settings Are Restored by Pressing Ctrl+R
	Trouble Ticket Number
	DTS2024081922569

	Symptom
	After factory default settings are restored by pressing Ctrl+R, the PKI database does not have the initial certificate.

	Condition
	This problem occurs when factory default settings are restored by pressing Ctrl+R.

	Impact
	Services that use the initial certificate, such as ZTP, fail.

	Severity
	Major

	Root Cause
	When the database is regenerated by pressing Ctrl+R, the initial certificate is not imported to the database.

	Solution
	When the database is regenerated by pressing Ctrl+R, the initial certificate is imported to the database.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5  V600R023SPH150

2.5.1  After the NMS Delivers a YANG Configuration Packet for Modifying the link-type Node to a Layer 2 Interface, the PVID of the Interface Is Incorrectly Restored to the Default Value 1

	Trouble Ticket Number
	DTS2024022813766

	Symptom
	After the NMS delivers a YANG configuration packet for modifying the link-type node to a Layer 2 interface, the PVID of the interface is incorrectly restored to the default value 1.

	Condition
	This problem occurs when the following conditions are met:

202. The NMS delivers a YANG configuration packet in which the pvid node is not 1 to a Layer 2 interface.

203. The NMS delivers a YANG configuration packet for modifying the link-type node.

	Impact
	The PVID of the interface is incorrectly changed, affecting traffic forwarding.

	Severity
	Major

	Root Cause
	When the NMS delivers a YANG configuration packet for modifying the link-type node, the pvid node is incorrectly initialized.

	Solution
	When the NMS delivers a YANG configuration packet for modifying the link-type node, the pvid node is not initialized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and enable the NMS to re-deliver a YANG configuration packet for modifying the pvid node.


2.5.2  IP Phones Connected to a Device Cannot Obtain the Voice VLAN ID

	Trouble Ticket Number
	DTS2024030108646

	Symptom
	IP phones connected to a device cannot obtain the voice VLAN ID.

	Condition
	There is a low probability that this problem occurs when IP phones are connected to a device.

	Impact
	LLDP negotiation between the device and phones fails. As a result, the phones cannot obtain the voice VLAN ID.

	Severity
	Major

	Root Cause
	The device does not correctly process the negotiation field on the interface. As a result, the value of the negotiation field in the LLDPDU is 0, and the phones fail to verify the LLDPDU.

	Solution
	The device correctly processes the negotiation field on the interface and the negotiation field value in the LLDPDU is correct.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.3  Layer 2 Protocol Tunneling Is Unavailable When an Eth-Trunk Interface on a Device Functions as the Outbound Interface

	Trouble Ticket Number
	DTS2024022107811

	Symptom
	Layer 2 protocol tunneling is unavailable when an Eth-Trunk interface on a device functions as the outbound interface.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

204. A multicast MAC address is configured for Layer 2 protocol tunneling on a device.

205. Layer 2 protocol tunneling is enabled on a physical interface and the physical interface is added to a VLAN.

206. An Eth-Trunk interface is configured, member interfaces are added to the Eth-Trunk interface, and the Eth-Trunk interface is added to the same VLAN as that in condition 2.

	Impact
	Layer 2 protocol tunneling is unavailable when the Eth-Trunk interface functions as the outbound interface.

	Severity
	Major

	Root Cause
	When the device sends Layer 2 protocol tunneling packets, the Eth-Trunk interface does not obtain member interface information. As a result, when verifying that the packets enter and leave the device through the same interface, the device incorrectly determines the Eth-Trunk outbound interface as the source interface and does not send the packets.

	Solution
	When the device sends Layer 2 protocol tunneling packets, the Eth-Trunk interface obtains member interface information. In this manner, when verifying that the packets enter and leave the device through the same interface, the device does not determine the Eth-Trunk outbound interface as the source interface and sends the packets properly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.4  NQA Test Packets Are Incorrectly Sent After the System Time of a Device Is Changed

	Trouble Ticket Number
	DTS2024022104830

	Symptom
	NQA test packets are incorrectly sent after the system time of a device is changed.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

207. NQA test instance configurations are delivered to a device through the MIB, and the test instances are started.

208. There is a deviation in the system time after NTP time synchronization is performed, or the system time of the device is changed.

	Impact
	NQA test packets are incorrectly sent.

	Severity
	Minor

	Root Cause
	After the system time is changed, packets are incorrectly sent for NQA test instances whose start mode is set to start now in the timer update process.

	Solution
	The system checks the packet sending process when updating the timer, so that packets are not sent for NQA test instances whose start mode is set to start now.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.5  Abnormal Information Is Displayed on the Console Port During Startup of a Device

	Trouble Ticket Number
	DTS2024011703116

	Symptom
	Abnormal information is displayed on the console port during startup of a device.

	Condition
	There is a low probability that this problem occurs during startup of a device.

	Impact
	Abnormal information is displayed on the console port, affecting user experience.

	Severity
	Suggestion

	Root Cause
	The process startup timeout threshold is too low.

	Solution
	The process startup timeout threshold is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	None


2.5.6  After a Configuration Packet Containing the link-type (Set to trunk) and trunk-vlans Nodes Is Delivered to a Hybrid Interface Through YANG, an Error Message Is Displayed

	Trouble Ticket Number
	DTS2024013002164

	Symptom
	After a configuration packet containing the link-type (set to trunk) and trunk-vlans nodes is delivered to a hybrid interface through YANG, an error message is displayed.

	Condition
	This problem occurs when the following conditions are met:

209. A configuration packet containing the link-type (set to hybrid) and untag-vlans nodes is delivered through YANG.

210. A configuration packet containing the link-type (set to trunk) and trunk-vlans nodes is delivered through YANG, and the values of trunk-vlans and untag-vlans overlap.

	Impact
	Configuration delivery is affected.

	Severity
	Minor

	Root Cause
	When the link type of an interface is changed from hybrid to trunk, the system incorrectly determines that the VLANs specified by trunk-vlans overlap the VLANs specified by untag-vlans. As a result, an error message is displayed.

	Solution
	When the link type of an interface is changed from hybrid to trunk, the system does not check whether the VLANs specified by trunk-vlans overlap the VLANs specified by untag-vlans.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.7  In an SRv6 Scenario, After the Conflict Between the Local SID on a Device Functioning as an Endpoint and the IPv6 Address in the Static Neighbor Table Is Removed, Traffic Fails to Be Forwarded over the SRv6 Tunnel

	Trouble Ticket Number
	DTS2024013014888

	Symptom
	In an SRv6 scenario, after the conflict between the local SID on a device functioning as an endpoint and the IPv6 address in the static neighbor table is removed, traffic fails to be forwarded over the SRv6 tunnel.

	Condition
	This problem occurs when the following conditions are met:

211. In an SRv6 scenario, the ipv6 neighbor ipv6-address mac-address command is run in the interface view of a device functioning as an endpoint, and the value of ipv6-address is the same as the local SID.

212. The undo ipv6 neighbor ipv6-address command is run in the interface view of the endpoint.

	Impact
	Traffic fails to be forwarded over the SRv6 tunnel.

	Severity
	Major

	Root Cause
	When the conflict is removed on the endpoint, the local SID is delivered before the static neighbor table is deleted. As a result, the local SID fails to be delivered, and traffic fails to be forwarded over the SRv6 tunnel.

	Solution
	The local SID is delivered after the static neighbor table is deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch and wait for the next round of verification.


2.5.8  Packet Loss Occurs on a Device When Traffic Is Heavy

	Trouble Ticket Number
	DTS2024030401186

	Symptom
	Packet loss occurs on a device when traffic is heavy.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· A device receives a large amount of traffic.

· The jumboframe enable 9600 command is run in the view of the interface that receives traffic to set the maximum frame length allowed by the interface to 9600 bytes.

	Impact
	Traffic forwarding is affected.

	Severity
	Minor

	Root Cause
	When traffic is heavy and the maximum frame length allowed by an interface is 9600 bytes, an error occurs in packet processing.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.5.9  Services on a Device Are Interrupted and the Device Resets During Its Stable Running

	Trouble Ticket Number
	DTS2024020112203

	Symptom
	Services on a device are interrupted and the device resets during its stable running.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	Services are interrupted and the device resets.

	Severity
	Minor

	Root Cause
	A time sequence error occurs when the device releases memory information.

	Solution
	The device uses variables for caching.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.10  If PnP VLAN Auto-Negotiation Is Configured and a Physical Interface Is Repeatedly Removed from and Added to an Eth-Trunk Interface, Broadcast Traffic Is Abnormal

	Trouble Ticket Number
	DTS2024021913060

	Symptom
	If PnP VLAN auto-negotiation is configured and a physical interface is repeatedly removed from and added to an Eth-Trunk interface, broadcast traffic is abnormal.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

213. An Eth-Trunk interface is created, the link type of the Ethernet interface is set to trunk, and at least two member interfaces are added to the Eth-Trunk interface.

214. PnP VLAN auto-negotiation is configured in the system view.

215. A member interface is repeatedly removed from or added to the Eth-Trunk interface.

	Impact
	Broadcast traffic is abnormal.

	Severity
	Minor

	Root Cause
	After PnP VLAN auto-negotiation is configured, physical interfaces are automatically added to the PnP VLAN. When a physical interface is repeatedly removed from and added to an Eth-Trunk interface, the device receives a message indicating that the physical interface is added to the Eth-Trunk interface and then a message indicating that the physical interface is removed from the PnP VLAN. In this case, the physical interface is still a member interface and its broadcast forwarding table is not deleted. As a result, broadcast traffic is abnormal.

	Solution
	After PnP VLAN auto-negotiation is configured, physical interfaces are automatically added to the PnP VLAN. When a physical interface is repeatedly removed from and added to an Eth-Trunk interface, the broadcast forwarding table of the physical interface is deleted even if the device receives a message indicating that the physical interface is added to the Eth-Trunk interface and then a message indicating that the physical interface is removed from the PnP VLAN.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, delete the PnP VLAN, and then reconfigure it.


2.5.11  A Device Restarts When Its Memory Is Insufficient

	Trouble Ticket Number
	DTS2024031107026

	Symptom
	A device restarts when its memory is insufficient.

	Condition
	There is a high probability that this problem occurs when the memory of a device is insufficient.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	When the memory is insufficient, an error occurs in data processing.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.12  After an M-LAG Device Is Upgraded, the hold-time Configuration of the M-LAG Changes

	Trouble Ticket Number
	DTS2024030606814

	Symptom
	After an M-LAG device is upgraded, the hold-time configuration of the M-LAG changes.

	Condition
	This problem occurs when a device is upgraded from a version earlier than V600R023C00 to V600R023C00.

	Impact
	The DAD delay is affected in M-LAG switchback scenarios.

	Severity
	Suggestion

	Root Cause
	The hold-time configuration is modified when the device is upgraded.

	Solution
	The hold-time configuration is not modified when the device is upgraded.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch and reconfigure the hold-time parameter.


2.5.13  A Device Incorrectly Accesses Released Memory

	Trouble Ticket Number
	DTS2024031305241

	Symptom
	A device incorrectly accesses released memory.

	Condition
	There is a low probability that this problem occurs when related components send verification requests to the FES component.

	Impact
	Entries on the device may fail to age out.

	Severity
	Minor

	Root Cause
	When related components send verification requests to the FES component, if the message queue is fully occupied, the request fails to enter the queue and memory is released. As a result, the device incorrectly accesses released memory subsequently.

	Solution
	The device accesses memory before the memory is released.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.14  Services on a Device Are Interrupted and the Device Resets During Its Stable Running

	Trouble Ticket Number
	DTS2024020208265

	Symptom
	Services on a device are interrupted and the device resets during its stable running.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	Services are interrupted and the device resets.

	Severity
	Minor

	Root Cause
	A time sequence error occurs when the device releases memory information.

	Solution
	The time sequence error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.15  After a Physical Interface Is Removed from a VLAN and Then Added to an Eth-Trunk Interface, the VLAN Function Still Takes Effect on the Physical Interface

	Trouble Ticket Number
	DTS2024021913060

	Symptom
	After a physical interface is removed from a VLAN and then added to an Eth-Trunk Interface, the VLAN function still takes effect on the physical interface.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

216. An Eth-Trunk interface is created.

217. A physical interface is added to a VLAN.

218. The physical interface is removed from the VLAN and then added to the Eth-Trunk interface.

	Impact
	Traffic is not forwarded as expected.

	Severity
	Major

	Root Cause
	When a physical interface is removed from a VLAN and then added to an Eth-Trunk interface, the device receives a message indicating that the physical interface is added to the Eth-Trunk interface and then a message indicating that the physical interface is removed from the VLAN. In this case, the physical interface is still a member interface and its broadcast forwarding table is not deleted. As a result, traffic is incorrectly forwarded.

	Solution
	When a physical interface is removed from a VLAN and then added to an Eth-Trunk interface, the broadcast forwarding table of the physical interface is deleted, even if the device receives a message indicating that the physical interface is added to the Eth-Trunk interface and then a message indicating that the physical interface is removed from the VLAN.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, remove the physical interface from the Eth-Trunk interface, add the physical interface to a VLAN, remove the physical interface from the VLAN, and then add the physical interface to the Eth-Trunk interface again.


2.5.16  After a Peer-Link Is Configured on a Device, a Physical Interface Does Not Learn MAC Addresses

	Trouble Ticket Number
	DTS2024031902862

	Symptom
	After a peer-link is configured on a device, a physical interface does not learn MAC addresses.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

219. An Eth-Trunk interface is configured.

220. The Eth-Trunk interface is deleted.

221. The Eth-Trunk interface is configured again and specified as the peer-link interface.

	Impact
	The physical interface does not learn MAC addresses, and packets are continuously broadcast.

	Severity
	Major

	Root Cause
	If an Eth-Trunk interface is configured and specified as the peer-link interface and the peer-link configuration is delivered before the interface configuration, the Eth-Trunk interface data cannot be queried. As a result, the function of disabling MAC address learning (this function should take effect on the peer-link interface) incorrectly takes effect on a physical interface.

	Solution
	When an Eth-Trunk interface is configured and specified as the peer-link interface, the peer-link configuration is not processed if no Eth-Trunk interface data is found. The peer-link configuration is processed only after the Eth-Trunk interface configuration is complete. This prevents the function of disabling MAC address learning from incorrectly taking effect on other physical interfaces.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, add the physical interface to the Eth-Trunk interface that functions as the peer-link interface, and then remove the physical interface from the Eth-Trunk interface.


2.5.17  Some Terminals Fail to Go Online Because DHCP Request Packets Are Retransmitted in a Non-Standard Manner

	Trouble Ticket Number
	DTS2024031904609

	Symptom
	Some terminals fail to go online because DHCP Request packets are retransmitted in a non-standard manner.

	Condition
	There is a possibility that this problem occurs when DHCP Request packets are retransmitted in a non-standard manner in a DHCP relay scenario.

	Impact
	Terminals cannot obtain IP addresses.

	Severity
	Minor

	Root Cause
	The device does not support non-standard retransmission of DHCP Request packets from some terminals.

	Solution
	The device supports non-standard retransmission of DHCP Request packets from some terminals.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.18  The VLAN Stacking Function on an Eth-Trunk Interface Becomes Invalid After the Device Is Restarted

	Trouble Ticket Number
	DTS2024030701074

	Symptom
	The VLAN stacking function on an Eth-Trunk interface becomes invalid after the device is restarted.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

222. An Eth-Trunk interface is configured and member interfaces are added to the Eth-Trunk interface.

223. The VLAN stacking function is configured in the Eth-Trunk interface view.

224. The device is restarted.

	Impact
	The VLAN stacking function is unavailable.

	Severity
	Major

	Root Cause
	After the device is restarted, the uninitialized interface data is cached before the Eth-Trunk interface is created and used for configuring the VLAN stacking function. As a result, the VLAN stacking function does not take effect on the interface.

	Solution
	After the device is restarted, the initialized interface data is correctly cached before the Eth-Trunk interface is created.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and disable and then enable the VLAN stacking function on the Eth-Trunk interface.


2.5.19  An Exception Occurs When a Running Device Processes Data

	Trouble Ticket Number
	DTS2024030614401

	Symptom
	An exception occurs when a running device processes data.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	An exception occurs when the device processes data, affecting service functions.

	Severity
	Minor

	Root Cause
	An error occurs in data processing in some concurrent scenarios.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.20  A Device Incorrectly Reports an Alarm

	Trouble Ticket Number
	DTS2024032718241

	Symptom
	A device incorrectly reports an exception alarm.

	Condition
	There is a high probability that this problem occurs when the port rate of a stack device is switched.

	Impact
	A false alarm is generated, affecting user experience.

	Severity
	Major

	Root Cause
	An error occurs in stack protocol packet forwarding.

	Solution
	The error in stack protocol packet forwarding is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, and S5735I-L-V2

	Precaution
	After installing the patch, restart the device for the patch to take effect.


2.5.21  No Action Is Taken After Queues on an Interface Are Congested

	Trouble Ticket Number
	DTS2024031409232

	Symptom
	No action is taken after queues on an interface are congested.

	Condition
	There is a low probability that this problem occurs when queues on an interface are congested.

	Impact
	User experience is affected.

	Severity
	Suggestion

	Root Cause
	The conditions for determining congestion of queues on an interface are incorrect.

	Solution
	The conditions for determining congestion of queues on an interface are optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.22  When a User Performs Operations on a Device Through the Web System and Then Proactively Goes Offline, a System Exception Occurs on the Device

	Trouble Ticket Number
	DTS2024031214506

	Symptom
	When a user performs operations on a device through the web system and then proactively goes offline, a system exception occurs on the device.

	Condition
	There is a low probability that this problem occurs when a user performs operations on a device through the web system and then proactively goes offline.

	Impact
	A system exception occurs on the device.

	Severity
	Minor

	Root Cause
	When a user performs operations on a device through the web system and then proactively goes offline, session resources are released immediately. As a result, a system exception occurs on the device.

	Solution
	In the scenario where a user performs operations on a device through the web system and then proactively goes offline, the device releases session resources only after processing the request data from the web system.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.23  Inconsistency Discovery Fails for a Device on iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024032817362

	Symptom
	Inconsistency discovery fails for a device on iMaster NCE-Campus.

	Condition
	There is a low probability that this problem occurs when inconsistency discovery is performed for a device on iMaster NCE-Campus.

	Impact
	Inconsistency discovery fails.

	Severity
	Minor

	Root Cause
	The device does not support the query operation for the corresponding objects. As a result, the query times out.

	Solution
	The corresponding objects of the device are not queried.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	None


2.5.24  Multicast Services Deployed on an Eth-Trunk Interface Are Interrupted

	Trouble Ticket Number
	DTS2024040104202

	Symptom
	Multicast services deployed on an Eth-Trunk interface are interrupted.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

225. Multicast services are configured.

226. Multicast services are deployed on an Eth-Trunk interface.

	Impact
	Multicast services are interrupted.

	Severity
	Major

	Root Cause
	When multicast services are deployed on an Eth-Trunk interface, the system incorrectly delivers a rule for discarding multicast protocol packets. As a result, multicast protocol packets cannot be forwarded, interrupting multicast services.

	Solution
	When multicast services are deployed on an Eth-Trunk interface, the system does not deliver a rule for discarding multicast protocol packets.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	When installing the patch, do not perform configurations related to the Eth-Trunk interface. Otherwise, services may become abnormal.


2.5.25  Packets Encapsulated with Incorrect Destination MAC Addresses Fail to Be Forwarded at Layer 3

	Trouble Ticket Number
	DTS2024031922437

	Symptom
	Packets encapsulated with incorrect destination MAC addresses fail to be forwarded at Layer 3.

	Condition
	This problem occurs when the following conditions are met:

227. A VLANIF interface is created.

228. A new VLAN is created.

	Impact
	Layer 3 packet forwarding is affected.

	Severity
	Minor

	Root Cause
	An error occurs in processing the destination MAC address encapsulation table.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	None


2.5.26  After the Sub IP Address of an Interface in Down State Is Deleted, Direct Routes Are Incorrectly Generated

	Trouble Ticket Number
	DTS2024031404051

	Symptom
	After the sub IP address of an interface in Down state is deleted, direct routes are incorrectly generated.

	Condition
	This problem occurs when the sub IP address of an interface in Down state is deleted.

	Impact
	The route that is incorrectly generated affects networking of the device.

	Severity
	Major

	Root Cause
	When the sub IP address of an interface is deleted, the address deletion process is triggered. However, the device does not check the interface status and unconditionally regenerates the routes corresponding to other configurations on the interface.

	Solution
	The device checks the status of an interface before regenerating routes corresponding to other configurations on the interface, and does not regenerate such routes if the interface is Down.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.27  The Communication Between a Device and iMaster NCE-Campus Is Intermittently Interrupted

	Trouble Ticket Number
	DTS2024040718938

	Symptom
	The communication between a device and iMaster NCE-Campus is intermittently interrupted.

	Condition
	This problem occurs when a device connects to iMaster NCE-Campus through a private network and there are reachable public network routes to iMaster NCE-Campus.

	Impact
	The device cannot connect to iMaster NCE-Campus.

	Severity
	Major

	Root Cause
	An error occurs when the device connects to iMaster NCE-Campus through a private network.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, activate the patch, and then reconnect the device to iMaster NCE-Campus.


2.5.28  STP Uses an All-0 MAC Address for Negotiation After a Device Restarts

	Trouble Ticket Number
	DTS2024032901827

	Symptom
	After a device restarts, STP uses an all-0 MAC address for negotiation.

	Condition
	There is a low probability that this problem occurs after a device restarts.

	Impact
	The STP root bridge flaps.

	Severity
	Minor

	Root Cause
	When no system MAC address is generated after a device restarts, STP uses an all-0 MAC address for negotiation.

	Solution
	When no system MAC address is generated after a device restarts, STP stops negotiation.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.29  The Queried Connection Status Between a Device and iMaster NCE-Campus Is Abnormal

	Trouble Ticket Number
	DTS2024022904242

	Symptom
	After a device is connected to iMaster NCE-Campus, the device's connection status is Init.

	Condition
	There is a low probability that this problem occurs after a device is successfully connected to iMaster NCE-Campus.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the connection status update process.

	Solution
	The error in the connection status update process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, activate the patch, and then reconnect the device to iMaster NCE-Campus.


2.5.30  After the /cli:cli/cli:header/cli:login-text Node Configuration Is Delivered Through NETCONF to Modify the Login Prompt Message, the Login Prompt Message Is Displayed Incorrectly

	Trouble Ticket Number
	DTS2024040116938

	Symptom
	After the /cli:cli/cli:header/cli:login-text node configuration is delivered through NETCONF to modify the login prompt message, the login prompt message is displayed incorrectly.

	Condition
	This problem occurs when the following conditions are met:

· The /cli:cli/cli:header/cli:login-text node configuration is delivered through NETCONF to modify the login prompt message.

· The new login prompt message contains newline characters.

	Impact
	The login prompt message is displayed incorrectly, affecting user experience.

	Severity
	Minor

	Root Cause
	When the configuration is delivered, newline characters are converted to other escape characters to adapt to display of the buildrun information. However, the escape characters cannot be parsed. As a result, the login prompt message is incorrectly displayed.

	Solution
	Correct escape characters are used so that the login prompt message is displayed properly.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.31  The Link Switching Performance Does Not Meet the Requirement When an ERPS Link Fails

	Trouble Ticket Number
	DTS2024040809909

	Symptom
	The link switching performance does not meet the requirement when an ERPS link fails.

	Condition
	There is a low probability that this problem occurs when an ERPS link fails.

	Impact
	The ERPS link switching performance does not meet the expectation.

	Severity
	Suggestion

	Root Cause
	High-priority threads in the forwarding management process share time slices, and threads may be switched in ERPS processing due to insufficient time slices. As a result, the interface cannot update the MAC address or instance status quickly, causing the link switchover to time out.

	Solution
	The time slice size of real-time threads in the forwarding management process is adjusted to ensure that the link switchover performance meets the requirement.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.32  iMaster NCE-Campus Fails to Deliver the Configurations for Creating a VPN and Binding a RADIUS Server to a VPN Concurrently

	Trouble Ticket Number
	DTS2024041012507

	Symptom
	iMaster NCE-Campus fails to deliver the configurations for creating a VPN and binding a RADIUS server to a VPN concurrently.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

229. A VPN is created and a RADIUS server is bound to a VPN on iMaster NCE-Campus.

230. iMaster NCE-Campus delivers these configurations concurrently.

	Impact
	iMaster NCE-Campus cannot deliver the configurations for creating a VPN and binding a RADIUS server to a VPN concurrently.

	Severity
	Minor

	Root Cause
	A time sequence error occurs when a VPN is created and a RADIUS server is bound to a VPN.

	Solution
	The time sequence error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.33  A Remote Unit Fails to Be Authenticated

	Trouble Ticket Number
	DTS2024040909338

	Symptom
	A remote unit fails to be authenticated.

	Condition
	This problem occurs when the central switch does not apply for a CA certificate.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the certificate verification process.

	Solution
	The error in the certificate verification process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5755-H

	Precaution
	None


2.5.34  The Maintainability of a Device Is Poor When the Device Goes Online on iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024040215493

	Symptom
	Diagnostic logs are not recorded for some processes when a device goes online on iMaster NCE-Campus.

	Condition
	There is a low probability that this problem occurs when a device registers with iMaster NCE-Campus.

	Impact
	O&M is affected.

	Severity
	Suggestion

	Root Cause
	An error occurs in diagnostic log recording when the device registers with iMaster NCE-Campus.

	Solution
	The error in diagnostic log recording is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.35  Related Configurations Are Not Deleted After the Management VLAN Is Changed

	Trouble Ticket Number
	DTS2024040215216

	Symptom
	After the management VLAN is changed, the VLANIF and endpoint configurations corresponding to the management VLAN before the change are not deleted.

	Condition
	There is a low probability that this problem occurs when iMaster NCE-Campus uses hierarchical templates to push configurations to a device.

	Impact
	Related configurations still exist on the device.

	Severity
	Minor

	Root Cause
	An error occurs in the configuration deletion process.

	Solution
	The error in the configuration deletion process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch, and delete the VLANIF and endpoint configurations corresponding to the management VLAN before the change.


2.5.36  A Device Is Suspended After Startup and Resets Unexpectedly Later

	Trouble Ticket Number
	DTS2024041207970

	Symptom
	A device is suspended after startup and resets unexpectedly about 40 minutes later.

	Condition
	There is a low probability that this problem occurs after a device restarts.

	Impact
	In a single-node system, the device does not respond after startup and resets unexpectedly about 40 minutes later. In a stack, the problematic device is not registered and resets unexpectedly about 40 minutes later.

	Severity
	Major

	Root Cause
	A time sequence error occurs during the startup of the system service process and system protocol stack. When the initialization of the system protocol stack is not complete, the system service process fails to apply for related resources. As a result, the service process fails to be started, affecting startup of the device.

	Solution
	After the initialization of the system protocol stack is complete, the system notifies the service process of the initialization. After the notification is complete, the service process applies for related resources to complete the initialization.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	None


2.5.37  An Error Is Reported When Incrementally Synchronized Information on an Interface Is Queried Through YANG

	Trouble Ticket Number
	DTS2024040819662

	Symptom
	An error is reported when incrementally synchronized information on an interface is queried through YANG.

	Condition
	There is a high probability that this problem occurs when incrementally synchronized information on an interface is queried through YANG.

	Impact
	Incrementally synchronized information on the interface fails to be queried.

	Severity
	Major

	Root Cause
	When incrementally synchronized information on an interface is queried, the returned values are incorrect. As a result, an error is reported.

	Solution
	When incrementally synchronized information on an interface is queried, correct values are returned.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.38  A Device Runs Improperly When a Multicast Tunnel Is Configured

	Trouble Ticket Number
	DTS2024041710747

	Symptom
	A device runs improperly when a multicast tunnel is configured.

	Condition
	There is a low probability that this problem occurs when multicast VXLAN services are configured on a device.

	Impact
	The device runs improperly.

	Severity
	Minor

	Root Cause
	Out-of-bounds array access occurs when multicast VXLAN services are delivered.

	Solution
	Out-of-bounds array access does not occur when multicast VXLAN services are delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.5.39  No Information Is Displayed When the MIB Object HwFanStatusEntry (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.10.1) Is Used to Query Power Module Information

	Trouble Ticket Number
	DTS2024031312578

	Symptom
	No information is displayed when the MIB object HwFanStatusEntry (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.10.1) is used to query power module information.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· The MIB object hwFanStatusEntry (OID: 1.3.6.1.4.1.2011.5.25.31.1.1.10.1) is used to query power module information.

· The device restarts or a master/standby switchover is performed in a stack.

	Impact
	Power module information cannot be queried through the MIB object, and user experience is affected.

	Severity
	Minor

	Root Cause
	When a device restarts or a master/standby switchover is performed in a stack, an error occurs in the process of querying power module information through the MIB.

	Solution
	When a device restarts or a master/standby switchover is performed in a stack, the process of querying power module information through the MIB is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.40  The Source IPv4 Address of a Web Server Cannot Be Deleted Through the Web System

	Trouble Ticket Number
	DTS2024020713729

	Symptom
	The source IPv4 address of a web server cannot be deleted through the web system.

	Condition
	This problem occurs when the web-manager ipv4 server-source -a ip-address vpn-instance vpn-instance command is run in the system view to specify a source IPv4 address and a VPN instance for a web server.

	Impact
	The source IPv4 address of a web server cannot be deleted through the web system. 

	Severity
	Minor

	Root Cause
	When the source IPv4 address of a web server is deleted through the web system, the corresponding VPN instance is not delivered.

	Solution
	When the source IPv4 address of a web server is deleted through the web system, the corresponding VPN instance is delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	After the patch is installed, clear the browser cache and log in to the web system again.


2.5.41  The Outbound Eth-Trunk Interface on a Device in a Stack Does Not Remove the VLAN Tags of Double-tagged Packets Sent from Other Member Devices

	Trouble Ticket Number
	DTS2024030517507

	Symptom
	The outbound interface Eth-Trunk interface on a device in a stack does not remove VLAN tags of double-tagged packets sent from other member devices.

	Condition
	This problem occurs when the following conditions are met:

231. A stack is set up.

232. An Eth-Trunk interface is created, the port vlan-stacking untagged stack-vlan vlan-id1 stack-inner-vlan vlan-id2 command is configured, and the Eth-Trunk interface is configured to allow packets from the VLAN specified by vlan-id1 to pass through.

233. The physical interface on device A in the stack is configured in the same way as that in condition 2. The physical interface on device B in the stack is added to the Eth-Trunk interface created in condition 2.

234. A user goes online through the Eth-Trunk interface and learns MAC addresses in the VLAN specified by vlan-id1.

235. The user goes online through the physical interface of device A, and the destination MAC address is the MAC address in condition 4.

	Impact
	Traffic forwarding is affected.

	Severity
	Major

	Root Cause
	When device A in a stack forwards known unicast packets with double VLAN tags to an Eth-Trunk member interface of device B in the stack, device B uses the configuration of the member interface but does not query the VLAN stacking configuration of the Eth-Trunk interface. As a result, the double VLAN tags are not removed during packet forwarding.

	Solution
	When device A in a stack forwards known unicast packets with double VLAN tags to an Eth-Trunk member interface of device B in the stack, device B queries the VLAN stacking configuration of the Eth-Trunk interface and processes the packets with double VLAN tags based on the VLAN stacking configuration.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	· If the problem has occurred, install the patch, delete the VLAN stacking configuration from the Eth-Trunk interface, and then reconfigure VLAN stacking.

· Before uninstalling the patch, delete the VLAN stacking configuration from all interfaces.


2.5.42  When the Number of BFD Sessions Exceeds the Upper Limit and a Member Interface Is Removed from a VLAN, the BFD for Per-Link Sub-Session for This Interface Still Exists

	Trouble Ticket Number
	DTS2024032305459

	Symptom
	When the number of BFD sessions exceeds the upper limit, after a member interface is removed from a VLAN, the BFD for Per-Link sub-session for this interface still exists.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

236. The maximum number of BFD for Per-Link sessions are configured.

237. A VLAN member interface is added, and a new BFD for Per-Link sub-session is created.

238. The VLAN member interface is removed from all VLANs.

	Impact
	The BFD function for some links is affected.

	Severity
	Major

	Root Cause
	When the number of BFD sessions exceeds the upper limit, the excess BFD for Per-Link sub-sessions are saved to the rebuilt tree. When a member interface is removed from a VLAN, the BFD for Per-Link sub-sessions in the rebuilt tree are not deleted. As a result, the residual sub-sessions are re-created.

	Solution
	When a member interface is removed from a VLAN, the corresponding BFD for Per-Link sub-session in the rebuilt tree is deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, add the member interface to the VLAN, and then remove the member interface from the VLAN.


2.5.43  The DRR Weight Is Inaccurate When an Interface Is Congested

	Trouble Ticket Number
	DTS2024040725270

	Symptom
	The DRR weigh is inaccurate when an interface is congested.

	Condition
	This problem occurs when the following conditions are met:

· A DRR scheduling profile is bound to an interface.

· The buffer mode of the interface is the default mode (non-enhanced mode).

· Traffic congestion occurs on the interface.

	Impact
	The DRR weight is inaccurate when an interface is congested.

	Severity
	Minor

	Root Cause
	The buffer space of the interface is too small.

	Solution
	The buffer space of the interface is increased.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2 and S3710-H

	Fixed Models
	S5735-L-V2 and S3710-H

	Precaution
	None


2.5.44  When a Large Number of VPN Instances Are Configured on a Device and Route Flapping Occurs, the Device's CPU Usage Becomes High in a Short Period of Time

	Trouble Ticket Number
	DTS2024040319659

	Symptom
	When a large number of VPN instances are configured on a device and route flapping occurs, the device's CPU usage becomes high in a short period of time.

	Condition
	This problem occurs when the following conditions are met:

239. The SRv6 BE service is configured on two devices.

240. A large number of VPN instances are configured on one device, and SRv6 is associated with all VPN instances.

241. The reset bgp all command is run in the user view of this device.

	Impact
	The CPU usage increases sharply, but functions are not affected.

	Severity
	Minor

	Root Cause
	When a large number of VPN instances are configured on a device and route flapping occurs, a large number of entries need to be updated, but they are not updated in batches.

	Solution
	When a large number of VPN instances are configured on a device and route flapping occurs, a large number of entries are updated in batches.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.5.45  When the Rate of Traffic Sent to the CPU Exceeds the CPCAR and a Small Number of Packets Are Discarded, a False Alarm Is Reported

	Trouble Ticket Number
	DTS2024032706493

	Symptom
	When the rate of traffic sent to the CPU exceeds the CPCAR and a small number of packets are discarded, a false CPCAR alarm is reported.

	Condition
	There is a high probability that this problem occurs when a small number of packets are discarded due to CPCAR exceeding.

	Impact
	When the rate of traffic sent to the CPU exceeds the CPCAR and a small number of packets are discarded, a false CPCAR alarm is reported.

	Severity
	Minor

	Root Cause
	A logic error occurs in determining whether to generate a CPCAR alarm.

	Solution
	The logic for generating a CPCAR alarm is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.46  The Causes for the bgpBackwardTransition_clear and hwBgpBackwardTransition_clear Alarms Are Incorrect

	Trouble Ticket Number
	DTS2024031405696

	Symptom
	The causes for the bgpBackwardTransition_clear and hwBgpBackwardTransition_clear alarms are incorrect.

	Condition
	There is a high probability that this problem occurs when a BGP IPv4/IPv6 peer relationship is re-established after being disconnected.

	Impact
	The causes for the clear alarms are incorrect, affecting user experience.

	Severity
	Minor

	Root Cause
	The alarm information of the bgpBackwardTransition and hwBgpBackwardTransition events is defined in an incorrect sequence. As a result, the correct causes for the clear alarms are not invoked.

	Solution
	The device invokes the correct alarm causes in the preceding situation.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.47  The Number of Route Change Track Records Exceeds the Upper Limit

	Trouble Ticket Number
	DTS2024030722899

	Symptom
	The number of route change track records exceeds the upper limit.

	Condition
	This problem occurs when the following conditions are met:

242. The route change track information keeps increasing and the number of records reaches the upper limit.

243. The route change track information continues to increase.

	Impact
	The device's memory usage keeps increasing.

	Severity
	Major

	Root Cause
	The route change track information includes information about suppression and route changes. When the suppression information is deleted, the number of route change entries is reduced. As a result, the number of route change track records increases and eventually exceeds the upper limit.

	Solution
	The system does not reduce the number of route change entries when the suppression information is deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.48  After a Hardware Fault Occurs on the Master Device in a Stack and a Master/Standby Switchover Is Performed, Some Interfaces Cannot Learn ARP Entries

	Trouble Ticket Number
	DTS2024031804664

	Symptom
	After a hardware fault occurs on the master device in a stack and a master/standby switchover is performed, some interfaces cannot learn ARP entries.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

244. A hardware fault occurs on the master device in a stack.

245. A master/standby switchover is performed in the stack.

	Impact
	Traffic fails to be forwarded.

	Severity
	Major

	Root Cause
	When a hardware fault occurs on the master device in a stack, the active ARP component obtains an incorrect interface status and backs up the incorrect interface status to the standby ARP component. After a master/standby switchover is performed, the backup message arrives later than the entry synchronization message. As a result, the new active ARP component saves the incorrect interface status and therefore some ARP entries cannot be learned.

	Solution
	When a hardware fault occurs on the master device in a stack and a master/standby switchover is performed, if the backup message arrives later than the entry synchronization message and the interface status carried in the backup message is different from that in the entry synchronization message, the new active ARP component uses the interface status in the entry synchronization message instead of that in the backup message.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and perform a master/standby switchover in the stack.


2.5.49  An Error Is Reported for Some Services in the Concurrency Scenario

	Trouble Ticket Number
	DTS2024040212252

	Symptom
	An error is reported for some services.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	An error is reported for some services.

	Severity
	Minor

	Root Cause
	In the concurrency scenario, the device does not verify duplicate data.

	Solution
	In the concurrency scenario, the device verifies duplicate data.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.50  When Both VRRP in Master/Standby Mode and ARP Fast Reply Are Configured, Packet Loss Lasts for a Long Time After a VRRP Master/Standby Switchover Is Performed

	Trouble Ticket Number
	DTS2024031105833

	Symptom
	When both VRRP in master/standby mode and ARP fast reply are configured, packet loss lasts for a long time after a VRRP master/standby switchover is performed.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

246. VRRP in master/standby mode is configured.

247. The undo arp fast-reply disable command is configured in the system view.

248. A VRRP master/standby switchover is triggered.

	Impact
	Service packet loss lasts for a long time.

	Severity
	Major

	Root Cause
	During a VRRP master/standby switchover, an incorrect flag is used in ARP fast reply to determine the VRRP master/standby status. As a result, the VRRP status switchover is delayed.

	Solution
	The correct flag is used to determine the VRRP master/standby status.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.51  After the Control VLAN of an ERPS Ring Is Changed, MAC Addresses Cannot Be Learned

	Trouble Ticket Number
	DTS2024040821341

	Symptom
	After the control VLAN of an ERPS ring is changed, MAC addresses cannot be learned.

	Condition
	This problem occurs when the following conditions are met:

249. The control VLAN of an ERPS ring is changed from VLAN A to VLAN B.

250. Physical interfaces are added to VLAN A.

	Impact
	MAC addresses cannot be learned in VLAN B.

	Severity
	Major

	Root Cause
	When a control VLAN is deleted, the MAC address learning function is not enabled in this VLAN.

	Solution
	When a control VLAN is deleted, the MAC address learning function is enabled in this VLAN.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, disable MAC address learning in the problematic VLAN, and then delete the configuration.


2.5.52  A Device Resets Unexpectedly

	Trouble Ticket Number
	DTS2024040702053

	Symptom
	A device resets unexpectedly.

	Condition
	There is a low probability that this problem occurs when a fault occurs on a device.

	Impact
	The device resets unexpectedly.

	Severity
	Minor

	Root Cause
	An error occurs in the self-healing process when a fault occurs on the device.

	Solution
	The self-healing process is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.53  A VLAN Pool Fails to Be Authorized

	Trouble Ticket Number
	DTS2024032801802

	Symptom
	A VLAN pool fails to be authorized.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

251. Authentication is configured.

252. The authentication server authorizes a VLAN pool.

	Impact
	The VLAN pool fails to be authorized.

	Severity
	Major

	Root Cause
	The code logic for authorizing a VLAN pool is incorrect.

	Solution
	The code logic for authorizing a VLAN pool is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.54  Route Summarization Is Configured in the OSPFv3 Area View on a Stack Member Device. After a Master/Standby Switchover Is Performed, Some Inter-Area-Prefix-LSAs Advertised by the Device Are Missing

	Trouble Ticket Number
	DTS2024032207665

	Symptom
	After route summarization is configured in the OSPFv3 area view of a stack member device and a master/standby switchover is performed, some Inter-Area-Prefix-LSAs advertised by the device are missing.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

253. An OSPFv3 process is configured and bound to a VPN instance on a device. The vpn-instance-capability simple command is not configured for the process.

254. The abr-summary command is run in the area view of the OSPFv3 process described in condition 1.

255. A master/standby switchover is performed in the stack.

	Impact
	Traffic carried over OSPFv3 is interrupted.

	Severity
	Major

	Root Cause
	After the master/standby switchover is performed in the stack, there is a possibility that the Inter-Area-Prefix-LSAs generated based on the abr-summary command configuration preempt the link state IDs used by other Inter-Area-Prefix-LSAs generated before the master/standby switchover. As a result, the Inter-Area-Prefix-LSAs whose link state IDs are preempted fail to be advertised, causing interruption of OSPFv3 services.

	Solution
	After a master/standby switchover is performed in a stack, the Inter-Area-Prefix-LSAs generated based on the abr-summary command configuration use the link state IDs backed up before the master/standby switchover instead of the link state IDs of other Inter-Area-Prefix-LSAs.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and perform a master/standby switchover in the stack.


2.5.55  A Device Restarts Unexpectedly When Dynamic Telemetry Subscription Requests with Different User Names Are Delivered Consecutively

	Trouble Ticket Number
	DTS2024041001200

	Symptom
	A device restarts unexpectedly when dynamic telemetry subscription requests with different user names are delivered consecutively.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

256. Multiple local administrators are created in the AAA view and the access type is set to HTTP.

257. The gRPC service is enabled using the server enable command in the gRPC server view.

258. Dynamic telemetry subscription requests with different user names are delivered consecutively.

	Impact
	A device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	The device does not correctly process the user name switching process in dynamic telemetry subscription.

	Solution
	The process of switching the user name in dynamic telemetry subscription is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.56  A Device Cannot Supply Power to PDs When the Voltage Changes

	Trouble Ticket Number
	DTS2024032808568

	Symptom
	A device cannot supply power to PDs when the voltage changes.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

259. The power module of a device is frequently removed and installed.

260. The power supply is intermittently disconnected, and the voltage drops to 0 V and then recovers.

	Impact
	The device cannot supply power to PDs.

	Severity
	Major

	Root Cause
	An error occurs in the process of calculating the total available PoE power of a PoE switch.

	Solution
	The error in the process of calculating the total available PoE power of a PoE switch is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the poe power-reserved command.


2.5.57  A User's Authorization Information Cannot Be Updated When Bypass Authentication Is Configured on a Device

	Trouble Ticket Number
	DTS2024041919576

	Symptom
	After a user is re-authenticated, the user's authorization information cannot be updated and the user cannot switch to MAC address authentication.

	Condition
	This problem occurs when the following conditions are met:

· Bypass authentication and authorization upon authentication failures are configured.

· The 802.1X client does not respond.

	Impact
	After a user is re-authenticated, the user's authorization information cannot be updated and the user cannot switch to MAC address authentication.

	Severity
	Minor

	Root Cause
	An error occurs when the device processes bypass authentication.

	Solution
	The error in processing bypass authentication is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.58  Active Interfaces in an Eth-Trunk Interface Cannot Learn ARP Entries After Being Changed

	Trouble Ticket Number
	DTS2024040219383

	Symptom
	Active interfaces in an Eth-Trunk interface cannot learn ARP entries after being changed.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

261. An Eth-Trunk interface is configured on the local device and remote server for their connection.

262. Static LACP is configured on the Eth-Trunk interface of the local device.

263. Interfaces on the active and standby NICs of the remote server are added to the Eth-Trunk interface.

264. The active NIC goes down and services are switched to the standby NIC.

	Impact
	The local Eth-Trunk interface is down, causing a failure to learn ARP entries.

	Severity
	Major

	Root Cause
	When the selected interface on the remote server goes down, the FWM-IFM responds to the physical interface down message and quickly updates the Eth-Trunk interface status to down. When LACP re-selects member interfaces, the Eth-Trunk interface remains up (there is a possibility that LACP convergence is fast, and there is no switchover between down and up). As a result, the Eth-Trunk interface in the FWM-IFM remains down.

	Solution
	The operation of processing the Eth-Trunk interface status is added in the Eth-Trunk active member change message.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and run the shutdown and undo shutdown commands on the local Eth-Trunk interface.


2.5.59  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024042316729

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that the problem occurs when a patch is installed on a device.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	A thread deadlock occurs, causing the device to restart.

	Solution
	The thread deadlock problem is resolved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.60  A Device Cannot Supply Power to PDs When the Input Voltage Is Low

	Trouble Ticket Number
	DTS2024032808568

	Symptom
	A device cannot supply power to PDs when the input voltage is low.

	Condition
	This problem occurs when the input voltage of a device ranges from 166 V to 176 V.

	Impact
	The device cannot supply power to PDs.

	Severity
	Major

	Root Cause
	An error occurs when the PoE module of the device processes non-standard voltage.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the poe power-reserved command.


2.5.61  Services Become Abnormal During HWTACACS Authentication

	Trouble Ticket Number
	DTS2024041303559

	Symptom
	Services become abnormal during HWTACACS authentication.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

265. HWTACACS authentication is configured on a device.

266. The device performs HWTACACS authentication, accounting, and authorization.

	Impact
	Services become abnormal during HWTACACS authentication.

	Severity
	Major

	Root Cause
	An error occurs in memory release for HWTACACS packets.

	Solution
	The error in memory release for HWTACACS packets is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.62  When a Large Number of VPN Routes Exist on a Device and a VPN Instance Is Deleted or IPv4/IPv6 Is Disabled in a VPN Instance, the Device Restarts

	Trouble Ticket Number
	DTS2024042209541

	Symptom
	When a large number of VPN routes exist on a device and a VPN instance is deleted or IPv4/IPv6 is disabled in a VPN instance, the device restarts.

	Condition
	There is a low probability that this problem occurs when a device continuously receives a large number of VPN routes and a VPN instance is deleted or IPv4/IPv6 is disabled in a VPN instance.

	Impact
	Deleting a VPN instance may cause the device to restart.

	Severity
	Major

	Root Cause
	In the route aging process, when the operation of deleting a route is performed and if the route caches an operation node whose operation type is UPDATE or ADD, the corresponding cache node is deleted. In this case, abnormal memory access occurs when the system searches for the next node based on the deleted cache node.

	Solution
	Before deleting a cache node in the route aging process, the system obtains the next cache node to ensure that the next node can be correctly referenced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.63  A Device Restarts Unexpectedly When an IFIT Measurement Instance Is Generated

	Trouble Ticket Number
	DTS2024040817777

	Symptom
	A device restarts unexpectedly when an IFIT measurement instance is generated.

	Condition
	There is a low probability that this problem occurs when an IFIT measurement instance is generated on a device.

	Impact
	The device may restart unexpectedly.

	Severity
	Major

	Root Cause
	When reporting IFIT measurement data, the device applies for memory based on the number of current measurement instances. If a new measurement instance is generated after the device applies for memory, memory overwriting occurs, which may cause the device to restart unexpectedly.

	Solution
	During IFIT measurement data reporting, if a new measurement instance is generated after the device applies for memory, the original memory is dynamically expanded to prevent memory overwriting.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.64  After a Device Restarts, It Cannot Send STP BPDUs to the CPU

	Trouble Ticket Number
	DTS2024041813687

	Symptom
	After a device restarts, it cannot send STP BPDUs to the CPU.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

267. A physical interface is added to an Eth-Trunk interface.

268. The device restarts.

	Impact
	An error occurs in STP negotiation.

	Severity
	Major

	Root Cause
	After a physical interface is added to an Eth-Trunk interface, the FWM-ETH incorrectly delivers a message to disable STP on the physical interface when processing the message for creating the physical interface.

	Solution
	After a physical interface is added to an Eth-Trunk interface, the FWM-ETH does not deliver a message to disable STP on the physical interface when processing the message for creating the physical interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and disable and then enable STP on the Eth-Trunk interface.


2.5.65  The Dedicated Stack Port on a Device Goes Down After the Device Restarts

	Trouble Ticket Number
	DTS2024041519832

	Symptom
	The dedicated stack port on a device goes Down after the device restarts.

	Condition
	There is a high probability that this problem occurs after a device restarts.

	Impact
	The device takes a long time to restart. In extreme scenarios, the stack splits.

	Severity
	Major

	Root Cause
	After the device restarts, an error occurs when the dedicated stack port goes Up.

	Solution
	The process of bringing up the dedicated stack port is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.66  A Device Cannot Process Multicast ICMPv6 Packets with the TTL Value Being 1

	Trouble Ticket Number
	DTS2024041303540

	Symptom
	A device cannot process multicast ICMPv6 packets with the TTL value being 1.

	Condition
	There is a high probability that this problem occurs when a device receives multicast ICMPv6 packets with the TTL value being 1.

	Impact
	The device cannot correctly process multicast ICMPv6 packets with the TTL value being 1.

	Severity
	Minor

	Root Cause
	Multicast ICMPv6 packets are discarded because processing rules are incorrect.

	Solution
	The rules for correctly processing multicast ICMPv6 packets are delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.67  The Administrative Tag Specified for Imported Routes on an Interface When an IPv6 Address Is Configured for the Interface Does Not Take Effect

	Trouble Ticket Number
	DTS2024040801005

	Symptom
	The administrative tag specified for imported routes on an interface when an IPv6 address is configured for the interface does not take effect.

	Condition
	This problem occurs when the following conditions are met:

269. The ip binding vpn-instance vpn-instance-name command is run in the interface view to bind a VPN instance to the interface.

270. The ipv6 address ipv6-address prefix-length tag tag-value command is run in the interface view to configure a global unicast address for the interface and specify an administrative tag for imported routes on the interface.

271. The commit command is run to commit the preceding configurations.

	Impact
	The administrative tag specified for imported routes on the interface does not take effect. As a result, the route does not meet the expectation and service traffic is affected.

	Severity
	Minor

	Root Cause
	In the scenario where a VPN instance is bound to an interface, when the device verifies that an IPv6 address exists, it restores this address but does not restore the corresponding tag.

	Solution
	The device restores both the IPv6 address and the corresponding tag in the preceding scenario.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete the IPv6 address, and then reconfigure it.


2.5.68  The hwtacacs-server authentication user-name in-authentication-start Command Configuration Is Lost After a Device Restarts

	Trouble Ticket Number
	DTS2024040804779

	Symptom
	The hwtacacs-server authentication user-name in-authentication-start command configuration is lost after a device restarts.

	Condition
	This problem occurs when the following conditions are met:

272. The hwtacacs-server authentication user-name in-authentication-start command is configured in the HWTACACS server template.

273. The device restarts.

	Impact
	The configured function does not take effect, and the Authentication Start packet of the administrator cannot carry the user name.

	Severity
	Minor

	Root Cause
	A logic error occurs in the configuration restoration process.

	Solution
	The logic error in the configuration restoration process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete the hwtacacs-server authentication user-name in-authentication-start command configuration from the HWTACACS server template, and then configure this command again.


2.5.69  The Standby Device in a Stack Queries the Status of the VPNv4 Routes Sent by a VPN Instance, but the Obtained Status Is Incorrect

	Trouble Ticket Number
	DTS2024041914769

	Symptom
	The standby device in a stack queries the status of the VPNv4 routes sent by a VPN instance, but the obtained status is incorrect.

	Condition
	There is a high probability that this problem occurs when the next hop reachability of the VPNv4 routes sent by a VPN instance changes.

	Impact
	The status of routes on the standby device in a stack is incorrect. After the standby device becomes the new master device, traffic flapping may occur for a short period of time.

	Severity
	Major

	Root Cause
	When the recursion result changes, the standby device in the stack does not set the IID_DONE flag. As a result, next hops cannot be distributed, causing the incorrect route status on the standby device.

	Solution
	The standby device in the stack sets the IID_DONE flag so that it can properly distribute next hops when the recursion result changes.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the standby device in the stack.


2.5.70  The S5735I-S8T4SN-V2 Does Not Report Power-related Alarms

	Trouble Ticket Number
	DTS2024041501618

	Symptom
	The S5735I-S8T4SN-V2 does not report power-related alarms.

	Condition
	There is a high probability that this problem occurs when the power module of the S5735I-S8T4SN-V2 is faulty.

	Impact
	The S5735I-S8T4SN-V2 does not report power-related alarms, affecting user experience.

	Severity
	Minor

	Root Cause
	The S5735I-S8T4SN-V2 does not support power-related alarms.

	Solution
	The S5735I-S8T4SN-V2 supports power-related alarms.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735I-S-V2

	Fixed Models
	S5735I-S-V2

	Precaution
	· When a device is upgraded from an earlier version to the current version, upgrade the device with this patch to prevent this problem.

· If the problem has occurred, install the patch, run the startup saved-configuration mode cfg command in the diagnostic view, and then restart the device.


2.5.71  Non-IP Packets Cannot Match a Traffic Classifier in the Outbound Direction

	Trouble Ticket Number
	DTS2024042223250

	Symptom
	Non-IP packets cannot match a traffic classifier in the outbound direction.

	Condition
	This problem occurs when the following conditions are met:

274. A traffic policy that contains a matching rule configured using the if-match any command is applied to the outbound direction.

275. The value of the EtherType field in packets is not 0x0800 or 0x86DD.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the rule parsing process.

	Solution
	The error in the rule parsing process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, install the patch, and then reconfigure a traffic policy.


2.5.72  Real-Time RADIUS Accounting Fails When the User Name Is Too Long

	Trouble Ticket Number
	DTS2024042604266

	Symptom
	Real-time RADIUS accounting fails.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

276. Real-time RADIUS accounting is configured.

277. The user name contains more than 253 characters.

	Impact
	Real-time RADIUS accounting fails.

	Severity
	Minor

	Root Cause
	An out-of-bounds array copy occurs.

	Solution
	The out-of-bounds array copy problem is resolved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.73  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024042220789

	Symptom
	After a master/standby switchover is performed, the original master device restarts unexpectedly during startup.

	Condition
	There is a low probability that this problem occurs after a master/standby switchover is performed.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the communication between the master and standby devices.

	Solution
	The error in the communication between the master and standby devices is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.74  BGPv6 Services Are Interrupted When BGP4+ Protocol Association Is Configured on a Device

	Trouble Ticket Number
	DTS2024042819696

	Symptom
	BGPv6 services are interrupted when BGP4+ protocol association is configured on a device.

	Condition
	This problem occurs when the following conditions are met:

· BGP4+ protocol association is enabled on a device.

· A Landv6 attack occurs on the device.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the process of configuring BGP4+ protocol association.

	Solution
	The error in the process of configuring BGP4+ protocol association is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, install the patch and then reconfigure BGP4+ protocol association.


2.5.75  When a UDP Jitter Test Instance Is Configured on a Device, the Calculated RTT Is Inaccurate

	Trouble Ticket Number
	DTS2024042406014

	Symptom
	After a UDP jitter test instance is configured on a device, the calculated RTT is inaccurate.

	Condition
	There is a low probability that this problem occurs when a UDP jitter test instance is configured on a device.

	Impact
	The detection result is inaccurate, affecting maintenance.

	Severity
	Minor

	Root Cause
	When the link RTT is less than 1 ms, the RTT calculation algorithm is defective. As a result, the calculated RTT is long.

	Solution
	The RTT calculation algorithm is optimized to ensure that the RTT can be correctly calculated when the actual link RTT is less than 1 ms.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.76  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024032523754

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts unexpectedly, affecting services.

	Severity
	Minor

	Root Cause
	The device does not release cached TCP packets in a timely manner.

	Solution
	The device releases cached TCP packets in a timely manner.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.77  The STP Status Flaps After M-LAG Member Interfaces Go Up

	Trouble Ticket Number
	DTS2024041502516

	Symptom
	STP flaps repeatedly.

	Condition
	There is a low probability that this problem occurs when M-LAG member interfaces with the same M-LAG ID on the two M-LAG member devices go Up simultaneously.

	Impact
	Packet loss occurs.

	Severity
	Minor

	Root Cause
	A time sequence error occurs when M-LAG member interfaces go Up simultaneously. The M-LAG member interfaces incorrectly go Down. As a result, STP packets are discarded and STP flapping occurs.

	Solution
	A mechanism is added to improve the reliability when the status of M-LAG member interfaces changes.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.5.78  A Device Restarts Unexpectedly When Saving All Configurations to the Configuration File

	Trouble Ticket Number
	DTS2024032909480

	Symptom
	A device restarts unexpectedly when saving all configurations to the configuration file.

	Condition
	There is a low probability that this problem occurs when a device saves all configurations to the configuration file.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	A multi-thread timing error occurs in the configuration saving process.

	Solution
	The multi-thread timing error in the configuration saving process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.5.79  In a VXLAN Scenario, After a MAC Address Is Migrated from the Local End to the Remote End, the Local MAC Address Entry Is Incorrect

	Trouble Ticket Number
	DTS2024041208184

	Symptom
	In a VXLAN scenario, after a MAC address is migrated from the local end to the remote end, the local MAC address entry is incorrect.

	Condition
	There is a low probability that this problem occurs when a MAC address is migrated from the local end to the remote end in a VXLAN scenario.

	Impact
	The MAC address entry is incorrect, and services are interrupted.

	Severity
	Major

	Root Cause
	After processing EVPN MAC address delivery, the device also processes periodic cross-card or cross-device MAC address synchronization messages. As a result, the MAC address entry is incorrect.

	Solution
	After processing EVPN MAC address delivery, the device does not process periodic cross-card or cross-device MAC address synchronization messages.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.5.80  The ssh user user-name service-type { sftp | stelnet | snetconf } * Command Does Not Take Effect in the System View

	Trouble Ticket Number
	DTS2024042920043

	Symptom
	The ssh user user-name service-type { sftp | stelnet | snetconf  } * command does not take effect in the system view.

	Condition
	This problem occurs when the following conditions are met:

278. The ssh user user-name service-type { sftp | stelnet | snetconf } command is run in the system view to configure a service type for an SSH user.

279. The ssh user user-name service-type { sftp | stelnet | snetconf } * command is run in the system view to configure multiple service types for the SSH user in condition 1. The last service type is the same as that configured in condition 1.

	Impact
	Some of the specified service types do not take effect, preventing the user from logging in to the corresponding servers.

	Severity
	Minor

	Root Cause
	When overriding duplicate configurations, the system does not check each service type configured for an SSH user to ensure that all service types take effect.

	Solution
	When overriding duplicate configurations, the system checks each service type configured for an SSH user to ensure that all service types take effect.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.81  After a RADIUS Server Goes Down, It Cannot Be Forcibly Switched to the Force-up State

	Trouble Ticket Number
	DTS2024050707463

	Symptom
	After a RADIUS server goes Down, it cannot be forcibly switched to the Force-up state.

	Condition
	This problem occurs when either of the following conditions is met:

· An accounting server and an authentication server with the same IP address are configured in sequence in a RADIUS server template. When the authentication server fails to be detected, the server status changes to Down.

· An authentication server and an accounting server with the same IP address are configured in sequence in a RADIUS server template. When the accounting server fails to be detected, the server status changes to Down.

	Impact
	When a new user goes online, the user takes a longer time to pass authentication.

	Severity
	Minor

	Root Cause
	The initial value of the timer is invalid when the server template is initialized.

	Solution
	A valid value is assigned to the timer when the server template is initialized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and reconfigure the servers in the RADIUS server template.


2.5.82  When a Single SEP Segment Contains a Large Number of Devices, the display sep topology Command Output Is Incomplete

	Trouble Ticket Number
	DTS2024042221021

	Symptom
	When a single SEP segment contains a large number of devices, the display sep topology command output is incomplete.

	Condition
	There is a high probability that this problem occurs when a single SEP segment contains a large number of devices.

	Impact
	The display sep topology command output is incomplete.

	Severity
	Suggestion

	Root Cause
	When the display sep topology command is run to query a large amount of data, truncation is triggered. As a result, the command output is incomplete.

	Solution
	When the display sep topology command is run to query a large amount of data, the query is performed in batches.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	After the patch is installed, if the SEP topology changes during execution of the display sep topology command, the command output may be displayed improperly.


2.5.83  The CPU Usage of a Device Is High When a Large Number of 802.1X Users Go Online

	Trouble Ticket Number
	DTS2024050603080

	Symptom
	The CPU usage of a device is high when a large number of 802.1X users go online.

	Condition
	This problem occurs when the following conditions are met:

· A large number of 802.1X users go online through PEAP authentication.

· The RADIUS server alternates between Up and Down.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	During authentication, RADIUS authentication packets are continuously sent. If the RADIUS server alternates between Up and Down, the device repeatedly performs status switching, which consumes a large number of CPU resources.

	Solution
	The NAC module processes the RADIUS server Down event caused by RADIUS authentication packets only in the Main process.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.84  An Error Is Reported During Web-based Deployment

	Trouble Ticket Number
	DTS2024050702366

	Symptom
	An error is reported during web-based deployment.

	Condition
	There is a low probability that this problem occurs when a device is deployed through the web system.

	Impact
	An error is reported during web-based deployment.

	Severity
	Major

	Root Cause
	The allocated memory is not initialized to 0.

	Solution
	The allocated memory is initialized to 0.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.85  When Error Packets Occur, a Device Incorrectly Reports the hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3)

	Trouble Ticket Number
	DTS2024042010535

	Symptom
	When error packets occur, a device incorrectly reports the hwBoardFail alarm (OID:1.3.6.1.4.1.2011.5.25.219.2.2.3).

	Condition
	There is a high probability that this problem occurs when an interface on a device alternates between Up and Down states.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The interrupt level for error packet processing is too high. As a result, the hwBoardFail alarm is incorrectly reported.

	Solution
	The interrupt level for error packet processing is lowered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2 and S3710-H

	Fixed Models
	S5735-L-V2 and S3710-H

	Precaution
	None


2.5.86  The Weak Security Algorithm/Protocol Feature Package Is Unloaded After a Device Is Successfully Deployed Through ZTP in DHCP Option Mode

	Trouble Ticket Number
	DTS2024050805857

	Symptom
	The weak security algorithm/protocol feature package is unloaded after a device is successfully deployed through ZTP in DHCP Option mode.

	Condition
	This problem occurs when the following conditions are met:

280. installweak in the Option 146 field is set to 1 on the DHCP server.

281. The weak security algorithm/protocol feature package is unloaded from a device.

282. The device is restarted with empty configurations.

	Impact
	The loading status of the weak security algorithm/protocol feature package is affected after the deployment is successful.

	Severity
	Minor

	Root Cause
	The device does not consider the scenario where the value of installweak in the Option 146 field is 1 on the DHCP server. As a result, the weak security algorithm/protocol feature package is unloaded after the deployment is complete.

	Solution
	The device considers the scenario where the value of installweak in the Option 146 field is 1 on the DHCP server.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.87  Dynamic MAC Addresses on an Eth-Trunk Interface Are Incorrectly Deleted

	Trouble Ticket Number
	DTS2024041709061

	Symptom
	Dynamic MAC addresses on an Eth-Trunk interface are incorrectly deleted.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

283. A stack is set up.

284. Physical interfaces on different cards are added to the same Eth-Trunk interface.

285. The Eth-Trunk interface is added to multiple STP instances, and one of the instances is blocked.

286. After dynamic MAC addresses are learned, no operation is performed on the Eth-Trunk interface over a period of time.

	Impact
	Layer 2 traffic on the Eth-Trunk interface changes from unicast traffic to broadcast traffic.

	Severity
	Minor

	Root Cause
	When the Eth-Trunk interface is added to multiple STP instances, the blocked instance periodically sends entry synchronization messages, which triggers deletion of dynamic MAC addresses based on the Eth-Trunk interface. As a result, the MAC addresses of the forwarding instance are incorrectly deleted.

	Solution
	When an instance in which the Eth-Trunk interface is blocked periodically sends entry synchronization messages, deletion of dynamic MAC addresses based on the Eth-Trunk interface is not triggered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.88  SEP Revertive Switching Cannot Be Performed After a Card on a Device Resets

	Trouble Ticket Number
	DTS2024042223270

	Symptom
	SEP revertive switching cannot be performed after a card on a device resets.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

287. Devices A, B, and C are deployed in a ring topology and SEP is configured.

288. The ring ports on device A are specified as the primary and secondary edge ports.

289. The ring port on device B is specified as a blocked port.

290. A card on device C is reset, and the ring port on the card is directly connected to the primary edge port on device A.

	Impact
	SEP revertive switching cannot be performed.

	Severity
	Major

	Root Cause
	When the card resets, SEP information is not correctly delivered. As a result, SEP revertive switching cannot be performed.

	Solution
	When the card resets, SEP information is correctly delivered.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S6750-H, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and reset the card.


2.5.89  A Device Restarts Unexpectedly After Its Configurations Are Rolled Back

	Trouble Ticket Number
	DTS2024042812806

	Symptom
	A device restarts unexpectedly after its configurations are rolled back.

	Condition
	There is a low probability that this problem occurs after configurations of a device are rolled back.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	The device accesses invalid memory.

	Solution
	The device does not access invalid memory.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.90  Data Inconsistencies Are Found When iMaster NCE-Campus Performs Configuration Inconsistency Discovery

	Trouble Ticket Number
	DTS2024043017163

	Symptom
	Data inconsistencies are found when iMaster NCE-Campus performs configuration consistency discovery.

	Condition
	This problem occurs when the following conditions are met:

291. Physical interfaces are bundled into an Eth-Trunk.

292. iMaster NCE-Campus performs configuration inconsistency discovery.

	Impact
	After iMaster NCE-Campus delivers configurations and performs incremental synchronization, data inconsistencies are detected.

	Severity
	Minor

	Root Cause
	When the attribute of an interface changes, the attribute will be created in DHCP Option 82 or the default attribute in DHCP Option 82 will be deleted accordingly. During incremental inconsistency verification, the default attribute recorded in Option 82 can be queried but the data is not complete. As a result, iMaster NCE-Campus considers that the attributes are inconsistent.

	Solution
	If the default attribute recorded in the DHCP option is queried, it is not returned to iMaster NCE-Campus.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.91  Layer 2 Traffic Entering a Segment VXLAN Tunnel Cannot Be Forwarded

	Trouble Ticket Number
	DTS2024050819956

	Symptom
	Layer 2 traffic entering a segment VXLAN tunnel fails to be forwarded.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· A segment VXLAN network is used to implement DCI. ECMP is configured on the underlay network, and member links reside on different LPUs.

· Some LPUs on which member links reside reset unexpectedly.

	Impact
	Traffic fails to be forwarded.

	Severity
	Minor

	Root Cause
	A time sequence error occurs in the BD member delivery process. As a result, an exception occurs when traffic enters the segment VXLAN tunnel.

	Solution
	The time sequence error in the BD member delivery process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch, and bring the segment VXLAN tunnel Down and then Up again.


2.5.92  iMaster NCE-Campus Fails to Deliver the Authentication Profile Configuration to a Device

	Trouble Ticket Number
	DTS2024032810131

	Symptom
	iMaster NCE-Campus fails to deliver the authentication profile configuration to a device.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

293. After a device is managed by iMaster NCE-Campus, iMaster NCE-Campus delivers the authentication profile configuration to the device.

294. After iMaster NCE-Campus is upgraded, it re-delivers the authentication template configuration to the device.

	Impact
	The configuration fails to be delivered.

	Severity
	Minor

	Root Cause
	A logic error occurs in the service scheme deletion process.

	Solution
	The logic error in the service scheme deletion process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.93  A Device Incorrectly Learns MAC Address Entries in a BD

	Trouble Ticket Number
	DTS2024042010075

	Symptom
	When MAC address flapping occurs on a device, the device incorrectly learns MAC address entries in a BD.

	Condition
	There is a low probability that this problem occurs when the VXLAN service is configured on a device and MAC address flapping occurs.

	Impact
	The device incorrectly learns MAC addresses. As a result, MAC address entries may be incorrectly deleted.

	Severity
	Minor

	Root Cause
	An error occurs when the forwarding engine processes MAC address flapping.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.5.94  When the S6750-H36C and S6750-H48Y8C Set Up a Stack, the HwBrdTempAlarm Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.10.13) Is Incorrectly Reported and Their Fans Run at Full Speed

	Trouble Ticket Number
	DTS2024040323640

	Symptom
	When the S6750-H36C and S6750-H48Y8C set up a stack, the hwBrdTempAlarm alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.10.13) is incorrectly reported and their fans run at full speed.

	Condition
	There is a low probability that this problem occurs when the S6750-H36C and S6750-H48Y8C set up a stack.

	Impact
	295. The devices incorrectly report the alarm, affecting user experience.

296. The fans run at full speed in a short period of time, which increases noise and affects user experience.

	Severity
	Minor

	Root Cause
	When the S6750-H36C and S6750-H48Y8C set up a stack, the temperature alarm threshold is incorrectly set.

	Solution
	When the S6750-H36C and S6750-H48Y8C set up a stack, the temperature alarm threshold is correctly set.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6750-H

	Fixed Models
	S6750-H

	Precaution
	If the alarm has been generated, it will be cleared within 30 minutes after the patch is installed.


2.5.95  A Device Restarts Unexpectedly or Restores to Its Factory Default Settings When It Is Running Properly

	Trouble Ticket Number
	DTS2024041613117

	Symptom
	A device restarts unexpectedly or restores to its factory default settings when it is running properly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts unexpectedly or restores to its factory default settings.

	Severity
	Major

	Root Cause
	The device's PNP button circuit fails in a specific environment.

	Solution
	The device's PNP button circuit is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	After installing the patch, restart the device for the patch to take effect.


2.5.96  After a Source DR Receives Multicast Traffic, It Sends a Register Message to an RP. After Receiving a Register-Stop Message from the RP, the Soure DR Deletes the Registration Outbound Interface in the Corresponding Multicast Entry but Still Sends Register Messages to the RP

	Trouble Ticket Number
	DTS2024042413307

	Symptom
	After a source DR receives multicast traffic, it sends a Register message to an RP. After receiving a Register-Stop message from the RP, the source DR deletes the registration outbound interface in the corresponding multicast entry but still sends Register messages to the RP.

	Condition
	There is a low probability that this problem occurs when an SPT is set up between a source DR and an RP.

	Impact
	The CPU usage may increase sharply.

	Severity
	Major

	Root Cause
	An error occurs in the process of deleting the registration outbound interface. As a result, after the RP completes the switchover to the SPT towards the source, the registration outbound interface is not deleted and the corresponding forwarding entry is not deleted. In this case, the source DR continues to send Register messages to the RP.

	Solution
	After an SPT is set up between a source DR and an RP, related entries are also deleted when the registration outbound interface is deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and wait for a maximum of 12 hours until related entries age out. To resolve the problem immediately, restart the device.


2.5.97  A Device in a Stack Restarts Unexpectedly When Receiving Oversized Packets

	Trouble Ticket Number
	DTS2024042402765

	Symptom
	A device in a stack restarts unexpectedly when receiving oversized packets.

	Condition
	There is a low probability that this problem occurs when a device in a stack receives oversized packets.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	The device in a stack does not check the number of fragmented packets. When the number of fragmented packets exceeds the upper limit, the device restarts unexpectedly.

	Solution
	A device in a stack checks the number of fragmented packets.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5755-H

	Precaution
	None


2.5.98  A Device Restarts Unexpectedly During a Patch Health Check

	Trouble Ticket Number
	DTS2024042613944

	Symptom
	A device restarts unexpectedly during a patch health check.

	Condition
	There is a low probability that this problem occurs when a patch is installed and uninstalled repeatedly on a device.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	Multiple threads run concurrently during a patch health check. As a result, the device restarts unexpectedly.

	Solution
	The multi-thread concurrency problem during a patch health check is resolved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.99  The Accounting Function Fails After a Master/Standby Switchover Is Performed

	Trouble Ticket Number
	DTS2024051012995

	Symptom
	The accounting function fails after a master/standby switchover is performed.

	Condition
	This problem occurs when the following conditions are met:

· The RADIUS server authorizes the Class attribute to users after they go online.

· A master/standby switchover is performed.

	Impact
	After a master/standby switchover, users' accounting packets do not carry the Class attribute.

	Severity
	Minor

	Root Cause
	An error occurs in backing up the Class attribute.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and bring the users offline and then online again.


2.5.100  Packets Cannot Match a Traffic Policy

	Trouble Ticket Number
	DTS2024050707615

	Symptom
	When an IP address pool is configured for an ACL rule in a traffic policy and the mask length is less than 16 bits, packets cannot match the traffic policy.

	Condition
	This problem occurs when the following conditions are met:

297. An IP address pool is configured for an ACL rule.

298. The mask length is less than 16 bits.

299. The ACL is applied to a traffic classifier, and the traffic policy containing this traffic classifier is applied on the device. 

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in delivering the ACL rule in the traffic policy.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and apply the traffic policy again.


2.5.101  The Authorization ACL Does Not Take Effect for NAC Authentication Users

	Trouble Ticket Number
	DTS2024041625269

	Symptom
	The authorization ACL does not take effect for NAC authentication users.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

300. NAC authentication is configured on a device.

301. An authorization ACL is configured for authentication users.

302. Users go online.

	Impact
	The authorization ACL does not take effect for NAC authentication users.

	Severity
	Major

	Root Cause
	In normal cases, the device brings users online before applying the authorization ACL. However, there is a low probability that the authorization ACL is applied before users go online. In this case, when the device applies the authorization ACL, users have not gone online and the authorization ACL does not take effect.

	Solution
	The authorization ACL is applied before users go online. After the users go online successfully, the device checks the authorization ACL again and makes it take effect.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and bring the users offline and then online again.


2.5.102  Entry Synchronization in an M-LAG Does Not End

	Trouble Ticket Number
	DTS2024032908821

	Symptom
	Entry synchronization in an M-LAG does not end.

	Condition
	There is a low probability that this problem occurs when a non-active main control board of a device starts up.

	Impact
	The non-active main control board restarts.

	Severity
	Minor

	Root Cause
	When a non-active main control board is registered, the M-LAG sets up a connection with the active main control board. However, the connection setup may fail for the first time. As a result, the M-LAG entry synchronization request fails to be sent and entry synchronization in the M-LAG does not end. This causes the non-active main control board to restart.

	Solution
	The M-LAG sends an entry synchronization request after receiving the connection setup success notification.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.5.103  An Error Is Reported When the NMS Delivers Domain Name Log Host Configuration Packets Through NETCONF

	Trouble Ticket Number
	DTS2024050604795

	Symptom
	An error is reported when the NMS delivers domain name log host configuration packets through NETCONF.

	Condition
	This problem occurs when the following conditions are met:

· The set net-manager [ ipv6 ] vpn-instance vpn-instance-name command is run in the system view of a device to configure the default VPN instance to be used by the NMS to manage the device.

· The NMS delivers domain name log host configuration packets (XPath: /syslog:syslog/syslog:domain-servers/syslog:domain-server) through NETCONF.

	Impact
	An error is reported when the NMS delivers domain name log host configuration packets through NETCONF.

	Severity
	Minor

	Root Cause
	The NMS fails to obtain the default VPN instance when delivering domain name log host configuration packets through NETCONF.

	Solution
	The NMS correctly obtains the default VPN instance when delivering domain name log host configuration packets through NETCONF.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.104  The traffic-filter Command Configuration Takes Effect Incorrectly

	Trouble Ticket Number
	DTS2024042413150

	Symptom
	The traffic-filter command configuration is incorrectly delivered.

	Condition
	This problem occurs when the following conditions are met:

303. The acl name advance-acl-name [ advance | arp | link | basic | user ] command is run in the system view of a device.

304. The traffic-filter inbound acl name acl-name command is run in the system view.

	Impact
	When the traffic-filter command configuration is delivered, a message is displayed, indicating that non-UCL rules should not be delivered. However, the rules are actually delivered and may be incorrectly matched.

	Severity
	Minor

	Root Cause
	An error occurs when the traffic-filter inbound acl name acl-name command is delivered.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if the traffic-filter command has been configured before the patch is installed, delete the traffic-filter command configuration before installing the patch.


2.5.105  After a Device Restarts, the IPSG Function on an Eth-Trunk Interface Is Abnormal and Traffic Is Not Forwarded Based on the Configuration

	Trouble Ticket Number
	DTS2024051009669 and DTS2024050816205

	Symptom
	The IPSG function is abnormal, and traffic is not forwarded based on the configuration.

	Condition
	There is a low probability that this problem occurs when the IPSG function is configured on an Eth-Trunk interface of a device, the configuration is saved, and then the device restarts.

	Impact
	The IPSG function is abnormal, and traffic is not forwarded based on the configuration.

	Severity
	Suggestion

	Root Cause
	When the device restarts, entries fail to be delivered due to a time sequence error. A logic error occurs when the device updates the response event. As a result, entries are not delivered.

	Solution
	The code logic for updating response events is modified.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, delete the IPSG configuration, and then reconfigure IPSG.


2.5.106  The DAI and IPSG Functions Configured in a VLAN Are Abnormal After a Device Restarts

	Trouble Ticket Number
	DTS2024050902158

	Symptom
	The DAI and IPSG functions configured in a VLAN are abnormal after a device restarts.

	Condition
	There is a low probability that this problem occurs when the DAI and IPSG functions are configured in a VLAN and the device restarts.

	Impact
	After the device restarts, the DAI and IPSG functions are abnormal.

	Severity
	Minor

	Root Cause
	After the device restarts, the VLAN status is incorrect during configuration restoration. As a result, the DAI and IPSG rules are incorrectly delivered.

	Solution
	The device responds to the VLAN status change notification, and re-delivers the DAI and IPSG configurations upon delivery exceptions.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, delete the DAI and IPSG configurations, and then reconfigure DAI and IPSG in the VLAN.


2.5.107  After Native-IP IFIT Measurement Is Configured on a Device, the Number of Measured Packets Passing Through the Device Is 0

	Trouble Ticket Number
	DTS2024043017836

	Symptom
	After native-IP IFIT measurement is configured on a device, the number of measured packets passing through the device is 0.

	Condition
	There is a low probability that this problem occurs when native-IP IFIT measurement is configured on a device and traffic passes through the device.

	Impact
	Traffic statistics measured through native-IP IFIT are incorrect, affecting user experience.

	Severity
	Major

	Root Cause
	When traffic statistics are measured through native-IP IFIT, the color bit for native-IP flow learning is not correctly updated. As a result, the number of collected packets is 0.

	Solution
	When traffic statistics are measured through native-IP IFIT, the color bit for native-IP flow learning is correctly updated.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.108  After the Number of Secure MAC Addresses on an Interface Reaches the Upper Limit, the Packets with Nonexistent Source MAC Addresses Can Still Be Forwarded

	Trouble Ticket Number
	DTS2024050618701

	Symptom
	After the number of secure MAC addresses on an interface reaches the upper limit, the packets with nonexistent source MAC addresses can still be forwarded.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

305. The port-security enable [ maximum max-number ] command is run in the interface view to enable port security and set the maximum number of MAC addresses that can be learned.

306. After the number of secure MAC addresses on the interface reaches the upper limit, the interface receives packets with nonexistent source MAC addresses.

	Impact
	The packets with nonexistent source MAC addresses can still be forwarded, and traffic is not forwarded as expected.

	Severity
	Minor

	Root Cause
	After the number of secure MAC addresses on an interface reaches the upper limit, the packets with nonexistent source MAC addresses are not filtered out and are incorrectly forwarded.

	Solution
	After the number of secure MAC addresses on an interface reaches the upper limit, the packets with nonexistent source MAC addresses are filtered out.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.109  The Stack Priority of a Device Cannot Be Changed Through YANG

	Trouble Ticket Number
	DTS2024043017246

	Symptom
	The stack priority of a device cannot be changed through YANG.

	Condition
	This problem occurs when the stack priority of a device is changed through YANG and needs to be restored to the original priority.

	Impact
	The stack priority cannot be restored to the original priority through YANG.

	Severity
	Minor

	Root Cause
	An error occurs when the stack priority is configured through YANG.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.110  After the Controller Delivers the Default called-station-id Configuration to a Device, the Full Inconsistency Discovery Result Shows that the Configurations on the Controller and Device Are Inconsistent

	Trouble Ticket Number
	DTS2024051110967

	Symptom
	After the controller delivers the default called-station-id configuration to a device, the full inconsistency discovery result shows that the configurations on the controller and device are inconsistent.

	Condition
	This problem occurs when the following conditions are met:

307. The controller delivers the default configuration of the attribute-format-called-station-id node.

308. Full inconsistency discovery is performed.

	Impact
	After the controller delivers the default called-station-id configuration, the configurations on the controller and device are inconsistent.

	Severity
	Minor

	Root Cause
	An error occurs in the YANG packet delivery process.

	Solution
	The error in the YANG packet delivery process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.111  The Device Temporarily Does Not Respond When Information About Stack Interfaces Is Displayed in the display interface brief Command Output

	Trouble Ticket Number
	DTS2024050805700

	Symptom
	The device temporarily does not respond when information about stack interfaces is displayed in the display interface brief command output.

	Condition
	There is a high probability that this problem occurs when the display interface brief command is run on a device with stack interfaces.

	Impact
	User maintenance is affected.

	Severity
	Minor

	Root Cause
	When the display interface brief command is run, the device does not display information about a queried stack interface immediately. Instead, the device displays information about all stack interfaces together after all stack interfaces are queried. As a result, the device temporarily does not respond.

	Solution
	When the display interface brief command is run, the device displays information about stack interfaces immediately after data is ready.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.112  Traffic Is Interrupted After a WRED Profile Is Configured for Queues

	Trouble Ticket Number
	DTS2024051017445 and DTS2024041815366

	Symptom
	After a WRED profile is configured for queues on the outbound interface, traffic is interrupted.

	Condition
	This problem occurs when the following conditions are met:

· The outbound interface of traffic resides on a forwarding chip other than chip 0.

· The WRED profile is applied to traffic queues.

	Impact
	Traffic is interrupted.

	Severity
	Minor

	Root Cause
	When delivering the WRED profile configuration, the system does not traverse all forwarding chips. Instead, the system delivers the configuration only to forwarding chip 0.

	Solution
	The system traverses all forwarding chips when delivering the WRED profile configuration.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	V600R023C00SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

V600R023C10SPC500:

S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.113  Execution of the display interface brief Command Takes a Long Time

	Trouble Ticket Number
	DTS2024051012669

	Symptom
	Execution of the display interface brief command takes a long time.

	Condition
	There is a high probability that this problem occurs when the display interface brief command is run in any view.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The device queries redundant information when processing the display interface brief command.

	Solution
	The device does not query redundant information when processing the display interface brief command.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.114  The User Access Time in DST Format Displayed in the display access-user Command Output Is Incorrect

	Trouble Ticket Number
	DTS2024042407383

	Symptom
	The user access time in DST format displayed in the display access-user command output is incorrect.

	Condition
	This problem occurs when the following conditions are met:

309. The clock daylight-saving-time command has been configured on a device.

310. The clock daylight-saving-time command is run in the user view or system view to configure the DST for the device, and the DST zone name and time offset are the same as those configured in the previous step.

	Impact
	The queried user access time is incorrect.

	Severity
	Minor

	Root Cause
	Only the DST zone name and time offset are used as the criteria for determining whether to update the DST. When only the start time or end time of the DST is changed, the DST is not updated synchronously.

	Solution
	When only the start time or end time of the DST is changed, the DST is updated synchronously.

	Solution Impact
	If 00:00 on the first day of all months in the current year is within the DST range or all beyond the DST range, DST synchronization fails.

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.115  After an Authentication-Free Rule Is Configured, Incremental Inconsistency Discovery Fails on iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024051113621

	Symptom
	Incremental inconsistency discovery fails on iMaster NCE-Campus.

	Condition
	This problem occurs when the following conditions are met:

311. An IPv6 or IPv4 ACL is configured in an authentication-free rule profile.

312. iMaster NCE-Campus performs incremental inconsistency discovery.

	Impact
	Incremental inconsistency discovery fails, and the device returns an error message.

	Severity
	Minor

	Root Cause
	The IP address types of nodes to be queried are not distinguished.

	Solution
	A flag is added to distinguish IPv6 nodes from IPv4 nodes.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.116  The Remove Operation for the applied-policy-mcu Node Fails, and Information Is Incorrectly Displayed When Local Attack Defense and Other Interface-related Incremental Configurations Are Queried Through NETCONF

	Trouble Ticket Number
	DTS2024051301597

	Symptom
	313. The operation for deleting the applied-policy-mcu node fails to be delivered through NETCONF.

314. The interface name nil is displayed in the result after the incremental local attack defense filter configuration and other interface-related incremental configurations are queried through NETCONF.

315. Incremental configurations about local attack defense, ARP snooping, DAI, and IPSG on an interface cannot be obtained through NETCONF.

	Condition
	There is a high probability that this problem occurs when any of the following conditions is met:

· An attack defense policy is applied to the MCU, and then the remove operation for the applied-policy-mcu node is delivered through NETCONF.

· NETCONF is used to obtain the incremental local attack defense filter configuration and other interface-related incremental configurations.

· NETCONF is used to obtain incremental configurations about local attack defense, ARP snooping, DAI, and IPSG on an interface.

	Impact
	316. The result of the remove operation for applied-policy-mcu node delivered through NETCONF is affected.

317. The result of obtaining the incremental local attack defense filter configuration and other interface-related incremental configurations is affected.

318. The result of obtaining the incremental configurations about local attack defense, ARP snooping, DAI, and IPSG through NETCONF is affected.

	Severity
	Suggestion

	Root Cause
	319. When the remove operation for the applied-policy-mcu node is delivered through NETCONF, the creation process is performed before the deletion process. If the creation process fails, the deletion process is affected and an error is reported.

320. If there is no internal configuration change of the interface when the incremental configurations are obtained, the returned result does not contain the interface information. Therefore, the queried interface name is empty.

321. When incremental configurations about local attack defense on an interface are obtained, the configurations on the interface are not deleted or created. As a result, no information is obtained.

	Solution
	322. If the creation process fails, the deletion process is not affected and no error is returned.

323. The correct interface name is obtained.

324. The incremental configurations are obtained based on the configuration changes.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.117  Using an Advanced Large-Community Filter to Match the Large-Community Attributes in BGP Routes Fails

	Trouble Ticket Number
	DTS2024050610303

	Symptom
	Using an advanced Large-Community filter to match the Large-Community attributes in BGP routes fails.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· The routes received by BGP from a peer contain more than one Large-Community attribute.

· A BGP import policy uses an advanced Large-Community filter to match the Large-Community attributes in BGP routes.

	Impact
	BGP route acceptance and advertisement are affected.

	Severity
	Minor

	Root Cause
	When an advanced Large-Community filter is used to match the Large-Community attributes in BGP routes, the system incorrectly reads the Large-Community attributes in the BGP routes.

	Solution
	When an advanced Large-Community filter is used to match the Large-Community attributes in BGP routes, the system correctly reads the Large-Community attributes in the BGP routes.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and reconfigure BGP to reference the route-policy.


2.5.118  The DSCP Configuration in the Eth-Trunk View Fails to Be Delivered

	Trouble Ticket Number
	DTS2024050611175

	Symptom
	The DSCP configuration in the Eth-Trunk view fails to be delivered.

	Condition
	This problem occurs when the following conditions are met:

325. The Eth-Trunk interface has member interfaces, and no trust configuration is available.

326. A non-default trust configuration is delivered through YANG. After the configuration is deleted, the configuration is delivered again.

	Impact
	The configuration cannot be delivered.

	Severity
	Minor

	Root Cause
	When the deletion operation is delivered through YANG, the deletion operation is not synchronized to the member interfaces of the Eth-Trunk interface.

	Solution
	When the deletion operation is delivered through YANG, the deletion operation is synchronized to the member interfaces of the Eth-Trunk interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.119  An Error Message Is Reported When YANG Packets Are Delivered to Disable LLDP and Delete the Leaf Node Configuration Under power-tlv or med-tlv
	Trouble Ticket Number
	DTS2024051012083

	Symptom
	An error message is reported when YANG packets are delivered to disable LLDP and delete the leaf node configuration under power-tlv or med-tlv.

	Condition
	This problem occurs when YANG packets are delivered to disable LLDP and delete the leaf node configuration under power-tlv or med-tlv.

	Impact
	YANG packets fail to be delivered.

	Severity
	Major

	Root Cause
	When YANG packets are delivered to disable LLDP and delete the leaf node configuration under power-tlv or med-tlv, the device checks whether LLDP is enabled. If LLDP is disabled, the packets fail to be delivered.

	Solution
	When YANG packets are delivered to disable LLDP and delete the leaf node configuration under power-tlv or med-tlv, the device does not check whether LLDP is enabled.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.120  The Statistics Queried Through the MIB on an Interface Decrease

	Trouble Ticket Number
	DTS2024050904448

	Symptom
	The statistics queried through the MIB on an interface decrease.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

327. The igmp enable command is configured on an interface and the interface receives multicast packets.

328. The undo igmp enable command is configured on the interface.

329. Non-unicast packet statistics on the interface are queried through the MIB at an interval of at least 3s.

	Impact
	The statistics decrease, affecting user experience.

	Severity
	Minor

	Root Cause
	When the MIB is used to query non-unicast packet statistics on an interface, the average value of traffic statistics is incorrect.

	Solution
	When the MIB is used to query non-unicast packet statistics on an interface, the correct average value is obtained.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.121  Some Display Commands Fail to Be Delivered or the Command Outputs Are Abnormal

	Trouble Ticket Number
	DTS2024051019392

	Symptom
	Some display commands fail to be delivered or the command outputs are abnormal.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	Some display commands fail to be delivered or the command outputs are abnormal, affecting user experience and usage.

	Severity
	Minor

	Root Cause
	A resource leak occurs when the device is running properly. If the resource leak lasts for a long time, processes become abnormal, which affects some display commands.

	Solution
	The resource leak problem is resolved.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.122  A Master/Standby Switchover Cannot Be Performed in a Stack

	Trouble Ticket Number
	DTS2024051105262

	Symptom
	A master/standby switchover cannot be performed in a stack.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

330. A master/standby switchover is performed in a stack.

331. The standby device is reset.

	Impact
	A master/standby switchover cannot be performed in the stack.

	Severity
	Minor

	Root Cause
	The status of the standby device in the stack is incorrectly set. As a result, a master/standby switchover cannot be performed.

	Solution
	The status of the standby device in the stack is correctly set.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S6750-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.123  A Device Restarts When OAM Services Are Configured

	Trouble Ticket Number
	DTS2024051004269

	Symptom
	A device restarts when the OAM function is configured.

	Condition
	There is a low probability that this problem occurs when OAM services are configured on a device and the device receives a large number of OAM packets.

	Impact
	The device restarts.

	Severity
	Minor

	Root Cause
	An error occurs when the device processes OAM service packets.

	Solution
	The OAM packet processing logic is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2 and S5732-H-V2

	Fixed Models
	S6730-H-V2 and S5732-H-V2

	Precaution
	None


2.5.124  When a Device in a Stack Receives a Large Number of Long Packets and a Master/Standby Switchover Is Performed, Batch Backup Cannot Be Completed

	Trouble Ticket Number
	DTS2024050605542

	Symptom
	When a device in a stack receives a large number of long packets and a master/standby switchover is performed, batch backup cannot be completed 

	Condition
	This problem occurs when the following conditions are met:

· A device receives a large number of long packets.

· A master/standby switchover is performed.

	Impact
	Batch backup cannot be completed during the master/standby switchover.

	Severity
	Minor

	Root Cause
	When a device in a stack receives a large number of long packets and a master/standby switchover is performed, stack members send packets to each other for communication. However, the space for caching fragmented packets is insufficient. As a result, batch backup cannot be completed.

	Solution
	The aging and reclaiming mechanisms for cached fragmented packets are optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.125  An Auto-negotiated Multicast BFD Session Fails to Be Established

	Trouble Ticket Number
	DTS2024051402866

	Symptom
	An auto-negotiated multicast BFD session fails to be established.

	Condition
	This problem occurs when an auto-negotiated multicast BFD session is configured on an Eth-Trunk interface.

	Impact
	The BFD session fails to be established.

	Severity
	Minor

	Root Cause
	An error occurs in the process of sending BFD negotiation packets to the CPU.

	Solution
	The process of sending BFD negotiation packets to the CPU is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-S-V2, S5735-L-V2, and S5735-H-V2

	Fixed Models
	S5735-S-V2, S5735-L-V2, and S5735-H-V2

	Precaution
	None


2.5.126  A Device Restarts Unexpectedly When VPN Routing Entries Change

	Trouble Ticket Number
	DTS2024042521791

	Symptom
	A device restarts unexpectedly when VPN routing entries change.

	Condition
	There is a possibility that this problem occurs when VPN routing entries of a device change.

	Impact
	The device restarts unexpectedly, interrupting services.

	Severity
	Major

	Root Cause
	An error occurs in processing VPN routing entries.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.127  In an IPv4 Layer 3 Multicast Scenario, After Multicast Services Flap for a Long Time, a Traffic Policy Fails to Be Configured

	Trouble Ticket Number
	DTS2024051709074 and DTS2024051709808

	Symptom
	In an IPv4 Layer 3 multicast scenario, after multicast services flap for a long time, a traffic policy fails to be configured.

	Condition
	This problem occurs when the following conditions are met:

332. Multicast services flap for a long time.

333. A user attempts to configure a traffic policy.

	Impact
	A traffic policy fails to be configured.

	Severity
	Major

	Root Cause
	Statistics resources are not completely released when multicast routing entries are deleted. As a result, the entries flap for a long time, exhausting statistics resources. In this case, a traffic policy fails to be configured.

	Solution
	Statistics resources are completely released when multicast routing entries are deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, and S5755-H

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.5.128  When a Large Number of Multicast VLANs Are Configured, One More Copy of Some Multicast Traffic Is Replicated After Service Flapping Occurs

	Trouble Ticket Number
	DTS2024050615889

	Symptom
	When a large number of multicast VLANs are configured, one more copy of some multicast traffic is replicated after service flapping occurs.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

334. A large number of multicast VLANs are configured.

335. Multicast users frequently join or leave multicast VLANs.

336. After operations are stopped, the multicast users join the multicast VLANs again.

	Impact
	One more copy of some multicast traffic is replicated.

	Severity
	Minor

	Root Cause
	In a multicast VLAN scenario, when multicast services flap, multicast forwarding entries fail to be deleted. As a result, one more copy of multicast traffic is replicated.

	Solution
	In a multicast VLAN scenario, when multicast services flap, multicast forwarding entries are correctly deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.5.129  A Device Resets Unexpectedly After Delivering Configurations

	Trouble Ticket Number
	DTS2024051716742

	Symptom
	A device resets unexpectedly after delivering configurations.

	Condition
	There is a low probability that this problem occurs after a device delivers configurations.

	Impact
	The device resets unexpectedly.

	Severity
	Minor

	Root Cause
	The device accesses memory resources that have been released.

	Solution
	The device does not access memory resources that have been released.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.130  After an Authenticated User Goes Offline, the Corresponding MAC Address Entry Still Exists

	Trouble Ticket Number
	DTS2024041511683

	Symptom
	After an authenticated user goes offline, the corresponding MAC address entry still exists.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

337. Both authentication and port security are configured on an interface.

338. A user goes online through this interface and then goes offline.

	Impact
	The corresponding MAC address entry is not deleted, and traffic is incorrectly forwarded.

	Severity
	Major

	Root Cause
	When the authenticated user goes offline, the corresponding MAC address entry fails to be deleted.

	Solution
	When an authenticated user goes offline, the corresponding MAC address entry is correctly deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, and bring the users in residual MAC address entries online and offline again.


2.5.131  When iMaster NCE-Campus Delivers Configurations, the mac-move Command Configuration Is Lost or Redundant Configurations Are Generated in the MAC Access Profile or 802.1X Access Profile

	Trouble Ticket Number
	DTS2024051700176

	Symptom
	When iMaster NCE-Campus delivers configurations, the mac-move command configuration is lost or redundant configurations are generated in the MAC access profile or 802.1X access profile.

	Condition
	This problem occurs when iMaster NCE-Campus delivers configurations to replace the existing MAC address migration configuration or the configuration in the MAC access profile or 802.1X access profile.

	Impact
	The configuration is lost or redundant configurations are generated, affecting service functions.

	Severity
	Minor

	Root Cause
	An error occurs in the configuration delivery process.

	Solution
	The error in the configuration delivery process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.132  A Device Restarts Unexpectedly During LLDP Log Recording

	Trouble Ticket Number
	DTS2024051413016

	Symptom
	A device restarts unexpectedly during LLDP log recording.

	Condition
	There is a low probability that this problem occurs when LLDP logs are recorded.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	When the LLDP main task thread and database subscription processing thread record logs, one thread reads the memory released by the other thread. As a result, the device restarts unexpectedly.

	Solution
	The database subscription processing thread does not record LLDP logs.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.133  A User Cannot Log In to a Device Through Telnet

	Trouble Ticket Number
	DTS2024050619967

	Symptom
	A user cannot log in to a device through Telnet.

	Condition
	There is a low probability that this problem occurs after a device restarts.

	Impact
	Logging in to a device through Telnet fails.

	Severity
	Minor

	Root Cause
	A failure message is returned due to application timeout of TCP port 23. As a result, the port becomes unavailable and users cannot log in to the device through Telnet.

	Solution
	A retry operation is performed upon failure due to application timeout of TCP port 23.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.5.134  The Configuration of a Remote Unit Is Lost

	Trouble Ticket Number
	DTS2024051717880

	Symptom
	The configuration of a remote unit is lost.

	Condition
	There is a high probability that this problem occurs when a master/standby switchover is performed.

	Impact
	The configuration is lost and services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in the configuration backup process during a master/standby switchover.

	Solution
	The error in the configuration backup process during a master/standby switchover is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	After the patch is installed, run the commit command in the remote-unit view.


2.5.135  A Device Fails to Be Managed by iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024051620628

	Symptom
	A device fails to be managed by iMaster NCE-Campus.

	Condition
	This problem occurs when iMaster NCE-Campus manages the S5735-L48LP4S-A-V2 and S5735I-L8P4X-A-V2.

	Impact
	The S5735-L48LP4S-A-V2 and S5735I-L8P4X-A-V2 cannot be managed by iMaster NCE-Campus, affecting user experience.

	Severity
	Minor

	Root Cause
	The S5735-L48LP4S-A-V2 and S5735I-L8P4X-A-V2 are not supported by iMaster NCE-Campus.

	Solution
	The S5735-L48LP4S-A-V2 and S5735I-L8P4X-A-V2 are supported by iMaster NCE-Campus.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2 and S5735I-L-V2

	Fixed Models
	S5735-L-V2 and S5735I-L-V2

	Precaution
	None


2.5.136  In the Scenario Where a Layer 3 Multicast Source DR Is Separated from the RP, After a User Goes Online and Then Offline, Statistics Resources on the RP Are Leaked and a Traffic Policy May Fail to Be Applied

	Trouble Ticket Number
	DTS2024052015896 and DTS2024052015194

	Symptom
	In the scenario where a Layer 3 multicast source DR is separated from the RP, after a user goes online and then offline, statistics resources on the RP are leaked and a traffic policy may fail to be applied.

	Condition
	This problem occurs when the following conditions are met:

339. A Layer 3 multicast source DR is separated from the RP.

340. A user goes online and offline on the RP.

	Impact
	Statistics resources are leaked and a traffic policy may fail to be applied.

	Severity
	Major

	Root Cause
	After a user goes offline from the RP, statistics resources are not correctly released when the interface in the multicast routing entry is switched to the registration inbound interface.

	Solution
	After a user goes offline from the RP, statistics resources are correctly released when the interface in the multicast routing entry is switched to the registration inbound interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500 and V600R023C10SPC500

	Involved Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, and S5755-H

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Fixed Models
	V600R023C00SPC500:

S6730-H-V2, S5732-H-V2, and S5755-H

V600R023C10SPC500:

S6730-H-V2, S5732-H-V2, S6750-H, and S5755-H

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.5.137  The Inconsistency Discovery Function Is Unavailable When a Device Is Managed by iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024051625956

	Symptom
	The inconsistency discovery function is unavailable when a device is managed by iMaster NCE-Campus.

	Condition
	There is a low probability that this problem occurs when a device is managed by iMaster NCE-Campus.

	Impact
	The inconsistency discovery function is unavailable when the device is managed by iMaster NCE-Campus.

	Severity
	Minor

	Root Cause
	When iMaster NCE-Campus performs inconsistency discovery for a device and the delivered query packets are not supported by the device, the device reports an error.

	Solution
	When iMaster NCE-Campus performs inconsistency discovery for a device and the delivered query packets are not supported by the device, the device does not report an error.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.138  The Values of the FragsRecv and PktsReassFail Fields in the display forward information cpu-forward slot slotid cpuid unitid 'hsd diag show hostfrag' Command Output Are Different in an IPv6 Scenario

	Trouble Ticket Number
	DTS2024051616314

	Symptom
	The values of the FragsRecv and PktsReassFail fields in the display forward information cpu-forward slot slotid cpuid unitid 'hsd diag show hostfrag' command output are different in an IPv6 scenario.

	Condition
	There is a low probability that this problem occurs when a device is running properly in an IPv6 scenario.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	An error occurs when header information in IPv6 fragmented packets is identified. As a result, fragment statistics in the host are inaccurate.

	Solution
	Header information in IPv6 packets is correctly identified.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.139  The Memory Usage of a Device Increases Unexpectedly When a Command Is Executed

	Trouble Ticket Number
	DTS2024050714234

	Symptom
	The memory usage of a device increases unexpectedly when a command is executed.

	Condition
	There is a low probability that this problem occurs when a command is executed on a device.

	Impact
	If the problem persists for a long time, the device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	The device does not correctly release memory when a command is executed.

	Solution
	The device correctly releases memory when a command is executed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the memory usage of a device reaches or is about to reach the memory insufficiency alarm threshold, you are advised to restart the device during off-peak hours to reclaim memory resources.


2.5.140  A Device Functioning as a Telemetry Server Restarts Unexpectedly When the NMS Repeatedly Switches Users to Deliver the gNMI Get or gNMI Set Operation to the Device

	Trouble Ticket Number
	DTS2024050801245

	Symptom
	A device functions as a telemetry server and connects to an NMS. When the NMS repeatedly switches users to deliver the gNMI Get or gNMI Set operations to the device, the device restarts unexpectedly.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· A device functions as a telemetry server and connects to an NMS.

· The NMS repeatedly switches users in the same telemetry connection and delivers the gNMI Get or gNMI Set operation to the device.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	When the NMS repeatedly switches users in the same telemetry connection, memory is repeatedly released.

	Solution
	When the NMS repeatedly switches users in the same telemetry connection, memory is not repeatedly released.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.141  After the Number of Secure MAC Addresses on an Interface Reaches the Upper Limit, the Packets with All-0 Source or Destination MAC Addresses Can Still Be Forwarded

	Trouble Ticket Number
	DTS2024052202482

	Symptom
	After the number of secure MAC addresses on an interface reaches the upper limit, the packets with all-0 source or destination MAC addresses can still be forwarded.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

341. The port-security enable [ maximum max-number ] command is run in the interface view to enable port security and set the maximum number of MAC addresses that can be learned.

342. After the number of secure MAC addresses on the interface reaches the upper limit, the interface receives packets with all-0 source or destination MAC address.

	Impact
	The packets with all-0 source or destination MAC addresses can still be forwarded, and traffic is not forwarded as expected.

	Severity
	Minor

	Root Cause
	After the number of secure MAC addresses on an interface reaches the upper limit, the packets with all-0 source or destination MAC addresses are not filtered out and are incorrectly forwarded.

	Solution
	After the number of secure MAC addresses on an interface reaches the upper limit, the packets with all-0 source or destination MAC addresses are correctly filtered out.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.142  Packet Loss Occurs on a Device Because the UDP Header Length Is Incorrect After Packets Transmitted Through a VXLAN Tunnel Are Fragmented

	Trouble Ticket Number
	DTS2024052007570

	Symptom
	After packets transmitted through a VXLAN tunnel are fragmented, the length of the UDP header is incorrect. As a result, packet loss occurs.

	Condition
	There is a low probability that this problem occurs when the VXLAN tunnel service is configured on a device.

	Impact
	Packet loss occurs on the device.

	Severity
	Minor

	Root Cause
	The length of the UDP header is incorrectly set after packets transmitted through a VXLAN tunnel are fragmented.

	Solution
	The length of the UDP header is correctly set after packets transmitted through a VXLAN tunnel are fragmented.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2 and S5755-H

	Fixed Models
	S5732-H-V2 and S5755-H

	Precaution
	None


2.5.143  The Scheduled Restart Function Does Not Take Effect After the Value of the HwSysReloadAction Object (OID: 1.3.6.1.4.1.2011.5.25.19.1.3.2) Is Set Through SNMP

	Trouble Ticket Number
	DTS2024042929448

	Symptom
	The scheduled restart function does not take effect after the value of the hwSysReloadAction object (OID: 1.3.6.1.4.1.2011.5.25.19.1.3.2) is set through SNMP.

	Condition
	This problem occurs when the following conditions are met:

· The value of the hwSysReloadScheduleTime object (OID: 1.3.6.1.4.1.2011.5.25.19.1.3.3.1.6) is delivered through SNMP to set the scheduled restart time.

· The value of the hwSysReloadAction object (OID: 1.3.6.1.4.1.2011.5.25.19.1.3.2) is delivered through SNMP to enable the scheduled restart function.

	Impact
	After the value of the hwSysReloadAction object is set through SNMP, the scheduled restart function does not take effect.

	Severity
	Minor

	Root Cause
	When the hwSysReloadAction object is delivered through SNMP to enable the scheduled restart function, the obtained scheduled restart time is incorrect. As a result, the scheduled restart cannot be triggered.

	Solution
	When the hwSysReloadAction object is delivered through SNMP to enable the scheduled restart function, the correct scheduled restart time is obtained.

	Solution Impact
	None

	Problem Resolved in
	V600R023C10SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.5.144  A Master/Standby Switchover Cannot Be Performed

	Trouble Ticket Number
	DTS2024052017348

	Symptom
	A master/standby switchover cannot be performed.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

343. A master/standby switchover occurs.

344. A non-master device is reset.

	Impact
	A master/standby switchover cannot be performed.

	Severity
	Minor

	Root Cause
	The status of the non-master device is incorrectly set. As a result, a master/standby switchover cannot be performed.

	Solution
	The status of the non-master device is correctly set.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.145  All Members in a Stack Restart Unexpectedly When the Master Device Restarts Due to High Temperature

	Trouble Ticket Number
	DTS2024042927669

	Symptom
	All members in a stack restart unexpectedly when the master device restarts due to high temperature.

	Condition
	There is a high probability that this problem occurs when three or more devices set up a stack and the master device restarts due to high temperature.

	Impact
	All stack members restart unexpectedly.

	Severity
	Major

	Root Cause
	When the master device restarts due to high temperature, the detected system switchover status is incorrect and it is incorrectly considered that the switchover cannot be performed. As a result, all stack members restart unexpectedly.

	Solution
	When the master device restarts due to high temperature, the correct system switchover status is returned.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.5.146  A Device Cannot Join a Stack as a Non-Master Device

	Trouble Ticket Number
	DTS2024052403675

	Symptom
	A device cannot join a stack a non-master device.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· Devices in a stack have patches installed.

· A device without a patch installed or with a patch different from that on the master device in a stack attempts to join the stack as a non-master device.

	Impact
	The device is reset repeatedly and cannot be registered.

	Severity
	Major

	Root Cause
	When a non-master device starts, it synchronizes the patch package to the master device. However, due to insufficient process permission, the patch synchronization fails and the non-master device resets.

	Solution
	The problem of insufficient process permission is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, press Ctrl+B to enter the BootLoad menu on the console port, and configure the patch in the startup configuration of the standby device to be the same as that of the master device.


2.5.147  A Device Cannot Learn MAC Addresses

	Trouble Ticket Number
	DTS2024050925970

	Symptom
	A device cannot learn MAC addresses.

	Condition
	There is a low probability that this problem occurs when VLAN forwarding is configured on a device.

	Impact
	The device cannot learn MAC addresses.

	Severity
	Minor

	Root Cause
	An error occurs when the forwarding engine processes MAC address learning.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2 and S5732-H-V2

	Fixed Models
	S6730-H-V2 and S5732-H-V2

	Precaution
	None


2.5.148  A Device Cannot Be Powered On and Started

	Trouble Ticket Number
	DTS2024081214197

	Symptom
	A device cannot be powered on and started.

	Condition
	There is a low probability that this problem occurs when a device is powered on.

	Impact
	The device cannot be started.

	Severity
	Major

	Root Cause
	An error occurs in the power supply process.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6  V600R023SPH120

2.6.1  The hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.6.122.15.3.2.17) Is Not Reported When the Flash Memory Is Faulty

	Trouble Ticket Number
	DTS2023112103664

	Symptom
	The hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.6.122.15.3.2.17) is not reported when the flash memory is faulty.

	Condition
	This problem occurs when the flash memory is faulty.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	There is no mechanism for detecting flash memory faults.

	Solution
	A periodic flash memory inspection mechanism is added. If the flash memory is faulty, the hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.6.122.15.3.2.17) is reported. If the flash memory fault is rectified during the next inspection, the hwBoardFail alarm is cleared.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.2  A Device Restarts When the Command Used to Query the Multicast Prefix Entries That Fail to Be Delivered Due to Hash Collisions Is Delivered in an IPv4/IPv6 Layer 3 or Layer 2 Multicast Scenario

	Trouble Ticket Number
	DTS2023110701990

	Symptom
	In an IPv4/IPv6 Layer 3 or Layer 2 multicast scenario, a large number of multicast prefix entries fail to be delivered due to hash collisions. When the command used to query such multicast prefix entries is delivered, the device restarts.

	Condition
	This problem occurs when the following conditions are met:

345. In an IPv4/IPv6 Layer 3 or Layer 2 multicast scenario, a large number of multicast prefix entries fail to be delivered due to hash collisions.

346. The display fwm multicast hash-conflict ip igmp-snooping slot slot-id [ cpu cpu-id ], display fwm multicast hash-conflict ip pim slot slot-id [ cpu cpu-id ], display fwm multicast hash-conflict ipv6 mld-snooping slot slot-id [ cpu cpu-id ], or display fwm multicast hash-conflict ipv6 pim slot slot-id [ cpu cpu-id ] command is delivered in the diagnostic view.

	Impact
	The device restarts.

	Severity
	Major

	Root Cause
	When the command is delivered, the number of entries that can be queried at a time is not limited. As a result, the message size is too large after serialization, and the message fails to be parsed, leading to a device restart.

	Solution
	The maximum number of entries that can be queried at a time is limited to 100.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.3  When an Unsupported 50GE Copper Cable Is Installed on a 100GE Port, the Port Status Is Incorrectly Displayed

	Trouble Ticket Number
	DTS2023112807411

	Symptom
	When an unsupported 50GE copper cable is installed on a 100GE port, the port status is incorrectly displayed.

	Condition
	This problem occurs when an unsupported 50GE copper cable is installed on a 100GE port.

	Impact
	The port status is incorrectly displayed as Up, affecting user experience.

	Severity
	Minor

	Root Cause
	The returned value indicating whether the 100GE port supports 50GE copper cables is incorrect.

	Solution
	The returned value indicating whether the 100GE port supports 50GE copper cables is corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch and then run the shutdown and undo shutdown commands in sequence in the interface view or remove and reinstall the copper cable.


2.6.4  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2023112410778

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

347. LDAP authentication in SSL mode is configured on a device.

348. The LDAP authentication process is triggered by user authentication and login or PKI certificate update.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	An error occurs in LDAP packet processing.

	Solution
	The error in LDAP packet processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.5  The Server Fails to Authorize VLANs to 802.1X Users After Re-authentication

	Trouble Ticket Number
	DTS2023121403860

	Symptom
	The server fails to authorize VLANs to 802.1X users after re-authentication.

	Condition
	This problem occurs when the following conditions are met:

349. The authentication mode multi-share command is configured in an authentication profile, which is then bound to the corresponding interface.

350. The server authorizes a VLAN that is different from the default VLAN of the interface to an 802.1X user.

351. After the 802.1X user is successfully authenticated, re-authentication is triggered.

	Impact
	The server fails to authorize the VLAN to the 802.1X user.

	Severity
	Minor

	Root Cause
	During user re-authentication, a logic error occurs when the server checks the authorization VLAN.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, install the patch, and then run the dot1x reauthenticate mac-address mac-address command in the system view to re-authenticate the 802.1X user with the specified MAC address.


2.6.6  Some Multicast Traffic Fails to Be Forwarded After the reset pim routing-table all Command Is Run in the User View of the RP in a Stack and an Active/Standby Switchover Is Performed in the Scenario Where a Layer 3 Multicast Source DR Is Separated from the RP

	Trouble Ticket Number
	DTS2023122709338

	Symptom
	In the scenario where a Layer 3 multicast source DR is separated from the RP in a stack, after the reset pim routing-table all command is run in the user view of the RP and an active/standby switchover is performed in the stack, some multicast traffic fails to be forwarded.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

352. A Layer 3 multicast source DR is separated from the RP.

353. The RP is in a stack.

354. The reset pim routing-table all command is run in the user view of the RP and an active/standby switchover is performed in the stack.

	Impact
	Some multicast traffic fails to be forwarded.

	Severity
	Major

	Root Cause
	An error occurs in the process of applying for interface resources in the forwarding table.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the stack system.


2.6.7  A User Cannot Log In to a Device Through the Management Interface

	Trouble Ticket Number
	DTS2023111303070

	Symptom
	A user cannot log in to a device through the management interface.

	Condition
	There is a low probability that this problem occurs when a user attempts to log in to a device through the management interface.

	Impact
	The user cannot log in to the device through the management interface.

	Severity
	Minor

	Root Cause
	The management interface does not have the anti-interference capability. In environments with static electricity, the management interface may work abnormally.

	Solution
	The anti-interference capability of the management interface is enhanced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, and S5755-H

	Precaution
	None


2.6.8  When the Number of Sessions Reaches the Upper Limit, U-BFD Sessions or Multi-Hop BFD Sessions Fail to Go Up Through Negotiation for a Long Time

	Trouble Ticket Number
	DTS2024010416556

	Symptom
	When the number of sessions reaches the upper limit, U-BFD sessions or multi-hop BFD sessions fail to go up through negotiation for a long time.

	Condition
	There is a low probability that this problem occurs when the number of U-BFD sessions or multi-hop BFD sessions reaches the upper limit.

	Impact
	The BFD function is affected.

	Severity
	Major

	Root Cause
	The source address learned by the BFD module from the negotiation packet is different from that obtained from the socket. As a result, the negotiation packet is discarded, and the BFD session negotiation takes a long time.

	Solution
	The BFD module is enabled not to obtain the source address from the socket after learning the source address from the negotiation packet.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and wait for 10 minutes for the patch to take effect and BFD negotiation to start.


2.6.9  The CFM Status Is Down After an Inward-facing MEP Is Configured for CFM

	Trouble Ticket Number
	DTS2024010309390

	Symptom
	The CFM status is Down after an inward-facing MEP is configured for CFM.

	Condition
	This problem occurs when the following conditions are met:

· Devices set up a stack.

· The TP value of the interface bound to the inward-facing MEP is the same as that of the outbound interface of CFM packets.

	Impact
	The CFM status is Down.

	Severity
	Major

	Root Cause
	When the TP value of the outbound interface of CFM packets is the same as that of the interface bound to an inward-facing MEP, the CFM packets are intercepted. As a result, the CFM status is Down.

	Solution
	When the TP value of the outbound interface of CFM packets is the same as that of the interface bound to an inward-facing MEP, the CFM packets are not intercepted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	If the problem has occurred, install the patch and perform the following operations:

355. Configure an MA and bind the VLAN that is the same as the VLAN of the interface bound to the inward-facing MEP in the MA.

356. Configure a VLAN that is the same as the VLAN of the interface to which the inward-facing MEP is bound, bind the MEP to the interface in the MA, and then delete the MEP. (Repeat this step for other interfaces that have the same TP value as the interface bound to the inward-facing MEP.)

357. Delete the MA and the VLAN configured on the interface in step 2.


2.6.10  A Device Restarts Unexpectedly When It Has Multiple BGP Peers

	Trouble Ticket Number
	DTS2024011015356

	Symptom
	When a device has multiple BGP peers, it restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device establishes multiple BGP peer relationships.

	Impact
	The device restarts.

	Severity
	Minor

	Root Cause
	An error occurs in BGP connection exception processing.

	Solution
	The error in BGP connection exception processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.11  In a Layer 2 Multicast Instance Scenario, After a User Instance Is Deleted and Then Configured, the mld snooping enable Command Cannot Be Configured for the VLANs Whose IDs Are Greater Than That of the User Instance VLAN Bound to Other Multicast Instances

	Trouble Ticket Number
	DTS2024010402615

	Symptom
	In a Layer 2 multicast instance scenario, after a user instance is deleted and then configured, the mld snooping enable command cannot be configured for the VLANs whose IDs are greater than that of the user instance VLAN bound to other multicast instances.

	Condition
	This problem occurs when the following conditions are met:

358. Multiple multicast instances are configured in a Layer 2 multicast instance scenario.

359. Multiple user instance VLANs are configured for a multicast instance. Some of these VLANs are also bound to other multicast instances, and the last VLAN is bound only to the current multicast instance.

360. All user instance VLANs bound to this multicast instance are deleted.

	Impact
	Basic Layer 2 multicast configuration commands cannot be delivered.

	Severity
	Major

	Root Cause
	When user instance configurations are deleted, the service types of corresponding VLANs are updated in batches. When a VLAN is bound to other multicast instances, the update process stops. As a result, the service types of subsequent VLANs cannot be updated, causing the problem.

	Solution
	When the service types of VLANs are updated in batches, if a user instance VLAN is bound to multiple multicast instances, the system skips this VLAN and updates the service types of subsequent VLANs.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, reconfigure the user instance VLAN and then delete it.


2.6.12  A Device Restarts Unexpectedly When It Is Running Properly

	Trouble Ticket Number
	DTS2023122208079

	Symptom
	A device restarts unexpectedly when it is running properly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs when the device processes some data.

	Solution
	The error in data processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.13  The MAC Address Learning Priority Configured for an Interface of a Device Does Not Take Effect

	Trouble Ticket Number
	DTS2024011110558

	Symptom
	The MAC address learning priority configured for an interface of a device does not take effect.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

361. The MAC address learning priority is configured for an interface on a device.

362. Multiple interfaces receive packets with the same MAC address.

	Impact
	The MAC address learning priority of the interface does not take effect, interrupting services.

	Severity
	Minor

	Root Cause
	An error occurs when the device parses MAC messages.

	Solution
	The error in MAC message parsing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the reset mac-address command in the user view to delete the incorrect dynamic MAC address entries learned by the device.


2.6.14  Services Become Abnormal When a Device Is Running Properly

	Trouble Ticket Number
	DTS2023121101299

	Symptom
	Services become abnormal when a device is running properly.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	Some services become abnormal.

	Severity
	Minor

	Root Cause
	An error occurs when the device reads data.

	Solution
	The error in data reading is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.15  IPv6 Traffic Is Interrupted After ND Entries of an M-LAG Member Interface Are Aged in an OSPFv3 over M-LAG Scenario

	Trouble Ticket Number
	DTS2024010908834

	Symptom
	In an OSPFv3 over M-LAG scenario, IPv6 traffic is interrupted after ND entries of an M-LAG member interface are aged.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

363. In the OSPFv3 over M-LAG scenario, the ipv6 nd proxy anyway enable, ipv6 nd proxy route enable, or ipv6 nd proxy inter-access-vlan enable command is run in the view of an M-LAG member interface.

364. ND entries of the M-LAG member interface are aged, triggering ND detection.

	Impact
	IPv6 traffic is interrupted.

	Severity
	Major

	Root Cause
	In an OSPFv3 over M-LAG scenario, only Layer 3 proxy is enabled, and no proxy rule is delivered for NA packets. As a result, an M-LAG device cannot send the NA reply packets received from a downstream device to the peer M-LAG device to the CPU, and therefore cannot learn ND neighbor entries.

	Solution
	In an OSPFv3 over M-LAG scenario, when the ipv6 nd proxy anyway enable, ipv6 nd proxy route enable, or ipv6 nd proxy inter-access-vlan enable command is run in the M-LAG member interface view of a device, the device delivers proxy rules for NA packets.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, delete the ipv6 nd proxy anyway enable, ipv6 nd proxy route enable, or ipv6 nd proxy inter-access-vlan enable command configurations and then configure this command again in the M-LAG member interface view.


2.6.16  Traffic Cannot Be Forwarded After the Rate Mode of an Interface on a Device Is Changed and Then the Configuration Is Rolled Back

	Trouble Ticket Number
	DTS2024010414907

	Symptom
	After the rate mode of an interface on a device is changed and then the configuration is rolled back, traffic cannot be forwarded.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

365. A VLAN is created.

366. A physical interface that supports rate change is configured as a trunk interface.

367. The trunk interface is added to the VLAN.

368. The rate mode of the physical interface is changed and then the configuration is rolled back.

	Impact
	The physical interface is not successfully added to the VLAN. As a result, traffic cannot be forwarded.

	Severity
	Major

	Root Cause
	The message for changing the rate mode of the physical interface is processed after the message for adding the physical interface to the VLAN is processed. During the configuration rollback, the information about the VLAN to which the physical interface is added is overwritten.

	Solution
	The message for changing the rate mode of a physical interface is processed before the message for adding the physical interface to a VLAN is processed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, remove the trunk physical interface from the VLAN, and then add it to the VLAN again.


2.6.17  A Device Fails to Advertise ND MAC Routes in an EVPN VXLAN Scenario

	Trouble Ticket Number
	DTS2024011909475

	Symptom
	A device fails to advertise ND MAC routes in an EVPN VXLAN scenario.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

369. A device does not have a management interface.

370. No logical interface is configured on the device.

371. The EVPN VXLAN service is configured after the device starts for the first time or restarts.

	Impact
	EVPN VXLAN services are interrupted.

	Severity
	Major

	Root Cause
	When the device starts for the first time or restarts, the system incorrectly determines that the advertisement of EVPN ND MAC routes is not supported. As a result, the device cannot advertise EVPN ND MAC routes.

	Solution
	When the device starts for the first time or restarts, the system correctly checks whether the advertisement of EVPN ND MAC routes is supported.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.6.18  When the undo segment-routing ipv6 Command Is Run in the System View of a Device, the Deletion Fails and the Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024010909235

	Symptom
	When the undo segment-routing ipv6 command is run in the system view of a device, the deletion fails and the device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

372. The segment-routing ipv6 command is run in the system view of a device.

373. The undo segment-routing ipv6 command is run in the system view.

	Impact
	The device may restart unexpectedly.

	Severity
	Major

	Root Cause
	When the undo segment-routing ipv6 command is run in the system view and the deletion fails, a log is recorded using incorrect memory.

	Solution
	When the undo segment-routing ipv6 command is run in the system view and the deletion fails, a log is correctly recorded.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.6.19  A Physical Member Interface Added to an Eth-Trunk Interface That Is Configured as a Peer-Link Interface Still Learns MAC Addresses in an M-LAG Scenario

	Trouble Ticket Number
	DTS2024010803237

	Symptom
	In an M-LAG scenario, a physical member interface added to an Eth-Trunk interface that is configured as a peer-link interface still learns MAC addresses.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

374. An Eth-Trunk interface is configured and a physical member interface is added to it.

375. The Eth-Trunk interface is configured as a peer-link interface.

376. The physical member interface is removed from the Eth-Trunk interface.

377. The physical member interface is added to the Eth-Trunk interface again.

	Impact
	MAC address flapping occurs on the physical member interface, causing interruption of some traffic.

	Severity
	Major

	Root Cause
	When the physical member interface is removed from the Eth-Trunk interface, the message processing speed of MAC related modules is slower than that when the physical member interface is added to the Eth-Trunk interface again. As a result, the MAC address entry is overwritten.

	Solution
	When the physical member interface is added to the Eth-Trunk interface again, the system delivers M-LAG related module configurations again after the MAC related modules complete message processing.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch, remove the physical member interface from the Eth-Trunk interface, and then add it to the Eth-Trunk interface again.


2.6.20  The ACL Authorized to an Authenticated User in Pre-connection State Does Not Take Effect

	Trouble Ticket Number
	DTS2024012414198

	Symptom
	The ACL authorized to an authenticated user in pre-connection state does not take effect.

	Condition
	This problem occurs when the following conditions are met:

· A device functions as the authentication access point.

· An ACL is authorized to an authenticated user in pre-connection state.

	Impact
	The authorized ACL is unavailable.

	Severity
	Major

	Root Cause
	An error occurs when the device processes the ACL authorized to the user in pre-connection state.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S3710-H, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	After activating the patch, restart the device for the patch to take effect.


2.6.21  An Interface Goes Down and the hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) Is Reported

	Trouble Ticket Number
	DTS2024011609821

	Symptom
	An interface goes down and the hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) is reported.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The interface goes Down, affecting services.

	Severity
	Minor

	Root Cause
	The anti-interference capability of the device is insufficient.

	Solution
	The anti-interference capability of the device is enhanced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the shutdown and undo shutdown commands in sequence in the interface view.


2.6.22  The iPCA 2.0, Sampling, and Packet Loss Visualization Functions Are Unavailable on a Device in large-mac or large-user Resource Mode

	Trouble Ticket Number
	DTS2024011117771

	Symptom
	The iPCA 2.0, sampling, and packet loss visualization functions are unavailable on a device in large-mac or large-user resource mode.

	Condition
	This problem occurs when the iPCA 2.0, sampling, and packet loss visualization functions are configured on a device in large-mac or large-user resource mode.

	Impact
	The iPCA 2.0, sampling, and packet loss visualization functions are unavailable.

	Severity
	Minor

	Root Cause
	The device does not correctly adapt to the iPCA 2.0, sampling, and packet loss visualization functions in large-mac or large-user resource mode.

	Solution
	The device correctly adapts to the iPCA 2.0, sampling, and packet loss visualization functions in large-mac or large-user resource mode.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.6.23  Some GMDB Objects Are Not Deleted After the MAC Address-based VLAN Assignment Configuration Is Repeatedly Deleted and Configured

	Trouble Ticket Number
	DTS2024010910934

	Symptom
	After the MAC address-based VLAN assignment configuration is repeatedly deleted and configured, some GMDB objects are not deleted.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

378. A VLAN is created and MAC address-based VLAN assignment is configured and enabled on an interface.

379. The MAC address-based VLAN assignment configuration is deleted on the interface and the VLAN is deleted.

380. The operations in conditions 1 and 2 are performed repeatedly.

	Impact
	381. GBMD objects are continuously leaked, and the device may restart unexpectedly.

382. GMDB objects are continuously leaked. After a new GMDB object fails to be created, MAC address-based VLAN assignment does not take effect on the new interface.

	Severity
	Major

	Root Cause
	When MAC address-based VLAN assignment is repeatedly configured and deleted, GMDB objects are released in the GMDB object deletion process only when data fails to be read. When only the existing GMDB data is obtained, data reading will not fail. As a result, GMDB objects are not released and leaked.

	Solution
	When MAC address-based VLAN assignment is repeatedly configured and deleted, GMDB objects are released in the GMDB object deletion process regardless of whether data reading succeeds or fails.

	Solution Impact
	None

	Problem Resolved in
	V300R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.6.24  An Eth-Trunk Interface Receives Redundant Packets

	Trouble Ticket Number
	DTS2024012613379

	Symptom
	An Eth-Trunk interface receives redundant packets.

	Condition
	This problem occurs when a device sends and receives packets through an Eth-Trunk interface.

	Impact
	The device receives redundant packets through the Eth-Trunk interface.

	Severity
	Minor

	Root Cause
	The Eth-Trunk interface is not enabled to tailor redundant packets.

	Solution
	The Eth-Trunk interface is enabled to tailor redundant packets.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.25  The display forward information enp slot slot-id chip chip-id 'lsw set fe packet trace-clear' Command Configuration Does Not Take Effect and Traffic Is Unevenly Distributed to VXLAN Tunnels

	Trouble Ticket Number
	DTS2024011617807

	Symptom
	The display forward information enp slot slot-id chip chip-id 'lsw set fe packet trace-clear' command configuration does not take effect and traffic is unevenly distributed to VXLAN tunnels.

	Condition
	This problem occurs when the display forward information enp slot slot-id chip chip-id 'lsw set fe packet trace-clear' command is run in the diagnostic view of a device.

	Impact
	The command configuration does not take effect, and traffic is unevenly distributed over VXLAN tunnels.

	Severity
	Minor

	Root Cause
	The device does not correctly adapt to the display forward information enp slot slot-id chip chip-id 'lsw set fe packet trace-clear' command.

	Solution
	The device correctly adapts to the display forward information enp slot slot-id chip chip-id 'lsw set fe packet trace-clear' command.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.6.26  An Error Is Reported When the YANG NMS Queries the Basic Routing Table

	Trouble Ticket Number
	DTS2024011816108

	Symptom
	An error is reported when the YANG NMS queries the basic routing table.

	Condition
	This problem occurs when both load balancing and FRR are configured for routes on a device, and the links for load balancing, except the first link, have the same backup path.

	Impact
	An error is reported when the YANG NMS queries the basic routing table.

	Severity
	Major

	Root Cause
	The same data exists when the device reports data to the YANG NMS upon query. As a result, the NMS reports an error.

	Solution
	The device is enabled not to report duplicate data with the same key value to the YANG NMS upon query.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.27  A Device Restarts Unexpectedly When the Forwarding Engine Reports a Fault

	Trouble Ticket Number
	DTS2024011712875

	Symptom
	A device restarts unexpectedly when the forwarding engine reports a fault.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	The fault detection mechanism of the forwarding engine is improper.

	Solution
	The fault detection mechanism of the forwarding engine is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.6.28  When the protocol-id and vlan-encapsulate-enable Node Settings of Network Slices Are Delivered Through YANG, Only the Setting of One Node Is Delivered and the Value of the Other Node Is Restored to the Default Value

	Trouble Ticket Number
	DTS2023121803725

	Symptom
	When the protocol-id and vlan-encapsulate-enable node settings of network slices are delivered through YANG, only the setting of one node is delivered and the value of the other node is restored to the default value.

	Condition
	This problem occurs when the following conditions are met:

383. The protocol-id and vlan-encapsulate-enable nodes are set to non-default values. That is, the protocol-id node is not set to 0 and the vlan-encapsulate-enable node is set to True.

384. YANG is used to deliver packets that contain only the protocol-id or vlan-encapsulate-enable node.

	Impact
	The configuration delivery result does not meet the expectation.

	Severity
	Major

	Root Cause
	If the value of the protocol-id or vlan-encapsulate-enable node in a YANG packet is empty, the node is set to the default value. Subsequently, the protocol-id or vlan-encapsulate-enable node in YANG packets is set to the default value and the setting is saved.

	Solution
	The system does not reset the nodes with empty values in YANG packets in network slices to the default values. Instead, the system processes the YANG nodes with empty values based on the saved configuration.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, install the patch, and then perform the configuration again.


2.6.29  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2023101708971

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when a device is running.

	Impact
	The device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	An error occurs in the device self-healing process.

	Solution
	The error in the self-healing process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.30  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2024010507249

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

385. A device is successfully managed by iMaster NCE-Campus.

386. Security groups, resource groups, policy control, IP-group entry subscription, and user access and authentication are configured.

	Impact
	The NAC process restarts, and the device restarts unexpectedly.

	Severity
	Major

	Root Cause
	An error occurs in the process of exchanging messages through the IP-group channel between the device and iMaster NCE-Campus.

	Solution
	The error in the process of exchanging messages through the IP-group channel between the device and iMaster NCE-Campus is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	After activating the patch, restart the device for the patch to take effect.


2.6.31  When the MIB Object mplsL3VpnVrfActiveInterfaces (OID: 1.3.6.1.2.1.10.166.11.1.2.2.1.7) Is Queried in GET-BULK Mode on a Device, the Device Resets Unexpectedly

	Trouble Ticket Number
	DTS2024012505540

	Symptom
	When the MIB object mplsL3VpnVrfActiveInterfaces (OID: 1.3.6.1.2.1.10.166.11.1.2.2.1.7) is queried in GET-BULK mode on a device, the device resets unexpectedly.

	Condition
	This problem occurs when the following conditions are met:

387. More than 100 VPN instances of the same address family are configured on a device.

388. The NMS queries the MIB object mplsL3VpnVrfActiveInterfaces (OID: 1.3.6.1.2.1.10.166.11.1.2.2.1.7) in GET-BULK mode.

389. The NMS sets the number of records to be queried in GET-BULK mode to a value that is greater than 100.

	Impact
	The device resets unexpectedly.

	Severity
	Major

	Root Cause
	When the number of records to be queried in GET-BULK mode is set to a value greater than 100 on the NMS, query overwriting occurs. As a result, the device resets unexpectedly.

	Solution
	When more than 100 records are queried in GET-BULK mode on the NMS, these records are queried in batches, and the query results are also returned in batches. A maximum of 80 records can be queried at a time.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	None


2.6.32  Packet Loss Occurs When a Device Receives Traffic Sourced from Private IPv4 Addresses

	Trouble Ticket Number
	DTS2024011603440

	Symptom
	Packet loss occurs when a device receives traffic sourced from private IPv4 addresses.

	Condition
	There is a high probability that this problem occurs when a device receives traffic sourced from private IPv4 addresses.

	Impact
	Forwarding services on IPv4 private networks are affected.

	Severity
	Minor

	Root Cause
	An error occurs when the device processes traffic sourced from private IPv4 addresses.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.33  Protocol Packets Such as ARP Packets Fail to Be Sent to the CPU After a Device Restarts

	Trouble Ticket Number
	DTS2024010604087

	Symptom
	Protocol packets such as ARP packets fail to be sent to the CPU.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

390. A large number of services are configured on a device.

391. The device or card restarts.

	Impact
	ARP-related services on the interface are affected.

	Severity
	Minor

	Root Cause
	The system MAC address change function is not registered before the ACL is delivered upon a restart.

	Solution
	The system MAC address change function is registered before the ACL is delivered upon a restart.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.34  The Configuration of the PEM Certificate Chain Loaded for an SSL Policy Is Lost After a Device Restarts

	Trouble Ticket Number
	DTS2024012407661

	Symptom
	The configuration of the PEM certificate chain loaded for an SSL policy is lost after a device restarts.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

392. The certificate load pem-chain certFile key-pair keyType key-file keyFile auth-code [ cipher authCode ] command is run in the SSL policy view to load a PEM certificate chain for an SSL policy.

393. The device has been running for more than 24 hours, or the device has been running for more than 5 minutes after being restarted.

394. The device restarts.

	Impact
	The configuration of the PEM certificate chain loaded for an SSL policy is lost.

	Severity
	Minor

	Root Cause
	During the restart, the device needs to restore the configuration of the PEM certificate chain loaded for the SSL policy. However, a processing error occurs, resulting in a failure to restore the configuration. Therefore, the configuration of the PEM certificate chain is lost.

	Solution
	The processing error is fixed, so that the configuration of the PEM certificate chain loaded for the SSL policy can be successfully restored during the device restart.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the certificate load pem-chain certFile key-pair keyType key-file keyFile auth-code [ cipher authCode ] command in the SSL policy view again.


2.6.35  Downstream Devices Cannot Obtain IP Addresses After a Device Restarts

	Trouble Ticket Number
	DTS2024010407987

	Symptom
	After a device restarts, downstream devices cannot obtain IP addresses.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

395. At least two Eth-Trunk interfaces are configured on a device.

396. The device restarts.

	Impact
	Downstream devices cannot obtain IP addresses.

	Severity
	Major

	Root Cause
	When the device restarts, it does not obtain correct interface information during the Eth-Trunk configuration restoration.

	Solution
	When the device restarts, it obtains correct interface information during the Eth-Trunk configuration restoration.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.6.36  The Slicing Function Is Unavailable Because the Slicing Capability Set of a Device Is Not Adapted

	Trouble Ticket Number
	DTS2024010909377

	Symptom
	The slicing function is unavailable because the slicing capability set of a device is not adapted.

	Condition
	This problem occurs when the following conditions are met:

397. The network-slice enable command is run in the system view of a device.

398. The network-slice vlan-encapsulate enable command is run in the system view.

399. The network-slice instance netSliceInstId command is run in the system view.

400. When the network-slice slice-id flex-channel flex-channel-value command is run in the physical interface view or Eth-Trunk interface view, an error is reported.

	Impact
	The slicing function is unavailable.

	Severity
	Major

	Root Cause
	When the network-slice slice-id flex-channel flex-channel-value command is run in the physical interface view or Eth-Trunk interface view, the device does not obtain slicing capabilities and sets the slicing specification to the default value 0. As a result, an error is reported.

	Solution
	When the network-slice slice-id flex-channel flex-channel-value command is run in the physical interface view or Eth-Trunk interface view, if the device does not obtain slicing capabilities, the device sets the slicing specification to the corresponding value.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2 and S5735-S-V2

	Fixed Models
	S5735-L-V2 and S5735-S-V2

	Precaution
	None


2.6.37  After the port mode GE Command Is Run on a 25GE Interface and a Copper Module Is Installed on the Interface, Services Are Interrupted

	Trouble Ticket Number
	DTS2024012602484

	Symptom
	After the port mode GE command is run on a 25GE interface and a copper module is installed on the interface, services are interrupted.

	Condition
	There is a high probability that this problem occurs when the port mode GE command is run on a 25GE interface and a copper module is installed on the interface.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	When the port mode GE command is run on a 25GE interface and a copper module is installed on the interface, auto-negotiation is disabled by mistake on the interface.

	Solution
	When the port mode GE command is configured on a 25GE interface and a copper module is installed on the interface, auto-negotiation is correctly enabled on the interface.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	If the problem has occurred, install the patch and run the undo port mode GE and port mode GE commands in sequence on the problematic interface.


2.6.38  A Device Restarts Repeatedly

	Trouble Ticket Number
	DTS2023122701701

	Symptom
	A device restarts repeatedly.

	Condition
	There is a high probability that this problem occurs when a hardware fault occurs on a device.

	Impact
	The device cannot be started.

	Severity
	Minor

	Root Cause
	The device has no self-healing mechanism when a hardware fault occurs.

	Solution
	A self-healing mechanism is added so that the device can start properly upon a hardware fault.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	None


2.6.39  Packet Loss Occurs on a Device When a Large Number of Routes Are Created in an MPLS Tunnel Scenario

	Trouble Ticket Number
	DTS2024010904261

	Symptom
	When a large number of routes are created in an MPLS tunnel scenario, packet loss occurs on a device.

	Condition
	There is a high probability that this problem occurs when a large number of routes are created in an MPLS tunnel scenario.

	Impact
	Packet loss occurs on the device and services are interrupted.

	Severity
	Minor

	Root Cause
	The table index is incorrect when packets are encapsulated over MPLS tunnels. As a result, the table query fails, causing packet loss.

	Solution
	The table index is corrected when packets are encapsulated over MPLS tunnels.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5755-H, and S3710-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5755-H, and S3710-H

	Precaution
	None


2.6.40  No EVPN Route Is Generated on the Peer Device After a User Goes Online Again from the Local Device

	Trouble Ticket Number
	DTS2024012207803

	Symptom
	After a user goes online again from the local device, no EVPN route is generated on the peer device.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

401. Distributed VXLAN gateways are deployed in BGP EVPN mode.

402. A user goes online from device A.

403. A user goes online from device B.

404. The user goes online from device A again.

	Impact
	After the user goes online again from the local device, no EVPN route is generated on the peer device, causing service interruptions.

	Severity
	Major

	Root Cause
	When a user goes online from the local device and then goes online again from the peer device, a deletion entry is created on the local device. When the user goes online again from the local device, the local device does not update the deletion entry because the deletion entry already exists. As a result, the system reports an entry error, and no EVPN route can be generated on the peer device.

	Solution
	When the user goes online again from the local device, if the deletion entry already exists on the local device, the local device still updates the deletion entry so that EVPN routes can be properly generated on the peer device.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch and clear the MAC address of the local device.


2.6.41  An Interface Configured with VLAN Stacking Cannot Transparently Transmit 802.1ag Packets

	Trouble Ticket Number
	DTS2024012907080

	Symptom
	After VLAN stacking is configured on an interface, the interface cannot transparently transmit 802.1ag packets.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

· VLAN stacking is configured on an interface of a device.

· The interface receives 802.1ag packets.

	Impact
	The interface cannot transparently transmit 802.1ag packets.

	Severity
	Minor

	Root Cause
	After VLAN stacking is configured on an interface, an error occurs in 802.1ag packet processing.

	Solution
	The error in 802.1ag packet processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.6.42  Power Modules Are Not Registered

	Trouble Ticket Number
	DTS2024012520311

	Symptom
	Power modules are not registered.

	Condition
	There is a low probability that this problem occurs when power modules are installed on a device after the device starts.

	Impact
	The power modules are not registered, affecting user experience.

	Severity
	Minor

	Root Cause
	An error occurs in the power module registration process.

	Solution
	The power module registration process is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.43  The Peer-Link of a Device Is Incorrectly Added to a PnP VLAN

	Trouble Ticket Number
	DTS2023102407393

	Symptom
	The peer-link of a device is incorrectly added to a PnP VLAN.

	Condition
	There is a high probability that this problem occurs when both M-LAG and PnP are configured on a device.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the cloud management database upgrade process.

	Solution
	The upgrade process of the cloud management database is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch and then reconfigure the peer-link on the interface.


2.6.44  The Telemetry Service Is Interrupted or the Device Restarts When the gNMI Protocol Is Used to Operate a Device

	Trouble Ticket Number
	DTS2024013003571

	Symptom
	When the gNMI protocol is used to operate a device, the telemetry service is interrupted or the device restarts.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

· The gNMI protocol is used to deliver the subscription operation.

· The gNMI protocol is used to deliver the Capabilities, Get, or Set operation.

	Impact
	The telemetry service is interrupted or the device restarts.

	Severity
	Minor

	Root Cause
	The logic for processing multiple types of concurrent gNMI operations is incorrect.

	Solution
	The logic for processing multiple types of concurrent gNMI operations is corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, cancel the gNMI subscription, install the patch, and re-deliver the gNMI subscription.


2.6.45  The CPU Usage of a Device Is High

	Trouble Ticket Number
	DTS2024012411021

	Symptom
	The CPU usage of a device is too high.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	In the message sending mechanism, the retry interval upon a message sending failure is too short. As a result, the CPU usage increases.

	Solution
	The retry interval is dynamically adjusted upon a message sending failure.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.46  DHCP Clients Cannot Receive DHCP Reply Packets After DHCP Snooping Is Configured in a Stack Scenario

	Trouble Ticket Number
	DTS2024011206136

	Symptom
	After DHCP snooping is configured in a stack scenario, DHCP clients cannot receive DHCP reply packets.

	Condition
	This problem occurs when the following conditions are met:

405. DHCP snooping is configured in a stack scenario.

406. The interface on a non-master device receives a DHCP reply packet with the TTL being 1.

	Impact
	Users fail to go online.

	Severity
	Minor

	Root Cause
	In a stack scenario, after a non-master device receives a DHCP reply packet with the TTL being 1 and sends the packet to the master device, the master device discards the packet.

	Solution
	In a stack scenario, the master device correctly parses the DHCP reply packets with the TTL being 1 received by non-master devices.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, S3710-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, S3710-H, and S5735I-H-V2

	Precaution
	None


2.6.47  An Electrical Interface Working in Half-Duplex Mode Fails to Forward Traffic

	Trouble Ticket Number
	DTS2024012218432

	Symptom
	An electrical interface working in half-duplex mode fails to forward traffic.

	Condition
	There is a low probability that this problem occurs when an electrical interface is configured to work in half-duplex mode.

	Impact
	The electrical interface fails to forward traffic.

	Severity
	Minor

	Root Cause
	When an electrical interface works in half-duplex mode and the forwarding chip works abnormally, no self-healing mechanism is available. As a result, the electrical interface cannot forward traffic properly.

	Solution
	When an electrical interface works in half-duplex mode and the forwarding chip works abnormally, a self-healing mechanism is available.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.48  A Device Restarts Unexpectedly When the display forward information enp slot slot-id chip chip-id 'lsw get oda softtabel vlan' Command Is Run

	Trouble Ticket Number
	DTS2024012605952

	Symptom
	When the display forward information enp slot slot-id chip chip-id 'lsw get oda softtabel vlan' command is run on a device, the device restarts unexpectedly.

	Condition
	This problem occurs when the display forward information enp slot slot-id chip chip-id 'lsw get oda softtabel vlan' command is run on a device.

	Impact
	The device restarts unexpectedly.

	Severity
	Major

	Root Cause
	An error occurs in command processing.

	Solution
	The error in command processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2 and S5755-H

	Fixed Models
	S6730-H-V2 and S5755-H

	Precaution
	None


2.6.49  The gRPC Connection Is Not Closed After the Static Telemetry Subscription Configuration Is Deleted

	Trouble Ticket Number
	DTS2024011605658

	Symptom
	After the static telemetry subscription configuration is deleted, the gRPC connection is not closed.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

407. A destination group to which the data sampled is sent and a sampling sensor group are created in the telemetry view.

408. A subscription is created in the telemetry view and associated with the destination group to which the data sampled is sent and the sampling sensor group.

409. The subscription or the configuration associated with the subscription is deleted.

	Impact
	The gRPC connection is not closed.

	Severity
	Minor

	Root Cause
	The device does not correctly process the error in sending the connection setup message.

	Solution
	The mechanism for processing the error in sending connection setup messages is corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch. If the gRPC connection is still not closed, perform the deleted configuration again and then delete the configuration.


2.6.50  Error Packets Exist on an Interface

	Trouble Ticket Number
	DTS2024013010722

	Symptom
	Error packets exist on an interface.

	Condition
	This problem occurs when a multi-GE interface works at the rate of 2.5 Gbit/s or 5 Gbit/s and the service traffic rate exceeds the interface rate.

	Impact
	If error packets exist on an interface, services may be interrupted.

	Severity
	Minor

	Root Cause
	An error occurs in the initialization process of the Ethernet interface.

	Solution
	The Ethernet interface initialization process is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2 and S5735-L-V2

	Fixed Models
	S5732-H-V2 and S5735-L-V2

	Precaution
	If the problem has occurred, install the patch and run the shutdown and undo shutdown commands in sequence in the interface view.


2.6.51  An Error Is Report When a Specified ACL Is Deleted from a Device

	Trouble Ticket Number
	DTS2024020119017

	Symptom
	An error is reported when a specified ACL is deleted from a device.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

410. An ACL and its rules are configured on a device.

411. A source interface is configured in the system view for SNMP to send traps.

412. The ACL configured in condition 1 is bound to SNMP.

413. The source interface configured in condition 2 is deleted.

	Impact
	The specified ACL cannot be deleted.

	Severity
	Minor

	Root Cause
	After a global source interface is configured for SNMP to send traps, SNMP subscribes to the source interface information. When a specified source interface is deleted, SNMP receives a message indicating that the subscribed interface changes. In this case, the device incorrectly updates the SNMP ACL information. As a result, the ACL cannot be deleted.

	Solution
	SNMP is enabled to correctly update the ACL information after receiving a message indicating that the subscribed interface changes.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, run the startup saved-configuration mode cfg command in the diagnostic view, and then run the reboot command in the user view to restart the device.


2.6.52  The CPU Usage of a Device Keeps High

	Trouble Ticket Number
	DTS2024013106314

	Symptom
	The CPU usage of device keeps high.

	Condition
	This problem occurs when a certain forwarding chip fault occurs on a device.

	Impact
	User experience and services are affected.

	Severity
	Minor

	Root Cause
	A forwarding chip fault occurs and is continuously reported. As a result, the CPU usage keeps high.

	Solution
	Forwarding chip faults are detected in polling mode at a fixed interval, reducing the fault reporting frequency.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.53  The Outbound Interface of the Bypass Tunnel Is Not Deleted in a BD in an M-LAG Scenario

	Trouble Ticket Number
	DTS2024013103581

	Symptom
	When servers are single-homed to an M-LAG, the servers fail to learn ARP entries from each other.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

414. Servers are single-homed to an M-LAG through a Layer 2 sub-interface bound to a BD.

415. A bypass tunnel is set up between M-LAG devices, and BUM packets need to be forwarded through the bypass tunnel.

416. The BD has been deleted and configured.

	Impact
	The multicast leaf member table pointing to the bypass tunnel remains on the device. As a result, BUM packets fail to be forwarded through the peer-link.

	Severity
	Minor

	Root Cause
	When the BD is deleted, the multicast leaf member table pointing to the bypass tunnel is not deleted.

	Solution
	When the BD is deleted, the multicast leaf member table pointing to the bypass tunnel is deleted.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch and then restart the device.


2.6.54  A GE Electrical Interface Connected to a Terminal Does Not Go Up

	Trouble Ticket Number
	DTS2024020215926

	Symptom
	A GE electrical interface connected to a terminal does not go Up.

	Condition
	There is a low probability that this problem occurs when a GE electrical interface is connected to a terminal.

	Impact
	The GE electrical interface does not go Up.

	Severity
	Minor

	Root Cause
	The terminal connected to the interface transmits poor-quality signals. As a result, the interface on the device does not go Up.

	Solution
	The receive parameter settings of the GE interface are optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.6.55  A Device Works Abnormally

	Trouble Ticket Number
	DTS2024020602229

	Symptom
	After a user performs operations on a device through the web system and then proactively goes offline, a system exception occurs on the device.

	Condition
	There is a low probability that this problem occurs when a user performs operations on a device through the web system and then proactively goes offline.

	Impact
	A system exception occurs on the device.

	Severity
	Minor

	Root Cause
	After a user performs operations on a device through the web system and then proactively goes offline, session resources are released immediately. As a result, a system exception occurs on the device.

	Solution
	If a user performs operations on a device through the web system and then proactively goes offline, the device releases session resources after processing request data of the web system.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.56  An Error Is Reported When Smart Link Is Enabled in the Smart Link Group View

	Trouble Ticket Number
	DTS2024020111032

	Symptom
	Smart Link fails to be configured in the Smart Link group view.

	Condition
	This problem occurs when the following conditions are met:

417. The Smart Link group view is displayed.

418. An interface is added to the Smart Link group.

419. A user attempts to enable or disable Smart Link.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the configuration delivery process.

	Solution
	The error in the configuration delivery process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735I-S-V2 and S5735I-H-V2

	Fixed Models
	S5735I-S-V2 and S5735I-H-V2

	Precaution
	None


2.6.57  Some Patch Units Do Not Take Effect After a Patch Is Installed

	Trouble Ticket Number
	DTS2024020708750

	Symptom
	After a patch is installed, some patch units do not take effect.

	Condition
	There is a low probability that this problem occurs when a patch is installed within 10 minutes after a device starts.

	Impact
	After the patch is installed, some patch units do not take effect.

	Severity
	Minor

	Root Cause
	The patch installation process conflicts with the patch health check process within 10 minutes after the device starts. As a result, some patch units do not take effect.

	Solution
	The conflict between the patch installation process and patch health check process is removed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, uninstall the problematic patch and then install the current patch.


2.6.58  Option 43 in a DHCP Request Packet Does Not Carry the Device ESN

	Trouble Ticket Number
	DTS2024022001689

	Symptom
	Option 43 in the DHCP request packet does not carry the device ESN.

	Condition
	This problem occurs when an unconfigured device is deployed.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the DHCP request sending process.

	Solution
	The error in the DHCP request sending process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.59  The Authentication Profile on an Interface of a Device Fails to Be Deleted Through iMaster NCE-Campus

	Trouble Ticket Number
	DTS2024022017672

	Symptom
	The NAC authentication profile on an interface of a device fails to be deleted through iMaster NCE-Campus.

	Condition
	This problem occurs when the following conditions are met:

420. iMaster NCE-Campus delivers an NAC authentication profile to an interface of a device in GND mode.

421. A user attempts to delete the NAC authentication profile from the interface.

	Impact
	Service functions are affected.

	Severity
	Minor

	Root Cause
	An error occurs in the process of delivering or deleting the NAC authentication profile.

	Solution
	The error in the process of delivering and deleting the NAC authentication profile is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.6.60  A Memory Leak Occurs on a Device

	Trouble Ticket Number
	DTS2024022113755

	Symptom
	A memory leak occurs on a device, causing service exceptions or unexpected device restart.

	Condition
	There is a low probability that this problem occurs when either of the following conditions is met:

· The CPU of a device is overloaded repeatedly.

· The CPU of a device flaps for a long time.

	Impact
	Service functions are affected.

	Severity
	Major

	Root Cause
	A memory leak occurs when the CPU is overloaded or flaps. If the memory leak lasts for a long time, the device restarts unexpectedly.

	Solution
	The memory leak problem is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, activate the patch, and then restart the device to reclaim the leaked memory.


2.6.61  Traffic Forwarding Is Abnormal When a Device Has Been Running for a Long Time

	Trouble Ticket Number
	DTS2024022302057

	Symptom
	Traffic forwarding is abnormal on a device.

	Condition
	There is a possibility that this problem occurs when a device is running properly.

	Impact
	Services are affected.

	Severity
	Major

	Root Cause
	An error occurs in packet processing of the forwarding chip.

	Solution
	The error in packet processing of the forwarding chip is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.7  V600R023SPH002

2.7.1  After an Interface Added to an ERPS Ring Is Removed from the ERPS Ring, Unicast Traffic Forwarded Through the Interface Is Incorrectly Broadcast

	Trouble Ticket Number
	DTS2023120416493

	Symptom
	After an interface added to an ERPS ring is removed from the ERPS ring, unicast traffic forwarded through the interface is incorrectly broadcast.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

422. An ERPS ring is created.

423. A Layer 2 interface is added to the ERPS ring.

424. The interface is removed from the ERPS ring.

425. The undo shutdown command is run to enable the interface.

	Impact
	Traffic is not forwarded as expected.

	Severity
	Major

	Root Cause
	When the interface is removed from the ERPS ring, the forwarding table flag is incorrectly set. As a result, unicast traffic forwarded through the interface is incorrectly broadcast.

	Solution
	When the interface is removed from the ERPS ring, the forwarding table flag is correctly set.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Fixed Models
	S6730-H-V2, S5732-H-V2, and S5755-H

	Precaution
	If the problem has occurred, install the patch and perform the following operations:

426. Add the interface to the ERPS ring.

427. Run the shutdown command on the interface and remove the interface from the ERPS ring at least 10s later.

428. Run the undo shutdown command to enable the interface.


2.7.2  In a Device Deployment Scenario, the Security Configuration Check Results of Services Are Incorrect on the NMS

	Trouble Ticket Number
	DTS2023120712332

	Symptom
	In a device deployment scenario, the security configuration check results of services are incorrect on the NMS.

	Condition
	There is a high probability that this problem occurs during deployment.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The security configuration check rules on the device are incorrect.

	Solution
	The security configuration check rules on the device have been optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.7.3  After MAC Address-based VLAN Assignment Is Disabled on an Eth-Trunk, the Configuration Does Not Take Effect

	Trouble Ticket Number
	DTS2023112414837

	Symptom
	After MAC address-based VLAN assignment is disabled on an Eth-Trunk, the configuration does not take effect.

	Condition
	This problem occurs when the following conditions are met:

429. A VLAN is created and MAC address-based VLAN assignment is configured.

430. An Eth-Trunk interface of the hybrid type is created and is added to the VLAN created in step 1 in tagged mode. Then, physical member interfaces are added.

431. MAC address-based VLAN assignment is enabled and then disabled on the Eth-Trunk.

432. Untagged packets are sent, whose source MAC address is the same as the MAC address in step 1.

	Impact
	Traffic is not forwarded as expected.

	Severity
	Major

	Root Cause
	When MAC address-based VLAN assignment is enabled, the configuration is delivered based on the Eth-Trunk. When this function is disabled, the configuration is deleted based on the physical member interface. However, there is no configuration data of physical member interfaces. As a result, the configuration for disabling this function does not take effect.

	Solution
	When MAC address-based VLAN assignment is disabled, the configuration is deleted based on the Eth-Trunk.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and enable and then disable MAC address-based VLAN assignment on the Eth-Trunk.


2.7.4  A Memory Leak Occurs When Some Query Commands Are Executed on a Device

	Trouble Ticket Number
	DTS2023120203886

	Symptom
	A memory leak occurs when some query commands are executed on a device.

	Condition
	There is a low probability that this problem occurs when some query commands are executed on a device.

	Impact
	If the problem persists for a long time, the device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	The system does not correctly release memory resources when processing the query command.

	Solution
	The error in processing query commands is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, activate the patch, and then restart the device or card to reclaim the leaked memory.


2.7.5  iMaster NCE-Campus Fails to Deliver Configurations to Devices

	Trouble Ticket Number
	DTS2023120514067

	Symptom
	iMaster NCE-Campus fails to deliver the cmd recording-scheme, dns, and dad configurations.

	Condition
	This problem occurs when the following conditions are met:

433. A device is managed by iMaster NCE-Campus running V300R022C00.

434. The controller delivers the cmd recording-scheme, dns domain, dns server source-ip, and dad configurations.

	Impact
	Configurations fail to be delivered.

	Severity
	Minor

	Root Cause
	An error occurs in YANG capability adaptation.

	Solution
	The error in YANG capability adaptation is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2

	Fixed Models
	S6730-H-V2

	Precaution
	None


2.7.6  Devices Cannot Be Managed by iMaster NCE-Campus with Multiple Southbound Access Addresses

	Trouble Ticket Number
	DTS2023120708131

	Symptom
	Devices cannot be managed by iMaster NCE-Campus.

	Condition
	This problem occurs when devices are managed by iMaster NCE-Campus with multiple southbound access addresses through DHCP.

	Impact
	Devices cannot be managed by iMaster NCE-Campus.

	Severity
	Major

	Root Cause
	The device does not resolve the secondary IP address and cannot be onboarded based on the secondary IP address.

	Solution
	The device has been enabled to resolve multiple southbound access addresses.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.7.7  A Memory Leak Occurs When the Telemetry Sampling Path Contains huawei-vlan:vlan/vlans/vlan/huawei-igmp-mld-snooping:igmp-snooping/hosts/host/groups/group/sources/source

	Trouble Ticket Number
	DTS2023112808796

	Symptom
	A memory leak occurs when the telemetry sampling path contains huawei-vlan:vlan/vlans/vlan/huawei-igmp-mld-snooping:igmp-snooping/hosts/host/groups/group/sources/source.

	Condition
	This problem occurs when the following conditions are met:

435. The Telemetry sampling path contains huawei-vlan:vlan/vlans/vlan/huawei-igmp-mld-snooping:igmp-snooping/hosts/host/groups/group/sources/source.

436. The heartbeat interval is configured for the sampling sensor group in step 1.

437. No data of the sampling sensor path in step 1 is reported.

	Impact
	A memory leak occurs.

	Severity
	Minor

	Root Cause
	When no data of the sampling sensor path is reported, heartbeat packets are accumulated. As a result, a memory leak occurs.

	Solution
	When no data of the sampling sensor path is reported, the system properly sends heartbeat packets and releases memory resources.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if this problem has occurred, activate the patch, and then restart the device to reclaim the leaked memory.


2.7.8  STP Is Disabled on an Interface Whose STP State Is Discarding and the Interface Is Shut Down. However, After STP or Smart Link Is Configured and the Interface Is Enabled, Traffic Is Incorrectly Forwarded

	Trouble Ticket Number
	DTS2023121418999

	Symptom
	STP is disabled on an interface whose STP state is Discarding and the interface is shut down. However, after STP or Smart Link is configured and the interface is enabled, traffic is incorrectly forwarded.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

438. A loop is formed between two devices and STP is configured.

439. STP is disabled on the interface whose STP state is Discarding, and the interface is shut down.

440. STP is enabled on the interface or Smart Link is configured with the interface functioning as the slave interface. Then, the interface is enabled.

	Impact
	Traffic forwarding is affected.

	Severity
	Major

	Root Cause
	After STP is disabled, the interface is in Forwarding state. After STP or Smart Link is configured and the interface is enabled, the STP state of the interface should be Discarding. However, the forwarding plane does not update the status in a timely manner. As a result, the STP state is Forwarding and traffic is incorrectly forwarded.

	Solution
	After STP or Smart Link is configured on an interface, the forwarding plane changes the STP state of the interface to Discarding.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch, disable STP on the interface or unbind the interface from the Smart Link group, and then perform the configuration again on the interface.


2.7.9  An Interface Goes Down and the hwBoardFail Alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) Is Reported

	Trouble Ticket Number
	DTS2023120400681

	Symptom
	An interface goes down and the hwBoardFail alarm (OID: 1.3.6.1.4.1.2011.5.25.219.2.2.3) is reported.

	Condition
	There is a low probability that this problem occurs when a device is running properly.

	Impact
	The interface goes Down, affecting services.

	Severity
	Minor

	Root Cause
	The anti-interference capability of interfaces is insufficient.

	Solution
	The anti-interference capability of interfaces is enhanced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and run the shutdown and undo shutdown commands in sequence in the interface view.


2.7.10  In a Device Deployment Scenario, the Security Configuration Check Results of Binding an ACL to SNMP Are Incorrect

	Trouble Ticket Number
	DTS2023112913335

	Symptom
	In a device deployment scenario, the security configuration check results of binding an ACL to SNMP are incorrect.

	Condition
	This problem occurs when the SNMP community name, SNMP group, and SNMP user configured on a device are bound to an ACL, but no global SNMP ACL is configured.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The check rules for the configuration of binding an ACL to SNMP on the device are incorrect.

	Solution
	The check rules for the configuration of binding an ACL to SNMP on the device have been corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.7.11  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2023101301255

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when the assistant scheduler suspend and undo assistant scheduler suspend commands are repeatedly run in the OPS view.

	Impact
	The device restarts unexpectedly, affecting services.

	Severity
	Minor

	Root Cause
	An error occurs when functions provided by maintenance assistants are repeatedly enabled and disabled.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, S5755-H, and S5735I-H-V2

	Precaution
	None


2.7.12  Packets Are Lost for Milliseconds During FRR Switching When the Active M-LAG Interface Fails

	Trouble Ticket Number
	DTS2023122513080

	Symptom
	Packets are lost for milliseconds during FRR switching when the active M-LAG interface fails.

	Condition
	This problem occurs when the active M-LAG interface fails or recovers.

	Impact
	When the active interface is faulty, it takes a long time to switch services to the standby interface. As a result, packet loss lasts for milliseconds.

	Severity
	Minor

	Root Cause
	In an M-LAG scenario where FRR is configured on an interface, the forwarding engine incorrectly processes entries. As a result, packet loss lasts for milliseconds.

	Solution
	The forwarding engine correctly processes entries.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.7.13  A DHCP Client Fails to Go Online When DHCP Relay and MPLS Are Configured

	Trouble Ticket Number
	DTS2023122014710

	Symptom
	A DHCP client fails to go online when DHCP relay and MPLS are configured.

	Condition
	This problem occurs when DHCP relay and MPLS are configured.

	Impact
	A DHCP client fails to go online.

	Severity
	Minor

	Root Cause
	In scenarios where both DHCP relay and MPLS are configured, an error occurs during processing of a reply packet that carries an MPLS label. As a result, the client fails to go online.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H, S5732-H-V2, and S6730-H-V2

	Fixed Models
	S5755-H, S5732-H-V2, and S6730-H-V2

	Precaution
	None


2.8  V600R023SPH001

2.8.1  Web System Functions Are Optimized

	Trouble Ticket Number
	DTS2023111616849

	Symptom
	Some functions are unavailable in the web system.

	Condition
	This problem occurs when the web system is used.

	Impact
	O&M is affected.

	Severity
	Minor

	Root Cause
	The web system does not provide some functions.

	Solution
	Web system functions are optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.8.2  Phones Fail to Be Authenticated When the User Access Mode Is single-voice-with-data

	Trouble Ticket Number
	DTS2023102704682

	Symptom
	Phones fail to be authenticated when the user access mode is single-voice-with-data.

	Condition
	This problem occurs when the following conditions are met:

441. The authentication mode single-voice-with-data command is executed in the authentication profile view.

442. Data terminals are connected, and then voice terminals are connected.

	Impact
	Service deployment in scenarios where the user access mode is single-voice-with-data is affected.

	Severity
	Minor

	Root Cause
	When a voice terminal is connected to the device, an internal service verification error occurs. As a result, the authentication fails.

	Solution
	The internal service verification logic is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.8.3  mac-flapping-detect Cannot Be Configured on an Interface Through YANG

	Trouble Ticket Number
	DTS2023102704664

	Symptom
	mac-flapping-detect cannot be configured on an interface through YANG.

	Condition
	This problem occurs when mac-flapping-detect is configured on an interface through YANG.

	Impact
	mac-flapping-detect cannot be configured on an interface through YANG.

	Severity
	Minor

	Root Cause
	An error occurs in YANG object processing.

	Solution
	The error in YANG object processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, and S5735I-L-V2

	Precaution
	None


2.8.4  The Fan Speed Adjustment Policy Is Inappropriate

	Trouble Ticket Number
	DTS2023110915694

	Symptom
	The fan speed adjustment policy is inappropriate.

	Condition
	There is a low probability that this problem occurs when a device is running.

	Impact
	The fan speed adjustment policy is inappropriate, affecting user experience.

	Severity
	Minor

	Root Cause
	The fan speed adjustment policy is inappropriate.

	Solution
	The fan speed adjustment policy is optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-S-V2

	Fixed Models
	S5735-S-V2

	Precaution
	None


2.8.5  A Device Fails to Establish a Connection Using an SSL Policy That Has an Insecure Encryption Algorithm Certificate Loaded

	Trouble Ticket Number
	DTS2023110704514

	Symptom
	A device fails to establish a connection using an SSL policy that has an insecure encryption algorithm certificate loaded.

	Condition
	This problem occurs when an SSL policy with an insecure encryption algorithm certificate loaded is used to establish a connection.

	Impact
	The connection fails to be established, affecting service functions.

	Severity
	Minor

	Root Cause
	The device does not support the insecure encryption algorithm certificate loaded for the SSL policy.

	Solution
	The device has been enabled to support the insecure encryption algorithm certificate loaded for the SSL policy.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.8.6  When a Device Functions as an SFTP Server, Clients Download Files from It Slowly

	Trouble Ticket Number
	DTS2023111503356

	Symptom
	When a device functions as an SFTP server, clients download files from it slowly.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

443. A device functions as an SFTP server.

444. A client logs in to the device through SFTP and downloads files from it.

	Impact
	File download to the client is slow.

	Severity
	Minor

	Root Cause
	When the device functioning as an SFTP server processes request packets from the client, an error occurs in the file reading process. As a result, the file download is slow.

	Solution
	The error in the file reading process has been removed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.8.7  After a Copper Module Is Installed on a 25GE or 10GE Port, the Port Goes Down

	Trouble Ticket Number
	DTS2023110114235

	Symptom
	After a copper module is installed on a 25GE or 10GE port, the port goes Down.

	Condition
	This problem occurs when either of the following conditions is met:

· A copper module is installed on a 25GE port, and the port mode GE command is executed on the port.

· A copper module is installed on a 10GE port.

	Impact
	The port goes Down, affecting services.

	Severity
	Minor

	Root Cause
	The device does not correctly adapt to 25GE and 10GE ports that have copper modules installed.

	Solution
	The device correctly adapts to 25GE and 10GE ports that have copper modules installed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.8.8  The Configuration of GE1/0/8 on the S5735-L24T4XE-D-V2 Does Not Take Effect

	Trouble Ticket Number
	DTS2023111806798

	Symptom
	The configuration of GE1/0/8 on the S5735-L24T4XE-D-V2 does not take effect.

	Condition
	This problem occurs when service configurations are delivered to GE1/0/8.

	Impact
	Services configured on GE1/0/8 do not take effect, and the actual configuration of GE1/0/2 is affected.

	Severity
	Minor

	Root Cause
	The index used by GE1/0/8 for configuration delivery conflicts with the index on GE1/0/2.

	Solution
	The index used by GE1/0/8 for configuration delivery is modified.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2

	Fixed Models
	S5735-L-V2

	Precaution
	If the problem has occurred, install the patch and restart the device.


2.8.9  The Slice Specification of a Single Interface on a Device Is Incorrect

	Trouble Ticket Number
	DTS2023103104428

	Symptom
	The slice specification of a single interface on a device is incorrect.

	Condition
	This problem occurs when the following conditions are met:

445. The network-slice enable [ slot slotId ] command is executed in the system view.

446. The network-slice instance netSliceInstId command is executed in the system view to configure more than three slice instances.

447. The network-slice slice-id flex-channel flex-channel-value [ end-mode ] command is executed in the interface view to configure more than three slice instances.

	Impact
	A maximum of three network-slice slice-id flex-channel flex-channel-value [ end-mode ] commands can be executed on an Eth-Trunk or physical interface.

	Severity
	Major

	Root Cause
	An incorrect value is assigned to the capability set that controls the slicing specifications of a single interface.

	Solution
	A correct specification value is assigned.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5755-H

	Fixed Models
	S5755-H

	Precaution
	None


2.8.10  iMaster NCE-Campus Fails to Synchronize Configurations for a Device Configured with Subcards

	Trouble Ticket Number
	DTS2023111014838

	Symptom
	iMaster NCE-Campus fails to synchronize configurations for a device configured with subcards.

	Condition
	This problem occurs when the following conditions are met:

448. A device is configured with subcards.

449. iMaster NCE-Campus synchronizes device configurations.

	Impact
	iMaster NCE-Campus synchronizes device configurations.

	Severity
	Minor

	Root Cause
	An error occurs when the device processes packets.

	Solution
	The error in processing packets is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5732-H-V2

	Fixed Models
	S5732-H-V2

	Precaution
	None


2.8.11  A Device Restarts Unexpectedly

	Trouble Ticket Number
	DTS2023111101399

	Symptom
	A device restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:

450. A device is restarted.

451. The device configurations are modified.

	Impact
	A device restarts unexpectedly.

	Severity
	Minor

	Root Cause
	An error occurs in the process of updating the NETCONF configuration cache.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.8.12  entPhysicalVendorType (OID: 1.3.6.1.2.1.47.1.1.1.1.3) Queried Using MIB Is Incorrect

	Trouble Ticket Number
	DTS2023102513869

	Symptom
	entPhysicalVendorType (OID: 1.3.6.1.2.1.47.1.1.1.1.3) queried using MIB is incorrect.

	Condition
	This problem occurs when the following conditions are met:

· An S5735-L24P4S-A-V2 is used.

· entPhysicalVendorType (OID: 1.3.6.1.2.1.47.1.1.1.1.3) is queried using MIB.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The modeling data of entPhysicalVendorType (OID: 1.3.6.1.2.1.47.1.1.1.1.3) is incorrect.

	Solution
	The modeling data of entPhysicalVendorType (OID: 1.3.6.1.2.1.47.1.1.1.1.3) is corrected.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2

	Fixed Models
	S5735-L-V2

	Precaution
	None


2.8.13  After a Switch in a Stack of Three or More Switches Restarts, the DHCP Service on the Slave Switch Is Unavailable

	Trouble Ticket Number
	DTS2023110500229

	Symptom
	After a switch in a stack of three or more switches restarts, the DHCP service on the slave switch is unavailable.

	Condition
	There is a low probability that this problem occurs when a switch in a stack of three or more switches restarts.

	Impact
	The DHCP service on the slave switch in a stack is unavailable.

	Severity
	Minor

	Root Cause
	An error occurs in DHCP configuration verification.

	Solution
	The error in DHCP configuration verification is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, and S5735I-L-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, and S5735I-L-V2

	Precaution
	None


2.8.14  A Device Resets Unexpectedly Because It Does Not Receive Heartbeat Packets

	Trouble Ticket Number
	DTS2023110806121

	Symptom
	A device resets unexpectedly because it does not receive heartbeat packets.

	Condition
	There is a low probability that this problem occurs when a device receives a large number of packets.

	Impact
	The device resets unexpectedly.

	Severity
	Minor

	Root Cause
	Heartbeat packets are incorrectly discarded in heavy traffic scenarios.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S3710-H, S5735I-L-V2, and S5735I-H-V2

	Precaution
	None


2.8.15  The Output of the Command for Checking Security Configurations Is Incorrect

	Trouble Ticket Number
	DTS2023110705789

	Symptom
	The output of the command for checking security configurations is incorrect.

	Condition
	This problem occurs when the display security configuration feature aaa command is run in the diagnostic view.

	Impact
	User experience is affected.

	Severity
	Info

	Root Cause
	An error occurs in the security configuration query process.

	Solution
	The security configuration query process has been optimized.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	None


2.8.16  Terminals Cannot Ping Each Other in Authorized ACL Scenarios

	Trouble Ticket Number
	DTS2023120413975

	Symptom
	Terminals fail to ping each other in authorized ACL scenarios.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:

452. The rule rule-id deny ip and rule rule-id permit icmp icmp-type echo-reply commands are configured in an advanced ACL.

453. Two terminals go online at the same time, and one terminal authorizes the advanced ACL in step 1.

	Impact
	The two terminals cannot ping each other.

	Severity
	Minor

	Root Cause
	The packet types are not delivered in the process of delivering authorized ACL rules. As a result, protocol packets other than IP packets are discarded.

	Solution
	The packet types are delivered in the process of delivering authorized ACL rules.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	If the problem has occurred, install the patch and bring the terminals offline and then online again.


2.8.17  Traffic Fails to Be Forwarded on an Interface

	Trouble Ticket Number
	DTS2023120400681

	Symptom
	Traffic fails to be forwarded on an interface.

	Condition
	There is a low probability that this problem occurs when a device is running.

	Impact
	Traffic fails to be forwarded on the interface, affecting services.

	Severity
	Minor

	Root Cause
	The anti-interference capability of the device is insufficient.

	Solution
	The anti-interference capability of the device is enhanced.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5735I-H-V2, and S5755-H

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S5735I-H-V2, and S5755-H

	Precaution
	None


2.8.18  After a 10GE Copper Module Is Installed into a Port, the Port Status Is Abnormal

	Trouble Ticket Number
	DTS2023120800311

	Symptom
	After a 10GE copper module with the part number 34100303 is installed into a port, the port status is abnormal.

	Condition
	This problem occurs when a 10GE copper module with the part number 34100303 is installed into a port.

	Impact
	The port is unavailable.

	Severity
	Minor

	Root Cause
	An error occurs when the port adapts to the 10GE copper module with the part number 34100303.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S6730-H-V2

	Fixed Models
	S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, and S6730-H-V2

	Precaution
	454. A device supports a maximum of one 10GE copper module with the part number 34100303. It is recommended that such a copper module be installed on the rightmost side and no other optical module be installed around the copper module.

455. After a copper module with the part number 34100303 is installed, the maximum transmission distance of the cable becomes 20 m, and the cable can be used only indoors.

456. A port having a copper module with the part number 34100303 installed can work only at 10 Gbit/s. It does not support rate auto-negotiation, rate configuration, flow control negotiation configuration, energy saving configuration (energy-efficient Ethernet or automatic port hibernation), port insertion check, or copper module information query.

457. A 10GE copper module with the part number 34100303 is displayed as a 10G optical module on a device.


2.8.19  A DACL Rule Carrying a Port Number Does Not Take Effect

	Trouble Ticket Number
	DTS2023110915140

	Symptom
	A DACL rule carrying a port number does not take effect.

	Condition
	This problem occurs when the delivered DACL rule carries a port number.

	Impact
	The DACL rule does not take effect.

	Severity
	Minor

	Root Cause
	An error occurs in the DACL rule delivery process.

	Solution
	The error in DACL rule delivery is fixed.

	Solution Impact
	None

	Problem Resolved in
	V600R023C00SPC500

	Involved Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Fixed Models
	S6730-H-V2, S5732-H-V2, S5735-L-V2, S5735-S-V2, S5735I-S-V2, S5735I-L-V2, S3710-H, S5755-H, and S5735I-H-V2

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, bring the user offline and then online.


3  Updates Description

3.1  V600R023SPH1b1

3.1.1  Command Line Updates

None

3.1.2  Alarm Updates

None

3.1.3  Log Updates

None

3.1.4  MIB Updates

None

3.2  V600R023SPH1b0

3.2.1  Command Line Updates

None

3.2.2  Alarm Updates

None

3.2.3  Log Updates

None

3.2.4  MIB Updates

None

3.3  V600R023SPH181

3.3.1  Command Line Updates

None

3.3.2  Alarm Updates

None

3.3.3  Log Updates

None

3.3.4  MIB Updates

None

3.4  V600R023SPH180

3.4.1  Command Line Updates

None

3.4.2  Alarm Updates

None

3.4.3  Log Updates

None

3.4.4  MIB Updates

None

3.5  V600R023SPH150

3.5.1  Command Line Updates

None

3.5.2  Alarm Updates

None

3.5.3  Log Updates

None

3.5.4  MIB Updates

None

3.6  V600R023SPH120

3.6.1  Command Line Updates

None

3.6.2  Alarm Updates

None

3.6.3  Log Updates

None

3.6.4  MIB Updates

None

3.7  V600R023SPH002

3.7.1  Command Line Updates

None

3.7.2  Alarm Updates

None

3.7.3  Log Updates

None

3.7.4  MIB Updates

None

3.8  V600R023SPH001

3.8.1  Command Line Updates

None

3.8.2  Alarm Updates

None

3.8.3  Log Updates

None

3.8.4  MIB Updates

None

3.8.5  Web System Updates

This section describes the new functions of the web system.

3.8.5.1  Monitor

3.8.5.1.1  Overview

?.1.Device Panel

Context

The device panel displays information about interfaces on a switch panel, including the number of interfaces and status of each interface. When you move the mouse to an interface, the interface number and status are displayed.

Procedure

Step 1 Choose Monitor > Overview. The panel diagram is displayed, as shown in Figure 3-1.

Figure 3-1 Panel diagram
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----End

?.2.Device Information

Procedure

Step 1 Choose Monitor > Overview. The Device Information area is displayed, as shown in Figure 3-2.

Figure 3-2 Device Information area
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[image: image7.png][0 NOTE




Information (such as the product model and software version) displayed in Device Information varies according to the device model.

----End

?.3.Device Status

Context

On this page, you can view the real-time status of a device.

Procedure

Step 1 Choose Monitor > Overview. The Device Status area is displayed, as shown in Figure 3-3.

Figure 3-3 Device Status area
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Step 2 Click CPU Usage, Memory Usage, or Temperature to view detailed status information, as shown in Figure 3-4.

Figure 3-4 Detailed status information

[image: image9.png]ok | Sormumbed sow | Renninena

@ he hrizonat s epresens th CPU usge,memry usage. and tempeatreabtind rom th device i th st 12 times,and (12 ipays th atest abtaind vals.
~ ouusage

100

> Memory Usage

> Temperature

> Bandwidth Usage





You can click [image: image10.png]


 to switch between different status information.

----End

?.4.Top 5 Bandwidth Utilization

Procedure

Step 1 Choose Monitor > Overview and click [image: image11.png]


 next to Interface bandwidth usage, logs, alarms and other information to view the device's top 5 interfaces by bandwidth utilization, as shown in Figure 3-5.

Figure 3-5 Top 5 Bandwidth Utilization area
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Step 2 Click More in the lower right corner of the Top 5 Bandwidth Utilization area. The bandwidth utilization of other interfaces is displayed on the Interface Statistic page, as shown in Figure 3-6.

Figure 3-6 Interface list
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On the Interface Statistic page, you can search for information about a specified interface as follows:

2. Enter a search criterion in the search box.

3. Press Enter.

On the Interface Statistic page, you can perform the following operations:

· Click Refresh to obtain the latest bandwidth utilization information.

· Click Clear to clear the bandwidth utilization of the selected interface and refresh the page.

· Click Clear All to clear the bandwidth utilization of all interfaces and refresh the page.

· Click [image: image14.png]


 next to a parameter to sort data records. [image: image15.png]


 indicates ascending order, and [image: image16.png]


 indicates descending order.

Table 3-1 lists the parameters.

Table 3-1 Parameters on the Interface Statistic page

	Parameter
	Description

	Interface Name
	Interface name.

	Status
	Interface status.

	Inbound Bandwidth Usage
	Bandwidth usage in the inbound direction.

	Outbound Bandwidth Usage
	Bandwidth usage in the outbound direction.

	Inbound Error Packets
	Number of error packets received by an interface.

	Outbound Error Packets
	Number of error packets sent by an interface.

	Inbound Broadcast Packets
	Number of broadcast packets received by an interface.

	Outbound Broadcast Packets
	Number of broadcast packets sent by an interface.


----End

?.5.Log

Procedure

Step 1 Choose Monitor > Overview and click [image: image17.png]


 next to Interface bandwidth usage, logs, alarms and other information. The Log area is displayed, as shown in Figure 3-7.

Figure 3-7 Log area
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Step 2 Click More. The Log page is displayed, on which you can query the latest logs of the highest log level.

----End

?.6.Alarm

Context

The Alarm area displays the alarm information of a device.

Procedure

Step 1 Choose Monitor > Overview and click [image: image19.png]


 next to Interface bandwidth usage, logs, alarms and other information. The Alarm area is displayed, as shown in Figure 3-8.

Figure 3-8 Alarm area
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----End

?.7.Power Status

Procedure

Step 1 Choose Monitor > Overview and click [image: image21.png]


 next to Interface bandwidth usage, logs, alarms and other information. The Power Status area is displayed, as shown in Figure 3-9.

Figure 3-9 Power Status area
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----End

3.8.5.1.2  Interface

?.1.Interface Statistic

Context

On this page, you can view interface statistics.

Procedure

Step 1 Choose Monitor > Interface > Interface Statistic. The Interface Statistic page is displayed, as shown in Figure 3-10.

Figure 3-10 Interface Statistic area
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Step 2 Click [image: image24.png]


 next to a parameter to sort data records. [image: image25.png]


 indicates ascending order, and [image: image26.png]


 indicates descending order.

Step 3 Clear statistics.

· Clearing statistics on a specific interface: Select [image: image27.png]


 next to the desired interface and click Clear in the upper right corner or [image: image28.png]


 in the Operation column.

· Clearing statistics on all interfaces: Click Clear All in the upper right corner.

----End

?.2.Transceiver Info

Procedure

Step 1 Choose Monitor > Interface > Transceiver Info. The Transceiver Info page is displayed, as shown in Figure 3-11.

Figure 3-11 Transceiver Info page
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Step 2 Click Refresh to refresh the transceiver information list.

Step 3 Click [image: image30.png]


 next to a parameter to sort data records. [image: image31.png]


 indicates ascending order, and [image: image32.png]


 indicates descending order.

----End

3.8.5.2  Config

3.8.5.2.3  Layer 2

?.1.VLAN

Context

· A switch supports 4094 VLANs, from VLAN 1 to VLAN 4094.

· VLANs can be created to isolate the hosts that do not need to communicate with each other at Layer 2, which restricts broadcast domains and improves network security.

Procedure

· Creating a VLAN

a. Choose Config > Layer 2 > VLAN. The VLAN page is displayed, as shown in Figure 3-12.

Figure 3-12 VLAN page
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b. Click Add. The Create VLAN page is displayed, as shown in Figure 3-13.

Figure 3-13 Creating a VLAN
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c. Set the parameters.

Table 3-2 lists the parameters.

Table 3-2 Parameters for creating a VLAN

	Parameter
	Description

	Basic Information

	VLAN ID
	ID of a VLAN. The value ranges from 1 to 4094. VLAN 1 is the default VLAN, and the system will not re-create it.

	Description
	Description of a VLAN.

	Select Port
	Interface to be added to a VLAN.

458. Click [image: image35.png]


 under Select Port. The Select Interface dialog box is displayed.

459. Select the desired interfaces to be added to the VLAN.

460. Set Interface Mode.

461. Toggle on or off Tagged as required. This step is available when Interface Mode is set to Hybrid.

462. Click OK.

	Create a VLANIF interface
	Select [image: image36.png]


 to create a VLANIF interface.

	Interface status
	Whether to enable an interface. The options are as follows:

· ON

· OFF

	IPv4 MTU(bytes)
	IPv4 MTU on an interface.

	IP obtaining mode
	Mode of obtaining an IP address.

	IPv4 Address
Parameters in this area are available when IP obtaining mode is set to Static IP.

	IPv4 Address/Mask
	IPv4 address and mask.

	Secondary IPv4 address/mask
	Secondary IPv4 address and mask.

To add a secondary IPv4 address and mask, click [image: image37.png]


. To delete a secondary IPv4 address and mask, click [image: image38.png]


.

	IPv6 Address
Parameters in this area are available when IP obtaining mode is set to Static IP.

	IPv6 address/prefix length
	IPv6 address and prefix length.

To add an IPv6 address and prefix length, click [image: image39.png]


. To delete an IPv6 address and prefix length, click [image: image40.png]


.

	Intra-VLAN proxy ARP
	Whether to enable ARP proxy in a VLAN. The options are as follows:

· ON

· OFF

	Inter-VLAN proxy ARP
	Whether to enable ARP proxy across VLANs. The options are as follows:

· ON

· OFF

	Dynamic ARP learning
	Whether to enable dynamic ARP learning. The options are as follows:

· ON

· OFF

	Maximum Number of Dynamic ARP Entries
	Maximum number of dynamic ARP entries that an interface can learn.

	Creating a DHCP Server

Parameters in this area are available when IP obtaining mode is set to Static IP. You can select Creating a DHCP Server only after the IPv4 address/mask is configured.

	Lease
	Lease of an IP address allocated to a DHCP client.


d. Click OK.

· Querying a VLAN

e. Choose Config > Layer 2 > VLAN. The VLAN page is displayed, as shown in Figure 3-12.

f. Enter a VLAN ID in the search box. If you do not enter any VLAN ID, all VLANs are displayed.

g. Press Enter. All the records that meet the search criterion are displayed, as shown in Figure 3-14.

Figure 3-14 VLAN list
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h. Click [image: image42.png]


 in the Port column to check the interfaces added to the VLAN, as shown in Figure 3-15.

Figure 3-15 Checking interfaces added to a VLAN
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i. Click [image: image44.png]


 next to a parameter to sort data records. [image: image45.png]


 indicates ascending order, and [image: image46.png]


 indicates descending order.

· Deleting a VLAN

j. Choose Config > Layer 2 > VLAN. The VLAN page is displayed, as shown in Figure 3-12.

k. Select [image: image47.png]


 next to the desired VLAN and click Delete or [image: image48.png]


. The system asks you whether to delete the VLAN.

[image: image49.png][0 NOTE




VLAN 1 is the default VLAN and cannot be deleted.

l. Click OK.

----End

?.2.MAC

Context

Each switch maintains a MAC address table. A MAC address table records learned MAC addresses, VLAN IDs, and outbound interfaces. To forward data, the switch searches the MAC address table based on destination MAC addresses and VLAN IDs carried in packets to determine the outbound interfaces for the packets. This helps reduce broadcast traffic. You can configure the following MAC address types and functions:

· Dynamic MAC address entries, which are learned from source MAC addresses of packets by interfaces and have an aging time

· Static MAC entries, which are manually configured and never age. For details, see Configuring static MAC e....

· Blackhole MAC entries, which are used to discard data frames with the specified source or destination MAC addresses. Blackhole MAC entries are manually configured and never age. For details, see Configuring blackhole MA....

· Fixed ARP, which can be configured to defend against ARP address spoofing attacks. For details, see Configuring fixed MAC ad....

· Port security, which makes MAC addresses learned on an interface become secure MAC addresses to allow only hosts with secure MAC addresses and static MAC addresses to communicate with the switch through the interface, improving switch security. For details, see MAC Security.

?.1.Global Configuration

Procedure

Step 1 Choose Config > Layer 2 > MAC > Global Configuration. The Global Configuration page is displayed, as shown in Figure 3-16.

Figure 3-16 Global Configuration page
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Step 2 Toggle on Dynamic MAC address aging and set Dynamic MAC address aging time(s).

Step 3 Toggle on MAC address flapping detection and set MAC address flapping aging time(s).

Step 4 Click Apply.

----End

?.2.MAC Address

Procedure

· Querying MAC address entries

m. Choose Config > Layer 2 > MAC > MAC Address. The MAC Address page is displayed, as shown in Figure 3-17.

Figure 3-17 MAC Address page
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n. Click Refresh to refresh entries in the MAC address list.

o. Enter a MAC address, VLAN ID, interface name, or interface type in the search box.

p. Press Enter. Entries meeting the search criterion are displayed.

q. Click [image: image52.png]


 next to a parameter to sort data records. [image: image53.png]


 indicates ascending order, and [image: image54.png]


 indicates descending order.

· Configuring static MAC entries

r. Choose Config > Layer 2 > MAC > MAC Address. The MAC Address page is displayed, as shown in Figure 3-17.

s. Click Add. The Create Static MAC dialog box is displayed, as shown in Figure 3-18.

Figure 3-18 Create Static MAC dialog box
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t. Set the parameters.

u. Click OK.

· Configuring fixed MAC address entries

v. Choose Config > Layer 2 > MAC > MAC Address. The MAC Address page is displayed, as shown in Figure 3-17.

w. Select [image: image56.png]


 next to the desired MAC address entry and click Fix MAC. The system asks you whether to fix the entry.

[image: image57.png][0 NOTE




Only dynamic MAC addresses can be fixed.

x. Click OK.

· Configuring blackhole MAC address entries

y. Choose Config > Layer 2 > MAC > MAC Address. The MAC Address page is displayed, as shown in Figure 3-17.

z. Select [image: image58.png]


 next to the desired MAC address entry and click Convert to Blackhole MAC. The system asks you whether to configure the entry as a blackhole MAC address entry.

[image: image59.png][0 NOTE




Only dynamic MAC addresses can be configured as blackhole MAC addresses.

aa. Click OK.

· Deleting MAC address entries

ab. Choose Config > Layer 2 > MAC > MAC Address. The MAC Address page is displayed, as shown in Figure 3-17.

ac. Select [image: image60.png]


 next to the desired MAC address entry and click Delete or [image: image61.png]


. The system asks you whether to delete the entry.

ad. Click OK.

----End

?.3.MAC Security

Procedure

Step 1 Choose Config > Layer 2 > MAC > MAC Security. The MAC Security page is displayed, as shown in Figure 3-19.

Figure 3-19 MAC Security page
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Step 2 Click Refresh to refresh entries displayed on the MAC Security page.

Step 3 Click [image: image63.png]


 next to a parameter to sort data records. [image: image64.png]


 indicates ascending order, and [image: image65.png]


 indicates descending order.

Step 4 Click [image: image66.png]


 next to the desired secure MAC address entry. The MAC Address Security Configuration dialog box is displayed, as shown in Figure 3-20.

Figure 3-20 MAC Address Security Configuration dialog box
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Step 5 Set the parameters.

Table 3-3 lists the parameters.

Table 3-3 Parameters in the MAC Address Security Configuration dialog box

	Parameter
	Description

	Interface Name
	Interface name, which cannot be modified.

	Interface Security
	Whether to enable port security. If a network requires high access security, you can configure port security on specified ports. MAC addresses learned by these ports are changed to secure dynamic MAC addresses or sticky MAC addresses. When the number of learned MAC addresses reaches the limit, the ports do not learn new MAC addresses. This prevents hosts with untrusted MAC addresses from accessing these ports, improving security of the device and network.

	MAC Address Limit (1-1024)
	Maximum number of secure MAC addresses that can be learned by an interface.

	Sticky MAC
	Whether to enable sticky MAC addresses. Sticky MAC addresses will not age. They will not be lost and do not need to be learned again, if the device is restarted after configurations are saved.

	Port Security Aging Time
	Aging time of secure dynamic MAC addresses on an interface.


Step 6 Click OK.

----End

?.4.MAC Address Learning

Procedure

Step 1 Choose Config > Layer 2 > MAC > MAC Address Learning. The MAC Address Learning page is displayed, as shown in Figure 3-21.

Figure 3-21 MAC Address Learning page
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Step 2 Click Refresh to refresh entries displayed on the MAC Address Learning page.

Step 3 Click [image: image69.png]


 next to a parameter to sort data records. [image: image70.png]


 indicates ascending order, and [image: image71.png]


 indicates descending order.

Step 4 Enable or disable MAC address learning.

· Enabling or disabling MAC address learning for one or more VLANs: Select [image: image72.png]


 next to the desired VLANs and click Enable or Disable.

· Enabling or disabling MAC address learning for a single VLAN: Select [image: image73.png]


 next to the desired VLAN and click Enable or Disable in the Operation column.

----End

?.5.MAC Flapping

Procedure

Step 1 Choose Config > Layer 2 > MAC > MAC Flapping. The MAC Flapping page is displayed, as shown in Figure 3-22.

Figure 3-22 MAC Flapping page
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Step 2 Click Refresh to refresh entries displayed on the MAC Flapping page.

Step 3 Click [image: image75.png]


 next to a parameter to sort data records. [image: image76.png]


 indicates ascending order, and [image: image77.png]


 indicates descending order.

Step 4 Click Flapping Configuration. The Flapping Configuration page is displayed, as shown in Figure 3-23.

Figure 3-23 Flapping Configuration page
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Step 5 Select an interface and select the action to be taken after MAC address flapping occurs.

Step 6 Click OK.

----End

3.8.5.2.4  Interface

?.1.Interface Configuration

Context

On this page, you can set interface parameters based on actual service requirements.

Procedure

· Basic interface configuration

ae. Choose Config > Interface > Interface Configuration. The Interface Configuration page is displayed, as shown in Figure 3-24.

Figure 3-24 Interface Configuration page

[image: image79.png]Select Interface

Slot4

Down i ShutDown il Up

12 i

Electrical

15

16

Optical

17

18

92
20 2
@ Eth-Trunk

23 17
2 18
S Stack port

19

20

21

2

Global Load Balance Add Eth-Trunk Eth-Trunk List
Select All Deselect All





af. Select the interface to configure.

ag. Set the parameters.

Table 3-4 lists the parameters.

Table 3-4 Interface parameters

	Parameter
	Description

	Interface status
	Whether to enable an interface.

· ON: The interface is enabled.

· OFF: The interface is disabled.

	Link type
	Link type of an interface.

· Access: Set the link type of an interface to access.

· Trunk: Set the link type of an interface to trunk.

· Hybrid: Set the link type of an interface to hybrid.

	Default VLAN
	Default VLAN to which an interface is added. The value ranges from 1 to 4094.

	Pass VLAN(Tagged)
	VLANs whose packets are forwarded in tagged mode by an interface.

This parameter is available when Link Type is set to Trunk or Hybrid.

	Pass VLAN(Untagged)
	VLANs whose packets are forwarded in untagged mode by an interface.

This parameter is available when Link Type is set to Hybrid.

	Auto-Negotiation
	Whether to enable auto-negotiation on an interface.

· ON: Auto-negotiation is enabled.

· OFF: Auto-negotiation is disabled.

	Interface rate
	Interface rate.

This parameter is available when Auto-Negotiation is set to OFF.

	Duplex mode
	Duplex mode of an interface.

· Auto

· Full

· Half

This parameter is available when Auto-Negotiation is set to OFF.

	Jumbo
	Jumbo frame length.

	Combo type
	Working mode of a combo interface.

· Auto: The combo interface automatically selects the working mode.

· Copper: The combo interface works as an electrical interface and uses an Ethernet cable to transmit data.

· Fiber: The combo interface works as an optical interface and uses an optical fiber to transmit data.

	Description
	Description of an interface.

	MAC address flapping action
	Action to perform on an interface when MAC address flapping is detected.

· - None -: No action is specified.

· error-down: An interface is shut down when MAC address flapping is detected.

	VLAN/Maximum number of dynamic ARP entries
	Maximum number of dynamic ARP entries that an interface can learn from a specified VLAN ID.


ah. Click Apply.

· Global load balancing configuration

ai. Choose Config > Interface > Interface Configuration. The Interface Configuration page is displayed, as shown in Figure 3-24.

aj. Choose Global Load Balance. The Global Load Balance dialog box is displayed, as shown in Figure 3-25.

Figure 3-25 Global load balancing
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ak. Set the load balancing mode for packets.

al. Click OK.

· Eth-Trunk configuration

am. Choose Config > Interface > Interface Configuration. The Interface Configuration page is displayed, as shown in Figure 3-24.

an. Click Add Eth-Trunk. The Create Eth-Trunk dialog box is displayed, as shown in Figure 3-26.

Figure 3-26 Creating an Eth-Trunk
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ao. Set the Eth-Trunk number, Eth-Trunk mode, and interfaces to be added to the Eth-Trunk.

ap. Click OK.

· Eth-Trunk list configuration

aq. Choose Config > Interface > Interface Configuration. The Interface Configuration page is displayed, as shown in Figure 3-24.

ar. Click Eth-Trunk List. The Eth-Trunk List dialog box is displayed, as shown in Figure 3-27.

Figure 3-27 Eth-Trunk List dialog box
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as. Click Refresh to refresh entries displayed in the Eth-Trunk list.

at. Perform operations on interfaces in the Eth-Trunk interface list as required.

 Click Add. The Create Eth-Trunk dialog box is displayed, as shown in Figure 3-26. For details, see Eth-Trunk configuration.

 Click [image: image83.png]


 next to the Eth-Trunk to be modified. In the Modify Eth-Trunk dialog box that is displayed, change the Eth-Trunk mode and the interfaces added to the Eth-Trunk, and click OK.

 Select [image: image84.png]


 next to the Eth-Trunk to be deleted and click Delete or [image: image85.png]


.

----End

?.2.Loopback Interface

Context

According to TCP/IP, IP addresses on the network segment 127.0.0.0 are loopback addresses. The interfaces configured with such addresses are loopback interfaces. During startup, the system automatically creates an interface that uses the loopback address 127.0.0.1 to receive all the packets sent to the local switch.

Procedure

· Creating a loopback interface

au. Choose Config > Interface > Loopback Interface. The Loopback Interface page is displayed, as shown in Figure 3-28.

Figure 3-28 Loopback Interface page
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av. Click Add. The Add Loopback Interface dialog box is displayed, as shown in Figure 3-29.

Figure 3-29 Creating a loopback interface
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aw. Set the parameters.

Table 3-5 lists the parameters.

Table 3-5 Parameters for creating a loopback interface

	Parameter
	Description

	Loopback interface name
	Number of the loopback interface.

	IPv4 address/Mask
	IPv4 address and subnet mask of the loopback interface.

	IPv6 address/Prefix length
	IPv6 address and prefix length.

To add an IPv6 address and prefix length, click [image: image88.png]


. To delete an IPv6 address and prefix length, click [image: image89.png]


.


ax. Click OK.

· Modifying a loopback interface

ay. Choose Config > Interface > Loopback Interface. The Loopback Interface page is displayed, as shown in Figure 3-28.

az. Click [image: image90.png]


 next to the desired loopback interface. The Edit Loopback Interface dialog box is displayed, as shown in Figure 3-30.

Figure 3-30 Modifying a loopback interface
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Table 3-5 lists the parameters.

[image: image92.png][0 NOTE




The loopback interface name cannot be modified.

ba. Modify the parameters as required.

bb. Click OK.

· Deleting a loopback interface

bc. Choose Config > Interface > Loopback Interface. The Loopback Interface page is displayed, as shown in Figure 3-28.

bd. Select [image: image93.png]


 next to the desired loopback interface and click Delete or [image: image94.png]


. The system asks you whether to delete the loopback interface.

be. Click OK.

· Refreshing loopback interfaces

bf. Choose Config > Interface > Loopback Interface. The Loopback Interface page is displayed, as shown in Figure 3-28.

bg. Click Refresh.

· Sorting loopback interfaces

bh. Choose Config > Interface > Loopback Interface. The Loopback Interface page is displayed, as shown in Figure 3-28.

bi. Click [image: image95.png]


 next to a parameter to sort data records. [image: image96.png]


 indicates ascending order, and [image: image97.png]


 indicates descending order.

----End

3.8.5.2.5  IP Services

?.1.ARP

Context

On a local area network (LAN), a host or network device must learn the IP address of the destination host or device before sending data to it. Additionally, the host or network device must learn the physical address of the destination host or device because IP packets must be encapsulated into frames for transmission over a physical network. Therefore, the mapping from an IP address into a physical address is required. Address Resolution Protocol (ARP) is introduced to map IP addresses to physical addresses (Ethernet MAC addresses).

Procedure

· Creating a static ARP entry

bj. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

Figure 3-31 ARP Entry page

[image: image98.png]Q Please hint

O Destination IP Address 11

Total ltem 2

Destination MAC Address 11

Refresh

VLAN / CEVLAN(SIP/DIP) 11

Delete Fix MAC

Outbound Interface 11

Clear All Static ARP Entries

Type ¥

Static ARP.

Static ARP.

Clear All Dynamic ARP Entries

Operation

2w

2w

10items/page v | | < | 1

Add

GO





bk. Click Add. The Add ARP Entry dialog box is displayed, as shown in Figure 3-32.

Figure 3-32 Creating a static ARP entry
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bl. Set the parameters.

Table 3-6 lists the parameters.

Table 3-6 Parameters for creating a static ARP entry

	Parameter
	Description

	Destination IP address
	Destination IP address of a static ARP entry.

NOTE

This parameter cannot be set to the virtual IP address of a VRRP group configured on a VLANIF interface. Otherwise, an incorrect host route will be generated, causing forwarding errors.

	Destination MAC address
	MAC address of a static ARP entry.

	VLAN/CEVLAN(SIP/DIP)
	VLAN ID of a static ARP entry.

NOTE

· If you enter a VLAN ID, the created ARP entry is in the specified VLAN.

· The VLANIF interface of the VLAN must be on the same network segment as the destination IP address.

	Outbound interface
	Outbound interface of a static ARP entry.

To select the outbound interface of ARP packets, click [image: image100.png]


.

NOTE

The interface must be a member of the specified VLAN.


[image: image101.png][0 NOTE




The destination IP address and the IP address of the outbound interface must be on the same network segment.

bm. Click OK.

· Modifying a static ARP entry

bn. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

bo. Click [image: image102.png]


 next to a static ARP entry. The Edit ARP Entry dialog box is displayed, as shown in Figure 3-33.

Figure 3-33 Modifying a static ARP entry
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Table 3-6 lists the parameters.

[image: image104.png][0 NOTE




The destination IP address cannot be modified.

bp. Modify the parameters as required.

bq. Click OK.

· Deleting an ARP entry

br. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

bs. Select [image: image105.png]


 next to the desired ARP entry and click Delete or [image: image106.png]


. The system asks you whether to delete the ARP entry.

bt. Click OK.

· Clearing all static ARP entries

bu. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

bv. Click Clear All Static ARP Entries. A message is displayed, asking you whether to clear all static ARP entries.

bw. Click OK.

· Refreshing ARP entries

bx. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

by. Click Refresh.

· Clearing all dynamic ARP entries

bz. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

ca. Click Clear All Dynamic ARP Entries. A message is displayed, asking you whether to clear all dynamic ARP entries.

cb. Click OK.

· Configuring fixed ARP for dynamic ARP entries

cc. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

cd. Select [image: image107.png]


 next to the desired dynamic ARP entry and click Fix MAC.

If fixed ARP is successfully configured for dynamic ARP entries, you can query the fixed ARP entries on the ARP Entry page.

· Sorting ARP entries

ce. Choose Config > IP Services > ARP. The ARP Entry page is displayed, as shown in Figure 3-31.

cf. Click [image: image108.png]


 next to a parameter to sort data records. [image: image109.png]


 indicates ascending order, and [image: image110.png]


 indicates descending order.

----End

?.2.DNS

Context

In addition to distinguishing devices by IP addresses, TCP/IP provides the Domain Name System (DNS) to name hosts by using character strings. DNS uses a hierarchical naming method to specify a meaningful name for a device on the network. In addition, a DNS server is required on the network to bind IP addresses to domain names. The DNS server enables users to use simple domain names instead of complex IP addresses.

Procedure

· Static DNS

· Creating a static DNS entry

i. Choose Config > IP Services > DNS and click Static DNS. The Static DNS tab page is displayed, as shown in Figure 3-34.

Figure 3-34 Static DNS tab page
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ii. Click Add. The Add Static DNS dialog box is displayed, as shown in Figure 3-35.

Figure 3-35 Creating a static DNS entry
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iii. Set the parameters.

Table 3-7 lists the parameters.

Table 3-7 Parameters for creating a static DNS entry

	Parameter
	Description

	Host name
	Host name of a static DNS entry.

	IP address format
	IP protocol.

	IP address
	IP address corresponding to the host name.


iv. Click OK.

· Modifying a static DNS entry

v. Choose Config > IP Services > DNS and click Static DNS. The Static DNS tab page is displayed, as shown in Figure 3-34.

vi. Click [image: image113.png]


 next to a static DNS entry. The Edit Static DNS dialog box is displayed, as shown in Figure 3-36.

Figure 3-36 Edit Static DNS dialog box
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vii. Set the parameters. The host name and IP protocol cannot be modified.

viii. Click OK.

· Deleting a static DNS entry

ix. Choose Config > IP Services > DNS and click Static DNS. The Static DNS tab page is displayed, as shown in Figure 3-34.

x. Select [image: image115.png]


 next to the desired static DNS entry and click Delete or [image: image116.png]


. The system asks you whether to delete the static DNS entry.

xi. Click OK.

· Sorting static DNS entries

xii. Choose Config > IP Services > DNS and click Static DNS. The Static DNS tab page is displayed, as shown in Figure 3-34.

xiii. Click [image: image117.png]


 next to a parameter to sort data records. [image: image118.png]


 indicates ascending order, and [image: image119.png]


 indicates descending order.

· Dynamic DNS

cg. Configure dynamic domain name resolution.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

Figure 3-37 Dynamic DNS tab page
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ii. Toggle on or off Dynamic domain name resolution.

iii. Set Source IPv4 address for connecting to the DNS server to a specified IP address or All IP.

iv. Set Source IPv6 address for connecting to the DNS server to a specified IP address or All IP.

v. Click Apply.

ch. Create a dynamic DNS list.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Dynamic DNS Entry area, click Add. The Create a Dynamic DNS Entry dialog box is displayed, as shown in Figure 3-38.

Figure 3-38 Creating a dynamic DNS list
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iii. Set the parameters.

Table 3-8 lists the parameters.

Table 3-8 Parameters for creating a dynamic DNS list

	Parameter
	Description

	IP address format
	IP protocol.

· IPv4

· IPv6

	IPv4 address
	IPv4 address of the DNS server.

	IPv6 address
	IPv6 address of the DNS server.

	Interface name
	This parameter is available only when IP address format is set to IPv6.

Click [image: image122.png]


 to select the outbound interface for communicating with the DNS server.


iv. Click OK.

ci. Delete a dynamic DNS entry.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Dynamic DNS Entry area, select [image: image123.png]


 next to the desired dynamic DNS entry and click Delete or [image: image124.png]


. The system asks you whether to delete the entry.

iii. Click OK.

cj. Update a dynamic DNS entry.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Dynamic DNS Entry area, click Refresh.

ck. Sort dynamic DNS entries.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Dynamic DNS Entry area, click [image: image125.png]


 next to a parameter to sort data records. [image: image126.png]


 indicates ascending order, and [image: image127.png]


 indicates descending order.

For IP Address Format, you can click [image: image128.png]


 to filter the entries to be displayed.

cl. Create a domain name suffix list.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Domain Name Suffix List area, click Add. The Create Domain Name Suffix dialog box is displayed, as shown in Figure 3-39.

Figure 3-39 Create Domain Name Suffix dialog box
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iii. Set Domain name suffix.

iv. Click OK.

cm. Delete a domain name suffix.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Domain Name Suffix List area, select [image: image130.png]


 next to the desired domain name suffix and click Delete or [image: image131.png]


. The system asks you whether to delete the domain name suffix.

iii. Click OK.

cn. Clear domain name suffixes.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Domain Name Suffix List area, click Clear. The system asks you whether to clear the domain name suffix list.

iii. Click OK.

co. Refresh domain name suffixes.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Domain Name Suffix List area, click Refresh.

cp. Sort domain name suffixes.

i. Choose Config > IP Services > DNS and click Dynamic DNS. The Dynamic DNS tab page is displayed, as shown in Figure 3-37.

ii. In the Domain Name Suffix List area, click [image: image132.png]


 next to a parameter to sort data records. [image: image133.png]


 indicates ascending order, and [image: image134.png]


 indicates descending order.

· Dynamic DNS entry

On the Dynamic DNS Entry tab page, click [image: image135.png]


 next to a parameter to sort data records. [image: image136.png]


 indicates ascending order, and [image: image137.png]


 indicates descending order. For IP Address Format, you can click [image: image138.png]


 to filter the entries to be displayed.

cq. Choose Config > IP Services > DNS and click Dynamic DNS Entry. The Dynamic DNS Entry tab page is displayed, as shown in Figure 3-40.

Figure 3-40 Dynamic DNS Entry tab page
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cr. Click Clear All, Clear IPv4 Dynamic DNS Entries, or Clear IPv6 Dynamic DNS Entries. The system asks you whether to clear dynamic DNS entries.

cs. Click OK.

----End

3.8.5.2.6  Routing Protocol

?.1.Static Route

Procedure

· Configuring the default priority

ct. Choose Config > Routing Protocol > Static Route. The Static Route page is displayed, as shown in Figure 3-41.

Figure 3-41 Static Route page
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cu. Set the default IPv4 priority and IPv6 priority.

cv. Click Apply.

· Querying a static route

cw. Choose Config > Routing Protocol > Static Route. The Static Route page is displayed, as shown in Figure 3-41.

cx. Set the search criteria.

cy. Click [image: image141.png]


 to display all matching records.

· Creating a static route

cz. Choose Config > Routing Protocol > Static Route. The Static Route page is displayed, as shown in Figure 3-41.

da. Click Add. The Add Static Route dialog box is displayed, as shown in Figure 3-42.

Figure 3-42 Creating a static route
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db. Set the parameters.

Figure 3-42 lists the parameters.

Table 3-9 Parameters for creating a static route

	Parameter
	Description

	Protocol
	Type of the static routing protocol.

· IPv4

· IPv6

	Destination Address/Mask
	Destination IP address and mask of a static route.

	Next Hop
	Next hop of a static route.

	Interface
	Outbound interface of a static route.

	Priority
	Preference of a static route.

	Reliability Detection
	Whether to enable reliability detection for a static route. The options are as follows:

· No Detection

· BFD Binding

	BFD Name
	BFD name for reliability detection.

	Description
	Description of a static route.


dc. Click OK.

· Modifying a static route

dd. Choose Config > Routing Protocol > Static Route. The Static Route page is displayed, as shown in Figure 3-41.

de. Click [image: image143.png]4



 next to the static route to be modified. The Modify Static Route dialog box is displayed, as shown in Figure 3-43.

Figure 3-43 Modifying a static route
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df. Set the parameters.

dg. Click OK.

· Deleting a static route

dh. Choose Config > Routing Protocol > Static Route. The Static Route page is displayed, as shown in Figure 3-41.

di. Select [image: image145.png]


 next to the desired static route and click Delete. The system asks you whether to delete the static route.

dj. Click OK.

· Copying a static route

dk. Choose Config > Routing Protocol > Static Route. The Static Route page is displayed, as shown in Figure 3-41.

dl. Click Copy. The Copy Static Route dialog box is displayed.

dm. Set the parameters.

dn. Click OK.

----End

3.8.5.2.7  System Management

?.1.Stack

Context

A stack can be set up using service port connections or stack card connections.

Procedure

Step 1 Choose Config > System Management > Stack. The Stack page is displayed, as shown in Figure 3-44.

Figure 3-44 Stack page
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Step 2 In the Configure Stack Members area, click [image: image147.png]


 next to a record. Set parameters for the master switch, standby switch, or slave switch and click OK, as shown in Figure 3-45.

[image: image148.png][0 NOTE




You can set parameters for the standby switch and slave switch only after a stack is set up.

Figure 3-45 Dialog box for modifying stack members
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Step 3 In the Configure Stack Interfaces area, click [image: image150.png]


 next to a record to configure stack interfaces on the master, standby, or slave switch, as shown in Figure 3-46.

You can determine whether a stack interface belongs to the master, standby, or slave switch based on the stack ID displayed in the Information display area.

Figure 3-46 Modify Stack Physical Interface dialog box
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Step 4 In the DAD Configuration area, configure DAD for the stack, as shown in Figure 3-47.

Figure 3-47 Configuring DAD for a stack
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Table 3-10 lists the parameters.

Table 3-10 DAD parameters

	Parameter
	Description

	DAD
	DAD mode.

· Direct Connection: DAD in direct mode

· Proxy: DAD in relay mode

· Do not check: no DAD

	List of Selected Interfaces
	Interfaces for which DAD is configured.

This parameter is available only when DAD is set to Direct Connection.

	Cluster/Stack Eth-Trunk
	CSS or stack Eth-Trunk for which DAD is configured.

This parameter is available only when DAD is set to Proxy.

	Reserved port
	Reserved port, which is not disabled during subsequent DAD.

This parameter is available only when DAD is set to Direct Connection or Proxy.

	DAD recovery
	Whether to recover all the disabled ports of the device that enters the recovery state after a stack splits. The options are as follows:

· ON
· OFF
This parameter is available only when DAD is set to Direct Connection or Proxy.


Step 5 Click Apply. Stack information is displayed in the Information display area.

----End

?.2.PoE Management

Procedure

Step 1 Choose Config > System Management > PoE Management. The PoE Management page is displayed, as shown in Figure 3-48.

Figure 3-48 PoE Management page
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Step 2 On the Global Configuration page, set the parameters and click Apply.

Table 3-11 lists the parameters in the Global Configuration area.

Table 3-11 Parameters in the Global Configuration area

	Parameter
	Description

	Slot ID
	Slot ID.

	Maximum output power (mW)
	Maximum output power of the device, in mW.

	Percentage of reserved PoE power consumption (%)
	Percentage of the reserved PoE power to the total PoE power.


Step 3 Select the interface to configure.

Step 4 Set the parameters.

Figure 3-49 Interface Configuration tab page

[image: image154.png]Interface

Stot3
s s 1 9 m B o712
2 4 6 8 0 2 w4 6 1B 2 2
Down i ShutDown il Up Eectrical  Optical | @ Eth-Trunk

Interface Information  Interface Configuration

@ Select an nterface in the upper part of the page to view the interface information.

Basic Configuration
* Interface name MUtiGES/0/8

Po status
Max output power (mw)
PoE priorty

high @ itical

PD compatibily check.

©
oom
o
©

51 s
s
®
PR

S Stackpot 4 ot





Table 3-12 lists the parameters.

Table 3-12 Parameters on the Interface Configuration tab page

	Parameter
	Description

	Interface name
	Interface name, which cannot be modified.

	PoE status
	Whether to enable the PoE function:

· ON: The function is enabled.

· OFF: The function is disabled.

	Max output power (mw)
	Maximum output power of an interface, in mW.

	PoE priority
	PoE priority of an interface:

· low: lowest priority

· high: second highest priority

· critical: highest priority

	PD compatibility check
	Whether to enable non-standard PD compatibility check on an interface:

· ON: The function is enabled.

· OFF: The function is disabled.


Step 5 Click Apply.

----End

3.8.5.2.8  High Reliability

?.1.BFD

Procedure

· BFD global configuration

do. Choose Config > High Reliability > BFD. The BFD page is displayed, as shown in Figure 3-50.

Figure 3-50 BFD page
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dp. Toggle on BFD to enable the BFD function.

dq. Click Apply.

· Creating a BFD session

dr. Choose Config > High Reliability > BFD. The BFD page is displayed, as shown in Figure 3-50.

ds. Click Add. The Add BFD dialog box is displayed, as shown in Figure 3-51.

Figure 3-51 Add BFD dialog box
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dt. Set the parameters.

Figure 3-51 lists the parameters.

Table 3-13 Parameters for creating a BFD session

	Parameter
	Description

	BFD Name
	Name of a BFD session.

	Description
	Description of a BFD session.

	Probing Type
	BFD detection type. Currently, this parameter can be set only to Peer IP address, indicating that the detection type is unicast BFD.

	Protocol Type
	Protocol type of a BFD session.

	Peer IP Address
	Peer IP address to be bound to a BFD session.

	Bound Interface
	Interface to be bound to a BFD session.

	Source IP Address
	Source IP address of a BFD session.

	Local Discriminator
	Local discriminator of a BFD session.

	Remote Discriminator
	Remote discriminator of a BFD session.

	Advanced Settings

	Sending Interval
	Interval for sending BFD packets.

	Receiving Interval
	Interval for receiving BFD packets.

	Local Detections
	Local detection multiplier of a BFD session.

	Recovery Waiting Time
	WTR time of a BFD session.


du. Click OK.

· Modifying a BFD session

dv. Choose Config > High Reliability > BFD. The BFD page is displayed, as shown in Figure 3-50.

dw. Click [image: image157.png]=



 next to a BFD session. The Modify BFD dialog box is displayed.

dx. Set the parameters.

dy. Click OK.

· Deleting a BFD session

dz. Choose Config > High Reliability > BFD. The BFD page is displayed, as shown in Figure 3-50.

ea. Select [image: image158.png]


 next to the desired BFD session and click Delete. The system asks you whether to delete the BFD session.

eb. Click OK.

----End

3.8.5.2.9  Security

?.1.ACL

?.1.Interface ACL

Context

You can configure ACL rules and apply the ACL to an interface to filter the packets received by the interface. The ACL rule configuration includes the source and destination IP addresses, protocol type, and source and destination port numbers.

Procedure

· Querying ACL rules applied to interfaces

ec. Choose Config > Security > ACL and click Interface ACL. The Interface ACL tab page is displayed, as shown in Figure 3-52.

Figure 3-52 Interface ACL tab page

[image: image159.png]Interface Configuration

Slot4

2 4 s 8 0 12 1a
Down i ShutDown il Up Electrical
ACL Rule List
Source IP address 11| Wildcard 11

517 19 21

6 18 20 2

Optical @ Eth-Trunk

Destination IP ad... 11

2 18

S Stack port

Wildeard 11

19

20

21 23

Protocol type 1

No Data

Source port num... 11

Dest port number 11

Action 11

Operation





ed. Select an interface and query the ACL rules applied to it, as shown in Figure 3-53.

Figure 3-53 Querying ACL rules
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ee. In the ACL Rule List area, click [image: image161.png]


 next to a parameter to sort data records. [image: image162.png]


 indicates ascending order, and [image: image163.png]


 indicates descending order.

· Copying ACL rules that have been applied to an interface to another interface

ef. Choose Config > Security > ACL and click Interface ACL. The Interface ACL tab page is displayed, as shown in Figure 3-52.

eg. Select the interface to which ACL rules have been applied and click Copy To. The Copy To dialog box is displayed, as shown in Figure 3-54.

Figure 3-54 Copying ACL rules
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eh. Select the target interface to which the ACL rules are to be applied.

ei. Click OK.

· Creating an ACL rule

ej. Choose Config > Security > ACL and click Interface ACL. The Interface ACL tab page is displayed, as shown in Figure 3-52.

ek. Select an interface and click Add. The Adding an ACL Rule dialog box is displayed, as shown in Figure 3-55.

Figure 3-55 Creating an ACL rule
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el. Set the parameters.

Table 3-14 lists the parameters.

Table 3-14 Parameters for creating an ACL rule

	Parameter
	Description

	Action
	Action to be performed on packets matching the ACL rule:

· Permit

· Deny

	Protocol type
	Protocol type. The options include:

· IP

· TCP(6)

· UDP(17)

· ICMP(1)

The default protocol type is IP.

	Source port number
	Source port number.

This parameter is valid only when the protocol type is TCP(6) or UDP(17). If no source port is specified, TCP and UDP packets with any source port are matched.

	Dest port number
	Destination port number.

This parameter is valid only when the protocol type is TCP(6) or UDP(17). If no destination port number is specified, TCP and UDP packets with any destination port number are matched.

	Source IP address
	Source IP address. If this parameter is not set, the default value any is used, indicating any source IP address.

	Wildcard
	Wildcard.

	Destination IP address
	Destination IP address. If this parameter is not set, the default value any is used, indicating any destination IP address.


em. Click Apply.

· Editing an ACL rule

en. Choose Config > Security > ACL and click Interface ACL. The Interface ACL tab page is displayed, as shown in Figure 3-52.

eo. Select an interface and click [image: image166.png]


 next to the ACL rule to be modified. The Modifying an ACL Rule dialog box is displayed.

ep. Set the parameters.

eq. Click Apply.

· Deleting an ACL rule

er. Choose Config > Security > ACL and click Interface ACL. The Interface ACL tab page is displayed, as shown in Figure 3-52.

es. Select an interface and [image: image167.png]


 next to the desired ACL rule and click Delete or [image: image168.png]


. The system asks you whether to delete the ACL rule.

et. Click Apply.

----End

?.2.VLAN ACL

Context

You can configure ACL rules and apply the ACL to a VLAN to filter the VLAN packets. The ACL rule configuration includes the source and destination IP addresses, protocol type, and source and destination port numbers.

Procedure

· Querying ACL rules applied to VLANs

eu. Choose Config > Security > ACL and click VLAN ACL. The VLAN ACL tab page is displayed, as shown in Figure 3-56.

Figure 3-56 VLAN ACL tab page
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ev. Select a VLAN ID and query the ACL rules applied to it, as shown in Figure 3-57.

Figure 3-57 Querying ACL rules
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ew. In the ACL Rule List area, click [image: image171.png]


 next to a parameter to sort data records. [image: image172.png]


 indicates ascending order, and [image: image173.png]


 indicates descending order.

· Copying ACL rules that have been applied to a VLAN to another VLAN

ex. Choose Config > Security > ACL and click VLAN ACL. The VLAN ACL tab page is displayed, as shown in Figure 3-56.

ey. Select the VLAN to which ACL rules have been applied and click Copy To. The Copy To dialog box is displayed, as shown in Figure 3-58.

Figure 3-58 Copying ACL rules
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ez. Enter the ID of the target VLAN to which the ACL rule is to be applied, and then click OK.

· Creating an ACL rule

fa. Choose Config > Security > ACL and click VLAN ACL. The VLAN ACL tab page is displayed, as shown in Figure 3-56.

fb. Select a VLAN ID and click Add. The Adding an ACL Rule dialog box is displayed, as shown in Figure 3-59.

Figure 3-59 Creating an ACL rule
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fc. Set the parameters.

Table 3-15 lists the parameters.

Table 3-15 Parameters for creating an ACL rule

	Parameter
	Description

	Action
	Action to be performed on packets matching the ACL rule:

· Permit

· Deny

	Protocol type
	Protocol type. The options include:

· IP

· TCP(6)

· UDP(17)

· ICMP(1)

The default protocol type is IP.

	Source port number
	Source port number.

This parameter is valid only when the protocol type is TCP(6) or UDP(17). If no source port is specified, TCP and UDP packets with any source port are matched.

	Dest port number
	Destination port number.

This parameter is valid only when the protocol type is TCP(6) or UDP(17). If no destination port number is specified, TCP and UDP packets with any destination port number are matched.

	Source IP address
	Source IP address. If this parameter is not set, the default value any is used, indicating any source IP address.

	Wildcard
	Wildcard.

	Destination IP address
	Destination IP address. If this parameter is not set, the default value any is used, indicating any destination IP address.


fd. Click Apply.

· Editing an ACL rule

fe. Choose Config > Security > ACL and click VLAN ACL. The VLAN ACL tab page is displayed, as shown in Figure 3-56.

ff. Select a VLAN ID, and click [image: image176.png]


 next to the ACL rule to be modified. The Modifying an ACL Rule dialog box is displayed.

fg. Set the parameters.

fh. Click Apply.

· Deleting an ACL rule

fi. Choose Config > Security > ACL and click VLAN ACL. The VLAN ACL tab page is displayed, as shown in Figure 3-56.

fj. Select a VLAN and [image: image177.png]


 next to the desired ACL rule and click Delete or [image: image178.png]


. The system asks you whether to delete the ACL rule.

fk. Click Apply.

----End

3.8.5.3  Diagnose

3.8.5.3.10  Log

?.1.View Log Info

Context

The log management function records user actions, helps monitor system security, and provides information for system diagnosis and maintenance.

Procedure

Step 1 Choose Diagnose > Log and click View Log Info. The View Log Info tab page is displayed, as shown in Figure 3-60.

Figure 3-60 View Log Info tab page
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Step 2 Search for logs based on Level and Time.

Step 3 Click [image: image180.png]


 next to a parameter to sort data records. [image: image181.png]


 indicates ascending order, and [image: image182.png]


 indicates descending order.

Step 4 Click Clear to clear all log information.

Step 5 Click Export to export all logs in the list.

----End

?.2.Set Parameters

Context

After configuring the device to output logs to a log host, you can view logs saved on the log host to monitor device running.

Procedure

· Enabling the system log function

fl. Choose Diagnose > Log and click Set Parameters. The Set Parameters tab page is displayed, as shown in Figure 3-61.

Figure 3-61 Set Parameters tab page
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fm. Toggle on Enable system log to enable the system log function.

· Creating a log host

fn. Choose Diagnose > Log and click Set Parameters. The Set Parameters tab page is displayed, as shown in Figure 3-61.

fo. Click Refresh to refresh entries displayed in the log host list.

fp. Click Add. The Create Log Host dialog box is displayed, as shown in Figure 3-62.

Figure 3-62 Create Log Host dialog box
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fq. Set the parameters.

Table 3-16 lists the parameters.

Table 3-16 Parameters for creating a log host

	Parameter
	Description

	Log host IP
	IP address of the log host.

	Protocol Type
	Protocol.

	SSL Policy
	SSL policy.


fr. Click OK.

· Deleting a log host

fs. Choose Diagnose > Log and click Set Parameters. The Set Parameters tab page is displayed, as shown in Figure 3-61.

ft. Select [image: image185.png]


 next to the desired log host and click Delete or [image: image186.png]


. The system asks you whether to delete the log host.

fu. Click OK.

· Sorting log hosts

fv. Choose Diagnose > Log and click Set Parameters. The Set Parameters tab page is displayed, as shown in Figure 3-61.

fw. Click [image: image187.png]


 next to a parameter to sort data records. [image: image188.png]


 indicates ascending order, and [image: image189.png]


 indicates descending order.

----End

?.3.LSW Logs

Context

Log files are classified into user log files and diagnostic log files.

· A user log file records important operations such as device restart and trap information.

· A diagnostic log file records the service processing flow and fault information.

You can manage log files based on service requirements.

Procedure

Step 1 Choose Diagnose > Log and click LSW Logs. The LSW Logs tab page is displayed, as shown in Figure 3-63.

Figure 3-63 LSW Logs tab page
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Step 2 Set the time range to query log files in a specified period.

Step 3 Click [image: image191.png]


 next to a log file name to download the file.

Step 4 Click [image: image192.png]


 next to a parameter to sort data records. [image: image193.png]


 indicates ascending order, and [image: image194.png]


 indicates descending order.

Step 5 Select one or more log files to be deleted and click Delete to delete them.

----End

3.8.5.3.11  One-click Information Collection

Procedure

Step 1 Choose Diagnose > One-click Information Collection. The One-click Information Collection page is displayed, as shown in Figure 3-64.

Figure 3-64 One-Click Information Collection page
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Step 2 Click One-Click Collection. A message is displayed, asking you whether to perform one-click information collection, as shown in Figure 3-65. Click OK.

Figure 3-65 Info dialog box
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Step 3 When a message indicating that the collection is completed is displayed, click OK. Then, click [image: image197.png]


 to download the file.

----End

3.8.5.3.12  Network Tool

Context

The Network Tool page provides common network O&M functions. You can perform operations such as ping and traceroute to diagnose the devices that function as gateways on the entire network.

Procedure

Step 1 Choose Diagnose > Network Tool. The Network Diagnosis page is displayed, as shown in Figure 3-66.

Figure 3-66 Network Diagnosis page
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Step 2 Set network diagnosis parameters.

Table 3-17 lists the parameters.

Table 3-17 Network diagnosis parameters

	Parameter
	Description

	Diagnosis mode
	Network diagnosis mode.

	IP address/Domain name
	IP address or domain name for network diagnosis.

This parameter is available only when Diagnosis mode is set to Ping or Traceroute.

	Domain name
	Domain name for network diagnosis.

This parameter is available only when Diagnosis mode is set to DNS query.

	Number of pings
	Number of pings.

This parameter is available only when Diagnosis mode is set to Ping.

	Data packet size
	Data packet size.

This parameter is available only when Diagnosis mode is set to Ping.

	Maximum TTL for route tracing
	Maximum TTL for route tracing.

This parameter is available only when Diagnosis mode is set to Traceroute.


Step 3 Click Start to start the diagnosis. After the diagnosis is complete, the diagnosis result is displayed in the Diagnosis Result area.

----End

3.8.5.4  System

3.8.5.4.13  SNMP

Context

After you configure SNMP, the network management system (NMS) can monitor and manage devices.

SNMPv1 and SNMPv2c are weak security protocols and have security risks.

For security purposes, you are not advised to use the weak security algorithm or protocol provided by this feature. If you need to use the weak security algorithm or protocol, run the install feature-software WEAKEA command to install the weak security algorithm or protocol feature package WEAKEA. By default, the device provides the weak security algorithm or protocol feature package WEAKEA. For details about how to install or uninstall the feature package, see "Upgrade Maintenance Configuration" in "CLI Configuration Guide > System Management Configuration."

Procedure

Step 1 Choose System > Setup > SNMP. The SNMP page is displayed, as shown in Figure 3-67.

Figure 3-67 SNMP page
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Step 2 Set the parameters.

Table 3-18 lists the parameters.

Table 3-18 SNMP parameters

	Parameter
	Description

	SNMP
	Whether to enable the SNMP agent function.

	SNMP Version
	SNMP version.

	Enable SNMPv1
	Whether to enable SNMPv1.

This parameter is available when SNMP Version is set to v1.

	Enable SNMPv2c
	Whether to enable SNMPv2c.

This parameter is available when SNMP Version is set to v2c.

	Enable SNMPv3
	Whether to enable SNMPv3.

This parameter is available when SNMP Version is set to v3.

	SNMP Read-Only Community Name
	Community name used by an NMS user to authenticate the managed device.

If you configure access permissions on all function modules on the managed devices and an NMS user uses the read-only community name for authentication, the user can only view the statuses of the function modules.

This parameter is available when SNMP Version is set to v1 or v2c.

	SNMP Read-Write Community Name
	Community name used by an NMS user to authenticate the managed device.

If you configure access permissions on all function modules on the managed devices and an NMS user uses read-write community name for authentication, the user can modify the statuses of the function modules. That is, the user can configure the device.

This parameter is available when SNMP Version is set to v1 or v2c.

	User Name
	User name used by the NMS user to access the managed device.

This parameter is available when SNMP Version is set to v3.

	Authentication Password
	Password for verifying the data to be transmitted.

This parameter is available when SNMP Version is set to v3.

	Encryption Password
	Password for encrypting the data to be transmitted.

This parameter is available when SNMP Version is set to v3.

	Host Receiving Traps IP Address:Port 1:Security Name
	Host Receiving Traps IP Address: IP address of the target host for receiving trap packets.

Port 1: port used by the managed device to send traps to the target host.

Security Name: same as the NMS name.

	Interface Sending Traps
	Source interface for sending traps.

	Device Location
	Location of the site where the managed device resides, which helps the administrator to quickly locate a faulty device.

	Contact Information
	Contact information of maintenance personnel, such as the phone number.

	Bind any interface
	Whether to enable the function of binding any interface.

	Bound Interface
	Interface to be bound.

This parameter is available when Bind any interface is disabled.

	Bind any IPv6 interface
	Whether to enable the function of binding any IPv6 interface.

	Bound IPv6 address
	IPv6 address to be bound.

This parameter is available when Bind any IPv6 interface is disabled.


Step 3 Click Apply.

----End

3.8.5.4.14  Initialization

Context

If an error occurs during device configuration, you can restore the device to its factory default settings.

[image: image200.png]NOTICE




When you click Initialization, all configuration data is deleted and cannot be restored. After the factory settings are restored, the original management IP address and web system become unavailable. In this case, log in to the device by referring to "Logging In to the Device for the First Time Through the Web System".

Procedure

Step 1 Choose System > Initialization. The Initialization page is displayed, as shown in Figure 3-68.

Figure 3-68 Initialization page

[image: image201.png]It will take some time to restore factory settings.
Please wait and do not perform any operations on the switch. The web system will be unavailable after factory settings are restored. Use a serial cable to connect to the switch console port and configure the switch again.

Initialization





Step 2 Click Initialization.

Step 3 In the displayed dialog box, select the check box and click Confirm.

----End

A  List of Fixed Vulnerabilities

None


