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[bookmark: _Toc256000000][bookmark: _EN-US_TOPIC_0000001599344108-chtext]About This Document
Overview
This guide describes how to perform an upgrade on the OceanStor storage systems and provides solutions to common problems.
Intended Audience
This document is intended for storage upgrade personnel. The upgrade personnel must:
Be familiar with the networking and version information about the related network elements.
Have experience in device O&M.
Symbol Conventions
The symbols that may be found in this document are defined as follows.
	Symbol
	Description

	
	Indicates a hazard with a high level of risk which, if not avoided, will result in death or serious injury.

	
	Indicates a hazard with a medium level of risk which, if not avoided, could result in death or serious injury.

	
	Indicates a hazard with a low level of risk which, if not avoided, could result in minor or moderate injury.

	
	Indicates a potentially hazardous situation which, if not avoided, could result in equipment damage, data loss, performance deterioration, or unanticipated results.
NOTICE is used to address practices not related to personal injury.

	
	Supplements the important information in the main text.
NOTE is used to address information not related to personal injury, equipment damage, and environment deterioration.
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[bookmark: _EN-US_TOPIC_0000001599026168][bookmark: _Toc256000001][bookmark: _EN-US_TOPIC_0000001599026168-chtext]Before You Start
1.1  Upgrade Tool
1.2  Upgrade Methods
1.3  Requirements on the Source Version
1.4  Impact of Fast Upgrade
1.5  Precautions
0. [bookmark: _EN-US_TOPIC_0000001599184308][bookmark: _Toc256000002][bookmark: _EN-US_TOPIC_0000001599184308-chtext]Upgrade Tool
This section describes the available upgrade tools.

	Tool
	Application Scenario
	Advantage
	Procedure

	SmartKit
	This tool is recommended by default.
	Various upgrade function entries, such as upgrade site survey, device upgrade, inspection, and log collection. This tool is used as an example in the subsequent sections.
	See this document.

	DeviceManager
	Use a browser to log in to DeviceManager and upgrade the device.
Constraints:
1. Only OceanStor 2000/3000/5000/5300/5500/5600/5600K/6000 support this function.
2. Only the fast upgrade is supported.
3. This method is applicable when SmartKit cannot be installed.
4. The current version must be 6.1.0 or later.
	No additional tools are required.
	For details, see 15.14 How Do I Perform a Fast Upgrade Using DeviceManager?

	OTA
	Use a browser to log in to DeviceManager to start the Over The Air (OTA) upgrade.
Constraints:
1. The current version must be 6.1.3 or later.
2. Only OceanStor Dorado 2000/3000/5000/5300/5500/5600/5600K/6000 support this function.
3. Only the fast upgrade is supported.
	No additional tools are required. This simplifies complex operations, such as formulating upgrade policies, downloading software packages, and installing SmartKit. In addition, the version update can be pushed immediately after new release and you only need to log in to DeviceManager to upgrade devices.
	For details, see 10 OTA Upgrade Procedure.



[bookmark: _EN-US_TOPIC_0000001648704777][bookmark: _Toc256000003][bookmark: _EN-US_TOPIC_0000001648704777-chtext]Upgrade Methods
This section describes the upgrade methods supported by OceanStor Dorado V6.
Upgrade methods and application scenarios
	Upgrade Method
	Application Scenario
	Advantage
	Procedure

	Fast upgrade
	This upgrade method is recommended by default.
Constraint:
0. NVMe over RoCE is unavailable after a fast upgrade from 6.0.x to 6.1.2 or later. If NVMe over RoCE is needed, you must perform another kernel and firmware upgrade.
0. The replication link encryption feature cannot be used after a fast upgrade from 6.1.3 or earlier to 6.1.6. If this feature is needed, you must perform another kernel and firmware upgrade.
	Host compatibility evaluation is not required. The upgrade process is transparent to hosts. The upgrade takes the shortest duration (15 to 30 minutes) and can be performed in OTA mode.
	If the device version is Dorado 6.1.3 or later:
When the device is connected to eService, refer to 10 OTA Upgrade Procedure.
When the device is not connected to eService, connect it to eService by referring to 10.3 Connecting a Device to DME IQ and then perform an OTA upgrade.
If the device version is Dorado 6.1.2 or earlier:
Perform the manual upgrade by referring to sections 2 Upgrade Process to 7 Verifying the Upgrade.
When the device is connected eService before the upgrade, the OTA upgrade function is enabled by default after the upgrade and upgrade version information is automatically pushed.

	Rolling upgrade
	0. This upgrade method is recommended when host services have been stopped.
0. If the current version is 6.0.x or you have performed a fast upgrade from 6.0.x to 6.1.0, you can use this method to upgrade the system to 6.1.2 or later to use NVMe over RoCE.
Constraint: Because controllers will be reset during the rolling upgrade, you must evaluate the host compatibility in advance.
	All features of the new version can be used.
	11 Rolling and Parallel Upgrade Procedure

	Parallel upgrade
	This method is recommended only when no service is configured.
	All features of the new version can be used. The upgrade duration is half of that in rolling upgrade.
	11 Rolling and Parallel Upgrade Procedure

	Kernel and firmware upgrade
	0. This method is used when you have performed a fast upgrade from 6.0.x to 6.1.2 or later and want to use NVMe over RoCE.
0. If you have performed a fast upgrade from 6.0.x to 6.1.0 and then another fast upgrade from 6.1.0 to 6.1.2 or later, you can use this method if you want to use NVMe over RoCE.
Constraint: Because controllers will be reset during the kernel and firmware upgrade, you must evaluate the host compatibility in advance.
	All features of the new version can be used.
	12 Kernel and Firmware Upgrade Procedure



Fast upgrade (recommended)
Fast upgrade is implemented by replacing processes and without resetting controllers. During the upgrade, host links are not interrupted and hosts are unaware of the upgrade. This upgrade method is recommended.
Rolling upgrade (alternative)
In a rolling upgrade, controllers are upgraded in several batches and reset for the upgrade to take effect. By working with the host's multipathing software, the storage system switches over services between controllers during the upgrade to prevent interruption.

During a rolling upgrade, controllers are restarted in several batches, and front-end links are switched over between controllers. This may cause host compatibility issues. Before the upgrade, evaluate host compatibility by following the instructions in 11.4.6 Evaluating Compatibility. If host services have been stopped before the upgrade, compatibility evaluation is not needed.
OceanStor Dorado 8000 V6 and 18000 V6 use an active-active front-end architecture. Resetting a single controller does not interrupt front-end links or trigger a switchover. If you do not need to upgrade front-end interface modules or the front-end interface modules support hot upgrade, the rolling upgrade does not trigger host compatibility issues, and compatibility evaluation will be automatically skipped during the pre-upgrade site survey.
For the default batch upgrade policy, see 16.2 Default Batch Upgrade Policies.
For details about customized upgrade batches, see 15.16 How Can I Configure Upgrade Batches?.
If NFSv3 or NFSv4 is used, a rolling upgrade can be performed without interrupting services. If SMB 2.0 or SMB 3.0 is used, you must manually enable failover. If you have any questions, contact Huawei technical support engineers.
Parallel upgrade (recommended only when no service is configured)
Parallel upgrade is recommended when a storage system is not associated with any host. In a parallel upgrade, all controllers are upgraded at the same time, which takes only half of time required by a rolling upgrade.


If disks have been mapped to hosts, some hosts may encounter drive letter changes. In this case, you need to rectify these faults manually.
If disks have been mapped to hosts or file system services have been associated, stop related services before performing a parallel upgrade.
Kernel & firmware upgrade
When NVMe over RoCE needs to be configured after a fast upgrade from OceanStor Dorado V6 6.0.x to 6.1.2 or a fast upgrade from 6.0.x to 6.1.0 and then another fast upgrade to 6.1.2. SmartKit uses the rolling upgrade mode by default. Controllers are upgraded in several batches and reset for the upgrade to take effect. By working with the host's multipathing software, the storage system switches over services between controllers during the upgrade to prevent interruption.

If the kernel upgrade uses the rolling upgrade mode, the upgrade batch is as follows:
For details about the default one, see 16.2 Default Batch Upgrade Policies.
For details about the customized one, see 15.16 How Can I Configure Upgrade Batches?.
[bookmark: _EN-US_TOPIC_0000001648586073][bookmark: _Toc256000004][bookmark: _EN-US_TOPIC_0000001648586073-chtext]Requirements on the Source Version
Table 1-3 lists the requirements on the source version before an upgrade.
[bookmark: _d0e547]Requirements on the source version
	Source Version
	Upgrade Method

	OceanStor Dorado 6.0.0 (including 6.0.0 with SPH hot patches)
	Fast, rolling, or parallel upgrade

	OceanStor Dorado 6.0.1 (including 6.0.1 with SPH hot patches)
	Fast, rolling, or parallel upgrade

	OceanStor Dorado 6.1.0 (including 6.1.0 with SPH hot patches)
	Fast, rolling, or parallel upgrade

	OceanStor Dorado 6.1.2 (including 6.1.2 with SPH hot patches)
	Fast, rolling, or parallel upgrade

	OceanStor Dorado 6.1.3 (including 6.1.3 with SPH hot patches)
	Fast, rolling or parallel upgrade

	OceanStor Dorado 6.1.5 (including 6.1.5 with SPH hot patches)
	Fast, rolling or parallel upgrade

	OceanStor Dorado 6.1.6RC1 (including 6.1.6RC with SPH hot patches)
	Fast, rolling or parallel upgrade




The following sections use fast upgrade as an example.
For the rolling and parallel upgrade procedure, see 11 Rolling and Parallel Upgrade Procedure.
For the kernel and firmware upgrade procedure, see 12 Kernel and Firmware Upgrade Procedure.
To query the storage system version:
Log in to the CLI as user admin and run the show upgrade package command, as shown in Figure 1-1.
[bookmark: _d0e639]Checking the storage system version


[bookmark: _EN-US_TOPIC_0000001599503764][bookmark: _Toc256000005][bookmark: _EN-US_TOPIC_0000001599503764-chtext]Impact of Fast Upgrade
Impact on Services
During the fast upgrade of controller software, the controllers do not restart. However, because service processes and interface modules respond slowly during the upgrade, I/Os may be suspended for two to four times. This does not interrupt host services, but you are still advised to perform the upgrade during off-peak hours.
The reference values of the I/O suspension time in typical configurations are as follows:
For SAN services, the suspension is 1 to 2 seconds each time and the performance returns to 100% in 2 to 5 seconds after suspension.
For NAS services using the NFSv3 protocol, the suspension is less than 8 seconds each time and the performance returns to 100% in 30 seconds after suspension.
For NAS services using the SMB protocol, the suspension is less than 90 seconds each time and the performance returns to 100% in 30 seconds after suspension.
For NAS services using the NFSv4.1 protocol, the suspension is 90 to 135 seconds each time and the performance returns to 100% in 30 seconds after suspension.
If both NFSv3 and NFSv4 services exist, the suspension time and recovery time of NFSv3 is the same as those of NFSv4.
[bookmark: _EN-US_TOPIC_0000001648784197][bookmark: _Toc256000006][bookmark: _EN-US_TOPIC_0000001648784197-chtext]Precautions
This section describes the precautions for an upgrade.
Before the Upgrade
If the HyperMetro deployment is used, see 13 Upgrading Storage Systems in a HyperMetro Deployment.
If a local storage system has replication links to a remote system and only the local storage system is upgraded successfully, you cannot configure the remote device (such as creating or deleting the remote device, or adding or removing replication links). The existing configuration is not affected and services can run normally.
Before the upgrade, ensure that the service load of the controllers is normal to avoid adverse impact on the upgrade. To be specific:
The CPU usage must be lower than 80%.
The free memory of the controllers must be greater than 500 MB.
During the Upgrade
Do not perform configurations on DeviceManager or deliver configuration commands on the CLI.
Do not perform any operation on the hardware, such as removing or inserting interface modules, power modules, or disks.
Ensure that the power supply and network connection are normal and all faults have been handled.
After the Upgrade
If original version alarms not applicable to the target version are generated during the upgrade, manually clear the alarms after the upgrade is complete.
If certain alarm IDs cannot be found in the document of the target version, query the alarm IDs in the document of the original version.
After the upgrade is complete, clear the cache data of the browser on the maintenance terminal. For example, if you use Internet Explorer, choose Tools > Internet Options. On the General tab, click Delete under Browsing history. In the dialog box that is displayed, clear the browser's caches as prompted. Then you can visit OceanStor DeviceManager.
If the digital certificate or private key imported to OceanStor DeviceManager before the upgrade does not work, the backup digital certificate and private key will be used after the upgrade to ensure that background services can be started properly.
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[bookmark: _EN-US_TOPIC_0000001599503744][bookmark: _Toc256000007][bookmark: _EN-US_TOPIC_0000001599503744-chtext]Upgrade Process
This chapter describes the upgrade process.
Table 2-1 provides the estimated upgrade schedule for each procedure.
[bookmark: _zh-cn_topic_0019126614_table48768139]Upgrade schedule
	Step
	Start Time
	Time Required
	Remarks

	Preparations
	One week before the upgrade
	30 minutes
	See 3 Preparations.

	Pre-upgrade Site Survey
	One week before the upgrade
	30 minutes
	See 4 Pre-upgrade Site Survey.

	Performing the Upgrade
	During the upgrade
	15-30 minutes
	This step involves package import, pre-upgrade check, data backup, software upgrade, and post-upgrade check.
See 5.3 Upgrading Controller Software.

	Conducting an Inspection
	After the upgrade
	30 minutes
	See 6 Conducting an Inspection

	Verifying the Upgrade
	After the upgrade
	15 minutes
	See 7 Verifying the Upgrade




The time listed for each operation is for reference only. The time actually required depends on onsite conditions.
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[bookmark: _EN-US_TOPIC_0000001648784213][bookmark: _Toc256000008][bookmark: _EN-US_TOPIC_0000001648784213-chtext]Preparations
3.1  Obtaining Upgrade Reference Documents
3.2  Confirming the Patch Version Before the Upgrade
3.3  Obtaining Tools and Upgrade Packages
0. [bookmark: _EN-US_TOPIC_0000001599184352][bookmark: _Toc256000009][bookmark: _EN-US_TOPIC_0000001599184352-chtext]Obtaining Upgrade Reference Documents
Procedure
0. For carriers, log in to https://support.huawei.com/carrier/navi?coltype=software#col=software&path=PBI1-21430725/PBI1-21430757/PBI1-250389226.
For enterprise users, log in to https://support.huawei.com/enterprise/en/category/enterprise-storage-pid-1482606575525?submodel=software.
Find and download the desired documents under the product catalog.

If you are using this website for the first time, register with the website.
----End
[bookmark: _EN-US_TOPIC_0000001599026132][bookmark: _Toc256000010][bookmark: _EN-US_TOPIC_0000001599026132-chtext]Confirming the Patch Version Before the Upgrade
	Current Version
	Patch Version

	OceanStor Dorado 6.0.0
	OceanStor Dorado 6.0.0 latest patch

	OceanStor Dorado 6.0.1
	OceanStor Dorado 6.0.1 latest patch

	OceanStor Dorado 6.1.0
	OceanStor Dorado 6.1.0 latest patch

	OceanStor Dorado 6.1.2
	OceanStor Dorado 6.1.2 latest patch

	OceanStor Dorado 6.1.3
	OceanStor Dorado 6.1.3 latest patch

	OceanStor Dorado 6.1.5
	OceanStor Dorado 6.1.5 latest patch

	OceanStor Dorado 6.1.6RC1
	OceanStor Dorado 6.1.6RC1 latest patch




After the patch version is confirmed, download the patch package and related patch installation guide from the download path listed in the preceding table.
[bookmark: _EN-US_TOPIC_0000001648704741][bookmark: _Toc256000011][bookmark: _EN-US_TOPIC_0000001648704741-chtext]Obtaining Tools and Upgrade Packages
1. [bookmark: _Toc256000012][bookmark: _EN-US_TOPIC_0000001599503780-chtext]Confirming Tools and Upgrade Packages
Checklist of the upgrade packages
	Software
	Version

	Storage system upgrade package
	OceanStor Dorado 6.1.6

	Patch package to be installed after the upgrade
	6.1.6 latest patch



Checklist of tools
	Tool
	Remarks

	SmartKit
	See 3.3.2 Downloading Tools and Upgrade Packages.

	OpenPGP digital signature tool
	See 3.3.2 Downloading Tools and Upgrade Packages.




If third-party SSH and SFTP tools are required, PuTTY and Core FTP are recommended, which can be downloaded from their respective official website.
Other tools and materials required include:
Serial cables (with RJ45 serial connectors), network cables, ESD gloves, labels, laptops (connected to RJ45 serial ports), and network adapters.
[bookmark: _EN-US_TOPIC_0000001599503776][bookmark: _Toc256000013][bookmark: _EN-US_TOPIC_0000001599503776-chtext]Downloading Tools and Upgrade Packages
Downloading the Upgrade Tool
0. For carriers, access https://support.huawei.com/carrierindex/en/hwe/index.html. For enterprise users, access https://support.huawei.com/enterprise/en/index.html. Click Login and enter your username and password.
For carriers, choose Product Support > Data Storage and Intelligent Vision > Storage Common > SmartKit > Software. For enterprise users, choose Tools > SmartKit.
Find and download the latest SmartKit installation package SmartKit_x.x.x.zip.
After the SmartKit installation package has been downloaded, download the relevant upgrade packages of SmartKit:
SmartKit_x.x.x_Tool_ArrayUpgrade.zip
SmartKit_x.x.x_Tool_UpgradeEvaluation.zip


Use SmartKit_23.0.0.0 or later.
----End
Downloading the Upgrade Package
0. For carriers, log in to https://support.huawei.com/carrier/navi?coltype=software#col=software&path=PBI1-21430725/PBI1-21430757/PBI1-250389226.
For enterprise users, log in to https://support.huawei.com/enterprise/en/category/enterprise-storage-pid-1482606575525?submodel=software.
On the page that is displayed, select your product model. Then download the controller upgrade package and digital certificate, as shown in Figure 3-1
[bookmark: _fig5773124511376]Downloading the software package and digital certificate


----End
(Optional) Downloading the Upgrade Package Verification Tool

The integrity of the upgrade package will be verified when it is imported. If no exception occurs during the download and transmission of the upgrade package, skip this step.
Use an OpenPGP signature verification tool to check patch file integrity. It is recommended that you use "PGPVerify.exe", an easy-to-use PGP verification tool developed by Huawei. For details on how to use the tool, see the OpenPGP Signature Verification Guide. For carriers, download the guide from https://support.huawei.com/carrier/digitalSignatureAction. For enterprise users, download the guide from https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054/TV1000000016.
[bookmark: _Toc256000014][bookmark: _EN-US_TOPIC_0000001648784241-chtext](Optional) Verifying Upgrade Package Integrity

The integrity of the upgrade package will be verified when it is imported. If no exception occurs during the download and transmission of the upgrade package, skip this step.
Procedure
0. Double-click PGPVerify.exe to open the OpenPGP signature verification tool. Click Select Public Key, as shown in Figure 3-2.
[bookmark: _f966a18783a564e748dff6c024b4293c6]Clicking Select Public Key


Select the KEYS file and click Single Verify, as shown in Figure 3-3.
[bookmark: _f7f081a741c754a13b97f09bea6aa8baf]Clicking Single Verify


Select the digital certificate used with the upgrade package and check upgrade package integrity. If PASS is displayed in the Results column and the entry is green, the upgrade package integrity check is passed, as shown in Figure 3-4. Otherwise, the check fails and you must check whether the downloaded upgrade package and digital certificate are correct.

For details on how to obtain the digital certificate of the upgrade package, see 3.3.2 Downloading Tools and Upgrade Packages. The digital certificate and upgrade package must be in the same directory.
[bookmark: _faa85a2dc5ed24b47ad97506866940fe7]Upgrade package integrity check passed

----End
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[bookmark: _EN-US_TOPIC_0000001648704761][bookmark: _Toc256000015][bookmark: _EN-US_TOPIC_0000001648704761-chtext]Pre-upgrade Site Survey


The site survey is to check the health status of the storage system to ensure a successful upgrade. Perform the operations by following instructions in this chapter.
The site survey involves installing the upgrade tool, evaluating array upgrade.
	Step
	Description
	Duration

	Install the upgrade tool.
	Install SmartKit.
	10 minutes

	Set the upgrade policy.
	Select the device to be upgraded and set the upgrade policy.
	3 minutes

	Evaluate array upgrade.
	Check the health status of the storage system. This operation is automatically performed by the upgrade evaluation tool.
	5 minutes for dual controllers



4.1  Installing the Upgrade Tool
4.2  (Optional) Importing Devices in a Batch
4.3  Setting the Upgrade Policy
4.4  Evaluating Array Upgrade
4.5  Collecting Array Information
0. [bookmark: _EN-US_TOPIC_0000001599026120][bookmark: _Toc256000016][bookmark: _EN-US_TOPIC_0000001599026120-chtext]Installing the Upgrade Tool
2. [bookmark: _EN-US_TOPIC_0000001599026136][bookmark: _Toc256000017][bookmark: _EN-US_TOPIC_0000001599026136-chtext]Installing SmartKit Online
Procedure
0. Copy the SmartKit installation package obtained in 3.3.2 Downloading Tools and Upgrade Packages to the PC used for the site survey or upgrade, and then decompress the package.
Double-click SmartKit_x.x.x.exe to start installation.
After the installation is complete, start SmartKit.
Authenticate your identity (if needed), as shown in Figure 4-1.
[bookmark: _fig47109544]Identity authentication

Click Function Management, as shown in Figure 4-2. In the Filter area on the left, select Storage in Product Field. Then select Pre-upgrade Site Survey and Device Upgrade and click Install, as shown in Figure 4-3.
[bookmark: _fig1452824013404]Function Management

[bookmark: _fig1640475519431]Install


After the installation is complete, return to the home page and select Pre-upgrade Site Survey or Device Upgrade in Upgrade/Patch Installation to perform the site survey or upgrade.
----End
[bookmark: _Toc256000018][bookmark: _EN-US_TOPIC_0000001599184388-chtext](Optional) Importing the SmartKit Function Package Offline
Application Scenario
Use this method when the host or laptop, which is used to perform the pre-upgrade site survey or upgrade, fails to connect to Huawei website.

This section can be performed only after the procedure in 4.1.1 Installing SmartKit Online is complete.
Procedure
0. [bookmark: lfb7063f2fe18424cb7d7be0ceb380324]On the SmartKit home page, click Function Management and then click Export. In the dialog box that is displayed, select the desired functions and click Export. Figure 4-4 and Figure 4-5 show an example.
[bookmark: _f983b4111c11e496e9fbeba0a0ed78cf9]Function management


[bookmark: _f0f93077389354832bb96edb4f830ff4b]Exporting functions


After the export is complete, click View to open the save path of the function package.
Opening the save path


[bookmark: ld6dcc7ead7d3449f93d72f16cc90eb89]Copy the function package exported in Step 1 and the latest SmartKit installation package to the host or laptop that is used to perform the pre-upgrade site survey or upgrade.
Decompress the SmartKit installation package and install the latest SmartKit. On the Function Management page, click Import, select the function package copied in Step 3 and click OK, as shown in Figure 4-7 and Figure 4-8.
[bookmark: _f07031392ef9449f996f15eb20f3c7bda]Importing the function package


[bookmark: _f3a97995fb4544a77b1666e106cb56a2b]Selecting the package to be imported


After the import is complete, click Install to install the imported function package.
Install

After the import is complete, you can use the functions on the SmartKit home page.
----End
[bookmark: _EN-US_TOPIC_0000001648784249][bookmark: _Toc256000019][bookmark: _EN-US_TOPIC_0000001648784249-chtext](Optional) Importing Devices in a Batch
Application Scenario
When there are a large number of devices, adding them one by one is time-consuming. In this case, you can import devices in a batch. After adding the devices successfully, you can directly select them in different scenarios, which is more efficient and convenient.
Procedure
0. On the main menu, click Add Device to go to the device list page as shown in Figure 4-10.
[bookmark: _fig13173172017109]Adding devices

On the device list page, click Get Template File to download the template file to a specified local directory as shown in Figure 4-11.
[bookmark: _fig35145411011]Obtaining the template for importing devices

Open the downloaded template file and fill in the information about the devices to be added according to the requirements described in the template as shown in Figure 4-12. (Each row represents one device. You can add multiple rows).
[bookmark: _fig6835124215138]Filling in the device information

Click Batch Import, select the DeviceList_Template.xls file, and import it as shown in Figure 4-13.
[bookmark: _fig1988219182177]Importing device information

The devices are successfully added in a batch as shown in Figure 4-14.
[bookmark: _fig32411144144715]Successfully adding the devices in a batch

----End
[bookmark: _EN-US_TOPIC_0000001648784233][bookmark: _Toc256000020][bookmark: _EN-US_TOPIC_0000001648784233-chtext]Setting the Upgrade Policy
Procedure
0. After SmartKit and the upgrade plug-ins have been installed, click Pre-upgrade Site Survey in Upgrade/Patch Installation, as shown in Figure 4-15.
[bookmark: _f1c19599d7e384063b572d034f4e80f1a]Pre-upgrade site survey


On the page that is displayed, click Upgrade Policy Setting, as shown in Figure 4-16.
[bookmark: _fc750a02d188947ddaf206010237390a8]Setting the upgrade policy


On the displayed Set Upgrade Policy page, click Add Device, as shown in Figure 4-17 and Figure 4-18.

This step describes how to add a single device. For details about how to add devices in a batch, see 4.2 (Optional) Importing Devices in a Batch.
[bookmark: _fig163031420199]Adding a device (1)


[bookmark: _fig363041420192]Adding a device (2)


Enter the management IP address of the device and click Next, as shown in Figure 4-19.
[bookmark: _f6ec6333dc1814e27a34a9e8f6e2251a2]Entering the management IP address of the device


Enter Username and Password of the device and click Finish, as shown in Figure 4-20.

The default port number is 22. Require Certificate Verification is set to No by default. Leave Need Debugging Password and Switch to user root empty.
[bookmark: _f641b37d10aec46df8ae419b5036ce274]Entering the username and password


A dialog box is displayed indicating that the device fingerprint is not registered. Click OK to register it, as shown in Figure 4-21.
[bookmark: _f8d75545177cd4d50a6012d0e2d4b2444]Registering the fingerprint



If a message is displayed indicating that the security certificate of this device is untrusted, click OK to continue.

Select the added device and click Next, as shown in Figure 4-22.
[bookmark: _ffd3253befd174f87967d711acd1c8d0b]Selecting devices


Select the component to be upgraded and click Next, as shown in Figure 4-23.
[bookmark: _fig860093252811]Selecting component to be upgraded

On the Set Strategy page, specify the Upgrade Mode and Target Version, and click Finish, as shown in Figure 4-24.
[bookmark: _f02db30f6c3bb45d8a6dd06aea898638a]Setting the strategy


On the Set Upgrade Policy page, select the added device and click OK to complete the upgrade policy setting, as shown in Figure 4-25.
[bookmark: _f582ab516087646f6acc7618714f5172c]Upgrade policy set successfully


----End
[bookmark: _EN-US_TOPIC_0000001648586033][bookmark: _Toc256000021][bookmark: _EN-US_TOPIC_0000001648586033-chtext]Evaluating Array Upgrade


This evaluation is to check the health status of the storage system to prevent any adverse impact on the upgrade. Ensure that all items pass the evaluation before performing subsequent operations. If you decide to ignore the failed items (if any) and forcibly upgrade the system, make sure you are aware of the risks and accept the consequences thereof. The array upgrade evaluation takes about 5 to 10 minutes.
Procedure
0. On the Pre-upgrade Site Survey page, select Array Upgrade Evaluation, as shown in Figure 4-26.
[bookmark: _fd42348ee99c145f3b509384ba7bc7cb2]Starting storage system evaluation


On the Upgrade Evaluation Tool page, select the desired device and click Execute, as shown in Figure 4-27.
[bookmark: _f2e89ad8ea915493ba13e2200206a25c5]Upgrade evaluation tool


After the evaluation is complete, click the failed items (if any) and follow the instructions in Reference in the Details dialog box to rectify them. Then perform the evaluation again until all items are passed, as shown in Figure 4-28.
[bookmark: _f1236d2b93ac24954b0adb156cba33670]Detailed check information



If certain failed items cannot be rectified, contact the technical support engineers to evaluate the risks and proceed with the upgrade only when the risks are acceptable.
----End
[bookmark: _EN-US_TOPIC_0000001599026152][bookmark: _Toc256000022][bookmark: _EN-US_TOPIC_0000001599026152-chtext]Collecting Array Information
Procedure
0. On the Pre-upgrade Site Survey page, click Array Information Collection, as shown in Figure 4-29.
[bookmark: _d0e2337]Collecting array information


On the Information Collection page, select the desired device from the list and click Collect, as shown in Figure 4-30.
[bookmark: _d0e2354]Start collecting


After information has been collected, click Open Directory to view the collected information, as shown in Figure 4-31.
[bookmark: _d0e2369]Opening the directory of the collected information


----End
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[bookmark: _EN-US_TOPIC_0000001599503756][bookmark: _Toc256000023][bookmark: _EN-US_TOPIC_0000001599503756-chtext]Performing the Upgrade
5.1  Setting the Upgrade Policy
5.2  Prerequisites for Upgrading Controller Software
5.3  Upgrading Controller Software
0. [bookmark: _EN-US_TOPIC_0000001599344068][bookmark: _Toc256000024][bookmark: _EN-US_TOPIC_0000001599344068-chtext]Setting the Upgrade Policy
0. On the SmartKit home page, click Device Upgrade in Upgrade/Patch Installation and then click Upgrade Policy Setting, as shown in Figure 5-1.
[bookmark: _fdfa20d6904f944aebdac0aef62df1687]Setting the upgrade policy


Click Add Device, as shown in Figure 5-2.
[bookmark: _f3dcf4a9945904c6a8ed5ec5f1818ad11]Adding a device

On the Select Device page, select the device that has been added in 4.3 Setting the Upgrade Policy and click Next, as shown in Figure 5-3. (If no device has been added, add one by following the instructions in 4.3 Setting the Upgrade Policy.)
[bookmark: _fe570d4de24bb44e2b930c0e85c12158e]Selecting a device

Select the component to be upgraded and click Next, as shown in Figure 5-4.
[bookmark: _fig1692822053312]Selecting component to be upgraded

On the Upgrade Settings page, click Browse, select the upgrade package, and click OK, as shown in Figure 5-5.
[bookmark: _f9046d8ccb7de4279b6d96487caefb6ab]Selecting the upgrade package

Click Modify. Select the patch package to be installed after the upgrade, as shown in Figure 5-6.
[bookmark: _fig163821433141616]Selecting the patch package

Click Browse on the right of Directory saving the backup data and report to select a backup path and click Save, as shown in Figure 5-7.
[bookmark: _fd6e38c704f50426bbf27e62e6418ee37]Selecting a backup path

Return to the Set Upgrade Policy page. Select the added device, select the confirmation item, and click OK to complete the upgrade policy setting, as shown in Figure 5-8.
[bookmark: _f8e1b627c210e4d08acd73181dc80605e]Upgrade policy set successfully


----End
[bookmark: _EN-US_TOPIC_0000001648943557][bookmark: _Toc256000025][bookmark: _EN-US_TOPIC_0000001648943557-chtext]Prerequisites for Upgrading Controller Software
Prerequisites
Preparations have been made according to 3 Preparations.
The pre-upgrade site survey has been conducted according to 4 Pre-upgrade Site Survey. If the upgrade is performed more than one day after the last pre-upgrade site survey, you are advised to perform the site survey again before upgrading the controller software.
On DeviceManager, Max. Sessions per User has been set to 0. To check the value, choose Settings > User and Security > Security Policies and find the value in Login Policy. If it is not 0, change it to 0 and restore the original value after the upgrade is complete.
Login policy


All DeviceManager and CLI pages have been closed. In addition, login to DeviceManager or the CLI is prohibited during the upgrade.
[bookmark: _EN-US_TOPIC_0000001599503760][bookmark: _Toc256000026][bookmark: _EN-US_TOPIC_0000001599503760-chtext]Upgrading Controller Software
Procedure
0. On the Device Upgrade page, click Storage Array Upgrade, as shown in Figure 5-10.
[bookmark: _f9365898d67eb47f28dff454b11881284]Starting storage upgrade

Click Perform Upgrade to start the upgrade, as shown in Figure 5-11.
[bookmark: _f22abff8fb49d4e0aa55e32d6fa3451ba]Performing the upgrade


In the Confirm Upgrade dialog box, confirm the information, enter Yes, and click OK to start the upgrade, as shown in Figure 5-12.
[bookmark: _f2a1a6b0ff19a46b494afa815297f51fb]Confirming the upgrade


The system automatically imports the upgrade package, as shown in Figure 5-13.
[bookmark: _f8e044fb29d0c4207a04f3a07727694aa]Importing the upgrade package


After the upgrade package is imported, the system automatically starts a pre-upgrade check, as shown in Figure 5-14.
[bookmark: _f5587f53210ed4630ac6cd97e92b6468d]Pre-upgrade check



The pre-upgrade check mainly carries out inspections directly related to the device and its health status, such as the upgrade package compatibility, device service load, redundant links of hosts, and device alarms. Some check items have been covered by the array upgrade evaluation, while other items must be checked after the upgrade package is imported.
After the pre-upgrade check is complete, the system automatically backs up data, as shown in Figure 5-15.
[bookmark: _f99944a13350c450d8b085a35d0c9cee3]Data backup

After data backup, the system automatically performs the upgrade, as shown in Figure 5-16.
[bookmark: _f2e6d9c9c9e5a49eabab9c551bf62bd9f]Performing the upgrade


After the upgrade is complete, the system automatically performs a post-upgrade verification, as shown in Figure 5-17.
[bookmark: _f8d33bec7b5a94f8cbcccc952c92677e6]Post-upgrade verification



Check the post-upgrade verification result carefully to ensure no exception occurred during the upgrade.
After the upgrade, verify that the system version is consistent with the upgrade package version. The upgrade process is completed, as shown in Figure 5-18.
[bookmark: _fdeaf7bf76c99498cafa81bbb12a2b8dd]Confirming completion of the upgrade


----End
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[bookmark: _EN-US_TOPIC_0000001648943593][bookmark: _Toc256000027][bookmark: _EN-US_TOPIC_0000001648943593-chtext]Conducting an Inspection


The inspection is to check the system health status after the upgrade. The system status is normal only when all inspection items pass the check. Otherwise, rectify the failed items as prompted.
Procedure
0. After the fast upgrade is complete, click Inspection, as shown in Figure 6-1. Select the check items. By default, all items are selected, as shown in Figure 6-2.
[bookmark: _fig1142132164612]Starting the inspection


[bookmark: _fig6617133510378]Selecting check items


Click Next. The inspection starts and takes about 5 minutes, as shown in Figure 6-3.
[bookmark: _fff8a1c6da2aa49108729ae8247871435]Inspection completed


After the inspection is complete, click Passed or Not passed to view the inspection details, as shown in Figure 6-4.
[bookmark: _f2f84d2ee8dfa4b7c8536dc5bcd74a3fa]Viewing the inspection details


Click Original Information to view error details, as shown in Figure 6-5.
[bookmark: _f13b2b9aee912438793212c546ec142ad]Original information


Click View the report, as shown in Figure 6-6.
[bookmark: _fb84d35acf14444a081207f036ba0c197]Viewing the report


Click the navigation tree on the left for detailed information, as shown in Figure 6-7.
[bookmark: _f89f9c4b7feb047c09403847e2a23bccf]Detailed storage device inspection report


----End
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[bookmark: _EN-US_TOPIC_0000001599026140][bookmark: _Toc256000028][bookmark: _EN-US_TOPIC_0000001599026140-chtext]Verifying the Upgrade
7.1  Verifying User Configuration Data
7.2  Verifying Host Services
This section describes how to verify that host services are running properly.
0. [bookmark: _EN-US_TOPIC_0000001599344088][bookmark: _Toc256000029][bookmark: _EN-US_TOPIC_0000001599344088-chtext]Verifying User Configuration Data
Expected Results
The user configuration data is consistent with that before the upgrade.
The license is available after the upgrade.
Procedure
0. Verify that the user configuration data is consistent with that before the upgrade.
Verify that the license is available after the upgrade.
----End
Troubleshooting
0. If user configuration data is lost, import the configuration data backed up before the upgrade for restoration. If the restoration fails, manually restore the configuration using exported running data.
If the license is unavailable after the upgrade, import the license file backed up during the upgrade.

The license file is automatically backed up along with data backup during the system upgrade.
----End
[bookmark: _EN-US_TOPIC_0000001599184372][bookmark: _Toc256000030][bookmark: _EN-US_TOPIC_0000001599184372-chtext]Verifying Host Services
This section describes how to verify that host services are running properly.
Contact the customer's device administrator or IT department administrator to assist in verifying that host services are running properly.
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[bookmark: _EN-US_TOPIC_0000001648586057][bookmark: _Toc256000031][bookmark: _EN-US_TOPIC_0000001648586057-chtext]Retrying the Upgrade
If the upgrade fails, see 14.1 Common Troubleshooting Methods for an Upgrade Failure. Click Retry as shown in step 2 of the troubleshooting procedure.
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[bookmark: _EN-US_TOPIC_0000001648784225][bookmark: _Toc256000032][bookmark: _EN-US_TOPIC_0000001648784225-chtext]Rolling Back the Upgrade
If the upgrade fails, see 14.1 Common Troubleshooting Methods for an Upgrade Failure. If the retry fails, click Roll Back as shown in step 2 of the troubleshooting procedure.
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[bookmark: _EN-US_TOPIC_0000001599184328][bookmark: _Toc256000033][bookmark: _EN-US_TOPIC_0000001599184328-chtext]OTA Upgrade Procedure
This chapter describes how to upgrade the device in Over The Air (OTA) mode.
10.1  Before You Start
10.2  OTA Upgrade Process
10.3  Connecting a Device to DME IQ
10.4  Querying the Version Update
10.5  Performing Pre-upgrade Evaluation
10.6  Downloading the Upgrade Package
10.7  Setting Off-Peak Download and Auto Upgrade
10.8  Upgrading a Device
0. [bookmark: _EN-US_TOPIC_0000001648784229][bookmark: _Toc256000034][bookmark: _EN-US_TOPIC_0000001648784229-chtext]Before You Start
In OceanStor Dorado 6.1.3 and later, you can upgrade a device in OTA mode after connecting it to eService. Compared with the SmartKit-based upgrade, the OTA upgrade does not require complex operations, such as formulating upgrade policies, downloading software packages, and installing SmartKit. The version update is immediately pushed after new release and you only need to log in to DeviceManager to upgrade devices.


1. The current version must be 6.1.3 or later.
2. Only OceanStor Dorado 2000, 3000, 5000, 5300, 5500, 5600, 5600K, and 6000 support this upgrade mode.
3. Only fast upgrade supports this upgrade mode.
[bookmark: _EN-US_TOPIC_0000001648943565][bookmark: _Toc256000035][bookmark: _EN-US_TOPIC_0000001648943565-chtext]OTA Upgrade Process
This section describes the main steps for the OTA upgrade and their required time.
Table 10-1 lists necessary steps and their required time in the OTA upgrade.
[bookmark: _d0e3305]OTA upgrade procedure
	Step
	Time Required
	Remarks

	Connecting a device to DME IQ
	1 to 5 minutes
	See 10.3 Connecting a Device to DME IQ.

	Querying the version update
	5 seconds
	See 10.4 Querying the Version Update.

	Performing pre-upgrade evaluation
	3 to 5 minutes
	See 10.5 Performing Pre-upgrade Evaluation.

	Downloading the software package
	It depends on the software package size and network download speed. If the download speed is 5 Mbit/s, it takes about 3 to 5 minutes.
	See 10.6 Downloading the Upgrade Package.

	Upgrading a device
	20 to 30 minutes
	See 10.8 Upgrading a Device.



[bookmark: _EN-US_TOPIC_0000001599503724][bookmark: _Toc256000036][bookmark: _EN-US_TOPIC_0000001599503724-chtext]Connecting a Device to DME IQ
This section describes how to connect a device to DME IQ and enable the OTA upgrade function.
0. Log in to DeviceManager and choose Settings > DME IQ Settings. If you have connected the device to DME IQ as shown in Figure 10-1, click Test Network to ensure that the network connectivity is normal. Otherwise, go to the next step.
[bookmark: _fig14470144618423]DME IQ Settings

Click the online help icon  in the upper right corner of DeviceManager to go to the Online Help page. Search for Managing DME IQ and refer to the procedure to connect the device to DME IQ.
----End


1. The current version is 6.1.5 or earlier. You need to access eService settings to enable OTA upgrade.
0. Log in to DeviceManager and choose Settings > eService Settings. If you have connected the device to eService as shown in Figure 10-2, click Test Network to ensure that the network connectivity is normal. Otherwise, go to the next step.
[bookmark: _d0e3476]eService Settings

Click the online help icon  in the upper right corner of DeviceManager to go to the Online Help page. Search for Managing eService and refer to the procedure to connect the device to eService.
----End
[bookmark: _EN-US_TOPIC_0000001648784181][bookmark: _Toc256000037][bookmark: _EN-US_TOPIC_0000001648784181-chtext]Querying the Version Update
This section describes how to check whether a device can be upgraded to another version after it has been connected to DME IQ.
0. Log in to DeviceManager after connecting a device to DME IQ. If a new version is detected, the system prompts a message, as shown in Figure 10-3.
[bookmark: _d0e3534]New version prompt


You can also click  in the upper right corner of DeviceManager to go to the Upgrade page and view the version update information.
Click View Now. The version details page is displayed, as shown in Figure 10-4.
[bookmark: _d0e3557]Version details page


As shown in the preceding figure, you can view the current version and available target version of the device. Specifically, you can view the version number, release time, and description of the target version.
You can perform all subsequent OTA upgrade operations on this page, including pre-upgrade evaluation, upgrade package download, and upgrade startup.
----End
[bookmark: _EN-US_TOPIC_0000001599184340][bookmark: _Toc256000038][bookmark: _EN-US_TOPIC_0000001599184340-chtext]Performing Pre-upgrade Evaluation
This section describes how to perform pre-upgrade evaluation. The device pre-upgrade check is automatically performed before the upgrade starts.


The pre-upgrade evaluation aims to identify problems that may fail the upgrade before downloading the software package and starting the upgrade. You must ensure that all check items pass the check before performing subsequent steps.
0. On the version details page, click Pre-upgrade Evaluation. The system automatically performs the pre-upgrade evaluation.
Starting upgrade evaluation

If all evaluation items are passed, click Close to exit the evaluation page.
If any item fails to pass the evaluation, click Failure Details to view the failure cause and rectification suggestions. Rectify the fault based on the suggestions and redo the evaluation until all evaluation items are passed.
Viewing failed item details

After the fault is rectified, click the retry button to redo the evaluation.
Redoing evaluation


You can click the last evaluation record to view its details.

You can click Retry to redo the evaluation on the last evaluation details page.

If the pre-upgrade evaluation fails but the upgrade package is successfully downloaded, you can confirm the risk and start the OTA upgrade.

----End
[bookmark: _EN-US_TOPIC_0000001599503768][bookmark: _Toc256000039][bookmark: _EN-US_TOPIC_0000001599503768-chtext]Downloading the Upgrade Package
This section describes how to download the upgrade software package.

The software package download may take a long time due to network problems. You are advised to arrange the download before the upgrade time window according to the software package size and current download speed.
You are advised to download the software package only after the upgrade evaluation is passed. Otherwise, the device may not meet upgrade requirements, wasting download time.
0. Click Download Upgrade Package. The system automatically downloads the upgrade software package.
Starting download

Displaying the current progress


You can click  to pause the download and then resume it at any time since the downloaded part is stored on the device.
You can click  to cancel the download. The cancellation will delete the downloaded package and terminate the download task. You need to restart the download task for another download.
If a network exception interrupts the download, the download task is automatically suspended and is resumed after the network is recovered.
After the download is complete, you can click  to delete the downloaded package.
----End
[bookmark: _EN-US_TOPIC_0000001599184360][bookmark: _Toc256000040][bookmark: _EN-US_TOPIC_0000001599184360-chtext]Setting Off-Peak Download and Auto Upgrade
This section describes how to set the off-peak download function.

You can configure the start time, end time, and maximum download speed for off-peak download. In this way, the software package can be automatically downloaded when a new version is detected.
After a device is connected to eService, off-peak download is enabled by default.
0. On the version details page, click Set Off-Peak Download and set the start time, end time, and maximum speed, as shown in Figure 10-10
[bookmark: _fig1951574695719]Setting off-peak download parameters


Figure 10-11 shows how to enable auto upgrade.
[bookmark: _fig191571656125912]Enabling auto upgrade



If auto upgrade is not required, you can turn off the switch, as shown in Figure 10-12.
[bookmark: _fig1075520105215]Turning off the auto upgrade switch


If off-peak download is not required, you can turn off the switch, as shown in Figure 10-13.
[bookmark: _fig58599362315]Disabling off-peak download


The system automatically starts to download the upgrade software package after entering the time interval set in off-peak download.
Off-peak download in progress

After off-peak download is complete, auto upgrade is performed.
Auto upgrade completed

----End
[bookmark: _EN-US_TOPIC_0000001648943533][bookmark: _Toc256000041][bookmark: _EN-US_TOPIC_0000001648943533-chtext]Upgrading a Device
This section describes how to upgrade a device after the upgrade package is downloaded.

The OTA upgrade uses the fast upgrade mode by default. There is no device restart and host service impact during the upgrade. However, the I/O impact lasts for 1 to 2 seconds during the upgrade. Therefore, you are advised to start the OTA upgrade during off-peak hours.
0. Click Start OTA Upgrade. The window for confirming the target version and backing up data is displayed.
Confirming the target version and backing up data

Click Export. The license file and configuration data are automatically backed up. Save the backup file properly.
After the configuration data is backed up, click Upgrade.
Starting the upgrade

Confirm the risk as prompted and click OK.
Risk confirmation


If you do not want to continue the upgrade, click Cancel.
After you click OK, the system automatically starts the upgrade process, and completes all steps if no exception occurs. You cannot stop or cancel the upgrade during the upgrade process.
The system automatically distributes the upgrade package to all device nodes, as shown in Figure 10-19.
[bookmark: _d0e3936]Package distribution


This step will fail if the upgrade package is incomplete or a download error occurs. The failure cause will be displayed on this page. You can manually query the version on the version details page, download the software package again, and redo the upgrade.
After distributing the upgrade package, the system automatically redoes a pre-upgrade check to ensure a normal system status and correct software package.
Performing a pre-upgrade check


You can ignore the check result of some failed pre-upgrade check items and continue the upgrade.
After the pre-upgrade check is passed, the system automatically enters the upgrade execution phase. In normal cases, the upgrade process cannot be terminated or exited until the upgrade is complete.
Performing the upgrade


If the upgrade fails due to an exception, the system automatically rolls back to the source version. If an exception also occurs during the rollback, the upgrade process stops at the failure point and manual intervention is required. In this case, contact Huawei technical support engineers.
After the upgrade is complete, the system automatically performs a post-upgrade check to ensure a normal system status.
Performing the post-upgrade check


The upgrade process enters the post-upgrade check phase, in which the system version has been upgraded to the target version.
If the post-upgrade check fails, rectify the fault by clicking Details.
----End
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[bookmark: _EN-US_TOPIC_0000001599026112][bookmark: _Toc256000042][bookmark: _EN-US_TOPIC_0000001599026112-chtext]Rolling and Parallel Upgrade Procedure
11.1  Before You Start
11.2  Upgrade Process
11.3  Preparations
11.4  Pre-upgrade Site Survey
11.5  Performing the Upgrade
11.6  Verifying the Upgrade
0. [bookmark: _EN-US_TOPIC_0000001599184392][bookmark: _Toc256000043][bookmark: _EN-US_TOPIC_0000001599184392-chtext]Before You Start
6. [bookmark: _Toc256000044][bookmark: _EN-US_TOPIC_0000001599344076-chtext]Upgrade Impact
This section describes the possible impact of the upgrade on the storage system.
Before the upgrade, read this section carefully to understand the possible impact on the system.
0. [bookmark: _Toc256000045][bookmark: _EN-US_TOPIC_0000001599026100-chtext]Impact on the System During the Upgrade
This section describes the possible impact on the system during the upgrade.
Impact on Services
During a rolling upgrade, some controllers restart and their services are taken over by other functioning controllers. The read and write performance may decrease by 10% to 20%. It is recommended that you perform the upgrade in off-peak hours.
A parallel upgrade requires that no services are carried. Stop all host services before a parallel upgrade.
Impact on Network Communication
When a controller is being restarted, its management network is temporarily inaccessible. After the controller starts up, the management network restores.
[bookmark: _Toc256000046][bookmark: _EN-US_TOPIC_0000001648943549-chtext]Impact on the System After the Upgrade
There is no negative impact on the storage system after the upgrade.
[bookmark: _Toc256000047][bookmark: _EN-US_TOPIC_0000001648943585-chtext]Precautions
This section describes the precautions for an upgrade.
Before the Upgrade
Before performing a rolling upgrade on an OceanStor Dorado 2000, 3000, 5000, 6000, ensure that the hosts, heterogeneous devices, and remote devices have redundant links to each controller of the storage system. To be specific:
Each host, heterogeneous device, and remote device have available links to controller A of each controller enclosure.
Each host, heterogeneous device, and remote device have available links to controller B of each controller enclosure.
Before performing a rolling upgrade on an OceanStor Dorado 8000 or 18000, ensure that the hosts, heterogeneous devices, and remote devices have redundant links to interface modules of the storage system. To be specific:
Each host, heterogeneous device, and remote device have available links to at least one interface module on the upper plane of each controller enclosure.
Each host, heterogeneous device, and remote device have available links to at least one interface module on the lower plane of each controller enclosure.
To check the path redundancy, refer to 15.9 What Can I Do If the Front-End Link Redundancy Check Fails During the Upgrade?
Before the upgrade, ensure that the service load of the controllers is normal to avoid adverse impact on the upgrade. To be specific:
The CPU usage must be lower than 50%.
The free memory of the controllers must be greater than 500 MB.
The maximum disk usage must be lower than 80%, and the average disk usage must be lower than 60%.
The front-end bandwidth usage must be lower than 80%.
Ensure that the target storage version is compatible with the customer's management software, such as OceanStor BCManager.
For storage systems in a DR Star trio, you are advised to first upgrade the third site (secondary end of the two asynchronous remote replication pairs or consistency groups).
Do not upgrade both the primary and secondary storage systems of remote replication at the same time. Do not perform any of the following operations when a member storage system of remote replication is being upgraded:
Add a member to the remote replication consistency group.
Remove a member from the remote replication consistency group.
Delete the SAN remote replication pair.
Switch over the primary and secondary storage systems.
Synchronize the remote replication pair or consistency group.
During the Upgrade
Do not access the system using non-upgrade users.
Do not perform any operation on the hardware, such as removing or inserting interface modules, power modules, or disks.
Ensure persistent power supply.
Ensure normal network connections.
Do not manually scan for disks on the host.
After the Upgrade
If an alarm ID cannot be found in the document of the target version, find it in the document of the source version. Such an alarm does not exist in the target version and must be manually cleared.
After the upgrade is complete, clear the cache data of the browser on the maintenance terminal. For example, if you use Internet Explorer, choose Tools > Internet Options. On the General tab, click Delete under Browsing history. In the dialog box that is displayed, clear the browser's caches as prompted. Then you can visit OceanStor DeviceManager.
If the digital certificate or private key imported to OceanStor DeviceManager before the upgrade does not work, the backup digital certificate and private key will be used after the upgrade to ensure that background services can be started properly.
[bookmark: _EN-US_TOPIC_0000001648704817][bookmark: _Toc256000048][bookmark: _EN-US_TOPIC_0000001648704817-chtext]Upgrade Process
Table 11-1 provides the estimated upgrade schedule for each procedure.
[bookmark: _d0e4324]Upgrade schedule
	Step
	Start Time
	Time Required
	Remarks

	Preparations
	One week before the upgrade
	30 minutes
	See 11.3 Preparations.

	Pre-upgrade Site Survey
	One week before the upgrade
	40 minutes
	See 11.4 Pre-upgrade Site Survey.

	Performing the Upgrade
	During the upgrade
	60 to 90 minutes
	The upgrade duration depends on the number of disk enclosures, interface modules, and service load.
See 11.5 Performing the Upgrade.

	Conducting an Inspection
	After the upgrade
	30 minutes
	See 11.5.4 Conducting an Inspection.

	Verifying the Upgrade
	After the upgrade
	15 minutes
	See 11.6 Verifying the Upgrade.




The time listed for each operation is for reference only. The time actually required depends on onsite conditions.
[bookmark: _EN-US_TOPIC_0000001599344036][bookmark: _Toc256000049][bookmark: _EN-US_TOPIC_0000001599344036-chtext]Preparations
Download related tools and software packages. For details, see 3 Preparations.
[bookmark: _EN-US_TOPIC_0000001648943553][bookmark: _Toc256000050][bookmark: _EN-US_TOPIC_0000001648943553-chtext]Pre-upgrade Site Survey


The site survey is to check the storage systems and host services to ensure a successful upgrade. Perform the operations by following instructions in this section.
OceanStor Dorado 8000 and 18000 use an active-active front-end architecture. Resetting a single controller does not interrupt front-end links or trigger a switchover. If you do not need to upgrade front-end interface modules or the front-end interface modules support hot upgrade, the rolling upgrade does not trigger host compatibility issues, and compatibility evaluation will be automatically skipped during the pre-upgrade site survey.
The site survey involves installing the upgrade tool, setting the upgrade policy, collecting storage information,  conducting an inspection,evaluating the array upgrade, evaluating the compatibility, and analyzing logs.
	Step
	Description
	Duration

	Installing the upgrade tool
	Install SmartKit that is used to perform the pre-upgrade site survey and upgrade operations.
	10 minutes

	Setting the upgrade policy
	Select the device you want to upgrade and set the upgrade policy.
	5 minutes

	Collecting array information
	Use the information collection tool to collect the storage system's run logs for health status evaluation.
	5 minutes for dual controllers

	Conducting an inspection
	Check the software and hardware status, value-added services, and alarms on the storage system.
	10 minutes

	Evaluating array upgrade
	Use the upgrade evaluation tool to automatically check the storage system status to ensure a smooth upgrade.
	5 minutes for dual controllers

	Evaluating the compatibility
	For OceanStor Dorado 8000 and 18000 storage systems, if the hosts connect to the storage systems through Fibre Channel networks and the front-end interface modules support hot upgrade, skip this step. Otherwise, evaluate the host network compatibility. Parallel upgrades do not require compatibility evaluation.
	5 minutes for 100 devices

	Analyzing logs
	Use the fault diagnosis tool of eService to analyze logs (skip this step if it is not included in the pre-upgrade site survey on SmartKit).
	10 minutes



6. [bookmark: _Toc256000051][bookmark: _EN-US_TOPIC_0000001599184356-chtext]Installing the Upgrade Tool
For details, see 4.1 Installing the Upgrade Tool.
[bookmark: _Toc256000052][bookmark: _EN-US_TOPIC_0000001599344072-chtext]Setting the Upgrade Policy
On the Set Strategy page, select Rolling Upgrade. For details, see 4.3 Setting the Upgrade Policy.

To select rolling upgrade, click Show>>.
Setting the strategy

[bookmark: _Toc256000053][bookmark: _EN-US_TOPIC_0000001599184376-chtext]Collecting Array Information
For details, see 4.5 Collecting Array Information.
[bookmark: _EN-US_TOPIC_0000001599026160][bookmark: _Toc256000054][bookmark: _EN-US_TOPIC_0000001599026160-chtext]Conducting an Inspection


The verification is successful only when all items pass the inspection.
For details, see 6 Conducting an Inspection.
[bookmark: _EN-US_TOPIC_0000001599503792][bookmark: _Toc256000055][bookmark: _EN-US_TOPIC_0000001599503792-chtext]Evaluating Array Upgrade
This section describes how to evaluate the system upgrade during pre-upgrade site survey.


This evaluation is to check the health status of the storage system to prevent any adverse impact on the upgrade. Ensure that all items pass the evaluation before performing subsequent operations. If you decide to ignore the failed items (if any) and forcibly upgrade the system, make sure you are aware of the risks and accept the consequences thereof.
If compatibility evaluation becomes unavailable after the array upgrade evaluation, you do not need to evaluate compatibility separately.
Procedure
0. On the Pre-upgrade Site Survey page, select Array Upgrade Evaluation, as shown in Figure 11-2.
[bookmark: _d0e4812]Starting storage system evaluation

On the Upgrade Evaluation Tool page, select the desired device and click Execute, as shown in Figure 11-3.
[bookmark: _d0e4831]Upgrade evaluation tool

After the evaluation is complete, click the failed items (if any) and follow the instructions in Reference in the Details dialog box to rectify them. Then perform the evaluation again until all items are passed.
Detailed check information



If certain failed items cannot be rectified, contact Huawei technical support engineers to evaluate the risks and proceed with the upgrade only when the risks are acceptable.
----End
[bookmark: _EN-US_TOPIC_0000001599344084][bookmark: _Toc256000056][bookmark: _EN-US_TOPIC_0000001599344084-chtext]Evaluating Compatibility
This section describes how to evaluate the compatibility of devices such as hosts, switches, and databases to check the host network status and third-party compatibility issues.

If all items in 11.4.5 Evaluating Array Upgrade have passed the evaluation, Compatibility Evaluation becomes unavailable on SmartKit. This means that compatibility evaluation is not required, and you can skip this section.
If host services have been stopped before the upgrade, compatibility evaluation is not needed.
If the compatibility evaluation tool provided in this section cannot be used, log in to each host and check compatibility manually by following instructions in 16.1 Checking Host Status.
Procedure
0. On the Pre-upgrade Site Survey page, click Compatibility Evaluation, as shown in Figure 11-5.
[bookmark: _d0e4919]Entering compatibility evaluation

The system automatically queries the host information of the current device, as shown in Figure 11-6.
[bookmark: _d0e4931]Querying host information

After the query is complete, click Add. In the displayed dialog box, enter the IP address of the device and click Next, as shown in Figure 11-7.
[bookmark: _d0e4950]Entering the device IP address


Enter the user name and password of the host and click Finish, as shown in Figure 11-8.
[bookmark: _d0e4965]Entering the user name and password


Select the device to be evaluated and click Execute, as shown in Figure 11-9.
[bookmark: _d0e4980]Executing compatibility evaluation


Confirming the warning


SmartKit automatically evaluates compatibility, as shown in Figure 11-11.
[bookmark: _d0e4996]Evaluation completed


Click View Report, as shown in Figure 11-12.
[bookmark: _d0e5011]Viewing the report


Click the navigation tree on the left for detailed information, as shown in Figure 11-13.
[bookmark: _d0e5023]Compatibility evaluation report



The host compatibility evaluation tool can be used only when the host OS is VMware, Windows, Linux, Solaris, HP_UX, or AIX. For details on how to check compatibility of hosts running non-mainstream OSs, see 15.10 How Can I Check the Compatibility of Hosts Running Non-mainstream Operating Systems?
If the timeout period of the HBA or iSCSI initiator fails to pass the check but the problem cannot be rectified according to the handling suggestion, refer to 15.12 What Can I Do When the Host HBA or iSCSI Timeout Parameter Does Not Pass the Check and Cannot be Modified?
----End
[bookmark: _EN-US_TOPIC_0000001599344056][bookmark: _Toc256000057][bookmark: _EN-US_TOPIC_0000001599344056-chtext]Analyzing Logs
This section describes how to use the fault diagnosis tool of eService and storage array logs to analyze potential faults.
Procedure
0. Access the eService home page at http://support.eservice.huawei.com/#/Welcome.

Obtain the login account and password from Huawei technical support engineers.
Click Storage Fault Diagnosis under Troubleshooting to open the fault diagnosis tool, as shown in Figure 11-14.
[bookmark: _d0e5094]Opening the storage fault diagnosis tool


Click Create Fault Analysis Task, as shown in Figure 11-15.
[bookmark: _d0e5109]Starting fault diagnosis

On the New Analysis page, add the log file, as shown in Figure 11-16.
[bookmark: _d0e5125]Adding the log file

Select the log file package to be uploaded, as shown in Figure 11-17.
[bookmark: _d0e5138]Uploading the local log package



The uploaded log package is obtained in 11.4.4 Conducting an Inspection.
After selecting the log file package and a scenario, click OK, as shown in Figure 11-18. Wait until the logs are uploaded and analyzed, as shown in Figure 11-19.
[bookmark: _d0e5162]Clicking OK

[bookmark: _d0e5170]Waiting for analysis



For the first upload, specify the product model and version information as prompted.
After the analysis is complete, click View to view the log analysis result, as shown in Figure 11-20.
[bookmark: _d0e5187]Viewing the log analysis result


In the log analysis result, you only need to focus on the faults and risks in the last two months.
If any fault or risk exists, rectify it as prompted. If the fault or risk persists, contact Huawei technical support for assistance.


If any fault or risk is found, do not perform the subsequent upgrade operations before the fault is rectified or Huawei technical support engineers suggest. Otherwise, the upgrade may fail or services may be interrupted.
----End
[bookmark: _EN-US_TOPIC_0000001648704773][bookmark: _Toc256000058][bookmark: _EN-US_TOPIC_0000001648704773-chtext]Performing the Upgrade
6. [bookmark: _Toc256000059][bookmark: _EN-US_TOPIC_0000001599503720-chtext]Setting the Upgrade Policy
On the Upgrade Settings page, select Rolling Upgrade. For details, see 5.1 Setting the Upgrade Policy.

To select rolling upgrade, click Show>>.
Selecting an upgrade mode


[bookmark: _EN-US_TOPIC_0000001599184304][bookmark: _Toc256000060][bookmark: _EN-US_TOPIC_0000001599184304-chtext]Evaluating Array Upgrade
This section describes how to evaluate the system upgrade.

0. If the upgrade is to be performed more than one day after the site survey is complete, you must perform the array upgrade evaluation again to ensure a smooth upgrade.
0. You can skip this section if either of the following conditions is met:
The pre-upgrade site survey has been conducted on the day when the upgrade is performed and all check items of array upgrade evaluation are passed.
All failed check items have been rectified, and the storage settings, host service configurations, and host networking are not changed after the evaluation.
Procedure
0. Click Array Upgrade Evaluation, as shown in Figure 11-22.
[bookmark: _d0e5339]Starting storage system evaluation


On the Upgrade Evaluation Tool page, select the desired device and click Execute, as shown in Figure 11-23.
[bookmark: _d0e5356]Selecting a device


After the evaluation is complete, click the failed items (if any) and follow the instructions in Reference in the Details dialog box to rectify them. Then perform the evaluation again until all items are passed.
Detailed check information



If the hot patch check fails, as shown in Figure 11-25, perform Step 4 to Step 10.
[bookmark: _d0e5388]Upgrade evaluation tool


[bookmark: d0e5393]Click Install Patch, as shown in Figure 11-26.
[bookmark: _d0e5403]Installing the patch


On the Patch Tool page, click Select patch, as shown in Figure 11-27.
[bookmark: _d0e5421]Selecting a patch package


Download the required patch package according to the information in the Patch Details dialog box and save it to a local directory.
Patch details


Click Modify, select the desired patch package, and click OK, as shown in Figure 11-29.
[bookmark: _d0e5451]Selecting a patch package


In the Information dialog box that is displayed, click OK.
Information dialog box


On the Patch Tool page, click Start to install the patch, as shown in Figure 11-31.
[bookmark: _d0e5484]Installing the patch


[bookmark: d0e5489]Verify that the patch is installed successfully.
Patch installed successfully


----End
[bookmark: _Toc256000061][bookmark: _EN-US_TOPIC_0000001599026128-chtext]Upgrading Controller Software
This section describes how to upgrade the controller software.
2. [bookmark: _Toc256000062][bookmark: _EN-US_TOPIC_0000001648784193-chtext]Prerequisites
This section provides the prerequisites for performing a rolling or parallel upgrade of controller software using SmartKit.
Prerequisites
The pre-upgrade site survey has been performed according to 11.4 Pre-upgrade Site Survey and all check items and evaluations are passed.
If the site survey and controller upgrade are performed on different days, a recheck has been performed according to 11.5.2 Evaluating Array Upgrade and all check items are passed.


If you want to ignore failed items and continue with the upgrade, ensure that you fully understand the risks and proceed only when the risks are acceptable.
On DeviceManager, Max. Sessions per User has been set to 0. To check the value, choose Settings > User and Security > Security Policies and find the value in Login Policy. If it is not 0, change it to 0 and restore the original value after the upgrade is complete.
Login policy


All DeviceManager pages and CLI windows have been closed. Login to DeviceManager or the CLI is prohibited during the upgrade.
[bookmark: _Toc256000063][bookmark: _EN-US_TOPIC_0000001648586045-chtext]Upgrading Controller Software
This section describes how to perform a rolling upgrade of controller software on SmartKit.
Procedure

The following procedure uses rolling upgrade as an example and the screenshots are for reference only. The GUI of SmartKit may vary with the version.
0. On the Device Upgrade page, click Storage Array Upgrade, as shown in Figure 11-34.
[bookmark: _d0e5646]Starting storage upgrade


Click Perform Upgrade to start the upgrade, as shown in Figure 11-35.
[bookmark: _d0e5660]Performing the upgrade


In the Confirm Upgrade dialog box, confirm the information, enter Yes, and click OK to start the upgrade, as shown in Figure 11-36.
[bookmark: _d0e5677]Confirming the upgrade


The system automatically imports the upgrade package, as shown in Figure 11-37.
[bookmark: _d0e5689]Importing the upgrade package


After the upgrade package is imported, the system automatically starts a pre-upgrade check, as shown in Figure 11-38.
[bookmark: _d0e5701]Pre-upgrade check



The pre-upgrade check mainly carries out inspections directly related to the device and its health status, such as the upgrade package compatibility, device service load, redundant links of hosts, and device alarms. Some check items have been covered by the array upgrade evaluation, while other items must be checked after the upgrade package is imported.
If the front-end link redundancy check fails, refer to 15.9 What Can I Do If the Front-End Link Redundancy Check Fails During the Upgrade?
If certain items fail to pass the pre-upgrade check and cannot be rectified according to the handling suggestions, contact Huawei technical support engineers to evaluate the risks and proceed with the upgrade only when the risks are acceptable. To ignore the failed items and proceed with the upgrade, refer to 15.11 How Can I Ignore the Pre-Upgrade Check Items and Continue the Upgrade?
After the pre-upgrade check is complete, the system automatically backs up data, as shown in Figure 11-39.
[bookmark: _d0e5725]Data backup


After data backup, the system automatically performs the upgrade, as shown in Figure 11-40.
[bookmark: _d0e5737]Performing the upgrade



If the upgrade progress is not refreshed within 30 minutes and no upgrade failure message is reported, refer to 14.6 Upgrade Progress on the Upgrade Tool Is Not Refreshed Within 30 Minutes But No Upgrade Failure Is Displayed.
After the upgrade is complete, the system automatically performs a post-upgrade verification, as shown in Figure 11-41.
[bookmark: _d0e5755]Verifying the upgrade



Check the post-upgrade verification result carefully to ensure no exception occurred during the upgrade.
After the upgrade, verify that the system version is consistent with the upgrade package version. The upgrade process is completed.
Confirming completion of the upgrade


----End
[bookmark: _EN-US_TOPIC_0000001648784237][bookmark: _Toc256000064][bookmark: _EN-US_TOPIC_0000001648784237-chtext]Conducting an Inspection


The verification is successful only when all items pass the inspection.
For details, see 6 Conducting an Inspection.
[bookmark: _EN-US_TOPIC_0000001648943581][bookmark: _Toc256000065][bookmark: _EN-US_TOPIC_0000001648943581-chtext]Verifying the Upgrade
For details, see 7 Verifying the Upgrade.
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[bookmark: _EN-US_TOPIC_0000001599184320][bookmark: _Toc256000066][bookmark: _EN-US_TOPIC_0000001599184320-chtext]Kernel and Firmware Upgrade Procedure
12.1  Before You Start
12.2  Upgrade Process
12.3  Preparations
12.4  Pre-upgrade Site Survey
12.5  Performing the Upgrade
12.6  Conducting an Inspection
12.7  Verifying the Upgrade
0. [bookmark: _EN-US_TOPIC_0000001599503784][bookmark: _Toc256000067][bookmark: _EN-US_TOPIC_0000001599503784-chtext]Before You Start
7. [bookmark: _Toc256000068][bookmark: _EN-US_TOPIC_0000001599184364-chtext]Upgrade Impact
This section describes the possible impact of the upgrade on the storage system.
0. [bookmark: _Toc256000069][bookmark: _EN-US_TOPIC_0000001648784257-chtext]Impact on the System During the Upgrade
This section describes the possible impact on the system during the kernel and firmware upgrade.
Impact on Services
Some controllers restart and their services are taken over by other functioning controllers. The read and write performance may decrease by 10% to 20%. It is recommended that you perform the upgrade in off-peak hours.
Impact on Network Communication
When a controller is being restarted, its management network is temporarily inaccessible. After the controller starts up, the management network restores.
[bookmark: _Toc256000070][bookmark: _EN-US_TOPIC_0000001599344028-chtext]Impact on the System After the Upgrade
There is no negative impact on the storage system after the upgrade.
[bookmark: _Toc256000071][bookmark: _EN-US_TOPIC_0000001599503752-chtext]Precautions
This section describes the precautions for an upgrade.
Before the Upgrade
Before performing a rolling upgrade on an OceanStor Dorado 2000, 3000, 5000, 6000, ensure that the hosts, heterogeneous devices, and remote devices have redundant links to each controller of the storage system. To be specific:
Each host, heterogeneous device, and remote device have available links to controller A of each controller enclosure.
Each host, heterogeneous device, and remote device have available links to controller B of each controller enclosure.
Before performing a rolling upgrade on an OceanStor Dorado 8000 or 18000, ensure that the hosts, heterogeneous devices, and remote devices have redundant links to interface modules of the storage system. To be specific:
Each host, heterogeneous device, and remote device have available links to at least one interface module on the upper plane of each controller enclosure.
Each host, heterogeneous device, and remote device have available links to at least one interface module on the lower plane of each controller enclosure.
For storage systems in a DR Star trio, you are advised to first upgrade the third site (secondary end of the two asynchronous remote replication pairs or consistency groups).
Before the upgrade, ensure that the service load of the controllers is normal to avoid adverse impact on the upgrade. To be specific:
The CPU usage must be lower than 50%.
The free memory of the controllers must be greater than 500 MB.
The maximum disk usage must be lower than 80%, and the average disk usage must be lower than 60%.
The front-end bandwidth usage must be lower than 80% (parallel upgrade does not have this requirement).
Do not upgrade both the primary and secondary storage systems of remote replication at the same time. Do not perform any of the following operations when a member storage system of remote replication is being upgraded:
Add a member to the remote replication consistency group.
Remove a member from the remote replication consistency group.
Delete the SAN remote replication pair.
Switch over the primary and secondary storage systems.
Synchronize the remote replication pair or consistency group.
During the Upgrade
Do not access the system using non-upgrade users.
Do not perform any operation on the hardware, such as removing or inserting interface modules, power modules, or disks.
Ensure persistent power supply.
Ensure normal network connections.
Do not manually scan for disks on the host.
After the Upgrade
If an alarm ID cannot be found in the document of the target version, find it in the document of the source version. Such an alarm does not exist in the target version and must be manually cleared.
After the upgrade is complete, clear the cache data of the browser on the maintenance terminal. For example, if you use Internet Explorer, choose Tools > Internet Options. On the General tab, click Delete under Browsing history. In the dialog box that is displayed, clear the browser's caches as prompted. Then you can visit OceanStor DeviceManager.
If the digital certificate or private key imported to OceanStor DeviceManager before the upgrade does not work, the backup digital certificate and private key will be used after the upgrade to ensure that background services can be started properly.
[bookmark: _EN-US_TOPIC_0000001599026088][bookmark: _Toc256000072][bookmark: _EN-US_TOPIC_0000001599026088-chtext]Upgrade Process
Table 12-1 shows the upgrade schedule.
[bookmark: _d0e6172]Upgrade schedule
	Item
	Recommended Start Time
	Duration
	Remarks

	Preparations
	One week before the upgrade
	30 minutes
	See 12.3 Preparations.

	Pre-upgrade Site Survey
	One week before the upgrade
	40 minutes
	See 12.4 Pre-upgrade Site Survey.

	Performing the Upgrade
	During the upgrade
	60 to 90 minutes
	The start time depends on the number of disk enclosures, interface modules, and service load of the storage device.
See 12.5.3 Performing the Kernel and Firmware Upgrade.

	Conducting an Inspection
	After the upgrade
	30 minutes
	See 12.6 Conducting an Inspection.

	Verifying the Upgrade
	After the upgrade
	15 minutes
	See 12.7 Verifying the Upgrade.




The preceding upgrade schedule is for reference only and varies with site conditions.
[bookmark: _EN-US_TOPIC_0000001648784185][bookmark: _Toc256000073][bookmark: _EN-US_TOPIC_0000001648784185-chtext]Preparations
Download the upgrade tool. For details, see 3.3.2 Downloading Tools and Upgrade Packages.

Kernel upgrade is performed in the current system version. You do not need to download software packages.
[bookmark: _EN-US_TOPIC_0000001648586069][bookmark: _Toc256000074][bookmark: _EN-US_TOPIC_0000001648586069-chtext]Pre-upgrade Site Survey


The site survey is to check the storage systems and host services to ensure a successful upgrade. Perform the operations by following instructions in this section.
OceanStor Dorado 8000 and 18000 use an active-active front-end architecture. Resetting a single controller does not interrupt front-end links or trigger a switchover. If you do not need to upgrade front-end interface modules or the front-end interface modules support hot upgrade, the rolling upgrade does not trigger host compatibility issues, and compatibility evaluation will be automatically skipped during the pre-upgrade site survey.
The site survey involves installing the upgrade tool, setting the upgrade policy, collecting storage information, conducting an inspection, evaluating the array upgrade, evaluating the compatibility, and analyzing logs.
	Step
	Description
	Duration

	Installing the upgrade tool
	Install SmartKit that is used to perform the pre-upgrade site survey and upgrade operations.
	10 minutes

	Setting the upgrade policy
	Select the device you want to upgrade and set the upgrade policy.
	5 minutes

	Collecting array information
	Use the information collection tool to collect the storage system's run logs for health status evaluation.
	5 minutes for dual controllers

	Conducting an inspection
	Check the software and hardware status, value-added services, and alarms on the storage system.
	10 minutes

	Evaluating array upgrade
	Use the upgrade evaluation tool to automatically check the storage system status to ensure a smooth upgrade.
	5 minutes for dual controllers

	Evaluating the compatibility
	For OceanStor Dorado 8000 and 18000 storage systems, if the hosts connect to the storage systems through Fibre Channel networks and the front-end interface modules support hot upgrade, skip this step. Otherwise, evaluate the host network compatibility.
	5 minutes for 100 devices

	Analyzing logs
	Use the fault diagnosis tool of eService to analyze logs (skip this step if it is not included in the pre-upgrade site survey on SmartKit).
	10 minutes



7. [bookmark: _Toc256000075][bookmark: _EN-US_TOPIC_0000001599184380-chtext]Installing the Upgrade Tool
For details, see 4.1 Installing the Upgrade Tool.
[bookmark: _Toc256000076][bookmark: _EN-US_TOPIC_0000001599026164-chtext]Setting the Upgrade Policy
On the Set Strategy page, select Kernel&Firmware upgrade. For details, see 4.3 Setting the Upgrade Policy.

To select Kernel&Firmware upgrade, click Show>>.
Setting the strategy


[bookmark: _Toc256000077][bookmark: _EN-US_TOPIC_0000001648943577-chtext]Collecting Array Information
For details, see 4.5 Collecting Array Information.
[bookmark: _Toc256000078][bookmark: _EN-US_TOPIC_0000001648784253-chtext]Conducting an Inspection


The verification is successful only when all items pass the inspection.
For details, see 6 Conducting an Inspection.
[bookmark: _Toc256000079][bookmark: _EN-US_TOPIC_0000001648784245-chtext]Evaluating Array Upgrade
For details, see 11.4.5 Evaluating Array Upgrade.
[bookmark: _Toc256000080][bookmark: _EN-US_TOPIC_0000001599026104-chtext]Evaluating Compatibility
For details, see 11.4.6 Evaluating Compatibility.
[bookmark: _Toc256000081][bookmark: _EN-US_TOPIC_0000001648704745-chtext]Analyzing Logs
For details, see 11.4.7 Analyzing Logs.
[bookmark: _EN-US_TOPIC_0000001599503736][bookmark: _Toc256000082][bookmark: _EN-US_TOPIC_0000001599503736-chtext]Performing the Upgrade
7. [bookmark: _Toc256000083][bookmark: _EN-US_TOPIC_0000001599184316-chtext]Setting the Upgrade Policy
Procedure
0. On the SmartKit home page, click Device Upgrade in Upgrade/Patch Installation and then click Upgrade Policy Setting, as shown in Figure 12-2.
[bookmark: _d0e6791]Setting the upgrade policy


Click Add Device, as shown in Figure 12-3.
[bookmark: _d0e6806]Adding a device

On the Select Device page, click Add Device, as shown in Figure 12-4.
[bookmark: _d0e6825]Selecting a device


On the Basic Information page, enter the management IP address of the device and click Next, as shown in Figure 12-5.
[bookmark: _d0e6843]Entering the management IP address of the device


Enter Username and Password of the device and click Finish, as shown in Figure 12-6.

The default port number is 22. Require Certificate Verification is set to No by default. Leave Need Debugging Password and Switch to user root empty.
[bookmark: _d0e6879]Entering the username and password


A dialog box is displayed indicating that the device fingerprint is not registered. Click OK to register it, as shown in Figure 12-7.
[bookmark: _d0e6894]Registering the fingerprint



If a message is displayed indicating that the security certificate of this device is untrusted, click OK to continue.

Select the added device and click Next, as shown in Figure 12-8.
[bookmark: _d0e6916]Selecting a device


Select the component to be upgraded and click Next, as shown in Figure 12-9.
[bookmark: _fig716611195116]Selecting component to be upgraded


On the Upgrade Settings page, set Upgrade Mode to Kernel&Firmware Upgrade, and click Finish, as shown in Figure 12-10.

Fast upgrade is selected by default. To select Kernel&Firmware Upgrade, click Show>>.
[bookmark: _d0e6963]Selecting an upgrade mode

Click Browse on the right of Directory saving the backup data and report to select a backup path and click Save, as shown in Figure 12-11.
[bookmark: _d0e6984]Selecting a backup path

Return to the Set Upgrade Policy page. Select the added device, select the confirmation item, and click OK to complete the upgrade policy setting, as shown in Figure 12-12.
[bookmark: _d0e7002]Setting the upgrade policy


----End
[bookmark: _EN-US_TOPIC_0000001599026096][bookmark: _Toc256000084][bookmark: _EN-US_TOPIC_0000001599026096-chtext]Evaluating Array Upgrade
This section describes how to evaluate the system upgrade.

0. If the upgrade is to be performed more than one day after the site survey is complete, you must perform the array upgrade evaluation again to ensure a smooth upgrade.
0. You can skip this section if either of the following conditions is met:
The pre-upgrade site survey has been conducted on the day when the upgrade is performed and all check items of array upgrade evaluation are passed.
All failed check items have been rectified, and the storage settings, host service configurations, and host networking are not changed after the evaluation.
Procedure
0. Click Array Upgrade Evaluation, as shown in Figure 12-13.
[bookmark: _d0e7060]Starting storage system evaluation


On the Upgrade Evaluation Tool page, select the desired device and click Execute, as shown in Figure 12-14.
[bookmark: _d0e7077]Selecting a device


After the evaluation is complete, click the failed items (if any) and follow the instructions in Reference in the Details dialog box to rectify them. Then perform the evaluation again until all items are passed.
Detailed check information



If the hot patch check fails, as shown in Figure 12-16, perform Step 4 to Step 10.
[bookmark: _d0e7109]Upgrade evaluation tool


[bookmark: d0e7114]Click Install Patch, as shown in Figure 12-17.
[bookmark: _d0e7124]Installing the patch


On the Patch Tool page, click Select patch, as shown in Figure 12-18.
[bookmark: _d0e7142]Selecting a patch package


Download the required patch package according to the information in the Patch Details dialog box and save it to a local directory.
Patch details


Click Modify, select the desired patch package, and click OK, as shown in Figure 12-20.
[bookmark: _d0e7172]Selecting a patch package


In the Information dialog box that is displayed, click OK.
Information dialog box


On the Patch Tool page, click Start to install the patch, as shown in Figure 12-22.
[bookmark: _d0e7205]Installing the patch


[bookmark: d0e7210]Verify that the patch is installed successfully.
Patch installed successfully


----End
[bookmark: _EN-US_TOPIC_0000001648586049][bookmark: _Toc256000085][bookmark: _EN-US_TOPIC_0000001648586049-chtext]Performing the Kernel and Firmware Upgrade
2. [bookmark: _Toc256000086][bookmark: _EN-US_TOPIC_0000001599344048-chtext]Prerequisites
This section provides the prerequisites for the kernel and firmware upgrade using SmartKit.
Prerequisites
The pre-upgrade site survey has been performed according to 12.4 Pre-upgrade Site Survey and all check items and evaluations are passed.
If the site survey and upgrade are performed on different days, a recheck has been performed according to 12.5.2 Evaluating Array Upgrade and all check items are passed.


If you want to ignore failed items and continue with the upgrade, ensure that you fully understand the risks and proceed only when the risks are acceptable.
On DeviceManager, Max. Sessions per User has been set to 0. To check the value, choose Settings > User and Security > Security Policies and find the value in Login Policy. If it is not 0, change it to 0 and restore the original value after the upgrade is complete.
Login policy


All DeviceManager pages and CLI windows have been closed. Login to DeviceManager or the CLI is prohibited during the upgrade.
[bookmark: _Toc256000087][bookmark: _EN-US_TOPIC_0000001599344080-chtext]Performing the Kernel and Firmware Upgrade
This section describes how to perform the kernel and firmware upgrade on SmartKit.
Procedure

If you choose Parallel Upgrade for the kernel and firmware upgrade, see 15.13 How Do I Run CLI Commands to Perform the Kernel and Firmware Upgrade?.
0. On the Device Upgrade page, click Storage Array Upgrade, as shown in Figure 12-25.
[bookmark: _d0e7371]Starting storage upgrade


Click Perform Upgrade to start the upgrade, as shown in Figure 12-26.
[bookmark: _d0e7385]Performing the upgrade


In the Confirm Upgrade dialog box, confirm the information, enter Yes, and click OK to start the upgrade, as shown in Figure 12-27.
[bookmark: _d0e7402]Confirming the upgrade


The system automatically starts a pre-upgrade check, as shown in Figure 12-28.
[bookmark: _d0e7413]Pre-upgrade check



The pre-upgrade check mainly carries out inspections directly related to the device and its health status, such as the upgrade package compatibility, device service load, redundant links of hosts, and device alarms. Some check items have been covered by the array upgrade evaluation, while other items must be checked after the upgrade package is imported.
If the front-end link redundancy check fails, refer to 15.9 What Can I Do If the Front-End Link Redundancy Check Fails During the Upgrade?
If certain items fail to pass the pre-upgrade check and cannot be rectified according to the handling suggestions, contact Huawei technical support engineers to evaluate the risks and proceed with the upgrade only when the risks are acceptable. To ignore the failed items and proceed with the upgrade, refer to 15.11 How Can I Ignore the Pre-Upgrade Check Items and Continue the Upgrade?
After the pre-upgrade check is complete, the system automatically backs up data, as shown in Figure 12-29.
[bookmark: _d0e7436]Data backup


After data backup, the system automatically performs the upgrade, as shown in Figure 12-30.
[bookmark: _d0e7447]Performing the upgrade



If the upgrade progress is not refreshed within 30 minutes and no upgrade failure message is reported, refer to 14.6 Upgrade Progress on the Upgrade Tool Is Not Refreshed Within 30 Minutes But No Upgrade Failure Is Displayed.
After the upgrade is complete, the system automatically performs a post-upgrade verification, as shown in Figure 12-31.
[bookmark: _d0e7464]Verifying the upgrade



Check the post-upgrade verification result carefully to ensure no exception occurred during the upgrade.
After the upgrade, verify that the system version is consistent with the upgrade package version. The upgrade process is completed.
Confirming completion of the upgrade


----End
[bookmark: _EN-US_TOPIC_0000001648943529][bookmark: _Toc256000088][bookmark: _EN-US_TOPIC_0000001648943529-chtext]Conducting an Inspection


The verification is successful only when all items pass the inspection.
For details, see 6 Conducting an Inspection.
[bookmark: _EN-US_TOPIC_0000001599344100][bookmark: _Toc256000089][bookmark: _EN-US_TOPIC_0000001599344100-chtext]Verifying the Upgrade
For details, see 7 Verifying the Upgrade.
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[bookmark: _EN-US_TOPIC_0000001599503740][bookmark: _Toc256000090][bookmark: _EN-US_TOPIC_0000001599503740-chtext]Upgrading Storage Systems in a HyperMetro Deployment
This chapter describes how to upgrade storage systems in a HyperMetro deployment.
A HyperMetro deployment consists of two HyperMetro storage systems, hosts, and a quorum server. Figure 13-1 shows a typical HyperMetro network. An upgrade of the HyperMetro storage systems involves the upgrade of the controller software, and quorum server software.
[bookmark: _en-us_topic_0219100745_d0e513]Typical HyperMetro network


To upgrade storage systems in a SAN HyperMetro deployment, follow the instructions in 13.1 Upgrading Storage Systems in a SAN HyperMetro Deployment. To upgrade storage systems in a NAS HyperMetro deployment, follow the instructions in 13.2 Upgrading Storage Systems in a NAS HyperMetro Deployment.
13.1  Upgrading Storage Systems in a SAN HyperMetro Deployment
13.2  Upgrading Storage Systems in a NAS HyperMetro Deployment
0. [bookmark: _EN-US_TOPIC_0000001648784217][bookmark: _Toc256000091][bookmark: _EN-US_TOPIC_0000001648784217-chtext]Upgrading Storage Systems in a SAN HyperMetro Deployment
This section describes how to upgrade storage systems in a SAN HyperMetro deployment.
8. [bookmark: _Toc256000092][bookmark: _EN-US_TOPIC_0000001599344064-chtext]Upgrade Schemes
This section describes how to upgrade the storage systems when HyperMetro is not suspended. A fast upgrade or rolling upgrade can be performed for the storage controller software when host services are online. Table 13-1 describes the upgrade schemes.
[bookmark: _en-us_topic_0219100747_d0e580]Upgrade schemes
	Host services are online.
Fast upgrade is performed for the storage systems.
	Application Scenarios
Host services cannot be interrupted during the upgrade.
Procedure
0. Upgrade the quorum server.
0. Perform a fast upgrade on one storage system.
0. After the upgrade is complete, perform a fast upgrade on the other storage system.
0. After both storage systems have been upgraded, check the HyperMetro pair status.

	Host services are online.
Rolling upgrade is performed for the storage systems.
	Application Scenarios
Host services cannot be interrupted during the upgrade.
Procedure
0. Upgrade the quorum server.
0. Perform a rolling upgrade on one storage system.
0. After the upgrade is complete, perform a rolling upgrade on the other storage system.
0. After both storage systems have been upgraded, check the HyperMetro pair status.



[bookmark: _Toc256000093][bookmark: _EN-US_TOPIC_0000001599026144-chtext]Upgrade Flowchart
Figure 13-2 provides the flowchart for a fast upgrade when HyperMetro is not suspended and host services are online.
[bookmark: _en-us_topic_0219100748_d0e666]Fast upgrade flowchart


[bookmark: _Toc256000094][bookmark: _EN-US_TOPIC_0000001599503748-chtext]Pre-upgrade Check
This section describes how to perform a pre-upgrade check for SAN HyperMetro storage systems.
If you choose to retain the HyperMetro relationship for the upgrade, check the HyperMetro running status and host path status.
Procedure
0. Check whether the network is a standard HyperMetro network. If it is not, modify the network before the upgrade.

For the standard HyperMetro networks, see Standard Networking for SAN HyperMetro.
If you cannot access the preceding link, visit https://support.huawei.com/enterprise/en/doc/EDOC1100112636 and choose Planning to find the standard networks.
On DeviceManager, verify that the running status of the HyperMetro pairs and consistency groups is normal, as shown in Figure 13-3 and Figure 13-4.
[bookmark: _en-us_topic_0219100749_d0e727]HyperMetro consistency groups in the normal state


[bookmark: _en-us_topic_0219100749_d0e732]HyperMetro pairs in the normal state


Query the VLUN IDs on the CLI of the host.
For example, on Linux hosts, run the upadmin show vlun type=hypermetro command to query the VLUN IDs, as shown in Figure 13-5. In AIX, Solaris, or Windows, run the upadm show vlun type=hypermetro command. In vSphere, run the esxcli upadm show vlun -t hypermetro command.
[bookmark: _en-us_topic_0219100749_d0e746]Querying VLUN IDs


Check the connectivity between the HyperMetro VLUNs and the multipathing software that takes over the storage system.
For example, on Linux hosts, run the upadmin show vlun id=ID type=hypermetro command to verify that the path status is normal, as shown in Figure 13-6. In AIX, Solaris, or Windows, run the upadm show vlun id=ID type=hypermetro command. In vSphere, run the esxcli upadm show vlun -l ID -t hypermetro command.
[bookmark: _en-us_topic_0219100749_d0e760]Paths in normal state


If any exception occurs in the pre-upgrade check, contact technical support engineers for help.
----End
[bookmark: _Toc256000095][bookmark: _EN-US_TOPIC_0000001648586081-chtext]Performing the Upgrade
This section describes the detailed operations for a fast upgrade when HyperMetro is not suspended and host services are online.
Procedure
0. Obtain the quorum server software package.

Download the package OceanStor_Dorado_6.x.x_QuorumServer_xxx_xx.zip. For details, see 3.3.2 Downloading Tools and Upgrade Packages.
Decompress the upgrade package and upload the software package to the quorum server. Go to the save path of the software package and run the ./quorum_server.sh -upgrade command to upgrade the software.

Before upgrading the quorum server software, ensure that the quorum server has sufficient storage space (greater than or equal to 10 GB). Otherwise, the upgrade may fail due to insufficient space. If the upgrade fails, run the ./quorum_server.sh –install command to reinstall the quorum server software.
Upgrading the quorum server



During the quorum server upgrade, the storage systems may report alarms indicating quorum link interruption. The alarms last for about 1 minute and will automatically clear after the quorum server upgrade is complete. You do not need to handle these alarms.
Log in to DeviceManager of the storage system that you want to upgrade. Navigate to the HyperMetro management page.
Check that the Running Status of all HyperMetro pairs and CGs is Normal, as shown in Figure 13-8.
[bookmark: _fig4701966261]Running Status of the HyperMetro pairs is Normal


Upgrade the storage controller software by following instructions in 2 Upgrade Process.
Log in to DeviceManager of the other storage system. Navigate to the HyperMetro management page and verify that all HyperMetro pairs and CGs are in the Normal state. Then upgrade the storage controller software by following instructions in 2 Upgrade Process.
After both storage systems have been upgraded successfully, check the HyperMetro status. If the Running Status of the HyperMetro pairs and CGs is Paused, To be synchronized, or Force Start, synchronize the HyperMetro pairs and CGs, as shown in Figure 13-9 and Figure 13-10.
[bookmark: _fig3702642613]Synchronizing HyperMetro CGs


[bookmark: _fig177010616268]Synchronizing HyperMetro pairs


----End
[bookmark: _Toc256000096][bookmark: _EN-US_TOPIC_0000001648784221-chtext]Verifying the Upgrade
This section describes how to verify the upgrade.
If the storage systems connect to hosts running the ESXi operating system, perform the following steps:
1. Log in to the server as the root user.
1. Run the vmware -v command to check the version of the ESXi operating system. If the version is ESXi 6.0 Update 2 (build number 3620759) or later, go to the next step. If the OS is of another version, no further action is required.
[root@localhost:~] vmware -v  
VMware ESXi 6.0.0 build-3620759  
[root@localhost:~]
1. Run the esxcli upadm show version command to check the UltraPath version. If the system prompts that this command does not exist, UltraPath is not installed. In this case, no further action is required. If the UltraPath version is 8.06.061 or later, go to the next step; if UltraPath is of an earlier version, no further action is required.
[root@localhost:~] esxcli upadm show version  
Software Version : 8.06.061  
Driver Version : 8.06.061  
[root@localhost:~]
1. Run the esxcli upadm show upconfig | grep "APD to PDL Mode" command to check whether APD to PDL is enabled for UltraPath. If it is disabled (APD to PDL Mode is off), no further action is required.
In this example, APD to PDL Mode is on. Go to the next step.
[root@localhost:~] esxcli upadm show upconfig | grep "APD to PDL Mode"  
APD to PDL Mode : on  
[root@localhost:~]
1. Run the esxcli upadm set apdtopdl -m off command to disable APD to PDL.
[root@localhost:~] esxcli upadm set apdtopdl -m off  
Succeeded in executing the command.  
[root@localhost:~]
1. Run the esxcli upadm show upconfig | grep "APD to PDL Mode" command to verify that APD to PDL has been disabled.
[root@localhost:~] esxcli upadm show upconfig | grep "APD to PDL Mode"  
APD to PDL Mode : off  
[root@localhost:~]
[bookmark: _EN-US_TOPIC_0000001648943609][bookmark: _Toc256000097][bookmark: _EN-US_TOPIC_0000001648943609-chtext]Upgrading Storage Systems in a NAS HyperMetro Deployment
This section describes how to upgrade storage systems in a NAS HyperMetro deployment.
8. [bookmark: _Toc256000098][bookmark: _EN-US_TOPIC_0000001648704809-chtext]Upgrade Schemes
This section describes how to upgrade the storage systems when HyperMetro is not suspended. A fast upgrade or rolling upgrade can be performed for the storage controller software when host services are online. Table 13-2 describes the upgrade schemes.
[bookmark: _ta4f2471964e6456cb5e258ab151545bd]Upgrade schemes
	Host services are online.
Fast upgrade is performed for the storage systems.
	Application Scenarios
Host services cannot be interrupted during the upgrade.
Procedure
0. Upgrade the quorum server.
0. Perform a fast upgrade on one storage system.
0. After the upgrade is complete, perform a fast upgrade on the other storage system.
0. After both storage systems have been upgraded, check the status of the vStore pairs, file system HyperMetro domains, and HyperMetro pairs.

	Host services are online.
Rolling upgrade is performed for the storage systems.
	Application Scenarios
Host services cannot be interrupted during the upgrade.
Procedure
0. Upgrade the quorum server.
0. Perform a rolling upgrade on one storage system.
0. After the upgrade is complete, perform a rolling upgrade on the other storage system.
0. After both storage systems have been upgraded, check the status of the vStore pairs, file system HyperMetro domains, and HyperMetro pairs.



[bookmark: _Toc256000099][bookmark: _EN-US_TOPIC_0000001599026156-chtext]Upgrade Flowchart
Figure 13-11 provides the flowchart for a fast upgrade when HyperMetro is not suspended and host services are online.
[bookmark: _fig76437472613]Fast upgrade flowchart


[bookmark: _Toc256000100][bookmark: _EN-US_TOPIC_0000001599503728-chtext]Pre-upgrade Check
This section describes how to perform a pre-upgrade check for NAS HyperMetro storage systems.
If you choose to retain the HyperMetro relationship for the upgrade, check the running status and configuration status of the vStore pairs, file system HyperMetro domains, and HyperMetro pairs.
Procedure
0. Check whether the network is a standard HyperMetro network. If it is not, modify the network before the upgrade.

For details, see the HyperMetro Feature Guide for File specific to your product version.
On DeviceManager, verify that the running status of the vStore pairs, file system HyperMetro domains, and HyperMetro pairs is normal, as shown in Figure 13-12, Figure 13-13, and Figure 13-14.
[bookmark: _d0e8324]Running status and configuration status of vStore pairs are normal

[bookmark: _d0e8329]Running status of file system HyperMetro domains is normal

[bookmark: _d0e8334]Running status of HyperMetro pairs is Normal or Synchronizing

If any exception occurs in the pre-upgrade check, contact technical support engineers for help.
----End
[bookmark: _Toc256000101][bookmark: _EN-US_TOPIC_0000001648784177-chtext]Performing the Upgrade
This section describes the detailed operations for a fast upgrade when HyperMetro is not suspended and host services are online.
Procedure
0. Obtain the quorum server software package.

Download the package OceanStor_Dorado_6.x.x_QuorumServer_xxx_xx.zip. For details, see 3.3.2 Downloading Tools and Upgrade Packages.
Decompress the upgrade package and upload the software package to the quorum server. Go to the save path of the software package and run the ./quorum_server.sh -upgrade command to upgrade the software.

Before upgrading the quorum server software, ensure that the quorum server has sufficient storage space (greater than or equal to 10 GB). Otherwise, the upgrade may fail due to insufficient space. If the upgrade fails, run the ./quorum_server.sh –install command to reinstall the quorum server software.
Upgrading the quorum server



During the quorum server upgrade, the storage systems may report alarms indicating quorum link interruption. The alarms last for about 1 minute and will automatically clear after the quorum server upgrade is complete. You do not need to handle these alarms.
Log in to DeviceManager of the storage system that you want to upgrade. Navigate to the HyperMetro management page.
Verify that the running status and configuration status of the vStore pairs and the running status of the file system HyperMetro domains and HyperMetro pairs are normal, as shown in Figure 13-16, Figure 13-17, and Figure 13-18.
[bookmark: _d0e8426]Running status and configuration status of vStore pairs are normal

[bookmark: _d0e8431]Running status of file system HyperMetro domains is normal


[bookmark: _d0e8435]Running status of HyperMetro pairs is Normal or Synchronizing


Upgrade the storage controller software by following instructions in 2 Upgrade Process.
Log in to DeviceManager of the other storage system and go to the HyperMetro management page. Verify that the running status and configuration status of the vStore pairs and the running status of the file system HyperMetro domains and HyperMetro pairs are normal. Upgrade the storage controller software by following instructions in 2 Upgrade Process.
After both storage systems have been upgraded successfully, check the running status of the file system HyperMetro domain. If the file system HyperMetro domain is in the Split state, recover the file system HyperMetro domain, as shown in Figure 13-19. If the file system HyperMetro domain is in the Normal state, but Running Status of the HyperMetro pair is Paused, To be synchronized, or Force started, or Running Status of the vStore pair is Unsynchronized, split the HyperMetro domain first (as shown in Figure 13-20) and then recover the HyperMetro domain (as shown in Figure 13-19).
[bookmark: _fig975510289290]Recovering the file system HyperMetro domain

[bookmark: _fig09947382292]Splitting the file system HyperMetro domain

----End
[bookmark: _Toc256000102][bookmark: _EN-US_TOPIC_0000001648943573-chtext]Verifying the Upgrade
This section describes how to verify the upgrade.
For details on how to verify the upgrade, see 7 Verifying the Upgrade.
After the upgrade, perform the following steps to check NAS HyperMetro:
1. After the HyperMetro pair synchronization is complete, verify that the running status and configuration status of the vStore pairs and the running status of the file system HyperMetro domains and HyperMetro pairs are normal, as shown in Figure 13-21, Figure 13-22, and Figure 13-23.
[bookmark: _d0e8551]Running status and configuration status of vStore pairs are normal

[bookmark: _d0e8556]Running status of file system HyperMetro domains is normal


[bookmark: _d0e8560]Running status of HyperMetro pairs is Normal or Synchronizing
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[bookmark: _EN-US_TOPIC_0000001599503772][bookmark: _Toc256000103][bookmark: _EN-US_TOPIC_0000001599503772-chtext]Troubleshooting
If any fault occurred during an upgrade and could not be handled onsite, contact Huawei technical support engineers for assistance. The following troubleshooting method is for your reference.
14.1  Common Troubleshooting Methods for an Upgrade Failure
14.2  Failed to Notify the System of Starting Upgrade
14.3  A Controller Hardware Fault Occurred During an Upgrade, Causing an Upgrade Failure
14.4  The Upgrade Is Interrupted Due to a Version Verification Failure Occurred After the Local Storage Array Restarts During an Upgrade on a Non-standard Heterogeneous Network
14.5  After an Array Is Upgraded, Status of the Physical Path and Logical Path Displayed on UltraPath Is Inconsistent
14.6  Upgrade Progress on the Upgrade Tool Is Not Refreshed Within 30 Minutes But No Upgrade Failure Is Displayed
14.7  Upgrade Failure Due to Abnormal NAS HyperMetro Domain Disconnection
0. [bookmark: _EN-US_TOPIC_0000001648704749][bookmark: _Toc256000104][bookmark: _EN-US_TOPIC_0000001648704749-chtext]Common Troubleshooting Methods for an Upgrade Failure
Symptom
An exception occurs during the upgrade and the upgrade status changes to Paused or Failed. Figure 14-1 is an example of the upgrade status becoming Paused.
[bookmark: _f9f2b4ba90811403eb317628ba37fe00f]Upgrade paused


Troubleshooting Procedure
0. Click Details in the Operation column of the upgrade tool. Check whether the Retry, Roll Back, and Close options are available in the dialog box, as shown in Figure 14-2.
[bookmark: _f343300b8e2524b87a6a835a45e568e0c]Details


[bookmark: li12370690]You are advised to select Retry in the dialog box shown in Figure 14-2. If the retry fails, click Roll Back.

Descriptions about each option are as follows:
Retry: Perform the upgrade again. If the upgrade succeeds, the process continues. If the upgrade fails again, the process will be suspended again.
Roll Back: Roll back all controllers to the source version.
If both the retry and rollback fail, log in to OceanStor DeviceManager, click the Settings icon, and choose Export Data from the drop-down list. Select System Log and click All Logs to export all system logs, as shown in Figure 14-3 and Figure 14-4. Then send the logs to technical support engineers for troubleshooting.
[bookmark: _fig1692045318566]Exporting all logs (1)


[bookmark: _fig2873152495716]Exporting all logs (2)


----End
[bookmark: _EN-US_TOPIC_0000001599184384][bookmark: _Toc256000105][bookmark: _EN-US_TOPIC_0000001599184384-chtext]Failed to Notify the System of Starting Upgrade
This section describes how to troubleshoot the problem when the system fails to be notified of starting upgrade.
Symptom
The upgrade tool fails to notify the system of starting upgrade, as shown in Figure 14-5.
[bookmark: _d0e8797]Failed to notify the system of starting upgrade


Alarm Information
None
Possible Causes
1. The primary and secondary ends of the HyperMetro pair or remote replication pair cannot be upgraded simultaneously.
1. The system may fail to notify service modules of starting upgrade.
Procedure
0. Use the SSH tool to log in to the active controller of the current cluster.
Check whether a message "System is upgrading" is displayed. If yes, go to the next step. If not, contact Huawei technical support engineers.
Run the minisystem command to enter the minisystem mode and run the showsystrace command in minisystem mode.
Check whether Success is displayed under the Status column in the SET_UPDATE_STATUS step and whether the FailCnt column is 0. If not, the system fails to be notified of starting upgrade, as shown in Figure 14-6.
[bookmark: _d0e8855]Viewing the failed step


Run the showsystrace 112 command. If the value of Failed Action Name is Upgrade: NtfRssPre, the value-added services fail to start upgrade. The possible cause is that the primary and secondary ends of the HyperMetro pair or remote replication pair cannot be upgraded simultaneously.
----End
Suggestions
1. If the failure type is Upgrade: NtfRssPre, check whether the peer end of the remote replication pair or HyperMetro pair is being upgraded. If yes, stop the service upgrade and wait until the peer end is successfully upgraded. Otherwise, contact Huawei technical support engineers.
1. If other steps fail, record the name of the failed step and contact Huawei technical support engineers.
[bookmark: _EN-US_TOPIC_0000001648704813][bookmark: _Toc256000106][bookmark: _EN-US_TOPIC_0000001648704813-chtext]A Controller Hardware Fault Occurred During an Upgrade, Causing an Upgrade Failure
This section describes how to replace a faulty controller when Huawei technical support engineers confirm that a controller hardware fault causes an upgrade failure.
Symptom
A controller hardware fault occurred during an upgrade. As a result, the upgrade failed.
Alarm Information
None
Possible Causes
The controller hardware is faulty.
Procedure
0. On SmartKit, find out the ID of the controller that fails the upgrade. In Figure 14-7, the ID is 0B, which indicates controller B in enclosure 0.
[bookmark: _d0e8945]Upgrade failure


Remove the faulty controller and install a spare controller.
[bookmark: d0e8952]Verify that the controller is replaced successfully.
1. Log in to OceanStor DeviceManager and view the device. Figure 14-8 shows an example of a spare controller that is in normal state.
[bookmark: _d0e8962]Checking the status of the device


1. Verify that you can successfully log in to the CLI of the spare controller, as shown in Figure 14-9.
[bookmark: _d0e8972]Logging in to the storage array


1. Check whether the version information of the spare controller is correct, as shown in Figure 14-10. If Current Version and History Version of the spare controller are the target and source versions respectively, the controller replacement is successful.

If the controller replacement is not successful, remove and insert the spare controller again. Then, repeat Step 3 or contact Huawei technical support engineers.
[bookmark: _d0e8994]Querying controller software versions


Retry the upgrade on SmartKit.
----End
Suggestions
None
[bookmark: _EN-US_TOPIC_0000001648704805][bookmark: _Toc256000107][bookmark: _EN-US_TOPIC_0000001648704805-chtext]The Upgrade Is Interrupted Due to a Version Verification Failure Occurred After the Local Storage Array Restarts During an Upgrade on a Non-standard Heterogeneous Network
This section describes how to troubleshoot the upgrade interruption caused by a version verification failure occurred after the local storage array restarts during a rolling upgrade on a non-standard heterogeneous network.
Symptom
On a non-standard heterogeneous network (for example, controller A of the local storage array is connected to that of a heterogeneous storage array through a link, and controller B of the local storage array is connected to that of the heterogeneous storage array through a link), if both storage arrays are upgraded simultaneously, a version verification failure may occur after the local storage array restarts. On a standard network, each controller of the local storage array has at least one available link to each controller of the heterogeneous storage array.
Alarm Information
None
Possible Causes
The heterogeneous network is a non-standard network. When both local and heterogeneous storage arrays are upgraded, one controller of the heterogeneous storage array resets, so the heterogeneous LUN has only one link to the local storage array. Consequently, the link check of the heterogeneous LUN fails during the upgrade check on the local storage array, causing the upgrade interruption.
Procedure
0. After the heterogeneous storage array completes the upgrade and restores to normal, click Details on the Upgrade page of SmartKit, and click Retry in the dialog box that is displayed.
If the local storage array still fails to be upgraded, contact Huawei technical support engineers.
----End
Suggestions
None
[bookmark: _EN-US_TOPIC_0000001648784189][bookmark: _Toc256000108][bookmark: _EN-US_TOPIC_0000001648784189-chtext]After an Array Is Upgraded, Status of the Physical Path and Logical Path Displayed on UltraPath Is Inconsistent
This section describes how to troubleshoot the inconsistency between the physical path status and logical path status displayed on UltraPath installed on the host after an array is upgraded.
Symptom
After an array is upgraded, the physical path status and logical path status displayed on the UltraPath installed on the host are faulty and normal, respectively.
Alarm Information
None
Possible Causes
Before the controller is restarted following an upgrade, the controller instructs UltraPath to set the logical path to faulty. After the controller restarts, UltraPath detects that the physical path is disconnected and sets the physical path to faulty. After the controller is restarted, the status of the logical path becomes normal, but the physical path status is not refreshed.

This problem does not affect the host I/O, but only the status is displayed incorrectly.
Procedure
Open the in-band commands of the mapping view on the array and scan for disks on the host to update the path information.
0. Log in to the host and run the upadmin show path (for Linux hosts) or esxcli upadm show path (for ESX hosts) command to view information about the initiator whose physical path status is faulty. The following uses Linux as an example. As shown in the following figure, the path whose Path ID is 2 is faulty and its initiator is iqn.1996-04.de.suse:01:d9aef539c136.

Use an SSH tool, such as Xshell 5, PuTTY 0.63, SecureCRT 6.7, or one of their later versions, to log in as user admin (the default password is Admin@storage) to the management network port on the storage device. Then, the admin view of the CLI is displayed.

[bookmark: d0e9171]Log in to the array and run the following commands to query the mapping view associated with the host initiator:
1. Run the show initiator command to check Host ID corresponding to the host initiator. As shown in the following figure, the host initiator is iqn.1996-04.de.suse:01:d9aef539c136 and the corresponding Host ID is 0.

1. Run the show host host_group host_id=xx command (xx is the Host ID found in the previous step) to find the corresponding Host Group ID. As shown in the following figure, Host Group ID is 0.

1. Run the show host_group mapping_view host_group_id=xx command (xx is the Host Group ID found in the previous step) to find the corresponding mapping view. As shown in the following figure, the mapping view is MappingView001.

On the array, enable the in-band command of the mapping view found in Step 3.
1. Run the show mapping_view general command to check whether the in-band command is enabled. As shown in the following figure, the in-band command of MappingView001 is Disable.

1. Run the change mapping_view mapping_view_id=xx command_device=enable command (xx indicates the mapping view ID of the command device to be enabled, for example, 1), as shown in the following figure.

1. Run the show mapping_view general command to check whether the in-band command is enabled. As shown in the following figure, the in-band command of MappingView001 is Enable.

On the host, run the upRescan (for Linux hosts) or esxcfg rescan -A (for ESX hosts) command to scan for disks. The following uses Linux as an example:
Before scanning for disks, the disk information is as follows:

According to the disk information after disk scanning, a 16 KB LUN is displayed.

Run the upadmin show path (for Linux hosts) or esxcli upadm show path (for ESX hosts) command to check whether the corresponding physical path status is normal. Using a Linux host as an example, the status of the physical path whose Path ID is 4 changes to normal.

On the array, disable the mapping view's command device to restore the environment.
1. Run the change mapping_view mapping_view_id=xx command_device=disable command (xx indicates the mapping view ID of the command device to be disabled, for example, 1), as shown in the following figure.

1. Run the show mapping_view general command to check whether the in-band command is disabled. As shown in the following figure, the in-band command of MappingView001 is Disable.

On the host, run the upRescan (for Linux hosts) or esxcfg rescan -A (for ESX hosts) command to restore the environment. Using a Linux host as an example, after the command for scanning for disks is executed, the 16 KB command device disappears.

----End
[bookmark: _EN-US_TOPIC_0000001599503716][bookmark: _Toc256000109][bookmark: _EN-US_TOPIC_0000001599503716-chtext]Upgrade Progress on the Upgrade Tool Is Not Refreshed Within 30 Minutes But No Upgrade Failure Is Displayed
This section describes how to check whether the upgrade status is normal when the upgrade progress is not refreshed within 30 minutes but no upgrade failure is displayed.
Symptom
The upgrade progress on the upgrade tool is not refreshed within 30 minutes, but no upgrade failure is displayed.
Alarm Information
None
Possible Causes
The upgrade tool cannot communicate with the array.
Procedure
0. Use the SSH software to access any management IP address of the array and log in to the CLI as user admin.
If the upgrade view is displayed after the CLI is displayed and the status is System is upgrading, the system is being upgraded. Run the show upgrade status command to view the upgrade progress and status.
If the admin view is displayed after the CLI is displayed, run the change user_mode current_mode user_mode=developer command to go to the developer view and run the show upgrade status command to check the upgrade progress and status. If the status is Upgrade Succeed and Percent is 100, the upgrade is successful. Otherwise, the upgrade fails.
If the upgrade fails, contact Huawei technical support.
----End
[bookmark: _EN-US_TOPIC_0000001648586017][bookmark: _Toc256000110][bookmark: _EN-US_TOPIC_0000001648586017-chtext]Upgrade Failure Due to Abnormal NAS HyperMetro Domain Disconnection
This section describes how to continue the upgrade if the upgrade fails due to abnormal NAS HyperMetro domain disconnection.
Symptom
The on-going upgrade fails because the file system HyperMetro domain is abnormally disconnected.
Upgrade failure

Alarm about abnormal disconnection of the file system HyperMetro domain

Faulty running status of the file system HyperMetro domain

Possible Causes
The link is faulty or subhealthy, a single storage array is subhealthy, or the CCDB mirroring configuration fails.
Procedure
0. If the on-going upgrade fails due to a HyperMetro domain failure, split the HyperMetro domain and try the upgrade again.
Splitting the file system HyperMetro domain

If the upgrade still fails on the local storage array, contact Huawei technical support engineers.
----End
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[bookmark: _EN-US_TOPIC_0000001648784205][bookmark: _Toc256000111][bookmark: _EN-US_TOPIC_0000001648784205-chtext]FAQs
15.1  What Are the Common Methods for Logging In to a Storage System?
15.2  How Can I Upgrade a Non-Commercial Version to a Commercial One?
15.3  How Can I Query and Modify the SSH Port Number of a Controller?
15.4  How Can I Collect Storage System Information If the System Is Abnormal?
15.5  How Can I Ignore the Failed Step During the Upgrade and Proceed with the Subsequent Procedure?
15.6  How Can I Forcibly Upgrade the Storage System?
15.7  What Can I Do If Multiple Check Items Fail During a Pre-upgrade Check?
15.8  How Do I Query Major or Critical Alarms That Have Been Deleted Manually?
15.9  What Can I Do If the Front-End Link Redundancy Check Fails During the Upgrade?
15.10  How Can I Check the Compatibility of Hosts Running Non-mainstream Operating Systems?
15.11  How Can I Ignore the Pre-Upgrade Check Items and Continue the Upgrade?
15.12  What Can I Do When the Host HBA or iSCSI Timeout Parameter Does Not Pass the Check and Cannot be Modified?
15.13  How Do I Run CLI Commands to Perform the Kernel and Firmware Upgrade?
15.14  How Do I Perform a Fast Upgrade Using DeviceManager?
15.15  Why Is the Performance Data Displayed During the Upgrade Inaccurate?
15.16  How Can I Configure Upgrade Batches?
15.17  How Do I Obtain and Manually Import the CA Certificate for Disk Authentication to the Storage Array?
15.18  How Can I Upgrade the Storage System If the Interface Modules Are Incompatible?
0. [bookmark: _EN-US_TOPIC_0000001648784261][bookmark: _Toc256000112][bookmark: _EN-US_TOPIC_0000001648784261-chtext]What Are the Common Methods for Logging In to a Storage System?
Question
What are the common methods for logging in to a storage system?
Answer
Using the SSH tool (PuTTY as an example)
0. Open PuTTY. Enter the IP address of the storage system in Host Name and click Open, as shown in Figure 15-1.
[bookmark: _f7763d3f4bd9941b5ae9ffe0c087a4ffc]Using PuTTY for login


Enter the user name and password of the storage system. By default, the user name is admin and the password is Admin@storage. Figure 15-2 shows a successful login.
[bookmark: _f49aed0812b4a4d00965c05f6c3d16812]Successful login


To log out of the storage system, run the exit command, as shown in Figure 15-3.
[bookmark: _f1a0ea91feb404d79a235d1c250cc845a]Logging out of the storage system


----End
Using OceanStor DeviceManager
0. In the address box of a browser, enter the management IP address of the storage system. For example, if the management IP address is 10.20.0.101, enter https://10.20.2.101:8088 (Google Chrome and Firefox are recommended).

The browser may prompt a message indicating that there is a security certificate issue. Ignore this message and continue the login if the entered IP address is correct.
Enter the user name and password, and click Log In, as shown in Figure 15-4.
[bookmark: _f4049645e0266455d97b3d465f3303d5d]Entering the user name and password


The home page of DeviceManager is displayed, as shown in Figure 15-5.
[bookmark: _fd9a3293b60cf44ee8dc253371335098f]DeviceManager home page


----End
[bookmark: _EN-US_TOPIC_0000001648943613][bookmark: _Toc256000113][bookmark: _EN-US_TOPIC_0000001648943613-chtext]How Can I Upgrade a Non-Commercial Version to a Commercial One?
Question
How can I upgrade a non-commercial version to a commercial one?
This is the only way for upgrading a non-commercial version to a commercial one. To determine whether the running version is non-commercial, contact Huawei technical support.


This approach is highly risky. It is used to format system startup partitions, reinstall the operating system, and clear the existing service configuration data. Do not perform it without the guidance of technical support engineers.
Answer
0. Log in to the CLI on any controller. Run the change user_mode current_mode user_mode=developer command to switch to the developer mode, as shown in Figure 15-6.
[bookmark: _fad0f7ec7742b4e379ab0d37fc079dd85]Entering the developer mode


In developer mode, run the export configuration_data ip=x.xx.xx.xx user=xxx password=xxx db_file=XX.dat protocol=SFTP command, as shown in Figure 15-7.
[bookmark: _fig112601548152]Exporting configuration data



In this command, ip is the IP address of the host; user and password are the user name and password of the host; the value of db_file is user-defined, but its file name extension must be .dat; protocol can be SFTP or FTP.
In developer mode, run the clear configuration_data action=reboot command. Wait until the system clears the configuration data and restarts, as shown in Figure 15-8.
[bookmark: _f55e16d7f84f84b6fab8c6cbe601db581]Clearing all configuration data and restarting



After the configuration data is cleared, the password is changed to the initial one.
After the system starts up, log in to each controller and run the minisystem command in developer mode on the CLI to enter the minisystem, as shown in Figure 15-9. If there are not enough IP addresses, you can run the sshtoremoteExt command in the minisystem to redirect to the desired controller. For example, to redirect to controller 0, run sshtoremoteExt 0 (0 is the controller ID) and then enter the password (same as that of user admin) as prompted, as shown in Figure 15-10. To check the current controller on which you are performing operations, run the showsysstatus command, as shown in Figure 15-11.
[bookmark: _f3468744e14db4d74959b5545bb8e53a1]Entering the minisystem


[bookmark: _fig7727182582210]Redirecting to controller 0


[bookmark: _fig95103175614]Checking the current controller


Run the free -m command in the minisystem of each controller to check its remaining memory, as shown in Figure 15-12. Ensure that the remaining memory is 100 MB greater than the size of the upgrade package to be uploaded.
[bookmark: _fig8617192010279]Checking the remaining memory


In the minisystem of each controller, run the sys.sh cleardirtydataflag command to clear dirty data from the memory, as shown in Figure 15-13.
[bookmark: _fig18798406439]Clearing dirty data


Use the FTP/SFTP tool to upload the upgrade package to the /home/permitdir directory of any controller, and run the setupsystem -a command in the minisystem of this controller. The system prompts you to enter the upgrade package name. Enter the package name and press Enter. The system automatically checks whether the upgrade package matches the device type. If they match, enter y as prompted to format and reinstall the operating system, as shown in Figure 15-14.
[bookmark: _f9579089a46734cce82a8e6e400bbcf20]Executing the setupsystem command


Press the power button to power off and then power on the entire system, or log in to all controllers and run the rebootsys command in the minisystem to restart all controllers.
----End


To re-upload an upgrade package or cancel the upgrade, you must delete the existing upgrade package and then run ls /home/permitdir/ to verify that the package has been deleted.
If alarm "There Is No CA Certificate For Disk Authentication On The Array" is reported after the upgrade, or disk information cannot be queried by running the show disk general command on the CLI, you need to manually import the CA certificate for disk authentication. For details, see 15.17 How Do I Obtain and Manually Import the CA Certificate for Disk Authentication to the Storage Array?.
[bookmark: _EN-US_TOPIC_0000001599344040][bookmark: _Toc256000114][bookmark: _EN-US_TOPIC_0000001599344040-chtext]How Can I Query and Modify the SSH Port Number of a Controller?
Question
How can I query and modify the SSH port number of a controller?
Answer
0. Log in to the CLI of the storage system and run the show system server_port server_name=SSH command to query the SSH port number of the storage system. Figure 15-15 shows an example.
[bookmark: _d0e10026]Querying the SSH port number


On the CLI of the storage system, run the change system server_port server_name=SSH port_num=** command to change the SSH port number. In the command, port_num indicates the new SSH port number you want to use. Figure 15-16 shows an example.
[bookmark: _d0e10044]Changing the SSH port number


----End
[bookmark: _EN-US_TOPIC_0000001599026148][bookmark: _Toc256000115][bookmark: _EN-US_TOPIC_0000001599026148-chtext]How Can I Collect Storage System Information If the System Is Abnormal?
Question
How can I collect storage system information if the system is abnormal?
Answer
If the system is abnormal, contact Huawei technical support engineers to collect storage system information. As shown in Figure 15-17, if both Health Status and Running Status are Normal, the system is normal. Otherwise, the system is abnormal.
[bookmark: _d0e10103]Device in the normal state


[bookmark: _EN-US_TOPIC_0000001648586025][bookmark: _Toc256000116][bookmark: _EN-US_TOPIC_0000001648586025-chtext]How Can I Ignore the Failed Step During the Upgrade and Proceed with the Subsequent Procedure?
Question
Can I ignore the failed step and proceed with the subsequent procedure when an exception occurs during the upgrade? How can I ignore it?
Answer
If the upgrade is suspended due to an exception, enter the minisystem and run the upgrade.sh -i command to ignore the failed step and retry the upgrade.


If you ignore the failed step and continue the upgrade, the varying risks from different failures require evaluation of Huawei technical support engineers. Only when the risks are acceptable, you can continue the upgrade. Do not perform any operations without evaluation.
0. If you ignore the step of uploading firmware XX and continue the upgrade, upgrading the firmware may fail.
0. If you ignore the steps of upgrading firmware XX and continue the upgrade, the firmware version check may fail or software and hardware compatibility issues may occur after the upgrade and restart.
0. If you ignore the step of checking redundant host links and continue the upgrade, services may be interrupted during the upgrade.
0. If you ignore the step of notifying the system of logging off controllers and continue the upgrade, services may be interrupted during the upgrade.
0. If you ignore the step of upgrading the system and continue the upgrade, the system may fail to start because the system software is not upgraded or the upgrade is abnormal.
0. If you ignore the step of restarting the controller and continue the upgrade, the re-upgrade may fail or services may be interrupted.
0. If you ignore the steps of checking disk link status, host multipathing status, and system mirroring status, and continue the upgrade, the upgrade may fail or services may be interrupted.
How Can I Ignore the Failed Step?
0. Use the SSH tool to log in to a controller and run the change user_mode current_mode=developer command to enter the developer mode, as shown in Figure 15-18.
[bookmark: _d0e10191]Entering the developer mode


Run the minisystem command to enter the minisystem, as shown in Figure 15-19.
[bookmark: _d0e10205]Entering the minisystem


Run the upgrade.sh -f command to view the failed steps, as shown in Figure 15-20.
[bookmark: _d0e10219]Viewing the failed steps



You can run the upgrade.sh -a command to view all supported commands.
Run the upgrade.sh -i [nodeId] [stepname] command to ignore the upgrade failure of nodeId and continue the upgrade. In this example, run the upgrade.sh -i 0 A_UploadFwAgtFlow.UploadEncStep command to ignore the UploadEncStep failed step of node 0 (controller 0A), as shown in Figure 15-21.
[bookmark: _d0e10253]Ignoring the failed step of upgrading the enclosure of node 0


On SmartKit, click Details in the Status column on the Upgrade page and then click Retry to continue the upgrade, as shown in Figure 15-22. Alternatively, run the change upgrade flow resume_type=retry command on the CLI to retry the upgrade, as shown in Figure 15-23.
[bookmark: _d0e10282]Details dialog box


[bookmark: _d0e10286]Retrying the upgrade on the CLI


----End
[bookmark: _EN-US_TOPIC_0000001648943605][bookmark: _Toc256000117][bookmark: _EN-US_TOPIC_0000001648943605-chtext]How Can I Forcibly Upgrade the Storage System?
Question
How can I forcibly upgrade the storage system?


This approach is highly risky. Do not perform it without the guidance of Huawei technical support engineers.
Answer
0. Log in to any controller of an enclosure as user admin. On the CLI, enter the minisystem and run upgradesystem. The system prompts you to upload the upgrade package and enter the package name, as shown in Figure 15-24.
[bookmark: _d0e10347]Running upgradesystem


Use an FTP/SFTP tool to upload the upgrade package to the /home/permitdir/update_disk directory of the controller. Then, enter the package name and press Enter. Enter y to start the upgrade, as shown in Figure 15-25.
[bookmark: _d0e10367]Entering the package name for upgrade


After the upgrade, use the power button to restart each enclosure. The upgrade is complete.
----End
[bookmark: _EN-US_TOPIC_0000001599344032][bookmark: _Toc256000118][bookmark: _EN-US_TOPIC_0000001599344032-chtext]What Can I Do If Multiple Check Items Fail During a Pre-upgrade Check?
Question
What can I do if multiple check items fail during a pre-upgrade check?
Answer
The possible cause is that the login user has opened four debug windows. Locate the problem as follows:
Log in to the storage system on the CLI. Run the change user_mode current_mode user_mode=developer command to enter the developer mode. Run the debug command to check whether the storage system can enter the debug mode.
If the storage system can enter the debug mode, as shown in Figure 15-26, the failure is not caused by debug windows. In this case, rectify the failed items one by one or contact Huawei technical support engineers for troubleshooting.
[bookmark: _d0e10432]The storage system can enter the debug mode


If the storage system cannot enter the debug mode, as shown in Figure 15-27, the failure is caused by debug windows. Run the exit command to close all the debug windows and retry the upgrade. If the upgrade fails again, contact Huawei technical support engineers for troubleshooting.
[bookmark: _d0e10452]The storage system cannot enter the debug mode


[bookmark: _EN-US_TOPIC_0000001599026124][bookmark: _Toc256000119][bookmark: _EN-US_TOPIC_0000001599026124-chtext]How Do I Query Major or Critical Alarms That Have Been Deleted Manually?
Question
How do I query major or critical alarms that have been deleted manually?
Answer
0. Run the show event|filterRow column=ID predict=equal_to value=0x100F00CF0027 command to filter all operation logs generated when the user clears alarms, as shown in Figure 15-28.
[bookmark: _d0e10507]Filtering all operation logs generated when the user clears alarms


Based on the sequence of alarm deletion obtained in step 1, run the show event sequence command to view alarm details. Confirm the major and critical alarms only, as shown in Figure 15-29.
[bookmark: _d0e10522]Viewing deleted alarms using the operation logs


----End
[bookmark: _EN-US_TOPIC_0000001599184348][bookmark: _Toc256000120][bookmark: _EN-US_TOPIC_0000001599184348-chtext]What Can I Do If the Front-End Link Redundancy Check Fails During the Upgrade?
Question
What can I do if the front-end link redundancy check fails during the pre-upgrade check or controller rolling upgrade?
Answer

The possible causes of the front-end link redundancy check failure are as follows:
7. The links between the host and each controller of the storage system do not meet the rolling upgrade requirements. If the upgrade continues, host services will be interrupted.
7. In specific scenarios, for example, when the host delivers no I/O, the host does not automatically restore the links to the controllers. As a result, the links do not meet the upgrade requirements after a controller is upgraded and restarted.
0. Log in to DeviceManager and choose Insight > Alarms and Events. Check for an alarm indicating no redundant path from the host to the storage system.
If such an alarm exists, clear the alarm according to the handling suggestions.
If the alarm does not exist, go to Step 2.
[bookmark: d0e10593]Choose Services > Hosts and click the name of the host that fails the check. On the displayed host information page, click the Mapping tab and then click Path Details to check the host path information.
Viewing path details


Host path information on a single controller enclosure with four controllers


Host path information on a single controller enclosure with two controllers



Under the default upgrade batches, if the ports of each host's paths whose Health Status is Normal and Link Status is Online meet the following conditions, the paths are redundant. Otherwise, the paths are not redundant.
If each controller enclosure has four controllers, there are at least two ports with different port names. For example, if the port names of two paths are CTE0.IOM.H13.P0 and CTE0.IOM.L13.P0 respectively, each interface module in slots H13 and L13 of the controller enclosure CTE0 has a path to the host, and therefore the paths are redundant.
If each controller enclosure has two controllers, there are at least one port with A in its name and one port with B in its name. For example, if the port names of two paths are CTE0.A.IOM1.P3 and CTE0.B.IOM1.P3 respectively, controllers A and B on CTE0 each have a path to the host, and therefore the paths are redundant.
If the paths are not redundant, go to Step 3.
If the paths are redundant, check the next host.
[bookmark: d0e10658]If the paths to a host are not redundant, perform the following operations:
1. Check the connections between the host and controllers. If any cable is loose or removed, reconnect the cable.
1. On DeviceManager, choose System > Hardware and check whether the service ports of the controllers are normal.
1. Log in to the host and use the multipathing software to check the paths.
Rectify the fault and perform the upgrade again. If you cannot locate or rectify the fault, contact Huawei technical support engineers for troubleshooting.
----End
[bookmark: _EN-US_TOPIC_0000001648943601][bookmark: _Toc256000121][bookmark: _EN-US_TOPIC_0000001648943601-chtext]How Can I Check the Compatibility of Hosts Running Non-mainstream Operating Systems?
This section describes how to check the compatibility of hosts running non-mainstream operating systems other than VMware, Windows, Linux, Solaris, HP-UX, and AIX.
Question
The current host compatibility evaluation tool can only evaluate hosts running VMware, Windows, Linux, Solaris, HP-UX, and AIX. If the host connected to the storage system runs an operating system other than these mainstream ones, how can I evaluate host compatibility?
Answer
If the operating system of the host is not VMware, Windows, Linux, Solaris, HP-UX, or AIX, perform the following operations to check the host:
1. Perform basic connectivity check by referring to 16.1.1 Testing Host Connectivity.
1. If the Oracle database is installed on the host, check the Oracle heartbeat timeout parameters by referring to 16.1.4 Checking the Oracle Heartbeat Parameter.
1. Check whether the connections between the host and storage controllers meet the rolling upgrade requirements:
28. At least one available link exists between the host and a batch of controllers with even IDs (controllers XA and XC in a single-engine four-controller device and controller XA in a single-engine dual-controller device).
28. At least one available link exists between the host and a batch of controllers with odd IDs (controllers XB and XD in a single-engine four-controller device, and controller XB in a single-engine dual-controller device).
[bookmark: _EN-US_TOPIC_0000001648943589][bookmark: _Toc256000122][bookmark: _EN-US_TOPIC_0000001648943589-chtext]How Can I Ignore the Pre-Upgrade Check Items and Continue the Upgrade?
This section describes how to ignore check items when the pre-upgrade check (performed by the controller restart tool or the array upgrade tool) fails and the failure can be ignored.
Question
Before the upgrade, if the controller restart tool is used to restart controllers or the array upgrade tool is used to upgrade the storage array, a check item fails. After analysis by Huawei technical support engineers, the check item can be ignored. How to perform the operation?
Answer


Before ignoring a check item, ensure that the check item is evaluated by Huawei technical support engineers. In addition, ensure that the check item does not affect host services or cause upgrade failure after being ignored. Do not ignore it without permission. Otherwise, unexpected serious results may occur.
In the following figure, the system information fails to be verified during the restart of controllers.
Failed to verify the system information


0. Go to the \tools\ArrayUpgrade directory in the tool installation directory. Open the ignoreitem.txt file, as shown in Figure 15-34. Find the option corresponding to the failed item and change the parameter to yes, as shown in Figure 15-35.
[bookmark: _d0e10811]Going to the installation directory of the controller restart tool


[bookmark: _d0e10815]Change parameters of the failed item


On the controller restart tool page, click Retry, as shown in Figure 15-36.
[bookmark: _d0e10829]Retry


After the retry, the check item can be ignored. Click Ignore to continue the restart process.
Ignoring the failed item


----End
[bookmark: _EN-US_TOPIC_0000001599344112][bookmark: _Toc256000123][bookmark: _EN-US_TOPIC_0000001599344112-chtext]What Can I Do When the Host HBA or iSCSI Timeout Parameter Does Not Pass the Check and Cannot be Modified?
Question
In some cases, the host HBA or iSCSI timeout parameter cannot be checked or modified. Can I continue the upgrade?
Answer
If the host does not use UltraPath 8.01.000 or later, the time for host I/O path switchover depends on the timeout parameter of the Fibre Channel HBA or iSCSI initiator when a controller resets during the controller software upgrade. If the timeout period is too long for the host software to tolerate, services on the host may be interrupted for a duration approximately equal to the timeout period set for the HBA or iSCSI initiator.
If the HBA or iSCSI timeout parameter cannot be checked or modified, check the following before continuing the upgrade:
1. In the current HBA configuration, the storage controller failure test has been performed. Failure of multiple controllers does not interrupt host services, or the impact on I/Os upon multiple controller failures is acceptable.
1. If the Oracle software is installed on the host, check the heartbeat parameters by referring to 16.1.4 Checking the Oracle Heartbeat Parameter. If the Oracle ASM parameter does not meet the rolling upgrade requirements, the parameter is modified according to the modification method.


If the Oracle software is installed on the host, you must perform the operations in 16.1.4 Checking the Oracle Heartbeat Parameter.
If the Oracle software is not installed on the host but you are not sure whether the I/O timeout during the upgrade affects host services, it is strongly recommended that you modify the HBA or iSCSI timeout parameters by referring to the troubleshooting cases of the host compatibility evaluation tool.
[bookmark: _EN-US_TOPIC_0000001599184368][bookmark: _Toc256000124][bookmark: _EN-US_TOPIC_0000001599184368-chtext]How Do I Run CLI Commands to Perform the Kernel and Firmware Upgrade?
Question
How do I run CLI commands to perform the kernel and firmware upgrade?
Answer
0. Log in to the storage system as user admin through the SSH client and run the change user_mode current_mode user_mode=developer command to go to the developer mode, as shown in Figure 15-38.
[bookmark: _d0e10959]Entering the developer mode


Run the following command in the developer mode: create upgrade session session=kernel configuration_data_path=xx.dat license_path=xxx.dat ip=xx.xx.xx.xx user=admin password=******.
Parameter description:
session: indicates the upgrade type. Enter kernel for the kernel upgrade.
configuration_data_path: indicates the backup path for the configuration file of the source version. The path must be a system disk path, for example, /OSM/coffer_data/update.
license_path: indicates the license backup path of the source version. The path must be a system disk path, for example, /OSM/coffer_data/update.
ip: indicates the management IP address of the current storage system, that is, the IP address used for logging in to the current storage system.
user: indicates the user name for logging in to the current system.
password: indicates the password for logging in to the current system.
For example, run the create upgrade session session=kernel configuration_data_path=/OSM/coffer_data/update/config.dat license_path=/OSM/coffer_data/update/license.dat ip=100.100.100.100 user=admin password=****** command, as shown in Figure 15-39.
[bookmark: _d0e11031]Running the upgrade command


After the upgrade package is downloaded, the system prompts you to select the upgrade mode, as shown in Figure 15-40.
[bookmark: _d0e11042]Selecting an upgrade mode



Description of upgrade modes:
2.active roll: rolling upgrade (online upgrade)
3.active offline: parallel upgrade (offline upgrade)
If a rolling upgrade is required, type 2 and press Enter. If a parallel upgrade is required, type 3 and press Enter.


To perform a parallel upgrade, ensure that no host service is configured for the storage system or host services have been stopped and the related host is disconnected from the storage system. If host services are running, services will be interrupted during the upgrade. In addition, exceptions such as drive letter changes and file system faults may occur. Ensure that you are aware of the risks in advance.
After you select the upgrade mode, the pre-upgrade check is automatically started. After the pre-upgrade check is complete, the upgrade is automatically performed without the need of manual intervention, as shown in Figure 15-41.
[bookmark: _d0e11081]Starting the upgrade



As shown in the preceding figure, after the pre-upgrade check is complete, the system enters the upgrade state. In this case, do not perform any configuration operations on the CLI or DeviceManager.
For an offline upgrade, if the progress reaches 57%, all controllers will be restarted.
For an online upgrade, controllers will be upgraded and restarted in batches.
After a controller is restarted successfully, you need to log in to the CLI again to query the upgrade progress or log in to another controller that is running properly during a rolling upgrade.
Open a new CLI window, as shown in Figure 15-42. Run the show upgrade status command to view the upgrade progress and status, as shown in Figure 15-43.
[bookmark: _d0e11108]Upgrade view


[bookmark: _d0e11112]Querying the upgrade status


If Status is Success and Percent is 100, the upgrade is successful.

If Status is not Success or Upgrading, an exception occurs during the upgrade. Rectify the fault by referring to 14.1 Common Troubleshooting Methods for an Upgrade Failure.
----End
[bookmark: _EN-US_TOPIC_0000001648943561][bookmark: _Toc256000125][bookmark: _EN-US_TOPIC_0000001648943561-chtext]How Do I Perform a Fast Upgrade Using DeviceManager?


Only OceanStor Dorado 2000, 3000, 5000, 5300, 5500, 5600, 5600K, and 6000 support this function.
Only fast upgrade is supported.
This method is applicable when SmartKit cannot be installed.
The current version is 6.1.0 or later.
Preparations
Download the software package and check item component package by referring to 3 Preparations.

You only need to download the latest check item component package SmartKit_VxRxCxxRCx_Dorado_UpgradePreCheck.tar.gz from the SmartKit catalog on the support website.
Upgrading Procedure
0. Log in to DeviceManager (https://Storage array management IP address:8088).
Logging in to DeviceManager


On the home page, click  and choose Upgrade.
DeviceManager home page


On the Upgrade page, select System Upgrade.
Selecting system upgrade


Select the check item component package SmartKit_VxRxCxxRCx_Dorado_UpgradePreCheck.tar.gz and click Upload.

Click Evaluate. The Pre-upgrade Evaluation page is displayed.
Pre-upgrade evaluation


Back up the license and configuration database.
Exporting backup data


Click Export to export backup data.
Backup data exported successfully


Click  in the Upgrade Package field to select the upgrade package of the target version and click Upload.
Uploading the upgrade package of the target version

Select Upgrade using a hot patch and upload the hot patch package of the target version.
Click Upgrade. The pre-upgrade check starts.
Pre-upgrade check


After the pre-upgrade check is complete, click Continue to start the upgrade.
Upgrade process



After you click Continue, the upgrade process is automatically executed and no manual operations are allowed until the upgrade is complete. Ensure that all preparations are done before you click Continue.
If an exception occurs during the upgrade, the upgrade is automatically suspended, and you can click Retry or Roll Back.
If DeviceManager is disconnected during the upgrade, log in again.
After the upgrade is complete, click Finish.
Post-upgrade verification



If an exception occurs during the upgrade, rectify the fault by referring to 14.1 Common Troubleshooting Methods for an Upgrade Failure.
----End
[bookmark: _EN-US_TOPIC_0000001599026172][bookmark: _Toc256000126][bookmark: _EN-US_TOPIC_0000001599026172-chtext]Why Is the Performance Data Displayed During the Upgrade Inaccurate?
Question
Why is the performance data displayed on DeviceManager inaccurate during the upgrade?
Answer
During the system upgrade, storage software is upgraded in batches, which means some software may have been upgraded while the others may have not. As a result, some performance indicators cannot be collected and the performance data is inaccurate. After the upgrade is complete, the performance data restores to normal.
[bookmark: _EN-US_TOPIC_0000001648586093][bookmark: _Toc256000127][bookmark: _EN-US_TOPIC_0000001648586093-chtext]How Can I Configure Upgrade Batches?
Question
What are configurable upgrade batches? How can I configure upgrade batches?
Answer
To meet customer needs, you can customize upgrade batches to perform online upgrades, including how many batches there are in an upgrade and what controllers are there in each batch.

Consider the device networking information when you determine the number of batches in an upgrade. Contact technical support engineers in deciding the batch policy.
The master node must be upgraded in the last batch. You can run show controller general on the CLI to view the master node.
Controllers A and B, and controllers C and D of any engine cannot be configured in the same batch.
The way to configure upgrade batches is described as follows:

6.1.6 supports customized upgrade batches by running commands.
Versions earlier than 6.1.6 support customized upgrade batches by using SmartKit.
Using SmartKit:
1. Manually create the UpgradeFile.xml file in Huawei SmartKit\tools\ArrayUpgrade. The default installation directory of SmartKit is C:\.
1. Add upgrade batch information in UpgradeFile.xml as follows:
UpgradeFile.xml:
<Upgrade>
<Batch>3</Batch>
<NodeList>1A;0B,1B,2B,3B;0A,2A,3A</NodeList>
</Upgrade>
The <Batch></Batch> field specifies the number of upgrade batches. The <NodeList></NodeList> field specifies upgrade batch information. Different batches are separated with semicolons (;). Controllers in each batch are separated with commas (,). In the following figure, for example, Batch=3 indicates three upgrade batches, and NodeList=1A;0B,1B,2B,3B;0A,2A,3A indicates that controller 1A is upgraded in the first batch, controllers 0B, 1B, 2B, and 3B are upgraded in the second batch, and controllers 0A, 2A, and 3A are upgraded in the third batch.

A controller is named in the format of digit+letter. The digit indicates the engine ID in the cluster, and the letter indicates the controller ID in the corresponding engine. For example, 0A indicates controller A in engine 0.
1. Use SmartKit to perform an online upgrade. During the upgrade, SmartKit checks whether UpgradeFile.xml exists. If UpgradeFile.xml exists, SmartKit performs the upgrade based on the batch information in the file. For details about how to use SmartKit to perform an online upgrade, see section 5.6 Upgrading Controller Software.
1. Restart SmartKit for the configuration file to take effect.


After completing the upgrade, delete UpgradeFile.xml to prevent any adverse impact on the next upgrade.
Using the command:
Run the upgrade.sh -B set nodeid[,nodeid] nodeid[,nodeid] command in the minisystem. For example:



The command setting takes effect only once and only needs to be executed on one controller.
[bookmark: _EN-US_TOPIC_0000001648704781][bookmark: _Toc256000128][bookmark: _EN-US_TOPIC_0000001648704781-chtext]How Do I Obtain and Manually Import the CA Certificate for Disk Authentication to the Storage Array?
Question
How do I obtain the CA Certificate?
Answer
0. Download the root CA certificate. Go to Huawei certificate official website, set Type to Root CA, search for Huawei Equipment Root CA.pem, and download it, as shown in Figure 15-54.
[bookmark: _fig1983711611131]Downloading the root CA certificate


Download the level-2 CA certificate. On the search page in step 1, set Type to Level-2 CA Certificate, search for Huawei IT Product CA, and download it, as shown in Figure 15-55.
[bookmark: _fig1983712167138]Downloading the level-2 CA certificate

Combine the certificate. Open Huawei Equipment Root CA.pem and Huawei IT Product CA in TXT format, cut the content of Huawei IT Product CA under Huawei Equipment Root CA.pem, and combine them into a new CA certificate, as shown in Figure 15-56.
[bookmark: _fig168371016151319]Combined CA certificate


Change the combined file name. Rename Huawei Equipment Root CA.pem as HDA_DefaultCACert.crt. HDA_DefaultCACert.crt is the CA certificate for disk authentication to be imported.
----End
Method 1: Manually Import Using the CLI
0. Upload the certificate to be imported to the /home/permitdir directory of the storage array through SFTP.
On the CLI, run the import certificate ip=? user=? password=? type=disk_authentication ca_cert_file=? use=Default command. After the command is executed successfully, the certificate is imported successfully.


Parameter ip in the CLI is the IP address of the storage array in step 1.
Parameter user in the CLI is the super administrator account of the storage array. Do not use other accounts.
Parameter password in the CLI is the password of the user parameter.
Parameter ca_cert_file in the CLI is the absolute path for storing the certificate in step 1.
In a multi-controller environment, you only need to run the command on any node once. After the command is executed successfully, the corresponding certificate is imported to all nodes.
----End
Method 2: Manually Importing Using DeviceManager
After logging in to DeviceManager, choose Settings > Certificate and upload a file to import the CA certificate for disk authentication. During the import, set Sub-scenario to Default, as shown in Figure 15-57.
[bookmark: _fig283871631317]Importing the CA certificate for disk authentication on DeviceManager



On the Import Certificate page, set Sub-scenario to Default, which has the same effect as the CLI parameter use in method 1.
In a multi-controller environment, you only need to run the command on any node once. After the command is executed successfully, the corresponding certificate is imported to all nodes.
[bookmark: _EN-US_TOPIC_0000001599026092][bookmark: _Toc256000129][bookmark: _EN-US_TOPIC_0000001599026092-chtext]How Can I Upgrade the Storage System If the Interface Modules Are Incompatible?
Question
How can I upgrade the storage system if the interface modules are incompatible?
Answer
If the storage system version is 6.1.6, perform an upgrade by referring to "Kernel and Firmware Upgrade Procedure" in this document.
If the storage system version is earlier than 6.1.6, perform an upgrade by referring to "Rolling and Parallel Upgrade Procedure" in this document.
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[bookmark: _EN-US_TOPIC_0000001599344060][bookmark: _Toc256000130][bookmark: _EN-US_TOPIC_0000001599344060-chtext]Appendix
16.1  Checking Host Status
16.2  Default Batch Upgrade Policies
16.3  Obtaining the License File for the Target Version
0. [bookmark: _EN-US_TOPIC_0000001648586021][bookmark: _Toc256000131][bookmark: _EN-US_TOPIC_0000001648586021-chtext]Checking Host Status
11. [bookmark: _EN-US_TOPIC_0000001648704793][bookmark: _Toc256000132][bookmark: _EN-US_TOPIC_0000001648704793-chtext]Testing Host Connectivity
Before upgrading the storage system in rolling mode, log in to the Huawei IT open lab website and use the Huawei Storage Interoperability Navigator to query compatibility. Ensure that the host configuration is in the Huawei host compatibility list. Otherwise, services may be interrupted during the rolling upgrade of the storage system.

You can adjust the configuration by referring to the corresponding operating system's configuration guide.
[bookmark: _EN-US_TOPIC_0000001648586041][bookmark: _Toc256000133][bookmark: _EN-US_TOPIC_0000001648586041-chtext]Checking Host Multipathing Link Status
This section describes how to check the host multipathing link status before an upgrade to ensure that services are not affected during the upgrade.
Cause
Controllers of OceanStor Dorado 2000, 3000, 5000, 5300, 5500, 5600, 5600K, and 6000 are not fully interconnected. Rolling upgrade of controllers in batches will trigger link switchover. By default, controllers are upgraded in two batches by controller ID (for example, 0, 1, 2, or 3, which can be controllers 0A, 0B, 1A, and 1B in a single-engine four-controller device). One batch is controllers with odd IDs and the other batch is controllers with even IDs. During the upgrade and restart of each batch of controllers, ensure that there are available links between the other controllers and the hosts to prevent I/O interruption. Therefore, the links between multipathing and controllers must meet the following redundancy requirements:
1. At least one available link exists between the host and a batch of controllers with even IDs (controllers XA).
1. At least one available link exists between the host and a batch of controllers with odd IDs (controllers XB).

7. The preceding networking requirements are the minimum networking requirements for a rolling upgrade. To improve service reliability during the rolling upgrade, it is strongly recommended that there be available links between the host and each controller or there be available links between the host and a batch of controllers with odd IDs and between the host and a batch of controllers with even IDs in every engine.
7. To ensure that each LUN mapped to the host has redundant links, this section describes how to check link redundancy based on each LUN mapped to the host. If there are so many LUNs that the LUNs cannot be checked one by one, you can randomly select some LUNs to check their link redundancy after there are redundant links between the host and controllers.
7. This link redundancy check method described in this section applies only to Huawei UltraPath and multipathing software delivered by the system. If third-party multipathing software is used, perform a check by referring to the link check method provided by the third-party multipathing software and preceding networking requirements.
0. [bookmark: _Toc256000134][bookmark: _EN-US_TOPIC_0000001648704825-chtext]VMware ESX
This section describes how to check multipathing link redundancy for VMware ESX/ESXi.
5. [bookmark: _Toc256000135][bookmark: _EN-US_TOPIC_0000001648586085-chtext]Link Redundancy Check with Huawei UltraPath
0. [bookmark: d0e12037]Log in to the VMware ESX system and run the esxcli upadm show path command, as shown in Figure 16-1.
[bookmark: _d0e12047]Querying path information on UltraPath


[bookmark: d0e12051]If an Array Name contains only paths of controller A or B, or contains only paths of the H or L plane, the storage paths are not redundant. If the storage paths are redundant, go to the next step.
Run the esxcli upadm show vlun command to view the Vlun ID field, as shown in Figure 16-2. If the VLUN information is not displayed, UltraPath does not take over any LUNs. In this case, refer to the link redundancy check method provided by VMware multipathing software. Otherwise, go to the next step.
[bookmark: _d0e12070]Querying VLUN information


[bookmark: d0e12074]Run esxcli upadm show vlun -l <VLUN ID> -t all to query information about all LUN paths, as shown in Figure 16-3.
[bookmark: _d0e12088]esxcli upadm show vlun -l -t all


Determine whether the paths of each LUN are redundant based on the path information of each VLUN queried in Step 4 and the path redundancy queried in Step 1 and Step 2. In Figure 16-3, the LUN whose ID is 2 contains paths 0 to 3, all of which are in the Normal state and include both controllers A and B. This indicates that the VLUN paths are redundant.
----End
[bookmark: _Toc256000136][bookmark: _EN-US_TOPIC_0000001648943569-chtext]Link Redundancy Check with VMware Multipathing Software
0. Run the esxcfg-mpath -b | grep -E -i "huawei|huasy|symantec|hs|eisoo|udsafe|marstor|sanm|anystor|sugon|netposa" command to check whether Huawei disks exist, as shown in Figure 16-4. If no Huawei disk is found, the check is passed. Otherwise, go to the next step.
[bookmark: _d0e12148]Viewing Huawei disk information


Run the esxcfg-mpath -b -d DeviceName command to obtain the path information of a specified LUN. Obtain the last column of the command output (WWPN of the array controller port).
Querying LUN path information



DeviceName is the naa.xxx information queried in Figure 16-4.
Convert each WWPN to a binary value and check the values of the 53rd to 56th bits and change the values into a decimal number. The value indicates the controller ID, such as controller 1 in Figure 16-6.
[bookmark: _d0e12184]Calculating the controller ID


Based on the calculated controller ID, check whether each LUN has at least one available path to a batch of controllers with even IDs and a batch of controllers with odd IDs. If yes, a rolling upgrade can be performed; otherwise, a rolling upgrade is unavailable.
----End
[bookmark: _Toc256000137][bookmark: _EN-US_TOPIC_0000001648784201-chtext]Windows
This section describes how to check multipathing link redundancy on a Windows host.
5. [bookmark: _Toc256000138][bookmark: _EN-US_TOPIC_0000001648704757-chtext]Link Redundancy Check with Huawei UltraPath
0. [bookmark: d0e12249]Open the Command Prompt and run the upadmin show path command to query the path information of the storage system, as shown in Figure 16-7.
[bookmark: _d0e12259]Querying path information on UltraPath


[bookmark: d0e12263]If an Array Name contains only paths of controller A or B (you can view the paths in the Controller column, for example, site B in Figure 16-7), or contains only paths of the H or L plane (for example, site A in Figure 16-7), the storage paths are not redundant. If the storage paths are redundant, go to the next step.
[bookmark: d0e12284]Run the upadmin show vlun type=all command to query the VLUN ID list, as shown in Figure 16-8.
[bookmark: _d0e12294]Querying the VLUN ID list


[bookmark: d0e12298]Run the upadmin show vlun id=VLUN ID type=all command for each VLUN ID in the list obtained in Step 3 to query the VLUN details, as shown in Figure 16-9.
[bookmark: _d0e12315]Querying VLUN details


Determine whether the paths of each LUN are redundant based on the path information of each VLUN queried in Step 4 and the path redundancy queried in Step 1 and Step 2. In Figure 16-9, the LUN whose ID is 127 contains paths 64 to 68, among which paths 64 to 67 are in the Normal state and contain ports on both the H and L planes. This indicates that the VLUN paths are redundant.
----End
[bookmark: _Toc256000139][bookmark: _EN-US_TOPIC_0000001599344052-chtext]Linux
This section describes how to check multipathing link redundancy on a Linux host.
5. [bookmark: _Toc256000140][bookmark: _EN-US_TOPIC_0000001599344044-chtext]Link Redundancy Check with Huawei UltraPath
0. [bookmark: d0e12394]Log in to the Linux host and run the upadmin show path command to view the path information of the storage system, as shown in Figure 16-10.
[bookmark: _d0e12404]Querying path information on UltraPath


[bookmark: d0e12408]If an Array Name contains only paths of controller A or B (you can view the paths in the Controller column, for example, site B in Figure 16-10), or contains only paths of the H or L plane (for example, site A in Figure 16-10), the storage paths are not redundant. If the storage paths are redundant, go to the next step.
[bookmark: d0e12429]Run the upadmin show vlun type=all command to query the VLUN ID list, as shown in Figure 16-11.
[bookmark: _d0e12439]Querying the VLUN ID list


[bookmark: d0e12443]Run the upadmin show vlun id=VLUN ID type=all command for each VLUN ID in the list obtained in Step 3 to query the VLUN details, as shown in Figure 16-12.
[bookmark: _d0e12460]Querying VLUN details


Determine whether the paths of each LUN are redundant based on the path information of each VLUN queried in Step 4 and the path redundancy queried in Step 1 and Step 2. In Figure 16-12, the LUN whose ID is 127 contains paths 64 to 68, among which paths 64 to 67 are in the Normal state and contain ports on both the H and L planes. This indicates that the VLUN paths are redundant.
----End
[bookmark: _Toc256000141][bookmark: _EN-US_TOPIC_0000001648704769-chtext]Link Redundancy Check with Linux Multipathing Software
0. Run the lsscsi command and obtain the target port ID reported by the disk array based on the first column in the command output. Check whether the disk mapped by Huawei storage exists based on the third column, as shown in Figure 16-13.
[bookmark: _d0e12520]Viewing disk information by running lsscsi


Check whether there are disks mapped by Huawei storage devices based on the information displayed in the third column. The following types of disks belong to Huawei storage devices (case insensitive): Huawei|huasy|symantec|hs|eisoo|udsafe|marstor|sanm|anystor|sugon|netposa. If no Huawei disk exists, skip this section.
After obtaining the Huawei disk list, classify the disks according to the first three digits in the first column. As shown in Figure 16-13, there are four types of disks: 0:0:0, 0:0:1, 1:0:0, and 1:0:1, indicating the port number of different targets reported by the storage device.
Run the cat /sys/class/fc_transport/targetX:X:X/port_name command (X:X:X is the first three digits in the first column obtained in the previous step, for example, 0:0:0, 0:0:1, 1:0:0, or 1:0:1) to query the array controllers whose targets are connected to the host. The query result is a hexadecimal port name (WWPN), as shown in Figure 16-14.
[bookmark: _d0e12577]Querying port names


Convert each port name (WWPN) into a binary value, check the values of the 53rd to 56th bits, and convert the values into a decimal number. The converted number indicates the controller ID, such as controller 0 in Figure 16-15.
[bookmark: _d0e12589]Calculating the controller ID


Based on the calculated controller ID, check whether each LUN has at least one available path to a batch of controllers with even IDs and a batch of controllers with odd IDs. If yes, a rolling upgrade can be performed; otherwise, a rolling upgrade is unavailable.
----End
[bookmark: _Toc256000142][bookmark: _EN-US_TOPIC_0000001648586061-chtext]Solaris
This section describes how to check multipathing link redundancy in a host running in Solaris.
5. [bookmark: _Toc256000143][bookmark: _EN-US_TOPIC_0000001599026116-chtext]Link Redundancy Check with Huawei UltraPath
0. Log in to the host and run the upadmin show path command to view the path information of the storage system, as shown in Figure 16-16.
[bookmark: _d0e12664]Querying path information on UltraPath


If an Array Name contains only paths of controller A or B (you can view the paths in the Controller column, for example, site B in Figure 16-16), or contains only paths of the H or L plane (for example, site A in Figure 16-16), the storage paths are not redundant. If the storage paths are redundant, go to the next step.
[bookmark: d0e12689]Run the upadmin show vlun type=all command to query the VLUN ID list, as shown in Figure 16-17.
[bookmark: _d0e12699]Querying the VLUN ID list


Run the upadmin show vlun id=VLUN ID type=all command for each VLUN ID in the list obtained in Step 3 to query the VLUN details, as shown in Figure 16-18.
[bookmark: _d0e12720]Querying VLUN details


----End
[bookmark: _Toc256000144][bookmark: _EN-US_TOPIC_0000001599026108-chtext]Link Redundancy Check with Solaris Multipathing Software
0. Run the mpathadm list lu|grep rdsk command to obtain the disks managed by Solaris multipathing (STMS), as shown in Figure 16-19.
[bookmark: _d0e12762]Obtaining disks managed by STMS



If the command output is empty, no disk managed by STMS exists. In this case, skip this section.
For each STMS disk, run the mpathadm show lu /dev/rdsk/XXXX command to check whether Vendor indicates Huawei disks, as shown in Figure 16-20.
[bookmark: _d0e12785]Viewing disk details



7. If the Vendor field is one of the following fields (case-insensitive), the disk is from Huawei: Huawei|huasy|symantec|hs|eisoo|udsafe|marstor|sanm|anystor|sugon|netposa.
7. If all disks are not Huawei disks, skip this section.
As shown in Figure 16-20, view each Target Port Name under Paths, convert each port name (WWPN) into a binary value, check the values of the 53rd to 56th bits, and convert the values into a decimal number. The converted number indicates the controller ID, such as controller 0 in Figure 16-21.
[bookmark: _d0e12815]Calculating the controller ID


Based on the calculated controller ID, check whether each LUN has at least one available path to a batch of controllers with even IDs and a batch of controllers with odd IDs. If yes, a rolling upgrade can be performed; otherwise, a rolling upgrade is unavailable.
----End
[bookmark: _Toc256000145][bookmark: _EN-US_TOPIC_0000001648704801-chtext]HP-UX
This section describes how to check link redundancy with HP-UX multipathing software. Huawei UltraPath is not supported in HP-UX.
5. [bookmark: _Toc256000146][bookmark: _EN-US_TOPIC_0000001648586037-chtext]Link Redundancy Check with HP-UX 11i v1/v2 PVlinks
0. Log in to a host and run the uname -a command, as shown in Figure 16-22. The information in red indicates the system version, B.11.11 corresponds to HP-UX 11i v1, B.11.23 corresponds to HP-UX 11i v2, and B.11.31 corresponds to HP-UX 11i v3.
[bookmark: _d0e12899]Checking the HP-UX system version


If the version is HP-UX 11i v1/v2, that is, B.11.11 or B.11.23, go to the next step. Otherwise, skip this section.
[bookmark: d0e12913]Run the ioscan -fnC fc command to obtain the H/W Path list of the current HP-UX HBA, as shown in Figure 16-23.
[bookmark: _d0e12926]HBA H/W Path list


Run the ioscan -funC disk command to obtain the mapped disk device list. The obtained values of H/W Path are the same as those obtained in the previous step and Description contains HUAWEI device information, for example: /dev/dsk/c23t0d2, as shown in Figure 16-24.
[bookmark: _d0e12953]Obtaining device information


After obtaining the device information, run the pvdisplay xxx| grep 'PV Name' command. In the command, xxx indicates the device name obtained in the previous step, for example, /dev/dsk/c23t0d2. If the command output contains Alternate Link, the disk has no redundant links and no further check is required.
pvdisplay xxx| grep 'PV Name'


Run the fcmsutil /dev/xxx get remote all | grep 'Target Port Word Wide Name' command with the driver information obtained in Step 3. In the command, xxx indicates the driver name and is used to query information about the array targets connected to the port, as shown in Figure 16-26.
[bookmark: _d0e13003]Array target information


As shown in Figure 16-26, query each Target Port World Wide Name, convert each port name (WWPN) into a binary value, check the values of the 53rd to 56th bits, and convert the values into a decimal number. The converted number indicates the controller ID, such as controller 0 in Figure 16-27.
[bookmark: _d0e13021]Calculating the controller ID


Based on the calculated controller ID, check whether each LUN has at least one available path to a batch of controllers with even IDs and a batch of controllers with odd IDs. If yes, a rolling upgrade can be performed; otherwise, a rolling upgrade is unavailable.
----End
[bookmark: _Toc256000147][bookmark: _EN-US_TOPIC_0000001648704785-chtext]Link Redundancy Check with HP-UX 11i v3 NMP
0. Log in to a host and run the uname -a command, as shown in Figure 16-28. The information in red indicates the system version, B.11.11 corresponds to HP-UX 11i v1, B.11.23 corresponds to HP-UX 11i v2, and B.11.31 corresponds to HP-UX 11i v3.
[bookmark: _d0e13076]Querying the system version


If the system is HP-UX 11i v3 (B.11.31), run the scsimgr get_attr -a leg_mpath_enable command to check whether NMP is installed and enabled, as shown in Figure 16-29. If both current and default are true, NMP is installed and enabled. Go to the next step; otherwise, end the check.
[bookmark: _d0e13103]Checking whether NMP is installed and enabled


[bookmark: d0e13108]Run the ioscan -funNC disk command to obtain information about all disks on the host. HUAWEI and CLAIMED disks are obtained based on Description and S/W State, as shown in Figure 16-30.
[bookmark: _d0e13130]Querying Huawei disks



If the Description field is one of the following fields (case-insensitive), the disk is from Huawei: Huawei|huasy|symantec|hs|eisoo|udsafe|marstor|sanm|anystor|sugon|netposa.
If all disks are not Huawei disks, skip this section.
Run the ioscan -P health | grep lunpath command to obtain all online LUN WWPNs, as shown in Figure 16-31.
[bookmark: _d0e13154]Obtaining the information about the online LUNs


Run the scsimgr lun_map -D xxx command (xxx is the HUAWEI and CLAIMED disk obtained in Step 3) to obtain the disk path information, as shown in Figure 16-32.
[bookmark: _d0e13183]Disk path information


View each LUN path and convert the WWN of each Hardware path in every path whose State and Last Open or Close state are ACTIVE into a binary value. Check the values of the 53rd to 56th bits and convert the values into a decimal number. The number indicates the controller ID, such as controller 0 in Figure 16-33.
[bookmark: _d0e13207]Calculating the controller ID


Based on the calculated controller ID, check whether each LUN has at least one available path to a batch of controllers with even IDs and a batch of controllers with odd IDs. If yes, a rolling upgrade can be performed; otherwise, a rolling upgrade is unavailable.
----End
[bookmark: _Toc256000148][bookmark: _EN-US_TOPIC_0000001648704789-chtext]AIX
This section describes how to check multipathing link redundancy in an AIX system. In an AIX system, the same link redundancy check method is used in UltraPath and AIX multipathing software.
0. Run the lsdev -Cc disk | grep FC command on the host to obtain the hdiskx disks taken over by the host, as shown in Figure 16-34.
[bookmark: _d0e13260]Querying information about all disks on a host



If no disk is found, the check is passed and no further check is required.
Run the lscfg -vpl hdisk1 command (hdisk1 is taken as an example) to obtain disk information. Check whether the disk is a Huawei disk based on the Manufacturer field and record the Huawei disk information, as shown in Figure 16-35.
[bookmark: _d0e13284]Querying the disk manufacturer information



If the Manufacturer field is one of the following fields (case-insensitive), the disk is from Huawei: Huawei|huasy|symantec|hs|eisoo|udsafe|marstor|sanm|anystor|sugon|netposa.
If all disks are not Huawei disks, skip this section.
For each Huawei disk, run lspath -F "name:parent:connection:path_id:status" -l hdisk1 (hdisk1 is used as an example) to obtain the path information, as shown in Figure 16-36.
[bookmark: _d0e13308]Querying disk path information


Convert the name (WWPN) of the ports whose status is Enabled into a binary value, check the values of the 53rd to 56th bits, and convert the values into a decimal number. The converted number indicates the controller ID, such as controller 0 in Figure 16-37.
[bookmark: _d0e13323]Calculating the controller ID


Based on the calculated controller ID, check whether each LUN has at least one available path to a batch of controllers with even IDs and a batch of controllers with odd IDs. If yes, a rolling upgrade can be performed; otherwise, a rolling upgrade is unavailable.
----End
[bookmark: _Toc256000149][bookmark: _EN-US_TOPIC_0000001648943545-chtext]Checking Risky Emulex HBA Driver Versions in a Fibre Channel Network
In a VMware system, when Emulex HBA (Host Bus Adapter) is used for a Fibre Channel network, the host I/O may be interrupted because the host link switchover fails during the upgrade because of the known problems in the HBA driver version. If the host and storage device do not communicate with each other using Fibre Channel links, skip this section.
Cause
In a VMware ESX system, if an Emulex HBA is used for a Fibre Channel network, because of the known problems in the HBA driver version, the host HBA cannot report link interruption events to the upper-layer multipathing software after controller links are interrupted when the controllers of the storage device start upgrading. As a result, the host multipathing link fails to be switched over, or the host HBA fails to connect to controllers after the controllers restart and reconnect to the host.
Check Method
0. If the host does not communicate with the storage device through Fibre Channel links, the check is passed. Otherwise, go to the next step.
Use the SSH client tool to log in to the VMware ESX system and enter the CLI.
[bookmark: d0e13375]Run the esxcli storage core adapter list command to check whether Link State is link-up and Description contains Emulex items, as shown in Figure 16-38.
[bookmark: _d0e13394]Querying the HBA List


If the Emulex item is not displayed in Description or the value of Link State is not link-up, Emulex HBA is not installed or not enabled, skip the following steps. Otherwise, go to the next step.
Check the value of LPexxxxx under Description in the previous step, which indicates the HBA model, such as LPe12000 in Step 3.
Run the esxcfg-module -i lpfc | grep -i version command to query the Emulex driver version, for example, Version: 10.0.100.1-1vmw.550.0.0.1331820, where Version: xx.x.x.x indicates the HBA driver version.

In the preceding information, lpfc in esxcfg-module -i lpfc indicates the driver queried in Step 3.
Run the vmware -i or vmware -v command to view the current VMware system version, for example: VMware ESXi 5.5.0 build-2068190.
Compare the obtained VMware system version, HBA model, and driver version with that of the HBA version shown in Table 16-1. If the information matches, risks exist.
[bookmark: _d0e13478]Risky HBA version information
	Operating System Version
	Driver Model
	Driver Version

	VMware ESXi 5.5.x or 6.0.x
	Emulex LPe12000
Emulex LPe12002
Emulex LPe16002
	Earlier than 10.2.455.0

	All VMware versions
	Emulex LPe15000
Emulex LPe16000
	Earlier than 11.1.145.18




1. Risks occur only on the direct connection networking.
If the operating system, HBA model, and driver version match the information in the preceding table, a link switchover or setup failure may occur due to HBA driver bugs during the upgrade. As a result, host services are interrupted.
----End
Recommended Actions
You are advised to log in to the VMware official website: https://www.vmware.com/resources/compatibility/search.php and download the driver of the latest version to upgrade the HBA.
[bookmark: _EN-US_TOPIC_0000001599503732][bookmark: _Toc256000150][bookmark: _EN-US_TOPIC_0000001599503732-chtext]Checking the Oracle Heartbeat Parameter
This section describes how to check whether the Oracle heartbeat parameters meet the rolling upgrade requirements. If the Oracle database is not installed, skip this section.
Cause
The Oracle database deployed on the host uses the Automatic Storage Management (ASM) mode to manage disks, the Oracle version is 11.2.0.3 to 12.1.01, and the default value of the ASM disk heartbeat parameter is 15 seconds (120 seconds by default for other versions). If I/O timeout exceeds 15 seconds due to controller service switchover during the upgrade, the ASM disk is dismounted from the database and is kicked off. As a result, the database breaks down.
Oracle official statement: https://support.oracle.com/epmos/faces/DocumentDisplay?_afrLoop=533716944762019&id=1581684.1&_afrWindowMode=0&_adf.ctrl-state=1dkv36pc56_4
This section describes how to check whether the Oracle ASM disk heartbeat parameters need to be modified based on the Oracle version, configuration, host multipathing, and storage system version.

If the HBA or iSCSI timeout parameters are modified by referring to 16.1.5 Checking the HBA Timeout Parameter in a Fibre Channel Network or 16.1.6 Checking the Initiator Timeout Parameter in an iSCSI Network, and the ASM disk timeout parameter is not modified after Oracle database installation, skip this section.
Check Method
0. [bookmark: d0e13595]The Oracle database is installed on the host. Check whether ASM disk groups are used to manage database disks.

The procedures are as follows:
Windows host: On the control panel, choose Administrative Tools > Services. If the OracleASMService+ASM service is displayed, ASM disk groups are used to manage disks.
Other hosts: Run the ps -ef |grep pmon command. If the command output contains +ASM1, ASM disk groups are used to manage disks.

Disk in the Oracle 11g/12c database can be managed by file system or ASM.
If the Oracle database is not installed or ASM disk groups are not used to manage disks, the check is passed. Otherwise, go to the next step.
[bookmark: d0e13629]If the Oracle database uses ASM disk groups to manage disks but the Oracle database version is not from 11.2.0.3 (included) to 12.1.0.1 (included), the check is passed. Otherwise, go to the next step.

To view the version, do as follows:
Checking the database version on Windows hosts

Note: You need to set environment variables in Windows for ASM administrator to access the database. The path specified by ORACLE_HOME is the installation path. You need to find the installation path of the Oracle database before setting the path.
Checking the database version information on other hosts

Check the disk type. If the disk type is not high/normal, the check is passed. Otherwise, go to the next step.

To check the disk type, do as follows:

In ASM disk management, the following types of disks are managed: high, normal, and extern.
Check the ASM disk timeout parameter. If the value is greater than or equal to 120 seconds, the check is passed. Otherwise, go to the next step.

To query the ASM disk timeout duration, do as follows:
You must query the duration as ASM administrator rather than as dba user. To query the information, run the following command:
select a.ksppinm name,b.ksppstvl value,a.ksppdesc describe from x$ksppi a,x$ksppcv b where a.inst_id = userenv('instance') and b.inst_id = userenv('instance') and a.indx = b.indx and a.ksppinm like '\_asm_hbeatio%' escape '\';
The command output is as follows:

The default timeout duration of ASM disks in Oracle 11g/12c is 15 seconds.
Use the SSH client software to log in to the host where the Oracle database is installed. On the CLI, run the upadm show version command to check whether UltraPath is installed and the version of the multipathing software.

For details about how to check the UltraPath version, see the methods for each operating system in 16.1.2 Checking Host Multipathing Link Status.
Use the SSH client software to log in to the storage system associated with the Oracle database and run the show system general command to check the storage system version. Run the show lun general | filterColumn include columnList=ID to query the number of storage LUNs.
If the operating system, multipathing software type and version, storage system version of the host where Oracle exists, and number of LUNs meet the following requirements, the check is passed and no further check is required; otherwise, go to the next step.
[bookmark: _d0e13704]Version mapping without Oracle ASM timeout parameter modification
	Host Multipathing and Version
	Storage System Version
	Number of Storage LUNs
	Operating System Type of the Host Where the Oracle Database Exists
	Recommended Actions

	UltraPath 8.01.000 (AIX 8.03.028) and later
	All versions
	N/A
	N/A
	No processing is required.



If the version mapping does not match these in Table 16-2, modify the ASM timeout parameter by referring to Modifying the Oracle ASM Timeout Parameter or modify the HBA/iSCSI timeout parameter by referring to 16.1.5 Checking the HBA Timeout Parameter in a Fibre Channel Network or 16.1.6 Checking the Initiator Timeout Parameter in an iSCSI Network.

Change the HBA/iSCSI timeout duration or Oracle ASM disk timeout duration of the host. You need to modify only one of the two parameters.
After the Oracle ASM disk timeout duration is modified, restart the Oracle database for the modification to take effect (if the Oracle database is deployed in a RAC cluster, change the disk timeout duration on each node). The host HBA timeout duration can be modified in some hosts online but other hosts need to be restarted for the modification to take effect. Therefore, use a solution that has minor impact on service continuity after evaluation.
After the storage device is upgraded, the modified parameters can remain.
----End
[bookmark: d0e13772]Modifying the ORACLE ASM Timeout Parameter
0. Log in to the host as user root and run the ps -ef |grep pmon command. In the command output, check the line with keyword asm_pmon_*. The line starts with the ASM instance administrator and ends with the ASM instance name (ORACLE_SID). Record the system process ID, as shown in Figure 16-39.
[bookmark: _d0e13791]Querying the ASM instance and process ID


Run the ls -l/proc/xx/fd command to view the user directory opened by the process ID (xx indicates the system process ID recorded in the previous step). Check whether the command output contains the ASM instance name and record the path before dbs (the path is the ORACLE_HOME of grid).
Querying the ORACLE HOME directory


0. Switch to the ASM instance administrator, set environment variables ORACLE_HOME and ORACLE_SID, and log in to the ASM instance by entering sqlplus / as sysasm to collect or modify the ASM heartbeat parameter.
Switching to the ASM instance administrator


Modify the _asm_hbeatiowait parameter by running alter system set "_asm_hbeatiowait" =120 scope=spfile sid='*';.
Modifying the heartbeat parameter


(Optional) Switch to the database administrator, log in to the database as an Oracle DBA user (entering sqlplus / as sysdba), and stop the database instance.
Stopping a database instance


Go to the ORACLE_HOME directory of grid as user root and run the crsctl stop crs command to stop the cluster service (running the crsctl stop has command to stop the service on a node).
Stopping the cluster service on a node


Go to the ORACLE_HOME directory of grid as user root and run the crsctl start crs command to start the CRS service. In a single-node system, run the crsctl start has command to start the CRS service.
Starting CRS


Go to the ORACLE_HOME directory of grid as user root and wait for 5 minutes to check whether the database starts.

Repeat Step 1 to Step 3 to log in to the ASM instance and check whether the modification of parameter _asm_hbeatiowait takes effect by running the following command: select a.ksppinm name, b.ksppstvl value, a.ksppdesc describe from x$ksppi a, x$ksppcv b where a.inst_id = userenv('instance') and b.inst_id = userenv('instance') and a.indx = b.indx and a.ksppinm like '\_asm_hbeatio%' escape '\' ;.
Repeat the preceding operations on the other Oracle node.
----End
[bookmark: _EN-US_TOPIC_0000001648586077][bookmark: _Toc256000151][bookmark: _EN-US_TOPIC_0000001648586077-chtext]Checking the HBA Timeout Parameter in a Fibre Channel Network
This section describes how to check the HBA timeout parameter in a Fibre Channel network.

This section describes the timeout parameter check performed when the Oracle heartbeat parameter check fails. If the Oracle database is not installed on the host, you do not need to perform the timeout parameter check.
Cause
1. If a host is installed with UltraPath 8.0.0.0 or later and is connected to Huawei storage devices, the controller can automatically instruct UltraPath to switch the host I/O path during rolling controller software upgrade of the storage device. In this case, the upgrade has a small impact on host I/Os (less than 1 second).
1. If the host is not installed with UltraPath 8.0.0.0 or later, during the controller software upgrade, the host I/O path switchover depends on the timeout mechanism of the Fibre Channel HBA or iSCSI initiator during controller reset. How long I/Os are affected depends on the timeout parameter. If the timeout parameter is set to a large value, the host software cannot tolerate the I/O timeout. As a result, services on the host software may be interrupted.

7. If the host and storage device do not communicate with each other through a Fibre Channel network, skip this section.
7. In the current HBA configuration, the storage controller failure test has been performed. If multiple controllers are faulty, host software services are not interrupted, or the I/O impact caused by the host software upon multiple controller failures is acceptable. In this case, you can skip this section.
0. [bookmark: _Toc256000152][bookmark: _EN-US_TOPIC_0000001648784209-chtext]VMware ESX
This section describes how to check and rectify the HBA timeout duration in an ESXi Fibre Channel network.
Check Method
0. Log in to the VMware ESX system and run the esxcli storage core adapter list command to obtain the HBA information. QLogic and Emulex HBAs are used as an example, as shown in Figure 16-46.
[bookmark: _d0e14035]Obtaining HBA information



For non-QLogic or Emulex HBAs, query the HBAs according to the method provided by the HBA vendor.
[bookmark: d0e14043]In the command output of the previous step, record Driver (such as lpfc and qlxx for QLogic and Emulex HBAs), for example, Driver: lpfc.
For a QLogic HBA, run the esxcli system module parameters list -m Driver| grep qlport_down_retry command. For an Emulex HBA, run the esxcli system module parameters list -m Driver| grep lpfc_devloss_tmo command to query the HBA timeout duration, as shown in Figure 16-47.
[bookmark: _d0e14084]Querying HBA timeout duration



7. If nothing is displayed after int, the timeout parameter is set to the default 10 seconds.
7. In the command, Driver indicates the driver information obtained in Step 2.
If the timeout duration queried in the previous step is longer than 10 seconds, change the timeout duration to 10 seconds to reduce the impact on host I/Os during the upgrade.
----End
Recommended Actions
0. For a QLogic HBA, run the esxcli system module parameters set -p "lpfc_devloss_tmo=10" -m lpfc command to modify the timeout parameter.
For an Emulex HBA, run the esxcli system module parameters set -p "qlport_down_retry=10" -m qlnativefc command to modify the timeout parameter.

For Emulex and QLogic HBAs, the command of modifying the timeout parameter is effective for the HBA ports with the same type of drivers. If multiple HBAs are inserted, you only need to execute the command once.
After the modification, restart the VMware ESX system to make the timeout parameter take effect.
----End
[bookmark: _Toc256000153][bookmark: _EN-US_TOPIC_0000001648704765-chtext]Windows
This section describes how to check and rectify the HBA timeout duration in a Windows Fibre Channel network.
Check Method
0. In a Windows networking, use the management tool provided by the HBA vendor to query the HBA timeout duration. The following steps describe how to query the timeout duration of QLogic and Emulex HBAs.
For a QLogic HBA, install Fibre Channel Information Tool (fcinfo). The tool can be downloaded from Microsoft's official website. After installing fcinfo, open the CMD CLI and run fcinfo to get the HBA type, as shown in Figure 16-48.
[bookmark: _d0e14176]Obtaining the HBA model


In the QLogic area on the Downloads page of QLogic's official website (see Figure 16-49), select the corresponding HBA model and operating system, and click Go, as shown in Figure 16-50.
[bookmark: _d0e14200]Download path


[bookmark: _d0e14205]Choosing the HBA type and operating system


Click Previously released versions under the Management Tools area.
Selecting the management tool


[bookmark: d0e14225]Download the QConvergeConsole, as shown in Figure 16-52.
[bookmark: _d0e14232]Downloading the QConvergeConsole


Install QConvergeConsole and view and set the timeout parameter, as shown in Figure 16-53.
[bookmark: _d0e14244]Viewing and setting the timeout parameter for a QLogic HBA


Check whether Port Down Retry Count and Link Down Timeout are set to 10. If the two parameters are not 10, set them to 10 and save the settings before you perform a rolling upgrade.

If the QConvergeConsole tool cannot be used after being installed, download and install SANsurfer FC HBA Manager in Step 5, and then open the QConvergeConsole tool again.
Installing SANsurfer FC HBA Manager


0. For an Emulex HBA, install OneCommand Manager, the software can be downloaded from Broadcom's official website.
Download OneCommand Manager based on the operating system type, as shown in Figure 16-55.
[bookmark: _d0e14287]Downloading based on the operating system type


Use OneCommand Manager to view and set the timeout parameter, as shown in Figure 16-56.
[bookmark: _d0e14299]Viewing and setting the timeout parameter for an Emulex HBA


Check whether LinkTimeOut and NodeTimeOut are set to 10. If the two parameters are not 10, set them to 10 and save the settings before you perform a rolling upgrade.
----End
Recommended Actions
You are advised to set LinkTimeOut and NodeTimeOut to 10 and then perform a rolling upgrade.
[bookmark: _Toc256000154][bookmark: _EN-US_TOPIC_0000001599184336-chtext]Linux
This section describes how to check and rectify the HBA timeout parameter in Linux.

7. The check methods described in this section involve some operating systems. For the operating systems not listed, you can perform the check by referring to this section. If there is any difference, refer to the documents provided by the HBA vendor.
7. The check methods described in this chapter involve only Emulex and QLogic HBAs. If other HBAs are used, perform operations by referring the documents provided by the HBA vendor.
7. If the HBA timeout parameter is not set to 5, you are advised to change the value to 5 to reduce the impact on host I/Os during the upgrade.
6. [bookmark: _Toc256000155][bookmark: _EN-US_TOPIC_0000001648704821-chtext]SUSE 10
Check Method
0. After logging in to the device, run the cat /etc/*-release command to obtain the operating system version. If the operating system is SUSE Linux Enterprise Server 10, go to Step 2.

[bookmark: d0e14421]Run the ls /sys/class/fc_host command to obtain the host list.

Run the cat /sys/class/fc_host/hostX/port_state command to query the port status. X in hostX indicates the HBA port number. host* can also be used to query information about all the hosts in Online state.

Run the cat /sys/class/scsi_host/host*/model*name command to query the HBA model of all hosts based on the hostX information recorded in step 3. Check whether the HBA comes from Emulex or QLogic.
Emulex HBA


QLogic HBA


Collect timeout parameters by running commands based on the HBA model.
If the HBA model is Emulex (starting with LPe), use the following method to query the timeout parameters:
38. Run the cat /sys/class/scsi_host/host*/lpfc_devloss_tmo command to query the timeout duration of all Fibre Channel ports.

If the HBA model is QLogic (starting with QLE), use the following method to query the timeout parameter (going to the QLogic official website to download and install QConvergeConsole CLI plug-in):
38. Run the qaucli command that can be executed only after the plug-in is installed. After the qaucli command is executed, if the command output contains Please Enter Selection, the command is executed successfully. Go to the next step.

38. Enter 2 (Adapter Configuration).

38. Enter 3 (HBA Parameters).

38. On the page shown in the following figure, enter the port number of each HBA, for example, 1, 2, 3, and 4.

38. For example, enter 1.
5. Enter port 1.

5. Enter 1 (Display HBA Parameters) to query HBA information. The value of Link Down Timeout (seconds) is the HBA timeout duration.

5. Enter 0 to go back to the previous directory. Repeat the steps to query information about the next port. After all the ports are queried, input quit.
----End
Recommended Actions
1. For an Emulex HBA, run the echo X > /sys/class/scsi_host/hostY/lpfc_devloss_tmo command to modify the HBA timeout parameters. X indicates the timeout parameter and Y indicates the Fibre Channel port number. In the following figure, set the timeout interval to 5 seconds.

1. For a QLogic HBA:
40. Run the qaucli command to modify the HBA timeout parameter.

40. Enter 2 (Adapter Configuration).

40. Enter 3 (HBA Parameters).

40. Enter the number of the port for which you want to modify the timeout setting. Port 1 is used as an example here.

40. Enter 2 (Configure HBA Parameters).

40. Set the timeout parameter. In the following figure, the timeout parameter is set to 15 seconds.

40. Enter 19 (Commit Changes).

[bookmark: _Toc256000156][bookmark: _EN-US_TOPIC_0000001599344092-chtext]SUSE 11 and SUSE 12
Check Method
0. After logging in to the device, run the cat /etc/*-release command to obtain the operating system version. If the operating system is SUSE Linux Enterprise Server 11, go to Step 2.

[bookmark: d0e14731]Run the ls /sys/class/fc_host command to obtain the host list.

Run the cat /sys/class/fc_host/hostX/port_state command to query the port status. X in hostX indicates the HBA port number. Record information about all the hostX in Online state.

Based on the hostX information recorded in step 3, run the cat /sys/class/fc_host/host3/dev_loss_tmo command to query the HBA timeout duration of all hosts, as shown in the following figure.

----End
Recommended Actions
Run the echo X > /sys/class/fc_host/hostY/dev_loss_tmo command to modify the HBA timeout parameter, where X indicates the timeout parameter and Y indicates the Fibre Channel port number. In the following figure, set the timeout parameter to 5 seconds.

[bookmark: _Toc256000157][bookmark: _EN-US_TOPIC_0000001599184344-chtext]CentOS 5.11
Check Method
0. After logging in to the device, run the cat /etc/*-release command to obtain the operating system version. If the operating system is CentOS release 5.11, go to Step 2.

[bookmark: d0e14850]Run the ls /sys/class/fc_host command to obtain the host list.

Run the cat /sys/class/fc_host/hostX/port_state command to query the port status. X in hostX indicates the HBA port number. Record information about all the hostX in Online state.

Run the cat /sys/class/scsi_host/hostX/model*name command to query the model of every HBA port and record the results. X in hostX indicates the HBA port number. Or you can replace hostX with host* to query the models of all HBA ports. HBA models include Emulex and QLogic.
Emulex HBA


QLogic HBA


Collect timeout parameters by running commands based on the HBA model.
If the HBA model is Emulex (starting with LPe), use the following method to query the timeout parameters:
40. Collect a list of all Emulex HBA ports. Run the cat /sys/class/scsi_host/hostX/lpfc_devloss_tmo command to obtain the timeout duration of every HBA port one by one. X in hostX indicates the HBA port number. Or you can replace hostX with host* to query the timeout duration of all the Fibre Channel ports.

40. Run the cat /sys/class/fc_host/hostX/port_name command to obtain the WWPN of every port when an error occurs. X in hostX indicates the HBA port number.

If the HBA model is QLogic (starting with QLE), use the following method to query the timeout parameters:
40. Run the qaucli command that can be executed only after the plug-in is installed. If Please Enter Selection can be seen in the command output, the command has been executed successfully. Then go to the next step; otherwise, the timeout value is Unknown and the collection ends.

40. When the command output ends with Please Enter Selection, enter 2 (Adapter Configuration).

40. Enter 3 (HBA Parameters).

40. Obtain the following information from the command output, including the HBA model, port, and WWPN. (Information about ports in Link Down state does not need to be collected).

40. Perform the following steps for every port (ports 1, 2, 3, 4). Port 1 is used as an example here.
13. Input the port number 1.

13. Enter 1 (Display HBA Parameters) to query HBA information. The value of Link Down Timeout (seconds) is the HBA timeout duration.

13. Enter 0 to go back to the previous directory. Repeat the steps to query information about the next port. After all the ports are queried, input quit.
----End
Modifying HBA Timeout Settings
1. For an Emulex HBA:
Run the echo X > /sys/class/scsi_host/hostY/lpfc_devloss_tmo command to modify the HBA timeout setting, where X indicates the timeout value and Y the Fibre Channel port number. In the following figure, set the timeout parameter to 5 seconds.

1. For a QLogic HBA:
42. Run the qaucli command to modify the HBA timeout parameter.

42. Enter 2 (Adapter Configuration).

42. Enter 3 (HBA Parameters).

42. Enter the number of the port for which you want to modify the timeout setting. Port 1 is used as an example here.

42. Enter 2 (Configure HBA Parameters).

42. Set the timeout parameter. In the following figure, the timeout parameter is set to 15 seconds.

42. Enter 19 (Commit Changes).

[bookmark: _Toc256000158][bookmark: _EN-US_TOPIC_0000001599184312-chtext]CentOS 6.5 and CentOS 7.2
Check Method
0. After logging in to the device, run the cat /etc/*-release command to obtain the operating system version. If the operating system is CentOS release 6.5, go to Step 2.

[bookmark: d0e15187]Run the ls /sys/class/fc_host command to obtain the host list.

Run the cat /sys/class/fc_host/hostX/port_state command to query the port status. X in hostX indicates the HBA port number. Record information about all the hostX in Online state.

Run the cat /sys/class/scsi_host/hostX/model*name command to query the model of every HBA port and record the results. X in hostX indicates the HBA port number. Or you can replace hostX with host* to query the timeout settings of all HBA ports.

Run the cat /sys/class/fc_host/hostX/dev_loss_tmo command to query the timeout setting of every HBA port and record the results. X in hostX indicates the HBA port number. Or you can replace hostX with host* to query the timeout settings of all HBA ports.

----End
Recommended Actions
Run the echo X > /sys/class/fc_host/hostY/dev_loss_tmo command to modify the HBA timeout parameter, where X indicates the timeout parameter and Y indicates the Fibre Channel port number. In the following figure, set the timeout parameter to 5 seconds.

[bookmark: _Toc256000159][bookmark: _EN-US_TOPIC_0000001648586029-chtext]Red Hat 5.10 and Red Hat 5.6
The solution is the same as that of CentOS 5.11.
[bookmark: _Toc256000160][bookmark: _EN-US_TOPIC_0000001648943537-chtext]Red Hat 6.8 and Red Hat 7.1
The solution is the same as that of CentOS 6.5 and CentOS 7.2.
[bookmark: _Toc256000161][bookmark: _EN-US_TOPIC_0000001648586053-chtext]Red Hat 7.3
The solution is the same as that of CentOS 6.5 and CentOS 7.2.
[bookmark: _Toc256000162][bookmark: _EN-US_TOPIC_0000001648586065-chtext]OEL 5.11 and OEL 6.1
The solution is the same as that of CentOS 5.11.
[bookmark: _Toc256000163][bookmark: _EN-US_TOPIC_0000001648586013-chtext]OEL 7.2
The solution is the same as that of Red Hat 6.8 and Red Hat 7.1.
[bookmark: _Toc256000164][bookmark: _EN-US_TOPIC_0000001599503800-chtext]Ubuntu 12.04, Ubuntu 14.10, and Ubuntu 16.04
The solution is the same as that of CentOS 6.5 and CentOS 7.2.
[bookmark: _Toc256000165][bookmark: _EN-US_TOPIC_0000001599344104-chtext]Solaris
This section describes how to check and rectify HBA timeout parameters in Solaris.

This section uses Oracle Solaris 10 and Oracle Solaris 11 as examples. For other operating system versions, refer to this section. If there is any difference, refer to the documents provided by the HBA vendor.
Check Method
0. Log in to the Solaris OS as an administrator.
Run the fcinfo hba-port command to obtain information about the HBA port whose State is Online, as shown in Figure 16-61.
[bookmark: _d0e15537]Querying HBA port information


Check the Manufacturer field to obtain the HBA vendor (Emulex or QLogic).
If an Emulex HBA exists, run the cat /kernel/drv/emlxs.conf |grep linkup-delay command to obtain the value of linkup-delay, that is, the value of the Emulex HBA timeout parameter.
If a QLogic HBA exists, going to the QLogic official website to download and install QConvergeConsole CLI plug-in.
After the QConvergeConsole CLI plug-in is installed, run the qaucli command, as shown in Figure 16-62.
[bookmark: _d0e15572]Running qaucli


Enter 2 (Adapter Configuration), as shown in Figure 16-63.
[bookmark: _d0e15590]Adapter Configuration command output


Enter 3 (HBA Parameters), as shown in Figure 16-64. The QLogic HBA of the current system is displayed.
[bookmark: _d0e15608]HBA Parameters command output


Enter the serial number of each HBA in sequence, such as 3. On the basic HBA information page, enter 1 to display the HBA details, as shown in Figure 16-65.
[bookmark: _d0e15626]Querying HBA information


----End
Recommended Actions
0. For an Emulex HBA, change the value of linkup-delay in /kernel/drv/emlxs.conf to 5.
If the HBA model is QLogic, use the following method to query the timeout parameters (going to the QLogic official website to download and install QConvergeConsole CLI plug-in):
1. Run the qaucli command that can be executed only after the plug-in is installed. After the qaucli command is executed, if the command output contains Please Enter Selection, the command is executed successfully. Go to the next step.

1. Enter 2 (Adapter Configuration).

1. Enter 3 (HBA Parameters).

1. On the page shown in the following figure, enter the port number of each HBA, for example, 1, 2, 3, and 4.

1. For example, enter 1.
47. Enter port 1.

47. Enter 1 (Display HBA Parameters) to query HBA information. The value of Link Down Timeout (seconds) is the HBA timeout duration.

47. Enter 0 to go back to the previous directory. Repeat the steps to query information about the next port. After all the ports are queried, input quit.
----End
[bookmark: _Toc256000166][bookmark: _EN-US_TOPIC_0000001648586097-chtext]HP-UX
This section describes how to check and rectify the HBA timeout parameters in HP-UX (querying the timeout parameters of each LUN instead).
6. [bookmark: _Toc256000167][bookmark: _EN-US_TOPIC_0000001648704753-chtext]HP-UX 11i v1 and v2
Collecting Timeout Parameters
0. [bookmark: d0e15803]Run the ioscan -fnC fc command to obtain the H/W Path list of the current HP-UX HBA, as shown in Figure 16-66.
[bookmark: _d0e15816]HBA H/W Path list


Run the ioscan -funC disk command to obtain the mapped disk device list. Match the current H/W Path with H/W Path obtained in Step 1 and obtain the corresponding disk, for example, /dev/dsk/c23t0d1.
Obtaining disk information


Run the vgdisplay -v | grep 'PV Name' command. Disks displayed in the command output have PVs created.
Querying PVs


Run the pvdisplay /dev/dsk/c23t0d1 command to obtain the value of IO Timeout (Seconds). The value is 30 seconds by default.
Querying the timeout parameter


----End
Recommended Actions
Run the pvchange -t X Y command to modify the LUN timeout parameter. X indicates the timeout parameter, and Y indicates the obtained disk. Check whether the modification is successful. As shown in the following figure, set the timeout parameter to 5 seconds.


[bookmark: _Toc256000168][bookmark: _EN-US_TOPIC_0000001599503788-chtext]HP-UX 11i v3
Check Method
0. Run the ioscan -P health -C disk command to obtain the H/W Path values of the disks in online state (such as 64000/0xfa00/0x1).

Run the scsimgr lun_map -H 64000/0xfa00/0x20 | grep 'SCSI transport protocol' command to check whether SCSI transport protocol is fibre_channel. If two records are displayed, there are two paths.

If SCSI transport protocol is sas, it is a DVD-ROM or other kinds of SAS interface devices; if SCSI transport protocol is sata, it is a local disk.

Based on the value in the H/W Path column obtained in step 2 and fibre_channel, run the scsimgr get_attr -H 64000/0xfa00/0x20 -a path_fail_secs command to obtain the current value, which is the timeout duration of the LUN mapped to the HBA.

----End
Recommended Actions
Run the scsimgr set_attr -H 64000/0xfa00/0x20 -a path_fail_secs=X command to modify the timeout setting of an HBA. X indicates the timeout threshold that you want to set. The value of current in the command output is the timeout threshold. Check whether the modification is successful.

[bookmark: _Toc256000169][bookmark: _EN-US_TOPIC_0000001599503796-chtext]AIX
This section describes how to check and rectify AIX HBA timeout parameters.


This operation may require restarting hosts or stopping services. Exercise caution before performing this operation.
Check Method
0. Run the lspath command on the AIX host. The command output shows that how many ports on the HBA are connected to the disk array. As shown in Figure 16-70, two Fibre Channel ports on the host are connected to the disk array.
[bookmark: _d0e16055]Viewing port information


Run the lsattr -El fscsi* command to check whether the attributes of each connected port are modified, as shown in Figure 16-71. In the following figure, the value of dyntrk is yes and the value of fc_err_recov is fast_fail, indicating that the port attribute value has been changed. Otherwise, the attributes are not modified.
[bookmark: _d0e16082]Viewing port attributes



If DAS networking is used, set the value of fc_err_recov to delayed_fail and that of dyntrk to no.
In SAN networking mode, change the value of fc_err_recov to fast_fail and that of dyntrk to yes.
IBM has configuration requirements on the Fibre Channel network of an AIX system, that is, the HBA attributes must be modified. This has nothing to do with the storage system.
----End
Recommended Actions

If attributes of all ports have been modified, skip the following steps.
Running the attribute modification command one time modifies attributes of only one port. You must modify the attributes of all ports connected to the storage array.
If the host can be restarted, perform the following operations:
47. Run the chdev -l fscsi* -a drntrk=yes -P command to modify HBA attributes.
47. Restart the host for the settings to take effect.
If services cannot be interrupted and multiple ports on the host are connected to the storage array, perform the following operations (assuming that ports fscsi0 and fscsi1 are connected to the storage array):
47. Run rmdev -l fscsi0 -R to set the status of fscsi0 to defined.
47. Run chdev -l fscsi0 -a dyntrk=yes and chdev -l fscsi0 -a fc_err_recov=fast_fail to modify the attributes of fscsi0.
47. Run cfgmgr -l fcs0 to establish a link to fscsi0.
47. Run lspath to confirm that the link to fscsi0 is recovered.
47. Run rmdev -l fscsi1 -R.
47. Run chdev -l fscsi1 -a dyntrk=yes and chdev -l fscsi1 -a fc_err_recov=fast_fail to modify the attributes of fscsi1.
47. Run cfgmgr -l fcs1.
47. Run lspath to confirm that the link to fscsi1 is recovered.
If services cannot be interrupted and only one port on the host is connected to the storage array, port attributes cannot be modified. Negotiate with the customer over service suspension.
[bookmark: _EN-US_TOPIC_0000001599184324][bookmark: _Toc256000170][bookmark: _EN-US_TOPIC_0000001599184324-chtext]Checking the Initiator Timeout Parameter in an iSCSI Network
This section describes how to check the timeout parameter of an initiator in an iSCSI network.

This section describes the timeout parameter check performed when the Oracle heartbeat parameter check fails. If the Oracle database is not installed on the host, you do not need to perform the timeout parameter check.
Cause
1. If UltraPath 8.0.0.0 or later is installed on the host, during the controller software upgrade, the controller will notify UltraPath of the host I/O path switchover. This minimizes the impact of the upgrade on host I/Os (less than 1 second).
1. If UltraPath 8.0.0.0 or later is not installed on the host, during the controller software upgrade, the host I/O path switchover depends on the timeout mechanism of the Fibre Channel HBA or iSCSI initiator during controller reset. How long I/Os are affected depends on the timeout parameter. If the timeout parameter is set to a large value, the host applications cannot tolerate the I/O timeout. As a result, services on the host applications may be interrupted.

7. If the host and storage device do not communicate with each other through an iSCSI network, skip this section.
7. With the current iSCSI configuration parameters, the storage controller failure test has been performed. If multiple controllers are faulty, host application services are not interrupted, or the I/O impact caused by the host application upon multiple controller failures is acceptable. In this case, skip this section.
0. [bookmark: _Toc256000171][bookmark: _EN-US_TOPIC_0000001599184332-chtext]VMware ESX
This section describes how to check and modify the iSCSI initiator timeout value of an ESXi host. For an ESXi host, you must set the iSCSI initiator timeout value to 12 seconds before performing a rolling upgrade.


This operation may require restarting hosts or stopping services. Exercise caution before performing this operation.
Check Method
0. Log in to the VMware ESX system and run the esxcfg-scsidevs –a command to check the iSCSI initiator name. As shown in Figure 16-72, the iSCSI initiator is vmhba35.
[bookmark: _d0e16288]Checking the iSCSI initiator name



If multiple online iSCSI vmhba adapters exist, check and modify their settings one by one.
Run the esxcli iscsi adapter param get –A vmhba35 command (vmhba35 is the iSCSI initiator name queried in step 1) to check the values of NoopOutInterval, NoopOutTimeout, and RecoveryTimeout, as shown in Figure 16-73
[bookmark: _d0e16316]Checking the current parameter settings of the iSCSI vmhba adapter


If the sum of NoopOutInterval, NoopOutTimeout, and RecoveryTimeout values is greater than 12, you are advised to change the value to 12.
----End
Recommended Actions
0. Run the following commands to modify the parameter settings of the iSCSI vmhba adapter (the values specified in the following commands are the optimal values obtained from tests):
esxcli iscsi adapter param set -A vmhba35 -k NoopOutInterval -v 1
esxcli iscsi adapter param set -A vmhba35 -k NoopOutTimeout -v 10
esxcli iscsi adapter param set -A vmhba35 -k RecoveryTimeout -v 1


0. The preceding parameters are recommended values. Set them based on the site requirements.
0. After the upgrade, restore the values of the timeout parameters to the original values.
The modification takes effect only after the ESXi host is restarted.
Check whether the settings take effect after the ESXi host is started.
----End
[bookmark: _Toc256000172][bookmark: _EN-US_TOPIC_0000001648943541-chtext]Windows
This section describes how to check and modify the iSCSI initiator timeout value of a Windows host.


This operation may require restarting hosts or stopping services. Exercise caution before performing this operation.
Check Method
0. Open the CLI and run the following commands to check the timeout parameters of the iSCSI initiator.
iscsiConfig get timeout value
iscsiConfig get linkdowntime value
If the timeout parameter is not set to 5, you are advised to set this parameter to 5 to reduce the impact on I/Os during the upgrade.
----End
Recommended Actions
0. If the values of the timeout parameters are not 5, run the following commands to set the values to 5:
iscsiConfig set timeout 5
iscsiConfig set linkdowntime 5
If the iscsiConfig command cannot be executed using the CLI, manually open registration entry HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-BFC1-08002BE10318}, find the nodes with digits and pluses (+), and click the Parameters registration entry to check whether LinkDownTime and MaxRequestHoldTime are set to 5. If not, set the parameters to 5, as shown in Figure 16-74.
[bookmark: _d0e16470]Querying and setting timeout parameters through the registration entry



After the upgrade, restore the values of the timeout parameters to the original values.
Restart the host after getting the customer's approval.
----End
[bookmark: _Toc256000173][bookmark: _EN-US_TOPIC_0000001648704797-chtext]Linux
This section describes how to check and modify the iSCSI initiator timeout value of a Linux host.
Check Method
0. Run iscsiadm -m node -p iSCSI service IP address | grep replacement_timeout, as shown in Figure 16-75. Check the timeout parameters of all iSCSI service IP addresses.
[bookmark: _d0e16528]Checking the timeout parameter


If the timeout parameter is not set to 1, you are advised to set this parameter to 1 to reduce the impact on I/Os during the upgrade.
----End
Recommended Actions
Run the iscsiadm -m node -o update -n node.session.timeo.replacement_timeout -v 1 command to modify the configuration, as shown in Figure 16-76.
[bookmark: _d0e16549]Modifying the timeout parameter value


[bookmark: _EN-US_TOPIC_0000001648586089][bookmark: _Toc256000174][bookmark: _EN-US_TOPIC_0000001648586089-chtext]Default Batch Upgrade Policies
Default batch upgrade policies for OceanStor Dorado
	Number of Controllers
	Primary Controller
	First Batch
	Second Batch

	OceanStor Dorado 2000, 3000, 5000, 5300, 5500, 5600, 5600K, or 6000 that provides two controllers
	0A
	0B
	0A

	
	0B
	0A
	0B

	OceanStor Dorado 2000, 3000, 5000, 5300, 5500, 5600, 5600K, or 6000  provides four controllers
	0A, 1A
	0B, 1B
	0A, 1A

	
	0B, 1B
	0A, 1A
	0B, 1B

	OceanStor Dorado  8000, 18000, 6800, 18500, 18800, or 18800K that provides four controllers
	0A, 0C
	0B, 0D
	0A, 0C

	
	0B, 0D
	0A, 0C
	0B, 0D

	OceanStor Dorado 2000, 3000, 5000, 5300, 5500, 5600, 5600K, or 6000 that provides eight controllers
	0A, 1A, 2A, 3A
	0B, 1B, 2B, 3B
	0A, 1A, 2A, 3A

	
	0B, 1B, 2B, 3B
	0A, 1A, 2A, 3A
	0B, 1B, 2B, 3B

	OceanStor Dorado 8000, 18000, 6800, 18500, 18800, or 18800K that provides eight controllers
	0A, 0C, 1A, 1C
	0B, 0D, 1B, 1D
	0A, 0C, 1A, 1C

	
	0B, 0D, 1B, 1D
	0A, 0C, 1A, 1C
	0B, 0D, 1B, 1D



The rolling upgrade is performed in batches. When one batch of controllers is upgraded, their services are taken over by the other batch of controllers. The system automatically detects and upgrades the firmware. After the upgrade, the controllers are restarted and services are switched back. Then the other batch of controllers is upgraded in the same way.

A storage system can have multiple controller enclosures. Each controller enclosure contains two or four controllers, namely, controllers A and B or controllers A, B, C, and D. A controller is named in digit+letter format. The digit indicates the ID of a controller enclosure in the cluster and the letter indicates the ID of a controller in the enclosure. For example, 0A indicates controller A in enclosure 0.
[bookmark: _EN-US_TOPIC_0000001599344096][bookmark: _Toc256000175][bookmark: _EN-US_TOPIC_0000001599344096-chtext]Obtaining the License File for the Target Version
This section describes how to obtain the license file for the target version.
To obtain a license file, visit http://app.huawei.com/sdp/portal.html and apply for a license by following instructions in the product documentation.
Principles for Applying for a License
1. If a new function is required, apply for a new license.
1. In other cases, you do not need to apply for a license additionally. When you apply for a license, you can contact Huawei technical support engineers for help.
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Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.

After the upgrade is completed, you can Export Upgrade Report

Note: Devicelanager will be affected during the upgrade. After the uparade is completed, manually restart Devicelanager
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Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.

After the upgrade is completed, you can Export Upgrade Report

Note: Devicelanager will be affected during the upgrade. After the uparade is completed, manually restart Devicelanager

erform Upgrade

Hems: 1 Selected: 1 % Keywords for search

Upgrade Package Import | Pre-Upgrade Check | DataBackup | Upgrade | PostUpgrade Verfication

Package path

e





image139.png
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Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.
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Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.
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Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.
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Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.
After the upgrade is completed, you can Export Upgrade Report

Note: Devicelanager will be affected during the upgrade. After the uparade is completed, manually restart Devicelanager
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Add Device Step 33: Upgrade Settings

Select De:

2 Select Component

Upgrade Settings

Select Upgrade Package(No need in kemel&irmware upgrade mode):

Browse.

Upgrade Mode

Fast Upgrade(Recommended)
In fast upgrade mode, all controllers are not restarted. This is an online upgrade mode and the
upgrade process is transparentto hosts.

© KemsiéFimwars Upgrade

In KemelgFirmware upgrade mode, controllers are upgraded and restarted in batches, used only
for upgrading kemel and firmware after Fast mode performed.

Rolling Upgrade
In rolling upgrade mode, controllers are upgraded and restarted in batches.

Parallel Upgrade (Exercise caution with this moe)

In parallel upgrade mode, all controllers are upgraded and restarted concurrenty. This is an offine

upgraded mode and is recommended when the device is used for the first time and no service is

configured. ffthe hosts are mapped with storage device disks, such disks may be temporarily

offine for about 10 minutes. Afler the disks recover, drve letter changes and file system faults may

occur on some hosts. Inthis case, you need to rectify the faults manually.
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Set Upgrade Policy

Note: Ifthe selected upgrade mode is not fast upgrade, choose Home > Upgrade/Patch Installation > Pre-upgrade Site Survey to ensure that alltasks of the device to be upgraded have been
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Add Device Step 33: Upgrade Settings

Select De:

2 Select Component

Upgrade Settings

Select Upgrade Package(No need in kemel&irmware upgrade mode):

Browse.

Upgrade Mode

Fast Upgrade(Recommended)
In fast upgrade mode, all controllers are not restarted. This is an online upgrade mode and the
upgrade process is transparentto hosts.

© KemsiéFimwars Upgrade

In KemelgFirmware upgrade mode, controllers are upgraded and restarted in batches, used only
for upgrading kemel and firmware after Fast mode performed.

Rolling Upgrade
In rolling upgrade mode, controllers are upgraded and restarted in batches.

Parallel Upgrade (Exercise caution with this moe)

In parallel upgrade mode, all controllers are upgraded and restarted concurrenty. This is an offine

upgraded mode and is recommended when the device is used for the first time and no service is

configured. ffthe hosts are mapped with storage device disks, such disks may be temporarily

offine for about 10 minutes. Afler the disks recover, drve letter changes and file system faults may

occur on some hosts. Inthis case, you need to rectify the faults manually.
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Set Upgrade Policy

Note: Choose Home > Upgrade/Patch Installation > Pre-upgrade Site Survey to ensure that alltasks of the device to be upgraded have been completed. Iftasks are not completed,
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Upgrade

Please select devices that you wantto upgrade from the following table. For a batch upgrade, perfor itin accordance with the Uparade Policy.
After the upgrade is completed, you can Export Upgrade Report

Note: Devicelanager will be affected during the upgrade. After the uparade is completed, manually restart Devicelanager
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Upgrade

Please select devices that you want to upgrade from the following table. For a batch upgrade, perform tin accordance with the Uparade Policy.
After the upgrade is completed, you can Export Uparade Report

Note: DeviceManager will be affected during the upgrade. After the upgrade is completed, manually restart DeviceManager.
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Upgrade

Please select devices that you wantto upgrade from the following table. For a batch upgrade, perform tin accordance with the Upgrade Policy.

After the upgrade is completed, you can Export Upgrade Report.

Note: Devicelanager will be affected during the upgrade. After the upgrade is completed, manually restart DeviceManager.
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Please select devices that you want to upgrade from the following table. For a batch upgrade, perform itin accordance with the Uparade Policy

After the upgrade is completed, you can Export Upgrade Report.

Note: DeviceManager will be affected during the upgrade. After the upgrade is completed, manually restart DeviceManager.
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Upgrade

Please select devices that you want to upgrade from the following table. For a batch upgrade, perform itin accordance with the Uparade Policy.
After the upgrade i completed, you can Export Upgrade Report.

Note: DeviceManager will be affected during the upgrade. After the upgrade is completed, manually restart DeviceManager.

Perform Upgrade
ftems: 1 Selected: 1 ¥ Keywords for sea

[vI| DeviceName | Device Version | Upgrade Package Version | IPAddress | Progress. Status | Operation | Upgrademode |v

~ Upgrade complet Kemel&Firmware

Pre-Upgrade Check | Data Backup | Upgrade | Post-Upgrade Verification

R S T

Start Time | Controller | Check Item | Check Result | Recommended Action |
17:18:00 AL Checking for hardware faults @ Passed View Details
17:18:00 AL Checking whether the Cache ha.. @ Passed View Details
17:1800 AL Checkwhether backend and sc.. @ Passed View Details
17:18:00 ALL Checking the senvice communic... @ Passed View Details
17:18:00 AL Checking the cluster communic.. @ Passed View Details

Checking the management com... v Passed
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Upgrade

Please select devices that you want to upgrade from the following table. For a batch upgrade, perform tin accordance with the Uparade Policy.
After the upgrade is completed, you can Export Upgrade Report.

Note: DeviceManager will be affected during the upgrade. After the upgrade is completed, manually restart DeviceManager.

Perform Upgrade.
Items: 1 Selected: 1 ‘& Keywords for search
@|nabel|-e\ | IPAddress | Progress Status | Operation | Upgrademode |y
7] I N N R . - - -~ -~ -~ Upgrade complet - Kemel&Fimware .

Pre-Upgrade Check |~ DataBackup | Upgrade | Post-Upgrade Verification

eroaes=: | ——

Start Time | Controller | Check item | Check Resuit | Recommended Action |
7:18:00 AL Checking for hardware faults @ Passed View Details
17:18:00 AL Checking whetherthe Cache ha.. @ Passed View Details
17:18:00 ALL Check whether backend and sc.. & Passed View Details
17:18:00 AL Checking the service communic.. @ Passed View Details
17:18:00 ALL Checking the cluster communic.. & Passed View Details
ALL king the management com.
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vlun 1D Status Capacity Ctrl(own/work)  Array Name  Dev Lun ID No. of Paths(Available/Total)

Normal  3.00GB / Huawel.Storage 32 2/2
Normal  3.00GB j Huawei.Storage 32 2/2
Normal  3.00GB j Huawei.Storage 33 2/2
Normal  3.00GB j Huawei.Storage 33 2/2
Normal  1.00GB j Huawei.Storage 34 2/2
Normal  1.00GB j Huawei.Storage 34 2/2
Normal  1.00GB j Huawei.Storage 35 2/2
Normal  1.00GB / Huawei.Storage 35 2/2

lroot@oekohicorc180s4 ~1# B
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[root@pekphicprc18954 ~]1# upadmin show vlun 1d=0 typ

VLUN#0 Information

isk sda
Manual 10 Suspension off
\ggregation Type Hyper Metro
Aggregation Specific Attribution
WorkingMode read write within primary array

Primary Array SN
\ggregation Member#0 Infomation

Name : Huawei.Storage_test0000691
Status : Normal

Capacity : 3.0068

Aggregation Specific Attribution : N/A

LUN WhiN

Arrzy Name

Array SN

Driver

Procuct Name
Vencor Name
Owning Controller
working Controller
Num ot Paths
Controller 6A
Path 577 [315:0:0:1] (up-6) : Normal
Controller 68
Path 582 [367:0:0:1] (up-8) : Normal
\ggregation Member#1 Infomation

Name : test0eoo
Status : Normal

Capacity : 3.0068
Aggregation Specific Attribution : N/A
LUN WWN

Arrzy Name

Array SN

Driver

Procuct Name H

Vencor Name : HUAWEL

Owning Controller :

vorking Controller: -——
Num of Paths e

Controller 0A

Path 578 [314:0:0:1] (up-4) : Normal
Controller 0B

Path 581 [371:0:0:1] (up-16) : Normal

ypermetro
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linux—uh5927h0me/packaée # ./quorum;server.sh —upgrade
The quorum server upgrade starts
[he QuorumServer uninstallation starts.

Jninstall. .. FHABHABHABHABHABHABHABRABRABR AR R AR A R AR E#E [100%)
QuorumServer FHEBHBBHBBHBBHRBHBBHRBEABHBBERBHABHABH#HE#4 [100%)
Install the quorum server.
Preparing. . . FEABHABHABHABHABRABR AR R AR R R AR AE [100%)
1:QuorumServer FHEBHABHABHABHBBHABHABHABHABRABHABHABH#HH4E [100%)

upgrade QuorumServer success.
JuorumServer upgrade success completed.
] inux—-uhg9: /home/package # [|
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Synchronize HyperMetro CG

n Warning
You are about to start data synchronization
Once data synchronization is started, the system will synchronize data based on the
synchronization direction of the consistency group and the data at the synchronized end cannot

be restored.
Suggestion; Before performing this operation, ensure that the parameters are configured

correctly to prevent data loss.

Health Status
® Normal

® Normal

Total:2, Selected: 0 ¢

'ad and understand the consequences associated with performing this operation.
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Synchronize HyperMetro Pair

A

You are about to start data synchronization.
Once data synchronization is started, the system synchronizes data in the default synchronization
direction and the data at the synchronized end cannot be restored.

Suggestion: Before performing this operation, ensure that the parameters are configured
correctly to prevent data loss.

Local Resource Remote Resource Health Status Running Status
1est0003 HuaweiStorage_test.. @ Normal Paused

test0001 HuaweiStorage_test.. @ Normal Paused

Total:2, Selected: 0 ¢

ave read and understand the consequences associated with performing this operation.
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Running Status

Role Primary site
Synchronize Network Configuration  Disabled

Local Resource Access Status Read and write
Description

Local Device
Huawei.Storage

=

Working Mode
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Logical Port Working Status Enabled

Recovery Policy

Automatic

Remote Device
Huawei.Storage(2102353TND.

=

@ !f the secondary end fails or the communication is abnormal, the primary end will continue providing
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services will stop. In this case, you must manually disable secondary resource protection to provide

services for hosts.
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services will stop. In this case, you must manually disable secondary resource protection to provide
services for hosts.

= Normal
—— Abnormal
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Local Device
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Upgrade

Please select devices that you want to upgrade from the following table. For a batch upgrade, perform itin accordance with the Uparade Policy.

After the upgrade

completed, you can Export Upgrade Report.

Note: DeviceManager will be affected during the upgrade. After the upgrade is completed, manually restart DeviceManager.

Items: 1 Selected: 1 % Keywords for search

] Huawei storage

Upgrade Package Import | Pre-Upgrade Check  DataBackup  Upgrade | Post-Upgrade Verification

Start Time | Controller | Upgrade item | Result | Details |
0A Upgrade the system control compon... @ Execution succeeded NA 2
0A Upgrade the system management co.. € Execution failed Upgrade the system manageme.

) Upgrade the software management c.. & Execution succeeded NA
[ initialization Upgrade Status @ Execution succeeded NA
0B tobefilled & Execution succeeded NA

] Notify hardware driver upgrade status @ Execution succeeded A
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/An exception occurs during the upgrade. You can address th
 problem by following instructions in “Common troubleshoot
ing methods for upgrade failure” of the Troubleshooting Upgr
‘ade Faults section in the upgrade guide. Ifyou have any ques
tion, contact technical support engineers

Rety Roll Back(E) Close.
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Export Data @

@ When using Chrome to export data for the first time, allow Chrome to download multiple files at the same
time.

Data Encryption | | Enable

e e € -

System Log Disk Log Configuration Info Diagnostic File

& = e

Antivirus Log FTDS Log Performance File

Analyze device running status with configuration information, events, and debugging logs.

(I Export by Node

‘ 4, Recent Log ‘@ ‘ 4, All Logs ‘

Duration: About 10 minutes Duration: About 15 minutes Duration: About 5 minutes
Size: About 180 MB Size: About 300 MB Size: About 300 MB
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Upgrade ?

Please select devices that you want to upgrade from the following table. For a batch upgrade, perform itin accordance with the Upgrade Policy.
‘Afler the upgrade Is comleted, you can Export Upgrade Reporl

Note: The DeviceManager will be affected during the upgrade. Ater the upgrade has been completed manually restart the DeviceManager,

‘20aDevice(n) Remove Device Bertorm Upgrade.
fems 1 Selected 1 T Keywords for search
[V| DeviceName | DeviceVersion | Upgrade PackageVersion | IPAddress | Progress. | Staws | Operaion |y

5% Upgrade =

Upgrade Package Import  Pre-Upgrade Check | DataBackup  Uparade  Post-Uparade Verifcation

g

x Execution failed
Details

/An exception occurs during the upgrade. You can address the problem
by following instructions in“Common troubleshooting methods for up
(orade failure” of the Troubleshooting Upgrade Faults section in the up
\orade guide. If you have any question, contact technical support engin

ers

Patch Tool

The patch tool helps you check patches, select co
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Storage: minisystem> showsystrace
Show flow all
admin:/diagnose>sys showtrace

Date Time

Flowld
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CLS_POWER_ON
CLS_LINK_CHECK
NODE_POWER_ON

VOTE_OVER

NODE_FRU_FAULT
CLS_SYNC_EXTENT
CFG_QUERY_0BJ
CFG_COUNT 081
CFG_BATCH_QUERY_0BJ
CFG_ASSOCTATE_QUERY_0BJ
SET_UPDATE_STATUS
CFG_GET_BATCH_RM_DEVICE
NTF_OM_CONFIG
NODE_SERVICE_CHANGE_HANDLE
CLS_SPLIT_FENCING

LOCAL SPLIT FENCING

©0000r0000000000

Status

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
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Authorized users only. ALl activity may be monitored and reported.
The remote SSH server rejected XI1 forvarding request

WARNING: You have accessed the system
You are required to have 3 personal authorisation from the systea administrator before you use this computer. Unauthorised access to or misuse of this system is prohibited.

Systen is upgrading.
upgrade: /4
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upgrade: />show upgrade package
Software Version

SN Name

0A
0B

Current Version History Version

I . controller

Current Version
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Type

Controller

Type

Controller
Controller
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Path State Chec

linux-ebtx:~ ¥ upadmin show path
Target Port

Path 1D Initiator Port Array Name Controller
k State Port Type Port ID

2 iqn.1996-04.de suse:01:d%aef539c136: : 362E: 3437: 2E31: 3431 :2E31:3138:0:0: 116  Huawei .Storage Ok ian.2006-08. com. huavei :oceanstor 0 Fault
- 180T CTEO.4.P9

3 iqn.1996-04.de suse:01:d9%aef539c136: : 362E 1 3437: 2E31: 3431 :2E31:3138:0:0: 119 Huawei Storage 0B ian.2006-08. com. huavei :oceanstor 0 Fault

18CST CTEO.B.P8
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huthorized users only. All activities may be monitored and

TARNING: You have accessed the system
You are required to have a personal authorisation from the
ccess to or misuse of this system is prohibited

Last login 15:40:10 from

System Name Huawei Storage
Health Status Normal
Running Status YNormal

Total Capacity 46.391TB

SH

Location
Product Model
Product Version
Time. 15:63:10 UTC+08:00
Patch Version
admin:/>
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admin:/>show initiator

iSCSI TN Running Status Free Alias Host ID CHAP Enabled CHAP User Multipath Type CHAP T
arget User Discovery Chap Type Normal Chap Type Failover Mode Path Type Special Mode Type

Default -

ian. 1996-04.de . suse 01:d%ef539¢136 Online
adnin:/>l
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admin:/>show host host_sroup host_id=0

Host Group ID Host Group Name

0 HostGroup001
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admin:/>show host_group mapping_view host_group_id=0

Mapping View ID Mapping View Name

MappingViewd0l
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admin’/>show mapping_viev general

Mappmg Vlew ID Mappmg View Name Inband Command

1 MappingView001 Disable
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admin:/>change mapping_viev mapping_view_id:
Command executed successfully
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admin:/>show mapping_view general

Mappmg Vlew ID Mappmg View Name Inband Command

1 MappingView001 Enable
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Vlun ID Disk Name Lun TN Status Capacity Ctrl(Own/Work)  Array Name  Dev Lun ID
5 sdg Normal 100.00GB Ok4/04 Huawei.Storage 0
sdh Normal 100.00GB OB/0& Huavei.Storage 1
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linuz-ebtx:~ # upadmin show path
Array Name  Controller T

Initiator Port
Path Si Ch

Path ID

arget Port
i avei.Storage Ok

Hu
CTEO. 4.10M0.PO

iSCST

Normal
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admin'/>change mapping_viev mapping_viev_id=1 command_device=disable

DANGER: You are going to disable the command device on mapping view. This operation causes related hosts unable
to deliver inband commands, and all policies such as snapshot and replication set on the host agent software t
o fail

Suggestion: Before you perform this operation, ensure that you have selected the correct mapping view

Have you read danger alert message carefully?(v/n)y

Are you sure you really vant to perforn the operation?(s/n)y
Comand executed successfully
adnin: />




image197.png
admin'/>shov mapping_view general

Mappmg Vlew ID Mappmg View Name Inband Command

MappingView001 Disable
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limux-ebtx:~ # upRescan
Begin to delete LUNs whose mappings do not exist
Begin to delete LUNs vhose mappings are changed
begin scan host0

begin scan hostl

begin scan host10

begin scan hostll

begin scan host12

begin scan host18

begin scan host17

begin scan host19

begin scan host2

begin scan host20

begin scan host3

begin scan host4

begin scan hostb

begin scan hostB

begin scan host?

begin scan host8

begin scan host9

The device scanning is complete

llnux‘ebt ~ # upadmin show vlun

Vlun ID Disk Name Lun TN Status Capacity Ctrl(Own/Work) Array Name  Dev Lun ID
sde Normal 111.00GB Huavei.Storage 2
5 sdg Normal 100.00GB UA/UA Huawvei.Storage 0

6 sdh Normal 100.00GB OB/04 Huawvei.Storage 1
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Please select devices that you want to upgrade from the following table. For a batch upgrade, perform itin accordance with the Upgrade Policy.

After the upgrade is completed, you can Export Upgrade Report

Perform Upgrade
Items: 1 Selected: 1 % Keywords for search
|vI| DeviceName | Device Version | Upgrade Package Version IP Address Progress Status | Operation | Upgrademode |

] Huawei Storage Upgrade Rolling Upgrade

Upgrade Package Import ~ Pre-Upgrade Check = Data Backup Upgrade  Post-Upgrade Verification

Uporace proress:

Start Time | controller | Upgrade ltem | Result | Details |
15:54:28 0A Upgrade the software management compon... (@ Execution succeeded NA

15:54:28 0B Upgrade the software management compon... (& Execution succeeded NA

15:54:28 0A Initial upgrade status €@ Execution failed Processing failure on the replication module.

5:54:28 Initial upgrade status X Execution failed
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login as: admin
keyboard-interactive authentication.

You have accessed the system operated by Huawei.
You are required to have a personal authorisation from the system administrator
before you use this computer. Unauthorised access to or misuse of this system is]
pronibited.

Systen Name Huawei.Storage

Health Status  : Normal
R g Status : Normal
Total Capacity : 2.80278

SN
Location
Broduct Model
Product Version

wlxe/>l

acmin
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login as: admin
Using keyboard-inte:
passwor:

authentication.

WARNING: You have accessed the system operated by Huawei.
You are required to have a personal authorisation from the system administrator
before you use this computer. Unauthorised access to or misuse of this system is
pronibited.

Sisten ine uawed. Storage
Realch Stavus | Nowmal
Bnineeirin, (o
Total Copacity | 2.892T3
E  E—

Location
Product Model
Product Version :

sansn: /sexscl]





image206.png
DeviceManager

1Stor Dorado





image207.png
" DeviceManager Services  DataProtection  Insight

Alarms.

Huaweistorage  ® 100

System

Settings

Trend

.0

Common Operations

V)

Croste G




image208.png
admin: />change user_mode current_mode user_mode=developer
DANGER: You are about to switch To the devéloper view. Commands in this view must be run under the guidance of R&D engineers. You can choose whether to run this command. If you ru
n this command to switch to the developer view, it means that you know risks of running commands in the developer view. Device vendors are not responsible for any loss or damage c
aused to the user or others by running commands in the developer view.

1. Running the command in the developer view may cause system reset, restart, offline, service interruption, data loss, and data inconsistency.

2. Running the command in the developer view may cause the performance to decrease.

3. Running the command in the developer view to delete or remove configurations may have impact on the service and data.

4. Running the command in the developer view may cause system alarms.

Sggestion: Run this command under the guidance of RSD engineers .

Have you read danger alert message carefully?(y/n)y

Are you sure you really want to perform the operation?(y/n)y
developer
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developer:/>export configuration_data 1p=SRERRRRRREA user=J0RHRs password=****** db_file=leybackup.dat protocol=SFTP
JARNING: 1. You are about to expdrt system configuration information. This operation may cause leakage of user information.
2. If the file is forcibly exported, the exported file cannot be imported to the storage array for restoring configuration.
Suggestion: Before performing this operation, confirm that you are fully aware of the previous risks.

Have you read warning message carefully?(y/n)y

Are you sure you really want to perform the operation?(y/n)y
Command executed successfully.
developer: /=
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developer:/>clear configuration_data action=reboot

DANGER: You are about to clear configuration data.

This operation interrupts all running services on the storage system, and the storage system will restart by default. After restart, all original configuration information will be cleared
, and the system will be restored to default settings. This operation clears all original configuration information and service data and brings irreversible results. The system cannot be
restored to the original status after this command is executed.

Suggestion: Before performing this operation, implement the following steps:

1. Determine whether to clear all configurations.

2. Ensure that the current configuration data has been backed up in the past 30 minutes. Otherwise, the command fails to be executed.

3. Stop all running services on the system.

Have you read danger alert message carefully?(y/n)y

Are you sure you really want to perform the operation?(y/n)y
Password: seerirrrrresss

Processing. .. \lI
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developer:/>minisystem

~System Information---
Product Version

|
| System Version
|
I

patch  Version
Release Time

[

Storage: minisystems [l
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NOTICE
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Storage: minisystem> sshtoremoteExt @
Ssh to controllen(SlotTds0) with admin.
Warning: Permanently added 3

ECOSA) to the list of knoun hosts.

Authorized users only. All activities may be monitored and reported.
5 password:

WARNING: You have accessed the system.
You are required to have a personal authorisation from the system adainistrator

Last login: Fri Jan 10 23:56:23 2020 from|

Systeon e Huewat Storape
Wealth Status  : Mormal
Tunning States | oreal
Total Capacity - 200.00070
o
Coeetion
Product todel
Product Version © i
Time 2020-01-11/00:02:35 UTCe08:00
Patch Version
Lost Login Tine | 2020:-01-10/23:56:23 UTCA08:00
Lost Login 10 :

User Defined  + login
ik
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Storage: minisystem> showsysstatus
Show system status

sdnin: /diagnose-sys shoucls
viewVersion

node
status

node cfg
node max
group cfg
group max
product
serial

™

faul tNodeB1 tmap
oFfLineNodeBitmap
s tandbyNodeB1 tmap:
id role
) slave
1 master
admin: /diagnoseexit
Storage: minisystems |

status

group

engine

nodesessionId
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Storage: minisystem> free -m

total
Mem: 22350
Swap: 0

Storage: minisystems

used
3041
0

free
15783

shared buff/cache

3258

3525

available
15831
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Storage: minisystem> sys.sh cleardirtydataflag
You are about to clear the dirty data flag.

1.This operation will cause service data loss. Do you know the severity and still want to continue? (y/n)

y

2.This command brings irreversible results. The system cannot be restored to the original status after this command is executed. Do you know the severity and still want to continue? (y/n)

y
admin: /diagsh>powerlost cleardirtydataflag
succeed to clear the dirty data flag.
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el e il LT

Storag

INFO
INFO
INFO
INFO
INFO

.127.1

INFO
INFO
INFO
INFO
INFO
INFO
INFO

R - R

minisystem> setupsystem -a
Make sure you have uploaded package to /home/permitdir/
Input package nal
DANGER: You are going to p. g
Suggestion: Before you perform this operation, make sure the operation will not affect working of system.
Have you read danger alert message carefully?(y/n)

swm_setup_disk.py -p /home/permitdir,
swn_setup_disk.
swn_setup_disk.
swm_setup_disk .
swm_setup_disk .
swm_setup_disk.

swm_setup_disk.
swn_setup_disk.
swn_setup_disk.
swm_setup_disk .
swm_setup_disk .
swm_setup_disk.
swm_setup_disk.

. tgz

Enter "I have read and understand the consequences associated with performing this operation.® to confirm running this command.
I have read and understand the consequences associated with performing this operation

This script 1s not recommended now, please use swm d

Jump to cmd

.tgz

: nodes (id: 0,1) will be setup system
: Node 0 1s local, no need
: Begin to transfer pkg(;

tgz) to node(id: 1, ip: 127.1:

: Begin to setup remote node(id: ©, ip: 127.127.127.10). setup timeout time is 300 seconds
: End to transfer pkg to node(id: 1, ip: 127.127.127.11).

: Begin to setup remote node(id: 1, ip: 127.127.127.11). setup timeout time is 300 seconds
: Node 0: Setup successfully.
: Node 1: Setup successfully.
: ALl nodes are succeeded to
: Re-install system success.

setup.
you must restart the system for the change to take effect.
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adnin: />show system server_port server_name=SsH

Server Name : SSH
Port Number :[22 |
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adnin: /bchange systen server_port server nane=SSH port_nun=22 |
WARNING: You are about to change the port number of the SH server. After the operation is complete, please use the new port number to manage the storage system
Suggestion:Before performing this operation, please confirn the current SSH server port number before the anendnent

Have you read varning nessage carefully?(y/n)

Are you sure you really vant to perforn the operation?{y/n)
Comnand executed successfully
adnin: /A
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Authorized users only. All activities may be monitored and reported

VARNING: You have accessed the system
Tou are required to have a personal authorisation from the system administre
access to or misuse of this system is prohibited

Last login: | 321:24:26 2019

System Name Huawei Storage
Health Status Normal
Running Status YNormal

Total Capacity 46.391TB

SH

Location
Product Model 1
Product Version
Time. 22:06:59 UTC+08:00
Patch Version
admin: />
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A DANGER
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admin: />change user_mode current mode user_mode=developer
DANGER: You are about to switch to the developer view. Comnands in this view must be run under the guidance of RED engineers. You can choose whether to run th
that you know risks of running commands in the developer view. Device vendors are not responsible for any loss or damage caused to the user or others by runni
1. Running the comnand in the developer view may cause system reset, restart, offline, service interruption, data loss, and data inconsistency.

2. Running the comnand in the developer view may cause the performance to decrease.

3. Running the comnand in the developer view to delete or remove configurations may have impact on the service and data.

4. Running the comnand in the developer view may cause system alams.

Suggestion: Run this conmand under the guidance of R&D engineers.

Have you read danger alert message carefully?(y/n)y

Are you sure you really want to perform the operation?(y/n)y
developer: />{]
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admin:/>show upgrade package
Software Version

» Current Version | History Version

Type

Controller
Controller

Type

Controller
Controller
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developer:/>minisystem
- Systen Information-
| Product Version |
| System vVersion |
1 1
1 1

Patch  Version
Release Tine

Storage: minisysten> []
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Storage: minisystem> upgrade.sh -f
node 1d node name  start time finish time step name
o8 18:20:47
o8 18:20:47

A_UpgFuInBatchesAgtFlow. A_UpgradeNoneEnclosureFlow. UpgradesmartIoCardstep
A UpgFuInBatchesAgtFlow. A_UpgradeNoneEncLosureFlow. UpgradeBiosStep
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Storage: minisystem> upgrade.sh -1 0 A_UploadFwAgtFlow.UploadEncStep
DANGER: You are going to perform a danger command of ignoring upgrade failed steps.
Suggestion: Contact technical support engineers for help.

Have you read danger alert message carefully?(y/n)n

Storage: minisystems
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An exception occurs during the upgrade. You can address th
& problem by following instructions in “Common troubleshoot
ing methods for upgrade failure” of the Trouleshooting Upgr
‘ade Faults section in the upgrade guide. Ifyou have any ques
tion, contact technical support engineers

Rety Roll Back(E) Close.
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developer:/>change uperade flow resume_type=retry

DANGER: You will resume the upgrade process. The operation will resume the
upgrade process from a failed state

Suggestion: Before you execute this operation, read the upsrade guide and
confirm the operation that you have selected

Have you read danger alert message carefully?(v/n)y

Are you sure you really want to perform the operation?(y/n)y
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Storage: minisystem> upgradesystem
Make sure you have uploaded package to /home/permitdir/update_disk
Input package name:ll
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Storage: minisystem> upgradesystem

Make sure you have uploaded package to /home/permitdir/update_disk

Input package nizme : S, t ] 2

DANGER: You are going to upgrade the storage system.

This operation will cause that the storage system automatically restarts, all services are stopped.
Have you read danger alert message carefully?{y/n)

v
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adnin: /=
developer:
adnin: /d

node current_node user_node=developer
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adnin: />ch;
developer:
connect to server

~_node current_node user_node=developer

ail,try again

can not contact server
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admin:/>shov event|filterRow column=ID predict=equal_to value=0x100FOOCFO027
Sequence Level Occurred On Recovered On Name ID Alarm Object Type

/17:16:39 UTC+08 OO A Controller Restarts Or Powers On Successfully 0x100FQQCFQ027 207
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admin:/>show event sequence=1453

Sequence 1453

Level Major

Occurred On UTC+08:00

Recovered On -

1D 0x100FO0CF0027

Hame. 4 Controller Restarts Or Powers On Successfully

Detail Controller (ensine ENGO, controller 4) restarts or powers on successfully. Error code: 0x404033C7

Repair Sugeestion @ Stepl Check whether the controller is manually povered off or restarted
1.1 If yes, ienore this fault
1.2 If no=>[Step2]
StepZ Collect related information and contact technical support engineers
admin:/>
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porad 2 %
Please selec evicesha you wantlo upgrade rom he fllowingtabie. or  btch pgrade, prformitn accodance wth the Uparace Polc.
Aerthe upgrade s compleled. you can ExportUsarace Repert
Note: Devicslanager wil be aectd curing e upgrade. ARl he upgrade s completed, manusly estart Devcalianager.
BerormUpgrade
Nems 1 Selectes 1 ¥ Keywords for ssarch
| DeviceName | Device Version | Upgrade Package Version | IP Addross Stts | Operatin | Upgrademode |

‘Cannot performthe upgrade because the pool status does
not meet the upgrade requiremens Fleass contacttechnical

= — —
08 @ Passed View Details
- i P
08 @ Passed View Details
Gosa | @ Passea View Details
Check the pool status. @ Passed View Details
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tools » ArrayUpgrade »

[ ignoreitem.txt 14:20
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(= ignorei ten. txt £

T global.support.reboot.step=no

_1sUserDelUrghlarm=nc
GetPoolstatus!
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Upgrads ?

Please selectdevices thatyou want to upgrade flom he fllowing tabl. For 3 batch upgrade, performit i accordance with the Uporade Polcy.
‘Aflerthe upgrade is completed, you can Export Upgrade Repor.

Note: Devicelanager wil be afectd during the upgrads. Afer he upgrade is completed, manually restar Devicslanager.

performUpgrade.
fems 1 Selected 1 ¥ Keywords for ssarch
| DevicoName | Device Version | Upgrade Package Version | 1P Addross Progress Swts | Operatin | Upgrademode |

oling Upgrade

Preupgade check failed Confiem failed stems, handle them by ¢
king acemmended actions, and perfors the uprads again.

Upgrade Packa he Verfeaton
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o ViewDetals B
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= Tomnste | | ose ViewDetais

08 Checkthe pool tatus. @ Passed View Details





image240.png
Upgrade 2 %

Please selectdevices thatyou want o upgrad fomhe following tabl. For a baich upgrade, perforn tn accordance with the Upgrace Folcy.
‘ARlerthe upgrade is completed, you can Export Upgrad Report
Note: Devicelanager wil be affeced during the upgrade. Afe the upgrade Is completed, manual restat Devicebanager.

Berform Upgrade
fems 1 Selects 1 % Keyworss for searen
(| DeviceName | Device Version | Upgrady Package Version | 1P Address | Progress Saws | Operatin | Upgrademode |y

el Storag)

Rolling Upgrade

Dotails. x

Check Result Recommended Action
oc assed View Detalls -
o assed ViewDetalls
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o8 ol (N Glose | Jtassea ViewDetalls
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o (Check whether extemal LUNInkare ok~ @ Passed ViewDetalls
o8 Systemfault check @ Passea View Detalls
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Backup configuration data SUCCESS

Backup License FAIL

Error: The license file does not exist.
Suggestion: Check whether the license file exists.
Available active mode:

2.active roll

3.active offline

Select active mode(ctrl+c stop upgrade):2[]
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Available active mode:
2.active roll

3.active offline

Select active mode(ctrlsc stop upgrade):2

Check Item Name Controller I

CheckMajoralam oA

Checksaneversion oA success
SysboubleCtricheck oA success
SysNormalCheck oA success
SysBusyCheck oA success
CheckIsMenUsedUp oA success
CheckIsMenUsedUp 8 success
CheckBbuStatus oA success
CheckBbuStatus 8 success
PosthdpCheck oA success
PostddpCheck o8 success
SpaceBackgroudCheck oA success
SpaceBackgroudCheck 8 success
CpuUsageCheck oA success
CpulsageCheck 8 success
FreeMienCheck oA success
FreeMienCheck 8 success
DiskPressureCheck oA success
DiskPressureCheck o8 success
FrontPressureCheck oA success
FrontPressureCheck o8 success
CheckDiskSlowbiagnosis ~ 0A success
CheckDiskSlowbiagnosis 08 success
CheckDiskSlow oA success
CheckDiskSlow o8 success
CheckDiskSingleLink oA success
CheckDiskSingleLink ® success
CheckEXtLUNSIngleLink  0A success
CheckExtLUNSingleLink 08 success
cfglogCheck oA success
CfgLogCheck 8 success
CheckPoolStatus oA success
CheckPoolStatus o success
CheckRsfstatus oA success
CheckHostLink oA success
RenoteRedundantLinkCheck 0A success
CheckshareExtLUNLink  OA success
CheckshareExtLUNLInk 0B success
BackAndscaleLinkcheck  OA success
BackandscaleLinkcheck 0B success
#ApolloswitchCheck oA success
Apolloswitchcheck £y success

2%\




image245.png
System is upgrading.
upgrad ./f
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upgrade:/>show upgrade status

Upgrade Mode Status  Percent(%) Longest Remain Tine

Kernel Roll  Upgrading 8 © hour(s), 41 minute(s), 24 second(s)
upgrade:7>{]
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Home Services Data Protection Insight System Settings v I B @ sz Qatmn @ | & esenvice

Device Information

Alarms More > . Restart Device
Common Operations
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Upgrade
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(- /
Export Data
g ° ==
1 0 e 1 L)
Total Critical Major Warning Create LUN Create Host Create File Create NFS
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Upgrade @

Hot Patch

Known defects will be rectified using hot patches. Patch
installation will not interrupt running services,
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Upgrade ©

Upgrade Mode O System upgrade

System Upgrade Mode @  Quick upgrade

Current Version 61.05PHS
Pre-upgrade Evaluation

Update Check Item Component Package  © Yes

Check Item Component Package SmartKit V2R7COORCS.

N Upload

Evaluate
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@ Successful
33 32 0 1

Total Successful Failed Ignored

@ Checking Whether the Disk Domain Loses the Enclosure-level
Redundancy Capability

Detailsy

2020-12-08 16:04:37

@ Checking the Access Pressure of a Single File Using the SMB
Protocol.

Detailsy

2020-12-08 16:04:38

@ Checking Whether the Patch that Resolves the Upgrade 2020-12-08 16:04:38
Risk Exists.

Detailsy

@ Checking the Debug Log Function. 2020-12-08 16:04:39
Detailsy
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Backup

License Configuration Database

Back up the license file and configuration database before the upgrade. Otherwise, data may
be lost and cannot be restored due to an upgrade exception.

& Export
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Backup

Configuration Database

Back up the license file and configuration database before the upgrade. Otherwise, data may
be lost and cannot be restored due to an upgrade exception.

@ Backup finished. Back Up Again
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Upgrade

Upgrade Package OceanStor_Dorado_V6_6... X - Upload

@ File uploaded successfully.

Target Version
Upgrade using a hot patch @ [ |

o During the upgrade, service configuration is not recommended and DeviceManager will be automatically
disconnected. Please wait a moment and log in again.
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Quick Upgrade 36 35 0

1

Total Successful Failed Ignored

C Retry p Continue

Progress

100%
@ Pre-upgrade check succeeded.

Details »

@ Checking Controller Status
ARG 0039

Details »

@ Checking Whether the System s Busy
SRR 16,0040

Details »

@ Checking Reserved System Memory
SRR 160041

Details »

@ Checking the Health Status of Member Disks

R 160941
Details »
@ Checking whether the upgrade package

matches the device
SRR 600
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Quick Upgrade 14 12 0 0

Total Successful Failed Ignored

Progress
19%
Upgrading...
0B Upgrade the software  Successful
management component.
0A Upgrade the software  Successful

management component.

0B inifialization Upgrade Status Successful

OAini

ization Upgrade Status Successful

08 Upgrade the operating  Successful
system component

OA Upgrade the operating  Successful
system component

08 Upgrade the kemel Successful
componen
0A Upgrade the kemel Successful
componen

08 Upgrade the Apollo platformSuccessful
component

0A Upgrade the Apollo Successful
platform component

08 Upgrade the process Successful
management component

0A Upgrade the process Successful
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12 12 (U]

Total Successful Failed Ignored

Quick Upgrade

Progress

100%
@ Verification succeeded.

@ Checking System Alarms
SRR 163107

Details »

@ Checking controller version consistency
SIS 6008

Details »

@ Checking Controller Redundancy Status
R 16:31:09

Details »

@ Checking Controller Status
TRARRRRIRA16:31:09

Details »

@ Checking Data Copy Status
e 160

Details »

@ Checking the Health Status of Member Disks

Finish
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PKI Download Management > Level-2 CA

Title | Huawei IT Product CA

Tpe | Level2CA

b

Document Title Format  SHA1
Huawei IT Product CA ECDSA P384 PEM
Huawei IT Product CA ECDSA P384 P78
Huawe IT Product CA PEM

pE
This is a CA certificate encoded with PEM format. It is sui
table for certficate based authentication of Huawei IT Pr
oduct CA ECDSA P384 if they access to operator's netwo
tk by using Huawei factory certificate

‘This fileis a CA chain in PKCS#7 message format and enc
‘oded with DER. It contains two CA certificates: one is Hu
‘awei Equipment CA ECDSA P384 CA certificate, another i
s Huawei IT Product CA ECDSA P384 CA certificate.

Download

This is a CA certificate encoded with PEM format. It is sui
table for certificate based authentication of Huawei IT Pr
oduct f they access to operator's network by using Hua

wei factory certificate.
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END CERTIFICATI
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DeviceManager Services Data Protection Insight System

Certificates @  vStore | Allvst i i
@ Settings & Certificate Detail: Import Certificate

Certificate Management | Auto Certificate Issuing

naric default

Basic Information - Scenario

s rt Certificate
import Certi Expiration Warning Days

Block Service cate File | HDA DefaultCACert.crt

CA Certificates

@
8
@ certificates
]

Scenario Expiration Warning Days
Syslog certificate 30

Userand ey & NTP certificate 30

5] License Management Call Home certificate 30
& Key Service DeviceManager certificate 30

Alarm Settings - S5O certificate 30

£F SNMP Management - Emall certificate 30
Mornitoring Settings ©  Disk authentication certificate 0

Q) Esonvics settings Emall OTP certificate 30
R Container Secings File service domain authentication certif.. 30
CA server certificate 30

SmartContainer certificate 30

Total: 18, Selected: 1 .
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[root@localhost:~] esxcli upadn show path

Path ID Initiator Port Array Name Controller  Target Port Path State Check State Port Type  Port ID
] Huawei . Storage192 0A Normal FC CTEO.A.IOMO.PO
1 Huawei . Storage192 08 Normal FC CTEQ.B.IOMO.P1
2 Huawei . Storage192 oA Normal - FC CTEO.A.IOMO.P1
3 Huawei . Storage192 08 Normal - FC CTEO.B.IOMO.PO
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[root@localhost:~] esxcli upadm show vlun

Viun 10 Disk Name Lun W Status Capacity Ctrl(Own/Work)  Array Name Dev Lun ID MNo. of Paths(Available/Total

0 PE_LUN765 Normal ~ ©.00KB Huawei.Storagel2 704 44

LUN_wnfs0600 Normal ~ 2.00TB Huawei.Storagelsz 765 44
2 LUN716 Normal 260.00GB Huawei.Storagelo? 715 44
3 LUN_wnfs001 2.0018 Huawei.Storagels2 716 474
4 LUN_wnfs0082 2.0018 Huawei.Storagelo? 717 48
5 LUN_wnfs0003 2.0018 uawei.Storagel2 718 474
6 LUN_wnfs0004 2.00T8 Huawei.Storagels2 719 474
7 RDMO00O 200.0068 Huawei.Storagelo2 761 /4
] ROMO0O1 200.0068 Huawei.Storagelo2 762 474
9 ROMO0O2 200.0068 Huawei.Storagelsz 763 474
10 ROMOOO3 200.0068 Huawei.Storagels2 764 44
11 RDMB004 200.0068 Huawei . Storage192 44
12 RDMB0OS 200.0068 Huawei .Storage192 474
E] RDMOO 200.0068 Huawei . Storage192 474
1 RDMO007 200.0068 Huawei . Storage192 474
15 RDMO008 200.0068 Huawei.Storagel92 4/4
16 RDMO009 200.0068 Huawei.Storage192 4/4
7 ROMOO10 200.0068 Huawei.Storage192 48
18 ROMOO11 200.0068 Huawei.Storagel92 474
19 ROMOO12 200.0068 Huawei.Storagel92 44
20 RDMBOL 200.006B Huawei .Storage192 474
21 RDMOO14 200.0068 Huawei.Storagel92 474
2 RDMOO1S 200.0068 uawei . Storagel92 474
23 2.0078 Huawei . Storagel92 44
2 VAATO_0001 2.0078 Huawei . Storage192 4/4
25 VAATO_0062 2.0078 Huawei . Storage192 44
26 VAATO_0603 2.0078 Huawei.Storagel92 44
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[root@localhos:

1 esxcli upadm show vlun -1 2 -t all

Disk :

Name LON716
Status Normal

Capacity 200.0068

Driver Vendor-specific (DEFAULT)

Product Name
Vendor Name
Owning Controller
Working Controller
Num of Paths

LUN WaN
Array Name Huawei . Storagel92
Controller 6A
Path © [wmhba3:C0:T6:L3] : Normal
Path 2 [wnhba2:C0:T6:L3] : Nommal

Controller 68

Path 1 [wmhba2:Co:T7:L3] : Normal
Normal

Path 3 [vmhba3:C:T7:L3]
Dev Lun ID 715

[root@localhos
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root@- sesxcfq-mpath -b | grep -E -i “HUMEL"

BiSSaL007 71 4500853bad0002000L
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e e e
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e

(22
jiss
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(32
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iy

Bt83521007751 45008300000000001 )
B1843531007751.454114539200000007)
5183531007751 450065884800000006)
51843531007751450085257200000600)
1843531007751 450088536200000003)
5183531007751 450089683400000004)
5183531007751 45008370e00000005)
S ABAIa1 007751 400008403100060002)
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[root@localhost:™] esxcfg-mpath -b -d naa.648435a18077515b322dcF1080080626
naa.648435a10077515b322dc 1000000026 : HUAWEI Fibre Channel Disk (naa.648435a10077515b3220cF1000000026)

UnhbakzCO:TO:L6 state:active fc Adapter: WHNN: 2
fc Adapter
fc Adapter
unhbak:zCo:T1:L6 fc Adapter:

[root@localhost =~
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# upadmin show path
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bash-3.00¢# mpathadm list lulgrep rdsk
/dev/rdsk/c4
/dev/rdsk/cd
/dev/rdsk/cd
/dev/rdsk/cd
/dev/rdsi/cd
/dev/rdsi/c¥
/dev/rdsi/c4
/dev/rdsk/cH

bash-3.00%
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~bash-3.004 mpathadm show 1u  /dev/rdsk/cdtebdTTRRRRARRGEO0aOlbItnd
Logical Unit: /dev/rdsk/
mpath-support: libmpscsi_vhei.so
Vendor: HUAWET
Product: S2600T
4202

Asymecric: no
Current Load Balance: round-robin
Logical Unit Group ID: NA

Auto Failback: on

Auto Probing: NA

Paths:

Target Port Name: 255MAMLECSRCTONA
Override Path: NA

Path State: OK

Disabled: no

Initiator Port Neme: el
Target Port Name
Override Path: NA
Path State: OK

Disabled: no
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# uname -a+

HP-UX rx2800al B.11.11 U ia64 3255960109 unlimited-user license
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# ioscan -funC disk

Class I H/U Path Driver /U State H/U Type  Description
disk 1 1/0/0/3/0.6.0 sdisk  CLAIMED  DEVICE HP 146 GST3L46855LC

COT6A0  /dev/dsk/cOtédDsl  /dev/dsk/cOtéd0sz  /dev/dsk/cOt6d0s3  /dev/rdsk/cOtéd0  /dev/rdsk/cOtéd0sl /dev/rdsk/cOtéd0s2 /dev/rdsk/cOtéd0s3
disk 0 1/0/0/3/1.2.0 | sdisk  CLAT Optiarc DVD RU AD-5200A

/dev/dsk/clt2d0  /dev/rdsk/clt2d0

disk 502 1/0/8/1/0/4/0,116.4.0.0.0.1  sdisk  CLAIMED  DEVICE HUAVET  XS61
/dev/dsk/c23t0dl  /dev/rdsk/c23todl

disk 507 1/0/10/1/0/4/0/116.11.0.0.0.1 sdisk  CLAIMED  DEVICE HUAVEL  XSG1
/dev/dsk/c26t0dl  /dev/rdsk/c26t0dl

disk 508 1/0/10/1/0/4/0.116.11.0.0.0.2 sdisk  CLAIMED  DEVICE HUAVEL  XS61
/dev/dsk/c26t0d2  /dev/rdsk/c26t0d2

disk 509 1/0/10/1/0/4/0.116.11.0.0.0.3 sdisk  CLAIMED  DEVICE HUAVET  XS61
/dev/dsk/c26t0d3  /dev/rdsk/c26t0d3

disk S0 1/0/12/1/0/4/0.116.0.0.0.0.1 sdisk  CLAIMED  DEVICE HUAVET  XSG1
/dev/dsk/c24t0dl  /dev/rdsk/c24t0dl

disk 510 1/0/14/1/0/4/0.116.10.0.0.0.1 sdisk  CLAIMED  DEVICE HUAVEL  XS61
/dev/dsk/c28t0dl  /dev/rdsk/c28t0dl

disk  SlL 1/0/14/1/0/4/0.116.10.0.0.0.2 sdisk  CLAIMED  DEVICE HUAVET  XS61
/dev/dsk/c28t0dz  /dev/rdsk/c28t0d2

disk 512 1/0/14/1/0/4/0.116.10.0.0.0.3 sdisk  CLAIMED  DEVICE HUAVET  XSG1

dev/dsk/c28t0d3  /dev/rdsk/c28t0d3
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# pvdisplay /dev/dsk/c43t0d2 || grep 'PV Neme'
BV Hame 7dev/ask/c43t002
PV Neme Jdev/dsk/clztddz  Alternate Link
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# fcmsutil /dev/fcdl get remote all | grep
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# uname -a+

HP-UX rx2800al B.11.31 U ia64 3255960109 unlimited-user license-
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bash-4.3# scsiugr get_attr -a leg upath enable

SCST GLOBAL ATTRIBUTES:

ame = leq mpath enable
curzent = true
default = true
saved
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bash-4.3# ioscan -funliC disk

Class I W/ path Driver 5/W State /W Twe

disk 2 64000/0x£a00/0xl  esdisk CLADED  DEVICE 13 LOGICAL VOLUE
/dev/aisk/aisk2 /4ev/disk/aiskz pl  fdev/disk/diskz p2 /dev/disk/diskz p3  /dev/rdisk/disk2  /dev/rdisk/diskz pl /dev/rdisk/disk2 p2 /dev/rdisk/disk2 p3
disk 83 64000/0%fa0D/0x2  esdisk CLAIMED  DEVICE 3 DVD-ROM SH-108FB
/ev/aisk/aisks3  /dev/rdisk/disks3
disk 2769 64000/0x£a0D/0x2e8 esdisk  NO_HU DEVICE HUMIET X561
/ev/disk/disk2769 _/dev/rdisk/disk2769
disk 2775 64000/0%faDD/0xZee esdisk | CLAIMED | DEVICE HUAVET | X561

/4ev/aisk/aisk2775| /dev/rdisk/aisk277s
disk 2778 64000/0%EaDD/UXZEL esdisk  NO_HV DEVICE HUAVET  XSG1

/4ev/disk/aisk2778  /dev/rdisk/disk2778
disk 4224 64000/0%faDD/Dxdef esdisk CLAIMED  DEVICE HUAVET  XSG1
Jdev/disk/diskd224  /dev/rdisk/disk4224
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38 scsingx lun aep -D /dev/vdlsk/aiskazze
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-bash-3.00¢ lsdev -Cc disk
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~bash-3.004 13ctg -vpl hdiskl
ey 50231, L. 21CA4CY-YS-C5-T1 V2001 48435AT75147- 1000000000000  aswes X5G1 FC Disk Dese
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-bash-3.004 1.
hdiskl: £scsi0
hdiskl:fscsi0
hdiskl:Escsil
hdiskl:fscsil

spath -F "name:pay

ent: connection:

ath id:status”
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1000000000000: 3

Enabled
Enabled
Enabled
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~ # esxcli_storage core adapter list
HBA Name Driver Link State UID Description

vmhba0 ahci link-n/a sata. vmhbal (0:0:31.2) Intel Corporation Patsburg 6 Port SATA AHCI Controller

vmhbal megaraid_sas link-n/a unknown , vmhbal (0:3:0.0) LSI / Symbios Logic MegaRAID SAS Fusion Controller

vmhbag Ipfc link-up fc.20000090fafE5f cc : 10000090 afB6f cc 0:4:0.0) Emulex Corporation LPe12000 8Gb Fibre Channel Host Adapter
vmhba3 rste link-n/a pscsi . vmhba3 (0:5:0.0) Intel Corporation Patsbure 4-Port SiTA Storage Control Unit
vmhbad Ipfc link-up fc.20000090fafE6f cd : 10000090 af55f cd 0:4:0.1) Emulex Corporation LPe12000 8Gb Fibre Channel Host Adapter
vmhba3Z  ahci link-n/a sata. vmhba32 0:0:31.2) Intel Corporation Patsburg 6 Port STA AHCI Controller
vmhba33  ahci link-n/a sata. vmhba33 (0:0:31.2) Intel Corporation Patsburg 6 Port SATA AHCI Controller
vmhba34  ahci link-n/a sata. vmhba34 (0:0:31.2) Intel Corporation Patsburg 6 Port SATA AHCI Controller
vmhba35  ahci link-n/a sata. vmhba3b (0:0:31.2) Intel Corporation Patsburg 6 Port SATA AHCI Controller

vmhba36  ahci link-n/a sata, ymhba36 (0:0:31.2) Intel Corporation Patsburg 6 Port SATA AHCI Controller
vmhba37  iscsi_wmk online iqn.1998-01.com. vmvare : 582ad699-1f2a-2ee0-fd9b—200bc 71fec7d-3f 45a%fc  iSCSI Software Adapter
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saL> select name,type from vSasm_diskgroup;
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{rootghostl ~1e ps -ef Igrep paon
rid 10283 Process D 21 7 00:00:00 asa_paon_ASHL
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SQL=
Q> alter system set *_asm_hbeatiowait

20 scope=spfile sid='*
systen altered.

sa- 1
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sqL>
SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
sa- I
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nodel: /ul/oracrs/product/11gR2/grid/bin # ./crsctl start crs
CRS-4123: Oracle High Availsbility Services has been started.
nodel: ruol /oracrs/product/110R2/gridsbin £ [l
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# vgdisplay -v | grep
PV Nane
PV Nane
PV Hane

"2V Nane'

7dev/ask/cot6a0s2
7dev/ask/c23t0aL
/dev/dsk/c24t0dl Alternate Link
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# pvdisplay /dev/dsk/c23t0dl
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Autosvitch
Proactive Polling

# pvdisplay /dev/dsk/c24t0dl
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Device file path "/dev/dsk/c24t0dl” is an alternate path
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bash-3.2# pvchange -t 5 /dev/dsk/c23tedl
Physical volune */dev/dsk/c23ted1" has been successfully changed
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bash-3.2¢ puchange -t 5 /dev/dsk/c24ted1
Device file path "/dev/dsk/c24t0d1" is an alternate path

to the Physical Volume. Using Primary Link "/dev/dsk/c23ted
Physical volune */dev/dsk/c23t0d1" has been successfully changed
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# ioscan -P health -C disk

Class T B/u Pach heaten
ik 2 5a000/0xea00/oxl  online
ik 3 Ga000/0xea00/oxz  omline
ik 25 64000/0xea00/0x20 omline
aisx 25 64000/0xea00/0x2z online
aisk 27 64000/0xea00/0x26 online
ik 23 64000/0xca00/0x27 omline

gisk 29 64000/0x£e00/0x2d online
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# sceimgr lun mep -H 64000/0x£a00/0x20 | grep 'SCSI transport protocol
5CST transport protocol Eibre_channel

5CSI transport protocol Fibre_channel

# scsingr lun_map -H 64000/0x£a00/0x1 | grep 'SCSI transport protocol'
SCSI transport protocol - sas

# scsingr lunmap -H 64000/0x£a00/0x2 | grep 'SCSI transport protocol'
SCSI transport protocol sata





image375.png
# scaimgr get_attr -H 64000/0x£a00/0x20 -a path_fail secs
SCSI ATTRIBUTES FOR LUN : 64000/0x£a00/0x20

nane = path_fail_secs
current = 120
default = 120

saved
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# sesingr set_attr ~H B4000/0x£a00/0x20 ~a path_fail sec
Value of attribute path_fail secs set successfully
# sesingr got_attr ~H 64000/0xFa00/0:20 ~a path_fail secs

SCST ATTRIBUTES FOR LUN : 64000/0x£a00/0:20

nane = path_fail_secs
cwrvant = §
defalt = 120

saved =
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-bash-3.2# lsattr -El fscsi0

attach switeh
aynerk yes
fe_err_recov fast_fail
scsiid 0x10500

sv_fe_class 3

Hou this adapter is CONNECTED
Dynaic Tracking of FC Devices

FC Fabric Event Error RECOVERY Policy
Adapter SCST 1D

FC Class for Fabric

-bash-3.2¢ lsattr -EL fscsil

attach switch

ov_to_class_ 3
ity

Hou this adapter is CONNECTED
Dynanic Tracking of FC Devices

FC Fabric Event Error RECOVERY Policy
Adapter SCST 1D

FC Class for Fabric

False
Teue
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Teue
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Teue
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~ # esxcfg-scsidevs -a
vubban  ata_piix
vubbal megaraid_sas
vulbaz  qlnativete
vulibad  glnativete
vuhba3s ush-storage
vuhba3a ata piix

vubnass iscei_vak

Link-n/a
Link-n/a
Link-up
Link-up
Link-n/a
Link-n/a
online

sata.vahba0 (0:0:31.2) Intel Corporation 2 port SATA IDE Controller (ICHS)
ko, vahbal 0.0) 1SI / Symbios Logic Dell PERC H700 Integrated
£c.20000024E£36144¢: 21000024 £36144¢ :0.0) Qlogic Corp I5P2432-based 4Gb Fibre Chamnel to PCT Express HBA
£¢.20000024££361444: 2100002436144 (0:5:0.1] Qlogic Corp I5P2432-based 46b Fibre Chamnel to PCI Express HBA
ush. vahba33 () sB
sate.vahba34 (0:0:31.2) Intel Corporation 2 port SATA IDE Controller (ICHS)
iqn. 1998-0L. con. vaware: Localhost-3bL0bb0ZLSCST Software Adapter
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~ # esxcli iscsi adapter param get -A vmhba3s
ene Current  Default Settable Inherit
ErrorRecoverylevel 0 o o 2 false  false
InitialloginRetryliax 4 4 o e false  rfalse
InitialReT false false na na false  false
FirstBurstlength 262144 262144 512 16777215 true  false
MexBurstlength 262144 262144 512 16777215 true  false
MexRecwDatafeguent 131072 131072 51z 16777215 true  false
MaxoutstandingRaT 1 1 1o true  false
Mexcuds 128 128 2 2048 false  false
TunediateData true true na nma false  rfalse
DefaulcTinezRetain 0 o 0o e false  rfalse
DefaultTinezaic 2 2 0 e false  false
LoginTineout. H H 1 60 true  false
LogoutTineout. 15 15 o 60 false  false

15 1 e true  false
HoopoucTineour 10 10 30 true  false
RecoveryTineout 10 11z true  false
Delayedack = true na ma true  false
Headerbigest prohibited prohibited mna ma true  false
Databigest prohibited prohibited na na true  false
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[Linux-sels11sp1: node

# iscsiadu

update -n nods

eplacement_timeout —v 1
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Enter your login account of the Huawei technical support website for identty
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Afte the authentication is successful, the download starts.
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