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	Security Declaration

	Product Lifecycle
Huawei's regulations on product lifecycle are subject to the Product End of Life Policy. For details about this policy, visit the following web page:
https://support.huawei.com/ecolumnsweb/en/warranty-policy

Vulnerability
Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process
For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Initial Digital Certificate
The Initial digital certificates on Huawei devices are subject to the Rights and Responsibilities of Initial Digital Certificates on Huawei Devices. For details about this document, visit the following web page:
https://support.huawei.com/enterprise/en/bulletins-service/ENEWS2000015789

Huawei Enterprise End User License Agreement
This agreement is the end user license agreement between you (an individual, company, or any other entity) and Huawei for the use of the Huawei Software. Your use of the Huawei Software will be deemed as your acceptance of the terms mentioned in this agreement. For details about this agreement, visit the following web page:
https://e.huawei.com/en/about/eula

Lifecycle of Product Documentation
Huawei after-sales user documentation is subject to the Product Documentation Lifecycle Policy. For details about this policy, visit the following web page:
https://support.huawei.com/enterprise/en/bulletins-website/ENEWS2000017761
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	Issue
	Date
	Description

	01
	2024-12-30
	This issue is the first official release.
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[bookmark: _EN-US_TOPIC_0000002007010062-chtext][bookmark: _Toc256000001]Version Requirements
This chapter describes the version information about the OceanStor Dorado V700R001C00SPC200 storage systems.
1.1  Product Version
1.2  Software Versions
1.3  Virus Scan Result
[bookmark: _EN-US_TOPIC_0000002007010346-chtext][bookmark: _Toc256000002]Product Version
This section describes the version requirements of the OceanStor Dorado V700R001C00SPC200 storage systems.
	Product Name
	OceanStor Dorado

	Product Model
	OceanStor Dorado 3000, OceanStor Dorado 5000, OceanStor Dorado 6000, OceanStor Dorado 8000, OceanStor Dorado 18000

	Product Version
	V700R001C00SPC200



[bookmark: _EN-US_TOPIC_0000002006852034-chtext][bookmark: _Toc256000003]Software Versions
This section describes the software version information about the OceanStor Dorado V700R001C00SPC200 storage systems.
Software Versions
	Software
	Version

	QuorumServer
	V700R001C00SPC200 and later

	SmartKit
	SmartKit 24.0.0 and later

	DME IQ Client (originally named eService Client)
	DME IQ 24.0.0 and later

	OceanStor UltraPath
	UltraPath 31.5.0 and later

	OceanStor NOF Enabler
	UltraPath 31.5.0 and later

	NFS+ client
	eNFS 1.2.0 and later

	DME
	DME 24.0.0 and later

	eSight
	eSight 24.0.RC1 and later

	eSDK Enterprise Storage Plugins
	eSDK Enterprise Storage Plugins 2.7.RC3 and later




To ensure display compatibility, some software may display the internal version information of the storage system.
[bookmark: _EN-US_TOPIC_0000002006851834-chtext][bookmark: _Toc256000004]Virus Scan Result
The software package of OceanStor Dorado V700R001C00SPC200 storage systems has been scanned by Kaspersky, OfficeScan, and Bitdefender antivirus software.
	Engine Name
	QiAnXin

	Engine Version
	8.0.5.5260

	Virus Lib Version
	2024-12-29 08:00:00.0

	Scan Time
	2024-12-30 11:09:56

	Scan Result
	OK

	
	

	Engine Name
	Bitdefender

	Engine Version
	7.0.3.2050

	Virus Lib Version
	7.98148

	Scan Time
	2024-12-30 11:09:58

	Scan Result
	OK

	
	

	Engine Name
	Kaspersky

	Engine Version
	12.0.0.6672

	Virus Lib Version
	2024-12-29 02:02:00

	Scan Time
	2024-12-30 11:09:52

	Scan Result
	OK
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[bookmark: _EN-US_TOPIC_0000002043010165-chtext][bookmark: _Toc256000005]Version Compatibility
This chapter describes the version compatibility of OceanStor Dorado V700R001C00SPC200 storage systems.
2.1  Software Version Compatibility
2.2  Hardware Version Compatibility
[bookmark: _EN-US_TOPIC_0000002006852026-chtext][bookmark: _Toc256000006]Software Version Compatibility
Not involved.
[bookmark: _EN-US_TOPIC_0000002042890897-chtext][bookmark: _Toc256000007]Hardware Version Compatibility
	New Hardware
	Hardware to Be Replaced
	Compatibility with Software Versions
	Compatibility with Related Product Versions

	OceanStor Dorado 3000, OceanStor Dorado 5000, OceanStor Dorado 6000, OceanStor Dorado 8000, OceanStor Dorado 18000 V700R001C00SPC200
	□
	□
	□




If different hardware versions are compatible, the new hardware can replace the original hardware without affecting existing functions, achieving plug-and-play. After the hardware is replaced, the device software, network management software, and associated devices on the network do not need to be upgraded or patched.
■: Compatible
□: Incompatible
N/A: Not involved
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[bookmark: _EN-US_TOPIC_0000002043009905-chtext][bookmark: _Toc256000008]Important Notes
This chapter introduces the precautions and restrictions for using OceanStor Dorado V700R001C00SPC200 storage systems.
3.1  Hardware Operations
3.2  System Management
3.3  Service Operations
[bookmark: _EN-US_TOPIC_0000002006852014-chtext][bookmark: _Toc256000009]Hardware Operations
This section describes precautions for hardware operations.
Do not insert or remove disks frequently. Such operations may damage disks and interrupt services. Leave a minimum interval of 15 seconds between removing and inserting a disk.
Do not remove two backup battery units (BBUs) of a controller simultaneously. Such an operation may cause the system to switch to read-only and undermine system performance.
Do not remove and reinsert cables frequently, which may cause system processing faults. Leave a minimum interval of 5 seconds between removing and inserting a cable.
Do not interchange the expansion cables connected to the two ports of an interface module within 15 seconds.
Make sure that management network ports reside on a network segment different from that of the maintenance network ports.
[bookmark: _EN-US_TOPIC_0000002007010090-chtext][bookmark: _Toc256000010]System Management
This section describes precautions for system management.
Do not perform any configuration operations when the system is offline or is experiencing an active-standby switchover, offline upgrade, online upgrade, quick upgrade, or power resumption. Proceed to next step until you have checked that such operations are complete on the CLI or DeviceManager.
Use the CLI, DeviceManager, or the power button on the controller panel to power off the system. Do not directly remove the power cable from the controller enclosure.
Keep an interval of at least 1 minute between powering on and off an expansion enclosure, and at least 3 minutes in the case of topology change.
Observe the following when setting a topology mode for Fibre Channel front-end ports:
Leave an interval of at least 20 seconds between setting the topology modes.
When services are running, do not set the topology mode for ports.
[bookmark: _EN-US_TOPIC_0000002043010193-chtext][bookmark: _Toc256000011]Service Operations
This section describes precautions for service operations.
Management ports and service ports cannot be bonded, nor can maintenance ports and service ports.
	OceanStor Dorado
Release Notes
	2 Procedure



	OceanStor Dorado
Release Notes
	3 Important Notes




	Issue 01 (2024-12-30)
	Copyright © Huawei Technologies Co., Ltd.
	i-1



	Issue 01 (2024-12-30)
	Copyright © Huawei Technologies Co., Ltd.
	7



[bookmark: _EN-US_TOPIC_0000002006851950-chtext][bookmark: _Toc256000012]V700R001C00SPC200
4.1  What's New
4.2  Resolved Issues
4.3  Known Issues
[bookmark: _EN-US_TOPIC_0000002042890821-chtext][bookmark: _Toc256000013]What's New
	No.
	Name
	Description

	1
	NAS snapshot protection
	The maximum value for the reserved snapshot space ratio of the file system is increased.

	
	
	The maximum number of NAS HyperCDP objects for some products is increased to 128,000.

	2
	NAS 4DC
	NAS 4DC supports the networking of active-active (A <-> B) + asynchronous replication (B -> C) + active-active (C <-> D).

	3
	Performance monitoring
	NAS performance statistics items at the array and file system levels are added.

	4
	Data security
	SAN ransomware protection is supported.

	5
	Hardware capability
	64 Gbit/s Fibre Channel interfaces are supported.

	6
	Network capability
	IPv6 is supported for BGP.

	7
	Collecting Information
	LLDP information can be queried using Restful APIs.

	8
	Log dump
	The configuration and performance of exporting audit logs to an external syslog server are optimized.

	9
	Kerberos realm control
	The flexibility of OU authentication configuration in NFS Kerberos realm scenarios is improved.

	10
	Multi-tenant function
	The maintainability of vStore capacity quota alarms is optimized.



[bookmark: _EN-US_TOPIC_0000002042891017-chtext][bookmark: _Toc256000014]Resolved Issues
	Description
	The security vulnerabilities of the open-source software curl and OpenSSL need to be fixed.

	Severity
	Medium

	Root Cause
	Open-source vulnerabilities (CVE-2024-9681 and CVE-2024-6119) found in the latest scanning of product threat intelligence need to be fixed.

	Solution
	Update the versions of the integrated curl and OpenSSL components.

	Impact
	None



	Description
	During fault information collection using SmartKit, only partial recent logs are exported successfully.

	Severity
	Medium

	Root Cause
	The concurrency control of log collection tasks in the storage system is abnormal. As a result, the log collection task times out.

	Solution
	Rectify the defect in log collection tasks.

	Impact
	None



[bookmark: _EN-US_TOPIC_0000002042891061-chtext][bookmark: _Toc256000015]Known Issues
None
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[bookmark: _EN-US_TOPIC_0000002042890845-chtext][bookmark: _Toc256000016]Related Documentation
This chapter lists documentation released with this version and describes how to obtain the documentation.
5.1  V700R001C00SPC200 Documentation
5.2  Obtaining Documentation
[bookmark: _EN-US_TOPIC_0000002006851934-chtext][bookmark: _Toc256000017]V700R001C00SPC200 Documentation
This section describes documentation for the OceanStor Dorado V700R001C00SPC200 storage systems.
	Document
	Description
	Delivery Mode

	OceanStor Dorado 2000, 3000, Dorado 5000, and Dorado 6000 V700R001C00 Product Documentation
OceanStor Dorado 8000 and Dorado 18000 V700R001C00 Product Documentation
	Provides information about the installation, commissioning, configuration, maintenance, and troubleshooting of the storage system.
	Website



[bookmark: _EN-US_TOPIC_0000002007010102-chtext][bookmark: _Toc256000018]Obtaining Documentation
This section describes how to obtain the documentation released with OceanStor Dorado V700R001C00 storage systems.
Procedure
Go to the official website.
For enterprises: https://support.huawei.com/enterprise
For carriers: https://support.huawei.com/carrier
Click Login or Sign in. Enter your user name and password.

If you are using the website for the first time, register with the website.
After login:
If you are an enterprise user, choose Technical Support > Flash Storage > Convergent Storage.
If you are a carrier user, choose Support > Product Support > Data Storage > Flash Storage > All-flash Storage.
Click the desired product. You can view the product documents on the product page, or retrieve document or software titles to find desired documents or software.

If the file name extension of a documentation package is .hdx, use ICS Lite to view the documents. You can obtain the software from Huawei technical support engineers.
----End
	OceanStor Dorado
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[bookmark: _EN-US_TOPIC_0000002042890873][bookmark: _EN-US_TOPIC_0000002042890873-chtext][bookmark: _Toc256000019]Analysis and Solutions for Vulnerabilities Detected by Third-Party Software
The product was scanned by AWVS, GSM, Nexpose, and NSFOCUS Remote Security Assessment System (RSAS), and no risky vulnerabilities were detected. The following provides the analysis for the false reports.
	Name
	Analysis Result
	CVE

	The remote rpc.statd service is running.
	This is not an issue. The rpc.statd service is running on port 2051. The plug-in only checks whether the service or corresponding port is enabled.
	CVE-1999-0018
CVE-1999-0019
CVE-1999-0493

	The showmount -e command executed on the target host causes information leakage.
	This vulnerability has been fixed and there is little impact. Run the change nfs nfs_cfg showmount_switch=false command to disable the output of the showmount -e command. Customers can customize the NFS service to restrict access from IP addresses and users.
	CVE-1999-0554

	Remote RPCBIND/PORTMAP is running.
	The score provided by the NVD's official website is 0, which means it is not a vulnerability and there is no security risks. The RPC port mapper service is an insecure protocol oriented to the Internet system and should be used only on trusted network segments. Otherwise, the service is disabled.
Hardening measure: Forbid access to the RPC port of the internal network on the firewall.
	CVE-1999-0632

	Cacheable SSL found
	This is not an issue. Sensitive information is not included. There is no risk.
	N/A

	The rpcinfo -p command executed on the target host causes information leakage.
	The NFS service is a value-added service. To use this feature, background services such as rpcbind and portmap must be enabled. The NFS service does not contain sensitive information and poses no security risks.
	N/A

	SMBv2 signing not required (cifs-smb2-signing-not-required)
	The signature function is disabled by default. To enable the SMB signature function, run the change service cifs signing_enabled=yes command in developer mode.
	N/A

	DNS traffic amplification (DNS amplification)
	The built-in DNS service implements load balancing for trusted hosts.
Hardening measure: It is recommended that the firewall allow the access to the DNS service only from trusted hosts.
	N/A

	Everyone can read the CIFS share (cifs-share-everyone-readable).
	This issue exists because the CIFS service is configured to be readable by everyone. The administrator must specify the users who can access the CIFS share. For details, see the specific basic storage service configuration guide (for file).
	N/A

	Exported volumes can be mounted publicly (nfs-mountd-0002)./The NFS share is globally readable.
	When NFS share permissions are configured, Clients are set to *. As a result, the share is accessible to all clients. Users can customize the IP addresses that are allowed to access the share to avoid this issue.
	N/A

	SSH server supports weak key exchange algorithms (ssh-weak-kex-algorithms)
	The diffie-hellman-group-exchange-sha1 algorithm is disabled by default. To ensure software compatibility, you can use the om_chgsshalglevel.sh script in the minisystem to change the security level of the SSH cipher suite.
	N/A

	Sensitive RPC 'rquotad' service is enabled (rpc-sensitive-rquotad-svc).
	The NFS protocol of the product provides the rqueta function. This service can be disabled by running commands. Note: For details about the commands, see the command manual of the product.
	N/A

	The SSL encryption algorithm used to encrypt the target host communication is detected.
	This is not an issue. The product supports the TLS1.2/1.3 strong encryption algorithm suite. For details about the encryption algorithm suite, see the Security Configuration Guide.
	N/A

	The remote HSTS service is running.
	This is not an issue. By default, HTTPS connections are supported.
	N/A

	Detection of Linux/UNIX system information
	This is not an issue and does not expose sensitive OS information.
	N/A

	Discovery of algorithms supported by the SSH server
	This is not an issue. The SSH service needs to negotiate algorithms with different clients, and the algorithms configured in the system are secure encryption algorithms commonly used in the industry.
	N/A

	Accessibility of SSH version information
	This is not an issue. It is only a description of information acquisition.
	CVE-1999-0634

	It is detected that the target SSL certificate expires. [Principle scanning]
	This is not an issue. It is used only for information collection and does not need to be fixed. You are advised to check whether the certificate expiration time meets requirements.
	N/A

	The SSL encryption algorithm used to encrypt the target host communication is detected. [Principle scanning]
	This is not an issue. It is only a description of information acquisition.
	N/A

	Traceroute detection is allowed (TCP timestamps information disclosure).
	TCP timestamp option calculates RTT precisely for better performance and ensures TCP reliability in extreme conditions. For better performance, this option is enabled by default in general Linux releases. If this function is disabled, the TCP time-wait sockets quick reclaiming function (net.ipv4.tcp_tw_recycle) is invalid. This is a low-risk vulnerability. Attackers may use tcp.timestamps to obtain system running time for further attack but they cannot obtain critical information. Determine whether to disable this option based on actual scenarios. It is advised to disable this option only in the NAT scenario.
To disable this option, run the tcp_timestamp_switch.sh off command in the minisystem.
	N/A

	No authentication for single user mode (lilo-linux-single-user-mode)
	This is not an issue. SINGLE=/sbin/sulogin has been configured in the /etc/sysconfig/init file, and the OS has been hardened. This item is falsely reported.
	N/A

	User home directory mode unsafe (unix-user-home-dir-mode)
	This is not an issue. The home of the system user has been hardened. This item is falsely reported.
	N/A

	RPM signature check
	This is not an issue. The product software package has been signed.
	N/A

	OpenBSD OpenSSH < 9.3p2 RCE vulnerability
	Fixed
	CVE-2023-38408

	OpenSSL 1.0.2 < 1.0.2zg, 1.1.1 < 1.1.1t, 3.0 < 3.0.8 multiple vulnerabilities - Linux
	Fixed
	CVE-2022-4304, CVE-2023-0215, CVE-2023-0286

	OpenSSL 1.1.1 < 1.1.1t, 3.0 < 3.0.8 DoS vulnerability - Linux
	Not involved
	CVE-2022-4450

	OpenSSL end of life (EOL) detection (Linux)
	Not involved
	N/A

	Multiple OpenSSL vulnerabilities (20230322, 20230328, 20230530) - Linux
	Fixed
	CVE-2023-0464, CVE-2023-0465, CVE-2023-0466, CVE-2023-2650

	OpenSSL: c_rehash script allows command injection (CVE-2022-1292) - Linux
	Not involved
	CVE-2022-1292

	OpenSSL: Infinite loop in BN_mod_sqrt() reachable when parsing certificates (CVE-2022-0778) - Linux
	Not involved
	CVE-2022-0778

	OpenSSL: The c_rehash script allows command injection (CVE-2022-2068) - Linux
	Fixed
	CVE-2022-2068

	Python < 3.10.6 information disclosure vulnerability (bpo-43223) - Linux
	Fixed
	CVE-2021-28861

	Python < 3.7.17, 3.8.x < 3.8.17, 3.9.x < 3.9.17, 3.10.x < 3.10.12, 3.11.x < 3.11.4 RCE vulnerability - Linux
	Fixed
	CVE-2023-24329

	Python <= 3.10.x buffer overflow vulnerability - Linux
	Fixed
	CVE-2022-37454

	Python <= 3.12.0 'RecursionError' vulnerability - Linux
	Not involved
	CVE-2023-36632

	Python DoS vulnerability (Oct. 2022) - Linux
	Fixed
	CVE-2022-45061

	Python privilege escalation vulnerability (Sep. 2022) - Linux
	Fixed
	CVE-2022-42919

	Python shell command injection vulnerability (bpo-24778) - Linux
	Fixed
	CVE-2015-20107

	SQLite 1.0.12 < 3.39.2 improper input validation vulnerability
	Fixed
	CVE-2022-35737

	SQLite 3.37.0 - 3.40.0 information disclosure vulnerability
	Fixed
	CVE-2022-46908

	NTP <= 4.2.8p15 multiple vulnerabilities
	Fixed
	CVE-2023-26551, CVE-2023-26552, CVE-2023-26553, CVE-2023-26554, CVE-2023-26555

	OpenBSD OpenSSH 8.7 - 9.1 unspecified vulnerability
	This is not an issue. Hardening measure: It is recommended that an IP address whitelist be configured on the network firewall of the customer to restrict the access from the SSH client to port 22 of the management systems on the storage nodes.
	N/A

	OpenBSD OpenSSH < 9.1 multiple vulnerabilities
	This is not an issue. Hardening measure: It is recommended that an IP address whitelist be configured on the network firewall of the customer to restrict the access from the SSH client to port 22 of the management systems on the storage nodes.
	N/A

	OpenBSD OpenSSH < 9.2 unspecified vulnerability
	This is not an issue. Hardening measure: It is recommended that an IP address whitelist be configured on the network firewall of the customer to restrict the access from the SSH client to port 22 of the management systems on the storage nodes.
	N/A

	OpenBSD OpenSSH < 9.3 unspecified vulnerability
	This is not an issue. Hardening measure: It is recommended that an IP address whitelist be configured on the network firewall of the customer to restrict the access from the SSH client to port 22 of the management systems on the storage nodes.
	N/A

	OpenSSL DoS vulnerability (20230719) - Linux
	Fixed
	CVE-2023-3446

	OpenSSL DoS vulnerability (20230731) - Linux
	Fixed
	CVE-2023-3817

	OpenSSL: AES OCB fails to encrypt some bytes (CVE-2022-2097) - Linux
	Not involved
	CVE-2022-2097

	Python < 3.8.18, 3.9.x < 3.9.18, 3.10.x < 3.10.13, 3.11.x < 3.11.5 security bypass vulnerability - Linux
	Fixed
	CVE-2023-40217

	OpenSSL End of Life (EOL) Detection (Linux)
	Not involved
	N/A
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[bookmark: _EN-US_TOPIC_0000002006851902][bookmark: _EN-US_TOPIC_0000002006851902-chtext][bookmark: _Toc256000020]Acronyms and Abbreviations
	B
	

	BBU
	Backup Battery Unit

	BIOS
	Basic Input/Output System

	BMC
	Baseboard Management Controller

	
	

	C
	

	CLI
	Command-Line Interface

	
	

	F
	

	FC
	Fibre Channel

	
	

	G
	

	GUI
	Graphical User Interface

	
	

	H
	

	HSSD
	Huawei Solid-State Drive

	
	

	I
	

	iSCSI
	Internet Small Computer Systems Interface

	ITOM
	IT Operation Management

	
	

	L
	

	LUN
	Logical Unit Number

	P
	

	PCIe
	Peripheral Component Interconnect Express

	
	

	S
	

	SNMP
	Simple Network Management Protocol

	SSD
	Solid-State Drive

	SSH
	Secure Shell

	SAS
	Serial Attached SCSI

	SLO
	Service Level Objective
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