
 

HCIA SATACOM SINGLE CHOICE QUESTIONS 

 

 

 

1. Which of the following IPv6 addresses is a global unicast address? 

 

 

 C. FF02:.1 

 

 D.  0::2 0:FCF:FEF: FEC 



2.  When SNMPv1 is used to manage network devices, which of the following commands is used by an MMS to configure 
network devices? 

 A. Get- Request 

 B. Get—Next Request 

 C. Response 

D. Set Request 

 

3. A configured internal host of a private network wishes to access the internet. What must be configured on 
the enterprise network egress router in order to achieve this? 

 

A. Easy IP. 

 B. DHCP. 

 C. BGP. 
 D. Default route. 

4. The last option field (option) of an IPv4 packet is a length-variable and optional field. What is the maximum length of this 
field? 

a. 40B 

 B. 60B 

 C. 20B 



 D. 1 OB 

 

 

 

 

5. A network administrator wishes to assign an IP address to a router interface G0/0/0. Which of the following IP addresses 
can be assigned? 

 A. 192.1 68.10.112/30 

 B. 237.6.1.2/24 

C. 145.4. 2.55/26 

   D. 1 27.3.1.4/28 

6.  Network Address and Port Translation (NAPT) allows multiple private IP addresses to be mapped to the same public IP 
address through different port numbers. Which of the following statements about port numbers in NAPT is true? 

 A. The mappings between port numbers and private IP addresses must be manually configured. 

 B. Only the port number range needs to be configured. 

     C. No port number needs to be configured. 

 D. An ACL is required to allocate port numbers. 

 



7. What is the length range of an Ethernet II frame that contains an Ethernet header? 

 A. 46—1500 bytes 

 

 

 

'      

 

 

B.   64—1518 bytes 

C.  64—1500 bytes 

D. 60—1560 bytes 

   

   



8. As specified by the RSTP protocol, when a root port fails, which type of port will function as a new root port and 
enters the forwarding state without any delay? 

A. Forwarding Port. 

B. Alternate Port. 

C. Backup Port. 

D. Edge Port. 

 

9. To join a wireless network, 5TAs need to obtain wireless network information first. Which of the following packets is used 
by STAs to proactively obtain SSID information? 

A. Probe 

B. Beacon  

C. Join 

D. Discovery 
 

10. In standard STP mode, which of the following ports on non-root switches forward the BPDUs with TC bits set 
generated by the root switch? 

 A. Root port. 

B. Backup port. 

C. Designated port. 



D. Alternate port. 

 

 

 

 

11. What is the total lei pth of the interface ID in each link-local unicast address? 

 A. 32 bits 

 B. 48 bits 

C. 64 bits 

 D. 96 bits 

12. A company applies for a class C IP address for subnetting, it has eight branches. The largest branch has a 

subnet and should support at least 14 hosts. What would be an appropriate subnet mask? 

 A. 255.255.255.0 

 B. 255.25 5.255.128 

 C. 255.255.255.192 

D.  255.255.255.224 

 

13. In which of the following ranges can the VLAN IDs be used by users? 



 A. 0 to 4095 

 B 1 to 4096 

 C. 0  to  4096 

D.1 to  4094 

 

15. Which command can be used to check the PPPoE client session status? 

 A. display ip interface brief. 

 B. display current-configuration. 

 C. display pppoe-client session packet. 

D. display pppoe-client session summary. 

 

16. When both ends running PPP protocol detect that the physical link is active, the link state will transit from 

dead to establish. Which of the following protocols is used to negotiate the link parameters during this 

phase? 

 A. IP. 

 B. DHCP. 

C. LCP. 

 D. NCP. 



G0/0/1 

 

 

 

 

17. Which of the following fields is not included in the OSPF Hello packet? 

 A. Hello Interval 
 B. Neighbor 

 C. Network Mask 

D. sysname 

 

18.  To enable Router A to communicate with loopback 0 on Router B on the network shown in the figure, which of the 
following commands needs to be run on Router A? 

 

 

RTA 

 

RTB 

Loopback0 
1 0.0.2.2/32 



   A.  ip route static 10.0.2.2 255.255.255.255 
10.0,12.2 

   B. ip route-static 10.0.2.2 255.255.255.255 1 
0.0.12.1 

   C. ip route-static 10.0.2.2 32 Gigabit Ethernet 0/0/0 

 D. ip route-static 10.0.2.2 0 GigabitEthernet 0/0/0 

 

19. As shown in the following figure, a router has two routing entries in its routing table. If the router needs to forward 
packets destined for 9.1.4.5, which route will be selected and why? 

 

 

 

 

 A. The first route is selected as the optimal route because OSPF has a higher preference. 

 B. The second route is selected as the optimal route because the RIP route has a smaller cost. 

 C. The second route is selected as the optimal route because the rate of Ethernet0 is faster than Serial0. 

D. The second route is selected as the optimal route because this route is more accurate than 
the first one for the destination address 9.1.4.5. 



20.  The administrator performs the configuration shown in the figure on a router, and a host is connected to G1/0/0 of the 
router. Which of the following statements is true about the IP address obtained by the host through DHCP? 

 

 

 

 

 

 

 

 

 

 

 

 

 

  A. The IP address obtained by the host belongs to the 10.10.10.0/24 network segment. 

 B. The IP address obtained by the host belongs to the 10.20.20.0/24 network segment. 

 C. The host cannot obtain an IP address. 



 D. The IP address obtained by the host may belong to the 10.10.10.0/24 or 10.20.20.0/24 network segment. 



 21. which of the following statements about VLANIF interfaces is/are correct? 

 A. A VLANIF interface does not have a MAC address. 

 B. VLAN I F interfaces do not need to learn MAC addresses. 

' C. A VLANIF interface is a Layer 3 interface. 

 D. Different VLANIF interfaces can use the same IP address. 

 

22. The administrator wishes to change name of the router. Under which view should the administrator be 
in order to achieve this7 

  A. User—view. 

B. System—view. 

  C. Interface-view. 

  D. Protocol-view. 

 

23. The  IPv6  address  architecture  does  not  include  which  of  the   following  address  types? 

 A. Unicast. 

 B. Multicast. 

C. Broadcast. 

 D. Anycast. 



24. Refer to the graphic. The switch is operating using STP. All default parameters have been maintained. Which port 
will be assigned a designated port role? 

 

A. G0/0/1 of switch A. 

B. G0/0/2 of switch A. 

C. E0/0/1 of the hub. 

D.  E0/0/2 of the hub. 

 

25. Which of the following methods is not supported by the Versatile Routing Platform (VRP) to configure a 
router? 

A. Configure the router through FTP. 

 B. Configure the router through the console port. 

 C. Configure the router through Telnet. 

 D. Configure the router through the mini USB port. 

 
 

 

G0/0  

 



26. A company has S0 private IP addresses. The administrator uses NAT to connect the company network to the public 
network. However, the company has only one public IP address that is not fixed. Which of the following NAT 
modes meets the requirement? 

 A. Static NAT 

 B Basic NAT 

 C. Easy IP   

 D. NAPT 

 

27.  When a network engineer enters a command, the following information is displayed: 

Error. Unrecognized command found at ' ̂  ' position. Which of the following statements is true about such 
information? 

 

 A. No keyword is found. 

    B. The parameter type is incorrect. 

    C. The entered command is incomplete.  

    D. The entered parameter is not specified. 

 

28. What is the number range of a Layer 2 ACL? 



 A. 2000-2999 

                B.  3000-
3999 

                   C.   4000-
4999 

 D. 6000-6031 



29. Which of the following authentication modes does/do not require a user name and a password? 

 A. authentication-mode hwtacacs 

  B.  authentication-mode local  

      C. authentication-mode none 

 D. authorization-mode hwtacacs 

 

30. Which of the following mask lengths is recommended for device interconnection IP addresses during campus 
network planning? 

A. 30 

 B. 24 

 C. 32 

 D. 16 

31. which of the following statements about routers is false? 

 A. A router works at the network layer. 

B. A router cannot isolate broadcast domains. 

 C. A router can forward IP packets. 

 D. A router can function as a gateway. 

 



 

 

 

 

 

 

 

31. The network administrator creates VLAN 10 on the Layer 3 switch and configures an IP address for the virtual interface 
of VLAN10. When the display ip interface brief command is run to view the interface status, the command output indicates 
that VLANIF 10 is in Down state. Which of the following operations needs to be performed to restore VLANIF 10? 

 

 A. Run the undo shutdown command on VLANIF 10. 

 8. Add any physical interface to VLAN 10. 

 C. Add a physical interface in Up state to VLAN 10. 

 D. Add a trunk interface in Up state to VLAN 10. 

 

32. Assuming that all hosts in the following figure can communicate with each other, which of the following shows the 
correct mappings between MAC addresses and interfaces in the MAC address table of SWA? 



   

 

 
  



                           

                            

   Answer: A 

 

33. Assume that the largest number of rules in an ACL is 12. If no number is specified when a new rule is configured, 
what is the number allocated by the system to the new rule by default? 

 A. 13 

    B l4 



    C. 15 

  D.6 



34. . ip route-static 10.0.1 2.0 255.255.255.0 
192.1 68.1.1 

Which statement is true regarding this command? 

 A. The configuration represents a static route to the 192.168.1.1 network. 

 B. The configuration represents a static route to the 10.0.12.0 network. 

   C. The preference value of this configured route is 100. 

 D. If the router has learned the same destination network via a dynamic routing protocol, the static route will 
always take precedence. 

 

35. Refer to the following configuration of GigabitEthernet0/0/1 on the switch. For which VLAN does 
the switch forward untagged data frames? 

 

   A.  10 

  B.  20 

  C. 30 

  D. 40 



 

 

 

 

 

 

36. Which of the following statements regarding static routing and dynamic routing is incorrect? 

 A. The static routing can be easily configured and managed on the enterprise network. 

      B. The use of dynamic routing is more convenient for the administrator to manage the network following 
network convergence. 

C. The static routing can automatically recover when a link failure is encountered. 

 D. Dynamic routing will use more resources than static routes. 

37.  Refer to the network shown in the following figure. The administrator requires that RTA use static routes to 
send data packets to Loopback0 of RTB through G0/0/1 and use GO/0/2 as a backup. Which of the following 

configurations on RTA meet this requirement? 

 

G0/0/1 G0/0/1  

Loopback0  

 
10.2.21.1/24  

 



10.0.2.2/32 

 

 

A. ip route—static 10.0.2.2 255.255.255.255 10.0.12.2 
ip route-static 10.0.2.2 255.255.255.255 1 0.0.21.2 preference 70 

 B. ip route-static 10.0.2.2 255.255.255.255 
10.0.12.2 

ip route-static  10.0.2.2 255.255.255.255 10.0.21.2 

 C. ip route-static 10.0.2.2 255.255.255.255 10.0.12.2 preference 70 

ip route-static  10.0.2.2 255.255.255.255 10.0.21.2 

 D.  ip route—static 10.0.2.2 255.255.255.255 10.0.12.2 
ip route-static 10.0.2.2 255.255.255.255 10.0.21.2 preference 40 



37. Which of the following statements about an Eth- Trunk in LACP mode is true? 

O A. All active interfaces participate in data forwarding and load balance traffic. 

O B. A maximum of four active interfaces are supported. 

C. Devices at both ends exchange LACPDUs. 

O D. The number of active interfaces cannot be set. 

 

38. Which of the following fields in an lPv6 header is similar to the TTL field in an lPv4 header? 

O A. Version 

O B. Traffic Class 

O C. Next Header 

D. Hop Limit 

39. Which of the following cannot be the length of an IPv4 packet header? 

O A. 20B 

O B 32B 

O C.   60B 

D. 64B 

 

 



 

 

 

 

 

 

 

41. On the network shown in the figure, router A adopts link aggregation in manual load balancing mode, and 
G0/0/1 and G0/0/2 are added to link aggregation group (LAG) 1. Which of the following statements is false 
about Eth-Trunk 1 on router A? 

 

 

 

 

 A. If only GO/0/1 on router B is disabled, Eth-Trunk 1 is Up. 

 B. If only GO/0/2 on router B is disabled, Eth-Trunk 1 is Up. 

 C. If both GO/0/1 and G0/0/2 on router B are disabled, Eth-Trunk 1 is Up. 

 D. If both GO/0/1 and G0/0/2 on router B are disabled, Eth-Trunk 1 is Down. 

 



41. When a host moves frequently, which of the following ng VLAN assignment modes is the most appropriate? 

 A. Port-based VLAN assignment 

 B. IP subnet-based VLAN assignment 

 C. Policy-based VLAN assignment 

D. MAC address - based VLAN assignment 



42. Which of the following is used to distinguish WLANs? 

 A. AP name 

       C.    VAP 

       D.   855 D 

 

43. Which of the following protocols can be used to prevent Layer 2 loops on a campus network? 

 

a. RSTP  B. OSPF  C. NAT  D. SNMP 

44. Which of the following is an IP address with a 12-bit mask? 

A. 255.240.0.0 

                B. 
255.255.0.0 

C.  255.248.0.0 

    D. 2SS.255.255.0 

45. Which of the following statements is true about the Forward Delay timer of STP? 

 A. Improve the STP convergence speed. 

O B. Reduce the interval far sending BPDU s. 



O C. Prevent temporary loops. 

O D. Delay is required when a port transitions between Blocking and Disabled. 

O E. Improve the configuration BPDU ItfRtlme, ensuring that the configuration BPDUs can be forwarded to 
more switches. 



46. Which of the following statements about the adjacency segment is false? 

O A. An adjacency segment identifies an adjacency of a node. 

O B. Adjacency segments are flooded to other devices through an IGP. After the flooding, the adjacency 
segments are visible globally but effective locally. 

O C. An adjacency segment is identified by the adacency SID. 

D. Adjacency segments must be manually configured. 

 

47. A switch needs to forward a frame with the destination MAC address 5489-98ec-f011. Refer to the display 
mac-address command output shown in the figure. Which of the following statements is true? 

 

O A. The switch needs to send a request to discover the device whose MAC address is 5489-98ec-f011. 

O B. The switch sends an ICMP unreachable message to the source device. 

C. The switch floods the frame on all interfaces except the one on which it received the frame. 

O D. The switch does not find a matching entry in the MAC address table, so it discards the frame. 



 

48. On the network shown in the figure, which router is elected as the BDR? 

Router A Router B 

Router ID 10.0.1.1 Router ID 10.0.2.2 

Priority=255 Priority=0 

Router C 

Router ID 10.0.3.3 

Priority=0 

O A. Router A 

O B. Router B 



50. Which of the following stages is/are not included i n PPPoE session establishment and termination? 

O A. Discovery stage 

O B. Session stage 

O C. Session termination stage 

D. Data forwarding stage 

51. Which one of the following methods cannot be used by a Fit AP to obtain the IP address of an AC for 
going online? 

O A. Broadcast 

 B. DHCP Option 

O C. Statically specified on the AP 

D. Multicast 

 

52. Which of the following statements regarding the ”port trunk allow-pass  vlan all”command is true? 

a. The specified port allows all VLAN IDs to pass through. 

 B. The peer port connected to this port must have the same part trunk allow-pass vlan all command 
configured. 

  C. The peer device connected to this port can dynamically determine which VLAN IDs are allowed to pass 
through. 

 D. If the port default vlan 3 command is run on the connected remote device, VLAN 3 will be blocked between 



the two devices. 



53. Which of the following information is displayed when an entered command is incomplete on the Versatile Routing 
Platform (VRP)? 

a. Error:Incomplete command found at ' ̂ ' position  

b.  B. Error:Too many parameters found at ' ^ ’ position  

c. C. Error:Ambiguous command found at ^ ' position  

d. D. Error: Wrong parameter found at ' ^ position 

54. Which of the following does not correctly describe Python? 

O A. Python is a fully open source high-level programming language. 

O B. Python has rich third- party libraries. 

O C. Python can be used in many fields, such as automatic 0&M scripting, artificial intelligence, and data 
science. 

D. Python has a clear syntax, is easy to learn, and efficient at runtime. 

 

55. Which of the following OSPF states can be used to indicate that an adjacency relationship has been 
established? 

O A. Down 

B. 2—way 

C. Full 

O D. Attempt 



56. Which of the following IPv4 addresses can be directly used by a host to access the Internet? 

O A. 192.1 68.1.1/24 

O B. 10.255.255.254/24 
C. 172. 4 6.255.254/24  

D. 172.32.1.1/24 

57. Which of the following packets is used by OSPF to discover and maintain neighbor relationships? 

a. HELLO 

O B. LSR 

O C. LSU 

O D.  DD 

 

58. According to the figure, which of the following statements is true? 

 

 

Host A Host B 

IP.10.0.12.1/30 !P.10.0.12.5/24 



MAC: MAC-A MAC:  MAC- B 

 

a. Host A and host B cannot obtain the MAC address of each other. 

O B. Host A can successfully ping host B. 

 

O C. The broadcast addresses of host A and host B are the same. 

O D. The following ARP cache entry exists on host A: 

10.0.12.5 MAC-B 

 

59. Which of the following SNMP packets is/are sent by the agent on the managed device to the NMS? 

O A. Get— Request 

O B. Get-Next— Request 

O C. Set-Request 

 D. Response 

 

60. How many types of OSPF packets are available? 

         B. 3 



  C  4 

 D.  5 

 

61.  If a routing table contains multiple routes to the same destination network, what are these routes 
called? 

A. Equal—cost routes  

B. Sub-optimal routes  

C. Multipath routes 

O D. Default routes 



62. When an Ethernet frame is received by an interface on a Layer 2 Ethernet switch, which field is used to generate an 
entry in the MAC address table? 

a. Source MAC address 

O B. Destination MAC address 

O C. Source IP address 

O D. Destination IP address 

 

63. An administrator wishes to configure a floating static route. In order to successfully achieve this, which 
operation should be performed? 

a. The administrator is required to configure a different preference values for the primary 
static route and floating static route. 

O B. The administrator is only required to configure two static routes. 

O C. The administrator is required to configure different route tags for the primary static route and floating 
static route. 

O D. The administrator is required to configure a different costs metric for the primary static route and floating 
static route.



64. As shown in the figure, assume that the MAC address table of SWA is as follows. Host A sends a data frame whose 
destination MAC address is MAC-B to SWA. Which of the following statements is true? 

 



     A. SWA discards the data frame. 

b. SWA forwards the data frame only through G0/0/2. 

     C. SWA forwards the data frame only through G0/0/3. 

 

67. On a WLAN, Fit APs cannot provide wireless services independently and must be managed by an AC in a unified 
manner. Which of the following protocols is used for communication between an AC and Fit APs? 

O A. WAP 

B. CAPWAP 

O C. IPsec  

O  D. WEP 

 

68. Which of the following IPv4 addresses cannot be used by a host to access the Internet vvithou nat? 

O A. 100.J.1.1 

O B. 200.1.1.1 

 C. 10.1.1.1 

O D. 50.1.1 1 

 

69.  On the network shown in the figure, G0/0/0 and G0/0/1 of RTA connect to two different network segments, 



and RTA is the gateway between the two networks. Given this, the MAC address from which of the following 
needs to be obtained using an ARP Request message before HostA sends data to HostC? 

 A. Host C  



B. G0/0/0 of RTA  

C. G0/0/1 of RTA  

D.  SWA 

 

70. Which of the following OSPF states can be used to indicate that an adjacency relationship has been established? 

O A. Down O B. 2—way C. Full  D. Attempt 

71. Which of the following statements about the output on the router RI shown in the figure is false? 

 

 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
  



 

 

 

 

 

 

 

 

 

   Answer: C 

 

72. Which of the following interface link types is usually used to connect switches to hosts? 

A. Access  B. Trunk  C. Hybrid 

 D. Eth-Trunk 

 

74. Which type of OSPF rackets are sent by neighbors to exchange LSAs? 

O A. LSA 

O B LSR 



C. LSU 

O D. LSAck 



75. A switch receives a unicast data frame with a VLAN tag, but cannot find the destination MAC address of the 

data frame in its MAC address table. In this case, which action will the switch take? 

O A. The switch broadcasts the data frame on all interfaces. 

B. The switch broadcasts the data frame on all interfaces (except that on which it was received) 
in the VLAN to which the data frame belongs. 

O C. The switch broadcasts the data frame on all access interfaces. O  

D. The switch discards the data frame. 

 

76. Which of the following information is displayed when an entered command is incomplete on the Versatile 
Routing Platform (VRP)? 

A. Error:Incomplete command found at ' ̂ ' position  

B. Error.Too many parameters found at ' ^ ’ position  

C. Error:Ambiguous command found at ^ ' position  

D. Error: Wrong parameter found at ' ^ position 

 

77. Which of the following descriptions regarding the TTL field of the IP packet is correct? 

O A. The TTL defines how many packets the source can send. 

O B. The TTL defines the duration during which the source can send packets. 



C. The TTL value will decrement by 1 each time the packet is routed. 

O D. The TTL value will increment by 1 each time the packet is routed. 



78. How many TCP connections will be established when FTP is used to transfer files? 

 A. 1 

    C.  3 

    D.      4 

79. < huawei > system-view 

 

[Huawei] command-privilege level 3 view user save 

Refer to the command output. What is the result of the shown command? 

 

O A. The command adjusts the save command of a user to privilege level 3. 

B. The command adjusts the save command in the user view to privilege level 3. 

O C. The command adjusts the user view command privilege level to 3, and saves the configuration. 

O D. The command adjusts the privilege level of a user to 3, and saves the configuration. 



80. Refer to the following configuration of an interface on a switch. What is the PVID of the interface? 

 

A. 1 

 B. 2 

 C. 4 

 D. 100 

 

81. The LACP priority is shown in the figure. Switch A and switch B adopt link aggregation in LACP mode, 

all interfaces  are added to  the link aggregation group (LAG), and the maximum number of active ports is 

set to 3. Which port  of  switch  A is not  an active port? 

 
 

 

 

 

 



 



 

 

82. On the network shown in the following figure, VLAN 2 is created on SWA and SWB, and interfaces on the 
two switches connected to hosts are configured as access interfaces and added to VLAN 2. G0/0/1 on SWA and 
GO/0/2 on SWB are configured as trunk interfaces to allow packets from all VLANs to pass through. Given 
this, which of the following configurations needs to be performed to ensure that the two hosts can 
communicate with each other? 

 

 

 



 

Answer: D 

83. Which of the following IEEE 802.11 standards does not support the S GHz frequency band? 

O A. 802.1 1n 

O B. 802.11 ac Wave 1 

O C.  802.11ac Wave 2 

D.802.11g 

    Answer:D 

 

84. By referring to the information about an interface on RI shown in the figure, which of the following 
statements is true? 

                 

 



 

O A. GigabitEthernet0/0/0 has an incorrect cable connected. 

 

O B. No IP address is configured for GigabitEthernet0/0/0. 

 

O C. No dynamic routing protocol is enabled on GigabitEthernet0/0/0. 

 

D. GigabitEthernet0/0/0 has been manually shut down by an administrator. 

 

         Answer: D



85. Which of the following OSPF packets can ensure LSA update reliabiI”ty? 

 

O A. LSU 

C. LSACK 

D. O  

E. D. DD 

 

       Answer:C



86. The administrator performs the configuration shown in the figure on a router, and a host is connected to G1/0/0 of the 
router. Which of the following statements is true about the IP address obtained by the host through DHCP? 

 

 

@ A. The IP address obtained by the host belongs to the 10.10.10.0/24 network segment. 

 

0 B. The IP address obtained by the host belongs to the 10.20.20.0/24 network segment. 

 

0 C. The host cannot obtain an IP address. 

 

O D. The IP address obtained by the host may belong to the 10.10.10.0/24 or 10.20.20.0/24 network segment



87. As shown in the figure, RTA uses NAT and has an address pool configured to implement many-to-many non-NAPT address 
translation, so that hosts on the private network can access the public network. Assume that the address pool has only two public 
IP addresses, which are translated for Host A and Host B. If Host C wants to access the public network. which of the following 
statements is true?



                               

 

 

 

 

 

 

 

 

 

 

O A. RTA assigns an interface address (200.10. 10.3) to Host C, and Host C can access the public network. 

z00 t0 10.3 '*4 

 

 



 

O B. RTA performs NAT based on the source port number of Host C, and Host C can access the public network. 

 

C. No public IP address is assigned to Host C, and Host C cannot access the public network. 

 

O D. All hosts use public IP addresses in turn and can access the public network. 

 

        Answer:C 

88. The following figure shows the display stp command output on an STP-enabled port — Ethernet 0/0/1. Which of the following 
statements about the command output is false? 

             



 

A. The interval for Ethernet 0/0/1 to send configuration BPDUs is 2 seconds. 

B. The value of the Max Age timer of configuration BPDUs is 20 seconds. 

C. The value of the Forward Delay timer is 20 seconds  

D. This switch is not the root bridge 

   Answer: C 

89. Which of the following information is not included in the MAC address table of a switch? 

O A. MAC address. 

 

O B. Port number 

C. IP address 

O D. VLAN ID 

        Answer:C 

90. The Priority field in a VLAN tag can be used to identify the priority of a data frame. What is value range of the 
field? 

A. 0 to 3 

B. 0 to 7 

C. 0 to 15 



D. 0 to 63 

91. Assuming that SWA is just started and its MAC address table is empty, if Host A sends a data frame with the 
destination MAC address of MAC- B, which of the following statements is true? 

 

 

 



0 A. SWA discards the data frame 

O B.  SWA forwards the data frame through G0/0/2. 

 

O C. SWA forwards the data frame through G0/0/3. 

 

•J D. The switch floods the data frame. 

 

       Answer: D 

 

92. Which of the following parameters is used to elect the root bridge in STP? 

 

% A. Bridge ID 

 

O B Port ID 

 

O C. Root path cost 

 

O D. System name of the switch 



 

         Answer:A 

 

93, An AC is a unified management and control device in the AC + Fit AP architecture. Which of the following functions is not 
supported by the AC? 

O A. User access control 

 

O B. AP configuration delivery 

 

O C. User access authentication 

 

O D.User data packet forwarding regardless of the data forwarding mode 

  Answer: D 

 

 



94  

 

 

' 

 

O 

A. 

B.. 

Versatile Routi ng Platform 

 

Virtual Routing Platform 

O C. Vets a tile Routing Protocol 

0 D. Versatile Redundancy Platform 
       Answer:A



95  

O A. All areas can act as the backbone area. 

+' 8. Area 0 is the backbone area. 

OC. All routers ill the backbone area are ABRs. 

0 D.. When more than two routers run OSPF, the backbone area must be deployed. 

  Answer:B 

 

 

96 , Which of the following advantages is/are inter-VLAN route interworking in one-arm routing mode ? 

 

O A. Reduced the number of links 

O B. Reduced the use of IP addresses 

O C. Reduced the number of devices 

0 D. Reduces the number of entries in the routing table 

       Answer:B



97. Which of the following statements regarding the "port trunk allow-pass vlan all° command is true? 

 

@ A. The specified port allows all VLAN IDs to pass through. 

 

O B. The peer port connected to this port must ha 'e the same port trunk alkjw-pass vlan all c‹›mmand 
configured. 

 

0 C. The peer device connected to this port can dynamically determine which VLAN IDs ale allowed to pass through. 

 

0 D. if the port default vlan 3 command is non on the connected remote device, VLAN 3 will be blocked between the two 
devices.



9 8 .  Which of the following is not an advantage of Wi-Fi 6 over Wi-Fi 5* 

 

@ A. Higher power consumption 

 

O 8. Higher bandwidth 

 

O C. Higher number of STA’s connected to each AP 

 

O D. Lower transmission latency



99. If the MAC address of an interface is 00E0-FCEF-0FEC, the corresponding EUI-64 address is ( ). 

 

 

0 A. 0ZE0-FCFF-REEF-0FEC 

O B. 02E0-FCEF-FFF£-0FEC 

@ C. 00E0-FCEF—FEED-0FEC 

0 D. 00E0-FCEF—FFFE-0FEC 



100. Which of the following statements is true about root bridge election of STP? 

 

 A. If the bridge priorities of devices are the same, the device with the largest MAC address becomes the root 
bridge. 

B. the device with the largest bridge priority becomes the root bridge. 

C. The deyice with the smallest bridge priority becomes the root bridge. 

D. If the bridge priorities are the same, the device with the largest number of ports becomes the root bridge. 

Answer:C 

 

101 In STP, the bridge ID on the switch int network is as flows. With which of the following bridge lD’s is the 
switch selected as the root bridge? 

 

A. 32768 00-01-02-03-04-CC 

 

B. 4096 00-01-02-03 -04- DD 

 

C. d 2768 00-01 -02-03-04-AA 

 

D. 32768 00-01 -02 -03-04-8B 



 

Answer: B 

 

102. In whiCh state does OSPF determine the master/slave relationshl p of DD packets? 

 

O• A. ExStart 

 

O B. Exchange 

 

0 C. Full 

 

0 D. 2-way 

 

103.Which of the fnllnwing is not included in the routing table? 

 

O A. Destination/Mask 

O 8. Cost 

0 C Next-hop  



O D. Mac address 

 

103. When a router is powered on, the router reads the configuration file saved in the default save 

directory to get itself initialized. If the configuration file does not exist in the default save directory, 

what does the router use to initialize itself* 

 

O A. New 
configuration 
file. 

 

O e. Initial 
configuration 
file. 

 

O C. default 
parameters 

O D. Current 
configuration file. 

Answer:D 

 



 



105. Which  of the following lPv4  adresses can not be assigned to a host to acess the internet ? 

 

O . I 00.1. I .1 

 

O B. 200.11.1 

 

._'. C. 10.1.1.1 

 

0 D. 50. 1.1.4 

 

      Answer:C



106. How many VLANs are created when usinp the commands "vlan batch 10 20” and °vlan batch 10 to 20“ ? 

A. 11 and 1 

B. 2 and 11 

C. 11 and 2 

D. 1 and 11 

Answer:B 

107. A port on a switch is connected to a designated port on the peer device. This port does not forward any packets, but can 
receive BPDUs to monitor network changes. What is the port role? 

 

O A. Root port 

 

0 8. Designated port 

 

C. Alternate port 

 

0 D. Port in Disabling state



108. What are the components of the OSI reference model fiom top to bottom? 

 

A. Application layer, presentation layer, session layer, transport Meyer, network layer, data link layer, and 
physical Meyer 

 

B. Application layer. transport layer. network layer, data link layer, and physical layer 

C. Application layer. session layer, presentation layer, transport k›yer, network layer.data link layer, and 

physical layer  

 D. Application layer, presentation layer, session layer, network layer, transpart layer, data link layer, 

and physical layer 

Answer:A



109. Which of the following statements does not correctly describe the effect of applying the ACL in the foI1owing 
figure to the SNMP process? 

 

acl numbcr 2000 

 Rule 5 permit source 192. 
168. 1. 2  

Rule 10 permit source  

192. 168. 1. 3  

Rule 15 deny source  192. 168. 1. 4 

0 A. The device with an IP address of 192.J 68.1.2 can use the SNMP service. 

 

O 8. The device with an IP address of 192.168.1.3 can use the SNMP service. 

 

0 C. the device with an IP address of 192.168.1.4 can use the SNMP service. 

 

0 D. The device with an IP address of 192.168.1.5 can use the SNMP service. 

 

Answer:C



110, Which of the following statements about routers is false? 

 

O A. A router works at the network layer. 

 

B. A router cannot isolate broadcast domains. 

 

O C. A route can forward IP packets. 

 

0 D. A router con function as a gateway. 

 

Answer:B



111. On the network shown in the figure, which router is elected as the BDR? 

 

A. Router A 

B. Router B 

C. Router C 

D. No BDR 

Answer:D 

 



 

1 1 2 .  Refer to the graphic. A web server in a private network is required to provide HCP services to public users. The 

network administrator is required to configure NAT on RTA. Which configuration should be used? 

 

@  A.  [RTA-SeriaI1/0/1]nat server protocol top global 202.1 0.10.1 www inside 192.168.1.1 8080 

 

O B. [RTA-SerialO/0/J]nat server protocol tcp global 192.168,1.1 www inside 202.10.J0.1 8080 

 

0 C. [RTA-GigabitethemetO/0/1]nat server protocol tcp global 202.10.10.1 www inside 191168.1.J 8080 

 



O D. [RTA- Gigabitethernet0/0/1]nat server protocol tcp global 192.168.1.1 www inside 202.10.10.1 8080 

Answer: A 

113. As shown in the figure, the administrator requires that all hosts cannot access the Internet during 8:00- 

7:00 every day. In this case, whiCh ACL rule needs to be bound to traffic -filter outbound in the interface 

configuration of G0/0/1/ 

GE0/0/1 

 

Router A 

 

O• A. time-range am9topm 5 08:00 to 17:00 daily 

 
act number 2001 
rule 5 deny time-range am9topm5 

 

 

O B. time-range am9topm 5 08:00 to 17:00 daily 

 

0 C. time-range am9topmS 08:00 
to 17:00 working-day acl 



number 2003 rule S deny 
time- range am9topmS 

 
 

D. time-range am9topm5 08:00 to 17:00 off day 

 

act number 2004 

act number 2002 

rule 5 permit time-range am9topm5 

 

 

Answer:A



114. Which of the following parameters is used to detect link loops and other abnormalities in LCP negotiation? 

 

OA. MRU 

@ B. Magic number 

O D. CHAP 

 

115. Which of the following statements about firewalls is false? 

 

0 A Firewalls can date networks at different security k•vc4s. 

 

0 B. A firewall can authenticate the user i‹1entity. 

 

@ C. A firewall cannot translate network addresses 

 

0 D. A firewall can implement access cont‹o\ between different network



116. Which of the following statements correctly describes the effect of configuring the ACL in the following figure 
on a Telnet server? 

 

act nunber 2000 

rule 5 deny source 172. 16. 105. 3 0 
rule 10  deny' seuzce f2. L6. 105. 1 0 
Auto 15 den;r BOMcc 172. 16. 105. 5 0 
rule 20 penny t 

 

 

 

0 A. The device with an IP address of 172.16.105.3 can use the Telnet service. 

 

O 8. The device with an IP address of 172.16.105.4 can use 

the Telnet service. O C. the device with an IP address of 

172.16.105.5 can use the Telnet service. @ D. The device 

with an IP address of 172,16.105.6 can use the Telnet service. 



 

117. How many TCP connections will be established when FTP is used to transfer files? 

 

O A. 1 

O  C.  s 

0 D.  4 

118. As shown in the figure, STP is enabled on both switches. Which port is in Blocking state* 

 

 

Bddge ID 

4096 XI01—0203-
04AA SWA 

 

 

 

 

 

OA. GO/0/3 Df SWA 

O B. GO/0/2 of SWA 

@ C. G0/0/3 of SWB 

O D. G0/0/2 of SWB 
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119 After an eth -Trunk in  an  LACPD  mode  is   created ,  Device  on   both   ends  sends   LACPDU   to elect  the  Actor.  Which of 
the following  information will not be Carried  in the LACPDU’s ? 

 

O A. Device priority 

 

O 8. MAC address 

 

O C. Inter face priority 

 

' : D. Interface destination 

 

 

120. Which of the following authentication modes does/do not require a user name and a password? 

 

0 A. authentication-mode hwtacacs 

 

O B. authentication-mode local 

 



O• C. authentication-mode none 

 

0 D. authorization-mode  hwtacacs 

 

  Answer :C 

 

121, Which of the following statements is true about an STP-enabled port in Forwarding state* 

 

0' A. The port forwards user traffic and processes BPDUs. 

 

0 B. The port only receives and processes BPDUs and does not forward user traffic. 

 

0 C. The port does not process BPDUs or forward user traffic. 

 

O D. The port creates MAC address entries based on the received user traffic but does not forward user 
traffic. 

 

121, which of the following commands can switch a view from the system view to the user view* 



 

O A. System-view. 

 

0 B. Router. 

 

@ C. Quit. 

 

O D. User-view. 

 

122 Which of the following packets is used  by OSPF to discover and initialize  ospf   relationship  

 

+'.A. HELLO 

0  B. LSk 

O C. LSU 

O D. DD 

Answer:A 



123, Which of the following routes has the highest priority? 

 A . Static route 

B. Direct route  

C. OSPF   

 D. RIP 

Answer: B 

 

124 On Huawei routers, which h of the following is the default preference of static routing ? 

 

O  A 0  

 

 

 



O C. 00 

 

O D. 120



12S On the i etwoi k shown in the fiqLire, wl iCh fOLitei is elected as the BDR7 

Router A Router B 

Router ID 10.0.1.1 Router ID 10.0.2.2 
Priority=255 Priority=0 

 

Router C 

Router ID 10.0.3.3 

Priority=0 

A. Router A 

B. Router B 

C. Router C 

D. No BDR               Answer:D 



126, Assume that an OSPF-enabled router has no router ID configured. Refer to the IP addresses of all its interfaces 
in the figure. Which of the following is the OSPF router ID used by the router?

 

 

 

 



127.Which of the following Method can read all data  blocking in the telnet library role of Python 

 

O A. telnet.read all() 

 

':?.' B. telnet_.read_very_eager() 

 

O C. teInet_read_eager{) 

 

O D. telne_.read_very_lazy{) 

 

Answer:B 

 

128. Network Address and Port Translation (NAPT} allows multiple private \P addresses to be mapped to the same 
public IP address through different port numbers. Which of the following statements about port numbers in NAPT is 
true? 

 

0 A. The mappings between port numbers and private IP addresses must be manually configured. 

 



0 B. Only the port number range 

needs to be configured.  

C. No port number needs to be 

configured. 

O D. in xcL is required to allocate port numbers. 
 
  Answer:B 
 

129. Which of the following port in huawei is use‹J by the FTP control plane ? 

 

A. 21 

 

0 B. 22 

 

0 C. 2 

 

O D. 24 



Answer:A 

130. Which of the following DHCP options needs to be configured on the DHCP server to allow Fit APs to obtain  the IP adress  
of an AC and establish CAPWAP tunnels I 

 

 

 

 

130. The following figure shows the display stp comman‹i output on an STP-enabled port — Ethernet 0/0/ 

\ .  Which of the following  statements  about  the command  output  is false?



 

O The interval for Ethernet 0/0/1 to send configuration BPDUs is 2 seconds. 

O s The value of the Max Age timer of configuration 8PDUs is 20 seconds. 

The value of the forward Delay timer is 20 seconds. 

O D. This switch Is not the root bridge. 

132, Which of the following statements a bout Length/Type - 0x8100 in an Ethernet data frame is/are true* 

 

@ A. The data frame must carry a VLAN tag. 

 

0 B. The upper layer of the data frame must have an IP header. 

 

0 C. The upper layer of the data frame must have a TCP header. 



 

0 D. The upper layer of the data frame must have a UDP header. 

133. What is the nurnber  range of a basic AC L RULE ? 

 

 

134. Which type of  iPv6 ad dress is  FE80..2 E0.FCFF. FEGF:4 F 36 

 

A. Link- local address 

 

0 8. Multi est addresses 

C. Unique local unicast address  

O D. Anycast address 

Answer: A 



135.  Refer to the i et›voi k shown in the following fiqui e. All i outers are i Lili iMQ OSPF, and the nLii»bers 
such aS 10, 20, 50, and 100 are the link costs. What is the cost of the route to the i etwoi k 10.0.0.0/8 ii 
the RTA routing tabled 

 

 

136. Which of the following Command  Can be used  to permanently delete the old ‹device confiqui ation file ? 

 

O A. delete /forre cot1fig.zip 

 

' ' ’ 8. delete /unreserved ronfiq.zip 

 

O C. reset config.zip 



 

O D. c lear config.zip 

   Answer:B 

137. A configured internal host of a private network wishes to access the internet. What must be 
configured on the enterprise network egress router in order to achieve this? 

 

0 A. Easy lP. 

 

0 B. 
DHCP. 

 

O C. 
BGP. 

 

O D. Default route. 

138, Which of the following statements is false about OSPF area partition 7 

 

O A, the link state databases (LSDBs) of routers are the same in the same OSPF area. 

 



0 B. OSPF area partition can reduce the LSDB size of the router. 

 

0 C. Area 0 is the backbone area, and other areas must be cDnnected to this area. 

 

@ D. Only area border routers (ABRs) can function as the autonomous system boundary routers (ASBRs) 

 

 

139. What is the protocol of RA(Router Advertisement) packet which is used in IPv6 stateless address auto-
configuration? 

 

0 A. 

lCMPv6 O 

8. IGMPv6 

O C. 

TCPv6 

0 D. UDPv6 



 

140. which of the following packets is used by an AP to proactively declare its SSID so that STAs can obtain the 
SSID of the WLAN* 

 

0 A. Probe 

 

0 B. Beacon 

 

O C. Join 

 

O D. Discovery 

141 Segment routing (SR) is a protocol designed based on ( ) to forward data packets on a network. 

 

 

@ A. Source routing 

0 B. Destination 
routing 

0 C. Policy-based 



routing 

O D. Routing policy 

142, What is the main function of a dynamic routing protocol? 

 

O A. Manage routers. 

 

O• B. Generate a routing 
table. 

 

O C. Generate an IP 
address. 

 

O D. Control the status of router interface 

143. Which SNMP version focuses on two main aspects, namely security and administration. The security aspect 
is adress by offering both strong authentication and data encryption for privacy. The administration aspect is 
focused on two parts, namely notification originators and proxy forwarders. 

 

A. SNMP V1 

 



B. SNMP V2c 

 

C> SNMP V3 

 

C. SNMP v2 

  Answer: C 

144. Which of the following statements regarding the •port trunk allow-pass vlan aII• command is true? 

 

@ A. Wee specified port allows all VLAN IDs to pass through. 

 

O B. The peer port connected to this port must have the same port trunk dlow-pass vlan all command configured. 

 

0 C. The peer device connected to this port can dynamically determine which VLAN tDs are allowed to pass 
through 

 

0 B. If the port default vlan 3 command is run on the connected remote deyice, VLAN 3 wfil be blocked between the two 
devices. 

145, The users who log on the router through Telnet are not permitted to configure IP address. What is the 
possible reason* 



 

0 A. Communication failures oaur between the user and the router. 

 

0 8. The authentication mode of Telnet is set incorrectly. 

 

O• C. Privilege level of Telnet is set incorrectly. 

 

0 D. SNMP parameters are set incorrectly. 

146. Which of the following statements regarding the “port trunk allow-pass vlan all" command is true? 

 

0 A. The specified port allows all VlAN iDs to pass through. 

 

0 B. The peer port connected to this port must have the same porttninka\low-pass vlan all command configured. 

 

0 C. The peer device connected to this port can dynamically determine which VLAN iDs are alknved to pass 
throtsgh. 

 

O D. Iflhe port default vlan 3 command is fun on the connected remote device, VLAN 3 will be blocked 
between the two devices. 



147, Which of the following is a link-state routing protocol* 

 

O A. Direct 

 

O• B. OSPF 

O D. Stalic 

148, When IPv4 is used as the network layer protocol, which of the following fields is not contained in the network 
layer header? 

 

0 A. Source lPv4 Address 

 

0 B. Destination IPv4 Address 

 

0 C. TTL 

 

O• D. Sequence Number 

149, Which of the following is not a transmission medium for WLAN* 

 



0 A. Radio wave 

 

0 B. Ray 

 

@ C. Laser 

 

O D. Infrared ray 

150, What is the number range of an advanced ACL? 

 

O A.  20O0—2999 

 

O• B. 3000—3999 

 

O C.  4000-4999 

 

O D. 6000-6031 

151. Refer to the following configuration of a s * itch interface. Which of the folio v!ng statements is false?



 

0 A. The link type of the interface is hybrid. 

 

.%  B. If the VLAN tao c arried in a data frame is 00, the switch rem oves the VLAN tag before 

sending the data frame. O C. If the interface r eceives data frames without VLAN tags, the switch 

needs to tag the data frames with VLAN 100. O D. If the VLAN tag carried in a data frame is 200, 

the switch removes the VLAN tag before sending the data frame. 

152. Which one of the following methods cannot be used by a Fit AP to obtain the IP adress of an AC for going 
online? 

 

0 A. Broadcast 

 

O B. DHCP Option 



O C. Statically specified on 

the AP ' D. multicast 

Answer: D 

153. What is the main function of a dynamic routing protocol ? 

 

O A. h1anage routers. 

 

’.•.' B. Ge ne i ate a routing tabIe. 

 

O C. Generate an  ip address. 

 

0 D. Control the status of routing inte rfaces. 

154. Which of the following statements is true aboLlt the OSPF backbone area? 

 

0 A. All areas on the  backbone area 



 

'-› B. Area 0 is the backbone a i ea. 

 

0 C. All routers in the backbone area are ABRs. 

 

O D. When more than two router's run OSPF. the backbone area must be deployed. 

155 Which of the following OSPF states can be used to indicate that an ad agency relationship has been 
established ? 

 

O  A. Down 

 

0 B. 2-way 

 

C. Full 

 

0 D. Attempt 

 

Answer:C 



156. Refer to the following configuration of an interface on a switch. For which VLAN does the interface remove VLAN tags 
before forwarding data frames* 

 

interface 0tgabtt8thccnetO/0/I 

port lin6-type trunk 

port trunk pvid vlan l0 

port trusts at 1ov—pass vlan 10 20 30 40 

 

@  A. 10 

 

0 B. 20 

 

0 C. 30 

 

0 D. 40 

157. Which of the following is correct regarding the confi\LTFation of the trunk port and access port on a switch ? 

A. Access ports can oIy send untagged frames. 

 



O B. Access ports can o nly send tagg ed frame s. 

 

O C. Tiunk ports c an only send untagqed frames. 

 

0 D. Trun k po its can onIy sen d tag ged frames. 

 

Answer:A 

158. which of the following ranges can the VLAN lDs be used by users? 

 

 

0 A. 0 to 4095 

O B. 1 to 4096 

O C. 0 to 4096 

 
D. 1 to 4094 

159.  UDP is connection less. As such, which of the following must be used to ensure transmission reliability? 

 

O A. Internet protocol 



 

B. Application layer protocol 

 

O C. Network layer protocol 

 

O D. Transmission Control Protocol 

 

Answer:B 

160. Assume that an OSPF-enabled router has no loop back interface configured. Which Id  would be used as the router 
ID? 

 

O A. The smallest I p ad dress of a physic al interface on the 

router (configured)  

L•J B.  The biggest IP address of a physical interface on the 

router (if configured) 



 O C. The IP address of the router's manage in ent interfac e (if 

configured } 

O D. The preference of the router 
161. Which of the following fielcls in an I Pv6 heacler is similar to the TTL field in an IPv4 header? 

A. Traffic class 
B. Next header 
C. Hop limit 
D. Version    Answer:C 

162. Which of the following addresses is the solicited-node multicast address corresponding to the IPv6 address 
2019::8:AB ? 

 

A FF02::1:FF06:AB 

BFF02::1: FF20:19 

C. FF02::FF08:AB 

D. FF02:: 1: FE08:AB 
Answer:A 



 

163. Refer to the network shown in the following figure. The administrator requires that RTA L se static 
routes to send data packets to Loopback0 of RTB through G0/0/1 and Lose G0/0/2 aS a backup. Which of 
the following c onfigurations on RTA meet this requirement? 

 

G0/0/1 G0/0/1  

Loopback0 
10.0.2.2/32 

  

 G00/2 

  
 



 

 

 

 

 

T•' A. ip route-static 10.0.2.2 255.2S5.255.255 10.0.12.2 
ip route-static 10.0.2.2 255.2S5.25S.255 10.0.2 J .2 preference 70 

 

O  B. ip route-static 10.0.2.2 25 5.255.255.25 S 
10.0.12.2 

ip route-static 10.0.2.2 25 5.23S.255.25 S 10.0.21.2 

 

O C. ip i oute-static 10.0.2.2 2US.25 S.25 5.25 5 10.0. 2.2 prefei ence 70 
ip i oute-static 10.0.2.2 2US.25 5.25 5.25 5 10.0.21.2 

 

O D. ip route-static 10.0.2.2 25 5.25 5.255.2 55 0.0.12.2 
ip route-static 10.0.2.2 25 5.25 5.25S.25 5 0.0.21.2 preference 40 

 

 

164. Which of the following mask lengths is recommended for device interconnection IP addresses during 



campus network planning * 

 

 
'% A

. 
3 0 

O e. 24 

O C. 32 

0 D
. 

16 

 

165. What is the total length of the interface ID in each link-local unicast address? 

 

A. 32 bits 

/B. 48 bits 

C. 64 b its 

 



D. 96 bits  Answer :C 

 

166. On the Versatile Routing Platform (VRP}, which of the following commands !s used to display the current 
interface configuration in the interface view? 

  

167. A switch receives a unicast data frame with a VLAN tag, but cannot find the destination MAC address of 
the data frame in its MAC address table. In this case, which action till the switch will take ? 

 

O A. The switch broadcasts the data frame on all interfaces. 

 

B. The switch broadcasts the data frame on all interfaces  except that on which it was received) in the VLAN to 
which the data frame belongs. 

 



0 C. The switch broadcasts the data frame on all access interfaces. 

 

O D. The switch discards the  data frame. 

 

Answer:B 

 

168.  A port on a switch is connected to a designated port on the peer device. This  port does not forward any 

packets, but can receive BPDUs to monitor network changes. What is the port role? 

 

0 A. Root port 

 

O B. Designated port 

 

tr.' C. Alternate port 

 

O D. Poi1 in  disabling state 

 

 



169. Which one of the following can be configured on an AP to provide differentiate network services for users * 

 

O  A. WAN 

L• B. VAP 

O C. VT 

O D. VAC 

170 Which of the following cannot be the length of an IPv4 packet header ? 

 

O A. 20 B O 

8. 32B O C. 

60B '\•,' D. 

64B 

 Answer:D 



171: what is the number range of a basic ACL? 

 

:. A.  2000-2999 

 

O B. 3 000-3 999 

 

0 C. 4000-4999 

 

0 D. 6000-6031 

172. After the administrator performs the c onfiqLlF0tiOn Shown !n the fig ure on a router, which of the  
following  commands  can  be  Used to specify a short lease for adclresses assignecl using DHCP? 

 

 

0 A. dhcp select relay 

 



B. lease day 0 hour 10 

 

0 C. lease 24 

 

0 D. lease 0 

Answer:B 

173. OSPF allows for multiple processes. By default, OSPF selects a process whose number is ( ). 

 

O A 0 

 

B. 1 

 

0 C. 10 

 

0 D. 100 

Answer:B 

 

 



174. Which of the following field is not inclucled in the OSPF Hello packet ? 

 

0 A. Hello Interval 

 

O B. Ne ighbor 

 

O C. Network Mask 

 

D. sys name 

 

Answer:D 

175. Refer to the following figure of the ACL configured on a router. Which of the foIIowing Statements is true ? 

 

 

 
 

 

 



 

! A. The data packets with the source IP addi ess 192. 68.1.1 match the permit iule. 

 

 B. The data packets \’ith the soui ce IP auld i ess 192. o8.1.1 or 192. 66. .254 match the pens 

it iule.  

C. The data packets with the sourc e I p address 192.168.1.1 m atch the deny rule. 

O D. The data packets with the source I p address 92. 68.1.254 match the pens it rule. 

 

176. After a network administrator enables the tram eroL te function on a router, what is the value of the ”Protocol " field 
in the IPv4 header of the data packet sent by the router? 

 

 

 

O  B. 2 

 

0 C. 6 



 

O D. 17 

177. Which of the following parameters \s used to elect the root bridge in STP? 

 

 

 
’ .! A. B ridge ID 

0 B. Po rt ID 

O C. Root path cost 

O D. System name of the switch 

178.  Which of the following is used to identify the data- link layer MAC address of a VAP on an AP? 

 

 

 

 

O B. SSID 



O C. ESS 

O D. BSS 

179. Which of the following is not a transmission medium for WLAN* 

 

O A. Radio wave 

 

O B. Ray 

 

O• C. Laser 

 

O D. Infrared ray 

 

 

 

 

180. Which of the following is not a characteristic of small campus networks? 

 



 

 

O A. Small number of users 

0 B. Simple network requireien{s 

O C. Simple network architecture 

. ' D. Wide coverage 

181. As shown in the figure, SWA and SWB each connect to a host through an access interface and their PVlDs  

are both 2. GO/0/1 on SWA is a hybrid  interface and its PVID is 1, and the port hybrid tagged  vlan2 command 

is configured. Also, GO/0/1 of SWB is a trunk interface, has a PVID of 1, anal is configured to allow packets from 

VLAN 2 to pass through. Given this, which of the following statements is true? 

 



 

O A. HOST A can send data frames to HOST B, but cannot receive responses from HOST B. 

182.  Refer to the display startup command output shown in the figure on an AR2200 router. Which of the following 
statements about the command output is false? 

 

O A. The running configuration file is not saved. 

 

O B. The system file used for the current startup is ar2220-

v200r003c00spc200.cc.  



@ C. The system file for next startup cannot be modified. 

O D. The startup system software <startup-software-name> command can be used to modify the system software for 
next startup. 

183.  Refer to the following confiquration of an interface on a switch. For which VLAN does the interface remove VLAN taqs 
before forwardinq data frames? 

 

interface GigabitEthernet0/0/1 
port link-type trunk 

port trunk pvid vlan 10 

port trunk allow-pass vlan 10 20 30 40 

A. 10 

B. 20 

C. 30 

D. 40 

 

184. The network  administrator  performs  the configuration  shown in the following  figure on RTA. If a riser 
needs to be authenticated in the authentication domain named hriawei, which of the following statements is true? 



 

O A. The authentication scheme au1 is used for aLlthentication. 

 

O B. The aLithentication sc I eme au2 iS Lised for authentication. 

 

O C. The authentication scheme au \ is used for authentication. If the authentication scheme au1 is deleted, the 
authentication 

scheme aLi2 is used. 

 

%' D. The authentication scheme aLi2 is used for authentication. If the authentication scheme au2 is 
deleted, the authentication 

scheme au1 is used. 

 

185. If a routing table contains multiple routes to the same destination network, what are these routes 
called? 

 



 

1 8 6 .  In the following figure, all links are Ethernet links, anal all interfaces on the routers are running OSPF. Given 

this, how many DRs will be elected on this network? 

 

C•) A. 1 

 

 

 



O B.  2 

 

C. 5 

 

O D. 4 

 

187.  Which of the following IPv6 addresses is a link-local address? 

 

A. FE80::2 E0:FC FF:FEEF:FEC 

 

0 B. FF02::2E0:FCFF:FEEF:FEC 

 

O C. 2000::2E0:FCFF:FEEF.FEC 

 

0 D. FCOO::2E0:FCFF:FEEFFEC 

 

Answer:A 

188.  In standarcl STP mode, which of the following ports on non-root switc hes  forwarcl the BPDUs   with TC  bits set 



generated by the root switch? 

 

O A. Root port. 

 

O B. Backup 
port. 

 

@ C. Designated 
port. 

 

O D. Alternate 
port. 

189.  Which of the following IEEE 802.11 standards is named Wi-Fi 6? 

 

 A. 80211a 

B. 802.11au 

C.  8021 lax 

 D. 802.11at 

 Answer: C 



 

190.  Which of the following statements regarding static routing and dynamic routing is incorrect? 

 

O A. The static routing can be easily configured and managed on the enterprise network. 

 

O B. The use of dynamic routing is more convenient for the administrator to manage the network following 
network convergence. 

 

@ C. The static routing can automatically Discover when a link failure is encountered. 

 

O D. Dynamic routing will use more resources than static routes. 

191. Which of the following statements is true about the OSPF backbone area? 

A. All areas can act as the backbone area. 

B. Area 0 is the backbone area. 

C. All routers in the backbone area are ABRs. 

D. When more than two routers run OSPF, the backbone area must be deployed. 

192. Which of the following IPv6 acldresses is a qlobal unicast address? 

 A. 2001.:1 2:1 

 B. FE80::2E0:FCFF:FEEFFEC 



 

100 

  

C. FF02::1 

D. FF02.2E0:FCFF:FEEF:FEC 

193.  Refer  to  the  network shown in the following figure. All routers are running OSPF, and the members such as 10, 
20, 50, and 100 are the link costs. What is the Cost of the route to the network 10.0.0.0/8 in the RTA routing table? 

 

 

 

 

 

 

10.0.0.0/8 

 

 

 

 

 

RTC 

 



O A. 20 

 

O B. 70 

 

C. 60 

194.   Refer to the network shown in the following figure. The administrator requires that RTA rise static routes to send 
data pac kets  to Loopback of RTB through GO/0/1 and rise G0/0/2 as a backup. Which of the following Configurations 
on RTA meet this requirement? 

 

G0/0/1 

/10.0.12. 1/24 

GO/0/1 

10.0.12.2 24 Loopback0 

RTA G0/0/2 
10.2.21.1/24 

G0/0/2 
10.2.21.2/24 

RTB 
10.0.2.2/22 



 

 

 

 

t% A. ip roLite-statiC 1 0.0.2.2 255.255.255.255 10.0.12.2 

ip route-static 1 0.0.2.2 255.255.255.255 10.0.21.2 preference 70 

 

 B. ip route—static 10.0.2.2 255.255.255.255 
10.0.12.2 

ip route—static 10.0.2.2 255.255.255.255 10.0.2 I .2 

 

O C. ip route-static 10.0.2.2 2SS.2SS.2SS.2SS 10.0.12.2 preference 70 

ip route-static 10.0.2.2 2S5.2S5.2S5.2S5 10.0.21.2 

 

O D. ip route-static 1 0.0.2.2 255.255.255.255 1 0.0.12.2 

ip route -static 1 0.0.2.2 255.255.255.255 1 0.0.21.2 preference 40 

 

195.   In the case of Huawei router, what is the  " -i" parameter in a Ping command issued on a VRP operating 
system used to set? 



 

A. Interface for sending an Echo Request packet. 

 

O B. Source IP address for sending an Echo 

Request packet.  

 C. Interface for receiving an Echo Reply 

packet. 

O D. Destination IP address for receiving an Echo Reply packet. 

 

196.     What Action does an access port take in the process of sending VLAN frames? 

 

O A. The access port sends tagged frames. 

 

B. The access port strips the VLAN tag and forwards the frame. 

 



O C. The access port exchanges the VLAN tap of the inbound and outbound port of the frame before forwarding 

the frame.  

 D. The access port attaches its PVID information to the frame. 

197.  Which of the following is not a common device deployed on a data communication network? 

 

O A. Router 

O B. Switch 

O C. Firewall 

0 D. Agile Controller 

1 9 8 .  If PPP authentication fails, which type of packet will be sent to the authenticated peer by the 
authenticator? 

 

O A. Authenticate-Ack. 

 

0 B. Authenticate-Nak. 



 

O C. Authenticate-
Reject. 

 

O D. Authenticate-
Reply. 

199.  To ensure that one data flow is always forwarded on the same physical link of an Eth-Trunk, which load balancing 
mode does the E-Trunk use? 

 

@ A. Load balancing based on flows 

 

O B. Load balancing based on packets 

 

O C. Load balancing based on the inbound interface of data packets 

 

O D. Load balancing based on application-layer information 

200.  Which of the following is used to identify the coverage of an AP? 

 

O A. ESS 



 

' B.  BSS 

 

O C. SSID 

 

O D. BSSID 

 

201.  To establish multiple PPP point-to-point connections in the Ethernet network, a PPPoE server establishes connections 
with multiple PPPoE clients on one Ethernet port. How does PPPoE differentiate between each connection? 

 

O A. MAC Address. 

 

O B. IP Address and MAC Address. 

 

O C. MAC Address and PPP-ID. 

 

@ D. MAC Address and Session-ID. 

202.  What is the number range of a Layer 2 ACL? 



 

O A.  2000-2999 

 

O B. 3000-3999 

 

C. 4000—4999 

 

O D. 6000—603 1 

 

203.  The LACP priority is shown in the fiqure. Switch A ance switch B adopt link aggregation in LACP mode, all 
interfaces are added to the link aggregation group (LAG), ancl the maximum number of active ports is set to 

3. Which port of Switch A is not an active port? 

 

 

 

SWA 

Priority:

32768 

 

 
 

 

1 00 G0/0/0 PRI 400 



 

 

 

 A. G0/0/0 

B. GO/0/1 

C. G0/0/2 

D. GO/0/3 

SWB 

Priority:6
5535



204.  Which of the following addresses is the solicited-node multicast address Corresponding to the IPv6 
address 2019.:8:AB? 

 

S A. FF02:.:FF08:AB  

B.  FF02::1:FF20:19  

C. FF02::FF08:AB 

 D. FF02::1 :FE08:AB 

 

205.   Which of the following statements about MPLS labels is false? 

 

A. A label is a short, fixed-length identifier that is only locally significant. 

 

B. A label uniquely identifies a forwarding equivalence class (FEC) to which a data 

packet belongs  

C. Labels are encapsulated between the network layer and transport layer. 



D. A label does not contain topology information. It is carried in the header of a packet. 

 

 

 

206.   As shown in the figure, the host has ARP CaC he. Host A sends a data packet to host B. Which of the 

following are the destination MAC address and destination IP address of the data packet? 

 

        

 

 

 

O A. MAC-A, I 
1.0.1 2.1 

 

O B. MAC - B,11.0.12. I 

 

C. MAC-C,11.0.12.1 

 

O D. MAC-C,10.0.12.2

 

 

11.0 12.2/24 

 

  



 

207. In which state noes OSPF determine the master/slave relationship of DD packets 

 

A. ExStart 

 

    B. Exchange 

 C. Full 

 D. 2-way 

208. How many bits are there in an IPv6 address ? 

 

A. 32 

B. 96 

C. 128 

D. 64 

 

 

209. Which of the following OSPF packets can ensure LSA ugclate reliability? 



 

 A. LSU 

 

 B. LSR 

 

C. LSACK 

 

E. DD 

210.  On the Versatile   Routing   Platform (VRP),    which of  the  following commands is used  to display the current 
interface Configuration in the interface view? 

 

O A. display users 

 

O B. display version 

 

O C. display ip interface brief 

 

‘ D. display this 


