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About This Document

About This Document

Purpose

This document describes OpenPGP signature tools, and verification process.

Intended Audience

This document is intended for:

e |Installation and commissioning engineers
®  Technical support engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol

Description

/A pancer

Indicates an imminently hazardous situation which, if not
avoided, will result in death or serious injury.

A WARNING

Indicates a potentially hazardous situation which, if not
avoided, could result in death or serious injury.

A CAUTION

Indicates a potentially hazardous situation which, if not
avoided, may result in minor or moderate injury.

A NOTICE

Indicates a potentially hazardous situation which, if not
avoided, could result in equipment damage, data loss,
performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to personal
injury.

Ll noTE Calls attention to important information, best practices and
tips.
NOTE is used to address information not related to personal
injury, equipment damage, and environment deterioration.
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Change History

Changes between document issues are cumulative. The latest document issue contains all the
changes made in earlier issues.

Issue 01 (2014-11-20)

This issue is used for first office application (FOA).

Issue 02 (2017-09-01)

1. Change the description of the signature verification procedure.
2. Upgrade the PGPVerify Tool to V100R001C00SPC310.

Issue 03 (2017-12-12)

1. Add handle suggestion when verify failed.
2. Upgrade the PGPVerify tool to V100R001C00SPC320.

Issue 04(2020-02-20)
Added verification guidance for OpenPGP key length of 4096.

PGPVerify Tool Update History

Changes between PGP Verify tool releases are cumulative. The latest document issue contains
all the change made in earlier issues.

Release V100R001CO00SPC200:

1. This is the first version of PGPVerify tool, which offered verification function for PGP

signature.

Release V100R001CO00SPC310:

1. Upgrade liberary openssl to version 1.1.0f;

2. Replace icon for applicatoin with Ul under Windows OS;
3. Change Ul style to fit Windows 7;
4

Show a confirm dialog when closing the application window.
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Release V100R001C00SPC320:

1. Add version properities for PGPVerify tool under windows;

2. Add timestamp for PGPVerify tool under windows.
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1 OpenPGP Overview

OpenPGP is an open security protocol standard (RFC4880) that widely applies to data
encryption and signature. It has multiple commercial and non-commercial implementations,
including Pretty Good Privacy (PGP) and GNU Privacy Guard (GnuPG). GnuPG is
transplanted into multiple platforms, such as Linux and Windows and pre-installed in most

Linux versions.

OpenPGP includes an independent digital signature standard that differentiates itself from
other standards by the key storage and distribution method, message digest calculation
process, signature packet format, and verification process.

Verification Tool Introduction

Select tools based on the operating systems to implement OpenPGP signature verification, as
shown in the following table.

Tool Name Operating | Tool Description
System
GNU Privacy Linux GnuPG is a free open-source GNC tool that implements
Guard (GnuPG) the OpenPGP standard defined in RFC4880. It is pre-
installed in most Linux versions.
Official website: http://www.gnupg.org
GNU Privacy Windows Gpg4Win is the official Windows version of GnuPG.
Guard for The function and usage of Gpg4Win are the same as
Windows those of GnuPG.
(Gpg4Win) Official website: http://www.gpg4win.org/
PGPVerify.exe Windows PGPVerify is a PGP simplified verification tool
developed by Huawei.
Official website:
http://support.huawei.com/carrier/digitalSignatureAction
Issue 04 (2020-10-09) Huawei Proprietary and Confidential 7
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2 Description Of The Public Key File

1.The KEYS.txt file is the public key file when the OpenPGP key length is 2048. The KEY S4096.txt file is the
public key file when the OpenPGP key length is 4096.

2.Compared with KEYS.txt, KEY S4096.txt increases the key length and the length of the signature result,
improving security.

Notice:

The carrier download address must be compatible with some user tools. Therefore, the public key file name
of the KEYS.txt file is KEYS.

Issue 04 (2020-10-09) Huawei Proprietary and Confidential 8
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GnuPG (Linux)

To prevent threats to carrier networks caused by software tampering or damage in transit,
verify the integrity of software packages after receiving them. Only verified software
packages can be deployed.

3.1 Background

GnuPG is a free open-source GNC tool that verifies OpenPGP signatures in the SUSE Linux
operating system.

Software packages and signature files are released together and stored in the same directory. A
software package corresponds to a signature file.

The signature files use the same file names as those used by software packages, with file
name extension asc. For example, if the software package name is V100R001C04.zip, the
corresponding verification file name is V100R001CO04.zip.asc.

3.2 Prerequisites

3.2.1 Installing GnuPG

GnuPG is pre-installed in most Linux versions. Run the gpg —version command in the shell.
If the following command output is displayed, GnuPG is installed.

signsrv:~ # gpg --version

gpg (GnuPG) 2.0.9

Copyright (C) 2008 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg

Supported algorithms:

Pubkey: RSA, ELG, DSA

Cipher: 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH
Hash: MD5, SHAl, RIPEMD160, SHA256, SHA384, SHAS512, SHA224
Compression: Uncompressed, ZIP, ZLIB, BZIP2

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 9
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Used libraries: gcrypt(1.4.5)

signsrv:~ #

If GnuPG is not installed in the current system, follow the guidance on the official website
(http://www.gnupg.org/) to install it.

3.2.2 Obtaining the Public Key File

Downloading the File from the Support Website

®  Carrier users download the public key file from the following URL at
http://support.huawei.com/carrier:

http://support.huawei.com/carrier/digitalSignatureAction

The target web page may be displayed in Chinese. Click English on the top of the web page
to switch the language to English. so that the the English document can be downloaded.

Figure 3-1 Web page for downloading the public key file from http://support.huawei.com/carrier

Carrier ¥ ‘ Enterprise Support b gy Hi, hWX490755 uawei Engineer - Account Description |
@Vé HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support A
Digital Signature Authentication Mode m
Title Release Date Operation
OpenPGP Signature Verification Guide 2020-09-03 &,
20 w GO Total records: 1

®  Enterprise users download the public key file from the following URL at
http://support.huawei.com/enterprise:

http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054

The target web page may be displayed in Chinese. Click Worldwide on the top of the web
page to switch the language to English, so that the the English document can be downloaded.

Figure 3-2 Web page for downloading the public key file from
http://support.huawei.com/enterprise

@ Worldwide v | @ Login

;@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY f'

# Support > Tools > Enterprises Comman 2 PGP Verify

’ PGP Verify
Publication Date : 2017-12-29 Product Line : Enterprises no Applicable Product
Common on
‘A
Description

OpenPGP is an open security protocol defined by RFCA880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGP signature and its usage
Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 165 ratings Average problem solving rate:
Issue 03 (2020-10-09) Huawei Proprietary and Confidential 10
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®  Terminal users download the public key file from the terminal knowledge base at the
following URL:

http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146680

To download the public key file from the terminal knowledge base, perform the following
steps:

Step 1 Access http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680.
Figure 3-3 shows the displayed web page.

Figure 3-3 Web page for downloading the public key file from the terminal knowledge base

2 HUAWEI knowtedge Base
Home > Digital Signatures

Detall Page D ocomiaas [ Fac (5] Property

OpenPGP Signature Verification

QpenPGP Signature Yenfication Guide.rar

Thank you 1or your precious suggesuons

Submit

Step 2 Click Download to download the OpenPGP Signature Verification Guide.rar package.
If you have relevant permissions but an error is displayed, select the correct language.
Step 3 Decompress the downloaded OpenPGP Signature Verification Guide.rar package.
The KEYS.txt or KEYS4096.txt file is the public key file.
----End

Obtaining from the Public Key Server
Step 1 Access the public key server at the following URL:

https://zimmermann.mayfirst.org

Issue 03 (2020-10-09) Huawei Proprietary and Confidential
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The result is displayed, as shown in Figure 3-4.

Figure 3-4 Public key server address page
@ Motsecure | zimmermann.mayfirst.org

You can find a key by typing in some words that appear in the userid (name,
email, ete.) of the key you're looking for, or by typing in the keyid in hex format
(HOX. .. ")

—Search for a public key

String OpenPiGP signature key for B
Show PGP Fingerprints 1

Show SKS full-key hashes

Get regular index of matching keys

Get verbose index of matching keys O

Retrieve ascii-armored keys

Retrieve keys by full-key hash

F)
Reset || Search for a key =

Enter " OpenPGP signature key for Huawei software "in the String text box, and click” Search
for a key" to search for the public key.

Figure 3-5 Public key search result

Search results for 'software signature openpgp key huawei for'

Type bits/keyID or. time exXp time key expir

pub 4096R/6ADE4ASE 2019-06-15

uid OpenPGP signature key for Huawei software (created on 15th Jun,2019) <supportfhuawei.coms
siy sSig3 GADE4LS6 2019-06-15 [selfsig]

pub  Z045R/27A74524 2013-12-30

uid OpenPGP signature key for Huswei software (creasted on 30th Dec, 2013) <support@huswei. com:

Ziy =igld  Z7AT74824 2013-12-30 [gelfaig]
Step 2 Click public key ID 27A74824 to check the details, as shown in Figure 3-6. If the public key
length is 4096, the corresponding ID is 6ADE4A56.
Issue 03 (2020-10-09) Huawei Proprietary and Confidential 12
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Figure 3-6 Public key details

Public Key Server -- Get "0x99ad81df27a74824 "

-——EEGIN PGF FUELIC KET BLOCK——
¥ermeon: 55 LLLG
Conperrit : Hostroms: zissermann, mgyfirst. org

SENEFLEP 3= BCAC 1Y gecenl a3CvRoPHpS cB9T Te Yelluf 57 1T el de o0 gQudS1 ITLT S0bd’
R0 Lo yW ol VR VELrpa g5 Ty e T Piny SV UWMAZ T2 VEHr KO Tem 3z 21 LewOd] zakpperthw
Fzenst DFTEG quafil B 0G LN o FEYd 1n ¥V rufSEcCT 21 h Y2,/ T 114066 Vo Pheb 105 0L B C
2oBTT i HIVET xHrB 20 6 peFE s+ T aW5 SnQE % 2301 DofE gwr 1 91 caliind To P 20T Fur SFS6
HEh I TV i Tdt 3B oak j0xE/ oF 16 1FPr IR IF xS pRlgQ el beS F0UF g |/ BB ke v ML G2 fAEER
Sl N E TSR LA ge 21 rbaF OAXT 116t e SBeb 1T ¢ SHVd 2V p THE AR ST 110h jenhadCVie
TGSl [lbwdcg gRGY JL DT wlll TR D zdiHwh 3T QG 1 YR d1 255 1b 2041 E SEENBAgANEQT 5w T4T
A DB g T Ac D g YV AT TC ¢ £ TF ¢ TRk Bilbe A B TE Tt ¢ A8 0 kGG LA TTEAFL M ] 42 158
TR THe yGaqT ok A5 of 1wiiQ 3 Hp BROKET TNBg 36 INFuOnecOUWqBALE I LLOp ESWL abcTOHE L
+Pq Zlledd. Th Trowe/ G/ GHIHT T ElanT ikal Czd8+48csQ0 I FVEIDTREAF 9290 d? | AT s gzEak
ywopozd] M zadd Jo i T TEL/ ISP ES o] O | ) Blpebinde gk 1 TN 14 DC =84 12 Wc A1+
¥IC+g LgMeFNEY 1S lwal toqeR]T eb B GVER T KD TR al KV BeCaEs Mgy Sy S2uB RS EWHL 0w ITo
01 g £ oMb T1 kB0 (e LF 1> IO VES By TA=

=0z

=====FN[| PGF PFIELIC EEY BLOE ===

Step 3 Copy the public key information to a TXT file and name it as KEYS.txt. If the public key
length is 4096, save it as a KEY S4096.txt file.

-—End

3.2.3 Importing the Public Key

Step1 Log in to the server that contains the software package to be verified as a common user.

Step 2 Import the public key file. Set /home/openpgp/keys to the actual path of the public key file
KEYS.txt.

Access the directory of public key file KEYS.txt and run the following command:

# gpg --import "/home/openpgp/keys/KEYS.txt"
When sign data lenth is 4096, please select KEY S4096.txt for the public key file.

The following output is displayed for key length of 2048:

gpg: key 27A74824: public key "OpenPGP signature key for Huawei software (created
on 30th Dec,2013) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

The following output is displayed for key length of 4096:

gpg: key 6ADE4A56: public key "OpenPGP signature key for Huawel software (created
on 15th Jun,2019) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 13
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Step 3

A NOTICE

In this command, two hyphens precede import.

Run the following command to check the public key import result.

# gpg --fingerprint

If the following output is displayed, the public key is successfully imported.
The following output is displayed for key length of 2048:

pub  2048R/27A74824 2013-12-30
Key fingerprint = B100 OAC3 8C41 525A 19BD C087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huaweil software (created on 30th

Dec,2013) support@huawei.com
The following output is displayed for key length of 4096:

pub 4096R/6ADE4A56 2019-06-15
Key fingerprint = E128 5E9D 7E7F 0DBO A659 48AF FAAA 7A2E 6ADE 4A56
uid OpenPGP signature key for Huawei software (created on 15th Jun,2019)

<support@huawei.com>

A NOTICE

In this command, two hyphens precede fingerprint.

-—End

3.2.4 Verifying the Public Key

Step 1

In normal cases, to verify the OpenPGP public key, you need to check the ID, fingerprint, and
user 1D of the public key with the entity that releases the public key. Information about the
OpenPGP public keys released by Huawei is shown as follows:

The following output is displayed for key length of 2048:

®  Public key ID: 27A74824

e  Key fingerprint: B100 0AC3 8C41 525A 19BD C087 99AD 81DF 27A7 4824

®  User ID (uid): OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

The following output is displayed for key length of 4096:
®  Public key ID: 6ADE4A56
e  Key fingerprint: E128 5E9D 7E7F ODB0 A659 48AF FAAA 7A2E 6ADE 4A56

®  User ID (uid): OpenPGP signature key for Huawei software (created on 15th Jun,2019)
<support@huawei.com>

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 14
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Step 2

After verifying the preceding information, set the trust level for the key.

Run the following command to set the trust level.

# gpg --edit-key "OpenPGP signature key for Huawei software (created on
30th Dec,2013)" trust

set the trust level as follows, If the public key length is 4096

#gpg --edit-key "OpenPGP signature key for Huawei software (created on
15th Jun,2019)" trust

The output resembles the following information. You need to enter 5 behind Your decision?
to indicate I trust ultimately and y behind you really want to set this key to ultimate trust?

(Y/N).

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 complete(s) needed, PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, Og, On, Om, O0f, 1u

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huawel software (created on 30th

Dec,2013) <support@huawei.com>

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huaweil software (created on 30th

Dec,2013) <support@huawei.com>

Please decide how far you trust this user to correctly verify other users' keys
(by looking at passports, checking fingerprints from different sources, etc.)

don't know or won't say
do NOT trust

I
I
= I trust marginally
I trust fully

I

trust ultimately

8 0 S W N
I

= back to the main menu

Your decision? 5

Do you really want to set this key to ultimate trust? (y/N) ¥

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: CS
trust: ultimate validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>
Please note that the shown key validity is not necessarily correct

unless you restart the program.
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Step 3

A NOTICE

In this command, two hyphens precede edit.

Run the following command to quit.

quit

3.3 Verifying the Signature

The signature file must be in the same path as that of the software package. Set
/home/openpgp/soft to the actual path of the signature file. Run the following command to
verify the signature.

# gpg --verify "/home/openpgp/soft/V100R001C041.zip.asc"

The following output is displayed for key length of 2048:

gpg: Signature made Thu Jan 9 15:29:06 2014 CST using RSA key ID 27A74824
gpg: Good signature from "OpenPGP signature key for Huawei software (created on

30th Dec,2013) <support@huawei.com>"

RSA key ID in bold is 27A74824, and there is no WARNING, which means this signature is
published by Huawei.

The following output is displayed for key length of 4096:
pg: Signature made Mon Dec 30 12:16:07 2019 CST using RSA key ID 6ADE4A56

gpg: Good signature from "OpenPGP signature key for Huawei software (created on 15th
Jun,2019) <support@huawei.com>"

RSA key ID in bold is 6ADE4A56, and there is no WARNING, which means this signature is
published by Huawei.
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A NOTICE

e If a version has multiple signature files to be verified, the version is considered secure only

when all the files pass the verification. If the verification result of a file is WARN or FAIL,
the version does not pass the verification and has security risks. In this case, try to solve
problem following the suggest action in table 3-1.

e In this command, two hyphens precede verify.

Table 3-1 Example for signature verification result judgment

Copyright © Huawei Technologies Co., Ltd.

Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
Signature gpg: Signature made Thu Jan 9 15:29:06 | PASS NA
verification 2014 CST using RSA key ID 27A74824
succeeds, With | goq- Good signature from "OpenPGP
noanomaly. | signature key for Huawei software (created
on 30th Dec,2013)
<support@huawei.com>"
Signature gpg: Signature made ThuJan 9 15:29:06 | FAIL Download
verification 2014 CST using RSA key ID 27A74824 the
fails. gpg: BAD signature from "OpenPGP software
signature key for Huawei software (created package
on 30th Dec,2013) again, or
<support@huawei.com>" tum to
product
support
The public gpg: Signature made ThuJan 9 15:20:01 | FAIL Download
key is not 2014 CST using RSA key ID 27A74824 public key,
found. gpg: Can't check signature: public key not see.
found Obtaining
the Public
Key File
Signature gpg: Signature made ThuJan 915:29:06 | WARNIN | First check
verification 2014 CST using RSA key ID 27A74824 G if key ID is
succeeds, but | go0- Good signature from "OpenPGP 27AT4824,
the public key | signature key for Huawei software (created and set the
is not setto be | 54 30th Dec 2013) public key
completely <support@huawei.com>" to be fully
trusted. . . . trusted,
gpg: WARNING: This key is not certified see
with a trusted signature! Verifying
apg: There is no indication that the Public
the signature belongs to the owner. Key
Primary key fingerprint: B100 0AC3 8C41
525A 19BD CO087 99AD 81DF 27A7
4824
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Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
The gpg: no signed data FAIL Download
corresponding | gnq- can't hash datafile: No data the
source file software
cannot be package
found. again, or
turn to
product
support
The signature | gpg: Signhature made 04/24/13 10:50:29 FAIL Download
has expired. CST using RSA key ID 133B64E5 the
gpg: Expired signature from " OpenPGP software
signature test key <support@huawei.com>" S\Zfﬁage
gpg: Signature expired 04/25/13 10:50:29 updated
CsT signature,
or turn to
product
support
Signature gpg: Signature made 06/13/13 11:14:49 WARNIN | Download
verification CST using RSA key ID 133B64E5 G the newest
succeeds, but | goq- Good signature from " OpenPGP public key
the public key | signature test key <support@huawei.com>" and
is revoked. ) software
gpg: WARNING: This key has been package
revoked by its owner! with
gpg: This could mean that the signature is updated
forged. signature,
gpg: reason for revocation: Key is no or turn to
longer used product
. support
gpg: revocation comment:
The signature | N/A WARNIN | Download
file G signature
corresponding file of
to the source software
file cannot be package, or
found. turn to
product
support
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GpgdWin (Windows)

To prevent threats to carrier networks caused by software tampering or damage in transit,
verify the integrity of software packages after receiving them. Only verified software
packages can be deployed.

4.1 Background

Gpg4Win is a free open-source GNU tool that verifies OpenPGP signatures in Windows. The
function and usage of Gpg4Win are the same as those of GnuPG. For details, visit its official
website http://www.gpg4win.org/.

A software package and its corresponding signature file are stored in the same directory.

The signature files use the same file names as those used by software packages, with the file
name extension being asc. For example, if the software package name is V100R001CO04.zip,
the corresponding verification file name is V100R001CO04.zip.asc.

4.2 Prerequisites

4.2.1 Installing Gpg4Win

First download the install package as follows:
Step1 Visit https://www.gpg4win.org/download.html.

Step 2 Click the download link in the red box shown in the preceding figure. (Maybe the latest
version is not 3.1.11 as in this document, but the download link does not change. In the
following steps, you can ignore the version of the installation package.)

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 19
Copyright © Huawei Technologies Co., Ltd.


http://www.gpg4win.org/
https://www.gpg4win.org/download.html

OpenPGP

Signature Verification Guide 4 Gpg4Win (Windows)

Figure 4-1 Gpg4win download step 1

Download

Gpgdwin 3.1.11 (Released: 2019-12-17)

You can download the full version (including the Gpgdwin compendiurm) of Gpgdwin 3.1.11 here:

DpenPGR signature (for gpodwin-3.1.11. exe)
SHAZER: 156deaf3£50kbh5adzhz07at67acdebebhzdl0aTaatf?321499c465eaf74ceTEfe

Changelog

More Gpgqwin-3.1.11 dounloads

« Gpgdwin source code package:
gpadwin-3.1.11 tarbz2 (Size: 5.3 WByte)
DpenPGR signature
SHAZSE checksum:

15927al75dsabi02d3i eaiSVadeae7afo89368a5dibbhfd49593he300cedsaass

« Allversions and OpenPGP signatures:
files. gpgdwin. org.

Step 3 Select Bank transfer.
Figure 4-2 Gpg4win download step 2

Please donate for Gpgdwin to support maintenance and development!
Pay what you want! — Thank youl

Donate with Bank transfer details:
) PayPal Receiver: Intevation GmbH
C) Es 1BAN: DE33 2654 0070 0539 2006 00
- e BIC: COBADEFFIG (Commerzbank Osnabrick)
[®) Bank transfer Reference: "Gpgdwin donation”

Please contact us if you need an invoice (for mare than 100,
EURAISD anly).

After making transfer. Download Gpgdwin 3.1.11

Step 4 Click the download link in the red box to download the installation package.
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Figure 4-3 Gpg4win download step 3

Please donate for Gpgdwin to support maintenance and development!
Pay what you want! — Thank youl

Donate with Bank transfer details:
FayPal Receiver: Intevation GmbH
- IBAR: DE33 2654 0070 0539 2006 00
oo BIC: COBADEFF4 (Commerzbank Osnabriick)
i) Bank transfer Reference: "Gpgdwin donation”

Please contact us if you need an invoice (for rmore than 100 -
EURAUSD only)

After making transfer] Download Gpogdwin 3.1.11

Then install the package as follows:

Step 5 Double-click gpgdwin-3.11.1.exe and follow the installation wizard to install it . You can
keep the default settings.

Figure 4-4 Gpg4win install step

E Gpgduin Setup — W

. Welcome to the installation of
Gpg4win Gpgdwin

GruPG for Windows

Gapgdwin is an installer package For Windows For EMail and
file encryption using the core component GnuPa For
windows. Both relevant crvptography standards are
supported, OpenPGP and SMMIME, Gpgdwin and the
software included with Gpgwin is Free Software.

Click Mext bo conkinue,

This is Gpgdwin version 3,1,11
Release date 2019-12-17

Step 6 Check whether it is successfully installed.

After installation, select the default installation path C:\Program Files (x86)\GNU\GnuPG>
(default installation path on the x86_64 Windows platform. The default installation path on
the x86 Windows platform is C:\Program Files\GNU\GnuPG>) and run the gpg.exe —
version command in the CLI. If the following output is displayed (the package version may
differ from the following one), Gpg4Win is successfully installed.

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 21
Copyright © Huawei Technologies Co., Ltd.



OpenPGP
Signature Verification Guide 4 Gpg4Win (Windows)

Figure 4-5 Gpg4win introduction

D:“Program Files <(x862>>GnuPG*bin>gpy ——version

hpg (GnuPG>» 2_.2_19

libgcrypt 1.8.5

opyright (C> 2019 Free Software Foundation, Inc.

icense GPLv3+: GNU GPL version 3 or later <https://gnu.orgs/licensessgpl.html>
This is free software: you are free to change and redistribute it.

[There is MO WARRBRANIY. to the extent permitted by law.

ome: C:/Users hux1?28755%-AppData-Roaming/gnupy

Bupported algorithms:

Pubkey: REA. ELG. DSA. ECDH. ECDEA. EDDEA

ipher: IDEA. 3DES, CASTS,. BLOWFISH. AES,. AES19Z, AES256,. TWOFISH,
CAMELLIA128,. CAMELLIA1%2. CAMELLIA2S56

ash: SHA1,. RIPEMDiGBA,. SHAZ256, SHA3B4,. SHAS12,. SHAZ224

ompreszsion: Uncompressed,. ZIP. ZLIB. BZIFZ

A NOTICE

In this command, two hyphens precede verify.

—End

4.2.2 Obtaining the Public Key File

Downloading the File from the Support Website

®  Carrier users download the public key file from the following URL at
http://support.huawei.com/carrier:

http://support.huawei.com/carrier/digitalSignatureAction

The target web page may be displayed in Chinese. Click English on the top of the web
page to switch the language to English. Figure 4-6 shows the web page in English.
Download and decompress the OpenPGP Signature Verification Guide package to
obtain the KEYS.txt or KEYS4096.txt file (which is the public key file).

Figure 4-6 Web page for downloading the public key file from http://support.huawei.com/carrier

gineer  Account Description |

Carrier ~ | Enterprise Support

§"é HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support ~

Digital Signature Authentication Mode m

Title Release Date Operation

OpenPGP Signature Verification Guide 2020-09-03 &>

20 v GO Total records: 1

®  Enterprise users download the public key file from the following URL at
http://support.huawei.com/enterprise:

http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054
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The target web page may be displayed in Chinese. Click Worldwide on the top of the
web page to switch the language to English. Figure 4-7 shows the web page in English.
Click the version number in the Version list. Then click = corresponding to the public
key file KEYS.txt or KEYS4096.txt to download the file.

Figure 4-7 Web page for downloading the public key file from
http://support.huawei.com/enterprise

@ Worldwide » | @ Login

Q@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY Cf
# Support > Tools 2 Enterprises Comman 2 PGP Verify
’ PGP Verify
Publication Date : 2017-12-29  Product Line : Enterprises rio Applicable Product
Commen on
‘A
Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGP signature and its usage.
Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 165 ratings Average problem solving rate:

e  Terminal users download the public key file from the terminal knowledge base at the
following URL.:

http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680

To download the public key file from the terminal knowledge base, perform the following
steps:

Step 1 Access http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680.
Figure 4-8 shows the displayed web page.
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Figure 4-8 Web page for downloading the public key file from the terminal knowledge base

SV HUAWEI Knowledge Base

Home > Digital Signatures

Detail Page 0o : @ O Property

OpenPGP Signature Verification

QpenPGP Signature Yertication Guide.rar

Thank you for your precious suggesuons

Step 2 Click Download to download the OpenPGP Signature Verification Guide.rar package.

If you have relevant permissions but an error is displayed, select the correct language.
Step 3 Decompress the downloaded OpenPGP Signature Verification Guide.rar package.

The KEYS.txt or KEYS4096.txt file is the public key file.

----End

Obtaining from the Public Key Server
Step 1 Access the public key server at the following URL:
https://zimmermann.mayfirst.org

The result is displayed, as shown in Figure 4-9.
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Figure 4-9 Public key server address page
@ Motsecure | zimmermann.mayfirst.org

You can find a key by typing in some words that appear in the userid (name,
email, ete.) of the key you're looking for, or by typing in the keyid in hex format
(HOX. .. ")

—Search for a public key

Stri.ng OpenPiGP signature key for
Show PGP Fingerprints 1

Show SKS full-key hashes

Get regular index of matching keys

Get verbose index of matching keys O

Retrieve ascii-armored keys

Retrieve keys by full-key hash

F)
Reset || Search for a key =

Enter " OpenPGP signature key for Huawei software "in the String text box, and click” Search
for a key" to search for the public key.

Figure 4-10 Public key search result

Search results for 'software signature openpgp key huawei for'

Type bits/keyID cr. time EeXp time key expir

pub 4096R/6ADE4ASE 2019-06-15

uid OpenPGP signature key for Huawei software (created on 15th Jun,2019) <supportfhuawei.coms
siy sSig3 GADE4LS6 2019-06-15 [selfsig]

pub Z045R/Z7A74524 2013-12-30

uid OpenPGP signature key for Huswei software (creasted on 30th Dec, 2013) <support@huswei. com:
Ziy =igld  Z7AT74824 2013-12-30 [gelfaig]

Step 2 Click public key ID 27A74824 to check the details, as shown in Figure 4-11. If the public key
length is 4096, the corresponding ID is 6ADE4A56.

Figure 4-11 Public key details

Public Key Server -- Get "0x99ad81df27a74824 "

-——EEGIN PGP PURLIC KEY BLOCK——-
¥ermon: 35 L. 1.6
Conmerit = Hostroms: zissersann mxyfiret. org

SGEREFLER jeBCAC1QyR qecen] a30yRoFRpd o8 9T Te Yellwl 57 1T el de 20 gudSl JILT S0kd’
R0 =LA W ol VR VE rpai g3 Tyc TPy SVt VMRS T2 VEHr Kl Tam 3z 21 LewDd] zakpgethw
Frenst DFWEG quaBilabE0S LN A FEYd 1 W ruASEeCT 21 W Y2/ T T 4r66 WoPheb 105 o LBNG
Z2oB T i HINSLxHrE 206 peFE s+ T aVE 5S¢ ZID1 Dol gwrl 91 calinl ToFr 2WiFur AIFS6
R TV frd Tt B oak j0xE/ oF 16 1FPr IR IF x5 pRlqQ e o5 F0UF g |/ SHUB ke v MI G2 fAEER
S DA TSR LA e 2] mbaF AT 1104 1o SEinb 3T ¢ SHV A 2V p TER 2B 3VT 110h jenWhadVic
TGSl DMbwdGg gRGY LD T wll TRp LD 2wt 3T 000G TR d 1 455 jb 20+ QE S0 ENEAgANEQT Se T4 T
e DB g T Ac DL g ¥VC AT TC £ TF ¢ TR b Biklbe AL TE Tt ¢ A8 0g kG0 LA TTEAFL M oT e 158
TR THm 3G aqT ok A5 of 1wEiQHHp BROKRF TNz 38 INFunlnecOOWqBARE G LLOp ESWL abcT0HEL
+PqZledyd. FhThowy G GHINT Tj EMNaal ik el Cz 4848 csQ0UnFVEIDTKEAF 92542 | AT sgzEal
ypordl M sedd Je i TgY TS/ DSV ES o] 00 | ) Fdprblvede gk 1 IUN14DC 284T 12 We 1+ e
¥iC4g IgMeFIEY 1S bwal toqpR eb BoSVEaxT KD TR al k¥ ReCaES AllqBy S Iy F2uB RS EWRL0w TTo
01 £ M- TL WG REG2 O LF B TAIEI VRS By TA=

=0zlT

memeeENT PGP PUELIC EEY BLOCE=————

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 25
Copyright © Huawei Technologies Co., Ltd.



OpenPGP

Signature Verification Guide 4 Gpg4Win (Windows)

Step 3

Copy the public key information to a TXT file and name it as KEYS.txt. If the public key
length is 4096, save it as a KEY S4096.txt file.

—End

4.2.3 Importing the Public Key

Step1

Step 2

Step 3

Step 4

Log in to the server that contains the software package to be verified as administrator and
enter the CLI.

Run the following command to import the public key file. Set C:\Users\ to the actual path of
public key file KEYS.txt.

Access the directory of the public key file KEYS.txt and run the following command.

gpg --import "C:\Users\KEYS.txt"
When sign data lenth is 4096, please select KEY S4096.txt for the public key file.

The following output is displayed for key length of 2048:

gpg: key 27A74824: public key "OpenPGP signature key for Huawel software (created
on 30th Dec,2013) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

The following output is displayed for key length of 4096:

gpg: key 6ADE4A56: public key "OpenPGP signature key for Huawei software (created
on 15th Jun,2019) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

A NOTICE

In this command, two hyphens precede import.

Run the following command to check the public key import result.

gpg --fingerprint

If the following output is displayed, the public key is successfully imported.
The following output is displayed for key length of 2048:

pub  2048R/27A74824 2013-12-30
Key fingerprint = B100 OAC3 8C41 525A 19BD C087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huawel software (created on 30th

Dec,2013) support@huawei.com

The following output is displayed for key length of 4096:
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pub  4096R/6ADE4A56 2019-06-15
Key fingerprint = E128 5E9D 7E7F 0ODBO A659 48AF FAAA T7A2E 6ADE 4A56
uid OpenPGP signature key for Huawei software (created on 15th Jun,2019)

<support@huawei.com>

A NOTICE

In this command, two hyphens precede fingerprint.

-—End

4.2.4 Verifying the Public Key

Step 1

Step 2

In normal cases, to verify the OpenPGP public key, you need to check the ID, fingerprint, and
user 1D of the public key with the entity that releases the public key. Information about the
OpenPGP public keys released by Huawei is shown as follows:

The following output is displayed for key length of 2048:

®  Public key ID: 27A74824

o  Key fingerprint: B100 0AC3 8C41 525A 19BD C087 99AD 81DF 27A7 4824

®  User ID (uid): OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

The following output is displayed for key length of 4096:
®  Public key ID: 6ADE4A56
o  Key fingerprint: E128 5E9D 7E7F 0DB0 A659 48AF FAAA 7TA2E 6ADE 4A56

e  User ID (uid): OpenPGP signature key for Huawei software (created on 15th Jun,2019)
<support@huawei.com>

After verifying the preceding information, set the trust level for the key.

Run the following command to set the trust level.

#gpg --edit-key "OpenPGP signature key for Huawei software (created on
30th Dec,2013)" trust

set the trust level as follows, If the public key length is 4096

#gpg --edit-key "OpenPGP signature key for Huawei software (created on
15th Jun,2019)" trust

The output resembles the following information. You need to enter 5 behind Your decision?
to indicate I trust ultimately and y behind you really want to set this key to ultimate trust?

(Y/N).

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Issue 03 (2020-10-09) Huawei Proprietary and Confidential 27

Copyright © Huawei Technologies Co., Ltd.


mailto:support@huawei.com

OpenPGP
Signature Verification Guide

4 Gpg4Win (Windows)

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 complete(s) needed, PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, Oqg,

pub 2048R/27A74824 created: 2013-12-30 expires: never
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huawei software

Dec,2013) <support@huawei.com>

pub 2048R/27A74824 created: 2013-12-30 expires: never
trust: ultimate validity: ultimate

[ultimate] (1). OpenPGP signature key for Huawei software

Dec,2013) <support@huawei.com>

0f, 1u
usage: SC

(created on 30th

usage: SC

(created on 30th

Please decide how far you trust this user to correctly verify other users' keys

(by looking at passports, checking fingerprints from different sources, etc.)

don't know or won't say
do NOT trust

I
I
= I trust marginally
I trust fully

I

trust ultimately

3 s W N e
|

= back to the main menu

Your decision? §

Do you really want to set this key to ultimate trust?

pub 2048R/27A74824 created: 2013-12-30 expires: never
trust: ultimate validity: unknown

[ unknown] (1). OpenPGP signature key for Huawei software

Dec,2013) <support@huawei.com>

usage: CS

(created on 30th

Please note that the shown key validity is not necessarily correct

unless you restart the program.

A NOTICE

In this command, two hyphens precede edit.

Step 3 Run the following command to quit.
quit

——End

4.3 Verifying the Signature

The signature file must be in the same path as that of the software package. In this example,
the signature file path is C:\\Users\. Run the following command to verify the signature.

gpg --verify "C:\Users\V100R001C041.zip.asc"
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The following output is displayed for key length of 2048:

gpg: Signature made Thu Jan 9 15:29:06 2014 CST using RSA key ID 27A74824
gpg: Good signature from "OpenPGP signature key for Huawel software (created on
30th Dec,2013) <support@huawei.com>"

RSA key ID in bold is the same as the public key ID. If no WARNING, public key expiry,
signature expiry, or public key revocation information is display, the signature is valid.

The following output is displayed for key length of 4096:
pgp: Signature made Mon Dec 30 12:16:07 2019 CST using RSA key ID 6ADE4A56

gpg: Good signature from "OpenPGP signature key for Huawei software (created on 15th
Jun,2019) <support@huawei.com>"

RSA key ID in bold is 6ADE4A56, and there is no WARNING, which means this signature is

published by Huawei.

A NOTICE

If a version has multiple signature files to be verified, the version is considered secure only
when all the files pass the verification. If the verification result of a file is WARN or FAIL,

the version does not pass the verification and has security risks. In this case, try to solve
problem following the suggest action in table 4-1.

e In this command, two hyphens precede verify.

Table 4-1 Example for signature verification result judgment

Copyright © Huawei Technologies Co., Ltd.

Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
Signature gpg: Signature made ThuJan 9 15:29:06 | PASS NA
verification 2014 CST using RSA key ID 27A74824
succeeds, With | go0- Good signature from "OpenPGP
noanomaly. | signature key for Huawei software (created
on 30th Dec,2013)
<support@huawei.com>"
Signature gpg: Signature made ThuJan 9 15:29:06 | FAIL Download
verification 2014 CST using RSA key ID 27A74824 the
fails. gpg: BAD signature from "OpenPGP software
signature key for Huawei software (created package
on 30th Dec,2013) again, or
<support@huawei.com>" turn to
product
support
The public gpg: Signature made ThuJan 9 15:20:01 | FAIL Download
key is not 2014 CST using RSA key ID 27A74824 public key,
found. . . ; . ; see:
: Can't check signature: public key not
?gt?nd g P y Obtaining
the Public
Key File
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Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
Signature gpg: Signature made ThuJan 9 15:29:06 | WARNIN First check
verification 2014 CST using RSA key ID 27A74824 G if key ID is
succeeds, but | go- Good signature from "OpenPGP 21AT74824,
the public key | signature key for Huawei software (created and set the
is not setto be | 54 30th Dec 2013) public key
completely <support@huawei.com>" to be fully
trusted. . o ) . trusted,
gpg: WARNIN_G. This Ikey is not certified see
with a trusted signature! Verifying
gpg: There is no indication that the Public
the signature belongs to the owner. Key
Primary key fingerprint: B100 0AC3 8C41
525A 19BD C087 99AD 81DF 27A7
4824
The gpg: no signed data FAIL Download
corresponding | goq- can't hash datafile: No data the
source file software
cannot be package
found. again, or
turn to
product
support
The signature | gpg: Signhature made 04/24/13 10:50:29 FAIL Download
has expired. CST using RSA key ID 133B64E5 the
gpg: Expired signature from " OpenPGP software
signature test key <support@huawei.com>" Sﬁfﬁage
gpg: Signature expired 04/25/13 10:50:29 updated
CST signature,
or turn to
product
support
Signature gpg: Signature made 06/13/13 11:14:49 WARNIN | Download
verification CST using RSA key ID 133B64E5 G the newest
succeeds, but | gnq- Good signature from " OpenPGP public key
the public key | signature test key <support@huawei.com>" and
is revoked. ) software
apg: WARI\_IING: ThIIS key has been package
revoked by its owner! with
apg: This could mean that the updated
signature is forged. signature,
gpg: reason for revocation: Key is no or turn to
longer used product
i support
gpg: revocation comment:
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Verification | Output Example Verificati | Suggest

Result on Result | action

Scenario

The signature | N/A WARNIN | Download

file G signature

corresponding file of

to the source software

file cannot be package, or

found. turn to
product
support
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PGPVerify (Windows&Linux)

To prevent threats to carrier networks caused by software tampering or damage in transit,
verify the integrity of software packages after receiving them. Only verified software
packages can be deployed.

5.1 Background

PGP\Verify is a PGP simplified verification tool developed by Huawei. It runs on Windows 7,
Windows Server 2008, Windows 8, and Windows 10 platforms.

Software packages and signature files are stored in the same directory. A software package
corresponds to a verification file.

The signature files use the same file names as those used by software packages, with the file
name extension being .asc. For example, if the software package name is V100R001C04.zip,
the corresponding verification file name is V100R001CO04.zip.asc.

5.2 Prerequisites

5.2.1 Obtaining PGPVerify

PGP\Verify requires no installation. You can download it from the following websites.

http://support.huawei.com/carrier
Carrier users download PGPVerify from the following uniform resource locator (URL):
http://support.huawei.com/carrier/digitalSignatureAction

The target web page may be displayed in Chinese. Click English on the top of the web page
to switch the language to English.
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Figure 5-1 Web page for downloading PGP Verify from http://support.huawei.com

gineer  Account Description

Cartier + | Enterprise Support

é‘@ HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support ~
Digital Signature Authentication Mode m
Title Release Date Operation
OpenPGP Signature Verification Guide 2020-09-03 &>
20 v GO Total records: 1

To download PGPVerify, perform the following steps:

Step 1 Click Download to download the OpenPGP Signature Verification Guide ZIP package.
Then decompress it.

Step 2 Further decompress the VerificationTools.zip package.
Step 3 Open the decompressed folder VerificationTools and obtain the PGPVerify verification tool.
----End

http://support.huawei.com/enterprise
Enterprise users download PGP Verify from the following uniform resource locator (URL):

http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054

The target web page may be displayed in Chinese. First click the earth mark on the top of the
page, and then choose English to change the page’s language, finally you can download the
English document.

Figure 5-2 Web page for downloading PGP\erify from http://support.huawei.com/enterprise

@ Worldwide v | @ Login

!@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY
# Support > Tools > Enterprises Common 2 PGP Verify
’ PGP Verify
Publication Date - 2017-12-29 Product Line : Enterprises Application Scenario Applicable Product
Common Upgrade,Installation
- A
Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGF signature and its usage.

Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 165 ratings Average problem solving rate:

To download PGP Verify, perform the following steps:

Step 1 Click the version number in the Version list.
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Step 2 In the displayed page, click £ corresponding to VerificationTools.zip to download this
package.

Step 3 Decompress the VerificationTools.zip package and obtain the PGPVerify verification tool.

-—End

Terminal Knowledge Base

Terminal users download PGPVerify from the terminal knowledge base at the following URL.:

http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680
To download PGP Verify, perform the following steps:

Step 1 Access http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680.
Figure 5-3shows the displayed web page.

Figure 5-3 Web page for downloading PGP \erify from the terminal knowledge base

w HUAWEI Knowledge Base shangkejuan 64 Messag Logout | X

Home > Digital Signatures

Detall Page [ 4 [ ) 6 ennt Property

OpenPGP Signature Verification

QpenPGP Signature Yerification Guide.rar

Thank you for your precious suggestions

Step 2 Click Download to download the OpenPGP Signature Verification Guide.rar package.
If you have relevant permissions but an error is displayed, select the correct language.

Step 3 Decompress the downloaded OpenPGP Signature Verification Guide.rar package and
obtain the PGPVerify verification tool.

-—End
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5.2.2 Obtaining the Public Key File

Downloading the File from the Support Website
®  URL at http://support.huawei.com/carrier
http://support.huawei.com/carrier/digitalSignatureAction
®  URL at http://support.huawei.com/enterprise/

http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054

®  URL for downloading the terminal knowledge base
http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146680

L) noTE

The public key file is compressed in the same package as the verification tool. Therefore, the URL for
downloading the public key file is the same as that for downloading the verification tool. The public key
file is named KEYS.txt or KEY S4096.txt.

Obtaining from the Public Key Server
Step 1 Access the public key server.

https://zimmermann.mayfirst.org

The result is displayed, as shown in Figure 5-4.

Figure 5-4 Public key server address page
@ Motsecure | zimmermann.mayfirst.org

You can find a key by typing in some words that appear in the usenid (name,
email, ete.) of the key you're looking for, or by typing in the keyid in hex format

("OX. . .")

—Search for a public key
String I OpenPGP signature key for F
Show PGP Fingerprints 1

Show SKS full-key hashes

Get regular index of matching keys

Get verbose index of matching keys O
Retrieve ascii-armored keys

Retrieve keys by full-key hash

F)
Reset | Search for a key =

Enter " OpenPGP signature key for Huawei software "in the String text box, and click™ Search
for a key" to search for the public key.
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Step 2

Step 3

Figure 5-5 Public key search result

Search results for 'software signature openpgp key huawei for'

Type hits/keyID cr. time EXp time key expir

pub 4096R/6ADE4ASE 2019-06-15

uid OpenPGP signature key for Huswei software (creasted on 15th Jun,2019) <support@huswei. com:
Ziy =Sig3  GADE4LSE 2019-06-15 [=elfaig]

pub Z045R/Z7L74524 2013-12-30

uid OpenPGP signature key for Huawei software (created on 30th Dec,2013) <support@huswei. coms
=sig sigd 27A74824 2013-12-30 [selfsig]

Click public key ID 27A74824 to check the details, as shown in Figure 5-6. If the public key
length is 4096, the corresponding ID is 6ADE4A56.

Figure 5-6 Public key details

Public Key Server -- Get "0x99ad81df27a74824 "

-——EEGIN PGF FURLIC KET BLOCK——-
Wermon: 35 L. LG
Conmerit = Hostrams: zissersann, mgyfirst. org

SOEREFLER jeBCAC1QyE qecen] a30uRoFRpd tB AT Te YaRlul 57 1T sl de a0 glud 51 ITLT S80kdG
R0 =L vW ol VR W rpai b g5 Twre TP SV A W2 T 2 VS Hr Kl T e 3z 21 LewDd] zaKpgerthw
Rreunst DPUEG R atE0G LN PR Yd ot Vru 85 EeCT 2 hE W2/ T 11 4ri0 WoFReb 705 a LB C
2o €] 1 HNST xHrE 296 peFE o+ 1T a5 SnS 46 2301 DofB gwr] 91 caliin] ToPy 2 Fut AES6
HEh | TV vl Tt 3B oak j OxE/ oF 16 1FPr I IF x5 pRlqQd 3 o415 F0UF g |/ SNB ke v MI 52 fABER
S R TSGR, LA e 2] mbaF DA 1104 1o Shinb 3T g SHV A 2V p T nl 3VLT 110h jenvhadiVic
TGSl DlbwdGg gRGY jLDTwll TRpI D pdiwh 3T O0Gh 1 ¥R d 1 255 jb 20+ 0E 0 ENEAgANEQY Se T4 T
WheeDB g T A D Y VE AT TC ¢ £ TF ¢ TRk Bllbee ML TE Tt ¢ A8 0 OGO LA TTEAFL 1T 42158
TR THm jaqT o 5G o 1wiigSHp BR0KRT INBg 36 INFulweO0WqBArE G LLOp ESWL ab cTOHE L
+Piq Zkedwl. ThThowy/ G/ GHIHT T FlanT ikal CzdB+8csQ0 I FVEIDTREAF 9290 d? 1 AT sgzEah
yapozd] M sedd Je i TgY TSL/ ISP ES ] 00 1 ) Fdprblvide gk 1 IUN 14 DC 284] 12 We T 1+
¥IC+g lgMeFNET 1S lwal toqpXT ebBb EVEa T KD TR al k¥ SeCaES Mgy S ly S2uB RS WL w T To
01 O oMb T1 W kBG2 e LF I IO VRS B yy TA=

=0zl

=[N0 PGP FUBLIC REY BLOCE=——-=

Copy the public key information to a TXT file and name it as KEYS.txt. If the public key
length is 4096, save it as a KEY S4096.txt file.

—End

5.3 Verifying the Signature

The signature file must be in the same path as the software package. For example, if the
signature file is in C:\PGP, but the software package is in C:\, you must move the signature
file to C:\.

5.3.1 Verifying Through Operations on the Ul

Step 1

Double-click PGPVerify.exe to start it, as shown in Figure 5-7.
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Figure 5-7 PGPVerify Ul

#¢ PGPVerify o | B e
Public Key
| Select Public Key

Signature Files

Signed File Results Signature File Fath

[ Single Verify ] [Multiple \u'eriﬁ-']

Status

Running status: Mo Run.

Step 2 Load the public key file.
Click Select Public Key to select the KEYS.txt file downloaded in section 5.2.2.

Figure 5-8 Loading the public key

#¢ PGPVerify [F=3 EoN 5
Public Key
Cr\Users\hwx490755'\Desktop\sign KEYS. bt Select Public Key

Signature Files

Signed File Results Signature File Path

[ Single Verify ] [Multiple Verify]

Status

Running status: No Run.

when sign data lenth is 4096, please select KEY S4096.txt for the public key file.
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If you have used this verification tool on the same computer before, the last key you selected
will be automatically reloaded when you use this tool once again.

Step 3 Verify files.

®  \rifying a single file
Click Single Verify and select the .asc signature verification file.
®  \rifying all files in the directory

Click Multiple Verify and select the C:\PGP\ directory. Figure 5-9 shows the
verification result.

Figure 5-9 PGPVerify verification result

¥4 PGPVt = En
Fublic Key
C:Wsers\hwx490755\Desktoplsign \KEYS. bt Select Public Key
Signature Files
Signed File Results Signature File Path
KEYS. et [WARN]:Can't find signature ... Ci\sers\hwx430755 Deskto. ..
[FAIL]: Invalid signature. PGPVerify, exe.asc Ci\Wsersthwx430755 Deskio. ..
Single Verify ] [ Multiple Verify

Status
Running status: Operations completed.

Step 4 Check the result.

If an item is highlighted in yellow and the Results column is WARN, it indicates that the
signature cannot be verified.

If an item is highlighted in red and the Results column is FAIL, it indicates that the
verification failed.

If an item is highlighted in green and the Results column is PASS, it indicates that the
verification using the specified public key succeeded.

If an item is highlighted in green and the public key fingerprint in the Results column is
B1000AC3 8C41525A 19BDC087 99AD81DF 27A74824, it indicates that this signature is a
valid one issued by Huawei OpenPGP key length for 2048.

If an item is highlighted in green and the public key fingerprint in the Results column is
E128 5E9D 7E7F 0DBO0 A659 48AF FAAA 7TA2E 6ADE 4A56, it indicates that this
signature is a valid one issued by Huawei OpenPGP key length for 4096.
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A NOTICE

If a version has multiple signature files to be verified, the version is considered secure only
when all files are highlighted in green ([PASS]) and all public key fingerprints are B1000AC3
8C41525A 19BDC087 99AD81DF 27A74824 (when OpenPGP key length is 4096,
fingerprints are E1285E9D7E7FODB0A65948AFFAAATA2E6ADE4A56) , which means
the signature is issued by Huawei. Otherwise, please obtain a new software package.

-—End

5.3.2 Verification Through the CLI (Windows)

Step1

The signature file must be in the same path as the software package. For example, if the
signature file is in C:\PGP, but the software package is in C:\, you must move the signature
file to C:\.

Verify files.

®  \rifying a single file

Enter the CLI and run the following command to verify the signature:
"C:\PGPVerify.exe" -k "C:\KEYS.txt" -f "C:\PGP\Tecal CH224.zip.asc"

C:\KEYS.txt is the public key, and C:\PGP\Tecal CH224.zip.asc is the signature file. If sign
data lenth is 4096, please select KEY S4096.txt for the public key file.

The following output is displayed for key length of 2048:

[PASS] :Good Signature. File path: C:\PGP\Tecal CH224.zip.asc, Public key
fingerprint: B1000AC3 8C41525A 19BDC087 99AD81DF 27A74824
[INFO]: Verify Complete.

The following output is displayed for key length of 4096:

[PASS] :Good Signature. File path: C:\PGP\Tecal CH224.zip.asc, Public key
fingerprint: E1285E9D 7E7FODBO A65948AF FAAATA2E 6ADE4A56
[INFO]: Verify Complete.

®  \erifying all files in a directory

Enter the CLI and run the following command to verify the signatures:

"C:\PGPVerify.exe" -k "C:\KEYS.txt" -d "C:\PGP"

C:\KEYS.txt is the public key, and C:\PGP is the directory in which signature files will be
verified. If sign data lenth is 4096, please select KEY S4096.txt for the public key file.

The following output is displayed:

[INFO] :Filter file in directory, please wait...

[WARN] :Can't find signature file, signed file position: C:\PGP\Tecal CH221l.zip.
[WARN] :Can't find signed file, signature file position: C:\PGP\Tecal
CH222.zip.asc.

[FAIL] :Invalid Signature. File path: C:\PGP\Tecal CH223.zip.

[PASS] :Good Signature. File path: C:\PGP\Tecal CH224.zip, Public key fingerprint:
B100OAC3 8C41525A 19BDC087 99AD81DF 27A74824
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Step 2

[INFO]: Verify Complete.

Check the result.

If an item’s verification result is WARN, it indicates that the signature cannot be verified.
If an item’s verification result is FAIL, it indicates that the verification failed.

If an item’s verification result is PASS, it indicates that the verification using the specified
public key succeeded.

If an item’s verification result is PASS and the public key fingerprint is BLOOOAC3
8C41525A 19BDC087 99AD81DF 27A74824, it indicates that this signature is a valid one
issued by Huawei OpenPGP key length for 2048.

If an item’s verification result is PASS and the public key fingerprint is E128 5E9D 7E7F
0DBO0 A659 48AF FAAA 7TA2E 6ADE 4A56, it indicates that this signature is a valid one
issued by Huawei OpenPGP key length for 4096.

A NOTICE

If a version has multiple signature files to be verified, the version is considered secure only
when all items’ verification results are all PASS and all public key fingerprints are BL0OOAC3
8C41525A 19BDC087 99AD81DF 27A74824 (when OpenPGP key length is 4096,
fingerprints are E1285E9D7E7FODB0A65948AFFAAATA2E6ADE4AS6) , which means
the signature is issued by Huawei. Otherwise, please obtain a new software package.

5.3.3 Verification Through the CLI (Linux)

Step 1

Signature files must be stored in the same directory (/usrl in this example) as the software
package. The verification tools and public key file can be stored in another directory or in the
same directory as the signature files. In this example, the verification tools and public key file
are also stored in usrl.

Verify files.
e  \rifying a single file

./PGPVerify -k KEYS.txt -f scw.cab.asc

KEYS.txt is the public key, and scw.cab.asc is the signature file. If sign data lenth is 4096,
please select KEY S4096.txt for the public key file.

The following output is displayed for key length of 2048:

[PASS] :Good Signature. File path: scw.cab.asc, Public key fingerprint: 97399A82
CD5D7160 13D181FC OD7AC54D FOB0O0048.
[INFO]: Verify Complete.

The following output is displayed for key length of 4096:

[PASS] :Good Signature. File path: scw.cab.asc, Public key fingerprint: E1285E9D
7TE7FODBO A65948AF FAAATA2E 6ADE4A56
[INFO]: Verify Complete.
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e  \erifying all files in a directory

In this example, all signature files and the software package are stored in the openpgp
directory. To verify all files in this directory, run the following command:

./PGPVerify -k KEYS.txt -d openpgp

The following output is displayed:

[INFO] :Filter file in directory, please wait...

[PASS] :Good Signature. File path: openpgp/plugins-cloudtask-COl.zip.asc, Public
key fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/twain.dll.asc, Public key fingerprint:
FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/buildcloud-proxy.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/buildcloud pvmtrans.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/plugins-cicloud-CO0l.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/ConfigCenter.war.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/watcher-wrapper.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/watcher.zip.asc, Public key fingerprint:
FA60975B 1160DEF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/rpm.war.asc, Public key fingerprint:
FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[PASS] :Good Signature. File path: openpgp/buildcloud-rpm.zip.asc, Public key
fingerprint: FA60975B 1160DF6D 0059662D 2689E7E3 393905AC.

[INFO]: Verify Complete.

Step 2 Check the result.

If an item’s verification result is WARN, it indicates that the signature cannot be verified.
If an item’s verification result is FAIL, it indicates that the verification failed.
If an item’s verification result is PASS, it indicates that the specified public key passed the
verification.
If an item’s verification result is PASS and the public key fingerprint is BLOOOAC3
8C41525A 19BDCO087 99AD81DF 27A74824, it indicates that this signature is a valid one
issued by Huawei OpenPGP key length for 2048.
If an item’s verification result is PASS and the public key fingerprint is E128 5E9D 7E7F
0DBO0 A659 48AF FAAA 7A2E 6ADE 4A56, it indicates that this signature is a valid one
issued by Huawei OpenPGP key length for 4096.
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A NOTICE

1. If a version has multiple signature files to be verified, the version is considered secure only
when all items’ verification results are PASS and all public key fingerprints are B1000AC3
8C41525A 19BDC087 99AD81DF 27A74824 (when OpenPGP key length is 4096,
fingerprints are E1285E9D7E7FODB0A65948AFFAAATA2E6ADE4A56) , which means
the signature is issued by Huawei. Otherwise, please obtain a new software package.

2. If the verify result is “Permission denied” in step 1, please add execution attribute to file by
executing “chmod u+x PGP Verify” first.

--End
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FAQs

6.1 The Application Scope for use Verification Tool?
PGP\Verify tool is a simple signature verify tool published by Huawei Technologies Co.,Ltd.
It’s can only be used to verify integrity of binary packages, which published by Huawei, by

hand. It SHOULD NOT be repacked or republished with any commercial products; Besides,
according to positioning of PGP Verify tool, it will not accessing to users’ network or data.

6.2 How to Obtain version of Verification Tool?

e With Ul mode(suitable for Windows®)

1. Right click title bar of tool window, and click “About” menu.
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$¢ PGPVerify B
AR(R)
Public Key BﬁJ(M)
IC: \KEYS| KMS) Select Public Key
- B/ME(N)
Signature Files o B
z x x XH©) Alt+F4 '
Signed File Re jre File Path
Set log
About
| single verify | [Multiple verify|
Status
Running status: No Run.

2. Check version of application:

r '
About PGPVerify [

< PGP Verify

S

PEPVerify, Version: V100R001C00SPC310,

Copyright © Huawei Technologies Co., Ltd.
2014-2017. Al rights reserved.

This product indudes software developed by the
OpenS5L Project for use in the OpenssL Toolkit

(http: ffwwww, openssl. org))

e Console mode (suitable for Windows® and Linux)
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1. Input command line:
PGPVerify -h

2. Take “Windows console” for example, show result as below(for version
V100R001C00SPC310):

PGP \Verify library version V100R001C0O0SPC310
Copyright (c) Huawei Technologies Co., Ltd. 2017. All rights reserved.

Command:
-k: public key.
-d: The directory which to be verified.
-f: The file which to be verified.

-I: Set log file.

Example:
PGPVerify -k KEYS -d file-directory
PGPVerify -k KEYS -f signed-file

The message in first line contains the version info.
e Obtain the version by PowerShell (For Windows® only)

1. Input command line:

((\PGPVerify.exe -h | findstr " V100" | Out-String).split(" ") | findstr
V100).remove(0,1).replace(*SPC", ".").replace("C",".").replace("R",".")

Attention: The string “V100” is fixed for the version, and it won’t change for releases in
feature, so just use it as a version keyword here.

2. Show result as below (task V100R001CO0SPC310 for example):
100.001.00.310

6.3 How to Obtain an .asc File?

This section uses http://support.huawei.com/carrier as an example to describe how to obtain
the .asc file for the specific product software.

As shown in Figure 6-1 the Software Name column lists the software. Click yellow envelope
button corresponding to a software package to download the .asc signature file for the
software package.
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Figure 6-1 Web page for downloading the .asc file from http://support.huawei.com/carrier

Q_l@ HUAWEI Industry Insights ~ Spotlight  Solutions & Products & Services ~ Support

Software

All Product v &
4G Packet Core

SDM

H559860 VTS Adapter
Tool

USCDB VTS Adapter Tool
DSP9800

H559860 E
uim

H552860 UpgradeTool
UIM UpgradeTool

CDMA HLR9820

Config Update Tool

Data Maintance Tool
Data Migration Tool
D5SP2800 UpgradeTool
GU HLR9820

H559820 UpgradeTool
SHLR9200
5ingleSDETOOL

H559860 VI00R019C10SPC200

Version Name
Usage
Restricted Type
Reclaim Time
Allowed Area
Business Model

Customer Operation Allowed
Range

Version Instruction
¥ Expand
Software

Software Name =

H559860 V900R019C105PC200

Commercial Release Plan Available
Restricted Version Type
2020-04-30 Downstream User
Qversea Approve Type

Customer Operation
QOversea

support Euler

H559860 V00R01C105PC200_01.Install.zip

H559860 VI00R019C105PC200_02 Adapter.zip

H559860 VI00R019C105PC200_03.LMT.zip

Formal Release

Technical Support

Approved by XDT Leader

Digital Signature Authentication Mode &

Downloads -

249

163 565.99(MB)

104 378.40(MB)

3.84(GB)

Size  Published

On - Downloac

2012-0910 & =

0190010 &[]

2019-09-10 & &

6.4 How to Obtain the Public Key or Verification Tools?

®  Carrier users download the public key file or verification tools from the following URL
at http://support.huawei.com/carrier:

http://support.huawei.com/carrier/digitalSignatureAction

The target web page may be displayed in Chinese. Click English on the top of the web
page to switch the language to English, as shown in Figure 6-2.

Download and decompress the OpenPGP Signature Verification Guide package. The
KEYS.txt or KEYS4096.txt file is the public key file. The VerificationTools.zip
package contains two signature verification tools: PGPVerify and Gpg4Win. You can
decompress VerificationTools.zip to obtain either tool.

Figure 6-2 Web page (in Chinese) for downloading the public key file or verification tools from
http://support.huawei.com

Cartier + | Enterprise Support

neer Account Description

2 HUAWEI

Title

Industry Insights

OpenPGP Signature Verification Guide

Spotlight ~ Products & Solutions ~

Digital Signature Authentication Mode

Support ~

Release Date

2020-09-03

B -+ |

Operation
&

GO Total records: 1

®  Enterprise users download the public key file or verification tools from the following
URL at http://support.huawei.com/enterprise:

http://support.huawei.com/enterprise/en/tool/software-digital-signature-validation-
tool-%EF%BC%88pgp-verify%EF%BC%89-TL1000000054
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The target web page may be displayed in Chinese. Click Worldwide on the top of the
web page to switch the language to English, as shown in Figure 6-3.

Click the version number in the Version list. Then click % corresponding to the public

key file KEYS.txt or KEYS4096.txt to download the file. Download and decompress
VerificationTools.zip to obtain either of the signature verification tools PGP Verify and
Gpg4Win.

Figure 6-3 Web page (in Chinese) for downloading the public key file or verification tools from
http://support.huawei.com/enterprise

& Worldwide v | @ Login
!@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT OW TO BUY PARTNERS COMMUNITY Cf
# Support > Tools > Enterprises Common > PGP Verify
. 4 PGP Verify
Publication Date : 2017-12-29 Product Line : Enterprises Application Scenari Applicable Product
Common Upgrade, Installatio
-

Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGP signature and its usage
Version Publication Date Expired
V100R001C00 2019-01-21 Active

Average rating: 165 ratings Average problem solving rate:

e  Terminal users download the public key file or verification tools from the terminal
knowledge base at the following URL.:

http://app.huawei.com/tkb/#!tservice/common/base/digit.html?resourceld=146680

To download the public key file or verification tools from the terminal knowledge base,
perform the following steps:

Step 1 Access http://app.huawei.com/tkb/#!tservice/common/base/digit.ntml?resourceld=146680.
Figure 6-4 shows the displayed web page.
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Figure 6-4 Web page for downloading the public key file or verification tools from the terminal

knowledge base

§'g HUAWEI Knowledge Base

Home > Digital Signatures
Detall Page (4]

OpenPGP Signature Verification

OpenPGP Signature Yerification Guide.rar

Thank you for your precious suggestions

Step 2

Property

Click Download to download the OpenPGP Signature Verification Guide.rar package.

If you have relevant permissions but an error is displayed, select the correct language.

Step 3

Decompress the downloaded OpenPGP Signature Verification Guide.rar package.

e The KEYS.txt or KEYS4096.txt file is the public key file.

e \erificationTools.zip contains the verification tools. You can decompress the package to
obtain the Gpg4Win and PGP Verify verification tools.

-—End

6.5 How Is Signature Verification Implemented?

Signature verification is implemented as follows:

®  This document provides three OpenPGP signature verification methods. In all these
methods, the files to be verified must have been signed using OpenPGP signatures, and
verification is performed on the basis of an .asc file.

®  The public key file and signature verification tools are stored in the same path.
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6.6 How to Switch the Language of a Web Page from
Chinese to English?

If any of the web pages at the given URLs is displayed in Chinese, click English on the top of

the web page to switch the language to English.

6.7 How to Rectify the Failure in Long Path Verification
Using the PGPVerify.exe Command?

If the failed path is a local path, for example, D:\testfile.txt:
Add \?\ before the path name as follows:
\\?\D:\testfile.txt

Original command:
PGPVerify.exe -k D:\KEYS.txt -f D:\testfile.txt

New command:
PGPVerify.exe -k \\?\D:\KEYS.txt -f \\?\D:\testfile.txt

If the failed path is a network path, for example, \\10.172.12.12\sharedir\testfile.txt:
Add WAUNCM\ before the path name as follows:
\W2AUNC\10.172.12.12\sharedir\testfile.txt

Original command:

PGPVerify -k \\10.172.12.12\sharedir\KEYS.txt -f
\\10.172.12.12\sharedir\testfile. txt

New command:
PGPVerify -k \\?\UNC\10.172.12.12\sharedir\KEYS.txt -f
\\?\UNC\10.172.12.12\sharedir\testfile. txt

6.8 How to Obtain and Use the PGPVerify (Solaris/Linux)

Tool?

The path for downloading the PGPVerify (Solaris/Linux) tool and the method for
obtaining the public key are the same as those for the PGPVerify (Windows) tool.

The PGPVerify (Solaris/Linux) tool supports only signature verification using commands

but does not support interface-based signature verification. The signature verification
using commands is the same as that of the PGPVerify (Windows) tool.
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