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1  Precautions for Installation

Before installing the SP, read the S2700&S3700&S5700&S6700 V100R006SPH052 Patch Release Notes to learn about basic patch information and impact of patch installation.
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The patches of the S2700&S3700&S5700&S6700 are released based on the R version and each version is compatible with the earlier versions. You only need to install the latest patch, without considering about the patch version that is running currently (except for informal patches and emergency patches). If a commercial cold patch is installed, the patch takes effect only after the device restarts.

If an informal patch or emergency patch is running on the system and the latest commercial patch cannot be installed directly, delete the currently running patch, install the latest commercial patch, and restart the device. Otherwise, unexpected problems may occur, for example, resource leaks occur or some issues may fail to be resolved.

2  Impact of the SP

Impact on the System During Installation

Impact on services:

1. The patch file contains the NETCONF-related process patch of the .bin type. When the patch is activated, the device will be disconnected from CloudCampus@AC-Campus and needs to reconnect to CloudCampus@AC-Campus.

2. Reading and writing a file (for example, loading a patch) is time-consuming. This will cause flapping of Bidirectional Forwarding Detection (BFD) and connectivity fault management (CFM) sessions with the detection interval less than 200 ms and the timeout period less than 1s. Therefore, change the BFD or CFM detection interval to a value greater than 200 ms or change the timeout period to a value greater than 1s before loading a patch, and restore the original setting after the patch is loaded.

Impact on network communication: none

Impact on the System After Installation

None

3  Preparations for Installation

3.1  Checklist

The following table lists the preparations for the patch installation.

Table 3-1 Checklist

	No.
	Item
	Start Time
	Time Required (Days/Hours/Minutes)

	1
	3.2 

REF _EN-US_TOPIC_0169866245-chtext \h
Preparing the Patch Files
	One day before patch installation
	30 minutes

	2
	3.3 

REF _EN-US_TOPIC_0169866227-chtext \h
Verifying the Software Integrity
	One day before patch installation
	30 minutes

	3
	3.4 

REF _EN-US_TOPIC_0169866243-chtext \h
Verifying the Running Version
	One day before patch installation
	10 minutes

	4
	3.5 

REF _EN-US_TOPIC_0169866237-chtext \h
Verifying the Device Running Status
	One day before patch installation
	10 minutes

	5
	3.6 

REF _EN-US_TOPIC_0169866226-chtext \h
Backing Up Data in Flash Memory
	One day before patch installation
	30 minutes

	6
	3.7 

REF _EN-US_TOPIC_0169866231-chtext \h
Checking the Space in the Flash Memory
	Two hours before patch installation
	20 minutes


3.2  Preparing the Patch Files

Prepare the patch files and reference documents one day before patch installation. The procedure is as follows:

Step 1 Log in to http://support.huawei.com/enterprise/ and search for the patch software and version documents of S2700 V100R006SPH052/S3700 V100R006SPH052.

Step 2 Download V100R006SPH052 patch files and related documents.

Step 3 Verify the downloaded files and check the file information against the following table.

Table 3-2 Information about patch files

	Product Name
	Patch Version
	Size (Byte)
	Patch File

	S2700 series
	V100R006SPH052
	1,483,157
	S2700_V100R006SPH052.pat

	S3700 series
	V100R006SPH052
	1,483,157
	S3700_V100R006SPH052.pat


----End

3.3  Verifying the Software Integrity

To prevent a software package from being maliciously tampered with during transmission or storage, download the corresponding digital signature file for integrity verification when downloading the software package.

After the software package is downloaded, verify its PGP digital signature according to the OpenPGP Signature Verification Guide. If the software package fails the verification, do not use the software package, and contact Huawei technical support engineers.

Before a software package is used in installation or upgrade, its digital signature also needs to be verified according to the OpenPGP Signature Verification Guide to ensure that the software package is not tampered with. 

Visit either of the following websites to obtain the OpenPGP Signature Verification Guide:

Carrier customers: http://support.huawei.com/carrier/digitalSignatureAction
Enterprise customers: https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054
3.4  Verifying the Running Version

The operations on different models are similar. In this section, S2700 running V100R006SPH001 is used as an example.

Step 1 Check that the current system version matches the patch version.
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S2700-V100R006SPH001.pat must be installed on V100R006. If the current system version is not V100R006, upgrade the version to V100R006 according to the upgrade guide, and then install the SP.

<HUAWEI> display version 
Huawei Versatile Routing Platform Software 
VRP (R) software, Version 5.70 (S2700 V100R006C00SPC800) ---- It must be the same as the basic version. 
Copyright (C) 2003-2011 HUAWEI TECH CO., LTD 
Quidway S2726TP-PWR-EI Routing Switch uptime is 0 week, 0 day, 0 hour, 42 minutes 
 
EFFEA 0(Master) : uptime is 0 week, 0 day, 23 hours, 57 minutes 
64M bytes DDR Memory 
16M bytes FLASH 
Pcb      Version :  VER A 
Basic  BOOTROM  Version :  128 Compiled at Aug 24 2010, 21:58:24 
CPLD   Version : 3 
Software Version : VRP (R) Software, Version 5.70 (S2700 V100R006C00SPC800) 
FANCARD information 
Pcb      Version : FAN VER B 
PWRCARD I information 
Pcb      Version : PWR VER 0

Step 2 Ensure that no patch has been loaded to the system or the version of the loaded patch is earlier than the version of the patch to be loaded.
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S2700-V100R006SPH001.pat is the first patch of V100R006. Before this patch is installed, no patch should be installed in the system. If another patch has been installed, delete the patch, restart the switch, and install the required patch.

<HUAWEI> display patch-information 
Info: No patch exists.

----End

3.5  Verifying the Device Running Status

Check whether the device is running properly. The command output of the S2700 is used as an example. The procedure is as follows:

Step 1 Run the display device command in the user view to check the running status of the device. Ensure that the device is working properly.

<Quidway> display device 

S2700-18TP-SI-AC's Device status: 
Slot  Sub Type  Online   Power     Register   Status   Role 
- - - - - - - - - - - - - - - - - - - - - - - - - - - -  
0     -   2718F  Present PowerOn   Registered  Normal  Master

If the cards are working properly, the value of the Online field is Present and the value of the Register field is Registered.

----End

3.6  Backing Up Data in Flash Memory

To prevent key data loss during SP upgrade, back up the important files in the flash memory before installing the SP. Run the display startup command to view important files in the flash memory, including configuration files, web system files, and patch files.

3.7  Checking the Space in the Flash Memory

Step 1 Check the available space.

Run the dir command in the user view to check available space in the flash memory. Ensure that the available space is sufficient for the SP.

<HUAWEI>dir 
Directory of flash:/ 
 
Idx  Attr  Size(Byte)  Date        Time(LMT)  FileName  
  0  -rw-         938  Feb 18 2014 06:32:39   private-data.txt 
  1  -rw-          36  Feb 20 2014 07:33:37   $_patchstate_reboot 
  2  -rw-       1,178  Jan 16 2014 23:32:37   vrpcfg.zip 
  3  -rw-   6,502,764  Jan 08 2014 19:30:13   S2700-V100R006C00SPC800.cc 
  4  -rw-          18  Jan 01 2014 00:00:56   $_patchstate_a 
  5  -rw-           4  Jan 01 2014 00:03:41   notilogindex.txt 
  6  -rw-       1,029  Mar 18 2014 14:36:52   vrpcfg1.zip 
 
14,632 KB total (8,127 KB free)

Step 2 Delete redundant files.

If the available space in the flash memory is insufficient for the patch file, delete redundant files to free up space.
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Before deleting the system software (with the file name extension .cc), configuration file (with the file name extension .cfg or .zip), web file (with the file name extension .web.zip or .web.7z), or patch file (with the file name extension .pat), ensure that they are not in use.

Delete the redundant files in the user view.
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The files deleted by the delete command are stored in the recycle bin. To restore these files, run the undelete command. The files in the recycle bin still occupy space in the flash memory. The reset recycle-bin command permanently deletes all files from the recycle bin.

You can also run the delete /unreserved command to permanently delete files without placing them in the recycle bin. This command is equivalent to running the delete and reset recycle-bin commands in sequence.

# To delete redundant files, run:

<HUAWEI> delete vrpcfg1.zip 
Delete flash:/vrpcfg1.zip?[Y/N]:y                                               
Info: Deleting file flash:/vrpcfg1.zip...succeeded.

# To restore the files in the recycle bin, run:

<HUAWEI> undelete vrpcfg1.zip 
Undelete flash:/vrpcfg1.zip?[Y/N]:y                                             
%Undeleted file flash:/vrpcfg1.zip.

# To permanently delete files from the recycle bin, run:

<HUAWEI> reset recycle-bin

----End

3.8  Change Risk Assessment and Countermeasures

	No.
	Major Issues and Risks
	Probability (High/Medium/Low)
	Impact (High/Medium/Low)
	Countermeasure

	—
	None
	None
	None
	None


The patches of S series switches are released based on the R version and are compatible with earlier versions. You only need to install the latest patch as long as the currently running patch is a commercial patch.

If an informal patch or emergency patch is running on the system and the latest commercial patch cannot be installed directly, delete the currently running patch, install the latest commercial patch, and restart the switch. Otherwise, unexpected problems may occur, for example, resources may leak or some issues may fail to be resolved.

4  Installation Procedure
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In this section, the patch S2700_V100R006SPH001.pat is used as an example.

4.1  Patch Installation Process

Table 4-1 describes the patch installation process.

Table 4-1 Patch installation process

	Step
	Recommended Start Time
	Time Required (Minutes)
	Reference

	Upload/Download the patch file to the switch.
	00:00
	15
	4.2 

REF _EN-US_TOPIC_0169866235-chtext \h
Uploading/Downloading the Patch File to the Switch

	Load the SP.
	00:20
	5
	4.3 

REF _EN-US_TOPIC_0169866247-chtext \h
Loading the SP


4.2  Uploading/Downloading the Patch File to the Switch

4.2.1  Using the Switch as an FTP Server

In the following example, the switch is used as the FTP server. The FTP user name is ftpuser, the password is Huawei@123, the FTP server IP address is 1.1.1.1, the FTP client IP address is 1.1.1.2, and the file to be loaded is S2700_V100R006SPH001.pat. Modify the settings according to your network plan.

Step 1 Configure the switch as an FTP server.

Enable the FTP service on the switch, and set the FTP user name to ftpuser and password to Huawei@123.

<HUAWEI> system-view 
[HUAWEI] ftp server enable 
[HUAWEI] aaa 
[HUAWEI-aaa] local-user ftpuser password cipher Huawei@123 
[HUAWEI-aaa] local-user ftpuser service-type ftp 
[HUAWEI-aaa] local-user ftpuser ftp-directory flash:/ 
[HUAWEI-aaa] local-user ftpuser privilege level 15 
[HUAWEI-aaa] return
Step 2 Set an IP address for the switch.

An idle interface with the default configuration is recommended. Here, Ethernet 0/0/1 is used as an example.

<HUAWEI> system-view 
[HUAWEI]interface ethernet 0/0/1 
[HUAWEI-Ethernet0/0/1]port link-type access   
[HUAWEI-Ethernet0/0/1]quit 
[HUAWEI] vlan 10 
[HUAWEI-vlan10] port ethernet 0/0/1      
[HUAWEI-vlan10] quit 
[HUAWEI] interface vlanif 10 
[HUAWEI-Vlanif10] ip address 1.1.1.1 24 
[HUAWEI-Vlanif10] quit 
[HUAWEI]

Step 3 Log in to the FTP server (switch).
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This example assumes that the FTP server runs the Windows XP operating system.

Save the patch file to be uploaded in the specified directory (for example, D:\>directory). Choose Start > Run. Enter cmd, and then press Enter. Enter ftp 1.1.1.1. Enter the user name and password as prompted, and press Enter. The following information is displayed:

D:\>ftp 1.1.1.1 
Connected to 1.1.1.1. 
220 FTP service ready. 
User (1.1.1.2:(none)): ftpuser 
331 Password required for ftpuser. 
Password: 
230 User logged in. 
ftp> 

Step 4 Upload the patch file.
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Ensure that the FTP client (PC) and the FTP server (switch) can communicate with each other.

Run the put source-filename [destination-filename] command on the FTP client (PC) to upload the patch file. After the patch file is uploaded, run the bye command to close the FTP connection.

ftp> bin 
200 Type set to I. 
ftp> 
ftp> put D:\S2700_V100R006SPH001.pat 
200 Port command okay. 
150 Opening Binary mode data connection for S2700_V100R006SPH001.pat. 
226 Transfer complete. 
ftp: 1,190,166 bytes sent in 0.292Seconds 44.38Kbytes/sec. 
ftp> bye 
221 Server closing. 
 
D:\>

----End

4.2.2  Using the Switch as an FTP Client

In the following example, the switch is used as an FTP client. The FTP user name is ftpuser, the password is Huawei@123, the FTP server IP address is 1.1.1.1, the FTP client IP address is 1.1.1.2, and the file to be loaded is S2700_V100R006SPH001.pat. Change the settings according to your network plan.

Step 1 Set a management IP address for the switch.

<HUAWEI> system-view 
[HUAWEI]interface ethernet 0/0/1 
[HUAWEI-Ethernet0/0/1]port link-type access   
[HUAWEI-Ethernet0/0/1]quit 
[HUAWEI] vlan 10 
[HUAWEI-vlan10] port ethernet 0/0/1      
[HUAWEI-vlan10] quit 
[HUAWEI] interface vlanif 10 
[HUAWEI-Vlanif10] ip address 1.1.1.2 24 
[HUAWEI-Vlanif10] quit 
[HUAWEI]

Step 2 Log in to the FTP server from the switch.
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Ensure that the FTP client (switch) and the FTP server (PC) can communicate with each other.

Save the patch file to be uploaded in the specified directory on the FTP server. Use Telnet to log in to the switch through the management interface. Enter the following information on the operation terminal to log in to the FTP server:

<HUAWEI>ftp 1.1.1.1 
Trying 1.1.1.1 ... 
Press CTRL+K to abort 
Connected to 1.1.1.1. 
User(1.1.1.1:(none)): ftpuser 
331 Password required for ftpuser. 
Enter password: 
230 User ftpuser logged in. 
[ftp]

Step 3 Download the patch file.

Run the get source-filename [destination-filename] command on the FTP client (switch) to download the patch file from the FTP server. After the patch file is downloaded, run the bye command to close the FTP connection.

[ftp] bin 
200 Type set to I. 
[ftp]  
[ftp] get S2700_V100R006SPH001.pat 
200 Port command okay. 
150 Opening data connection for S2700_V100R006SPH001.pat (12918 bytes).  
226 Transfer complete. 
FTP: 1,190,166 byte(s) received in 0.290 second(s)44.54 Kbyte(s)/sec.  
[ftp] bye 
221 Server closing. 
<HUAWEI>

----End
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The FTP protocol will bring risk to network security. The SFTP or FTPS protocol is recommended.

4.2.3  Using the Switch as an SFTP Client

In the following example, the switch is used as an SFTP client. The SFTP user name is sftpuser, the password is Huawei@123, the SFTP server IP address is 1.1.1.1, the SFTP client IP address is 1.1.1.2, and the file to be loaded is S2700_V100R006SPH001.pat. Change the settings according to your network plan.
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Huawei does not provide SFTP server software. Obtain the software and install it before the upgrade.

Step 1 Set a management IP address for the switch.

<HUAWEI> system-view 
[HUAWEI]interface ethernet 0/0/1 
[HUAWEI-Ethernet0/0/1]port link-type access   
[HUAWEI-Ethernet0/0/1]quit 
[HUAWEI] vlan 10 
[HUAWEI-vlan10] port ethernet 0/0/1      
[HUAWEI-vlan10] quit 
[HUAWEI] interface vlanif 10 
[HUAWEI-Vlanif10] ip address 1.1.1.2 24 
[HUAWEI-Vlanif10] quit 
[HUAWEI]

Step 2 Log in to the SFTP server (PC) from the switch.
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Ensure that the SFTP client (switch) and the SFTP server (PC) can communicate with each other.

Save the patch file to be loaded to the SFTP server directory, log in to the switch from the management interface through Telnet, and enter the following command on the switch to log in to the SFTP server:

<HUAWEI> cd cfcard:/  
<HUAWEI> system-view  
[HUAWEI] ssh client first-time enable  
[HUAWEI] sftp 1.1.1.1  
Please input the username:sftpuser   
Trying 1.1.1.1 ...    
Press CTRL+K to abort    
Connected to 1.1.1.1 ...     
The server is not authenticated. Continue to access it? [Y/N] :y  
Save the server's public key? [Y/N] :y   
The server's public key will be saved with the name 1.1.1.1. Please wait... 
Enter password:    Huawei@123 
sftp-client>

Step 3 Download the patch file.

Run the get remote-filename [ local-filename ] command on the SFTP client (switch) to download the patch file from the SFTP server.

----End

sftp-client>get S2700_V100R006SPH001.pat 
Remote file: / S2700_V100R006SPH001.pat --->  Local file: S2700_V100R006SPH001.pat \ End of file  
SuccessInfo: Downloading file successfully ended.

Step 4 Close the SFTP connection.

sftp-client> quit
----End

4.3  Loading the SP

The following describes how to load the S2700_V100R006SPH001.pat as an example. The procedure is as follows:

Step 1 Load the patch file.

<HUAWEI> patch load S2700_V100R006SPH001.pat all  
Info: The patch is being loaded. Please wait for a moment. 
Info: Succeeded in loading the patch on the master board............. 
Info: Finished loading the patch.

Step 2 Activate the patch file.

<HUAWEI> patch active all        
Info: Succeeded in activating the patch on the master board.............. 
Info: Finished activating the patch.

Step 3 Run the patch file.

<HUAWEI> patch run all              
Info: Succeeded in running the patch on the master board.............. 
Info: Finished running the patch.

----End

5  Installation Verification

5.1  Verifying Patch Installation

Check whether the patch package is installed successfully:
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In this section, the patch S2700_V100R006SPH001.pat is used as an example.

Step 1 View information about the patch.

<HUAWEI>display patch-information 
Patch Package Name   :flash:/s2700_v100r006sph001.pat 
Patch Package Version:V100R006SPH001 
The state of the patch state file is: Running 
The current state is: Running 
 
***************************************************************** 
*           The hot patch information, as follows:              * 
***************************************************************** 
 
     Slot           Type           State          Count 
------------------------------------------------------------ 
     0              C              Running        1          

The fields in the command output have the following meanings:

· Patch Package Name: name of the patch file.

· Patch Package Version: patch version.

· Slot: slot ID on a stand-alone device or stack ID in a stack.

· Type: C indicates a single-core patch.

· State: patch status.

· Running: The patch is running.

· Deactive: The patch is in inactive state.

· Active: The patch is in active state.

· Count: number of patch units.

After the patch is installed, check the following items:

· Check that the patch name is the same as the name of the required patch. If an incorrect patch is loaded, load the correct one.

· Check the patch status.

· If the patch is in Running state, the patch is working properly.

· If the patch is in Deactive state, run the patch active all command in the user view to activate the patch, and run the patch run all command to run the patch. If the patch is still not in Running state, contact Huawei technical support personnel.

If the patch is in Active state, run the patch run all command in the user view to run the patch. If the patch is still not in Running state, contact Huawei technical support personnel.

Step 2 Perform related operations after the patch takes effect.

None.

----End

6  SP Rollback and Verification

Perform an SP rollback if the SP installation fails and you confirm that the SP needs to be rolled back.

6.1  Trigger Conditions

Perform rollback if either of the following conditions is met:

· A patch fails to be installed.

· A new critical alarm is generated.

6.2  Rollback Guidelines

If the patch installation fails and rollback is required, perform the following procedure.

Note that all the steps prior to the step where rollback starts need to be rolled back.

6.3  SP Rollback

Step 1 Delete the SP.

<Quidway> patch delete all 
Warning: The device needs to restart after the patch is deleted. 
This will delete the patch. Are you sure? [Y/N]y..                                                                                  Info: Succeeded in deleting the patch on the master board.........                                                                  Info: Finished deleting the patch. 

Step 2 Restart the switch.

<Quidway> reboot
Step 3 (Optional) Load the previous SP. For details, see 4.3 

REF _EN-US_TOPIC_0169866247-chtext \h
Loading the SP.

Whether this step needs to be performed depends on the result of step 2 in 3.4 

REF _EN-US_TOPIC_0169866243-chtext \h
Verifying the Running Version.

If no patch is running on the device before the upgrade, this step is skipped. If patches have run on the device before the upgrade, load the old patch file.

Step 4 Run the display patch-information command to view patch information. The command output should be the same as the result of step 2 in 3.4 

REF _EN-US_TOPIC_0169866243-chtext \h
Verifying the Running Version.

----End

6.4  Rollback Risk Analysis

	No.*
	Risk*
	Probability* (High/Medium/Low)
	Impact* (High/Medium/Low)
	Countermeasure*

	-
	None
	-
	-
	-


A  Acronyms and Abbreviations

	F
	

	FTP
	File Transfer Protocol

	
	

	S
	

	SFTP
	Secure File Transfer Protocol



