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1  SP Overview

1.1  Basic Information

Table 1-1 Basic information about S2700&S3700&5700&S6700 V100R006SPH052

	SP Name
	V100R006SPH052

	Product Version
	S2700 V100R006C00SPC500
S3700 V100R006C00SPC500
S2700 V100R006C00SPC800
S3700 V100R006C00SPC800
S2700 V100R006C01SPC100
S3700 V100R006C01SPC100
S2700 V100R006C03
S3700 V100R006C03
S2700 V100R006C03SPC100
S3700 V100R006C03SPC100
S2700 V100R006C05
S3700 V100R006C05

	Digital Signature
	S2700_V100R006SPH052.pat
	S2700_V100R006SPH052.pat.asc

	
	S3700_V100R006SPH052.pat
	S3700_V100R006SPH052.pat.asc

	Release Date
	2022-12-28

	Compatibility with Other Patches
	The SPs of the S2700&S3700&S5700&S6700 are released based on the R version and each version is compatible with the earlier versions. You only need to install the latest SP, without considering about the version of the SP that is running currently (except for informal patches and emergency patches).
If an informal patch or emergency patch is running on the system and the latest commercial patch cannot be installed directly, delete the currently running patch, install the latest commercial patch, and restart the device. Otherwise, unexpected problems may occur. For example, resource leaks occur or some issues may fail to be resolved.


[image: image4.png][0 NOTE




To prevent a software package from being maliciously tampered with during transmission or storage, download the corresponding digital signature file for integrity verification when downloading the software package.

After the software package is downloaded, verify its PGP digital signature according to the OpenPGP Signature Verification Guide. If the software package fails the verification, do not use the software package, and contact Huawei technical support engineers.

Before a software package is used in installation or upgrade, its digital signature also needs to be verified according to the OpenPGP Signature Verification Guide to ensure that the software package is not tampered with.

Visit either of the following websites to obtain the OpenPGP Signature Verification Guide:

Carrier customers: http://support.huawei.com/carrier/digitalSignatureAction
Enterprise customers: https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054
1.2  Impact of the SP

Impact on the System During Installation

None.

Impact on the System After Installation

None.

1.3  Version Compatibility Requirements

The web file in the system software corresponding to this patch is not updated. To obtain a web page file, visit http://support.huawei.com/enterprise, and download software according to product models and version names. The software contains the web page file, which is named in the format of product name-software version.web page file version.web.7z.

1.4  Virus Scanning Result

This software package has been scanned by antivirus software and no virus is found. For detailed scanning information, see "Virus Scan Report" of the corresponding device model.

2  Resolved Issues

2.1  V100R006SPH052

2.1.1  A Device Restarts When LLDP Information Is Queried

	Trouble Ticket Number
	DTS2022101316235

	Symptom
	There is a low probability that a device restarts when LLDP information is queried.

	Condition
	There is a low probability that this problem occurs when LLDP information is queried.

	Impact
	Service functions are affected.

	Severity
	Major

	Root Cause
	An error occurs in the LLDP linked list access process.

	Solution
	The error in the LLDP linked list access process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, and S2710

	Fixed Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, and S2710

	Precaution
	None


2.2  V100R006SPH051

2.2.1  A Client Cannot Establish a TCP Connection with a Device Functioning as a TCP Server

	Trouble Ticket Number
	DTS: DTS2021120725377

	Symptom
	A client cannot establish a TCP connection with a device functioning as a TCP server.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· The device functions as a TCP server.
· The device receives TCP SYN packets that carry an option whose value is 31.

	Impact
	When the device functions as a TCP server, related services on the device are affected.

	Severity
	Major

	Root Cause
	When receiving TCP SYN packets with option 31, the device incorrectly considers that the TCP option is not supported and discards the packets. As a result, the TCP connection fails to be established.

	Solution
	When receiving TCP SYN packets with option 31, the device correctly identifies the TCP option as a supported TCP option and processes the packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	None


2.3  V100R006SPH038

2.3.1  A Card on a Device Fails to Be Reset

	Trouble Ticket Number
	DTS: DTS2020042807683

	Symptom
	There is a low probability that a card on a device fails to be reset.

	Condition
	There is a low probability that this problem occurs when the device is running properly.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in the card reset process.

	Solution
	The error in the card reset process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, power cycle the device, and then install the patch.


2.3.2  Different Switches Have the Same Engine ID of the Local SNMP Agent

	Trouble Ticket Number
	DTS: DTS2020082107766

	Symptom
	Different switches have the same engine ID of the local SNMP agent.

	Condition
	There is a low probability that this problem occurs when the display snmp-agent local-engineid command is run in any view to display the engine ID of the local SNMP agent.

	Impact
	Device management by the NMS is affected.

	Severity
	Minor

	Root Cause
	When a switch restarts, it generates an engine ID consisting of a fixed character string and a four-byte random value for the local SNMP engine. There is a low probability that two switches generate the same random value.

	Solution
	The switch has been enabled to generate an engine ID consisting of a fixed character string and its MAC address for the local SNMP agent.

	Solution Impact
	After the engine ID of the local SNMP agent is changed, the switch may fail to be managed by the NMS.

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	If the problem has occurred, activate the patch and then run the snmp-agent local-engineid engineid command in the system view to configure a new engine ID for the local SNMP agent. The SNMPv3 user corresponding to the original engine ID will be deleted and needs to be reconfigured.


2.3.3  Traffic Forwarding on a Device Is Abnormal

	Trouble Ticket Number
	DTS: DTS2020091501998

	Symptom
	Traffic forwarding is abnormal.

	Condition
	There is a possibility that this problem occurs when a device has been running for a long time.

	Impact
	Services are affected.

	Severity
	Major

	Root Cause
	An error occurs in the forwarding engine process.

	Solution
	The error in the forwarding engine process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch, and then restart the device.


2.3.4  The Patch Version Information Queried Through SNMP Is Empty

	Trouble Ticket Number
	DTS: DTS2020111108063

	Symptom
	The patch version information queried on the NMS through SNMP is empty.

	Condition
	This problem occurs when the following conditions are met:
1. A switch transfers a patch file through SFTP.
2. The patch is installed.
3. The patch version is queried through the MIB object hwPatchVersion (OID: 1.3.6.1.4.1.2011.5.25.19.1.8.5.1.1.4).

	Impact
	The patch version information cannot be queried on the NMS.

	Severity
	Minor

	Root Cause
	When the patch file is transferred through SFTP, the switch does not update the data of the hwPatchVersion object. As a result, the patch version information cannot be queried on the NMS.

	Solution
	The device has been enabled to return the correct patch version information to the NMS if the SNMP query fails.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	None


2.3.5  A Device Restarts

	Trouble Ticket Number
	DTS: DTS2018091908130

	Symptom
	A device restarts.

	Condition
	There is a low probability that this problem occurs when the device has been running for a long time.

	Impact
	Services are affected.

	Severity
	Major

	Root Cause
	An exception occurs in task scheduling.

	Solution
	The exception in task scheduling is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can only prevent this problem.


2.4  V100R006SPH036

2.4.1  The CPU Usage of a Device Is High or Protocol Flapping Occurs

	Trouble Ticket Number
	DTS: DTS2021030100688

	Symptom
	The CPU usage of a device is high or protocol flapping occurs.

	Condition
	There is a possibility that this problem occurs when the CPU processes a large number of protocol packets.

	Impact
	Services are affected.

	Severity
	Major

	Root Cause
	An error occurs in the channel used by the CPU to process protocol packets.

	Solution
	The error in the channel used by the CPU to process protocol packets is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch, and then restart the device.


2.4.2  The hwCfgLogEntry Table Queried by the NMS Contains SNMP Community Names

	Trouble Ticket Number
	DTS: DTS2019110609868

	Symptom
	The hwCfgLogEntry table queried by the NMS contains SNMP community names.

	Condition
	This problem occurs when the NMS queries the hwCfgLogEntry table.

	Impact
	The hwCfgLogEntry table records SNMP community names, which should not be recorded.

	Severity
	Minor

	Root Cause
	The hwCfgLogEntry table records the community names of SNMP users.

	Solution
	The hwCfgLogEntry table does not record the community names of SNMP users.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05, V100R006C03

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.4.3  A Memory Exception Occurs on a Device

	Trouble Ticket Number
	DTS: DTS2021022002811

	Symptom
	A memory exception occurs on a device.

	Condition
	There is an extremely low probability that this problem occurs when the device has been running for a long time.

	Impact
	Services are affected.

	Severity
	Major

	Root Cause
	An error occurs in the memory allocation process.

	Solution
	The error in the memory allocation process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, and S3700-52P series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can only prevent this problem. However, if the problem has occurred, install the patch, and then restart the device or perform an active/standby switchover.


2.5  V100R006SPH035

2.5.1  The System Software for Next Startup Fails to Be Configured Using a Command

	Trouble Ticket Number
	DTS: DTS2019062514558

	Symptom
	The system software for next startup fails to be configured using a command.

	Condition
	There is a low probability that this problem occurs when the startup system-software command is run.

	Impact
	The system software for next startup cannot be configured.

	Severity
	Major

	Root Cause
	An error occurs when the system software for next startup is configured.

	Solution
	The error occurring when the system software for next startup is configured is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-SI and S2700-EI series switches, and the patch fixes the problem on all these switches.

	Precaution
	None


2.5.2  A Switch Cannot Discover LLDP Neighbors When the TLV in the Received LLDPDUs Is the Reserved Field Defined by IEEE 802.1

	Trouble Ticket Number
	DTS: DTS2019061209683

	Symptom
	The switch cannot discover LLDP neighbors and frequently prints logs.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The TLV in LLDPDUs received by the switch is none of the Port VLAN ID, Port And Protocol VLAN ID, VLAN Name, and Protocol Identity defined by IEEE 802.1.

	Impact
	The LLDP function is abnormal.

	Severity
	Minor

	Root Cause
	An error occurs when the switch process LLDPDUs with the TLV being the reserved field defined by IEEE 802.1.

	Solution
	The error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-SI, S2700-EI, S2700-52P, and S2710 series switches, and the patch fixes the problem on all these switches.

	Precaution
	None


2.6  V100R006SPH033

2.6.1  The Password Used to Enter the BootROM Menu of a Switch Can Be Changed Using a Command

	Trouble Ticket Number
	DTS: DTS2019033001456

	Symptom
	The password used to enter the BootROM menu of a switch can be changed using a command.

	Condition
	This problem occurs when the bootrom password change command is run on a switch to change the password used to enter the BootROM menu.

	Impact
	The password used to enter the BootROM menu is changed.

	Severity
	Major

	Root Cause
	The bootrom password change command is incorrectly registered.

	Solution
	The bootrom password change command is deleted.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, and S2710 series switches. The patch fixes the problem on all these switches.

	Precaution
	None


2.6.2  The Status of the LLDP Trap Function Is Incorrectly Displayed

	Trouble Ticket Number
	DTS: DTS2019022704284

	Symptom
	The status of the LLDP trap function is incorrectly displayed.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The LLDP trap function is disabled on the switch.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the process of obtaining the status of the LLDP trap function.

	Solution
	The error in the process of obtaining the status of the LLDP trap function is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, and S2710 series switches. The patch fixes the problem on all these switches.

	Precaution
	None


2.6.3  Incorrect MAC Address Entries Are Learned When VLAN Mapping Is Configured

	Trouble Ticket Number
	DTS: DTS2019032904079

	Symptom
	The VLAN ID in a MAC address entry learned by a switch is incorrect.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· VLAN mapping is configured on a switch.
· The value of map-vlan is greater than 128.

	Impact
	Traffic is incorrectly forwarded.

	Severity
	Minor

	Root Cause
	An error occurs in the MAC address entry learning process.

	Solution
	The error in the MAC address entry learning process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-EI series switches, and the patch fixes the problem on all these switches.

	Precaution
	None


2.7  V100R006SPH032

2.7.1  After a Switch Having IPSG and DAI Configured Restarts, Authorized Users Cannot Connect to the Network

	Trouble Ticket Number
	DTS: DTS2018071308027

	Symptom
	Authorized users cannot connect to the network.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
1. IPSG and DAI are configured in a VLAN.
2. DHCP snooping is configured in the VLAN and the Eth-Trunk is configured as a trusted interface.
3. The device restarts.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs in the Eth-Trunk interface processing when the device restarts.

	Solution
	The error in the Eth-Trunk interface processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-EI series switches, and the patch fixes the problem on all these switches.

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then delete and reconfigure IPSG and DAI.


2.8  V100R006SPH031

2.8.1  A Switch Functioning as an HTTPS Server Restarts Due to Memory Exhaustion

	Trouble Ticket Number
	DTS: DTS2017072803777

	Symptom
	The switch restarts.

	Condition
	There is a low probability that this problem occurs when a switch enabled with the HTTPS service receives error packets.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	A logic error occurs in memory allocation processing when the switch functions as an HTTPS server. As a result, the switch restarts due to memory exhaustion.

	Solution
	The switch correctly processes memory allocation.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S2700-EI, S2700-SI, S2710, S3700-28TP, S3700-52P

	Precaution
	None


2.8.2  When GE Interfaces Are Used, the QinQ Function Does Not Take Effect on Some Interfaces

	Trouble Ticket Number
	DTS: DTS2016111006020

	Symptom
	Layer 2 traffic forwarding fails.

	Condition
	This problem occurs when the following conditions are met:
· The QinQ function is configured on GE interfaces of a switch.
· Interface GigabitEthernet0/0/3 or GigabitEthernet0/0/4 is used.
· The VLAN ID in the packets is different from the default VLAN ID of the interface.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	The interface has a forwarding entry error.

	Solution
	The forwarding entry error of the interface is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2728P-EI series switches, and the patch fixes the problem on all these switches.

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.8.3  After Remote Port Mirroring Is Configured on a Switch and the Switch Is Restarted with the Configuration Saved, the Configuration Is Lost

	Trouble Ticket Number
	DTS: DTS2018020509935

	Symptom
	The remote port mirroring configuration is lost after the switch is restarted.

	Condition
	This problem occurs when the following conditions are met:
4. Remote port mirroring is configured.
5. The switch is restarted with the configuration saved.

	Impact
	Remote port mirroring does not take effect.

	Severity
	Minor

	Root Cause
	An error occurs in saving the remote port mirroring configuration.

	Solution
	The error in saving the remote port mirroring configuration is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-52P series switches, and the patch fixes the problem on all these switches.

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then reconfigure remote observing ports and port mirroring.


2.8.4  Terminals Fail to Access the Network When 802.1X Authentication Is Configured on a Switch

	Trouble Ticket Number
	DTS: DTS2017091303063

	Symptom
	Terminals fail to access the network when 802.1X authentication is configured on a switch.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· 802.1X authentication is configured on a switch.
· The dot1x port-method command is run on the switch to enable interface-based 802.1X authentication.
· During authentication, terminals receive 802.1X multicast authentication request packets from the switch.

	Impact
	802.1X authentication for terminals fails.

	Severity
	Major

	Root Cause
	During authentication, terminals receive 802.1X multicast authentication request packets from the switch.

	Solution
	The undo dot1x mc-trigger command is run to disable the switch from sending 802.1X multicast authentication request packets during terminal authentication.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, and S2710 series switches. The patch fixes the problem on all these switches.

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and run the undo dot1x mc-trigger command. Then the terminals need to go online again.


2.8.5  When 802.1X Users Log Out Through an Interface, the Interface Goes Down, Causing the Restart of the Switch

	Trouble Ticket Number
	DTS: DTS2018020501412

	Symptom
	When 802.1X users log out through an interface, the interface goes Down, causing the restart of the switch.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· 802.1X users log out through an interface.
· The interface goes Down.

	Impact
	The switch restarts unexpectedly.

	Severity
	Major

	Root Cause
	An error occurs in the user logout process.

	Solution
	The error in the user logout process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	The problem may occur on the S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, and S2710 series switches. The patch fixes the problem on all these switches.

	Precaution
	None


2.9  V100R006SPH030

2.9.1  Users Fail to Access the Network After the Authorization Server Authorizes ACL Rules

	Trouble Ticket Number
	DTS: DTS2017021701808

	Symptom
	When an authorization server authorizes ACL rules to users, the users cannot access the network.

	Condition
	This problem occurs when the following conditions are met:
6. Users go online successfully.
7. The authorization server authorizes ACL rules to users. The ACL rules discard all IP packets.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs in rule processing.

	Solution
	The error in rule processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	This patch can prevent this bug. However, if the bug has occurred, the users need to go online again after the patch is activated.


2.9.2  A Switch Drops the DHCP Packets with UDP Checksum Error

	Trouble Ticket Number
	DTS: DTS2017031414226

	Symptom
	Terminals fail to obtain IP addresses.

	Condition
	This problem occurs when the following conditions are met:
· The DHCP service is enabled on a switch.
· The switch receives a DHCP packet with UDP checksum error.

	Impact
	Terminals cannot access the network.

	Severity
	Minor

	Root Cause
	When a switch detects the UDP checksum error in DHCP packets, the switch drops the packets.

	Solution
	The dhcp udp-checksum disable command is added to disable the switch from verifying the UDP checksum in DHCP packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-28TP

	Precaution
	After DHCP is enabled on a switch, the switch verifies the UDP checksum of the DHCP packets. Run the dhcp udp-checksum disable command to disable the check and the undo dhcp udp-checksum disable command to enable the check.


2.9.3  A Switch Drops the DHCP Packet with Incorrect Magic Cookie Field

	Trouble Ticket Number
	DTS: DTS2017011710655

	Symptom
	Terminals fail to obtain IP addresses.

	Condition
	The Magic Cookie field in received DHCP packets does not comply with RFC1497.

	Impact
	Terminals cannot access the network.

	Severity
	Minor

	Root Cause
	The Magic Cookie field in the DHCP packets sent by some terminals does not comply with RFC1497, and these packets are dropped by the switch.

	Solution
	The switch supports the DHCP packets carrying customized Magic Cookie field, so the switch can forward these packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-28TP

	Precaution
	None


2.9.4  A Switch with DHCP Snooping Configured Drops the DHCP Packet of Which the hops Value Is Greater than 16

	Trouble Ticket Number
	DTS: DTS2017031803222

	Symptom
	Terminals fail to obtain IP addresses.

	Condition
	The hops value in the DHCP packet received by a switch with DHCP snooping configured is greater than 16.

	Impact
	Terminals cannot access the network.

	Severity
	Minor

	Root Cause
	When detecting that the hops value in a DHCP packet is greater than 16, the switch drops the packet.

	Solution
	After DHCP snooping is configured, the switch does not check the hops value.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-28TP

	Precaution
	None


2.9.5  When Pinging the Domain Name of a Target Host, a Switch Restarts

	Trouble Ticket Number
	DTS: DTS2017031302224
Vulnerability: HWPSIRT-2016-10029

	Symptom
	The switch restarts.

	Condition
	There is a low probability that this problem occurs when the ping host command is run in any view and the host value is a domain name of a target host.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	A logical error occurs when a switch pings the domain name of a target host.

	Solution
	The logical error in pinging the domain name of a target host is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.9.6  After a Switch Restarts, Forcible PoE Powering Fails

	Trouble Ticket Number
	DTS: DTS2017041302840

	Symptom
	Forcible PoE powering on an interface fails.

	Condition
	This problem occurs when the following conditions are met:
8. The poe force-power command is run in the interface view.
9. The switch restarts.

	Impact
	Configuration does not take effect.

	Severity
	Minor

	Root Cause
	An error occurs in the restoration of the forcible power configuration.

	Solution
	The error in the restoration of the forcible power configuration is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.9.7  When a Switch Receives Invalid VRRP Packets, the Switch Has a High CPU Usage

	Trouble Ticket Number
	DTS: DTS2017033003545

	Symptom
	The CPU usage of a switch reaches 90%.

	Condition
	There is a high probability that this problem occurs when a switch receives a large number of VRRP packets that are not generated by the local switch.

	Impact
	User service is affected.

	Severity
	Minor

	Root Cause
	An error occurs in the VRRP packet sending and receiving process.

	Solution
	The vrrp illegal-packet drop command is added to drop the VRRP packets not generated by the local switch. The VRRP packet sending and receiving process is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-28TP, S3700-52P

	Precaution
	The patch adds the vrrp illegal-packet drop command to the system view to optimize the VRRP packet sending and receiving process.


2.9.8  A Memory Leak Occurs When the display adp-ipv4 Command Is Run

	Trouble Ticket Number
	DTS: DTS2017042108844

	Symptom
	A memory leak occurs on the switch.

	Condition
	The display adp-ipv4 command is run in the diagnostic view.

	Impact
	Continuous memory leak will cause the switch to restart.

	Severity
	Minor

	Root Cause
	A logical error occurs in the display adp-ipv4 command execution, so allocated memory is not released.

	Solution
	The logical error in the display adp-ipv4 command execution is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch or perform an active/standby switchover.


2.9.9  When Both Active/Standby RADIUS Servers Are Available, Authentication Requests Are Not Sent to the Active Server

	Trouble Ticket Number
	DTS: DTS2017040509960

	Symptom
	When both active/standby RADIUS servers are available, authentication requests are not sent to the active server and users go online slowly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
10. 802.1X EAP authentication is configured for clients.
11. Active/standby RADIUS servers are configured in the RADIUS template.
12. When an 802.1X user is going online, the RADIUS server does not respond and a switchover occurs between the servers.

	Impact
	The switch does not send authentication requests to the active server, and users go online after a long delay.

	Severity
	Minor

	Root Cause
	An error occurs in the switchover between active/standby RADIUS servers.

	Solution
	The error in the switchover between active/standby RADIUS servers is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch or delete and reconfigure the active server.


2.10  V100R006SPH029

2.10.1  The NMS Software Fails to Access a Switch Using the SNMPv3 AES128 Protocol

	Trouble Ticket Number
	DTS: DTS2016090600787

	Symptom
	The NMS software fails to access a switch.

	Condition
	The NMS software attempts to access a switch using the SNMPv3 AES128 protocol.

	Impact
	Users cannot manage the switch using the NMS software.

	Severity
	Minor

	Root Cause
	The switch incorrectly processes the SNMPv3 AES128 protocol.

	Solution
	The switch correctly processes the SNMPv3 AES128 protocol.

	Solution Impact
	The switch can be managed by the NMS software using the SNMPv3 AES128 protocol.

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.10.2  A Memory Leak Occurs When IS-IS is Configured and Deleted on the Switch

	Trouble Ticket Number
	DTS: DTS2016091402801
Vulnerability: HWPSIRT-2016-08020

	Symptom
	A 2048-byte memory leak occurs.

	Condition
	There is a low probability that this problem occurs when IS-IS is repeatedly configured and deleted.

	Impact
	Memory is exhausted, causing the switch to restart.

	Severity
	Major

	Root Cause
	There are packets in the packet receiving cache of the socket when IS-IS is deleted, and memory occupied by these packets is not released.

	Solution
	If there are packets in the packet receiving cache of the socket when IS-IS is deleted, the switch releases memory occupied by these packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-28TP, S3700-52P

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then perform an active/standby switchover or restart the switch.


2.10.3  When a User Logs In to a Switch Using HTTPS, the Switch Restarts

	Trouble Ticket Number
	DTS: DTS2016100809648
Vulnerability: CVE-2016-2177

	Symptom
	The switch restarts.

	Condition
	There is a low probability that this problem occurs when a user logs in to a switch using HTTPS.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	When a user logs in using HTTPS, a memory data processing error occurs during negotiation, causing memory overwriting.

	Solution
	The memory data processing error during negotiation is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.10.4  Clients Use Forged RSA Signatures to Log In to a Switch Through SSH

	Trouble Ticket Number
	DTS: DTS2016101101674
Vulnerability: CVE-2014-1568

	Symptom
	Clients can use a forged RSA signature to log in to a switch through SSH.

	Condition
	There is a low probability that this problem occurs when clients log in to a switch using SSH.

	Impact
	Attackers can pass the identity verification to log in to the switch.

	Severity
	Minor

	Root Cause
	The switch does not strictly check the SSH login process of clients.

	Solution
	The switch strictly checks the SSH login process of clients.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.10.5  Users Fail to Go Online After Port Security Is Configured on a Switch

	Trouble Ticket Number
	DTS: DTS2016110711619

	Symptom
	A switch cannot learn users' MAC addresses, and users cannot go online.

	Condition
	There is a possibility that the problem occurs when the following conditions are met. The possibility increases when the number of interfaces in step 1 increases.
13. The port-security enable command is executed in the interface view.
14. Default VLAN of the interface is frequently changed.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The message queue processing capability is insufficient.

	Solution
	The message queue processing capability is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.10.6  A Switch Has Protocol Flapping or Is Out of Management When Receiving a Large Number of Packets Destined for the CPU

	Trouble Ticket Number
	DTS: DTS2016110710163

	Symptom
	Protocol flapping occurs or the switch is out-of-management.

	Condition
	There is a low probability that this problem occurs when either of the following conditions is met:
· A switch receives a large number of packets with unknown source MAC addresses.
· The Peak Length field of a VLAN queue reaches 4096.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs when packets are sent to the CPU.

	Solution
	The error in packet sending to the CPU is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, wait until all packets in the VLAN queue are processed or restart the switch, and then activate the patch.


2.10.7  Some IP Phones Cannot Obtain the Correct Voice VLAN ID from a Switch After Going Online

	Trouble Ticket Number
	DTS: DTS2016110700299

	Symptom
	Online IP phones cannot obtain the correct voice VLAN ID.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· The voice-vlan legacy enable command is executed on an interface.
· LLDP is not enabled globally or in the interface view.

	Impact
	IP phones cannot obtain the correct voice VLAN ID.

	Severity
	Major

	Root Cause
	A logic error occurs in voice packet processing.

	Solution
	The logic error in voice packet processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	This patch can prevent this bug. However, if the bug has occurred, the IP phones need to go online again after the patch is activated.


2.10.8  Debugging Information for MAC Address Authentication Has a Low Security

	Trouble Ticket Number
	DTS: DTS2016100901192

	Symptom
	Debugging information for MAC address authentication has a low security.

	Condition
	Debugging is enabled for MAC address authentication.

	Impact
	Authentication information security is low.

	Severity
	Minor

	Root Cause
	Redundant user authentication information is included in debugging information.

	Solution
	Redundant user authentication information is deleted from the debugging information.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.10.9  The 1000BASE-X Optical Interface Cannot Connect to Another Device Using the GE Cooper Transceiver Module

	Trouble Ticket Number
	DTS: DTS2016111600334

	Symptom
	The 1000BASE-X optical interface cannot connect to another device using the GE cooper transceiver module.

	Condition
	The 1000BASE-X optical interface is connected to another device using a GE cooper transceiver module.

	Impact
	Traffic forwarding is abnormal on the 1000BASE-X optical interface with a GE cooper transceiver module installed.

	Severity
	Minor

	Root Cause
	An error occurs on the 1000BASE-X optical interface with a GE cooper transceiver module installed.

	Solution
	The error on the 1000BASE-X optical interface with a GE cooper transceiver module installed is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P

	Precaution
	15. The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then reinstall the GE cooper transceiver module.
16. Cancel loopback before the GE cooper transceiver module is reinstalled.
17. When loopback is configured on the 100/1000BASE-X interface with a GE cooper transceiver module installed, the interface indicator is off.
18. After the patch is uninstalled, the traffic forwarding on the 1000BASE-X optical interface is abnormal.


2.10.10  Users Cannot Log In to a Switch Using Firefox of v39.0 or a Later Version

	Trouble Ticket Number
	DTS: DTS2016103102542

	Symptom
	The Firefox browser displays a secure connection failure, error code: SSL_ERROR_WEAK_SERVER_EPHEMERAL_DH_KEY.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
19. The HTTPS server function is enabled.
20. A user logs in to the switch using Firefox 39.0 or a later version.

	Impact
	Users cannot log in using HTTPS.

	Severity
	Minor

	Root Cause
	The SSL key used by the switch has 1024 bytes, but the Firefox browser of v39.0 and later versions do not support 1024-byte keys, causing an SSL negotiation failure.

	Solution
	The ssl server dh-exchange length { 1024 | 2048 } command is added to the system view to change the SSL key length on the switch to 2048 bytes. The undo ssl server dh-exchange length command is added to restore the default DH key length used by the SSL server. The setting takes effect after the switch restarts with configuration saved.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, run the ssl server dh-exchange length 2048 command, save the configuration, and restart the switch.


2.10.11  The Packets Sent by the SSH Server Are Decrypted

	Trouble Ticket Number
	DTS: DTS2016110306048
Vulnerability: CVE-2015-4000

	Symptom
	When a client uses the SSH protocol to log in to a switch, the encrypted packets sent by the server are decrypted by attackers.

	Condition
	There is a low probability that this problem occurs when clients log in to a switch using SSH.

	Impact
	The packets encrypted and transmitted by SSH can be decrypted by attackers.

	Severity
	Minor

	Root Cause
	During SSH login, the algorithm has a low security.

	Solution
	The ssh server key-exchange { dh_group_exchange_sha1 | dh_group1_sha1 } * command is added to the system view to configure the algorithm list. During SSH login, an algorithm with higher security can be selected. The undo ssh key-exchange command is added to restore the default settings.
The ssh server dh-exchange min-len min-len command is added to set the minimum key length used in Diffie-hellman-group-exchange between SSH server and client. In addition, the undo ssh server dh-exchange min-len command is added to restore the default minimum length of keys in Diffie-hellman-group-exchange between SSH server and client.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.10.12  The EFM Session Flaps After the Switch Receives a Malformed EFM Packet

	Trouble Ticket Number
	DTS: DTS2016121605922
Vulnerability: HWPSIRT-2016-09025

	Symptom
	The display efm session all command is run in any view. The displayed EFM session status changes from detect to discovery.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
21. EFM is enabled in the system view and interface view, and an EFM session is set up.
22. The switch receives a malformed EFM packet.

	Impact
	The EFM session flaps.

	Severity
	Minor

	Root Cause
	Before processing the EFM packet, the switch does not verify the packet.

	Solution
	Before processing the EFM packet, the switch verifies the packet and discards the malformed packet.

	Solution Impact
	None

	Problem Resolved in
	V100C006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.11  V100R006SPH028

2.11.1  A Terminal Is Forced Offline and Cannot Access the Network Due to an ARP Detection Failure

	Trouble Ticket Number
	DTS: DTS2016072609511

	Symptom
	A terminal cannot access the network after going offline.

	Condition
	This problem occurs when the following conditions are met:
· 802.1X bypass authentication or MAC address authentication is enabled on a switch.
· A terminal goes online through MAC address authentication.
· No VLANIF interface is configured for the VLAN through which the terminal goes online, or a created VLANIF interface does not have an IP address.
· The terminal does not respond to the ARP request packets from source IP address 255.255.255.255.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	Some terminals cannot respond to the ARP request packets from source IP address 255.255.255.255, causing an ARP detection failure.

	Solution
	The source IP address of ARP detection packets is changed to 0.0.0.0 or ARP detection is disabled.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	23. The patch can prevent this bug. However, if the bug has occurred, the user needs to go online again after the patch is activated.
24. After activating the patch, run the mac-authen timer offline-detect default ip-address ip-address command to set the source IP address of detection packets to 0.0.0.0 or 255.255.255.255.
25. Alternatively, after activating the patch, run the mac-authen timer offline-detect off command to disable ARP detection for online MAC address authentication users.
26. If the mac-authen timer offline-detect detect-time-value command has been run to set the detection interval, the interval will be restored to the default value after the patch is uninstalled.


2.11.2  When a Switch Has a High CPU Usage, Terminals Cannot Go Online

	Trouble Ticket Number
	DTS: DTS2016080100216

	Symptom
	Terminals fail authentication and cannot go online.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· Terminals attempt to go online through MAC address or 802.1X authentication.
· The CPU usage of a switch exceeds 70%.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	When the CPU usage is high, the switch limits the rate at which terminals go online.

	Solution
	The switch does not limit the rate at which terminals go online when the CPU usage is high.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.3  The IPv6 Neighbor Discovery Packets of Which the Hop Limit Is Not 255 Are Sent to the CPU

	Trouble Ticket Number
	DTS: DTS2016081707787

	Symptom
	A switch receives an IPv6 neighbor discovery packet of which the Hop Limit is not 255. The packet matches the CPCAR of the ND protocol, and is sent to the CPU for processing.

	Condition
	This problem occurs when the following conditions are met:
· IPv6 is enabled on a switch.
· The switch receives an IPv6 neighbor discovery packet of which the Hop Limit is not 255.

	Impact
	Valid IPv6 neighbor discovery packets may be incorrectly processed.

	Severity
	Minor

	Root Cause
	The switch should not process the IPv6 neighbor discovery packets of which the Hop Limit is not 255.

	Solution
	The switch processes only the IPv6 neighbor discovery packets of which the Hop Limit is 255.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then disable and enable IPv6.


2.11.4  Some IP Phones Cannot Obtain Correct IP Addresses from a Switch After Going Online

	Trouble Ticket Number
	DTS: DTS2016071109596

	Symptom
	IP phones fail to obtain IP addresses after going online.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· The voice-vlan mac-address mac-address mask oui-mask [ description text ] command is run in the system view and voice VLAN is enabled on an interface.
· MAC address authentication is enabled on the interface and phones are connected to the switch.

	Impact
	IP phones cannot go online.

	Severity
	Major

	Root Cause
	An error occurs in voice packet processing.

	Solution
	The error in voice packet processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	27. The patch adds the voice-vlan enable include-untagged command to the system view. This command replaces the VLAN tag in MAC address authentication packets with voice VLAN ID. This function is disabled by default.
28. Before IP phones go online, run the voice-vlan mac-address mac-address mask oui-mask [ description text ] command to configure the OUI for voice VLAN.
29. This patch can prevent this problem. However, if the problem has occurred, the IP phones need to go online again after the patch is activated.


2.11.5  The hwPoePdPriorityDifferent Alarm of a Stack Contains an Incorrect Port Name

	Trouble Ticket Number
	DTS: DTS2016090804396

	Symptom
	The hwPoePdPriorityDifferent (OID: 1.3.6.1.4.1.2011.5.25.195.40.16) alarm contains an incorrect port name.

	Condition
	This problem occurs when the following conditions are met:
· A stack is set up.
· A switch supports PoE.
· The non-active switch is connected to a PD of which the priority is different from the port priority.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	An error in the hwPoePdPriorityDifferent alarm processing.

	Solution
	An error in the hwPoePdPriorityDifferent alarm processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.11.6  A Memory Leak Occurs When an SEP Port Receives a Protocol Packet Carrying Multiple TC TLVs

	Trouble Ticket Number
	DTS: DTS2016082207660
Vulnerability: HWPSIRT-2016-04022

	Symptom
	A 32-byte memory leak occurs on the switch.

	Condition
	An SEP port receives a protocol packet carrying multiple TC TLVs.

	Impact
	When memory is exhausted, the switch restarts.

	Severity
	Major

	Root Cause
	SEP applies for memory multiple times when parsing packets, but some memory resources are not released.

	Solution
	All memory resources are released after SEP packet processing.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.11.7  The RSA Key Pair in Default SSL Policy Undergoes Brute Force Cracking

	Trouble Ticket Number
	DTS: DTS2016090800327
Vulnerability: HWPSIRT-2016-05255

	Symptom
	Repeated RSA key pairs are generated in the default SSL policy.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· The power of the switch is turned off and then turned on.
· The HTTP server is enabled and the default SSL policy is used.

	Impact
	The RSA key pair in default SSL policy may be forcibly cracked.

	Severity
	Minor

	Root Cause
	In the default SSL policy, repeated RSA key pairs are generated.

	Solution
	RSA key pairs are generated randomly.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.11.8  Traffic Is Interrupted After an Active/Standby Switchover in a Voice VLAN in Automatic Mode

	Trouble Ticket Number
	DTS: DTS2016072901731

	Symptom
	After the display vlan vlan-id command is run in any view, the Layer 2 interface quits from the VLAN. The vlan-id parameter specifies the ID of the voice VLAN.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
30. The voice-vlan mode auto command is run in a Layer 2 interface view to set the voice VLAN mode to automatic.
31. The Layer 2 interface receives a voice packet, and then a switchover is performed after an aging interval.
32. Another aging interval expires after the switchover is complete.

	Impact
	Traffic is interrupted.

	Severity
	Minor

	Root Cause
	In the automatic mode, the active MPU determines how to handle packets depending on the internal flags. When the voice packet is aged out, the active MPU modifies the internal flag, but the standby MPU does not modify the internal flag.

	Solution
	In the automatic mode, both active and standby MPUs modify the internal flag.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.11.9  An Error Is Displayed When a Switch Obtains the lldpRemManAddrTable Object

	Trouble Ticket Number
	DTS: DTS2016090201136

	Symptom
	The switch can obtain only the LLDP management IP addresses of the interfaces whose index is smaller than that of the interface that is connected to the LLDP neighbor whose management IP address is 0.0.0.0.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· An LLDP neighbor of the switch has the management IP address 0.0.0.0.

	Impact
	The switch cannot obtain the management addresses of some neighbors.

	Severity
	Minor

	Root Cause
	An error occurs in management address parsing.

	Solution
	The error in management address parsing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.10  When Receiving an LLDPDU Carrying a Location ID of Which the Length Is 0, the Switch Cannot Discover Neighbors

	Trouble Ticket Number
	DTS: DTS2016090300619

	Symptom
	A switch cannot discover LLDP neighbors after receiving an LLDPDU.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The length of Location ID in the received LLDPDU is 0.

	Impact
	Users cannot obtain neighbor information.

	Severity
	Minor

	Root Cause
	An error occurs in LLDPDU check process.

	Solution
	The error in LLDPDU check is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.11  When Receiving an LLDPDU Carrying an Inventory TLV of Which the Length Is Longer than 32 Bytes, the Switch Cannot Discover Neighbors

	Trouble Ticket Number
	DTS: DTS2016090300831

	Symptom
	A switch cannot discover LLDP neighbors after receiving an LLDPDU.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The Inventory TLV in the received LLDPDU is longer than 32 bytes.

	Impact
	Users cannot obtain neighbor information.

	Severity
	Minor

	Root Cause
	An error occurs in LLDPDU check process.

	Solution
	The error in LLDPDU check is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.12  When Receiving an LLDPDU Carrying a Protocol Identity of Which the Length Is 255 Bytes, the Switch Cannot Discover Neighbors

	Trouble Ticket Number
	DTS: DTS2016083105276

	Symptom
	A switch cannot discover LLDP neighbors after receiving an LLDPDU.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The length of Protocol Identity in the received LLDPDU is 255 bytes.

	Impact
	Users cannot obtain neighbor information.

	Severity
	Minor

	Root Cause
	An error occurs in LLDPDU check process.

	Solution
	The error in LLDPDU check is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.13  Some Terminals Cannot Set Up LLDP Neighbor Relationships with a Switch

	Trouble Ticket Number
	DTS: DTS2016090701190

	Symptom
	The switch cannot discover LLDP neighbors and frequently prints the logs indicating that invalid packets are received.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The System Capabilities TLV in LLDP packet received by the switch does not comply with standard.

	Impact
	Users cannot obtain neighbor information.

	Severity
	Minor

	Root Cause
	The switch discards the LLDP packets carrying nonstandard System Capabilities TLV.

	Solution
	The switch processes the LLDP packets carrying nonstandard System Capabilities TLV.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.14  When Receiving an LLDPDU Carrying Multiple Port Description TLVs, the Switch Cannot Discover Neighbors

	Trouble Ticket Number
	DTS: DTS2016090607729

	Symptom
	A switch cannot discover LLDP neighbors after receiving an LLDPDU.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· An LLDPDU contains multiple Port Description TLVs.

	Impact
	Users cannot obtain neighbor information.

	Severity
	Minor

	Root Cause
	An error occurs in LLDPDU verification process.

	Solution
	The error in LLDPDU verification process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.15  A Memory Leak Occurs on a Standby Switch After VTY Users Go Offline

	Trouble Ticket Number
	DTS: DTS2016091203149

	Symptom
	VTY users go online and offline in a stack. Memory usage on the standby switch increases.

	Condition
	This problem occurs when the following conditions are met:
· A stack is set up.
· A VTY user goes online and then offline.

	Impact
	The memory usage on the standby switch increases, which may cause the switch to restart.

	Severity
	Major

	Root Cause
	An error occurs when the master switch backs up information to the standby switch.

	Solution
	The error in information synchronization is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the standby switch to release the occupied memory.


2.11.16  When the Active RADIUS Server Is Unreachable, User Authentication Requires a Long Time

	Trouble Ticket Number
	DTS: DTS2016083108075

	Symptom
	When the active RADIUS server is unreachable, user authentication requires a long time.

	Condition
	This problem occurs when the following conditions are met:
· The active and standby RADIUS servers are deployed.
· The active server is unreachable and the standby switch works normally.
· A user goes online through 802.1x authentication.

	Impact
	Users go online after a long delay or fail to go online.

	Severity
	Minor

	Root Cause
	The RADIUS server selection algorithm has a bug.

	Solution
	The RADIUS server selection algorithm is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.17  When the Enable Capabilities Value in an LLDPDU Received by a Switch Is Larger than System Capabilities, LLDP Neighbors Cannot Be Discovered

	Trouble Ticket Number
	DTS: DTS2016092005116

	Symptom
	A switch cannot discover LLDP neighbors after receiving an LLDPDU.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· When the Enable Capabilities value in an LLDPDU received by a switch is larger than System Capabilities, LLDP neighbors cannot be discovered.

	Impact
	Users cannot obtain neighbor information.

	Severity
	Minor

	Root Cause
	An error occurs in LLDPDU check process.

	Solution
	The error in LLDPDU check is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.18  IP Phones Connected to a Switch Restart Unexpectedly

	Trouble Ticket Number
	DTS: DTS2016092007203

	Symptom
	IP phones restarted unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The voice-vlan vlan-id enable command is not executed on the switch.

	Impact
	IP phones repeatedly restart and cannot go online.

	Severity
	Minor

	Root Cause
	An error occurs when the switch encapsulates network policy TLV in LLDP packets.

	Solution
	The error in network policy TLV encapsulation is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then the IP phones will not restart before the switch sends an LLDPDU to the neighbor.


2.11.19  TCP Resources Are Leaked When a Switch Functioning as an FTP Server Transmits Files in the Passive Mode

	Trouble Ticket Number
	DTS: DTS2016091601246
Vulnerability: HWPSIRT-2016-08033

	Symptom
	When the display tcp status command is run in any view, the TCP connection in Close_Wait state is not torn down.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
33. The FTP server function is enabled on a switch.
34. An FTP client logs in to the switch and transmit files in the passive mode.

	Impact
	TCP resources on the switch are leaked, which may cause the functions related to TCP to be invalid.

	Severity
	Minor

	Root Cause
	When a client initiates multiple connection requests in the FTP passive mode, the connections that have been set up are not closed, causing a leak of TCP resources.

	Solution
	In the FTP passive mode, before setting up a new connection, the client closes the connections that have been set up.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, load the patch and then restart the switch.


2.11.20  When Receiving a Malformed SNMP Packet, the Switch Has a Memory Leak

	Trouble Ticket Number
	DTS: DTS2016091803277

	Symptom
	When the switch receives a malformed SNMP packet, a memory leak occurs. The number of leaked bytes is relevant to the packet size. A maximum of 32 bytes are leaked.

	Condition
	There is a low probability that this problem occurs when the switch receives a malformed SNMP packet.

	Impact
	Continuous memory leak will cause the switch to restart.

	Severity
	Major

	Root Cause
	A logical error occurs when the switch processes the malformed SNMP packet, so memory is not released.

	Solution
	The logical error in malformed packet processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.11.21  The lldpRemManAddrTable Object Information Is Incorrectly Displayed When the NMS Tool Obtains It

	Trouble Ticket Number
	DTS: DTS2016092011367

	Symptom
	The lldpRemManAddrTable object information is incorrectly displayed when the NMS tool obtains it.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· An active/standby switchover occurs in a stack formed by more than four switches.

	Impact
	The switch cannot obtain the management addresses of some neighbors.

	Severity
	Minor

	Root Cause
	An error occurs in LLDP neighbor information parsing for a stack.

	Solution
	The error in LLDP neighbor information parsing for a stack is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.11.22  A Non-standard PD Connected to a PoE-enabled Switch Port Cannot Be Powered On in Forcible Powering Mode

	Trouble Ticket Number
	DTS: DTS2016091900740

	Symptom
	A non-standard PD cannot be powered on.

	Condition
	This problem occurs when the following conditions are met:
· A switch supports PoE.
· Forcible powering is enabled on an interface.
· The interface is connected to a non-standard PD.

	Impact
	The non-standard PD cannot work.

	Severity
	Minor

	Root Cause
	An error occurs when the switch powers non-standard PDs.

	Solution
	The error in powering non-standard PDs is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.11.23  The Timer Resources on the Standby Switch in a Stack Are Leaked

	Trouble Ticket Number
	DTS: DTS2016092308241

	Symptom
	The timer resources on the standby switch in a stack are leaked.

	Condition
	This problem occurs when the following conditions are met:
· A stack has been set up.
· The dot1x authentication is configured on interface.
· The interface goes Down, and then Up after 10 seconds.

	Impact
	When the display timer used-by eap-task-id slot slave-slot-id command is executed in the diagnostic view, the command output shows that a timer in DELETED state exists on the standby switch. The timer resource allocation may fail, causing abnormal service running.

	Severity
	Minor

	Root Cause
	The timer on the standby switch is incorrectly processed.

	Solution
	The timer on the standby switch is correctly processed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the standby switch to release the timer resource.


2.11.24  The Users Connected to a Switch Are Added to the Guest VLAN After Passing 802.1X Authentication

	Trouble Ticket Number
	DTS: DTS2016092305475

	Symptom
	The users connected to a switch are added to the guest VLAN after passing 802.1X authentication.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· 802.1X authentication is enabled on an interface.
· 802.1X guest VLAN is configured on an interface.
· Users are frequently added to and deleted from the guest VLAN.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs when users are deleted from the guest VLAN.

	Solution
	The error in user deletion from the guest VLAN is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and the users need to go online again.


2.12  V100R006SPH027

2.12.1  After a User Is Switched from an Interface with Sticky MAC Enabled to Another Interface, No MAC Flapping Trap Is Reported for the User

	Trouble Ticket Number
	DTS: DTS2013041207753

	Symptom
	After a user is switched to another interface, no MAC flapping trap is reported for the user.

	Condition
	This problem occurs when the following conditions are met:
· Sticky MAC is enabled on the interface.
· A user connects to this interface and learns sticky MAC entries, and then connects to another interface.

	Impact
	Users incorrectly determine service status.

	Severity
	Minor

	Root Cause
	A logic error occurs in sticky MAC flapping trap processing.

	Solution
	The mac-address flapping detection sticky command is added to fix the logic error in sticky MAC flapping trap processing.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-52P, S2710

	Precaution
	35. The patch adds the following commands to the system:
· mac-address flapping detection sticky: enables sticky MAC flapping trap.
· undo mac-address flapping detection sticky: disables sticky MAC flapping trap.
36. By default, sticky MAC flapping trap is not enabled.
37. The commands are not supported in a stack.


2.12.2  After a User Is Switched from an Interface with Sticky MAC Enabled to Another Interface, Port Security Protection Action and Traps Cannot Take Effect

	Trouble Ticket Number
	DTS: DTS2016040602519

	Symptom
	After a user is switched to another interface, port security action and traps cannot take effect.

	Condition
	This problem occurs when the following conditions are met:
· Sticky MAC is enabled on an interface and the port security action is restrict or shutdown.
· A user connects to this interface and learns sticky MAC entries, and then connects to another interface.
· The number of sticky MAC entries learned by the later interface reaches the upper limit.

	Impact
	Users incorrectly determine service status.

	Severity
	Minor

	Root Cause
	A logic error occurs in sticky MAC processing.

	Solution
	The logic error in sticky MAC processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then perform the following operations:
1. Run the undo mac-address sticky command to delete all sticky MAC entries. The switch needs to relearn sticky MAC entries.
2. Run the mac-address flapping detection sticky command to enable sticky MAC flapping trap.
3. Set the port security action to restrict or shutdown.


2.12.3  Users Cannot Access the Network After Reauthentication

	Trouble Ticket Number
	DTS: DTS2016032407554

	Symptom
	Users cannot access the network after reauthentication.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
38. Authentication is enabled on an interface.
39. Reauthentication is performed.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	MAC address entries are incorrectly processed during reauthentication.

	Solution
	MAC address entries are correctly processed during reauthentication.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch and then delete the problematic MAC address entries. Services are recovered after users are reauthenticated.


2.12.4  A Switch Restarts Unexpectedly When It Reports a MAC Address Flapping Alarm

	Trouble Ticket Number
	DTS: DTS2016042806648

	Symptom
	A switch restarts unexpectedly when it reports a MAC address flapping alarm.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
40. The loop-detect eth-loop alarm-only command is configured in the VLAN view to enable MAC address flapping detection in a VLAN.
41. MAC address flapping occurs in the VLAN.

	Impact
	The switch restarts.

	Severity
	Minor

	Root Cause
	An error occurs in memory processing when the switch reports a MAC address flapping alarm.

	Solution
	The error in memory processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.12.5  A Switch Has a High CPU Usage After Loading the Web File and Restarting

	Trouble Ticket Number
	DTS: DTS2016050901272

	Symptom
	After a switch restarts, the CPU usage is about 7% higher than usual.

	Condition
	This problem occurs when the following conditions are met:
42. The http server load file-name command is run in the system view to load the web file.
43. The HTTP server is disabled.
44. The switch is restarted with the configuration saved.

	Impact
	Memory usage is high.

	Severity
	Minor

	Root Cause
	After the HTTP server is disabled, the switch loads the web file during restart.

	Solution
	When the HTTP server is disabled, the switch does not load the web file during restart.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.12.6  When a BGP Route Using a VLANIF Interface as an Outbound Interface Is Updated, Memory Usage Keeps Increasing

	Trouble Ticket Number
	DTS: DTS2016041405985

	Symptom
	The memory usage keeps increasing.

	Condition
	This problem occurs when the following conditions are met:
45. The BGP peer relationship is established between two indirectly-connected interfaces.
46. Two or more equal-cost routes are configured between two BGP peers, and at least one of them has a VLANIF interface as the outbound interface.
47. The FIB table on the switch is updated.

	Impact
	The switch stability is affected, which may cause the restart of the switch.

	Severity
	Major

	Root Cause
	During FIB table update, the switch repeatedly creates a reverse mapping relationship when receiving the next-hop group update message, and repeatedly applies for memory.

	Solution
	The switch creates a reverse mapping relationship only when adding the next-hop group, but does not create it when receiving the next-hop group update message.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the reset slot slot-id command in the user view to reset the problematic LPU.


2.12.7  A Switch Forwards Packets to the DHCP Snooping Trusted Ports in Down State

	Trouble Ticket Number
	DTS: DTS2016041100477

	Symptom
	DHCP snooping is configured on a switch. When the physical status of a trusted port is Down, the port still receives a large number of DHCP request packets, causing a high CPU usage.

	Condition
	This problem occurs when the following conditions are met:
· DHCP snooping is configured on a switch, and the switch has multiple trusted ports. The physical status of a trusted port is Down.
· The DHCP snooping port receives a large number of DHCP request packets.

	Impact
	The switch has a high CPU usage, and DHCP clients cannot go online.

	Severity
	Minor

	Root Cause
	After a switch with DHCP snooping configured receives a DHCP request packet, it copies the packet to all trusted ports without determining whether their physical status is Down. When there are many trusted ports, the switch has a high CPU usage.

	Solution
	When the physical status of a DHCP snooping trusted port is Down, the port does not forward DHCP request packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.13  V100R006SPH026

2.13.1  The BFD Session in a Stack Flaps

	Trouble Ticket Number
	DTS: DTS2016012109183

	Symptom
	The BFD session flaps.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· A stack is set up.
· A BFD session is created.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in BFD packet processing.

	Solution
	The error in BFD packet processing is rectified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.13.2  After a Logical Interface Is Deleted, Routing Information on Another Interface Is Incorrectly Deleted

	Trouble Ticket Number
	DTS: DTS2016021703004

	Symptom
	Routing information on an interface is incorrectly deleted.

	Condition
	There is a low probability that this problem occurs when the following condition is met:
The undo interface interface-type interface-number command is executed in the system view to delete a logic interface with a private network address configured.

	Impact
	Traffic over the deleted route is interrupted.

	Severity
	Minor

	Root Cause
	A logic error occurs when the switch is processing the undo interface interface-type interface-number command. As a result, the switch deletes routing information on another interface, causing a traffic interruption over the deleted route.

	Solution
	The logic error is fixed, so the switch does not delete routing information on other interfaces.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.13.3  A Memory Leak Occurs When a Switch Acts as a Telnet Server

	Trouble Ticket Number
	DTS: DTS2016013005037

	Symptom
	A 2048-byte memory leak occurs on the switch.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
48. The screen-length 0 command is executed in the user view to display command output on a screen.
49. A user logs in to the switch using Telnet, and run a command of which the output information exceeds 200 lines.

	Impact
	The available memory size is reduced.

	Severity
	Minor

	Root Cause
	A logic error occurs when the switch is outputting much information. As a result, the switch does not release memory.

	Solution
	The logic error is fixed, and memory is released.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.13.4  A Switch Restarts When Receiving Long DNS Packets

	Trouble Ticket Number
	DTS: DTS2016021603598
Vulnerability: HWPSIRT-2015-12046

	Symptom
	The switch restarts.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
1. The debugging dns command is executed in the user view to enable DNS debugging.
2. The switch receives a DNS response packet carrying a long DNS domain name.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	When processing the DNS response packet carrying a long domain name, the switch fails to print DNS debugging information and restarts.

	Solution
	The switch verifies domain name length when processing DNS response packets. When a domain name is too long, the switch prints parts of DNS debugging information.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.13.5  The System Clock Goes Fast

	Trouble Ticket Number
	DTS: DTS2016022304930

	Symptom
	The system clock of a switch goes about 100 times faster than standard time.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· A Network Time Protocol (NTP) server is specified using the ntp-service unicast-server ip-address command in the system view.
· An NTP peer is configured using the ntp-service unicast-peerip-address command in the system view.

	Impact
	An error occurs in system clock adjustment.

	Severity
	Minor

	Root Cause
	The NTP incorrectly updates the system clock, causing an error in system clock adjustment.

	Solution
	The NTP correctly updates the system clock.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.13.6  The CPU Usage of a Switch Is High When Physical Memory of the Switch Is Faulty

	Trouble Ticket Number
	DTS: DTS2015120310329

	Symptom
	The CPU usage of a switch stays at 99%.

	Condition
	There is a low probability that this problem occurs when the physical memory is faulty.

	Impact
	The system stability degrades.

	Severity
	Minor

	Root Cause
	When the physical memory is faulty, system task scheduling is abnormal, causing a high CPU usage.

	Solution
	The system task scheduling process is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.13.7  The Source Address of the BFD Session Matching a Blackhole Route Is 0

	Trouble Ticket Number
	DTS: DTS2016022405802

	Symptom
	The BFD session flaps.

	Condition
	This problem occurs when the following conditions are met:
· A BFD single-hop session is bound to a VPN instance.
· The remote IP address of the session matches a blackhole route.

	Impact
	BFD session flapping occurs, which may cause service flapping.

	Severity
	Major

	Root Cause
	When the source address for sending the packets of a BFD single-hop session bound to a VPN instance is 0, the remote device does not allow the source address 0. Therefore, the BFD session negotiation is successful but the BFD session status is not stable.

	Solution
	The switch selects the source address based on the longest matching rule.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.13.8  The System Software Package Is Damaged When a Switch Is Powered Off

	Trouble Ticket Number
	DTS: DTS2016022404640

	Symptom
	The switch cannot be started.

	Condition
	There is a low probability that this problem occurs when a switch is powered off.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	When a switch is powered off, the file system does not protect the FAT entries.

	Solution
	The file system protects the FAT entries.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.14  V100R006SPH025

2.14.1  An Active Switch Restarts Unexpectedly When Functioning as an SSH Server

	Trouble Ticket Number
	DTS: DTS2015110306804

	Symptom
	A switch functions as an SSH client or server. When the switch is updating an SSH key pair, a 2048-byte memory leak occurs.

	Condition
	A switch functions as an SSH client or server and updates the SSH key pair.

	Impact
	If the SSH key pair is updated frequently, the memory will be used up, causing a reboot of the switch.

	Severity
	Major

	Root Cause
	A memory logic error occurs when the switch updates the SSH key pair.

	Solution
	The memory logic error is rectified, and the switch releases memory immediately after updating a key pair.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if memory leaks have occurred, you need to restart the switch to release the memory.


2.14.2  Memory Is Not Released for the User Who Has Gone Offline

	Trouble Ticket Number
	DTS: DTS2015110209671

	Symptom
	There is a low probability that a memory leak occurs when a user fails to log in.

	Condition
	No login authentication is configured in VTY.

	Impact
	A memory leak occurs.

	Severity
	Minor

	Root Cause
	The switch does not release memory when the user fails to log in.

	Solution
	The switch releases memory when the user fails to log in.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch to release the occupied memory.


2.14.3  MAC Address Authentication Fails When a Switch Connects to a Clear Pass Server

	Trouble Ticket Number
	DTS: DTS2015102300846

	Symptom
	MAC address authentication fails when a switch is connected to a Clear Pass server.

	Condition
	This problem occurs when the following conditions are met:
50. MAC address authentication is configured on a switch.
51. The switch connects to a Clear Pass authentication server.

	Impact
	Users cannot access the network.

	Severity
	Minor

	Root Cause
	In MAC address authentication, the service-type value in RADIUS authentication request packets is different from that required by the Clear Pass server.

	Solution
	The default service-type value in the RADIUS packets is changed to 2, which can be set to a maximum of 10 by using the radius-server attribute service-type mac-authen with-call-check command, meeting the connection requirement of the Clear Pass server.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.14.4  The Operation of Synchronizing hwL2VlanStackingMaskTable or hwL2VlanMappingMultiTable to the NMS Cannot Be Completed

	Trouble Ticket Number
	DTS: DTS2014041704517

	Symptom
	The operation of synchronizing hwL2VlanStackingMaskTable or hwL2VlanMappingMultiTable to the NMS cannot be completed.

	Condition
	The NMS synchronizes hwL2VlanStackingMaskTable (OID: 1.3.6.1.4.1.2011.5.25.42.3.1.2.17) or hwL2VlanMappingMultiTable (OID: 1.3.6.1.4.1.2011.5.25.42.3.1.2.27) from the switch.

	Impact
	The NMS incompletely obtains NE data.

	Severity
	Minor

	Root Cause
	An error occurs in access to the hwL2VlanStackingMaskTable or hwL2VlanMappingMultiTable.

	Solution
	The error in access to the hwL2VlanStackingMaskTable or hwL2VlanMappingMultiTable is rectified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.14.5  A Switch Restarts When an Incorrect Configuration File Is Used

	Trouble Ticket Number
	DTS: DTS2015110308514

	Symptom
	The switch restarts.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
52. The configuration file is manually modified. The port vlan-stacking vlan vlan-id1 to vlan-id2 stack-vlan vlan-id3 command is executed in the Ethernet, GE, and Eth-Trunk interface views to make the number of CE VLANs exceed 4094. The switch starts with this configuration file.
53. The igmp-snooping enable command is executed in the system view to enable IGMP snooping.
54. The switch receives IGMP multicast packets.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	When the number of configured CE VLANs exceeds 4094 and the switch receives IGMP multicast packets, the space occupied by CE VLANs configured on interfaces exceeds the requested memory size, causing memory overwriting.

	Solution
	Repeated CE VLANs are deleted from the configuration file. The total number of CE VLANs does not exceed 4094.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.14.6  SSH Login Causes a Switch to Restart

	Trouble Ticket Number
	DTS: DTS2015111905808

	Symptom
	SSH login causes a switch to restart.

	Condition
	A switch functions as an SSH server and users log in to the switch using SSH.

	Impact
	The switch restarts.

	Severity
	Minor

	Root Cause
	When the SSH client requests to log out, it repeatedly sends logout messages to the switch. A logic error occurs when the switch processes the messages.

	Solution
	The logic error is rectified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.15  V100R006SPH023

2.15.1  A Switch Prints Incorrect Information When Detecting a Fault in Chip

	Trouble Ticket Number
	DTS: DTS2015011302672

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	When a switch detects a fault in chip, the console port prints incorrect information, confusing users.

	Severity
	Info

	Root Cause
	The information printed for a chip fault is incorrect.

	Solution
	Correct information is printed for a chip fault.

	Solution Impact
	None

	Precaution
	None


2.15.2  A Memory Leak Occurs When a Switch Records a Diagnostics Log File

	Trouble Ticket Number
	DTS: DTS2015073007721

	Problem Resolved in
	V100R006C00SPC800
V100R006C05

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Description
	A small memory leak occurs when a switch records a diagnostics log file, causing the memory usage to increase.

	Severity
	Info

	Root Cause
	An error occurs in diagnostics log file recording, so memory is not released.

	Solution
	The error in diagnostics log file recording is rectified, and memory is correctly released.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.15.3  Input Packet Statistics on Interfaces Are Inaccurate

	Trouble Ticket Number
	DTS: DTS2015080305417

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	When both input and output packet statistics on an interface can be collected, the input packet statistics are inaccurate, confusing users.

	Severity
	Minor

	Root Cause
	The switch uses an incorrect algorithm to calculate input packet statistics.

	Solution
	The algorithm that calculates input packet statistics is corrected.

	Solution Impact
	None

	Precaution
	None


2.15.4  When the display interface Command Is Executed, the Displayed Peak Rate Exceeds the Interface Bandwidth

	Trouble Ticket Number
	DTS: DTS2015082405671

	Problem Resolved in
	V100R006C00SPC800
V100R006C03

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Description
	When the display interface command is executed on a running switch, there is a possibility that the peak rate exceeds the interface bandwidth, confusing users.

	Severity
	Minor

	Root Cause
	The peak rate is incorrectly calculated.

	Solution
	The peak rate algorithm is corrected.

	Solution Impact
	None

	Precaution
	None


2.15.5  A Switch Fails to Discover an LLDP Neighbor

	Trouble Ticket Number
	DTS: DTS2015081101832

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Description
	Condition:
This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The switch receives an LLDP packet in which the Enabled Capabilities field value of the System Capabilities TLV is 0.
Symptom:
The switch cannot discover LLDP neighbors and frequently prints logs.
Impact:
The LLDP function is abnormal.

	Severity
	Minor

	Root Cause
	The switch discards the LLDP packets in which the Enabled Capabilities field value of the System Capabilities TLV is 0.

	Solution
	The switch correctly processes the LLDP packets with the Enabled Capabilities field value of the System Capabilities TLV set to 0.

	Solution Impact
	None

	Precaution
	None


2.15.6  A Switch Restarts When Performing Get or GetNext Operation on the hwXQoSIfQueueRunInfoTable

	Trouble Ticket Number
	DTS: DTS2015081302709

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Description
	Condition:
There is a low probability that this problem occurs when the following conditions are met:
· hwXQoSIfQueueIfIndex (OID:1.3.6.1.4.1.2011.5.25.32.4.1.4.3.3.1.1) is not a physical interface index.
· The Get or GetNext operation is performed on the hwXQoSIfQueueRunInfoTable.
Symptom:
There is a low probability that the switch restarts.
Impact:
Services are interrupted.

	Severity
	Major

	Root Cause
	The hwXQoSIfQueueRunInfoTable does not verify the hwXQoSIfQueueIfIndex value. As a result, a memory error occurs when the switch accesses queue statistics on a non-physical interface.

	Solution
	The switch verifies the value of hwXQoSIfQueueIfIndex.

	Solution Impact
	None

	Precaution
	None


2.15.7  A Memory Leak Occurs When a User Fails to Log In to the Switch

	Trouble Ticket Number
	DTS: DTS2015061904646

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Description
	Condition:
There is a high probability that this problem occurs when the following condition is met:
A user fails to log in to a switch through Telnet or console port due to a reason such as incorrect password or account.
Symptom:
A 5184-byte memory leak occurs every time a user fails to log in to a switch.
Impact:
If user login failures frequently occur, memory usage of the switch keeps increasing until memory is exhausted.

	Severity
	Major

	Root Cause
	When a user fails to log in to a switch through Telnet or console port, the switch does not release memory.

	Solution
	When a user fails to log in to a switch through Telnet or console port, the switch releases memory.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then perform an active/standby switchover or restart the switch.


2.15.8  OpenSSL Has the Vulnerability CVE-2015-2808

	Trouble Ticket Number
	DTS: DTS2015081900384
Vulnerability: HWPSIRT-2015-03025

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The patch fixes OpenSSL vulnerability CVE-2015-2808. For the triggering condition, symptom, and impact of the vulnerability, visit http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-2808 on the NVD website.

	Severity
	Major

	Root Cause
	OpenSSL uses the RC4 algorithm, which is not secure.

	Solution
	The [undo] http secure-server rc4 disable command is added to the system view to configure whether to support the RC4 algorithm.

	Solution Impact
	None

	Precaution
	After the http secure-server rc4 disable command is executed, if you cannot log in to the switch using a browser of an old version (such as Internet Explorer 6.0), upgrade the browser to the latest version and log in to the switch again.


2.15.9  The MAC Address on VLANIF Interface Is Modified

	Trouble Ticket Number
	DTS: DTS2014032002078

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI

	Description
	Condition:
This problem occurs when the following conditions are met:
· An Eth-Trunk is added to a VLAN and the corresponding VLANIF interface is created.
· A loop occurs on the network. The Eth-Trunk receives a packet of which the source MAC address is the local VLANIF interface's MAC address.
Symptom:
When an Eth-Trunk receives a packet of which the source MAC address is the local VLANIF interface's MAC address, Layer 3 service is interrupted.
Impact:
The Layer 3 service on the Eth-Trunk is interrupted.

	Severity
	Minor

	Root Cause
	The Eth-Trunk incorrectly learns MAC address entries, causing a modification to the MAC address entry of the VLANIF interface.

	Solution
	The MAC address entry is corrected.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and wait for five minutes. The service will be recovered automatically. To prevent the problem permanently, remove the loop.


2.15.10  A Local User Without Privilege Configured Obtains High-Level Rights

	Trouble Ticket Number
	DTS: DTS2014090108843
Vulnerability: HWPSIRT-2015-08048

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
This problem occurs when the following conditions are met:
55. A local user is created and no privilege is configured.
56. The user logs in to the switch.
Symptom:
The privilege obtained by the user is the same as the privilege configured for the login page.
Impact:
The privilege obtained by the user is beyond the expected privilege, causing a security risk.

	Severity
	Major

	Root Cause
	No default privilege is available for the local user when the user does not have a privilege configured. When the user logs in, the user obtains the privilege from the login page.

	Solution
	A default privilege is provided for local users who do not have a privilege configured.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch and configure the privilege.


2.15.11  A Switch Restarts Unexpectedly When Receiving a Long SNMPv3 Packet

	Trouble Ticket Number
	DTS: DTS2015082408652

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Description
	Condition:
This problem occurs when the following conditions are met:
· The snmp-agent packet max-size 484 command is executed to set the maximum length of SNMP packets received by the switch.
· The NMS sends an SNMPv3 packet carrying a 512-byte engine ID o the switch.
Symptom:
The switch restarts.
Impact:
Services are interrupted.

	Severity
	Major

	Root Cause
	When the length of a received SNMPv3 packet exceeds the maximum value, memory overwriting occurs, causing the switch to restart.

	Solution
	The switch verifies the SNMPv3 packet length before encapsulating the packet.

	Solution Impact
	None

	Precaution
	None


2.16  V100R006SPH022

2.16.1  Linktrace Messages Are Forwarded Through Inbound Interfaces

	Trouble Ticket Number
	DTS: DTS2015042507571

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· The interface vlanif vlan-id or trace mac enable command is executed in the system view to parse received Linktrace Messages (LTMs).
· In the MAC address table, the outbound interface matching the destination MAC addresses of LTMs is the inbound interface of the LTMs.
Symptom: LTMs are forwarded out through the inbound interface.
Impact: In certain scenarios, a large number of LTMs are looped back, causing a high CPU usage (99%) on the switch.

	Severity
	Major

	Root Cause
	When searching for the outbound interfaces of LTMs based on VLANs and destination MAC addresses, the switch does not filter out the inbound interfaces of LTMs.

	Solution
	When the switch detects that the outbound interface of an LTM is the inbound interface, the switch discards this LTM.

	Solution Impact
	None

	Precaution
	None


2.16.2  A Switch Does Not Report the EFM DyingGaspEvent Trap to NMS

	Trouble Ticket Number
	DTS: DTS2015052302460

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· EFM detection is configured on the directly connected interfaces between the local and peer devices. The snmp-agent trap enable feature-name efm trap-name dyinggasp command is executed in the system view to enable the EFM DyingGasp trap.
· The peer device restarts.
Symptom:
The NMS does not receive any DyingGaspEvent trap.
Impact:
The NMS software cannot detect fatal faults (Dying Gasp) on the peer device timely.

	Severity
	Minor

	Root Cause
	The EfmRemoteDyingGaspEvent alarm object is not registered, so the switch does not report the trap.

	Solution
	The EfmRemoteDyingGaspEvent alarm object is registered.

	Solution Impact
	None

	Precaution
	None


2.16.3  Memory Leak Occurs When a Switch Receives an IPv6 Too Big Packet with an Incorrect Destination Address

	Trouble Ticket Number
	DTS: DTS2015052903132

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	When a switch receives an ICMPv6 Too Big packet with the destination address being a multicast address, memory leak occurs on the switch. The size of leaked memory is the same as the size of received packet. After a long period of time, the switch restarts due to insufficient memory.

	Severity
	Minor

	Root Cause
	When receiving the ICMPv6 Too Big packet, the switch does not release memory due to an internal logic error.

	Solution
	The internal logic error is rectified so that the system can correctly release memory.

	Solution Impact
	None

	Precaution
	If the problem has occurred, the leaked memory resources cannot be released. To reclaim the memory resources, perform a master/backup MPU switchover in off-peak hours after installing the patch.


2.16.4  OpenSSL Has the Vulnerability CVE-2014-8275

	Trouble Ticket Number
	DTS: DTS2015052903459
Vulnerability: CVE-2014-8275

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	This patch fixes OpenSSL vulnerability CVE-2014-8275. For the condition, symptom, and impact of this vulnerability, visit https://www.openssl.org/news/secadv_20150108.txt.

	Severity
	Major

	Root Cause
	It is an inherent vulnerability of OpenSSL.

	Solution
	The vulnerability is fixed.

	Solution Impact
	None

	Precaution
	None


2.16.5  OpenSSL Has the Vulnerability CVE-2015-0204

	Trouble Ticket Number
	DTS: DTS2015052903538
Vulnerability: CVE-2015-0204

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	This patch fixes OpenSSL vulnerability CVE-2015-0204. For the condition, symptom, and impact of this vulnerability, visit https://www.openssl.org/news/secadv_20150108.txt.

	Severity
	Major

	Root Cause
	It is an inherent vulnerability of OpenSSL.

	Solution
	The vulnerability is fixed.

	Solution Impact
	None

	Precaution
	None


2.16.6  A Memory Leak Occurs When SSL Applies for Memory to Invoke the IPSI Function

	Trouble Ticket Number
	DTS: DTS2015052801242

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When a user logs in to an HTTPS server, 64-byte and 32-byte memory leaks occur, causing the switch to restart.

	Severity
	Minor

	Root Cause
	When functioning as an HTTPS server, the switch does not release all memory space after processing the requests from clients.

	Solution
	The switch releases all occupied memory space for processing requests from clients.

	Solution Impact
	None

	Precaution
	If the problem has occurred, the leaked memory resources cannot be released. To reclaim the memory resources, perform a master/backup MPU switchover in off-peak hours after installing the patch.


2.16.7  The Number of Login Users Cannot Reach the Configured Value

	Trouble Ticket Number
	DTS: DTS2015060101020

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The number of SSH login users is smaller than the configured upper limit.

	Severity
	Minor

	Root Cause
	When receiving an incomplete SSH login packet, the switch incorrectly processes the packet using the SSH connection timeout mechanism. Therefore, the SSH user occupies resources for a long time.

	Solution
	The error in SSH connection timeout mechanism is rectified.

	Solution Impact
	None

	Precaution
	None


2.16.8  The LACP Port Cannot be Pinged when Port Security Is Configured on Many Ports

	Trouble Ticket Number
	DTS: DTS2015061501567

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
There is a high probability that this problem occurs when the following conditions are met:
· Multiple switches set up a stack.
· Port security is configured on many ports.
· LACP is configured on the switches.
Symptom:
The switches cannot be pinged through service interfaces.
Impact:
Service interruption

	Severity
	Minor

	Root Cause
	When port security is configured on many ports, the switch cannot process protocol packets in a timely manner. As a result, the ports do not enter the forwarding state.

	Solution
	Port security performance is optimized so that the switch can process protocol packets in a timely manner, and ports can enter the forwarding state.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the stack.


2.16.9  Multicast Traffic Forwarding Is Abnormal When a Large Number of Unknown Multicast Packets Are Received by a Switch

	Trouble Ticket Number
	DTS: DTS2014022603912

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· IGMP snooping is enabled in a VLAN.
· The VLAN receives a large number of unknown multicast packets.
· A VLANIF interface is created for the VLAN.
· Users request multicast data from the multicast groups to which they do not belong.
Symptom:
Users cannot receive multicast data.
Impact:
Multicast service is interrupted.

	Severity
	Minor

	Root Cause
	A bug exists in unknown multicast packet processing.

	Solution
	The bug in unknown multicast packet processing is rectified.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then reconfigure IGMP snooping.


2.16.10  A PoE Switch Displays an Incorrect Power Level of LLDP Interfaces

	Trouble Ticket Number
	DTS: DTS2015061506139

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· LLDP is enabled on a switch and the switch has at least one LLDP neighbor.
· The switch supports PoE.
Symptom:
The power level of LLDP interfaces on a PoE switch displays Class5, which exceeds the maximum value (Class4) allowed by the switch.
Impact:
Information display does not comply with standard and may confuse users.

	Severity
	Minor

	Root Cause
	The switch obtains the power level of a PoE interface from the CLASS field in the packets sent by PDs, but does not convert the power level in compliance with IETF RFC 3621.

	Solution
	The switch converts the power level according to IETF RFC 3621.

	Solution Impact
	None

	Precaution
	None


2.16.11  A Switch Fails to Discover Neighbors When Receiving an LLDPDU Carrying an Empty VLAN Name Field

	Trouble Ticket Number
	DTS: DTS2015061506391

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· LLDP is enabled on a switch.
· The switch receives an LLDPDU with an empty VLAN Name field.
Symptom:
A switch cannot discover LLDP neighbors after receiving an LLDPDU.
Impact:
Users cannot obtain information about remote devices.

	Severity
	Major

	Root Cause
	The switch discards the LLDPDU carrying an empty VLAN Name field as an invalid packet.

	Solution
	The switch correctly processes the LLDPDUs with an empty VLAN Name field.

	Solution Impact
	None

	Precaution
	None


2.16.12  The Traffic Policy with Inner 802.1p Field Specified Cannot Take Effect on a QinQ Interface

	Trouble Ticket Number
	DTS: DTS2014121903148

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· The link type of an interface is set to QinQ.
· A traffic policy is configured, and the traffic classifier in the policy specifies the inner 802.1p field.
Symptom:
The traffic policy cannot take effect.
Impact:
The traffic policy does not take effect.

	Severity
	Minor

	Root Cause
	The traffic policy cannot match inner 802.1p fields in packets on a QinQ interface.

	Solution
	The traffic policy can match inner 802.1p fields in packets on QinQ interfaces.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then apply the traffic policy to the QinQ interface again.


2.16.13  DHCP Users Cannot Access Network After IP Addresses Are Changed

	Trouble Ticket Number
	DTS: DTS2015051206632

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
There is a high probability that this problem occurs when the following conditions are met:
· The dhcp snooping sticky-mac command is executed in the interface view to create static MAC address entries based on DHCP snooping binding entries.
· The IP addresses of DHCP clients are changed.
Symptom:
DHCP users cannot connect to the network.
Impact:
Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs in static MAC address entry creation based on DHCP snooping binding entries.

	Solution
	The error in static MAC address entry creation is rectified.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, the DHCP users need to go online again after the patch is activated.


2.17  V100R006SPH021

2.17.1  After Fast Ping Reply Is Enabled on a Stand-Alone Switch Located on a Ring Network, the Switch Cannot Be Pinged

	Trouble Ticket Number
	DTS: DTS2015012002048

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· Fast ping reply is enabled on a stand-alone switch located on a ring network.
· On the switch, the VLANIF interface used to receive ICMP request packets is different from the VLANIF interface used to send ICMP reply packets.
Symptom:
After fast ping reply is enabled on a stand-alone switch located on a ring network, the switch cannot be pinged.
Impact:
The stand-alone device cannot be pinged.

	Severity
	Minor

	Root Cause
	The VLAN ID in ICMP reply packets sent by the switch is not changed.

	Solution
	The VLAN ID in ICMP reply packets is correctly changed.

	Solution Impact
	None

	Precaution
	None


2.17.2  The Count of Port Link Interruptions Cannot Be Displayed

	Trouble Ticket Number
	DTS: DTS2014122902544

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The switch cannot display the count of port link interruptions.

	Severity
	Info

	Root Cause
	An error occurs in port link interruption processing.

	Solution
	The display port-interruption command is added to the diagnostic view to show the count of all port link interruptions.

	Solution Impact
	None

	Precaution
	None


2.17.3  No Message Is Displayed for a Failure to Obtain Optical Module Information

	Trouble Ticket Number
	DTS: DTS2015031401383

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The switch fails to obtain optical module information after a display command is executed, but no message is displayed for the failure.

	Severity
	Info

	Root Cause
	No message is provided for the failure to obtain optical module information.

	Solution
	A message is displayed when the switch fails to obtain optical module information.

	Solution Impact
	None

	Precaution
	None


2.17.4  Pressing CTRL+R During the Execution of an Interactive Command Can Display Non-standard Information

	Trouble Ticket Number
	DTS: DTS2014102106442

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When executing an interactive command, non-standard information is displayed by pressing shortcut keys CTRL+R.

	Severity
	Minor

	Root Cause
	The system does not restrict shortcut key operations when users execute interactive commands.

	Solution
	The system restricts shortcut key operations when users execute interactive commands.

	Solution Impact
	None

	Precaution
	None


2.17.5  A Switch Fails to Process Packets Carrying Incorrect IP Options

	Trouble Ticket Number
	DTS: DTS2015030207006

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The switch restarts when processing the ICMP ECHO packet carrying an incorrect IP option.

	Severity
	Minor

	Root Cause
	If the switch returns an ECHO REPLY packet of which the length is larger than the outbound interface MTU in response to an ICMP ECHO packet, the ICMP ECHO packet cannot be fragmented.

	Solution
	The switch checks the length of each option carried in received IP packets. If an option has an incorrect length, the switch discards this packet and returns an error packet.

	Solution Impact
	None

	Precaution
	None


2.17.6  A Memory Error or DoS Attack Occurs When a Switch with Portal Authentication Configured Receives Malformed Packets

	Trouble Ticket Number
	DTS: DTS2013101703983

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-28TP, S3700-52P

	Symptom
	The web module brings risks to device security. There is a low probability that the switch runs abnormally or undergoes a DoS attack.

	Severity
	Minor

	Root Cause
	The switch incorrectly processes malformed Portal packets.

	Solution
	The switch performs a validity check after receiving a malformed Portal packet.

	Solution Impact
	None

	Precaution
	None


2.17.7  A Switch Does Not Report the EFM DyingGaspEvent Trap to NMS

	Trouble Ticket Number
	DTS: DTS2015031310571

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· EFM detection is configured on the directly connected interfaces between the local and peer devices. The snmp-agent trap enable feature-name efm trap-name dyinggasp command is executed in the system view to enable the EFM DyingGasp trap.
· The peer device restarts.
Symptom:
The NMS does not receive any DyingGaspEvent trap.
Impact:
The NMS software cannot detect fatal faults (Dying Gasp) on the peer device timely.

	Severity
	Minor

	Root Cause
	The EfmRemoteDyingGaspEvent alarm object is not registered, so the switch does not report the trap.

	Solution
	The EfmRemoteDyingGaspEvent alarm object is registered.

	Solution Impact
	None

	Precaution
	None


2.17.8  A Switch Incorrectly Reports a Fan Alarm

	Trouble Ticket Number
	DTS: DTS2015012901487

	Problem Resolved in
	V100R006C05

	Involved Models
	S3700-52P

	Symptom
	There is a possibility that the S3700-52P-EI-24S and S3700-52P-EI-48 incorrectly report the fan absentation alarm.

	Severity
	Info

	Root Cause
	An error occurs when the switch processes fan status.

	Solution
	The error in fan status processing is rectified.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the clear record device-alarm [ all | slot slot-id ] command to clear alarms.


2.17.9  Using SNMPv3 Passwords Consisting of Repeated Strings in Brings Security Risks

	Trouble Ticket Number
	DTS: DTS2015041307891
Vulnerability: HWPSIRT-2015-03010

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
The snmp-agent usm-user v3 user-name authentication-mode { md5 | sha } { cipher password } privacy-mode { des56 | aes128} [ cipher password ]  command is executed in the system view to set an authentication password and an encryption password for an SNMPv3 user. If the authentication or encryption password can be divided into several identical strings (string*m), the user can use the string or string*n as the password to access the switch. (m and n are positive integers and m is larger than or equal to 2.)
For example, if an authentication password is set to abcdabcd, users can use abcd or abcdabcdabcd to access the switch.
Symptom:
Users can access the switch by using an incorrect authentication or encryption password.
Impact:
Users can access the switch by using an incorrect authentication or encryption password.

	Severity
	Minor

	Root Cause
	The switch does not display risk warning message in compliance with RFC 3414 (USM standard for SNMPv3) when the configured authentication or encryption password contains repeated strings.

	Solution
	The switch displays a warning message when an SNMPv3 authentication or encryption password consists of repeated strings.
Encryption password:
Setting a privacy password consisting of repeated substrings is not recommended.
Authentication password:
Setting an authentication password consisting of repeated substrings is not recommended.

	Solution Impact
	None

	Precaution
	None


2.18  V100R006SPH020

2.18.1  An S2710 with LDT Configured Cannot Detect Loops on Connected Devices

	Trouble Ticket Number
	DTS: DTS2014111110986

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	V100R006C03: S2710
V100R006C05: S2710

	Symptom
	After LDT is configured on an S2710SI, the S2710SI cannot detect loops on downstream devices.

	Severity
	Minor

	Root Cause
	Loop detection packets are discarded by downstream devices, so loop detection cannot be completed.

	Solution
	The loopback-detect untagged mac-address FFFF-FFFF-FFFF command is added to the system view to set the destination MAC address of detection packets to a broadcast MAC address.

	Solution Impact
	None

	Precaution
	The patch adds the following commands to the system:
· loopback-detect untagged mac-address FFFF-FFFF-FFFF: sets the destination MAC address of loop detection packets to a broadcast MAC address.
· undo loopback-detect untagged mac-address: restores the destination MAC address of loop detection packets to 0180-c200-000a.
· If LDT has been enabled on some interfaces, activate the patch, disable LDT globally, and then enable LDT on these interfaces.


2.18.2  LLDP Management Address of a Switch Is Displayed as a MAC Address

	Trouble Ticket Number
	DTS: DTS2014122702362

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The LLDP management address of a switch is displayed as a MAC address.

	Severity
	Info

	Root Cause
	After LLDP is enabled on a switch, the switch does not have a management IP address; therefore, LLDP chooses a MAC address as the management address. After a management IP address is configured, the switch does not automatically update the management address.

	Solution
	After a management IP address is configured, the switch automatically updates the LLDP management address.

	Solution Impact
	None

	Precaution
	None


2.18.3  After IPSG Is Enabled on an Interface, the IP Packets Matching the Static Binding Table Are Discarded

	Trouble Ticket Number
	iCare: 3886985
DTS: DTS2014121200880

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition:
· IPSG is enabled on an interface.
· A static binding table is configured, in which only VLAN IDs are specified but interfaces are not specified.
Symptom: The IP packets matching the static binding table are discarded.
Impact: Services are interrupted.

	Severity
	Minor

	Root Cause
	The switch does not forward the packets matching a static binding table.

	Solution
	The switch forwards the packets matching static binding tables.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch or delete and reconfigure the static binding entries.


2.18.4  When a Switch Receives UDP Unicast Packets with a Destination Port Number Greater than 30000, the Switch Uses an Incorrect Source IP Address to Return a Port Unreachable Packet

	Trouble Ticket Number
	DTS: DTS2015010700769

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When receiving a UDP unicast packet carrying a destination port number greater than 30000, the switch uses the IP address of the interface receiving the UDP unicast packet as the source address of the returned ICMP Port Unreachable packet.

	Severity
	Minor

	Root Cause
	The switch uses the IP address of the interface receiving the UDP unicast packet as the source address of the returned ICMP Port Unreachable packet.

	Solution
	The switch uses the destination addresses of received UDP unicast packets as the source addresses of returned ICMP Port Unreachable packets.

	Solution Impact
	None

	Precaution
	None


2.18.5  When a Switch Functioning as an SFTP Client or Server Receives Attack Packets, a DoS Attack Occurs

	Trouble Ticket Number
	DTS: DTS2014102007219

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	A user logs in to the switch using an SFTP client or the switch functions as an SFTP client to log in to an SSH server. When the switch receives attack packets, the memory or CPU resources of the switch are used up.

	Severity
	Minor

	Root Cause
	When the switch processes file attribute packets, an error occurs in the system logic.

	Solution
	The error in the system logic is rectified.

	Solution Impact
	None

	Precaution
	None


2.18.6  A Switch Restarts When Receiving a Certain Type of ICMP Packets

	Trouble Ticket Number
	DTS: DTS2014121600549

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition: There is a high probability that this problem occurs when the following condition is met:
A switch receives an ICMP Echo Reply packet in which the data field contains an NQA customized field.
Symptom: When a switch receives an ICMP Echo Reply packet in which the data field contains an NQA customized field, the switch restarts.
Impact: Services are interrupted.

	Severity
	Major

	Root Cause
	The NQA module incorrectly processes the data field in the ICMP Echo Reply packet, leading to a dead loop.

	Solution
	The NQA module correctly processes the data field in the ICMP Echo Reply packet.

	Solution Impact
	None

	Precaution
	None


2.18.7  The Web File with File Name Extension 7z Cannot Be Loaded on a Switch

	Trouble Ticket Number
	DTS: DTS2015010702655

	Problem Resolved in
	V001R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The web file with file name extension 7z cannot be loaded on a switch.

	Severity
	Minor

	Root Cause
	The web file with file name extension 7z cannot be loaded on a switch.

	Solution
	The switch supports the web file with file name extension 7z.

	Solution Impact
	None

	Precaution
	None


2.18.8  An Exception Occurs When the MIB Tool Traverses the hwExternVlanApplyProfileRowStatus Object

	Trouble Ticket Number
	DTS: DTS2014122509409

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
There is a low probability that this problem occurs when the following conditions are met:
57. The attach multicast-profile profile-name interface interface-type interface-number command is executed in the VLAN view to bind a multicast profile to users.
58. The max-program-num max-value interface interface-type interface-number command is executed in the VLAN view to set the maximum number of programs that can be received by users.
Symptom: The MIB tool can retrieve only information about some interfaces from the hwExternVlanApplyProfileRowStatus object.
Impact: The MIB tool cannot retrieve complete information.

	Severity
	Minor

	Root Cause
	An error occurs when the MIB tool traverses interface information.

	Solution
	The error occurring when the MIB tool traverses interface information is rectified.

	Solution Impact
	None

	Precaution
	None


2.18.9  OpenSSL Has the Vulnerability CVE-2014-3566

	Trouble Ticket Number
	DTS: DTS2014102004807
Vulnerability: HWPSIRT-2014-1041

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The patch fixes OpenSSL vulnerability CVE-2014-3566. For the triggering condition, symptom, and impact of the vulnerability, visit the OpenSSL website http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-3566.

	Severity
	Minor

	Root Cause
	It is an inherent vulnerability of OpenSSL.

	Solution
	The ssl minimum version command is provided to specify the minimum SSL version for SSL policies. You can use this command to disable SSL3.0.

	Solution Impact
	None

	Precaution
	59. After the patch is activated, manually configured SSL policies support only TLS1.0 and TLS1.1 by default. To enable third-party tools that support only SSL3.0 to log in to the switch, run the ssl minimum version ssl3.0 command to set the minimum SSL version for SSL policies to SSL3.0.
60. After the patch is activated, the default SSL policy for the HTTP service supports only TLS1.0 and TLS1.1. If the default SSL policy is used for the HTTP service, ensure that your web browser supports TLS1.0 and TLS1.1 so that you can log in to the switch using the web browser. If the web browser does not support TLS1.0 or TLS1.1, modify the web browser configuration or change the web browser.


2.19  V100R006SPH019

2.19.1  802.1X Users Cannot Receive Requested Layer 2 Multicast Traffic After Passing Authentication

	Trouble Ticket Number
	DTS: DTS2014080603439

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	A switch has 802.1X authentication configured. After users passing 802.1X authentication, they cannot receive requested multicast traffic.

	Severity
	Minor

	Root Cause
	The Layer 2 multicast module incorrectly processes the IGMP request packets sent by 802.1X users.

	Solution
	The error in IGMP packet processing is rectified.

	Solution Impact
	None

	Precaution
	61. A user-side interface on the switch accepts multicast requests from only a single VLAN.
62. When a multicast VLAN is configured, the 802.1X authentication interfaces must be added to the multicast VLAN in untagged mode.
63. The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then request multicast traffic again for dynamic multicast service or delete and reconfigure the static multicast group.


2.19.2  OpenSSL Has the Vulnerability CVE-2014-3511

	Trouble Ticket Number
	DTS: DTS2014080808544
Vulnerability: HWPSIRT-2014-0816

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	This patch fixes OpenSSL vulnerability CVE-2014-3511. For the triggering condition, symptom, and impact of this vulnerability, visit the OpenSSL website https://www.openssl.org/news/secadv_20140806.txt.

	Severity
	Major

	Root Cause
	It is an inherent vulnerability of OpenSSL.

	Solution
	The vulnerability is fixed.

	Solution Impact
	None

	Precaution
	None


2.19.3  A Switch Restarts Unexpectedly When a Traffic Policy Is Configured

	Trouble Ticket Number
	DTS: DTS2014092209750

	Problem Resolved in
	V100R006C00SPC800
V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When a traffic policy, traffic classifier, or traffic behavior is configured on a switch, there is a low probability that the switch restarts.

	Severity
	Major

	Root Cause
	Memory overwriting occurs when the software processes the name of the traffic policy, traffic classifier, or traffic behavior.

	Solution
	The memory overwriting problem is fixed.

	Solution Impact
	None

	Precaution
	None


2.19.4  Memory Leak Occurs After 802.1X Reauthentication Is Configured in a Stack

	Trouble Ticket Number
	DTS: DTS2014072901698

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI

	Symptom
	Condition:
· Two or more switches set up a stack.
· 802.1X or MAC authentication is configured in the stack.
· Reauthentication is configured.
This problem occurs when the preceding conditions are met.
Symptom:
Memory usage increases and the switch restarts when memory is exhausted.
Impact:
Memory is exhausted and the switch restarts.

	Severity
	Major

	Root Cause
	When member switches are backing up data, the standby switch does not release memory.

	Solution
	When backing up data, the standby switch releases memory.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, the patch cannot release the occupied memory. To release the memory, restart the switch.


2.19.5  When Executing an Interactive Command, a User Can Copy Non-Standard Information by Pressing Shortcut Keys CTRL+A, ESC+<, CTRL+E, or ESC+>

	Trouble Ticket Number
	DTS: DTS2014101105472

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When executing an interactive command, a user can copy non-standard information by pressing shortcut keys CTRL+A, ESC+<, CTRL+E, or ESC+>.

	Severity
	Minor

	Root Cause
	The system does not restrict shortcut key operations when users execute interactive commands.

	Solution
	The system restricts shortcut key operations when users execute interactive commands.

	Solution Impact
	None

	Precaution
	None


2.19.6  LSA Aging Alarm Is Repeatedly Printed When the OSPF LSDB Contains an LSA with the Age Field Value Being 3600 Seconds

	Trouble Ticket Number
	DTS: DTS2014092308236

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition:
This problem occurs when the following conditions are met:
· The OSPF LSDB contains an LSA with the Age field value being 3600 seconds (maximum aging time).
· The snmp-agent trap enable feature-name ospf trap-name ospfmaxagelsa command is executed in the system view.
Symptom: The switch repeatedly prints the following alarm (OID: 1.3.6.1.2.1.14.16.2.13):
OSPF/4/AGELSA:OID [oid]: An LSA is aged. (LsdbAreaId=[area-id], LsdbType=[lsa-type], LsdbLsid=[lsdb-ls-id], LsdbRouterId=[lsdb-router-id], ProcessId=[process-id], RouterId=[router-id], InstanceName=[instance-name]).
Impact: The switch repeatedly prints the AGELSA alarm.

	Severity
	Minor

	Root Cause
	After the alarm function is enabled, the OSPF module sends an alarm every time it processes the LSA with the Age field value being 3600 seconds.

	Solution
	The OSPF module prints only one alarm for an LSA with the Age field value being 3600 seconds.

	Solution Impact
	None

	Precaution
	None


2.19.7  When more than 100 network Commands Are Configured in an OSPF Area View, Interface Flapping Causes OSPF Neighbor Relationship Flapping

	Trouble Ticket Number
	DTS: DTS2014092308215

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition:
There is a low probability that this problem occurs when the following conditions are met:
1. More than 100 network commands are configured in an OSPF area view.
2. Layer 3 interface flapping occurs.
Symptom: OSPF neighbor relationship flapping occurs.
Impact: Services are interrupted.

	Severity
	Major

	Root Cause
	The OSPF module spends a long time processing the network commands. As a result, the routing protocol cannot send or receive hello packets, causing neighbor relationship flapping.

	Solution
	The OSPF processing mechanism is optimized to reduce the network command processing time.

	Solution Impact
	None

	Precaution
	None


2.19.8  Some PDs Cannot Be Powered by a Switch Due to an LLDP TLV Compatibility Issue

	Trouble Ticket Number
	DTS: DTS2014101002470

	Problem Resolved in
	V100R006C00SPC800
V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-EI, S3700-28TP, S3700-52P, S5700-EI, S5700-SI

	Symptom
	A switch connects to 802.3at-complaint powered devices (PDs), but cannot adjust the TLVs according to the LLDP packets sent by the PDs. Therefore, the PDs cannot be powered.

	Severity
	Minor

	Root Cause
	The switch does not flexibly adjust TLVs in LLDP packets according to LLDP packets sent from the PDs.

	Solution
	The switch sends only TLVs contained in LLDP packets received from PDs.

	Solution Impact
	None

	Precaution
	If a switch is connected to PDs incompatible with it, activate the patch, and then run the lldp dot3-tlv power 802.3at and undo lldp tlv-enable med-tlv all commands on the interfaces connected to the PDs.


2.19.9  When PDs Receive Power from a Switch Through 802.3at, the Switch Incorrectly Displays "Port Available power value" Field in LLDP Neighbor Information

	Trouble Ticket Number
	DTS: DTS2014101407452

	Problem Resolved in
	V100R006C00SPC800
V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-EI, S3700-28TP, S3700-52P, S5700-EI, S5700-SI

	Symptom
	When PDs receive power through 802.3at, the switch incorrectly displays "Port Available power value" in LLDP neighbor information.

	Severity
	Info

	Root Cause
	Power received through 802.3at is not displayed in LLDP neighbor information.

	Solution
	The power is correctly displayed in LLDP neighbor information.

	Solution Impact
	None

	Precaution
	None


2.19.10  When a Switch Connects to a RADIUS Server, User Authentication Cannot Be Performed

	Trouble Ticket Number
	DTS: DTS2014092904433

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When a switch connects to a RADIUS server, user authentication cannot be performed.

	Severity
	Minor

	Root Cause
	The RADIUS server responds with a packet containing more than 1500 bytes. The packet is discarded on the link during transmission. As a result, user authentication fails.

	Solution
	The authentication request packets sent by the switch carry the Framed-Mtu attribute, which indicates the maximum length of RADIUS packets sent by the RADIUS server.

	Solution Impact
	None

	Precaution
	After activating the patch, run the radius-attribute set Framed-Mtu attribute-value command in the RADIUS server template view to set this attribute. Then the RADIUS packets can carry this attribute. To delete this attribute from RADIUS packets, run the undo radius-attribute set Framed-Mtu command.


2.20  V100R006SPH018

2.20.1  Known Vulnerabilities in OpenSSL Are Fixed

	Trouble Ticket Number
	DTS: DTS2014061003023
Vulnerabilities: HWPSIRT-2014-0604 to HWPSIRT-2014-0610

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The fixed vulnerabilities include CVE-2014-0224, CVE-2014-0221, CVE-2014-0195, CVE-2014-0198, and CVE-2010-5298. For the conditions, symptom, and impact of the vulnerabilities, see http://www.openssl.org/news/secadv_20140605.txt.

	Severity
	Major

	Root Cause
	These are inherent vulnerabilities of OpenSSL.

	Solution
	The vulnerabilities are fixed.

	Solution Impact
	None

	Precaution
	None


2.20.2  When a Stacked Switch Without VLAN Mapping Configured Continuously Receives ARP Packets, the CPU Usage Remains High

	Trouble Ticket Number
	DTS: DTS2014052605871

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	When the master switch in a stack without VLAN mapping configured continuously receives a large number of ARP Request broadcast packets, the CPU usage of the switch remains high.

	Severity
	Major

	Root Cause
	VLAN mapping is not configured on the switch, but the switch performs VLAN mapping on the received ARP Request packets.

	Solution
	If VLAN mapping is not configured on a switch, the switch does not perform VLAN mapping on the received ARP Request packets.

	Solution Impact
	None

	Precaution
	None


2.20.3  MAC Address Flapping Occurs Due to Incorrect BPDU MAC Address Learning

	Trouble Ticket Number
	DTS: DTS2014040810182

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Symptom
	On a ring network, the peer interface connecting to a blocked interface receives a BPDU from the blocked interface and incorrectly learns the MAC address from the BPDU. Another interface on the same switch learns the same MAC address from service traffic. MAC address flapping occurs.

	Severity
	Minor

	Root Cause
	The switch incorrectly learns the MAC address from the BPDU.

	Solution
	The switch does not learn MAC addresses from BPDUs.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the undo mac-address dynamic command to delete the incorrect MAC address entry.


2.20.4  The NMS Obtains Incorrect Information When Querying Stack Upgrade Table on a Switch

	Trouble Ticket Number
	DTS: DTS2014061603609

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition: The FTP user password is configured using hwStackUpgradeTable through the NMS.
Symptom: The NMS obtains incorrect information when querying hwStackUpgradeTable.
Impact: Obtained information is incorrect.

	Severity
	Minor

	Root Cause
	An error occurs when the system displays hwStackUpgradeTable information.

	Solution
	The error in displaying the hwStackUpgradeTable information is rectified.

	Solution Impact
	None

	Precaution
	None


2.20.5  When Receiving a Malformed RADIUS Authorization Packet, a Switch Restarts

	Trouble Ticket Number
	DTS: DTS2014030507616

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
· A RADIUS authorization server is configured.
· The server sends malformed RADIUS authorization packets to the switch.
There is a high probability that this problem occurs when the preceding conditions are met.
Symptom: A switch restarts when receiving a malformed RADIUS authorization packet.
Impact: Services on the switch are interrupted.

	Severity
	Major

	Root Cause
	An error occurs when the switch parses the attributes of the malformed RADIUS packet. As a result, a deadloop occurs.

	Solution
	The switch checks validity of the attributes when parsing RADIUS packets.

	Solution Impact
	None

	Precaution
	None


2.20.6  Address Allocation Takes a Long Time If the IP Address in the Address Renew Request Is Not in the Range of Allocable Addresses

	Trouble Ticket Number
	DTS: DTS2014061202661

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S3700-28TP, S3700-52P

	Symptom
	Condition:
· A client requests to go online and sends an IP address renew request.
· The IP address in the request packet is not in the range of allocable IP addresses on the DHCP server.
This problem occurs when the preceding conditions are met.
Symptom: The client obtains an IP address after a long delay.
Impact: User experience is affected.

	Severity
	Minor

	Root Cause
	After receiving the request packet from the client, the server detects that the requested IP address in the packet is not included in the allocable IP address range. Therefore, the server does not respond.

	Solution
	When the server detects that the requested IP address in the packet is not included in the allocable IP address range, the server returns a NAK message.

	Solution Impact
	None

	Precaution
	None


2.20.7  The High-Priority Task Scheduling Mechanism Is Optimized

	Trouble Ticket Number
	DTS: DTS2014061702799

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	When the system is busy, high-priority tasks cannot be scheduled preferentially.

	Severity
	Minor

	Root Cause
	When the system is busy, the priorities of high-priority tasks are reduced, and cannot be restored. As a result, the high-priority tasks cannot be scheduled in a timely manner.

	Solution
	The task scheduling mechanism is optimized.

	Solution Impact
	None

	Precaution
	None


2.20.8  A Switch Restarts When an Invalid Password Is Configured

	Trouble Ticket Number
	DTS: DTS2014061702815

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	When an invalid plain-text password is entered in password configuration, the switch restarts.

	Severity
	Minor

	Root Cause
	The switch does not take effective measure to verify input passwords.

	Solution
	The switch takes effective measure to verify input passwords.

	Solution Impact
	None

	Precaution
	None


2.20.9  Class A and Class B Addresses in Form of x.x.x.255 Cannot Be Specified in the hwtacacs-server source-ip Command

	Trouble Ticket Number
	DTS: DTS2014061703141

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition: The hwtacacs-server source-ip ip-address command is run in the HWTACACS template view, and the IP address specified in the command is a class A or B address in form of x.x.x.255.
Symptom: The hwtacacs-server source-ip ip-address command fails to be executed.
Impact: Class A and class B addresses in form of x.x.x.255 cannot be specified in the hwtacacs-server source-ip ip-address command.

	Severity
	Minor

	Root Cause
	The system considers Class A and Class B addresses in form of x.x.x.255 invalid.

	Solution
	The system allows class A and class B addresses in form of x.x.x.255 to be specified in the hwtacacs-server source-ip command.

	Solution Impact
	None

	Precaution
	None


2.20.10  After an Active/Standby Switchover Is Complete, the Status of Static Route Bound to a BFD Session Is Incorrect

	Trouble Ticket Number
	DTS: DTS2014061703418

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	A static route is bound to a BFD session. An active/standby switchover occurs when the BFD session status or peer relationship status is Down. In this situation, the static route enters the active state.

	Severity
	Minor

	Root Cause
	After an active/standby switchover is complete, the diagnostic information about the BFD session in Down state is incorrectly deleted. The system considers the BFD session in the initial Down state, so it sets the status of the static route bound to the BFD session to active.

	Solution
	After an active/standby switchover, the system does not delete the diagnostic information about the BFD sessions in Down state.

	Solution Impact
	None

	Precaution
	None


2.20.11  An OSPF Neighbor Relationships Is Incorrectly Set Up Between Ethernet Interfaces on Different Network Segments, Causing Abnormal Traffic Forwarding

	Trouble Ticket Number
	DTS: DTS2014061703291

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition: The IP addresses of Ethernet interfaces are on different network segments.
Symptom: An OSPF neighbor relationship is incorrectly set up between the Ethernet interfaces on different network segments.
Impact: Traffic cannot be correctly forwarded.

	Severity
	Major

	Root Cause
	The OSPF module does not check the network segments and masks of interface IP addresses, so the Ethernet interfaces on different network segments can set up OSPF neighbor relationships as P2P interfaces.

	Solution
	Before setting up an OSPF neighbor relationship, the switch checks the network segments and masks of the P2P interface addresses. The interface IP addresses must be on the same network segment.

	Solution Impact
	None

	Precaution
	None


2.20.12  A Memory Error Occurs When a Switch Receives SEP LSA Request Packets with Oversized TLVs

	Trouble Ticket Number
	DTS: DTS2014061702969

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
· An interface in a SEP segment receives a SEP LSA request packet.
· The system name TLV in the SEP LSA request packet exceeds 20 bytes or the port name TLV exceeds 16 bytes.
There is a low probability that this problem occurs when the preceding conditions are met.
Symptom: The active MPU resets.
Impact: Services on the switch are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs when the system parses oversized TLV fields.

	Solution
	When parsing the SEP LSA request packets, the system verifies the TLV field. If a packet carries an oversize TLV field, the system discards the packet.

	Solution Impact
	None

	Precaution
	None


2.20.13  When the Configuration File of a Member Switch Is Synchronized to a Server, the Member Switch Restarts

	Trouble Ticket Number
	DTS: DTS2014051402277

	Problem Resolved in
	V100R006C03

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition: There is a low probability that this problem occurs when the following conditions are met:
The increment-config synchronization command is executed in the cluster view of the command switch to synchronize the configuration file of a member switch to a server.
Symptom: The member switch restarts.
Impact: Services on the member switch are interrupted.

	Severity
	Major

	Root Cause
	The system does not take effective protection measures, so a data access error occurs when the configuration file of the member switch is synchronized.

	Solution
	The system protects data access when synchronizing the configuration files of member switches.

	Solution Impact
	None

	Precaution
	None


2.20.14  Alarms About Cards or Modules Are Still Reported on Member Switches After the Alarm Function Is Disabled in a Stack

	Trouble Ticket Number
	DTS: DTS2013123002819

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Condition:
· The alarm function is globally disabled in a stack.
· A card or module-related alarm is triggered on a member switch. For example, an alarm is triggered when a fan tray is removed from the member switch.
Symptom: Card or module-related alarms are recorded in the trap buffer.
Impact: Enabling or disabling the global alarm function does not affect card or module-related alarms on member switches.

	Severity
	Minor

	Root Cause
	Stack member switches do not check whether the global alarm function is enabled before sending a card-related alarm.

	Solution
	In a stack, member switches check whether the global alarm function is enabled before sending a card-related alarm.

	Solution Impact
	None

	Precaution
	None


2.20.15  SSH Server Displays Non-standard Authentication Information for SSH Users

	Trouble Ticket Number
	DTS: DTS2014061703010

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	A switch functions as an SSH server, and a user logs in to a switch through SSH. The switch displays non-standard authentication information for the SSH user.

	Severity
	Minor

	Root Cause
	The SSH authentication process of the switch has a bug.

	Solution
	The SSH authentication process of the switch is optimized.

	Solution Impact
	None

	Precaution
	None


2.20.16  A Switch Counts the Inter-Frame Gaps and Preambles When Limiting Traffic Rate

	Trouble Ticket Number
	DTS: DTS2014070701276

	Problem Resolved in
	V100R006C03

	Involved Models
	S2710, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	The traffic rate on the switch cannot reach the configured rate limit.

	Severity
	Minor

	Root Cause
	The switch counts the inter-frame gaps and preambles when limiting traffic rate.

	Solution
	A command is added to configure whether the switch counts the inter-frame gaps and preambles when limiting traffic rate.

	Solution Impact
	None

	Precaution
	The patch adds the following commands to the system:
64. qos { car | shaping } exclude-interframe: configures the switch to ignore the inter-frame gap and preamble when limiting the packet rate.
65. undo qos { car | shaping } exclude-interframe: configures the switch to count the inter-frame gap and preamble when limiting the packet rate.


2.20.17  The Virtual Cable Test Result Is Inaccurate

	Trouble Ticket Number
	DTS: DTS2014041500503

	Problem Resolved in
	V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	The virtual cable test function is enabled on the 10/100BASE-T Ethernet interface of a switch. The test result is inaccurate.

	Severity
	Minor

	Root Cause
	The virtual cable test algorithm has a bug.

	Solution
	The virtual cable test algorithm is optimized.

	Solution Impact
	Port

	Precaution
	66. The patch optimizes the virtual cable test algorithm; however, the tested cable length may still be inaccurate in some circumstances.
67. When the 10/100BASE-T Ethernet interface works at 10 Mbps and the interface status is link Up, the test result may be inaccurate.


2.20.18  When a Switch Receives Malformed Packets from RADIUS Server, RADIUS Authentication or Authorization Fails

	Trouble Ticket Number
	DTS: DTS2014070810325

	Problem Resolved in
	V100R006C03
V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition:
68. A RADIUS authorization server is configured.
69. The server delivers a RADIUS packet carrying a 2-bit attribute.
This problem occurs when the preceding conditions are met.
Symptom: When a switch receives a RADIUS packet carrying a 2-bit attribute from the RADIUS server, the switch discards the RADIUS packet and RADIUS authorization fails.
Impact: RADIUS authentication or authorization fails.

	Severity
	Minor

	Root Cause
	The switch considers the RADIUS packet carrying a 2-bit attribute invalid.

	Solution
	The switch ignores the 2-bit attribute when parsing the RADIUS packet.

	Solution Impact
	RADIUS

	Precaution
	None


2.21  V100R006SPH017

2.21.1  A Switch Restarts Unexpectedly After Policy-based Routing Is Configured

	Trouble Ticket Number
	iCare: 2557205
DTS: DTS2014012405025

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800: S3700-28TP, S3700-52P, S3700-HI, S5700-EI, S5700-SI, S6700-EI
V100R006C03: S3700-28TP, S3700-52P
V100R006C05: S3700-28TP, S3700-52P

	Symptom
	Condition:
· A policy-based route is configured on a switch to redirect packets to a next hop, and the ARP entry corresponding to the next hop does not exist on the switch.
· The VLANIF interface matching the next hop is Down.
There is a low probability that this problem occurs when the preceding conditions are met.
Symptom:
When the VLANIF interface matching the next hop in a policy-based route is Down, the switch restarts.
Impact:
The switch restarts.

	Severity
	Major

	Root Cause
	The system does not take protection measures when an error occurs in the redirection process.

	Solution
	The route redirection process is optimized.

	Solution Impact
	None

	Precaution
	None


2.21.2  Some SSH Clients Cannot Log In to a Switch

	Trouble Ticket Number
	DTS: DTS2014032202773

	Problem Resolved in
	V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Symptom
	Condition: A switch functions as an SSH server. The clients that do not support the SSH_MSG_USERAUTH_BANNER message attempt to log in to the switch.
Symptom: Some clients cannot log in to the switch.
Impact: The clients that do not support the SSH_MSG_USERAUTH_BANNER message cannot log in to the switch.

	Severity
	Minor

	Root Cause
	When a client attempts to log in to a switch that functions as an SSH server, the switch sends an SSH_MSG_USERAUTH_BANNER message to the client. The client cannot parse this message, so it disconnects from the switch.

	Solution
	Do not run the header command in the system view to set the header information displayed on terminals, and then the SSH server does not send the SSH_MSG_USERAUTH_BANNER message to clients.

	Solution Impact
	SSH user login

	Precaution
	None


2.21.3  System Resets After Files Are Deleted from the Flash Memory

	Trouble Ticket Number
	DTS: DTS2014031104623

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	There is a low probability that the system resets when files are deleted from the flash memory.

	Severity
	Minor

	Root Cause
	When deleting files from the flash memory, the system does not verify the internal indexes.

	Solution
	When deleting files from the flash memory, the system verifies the internal indexes.

	Solution Impact
	None

	Precaution
	None


2.21.4  Files in Flash Memory Are Corrupted When the Switch Is Power Cycled

	Trouble Ticket Number
	DTS: DTS2014031104696

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Symptom
	Files in flash memory are corrupted when the switch is power cycled.

	Severity
	Minor

	Root Cause
	The switch does not have an effective mechanism to protect the file system in the flash memory.

	Solution
	The system takes measure to protect the file system in flash memory.

	Solution Impact
	None

	Precaution
	None


2.21.5  A Switch Fails to Record Logs

	Trouble Ticket Number
	DTS: DTS2014031802195

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI, S5700-SI

	Symptom
	When more than 1024 repeated logs are generated continuously, the switch cannot generate new logs.

	Severity
	Minor

	Root Cause
	An error occurs when the information center processes repeated logs.

	Solution
	The error occurring when the information center processes repeated logs is rectified.

	Solution Impact
	None

	Precaution
	None


2.21.6  The MAC Address on a VLANIF Interface Is Modified

	Trouble Ticket Number
	DTS: DTS2014041102783

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI

	Symptom
	Condition:
· An Eth-Trunk is added to a VLAN and the corresponding VLANIF interface is created.
· A loop occurs on the network. The Eth-Trunk receives a packet of which the source MAC address is the local VLANIF interface's MAC address.
This problem occurs when the preceding conditions are met.
Symptom:
When an Eth-Trunk receives a packet of which the source MAC address is the local VLANIF interface's MAC address, Layer 3 service is interrupted.
Impact:
The Layer 3 service on the Eth-Trunk is interrupted.

	Severity
	Minor

	Root Cause
	The Eth-Trunk incorrectly learns MAC address entries, causing a modification to the MAC address entry of the VLANIF interface.

	Solution
	The MAC address entry is corrected.

	Solution Impact
	None

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and wait for five minutes. The service will be recovered automatically. To prevent the problem permanently, remove the loop.


2.22  V100R006SPH016

2.22.1  Setting of hwPortLoopDetectEnabled Fails

	Trouble Ticket Number
	DTS: DTS2013102203667

	Symptom
	When the loopback-detect (LDT) function is enabled on an interface through the NMS, the setting of hwPortLoopDetectEnabled (OID: 1.3.6.1.4.1.2011.5.25.174.1.1.7.1.3) fails.

	Condition
	The NMS sets the hwPortLoopDetectEnabled object to enable LDT on an interface.

	Impact
	The LDT function is unavailable on the interface.

	Severity
	Minor

	Root Cause
	The condition for setting the hwPortLoopDetectEnabled object is incorrect.

	Solution
	The condition for setting the hwPortLoopDetectEnabled object is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.2  When the mac-forced-forwarding enable Command Is Repeatedly Executed, a Memory Leak Occurs

	Trouble Ticket Number
	DTS: DTS2013011400203

	Symptom
	When the mac-forced-forwarding enable command is repeatedly executed in the system view, a memory leak occurs.

	Condition
	The mac-forced-forwarding enable command is repeatedly executed in the system view.

	Impact
	When the switch runs for a long period of time, memory becomes insufficient and leads to a reboot of the switch.

	Severity
	Major

	Root Cause
	A logic error exists when the system determines whether to allocate memory to execute the mac-forced-forwarding enable command.

	Solution
	The logic error in determining whether to allocate memory to execute the mac-forced-forwarding enable command is rectified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this problem. However, if the bug has occurred, activate the patch and restart the switch. The entries of online static users can be aged out only after the users go online again.


2.22.3  ARP Packets Are Discarded During the Startup of the Non-Master Switch in a Stack

	Trouble Ticket Number
	DTS: DTS2013112601171

	Symptom
	The non-master switch in a stack is reset. During the startup of the switch, the stack discards ARP packets.

	Condition
	This problem occurs when the following conditions are met:
· The switch is reset.
· The stack receives ARP packets during the startup of the switch.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	The switch incorrectly processes ARP packets during the startup.

	Solution
	The switch correctly processes ARP packets during the startup.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.4  The Output Power of a PoE Interface Displayed in a Switch Log Is Incorrect

	Trouble Ticket Number
	DTS: DTS2013091102813

	Symptom
	The output power of a PoE interface displayed in a switch log is always 0.

	Condition
	This problem occurs when the following conditions are met:
· The switch supports the PoE function.
· The switch interface is providing power to powered devices.

	Impact
	User experience is affected.

	Severity
	Info

	Root Cause
	The output power of the PoE interface is incorrectly displayed.

	Solution
	The output power of the PoE interface is correctly displayed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.5  When an Optical Port with an Optical Module Installed Is Down, an Optical Power Alarm Is Reported Unexpectedly

	Trouble Ticket Number
	DTS: DTS2013102811139

	Symptom
	When an optical port with an optical module installed is Down, an optical power alarm is reported unexpectedly.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· An optical module is installed on an optical port.
· The optical port is in the Down state.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The system incorrectly determines the optical power alarm.

	Solution
	The system correctly determines the optical power alarm.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.6  A Switch Restarts Unexpectedly When Recording Diagnostic Information

	Trouble Ticket Number
	DTS: DTS2013112111044

	Symptom
	A running switch restarts unexpectedly when recording diagnostic information.

	Condition
	There is a low probability that this problem occurs when a running switch is recording diagnostic information.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The variables used by the switch to record diagnostic information are incorrect.

	Solution
	The variables used by the switch to record diagnostic information are optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI

	Precaution
	None


2.22.7  Some SNMP Configurations Are Lost After a Switch Is Upgraded from V100R005 to V100R006

	Trouble Ticket Number
	DTS: DTS2013122003187

	Symptom
	The snmp-agent trap enable feature-name SRMTRAP trap-name hwTempResume or undo snmp-agent trap enable feature-name SRMTRAP trap-name hwTempResume command has been executed on a switch. The configuration is lost after the switch software is upgraded from V100R005 to V100R006.

	Condition
	This problem occurs when the following operations are performed:
70. The snmp-agent trap disable command is executed in the system view of V100R005.
71. The snmp-agent trap enable feature-name SRMTRAP trap-name hwTempResume command is executed in the system view of V100R005.
72. The configuration is saved and system software is upgraded to V100R006.

	Impact
	The configuration is lost.

	Severity
	Minor

	Root Cause
	An error occurs in the configuration compatibility algorithm.

	Solution
	The error in the configuration compatibility algorithm is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	V100R006C03: S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05: S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	73. Before upgrading V100R005 to V100R006, specify this patch for next startup; otherwise, the patch will not take effect.
74. The temperature alarm recovery function is optimized in V100R006. In V100R005, the configurations are snmp-agent trap enable feature-name SRMTRAP trap-name hwTempResume and undo snmp-agent trap enable feature-name SRMTRAP trap-name hwTempResume. That is, only the clearance of alarm for temperature exceeding the upper threshold can be enabled and disabled. The corresponding configurations in V100R006 are as follows: snmp-agent trap enable feature-name SRMTRAP trap-name hwTempRisingResume, undo snmp-agent trap enable feature-name SRMTRAP trap-name hwTempRisingResume snmp-agent trap enable feature-name SRMTRAP trap-name hwTempFallingResume, undo snmp-agent trap enable feature-name SRMTRAP trap-name hwTempFallingResume. The four commands are used to enable and disable the clearance of alarms for temperature exceeding or below the upper or lower threshold.


2.22.8  When a Switch Receives a Large Number of ARP Packets, the CPU Is Overloaded

	Trouble Ticket Number
	DTS: DTS2013110504005

	Symptom
	When a switch receives a large number of ARP packets, the CPU is overloaded.

	Condition
	This problem occurs when the following conditions are met:
· The dhcp snooping trusted command is executed on an interface.
· A VLANIF interface is created for the VLAN where the interface is located, and a large number of ARP request packets are received by the interface.

	Impact
	The switch may restart.

	Severity
	Minor

	Root Cause
	ARP rate limiting is inaccurate, so a large number of ARP packets impact the CPU.

	Solution
	The rate limit for ARP packets is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2700-EI

	Precaution
	None


2.22.9  When Loopback-Detect (LDT) in Untagged Mode Is Configured on a Switch, the Switch Cannot Ping the Gateway

	Trouble Ticket Number
	DTS: DTS2013081901394

	Symptom
	When loopback-detect (LDT) in untagged mode is configured on an interface of a switch, the switch cannot ping the gateway.

	Condition
	This problem occurs when the following conditions are met:
· LDT in untagged mode is configured on an interface.
· The switch receives a large number of detection packets with destination MAC address being multicast address.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The ARP reply packets received by the switch are discarded due to congestion. As a result, the switch cannot learn ARP entries.

	Solution
	The mechanism of processing ARP reply packets is optimized to reduce the number of ARP replay packets discarded due to congestion.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2700-EI

	Precaution
	None


2.22.10  The Configuration Fails to Be Saved When the Configuration File Name Is Not Entered Within the Specified Period After the save Command Is Executed on a Switch

	Trouble Ticket Number
	DTS: DTS2013081900174

	Symptom
	The configuration file for next startup is not specified on a switch. A user enters the save command, but does not enter the configuration file name within 30 seconds at the system prompt. The command execution fails.

	Condition
	The configuration file for next startup is not specified on a switch. The save command is executed but the configuration file name is not entered within 30 seconds.

	Impact
	The configuration file is not saved.

	Severity
	Minor

	Root Cause
	Entering the configuration file name times out, and the switch does not save the configuration.

	Solution
	After the save command is executed, if entering the configuration file name times out, the system uses the default configuration file name to save the configuration.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.11  When a Switch Functions as an SSH Server, Users Cannot Log In to the Switch

	Trouble Ticket Number
	DTS: DTS2013120401415

	Symptom
	When a switch functions as an SSH server, users cannot log in to the switch through Secure Shell Client or SecureCRT in SSH2 mode, or are disconnected unexpectedly. When a switch functions as an SSH client, users cannot log in to the Bitvise SSH Server through the switch if the Bitvise SSH Server license will expire. When users log in to an Apache server through the switch, file download fails.

	Condition
	This problem occurs when any of the following conditions is met:
75. The user clicks session option in SecureCRT.
76. The user logs in to the switch in SSH mode through the Secure Shell Client.
77. The switch connects to the Bitvise SSH Server in SFTP mode and the trial period of the Bitvise SSH Server is about to expire.
78. The switch connects to the Apache server in SFTP mode to download files.

	Impact
	Users cannot log in to the switch through SSH or fail to download files through SFTP.

	Severity
	Minor

	Root Cause
	When the switch connects to SecureCRT, Secure Shell Client, Bitvise SSH Server, or Apache server, these tools send protocol packets carrying private fields. The switch does not recognize private fields, so the switch fails to communicate with these tools.

	Solution
	When the switch connects to SecureCRT, Secure Shell Client, Bitvise SSH Server, or Apache server, it intercepts and filters the protocol packets that are sent by these tools and carry private fields.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.12  The Time on NMS Is Incorrect Because the Switch Sends Logs and Alarms Through SNMP in the UTC(+0) Time Format

	Trouble Ticket Number
	DTS: DTS2013120308590

	Symptom
	The info-center loghost ip-address local-time command is added to the system view to change the Syslog format between UTC and local time.

	Condition
	This problem occurs when the following condition is met:
A log host sends Syslog packets.

	Impact
	The time displayed on the NMS is incorrect.

	Severity
	Minor

	Root Cause
	The time stamp in the Syslog packet only has the UTC format, and cannot be set to the local time format.

	Solution
	A command is added to change the Syslog format between UTC and local time.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C01SPC100:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.13  A Switch Restarts Unexpectedly When an Interface Name Length Configured in the Port Group View Is Too Long

	Trouble Ticket Number
	DTS: DTS2013120402921

	Symptom
	In the port group view, when a specified interface is added to or deleted from the permanent port group, the switch restarts unexpectedly.

	Condition
	This problem occurs when the following condition is met:
In the port group view, the group-member { interface-type interface-number1 [ to interface-type interface-number2 ] } &<1-10> command is executed to add a specified interface to the port group or the undo group-member { interface-type interface-number1 [ to interface-type interface-number2 ] } &<1-10> command is executed to delete a specified interface from the port group. The interface name length (the total length of interface-type and interface-number) exceeds 64 characters.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	A memory error occurs when the interface name length exceeds 64 characters.

	Solution
	The interface name length is limited.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.14  The Cost Value in the Router LSA Advertised by OSPF Is Always the Maximum Value After the stub-router on-startup and reset ospf process Commands Are Executed and an Active/Standby Switchover Occurs

	Trouble Ticket Number
	DTS: DTS2013120403768

	Symptom
	The stub-router on-startup interval command is executed in the OSPF view on a switch. After the switch restarts, if the reset ospf process command is executed within the specified interval, the cost value in the Router LSA advertised by OSPF is always 65535, leading to incorrect routing.

	Condition
	This problem occurs when the following conditions are met:
· The stub-router on-startup interval command is executed in the OSPF view on the switch.
· The reset ospf process command is executed in the user view within the specified interval after the switch restarts.

	Impact
	Only the LSA with the largest cost is advertised, which affects routing.

	Severity
	Major

	Root Cause
	The timer is deleted because the reset ospf process command is executed within the specified interval. In this situation, the stub-router status is not restored.

	Solution
	When the timer is deleted during OSPF process reset, the stub-router status is recovered.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.15  When the hwtacacs-server source-ip ip-address Command Is Run in the HWTACACS Server Template View, and the IP Address Specified in the Command Cannot Be Configured a Class A or B Address in Form of x.x.x.255

	Trouble Ticket Number
	DTS: DTS2013120403509

	Symptom
	When the hwtacacs-server source-ip ip-address command is run in the HWTACACS server template view, and the IP address specified in the command is a Class A or B address in form of x.x.x.255, the command execution fails.

	Condition
	The hwtacacs-server source-ip ip-address command is run in the HWTACACS template view, and the IP address specified in the command is a Class A or B address in form of x.x.x.255.

	Impact
	The hwtacacs-server source-ip ip-address command fails to be executed.

	Severity
	Minor

	Root Cause
	The system considers Class A and Class B addresses in form of x.x.x.255 invalid.

	Solution
	The IP address is changed according to IP address classes. For example, a Class C address cannot be configured as x.x.x.255; a Class A or Class B address can be configured as x.x.x.255. A Class A address cannot be configured as x.255.255.255, while a Class B address cannot be configured as x.x.255.255.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.16  When a Switch Is Power Cycled, Some Files in Flash Memory Are Corrupted

	Trouble Ticket Number
	DTS: DTS2013120403511

	Symptom
	Files in flash memory are corrupted when the switch is power cycled.

	Condition
	There is a low probability that this problem occurs when a switch is power cycled.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The switch does not have an effective mechanism to protect the file system in the flash memory.

	Solution
	The switch provides an effective mechanism to protect the file system in the flash memory.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.17  A Switch Receives an ARP Request Packet Whose Hardware Type Is 6, but Does Not Return an ARP Reply Packet

	Trouble Ticket Number
	DTS: DTS2013121702685

	Symptom
	A switch receives an ARP request packet whose hardware type is 6, but does not return an ARP reply packet. Therefore, the remote device cannot learn the ARP entry of the switch.

	Condition
	A switch receives an ARP request packet whose hardware type is 6.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The switch uses a strict condition to verify ARP packets, and discards the ARP packet whose hardware type is 6.

	Solution
	The switch returns an ARP reply packet after receiving an ARP request packet whose hardware type is 6.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.22.18  IPv6 Packets Are Discarded When Being Forwarded

	Trouble Ticket Number
	DTS: DTS2013100805668

	Symptom
	A large number of IPv6 packets are discarded.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· IPv6 Layer 3 services are configured on the switch.
· The IPv6 neighbor on the switch receives an NS packet every second and is steady in DELAY or PROBE state.

	Impact
	IPv6 service forwarding is abnormal.

	Severity
	Minor

	Root Cause
	An error occurs in the IPv6 update process.

	Solution
	The error in the IPv6 update process is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800:
S3728, S3752, S5700-EI, S5700-SI, S5700-HI, S6700-EI
V100R006C03:
S3728, S3752, S2710
V100R006C05:
S3728, S3752, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the reset ipv6 neighbors dynamic command to delete all dynamic IPv6 neighbor entries on the device. When the entries are generated again, the fault is rectified. Alternatively, wait for 30 seconds and the fault will be automatically rectified.


2.22.19  An IPv6 ND Entry on a Switch Remains in DELAY State

	Trouble Ticket Number
	DTS: DTS2013100802283

	Symptom
	An ND entry on a switch is in DELAY state. The switch receives NS packets from other devices at an interval of 1-5 seconds to request for an interface IPv6 address. The ND entry remains in DELAY state.

	Condition
	This problem occurs when the following conditions are met:
· An ND entry is in DELAY state.
· The switch receives NS packets from other devices at an interval of 1-5 seconds to request for an interface IPv6 address.

	Impact
	An IPv6 ND entry remains in DELAY state.

	Severity
	Info

	Root Cause
	The switch resets the DELAY timer of ND entries to 5 seconds every time it receives an NS packet. Therefore, the DELAY timer cannot change to other states, and remains in DELAY state.

	Solution
	When the inbound interface or VLAN ID of an NS packet is the same as the original one, the switch does not reset the DELAY timer of ND entries, enabling the DELAY timer to change to other states within 5 seconds.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23  V100R006SPH015

2.23.1  The Configuration Level of Traffic Mirroring Commands Is Incorrect

	Trouble Ticket Number
	DTS: DTS2013082903049

	Symptom
	In the configuration level, the mirroring to observe-port observe-port-index and undo mirroring commands can be used in the traffic behavior view.

	Condition
	In the configuration level, the mirroring to observe-port observe-port-index and undo mirroring commands are executed in the traffic behavior view.

	Impact
	Users can set commands higher than the configuration level.

	Severity
	Minor

	Root Cause
	The system incorrectly registers the configuration level for the mirroring to observe-port observe-port-index and undo mirroring commands. Actually, the command levels should be management level.

	Solution
	The system registers the level of the mirroring to observe-port observe-port-index and undo mirroring commands to the management level.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	After the patch is activated, if the command level needs to be changed to the management level, you must restart the switch to make the configuration take effect.


2.23.2  When a Switch's Interface Has Loopback Detection in Untagged Mode Configured, Packets with a Broadcast Destination MAC Address Cannot Be Sent

	Trouble Ticket Number
	DTS: DTS2013022505924

	Symptom
	When a switch's interface has loopback detection in untagged mode configured, the destination MAC address of detection packets cannot be set to a broadcast address.

	Condition
	A switch's interface has loopback detection in untagged mode configured.

	Impact
	The service function does not take effect.

	Severity
	Major

	Root Cause
	When a switch's interface has loopback detection in untagged mode configured, the switch does not support broadcast destination MAC addresses for detection packets.

	Solution
	The switch supports broadcast destination MAC addresses for detection packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	1. If multiple loops occur on the network to which all the interfaces of the switch are connected, eliminate the loops one by one and run the display loopback-detect command to check whether all the loops are eliminated.
2. The patch adds the following commands to the system to help solve this problem:
The loopback-detect untagged mac-address FFFF-FFFF-FFFF command sets the destination MAC addresses of loop detection packets to a broadcast MAC address. After this command is used on the S2700-EI, you are advised to run the undo arp learning strict command globally.
The undo loopback-detect untagged mac-address command restores destination MAC addresses of loop detection packets to 0180-c200-000a.


2.23.3  A Switch Cannot Display LLDP Neighbor Information

	Trouble Ticket Number
	DTS: DTS2012060102311

	Symptom
	When an LLDP neighbor is a non-Huawei device, the switch cannot display information about this neighbor.

	Condition
	The switch connects to a non-Huawei device, and both of them have LLDP enabled.

	Impact
	LLDP negotiation fails and the service function does not take effect.

	Severity
	Minor

	Root Cause
	The switch incorrectly checks the TLV length field of Extended Power-via-MDI TLV in received LLDPDUs.

	Solution
	The switch correctly checks the TLV length field.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.4  Packet Statistics on a Switch Interface Do Not Include Pause Frame Statistics

	Trouble Ticket Number
	DTS: DTS2013071007592

	Symptom
	Packet statistics on a switch interface do not include pause frame statistics.

	Condition
	Packet statistics on a switch interface are queried.

	Impact
	Packet statistics are incorrect.

	Severity
	Minor

	Root Cause
	The switch does not display pause frame statistics.

	Solution
	The switch displays pause frame statistics.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S3700-28TP

	Precaution
	None


2.23.5  Time Ranges in Traffic classifiers Do Not Take Effect

	Trouble Ticket Number
	DTS: DTS2013020506850

	Symptom
	The switch is configured with multiple traffic classifiers that define ACL time ranges. When the first 8 bytes in names of the traffic classifiers are the same, only the time range in the traffic classifier that was configured first takes effect, and time ranges in other traffic classifiers do not take effect.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· The switch is configured with multiple traffic classifiers that define ACL time ranges.
· The first 8 bytes of the traffic classifiers are the same.

	Impact
	The service function does not take effect.

	Severity
	Minor

	Root Cause
	The hash key is incorrect.

	Solution
	The hash key is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800: S2700-EI, S2700-52P, S3700-28TP, S3700-52P
V100R006C03: S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and unbind and re-bind the traffic policy containing these traffic classifiers.


2.23.6  10GE Interface of the Front Card on a Switch Cannot Reach the Rate limit

	Trouble Ticket Number
	DTS: DTS2013072404609

	Symptom
	Queue shaping and inbound and outbound rate limits are configured on a 10GE interface of the front card. When the PIR of traffic shaping and outbound rate limit is larger than 7.5 Gbit/s, and the inbound rate limit is larger than 2.1 Gbit/s, the rate limit cannot be reached.

	Condition
	This problem occurs when any of the following conditions is met:
· The inbound rate limit of the 10GE interface is larger than 2.1 Gbit/s.
· The PIR of traffic shaping and outbound rate limit of the 10GE interface is larger than 7.5 Gbit/s.

	Impact
	The service function does not take effect.

	Severity
	Minor

	Root Cause
	The shaping and rate limit algorithms on the front card interface are incorrect.

	Solution
	The shaping and rate limit algorithms on the front card interface are optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	This patch can prevent the problem. However, if the bug has occurred, activate the patch, delete and reconfigure the inbound and outbound rate limit configuration or restart the switch.


2.23.7  After the Fast Ping Reply Function Is Configured on a Switch, the Delay of Ping Packets Is Long

	Trouble Ticket Number
	DTS: DTS2013082901573

	Symptom
	The delay of ping packets is long.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The fast ping reply function is enabled on a switch.
· The switch functions as the initiator or responder for the ping –f x.x.x.x command.

	Impact
	The delay of ping packets is long.

	Severity
	Minor

	Root Cause
	The system incorrectly processes the fragment field in the IP header.

	Solution
	The system correctly processes the fragment field in the IP header.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	The patch optimizes the average delay of ping packets. After this patch is activated, the delay of single ping packets may be long or jitter may occur.


2.23.8  A Switch Resets When the display multicast-group Command Is Executed

	Trouble Ticket Number
	DTS: DTS2013022503538

	Symptom
	The switch resets unexpectedly.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The multicast group name configured in the BTV view reaches the maximum length.
· The display multicast-group command is executed.

	Impact
	The switch resets unexpectedly.

	Severity
	Major

	Root Cause
	A memory error occurs when the switch executes the display multicast-group command.

	Solution
	The memory error is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.9  In a Stack Scenario, the Slave or Standby Switch Is Disconnected

	Trouble Ticket Number
	DTS: DTS2012122504579

	Symptom
	In a stack scenario, when the stack or a member switch is reset, the slave or standby switch is disconnected, and the problematic switch is removed from the stack.

	Condition
	There is a possibility that this problem occurs when the stack or a member switch is reset.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	Stack control packets are incorrectly processed.

	Solution
	Stack control packets are correctly processed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S3700-28TP, S3700-52P

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch in the stack, and then power off and restart the problematic switch.


2.23.10  Some Interfaces an STP-Enabled Switch Cannot Forward Traffic

	Trouble Ticket Number
	DTS: DTS2013082806619

	Symptom
	On an STP-enabled switch, ICMP packets are continuously sent and received on an STP-enabled interface, and the interface frequently alternates between Up and Down states. Some interfaces on the switch cannot forward traffic.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· STP is enabled on the switch.
· ICMP packets are continuously sent and received on an STP-enabled interface.
· The STP-enabled interface frequently alternates between Up and Down states.

	Impact
	Traffic cannot be forwarded.

	Severity
	Minor

	Root Cause
	The STP status of interfaces is set incorrectly.

	Solution
	The STP status of interfaces is set correctly.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.23.11  When Multiple VLAN Mapping Entries Are Configured on Multiple Interfaces of a Switch, VLAN Mapping Does Not Take Effect on Some Interfaces

	Trouble Ticket Number
	DTS: DTS2013082802670

	Symptom
	When VLAN mapping is configured on multiple interfaces of a switch and each interface is configured with multiple VLAN mapping entries, VLAN IDs cannot be correctly translated.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· VLAN mapping is configured on multiple interfaces.
· Multiple VLAN mapping entries are configured on each interface in different sequences.

	Impact
	The VLAN mapping function does not take effect.

	Severity
	Minor

	Root Cause
	There is a bug in the VLAN mapping module.

	Solution
	The bug in the VLAN mapping module is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	1. The patch adds the following commands to the system to help solve this problem:
· vlan-mapping-enhanced enable: enables the VLAN mapping enhanced mode. In this mode, when the number of C-VLANs configured on all interfaces is less than or equal to 16, the VLAN mapping function is normal.
· undo vlan-mapping-enhanced enable: disables the VLAN mapping enhanced mode.
· The preceding two commands involve modification of the VLAN mapping resource allocation algorithm. If there is VLAN mapping configuration on the switch before the preceding commands are executed, save the configuration and restart the switch after the preceding commands are used.
2. The patch can prevent this bug. However, if the bug has occurred, activate the patch, run the vlan-mapping-enhanced enable command, save the configuration, and then restart the switch.


2.23.12  The Fast Ping Reply Function Does Not Take Effect on a Switch

	Trouble Ticket Number
	DTS: DTS2013082708578

	Symptom
	The delay of ping packets is long.

	Condition
	This problem occurs when the following conditions are met:
· The fast ping reply function is enabled on the switch.
· A default route is configured on the switch.
· The Layer 3 device indirectly connected to the switch pings the switch.

	Impact
	The delay of ping packets is long.

	Severity
	Minor

	Root Cause
	An error occurs when the software handles the fast ping reply process.

	Solution
	The error in the fast ping reply process is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	The patch optimizes the average delay of ping packets. After this patch is activated, the delay of single ping packets may be long or jitter may occur.


2.23.13  A Simple Password Can Be Configured for MAC Address Authentication on a Switch

	Trouble Ticket Number
	DTS: DTS2013082805129

	Symptom
	A switch has MAC address authentication configured. When the password in fixed user name format is configured, the password is incorrectly processed.

	Condition
	The simple keyword is used to configure the password of the MAC address authentication user name.

	Impact
	The user password security is affected.

	Severity
	Minor

	Root Cause
	The switch cannot shield the command used to configure an unencrypted password for MAC address authentication.

	Solution
	The switch shields the command used to configure an unencrypted password for MAC address authentication.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.23.14  When an Unencrypted Password Is Configured on a Switch, the System Does Not Display a Message Indicating the Risk and the Unencrypted Password Is Displayed in Logs

	Trouble Ticket Number
	DTS: DTS2013082805361

	Symptom
	When a plain-text shared key is saved in the configuration file, the system does not display a message indicating the risk. The test-aaa command is used to test whether a user can be authenticated using RADIUS authentication. When the display history-command command is executed, the Up arrow on the keyboard is pressed to display the test-aaa command, or a log record is queried, the password is displayed in plain text.

	Condition
	A plain-text shared key is configured. The test-aaa command is used to test whether a user can be authenticated using RADIUS authentication, the display history-command command is executed, the Up arrow on the keyboard is pressed to display the test-aaa command, or a log record is queried.

	Impact
	The user password security is affected.

	Severity
	Minor

	Root Cause
	The system does not provide a message indicating the risk. As a result, the command line is incorrectly registered.

	Solution
	The system provides a message indicating the risk.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.23.15  When an Unencrypted Shared Key Is Configured in a Web Authentication Server Template on a Switch, the System Does Not Display a Message Indicating the Risk

	Trouble Ticket Number
	DTS: DTS2013082303738

	Symptom
	When a plain-text shared key is saved in the configuration file, the system does not display a message indicating the risk.

	Condition
	A plain-text shared key is saved in the configuration file of a switch.

	Impact
	The user password security is affected.

	Severity
	Minor

	Root Cause
	The system does not display a message indicating the risk.

	Solution
	The system displays a message indicating the risk.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.23.16  A Traffic Policy on a Switch Cannot Be Used to Tag VLAN IDs in PPPoE+ Packets

	Trouble Ticket Number
	DTS: DTS2013062803194

	Symptom
	A traffic policy containing VLAN re-marking and PPPoE+ are configured on a switch. The switch cannot tag VLAN IDs in PPPoE+ packets.

	Condition
	A traffic policy containing VLAN re-marking and PPPoE+ are configured on the switch.

	Impact
	VLAN re-marking does not take effect for PPPoE+ packets.

	Severity
	Minor

	Root Cause
	VLAN re-marking is invalid for PPPoE+ packets.

	Solution
	VLAN re-marking is supported for PPPoE+ packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-52P

	Precaution
	79. The patch adds the following commands to the system to help solve this problem:
In any view:
· display pppoe intermediate-agent remark vlan-id interface <interface-name>: displays the translated VLAN ID of PPPoE packets, number of online PPPoE users, MAC addresses of PPPoE users, and other PPPoE information on an interface.
· display mac-address pppoe+: displays generated PPPoE+ MAC address entries when PPPoE users go online.
In the interface view:
· pppoe intermediate-agent remark vlan-id <vlan-id>: enables VLAN mapping for PPPoE request packets received on an interface and sets the translated VLAN ID. This command is valid for PPPoE packets in discovery stage. If users go online on the switch enabled with PPPoE and VLAN re-marking, the traffic policy containing VLAN re-marking must be used to tag VLAN IDs in PPPoE packets in the PPPoE session stage.
80. After activating the patch, restart the switch to make the configuration take effect.


2.23.17  A Static Route Bound to a BFD Session in Init State Is Still Active

	Trouble Ticket Number
	DTS: DTS2013082801847

	Symptom
	A static route bound to a BFD session in Init state incorrectly becomes active.

	Condition
	There is a low probability that this problem occurs when the following condition is met:
A static route is bound to a BFD session that is in Init state.

	Impact
	The static route status is incorrect, causing a forwarding error.

	Severity
	Major

	Root Cause
	The static route incorrectly determines the bound BFD session status.

	Solution
	The system sets the static route bound to a BFD session in Init state to Inactive state.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.18  After an NQA Jitter Test Instance Is Executed, Statistics About jitter in value and jitter out value Are Incorrect

	Trouble Ticket Number
	DTS: DTS2013082708726

	Symptom
	After an NQA jitter test instance is executed, statistics about jitter in value and jitter out value are incorrect.

	Condition
	This problem occurs when the following condition is met:
An NQA jitter test instance is executed.

	Impact
	The NQA test result is incorrectly displayed.

	Severity
	Minor

	Root Cause
	NQA assigns incorrect values to jitter in value and jitter out value.

	Solution
	NQA assigns correct values to jitter in value and jitter out value.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.19  Direct Routes Cannot Be Imported to Multiple IS-IS Processes on a Switch

	Trouble Ticket Number
	DTS: DTS2013082710890

	Symptom
	Direct routes and routes of another IS-IS process (or another routing protocol) are imported to an IS-IS process. When an interface of another IS-IS process (or another routing protocol) flaps, routes of this interface cannot be imported to IS-IS.

	Condition
	This problem occurs when the following conditions are met:
81. An IS-IS process is configured and an IS-IS neighbor relationship is set up.
82. Another IS-IS process or another routing protocol process is created and a neighbor relationship is set up.
83. The IS-IS process or the protocol in condition 2 is enabled on an interface of another IS-IS process (or another routing protocol).
84. IS-IS is configured to import direct routes and routes of another IS-IS process (or another routing protocol), a policy for importing direct routes defines that the network segment of the interface address in condition 3 is rejected, and a policy for importing routes of another IS-IS process or protocol defines that the network segment of the interface address in condition 3 is permitted.
85. The interface in condition 3 is in Down state. Another IS-IS process (or a process of another routing protocol) learns the routes of the same network segment from neighbors.
86. The interface in condition 3 is in Up state.

	Impact
	IP traffic forwarding

	Severity
	Minor

	Root Cause
	When the active routes imported to IS-IS from another IS-IS process (or routing protocol process) is changed to a direct route, the IS-IS protocol incorrectly processes the route. As a result, the route is discarded.

	Solution
	When IS-IS processes RM messages for translating active routes to inactive routes, if active direct routes are available in the RM routing table, the switch matches the protocol ID of direct routes against the routing policy. If the direct routes fail the routing policy, the switch then matches the protocol ID of indirect routes against the routing policy.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.20  Direct Routes Cannot Be Imported to Multiple OSPF Processes on a Switch

	Trouble Ticket Number
	DTS: DTS2013082801987

	Symptom
	When direct routes and routes of another OSPF process (or another routing protocol) are imported to OSPF, OSPF cannot advertise the imported routes and route calculation on other devices in the same AS area as the switch is affected.

	Condition
	This problem occurs when the following conditions are met:
87. An OSPF process is configured and an OSPF neighbor relationship is set up.
88. Another OSPF process or another routing protocol process is created and a neighbor relationship is set up.
89. The OSPF process or the protocol in condition 2 is enabled on a directly connected interface.
90. OSPF is configured to import direct routes and routes of another OSPF process (or another routing protocol), a policy for importing direct routes defines that the network segment of the interface address in condition 3 is rejected, and a policy for importing routes of another OSPF process or protocol defines that the network segment of the interface address in condition 3 is permitted.

	Impact
	Route calculation on other devices in the same AS area as the switch is affected.

	Severity
	Major

	Root Cause
	The parameters on the interface invoking the routing policy are incorrect when OSPF imports routes. As a result, the interface direct routes of another OSPF process (or another routing protocol process) are not correctly imported.

	Solution
	The switch has been enabled to match direct routes against an import routing policy in two operations, with the RPAs being RM_PROTO_INTF and RM_PROTO_INTF | RM_PROTO_EXCLUDE, respectively. Therefore, when direct routes do not match the routing policy but routes of another protocol match the routing policy, the routes of another protocol can be imported.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.21  The display memory-dump Command Is Deleted on a Switch

	Trouble Ticket Number
	DTS: DTS2013082802026

	Symptom
	The display memory-dump memory-address memory-length [ slave | slot slot-number command is deleted.

	Condition
	N/A

	Impact
	Security risks exist.

	Severity
	Minor

	Root Cause
	The display memory-dump memory-address memory-length [ slave | slot slot-number ] command has a risk.

	Solution
	The PAT_HandlerAfterActivePatchForSSP function is added and invoked in PAT_HandlerAfterActivePatchForNFP to ensure that the display memory-dump command is disabled after the patch takes effect. This command will be disabled in the command registration function VOS_Cmd_DumpMem.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.22  When a User Attempts to Specify the Outbound Interface and Non-Link-Local Next-Hop Address in an IPv6 Static Route, the Non-Link-Local Next-Hop Address Cannot Be Configured

	Trouble Ticket Number
	DTS: DTS2013081903455

	Symptom
	When a user attempts to specify the outbound interface and non-link-local next-hop address in an IPv6 static route, the non-link-local next-hop address cannot be configured.

	Condition
	This problem occurs when the following condition is met:
An IPv6 static route is configured, and the next-hop address is a non-link-local address.

	Impact
	None

	Severity
	Minor

	Root Cause
	When you specify the outbound interface and next-hop address in an IPv6 static route, the next-hop address must be a link-local address.

	Solution
	The limitation that requires a next-hop address to be a link-local address is deleted in codes.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.23  When EFM Packets Fail to Be Placed into the UMSG Queue, a Memory Leak Occurs

	Trouble Ticket Number
	DTS: DTS2013082807398

	Symptom
	When the CPU usage is high, EFM packets cannot be processed in a timely manner. As a result, a 2K-byte memory leak occurs when the switch receives one EFM packet.

	Condition
	This problem occurs when the following condition is met:
The CPU usage is high, and EFM packets cannot be processed in a timely manner.

	Impact
	A 2048-byte memory leak occurs on the switch.

	Severity
	Minor

	Root Cause
	When EFM queues are full, new EFM packets cannot be placed into queues. In this case, the occupied memory is not released.

	Solution
	After EFM packets fail to be placed into queues, the occupied memory is released.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.23.24  After the user ftp-user-name password Command Is Executed, Logs Saved by a Switch Are Not in Standard Format

	Trouble Ticket Number
	DTS: DTS2013082807502

	Symptom
	After the user ftp-user-name password command is executed, historical commands and CMDRECORD logs saved by the switch are not in standard format.

	Condition
	The user ftp-user-name password command is executed.

	Impact
	Logs are not in standard format.

	Severity
	Minor

	Root Cause
	The system does not save historical commands and CMDRECORD logs in standard format.

	Solution
	The system saves historical commands and CMDRECORD logs in standard format.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.25  An IPv6 Address with a 127-Bit Mask and an All-0 Interface ID Cannot Be Assigned to an Interface

	Trouble Ticket Number
	DTS: DTS2013081600172

	Symptom
	An IPv6 address with a 127-bit mask and an all-0 interface ID cannot be assigned to an interface.

	Condition
	An IPv6 address with a 127-bit mask and an all-0 interface ID is configured on an interface.

	Impact
	IPv6 addresses cannot be configured.

	Severity
	Info

	Root Cause
	There is a bug in internal process.

	Solution
	The bug in internal process is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.26  When a User Logs In to a Switch Through SSH, the Switch Restarts Unexpectedly

	Trouble Ticket Number
	DTS: DTS2013082807559

	Symptom
	When a user logs in to a switch through SSH, the switch restarts unexpectedly.

	Condition
	There is a low probability that this problem occurs when the following condition is met:
A user logs in to a switch through SSH.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The commands executed by the SSH client contain special characters that cannot be parsed by the switch.

	Solution
	The system internal parsing error is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.27  After a User Runs the lock Command to Lock the User Interface and Enters the Password to Unlock the User Interface, the System Does Not Record an Unlock Log

	Trouble Ticket Number
	DTS: DTS2013082807517

	Symptom
	After a user runs the lock command to lock the user interface and enters the password to unlock the user interface, the system does not record an unlock log.

	Condition
	This problem occurs when the following conditions are met:
· A user runs the lock command to lock the user interface.
· The user enters the password to unlock the user interface.

	Impact
	The system does not record an unlock log.

	Severity
	Minor

	Root Cause
	The system does not provide the unlock log.

	Solution
	The unlock log is added.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	For a user who has been locked, no unlock log is generated immediately after the patch is activated. The system generates the unlock log for the user after the user is unlocked again.


2.23.28  After an AAA User Is Created Through the Web NMS, Debugging Information Is Incorrectly Output

	Trouble Ticket Number
	DTS: DTS2013082807587

	Symptom
	After an AAA user is created through the web NMS, debugging information is incorrectly output.

	Condition
	This problem occurs when the following condition is met:
An AAA user is created through the web NMS.

	Impact
	Debugging information is incorrectly output.

	Severity
	Minor

	Root Cause
	The system does not output debugging information in standard format.

	Solution
	The system correctly outputs debugging information.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.29  When a VPN Instance Name Contains Special Characters Such as %d and %s, It Is Displayed as Garbled Characters in the display fib statistics all Command Output

	Trouble Ticket Number
	DTS: DTS2013081903474

	Symptom
	When a VPN instance name contains special characters such as %d and %s, it is displayed as garbled characters in the display fib statistics all command output.

	Condition
	This problem occurs when the following conditions are met:
· A VPN instance name contains special characters such as %d and %s.
· The display fib statistics all command is run in any view to check the IPv4 FIB statistics.

	Impact
	The display fib statistics all command displays garbled characters.

	Severity
	Minor

	Root Cause
	The system incorrectly processes special characters in the VPN instance name.

	Solution
	The system correctly processes special characters in the VPN instance name.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.30  A TCP Sequence Number Does Not Comply with RFC 6528

	Trouble Ticket Number
	DTS: DTS2013081905956

	Symptom
	The TCP initial sequence number generation mode does not comply with RFC 6528.

	Condition
	None

	Impact
	Attackers may guess the server's TCP initial sequence number.

	Severity
	Info

	Root Cause
	The TCP initial sequence number generation mode does not comply with RFC 6528.

	Solution
	The TCP initial sequence number generation mode is optimized according to RFC 6528.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.31  After a Static Route Is Configured on a Switch, the Delay of Ping Packets Is Long

	Trouble Ticket Number
	DTS: DTS2013090500717

	Symptom
	The delay of ping packets is long.

	Condition
	This problem occurs when the following conditions are met:
· The fast ICMP reply function is enabled on the switch.
· A static route of which the destination IP address and mask are 0.0.0.0 is configured.
· The Layer 3 device directly connected to the switch pings the switch.

	Impact
	The delay of ping packets is long.

	Severity
	Minor

	Root Cause
	The source MAC address is incorrectly filled in ping packets during encapsulation.

	Solution
	The source MAC address is correctly filled in ping packets during encapsulation.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI
V100R006C03:
S2700-SI, S2700-EI
V100R006C05:
S2700-SI, S2700-EI

	Precaution
	None


2.23.32  A Switch Cannot Set Authentication Password on the User Page

	Trouble Ticket Number
	DTS: DTS2013062605138

	Symptom
	The set authentication password cipher password command can be successfully executed in the user interface view to set the local password to zssw-vty, but the switch fails to generate the configuration.

	Condition
	This problem occurs when the following condition is met:
The set authentication password cipher password command can be successfully executed in the user interface view to set the local password to zssw-vty.

	Impact
	The authentication password cannot be set on the user page.

	Severity
	Minor

	Root Cause
	The local password is saved in cipher text, and the cipher-text password contains invisible characters.

	Solution
	The condition for determining the password is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.23.33  An AR18-31E as the SSH Client Cannot Connect to a Switch as the SSH Server

	Trouble Ticket Number
	DTS: DTS2013090902050

	Symptom
	An AR18-31E as the SSH client cannot connect to a switch as the SSH server.

	Condition
	The switch functions as the SSH server and an AR18-31E functions as the SSH client.

	Impact
	Users cannot log in to the switch through SSH.

	Severity
	Minor

	Root Cause
	The switch sends an SSH_MSG_USERAUTH_BANNER packet to the client. After receiving the packet, the client responds with a non-standard packet. The switch disconnects the client after receiving the non-standard packet.

	Solution
	The switch correctly processes the SSH_MSG_USERAUTH_BANNER packet.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.24  V100R006SPH013

2.24.1  When VRRP Is Enabled on a Switch, the tracert to the VRRP Virtual IP Address Fails

	Trouble Ticket Number
	DTS: DTS2013052802292

	Symptom
	When VRRP is enabled on a switch, the tracert to the VRRP virtual IP address fails.

	Condition
	There is a possibility that this problem occurs when VRRP is enabled on the switch and VRRP flaps.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs when the switch adds or deletes VRRP virtual MAC addresses.

	Solution
	The error occurring when the switch adds or deletes VRRP virtual MAC addresses is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch. Alternatively, activate the patch, delete the VLANIF interface where VRRP is configured, and reconfigure services.


2.24.2  IPv6 Multicast Review Does Not Take Effect on a Switch

	Trouble Ticket Number
	DTS: DTS2013031908865

	Symptom
	After BTV is enabled on a switch, IPv6 preview does not take effect.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· BTV is enabled on the switch.
· IPv6 preview with multicast source information is configured on the switch.
· The downstream device sends an MLD request with specified multicast source information to the switch.

	Impact
	IPv6 preview does not take effect.

	Severity
	Minor

	Root Cause
	The switch incorrectly parses the IPv6 address.

	Solution
	The switch correctly parses the IPv6 address.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.24.3  Users Whose User Names Do Not Contain a Domain Name Fail RADIUS Authentication

	Trouble Ticket Number
	DTS: DTS2013042500905

	Symptom
	If user names with domain names are configured on the RADIUS server, users whose user names do not contain a domain name fail RADIUS authentication.

	Condition
	A user that needs to be authenticated has a user name without a domain name. A user name with a domain name is configured on a RADIUS server.

	Impact
	The user fails RADIUS authentication.

	Severity
	Minor

	Root Cause
	The switch does not add a domain name to the user name that does not contain a domain name.

	Solution
	The switch adds a domain name to the user name that does not contain a domain name.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2710, S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P

	Precaution
	In EAP mode, the switch cannot forcibly add domain names to user names.


2.24.4  When DHCP Snooping Is Configured on a Switch That Does Not Support DHCP Snooping, the Switch Resets Unexpectedly

	Trouble Ticket Number
	DTS: DTS2013030400776

	Symptom
	The switch restarts.

	Condition
	DHCP snooping is configured on the switch.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	Some unsupported commands are not shielded.

	Solution
	Unsupported commands are shielded.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI

	Precaution
	If the switch where DHCP snooping has been configured does not reset unexpectedly, activate the patch and restart the switch.


2.24.5  When All Traps Except entitytrap Traps Are Disabled on a Switch, the Switch Cannot Send entitytrap Traps

	Trouble Ticket Number
	DTS: DTS2013022601005

	Symptom
	All traps are disabled on a switch. After the snmp-agent trap enable feature-name entitytrap command is executed, the switch cannot send traps about fan modules or power modules.

	Condition
	· The undo snmp-agent trap enable command is executed to disable all traps.
· The snmp-agent trap type entity-trap command is executed.
· The snmp-agent trap enable feature-name entitytrap command is executed.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	The snmp-agent trap enable feature-name entitytrap command does not enable traps about fan modules or power modules.

	Solution
	The snmp-agent trap enable feature-name entitytrap command enables traps about fan modules or power modules.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI

	Precaution
	None


2.24.6  When a User Connects to a Switch Interface That Has the Sticky MAC Function Enabled and then Connects to Another Interface, the Switch Does Not Generate an Alarm About MAC Address Flapping

	Trouble Ticket Number
	DTS: DTS2013041207753

	Symptom
	A user device connects to the switch interface that has the sticky MAC function enabled and learns a sticky MAC address, and then connects to another interface. However, the switch does not generate an alarm about MAC address flapping.

	Condition
	A user device first connects to the switch interface enabled with the sticky MAC function and learns a sticky MAC address, and then connects to another interface.

	Impact
	Users incorrectly determine service status.

	Severity
	Minor

	Root Cause
	A logic error occurs in sticky MAC flapping trap processing.

	Solution
	The mac-address flapping detection sticky command is added to fix the logic error in sticky MAC flapping trap processing.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S3700-28TP

	Precaution
	1. The switch in a stack does not support the alarm function for sticky MAC address flapping.
2. The patch adds the following commands to the system to help solve this problem:
· mac-address flapping detection sticky: enables the alarm function for sticky MAC address flapping.
· undo mac-address flapping detection sticky: disables the alarm function for sticky MAC address flapping.


2.24.7  After a Switch Starts, the Indicators of Some Ports in Link Down State Are Steady On

	Trouble Ticket Number
	DTS: DTS2013041902956

	Symptom
	After an S2700 switch starts, the indicators of some ports in link down state are steady on.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The S2700 starts.
· The switch has some ports in link Down state.

	Impact
	User experience is affected.

	Severity
	Minor

	Root Cause
	During the startup of an S2700 switch, the status initialization sequence of the port indicators is incorrect.

	Solution
	The error in the status initialization sequence of the port indicators is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	None


2.24.8  When the Traffic Policy Containing Aggregated CAR and deny Is Unbound from a Switch, Services Are Interrupted on the Switch

	Trouble Ticket Number
	DTS: DTS2013030901235

	Symptom
	When the traffic policy containing aggregated CAR and deny is unbound from a switch, services are interrupted on the switch.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
91. A traffic policy defines aggregated CAR and deny.
92. The traffic policy is unbound from the system.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	When the traffic policy is unbound from the system, the deny rule is not deleted.

	Solution
	The error in unbinding the traffic policy is corrected.

	Solution Impact
	Traffic policy

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800: S2700-EI, S3700-28TP, S3700-52P, S5700-EI
V100R006C03: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.24.9  After a Switch Restarts, the Configured Description Is Changed

	Trouble Ticket Number
	DTS: DTS2013050304383

	Symptom
	After a switch restarts, the configured description is changed.

	Condition
	The changes on different models are different:
S2709: The character string Ethernet0/0/9 is changed to GigabitEthernet0/0/1.
S2718: The character string Ethernet0/0/17 is changed to GigabitEthernet0/0/1.
The character string Ethernet0/0/18 is changed to GigabitEthernet0/0/2.
S2726: The character string Ethernet0/0/25 is changed to GigabitEthernet0/0/1.
The character string Ethernet0/0/26 is changed to GigabitEthernet0/0/2.

	Impact
	The port type description is incorrect.

	Severity
	Minor

	Root Cause
	When replacing configuration items, the software incorrectly matches the description in the configuration file.

	Solution
	The software correctly matches the description in the configuration file.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred and the configuration is not saved, activate the patch, and then restart the switch. If the configuration is saved, reconfigure the description.


2.24.10  During Stack Setup, Interfaces on the Standby Switch Cannot Be Created

	Trouble Ticket Number
	DTS: DTS2013011709974

	Symptom
	During stack setup, if the standby device is reset unexpectedly, interfaces on the standby device cannot be created.

	Condition
	There is a low probability that this problem occurs when the standby device is reset unexpectedly during stack setup.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The backup data on the master device is incorrect.

	Solution
	The backup data on the master device is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S6700-EI
V100R006C01SPC100: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, restart the switch, and then activate the patch.


2.24.11  After the Automatic Save Function Is Enabled on a Switch, Other Dynamic Timers Are Incorrectly Deleted, and LCP Negotiation Fails

	Trouble Ticket Number
	DTS: DTS2013031908681

	Symptom
	After the automatic save function is enabled on the switch, configuration change continuously triggers automatic saving. As a result, other dynamic timers are incorrectly deleted and service functions are abnormal.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· The switch has the automatic save function enabled, and then configuration changes.
· Running services dynamically create timers.

	Impact
	Service functions are abnormal.

	Severity
	Info

	Root Cause
	The timer process does not clear the variable that stores timer IDs, and the configuration change process may use this variable.

	Solution
	The switch clears the variable that stores timer IDs when processing the timer expiration.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.24.12  After the display diagnostic-information Command Is Executed on a Stacked Switch, MSTP Flaps on the Switch

	Trouble Ticket Number
	DTS: DTS2013041902590

	Symptom
	In a stack, many interfaces are enabled with STP. After the display diagnostic-information command is executed, the CPU usage becomes high and the STP-enabled interface of the connected switch alternates between Up and Down.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· In a stack scenario, the switch connects to many interfaces of the peer device.
· The display diagnostic-information command is executed on the stack device.

	Impact
	MSTP service traffic forwarding

	Severity
	Info

	Root Cause
	MSTP sends packets at intervals. When the CPU usage becomes high, the MSTP timer cannot be scheduled in a timely manner. As a result, packets sent by MSTP are delayed. When the packet sending interval is larger than the timeout interval of the remote device, the STP-enabled interface of the remote device alternates between Up and Down.

	Solution
	The MSTP packet sending method is optimized. When the CPU usage is high, the switch can promptly send MSTP packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI

	Precaution
	The patch optimizes the performance for executing the display diagnostic-information command. Due to hardware limitations and many configurations on the switch, the patch may not prevent this bug in some scenarios.


2.24.13  When a Switch Functions as an FTP Server, It Does Not Verify the Source Addresses of Data Connections and Control Connections

	Trouble Ticket Number
	DTS: DTS2013051308320

	Symptom
	A switch functioning as an FTP server does not check the source addresses of data connections and control connections.

	Condition
	None

	Impact
	The FTP server has the security risk.

	Severity
	Minor

	Root Cause
	The FTP server does not verify the source addresses of data connections and control connections.

	Solution
	According to RFC, the FTP server verifies the source addresses of data connections and control connections.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C01SPC100:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.24.14  When a Switch Receives an SNMPv3 Packet with a Long User Name, the Switch Restarts Unexpectedly

	Trouble Ticket Number
	DTS: DTS2013040802301

	Symptom
	The maximum size of SNMP packets allowed by the switch (SNMP agent) is set to 500 bytes using the snmp-agent packet max-size 500 command. When the switch receives an SNMPv3 packet with a 450-byte user name from the NMS, the switch is reset unexpectedly.

	Condition
	This problem occurs when the following conditions are met:
· The snmp-agent packet max-size 500 command is executed to set the maximum size of SNMP packets allowed by the switch to 500 bytes.
· The NMS sends an SNMPv3 packet with a 450-byte user name to the switch.

	Impact
	Services are interrupted.

	Severity
	Info

	Root Cause
	When the SNMPv3 packet header is larger than the configured maximum size of SNMP packets, the switch encapsulates the SNMPv3 packet repeatedly.

	Solution
	The switch does not send a response packet when finding that the SNMPv3 packet header is larger than the configured maximum size of SNMP packets. Abnormality processing is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C01SPC100:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.24.15  The VTY Channel of a Switch Is Suspended

	Trouble Ticket Number
	DTS: DTS2013051300199

	Symptom
	After a user configures an invalid 56-digit password in cipher text in the VTY user interface view, the VTY channel of the switch is suspended. As a result, the user cannot perform any operation on the login page.

	Condition
	A user configures an invalid 56-digit password in cipher text in the VTY user interface view.

	Impact
	The VTY channel is suspended.

	Severity
	Minor

	Root Cause
	An error occurs when the system processes the invalid 56-digit password in cipher text.

	Solution
	The error occurring when the system processes the invalid 56-digit password in cipher text is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.24.16  When a User Logs In to a Switch Through SFTP, an Error Occurs on the Switch

	Trouble Ticket Number
	DTS: DTS2013051408207

	Symptom
	A user logs in to the switch through SFTP and run the rename command. When the length of the file name is too long, an error occurs in the memory, or even the switch restarts unexpectedly.

	Condition
	None

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The critical value is not well protected when the system processes files.

	Solution
	The system protects the critical value when processing files.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.24.17  High-Priority Tasks Cannot Be Scheduled in a Timely Manner When the System Is Busy

	Trouble Ticket Number
	DTS: DTS2013051408293

	Symptom
	When the system is busy, high-priority tasks cannot be scheduled preferentially.

	Condition
	None

	Impact
	Tasks with a priority value larger than 180 may be starved out.

	Severity
	Minor

	Root Cause
	When the system is busy, the priorities of high-priority tasks are reduced, and cannot be restored. As a result, the high-priority tasks cannot be scheduled in a timely manner.

	Solution
	The system restores the original priorities of tasks with a priority value larger than 180 after 100 ms.

	Solution Impact
	UTASK

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.24.18  When a Route for BGP VPNv4 Route Iteration Flaps, BGP VPNv4 Route Iteration Fails

	Trouble Ticket Number
	DTS: DTS2013051405167

	Symptom
	When a route for BGP VPNv4 route iteration flaps, BGP VPNv4 route iteration fails, and the BGP VPNv4 route becomes inactive.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· A BGP VPNv4 route needs to be iterated.
· The route for BGP VPNv4 route iteration flaps. For example, route A is directly or indirectly iterated to route B, but route B flaps.

	Impact
	BGP VPNv4 route iteration fails.

	Severity
	Major

	Root Cause
	The route iteration module does not trigger route iteration in this situation.

	Solution
	When routes are changed, the route iteration module performs route iteration again.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03, V100R006C05

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch or perform an active/standby switchover.


2.24.19  After a Switch Receives Malformed RIP Authentication Packets, the Switch Restarts

	Trouble Ticket Number
	DTS: DTS2013052309302

	Symptom
	After a switch receives malformed RIP authentication packets, the switch restarts.

	Condition
	There is a low probability that this problem occurs when a switch receives malformed RIP authentication packets.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The system incorrectly processes malformed RIP authentication packets.

	Solution
	The system correctly processes malformed RIP authentication packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C01SPC100

	Involved Models
	S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.24.20  VRRP and BFD Association Does Not Take Effect After the Switch Restarts

	Trouble Ticket Number
	DTS: DTS2013052706862

	Symptom
	On a switch, a VRRP group is associated with a static BFD session with automatically negotiated discriminators. After the switch restarts, the association function does not take effect.

	Condition
	A VRRP group is associated with a BFD session using automatically negotiated discriminators, and the switch restarts.

	Impact
	Association between VRRP and BFD

	Severity
	Info

	Root Cause
	During configuration restoration, the static BFD session with automatically negotiated discriminators needs to be committed. The message indicating that the BFD session already exists cannot be sent to the VRRP group. As a result, the association fails.

	Solution
	During configuration restoration, when the static BFD session with automatically negotiated discriminators is committed, the system deletes the existing BFD session.

	Solution Impact
	Association between VRRP and BFD

	Problem Resolved in
	V100R006C00SPC800, V100R006C03, V100R006C05

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	93. Run the display current-configuration | include track bfd-session session-name command to view all BFD sessions tracked by VRRP.
94. Run the display bfd session all command to view the BFD sessions of the S_AUTO_PEER type in step 1.
95. Run the display bfd session all verbose command to check whether the Bind Application field of the BFD sessions in step 2 is VRRP | AUTO. If not, the problem has occurred, and the association between VRRP and BFD session needs to be reconfigured. If the value of the Bind Application field is VRRP | AUTO, the bug does not occur. Load the patch to prevent the problem.


2.25  V100R006SPH012

2.25.1  After a Switch Starts, the Indicators of Some Ports Are Displayed Incorrectly

	Trouble Ticket Number
	DTS: DTS2013041902956

	Symptom
	After an S2700 switch starts, the indicators of some ports in link down state are steady on.

	Condition
	There is a possibility that this problem occurs when an S2700 switch starts normally and there are ports in link down state.

	Impact
	The port status is determined incorrectly.

	Severity
	Minor

	Root Cause
	During the startup of an S2700 switch, the status initialization sequence of the port indicators is incorrect.

	Solution
	The status initialization sequence error of the port indicators is corrected.

	Solution Impact
	Port indicator status

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	None


2.26  V100R006SPH011

2.26.1  When a Switch Has Eth-Trunk in LACP Mode Configured, the LACP Protocol Flaps on the Switch

	Trouble Ticket Number
	DTS: DTS2013021602267

	Symptom
	When a switch with Eth-Trunk in LACP mode configured receives a lot of STP packets, the LACP protocol flaps on the switch.

	Condition
	A switch with Eth-Trunk in LACP mode configured receives a lot of STP packets.

	Impact
	The service does not take effect.

	Severity
	Minor

	Root Cause
	LACP packets are sent to the CPU with a low priority, so they cannot be processed immediately if too many other protocol packets are received on the switch.

	Solution
	The priority of LACP packets to be sent to the CPU is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	V100R006C00SPC800: S6700-EI
V100R006C01SPC100: 

	Precaution
	None


2.26.2  A Port Cannot Go Up When It Is Connected to a Particular Optical Module

	Trouble Ticket Number
	DTS: DTS2012111604138

	Symptom
	When an optical module from a certain vendor is installed on an optical port of a switch, the optical port becomes Down.

	Condition
	There is a possibility that this problem occurs when the optical module from a certain vendor is installed on an optical port of the switch.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The optical modules from certain vendors are incompatible with Huawei switches.

	Solution
	The problem of incompatibility between optical modules from certain vendors and Huawei switches is solved.

	Solution Impact
	Ethernet ports

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800: S3700-28TP, S5700-EI
V100R006C03: S3700-28TP

	Precaution
	· The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch or remove the optical module.
· The patch cannot fix this bug in a stack.
· After the patch is installed, the switch cannot detect the receive/transmit optical power, current, voltage, and temperature alarms of the optical module. Therefore, the MIB tool cannot obtain the receive/transmit optical power, current, voltage, and temperature of the optical module.


2.26.3  The Default Rate Limit of CPU Defense on a Switch Is Incorrect

	Trouble Ticket Number
	DTS: DTS2012122701731

	Symptom
	When an S2700 receives a lot of protocol packets due to a loop on the network, the CPU usage of the switch becomes high and the switch is disconnected from the NMS.

	Condition
	An S2700 receives a lot of protocol packets due to a loop on the network.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The default rate limit of CPU defense on the S2700 is too large.

	Solution
	The default rate limit of CPU defense is optimized.

	Solution Impact
	CPU usage

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	None


2.26.4  Multicast Services Are Interrupted on a Switch

	Trouble Ticket Number
	DTS: DTS2012122501135

	Symptom
	When many users on an S5700SI running Layer 2 multicast join and leave multicast channels simultaneously, multicast services on the switch are interrupted.

	Condition
	There is a low probability that this problem occurs when many users on an S5700-SI running Layer 2 multicast join and leave multicast channels simultaneously.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	When the switch frequently adds and deletes multicast entries, some multicast entries are incorrectly generated.

	Solution
	The error in adding and deleting multicast entries is corrected.

	Solution Impact
	Layer 2 multicast

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.26.5  Executing the display multicast-group Command Leads to the Restart of a Switch

	Trouble Ticket Number
	DTS: DTS2013022503538

	Symptom
	The switch resets unexpectedly.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The multicast group name configured in the BTV view reaches the maximum length.
· The display multicast-group command is executed.

	Impact
	The switch resets unexpectedly.

	Severity
	Major

	Root Cause
	A memory error occurs when the switch executes the display multicast-group command.

	Solution
	The memory error is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.26.6  When the Multicast Profile Configuration Is Queried on a Switch, the Switch Restarts Unexpectedly

	Trouble Ticket Number
	DTS: DTS2012091107372

	Symptom
	The switch restarts unexpectedly.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The total length of the multicast profile name and the multicast preview configuration in the multicast profile exceeds 128 characters.
· The display current-configuration command is executed.

	Impact
	The switch restarts unexpectedly.

	Severity
	Major

	Root Cause
	A memory error occurs when the switch executes the display current-configuration command.

	Solution
	The memory error is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.26.7  After a Switch Has MLD Snooping Configured, IPv6 Multicast Traffic Cannot Be Forwarded

	Trouble Ticket Number
	DTS: DTS2012082208472

	Symptom
	A switch has MLD snooping multicast VLAN configured. If no user VLAN is bound to the multicast VLAN, multicast traffic cannot be forwarded.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The switch has MLD snooping multicast VLAN configured.
· No user VLAN is bound to the multicast VLAN.

	Impact
	IPv6 multicast traffic fails to be forwarded.

	Severity
	Minor

	Root Cause
	An error occurs in MLD snooping entry delivery.

	Solution
	The error in MLD snooping entry delivery is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the reset mld-snooping group vlan vlanid command.


2.26.8  When a Switch's Interface Has Loopback Detection in Untagged Mode Configured, Packets with a Broadcast Destination MAC Address Cannot Be Sent

	Trouble Ticket Number
	DTS: DTS2013022505924

	Symptom
	When a switch's interface has loopback detection in untagged mode configured, the destination MAC address of detection packets cannot be set to a broadcast address.

	Condition
	A switch's interface has loopback detection in untagged mode configured.

	Impact
	The service function does not take effect.

	Severity
	Major

	Root Cause
	When a switch's interface has loopback detection in untagged mode configured, the switch does not support broadcast destination MAC addresses for detection packets.

	Solution
	The switch supports broadcast destination MAC addresses for detection packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C01SPC100: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch adds the following commands to the system to help solve this problem:
· loopback-detect untagged mac-address mac-address: allows broadcast addresses to be used as destination MAC addresses of loopback detection packets.
· undo loopback-detect untagged mac-address: does not allow broadcast addresses to be used as destination MAC addresses of loopback detection packets.


2.26.9  After a Permit Action Is Configured in a Traffic Policy on a Switch, the CPCAR Function Does Not Take Effect on the Switch

	Trouble Ticket Number
	DTS: DTS2013012308031

	Symptom
	After a permit action is configured in a traffic policy, the CPCAR function on the switch does not take effect. However, the system does not display a warning message when the permit action is configured.

	Condition
	A permit action is configured in a traffic policy.

	Impact
	The CPCAR function does not take effect.

	Severity
	Minor

	Root Cause
	The system does not provide a warning message when the permit action is configured.

	Solution
	The system provides a warning message when the permit action is configured.
Info: CPCAR may be invalid if traffic behavior is configured as permit.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710
V100R006C05: 
S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.26.10  During TACACS Authentication, a Switch Cannot Interact with a Non-Huawei TACACS Server

	Trouble Ticket Number
	DTS: DTS2012123102529

	Symptom
	A switch connects to a non-Huawei TACACS server and has HWTACACS command line authorization enabled. A user that has been successfully authenticated cannot enter commands on the switch.

	Condition
	A switch connects to a non-Huawei TACACS server and has HWTACACS command line authorization enabled.

	Impact
	The switch cannot interact with a non-Huawei TACACS server.

	Severity
	Minor

	Root Cause
	The switch fills the authentication field with an incorrect value in the authorization request packets sent to the TACACS server.

	Solution
	The switch fills the authentication field with a correct value in the authorization request packets sent to the TACACS server.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C01SPC100:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.26.11  A Switch Cannot Send Traps About Fan Modules or Power Modules

	Trouble Ticket Number
	DTS: DTS2013022601005

	Symptom
	All traps are disabled on a switch. After the snmp-agent trap enable feature-name { entitytrap | srmtrap } command is executed, the switch cannot send traps about fan modules or power modules.

	Condition
	This problem occurs when the following conditions are met:
· The undo snmp-agent trap enable command is executed to disable all traps.
· The snmp-agent trap enable feature-name { entitytrap | srmtrap } command is executed.

	Impact
	Faults of fan modules and power modules cannot be detected using traps.

	Severity
	Minor

	Root Cause
	The snmp-agent trap enable feature-name { entitytrap | srmtrap } command does not enable all traps about fan or power modules.

	Solution
	The snmp-agent trap enable feature-name { entitytrap | srmtrap } command enables all traps about fan or power modules.

	Solution Impact
	System traps

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C01SPC100: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.26.12  After the Switch Software Version Is Upgraded, Some Configurations Are Lost

	Trouble Ticket Number
	DTS: DTS2013030400950

	Symptom
	After the switch software version is upgraded to V100R006, some switch configurations are lost.

	Condition
	The switch has many VLANs configured in a batch and the switch software version is upgraded to V100R006.

	Impact
	Some configurations are lost.

	Severity
	Minor

	Root Cause
	The system incorrectly resolves the configuration file when many VLANs are specified.

	Solution
	The system correctly resolves the configuration file when many VLANs are specified.

	Solution Impact
	Version upgrade

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI

	Precaution
	· When you upgrade the system software to V100R006, specify this SP as the patch to be loaded at next startup to ensure a successful upgrade.
· Before upgrading the software version from V100R003 or an earlier version to V100R006, check whether the $_patchstate_reboot file exists on the flash before upgrading the software. If the file exists, delete it, and then upgrade the software.


2.26.13  The Time Format of Logs and Traps Sent by a Switch Through SNMP Is Always UTC(+0)

	Trouble Ticket Number
	DTS: DTS2012122803977

	Symptom
	There is a difference of 5 hours between the time of logs and traps displayed on the NMS and the device time.

	Condition
	A log host sends Syslog packets.

	Impact
	The time of logs and traps displayed on the NMS is inconsistent with the device time.

	Severity
	Minor

	Root Cause
	The time format of Syslog packets is UTC, and the switch does not support local time in Syslog packets.

	Solution
	A command is added to change the Syslog format between UTC and local time.

	Solution Impact
	SYSLOG

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI, S5700-SI

	Precaution
	96. If the local-time parameter is specified for the log host, this parameter must be placed at the end of the command.
97. After the log host is configured to add local time stamp to logs, the configurations on active and standby MPUs are inconsistent or the local-time parameter is lost if the patch is uninstalled and installed after repeated switchover. In this situation, the local-time parameter needs to be reconfigured. However, if switchover is not performed after patch uninstallation, the configuration is not lost.
98. If the patch is uninstalled on an S5700-SI, the local-time parameter cannot be configured on the log host.
99. After the patch is installed on an S5700-SI and the local-time parameter is configured for a log host, the log host does not specify the local-time parameter if the patch is uninstalled. After the patch is installed again, the log host automatically specifies the local-time parameter and the function takes effect.


2.26.14  On a Switch, No Port-Down Log Can Be Generated Within 1 Hour After a Port-Up Log Is Generated

	Trouble Ticket Number
	DTS: DTS2013022608240

	Symptom
	On a switch, no port-Down log can be generated within 1 hour after a port-Up log is generated.

	Condition
	A port-Down log is triggered within 1 hour after a port-Up log is generated.

	Impact
	A port-Up log does not match a port-Down log.

	Severity
	Minor

	Root Cause
	There is an error in the rate suppression mechanism for the information center.

	Solution
	100. The level of repeated logs is changed to warning, which can be recorded in the log buffer by default.
101. The system suppresses logs when the total number of the logs generated within 1 hour exceeds 3K.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI

	Precaution
	None


2.26.15  Unused Ports Are Not Shut Down

	Trouble Ticket Number
	DTS: DTS2013022608113

	Symptom
	The idle TCP port 830 needs to be disabled to improve a switch's security.

	Condition
	TCP port 830 is idle.

	Impact
	Opening the unused ports leads to security risks.

	Severity
	Minor

	Root Cause
	After the system starts, TCP port 830 is enabled. In practice, TCP port 830 is idle and has security vulnerabilities.

	Solution
	After the system starts, TCP port 830 is enabled and will be disabled if it is idle.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C01SPC100:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	After the patch is activated, TCP port 830 is disabled. Even if the patch is unloaded, TCP port 830 cannot be enabled. To enable TCP port 830, unload the patch and restart the switch.


2.26.16  When a User Switches IPTV Channels, Frame Freezing Occurs

	Trouble Ticket Number
	DTS: DTS2013022605723

	Symptom
	When a user switches IPTV channels, frame freezing lasts for about 2 seconds.

	Condition
	A user switches IPTV channels.

	Impact
	When the first user orders the channel learned by MSDP, frame freezing lasts for about 2 seconds.

	Severity
	Minor

	Root Cause
	There is a bug in timer processing and it takes 2s to generate a new route for multicast traffic.

	Solution
	The system searches for entries cached by MSDP when receiving (*,G) entries.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI

	Precaution
	None


2.26.17  A Switch Incorrectly Processes the SA Messages Carrying Data, Causing MSDP Connection Teardown

	Trouble Ticket Number
	DTS: DTS2013022605597

	Symptom
	A switch incorrectly processes the SA messages carrying data, causing MSDP connection teardown.

	Condition
	The remote MSDP peer receives the SA messages that carry data, and (S,G) entries in the received SA messages are filtered based on the rules for filtering received SA messages.

	Impact
	The MSDP peer has a filtering policy configured and receives the SA messages that carry data. After (S,G) entries in the received SA messages are filtered, MSDP connections are torn down.

	Severity
	Minor

	Root Cause
	An error occurs when the system filters (S,G) entries in the SA messages carrying data based on the rules for filtering received SA messages.

	Solution
	The system does not tear down MSDP connections when filtering (S,G) entries in the SA messages carrying data.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI

	Precaution
	None


2.26.18  The Cost Value in the Router LSA Advertised by OSPF Is Always the Maximum Value After the stub-router on-startup and reset ospf process Commands Are Executed and an Active/Standby Switchover Occurs

	Trouble Ticket Number
	DTS: DTS2013022608484

	Symptom
	When you manually reset the OSPF process within interval after a switch configured with the stub-router on-startup interval command restarts, the cost value in the Router LSA advertised by OSPF is always 65535, leading to incorrect routing.

	Condition
	· The stub-router on-startup interval command is executed in the OSPF view on the switch.
· The OSPF process is manually reset within interval after the switch restarts or an active/standby switchover is performed.

	Impact
	Route selection is incorrect.

	Severity
	Major

	Root Cause
	The switch deletes the timer, while the stub-router status has not been recovered.

	Solution
	When deleting the STUB ROUTER ON BOOT TIMER, the system clears the stub-router status when determining that bStubOnHand is not set.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP, S3700-52P, S3700-HI, S5700-EI, S5700-HI, S6700-EI

	Precaution
	None


2.27  V100R006SPH010

2.27.1  The Actual Traffic Rate on a Switch Cannot Reach the Configured Rate Limit

	Trouble Ticket Number
	DTS: DTS2012120707494

	Symptom
	The traffic rate on the switch cannot reach the configured rate limit.

	Condition
	Rate limiting is configured.

	Impact
	The traffic policy does not take effect.

	Severity
	Minor

	Root Cause
	The switch counts the inter-frame gap and preamble when limiting the packet rate. Therefore, the actual service traffic rate allowed is smaller than the configured rate limit.

	Solution
	A command is added to configure the switch to ignore the inter-frame gap and preamble when limiting the packet rate.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP

	Precaution
	The patch adds the following commands to the system:
· qos { car | shaping } exclude-interframe: configures the switch to ignore the inter-frame gap and preamble when limiting the packet rate.
· undo qos { car | shaping } exclude-interframe: configures the switch to count the inter-frame gap and preamble when limiting the packet rate.


2.27.2  A Switch Restarts When Multicast Static MAC Address or DAD Reserved Interface Is Configured

	Trouble Ticket Number
	DTS: DTS2012121701050

	Symptom
	The switch restarts.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· The command for configuring static multicast MAC addresses or excluding DAD interfaces from shutdown is executed in the system view. An interface number range is specified in the command.
· The end interface name specified in the command contains more than 64 bytes.

	Impact
	The switch restarts.

	Severity
	Major

	Root Cause
	A memory error occurs when the switch handles the commands.

	Solution
	The memory error in command handling is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S5700-EI, S3700-HI, S5700-HI, S6700-EI

	Precaution
	None


2.27.3  When a Switch Receives Many Multicast Packets with a Reserved Group Address, the CPU Usage Becomes High

	Trouble Ticket Number
	DTS: DTS2012121701253

	Symptom
	When the S5700-SI receives many packets with a reserved group address, the CPU usage becomes high and services are affected.

	Condition
	The S5700-SI receives many packets destined for reserved group address 224.0.0.255.

	Impact
	The CPU usage becomes high and the switch may be out of management.

	Severity
	Minor

	Root Cause
	The switch directly sends packets with reserved group IP addresses to the CPU for processing.

	Solution
	The switch correctly identifies the multicast packets with a reserved group address.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	None


2.27.4  RADIUS Template Configuration Cannot Be Modified When No User Is Authenticated Through RADIUS

	Trouble Ticket Number
	DTS: DTS2012121701304

	Symptom
	The RADIUS server template applied to the default domain in the AAA view cannot be modified when no user is using this template.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· A local user logs in to the switch using Telnet.
· The user modifies the RADIUS server template configuration.

	Impact
	The RADIUS template configuration cannot be modified.

	Severity
	Minor

	Root Cause
	The system software uses incorrect search criteria, and does not allow modification to the RADIUS server template in the preceding condition.

	Solution
	When users are authentication in other methods except RADIUS, the template configuration can be modified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.27.5  A Switch Frequently Reports Interface Failure Alarms

	Trouble Ticket Number
	DTS: DTS2012100801878

	Symptom
	The switch frequently reports 100M interface failure alarms.

	Condition
	There is a low probability that this problem occurs when a switch is running properly.

	Impact
	Incorrect interface status.

	Severity
	Minor

	Root Cause
	A bug exists in the shared resource protection mechanism on internal interfaces.

	Solution
	The bug in the shared resource protection mechanism is fixed.

	Solution Impact
	Interface

	Problem Resolved in
	V100R006C01SPC100, V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-52P, S3700-52P

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.27.6  Services Are Interrupted Because the Priority of Multicast Packets Is Incorrectly Modified

	Trouble Ticket Number
	DTS: DTS2012113007990

	Symptom
	After receiving the multicast data packets with non-0 priority, the S5700-SI changes the packet priority to 0.

	Condition
	Multicast data packets with non-0 priority are forwarded by the S5700-SI.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The software maps the multicast data packets to an incorrect priority queue.

	Solution
	The software maps the multicast data packets to a correct priority queue.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the shutdown and undo shutdown commands on the problematic interface.


2.27.7  When a Switch Displays Interface Information, Deleting an Interface Causes the Switch to Restart

	Trouble Ticket Number
	DTS: DTS2012121405875

	Symptom
	When the display interface <interface-name> command is run to display interface information, deleting the displayed interface using the undo interface <interface-name> command causes the master switch to restart.

	Condition
	· The display interface <interface-name> command is run to display interface information.
· The undo interface <interface-name> command is run to delete the interface displayed in step 1.

	Impact
	The switch restarts.

	Severity
	Minor

	Root Cause
	When processing the display interface <interface-name> command, the software uses an incorrect condition to determine the interface status, causing the master switch to restart.

	Solution
	When processing the display interface <interface-name> command, the software uses a correct condition to determine the interface status.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.27.8  Switches Restart Unexpectedly When the Trace Information Is Displayed

	Trouble Ticket Number
	DTS: DTS2012121405187

	Symptom
	Three switches are used as the source, intermediate, and destination devices. When the trace mac address command is executed repeatedly on the source device to trace the destination device for a long time, and the EOAM 802.1ag version frequently switches between standard and draft7 on the intermediate and destination devices, the three switches restart unexpectedly.

	Condition
	· The trace mac address command is executed repeatedly on the source device to trace the destination device for a long time.
· The EOAM 802.1ag version frequently switches between standard and draft7 on the intermediate and destination devices.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	· Source device: The system accesses wild pointers during trace result output.
· Intermediate device and destination device: The system accesses null pointers during packet processing.

	Solution
	When releasing resources in the trace process, the switch verifies the data to avoid operation on null or wild pointers.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.27.9  A Switch Restarts When Receiving a Y.1731 DMM Packet

	Trouble Ticket Number
	DTS: DTS2012121200469

	Symptom
	When the switch receives Y.1731 packets with more than 200 bytes, the switch restarts unexpectedly.

	Condition
	The switch is enabled with Y.1731 debugging and receives Y.1731 packets with more than 200 bytes.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The space for storing Y.1731 packet debugging information is less than the packet length.

	Solution
	The switch assembles Y.1731 packets only when Y.1731 packet debugging is enabled. The switch prints the debugging information of only 512-byte packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.28  V100R006SPH009

2.28.1  When a Switch Has Both DHCP Snooping and VLAN Mapping Deployed, Unicast Service on the User-Side Interfaces Is Interrupted

	Trouble Ticket Number
	DTS: DTS2012100900618

	Symptom
	When a switch has both DHCP snooping and VLAN mapping deployed, unicast service on the user-side interfaces is interrupted.

	Condition
	On a switch, a network-side interface is configured as a DHCP snooping trusted interface, and a user-side interface is configured with VLAN mapping.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The software sets the same ACL rule priority for DHCP snooping and VLAN mapping services. Actually, the ACL rules for VLAN mapping must have a higher priority than ACL rules for DHCP snooping.

	Solution
	The ACL rule priorities for DHCP snooping and VLAN mapping are modified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the dhcp snooping trusted command on the network-side interface or restart the switch.


2.28.2  Traffic Policy Does Not Take Effect After a Switch Restarts

	Trouble Ticket Number
	DTS: DTS2012102506942

	Symptom
	A traffic policy containing a redirection action is applied to multiple Eth-Trunks, and the configuration is saved. After the switch restarts, the traffic policy does not take effect.

	Condition
	This problem occurs when the following conditions are met:
· A traffic policy is applied to two or more Eth-Trunks that contain at least two member interfaces.
· The switch restarts.

	Impact
	The traffic policy does not take effect.

	Severity
	Major

	Root Cause
	The software fails to deliver the traffic policy on one Eth-Trunk after the switch restarts.

	Solution
	The error in traffic policy processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C01SPC100: 
S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.28.3  Optical Module Information of Subcards Is Incorrectly Displayed

	Trouble Ticket Number
	DTS: DTS2012091208463

	Symptom
	The display transceiver verbose command cannot display diagnostic information about XFP optical modules on the E2XX card.

	Condition
	The display transceiver verbose command is executed to display information about XFP optical modules on the E2XX card.

	Impact
	The optical module usage status cannot be queried.

	Severity
	Minor

	Root Cause
	The software uses incorrect conditions to determine whether diagnostic information about XFP optical modules exists.

	Solution
	The software correctly determines whether diagnostic information about XFP optical modules exists.

	Solution Impact
	Optical module information query.

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI, S5700-SI

	Precaution
	None


2.28.4  Transmission Distance of the 10GE Optical Module Is Incorrectly Displayed

	Trouble Ticket Number
	DTS: DTS2012102503478

	Symptom
	The display transceiver command displays incomplete information about the transmission distance of a specified 10GE optical module.

	Condition
	The display transceiver command is executed to display information about a specified 10GE optical module.

	Impact
	Users incorrectly determine the transmission distance of optical module.

	Severity
	Info

	Root Cause
	The method that the software uses to obtain optical module information is incorrect.

	Solution
	The software correctly obtains the transmission distance of 10G optical module.

	Solution Impact
	Optical module information query.

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S3700-HI, S5700-SI, S5700-EI, S6700-EI

	Precaution
	None


2.28.5  After the Software Version of a Switch Is Upgraded to V1R6C00, the Third-Party NMS Times Out to Collect Switch Data

	Trouble Ticket Number
	DTS: DTS2012092601216

	Symptom
	When the NMS software walks hwPoePortEntry (OID: 1.3.6.1.4.1.2011.5.25.195.3.1) in hwPoeMIB on a switch, the NMS cannot obtain data.

	Condition
	The NMS software walks hwPoePortEntry (OID: 1.3.6.1.4.1.2011.5.25.195.3.1) in hwPoeMIB on a switch.

	Impact
	The third-party NMS collects switch data.

	Severity
	Minor

	Root Cause
	An IPC error occurs, so IPC messages time out.

	Solution
	The IPC error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	None


2.28.6  Some ARP Entries Cannot Be Learned When the Number of Learned ARP Entries Exceeds the Limit

	Trouble Ticket Number
	DTS: DTS2012092505379

	Symptom
	A large number of switches are used as Layer 2 access switches on a network and belong to the same management VLAN. When one switch learns more than 256 ARP entries, the NMS cannot obtain the status of this switch. Consequently, the switch cannot be managed by the NMS.

	Condition
	A VLANIF interface receives an ARP request packet, and the number of ARP entries learned by the VLANIF interface exceeds 256.

	Impact
	ARP learning is abnormal.

	Severity
	Minor

	Root Cause
	The switch does not support strict ARP learning and learns ARP entries upon receiving ARP Request packets. A VLANIF interface on a switch allows a maximum of 256 ARP entries. When the number of learned ARP entries on a VLANIF interface reaches this limit, the switch cannot learn ARP entries of authorized users.

	Solution
	Strict ARP learning is globally enabled by default.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	None


2.28.7  OSPF Neighbor Relationship Cannot Be Set Up When a Switch Receives LSAs Carrying Only the Header

	Trouble Ticket Number
	DTS: DTS2012102505784

	Symptom
	MPLS TE is enabled on a switch running OSPF. When the Huawei switch communicates with a non-Huawei device, the OSPF neighbor status flaps on the non-Huawei device's interface.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· A switch establishes an OSPF neighbor relationship with a non-Huawei device, and MPLS TE is enabled on the two devices.
· An interface of the non-Huawei device, where no OSPF neighbor relationship is established with the switch, frequently flaps.

	Impact
	The OSPF neighbor relationship cannot be set up.

	Severity
	Minor

	Root Cause
	The switch incorrectly processes the received LSAs carrying only the header.

	Solution
	102. The switch deletes the LSAs carrying only the header.
103. During OSPF neighbor relationship synchronization, the switch does not handle the DD packets in which the LSAs carry only header.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-HI, S3700-28TP, S3700-52P, S5700-EI, S5700-HI, S6700-EI

	Precaution
	None


2.28.8  When the xDefend Tool Is Used to Initiate an SSH Scanning Attack to a Switch, the Switch Restarts Unexpectedly

	Trouble Ticket Number
	DTS: DTS2012091205052

	Symptom
	When the xDefend tool is used to initiate an SSH scanning attack to a switch, the switch restarts unexpectedly.

	Condition
	The xDefend tool is used to initiate an SSH scanning attack to a switch.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	The system does not protect internal data when receiving attack packets.

	Solution
	When receiving attack packets, the switch does not properly protect memory.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.28.9  A Memory Leak Occurs When a User Logs In

	Trouble Ticket Number
	DTS: DTS2012102507347

	Symptom
	When a user logs in to a switch through Telnet, SSH, or console port and then logs out, a memory leak occurs.

	Condition
	A user logs in to a switch through Telnet, SSH, or console port and then logs out.

	Impact
	A 256-byte memory leak occurs on the switch.

	Severity
	Minor

	Root Cause
	The system does not release the 256-byte memory used to log in to the switch.

	Solution
	The system releases the 256-byte memory used to log in to the switch.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.28.10  The Alarm Switch of a Stack Becomes Invalid

	Trouble Ticket Number
	DTS: DTS2012110106906

	Symptom
	The snmp-agent trap disable command in the system view does not take effect on interface cards.

	Condition
	The snmp-agent trap disable command is executed in the system view, and an alarm is triggered on an interface card by an operation, for example, fan module removal.

	Impact
	The alarm function is invalid on interface cards.

	Severity
	Minor

	Root Cause
	In a stack, an interface card sends an alarm to the alarm management module on the MPU through the inter-card communication. However, the interface card does not determine the alarm status before sending the alarm.

	Solution
	The alarm switch code on interface cards has a logical error.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI, S3700-HI, S5700-HI
V100R006C03:
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.29  V100R006SPH008

2.29.1  The Default Buffer Size on Interface Is Insufficient

	Trouble Ticket Number
	DTS: DTS2012081305826

	Symptom
	The default buffer capacity of interfaces is small, affecting the burst traffic processing capability of the switch.

	Condition
	Packets are discarded due to congestion.

	Impact
	Packets are discarded when service traffic bursts.

	Severity
	Minor

	Root Cause
	The default buffer size on interfaces is small.

	Solution
	The forwarding capacity is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S5700-HI

	Precaution
	· The [undo] qos burst-mode enhanced command is added in the interface view to improve the interface's capability to process burst traffic.
· The qos burst-mode enhanced command cannot be used with the qos queue length command on the same interface.


2.29.2  When Multiple VLANIF Interfaces Are Configured, the CPU Usage Increases

	Trouble Ticket Number
	DTS: DTS2012081506630

	Symptom
	When more than eight VLANIF interfaces are configured on a switch, the CPU usage becomes high.

	Condition
	There is a possibility that this problem occurs when the following conditions are met:
· More than eight VLANIF interfaces are configured on a switch.
· The switch receives a large number of ARP packets destined for other devices.

	Impact
	The switch may be out of management.

	Severity
	Minor

	Root Cause
	When receiving many ARP packets destined for other devices, the switch limits the rate of ARP packets on VLANIF interfaces separately, causing a high CPU usage.

	Solution
	The switch does not check VLAN IDs of ARP packets when more than eight VLANIF interfaces are configured.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P

	Precaution
	None


2.29.3  After Auto-Negotiation Is Configured on the First Two GE Ports (GigabitEthernet0/0/1 and GigabitEthernet0/0/2) of a Switch, CRC Errors Occur

	Trouble Ticket Number
	DTS: DTS2012081302389

	Symptom
	After auto-negotiation is configured on the first two GE ports (GigabitEthernet0/0/1 and GigabitEthernet0/0/2) of a switch, some packets are dropped due to CRC errors.

	Condition
	There is a low probability that this problem occurs when switches connect to each other through the first two GE ports.

	Impact
	Services are interrupted.

	Severity
	Info

	Root Cause
	The system software incorrectly sets the auto-negotiation mode for the first two GE ports.

	Solution
	The auto-negotiation error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch. Then run the shutdown and undo shutdown commands in the views of the first two GE ports or remove and then install the optical modules of the first two GE ports.


2.29.4  Portal Authentication Users Are Disconnected Unexpectedly on a Switch That Allows Different MAC Addresses

	Trouble Ticket Number
	DTS: DTS2012072006362

	Symptom
	When Portal authentication users go online through the switch that allows different MAC addresses on an interface, the users are disconnected automatically after a while.

	Condition
	Portal authentication users go online through the switch that allows different MAC addresses on an interface.

	Impact
	Users go offline unexpectedly.

	Severity
	Major

	Root Cause
	The source MAC address in ARP probe packets sent by the switch is incorrect.

	Solution
	The ARP probe packets carry correct source MAC address.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.29.5  A Switch Cannot Report an Alarm When Undergoing an Attack of IP Packets That Do not Match DHCP Snooping Binding Entries

	Trouble Ticket Number
	DTS: DTS2012080703698

	Symptom
	When the switch receives IP packets that do not match any DHCP snooping binding entries, there is no detailed information about attack sources in logs and alarms.

	Condition
	This problem occurs when the following conditions are met:
· The IP source guard alarm is enabled.
· The switch receives IP packets that do not match DHCP snooping binding entries.

	Impact
	Users incorrectly determine service status.

	Severity
	Minor

	Root Cause
	The IP source guard alarm is not correctly enabled.

	Solution
	The error in enabling IP source guard alarm is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-52P

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.29.6  When a Switch Receives a Packet with a Long IPv4 Address, SNMP Memory Overwriting Occurs or the Switch Works Abnormally

	Trouble Ticket Number
	DTS: DTS2012081000391

	Symptom
	If a switch receives an SNMP Set request packet that carries IPv4 address parameters longer than 2560 bytes, memory overwriting occurs on the switch. Consequently, the switch restarts unexpectedly.

	Condition
	There is a low probability that the switch receives an SNMP Set request packet that carries IPv4 address parameters, and the total length of these IPv4 address parameters exceeds 2560 bytes.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	A memory access error occurs when the system is parsing and encapsulating IPv4 address parameters whose length is longer than 2560 bytes.

	Solution
	The switch checks packet length when parsing the packets to avoid incorrect memory access.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.29.7  When Receiving an SNMPv3 Packet with a Long Header, a Switch Works Abnormally

	Trouble Ticket Number
	DTS: DTS2012073102193

	Symptom
	SNMP packet header debugging is enabled using the debugging snmp-agent header command on a switch. When the switch receives SNMPv3 packets that carry a 1408-byte user name from the NMS, memory overwriting occurs, causing incorrect debugging information.

	Condition
	The debugging snmp-agent header command is run on the switch to enable SNMP packet header debugging. Then the switch receives SNMPv3 packets that carry a 1408-byte user name from the NMS.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	Memory overwriting occurs when the system copies the user name obtained from the received SNMPv3 packets.

	Solution
	The switch checks the user name length when parsing packets. When the user name is too long, the switch intercepts the user name and prints it.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.29.8  Protected Instances in the RRPP Domain Are Lost After a Switch Restarts

	Trouble Ticket Number
	DTS: DTS2012080700826

	Symptom
	When the protected-vlan reference-instance <instance-id> command is executed in the RRPP domain view to configure more than 10 protected instances with non-contiguous IDs, the configuration is lost after the switch restarts.

	Condition
	· The protected-vlan reference-instance <instance-id> command is executed in the RRPP domain view to configure more than 10 protected instances with non-contiguous IDs.
· The reboot command is executed in the user view to restart the switch.

	Impact
	The configuration is lost.

	Severity
	Minor

	Root Cause
	During configuration restoration, the parameter values of the protected-vlan reference-instance <instance-id> command fail the validity check and the command is deleted.

	Solution
	The buildrun is displayed in multiple rows to ensure correct configuration restoration.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.29.9  A Switch Does Not Learn ARP Entries from Gratuitous ARP Packets

	Trouble Ticket Number
	DTS: DTS2012081404162

	Symptom
	The switch learns ARP entries from all the received gratuitous ARP packets by default. When a VLANIF interface on the switch receives many gratuitous ARP packets, ARP entries are exhausted and the switch cannot be managed by the NMS.

	Condition
	A VLANIF interface on the switch receives many gratuitous ARP packets.

	Impact
	The switch is out of management.

	Severity
	Minor

	Root Cause
	A VLANIF interface allows a maximum of 256 ARP entries. When the switch learns more than 256 ARP entries from gratuitous ARP packets, it cannot learn ARP entries of authorized users.

	Solution
	When a VLANIF interface receives a gratuitous ARP packet and the corresponding ARP entry does not exist, the switch does not learn the ARP entry from this packet. If the corresponding ARP entry exists, the switch updates the ARP entry.

	Solution Impact
	None

	Problem Resolved in
	V100R006C03

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	None


2.29.10  When a File Is Deleted from a Faulty Flash Memory, the Switch Restarts

	Trouble Ticket Number
	DTS: DTS2012071301117

	Symptom
	When a file is deleted from a faulty flash memory on the switch, the switch restarts.

	Condition
	There is a very low probability that this problem occurs when a file is deleted from a faulty flash memory on the switch.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The system does not check validity of the block index.

	Solution
	The system checks validity of the block index.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S3700-HI, S5700-EI

	Precaution
	None


2.29.11  When a File with the File Name Extension .cc Is Uploaded to a Member Switch of an HGMP Cluster Through FTP, the Member Switch Restarts Unexpectedly

	Trouble Ticket Number
	DTS: DTS2012081404091

	Symptom
	In an HGMP cluster, when a file with file name extension .cc is uploaded to member switches through FTP and the administrator switch delivers a file to member switches at the same time, the member switches restart unexpectedly.

	Condition
	· A file with file name extension .cc is uploaded to member switches.
· The administrator switch delivers a file to member switches in a batch.

	Impact
	Service interruption

	Severity
	Minor

	Root Cause
	When the administrator switch delivers a file to member switches, member switches delete unused system files (.cc files) to release disk space. If a file to be deleted is open, it cannot be deleted. As a result, the deletion operation keeps running.

	Solution
	The error in the deletion operation is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S3700-HI, S5700-EI

	Precaution
	None


2.29.12  After an NQA Test Instance with the agetime Parameter Specified Is Configured, Running the undo nqa all-test-instance Command Will Cause the Switch to Restart

	Trouble Ticket Number
	DTS: DTS2012081404019

	Symptom
	If the agetime <agetime-value> command has been configured in an NQA test instance, the active MPU restarts after the undo nqa all-test-instance command is run.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· The agetime <agetime-value> command is executed in an NQA test instance.
· The undo nqa all-test-instance command is executed to delete all NQA test instances.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	When deleting all NQA test instances, the system software accesses released memory.

	Solution
	If the software detects an empty memory address when deleting all NQA test instances, the software directly returns the result.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.29.13  A Switch Does Not Retain the Original Cost of the Imported IS-IS Routes

	Trouble Ticket Number
	DTS: DTS2012081404216

	Symptom
	The import-route { { rip | isis | ospf } [ <process-id> ] | bgp } inherit-cost command is executed to configure IS-IS to retain the original cost of the imported routes. However, when the outbound interface of an imported route changes, the system sets the cost of the route to 0 when advertising the route. That is, the system does not retain the original cost of the imported routes.

	Condition
	· IS-IS imports a route from multiple protocols.
· The import-route { { rip | isis | ospf } [ <process-id> ] | bgp } inherit-cost command is executed to configure IS-IS to retain the original cost of imported routes.
· The outbound interface in the route changes.

	Impact
	The original cost of imported IS-IS routes cannot be retained.

	Severity
	Minor

	Root Cause
	If the outbound interface of the imported route is changed, the optimal route source is replaced by the less optimal route source. IS-IS fails to retain the cost of the less optimal route.

	Solution
	When the switch sets values for route source attributes based on the routing policy, the switch uses the values returned by the routing policy.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.29.14  OSPF Incorrectly Processes the LSAs of Transit Links with the Same ID

	Trouble Ticket Number
	DTS: DTS2012081404470

	Symptom
	The OSPF LSDB of a switch contains the Router LSAs of two or more transit links with the same ID. When all these transit links have corresponding Network LSAs, the switch restarts, causing service interruption.

	Condition
	· The local OSPF LSDB contains the Router LSAs of two or more transit links with the same ID.
· All these transit links have the corresponding Network LSAs.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The system software accesses an invalid memory address when processing these Router LSAs.

	Solution
	When associating with pointers, the switch associates only the first link with Network LSA if two or more links with the same IDs exist.

	Solution Impact
	None

	Problem Resolved in
	V100R006C01SPC100

	Involved Models
	S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI

	Precaution
	None


2.29.15  The fan speed mandatory maximal Command Does Not Take Effect

	Trouble Ticket Number
	DTS: DTS2016083108497

	Symptom
	The fan speed mandatory maximal command does not take effect.

	Condition
	The fan speed mandatory maximal command is executed.

	Impact
	The command does not take effect.

	Severity
	Minor

	Root Cause
	The switch does not support this command.

	Solution
	The switch supports this command.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-SI

	Precaution
	None


2.29.16  The NMS Obtains Incorrect dot1dTpFdbPort Information

	Trouble Ticket Number
	DTS: DTS2012083100800

	Symptom
	The port numbers in the MAC address entries obtained by the NMS are different from the actual port numbers.

	Condition
	The NMS queries the ot1dTpFdbPort object information.

	Impact
	Users incorrectly determine service status.

	Severity
	Minor

	Root Cause
	The switch sends an incorrect port index to the NMS through dot1dTpFdbPort.

	Solution
	Correct port index is returned to the NMS through dot1dTpFdbPort.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C03

	Involved Models
	V100R006C00SPC800: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI
V100R006C03: 
S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710

	Precaution
	None


2.30  V100R006SPH007

2.30.1  When a Client Sends a Valid DHCP Discover Packet Without Option 255, the Client Cannot Obtain an IP Address

	Trouble Ticket Number
	DTS: DTS2012061401241

	Symptom
	DHCP snooping is enabled on a switch. When a client sends a valid DHCP Discover packet without Option 255, the switch considers the packet invalid and discards it. As a result, the client cannot obtain an IP address.

	Condition
	DHCP snooping is enabled on the switch. A client sends a valid DHCP Discover packet without Option 255.

	Impact
	DHCP clients cannot obtain IP addresses.

	Severity
	Major

	Root Cause
	The switch uses strict criteria to check DHCP Discover packets and considers DHCP Discover packets without Option 255 invalid.

	Solution
	The switch handles the DHCP Discover packets without Option 255 as valid packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.30.2  When the CX22E2XY Subcard Is Used, the Subcard Port Indicator Does Not Work

	Trouble Ticket Number
	DTS: DTS2012051603224

	Symptom
	The S5700-28C-PWR-EI or S5700-52C-PWR-EI switch runs PCB version A. When the CX22E2XY subcard is installed on the switch, the interface indicator on the subcard does not work.

	Condition
	· The S5700-28C-PWR-EI or S5700-52C-PWR-EI switch runs PCB version A.
· The switch uses a CX22E2XY subcard.

	Impact
	Users incorrectly determine the receive power of the optical module.

	Severity
	Major

	Root Cause
	The system software incorrectly determines the PCB version.

	Solution
	The system software correctly determines the PCB version.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S5700-EI

	Precaution
	None


2.30.3  A Memory Leak Occurs After a Switch Receives a PIMv6 Hello Packet

	Trouble Ticket Number
	DTS: DTS2012021405652

	Symptom
	A memory leak occurs on a switch. When the memory is exhausted, the switch restarts.

	Condition
	This problem occurs when the following conditions are met:
· MLD snooping is enabled in a VLAN.
· The switch receives PIMv6 Hello packets and generates router ports.

	Impact
	A memory leak occurs on a switch. When the memory is exhausted, the switch restarts.

	Severity
	Major

	Root Cause
	The switch does not release the memory after processing PIMv6 Hello packets.

	Solution
	The switch releases the memory after processing PIMv6 Hello packets.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, the patch cannot release the occupied memory. To release the memory, restart the switch.


2.30.4  A Port Cannot Go Up When It Is Connected to a Particular Optical Module

	Trouble Ticket Number
	DTS: DTS2012063001431

	Symptom
	The S5700-SI that has a JDSU 10G optical module (part number PLRXPLSCS4322N) installed cannot communicate with the 10GE port on the peer device.

	Condition
	The S5700-SI that has a JDSU 10G optical module (part number PLRXPLSCS4322N) installed connects to the 10GE port on the peer device.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The switch cannot identify the JDSU 10G optical module (part number PLRXPLSCS4322N).

	Solution
	The switch correctly identifies the JDSU 10G optical module (part number PLRXPLSCS4322N).

	Solution Impact
	Optical module

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S5700-SI

	Precaution
	The patch can prevent this bug. However, if the problem has occurred, activate the patch, and remove and reinstall the optical module.


2.30.5  OSPF Incorrectly Processes the LSAs of Transit Links with the Same ID

	Trouble Ticket Number
	DTS: DTS2012062002933

	Symptom
	The OSPF LSDB of a switch contains the Router LSAs of two or more transit links with the same ID. When all these transit links have corresponding Network LSAs, the switch restarts, causing service interruption.

	Condition
	· The local OSPF LSDB contains the Router LSAs of two or more transit links with the same ID,
· and all these transit links have the corresponding Network LSAs.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	The system software accesses an invalid memory address when processing these Router LSAs.

	Solution
	When associating with pointers, the switch associates only the first link with Network LSA if two or more links with the same IDs exist.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.30.6  A Memory Leak Occurs Due to an OSPF Error

	Trouble Ticket Number
	DTS: DTS2012062002943

	Symptom
	When a user runs display commands to view OSPF information, the memory may be exhausted, causing the switch to restart.

	Condition
	This problem occurs when you perform any of the following operations:
· Run the display ospf routing <ip-address> <mask> command with an incorrect mask.
· Run the display ospf migp-routing <ip-address> <mask> command with an incorrect mask.
· Run the display ospf <process-id> retrans-queue command with an incorrect OSPF process ID.
· Run the display ospf <process-id> request-queue command with an incorrect OSPF process ID.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An OSPF processing error causes a memory leak.

	Solution
	The OSPF processing error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, the patch cannot release the occupied memory. To release the memory, restart the switch.


2.30.7  A Memory Leak Occurs When a Switch Sends a DNS Request Longer than 20 Bytes

	Trouble Ticket Number
	DTS: DTS2012062003082

	Symptom
	When the switch sends a DNS request, a memory leak occurs.

	Condition
	· The DNS client is configured on a switch.
· The switch sends a DNS request with more than 20 bytes.

	Impact
	A 2048-byte memory leak occurs on the switch.

	Severity
	Minor

	Root Cause
	The system adds entries incorrectly.

	Solution
	The system correctly adds entries.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this problem. However, if the problem has occurred, the patch cannot release the occupied memory. To release the memory, restart the switch.


2.30.8  When a Large Number of TC Notifies Are Configured in the SEP Segment View and the Configuration Is Displayed, the Switch Restarts Due to Memory Overwriting

	Trouble Ticket Number
	DTS: DTS2012062001971

	Symptom
	The tc-notify segment <segmentid1> to <segmentid2> command has been executed in the SEP segment view to enable a SEP segment to report topology changes to more than 90 segments. When a user runs the display sep segment all command to view the configurations of all segments, memory overwriting occurs. As a result, the switch restarts unexpectedly.

	Condition
	· The tc-notify segment <segmentid1> to <segmentid2> command has been executed in the SEP segment view to enable a SEP segment to report topology changes to more than 90 segments.
· The display sep segment all command is executed to display the configurations of all segments.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	The system allocates 1024-byte memory to the display sep segment all command. When more than 340 scattered segments are specified, information to be saved in the memory exceeds 1024 bytes.

	Solution
	More memory space is allocated to the disp sep segment command.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this problem. However, if the problem has occurred, the patch cannot restore the overwritten memory. To restore the overwritten memory, restart the switch.


2.30.9  A Switch Reports High or Low Optical Power Alarms Frequently on an Interface in Down State

	Trouble Ticket Number
	DTS: DTS2012062901649

	Symptom
	The switch reports high or low optical power alarms frequently on an interface although the interface is in Down state.

	Condition
	When high or low optical power alarms are reported on an optical interface in Up state, the optical fiber is removed from the interface.

	Impact
	Users incorrectly determine the multicast service status.

	Severity
	Minor

	Root Cause
	The rules for determining when to report a high or low optical power alarm are incorrect.

	Solution
	The rules for determining when to report a high or low optical power alarm are modified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.30.10  VLAN Mapping Configuration Fails

	Trouble Ticket Number
	DTS: DTS2012070604899

	Symptom
	On a switch, an interface is configured to allow packets from VLAN X to pass through, and C-VLAN Y is configured on the interface for VLAN mapping. When X mod 128 is the same as Y mod 128, VLAN mapping fails to be configured.

	Condition
	On a switch, an interface is configured to allow packets from VLAN X to pass through, and C-VLAN Y is configured on the interface for VLAN mapping. X mod 128 is the same as Y mod 128.

	Impact
	The traffic policy does not take effect.

	Severity
	Minor

	Root Cause
	The conditions for checking the C-VLAN in VLAN mapping are incorrect.

	Solution
	The conditions for checking the C-VLAN in VLAN mapping are modified.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-EI

	Precaution
	After the patch is activated, the system displays the following message if X is smaller than or equal to 128: "Warning: Vlan X will not be allowed to pass on this port due to mod128's conflict."


2.30.11  ACL Resources Are Insufficient for the traffic-remark vlan-id Configuration

	Trouble Ticket Number
	DTS: DTS2012050702127

	Symptom
	When the traffic-remark vlan-id command is executed more than 16 times with the same VLAN ID specified, the system displays a message about insufficient resources.

	Condition
	The traffic-remark vlan-id command is executed more than 16 times with the same VLAN ID specified.

	Impact
	The traffic policy does not take effect.

	Severity
	Major

	Root Cause
	The system software counts priority re-marking rules incorrectly and considers rules with the same VLAN ID different.

	Solution
	The ACL resource calculation for traffic-remark vlan-id is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and reconfigure the traffic-remark vlan-id command or restart the switch.


2.31  V100R006SPH006

2.31.1  QinQ-Enabled Interface Cannot Forward ARP Packets

	Trouble Ticket Number
	DTS: DTS2012042102845

	Symptom
	A QinQ-enabled interface cannot forward ARP packets.

	Condition
	This problem occurs when the following conditions are met:
· The arp anti-attack check user-bind enable command is run on an interface.
· The qinq vlan-translation enable command is run on the interfaces without arp anti-attack check user-bind enable configured.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	When traversing all QinQ-enabled interfaces, the software should check VLANs to which the QinQ-enabled interfaces belong. However, the software fails to do so and incorrectly applies the DAI deny rule to the QinQ-enabled interfaces.

	Solution
	The logical error in DAI deny rule update is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, run the undo qinq vlan-transenable command and activate the patch, or activate the patch and restart the switch.


2.31.2  Multicast MAC Address Starting with 01-00-5e Cannot Be Configured

	Trouble Ticket Number
	DTS: DTS2012041002926

	Symptom
	Multicast MAC addresses starting with 01-00-5e cannot be configured as static multicast MAC addresses on the switch.

	Condition
	This problem occurs when the following conditions are met:
· A static multicast MAC address is configured using the mac-address multicast mac-address vlan vlanid command.
· The value of mac-address is a static multicast MAC address starting with 01-00-5e (IPv4) or 33-33 (IPv6).

	Impact
	The command fails.

	Severity
	Minor

	Root Cause
	The software does not allow static multicast MAC addresses starting with 01-00-5e (IPv4) or 33-33 (IPv6).

	Solution
	The software allows static multicast MAC addresses starting with 01-00-5e (IPv4) or 33-33 (IPv6).

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S3700-HI, S5700-EI, S5700-HI, S6700-EI

	Precaution
	IGMP/MLD snooping cannot be used with static multicast MAC addresses starting with 01-00-5e (IPv4) or 33-33 (IPv6).


2.31.3  After the ip source check user-bind enable Command Is Run, Users Cannot Gain Network Access

	Trouble Ticket Number
	DTS: DTS2012032209044

	Symptom
	Some users can obtain IP addresses, but cannot gain network access.

	Condition
	There is a possibility that this problem occurs when the switch has many DHCP snooping binding entries and the ip source check user-bind enable command is used.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The software provides incorrect priority settings for DHCP snooping binding entries and DAI deny rules, and the DAI deny rules have a higher priority than DHCP snooping binding entries. As a result, the software delivers the DAI deny rules but not DHCP snooping binding entries. User packets cannot be forwarded because no binding entry is available.

	Solution
	The priorities for DHCP snooping binding entries and DAI deny rules are correctly set.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and make DHCP users to log in or out again or restart the switch.


2.31.4  The ip source check user-bind enable Command Execution Fails

	Trouble Ticket Number
	DTS: DTS2012042801198

	Symptom
	Two ports with the same slot ID and port number have binding entries configured. After the ip source check user-bind enable command is executed on one of the ports, the switch does not generate configuration for this command.

	Condition
	This problem occurs when the following conditions are met:
· Two ports with the same slot ID and port number have binding entries configured.
· The ip source check user-bind enable command is executed on one of the ports.

	Impact
	The configured function takes effect, but no configuration is generated, affecting user experience.

	Severity
	Minor

	Root Cause
	The switch does not update the ip source check user-bind enable configuration on interfaces.

	Solution
	The ip source check user-bind enable configuration is updated on interfaces.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI

	Precaution
	The patch can prevent this problem. However, if the problem has occurred, activate the patch, and run the undo ip source check user-bind enable and ip source check user-bind enable commands on the problematic port.


2.31.5  A Memory Leak Occurs When the NMS Software Accesses dot1dTpFdbAddress or dot1dTpFdbPort

	Trouble Ticket Number
	DTS: DTS2012042105647

	Symptom
	When the NMS software accesses dot1dTpFdbAddress or dot1dTpFdbPort, a memory leak occurs. If the NMS software frequently accesses the two objects, the switch restarts unexpectedly.

	Condition
	The NMS software walks dot1dTpFdbAddress or dot1dTpFdbPort.

	Impact
	When the switch runs for a long period of time, the switch may restart.

	Severity
	Minor

	Root Cause
	Memory is not released after the NMS accesses dot1dTpFdbAddress or dot1dTpFdbPort.

	Solution
	Memory is released after the NMS accesses dot1dTpFdbAddress or dot1dTpFdbPort.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, the patch cannot release the occupied memory. To release the occupied memory, restart the switch.


2.31.6  When the DHCP Option 82 Is Deleted from the Interface View, the Switch Also Deletes Option 82 from the Interfaces in Other VLANs

	Trouble Ticket Number
	DTS: DTS2012042006313

	Symptom
	When the undo dhcp option82 vlan vlan-id remote-id format command is used in the interface view and the specified VLAN does not exist, the system deletes the Option 82 field from other VLANs.

	Condition
	The undo dhcp option82 vlan vlan-id remote-id format command is used in the interface view to delete the Option 82 field, and the specified VLAN ID does not exist.

	Impact
	The dhcp option82 configuration on interfaces is deleted.

	Severity
	Minor

	Root Cause
	The logic that processes the command is incorrect.

	Solution
	If the specified VLAN ID does not exist, the dhcp option82 configuration is not deleted.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, run the dhcp option82 command again in the interface view.


2.31.7  A Switch Functioning as an HTTPS Server Restarts Unexpectedly

	Trouble Ticket Number
	DTS: DTS2012050305145

	Symptom
	The SSL-based HTTPS service is configured on a switch. When a lot of HTTPS attacks occur on the network, the switch restarts.

	Condition
	The SSL-based HTTPS service is configured on a switch and a lot of HTTPS attacks occur.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	There is a bug in calculating the memory used for packet processing. As a result, an error occurs in memory allocation.

	Solution
	The bug in memory calculation is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	V100R006C00SPC800:
S3700-HI, S5700-EI, S5700-SI, S5700-HI, S6700-EI
V100R006C01SPC100:
S3700-HI, S5700-EI, S5700-SI, S5700-HI

	Precaution
	None


2.31.8  When a Switch Functions as a DHCP Client, DHCP Request Packets Carry Incorrect Option 60

	Trouble Ticket Number
	DTS: DTS2012041603784

	Symptom
	When the DHCP client function is enabled on a switch, the DHCP request packets sent by the switch carry incorrect Option 60.

	Condition
	The DHCP client function is enabled, and then Option 60 is configured.

	Impact
	The DHCP packets sent by the switch carry incorrect Option 60.

	Severity
	Minor

	Root Cause
	The switch does not obtain correct Option 60 when encapsulating DHCP request packets for extending IP address releases.

	Solution
	When encapsulating DHCP request packets for extending IP address releases, the switch obtains Option 60 again.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.31.9  After PPPoE+ Is Enabled, Users Fail to Go Online Through PPPoE

	Trouble Ticket Number
	DTS: DTS2012031902244

	Symptom
	When a switch communicates with a non-Huawei BRAS using PPPoE+, users fail to go online through PPPoE.

	Condition
	The switch communicates with a non-Huawei BRAS using PPPoE+, and users attempt to go online through PPPoE.

	Impact
	Users fail to go online through PPPoE.

	Severity
	Major

	Root Cause
	The vendor-id, circuit-id, and remote-id in the vendor information of a PPPoE packet sent by the switch are different from those of the remote BRAS.

	Solution
	Commands are added to set vendor-id, circuit-id, and remote-id in PPPoE vendor information to be the same as those of the remote BRAS.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch adds the following commands to the system:
· pppoe intermediate-agent information encapsulation { circuit-id | remote-id } *: sets the sub-option in the vendor-specific information added to PPPoE packets. The command determines whether the vendor-specific information contains circuit-id, remote-id, or both.
· undo pppoe intermediate-agent information encapsulation: restores the default sub-option in the vendor-specific information added to PPPoE packets. Then the vendor-specific information contains both circuit-id and remote-id.
· pppoe intermediate-agent information vendor-id value: sets the vendor-id in the vendor-specific information. The vendor-id ranges from 0 to 4294967295.
· undo pppoe intermediate-agent information vendor-id: restores the default vendor-id (2011) in the vendor-specific information.


2.31.10  After a Switch Restarts, the BTV Multicast Profile Configuration Is Lost

	Trouble Ticket Number
	DTS: DTS2012050904441

	Symptom
	After a switch restarts, the BTV multicast profile configuration is lost.

	Condition
	This problem occurs when the following conditions are met:
· A port-based BTV multicast profile is configured in a VLAN.
· The switch restarts.

	Impact
	The BTV multicast profile configuration is lost.

	Severity
	Major

	Root Cause
	An error occurs in BTV multicast profile restoration.

	Solution
	The error in BTV multicast profile restoration is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.31.11  STP Status Is Abnormal After a Switch Restarts

	Trouble Ticket Number
	DTS: DTS2012050905154

	Symptom
	After a switch restarts, the STP status is abnormal and the designated port is blocked.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· Three MSTP-enabled switches A, B, and C, form a ring, and loop protection is configured on each STP port of the three switches.
· Switch A is the root bridge. The priority of Switch C is higher than Switch B. The blocked port resides on Switch B.
· Switch B restarts.

	Impact
	Service data cannot be forwarded normally.

	Severity
	Major

	Root Cause
	After the switch restarts, the designated bridge ID in sent packets is incorrect.

	Solution
	After the switch restarts, the sent packets carry correct designated bridge ID.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.31.12  The PVID and Critical VLAN ID on a Port Cannot Be the Same

	Trouble Ticket Number
	DTS: DTS2012052405572

	Symptom
	A critical VLAN fails to be configured on a port if the critical VLAN ID is the same as the PVID of the port.

	Condition
	A PVID is configured on a port of the switch, and then a critical VLAN with the same ID needs to be configured.

	Impact
	The critical VLAN ID cannot be the same as the PVID of the port.

	Severity
	Info

	Root Cause
	The system software does not allow the same critical VLAN ID and PVID on a port.

	Solution
	The PVID and critical VLAN ID on a port can be different.

	Solution Impact
	None

	Problem Resolved in
	V100R006C01SPC100

	Involved Models
	S5700-EI

	Precaution
	None


2.32  V100R006SPH005

2.32.1  After a Switch Receives a Large Number of IGMP Packets, Multicast Service Is Abnormal

	Trouble Ticket Number
	DTS: DTS2012010800269

	Symptom
	Users cannot watch programs.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· Multicast is configured on a switch.
· One port receives a large number of IGMP packets.

	Impact
	Multicast service is interrupted.

	Severity
	Minor

	Root Cause
	The rate limit for IGMP packets is improperly set, affecting multicast service on other ports.

	Solution
	The rate limit for IGMP packets is modified.

	Solution Impact
	IGMP

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S5700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and reconfigure the traffic policy.


2.32.2  After Layer 3 Multicast Is Disabled on a VLANIF Interface, Layer 3 Multicast Service on Other VLANIF Interfaces Is Interrupted

	Trouble Ticket Number
	DTS: DTS2011102507183

	Symptom
	Layer 3 multicast service is abnormal.

	Condition
	This problem occurs when the following conditions are met:
· An Eth-Trunk functions as the inbound port of multicast service.
· Multiple Layer 3 multicast enabled VLANIF interfaces are added to the Eth-Trunk.
· Layer 3 multicast is disabled on one of the preceding VLANIF interfaces.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	An error occurs when the switch disables Layer 3 multicast.

	Solution
	The error in disabling Layer 3 multicast is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and enable Layer 3 multicast on other VLANIF interfaces again.


2.32.3  After MFF Is Configured, IGMP Packets Are Looped

	Trouble Ticket Number
	DTS: DTS2012022701661

	Symptom
	IGMP packets cause a loop, and services are interrupted.

	Condition
	This problem occurs when the following conditions are met:
· MFF and SmartLink are configured.
· The SmartLink blocked port receives IGMP packets.

	Impact
	Services are interrupted.

	Severity
	Major

	Root Cause
	An error occurs in IGMP packet processing, causing incorrect packet forwarding.

	Solution
	The error in IGMP packet processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and reconfigure the MFF function.


2.32.4  Link Status Cannot Turn to Up When a GE Optical Module Is Installed on a 10GE Port

	Trouble Ticket Number
	DTS: DTS2012022006407

	Symptom
	After a GE optical module is installed into a 10GE port on a switch, the 10GE port rate is set to 1000M and the port cannot perform auto-negotiation. When the connected interface works in auto-negotiation mode, the link status cannot go Up.

	Condition
	A GE optical module is installed into a 10GE port of a switch.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The 10GE port does not support auto-negotiation after a GE optical module is installed.

	Solution
	The 10GE port supports auto-negotiation after a GE optical module is installed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S5700-HI, S6700-EI

	Precaution
	· After the patch is activated, a 10GE port with a GE optical module can perform auto-negotiation and an auto-negotiation buildrun is generated. After the GE optical module is removed, the buildrun is not deleted, but the port cannot perform auto-negotiation. After a 10GE optical module is installed, the port disables auto-negotiation and the buildrun is deleted.
· When a 10GE port installed with a GE optical module works in auto-negotiation mode, do not run the loopback internal command on the port; otherwise, the port rate is displayed as 10000M. If you run the loopback internal command, either reinstall the optical module or disable auto-negotiation on the port, and then enable and disable the loopback function on the port.


2.32.5  ARP Entries Cannot Be Learned After Loop Detection Is Configured

	Trouble Ticket Number
	DTS: DTS2012021306552

	Symptom
	The remote device fails to learn ARP entries after loop detection is configured.

	Condition
	This problem occurs when the following conditions are met:
· Loopback-detect is configured on a switch.
· The switch receives an ARP broadcast packet in which the source MAC address is its own MAC address.

	Impact
	The remote device fails to learn ARP entries.

	Severity
	Minor

	Root Cause
	An error occurs in loopback-detect configuration, so particular ARP packets cannot be forwarded.

	Solution
	The error in loopback-detect is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S3700-28TP, S3700-52P, S5700-EI, S5700-SI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then disable and enable the loopback detection function.


2.32.6  When Traffic Policies Are Frequently Added or Deleted on an Interface or in a VLAN, the Traffic Policies Do Not Take Effect

	Trouble Ticket Number
	DTS: DTS2012021704111

	Symptom
	When traffic policies are frequently added and deleted on an interface or in a VLAN, the traffic policies fail to take effect.

	Condition
	Traffic policies are frequently added and deleted on an interface or in a VLAN.

	Impact
	The traffic policies do not take effect.

	Severity
	Minor

	Root Cause
	When traffic policies are added and deleted frequently on an interface or in a VLAN, an error occurs in the traffic policy resource management mechanism.

	Solution
	The error in traffic policy resource management mechanism is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-52P, S3700-28TP, S3700-52P, S5700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and reconfigure the traffic policies on the interface or in the VLAN.


2.32.7  Services Are Interrupted for a Short Time During SmartLink Switchover

	Trouble Ticket Number
	DTS: DTS2011111902861

	Symptom
	Traffic on an interface is interrupted for a short time.

	Condition
	There is a high probability that this problem occurs when the following conditions are met:
· SmartLink is configured on a switch.
· An active/standby switchover occurs in the SmartLink group.

	Impact
	Services are interrupted for a short time.

	Severity
	Minor

	Root Cause
	An error occurs in SmartLink switchover.

	Solution
	The error in SmartLink switchover is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.32.8  The DS Jitter Is Incorrectly Calculated

	Trouble Ticket Number
	DTS: DTS2012022303752

	Symptom
	The NQA test result is incorrectly displayed.

	Condition
	A microsecond-level timestamp is configured for an NQA UDP Jitter test instance.

	Impact
	A microsecond-level timestamp has been configured for an NQA UDP Jitter test instance; however, the link quality reflected by NQA is inaccurate.

	Severity
	Minor

	Root Cause
	After the timestamp-unit microsecond command is executed to configure a microsecond-level timestamp, the software uses the receive timestamp of the remote end but not the sending timestamp to calculate DS jitter. As a result, the DS jitter value contains the processing time of the remote end.

	Solution
	The sending timestamp of the remote end is used in DS jitter calculation.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.32.9  When IPTV Channels Are Switched, Image Pause Lasts for Shorter Than 15s

	Trouble Ticket Number
	DTS: DTS2012031605156

	Symptom
	When a user switches IPTV channels, image pause lasts for shorter than 15s.

	Condition
	There is a low probability that this problem occurs when a user switches channels.

	Impact
	Image pause lasts for shorter than 15s.

	Severity
	Major

	Root Cause
	When a switch functions as a PIM RP, it incorrectly calculates the state field in PIM entries after the last user of a multicast group leaves the group.

	Solution
	The logical error in PIM internal status calculation is fixed, so that the switch can promptly respond to the member status changes.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.32.10  A Switch Functioning as an FTP Client Is Suspended

	Trouble Ticket Number
	DTS: DTS2012022903132

	Symptom
	A switch functioning as an FTP client logs in to an FTP server running an early FTP program version. When downloading files from the FTP server, the switch is suspended for about 2 minutes.

	Condition
	A switch functioning as an FTP client logs in to an FTP server running an early FTP program version.

	Impact
	The FTP client function on a switch becomes invalid.

	Severity
	Major

	Root Cause
	The FTP server program of an early version does not support SIZE instructions. After the FTP server receives a SIZE instruction, it returns a response that does not contain an error code. Therefore, the FTP client has to wait for 2 minutes.

	Solution
	A logical error occurs when the FTP server receives a SIZE instruction.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.32.11  Y.1731 Statistics Collection in the MA of a Specified MD Is Invalid

	Trouble Ticket Number
	DTS: DTS2012031406908

	Symptom
	The Y.1731 one-way and two-way delays are collected for an MA in an MD. The MD and MA names on a switch contain uppercase letters. When you display or clear the statistics, the system displays a message indicating that the MD or MA does not exist.

	Condition
	· The MD and MA names contain uppercase letters and the RMEP status is Up.
· The delay-measure one-way receive and delay-measure two-way receive commands are run in the MA view to configure one-way and two-way delay measurement, respectively.
· The delay-measure one-way { mac <mac-address> | remote-mep mep-id <mep-id> } interval <interval-value> count <count-value> and delay-measure two-way { mac <mac-address> | remote-mep mep-id <mep-id> } interval <interval-value> count <count-value> commands are run in the MA view to configure one-way and two-way delay measurement, respectively.
· The display Y1731 statistic-type { oneway-delay | twoway-delay } md <md-name> ma <ma-name> command with the MD and MA names specified is run to display the one-way and two-way delay measurement results. The reset Y1731 statistic-type { oneway-delay | twoway-delay } md <md-name> ma <ma-name> command is run to clear the one-way and two-way delay measurement statistics.

	Impact
	Y.1731 statistics cannot be displayed.

	Severity
	Minor

	Root Cause
	When displaying or clearing delay statistics, the software changes the uppercase letters into lowercase letters. Statistics cannot be displayed using the changed MD or MA names.

	Solution
	The software does not change the uppercase letters into lowercase letters.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S3700-28TP, S3700-52P, S2710, S5700-SI, S5700-HI

	Precaution
	None


2.32.12  The BPDU Length Is Incorrectly Calculated When STP or RSTP Is Configured

	Trouble Ticket Number
	DTS: DTS2012031407076

	Symptom
	An STP/RSTP-enabled switch sends Ethernet packets containing headers of incorrect length to connected devices. If the connected devices check the length field, they will discard the packets. As a result, STP convergence cannot be performed and services are interrupted.

	Condition
	· The stp enable command is run in the system view to enable the spanning tree protocol.
· The stp enable command is run on an interface in Up state to enable the spanning tree protocol on the interface.
· The stp mode { stp | rstp } command is run in the system view to set the spanning tree mode to STP or RSTP.

	Impact
	The switch fails to connect to other devices.

	Severity
	Major

	Root Cause
	When the spanning tree mode is STP or RSTP, the BPDU length is smaller than the minimum Ethernet packet length; therefore, a padding field must be filled in the BPDUs. When calculating the Ethernet packet length, the software counts the padding field length.

	Solution
	When the spanning tree mode is STP or RSTP and the BPDU length is smaller than the minimum Ethernet packet length, the padding length is not counted.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.32.13  LLDP Neighbor Relationship Cannot Be Set Up

	Trouble Ticket Number
	DTS: DTS2012022705266

	Symptom
	LLDP neighbor relationship cannot be set up.

	Condition
	This problem occurs when the following conditions are met:
· LLDP is configured on a switch.
· The customized TLV length in received LLDPDUs is 4.

	Impact
	LLDP neighbor relationship cannot be set up.

	Severity
	Info

	Root Cause
	An error occurs when the switch verifies LLDPDUs, causing an LLDPDU check failure.

	Solution
	The error in LLDPDU check is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S2710, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.32.14  The Connected Client Is Disconnected During NAC Interaction, Causing an NAC Entry Suspension and User Reauthentication

	Trouble Ticket Number
	DTS: DTS2012020805978

	Symptom
	While a switch is working with an SEP client from a specified vendor to provide the NAC service, the SEP client is disconnected unexpectedly. As a result, the NAC entries on the switch cannot be deleted and users cannot be authenticated.

	Condition
	When a switch is working with an SEP client from a specified vendor, the SEP client is disconnected from the switch unexpectedly.

	Impact
	User authentication fails.

	Severity
	Minor

	Root Cause
	The software fails to delete the temporary NAC entries.

	Solution
	The temporary NAC entries are deleted when the timeout period expires.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.33  V100R006SPH003

2.33.1  A Switch Repeatedly Reports Optical Power Alarms

	Trouble Ticket Number
	DTS: DTS2011122304921

	Symptom
	After an optical interface with an optical module installed is shut down, the switch sends an optical alarm every 10 minutes.

	Condition
	An optical module is installed on an optical interface, and the optical interface is shut down.

	Impact
	Users incorrectly determine service status.

	Severity
	Major

	Root Cause
	The switch detects the optical power on all optical interfaces including the interfaces that have been shut down.

	Solution
	The optical power detection error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then perform undo shutdown and shutdown on the optical interface.


2.33.2  Users Cannot Log In to a Switch That Has Been Running for a Long Time

	Trouble Ticket Number
	DTS: DTS2011092801687

	Symptom
	Users cannot log in to the switch using Telnet.

	Condition
	There is a low probability that this problem occurs when the following conditions are met:
· A large number of ICMP packets exist on the network.
· STP status on an interface changes frequently.

	Impact
	Users fail to log in to the switch.

	Severity
	Minor

	Root Cause
	An error occurs in STP status update.

	Solution
	The error in STP status update is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S5700-SI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then restart the switch.


2.33.3  The Status of 170 W DC Power Supply Is Incorrectly Displayed

	Trouble Ticket Number
	DTS: DTS2011121300648

	Symptom
	The registration status of the 170 W DC power supply (LS5MPSD170) installed on the switch is abnormal.

	Condition
	The switch is equipped with the 170 W DC power supply (LS5MPSD170). After the switch is registered, view the registration status of the power supply.

	Impact
	Power supply status cannot be obtained.

	Severity
	Minor

	Root Cause
	The software allocates an incorrect BOM-ID to the power supply.

	Solution
	The software error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S3700-HI, S5700-HI

	Precaution
	None


2.33.4  PPPoE+ Becomes Invalid After a Switch Restarts

	Trouble Ticket Number
	DTS: DTS2011112307038

	Symptom
	The PPPoE+ function becomes invalid after an S2700 restarts.

	Condition
	The S2700 providing the PPPoE+ function restarts.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	After the switch restarts, the PPPoE+ configuration is not restored.

	Solution
	The error in configuration restoration is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800, V100R006C01SPC100

	Involved Models
	S2700-SI, S2700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then disable and enable the PPPoE+ function.


2.33.5  If a VLANIF Interface Goes Down During IP Address Renewal, the ip address dhcp-alloc Configuration on the VLANIF Interface Is Lost

	Trouble Ticket Number
	DTS: DTS2011111300439

	Symptom
	The DHCP client is configured on a VLANIF interface. If the VLANIF interface goes Down when the DHCP client is renewing its IP address, the DHCP client configuration on the VLANIF interface is deleted.

	Condition
	The DHCP client configured on a VLANIF interface is renewing IP address, and the VLANIF interface goes Down.

	Impact
	The ip address dhcp-alloc configuration on the VLANIF interface is lost.

	Severity
	Major

	Root Cause
	When responding to the VLANIF interface Down event, the software deletes the DHCP client configuration from the VLANIF interface.

	Solution
	The DHCP client configuration is not deleted when a VLANIF interface goes Down.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, if the bug has occurred, activate the patch, and then run the ip address dhcp-alloc command on the VLANIF interface.


2.34  V100R006SPH002

2.34.1  An LLDP Alarm Has Different Types on the Switch and NMS

	Trouble Ticket Number
	DTS: DTS2011111602078

	Symptom
	When an LLDP neighbor address changes, the generated alarm displays different alarm types on the switch and the NMS.

	Condition
	This problem occurs when the following conditions are met:
· The LLDP neighbor address change triggers the hwLldpLocManIPAddrChange alarm.
· The alarm is displayed on the switch and NMS.

	Impact
	Alarm information is incorrectly displayed.

	Severity
	Minor

	Root Cause
	The LLDP alarm type is incorrect.

	Solution
	The LLDP alarm type is corrected.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	The patch can prevent this bug. However, it cannot correct the alarm type in the alarms that have been generated.


2.34.2  After the Software Version Is Upgraded or Downgraded to a New R Version Using Auto-Config, Patch Package Cannot Be Loaded

	Trouble Ticket Number
	DTS: DTS2011101105559

	Symptom
	The Auto-Config function is used to upgrade or downgrade the system software of a switch to a new R version, and a patch package is specified for the next startup. However, this patch package fails to be loaded after the upgrade or downgrade.

	Condition
	The Auto-Config function is used to upgrade or downgrade the system software to a new R version. A patch package is specified for next startup together with the system software during the upgrade or downgrade.

	Impact
	Patch package loading fails after a version upgrade or downgrade.

	Severity
	Minor

	Root Cause
	An error occurs during patch package version verification.

	Solution
	The patch package verification error is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


2.35  V100R006SPH001

2.35.1  The Transceiver Type of 10G Optical Modules Is Incompletely Displayed in the display transceiver Command Output

	Trouble Ticket Number
	DTS: DTS2011092207109

	Symptom
	The display transceiver command cannot display the transceiver type of 10G optical modules on the front subcard.

	Condition
	The front card of the switch has a 10G optical module installed.

	Impact
	Users cannot obtain information.

	Severity
	Minor

	Root Cause
	The software shields the transceiver type of 10G optical modules on the front subcard.

	Solution
	The error in access to optical module information is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800

	Involved Models
	S5700-EI, S5700-SI

	Precaution
	None


2.35.2  When an Eth-Trunk Forwards IP Packets, Member Interfaces Cannot Load balance Packets

	Trouble Ticket Number
	DTS: DTS2011110202277

	Symptom
	IP packets cannot be load balanced among the member interfaces in an Eth-Trunk.

	Condition
	There is a high probability that this problem occurs when all the packets have the same right-most three bits in their source and destination MAC addresses.

	Impact
	Services are interrupted.

	Severity
	Minor

	Root Cause
	The current Eth-Trunk load balancing algorithm needs to be optimized.

	Solution
	The load balancing algorithm is optimized.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800

	Involved Models
	S3700-28TP, S5700-52P, S5700-EI

	Precaution
	The patch optimizes the Eth-Trunk load balancing algorithm. The actual load balancing performance is affected by the traffic model. Additionally, the traffic volume on each member interface may still have slight difference even after the load balancing algorithm is optimized.


2.35.3  When the Domain Name in a User Name Does Not Exist, User Authentication Fails

	Trouble Ticket Number
	DTS: DTS2011102604190

	Symptom
	When the domain name in a user name does not exist on the switch, the user fails to be authenticated.

	Condition
	A user name contains a domain name, but the domain name has not been created on the switch.

	Impact
	User authentication fails.

	Severity
	Minor

	Root Cause
	V100R006 requires that the domain names contained in user names have been created on the switch. If the domain names are not configured, user authentication fails.

	Solution
	The switch uses the nonexistent domain name as a part of the user name in authentication.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S2710, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	V100R003 and earlier versions do not have this requirement. When upgrading the switch from V100R003 or an earlier version to V100R006, load this patch and specify for the next startup so that the system will start with this patch after the upgrade. If this patch is not loaded during the upgrade, users may fail to be authenticated and cannot log in to the switch. For precautions of patch upgrade, see the V100R006 upgrade guide.


2.35.4  When a Combo Port Works as an Electrical Port in Half Duplex Mode, Traffic Forwarding Fails on the Port

	Trouble Ticket Number
	DTS: DTS2011101705925

	Symptom
	When a combo port works as an electrical port in half duplex mode, traffic forwarding fails on the port.

	Condition
	A combo port is configured to work in half duplex mode.

	Impact
	Services are interrupted.

	Severity
	Info

	Root Cause
	The chip setting is incorrect, causing the MAC layer failure in chip.

	Solution
	The error in chip setting is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800

	Involved Models
	S3700-28TP

	Precaution
	None


2.35.5  After Traffic Statistics Are Cleared on a VLANIF Interface Where Traffic Statistics Collection Is Enabled, the Switch Restarts

	Trouble Ticket Number
	DTS: DTS2011102604143

	Symptom
	When traffic statistics collection is enabled on the VLANIF interface, executing the reset counters if-mib interface or reset counters interface command may cause the switch to reset.

	Condition
	Traffic statistics collection is enabled on the VLANIF interface, and the reset counters if-mib interface or reset counters interface command is executed.

	Impact
	The switch restarts.

	Severity
	Major

	Root Cause
	There is a bug in memory processing when interface traffic statistics are cleared.

	Solution
	The bug in memory processing is fixed.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI

	Precaution
	None


2.35.6  When the NMS Tool Reads hwEntityExtTrapsPrefix, the Switch Restarts

	Trouble Ticket Number
	DTS: DTS2011101904162

	Symptom
	When the switch reads information in the hwEntityExtTrapsPrefix table, the switch may be reset.

	Condition
	The switch reads information in the hwEntityExtTrapsPrefix table.

	Impact
	Service interruption

	Severity
	Major

	Root Cause
	When the software reads hwEntityExtTrapsPrefix information, it accesses the non-initialized data.

	Solution
	When the software reads hwEntityExtTrapsPrefix information, it does not access the non-initialized data.

	Solution Impact
	None

	Problem Resolved in
	V100R006C00SPC500, V100R006C00SPC800

	Involved Models
	S2700-SI, S2700-EI, S2700-52P, S3700-28TP, S3700-52P, S5700-EI, S5700-SI, S5700-HI, S6700-EI

	Precaution
	None


3  What's New

3.1  V100R006SPH052

3.1.1  Command Line Updates

None

3.1.2  Alarm Updates

None

3.1.3  GUI Updates

None

3.1.4  MIB Updates

None

3.2  V100R006SPH051

3.2.1  Command Line Updates

None

3.2.2  Alarm Updates

None

3.2.3  GUI Updates

None

3.2.4  MIB Updates

None

3.3  V100R006SPH038

3.3.1  Command Line Updates

None

3.3.2  Alarm Updates

None

3.3.3  GUI Updates

None

3.3.4  MIB Updates

None

3.4  V100R006SPH036

3.4.1  Command Line Updates

None

3.4.2  Alarm Updates

None

3.4.3  GUI Updates

None

3.4.4  MIB Updates

None

3.5  V100R006SPH035

3.5.1  Command Line Updates

None

3.5.2  Alarm Updates

None

3.5.3  GUI Updates

None

3.5.4  MIB Updates

None

3.6  V100R006SPH033

3.6.1  Command Line Updates

New Commands

None

Modified Commands

None

Deleted Commands

	Command
	Reason
	Impact

	bootrom password change
	The password used to enter the BootROM menu can be remotely changed.
	Users can no longer change the password for entering the BootROM menu using a command. They can only change the password through the BootROM menu during device startup.


3.6.2  Alarm Updates

None

3.6.3  GUI Updates

None

3.6.4  MIB Updates

None

3.7  V100R006SPH032

3.7.1  Command Line Updates

None

3.7.2  Alarm Updates

None

3.7.3  GUI Updates

None

3.7.4  MIB Updates

None

3.8  V100R006SPH031

3.8.1  Command Line Updates

New Commands

	Command
	Description

	dot1x mc-trigger
undo dot1x mc-trigger
	Function
The dot1x mc-trigger command enables the switch to periodically send multicast authentication request packets in 802.1X authentication scenarios.
The undo dot1x mc-trigger command disables the switch from periodically sending multicast authentication request packets in 802.1X authentication scenarios.
By default, the function of triggering 802.1X authentication through 802.1X multicast authentication request packets is enabled.
Parameters
None
View
System view
Default Level
2: Configuration level
Usage Scenario
In interface-based 802.1X authentication scenarios, the switch sends 802.1X multicast authentication request packets to trigger authentication on terminals that cannot initiate 802.1X authentication.


Modified Commands

	Command
	Description
	Impact

	Before the change:
observe-port observe-port-index interface interface-type interface-number reflect-type vlan vlan-id
After the change:
observe-port observe-port-index interface interface-type interface-number vlan vlan-id
	The S2700-52P does not support the keyword reflect-type, which needs to be deleted.
	The command modification takes effect only to the S2700-52P.


Deleted Commands

None

3.8.2  Alarm Updates

None

3.8.3  GUI Updates

None

3.8.4  MIB Updates

None

3.9  V100R006SPH030

3.9.1  Command Line Updates

New Commands

	Command
	Description

	dhcp udp-checksum disable
undo dhcp udp-checksum disable
	Function
dhcp udp-checksum disable: disables a switch from verifying the UDP checksum in received DHCP packets.
undo dhcp udp-checksum disable: enables a switch to verify the UDP checksum in received DHCP packets.
By default, a switch verifies the UDP checksum in DHCP packets.
Parameter description
None
View
System view
Default level
2: Configuration level
Application scenario
After the DHCP services such as DHCP snooping are enabled, the switch verifies the UDP checksum in received DHCP packets by default. If the UDP checksum is incorrect, the switch drops the packets. After the dhcp udp-checksum disable command is run, the switch does not verify the UDP checksum. This allows some terminals to go online.

	vrrp illegal-packet drop
undo vrrp illegal-packet drop
	Function
vrrp illegal-packet drop: drops the VRRP packets that are sent to the CPU and not generated by the local switch.
undo vrrp illegal-packet drop: forwards the VRRP packets not generated by the local switch to the CPU.
By default, a switch does not drop the VRRP packets not generated by the local switch.
Syntax
vrrp illegal-packet drop
undo vrrp illegal-packet drop
Parameter description
None
View
System view
Default level
2: Configuration level
Application scenario
After VRRP is enabled on a switch, the switch does not verify the VRIDs of received VRRP packets by default. The switch forwards all VRRP packets, including those not locally generated, to the CPU. This consumes CPU resources. After the vrrp illegal-packet drop command is run, the switch drops the VRRP packets not generated by the local switch.


3.9.2  Alarm Updates

None

3.9.3  GUI Updates

None

3.9.4  MIB Updates

None

3.10  V100R006SPH029

3.10.1  Command Line Updates

New Commands

	Command
	Description

	ssh server key-exchange { dh_group_exchange_sha1 | dh_group1_sha1 } *
undo ssh key-exchange
	Function
ssh server key-exchange { dh_group_exchange_sha1 | dh_group1_sha1 } *: configures the key exchange algorithm list on the SSH server.
undo ssh key-exchange: restores the default settings.
By default, the SSH client supports all key exchange algorithms.
Parameter description
dh_group_exchange_sha1: adds the Diffie-hellman-group-exchange-sha1 algorithm to the key exchange algorithm list on the SSH server.
dh_group1_sha1: adds the Diffie-hellman-group1-sha1 algorithm to the key exchange algorithm list on the SSH server.
Default command level
Management level
Usage Scenario
During key negotiation between client and server, the client and server negotiates the key exchange algorithm. The ssh server key-exchange command configures the key exchange algorithm list. The server compares the key exchange algorithm list sent by the client with its own key exchange algorithm list, and selects the first key exchange algorithm on the client's list that matches a key exchange algorithm on its own list as the key exchange algorithm for packet transmission. If no algorithm on the client's list matches an algorithm on the server's list, the negotiation fails.

	ssh server dh-exchange min-len min-len
undo ssh server dh-exchange min-len
	Function
ssh server dh-exchange min-len min-len: sets the minimum key length used in Diffie-hellman-group-exchange between SSH server and client.
undo ssh server dh-exchange min-len: restores the default minimum length of keys in Diffie-hellman-group-exchange between SSH server and client.
By default, the minimum key length in Diffie-hellman-group-exchange between SSH server and client is 512 bytes.
Parameter description
The min-len parameter specifies the minimum key length in Diffie-hellman-group-exchange supported by the SSH server. The value is 512, 1024 or 2048, in bytes.
Default level
Management level
Application scenario
The 512-byte or 1024-byte Diffie-hellman-group-exchange key is not secure. When the SSH client supports the Diffie-hellman-group-exchange algorithm using the key length longer than 1024 bytes, it is recommended that you run the ssh server dh-exchange min-len command to set the minimum key length to 2048 bytes to improve security.
Precautions
By default, the minimum key length in the versions later than V100R006C05 is 1024 bytes. When the minimum key length is 1024 bytes, the ssh server dh-exchange min-len 1024 configuration is lost after an upgrade. This does not affect service.

	ssl server dh-exchange length { 1024 | 2048 }
undo ssl server dh-exchange length
	Function
ssl server dh-exchange length { 1024 | 2048 }: specifies the DH key length used by the SSL server. The setting takes effect after the switch restarts with configuration saved.
undo ssl server dh-exchange length: restores the default DH key length used by the SSL server. The setting takes effect after the switch restarts with configuration saved.
By default, the SSL server uses the 1024-byte DH key.
Syntax
ssl server dh-exchange length { 1024 | 2048 }
undo ssl server dh-exchange length
Parameter description
1024: indicates that the SSL server uses the 1024-byte DH key.
2048: indicates that the SSL server uses the 2048-byte DH key.
View
System view
Default level
2: Configuration level
Application scenario
By default, an HTTPS server uses the 1024-byte DH key. If the browser on a user terminal displays an error message with error code "SSL_ERROR_WEAK_SERVER_EPHEMERAL_DH_KEY" when a user logs in, run this command to change the DH key length to 2048 bytes. After running the command, save the configuration, restart the switch, and log in to the switch through this browser.


Modified Commands

None

Deleted Commands

None

3.10.2  Alarm Updates

None

3.10.3  GUI Updates

None

3.10.4  MIB Updates

None

3.11  V100R006SPH028

3.11.1  Command Line Updates

New Commands

	Command
	Description

	mac-authen timer offline-detect off
	Function
mac-authen timer offline-detect off: disables ARP detection for online MAC address authentication users.
View
System view
Default Level
2: Configuration level
Usage Scenario
After a terminal goes online through MAC address authentication, the switch performs ARP detection on the online terminal by default. If the terminal does not respond to the ARP detection packet from the switch, the terminal is forced to go offline. On the network where terminals use relatively fixed IP addresses, for example, on an office network, you can disable ARP detection for online terminals.
Precautions
After the mac-authen timer offline-detect off command is run, the switch does not perform ARP detection on online terminals. If a terminal goes online and leave the network, run the mac-authen timer offline-detect default ip-address ip-address command to enable ARP detection again.

	mac-authen timer offline-detect default ip-address ip-address
	Function
mac-authen timer offline-detect default ip-address ip-address: sets the default source IP address for user detection packets.
By default, the source IP address of user detection packets is 0.0.0.0.
View
System view
Default Level
2: Configuration level
Usage Scenario
After a terminal goes online through MAC address authentication, the switch performs ARP detection for the terminal by default. The source IP address of detection packets is 0.0.0.0. Some terminals do not respond to such packets. Then the switch forced such terminals to go offline. Therefore, the switch should support source IP addresses 255.255.255.255 or 0.0.0.0 in order to support different types of terminals.
Precautions
None

	voice-vlan enable include-untagged
undo voice-vlan enable include-untagged
	Function
voice-vlan enable include-untagged: replaces the VLAN tag in MAC address authentication packets from IP phones with voice VLAN ID.
undo voice-vlan enable include-untagged: disables replacement of the VLAN tag in MAC address authentication packets from IP phones with voice VLAN ID.
By default, the VLAN tag in MAC address authentication packets from IP phones will not be replaced with voice VLAN ID.
View
System view
Default Level
2: Configuration level
Usage Scenario
When both voice VLAN and MAC address authentication are configured on an interface, some IP phones cannot correctly obtain IP addresses. After the switch is enabled to replace the VLAN tag in MAC address authentication packets from IP phones with voice VLAN ID, the IP phones can correctly obtain IP addresses.
Precautions
The voice-vlan mac-address mac-address mask oui-mask [ description text ] command needs to be enabled in the system view to configure the voice VLAN OUI.


Modified Commands

None

Deleted Commands

None

3.11.2  Alarm Updates

None

3.11.3  GUI Updates

None

3.11.4  MIB Updates

None

3.12  V100R006SPH027

3.12.1  Command Line Updates

New Commands

	Command
	Description

	mac-address flapping detection sticky
undo mac-address flapping detection sticky
	Function:
mac-address flapping detection sticky: enables sticky MAC flapping trap.
undo mac-address flapping detection sticky: disables sticky MAC flapping trap.
By default, sticky MAC flapping trap is not enabled.
The commands are not supported in a stack.
Parameter description:
None
View
System view
Default Level
2: Configuration level
Application scenario:
When a user is switched from an interface with sticky MAC enabled to another interface, you can control whether to enable sticky MAC flapping trap using the mac-address flapping detection sticky command.


Modified Commands

None

Deleted Commands

None

3.12.2  Alarm Updates

None

3.12.3  GUI Updates

None

3.12.4  MIB Updates

None

3.13  V100R006SPH026

3.13.1  Command Line Updates

None

3.13.2  Alarm Updates

None

3.13.3  GUI Updates

None

3.13.4  MIB Updates

None

3.14  V100R006SPH025

3.14.1  Command Line Updates

New Commands

	Command
	Description

	radius-server attribute service-type mac-authen with-call-check
undo radius-server attribute service-type mac-authen with-call-check
	Function
The radius-server attribute service-type mac-authen with-call-check command sets the service-type field in authentication request packets for MAC address authentication users to 10.
The undo radius-server attribute service-type mac-authen with-call-check command restores the service-type field in authentication request packets for MAC address authentication users to the default value 2.
Parameter Description
None
Command Level
Management level
Usage Scenario
Some RADIUS servers require that the service-type value in authentication request packets for MAC address authentication users should be 10, but the current version of the switch defines the default value 2 for the service-type field, and the value cannot be changed. This command is added to control the service-type value in authentication request packets for MAC address authentication users. If this command is not configured, the service-type value defaults to 2. After this command is configured, the service-type value changes to 10.


Modified Commands

None.

Deleted Commands

None

3.14.2  Alarm Updates

None

3.14.3  GUI Updates

None

3.14.4  MIB Updates

None

3.15  V100R006SPH023

3.15.1  Command Line Updates

	Command
	Description

	http secure-server rc4 disable
undo http secure-server rc4 disable
	Function:
http secure-server rc4 disable: disables the HTTP secure server from supporting the RC4 algorithm.
undo http secure-server rc4 disable: enables the HTTP secure server to support the RC4 algorithm.
Parameter description:
None
Command level:
Management level
Usage scenario:
To improve security of the HTTP secure server, run the http secure-server rc4 disable command.
When the HTTP secure server needs to support the RC4 algorithm and you need to use the browser of an old version, such as Internet Explorer 6, run the undo http secure-server rc4 disable command to enable the RC4 algorithm.


3.15.2  Alarm Updates

None

3.15.3  GUI Updates

None

3.15.4  MIB Updates

None

3.16  V100R006SPH022

This section describes the updates in V100R006SPH022 compared with V100R006SPH021.

3.16.1  Command Line Updates

None

3.16.2  Alarm Updates

None

3.16.3  GUI Updates

None

3.16.4  MIB Updates

None

3.17  V100R006SPH021

This section describes the updates in V100R006SPH021 compared with V100R006SPH020.

3.17.1  Command Line Updates

New Commands

	Command
	Description

	display port-interruption
	Function
The display port-interruption command displays the count of all port link interruptions.
Application scenario:
To check whether link interruption has occurred on a port, run this command.
Command Line View
Diagnosis view
Command line level
Management level
Configuration impact
None


Modified Commands

None

Deleted Commands

None

3.17.2  Alarm Updates

None

3.17.3  GUI Updates

None

3.17.4  MIB Updates

None

3.18  V100R006SPH020

This section describes the updates in V100R006SPH020 compared with V100R006SPH019.

3.18.1  Command Line Updates

New Commands

	Command
	Description

	loopback-detect untagged mac-address FFFF-FFFF-FFFF
undo loopback-detect untagged mac-address
	The loopback-detect untagged mac-address FFFF-FFFF-FFFF command sets the destination MAC addresses of loop detection packets to a broadcast MAC address.
The undo loopback-detect untagged mac-address command restores destination MAC addresses of loop detection packets to 0180-c200-000a.
By default, the destination MAC address of loop detection packets is 0180-c200-000a.
Application scenario:
Detect loops on the downstream network.
Configuration impact
None

	ssl minimum version ssl_version
undo ssl minimum version
	Function:
The ssl minimum version ssl_version command specifies the earliest SSL version for SSL policies.
The undo ssl minimum version command restores the default SSL version for SSL policies.
Parameter description:
ssl_version: specifies the earliest SSL version used for SSL policies. Three versions are available: SSL3.0, TLS1.0, and TLS1.1. TLS1.0 is used by default.
Command level:
Management level
Usage scenario:
SSL policies support SSL3.0, TLS1.0, and TLS1.1, among which SSL3.0 is an insecure version. You can use this command to select an appropriate SSL version according to the network environment.


Modified Commands

None

Deleted Commands

None

3.18.2  Alarm Updates

None

3.18.3  GUI Updates

None

3.18.4  MIB Updates

None

3.19  V100R006SPH019

3.19.1  Command Line Updates

New Commands

	Command
	Description

	radius-attribute set Framed-Mtu attribute-value
undo radius-attribute set Framed-Mtu
	The radius-attribute set Framed-Mtu attribute-value command changes the Framed-Mtu value in RADIUS packets.
The undo radius-attribute set Framed-Mtu command restores the default Framed-Mtu value.
By default, RADIUS packets do not contain the Framed-Mtu attribute.
Application scenario:
The RADIUS attribute values of different vendors are different. To ensure that Huawei device can successfully communicate with non-Huawei devices, run the radius-attribute set Framed-Mtu command to modify the RADIUS attribute values.
Configuration impact
None


Modified Commands

None

Deleted Commands

None

3.19.2  Alarm Updates

None

3.19.3  GUI Updates

None

3.19.4  MIB Updates

None

3.20  V100R006SPH018

This section describes the updates in V100R006SPH018 compared with V100R006SPH017.

3.20.1  Command Line Updates

New Commands

	Command
	Description

	qos { car | shaping } exclude-interframe
undo qos { car | shaping } exclude-interframe
	The qos { car | shaping } exclude-interframe command configures the device not to calculate the inter-frame gap and preamble of packets when the device limits the rate of the packets.
The undo qos { car | shaping } exclude-interframe command configures the device to calculate the inter-frame gap and preamble of packets when the device limits the rate of the packets.
By default, the device calculates the inter-frame gap and preamble of packets when limiting the rate of the packets.
Usage Scenario
After traffic policing or traffic shaping are configured on an interface, the device calculates the inter-frame gap and preamble of packets when calculating the traffic policing or traffic shaping rate. As a result, the rate is inaccurate. After the qos { car | shaping } exclude-interframe command is used, the device does not calculate the inter-frame gap and preamble of packets when limiting the rate of the packets.
The qos car exclude-interframe command affects traffic policing rate calculation. When the car (traffic behavior view) and qos lr inbound commands are used to configure traffic policing, the device does not calculate the inter-frame gap when calculating the traffic policing rate.
The qos shaping exclude-interframe command affects traffic shaping rate calculation. When the qos queue shaping and qos lr outbound commands are used to configure traffic shaping, the device does not calculate the inter-frame gap when calculating the traffic shaping rate.
Configuration Impact
Before this command is used, the traffic policing/shaping rate is calculated as follows:
Traffic policing/shaping rate = (Original packet length + inter-frame gap + 20-byte preamble) x Number of forwarded packets/Seconds
After this command is used, the traffic policing/shaping rate is calculated as follows:
Traffic policing/shaping rate = Original packet length x Number of forwarded packets/Seconds


Modified Commands

None

Deleted Commands

None

3.20.2  Alarm Updates

None

3.20.3  GUI Updates

None

3.20.4  MIB Updates

None

3.21  V100R006SPH017

This section describes the updates in V100R006SPH017 compared with V100R006SPH016.

3.21.1  Command Line Updates

None

3.21.2  Alarm Updates

None

3.21.3  GUI Updates

None

3.21.4  MIB Updates

None

3.22  V100R006SPH016

3.22.1  Command Line Updates

None

3.22.2  Alarm Updates

None

3.22.3  GUI Updates

None

3.22.4  MIB Updates

None

3.23  V100R006SPH015

3.23.1  Command Line Updates

New Commands

	Command
	Description

	loopback-detect untagged mac-address FFFF-FFFF-FFFF
undo loopback-detect untagged mac-address
	Function
The loopback-detect untagged mac-address FFFF-FFFF-FFFF command sets the destination MAC addresses of loop detection packets to a broadcast MAC address.
The undo loopback-detect untagged mac-address command restores destination MAC addresses of loop detection packets to 0180-c200-000a.
Parameter description
None
View
System view
Default level
Configuration level
Usage scenario
The loopback detection untagged command applies to the scenarios where a local loop occurs or a loop occurs on the downstream network. If the interfaces between switches are access interfaces, the untagged detection packets are processed only after they are received by the interfaces sending them. Therefore, run the loopback-detect packet vlan command to set loopback detection for the specified VLAN. Alternatively, configure the destination MAC address for loopback detection untagged packets.
Configuration impact
None

	vlan-mapping-enhanced enable
	Function
This command enables the VLAN mapping enhanced mode. In this mode, when the number of C-VLANs on each interface is smaller than 16, the VLAN mapping function is normal.

	undo vlan-mapping-enhanced enable
	Function
This command disables the VLAN mapping enhanced mode.

	display pppoe intermediate-agent remark vlan-id interface <interface-name>
	Function
This command displays the translated VLAN ID of PPPoE packets, number of online PPPoE users, MAC addresses of PPPoE users, and other PPPoE information on an interface.
View
Any view

	display mac-address pppoe+
	Function
This command displays generated PPPoE+ MAC address entries when PPPoE users go online.
View
Any view

	pppoe intermediate-agent remark vlan-id <vlan-id>
	Function
This command enables VLAN mapping for PPPoE request packets received on an interface and sets the translated VLAN ID.
View
Interface view


Modified Commands

None

Deleted Commands

None

3.23.2  Alarm Updates

New Alarms

None

Modified Alarms

None

Deleted Alarms

None

3.23.3  GUI Updates

Modified Pages

None

Deleted Pages

None

3.23.4  MIB Updates

None

3.24  V100R006SPH013

3.24.1  Command Line Updates

New Commands

	Command
	Description

	radius-server user-name domain-included force
	Function
This command adds domain names to the user names that do not carry domain names.

	mac-address flapping detection sticky
undo mac-address flapping detection sticky
	Function
mac-address flapping detection sticky: enables sticky MAC flapping trap.
undo mac-address flapping detection sticky: disables sticky MAC flapping trap.
By default, sticky MAC flapping trap is not enabled.
The commands are not supported in a stack.
Parameter description
None
View
System view
Default Level
2: Configuration level
Application scenario
When a user is switched from an interface with sticky MAC enabled to another interface, you can control whether to enable sticky MAC flapping trap using the mac-address flapping detection sticky command.


Modified Commands

None

Deleted Commands

None

3.24.2  Alarm Updates

New Alarms

None

Modified Alarms

None

Deleted Alarms

None

3.24.3  GUI Updates

Modified Pages

None

Deleted Pages

None

3.24.4  MIB Updates

None

3.25  V100R006SPH012

3.25.1  Command Line Updates

None

3.25.2  Alarm Updates

None

3.25.3  GUI Updates

None

3.25.4  MIB Updates

None

3.26  V100R006SPH011

3.26.1  Command Line Updates

New Commands

	Command
	Description

	loopback-detect untagged mac-address mac-address
undo loopback-detect untagged mac-address
	Function:
loopback-detect untagged mac-address mac-address: sets the destination MAC addresses of loop detection packets to a broadcast MAC address.
undo loopback-detect untagged mac-address: restores destination MAC addresses of loop detection packets to 0180-c200-000a.
Parameter description
None
View
System view
Default level
Configuration level
Usage scenario
The loopback detection untagged command applies to the scenarios where a local loop occurs or a loop occurs on the downstream network. If the interfaces between switches are access interfaces, the untagged detection packets are processed only after they are received by the interfaces sending them. Therefore, run the loopback-detect packet vlan command to set loopback detection for the specified VLAN. Alternatively, configure the destination MAC address for loopback detection untagged packets.
Configuration impact
None


Modified Commands

None

Deleted Commands

None

3.26.2  Alarm Updates

New Alarms

None

Modified Alarms

None

Deleted Alarms

None

3.26.3  GUI Updates

Modified Pages

None

Deleted Pages

None

3.26.4  MIB Updates

None

3.27  V100R006SPH010

3.27.1  Command Line Updates

New Commands

	Command
	Description

	qos { car | shaping } exclude-interframe
undo qos { car | shaping } exclude-interframe
	Function:
qos { car | shaping } exclude-interfram: disables the switch from counting the inter-frame gap and preamble of packets when the switch limits the packet rate.
undo qos { car | shaping } exclude-interframe: enables the switch to count the inter-frame gap and preamble of packets when the switch limits the packet rate. By default, the switch counts the inter-frame gap and preamble of packets limiting the packet rate.
Parameter description
None
View
System view
Default level
Configuration level
Usage scenario
After traffic policing or interface rate limiting is configured, the switch counts the inter-frame gaps when calculating traffic rates. The calculation result is inaccurate. This command prevents a switch from counting inter-frame gaps when calculating traffic rates. This ensures accurate traffic rate calculation in traffic policing and traffic shaping.
Configuration impact
None


Modified Commands

None

Deleted Commands

None

3.27.2  Alarm Updates

New Alarms

None

Modified Alarms

None

Deleted Alarms

None

3.27.3  GUI Updates

Modified Pages

None

Deleted Pages

None

3.27.4  MIB Updates

None

3.28  V100R006SPH009

3.28.1  Command Line Updates

None

3.28.2  Alarm Updates

None

3.28.3  GUI Updates

None

3.28.4  MIB Updates

None

3.29  V100R006SPH008

3.29.1  Command Line Updates

New Commands

	Command
	Description

	[undo] qos burst-mode enhanced
	Function:
This command increases traffic processing capability on an interface.
Parameter description
None
View
Interface view
Default level
Configuration level
Usage scenario
By default, the buffer size on an interface is small. When the traffic rate on an interface reaches 50% to 60% of the interface bandwidth, packets are lost on the interface. The burst traffic buffering mode enables an interface to occupy more buffer space in the system to process burst traffic. This mode improves the switch's packet processing capacity.
Configuration impact
None


Modified Commands

None

Deleted Commands

None

3.29.2  Alarm Updates

New Alarms

None

Modified Alarms

None

Deleted Alarms

None

3.29.3  GUI Updates

Modified Pages

None

Deleted Pages

None

3.29.4  MIB Updates

None

3.30  V100R006SPH007

3.30.1  Command Line Updates

None

3.30.2  Alarm Updates

None

3.30.3  GUI Updates

None

3.30.4  MIB Updates

None

3.31  V100R006SPH006

3.31.1  Command Line Updates

New Commands

	Command
	Description

	pppoe intermediate-agent information encapsulation { circuit-id | remote-id } *
	Function
This command sets the sub-option in the vendor-specific information added to PPPoE packets. The command determines whether the vendor-specific information contains only circuit-id (or remote-id) or both circuit-id and remote-id.

	undo pppoe intermediate-agent information encapsulation
	Function
This command restores the default sub-option in the vendor-specific information added to PPPoE packets. Then the vendor-specific information contains both circuit-id and remote-id.

	pppoe intermediate-agent information vendor-id value
	Function
This command sets the vendor-id in the vendor-specific information. The vendor-id ranges from 0 to 4294967295.

	undo pppoe intermediate-agent information vendor-id
	Function
This command restores the default vendor-id (2011) in the vendor-specific information.


Modified Commands

None

Deleted Commands

None

3.31.2  Alarm Updates

New Alarms

None

Modified Alarms

None

Deleted Alarms

None

3.31.3  GUI Updates

Modified Pages

None

Deleted Pages

None

3.31.4  MIB Updates

None

3.32  V100R006SPH005

3.32.1  Command Line Updates

None

3.32.2  Alarm Updates

None

3.32.3  GUI Updates

None

3.32.4  MIB Updates

None

3.33  V100R006SPH003

3.33.1  Command Line Updates

None

3.33.2  Alarm Updates

None

3.33.3  GUI Updates

None

3.33.4  MIB Updates

None

3.34  V100R006SPH002

3.34.1  Command Line Updates

None

3.34.2  Alarm Updates

None

3.34.3  GUI Updates

None

3.34.4  MIB Updates

None

3.35  V100R006SPH001

3.35.1  Command Line Updates

None

3.35.2  Alarm Updates

None

3.35.3  GUI Updates

None

3.35.4  MIB Updates

None

A  Mappings Between Patch Files and Device Models

	Patch File
	Device Type
	Model

	S2700_V100R006SPH052.pat
	S2700-SI
	S2700-9TP-SI-AC

	
	
	S2700-18TP-SI-AC

	
	
	S2700-26TP-SI-AC

	
	S2700-EI
	S2700-9TP-EI-AC

	
	
	S2700-9TP-EI-DC

	
	
	S2700-18TP-EI-AC

	
	
	S2700-26TP-EI-AC

	
	
	S2700-26TP-EI-DC

	
	
	S2700-9TP-PWR-EI

	
	
	S2700-26TP-PWR-EI

	
	S2700-52P
	S2700-52P-EI-AC

	
	
	S2700-52P-PWR-EI

	
	S2710
	S2710-52P-SI-AC

	
	
	S2710-52P-PWR-SI

	S3700_V100R006SPH052.pat
	S3700-28TP
	S3700-28TP-SI-AC

	
	
	S3700-28TP-SI-DC

	
	
	S3700-28TP-EI-AC

	
	
	S3700-28TP-EI-DC

	
	
	S3700-28TP-EI-MC-AC

	
	
	S3700-28TP-EI-24S-AC

	
	
	S3700-28TP-PWR-EI

	
	
	S3700-28TP-PWR-SI

	
	S3700-52P
	S3700-52P-SI-AC

	
	
	S3700-52P-EI-AC

	
	
	S3700-52P-EI-DC

	
	
	S3700-52P-EI-24S-AC

	
	
	S3700-52P-EI-24S-DC

	
	
	S3700-52P-EI-48S-AC

	
	
	S3700-52P-EI-48S-DC

	
	
	S3700-52P-PWR-EI

	
	
	S3700-52P-PWR-SI


B  List of Fixed Vulnerabilities

You can query information about third-party software vulnerabilities on the National Vulnerability Database (NVD) website http://web.nvd.nist.gov/view/vuln/search using CVE numbers.

Table B-1 List of fixed open-source and third-party software vulnerabilities

	Software Name
	Software Version
	CVE Number
	Actual CVSS Score
	Vulnerability Description
	Solution

	OpenSSL
	0.9.8m
	CVE-2014-8275
	5.0
	OpenSSL before 0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k does not enforce certain constraints on certificate data, which allows remote attackers to defeat a fingerprint-based certificate-blacklist protection mechanism by including crafted data within a certificate's unsigned portion
	Upgrade the software to the latest version.

	OpenSSL
	0.9.8m
	CVE-2015-0204
	4.3
	The ssl3_get_key_exchange function in s3_clnt.c in OpenSSL before 0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k allows remote SSL servers to conduct RSA-to-EXPORT_RSA downgrade attacks and facilitate brute-force decryption by offering a weak ephemeral RSA key in a noncompliant role, related to the "FREAK" issue. NOTE: the scope of this CVE is only client code based on OpenSSL, not EXPORT_RSA issues associated with servers or other TLS implementations.
	Upgrade the software to the latest version.

	OpenSSL
	1.0.1f/1.0.1g
	CVE-2014-0224
	7.4
	SSL/TLS Man-in-the-Middle Vulnerability
	Upgrade the software to 1.0.1i.

	OpenSSL
	1.0.1f/1.0.1g
	CVE-2014-0195
	6.8
	DTLS Invalid Fragment Vulnerability
	Upgrade the software to 1.0.1i.

	OpenSSL
	1.0.1f/1.0.1g
	CVE-2014-0221
	4.3
	DTLS Recursion Flaw Vulnerability
	Upgrade the software to 1.0.1i.

	OpenSSL
	1.0.1f/1.0.1g
	CVE-2014-3470
	4.3
	Anonymous ECDH Denial of Service Vulnerability
	Upgrade the software to 1.0.1i.

	OpenSSL
	1.0.1f
	CVE-2014-0198
	4.3
	SSL_MODE_RELEASE_BUFFERS NULL Pointer Dereference Vulnerability
	Upgrade the software to 1.0.1i.

	OpenSSL
	1.0.1f
	CVE-2014-0160
	7.5
	OpenSSL Security Advisory TLS heartbeat read overrun
	Upgrade the software to 1.0.1i.

	OpenSSL
	0.9.7d
	CVE-2010-5298
	4.0
	SSL_MODE_RELEASE_BUFFERS Session Injection or Denial of Service Vulnerability
	Upgrade the software to 1.0.1i.

	OpenSSL
	1.0.1i
	CVE-2014-3511
	4.3
	The ssl23_get_client_hello function in s23_srvr.c in OpenSSL 1.0.1 before 1.0.1i allows man-in-the-middle attackers to force the use of TLS 1.0 by triggering ClientHello message fragmentation in communication between a client and server that both support later TLS versions, related to a "protocol downgrade" issue.
	Upgrade the software to the latest version.

	OpenSSL
	1.0.1i
	CVE-2014-3566
	3.4
	The SSL protocol 3.0, as used in OpenSSL through 1.0.1i and other products, uses nondeterministic CBC padding, which makes it easier for man-in-the-middle attackers to obtain cleartext data via a padding-oracle attack, aka the "POODLE" issue.
	Upgrade the software to the latest version.

	OpenSSL
	0.9.8m
	CVE-2015-2808
	5.0
	The RC4 algorithm, as used in the TLS protocol and SSL protocol, does not properly combine state data with key data during the initialization phase, which makes it easier for remote attackers to conduct plaintext-recovery attacks against the initial bytes of a stream by sniffing network traffic that occasionally relies on keys affected by the Invariance Weakness, and then using a brute-force approach involving LSB values, aka the "Bar Mitzvah" issue.
	RC4 algorithm is deleted.

	SSL/TLS
	VPP V300R003C18T039
	CVE-2016-2177
	9.8
	OpenSSL through 1.0.2h incorrectly uses pointer arithmetic for heap-buffer boundary checks, which might allow remote attackers to cause a denial of service (integer overflow and application crash) or possibly have unspecified other impact by leveraging unexpected malloc behavior.
	Pointer arithmetic is corrected to avoid integer overflow.

	RSA
	VPP V300R003C18T039
	CVE-2014-1568
	7.5
	It is easier for remote attackers to spoof RSA signatures via a crafted certificate, aka a "signature malleability" issue.
	The fields in signatures are strictly checked to prevent signature forgery.

	SSH
	V500R015C10SPC800
	CVE-2015-4000
	3.7
	The remote SSH server allows connections with one or more Diffie-Hellman moduli less than or equal to 1024 bits.
Through cryptanalysis, a third party can find the shared secret in a short amount of time.
	A command is added to configure the algorithm list. A more secure algorithm can be used for SSH login.


Table 2 List of fixed vulnerabilities in self-developed code (including products and integrated platforms/components/libraries)

None

C  Acronyms and Abbreviations

	A
	

	ACL
	Access Control List

	
	

	L
	

	LLDP
	Link Layer Discovery Protocol

	
	

	M
	

	MAC
	Medium Access Control

	
	

	O
	

	OSPF
	Open Shortest Path First

	
	

	P
	

	POE
	Power Over Ethernet



