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1  Version Mapping

1.1  Product Version

	Product Name
	S5300 and S6300 Series Ethernet Switches


	Product Models
	S5320, S5330, S5331, S5332, S5335, S5336, S6320, S6330

	Version
	V200R021C00SPC100

	Digital Signature
	S5320LI-V200R021C00SPC100.zip.asc，S5331-H-V200R021C00SPC100.zip.asc，S5332-H-V200R021C00SPC100.zip.asc，S5335-L-V200R021C00SPC100.zip.asc，S5335-L1-V200R021C00SPC100.zip.asc，S5335-S-V200R021C00SPC100.zip.asc，S5336-S-V200R021C00SPC100.zip.asc，S6320EI-V200R021C00SPC100.zip.asc，S6330-H-V200R021C00SPC100.zip.asc
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To prevent a software package from being maliciously tampered with during transmission or storage, download the corresponding digital signature file for integrity verification when downloading the software package.

After the software package is downloaded, verify its PGP digital signature according to the OpenPGPSignature Verification Guide. If the software package fails the verification, do not use the software package, and contact Huawei technical support engineers.

Before a software package is used in installation or upgrade, its digital signature also needs to be verified according to the OpenPGP Signature Verification Guide to ensure that the software package is not tampered with.

Visit either of the following websites to obtain the OpenPGP Signature Verification Guide:

· Carrier customers: https://support.huawei.com/carrier/digitalSignatureAction.

· Enterprise customers: https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054.

1.2  Software Version

Table 1-1 Required software versions

	Software
	Matching Software Version
	Remarks

	iMaster NCE-IP
	V100R021C00
	For details about the supported models, see the eSight Function List of the required version. Click the link. In the search bar on the page that is displayed, search for Version Common Document, open the corresponding document, and find the product version mapping table in the directory. You need to obtain access permission to the document. If you have any questions, contact technical support personnel.

	iMaster NCE-CampusInsight
	V100R021C00
	For details about the supported switch models, see iMaster NCE-CampusInsight Specification List of a specific version.

	iMaster NCE-Campus
	V300R021C00
	iMaster NCE-Campus is a management and control system for enterprise public cloud networks. It provides an independent deployment and unified O&M platform for the CloudCampus Solution.

A switch can proactively establish a NETCONF session with the controller, allowing it to be configured and managed by the controller.

For example, the controller uses NETCONF to manage switches in NETCONF Callhome mode and implements automatic deployment of virtual networks.


Table 1-2 Plug-in software version

	Applicable Product
	Plug-in Name
	Matching Software Version

	S5320-LI
	· WEAKEA: S5320LI-V200R021C00SPC100WEAKEA.mod

· AUTHNONE：S5320LI-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S5331-H
	· MACsec: S5331-H-V200R021C00SPC100MACSEC.mod

· WEAKEA: S5331-H-V200R021C00SPC100WEAKEA.mod

· IPSEC: S5331-H-V200R021C00SPC100IPSEC.mod

· Layer 3 Remote Mirroring: S5331-H-V200R021C00SPC100ERSPAN.mod

· AUTHNONE：S5331-H-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S5332-H
	· MACsec: S5332-H-V200R021C00SPC100MACSEC.mod

· WEAKEA: S5332-H-V200R021C00SPC100WEAKEA.mod

· Layer 3 Remote Mirroring: S5332-H-V200R021C00SPC100ERSPAN.mod

· AUTHNONE：S5331-H-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S5335-L
	· WEAKEA: S5335-L-V200R021C00SPC100WEAKEA.mod

· IPSEC: S5335-L-V200R021C00SPC100IPSEC.mod

· AUTHNONE：S5335-L-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S5335-L1
	· WEAKEA: S5335-L1-V200R021C00SPC100WEAKEA.mod

· IPSEC: S5335-L1-V200R021C00SPC100IPSEC.mod

· AUTHNONE：S5335-L1-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S5335-S
	· WEAKEA: S5335-S-V200R021C00SPC100WEAKEA.mod

· IPSEC: S5335-S-V200R021C00SPC100IPSEC.mod

· AUTHNONE：S5335-S-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S5336-S
	WEAKEA: S5336-S-V200R021C00SPC100WEAKEA.mod

AUTHNONE：S5336-S-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S6320-EI
	· MACsec: S6320EI-V200R021C00SPC100MACSEC.mod

· WEAKEA: S6320EI-V200R021C00SPC100WEAKEA.mod

· Layer 3 Remote Mirroring: S6320EI-V200R021C00SPC100ERSPAN.mod

· AUTHNONE：S6320EI-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100

	S6330-H
	· WEAKEA: S6330-H-V200R021C00SPC100WEAKEA.mod

· MACsec: S6330-H-V200R021C00SPC100MACSEC.mod

· Layer 3 Remote Mirroring: S6330-H-V200R021C00SPC100ERSPAN.mod

AUTHNONE：S6330-H-V200R021C00SPC100AUTHNONE.mod
	V200R021C00SPC100


Software version

	Product Models
	Software Type
	Software Version
	Size (KB)
	Remarks

	S5320-12TP-LI-AC/S5320-12TP-PWR-LI-AC/S5320-28X-PWR-LI-AC/S5320-28X-LI-AC/S5320-28X-LI-DC/S5320-52P-LI-AC/S5320-52X-LI-AC/S5320-52X-LI-DC/S5320-52P-PWR-LI-AC/S5320-52X-PWR-LI-AC/S5320-28X-LI-24S-AC/S5320-28X-LI-24S-DC/S5320-12TP-LI-DC/S5320-28TP-LI-AC/S5320-28P-LI-AC/S5320-28P-PWR-LI-AC/S5320-12P-LI-BAT/S5320-12X-PWR-LI-AC/S5320-52X-LI-48S-AC/S5320-52X-LI-48S-DC
	System software
	S5320LI-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S5320LI-uboot.bin

S5320LI-bootloader.bin
	
	N/A

	S5331-H24T4XC/S5331-H24P4XC/S5331-H48T4XC/S5331-H48P4XC
	System software
	S5331-H-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S5331-H-uboot.bin

S5331-H-bootloader.bin
	
	N/A

	S5332-H24S6Q/S5332-H48S6Q/S5332-H24UM2CC
	System software
	S5332-H-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S5332-H-uboot.bin

S5332-H-bootloader.bin
	
	N/A

	S5335-L12T4S-A/S5335-L24T4X-A/S5335-L12P4S-A/S5335-L24P4X-A/S5335-L32ST4X-A/S5335-L48T4X-A/S5335-L24T4X-D/S5335-L32ST4X-D
	System software
	S5335-L-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S5335-L-uboot.bin

S5335-L-bootloader.bin
	
	N/A

	S5335-L8T4X-A1/S5335-L8P4X-A1/S5335-L8T4X-D1/S5335-L24T4X-A1/S5335-L24T4X-D1/S5335-L24P4X-A1/S5335-L48T4X-A1/S5335-L32ST4X-A1/S5335-L32ST4X-D1
	System software
	S5335-L1-V200R021C00SPC100.ccf
	
	N/A

	
	BootROM software
	S5335-L1-uboot.bin

S5335-L1-bootloader.bin
	
	N/A

	S5335-S24T4X/S5335-S24P4X/S5335-S32ST4X/S5335-S48T4X/S5335-S48P4X/S5335-S48S4X/S5335-S24P4X-A/S5335-S48T4X-A/S5335-S48T4X-D/S5335-S32ST4X-A/S5335-S32ST4X-D
	System software
	S5335-S-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S5335-S-uboot.bin

S5335-S-bootloader.bin
	
	N/A

	S5336-S24UM4XCS5336-S48S4X-A/S5336-S48S4X-D/S5336-S24S4X-A/S5336-S24S4X-D
	System software
	S5336-S-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S5336-S-uboot.bin

S5336-S-bootloader.bin
	
	N/A

	S6320-30C-EI-24S-AC/S6320-30C-EI-24S-DC/S6320-54C-EI-48S-AC/S6320-54C-EI-48S-DC/S6320-26Q-EI-24S-AC/S6320-26Q-EI-24S-DC/S6320-54C-EI-48S
	System software
	S6320EI-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S6320EI-uboot.bin

S6320EI-bootloader.bin
	
	N/A

	S6330-H48X6C/S6330-H24X6C/S6330-H48X6C-A/S6330-H48X6C-D/S6330-H28Y4C/S6330-H24X4Y4C
	System software
	S6330-H-V200R021C00SPC100.cc
	
	N/A

	
	BootROM software
	S6330-H-uboot.bin

S6330-H-bootloader.bin
	
	N/A


1.3  Virus Scanning Result

This software package and documents were scanned by antivirus software and no virus is found. For details, see Virus Scan Report.

2  Version Compatibility

2.1  Compatibility with Earlier Product Versions

For details, see the Upgrade Guide.

2.2  Compatibility with Earlier Board Software Versions

The software versions will be automatically upgraded during a system software upgrade. Therefore, the compatibility of software version is not a concern.

2.3  Compatibility with Earlier Board Hardware Versions

None.

3  Important Notes

· In V200R007 and later versions, SSHv1 is disabled by default. SSHv1 is not secure. SSHv2 or a later version is recommended.

· MACsec has been supported since V200R009. This function is not delivered with the software package. To use this function, apply for a plug-in according to the Plug-in Usage Guide.

· In V200R011 and later versions, S5320LI can upgrade upstream GE ports to 10GE ports using a license. The license takes effect after the switch restarts. If a GE port has forcible 10M/100M configured, the forcible 10M/100M configuration is lost after the port rate is upgraded to 10GE.

· V200R011C10 and later versions do not support the Classic Web System.

· In V200R019C00 and later versions, 40GE ports on an S6330-H switch can be upgraded to 100GE ports by activating a license. The upgrade takes effect after the switch is restarted. However, the original configurations on the ports may be lost. Therefore, back up configurations before restarting the switch, and check and modify the configurations after the restart.

· The S5335-S and S5335-L support stacking and NETCONF in V200R019C10 and later versions.

· In V200R019C00 and later versions, the cloud-based management mode and NETCONF mode are integrated as the NETCONF mode.

· In V200R019C00 and later versions, switches that support NETCONF management can be configured using CLI after you log in the switches through the console port, Telnet, or SSH. If a CLI configuration conflicts with the configuration on the Agile Controller, a configuration conflict message is displayed.

· In V200R020C00 and later versions, the HTTP, Telnet, FTP, SSH, and SNMP management protocols can be enabled only after a source interface or source IP address is specified using a command.

· In V200R020C00 and later versions, some S5336-S24UM4XC models support the upgrade of GE downlink ports to 10GE ports through a license. The license takes effect only after the switch is restarted.

· In V200R020C10 and later versions, the S5335-L1 models are added. The system software of these models cannot be downgraded to versions earlier than V200R020C10. These models cannot establish a stack with the S5335-L.

· In V200R020C10SPC100 and later versions, you must specify the source IP address or source interface for interacting with the corresponding server before enabling Portal-based Portal authentication, HTTP/HTTPS-based Portal authentication, web session management, or RADIUS session management.

· In V200R021C00 or a later version, if USB-based deployment or EasyDeploy deployment is used, the configuration file must contain the user names and passwords for logging in to the device through the management port and console port. Otherwise, the deployment fails.

4  V200R021C00SPC100

4.1  What's New

For the updates in this version compared with V200R20C10, see the following documents:

· See S5300, S6300, S9300, and S9300X V200R021C00 Feature Delta Information.xls for updates in software and hardware features and specifications.

· See S5300, S6300, S9300, and S9300X V200R021C00 Command, Alarm, MIB and YANG Updates.xlsx for updates in commands, alarms, MIBs, and YANG files.

4.2  Resolved Issues

None.

4.3  Known Issues

None.

5  Upgrade Impact

5.1  Impact on the System During an Upgrade

5.1.1  Impact on Services

The switch will restart during the upgrade and service will be interrupted. For the specific switch restart time, see the Upgrade Guide.

5.1.2  Impact on Network Communication

The switch needs to be restarted during the upgrade; therefore, communication between the switch and the network management system (NMS) will be interrupted. The communication interruption time is the same as the service interruption time.

5.2  Impact on the System After the Upgrade

For details, see 3 Important Notes.

6  Related Documents

6.1  How to Obtain Documentation

6.1.1  Support Website

Log in to http://support.huawei.com, and search for S5300 and S6300 V200R021C00 to browse or download related documents.
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You need to apply for permission to obtain documentation from the website. If you are visiting the website for the first time, register with it. For detailed operation method, see Help and FAQ on the website.

7  List of Fixed Vulnerabilities

For details about vulnerabilities, visit the National Vulnerability Database (NVD) website (http://web.nvd.nist.gov/view/vuln/search) and obtain more information using Common Vulnerabilities and Exposures (CVE) identifiers.

7.1  List of Fixed Open-Source and Third-Party Software Vulnerabilities

For details, see Switch V200R021C00SPC100 CVE Vulnerabilities That Have Been Fixed for OS.

7.2  List of Fixed Vulnerabilities in Self-Developed Code (Including Products and Integrated Platforms/Components/Libraries)


