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Preface

This IBM® Redbooks® publication positions the new z/OS® Version 1 Release 11 for
migration by discussing many of the new functions that are available. The goal for the z/OS
platform is to eliminate, automate, and simplify tasks without sacrificing z/OS strengths, and
to deliver a z/OS management facility that is easy to learn and use.

z/OS is a highly secure, scalable, high-performance enterprise operating system on which to
build and deploy Internet- and Java™-enabled applications, providing a comprehensive and
diverse application execution environment.

This book describes the following new and changed functions:

| 2

»

>

IBM z/OS Management Facility

Allocation enhancements in z/OS V1R11

BCPii function enhancements in z/OS V1R11
JES2 and JES3 enhancements

zFS file sharing enhancements

Extended access volume enhancements
Choosing whether to run zAAP work on zlIP processors
System REXX enhancements in VIR11

RRS global panel options

Service aids enhancements in V1R11

GRS ENQ contention notification enhancements and analysis for GRS latches
Basic HyperSwap® support enhancement
Message Flood Automation enhancements
Program Management new Binder IEWPARMS
Predictive Failure Analysis® (PFA)

SMF enhancements in V1R11

System Logger enhancements

XCF/XES enhancements in VIR11

AutolPL support

Displaying PDSE caching statistics

ISPF enhancements

IBM Health Checker for z/OS enhancements

The team who wrote this book

Thi

s book was produced by a team of specialists from around the world working at the

International Technical Support Organization, Poughkeepsie Center.

Paul Rogers is a Consulting IT Specialist at the International Technical Support
Organization, Poughkeepsie Center. He writes extensively and teaches IBM classes
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z/OS ViR11 overview

This chapter describes the functional enhancements available with z/OS V1R11. We
introduce the various themes and functional changes in this release, as follows:

»

© Copyright IBM Corp. 2010. All rights reserved.

Failure avoidance

Predictive Failure Analysis is designed to help provide early warning about system trends
that can cause system or application impacts, in many cases before they impact your
business. The output from predictive failure analyses can be used for reporting and
logging or to drive responsive automation intended to prevent serious problems.

Simplified management

Updates to z/OS health checks, new migration health checks, new autonomics for defining
and managing I/O, simplified application of network security, as well as other operational
improvements are intended to help simplify systems management, improve administrator,
operator, and developer productivity, and ultimately provide less opportunity for error.

Responsive networking

The new z/OS Communications Server has designs intended to improve networking in a
Parallel Sysplex, thereby enabling more efficient workload distribution in a sysplex and
helping to improve the quality of the load balancing in multitiered z/OS server and
application environments.

Trusted system

z/0OS V1.11 has numerous designs for implementing and integrating new security
technologies. New key generation and archival functions are planned to enable you to
generate and recover private keys from PKI Services. Support for new SSL functions is
planned to be integrated in z/OS and updates to IBM Tivoli® Directory Server for z/OS are
intended to help simplify the migration of security-related LDAP-based applications to
z/0O8S, integrate them with RACF®, and ultimately enable unified enterprise-wide identity
and access management.

Accountability

Superior measurement and data collection and reporting capabilities are updated and can
be used for comprehensive risk management, auditing, and compliance plans. For
example, a new identity propagation function can allow z/OS subsystems to associate
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distributed identities to RACF for improved cross-platform interoperability and auditing
capabilities.

Storage scalability

An additional data set type is supported in the extended addressing space (EAS) on an
extended address volume (EAV). This allows better exploitation of the capacity of an EAV,
which can be as large as 223 GB. This helps to relieve storage constraints as well as
simplify storage management by providing the ability to manage fewer large volumes as
opposed to many small volumes.

Improved resource optimization and economics

This means CIM client applications that use the CIM server on z/OS for basic information
interchange (such as RMF, WLM, DFSMS, and BCP) or for cross-platform system
management such as the System z Capacity Provisioning Manager and the z/OS
Management Facility problem determination capability (see Statement of general
direction) can benefit.

z/OS release-to-release performance improvement

For the past several releases z/OS has provided release-to-release performance
improvements by systematically reducing or eliminating constraints and inefficiencies
within the base operating system. z/OS V1.11 has designs to continue release-to-release
improvements.
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1.1 z/OS V1R11 themes

z/OS V1R11 provides a variety of improvements by addressing the functional enhancements
in terms of themes.

1.1.1 Theme: Simplification

IBM has embarked on a long-term commitment to simplify the z/OS platform. The past
several releases of z/OS delivered improvements in the areas of simplifying diagnosis and
problem determination; network and security management; as well as overall z/OS, 1/0
configuration, sysplex and storage operations. These improvements can help simplify
systems management, improve application programmer, system programmer, and operator
productivity, and make the functions easier to understand and use.

The goal for z/OS platform simplification is to eliminate, automate, and simplify tasks without
sacrificing z/OS strengths, to deliver a zZOS management facility with integrated task
guidance, and to embrace the IBM converged systems management strategy.

1.1.2 Theme: Availability and Business Resiliency

Beyond server availability, the application and the data must be available with good
performance as well. For the System z platform this means hardware, connectivity, operating
system, subsystem, database, and application availability, too. z/OS, System z servers, and
System Storage™ working together can provide outstanding availability. System z servers are
designed to reduce planned and unplanned outages through the use of self-healing
capabilities, redundant components, dynamic sparing, and the ability for concurrent upgrades
and microcode changes.

With every release, z/OS continues to refine its error checking, fault tolerance, isolation, error
recovery, and diagnostic capabilities. Beyond single system availability are z/OS Parallel
Sysplex clustering and GDPS disaster recovery. Parallel Sysplex is designed to provide your
data sharing applications and data with not only continuous availability for both planned and
unplanned outages, but also near-linear scalability and read/write access to shared data
across all systems in the Parallel Sysplex for data sharing applications.

1.1.3 Theme: Economics

Information Technology (IT) is woven into almost everything we do. The demands on IT
solutions are greater than ever, often requiring the delivery of more service, value, or
capabilities, in less time or with fewer resources. Accomplishing more with less can be
achieved by adopting a z/OS platform solution that is designed to drive efficiencies and
economies of scale; accommodate business needs through flexible, virtual, and autonomic
capabilities; help reduce the risk of lost productivity, downtime, or security breaches; and
enable business innovation through the extension of existing investments and adoption of
newer technologies.

Just as important as the scale of the system is how it handles scalability. z/OS and its
subsystems provide for scalability not only based on chip speeds, but for a single image,
clustering, storage, and data handling. The System z environment provides a holistic and
balanced approach to scalability, which means that your System z environment with z/OS is
capable of handling growth of your user base, applications, business processes, and data
processing needs.
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In z/OS V1R11, there are performance improvements in a variety of areas. Some are focused
on overall performance and others on client pain points. One area of continuing improvement
is cache and memory management, and this will continue to be true for the foreseeable
future. The time it takes to retrieve data from memory, although progressively shorter in the
absolute sense on newer server models, has become progressively longer when measured in
processor cycle time increments. In other words, though memory access is much faster than
it used to be, processors spend more cycles waiting for it than they ever did. This makes the
system’s management of cache very important. In z/OS V1R10, HiperDispatch was directed
toward improving cache management in multiprocessing LPARs. As in past releases, z/OS
V1R11 continues to focus on improved cache management by splitting cache lines to
minimize cross-invalidation and aligning fields within cache line boundaries when appropriate
to minimize the number of cache lines consumed.

1.1.4 Theme: Business Integration, Application Integration

The z/OS platform supports many new application development technologies, such as Java,
Perl, PHP, XML, Unicode, HTML, SOAP, and other Web services in addition to C/C++ and
other application development tools. And z/OS continues to update its traditional application
development tools as well. Improvement in the application development stack can reduce
deployment and maintenance costs for applications deployed on the z/OS platform by
bringing the leveraging technical capabilities of the z/OS software stack.

Data serving

Like other operating systems, z/OS provides support for current application enablement
technologies, but what sets z/OS apart is the ability to operate both new and existing
applications within the same system, and in close proximity to the corporate data residing on
z/OS. WebSphere® applications can run on the same z/OS system as the DB2® database,
which can enable tight, security-rich local connections ideal for high-volume transactional
throughput. Current CICS or IMS™ transactions can be extended with these new
technologies to deliver value in new and innovative ways, without incurring the substantial
cost required to replace current core assets.

System z and z/OS are ideally suited to perform as a data serving hub for the enterprise. The
platform's classic strengths of availability, security, reliability, scalability, and management
have made the mainframe the de facto gold standard for data serving and OLTP. Market
requirements for increased security and simplified data management, and the increasing
need for real-time Business Intelligence make consolidating more data onto the mainframe an
attractive option for many enterprises. New technologies, such as XML, represent net data
serving workloads on the platform.

Application development

Application development items are intended to be used by programmers to write z/OS-based
applications. These items either make application development easier or add capabilities for
new and extended applications on z/OS.

1.1.5 Theme: Security

4

The need for strong platform security is a core attribute and one of the basic values of the
z/OS platform. The mainframe is an ideal security hub for the enterprise. The IBM
commitment to z/OS System Integrity coupled with the latest security enhancements can help
your business protect users, applications, and data, which can ultimately help manage risk
and meet compliance guidelines. Centralized definition, application, maintenance, and
management of security policies help simplify security infrastructures as well.
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Network security

The component updates here provide network accessibility to z/OS security services,
leveraging the core security and crypto components of the platform in an enterprise-wide role,
thereby amplifying the value of the z/OS core infrastructure. Components such as z/OS PKI
services have been maturing to the point where significant value and savings can be realized,
helping improve overall TCO and cement z/OS as a core part of IT in these enterprises.

This chapter describes the functional enhancements in z/OS V1R11 for all the components
that are changed and enhanced with this release.

1.2 Health checks

The Health Checker provides a mechanism to check the health of an active system and can
help you check for and proactively resolve potential problems before application availability is
impacted or system or sysplex-wide outages occur. The health check framework allows for
unique autonomic functions for the z/OS platform by alerting you about potential problems
and allowing their correction before they impact your business.

The new health checks are designed to help check the health of active systems. Use
IBM-provided checks to implement the latest IBM hints, tips, and best practices, or you can
write your own checks to address application-specific needs. The output from these checks is
useful for proactively resolving problems before they occur and can be used as additional
documentation for your own audit and compliance needs.

The following checks are added in z/OS V1R11.

Service aids health checks

A health check for dump analysis and elimination (DAE) is designed to suppress duplicate
dumps, to help prevent the system from using unneeded resources capturing diagnostic data
repeatedly for the same problems. This SHARE(DSN) option will suppress a duplicate of a
previous dump on any system in the sysplex. These new checks are intended to help prevent
unnecessary system programmer time and system resources from being spent on duplicate
dumps. The new health checks are designed to report on your DAE configuration, as follows:

» This check detects whether DAE is active and your settings match those indicated by IBM.

» This check detects that the DAE data set is not being shared in a Parallel Sysplex
environment.

AutolPL health check

AutolPL support is designed to automatically take a standalone dump, or IPL, or both when
the system is about to enter a number of disabled nonrestartable wait states. These checks
are intended to help you validate your AutolPL configurations. The new checks are introduced
for AutolPL as follows:

» This check detects that the hardware configuration supports AutolPL and you have not
established an appropriate AutolPL policy, or that it is running on a System z9® server,
where the hardware feature is optional and available at no cost but not installed. This
includes checking for a GDPS environment, because AutolPL is not intended to be
enabled at the same time as GDPS.

» This check is designed to validate the devices specified in the DIAGxx for SADMP and
MVS AutolPL policies. Devices are checked to make sure they are available, are DASD,
and that they are not defined as secondary devices in Metro Mirror (PPRC) pairs.
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These checks are intended to help you validate your AutolPL configurations. They are for
SADMP and MVS AutolPL policies.

DFSMS catalog health check

The catalog component of DFSMS now implements a health check to detect IMBED and
REPLICATE attributes for VSAM data sets and catalogs. No supported release of z/OS
honors the IMBED and REPLICATE attributes for new data sets and catalogs. In fact, these
attributes can waste DASD space and often degrade performance, so avoid using the IMBED
and REPLICATE attributes. This health check will notify you about any user and master
catalogs in your environment having IMBED or REPLICATE attributes.

Integrated Security Server - LDAP server
This health check is designed to notify clients who are still using the ISS LDAP server of its

pending removal in V1.11 and the requirement to migrate to IBM Tivoli Directory Server (IBM
TDS, LDAP) for z/OS.

1.3 Migration health checks
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This is a set of migration health checks that are designed to reduce the effort required to
migrate to new levels of z/OS from prior levels.

SDSF SAF security migration check

Using an external security manager such as RACF for SDSF, through the system
authorization facility (SAF), offers several benefits over using ISFPARMS-based security,
including the ability to change security profiles dynamically, a single repository for security
information, auditability, and more-granular protection. In addition, SAF-based security is the
only way to protect certain functions, including the MQSeries® use of queues and all JES3
SDSF functions. For all SDSF functions, use SAF-based security. This check is designed to
determine whether the SDSF class is active, and is available for z/OS R9 and z/OS R10 with
the PTFs for APAR PK68253.

R11 zFS sysplex migration checks

A new sysplex_admin_level is added in z/OS V1R11, sysplex_admin_level=2. To use zFS file
systems in a shared environment when one or more systems are at the z/OS V1R11 level
requires that the new sysplex_admin_level be used on all sharing systems. The toleration
support requires the PTF for APAR OA25026 to be installed on supported sharing systems
running z/0OS V1R9 and z/OS V1R10. Also, IBM has announced the eventual discontinuation
of support for multi-file system aggregates. In z/OS V1R11, two new migration health checks
are added for zFS, as follows:

» Verify that zFS is running at sysplex_admin_level=2 for zFS V1R11 toleration support, and
is intended to be run on z/OS V1R9 and z/OS V1R10 systems.

» Verify whether zFS multi-file system aggregates are being used, and are intended to be
run on all systems, regardless of z/OS level. These checks are included in the PTFs for
APAR OA27198.

BCP Service Time Protocol migration check

The Server Time Protocol (STP) feature is designed to allow multiple servers and Coupling
Facilities to maintain time synchronization with each other, without requiring a Sysplex
Timer®. A migration health check will be done to verify that the current system is running with
the STP in use, when appropriate for the system on which z/OS is running. Use Server Time
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Protocol because the Sysplex Timer (9037-002) has been withdrawn from marketing and STP
is planned to be its replacement.

BCP RTM migration check

The static resource manager health check detects entries listed in the static resource
manager list, which is kept in CSECT IEAVTRML of load module IGC0001C. Static resource
managers are called every time any task or address space terminates, but they are rarely
applicable to very many of them. Because task and address space termination can happen
thousands or even millions of times per day on each of your systems, unnecessary calls to
static resource managers can consume significant CPU time. This check helps you identify
obsolete entries in IEAVTRML for IBM products, and any other entries to be aware of in case
they can be eliminated on your systems. This can help you reduce unnecessary resource
consumption by static resource managers.

IBM Health Checker for z/0S RFC4301 compliance (RBAPPRFC)

z/OS Communications Server provides a new migration health check in this release, which
helps you determine whether IPSec filter rules that do not comply with RFC4301 are active on
your systems and provides guidance about the migration procedures and options available to
migrate noncompliant IPSec filter rules to become compliant with RFC4301. IBM has
announced in a statement of direction that support of IPSec filter rules that are not compliant
with RFC4301 will be removed in future z/OS releases. This check is intended to provide an
early warning about possible migration actions.

IBM Health Checker for z/0OS DNS server check (RBAPPDNS)

The z/0OS Communications Server is providing a new migration health check in this release,
which helps users determine whether they are using the BIND9 DNS server on their system.
IBM has previously indicated, in statements of direction, that support of DNS server functions
on z/OS will be removed in a future z/OS release.

IBM Health Checker for DFSMSrmm

The DFSMSrmm migration checks to verify that a supported vital records selection option is
in use, to identify whether the new GDG options must be used, and to verify if any dropped
REXX stem variables are being used. This support is available for z7OS V1R9 and z/OS
V1R10 with the PTFs for APAR OA26947.

Health check for system status detection (SSD)

In this release, a new health check is added to check whether the system status detection
(SSD) partitioning protocol is enabled to ensure that failed systems are removed from the
sysplex expeditiously and with a minimum of operator involvement.

Build z/OS version root migration health check

Because of release enhancements and service, the size of the z/OS root file system (or
“version root file system”) continues to grow from release to release. As of z/OS V1R10, the
size of the z/OS root file system, whether HFS or zFS, was approximately 3100 cylinders on a
3390 DASD. This is close to the limit of 3339 cylinders on a 3390-3 device, and if not
accommodated can halt the installation.

In z/OS V1R11, a new check is added to examine the volume that the version root file system
resides on, and assess whether that volume has an acceptable amount of available cylinders
(a value greater than a default of 500 free cylinders, but it is customizable).

If the version root file system data set is SMS-managed, this check is not applicable.
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Dynamic Channel Path Management

I/O configuration management comprises a complex set of tasks. Configurations must be
defined with various factors in mind, including single point of failure avoidance and expected
bandwidth needs. After a configuration has been defined, its I/O bandwidth requirements
often change. This means you must monitor the system and respond to changes to ensure
that your workloads meet their response time goals.

FICON DCM

Dynamic channel path management (DCM) was introduced for ESCON® channels with z/OS
Release 1 on 2900 servers. DCM is intended to help simplify 1/0O configuration definition,
maximize the utilization of installed hardware, and enhance RAS. In z/OS V1R11, IBM
extends DCM to manage FICON® channels in addition to ESCON.

1.4 CIM Server upgrade to OpenPegasus 2.8

The Common Information Model (CIM) is a standard data model developed by a consortium
of major hardware and software vendors (including IBM) called the Distributed Management
Task Force (DMTF) as part of the Web Based Enterprise Management (WBEM) initiative.
WBEM includes a set of standards and technologies that provide management solutions for a
distributed network environment. Interoperability is a major focus of WBEM, and using WBEM
technologies can help you develop a single set of management applications for a diverse set
of resources. With support for the CIM server on systems running z/OS, your applications can
gain access to z/OS resources using an extensible, industry-standard model.

z/OS V1R11 CIM is upgraded to support the latest version of the OpenPegasus CIM Server
and DMTF CIM Schema. This adds support of the “CIM Operations over HTTP” specification
version 1.3 from the DMTF. At the time of development, this was the most current level of the
CIM/WBEM specifications for the DMTF and CIM Server Implementation from
TheOpenGroup.

CIM client for Java upgrade
The CIM client for Java Version 2 supports a new “CIM Operations over HTTP” specification
version 1.3 from DMTF.

1.5 ISPF enhancements
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Following are ease-of-use enhancements for ISPF:

» An extension to the ISPF Editor COMPARE command to allow the data set name of a
SYSIN data set to be specified as part of the command syntax. An additional option on the
command will allow you to specify that a pop-up panel be displayed so that a full-length
data set name can be specified for a data set containing the SuperC process statements
for the COMPARE.

» A new option, Prefix Dsname Level, on the Data Set List Utility entry panel which, when
specified, allows the Dsname level to be specified with or without quotes. When the quotes
are omitted, the TSO prefix (if running with PREFIX ON) will be prefixed as the first
qualifier of the Dsname level. When the option is not selected, the behavior of the entry
panel remains unchanged. By default, the option is not selected.

» Support for setting and displaying the EATTR attribute for data sets that can reside on
extended address volumes (EAV).
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» Two new ISPF Editor line commands, HX and HXX, to display individual records 