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Foreword

Cisco DQOS Exam Certification Guide is a complete study tool for the DQOS and QOS exams, allowing you to assess
your knowledge, identify areas to concentrate your study, and master key concepts to help you succeed on the exams
and inyour daily job. The book isfilled with features that help you master the skills to tune enterprise networks through
use of QoS toolsthat enable high profile, mission-critical traffic to perform at an optimal level. This book was developed
in cooperation with the Cisco Internet Learning Solutions Group. Cisco Press books are the only self-study books autho-
rized by Cisco for CCIP and | P Telephony exam preparation.

Cisco and Cisco Press present this material in text-based format to provide another learning vehicle for our customers
and the broader user community in general. Although a publication does not duplicate the instructor-led or e-learning
environment, we acknowledge that not everyone responds in the same way to the same delivery mechanism. It is our
intent that presenting this material viaa Cisco Press publication will enhance the transfer of knowledge to a broad audi-
ence of networking professionals.

Cisco Press will present study guides on existing and future exams through these Exam Certification Guides to help
achieve Cisco Internet Learning Solutions Group's principal objectives. to educate the Cisco community of networking
professionals and to enable that community to build and maintain reliable, scalable networks. The Cisco Career Certifi-
cations and classes that support these certifications are directed at meeting these objectives through a disciplined
approach to progressive learning. In order to succeed on the Cisco Career Certifications exams, aswell asin your daily
job asaCisco certified professional, we recommend a blended learning solution that combinesinstructor-led, e-learning,
and self-study training with hands-on experience. Cisco Systems has created an authorized Cisco Learning Partner pro-
gram to provide you with the most highly qualified instruction and inval uable hands-on experiencein lab and simulation
environments. To learn more about Cisco Learning Partner programs available in your area, please go to

WWW.Ci sco.com/go/training

The books Cisco Press creates in partnership with Cisco Systems will meet the same standards for content quality
demanded of our courses and certifications. It is our intent that you will find this and subsequent Cisco Press certifica-
tion and training publications of value as you build your networking knowledge base.

Thomas M. Kelly

Vice-President, Internet Learning Solutions Group

Cisco Systems, Inc.

May 2003
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Introduction

Computing in general, and networking in particular, must dea with the issuesrelating to
constrained resources. For computers, operating systems must find away to equitably distribute
the CPU time and memory among the various programs running on the computer. When the
need for memory exceeds the available memory, the CPU spends more time performing
memory management, moving data from memory to permanent storage, typically on a hard
disk. Of course, the computer may below on CPU resources at the same time, meaning the CPU
has|ess available timeto devote to overhead tasks like memory management. With only asmall
load on the computer, al iswell. When the load exceeds the capacity of the CPU, memory, and
other resources, alower volume of useful work is accomplished, and the users get worse
response time from the computer.

The competition for bandwidth is the classic battle for resourcesin networking. If the offered
load sent into the network exceeds the available bandwidth, then the network must react by
either discarding packets or queuing them in memory waiting for the bandwidth to become
available. The packets that are queued experience more delay in the network than do packets
that happen to be sent when the network is not congested. When consecutive packets experience
different amounts of delay, then variabledelay, or jitter, has occurred. So, while bandwidth may
be the constrained resource for which many network attached devices compete, other side
effects—delay, jitter, and loss—occur as a result.

Cisco cdlsthe general topic of how to manipulate bandwidth, delay, jitter, and loss characteristics
in anetwork quality of service, or QoS. The Deploying Quality of Servicein Enterprise Networks
Exam 9E0-601 (DQOS) tests your knowl dege of QoS features and configurations covered inthe
course “ Deploying Cisco QoS for Enterprise Networks” (DQOS). This book covers the topics
on the DQOS exam, with some additional detailed explanations beyond what you find in the
DQOS course. By going deeper, you can approach the exam with more confidence, whilelearning
valuable information that will help you deploy QoS in real networks. This book also attempts
to cover the exact breadth of topics found in the DQOS course, so it will keep you focused on
what’s on the exam!

Similar to the DQOS exam, the Cisco Certified Internetwork Professiona (CCIP) QoS exam
642-641 coversthetopicsinaparticular course—in this case, the Cisco “Implementing Quality
of Service” (QOS) course. Yes, the Cisco course called “DQOS’ isindeed different than the
course called “QOS.” Thetwo courses have about 70 percent equivalent coverage. For those of
you wanting to prepare for the CCIP QOS exam, Appendix B, “Topics on the CCIP QOS
Exam,” covers most of the topics found in the course Cisco calls“QQOS,” but not in the course
Cisco callsthe “DQOS’ course.

Thisintroduction discusses each of the two QoS related exams: what is covered on each exam
and the reasons why you might want to pursue each.
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Why Should You Take the DQOS Exam?

Most people that take the DQOS exam do so for one of two reasons. The first isrelated to the
Cisco Channel Partner program, and the other relates to the general need to demonstrate
knowledge based on attaining Cisco certifications.

Channel Partner IP Telephony Technology Specializations

Themost popular reason for taking the DQOS exam rel atesto the Cisco Channel Partner program.
Cisco callstheir resellers and services partners Channel Partners. The way the program works
isthat Cisco moves more than 90 percent of their product sales, in dollar volumes, through
their Channel Partners. Thus, Cisco is motivated to help themselves by working well with their
Channel Partner community.

Cisco aso focuses heavily on customer satisfaction. So Cisco uses both a carrot and a stick to
motivate Channel Partnersto certify their employees with different technology specializations,
which helps ensure that the Channel Partner engineers know what they are doing for Cisco
customers. For instance, to become a“Gold” partner, you need a certain number of points. To
get the points, you need acertain number of technol ogy specializations. To get the specializations,
you need a particular mix of employees to certify in different roles—for instance, onerole
might be as a pre-sal es engineer and another asahelp desk customer servicerep. To certify for a
particular role, that employee must pass one or more certification exams, depending on therole.

Can the different Cisco Channel Partner roles, specializations, exams, and so on, become
confusing? Sure. Suffice it to say that Channel Partners want to get the points needed to reach
the next level of partnership with Cisco (Premier, Silver, and Gold, in order). Even if aChannel
Partner does not want to make the next level of “partnership” with Cisco, they can use the fact
that they have additional Channel Partner technology specicalizations when trying to win
business.

The 1P telephony Channel Partner technical specializations require the DQOS exam for severa
job roles. To achieve any particular technology specialization, a Channel Partner must have an
employee passtheright set of certification examsfor each job role. For thetechnology specidization
called “1P Telephony—Revised,” six job roles must be filled, with three of them requiring the
DQOS exam. Table I-1 lists the job roles that require DQOS, as well as the certification exam
requirements.
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Table I-1 IP Telephony Revised—Roles and Requirements for the DQOS Exam

Role Exams/Certifications Required

Systems Engineer Cisco Certified Design Associate (CCDA)?
Cisco Product Solutions Essentials |PT Exam v2.0 (SEO-286)
Enterprise Voice over Data Design Exam (9E0-411 EVODD)

Deploying Quality of Servicein Enterprise Networks Exam
(9E0-601 DQOS)

IP Telephony Solutions Exam (SE0-261)

Field Engineer 1 Cisco Certified Network Professional (CCNP)*
Telephony Fundamentals Exam (SE0-263)

Cisco Voice Over Frame Relay, ATM, and IP Exam
(9E0-431 CVOICE)

Cisco | P Telephony Exam (9E0-402 CIPT)

Deploying Quality of Servicein Enterprise Networks Exam
(9E0-601 DQOYS)

Operations Specialist | Cisco Certified Network Associate (CCNA)*

Deploying Quality of Servicein Enterprise Networks Exam
(9E0-601 DQOYS)

Cisco | P Telephony Troubleshooting Exam (9E0-421 IPTT)

Account Manager Does not require the DQOS exam

Project Coordinator Does not require the DQOS exam

Field Engineer 2 Does not require the DQOS exam

a. More advanced certifications can be subsituted. For instance, the person can be CCNP instead of CCDA or CCIE
instead of CCNP.

In short, if you work for a Channel Partner, and you design, sell, or implement | P telephony
solutions, then you will most likely be asked to certify in one of thejob roleslisted in Table I-1.
In addition, because three of the four technical roles for the | P telephony technology
specialization require the DQOS exam, the chances are you will need to pass this exam.

Cisco Qualified Specialist (CQS) Program
For any networker in any networking job, it helpsto have knowledge and skills. Networkers can
benefit from having “proof” that they know a set of technologies. Having theright certification
on your resume can help you land ajob, both at another firm and inside the same company. For
those networkerswho work with customers and clients, having theright credentials, intheform
of certifications, can help convince the salesperson to convincethe customer to hire your company
for the consulting job. Having the right certifications can also make you more appealing to be
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Table I-2

hired by a Channel Partner, because you can add a simple exam or two, meet the requirements
of one of the Channel Partner certifications and immediately help that Channel Partner meet
their skills requirements.

Cisco offers awide range of certifications, including a series of certifications in the Cisco
Qualified Specialist (CQS) program. CQS certifications focus on one particular technology
area, requiring multiple exams from that technology area. The goal of the CQS certificationsis
to let people prove their knowledge and skill about a particular technology, as compared to the
Cisco Career Certifications, which cover a broad range of topics.

Three different CQS certifications require the DQOS exam. Unsurprisingly, these three CQS
certifications all focus on P telephony. Table I-2 lists the certifications along with the required
exams.

IP Telephony Revised—Roles and Requirements for the DQOS Exam

Role Exams/Certifications Required
Cisco |P Telephony Design Specialist CCDA?

Enterprise Voice over Data Design Exam
(9E0-411 EVODD)

Deploying Quality of Servicein Enterprise Networks
Exam (9E0-601 DQOS)

Cisco | P Telephony Support Specialist CCNP*

Cisco Voice Over Frame Relay, ATM, and IP Exam
(9E0-431 CVOICE)

Cisco IP Telephony Exam (9E0-402 CIPT)

Deploying Quality of Servicein Enterprise Networks
Exam (9E0-601 DQOYS)

Cisco IP Telephony Operations Specialist | CCNA*

Deploying Quality of Servicein Enterprise Networks
Exam (9E0-601 DQOYS)

Cisco I P Telephony Troubleshooting Exam
(9E0-421 IPTT)

a. More advanced certifications can be subsituted. For instance, the person can be CCNP instead of CCDA or CCIE
instead of CCNP.

Every IP telephony-related CQS certification requires the DQOS exam. With the requirement
for the DQOS exam for three of the four technical rolesin the Cisco Channel Partner |IP
telephony technology specialization, pretty much anyone working with | P telephony or voice
over IPwill end up needing to take the DQOS exam, assuming that they want to be certified.
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You may have noticed that the CQS exam requirements are very similar to the Channel Partner
roles. In fact, the CQS requirements for the three certifications in Table -2 are a subset of the
requirements for a comparable Channel Partner certification. Table -3 summarizes the
differences.

Table I-3 CQS Compared to Channel Partner |P Telephony Roles

Exams/Certifications Required by

Channel Channel Partner Role, but Not
Partner Role CQs by CQS
Systems Engineer Cisco IP Telephony Design Cisco Product Solutions Essentials |PT
Specialist Exam v2.0 (SE0-286)
IP Telephony Solutions Exam (SE0-261)
Field Engineer 1 Cisco IP Telephony Support Telephony Fundamentals Exam (SE0-263)
Specialist
Operations Specialist | Cisco IP Telephony Operations | None
Specialist

Asyou can seefrom Table |-3, there are few differences. In fact, if you fulfill the requirements
for aChannel Partner |Ptelephony role, you will have accidentally become a CQS! Also, if you
are adding certifications in hopes of getting a new job, you could take the extra step beyond
CQS, meet al the requirements of one or more | P telephony roles, and make sure that any
Channel Partners that you interview with know that you can aready help them meet their
Partner certification requirements!

For more information on the Cisco Channel Partner technology specializations, and the CQS
program, refer to www.cisco.com.

The Cisco DQOS Exam 9E0-601

The DQOS exam consists of a one-hour exam administered at a proctored exam facility
affiliated either with VUE (www.vue.com) or Prometric (www.2test.com). The exam typically
includes approximately 70 questions.

Cisco lists the topics covered in the DQOS exam on their web site; the list is repeated in this
introduction. Like many Cisco exams, the DQOS exam covers the topics in the Cisco DQOS
course. Infact, thelist of exam topicsfor the exam are actually taken from thelist of objectives
that begin each chapter in the DQOS course.

The exam topics are as follows.
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QoS Overview
» List five benefits for implementing QoS in the enterprise networks.

» Describe how a converged network behaves without QoS.
» Caorrectly describe the QoS framework.
» Describe correctly what call admission control does.

» Describe the difference between Integrated Services and Differentiated Services.

Classification and Marking
» Explain the reason for classification and marking.

» Explain the difference between classification and marking.

» Explain class of service, P Precedence and Diff Serv code points.

» Configure QoS policy using modular QoS CLI.

» Explain therole of Network Based Application Recognition (NBAR).
» Classify and mark traffic.

Congestion Management
» Identify and differentiate between the different 10S queuing techniques.

» Caorrectly apply each queuing technique to the appropriate application.
» Describe the difference between |P RTP priority and low latency queuing (LLQ).
e Configure WFQ, CBWFQ, and LLQ.

Congestion Avoidance
» Explain how TCP responds to congestion.

» Explain tail drop and global synchronization.

» Identify and differentiate between the following 10S congestion avoidance tools: RED,
WRED, FRED.

» Configure |OS congestion avoidance features.

Link-Efficiency Tools
» Explain the need for link-efficiency tools.
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Policing and

Explainavailable LFI techniquesincluding MLPinterleaving and FR fragmentation using
FRF.11 Annex-C or FRF.12.

Explain Real Time Protocol header compression (CRTP) as atool for improving link
efficiency.

Configure and monitor various LFl methods and CRTP.

Shaping
Describe the difference between policing and shaping and how each one relates to QoS.
Describe various mechanisms for policing, when to apply each, and how to configure them.
Identify the various types of traffic shaping, their differences, and how to apply each.
Configure the different types of traffic shaping.

Call Admission Control

Correctly list five local CAC methods and their primary function.
Correctly list two measurement-based CAC methods and their primary function.
Correctly describe IntServ/RSV P and its main function.

Given an enterprise network scenario, correctly determine which method(s) of achieving
call admission control best meets the customer requirements.

QoS Management Tools

QoS Design

Utilize QoS Device Manager to monitor performance, establish baselines and configure
QoS policies.

Utilize QoS Policy Manager to configure advanced QoS policies, scale policy
deployment, upload/verify/roll-back policies, and deploy QoS policies by external
time-based/event-based scripts.

Configure Cisco Service Assurance Agent to measure key SLA metrics and monitor
network performance between local and remote devices.

Monitor and troubleshoot network performance with IPM and SMS.

Design a converged multiservice network to provide proper QoS for voice, video and data
traffic
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NOTE The list of objectives was taken from Cisco.com at
www.cisco.com/warp/public/10/wwtraining/certprog/testing/current_exams/9E0-601.html.

Interpreting the DQOS Exam Topics

The exam topics, like most exam topics listed by Cisco for other exams, use action words
that follow a quasi-standard called “Bloom’s Taxonomy of the Cognitive Domain.” Bloom's
taxonomy defines a standard for word usage for when educators create objectives for courses.
Objectives written according to Bloom’'s Taxonomy define what the learner should be able to
accomplish after taking the class.

So, when you look at an exam topic, look for the action word. If you want to see a description
of Bloom'’staxonomy, search the Internet, and you will find alot of matches. My favorite quick
list of termsisat http://chiron.val dosta.edu/whuitt/col/cogsys/bloom.html. The action word in
the exam topic gives you a good hint about the level of knowledge and skill you will need to
have before taking the exam. For instance, a course objective that uses the word “list” asthe
action word means that you should be able to list the features, but an action word such as
“configure” means you should know all the related configuration commands, and how to use
them. “ Troubleshoot” might mean that you need to know what all the show and debug
commands do for a particular topic.

For a specific example, under the section about Congestion Management, the last exam topic
says* Configure WFQ, CBWFQ, and LLQ.” So, you had better know the configurations of each
of these and not just the concepts. Conversely, none of the four exam topics under the heading
of CAC says anything about configuration, but rather the exam topics ask you to list, describe,
and compare/contrast.

So, what does Bloom’s taxonomy mean in terms of how you study for the exam? It means that
you should focus on the action words in the exam topics and make sure you can do those things
for the stated topics. In a perfect world, the exam questions would also follow the same
convention. However, some questions that don’t meet these guidelines will dlip through into
Cisco’s set of exam questions. For instance, could you see a CAC configuration question on the
exam, even though no stated exam topic usesthe word “ configure” ?Yes, you could seethistype
of question. However, when you aretrying to determine your strategy for studying, and you are
choosing the topics to focus on, you should definitely interpret the meaning of the exam topics.

In addition, Cisco states that the posted exam topics for all of their certification exams are
guidelines. Cisco makes the effort to keep the questions on the exam within the scope of the
stated exam objectives, but doing this for every question and every exam is difficult. So, you
could see questions that both fall outside the scope, and the depth, implied by the exam topics.
However, if you follow the Cisco exam topic “ guidelines,” you should have a good understand-
ing of the breadth and depth of topics on the exam.
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Each time you start anew chapter, you should take the time to review the exam topicsrelated to
that chapter. Each chapter beginswith alist of related exam topics. Table I-4 lists the chapters
in this book and the major headings from the list of exam topics corresponding to each chapter.

Table I-4 This Book's Coverage of the Major Headings from the DQOS Exam

Book Chapter DQOS Exam Topic Heading

QoS Overview

QoS Overview

Classification and Marking

Congestion Management

Policing and Shaping

Congestion Avoidance

Link-Efficiency Tools

Call Admission Control

©| o N ||~ W|N|F

QoS Management Tools, QoS Design

10 None

Appendix B None

Changes to the DQOS Exam Topics

One day, the DQOS exam will change. Most likely, Cisco will announce changes, or Cisco will
change the exam topics and maybe even announce a new DQOS 9E0-601 exam with a new
exam number. There is even precedent for Cisco changing the entire question database for an
exam without telling the public in order to defeat those who would copy questions from the
exam and distribute them.

Regardless, the exam will change one day, and you will want to know about the changesif you
have not passed the exam yet. First, you should ook to www.cisco.com occasionally during the
weeks in which you are studying for the DQOS exam, just to make sure nothing new has been
announced about the exam. Also, you should look to www.ciscopress.com/1587200589, which
is where we will post any new hints about changes to the exam. As you might imagine,
www.cisco.com will show any announcements alittle before Cisco Press will.

Why Should You Take the QOS Exam?

Most people (myself included) find it odd that Cisco offers two partly overlapping courses on
QoS. While the technology covered in each course overlaps, the overall goals of the courses do
differ significantly. The DQOS course focuses on the QoS tool s specifically needed for converged
networks with voice, video, and data, whereas the QOS course provides coverage of almost
every router-based | OS QoS feature. So, because the two courses acheive different goal's, Cisco
has retained both courses.
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Because the DQOS courseis more focused on the application of QoSfor voice, Cisco chosethe
DQOS exam for the CQS and Channel Partner Telephony certifications. Similarly, when Cisco
created the Cisco Certified Internetwork Professional (CCIP) certification, they choseto usethe
QOS 642-641 exam. Cisco designed CCIPto belike CCNP, but for Service Provider employees—
in other words, awide-ranging general certification for core skills but skills that mattered more
to Service Providers. So, the QOS course was a better fit because it covered awider range of
QoS topics, with focus on the tools themsel ves instead of their application for converged
networks.

Currently, the only certification that requires the QOS 642-641 exam is the CCIP certification.
Why would you want to bea CCIP?WEell, the most obviousreason isto build your resume. Also,
Cisco occasionally lets you substitute CCIP instead of CCNP as the prerequisite for some
certifications. But there are currently no Channel Partner certifications or CQS certifications
that require the CCI P certification or the QOS exam, which simply meansthat fewer peoplewill
be motivated to take the QOS exam as compared with the DQOS exam.

The Cisco CCIP Certification

The CCIP Certification requires that you pass four exams, with the QOS exam being one of
those. The four exams are listed in Table |-5.

Table I-5 CCIP Certification Exams

Exam Name Exam Abbreviation and Number

Building Scalable Cisco Internetworks Building Scalable Cisco Internetworks (BSCI) 642-801
Configuring BGP on Cisco Routers Border Gateway Protocol (BGP) 642-661
Implementing Cisco QoS QOS 642-641

Implementing Cisco MPLS Multiprotocol Label Switching (MPLS) 640-910

The Cisco QOS Exam 642-601

Like the DQOS exam and many other Cisco exams, Cisco lists the exam topics on their web
site. And like these other exams, the exam topics have been taken directly from the list of
objectives from the corresponding course. You should review the discussion about the DQOS
exam objectivesin the “ I nterpreting the DQOS Exam Topics” section of thisintroduction for
some suggestions on how to interpret the exam topics.

The exam topics for the QOS exam are listed here for convenience. You should check
Cisco.com web site frequently when you are actively studying for the QOS exam, to see if
Cisco has announced any changes. You can also check www.ciscopress.com/gos.

The QOS exam topics, as of the publication of this book, are as follows.
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Introduction to IP Quality of Service

Describe the need for IP QoS.

Describe the Integrated Services model.

List the key benefits and drawbacks of the IntServ model.

Describe the Differentiated Services model.

List the key benefits of the Diff Serv model compared to the IntServ model.

Describe the interoperability between DSCP-based and | P Precedence-based devicesin a
network.

Describe the building blocks of 1P QoS mechanisms (classification, marking, metering,
policing, shaping, dropping, forwarding, queuing).

List the IP QoS mechanisms available in the Cisco |OS.
Describe what QoS features are supported by different |P QoS mechanisms.

Classification and Marking Mechanisms

Describe policy-based routing and how it can be used to classify and mark | P packets.
Configure the policy-based routing mechanism on Cisco routers.

Describe QoS Policy Propagation through BGP and how it can be used to classify and
mark 1P packets.

List other mechanisms that also support classification and marking capabilities
(committed access rate, class-based marking).

Queuing Mechanisms

Describe how queuing works on Cisco routers.

Describe FIFO Queuing (FQ) and its benefits and drawbacks.

Describe Priority Queuing (PQ) including its benefits and drawbacks.
Configure Priority Queuing (PQ) on Cisco routers.

Describe Custom Queuing (CQ) including its benefits and drawbacks.
Configure Custom Queuing (CQ) on Cisco routers.

Describe Weighted Fair Queuing (WFQ) including its benefits and drawbacks.
Configure Weighted Fair Queuing (WFQ) on Cisco routers.
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Describe different distributed Weighted Fair Queuing (dWFQ) mechanisms available on
Cisco |OS routers.

Describe Modified Deficit Round Robin (MDRR) queuing.
Describe |P RTP Prioritization.

Configure |P RTP Prioritization on Cisco routers.

Traffic Shaping and Policing Mechanisms

Describe shaping and policing mechanisms availablein Cisco |OS.

Describe the benefits and drawbacks of traffic shaping and policing mechanisms.
Describe Generic Traffic Shaping (GTS) on Cisco routers.

Configure GTS on Cisco routers.

Describe Frame Relay Traffic Shaping (FRTS) and its differences from GTS.
Configure Frame Relay Traffic Shaping (FRTS) on Cisco routers.

Describe the Committed Access Rate (CAR) mechanism including its benefits and
drawbacks.

Configure Committed Access Rate (CAR) on Cisco routers.

Congestion Avoidance Mechanisms

Describe Random Early Detection (RED).

Describe the Weighted Random Early Detection (WRED) mechanism.
Configure Weighted Random Early Detection (WRED) on Cisco routers.
Describe the flow-based WRED mechanism.

Link-Efficiency Mechanisms

Describe payload compression and payload compression algorithms available on
Cisco routers.

Describe header compression and header compression a gorithms available on
Cisco routers.

Configure Cisco |OS header compression mechanisms.
Describe Link Fragmentation and Interleaving (LFI).

Configure Link Fragmentation and Interleaving (LFI) mechanisms on Cisco |OS routers.



XXX

Signaling Mechanisms
» Describe Resource Reservation Protocol (RSVP).

» Configure RSVP on Cisco I0S routers.

Modular QoS Command Line Interface
» Describe the Modular QoS CLI (MQC) concept and its structure.

» Describe Modular QoS CLI classification options.

» Configure the Modular QoS CLI to perform classification.

» Describe Network-based Application Recognition (NBAR).
» Describe Modular QoS CLI policy options.

» Configure the Modular QoS CL 1 to perform service policies.

QoS and IP over ATM
» List the requirements of IP QoS in combination with ATM QoS.

» Describe per-VC queuing.
» Describe and configure per-VC WRED.
» Describe and configure per- VC CB-WRQ.

About the DQOS Exam 9EO0-601 Certification Guide

This section provides a brief insight into the contents of the book, the major goals, aswell as
some of the book features that you will encounter when using this book.

Goals of This Book

Unquestionably, the primary goal for this book isto help you pass the DQOS certification
exam. However, the means by which that goal is accomplished follows the Cisco Press Exam
Certification Guide philosophy, which makes a statement about helping areader pass the test
through a deeper understanding of the material, as opposed to simply helping the reader
memorize the answers to multiple-choice questions.

To accomplish thisgoal, the book’s main chapters cover all the topics on the DQOS exam, plus
an occasional mention of topics outside the scope of the exam just to make akey point. The
depth of the conceptual coverage exceeds the depth of coveragein the DQOS course. By doing
s0, you should be able to pass the exam with greater confidence.
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The secondary goal for this book isto help you pass the Cisco QOS exam (642-641). In order
to keep thelarger DQOS audience focused, the topics covered on the QOS exam, but not on the
DQOS exam, are covered in Appendix B, “ Topics on the CCIP QOS Exam.” As mentioned
eariler, DQOS covers about 70 percent of the materials on the QOS exam. Appendix B covers
most of therest of the topics, with afew pointers to good documents on Cisco.com to round out
the coverage. For instance, priority queuing gets only passing mention in the DQOS course, with
no exam topics mentioning it. Priority queuing gets 20 pagesin the QOS course, with a specific
mention in the list of exam topics for that exam. So, the priority queuing coverage has been
placed into Appendix B.

The third goal is not so obvious. While written to help you pass the exams, we hope that this
book will also be useful to anyone who needs to deploy QoS tools using Cisco gear. We hope
that if you take the exam, you will keep thisbook as a desk reference, and for those of you who
don't take the exam, we hope you find this book a useful tool for delving into the details and
really understanding QoS.

After teaching the DQOS course for the last couple of years, and after hearing students
continually ask where they could read more on QoS topics, it became apparent that there were
few good options available. Thisbook fillsthat gap and provides acomprehensive reference for
Cisco QoS.

Book Organization

Thisbook contains 10 core chapters with titlesthat are comparable to the major headings listed
inthe DQOS exam topics. For DQOS exam candidates, you can simply diveinto Chapter 1 and
read through Chapter 10.

For those of you taking the QOS exam, the end of this introduction has some tips on what to
focus on in Chapters 1 through 10. You will also want to read Appendix B, which covers the
topics on the QOS exam but not covered on the DQOS exam.

Chapters 1 and 2 cover most of the core background information needed to understand the
different classes of Cisco QoS tools. Chapters 3 through 8 each cover a different major type of
QoS tool, covering the concepts, as well as the configuration of the tools. Chapter 9 covers
management and design issues that relate to the entire spectrum of QoStools. Finally, Chapter
10 covers some campus QoS concepts and configuration, which are actually beyond the scope
of the current DQOS exam (as of the writing of this book). However, it's alikely topic to be
added during the next course and exam revision, and the one topic most DQOS students want
to hear more about, so we added the chapter. As always, make sure you check Cisco.com, as
well as www.ciscopress.com/1587200589, for the latest news about any future changes to

the exam.
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Following is a description of each chapter’s coverage:

Chapter 1, “QoS Overview”

QoS affects the characteristics of network traffic. To understand the QoS concepts and
configurations discussed in other chapters, you must know what can be manipul ated—
namely, bandwidth, delay, jitter, and packet loss. Also, different types of traffic have
different needsfor bandwidth, delay, jitter and loss. Chapter 1 defines QoSterms; explains
the concepts relating to bandwidth, delay, jitter, and packet loss; and identifies the traffic
characteristcs of data, voice, and video traffic.

Chapter 2, “QoS Toolsand Architectures’

Cisco provides alarge number of QoS tools inside the router |OS. Two of the biggest
challenges when preparing for either exam is remembering all the of tools and keeping
track of which tools provide what features. Chapter 2 begins by listing and describing the
classes of tools, and then also listing the tools themselves. The remaining chapters delve
into more depth on each particular class of tool.

QoS toolstypically either follow one of two QoS architectural philosophies. The two
architectures are called Differentiated Services and Integrated Services. The second part
of this chapter explains the two architectures.

Chapter 3, “Classification and Marking”

Classification and marking defines how a networking device can identify a particular
packet and change some bits in the frame or packet header. The changed bits “mark” the
packet, so other QoS tools can react to the marked field. This chapter coversthe concepts,
aswell asfive different classification and marking tools.

Chapter 4, “Congestion Management”

Queuing tools on routers manage packets while they are waiting to exit an interface. This
chapter discusses the general concepts of queuing in Cisco routers and then covers the
concepts and configuration behind alarge variety of queuing tools. The Cisco DQOS
exam topics refer to queuing as “ congestion management.”

Chapter 5, “ Traffic Policing and Shaping”

Policing tools discard traffic that exceeds a particular rate. Shaping tools delay traffic so
that, over time, the traffic rate does not exceed a particular rate. Both classes of tools use
aconcept of measuring the rate of sending or receiving bits. This chapter coversthe general
concepts of policing and shaping in Cisco routers, followed by the detailed concepts and
configuration for two policing tools and four shaping tools.

Chapter 6, “ Congestion Avoidance Through Drop Palicies”

Interestingly, statistics show that the biggest reason that packets are lost in networksis
because aqueuefills, leaving no room to hold another packet, forcing the deviceto discard
the packet. Congestion Avoidance tools monitor queue depths, discarding some packets
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before the queuefills. The early discards cause the computers that sent the dropped
packets to slow down the rate of sending packets, abating the congestison. As usual, this
chapter covers the concepts and then the configuration behind two congestion avoidance
toals.

Chapter 7, “Link-Efficiency Tools”

Link-efficiency toolsdeal with how to best use the bandwidth on alink between two routers.
Compression, which is one class of link-€fficiency tool, reduces the required bandwidth.
Fragmentation tools reduce delay for small, delay-sensitive packets by breaking large
packets into smaller packets. The smaller delay-sensitive packets can be sent before the
fragments of the original larger packet. This chapter covers the base concepts as well as
the configuration details.

Chapter 8, “Call Admission Control and QoS Signaling”

To support voice and video traffic, you need many of the tools covered in the earlier
chapters. However, even with those, a network that allows too many voice or video
connections can make al the the voice and video traffic degrade to the point of being
unusable. Call admission control (CAC) tools alow the network administrator to control
the volume of voice and video connections. This chapter covers 10 CAC tools for voice
along with configurations, and comparisons of the features of the tools.

Chapter 9, “Management Tools and QoS Design”

This short chapter covers the QoS management tools provided by Cisco. In addition, this
chapter coversafour-step QoS design processthat is specifically mentioned in the DQOS
exam topics.

Chapter 10, “LAN QoS’

The DQOS exam, at the time this book was published, covered some very basic concepts
about QoS on LAN switches, but no configuration. This chapter covers LAN switch QoS
concepts, and configuration. Why? Well, successful voice implementation requires good
QoS implementation, even in the campus. Also, when the exam does change one day, it
may cover more details of campus QoS. We included this chapter in anticipation of the
exam change and because we want this book to serve as a comprehensive reference.

Appendix A, “Answerstothe ‘Do | Know ThisAlready? Quizzesand Q& A
Sections’

This appendix lists the answers to the questions covered at the beginning and end of each
chapter.

Appendix B, “ Topicson the CCIP QOS Exam”

For you QOS exam takers, this appendix fills in the gaps with coverage of the topics on
the QOS exam that are not covered in Chapters 1 through 10.
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Book Features
The core chapters of this book have several features that help you make the best use of your

time:

“Dol Know ThisAlready?” Quizes—Each chapter begins with a quiz that helps you
determine the amount of time you need to spend studying that chapter. If you follow the
directions at the beginning of the chapter, the“ Do | Know ThisAlready?’ quiz directsyou
to study all or particular parts of the chapter.

Foundation Topics—These are the core sections of each chapter. They explain the
protocols, concepts, and configuration for the topicsin that chapter.

Foundation Summary—Near the end of each chapter, a summary collects the most
important tables and figures from the chapter. The “Foundation Summary” sectionis
designed to help you review the key conceptsin the chapter if you scored well onthe“Do
| Know ThisAlready?’ quiz. Thissection isalso an excellent tool for last-minute reviews
before you take the exam.

Q& A—Each chapter endswith a Q& A section that forces you to exercise your recall of
the facts and processes described in the chapter’s foundation topics. The questions are
generally harder than the actual exam, partly because the questions are in “ short answer”
format, instead of multiple choice format. These questions are a great way to increase the
accuracy of your recollection of the facts and to practice for taking the exam.

Examples—L ocated inside the Foundation Topics of most chapters, the text includes
screen captures from lab scenarios that show how each tool works. The examplesinclude
atopology, the configuration, and show command output that matches the examples.

CD-ROM-based Practice Exam—The companion CD-ROM contains multiple-choice
guestions and a testing engine. As part of your final preparation, you should practice with
these questionsto help you get used to the exam-taking process, aswell as help refine and
prove your knowledge of the exam topics.

Study Plan for DQOS 9E0-601 Exam Candidates

The study plan for those of you taking the DQOS exam 9E0-601 follows the book in sequence.
However, you do have afew choices about how to proceed through the book and through your
study time. Following are some strategies for reading this book:

Be sure to continually check Cisco.com and www.ciscopress.com/1587200589 for any
updates about changes to the DQOS exam. If the exam changes, we will post some study
suggestions relating to any changed coverage on the exam.

Read Chapters 1 through 9 in succession. These chapters cover the topics on the exam.
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 Either read or lightly review the concepts in Chapter 10. The DQOS exam, in its current
form, does not cover LAN QoS configuration at all and coversjust the base classification
and marking concepts on the switch. So, your choice of how to approach Chapter 10
depends on whether you only want to pass the exam with minimal time expended, or
whether you want to learn more about this important topic.

e When reading each chapter, use the “Do | Know ThisAlready Quiz’ to determine how
much time you need to spend on that chapter’s topics. These chapter-beginning quizzes
aredesigned to help you plan how to best use your timewhen studying for the exam. Make
surethat you do not “guess’ the answerswhen using these quizzes, becauseit isimportant
that you give yourself an accurate score for the purposes of determing how to best spend
your time.

e Usethetest engineonthe CD-ROM after you have completed your study. You can usethis
as part of your final preparation for the exam.

e Usethe “Foundation Summary” sections of each chapter for review during your final
preparation for the exam aswell.

» Throughout your preparation, review the exam topicsthat are posted at Cisco.com, which
are aso listed in thisintroduction for reference.

Study Plan for QOS 642-641 Exam Candidates

Table I-6

The study plan for those of you taking the QOS exam 642-641 also follows the sequencein the
book closealy but with some minor detours. You should still consider the general advicelistedin
the section desscribing the study plan for the DQOS exam, but you should aso consider the
information in Table I-6 for the best use of your study time.

Deviations from Just Reading the Book Cover-to-Cover When Preparing for the QOS Exam

Book Chapter | Suggested Deviation as compared with DQOS study plan

1 None; read and study the entire chapter
2 None; read and study the entire chapter
3 Read and study the entire chapter; then go to Appendix B, and read the section

about QoS Poalicy Propagation with BGP (QPPB). QPPB is the one classification
and marking tool that is on the QOS exam, but not on the DQOS exam.

4 Read and study the entire chapter; then go to Appendix B, and read the section
about Queuing. This section covers several Queuing tools not covered on the DQOS
exam

continues
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Table I-6 Deviations from Just Reading the Book Cover-to-Cover When Preparing for the QOS Exam (Continued)

Book Chapter

Suggested Deviation as compared with DQOS study plan

None; read and study the entire chapter

None; read and study the entire chapter

None; read and study the entire chapter

Ignore al topics covering voice CAC, but do read all coverage of RSVP.

© | 0 N OO,

You do not need to read this chapter; the topics are not covered on the QOS exam

10

You do not need to read this chapter; the topics are not covered on the QOS exam

Now you know what to expect from this book and the exams. It'stime to dive in and start the

good part!







This chapter covers the following exam topics specific to the DQOS and QoS exams:

DQOS Exam Topics

® List five benefits for implementing QoS in the enterprise networks.

® Describe how a converged network behaves without QoS.

QoS Exam Objective

® Describe the need for IP QoS.



CHAPTER 1

QoS Overview

Cisco provides alarge number of quality of service (QoS) features inside Cisco 10S Soft-
ware. When most of us think about QoS, we immediately think of the various queuing
mechanisms, such as Weighted Fair Queuing, or Custom Queuing. QoS features include
many more categories, however—fragmentation and interleaving features, compression,
policing and shaping, selective packet-drop features, and afew others. And inside each of
these categories of different QoS tools, there are several competing options—each with
varying degrees of similarities both in concept and configuration.

You will have prepared for more than 30 specific Cisco |0S Software QoS tool s before you
have finished preparing for the Channel Partner DQoS exam or the CCIP QoS exam. Re-
calling which tools are used for what function, how they compare with similar tools, and
how each is configured—these will be your most challenging tasks when preparing for the
exams. The chaptersin this book cover all the underlying details used by a class of QoS
tool, stressing the similarities and differences between tools in the same category.

To remember al the details about QoS tools, you need a firm foundation in the core con-
cepts of QoS. This chapter, aswell as Chapter 2, “QoS Tools and Architectures,” provides
the foundation that you need to organize the concepts and memorize the detailsin other
chapters.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you
really need to read the entire chapter. If you already intend to read the entire chapter, you
do not necessarily need to answer these questions now.

The 12-question quiz, derived from the major sections in the “ Foundation Topics’ portion
of the chapter, helps you determine how to spend your limited study time.
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Table 1-1 outlinesthe major topics discussed in thischapter and the“Do | Know ThisAlready?’

quiz questions that correspond to those topics.
Table 1-1  “Do| Know This Already?” Foundation Topics Section-to-Question Mapping

Quizlet Foundation Topics Section Covering These

Number Questions Questions | Score
1 QoS: Tuning Bandwidth, Delay, Jitter, and Loss 1to6

2 Traffic Characteristics of Voice, Video, and Data 7t012

All questions 1lto12

CAUTION  Thegoal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to aquestion or are only partialy sure of the answer, mark this question wrong
for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess

skews your self-assessment results and might provide you with afalse sense of security.

You can find the answers to the “Do | Know ThisAlready?’ quiz in Appendix A, “Answersto
the ‘Do | Know ThisAlready? Quizzes and Q& A Sections.” The suggested choices for your

next step are as follows:

® 10o0r lessoverall score—Read the entire chapter. Thisincludesthe “ Foundation Topics,”

the “Foundation Summary,” and the “ Q& A” section.

® 11or 12 overall score—If you want morereview on thesetopics, skip to the“Foundation
Summary” section and then go to the “ Q&A™ section. Otherwise, proceed to the next
chapter.

QoS: Tuning Bandwidth, Delay, Jitter, and Loss Questions

1 List thefour traffic characteristics that QoS tools can affect.
2 Describe some of the characteristics of video traffic when no QoSisapplied in anetwork.

3 Define bandwidth. Compare and contrast bandwidth concepts over point-to-point links

versus Frame Relay.

4 List the categories of delay that could be experienced by all three types of traffic: data,

voice, and video.

5 Definejitter. Give an examplethat shows apacket without jitter, followed by apacket with

jitter.

6 Define packet loss, and describe the primary reason for loss for which QoS tools can help.




“Do | Know This Already?” Quiz 5

Traffic Characteristics of Voice, Video, and Data Questions

7 Describe the contents of an I P packet carrying the payload for a G.729 Voice over |P
(VolP) call.

8 Describe the amount of bandwidth required for G.711 and G.729 Vol P calls, ignoring
data-link header/trailer overhead.

9 Define the meaning of the term “ packetization delay” in relation to avoice call.
10 Definetheterm“codec delay” and discussthe two componentswhen using aG.729 codec.
11 Describe atypical video payload flow in terms of packet sizes and packet rates.

12 Contrast the QoS characteristics needed by interactive data applications to the QoS needs
of voice payload flows.
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Foundation Topics

When | was ayoung lad in Barnesville, Georgia, | used to go to the bank with my dad. Each
bank teller had his or her own line of people waiting to talk to the teller and transact their busi-
ness. Invariably, we would always get behind someone who was really slow. (We called that
Bubba'slawv—you aways get behind somelarge, disagreeable guy named “Bubba’ inline.) So,
someone who came to the bank after we did would get served before we would, because he or
she didn’t get behind a“Bubba.” But, it was the rural South, so no one was in that much of a
hurry, and no one really worried about it.

Later we moved to the big city of Snellville, just outside Atlanta. At the bank in Snellville,
people were in abigger hurry. So, there was one line and many tellers. Asit turns out, and as
gueuing theory proves, the average time in the queue is decreased with one queue served by
many tellers, rather than one queue for each teller. Therefore, if one slow person (Bubba) was
talking to teller 1, when teller 2 became available, my dad and | could go next, rather than the
person who showed up at the bank after we did. Figure 1-1 depicts the two competing queuing
methods at atypical bank or fast-food chain—multiple queues, multiple servers versus single
gueue, multiple servers. The single queue/multiple servers method improves average wait time,
but also eliminates the possibility of your good luck in choosing afast line—the one with no
Bubbasin it.

Figure 1-1 Comparing Multiple Server/Multiple Queue to Multiple Server/Sngle Queue

Tellers

EH%‘F EFH]
CH e

Multiple Q’s Single Q
Multiple Servers Multiple Servers

The bank in Snellville just chose a different queuing method, and that positively affected
everyone, right?Well, the choice of using asingle queue did have one negative effect—because
there was only one queue, you could never show up, pick one of the many queues, and happen
to get in the one with only fast peopleinit. In this scenario, on average everyone gets better
service, but you miss out on the chance to get in and out of the bank really fast. In short, most
customers' experience isimproved, and some customers' experience is degraded.
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In networking, QoS describes alarge array of concepts and tools that can be used to affect the
packet’s access to some service. Most of usthink of queuing features when we think of QoS—
reordering the output queue so that one packet gets better service than another. But many other
QoS features affect the quality—compression, drop policy, shaping, policing, and signaling, to
name afew. In the end, whichever mechanism you use, you improve the behavior for one type
of packet over another. Just like at the bank, implementing QoS is “managed fairness,” and at
the sametimeit is “managed unfairness’—you purposefully choose to favor one packet over
another.

All of us can relate to the frustration of waiting in lines (queues) for thingsin our daily lives. It
would be great if there were never any peoplein line ahead of us at the tollbooths, or waiting to
get on aride at Disneyland (or any other place). For that to be possible, however, there would
need to be alot moretollbooths, Disneyland would need to be 20 times|arger, and bankswould
need to hire alot more tellers. Even so, adding more capacity would not always solve the prob-
lem—the tollbooth would still be crowded at rush hour, Disneyland would still be crowded
when schools are not in session, and banks would still be crowded on Friday afternoons when
everyone istrying to cash his or her weekly paycheck (at least where | live!). Making Disney-
land 20timeslarger, sothat there are no queues, isfinancially ridiculous—likewise, the addition
of 20 times more bandwidth to an existing link is probably a so financially unreasonable. After
all, you can afford only so much capacity, or bandwidth in the case of networking.

This chapter begins by taking a close look at the four traffic characteristics that QoS tools can
affect:

® Bandwidth
®* Delay

® Jitter

®  Packet loss

Whereas QoS toolsimprove these characteristics for some flows, the same tools might degrade
service for other flows. Therefore, before you can intelligently decide to reduce one packet’s
delay by increasing another packet’s delay, you should understand what each type of applica
tion needs. The second part of this*Foundation Topics’ section examinesvoice, video, and data
flowsin light of their needs for bandwidth, delay, jitter, and loss.

QoS: Tuning Bandwidth, Delay, Jitter, and Loss

Different types of end-user traffic require different performance characteristics on anetwork. A
file-transfer application might just need throughput, but the delay a single packet experiences
might not matter. | nteractive applications might need consistent responsetime. Voice calls need
low, consistent delay, and video conferencing needs low, consistent delay as well as high
throughpuit.

Users might legitimately complain about the performance of their applications, and the perfor-
mance issues may berelated to the network. Of course, most end userswill believe the network
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isresponsible for performance problems, whether it is or not! Reasonable complaints include
the following:

® My applicationissow.
® My filetakestoo long to transfer now.
® Thevideo freezes.

®  The phone call has so much delay we keep talking at the same time, not knowing whether
the other person has paused.

® | keeplosing calls.

In some cases, the root problem can be removed, or at least its impact |essened, by implement-
ing QoS features.

So, how do voice, video, and datatraffic behavein networksthat do not use QoS?Well, certainly
the performance varies. Table 1-2 outlines some of the behaviorsin a network without QoS.

Table 1-2  Traffic Behavior with No QoS

Type of Traffic | Behavior Without QoS

Voice Voiceis hard to understand.

Voice breaks up, sounds choppy.

Delays make interacting difficult; callers do not know when other party has finished
talking.

Calls are disconnected.

Video Picture displays erratically; jerky movements.

Audio not in sync with video.

Movement slows down.

Data Data arrives after it is no longer useful.

Customer waiting for customer care agent, who waits for a screen to display.

Erratic response times frustrate users, who may give up or try later.

QoS attempts to solve network traffic performance issues, although QoSis not a cure-all. To
improve network performance, QoS features affect a network by manipulating the following
network characteristics:

® Bandwidth

® Delay

® Jitter (delay variation)
® Packet loss
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Unfortunately, improving one QoS characteristic might degrade another. Bandwidth definesthe
capacity of thetransmission media. Compression tool s reduce the amount of bandwidth needed
to send all packets, but the compression process adds some delay per packet and al so consumes
CPU cycles. Jitter isthe variation in delay between consecutive packets, so it is sometimes
called “delay variation.” A router can reduce jitter for some traffic, but that usually increases
delay and jitter for other traffic flows. QoS features can address jitter problems, particularly the
queuing features that have priority queuing for packets that need low jitter. Packet loss can
occur because of transmission errors, and QoS mechanisms cannot do much about that.
However, more packets might be lost due to queues filling up rather than transmission errors—
and QoS features can affect which packets are dropped.

You can think of QoS as* managed fairness’ and, conversely, as“managed unfairness.” Thereal
key to QoS success requires you to improve a QoS characteristic for aflow that needsthat char-
acteristic, while degrading that same characteristic for aflow that does not need that character-
istic. For instance, QoS designs should decrease delay for delay-sensitive traffic, while
increasing delay for delay-insensitive traffic.

The next four short sections take a closer look at each of these four traffic characteristics.

Bandwidth

Theterm “bandwidth” refers to the number of bits per second that can reasonably be expected
to be successfully delivered across some medium. | n some cases, bandwidth equal sthe physical
link speed, or the clock rate, of theinterface. In other cases, bandwidth issmaller than the actual
speed of the link. Consider, for example, Figure 1-2, which shows two typical networks, one
with a point-to-point serial link, and the other using Frame Relay.

Figure 1-2  Two Smilar Networks, One with Point-to-Point, One with Frame Relay
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In the point-to-point network, WAN bandwidth equals the physical link speed, or clock rate,
on the physical medium. Suppose, for instance, that the link is a 64-kbps link—you could
reasonably expect to send 64 kbps worth of traffic, and expect it to get to the other side of the
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link. You would never expect to send more than that, because you cannot send the bits any faster
than the clock rate of the interface. Bandwidth, in this case, is indeed rather obvious; you get
64 kbps in both directions.

The Frame Relay network provides a contracted amount of bandwidth. In practice, however,
many installations expect more than that! The committed information rate (CIR) defines how
much bandwidth the provider guarantees will pass through their network between the data
terminal equipment (DTE) at each end of avirtual circuit (VC). That guarantee is a business
proposition—aL ayer 8 issue using the OSI reference model. On some occasions, you might not
actually even get CIR worth of bandwidth. However, the Frame Relay provider commitsto
engineering a network so that they can support at |least the CIRs of their collective VCs. In
effect, bandwidth per VC equals the CIR of each VC, respectively.

Unfortunately, bandwidth on multiaccess networksis not that simple. Consider the fact that R3
has a 256-kbps access rate, and R4 has a T1 access rate. When R3 sends, it must send the bits
at access rate—otherwise, Layer 1 functions would not work at all. Similarly, R4 must send at
T1 speed. One of Frame Relay’s big selling points throughout its large growth years was that
you “get something for nothing”—you pay for CIR of X, and you get more than x worth of
bandwidth. In fact, many data network engineers design networks assuming that you will get
an average of one and a half to two times CIR over each VC. If R3 and R4 send too much, and
the provider’sswitches have full queues, the frames are discarded, and the data hasto be re-sent.
If you pay for 128-kbps CIR between R3 and R4, and over time actually send at 192 kbps, or
256 kbps, and it works, how much bandwidth do you really have? Well, on a multiaccess
network, such as Frame Relay or ATM, the actual amount of bandwidth is certainly open to
argument.

Frame Relay bandwidth might even be lessthan CIR in practice. Suppose that R4 isthe main
site, and there are 15 remote sitesidentical to R3 (including R3). Can you reasonably expect to
send at 128 kbps (CIR) to all 15 sites, at the same time, when R4 has a 1.544-Mbps access rate?
No! All 15 sites sending at 128 kbps requires 1.920 Mbps, and R4 can only send and receive at
1.544 Mbps. Would an engineer design a network like this?Yes! Theideabeing that if datais
being sent to all VCs simultaneously, either R4 will queue the data (for packets going right to
left), or the Frame Relay switch will queue the data (for packets going left to right). If datais
not being sent to all 15 remote sites at the same time, you get (at least) 128 kbps to each site
that needs the bandwidth at that time. The negative effect isthat alarger percentage of packets
are dropped due to full queues; however, for data networks that istypically areasonable
tradeoff. For traffic that is not tolerant to loss, such as voice and video, this type of design may
not be reasonable.

Throughout thisbook, when multiaccess network bandwidth isimportant, the discussion covers
some of the implications of using the more conservative bandwidth of CIR, versus the more
liberal measurements that are typically amultiple of CIR.
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The clock rate Command Versus the bandwidth Command

When you are using a Cisco router, two common i nterface commandsrel ate to bandwidth. First,
the clock rate command defines the actual Layer 1 bit rate. The command is used when the
router is providing clocking, typically when connecting the router using a seria interface to
some other nearby device (another router, for instance). The bandwidth command tells a
variety of Cisco | OS Software functions how much bandwidth isassumed to be available on the
interface. For instance, Enhanced I nterior Gateway Routing Protocol (EIGRP) chooses metrics
for interfaces based on the bandwidth command, not based on aclock rate command. In short,
bandwidth only changes the behavior of other tools on an interface, and it affects the results of
some statistics, but it never changes the actual rate of sending bits out an interface.

Some QoS toolsrefer to interface bandwidth, which is defined with the bandwidth command.
Engineers should consider bandwidth defaultswhen enabling QoSfeatures. On serial interfaces
on Cisco routers, the default bandwidth setting is T1 speed—regardless of the actual bandwidth.
If subinterfaces are used, they inherit the bandwidth setting of the corresponding physical inter-
face. In Figure 1-2, for example, R3 would have a default bandwidth setting of 1544 (the units
arein kbps), as opposed to a more accurate 128, 192, or 256 kbps, depending on how conser-
vative or liberal the engineer can afford to be in this network.

QoS Tools That Affect Bandwidth

Several QoS features can help with bandwidth issues. You'll find more detail about each of
these tools in various chapters throughout this book. For now, however, knowing what each
class of QoS tool accomplishes will help you sift through some of the details.

Thebest QoStool for bandwidth issuesis more bandwidth! However, more bandwidth does not
solve al problems. In fact, in converged networks (networks with voice, video, and data),
adding more bandwidth might be masking delay problems that are best solved through other
QoStools or through better QoS design. To quote Arno Penzias, former head of Bell Labs and
aNobel Prizewinner: “Money and sex, storage and bandwidth: Only too much isever enough.”
If you can afford it, more bandwidth certainly helps improve traffic quality.

Some link-efficiency QoS tools improve bandwidth by reducing the number of bitsrequired to
transmit the data. Figure 1-3 shows arather simplistic view of the effect of compression, assum-
ing the compression ratio is 2:1. Without compression, with 80 kbps of offered traffic, and only
a64-kbps point-to-point link, aqueuewill form. The queue will eventually fill, and packetswill
be dropped off the end of the queue—an action called tail drop. With compression, if aratio
of 2:1 isachieved, the 80 kbps will require only 40 kbpsin order to be sent across the link—
effectively doubling the bandwidth capacity of the link.
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Figure 1-3  With a 2:1 Compression Ratio Versus No Compression
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This book covers several options for compression, some of which happen before the queuing
process (as shown in Figure 1-3), and some that happen after the queuing process.

The other QoS tool that directly affects bandwidth is call admission control (CAC). CAC tools
decide whether the network can accept new voice and video calls. That permission might be
based on alarge number of factors, but several of those factorsinvolve either ameasurement of
bandwidth. For example, the design might expect only three concurrent G.729A Vol P calls over
aparticular path; CAC would be used for each new call, and when three calls already exist, the
next call would beregjected. (If CAC did not prevent the fourth call, and alink became oversub-
scribed asaresult, all the quality of all four callswould degrade!) When CAC rejectsacall, the
call might be rerouted based on the Vol P dial plan, for instance, through the Public Switched
Telephone Network (PSTN).

Queuing tools can affect the amount of bandwidth that certain types of traffic receive. Queuing
tools create multiple queues, and then packets are taken from the queues based on some queue-
servicing algorithm. The queue-servicing algorithm might include a feature that guarantees a
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Figure 1-4

Table 1-3

Delay

minimum amount of bandwidth to a particular queue. Figure 1-4, for example, shows a two-
gueue system. The first queue gets 25 percent of the bandwidth on the link, and the second
gueue gets 75 percent of the bandwidth.

Bandwidth Reservation Using Queuing
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With regard to Cisco |OS Software queuing tools that reserve bandwidth, if both queues have
packets waiting, the algorithm takes packets such that, over time, each queue getsits configured
percentage of the link bandwidth. If only one queue has packets waiting, that queue gets more
than its configured amount of bandwidth for that short period.

Although adding more bandwidth always helps, the tools summarized in Table 1-3 do help to
improve the efficient utilization of bandwidth in a network.

QoS Tools That Affect Bandwidth

Type of QoS Tool How It Affects Bandwidth
Compression Compresses either payload or headers, reducing overall number of bits

required to transmit the data

CAC Reduces overall load introduced into the network by rejecting new voice
and video calls

Queuing Can be used to reserve minimum amounts of bandwidth for particular
types of packets

All packetsin anetwork experience some delay between when the packet isfirst sent and when
it arrives at its destination. Most of the concepts behind QoS mechanisms relate in some way
to delay. Therefore, a deeper look into delay is useful. Take alook at Figure 1-5; this sample
network is used often in this book.
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Figure 1-5 Sample Network for Discussion of Delay
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At what pointswill delay occur in this network?Well, at al points, in actuality. At some points
in the network, the delay is so small that it can just be ignored for practical purposes. In other

cases, the delay is significant, but there is nothing you can do about it! For afuller understand-
ing, consider the following types of delay:

® Seridization delay (fixed)

®  Propagation delay (fixed)

® Queuing delay (variable)

® Forwarding/processing delay (variable)
® Shaping delay (variable)

® Network delay (variable)

® Codec delay (fixed)

® Compression delay (variable)

Each of these types of delay is explained over the next several pages. Together, the types of
delay make up the components of the end-to-end delay experienced by a packet.

Serialization Delay
Imagineyou are standing at atrain station. A train comes by but doesn’t stop; it just keeps going.
Because the train cars are connected serially one to another, atime lag occurs between when
the engine car at the front of the train first gets to this station and when the last car passes by. If
thetrain islong, it takes more time until the train fully passes. If the train is moving slowly, it



QoS: Tuning Bandwidth, Delay, Jitter, and Loss 15

takes longer for all the carsto pass. In networking, serialization delay is similar to the delay
between thefirst and last carsin atrain.

Serialization delay defines the time it takes to encode the bits of a packet onto the physical
interface. If the link is fast, the bits can be encoded onto the link more quickly; if thelink is
slow, it takes longer to encode the bits on the link. Likewise, if the packet is short, it does not
take as long to put the bits on the link as compared with along packet.

Use the following formulato calculate serialization delay for a packet:

#bits sent
Link speed

Suppose, for instance, that Hannah send a 125-byte packet to Serverl. Hannah sends the packet
over the Fast Ethernet to the switch. The 125 bytes equal 1000 bits, so at Fast Ethernet speeds,
it takes 1000 bits/100,000,000 bits per second (bps), or .01 ms, to serialize the packet onto the
Fast Ethernet. Another .01 ms of seriaization delay is experienced when the switch sends the
frameto R1. (I ignored the data-link header lengths to keep the math obvious.)

Next, when that same packet leaves R1 over a 56 kbpslink to R2, serialization takes 1000 bits/
56,000 bps, or 17.85 ms. The serialization component over Fast Ethernet isinsignificant, whereas
serialization becomes amore significant number on lower-speed serial links. Figure 1-6 shows
the various locations where the packet from Hannah to Serverl experiences serialization delay.

Figure 1-6  Serialization Delay
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As Figure 1-6 shows, serialization delay occurs any time aframeissent. On LAN links, the
delay isinsignificant for most applications. At steps 3 through 6 in the figure, the serialization
delay is 17.85 ms, 7.8 ms, .02 ms, and .65 ms for the 125-byte packet, respectively. Also note
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Table 1-4

that serialization delays do occur inside the Frame Relay cloud. (You can read more about
delaysinside the cloud in the “Network Delay” section later in this chapter.)

Table 1-4 lists the serialization delay for a couple of frame sizes and link speeds.
Example Serialization Delay Values

Serialization Delay Serialization Delay
Clock Rate | (125-Byte Frame; (1500-Byte Frame;
of Link Milliseconds) Milliseconds)
100 Mbps .01 A2
1.544 Mbps .65 8
512 kbps 2 24
128 kbps 7.8 93
56 kbps 17.85 214

Propagation Delay

Imagine you are watching atrain again, thistime from a helicopter high in the air over the
tracks. You see the train leaving one station, and then arriving at the second station. Using a
stopwatch, you measure the amount of time it takes from the first car leaving the first station
until thefirst car arrives at the second station. Of course, al the other carstake the same amount
of time to get there aswell. This delay is similar to propagation delay in networking.

Propagation delay defines the time it takes a single bit to get from one end of the link to the
other. When an electrical or optical signal is placed onto the cable, the energy does not
propagate to the other end of the cable instantaneously—some delay occurs. The speed of
energy on electrical and optical interfaces approaches the speed of light, and the network
engineer cannot override the laws of physics! The only variable that affects the propagation
delay isthe length of the link. Use the following formula to calculate propagation delay:

Length of Link (meters)
3.0 x 10% meters/second

or

Length of Link (meters)
2.1x 108 meters/second

where 3.0 * 10%is the speed of light in a vacuum. Many people use 2.1 * 10° for the speed

of light over copper and optical media when a more exact measurement is needed. (Seventy
percent of the speed of light isthe generally accepted rulefor the speed of energy over electrical
cabling.)
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Propagation delay occurs as the hits traverse the physical link. Suppose, for instance, that the
point-to-point link between R1 and R2 is 1000 kilometers (1,000,000 meters) long. The prop-
agation delay would be asfollows:

L0%0.0% - o04.8 ms
21x10

Figure 1-7 shows two contrasting examples of serialization and propagation delay.

Figure 1-7  Serialization and Propagation Delay for Selected Packet and Link Lengths
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Serialization: 1250-Byte Packet: 178.6 ms
Propagation: Either Size Packet: 4.8 ms

Serialization: 125-Byte Packet: .65 ms
Serialization: 1250-Byte Packet: 6.5 ms
Propagation: Either Size Packet: .048 ms

Asyou can seein Figure 1-7, the length of the link affects propagation delay, whereasthe size
of the packet and link speed affect serialization delay. The serialization delay islarger for larger
packets, but the propagation delay is equal for different-sized packets, on the same link. One
common misconception is that the link speed, or clock rate, affects propagation delay—it
does not! Table 1-5 lists the various propagation delays and serialization delays for parts of

Figure 1-6.
Table 1-5  Example Serialization and Propagation Delays with Figure 1-6
Step
Number Clock Propagation Serialization delay | Serialization Delay
from Length | Rate of | Delay (125-Byte Packet; | (1500-Byte Packet;
Figure of Link | Link (Milliseconds) | Milliseconds) Milliseconds)
1 50m 100 .002 .01 a2
Mbps
2 10m 100 .0004 .01 a2
Mbps
3 1000 km | 56 kbps 4.8 17.85 214

continues
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Table 1-5

Example Serialization and Propagation Delays with Figure 1-6 (Continued)

Step
Number Clock Propagation Serialization delay | Serialization Delay
from Length | Rate of | Delay (125-Byte Packet; | (1500-Byte Packet;
Figure of Link | Link (Milliseconds) | Milliseconds) Milliseconds)
4 5km 128 kbps .024 7.8 94
5 1000 km | 44.232 4.8 .02 .24
Mbps
6 10 km 1.544 .048 .65 7.8
Mbps

If the link from Hannah to SW1 is 100 meters, for example, propagation is 100/(2.1 * 108), or
.48 microseconds. If the T3 between the two Frame Relay switchesis 1000 kilometers, the
delay is1,000,000/(2.1 * 108), or 4.8 ms. Notice that propagation delay is not affected by clock
rate on the link—even on the 56-kbps Frame Relay accesslink, at 1000 km (along Frame Relay
access link!), the propagation delay would only be 4.8 ms.

Queuing Delay

Packets experience queuing delay when they must wait for other packetsto be sent. Most people
think of queuing delay when they think of QoS, and most people think of queuing strategies
and tools when they think of QoS tools—but queuing tools are just one category of QoS toal.
Queuing delay consists of the time spent in the queues inside the device—typically just in
output queuesin arouter, because input queuing istypically negligiblein arouter. However, the
gueuing time can berelatively large—hundreds of milliseconds, or maybe even more. Consider
Figure 1-8, where R1 queues four 1500-byte packets that Hannah sent to Serverl.

Figure 1-8 R1 Queues Four 1500-Byte Packets for Transmission
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Because it takes 1500 * 8/ 56,000, or 214 ms, to serialize each 1500-byte packet, the other
packets need to either be stored in memory or discarded. Therefore, the router uses some mem-
ory to hold the packets. The simplest form of queuing isto use asingle queue, serviced with
first-in, first-out (FIFO) logic—asis shown in the figure. After 856 ms, all four packets would
have been sent out the serial link. Assuming that the link was not busy when Hannah sent these
four packets, how much queuing delay did each packet experience? Well, the first packet expe-
rienced no queuing delay. The second packet waited on the first, or 214 ms. The third packet
waited on the first two—or 428 ms. And the fourth packet waited on the first three, for atotal
of 642 ms.

Queuing provides a useful function, because the second, third, and fourth packets would have
had to have been discarded without queuing. However, too much of agood thing is not always
good! Imaginethat Hannah sends 100 * 1500-byte packetsall at once. If thequeuein R1lislarge
enough, R1 could queue all 100 packets. What would the delay be for the one-hundredth
packet? Well, 99 * 214 ms per packet, or roughly 21 seconds! If Hannah uses TCP, then TCP
has probably timed out, and re-sent the packets—causing more congestion and queuing delay.
And what about another user’s packet that showed up right after Hannah's 100 packets? Still
more delay. So, some queuing hel ps prevent packet drops, but large queues can cause too much
delay.

Figure 1-9 combines all the delay components covered so far into one small diagram. Consider
the delay for the fourth of the four 1500-byte packets sent by Hannah. The figure lists the
gueuing, serialization, and propagation delays.

Figure 1-9 Delay Components: Three Components, Single Router (R1)
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The overall delay for a packet isthe sum of all these delays from end to end. At R1, when all
four packets have been received, the fourth packet experiences atotal of about 860 ms of delay
before it has been fully received at R2. And this example just shows the queuing delay in a
single router (R1), and the seriaization and propagation delay over a single link—end-to-end
delay includes these delays at each router (queuing) and link (serialization and propagation) in
the network.
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Forwarding Delay

The term “forwarding delay” refers to the time taken to switch the packet inside the router or
switch—simply put, the time required to forward the packet. This does not include all thetime
taken inside therouter or switch; amore accurate view isto think of it asthe timetaken between
examining the frame/packet on the input interface, and placing it in the output queue on the
output interface. In other words, it does not include a queuing delay. It doesinclude al the
processing required between the time that a frame has been received in its entirety until the
frame has either been queued on the output interface or has begun transmission on the output
interface.

Cisco does not normally quote statistics about forwarding delay numbers for different models
of routers with different types of internal processing. However, the higher volume of packets
that a router can forward, and the higher volume of packets forwarded using a particular
processing method, presumably the lower the forwarding delay.

Most delay componentsin LAN switches are small enough not to matter. However, switches
incur forwarding delay, just like routers—most of the time. Some LAN switches use a“ store-
and-forward” forwarding logic, when the entire frame must be received before forwarding any
part of the frame. However, some switches use cut-through or fragment-free forwarding, which
means that the first bits of aframe are forwarded before the final bits are fully received. Tech-
nically, if you define forwarding delay as the time between receipt of the entire frame until that
frameis queued for transmission, some LAN switches might actually have negative forwarding
delay! It just depends on how you decide to define what parts of the overall delay end up being
attributed. Forwarding delay istypicaly a small enough component to ignore in overall delay
budget calculations, so this book does not punish you with further discussion about these
details!

For moreinformation oninterna processing methods such as Cisco Express Forwarding (CEF),
you can review the Cisco Press book Inside Cisco 10S Software Architecture.

Shaping Delay
Traffic shaping causes additional delays by serving queues more slowly than if traffic shaping
were not used. Why should arouter slow down sending packets if it does not have to? Well,
traffic shaping helps match the overall forwarding rate of traffic when a carrier might discard
traffic if the rates exceed the contracted rate. So, which is better?

® Sending packets redlly fast and having them be dropped
® Sending packets more slowly, but not having them be dropped

Theright answer is—it depends! If you want to send more slowly, hoping that packets are not
dropped, however, traffic shaping is the solution.
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Carriers can drop frames and packets inside their network for a variety of reasons. One of the
most typical reasonsisthat most central-site routers use a fast access link, with remote sites
using much slower links. If the central site usesaT1, and the remote site uses a 56-kbps link,
frames may fill the queue inside the service provider’s network, waiting to go across the
56-kbps access link. Many other events can cause the carrier to drop packets; these reasons
events explained more fully in Chapter 5, “ Traffic Policing and Shaping.”

To understand the basi ¢ ideas behind shaping in asingle router, consider Figure 1-10, where R2
has a 128-kbps access rate and a 64-kbps CIR on itsVC to R3.

Figure 1-10 Traffic Shaping over the Frame Relay Network
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Suppose that the Frame Relay provider agrees to the 64-kbps CIR on the VC from R2 to R3,
but the carrier tellsyou that they aggressively discard frameswhen you send more than 64 kbps.
The accessrateis 128 kbps. Therefore, you decide to shape, which means that R2 will want to
average sending at 64 kbps, because sending faster than 64 kbps hurts more than it helps. In
fact, in this particular instance, if R2 will send packets for thisVC only half the time, the rate
averages out to 64 kbps. Remember, bits can only be sent at the physical link speed, which is
also called the access rate in Frame Relay. In effect, the router sends all packets at accessrate,
but the router purposefully delays sending packets, possibly even leaving the link idle, so that
the rate over time averages to be about 64 kbps.

Chapter 5will clear up thedetails. The key concept to keep in mind when reading other sections
of thisbook isthat traffic shaping introduces additional delay. Like many QoSfeatures, shaping
attempts to enhance one particular traffic characteristic (drops), but must sacrifice another
traffic characteristic (delay) to do so.

To QoS test takers: Neither the QoS nor DQOoS course books list shaping delay as a delay
component. Because it does affect delay, however, it isincluded here.
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Network Delay

Most people draw a big cloud for a Frame Relay or ATM network, because the details are not
typically divulged to the customer. However, the same types of delay components seen outside
the cloud also exist inside the cloud—and the engineer that owns the routers and switches
outside the cloud cannot exercise as much QoS control over the behavior of the devicesin

the cloud.

So how much delay should a packet experience in the cloud? Well, it will vary. The carrier
might commit to a maximum delay value as well. However, with alittle insight, you can get a
solid understanding of the minimum delay a packet should experience through a Frame Relay
cloud. Consider Figure 1-11, focusing on the Frame Relay components.

Figure 1-11 Frame Relay Network: Propagation and Serialization Delay Components
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The propagation delay and serialization delay can be guessed pretty closely. No matter how
many switches exist between R2 and R3, the cumul ative propagation delays on all the links
between R2 and R3 will be at |east as much as the propagation delay on a point-to-point circuit.
And with most large providers, because they have many points of presence (PoPs), the Frame
Relay V C probably takes the same physical route as a point-to-point circuit would anyway. As
for serialization delay, thetwo slowest links, by far, will be the two access links (in most cases).
Therefore, the following account for most of the serialization delay in the cloud:

® The serialization delay to send the packet into the cloud
® The serialization delay at the egress Frame Relay switch, sending the packet to R3
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NOTE

Suppose, for example, that R2 and R3 are 1000 km apart, and a 1500-byte packet is sent. The
network delay will at least be the propagation delay plus both serialization delays on the two
access links:

Propagation = 1000 km / 2.1 * 108 = 4.8 ms

Serialization (ingress R2) = 1500 bytes* 8/ 128,000 bps = 94 ms
Serialization (egress R3) = 1500 bytes* 8/ 1,544,000 = 7.8 ms
For atotal of 106.6 ms delay

Of course, the delay will vary—and will depend on the provider, the status of the network’s
links, and overall network congestion. In some cases, the provider will include delay limitsin
the contracted service-level agreement (SLA).

Queuing delay inside the cloud creates the most variability in network delay, just asit does
outside the cloud. These delays are traffic dependent, and hard to predict.

To QoS test takers: Neither the QoS nor DQOoS course books list network delay as a delay
component. Because it does affect delay, however, it isincluded here.

Delay Summary

Table 1-6

Of the types of delay covered so far in this chapter, al except shaping delay occur in every
network. Shaping delay occurs only when shaping is enabled.

Two other delay components may or may not be found in atypical network. First, codec delay
will be experienced by voice and video traffic. Codec delay is covered in more depth in the
section titled “Voice Delay Considerations.” Compression requires processing, and the time
taken to process a packet to compress or decompress the packet introduces delay. Chapter 7,
“Link-Efficiency Tools,” covers compression delay.

Table 1-6 summarizes the delay components listed in this section.
Components of Delay Not Specific to One Type of Traffic

Delay Component | Definition Where It Occurs

Serialization delay Timetaken to place al bits of aframe Outbound on every physical

(fixed) onto the physical medium. Function of | interface; typically negligible on
frame size and physical link speed. T3 and faster links.

Propagation delay Timetaken for asinglebit totraversethe | Every physical link. Typicaly
(fixed) physical medium from one end to the negligible on LAN links and
other. Based on the speed of light over | shorter WAN links.

that medium, and the length of the link.

continues



24  Chapter 1: QoS Overview

Table 1-6

Components of Delay Not Specific to One Type of Traffic (Continued)

Delay Component

Definition

Where It Occurs

Queuing delay
(variable)

Time spent in a queue awaiting the
opportunity to be forwarded (output
gueuing), or awaiting a chance to cross
the switch fabric (input queuing).

Possible on every output interface.
Input queuing unlikely in routers,
more likely in LAN switches.

Forwarding or
processing delay

Time required from receipt of the
incoming frame, until the frame/packet

On every piece of switching
equipment, including routers,

For instance, the delay of a Frame Relay
frame as it traverses the Frame Relay
network.

(variable) has been queued for transmission. LAN switches, Frame Relay
switches, and ATM switches.
Shaping delay Shaping (if configured) delays Anywhere that shaping is
(variable) transmission of packetsto avoid packet | configured, whichismost likely on
lossinthe middle of aFrame Relay or | arouter, when sending packetsto a
ATM network. Frame Relay or ATM network.
Network delay Delays created by the components of the | Inside the service provider's
(variable) carrier’s network when using aservice. | network.

QoS Tools That Affect Delay

Several QoS features can help with delay issues. You'll find more detail about each of these
toolsin various chapters throughout this book. For now, however, knowing what each class of
QoS tool accomplishes will help you sift through some of the details.

The best QoStool for delay issuesis. . . more bandwidth—again! More bandwidth helps
bandwidth-related problems, and it also helps delay-related problems. Faster bandwidth
decreases serialization delay. Because packets exit more quickly, queuing delay decreases.
Higher CIR on your V Cs reduces shaping delay. In short, faster bandwidth reduces delay!

Unfortunately, more bandwidth does not solve all delay problems, even if you could afford
more bandwidth! Infact, in converged networks (networks with voice, video, and data), adding
more bandwidth might mask delay problems that are best solved through other QoS tools or
through better QoS design. The sections that follow address the QoS tools can affect the delay
aparticular packet receives.

Queuing (Scheduling)
The most popular QoS tool, queuing, involves choosing the packets to be sent based on some-
thing other than arrival time. In other words, instead of FIFO queuing with one queue, other

gueuing mechanisms create multiple queues, place packetsinto these different queues, and then
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Figure 1-12

pick packets from the various queues. As aresult, some packets |leave the router more quickly,
with other packets having to wait longer. Although queuing does not decrease delay for all pack-
ets, it can decrease delay for delay-sensitive packets, and increase delay for delay-insensitive
packets—and enabling a queuing mechanism on arouter does not cost any cash, whereas add-
ing more bandwidth does.

Each queuing method defines some number of different queues, with different methods of
scheduling the queues—in other words, different rules for how to choose from which queue
the next packet to be sent will be chosen. Figure 1-12 depicts a queuing mechanism with
two queues. Suppose Hannah sent four packets, but the fourth packet was sent by a video-
conferencing package she was running, whereas the other three packets were for aweb
application she was using while bored with the video conference.

Sample Queuing Method: Two Queues

R1

Output Queue 1
—> 3|2|1
4 X 1500 _
Byte Packets T~
Dyle rackets ¢
Output Queue 2 _,—> R2 ‘
4

R1 could notice that packet 4 has different characteristics, and place it into a different queue.
Packet 4 could exit R1 before some or all of the first three packets.

Link Fragmentation and Interleaving

The time required to serialize a packet on alink is afunction of the speed of the link, and the
size of the packet. When the router decides to start sending the first bit of a packet, the router
continues until the whole packet is sent. Therefore, if a delay-sensitive packet shows up just
after along packet has begun to be sent out an interface, the delay-sensitive packet must wait
until the longer packet has been sent.

Suppose, for example, that two packets have arrived at R1. Packet 1 is 1500 bytes, and packet
2is200 bytes. The smaller packet is delay sensitive. Because packet 2 arrived just after thefirst
bit of packet 1 was sent, packet 2 must wait 214 ms for packet 1 to be serialized onto the link.
With link fragmentation and interleaving (LFI), packet 1 could be broken into three 500-byte
fragments, and packet 2 could be interleaved (inserted) and sent on the link after thefirst of the
three fragments of packet 1. Figure 1-13 depicts LFI operation.
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Figure 1-13 Link Fragmentation and Interleaving

Table 1-7
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Note that packet 1 was fragmented into three pieces. Because packet 2 arrived after packet 1
had begunto be sent, packet 2 had to wait. With LFI, packet 2 does not havetowait for theentire
original packet, but rather it waits for just 1 fragment to be sent.

Compression

Compression takes a packet, or packet header, and compressesthe data so that it usesfewer bits.
Therefore, a 1500-byte packet, compressed to 750 bytes, takes half as much serialization time
as does an uncompressed 1500-byte packet.

Compression reduces serialization delay, because the number of bits used to send a packet is
decreased. However, delay may also be increased because of the processing time required to
compress and decompress the packets. Chapter 7 covers the pros and cons of each type of
compression.

Traffic Shaping

Traffic shaping actually increases delay, in an effort to reduce the chance of packet loss.
Shaping is mentioned here just because of its negative impact on delay.

Although adding more bandwidth always helps, the tools summarized in Table 1-7 do help to
improve the effects of delay in a network.

QoS Tools That Affect Delay

Type of QoS Tool How It Affects Delay

Queuing Enablesyou to order packets so that delay-sensitive packets leave their queues
more quickly than delay-insensitive packets.

Link fragmentation Because routers do not preempt a packet that is currently being transmitted,
and interleaving LFI breaks larger packets into smaller fragments before sending them.
Smaller delay-sensitive packets can be sent after a single smaller fragment,

instead of having to wait for the larger original packet to be serialized.
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Table 1-7  QoSTools That Affect Delay (Continued)

Type of QoS Tool How It Affects Delay

Compression Compresses either payload or headers, reducing overall number of bits
required to transmit the data. By requiring less bandwidth, queues shrink,
which reduces delay. Also serialization delays shrink, because fewer bits are
required. Compression also adds some processing delay.

Traffic shaping Artificially increases delay to reduce drops inside a Frame Relay or ATM
network.

Jitter

Consecutive packets that experience different amounts of delay have experienced jitter. In a
packet network, with variable delay components, jitter aways occurs—the question iswhether
the jitter impacts the application enough to degrade the service. Typically, data applications
expect somejitter, and do not degrade. However, some traffic, such as digitized voice, requires
that the packets be transmitted in aconsistent, uniform manner (for instance, every 20 ms). The
packets should also arrive at the destination with the same spacing between them. (Thistype of
traffic is called isochronous traffic.)

Jitter isdefined asavariation in the arrival rate (that is, variation in delay through the network)
of packets that were transmitted in a uniform manner. Figure 1-14, for example, shows three
packets as part of a voice call between phones at extension 301 and 201.

Figure 1-14 Jitter Example
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The phone sends the packets every 20 ms. Notice that the second packet arrived 20 ms after the
first, so no jitter occurred. However, the third packet arrived 30 ms after the second packet, so
10 ms of jitter occurred.

Voice and video degrade quickly when jitter occurs. Data applications tend to be much more
tolerant of jitter, although large variationsiin jitter affect interactive applications.

QoS Tools That Affect Jitter

Table 1-8

Several QoSfeaturescan help with jitter issues. You'll find more detail about each of thesetools
in various chapters throughout this book. For now, however, knowing what each class of QoS
tool accomplishes will help you sift through some of the details.

The best QoS tool for jitter issuesis . . . more bandwidth—again! More bandwidth helps
bandwidth-related problems, and it also helps delay-related problems. If it helpsto reduce
delay, and because jitter is the variation of delay, jitter will be smaller. Faster bandwidth
decreases serialization delay, which will decrease jitter. For instance, if delay has been
averaging between 100 ms and 200 ms, jitter would typically be up to 100 ms. If delay is
reduced to between 50 ms and 100 ms by adding more bandwidth, the typical jitter can be
reduced to 50 ms. Because packets exit more quickly, queuing delay decreases. If queuing
delays had been between 50 and 100 ms, and now they are between 10 and 20 ms, jitter will
shrink aswell. In short, faster is better for bandwidth, delay, and jitter issues!

Unfortunately, more bandwidth does not solve al jitter problems, evenif you could afford more
bandwidth! Several classes of QoStoolsimprovejitter; asusual, decreasing jitter for one set of
packets increases jitter for others.

The same set of toolsthat affect delay also affect jitter; refer to Table 1-8 for abrief list of these
QoStools.

QoS Tools That Affect Jitter
Type of QoS Tool How It Affects Jitter
Queuing Enables you to order packets so that delay-sensitive packets leave their

queues more quickly than delay-insensitive packets.

Link fragmentation and | Because routers do not preempt apacket that is currently being transmitted,
interleaving LFI breaks larger packets into smaller fragments before sending them.
Smaller delay-sensitive packets can be sent after asingle smaller fragment,
instead of having to wait for the larger original packet to be serialized.

Compression Compresses either payload or headers, reducing overall number of bits
required to transmit the data. By requiring less bandwidth, queues shrink,
which reduces delay. Also serialization delays shrink, because fewer bits
are required. Compression aso adds some processing delay.

Traffic shaping Artificially increases delay to reduce dropsinside a Frame Relay or ATM
network.
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Loss

Thelast QoS traffic characteristic is packet loss, or just loss. Routers lose/drop/discard packets
for many reasons, most of which QoS tools can do nothing about. For instance, frames that fail
the incoming frame check sequence (FCS) are discarded—period. However, QoS tools can be
used to minimize the impact of packets|ost due to full queues.

In most networks today, the number of packetslost dueto bit errorsissmall, typically lessthan
onein one billion (bit error rate [BER] of 10~ or better). Therefore, the larger concern for
packet lossis loss due to full buffers and queues. Consider Figure 1-15, with Hannah sending
50 consecutive 1500-byte packets, and R1 having a queue of size 40.

Figure 1-15 50 Packets Sent, Only 40 Sotsin the Queue
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Theterm “tail drop” refersto when arouter drops a packet when it wants to put the packet at
the end or the tail of the queue. As Figure 1-15 shows, when all 40 queue sots arefilled, the
rest of the 50 packets are dropped. In areal network, afew of the packets might be sent out the
seria link before al 50 packets are received, so maybe not all 10 packets are lost, but certainly
alarge number of packets would be lost.

Some flows tolerate loss better than others do. For instance, the human ear can detect | oss of
only 10 msof voice, but the listener can generally understand speech with such small loss. Cisco
digital signal processors (DSPs) can predict the contents of lost voi ce packets, up to 30 mswhen
using the G.729 codec. By default, each voice packet contains 20 ms of voice; so if two consec-
utive voice packets are lost, the DSP cannot re-create the voice, and the receiver can actualy
perceive the silence. Conversely, web traffic tolerates loss well, using TCP to recover the data.

QoS Tools That Affect Loss

Only afew QoS features can help with packet lossissues. You'll find more detail about each of
these tools in various chapters throughout this book. For now, however, knowing what each
class of QoS tool accomplishes will help you sift through some of the details.



30 Chapter 1: QoS Overview

By now, you should guess that bandwidth will help prevent lost packets. More bandwidth
helps—it just does not solve al problems. And frankly, if all you do isadd more bandwidth, and
you have a converged voice/video/data network, you will still have quality issues.

How does more bandwidth reduce loss? More bandwidth allows packets to be transmitted
faster, which reduces thelength of queues. With shorter queues, the queuesarelesslikely tofill.
Unless queuesfill, packets are not tail dropped.

You can use one class of tool to help reduce the impacts of loss. Thisclassis called Random
Early Detection.

Random Early Detection (RED)

TCP uses awindowing protocol, which restrictsthe amount of dataa TCP sender can send with-
out an acknowledgment. Each TCP window for each different TCP connection grows and
shrinks based on many factors. RED works under the assumption that if some of the TCP con-
nections can be made to shrink their windows before output queuesfill, the collective number
of packets sent into the network will be smaller, and the queue will not fill. During times when
the queues are not getting very full, RED does not bother telling the TCP sendersto slow down,
because there is no need to slow down.

RED just discards some packets before a queue gets full and starts to tail drop. You can almost
think of RED tools as managing the end of a queue, while the queuing tool manages the front
of the queue! Because most traffic is TCP based and TCP slows down sending packets after a
earlier packet islost, RED reduces the load of packets that are entering the network before the
queuesfill. RED requires afairly detailed explanation for atrue understanding of what it does,
and how it works. However, the general idea can be easily understood, aslong asyou know that
TCP will slow down sending, by reducing its window size, when packets are lost.

TCP uses awindow, which defines how much data can be sent before an acknowledgment is
received. The window changes size dynamically, based on severa factors, including lost packets.
When packets are lost, depending on other conditions, a TCP window shrinksto 50 percent of
the previous window size. With most data traffic being TCP in atypical network, when alarge
amount of tail drop occurs, amost al, if not all TCP connections sending packets across that
link have their TCP windows shrunk by 50 percent at least once.

Consider the examplein Figure 1-15. Asthat figure shows, 50 packets were sent, and the queue
filled, and 10 of those packets were lost. If those 50 packets were part of 10 different TCP con-
nections, and all 10 connections lost packets in the big tail drop, the next time the hosts send,
only 25 total packets would be sent (windows all cut in half).

With RED, beforetail drop occurs, RED discards some packets, forcing only afew of the TCP
connectionsto slow down. By alowing only afew of the TCPwindowsto bereduced, tail drops
can be avoided, and most users get better response time. The collective TCP sending rate
stabilizesto alevel for which tail drops seldom if ever occur. For those TCP connections for
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which RED dropped packets, response time is temporarily slow. However, that is much better
than all users experiencing slow response time!

Queuing accomplishes alot of tasks—including reducing loss. Because |oss occurs when queues
fill, and because the queuing methods typically provide the ability to configure the maximum

gueue size, you can just make the queue longer. With alonger maximum queue size, likelihood
of loss decreases. However, queuing delay increases. Consider, for instance, Figure 1-16.

Figure 1-16 Queuing Affects on Packet Loss

Table 1-9
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In the top example, asingle FIFO queueis used. For delay-sensitive traffic, waiting behind
49 other packets might not work well. For applications that are loss sensitive, but not as delay
sensitive, however, along queue might work better. One goal might be to put delay-sensitive
traffic into a different queue from loss-sensitive traffic, with an extra-long queue length for the
loss-sensitive traffic, as shown in the bottom part of the figure. As usual, atradeoff occurs—in
this case, between low loss and low delay.

Table 1-9 summarizes the points concerning the two types of QoS tools that affect loss.
QoS Tools That Affect Loss

Type of QoS Tool Brief Description

Queuing Implementing longer queues increases delay, but avoids |oss.

RED Implementing RED drops packets randomly as queues approach the point of
being full, slowing some TCP connections. This reduces overall load, shorten-

ing the congested queue, while affecting only some user’s response times.
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Summary: QoS Characteristics: Bandwidth, Delay, Jitter, and Loss

Thisbook coversawide variety of QoStools, and every tool either directly or indirectly affects
bandwidth, delay, jitter, or loss. Some tools improve a QoS characteristic for one packet, but
degradeit for others. For example, queuing tools might let one packet go earlier, reducing delay,
whileincreasing delay for other packets. Some QoStool s directly impact one characteristic, but
indirectly affect others. For instance, RED manages|ossdirectly, but it indirectly reduces delay
for some flows because RED generally causes queue sizes to decrease.

As this book explains each new feature in detail, you will aso find a summary of how the
feature manages bandwidth, delay, jitter, and loss.

Traffic Characteristics of Voice, Video, and Data

Table 1-10

So why do you need QoS? QoS can affect a network’s bandwidth, delay, jitter, and packet loss
properties. Applications have different requirements for bandwidth, delay, jitter, and packet
loss. With QoS, a network can better provide the right amounts of QoS resources for each
application. Table 1-10 lists some major application categories, along with their typical needs
for network resources and behavior.

Applications and Their QoS Needs

Bandwidth Delay Jitter Loss
Interactive Low Low Medium/high Low
Batch High High High Low
Voice Low Low Low Low
Interactive Video | High Low Low Low
1-Way Video High Medium/high Low Low
“Fragile” (For Low Low Medium/high None
Instance, SNAY*)

*  SNA = Systems Network Architecture

The table states the QoS requirements of different applications. For instance, interactive data
applications typically don’t need much bandwidth, although one might argue that alot of
web applications do require alot of bandwidth. Similarly, voice requires relatively little band-
width, but requires low delay and low jitter; otherwise, the voice quality suffers significantly.
Interactive video, such as video conferencing, has the same characteristics as voice, except it
requiresmuch more bandwidth. One-way video, however, can tolerate with long delays, solong
asjitter does not exceed the jitter buffer on the receiving side. If you are watching avideo over
the Internet, for example, and if it takes 20 secondsto start, but it |ooks and sounds good for the
next half hour, you really don’t care that the average packet istaking 10 secondsto traverse the
network.
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The QoS course specifically mentionsacategory called fragile, implying that some applications
aretotally intolerant of packet loss. | personally would not put SNA inthiscategory—I included
it inthe book, however, becauseit isin atable from the QoS course, which of courseisthebasis
for the CCIP QoS Exam questions

The next three sections cover voice, video, and data flows.

Voice Traffic Characteristics

Voice traffic can degrade quickly in networks without QoS tools. This section explains enough
about voice traffic flows to enable the typical reader to understand how each of the QoS tools
appliesto voice.

NOTE Thisbook does not cover voice in depth because the details are not directly related to QoS. For
additional information, refer to the following sources:

Deploying Cisco Voice over [P Solutions, Cisco Press, Davidson and Fox
| P Telephony, Hewlett-Packard Professional Books, Douskalis

\oice over |P Fundamentals, Cisco Press, Davidson and Peters

| P Telephone, McGraw Hill, Goralski and Kolon
www.cisco.com/warp/public/788/voip/del ay-detail s.html)

Without QoS, the listener experiences abad call. The voice becomes choppy or unintelligible.
Delays can cause poor interactivity—for instance, the two callers keep starting to talk at the
same time, because the delays sound like the other person speaking has finished what he or she
had to say. Speech islost, so that there is agap in the sound that is heard. Calls might even be
disconnected.

Most QoS issues can be broken into an analysis of the four QoS characteristics: bandwidth,
delay, jitter, and loss. The basics of voice over data networks is covered first, followed by QoS
details unique to voice in terms of the four QoS characteristics.

Voice Basics

Voice over dataincludes Voice over | P (Vol P), Voice over Frame Relay (VoFR), and Voice over
ATM (VoATM). Each of these three voice over data technologies transports voice, and each is
dlightly different. Most of the questions you should see on an exam will be related to Vol P, and
not VoFR or VOATM, because of the three options, Vol P is the most pervasive. Also calls
between Cisco | P Phones use Vol P, not VoFR or VOATM.
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Imagine a call between the two analog phonesin Figure 1-17, extensions 201 and 301.

Figure 1-17 Call Between Analog Phones at Extensions 301 and 201
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Before the voice can be heard at the other end of the call, several things must happen. Either
user must pick up the phoneand dial the digits. The router connected to the phoneinterpretsthe
digits and uses signaling to set up the Vol P call. (Because both phones are plugged into FXS
analog ports on R1 and R3, the routers use H.323 signaling.) At various pointsin the signaling
process, the caller hears ringing, and the called party hears the phone ringing. The called party
picks up the phone, and call setup is complete.

The actual voice call (as opposed to signaling) uses Real-Time Transport Protocol (RTP).
Figure 1-18 outlines the format of an IP packet using RTP.

IP Packet for \oice Call: RTP
20 Bytes 8 Bytes 12 Bytes Variable
IP UDP RTP Voice Payload
Port Ranges: Popular Values:
16384 - 32767 G.711: 160 Bytes
(Even Ports) G729a: 20 Bytes

In the call between the two analog phones, the router collects the analog voice, digitizes the
voice, encodes the voice using a voice codec, and places the encoded voice into the payload
field shownin Figure 1-18. For instance, R1 would create an | P packet as shown in Figure 1-18,
place the encoded voice hits into the voice payload field, and send the packet. The source |P
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Table 1-11

address would be an |P address on R1, and the destination | P address would be an IP address
on R3. When R3 receives the packet, it reverses the process, eventually playing the analog
waveform for the voice out to the analog phone.

The IP Phones would experience asimilar process in concept, although the details differ.

The signaling process includes the use of Skinny Station Control Protocol (SSCP), with flows
between each phone and the Cisco CallManager server. After signaling has completed, an RTP
flow has been completed between the two phones. CallManager does not participate directly in
the actual call, but only in call setup and teardown. (CallManager does maintain aTCP connec-
tion to each phonefor control function support.) R1 and R3 do not play arolein the creation of
the RTP packetson behalf of the | P Phone, because the | P Phonesthemsel ves create the packets.
Asfar asR1 and R3 are concerned, the packets sent by the P Phones are just | P packets.

Finally, the network administrator can choose from various coders/decoders (codecs) for the
Vol P calls. Codecs process the incoming analog signal and convert the signal into a digital
(binary) signal. The actual binary values used to represent the voice vary based on which codec
is used. Each codec has various features, the most significant feature being the amount of
bandwidth required to send the voice payload created by the codec. Table 1-11 lists the most
popular codecs, and the bandwidth required for each.

Popular \oice Codecs and Payload Bandwidth Requirements

Bit Rate for Size of payload (20-ms
Codec Payload* (in kbps) | Default in Cisco 10S Software)
G.711 Pulse Code 64 160 bytes
Modulation (PCM)
G.726 ADPCM 32 80 bytes
G.729 8 20 bytes
G.723.1ACELP 53 20 bytes**

*  The payload contains the digitized voice, but does not include headers and trailers used to forward the voice traffic.
** (G.723 defaults to a 30-ms payload per packet.

This short section on voice basics (and yes, it is very basic!) can be summarized as follows:

® Various voice signaling protocols establish an RTP stream between the two phones, in
response to the caller pressing digits on the phone.

® RTP streams transmit voice between the two phones (or between their Vol P gateways).

Why the relatively simple description of voice? All voice payload flows need the same QoS
characteristics, and al voice signaling flows collectively need another set of QoS characteris-
tics. While covering each QoS tool, this book suggests how to apply the tool to “voice’—for
two subcategories, namely voice payload (RTP packets) and voice signaling. Table 1-12 con-
trasts the QoS requirements of voice payload and signaling flows.
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Table 1-12 Comparing Voice Payload to Voice Signaling: QoS Requirements

Bandwidth Delay Jitter Loss
Voice Payload Low Low Low Low
Voice Signaling | Low Low Medium Medium

QoStoolscan treat voice payload differently than they treat voice signaling. To do so, each QoS
tool first classifiesvoice packetsinto one of thesetwo categories. To classify, the QoStool needs
to be able to refer to afield in the packet that signifies that the packet is voice payload, voice
signaling, or some other type of packet. Table 1-13 liststhe various protocols used for signaling
and for voice payload, defining documents, and identifying information.

Table 1-13  \oice Sgnaling and Payload Protocols

Protocol Documented By | Useful Classification Fields

H.323/H.225 ITU Uses TCP port 1720

H.323/H.245 ITU TCP ports 11xxx

H.323/H.245 ITU TCP port 1720 (Fast Connect)

H.323/H.225 RAS ITU TCP port 1719

Skinny Cisco TCP ports 2000-2002

Simple Gateway Control Protocol TCP ports 2000-2002

(SGCP)

Media Gateway Control Protocol RFC 2705 UDP port 2427, TCP port 2428

(MGCP)

Intra-Cluster Communications Cisco TCP ports 8001-8002

Protocols (ICCP)

Real-Time Transport Protocol (RTP) RFC 1889 UDP ports 1638432767, even ports
only

Real-Time Control Protocol (RTCP) RFC 1889 UDP ports 16385-32767, odd ports
only; uses RTP port + 1

The next few sections of this book examine voice more closely in relation to the four QoS
characteristics: bandwidth, delay, jitter, and loss.

Voice Bandwidth Considerations

Voice cals create aflow with afixed datarate, with equally spaced packets. Voice flows can be
described as isochronous, which, according to Dictionary.com, means “ characterized by or
occurring at equal intervals of time.” Consider Figure 1-19, where a call has been placed

between analog phones at extensions 201 and 301.
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Figure 1-19 Isochronous Packet Flow for Voice Call
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R1 creates the IPPUDP/RTP voice payload packets and sends them, by default, every 20 ms.
Because Cisco 10S Software places 20 ms of encoded voiceinto each packet, a packet must be
sent every 20 ms. So, how much bandwidth is really needed for the voice payload call? Well,
actual bandwidth depends on several factors:

® Codec

® Packet overhead (IP/UDP/RTP)

® Datalink framing (depends on data links used)
® Compression

Most people quote a G.711 call astaking 64 kbps, and a G.729 call as taking 8 kbps. Those
bandwidth numbers consider the payload only—ignoring data-link, 1P, UDP, and RTP headers.
Consider Table 1-14, with actual bandwidth requirements for various types of voice calls.

Table 1-14  Bandwidth Requirements with Various Data-Link Types

L2 Header L2 IP/UDP/RTP Payload Total

Type Header Size Header Size Codec | Bandwidth Bandwidth
Ethernet 14 40 bytes G.711 64 kbps 85.6
MLPPP/FR 6 40 bytes G.711 64 kbps 82.4
Ethernet 14 40 bytes G.729 8 kbps 29.6
MLPPP/FR 6 40 bytes G.729 8 kbps 26.4

*  For DQOS test takers: These numbers are extracted from the DQOS course.
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NOTE

The bandwidth requirements vary dramatically based on the codec and the compression effect
if RTP header compression is used. Compressed RTP (cRTP) actually compresses the IP/UDP/
RTP headers, with dramatic reduction in bandwidth when used with lower bit-rate codecs. With
G.711, because alarge percentage of the bandwidth carries the payload, cRTP helps, but the
percentage decrease in bandwidth is not as dramatic. In either case, CRTP can increase delay
caused while the processor compresses and decompresses the headers.

Although other codecs are available, this book compares G.711 and G.729 in most examples,
noting any conditions where a different specific codec may need different treatment with QoS.

ATM can add a significant amount of data-link overhead to voice packets. Each ATM cell has
5 bytes of overhead; in addition, the last cell holding parts of the voice packet may have alot
of wasted space. For instance, avoice call using G.729 will have a packet size of 60 bytes. ATM
adds about 8 bytes of framing overhead, and then segments the 68-byte frame into two cells—
one using the full 48 bytes of ATM cell payload, and the other only using 20 bytes of the cell
payload area—with 28 bytes “wasted.” Therefore, to send one voice “packet” of 60 bytes, two
cells, intotal 106 bytes, must be sent over ATM. One option to lessen the overhead isto change
the payload size to contain 30 ms of voice with a G.729 codec—which interestingly also only
takestwo ATM cdlls.

VoiceActivity Detection (VAD) also affectsthe actual bandwidth used for avoice payload call.
VAD causes the sender of the voice packets to not send packets when the speaker is silent.
Because human speech istypically interactive (I know there are some exceptions to that rule
that come to mind right now!), VAD can decrease the actual bandwidth by about 60 percent.
The actual amount of bandwidth savingsfor each call cannot be predicted—simple things such
ascalling from anoisy environment defeatsVAD. Also VAD can beirritating to listeners. After
aperiod of not speaking, the speaker startsto talk. The VAD logic may perform front-end
speech clipping, which means that the first few milliseconds of voice are not sent.

Note that the numbers shown in the previous table, Table 1-14, come directly from the DQOS
course (and several other sourcesinside Cisco). Interestingly, the numbers ignore data-link
trailer overhead, and ignore ATM and 802.1Q framing. One of the technical editors of thisbook
graciously provided an alternative, more accurate table that you should consider using for
planning in production networks. For the exam, trust the numbersin Table 1-14. Table 1-15lists
the updated numbers.
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Table 1-15 Updated Bandwidth Requirements for Various Types of Voice Calls

ATM (Variable
Bytes of L2
Bandwidth 802.1Q Overhead,
Consumption, Ethernet (32 | PPP (9 MLP (13 Frame-Relay Depending on
Including L2 Bytes of L2 Bytes of L2 | Bytes of L2 | (8 Bytes of L2 | Cell-Padding
Overhead Overhead) Overhead) Overhead) Overhead) Requirements)
G.711 at 50 pps* 93 kbps 84 kbps 86 kbps 84 kbps 106 kbps
G.711 at 33 pps 83 kbps 77 kbps 78 kbps 77 kbps 84 kbps
G.729A at 50 pps | 37 kbps 28 kbps 30 kbps 28 kbps 43 kbps
G.729A at 33 pps | 27 kbps 21 kbps 22 kbps 21 kbps 28 kbps

*

pps = packets per second

Voice Delay Considerations
Voice call quality suffers when too much delay occurs. The symptoms include choppy voice,

and even dropped calls. Interactivity also becomes difficult—ever had acall on awireless

phone, when you felt like you weretalking on aradio?“ Hey Fred, let’s go bowling—OVER" —
“Okay, Barney, let’s go while Betty and Wilma are out shopping—OVER.” With large delays,
it sometimes becomes difficult to know when it isyour turn to talk.

Voicetraffic experiences delaysjust like any other packet, and that delay originatesfrom several

other sources. For a quick review on delay components covered so far, consider the delay

components listed in Table 1-16.

Table 1-16

Components of Delay Not Specific to One Type of Traffic

Delay
Component

Definition

Where It Occurs

Serialization delay

Time taken to place al bits of aframe
onto the physical medium. Function of
frame size and physical link speed.

Outbound on every physical interface;
typically negligible on T3 and faster
links.

Propagation delay | Timetaken for asingle bit to traverse | Every physical link. Typically negligi-
the physical medium fromoneendto | bleon LAN links and shorter WAN
the other. Based on the speed of light links.
over that medium, and the length of the
link.

Queuing delay Time spent in a queue awaiting the Possible on every output interface.

opportunity to be forwarded (output
gueuing), or awaiting a chance to cross
the switch fabric (input queuing).

Input queuing unlikely in routers, more
likely in LAN switches.

continues
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Table 1-16  Components of Delay Not Specific to One Type of Traffic (Continued)

Delay
Component

Definition

Where It Occurs

Forwarding or
processing delay

Time required from receipt of the
incoming frame until the frame/packet
has been queued for transmission.

On every piece of switching
equipment, including routers, LAN
switches, Frame Relay switches, and
ATM switches.

the carrier’s network when using a
service. For instance, the delay of a
Frame Relay frame asiit traverses the
Frame Relay network.

Shaping delay Shaping (if configured) delays trans- Anywhere that shaping is configured,
mission of packets to avoid packet loss | which is most likely on arouter, when
inthemiddle of aFrame Relay or ATM | sending packets to a Frame Relay or
network. ATM network.

Network delay Delays created by the components of Inside the service provider’s network.

Figure 1-20 shows an example of delay concepts, with sample delay values shown. When the
delay isnegligible, the delay isjust listed as zero.

Figure 1-20 Example Network with Various Delay Components Shown: Left-to-Right Directional Flow

Delays for Packets Flowing Left-to-Right: Total Delay: 94 ms
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Table 1-17

Thefigurelistssampledelay values. Thevalueswereall made up, but with somebasisin reality.
Forwarding delays are typically measured in microseconds, and become negligible. The prop-
agation delay from R1 to R2 is calculated based on a 100-km link. The serialization delays
shown were calculated for a G.729 call’s packet, no compression, assuming PPP as the data-
link protocol. The queuing delay varies greatly; the example value of 15 mson R1's 56-kbps
link was based on assuming a single 105-byte frame was enqueued ahead of the packet whose
delay we are tracking—which is not alot of queuing delay. The network delay of 50 ms was
made up—nbut that is avery reasonable number. Thetotal delay isonly 94 ms—to data network
engineers, the delay seems pretty good.

So isthis good enough? How little delay does the voice call tolerate? The ITU defineswhat it
claimsto be areasonable one-way delay budget. Cisco hasaslightly different opinion. You also
may have applications where the user tolerates large delays to save cash. Instead of paying $3
per minute for aquality call to aforeign country, for instance, you might be willing to tolerate
poor quality if the call isfree. Table 1-17 outlines the suggested delay budgets.

One-Way Delay Budget Guidelines

1-Way Delay (in ms) Description

0-150 ITU G.114's recommended acceptable range

0-200 Cisco’'s recommended acceptable range

150400 ITU G.114's recommended range for degraded service
400+ ITU G.114's range of unacceptable delay in al cases

With theexamplein Figure 1-20, thevoice call’sdelay fitsinside the G.114 recommended del ay
budget. However, voice traffic introduces afew additional delay components, in addition to the
delay factorsthat all data packets experience:

® Codec delay
® Packetization delay
® Dejitter buffer delay (initia playout delay)

Be warned—many books and websites use different termsto refer to the component parts of
these three voi ce-specific types of delay. The terms used in this book are consistent with the
Cisco courses, and therefore with the exams.

Codec delay and packetization delay coincide with each other. To get the key concepts of both,
consider Figure 1-21, which asks the question, “How much delay happens between when the
human speaks, and when the I P packets are sent?’
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Figure 1-21 Codec and Packetization Delays Between the Instant the Speaker Speaks and When the Packet Holding
the Speech I's Sent
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Consider what hasto happen at the | P Phones before apacket can be sent. The caller dialsdigits,
and the call is set up. When the call is set up, the | P Phone starts sending RTP packets. When
these packets begin, they are sent every 20 ms (default)—in other words, each packet has20 ms
of voice inside the voice payload part of the packet. But how much time passes between when
the speaker makes some sound and when the voice packet containing that sound isfirst sent?

Consider soundswavesfor aninstant. If you and | sit in the same room and talk, the delay from
when you speak and when | hear it is very small, because your voice travels at the speed of
sound, which isroughly 1000 km per hour. With packet telephony, the device that convertsfrom
sound to analog electrical signals, then to digital electrical signals, and then puts that digital
signal (payload) into a packet, needstime to do the work. So there will be some delay between
when the speaker speaks and when the IPFUDP/RTP payload packet is sent. In between when
the speaker talks and when a packet is sent, the following delays are experienced:

® Packetization delay
® Codec delay

Packetization Delay

The IP Phone or voice gateway must collect 20 ms of voice before it can put 20 ms worth of
voice payload into a packet. (The defaults for G.711 and G.729 on |P Phones and Cisco 10S
Software gateways are to put 20 ms of voice into an RTP packet; the value can be changed.)
Therefore, for the sake of discussion in thisbook, we consistently consider packet delay always
to be 20 msin examples. That is, the speaker must talk for 20 ms before a packet containing
20 ms of voice can be created.
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Codec Delay
Codec delay has two components:

® Thetimerequired to processanincoming analog signal and convert it to the correct digital
equivalent

® A feature called look-ahead

With the first component of codec delay, which istrue for all codecs, the IP Phone or gateway
must process the incoming anal og voice signal and encode the digital equivalent based on the
codec in use. For instance, G.729 processes 10 ms of analog voice at atime. That processing
does take time—in fact, the actual conversion into G.729 CS-ACEL P (Conjugate Structure
Algebraic Code Excited Linear Predictive) takes around 5 ms. Some documentsfrom Cisco cite
numbers between 2.5 and 10 ms, based on codec load.

The codec algorithm may cause additional delays due to afeature called look-ahead. L ook-
ahead occurs when the codec is predictive—in other words, one method of using fewer bits to
encode voice takes advantage of the fact that the human vocal cords cannot instantaneously
change from one sound to avery different sound. By examining the voice speech, and knowing
that the next few ms of sound cannot be significantly different, the algorithm can use fewer bits
to encode the voice—which isoneway toimprove from 64-kbps G.711 to an 8-kbps G.729 call.
However, a predictive algorithm typically requires the codec to process some voice signal that
will be encoded, plus the next several milliseconds of voice. With G.729, for example, to pro-
cess a 10-ms voice sample, the codec must have al of that 10 ms of voice, plus the next 5 ms,
in order to process the predictive part of the codec algorithm.

So, the G.729a codec delaysthe voice as follows, for each 10-ms sample, starting with thetime
that the 10 ms to be encoded has arrived:

5 mslook-ahead + 5 ms processing (average) = 10 ms

Remember, codec delay is variable based on codec load. The white paper, “ Understanding
Delay in Packet Voice Networks,” at Cisco.com provides more information about this topic
(www.cisco.com/warp/public/788/voip/del ay-detail s.html).

Considering the Effects of Packetization and Codec Delay

You need to consider packetization delay and codec delay together, because they do overlap.
For instance, packetization delay consumes 20 ms while waiting on 20 ms of voice to occur.
But what el se happensin thefirst 20 ms? Consider Table 1-18, with atimeline of what happens,
beginning with the first uttered sound in the voice call.
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Table 1-18 Typical Packetization and Codec Delay Timeline—G.729

Timeline Action Codec Delay Packetization Delay
T=0 Begin collecting voice Not begun yet (by thisbook’s | Begins
samplesfor A/ID definition)
conversion, encoding
T=10 Collected complete 10-ms | Codec delay begins 10 ms so far; packeti-
sample, which will be zation delay continues
encoded with G.729
T=15 Collected first 5 ms of 5mssofar; G.729 now hasthe | 15 ms so far; packeti-
second 10-ms sample 5-mslook-ahead that the zation delay continues
algorithm needsto encodefirst
10 ms sample
T=20 Finished collecting second | 10 ms so far; codec delay Packetization delay
10-ms sample finished for first 10-ms complete at 20 ms,
sample; second 10-ms sample | because 20 msof voice
in memory; codec delay for has been collected
second sample begins
T=25 Collected first 5 ms of 5-msdelay so far on second Finished with packeti-
third 10-ms sample 10-ms sample; 15 mstotal; zation delay; 20 ms
G.729 now hasthe 5-mslook- | voice has been
ahead that the algorithm needs | received
to encode second 10-ms
sample
T=30 Finished collecting third 20 mstotal codec delay; RTP | Finished. 20 mstotal
10-ms sample and payload ready to be sent
Total delays 20 ms 20 ms
for first packet

Notice that the packetization and codec delays overlap. Although each takes 20 ms, because
thereis overlap, the packet actually experiences about 30 ms of total delay instead of atotal of

40 ms.

De-Jitter Buffer Delay
De-jitter buffer delay is the third voice delay component. Jitter happens in data networks. You
can control it, and minimize it for jitter-sensitive traffic, but you cannot eliminate it. Buy why
talk about jitter in the section on delay? Because akey tool in defeating the effects of jitter, the
de-jitter buffer (sometimes called the jitter buffer) actually increases delay.

The de-jitter buffer collects voice packets and delays playing out the voice to the listener, to
have several ms of voice waiting to be played. By doing so, if the next packet experiencesjitter
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and shows up late, the de-jitter buffer’s packets can be played out isochronously, so the voice
sounds good. Thisis the sametool used in your CD player in your car—the CD reads ahead
severa seconds, knowing that your car will hit bumps, knowing that the CD temporarily will
not be readable—but having some of the music in solid-state memory |ets the player continue
to play the music. Similarly, the de-jitter buffers“reads ahead” by collecting some voice before
beginning playout, so that delayed packets are less likely to cause a break in the voice.

The de-jitter buffer must be filled before playout can begin. That delay is called theinitial
playout delay and is depicted in Figure 1-22.

Figure 1-22 De-Jitter Buffer Initial Playout Delay, No Jitter in First Three Packets

De-Jitter Buffer

T=0 - No .
Packets | | | No Playout of Voice
Received Yet |—>
for This Call

T=X — Instant De-Jitter Buffer
That First | | |

20 ms Voice Payload

— Packet 1 No Playout of Voice

>

Packet Has
Been Received

T=X+20-Instant De-Jitter Buffer

That Second - "

Packet Has Been 20 ms Voice Payload | 20 ms Voice Payload | No Playout of Voice
Received, NO — Packet 2 — Packet 1

JITTER

T=X+40-Instant De-Jitter Buffer

That Third Packet
Has Been Received,
NO JITTER

20 ms Voice Payload
— Packet 2

| | 20 ms Voice Payload

— Packet 3 | Playing out Packet 1

In thisfigure, the de-jitter buffer showsthe initial playout delay. The time difference between
when the initial packet arrives, and when the third packet arrives, in this particular case, is 40
ms. (Cisco |OS gateways default to 40 ms of initial playout delay.) In fact, if theinitial playout
delay were configured for 40 ms, thisdelay would be 40 ms, regardl ess of when the next several
packetsarrive. Consider, for instance, Figure 1-23, which givesalittleinsight into the operation
of the dejitter buffer.

In Figure 1-23, the playout begins at the statically set playout delay interval—40 msin this
case—regardless of the arrival time of other packets. A 40-ms de-jitter playout delay allows
jitter to occur—because we all know that jitter happens—so that the played-out voice can
continue at a constant rate.
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Figure 1-23 De-Jitter Buffer Initial Playout Delay, 10 ms Jitter for Third Packet
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Received Yet — Packet 2

; De-Jitter Buffer
T=X+50 — 3" )
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Had +10 Jitter — Packet 3 — Packet 2 ms of Packet 1

Figure 1-24 summarizes all the delay componentsfor avoice call. Thisfigure repeats the same
example delay values as did Figure 1-20, but with voice-specific delays added for codec,
packetization, and de-jitter delays shown.

Figure 1-24 Complete End-to-End Voice Delay Example
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The delay has crept beyond the acceptable limits of one-way delay, according to G.114, but
dlightly under the limit of 200 ms suggested by Cisco. Without the additional voice delays, the
150-msdelay budget seemed attainable. With 30 ms of codec and packetization delay, however,
and a (reasonable) default of 40-msde-jitter delay (actually, de-jitter initia playout delay), 70 ms
of that 150/200-ms delay is consumed. So, what can you do to stay within the desired delay
budget?You attack the variable components of delay. Table 1-19 lists the different delay
components, and whether they are variable.

Table 1-19 Delay Components, Variable and Fixed

Delay Fixed or QoS Tools

Component Variable | Comments That Can Help

Codec Fixed Varies dlightly based on codec None.
and processing load; considered
fixed in course books (and
probably on exams). Typically
around 10 ms.

Packetization Fixed Some codecs require a 30-ms None.
payload, but packetization delay
does not vary for asingle codec.

Typically 20 ms, including when
using G.711 and G.729.

Propagation Variable | Variesbased onlength of circuit. | Move your facilities to the
About 5ms/100 km same town.

Queuing Variable | Thisisthe most controllable Queuing features, particularly
delay component for packet those with a priority-queuing
voice feature.

Serialization Fixed It isfixed for voice packets, Fragmentation and
because al voice packetsare of | compression.
equal length. It is variable based
on packet size for al packets.

Network Variable | Least controllable variable Shaping, fragmentation,
component. designs mindful of reducing

delay.

Dejitter buffer Variable | Thiscomponent isvariable Configurable playout delay in

(initial playout delay) because it can be configured for | 10S gateways; not
adifferent value. However, that | configurable in IP Phones.
value, once configured, remains
fixed for al calls until another
valueis configured. In other
words, the initial playout delay
does not dynamically vary.
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Voice Jitter Considerations

The previous section about delay explained most of the technical details of voice flowsrelating
tojitter. If jitter wereto cause no degradation in voice call performance, it would not be a prob-
lem. However, jitter causes hesitation in the received speech pattern and lost sounds, both when
the jitter increases quickly and when it decreases quickly. For instance, consider Figure 1-25,
where packets 3 and 4 experience jitter.

Figure 1-25 De-Jitter Buffer Underrun Due to Jitter

T=X — Instant De-Jitter Buffer .
That First 20 ms Voice Payload No Playout of Voice
Packet Has _ Packet 1
Been Received
T=X+20 — Instant De-Jitter Buffer
That Second " - i
20 ms Voice Payload | 20 ms Voice Payload No Playout of Voice

Packet Has Been packet 2 packet 1 — >
Received, NO — Packe! — Packe
JITTER

De-Jitter Buffer
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Packet Not | | | | 20 ms Voice Payload Playing out Packet 1
Received Yet — Packet 2

De-Jitter Buffer

20 ms Voice Payload Playing out Packet 2
— Packet 3

De-Jitter Buffer
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Had +20 Jitter

— Playing out Packet
T=X+80 — 41" .

Packet Still Has | 3; De-Jitter Buffer
Not Arrived Empty =
T=X+100 — 4" De-Jitter Buffer

Nothing Left to
Play out; Listener
Hears Nothing

Packet Still Has
Not Arrived; More
Than 20 ms Jitter

In Figure 1-25, the second packet experiences the same delay asthe first packet. How can you
tell? The IP Phone or Cisco |OS gateway sends the packets every 20 ms; if they arrive 20 ms
apart, the delay for each packet isthe same, meaning no jitter. However, packet 3 arrives 40 ms
after packet 2, which means packet 3 experienced 20 ms of jitter. Packet 4 does not arrive until
45 seconds | ater than packet 3; because packet 4 was sent 20 ms after packet 3, packet 4 expe-
rienced 25 ms of jitter. As aresult, the de-jitter buffer empties, and thereis a period of silence.
In fact, after packet 4 shows up, the receiver discards the packet, because playing the voice late
would be worse than a short period of silence.

Another way to visualize the current size of the de-jitter buffer isto consider the graph in

Figure 1-26. The packet arrivalsin the figure match Figure 1-25, with the size of the de-jitter
buffer shown on the y-axis.
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Figure 1-26 De-Jitter Buffer Underrun Graph
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What caused the jitter? Variable delay components. The two most notorious variable delay
components are queuing delay and networ k delay. Queuing delay can be reduced and stabilized
for voice payload packets by using a queuing method that services voice packets as soon as
possible. You also can use LFI to break large data packets into smaller pieces, allowing voice
to beinterleaved between the smaller packets. And finally, Frame Relay and ATM networks that
were purposefully oversubscribed need to be redesigned to reduce delay. Jitter conceptsrelating
to voice, and QoS, can be summarized as follows:

® Jitter happensin packet networks.
® Dejitter buffers on the receiving side compensate for some jitter.

® QoStools, particularly queuing and fragmentation tools, can reduce jitter to low enough
values such that the de-jitter buffer works effectively.

® Frame Relay and ATM networks can be designed to reduce network delay and jitter.

Author’s note: |P Phones display statisticsfor jitter if you presstheinformation (“i”) button on
the phone.

Voice Loss Considerations

Routers discard packets for a variety of reasons. The two biggest reasons for packet lossin
routers are

® Biterrors

® Lack of spacein aqueue
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QoS cannot help much with bit errors. However, QoS can help agreat deal with loss due to
gueue space. Figure 1-27 contrasts FIFO queuing (one queue) with a simple queuing method
with one queue for voice payload, and another for everything else.

Figure 1-27 FIFO Queuing Versus Imaginary Two-Queue System (One Queue for Voice, One for Everything Else)
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Suppose, for instance, that four packets arrive almost instantaneously, numbered 1 through 4,
with packet 1 being thefirst to arrive. In the FIFO scheme, the router places the packetsinto the
FIFO output queue, in the same order as arrival. What happens, however, if the output queue
only has space for three packets, as shown in the figure? Well, the fourth packet istail dropped.

Now suppose that the fourth packet is a voice packet, and the two-queue system is used. Each
gueue has space for three packets. In this case, the router does not drop the voice packet (packet
4). Infact, assuming the router serves the voice queue so that any packets always get to be sent
next, this router reduces the delay for the voice packet.

A queue of size 3istoo small; however, showing a queue of size 40 just seemed to be alittle
clumsy in the figure!

With the simple example in Figure 1-27, the router does not drop the voice packet. However,
the real power of this two-queue system for avoiding lost voice packet shines through with a
little closer examination. Suppose that CAC allows only two concurrent G.729a callsto run



Traffic Characteristics of Voice, Video, and Data 51

through this router, and suppose the router does not use cRTP. The bandwidth required would
be 26.4 kbpsfor each call, or atotal of 52.8 kbps. Now imagine that the queuing method always
sends the voice packets at next opportunity when a voice packet arrives, only waiting for the
“currently being sent” packet to finish. Also imagine that the queuing method guarantees at
least 60 kbps of this 128-kbpslink for the voice queue. With all these features, the voice queue
should never get very long (assuming the following parameters):

® The correct choices for maximum queue length.
® Queuing that always takes voice packets at first opportunity.
® Cdl admission control that prevents too many voice calls.

® LFI that shrinks the time a voice packet must wait for the packet ahead of it to be
serialized.

® The voice queue would never fill and voice packets would not be tail dropped on this
interface.

Another type of QoStooal, call admission control (CAC), provides avery important component
of astrategy to avoid packet loss, and thereby improve voice quality. The best router-based
gueuing tools for voice include a setting for the maximum amount of bandwidth used by the
voice queue. If exceeded, when theinterface has other packetswaiting, the excessvoice packets
arediscarded. Literally, adding one call too many can make what was alarge number of quality
voice callsall degradeto poor quality. Some form of CAC must be considered to avoid lossfor
al calls.

Finally, one additional feature helps when a single voice payload packet islost. G.729 codecs
compress the voice payload in part by predicting what the next few milliseconds of voice will
look like. G.729 usesthis samelogic to perform afunction called autofill when converting from
digital to analog at thereceiving side of thecall. G.729 autofill makes an educated guess at what
the next few milliseconds of sound would have been if the next packet in sequence has been
lost. Autofill makesthis educated guess, filling in up to 30 msof “lost” voice. Because |P Phone
and | OS gateway's default to sending 20 ms of voice per packet, with G.729, asingle packet can
belost, and the G.729 autofill algorithm will play out abest guess asto what wasin the missing
voice packet.

Loss considerations for voice can be summarized as follows:

® Routers drop packets because of many reasons; the most controllable reason istail drop
due to full queues.

® Queuing methods that place (isochronous) voice into a different queue than bursty data
reduce the chance that voice packets will be tail dropped.

® TheQoStoolsthat help voice already, particularly queuing and LFI, reduce the chance of
the voice queue being full, thereby avoiding tail drop.
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® Whereas other QoS tools protect voice from other types of packets, CAC protects voice
from voice.

® Single voice packet loss, when using G.729, can be compensated for by the autofill
algorithm.

Video Traffic Characteristics

Without QoS, video flows typically degrade. The pictures become unclear. Movement isjerky.
Movement appears to be in slow motion. Often, the audio becomes unsynchronized with the
video. Thevideo can be completely gone, but the audio still works. In short, unless the network
has significantly more bandwidth than is needed for al traffic, video quality degrades.

Just like the coverage of voicein this chapter, this section breaks down an analysis of video
traffic asit relates to the four QoS characteristics: bandwidth, delay, jitter, and loss. First, the
basics of packet video are explained, followed by QoS details unique to video in terms of
the four QoS characteristics.

Video Basics

I P packet video can be categorized into two main categories:

® Interactive video—Includes H.323-compliant video conferencing systems, such as
Cisco's 1P/VC 3500 series of products, and Microsoft’s NetM eeting desktop video-
conferencing product. H.323-compliant video-conferencing tools use the familiar RTP
protocol for transmission of the voice and audio payload, typically sending theaudioin a
separate RTP stream than the video.

® Noninteractive video—Includes typical e-learning video services and streaming media,
and includes products such as Cisco’s IP/TV, Microsoft Windows Media Technologies
products, and Real Networks products. Some noninteractive video uses H.323 standards
for video call setup and teardown, and some do not—for instance, RealNetworks most
recent servers use Real-Time Streaming Protocol (RTSP) for call setup/teardown, and
either the proprietary RealNetworks Data Transport (RDT) or RTP for video payload,
depending on the video player used.

Like voice, video codecs convert the analog audio and video to packetized form. Codec delay,
packetization delay, and de-jitter initial playout delay are all included in video delay, just like
with voice. Familiar voice codecs, including G.711 and G.729, convert the audio stream, which
istypically sent as a separate flow from the video signal. The video signals use alarge variety
of codecs, including ITU H.261, and the popular Moving Pictures Experts Group (MPEG)
codecs. Figure 1-28 depicts atypical video conference between two H.323-compliant video-
conference systems.
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Figure 1-28 H.323 Video Conference

Table 1-20

H.323/H.225 Call Setup
IP/UDP/RTP Packets

H.323 Video

H.323 Video

Before the video conference can be begin, severa things must happen:

® A user must point/click the correct application settings to ask for a conference, typically
something as simple as telling the H.323 application that you want a conference with a
particular host name.

® TheVC units must perform the H.323/H.225 call setup messages.
® Two RTP streams must be established—one for audio, and one for video.

So far, the similarities between voice and video outstrip the differences. The biggest difference
is the bandwidth required for video. (Bandwidth requirements are covered in the upcoming
section “Video Bandwidth Considerations.”) Table 1-20 summarizes the type of QoS
characteristics that video requires, aswell as voice.

Comparing Voice and Video QoS Requirements

Bandwidth Delay Jitter Loss
Voice Payload Low Low Low Low
Video Payload High Low Low Low
Voice Signaling | Low Low Medium Medium
Video Signaling | Low Low Medium Medium

Just like with voice, most QoS effort goes toward giving the video payload flows the QoS

characteristicsit needs. However, you might still want to treat video signaling traffic differently
than other data traffic, and treat the video payload traffic differently. To classify, the QoS tool
needsto be ableto refer to afield in the packet that signifies that the packet is video payload,
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video signaling, or some other type of packet. Table 1-21 lists the various protocols used for
signaling and for voice payload, defining documents, and identifying information.

Table 1-21 Video Sgnaling and Payload Protocols

Protocol Documented By | Useful Classification Fields
H.323/H.225 ITU Uses TCP port 1720

H.323/H.245 ITU TCP ports 11xxx

H.323/H.225 RAS ITU TCPport 1719

RTSP IETF RFC 2326 TCP or UDP port 554

Real-Time Transport RFC 1889 UDP ports 1638432767, even ports only
Protocol (RTP)

The next few sections of this book examine video more closely in relation to the four QoS
characteristics:

® Bandwidth
®* Delay
® Jtter

® | oss

Video Bandwidth Considerations

Unlike voice, video uses avariety of packet sizes and packet rates to support asingle video
stream. Most video codecs take advantage of what can loosely be called “prediction,” by
sending an encoded video frame (large packet), followed by a series of vectors describing
changes to the previous frame (small packet). Although this type of agorithm greatly reduces
the required bandwidth, it does cause video streams to use a dynamic packet rate, with arange
of packet sizes. Also the actual average bandwidth required for a section of video depends on
the complexity and amount of movement in the video. Table 1-22 lists four popular video
codecs and the required bandwidth ranges for each:

Table 1-22 Video Codecs and Required Bandwidth

Video Codec Required Range

MPEG-1 500 to 1500 kbps
MPEG-2 1.5t0 10 Mbps
MPEG-4 28.8 t0 400 kbps

H.261 100 to 400 kbps




Traffic Characteristics of Voice, Video, and Data 55

Figure 1-29

Table 1-23

Different codecs simply provide different tradeoffsfor quality and bandwidth, and many differ-
ent codecs are needed to support applications of all types. For instance, MPEG includes several

standards that were created for different types of applications. ITU H.261 provides avideo stan-
dard for video conferencing, which workswell when the callers do not move around too much!

If you have ever been on avideo conference and watched someone who used their hands alot
to talk, for instance, you might have seen jerky arm movements. All these codecs operate with
dynamic bandwidth, and with different-sized packets. Figure 1-29 shows a packet distribution
for percentages of packets at various sizesin an H.261 conference call.

Packet Sze Distributionsin a Video Conference Using H.261
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As mentioned earlier, video flows vary both the size of packets sent and the packet rate. In a
high-quality video conference that might average 768 kbps of bandwidth, for example, the
packet rates might vary from as low as 35 pps to as many as 120 pps. Some QoS tool configu-
ration options might be affected by not only the bandwidth required (kbps), but also by the
packet rate (pps). Remember, queue sizes are measured in packets; soto avoid tail drop, aqueue
holding video traffic may need amuch larger queue size than a queue holding voice. Table 1-23
summarizes some of the key bandwidth differences between voice and video traffic.

\oice and Video Bandwidth Contrasted

Feature Voice Video

Number of flows in each direction 1 2 (1 audio, 1 video)
Packet sizes Static, based on codec Variable

Packet rate Constant (isochronous) Variable

Video Delay Considerations

Two-way or interactive packet video experiences the same delay components as does a voice
call. However, one-way or streaming packet video tolerates afairly large amount of delay.
Consider Figure 1-30, which shows a packet video device receiving aone-way streaming video
stream.
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Figure 1-30 Large Playout Buffers for One-Way Video
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Theinitia playout delay takes 30 seconds—not 30 ms, but 30 seconds—in the example of
Figure 1-30. No interaction occurs, and no video flows back to the video server; by far, the most
important feature is that, when the video does play, it has high quality. With a 30-second de-
jitter buffer, a cumulative jitter of 30 seconds (not milliseconds) can occur without having
playout problems due to delay or jitter.

For two-way interactive packet video, delay of course doesimpact quality. The previous section
about voice and voice delay explains most of what you need to know about video delay. Video
experiences codec delay, packetization delay, and de-jitter (initial playout) delay. Of particular
note, video delay budgets typically run from 0 to 200 msfor high-quality video conferencing,
and de-jitter initial playout delays typically range from 20 to 70 ms.

Video Jitter Considerations

Just likefor delay, one-way video toleratesjitter much more so than two-way, interactive video.
When planning for QoS, two-way video should betreated just like voicein termsof minimizing
delay. Furthermore, proper and accurate bandwidth all ocation/provisioning is recommended.
One-way, streaming video should be given enough bandwidth, but extra delay and jitter can be
tolerated.

Jitter concerns for video networks can be summarized as follows:
® Jitter till happensin packet networks.
® Dejitter buffers on the receiving side compensate for some jitter.

® Dejitter buffersfor interactive video typically runin the tens of milliseconds, allowing
even small amounts of jitter to affect video quality.

® Dejitter buffersfor streaming video typically run into the tens of seconds, allowing
significant jitter to occur without affecting video quality

® QoStooals, particularly queuing and fragmentation tools, can reduce jitter to low enough
values such that the de-jitter buffer for interactive video works effectively.
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Video Loss Considerations

Video flows degrade when packets are lost. The picture becomes jerky due to missing frames,
the images freeze, and the audio may cut in and out. In short, video does not tolerate loss very
well.

Routers drop packets for many reasons; packet oss due to full queues can be addresses with
severa types of QoS tools. Remember, tail drop describes the situation when a queue fills,
another packet needs to be added to the queue, so the router throws away the packet that needs
to be added to thetail of the queue. You can use four general QoS strategiesto reduce the chance
of lost (dropped) video packets:

® Enable queuing and putting video in a different queue than bursty data traffic.
® Configure the video queue to be longer.

® Enable CAC to protect the video queue from having too many concurrent video flowsin
it—in other words, CAC can protect video from other video streams.

® UseaRandom Early Detect (RED) tool on the loss-tolerant flows (typically data, not
video!), which causes those flows to slow down, which in turn reduces overall interface
congestion.

Comparing Voice and Video: Summary
Table 1-24 summarizes the QoS requirements of video in comparison to voice.
Table 1-24  Comparing \Voice and Video QoS Requirements

Bandwidth Delay Jitter Loss
Voice Payload Low Low Low Low
Video Payload— | High Low Low Low
Interactive
(2-Way)
Video Payload— | High High High Low
Streaming
(2-Way)
Video Signaling | Low Low Medium Medium
Voice Signaling | Low Low Medium Medium

Data Traffic Characteristics

Thisbook, aswell asthe exams about which thisbook prepares you, assumesyou have afairly
high level of knowledge about data traffic before using this book. In fact, the QoS and DQOS
courses assume that you have been to the ICND and BSCI courses at least, and hopefully the



58 Chapter 1: QoS Overview

NOTE

BCMSN and CVOICE courses. In fact, when DQOS first came out, the expectation was that
students should be CCNPs before attending the course.

QoS has always been important, but QoS has become vitally important with the convergence of
data, voice, and video into a single network. As with any convergence of technologies,
professionals working in the networking arena come from many different backgrounds. This
section about data isintended for those who do not come from a data background.

If you want to read more on TCP/IP protocols, take alook at the latest Douglas Comer’s
Internetworking with TCP/IP books. Volume 1 is most appropriate for networking engineers. A
good dternativeis Richard Stevens's TCP/IP Illustrated, Volume .

Just like the coverage of voice and video in this chapter, this section breaks down an analysis
of datatraffic asit relatesto the four QoS characteristics: bandwidth, delay, jitter, and loss. The
discussion begins with the basics of data application flows, followed by QoS details as they
relate to datain terms of the four QoS characteristics.

IP Data Basics

With voice and video, signaling occurred first in order to create the voice or video call.
Although it is not called signaling in the data world, something similar does occur—for
instance, when you open aweb browser, and browse www.cisco.com, several things happen
before the first parts of the web page appear. For our purposes for QoS, this book focuses on
the actual payload flows—the actual data—rather than the data equivalent of signaling.

Most applications use one of two TCP/IP transport layer protocols: User Datagram Protocol
(UDP) or Transmission Control Protocol (TCP). The person writing the application chooses
which transport layer protocol to use. Most of the time the application programmer uses
standard protocols, which tell them whether to use TCP or UDP. For instance, web servers use
TCP, so if writing aweb application, TCP is used.

TCP performs error recovery, but UDP does not. To perform error recovery, TCP sends some
initialization messages to create a TCP connection, which coincidentally initializes some
counters used to perform the error recovery. Figure 1-31 shows an example of connection
establishment.

TCP signals connection establishment using 2 bitsinside flags field of the TCP header. Called
the SYN and ACK flags, these bits have a particularly interesting meaning. SYN means “ syn-
chronize the sequence numbers,” which is one necessary component in initialization for TCP.
The ACK field means “the acknowledgment field is valid in this header.”
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Figure 1-31 TCP Connection Establishment
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When the three-way TCP handshake is complete, the TCP connection isup, and error recovery
can be performed. Figure 1-32 shows how the sequence and acknowledgment fields are used,

after the connection has been established.

Figure 1-32 TCP Acknowledgments
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Inthefigure, the server sendsdataand label sit with the sequence number. The acknowledgment
field in the TCP header sent back to the server by the web client (4,000) implies the next byte
to be received; thisis called forward acknowledgment. In essence, the browser acknowledged
the receipt of al three packets, with sequence numbers 1000, 2000, and 3000. (Each packet

contains 1000 bytes of datain this example.) The sequence number reflects the number of the
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first bytein the segment. Keep in mind that on the packet whose sequence number is 3000, with
1000 bytes, that bytes 3000 to 3999 are in the packet—so the browser should expect to get byte
4000 next.

TCP aso controls the rate of sending data using windowing. This window field impliesthe
maximum number of unacknowledged bytes allowed outstanding at any instant in time. Fig-
ure 1-34 shows windowing with a current window size of 3000, which increases to a window
of 4000 by the end of the example. (Remember, each TCP segment has 1000 bytes of datain
this example.) The window then “dlides’ up and down based on network performance, soitis
sometimes called adliding window. When the sender sends enough bytesto consumethe current
window, the sender must wait for an acknowledgment, which controls the flow of data. Effec-
tively, the available window decreases as bytes are sent and increases as acknowledgment for
those bytes are received.

The biggest difference between TCP and UDP isthat TCP performs error recovery. Therefore,
some people refer to TCP asreliable, and UDP as unreliable. And remember, voice and video
flows that use RTP also use UDP—so why would voice and video use a protocol that is
unreliable? The answer is simple: By the time a voice or video packet was sent, and TCP
noticed that the packet was lost, and caused a retransmission, far too much delay would have
already occurred. Therefore, resending the voice or video packet would be pointless. For data
applications, however, where all the data really does need to make it to the other side of the
connection, even if it takes additional time, TCP can be very useful. Figure 1-33 outlines the
basic error-recovery logic of TCP.

Figure 1-33 TCP Error Recovery
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1000 bytes of data, Sequence = 2000
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| just got 2000-2999,
and | already had
3000-3999. Ask for

4000 next.
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Figure 1-33 depicts a flow where the second TCP segment was lost or was in error. The web
client’sreply hasan ACK field equal to 2000, implying that the web client is expecting byte
number 2000 next. The TCP function at the web server then could recover lost data by resend-
ing the second TCP segment. The TCP protocol allowsfor resending just that segment and then
waiting, hoping that the web client will reply with an acknowledgment that equals 4000.

Finally, you should understand one additional feature of TCP and UDP before continuing with
your examination of QoS. That feature concerns a part of the TCP and UDP headers called the
source and destination port numbers. The main purpose for port numbers can be seen with a
simple example; for QoS, port numbers can be used to classify apacket, which inturn allowsa
router or switch to choose a different QoS action. In this case, Hannah is using three applica-
tions, and server Jessieisthe server for al three applications. This particular company wrote an
Advertising application and awire-transfer application, both in use. In addition, Hannah is
using aweb-based application, as shown in Figure 1-34.

Figure 1-34 Hannah Sending Packets to Jessie, with Three Applications

Hannah Jessie | received three
Web server packets, each from
’ Ad application # the same MAC and
E Wire application IP address. What

| application should

get the data in each

> packet?
Eth P UDP Ad Data Eth
Wire
Eth P TCP transfer data Eth
Web page
Eth 1P TCP data Eth

After receiving apacket, Jessie needs to know which application to givethe datato, but all three
packets are from the same Ethernet and 1P address. You might think that Jessie could look at
whether the packet contains a UDP or a TCP header, but, as you seein the figure, two applica
tions (wire transfer and web) both are using TCP. Well, UDP and TCP designers purposefully
included a port number field in the TCP and UDP headersto alow multiplexing. “Multiplex-
ing” isthe term generally used to describe the capability to determine which application gets
the data for each packet. Each of the applications uses a different port number, so Jessie knows
which application to give the datato, as seen in Figure 1-35.
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Figure 1-35 Hannah Sending Packets to Jessie, with Three Applications Using Port Numbers to Multiplex
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Most well-known applications, such asweb, FTP, TFTP, Telnet, SMTP, POP3, and so on, usea
well-known port. Using an application would be cumbersome if before you used it you had to
call someoneto find out what port number it uses. With well-known ports, you can assume that
web servers use port 80, for instance. For QoStools, if you want to classify web traffic, you can
just look for packets that use port 80.

Certainly, you could spend a career just learning about, and working with, all the protocols

inside the realm of TCP/IP. This brief introduction provides alittle background that will help
with some of the things you will read about in later sections. Table 1-25 lists the key pointsto
remember about TCP and UDP.

Table 1-25 TCP and UDP Comparison Chart

Feature TCP UDP
Error recovery Yes No
Uses port number Yes Yes
Uses windowing for Yes No
flow control

The next few sections of this book examine data more closely in relation to the four QoS
characteristics. bandwidth, delay, jitter, and loss.
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Data Bandwidth Considerations

Unlike voice, which consumes a constant amount of bandwidth, and unlike video, which con-
sumes arange of bandwidth, data bandwidth requirements range wildly. Some applications
might literally need less than 1 kbps, whereas others would take literally as much bandwidth
asthey can get.

The bigger question with data bandwidth revolves around OSI Layer 8—the business|ayer. For
instance, how much bandwidth should web traffic get? Well, in many shops, web traffic con-
sumes 80 percent of the network bandwidth used. However, a better question might be “How
much bandwidth does important business web traffic get?’ A financial-planning web applica
tion ought not to have to compete too hard with my surfing the ESPN.com website to check out
the latest scores. A stockbroker might prefer that stock quotes get the lowest latency, for
instance, and | would just have to wait alittle longer to see the latest sports scores.

The other legitimate question with data application flows concerns whether the application is
interactive or not. An interactive application needs less bandwidth typically (not always!) than
dothetypical noninteractive applications. Thetraditional comparison between Telnet (very low
bandwidth) and FTP (takes as much bandwidth as it can get) implies that interactive implies
low bandwidth. Well, many interactive applications today are web based, and if the web pages
contain large amounts of graphics, the bandwidth required can also be pretty large.

Bandwidth, delay, jitter, and loss characteristics of datatraffic vary based on these factors and
others. In fact, one data application’s QoS characteristics might be different at two different
companies! Because so many factors must be considered, and because it varies from network
to network, no one set of requirements really works.

However, do not despair! You should at least consider one perspective on bandwidth, based on
business reasons. Simply put, some applications are business critical, and some are not. At a
minimum, a QoS strategy should include identifying the critical applications, and giving these
application flows the QoS characteristics they need. The rest of the data traffic can take the
crumbsthat have fallen off the table—or, in QoSterms, betreated as“ best-effort” traffic. Table
1-26 summarizes some of the key bandwidth differences between all three types of traffic.

Table 1-26  \oice, Video, and Data Bandwidth Contrasted

Feature \Voice 2-Way Video Data

Number of flows | 2 (1in each direction) | 4 (1 audio and 1 video | 1 bidirectional flow
in each direction)

Packet sizes Fixed, based on codec | Variable Varies greatly

Packet rate Constant Variable Varies greatly
(isochronous)

Trafficload in Asymmetric Symmetric Asymmetric
opposite directions
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Data Delay Considerations

Table 1-27

Data Jitter

Unlike voice and video, the perceived quality of the data application does not degrade quickly
when delay increases by mere hundreds of milliseconds. Infact, relativeto voice and interactive
video, data applicationstolerate delay very well. Also unlike voice and video, data applications
tend to have round-trip delay requirements.

Two factors affect the delay requirements of a data application, as summarized in Table 1-27.
Factors to Consider for Data Delay

Factor Mission Critical Not Mission Critical

Interactive Should get the lowest delay of all data appli- | Applications could benefit from
cations. Most shops strive for 1-2-second lower delay. Also differentiating
application response time—per-packet delay | between mission critical and not
must be shorter. mission critical can be difficult.

Not interactive While mission-critical, noninteractive appli- | Best candidate for getting any left-
cations typically need particular bandwidth | over bandwidth, with all other
requirements met, delay can vary greatly as | voice, video, and data applications
long as bandwidth is supplied. getting better QoS treatment.

Because data QoS requirements vary greatly, more communication happens among the staff
when deciding how to treat different applications with QoS. With more communication, the
chances of miscommunication increase. If you talk to someone who does not just focus on the
network, for instance, he might say “we need consistent 1- to 3-second response time on this
mission-critical application!” What he meansisthat all packets, in both directions, that need to
flow, in order for the user to see the complete response from the application, must occur in 1 to
3 seconds. Do not be fooled into thinking that aone-way delay for one packet of 1 to 3 seconds
iswhat the user meant when he asked for 1- to 3-second application response time!

Data applications do not suffer from all the same causes of delay as do voice and video traffic.
Earlier in the chapter you learned about the core delay components—queuing, serialization,
propagation, network, processing, and shaping. Data does not suffer from the additional delay
caused by codec, packetization, and de-jitter buffer delays.

Considerations

Just likefor delay, dataapplication toleratejitter much more so than voice and video. Interactive
applications are much lesstolerant of jitter. | learned networking at alarge SNA network inside
IBM, and the adage when adjusting routes and QoS (built-in to SNA from the early days, but
that’sanother story!) wasthat it was okay to havelonger responsetimes, aslong asthe response
times were consistent. Human nature for some reason made consistency more important than
net response time to most human interactive users, and that fact remains true today.
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Interactive data applications cannot tolerate as much jitter or delay as noninteractive applica
tions can. Voice and video applications can tolerate even lessjitter or delay than interactive data
applications. Because voice and video cannot tolerate any significant delay and jitter, engineers
might choose to use QoS tools to decrease jitter for voice and video—which in turn increases
delay and jitter for data applications! If arouter sends a voice packet next rather than adata
packet, for instance, the voice packet has a better chance of meeting its delay budget—but the
data packet experiences more delay. Knowing that data can tolerate delay and jitter more than
voice enables the engineer to make this tradeoff.

Jitter concerns for data networks can be summarized as follows:
® Jitter till happensin packet networks.

® Dataapplications do not have a de-jitter buffer—instead, the user always experiences
some jitter, perceived simply as variable response times.

® |nteractive applications are less tolerant of jitter, but jitter into the hundreds of
milliseconds can be tolerated even for interactive traffic.

® |naconverged network, QoStoolsthat improve (lower) jitter are best applied to voice and
video traffic; the penalty islonger delays and more jitter for data applications.

Data Loss Considerations
Unlike voice and video, data does not always suffer when packets are lost. For most applica-
tions, the application needs to get all the data; if the lost packets are re-sent, however, no real
damage occurs. Some applications do not even care whether a packet islost. For perspective,
consider applicationsto fall into one of three categories: those that use UDP and the applica-
tions perform error recovery, those that use UDP and the applications do not perform error
recovery, and applications that use TCP.

UDP Applications That Perform Error Recovery

Some applications need error recovery but choose instead to implement the error recovery with
application code. For instance, Network File System (NFS) and Trivia File Transfer Protocol
(TFTP) both use UDP, and both perform error recovery inside the application. NFS provides
the capability to read from and write to remote file servers—certainly guaranteeing that datais
not lost would beimportant to NFS! Likewise, TFTPtransfersfiles, so ensuring that thefilewas
not missing parts would aso be important. So, UDP applications that provide application layer
recovery tolerate loss.

UDP Applications That Do Not Perform Error Recovery

Some applications simply do not need error recovery. The most popular of these protocols
is Simple Network Management Protocol (SNMP), which allows management software to
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interrogate managed devices for information. Network management stations retrieve huge
amounts of individual data, and often times amissed statistic occasionally does not impact the
worker using the management software. SNM P designers purposefully avoided TCP and appli-
cation layer error recovery to keep SNMP simple, and therefore more scalable, knowing that
SNMP would be used in large volumes. Because the application does not care whether a packet
islost, these applications tolerate lost packets.

TCP-Based Applications

Because TCP-based applications expect TCP to recover lost packets, higher loss rates are
acceptable. Although the lost packets may be transparent to the user, the added load on the
network caused by retransmission of the packets can actually increase the congestion in
the network.

Comparing Voice, Video, and Data: Summary

Table 1-28 summarizes the QoS requirements of data, in comparison to voice and video.

Table 1-28 Comparing Voice, Video, and Data QoS Requirements

Bandwidth Delay Jitter Loss
Voice Payload Low Low Low Low
Video Payload— | High Low Low Low
Interactive
(2-Way)
Video Payload— | High High High Low
Streaming
(2-Way)
Video Signaling | Low Low Medium Medium
Voice Signaling | Low Low Medium Medium
Data: Variable, typical Medium Medium Medium
Interactive, medium

Mission Critical

Data: Not Variable, typicaly | High High Medium
Interactive, high

Mission Critical

Data: Variable, typical High High Medium
Interactive, Not medium

Critical

Data: Not Variable, typically | High High High
Interactive, Not high

Critical
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Foundation Summary

The “Foundation Summary” is acollection of tables and figures that provide a convenient
review of many key conceptsin this chapter. For those of you already comfortable with the
topicsin this chapter, this summary could help you recall afew details. For those of you who
just read this chapter, this review will help solidify some key facts. For any of you doing your
final prep before the exam, these tables and figures will be a convenient way to review the day

before the exam.

Table 1-29 outlines some of the behaviors seen when no QoS is applied in a network.
Table 1-29 Traffic Behavior with No QoS

Type of Traffic

Behavior Without QoS

Voice

Voice is hard to understand.

Voice breaks up, sounds choppy.

Delays make interacting difficult; callers do not know when other party has
finished talking.

Calls are disconnected.

Video

Picture displays erratically; jerky movements.

Audio not in sync with video.

Movement slows down.

Data

Data arrives after it isno longer useful.

Customer waiting for customer care agent, who waits for a screen to
display.

Erratic response times frustrate users, who may give up or try later.

As shown in Figure 1-36, with compression, if aratio of 2:1is achieved, the 80-kbps flow will
only require 40 kbpsin order to be sent across the link—effectively doubling the bandwidth

capacity of thelink.
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Figure 1-36 Wth a 2:1 Compression Ratio Veersus No Compression
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Figure 1-37 shows a two-queue system where the first queue gets 25 percent of the bandwidth
on the link, and the second queue gets 75 percent of the bandwidth.

Figure 1-37 Bandwidth Reservation Using Queuing
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The tools summarized in Table 1-30 help to improve the effects of bandwidth in a network.
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Table 1-30 QoSTools That Affect Bandwidth

Type of QoS Tool How It Affects Bandwidth
Compression Compresses either payload or headers, reducing overall number of bits

required to transmit the data

CAC Reduces overall load introduced into the network by rejecting new voice
and video calls

Queuing Can be used to reserve minimum amounts of bandwidth for particular
types of packets

Figure 1-38 shows two contrasting examples of serialization and propagation delay.

Figure 1-38 Serialization and Propagation Delay for Selected Packet and Link Lengths
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Serialization: 1250-Byte Packet: 178.6 ms Serialization: 1250-Byte Packet: 6.5 ms
Propagation: Either Size Packet: 4.8 ms Propagation: Either Size Packet: .048 ms

Figure 1-39 lists the queuing, serialization, and propagation delays experienced by data, voice,
and video traffic.

Figure 1-39 Delay Components: Three Components, Single Router (R1)
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Figure 1-40 depicts LFI operation.
Figure 1-40 Link Fragmentation and Interleaving
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Although adding more bandwidth always helps, the tools summarized in Table 1-31 do help to
improve the effects of delay in a network.

Table 1-31 QoSTools That Affect Delay

Type of QoS Tool How It Affects Delay

Queuing Enables you to order packets so that delay-sensitive packets leave their
gueues more quickly than delay-insensitive packets.

Link fragmentation and Because routers do not preempt a packet that is currently being transmit-
interleaving ted, LFI breakslarger packetsinto smaller fragments before sending them.
Smaller delay-sensitive packets can be sent after asingle smaller fragment,
instead of having to wait for the larger original packet to be serialized.

Compression Compresses either payload or headers, reducing overall number of bits
required to transmit the data. By requiring less bandwidth, queues shrink,
which reduces delay. Also serialization delays shrink, because fewer bits
are required. Compression also adds some processing delay.

Traffic shaping Artificialy increases delay to reduce dropsinside a Frame Relay or ATM
network.

Figure 1-41 showsthejitter experienced by three packets as part of avoice call between phones
at extension 301 and 201.
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Figure 1-41 Jitter Example
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The same set of toolsthat affect delay also affect jitter; Table 1-32 lists some of these QoStoals.
Table 1-32 QoSTools That Affect Jitter

Type of QoS Tool How It Affects Jitter

Queuing Enables you to order packets so that delay-sensitive packets leave their
queues more quickly than delay-insensitive packets.

Link fragmentation and Because routers do not preempt a packet that is currently being transmit-
interleaving ted, LFI breakslarger packetsinto smaller fragments before sending them.
Smaller delay-sensitive packets can be sent after asingle smaller fragment,
instead of having to wait for the larger original packet to be serialized.

Compression Compresses either payload or headers, reducing overall number of bits
required to transmit the data. By requiring less bandwidth, queues shrink,
which reduces delay. Also seriaization delays shrink, because fewer bits
arerequired. Compression also adds some processing delay.

Traffic shaping Artificialy increases delay to reduce dropsinside a Frame Relay or ATM
network.

With alonger maximum queue size, likelihood of loss decreases. However, queuing delay
increases, as shown in Figure 1-42.



72 Chapter 1: QoS Overview

Figure 1-42 Queuing Effects on Packet Loss
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Table 1-33 summarizes the points concerning the two types of QoS tools for affecting loss.
Table 1-33 QoSTools That Affect Loss

Type of QoS Tool Brief Description
Queuing Implementing longer queues increases delay, but avoids loss.
RED Implementing RED drops packets randomly as queues approach the point

of being full, slowing some TCP connections. This reduces overall load,
shortening the congested queue, while affecting only some users
response times.

Figure 1-43 outlines the format of an IP packet using RTP.

Figure 1-43 P Packet for \ice Call—RTP

20 Bytes 8 Bytes 12 Bytes Variable
IP UDP RTP Voice Payload
Port Ranges: Popular Values:
16384 - 32767 G.711: 160 Bytes

(Even Ports) G729a: 20 Bytes
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Table 1-34 contrasts the QoS requirements of voice payload and signaling flows.
Table 1-34 Comparing Voice Payload to Voice Sgnaling: QoS Requirements
Bandwidth Delay Jitter Loss
Voice Payload Low Low Low Low
Video Signaling | Low Low Medium Medium

Table 1-35 lists the bandwidth requirements for various types of voice calls, aslisted in the

DQOS course.
Table 1-35 Bandwidth Requirements with Various Data-Link Types

L2 Header L2 IP/UDP/RTP Payload Total

Type Header Size Header Size Codec | Bandwidth Bandwidth
Ethernet 14 40 bytes G.711 64 kbps 85.6
MLPPP/FR 6 40 bytes G.711 | 64 kbps 824
Ethernet 14 40 bytes G.729 8 kbps 29.6
MLPPP/FR 6 40 bytes G.729 8 kbps 26.4

The delay components that affect all types of traffic are listed in Table 1-36.
Table 1-36  Components of Delay Not Specific to One Type of Traffic

Delay Component | Definition Where It Occurs

Seridlization delay Timetaken to place al bits of aframe | Outbound on every physical inter-
onto the physical medium. Function of | face; typically negligibleon T3 and
frame size and physical link speed. faster links.

Propagation delay Time taken for asingle bit to traverse | Every physical link. Typically negli-
the physical medium from oneendto | gibleon LAN links and shorter WAN
the other. Based on the speed of light | links.
over that medium, and the length of
thelink.

Queuing delay Time spent in a queue awaiting the Possible on every output interface.
opportunity to be forwarded (output Input queuing unlikely in routers,
queuing), or awaiting achanceto cross | more likely in LAN switches.
the switch fabric (input queuing).

Forwarding or Time required from receipt of the On every piece of switching equip-

Processing Delay incoming frame, until the frame/ ment, including routers, LAN
packet has been enqueued for switches, Frame Relay switches, and
transmission. ATM switches.

continues
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Table 1-36  Components of Delay Not Specific to One Type of Traffic (Continued)

Delay Component | Definition Where It Occurs

Shaping delay Shaping (if configured) delays Anywherethat shaping is configured,
transmission of packetsto avoid which is most likely on arouter,
packet lossin the middle of aFrame | when sending packets to a Frame
Relay or ATM network. Relay or ATM network.

Network delay Delays created by the componentsof | Inside the service provider’s network.

the carrier’s network when using a
service. For instance, the delay of a
Frame Relay frame as it traverses the
Frame Relay network.

Figure 1-44 shows an example of delay concepts, with sample delay values shown. When the
delay isnegligible, the delay isjust listed as zero.

Figure 1-44 Example Network with Various Delay Components shown: Left-to-Right Direction

Delays for Packets Flowing Left-to-Right: Total Delay: 94 ms
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_/ Propagation: .5 Propagation: 0
()
Hannah
D e o e ~SZLFAQ0 o=
& il | c¥o ot rad T e
201 T
Forwarding: 0 Network: 50
Queuing: 15 (Note: Do Not Count
Serialization: 9 R2 Serialization Here _//
Propagation: .5 and at R2!) m

Table 1-37 outlines the suggested delay budgets.
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Table 1-37 One-Way Delay Budget Guidelines

1-Way Delay (in ms)

Description

0-150

ITU G.114 recommended acceptable range

0-200 Cisco’'s recommended acceptable range
150400 ITU G.114's recommended range for degraded service
400+ ITU G.114'srange of unacceptable delay in al cases

All the delay components for avoice call are summarized in the example in Figure 1-45.

Figure 1-45 Complete End-to-End Voice Delay Example
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Table 1-38 lists the different delay components and whether they are variable.

Table 1-38 Delay Components, Variable and Fixed

Delay Fixed or QoS Tools
Component | Variable | Comments That Can Help
Codec Fixed Varies slightly based on codec and processing | None.

load; considered fixed in course books (and
probably on exams). Typically around 10 ms.

continues
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Table 1-38 Delay Components, Variable and Fixed (Continued)

Delay Fixed or QoS Tools
Component | Variable | Comments That Can Help
Packetization | Fixed Some codecs require a 30-ms payload, but None.
packetization delay does not vary for asingle
codec. Typically 20 ms, including when using
G.711 and G.729.
Propagation Variable | Variesbased on length of circuit. About 5 ms/ | Move your facilities to
100 km. the same town.
Queuing Variable | Thisisthe most controllable delay component | Queuing features,
for packet voice. particularly those with
apriority-queuing
feature.
Seridization Fixed Itisfixed for voice packets, because all voice | Fragmentation and
packets are of equal length. Itisvariable based | compression.
on packet size for al packets.

Network Variable | Least controllable variable component. Shaping,
fragmentation, designs
mindful of reducing
delay.

Dejitter buffer | Variable | This component isvariable becauseit canbe | Configurable playout

(initial playout configured for a different value. However, that | delay in 10S gateways,

delay) value, once configured, remains fixed for all not configurablein IP

calls until another valueis configured. In other | Phones.
words, the initial playout delay does not
dynamically vary.

Figure 1-46 shows an example of jitter for packets 3 and 4.
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Figure 1-46 De-Jitter Buffer Underrun Due to Jitter
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Table 1-39 summarizes some of the key bandwidth differences between voice and video traffic.
Table 1-39  \oice and Video Bandwidth Contrasted

Feature Voice Video

Number of flowsin each direction 1 2 (1 audio, 1 video)
Packet sizes Static, based on codec Variable

Packet rate Constant (isochronous) Variable

Table 1-40 summarizes some of the key bandwidth differences between all three types of traffic.
Table 1-40 \oice, Video, and Data Bandwidth Contrasted

Feature \Voice 2-Way Video Data

Number of flows 2 (1 in each direction) 4 (laudioand 1videoin | 1bidirectiona flow
each direction)

Packet sizes Fixed, based on codec Variable Varies greatly

Packet rate Constant (isochronous) Variable Varies greatly
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Two factors affect the delay requirements of a data application. Table 1-41 lists these

requirements.
Table 1-41 Factorsto Consider for Data Delay

Factor

Mission Critical

Not Mission Critical

Interactive

Should get the lowest delay of all data appli-
cations. Most shops strive for 1-2-second
application response time—per-packet delay
must be shorter.

Applications could benefit from
lower delay. Also differentiating
between mission critical and not
mission critical can be difficult.

Not interactive

Although mission critical, noninteractive
applications typically need particular
bandwidth requirements met, delay can vary
greatly aslong as bandwidth is supplied.

Best candidate for getting any
|eftover bandwidth, with all other
voice, video, and data applications
getting better QoS treatment.

Table 1-42 summarizes the QoS requirements of data, in comparison to voice and video.

Table 1-42 Comparing Voice, Video, and Data QoS Requirements

Bandwidth Delay Jitter Loss
Voice Payload Low Low Low Low
Video Payload— | High Low Low Low
Interactive
(2-Way)
Video Payload— | High High High Low
Streaming
(1-Way)
Video Signaling | Low Low Medium Medium
Voice Signaling | Low Low Medium Medium
Data: Variable, typical Medium Medium Medium
Interactive, medium
Mission Critical
Data: Not Variable, typically | High High Medium
Interactive, high
Mission Critical
Data: Variable, typical High High Medium
Interactive, Not | medium
Critical
Data: Not Variable, typically | High High High
Interactive, Not | high
Critical
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Q&A

As mentioned in the Introduction, you have two choices for review questions. The questions
that follow next give you amore difficult challenge than the exam itself by using an open-ended
question format. By reviewing now with this more difficult question format, you can exercise
your memory better, and prove your conceptual and factual knowledge of this chapter. You can
find the answers to these questionsin Appendix A.

The second option for practice questionsis to use the CD-ROM included with this book. It
includes a testing engine and more than 200 multiple-choice questions. You should use this
CD-ROM nearer to the end of your preparation, for practice with the actual exam format. You
can even customize the CD-ROM exam to include, or not include, the topics that are only on

the CCIP QoS.
1 List thefour traffic characteristics that QoS tools can affect.
2 Describe some of the characteristics of voice traffic when no QoSis applied in a network.
3 Describe some of the characteristics of video traffic when no QoSisapplied in anetwork.
4 Describe some of the characteristics of data traffic when no QoS is applied in a network.
5 Interpret the meaning of the phrase, “QoSisboth ‘ managed fairness, and at the sametime
‘managed unfairness’”
6 Define bandwidth. Compare and contrast bandwidth concepts over point-to-point links
versus Frame Relay.
7 Compare and contrast bandwidth and clock rate in relation to usage for QoS.
8 List the QoS tool typesthat affect bandwidth, and give a brief explanation of why each
tool can affect bandwidth.
9 Define delay, compare/contrast one-way and round-trip delay, and characterize the types
of packets for which one-way delay isimportant.
10 List the categories of delay that could be experienced by all three types of traffic: data,
voice, and video.
11 Define, compare, and contrast serialization and propagation delay.
12 Define network delay.
13 List the QoStool typesthat affect delay and give a brief explanation of why each tool can
affect delay.
14 Déefinejitter. Give an examplethat showsapacket without jitter, followed by apacket with

jitter.



80 Chapter 1: QoS Overview

15

16
17

18
19

20

21
22
23
24

25
26
27
28

List the QoStool typesthat affect jitter and give a brief explanation of why each tool can
affect jitter.

Define packet loss and describe the primary reason for loss for which QoS tools can help.

List the QoS tool types that affect loss and give a brief explanation of why each tool can
affect loss.

Describe the contents of an | P packet carrying the payload for a G.729 Vol P call.

Describe the amount of bandwidth required for G.711 and G.729 VoI P calls, ignoring
data-link header/trailer overhead.

List the delay components that voice calls experience, but which data-only flows do not
experience.

Define the meaning of the term “packetization delay” in relation to avoice call.
List the different one-way delay budgets as suggested by Cisco and the ITU.
Definetheterm “ codec delay” and discussthe two componentswhen using aG.729 codec.

Describethe affects of asinglelost packet versustwo consecutivelost packets, for aG.729
voice call.

Describe atypical video payload flow in terms of packet sizes and packet rates.
Discuss the delay requirements of video traffic.
List the basic differences between TCP and UDP traffic.

Contrast the QoS characteristics needed by interactive data applications, as compared to
the QoS needs of voice payload flows.






This chapter covers the following exam topics specific to the DQOS and QoS exams:

DQOS Exam Topics

® Correctly describe the QoS framework.

® Describe the differences between integrated services and differentiated services.

QoS Exam Objectives
Describe the Integrated Services model

® List the key benefits and drawbacks of the IntServ model
® Describe the Differentiated Services model
® List the key benefits of the Diff Serv model compared to the IntServ model

® Describe the building blocks of 1P QoS mechanisms (classification, marking,
metering, policing, shaping, dropping, forwarding, queuing)

® List the IP QoS mechanisms available in the Cisco |0S
® Describe what QoS features are supported by different P QoS mechanisms

® Describethe interoperability between DSCP-based and | P-precedence based devices
in a network



CHAPTER 2

QoS Tools and Architectures

To build a house, you need tools, you need materials, you need labor, and you need archi-
tectural plans. To build a network using quality of service (QoS), you need tools and you
need an architecture. This chapter lists the various |OS QoS tools and explains the two
predominant QoS architectures: integrated services (IntServ) and differentiated services
(DiffServ).

Chapter 1, “QoS Overview,” covered various types of QoS tools. Now this chapter begins
with areview of thetypes of toolsand lists each of the |OS QoStoolsin each category. This
chapter also introduces the most important acronymsfor the QoS exams. All the terms, and
the tools behind the terms, get further treatment in later chapters of the book.

Asatool for learning, the second section of this chapter explains something called the
Good-Old Common Sense model for QoS. Thisimaginary QoS model just explains some
things about QoS that many peopl e have heard about before. However, taking afew minutes
to think about these concepts, and why they make sense, is useful beforelooking at the two
formalized QoS models—namely DiffServ and IntServ.

This chapter then examinesthe Diff Serv architecturein detail. Diff Serv attemptsto provide
Internet-scale QoS, which isalofty goal indeed! Diff Serv uses a class-based approach to

differentiate between packets, which scales somewhat better than its predecessor, IntServ.
Whether Diff Serv succeedsin this goal remainsto be seen; however, many of the concepts
can be helpful with any QoS implementation.

Finally, the chapter ends with a short discussion on IntServ, which uses the Resource
Reservation Protocol (RSVP) to reserve bandwidth for individual flows in the network.

This chapter concludes the introductory materials in this book; the remainder of this book
delvesinto the details of the various QoS tools.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you
really need to read the entire chapter. If you aready intend to read the entire chapter, you
do not necessarily need to answer these questions now.

The 12-question quiz, derived from the major sectionsin the “ Foundation Topics’ section
of this chapter, helps you determine how to spend your limited study time.
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Table 2-1 outlinesthe major topics discussed in thischapter and the“Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 2-1  “Do| Know This Already?” Foundation Topics Section-to-Question Mapping

Quizlet Foundation Topics Section Covering These

Number Questions Questions | Score
1 QoS Tools 1to4

2 Differentiated Services 5t08

3 Integrated Services 9to 12

All questions 1to12

CAUTION  Thegoal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to aquestion or areonly partially sure of the answer, mark this question wrong
for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess
skews your self-assessment results and might provide you with afalse sense of security.

You can find the answers to the “Do | Know ThisAlready?’ quiz in Appendix A, “Answersto
the ‘Do | Know ThisAlready? Quizzes and Q& A Sections.” The suggested choices for your
next step are as follows:

® 10o0r lessoverall score—Read the entire chapter. Thisincludesthe “ Foundation Topics,”
the “Foundation Summary,” and the “ Q& A" sections.

® 11or 12 overall score—If you want morereview on thesetopics, skip to the* Foundation
Summary” section and then go to the “Q& A” section. Otherwise, proceed to the next
chapter.

QoS Tools Questions
1 List four queuing tools, including the full names and popular acronyms.

2 List four link-efficiency tools, including the full names and popular acronyms.

3 Which of the following tools can be used for classification and marking? CAR, CB
marking, PQ, CB shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVR,
SAA, MLPPPLFI, AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP

4 Which of the following tools can be used for policing? CAR, CB marking, PQ, CB
shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVP, SAA, MLPPP LFI,
AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP
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Differentiated Services Questions
5 Define the DiffServ term “DSCP” including what the acronym stands for.

6 Define the DiffServ term “PHB,” including what the acronym stands for.

7 Compare and contrast the terms “ shaper,” “meter,” and “dropper,” according to DiffServ
specifications. Suggest typical pointsin the network where each is used.

8 Compare and contrast the contents of the |P ToS byte before and after the advent of
DiffServ.

Integrated Services Questions

9 Imagine an enterprise network, connected to an Internet service provider (ISP), that is
connected to a second ISP, which is then connected to another enterprise network. The
second | SP does not support IntServ directly. Discussthe two optionsthat alow the other
three networks to support IntServ for flows that pass through the nonsupporting 1SP.

10 Compare and contrast Diff Serv and IntServ in terms of using classes, flows, and
scalability.

11 Describe the two options available to arouter to perform IntServ admission control.

12 What isthe QoS framework, and what does it define?
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Foundation Topics

This chapter introduces the long list of QoS tools and two important QoS architectures—
differentiated services (Diff Serv) and integrated services (IntServ). You can think of QoS
implementation as building a house. To properly build a house, you certainly need (and use) a
large variety of tools. An experienced builder might be able to use the tools to build a house
without an architectural plan. With the architectural plans, however, an experienced house
builder can build abetter house! Similarly, an experienced network engineer can use QoS tools
with good results, without considering the DiffServ and IntServ architectures. By considering
these architectures, however, a network engineer can use the tools to implement the QoS
policies more consistently and efficiently, and thereby guarantee better QoS.

This chapter begins with an introduction to the various QoS toolsin |OS. Then a section titled
“The Good-Old Common Sense QoS Model” identifies where you might use atool in a
network, without considering the two formal QoS models. The chapter closes with one section
on each of the two formal specifications for QoS architectures and conventions, namely the
DiffServ and IntServ architectures.

Introduction to 10S QoS Tools

Ultimately, this book will help you pass one or two QoS exams (the CCIP QoS exam and the
Cisco Channel Partner DQOS exam). Both exams cover awide variety of types of QoS tools.
This chapter lists the tools covered on the DQOS exam; any tools only covered on the QOS
exam are listed in Appendix B, “Topics on the CCIP QoS Exam.”

Of particular note, neither exam covers the implementation details of these toolson LAN
switches, so the configurations and features of QoS tools on LAN switchesisnot listed in this
section. Look to Chapter 10, “LAN QoS,” for further details about how these QoStools operate
inthe LAN. Also make sureto check www.cisco.com, and www.ci scopress.com/1587200589, for
the latest information about any changes to the exams.

The coverage here begins with an explanation of classification and marking tools, followed by
gueuing tools, shaping and policing tools, congestion-avoidancetools, link-efficiency tooals, call
admission control (CAC), and QoS management tools.

Classification and Marking

Almost every QoS tool uses classification to some degree. To put one packet into a different
gueue than another packet, the |OS must somehow differentiate between the two packets. To
perform header compression on RTP packets, but not on other packets, the |OS must determine
which packets have Real Time Protocol (RTP) headers. To shape datatraffic going into aFrame
Relay network, so that the voice traffic gets enough bandwidth, the |OS must differentiate
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between Voice over | P (Vol P) and data packets. If an |OS QoS feature needsto treat two packets
differently, you must use classification.

Classification involves differentiating one packet from another, typically by examining fields
inside the headers. After classification, aQoStool can treat packetsin one classdifferently than
others. Tojust give all Vol Ptraffic preference over al other traffic, the queuing tool would need
to classify traffic into one of two categories: Vol P or not-VolP.

Because most QoS tools need to differentiate between packets, most QoS tools have classifica
tion features. Infact, you may already know something about several of the QoStoolsdescribed
in this book. You may realize that you already know how to perform classification using some
of those tools. For instance, many QoS tools enable you to classify using access-control lists
(ACLs)—for instance, if ACL 101 “permits’ a packet, the packet falls into one queue; if ACL
102 permits a packet, it is placed in asecond queue; and so on. In oneway of thinking, queuing
could instead be called “classification and queuing,” because the queuing feature must some-
how decide which packets end up in which queue. Similarly, traffic shaping could be called
“classification and traffic shaping,” policing could be called “classification and policing,” and
so on. Because most QoS tools classify traffic, however, the names of most QoS tools never
evolved to mention the classification function of the tool.

Only one category of QoS tooal, called classification and marking, highlights the classification
featureinthe nameof thetool. For other tools, the classification function isjust part of the story;
with classification and marking tools, classification isthewhole point of thetool. To appreciate
the need for classification and marking tools, consider Figure 2-1.

The figure shows the QoS policies for traffic flowing right to left. R3 performs queuing and
shaping, and R2 performs queuing only. However, for both sets of queues, and for the shaping
function, classification must occur. The classification part of the effort seemsto be asimple
task, but it may cause many comparisonsto be made. For instance, each packet exiting R3's SO
and R2's S0 interfaces might be compared for the following:

®  From source address 10.1.1.1, TCP source port 80 (Serverl web traffic)

® Using User Datagram Protocol (UDP), port number range 16384 to 32767 (voice pay-
load)—may also want to check IP address ranges to match | P Phones' voice subnets, or
voice gateway |P addresses

® Using TCP port 1720 (H.323 voice signaling)

® Using TCP port range 11000 to 11999 (Voice signaling)
® Using TCP port 1719 (Voice signaling)

® Using TCP port 2000 to 2002 (Skinny voice signaling)

® Using UDP port 2427 and 2428 (MGCP voice signaling)
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Figure 2-1  Sample Network, with Queuing and Shaping Tools Enabled

Figure Shows QoS for Packets Flows Right-to-Left
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Classification and marking tools simplify the classification process of the other QoStools. Even
with seemingly simple requirements, the classification functions can require many comparisons
to every packet. Rather than have each tool do extensive packet matching, classification and
marking tools do the extensive classification once, and mark afield in a packet header. The
remaining QoS tools just need to look for this marked field, simplifying the repetitive classi-
fication work.

The two most commonly used marking fields in the P header are the | P Precedence field, and
the Differentiated Services Code Point (DSCP) field. You will seethe details of thesetwo fields,
along with the other fields that can be used for marking, later in this chapter. Consider Figure
2-2, where classification and marking is performed on input of R3.

The queuing and shaping features can now classify more efficiently. Queuing is still performed
on R3 and R2, and shaping is still performed on R3. However, the extensive matching logic for
each packet done for all incoming traffic can be performed once on R3's FA0/O interface, or
once on one of the LAN switches, such as SW3. Once marked, the other QoS tools can react to
the marked value, which each QoStool can efficiently match in the end-to-end path through the
network.
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Figure 2-2  Sample Network, with Smplified Classification as a Result of Classification and Marking

Figure Shows QoS for Packets Flows Right-to-Left
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Classification and Marking Tools

A variety of classification and marking toolsexist. Classification and marking toolsfirst classify
by looking at something inside each packet; you can compare these tools by listing the fields
the tool can examine. Classification and marking tools mark the frame or packet based on the
earlier comparisons; you can compare thesetools by listing thefieldsthat can be marked. Some
classification and marking tools also perform other functions, as noted in Table 2-2.

Chapter 3 explains the details of each of the toals, all the marked fields, and the configuration
of each tool.
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Table 2-2

Queuing

Comparison of Classification and Marking Tools

Other Functions
Besides Class and

Fields That Can
Be Examined for

Fields That Can

Tool Mark Classification Be Marked*
Policy-based routing | Routing packetsbasedon | ACLs indirectly through IP ToSfield
(PBR) something besides desti- | route maps |P Precedence field
nation address
QoS Group
Committed access Palicing IPACLs IP Precedence
rate (CAR) QoS Group IP DSCP
IP DSCP QoS Group
MPLS Experimental
Class-based marking | None IPACLs I P precedence
(CB marking) Any markable fields DSCP
Input interface 802.1P CoS
MAC addresses ISL Priority
All NBAR-enabled fields | ATM CLP
Frame Relay DE
MPLS Experimental
QoS Group
Network based appli- | Statistical information Extensivelist (see None; used in con-
cation recognition about traffic mix; recog- | Chapter 3, “Classification | junction with CB
(NBAR) nition of applicationsthat | and Marking”) marking
use the dynamic port
VolIP dial peers Call routing for Vol P None IP Precedence

*  All claims about features/functions that may be affected by |OS versions assume version 12.2, unless otherwise

stated.

Queuing, also occasionally called “ scheduling,” provides the ability to reorder packets when
congestion occurs. Whereas queuing sometime occurs at the ingress interface, called “input
gueuing”, most queuing methods only implement output queuing. The general ideais simple,
but the details can be alittle overwhelming. Consider Figure 2-3, with a simple two-queue

output queue system.
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Figure 2-3  Smple Output Queuing, Two Queues
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In the figure, four packets arrived in order, at about the same time. The queuing tool’s classifi-
cation feature classified packets 1 through 3 as belonging in Queue 1, and packet 4 as belonging
in Queue 2. The figure implies that Queue 2 should receive 75 percent of the bandwidth. But
which packet is sent next? In what order do these four packets |leave the router? If packet 5
shows up alittle later, could it be sent before some of packets 1 through 4? Could the tool sup-
port more than two queues? Well, the answers to these questions define the key comparison
points between the various queuing tools. You should look for the following when comparing
gueuing tools:

® (Classification capabilities, particularly the packet header fieldsthat can be matched to clas-
sify a packet into a particular queue. In some cases, the queuing tool automatically
classifies traffic, whereas other tools require you to configure the values to be matched
in the packets explicitly.

®  The maximum number of queues (sometimes called the maximum number of classes). If
you need to distinguish between x different types of traffic for queuing, you need at least
X gqueues.

® Thequeueservicealgorithm. For some queuing tools, Cisco publishesthealgorithmsused
to decide what packet istaken from which queue next; for other tools, Cisco publishesthe
net effect of the algorithm. In either case, you can still make a good choice asto which
tool to use.

Ultimately, you use these queuing features, and other less-obvious features, when choosing the
right queuing tool for a particular need in a particular network.

Queuing Tools
QoS queuing tools provide you with a variety of queuing methods. Queuing tools define a
number of queues. Cisco publishes the queue service algorithm in some cases; in others, Cisco
publishes only the end result (the “what”), but not the algorithm (the “how”). Table 2-3 outlines
the key features of 10S queuing methods.
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Comparison of Queuing Tools

Maximum Queue Service
Number of | Classification Algorithm/End
Tool Queues Capabilities Result of Algorithm
Priority Queuing 4 IPACL* Strict service; always serves
(PQ) Input interface higher-priority queue over lower
queue.
Fragments
Custom Queuing 16 IPACL* Serves a configured number of
(CQ Input interface bytes per queue, per round-robin
pass through the queues. Result:
Fragments Rough percentage of the
bandwidth given to each queue
under load.
Weighted Fair 4096 Automatic, based on Each flow uses a different queue.
Queuing (WFQ) flows. (Flow identified Queues with lower volume and
by source/destination higher IP precedence get more
address and port service; high volume, low prece-
numbers, plus protocol dence flows get less service.
type.)
Class-Based 64 IPACL* Service algorithm not published;
Weighted Fair NBAR results in set percentage band-
Queuing (CBWFQ) width for each queue under load.
Same as CB marking
Low Latency N/A Same as CBWFQ LLQ isavariant of CBWFQ,
Queuing which makes some queues
“priority” queues, aways getting
served next if a packet iswaiting
in that queue. It also polices
traffic.
IP RTP Priority N/A Even UDP ports between | An added feature with WFQ or
16384 and 32767 (al CBWFQ, dl Vol P payload is
Vol P payload ports) placed in a special “priority”
queue, always getting served next
if apacket iswaiting in that
queue.
Modified Deficit 8 IP precedence Similar to CQ, but each queue
Round-Robin gets an exact percentage of
(MDRR) bandwidth. Supports LLQ

mechanism as well.

*  Some queuing tools support different configuration tools that allow matching the same fields that an ACL can
match. In these cases, only the IP ACL method of matching islisted in this summary table.
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Shaping

Figure 2-4

Chapter 4, “Congestion Management,” covers each of the queuing tools in detail.

and Policing

Because shaping and policing provide two different functions, you may wonder why shaping
and policing are covered here at the same time. The simple answer is this: Networks that use
policing typically need shaping as well. Also both shaping and policing measure the rates at
which traffic is sent and received in a network, so some of the underlying features are similar.
Both can be described using similar metaphors of “token buckets.” Finaly, from abusiness
perspective, shaping and policing are typically implemented at or near the edge between an
enterprise and a service provider. Therefore, when considering whether you need to use one
type of tool, you need to be thinking about the other type.

Traffic shaping, or shaping, delays packets by putting packets in a queue, even when real
bandwidth isavailable. It's like being at the bank. A teller finishes with a customer, and you're
next in line. You have to wait another minute or two, however, while the teller finishes doing
some paperwork for the preceding customer. Why would a router ever want to delay packets?
WEell, the short answer is “because delaying these packets is better than what happensif you
don't delay them.” Figure 2-4 shows just one example where shaping is useful.

Sample Network, Speed Mismatch (T/1 and 128 kbps)

Figure Shows QoS for Packets Flows Right-to-Left
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Thisexampleresultsin alarge queue forming at Frame Relay Switch 2 (FRS2) dueto the speed
mismatch between the access links at R2 and R3. In this example, 50 1500-byte packets arrive
over R3's Ethernet during a 500-ms span, needing to be delivered to R2. If al 50 packets were
to arrive one after the other, with no gaps, aqueue would form on R3's SO interface. Because it
takesalittlelessthan 10 msto send a 1500-byte packet over T/1, however, all 50 packetswould
drain from the queue within that 500 ms.
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However, because the access link between FRS2 and R2 clocks at 128 kbps, it takes almost 100
ms to serialize a 1500-byte packet. So, although some queuing happens at R3, FRS2's egress
gueue on the link to R2 fills—in this case, it needs to be 45 packets long. (Five packets could
be sent over this link during the 500 ms that the rest of the packets are arriving.)

What happens if FRS2's maximum egress queue size isonly 20 frames? In such a scenario,
around half of the frames are discarded. What is the impact? The quality of voice and video
streams degrades. Most data applications resend their data—which may well cause the same
phenomena all over again. Both results, of course, are bad.

Traffic shaping solves this particular problem. If R3 had just waited and sent one 1500-byte
packet every 100 ms, because FRS2 can send one 1500-byte packet in alittle less than 100 ms,
no queue would have formed on FRS2's egressinterface. Even if R3 wereto send one 1500-byte
packet every 50 ms, FRS2's egress queue would grow, but only afew packets would be | ost.

Whenever a speed mismatch occurs, shaping may be able to reduce the chance that packets get
dropped. In the previous example, a speed mismatch occurred on the accessrates of two Frame
Relay-connected routers. In other cases, it may be that many V Cs terminate at one router, and
the collective VC committed information rate (CIRs) far exceed the access rate (oversubscrip-
tion). In either case, queues may form, and they may form in a place where the engineer cannot
control the queue—inside the Frame Relay cloud.

Shaping may help in one other specific case: when the Frame Relay service provider uses polic-
ing. The service provider may need tolimitaV Cto usejust the CIR amount of bandwidth. Most
providers, aswell astheir customers, expect the Frame Relay data terminal equipment (DTE)

to send more than the CIR across each VVC. However, the provider may decide that in this case,

they need to prevent R3 and R2 from sending more than CIR. Why? For many reasons, but one
common reason may bethat a particular part of their network may have enough capacity to sup-
port the CIRs of all VCsfor all customers, but not much bandwidth beyond that. To protect cus-
tomers from each other, the provider may limit each VC to CIR, or some percentage over CIR,

and discard the excess traffic.

The QoS tool used to monitor the rate, and discard the excess traffic, is called traffic policing,
or just policing. Because the provider is monitoring traffic sent by the customer, traffic policers
typically monitor ingress traffic, although they can monitor egress traffic aswell. Figure 2-5
shows the same network, but with policing and shaping enabled for traffic entering FRS3
from R3.
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Figure 2-5 Traffic Policing and Shaping
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In the shaping discussion, one solution involved sending only one 1500-byte packet every 100
ms, which prevented an egress queue from forming on FRS2. As seen in this figure, however,
the ingress policer on FRS3 monitors incoming traffic on theV C from R3 to R2, allowing only
one 1500-byte packet per 200 ms. Policers discard the excess traffic, which in this case, even
with shaping enabled on R3, half of the packets will be discarded when the network is busy!
The solution, when the provider enables policing, is to configure shaping such that R3 only
sends traffic at arate that the policer function allows. In summary, some of the reasons behind
shaping and policing are as follows:

® Packets might be lost in amultiaccess WAN due to access rate speed mismatch,
oversubscription of CIRs over an access link, or by policing performed by the provider.

® Traffic shaping queues packets when configured traffic rates are exceeded, delaying those
packets, to avoid likely packet loss.

® Traffic policing discards packets when configured traffic rates are exceeded, protecting
other flows from being overrun by a particular customer.

Shaping and Policing Tools

QoS shaping and policing tools provide you with avariety of methods. As usual, you may
consider many factorswhen comparing thesetools. (Table 2-4 listsafew of thesefactors.) First,
not all shaping and policing tools support every data-link protocol. Second, some tools can be
enabled on a subinterface, but not on a per data-link connection identifier (DLCI); therefore, in
cases where a network uses multipoint subinterfaces, one tool may give more granularity for
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Table 2-4

shaping/policing. With regard to policers, some categorize packets as either conforming to or
exceeding atraffic contract (called atwo-headed policer), and some categorize packets as either
conforming to, exceeding, or violating a traffic contract (a three-headed policer).

Comparison of Shaping and Policing Tools

Policer or Per Subinterface,
Tool Shaper Interfaces Supported and Per VC, Support
Class-based policing (CB | Policer All that are supported by Cisco | Per subinterface
policing; sometimes just Express Forwarding (CEF)
called policer)
Committed access rate Policer All that are supported by CEF | Per subinterface
(CAR)
Class-based shaping Shaper All that are supported by CEF | Per subinterface
Generic traffic shaping/ Shaper Frame, ATM, SMDS, Ethernet | Per subinterface
distributed traffic shaping
(GTSIDTS)
Frame Relay traffic Shaper Frame Per DLCI
shaping (FRTS)

All functions listed are based on 12.2 mainline |0S code levels.

Chapter 5, “Traffic Policing and Shaping,” covers each of the policing and shaping toolsin
detail.

Congestion Avoidance

When networks become congested, output queues begin to fill. When new packets need to be
added to afull queue, the packet is dropped—a process called tail drop. Tail drop happensin
most networks every day—but to what effect? Packet |oss degrades voice and video flows
significantly; for data flows, packet loss causes higher-layer retransmissions for TCP-based
applications, which probably increases network congestion.

Two solutions to the tail-drop problem exist. One solution is to lengthen queues, and thereby
lessen the likelihood of tail drop. With longer queues, fewer packets are tail dropped, but the
average queuing delay isincreased. The other solution requires the network to ask the devices
sending the packetsinto the network to slow down beforethe queuesfill—whichisexactly what
the congestion-avoidance QoS tools do.

Congestion-avoidance tool s operate under the assumption that a dropped TCP segment causes
the sender of the TCP segment to reduce its congestion window to 50 percent of the previous
window. If arouter experiences congestion, before its queuesfill, it can purposefully discard
several TCP segments, making afew of the TCP senders reduce their window sizes. By reduc-
ing these TCP windows, these particular senders send lesstraffic into the network, allowing the
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Congestion-Avoidance Tools

Thisbook coversthree congestion-avoidance tools. One of the tools was never implemented in
|OS (Random Early Detection, or RED)—but because the other two features are based on RED
concepts, Chapter 6, “ Congestion Avoidance Through Drop Policies,” coversthe basics of RED

Table 2-5

congested router’s queues time to recover. If the queues continue to grow, more TCP segments

are purposefully dropped, to make more TCP senders slow down. If the queues become less
congested, the router can stop discarding packets.

aswell.

All Congestion-avoidance tools consider the queue depth—the number of packetsin aqueue—
when deciding whether to drop a packet. Some tools weigh the likelihood of dropping a packet
based on the | P precedence or IP DSCP value. Finally, one congestion-avoi dance tool considers

the actual flow in addition to the queue depth and weight, and treats some flows differently
based on their characteristics. Table 2-5 lists the tools and the various points for comparison.

Comparison of Congestion-Avoidance Tools

Tool

Can Be Enabled in
10S?

Weights Based on
IP Precedence or
DSCP?

Considers Flow
Information When
Deciding to Drop
Packets?

Random Early
Detection (RED)

No

No

No

Weighted Random
Early Detection
(WRED)

Yes

Yes

No

Flow-Based Random
Early Detection
(FRED)

Yes

Yes

Yes

All functions listed are based on 12.2 mainline |0S code levels.

Chapter 6 covers each of the congestion-avoidance tools in detail.

Link Efficiency

The category of link efficiency encompasses two real topics: compression and fragmentation.

Rather than treat these topics in two separate chapters, | have included them in one chapter

(Chapter 7, “Link-Efficiency Tools”) to match the organization of the Cisco QoS courses (and

the 10S documentation to some degree).
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Figure 2-6

Compression reduces bandwidth utilization by making packets smaller before transmission.
Two general types of compression tools exist in |OS—payload compression and header com-
pression. Payload compression compresses the “ packet”—the portion of the data link frame
between the frame header and trailer. Header compression compresses just particular headers.
Figure 2-6 shows the typical scope of the compressed portions of aframe over a PPP link.

Scope of Compression for Payload and Header Compression Types
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Payload Compression

Compression tools differ in how much CPU load they create and which parts of the frame they
compress. Based on the CPU load and what is compressed, you can make good decisions about
when to use each tool.

Payload compression can be applied to all packets, with some good results. Suppose that the
compression algorithm manages to compress x bytes of payload into (1/2x)—a reasonable

2:1 compression ratio. The router saves alot of bandwidth with the compression a 1500-byte
packet into a 750-byte packet. Given the variation and unpredictable nature of the contents of
the packets, compression ratios between 2:1 and 4:1 are reasonabl e with payload compression.

Header compression takes advantage of the fact that the headers being compressed are predict-
able. Much larger compression ratios can be achieved, many times with less CPU load than
payload compression. However, header compression only operates on headers. For instance,
compressed RTP compresses packets with |PPFUDP/RTP headers, as shown in Figure 2-6. The
40 bytes of the IPPUDP/RTP headers compressto between 2 and 4 bytes. For aminimum packet
size of 60 bytes, typical of G.729VolP calls, cRTP reduces the packet from 60 bytesto between
22 to 24 bytes, a significant improvement.

The other major category of link-efficiency toolsislink fragmentation and interleaving (LFI),
also just called fragmentation. The concept is simple: When arouter starts sending a packet, it
never just stops sending that packet in order to send a higher-priority packet—it finishes send-
ing the first packet, and then sends the higher-priority packet. On slow links, the time it takes
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for one large packet to be serialized may cause too much delay, particularly for Vol P and video
traffic. LFI tools fragment large packets into smaller packets, and then interleave the high-
priority packet between the fragments. For instance, it takes 214 msto serialize one 1500-byte
packet over a 56-kbps link—which blows the Vol P one-way delay budget. (As described in
Chapter 7, Cisco recommends that you considered L Fl when thelink speed is 768 kbpsor less.)
Figure 2-7 shows the process of fragmentation.

Figure 2-7  Link Fragmentation and Interleaving

R1
1 X 1500
Byte Packet,
4 Output Queue 1:
Followed by 3 Fragments of Packet #1 Shown
1 X 200 Byte 9
4 Packet 1 Packet 1 Packet 1 i

Delay-Sensitive Fragment3 | Fragment2 |Fragment1 Exitiorder, P
Packet 500 bytes 500 bytes | 500 bytes Packet 1 Packet 1 Packet 2 Packet 1 -

> Fragment 3 Fragment 2 Fragment1| ——————————>» £ ’

500 bytes 500 bytes 200 bytes | 500 bytes
Output Queue 2 2 RZ
2

Without LFI, packet 2 has to wait 214 ms on the 1500-byte packet. With LFI fragmenting
packet 1 into 3 parts, the serialization delay is reduced to about 72 ms.

Link-Efficiency Tools: Summary

Most link-efficiency tools have a very specific application that becomes obvious when you
discover what each tool can and cannot do. Not all compression and LFI tools support every
type of datalink. Both compression and LFI tools may operate on a subset of the packets that
exit an interface. For instance, TCP header compression just compresses | P packets that also
have TCP headers. Frame Relay fragmentation only operates on a subset of the packets, based
on which of two styles of fragmentation is configured. So depending on what you want to
accomplish with link efficiency, you can typically use a single tool. Table 2-6 lists the link-
efficiency tools and some of the pertinent comparison points.

Chapter 7 covers each of the link-efficiency tools in detail.
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Table 2-6

Comparison of Link-Efficiency Tools

Types of Packets to Which Tool
Tool Data Links Supported Can Be Applied
Payload compression All; recommended on serial All IP packets
links (T/1, E/1, and slower)
RTP header compression All; recommended on serial All packets with IPFUDP/RTP
(cRTP) links (T/1, E/1, and slower) headers
TCP header compression All; recommended on serial All IP packets with TCP headers
links (T/1, E/1, and slower)
Multilink PPP fragmentation | Multilink PPP All packets larger than a configured
and interleaving (MLPPP LFl) length
Frame Relay fragmentation Frame Relay All packets larger than a configured
(FRF*) length (FRF.12) or al non-VoFR
frames (FRF.11c)
Link fragmentation and Frame Relay and ATM All IP packets
interleaving for Frame Relay
and ATM VCs

All functions listed are based on 12.2 mainline 10S code levels.

*  The Frame Relay Forum is often referred to as FRF; their document names tend to begin with the letters FRF as
well. The QoS feature called Frame Relay fragmentation is also referred to as FRF. In this book, FRF refersto
fragmentation, and not the Frame Relay Forum, unless otherwise stated.

Call Admission Control and RSVP

Call admission control (CAC) protects network bandwidth by preventing more concurrent
voice and video flows than the network can support. By doing so, it not only protects data
traffic, but it also protects the quality of voice and video calls that are already set up. If anet-
work engineer designs a network to support 3 concurrent G.729 calls, for instance, which take
roughly 85 kbps, depending on the data links used, but if 10 concurrent calls occur, taking
roughly 285 kbps, many bad things happen. Data applications may not get enough bandwidth.
Also all the voice calls tend to degrade quickly—not just the “extra’ calls.

Cisco defines three general categories of CAC tools: local, measurement based, and resource
based. When a device makes a decision about whether to allow anew call to occur, aCAC deci-
sion has been made. When a single device makes a CAC decision without asking other devices,
or without any perception of network health beyond itself, the CAC tool used is considered to
be alocal CAC tool—in other words, the decision was made locally. Measurement-based CAC
tools measure the network performance and load by sending probes that measure delay and
packet |ossthrough the network. This* measurement” of the current health of the network deter-
mineswhether anew call isallowed. Thethird category, resource-based CAC, usesinformation
about usage of resourcesto decide whether anew call occurs. Resources include things such as
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Table 2-7

CAC Tools

Table 2-8

voicedigital signal processors (DSPs), available DSO channels on trunks, and bandwidth inside
the IP network. Table 2-7 lists a general definition of each type of CAC.

Definitions of Types of CAC Tools

Type of CAC Tool Definition

Locd When making the decision to allow or disallow anew cal, asingle device
considers information about itself, but does not consider information about
the current network behavior, and does not ask about resource utilizationin
other devices in the network.

Measurement based When making the decision to allow or disallow anew call, asingle device
considers the results of probes that measure delay and loss in the network.

Resource based When making the decision to allow or disallow anew call, asingle device
considers information about resource utilization, as perceived by itself and
by other devicesin the network. Resourcesinclude DSPs, DSO channelson
trunks, and | P bandwidth.

The Resource Reservation Protocol (RSVP) enables devicesto reserve bandwidth insidethe IP
network. RSV P is one of the resource-based Vol P CAC methods, because |P bandwidth is a
resource in the network. However, RSV P can be used as amore general tool, not just for Vol P
CAC. Chapter 8, “Call Admission Control and QoS Signaling,” happens to be a good place to
cover RSVP in some depth, because some RSV P discussion is aready required for the CAC
coverage in that chapter.

Table 2-8 lists each of the specific CAC tools. The table categorizes each tool based on whether
itisalocal CAC, resource-based CAC, or measurement-based CAC mechanism. Chapter 8
covers each tool to varying levels of detail.

Comparison of CAC Tools

Tool CACType | CAC Decision Is Based on Whether . ..

Physical DSO limitation | Local A DS0 channel is available on atrunk

M ax-connections Locd A configured number of maximum connectionson thedial
peer used for the call has been exceeded

Voice-bandwidth for Local VoFR PVC CIR has been exceeded; VoFR only (not Vol P)

Frame Relay

Trunk conditioning Locd Keepalives sent to other end of network keep working or
not; used for “connection trunk” calls only*

continues
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Table 2-8

Comparison of CAC Tools (Continued)

Tool CACType | CAC Decision Is Based on Whether . ..
Local Voice Busy-Out Loca One or more local interfacesfail; if they al fail, no IP
(LvBO) connectivity would exist, so the trunk is placed in busy-
out state
Advanced Busy-Out Measurement | Probe measurements are better than a configured
Monitor (AVBO) based “impairment factor”; if valueis higher, the entire trunk is
placed in busy-out
PSTN Fallback Measurement | Probe measurements are better than a configured
based “impairment factor”; instead of busying-out the trunk,
cals are allowed or rejected on a call-by-call basis
Resource Avail ability Resource Terminating gateway’s cal culation of available DSPs and
Indicator (RAI) based DSOs impliesit has adequate number of resources or not
Gatekeeper Zone Band- Resource Gatekeeper believes that the bandwidth into the zonesin
width (GK Zone based question has been oversubscribed or not
Bandwidth)
Resource Reservation Resource The RSV P reservation request flow can, both at call setup
Protocol (RSVP) based and ongoing throughout the call, reserve the needed

bandwidth on all RSV P-supporting linksin the | P network

*  Trunk conditioning actslike ameasurement-based CAC tool in my opinion; the |OS documentation, and the DQOS
coursg, list thisCAC tool asalocal CAC tool. Cisco QoS exam questions are not based on my opinion, soitislisted
asalocal CAC tool in this book!

Management Tools
Cisco provides several management tools, and features of management tools, that assist in
managing the QoS policies and configuration in a network. Table 2-9 lists these tools and
provides a short description of the functions of each tool.

Table 2-9

QoS Management Tools
Tool Features
QoS Device Manager (QDM) | Uses code that is stored in Flash memory, running inside each router;

user can use aweb browser to manage QoS configuration and view
statistics for an individual router. The product is free.

QoS Poalicy Manager (QPM)

Application runs on Windows NT or Windows 2000, accessible by a
browser. Enables the engineer to manager QoS policies network
wide; QPM takes policies and creates QoS configurations, stages,
implements, and allows back-out of QoS configurations throughout
the network.
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Table 2-9 QoS Management Tools (Continued)

Tool Features
Service Assurance Agent The feature formerly known as Response Time Reporter (RTR), SAA
(SAA) isafeature of 10S. This feature can be configured to create, send,

respond to, and measure the performance of probe packets.
M easurement-based CAC mechanisms create SAA probes on routers;
the routers send and receive the probes; and then the routerstell SAA

the results.
Internetwork Performance Formerly a separate product, this Cisco Works feature monitors net-
Monitor (IPM) work performancein real time. It also provides an easy GUI interface

to configure SAA probes.

Service Management Solution | SMSis afeature of Cisco Works that provides performance statistics
(SM9) similar to IPM, but with the intent to save historical data and to pro-
vide reporting about whether configured service level agreements
(SLAS) are being met. IPM is used for operating the network and
looking at current network statistics; SMSis used for historical
reporting, trending, and SLAs.

Summary

If you do not work with QoS tools every day, and you are reading this book to pass one of
Cisco's QoS exams, you may be feeling overwhelmed after reading the first section of this
chapter! However, do not be dismayed—the rest of the chaptersin this book are devoted to a
deeper description of the tools introduced here. You need to memorize alot of facts for the
exam—factsfor which you can just refer to thisbook after you passthe exam—but each chapter
purposefully includes the most important facts to memorize in tables, and these tables are
included in the “ Foundation Summary” section of each chapter.

Cisco has created a“ QoS framework” that shows the various components of anetwork relating
to QoS. The exam does cover the QoS framework, and each chapter reminds you about which
parts of the framework are covered in that chapter. Figure 2-8 shows the Cisco QoS framework.

The bottom half of the figure shows five key categories of QoStools, al of which are covered
in Chapters 3 through 7 of this book. Chapter 8 covers CAC and QoS signaling; RSVPis men-
tioned as one of the signaling featuresin the upper part of the framework. Management tools,
as covered in Chapter 9, are shown on theright side of the QoS framework. Not all parts of the
QoS framework are covered on the Cisco QoS exams. The framework itself is covered on the
exams, so make sure that you are familiar with the terms and the organization of this diagram.

Therow of theframework that lists IntServ, DiffServ, MPLS, and Hybrid, refer to different QoS
architectures. Two of these architectures are covered on the Cisco QoS exams—IntServ and
DiffServ. Most of the rest of this chapter explains these two QoS architectures.
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Figure 2-8  The Cisco QoS Framework

o " Multimedia
\VoIP MIS;IOFI _Crlllcal Video Conference, VPNs
ervices Collaborative Congesting
IntServ DiffServ MPLS Hybrid

Signaling Techniques (RSVP, DSCP*, ATM (UNI/NNI))

Classification & Marking Techniques (DSCP, IP Precedence, NBAR, etc.)

Congestion Avoidance Techniques (WRED)

ONIMHOMLIN A3SVE-ADI10d
ONIJOLINOW ® ONINOISIANOYd

Congestion Management Techniques (PQ, CQ, WFQ, CBWFQ, LLQ)

Link Efficiency Mechanisms (Compression, Fragmentation)

| Traffic Conditioners (Policing, Shaping) |

Frame PPP FE, Gig_E
| Relay || HDLC || SbLe ||ATM'P°5|| 10Ge |

Wireless Broadband
Fixed, Mobile| | Cable, xDSL

The Good-Old Common Sense QoS Model

Most people aready have some idea of what would be useful, and not so useful, regarding
implementing QoS in a network. If you have been reading this book from the beginning of
Chapter 1, you aready know about the how QoS tools affect bandwidth, delay, jitter, and loss.
You a so know some of the traffic characteristics of voice, video, and data flows. You have seen
the basics of how each general category of QoS tool works (Chapter 1), and you have at least
seen alist of QoS toolsin IOS (within this chapter).

With that in mind, you can mostly ignore Diff Serv and IntServ and succeed at deploying QoS.
Of course, you need to know more about each specific QoS tool, and you need to know how to
configurethetools. You need to follow some good QoS design principlesaswell. However, you
do not have to understand alot about the Diff Serv and IntServ models of QoS to succeed with
QoS deployments.

However, most readers will find information about DiffServ and IntServ important for at least
two reasons. First, theinformation ison the Cisco QoS exams! The other reasonsisthat thetwo
formal modelsfor QoS, DiffServ and IntServ, formalize and describe good QoS design models.
You can deploy QoS without considering the concepts behind DiffServ and IntServ, but you
will be better prepared for deploying QoS if you take the time to understand each model.

For those who arerelatively new to QoS, before covering the depth and detailsin the upcoming
chapters, you should consider some basic terms, concepts, and strategiesfor applying QoSina
network. This book summarizes these common strategiesinto what | call the “ Good-Old Com-
monsense” (GOCS) QoS model, which summarizes what most people think of asjust plain

common sense about how to apply QoS. If you understand the GOCS model, you will already
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understand more than half of the concepts behind DiffServ, without |etting the vast amount of
terminology get in the way.

GOCS Flow-Based QoS

A flow consists of all the packets about which the following are true:

All packets use the same transport layer protocol (for instance, UDP or TCP).

All packets have the same source | P address.

All packets have the same source port number.
All packets have the same destination | P address.

All packets have the same destination port number.

Thedlightly different, but just as exact definition, isthat aflow consists of the packets between
two | P sockets. For instance, aweb browser on a PC, connecting to a server, creates a flow.
(Actudly, inthe case of HTTP, it may create multiple TCP connections, which would actually
be multiple flows.) Regardless, consider Figure 2-9. In this network, one flow exists from
Hannah to Serverl’'s web server.

Figure 2-9 GOCS Approach to QoSfor a Sngle Flow
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The singleflow shown inthefigure consists of the packets sent by Hannah to Serverl. Notethat
flows are unidirectional—in effect, two flows, onein each direction, would exist. To reduce the
complexity, the samplesin this section show flows going left to right only.

Flow-based QoS tools behave like the logic shown in the figure. Some QoS tools recognize
flows and treat packetsin one flow differently than another flow. So, common sense may imply
that the QoS tools must first identify the packets that belong to this single flow, and then take
some QoS action—such as queuing, LFI, shaping, and so on—for the packetsin that flow. The
tools may be applied for packets entering an interface, and other QoS tools may be applied for
packets exiting an interface. Some tools may even be applied on the LAN switches. Some QoS
tools may be applied in the Frame Relay cloud—but those are not typically under your control.

Real networks will have awidely varying number of flows, but the general ideas behind flow-
based QoS tools do not change when more flows exist. Take alook at Figure 2-10, which shows
apretty small network with only four flows at this point.

Figure 2-10 GOCS Approach to QoSfor Multiple Flows
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This figure shows four flows. Even though Vinnie sends all packets for both flows to Serverl,
they arein two different flows, because each of the two browser windows would open separate
TCP connections, with different source TCP port numbers. (Note: HTTP 1.1 could cause mul-
tiple connections to be opened; FTP uses a control and data connection, which would result in
two flows.) However, assume that only four flows exist at this point.

How doesthe GOCS model with flow-based tools change with multiple flows?Well, not much.
Each flow must be identified, based on its unique source/destination address/port values. The
QoS actions at each router may be different for each flow—for instance, maybe FTP just gets
leftover bandwidth, or maybe Hannah gets better treatment for her web flow than doesVinnie.
The reasons and rationale behind deciding what traffic gets what QoS treatment will change
from network to network, but the basic process works the same:

® |dentify each packet, determining which flow it belongs to.

®  Apply some QoS action to the packets in each flow.

® The QoS actions on asingle router may be different for each flow.
® The QoS actions among all routers may be different for each flow.

Flow-based QoS tools provide some advantages and some disadvantages. Because each sepa-
rate flow isidentified, the QoS tools can literally provide different levels of service to every
flow. A single queue could be used for each flow, for instance, giving each a different reserved
bandwidth. With alarge number of flows, however, the overhead associated with keeping state
information about each flow can be alot of work. Imagine arouter with 1000, or even 10,000,
concurrent flows, which would not be surprising in the I nternet—and then imagine the overhead
in trying to perform queuing with 1000 or 10,000 queues! So, flow-based QoS tools provide a
great deal of granularity, but they do not scale aswell as some other QoS tools that do not con-
sider flows (particularly with very large networks or the Internet).

Engineers gain another advantage and disadvantage when configuring flow-based QoS toals.
Suppose that your job isto explicitly configure the routers in Figure 2-10 as to which source
and destination | P addresses and portsto useto find each flow. And instead of 4 flows, there are
1000 concurrent flows. Over the course of aday, there may be hundreds of thousands of flows.
Your job isto find the details that make each flow unique and configure it! Well, that would be
rather ridiculous, alot of work, and mostly impractical. Therefore, flow-based tools typically
require no configuration to match and classify packetsinto aflow. However, some configuration
control islost.

The following list summarizes the key points about flow-based QoS tools:

®  Flow-based QoS tools automatically recognize flows based on the source and destination
I P address and port numbers, and the transport layer protocol.

®  Flow-based tools automatically identify flows, because it would be impractical to
configure parameters statically to match the large number of dynamically created flowsin
anetwork.
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®  Flow-based tools provide a great amount of granularity, because each flow can be treated
differently.

® Thegranularity may create scaling problems when the number of flows becomes large.

GOCS Class-Based QoS

Most QoS tools do not need to differentiate between each flow. Inthe Figure 2-10, for instance,
flowsto web Serverl wereidentified. Most network engineers would want to treat those collec-
tiveweb flowsthe exact sameway with their QoStools. Therefore, most QoS toolstend to oper-
ate on theidea of a category, or class, of flows and packets. Consider Figure 2-11, for example,
which has thousands of flows, all of which are classified into four types of traffic.

Figure 2-11 GOCS Approach to QoSwith Classes
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Class-based QoS tools do not have to identify each flow. However, they do need to identify
packets based on something in the packet header—such as TCP destination port 80 for web
traffic—and consider that traffic to be in one category or class for QoS treatment. Once again,
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the reasons and rational e behind deciding what traffic gets what QoS treatment changes from
network to network, but the basic process works the same, but per class rather than per flow:

® |dentify each packet, determining which classit belongs to.

®  Apply some QoS action to the packets in each class.

® The QoS actions on a single router may be different for each class.
® The QoS actions among all routers may be different for each class.

Unlike flow-based QoS toals, class-based QoS tools typically require the engineer to specify
exactly what must be seen in the packet header to classify a packet. If this network currently
has 4 flows to the web server, or 400, or 4000, if the classification criteriajust states“all TCP
port 80 traffic,” no additional configuration isrequired as the network scales. Both flow-based
and class-based tools need to examine every packet to classify the packet into the appropriate
flow or class. Because class-based tools typically only need a small number of classifications,
however, the tool can reasonably be configured to specify the types of traffic that get added to
each class.

Class-based QoStools can use more complex rulesto classify packetsthan do flow-based tools.
For instance, a class-based tool can examine subsets of the | P addresses (matching a subnet, for
example), the incoming interface, the URL for web traffic, and anything that an IPACL can
match. For flow-based tools, the router always look at five fields, al in the |P header—Source
and Destination Address, Source and Destination Port, and the Protocol Type field (which
identifiesthetransport layer protocol). In short, classification optionsfor class-based toolstend
to be much more varied and functional, but they require more configuration work to take
advantage of the different options.

Flow-based and class-based QoS tools both have auseful placein aQoS strategy for anetwork.
Most QoS tools tend to be based on general classes, as opposed to looking at each individual
flow.

Classification and Marking at the Edge

Class-based tools have advantages and disadvantages as well. The engineer can exercise great
control over the packets placed into the classes or categories used in anetwork. Because asmall
number of categories are used, in most cases fewer than 10, the configuration scales. For
instance, you build a network and choose four categories for packets. As the network grows,
you can keep using the same four categories, and even with growing numbers of packets and
routers, the number of classes can remain the same.

However, the sameexplicit classification configuration details can bethe cause of two particular
types of problems. For instance, suppose that you have 500 sites, with at least one router and
severa switches at each site. At each site, you want to classify packetsinto the same four cate-
gories. You need to use six different |OS QoS tools—which is not an unreasonable choice,
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because you might need different types of queuing, shaping in some cases, fragmentation only
in some cases, compression in other cases, and so on. Each of the six tool’s classification con-
figuration differs. In some cases, the switches can perform classification and marking at Layer 3,
but not in other cases. You also have 5 different engineers, plus 10 operationa staff, who have
to enable secret passwords to the routers and switches. What are the chances that the classifica-
tion configurationswill be correct, on each router, and stay that way? Even if the configurations
remain correct and unchanged, do you really want all routers looking at 10 different thingsin

every packet header, taking CPU cycles, to classify each packet? Well, common sense tells us
that there may be a better method.

You can use the Cisco QoS Policy Manager (QPM) to overcome the configuration correctness
and consistency problem. QPM creates the QoS configurations for you, based on your input
about QoS palicies using aGUI. QPM loads the configurations, and re-verifies the QoS
configurations to discover whether changes have been made. It can also reconfigure a router
after someone hasinadvertently changed the QoS configuration—automatically. Any large QoS
implementation begs for the use of QPM.

Through good QoS design, you can solve the problem of having every router in the network
examining alot of fieldsin every packet header. This design choice reduces the complexity of
the configurations aswell. Packets can be classified and marked near theingress points of traffic
into the network; the QoS toolsin the center of the network can just look for the marked field
in the packet header, as shown in Figure 2-12.

Classifying and marking the packets near the edge of the network simplifies the classification
logic and configuration at the rest of the routers in the network. For instance, the figure shows
the same classes as Figure 2-11, but with classification and marking performed near theingress
edge of the network. Ideally, packets should be marked even before they reach the first router,
typically by aLAN switch. If not, packets entering R1's EO interface can be classified and
marked. R1, R2, and R3 all still need to classify packets, but now the classification details just
look for asingle well-known field inside the | P header. (Note: Thetwo | P header fields used are
the | P Precedence and | P DSCPfields.) Thisdesign choice simplifiesthe QoS configuration and
reducesthe processing effort for theintermediaterouters. (Note: Classification and marking can
happeninthe switches, | P Phones, and end-user computers—all of which arediscussedin detail
in Chapter 3.)

Proper planning prevents poor policies when using the “class and mark near the edge” GOCS
strategy. For instance, the Figure 2-12 shows four classes, one of whichis*all webtraffic.” Four
classes may work well for this network, but other networks may need to treat web traffic to
Serverl differently than web traffic to Server2 or Server3. Before beginning to deploy QoS, the
network architects and engineers should agree on what types of traffic need to be in a separate
class. Then they must classify and mark at the edge and use simplified classification configura-
tions, based onthe marked fieldsinthe | P header, in theinterior of the network. With flow-based
tools, there is no requirement to plan the different traffic classifications, because flow-based
tools categorize based on flow.
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Figure 2-12 GOCS Design: Mark Packets near the Edge of the Network
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It is possible to plan QoS classes for an enterprise network. However, planning classes for all

networks in the Internet is a bit more challenging! For instance, although everyone may agree
that Vol P and video may need different treatment than data over the Internet needs, they prob-
ably do not agree about differentiation between different types of datatraffic. Also acompany
paying apremium to aservice provider may expect better service—translated, better QoS treat-
ment—so the classification may be based on the source I P addresses, and may be different for

different ISPs.
Therefore, although the palitical and business challenges of Internet-scale QoS may bedifficult,

cases will still exist where QoS can be implemented over the Internet. Consider Figure 2-13,
which shows two companies, each connected to two different 1SPs.
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Figure 2-13 QoS Between Different Companies over the Internet
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Two key QoSissuesexistinthiscase. First, the parties must agree to the different classifications
of packets. In this example, all four networks agree to the need for four classes. (Agreement
will not always occur!) For instance, McCoy Enterprises may want a different class for cus-
tomer web traffic versus supplier web traffic. Even if all companies want these same general
categories, it is difficult to effectively match the correct traffic for all companies connected to
the Internet, because every company has different customers and suppliers. Therefore, QoS
across the Internet may well end up using general categories—categories such as voice, video,
voice/video signaling, important data, and not-so-important data.

Even with general categories agreed upon, not every network chooses to mark the I P packets
with the same value to denote the same class. Figure 2-13 shows just such a case, where | SP1
and ISP2 agree to the values to use when marking packets, but McCoy Ordinance and Hatfield
Gunsmiths, two long-time competitors, do not agree on what marked values to use.

Three commonsense QoS design choices help overcome common Internet QoS issues:

® If neighboring autonomous systems do not agree about what traffic should bein each
class, each autonomous system should reclassify ingress traffic based on more complex
matching of packets based on the large variety of packet header fields.

® If neighboring autonomous systems do agree about the classes, but not the marked values,
each autonomous system should reclassify ingress traffic based on simple matching of
packets based on the previously marked fieldsin the | P header, as shown in Figure 2-13.
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® |f an autonomous system does not trust its neighbor regarding QoS, neighboring
autonomous systems should also reclassify traffic at ingress, based on detailed matching

of packets.

The GOCS QoS model introduces some basic concepts for QoS. The following two sections
cover in detail the two formal QoS architectural models, DiffServ and IntServ. Table 2-10
summarizes the key points from the GOCS model.

Table 2-10 Summary of GOCS Features

neither flow or class
based

Feature Comments

Flow A flow isaunidirectional set of packets, sent from one source | P address and
port, to one destination | P address and port, using the same transport layer
protocol.

Flow-based QoS Flow-based tools automatically recognize flows without explicit classification

tools configuration. Each flow can be treated differently, providing a great amount
of granularity for QoS.

Class-based QoS Class-based tools treat packets differently based on the category or classto

tools which they belong. The number of classes chosen in atypical network issmall
(typically fewer than 10). Network engineers choose which types of packets
are placed into each class, so class-based QoS tools require explicit
configuration of classification parameters.

QoStoolsthat are Some QoS tools operate on all traffic entering or exiting an interface. Other

tools may work on a predetermined type of traffic. For example, compressed
RTP only operates on packets with RTP headers. Therefore, some tools do not
need to consider flows or explicitly defined classes.

QoS class
planning—enterprise

For asingle enterprise network, aconsidered, thorough analysis of the network
canyield arelatively small set of useful QoS packet categories. Agreement to
these categories should occur before beginning the classification and marking
strategy of marking near the edge.

planning—Internet

Classification and Packets should be classified and marked near the edge of the network, as

marking packets enter the network. By doing so, classification configuration on the
remaining routers in the packets' path is simplified, reducing processing
overhead, complexity, the risk of misconfiguration.

QoS class For the Internet, anything more than a handful of general class conventionsis

unlikely to be agreed upon by alarge number of 1SPs and customers. Cisco
suggests a short list with five categories: Vol P payload, video payload, voice/
video signaling, important data, and not-so-important important data.

Internet reclassifica-
tion and re-marking

Between different autonomous systems, reclassification and re-marking may
need to occur. If the autonomous systems distrust each other, packets must be
matched based on the contents of the various fields in their headers. If the
autonomous systems trust each other, and agree on what packets belong to
each of thetraffic classes, al that may be required isto reclassify and re-mark
based on the marked field inside the | P header.
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The Differentiated Services QoS Model

If you understood the Good-Old Common Sense (GOCS) model for QoS, you aready under-
stand at least half of the concepts behind Diff Serv. Diff Serv goesinto alot more depth, includes
alarge number of terms, but the core concepts of DiffServ can be summarized as follows:

® Takes advantage of the scaling properties of class-based QoS toolsto differentiate
between types of packets, with the goal of “scalable service differentiationin the Internet.”

® Inasingle network, packets should be marked at the ingress point into a network, with
other devices making QoS choices based on the marked field.

® The marked field will be in the |P header, not a data-link header, because the | P header is
retained throughout the network.

® Between networks, packets can be reclassified and re-marked at ingress into another
network.

® To facilitate marking, the |P header has be redefined to include a 6-bit Differentiated
Services Code Point (DSCP) field, which allows for 64 different classifications.

To some extent, DiffServ formally defines a QoS architecture using common sense, or “best
practices,” for QoS design today. Along with the formal definitions comes alot of terminol-
ogy—terminology that is purposefully not vendor specific. So, after learning the Diff Serv
terms, you need to relate them to Cisco toolsand terms. But Diff Serv ismore than just recording
some good ideas about QoS—Diff Serv defines another useful field in the |P header (DSCP), as
well as some conventions for usage of the new DSCP field. Finally, Diff Serv defines general
categories of QoS functions and the purpose of thetoolsin each category. Thisbook hasalready
covered those same concepts and terms from Cisco’s perspective, so in this chapter, you will
read about the Diff Serv termsfor categoriesor types of QoStoolsand how they relateto Cisco’'s
terms.

DiffServ Specifications and Terminology
DiffServ is defined by the RFCs listed in Table 2-11.
Table 2-11  DiffServ RFCs

RFC | Title Comments
2474 | Définition of the Differentiated Services Contains the details of the 6-bit DSCP field in
Field (DS Field) in the IPv4 and IPv6 I P header.
Headers
2475 | AnArchitecture for Differentiated Service | Thisis the core Diff Serv conceptual document.
2597 | Assured Forwarding PHB Group Defines a set of 12 DSCP values and a
convention for their use.
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Table 2-11  DiffServ RFCs (Continued)

RFC | Title

Comments

2598

An Expedited Forwarding PHB

Defines a single DSCP value as a convention
for use as alow-latency class.

3260

DiffServ

New Terminology and Clarifications for

Clarifies, but does not supercede, existing
DiffServ RFCs.

The RFCsintroduce many new terms. Table 2-12 liststhe terms and their definitions. Thistable
provides areferencefor study for the Cisco QoS exams; the rest of this section relatestheterms
to some network diagrams.

Table 2-12  DiffServ Terminology and Their Definitions

Term Definition

Behavior aggregate (BA) | A DS behavior aggregate.

BA classifier A classifier that selects packets based only on the contents of the DS field.

Classifier An entity that selects packets based on the content of packet headers
according to defined rules.

DS behavior aggregate | A collection of packets with the same DS code point crossing alink ina
particular direction.

DS boundary node A DS node that connects one DS domain to anode either in another DS
domain or in adomain that is not DS capable.

DS code point A specific value of the DSCP portion of the DS field, used to select a PHB.

DS compliant Enabled to support differentiated services functions and behaviors as

defined in [DSFIELD], this document, and other differentiated services
documents; usually used in reference to a node or device.

DSingress node

A DS boundary nodeinitsrolein handling traffic asit entersa DS domain.

DSfield The IPv4 header ToS octet or the IPv6 traffic class octet when interpreted
in conformance with the definition given in [DSFIELD]. The bits of the
DSCP field encode the DS code point, whereas the remaining bits are
currently unused.

Dropper A device that performs dropping.

Marker A device that performs marking.

Meter A device that performs metering.

continues
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Table 2-12  DiffServ Terminology and Their Definitions (Continued)

Term

Definition

MF classifier

A multifield (MF) classifier that selects packets based on the content of
some arbitrary number of header fields; typically some combination of
source address, destination address, DS field, protocol ID, source port and
destination port.

Per-hop behavior (PHB)

The externally observable forwarding behavior applied at a DS-compliant
nodeto aDS BA.

Palicing The process of discarding packets (by a dropper) within atraffic streamin
accordance with the state of a corresponding meter enforcing atraffic
profile.

Re-mark To change the DS code point of a packet, usually performed by a marker in
accordance with aTCA.

Shaper A device that performs shaping.

Traffic conditioner

An entity that performs traffic-conditioning functions and which may
contain meters, markers, droppers, and shapers. Traffic conditioners are
typically deployed in DS boundary nodes only. A traffic conditioner may
re-mark atraffic stream or may discard or shape packets to alter the
temporal characteristics of the stream and bring it into compliance with a
traffic profile.

Table 2-12 contains material reprinted from RFC 2475.

Diff Serv terminology overwhelms most people when first learning the architecture. Not al the
DiffServ terms are even listed in the table. In fact, | wouldn’t be surprised if you are already
wondering which of these terms you really need to know when using QoS and which of these
terms you need to know for the Cisco QoS exams. Neither of the exams covered by this book
focus on DiffServ as an end to itself. If you glance over the table, and read this section, you
should become familiar enough with the termsto do well on those questions on the exams.

Therest of this section explores some examples of usage of DiffServ terminology. Thefirst two
terms are “behavior aggregate” and “ per-hop behavior.” If you read the previous section about
thefictitious “GOCS model” for QoS, you already know the concepts behind the terms.
Figure 2-14 shows the termsin afigure that is a duplicate of Figure 2-12.
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Figure 2-14 Behavior Aggregates and Per-Hop Behavior
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Consider the flow of packets from left to right in this network. The following list numbers
correspond to the stepsin the figure:

1 The packets are classified or categorized by matching fields in the header. For instance,
packetswith Serverl'sdestination | P address, and destination port 80, would bein thefirst
class. The process of classifying the packetsis performed by the DS classifier, MF classi-
fier, or just classifier. The classifier marksthe DSCP field inside the IP header; DSCPisa
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6-hit field inside the DS field (byte) inside the IP header. Classification and marking are
considered to be two different steps—the Diff Serv marker actually performs the process
of marking the packets. Diff Serv defines each class or category of packets asaBA.

Router R1 determines which packets are part of which BA by using aBA classifier. A BA
classifier only examinesthe DSCP field, so technically it differs from an MF classifier, as
described in step 1, because the MF classifier can ook at many fields besides the DSCP
field. When R1 decidesto apply a QoS tool to aBA (for example, queuing), the action is
called a per-hop behavior. The term PHB makes sense to most people, particularly if you
think of it as a per-hop QoS behavior.

Router R2 performsthe sametypes of tasks as R1; these tasks are described with the same
terms asin step 2. Also note that the PHBs can be, and often are, different on one router
to the next. In this case, R2 may want to use a shaping PHB—DiffServ would call the
shaping tool a shaper—but because all implemented shaping tools need to calculate the
rate at which packets are sent, Diff Serv would consider both ameter and shaper to be used.

Likewise, no new terminology isrequired to describe step 4, as compared with the two
preceding steps. However, theterms “AF11,” “AF21,” “AF31,” and “AF41" have not yet
been defined. Diff Serv defines several suggested valuesto be used inthe DSCPfield. Most
installations do not need all 64 values possible in DSCP. The next section in this chapter
coversthedetails, but inthiscase, AF11, AF21, AF31, and AF41 represent different DSCP
values.

DiffServ models good QoS design specifically to support I nternet-scale QoS. Reading through
the RFCs, you will notice that Diff Serv focuses on i ssues between different networks. Figure 2-15
shows the same two enterprise networks and the same two |1SPs shown in Figure 2-13 in the
GOCS section of this chapter. The figure shows examples of several of the Diff Serv terms that
relate to interconnecting networks.

Figure 2-15 DiffServ Domains, Regions, and Nodes
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Thetermsin this figure only apply in cases where multiple organizations' networks are inter-
connected. The entire figure comprises one DS region, which includes connected networksthat
are providing differentiated services. Each individual network, typically an autonomous sys-
tem, isasingle DiffServ domain.

Theremaining termsin thefigurerelate to the particular direction of flow of the packets. Inthis
figure, packets flow left to right. Therefore, R1 isa DS ingress boundary node, becauseit ison
the boundary between two domains, and packets in the flows shown first enter the DS domain
through R1. Similarly, R2 isa DS egress boundary node. R3isaDSinterior node, becauseitis
not on the boundary of the network. Ingress and egress DS boundary nodes typically perform
reclassification and re-marking work.

DiffServ formalizesthe same general goals and concepts described in the GOCS section earlier
in this chapter, but it goes beyond those basic concepts. The next two sections examine two
additional important aspects of DiffServ more closely, namely the DSCPfield and the different
types of PHBs. As described so far, Diff Serv operation can be summarized as follows:

1 Good planning must be performed to define the BAs needed for a network.

2 To mark packetsto signify what BA they belong to, DiffServ suggests using MF
classifiers, which can look at all fields in the packet header.

3 Theclassifier should be used near the ingress point of the network to assign unique DSCP
values to packets inside each BA.

4 After marking has occurred, interior DS nodes use BA classifiers. BA classifiersonly look
at the DSCP field. When the BA isidentified, that node’'s PHBs can take action on that
packet.

5 Theingress DSboundary nodein aneighboring downstream DS domain network may not
trust the neighboring upstream DS domain at all, requiring an MF classifier and marker at
the DS ingress boundary node to reclassify and re-mark all traffic.

6 If theingress DS boundary node trusts the neighboring DS domain, but the domains use
different DSCP valuesfor the same BA, aBA classifier function can be used to reclassify
and re-mark the ingress traffic.

DiffServ Per-Hop Behaviors

Other than the general QoS strategies described in this chapter, DiffServ really provides two
additional key features. the DSCP field, and some good suggestions on how to use the DSCP
field. In fact, two of the DiffServ RFCs, 2597 and 2598, are devoted to describing a set of
DSCP values, and some suggested PHBs that should be associated with each DSCP value.

I P defined atype of service (ToS) bytein RFC 791, which came out in September 1981. The P
protocol creatorsintended the ToS byte to be used as afield to mark a packet for treatment with
QoStools. Inside the ToS byte, thefirst 3 bits were defined as afield called | P Precedence,
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Table 2-13

which can be marked for the purposes of implying a particular class of service. The Precedence
field values imply that the larger the value, the more important the traffic. In fact, names were
given to each value 0 from routine (precedence 0) to critical (precedence 5) and network control
(precedence 7). The complete list of values from the ToS byte's original 1P Precedence 3-bit
field, and the corresponding names, are listed in Table 2-13.

IP Precedence Values and Names

Field and Value Binary

(Decimal) Value Name

Precedence O 000 Routine

Precedence 1 001 Priority

Precedence 2 010 Immediate
Precedence 3 011 Flash

Precedence 4 100 Flash Override
Precedence 5 101 Critic/ECP
Precedence 6 110 Internetwork Control
Precedence 7 111 Network Control

In additon to the Precedence field, the ToS byte included other flag fields that were toggled on
or off to imply a particular QoS service—for instance, low or high delay would be signaled by
alora0inthedelay bit. Bits 4 through 6 (RFC 795) comprised the ToS field inside the ToS
byte, with flags for throughput, delay, and reliability. RFC 1349 expanded the ToS field to bits
4 through 7, adding a cost flag. For instance, the original ToS byte creators envisioned the
ability to choose a different route, using a more reliable link, for packets with the reliability
flag set.

The DSfield redefines the ToS byte in the IP header. It removes the definition of the 4 ToS bits
(bits 3 through 6). DiffServ creates areplacement for the Precedence field with anew 6-bit field
called the Differentiated Services (DS) field. (The last 2 bits of the ToS bytes are used by
another specification in RFC 3168.) Figure 2-16 shows the fields inside the ToS byte (per
RFC 1349) and the DS field (per RFC 2474).

Changing aprotocol that isused in production may result in compatibility issues. If the protocol
has available unused fieldsin the header, and those can be added to the protocol specifications,
then all iswell. When changing the meaning of an already defined field, however, problems can
occur. Inthis case, Diff Serv took advantage of the fact that the ToSfield (not ToS byte, but just
bits 3 through 6 of the ToS byte) were seldom used. Therefore, Diff Serv only had to build
compatibility with the Precedence field.
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Figure 2-16 IP ToSByte and DSField
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The Class Selector PHB and DSCP Values

RFC 2475, which defines Diff Serv, became an RFC in December 1998. Even today, some
QoS featuresin 1OS do not support DiffServ! Some QoS features will never support DiffServ,
because newer, better toolsthat can do the same thing may have been introduced. All tools that
support Cisco’s strategic direction for QoS configuration, using the Modular QoS command-
lineinterface (MQC), support DSCP. However, depending on the tool s you need to use, and the
IOS revisions you use in your network, you may not be able to use only tools that support
DiffServ.

So how does the lack of DiffServ support affect a network based on the Diff Serv model ? With
awell-chosen binary value in the DSCP field, PHBs performed by QoS tools can react to the
whole DSCP, or just the first 3 bits, with good effect. Consider Figure 2-17. The DSCP values
are marked near the edge. R1 performs PHBs based on the DSCP value, and R2 performs PHBs
based on what it thinksis I P precedence, but isrealy just the first 3 bits of the DSCP.
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Figure 2-17 Supporting IP Precedence in a DiffServ Domain
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Thefigure liststext telling us that R1 only reacts to DSCP, R2 only reacts to precedence, and
R3 hastools that react to both. A QoS tool without DS support may just look at precedence,
whereas other QoS tools can look at the DSCP field. The DSCP values marked in thisfigure
were designed to provide backwards-compatability with the IP Precedence field. Table 2-14
liststhe DSCP values specifically designed for backwards-compatability. (Note: DiffServ calls
DSCP values used for backwards-compatibility with 1P Precedence “class selectors.)



The Differentiated Services QoS Model 123

Table 2-14 Default and Class Selector DSCP Values

Name of DSCP

Class Selector Binary

Values Used by Values of | Equivalent Precedence
I0S DSCP Value (Decimal)
Default 000000 0

Csl 001000 1

Cs2 010000 2

CS3 011000 3

C+A 100000 4

CS5 101000 5

Cs6 110000 6

Cs7 111000 7

The names of the code pointsin Table 2-14 match parameters found on 10S Diff Serv-compliant classification
commands. Because an “all-zeros’” DSCP called “default” was aready defined, there was no need to create a CS0O
DSCP name.

The class selector PHB and DSCP values defined by DiffServ are listed in Table 2-14. These
DSCP values provide backward compatibility with precedence. By examining thefirst 3 bitsin
each binary DSCPvaluein thetable, you can seethat these 8 DSCP values match the 8 different
values that can be encoded in the 3-bit Precedence field. Any router looking instead for the
Precedencefield will just find thefirst 3 bitsof the DSCPfield. And just like with | P precedence,
the CS DSCP values al imply that the bigger the binary number, the better the PHB.

Although DiffServ supplies the eight CS DSCP values for backward compatibility with IP
precedence, many DSCP values actually provide backward compatibility. For instance, DSCP
valuesdecimal 8 through 15 all begin with the binary string 001 in the 6-bit DSCPfield, making
each of these 8 DSCP values compatible with I P precedence 1 (binary 001). In fact, there are
8 DSCP values that provide backward compatibility with every |P precedence value. Table 2-15
lists the values.

Table 2-15 Range of DSCP Values Compatible with IP Precedence

Range of DSCP Binary Compatible with These
Values, in Decimal | Value IP Precedence Values
0-7 000xxx 0

8-15 001xxx 1

16-23 010xxx 2

continues
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Table 2-15 Range of DSCP Values Compatible with IP Precedence (Continued)

NOTE

NOTE

Range of DSCP Binary Compatible with These
Values, in Decimal | Value IP Precedence Values
24-31 011xxx 3

32-39 100xxx 4

4047 102xxx 5

48-55 110xxx 6

56-63 112xxx 7

Asyou will read in the upcoming sections, the DSCP values suggested for use by DiffServ
include the consideration of making the values meaningful to devices that do not understand
DSCP, but only understand I P precedence.

It isimportant to distinguish between what the values of the precedence and DSCP fields can
mean and what they should mean if following suggested QoS design practices. | P precedence
value 0 should imply thelowest QoS service possible, with precedence 7 implying the best QoS
service. The class selector PHB valuesfollow that same logic. However, most QoS tools can be
configured to do just the opposite—for instance, giving precedence 0 traffic the best service,
and precedence 7 the worst. Conversely, some other QoS tools are not as flexible and assume a
bigger precedence is better. For instance, Weighted Fair Queuing (WFQ) always gives more
gueuing preference to higher-precedence value flows, all other facts being equal.

Asseen later with the assured forwarding (AF) PHB and DSCP values, the actual binary values
for DSCP do not conform to the “bigger-is-better” logic for the actual values.

DiffServ suggests two other sets of PHBs and DSCP values besides the class sel ector values,
namely assured forwarding (AF) and expedited forwarding (EF). Can you just decide to make
up random 6-bit values to associate with each BA?Yes. Can you configure most QoS toolsto
give each BA the PHB that you desire? Sure. If you take thetimeto learn and follow DiffServ's
suggestions, such as CS, AF, and EF, however, then you can take advantage of some good
defaults in 10S, increase the odds of compatibility between your DS domain and others, and
avoid alot of extra configuration.

Table 2-16 summarizes some of the key points about choosing to follow DiffServ's suggestions.
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Table 2-16  Comparing Choices: Making Up DSCP Values, or Using Suggested Values from the RFCs

Using Suggested DSCP Values Making Up DSCP Values

More likely to be using the same values as neighboring DS | Unlikely to be using the same values as

domains; still dependent on whether BAs match neighboring DS domains

Can configure all QoS toolsto create the needed PHBs Can configure most, but not all, QoS
toolsto create the needed PHBs

Defaults for some QoS tools already set to good values Must create more configuration to
override defaults that Cisco chose
based on DSCP suggestions

Can use well-known names for DSCP values, ignoring Must configure DSCP values as

actual value; |10S stores values as namesin configuration file | decimal numbers

The next two sections cover the Diff Serv RFCs' main suggestions for DSCP valuesto be
assigned.

The Assured Forwarding PHB and DSCP Values

RFC 2597 defines something called “the assured forwarding per-hop behaviors.” This RFC
suggests that one good Diff Serv design choice would be to alow for four different classes for
gueuing purposes. Within each queue, three levels of drop probability could be implied. The
RFC title rightfully suggests that the focus is on the QoS behavior—the PHB—at each node.
Most engineers also think of the RFC as defining the 12 DSCPs that are used in conjunction
with the AF PHBs.

Anindividual PHB describes what happen in a single hop, most typically arouter. In the case
of AF, each PHB containstwo separate QoS function, typically performed by two different QoS
tools. Thefirst function is queuing. Each router classifiesthe packetsinto four different classes,
and packets from each class are placed in a separate queue. AF does also specify that the

gueuing method support the ahility to reserve a minimum configured bandwidth for each class.

The AF PHB defines congestion avoidance as the second behavior that comprisesthe AF PHB.
Routers drop packets when aqueueisfull and the router needsto place the packet in the queue;
this action is called tail drop. Congestion-avoidance tools discard packets before tail drop is
required, hoping that fewer packets are dropped, as described earlier in this chapter. In Cisco
routers, this part of the AF PHB isimplemented using some form of RED.

The AF PHB does not define that it wants a guarantee that each packet will be delivered, nor
does it imply any form of error recovery. The name assured forwarding sometimes evokes
visionsthat the bandwidth throughout the network isguaranteed, but it isnot. Thereal objective
can be seen with a short read of RFC 2597, which reveals aview of an enterprise and an ISP,
The ISP wants to assure the customer that his traffic will get through the network, so long as
the customer does not send more data than is contracted. For instance, maybe the enterprise has
three classes (BAS) of traffic, for which they contract 300K for the first, 200K for the second,
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NOTE

and 100K for the third. The ISP would like to assure that these levels are met. Because many
gueuing tools effectively guarantee bandwidth over time, the | SP can give these BAsthe appro-
priate amount of bandwidth. Because packet arrival times and rates vary, however, the queues
inside the | SP’s network will grow and shrink. Congestion will occur; the ISP knowsit, and the
enterprise customer knows it. So, when temporary congestion occursin the ISP network, it
would be nice to know which type of packets to throw away under limited congestion, and
which type to throw away under moderate congestion, and which ones to throw away under
heavy congestion. L etting the customer define which traffic isdiscarded most aggressively also
letsthe customer achieve some control of how itstraffic istreated by the | SP. Therefore, assured
forwarding does not mean that an individual packet isassured of making it acrossthe network;
it does mean that attemptswill be made to assure that queuing tool s provide enough bandwidth,
and when congestion does occur, less important traffic will be discarded first.

RFC 2597, and the AF PHB concepts, can be summarized as follows:
® Useup to four different queues, one for each BA.

® Usethree different congestion thresholds inside each queue to determine when to begin
discarding different types of packets.

® Tomark these packets, 12 DSCP values are needed; the names of these values as start with
“AF" (assured forwarding).

RFC 2360 clarifies some of the meaning and terminology used with DiffServ. Technically, the
AF PHB, according to RFC 3260, is actually four different PHBs—one for each class. Frankly,
for purposes of passing the Cisco QoS exams, | do not think that will ever matter; | only mention
it here to be fully correct.

Table 2-17 lists the names of the DSCP values, the queuing classes, and the implied drop
likelihood.

Table 2-17  Assured Forwarding DSCP Values and Meaning

Medium Drop
Low Drop Probability Probability Within High Drop Probability
Within Class Class Within Class
Class 1 AF11 AF12 AF13
Class 2 | AF21 AF22 AF23
Class 3 AF31 AF32 AF33
Class 4 AF41 AF42 AF43
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Table 2-18

NOTE

Pay particular attention to the explanation of Table 2-17 inside this paragraph, because the val-
uesin the chart can be counterintuitive. Unlike the CS PHB, AF does not follow the “bigger-is-
better” logic for the AF DSCPs. First, AF11, AF12, and so on are names for DSCP values, not
the binary of decimal equivalent. (Those values are listed momentarily.) Given the names, at

least you canthink of thefirst “digit” after the AFto bethe queuing classification—for example,
all AF4x code points are in the same class for queuing. No specific queuing parameters areim-
plied for any of these classes, so thereisno inherent advantageto being in class4 versusclass 1.

Similarly, the second numeric digit in the AF DSCP names imply the drop preference—with
3 meaning highest likelihood of being dropped, and 1 meaning the least likelihood. In other
words, inside asingle class, an AFx3 DSCP would mean that these packets would be dropped
more quickly (more aggressively) than AFx2, which would be dropped more aggressively than
AFx1 packets. Inthe actual DSCP names, abigger number for the second numeric digit actually
implies aless-desirable QoS behavior. (This convention isalso true of the actual binary values.)

You can read about DiffServ AF PHBS, configure Diff Serv-compliant 10S tools, and never
really have to know the underlying binary values and their decimal equivalents. For reference,
however, Table 2-18 includes them. As noted earlier, the numeric parts of the AF code points
did not follow the same bigger-is-better scheme that | P precedence did in the past. Likewise,
the actual underlying binary values do not follow a bigger-is-better scheme, either.

Assured Forwarding DSCP Values—Names, Binary, and Decimal

Low Drop Probability Medium Drop High Drop Probability

Within Class Probability Within Class | Within Class

Name/Decimal/Binary Name/Decimal/Binary Name/Decimal/Binary
Class 1 | AF11/10/001010 AF12/12 /001100 AF13/14/001110
Class 2 | AF21/18/010010 AF22/20/010100 AF23/22/010110
Class 3 | AF31/26/011010 AF32/28/011100 AF33/30/011110
Class 4 | AF41/ 34/ 100010 AF42 /36 /100100 AF43/38/100110

The binary DSCP valuesimply the queuing classwith thefirst 3 bits (bits 0 through 2), and the
drop preference in the next two bits (bits 3 and 4). Queuing tools that operate only on IP
precedence can till react to the AF DSCP values, essentially making the AF DSCPs backward
compatible with non-Diff Serv nodes for queuing, at least. Note that the “ bigger-is-not-always-
better” attitude continues with the actual binary values—the smaller the value of bits 3 and 4,
the lower the probability of being discarded.

To convert from the AF name to the decimal equivalent, you can use asimple formula. If you
think of the AF values as AFxy, the formulais

8x + 2y = decimal value. For example, AF41 givesyou aformulaof (8* 4) + (2* 1) = 34.
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In summary, DiffServ AF PHB provides the following:

® Anoverriding goal to provide PHBs that provide enough bandwidth for each class, with
the ability to drop less important traffic, hoping to avoid dropping more important traffic,
if congestion does occur.

® A convention that provides 4 classes for queuing.
® The convention includes three drop preferences inside each class.

® Twelve code point namesand valuesto useto createthefour classeswith threedrop levels
each.

The Expedited Forwarding PHB and DSCP Values

RFC 2598 defines the expedited forwarding per-hop behaviors. ThisRFC definesavery simple
PHB (low latency, with acap on bandwidth), and asingle DSCP (EF) to represent it. Expedited
forwarding simply statesthat apacket with the EF DSCP should minimize delay, jitter, and | 0ss,
up to a guaranteed bandwidth level for the class.

LikeAF, the EF RFC suggeststwo QoS actions be performed to achieve the PHB. First, queuing
must be used to minimize the time that EF packets spend in a queue. A queuing scheme that
sends packets from this queue whenever a packet is waiting reduces delay. Anything that
reduces delay reduces jitter. Always servicing the EF queue first greatly reduces the queue
length, which in turn greatly reduces the chance of tail drop due to the queue being full. There-
fore, EF's goal of reducing delay, jitter, and loss can be achieved with a queuing method such
as Priority Queuing, with EF traffic in the most important queue.

The second component of the EF PHB is policing. If the input load of EF packets exceeds a
configured rate, the excess packets are discarded. If 100 kbps is reserved for the EF BA, and
200 kbps enters the network, for example, supporting the extra traffic may be unreasonable.
Why not just accept the extra traffic? The queuing method used to achieve low delay, low jitter,
and low loss, would prevent other types of traffic from getting any bandwidth, because the
queuing method always gives preference to EF traffic. Thus, EF protects the other traffic by
capping the amount of bandwidth for the class. In other words, EF suggests a grest level of
service, but just up to the contracted amount of bandwidth.

The expedited forwarding PHB uses a DSCP name of EF, whose binary valueis 101110, with
adecimal value of 46.

Table 2-19 summarizes many of the key points about the various Diff Serv PHBs.
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Table 2-19 Comparison of DiffServ PHBs

forwarding (AF)

minimum bandwidth to each for 4 different queues,
and 3 drop thresholds inside each queue. DSCPs do
not always follow the “bigger-is-better” logic.

PHB Key Components Names of DSCPs
Best effort (BE) | PHB for getting no specific QoS treatment DSCP BE (default)
Class selector Uses 8 DSCPs, all with binary Os for the last 3 bits. CS1, CS2,CS3,CH4, CS5,
(o)) Used for backward compatibility with IP precedence. | CS6, CS7
Uses “bigger-is-better” logic—the bigger the DSCP,
the better the QoS treatment.
Assured PHB consists of 2 components: queuing to providea | AF11, AF12, AF13, AF21,

AF22, AF23, AF31, AF32,
AF33, AF41, AF42, AF43

Expedited
forwarding (EF)

PHB also has 2 components: queuing to provide low
delayl/jitter/loss plus a guaranteed amount of band-
width, and policing to prevent EF from preventing

other types of traffic from getting enough bandwidth.

EF

DiffServ Classifiers and Traffic Conditioners

Diff Serv focuseson “ scalable service differentiation in the Internet” according to RFC 2475. In
times past, the Internet provided a “ best-effort” service—networks generated and sent traffic,

and the Internet forwarded it—and everyone hoped that market forces hel ped the I nternet grow
to accommodate the | oads. With the advent of premium offeringsfrom | SPs, new QoStoolsand
models were needed, with Diff Serv being just one component.

Because DiffServ focuses on Internet services, the RFCs focus on QoS tools that are most
useful when connecting multiple networks. Consider Figure 2-18, for example, which shows a
network with three classes of service defined for the McCoy Ordinance Co. by | SP1.

Figure 2-18 Three Premium Classes for McCoy Ordinance by ISP1

Marked as Follows Inside McCoy:

AF2x: Web Traffic from E-Commerce Servers

Hatfield
Gunsmiths

AF3x: VolP Signaling
AF4x: VoIP Payload

McCoy
Ordinance, Inc.

- Platinum Class
- Gold Class
- Silver Class

- AF4x - 400 kbps
-AF3x - 300 kbps
-AF2x - 200 kbps
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I SP1 contracted with McCoy to provide three premium servicelevels. First assumethat McCoy
conforms to the defined bandwidth levels, and marks the DSCP fields appropriately with AF
DSCP values as shown in the figure. Because the QoS issues involve two different networks,
however, additional care must be taken with QoS functions at the edge of these networks. The
rest of this brief section focuses on these Diff Serv boundary node functions.

DiffServ definestwo particularly important features that should be implemented on the bound-
ary DS node: classification and conditioning. Classification has been covered in some depth
already. Two general categories of classifiers exist—a BA classifier and an MF classifier (mul-
tifield classifier). The BA classifier only looks at the DSCP field—in other words, it assumes a
DiffServ BA has aready been identified using classification and marking. The MF classifier is
called “multifield” becauseit canlook at lots of fieldsin the packet header to classify thetraffic.
Inthe exampl e of Figure 2-18, because McCoy aready correctly marked the DSCPfield, ISP1's
DSingress boundary node just needed to use a BA classifier.

DiffServ defines traffic conditioning as the second important function at the boundary node.
Traffic conditioning defineswhat to do to prevent traffic from exceeding contracts, but if it does,
what to do with traffic that exceedsthe contract. If McCoy always only sends what the contract
defines, great! If McCoy breaksthat trust and sends more traffic, and | SP1 does not monitor the
traffic and possibly deletes the extratraffic, however, bad things can happen to all of ISP1's
customers. It’'s like making a reservation on a plane. You know some people will change their
flights, and some will misstheir flights, but the airline will generally not give you areservation
unlessthere is a seat on the plane. What if someone were to show up at the airport with 100 of
their closest friends and tell the gate agent, “Oh, | want my 100 friends to have a seat on the
plane as well!”—and they let all 100 people on the plane? Well, the airline would have alot
of other unhappy customers, to be sure. Likewise, although | SP1 may want to accommodate
the extratraffic, the | SP might need to protect their network from the congestion created by the
extratraffic.

The terms relating to the traffic-conditioning functions of DiffServ, summarized in Table 2-20,
should be mostly familiar by now.

Table 2-20 Traffic Conditioners

Traffic Conditioner Explanation

Metering The metering function measures the traffic rate to determine whether the
traffic conforms to the stated contract, or exceeds the traffic contract.
Metering typically occurs per class.

Dropping (policing) If the traffic exceeds the contract, one option isto drop some packets, so
that the packets that are allowed through meet the contract. Most
implementations for this feature are called policing.

Shaping If the traffic exceeds the contract, one option is to shape the traffic.
Shaping just means to buffer or queue the traffic, slowing it down, so
that the resulting sending rate is within the contract.
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Table 2-20 Traffic Conditioners (Continued)

Traffic Conditioner Explanation

Marking A third option for traffic that exceeds the contract isto re-mark the
DSCP with adifferent value. For instance, Platinum AF41 (low drop
probability) traffic that exceeds the contract might get re-marked to
AF43. In such acase, if congestion were to occur, this packet would
more likely be dropped than if not re-marked.

Do nothing Not actually written down in the RFCs; one option isto allow the traffic
to keep moving right along.

RFC 2475 contains a block diagram listing the classifier and traffic conditioners. This same
figure, or asimilar version, isinterspersed through many QoS documents and QOS classes.
Figure 2-19 does not intend to show a flowchart of what happens to every packet as it passes
through a DS boundary node, but rather to show some of the possible paths a packet can take.

Figure 2-19 RFC2475—Equivalent Diagram of Classifier and Traffic-Conditioner Functions

> Meter —l

Classifier — Marker  —>| Shaper/Dropper

Remember, the figure does not necessarily show aflowchart of how a packet is processed on a
boundary node. For instance, the packet can go through a classifier and marker function only,
or it can go through the meter and dropper, but not the marker or shaper. So, what is hormal ?
Figure 2-20 shows an example with the more typical usage of the tools shown.

The various classification and traffic-conditioning tools can be used at various pointsin the
network as shown. Egress boundary nodes tend to shape traffic, to prevent sending more traffic
than the traffic contract alows; in fact, all Cisco shaping tools shape on egress only. Ingress
boundary nodestend to use the dropper or policer conditioning functions, metering (measuring)
ingress traffic, with either adrop or re-mark action as aresult of excesstraffic. The reason why
engineersimplement shaping and dropping/policing on egress and ingress, respectively, has
to do with who is providing service, and who is receiving a service. For instance, McCoy is
sending the traffic, with an expectation that 1 SP1 will forward the traffic, aslong as McCoy
conformsto the service contract. By shaping, McCoy makes sureto conform. By policing, 1SP1
protectsits network and all its customers from McCoy sending too much datainto the network.
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Figure 2-20 Examples of When to Use Each Traffic-Conditioning Tool
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Diff Serv provides aformalized but sensible approach to QoS over the Internet. By using classes
that aggregate the packets of many flows, DiffServ can scale well in the Internet. The next
section covers the other specification for an Internet QoS model: IntServ.
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The Integrated Services QoS Model

Integrated services (IntServ) defines a different model for QoS than does DiffServ. IntServ
definesasignaling process by which an individual flow can request that the network reservethe
bandwidth and delay needed for the flow. The original work grew out of the experiences of the
|ETF in multicasting the audio and video for IETF meetingsin the early to mid-1990s.

To provide guarantees per flow, IntServ RFC 1633 describes two components: resource reser-
vation and admission control. Resource reservation signals the network elements about how
much bandwidth and delay a particular flow needs. If the signaling compl etes successfully, the
various network components have reserved the needed bandwidth. The collective IntServ nodes
(typically routers) reserve the appropriate amount of bandwidth and delay in response to the

signaling messages.
IntServ admission control decides when areservation request should berejected. If all requests

were accepted, eventually too much traffic would perhaps be introduced into the network, and
none of the flows would get the requested service.

Figure 2-21 shows the general idea behind the IntServ reservation requests.

Figure 2-21 Integrated Services Reservation Requests
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IntServ uses Resource Reservation Protocol (RSV P, RFCs 2205 through 2215) for signaling to
reserve the bandwidth. With afull IntServ implementation (more on that later), the originator
of the flow (Hannah) begins signaling. At each router along the route, the router asks itself,
“Can| support thisrequest?’ If theanswer isyes, it forwardsthe request to the next router. Each
router holds the bandwidth temporarily, waiting on the confirmation to flow back to the origi-
nator (Hannah). When each router seesthe reserve RSV P command flow back to the originator,
each router completes the reservation.

What does it mean for the router to “reserve” something? In effect, the router reserves the
correct queuing preferences for the flow, such that the appropriate amount of bandwidth is
allocated to the flow by the queuing tool. RSV P can also request a certain (low) amount of
delay, but implementing a guarantee for delay is alittle more difficult; |OS, for instance, just
reserves the queuing preference. In fact, IntServ RFCs actually define the term “guarantee” as
arelatively loose goal, and it is up to the actual implementation to decide how rigorous or
general to make the guarantees.
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Figure 2-22

RSV P continues signaling for the entire duration of the flow. If the network changes, or links
fail and routing convergence occurs, the network may no longer be able to support the reserva-
tion. Therefore, RSV P reserves the bandwidth when the flow initializes and continuesto ensure
that the flow can receive the necessary amount of bandwidth.

IntServ has some obvious disadvantages, and it has several advantages. IntServ actually pre-
dates Diff Serv; DiffServ, to some degree, was devel oped to provide an Internet-scale QoS
model, because IntServ scales poorly. IntServ expectsthe hoststo signal for service guarantees,
which brings up two issues—whether the hosts can be trusted by the network and whether the
hosts actually support RSV P. Alternatively, routers can be configured to reserve bandwidth on
behalf of hosts, but the configuration can quickly become an administrative problem because
additional configuration would need to be added for each reserved flow. Also IntServ works best
when all intermediate networks support IntServ. Take alook at Figure 2-22, for example.
Whereas McCoy, Hatfield, and | SP2 support IntServ, |SP1 does not.

IntServ Through the Internet, with Partial Support

RSVP Flows

<

McCoy P fl Hatfield
Ordinance, Inc. DiffServ Domain; Gunsmiths
No IntServ

IntServ Domain IntServ Domain IntServ Domain

IntServ, with RSV P signaling, can work in this network. However, for 1SP1, one of two things
must be done to support IntServ:

® |SP1 must pass the RSV P messages through; the ISP1 router just treats the traffic as best
effort.

® |SP1 passes the RSV P messages; RSV P flows are mapped to DiffServ classesinside the
| SP1 DiffServ domain.

Another problem with IntServ in large networks and in the Internet rel ates to the fact the RSV P
reserves bandwidth per flow. With DiffServ, for instance, all web traffic might be marked with
DSCPAF21 and placed into asingle class—even if there are hundreds, thousands, or tens of
thousands of flows. With IntServ, each flow causes a separate reservation. In fact, Diff Serv
created an “Internet-scale” QoS model in part because the earlier IntServ specification did not
scale well for the Internet, even if you could get most or al I SPs to implement IntServ and
RSVP.

Are there advantages to IntServ? Of course. It can reserve specific amounts of bandwidth for a
particular flow, which can be very useful. However, IntServ may never be pervasively deployed
inan enterprise, or throughout the Internet. For instance, reserving bandwidth for flows between
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key video-conferencing stations may be useful. Allowing voice gateways to request reserva-
tionsfor Vol P calls can also help. The Diff Serv model can be used to placeall Vol P into aclass,
and give the class better treatment, but IntServ can guarantee the QoS behavior and reject new
calsif the network is currently not ready to accept more traffic.

Onefinal function of IntServ that may be on the QoS exams concerns admission control. One
effort to help IntServ scale involves offloading the processing work required for the admission
control decision. RSV P allows each router to handle admission control locally, as shown in
Figure 2-21. Alternatively, arouter can ask a server that supports the Common Open Policy
Service (COPS) protocols, and let the server make the choice. Figure 2-23 shows an example.

Figure 2-23 IntServ and the Common Open Policy Service (COPS)
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Asseenin the figure, R2 requests that the COPS policy decision point (PDP) approve or
disapprove of the new reservation. R2 is considered to be a policy enforcement point (PEP),
because it enforces the QoS reservation.

The QoS exams cover IntServ-related concepts and features, although Diff Serv-related features
certainly get much more coverage. The following list summarizes some of the key points about
IntServ that you will want to remember for the QoS exams:

® Integrated services definesthe need, and suggests mechanisms, to provide bandwidth and
delay guaranteesto flows that request it. RFC 1633 definesiit.

® IntServ contains two components: resource reservation and admission control.

® RSVP asdefined in RFCs 2205 through 2215, provides the IntServ resource reservation
function. RFC 2210 specifically discusses RSV P's usage for IntServ.

® With end-to-end RSV P, each intermediate router reserves the needed bandwidth when
receiving areservation request and confirms the request with RSV P reserve messages. If
arouter in the path does not speak RSVP, it just transparently passes the flow.
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®  When IntServ has not been implemented end to end, the RSV P messages can be
forwarded in the non-IntServ part of the networks. In that case, the non-IntServ networks

can either provide best-effort (BE) service, or provide IntServ-DSCP mapping if the
intermediate network is a Diff Serv domain.

® A router can offload the admission control function to a COPS server.
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Foundation Summary

The “Foundation Summary” is acollection of tables and figures that provide a convenient
review of many key conceptsin this chapter. For those of you already comfortable with the
topicsin this chapter, this summary could help you recall afew details. For those of you who
just read this chapter, thisreview should help solidify somekey facts. For any of you doing your
final prep before the exam, these tables and figures are a convenient way to review the day

before the exam.

Table 2-21 lists the 10S classification and marking tools, along with afew key features that

differentiate the tools.

Table 2-21  Comparison of Classification and Marking Tools

Other Functions
Besides Class and

Fields That Can
Be Examined for

Fields That Can

Tool Mark Classification Be Marked*
Policy-based routing | Routing packetsbased on | ACLs indirectly through IP ToSfield
(PBR) something besides desti- | route maps IP Precedence field
nation address
QoS Group
Committed access Policing IPACLs IP Precedence
rate (CAR) QoS Group IPDSCP
IP DSCP QoS Group
MPLS Experimental
Class-based marking | None IPACLs I P precedence
(CB marking) Any markable fields DSCP
Input interface 802.1P CoS
MAC addresses ISL Priority
All NBAR-enabled fields | ATM CLP
Frame Relay DE
MPLS Experimental
QoS Group
Network based appli- | Statistical information Extensive list (see Chapter | None; used in con-
cation recognition about traffic mix; recog- | 3, “Classification and junction with CB
(NBAR) nition of applicationsthat | Marking”) marking
use the dynamic port
VolIP dial peers Call routing for Vol P None IP Precedence

*  All claims about features/functions that may be affected by 10S versions assume version 12.2, unless otherwise

stated.
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Table 2-22 outlines the key features of 10S queuing methods.
Table 2-22 Comparison of Queuing Tools

Maximum Queue Service
Number of | Classification Algorithm/End
Tool Queues Capabilities Result of Algorithm
Priority Queuing 4 IPACL* Strict service; always serves
(PQ) Input interface higher-priority queue over lower
queue.
Fragments
Custom Queuing 16 IPACL* Serves a configured number of
(CQ Input interface bytes per queue, per round-robin
pass through the queues. Resullt:
Fragments Rough percentage of the
bandwidth given to each queue
under load.
Weighted Fair 4096 Automatic, based on Each flow uses a different queue.
Queuing (WFQ) flows. (Flow identified Queues with lower volume and
by source/destination higher | P precedence get more
address and port service; high volume, low prece-
numbers, plus protocol dence flows get less service.
type)
Class-Based 64 IPACL* Service algorithm not published;
Weighted Fair NBAR results in set percentage band-
Queuing (CBWFQ) width for each queue under load.
Same as CB marking
Low Latency N/A Same as CBWFQ LLQ isavariant of CBWFQ,
Queuing which makes some queues
“priority” queues, aways getting
served next if a packet iswaiting
in that queue. It also polices
traffic.
IP RTP Priority N/A Even UDP ports between | An added feature with WFQ or
16384 and 32767 (al CBWFQ, al VoIP payload is
VoI P payload ports) placed in aspecial “priority”
queue, always getting served next
if apacket iswaiting in that
queue.
Modified Deficit 8 IP precedence Similar to CQ, but each queue
Round-Robin gets an exact percentage of
(MDRR) bandwidth. Supports LLQ
mechanism as well.

*  Some queuing tools support different configuration tools that allow matching the same fields that an ACL can
match. In these cases, only the IP ACL method of matching islisted in this summary table.
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Figure 2-24 depicts the typical pointsin a network where policing and shaping are typically
deployed.

Figure 2-24 Traffic Policing and Shaping
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Table 2-23 outlines the key features of 10S policing and shaping tools.
Table 2-23  Comparison of Shaping and Policing Tools

Policer or Per Subinterface,
Tool Shaper Interfaces Supported and Per VC, Support
Class-based policing (CB | Policer All that are supported by Cisco | Per subinterface
policing; sometimes just Express Forwarding (CEF)
called policer)
Committed access rate Policer All that are supported by CEF | Per subinterface
(CAR)
Class-based shaping Shaper All that are supported by CEF | Per subinterface
Generic traffic shaping/ Shaper Frame, ATM, SMDS, Ethernet | Per subinterface
distributed traffic shaping
(GTSIDTS)
Frame Relay traffic Shaper Frame Per DLCI
shaping (FRTS)

All functions listed are based on 12.2 mainline 10S code levels.
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Table 2-24 lists the tools, and the various points for comparison, for congestion-avoidance
tools.

Table 2-24  Comparison of Congestion-Avoidance Tools

Considers Flow
Weights Based on Information When
Can Be Enabled in IP Precedence or Deciding to Drop
Tool 10S? DSCP? Packets?
Random Early No No No
Detection (RED)
Weighted Random Yes Yes No
Early Detection
(WRED)
Flow-Based Random Yes Yes Yes
Early Detection
(FRED)

All functions listed are based on 12.2 mainline 10S code levels.

Table 2-25 lists the link-efficiency tools and some of the pertinent comparison points.
Table 2-25 Comparison of Link-Efficiency Tools

Types of Packets to Which Tool
Tool Data Links Supported Can Be Applied
Payload compression All; recommended on serial All IP packets
links (T/1, E/1, and slower)
RTP header compression All; recommended on serial All packets with IPPUDP/RTP
(cRTP) links (T/1, E/1, and slower) headers
TCP header compression All; recommended on serial All IP packets with TCP headers
links (T/1, E/1, and slower)
Multilink PPP fragmentation | Multilink PPP All packets larger than a configured
and interleaving (MLPPP LFI) length
Frame Relay fragmentation Frame Relay All packets larger than a configured
(FRF*) length (FRF.12) or al non-VoFR
frames (FRF.11c)
Link fragmentation and Frame Relay and ATM All IP packets
interleaving for Frame Relay
and ATM VCs

All functions listed are based on 12.2 mainline 10S code levels.
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Table 2-26 lists each of the specific CAC tools.
Table 2-26  Comparison of CAC Tools

Tool CACType | CAC Decision Is Based on Whether . ..

Physical DSO limitation Local A DSO0 channel is available on atrunk

M ax-connections Locd A configured number of maximum connections on the
dial peer used for the call has been exceeded

Voice-bandwidth for Frame | Local VoFR PVC CIR has been exceeded; VoFR only (not

Relay Vol P)

Trunk conditioning Local Keepalives sent to other end of network keep working or
not; used for “connection trunk” calls only*

Local Voice Busy-Out Loca One or more local interfacesfail; if they all fail, no IP

(LVBO) connectivity would exist, so the trunk is placed in busy-
out state

Advanced Busy-Out Measurement | Probe measurements are better than a configured

Monitor (AVBO) based “impairment factor”; if valueis higher, the entire trunk
is placed in busy-out

PSTN Fallback Measurement | Probe measurements are better than a configured

based “impairment factor”; instead of busying-out the trunk,

cals are allowed or rejected on a call-by-call basis

Resource Avail ability Resource Terminating gateway’s cal culation of available DSPs

Indicator (RAI) based and DSOs impliesit has adequate number of resources or
not

Gatekeeper Zone Band- Resource Gatekeeper believes that the bandwidth into the zonesin

width (GK Zone based question has been oversubscribed or not

Bandwidth)

Resource Reservation Resource The RSV P reservation request flow can, both at call

Protocol (RSVP) based setup and ongoing throughout the call, reserve the
needed bandwidth on all RSV P-supporting links in the
IP network

*  Trunk conditioning actslike ameasurement-based CAC tool in my opinion; the |OS documentation, and the DQOS
course, list thisCAC tool asalocal CAC tool. Cisco QoS exam questions are not based on my opinion, soit islisted
asalocal CAC tool in this book!

Table 2-27 lists Cisco QoS management tool s along with a short description of the functions of
each tool.



142  Chapter 2: QoS Tools and Architectures

Table 2-27 QoS Management Tools

Figure 2-25 The Cisco QoS Framework

Tool Features
QoS Device Manager Uses code that is stored in Flash memory, running inside each router; user
(QDM) can use aweb browser to manage QoS configuration and view statistics for

an individual router. The product isfree.

QoS Policy Manager
(QPM)

Application runs on Windows NT or Windows 2000, accessible by a
browser. Enables the engineer to manager QoS policies network wide;
QPM takes policies and creates QoS configurations, stages, implements,
and allows back-out of QoS configurations throughout the network.

ServiceAssuranceAgent
(SAA)

The feature formerly known as Response Time Reporter (RTR), SAA isa
feature of 10S. This feature can be configured to create, send, respond to,
and measure the performance of probe packets. M easurement-based CAC
mechanisms create SAA probes on routers; the routers send and receive the
probes; and then the routers tell SAA the results.

Internetwork
Performance Monitor
(1PM)

Formerly a separate product, this Cisco Works feature monitors network
performancein real time. It also provides an easy GUI interface to config-
ure SAA probes.

Service Management
Solution (SMS)

SMSisafeature of Cisco Works that provides performance statistics simi-
lar to IPM, but with the intent to save historical data and to provide report-
ing about whether configured service level agreements (SLAS) are being
met. IPM is used for operating the network and looking at current network
statistics; SMSisused for historical reporting, trending, and SLAS.

Cisco has created a QoS framework that shows the various components of a network relating
to QoS. Figure 2-25 shows the Cisco QoS framework.
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A flow consists of all the packets about which the following are true:
® All packets use the same transport layer protocol (for instance, UDP or TCP).
® All packets have the same source | P address.
® All packets have the same source port number.
® All packets have the same destination IP address.
® All packets have the same destination port number.

Packets can be classified and marked near the ingress points of traffic into the network; the QoS
toolsin the center of the network can just look for the marked field in the packet header, as

shown in Figure 2-26.

Figure 2-26 GOCSDesign: Mark Packets near the Edge of the Network
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Table 2-28 summarizes the key points from the GOCS model. Although the exams do not
actually cover anything called the GOCS model, the core concepts do provide background
information about DiffServ and IntServ.

Table 2-28 Summary of GOCS Features

Feature

Comments

Flow

A flow isaunidirectional set of packets, sent from one source | P address
and port, to one destination | P address and port, using the same transport
layer protocol.

Flow-based QoS tools

Flow-based tools automatically recognize flows without explicit classifica-
tion configuration. Each flow can be treated differently, providing a great
amount of granularity for QoS.

Class-based QoS tools

Class-based toolstreat packets differently based on the category or classto
which they belong. The number of classes chosen in atypical network is
small (typically fewer than 10). Network engineers choose which types of
packets are placed into each class, so class-based QoS tools require explicit
configuration of classification parameters.

QoStoolsthat are
neither flow or class
based

Some QoS tools operate on al traffic entering or exiting an interface. Other
tools may work on a predetermined type of traffic. For example, com-
pressed RTP only operates on packets with RTP headers. Therefore, some
tools do not need to consider flows or explicitly defined classes.

QoS class planning— For asingle enterprise network, a considered, thorough analysis of the

enterprise network can yield arelatively small set of useful QoS packet categories.
Agreement to these categories should occur before beginning the classifica-
tion and marking strategy of marking near the edge.

Classification and Packets should be classified and marked near the edge of the network, as

marking packets enter the network. By doing so, classification configuration on the

remaining routers in the packets' path is simplified, reducing processing
overhead, complexity, the risk of misconfiguration.

QoS class planning—
Internet

For the Internet, anything more than a handful of general class conventions
isunlikely to be agreed upon by alarge number of |SPs and customers.
Cisco suggests a short list with five categories: Vol P payload, video
payload, voicelvideo signaling, important data, and not-so-important
important data.

Internet reclassification
and re-marking

Between different autonomous systems, reclassification and re-marking
may need to occur. If the autonomous systems distrust each other, packets
must be matched based on the contents of the various fieldsin their
headers. If the autonomous systems trust each other, and agree on what
packets belong to each of the traffic classes, all that may be required isto
reclassify and re-mark based on the marked field inside the | P header.
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Table 2-29 lists the RFCs that define Diff Serv.

Table 2-29 DiffServ RFCs

RFC | Title Comments

2474 | Definition of the Differentiated Services Contains the details of the 6-bit DSCP field in
Field (DS Field) in the IPv4 and IPv6 I P header.
Headers

2475 | AnArchitecture for Differentiated Service | Thisisthe core DiffServ conceptua document.

2597 | Assured Forwarding PHB Group Defines a set of 12 DSCP values and a

convention for their use.

2598 | An Expedited Forwarding PHB Defines asingle DSCP value as a convention

for use as alow-latency class.

DiffServ

3260 | New Terminology and Clarifications for Clarifies, but does not supercede, existing

DiffServ RFCs.

Table 2-30 lists the terms and their definitions. Thistable provides areference for study for the

Cisco QoS exams.

Table 2-30 DiffServ Terminology and Their Definitions

Term Definition

Behavior aggregate (BA) | A DS behavior aggregate.

BA classifier A classifier that selects packets based only on the contents of the DS field.

Classifier An entity that selects packets based on the content of packet headers
according to defined rules.

DS behavior aggregate | A collection of packets with the same DS code point crossing alink in a
particular direction.

DS boundary node A DS node that connects one DS domain to a node either in another DS
domain or in adomain that is not DS capable.

DS code point A specific value of the DSCP portion of the DS field, used to select a PHB.

DS compliant Enabled to support differentiated services functions and behaviors as
defined in [DSFIELD], this document, and other differentiated services
documents; usually used in reference to a node or device.

DS ingress node A DS boundary nodeinitsrolein handling traffic asit entersaDS domain.

continues
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Table 2-30 DiffServ Terminology and Their Definitions (Continued)

Term Definition

DSfield The IPv4 header ToS octet or the IPv6 traffic class octet when interpreted
in conformance with the definition given in [DSFIELD]. The bits of the
DSCP field encode the DS code point, whereas the remaining bits are
currently unused.

Dropper A device that performs dropping.

Marker A device that performs marking.

Meter A device that performs metering.

MF classifier A multifield (MF) classifier that selects packets based on the content of

some arbitrary number of header fields; typically some combination of
source address, destination address, DS field, protocol ID, source port and
destination port.

Per-hop behavior (PHB)

The externally observable forwarding behavior applied at a DS-compliant
nodeto a DS BA.

Policing The process of discarding packets (by a dropper) within atraffic streamin
accordance with the state of a corresponding meter enforcing atraffic
profile.

Re-mark To change the DS code point of a packet, usually performed by a marker in
accordance with aTCA.

Shaper A device that performs shaping.

Traffic conditioner

An entity that performs traffic-conditioning functions and which may
contain meters, markers, droppers, and shapers. Traffic conditioners are
typically deployed in DS boundary nodes only. A traffic conditioner may
re-mark atraffic stream or may discard or shape packets to alter the
temporal characteristics of the stream and bring it into compliance with a
traffic profile.

Table 2-12 contains material reprinted from RFC 2475.

Figure 2-27 puts some of the DiffServ terminology in context.

Figure 2-28 shows two enterprise networks and two | SPs, with examples of several of the
DiffServ terms relating to interconnecting networks.
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Figure 2-27 Behavior Aggregates and Per-Hop Behavior
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Figure 2-29 shows the fields inside the ToS byte (per RFC 1349) and the DS field (per
RFC 2474).

Figure 2-29 |P ToSByte and DSField
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Table 2-31 lists DSCP values useful for QoS toolsthat only use precedence, and for those that
also use DSCP.

Table 2-31 Default and Class Selector DSCP Values

Name of DSCP

Class Selector

Values Used by Binary Equivalent Precedence
10S Value Value (Decimal)
Default 000000 0

Cs1 001000 1

Cs2 010000 2

CS3 011000 3

C+4 100000 4

CS5 101000 5

CS6 110000 6

Cs7 111000 7

The names of the code pointsin Table 2-14 match parameters found on 10S Diff Serv-compliant classification
commands. Because an “all-zeros’ DSCP called “default” was already defined, there was no need to create a CS0O
DSCP name.
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Table 2-32 lists the DiffServ AF DSCPs.
Table 2-32  Assured Forwarding DSCP Values—Names, Binary, and Decimal

Low Drop Probability Medium Drop High Drop Probability

Within Class Probability Within Class | Within Class

Name/Decimal/Binary Name/Decimal/Binary Name/Decimal/Binary
Class 1 | AF11/10/001010 AF12/12 /001100 AF13/14/001110
Class 2 | AF21/18/010010 AF22/20/010100 AF23/22/010110
Class 3 | AF31/26/011010 AF32/28/011100 AF33/30/011110
Class 4 | AF41/ 34 /100010 AF42/ 36/ 100100 AF43/38/100110

Table 2-33 summarizes many of the key points about the various Diff Serv PHBs.
Table 2-33  Comparison of DiffServ PHBs

Names of DSCPs
DSCP BE (default)

PHB Key Components
Best effort (BE) | PHB for getting no specific QoS treatment

Class selector Uses 8 DSCPs, all with binary Os for the last 3 bits. CSl1, CS2,CS3,CH4, CS5,
(o)) Used for backward compatibility with IP precedence. | CS6, CS7

Uses “bigger-is-better” logic—the bigger the DSCP,

the better the QoS treatment.
Assured PHB consists of 2 components: queuing to providea | AF11, AF12, AF13, AF21,

AF22, AF23, AF31, AF32,
AF33, AF41, AF42, AF43

forwarding (AF) | minimum bandwidth to each for 4 different queues,
and 3 drop thresholds inside each queue. DSCPs do
not always follow the “bigger-is-better” logic.

Expedited PHB also has 2 components: queuing to providelow | EF
forwarding (EF) | delayijitter/loss and a guaranteed amount of band-
width, and policing to prevent EF from preventing
other types of traffic from getting enough bandwidth.

The termsrelating to the traffic-conditioning functions of DiffServ should be mostly familiar
by now. Table 2-34 summarizes the terms.

Figure 2-30 does not intend to show a flowchart of what happens to every packet as it passes
through a DS boundary node, but rather to show some of the possible paths a packet can take.
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Table 2-34  Traffic Conditioners

Traffic Conditioner Explanation

Metering The metering function measures the traffic rate to determine whether the
traffic conforms to the stated contract, or exceeds the traffic contract.
Metering typically occurs per class.

Dropping (policing) If the traffic exceeds the contract, one option isto drop some packets, so
that the packets that are allowed through meet the contract. Most
implementations for this feature are called policing.

Shaping If the traffic exceeds the contract, one option is to shape the traffic.
Shaping just means to buffer or queue the traffic, slowing it down, so
that the resulting sending rate is within the contract.

Marking A third option for traffic that exceeds the contract isto re-mark the
DSCP with adifferent value. For instance, Platinum AF41 (low drop
probability) traffic that exceeds the contract might get re-marked to
AF43. In such acase, if congestion were to occur, this packet would
more likely be dropped than if not re-marked.

Do nothing Not actually written down in the RFCs; one option isto allow the traffic
to keep moving right along.

Figure 2-30 RFC 2475—Equivalent Diagram of Classifier and Traffic-Conditioner Functions
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Figure 2-31 shows the general idea behind the IntServ reservation requests.

Figure 2-31 Integrated Services Reservation Requests

Hannah Server 1
D S —— o o ~SALFAO é_ D
= i R1PS0 501 rals sl ral
Request 30 kbps, Request 30 kbps, Request 30 kbps, Request 30 kbps,
Low Delay Low Delay Low Delay Low Delay
Reserve 30 kbps, Reserve 30 kbps, Reserve 30 kbps, Reserve 30 kbps,

Low Delay Low Delay Low Delay Low Delay



Foundation Summary 151

The following list summarizes some of the key points about IntServ that you will want to
remember for the QoS exams:

Integrated services defines the need, and suggests mechanisms, to provide bandwidth and
delay guaranteesto flows that request it. RFC 1633 definesiit.

IntServ contains two components: resource reservation and admission control.

RSVP, as defined in RFCs 2205 through 2215, provides the IntServ resource reservation
function. RFC 2210 specifically discusses RSV P's usage for IntServ.

With end-to-end RSV P, each intermediate router reserves the needed bandwidth when
receiving areservation request and confirms the request with RSV P reserve messages. If
arouter in the path does not speak RSV P, it just transparently passes the flow.

When IntServ has not been implemented end to end, the RSV P messages can be
forwarded in the non-IntServ part of the networks. In that case, the non-IntServ networks
can either provide best-effort (BE) service, or provide IntServ-DSCP mapping if the
intermediate network is a Diff Serv domain.

A router can offload the admission control function to a COPS server.



152 Chapter 2: QoS Tools and Architectures

Q&A

As mentioned in the Introduction, you have two choices for review questions. The questions
that follow next give you amore difficult challenge than the exam itself by using an open-ended
question format. By reviewing now with this more difficult question format, you can exercise
your memory better, and prove your conceptual and factual knowledge of this chapter. You can
find the answers to these questionsin Appendix A.

The second option for practice questionsis to use the CD-ROM included with this book. It
includes a testing engine and more than 200 multiple-choice questions. You should use this
CD-ROM nearer to the end of your preparation, for practice with the actual exam format. You
can even customize the CD-ROM exam to include, or not include, the topics that are only on
the CCIP QoS.

1

2
3
4
5
6
7
8
9

10
11
12

13

List four classification and marking tools, including the full names and popular acronyms.
List four queuing tools, including the full names and popular acronyms.

List four policing and shaping tools, including the full names and popular acronyms.
List three congestion-avoidance tools, including the full names and popular acronyms.
List four link-efficiency tools, including the full nhames and popular acronyms.

List seven Vol P CAC tools, including the full names and popular acronyms.

List four QoS management tools, including the full names and popular acronyms.

List the QoS tools that perform some classification function.

Which of the following tools can be used for classification and marking? CAR, CB
marking, PQ, CB shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVR,
SAA, MLPPPLFI, AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP

Which of the following tools can be used for queuing? CAR, CB marking, PQ, CB
shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVP, SAA, MLPPP LFI,
AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP

Which of the following tools can be used for policing? CAR, CB marking, PQ, CB
shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVP, SAA, MLPPP LFI,
AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP

Which of the following tools can be used for shaping? CAR, CB marking, PQ, CB
shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVP, SAA, MLPPP LFI,
AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP

Which of the following tools can be used for link efficiency? CAR, CB marking, PQ, CB
shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVP, SAA, MLPPP LFI,
AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP
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14

15
16
17
18
19
20

21

22

23

24

25

26
27

28
29

30
31
32

Which of the following tools can be used for network management? CAR, CB marking,
PQ CB shaping, QDM, WFQ, WRED, FRTS, LLQ, GTS, RAI, FRF, RSVP, SAA,
MLPPP LFI, AVBO, CQ, NBAR, QPM, CAR, FRED, QPPB, cRTP

Define the Diff Serv term “behavior aggregate.”

Define the DiffServ term “DSCP” including what the acronym stands for.

Define the DiffServ term “PHB,” including what the acronym stands for.

Define the Diff Serv term “MF classifier,” including what the acronym stands for.
Define the DiffServ term “DS ingress node,” including what the acronym stands for.

Compareand contrast theterms*BA classifier” and“MF classifier,” according to Diff Serv
specifications. Suggest typical pointsin the network where each is used.

Compare and contrast the terms “shaper,” “meter,” and “dropper,” according to DiffServ
specifications. Suggest typical pointsin the network where each is used.

Compare and contrast the contents of the |P ToS byte before and after the advent of
DiffServ.

Describe the QoS behavior at asingle DS node when using the AF PHB. Also explain
what the acronym “AF PHB” represents and identify the RFC that definesiit.

Explain (by comparing and contrasting) whether AF and CS PHB DSCPs conform to the
concept that “bigger DSCP values are better than smaller values”

Describethe QoS behavior at asingle DS node when using the EF PHB. Also explain what
the acronym “EF PHB” represents and identify the RFC that definesit.

Describe the process used by RSV P to reserve bandwidth in a network.

Imagine an enterprise network, connected to an Internet service provider (ISP), that is
connected to a second ISP, which is then connected to another enterprise network. The
second | SP does not support IntServ directly. Discussthe two optionsthat allow the other
three networks to support IntServ for flows that pass through the nonsupporting 1SP.

List and describe the two main features of IntServ.

Compare and contrast DiffServ and IntServ in terms of using classes, flows, and
scalability.

Describe the two options available to a router to perform IntServ admission control.
What is the QoS framework, and what does it define?

Which five categories of QoS tools are shown in the bottom half of the Cisco QoS
framework?



This chapter covers the following exam topics specific to the DQOS and QoS exams:

DQOS Exam Topics

Explain the reason for classification and marking.
® Explain the difference between classification and marking.
® Explain class of service, |P precedence, and Diff Serv code points.
® Configure QoS policy using Modular QoS CLI.
® Explain the role of network-based application recognition (NBAR).

® (Classify and mark traffic.

QoS Exam Objectives

Describe policy-based routing and how it can be used to classify and mark | P packets.
® Configure the policy-based routing mechanism on Cisco routers.

® List other mechanisms that also support classification and marking capabilities
(committed access rate, class-based marking).

® Describe the Modular QoS CLI (MQC) concept and its structure.
® Describe Modular QoS CLI classification options.

® Configure the Modular QoS CLI to perform classification.

® Describe network-based application recognition (NBAR).

® Describe Modular QoS CLI policy options.

® Configure the Modular QoS CL I to perform service policies.



CHAPTER :3

Classification and Marking

QoS classification tool s categori ze packets by examining the contents of theframe, cell, and
packet headers; whereas marking tools allow the QoS tool to change the packet headersfor
easier classification. Many QoStoolsrely on aclassification function to determineto which
traffic the tool applies. To place voice and data traffic in separate queues, for example, you
must use some form of classification to differentiate the two types of traffic and place the
identified traffic in the proper queue. Marking provides away for QoS toolsto change bits
in the packet header to indicate the level of service this packet should receive from other
QoStools. For instance, you can use marking tools to change the marking in voice packets
to ensure that a classification tool can differentiate a voice packet from a data packet.
Without the marking feature, the frame, packet, or cell remains unchanged.

Marking involves placing a value into one of the small number of well-defined frame,
packet, or cell header fields specifically designed for QoS marking. By marking a packet,
other QoS functions can perform classification based on the marked field inside a header.
Marking simplifies the network’s QoS design, it simplifies configuration of other QoS
tools, and it reduces the overhead required by each of the other QoS tools to classify the
packets.

Although classification and marking tools do not directly affect the bandwidth, delay, jitter,
or loss experienced by traffic in the network, classification and marking tools are the build-
ing blocks for al other QoS tools. With these tools, al traffic on the network is identified
for the next QoS tool to act upon.

The concepts that apply to all classification and marking are covered in the first section of
this chapter, including the terminology, fields used, and the meaning behind each of the
available marked fields. Following that, each of the classification and marking toolsis
covered, with example configurations, show, and debug commands.

“Do | Know This Already?” Quiz Questions

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you
really need to read the entire chapter. |f you already intend to read the entire chapter, you do
not necessarily need to answer these questions now.

The 8-question quiz, derived from the major sectionsin “ Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.
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Table 3-1 outlinesthe major topics discussed in thischapter and the“Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 3-1  “Dol Know This Already?” Foundation Topics Section-to-Question Mapping

gﬂ:ﬁlbe;r Foundation Topics Section Covering These Questions | Questions
1 Classification and Marking Concepts 1to4
2 CAR, PBR, and CB Marking 5t08
All questions 1to8

CAUTION  Thegoal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to aquestion or are only partialy sure of the answer, mark this question wrong
for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess
skews your self-assessment results and might provide you with afalse sense of security.

You can find the answers to the “Do | Know ThisAlready?’ quiz in Appendix A, “Answersto
the ‘Do | Know ThisAlready? Quizzes and Q& A Sections.” The suggested choices for your
next step are as follows:

® 6 or lessoverall score—Read the entire chapter. Thisincludes the “Foundation Topics,”
the “Foundation Summary,” and the “Q&A” sections.

® 7 or 8overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “ Q&A™ section. Otherwise, move to the next
chapter.

Classification and Marking Concepts Questions
1 Describe the difference between classification and marking.

2 Describe, in general, how a queuing feature could take advantage of the work performed
by aclassification and marking feature.

3 Which of the following QoS marking fields are carried inside an 802.1Q header: QoS,
CoS, DE, ToS byte, User Priority, ToS bits, CLP, Precedence, QoS Group, DSCP, MPLS
Experimental, or DS?

4 Which of thefollowing QoS marking fieldsare carried inside an | P header: QoS, CoS, DE,
ToS byte, User Priority, ToS bits, CLP, Precedence, QoS Group, DSCP, MPLS
Experimental, or DS?
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CAR, PBR, and CB Marking Questions
5 Define the meaning of MQC, and spell out what the acronym stands for.

6 What configuration command lists the marking details when configuring CB marking?
What configuration mode must you use to configure the command?What commands must
you issue to place the configuration mode user into that mode?

7 What configuration command lists the marking details when configuring CAR? What
configuration mode must you use to configure the command? What commands must you
issue to place the configuration mode user into that mode?

8 What configuration command liststhe classification detailswhen configuring PBR? What
configuration mode must you use to configure the command? What commands must you
issue to place the configuration mode user into that mode?
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Foundation Topics

The contents of the “Foundation Topics” section of this chapter, and most of the rest of the
chaptersin this book, follow the same overall flow. Each chapter describes atype of category
of QoS tool. Each “Foundation Topics” section begins with coverage of the concepts behind
these tools. Then, each tool is examined, with coverage of how each tool works like the other
tools, and how it works differently than the other tools. So, most of the core concepts are
explained in thefirst part of the chapter; some of the concepts may be explained in the section
about a specific tool, however, particularly if the concepts apply only to that tool.

The second part of the chapter covers several classification and marking tools: class-based
marking (CB marking), committed access rate (CAR), policy-based routing (PBR), and dial
peers. For each tool, the pertinent configuration, show, and debug commands are al so covered.

Classification and Marking Concepts

Most QoStools classify traffic, which allowsfor each class of traffic to receive adifferent level
of treatment from other traffic classes. You can use this method to prioritize one type of traffic
over another. Classification and marking tools play alargeroleinthissolution. Instead of giving
queuing preference, or dropping a packet, or shaping, or policing, or fragmenting, and so on,
classification and marking tools change some bits in the packet header. Other QoS tools
throughout the network can examine the marked bits to classify packets.

First, this discussion focuses on classification, and then examines marking more closely.

Classification

Almost every QoS tool uses classification to some degree. To put one packet into a different
gueue than another packet, the |OS must somehow differentiate between the two packets. To
perform header compression on Real Time Protocol (RTP) packets, but not on other packets,
the 10S must determine which packets have RTP headers. To shape datatraffic going into a
Frame Relay network, so that the voice traffic gets enough bandwidth, the |OS must differen-
tiate between Voice over IP (Vol P) and data packets. If an 10S QoS feature needs to treat two
packets differently, you must use classification.

Because most QoS tools need to differentiate between packets, most QoS tools have classifica
tion features. In fact, many of you will aready know something about several of the QoS tools
described in thisbook, and you will realize that you already know how to perform classification
using some of those tools. For instance, many QoS tools enable you to classify using access-

control lists (ACLS). If ACL 101 permits a packet, a queuing tool might put the packet into one
queue; if ACL 102 permits a packet, it is placed in a second queue; and so on. In one way of

thinking, queuing could instead be called classification and queuing, because the queuing fea-
ture must somehow decide which packets end up in each queue. Similarly, traffic shaping could
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NOTE

Table 3-2

be called classification and traffic shaping, policing could be called classification and policing,
and so on. Because most QoStools classify traffic, however, the names of most QoStools never
evolved to mention the classification function of the tool.

Most classification and marking tools, like the other types of QoS tools, generally operate on

packets that are entering or exiting an interface. The logic works something like an ACL, but

the action is marking, as opposed to allowing or denying (dropping) a packet. More generally,
classification and marking logic for ingress packets can be described as follows:;

® For packets entering an interface, if they match criteria 1, mark afield with avalue.

® |f the packet was not matched, compare it to criteria 2, and then mark a potentially
different field with a potentially different value.

® Keeplooking for amatch of the packet, until it ismatched, or until the classification logic
iscomplete.

This book uses the following terms describe the data structures used when sending data:

« Frame—Bitsthat include the data link layer header and trailer (for example, Ethernet
frame and Frame Relay frame)

» Cell—Specifically, an Asynchronous Transfer Mode (ATM) cell

» Packet—Bitsthat include the network layer header, but does not include the data link
header (for instance, an | P packet)

«  Segment—ABits that include the TCP or UDP header, but not the data link or network
layer header

The key to evaluating the classification features of different classification and marking toolsis
to examine what can be matched in packet headers. Because many classification and marking
tools can refer to IP ACLs to classify packets, Table 3-2 shows the list of items that you can
match with an extended IPACL. Table 3-3 lists the fields that classification and marking tools
can match without use of an ACL. Note that some header fields can be matched by an ACL or
directly through some other style of configuration—in those cases, itistypically better to match
the field directly, rather than with an ACL.

IP Extended ACL Matchable Fields—0S12.2

Field Comments

Source | P address A range of source IP addresses can be matched by using awildcard mask.

Destination | P address A range of source IP addresses can be matched by using awildcard mask.

continues
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Table 3-2

IP Extended ACL Matchable Fields— OS 12.2 (Continued)

Field

Comments

IP Precedence

Format of command uses names for precedence. The following table lists
the decimal value for each name.

Name

IP precedence value
routine

0

priority

1

immediate

2

flash

3
flash-override
4

Critic

5

internet

6

networ k

7

IP DSCP

Format of the command allows use of differentiated services code point
(DSCP) names, as well as decimal values.

IPToS

Can check to see whether asingle Type of Service (ToS) field bit is
toggled on; keywords are normal (binary 0000), max-reliability (binary
1000), max-throughput (binary 0100), min-delay (binary 0010), and
min-monetary-cost (binary 0001).

TCP ports

Can check source and destination ports; can also check arange of port
numbers, whether a port number islarger or smaller than asingle value.

TCP Established

Although not typically useful for QoS classification, ACLs can match all
TCP segments after the initial segment used for connection establishment.

UDP

Checks the source and destination ports; can also check arange of port
numbers, whether a port number islarger or smaller than asingle value.
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Table 3-2

Table 3-3

IP Extended ACL Matchable Fields— OS 12.2 (Continued)

Field Comments

ICMP Checks alarger variety of ICMP messages and code types (for example,
echo request and echo reply).

IGMP Checks for Internet Group Management Protocol (IGMP) message types.

Fields Directly Matchable by Classification and Marking Tools

Field Tool Comments

Source MAC address CAR, CB marking | Committed access rate (CAR) uses special
“access-rate” ACLs; class-based (CB) marking
uses the match command.

IP Precedence CAR, CB marking | CAR uses specia “access-rate” ACLs specific to

CAR; CB marking uses the match command;
both can match a subset of values.

MPLS Experimental

CAR, CB marking

CAR uses specia “access-rate” ACLs specific to
CAR; CB marking uses the match command,
both can match a subset of values.

CoS CB marking Checksincoming I SL/802.1P CoS bits. Can match
multiple values.

Destination MAC address | CB marking Checks for destination MAC address. Can match
multiple values.

Input Interface CB marking Checks for input interface. Can match multiple
values.

IPDSCP CB marking Can check for multiple values using multiple
match commands.

RTP's UDP port-number | CB marking RTP uses even-numbered UDP ports from 16,384

range t0 32,767. This option alows matching a subset of
these values, even-numbered ports only, because
RTP only uses even-numbered ports.

QoS Group CB marking The QoS Group field is used to tag packets
internal to a single router.

NBAR protocol types CB marking Refer to the “Network Based Application
Recognition (NBAR)” section in this chapter for
more details.

NBAR Citrix applications | CB marking NBAR can recognize different types of Citrix

applications; CB marking can use NBAR to
classify based on these application types.

continues
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Table 3-3

Marking

Fields Directly Matchable by Classification and Marking Tools (Continued)

routing (PBR)

Field Tool Comments

Host name and URL string | CB marking NBAR can aso match URL strings, including the
host name, using regular expressions. CB marking
can use NBAR to match these strings for
classification.

Outgoing Interface Policy-based Checks the routing table and finds al valid routes

for the packet; matches based on the outgoing
interface.

Next-Hop PBR Similar to the outgoing interface, but it checksthe
next-hop routers’ |P addresses.

Metric PBR Checks the routing table entry for this packet, and
compares the metric value to match the packet.

Route type PBR Checks the routing table, looking at the source of
the routing table entry that matches the packet.

Dial Peer Dial peers Based on the dial peer and used to connect aVol P

call.

These two tables can be alittle intimidating, especially for those of you studying to pass the
QoS exams! Rest assured, however, that thisbook covers approximately 30 QoS tools, and the
exams typically have no more than 60 questions on QoS. So, statistically speaking, the exams
simply do not have enough questions to ask you about every little item that atool could use for
classification. | just included these tables, and others like them, for reference.

Marking involves setting some bitsinside adata link or network layer header, with the goal of
letting other devices' QoStools classify based on the marked values. You can mark awide vari-
ety of fields, and each has a particular purpose. Some fiel dsare more widely used, and some are
lesswidely used. Some marking options make sensefor all devicesonthe LAN, whereas others
only when using specific hardware platforms. Marking at the WAN is possible, too.

The following sections list the header fields that you can use for marking, along with explana
tions of when it is most useful to use that particular field. Recommendations follow these
sections as to when to use classification and marking.
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IP Header QoS Fields: Precedence and DSCP

The two most popular marking fields for QoS are the I P Precedence and |P DSCP fields that
were introduced in Chapter 2, “QoS Tools and Architectures.” QoS tools frequently use these
two fields in part because the | P packet header exists from endpoint to endpoint in a network,
as shown in Figure 3-1.

Figure 3-1 HeadersUsed During Typical Packet Flow
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R2 = to that group is
l out Frame

Relay.

Send directly
R3| to Barney.

l TR |IP packet
168.1.0.0

PC2
168.1.1.1

Asseenin Figure 3-1, the | P packet en route to host PC2 stays intact throughout the network,
whereas the data-link headers only exist while aframeis crossing between a host and arouter,
or between routers.
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Figure 3-2

Table 3-4

Figure 3-2 outlines the two marking fields and their positionsinside an | P header.

IP Precedence and |IP DSCP Fields

8 bits

Prelzcedlence TOS

CuU

IP Header, Byte 1
Before DiffServ

TOS Byte

Bytes 3-20

IP Header,

After DiffServ Byte 1

DS Field*

Bytes 3-20

Cu

You can mark the Precedence and DSCP fields with any valid binary value of either 3 or 6 bits,
respectively. Chapter 2 contains detailed discussion of the recommended values used in these
two fields. Briefly, Precedence field values should grow in importance, and in QoS behavior, as
the number gets higher. DSCP differsin that several per-hop behavior (PHB) RFCs define

suggested DSCP valuesfor which thelarger number does not always get abetter QoS treatment.

Table 3-4 lists the | P precedence and DSCP values, and their names, for review. Note that not
all DSCP values are listed; only the DSCP values suggested by the DiffServ RFCs arelisted in
the table. QoS tools that are capable of setting DSCP can set any of the actual 64 values.

IP Precedence and DSCP—Popular Values and Names

Field and Binary

Value (Decimal) Value Name Defined by This RFC
Precedence O 000 routine 791
Precedence 1 001 priority 791
Precedence 2 010 immediate 791
Precedence 3 011 flash 791
Precedence 4 100 flash override 791
Precedence 5 101 critic 791
Precedence 6 110 internetwork control | 791
Precedence 7 111 network control 791
DSCPO 000000 best effort or default 2475
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Table 3-4

IP Precedence and DSCP—Popular Values and Names (Continued)

Field and Binary

Value (Decimal) Value Name Defined by This RFC
DSCP 8 001000 CS1 2475
DSCP 16 010000 Cs2 2475
DSCP 24 011000 CS3 2475
DSCP 32 100000 C+4 2475
DSCP 40 101000 CS5 2475
DSCP 48 110000 CS6 2475
DSCP 56 111000 CS7 2475
DSCP 10 001010 AF11 2597
DSCP 12 001100 AF12 2597
DSCP 14 001110 AF13 2597
DSCP 18 010010 AF21 2597
DSCP 20 010100 AF22 2597
DSCP 22 010110 AF23 2597
DSCP 26 011010 AF31 2597
DSCP 28 011100 AF32 2597
DSCP 30 011110 AF33 2597
DSCP 34 100010 AF41 2597
DSCP 36 100100 AF42 2597
DSCP 38 100110 AF43 2597
DSCP 46 101110 EF 2598

CS = Class Selector

AF = Assured Forwarding
EF = Expedited Forwarding

Thetwo | P header QoS marking fields do not provide all the QoS marking fiel ds needed today.

One day, all other Layer 3 protocols besides |P may no longer be used. One day, all LAN
switches will be capable of looking at |P headers, including |P DSCP and Precedence, and
perform QoS based on those fields. Likewise, one day, all WAN services, including Frame

Relay and ATM switches, will be able to perform QoS based on these same fields. However,

today’sredlity isthat even as more and more devices become capable of marking and reacting
to P precedenceand DSCP, it will bealong time before all networking devicesare both capable
and configured to use these fields for QoS purposes. So, other QoS marking fields are needed.
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LAN Class of Service (CoS)

Figure 3-3

Many LAN switchestoday can mark and react toaL ayer 2 3-bit field called the Class of Service
(CoS) located inside an Ethernet header. The CoSfield only existsinside Ethernet frameswhen
802.1Q or Inter-Switch Link (1SL) trunking is used. You can use the field to set 8 different
binary values, which can be used by the classification features of other QoS tools, just like IP
precedence and DSCP.

Figure 3-3 shows the general location of the CoSfield inside ISL and 802.1P headers.

LAN CoSFields
ISL User Field (1 byte)
Frame Type CoS
L1 1 |1
ISL Header ISL Header (26 Bytes Original Frame
802.1Q/P Dest. Src Ether Tag
Header ype
User
P[iority VLANID
| NN

802.1Q Tag Field (2 bytes)

Theterm CoSreadlly refersto two different fields—afield inside either the 802.1Q trunking
header, or afield inside the ISL header. The |IEEE 802.1Q standard uses the 3 most-significant
bits of the 2-byte Tag Control field, called the user-priority bits. The Cisco proprietary |SL
specification uses the 3 least-significant bits from the 1-byte User field, which is found inside
the ISL header’s user field byte. In general conversation, and in the QoS courses from Cisco,
the term CoS applies to either of these two fields.

When can CoS be marked, and when can it be useful for classification to a QoS tool? First of
all, trunking with 802.1Q or ISL must be enabled before the CoS field even exists! Second,
as soon as the packet experiences Layer 3 forwarding, either with arouter or some Layer 3
switch, the old LAN header gets discarded—which means you lose the CoS field. After aCoS
field has been created and populated with the desired markings, routers and switches have
several QoS tools that can react to these markings. Consider, for instance, atypical trunking
environment, as shown in Figure 3-4, where all LAN switches are only performing Layer 2
switching.
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Figure 3-4 CoS—Trunking Locationsin a Typical Network, Layer 2 Switches Only
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To mark the CoS hits, trunking must be used—and in Figure 3-4, trunking could be used on
every Ethernet segment. Switches typically use trunking on the Ethernet segments to other
switches, routers, and to | P Phones. Typically, switches do not need to usetrunking on segments
connected to PCs or servers. Because some networking cards have the capability to support
802.1Q or ISL trunking, however, servers and PCs can set the CoS bits.

Trunking requires a Fast Ethernet interface, or Gigabit, or 10 Gigabit—it is not supported over
10-Mbps Ethernet. This book does not distinguish among the different types of Ethernet upon
each mention.

Both routers and switches use QoS tools that can react to the marked CoS bits. Cisco routers
can indeed mark CoS bits for frames exiting an Ethernet interface that supports trunking. For
instance, R3 could mark CoS 5 on aframe it forwards out its FA 0/0 interface. Other Cisco
router QoStools can react to the marked CoS bits on incoming frames aswell. For instance, R3
could mark packets entering its FA0/O interface with a particular DSCP value based on the
incoming CoS value. Later in this chapter, you will see a sample configuration for class-based
marking that performs both of these functions.
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Cisco switches vary widely regarding their capabilities to set CoS hits and react to previously
marked CoS hits. Switches can support marking of CoS, and more often today support marking
of IP precedence and DSCP as well. LAN switches that do support QoS features generally
perform output queuing, and sometimes input queuing, choosing queues based on CoS values.
Congestion avoidance using Weighted Random Early Detection (WRED) is another typical
switch QoS feature. In addition, some switches support policing tools, also based on CoS.
Although campus QoS s not covered in depth on the QoS examstoday, it isan important topic,
particularly with converged voice, video, and data networks. Chapter 10, “LAN QoS,” covers
LAN QoSin additional depth.

Other Marking Fields

You can use single-hit fields in Frame Relay and ATM networks to mark aframe or cell for
Layer 2 QoS. Unlike IP precedence, IP DSCP, and 802.1P/ISL CoS, however, these two fields
are not intended for general, flexible use. Each of these single-bit fields, when set, imply that
the frame or cell is abetter candidate to be dropped, as compared with frames or cells that do
not havethebit set. In other words, you can mark the bit, but the only expected action by another
QoStool isfor the tool to drop the frame or cell.

Frame Relay definesthediscard éligibility (DE) bit, and ATM definesthecell loss priority (CLP)
bit. The general ideaisthat when adevice, typically aWAN switch, experiences congestion, it
needsto discard some framesor cells. If aframe or cell hasthe DE or CLP bit set, respectively,
the switch may choose to discard those frames or cells, and not discard other frames or cells.
If theDE or CLPbit isset, thereisno requirement that the Frame Relay and ATM switchesreact
toit—just like there is no guarantee that an | P packet with DSCP EF will get special treatment
by another router. It's up to the owner of the Frame Relay or ATM switch to decide whether it
will consider the DE and CL P bits, and how to react differently.

You can use two other QoS marking fields in specialized cases. The MPLS Experimental bits
comprise a 3-hit field that you can use to map IP precedence into an MPL S label. This allows
MPLS routers to perform QoS features indirectly based on the original 1P Precedence field
inside the I P packets encapsulated by MPL S, without the need to spend resources to open the
| P packet header and examine the | P Precedence field.

Finally, the QoS Group field, an internal marking that exists only within the router, may be set
as a packet passes through the fabric of a Cisco gigabit switch router (GSR) or edge services
router (ESR). QoS processing can be performed more quickly inside the switching fabric by
using the QoS group. Therefore, you may want to configure GSRs and ESRs to mark the QoS
group on ingress so that QoS processing occurs more rapidly.

Summary of Marking Fields

Not all these marked fields receive the same amount of attention on the QoS exams. Refer to
the Introduction of this book, and the website suggested there, for the latest information about
where to focus your attention. Table 3-5 summarizes the marking fields.
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Table 3-5  Names of Marking Fields

Field Location Length | Comments

IP Precedence IP header 3 bits Contained in the first 3 bits of the ToS
byte.

IPDSCP IP header 6 bits Contained in thefirst 6 bits of the DS
field, which replaces the ToS byte.

DS IP header 1 byte Replaces ToS byte per RFC 2475.

ToS IP header 1 byte Replaced by DSfield per RFC 2475.

ToS IP header 4 hits A field inside the ToS byte; superseded
by RFC 2475.

CoS ISL and 802.1Q/P | 3 bits Cisco convention uses “CoS’ to
describe either trunking headers' QoS
field.

Priority bits 802.1Q/P 3 bits The name used by |EEE 802.1P for the
CoS bits.

Discard Eligible (DE) Frame Relay 1 hit Frame Relay switches may discard DE-

header marked frames, avoiding discarding
frames without DE marked, under
congestion.

Cell Loss Priority (CLP) ATM cell header | 1 bit ATM equivalent of the DE bit

MPLS Experimental MPLS header 3 hits Used to pass QoS marking information

values(s) across an MPLS network.

QoS Group Headersinternal N/A Uses values between 1-99 inclusive.

to10S Used for marking only internal to a

single router, specifically only on the
GSR/ESR product lines.

The names of the various marking fields can be confusing. Quality of service (QoS) does not

refer to any specific marking field, but it is aterm that refers to a broad set of tools that effect

bandwidth, delay, jitter, and loss. In other words, thiswhole book isabout QoS. Class of service
(CoS) refersto both of thetwo 3-bit fieldsin Ethernet trunking headers—onein the |SL header,
and onein the 802.1Q trunking header. However, CoS a so refersto a2-bit field inside Systems
Network Architecture (SNA) Layer 3 headers, which is also used for QoS functions. Type of

service (ToS) is my personal favorite—ToS is the 1-byte field in the | P header, which includes
a 3-bit Precedencefield, and 4 ToS bits. And of course, DiffServ re-defines the ToS Byte asthe
DS-byte, with the DSCP field in thefirst 6 bits. Make sure you remember the true meanings of
QoS, CoS, ToS, Precedence, and DSCP.
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Classification and Marking Design Choices

Classification and marking tools provide many options, but sometimes sorting out the best way
to use the tools can be difficult. Classification and marking tools can classify based on alarge
number of frame and packet header fields. They can also mark a number of fields, the most
notable being the IP Precedence and DSCP fields. You can use the classification and marking
toolson al routersin the network, on many LAN switches, and even on |P Phones and host
computers. This brief section discusses some of the classification and marking design choices.

Thefirst step in making good classification and marking design choices is to choose where to
mark. The general rule for choosing where to mark is as follows:

Mark as close to the ingress edge of the network asis possible.

Figure 3-5 diagrams atypical enterprise IP network, which will be used to look more closely at
the options for where to mark packets.

Figure 3-5 Typical Enterprise Network
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Consider packets that flow left to right in Figure 3-5. Hannah and Jessie, both client PCs, can
mark |P precedence, IP DSCP, and CoSif their Ethernet card supports ISL or 802.1Q. The IP
Phone internally marks its own voice bearer traffic precedence 5, DSCP EF, and CoS 5 by
default, its own voice signaling traffic precedence 3, DSCP 31, and CoS 3. The phone can
also re-mark the CoS, precedence, and DSCP sent by Hannah's PC. (The phone default action
istore-mark O for al three values.) SW1, depending on the type of switch, might be ableto re-
mark CoS, re-mark precedence or DSCP, or make general (multifield) classification and
marking decisions—in other words, it might be able to look at some of the fields listed earlier
in Tables 3-2 and 3-3. Finally, R1 can use general multifield classification and marking before
sending the packet over the WAN—Dbut over the next link to R2, because thelink isa PPP link,
the only marking options would be in the I P header.
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So marking can be done in many places near the ingress edge of the network—but whom do
you trust? Classification and marking should not be performed before the frame/packet reaches
atrusted device. Thislocation in the network is called the trust boundary. For instance, Jessie
formerly marked her packetswith DSCP default, but because the user of the PC can change that
value, Jessie changed to use DSCP EF to get better service. In most cases, the end-user PCsare
beyond the trust boundary. | P Phones can reset CoS, precedence, and DSCP to 0 for Hannah's
traffic, and mark the Vol Pwith CoS 5, precedence 5, and DSCP EF—with the added benefit that
the phone user cannot reset those values. The | P Phone trust settings are controlled by the con-
nected Cisco Catalyst switch, enabling the system administrator to trust markingsreceived from
the IP Phone while rewriting the values received from the attached PC.

Thefinal consideration when deciding where to mark involves the function of the various
devices, and personal preferences. For instance, | P Phones provide three classes—onefor voice
bearer traffic, one for voice signaling traffic, and one for al packets from the PC. However, a
network may need multiple classes for datatraffic, so further classification may be required by
aswitch or router. Some switches provide robust Layer 3 QoS classification and marking func-
tions—in these cases, classification and marking may be performed on the switch; otherwise
classification and marking must be performed on the router. Figure 3-6 outlines some of the
strategies for classification and marking for three different LAN topologies.

Figure 3-6 showsthreetypical pathsfor frames between the end-user device and thefirst router.
Thefirst instance shows atypical installation near the end users—a switch that performs only
Layer 2 QoS, and PCs connected to it. Only Layer 2 QoSjust means that the switch can react
to, or possibly set, CoS, but it cannot react to or mark | P precedence or DSCP. In this case,
classification and marking is typically performed as packets enter R1's Ethernet interface. In
addition, because SW1 can support CoS, but not precedence or DSCP, R1 may want to map
incoming CoS values to the Precedence or DSCP fields.

The second part of Figure 3-6 shows anetwork with aLayer 3 QoS-capable switch. Depending
on thetype of switch, thisswitch may not be ableto perform Layer 3 switching, but it doeshave
the capability to react to or mark P precedence or DSCP. In this case, you should classify and
mark on the switch. Classification and marking on the Layer 3 switch allows classification and
marking closer to the trust boundary of the network, and offers the added benefits of queuing,
congestion avoidance, and policing based on the marked values. If only afew sitesin the
network have Layer 3 QoS-capable switches, you may prefer to perform classification and
marking ontherouter, so al sites' configurationsare similar. However, classifying and marking
in the router places additional overhead on the router’'s CPU.

Finally, the third example shows a PC cabled through an IP Phone to a Layer 3 QoS-capable
switch. The IP Phone can easily take care of classification and marking into two categories—
voice and nonvoice. The switch and router can take advantage of those marked values. If more
classes are needed for this network’s QoS policy, SW3, or R3, can perform classification and
marking. Of course, if the QoS policy for this network only requires the three classes—one for
voice bearer traffic, onefor voice signaling traffic, onefor nonvoice—and all PCsare connected
through the switch in the 1P Phone, no classification and marking is needed on SW3 or R3!
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Figure 3-6  Three Classification and Marking Placement Strategies
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Figure 3-7 summarizes some of the design optionsfor whereto classify and mark, showing the
remote site from Figure 3-5.
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Figure 3-7 Classification and Marking Options Applied to a Typical Enterprise Network
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The choices of where to perform classification and marking can be summarized as follows:
® Classify and mark as close to the ingress edge as possible.

® Consider the trust boundary in the network, making sure to mark or re-mark traffic after
it reaches atrusted device in the network

® Becausethetwo IP QoS marking fields—Precedence and DSCP—are carried end to end,
mark one of these fields to maximize the benefits of reducing classification overhead by
the other QoS tools enabled in the network.
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Typically, when the packet makes it to the first WAN router, the initial marking has occurred.
However, there may be other instances where marking should take place. Consider Figure 3-8,
which shows several additional options for where marking can occur.

Figure 3-8 Classification and Marking Options—Typical Enterprise WAN
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or IP DSCP

- Rely on Previously-Marked Values
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Precedence or IP DSCP Values
- Mark LAN CoS

Most QoS tools can classify based on I P precedence and DSCP. However, the Frame Relay or
ATM switches can also react to the DE and CLP bits, respectively. Therefore, you might want
to set DE or CLP for the least-important traffic. If the LAN switches connected to R3 react to
CoS settings, but not precedence or DSCP, whichistypical of switchesthat only support Layer 2
QoS, you might want to mark the CoS bits on R3 before sending frames onto the Ethernet.

Finally, when you do mark CoS, IP precedence, and IP DSCP, what values should you use?
Well, the“bigger is better” attitude is suggested for CoS and precedence, whereas the Diff Serv
PHB RFCs should be followed for DSCP settings. Cisco a so suggests some specific valuesin
cases where your policies alow for voice payload, video payload, voice/video signaling, and
two classes of data. Table 3-6 lists these recommended values.
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Table 3-6

Cisco’'s Recommended Values for Marking

Type of Traffic CoS Precedence | DSCP
Voice payload 5 5 EF
Video payload 4 4 AF41
Voice/Video signaling 3 3 AF31
High-priority or gold data | 2 2 AF21
classes* AF22
AF23
Medium-priority or silver | 1 1 AF11
datar AF12
AF13
All else 0 0 Default

* Note: Thetable lists the current recommendations as of early 2003. The DQOS course, and presumably the exam,
was created much earlier, when the recommendation for high-priority data was to mark with AF21, with no
recommendation for medium-priority data. Keep that in mind when answering exam questions. Also check
www.cisco.com and www.ciscopress.com/1587200589 for more information when the exams do change!

In summary, classification and marking tools classify packets based on alarge number of
different fieldsinside datalink and network layer headers. Based on the classification, the tools
then mark afield in aframe or packet header, with the goal that other QoS tools can more easily
classify and perform specific QoS actions based on these marked fields. Among all the fields
that can be marked, | P Precedence and DSCP, because they are part of the IP header, are the
only fields that can be marked and carried from end to end in the network.

Classification and Marking Tools

Three classification and marking tools provide the multifield classifier function of Diff Serv—
namely, class-Based marking (CB marking), committed access rate (CAR), and policy-based

routing (PBR). All three tools enable you to configure matching parameters for awide variety
of fieldsin a packet header.

Class-Based Marking (CB Marking)

Cisco added CB marking to | OS after all the other classification and marking toolsdiscussed in
thisbook. Asof [0S 12.1(5)T and 12.2 mainline, CB marking representsthe only classification
and marking tool specifically intended for the classification and marking function. NBAR,
CAR, PBR, and dial peers have other purposes, whereas CB marking focuses entirely on
classification and marking.
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Figure 3-9

You must use anew |OS syntax called the Modular QoScommand-lineinterface (MQC) to con-
figure CB marking. After hearing of the term MQC for the first time, many people think that
Cisco has created atotally new CLI, different from |OS configuration mode, to configure CB
marking. In reality, MQC defines a new set of configuration commands—commands that are
typed in using the same |OS CL 1, in configuration mode. So, why bother to name these new
commandswith theterm “MQC?’" Well, newer |0S QoStools, aswell asfuture |OS QoStools,
and to some degree older QoS toals, will all use the same MQC commands for QoS configura-
tion in the future. Instead of more than 30 10S QoS tooals, each with different configuration
commands, the commands will slowly converge to use the MQC commands. Therefore, MQC
isreally more of astandard for new and revised configuration commands for QoS features.

All 10S QoS toolsthat begin with the phrase “class based” use the MQC commands as of 10S
12.2 mainline. These tools include CB marking, CB Weighted Fair Queuing (CBWFQ), CB
policing, and CB shaping. Most QoS tools need to perform classification functions; all MQC
supporting tools use the same commands for classification. The person configuring the router
only needsto learn one set of commands for classification for all four of these tools, which
reduces effort and reduces mistakes.

MQC separates the classification, per-hop behavior (PHB), and enabling functionsinto three
separate commands. The class-map command defines the matching parametersfor classifying
packets. Because different tools create different PHBs, the PHB actions (marking, queuing, and
so on) are configured under a policy-map command. Finally, because these tools operate on
packets that either enter or exit an interface, the policy is then enabled on an interface using a
service-policy command. Figure 3-9 shows the general flow of commands.

MQC Commands and Their Correlation

Class-map myclass] <€—————————

Classification (matching parameters follow ...)
Configuration Class-map myclass2

(matching parameters follow ...)

Policy-map mypolicy <€
. class myclassl <€
Action/PHB (Actions/PHB's FOR THIS CLASS follow: marking, queuing, etc.)
Configuration class myclass2
(Actions/PHB’s FOR THIS CLASS follow: marking, queuing, etc.)

Enable on { Interface S 0/0

Interface service-policy output mypolicy <€

In this example, the network’s QoS policy callsfor two classes of packets. (The actual types of
packets that are placed into each class are not shown, just to keep the focus on the general flow
of how the main commandswork together.) To classify packetsinto two classes, two class-map
commands are used. Each class-map would be followed by amatch subcommand, which
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Table 3-7

defines the actual parameters compared to packet header contents to match packets for classifi-
cation. For each class, some QoS action needsto be applied—but configuration for these actions
is made under the policy-map command. Under asingle policy map, multiple classes will be
referenced—two classes in this example, myclassl and myclass2. Inside the single policy
called mypolicy, under each of the two classes myclassl and myclass2, you can configure sep-
arate QoS actions. For instance, you could apply different marking to packetsin class myclassl
and myclass2 at thispoint. Finally, when the ser vice-policy commandisappliedto an interface,
the QoS features are enabled.

MQC provides some good advantages when compared to building each QoStool with different
sets of configuration commands. In many cases, you will use multiple policiesin onerouter, but
you need the same classifications. For instance, you might apply slightly different queuing
parametersto five different seria links, but because packets have already been marked near the
ingress edge of the network, all the classification logic is the same in each case. Therefore, all
five policy maps could refer to the same class maps for classification purposes. With multiple
tool s sharing the same commands, QoS configuration becomes|ess confusing. Learning how to
configure anew MQC QoS tool will be easy as well—for instance, when you know how to
configure CB marking, you only need to learn one more command to learn how to configure
CBWFQ!

Several specific examples appear over the next several pages. First, Table 3-7 liststhe MQC
commands used for CB marking. The table shows all the classification options available using
the match command, and all the marking options available using the set command. Table 3-8
lists the show commands related to CB marking.

Command Reference for CB Marking

Command Mode and Function

class-map class-map-name Global config; names a class map, where
classification options are configured

Match ... Class-map subcommand; defines specific
classification parameters

match access-group { access-group | name access- Class-map subcommand; matches an ACL
group-name}

match source-address mac address-destination Class-map subcommand; matches a source
MAC address

match ip precedence ip-precedence-value [ip- Class-map subcommand; Matches an IP

precedence-val ue i p-precedence-value ip-precedence- | precedence value

value]

continues
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Command Reference for CB Marking (Continued)

Command

Mode and Function

match mpls experimental number

Class-map subcommand; matches an MPLS
Experimental value

match cos cos-value [cos-val ue cos-value cos-value]

Class-map subcommand; matches a CoS
value

match destination-address mac address

Class-map subcommand; matches a
destination MAC address

match input-inter face interface-name

Class-map subcommand; matches an input
interface

match ip dscp ip-dscp-value [ip-dscp-value ip-dscp-
value ip-dscp-val ue ip-dscp-val ue ip-dscp-value ip-
dscp-value ip-dscp-value]

Class-map subcommand; matches an |P
DSCP value

match ip rtp starting-port-number port-range

Class-map subcommand; matches the RTP's
UDP port-number range

match qos-group gos-group-value

Class-map subcommand; matches a QoS
group

match protocol protocol-name

Class-map subcommand; matches NBAR
protocol types

match protocol citrix app application-name-string

Class-map subcommand; matches NBAR
Citrix applications

match protocol http [url url-string | host hostname-
string | mime MIME-type]

Class-map subcommand; matches a host
name and URL string

match any

Class-map subcommand; matches all packets

policy-map policy-map-name

Global config; names a policy, which isaset
of actionsto perform

class class-name

Policy-map subcommand; identifies which
packets on which to perform some action by
referring to the classification logic in aclass

map

set

Class subcommand; for the class, marks
(sets) particular QoS fields

set ip precedence ip-precedence-value

Class subcommand; set the value for IP
precedence

set ip dscp ip-dscp-value

Class subcommand; set the value for IP
DSCP
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Table 3-7

Table 3-8

Command Reference for CB Marking (Continued)

Command Mode and Function

set cos cos-value Class subcommand; set the value for CoS

set ip qos-group group-id Class subcommand; set the value for the QoS
group

set atm-clp Class subcommand; set the value for the
ATM CLP bit

set fr-de Class subcommand; set the value for the
Frame Relay DE bit

Exec Command Reference for CB Marking

Command Function

show policy-map policy-map-name Lists configuration information about all
MQC-based QoS tools

show policy-map interface-spec [input | output] Lists statistical information about the

[class class-name] behavior of all MQC-based QoS tools

QoS configuration should follow the process of planning the QoS policiesfor the network. After
those policies have been defined, and the location of where to perform the marking functions
has been determined, however, the CB marking configuration that follows becomes an exercise
in deciding how to match or classify the packets, and how to configure the commands correctly.
In the first MQC configuration example, for example, the policy has been defined as follows:

® All VolP traffic should be marked with DSCP EF.
® All other traffic should be marked with DSCP Default.

Figure 3-10 isused for many exampl e configurationsin thisbook. Inthefirst example, marking
is performed for packets entering R3's FAO/O interface. In reality, it also makes sense to mark
packets near R1 for packet flowsfrom left to right in the figure. To keep the configurations less
cluttered, however, only one direction, right to left, is shown. Example 3-1 lists the
configuration for thisfirst example.
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Figure 3-10 CB Marking Sample Configuration 1

Mark VoIP with IP DSCP EF
All Else with IP DSCP Default

Note: All IP Addresses Begin 192.168.

Packet Direction

Client1 - Serverl

D e 1.252 ~<SZ, 2.252 2.253 (0 3053 = D
5—_’ { R1Wso0 R3JFA0/0 —

11

L)L) ST

1001 1002

Example 3-1 CB Marking: Sample 1 Configuration

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip cef

R3(config)#!

R3(config)#class-map voip-rtp
R3(config-cmap)#match ip rtp 16384 16383
R3(config-cmap)#policy-map voip-and-be
R3(config-pmap)# class voip-rtp
R3(config-pmap-c)# set ip DSCP EF
R3(config-pmap-c)# class class-default
R3(config-pmap-c)# set ip dscp default
R3(config-pmap-c)#interface e 0/0
R3(config-if)# service-policy input voip-and-be
R3(config-if)#end

R3#

R3#show running-config
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Example 3-1 CB Marking: Sample 1 Configuration (Continued)

NOTE

Building configuration...
!Portions removed to save space..
ip cef
|
class-map match-all voip-rtp
match ip rtp 16384 16383
|
!
policy-map voip-and-be
class voip-rtp
set ip dscp 46
class class-default
set ip dscp 0
|
interface Fastethernet0/0
description connected to SW2, where Serveri is connected
ip address 192.168.3.253 255.255.255.0
service-policy input voip-and-be

First, focus on the command promptsin Example 3-1. Note that the class-map command
moves the CLI into class-map configuration mode, with the prompt R3(config-cmap). The
policy-map command moves the CLI into policy-map configuration mode, and the class
command that follows (not class-map, but just class) moves the CLI into an additional
subconfiguration mode that has no specific name.

| tend to call configuration mode you are in after using the policy-map command, and then the
class command, the policy-map class mode when teaching QoS classes.

Next, examine the match commands. The solution could have referred to IPACL 101 with the
match ip access-group 101 command, with ACL 101 matching UDP ports between 16,384 and
32,767, inclusive, to match all Vol P traffic. However, the match ip rtp command matches only
the even-numbered portsin this same UDP port range. (Vol P payload only uses the even port

numbers.) Therefore, the match ip rtp command is more efficient for matching Vol P, easier to
configure, and only matches the Vol P payload. The other match command, match any, does

exactly that: It matches anything.

Class maps allow multiple match commands in asingle classs-map command. You may have
noticed the match-all parameter on the class-map output from show run; 10S added the
match-all parameter, even though it was not typed in. If a class-map command has multiple
match commands, with the default setting of match-all, all the match commands must match
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a packet before the packet is considered to be part of the class. The other aternative isto con-
figure the keyword match-any, which meansthat if one or more of the match commandsin a
single class map matches a packet, the packet is part of that class.

Continuing down the configuration, examinethe policy-map set commands. Thefirst command
sets a DSCP of EF for all traffic that matches class-map voip-rtp. The other set command,
which follows the class class-default command, sets DSCP of Default for traffic that matches
the class-default class-map. In other words, the policy map sets DSCP EF for packets that
match one class, and DSCP Default, using the keyword default, for the other class. |0S
includes a class that matches all remaining traffic, called class-default, in every policy-map.
Although the command class class-default was not specified in the configuration, note that the
class class-default command is automatically added to the end of a policy map to match all
unspecified traffic. class-default was used in the policy-map to match all remaining traffic and
then mark that traffic as BE.

Finally, the service-policy command enables CB marking for ingress packets with the service-
policy input voip-and-be interface subcommand. When enabled, |0S applies the policy map
classesin the order they appear in the policy-map command. In this example, for instance, the
Vol P-RTP classisused to examine the packet first; if amatch appears, the packet ismarked with
DSCP EF. After the packet has been matched and marked, it exits the policy map. If no match
occurs, only then is the next class, class-default, used to examine the packet.

Consider two caveats before moving on to more examples. First, examine the output of the
show run command in Example 3-1, and look for the set commands. The MQC enablesyou to
type in the text names of the DSCP values, but 10S records the configuration using the decimal
version of the DSCP value! Therefore, you may need a handy reference for the actual DSCP
values, asisshown in Table 3-4.

The other caveat only occursif you aready know how to configure Frame Relay traffic shaping
(FRTS). FRTS uses acommand called map-class. Many people who know how to configure
map-classfirst look at any MQC-based tool, see the classs-map command, and don’t realize
that the commands are indeed two totally different commands. So, ignore all you have learned
about FRTS until you learn about MQC configurations using the class-map command.

The next example is a CB marking configuration that uses the same network asthe one used in
Example 3-1. R3 is performing the CB marking function again, but this time R3 expects that
SW2 has already set CoS hits to either 0 or 5. The engineers in the meeting to discuss QoS
policies for this network decided that SW2 would mark CoS with either 0 or 5, and then R3
would map CoS 0 to DSCP Default, and CoS 5 to DSCP EF. For packets moving left to right,
R3 should map DSCP Default back to CoS 0, and DSCP EF back to CoS 5. Figure 3-11 depicts
the network and QoS palicies, and Example 3-2 lists the configuration.
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Figure 3-11 CB Marking Sample Configuration 2
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Example 3-2 CB Marking: Sample 2 Configuration

class-map cos0

match cos 0

|
class-map cos5

match cos 5

!

class-map BE

match ip dscp default
|

class-map EF

match ip dscp EF

!

policy-map map-cos-to-dscp
class cos0

set ip DSCP default

continues
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Example 3-2 CB Marking: Sample 2 Configuration (Continued)

class cos5

set ip DSCP EF
class class-default

set ip dscp default
|
policy-map map-dscp-to-cos
class BE

set cos 0
class EF

set cos 5
class class-default

set cos 0
|
interface FastEthernet0/0
|
interface FastEthernet0/0.1
encapsulation dot1Q 102
service-policy input map-cos-to-dscp
service-policy output map-dscp-to-cos
|
interface FastEthernet0/0.2
encapsulation dot1Q 2 native

Asyou learned earlier in this chapter, to mark and classify CoSvalues, aVLAN trunking header
must exist on the packet. On R3 in this example, subinterface Fast Ethernet 0/0.1 and subinter-
face Fast Ethernet 0/0.2 have been created and assigned to the voice VLAN 102 and the data
VLAN 2, respectively, using 802.1Q trunking. This configuration creates an 802.1Q header for
traffic in the voice VLAN 102, without creating aVLAN header for the dataVLAN 2 traffic.

The QoS policy required two policy mapsin thisexample. Policy map map-cos-to-dscp matched
CoSvauesfor frames entering R3's FA 0/0.1 interface, and marked DSCP values, for packets
flowing right to left in the figure. Therefore, the policy map was enabled on input of R3's FA
0/0.1 interface. Policy map map-dscp-to-cos matched DSCP values on packets exiting R3's
FA 0/0.1 interface, and marked CoS, for packets flowing left to right in the figure. Therefore,
the policy map was enabled on output of R3's FA 0/0.1 interface. Neither policy map could be
applied on the WAN interface, because only interfaces configured for 802.1Q accept service-
policy commands that reference policy maps that either classify or mark based on CoS.

Note that you cannot enable a policy-map that refersto CoS on interface FA0/0.2 in this exam-
ple. That subinterfaceisin the native VLAN, meaning that no 802.1Q header isused. In ared

network, you would probably want to enable apolicy-map on the subinterfacein order to mark
traffic, but it must classify based on something beside CoS.
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Network-Based Application Recognition (NBAR)

Table 3-9

NOTE

CB marking, and other MQC-based tools, can use NBAR to help classify traffic. By using the
match protocol class-map subcommand, MQC can match protocols recognized by NBAR.
This section describes NBAR, and includes examples of CB marking with NBAR.

NBAR classifies packets that are normally difficult to classify. For instance, some applications
use dynamic port numbers, so astatically configured match command, looking for aparticular
UDP or TCP port number, just could not classify the traffic. NBAR can look past the UDP and
TCP header, looking at the host name, URL, or MIME typein HTTP requests. NBAR can also
look past the TCP and UDP headersto recognize appli cation-specific information. For instance,
NBAR allow recognition of different Citrix application types, and allows for searching for a
portion of a URL string.

NBAR uses the classification information for two purposes. NBAR, without the help of other
|OS features, can classify these difficult-to-classify protocols for the purpose of gathering
statistics about the protocols. In fact, NBAR by itself provides classification and statistics, but
no marking. NBAR also provides classification help for other QoStools. Specificaly, al MQC
tools can refer to NBAR classifications for matching traffic.

The connection between NBAR and CB marking, or any other MQC tool, isthrough the match
protocol class-map subcommand. An MQC tool can include the match protocol command
under aclass-map command. To do so, NBAR must be enabled on the same interface on which
the class map is indirectly enabled through the service-policy interface subcommand.

A sample configuration and statistical display may help you make sense of NBAR. Tables 3-9
and 3-10 list the NBAR configuration and exec commands, respectively. Following the tables,
Figure 3-12 diagrams the familiar network, where R3 performs CB marking based on NBAR
classification of the URL string. Finally, Example 3-3 lists a sample NBAR and CB marking
configuration, where CB marking matches a portion of an HTTP URL. The example includes
alisting of NBAR statistics gathered on the interface.

Configuration Command Reference for NBAR

Command Mode and Function
ip nbar protocol-discovery Interface mode; enables NBAR for traffic entering the
interface.

ip nbar port-map protocol-name [tcp |udp] | Global; tells NBAR to search for a protocol using a
port-number different port number than the well-known port. Also
defines ports to be used by custom packet description
language modules (PDLMs).

ip nbar pdim pdim-name Global; extends the list of protocols recognized by
NBAR by adding additional PDLMs.

You can download additional PDLMs from Cisco.com:
WwWW.cisco.com/cgi-bin/tablebuild.pl/pdim
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Table 3-10 Exec Command Reference for NBAR

Command Function

show ip nbar protocol-discovery [interface | Listsinformation about statistics for the discovered
interface-spec] [stats{byte-count | bit-rate | | protocols. Statistics can be listed by interface, by

packet-count}][{ protocol protocol-name | protocol, or for just the top n protocols by volume.
top-n number}]

show ip nbar port-map [protocol-name] Lists the current portsin use by the discovered
protocols.

Figure 3-12 CB Marking Sample Configuration 3
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Example 3-3 uses the following criteria for marking packets:

® Any HTTP traffic whose URL contains the string “important” anywhere in the URL is
marked with AF21.

® Any HTTP traffic whose URL contains the string “not-so” anywherein the URL is
marked with DSCP defaullt.

® All other traffic is marked with AF11.
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Example 3-3 shows the configuration.
Example 3-3 Sample 3: CB Marking Based on URLs, Using NBAR for Classification

ip cef
!
class-map http-impo
match protocol http url "*important*"
|
class-map http-not
match protocol http url "*not-so*"
!
class-map all-else
match any
i
policy-map http
class http-impo
set ip dscp AF21
|
class http-not
set ip dscp default
!
class class-default
set ip DSCP AF11
|
interface fastethernet 0/0
ip nbar protocol-discovery
service-policy input http
|
!

R3# show ip nbar protocol-discovery top-n 5

FastEthernet0/0
Input Output
Protocol Packet Count Packet Count
Byte Count Byte Count
5 minute bit rate (bps) 5 minute bit rate (bps)
eigrp 76 0
5624 0
0 0
bgp 0 0
0 0
0 0
citrix (1] 0
0 0
0 0
cuseeme 0 0
0 0
0 0

continues



188 Chapter 3: Classification and Marking

Example 3-3 Sample 3: CB Marking Based on URLs, Using NBAR for Classification (Continued)

custom-01 0
0
0
unknown 5610
5665471
135000
Total 5851
5845277
135000

[SARSIRSICSI SIS ISR S IS

R3#show ip nbar protocol-discovery interface fastethernet 0/0 stats packet-count top-n 5

FastEthernet0/0
Input Output

Protocol Packet Count Packet Count
http 721 428

eigrp 635 0

netbios 199 0

icmp 1 1

bgp 0 0

unknown 46058 63

Total 47614 492

Notice that the class map configuration does not specifically use theterm NBAR. Two class
maps, http-impo and http-not, use the match command, with the protocol keyword, which
impliesthat the actual classification uses NBAR. NBAR has been enabled on FA0/0 with the
ip nbar protocol discovery command—had NBAR not been enabled, the service-policy
command would have been rejected. Also note that CEF forwarding must be enabled, using the
ip cef global command, before NBAR will work.

NBAR can match URL s exactly, or with some wildcards. You can use the asterisk (*) to match
any characters of any length. In this case, aslong as the phrases“important” or “not-so” appear
in the URL, the packets are matched by one of the two class maps, respectively. Interestingly,

when downloading an object with HTTP, the URL does not flow in every packet. When classi-
fying based on URL, NBAR matchesall packets beginning with the matched URL, and then until

another HTTP request for another URL flows inside the same TCP connection.

The show ip nbar protocol-discovery command lists statistics for NBAR-classified packets.
However, just using that command in live networks does not help much, because it lists three
lines of output per type of protocol that can be discovered by NBAR—not just the protocols
NBAR actually discovered. Therefore, the optional parameters on the command are more
useful. For instance, both commands shown in the preceding exampl e use the top-n parameter
to limit the output based on the highest-volume protocols. The show command can also limit
the statisticsfor asingleinterface, or it can limit the statisticsto just packet count, or byte count,
or bit rate.
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Unlike most other 10S features, you can upgrade NBAR without changing to alater |OS ver-
sion. Cisco uses afeature called packet descriptor language modules (PDLMS) to define new
protocols that NBAR should match. When Cisco decides to add one or more new protocols to
thelist of protocolsthat NBAR should recognize, it createsand compilesaPDLM. You can then
download the PDLM from Cisco, copy it into Flash memory, and add the ip nbar pdim pdim-
name command to the configuration, where pdlm-name is the name of the PDLM filein Flash
memory. NBAR can then classify based on the protocol information from the new PDLM.

CB Marking show Commands
CB marking provides only one show command that provides statistical information: show
policy-map interface. The statistics do provide some good insight to the packet volumes being
marked by CB marking. The next sample configuration includes a new configuration and
several variations of the show policy-map command.

The same network is used for the next example aswas used in the other CB marking examples,
but with different marking criteria. In this case, traffic is generated so that the show command
output is more meaningful. The following traffic is generated:

® Two G.711 VolP calls between R4 and R1 using Foreign Exchange Station (FXS) cards
on these two routers. Voice Activation Detection (VAD) is disabled.

® One FTP connection from the client PC to the server, with an FTP get of a40-MB file
called big.zip.

® One Microsoft NetMeeting video/audio conference between the client and server.

®  One web page download from the server to the client. The web page has afew small
objects. The web page includes two panes, each with a different JPG file: one called
important.jpg; the other called not-so.jpg. The JPGs are exact copies of each other, and
each JPG is687 KB. Inlater examples, the differing performance of the download of these
examplesis used to demonstrate the behavior of other QoS tools.

Figure 3-13 depicts the same familiar network, and lists the criteriain with the figure for easy
reference.

The new criteriafor Example 3-4 is asfollows:
®  VolP payload is marked with DSCP EF.
® NetMeeting voice and video from Server 1 to Client 1 is marked with DSCP AF41.

® Any HTTP traffic whose URL contains the string “important” anywhere in the URL is
marked with AF21.

® Any HTTP traffic whose URL contains the string “not-so” anywherein the URL is
marked with AF23.

® All other traffic is marked with DSCP Default.
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Figure 3-13 Three Classification and Marking Placement Strategies
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Example 3-4 shows the configuration, including the appropriate show commands.

Example 3-4 CB Marking Sample 4, with show Command output

Serverl

=

ip cef
!
interface fastethernet 0/0

ip nbar protocol-discovery
|

!

class-map voip-rtp

match ip rtp 16384 16383

!

class-map http-impo

match protocol http url "*important*"
!

class-map http-not

match protocol http url "*not-so*"
!

access-list 101 permit udp host 192.168.3.101 gt 16383 192.168.1.0 0.0.0.255 gt 16383
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Example 3-4 CB Marking Sample 4, with show Command output (Continued)

class-map NetMeet
match access-group 101
!
policy-map laundry-list
!
class voip-rtp
set ip dscp EF
!
class NetMeet
set ip dscp AF41
!
class http-impo
set ip dscp AF21
!
class http-not
set ip dscp AF23
!
class class-default
set ip DSCP default
!
interface Fastethernet 0/0
service-policy input laundry-list
end

R3#show policy-map
Policy Map laundry-list

Class voip-rtp

set ip dscp 46
Class NetMeet

set ip dscp 34
Class http-impo

set ip dscp 18
Class http-not

set ip dscp 22
Class class-default

set ip dscp 0

R3#show policy-map laundry-list
Policy Map laundry-list
Class voip-rtp
set ip dscp 46
Class NetMeet
set ip dscp 34
Class http-impo
set ip dscp 18
Class http-not
set ip dscp 22

continues
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Example 3-4 CB Marking Sample 4, with show Command output (Continued)

Class class-default
set ip dscp 0
R3#show policy-map interface fastethernet 0/0 input
Fastethernet@/0

Service-policy input: laundry-list

Class-map: voip-rtp (match-all)
35268 packets, 2609832 bytes
5 minute offered rate 59000 bps, drop rate @ bps
Match: ip rtp 16384 16383
QoS Set
ip dscp 46
Packets marked 35268

Class-map: NetMeet (match-all)
817 packets, 328768 bytes
5 minute offered rate 19000 bps, drop rate 0 bps
Match: access-group 101
QoS Set
ip dscp 34
Packets marked 817

Class-map: http-impo (match-all)
2843 packets, 3462611 bytes
5 minute offered rate 56000 bps, drop rate 0 bps
Match: protocol http url "*important*"
QoS Set
ip dscp 18
Packets marked 2855

Class-map: http-not (match-all)
2828 packets, 3445409 bytes
5 minute offered rate 56000 bps, drop rate 0 bps
Match: protocol http url "*not-so*"
QoS Set
ip dscp 22
Packets marked 2842

Class-map: class-default (match-all)
33216 packets, 43649458 bytes
5 minute offered rate 747000 bps, drop rate 0 bps
Match: any
QoS Set
ip dscp 0
Packets marked 33301

Review the configuration before taking a closer look at the show commands. The only part of
the configuration that was not covered in thefirst three exampleson CB marking isthe matching
of the Microsoft NetMeeting traffic. NetM eeting uses RTP for the audio and video flows. ACL
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101 matches all UDP port numbers over 16,384, for traffic from Server 1 going to the client.
This may catch other traffic besides NetMeeting, but it definitely catches all the NetMeeting
traffic. Also note that the NetMeet class map uses acombination of capital lettersand lowercase
letters, as does the class command that refers to it. Class map names are case sensitive—you
may want to choose to use only uppercase letters for names to avoid confusion.

The show policy-map laundry-list command just lists a summary of the configuration. You
can gather the same information with a show running-config command, but it is summarized
nicely with show policy-map. The show policy-map command lists the same configuration
information, but it lists the information for all the configured policy mapsin this router.

The show policy-map command using the inter face option provides statistical information
about the number of packets and bytes that have matched each class inside the policy maps.
Because CB marking is configured, it also notes the number of packetsthat have been marked.
You can select all interfaces, just one interface, either input or output, and even select asingle
classinside asingle policy map for display.

Finally, the load-interval interface subcommand can also be useful when looking at any QoS
tool’sstatistics. Theload-interval command definesthetimeinterval over which |OS measures
packet and hit rates on an interface. With alower load interval, the statistics change more
quickly; with alarger load interval, the statistics change more slowly. In alab when you are just
learning to use QoS tools, set the load interval to the minimum of 30 seconds, so you can see
the results of new traffic, or changes to the configuration, quickly. (The default setting is5
minutes.)

CB Marking Summary

Class-based marking provides the most functional general classification and marking tool in
I0S, as of 10S 12.2 mainline. Class-based marking provides the largest number of fields for
classifying packets, and the largest number of fields that can be marked. It uses MQC for
configuration, separating the classification details from the QoS action.

Refer to Table 3-17, in the “ Foundation Summary” section of this chapter, for acomplete list
of classification and marking fields used by CB marking.

Committed Access Rate (CAR)

CAR provides policing functions and marking. Chapter 5, “ Traffic Policing and Shaping,”
coversthepolicing detailsof CAR and CB policing. However, aquick review of policing before
getting into CAR’s marking features will help you appreciate why CAR includes marking.

Policing, inits most basic form, discards traffic that exceeds a particular traffic contract. The

contract has two components: arate, stated either in bits per second or bytes per second; and a
burst size, stated in either bits or bytes. Thetraffic conformsto the contract if it sends at therate,
or below, and it does not send a burst of traffic greater than the burst size. If the traffic exceeds
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the traffic rate over time, or exceeds the single burst size limit, the policing function drops the
traffic in excess of the rate and the burst size. Therefore, the simplest form of policing has two
rigid actions: either to forward packets or to drop them.

CAR’'s marking function allows for additional policing action besides just forwarding or drop-
ping a packet. Consider atypical case where policing isused, asin Figure 3-14. |SP1 needsto
police traffic to protect customers who conform to their contracts from congestion created by
customerswho do not conform. If the network is not congested, however, it might be niceto go
ahead and forward the nonconforming customer traffic. Doing so doesn’t really cost the ISP
anything, so long as the network is not congested. If the network is congested, however, 1SP1
wants to discard the traffic that exceeds the contract before discarding traffic that is within its
respective contract.

Figure 3-14 Policing: Excess Traffic Marked with Higher Discard Value

More Benign Policing:

- If McCoy sends less than X bps, with no bursts over Y bits, then mark with a low-
discard-% value, and forward the traffic

- If McCoy sends more than X bps, or bursts over Y bits, then mark the packet with a
high-discard-% value, and forward the traffic

o Hatfield
Ordinance, Inc. “ ¥ Gunsmiths

Discard Policies:
- If congestion does not occur, send everything
- If congestion occurs, discard traffic marked with a high-discard-% value

Direction of Flow of Packets in This Example

For instance, the conforming traffic can be marked with DSCP AF41, and the nonconforming
traffic with DSCP Default. The congestion-avoidance QoS toolsin ISP1 can be configured to
aggressively discard all DSCP Default traffic at the first signs of congestion. So, when ISP1
experiences congestion, policing indirectly causes the excess traffic to be discarded; in periods
of no congestion, | SP1 provides service beyond what the customer has paid for.

You can also use CAR to just mark thetraffic. CAR classifies traffic based on alarge number
of fields in the packet header, including anything that can be matched with an IPACL. Once
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matched, CAR can be configured to do one action for conforming traffic, and another for excess
traffic. If the two actions (conform and exceed actions) are the same action, in effect, CAR has
not policed, but rather has just marked packets in the same way.

CAR configuration includes the classification, marking, and enabling features all in asingle
configuration command: the rate-limit interface subcommand. (CB marking, you may recall,
separates classification, marking, and enabling on an interface into three separate commands.)
Tables 3-11, 3-12, and 3-13 list the pertinent CAR configuration and exec commands,

respectively.

Table 3-11  Configuration Command Reference for CAR

Command

Mode and Function

rate-limit {input | output} [access-group [rate-limit] | Interface mode; configures classification,
acl-index] bps burst-normal burst-max conform-action | marking, policing, and enabling CAR on the

conform-action exceed-action exceed-action interface
access-list rate-limit acl-index { precedence | Global mode; createsa CAR ACL, which
mac-address | exp mask mask} can match I P precedence, MAC addresses,

and MPLS Experimental bits

Table 3-12 Possible Actions with CAR rate-limit Command

rate-limit Conform and
Exceed Options

Function

Continue

Evaluates the next rate-limit command

Drop

Drops the packet

set-dscp-continue

Sets the differentiated services code point (DSCP) (0-63) and evaluates
the next rate-limit command

set-dscp-transmit

Sets the DSCP and transmits the packet

set-mpls-exp-continue

Setsthe MPL S Experimental bits (0—7) and evaluates the next rate-limit
command

set-mpls-exp-transmit

Setsthe MPL S Experimental bits (0—7) and sends the packet

Set-prec-continue

Sets the | P precedence (0-7) and eval uates the next rate-limit command

set-prec-transmit

Sets the | P precedence (0-7) and sends the packet

set-qos-continue

Sets the QoS group ID (1-99) and evaluates the next rate-limit
command

Set-gos-transmit

Sets the QoS group 1D (1-99) and sends the packet

Transmit

Sends the packet
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Table 3-13 Exec Command Reference for CAR

Command Function

show interfaces [interface-type interface-number] Displays CAR statistics on the interface speci-

rate-limit fied, or on al interfacesif the interface is not
specified

show access-listsrate-limit [acl-index] Lists information about the configuration of
rate-limit ACLs

Thefirst CAR marking example, shown in Example 3-5, usesthefollowing criteriafor marking
packets. In this example, R3 is marking packets that flow right to left in Figure 3-15. (This

examplé€'s criteria matches that in Example 3-1 for CB marking.)
® All VoIP payload traffic is marked with DSCP EF.
® All other traffic is marked with DSCP Defaullt.

Figure 3-15 CAR Marking Sample 1: Vol P Marked with DSCP EF, Everything Else Marked BE
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Example 3-5 CAR Marking, Vol P as DSCP EF, Everything Else as BE

NOTE

no ip cef
!
access-list 102 permit udp any range 16384 32768 any range 16384 32768
!
interface fastethernet 0/0
rate-limit input access-group 102 10000 20000 30000 conform-action
set-dscp-transmit 46 exceed-action set-dscp-transmit 46
rate-limit input 10000 20000 30000 conform-action set-dscp-transmit 0
exceed-action set-dscp-transmit 0
end

The configuration does not take nearly as many different commands asthe CB marking example,
because most of the interesting parameters are contained in the rate-limit commands. Cisco
Express Forwarding (CEF) is disabled, just to make the point that although you can use CEF
with CAR, it is not required. ACL 102 defines some classification parameters that CAR will
use to match Vol P packets, looking at UDP ports between 16,384 and 32,767. The ACL logic
matches all Vol P payload, but it will also match Vol P Real Time Control Protocol (RTCP) traf-
fic, which uses the odd-numbered UDP portsin the same port range. Finally, two rate-limit
commands under FAO/0 enable CAR, define policing limits, classification details, and marking
details.

Thefirst of the two rate-limit commands matches a subset of al traffic using classification,
whereas the second rate-limit command just matches all traffic. CAR uses the information
configured in these two commands sequentially; in other words, if a packet matches the first
CAR statement’s classification details, the statement is matched, and its actions are followed.
If not, CAR compares the next statement, and so on. In this example, the first CAR rate-limit
command matches Vol P packets by referring to ACL 102, and the second statement, because it
does not refer to an ACL, matches all packets.

CAR can actually match multiple statements on the same interface. Some CAR actionsinclude
the keyword continue, which meansthat even after the statement is matched, CAR should keep
searching the statements for further matches. This allows CAR to nest statements, to perform
features such as “ police all traffic at 500 kbps, but police subsets at 250 kbps, 200 kbps, and
150 kbps.”

Now examine the first rate-limit command, rate-limit input access-group 102 10000 20000
30000 confor m-action set-dscp-transmit 46 exceed-action set-dscp-transmit 46, in detail.
Theinput keyword meansthat CAR examines traffic entering the interface. The access-group
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102 command meansthat packets permitted by ACL 102 are considered to match thisrate-limit
command. The next three val ues represent the committed rate, the burst size, and the excess
size, which make up the traffic contract. The confor m-action keyword identifies that the next
parameter defines the action applied to conforming traffic, and the exceed-action keyword
identifies that the next parameter defines the action applied to traffic that exceeds the traffic
contract. Inthisexample, both the conform and exceed actionsareidentical: set-dscp-transmit
46, which marks the DSCP value to decimal 46, or DSCP EF. (Therate-limit command does
not allow the use of DSCP names.)

In this example, the actual traffic contract does not matter, because the actions for conforming
traffic and excesstraffic are the same. The true goal of thisexampleisjust to use CAR to mark
packets Vol P—not to actually police the traffic. Chapter 5 includes CAR examples with differ-
ent conform and exceed actions. The three values represent the committed rate (bps), the com-
mitted burst size (bytes), and the committed burst plusthe excessburst (bytes). The excess burst
parameter essentially providesalarger burst during thefirst measurement interval after aperiod
of inactivity. (Chapter 5 covers the details of these settings.)

The second rate-limit command, rate-limit input 120000 20000 30000 confor m-action set-
dscp-transmit 0 exceed-action set-dscp-transmit 0, matches all remaining traffic. The only
way that CAR can classify packetsisto refer to an IPACL, or a CAR rate-limit ACL, from
therate-limit command. The second rate-limit command does not refer to an ACL with the
access-group keyword, so by implication, the statement matches all packets. Both actions set
the DSCP value to zero. Essentially, this example uses CAR to mark traffic with either DSCP
46 or 0 (decimal), without discarding any packets due to policing.

The second sample CAR configuration, Example 3-6, includes classification options similar to
CB marking Example 3-4. Because CAR cannot take advantage of NBAR, CAR cannot |ook at
the URL for HTTP requests, as the CB marking example did. The slightly modified criteriafor
CAR marking in Example 3-6 isasfollows:

® \olIP payload is marked with DSCP EF.

® NetMeeting voice and video from Serverl to Clientl is marked with DSCP AF41.
® Any HTTP traffic is marked with AF22,

® All other traffic is marked with DSCP Defaullt.

Figure 3-16 shows the network in which the configuration is applied, and Example 3-6 shows
the configuration.
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Figure 3-16 CAR Marking Sample 2 Network
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Example 3-6 CAR Marking Sample 2: Vol P, NetMeeting Audio/Video, HTTP URLS, and Everything Else

no ip cef

!

access-list 110 permit udp any range 16384 32768 any range 16384 32768

!

access-list 111 permit udp host 192.168.1.100 gt 16383 192.168.3.0 0.0.0.255 gt 16383

!

access-list 112 permit tcp any eq www any

access-list 112 permit tcp any any eq www

!

!

interface fastethernet 0/0

rate-limit input access-group 111 8000 20000 30000 conform-action
set-dscp-transmit 34 exceed-action set-dscp-transmit 34

rate-limit input access-group 110 8000 20000 30000 conform-action
set-dscp-transmit 46 exceed-action set-dscp-transmit 46

rate-limit input access-group 112 8000 20000 30000 conform-action
set-dscp-transmit 20 exceed-action set-dscp-transmit 20

continues
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Example 3-6 CAR Marking Sample 2: Vol P, NetMeeting Audio/Video, HTTP URLS, and Everything Else (Continued)

rate-1limit input 8000 20000 30000 conform-action set-dscp-transmit 0
exceed-action set-dscp-transmit 0

end
R3#show interface fastethernet 0/0 rate-limit
Fastethernet@/@ connected to SW2, where Server1 is connected
Input
matches: access-group 111
params: 8000 bps, 20000 limit, 30000 extended limit
conformed 1346 packets, 341169 bytes; action: set-dscp-transmit 34
exceeded 2683 packets, 582251 bytes; action: set-dscp-transmit 34
last packet: 56ms ago, current burst: 29952 bytes
last cleared 00:07:11 ago, conformed 6000 bps, exceeded 10000 bps
matches: access-group 110
params: 8000 bps, 20000 limit, 30000 extended limit
conformed 6118 packets, 452856 bytes; action: set-dscp-transmit 46
exceeded 34223 packets, 2552218 bytes; action: set-dscp-transmit 46
last packet: 12ms ago, current burst: 29989 bytes
last cleared 00:07:11 ago, conformed 8000 bps, exceeded 47000 bps
matches: access-group 112
params: 8000 bps, 20000 limit, 30000 extended limit
conformed 677 packets, 169168 bytes; action: set-dscp-transmit 20
exceeded 3631 packets, 5084258 bytes; action: set-dscp-transmit 20
last packet: 8ms ago, current burst: 29638 bytes
last cleared 00:07:12 ago, conformed 3000 bps, exceeded 94000 bps
matches: all traffic
params: 8000 bps, 20000 limit, 30000 extended limit
conformed 671 packets, 279572 bytes; action: set-dscp-transmit @

The show interface Fastethernet 0/0 rate-limit command lists the pertinent statistical infor-
mation about CAR’s performance. The output has one stanza correlating to each rate-limit
command on the interface, as highlighted in the example. Under each stanza, the number of
packets and bytesthat conformed, and the number of packets and bytesthat exceeded thetraffic
contract, are listed. Because this CAR configuration was intended only for marking traffic, the
number of packets and bytesin each category does not matter; Chapter 5 takes a closer look at
the two values. For comparison purposes, however, consider the bps rates of the combined con-
formed and exceeded values. For instance, the second rate-limit command referenced ACL
110, which matched the two Vol P calls between R1 and R4. These two va ues total 55 kbps,
which is the amount of traffic expected from a pair of G.729a calls over an Ethernet network.

CAR Marking Summary

CAR is another tool that examines packet header information to classify and mark packets.
CAR providesfewer optionsfor classification and marking than does CB marking, but CARis
considered to be Diff Serv compliant because it can classify DSCP using an ACL and mark the
DSCPfield directly. CAR, along with CB marking and PBR, makes classification decisions
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based on the contents of packet headers and marks QoS fields based on those classifications.
Dial peers provide very different classification options, so fewer direct comparisons can be
drawn.

Refer to Table 3-17 for a complete list of classification and marking fields used by CAR.

Policy-Based Routing (PBR)

PBR enables you to route a packet based on other information, in addition to the destination
IP address. In most cases, engineers are happy with the choices of routes made by the routing
protocol, with routing occurring based on the destination | P address in each packet. For some
specialized cases, however, an engineer may want some packets to take a different path. One
path through the network may be more secure, for instance, so some packets could be directed
through alonger, but more secure, path. Some packets that can tolerate high latency may be
routed through a path that uses satellite links, saving bandwidth on the lower-latency terrestrial
circuits for delay-sensitive traffic. Regardless of the reasons, PBR can classify packets and
choose adifferent route. Figure 3-17 showsasimple example, where FTPtrafficisdirected over
the longer path in the network.

Figure 3-17 PBR: FTP Traffic Routed over Longer Path
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FTP Sent This Way Using PBR

PBR supports packet marking and policy routing. Asyou learned in previous sections, CAR
supports marking because CAR’s main feature, policing, benefits from having the marking
feature available as well. Similarly, PBR includes a marking feature, because in some cases,
PBR is used to pick adifferent route for QoS reasons—for instance, to affect the latency of a
packet. So, PBR’s core function can benefit from marking a packet, so that the appropriate QoS
action can be taken as the packet traverses the network. Just as with CAR, you can use PBR’s
marking feature without actually using its core feature. In other words, you can use PBR just
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for classification and marking, without choosing adifferent route. The examplesin this chapter
focus only on PBR as amarking tool.

Unlike CB marking and CAR, PBR only processes packets entering an interface; you cannot
enableit for packets exiting an interface. The reason PBR only processes incoming packets
relates to its core function: policy routing. PBR needs to process packets before a routing
decision has been made. Therefore, PBR processes packets entering an interface, preempting
the normal routing logic based on destination IP address.

Finally, one other difference between PBR and the other classification and marking tools
covered so far (CB marking and CAR) isthat PBR can classify based on routing information,
instead of totally relying on information in the frame or packet header. PBR can look up the
entry in the routing table that matches a packet’s destination address, for instance, and then
classify based on information about that route. For example, the metric associated with that
route, the source of the routing information, or the next-hop interface associated with the route
can be checked. In most cases, this routing information does not help you with differentiating
between different types of traffic. An FTP server, an |P Phone, avideo server, and some web
serversmay all bein the same subnet, for instance, but the routing information about that subnet
could not help PBR distinguish between those different types of traffic. Therefore, typically the
most useful classification feature of PBR, when used for marking, isjust to refer toan IPACL.

PBR configuration uses yet another totally different set of configuration commands as com-
pared to CB marking and CAR. PBR does separate the classification, marking, and enabling
featuresinto different commands. Tables 3-14 and 3-15 list the pertinent PBR configuration and
exec commands, respectively. Following the tables, two example PBR configurations are
shown. The two examples use the same criteria as the two CAR samples.

Table 3-14  Configuration Command Reference for PBR

Command

Mode and Function

ip local policy route-map map-tag

Global; specifies that packets generated by this
router should be candidates for policy routing

ip policy route-map map-tag

Interface subcommand; refers to a route map,
which in turn classifies packets and specifies
actions; actions include specifying a different
route, and setting | P precedence

route-map map-tag [per mit | deny] [sequence-
number]

Global command; creates a route map entry

match ip address {access-list-number | access-
list-name} [... access-list-number | ... access-list-
namej

Route-map subcommand; used to match IP
packets based on parameters that can be matched
with an IPACL

match length minimum-length maximum-length

Route-map subcommand; used to match |P
packets based on their length
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Table 3-14  Configuration Command Reference for PBR (Continued)

Command Mode and Function

set ip precedence number | name Route-map subcommand; sets | P precedence
value using the decimal number of name

set ip next-hop ip-address|...ip-address)] Route-map subcommand; definesthe IP
address(es) of the next-hop router(s) to be used
for forwarding packets that match this route map
entry

ip route-cache policy Global command; enables fast switching of PBR-
routed packets

Note: Not all PBR-related commands are shown in this table, but commands specifically related to marking are
shown.

Table 3-15 Exec Command Reference for PBR Marking

Command Function

show ip policy Lists configured PBR details, and statistics for numbers of packets
matched by each clause.

show route-map Lists statistical information about packets matched with a route map.
PBR uses route maps to classify and mark traffic.

Example 3-7 showsthefirst PBR marking example, which usesthe same criteriaas Example 3-1
for CB marking and Example 3-5 for CAR. In this example, R3 is marking packets that flow
right to left in Figure 3-18.

® All VoIP payload traffic is marked with IP precedence 5.

® All other traffic is marked with I P precedence O.
Example 3-7 PBR Marking, Vol P as DSCP EF, Everything Else as BE

ip route-cache policy
|
ip access-list extended VoIP-ACL
permit udp any range 16384 32767 any range 16384 32767
!
int fastethernet 0/0
ip policy route-map voip-routemap
|
route-map voip-routemap permit 10
match ip address VoIP-ACL
set ip precedence 5
i
route-map voip-routemap permit 20
set ip precedence 0
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Figure 3-18 PBR Marking Sample 1: \olP Marked with |P Precedence 5, Everything Else Marked |P Precedence O
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PBR usesroute-map commands, along with match and set route-map subcommands, to
classify and mark the packets. This configuration uses a route map named voip-routemap,
which includes two clauses. The first clause, clause 10, uses amatch command that refersto
Vol P-ACL, whichisanamed IPACL. Vol P-ACL matches UDP port numbers between 16,384
and 32,767, which matches all Vol P traffic. If the ACL permits a packet, the route map’s first
clause acts on the set command, which specifies that | P precedence should be set to 5.

The second route map clause, clause 20, matches the rest of the traffic. The route map could
have referred to another 1P ACL to match all packets; however, by not specifying a match
statement in clause 20, all packets will match this clause by default. By not having to refer to
another IPACL to match all packets, less processing overhead is required. The set command
then specifies to set precedence to zero.

Theip policy route-map voip-routemap command enables PBR on interface FAQ/O for
incoming packets. Notice that the direction, input or output, is not specified, because PBR can
only process incoming packets.
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Thelast PBR-specific command isip route-cache policy. | OS process-switches PBR traffic by
default; to use fast switching on PBR traffic, use the ip route-cache policy command.

The second PBR configuration (Example 3-8) includes classification optionsidentical to CAR
example 2 (see Example 3-6). A magjor difference between PBR and CAR isthat PBR cannot
set the DSCP field, so it sets the IP Precedence field instead. The slightly modified criteria, as
compared with CAR example 2, for PBR example 2 is asfollows:

® VolIP payload is marked with precedence 5.

® NetMeeting voice and video from Serverl to Clientl is marked with precedence 4.
® Any HTTP traffic is marked with precedence 2.

® All other traffic is marked with precedence 0.

Figure 3-19 shows the network in which the configuration is applied, and Example 3-8 shows
the configuration.

Figure 3-19 PBR Marking Sample 2 Network
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Example 3-8 PBR Marking Sample 2: \oIP, NetMeeting Audio/Video, HTTP URLSs, and Everything Else

ip route-cache policy

!
ip access-1list extended VoIP-ACL
permit udp any range 16384 32768 any range 16384 32768
!
ip access-list extended NetMeet-ACL
permit udp host 192.168.1.100 range 16384 32768 192.168.3.0 0.0.0.255 range 16384 32768
!

!
ip access-list extended http-acl
permit tcp any eq www any

permit tcp any any eq www

!
interface fastethernet 0/0

ip policy route-map voip-routemap
!

route-map voip-routemap permit 10
match ip-address NetMeet-ACL

set ip precedence 4

!

route-map voip-routemap permit 20
match ip-address VoIP-ACL

set ip precedence 5

!

route-map voip-routemap permit 30
match ip-address http-acl

set ip precedence 2

!

route-map voip-routemap permit 40

set ip precedence 0
!

end

R3#sh ip policy

Interface Route map
Fastethernet@/0 voip-routemap

R3#show route-map
route-map voip-routemap, permit, sequence 10
Match clauses:
ip address (access-lists): NetMeet-ACL
Set clauses:
ip precedence flash-override
Policy routing matches: 3 packets, 222 bytes
route-map voip-routemap, permit, sequence 20
Match clauses:
ip address (access-lists): VoIP-ACL
Set clauses:
ip precedence critical
Policy routing matches: 14501 packets, 1080266 bytes
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Example 3-8 PBR Marking Sample 2: \oIP, NetMeeting Audio/Video, HTTP URLSs, and Everything Else (Continued)

route-map voip-routemap, permit, sequence 30
Match clauses:
ip address (access-lists): http-acl
Set clauses:
ip precedence immediate
Policy routing matches: 834 packets, 1007171 bytes
route-map voip-routemap, permit, sequence 40
Match clauses:
Set clauses:
ip precedence routine
Policy routing matches: 8132 packets, 11263313 bytes

The output of the show ip policy command listsonly sparseinformation. The show route-map
command enables you to view statistical information about what PBR has performed. This
command lists statisticsfor any activities performed by aroute map, including when oneisused
for PBR. Notice that the four sets of classification criteriaseen in the configuration arelisted in
the highlighted portions of the show route-map output, as are packet and byte counters.

PBR Marking Summary

PBR provides another classification and marking tool that examines packet header information
to classify and mark packets. PBR is unique compared to the other toolsin that it can classify
based on information about the route that would be used for forwarding a packet. However,
PBR has fewer options for matching header fields for classification as compared with the other
toals.

PBR can mark I P precedence, QoS group, as well as the ToS bits. Refer to Table 3-17, in the
summary for this chapter, for acomplete list of classification and marking fields used by PBR.

PBR providesastrong option for classification and marking in two cases. For applicationswhen
marking based on routing information is useful, PBR can look at details about the route used
for each packet, and make marking choices. The other application for PBR marking is when
policy routing is already needed, and marking needs to be done at the same time. For more
general cases of classification and marking, CB marking or CAR is recommended.

\VoIP Dial Peer

| OS voice gateways provide many servicesto connect the packetized, Vol P network to non-
packetized, traditional voice services, including analog and digital trunks. 10S gateways per-
form many tasks, but one of the most important tasks is to convert from packetized voiceto
nonpacketized voice, and vice versa. In other words, voi ce traffic entering arouter on an analog
or digital trunk is not carried inside an | P packet, but the |OS gateway converts the incoming
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voicetoadigital signal (analog trunksonly) and addsthe appropriate |P, UDP, and RTP headers
around the digital voice (both analog and digital trunks). Conversely, when a Vol P packet
arrives, and the voi ce needs to be sent out atrunk, the |OS gateway removesthe packet headers,
converts the voice to analog (analog trunks only), and sends the traffic out the trunk.

Although thisbook does not attempt to explain voi ce configuration and conceptsto much depth,
some appreciation for |OS gateway configuration isrequired for some of the functions covered
in this book. In particular, Chapter 8, “ Call Admission Control and QoS Signaling,” which
covers Voice call admission control (CAC), requires alittle deeper examination of voice. To
understand classification and marking using dial peers, however, only a cursory knowledge of
voice configuration is required. Consider Figure 3-20, for instance, which shows two analog
|OS voice gateways, R1 and R4, along with Examples 3-9 and 3-10, which show the pertinent
configuration on R1 and R4.

Figure 3-20 Network with Two Analog Voice Gateways
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Example 3-9 R1 \oice Gateway Configuration

hostname R1

!

int fastethernet 0/0
ip address 192.168.1.
!

dial-peer voice 3001
destination-pattern
session target ipv4:
!

dial-peer voice 3002
destination-pattern
session target ipv4:
!

dial-peer voice 1001
destination-pattern
port 3/0

!

dial-peer voice 1002
destination-pattern
port 3/1

251 255.255.255.0

voip
3001
192.168.3.254

voip
3002
192.168.3.254

pots
1001

pots
1002

Example 3-10 R4 \oice Gateway Configuration

hostname R4

!

int fastethernet 0/0
ip address 192.168.3.
!

dial-peer voice 1001
destination-pattern
session target ipv4:
!

dial-peer voice 1002
destination-pattern
session target ipv4:
!

dial-peer voice 3001
destination-pattern
port 3/0

!

dial-peer voice 3002
destination-pattern
port 3/1

254 255.255.255.0

voip
1001
192.168.1.251

voip
1002
192.168.1.251

pots

3001

pots
3002
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The highlighted portions of the exampl esfocus on the configuration for the physical voice ports
on R1, and the VoI P configuration on R4. Both R1 and R4 use dial-peer commands to define
their local anal og voice trunks and to define peersto which Vol P calls can be made. In Example
3-9, for instance, the highlighted portion of the configuration shows R1's configuration of the
two local analog lines. The two highlighted dial-peer statements use the keyword pots, which
standsfor plain-old tel ephone service. The pots keyword implies that the ports associated with
thisdial peer are traditional analog or digital telephony ports. The physical analog ports are
correlated to each dial peer with the port command; in each of these configurations, atwo-port
FXScard sitsinside slot 3 of a1760-V router. Finally, on R1, the phone number, or dial pattern,
associated with each of the analog ports is configured. With just the highlighted configuration
in R1, voice cals could be placed between the two extensions (x1001 and x1002).

To place calls to extensions 1001 and 1002 from R4, the dial-peer commands highlighted in
Example 3-10 are required. These two dial-peer commands use avoip keyword, which means
this dial peer configures information about an entity to which Vol P calls can be placed. The
phone number, or dial pattern, is defined with the destination-pattern command again—notice
that extensions 1001 and 1002 are again configured. Finally, because these two dial peers con-
figure details about a Vol P call, alocal physical port is not referenced. Instead, the session-
target ipv4:192.168.1.251 command implies that when these phone numbers are called, to
establish aVol P call, using the IP version 4 | P address shown.

Similarly, R4 defines the local phone numbers and ports for the locally connected phones, and
R1 defines Vol P dial peersreferring to R4’s phones, so that calls can be initiated from R1.

Dial-peer classification and marking, when you know how to configure the basic dial-peer
parameters, is easy. POTS dial peersrefer to analog or digital trunks, over which no IP packet
isin use—so thereis nothing to mark. OnVolP dial peers, the dial peer refersto the IP address
of another gateway to which acall is placed. So, by placing theip precedence 5 dial-peer sub-
command under each voip dial-peer, the packets generated for calls matching each dial peer
will be marked with I P precedence 5. Example 3-11 lists the R4 configuration, with these
changes made; the equivalent changes would be made to R1 as well.

Example 3-11 R4 \oice Gateway Configuration

hostname R4

!

interface fastethernet 0/0

ip address 192.168.3.254 255.255.255.0
|

dial-peer voice 1001 voip
destination-pattern 1001

session target ipv4:192.168.1.251
ip precedence 5

no vad

|
dial-peer voice 1002 voip
destination-pattern 1002

session target ipv4:192.168.1.251
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Example 3-11 R4 \oice Gateway Configuration (Continued)

Table 3-16

ip precedence 5

no vad
[}

dial-peer voice 3001 pots
destination-pattern 3001

port 3/0
!

dial-peer voice 3002 pots
destination-pattern 3002

port 3/1

In the example, the highlighted text shows the ip precedence 5 commands under each voip
dial-peer. Packets created for Vol P callsfor the configured dial patterns of 1001 and 1002 will
be marked with IP precedence 5. Theidentical commandswoul d be added to R1’s configuration
on the Vol P dial peersto achieve the same effect.

Beginning in |OS Releases 12.2(2)XB and 12.2(2)T theip precedence command has been
replaced with the ip qos dscp command. This allows the dial peer to set the | P precedence or
the DSCP value for Vol P payload and signaling traffic. Also keep in mind that the current
DQOS exam, at the time this book was published, was based on 10S 12.1(5)T—so this
command would not be on the current exam. Check the URLslisted in the Introduction for any

possible changes.

The command uses the following syntax:

ip qos dscp [number | set-af | set-cs | default | ef][media | signaling]

Table 3-16 outlines the meaning of the parameters of the command.
IP QoS DSCP Command Options

IP QoS DSCP Options | Function

number DSCP value. Valid entries are from 0 to 63.

set-af Sets DSCP to assured forwarding bit pattern. Acceptable values are as
follows:
AF11,AF12, AF13,AF21, AF22, AF23, AF31, AF32, AF33,AF41, AF42,
AF43

set-cs Sets DSCP to class selector code point. Acceptable values are as follows:
CSl, CS2, CS3, CH4, CS5, CSs6, Cs7

default Sets DSCP to default bit pattern 000000.

ef Sets DSCP to expedited forwarding bit pattern 101110.

media Applies the specified DSCP value to the media payload packets.

signaling Applies the specified DSCP value to the signaling packets.
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Theip gos dscp command enables you to have much more granular control of how aVolP
packet is marked than the ip precedence command, while providing a method to preserve
backward compatibility. Examples 3-12 and 3-13 show how R1 and R4 can be configured to
usetheip qosdscp command to mark voice payload traffic with a DSCP value of EF and voice
signaling traffic with aDSCP value of AF31. Figure 3-21 showsthe now-familiar network, with
the new criterialisted.

Figure 3-21 Mark \oice Payload Traffic

Mark

Mark Voice Signaling Traffic on the
dial-peer as IP DSCP AF31

Mark Voice Payload Traffic on the
dial-peer as IP DSCP EF

Clientl Serverl

=/ e |

LpLy

1001 1002

3001 3002

Mark Voice Signaling Traffic on the
dial-peer as IP DSCP AF31

Mark Voice Payload Traffic on the
dial-peer as IP DSCP EF

Example 3-12 R1 IP QoS DSCP Dial-Peer Configuration

hostname R1

!

int fastethernet 0/0

ip address 192.168.1.251 255.255.255.0
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Example 3-12 R1 IP QoS DSCP Dial-Peer Configuration (Continued)
!
dial-peer voice 3001 voip
destination-pattern 3001

ip qos dscp ef media

ip qos dscp af31 signaling
session target ipv4:192.168.3.254
|
dial-peer voice 3002 voip
destination-pattern 3002

ip qos dscp ef media

ip qos dscp af31 signaling
session target ipv4:192.168.3.254
|
dial-peer voice 1001 pots
destination-pattern 1001

port 3/0

|
dial-peer voice 1002 pots
destination-pattern 1002

port 3/1

Example 3-13 R4 IP QoS DSCP Dial-Peer Configuration

hostname R4

!

int fastethernet 0/0

ip address 192.168.3.254 255.255.255.0
|

dial-peer voice 1001 voip
destination-pattern 1001

ip qos dscp ef media

ip qos dscp af31 signaling
session target ipv4:192.168.1.251
}
dial-peer voice 1002 voip
destination-pattern 1002

ip qos dscp ef media

ip qos dscp af31 signaling
session target ipv4:192.168.1.251
}
dial-peer voice 3001 pots
destination-pattern 3001

port 3/0

!
dial-peer voice 3002 pots
destination-pattern 3002

port 3/1
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In this example, the highlighted text shows the ip gos dscp commands used to mark voice
signaling with DSCP AF31 and voice payload with DSCP EF. For networks that cannot yet
support DSCP markings, you can use the set-cs option to mark the voice traffic with IP
precedence, providing backward-compatible support.

VoIP Dial-Peer Summary

For voice traffic passing through an 10S gateway, marking the traffic using dial peers provides
an easy-to-configure, low-overhead way to mark the packets. Prior to |OS Releases 12.2(2)XB
and 12.2(2)T theip precedence command was used to mark all Vol P traffic with an |P prece-
dence value. After these | OS releases, you can use the ip qos dscp command to separate and
individually mark the voice signaling and voice payload traffic. These markings can be DCSP
values, or |P precedence values if backward compatibility is needed. Refer to Tables 3-14 and
3-15for ip qos dscp command options.

Summary of Classification and Marking QoS Features

Classification and marking tools can be easily compared based on three general categories.
First, some classification and marking tools are specialized, and some are more general. CB
marking, CAR, and PBR all perform the same basic function of matching packets based on
fields inside the packet header, and marking based on those fields, so these three tools are the
more generalized classification and marking tools. Dial peers perform specialized classification
and marking functions. Thistool is different from the other three because it does not classify
packets based on a variety of fieldsin a packet header, instead classifying all traffic to the
particular dial peer.

The other two pointsfor comparison of classification and marking tool s concern what each tool
can match for classification, and what each can mark for the marking feature. Tables 3-17 and
3-18 summarize the fields that you can use for classification and marking in the tools,
respectively.

Table 3-17 Classification Fields Used by Classification and Marking Tools

Classification Field* CB Marking | CAR | PBR | Dial Peers

Extended IPACLS X X X

DSCP

Precedence

QoS Group

CoS

NBAR

X | X | X | X|X

Vol P Payload (even-numbered RTP UDP ports)
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Table 3-17 Classification Fields Used by Classification and Marking Tools (Continued)

Classification Field*

CB Marking

CAR

PBR

Dial Peers

MPLS Experimental bits

X

X

Input Interface

Source MAC address

Destination MAC address

X
X
X

BGPASN

BGP Community

Outgoing Interface

Next-hop IP Address

Routing Protocol Metric

Source of Routing Information

Packet Length

XX | X | X | X | X|X

VolP Dial Peers

X

*  Somefieldscan be matched viaACL aswell asmatched directly. For instance, DSCP can be matched withan ACL.
Because CB marking is the only tool that can directly configure a match for DSCP, only CB marking’'sbox is
checked inthetable. Refer to Table 3-2, earlier in this chapter, for alist of fields matchable with |P extended ACLs.

Table 3-18 Marking Fields Used by Classification and Marking Tools

Marking Field CB Marking | CAR | PBR | Dial Peers
DSCP X X X
Precedence X X X
QoS Group X X X

CoS X

MPLS Experimental bits X X

Frame Relay DE X

ATM CLP X

IP ToS bits X

The choice of when to use each tool can be confusing. Dial peers have specific applications, so
the number of instanceswherethey are useful directsyouwhento consider eachtool. Dial peers
are used only in 10S voice gateways, which is aconvenient placeto set | P precedence or DSCP.

Thethree general classification and marking tools create a more difficult choice, because each
can be enabled on amost any interface. CB marking may beruled out based onthe |OSrevision
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NOTE

being used, because CB marking did not appear in aT-train IOS until 12.1(5)T, and in mainline
[0S until 12.2.

Refer to www.cisco.com/go/fn to use the Cisco feature navigator to find 10S revision levels
required for different features.

When at alevel of code that support CB marking, the general recommendation is to use CB
marking, unless one of the next two statementsistrue. If you need to use PBR to perform policy
routing, and you also need to mark, go ahead and use PBR for marking. Similarly, if you need
to perform policing and marking at the same point in the network, use CAR for both.
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Foundation Summary

The “Foundation Summary” is acollection of tables and figures that provide a convenient
review of many key conceptsin this chapter. For those of you already comfortable with the
topicsin this chapter, this summary could help you recall afew details. For those of you who
just read this chapter, thisreview should help solidify somekey facts. For any of you doing your
final prep before the exam, these tables and figures are a convenient way to review the day
before the exam.

Table 3-19 shows the list of items that can be matched with an extended IP ACL. Table 3-20
lists the fields that can be matched by classification and marking tools without use of an ACL.
Notethat some header fields can be matched by an ACL or directly through some other style of
configuration—in those cases, it istypically better to match the field directly, rather than with
anACL.

Table 3-19  IP Extended ACL Matchable Fields—0S12.2

Field Comments

Source | P address A range of source IP addresses can be matched by using awildcard
masK.

Destination | P address A range of source IP addresses can be matched by using awildcard
mask.

IP Precedence Format of command uses names for precedence. The following table
lists the decimal value for each name.

Name

IP precedence value
routine

0

priority

1

immediate

2

flash

3
flash-override
4

continues
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Table 3-19

Table 3-20

IP Extended ACL Matchable Fields— OS 12.2 (Continued)

Field Comments

IP Precedence (Continued) | Critic
5
internet
6
network
7

IPDSCP Format of the command allows use of differentiated services code point
(DSCP) names, as well as decimal values.

IP ToS Can check to see whether asingle Type of Service (ToS) field bit is
toggled on; keywords are normal (binary 0000), max-reliability
(binary 1000), max-throughput (binary 0100), min-delay (binary
0010), and min-monetary-cost (binary 0001).

TCP ports Can check source and destination ports; can also check arange of port
numbers, whether a port number islarger or smaller than asingle value.

TCP Established Although not typically useful for QoS classification, ACLs can match all
TCP segments after the initial segment used for connection
establishment.

UDP Checks the source and destination ports; can also check arange of port
numbers, whether a port number islarger or smaller than asingle value.

ICMP Checks alarger variety of ICMP messages and code types (for example,
echo request and echo reply).

IGMP Checks for Internet Group Management Protocol (IGMP) message

types.

Fields Directly Matchable by Classification and Marking tools

Field Tool Comments

Source MAC address CAR, CB marking | Committed access rate (CAR) uses special “access-
rate” ACLSs; class-based (CB) marking uses the match
command.

IP Precedence CAR, CB marking | CAR uses specia “access-rate” ACLs specificto CAR,;

CB marking usesthe match command; both can match
a subset of values.

MPLS Experimental

CAR, CB marking | CAR uses specia “access-rate” ACLs specificto CAR,;
CB marking uses the match command; both can match
asubset of values.
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Table 3-20 Fields Directly Matchable by Classification and Marking tools (Continued)

Field Tool Comments

CoS CB marking Checksincoming ISL/802.1P CoS bits. Can match
multiple values.

Destination MAC CB marking Checks for destination MAC address. Can match

address multiple values.

Input Interface CB marking Checks for input interface. Can match multiple values.

IPDSCP CB marking Can check for multiple values using multiple match
commands.

RTP's UDP port- CB marking RTP uses even-numbered UDP ports from 16,384 to

number range 32,767. This option allows matching a subset of these
values, even-numbered ports only, because RTP only
uses even-numbered ports.

QoS Group CB marking The QoS Group field is used to tag packetsinternal to a
single router.

NBAR protocol types | CB marking Refer to the “Network Based Application Recognition
(NBAR)” section in this chapter for more details.

NBAR Citrix CB marking NBAR can recognize different types of Citrix

applications applications, CB marking can use NBAR to classify
based on these application types.

Host name and URL CB marking NBAR can also match URL strings, including the host

string name, using regular expressions. CB marking can use
NBAR to match these strings for classification.

Outgoing Interface Policy-based Checks the routing table and finds all valid routes for

routing (PBR)

the packet; matches based on the outgoing interface.

Next-Hop PBR Similar to the outgoing interface, but it checks the
next-hop routers’ |P addresses.

Metric PBR Checks the routing table entry for this packet, and
compares the metric value to match the packet.

Route type PBR Checks the routing table, looking at the source of the
routing table entry that matches the packet.

Dial Peer Dial peers Based on the dial peer and used to connect a Vol P call.

Figure 3-22 outlines the two IP marking fields and their positionsinside an |P header: The
suggested values for these fields, and their names, are listed in Table 3-21.
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Figure 3-22 IP Precedence and |P DSCP Fields
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Table 3-21  IP Precedence and DSCP—Popular Values and Names
Field and Binary
Value (Decimal) Value Name Defined by This RFC
Precedence O 000 routine 791
Precedence 1 001 priority 791
Precedence 2 010 immediate 791
Precedence 3 011 flash 791
Precedence 4 100 flash override 791
Precedence 5 101 critic 791
Precedence 6 110 internetwork control 791
Precedence 7 111 network control 791
DSCPO 000000 best effort or default 2475
DSCP8 001000 Cs1 2475
DSCP 16 010000 CS2 2475
DSCP 24 011000 CS3 2475
DSCP 32 100000 CHA4 2475
DSCP 40 101000 CS5 2475
DSCP 48 110000 CS6 2475
DSCP 56 111000 Cs7 2475
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Table 3-21  IP Precedence and DSCP—Popular Values and Names (Continued)

Field and Binary

Value (Decimal) Value Name Defined by This RFC
DSCP 10 001010 AF11 2597
DSCP 12 001100 AF12 2597
DSCP 14 001110 AF13 2597
DSCP 18 010010 AF21 2597
DSCP 20 010100 AF22 2597
DSCP 22 010110 AF23 2597
DSCP 26 011010 AF31 2597
DSCP 28 011100 AF32 2597
DSCP 30 011110 AF33 2597
DSCP 34 100010 AF41 2597
DSCP 36 100100 AF42 2597
DSCP 38 100110 AF43 2597
DSCP 46 101110 EF 2598

CS = Class Selector

AF = Assured Forwarding
EF = Expedited Forwarding

Figure 3-23 shows the general location of the CoSfield inside ISL and 802.1P headers.

Figure 3-23 LAN Class Of Service Fields
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Table 3-22 summarizes the marking fields.

Table 3-22  Names of Marking Fields

Field Location Length | Comments

IP Precedence IP header 3 bits Contained in thefirst 3 bits of the ToS
byte.

IP DSCP IP header 6 bits Contained in the first 6 bits of the DS
field, which replaces the ToS byte.

DS IP header 1 byte Replaces ToS byte per RFC 2475.

ToS IP header 1 byte Replaced by DS field per RFC 2475.

ToS IP header 4 hits A field inside the ToS byte; superseded
by RFC 2475.

CoS ISL and 802.1Q/P | 3 hits Cisco convention uses “CoS’ to
describe either trunking headers' QoS
field.

Priority bits 802.1Q/P 3 hits The name used by IEEE 802.1P for the
CosS hits.

Discard Eligible (DE) Frame Relay 1 bit Frame Relay switches may discard DE-

header marked frames, avoiding discarding
frames without DE marked, under
congestion.

Céll Loss Priority (CLP) ATM cell header | 1 bit ATM equivalent of the DE hit

MPLS Experimental MPLS header 3 bits Used to pass QoS marking information

values(s) across an MPLS network.

QoS Group Headers internal N/A Uses values between 1-99 inclusive.

to10S Used for marking only internal to a

single router, specifically only on the
GSR/ESR product lines.

Table 3-23liststhe MQC commandsused for CB marking. Thetable showsall the classification
options available using the match command, and all the marking options available using the set
command. Table 3-24 lists the show commands related to CB marking.

Table 3-23 Command Reference for Class-Based Marking

Command

Mode and Function

class-map class-map-name

Global config; names a class map, where
classification options are configured

Match ...

Class-map subcommand; defines specific
classification parameters
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Table 3-23 Command Reference for Class-Based Marking (Continued)

Command Mode and Function
match access-group { access-group | name access- ACL

group-name}

match sour ce-address mac address-destination Source MAC address
match ip precedence ip-precedence-value[ip- IP precedence

precedence-val ue i p-precedence-val ue i p-precedence-
value]

match mpls experimental number

MPLS Experimental

match cos cos-value [cos-val ue cos-val ue cos-val ue]

CoS

match destination-address mac address

Destination MAC address

match input-inter faceinterface-name

Input interface

match ip dscp ip-dscp-val ue [ip-dscp-value ip-dscp-
value ip-dscp-val ue ip-dscp-val ue ip-dscp-value ip-
dscp-value ip-dscp-value]

IP DSCP

match ip rtp starting-port-number port-range

RTP's UDP port-number range

match qos-group gos-group-value

QoS group

match protocol protocol-name

NBAR protocol types

match protocol citrix [app application-name-string]

NBAR Citrix applications

match protocol http [url url-string | host hostname-
string | mime MIME-type]

Host name and URL string

match any

All packets

policy-map policy-map-name

Global config; names a policy, which is a set
of actionsto perform.

class class-name

Policy-map subcommand; identifies which
packets on which to perform some action by
referring to the classification logic in a class

map

set For the class, marks (sets) particular QoS
fields

set ip precedence ip-precedence-value IP precedence

set ip dscp ip-dscp-value IPDSCP

Set cos cos-value CoS

set ip qos-group group-id QoS group

set atm-clp ATM CLP bit

Set fr-de Frame Relay DE bit
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Table 3-24  Exec Command Reference for Class-Based Marking

Command Function

show policy-map policy-map-name Lists configuration information about all
MQC-based QoS tools

show policy-map interface-spec [input | output] Lists statistical information about the

[class class-name] behavior of all MQC-based QoS tools

Figure 3-24 shows the genera flow of MQC commands.

Figure 3-24 MQC Commands and Their Correlation
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Configuration class myclass2
(Actions/PHB’s FOR THIS CLASS follow: marking, queuing, etc.)

Enable on { Interface S 0/0

Interface service-policy output mypolicy <€

Tables 3-25 and 3-26 list the NBAR configuration and exec commands, respectively.
Table 3-25 Configuration Command Reference for NBAR

Command Mode and Function

ip nbar protocol-discovery Interface mode; enables NBAR for traffic
entering the interface.

ip nbar port-map protocol-name [tcp | udp] port- Global; tells NBAR to search for a protocol

number using a different port number than the well-

known port. Also defines ports to be used by
custom packet description language modules
(PDLM).

ip nbar pdim pdim-name Global; extendsthelist of protocols
recognized by NBAR by adding additional
PDLMs.

You can use CAR for policing, but instead of discarding packets, CAR can instead mark
nonconforming packets with a value that increases the packets' chances of being discarded
when congestion occurs, as seen in Figure 3-25.
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Table 3-26  Exec Command Reference for NBAR

Command

Function

show ip nbar protocol-discovery [interface interface-
spec] [stats{byte-count | bit-rate | packet-
count}][{ protocol protocol-name | top-n number}]

Listsinformation about statistics for the
discovered protocols. Statistics can be listed
by interface, by protocal, or for just thetop n
protocols by volume.

show ip nbar port-map [protocol-name]

Lists the current portsin use by the
discovered protocols.

Figure 3-25 Policing: Excess Traffic Marked with Lower Value
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Discard Policies:
- If congestion does not occur, send everything
- If congestion occurs, discard traffic marked with a high-discard-% value

Hatfield
Gunsmiths

Direction of Flow of Packets in This Example

Tables 3-27, 3-28, and 3-29 list the pertinent CAR configuration and exec commands,

respectively.

Table 3-27  Configuration Command Reference for CAR

Command

Mode and Function

rate-limit {input | output} [access-group [rate-limit]
acl-index] bps burst-normal burst-max confor m-action
conform-action exceed-action exceed-action

Interface mode; configures classification,
marking, policing, and enabling CAR on the
interface

access-list rate-limit acl-index { precedence | mac-
address | exp mask mask}

Global mode; createsa CAR ACL, which
can match I P precedence, MAC addresses,
and MPLS Experimental bits
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Table 3-28 Possible Actions with CARrate-limit Command

Table 3-29

rate-limit Conform and
Exceed Options

Function

Continue

Evaluates the next rate-limit command

Drop

Drops the packet

set-dscp-continue

Sets the differentiated services code point (DSCP) (0-63) and evaluates
the next rate-limit command

set-dscp-transmit

Sets the DSCP and transmits the packet

set-mpls-exp-continue

Setsthe MPL S Experimental bits (0—7) and evaluatesthe next rate-limit
command

set-mpls-exp-transmit

Sets the MPL S Experimental bits (0—7) and sends the packet

set-prec-continue

Sets the | P precedence (0-7) and evaluates the next rate-limit command

Set-prec-transmit

Setsthe IP precedence (0-7) and sends the packet

set-gos-continue

Sets the QoS group 1D (1-99) and evaluates the next rate-limit
command

set-qos-transmit

Sets the QoS group 1D (1-99) and sends the packet

Transmit

Sends the packet

Exec Command Reference for CAR

Command Function

show interfaces [interface-type interface-number] Displays CAR dtatistics on the interface

rate-limit specified, or on all interfaces if the interface
is not specified

show access-listsrate-limit [acl-index] Lists information about the configuration of
rate-limit ACLs

Policy-based routing (PBR) enables you to route a packet based on some other information
besides the destination IP address. Figure 3-26 shows a simple example, where FTP trafficis
directed over the longer path in the network.
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Figure 3-26 PBR: FTP Traffic Routed over Longer Path
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Tables 3-30 and 3-31 list the pertinent PBR configuration and exec commands, respectively.
Table 3-30  Configuration Command Reference for PBR

Command

Mode and Function

ip local policy route-map map-tag

Global; specifies that packets generated by this
router should be candidates for policy routing

ip policy route-map map-tag

Interface subcommand; refers to a route map,
which in turn classifies packets and specifies
actions; actions include specifying a different
route, and setting | P precedence

route-map map-tag [per mit | deny] [sequence-
number]

Global command; creates a route map entry

match ip address {access-list-number | access-
list-name} [ ... access-list-number | ... access-list-
namej

Route-map subcommand; used to match IP
packets based on parameters that can be matched
withan IPACL

match length minimum-length maximum-length

Route-map subcommand; used to match IP
packets based on their length

set ip precedence number | name

Route-map subcommand; sets | P precedence
value using the decimal number of name

continues



228 Chapter 3: Classification and Marking

Table 3-30

Table 3-31

Configuration Command Reference for PBR (Continued)

Command

Mode and Function

set ip next-hop ip-address|...ip-address)

Route-map subcommand; defines the IP
address(es) of the next-hop router(s) to be used
for forwarding packets that match this route map
entry

ip route-cache policy

Global command; enables fast switching of PBR-
routed packets

Note: Not all PBR-related commands are shown in this table, but commands specifically related to marking are

shown.

Exec Command Reference for PBR Marking

Command Function

show ip policy Lists configured PBR details, and statistics for numbers of packets

matched by each clause.

show route-map Lists statistical information about packets matched with a route map.

PBR uses route maps to classify and mark traffic.
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Q&A

As mentioned in the Introduction, you have two choices for review questions. The questions
that follow next give you amore difficult challenge than the exam itself by using an open-ended
question format. By reviewing now with this more difficult question format, you can exercise
your memory better, and prove your conceptual and factual knowledge of this chapter. You can
find the answers to these questionsin Appendix A.

The second option for practice questionsis to use the CD-ROM included with this book. It
includes atesting engine and more than 200 multiple-choi ce questions. You should use this CD-
ROM nearer to the end of your preparation, for practice with the actual exam format. You can
even customize the CD-ROM exam to include, or not include, the topics that are only on the
CCIP QoS.

1
2

Describe the difference between classification and marking.

Describe, in general, how a queuing feature could take advantage of the work performed
by aclassification and marking feature.

Characterize what must be true before the CoS field may be useful for marking packets.

Most other QoS tools, besides classification and marking tools, aso have a classification
feature. Describe the advantage of classification, in terms of overall QoS design and
policies, and explain why classification and markingisuseful, in spite of thefact that other
tools also classify the traffic.

Which of thefollowing classification and marking tools can classify based on the contents
of an HTTP URL: class-based marking (CB marking), policy-based routing (PBR),
committed access rate (CAR), network-based application recognition (NBAR), or dial
peers?

Describe the differences between | P extended ACL s as compared with NBAR for
matching TCP and UDP port numbers.

Which of thefollowing classification and marking tool s can classify based on the outgoing
interface of the route used for a packet: class-based marking (CB marking), policy-based
routing (PBR), committed access rate (CAR), network-based application recognition
(NBAR), or dial peers?

Which of the following classification and marking tools can classify based on the
destination TCP port number of a packet, without using an IPACL: class-based marking
(CB marking), policy-based routing (PBR), committed accessrate (CAR), network-based
application recognition (NBAR), or dial peers?
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10

11

12

13

14

15

16
17

18

19

20

Which of the following classification and marking tools can classify based on the DSCP,
without using an IPACL.: class-based marking (CB marking), policy-based routing
(PBR), committed accessrate (CAR), network-based application recognition (NBAR), or
dia peers?

Which of the following classification and marking tools can classify based on either the
source or destination MAC address: class-based marking (CB marking), policy-based
routing (PBR), committed access rate (CAR), network-based application recognition
(NBAR), or dia peers?

Which of the following classification and marking tools can classify based on the even
numbered UDP ports used for RTP traffic, with or without using an IPACL.: class-based
marking (CB marking), policy-based routing (PBR), committed access rate (CAR),
network-based application recognition (NBAR), or dial-peers?

Which of the following QoS marking fields are carried inside an 802.1Q header: QoS,
CoS, DE, ToS byte, User Priority, ToS bits, CLP, Precedence, QoS Group, DSCP, MPLS
Experimental, or DS?

Which of thefollowing QoS marking fieldsare carried inside an | P header: QoS, CoS, DE,
ToS byte, User Priority, ToS bits, CLP, Precedence, QoS Group, DSCP, MPLS
Experimental, or DS?

Which of the following QoS marking fields are never marked inside a frame that exits a
router: QoS, CoS, DE, ToS byte, User Priority, ToS bits, CLP, Precedence, QoS Group,
DSCP, MPLS Experimental, or DS?

Describe the goal of marking near the edge of a network in light of the meaning of the
term “trust boundary.”

Define the meaning of MQC, and spell out what the acronym abbreviates.

What configuration command lists the classification details when configuring CB
marking? What configuration mode must you use to configure the command? What
commands must you issue to place the configuration mode user into that mode?

What configuration command lists the marking details when configuring CB marking?
What configuration mode must you use to configure the command?What commands must
you issue to place the configuration mode user into that mode?

What configuration command enables CB marking? What configuration mode must you
useto configure the command?What commands must you issueto place the configuration
mode user into that mode?

What configuration command liststhe classifi cation detail swhen configuring CAR? What
configuration mode must you use to configure the command? What commands must you
issue to place the configuration mode user into that mode?
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21

22

23

24

25

26
27

28

What configuration command lists the marking details when configuring CAR? What
configuration mode must you use to configure the command? What commands must you
issue to place the configuration mode user into that mode?

What configuration command enables CAR? What configuration mode must you use to
configure the command?What commands must you issue to place the configuration mode
user into that mode?

What configuration command lists the classification detail swhen configuring PBR?What
configuration mode must you use to configure the command? What commands must you
issue to place the configuration mode user into that mode?

What configuration command lists the marking details when configuring PBR? What
configuration mode must you use to configure the command? What commands must you
issue to place the configuration mode user into that mode?

What configuration command enables PBR? What configuration mode must you use to
configure the command?What commands must you issue to place the configuration mode
user into that mode?

Describe the process dial peers use to classify and mark traffic.

What configuration command(s) lists the marking details when configuring dial peers?
What configuration mode must you use to configure the command?What commands must
you issue to place the configuration mode user into that mode?

What QoS values can adial peer mark?



This chapter covers the following exam topics specific to the DQOS and QoS exams:
DQOS Exam Topics

Congestion Management
® |dentify and differentiate between the different |OS queuing techniques.

® Correctly apply each queuing technique to the appropriate application.
® Describe the difference between IP RTP Priority and Low Latency Queuing (LLQ).
® Configure WFQ, CBWFQ, and LLQ.

QoS Exam Topics
® Describe how queuing works on Cisco routers
® Describe FIFO Queuing (FQ) and its benefits and drawbacks
® Describe Priority Queuing (PQ) including its benefits and drawbacks
® Describe Custom Queuing (CQ) including its benefits and drawbacks
® Describe Weighted Fair Queuing (WFQ) including its benefits and drawbacks
® Configure Weighted Fair Queuing (WFQ) on Cisco routers
® Describe IP RTP Prioritization
® Configure IP RTP Prioritization on Cisco routers

® Configure the Modular QoS CLI to perform service policies
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Congestion Management

Most people understand the basic concepts of queuing, because most of us experience
gueuing every day. We wait in line to pay for groceries, we wait for a bank teller, we wait
to get into aride at an amusement park, and so on. So, most of the queuing conceptsinside
this chapter are intuitive.

Cisco usestheterm “ congestion management” to refer to queuing systemsin their products.
Queuing conceptsinreal lifeare quite similar to queuing in routers and switches. This chap-
ter begins with amore formalized introduction to queuing, to clarify what most people
already intuitively know. This chapter covers such issues as how many queues exist, how
routers choose to place packetsinto each queue, what to do when the queueisfull, and so on.

Following the discussion of concepts, the text explains the concepts and configurations
related to the queuing tools covered on the DQOS exam. In Appendix B, “Topics on the
CCIP QoS Exam,” you can find coverage of some other queuing tools that happen to be
covered on the QoS exam. Each tool can be compared with the other tools based on the
same details covered in the concepts section of the chapter—how to classify a packet into
aqueue, what to do if the queue isfull, and so on. The discussion about queuing tools also
examinesthe details particular to each tool, the configuration, and show commands related
to each tool.

When Cisco does make the next revision of these two exams, | am guessing that afew
gueuing tools will be dropped from the QoS exam. However, that's just a guess, so make
sure to check www.cisco.com for changes to the exams, and www.ciscopress.com/
1587200589 for the latest advice from the authors on a good study plan in case the exams
have changed.

“Do | Know This Already?” Quiz

The purpose of the“Do | Know ThisAlready?’ quizisto help you decideif you really need
to read the entire chapter. If you already intend to read the entire chapter, you do not nec-
essarily need to answer these questions now.

The 16-question quiz, derived from the major sectionsin “Foundation Topics’ portion of
the chapter, helps you determine how to spend your limited study time.

Table 4-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.
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Table 4-1  “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section

Covering These Questions Questions
Queuing Concepts 1lto4
WFQ and IP RTP Priority 5t08
CBWFQand LLQ 9to 12
Comparing Queuing Options 13to 16

CAUTION  Thegoal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to aquestion or areonly partially sure of the answer, mark this question wrong
for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess
skews your self-assessment results and might provide you with afalse sense of security.

You can find the answers to the “Do | Know ThisAlready?’ quiz in Appendix A, “Answersto
the ‘Do | Know ThisAlready? Quizzes and Q& A Sections.” The suggested choices for your
next step are as follows:

® 140r lessoverall score—Read the entire chapter. Thisincludesthe “ Foundation Topics,”
the “Foundation Summary,” and the “ Q& A" sections.

® 150r 16 overall score—If you want morereview on these topics, skip to the* Foundation
Summary” section and then go to the “ Q& A” section. Otherwise, move to the next
chapter.

Queuing Concepts Questions
1 Describe the benefits of having asingle FIFO output queue.

2 Explain the purpose of a TX Ring and TX Queue in a Cisco router.

3 Assume a queuing tool has been enabled on interface S0/0. Describe the circumstances
under which the queuing tool would actually be used.

4 Explain the circumstances under which it would be useful to enable a queuing tool on a
subinterface.

WFQ and IP RTP Priority Questions
5 Characterize the effect the WFQ scheduler has on different types of flows.
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Describe the WFQ scheduler process. Include at |east the concept behind any formulas, if
not the specific formula.

You previously disabled WFQ on interface S0/0. List the minimum number of commands
required to enable WFQ on S0/0.

What commands list statistical information about the performance of WFQ?

CBWFQ and LLQ Questions

9
10
11

12

Describe the CBWFQ scheduler process, both inside asingle queue and among all queues.
Describe how LLQ alowsfor low latency while still giving good service to other queues.

Compareand contrast |PRTP Priority and LL Q. In particul ar, mention what other queuing
tools can be used concurrently with each, how each classifies packets, and which is
recommended by Cisco.

Compare and contrast the CBWFQ command that configures the guaranteed bandwidth
for a class with the command that enables LLQ for aclass.

Comparing Queuing Options Questions

13

14

15

16

Which of the following queuing tools allows for WRED inside a single queue? First-In,
First-Out Queuing (FIFO); Priority Queuing (PQ); Custom Queuing (CQ); Weighted Fair
Queuing (WFQ); Class-Based WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP
RTP Priority.

Which of the following queuing tools can always service a particular queue first, even
when other queues have packets waiting? First-1n, First-Out Queuing (FIFO); Priority
Queuing (PQ); Custom Queuing (CQ); Weighted Fair Queuing (WFQ); Class-Based
WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP RTP Priority.

Which of thefollowing queuing tools alowsfor a percentage bandwidth to be assigned to
each queue? First-1n, First-Out Queuing (FIFO); Priority Queuing (PQ); Custom Queuing
(CQ); Weighted Fair Queuing (WFQ); Class-Based WFQ (CBWFQ); Low Latency
Queuing (LLQ); and IP RTP Priority.

Which queuing tools could be configured to provide the lowest possible latency for voice
traffic? Of these, which does Cisco recommend as the best option for voice queuing
today?
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Foundation Topics

Queuing has an impact on all four QoS characteristics directly—bandwidth, delay, jitter, and
packet loss. Many people, upon hearing theterm “ QoS,” immediately think of queuing, but QoS
includes many more concepts and features than just queuing. Queuing is certainly the most
often deployed and most important QoS tool.

This chapter begins by explaining the core concepts about queuing. Following that, each
gueuing tool is covered, including additional concepts specific to that tool, configuration,
monitoring, and troubleshooting.

Queuing Concepts

Most people aready understand many of the concepts behind queuing. First, this section
explains the basics and defines a few terms. Afterward, some of the | OS-specific details are
covered.

| OS stores packetsin memory while processing the packet. When arouter has completed all the
required work except actually sending the packet, if the outgoing interfaceiscurrently busy, the
router just keepsthe packet in memory waiting on theinterface to become available. To manage
the set of packets sitting around in memory waiting to exit an interface, |0S creates aqueue. A
gueue just organizes the packets waiting to exit an interface; the queue itself is nothing more
than a series of pointersto the memory buffersthat hold the individual packetsthat are waiting
to exit the interface.

The most basic queuing scheme uses a single queue, with first-in, first-out (FIFO) scheduling.
What does that mean? Well, when the | OS decides to take the next packet from the queue, of
those packets still in the queue, it takes the one that arrived earlier than all the other packetsin
the queue. Figure 4-1 shows arouter, with an interface using a single FIFO queue.

Figure 4-1 dngle FIFO Queue
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Although a single FIFO queue seems to provide no QoS features at all, it actually does affect
drop, delay, and jitter. Because there is only one queue, the router need not classify traffic to
placeit into different queues. Because thereis only one queue, the router need not worry about
how to decide from which queue it should take the next packet—there is only one choice. And
because this single queue uses FIFO logic, the router need not reorder the packets inside the
queue.

However, the size of the output queue affects delay, jitter, and loss. Because the queue has a
finite size, it may fill. If it fills, and another packet needs to be added to the queue, tail drop
would causethe packet to be dropped. One solution to the dropswould beto lengthen the queue,
which decreases the likelihood of tail drop. With alonger queue, however, the average delay
increases, because packets may be enqueued behind alarger number of other packets. In most
cases when the average delay increases, the averagejitter increases as well. The following list
summarizes the key concepts regarding queue length:

® With alonger queue length, the chance of tail drop decreases as compared with a shorter
gueue, but the average delay increases, with the averagejitter typically increasing aswell.

® With ashorter queue length, the chance of tail drop increases as compared with alonger
gueue, but the average delay decreases, with the averagejitter typically decreasing aswell.

® |f the congestion is sustained such that the offered load of bytestrying to exit an interface
exceedstheinterface speed for long periods, dropswill bejust aslikely whether the queue
is short or long.

To appreciate most queuing concepts, you need to consider a queuing system with at least two
gueues. Consider Figure 4-2, which illustrates two FIFO output queues.

Figure 4-2  Dual FIFO Output Queues
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Output Queue 1
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Byte Packets From which queue do | (=3 “—_
[S¥ihere room Output Queue 2 take the next packet? R2 '
in the queue? 4 -
S

@ Should | reorder packet -
inside a single queue?

Figure 4-2 illustrates the questions that are answered by the queuing tool. Step 1, the classifi-
cation step, works like classification and marking tools, except the resulting action isto placea
packet in aqueue, as opposed to marking a packet. So, at step 1, the packet header is examined,
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NOTE

and depending on the matched values, the packet is placed into the appropriate queue. Before
placing the packet in the queue, the router must make sure that spaceis available, as shown in
step 2in Figure 4-2. If no spaceisavailable, the packet is dropped. Inside each queue, the pack-
ets can bereordered (step 3): in this example, however, each queue uses FIFO logic inside each
gueue, so the packets would never be reordered inside the queue. Finaly, the queuing system
must choose to take the next packet for transmission from either Queue 1 or Queue 2 (step 4).
The scheduler makes the decision at step 4.

Although the classification portion of each queuing tool is relatively obvious, consider two
related points when thinking about classification by a queuing tool. First, with a QoS strategy
that causes classification and marking to occur near theingress edge of the network, the queuing
tool may enqueue packets that have already been marked. So, the queuing tool can classify
based on these marked fields, which was the whole point in marking them in the first place!
Second, for each category of traffic for which you want to provide different queuing treatment,
you need a different queue. For instance, you may want to classify traffic into six classes for
gueuing, so each class can get different treatment in a different queue. If the queuing tool only
supports four different queues, you may need to consider a different queuing tool to support
your QoS policy.

Inside each queue, the queuing methods use FIFO Queuing. The interesting logic for queuing
occurs after the packets have been enqueued, when the router decides from which queueto take
the next packet. Queue scheduling describes the process of the device, in this case arouter,
choosing which queueto service next. Thisprocessisalso called aservicealgorithm, or aqueue
service algorithm. The scheduler may reserve amounts of bandwidth, or a percentage of link
bandwidth, for a particular queue. The scheduler may always service one queue first, which
means the packets in that queue will experience very low delay and jitter.

For the exams, you need to know what each queuing tool’s scheduler accomplishes; for some
tools, however, you also need to know the internals of how the scheduler actually works.

Cisco leads the industry in making details about their products public (being the first large
networking vendor to publish bug reports, for instance). However, Cisco must also protect their
intellectual assets. So, for some of the newer queuing tools, Cisco has not yet published every
detail about how the scheduling algorithm works. For some of the older queuing tools, the
details are published. Frankly, the details of how the scheduling code works inside |OS might
beinteresting, but it is not really necessary for a deep understanding of what a queuing tool
does. For the QoS exams, you need to know what each queuing tool’s scheduler accomplishes;
for some tools, however, you also need to know the internals of how the scheduler actually
works. When necessary, this book gives you plenty of details about the internal scheduling
algorithms to help prepare you for the exams.
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Table 4-2

A final comment about the core concepts of queuing: The size of each packet does not affect
the length of the queue, or how many packetsit can hold. A queue of length 10 holds ten 1500-
byte packets as easily asit holds ten 64-byte packets. Queues actually do not hold the packets
themselves, but instead just hold pointers to the packets, whose contents are held in buffers.

Table 4-2 summarizes the key concepts of queuing. Thistableis used to compare the various
gueuing tools in the “Queuing Tools” section of this chapter.

Key Concepts When Comparing Queuing Tools

QoS
Characteristic

Feature Definition Affected
Classification The capability to examine packets to determine into None

which queue the packet should be placed. Many

options are available.
Drop policy When the queue has been determined, the drop policy | Loss

defines the rules by which the router chooses to drop

the packet. Tail drop, modified tail drop, WRED

(Weighted Random Early Detect), and FRED (Flow-

Based Random Early Detect) are the main options.
Schedulinginsideasingle | Inside asingle queue, packets can be reordered. In Bandwidth,
queue most cases, however, FIFO logic is used for packets delay, jitter, and

inside each queue. loss
Scheduling between Thelogic that defines how queuing chooses the next Bandwidth,
different queues packet to take from the output queues and placeit in delay, jitter, and

the TX Queue (Transmit Queue). loss
Maximum number of The maximum number of different queuesthe queuing | None
queues tools support, which in turn implies the maximum

number of traffic classifications that can be treated

differently by the queuing method.
Maximum queue length | The maximum number of packetsin asingle queue. Loss, delay

Output Queues, TX Rings, and TX Queues

NOTE

This section covers the concepts behind TX Rings and TX Queues. Interestingly, the DQOS
exam 9EO0-601 does not mention these topics at al, but the QoS exam does. For a true under-
standing of queuing inside |OS, however, you must understand these concepts. Therefore, for
you DQOS exam takers, you might choose to just focus on the concepts about TX Queues and
TX Rings, and not worry about memorization. As always, check the websiteslisted in the Intro-
duction for any news about changes to the exams.




240 Chapter 4: Congestion Management

Figure 4-3

Packets Arriving
when TX Queue Is
Full, and Some ——»
Packets in Software

Packets do not move directly from an interface’s output queue to being transmitted out of an
interface. Instead, the router moves the packet from the interface output queue to another small
FIFO queue on each interface. Cisco calls this separate, final queue either the Transmit Queue
(TX Queue) or Transmit Ring (TX Ring), depending on the model of the router. Regardless of
which nameis used, for the purposes of this book, the TX Queue and TX Ring concepts can be
considered to be equivalent. | will use the two terms synonymously.

The TX Ring's objective isto drive the link utilization to 100 percent when packets are waiting
to exit an interface. The TX Queue holds outgoing packets so that the interface does not have to
rely on the general-purpose processor in the router in order to start sending the next packet. The
TX Queue can be accessed directly by the application-specific integrated circuits (ASICs) asso-
ciated with an interface, so even if the general processor is busy, the interface can begin sending
the next packet without waiting for the router CPU. Because the most constrained resourcein a
router istypically the bandwidth on the attached interfaces, particularly on WAN interfaces, the
router hopes to always be able to send the next packet immediately when the interface finishes
sending the last packet. The TX Queue provides a key component to reach that goal.

However, the existence of the TX Queue does impact queuing to some extent. Figure 4-3
depictsthe TX Queue, along with a single FIFO Queuing output queue.

Sngle FIFO Output Queue, with a Single TX Queue

R1 — Serial 0

TX Queue, Length 4, Not Controlled
4 Packets

A by Queuing Tool
Arriving Output Queue: Not Needed in This Case
when TX Packet 4 | Packet 3 | Packet 2 | Packet 1|_>
Queue Is
Empty
R1 — Serial 0

TX Queue, Length 4, Not Controlled
Output Queue: Controlled by Queuing Tool by Queuing Tool
Packet 1}_>

Packet 5 }—»

Packet 7 | Packet 6 Packet 4 | Packet 3 | Packet 2

Queue
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Two different examples are outlined in Figure 4-3. In the top part of the figure, the scenario
beginswith no packetsin the output queue, and no packetsin the TX Queue. Then, four packets
arrive. With aTX Queue with room for four packets, all four packets are placed into the TX
Queue.

In the second example, any new packets that arrive will be placed into the software queue.
Assuming that the software queue and the TX Queue were empty before the seven packets
shown in thefigure arrived, thefirst four packets would have been placed in the TX queue, and
thelast threein the software queue. So, any new packetswill be placed at the end of the software
queue.

All the queuing tools in 10S create and manage interface output queues, not interface TX
Queues or TX Rings. Each interface uses one TX Queue (or TX Ring), and the TX Queueisa
FIFO queue, unaffected by the queuing configuration ontheinterface. In Figure 4-3, the packets
are sent in the same order that they would have been sent if the TX Queue did not exist. In some
cases, however, the TX Queue impacts the results of the queuing scheduler. For instance, con-
sider Figure 4-4, where queuing is configured with two queues. In this scenario, seven packets
arrive, numbered in the order in which they arrive. The output queuing configuration specifies
that the first two packets (1 and 2) should be placed into Queue 2, and the next four packets
(numbered 3 through 6) should be placed into Queue 1.

Many people assume that the router behaves as shown in the top part of Figure 4-4, with the
gueuing scheduler determining the order in which packets exit the interface. In redlity, |0S
behaves as shown in the bottom half of Figure 4-4. Inthetop half of thefigure, if al six packets
wereto arrive instantaneously, all six packets would be placed into the appropriate output
gueue. If this particular queuing tool’s scheduler always serviced packets from Queue 1, and
only serviced Queue 2 if Queue 1 was empty, the packets will leave in a different order than
they arrived. In fact, packets 3 through 6 would exit in order, and then packets 1 and 2 would
be sent. Ultimately, the order would just depend on the logic of the scheduling part of the
gueuing tool.

In this particular example, however, the packets would actually exit the interface in the same
order that the packets were received because of the existence of the TX Queue. As mentioned
earlier, when the router identifies the output interface for a packet, it checks the TX Queue for
that interface. If spaceisavailable, the packet isplaced inthe TX Queue, and no output queuing
isperformed for that packet. In the example, because the scenario assumesthat no other packets
werewaiting to exit R1's SO/0 interface before these six packets arrive, thefirst two packetsare
placed in the TX Queue. When packet 3 arrives, S0/0's TX Queueisfull, so packets 3 through
6 are placed into an interface output queue, based on the queuing configuration for R1's S0/0
interface. The queuing classification logic places packets 3 through 6 into Queue 1. The router
drainsthe packetsin order from the TX Queue, and moves packets 3, 4, 5, and 6, in order, from
Queue 1 into the TX Queue. The actua order that the packets exit SO isthe same order asthey
arrived.
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Figure 4-4  Output Queues, with Scheduler Always Servicing Queue 1 Rather Than Queue 2 When Packets Are
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| OS automati cally attempts to minimize the impact of the TX Queue to the 0S queuing tools.
The |OS maintains the original goal of always having a packet in the TX Queue, available for
the interface to immediately send when the interface completes sending the previous packet.
When any form of output queuing tool is enabled on an interface, 10S reduces the size of the
TX Queueto avery small value (typically 2). The smaller the value, the less impact the TX
Queue has on the effects of the queuing method.
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In some cases, you may want to change the setting for the size of the TX Queue or TX Ring.
You may also want to know the current setting. Example 4-1 lists several commandsthat enable

you to examine the size of the TX Queue, and change the size.
Example 4-1 TX Queue Length: Finding the Length, and Changing the Length

R3#show controllers serial 0/0

Interface Serial@/0

Hardware is PowerQUICC MPC860

DCE V.35, clock rate 1300000

idb at 0x8108F318, driver data structure at 0x81096D8C

SCC Registers:

General [GSMR]=0x2:0x00000030, Protocol-specific [PSMR]=0x8

Events [SCCE]=0x0000, Mask [SCCM]=0x001F, Status [SCCS]=0x06

Transmit on Demand [TODR]=0x@, Data Sync [DSR]=0x7E7E

Interrupt Registers:

Config [CICR]=0x00367F80, Pending [CIPR]=0x00008000

Mask [CIMR]=0x40204000, In-srv [CISR]=0x00000000

Command register [CR]=0x600

Port A [PADIR]=0x1100, [PAPAR]=0xFFFF
[PAODR]=0x0000, [PADAT]=0XEFFF

Port B [PBDIR]=0x09C0QF, [PBPAR]=0x0800E
[PBODR]=0x0000E, [PBDAT]=0x3E77D

Port C [PCDIR]=0x00C, [PCPAR]=0x000
[PCS0]=0xC20, [PCDAT]=0xFC@O, [PCINT]=0x00F

Receive Ring
rmd (68012830) : status 9000 length 1F address 3D3FC84
rmd (68012838) : status 9000 length 42 address 3D41D04
rmd (68012840): status 9000 length F address 3D43D84
rmd (68012848) : status 9000 length 42 address 3D43084
rmd (68012850) : status 9000 length 42 address 3D3E904
rmd (68012858) : status 9000 length 157 address 3D43704

Transmit Ring
tmd (680128B0): status 5C00 length 40 address 3C01114
tmd (680128B8): status 5C00 length D address 3CQQFD4
tmd (680128C0) : status 5C00 length 40 address 3CQQOFD4
tmd (680128C8): status 5C00 length D address 3COQE94
tmd(680128D0): status 5C00 length 11A address 3D6E394
tmd (680128D8): status 5C00 length 40 address 3C019D4
tmd (680128EQ) : status 5C00 length 40 address 3CQ1ED4
tmd (680128E8): status 5C00 length D address 3D58BD4
tmd (680128F0Q): status 5C00 length 40 address 3D58954
tmd (680128F8): status 5C00 length 40 address 3D59214
tmd (68012900) : status 5C00 length D address 3D59494
tmd (68012908): status 5C00 length 40 address 3D59AD4
tmd (68012910) : status 5C00 length 40 address 3C00214
tmd (68012918): status 5C00 length D address 3C01C54
tmd (68012920): status 5C00 length 40 address 3C005D4
tmd (68012928): status 7C00 length 40 address 3C00714

tx_limited=0(16)

continues
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Example 4-1 TX Queue Length: Finding the Length, and Changing the Length (Continued)

SCC GENERAL PARAMETER RAM (at ©0x68013C00)

Rx BD Base [RBASE]=0x2830, Fn Code [RFCR]=0x18

Tx BD Base [TBASE]=0x28B0, Fn Code [TFCR]=0x18

Max Rx Buff Len [MRBLR]=1548

Rx State [RSTATE]=0x18008440, BD Ptr [RBPTR]=0x2840
Tx State [TSTATE]=0x18000548, BD Ptr [TBPTR]=0x28C8

SCC HDLC PARAMETER RAM (at 0x68013C38)

CRC Preset [C_PRES]=0xFFFF, Mask [C_MASK]=0xF0B8

Errors: CRC [CRCEC]=0, Aborts [ABTSC]=0, Discards [DISFC]=0
Nonmatch Addr Cntr [NMARC]=0

Retry Count [RETRC]=0

Max Frame Length [MFLR]=1608

Rx Int Threshold [RFTHR]=0, Frame Cnt [RFCNT]=65454
User-defined Address 0000/0000/0000/0000

User-defined Address Mask 0x0000

buffer size 1524

PowerQUICC SCC specific errors:

input aborts on receiving flag sequence
throttles, @ enables

overruns

transmitter underruns

transmitter CTS losts

0 aborted short frames
| 1 A A A A A A A A I I O

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s @/0

R3(config-if)#priority-group 1

R3(config-if)#~Z

| A A A A A A A A A A A A A A A A A A A O I O A O

R3#show controllers serial 0/0
01:03:09: %SYS-5-CONFIG_I: Configured from console by console
Interface Serial@/0

[SENSENSI SIS

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s 0/0

R3(config-if)#no priority-group 1

R3(config-if)#tx-ring-limit 1

R3(config-if)#~Z

| A A A A A A A A A A A A A A A A O A O O O A A |

R3#show controllers serial 0/0
Interface Serial@/0
! Lines omitted to save space

continues
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Example 4-1 TX Queue Length: Finding the Length, and Changing the Length (Continued)

tx_limited=0(1)

! Lines omitted to save space

The show controllersserial 0/0 command lists the size of the TX Queue or TX Ring. Inthe
shaded output in Example 4-1, the phrase “tx_limited=0(16)" meansthat the TX Ring holds 16
packets. The zero meansthat the queue sizeisnot currently limited due to aqueuing tool being
enabled on the interface. For the first instance of show controllers, no queuing method is
enabled on the interface, so a zero signifies that the size of the TX Ring has not been limited
automatically. After enabling Priority Queuing with the priority-group interface subcommand,
the next show controllerscommand lists“tx_limited=1(2).” The new length of the TX Ring is
2, and 1 shows that the length is automatically limited as a result of queuing being configured.
Next, Priority Queuing is disabled with the no priority-group interface subcommand, but the
length of the TX Ring is explicitly defined with the tx-ring-limit 1 interface subcommand. On
the final show controllers command, the “tx_limited=0(1)" output implies that the sizeis not
limited, because no queuing is enabled, but that the length of the TX Ring is 1.

Thefollowing list summarizesthekey pointsabout TX Ringsand TX Queuesinrelationtotheir
effect on queuing:

® TheTX Queue/TX Ring always performs FIFO scheduling, and cannot be changed.
® TheTX Queue/TX Ring uses asingle queue, per interface.

® |OS shortens the interface TX Queue/TX Ring automatically when an output queuing
method is configured.

® TheTX Ring/TX queue length can be configured to a different value.

Queuing on Interfaces Versus Subinterfaces and Virtual Circuits (VCs)

|OS queuing tools create and manage output queues associated with an interface, and then the
packets drain into the TX Ring/Queue associated with theinterface. |OS al so supports queuing
on subinterfaces and individual V Cs when traffic shaping is also enabled. Shaping queues,
created by the traffic-shaping feature, drain into the interface output queues, which then drain
into the TX Ring/Queue. Like the interface output queues, the shaping queues can be managed
with 10S queuing tools.

The interaction between shaping queues associated with a subinterface or VC, and queues
associated with a physical interface, is not obvious at first glance. So, before moving into the
details of the various queuing tools, consider what happens on subinterfaces, VCs, and physical
interfaces so that you can make good choi ces about how to enable queuing in arouter.

Figure 4-5 provides a reasonabl e backdrop from which to explain the interaction between
gueues. R1 has many permanent virtual circuits (PV Cs) exiting its SO/0 physical interface. The
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figure shows queues associated with two of the PV Cs, asingle queuefor the physical interface,
and the TX Ring for the interface.

Figure 4-5 Subinterface Shaping Queues, Interface Queues, and TX Ring

Routerl

s0/0.1

Subinterface #1
Shaping Queue

_\—> Interface
_,—> Output Queue —>»| TXRing <000

Subinterface #2
Shaping Queue

s0/0.2

In this particular example, each subinterface uses a single FIFO shaping queue; the physical
interface uses a FIFO output queue. At first glance, it seems simple enough: A packet arrives,
and the forwarding decision dictates that the packet should exit subinterface S0/0.1. It is placed
into the subinterface 0/0.1 shaping queue, and then into the physical interface output queue, and
then into the TX Ring. Then, it exits the interface.

In some cases, the packet moves from the shaping queues directly to the TX Queue. You may
recall that packets are not even placed in the output queueif the TX Ringis not full! If no con-
gestion occurs on the interface, the TX Ring does not fill. If no congestion occursinthe TX
Ring, theinterface output queue does not fill, and the queuing tool enabled on the interface has
no effect on the packets exiting the interface.

In some cases, |OS does not place the packets into a shaping queue as they arrive, but instead
the packets are placed into the interface queue or TX Queue. When the shaping features knows
that anewly arrived packet does not exceed the shaping rate, there is no need to delay the
packet. In that case, aqueuing tool used for managing the shaping queue would also have no
effect.

Traffic shaping can cause subinterface shaping queuesto fill, even when there is no congestion
onthe physical interface. Traffic shaping, enabled on asubinterface or VC, slows down the flow
of traffic leaving the subinterface or VC. In effect, traffic shaping on the subinterface creates
congestion between the shaping queues and the physical interface queues. On aphysical inter-
face, packets can only leave the interface at the physical clock rate used by the interface; simi-
larly, packets can only leave a shaping queue at the traffic-shaping rate.
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Figure 4-6

For exampl e, theV C associated with subinterface S0/0.1 uses a 64 kbps committed information
rate (CIR), and SO/0 uses a T/1 circuit. Without traffic shaping, more than 64 kbps of traffic
could be sent for that PV C, and the only constraining factor would be the accessrate (T/1). The
Frame Relay network might discard some of the traffic, because the router may send more (up
to 1.5 Mbps) on the V C, exceeding the traffic contract (64-kbps CIR). So, traffic shaping could
be enabled on the subinterface or VC, restricting the overall rate for this PV C to 64 kbps, to
avoid frame loss inside the Frame Relay network. If the offered load of traffic on the subinter-
face exceeds 64 kbps for some period, traffic shaping delays sending the excess traffic by plac-
ing the packets into the shaping queue associated with the subinterface, and draining the traffic
from the shaping queue at the shaped rate.

Figure 4-6 shows an updated version of Figure 4-5; thisone's PV C is currently exceeding the
shaping rate, and the other PV C is not exceeding the shaping rate.
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In Figure 4-6, packets arrive and are routed out of each of the two subinterfaces. Traffic for sub-
interface 0/0.1 exceeds the shaping rate, and packets for subinterface 0/0.2 do not. Therefore, a
gueue beginsto form on the shaping queue for subinterface 0/0.1, because traffic shaping delays
packets by queuing the packets. On subinterface 0/0.2, packets will not be enqueued into the
shaping queue, because the shaping rate has not been exceeded.

You can configure queuing tool s to manipul ate the output queue on aphysical interface, aswell
as the shaping queue created by shaping. The concepts in this chapter apply to using queuing
on both the main interface, and on any shaping queues. However, this chapter only coversthe
configuration of queuing to manipulatetheinterface output queues. Chapter 5, “ Traffic Policing
and Shaping,” which covers traffic shaping, explains how to configure queuing for use on
shaping queues. When reading the next chapter, keep these queuing conceptsin mind and watch
for the details of how to enable your favorite queuing tools for shaping queues.
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Summary of Queuing Concepts

For the remainder of this chapter, queuing tools are compared based on the six general points
listed in this section. Figure 4-7 outlines these points in the same sequence that each point is
listed in the upcoming sections on each queuing tool.

Figure 4-7  Sx Comparison Points for |OS Queuing Tools
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Scheduling gets the most attention when network engineers choose which queuing tool to use
for aparticular application. However, the other components of queuing are important as well.
If the classification part of aqueuing tool cannot classify the traffic as defined in the QoS policy
for the network, for instance, either the policy must be changed or another tool must be used.
For instance, PQ and CQ cannot take direct advantage of network-based application recognition
(NBAR), but CBWFQ and LLQ can. In addition, some queuing tools allow a drop policy for
each gqueue, which becomes particularly important when voice and video compete with data
traffic in a converged network.

Queuing Tools

Cisco 10S provides alarge variety of different queuing tools. Some of the queuing tools have
been available for quite some time, whereas others have only become available in recent
releases. Some of the tools may not be popular to implement because one queuing tool may
provide a better solution than another queuing tool. However, al the queuing tools mentioned
in this chapter are covered on one of the current Cisco QoS exams, therefore, we cover themin
this book.

The following sections of this book include coverage of First-1n, First-Out Queuing (FIFO);
Priority Queuing (PQ); Custom Queuing (CQ); Weighted Fair Queuing (WFQ); Class-Based
WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP RTP Priority.
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FIFO Queuing

NOTE This section covers FIFO Queuing, which like TX Queues, is not currently covered on the
DQOS 9E0-601 exam. Thissection does cover someuseful information for all peopleinterested
in QoS. Therefore, for you DQOS exam takers, you might choose to just focus on the concepts
about FIFO, and not worry about memorization or configuration. And as always, check the
websites listed in the Introduction for any news about changes to the exams.

Thefirst reason that arouter or switch needs output queuesisto hold a packet while waiting for
theinterface to become avail ablefor sending the packet. Whereasthe other queuing toolsin this
chapter also perform other functions, like reordering packets, FIFO Queuing just provides a
means to hold packets while they are waiting to exit an interface.

FIFO Queuing does not need the two most interesting features of the other queuing tools,
namely classification and scheduling. FIFO Queuing uses a single queue for the interface.
Because there is only one queue, there is no need for classification to decide the queue into
which the packet should be placed. Also there is no need for scheduling logic to pick which
gueue from which to take the next packet. The only really interesting part of FIFO Queuing
is the queue length, which is configurable, and how the queue length affects delay and loss.

FIFO Queuing usestail drop to decide when to drop or enqueue packets. If you configure a
longer FIFO queue, more packets can be in the queue, which means that the queue will be less
likely tofill. If the queue isless likely to fill, fewer packets will be dropped. However, with a
longer queue, packets may experience more delay and jitter. With a shorter queue, less delay
occurs, but the single FIFO queue fills more quickly, which in turn causes more tail drops of
new packets. These facts are true for any queuing method, including FIFO.

Figure 4-8 outlines simple FIFO Queuing. R1 uses FIFO Queuing on the interface connected
to R2. The only decision required when configuring FIFO Queuing is whether to change the
length of the queue.

Figure 4-8 Smple FIFO Queuing
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Remember to consider two steps when configuring FIFO Queuing. First, configuring FIFO
Queuing actually requires you to turn off all other types of queuing, as opposed to just config-
uring FIFO Queuing. Cisco |0S uses WFQ as the default queuing method on serial interfaces
running at E1 speeds and slower. However, |OS does not supply a command to enable FIFO
Queuing; to enable FIFO Queuing, you must first disable WFQ by using the no fair-queue
interface subcommand. If other queuing tools have been explicitly configured, you should also
disable these. Just by removing all other queuing configuration from an interface, you have
enabled FIFO!

The second FIFO configuration step that you might consider isto override the default queue
length. To do so, use the hold-queue x out interface subcommand to reset the length of the
queue.
Example 4-2 shows a sample FIFO Queuing configuration.

Example 4-2 FIFO Queuing Configuration

R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s @0/0
R3(config-if)#no fair-queue
R3(config-if)#~Z
R3#sh int s 0/0
Serial®/0 is up, line protocol is up
Hardware is PowerQUICC Serial
Description: connected to FRS port S@. Single PVC to Rf1.
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation FRAME-RELAY, loopback not set
Keepalive set (10 sec)
LMI enq sent 80, LMI stat recvd 73, LMI upd recvd @, DTE LMI up
LMI enq recvd @0, LMI stat sent @, LMI upd sent 0
LMI DLCI 1023 LMI type is CISCO frame relay DTE
Broadcast queue @/64, broadcasts sent/dropped 171/2, interface broadcasts 155
Last input 00:00:02, output 00:00:03, output hang never
Last clearing of "show interface" counters 00:13:48
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
30 second input rate @ bits/sec, @ packets/sec
30 second output rate @ bits/sec, 0 packets/sec
235 packets input, 14654 bytes, @ no buffer
Received 0 broadcasts, @ runts, @ giants, @ throttles
2 input errors, 0 CRC, 2 frame, @ overrun, @ ignored, @ abort
264 packets output, 15881 bytes, @ underruns
@ output errors, 0 collisions, 6 interface resets
0 output buffer failures, @ output buffers swapped out
10 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

continues
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Example 4-2 FIFO Queuing Configuration (Continued)

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s 0/0

R3(config-if)#hold-queue 50 out

R3(config-if)#~Z

!

R3#sh int s @/0

Serial@®/® is up, line protocol is up
Hardware is PowerQUICC Serial

! Lines omitted for brevity
Queueing strategy: fifo
Output queue :0/50 (size/max)

! Line omitted for brevity

Example 4-2 shows FIFO Queuing being configured by removing the default WFQ configura-
tion with the no fair-queue command. The show interface command lists the fact that FIFO
Queuing is used, and the output queue has 40 entries maximum. After configuring the output
gueueto hold 50 packets with the hold-queue 50 out command, the show inter face output still
lists FIFO Queuing, but now with a maximum queue size of 50.

FIFO Queuing is pretty basic, but it does provide a useful function:; It provides the basic
gueuing function of holding packets until the interface is no longer busy.

Priority Queuing
Priority Queuing’s most distinctive feature is its scheduler. PQ schedules traffic such that the
higher-priority queues always get serviced, with the side effect of starving the lower-priority
gueues. With amaximum of four queues, called High, Medium, Normal, and L ow, the complete
logic of the scheduler can be easily represented, asis shown in Figure 4-9.

AsseeninFigure4-9, if the High queue aways has a packet waiting, the scheduler will always
take the packets in the High queue. If the High queue does not have a packet waiting, but the
Medium queue does, one packet istaken from the M edium queue—and then the process always
starts over at the High queue. The Low queue only gets serviced if the High, Medium, and
Normal queues do not have any packets waiting.

The PQ scheduler has some obvious benefits and drawbacks. Packets in the High queue can
claim 100 percent of the link bandwidth, with minimal delay, and minimal jitter. The lower
gueues suffer, however. In fact, when congested, packetsin the lower queues take significantly
longer to be serviced than under lighter loads. In fact, when the link is congested, user
applications may stop working if their packets are placed into lower-priority queues.
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Figure 4-9 PQ Scheduling Logic
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Most of the rest of the details about PQ can be easily understood. PQ classifies packets based
on the content of the packet headers. It uses a maximum of four queues, as mentioned earlier.
Theonly drop policy istail drop—in other words, after classifying the packet, if the appropriate
queue isfull, the packet is dropped. The length of each queue, which of course affects packet
loss and delay, can be changed—in fact, PQ can set the queue length to avalue of zero, which
means the queue length isinfinite. (Infinite really means that when the router runs out of
memory, the packet cannot be queued; however, you have worse problems than queuing a
packet if the router is out of memory!) Figure 4-10 summarizes these key features of PQ.

Thefigurerepresentstheinternals of arouter, after the routing decision hasidentified the output
interface for the packet. The following list describes each component of the queuing process,
with the numbersin the list matching the numbersin the figure.
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Figure 4-10 PQ Features
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PQ can classify packets using access-control lists (ACLs) for most Layer 3 protocols,
matching anything allowed by any of the types of ACLs. PQ can also directly match,
without using an ACL, the incoming interface, packet length, and TCP and UDP port
numbers.

Tail drop isthe only available drop policy.
Four queues maximum

Maximum queue length can be set to zero, which means the queue has theoretically
infinite length. Defaults are 20, 40, 60, and 80 packets for High, Medium, Normal, and
Low queues, respectively.

Inside a queue, PQ uses FIFO logic.
When scheduling among the queues, PQ always services the highest-priority queue.

Independent of the process leading up to placing the packet into the queue, the scheduler con-
tinually reactswhen the TX Ring empties a packet out the interface, implying that thereis now
more room in the TX Ring/TX Queue for another packet. When the TX Ring frees space, the
PQ scheduler then performsthe logic described in Figure 4-9, taking a packet from the highest-
priority queue that has a packet waiting. The PQ scheduler moves the packet to the TX Ring,
for later transmission on the interface.
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Table 4-3

Aswith other queuing tools, none of thiswork happensif theinterface is not congested. When
theinterface is not congested (in other words, the TX Ringis not full), new packets are placed
into the TX Ring directly. When the TX Ring fills, PQ performs queuing. When all the PQ
gueues drain, aswell asthe TX Ring drains, congestion has abated. Newly arriving packets
would then be placed directly into the TX Ring, until it fills again, which in turn restarts the
gueuing process with PQ.

PQ works great for QoS paliciesthat need to treat one type of traffic with the absolute best ser-
vice possible. It has been around since |OS 10.0. However, PQ's service for the lower queues

degrades quickly, making PQ impractical for most applications today. For instance, even run-

ning one FTP connection, one web browser, one NetMeeting call, and two Vol P callswhen cre-
ating the output for this section of the book, the TCP connections for the FTP and HT TP traffic
frequently timed out.

Table 4-3 summarizes some of the key functions and features of PQ. For those of you pursuing
the QoS exam, look at Appendix B for details of how to configure PQ.

PQ Functions and Features

PQ Feature Explanation

Classification Classifies based on matching an ACL for all Layer 3 protocols, incoming
interface, packet size, whether the packet is a fragment, and TCP and
UDP port numbers.

Drop policy Tail drop.

Maximum number of 4.

queues

Maximum queue length Infinite; really means that packets will not be tail dropped, but will be
queued.

Scheduling insideasingle | FIFO.

queue

Scheduling among all Always service higher-priority queuesfirst; result is great servicefor the

queues High queue, with potential for 100% of link bandwidth. Service
degrades quickly for lower-priority queues.

Custom Queuing

Custom Queuing (CQ) followed PQ as the next 10S queuing tool added to |0S. CQ addresses
the biggest drawback of PQ by providing a queuing tool that does service all queues, even
during times of congestion. It has 16 queues available, implying 16 classification categories,
which isplenty for most applications. The negative part of CQ, ascompared to PQ, isthat CQ’'s
scheduler does not have an option to always service one queue first—like PQ’'s High queue—
so CQ does not provide great service for delay- and jitter-sensitive traffic.
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Figure 4-11

Aswith most queuing tools, the most interesting part of thetool isthe scheduler. The CQ sched-
uler gives an approximate percentage of overall link bandwidth to each queue. CQ approxi-
mates the bandwidth percentages, as opposed to meeting an exact percentage, dueto thesimple
operation of the CQ scheduler. Figure 4-11 depicts the CQ scheduler logic.
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The CQ scheduler performs round-robin service on each queue, beginning with Queue 1. CQ
takes packets from the queue, until the total byte count specified for the queue has been met or
exceeded. After the queue has been serviced for that many bytes, or the queue does not have
any more packets, CQ moves on to the next queue, and repeats the process.

CQ does not configure the exact link bandwidth percentage, but rather it configures the number
of bytes taken from each queue during each round-robin pass through the queues. Suppose, for
example, that an engineer configures CQ to use five queues. The engineer assigns a byte count
of 10000 bytes for each queue. With this configuration, the engineer has reserved 20 percent of
the link bandwidth for each queue. (If each queue sends 10000 bytes, atotal of 50000 bytes are
sent per cycle, so each queue sends 10000/50000 of the bytes out of theinterface, or 20 percent.)
If instead the engineer has assigned byte counts of 5000 bytes for thefirst 2 queues, 10000 for
the next 2 queues, and 20000 for the fifth queue, the total bytes sent in each pass through the
gueues would again total 50000 bytes. Therefore, Queues 1 and 2 would get 5000/50000, or 10
percent of the link bandwidth. Queues 3 and 4 would get 10000/50000, or 20 percent of the
bandwidth, and Queue 5 would get 20000/50000, or 40 percent. The following formula
calculates the implied bandwidth percentage for Queue x:

Byte count for Queue x
Sum of byte counts for all queues

The CQ scheduler essentially guarantees the minimum bandwidth for each queue, while alow-
ing queuesto have more bandwidth under the right conditions. Imaginethat 5 queues have been
configured with the byte counts of 5000, 5000, 10000, 10000, and 20000 for queues 1 through
5, respectively. If all 5 queues have plenty of packetsto send, the percentage bandwidth given
to each queueis 10 percent, 10 percent, 20 percent, 20 percent, and 40 percent, as described
earlier. However, suppose that Queue 4 has no traffic over some short period of time. For that
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period, when the CQ scheduler tries to service Queue 4, it notices that no packets are waiting.
The CQ scheduler movesimmediately to the next queue. Over this short period of time, only
Queues 1 through 3 and Queue 5 have packets waiting. In this case, the queues would receive
12.5 percent, 12.5 percent, 25 percent, 0 percent, and 50 percent of link bandwidth, respectively.
(Themath to get these percentagesis number-of -bytes-per-cycle/40,000 because around 40,000
bytes should be taken from the four active queues per cycle.) Note also that queues that have
not been configured are automatically skipped.

Unlike PQ, CQ does not name the queues, but it numbers the queues 1 through 16. No single
gueue has a better treatment by the scheduler than another, other than the number of bytes
serviced for each queue. So, inthe examplein thelast several paragraphs, Queue 5, with 20000
bytes serviced on each turn, might be considered to be the “ best” queue with this configuration.
Do not befooled by that assumption! If the traffic classified into Queue 5 comprises 80 percent
of the offered traffic, thetraffic in Queue 5 may get the worst treatment among all 5 queues. And
of course, the traffic patterns will change over short periods of time, and over long periods.
Therefore, whereas understanding the scheduler logic is pretty easy, choosing the actual
numbers requires some traffic analysis, and good guessing to some degree.

Therest of the details about CQ mirror the featuresin PQ. Figure 4-12 highlights the features
of CQ.

Figure 4-12 CQ Features
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Thefigurerepresentstheinternals of arouter, after the routing decision hasidentified the output
interface for the packet. The following list describes each component of the queuing process,
with the numbersin the list matching the numbersin the figure:

1 CQ can classify packets using access-control lists (ACLSs) for most Layer 3 protocols,
matching anything allowed by any of the types of ACLs. CQ can also directly match,
without using an ACL, the incoming interface, packet length, and TCP and UDP port
numbers. CQ and PQ use the exact same classification options.
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2 Tail drop isthe only available drop policy.
3 Sixteen queues maximum.

4 You can set the queue length to zero, which means the queue has theoretically infinite
length. Default is 20 per queue.

5 Inside aqueue, CQ uses FIFO logic.

6 When scheduling among the queues, CQ services the configured byte count per queue
during a continuous round-robin through the queues.

CQ works great for networks with no jitter-sensitive applications that also need to reserve
general percentages of link bandwidth for different classes of traffic. CQ does not provide low-
latency service, like PQ’'s High queue does, although it does allow each queue to receive some
service when the link is congested. Table 4-4 summarizes some of the key features of CQ. For
those of you pursuing the QoS exam, look at Appendix B for details of how to configure CQ.

Table 4-4  CQ Functions and Features

CQ Feature Explanation

Classification Classifies based on matching an ACL for all Layer 3 protocols, incoming
interface, packet size, whether the packet is a fragment, and TCP and
UDP port numbers.

Drop policy Tail drop.

Number of queues 16.

Maximum queue length Infinite; really means that packets will not be tail dropped, but will be
queued.

Scheduling insideasingle | FIFO.

queue

Scheduling among all Services packets from a queue until abyte count is reached; round-

queues robins through the queues, servicing the different byte counts for each
queue. The effect is to reserve a percentage of link bandwidth for each
queue.

Weighted Fair Queuing (WFQ)

Weighted Fair Queuing differs from PQ and CQ in several significant ways. The first and most
obvious difference is that WFQ does not allow classification options to be configured! WFQ
classifies packets based on flows. A flow consists of all packets that have the same source and
destination | P address, and the same source and destination port numbers. So, no explicit
matching is configured. The other large difference between WFQ versus PQ and CQ isthe
scheduler, which simply favors low-volume, higher-precedence flows over large-volume,
lower-precedence flows. Also because WFQ is flow based, and each flow usesadifferent queue,
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the number of queues becomes rather large—up to a maximum of 4096 queues per interface.
And although WFQ uses tail drop, it really uses a dightly modified tail-drop scheme—yet
another difference.

|OS provides several variations of WFQ as well. This section concentrates on WFQ, whose
longer, more descriptive name is Flow-Based WFQ. For those of you taking the QoS exam,
Appendix B covers several variations of WFQ—namely, distributed WFQ (dWFQ), ToS-based
dWFQ, and QoS group-based dWFQ. Each has slight variations to the baseline concepts and
configuration of WFQ.

Ironically, WFQ requires the least configuration of all the queuing tools in this chapter, yet it
requires the most explanation to achieve adeep understanding. The extrawork to read through
the details will certainly help on the exam, plusit will give you abetter appreciation for WFQ,
which may be the most pervasively deployed QoS tool in Cisco routers.

WFQ Classification

Flow-Based WFQ, or just WFQ, classifiestraffic into flows. Flows areidentified by at least five
itemsin an | P packet:

® Source IP address

® Destination IPADDRESS

® Transport layer protocol (TCP or UDP) as defined by the IP Protocol header field
® TCP or UDP source port

® TCP or UDP destination port

Depending on what document you read, WFQ also classifies based on the ToS byte. In partic-
ular, the CCIP QoS exam expects WFQ to classify based on the ToS byte as well as the five
itemslisted previously. The DQOS course, and presumably the DQOS exam, claimsthat it clas-
sifieson the fivefieldslisted previously. Most documentation just lists the five fieldsin the pre-
cedinglist. (Aswith all itemsthat may changewith later releases of the examsand courses, [ook
to www.ciscopress.com/1587200589 for the latest information.)

Whether WFQ usesthe ToS byte or not when classifying packets, practically speaking, does not
matter much. Good design suggeststhat packetsin asingle flow ought to have their Precedence
or DSCP field set to the same value—so the same packets would get classified into the same
flow, regardless of whether WFQ cares about the ToS byte or not for classification.

Theterm “flow” can have a couple of different meanings. For instance, imagine a PC that is
downloading aweb page. The user sees the page appear, reads the page for 10 seconds, and
clicks abutton. A second web page appears, the user reads the page for 10 seconds, and clicks
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another button. All the pages and objects came from a single web server, and all the pages and
objects were loaded using a single TCP connection between the PC and the server. How many
different combinations of source/destination, address/port, and transport layer protocol, are
used? How many different flows?

From a commonsense perspective, only one flow exists in this example, because only one
TCP connection is used. From WFQ's perspective, no flows may have occurred, or three flows
existed, and possibly even more. To most people, asingle TCP flow exists aslong asthe TCP
connection stays up, because the packets in that connection always have the same source
address, source port, destination address, and destination port information. However, WFQ
considers aflow to exist only as long as packets from that flow are queued to be sent out of an
interface. For instance, whilethe user isreading the web pagesfor 10 seconds, the routersfinish
sending all packets sent by the web server, so the queue for that flow is empty. Because the
intermediate routers had no packets queued in the queue for that flow, WFQ removes the flow.
Similarly, even while transferring different objects that comprise aweb page, if WFQ empties
aflow’s queue, it removes the queue, because it is no longer needed.

Why does it matter that flows come and go quickly from WFQ's perspective? With class-based
schemes, you always know how many queues you have, and you can see some basic statistics
for each queue. With WFQ, the number of flows, and therefore the number of queues, changes
very quickly. Although you can see statistics about active flows, you can bet on the information
changing before you can type the show queue command again. The statistics show you infor-
mation about the short-lived flow—for instance, when downloading the third web page in the
previous example, the show queue command tells you about WFQ's view of the flow, which
began when the third web page was being transferred, not when the TCP connection was
formed.

WFQ Scheduler: The Net Effect

Cisco publishesinformation about how the WFQ scheduler works. Even with an understanding
of how the scheduler works, however, the true goal s behind the scheduler are not obvious. This
section reflects on what WFQ provides, and the following sections describe how WFQ accom-
plishes the task.

The WFQ scheduler has two main goals. The first is to provide fairness among the currently
existing flows. To provide fairness, WFQ gives each flow an equal amount of bandwidth. If 10
flows exist for an interface, and the clock rate is 128 kbps, each flow effectively gets 12.8 kbps.
If 100 flows exist, each flow gets 1.28 kbps. In someways, thisgoal issimilar to atime-division
multiplexing (TDM) system, but the number of time slotsis not preset, but instead based on the
number of flows currently exiting an interface. Also keep in mind that the concept of equal
shares of bandwidth for each flow is a goal—for example, the actual scheduler logic used to
accomplish this goal is much different from the bandwidth reservation using byte counts

with CQ.
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With each flow receiving its fair share of the link bandwidth, the lower-volume flows prosper,
and the higher-volume flows suffer. Think of that 128-kbps link again, for instance, with 10
flows. If Flow 1 needs 5 kbps, and WFQ allows 12.8 kbps per flow, the queue associated with
Flow 1 may never have more than afew packetsin it, because the packetswill drain quickly. If
Flow 2 needs 30 kbps, then packets will back up in Flow 2's queue, because WFQ only gives
this queue 12.8 kbps as well. These packets experience more delay and jitter, and possibly loss
if the queuefills. Of course, if Flow 1 only needs 5 kbps, the actual WFQ schedul er allows other
flows to use the extra bandwidth.

The second goal of the WFQ scheduler is to provide more bandwidth to flows with higher

I P precedence values. The preference of higher-precedence flows isimplied in the name—
“Weighted” impliesthat thefair shareisweighted, and it iswei ghted based on precedence. With
10 flows on a 128-kbps link, for example, if 5 of the flows use precedence 0, and 5 use prece-
dence 1, WFQ might want to give the precedence 1 flows twice as much bandwidth as the pre-
cedence O flows. Therefore, 5 precedence 0 flows would receive roughly 8.5 kbps each, and 5
precedence 1 flows would receive roughly 17 kbps each. In fact, WFQ provides afair share
roughly based on the ratio of each flow’s precedence, plus one. In other words, precedence 7
flows get 8 times more bandwidth than does precedence O flows, because (7 +1) / (0+ 1) = 8.
If you compare precedence 3 to precedence 0, theratioisroughly (3+ 1)/ (0+ 1) = 4.

So, what does WFQ accomplish? Ignoring precedence for amoment, the short answer islower-
volume flows get relatively better service, and higher-volume flows get worse service. Higher-
precedence flows get better service than lower-precedence flows. If lower-volume flows are
given higher-precedence values, the bandwidth/delay/jitter/loss characteristics improve even
more. In anetwork where most of the delay-sensitive traffic is lower-volume traffic, WFQ isa
great solution. It takes one command to enableit, and it isalready enabled by default! Itsdefault
behavior favors lower-volume flows, which may be the more important flows. In fact, WFQ
came out when many networks' most important interactive flows were Telnet and Systems
Network Architecture (SNA) encapsulated in IP. These types of flows used much less volume
than other flows, so WFQ provided a great default, without having to worry about how to
perform prioritization on encapsulated SNA traffic.

WFQ Scheduling: The Process

WFQ gives each flow aweighted percentage of link bandwidth. However, WFQ does not pre-
define queues like class-based queuing tools do, because WFQ dynamically classifies queues
based on the flow details. And although WFQ ends up causing each flow to get some percentage
of link bandwidth, the percentage changes, and changes rapidly, because flows come and go
frequently. Because each flow may have different precedence values, the percentage of link
bandwidth for each flow will change, and it will change very quickly, as each flow is added or
removed. In short, WFQ simply could not be implemented by assigning a percentage of band-
width, or abyte count, to each queue.
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The WFQ scheduler is actually very simple. When the TX Queue/Ring frees aslot, WFQ can

move one packet to the TX Queue/Ring, just like any other queuing tool. The WFQ scheduler
takes the packet with the lowest sequence number (SN) among all the queues, and movesit to
the TX Queue/Ring. The SN is assigned when the packet is placed into aqueue, whichiswhere
the interesting part of WFQ scheduling takes place.

For perspective on the sequence of events, marking the SN, and serving the queues, examine
Figure 4-13.

Figure 4-13 WFQ: Assigning Sequence Numbers and Servicing Queues
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WFQ calculatesthe SN before adding a packet to its associated queue. In fact, WFQ calculates
the SN before making the drop decision, because the SN is part of the modified tail-drop logic.
The WFQ scheduler considers both packet length and precedence when calculating the SN. The
formulafor calculating the SN for a packet is as follows:

Previous SN + weight * new_packet_|length

The formula considers the length of the new packet, the weight of the flow, and the previous
SN. By considering the packet length, the SN cal culation results in a higher number for larger
packets, and alower number for smaller packets. The formula considers the SN of the most
recently enqueued packet in the queue for the new sequence number. By including the SN of
the previous packet enqueued into that queue, the formula assigns alarger number for packets
in queues that already have alarger number of packets enqueued.

The third component of the formula, the weight, isthe most interesting part. We know from the
basic scheduling algorithm that the lowest SN is taken next, and we know that WFQ wantsto
give more bandwidth to the higher-precedence flows. So, the weight values are inversely pro-
portional to the precedence values. Table 4-5 lists the weight values used by WFQ before and
after the release of 12.0(5)T/12.1.
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Table 4-5

Figure 4-14

WFQ Weight Values, Before and After 12.0(5)T/12.1

Precedence | Before 12.0(5)T/12.1 | After 12.0(5)T/12.1
0 4096 32384
1 2048 16192
2 1365 10794
3 1024 8096
4 819 6476
5 682 5397
6 585 4626
7 512 4048

Asseeninthetable, thelarger the precedence value, the lower the weight making the SN lower.
An example certainly helps for afuller understanding. Consider the example in Figure 4-14,

which illustrates one existing flow and one new flow.

WFQ Sequence Number Assignment Example

Existing: Flow 1

New packet 1, Flow 1:
Length 100,
Precedence 0

Weight for

Precedence=0 is

32,384

Existing
Packet:
SN=1000

SN = 1000 + 32384*100 = 3,239,000

New Flow: Flow 2

New packet 2, Flow 2:
Length 500,
Precedence 0

When adding new packet 1 to the queue for Flow 1, WFQ just runs the formula against the
length of the new packet (100) and the weight, adding the SN of the last packet in the queueto
which the new packet will be added. For new flows, the sameformulais used; becausethereare
no other packets in the queue, however, the SN of the most recently sent packet, in this case
100, isused intheformula. In either case, WFQ assignslarger SN valuesfor larger packets and

el

SN =100 + 32384*500 = 16,192,100

for those with lower IP precedence.

TX Ring

Last Packet
in TX Ring:
SN=100
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A more detailed example can show some of the effects of the WFQ SN assignment algorithm
and how it achievesits basic goals. Figure 4-15 shows a set of four flow queues, each with
four packets of varying lengths. For the sake of discussion, assumethat the SN of the previously
sent packet is zero in this case. Each flow’sfirst packet arrives at the sameinstant in time, and
all packetsfor al flows arrive before any more packets can be taken from the WFQ queues.

Figure 4-15 WFQ Sequence Number Assignment Example 2

NOTE

Flow 1
1500 byte, —> | Packet4 Packet3 Packetl Packetl
Precedence 0 SN=194,304,000 | SN=145,728,000 SN=97,152,000 | SN=48576,000
Flow 2
Packet8 Packet7 Packet6 Packet5
1000 byte, — = - - SN=32,384,000
Precedence 0 SN=129,536,000 | SN=97,152,000 SN=65,536,000 384,
Flow 3
Packet12 Packet11 Packet10 Packet9
500 byte, —>| SN=65,536,000 SN=48,576,000 SN=32,384,000 | SN=16,192,000
Precedence 0
Flow 4
Packet16 Packet15 Packet14 Packet13
100 byte, > = = = SN=3,238,400
Precedence 0 SN=12,954,600 SN=9,715,200 SN=6,553,600 1238,

In this example, each flow had four packets arrive, al with a precedence of zero. The packets
in Flow 1 were al 1500 bytesin length; in Flow 2, the packets were 1000 bytes in length; in
Flow 3, they were 500 bytes; and finally, in Flow 4, they were 100 bytes. With equal precedence
values, the Flow 4 packets should get better service, because the packets are much smaller. In
fact, al four of Flow 1's packets would be serviced before any of the packetsin the other flows.
Flow 3's packets are sent before most of the packetsin Flow 1 and Flow 2. Thus, the goa of
giving the lower-volume flows better service is accomplished, assuming the precedence values
are equal.

For the record, the order the packets would exit the interface, assuming no other events occur,
is 13 first, then 14, followed by 15, 16, 9, 5, 19, 1, 11, 6, 12,2, 7, 8, 3, 4.

To seethe effect of different precedence values, look at Figure 4-16, which lists the same basic
scenario but with varying precedence values.
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Figure 4-16 WFQ Sequence Number Assignment with Varying Precedence Values

NOTE

Flow 1
1500 byte, —> | Packet4 Packet3 Packet2 Packetl
Precedence 3 SN=48,576,000 SN=36,432,000 SN=24,288,000 | SN=12,144,000
Flow 2
1000 byte, —» | Packets Packet? Packet6 gzc_k;tssw 000
Precedence 5 SN=21,588,000 SN=16,191,000 SN=10,694,000 =5,397,
Flow 3
Packet12 Packet11 Packet10 Packet9
500 byte, —> | SN=65,536,000 SN=48,576,000 SN=32,384,000 | SN=16,192,000
Precedence 0
Flow 4
Packet16 Packet15 Packet14 Packet13
o by, = = = SN=3,238,400
Precedence 0 > | SN=12,954,600 SN=9,715,200 SN=6,553,600 ,238,

The SNsfor Flow 1 and Flow 2 improve dramatically with the higher precedence values of

3 and 5, respectively. Flow 4 still getsrelatively good service, even at precedence 0. Two
packets from Flow 2, and one from Flow 1, will be serviced before Flow 4's fourth packet
(SN 12,954,600), which is an example of how the higher precedence value givesthe packetsin
this flow slightly better service. So, the lower-volume, but lower-precedence flows will have
some degradation in service relative to the higher-volume, but higher-precedence flows.

For the record, the order the packets would exit the interface, assuming no other events occur,
is13,5,14,15,6,1,16,7,9, 2,8, 3,4, 11, 12.

Finally, arouter using WFQ can experience a phenomenon called too fair. With many flows,
WFQ will give some bandwidth to every flow. In the previous example, what happensif 200
new flows begin? Each of those new flows will get arelatively low SN, because the SN of the
most recently sent packet is used in the formula. The packets that are already in the existing
gueues will have to wait on all the new packets. In an effort to give each flow some of the link
bandwidth, WFQ may actually not give some or most of the flows enough bandwidth for them
to survive.

WFQ Drop Policy, Number of Queues, and Queue Lengths

WFQ usesadlightly modified tail-drop policy for choosing when to drop packets. The decision
is based on severa factors, one being the SN of the packet.
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Figure 4-17

WFQ places an absolute limit on the number of packets enqueued among all queues; thisvalue
iscalled the hold-queuelimit. If anew packet arrives, and the hold-queue limit has been reached,
the packet isdiscarded. That part of the decisionisbased not on asingle queue, but on thewhole
WFQ queuing system for the interface.

The next decision is based on an individual queue. If apacket needsto be placed into a queue,
and that queue's congestive discard threshold (CDT) has been reached, the packet may be
thrown away. CDT isalittle like amaximum queue length for each flow’s queue, but WFQ puts
alittle twist on how the concept is used (hence the use of another term, instead of just calling it
the maximum queue length). To appreciate how the CDT is used, examine Figure 4-17.

WFQ Modified Tail Drop and Congestive Discard Threshold

CDT
Exceeded for
This Queue?

5 No Is There a Highe Yes
Packet SN Enqueued in > | Discard Highest
Discarded Another Queue? SN Packet

Enqueue New Packet

A

The hold-queue size limitsthe total number of packetsin all of the flow or conversation queues.
However, CDT limits the number of packetsin each individual queue. If CDT packets are
already in the queue into which a packet should be placed, WFQ considers discarding the new
packet. Normally, the new packet is discarded. If a packet with alarger SN has already been
enqueued in a different queue, however, WFQ instead discards the packet with the larger SN!
It's like going to Disneyland, getting in line, and then being told that a bunch of VIPs showed
up, so you cannot ride the ride, and you will have to come back later. (Hopefully Disney would
not take you out of the line and send you to the bit bucket, though!) In short, WFQ can discard
a packet in another flow when the queue for a different flow has exceeded CDT but still has
lower sequence numbers. You can configure the CDT to avalue between 1 and 4096, inclusive.

Finally, WFQ can be configured for a maximum of 4096 queues, but interestingly, the actual
value can only be a power of 2 between 16 and 4096, inclusive. The 10S restricts the values
because WFQ performs a hash algorithm to classify traffic, and the hash algorithm only works
when the number of queues is one of these valid values.
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WFQ Configuration

Although WFQ requires alittle deeper examination to understand all the underlying concepts,
configuration is simple. 10S uses WFQ by default on all seria interfaces with bandwidths set
at T/1 and E/1 speeds and below. None of WFQ's parameters can be set for an individual queue,
so at most, the WFQ configuration will be one or two lineslong. An example configuration for
WFQ follows Tables 4-6 and 4-7. Tables 4-6 and 4-7 list the configuration and exec commands
related to WFQ respectively.

Table 4-6  Configuration Command Reference for WFQ

Command Mode and Function
fair-queue [congestive-discard-threshold [dynamic-queues Interface configuration mode; enables
[reservable-queues]]] WFQ, setsthe CDT, sets maximum

number of queues, and sets the
number reserved for RSV P use

hold-queuelength {in | out} Interface configuration mode; changes
the length of the hold queue

Table 4-7 Exec Command Reference for WFQ

Command Function

show queue interface-name interface-number [vc [vpi/] vci]] | Listsinformation about the packets
that are waiting in a queue on the

interface
show queueing [custom | fair | priority | random-detect Lists configuration and statistical
[interface atm-subinterface [vc [[vpi/] vci]]]] information about the queuing tool on
an interface

In the next example, R3 uses WFQ on its SO/0 interface. R3 marks the packets as they enter
EO0/0, using CB marking. Two voice cals, plus one FTP download, and alarge web page
download generate the traffic. The web page is the same one used throughout the book, with
competing frames on the | eft and right side of the page. Note that each of the two framesin the
web page uses two separate TCP connections. The marking logic performed by CB marking is
asfollows:

® VolP payload—DSCP EF

® HTTP traffic for web pages with “important” in the URL—DSCP AF21
® HTTP traffic for web pages with “not” in the URL—DSCP AF23

® All other—DSCP BE
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Repetitive examples do not help much with WFQ, because there is little to configure.
Example 4-3 shows the basic configuration, followed by some show commands. After that,
it shows afew of the optional parameters being set. The example uses the familiar network
diagram, as repeated in Figure 4-18.

Figure 4-18 Sample WFQ Network—WFQ on R3's S0/0 Interface

Note: All IP Addresses Begin 192.168

WFQ
Client Server 1
0, s = gy [
T swt r1 Jsoi0 so/0 © R3VE0 [y
1.100 | 3.100

ﬁé’ lf\ﬁh 3.254
101 102 |

Five Total Flows Created By:
Two G.729 Voice Calls

One Web Page, with Split Frames Creating Two TCP Connections, _/ ’/ ‘

to the Browser at Clientl
One FTP Download from Serverl to Clientl 301 302

Example 4-3 WFQ Configuration and show Commands

R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s 0/0
R3(config-if)#fair-queue
R3(config-if)#~Z
R3#sh int s 0/0
Serial®/0 is up, line protocol is up
Hardware is PowerQUICC Serial
Description: connected to FRS port S@. Single PVC to R1.
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 9/255, rxload 8/255
Encapsulation FRAME-RELAY, loopback not set
Keepalive set (10 sec)
LMI enq sent 171, LMI stat recvd 163, LMI upd recvd @, DTE LMI up
LMI enq recvd @0, LMI stat sent 0, LMI upd sent 0
LMI DLCI 1023 LMI type is CISCO frame relay DTE
Broadcast queue 0/64, broadcasts sent/dropped 378/2, interface broadcasts 347
Last input 00:00:01, output 00:00:00, output hang never
Last clearing of "show interface" counters 00:28:46
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 8249

continues
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Example 4-3 WFQ Configuration and show Commands (Continued)

Queueing strategy: weighted fair
Output queue: 126/1000/64/8249 (size/max total/threshold/drops)
Conversations 6/7/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
5 minute input rate 52000 bits/sec, 97 packets/sec
5 minute output rate 58000 bits/sec, 78 packets/sec
36509 packets input, 2347716 bytes, @ no buffer
Received @ broadcasts, @ runts, 0 giants, @ throttles
1 input errors, @ CRC, 1 frame, @ overrun, @ ignored, @ abort
28212 packets output, 2623792 bytes, @ underruns
0 output errors, 0 collisions, 5 interface resets
0 output buffer failures, @ output buffers swapped out
10 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up
R3#show queueing fair
Current fair queue configuration:

Interface Discard Dynamic Reserved Link Priority
threshold queues queues queues queues

Serial0@/0 64 256 0 8 1

Serial®/1 64 256 0 8 1

R3#show queueing fair int s 0/0
Current fair queue configuration:

Interface Discard Dynamic Reserved Link Priority
threshold queues queues queues queues
Seriale/0 64 256 0 8 1

R3# show queue s 0/0
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 11027
Queueing strategy: weighted fair
Output queue: 79/1000/64/11027 (size/max total/threshold/drops)
Conversations 4/8/256 (active/max active/max total)
Reserved Conversations 0/@ (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec

| Next stanza lists info about one of the VoIP calls
(depth/weight/total drops/no-buffer drops/interleaves) 37/5397/1359/0/0
Conversation 15, linktype: ip, length: 64
source: 192.168.3.254, destination: 192.168.2.251, id: 0x013B, ttl: 253,
TOS: 184 prot: 17, source port 16772, destination port 19232
! Next stanza lists info about one of the VoIP calls
(depth/weight/total drops/no-buffer drops/interleaves) 37/5397/1359/0/0
Conversation 125, linktype: ip, length: 64
source: 192.168.3.254, destination: 192.168.2.251, id: 0x0134, ttl: 253,
TOS: 184 prot: 17, source port 16638, destination port 19476

Next stanza lists info about one of the HTTP TCP connections
(depth/weight/total drops/no-buffer drops/interleaves) 1/10794/36/0/0
Conversation 33, linktype: ip, length: 1404
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Example 4-3 WFQ Configuration and show Commands (Continued)

source: 192.168.3.100, destination: 192.168.1.100, id: OxFF50, ttl: 127,
TOS: 72 prot: 6, source port 80, destination port 1067

Next stanza lists info about one of the HTTP TCP connections
(depth/weight/total drops/no-buffer drops/interleaves) 2/10794/34/0/0
Conversation 34, linktype: ip, length: 1404

source: 192.168.3.100, destination: 192.168.1.100, id: OxFF53, ttl: 127,
TOS: 88 prot: 6, source port 80, destination port 1068

! Notice the TOS values versus the weight in the last two stanzas!

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s @/0

R3(config-if)#fair-queue 100 64 10

R3(config-if)#hold-queue 500 out

R3(config-if)#~Z

1

R3#show interface serial 0/0
Serial®/® is up, line protocol is up
Hardware is PowerQUICC Serial
Description: connected to FRS port S@. Single PVC to R1.
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 9/255, rxload 8/255
Encapsulation FRAME-RELAY, loopback not set
Keepalive set (10 sec)
LMI enq sent 198, LMI stat recvd 190, LMI upd recvd @, DTE LMI up
LMI enq recvd @0, LMI stat sent 0, LMI upd sent 0
LMI DLCI 1023 LMI type is CISCO frame relay DTE
Broadcast queue 0/64, broadcasts sent/dropped 442/2, interface broadcasts 406
Last input 00:00:01, output 00:00:00, output hang never
Last clearing of "show interface" counters 00:33:14
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 12474
Queueing strategy: weighted fair
Output queue: 95/500/100/12474 (size/max total/threshold/drops)
Conversations 5/6/64 (active/max active/max total)
Reserved Conversations @0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec

! lines omitted for brevity

R3#show queueing fair
Current fair queue configuration:

Interface Discard Dynamic Reserved Link Priority
threshold queues queues queues queues

Seriale/0 100 64 10 8 1

Serial®/1 64 256 0 8 1

R3#sh queue s 0/0
Input queue: @/75/0/0 (size/max/drops/flushes); Total output drops: 13567

continues
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Example 4-3 WFQ Configuration and show Commands (Continued)

Queueing strategy: weighted fair
Conversations 5/7/64 (active/max active/max total)
Available Bandwidth 1158 kilobits/sec

(depth/weight/total drops/no-buffer drops/interleaves)
Conversation 61, linktype: ip, length: 64

source: 192.168.3.254, destination: 192.168.2.251, id:
TOS: 184 prot: 17, source port 16638, destination port

(depth/weight/total drops/no-buffer drops/interleaves)
Conversation 15, linktype: ip, length: 64

source: 192.168.3.254, destination: 192.168.2.251, id:
TOS: 184 prot: 17, source port 16772, destination port

(depth/weight/total drops/no-buffer drops/interleaves)
Conversation 34, linktype: ip, length: 1404

source: 192.168.3.100, destination: 192.168.1.100, id:
TOS: 88 prot: 6, source port 80, destination port 1068

(depth/weight/total drops/no-buffer drops/interleaves)
Conversation 33, linktype: ip, length: 1404

source: 192.168.3.100, destination: 192.168.1.100, id:
TOS: 72 prot: 6, source port 80, destination port 1067

(depth/weight/total drops/no-buffer drops/interleaves)
Conversation 29, linktype: ip, length: 1404
source: 192.168.3.100, destination: 192.168.1.100, id:

Reserved Conversations 0/0 (allocated/max allocated)

TOS: 0 prot: 6, source port 1353, destination port 1065

Output queue: 125/500/100/13567 (size/max total/threshold/drops)

61/5397/654/0/0

0x0134, ttl: 253,
19476

61/5397/653/0/0

0x013B, ttl: 253,
19232

1/10794/15/0/0

0x00A5, ttl: 127,

1/10794/15/0/0

0X00A7, ttl: 127,

1/32384/12/0/0

0x00A1, ttl: 127,

To enable WFQ, the fair-queueinterface subcommand is used. After enabling WFQ, the show
interface command output showsthe fact that WFQ is enabled. (See the highlighted portion of
the first show interface command in Example 4-3.) Note that the hold queue default size of
1000 is shown in the show interface output as well. The show inter face command and the
show queueing fair commands both list the CDT (default 64), along with the maximum

number of queues (256).

The most interesting show command for WFQ is the show queue command. Note that a sum-
mary section islisted first, followed by astanzaof output for each active flow. Each stanzalists
statistics about the current size, number of drops, and so on. Each stanza also lists the details
used for classification. For instance, each stanza of the first show queue command includes
acomment added by me. Knowing that two voice calls, one TCP connection for FTP, and
two TCP connections for HTTP were being used, | could look at the source and destination
addresses and ports numbers and decide which WFQ flows correlated to each of these user

flows.
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You can understand the usage of the ToS byte by WFQ with alittle closer examination of the
output of the show queue command. You may recall that the two HTTP transfers were marked
with different DSCP values; note that the two HTTP flows in the command output have ToS
byte values of 72 and 80. Which of these values correspondsto DSCP AF21 (important HTTP
URLs per CB marking) and AF23 (“not” important URLs per CB marking)? Table 4-8 liststhe
pertinent details needed to correlate DSCP, ToS, and precedence values used in the example.

Table 4-8  DSCP, ToS Byte, and WFQ Weight Values Used in Example 4-3

Binary
DSCP, with Binary ToS,
Type of Traffic Precedence with Os ToS Byte | Precedence
DSCP | Marked in This Portion in Padded for Decimal Value
Name | Example Bold Last 2 Bits Value (Decimal)
EF VolP 101110 10111000 184 5
AF21 HTTPURLs 010010 01001000 72 2
with “important”
AF23 HTTP URLswith 010110 01011000 88 2
“not”
BE All else 000000 00000000 0 0

WFQ always weights the packets based on the first 3 bits of the ToS byte—in other words,
based on the Precedence field. However, the show queue command output lists the entire
contents of the ToS byte, which in this case included 6 bits marked by CB marking, and two
trailing binary Os. Therefore, the ToS byte valuesin the command lists the same values shown
in the table. Even though CB marking marked adifferent DSCP for each type of HTTP traffic,
asfar asWFQ is concerned, each receives the same amount of weight. Thisis because WFQ
does not look past the Precedence field when determining the weight.

Finally, the second half of Example 4-3 just shows some configuration changes and the result-
ing changes in the show command output. The configuration changes the CDT, the maximum
number of queues, and the length of the hold queue. The highlighted portions of the show inter-
face, show queueing, and show queue commands reflect the details of the configuration
changes.

WFQ Summary

WFQ works well for networks where the most delay-sensitive traffic requires less bandwidth
than the average flow. Also flows with higher precedence work well, with low-volume, high-
precedence flows receiving exceptional treatment. Best of all, WFQ requires no classification
configuration. As aresult, WFQ provides a great default queuing choice, particularly when
traffic characteristics are unpredictable and difficult to qualify.
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Table 4-9

WFQ works poorly for voice and interactive video traffic, because both need low delay and low
jitter. WFQ does not provide a priority queue in order to minimize delay and jitter. Also delay
can increase when too many concurrent flows occur, due to WFQ being “too fair,” allowing
some bandwidth to each flow, which may cause the voice or video flows to not get enough
bandwidth.

Table 4-9 summarizes some of the key features of WFQ.
WFQ Functions and Features

WFQ Feature Explanation

Classification Classifies without configuration, based on source/destination | P address/
port, protocol type (TCPJUDP), and ToS.

Drop policy Modified tail drop.

Number of queues 4096.

Maximum queue length Congestive discard threshold per queue (max 4096), with an overall

limit based on the hold queue for all queues (max 4096).

Scheduling insideasingle | FIFO.

queue
Scheduling among all Serves lowest sequence number (SN). The SN is assigned when the
queues packet is placed into the queue, as a function of length and precedence.

Class-Based WFQ (CBWFQ)

Like the other queuing tools with WFQ in the name, CBWFQ uses features that are similar to
some other queuing tools, and completely different from others. CBWFQ islike CQ, in that it
can be used to reserve minimum bandwidth for each queue, but it differs from CQ in that you
can configure the actual percentage of traffic, rather than a byte count. CBWFQ islike WFQ in
that CBWFQ can actually use WFQ inside one particular queue, but it differsfrom WFQ in that
it does not keep up with flows for al the traffic.

Many people find it difficult to keep the details memorized. To help overcome confusion, the
features of CBWFQ are covered in the next several pages. At the end of this section, some
summary tableslist the key features and compare CBWFQ to some of the other queuing tools.
To begin the coverage, examine Figure 4-19, which outlines the typical queuing featuresin
sequence.



Queuing Tools 273

Figure 4-19 CBWFQ—Summary of Main Features

NOTE

2) Drop Decision
3) Maximum Number of Queues
4) Maximum Queue Length

1) Classification 5) Scheduling Inside Queue 6) Scheduler Logic

E Tail Drop or WRED
HoM

Cﬂﬂ:ﬂ]:ﬂ-—tzﬂ 64 Queues Max Result: Each queue
iC

receives configured

percentage bandwidth or
—"':H] W configured specific

C bandwidth

Same as CB Marking FIFO or WFQ

All IP ACL fields

Process: Not Published

NBAR

Source/Destination MAC Defaults:
Input Interface Tail Drop

RTP Port Number Range Queue size: 64

CoS, DSCP, Precedence
MPLS Experimental
QoS Group

Starting left to right in the figure, CBWFQ classifies packets using the exact same set of fields
that CB marking uses to classify packets. In fact, CBWFQ uses the exact same configuration
commands, all of which are part of the Modular QoS CLI (MQC) commands described in
Chapter 3, “Classification and Marking.” CBWFQ's use of MQC makes |earning the configu-
ration for CBWFQ easy, assuming you remember how to configure CB marking from the pre-
ceding chapter. And unlike WFQ and dWFQ, which use flow-based classifiers, CBWFQ does
not classify based on the flow, but on anything you can match with the MQC commands.

CBWFQ usestheterms*“class’ and “queue” to refer to the single queue that is associated with
aclassthat can be defined with CBWFQ. The terms “class’ and “queue’ are often used
interchangeably when describing CBWFQ.

CBWFQ supports two types of drop policy, namely tail drop and WRED. Chapter 6, “Conges-
tion Avoidance Through Drop Policies,” covers WRED in detail, but the general ideaisto dis-
card packets before the queue actualy fills, with the intent of making some TCP connections
react to thelost packet and slow down sending packets. By having afew TCP connections slow
down, the queue may not fill, reducing congestion.

You can enable WRED on any of the 64 queues available with CBWFQ. However, WRED is
agood option for some queues, and not for others. If a queue holds on to Vol P payload, for
example, you do not really want to drop any packets, because if you drop voice packets, the
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voice quality degrades. In queues holding less-drop-sensitive traffic, such as data, WRED isa
good option, but WRED works poorly in queues holding voice and video traffic.

CBWFQ supports 64 queues, with a maximum and default queue length of 64. All 64 queues
can be configured, but one class queue, called class-default, is automatically configured. If the
explicitly configured classification does not match a packet, |OS places the packet into the
class-default class. You are allowed to change the configuration details regarding this default
class, but this one class always exists.

So far, the other queuing toolsin this chapter supported only FIFO logic inside asingle queue.
In fact, some of you may have been wondering why “step 5” wasincluded in illustrations such
as the one shown in Figure 4-19. Currently, CBWFQ can use either FIFO or WFQ inside the
class-default queue. With Flow-Based WFQ in the class-default queue, when CBWFQ decides
to take one or more packets from the queue, it takes the packet with the best sequence number
(SN)—just like WFQ normally does.

CBWFQ provides a great advantage by allowing WFQ to be used in the class-default queue.
You may recall that WFQ is actually avery good default choice for queuing, because it treats
low-volume flowswell, and many low-volume flows are also interactive flows. WFQ also treats
packets with high precedence well. So, with CBWFQ, for the traffic you know about, you
classify it, and reserve the right amount of bandwidth for the class. For the traffic you cannot
characterize, you let it default into the class-default queue, where you can dynamically apply
some fairnessto the default traffic by using WFQ. The capability to reserve bandwidth for some
packets, and fairly assign therest of the bandwidth with WFQ, makes CBWFQ avery powerful
gueuing tool.

Finally, Cisco doestell usthe general idea behind how the CBWFQ scheduler works. The
scheduler gives apercentage of the bandwidth to each class, based on the configured val ues. For
instance, four classes, including class-default, may be configured with bandwidth percentages
that total 100 percent. The scheduler ensures that each queue receives that percentage of band-
width. If some queues do not need their bandwidth for a short period, the bandwidth is spread
across the other classes. Cisco does not really offer more details about how the scheduler
works—so you do not need to worry more about how CDWFQ works for the exams!

Table 4-10 summarizes some of the key features of CBWFQ.
Table 4-10 CBWFQ Functions and Features

CBWFQ Feature Description

Classification Classifies based on anything that MQC commands can match, just like
CB marking. Includes al extended IPACL fields, NBAR, incoming
interface, CoS, precedence, DSCP, source/destination MAC, MPLS
Experimental, QoS group, and RTP port numbers

Drop policy Tail drop or WRED, configurable per queue.

Number of queues 64.
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Table 4-10 CBWFQ Functions and Features (Continued)

CBWFQ Feature Description

Maximum queue length 64.

Scheduling inside asingle
queue

FIFO on 63 queues; FIFO or WFQ on class-default queue.

Scheduling among all
queues

Algorithm is not published. The result of the scheduler provides a
percentage guaranteed bandwidth to each queue.

CBWFQ Configuration

CBWZFQ configuration uses the same MQC commands as does CB marking, with afew
additional commands added. If you remember how to configure CB marking from Chapter 3,
CBWEFQ configuration will be easy for you. The commands used for CP marking and CBWFQ

configuration are repeated herein Tables 4-11 and 4-12.
Table 4-11 Command Reference for CBWFQ

Command

Mode and Function

class-map class-map-name

Global config; names a class map,
where classification options are
configured.

match ...

Class map subcommand; defines
specific classification parameters.

match access-group { access-group | name access-group-
name}

Access-control list (ACL).

match source-address mac address

Source MAC address.

match ip precedence ip-precedence-val ue [ip-precedence-
value ip-precedence-val ue i p-precedence-val ue]

IP precedence.

match mpls experimental number

MPLS Experimental.

match cos cos-value [cos-value cos-value cos-val ug]

CoS.

match destination-address mac address

Destination MAC address.

match input-inter face interface-name

Input interface.

match ip dscp ip-dscp-value [ip-dscp-value ip-dscp-value | IP DSCP.

ip-dscp-value ip-dscp-value ip-dscp-val ue ip-dscp-value

ip-dscp-value]

match ip rtp starting-port-number port-range RTP's UDP port number range.
match qos-group gos-group-value QoS group.

continues
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Table 4-11 Command Reference for CBWFQ (Continued)

Command

Mode and Function

match protocol protocol-name

NBAR protocol types.

match protocol citrix [app application-name-string].

NBAR Citrix applications.

match protocol http [url url-string | host hostname-string |
mime MIME-type]

Host name and URL string.

match any

Matches any and all packets.

policy-map policy-map-name

Globa config; names a policy, whichis
aset of actionsto perform.

class name

Policy map subcommand; identifies the
packets to perform QoS actions on by
referring to the classification logicin a
classmap

bandwidth { bandwidth-kbps | percent percent}

Class subcommand; sets literal or
percentage bandwidth for the class.
Must use either use actual bandwidth or
percent on all classesin asingle policy

map.

fair-queue [queue-limit queue-value]

Class subcommand; enablesWFQ in
the class (class-default only).

random-detect dscp dscpvalue min-threshold max-
threshold [mark-probability-denominator]

Class subcommand; enables DSCP-
based WRED in the class.

random-detect precedence precedence min-threshold max-
threshold mark-prob-denominator

Class subcommand; enables
precedence-based WRED in the class.

max-reser ved-bandwidth percent

Interface subcommand; defines the
percentage of link bandwidth that can
be reserved for CBWFQ queues besides
class-defaullt.

Table 4-12 Exec Command Reference for CBWFQ

Command

Function

show policy-map policy-map-name

Lists configuration information about
al MQC-based QoS tools

show policy-map interface-spec [input | output] [class
class-name]

Lists statistical information about the
behavior of al MQC-based QoS tools
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The remainder of this section includes several familiar lab scenarios, with example configura-
tions and show commands. In the first CBWFQ example, R3 uses CBWFQ on its SO/0 inter-
face. The engineer configuring R3 decided that voice traffic could benefit from being placed

into a different queue than all other traffic, so a simple QoS policy has been devised, which
includes the following:

® All VoIP payload traffic is placed in a queue.

® All other traffic is placed in another queue.

® GivetheVolP traffic 50 percent of the bandwidth.

® WFQ and WRED should be used on the non-Vol P traffic.

Figure 4-20 reminds you of the now-familiar example network, which shows the router in
which the configuration is applied. Example 4-4 shows the configuration and show commands.

Figure 4-20 Network Used with CBWFQ Configuration Examples

CBWFQ:
VoIP in One Queue
All Else in Another Queue
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Example 4-4 CBWFQ, VoIP in High Queue, Everything Else in Normal Queue

R3#show running-config
Building configuration...

! Portions omitted for brevity

!

ip cef

!

class-map match-all voip-rtp
match ip rtp 16384 16383

continues
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Example 4-4 CBWFQ, VoI P in High Queue, Everything Else in Normal Queue (Continued)

|
!
policy-map queue-voip
class voip-rtp
bandwidth percent 50
class class-default
fair-queue

! Portions omitted for brevity

|

interface Serial@/0
description connected to FRS port S0. Single PVC to R1.
no ip address
encapsulation frame-relay
load-interval 30
bandwidth 128
service-policy output queue-voip
clockrate 128000

|

interface Serial@/0.1 point-to-point

R1)

ip address 192.168.2.253 255.255.255.0
frame-relay interface-dlci 101

! Portions omitted for brevity

R3#show policy-map int s 0/0
Serial0®/0
Service-policy output: queue-voip

Class-map: voip-rtp (match-all)

136435 packets, 8731840 bytes

30 second offered rate 51000 bps, drop rate 0 bps

Match: ip rtp 16384 16383

Weighted Fair Queueing
Output Queue: Conversation 265
Bandwidth 50 (%) Max Threshold 64 (packets)
(pkts matched/bytes matched) 48550/3107200
(depth/total drops/no-buffer drops) 14/0/0

Class-map: class-default (match-any)
1958 packets, 1122560 bytes
30 second offered rate 59000 bps, drop rate @ bps
Match: any
Weighted Fair Queueing
Flow Based Fair Queueing
Maximum Number of Hashed Queues 256
(total queued/total drops/no-buffer drops) 15/0/0

description point-point subint global DLCI 103, connected via PVC to DLCI 101 (
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Example 4-4 CBWFQ, VoIP in High Queue, Everything Else in Normal Queue (Continued)

R3#show policy-map int s 0/0 output class class-default Serial0/0
Service-policy output: queue-voip

Class-map: class-default (match-any)
2217 packets, 1417985 bytes
30 second offered rate 71000 bps, drop rate 0 bps
Match: any
Weighted Fair Queueing
Flow Based Fair Queueing
Maximum Number of Hashed Queues 256
(total queued/total drops/no-buffer drops) 10/0/0

R3#show policy-map
Policy Map queue-voip
Class voip-rtp
Weighted Fair Queueing
Bandwidth 50 (%) Max Threshold 64 (packets)
Class class-default
Weighted Fair Queueing
Flow based Fair Queueing Max Threshold 64 (packets)

R3#show interface s 0/0
Serial@®/@ is up, line protocol is up
Hardware is PowerQUICC Serial
Description: connected to FRS port S0. Single PVC to R1.
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 9/255, rxload 8/255
Encapsulation FRAME-RELAY, loopback not set
Keepalive set (10 sec)
LMI enq sent 132, LMI stat recvd 132, LMI upd recvd @, DTE LMI up
LMI enq recvd @, LMI stat sent @, LMI upd sent 0
LMI DLCI 1023 LMI type is CISCO frame relay DTE
FR SVC disabled, LAPF state down
Broadcast queue 0/64, broadcasts sent/dropped 307/0, interface broadcasts 285
Last input 00:00:02, output 00:00:00, output hang never
Last clearing of "show interface" counters 00:22:02
Input queue: @0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 16/1000/64/0 (size/max total/threshold/drops)
Conversations 4/8/256 (active/max active/max total)
Reserved Conversations 1/1 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
30 second input rate 52000 bits/sec, 102 packets/sec
30 second output rate 59000 bits/sec, 101 packets/sec
126301 packets input, 8141304 bytes, @ no buffer
Received 0 broadcasts, @ runts, 0 giants, @ throttles
0 input errors, @ CRC, @ frame, @ overrun, @ ignored, @ abort
126197 packets output, 8550371 bytes, @ underruns
0 output errors, 0 collisions, 2 interface resets
0 output buffer failures, @ output buffers swapped out

continues
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Example 4-4 CBWFQ, VoI P in High Queue, Everything Else in Normal Queue (Continued)

@ carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up
R3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#policy-map queue-voip
R3(config-pmap)#class class-default
R3(config-pmap-c)#no fair-queue
R3(config-pmap-c)#~Z

R3#show policy-map
Policy Map queue-voip
Class voip-rtp
Weighted Fair Queueing
Bandwidth 50 (%) Max Threshold 64 (packets)
Class class-default

The configuration for CBWFQ requires many commands, but the logic is straightforward.
class-map voip-rtp matchesall Vol P payload by matching with thematch ip rtp 16384 16383
command. The policy-map queue-voip policy assigns Vol Ptraffic 50 percent of the bandwidth
based on the bandwidth percent 50 command. But 50 percent of what? Well, the actual band-
width is derived from the percentage of the bandwidth configured on the bandwidth interface
subcommand. In this case, the bandwidth is set to 128, so the voip-rtp class gets 64 kbps, which
is enough for the two G.729aVol P calls. Just like with CB marking, the service-policy output
command enables the policy on the interface, in this case S0/0.

The show policy-map interface serial 0/0 command lists the most interesting statistical infor-
mation about CBWFQ. (This paragraph, and the rest of the text that describes Example 4-4,
explainsthe commands in the exampl e in the same sequence asthey are shown inthe example.)
It lists a stanza of information for each class, listing the configured matching parameters and
bandwidth percentages. The offered rate of traffic that has been classified into each queueis
listed, along with drop statistics. These values are useful when monitoring the configuration to
decide whether the configuration values should be changed. Also note that in class-default, the
output implies that Flow-Based WFQ isin use inside the queue.

The command also has other options that reduce the amount of output, which can be large. For
instance, the show policy-map int s 0/0 output class class-default shown in the examplelists
only information about class class-default.

The show policy-map command just lists a summary of the configured policy maps. Interest-
ingly, the class-default stanza of the command output lists Weighted Fair Queuing, and then
saysitis“flow based.” Inthis case, the command output is reminding you that inside the class-
default queue, Flow-Based WFQ is applied to each flow. For comparison, at the end of the
example, the configuration has been changed to disable WFQ in the class-default queue. The
show policy-map command no longer lists Flow-Based WFQ for class-default.
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NOTE Although some of the CBWFQ command output referencesWFQ in sections describing queues
other than class-default, CBWFQ does not use Flow-Based WFQ inside any of these queues.

CBWFQ can only use Flow-Based WFQ inside one queue—the class-default queue.

Good QoS design calls for the marking of packets close to the source of the packet. Example
4-5 accomplishes the same queuing goals as the preceding example, but CBWFQ relies on the
fact that the packets have been marked before reaching R3's SO/0 interface. In areal network,
the packets could be marked on one of the LAN switches, or inan IP Phone, or by the computers
in the network. This example shows the packets being marked upon entering R3's E0/O
interface, just like Example 3-1 in Chapter 3. Example 4-5 shows the revised configuration

based on the following criteria:

® All VoIP payload traffic has been marked with DSCP EF; place this traffic in a queue.
® All other traffic has been marked with DSCP BE; place this traffic in a different queue.

® GivetheVolP traffic 58 kbps of the bandwidth on the link.

® Use WRED and WFQ on the non-Vol P traffic.
Example 4-5 CBWFQ, DSCP EF in One Queue, Everything Elsein Another Queue

R3#show running-config
class-map match-all voip-rtp
match ip rtp 16384 16383
!
class-map match-all dscp-ef
match ip dscp ef
|
!
policy-map voip-and-be
class voip-rtp
set ip dscp 46
class class-default
set ip dscp 0
|
policy-map queue-on-dscp
class dscp-ef
bandwidth 58
class class-default
random-detect dscp-based
fair-queue
|
interface Ethernet0/0
description connected to SW2, where Serveri is connected
ip address 192.168.3.253 255.255.255.0
service-policy input voip-and-be

continues
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Example 4-5 CBWFQ, DSCP EF in One Queue, Everything Else in Another Queue (Continued)

|
inte
clo
ban
ser
R3#
R3#s
Ser

Se

dscp

afi1
af12
af13
af21
af22
af23
af31
af32
af33
afa1
af42
af43
csi
cs2
cs3
cs4
cs5
cs6
cs7

rface serial@/0

ck rate 128000

dwidth 128

vice-policy output queue-on-dscp

how policy-map interface serial 0/0
ialo/0

rvice-policy output: queue-on-dscp

Class-map: dscp-ef (match-all)

8654 packets, 553856 bytes

30 second offered rate 51000 bps, drop rate 0 bps

Match: ip dscp ef

Weighted Fair Queueing
Output Queue: Conversation 41
Bandwidth 58 (kbps) Max Threshold 64 (packets)
(pkts matched/bytes matched) 8442/540288
(depth/total drops/no-buffer drops) 8/0/0

Class-map: class-default (match-any)
673 packets, 779357 bytes
30 second offered rate 71000 bps, drop rate 0 bps
Match: any
Weighted Fair Queueing
Flow Based Fair Queueing
Maximum Number of Hashed Queues 32
(total queued/total drops/no-buffer drops) 14/0/0
exponential weight: 9

Transmitted Random drop Tail drop
pkts/bytes pkts/bytes pkts/bytes
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 /0
/0 0/0 0/0
/0 0/0 /0
/0 0/0 0/0
/0 0/0 /0
/0 0/0 /0
23/2219 0/0 /0

/0 0/0 /0

Minimum Maximum

thresh
32
28
24
32
28
24
32
28
24
32
28
24
22
24
26
28
30
32
34

thresh
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40

Mark
prob
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
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Example 4-5 CBWFQ, DSCP EF in One Queue, Everything Else in Another Queue (Continued)

ef 0/0 0/0 0/0 36
rsvp 0/0 0/0 0/0 36
default 9/117 0/0 0/0 20
R3#show policy-map
Policy Map voip-and-be
Class voip-rtp
set ip dscp ef
Class class-default
set ip dscp default
Policy Map queue-on-dscp
Class dscp-ef
Weighted Fair Queueing
Bandwidth 58 (kbps) Max Threshold 64 (packets)
Class class-default
Weighted Fair Queueing
Flow based Fair Queueing
exponential weight 9
dscp min-threshold max-threshold mark-probability
af11 1/10
af12 1/10
af13 1/10
af21 1/10
af22 1/10
af23 1/10
af31 1/10
af32 1/10
af33 1/10
af41 1/10
af42 1/10
af43 1/10
cs1 1/10
cs2 1/10
cs3 1/10
cs4 1/10
cs5 1/10
cs6 1/10
cs7 1/10
ef 1/10
rsvp 1/10
default 1/10

40
40
40

1/10
1/10
1/10

The configuration is again detailed, but straightforward. policy-map voip-and-be marks pack-
ets as they enter EO/O, matching and marking Vol P packets with DSCP EF, and matching and
marking all other packets, marking them with DSCP BE. The class-map match-all dscp-ef
command creates a class that matches all DSCP EF traffic. Policy-map queue-on-dscp refers
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to classdscp-ef in order to match all Vol Ptraffic, giving the voi ce traffic 58 kbps with the band-
width 58 command. CBWFQ uses tail drop in each class by default, so under the class class-

default command, the random-detect dscp-based command is used to enable WRED in the

default class. In addition, of course, the service-policy command enables the service policy on
theinterface.

The show commands do not provide much new information, other than the statistics about
WRED operation. The details about this part of the output are covered in Chapter 6.

You may have found it strange to see a configuration with classification and marking happening
as the packet entered EO/O in R3, and then another round of classification for packets exiting
R3's S0/0 interface. One of the great advantages of classification and marking is that after the
packets are marked, the configuration of the tools providing each per-hop behavior (PHB) is
simple. Another advantage is that after the packet has been marked, other devices can perform
the simpler matching of just looking for DSCP or | P precedence.

If the QoS policy callsfor applying PHBs only for packets exiting WAN interfaces, and the pol-
icy does not call for PHBs between packets entering and exiting LAN interfaces, the classifica
tion and marking, and the queuing, may be performed with asingle configuration. Example 4-6
showsasimilar configuration to the preceding example, but with both the marking and queuing
performed for packets exiting R3's SO/0 interface.

Example 4-6 CBWFQ and CB Marking Combined

R3#show running-config
class-map match-all voip-rtp
match ip rtp 16384 16383

|
policy-map mark-and-queue
class voip-rtp
set ip dscp ef
bandwidth 58
class class-default
set ip dscp 0
random-detect dscp
fair-queue
|
interface Ethernet0/0
description connected to SW2, where Serveri is connected
! No service policy on E0Q/0Q!
|
interface serial0/0
clock rate 128000
bandwidth 128
service-policy output mark-and-queue

Two classes are used in this exampl e: voi p-rtp, which matches all Vol P payload UDP ports; and
class-default, which matchesall other packets. Inside policy-map mar k-and-queue, each class
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includes a set command to set the DSCP value. The voip-rtp class includes abandwidth com-
mand to reserve bandwidth; class-default automatically gets 25 percent of the bandwidth. The
service-policy output mark-and-queue command enables the policy for packets exiting R3's
S0/0 interface. In thisexample, you get the benefits of classification and marking, ashorter con-
figuration, and only one classification step inside this router, reducing overhead. Also keep in

mind that CEF must be enabled with theip cef global command for CB marking to work at all.

The configuration section for CBWFQ ends with afinal example that has alarger number of
classes. The same familiar traffic flows are used—two Vol P calls, a NetMeeting video confer-
ence, HTTP with two different frames (important.jpg and not-so.jpg), and an FTP download.
The configuration shows CB marking on ingress of R3's EQ/0, and CBWFQ on egress at R3's
S0/0. The criteriafor each type of traffic is as follows:

R3's S0/0 is clocked at 128 kbps.

Vol P payload is marked with DSCP EF, and placed in its own queue, using tail drop. This
class gets 58 kbps.

NetM eeting voice and video from Serverl to Clientl is marked with DSCP AF41, and
placed in its own queue, using tail drop. This class gets 22 kbps.

Any HTTP traffic whose URL contains the string “important” anywhere in the URL is
marked with AF21, and placed in its own queue, using WRED. This class gets 20 kbps.

Any HTTP traffic whose URL contains the string “not-so” anywherein the URL is
marked with AF23, and placed in its own queue, using WRED. This class gets 8 kbps.

All other traffic is marked with DSCP BE, and placed in its own queue, using WRED and
WFQ. This class gets the remaining 20 kbps.

Example 4-7 shows the configuration.

Example 4-7 CBWFQ—Classes for VoI P, NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and
Everything Else

R3#show running-config
Building configuration...

! Portions omitted for brevity
ip cef

class-map match-all dscp-ef
match ip dscp ef

class-map match-all dscp-af4i
match ip dscp af41

class-map match-all dscp-af21
match ip dscp af21

class-map match-all dscp-af23
match ip dscp af23

continues
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Example 4-7 CBWFQ—Classes for VoI P, NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and
Everything Else (Continued)

]
class-map match-all http-impo
match protocol http url "*important*"
class-map match-all http-not
match protocol http url "*not-so*"
class-map match-all voip-rtp
match ip rtp 16384 16383
class-map match-all NetMeet
match access-group 101
[}
!
policy-map laundry-list
class voip-rtp
set ip dscp ef
class NetMeet
set ip dscp af4i
class http-impo
set ip dscp af21
class http-not
set ip dscp af23
class class-default
set ip dscp default
policy-map queue-on-dscp
class dscp-ef
bandwidth 58
class dscp-afé41
bandwidth 22
class dscp-af21
bandwidth 20
random-detect dscp-based
class dscp-af23
bandwidth 8
random-detect dscp-based
class class-default
fair-queue
random-detect dscp-based
|
interface Ethernet0/0@
description connected to SW2, where Serveri is connected
ip address 192.168.3.253 255.255.255.0
ip nbar protocol-discovery
half-duplex
service-policy input laundry-list
[}
interface Serial@/0
description connected to FRS port S0. Single PVC to R1.
bandwidth 128
no ip address
encapsulation frame-relay
load-interval 30
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Example 4-7 CBWFQ—Classes for Vol P, NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and
Everything Else (Continued)

max-reserved-bandwidth 85

service-policy output queue-on-dscp

clockrate 128000

!

interface Serial@/@.1 point-to-point

description point-point subint global DLCI 103, connected via PVC to DLCI 101 (
R1)

ip address 192.168.2.253 255.255.255.0

frame-relay interface-dlci 101

!

! Portions omitted for brevity

!
access-list 101 permit udp host 192.168.3.100 range 16384 32767 192.168.1.0

0.0.0.255 range 16384 32767
!

The QoS policy requires the various queues to be assigned atotal of 108 kbps of the 128 kbps
of link bandwidth, which is about 84 percent of the link bandwidth. By default, CBWFQ only
allows 75 percent of thelink bandwidth to be explicitly assigned, reserving 25 percent for class
class-default. Cisco recommends that you not change the setting, but you can with the max-
reser ved-bandwidth command, as shown in the configuration. By changing the max-r eserved-
bandwidth to 85 percent, the amounts of bandwidth that were suggested in the policy state-
ments can be assigned. The danger is that the class-default, where important overhead such

as keepalives and routing updates are queued, may not get enough bandwidth.

CBWFQ Summary

CBWFQ combines some of the best features of the various queuing toolsinto asingletool. Like
CQ, CBWFQ can reserve a guaranteed amount of bandwidth per queue, but without the nega-
tive side effects of the CQ scheduler. CBWFQ can use WFQ as the default behavior for unclas-
sified traffic. Packet |oss behavior can take advantage of WRED, which reducesthe possibilities
of global synchronization. In addition, of all the queuing tools, CBWFQ hasthe largest variety
of directly matchable fields for classifying packets.

CBWZFQ does have some drawbacks, however. Most drawbacks are minor, but one negativeis
the lack of a PQ-like feature. Delay- and jitter-sensitive traffic still suffers, even when enough
bandwidth has been reserved by CBWFQ, because the CBWFQ scheduler can serve other
gueueswhen aVol P or video packet iswaiting in aqueue. The next feature covered in the book,
namely Low Latency Queuing (LLQ), overcomes this problem.

Table 4-13 summarizes some of the additional key comparison features among the WFQ family
of queuing tools.
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Table 4-13 CBWFQ Comparison to Other WFQ Tools

Max # of
Tool Classification Drop Policy Weighting Queues
WFQ Flow based Modified tail drop | Based on IP Precedence 4096
CBWFQ Class based, with Tail drop or WRED | Configured as % of link 64
very flexible options | per queue bandwidth per queue, or just
based on MQC as actual bandwidth

Low Latency Queuing (LLQ)

NOTE

Low Latency Queuing soundslike the best queuing tool possible, just based on the name. What
packet wouldn't want to experience low latency? Asit turns out, for delay (latency) sensitive
traffic, LLQ isindeed the queuing tool of choice.

LLQ issimple to understand and simple to configure, assuming you already understand
CBWFQ. LLQ isnot redlly a separate queuing tool, but rather a simple option of CBWFQ
applied to one or more classes. CBWFQ treats these classes as strict-priority queues. In other
words, CBWFQ always services packetsin these classesif apacket iswaiting, just as PQ does
for the High queue.

This section uses exampleswith only asingle LLQ classin most cases. However, you can have
more than one low-latency priority queue at the sametime. It is very important that you read
the section titled “L L Q with More Than One Priority Queue,” just before the section about
configuring LLQ. This section not only explains why you might want more than one low-
latency queue, but it also covers some important information for the exam.

LLQ introduces some new lingo that you may find allittle tricky. From one perspective, some-
thing like PQ has been added to CBWFQ, so you can expect to read or hear phrases that refer
to the low-latency queue as*“the PQ.” Someone might say, “What did you put in the PQ?" What
he really wants to know iswhat type of packets you classified and placed into the queuein
which you enabled the LL Q feature of CBWFQ. In addition, the queueinwhich LLQ isenabled
issometimesjust called “the LLQ.” Therefore, if you use CBWFQ, and use the priority com-
mand to enable LL Q in one of the classes, you arereally using LL Q, and that one classwith the
priority command is“the LLQ" or “the PQ.”

Terminology aside, the simple addition of LLQ logic to CBWFQ is depicted in Figure 4-21.
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Figure 4-21 Servicing Queueswith LLQ and CBWFQ
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Note that like PQ, the LLQ scheduler aways checks the low-latency queue first, and takes a
packet from that queue. If there are no packets in the low-latency queue, the normal, unpub-
lished scheduler logic applies to the other non-low-latency queue queues, giving them their
guaranteed bandwidth. For delay-sensitive traffic, the addition of alow-latency queue over-
comes the one big negative of CBWFQ. In fact, with all the other queuing tools covered in this
chapter so far, only PQ gave voice traffic the best quality. Of course, PQ had the negative side
effect of almost destroying the performance of thelower-priority applicationswhen thelink was
congested. With LLQ, you get the best of both worlds—low latency for thetraffic in one queue,
and guaranteed bandwidth for the traffic in other queues. Notice the thicker linesin Figure 4-
21. If you follow these lines, you can see a path through the logic for LLQ in which only the
low-latency queue gets any service. How can LLQ guarantee the other queues their respective
bandwidths, with logic that never lets those queues get serviced? Well, the real answer is that
Figure 4-21 is only part of the story. To prevent LLQ from having the same problem as PQ,
where packets in the highest-priority queue could dominate and take all the available band-
width, LLQ's scheduler actually operates as shown in Figure 4-22.

Figure 4-22 Services Queues with LLQ and CBWFQ—The Real Sory
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LLQ actually polices the PQ based on the configured bandwidth. By doing so, the packetsin
the queue that are forwarded still have very low latency, but LLQ also preventsthe low-latency
traffic from consuming more than its configured amount of bandwidth. By discarding excess
traffic, LLQ can till provide bandwidth guarantees to the non-priority queues. The policing
function works like policing as described in Chapter 5, but it is automatic in the low-latency
gueue—no additional policing configuration is required.

The policing function of LLQ takes care of protecting the other queues from the low-latency
gueue, but it does discard packetsto accomplish that goal. Take amoment to reflect on thetypes
of traffic that need to be classified into the low-latency queue. VoI P traffic, and in most cases,
video traffic, need the low-latency, low-jitter performance of the low-latency queue. However,
these are the same types of traffic that are most sensitive to dropped packets. So, although put-
ting voice and interactive video into the low-latency queue may be good for queuing, discarding
packets that exceed the configured rate for the queue would be harmful to those types of traffic.
(Remember, interactive video needs low latency, but one-way video does not.)

The solution to the LLQ policing feature's bad effect on Vol P and interactive video traffic lies
outside the control of LLQ. The solution requiresthe engineer to use whatever means necessary
to prevent more than the reserved bandwidth for alow-latency queue from getting introduced
into the network. If the low-latency queue has 30 kbps reserved, for example, asingle G.729
call will never cause the policer to discard a packet. If a second call occurs, the policer will
discard packets, and both voice calls will sound bad. The solution requires some engineering,
and some use of call admission control (CAC) tools, to prevent the low-latency queue from
being oversubscribed.

LLQ Configuration

L L Q configuration requires one more command in addition to the commands used for CBWFQ
configuration. Instead of using the bandwidth command on aclass, usethe priority command.
This single additional command islisted in Table 4-24. The syntax for thiscommand is as
follows:

priority {bandwidth-kbps | percent percentage} [burst]

Thisclass subcommand enablesL L Q inthisclass, reserves bandwidth, and enablesthe policing
function. You can also configure the burst for the policer with this command, and it defaults to
20 percent of the configured policing rate.

The priority command sets the guaranteed minimum bandwidth, which is aso the maximum
bandwidth! As mentioned earlier, LLQ polices the traffic in a class that usesthe priority com-
mand and discards excess traffic. The bur st parameter works just like bursts do for policing
tools described in Chapter 5; refer to Chapter 5 for more detail s on the concepts behind policing.

In thefollowing example, thefinal lab scenario used in the CBWFQ section is repeated, except
that LLQ is also enabled. The class with Vol P traffic has reserved 58 kbps again, but thistime
using the priority command. With two Vol P calls, the voice sounds fine. The same familiar
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traffic flows are used—two Vol P calls, a NetMeeting video conference, HTTP with two
different frames (important.jpg and not-so.jpg), and an FTP download. The configuration
shows CB marking on ingress of R3's EQ/0, and CBWFQ on egress at R3's S0/0. The criteria
for each type of traffic is asfollows:

® R3'sS0/0isclocked at 128 kbps.

® VolP payload is marked with DSCP EF, and placed in its own queue, using tail drop. This
class gets 58 kbps.

® NetMeeting voice and video from Serverl to Clientl is marked with DSCP AF41, and
placed in its own queue, using tail drop. This class gets 22 kbps.

® Any HTTP traffic whose URL contains the string “important” anywhere in the URL is
marked with AF21, and placed in its own queue. This class gets 20 kbps.

® Any HTTP traffic whose URL contains the string “not-so” anywherein the URL is
marked with AF23, and placed in its own queue. This class gets 8 kbps.

® All other traffic is marked with DSCP BE, and placed in its own queue, using WRED and
WFQ. This class gets the remaining 20 kbps.
Example 4-8 shows the configuration.

Example 4-8 LLQ for VolP, CBWFQ for NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and
Everything Else

R3#show running-config

Building configuration...

!

!Portions omitted for brevity

!

ip cef

!

class-map match-all dscp-ef
match ip dscp ef

class-map match-all dscp-af41
match ip dscp af41

class-map match-all dscp-af21
match ip dscp af21

class-map match-all http-impo
match protocol http url "*important*"

class-map match-all dscp-af23
match ip dscp af23

class-map match-all http-not
match protocol http url "*not-so*"

class-map match-all voip-rtp
match ip rtp 16384 16383

class-map match-all NetMeet
match access-group 101

|

!

continues
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Example 4-8 LLQ for VolP, CBWFQ for NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and
Everything Else (Continued)

policy-map laundry-list
class voip-rtp
set ip dscp ef
class NetMeet
set ip dscp af41
class http-impo
set ip dscp af21
class http-not
set ip dscp af23
class class-default
set ip dscp default
policy-map queue-on-dscp
class dscp-ef
priority 58
class dscp-af4i
bandwidth 22
class dscp-af21
bandwidth 20
random-detect dscp-based
class dscp-af23
bandwidth 8
random-detect dscp-based
class class-default
fair-queue
random-detect dscp-based
[}
interface Ethernet0/0
description connected to SW2, where Server1l is connected
ip address 192.168.3.253 255.255.255.0
ip nbar protocol-discovery
half-duplex
service-policy input laundry-list
|
interface Serialo/0
description connected to FRS port S0. Single PVC to R1.
bandwidth 128
no ip address
encapsulation frame-relay
load-interval 30
max-reserved-bandwidth 85
service-policy output queue-on-dscp
clockrate 128000
|

interface Serial@/0.1 point-to-point

R1)

ip address 192.168.2.253 255.255.255.0

frame-relay interface-dlci 101

!

access-list 101 permit udp host 192.168.3.100 range 16384 32767 192.168.1.0
0.0.0.255 range 16384 32767

description point-point subint global DLCI 103, connected via PVC to DLCI 101 (
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Example 4-8 LLQ for VolP, CBWFQ for NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and

Everything Else (Continued)

! portions omitted for brevity
R3#show policy-map queue-on-dscp
Policy Map queue-on-dscp
Class dscp-ef
Weighted Fair Queueing
Strict Priority
Bandwidth 58 (kbps) Burst 1450 (Bytes)
Class dscp-af41
Weighted Fair Queueing

Class dscp-af21
Weighted Fair Queueing

Class dscp-af23
Weighted Fair Queueing

Class class-default
Weighted Fair Queueing
Flow based Fair Queueing
exponential weight 9

af11
af12
af13
af21
af22
af23
af31
af32
af33
af41
af42
af43
cst
cs2
cs3
cs4
cs5
cs6
cs7
ef
rsvp
default

R3#show policy-map interface s 0/0 output class dscp-ef
Serialo/0

Bandwidth 22 (kbps) Max Threshold 64 (packets)

Bandwidth 20 (kbps) Max Threshold 64 (packets)

Bandwidth 8 (kbps) Max Threshold 64 (packets)

dscp min-threshold max -threshold mark-probability

1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10

continues
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Example 4-8 LLQ for VolP, CBWFQ for NetMeeting, HTTP “ important,” HTTP “ not-so” Important, and

Everything Else (Continued)

Service-policy output: queue-on-dscp

Class-map: dscp-ef (match-all)
227428 packets, 14555392 bytes
30 second offered rate 52000 bps, drop rate 0 bps
Match: ip dscp ef
Weighted Fair Queueing
Strict Priority
Output Queue: Conversation 40
Bandwidth 58 (kbps) Burst 1450 (Bytes)
(pkts matched/bytes matched) 12194/780416
(total drops/bytes drops) 0/0

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#policy-map queue-on-dscp

R3(config-pmap)#class dscp-ef

R3(config-pmap-c)#priority 48

R3(config-pmap-c)#°Z

R3#show policy-map interface s 0/0 output class dscp-ef
Serial®/0

Service-policy output: queue-on-dscp

Class-map: dscp-ef (match-all)
279830 packets, 17909120 bytes
30 second offered rate 51000 bps, drop rate 2000 bps
Match: ip dscp ef
Weighted Fair Queueing
Strict Priority
Output Queue: Conversation 40
Bandwidth 48 (kbps) Burst 1200 (Bytes)
(pkts matched/bytes matched) 64402/4121728
(total drops/bytes drops) 97/6208

The only change to this configuration, when compared with the CBWFQ configuration in
Example 4-8 is that in the dscp-ef class, inside policy-map queue-on-dscp, the priority
command rather than the bandwidth command was used to reserve bandwidth. As seen in the
output from the show policy-map command, 10S now performs strict-priority queuing on
the traffic in class dscp-€f. Also note that the show policy-map output shows a burst value was
defined (1450 bytes), which is used by the policing function of LLQ. The default burst size

is egual to 200 milliseconds of traffic; 58000 bits/second * .2 seconds equals 11600 bits, or
1450 bytes.

Note also the drops experienced by the voice traffic as shown with the show policy-map
interface s 0/0 output class dscp-ef command. The low-latency queue in this example has
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experienced zero drops, while providing the lowest possible latency for the voice traffic—
which is exactly what you want for voice.

At the end of the example, the priority command was changed to reserve only 48 kbps. The
two G.729 calls need about 52 kbps, and we know that LLQ polices. Notice that some packets
have been dropped according to the final show policy command; this particular command was
issued less than 10 seconds after changing the priority command to use only 48 kbps! In the
time it took me to write this paragraph, the number of dropped packets had increased to 2000.
Thus, the counters reinforce the fact that LLQ does indeed police the traffic. Therefore, you
would need to use CAC mechanisms to prevent oversubscription of the low-latency queue.

LLQ with More Than One Priority Queue

Some Cisco documentation claimsthat you can only have onelow-latency queueinsideasingle
policy map. In other words, only one class can use the priority command, making it a low-
latency queue. Other Cisco documentation claimsthat you can have more than one low-latency
gueuein asingle policy map.

Asit turns out, you can have multiple low-latency queuesin asingle policy map. Why would
you need more than one low-latency queue in a policy map, and how would it work? Well, it's
actually pretty simple, now that you know how to configure LLQ.

First, imagine a policy map that has one low-latency queue configured with the priority 400
command. This queue needs 320 kbpsfor asinglevideo conferencecall, plusthree G.729 voice
calls totaling about 80 kbps. If only the three voice calls and the single video-conference call
occur, the LLQ configuration works fine, the policer does not drop any packets, and the voice
and video packets are processed as FIFO within that LL Q class. As always, packetsin the low-
latency queue get serviced ahead of packetsin the other non-LLQ classes.

Compare that configuration to a policy map with two low-latency queues defined—one for
voice with apriority 80 command, and another for video conferencing with priority 320
configured. What's really different about this than the first configuration? The policing, but
not the queuing.

With multiple low-latency queues, each classis policed at the configured rate. For instance,
with all voice cals going into the class with priority 80, three G.729 calls are supported, but
not more than that. With video-conferencing traffic going into the classwith priority 320, only
that single video call is supported.

Thefact that the different types of traffic are policed separately in the second example provides
the motivation to use multiple low-latency queues. Suppose that afourth voice call were made,
and the CAC tools in place did not prevent the call, meaning that more than 80 kbps of voice
traffic was being sent. With a single low-latency queue, both video and some voice packets
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would be discarded due to policing, because the cumulative rate for all traffic would exceed
400 kbps. The policer would have no way to decideto discard just the extravoice, but not video,
because the policer actson all traffic in the class. However, with the two lower-latency queues
configuration, only the voice callswould lose packets due to policing, and the video conference
would not have any packets dropped by the policer.

In effect, with multiplelow-latency queues, you get moregranularity inwhat you police. Infact,
the most typical reason to use multiplelow-latency queuesisto support voicein one queue, and
video in another.

Queuing does not differ when comparing using a single low-latency queue with multiple low-
latency queuesin asingle policy map. 10S always takes packets from the low-latency queues
first, as compared with the non-low-latency queues (those with abandwidth command), just
like before. However, 10S does not reorder packets between the various low-latency queues
inside the policy map. In other words, |OS treats all traffic in all the low-latency queues with
FIFO logic.

In short, using multiple low-latency queuesin one policy map does enable you to police traffic
more granularly, but it does not reorder packets among the various low-latency queues.

Unfortunately, the DQOS and QoS courses and exams disagree with each other about where
you can have more than one low-latency queue. The DQOS course states that only one low-
latency queue is allowed in asingle policy map, whereas the QoS course states that multiple
low-latency queues are allowed. So, you may talk to colleagues who have seen some Cisco
documentation, or taken the DQOS class, and swear that only onelow-latency queueisallowed.
Thankfully, the chances are low that you would see a question distinguishing this fine point.
However, you should be aware of the differencesin documentation and the courses, sowe made
it apoint to draw attention to the differences here.

IP RTP Priority

Before Cisco created LLQ, Cisco created two other tools that added a single priority queue to
another queuing tool. |P RTP Reserve wasthefirst of these two toolsto beintroduced, followed
by the IP RTP Priority feature. With current |OS releases, Cisco recommends not using these
older tools, but instead suggests using LL Q. However, because |P RTP Priority is currently on
QoS exams, a brief explanation is warranted.

IP RTP Priority provides many features like LLQ, but with afew differences. It adds a PQ to
either WFQ or to CBWFQ. It classifies Vol P payload traffic by classifying packetsin arange of
UDP port numbers, from which it only selects traffic from the even-numbered (ol P payload)
ports. Like LLQ, the PQ created by IP RTP Priority alwaysgets serviced first, but the bandwidth
reserved for this queueis policed to prevent it from taking over all bandwidth. Table 4-14
summarizes the main features and compares the features with LLQ.
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Table 4-14 Comparison of LLQ and IP RTP Priority Features

IP RTP
Feature LLQ Priority
Adds a priority queue to WFQ No Yes
Adds a priority queue to CBWFQ Yes Yes
Can classify on even UDP portsin a specified range Yes Yes
Can classify on anything MQC can use to classify Yes No
Reserves a configured amount of bandwidth Yes Yes
Bandwidth is policed, so priority queue cannot exceed the Yes Yes
configured bandwidth
Currently recommended best queuing tool for low latency Yes No

IP RTP Priority Configuration

To configure IP RTP Priority, you just add one additional configuration command to an
interface that already uses WFQ. There are no additional show commands to list information

about |P RTP Priority beyond the commands that apply to the underlying queuing tools (WFQ
and CBWFQ). Table 4-15 lists the two configuration commands, and Example 4-9 lists several

example configurations.
Table 4-15 Command Reference for IP RTP Priority

Command Mode and Function

ip rtp priority starting-rtp-port-number port-number- | Interface configuration mode; enables |P
range bandwidth RTP Priority on a subinterface or interface

port-number-range bandwidth

frame-relay ip rtp priority starting-rtp-port-number | FRTS (Frame Relay traffic shaping) map-
class configuration mode; enables IP RTP
Priority in an FRTS map class, which isthen
enabled on asubinterface or DLCI (data-link
connection identifier)

Example 4-9 |P RTP Priority Configuration Examples

! Example 1
interface serial 1/0

description this interface will use WFQ and IP
encapsulation hdlc

fair-queue

RTP Priority, with 30 kbps reserved

continues
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Example 4-9 |IP RTP Priority Configuration Examples (Continued)
ip rtp-priority 16384 16383 30
|

! Example 2
interface serial 1/1
description this interface will use CBWFQ and IP RTP Priority, with 30 kbps reserved
encapsulation frame-relay
service-policy output my-policy
ip rtp-priority 16384 16383 30
|
! Example 3
interface serial 1/3
encapsulation frame-relay
frame-relay traffic-shaping
interface serial 1/3.1 point-to-point
description this subinterface will use FRTS per DLCI, plus WFQ and IP RTP Priority
frame-relay interface-dlci 100
class my-shape
|
map-class my-shape
frame-relay cir 128000
Frame-relay fair-queue
Frame-relay ip rtp-priority 16384 16383 30

Example 4-9 lists three different configurations for IP RTP Priority. The first example, config-
ured on serial interface 1/0, shows a simple configuration on a point-to-point serial link using
High-level Data Link Control (HDLC) encapsulation. Theip rtp-priority 16384 16383 30
command enabl es the feature, matching even-numbered UDP ports between 16384 and 32767.
(The 16384 parameter isthe base port number, and the 16383 parameter isthe number of ports
starting at the base port number.) The last parameter, 30, sets the guaranteed minimum band-
width and the policing rate, just asthe priority command did for LLQ.

The second examplejust shows | P RTP Priority enabled on aserial interface using Frame Relay.
Theip rtp priority command enablesthe function on Frame Relay interfacesaswell asHDLC
interfaces. Also in the second example, RTP Priority is configured to work with CBWFQ, as
evidenced by the service-policy subcommand under serial 1/1.

Finally, the third example shows RTP Priority along with Frame Relay traffic shaping (FRTS).
Chapter 5 explains the details behind FRTS configuration. FRTS parameters are configured as
subcommands of a command called map-class. Queuing, including IP RTP Priority, can be
configured inside an FRTS map-class, which isthen enabled on an interface, subinterface, or
DLCI.

Cisco recommends LLQ be used for delay-sensitive traffic such as Vol P and interactive video
traffic. However, in cases where CBWFQ and LLQ are not an option (for instance, when the
|OSreleaseisearlier than 12.0(7)T/12.1 Mainline), IP RTP Priority providesagood alternative
for queuing delay-sensitive traffic.
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Summary of Queuing Tool Features

The classification feature and the scheduler are the two most important features of a queuing
tool. The drop policy, and the maximum number of queues supported, is also very important.
Although this chapter covers these featuresin detail, a brief summary may be useful to avoid

losing some of the details.

Table 4-16 lists the queuing tools covered in detail in this chapter, cross-referenced with the

classification fields that each supports.

Table 4-16 Classification Fields Used by Classification and Marking Tools

Classification Field* WFQ CBWFQ LLQ slsrity
Extended IPACLs X X

Incoming interface X X

Packet length

Fragment

TCP/UDP port numbers X X

Flow (S/D address and port, plus protocol X

ToS byte X**

QoS group X X
Even-numbered UDP ports, in a prespecified X X X
range

IP Precedence X X

IP DSCP X X

CoS X X

NBAR X X

MPLS Experimental bits X X X

Input interface X X X

*  Some Fields can be matched via ACL aswell as being matched directly. For instance, DSCP can be matched with

an ACL. Inthetable, if an X islisted, it meansthe tool can directly match that field.
** Aslisted in the chapter, some documents claim that WFQ also classifies based on the ToS byte.

Table 4-17 lists the tools covered in this chapter, along with a brief synopsis of the scheduler,

drop, and maximum queues supported.
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Table 4-17  Summary of Scheduler, Drop, and Number of Queues

Tool

Scheduler

Drop Policy

Max # of
Queues

FIFO

Services packets in the same order that they
arrived.

Tail drop

1

PQ

Always services higher-priority queues first;
theresult is great service for the High queue,
with potential for 100% of link bandwidth.
Service degrades quickly for lower-priority
queues.

Tail drop

cQ

Services packets from a queue until abyte
count is reached; round-robins through the
gueues, servicing the different byte counts for
each queue. The effect isto reserve a
percentage of link bandwidth for each queue.

Tail drop

16

WFQ

Services lowest sequence number (SN). SNs
assigned when packet placed into queue, as a
function of length and precedence.

Modified tail drop*

4096

CBWFQ

Algorithm is not published. The result of the
scheduler provides a percentage guaranteed
bandwidth to each queue.

Tail drop or WRED

LLQ

Always services low-latency queue first, but
each low-latency queue is policed to prevent it
from dominating the link.

Tail drop or WRED

IP RTP Priority

Always services low-latency queue first, but
gueueis policed to prevent it from dominating
the link.

Tail drop

*  WFQ'smodified tail drop includes a per-queue limit, an aggregate limit for all queues, with the ability to dequeue

apreviously enqueued packet if the new packet has a better SN.

Certainly, one of the difficultiesin passing any QoS exam is memorizing some of the details

that, frankly, you would never need to memorize to do your job well. Take the time to read the
“Foundation Summary,” review the exampl e configurations scattered throughout thisbook, and
focus on tables such asthe two in this summary section to memorize the detailslong enough to

pass the exam!
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Foundation Summary

The “Foundation Summary” is acollection of tables and figures that provide a convenient
review of many key conceptsin this chapter. For those of you already comfortable with the
topicsin this chapter, this summary could help you recall afew details. For those of you who
just read this chapter, thisreview should help solidify somekey facts. For any of you doing your
final preparation before the exam, these tables and figures are a convenient way to review the
day before the exam.

Table 4-18 outlines the key features of queuing tools, with a brief definition of each feature.

Table 4-18  Key Concepts When Comparing Queuing Tools

QoS
Characteristic

Feature Definition Affected
Classification The capability to examine packets to determine into None

which queue the packet should be placed. Many

options are available.
Drop policy When the queue has been determined, the drop policy | Loss

defines the rules by which the router chooses to drop

the packet. Tail drop, modified tail drop, WRED

(Weighted Random Early Detect), and FRED (Flow-

Based Random Early Detect) are the main options.
Scheduling insidea | Inside asingle queue, packets can be reordered. In Bandwidth, delay,
single queue most cases, however, FIFO logic is used for packets jitter, and loss

inside each queue.
Scheduling between | The logic that defines how queuing choosesthe next | Bandwidth, delay,
different queues packet to take from the output queues and placeitin | jitter, and loss

the TX Queue (Transmit Queue).
Maximum number of | The maximum number of different queues the queu- None
queues ing tools support, which in turn implies the maximum

number of traffic classifications that can be treated

differently by the queuing method.
Maximum queue The maximum number of packetsin a single queue. Loss, delay
length

Figure 4-23 depicts the TX Queue, along with a single FIFO Queuing output queue.
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Figure 4-23 Sngle FIFO Output Queue, with a Single TX Queue
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Packet 5 |—>

Full, and Some ——» Packet 7 | Packet 6 Packet 4 | Packet 3 | Packet 2

Packets in Software
Queue

Figure 4-24 shows how TX Queues affect queuing. With queuing configured with two queues,
seven packets arrive, numbered in the order in which they arrive. The output queuing configu-
ration specifies that the first two packets (1 and 2) should be placed into Queue 2, and the next
four packets (numbered 3 through 6) should be placed into Queue 1.
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Figure 4-24 Two Output Queues, with Scheduler Always Servicing Queue 1 Rather Than Queue 2 When Packets Are

in Queue 1
Assumed Behavior if
No TX Queue
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First 2 to Packet 6 Packet 5 Packet 4 | Packet 3 Scheduler Would Take
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Queue 2, Packet 2 Packet 1 >
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Queue 1 Packets Exit in Order
They Arrived

Output Queue 2

Thefollowing list summarizesthe key pointsabout TX Ringsand TX Queuesinrelationtotheir
effect on queuing:

® TheTX Queue/TX Ring always performs FIFO scheduling, and cannot be changed.

® TheTX Queue/TX Ring uses asingle queue, per interface.
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® |OS shortens the interface TX Queue/TX Ring automatically when an output queuing
method is configured

® You can configure the TX Ring/TX Queue length to adifferent value.

To delay the traffic, traffic shaping places the packetsinto the queue associated with the sub-
interface or DL CI and drains the traffic from the shaping queue at the shaped rate. Figure 4-25
showsthe structure of the queues on asubinterface, interface, and the TX Queue, when shaping
is enabled.

Figure 4-25 Shaping Queues, Interface Queues, and TX Ring

Routerl

s0/0.1

Subinterface #1
Shaping Queue

Interface

_,—> Output Queue —>»| TXRing <000

Subinterface #2
Shaping Queue

s0/0.2

Table 4-19 summarizes some of the key features of PQ.
Table 4-19 PQ Functions and Features

PQ Feature Explanation

Classification Classifies based on matching an ACL for all Layer 3 protocols, incoming
interface, packet size, whether the packet is a fragment, and TCP and
UDP port numbers.

Drop policy Tail drop.

Maximum number of 4,

queues

Maximum queue length Infinite; really means that packets will not be tail dropped, but will be

queued.




Foundation Summary 305

Table 4-19 PQ Functions and Features (Continued)

PQ Feature

Explanation

Scheduling inside asingle
queue

FIFO.

Scheduling among all
queues

Always service higher-priority queuesfirst; result is great servicefor the
High queue, with potential for 100% of link bandwidth. Service
degrades quickly for lower-priority queues.

Table 4-20 summarizes some of the key features of CQ.

Table 4-20 CQ Functions and Features

CQ Feature Explanation

Classification Classifies based on matching an ACL for all Layer 3 protocols, incoming
interface, packet size, whether the packet is a fragment, and TCP and
UDP port numbers.

Drop policy Tail drop.

Number of queues 16.

Maximum queue length

Infinite; really means that packets will not be tail dropped, but will be
queued.

Scheduling inside asingle
queue

FIFO.

Scheduling among all
queues

Services packets from a queue until abyte count is reached; round-
robins through the queues, servicing the different byte counts for each
queue. The effect is to reserve a percentage of link bandwidth for each
queue.

Flow-Based WFQ, or simply WFQ, classifies traffic into flows. Flows are identified by at least

fiveitemsin an | P packet.

®  Source |P address

® Destination |P address

®  Transport layer protocol (TCP or UDP) as defined by the IP Protocol header field
® TCP or UDP source port

® TCP or UDP destination port

For perspective on the sequence of events for WFQ, marking the sequence number, and serving
the queues, examine Figure 4-26.
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Figure 4-26 WFQ—Assigning Sequence Numbers and Servicing Queues
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WFQ cal cul ates the sequence number (SN) before adding a packet to its associated queue. The
formulafor calculating the SN for a packet is as follows:

Previous SN + weight * new_packet_ength
Table 4-21 lists the weight values used by WFQ before and after the release of 12.0(5)T/12.1.
Table 4-21 Weight Values Used by WFQ

Precedence | Before 12.0(5)T/12.1 | After 12.0(5)T/12.1
0 4096 32384
1 2048 16192
2 1365 10794
3 1024 8096
4 819 6476
5 682 5397
6 585 4626
7 512 4048

WFQ discards some packet when a queue's congestive discard threshold (CDT) has been
reached. To appreciate how the CDT is used, examine Figure 4-27.
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Figure 4-27 WFQ Modified Tail Drop and Congestive Discard Threshold
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Tables 4-22 and 4-23 list the configuration and exec commands related to WFQ.

Table 4-22  Configuration Command Reference for WFQ

Command

Mode and Function

fair-queue [congestive-discard-threshold [dynamic-queues
[reservable-queues]]]

Interface configuration mode; enables
WFQ, setsthe CDT, sets maximum
number of queues, and setsthe
number reserved for RSVP use

hold-queuelength {in | out}

Interface configuration mode; changes
the length of the hold queue

Table 4-23 Exec Command Reference for WFQ

Command

Function

show queue interface-name interface-number [vc [vpi/] vci]]

Lists information about the packets
that are waiting in a queue on the
interface

show queueing [custom | fair | priority | random-detect
[interface atm-subinterface [vc [[vpi/] vci]]]]

Lists configuration and statistical
information about the queuing tool on
an interface

Table 4-24 summarizes some of the key features of WFQ.
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Table 4-24 WFQ Functions and Features

WFQ Feature Explanation

Classification Classifies without configuration, based on source/destination | P address/
port, protocol type (TCPJUDP), and ToS.

Drop policy Modified tail drop.

Number of queues 4096.

Maximum queue length Congestive discard threshold per queue (max 4096), with an overall

limit based on the hold queue for all queues (max 4096).

Scheduling inside asingle | FIFO.

queue
Scheduling among all Serves lowest sequence number (SN). The SN is assigned when the
queues packet is placed into the queue, as a function of length and precedence.

Table 4-25 summarizes some of the key features of CBWFQ.
Table 4-25 CBWFQ Functions and Features

CBWFQ Feature Description

Classification Classifies based on anything that MQC commands can match, just like
CB marking. Includes all extended IP ACL fields, NBAR, incoming
interface, CoS, precedence, DSCP, source/destination MAC, MPLS
Experimental, QoS group, and RTP port numbers

Drop policy Tail drop or WRED, configurable per queue.

Number of queues 64.

Maximum queue length 64.

Scheduling insideasingle | FIFO on 64 queues; FIFO or WFQ on class-default queue.

queue

Scheduling among all Algorithm is not published. The result of the scheduler provides a
queues percentage guaranteed bandwidth to each queue.

All the commands for CBWFQ are repeated for reference in Tables 4-26 and 4-27.
Table 4-26  Command Reference for CBWFQ

Command Mode and Function

class-map class-map-name Globa config; names a class map,
where classification options are
configured.

match ... Class map subcommand; defines
specific classification parameters.
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Table 4-26  Command Reference for CBWFQ (Continued)

Command

Mode and Function

match access-group { access-group | name access-group-
name}

Access-control list (ACL).

match source-address mac address

Source MAC address.

match ip precedence ip-precedence-val ue [ip-precedence-
val ue ip-precedence-val ue i p-precedence-val ue]

IP precedence.

match mpls experimental number

MPLS Experimental.

match cos cos-value [cos-value cos-value cos-valug]

CoS.

match destination-address mac address

Destination MAC address.

match input-interface interface-name

Input interface.

match ip dscp ip-dscp-value [ip-dscp-value ip-dscp-value | IP DSCP.

ip-dscp-value ip-dscp-val ue ip-dscp-val ue ip-dscp-value

ip-dscp-value]

match ip rtp starting-port-number port-range RTP's UDP port number range.
match gos-group qos-group-value QoS group.

match protocol protocol-name

NBAR protocol types.

match protocol citrix [app application-name-string].

NBAR Citrix applications.

match protocol http [url url-string | host hosthame-string |
mime MIME-type]

Host name and URL string.

match any

Matches any and all packets.

policy-map policy-map-name

Globa config; names a policy, whichis
aset of actionsto perform.

class name

Policy map subcommand; identifies the
packets to perform QoS actions on by
referring to the classification logicin a
classmap

bandwidth { bandwidth-kbps | percent percent}

Class subcommand; sets literal or
percentage bandwidth for the class.
Must use either use actual bandwidth or
percent on all classesin asingle policy

map.

fair-queue [queue-limit queue-value]

Class subcommand; enablesWFQ in
the class (class-default only).

random-detect dscp dscpvalue min-threshold max-
threshold [mark-probability-denominator]

Class subcommand; enables DSCP-
based WRED in the class.

continues
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Table 4-26  Command Reference for CBWFQ (Continued)

Command

Mode and Function

random-detect precedence precedence min-threshold max-
threshold mark-prob-denominator

Class subcommand; enables
precedence-based WRED in the class.

max-reser ved-bandwidth percent

Interface subcommand; defines the
percentage of link bandwidth that can
be reserved for CBWFQ queues besides
class-defaullt.

Table 4-27 Exec Command Reference for CBWFQ

Command

Function

show policy-map policy-map-name

Lists configuration information about
al MQC-based QoS tools

show policy-map interface-spec [input | output] [class
class-name]

Lists statistical information about the
behavior of al MQC-based QoS tools

To prevent LLQ from having the same problem as PQ, where packets in the highest-priority
gueue could dominate, LLQ's scheduler actually works as shown in Figure 4-28.

Figure 4-28 Servicing Queueswith LLQ and CBWFQ—The Real Sory
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The single additional configuration command for LLQ islisted in Table 4-28.

Table 4-28 Command Reference for LLQ

Command

Mode and Function

priority{ bandwidth-kbps |
per cent percentage}
[burst]

Class subcommand; enables LLQ in this class, reserves bandwidth, and
enables the policing function. The burst for the policer can aso be
configured with this command.




Foundation Summary 311

Table 4-29 summarizes the main features of |P RTP Priority, and compares the features
with LLQ.

Table 4-29 Comparison of LLQ and IP RTP Priority Features

IP RTP
Feature LLQ Priority
Adds a priority queue to WFQ No Yes
Adds a priority queue to CBWFQ Yes Yes
Can classify on even UDP portsin a specified range Yes Yes
Can classify on anything MQC can use to classify Yes No
Reserves a configured amount of bandwidth Yes Yes
Bandwidth is policed, so priority queue cannot exceed the Yes Yes
configured bandwidth
Currently recommended best queuing tool for low latency Yes No

Table 4-30 lists the two configuration commands used with |P RTP Priority.
Table 4-30 Command Reference for IP RTP Priority

Command Mode and Function

ip rtp priority starting-rtp-port-number port-number- | Interface configuration mode; enables IP
range bandwidth RTP Priority on a subinterface or interface

frame-relay ip rtp priority starting-rtp-port-number | FRTS (Frame Relay traffic shaping) map-
port-number-range bandwidth class configuration mode; enables |IP RTP
Priority in an FRTS map class, which isthen
enabled on asubinterface or DLCI (data-link
connection identifier)

Table 4-31 summarizes the details of the scheduler, drop, and maximum queues supported for
the queuing tools covered in detail in this chapter.

Table 4-31  Summary of Scheduler, Drop, and Number of Queues

Max # of
Tool Scheduler Drop Policy Queues
FIFO Services packets in the same order that they arrived. | Tail drop 1
PQ Always services higher-priority queues first; the Tail drop 4

result is great service for the High queue, with
potential for 100% of link bandwidth. Service
degrades quickly for lower-priority queues.

continues
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Table 4-31 Summary of Scheduler, Drop, and Number of Queues (Continued)

Max # of
Tool Scheduler Drop Policy Queues
CQ Services packets from a queue until abyte countis | Tail drop 16
reached; round-robins through the queues, servicing
the different byte counts for each queue. The effect
isto reserve apercentage of link bandwidth for each
queue.
WFQ Services lowest sequence number (SN). SNs Modified tail 4096
assigned when packet placed into queue, as a drop*
function of length and precedence.
CBWFQ Algorithm is not published. The result of the Tail drop or 64
scheduler provides a percentage guaranteed WRED
bandwidth to each queue.
LLQ Always services low-latency queue first, but each Tail drop or 64
low-latency queue is policed to prevent it from WRED
dominating the link.
IP RTP Priority | Always services low-latency queue first, but queue | Tail drop 1

is policed to prevent it from dominating the link.

WFQ’'s modified tail drop includes a per-queue limit, an aggregate limit for all queues, with the ability to dequeue
apreviously enqueued packet if the new packet has a better SN.

Also make sure and review Tables 4-16 and 4-17 immediately preceding the Foundation
Summary.
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Q&A

As mentioned in the Introduction, you have two choices for review questions. The questions
that follow next give you amore difficult challenge than the exam itself by using an open-ended
question format. By reviewing now with this more difficult question format, you can exercise
your memory better, and prove your conceptual and factual knowledge of this chapter. You can
find the answers to these questionsin Appendix A.

The second option for practice questionsisto use the CD included with this book. It includes a
testing engine and more than 200 multiple-choice questions. You should use this CD nearer to
the end of your preparation, for practice with the actual exam format. You can even customize
the CD exam to include, or not include, the topics that are only on the CCIP QoS.

Conceptual Questions

1 Describe the benefits of having asingle FIFO output queue.

2 Explain the effects of changing a single FIFO queue's length to twiceits original value.
Include comments about how the change affects bandwidth, delay, jitter, and loss.

3 Explain the purpose of aTX Ring and TX Queue in a Cisco router.
4 Explain how along TX Ring might affect the behavior of a queuing tool.

5 Describe the command output that identifies the length of the TX Ring or TX Queue, and
whether the length was automatically lowered by 10S.

6 Explainunder what circumstancesthe TX Ring, interface output queues, and subinterface
output queues both fill and drain, and to where they drain.

Priority Queuing and Custom Queuing

7 Assume a queuing tool has been enabled on interface SO/0. Describe the circumstances
under which the queuing tool would actually be used.

8 Explain the circumstances under which it would be useful to enable a queuing tool on a
subinterface.

9 Describethe classification feature of Priority Queuing, including thelist of itemsthat can
be examined for classification decisions.

10 Describethe classification feature of Custom Queuing, including thelist of itemsthat can
be examined for classification decisions.

11 List the classification options available to Custom Queuing that are not also availableto
Priority Queuing.
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12
13
14

WFQ
15
16

17

18
19
20

Describe the process and end result of the scheduling feature of Priority Queuing.
Describe the process and end result of the scheduling feature of Custom Queuing.

List the maximum number of queues used by Priority Queuing and Custom Queuing.

Characterize the effect the WFQ scheduler has on different types of flows.

Describe the WFQ scheduler process. Include at least the concept behind any formulas,
if not the specific formula.

You previously disabled WFQ on interface SO/0. List the minimum number of commands
required to enable WFQ on S0/0.

What commands list statistical information about the performance of WFQ?
Define what comprises aflow in relation to WFQ.

You just bought and installed a new 3600 series router. Before adding any configuration
to the router, you go ahead and plug in the new T1 Frame Relay access link to interface
S0/0. List the minimum number of commands required to enable WFQ on S0/0.

CBWFQ, LLQ, IP RTP Priority

21

22

23

24

25

26

27
28

Describethe CBWFQ scheduler process, both inside asingle queue and among all queues.
Describe how LLQ alowsfor low latency while still giving good service to other queues.

Compareand contrast IPRTP Priority and LLQ. In particular, mention what other queuing
tools can be used concurrently with each, how each classifies packets, and which is
recommended by Cisco.

Compare and contrast the CBWFQ command that configures the guaranteed bandwidth
for a class with the command that enables LLQ for aclass.

Describe the CBWFQ classification options. List at least five fields that can be matched
without using an ACL.

Namethe two CBWFQ global configuration commands that define classification options,
and then the per-hop behaviors, respectively. Also list the command that enables CBWFQ
on an interface.

List the command used to configure |P RTP Priority on aserial link.

Characterize the type of traffic that can be queued using both IP RTP priority and LLQ.
List specific port numbers and | P addresses as applicable, and describe the type of traffic.
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29 Examinethe following configuration (see Example 4-10). Which of the five policy maps
would certainly enable LLQ for voice payload traffic, based only of theinformation in the
configuration?

Example 4-10 Exhibit for CBWFQ Configuration Questions

class-map match-all classt
match ip rtp 16384 16383
class-map match-all class2
match access-group 101
class-map match-all class3
match ip rtp 16384 32767
class-map match-all class4
match ip dscp ef
class-map match-all class4
match access-group 102
|
policy-map pmapt
class classi
priority 60
policy-map pmap2
class class2
priority 60
policy-map pmap3
class class3
priority 60
policy-map pmap4
class class4
priority 60
policy-map pmap5
class class5
priority 60
|
interface Serial0/0

access-list 101 permit udp any gt 16383 any gt 16383

access-list 102 permit udp any range 16383 32767 any range 16383 32767
!

30 Using the same exhibit as in the preceding example, describe what must also be true for
pmap4 to queue voice payload traffic successfully, and only voice payload traffic, in alow-
latency queue.
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Comparing Queuing Tool Options

31

32

33

34

35

36

37

38

39

Which of the following queuing tools allows for WRED inside a single queue? First-In,
First-Out Queuing (FIFO); Priority Queuing (PQ); Custom Queuing (CQ); Weighted Fair
Queuing (WFQ); Class-Based WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP
RTP Priority.

Which of the following queuing tools can always service a particular queue first, even
when other queues have packets waiting? First-1n, First-Out Queuing (FIFO); Priority
Queuing (PQ); Custom Queuing (CQ); Weighted Fair Queuing (WFQ); Class-Based
WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP RTP Priority.

Which of thefollowing queuing tools alowsfor a percentage bandwidth to be assigned to
each queue? First-1n, First-Out Queuing (FIFO); Priority Queuing (PQ); Custom Queuing
(CQ); Weighted Fair Queuing (WFQ); Class-Based WFQ (CBWFQ); Low Latency
Queuing (LLQ); and IP RTP Priority.

Which queuing tools could be configured to provide the lowest possible latency for voice
traffic? Of these, which does Cisco recommend as the best option for voice queuing
today?

Which of the following queuing tools can use flow-based classification? First-1n, First-
Out Queuing (FIFO); Priority Queuing (PQ); Custom Queuing (CQ); Weighted Fair
Queuing (WFQ); Class-Based WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP
RTP Priority.

Which of the following queuing tools uses the Modular QoS CLI1? First-1n, First-Out
Queuing (FIFO); Priority Queuing (PQ); Custom Queuing (CQ); Weighted Fair Queuing
(WFQ); Class-Based WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP RTP
Priority.

Which of the following queuing tools allows for a value to be configured, which then
results in a specific number of bytes being taken from each queue during a round-robin
pass through the queues? First-1n, First-Out Queuing (FIFO); Priority Queuing (PQ);
Custom Queuing (CQ); Weighted Fair Queuing (WFQ); Class-Based WFQ (CBWFQ);
Low Latency Queuing (LLQ); and IP RTP Priority.

Which of thefollowing queuing tools alow the largest number of queuesfor aflow-based
tool? For a class-based tool ? What are the maximum values? First-1n, First-Out Queuing
(FIFO); Priority Queuing (PQ); Custom Queuing (CQ); Weighted Fair Queuing (WFQ);
Class-Based WFQ (CBWFQ); Low Latency Queuing (LLQ); and IP RTP Priority.

Which queuing tools could be configured to provide the lowest possible latency for voice
signaling traffic?






This chapter covers the following exam topics specific to the DQOS and QoS exams:

DQOS Exam Topics
® Describe the difference between policing and shaping and how each ones relatesto
QoS

® Describe the various mechanisms for policing, when to apply each, and how to
configure them.

® |dentify the various types of traffic shaping, their differences, and how to apply each.
® Configure the different types of traffic shaping.

QoS Exam Objectives

® Describe shaping and policing mechanisms available in Cisco 10S.

® Describe the benefits and drawbacks of traffic shaping and policing mechanisms.
® Describe Generic Traffic Shaping (GTS) on Cisco routers.

® Configure GTS on Cisco routers.

® Describe Frame Relay Traffic Shaping (FRTS) and its differences from GTS.

® Configure Frame Relay Traffic Shaping (FRTS) on Cisco routers.

® Describe the Committed Access Rate (CAR) mechanism including its benefits and
drawbacks.

® Configure Committed Access Rate (CAR) on Cisco Routers.
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Traffic Policing and Shaping

Traffic policing allows devicesin one network to enforce atraffic contract. Traffic contracts
define how much data one network can send into another, typically expressed as acommit-
ted information rate (CIR) and acommitted burst (Bc). Policing measures the flow of data,
and discards packets that exceed the traffic contract.

Similarly, traffic shaping allows devices to conform to atraffic contract. In cases where
packets that exceed the traffic contract might be discarded, the sending device may choose
just to slow down its sending rate, so that the packets are not discarded. The process of
sending the traffic more slowly than it could be sent, to conform to atraffic contract, is
called shaping.

In short, policing typically drops out-of-contract traffic, whereas shaping typically delaysit.

Shaping and policing share several concepts and mechanisms. Both need to measure the
rate at which datais sent or received, and take action when the rate exceeds the contract.
Often when policing isused for packets entering a network, shaping isalso used on devices
sending into that network. Although shaping and policing are not always used in the same
networks, there are more similarities than differences, so both are covered in thissingle
chapter.

“Do | Know This Already?” Quiz

Table 5-1

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you
really need to read the entire chapter. If you aready intend to read the entire chapter, you
do not necessarily need to answer these questions now.

The 12-question quiz, derived from the mgjor sectionsin “Foundation Topics’ section of
this chapter, helps you determine how to spend your limited study time.

Table 5-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Questions Covered in This Section
Shaping and Policing Concepts 14

Policing with CAR and CB Policer 58

Shaping with FRTS, GTS, DTS, and CB Shaping | 9-12
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CAUTION  Thegoal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to aquestion or are only partially sure of the answer, mark this question wrong
for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess
skews your self-assessment results and might provide you with afalse sense of security.

You can find the answers to the “Do | Know ThisAlready?’ quiz in Appendix A, “Answersto
the ‘Do | Know ThisAlready? Quizzes and Q&A Sections.” The suggested choices for your
next step are as follows:

® 10o0r lessoverall score—Read the entire chapter. Thisincludesthe “ Foundation Topics,”
the “Foundation Summary,” and the “Q&A” sections.

® 11or 12 overall score—If you want morereview on thesetopics, skip to the“Foundation
Summary” section and then go to the “ Q&A™ section. Otherwise, move to the next
chapter.

Shaping and Policing Concepts Questions

1 Explain the points during the process of asingle router receiving and forwarding traffic at
which shaping and policing can be enabled on arouter.

2 Compare and contrast the actions that shaping and policing take when a packet exceeds a
traffic contract.

3 If arouter has a shaping tool configured, with a shaping rate of 256 kbps, and a Bc of
16,000 bits, what Tc value does the shaping tool use?

4 Definetheterms Tc, Bc, Be, and CIR.

Policing with CAR and CB Policer Questions

5 List the command, with the correct syntax, that sets a policed rate of 512 kbps, a Bc of
1 second’'s worth of traffic, and a Be of an additional 0.5 second’s worth of traffic, when
using CAR. Do not assume any defaults; explicitly set the valuesin the command. You can
choose any other settings needed for the command.

6 Which palicing tools alow for three categories of actions to take?
7 Explain the concept behind re-marking policed packets versus discarding the packets.

8 CB poalicing has been configured under subinterface s0/0.1. What show command lists
statistics for CB policing behavior just for that subinterface?
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Shaping with FRTS, GTS, DTS, and CB Shaping

9

10

11

12

Along with the class-map, policy-map, and service-policy commands, CB shaping
requires one specific command that actually setsvalues used for the shaping function. List
the command, with the correct syntax, that sets a shaped rate of 128 kbps, a B¢ of 8000,
and a Be of 8000, when using CB shaping. Do not assume any defaults; explicitly set the
valuesin the command.

Compare and contrast the use of the class-map and map-class commandsin terms of how
each isused by FRTS and CB shaping.

DTS has been configured under subinterface s0/0.1. What show command displays
statistics for DTS behavior just for that subinterface?

Which of the traffi c-shaping tool s can be enabled on each V C on aFrame Relay multipoint
subinterface?
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Foundation Topics

Traffic shaping solves some of the most important issues relating to quality of service (QoS) in
networks today. Even when policing is not also used, traffic shaping solves a category of delay
and loss problems called egress blocking, which can occur in al multiaccess WANS, such as
Frame Relay and ATM networks. Traffic shaping is covered extensively in CCNP and CCIE
exams and labs, so the coverage in this chapter will help you with other exams as well.

Policing solves specific problemsrel ating to network capacity and traffic engineering. Suppose,
for example, that an Internet service provider (1SP) engineers their network to effectively for-
ward packets at rate x. Suppose further that the Sal es department sells enough access so that the
customersall together pay for x capacity. However, the customers can collectively send 10xinto
the ISP's network, so everyone suffers. Policing just gives a network engineer the ability to
“enforcethelaw” by discarding excesstraffic, much like areal policeman just enforcesthe law
of thelocal community. Policing can also prevent asingle customer from taking too much band-
width, even if the provider has enough capacity to handle the extra traffic.

Thischapter first explainsthe core concepts of traffic shaping and policing. Following that, each
of four traffic-shaping tools—GTS, CB shaping, DTS, and FRT S—are covered, including addi-
tional concepts specific to each tool. The two traffic-policing tools, CAR and CB policing, are
covered at the end of the chapter.

Traffic-Policing and Traffic-Shaping Concepts

Traffic shaping and traffic policing both measure the rate at which datais sent or received.
Policing discards excess packets, so that the overall policed rate is not exceeded. Shaping
engueues the excess packets, which are then drained from the queue at the shaping rate. In
either case, both policing and shaping prevent the traffic from exceeding the bit rate defined to
the policer or shaper.

This section covers concepts related to both shaping and policing. It starts with some of the
motivations for using shaping and policing. One classic reason to choose to shape occurs when
the device at the other end of thelink is policing. Suppose, for instance, that R1 sitsin an enter-
prise, and R2 isinside an ISP. R1 sends packets to R2, and R2 polices traffic, discarding any
traffic beyond x bits per second (bps). The ISP might have chosen to police at R2 to protect the
network from accepting too much traffic. R1 could be configured to shape the traffic it sendsto
R2 to the samerate as the policer at R2, instead of having the excess packets discarded by R2.
Other less-obvious reasonsfor both shaping and policing exist. The upcoming section discusses
these.

This section al so discusses the mechani sms shaping and policing useto performtheir functions.
For instance, both policers and shapers must measure bit rates. To measure arate, a number of
bits or bytes over atime period must be observed and calculated. To keep the process simple,
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shaping and policing use similar mechanisms to account for the numbers of bits and bytes sent
over time. First, however, we start with the motivations for using shaping and policing.

When and Where to Use Shaping and Policing

Most implementations of shaping and policing occur at the edges between two different net-
works. For instance, consider Figure 5-1, which illustratesthe two typical casesfor shaping and
policing. Thefigure shows PB Tents Enterprise network, with aFrame Relay service, and Inter-
net connectivity using ISP1.

Figure 5-1 Connection to an ISP, and to a Frame Relay Network

PB Tents Enterprise Network

rad
R4
Frame Relay Network
Link1 Link2
AR 128 kbps AR 1.544 Mbps
R1 R2 R3 '
Link3
FastE
2 Mbps CIR

ISP

In this case, PB Tents has three separate boundaries between different networks. Link1,
between R1 and the Frame Relay network switch labeled FRS1, isthe first boundary. The
second boundary is between the switch FRS2 and R2. Finally, a boundary exists between R3
and ISP-R1, over Link3.

For each boundary, the legal documents that detail the agreement between PB Tents and the
Frame Relay service provider, and the documents that detail the agreement with ISP, include
something called atraffic contract. The need for the contract makes the most sense in the con-
text of Frame Relay, but it also applies to the Internet connection. For instance, R2 usesaT/1
access link into the Frame Relay network. However, the virtual circuit (VC) between R2 and
R1 may only include a committed information rate (CIR) of 64 kbps. Similarly, R1 has a
128-kbps access link, and the CIR of theVC to R2 still has a CIR of 64 kbps. When R1 sends
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a packet, the packet is transmitted at 128 kbps—that’s the only speed that physically works!
Likewise, R2 must send at 1.5 Mbps. However, the traffic contract may just state that the VC
from R1 to R2 allows only 64 kbps in each direction.

Similarly, PB Tents and | SP1 may agreeto install alink that is faster than PB Tents actually
needs right now, expecting that PB Tent’s Internet traffic loadswill grow. When PB Tents needs
more capacity to the Internet, each party can just agree to a new traffic contract, and PB Tents
will pay 1SP1 more money. For instance, metro Ethernet/Fast Ethernet/Gigabit Ethernet ser-
vices have become more common; most sites do not really need 100 Mbps of bandwidth to the
Internet. If PB Tents connected to I SP1 using aFast Ethernet connection, but the traffic contract
stated that PB Tents getsonly 2 Mbps of service, however, the same mismatch between physical
capability and legal ability, as seen with Frame Relay, occurs on the Internet connection.

In short, policing and shaping can play arolein cases where arouter can send more traffic than
the traffic contract allows. Shaping just slows the rate of sending packets so that the traffic
contract is not exceeded. Policing discards some packets so that the traffic contract is not
exceeded.

Policing—When and Where?

Whenever the physical clock rate exceedsthetraffic contract, policing may be needed. Suppose,
for instance, that 1SP1 has 1000 customers, just like PB Tents, each with a 100-M bps connec-
tion, and a contract for support of 2 Mbps. What happens over time? Well, without something
to prevent it, each customer will send and receive more and more traffic. For awhile, al the
customers are happy, because their packets make it through the overbuilt ISP1 core. Even if

I SP1 has enough capacity to support 10 Mbps of traffic from every customer, eventually, ISP1's
network will become overrun, because their customers keep sending more and more traffic, so
eventually al traffic will suffer. Queues become congested frequently, causing dropped packets.
Multimediatraffic suffersthrough the poor performance asaresult of high delay and jitter. TCP
sessions continually decrease their window sizes because of the lost packets, causing synchro-
nization effectsinside ISP1. ISP1 can add capacity, but that probably means that 1SP1 should
start charging more to their customers, who may not be willing to upgrade to a higher-traffic
contract.

In actual 1SP networks, the network engineers design the core of the network expecting some
degree of oversubscription. The term “oversubscription” means that the customer has sent and
received more traffic than was contracted, or subscribed. Asin the example of 1SP1 in the pre-
ceding paragraph, 1SPs and Frame Relay providers build their network expecting some over-
subscription. However, they certainly do not build the core expecting every customer to send
traffic at full accessrate, al the time.

Policing protects a network from being overrun by traffic. If ISP1 just policed traffic from each
customer, discarding packets that exceed the traffic contract, it would protect itself from being
overrun. However, the decision to add policing to anetwork can be politically difficult. Suppose
that | SP1 has these 1000 customers, each of whom contracted for 2 Mbps of traffic. Each



Traffic-Policing and Traffic-Shaping Concepts 325

customer sends and receives more, averaging 10 Mbps, so that I1SP1’s network is becoming too
congested. 1SP1 chooses to implement policing, using the contracted rate, discarding packets
that exceed 2 Mbps of traffic. Of course, most of their customerswill be very unhappy! Such a
move may be a career-ending, if not business-ending, choice.

Policers can also just mark down the traffic, instead of discarding it. To do so, the policer marks
the packet with a different | P precedence or DSCP value when the traffic rate is exceeded, but
it still lets the packet through. Later QoS functions, including policers and packet-drop tools
such as Weighted Random Early Detection (WRED), can more aggressively discard marked-
down packets as compared with those that have not been marked down. Essentially, the policer
can increase the chance that a packet will get discarded somewhere elsein the network if that
packet causes the traffic rate to be exceeded. Generally speaking, when policers mark down
packets, if the network is not currently congested, the packet can get through the network; if
congested, the packet is much more likely to be discarded.

| SPs make the business choice of whether to police, and how aggressively to police. The options
reduce to the following three basic options:

® Do not police. To support the traffic, build the network to support the traffic asif al cus-
tomerswill send and receive dataat the clock rate of the accesslink. From a sales perspec-
tive, close deals by claiming that no policing will be done, but encourage customers who
exceed their contracts to pay for more bandwidth.

® Police at the contracted rate. To support these traffic levels, the network only needs to be
built to support the collective contracted rates, although the core would be overbuilt to
support new customers. From a sal es perspective, encourage customersthat are beginning
to exceed their contracts to upgrade, and give incentives.

® Police somewhere in between the contracted rate and the access-link clock rate. For
instance, 1SP1 might police PB Tents at 5 Mbps, when the contract reads 2 Mbps. The
network can be built to support the collective policed rates. The sales team can encourage
customersto buy alarger contracted rate when they consistently exceed the contracted
rate, but keep customer satisfaction higher by pointing out their generosity by only
policing at rates much higher than the contracted rates.

Policing can be useful in multiaccess WANSs (Frame Relay and ATM networks) for the same
reason that it was useful for the ISP connection described earlier. Whenever data can be sent
faster than the contracted rate, the danger existsthat anetwork will be overrun when many sites
exceed their contract at the sametime. An examplewill help you understand afew of theissues.
Figure 5-2, the network diagram for PB Tents network, has been expanded to show 12 branches,
with asingle central site.
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Figure 5-2  PB Tents Network, 12 Frame Relay Branches, 1 Central Ste

Policing to X kbps

Each branch can send traffic at 128 kbps, but each branch only has a contracted 64-kbps CIR
on their respective VCsto the main site. If al 12 sites conform to their CIRs, the Frame Relay
network should be able to handle the load. If all 12 sites offer 128 kbps of traffic for long peri-
ods, however, the provider may still go ahead and try to forward all the traffic, because most
Frame Relay providersoverbuild their core networks. They also liketoimply intheir salespitch
that the customer gets to send excess packets for free.

Of course, at some point, if every customer of this provider sent traffic at full line ratesfor a
period of time, the network would probably congest. The same options exist for the Frame
Relay network as for an |SP—not to police but build more capacity; police to CIR, and deal
with the sales and customer satisfaction issues; or police at something over CIR, and deal with
the sales and customer satisfaction issuesin slightly different ways.

To policethe network in Figure 5-2, the Frame Relay switches can be configured to perform the
policing, or the routers can be used. Traditionally, policing is performed as packets enter a
network, which would suggest policing as packets enter the Frame Relay switches from the
customer. If the service provider actually controls the edge routers in the enterprise network,
however, the policing feature can be performed as packets exit the routers, going toward the
Frame Relay cloud. If the customer controls the routers at the edge of the cloud, policing in
these routers may be risky for the service provider, just because of the possibility that some
customers might turn off policing to get more capacity for free.

The Cisco QoS exams cover policing in IOS routers. The exams do not cover policing in Frame
Relay switches, or in LAN switches, although the basic concepts are the same.
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Traffic Shaping—When and Where?
Networks use traffic shaping for two main reasons:

® To shape the traffic at the same rate as policing (if the service provider polices traffic)
® To avoid the effects of egress blocking

For instance, consider Branches 1 and 24 in Figure 5-3. Branch 1 does not shape, whereas
Branch 24 does shape to 96 kbps. In both cases, the Frame Relay switches they are connected
to police packets at a 96-kbps rate. (The CIR in each case is 64 kbps. Therefore, the service
provider is not policing aggressively. The PB Tents engineer wants to get as much bandwidth
as possible out of the service, so he shapes at 96 kbps rather than the 64-kbps CIR.)

Figure 5-3  PB Tents Network, Policing and Shaping, Versus Just Policing
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For Branch 1, the absence of shaping ensures that R1 will not artificially delay any packets.
However, the policing performed at FRS1 will discard some packets when R1 sends more than
96-kbpsworth of traffic. Therefore, some packetswill be dropped, although the packetsthat are
not dropped will not experience extrashaping delay. This strategy makes sense when the traffic
from Branch 1 is not drop sensitive, but may be delay and jitter sensitive.

For Branch 24, the presence of shaping ensures that R1 will artificially delay some packets.
However, the policing performed at FRS3 will not discard packets, because R1 will not send
more than 96-kbps worth of traffic. Therefore, no packets will be dropped, although some
packets will experience more delay and jitter. This strategy makes sense when the traffic from
Branch 24 is drop sensitive, but not delay and jitter sensitive.
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The other reason to use shaping isto avoid the effects of egress blocking. Egress blocking
occurs when packetstry to exit amultiaccessWAN, such as Frame Relay and ATM, and cannot
exit the network because of congestion. Automobile traffic patterns cause the same kinds of
behavior as egress blocking. In the morning, for instance, everyone in the state may try to com-
mute to the same small, downtown area of ahig city. Even though an eight-lane highway |eads
into the city, it may seem that everyone living in the surrounding little towns tries to get off at
the few exits of the highway between 7 and 8 a.m. each morning. The highway and exitsin the
downtown area become congested. Similarly, in the afternoon, if everyone tries to reach the
suburbs through one exit off the highway at 5:30 p.m., the eight-lane highway feeding into the
two-lane exit road becomes congested. Likewise, although plenty of capacity may exist in anet-
work, egress blocking can occur for packets trying to exit the network.

Figure 5-4 illustrates what happens with egress blocking, using a Frame Relay network as an
example.

Figure 5-4  PB Tents Network, Egress Blocking
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Suppose that al 24 branches shape at 64 kbps. The cumulative traffic sent by the branchesto
the main siteis 1.5 Mbps, if each branch simultaneously sends 64 kbps. Because the Main
router hasaT/1 installed, FRS2 should not experience congestion when forwarding packets out
of the access link to the Main router. However, what if shaping were not used at the branches?
If al 24 branches were to send traffic at 128 kbps (access rate) for a period of time, the cumu-
lative offered load would be about 3 Mbps. Packets would begin to queue trying to exit FRS2's
interface connected to the Main router. The packets would experience more delay, more jitter,
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Table 5-2

and eventually more packet drops as the FRS2 output queue filled. Notice that the service pro-
vider did not do any policing—egress blocking still occurred, because the branches could col-
lectively overload the egress link between the cloud and the main site.

Interestingly, even if policing were used, and shaping at the branches, egress blocking could
still occur. In Figure 5-3, shaping and policing were configured at 96 kbps, because the service
provider did not want to be too aggressive in enforcing the traffic contract. With all 24 branches
sending 96 kbps at the same time, about 2.25 Mbps of traffic needs to exit FRS2 to get to the
Main router. Again, egress blocking can occur, even with policing and shaping enabled!

Similarly, egress blocking can occur right to left in the figure as well. Imagine that the Main
router receives 11 consecutive 1500-byte packetsfrom aLAN interface, destined to Branch 24.
It takes the Main router roughly 100 millisecondsto send the packetsinto the Frame Relay net-
work, becauseitsaccesslink isaT/1. When the frames arrive in FRSL, they need to be sent out
the access link to R24. However, this accesslink runs at 128 kbps. To send these 11 packets, it
takes dlightly more than 1 second just to serialize the packets over the link! Most of the packets
then wait in the output queue on FRS3, waiting their turn to be sent. Thissimple caseis another
example of egress blocking, sometimes just referred to as a speed mismatch.

One solution to the egress blocking problem isto shape the traffic. In the example network,
shaping all VCs at the branches to 64 kbps would ensure that the cumulative offered load did
not exceed the accessrate at the main site. Similarly, if the Main router shaped theVC to R1 to
64 kbps, or even 128 kbps, the egress blocking problem on FRS1 would be solved.

In both cases, however, delay and jitter occurs as aresult of the shaping function. Instead of
having more queuing delay in the Frame Relay switches, shaping delays occur in the router
because packets wait in router output queues. With the queuing occurring in the routers, how-
ever, the features of | OS queuing tools can be used to better manipulate the traffic, and give bet-
ter delay characteristics to delay-sensitive traffic. For instance, with the queues forming in a
router, therouter can use Low Latency Queuing (LL Q) to dequeueVoice over | P (ol P) packets
first. A Frame Relay switch cannot perform complicated queuing, because the Frame Relay
switch does not examine fields outside the Frame Relay or 1P header when making forwarding
and queuing decisions.

Table 5-2 summarizes some of the key points about the rational e behind when you should use
policing and shaping.

Policing and Shaping: When to Use Them, and Where

Topic Rationale

Why police? If aneighboring network can send more traffic than the traffic contract specifies,
policing can be used to enforce the contract, protecting the network from being
overrun with too much traffic.

Whereto police? | Typically, policing is performed as packets enter the first device in a network.
Egress policing is also supported, although it is less typical.

continues



330 Chapter 5: Traffic Policing and Shaping

Table 5-2

Policing and Shaping: When to Use Them, and Where (Continued)

Topic Rationale

Why shape? Thefirst of two reasons for shaping is when the neighboring network is policing.
Instead of waiting for the neighboring policer to discard traffic, a shaper can
instead delay traffic so that it will not be dropped.

The second reason has to do with the effects of egress blocking. By shaping,
egress blocking can be avoided, or minimized, essentially moving the queues
from inside the service provider cloud, and back into the enterprise routers. By
doing so, the router queuing tools can selectively give better QoS performance to
particular types of traffic.

Where to shape? | Shaping is aways an egress function. Typically, shaping is performed on packets
exiting arouter, going into another network. This may be the edge between a
router and a multiaccess WAN, or possibly just alink to an ISP,

How Shaping Works

Shaping only makes sense when the physical clock rate of atransmission medium exceeds a
traffic contract. The most typical case for shaping involves arouter connected to a Frame Relay
or ATM network. More often today, however, connections to | SPs use a point-to-point serial
link or an Ethernet link between an enterprise and the | SP, with atraffic contract defining lower
traffic volumesthan the physical link. Starting with a physical installation using a higher-speed
link allows for simple growth by just increasing the traffic contract.

Routers can only send bits out an interface at the physical clock rate. To have the average bit
rate, over time, be lower than the clock rate, the router just has to send some packets for some
specified time period, and then not send any packetsfor another time period. To average sending
at a packet rate of half the physical link speed, the router should send packets half of the time,
and not send the other half of the time. To make the average rate equal to 1/4 of the physical
link speed, the router should send 1/4 of the time, and not send packets 3/4 of the time. Over
time, it looks like a staccato series of sending, and silence.

You can understand traffic-shaping logic by reviewing just a few simple examples. Of course,
you need to know afew more details for the exams! However, the basics follow these simple
examples: If R1 hasa128-kbps accessrate, and a 64-kbps CIR, and the engineer wantsto shape
thetraffic to match CIR (64 kbps), R1 just hasto send traffic on thelink half of thetime. If, over
time, R1 sends traffic half of the time, at 128 kbps (because that’s the only rate it can actualy
send traffic), the average over that time is 64 kbps. The concept is that simple!

A few more simple examples here emphasize the point. Referring to Figure 5-4, assume R1
wants to shape at 96 kbps, because the Frame Relay switch is policing at 96 kbps. With a
128-kbps accessrate, to shapeto 96 kbps, R1 should send 3/4 of thetime, because 96/128 = 3/4.

Again from Figure 5-4, if the Main router wants to shape the VC connecting it to R24 at 128
kbps, to avoid the egress-blocking problem, the Main router needs to send packets 128/1536
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(actual availablebit ratefor T/1is1.536 Mbps), or /12 of thetime. If the Main router wantsto
shapethat sameV C to 64 kbps, to match the CIR, the Main router should send packets over that
VC at 64/1536, or 1/24, of thetime.

Traffic shaping implements this basic logic by defining a measurement interval, and a number
of bitsthat can be sent in that interval, so that the overall shaped rateis not exceeded. Examples
help, but first, Table 5-3 lists some definitions.

Table 5-3  Shaping Terminology

Term

Definition

Tc

Timeinterval, measured in milliseconds, over which the committed burst (Bc) can be
sent. With many shaping tools, Tc = Bc/CIR.

Bc

Committed burst size, measured in bits. Thisisthe amount of traffic that can be sent over
theinterval Tc. Typically also defined in the traffic contract.

CIR

Committed information rate, in bits per second, defines the rate defined in the traffic
contract.

Shaped
Rate

Therate, in bits per second, to which a particular configuration wants to shape the traffic.
In some cases, the shaped rate is set to the same value as CIR; in others, the shaped rateis
set to alarger value, with the hope of sending more traffic through the network.

Be

Excess burst size, in bits. Thisis the number of bits beyond Bc that can be sent after a
period of inactivity.

The actual processes used by traffic shaping, and the termsin Table 5-3, will make much more
sense to you with afew examples. The first example, as outlined in Figure 5-5, shows the
familiar case where R1 shapes to 64 kbps, with a 128-kbps access link.

Figure 5-5 Mechanics of Traffic Shaping—128-kbps AR, 64-kbps Shaped Rate
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Therouter should send literally half of the time to average sending 64 kbps on a 128-kbpslink.
Traffic shaping accomplishes this by sending up to half of thetimein each Tc.

Asshown in the figure, R1 sends at line rate for 62.5 ms, and then is silent for 62.5 ms, com-
pleting thefirst interval. (The Tc defaultsto 125 msfor many shaping tools.) Aslong as packets
are queued and available, R1 repeats the process during each interval. At the end of 1 second,
for instance, R1 would have been sending for 62.5 msin 8 intervals, or 500 ms—whichis .5
second. By sending for half of the second at 128 kbps, R1 will have sent traffic at an average
rate of 64 kbps.

| OS traffic shaping does not actually start atimer for 62.5 ms, and then stop sending when the
timer stops. |OS actually calculates, based on the configuration, how many bits could be sentin
eachinterval so that the shaped rate would be met. Thisvalueis called the committed burst (Bc)
for each interval. It is considered aburst, because the bits actually flow at the physical line rate.
The burst is committed, because if you send this much every interval, you are still conforming
to the traffic contract. In this example, the Bc value is set to 8000 bits, and the actual process
allows the shaper to send packets in each interval until 8000 bits have been sent. At that point,
the shaper waits until the Tc¢ has ended, and another interval starts, with another Bc worth of
bits sent in the next interval. With an interval of 125 ms, and 8000 hits per interval, a 64-kbps
shaped rate is achieved.

The Bc valueis calculated using the following formulas:
Bc=Tc* CIR

Cr
Bc =Tc * Shaped rate

In thefirst formula, which is scattered throughout the Cisco courses, the formula assumes that
you want to shape at the CIR. In some cases, however, you want to shape to some other rate, so
the second formula gives the more exact formula. With the default of 125 msfor Tc, and with
a shaped rate of 64 kbps, the B¢ would be

Bc =.125 seconds * 64000 bits/second = 8000 bits

When configuring shaping, you typically configure the shaping rate and optionally the Bc. If
you configure both values, 10S changes the T¢ so that the formulais met; you never actually
configurethe value of Tc. If you just configure the shaping rate, |0S assumesa 125-msTc, and
calculatesthe Bc. The formulas 10S uses to calculate Tc when you configure both the shaping
rate and the Bc are as follows:

Tc=Bc/CIR
Or
Tc = Bc/Shaped rate
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Again, the formulareferring to CIR assumes that you shape to the CIR value, whereas the sec-
ond formularefers to the shaping rate, because you can configure shaping to shape at arate
different from CIR.

Additional examples should bring the concepts together. Previously you read the example of
the PB Tents company shaping at 96 kbps over alink using a 128-kbps clock rate, because the
Frame Relay provider policed at 96 kbps. If the shaping function is configured with a shaping
rate of 96 kbps, with no Bc value, the formulas specify the following:

Bc =.125 sec * 96,000 bits/sec = 12,000 bits
Figure 5-6 shows what happens in this example.

Figure 5-6  Mechanics of Traffic Shaping—128-kbps Access Rate, 96-kbps Shaped Rate
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For each interval, shaping can release 12,000 bits, which takes 91.25 ms. 91.25/125 = 3/4,
implying that the router will average sending bits at 3/4 of the clock rate, or 96 kbps.

Traffic shaping uses the idea of a number of bits per interval for implementation becauseit’'s
much more efficient than calculating rates all the time. The shaper just grabs the next packet,
decrements the Bc values by the number of bitsin the packet, and keeps doing that until the Bc
valueis consumed. At that point, shaping waits until the Tc has expired, when shaping getsto
send another Bc worth of bits.

The length of Tc may have some impact on the delay and jitter characteristics of the packets
being shaped. Consider another exampl e, with the Main router sending packetsto R24, shaping
at 128 kbps, but with a T/1 access link. Figure 5-7 shows the shaping details.
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Figure 5-7  Mechanics of Traffic Shaping—Main Router with 1.536 Access Rate, 128-kbps Shaped Rate
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Simply put, at T/1 speeds, it does not take long to send the Bc worth of bits per interval. How-
ever, The Tc value may be a poor choice for delay-sensitive traffic. Suppose that a Vol P packet
arrivesat Main, and it needsto be sent to R24. Main uses LLQ, and classifiesVol Pinto the low-
latency queue, so the new Vol P packet will be sent next. That's true—unfortunately, the packet
sent just prior to the new Vol P packet’s arrival consumed all of Bc for this Tc. How long does
the Vol P packet have to wait before the current Tc will end and a new one will begin? Well, it
only took 10 msto send the Bc worth of bits, so another 115 ms must pass before the current
Tc ends, and the Vol P packet can be sent! With one-way delay budgets of 150 to 200 ms, asin-
gle shaping delay of 115 msjust will not work. Therefore, Cisco recommends that when you
have delay-sensitive traffic, configure Bc such that Tcis 10 msor less. In this same example, if
the Bc were configured to 1280 bits, Tc = 1280/128,000 = .010 seconds, or 10 ms.

NOTE Many of you might be concerned about the relatively small Bc of 1280 bits, or only 160 bytes!
Most packets exceed that length. Well, asit turns out, you will also typically use fragmentation
in the exact same cases. To accommodate the same del ay-sensitive traffic, the fragmentswill be
of similar size—in fact, asyou will read in Chapter 7, “Link Efficiency,” the fragmentation size
will likely be 160 bytesin this particular example. Therefore, with delay-sensitive traffic, you
will drive Tc down to about 10 ms by lowering Bc, and the Bc value will essentially alow a
single fragment per Tc. By doing so, you reduce the shaping delay waiting on the next Tc to
occur, and you reduce the serialization delay by fragmenting packets to smaller sizes.

The next several sections continue the discussion of how traffic shaping works, covering excess
burst, queuing, adaption, and some concepts about enabling shaping.
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Traffic Shaping, Excess Burst, and Token Buckets

Traffic shaping includes the capability to send more than Bc in someintervals. Theideais
simple: Datatraffic is bursty, so after a period of inactivity, it would be nice if you could send
more than Bc in thefirst interval after traffic occurs again. This extranumber of bitsis called
the burst excess, or Be. Traffic-shaping tools allow Be as an option.

The underlying operation of traffic shaping to allow for Be requires alittle more insight into
how traffic shaping works, and it also requires us to understand the concept of token buckets.
Token buckets can be used to describe how shaping and policing are implemented.

Ignoring Be for a moment, imagine a bucket filled with tokens, like subway tokens. In the
token-bucket scenario, each token lets you buy the right to send 1 bit. One token bucket is used
for formal operation of traffic shaping as discussed earlier; this bucket has a size of Bc. The
bucket isfilled to the brim, but no more, at the beginning of each Tc. Every timeapacket is sent,
traffic shaping spends tokens from the token bucket to buy the right to send the packet. If the
packet is 1000 bits long, 1000 tokens are removed from the bucket. When traffic shaping tries
to send a packet, and the bucket does not have enough tokens in it to buy the right to send the
packet, traffic shaping must wait until the next interval, when the token bucket is refilled.

An analogy of token bucket is a child and the allowance the child receives every Saturday
morning. For the sake of argument, assume the weekly allowance is $10. The child may spend
the money every week; if the child doesn’t spend it, he may save up to buy something more
expensive. Imagine that the child's parents are looking at the child’'s piggybank every Saturday
morning, however, and if they find some leftover money, they just add alittle more money so
that the child always starts Saturday morning with $10! After a few weeks of this practice, the
child would likely try to spend all the money each week, knowing that he would never be able
to save any more than $10. Similarly, the Bc of bits, or the tokensin the bucket if you prefer,
areonly usable in that individual Tc interval, and the next Tc (interval) always startswith Bc
tokens in the bucket, but never any more.

Traffic shaping implements Be by using a second bucket that can be used to accumul ate any
unused tokens from the first bucket. If ininterval one, traffic shaping did not need all B¢ worth
of tokensin thefirst bucket, traffic shaping would move these tokensinto the second bucket. So
long as each successive interval does not use al Bc of the tokensin the first bucket, the second
bucket would continue filling. Of course, the second bucket has afinite size aswell, set at Be
bits or tokens. If traffic shaping doesn’t need Bc bits (tokens) in each interval, the second bucket
will fill, with any additional extratokens wasted—in other words, you can only save up Be
worth of “extra’ tokens, because your second bucket is a set size.

So, the dual token bucket is similar to having two piggybanks—any saved money from each
week is dumped from thefirst piggybank into the second piggybank, and thefirst piggybank is
refilled with $10 each week. Continuing the analogy, the Mom and Dad in our scenario would
also monitor the second piggybank so that it does not get too full.

Traffic shaping usesthe Be so that more than Bc can be sent after aperiod of low activity. Traffic
shaping can spend the tokensin thefirst bucket, and try to take the next packet, finding it does
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Figure 5-8

not have enough tokens in the first bucket. Because a Be has been configured, traffic shaping
looks in the second token bucket, and takes enough tokens from there to buy the right to send
the next packet. In fact, in asingle interval, all of B¢ and Be can be consumed. Before Be can
be used again, traffic shaping would need some intervals with less than Bc traffic, so that the
unused tokens from some interval's could be used to refill the second bucket.

Figure 5-8 shows a graph of how shaping works when using Be. The shaper represented by the
graph shapesto a CIR of 64 kbps, over a 128-kbps link. The B¢ has been set to 8000 hits, with
an additional 8000 bitsfor Be.
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This example assumes that enough inactive or slow periods have occurred, just prior to this
example, so that Be has 8000 bitsin it. In other words, the second token bucket holds 8000
tokens, each representing a bit. A large amount of traffic shows up, so traffic shaping sends as
fast asit can for several consecutive time intervals. In thefirst interval, traffic shaping can send
atotal of 16,000 hits, because the actual Bc at the start of theinterval is 8000, and the actual Be
at the start of thefirst interval isalso 8000 bits. On a128-kbpslink, over the default 125-msTc,
it takes all 125 msto send 16,000 bits! Effectively, in this particular case, after aperiod of
inactivity, R1 sends continuously for 187.5 ms until traffic shaping artificially slows down the
traffic. Thus, the goal of allowing a burst of data traffic to get started quickly is accomplished
with Be.
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Traffic-Shaping Adaption

Figure 5-9

The rate at which the shaping function shapes traffic can vary over time. The adaption or adap-
tation process causes the shaper to recognize congestion and reduce the shaping rate tempo-
rarily, to help reduce congestion. Similarly, adaption notices when the congestion abates and
returns the shaping rate to the origina rate.

Two features define how adaption works. First, the shaper must somehow notice when conges-
tion occurs, and when it does not occur. Second, the shaper must adjust its rate downward and
upward as the congestion occurs and abates.

Figure 5-9 representsthree different waysin which the main router can notice congestion. Three
separate lines represent three separate frames sent to the main router, signifying congestion.
Two of the frames are data frames with the Frame Relay backward explicit congestion notifi-
cation (BECN) bit set. Thisbit can be set inside any Frame Relay frame header, signifying
whether congestion has occurred in the direction opposite to the direction of the frame with the
bit set. Thethird (bottom) message isa Foresight message. Stratacom, and later Cisco after they
acquired Stratacom, defined Foresight as a signaling protocol in Frame Relay and ATM net-
works, used to signal information about the network, such as congestion information. If the
Frame Relay network consists of Cisco/Stratacom WAN switches, the switch can send Fore-
sight messages, and Cisco routers can react to those messages. Following thefigure, each of the
three variations for the Main router to recognize that congestion is occurring is explained in
detail.

FECN, BECN, and Foresight Feedback

All VCs 64 kbps CIR

Frame with BECN Set

FRS1
Frame with FECN Set

—~
o

“R12

Reflected
as BECN

Foresight Message Stating
Backwards Congestion

First consider the BECN frame. Backward means that the congestion exists in the opposite, or
backward, direction, as compared with the direction of the frame. Therefore, if FRS1 notices

congestion trying to send framesto R1 (right to | eft in the figure), on the next frame sent by R1
(left toright inthefigure), FRS1 can mark the BECN hit. Infact, any device can set the forward
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explicit congestion notification (FECN) and BECN bits—however, in some networks, the
Frame Relay switches do set the bits, and in some, they do not.

If the BECN bhit is set, the Main router, if using adaptive shaping, reduces its shaping rate on
the VC to R1. Because the congestion occurs right to left, as signaled by a BECN flowing left
to right, router Main knows it can slow down and help reduce the congestion. If Main receives
another frame with BECN set, Main slows down more. Eventually, Main slows down the
shaping rate until it reaches a minimum rate, sometimes called the minimum information

rate (MIR), and other times called the mincir.

Similarly, if Main receives a Frame from R12 with FECN set, the congestion is occurring left
to right. It does not help for Main to slow down. It does help for R12 to slow down. Therefore,
the Main router can “reflect” the FECN, by marking the BECN bit in the next frameit sendson
theVC to R12. R12, receiving a BECN, can reduce the shaping rate.

Finally, Foresight messages are separate, nondata signaling frames. Therefore, when the con-
gestion occurs, Foresight does not need to wait on adataframeto signal congestion. Inaddition,
Foresight sends messages toward the device that needs to slow down. For instance, a switch
notices congestion right to left on the VC between Main and R24. The switch generates and
sends a Foresight message to Main, using that sameV C, so Main knows it needs to slow down
its shaping rate on that VVC temporarily.

When configuring adaptive shaping, you configure the minimum and maximum shaping rate.
The configuration commands refer to the minimum rate as mincir, and the maximum rate as
CIR, with mincir defaulting to 50 percent of CIR.

With no congestion, shaping uses the maximum rate. When the shaper receives a BECN or
Foresight message, it slows down by 25 percent of the maximum rate. It continuesto slow down
by 25 percent of the maximum rate per Tc, until the minimum rate is reached. After 16 consec-
utive intervals occur without aBECN or Foresight congestion message, the shaping rate grows
by 1/16 of the maximum rate during each Tc, until the maximum rate is reached again.

Where to Shape: Interfaces, Subinterfaces, and VCs

Shaping can be applied to the physical interface, asubinterface, or in some cases, to an individ-
ual VC. Depending on the choice, the configuration causes traffic shaping to occur separately

for eachVVC, or it shapes several V Cstogether. In most cases, engineers want to shape eachVC
individualy.

When shaping is applied to an interface for which VCs do not exist, shaping is applied to the

main interface, because there are no subinterfaces or VCs on those interfaces. On Frame Relay
and ATM interfaces, however, some sites have multiple V Csterminating in them, which means
that subinterfaces will most likely be used. In some cases, more than oneV C is associated with
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a single multipoint subinterface; in other cases, point-to-point subinterfaces are used, with a
singleV C associated with the subinterface. The question becomesthis. To shape per VC, where
do you enable traffic shaping?

First, consider atypical branch office, such as R24 in Figure 5-10.

Figure 5-10 PB Tents Network: Shaping on Subinterfaces and VCs

All'VCs 64 kbps ClI
R2
‘5 No—
‘\

R24 has asingle VC to the Main site at PB Tents. Because R24 only hasthe single VC, the
configuration on R24 may not even use subinterfaces at al. If the configuration does not use
subinterfaces on R24's serial link, traffic shaping can be configured on the physical interface.
If the configuration includes a subinterface, you can enable traffic shaping on the physical
interface, or on the subinterface. Becausethereisonly oneVC, it doesnot really matter whether
shaping is enabled on the physical interface, or the subinterface—the behavior isthe same.

Now consider the Main router. It hasaV C to each remote site. (Also notice that aV C has been
added between R1 and R2, just to make things interesting.) So, on the main router, point-to-
point subinterfaces are used for theV Csto branches 3 through 24, and amultipoint subinterface
isused for thetwo VCsto R1 and R2. To shape each V C to branches 3 through 24 separately,
shaping can be configured on the subinterface. However, shaping applied to a multipoint sub-
interface shapes al the traffic on all VV Cs associated with the subinterface. To perform shaping
on each VC, you need to enable shaping on each individual data-link connection identifier
(DLCI).

In summary, most QoS policiescall for shaping on eachVV C. The configuration commands used
to enable shaping differ dightly based on the number of VVCs, and how they are configured.
Table 5-4 summarizes the options.
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Table 5-4

Options of How to Enable Shaping for per-VC Shaping

Location

Requirements for Shaping per VC

No VCs, for example, point-to-point
links

Shape on the main interface. Shaping occurs for all traffic
on interface.

Physical interface, 1VC, no
subinterfaces

Shaping shapes the individual V C associated with this
interface. Shaping can be enabled on the physical interface.

Physical interface, 1 VC, 1 subinterface

Shaping shapes the individual V C associated with this
interface. Shaping can be enabled on the physical interface,
the subinterface, or theVC (DLCI).

Multiple VCson 1 interface, point-to-
point subinterfaces only

Shaping can be enabled on the subinterface, or per DLCI.
Both methods work identically.

MultipleVCson 1 interface, some

Must enable shaping on each DLCI to shape per VC.

multipoint subinterfaceswith>1VC
per subinterface

Queuing and Traffic Shaping

Table 5-5

Shaping tools support a variety of queuing tools that can be applied to the packets waiting in
the shaping queue(s). At the same time, 10S supports queuing tools for the interface output
gueue(s) associated with the physical interface. Deciding when to use queuing tools on shaping
gueues, when to use them on the interface, and how the configurations differ in each case, can
be alittle confusing. This section clears up some of that confusion.

To begin, Table 5-5 lists the traffic-shaping tools, and the queuing tools supported by each for
the shaping queues.

Options for Queuing in Traffic-Shaping Tools

Shaping Tool Queuing Tools Supported for the Shaping Queue(s)
GTS WFQ

CB shaping FIFO, WFQ, CBWFQ, LLQ

DTS FIFO, WFQ, CBWFQ, LLQ

FRTS FIFO, WFQ, CBWFQ, LLQ, PQ, CQ

When a shaper uses a queuing tool, instead of having a single shaping queue, multiple shaping
gueues exist. If FRTS were configured to use Priority Queuing (PQ), for instance, PQ would
create four queuesfor shaping, named High, Medium, Normal, and Low. Figure 5-11 showsthe
basic idea, with shaping enabled on the physical interface, FIFO Queuing on the physical
interface, and PQ configured for shaping the only VC.
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Figure 5-11 FRTS with FIFO Queuing for the Physical Interface, Plus PQ for the Shaping Queue
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The shaping queues exist separately from theinterface output queues, as seeninthefigure. With
PQ applied to the shaper, four shaping queues exist for thisV C. When the shaper decides to
allow another packet to be sent, it takes the next packet from the PQ shaping queues, according
to PQ scheduler logic. Those packets are placed into queues associated with the physical
interface and then forwarded out the interface.

In some cases, the shaping queues are bypassed, and in other cases, the interface output queues
are bypassed. To understand why, consider Figure 5-12, which demonstrates part of the logic
behind the decision for determining when each queue should be used.

Packets are held in a shaping queue or interface output queue only if there is some reason why
the packet must wait to take the next step. For instance, you aready know that if the TX Ring
isnot full, packets are immediately placed into the TX Ring, bypassing the interface output
gueue. Likewise, if shaping decidesthat a packet does not need to be delayed, it can go directly
to the interface output queue, or even to the TX Ring.

Many QoS designs call for shaping per V C, as mentioned in the preceding section. Suppose that
arouter has two 64-kbps CIR V Cs sharing an access link, each configured on a separate point-
to-point subinterface. Shaping queues will be created for each VC. A single set of interface
output queues will be created, too. Figure 5-13 depicts the overall idea.



342 Chapter 5: Traffic Policing and Shaping

Figure 5-12 Decision Logic for Queuing with Shaping Enabled
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Figure 5-13 Fancy Queuing for the Physical Interface and for Two Sets of Shaping Queues

Shaping Queues for Su

Subint #1

binterface 1

Shaping Queuel

Subint #1

Shaping Queue2

Shaping Queues for Su

/ —\
Subint #2

Shape to
96 kbps

binterface 2.

Shaping Queuel

Subint #2

Shaping Queue2

————

Shape to
64 kbps

iC Interface
H o Output
iC Queue#l
-EC]I] Interface
iC Output
Queue#2

(i ] ——

AR 128 kbps

The shaping tool creates a set of queuesfor each subinterface or VC, based on the queuing tool
configured for use by the shaper. |OS creates only one set of output interface queues for the
physical interface, based on the queuing configuration on the physical interface, as covered in
Chapter 4, “Congestion Management.” In Figure 5-13, two sets of shaping queues have been
created, one per VC. Both VCsfeed the single set of interface output queues.
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Finally, in this particular example, congestion can occur at the physical interface. The total of
the two shaping rates listed in Figure 5-13 is 160 kbps, which exceeds the access rate. Because
interface output queues can fill, it helps to apply a queuing tool to the interface output queues
in this case.

How Policing Works

Theinterna processing logic used by 10S when implementing CAR differs slightly from the

logic used when implementing class-based (CB) policing. Regardless of theinternal processes,
each policing tool wantsto classify a packet relative to whether it is within the traffic contract.
Based on that classification, the packet can be allowed to pass, be dropped, or bere-marked with
adifferent | P precedence or |P DSCP (differentiated services code point) value.

Single 