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Lab 1: Customer Definition

In this lab, you will add three organizations to FortiSIEM. Two of the organizations will be deployed with collectors,
and the third one will be deployed without a collector. You will also discover a device for an organization without a
collector, and then review the logs.

Objectives

¢ Manage organizational scopes

* Add organizations with a collector

¢ Add organizations without a collector

¢ Add credentials for organizations without a collector

¢ Discover devices for organizations without a collector
¢ Review multi-tenancy on FortiSOAR

Time to Complete

Estimated: 25 minutes

9 Advanced Analytics 6.3 Lab Guide
Fortinet Technologiesinc:
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Exercise 1: Adding Customers With Collectors

In this exercise, you will add customers that have collectors in their infrastructure to the FortiSIEM supervisor
node. You will also add customers that do not have collectors. Each new organization is automatically given an
organization ID, which is included in every new event collected or received from that organization.

Define Customers With Collectors

In a multi-tenant environment, you will add customers with different network infrastructures—some customers
might have collectors and some might not. Now, you will add organizations that have collectors in their
environment.

To add customers with collectors

1. On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
2. Click LOG IN.
3. Click ADMIN.
4. Inthe left navigation pane, click Setup, and then click Organizations.
:l Storage Credentials
& Device Support New | Edit | Delete Deplay
You will notice that there are no organizations defined by default.
5. Click New to create a new organization.
6. Configure the following settings:

Field Value

Organization Banking
Admin User bankadmin
Advanced Analytics 6.3 Lab Guide 10
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Field Value

Admin Password Password1!
Confirm Admin Password Password1!
Admin Email bankadmin@bank.lab

Your configuration should match the following example:

QOrganization Definition (Banking) x

Organization:  Banking Include IP/IP Range:

Full Name: Exclude IP/IP Range:

Admin User:  pankadmin Agent User:

Admin Password:  sssssssess Agent Password:

Confirm Admin Password:  ssssssssss Confirm Agent Password:

Admin Email:  pankadmin@bank.lab Max Devices:

Phone: Address:

Account Number: Account Type:

Support Tier: Account Status:

Support Team: Account Manager:
Collectors:  New Edit Delete

7. Click Save.
8. Click New to create another organization.

9. Configure the following settings:

10.

Field Value

Organization Aviation

Admin User flightadmin

Admin Password Password1!

Confirm Admin Password Password1!

Admin Email flightadmin@aviation.lab
Click Save.

Your organization configuration should match the following example. Note that FortiSIEM dynamically
assigns the Organization ID.

Advanced Analytics 6.3 Lab Guide
Fortinet Technologiesinc:
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Storage = Credentials Discovery Pull Events Monitor Performance STM  Maintenance

New Edit Delete Deploy Columns 21K < 1/1

ID Organization Full Name Admin User Admin Email Collectors Deployed

2001 Aviation flightadmin flightadmin@aviation.lab %)

2000 Banking bankadmin bankadmin@bank.lab

vig . . . o :

~ - When you register collectors in the upcoming labs, you require information, such as the
organization name and the admin username and password that you configured for the
organizations on the supervisor.

-

Define Customers Without Collectors

You will add an organization that does not have a collector in their environment. You will specify an IP address
range to identify devices that belong to an organization without a collector.

To add customers without collectors

1. Continuing on the supervisor FortiSIEM GUI, click New to create a new organization.
2. Configure the following settings:

Field Value

Organization University
Admin User uniadmin
Admin Password Password1!
Confirm Admin Password Password1!
Admin Email uniadmin@university.lab
Include IP/IP Range 100.64.1.10
3. Click Save.

Your configuration should match the following example:

Advanced Analytics 6.3 Lab Guide 12
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Storage ¥ Credentials Discovery Pull Events Monitor Performance STM  Maintenance
New Edit Delete Deploy Columns + &2 KM £ 1/1 3
ID Organization Full Name Admin User Admin Email Collectors Deployed
2001 Aviation flightadmin flightadmin@aviation.lab
2000 Banking bankadmin bankadmin@bank.lab
2002 University uniadmin uniadmin@university.lab ]
A\ o . . : :
- - Organizations without collectors are defined by a unique IP address, which can be a
single IP address, multiple IP addresses separated by commas, or an IP address
- range. Note that CIDR definitions are not supported here.
-

4. Log out of the supervisor FortiSIEM GUI.

13

Advanced Analytics 6.3 Lab Guide
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Exercise 2: Discovering Devices Without a Collector

In this exercise, you will define credentials for devices for the University organization that does not have a
collector, and then discover a device with those credentials.

Verify the SNMP Service on Kali

The SNMP service is preconfigured on Kali. You must restart the service, and then verify its status.

To verify the SNMP service on Kali

1. Gotothe Kali VM.

ALY The credentials for Kali are as follows:

- >
9 ¢ Username: root
—

e Password: toor

2. Open aterminal window.
3. Type the following command to restart the SNMP service:
service snmpd restart
4. Type the following command to check the SNMP service status:
service snmpd status
Verify that it is in a running state.

root@kali:~# service snmpd status

T 200
Main PID: 2004 (snmpd)
Tasks: 1 (limit: 2349)
Memory: 9.5M
CGroup: /system.slice/snmpd.service
L2004 /usr/sbin/snmpd -LOw -u Debian-snmp -g Debian-snmp -I -smux

Apr 27 01:56:46 kali systemd[1l]: Starting Simple Network Management Protocol (SN
Apr 27 01:56:46 kali systemd[1]: Started Simple Network Management Protocol (SNM

5. PressQ.
6. Close the terminal window.

Configure Device Credentials for an Organization Without a Collector

Before you can discover devices, you must define credentials for those devices. You must also associate the
credentials with the IP address of those devices.

Advanced Analytics 6.3 Lab Guide 14
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To configure credentials for an organization without a collector

1.

15

On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOG IN.

Click ADMIN.

In the left navigation pane, click Setup, and then click Credentials.

Storage Organizations | Credentials | Discovery

Step 1: Enter Credentials

New Edit Delete Clone

Click New.
Configure the following settings:

Field Value

Name Kali
Device Type Generic
Access Protocol SNMP
Port 161
Password config manual
Community String public
Confirm Community String public

Your configuration should match the following example:

Advanced Analytics 6.3 Lab Guide
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Access Method Definition x

Name:  Kali

Device Type: Generic «

Access Protocol: SNMP j
Port: 181
Password config: Manual j

Community String:  sessss

Confirm Community String: | ssssss

Description:

7. Click Save.

To configure the IP range to credential association

1. Continuing on the Credentials tab, under the Step 2: Enter IP Range to Credential Associations section, click
New.

Storage Organizations Credentials Discovery Pull Events
Step 1: Enter Credentials
New Edit Delete Clone Search...

Name Protocol

Step 2: Enter IP Range to Credential Associations |

New Edit Delete Test~ Search...

2. Configure the following settings:

Field Value
IP/IP Range 100.64.1.10
Credentials Kali
3. Click Save.
Advanced Analytics 6.3 Lab Guide 16
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Discover a Device

You will discover a device, and the discovered device will be added automatically to the CMDB database.

To discover a device

1. Continuing on the supervisor FortiSIEM GUI, click Discovery.

£ Setup Storage Organizations Credentials | Discovery | H

2. Click New.
3. Configure the following settings:

Field Value

Name Kali

Discovery Type Range Scan

Include 100.64.1.10

Name Resolution SNMP/WMI first
4. Click Save.

5. Click Discover.

New Edit Delete Scheduled History Search o N £ p13 | 1

Name Type Root IPs Include Range Exclude Range Last Discovery Time Schedule

After discovery is complete, the Status column displays succeeded.

Ciscover - Kali

Show Errors Columns = LI 4

Organization P Status Name Type ACcess Sys Moritor

G

DIscovery Completed.

If for any reason the discovery fails, the Status column displays fail, along with the reason associated with
that failure.

6. Click Close.

Advanced Analytics 6.3 Lab Guide
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Review Logs From an Organization Without a Collector

After a device is discovered, FortiSIEM parses logs from that device and tags those events with the organization

ID and organization name. You will analyze the logs that are being sent through SNMP from the Kali device to
FortiSIEM.

To review logs from an organization without a collector

1. Continuing on the supervisor FortiSIEM GUI, in the top navigation pane, click ANALYTICS.
2. Click Edit Filters and Time Range.

3. Select Event Attribute as the Filter type.

4. Configure the following settings:

Field Value

Attribute Reporting IP

Operator =

Value 100.64.1.10

Time Relative, Last 10 Minutes

5. Click Apply & Run.
6. Selectthe System uptime for a device event log.
7. Inthe Raw Event Log column, click the arrow icon (K).

D Show Event Type I:l Wrap Raw Events
Event Receive Time Reporting IP  Event Name Raw Event Log
Jul 22 2021, 11:25:10 AM 100.64.1.10 System uptime for a device [PH_DEV_MON_SYS_UPTIME]:[eventSeverity]l=PHL_INFO
Jul 22 2021, 11:25:09 AM 100.64.1.10 SNMP Ping Statistics [PH_DEV_MOMN_SNMP_PING_STAT]:[eventSeverity]=PHL _|
Syst tf
Jul 222021, 11:24:49 AM  100.64.1.00 7 P PO OUIIONE by pEV MON_SYS_PROC_COUNT]:[eventSeverityl-PHL
Jul 22 2021, 11:24:14 AM 100.64.1.10 System uptime for a device [PH_DEV_MOMN_SYS_UPTIME]:[eventSeverity]=PHL_INFO)
Jul 22 2021, 11:23:59 AM 100.64.1.10  Ping Statistics [PH_DEV_MON_PING_STAT]:[eventSeverity]=PHL_INFO,[f
Jul 22 2021, 11:23:13 AM 100.64.1.10 SNMP Ping Statistics [PH_DEV_MOMN_SNMP_PING_STAT]:[eventSeverity]=PHL _|

8. Review the Event Details.

Notice that the Collector ID has a value of 1, which is the default collector ID if an organization does not have
any collectors.

Advanced Analytics 6.3 Lab Guide 18
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Event Details 0 x
[PH_CEY_MON_3YS_UPTIME]:[even:Severity]-PHL_INFD,[fil=Name|-phPeriJcb.cpa,
I nekumber]=1033,[hostName]=kali,[hoztlpAddr]=100.54 1.10, [sysUpTime =054307,
[eysUpTimePat]=100.C00007, [sysDownTimz]=0, [pallintv]=56 [phLogDetail]=
Linzs: 27
Display Filer Item value
0] O Collectar IN 1
O O Count 1
0 O  Eventip 5551108753201856E64
a O  EventMams Syster uptime for a device
O O Cvert Persz Status 1
O ] Event Parssr Name PHEOXFarser
[ O Event Receive Time Dec 10 2010, 09:23:26 AM
a O CventRule Trigger 1
O M EventSevany 1
a O  Event Sevzrity Category Low
= 0 EvertType PH_DEV_MON_3Y3_UF ..
Ok Close

Exercise 2: Discovering Devices Without a Collector

9. Scroll down in the Event Details window, and then view the Organization ID and Organization Name.

Advanced Analytics 6.3 Lab Guide
Fortinet Technologiesinc:
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Event Details M x

[PH_DEV_MON_SYS_UPTIME]:[eventSeverityl=PHL_INFO,[fileName]=phPerflob.cpp,
[lineNumber]=1129, [hostName]=kali,[hostipAddr]=100.64.1.10,[sysUpTime]=552,
[sysUpTimePct]=100.000000,[sysDownTime]=0,[pollintv]=60,[phLogDetail]=

Lines: 27

Display  Filter Item Value

O O File Mame phPerflob.cpp
O O Host IP 100.64.1.10
O O Host Name kali

O O Line Number 1129

O O Organization ID 2002

O O Organization Mame University
O O Polling Interval 60

O O Relaying IP 10.0.1.130
O O Reporting Device kali
Reporting IP 100.44.1.10
O O Reporting Model Linux

O O Reporting Vendor Generic

The Organization ID may be different for you. You can filter logs using either the Organization ID or
Organization Name, which will display all logs that are associated with that organization.

10. Click Close.
11. Log out of the supervisor FortiSIEM GUI.

Advanced Analytics 6.3 Lab Guide 20
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Exercise 3: Reviewing Multi-Tenancy on FortiSOAR

In this exercise, you will review multi-tenancy on FortiSOAR.

Review Tenants on FortiSOAR

21

The tenants on FortiSOAR are already preconfigured. You will review them and verify that the tenant names
match what is configured on FortiSIEM.

To review tenants on FortiSOAR

1.
2. Onthe FortiSOAR GUI, in the top-right corner, click the Settings icon.

3.

4,

On the FortiSOAR management GUI, log in with the username csadmin and password Fortinet1!.

In the Multi Tenancy section, click Tenants.

Multi Tenancy

System

System Configuration
Audit Log

License Manager
Agent Configurations

Secure Message
Exchange

Agents

Multi Tenancy

Tenants

Remote Tenant
Manager

Data Replication

Tenants

Licensed as Master node

ID: 9ebabé7edIe3dé6cIe253a407fa2f156 )

» Mame

Search

> University

» Aviation

b Banking

The three tenants that are configured on FortiSIEM are already configured on FortiSOAR.

In the left navigation menu, click Tenants.

Advanced Analytics 6.3 Lab Guide
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The same tenants can be viewed from this dedicated tenant menu.

The super organization is mapped to the Self tenant, which is the default tenant on FortiSOAR.

02 Dashboard Tena nts

2o User Community

Queue Management 4 ltems o

[=E3
0

4 Incident Response - Name
Search
£ Threat Intelligence -
Self
@ Vulnerability Management -
University
% Automation -
Aviation
@ Resources - .
Banking

¢ Reports

me  \Vidget Library

oo

&  Help -

5. Continuing on the FortiSOAR GUI, click Incident Response.

6. Click Alerts.
Open Alerts By Severity o - Alerts by Type
Assigned To: Me | Al Assigned To: Me | A
87 ltems . [ESNEM P Demo IR Records =~ P Deploy Scenario
1D Priority Weight Severity Assigned To Mame Tenant Source
Search o Search o Search w Search w Search Search w Search

There is a dedicated column to filter records by tenant name.

7. Log out of the FortiSOAR GUI.

Advanced Analytics 6.3 Lab Guide 22
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Lab 2: Worker Configuration

In this lab, you will add a worker to the FortiSIEM cluster—the worker is already deployed and installed. Next, you
will configure the FortiSIEM connector on FortiSOAR to ingest data from FortiSIEM to FortiSOAR. Finally, you will
generate two incidents on FortiSIEM and ingest data to FortiSOAR to perform field mapping.

Objectives

¢ Add a worker to the FortiSIEM cluster
¢ Generate incidents on FortiSIEM
¢ Configure the FortiSIEM connector on FortiSOAR

Time to Complete

Estimated: 30 minutes

23 Advanced Analytics 6.3 Lab Guide
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Exercise 1: Adding a Worker

In this exercise, you will add a worker to the FortiSIEM cluster. You cannot define collectors until you configure the
worker upload address. Collectors receive this information during registration, and this value tells the collector
which node it should upload the data to.

Add a Worker to the FortiSIEM Cluster

A worker enables the supervisor node to offload some of the log processing. You will add a worker to the
FortiSIEM cluster.

To add a worker to the FortiSIEM cluster

1.

On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
2. Click LOGIN.
3. Click ADMIN.
4. Inthe left navigation pane, click License.
5. Click Nodes.
6. Click Add.
7. Inthe Worker IP Address field, type 10.0.1.140.
8. Click OK.
9. Continuing on the ADMIN tab, in the left navigation pane, click Settings.
10. Click Event Worker.
System ul Email Caollector Image Server Event Worker Query Worker Data Update Server
Analytics Scheduled Report Incident Notification Subcategory Risk Filter UEBA Higher Risk Entitj
Discovery Generic Device Filter Application Filter Lacation CMDE Groups
11. Inthe Worker Address field, type 10.0.1.140.
12. Click Save.
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€ All Settings > System > Event Worker

Worker Address: 10.0.1.140f + | -

Save

To view the health of the worker

1. Continuing on the ADMIN tab, in the left navigation pane, click Health.

I Cloud Health I Callector Health  Agent Hez'th
Columns »
Hame |# Address Madulz Role Health Wersion Lozd Awverage CPU Swap Us=d Mzrmory Size
cuper 10.0.1.130 Supervisor Marmal 6.3.0.0331 263,212,181 6% OKE 1516 GE
waorker.mssp.com 10.0.1.110 Worker Marmal 6.3.0.0331 0.57,1.09.0.7 3% OKE 758 GE
Colunins = Process level melrics for workermssp.com [10.0.1.140)
Frocess Mame Slatlus  Jplime CPU Fhysical Memory  Wirlual Memory ﬁ_};amds'we ShzredSlure Pusilion
phionitorWe ke Up dm 1bhs D 24 ME 1414 MB
phParser Un 3m 115 ¥ &8 MO 2233 MR 9 148180
phFventCaraarder Un 3m 1s 0¥ 40 MR B3 M
phherkpoint Un 3m 1s 0¥ 35 MR 223 MR
phPcrftlonitor Uo 3m 1ls 0% 75 MB 521 ME
phlpldznt -yWorker Un 3m 115 ¥ &2 MR 104s MR 4 148180
phigentiManazer Up 3m 1ls % 69 MB 1518 MB

You can see the CPU and memory usage values for the worker and supervisor nodes, as well as the

processes running on those nodes. The name of a node is the name that was assigned to the node during
installation.

You will also notice that the supervisor node has a subset of more processes compared to the worker node.

2. Log out of the supervisor FortiSIEM GUI.
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Exercise 2: Generating Incidents on FortiSIEM

In this exercise, you will generate several different types of incidents on FortiSIEM using an incident generator
script.

Generate Incidents on FortiSIEM

You will generate Windows security incidents using a script.

To generate incidents on FortiSIEM

1. Onthe Local-Host VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130
3. Enterthe password Fortinetl!.

4. Enter the following command to check your working directory—it should be / root:

pwd

5. Enter the following command, and then verify that the highlighted files are available:
ls -1rt
[root@super ~]# 1s -1lrt
total 58616
drwxr-xr-x 2 root root 69 Feb 21 2020 fixes
drwxr-xr-x 8 root root 91 Feb 21 2020 incidentSimData
“TW======= 1 root root 971 Jul 1 19:34 original-ks.cfg
STW- === 1 root root 1610 Jul 1 19:34 anaconda-ks.cfg
-rWw-r--r-- 1 root root 59760640 Jul 1 19:34 VBoxGuestAdditions.iso
-rwxr-xr-x 1 root root 485 Jul 1 19:36 zerofill.sh
-fW-r--r-- 1 root root 91316 Jul 13 20:52 fsmIncidentSim.zip
-fW-r--r-- 1 root root 7037 Jul 13 20:52 fsmUebaDemo.zip
-rW-r--r-- 1 root root 58587 Jul 13 28:57 Lab.zip
-fW-r--r-- 1 root root 840 Jul 14 10:04 security_incident
-rW-r--r-- 1 root root 3460 Jul 14 10:04 security_sysmon_incident
-rw-r--r-- 1 root root 1427 Jul 14 10:04 security_user_incident
drwxr-xr-x 2 root root 87 Jul 27 18:12 fsmUebaDemo
-rw-r--r-- 1 root root 280 Jul 27 14:45[security_soar_tincident
-rWXr-xr-x 1 root root 61456 Jul 27 15:11] fsmIncidentSimulatorz_4.sh
drwxrwxr-x 5 root root 43 Jul 27 15:17 Lab
-fW-r--r-- 1 root root 539 Jul 27 18:44 incidentSimLog.log
[root@super ~]# I

6. Enter the following command to run the incident generation script:
./fsmIncidentSimulator2 4.sh security soar incident
7. Close the SSH session tab.

To verify the incidents on FortiSIEM

1. On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
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Field Value

Password Fortinet1!

Exercise 2: Generating Incidents on FortiSIEM

Cust/Org Id super

Domain LOCAL

2. Click INCIDENTS.
3. Verify that you have two incidents with a HIGH severity.

o Activrs = EE Dverview = Lisl = (=6 L Eaprbr e & Jeue MITIE AT TRCKY « & lmnalz -

2 Weh Trafflc to FortlSandbew Malclous URLs Incldents for Last 2 Hawrs

Sevwrily ; .
fzlt - Last Oorured e denr el

Targat Tarrles Tarhrly Jennrting Savmca
Ialcmwe i nsd UREL: bl et uplcan pueidaen il gkl n AR ERS [

I 2128 2322, 02:40:00 TH ok Tratlc w0 FertiSandion Mabzlc s URLS (i 1 Extlraden EXfiirsten CwrC2.,  HOET 1721640

T e cnmoea ek s e o ntoeratiensl URL: htgs: uplaac.guesarcn seleadgumbiaten RS T L RS e 10 (KR

4. Log out of the supervisor FortiSIEM GUI.
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Exercise 3: Configuring FortiSIEM Data Ingestion

In this exercise, you will configure data ingestion from FortiSIEM.

Configure the FortiSIEM Connector

You will configure the FortiSIEM connector to automatically pull incidents from FortiSIEM to FortiSOAR on a
scheduled basis.

To configure the FortiSIEM connector

On the FortiSOAR management GUI, log in with the username csadmin and password Fortinetl!.
Click Automation > Connectors.
In the Installed section, search for the Fortinet FortiSIEM connector, and then openit.

Pobd-=

Configure the following settings:

Field Value

Configuration Name lab
Mark As Default Configuration Enable
Server URL https://10.0.1.130
Username admin
Password Fortinet1!
Organization super
Verify SSL Disable
5. Click Save.

6. Verify thatthe CONFIGURATION field is COMPLETED and the HEALTH CHECK field is AVAILABLE.
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Exercise 3: Configuring FortiSIEM Data Ingestion

Fortinet FortiSIEM

Connector Version 4.1.1
Certified: Yes
Publisher: Fortinet

FEIATINET

m Deactivate Connector

Configurations 1 Actions 19 Playbooks
Select Lontfiguration
lab W D‘

FortiSIEM provides integrations that allow you to query and make changes to the CMDB, query events, and
send incident notifications. Provide actions like get incidents, comment incident, cleared incident, get device...

@ Documentaion

Agents (0]

Target (i) Agent

& CONFIGURATION: COMPLETED

@ HEALTH CHECK: AVAILAELE

Configuration Name *
lab
Mark As Default Configuration
Server URL:*
https://10.0.1.130
Username:*
admin

Password:*

Set Password

Organization:*

Super

» Cancel

Password fields are write-only. If you do not change this field, yvour Password will not be overwritten.

‘ # Configure Data Ingestion

Visibility (@ Private

J Uninstall

7. Close the connector configuration window.

To configure data ingestion for FortiSIEM

1. Continuing on the FortiSOAR GUI, click Automation > Connectors.

2. Click Data Ingestion.
3. Inthelab row, click Configure Ingestion.

Cormector Wersion 4.1.1

Fortinet FortiSIEM 4.

Contiguration Status

lah

Schedule

1 Contiguration Availakle A selt| Apent

Last Data I'ul'ed On Actions

# Configure

4. Click Let's start by fetching some data.

5. Inthe Fetch Data step, configure the following settings:

29
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Field Value

Fetch Mode By Updates In Last X Minutes
Pull Incidents Creates/Updates In Last X Minutes 240

Maximum Events To Pull Per Incident 1

Configure Multi-Tenant Mappings Select the checkbox.
Organization Mapping {"Super": "Self",

"Banking": "Banking",
"Aviation": "Aviation",

"University": "University" }

Your configuration should match the following example:

Configurations

Inputs

Fetch Mode:" (@)
By Updates In Last X Minutes

Pull Incidents Creates/Updates In Last X Minutes:* (@)
240

Maximum Events To Pull Per Incident: (i)

1

<>

Filter Incidents: ()

Select one or more options vI
Incident Status

Incident Category

Incident Sub Category

R,

Configure Multi-Tenant Mappings:

Organization Mapping:* (@)

Code v

-. "Super": "Self",
c

"Banking": "Banking" |
"Aviation": "Aviation",
"University": "Uniwversity"

6. Click FETCH DATA.
7. Inthe Field Mapping step, in the Module drop-down list, select Alerts.
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8. Inthe Name field, delete eventType.
The Name field should match the following example:

I'I ° 9

b Start Fetch Data Fi

Field Mapping Module  Alerts -
Q
Name:*

{{vars.item.attributes.eventMame}}

9. Inthe search field, type MITRE.
10. Click inside the MITRE ATT&CK ID field.
11. Inthe Sample Data section, search for Technique.
12. Click attackTechniqueld.

Data Ingestian - rortinet Fortisiem

¥y © o ) © O

b Slail Fuleh Daa Field Mzpping Scheduling Surnmary

Field Mapping Mudule  Alerls - Sample Dala

MITRE AT TECK 1)

["atoribut=s" ["attacklechniqueld”]

MITRE Tech- que:

The attackTechniqueld field in the Sample Data section is mapped to the MITRE ATT&CK ID field in the
Field Mapping section.

13. Click inside the MITRE Technique field of the Field Mapping section.

14. Inthe Sample Data section, search for Tactic.

15. Click attackTactic.
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W, 0 —0 O O

' '_b Srart Fetrh Tata Fielr Manping Scheduling

Field Mapping Mardule  Alerrs ¢ Sample Data

MITRE ATT&CK ID:

["attrioutes"|["attackTechniquzld"|

MITRE Tzzanique destipAddr:

incidantid:
["altribules"]["allackTaclic"]

incidzntR

Incid=ntRptip:

incidentTille:

destG

incidentl)

The attackTactic field in the Sample Data section is mapped to the MITRE Technique field in the Field
Mapping section.

16. Click Save Mapping & Continue.

17. Inthe Do you want to schedule the ingestion? drop-down list, select Yes.

18. Click Every X minutes.

19. Inthe minute field, type * /1.

20. Type * for hour, day of month, month, and day of week if * is not already in those fields by default.

Schedule Settings
Do you want to schedule the ingestion?
Yes -
Configure Schedule Settings

By : Every X minutes | Hourly | Daily | Weekly | Monthly | Yearly

1

minute hour day of month month day of week

[] Limit execution to one active instance at a time (i)

21. Click Save Settings & Continue.
The Quick Summary page is displayed.

22. Review the Quick Summary section.
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Data Ingestion Successfully Configured!

Playbook collection Fortinet FortiSIEM [4.1.1] is created and placed here. ' You can rerun the wizard or edit
the ingestion playbook to make further changes.

Quick Summary
& Connector 'Fortinet FortiSIEM® Configured
&1 Sample Data Fetched Successfully
& Field Mappings Added
 Schedule Created
& Ingestion Playbooks Created Successfully:

= FortiSIEM = Ingest ' ACTIVE
= > FortiSIEM »> Fetch & ACTIVE

23. Click Done.

To verify the data ingestion schedule

1. Continuing on the FortiSOAR GUI, click Automation > Schedules.
2. Verify that the data ingestion scheduler for Ingestion_fortinet-fortisiem ran at least one time.
The Total Run Count must be 1 or more than 1.

To verify data ingestion from FortiSIEM

1. Continuing on the FortiSOAR GUI, click Incident Response > Alerts.
Alerts are displayed with a Source value of Fortinet FortiSIEM.

Alerts
Open Alerts By Severity & - Alerts by Type
Assigned To: Me | All Assigned To: Me | A

A ltems 3 EEREEEE B Domo IR Records | B Deploy Scenaro

[[F] Pricrity Weight  Severity Assigned o Mame source

Search Search Search = Search = | web | Search

81 20 C5 Admin Web Iraffic to FortiSandbex Malicious UKLs-PH_RULE_W..| Fortinet FortiSIEM

vy

b ] >
9 If you do not see the alerts, wait for a minute because the schedule runs every minute.

2. Logoutofthe FortiSOAR GUI.
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Lab 3: Administration and Management of Collectors

In this lab, you will assign two collectors to one organization and a third collector to another organization. After you
add the collectors on the supervisor node, you will register the collectors to the supervisor node.

Objectives

» Assign collectors to organizations

¢ Register collectors to the supervisor

¢ Add credentials for organizations with collectors

¢ Discover devices from organizations with collectors

Time to Complete

Estimated: 40 minutes

Advanced Analytics 6.3 Lab Guide

34
Fortinet Technologies Inc:



DO NOT REPRINT
© FORTINET

Exercise 1: Assigning Collectors to Organizations

In this exercise, you will assign collectors to organizations, and configure the guaranteed events per second
(EPS) for each collector.

Assign Collectors to Organizations

Collectors must be defined for organizations that have collectors in their environment. Now, you will add collectors
by editing the organizations that you created earlier.

To assign collectors to organizations

1. Go to the Supervisor FortiSIEM management GUI.
2. Login to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click the ADMIN tab.

5. Inthe left navigation pane, click Setup, and then click Organizations.

|:| Storage Credentials

& Device Support New | Edit | Delete Deplay

o

Select the Banking organization, and then click Edit.
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Assign Collectors to Organizations

New Edit Delete Deploy

ID Organization Full Namj
2001 Aviation
2002 University

7. Scroll down, and click New to add a collector.

Organization Definition (Banking ID: 2000)

Admin Email: | pankadmin@bank.lab
Phone:
Account Number:
Support Tier:
Support Team:

Collectors: | New Edit Delete

up
Collector Mame Collector EPS Lirf

8. Enter the following values:

Field Value

Name collector1

Guaranteed EPS 100

Start Time Unlimited

End Time Unlimited
9. Click Save.

Note the collector name. You will use this information during the collector registration.

Your configuration should match the following example:

Advanced Analytics 6.3 Lab Guide
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Exercise 1: Assigning Collectors to Organizations

Organization Definition (Banking ID: 2000)
Organization: = Banking Include IP/IP Range:
Full Name: Exclude IP/IP Range:
Admin User: Agent User:
Admin Password: ‘ Agent Password:
Confirm Admin Password: ‘ Confirm Agent Password:
Admin Email: kadmin@bank.lab Max Devices:
Phone: Address:
Account Number: Account Type:
Support Tier: Account Status:
Support Team: Account Manager:
Collectors:  New Edit Delete Lines: 1
Collector Name  Collector EPS 'I‘_Jiﬁh‘t’ad Rate Valid Start Date  Valid End Date
collectorl 100 Unlimited Unlimited Unlimited
Save Cancel

10. Click Save.
Note the collector name. You will use this information during the collector registration.

11. Select the Aviation organization, and then click Edit.
12. Scroll down, and then click New to add a collector.
13. Enter the following values:

Field Value

Name collector2
Guaranteed EPS 150
Start Time Unlimited
End Time Unlimited

14. Click Save.
Note the collector name. You will use this information during the collector registration.

15. Click Save.
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Verify Collector Health

Now, you will verify the health of collectors.

To verify collector health

1. Continuing on the ADMIN tab, on the left navigation pane, click Health.

2. Click Collector Health.

Verify Collector Health

Cloud Health  Collector Health  Agent Health
Show Processes Tunnels & Action Columns «

Organizatior Name IP Address Status Collector ID CPU Memory

Banking collectorl No Connection 10000 0% 0%

Aviation collector2 No Connection 10001 0% 0%

. . [
If you do not see the collectors, click the refresh icon ().

‘\ ' f_' The Status of all three collectors is No Connection. For the Status column to show a
status of up, you must deploy, install, and register the collectors to the supervisor. The
collectors have already been installed and IP addresses have been assigned. In the

— next lab exercise, you will register the collectors and verify that their Status is up.

3. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 2: Registering Collectors

In this exercise, you will register the collectors to the supervisor, and then verify that their status is up.

Register Collectors

Now, you will register the collectors to the supervisor. During registration, the collector is provided with information
such as supervisor IP address, username, password, organization name, and collector name.

To register Collector1

1. Open an SSH connection to the Collector1 [10.0.2.130] FortiSIEM from Local-Host machine.
Log in to the collector1 with the following credentials:

Field Value

Username root

Password Fortinet1!

2. Type the following commands to register Collector1 with the supervisor node:
phProvisionCollector --add bankadmin Passwordl! 10.0.1.130 Banking collectorl
The collector will reboot to complete the registration process.

student@client:~$| ssh root@l0.0.2.130
The authenticity of hos 10.0.2.130)"' can't be established.

ECDSA key fingerprint is SHA256 h2Ed]fd+q?X]ekBﬁJYuOLxdexgnzYBIK6ESKt+keGs

Are you sure you want to continue connecting (yes/no/[fingerprint])? vyes

Failed to add the host to the 1list of known hosts (/home/student/.ssh/known_hosts).
root@l®.0.2.130's password:

Last login: Tue Jul 13 13:27:06 2021

lroot@collectorl ~]# phProvisionCollector --add bankadmin Passwordi! 10.0.1.130 Banking collectorll
ontinuing to provision the Collector

This collector is registered successfully. Waiting for reboot...
[root@collector1l ~]# Connection to 10.0.2.130 closed by remote host.
Connection to 10.0.2.130 closed.

student@client:~$ I

3. Close the SSH session.

To register Collector2

1. Open an SSH connection to the Collector2[10.0.3.130] FortiSIEM from Local-Host machine.
Log in to the collector2 with the following credentials:

Field Value

Username root

Password Fortinet1!
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2. Type the following commands to register Collector3 with the supervisor node:
phProvisionCollector --add flightadmin Passwordl! 10.0.1.130 Aviation collector2
The collector will reboot to complete the registration process.

student@client:~$| ssh root@10.0.3.130|

The authenticity of host '10.0.3.130 (10.0.3.138)' can't be established.

ECDSA key fingerprint is SHA256:1rSz3PhPtDYNpaYZhIGPh7ChéoxFoAQurWv jWWugS4w.

Are you sure you want to continue connecting (yes/nof[fingerprint])? yes

Failed to add the host to the list of known hosts (/home/student/.ssh/known_hosts).

root@10.0.3.130"'s password:

lLast lanin: Tue Il 13 13+-29-15 2/821

[root@collector2 ~]# phProvisionCollector --add flightadmin Passwordi! 10.8.1.130 Aviation collector2
CoCLector

This collector is reg}stered successfully. Wailting for reboot...

3. Close the SSH session.

Verify Collector Health

Now, you will verify the health of the collectors.

To verify collector health

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click ADMIN.
5. Inthe left navigation pane, click Health, and then click Collector Health.
6. Click refresh (£3).
Claud Health Callestar Health Azent Health
Show Procosses Tunnsds g Sl - Swwrch.. Calurmn - Lines: 2 Ll uplele 2l 1210020 PM0 2
QOrganizatien Mame 17 Address Status Collector Iype Ilealth Uptime g Memory Allocated EI'S  Incoming S Verslon Collector
Uanking collasterl 102130 UE M Moewal i 24s &% Er g w0 C S300EL LOC
Ay alion wolleclors 10.0.5.130 up Wil Noriral S 24y kY sy 150 C 4200551 10001

The Status of all three collectors is up, the Health is Normal, and the correct IP address is associated with
each collector.

7. Select any of the collector and click Show Processes to view the processes running on the collector and their
status.
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Cloud Health  Collector Health  Agent Health
Tunnels £ Action » arc Columns -
Organization Name IP Address Status Collector Type Health Uptime

Banking collectorl 10.0.2.130 up VM Normal 9m 24s
Aviation collector2 10.0.3.130 up VM MNormal 3m 24s

Close Panel Search.. Columns =
Process Name Status Uptime CPU Physical Memory Virtual Memor)
phMonitorAgent Up Em 1s 0% 562 MB 1117 MB
phParser Up 4m 35s 0% 679 MB 2225 MB
phPerfMonitor Up 4m 52s 0% 73MB 796 MB
phEventForwarder Up 4m 52s 0% 38 MB 533 MB
phDiscover Up 4m 52s 0% 57 MB 533 MB
phAgentManager Up 4m 52s 0% 71 MB 1517 MB
phCheckpoint Up 4m 525 0% 34 MB 292 MB

Organization: Super User: admin Scope: Global
] . .
-..," "... If the status of any of the collectors is not up, open an SSH connection to the collector,
9 and then reboot it using the following commands:
— reboot -h now
—

8. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 3: Discovering FGT Banking through a Collector

In this exercise, you will discover a FortiGate device in the banking organization that has two collectors.

Configure SNMP on FortiGate

Now, you will configure SNMP on FortiGate at the Banking organization. You will enable SNMP events that are
critical for FortiSIEM to monitor.

Cc

o prODdN=

6.

onfigure SNMP on FGT Banking

Go to the management GUI of the FGT Banking FortiGate.
Log in with the username admin and password password.
Click System > SNMP.

Enable SNMP Agent.

Enter the following values:

Field Value

Description FGT_Banking
Location Ottawa

In the SNMP v1/v2c section, click Create New.

7. Enter the following values:

8.

Community Name public

Enabled enable

IP Address 0.0.0.0/0

Host Type Accept queries and send traps

Scroll down to the SNMP Events section, and verify that the following traps are enabled:

Field Value
VPN tunnel is up enable
VPN tunnel is down enable
IPS detected an attack enable
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Field Value

Exercise 3: Discovering FGT Banking through a Collector

IPS detected an anomaly enable
AV detected virus enable
AV detected oversized file enable
AV detected file matching pattern enable
AV detected fragmented file enable
9. Click OK.
10. Click Apply.

To enable the SNMP service on an interface

. Continuing on the FGT Banking management GUI, click Network > Interfaces.
. Select port2, and then click Edit.

1
2
3. Inthe Administrative Access section, enable SNMP.
4. Click OK.

5

Log out fo the FGT Banking FortiGate management GUI.

Add Credentials for FortiGate

Now, you will add the FortiGate credentials on FortiSIEM. Using these credentials, FortiSIEM will be able to
discover the FortiGate device.

To add credentials for FGT Banking

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

3. Click LOG IN.
4. Click the Change Organization View icon and, in the drop-down list, select Change Organization View.

Change Organization View

Log Qut
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5. Select Switch to Organization and in the drop-down list, select Banking.

Change Crganization View x

Admin View - Local

Admin View - Global

L] Switch to Organization

Banking =

Change View Cancel

Click Change View.

Click ADMIN.

In the left navigation pane, click Setup, and then click Credentials.
In the Step 1: Enter Credentials section, click New.

10. Enter the following values:

© o NOo

Name Banking_FGT_SNMP
Device Type Generic
Access Protocol SNMP
Port 161
Password config Manual
Community String public
Confirm Community String public
11. Click Save.

12. Inthe Step 1: Enter Credentials section, click New again.
13. Enter the following values:

Name Banking_ FGT_SSH
Device Type Fortinet FortiOS
Access Protocol SSH
Port 22
Password config Manual
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Exercise 3: Discovering FGT Banking through a Collector

Field Value
User Name admin
Password password
Confirm Password password
14. Click Save.

15. Inthe Step 2: Enter IP Range to Credential Associations section, click New.
16. Enter the following values:

Field Value

IP/IP Range 10.0.2.254

Credential Banking_FGT_SNMP

Click +, and then select Banking_FGT_SSH.

17. Click Save.

Your configuration should match the following example:

Credentials Discovery Pull Events Monitor Performance STM  Maintenance

Step 1: Enter Credentials

MNew Edit Delete Clone

el K <
Name Protocol Device Type User Name Description
Banking_FGT_SNMP SNMP Generic admin
Banking_FGT_SSH SSH Fortinet FortiOS admin

Step 2: Enter IP Range to Credential Associations

New Edit Delete Testw

Name/IP/IP Range Credential Name

10.0.2.254 Banking_FGT_SSH, Banking_FGT_SNMP

Discover Banking FortiGate

Now, you will discover the Banking FortiGate device.
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To discover FGT Banking

1. Continuing on the Setup page on FortiSIEM, click Discovery.

2. Click New.
3. Enter the following values:

Approve FortiGate in CMDB

Field Value

Name
Discovery Type
Include

Name Resolution

Banking_FGT
Range Scan
10.0.2.254

SNMP/WMI first

4. Click Save.
5. Click Discover.
Wait for the discovery to complete.

Discover - Banking_FGT

Show Lors Columns = LI |

11 1 » M

Orguniieulion IF Slulus Manme

Banking 10.0.2.254 FGT Banking

Type SMooess Syu Monilor Ao Monilor

Furlinel Furlios Fu..  Bawking FGT kM. CPU UGIMEN Cunn.

6. Click Close.

Approve FortiGate in CMDB

When FortiSIEM discovers devices, monitoring begins automatically, and incidents for those devices will be
triggered automatically based on the rules associated with those devices. However, you can configure the
discovery settings so incidents are triggered only for devices you approve.

Since this is a lab environment with few devices, you can use the default settings.

To approve FGT Banking in CMDB

Continuing on the FortiSIEM management GUI, click CMDB.

In the left navigation pane, click Devices > Network Device > Firewalls.
Select FGT_Banking.

Click Action, and in the drop-down list, select Change Status.

PoDbd=
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0 1 0 0 0 0 0

Roulers Frrowalls Windows Unix ESX AWS Asura
CMDE = Devices » Network Device » Firewall

MNew 1 dit Jelete Liscovered by Allw | QL |ﬁA:—innn

Cuick Info

Mz 1P Duvice Typa Slalus Discoverad Methad

Device | lealth
1€.0.2.254 Furlinel ForliD§ Funding Jul 22 2021, 02:05:11 FM 23H, SHMP. PIk

Vulncraollitics
Incidents

Renl time Feants

E ¥ » o

Historizal Evente

15

Real-Lime Perluniance

mpacked Nusiness Servires

Edil Lucalion

B <] F

Decommissinn

5. Verify that the Change Status to setting is set to Approved.

Change Status x
Mame IP Status
FGT_Banking 10.0.2.254 Pending

Change Status to: | Approved v

OK Cancel

6. Click OK.
7. Log out of the Supervisor FortiSIEM managemnet GUI.
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Exercise 4: Discovering FGT Aviation through a Collector

In this exercise, you will discover a FortiGate device from the aviation organization that has a collector.

Configure Syslog on FGT Aviation

Syslog is another method of sending logs to FortiSIEM. Now, you will configure Syslog on the Aviation FGT
FortiGate device and enable only the essential logs that you want to monitor on FortiSIEM.

To configure Syslog on FGT Aviation

Noapwebdh-=

Go to the management GUI of FGT Aviation FortiGate.

Log in with the username admin and password password.

Click Log & Report > Log Settings.

Enable Send logs to syslog.

In the IP Address/FQDN field, type 10.0.3.130.
In the Event Logging section, click Customize.
Enable the following events:

¢ System activity event

¢ VPN activity event

¢ User activity event

¢ Router activity event

In the Local Traffic Log section, click Customize.
Verify that the following events are disabled:

* Log Allowed Traffic

¢ Log Local Out Traffic

¢ Log Denied Unicast Traffic

¢ Log Denied Broadcast Traffic

Your configuration should match the following example:
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Log Settings

Event Logging All

System activity event
VPN activity event
User activity event
Router activity event
WiFi activity event
Explicit web proxy event
Endpoint event

HA event

Security Rating event
FortiExtender event
SDN connector Event
SD-WAN event

CIFS event

Switch controller event

Local TrafficLog | All

Log Allowed Traffic

Log Denied Unicast Traffic
Log Local Out Traffic

Log Denied Broadcast Traffic

10. Click Apply.

Configure SNMP on Aviation FortiGate

Now, you will configure SNMP on FGT Aviation and enable the SNMP events that you would like to monitor on
FortiSIEM.

To configure SNMP on FGT Aviation

1. Continuing on the management GUI of FGT Aviation, click System > SNMP.
2. Enable SNMP Agent.
3. Enter the following values:

Field Value

Description FGT_Aviation
Location London

4. Inthe SNMP v1/v2c section, click Create New.
5. Enter the following values:

Field Value

Community Name public

Enabled enable
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Field Value

IP Address 0.0.0.0/0

Host Type Accept queries only

6. Scroll down to the SNMP Events section, and disable all SNMP events except the following:
¢ |IPS detected an attack
¢ |IPS detected an anomaly

7. Click OK.
8. Click Apply.

To enable SNMP on an interface

1. Continuing on the management GUI of FGT Aviation, click Network > Interfaces.
2. Select port2, and then click Edit.

3. Inthe Administrative Access section, enable SNMP.

4. Click OK.

5

Log out of the FGT Aviation FortiGate management GUI.

Add Credentials for Aviation FortiGate

Now, you will add the FortiGate credentials on FortiSIEM so that FortiGate can be discovered through SNMP.

To add credentials for FGT Aviation

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

3. Click LOG IN.

4. Click the Change Organization View icon, and in the drop-down list, select Change Organization View.

Change Organization View

Log Qut
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5.

Select Switch to Organization, and in the drop-down list, select Aviation.
6. Click Change View.

vy

- ™ If you are already logged in as an admin user of the banking organization, you must
9 change the scope to Global, and then change the scope again to Aviation.
= You can also log out and log back in as an admin user of the aviation organization.
7. Click ADMIN.

8. Inthe left navigation pane, click Setup, and then click Credentials.
9. Inthe Step 1: Enter Credentials section, click New.
10. Enter the following values:

Name Aviation_FGT_SSH
Device Type Fortinet FortiOS
Access Protocol SSH
Port 22
Password config Manual
User Name admin
Password password
Confirm Password password
11. Click Save.

12. Inthe Step 1: Enter Credentials section, click New again.
13. Enter the following values:

Name Aviation_FGT_SNMP
Device Type Generic
Access Protocol SNMP
Port 161
Password config Manual
Community String public
Confirm Community String public
14. Click Save.

15. Inthe Step 2: Enter IP Range to Credential Associations section, click New.
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16. Enter the following values:
IP/Host Name 10.0.3.254
Credential Aviation_FGT_SSH

Click +, and then select Aviation_FGT_SNMP.

17. Click Save.

Discover FortiGate

Now, you will discover the FortiGate device from Aviation organization on FortiSIEM.

To discover FGT Aviation

1. Continuing on the Setup page of FortiSIEM, click Discovery.
2. Click New.

3. Enter the following values:

Field Value

Name Aviation_FGT

Discovery Type Range Scan

Include 10.0.3.254

Name Resolution SNMP/WMI first
4. Click Save.

5. Click Discover.
Wait for the discovery to complete.
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Exercise 4: Discovering FGT Aviation through a Collector

Discover - Aviation_FGT
Snow Errors Columrs + K < 171 1 >
Organizatlon IF Status Mzme Tvpe Access Sve Monitor Apz Manitor
Aviation 0L 254 sucresded FGl_Aviatinn rortinet Fortit)s ko, Buiation_FGET_55H(. . CPU UtiILVPN Conn..
O ciose
Discovery Completed.
6. Click Close.

Approve FortiGate in CMDB

When FortiSIEM discovers devices, monitoring begins automatically, and incidents for those devices will be
triggered automatically based on the rules associated with those devices. However, you can configure the
discovery settings so incidents will be triggered only for devices you approve.

Since this is a lab environment with few devices, you can use the default settings.

To approve FGT Aviation in CMDB

Select FGT_Aviation.

Click OK.

Noap b=
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Continuing in the aviation organization scope, click CMDB.
In the left navigation pane, click Devices > Network Device > Firewall.

Click Action, and in the drop-down list, select Change Status.
Verify that the Change Status to setting is set to Approved.

Log out of the Supervisor FortiSIEM management GUI.
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Lab 4: Administration and Management of Agents

In this lab, you will add Windows and Linux agents to organizations.

Objectives

» Add agent credentials to organizations
¢ Register agents to a supervisor

Time to Complete

Estimated: 30 minutes
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Exercise 1: Adding a Windows Agent to an Organization

In this exercise, you will add a Windows agent to the aviation organization. You will also configure audit policies on
Windows so that appropriate security events will be sent to FortiSIEM for analysis.

Configure Windows Agent Registration Credentials

Before registering a Windows agent, you must define the administrator credentials for the organization through
which the Windows agent will be managed.

To define Windows agent registration credentials

1. Go to the Supervisor FortiSIEM management GUI.
2. Login to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click ADMIN.

5. Inthe left navigation pane, click Setup, and then click Organizations.

|:| Storage Credentials

& Device Support New | Edit | Delete Deplay

o

Select Aviation, and then click Edit.
Enter the following values:

Field Value

N

Agent User admin

Agent Password Password1!

Confirm Agent Password Password1!
8. Click Save.

Note the aviation organization ID. You will need this ID during the agent registration process.
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Configure the Windows Agent Installation Settings File

Using a text editor, you will edit the InstallSettings.xml file, which is located in the same folder as the
Windows agent binaries. You will specify parameters such as organization name, organization 1D, administrator
username, administrator password, and supervisor IP.

To configure the InstallSettings.xml file

1. Go to the Win-Agent VM.
2. Click Resource > FSM_WindowsAgent > TnstallSettings.xml.
Open the file in Notepad++.

3. Enter the following values:

Field Value

ORG_ID Enter the aviation organization ID.
ORG_NAME Aviation

SUPER_IP 10.0.1.130
ORG_NAME/AGENT_USER Aviation/admin
AGENT_PASSWORD Password1!

Your configuration file should match the following example, except for the organization ID.

T
<2xml wersion="1.0" encoding="otf-8"?2>
E <In=stallConfig Verszion="1">
= <0rg>
<ID>2001</ID0>
<Hame>Aviation</Name>
= </Org>
=| <Super>
<Mame>10.0.1.130<,/Hame>
<Port>443</Port>
- </ Bupers>
<HostName>Win Agent</HostName>
=] <Registraticon>
<Username>Aviation/admin</Usernames:>
<Password>Passwordl !</Password>
= </Registration>
=] <Proxyr
<Server></Server>
<Port»</Port>
= </Proxy>
<55LCertificaterignore</S5LCercificate>
i </InstallConfig>

4. Savethefile (Ctrl +3).
5. Close thefile.
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Exercise 1:'Adding a Windows Agent to an Organization

Return to the FSM_WindowsAgent folder, and double-click the MSI package FSMLogAgent-v4.1.2-

build0108.
7. Click Install.
The installer will display an install progress window.

8. When installation is complete, click Restart to restart the Windows device.

i

—— FSMLogAgent

Installation Successfully Completed

You must restart your computer before you can use the software.

Wait for the windows server to come back up.

9. Onthe Win-Agent VM task bar, click Services.

10. Verify that the FSMLogAgent is Running.
~ tiemares (lacal]

FsMLoghgont Mamz Daseriprion Status Startus Tyoe Log Or e
) ik dmwappushsve WA Pusr .. Menual (Trig..  Locel Syste.
F::_'f‘:;:’“ﬂg ltrgicty a1 LTS Clenl The DM Ci. Ronming Sulomelic (T Heluank 5.
Irteztity Mon torng Sarvice 5 DI Server EnablezDho.  Running  JNutomatic Loczl Syste..
ik Noumlandsd Maps Masager Winderas se... Iisaaled Hehunrk ..
51.D5 Role Sarver Thiz carvice . Mznual Loczl Syrte.,
Bk Lbedcec Mode Ihe Lmlyec.. Wenual g, Locel syste.,
B rppling File SysLzem (EFS) Zrovide L. Menual (Tig...  Loel Sysle .
Lk Erteronize App Management Servics Enablcs ot Mznual Loczl Syste.,
EhFdensitile Authenl o alion Zrol el The Fzlrrni. RMeimal Ten el Sgule

b Ela Beplication

Liicanlad

larttil MI ...

Rinning

TETIG T L ECCvery Prov gl FoT:
unction Lhsoovery Resourcs Fubication

‘5 Geslualion Jevies

THE FOPFIL.
“ubhishzs k.,

This service .

T
Mznual

Ronming

Menual (Tig...

TOCET SErTeE
Leczl servics
Lowel Syale .

11. Close the Services window.

Define an Audit Policy

Since Windows generates a lot of security logs, you will specify the categories of events that you want to be

logged and available for monitoring by FortiSIEM.

To define an audit policy

1.

57

On the Win-Agent VM taskbar, click Local Security Policy.

Advanced Analytics 6.3 Lab Guide
Fortinet Technologiesinc:



DO &LQI B}%E\lergent to an Organization
© FORTINET

Click Local Policies > Audit Policy.

Double-click Audit account logon events.
Enable both Success and Failure.
Click OK.

o 0N

Audit account logon events Properties

Local Security Setting | Explain

j. Audit account logon events

Audit these attempts:
Success
Failure

Leh pyemide category level audit policy.

This setting might not be erforced if other palicy is configured to

For more information, see Audit account logon events. (3921468)

6. Configure the following audit policies the same way:

* Audit logon events
¢ Audit object access
¢ Audit policy change

Your configuration should match the following example:

Policy

Security Setting

Audit account logon events

Success, Failure

Audit account management

| Audit directory service access

Mo auditing
Mo auditing

Audit logon events
Audit object access

Audit pelicy change

Success, Failure
Success, Failure

Success, Failure

| Budit privilege use

Audit process tracking

Audit systemn events

Mo auditing
Mo auditing
Mo auditing
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7. Close the Local Security Policy window.
8. Close the Win-Agent VM browser tab.

Verify the Windows Agent Status

Exercise 1:'Adding a Windows Agent to an Organization

Once an agent is installed, it appears in the CMDB. The Agent Status column may display various states initially,
depending on whether a matching template is predefined or not. Now, you will verify the status of the Windows

agent on FortiSIEM.

To verify the Windows agent status on CMDB

1. Return to the FortiSIEM management GUI, and click CMDB.

2. Inthe Orgs without collector drop-down list, select Aviation.

CMDE = Devices

Mew Edit Delete |Clr|;|-s without collector 'I
MName
kali I Orgs without collector
SUpErvisor Super/Local
wWorker Banking

University

Q

3. Click Windows.

0 1 i B

Routers Firewalls Windows Unix ESX AWS Azure
The Win_Agent agent is displayed.
CMDB > Devices > Server > Windows
MNew Edit Delete Aviation = Discovered by All » Q £ Action - ] M < n 1 » N
o Name 1P Type Status Discovered Method  Organization Agent Policy Agent Status Maonitor
Win_Agent  10.0.3.10  Microsoft Windows Server 2016 Standa... Mar 24 2020, 03:37:47 PM  AGENT  Awiation

Notice that the Method used to discover the Win_Agent is listed as AGENT. The Agent Status is
Registered, which means the agent has successfully registered but has not received a monitoring template.
Therefore, at this point, a Windows agent license is not used and the Status of the device is Unmanaged.

4. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 2: Assigning Templates to Windows Agents

In this exercise, you will assign a template to the Windows agent.

Create a Windows Agent Monitor Template

Monitor templates define what type of logs the agent will monitor and upload, such as security event logs, system
event logs, DNS logs, DHCP logs, custom application logs, file integrity monitoring logs, and so on.

You will configure a security monitoring template for the Windows server.

To create a Windows agent monitor template

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click ADMIN.
5. Intheleft navigation pane, click Setup, then click Windows Agent.
6. Inthe Windows Agent Monitor Templates section, click New.
I:l Storage COrganizations Credentials Discovery  Pull Events  Monitor Performance  STM Maintenancs
2 Device Support | Windows Agent Monitor Templates
= Hezlh Edit Delste
[T fzmmes Hame Cescription Evert Log Filz Log FIM User Log Regisry Ch

7. Inthe Name field, type Security Template.

8. Click Event.

9. Click New.
10. Inthe Type drop-down list, select Security.
11. Click Save.

Your configuration should match the following example:
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Exercise 2: Assigning Templates to Windows Agents

Add Windows Agent Monitor Template

UEBA Userloz FIM  Change Script

Generic

File Log: [J 118
[ DHCP

Event Log:  Mew Cdit Delete

Type Include Cvent

Linzs: 1

Cxclude Cvent

Security All Events

Save

Cancel

12. Click Save.

Associate a Host to a Template

After defining the monitoring templates, you must associate hosts to templates. You will be mapping organizations

and hosts to templates and collectors.

To associate a host to a template

1.

| Host To Template Associations |

MNew Edit Delete Apply Up

Rank Name Host

2. Configure the following settings:

Continuing on the Windows Agent tab, in the Host To Template Associations section, click New.

Field Value

Name
Organization Aviation
Template Security_Template

Collector collector2

61

Template_Server_2016
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Your configuration should match the following example:

Host To Template Associations X

Name: = Template_Server_2016
Organization: [] All Orgs Without Collector

|:] Super/Loca
[ ] Bankin
Aviation

L1 University

Host: -

Template: [] All Templates

I Security_Template

Virtual Collectors: s

Collector: [ Select All  Search [0 Show selected collectors only

collector2

Save Cancel

3. Click Save.

Verify the Agent Status

Now, you will verify the agent status after the template has been associated with it.

To verify the agent status

1. Continuing on the FortiSIEM management GUI, click CMDB.
2. Inthe Orgs without collector drop-down list, select Aviation.
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CMDEB = Devices

New  Edit | Delete | | Orgs without collector =|| Q

< EAICH

MName
_ Orgs without collector .
SUpervisor SuperfLocal
worker Banking
University

3. Click Windows.

0 1 1 1 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure

4. Click the refresh icon (3).
It will take a few minutes for the Agent Status column to change to Running Active.

CMDB = Devices > Server = Windows

Mew | Edit | Delete | Aviation = Discovered by All» | Q & Action~ | = K < m 1 E3 N

MName P Type Status Discovered Method Organization Agent Policy Agent Status Monit|

A\
-~ -
If for some reason the Agent Status changes to Disconnected, restart the Windows
agent service on the Win-Agent VM.
=

Approve the Windows Agent

Now, you will approve the Windows agent. Monitoring of the agent begins automatically, and incidents for those
devices will trigger automatically based on the rules associated with those devices.

To approve the Windows agent

1. Continuing on the CMDB tab, select Win_Agent, and in the Action drop-down list, select Change Status.
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CMDE = Devices = Server = Windows
New Edit | Delete | Aviation ~ | Discovered by All = | Q | =
@ Quick Info
Name P Type Status Discovered @& Device Health Polic
A Incidents
i Real Time Events
i Historical Events
"D Real Time Performance
s |mpacted Business Services
EE Edit Location
2. Verify that the Change Status to setting is set to Approved, and then click OK.
Your configuration should match the following example:
CMDB > Devices > Server > Windows
New | Edit | Delets | Aviation = | Discoveredby Allv | Q gacon- |2 S| K ¢ 1w 1 > M
Name P Type m Discovered Method  Organization  Agent Policy Agent Status Monit]

3. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 3: Discovering LDAP Users

In this exercise, you will discover LDAP users and groups from FortiSIEM, which are preconfigured on the
Windows Server.

Discover LDAP Users and Groups

To add users to the FortiSIEM deployment from an Active Directory server over LDAP, you must first add the login
credentials for your server and associate them to an IP range, and then run the discovery process on the Active
Directory server. When the server is discovered successfully, all users in that directory will be added to your
deployment.

To add credentials for LDAP

1.

Go to the Supervisor FortiSIEM management GUI.

2. Loginto the super organization with the following credentials:

© ©®No o

10.
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Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOG IN.

Click the Change Organization View icon, and in the drop-down list, select Change Organization View.
f

Change Organization View

Log Out

Select Switch to Organization, and in the drop-down list, select Aviation.
Click Change View.

Click ADMIN.

In the left navigation pane, click Setup, then click Credentials.

In the Step 1: Enter Credentials section, click New.

Enter the following values:

Field Value

Name LDAP Server
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Field Value

Device Type Microsoft Windows Server 2016
Access Protocol LDAP
Used For Microsoft Active Directory
Server Port 389
Base DN DC=Aviation,DC=lab
Password config Manual
User Name CN=Administrator,CN=Users,DC=Aviation,DC=lab
Password Fortinet1!
Confirm Password Fortinet1!
11. Click Save.

12. Inthe Step 2: Enter IP Range to Credential Associations section, click New.
13. Enter the following values:

Field Value

IP/Host Name 10.0.3.10
Credentials LDAP Server
14. Click Save.

To discover LDAP users

1. Continuing on the Setup page, click Discovery.
2. Click New.
3. Enter the following values:

Field Value

Name LDAP Server

Discovery Type Range Scan

Include 10.0.3.10

Name Resolution SNMP/WMI first
4. Click Save.

5. Select LDAP Server, and then click Discover.
Wait for the discovery to complete.
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Discover - LDAP Server x
Show Errors Calumns « W < w 1 3 M
Organization (1= Stetus Mame Type Arcess Sys Monitor App Monitor
O | cio-
Disvovery Compleled.

6. Click Close.

Review LDAP Users on FortiSIEM

Now, you will review the discovered LDAP users on FortiSIEM.

To review LDAP users

1. Continuing on the FortiSIEM management GUI, click CMDB.
2. Click Users > DC=Aviation,DC=lab > OU=VPN Users,DC=aviation,DC=lab.
The four users who are members of the VPN user group are displayed.

CMDE = Users > DC=Aviation,DC=lab > OU=VPN Users,DC=aviation,DC=lab
New Edit Delete Discovered by All » Q | Search Aaction~ | o | M £ n 14 » N
User Name Full Name System Role Job Title Waork Phone Maobile Phone Email
ben Ben Jacobs 613258963 ben@aviation.lab
mike Mike Jones 6132232654 mike @aviation.lab
tracey Tracey Miller 2897564567 tracey@aviation.lab

3. Select Sarah, and then click the arrow icon to review the Summary.

Full Name System Role Job Title ‘Work Phone Mobile Phone Email

User Name

ben Ben Jacobs 613258963 ben@aviation.lab
mike Mike Jones 6132232654 mike @aviation.lab
tracey Tracey Miller 2897564567 tracey@aviation.lab

v

Summary Contact Member Of O Auto expand

You will notice that Sarah is a member of both the VPN Users and Domain Admins groups, unlike other
users who are members of the VPN Users group only.

Drtmet Vouchers & Dumps are Available on Brasetirerrinps.cor

Summary Contact Member Of [ Auto expand
General Advanced
User Name: Sarah Full Name: Sarah Smith Domain Password Last Set: Feb 19 20.. Domain Password Age: 34 days
Job Title: Company: Domain Account Control: Account E.. System Administrator: false
Employee ID: Manager: System Role: Password Reset: N/A
Domain: aviation.lab Description: Session Timeout: NA User Lockout: 15 minutes
Last Domain Logon: N/A
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Summary Contact Member Of [0 Auto expand

Member of 3 Groups
Group #1: CHN=Domain Admins, CN=Users,DC=aviation,DC=lab
Group #2: CN=VPN Users, OU=VPN Users,DC=aviation,DC=lab
Group #3: OU=VPM Users DC=aviation,DC=lab

4. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 4: Adding a Linux Agent to an Organization

In this exercise, you will add a Linux agent to the banking organization.

Configure Linux Agent Registration Credentials

Before you register a Linux agent, you must define the administrator credentials for the organization through
which the Linux agent will be managed.

To configure Linux agent registration credentials

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click ADMIN.
5. Inthe left navigation pane, click Setup, and then click Organizations.
:l Storage Credentials
& Device Support New | Edit | Delete Deplay
6. Select Banking, and then click Edit.
7. Enter the following values:

Field Value

Agent User admin

Agent Password Password1!

Confirm Agent Password Password1!
8. Click Save.

Note the banking organization ID. You will need this ID during the agent registration process.
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Register the Linux Agent

To install a Linux agent, you must download the shell script for the Linux agent installer from the Fortinet Support
site. For this lab, the installer is already downloaded.

The install script needs execute permissions and you must install it as a root user. You will specify parameters,
such as supervisor IP address, organization ID, organization name, agent username, and agent password, before
executing the script.

To register the Linux agent to a supervisor

1. Gotothe Linux-Agent VM.

2. Open aterminal window (Ctrl +Alt +T).

3. Type the following command to change your working directory:
cd Desktop/Resource/FSM LinuxAgent

4. Type 1s, and verify thatthe 1inux_agent. sh file exists.

5. Type the following command to start the installer:
sudo ./linux agent.sh

6. Type the password password

The install options and install script syntax are displayed.

student@Linux_Agent:~/Desktop/Resource/FSM_LinuxAgent$ sudo ./linux_agent.sh
[sudo] password for student:
cat: /etc/system-release: No such file or directory

Please check the Below options you have passed to ./linux_agent.sh.

./linux_agent.sh -s <Supervisor-IP> -1 <Organization-Id> -o <Organization-Name=>
-u <Agent-User> -p <Agent-Password=>

IOPTIONS:

-h Show this message

-5 Super IP/HostName

-i Organization Id

-p Agent Registration Password

-u Agent Registration User

-0 Organization

-V Verify Super and Collector SSL Certificate during TLS handshake <0pti
onals>

-c CA Certificate bundle file <Optional=>

-n Hostname where agent is installed <Optionals

7. Type the following command to start the installation. Replace <Organization-Id> with the organization ID you
noted earlier:

sudo ./linux_agent.sh -s 10.0.1.130 -i <Organization-Id> -o Banking -u admin -p
Passwordl!

An INSTALLATION SUCCESS message is displayed:

Advanced Analytics 6.3 Lab Guide 70
Fortinet Technologies Inc:



DO \%LQ]IUR&JE&BAN T Exercise 4: Adding a Linux Agent to an Organization
© FORTINET

10.

1.
12.

Mar 24 15:15:10@ Linux_ Agent systemd[1]: fortisiem-linux-agent.service: Ignoring

invalid environment assignment 'umask ©022; export PATH=/opt/fortinet/fortisiem|

linux-agent/bin: /sbin: fusr/sbin:SPATH': /fopt/fortinet/fortisiem/1linux-agent/bin|

fortisiem-linux-agent_env

Mar 24 15:15:10 Linux_Agent systemd[1]: Started FortiSIEM Linux Agent daemon.
NSTALLATION SUCCESS|

INSTALL PATH:/opt/fortinet/fortisiem/linux-agent

Type the following command to check the agent service status:

systemctl status fortisiem-linux-agent.service
student@Linux_Agent:~/Desktop/Resource/FSM_LinuxAgentS systemctl status fortisiem- LLNUX-agent.service
@ fortisiem-1linux-agent.service - FortiSIEM Linux Agent daemon
Loaded: loaded (/etc/systemd/system/fortisiem-linux-agent.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2020-83-24 15:15:10 PDT; 4min 48s ago
Main PID: 5589 (sh)
Tasks: 9 (limit: 2311)
CGroup: /[system.slice/fortisiem-linux-agent.service
5589 /bin/sh -c fopt/fortinet/fortisiem/linux-agent/bin/phLinuxAgent => fopt/fortinet/fortid
5591 Jjopt/fortinet/fortisiem/linux-agent/bin/phLinuxAgent

Press ctrl + C, and then type the following command to change your working directory:
cd /opt/fortinet/fortisiem/linux-agent/bin
Enter 1s, and verify that your directory listing matches the following example:

student@Linux_Agent: /opt/fortinet/fortisiem/1linux-agent/bins 1s
checkAgentRequirement.sh fortisiem-1linux-agent-stop.sh signs.csv
fortisiem-linux-agent_env fortisiem-1linux-agent-uninstall.sh VERSION
fortisiem-linux-agent-start.sh phLinuxAgent

There are several files for different purposes, such as starting the agent, stopping the agent, uninstalling the
agent, checking the version number of the agent, and so on.

Close the terminal window.
Close the Linux-Agent VM browser tab.

Verify the Linux Agent Status

71

Now, you will verify the status of the Linux agent on FortiSIEM.

Once an agent s installed, it appears in the CMDB. The Agent Status column may display various states initially,
depending on whether a matching template is predefined or not.

To verify the Linux agent status on CMDB

1.

Go to the Supervisor FortiSIEM management GUI.

2. Loginto the super organization with the following credentials:

Field Value

User ID admin

Password Fortinet1!
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Field Value

Cust/Org Id super
Domain LOCAL
3. Click LOGIN.
4. Click CMDB.
5. Inthe Orgs without collector drop-down list, select Banking.
CMDB = Devices
Mew Edit Delete | Orgs without collector - (s}
Name
kali I Orgs without collector
SUpErvisor | Super/Local
wWorker Banking
Aviation
University
6. Click Unix.

0 1 0 1 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure

The Linux_Agent agent is displayed.

Routers Firawalls Windows Unix ESX AWS Azure
CMDB > Devices
Newr Cdiz Celete Banking - Discovered by All » Q
_ ) . Agent
Mame P Device Type Status Ciscovered Method Crganization Status
FGT_Ren<ing AN.0.2 254 Forinel Forl OS5 Approwed Jul 22 2021, M:N511 FN 55H, SNMP, PING Fanking
Lirux_Agant 10.0.2.10 Ubuntu Linux 18.04.4 LTS Unmanaged  Jul 22 2021, 03:32:45 FM AGENT Eanking Feglsterad,

Notice that the Method that Linux_Agent was discovered is AGENT. The Agent Status is Registered,
which means the agent has successfully registered but has not received a monitoring template. Therefore, at
this point, a Linux agent license is not used and the device Status shows Unmanaged.

7. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 5: Assigning Templates to Linux Agents

In this exercise, you will assign a template to the Linux agent.

Create Linux Agent Monitor Templates

Linux templates define the type of logs the agent will monitor and upload, such as security event logs, system
event logs, DNS logs, DHCP logs, custom application logs, file integrity monitoring logs, and so on.

To create a Linux agent monitor template

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

s

] -

9 You must be logged in to the FortiSIEM from the Local-Host VM.
Click LOG IN.
Click ADMIN.

In the left navigation pane, click Setup, and then click Linux Agent.

In the Linux Agent Monitor Templates section, click New.

In the Name field, type FIM Template.

In the Description field, type File Integrity and Monitoring.

Click the FIM tab.

10. Click New.

11. Inthe Include File/Directory field, type /home/student/Desktop/Resources.
12. Inthe Actions section, select Modify and Delete.

13. On Modify select Push Files and Compare Baseline.

© o N O pw

14. For compare baseline browse to the Resource folder on the Local-Host Desktop.
15. Open lab4 folder.

16. Select hello_world.

17. Click Open.
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Edit Linux Agent Monitor Template

Generic  Syslog LogFile FIM Process Monitoring

Include File/Directory: = /home/student/Desktop/Resources

Exclude File/Directory:

Actions: [JAll
[ open
[ Close

Modify
Delete
Attribute Chanee

On Modify: [] Push Files
Compare Baseline

| Browse... | hello_waorld
File Name: hello_world
File Hash: BDDD8BE4B179A529AFASF2ZFFAE4B9858

{ Save < Cancel

18. Click Save.
19. Click Save.

Associate a Host to a Template

After you define the monitoring templates, you must associate hosts to that template. You will map organizations
and hosts to templates and collectors.

To associate a host to a template

1. Continuing on the Linux Agent tab, in the Host To Template Associations section, click New.
2. Enter the following values:

Field Value

Name Template_Server_Linux
Organization Banking
Template FIM_Template
Collector collector1
3. Click Save.
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Verify the Agent Status

Now, you will verify the agent status after the template has been associated with it.

To verify the agent status

1. Continuing on the FortiSIEM management GUI, click CMDB.
2. Inthe Orgs without collector drop-down list, select Banking.
3. Click Unix.
4. Click the refresh icon (&) in the top left corner.
It will take a few minutes for the Agent Status column to change to Running Active.
0 1 0 1 0 0 0
Fouters Firewalls Windaows Uiz Cax BWE Azure
CMDE = Deviees » Scrver = Unix
Mew | Cdic | Delete | Bankng - Discovered ov &lle | O O actions> | @ D W € 141
Hams " Device Type Gtatus Discovered Methed Orranization Agant Pelicy ‘;éi'}ts H
Linuz_agent 10.0.2.10 Uauntu Lirux 10,044 LTS Panding Jul 22 2021, OX:3T:45 PM BAGLNT Barking Template_Server_.

Approve the Linux Agent

Now, you will approve the Linux agent. Monitoring of the agent begins automatically, and incidents for those
devices will trigger automatically based on the rules associated with those devices.

To approve the Linux agent

1. Continuing on the CMDB tab, select Linux_Agent, and then in the Action drop-down list, select Change Status.
2. Verify that the Change Status to setting is set to Approved, and click OK.
Your configuration should match the following example:

CMOB > Devices > Scrver = Unix

Mews | Ldit | Deletz | Bankng - Discoverac by Al w | Q Baction:- | B D H £ 11
Marne [E] Mewice Typc Status M rrhad v + Agent :\ﬁ;u] i
Vi _dgenl REEERTH Uanml Livue 16649 115 Ao AGENI E T a0 _Ser Rinining u
3. Log out of the Supervisor FortiSIEM management GUI.
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Lab 5: Discover Rules

In this lab, you will learn the basics of FortiSIEM rules. You will analyze logs from FortiGate, and filter logs that you
want to analyze.

Objectives

 Filter events from FortiGate on FortiSIEM
¢ Group events with similar attributes
* Apply aggregate conditions to events

Time to Complete

Estimated: 30 minutes
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Exercise 1: Analyzing Allowed Traffic

In this exercise, you will generate HTTPS traffic on FortiGate and analyze the events on FortiSIEM.

Log All Sessions on FortiGate

In this task, you will enable all session logging on FGT_Aviation. By enabling this setting, FortiGate will create a
log entry for every session that matches the policy. These logs are forwarded to the supervisor node by the
collector. You will also generate some HTTPS traffic to generate traffic logs on FGT_Aviation.

To log all sessions on FGT_Aviation

Go to the FGT_Aviation FortiGate management GUI.

Log in with the username admin and password password.
Click Policy & Objects > IPv4 Policy.

Expand the port2—port1 section.

Select the Lan to Wan policy, and then click Edit.

In the Log Allowed Traffic section, click All Sessions.
Click OK.

Close the FGT_Aviation FortiGate browser tab.

© N oA WDN-=

To generate HTTPS traffic

1. Go to the Win-Agent VM.
2. Open the Google Chrome browser, and then navigate to https://www.fortinet.com.
3. Close the Win-Agent VM browser tab.

Analyze Traffic Events on FortiSIEM

Now, you can view the traffic logs generated by FortiGate on FortiSIEM. You will run a historical search for events
related to FortiGate allowed traffic.

After that, you will analyze the events and understand the log enrichment performed by FortiSIEM.

To filter allowed traffic events

1. Go to the Supervisor FortiSIEM management GUI.
2. Logintothe super organization with the following credentials:

Field Value

User ID admin
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No oo

8.

9.

Field Value

Password Fortinet1!

Cust/Org Id super

Domain LOCAL

Click LOG IN.

Click ANALYTICS.

Click the Edit Filters and Time Range field.

In the Filter section, select Event Attribute.

Enter the following values. Click the add icon (&) to add new rows.
Attribute Operator Value Next
Reporting IP = 10.0.3.254 AND
Event Type = FortiGate-traffic-allowed AND
Destination TCP/UDP Port = 443 AND

In the Time section, select Relative, and setitto 2 Hours.
Your filter setup should match the following example:

Reporting IP = 10.0.3.254 AND Event Type = FortiGate-traffic-allowed AND Destination TCP, @~ =~ Q Run
Filter Load Save Clear All
o) Event Keyword
o Event Attribute
Paren Attribute Operator Value Paren Next Row
Qo © Reporting IP = v 1003254 [+ I -] AND v © @
[+ - | Event Type = v FortiGate-traffic-allowed [+ U - | AND v © @
[+ I -] Destination TCP/UDP Port = v 443 [+ -] AND ~ © @

o) CMDB Attribute

Time Range

O Real-time @ Relative Last 2 2 Hours v

O Absolute

Trend Interval:  Auto v

Apply & Run Apply Cancel

Click Apply & Run.

To analyze the allowed traffic events

1.

Advanced Analytics 6.3 Lab Guide
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Continuing on the ANALYTICS page, select any of the displayed events, and then click the arrow icon (M) in the
Raw Event Log column.
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The Event Details pop-up opens.

2. Scroll down and select the Display settings for Organization ID and Organization Name.

Event Details 0 x

=189>date=2020-03-25 time=08:40:23 devname="FGT3" devid="FGVMD1TM19007953"
logid="0000000020" type="traffic” subtype="forward" level="notice” vd="root"
eventtime=1585150823870583321 tz="-0700" srcip=10.0.3.10 srcport=5804&
srcintf="por2" srcintfrole="undefined” dstip=13.35.118.3 dstpori=443 dstintf="portl”
dstintfrole="undefined" peluuid="dc833b94-531d-51ea-fcf4-a49ebB1ciadz”
sessionid=52032 proto=6 action="accept" policyid=2 policytype="policy”
semvine="HTTPS" datrnuntre="1Inited States" srecnuntre="Reserved” trandisn="snat"

Lines: 60

Display Filter Item Value

O O Member 1D 0000000020

O O MAT Type snat

= O Organization 1D 2001

[ O Organization Name Aviation

O O Post-MAT Source IP 100.64.4.253

M M Post-WAT Source Port SA04R

This adds the Organization ID and Organization Name columns to the event results.

3. Click OK.
4. Click Run again.

= Reporting IP = 10.0.3.254 AND Event Type = Fortigate-traffic-allowed AND Destination TC @~

Tee

5. Click Show Event Type.
This will add an additional Event Type column to the event results.

O wrap Raw Fuent H < 126 1

Evernil Receive Tine Repurliyg IP Evenl Naine Rawr Evenl Luy » Orgaization 1D Organicalion
Mar 28 2020, 11:43:00 AM 10.0.3 254 ForiCoe-wraffic-allewed Permitted troffic «189>datz=2020-03-2€ 1imc=08:48:00 devncme="TCTZ" devid="TCVMI1™M... 2001 Avintion

. 11:43:00 AM 10.0.3 254 ForiCacc-raffic-allewec Permitted traffic <1892 datz=2020-02-2€ fimc=08:48:00 devncme="TCTE" dovid="TCVMO1™M... 2001 Aviation

L 11:47:39 AM 10.0.3 254 ForiGae-raffic-allowec Permitted traffic <109>date=2020-03-2C ime=00:47:39 devneme="FGTI" devid="FCVMO1™M... 2001 Aviation

20, 11:47:07 AM 10,03 254 ForiGae-raffic-allowec Permitted traffic <109>date=2020-03-2C ime=00:47:07 devneme="FGTI" devid="FCVMO1™M... 2001 Aviation

Mar 20 2020, 11:47:00 AM 1003254 ForiGare-raffic-allowec Permitted traffic <109>date=2020-03-2C fime=00:4G:59 devneme="FGTI" devid="FGVMO1™M... 2001 Aviation
Mar 25 2020, 11.45.09 AW 10.0.3 254 FuriGae-ralic-alluwed Penilled Lallc =18900alz-2020-03-25 linwe-08.46.09 devacne-"FGTI" devid-"FGVMO1™M... 2001 Avialin

Create a Rule From an Analytics Search

You can create a rule from the ANALYTICS tab, based on the filtered search criteria. Now, you will create a new
rule without activating it. This is to save resources in the lab.
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To create a rule from an analytics search

Create a Rule From an Analytics Search

1. Continuing on the ANALYTICS page, in the Action drop-down list, select Create Rule.
..... u [P T—
& Email Result 10.0.3.254 AND Event Type = FortiGate-traffic-allowed AND Destination ¢ | &~ | =~ | G Run
%kl Heenl *Raw Message - Last 20 Minutes
] Copy to New Tab
Save Hesult
© Create Rule
2. Inthe Rule Name field, type Excess HTTPS traffic.
3. Click Step 2: Define Condition.
4. Change the time window to 120 seconds.
5. Click the pencil icon (#') to edit the Filter_1 subpattern.
6. Inthe Aggregate section, change the Value settingto 100.
7. Inthe Group By section, configure the following values. Click the add icon (&) to add the following new rows:

¢ Reporting IP
Source IP
Destination TCP/UDP Port

Your configuration should match the following example:

Edit SubPattern O x
Mame:  Filter_1
Filters: Paren Attribute Operator Value Paren MNext Row
L+ I - Reporting IP = ~| 100.3.254 [+ I - AND ~| © | @
e e Event Type = -| FortiGate-fraffic-allowed + T AND ~| ©| @
o e Destination TCPAUDP Port = -| 443 e|e AND - @ @
Aggregate: Paren Attribute Operator Value Paren Next Row
[+ I - COUNT( Matched Events ) = -|| 100 [+ I - NN E-]
Group By: Attribute Row Move
Reporting IP 4] e + +
Source [P L LI
Destination TCP/UDP Paort L LI
Advanced Analytics 6.3 Lab Guide 80

Fortinet Technologies Inc:



DO NQ ;Il-?uaE-BrRrIJNiISearch Exercise 1: Analyzing Allowed Traffic
© FORTINET

To configure Aggregate functions use the Expression Builder,available when you
click on Attribute field for the Aggregate section.

1. Select Function from the drop-down list
2. Add Function to the expression
3. Select the Event Attribute
4. Add the Event Attribute to the expression
Ny 5. Click Validate and ensure the expression is valid
™~ - 6. Finally click OK when the expression is ready
Expression Builder ]
qu.-uu.l P |
NG AlLribu e +
Corwel
8. Click Save.

9. Click Step 3: Define Action.
10. Inthe Severity drop-down list, select 5 - MEDIUM.
11. Inthe Category drop-down list, select Security.
12. Inthe Subcategory drop-down list, select Impact.
13. Inthe Action section, click the pencil icon (#) to edit it.
14. Inthe Incident Attributes section, configure the following values:

Event Attribute Subpattern Filter Attribute
Source IP Filter_1 Source IP

15. Click Save.

16. Click OK.

17. Click RESOURCES.
18. Inthe left navigation pane, click Rules > Ungrouped.
The Excess HTTPS traffic rule is displayed.

Resources > Rules = Ungrouped
MNew Edit Delete Clone Test Q
Import Export | & || Global~ | M £ 1 1 >» M
Test
Active MName Description Exceptions Scope Status
O | is) Excess HTTPS traffic User
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You will not be triggering any incidents for this rule. This exercise is to demonstrate the ability to create rules
from the ANALYTICS search tab.

If you activate this rule, it will trigger incidents for hosts that have more than 100 sessions within a two minute
window.

Do not activate this rule because it could consume excessive resources in the lab
environment. Because the lab environment contains many devices, each device has

been configured to run on minimum resources.

19. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 2: Monitoring Firewall Sessions

In this exercise, you will calculate the average firewall sessions from FGT2.

Build an Analytics Search

The FortiSIEM search functionality includes both real-time and historical search options of the information that is
collected. With real-time search, you can see events as they happen, while historical search is based on
information stored in the event database. Both types of searches include simple keyword searching, as well as

structured searches that let you search based on specific event attributes and values, and then group the results
by attributes.

To build an analytics search for firewall sessions

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

3. Click LOG IN.
4. Click ANALYTICS.
5. Click the Edit Filters and Time Range field.
If the attributes from the previous exercise appear in the field, click Clear All.

Reporting IP = 10.0.2.254 AND Event Type = Fortigate-traffic-allowed AND Destination TC (OB E=hd Q Run

Filter Saved Filters ... Clear All

6. Inthe Filter section, select Attribute.
7. Enter the following values. Click the add icon (&) to add new rows.

Attribute Operator Value Next
Reporting IP = 10.0.2.254 AND
83 Advanced Analytics 6.3 Lab Guide
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Attribute Operator Value Next

Event Type = Select from CMDB AND

Search for PH_DEV_MON_FW_CONN_
UTIL

Click the add item icon (») to select it.

8. Inthe Time section, select Relative, and set it to 20 Minutes.
Your filter setup should match the following example:

Filter Saved Filters _. Clear All
Keyword
0 Attribute
Paren Attribute Operator Value Paren Next Row
(4] @ Reparting [P = »| 10.0.2.254 (4] (-] AND | @ (-]
(4] (-] Ewvent Type = =| PH_DEV_MOMN_FW_COMNMN_UTIL & (-] AND ~| @ (-]
Time
Real Time
O Relative Last 20 2 Minues -
Absolute

9. Click Apply & Run.
All events related to firewall sessions from FGT_Banking are displayed.

[ showEvew Tvpz [ Wrap Raw Even: L 4 n & » H
Even: Recelve Tima Reporting IF Even: Hame Raw Event Log

Mar 25 2020, C2:£5 45 PM 10.0.2.25¢ Firewall connecticn Count SIEms for & cevice [PH_DEV_MON_F\W_CONN_UTI_|[even:Severiy]=PHL_INFC [fllensmel=phertich.cpp fineMumber]=11848 Mosika, .

Mar 25 2020, C2:42:49 'M 10.0.2.252 Fircwall connection count sicts for ¢ device [PH DOV KON MV COMN UTILE[oven:Soverity]=PHL INTC [fileMamcl=phMerfleb.cpp lincHumber]=11848 [hosiNa. -

Mes 25 2020, £2.39 53 PM 10.0.2.25¢ Finewall conmection Lol slels o1 = device [PH_DEW_MON_FVu_CONN_UTI_] [euen. Seueiily]-PHL_INFC [lileMeme]-phTeri b cpp Nivehun be |- 1188 [usiba.

Mar 2 220, L2IE6 b7 HM 1002257 Frewall cannecticn cout stets 10T & device |PH_UEY_MOM_FW_UCONN_U T |evenSeventy|~PHL_INFU [nieMsme|-ph-ertob.cpp [IneMumber |- 116 8 [nosika, .

Men 75 P070. 07 34 00 PM 10Ny e Finenall wmenlin oo sbels o s et [PH_NFU_MON_FV_CONM_UTI | [ruen Seuetity]-PHI _INFC [lileNsmel-gh 3o b gy Binehiom be ]-1 1R8 [losita

Mar 2 220, C2E10 BM 1L.U.2. 207 Frewall connesticn count S1Ets 1or & device |PH_LIEY_MOMN_HW_CONN_U LI_J[Bventsaventy|"PHL_INFU [iieNsme|~phHertiob.cpp [ineNumber |~ 1144 8 [nosifa. .

If you don't see any events, check the FortiSIEM alerts (E) located in the
top-right corner of the page. If there is a clock drift issue with a collector,
open an SSH connection, and reboot the collector with the following
command:

reboot -h now

Display the Average Firewall Session

Now, you will display only the average value for the firewall sessions.

Advanced Analytics 6.3 Lab Guide 84
Fortinet Technologies Inc:



DO M;Q/-tl:e BeEJEFBvu}‘EISSion Exercise 2: Monitoring Firewall Sessions
© FORTINET

To display the average firewall session

1. Continuing on the FortiSIEM management GUI, click the Change Display Fields icon (i= ~).
2. Click the add icon (&) to add a new row.

Display Fields Saved Displays... Clear All
Attribute Order Display As Row Move
Event Receive Time DESC - [T e O
Reparting IP M [+ e O
Event Type M [+ I e O
Raw Event Log v El e Q| O
Apply & Run Apply Cancel

3. Click the empty Attribute field in the new row, and then select Expression Builder.

Display Fields

Attribute Order D
Event Receive Time DESC -
Reporting IP >
Event Type -
Raw Event Log -

|.' 1 I (= *

# Expression Builder

Reporting IP

4. Inthe Expression field, type AVG (Firewall Session).
5. Click Validate.
A pop-up is displayed indicating that the expression is valid.

Expression is valid.

6. Close the pop-up message.

7. Click OK.

8. Click the remove icon (@) to delete the following rows:
¢ Raw Event Log
¢ Event Receive Time

These are unique attributes and cannot be considered for grouping events with similar attributes, and
performing aggregate calculations.

9. Click Apply & Run.
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The average firewall session count is displayed.

>

Reporting IP = 10.0.2.254 AND Event Type = PH_DEV_MON_FW_CONN_UTI| Chart for AVG(Firewall Session) v| Fled e |da ~ ‘

*Search - Last 20 Minutes 15m 1h 1d 7d 30d B¢

200+

100+

D_
Jan 16th, 2020 12:24  12:26 12:28 12:30 12:32 12:34 12:36 12:38 12:40 12:42
(O show Event Type K < 1 1 > M
Reporting IP Event Name AVG(Firewall Session)
10.0.2.254 Firewall connection count stats for a device 148.57
A\ . . .
- - Note the display columns for Reporting IP, Event Name, and AVG(Firewall
Session). The average function calculates the average firewall session from all events
- related to firewall connection for the past 20 minutes.
-

10. Log out of the Supervisor FortiSIEM management GUI.
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Lab 6: Configuration of Single Pattern Security Rules

In this lab, you will learn about single subpattern security rules. You will review some of the out-of-box rules, and
create your own rules. You will also learn about the event filters, group by conditions, and aggregation conditions,
that are required in a single subpattern rule.

Objectives

¢ |dentify a single subpattern security rule
¢ Review a subpatternin arule

¢ Understand out-of-the-box rules

¢ Define conditions in arule

¢ Define actions for a rule

¢ Understand incident generation

¢ Review incident attributes

* Determine incident source and target

Time to Complete

Estimated: 30 minutes
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Exercise 1: Detecting Remote Desktop Access

In this exercise, you will review the out-of-the-box rule which detects remote desktop access from the Internet,
which is defined as anything outside the internal network. Remote desktop is detected from a Windows log or from
a traffic flow to the RDP port.

Review the Remote Desktop From Internet Rule

You will review only the out-of-the-box rule, which detects remote desktop from the Internet. You will not be
making any changes to this rule.

To review the Remote Desktop from Internet rule

1.
2,

Go to the Supervisor FortiSIEM management GUI.
Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

3. Click LOG IN.

4. Click RESOURCES.

5. Click Rules.

6. Inthe search field, type Remote Desktop from Internet.

7. Selectthe rule, and then click Edit > Selected Rule.
The Step 1: General page has basic information such as the Rule Name, Description of the rule, Event
Type, and Remediation Note.

8. Click Step 2: Define Condition.
This page displays the rule condition. This rule will trigger if the pattern RDP occurs within a 10 minute
window.

9. Click the pencil icon (#) to edit the RDP subpattern.

10. Review the Filters for the rule.
The first two conditions state that the Source IP must not be part of the Networks: Private Net group and the
Destination IP must be part of the Networks: Private Net group. For simplicity, and to understand it better,
you can refer to these two conditions as Group 1.
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Exercise 1: Detecting Remote Desktop Access

Filters: Paren Attribute Operator Value Paren MNext Row
P @ Source IP NOT IN ~|  Networks: Private Net o o AND ~| ©  ©
Group 1 —u-—_]
D @ Destination IP IN ~| Networks: Private Net -+ I ] AND e o
© @ |({ Destination IP N *| Devices: Windows -+ AND -+ I ]
o o Win Logon Type = v 10 o © AND e o
o @ Event Type IN ¥| EventTypes: Dev Logon Failure, B @ | @ |) OR e e
@ | Destination TCP/UDP Port = *| 3389 -+ AND -+ I ]
o o Event Type IN ~| | EventTypes: Bidirectional Netflow, | @ | @ |)) AND <~ @ @ @

The next three filter conditions are grouped into one group, using parentheses. You can refer to these three
conditions as Group 2. The Destination IP must be in the Devices: Windows, Win Logon Type must be
equal to 10, and the Event Type must be part of Dev Logon Failure or Dev Logon Success.

Filters: Paren Attribute Operator value Paren Next Row

LH Source P NOT IN -l Networks: Private Net L aND | O @

-] Cestinafion IP N v Networks: Private Net Q AND v O @
© | @ |(( Cestinafion P N +| Devices: Windows e o AND || D @
L+ I - V/in Logon 1ype = - 10 e o aND T | @ @

Group2 =

-+ I Evenl Type N EveniTypes. Dev Logun Succesy | @ | @ ) OR -+ -]
© @ [ Cestnation TCPUDP Pert = - 338% e o AaND - O @
- T - Evert Type N ~| EventTypes: Bidrectiora Netow, @ | @ ) MDD - D@

The last two conditions are grouped into one group, using parentheses. You can refer to these two conditions
as Group 3. The Destination TCP/UDP Port must be equal to 3389, and the Event Type must be in the
Bidirectional Netflow or Permit Traffic group.

Fllers. Paren Attribute Operaior Value Paren Next Row

o @ Svurce IP NOT IN Melnurks. Privale Nel -+ B AND o e

=] Dazstination 1P IN *|  MNetworks: Private Net e AND - 0@ &
4] e Dezstination 17 I = Deovices: Windows (4] e AND - [+ Q
o @ Win Logon lype = 1 10 -+ I ANLD T @ @
- T - Event Type IN | EwvertTypes: Dev Logon Failure, = @ | @ |) OR 1 D2
© & |( Dsstination TCP/UDP Port E - 3389 o e AND - © @
-+ I - Event Type IN *| EvertTypes: Bidirectiona Metflow, @ @ @ AND - @ @

The Group 2 and Group 3 conditions are nested by other parentheses. There is an OR operator between
Group 2 and Group 3, which means that either Group 2 or Group 3 conditions can be true. For this rule to
trigger, Group 1 and either Group 2 or Group 3 must be true.
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Filters: Paren Attribute Operator value Paren Next Row
o e Source IP NOT IN | Networks: Private Net - smp - O @
o @ Destination 1 IN | Nemworks: Frivate Net -] AND | T Q@
AND
© @ ([ Destination IP IN -l Devices: Windows [ AND | © @
Qo 2 Win | ngon Type = 1 10 e e AND | Q@
OR -] Evenl Type IN | EvenlTyves. Dev Lugon Failue, E. @ | @ ) |OFE | N1 e @
© @ (  Destination TCF/UDP Port - « 3320 [ I -] AND | © | @
-+ I ] Event lype IN *| | kvertiyoes: Bidrecticnal hettiow, . @ | @ )] AL T © @
11. Review the Group By attributes.
Group By: | Atiribute Row Move
Source IP L+ e + +
Destination IP o @ ~ +

The Group By attributes are set as Source IP and Destination IP. All the matching events that are defined in
the filter will be grouped into two columns—Source IP and Destination IP.

12. Review the Aggregate conditions.

Aggregate: Paren Attribute Operator Value Paren MNext Row

[+ B COUNT( Matched Events ) >= 11 o @ AND ~| @ @

After the events are grouped, and if the COUNT(Matched Events) is equal to or greater than one, the rule will
be triggered.

13. Click Cancel.

14. Click Step 3: Define Action.
Review the Severity, Category, Subcategory, Technique, and Tactic.
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Remote Desktop from Internet - Edit Details

Step 1: General >  Step 2: Define Condition > _

Severity: 9 - HIGH v Update §
Category: Security v
Subcategory: Lateral Movement v

Technique: 3 Selected =

Tactics:  Lateral Movement, Initial Access, Persistence, Command And Control

Action:  Defined &
Exception: Undefined ran
Tag: -

15. Click the pencil icon (#) to edit the Action setting.
16. Review the Incident Attributes.

Generate Incident for: Remote Desktop from Internet X
Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Source IP = RDP v Source P ~ O @
Destination IP = RDP v Destination IP v | @
Insert Attribute: v o+
Incident Title:  Remote Desktop from Internet $srclpAddr to $destipAddr
Triggered Attributes:  Available: Search... 4 1/31 » Selected:
1g GPA Pages I Event Receive Time
2m GPA Pages > Event Type
4k GPA Pages < Source IP
802.11a Station Count ~ Destination IP
802.11b Station Count S Win Logon Type
802.11bg Station Count Raw Event Log
Save Cancel
These will be more clear once the incident is triggered.
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17. Click Cancel.
18. Click Cancel.

RDP From the Internet

Now, you will establish a remote desktop connection from the Local-Host VM. The RDP session will be translated
to a public IP address by the FortiGate firewall. The rule will trigger an incident since the RDP session was
sourced from a public IP address.

To establish an RDP connection to Win-Agent

1.
2.

3.

4,

o o

© N

Go to the Local-Host VM.
Open Remmina from the task bar.

Double-click Server_2016_Administrator.
This is a bookmark for an RDP sessionfor 10.0.3.10.

If the bookmark prompts for credentials then enter the following credentials:

Field Value

User name Administrator
Password Fortinet1!
Domain Aviation

Click OK.

Accept any certificate warnings.
The RDP connection to the Win-Agent VM opens.

Close the RDP session.
Close the Win-Agent VM browser tab.

Review the RDP Incident

An incident will be generated, alerting the administrator that an RDP connection was established from the Internet.
Any RDP connection from a public IP address is considered suspicious. You will review the incident in detail and
the events that triggered this incident.
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To review the RDP incident

93

Exercise 1: Detecting Remote Desktop Access

1. Return to the Supervisor FortiSIEM management GUI, and click INCIDENTS.

2. Click INCIDENTS.

3. Inthe Top Impacted Hosts - By Severity / Risk Score section, find the Win_Agent widget, and click Remote
Desktop from Internet.

Aviation

Win_Agent

| ORemote

Desktop from Internet

2 Windows Server Console Logon

It can take upto 30 seconds for the incident to display.

4. Selectthe rule and, at the bottom of the page, click Details.

5. Review the incident details.

Attributes

Source:
Subcategory:
Target:
Ticket Status:

Search attri

Category:
Count:
Event Name:
Event Type:

First Occurred:
Incident 1D:
Incident Title:

Reporting Device Status:
Reporting IP:

Severity Category:
Tactics:

Technique:

View Status:
Last Occurred:
Resolution:
Incident Status:
Organization:
Reporting:
Severitv:

bute name &

Security
1
Remote Desktop from Internet
PH_RULE_INBOUND_REMOTE_DE
SKTOP
Jul 22 2021, 05:01:30 PM
29
Remote Desktop from Internet
100.64.2.253 to 10.0.3.10
Approved
10.0.3.10
Persistence,Lateral
Movement,Command And
Control,Initial Access
Remote Services: Remote Desktop
Protocol, Remote Access Software,
External Remote Services
Read
Jul 22 2021, 05:01:30 PM
Open
Active
Aviation
HOST-10.0.3.10
g

100.64.2.253

Lateral Movement

10.0.3.10

Mone

6. Click Events.

7. Enable Show Event Type.
8. Selectthe Wwin-Security-4624 event, and click the arrow icon () in the Raw Event Log column.

The Event Details window opens.
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9. Review the enriched data.

Review the RDP Incident

Collector ID: 10003

Computer: WIN-GHSFOZ2BDOP4

Count: 1

Destination Host Nome: Win Agent
[Destination IP: 10.0.3.10]

Device Time: Jan 17 2020, (09:53:49 AM
Domain: AVIATION

Event ID: 9214787050068751952

Event Name: Windows logon success

Event Occur Time: Jan 17 2020, 03:53:49 PM
Event FParse Status: 1

Event Parser Nams: WinCSWniParser

Event FReceive Time: Jan 17 2020, 0%:53:59% aM
Event Fule Trigger: 1

Event Severity: 1

Event Severity Category: LUW

Event Somrce: Microanft-Windows-Security-Auditing
Event Type: Win-Security-4624

Externzl Event Receive Protocel: Windows Agent
Husl Neme: WIN-GHSFOZBLDOP4.avialion.lab
Messzage: An account was sunccesafully laegged on.
Organization ID: 2007

Organization Name: Aviation

Process Name: User32

Relaying Device: Win_Agent

Belaying IP: 1C.0.32.10

Reporting Device: Win Agent

Feporting IP: 10.0.3.1C

Reporting Model: Windows

Reporting Vendor: Microsoft

Software Neme: User32

Source Hoat Name: WIN-GHSFO2RNDOP4

|Source IP: 100.64.2.253]

Source TCP/UDP Port: 0

Source User: Administrator

Source User Full Name: Administrator

Status: Success

|Win Logon Type: 10 |(Remote interactive network logon using terminal services or remote desktop connection)

This event was reported by Win_Agent. The logon type code is 10, and the RDP session was initiated from a
public IP address to a private IP address. These conditions were enough to trigger the incident.

10. Click Close.
11. Click Rule, and review the rule that triggered this incident.
12. Analyze the Pattern Definitions.
Details Ewvents Rule O Auto expand Ll
Pattern Definitions =
IF Source IP NOT IN Networks: Private Net AND Destination [P IN Networks: Private Net AND ({Destination IP IN Devices: Windows
AND Win Logon Type = 10 AND Event Type IN EventTypes: Dev Logon Failure, EveniTypes: Dev Logon Success) OR
(Destination TCP/UDP Port = 338% AND Event Type IN EventTypes: Bidirectional Netflow, EventTypes: Permit Traffic))
WHERE COUNT(Matched Events) »= 1
GROUPBY  Source IP, Destination IP
These are the same definitions that were defined in the aggregate condition, event filter, and group by
attributes in step 2 of the rule.
13. Click the lefticon (‘) to return to the Overview page.
14. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 2: Detecting Multiple VPN Logon Failures

In this exercise, you will review the out-of-the-box rule which detects five consecutive VPN logon failures in a 10
minute evaluation period.

Review the Multiple VPN Logon Failures Rule

Now, you will review the out-of-the-box rule which detects five consecutive VPN logon failures in a 10 minute
evaluation period.

To review the multiple VPN logon failures rule

1.
2,

10.

1.

95

No o~

Go to the Supervisor FortiSIEM management GUI.
Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOG IN.

Click RESOURCES.

Click Rules.

In the search field, type Multiple Logon Failures: VPN.
Select the Multiple Logon Failures: VPN rule, and then click Edit > Selected Rule.
The Step 1: General page displays the Rule Name, Description, Event Type, and Remediation Note.

Click Step 2: Define Condition.

This page displays the rule condition. This rule will trigger if the ExcessVPNLoginFailure subpattern occurs
within a 10 minute window.

Click the pencil icon (#) to edit the ExcessVPNLoginFailure subpattern.

Review the Filters for the rule.
Filters: Paren Attribute Operator Value Paren MNext Row
o @ | Event Type IN ~| EveniTypes: VPN Logon Failure o @ AND | © | @

There is only one filter. The Event Type must be from the VPN Logon Failure group.

Review the Group By attributes.
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Group By: Attribute Row Move
Source |IP [+] e + | ¥
Reporting Device [+ e + ¥
Reporting IP [+ ] L
User © e L

The Group By attributes are Source IP, Reporting Device, Reporting IP, and User. All the matching
events that are defined in the filter will be grouped into four columns, as defined in the Group By section.

12. Review the Aggregate conditions.

Aguregale  Paren Attribute Operator Value Paren Next Row

e e COUNT( Matched Events ) s= - &5 © 9o MDD | D@

After the events are grouped, and if the COUNT(Matched Events) is equal to or greater than 5, the rule will
be triggered.

13. Click Cancel.

14. Click Step 3: Define Action.
Review the Severity, Category, Subcategory, Technique, and Tactic.

Multiple Logon Failures: VPN - Edit Details

Step 1: General >  Step 2: Define Condition > | Step 3: Define Action .

Severity: 4-LOW v
Category: Security v
Subcategory: Credential Access v

Technigue: [T1110.001] Brute Force: Password Guessing

Tactics:  Credential Access

Action:  Defined '
Exception:  Undefined £ 0
Tag: -

15. Click the pencil icon (#) to edit the Action setting.
16. Review the Incident Attributes.
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Exercise 2: Detecting Multiple VPN Logon Failures

Generate Incident for: Multiple Logon Failures: VPN

Incident Attributes

Event Attribute

Source IP

Destination Host Name
Destination IP

User

Triggered Event Count

Subpattern

ExcessWVPNLoginFailure
ExcessWVPNLoginFailure
ExcessWVPNLoginFailure
ExcessWVPNLoginFailure

ExcessWVPNLoginFailure

Filter Attribute

w Source IP

v Reporting Device
v Reporting IP

v User

v COUNT(Matched Events)

Insert Attribute: v o+

I Incident Title:

$incidentCount VPN logon failures for user $user from $srclpAddr on server $destMame I

Triggered Attributes:  Available: Search...

Balloon Target Memory KB
Output Ix K-Factor

DDNS Succesful Updates

Free Inodes NonRoot

Power Chord Status

1 1/31 »

Selected:

Event Receive Time
Event Type
Reporting Device
Reporting IP

Source IP

Save Cancel

Row

© © © © ©

This will be more clear after the incident is triggered.

17. Click Cancel.
18. Click Cancel.

To review event types for VPN logon failure

1. Continuing on the FortiSIEM GUI, on the left navigation pane, click Event Types > Security > Logon Failure >

VPN Logon Failure.

Resources » Event Types * Sccurily > Logan Failure 2 WPN Logan Failure
Mew | Fdit  Relete Q| Searc
Evenl lype Lesuriplion

WMPClient: XAUTH Failed

Kardwara Clianr IPSac Xanth suthanticasiza failed

Dewice Tvpw

Cinen ASN

Cisco ASM

Cisco A%

CVE 10y

F< I R SR P FTT I
Suvrily Srupe
Maxelium 15evsh Ao
Kadium 1evil Fpmem

Madiuv (3evi)

Fysmem

There are 107 different types of VPN logon failures that can trigger this rule. These are the event types that
are builtin to FortiSIEM. You cannot delete them, but you can create your own event types in the appropriate

category.

2. Inthe search field, type FortiGate.
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New | Edit Delete | Q - | K £ 11 4 » M
MName Description Device Type Severity Scope
FortiGate-ipsec-pl-xauth-failure FortiGate VPN Phase 1 Authentication failure Fortinet FortiOSs Medium (SevT) System
FortiGate-ppp-auth-failure PPPD authentication failed Fortinet FortiOS Low (Sevd) System
FortiGate-sshupn-user-ssHiogin-fall | ForiGate ssi vpn user ssl login fal Fortinet Fortios Medium (Sevs)  System
FortiGate-ssivpn-logon-failure An SSL-VPN web access user failed to log in too many times Fortinet Fortios Medium (Sev7) System

You will trigger a tunnel-mode SSL VPN logon failure.

Generate SSL VPN Login Failures

Now, you will generate five or more SSL VPN login failures by entering an incorrect password. FortiGate will send
those failed logon events to FortiSIEM.

To initiate five consecutive SSL VPN login failures

1. Go to the Local-Host VM.
2. Open FortiClient from the task bar.

s
- >
9 If the system prompts for password to run FortiClient then enter password.
A

3. Connect to the Aviation organization through SSL VPN with the following credentials:

Field Value

VPN Name SSL_VPN_Auviation
User Sarah
Password 123456

This is an incorrect password for the VPN which will generate the failed logon events.
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4. Click Connect.

5. Click Continue.

6. Click OK.

7. Continue attempting to log in four more times with different incorrect passwords.

Pause for 30 seconds after each login attempt. This ensures that FortiGate records the
events and forwards them to FortiSIEM.

8. Close FortiClient.
9. Close the Local-Host VM browser tab.

Verify VPN events on FortiGate

Now, on FortiGate, you will verify the failed SSL VPN events. You must ensure that there are at least five failed
logon events within a 10 minute period.

To verify the VPN events on FGT3

1. Gotothe FGT_Aviation FortiGate management GUI.

2. Login with the username admin and password password.

3. Click Log & Report > Events.

4. Click System Events

5. From the drop-down list, select VPN Events.

6. Click Add Filter > Action > ssl-login-fail.

The failed SSL VPN login events are displayed.
) ® Action: ssl-login-fail |OR NOT @ AddFilter X Ll VPN Events ~
Date/Time Level Action Status Message

2020/03/26 13:08:28 (| ssl-login-fail 55L user failed to logged in
2020/03/26 13:07:24 [ L[| ssl-login-fail SSL user failed to logged in
2020/03/26 13:07:11 (] ssl-login-fail SSL user failed to logged in
2020/03/26 13:04:2%9 (EEEEEN| ssl-login-fail SSL user failed to logged in
2020/03/26 13:03:54 (] ssl-login-fail SSL user failed to logged in
2020/03/26 13:02:32 [ | ssl-login-fail SSL user failed to logged in
2020/03/26 13:02:24 (EEEEEE| ssl-login-fail SSL user failed to logged in

There must be at least five failed SSL VPN login attempts within a 10 minute period.

7. Logout of the FGT_Aviation FortiGate management GUI.
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Review the Incident for Multiple VPN Logon Failures

Now, you will review the incident that is generated because there were five or more SSL VPN logon failures. You
will review the incident source, target, and details.

To review the incident for multiple VPN logon failures

1. Return to the Supervisor FortiSIEM management GUI, and click INCIDENTS.

2. Inthe Top Impacted Host - By Severity / Risk Score section, find the FGT_Aviation widget, and then click
Multiple Logon Failures: VPN.

Top Impacted Hosts - By Severity / Risk Score

FGT_Aviation
I Aviation Aviati

© Multiple Logon Failures: VPN

3. Select the incident, and at the bottom of the page, click Details.
4. Review the incident details.
5. Click the Events tab to view the events that triggered this incident.

4 Incldent Multlple Logen Fallures: VPN for FGT Avlatlon for Last 2 Hours
Sty Lest Orcurrsd Inci Tacti Techri Reperti 5 Terget
Category T~ LestDccurrs ncidant actics achnigue eparting purce BrEe
FGT wiation
100,642,253 10,0 252
Jul 232021 L0:4D:00 AM Multinle Logor Failurss: VEN Credertial Access  Eruce Force: Fass.,  FGT Aviation e Yo b

Detzils Ruls |51b|.lal..elll: EvessPMLusinkailu e = [ Auto expanc [ Wrzp Raw Cvents Show Cvent Type [ Show Raw Cvent Orly 1 Compare Disliibulion

Fuent Rerelue Time Fwert Type Fuent Meme Reparting Device Reporting | Bnurce IM User
232021 A1 AM FrrtiSate ssl wan aser =3l login £3 FartiTate szl wpn user 531 Ingin £ FOT_&vlation 1003754 1N0.62 2753 Srrah
2T 2021 L0 RL1 AM FortiGate-ssl-van-aser-zl-login-ts FortiGate ezl von user szl login t. FE T _Aviation 10.0.3.254 100,642,253 bzrah
Jul 23 E021 L0ETIET AM FurliGale-usl-voneaser-sul-login-ls FurliGale sel o user sel login [ FET_Awiadion 10.0.5.251 100.64.2.253 Surah
Il 23 2021 '034:19 AM FrrtiGate-sel-wan-unpr-ral-login-f1 FartiGate sl wpm user s:1 Iagin £ FET_Awlarion 10.0.3.251 100.64.2.753 Snrah
Jul 232021 L0:33:50 AM FortiGate-ssl-van-user-ssl-login-fa FortiGate szl von user szl l2gin f. FET Aviation 10.0.3.254 100642253 Szrah

Because FGT_Aviation FortiGate reported five or more VPN logon failures, FortiSIEM generated this
incident.

6. Review the Source, Target, and Detail for the incident.
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4 Incident Multiple Logon Failures: VPN for FGT Awiation for Last 2 Hours
urre InciteL Tactics Tectimiuuz Bepuiling Source Targel L L
FGT Aniat ea
W0.51.2.253 10.03.254 Trigpered Everl Counl: 3
U1 23 2021 10:40:32 A B liple Lagzan Failurzs: VPN Credurtial fwcuss  Brute Fuross Pass. FGT Avialon T e Buert Feunt

This incident was generated because of failed VPN logon attempts from the IP address 100.64.2.253 and
the target was the FortiGate IP address 10.0.3.254. The user Sarah was also a target because someone
tried to use her username to log in to the VPN. The Detail section provides you with the number of events that

it took to trigger this incident.

7. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 3: Detecting Locked Domain Accounts

In this exercise, you will review the out-of-the-box rule which detects account lockout caused by excessive logon
failures in a 10 minute window.

Review the Domain Account Locked Rule

You will review the Account Locked: Domain out-of-the-box rule which detects account lockout caused by
excessive logon failures.

To review the domain account locked rule

1.
2,

Go to the Supervisor FortiSIEM management GUI.
Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click RESOURCES.
5. Click Rules.
6. Inthe search field, type Account Locked: Domain.
7. Selectthe Account Locked: Domain rule, and then click Edit > Selected Rule.
The Step 1: General page shows the Rule Name, Description, Event Type, and Remediation Note.
8. Click Step 2: Define Condition.
This page displays the rule condition. This rule will trigger if the DomainAcctLockout subpattern occurs
within a 10 minute window.
9. Click the pencil icon (#) to edit the DomainAcctLockout subpattern.
10. Review the Filters for this rule.
Name:  DomainAcctlockout
Filters: [Paren Attribute Operator Value Paren Next Row
-+ I Event Type IN *| EventTypes: Domain Account Lock | @ | @ AND | @ @ @
[+ I Reporting IP IN ~| Applications: Domain Controller [+ I AND - © @
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The Event Type attribute must be in the Domain Account Locked group, and the Reporting IP must be in
the Domain Controller group.

11. Review the Group By attributes.

Group By: Atiribute Row Move
Reporting Device L+ e + o+
Reporting IP L+ e +*
User L+ e + +

The Group By attributes are Reporting Device, Reporting IP, and User. All the matching events that are
defined in the filter will be grouped into four columns, as defined in the Group By section.

12. Review the Aggregate conditions.

Aggregate: Paren Attribute Operator Value Paren Next Row

o o COUNT( Matched Events ) >= -1 1 o @ AND <~ @ @

After the events are grouped, and if the COUNT(Matched Events) is equal to or greater than 1, the rule will
be triggered.

13. Click Cancel.

14. Click Step 3: Define Action.
Review the Severity, Category, Subcategory, Technique, and Tactics.

Account Locked: Domain - Edit Details

Step 1: General >  Step 2: Define Condition > | Step 3: Define Action .

Severity: 10 - HIGH v
Category:  Security e
Subcategory: Credential Access v

Technique: [T1110.001] Brute Force: Password Guessing «

Tactics:  Credential Access

Action: Defined rd
Exception:  Undefined Fam |
Tag: -

15. Click the pencil icon (#) to edit the Action setting.
16. Review the Incident Attributes.
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Generate Incident for: Account Locked: Domain

Incident Attributes: | Event Attribute Subpattern Filter Attribute Row
Destination Host Name = DomainAcctlockout w Reporting Device v [+] ]
Destination IP = DomainAcctLockout v Reporting IP v| | @
User =  DomainAcctlockout v User v|© @
Triggered Event Count = DomainAcctlockout v COUNT(Matched Events) ~ | © | @
Insert Attribute: v o+

Incident Title: = $user domain account locked on $destName

Triggered Attributes:  Available: Search... 1 1/31 » Selected:
Balloon Target Memory KB I Event Receive Time
Qutput Ix K-Factor > Event Type
DDNS Succesful Updates < Reporting IP
Free Inodes NonRoot -~ Source IP
Power Chord Status o User
Cluster ID Computer
Save Cancel

17. Click Cancel.
18. Click Cancel.

To review the domain account locked event types

1. Continuing on the RESOURCE page, on the left navigation pane, click Event Types > Security > Logon Failure
> Domain Account Locked.

There are three different types of domain account lockout events that are built in to FortiSIEM.

Resources > Event Types > Security = Logon Failure > Domain Account Locked

New Edit Delete Q, | Search..

Name Description

Win-Security-539 Windows logon failure - account locked out
Win-Security-644 Windows user account locked out - excessive failed logins
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Review the Incident for Locked Domain Accounts

The incident for this rule was already triggered when you tried to log in to the SSL VPN and failed five times using
the username Sarah. The domain policy is configured to lock user accounts after five failed attempts.

To review the incident for locked domain accounts

1. Continuing on the FortiSIEM GUI, click INCIDENTS.
2. Inthe Top Impacted Host - By Severity / Risk Score section, find the Win-Agent.aviation.lab widget, and click
Account Locked: Domain.

Win-Agent.aviation.lab

Awiation

1 Pﬁccnunt Locked: Domain

3. Select the incident, and at the bottom of the page, click Events.

4 Incldent Account Locked: Domaln for Win-Agent.avizton. lab for Last 2 Hours
E‘j‘l'ﬁl'_l";;'v - Lasl Duevrred Tnvidenl laclics Technigus Reporling Seurcs lareel Lbe L
W Azenloadia iz ulab
W0.0.3.10 Triggeredt Eventt Count: 1
BT w23 2021, Siee50 AM ezl Lok Donain Cradenlial Amess  Brule lore: fass. Wi AgenLavizliorn, lab Lo s fleEres b R

Letzlls  Events fle Subpettorn: Darraindertlackaut - [ 2wz expanc [ wrap 4aw bverts Show tven: Ivpe [ Show daw kvent Oy 18 Oz mpars Distribatian A W
Event Recelve ime Event Iyoe Event hame Feportirg 11" Sourca 1P Weer Computar ¥in Logon Iype Baw svent Log
Jul 232021 103428 AM W Sevwily 4540 A gzer greourl was lacked oul | 2000310 Serah Win Bgenlovieliv.. EORL 05 ZEIL3 58T
The Event Type is Win-Security-4740, and it is reported from an IP address that belongs to the domain
controller group.
4. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 4: Creating a New Security Rule

In this exercise, you will build a new security rule which monitors for successful login events reported by a network
device from a public IP address.

Create a Custom Rule

Creating a new rule involves defining the attributes of the incident that is triggered by the rule, as well as the
triggering conditions and any exceptions or clear conditions. You can also create a rule by cloning an existing rule.

In this task, you will create a new rule to detect successful admin logins to FortiGate from a public IP address.

To create a custom rule

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOGIN.
4. Click the Change Organization View icon, and in the drop-down list, select Change Organization View.
1
Change Organization View
Log Out
5. Select Switch to Organization, and in the drop-down list, select Aviation.
6. Click Change View.
7. Click RESOURCES.
8. Inthe left navigation pane, click Rules > Security.
9. Click New.

10. In Step 1: General, enter the following:

Field Value

Rule Name Admin login to FortiGate from a public IP address
Description Detects successful admin login to FortiGate from public IP addresses
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11. Click Step 2: Define Condition.

12. Click the pencil icon (#) to edit the Subpattern.
13. Inthe Name field, type FgtLoginPublic.

14. Configure the following Filters:

Attribute Operator Value Next

Source IP NOT IN Select from CMDB. AND
Click Networks > Private Net.

Click the add item icon (»») to select it.

Event Type Select from CMDB. AND

Search for FortiGate-event-admin-login-success.

Click the add item icon () to select it.

15. Configure the following Aggregate function:

Attribute Operator Value Next

COUNT(Matched Events) >= 1 AND

To configure Aggregate functions use the Expression Builder,available when you
click on Attribute field for the Aggregate section.

1. Select Function from the drop-down list
2. Add Function to the expression
3. Select the Event Attribute
4. Add the Event Attribute to the expression
Ny 5. Click Validate and ensure the expression is valid
- - 6. Finally click OK when the expression is ready
9 Expression Builder x
oo T+ |
DG Allribule: j +
-

16. Add the following Group By attributes:
e User

e Reporting Device
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16.
17.
18.

e Reporting IP

e Source IP

Click Save.

Click Step 3: Define Action.
Configure the following values:

Field Value
Severity 9-HIGH
Category Security
Subcategory Suspicious Activity
Technique [T1190] Exploit Public-Facing Application
19. Click the pencil icon (#) to edit the Action setting.
20. Configure the following Incident Attributes:
Event Attribute Subpattern Filter Attribute
Destination IP FgtLoginPublic Reporting IP
Destination Host Name FgtLoginPublic Reporting Device
User FgtLoginPublic User
Source IP FgtLoginPublic Source IP
21. Setthe Incident Title as follows:
$srclpAddr attempted to log into FortiGate $destlpAddr from a public IP address
You can populate the Source IP and Destination IP using the Insert Attribute drop-down list
22. Select the following Triggered Attributes:
¢ Event Receive Time
¢ Event Type
* Reporting IP
¢ Raw Event Log
e Source IP
22. Click Save.
23. Click Save again.
24. Click the checkbox to activate your custom rule.
Resaurces = Rules = Security
Mow | @ Edil » | Duvwe | Come | @ 5 Imperl Expoit & H
Artlve  Spuerity Name Descelption Tarties Techninie Seone
E 9 - HIGH Admin lng'n ta FordGate frar 1 auhlie 1P Dietects aurcnesful admin bagin te FartiSate from poblic Fuplnit Pith Iz-Facing User
: Arderess IF addressas Anplicatior
25. Click Continue.
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Log in to FortiGate From a Public IP Address

Now, you will trigger an incident by logging in to FGT_Aviation from a public IP address.

To log in to FortiGate from Kali

1. Go to the Kali VM.
2. Open aterminal session.

3. Type the following commands to open an SSH connection to FGT_Aviation
ssh admin@100.64.4.253

v,

- -
q Accept any security warnings.

4. Login with the password password.

5. Close terminal window.
6. Close the Kali VM browser tab.

To review the incident for the rule

1. Return to the Supervisor FortiSIEM management GUI, and click INCIDENTS.

2. Inthe Top Impacted Host - By Severity / Risk Score section, find the FGT_Aviation widget, and click Admin
login to FortiGate from a public IP address.

FGT_Aviation
|22 66

© Admin login to FortiGate from a p

6 © Network Device Down: no ping re
Startup Config Change

3. Select the incident, and at the bottom of the page, click Details.
4. Review the incident details.
5. Click the Events tab to view the events that triggered this incident.
6. Review the Source, Target, and Detail for the incident.

L] Incident Admin login to FortiGale from a public IP address for FGT Awiation for Last 2 Hours

?;";:;‘;‘; - Lasl Occurred Inident Teclics Tuchnigue Reporling Suurce Ternal

103254
123 2024 12:55:00 M Sttt [ e FerliEma e, [0 Semms Tl et e, 8 S 10044110 :_;:;‘:‘;::I'iil:"'
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This incident was generated because the administrator of FGT_Aviation logged in from a public network. The

source |IP address 100.64.1.10 is a public IP address and is not part of the private network group on
FortiSIEM.

7. Log out of the Supervisor FortiSIEM management GUI.
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Lab 7: Configuration of Multipattern Security Rules

In this lab, you will build a multipattern rule to detect events where a user successfully authenticates to a VPN, and
then successfully performs RDP authentication, using LDAP accounts not in a specific service accounts group,
over a one hour time period.

Objectives

¢ Review a multisubpattern rule
¢ Build a multisubpattern rule from an analytics search
¢ Trigger an incident for the multisubpattern rule

Time to Complete

Estimated: 30 minutes
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Exercise 1: Reviewing a VPN Login Event

In this exercise, you will review an LDAP user group, and create a VPN IP pool. Then, you will log in to the SSL
VPN, and study the attributes that you will use to create the subpattern.

Review the LDAP Users

You will review the LDAP users that were imported from the Active Directory server.

To review the LDAP users

1.
2,

Go to the Supervisor FortiSIEM management GUI.
Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click the Change Organization View icon, and in the drop-down list, select Change Organization View.
'
Change Organization View
Log Qut
5. Select Switch to Organization, and in the drop-down list, select Aviation.
6. Click Change View.
7. Click CMDB.
8. Inthe left navigation pane, expand Users > DC=Aviation,DC=lab.
You will see all the user groups from the LDAP server that you discovered in a previous lab.
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CMDB = Users > DC=Awviation,DC=lab
Edit | Delete Discovered by All» | Q QAction~ | O | H £ 1 a > M

User Name Full Name System Role Job Title Work Phone Mobile Phone Email
Administratar Administratar

DefaultAccount DefaultAccount

Guest Guest

Sarah Sarah Smith 9874562165 sarah@aviation.lab
ben Ben Jacobs 613258963 ben@aviation.lab
krbtgt krbtgt

mike Mike Jones 6132232654 mike @aviation.lab
svcldap LDAP Service Accaunt Windows Administrator

tracey Tracey Miller 2897564567 tracey@aviation.lab

9. Inthe left navigation pane, click OU=Service Accounts,DC=aviation,DC=lab.
The svcldap account is an LDAP service account.

10. In the left navigation pane, click OU=VPN Users,DC=aviation,DC=lab.
These are the users who belong to the VPN users group.

Create a VPN Pool

Now, you will create a VPN pool, where you will specify the IP range for the VPN network.

To create a VPN pool

1. Continuing on the FortiSIEM management GUI, click RESOURCES.
2. Click Networks > VPN Pool.
3. Click VPN Pool.
4. Click New.

5. Configure the following values:

Field Value

Name SSL_VPN_Pool
Low 10.212.134 .1
High 10.212.134.254
Mask 24

6. Click Save.

To run a real-time search for the SSL tunnel

1. Continuing on the FortiSIEM management GUI, click ANALYTICS.
2. Click the Edit Filters and Time Range field.
3. Inthe Filter section, select Event Attribute, and configure the following values:
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Attribute Operator Value Next
Reporting IP = 10.0.3.254 AND
Event Type =

FortiGate-ssl-vpn-session-tunnel-up

4. Inthe Time section, select Real Time.

Your configuration should match the following example:

Filter Load Save Clear All

(¢ EventKeyword
® Event Attribute
Paren Attribute Operator

Value Paren Next Row
[+ I -] Reporting IP = v 10023254 [+ -] AND v © | @
(+] (-] Fuvent Tyne = v Fuent Types: FortiGate-ssl-vpr-sess @ e AND ~ © e

(@) CMDB Attribute

Time Range

@& Real-time O Relatlve

) Absolute

Trend Interval:

Apply & Run Apply Cancel

5. Click Apply & Run.

Connect to the SSL VPN

Now, you will establish an SSL VPN connection to FortiGate.

To connect to the SSL VPN

1. Go to the Local-Host VM
2. Open FortiClient from the task bar.
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Exercise 1: Reviewing a VPN Login Event

- -
q If the system prompts for password to run FortiClient then enter password.

3. Connect to the Aviation organization through SSL VPN with the following credentials:

Field Value

VPN Name SSL_VPN_Aviation
User Sarah
Password password

4. Click Connect.
5. Click Continue.

Analyze the SSL VPN Event

Now, you will analyze the SSL VPN event on FortiSIEM, and note the relevant attributes that will be used for
constructing a subpattern.

To analyze the SSL VPN event

1. Return to the FortiSIEM management GUI, and on the ANALYTICS page, click Stop.
g Action = | § [1] Real-time Search
& - || Reporting IP = 10.0.3.254 AND Event Type = Event Types: FortiGate-ssl-vpn-session-tunne ‘ =~ | X Stop |

*Real-time Search

2. Select the event, and then click the arrow icon (M) in the Raw Event Log column.
The Event Details window opens.

Notice that the internal IP address assigned to the user is presented by the Post-NAT Source IP attribute.
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Analyze the SSL VPN Event

Event Details 0O x
Lines: 37
Display Filter Item Value
= ——cogTever TGO
O O  Member ID 0101039947
O O Organization 1D 2007
O O Organization Name Aviation
O O Post-NAT Source IP 10.212.134.200
O O Reason far Error tunnel established
] ] Relaying IP 10.0.3.254
O O Reporting Device HOST-10.0.3.254
4 4 Reporting IP 10.0.3.254
O O Reporting Model Forti0s
] ] Reporting Vendor Fortinet
oK
Based on the observations that you made in this exercise, you will need the following
attributes to build a template for the first rule subpattern to track a successful SSL
VPN login:
Vs :
“9"' Attribute Value
- Event Type FortiGate-ssl-vpn-session-tunnel-up
—
User Any
Post-NAT Source IP Any

3. Close the Event Details dialog box.

4. Log out of the Supervisor FortiSIEM management GUI.

A\

Do not disconnect the SSL VPN connection.
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Exercise 2: Reviewing an RDP Event

In this exercise, you will review an RDP logon event.

Run a Real-Time Analytics Search

117

Now, you will run a real-time analytics search for Windows security events being reported by the Win-Agent
Windows server. After that, you will establish an RDP connection to the Windows server, and that will generate a
Windows logon security log, which will be forwarded to FortiSIEM by the Windows agent.

To run a real-time analytics search

1.

Go to the Supervisor FortiSIEM management GUI.

2. Login to the super organization with the following credentials:

© ®No G

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOG IN.

Click the Change Organization View icon, and in the drop-down list, select Change Organization View.
f

Change Organization View

Log Out

Select Switch to Organization, and in the drop-down list, select Aviation.

Click Change View.

Click ANALYTICS.

Click the Edit Filters and Time Range field.

In the Filter section, select Attribute, and configure the following values:

Attribute Operator Value Next
Reporting IP = 10.0.3.10 AND

Event Type = Win-Security-4624 AND

Win Logon Type = 10
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10. Inthe Time section, select Real Time.

Your configuration should match the following example:

Run a Real-Time Analytics Search

Reporting IP = 10.0.3.254 AND Event Type = Event Tvpes: FortiGate-ssl-vpn-session-tunnel-u = Q, Run Pause Fact forward Clear

Filter Load Save Clear All
(¢ Event Keyword
® Event Attribute
Paren Attribute Operator Value Paren Next Row
e e Repurling IP - v | 100310 [+ I - AND ~ @ @
e e Event Type ~ | Event Types: Win Security 4624 o e AND ~ © | @
e e Win Logen Type « 10 [+ I AND ~ @ @

0 CMDB Attribute

' Time Range

. O Relatve

2 O Absolute

Trend Interval:

Apply & Run Apply Cancel

11. Click Apply & Run.

To establish an RDP connection to Win-Agent

1. Go to the Local-Host VM.
2. Open Remmina from the task bar.

®

3. Double-click Server_2016_Sarah.
This is a bookmark for an RDP sessionfor 10.0.3.10.

4. If the bookmark prompts for credentials then enter the following credentials:

Field Value

User name SARAH
Password password
Domain Aviation

5. Accept any certificate warnings.
The RDP connection to the Win-Agent VM opens.
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6. Close the RDP session.

Analyze an RDP Event

Now, you will analyze the RDP event on FortiSIEM and note the relevant attributes that will be used for
constructing a subpattern. After that, you will disconnect the VPN.

To analyze an RDP event

1. Return to the Supervisor FortiSIEM management GUI, and on the ANALYTICS page, click Stop.

=~ || Reporting IP = 10.0.3.10 AND Event Type = Win-Security-4624 AND Win Logon Type = 10 =~ X Stop

*Real-time Search

2. Select and review the event that was received for a successful RDP logon.

3. Enable Show Event Type.

4. Select the Win-Security-4624 event, and click the arrow icon () in the Raw Event Log column.
The Event Details window opens.

Notice this event contains the server IP address (Destination IP), the user who logged in (User), the source

IP address of the user (Source IP), and the logon type code (Win Logon Type) which indicates that itis an
RDP logon.

Based on the observations that you made in this exercise, you will need the following
attributes to build a template for the second rule subpattern to track the RDP logon :

Attribute Value
Event Type Win-Security-4624
vy
“9"’ Destination IP 10.0.3.10
= Win Logon 10
Type

The user account Sarah is a member of the VPN Users group and the source IP
address is from the SSL_VPN_Pool pool. These two conditions will be the factors that
will trigger the rule. The rule will track users who are not supposed to access the
server using RDP.

119

Close the Event Details window.

Log out of the Supervisor FortiSIEM management GUI.

Return to the Local-Host VM, and on the FortiClient SSLVPN client, click Stop.
Close FortiClient.

Close the Local-Host VM browser tab.

© o N O»
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Exercise 3: emranBuilding a Multipattern Rule

In this exercise, you will build the rule using the two subpatterns that you analyzed in the previous two exercises.

Create a New Multipattern Rule

In the previous two exercises of this lab, you obtained relevant information for building a subpattern. Now, you will
use that information to create a multipattern rule.

FortiSIEM supports rules with multiple subpatterns. These cover conditions where two patterns might need to
occur within a specific time period, or one of a selection of patterns needs to occur to prove an incident condition
exists.

To build a new multipattern rule

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin

Password Fortinet1!

Cust/Org Id super

Domain LOCAL
3. Click LOG IN.

4. Click the Change Organization View icon, and in the drop-down list, select Change Organization View.
f

Change Organization View

Log Out

Select Switch to Organization, and in the drop-down list, select Aviation.
Click Change View.

Click RESOURCES.

In the left navigation pane, expand Rules > Security.

Click New.

10. In Step 1: General, enter the following values:

© o No o
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Exercise 3. emranBuilding a Multipattern Rule

Field Value
Rule Name Successful RDP Logon from VPN Pool for Disallowed User
Description Detects RDP Logon to AD Server from VPN Pool for Disallowed Users

11. Click Step 2: Define Condition.

12. Inthe time window field, type 3600.

13. Click the pencil icon (#) to edit the Subpattern.
14. Inthe Name field, type SSL._ VPN Logon.

15. Configure the following Filter:

Attribute Operator Value Next

Event Type = FortiGate-ssl-vpn-session-tunnel-up AND
16. Configure the following Aggregate function:

Attribute Operator Value Next

COUNT(Matched Events) >= 1 AND

To configure Aggregate functions use the Expression Builder,available
when you click on Attribute field for the Aggregate section.

1. Select Function from the drop-down list
2. Add Function to the expression
3. Select the Event Attribute
4. Addthe Event Attribute to the expression
.y 5. Click Validate and ensure the expression is valid
- - 6. Finally click OK when the expression is ready
Expression Builder ]
- —— S
qu.-uu.l J + |
CMDE Allibule: j +
Corwel

17. Add the following Group By attributes:
* User
¢ Post-NAT Source IP

Your configuration should match the following example:
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Create a New Multipattern Rule

Filters: Paren Attribute Operator Value Paren Mext Row
-+ T - | | Ewent Type = ~| ontiGate-ssl-vpn-session-tunnel-up | & | @ AND - ol Q
Aggregate: Paren Attribute Operator Value Paren MNext Row
L+ I - | |COUNT[MatChed Ewvents) a= |1 L+ R - AND ~| © | @
Group By: Attribute Row Mowve
User e e + |+
Post-NAT Source IP e e + |+
18. Click Save.
19. Inthe Next column, in the drop-down list, select FOLLOWED_BY.
20. Click the addicon (&) to add a new subpattern.
21. Inthe Name field, type RDP_Logon.
22. Configure the following Filters:
Attribute Operator Value Next
Event Type = Win-Security-4624 AND
Win Logon Type = 10 AND
User NOT IN Select from CMDB AND
Expand Users > DC=Aviation,DC=lab.
Select OU=Service Accounts,DC=Aviation,DC=lab.
Click the add folder icon (=), and then click OK.
Destination IP = 10.0.3.10 AND
Source IP IN Select from CMDB AND
Expand Networks, and then select VPN Pool.
Click the add folder icon (=), and then click OK.
23. Enter the following Aggregate function:
Attribute Operator Value Next
COUNT(Matched Events) 1 AND
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To configure Aggregate functions use the Expression Builder,available when you
click on Attribute field for the Aggregate section.

Select Function from the drop-down list

Add Function to the expression

Select the Event Attribute

Add the Event Attribute to the expression

Click Validate and ensure the expression is valid

"9"’ - Finally click OK when the expression is ready
Expression Builder ]

o0 s LN

S el | Clear
hm.au.l J + |
et Al _

€ AllriLule: j +

24. Add the following Group By attributes:
* User
e Source IP

Your configuration should match the following example:

Mame: RDP_Logon
Filters: Paren Attribute Operator Value Paren Next Row
[+ - Event Type = =|  Win-Security-4624 [+ - | AND ~| & | &
L+ -] Win Logen Type = ~| 10 o9 AND ~| © | @
|9 User MNOT IN ~| Group: OU=Semice AccountsDC= | @ | @ AND ~| ©| @
0| e Destination [P = »| 10.0.3.10 L+ J - AND ~| © | @
L+ - Source IP IM =| Group: VPN Pool [+ - | AND ~| & | @
Aggregate: Paren Attribute Operator Value Paren Next Row
L+ - COUNT{Matched Events) e -|| 1 L+ - AND ~| O @
Group By: Attribute Row Move
User [+ I |+
Source IP 4] = + +
25. Click Save.
26. Configure the following subpattern relationships:
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Subpattern Attribute Operator Subpattern Attribute
SSL_VPN_Logon User = RDP_Logon User
SSL_VPN_Logon Post-NAT Source IP = RDP_Logon Source IP
Your configuration should match the following example:

Condition:  If this Pattern occurs within any| 360(%. |second time window

Paren Subpattern Paren Mext Row
| SSL_VPN_Logon -l | O] Q FOLLOWED_BY | O] e
o e RDP_Logon e 00 -lol e

Given these subpattern relationships:

Subpattern Attribute Operator Subpattern Attribute MNext Row
SSL_VPN_Logon - User - = - RDP_Logon b User - T +] @
SSL_VPN_Logon -| Post-MNAT Source IP = = - RDP_Logon - Source IP -| b 1+ e

27. Click Step 3: Define Action.
28. Configure the following values:

Field Value

Severity 9-HIGH

Category Security

Subcategory Suspicious Activity

Technique [T1564.002] Hide Artifacts: Hidden Users

29. Click the pencil icon (#) to edit the Action setting.
30. Configure the following Incident Attributes:

Event Attribute Subpattern Filter Attribute
Source IP SSL_VPN_Logon Post-NAT Source IP
User SSL_VPN_Logon User
vis
b -
9 In this case, using either subpattern attributes will obtain the same result.

31. Add the following Triggered Attributes:

Advanced Analytics 6.3 Lab Guide 124
Fortinet Technologies Inc:



DO N RIFERIN Lersdiven
© FORTINET

e User

Exercise 3. emranBuilding a Multipattern Rule

¢ Source IP

32. Use the moveicons (A or V) to rearrange the attributes to match the following example:

Selected:
Ewvent Receive Time
Ewvent Type

Z Reporting |P

A User

2 Source IP

Raw Event Log

33. Click Save.
34. Click Save.
35. Click the checkbox to activate your custom rule.

Resourecs » Rules » Sccurity

Mevs, | @ Zdit = | Delate Cone | Q 3 Import  Export &
Aolive  Severily Marm Duucrislivn Tuclics Techniyuu Scope
e Sugcesslul ROP Lugon frurn VEN Pual Tur Detecls ADP Logen o AD Server Trom VPN Pool fur Hidl: S ifacts: Hiddw X
a cotlE Dicallowed Llsnr Dieallzwed Users Usrrs S

36. Click Continue.

Establish an RDP Connection over SSL VPN

Now, you will establish an SSL VPN connection, and then connect over RDP to the Windows server, over the VPN
tunnel.

To connect to SSL VPN

1. Gotothe Local-Host VM.
2. Open FortiClient from the task bar.

3. Connect to the Aviation organization through SSL VPN with the following credentials:

Field Value

VPN Name SSL_VPN_Aviation
User Sarah
Password password
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4. Click Connect.
5. Click Continue.

To establish an RDP connection to Win-Agent

1. Continuing on the Local-Host VM, open Remmina from the task bar.

®

2. Double-click Server_2016_Sarah.
This is a bookmark for an RDP sessionfor 10.0.3.10.

3. Ifthe bookmark prompts for credentials then enter the following credentials:

Field Value

User name SARAH
Password password

Domain Aviation

>

Accept any certificate warnings.
The RDP connection to the Win-Agent VM opens.

o

Close the RDP session, and then close Remmina.
Disconnect the VPN, and then close FortiClient.
Close the Local-Host VM browser tab.

N o

Review the Incident

Now, you will review the incident that was generated by the rule you created to track successful RDP logons from
the VPN pool for disallowed users.

To review the incident

1. Return to the Supervisor FortiSIEM management GUI, and click Incidents.
2. Find the Security widget, and then click High.
It may take a few minutes for the incident to show up.

High
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Select the Successful RDP Logon from VPN Pool for Disallowed Users incident, and then click Details.

4. Click Events.
5. Inthe Subpattern drop-down list, select SSL_VPN_Logon.

Note the Event Receive Time.

A Last Occurred Incident

Details Events Rule Subpattern: SSL_VPN_Logon ~ O Auto expand [ Wrap Raw

Event Receive Time Event Name Reporting IP

Jan 21 2020, 08:28:30 AM FortiGate ssl vpn session tunnel up 10.0.3.254

6. Inthe Subpattern drop-down list, select RDP_Logon.
Note the Event Receive Time.

A Last Occurred Incident

Details Events Rule Subpattern: RDP_Logon~ | ([ Auto expand (J Wrap Raw Eve|

Event Receive Time Event Name Reporting IP

Jan 21 2020, 08:29:08 AM Windows logon success 10.0.3.10

Jan 21 2020, 08:29:08 AM Windows logon success 10.0.3.10

A\
‘-9# In the examples shown here, the event receive time for the SSL VPN tunnel occurred
-

38 seconds before the RDP logon event. This satisfies the followed by condition in the
rule, which states that the VPN logon event must occur before the RDP logon event.

7. Log out of the Supervisor FortiSIEM management GUI.
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Lab 8: Baseline Theory

In this lab, you will explore the baselining features on FortiSIEM, and create your own baseline profile.

Objectives

¢ Review baseline reports

¢ Review baseline rules

¢ Determine what you need to baseline

¢ Create a baseline with the BaselineMate script
¢ Verify that the baseline report has been applied
¢ View data in the daily DB and profile DB

Time to Complete

Estimated: 50 minutes
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Exercise 1: Reviewing Baseline Reports and Rules

In this exercise, you will review the baseline reports and rules.

Review Baseline Reports

You will review the out-of-the-box baseline reports, and understand the anomaly detection baseline feature on
those reports.

To review baseline reports

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOG IN.

Click RESOURCES.

In the left navigation pane, click Reports > Baseline.

Review the following anomaly detection baseline reports. Select each report, and then click Edit.
¢ Privileged Logon Profile

¢ STM Response Time Profile

¢ Failed User Logon Profile

L

¢ Successful Device Logon Profile
¢ Reported Error Log Profile
¢ DNS Request Profile

For each report, review the Event Type that it's referencing. Click Cancel after you're done.

7. Inthe left navigation pane, click Event Status.
8. Select All FortiSIEM Non-reporting Modules, and then click Edit.

A\
- - Notice that the Anomaly Detection Baseline setting has been deselected for this
9 report. This is a special flag to indicate to the system where the data will be queried
= from. This is the major difference between a baseline report and an ordinary report.
9. Click Cancel.
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Review Baseline Rules

There are several out-of-the-box rules that refer to baseline data to compute aggregate conditions and generate
incidents. The rule names start with the term Sudden. You will review one of these baseline rules.

To review baseline rules

1. Continuing on the RESOURCE tab, in the left navigation pane, expand Rules.
2. Intheleft pane, select and expand Rules.
3. Click the search icon (4), and in the drop-down list, deselect Description.

Resources > Rules
New | @' Edit « Delete Clone Test | Q

Filtered Columns

Active Sewverity Name Descripi
- || Name -
10-HIGH  (s) Account Locked: Domain|J Description | zflzer':;
Tactics
10-HIGH  (s) Account Locked: Fortisit B4 Technique Detects
exCcessiv|
CJRule ID

Datects

4. Inthe search field, type sudden.
Review the list of baseline rules that appear in the filtered list.

5. Select Sudden Increase In Firewall Connections, and then click Edit.
6. Click Step 2: Define Condition.
7. Click the pencil icon (#) to edit the Subpattern.

Review the rule construction.

8. Click one of the Aggregate condition fields, and in the drop-down list, select Expression Builder.

Aggregate; Paren Attribute Operator Value Paren|
e o (AVG(Firewall Sessipn)-STAT_AVG| == -3 (4]
e @ # Expression Builder §ll Sess = 10 L+

The Expression Builder opens.

9. Review the full expression, and try to determine what it means.

Expression Builder

Expression: | (avG(Firewall Session)-STAT AVG(AVG(Firewall Session):112))/STAT STDDEV(AVG(Firewall Session):112)
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The rule detects a sudden increase in permitted firewall connections when, over a 30
minute window, the number of current firewall connections is more than three

"\ ' l' standard deviations away from the mean.
9 For the statistical average and standard deviation rule functions, the format is the
- name, followed by the aggregation, attribute, and profile ID arguments.

The statistical average is the moving average value of AVG(Firewall Session) from
profile 112 in the profile database.

10. Click Cancel.
11. Click Cancel.
12. Log out of the Supervisor FortiSIEM management GUI.

131 Advanced Analytics 6.3 Lab Guide
Fortinet Technologiesinc:



DO NOT REPRINT
© FORTINET

Exercise 2: Determining What to Baseline

In this exercise, you will determine the parameters required to baseline a profile.

Determine Parameters to Baseline

You will determine the parameters that require baseline, and run a script to generate USB write events.

To disable the Windows Server USB File Write rule

1.
2,

Go to the Supervisor FortiSIEM management GUI.
Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click RESOURCES.
5. Intheleft pane, expand Rules.
6. Inthe search field, type Windows Server USB File Write.
7. Deselect the Active checkbox.
The Set Activation Scope window opens.
8. Deselect All Orgs.
9. Deselect Active.
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Set Activation Scope

Activation Status for New Org:

O Active

Activation Status for This Rule:

[ Super/Local
[ Banking

[ university
O Awiation

10. Click Save.

To run a script to replay USB events

1. Gotothe Local-Host VM.
2. Openaterminal window (Ctrl +Alt +T).

w

. Type the following command to change the working directory:
cd Desktop/Resource/Lab/lab8/8 2

Type the following command to start the script:
sudo ./runLab8 2.sh

>

student@linux: ~/Desktop/Resource/Lab/lab8/8_2

File Edit View Search Terminal Help

student@linux:~/Desktop/Resource/Lab/lab8/8_25 1s
runLab8_2.sh wusb_report.xml
student@linux:~/Desktop/Resource/Lab/lab8/8_2$ sudo ./runLab8_2.sh E

o

Type the password password.
. Type 1, and then press Enter.
Wait for the All Done! message.

(<2}

N

Type 2, and then press Enter to exit the script.

«

Close the terminal window.
Close the Local-Host VM browser tab.

©

To identify parameters for baseline

1. Return to the Supervisor FortiSIEM management GUI, and click ANALYTICS.
2. Click the Edit Filters And Time Range field.
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3. Inthe Filter section, click Event Attribute.
4. Configure the following attributes:

Attribute Operator Value Next
Reporting IP IN 10.0.1.1,10.0.1.5,10.0.1.9 AND
Event Type = AO-WUA-RemovableMedia-AddFile

Set the time to 40 minutes.
Click Apply.
Click the Change Display Fields icon (= ~).

© No o

Configure the following Group By and Display Fields. Leave all Order and Display As fields empty:
e Reporting IP

e Reporting Device

¢ Disk Name

e Disk Model

e User

e COUNT (Matched Events)

e COUNT DISTINCT (File Name)

9. Configure the following Display Conditions:
¢ COUNT (Matched Events) >= 1
e COUNT DISTINCT (File Name) >= 1

Your configuration should match the following example:

Group By and Display Fields Load | Save Clear All

Attribute Order Display As Row Move
Reporting IP ~ o o e O
Reporting Device ~ [+ B - ] e ©
Disk Name ~ © o © ©
Disk Model v o e @ ©
User v L+ I @ ©
COUNT( Matched Events ) v L+ I - © ©
COUNT DISTINCT(File Name) v o @ @ O

Display Conditions

Paren Attribute Operator Value Paren Next Row
[+ -} COUNT( Matched Events ) v 5= v o1 © o AND ~ © @
o e COUNT DISTINCT(File Name) ~ >= ~ 1 '+ - | AND v © @

Apply & Run Apply Cancel

9. Click Apply & Run.
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Notice there are three servers that reported USB write events, with a total of 10 events. You should see that
the results are ordered by the COUNT DISTINCT(File Name) values.

*Search - Today 12:19:42 PM io 12:29:42 PM 16m 1h 1d 7d 30d ¥
E_
[
4.
C [ | 1 I | 1 | | | |
Jan 21st, 2020 12:20 12:21 12:22 12:23 12:24 12:25 12:26 12:27 12:23 12:29
KN < 1 a2 N
COUNT(Ma COUNT(DISTINCT
Reporting 12 Reporting Device Dis< Name Disk Model User Events) File Name)
10.0.1.1 ServerA E: CruzerElade 128 Jimmy.Jones 5
10.0.1.5 ServerR F LiltraDisk 32 MNan. Smith 3
10.0.1.9 ServerC E: Latalraveller 8 wendy. Anderson Z

10. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 3: Creating a Baseline With the BaselineMate
Script

In this exercise, you will create a baseline with the BaselineMate script.

Define an Event

When you create a new baseline for device logs, you must add a new event type to FortiSIEM so that the log
events can be identified.

To define an event

1. Go to the Supervisor FortiSIEM management GUI.
2. Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

3. Click LOG IN.

4. Click ADMIN.

5. Click Device Support > Event Types.

6. Click New.

7. Configure the following values:

Field Value

Event Type PH_PROF_ET 175 _USB
Device Type Fortinet FortiSIEM

Event Type Group Info

Severity 1-LOW

Your configuration should match the following example:
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Event Definition

Event Type: PH_PROF_ET_175_USB
Device Type:  Fortinet FortiSIEM »

Event Type Group: -

» O Availability
» O Performance

¢ [ Change

-

O Security
O Regular Traffic

O Fatal
O Error
O Warning
Info
» O lIncidents
Ungrouped
Severity: 1-LOW v
Event Name:
Save Cancel
8. Click Save.

9. Select the event, and then click Apply.
10. Click Yes, to save the changes.

Run the BaselineMate Script from Supervisor

Now, you will create a baseline profile report using a script. The script will also warn you about the missing event
attributes that you will add using the GUI.

To run the BaselineMate script from Supervisor

1. Gotothe Local-Host VM.

2. Openaterminal window (Ctrl +Alt +T).

3. Type the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130

4. Typethe password Fortinetl!.

5. Type the following command to change the working directory:
cd Lab/lab8/8_3

6. Type the following command to start the script:

./baselineMate.sh
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Fartinet MsF Institute

BASELINE
MATE .

() rertinet Training

Advanced &nalylics

1) optien 1 - Select Repert rlle 3) gqult
z) optlen 2 - Capture Report rile
Please enter your choice:

Type 1, and then press Enter.
Type 2, and then press Enter.
Type 175 for the Profile ID, and then press Enter.

10. Type PH_PROF ET 175 USB forthe Profile EventType, and then press Enter.
11. Type yes, and then press Enter.
12. Type 1000 for the number of rows and then press Enter.
The Profile Report definition is displayed.
Hew Proflle Report Definition Created.........
<Datakcquest 1d="175" type="Report" profileEl="PH_PROF_E1_175_USE" numiows="1008">
=Mame=5Sear che/Name>
<Descriptian=</Descriptions=
<CusTomerscope groupByEachCustomer="trus"s
<Include all="true"/>
<kxclude/>
«</Cus Lomer Scopes
|<Sr|ec7€lausr nurrnfrirs_"ﬁll'>|
<Attrilst=reptheviphddr,reptoeviame,disknane, hwDlskModel,user , COUNT(*), COUNT(DISTINCT flleName)</Attrilsts
< fSelectClause>
<ALLrLis L=COUNT{DISTINCT (ileName) DESC=/ALLrLisl>
<fOrderByClauses=
<ReportInterval=<Window unlt="Hourly" val="1"/></ReportIntervals
<PatternClause window="3680">
<5UupP n dis (Name="Filter_1" name="Filter_1"»
EsingleEviConslr JevenlType - "40-WUA-RemovsbleMedia-AddFils" AND replDevIpAddr IN (18.0.1.1,10.8.1.5,10.6.1.9)=/5ingleEviCon
str=
[<GroupBynttrsfeptoevIipaddr, reptbeviame, diskName, hwolskModel, user</Groupsyattrs
</SubPattern=
<fPatternClauscs
=/Dalafeguesl>
</ProfileReports=
Review the definition and verify that SelectClause, OrderByClause, SingleEvtConstr, and GroupByAttr
are listed.
13. Type y, and then press Enter.
The script displays a three-step menu.
Look OK? (y/n):
y
1) Step A - Deploy New Profile Report AUTOMATICALLY
2) Step B - Determine Missing Attributes required for Baseline
3) Step C - Create Baseline Report
4) Quit
Please select the following options in Order: l
14. Type 1, and then press Enter to deploy the New Profile Report.
The phReportWorker and phReportMaster processes are restarted.
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Look OK? (y/n):

y

1) Step A - Deploy New Profile Report AUTOMATICALLY

2) Step B - Determine Missing Attributes required for Baseline
3) Step C - Create Baseline Report

4) Quit

Please select the following options in Order:

Killing backend Processes...
Waiting for Processes to Restart.......
Please select the following options in Order: D

15. Type 2 toinitiate a check for required attributes.

A warning is displayed.

Please select the following options in Order: 2

Processing Profile_175 Schema..

WARNING: New Entry required for minDistinctFileName with a value Type of UINTG64
WARNING: MNew Entry required for maxDistinctFileName with a Value Type of UINTG64
WARNING: New Entry required for avgDistinctFileMame with a Value Type of double
WARNING: New Entry required for sdevDistinctFileMame with a Value Type of double

All done, Schema Processing Complete!

Do not close the terminal window. Leave it running in the background, and you will
come back to it later.

16.
17.
18.

139

Return to the Supervisor FortiSIEM management GUI, and click Event Attribute.
Click New.

Configure the following attributes:

Name Display Name Value Type
minDistinctFileName Min Distinct File Name UINT64
maxDistinctFileName Max Distinct File Name UINTG4
avgDistinctFileName Avg Distinct File Name DOUBLE
sdevDistinctFileName Std Dev Distinct File Name DOUBLE

Your configuration should match the following example:
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Run the BaselineMate Script from Supervisor

Devices/Apps  LCvent Attributes  L[Cwvent Types  Farsers  Monitoring  Custom Properties  SNMF SysObjectld  Upload File
MNew Edit Delete Apply Clone Columns -
NMame Display Name Valuz Type Elasticsearch Value Type i
sdevDistinct=l eName 5td Dzv Distinct File Namne DOUELE Double
avgDistircthileName Avg Listinct File Name DOUELE Double
maxDistinctFil=Name Max Distinct File Nama UINT&4 long
minDiszinciFileMame Min Distinct File Mame UINTé4 Long
19. Click Apply.

Device/App Event Attribute Ewvent Parser Monitoring Custom Property SNMP SysObjectld Upload
Mew Ed Delete Clone Columns =

MName Display Name Value Type

20. ClickYes.
21. Return to the Local-Host VM, and in the terminal window, type y and press Enter.
22. Type 3 to create a baseline report.

23. For the profile name, type USB Write Profile, andthen pressEnter.
The baseline report is displayed.

[ReporTss
<Report group="PH_SYS_REPORT_Baselinz" baselins="true" resync=""=
=Name=USB Write Profile</Names=
<Description=Bascline Report for 17s</Descriptions
=CuslorerScope uroupByEachCuslomer="Lrug">
<Tnclude=1</Tnc Lude:
<Exclude/>
</CustomerScopes>
<selectClauses
<AllrLisl=prolDaleType, hourofDay, replDevIpaddr ,replDeviame ,diskName , hwDiskModel,user ,avgDislinclF LleName, sdevDis LincLFileNane, a
MgMatchedfvents,sdevMatchedlvents</Attrl ist=
=fselectClauses
<OrderByClause>
<Attriistsprofbatelype &5C, hourUfDay ASC, COUMI(DLSILINCI filewame) DESC</Attriists
«fOrderByClause>
<PatternClause wWwindow-"3600":
<SubPattern 1d="5187816" name="Fllter_Baseline_175">
<SingleEvtConstrzeventType = "PH_PROF_ET_175_USB"</SingleEvtConstr=
<fsubPattern>
={PallernClause=
<userfoles /=
<5yncorgs,/=
</Reports=
l</Reportss

24. Type yes, andthen press Enter.
Wait for the upload to finish.

llplnad RBaseline gnal;ﬁ_’jc Bepnrt tn EnctisTFM GUT? l:lmf:.!nn:i z yes

Upload Complete! - Please check FortiSIEM GUI ResourcefReports/Baseline
| root@supervisor 8 3 [#

25. Close the terminal window.
26. Close the Local-Host VM browser tab.
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To view the baseline report

1. Return to the FortiSIEM GUI, and click RESOURCES.
2. Inthe left navigation pane, expand Reports, and then click Baseline.
3. Inthe Global drop-down list, select Super/Local.

2 | | O superiLocal~ | W

Global

Super/Local

n  Banking ty

The baseline report was created for the super organization. You can see this in the customer ID, which is set
to 1. This means that this report is for those assets that belong to the super organization.

4. Inthe searchfield, type USB Write Profile.

5. Select USB Write Profile, and then click Run.
No report results found is displayed.

= - vent Type = _PROF_ET_175_USBE - = Run
Event Type = PH_PROF_ET_175_US @- | E=-| QR

Baseline Report - USB Write Profile

This is expected behavior since this baseline report reads from the profile DB, which only updates at midnight
and currently contains no data.

6. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 4: Verifying the Baseline Report

In this exercise, you will verify the baseline report.

Verify the Baseline Report

Now, you will verify the baseline report that you created in the previous exercise. You will also view the profile
table that was created in the daily DB.

To verify the baseline report

1. Gotothe Local-Host VM.

2. Open aterminal window (Ctrl +Alt +T).

3. Type the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130

4. Typethe password Fortinetl!.

5. Type the following command:
cat /opt/phoenix/data-definition/profile/ProfileReports.xml

The new profile report is displayed.

<DataRequest id-"175" type-"Heport" profileCi-"PH_FROI_LT_1¢5_USB" numRows="1888"=
=Mame=Us8 Lab - Writes By Critical Servers=/Namea
<Descriplion==/Descriplion>
<Customerscape groupBytachCustomer="true" >
<Include all-"true" /=
<Exclude/>
</Customerscapes
<Selectllause numEntries="ALlL"=>
<plirLisl=replDevIpiddr ,replDeviame  diskName  hwDiskModel, user ,COUNT(*) ,COUNT(DISTINCT MileNamel</AllLrLisl>
</selectClauses
<OrderiyClauses=
<ALLTLisL=>COUNT(DISTINCT fileMamz)} DESCe/allrLisl>
</orderByClauses
<Reportintervals<dindow unit="Hourly” wal-"1" =< /Keportinterval=
=PatternClause window-"3G80"=>
<Subrattern dizplayName="Filter_1" narme="Fllter_1"=
<singleLvtConstr=eventivpe = "AD-WUA-RemovableMedia-Addiile” AND reptDevipAddr IN (10.6.1.1,10.6.1.5,18.8.1.9)<f5ingleLviConstr=>
<GroupByAttrareptDevIpAddr,reptDeviame,diskName,hwDiskModel ,user=/GroupByAttr=
<fSubPallern=
</PatternClauscs
=/DataRegquest=

6. Type the following commands to see the profile table that was created in the daily DB:

sglite3 /opt/phoenix/cache/daily.db
.tables

You should see a profile table for profile 175.
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[root@super 8 2]# sqlite3 /fopt/phoenix/cache/daily.db
SQLite version 3.8.1 2013-18-17 12:57:35
Enter ".help"” for instructions

Exercise 4: Verifying the Baseline Report

", n

Enter SQL statements terminated with a

profile_ 1084
profile_ 185
profile_ 106
profile 167
profile 108

sqlite> .tables

profile_ 189
profile_ 116
profile 111
profile 112
profile 113

profile_114
profile 115
profile_116
profile 117
profile 118

¥

profile_ 119
profile_ 120
profile_121
profile 122
profile 123

profile_ 125
profile 126
profile_ 127
profile 128
profile 129

profile_ 130

7. Type the following command to quit the SQLite prompt:
.quit
Leave the SSH session running in the background. You will return to it later.

Run the Script to Replay USB Events

Now, you will run the script to replay USB events.

To run the script to replay USB events

1. On the Local-Host VM, open another terminal window (Ctrl +Alt + T).
2. Type the following command to change the working directory:
cd Desktop/Resource/Lab/lab8/8 4
3. Type the following command to run the script:
sudo ./runLab8 4.sh
student@linux:~$ cd Desktop/Resource/Lab/lab8g/

student@linux: S 1s

student@linux: S cd 8 4

student@linux: S 1s

baselineDataTracker.sh results.txt updateProfiledb.sh
runLab8_4.sh updateDailydb.sh

student@linux: $ sudo ./runLab8 4.sh I

4. Type the password password
Wait for the All Done! message.

Update the Daily and Profile Databases

The daily database values are populated in the profile database at midnight, and the daily database is purged to
prepare for the next day’s values. Since data is being written hourly, and then again at midnight, you need to
simulate this data. You will simulate this process by running a script to inject data into the daily and profile
databases.
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To update the daily databases from Supervisor

1. Return to the terminal window connected to the FortiSIEM supervisor, and type the following command to change
the working directory:
cd Lab/lab8/8 4
2. Type the following command to run the script:
./updateDailydb.sh

[ root@supervisor 8 47# pwd

/root/Lab/lab&/8_4 |

[root@supervisor 8 _4]# ls

baselineDataTracker.sh results.txt sql updateProfiledb.sh
avents runLab8_4.sh [updateDailydb.sh|

i 47#
’[root@supervisor 8 4]# ./updateDailydb.sh i

Wait for the All Done! message.

3. Type the following commands to query the daily DB for stored data:

sqlite3 /opt/phoenix/cache/daily.db
.headers on
select * from profile 175;

The table data is displayed.

sqlite> .headers on

sglite> select * From profile_175;

cusiTd|profbateType |hourdDay | replbevTpiddr | replheviame | diskNare | habiskModel [user |minbistinciFilelare | maxhistinciFileNare | avghi=slinc LFileNams| =
devDisLinclFileName [minMalchedEvenls |manMalchedEvenls | avgMalchedEvenls | sdevMalchedEvenLs |nunPoinls
1]1]12/10.8.1.1|Server®| E: |CruzerBlade 128|Jimry.Jones|5|5]|5.6(0.0|2]%/9.8]0.8|1
1]1]11]1€.€.1.1|ServerA|E: |CruzerElade 128 Jimmy.Jones|2]2]2.3|6.6]2]2(2.8(0.8]1
1]1]16]18.9.1.1|serverA|L: [Cruzertlade 128|Jimmy.Jenes|3]|3|3.0(0.0]|4|4(4.08]0.0]1
1]1]12|168.6.1.5|serverB|L: [Ultranisk 3z|Dan.smith|3]3|3.8|6.68]3|3|3.68(/6.6]1
1]1|17|10.0.1.5|serverB|C: |ULtrapisk 16|Dusan.dandes|1/1]1.0]6.8(1]1]|1.8]0.8]1
1]1|8/18.8.1.9|Scrverc|E: |DataTraveller 8|kendy. Anderszon|2|2]|2.@(@.e|2|2|2.8]la.0]1
Fili]1al1a.a.1.2|ServerC|F: |CruzerElade 32|adniniztratar|1]1/1.ale.a1/1][1.a]a.8/1

sgliles

4. Review the data.

5. Type the following command to exit SQLite:
.quit

To update profile database from Supervisor

1. Continuing on the terminal window connected to the FortiSIEM supervisor, type the following commands:
./updateProfiledb.sh

[root@supervisor 8_4]# pwd
Jroot/Lab/labg/8 4

[root@supervisor 8_4]# 1s
baselineDataTracker.sh results.txt sql updateProfiledb.sh
events runLab8_4.sh wupdateDailydb.sh

[root@supervisor 8_4]#
[root@supervisor 8_4]# | /updateProfiledb.sh D

This script simulates the daily DB data being merged at midnight with the profile DB. Wait for the All Done!
message.

2. Type exit to quitthe SSH session.
3. Close the terminal windows.
4. Close the Local-Host VM browser tab.

Advanced Analytics 6.3 Lab Guide 144
Fortinet Technologies Inc:



DO I%LQ&I&JBI‘EFE%B I N T Exercise 4: Verifying the Baseline Report
© FORTINET

Run the Baseline Report

Now that the data is available in the profile database, you can run a baseline report to view the baseline data
values that are calculated and stored in the profile database.

To run the baseline report

1. Go to the Supervisor FortiSIEM management GUI.
2. Logintothe super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

3. Click RESOURCES.
4. Inthe Global drop-down list, select Super/Local.

< | |©® superiLocal ~ | W

Global

Super/Local

\n Banking

5. Inthe left navigation pane, expand Reports, and then click Baseline.
6. Selectthe USB Write Profile report, and then click Run.
Your output should match the following example:

grAcian = | 8 [1]USI WIs Erali
3w | Event Type = FIL FRO0 L0 103 Us0 & | =+ QR
Baseline Report - USB Write Profile

sy [slined File 5 ey Uistin) Hle
Prafie Dzze Tvps Hour Of Cay Reporng |7 R=poring Device Dusk Hamz Duzk Mozl User Hama Rarme

w0l Serieh

7. Select one of the ServerA rows.

8. Click the down arrow icon (.) in the Reporting Device column, and in the drop-down list, select Add To Filter.
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9. Select=.

ServerC
ServerA
ServerB
ServerA
ServerB

ServerC

Reporting Device

Disk Mame

E:

E:

E:

I Y Add to Filter rl I _ I

Disk Model

Datalraveller 8

CruzerBlade 128

CruzerBlade 128

+ Add to Tab...

L Visualize

Run the Baseline Report

10. Find the user Jimmy.Jones, click the down arrow icon (.) in the User column, and in the drop-down list, select

Add To Filter.
11. Select=.

User

Wendy.Anderson
Jimmy.Jones
Dan.5mith
Jimmy.Jones
Dusan.Nandos

administrator

Avg Distinct File
Name

2
5

@ Quick Info

& Unlock

Y Add to Filter »

+ Add to Tab...

@ Add to WatchList

L Visualize

Std Dev Distinct File
Name

0

0

12. Click Run.

The filtered results are displayed.

Frofile Bale Typs tour Of Day

Repuniing 12

Reparling Device
o0l

oLl

oo

A BN Ui = i

“Baseline Report - USB Write Profile

Digk M Disk Wedel [
CrazerSlace 128 Immy.lanes
e 120 Jmmy Jues
Crira@lace 17F Tmmy 1anac

(LI 4 1 ¥

Ay Wsnner File Srd e Bisnnes File £
M e Sy Walched Lvenis Cver

o

v

1 o

13. Select any of the Reporting IP addresses, click the down arrow icon (.), and then select Visualize.
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Heporting 1P Heperting Device Disk Mamg

12011 Severd E:

_ 10011 ’ = 3

T Addio Filer
mail

+ Addic Tab...

@ Culck Infn

[ Add i Applicatlen Groug

o Ad 16 Watehl st

Show Cvents for last 10 Minutes
D Real Time PArarmande

B Fxional | ickop

il VIRnalize

The baseline chart is displayed.

Exercise 4: Verifying the Baseline Report

Baseline Charls - USB Wrile Profile x
Trend for: 10.0.1.1, ServerA, E:, CruzerBlade 128, Jimmy.Janes
Metrics: Awvy Dislinet File Naime [Mumerc] - Sid Cev Distnct File Nare [Mume » Avy Malched Evenls [Numerc] - Sid Dev Malced Evenls [Numeric-
Weekdays
&
[
14
74
01 T T T T T T T T T — T T T T T T T T T T 1
oo 100 200 300 400 %00 /O 7-00 800S00 10:00 100 12-00 1300 1400 1500 TE-00 1700 1RO00 1900 20-00 2700 3200 2300
Weekends

Since there is only one data point so far, the standard deviation values are 0, so not all values are plotted. You
can see only the Average Distinct File Names and Average Matched Events for each hour of the day for

ServerA and the user Jimmy.Jones.

14. Click Close.
15. Log out of the Supervisor FortiSIEM management GUI.
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Lab 9: Configuration of Baseline Rules

In this lab, you will create a baseline rule.

Objectives

¢ Prepare FortiSIEM for a baseline rule
¢ Build a baseline rule
» Trigger the new baseline rule

Time to Complete

Estimated: 30 minutes
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Exercise 1: Building a Baseline Rule

In this exercise, you will build a new baseline rule to detect if there is an anomaly in the number of distinct
filenames being written to USB by the same user.

Build a Baseline Rule

Now, you will create a new baseline rule to detect if there is an anomaly in the number of distinct filenames being
written to USB by the same user. You will create aggregation conditions to analyze if a distinct filename is more
than three standard deviations away from the mean for the current hour.

To build a baseline rule

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin

Password Fortinet1!

Cust/Org Id super

Domain LOCAL
3. Click LOGIN.

4. Click RESOURCES.
5. Inthe Global drop-down list, select Super/Local.

Export & || Super/Local ~|| M

ptio
"Global I

Banking

6. Inthe left navigation pane, click Rules.
7. Click the plusicon (&) to add a new rules group.
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s

» Reports

» Availability

Ao Dioor

8. Inthe Group field, type Lab Rule.

9. Click Save.
10. Inthe left navigation pane, expand Rules, and then click Lab Rule.
11. Click New.

e & + € Resources > Rules > Lab Rule

b Reports Mew | Edit clete  Clone

+ Rules

Active MName
b Aovailability

b Performance
¢ Change
F Security

¥ Beaconing

Ungrouped

12. Inthe Rule Name field, type Sudden Increase in File Transfers to USB.

13. Inthe Description field, type Detects an anomaly in the number of distinct filenames being
written to USB by the same user if more than 3 standard deviations away from the

mean for the current hour.
14. Click Step 2: Define Condition.
15. Click the pencil icon (#) to edit the Subpattern.
16. Configure the following Filters:

Attribute Operator Value Next
Event Type = AO-WUA-RemovableMedia-AddFile AND
Reporting IP IN 10.0.1.1,10.0.1.5,10.0.1.9

17. Configure the following Group By attributes:
e Reporting IP
e Reporting Device

e Disk Name
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e Disk Model

e User
Leave the rule editor open,

18. Go to the Local-Host VM.

19. Open aterminal window (Ctrl + A1t + T).

20. Type the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130

21. Typethe password Fortinet1!.

22. Type the following command to change the working directory:
cd /root/Lab/lab9/9 1

23. Type the following commands
./baselineRuleHelper.sh

[root@supervisor 9_1]# pwd
Jroot/Lab/lab9/9_1

1s
baselineRuleHelper.s ruleUpload.sh usb rule.xml
root@supervisor 9-1]#I.fbaselineRuleHelper.shIl

24. Forthe profile ID, type 175, and then press Enter.

Rule Functions for COUNT{DISTINCT fil=Name)
KARAAE I wwww kA AR AN AR S L b dwwwwhhhhhhhAA b bt dwwwhhhhhd
STAT_AVG{COUNT(DISTINCT Flle Mame):175)
STAT_STODEV(COUNT(OTSTTNCT Flle Wame):175)

Option 1 : 50% LESS than the far COUNT{DISTINCT fileMame
rCOUNT(DISTINCT File Name) <= B.5%STAT_AVG[COUNT{DISTINCT File Name]}:175)
optlon 2 : 25% MORE than the for COUNT(DISTINCT filedame
COUNT(DISTINCT File Name) o= 1. 25*STAT_AVG(COUNT(DISTINCT File Name):17s)
i0ption 3 : 50% MORE than the far COUNT{DISTINCT filzName
COUNT{DISTINCT File Name) == 1.5*STAT_AVG[COUNT{DISTINCT File Name):175)

aption 4 @ 75% MORE than the far COUNT(DTSTTNCT filedame

| COUNT(DISTINCT TFile Name) == 1. 75*STAT_AVGC(COUNT({DISTINCT File Name):175)

1e:188% MORE than for COUNT{DISTINCT FileNams}

Cption 5 : Twice

COUNT(DISTINCT Flle Nama) == Z*STAT_AVG(COUNT(DISTINCT Flle Name):17s)

: MORE than 3 Away Tram the Mean Tar COUNT(DISTINCT TilenName)

aption &

[COUNT(DISTINCT File Name J|-STAT AUG[COUNT(DISTINCT File Name):175))/STAT STDDEV{COUNT(DISTINCT File Name):175) == 3 AND
STAT_STDDEV{COUNT(DISTINCT File Name):175) = ]

IC tlon 7 : LESS than 3 Away from the Mean for COUNT(DISTINCT Filenzme)

(COUNT(DISTINGT File Name)-STAT_AVG(COUNT(DISTINCT File Name):1745))/STAT_STDDEV(COUNT(DISTINCT File Name):175) <= -3 AND
STAT_STDDEV{COUNT(DISTINCT File Wame):175) =~ 8

EERARFFFTTTTRNRRRRRRRA A FTTTTRNRAARA ARSI ST Th AR AKR

ALl Done!

The script will examine the defined profile report and return options for each aggregated field that can be
entered in the rule definition.

The Option 6 section for the COUNT(DISTINCT fileName) rule functions provides the aggregation function
for the rule you are building.

25. Select and copy the first COUNT(DISTINCT fileName) Option 6 aggregate function.
(COUNT (DISTINCT File Name)-STAT AVG (COUNT (DISTINCT File Name):175))/STAT STDDEV (COUNT
(DISTINCT File Name) :175)
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26. Return to the Supervisor FortiSIEM management GUI, and in the Aggregate section, in the Attribute drop-down
list, select Expression Builder.

NETIER fiter_u
Filters: Paren Attribute Operator Value Paren Next Row
o @ Evert Type = 7| (CWUA-RemovabieMedia-AddFlle . @ @ AND | @ @
e e Reporting 1P IN =l 10011,10015,10019 el e AND ] @ @
Aggregate: Paren Attribute Operator value Paren Next Row

© © | = q e e AND v @ @
# Cxpression Duilder

27. Inthe Expression field, paste the copied function.
28. Click Validate.
An Expression is valid message is displayed.

Expression Builder x

EXpIESSION. | [TDISTINCT Fils Name)-STAT_AVG(COUNT(DISTINGT File Name):175))/STAT_STDDEV(COUNT(DISTINCT File Name):L7€) | | Validate | | Clear

Function j +
Evenl Albiibule 1ype In EInbute.. +
CMVDD Attributs j +

Expression is valid.

0K Canrel

29. Close the pop-up window.

30. Click OK.

31. Inthe Operator drop-down list, select >=.

32. Inthe Value field, type 3.

33. Click the Add New Row (&) to add a second Aggregate condition.

34. Return to the terminal window, and copy the second COUNT(DISTINCT fileName) Option 6 aggregate function.
STAT STDDEV (COUNT (DISTINCT File Name):175)
35. Return to the Supervisor FortiSIEM management GUI, and in the Aggregate section, in the Attribute drop-down
list, in the second row, select Expression Builder.

36. Inthe Expression field, paste the copied function.
37. Click Validate.
An Expression is valid message is displayed.

38. Close the pop-up window.

39. Click OK.

40. Inthe Operator drop-down list, in the second row, select >.
41. Inthe Value field of the second row, type 0.
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Your configuration should match the following example:

Filters: Paren Artribute Operator Value Paren MNext Row

[+] (-] Event Type = = O-WUA-RemovableMedia-AddFie (4] e AND = [+ I - |
[+ - | Reporting |P N =|| 10.0.1.1, 10,0.1.5, 10.0.1.9 -+ I - | AND = @ @

Aggregate. Paren Attribute Operator Value Paren Mext Row
[+ -] {COUNT DISTINCT(File Name)-S1 = >= = 3 -] AND -~ | & @
L+ I - | STAT_STDDEV(COUNT DISTINC > = | O [+ -] AND - @ | @

Group By: | Attribute Row Move
Reporfing |P (4] -] E +
Reporfing Device (4] -] + L
Disk Mame (4] (-] + +
Disk Madel L+ I » | +
User e @ + |+

42. Click Save.

43. Click Step 3: Define Action.
44. Configure the following values:

Event attribute Filter attribute

Category Security

Subcategory Behavioral Anomaly

45. Click the pencil icon (#) to edit the Action setting.
46. Configure the following Incident Attributes:

Event attribute Subpattern Filter attribute

Host IP filter O Reporting IP

Host Name filter_0O Reporting Device

Avg Distinct File Name filter_0 STAT_AVG(COUNT(DISTINCT File Name):175)

Std Dev Distinct File Name filter_O STAT_STDDEV(COUNT(DISTINCT File Name):175)
Count filter_0 COUNT(DISTINCT File Name)

47. Add the following Triggered Attributes:
¢ Reporting Device
* Disk Name
¢ Disk Model
* User

43. Remove the following Triggered Attributes:
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* Reporting IP
¢« Raw Event Log
44. Use the move icons (A and V) to rearrange the attributes to match the following order:
* Event Receive Time
¢ Event Type
¢ Reporting Device
¢ Disk Name
* Disk Model
e User

45. Click Save.
46. Click Save.
47. Click the checkbox to activate your baseline rule.

Active MName

48. Click Continue.

49. Log out of the Supervisor FortiSIEM management GUI.

50. Return to the Local-Host VM, and close the terminal window.
51. Close the Local-Host VM browser tab.
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Exercise 2: Preparing FortiSIEM for a Baseline Rule

In this exercise, you will update the numpoints data in the profile database.

Update the Profile Database

The numpoints value in the profile database plays an important role when rules evaluate any attribute. The
importance of the numpoint value is to avoid premature triggering of a rule before a baseline is set and becomes
active. The rules engine will therefore only fetch values from the profile database that have a numpoints value

equal to 2 or more.

You will run a script to manipulate the numpoint value so that you can use it in the baseline rule.

To update numpoint on Profile database

1.
2,
3.

Go to the Local-Host VM.
Open aterminal window (Ctrl + A1t +T).

ssh root@10.0.1.130
Type the password Fortinetl!.

cd /root/Lab/lab9/9 2

./updateProfiledbRules.sh

Type the following command to open an SSH connection to the FortiSIEM supervisor:

Type the following command to change your working directory:

Type the following command to run the script:

[root@supervisor 9_2]# pwd
J/root/Lab/1ab9/9_2

sql | updateProfiledbRules.sh

[roiizsupervisor 9 2]# 1s

[root@supervisor 9 2 [#|.

updateProfiledbRules.sh | |

The script updates the profile DB with some up-to-date values, including updating the numPoints value to be

greater than 2, so the data will be available

Review the output on the screen.

for the rules engine.

Mow displaying the updated contents of

1|1]11|10.0.1.1|ServerA|E: |CruzerBlade
1|1]|14|10.0.1.1|ServerA|E: |CruzerBlade
1|1]15|10.0.1.1|ServerA|E: |CruzerBlade
1|1]16|10.0.1.1|ServerA|E: |CruzerBlade

Killing backend Rule Processes...
Waiting for Processes to Restart

IALL Done!

devDistinctFileName |[minMatchedEvents|maxMatchedEvents|avgMatchedEvents|sdevMatchedEvents| numPoints

custIdlprofDateType|hourOfDay|reptDevIpAddrlreptDevName|diskName|thiskModel|user|minDis[iffffiifff
1|/1]9|10.0.1.1|ServerA|E: |CruzerBlade 128|Jimmy.Jones|5|5]|5.0|0.0|9|9]|9.0|0.0|1

the Profile DB, for user Jimmy Jones

128|Jimmy.Jones|2]|2]|2.0]|0.0|2|2]|2.0]|0.0]1
128|Jimmy.Jones|5]|5|5.0]0.5]/9]9]|9.0]0.5|3
128|Jimmy.Jones|5]|5|5.0]0.5]/9]9]|9.0]0.5]|3

128 Jimmy.Jones|3]|3]3.0|0.0]4[4]4.0|0.0|1
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From the profile DB output, you will see that for the current Hour of Day, for the user Jimmy.Jones, the
numPoints value has been increased to 3.

\ LN
iy -
9 Do not close the SSH session to the supervisor. Continue to the next exercise.
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Exercise 3: Triggering a Baseline Rule

In this exercise, you will trigger the new baseline rule that you created in the previous exercise.

Trigger a Baseline Rule

Now, you will set up the conditions to trigger the baseline rule that you created in the previous exercise. You will
send 32 USB events to the supervisor node.

To restart the process on FortiSIEM

1. Gotothe Local-Host VM.
2. Open aterminal window (Ctrl +Alt +T).
3. Type the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130
4. Typethe password Fortinetl!.
5. Typephstatus.
The FortiSIEM processes are displayed. Keep the terminal window open.

6. Open another terminal window (Ctrl + Alt + T), and then type the following command to open another SSH
connection to the FortiSIEM supervisor:
ssh root@10.0.1.130
7. Typethe password Fortinetl!.
8. Type the following command to change your working directory:
cd /root/Lab/lab9/9 3
9. Type the following command to run the script that will restart all supervisor processes:

./processrestart.sh

[root@supervisor 9_3]# pwd

[froot/Lab/1ab9/9_3

[root@supervisor 9 31# 1s

events | processrestart.sh] runLab9 3.sh verifyRuleData.sh
[root@supervisor 9 3]# .fprocessrestart.shl

Wait for the All Done! message. You can monitor the process status in the previous terminal window.

Wait until all processes are started. Do not proceed to the next section before that.

To run the script to replay USB events

1. Continuing on the Local-Host VM, open another terminal window (Ctrl + A1t + T).
2. Type the following command to change your working directory:

cd Desktop/Resource/Lab/lab9/9 3
3. Type the following command to start the script:

sudo ./runLab9 3.sh
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student@linux: S s
verifyRuleData.sh
student@linux: S |sudo . /runLab9_3.sh J

4. Type the password password.

Wait for the All Done! message.

Verify the Incident on FortiSIEM

Now, you will verify the incident that was generated by the baseline rule. You will verify the incident on the GUI and
CLlI, using a script. The aggregation calculation is not shown in the incident details on the GUl—only the individual
component scores are shown. The script displays the aggregation calculation in the CLI.

To verify the incident on the FortiSIEM GUI

1.

Go to the Supervisor FortiSIEM management GUI.

2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOG IN.
4. Click INCIDENT.
5. Inthe Top Incidents section, click the Sudden Increase in File Transfers to USB widget.
6. Selectthe incident, and then click Details.
7. Review the incident details and triggering events, and then note the Incident ID.
In the following example, the Incident ID is 9702. Your Incident ID may be different.
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Details Events Rulei O Auto expand

Attributes Search attribute name... G Incident Comments

Category: Security
Count: 1
Detail: avgDistinctFileName: 5.00
sdevDistinctFileName: 0.50
count: 21
First Occurred: Jan 23 2020, 07:35:30 AM
Incident: Sudden Increase in File Transfers
to USB

Incident ID: 9702

Incident Status: Active

To verify the incident on the FortiSIEM CLI

1. Return to the terminal window connected to the FortiSIEM supervisor, and type the following command to change
your working directory:
cd /root/Lab/lab9/9 3
2. Type the following command to verify the incident:
./verifyRuleData.sh

[root@supervisor 9_3]# pwd
/root/Lab/1ab9/9_3

[root@supervisor 9 _3]# 1s
events processrestart.sh runLab9 3.sh |verifyRuleData.sh

. /verifyRuleData.sh || |

Enter your incident ID when prompted.

The script queries the incident details and returns exactly why the rule was triggered.
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VERIFY
RUL
DAT

(c) Fortinet Training 2819

Iwhat is the Incident ID ?
9702

Baseline Rule Aggregation Results......

Standard Deviations Away from the Mean is : 32.00

Baseline Rule Data......

Actual Distinct File Names in the events that matched the rule subpattern filter, Count:
-Statistical Average Distinct File Name for the Hour of Day 15 for device 10.0.0.1:
Statistical Standard Deviation of Distinct File MNames for the Hour of Day 15

Calculated By.........

Standard Deviations Away from the Mean (zScore) is : (Actual - Statistical Average)/Statistical Standard
Deviation

= (21 - 5.00) f/ ©.50 = 32.00

Rule Triggers since the zScore is > 3

All Done!

3. Close all terminal windows.
4. Close Firefox.
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Lab 10: UEBA

In this lab, you will build an Al model on FortiSIEM and generate anomaly events to trigger UEBA rules. You will
then analyze the UEBA incidents.

Objectives

¢ Build a UEBA Al model

¢ Generate a UEBA anomaly event

* Analyze a UEBA incident

¢ Analyze UEBA dashboards and widgets

Time to Complete

Estimated: 30 minutes
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Exercise 1: Building a UEBA Al Model

In this exercise, you will build an Al model on FortiSIEM using a script.

Train the Al Engine

You will train the Al engine with simulated logs.

Do not run this script on a production machine or in a customer POC.

To replace the ai.properties file

1. On the Local-Host VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130
3. Enterthe password Fortinet1!.

4. Enter the following command to verify your working directory—it should be /root:

pwd
5. Enter the following command, and then verify that the highlighted file is available:
ls -1rt
[root@super ~]# 1ls -lrt
total 58628
drwxr-xr-x 2 root root 69 Feb 21 2020 fixes
drwxr-xr-x 8 root root 91 Feb 21 2020 incidentSimData
Hrwxr-%xr-x 2 root root 68 Nov 22 2020 fsmUebabemol
drwxrwxr-x 4 root root 30 May 28 14:34 Lab
-rW------- 1 root root 971 Jul 1 19:34 original-ks.cfg
“TW----=--- 1 root root 1610 Jul 1 19:34 anaconda-ks.cfg
-rw-r--r-- 1 root root 59760640 Jul 1 19:34 VBoxGuestAdditions.iso
-rwxr-xr-x 1 root root 485 Jul 1 19:36 zerofill.sh
-rwxr-xr-x 1 root root 61454 Jul 13 20:48 fsmIncidentSimulator2_4.sh
-rw-r--r-- 1 root root 91316 Jul 13 20:52 fsmIncidentSim.zip
-rw-r--r-- 1 root root 7037 Jul 13 20:52 fsmUebaDemo.zip
-rw-r--r-- 1 root root 58587 Jul 13 20:57 Lab.zip
-rw-r--r-- 1 root root 840 Jul 14 10:04 security_incident
-rw-r--r-- 1 root root 3460 Jul 14 10:04 security_sysmon_incident
-rw-r--r-- 1 root root 1427 Jul 14 10:04 security_user_incident
-rw-r--r-- 1 root root 16510 Jul 26 14:32 incidentSimLog.log
[root@super ~]#

6. Enter the following command to navigate to the fsmUebaDemo directory:
cd fsmUebaDemo
7. Enter the following command to replace the default ai . properties file with the included example:

cp ai.properties /opt/fortiinsight-ai/bin/config/ai.properties

8. Type Y to confirm the overwrite.
9. Enter the following command to change the owner of the new ai .properties file:
chown admin:admin /opt/fortiinsight-ai/bin/config/ai.properties
10. Enter the following command to identify the phFortiInsightAT process ID (PID):
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[rovl@super (=mUebabero]i I
11. Enter the following command to kill the process. Make sure you use the PID you retrieved in the previous step.
kill <PID>
The process restarts after a few minutes.
12. After a few minutes, type the following command, and then verify that the phFortiInsightAI service has started
again:
phstatus
Every 1.0s: jfopt/phoenix/bin/phstatus.py
System uptime: 10:26:32 up 12 days, 23:45, 2 users, load average: 0.97, 1.39, 1.61
Tasks: 28 total, ® running, 28 sleeping, © stopped, @ zombie
Cpu(s): 4 cores, 1.7%us, 1.0%sy, 0.0%ni, 95.4%id, 0.0%wa, 1.7%hi, 0.2%si, 0.0%st
Mem: 16212212k total, 11576756k used, 731176k free, 5248k buffers
Swap: 26058744k total, 0k used, 26058744k free, 4600388k cached
PROCESS UPTIME CPU% VIRT_MEM RES_MEM
phParser 12-23:42:07 6] 2305m 1006m
phQueryMaster 3-17:41:36 0 1103m 119m
phRuleMaster 3-17:41:21 0 1561m 656m
phRuleWorker 3-17:41:16 ] 1559m 337m
phQueryWorker 3-17:41:36 0 1463m 174m
phDataManager 12-23:42:25 0] 1519m 547m
phDiscover 12-23:42:25 0 569m 62m
phReportWorker 3-17:41:01 ] 1456m 264m
phReportMaster 3-17:41:00 0 720m 61m
phIpIdentityWorker 12-23:42:25 ] 1044m 275m
phipIdentityMaster 12-23:42:25 0 515m 45m
phAgentManager 12-23:42:25 0 1537m 65m
phCheckpoint 12-23:42:24 ] 309m 39m
phPerfMonitor 12-23:42:24 0 830m 85m
phReportLoader 12-23:42:25 ] 815m 316m
phDataPurger 12-23:42:25 6] 1151m 597m
phEventForwarder 12-23:42:25 ] 537m 41m
phMonitor 4-22:51:18 6] 1317m 127m
Apache 12-23:45:19 0 307m 17m
Rsyslogd 12-23:45:20 0 192m 5148k
Node.js-charting 12-23:45:13 ] 613m 81m
Node. js-pm2 12-23:45:12 0 875m 63m
hFortiInsightAI 00:32 ] 11926m 200m |
AppSvr 12-23:45:09 [¢] 9096m 4253m
DBSwr 12-23:45:21 0 425m 37m
phAnomaly 12-23:42:28 0 727m 61m
SVNLite 12-23:45:21 0 7532m 789m
Redis 12-23:45:13 0 209m 110m

ps —edf |

grep Insight

Exercise 1: Building a UEBA Al Model

In the following example, the PID is 1096. The PID will be different in your environment.

ladmin

1 0 Jullsg 7

T T T
[root@super rushallera]# ps -edf
root 7T 1836389 © 10:22 pts/1

grep lnsaggr

oo

T =

BB:£B:36 phrortiInsightAl
--color=auto Inslght

188 grep

T T =T T

classpath jopt/fortiinzight ai/lib/*

Amx8192M com.zoncfox.ol.41

13. Type Ctrl+c toreturn to the command line.

To train the Al model

1. Continuing on the SSH session, enter the following command to view the script run options:
. /fsmUebaDemo .php
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[root@super fsmUebaDemo]# ./fsmUebaDemo.php

Usage:
-t Train the engine with simulated logs
-m Monitor stats with 18s refresh
-1 Display AI engine logs
-5  Send demo events
-a Toggle active or training mode
[root@super fsmUebaDemo]# I

2. Type the following command to train the model:
./fsmUebaDemo.php -t

ALY

- >
9 The process will take 10—20 minutes.

3. Type 1 to change the Al engineto Active Detection mode:

== Training completed on 50000 events ==

Time Status Events Users Mem Total Mem Free Warn

14:40:34 2021-07-27 training 49782 201 487587840 212640312

== 0ld AI Engine State ==
Status: training

[1] change to Active Detection Mode
[2] Change to Training Mode
Any other key to quit

nter Option: 1|

== Current AI Engine State ==
Status: ad

4. Close the SSH session browser tab.
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Exercise 2: Running the UEBA Demo

In this exercise, you will trigger anomalies based on previous pattern behavior by sending events that the Al
engine has not seen before.

Run the UEBA Demo

You will send 50 regular logs to FortiSIEM. In the 50 log set, there are a few logs that will trigger anomalies.

To run the demo

1. Onthe Local-Host VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130

3. Enterthe password Fortinetl!.

4. Enter the following command to navigate to the f smUebaDemo directory:
cd fsmUebaDemo

5. Enter the following command to send the logs:
./fsmUebaDemo.php -s

[root@super fsnUebapemolw ls
ai.properties fsmUecbabDeno.php readme.txt userDE.json
[reot@super fsnllebaDema]# . /fsmlUebalema.php

Usage:
-T Irain the engine with simulated logs
m Moniter stats with 16s refresh
-1 Dpisplay AT engine logs
-5 Send (J('_‘I"IIJ BVenLs
-a Togale active or trailning mode
[root@super fsnUcbabomol# (. TsmUcbademo. ph

-- Senl 50 normel logs ——
sent 58 logs based on previcus user activity. Flle uplecad logs should be the only trigger due tTo the random upload destinatilon

—- New Process Usage —-
Sending previcusly unseen procsss nc.exe to user fortipoc__ tp3281 on machine corp-np-18

== Unusual Machine Login ==
User fortipoc__ww2113 logs in to host corp mo-51 which is not their reogular machine

== Unusual File Uplosd ==
User fortipoc ww2113 uploads unusual Tlle c:\\unusualFilest514\\8777d54e.c5v TO 6E.196.96.176

—- Unusual Time of Day -
Sending regular process mspaint.exe to user fortipoc__xd???6 on machine corp-on-63 at 87.38an

== Power User Procesces Used by Feqular User ==
Sent powor uscr proccss events for this regular user:
User : fortipoc__ jyz7986
Host : corp-fg-25
These processes have nol been previcusly seen Tor Lhis use

6. Close the SSH session browser tab.
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Exercise 3: Reviewing UEBA Incidents

In this exercise, you will review the UEBA incidents generated by the UEBA rules.

Review the UEBA Incidents

You will review the incidents generated by the Al engine.

To review the UEBA incidents

1. On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOG IN.

Click INCIDENTS.
Select List by Time.
In the left navigation pane, click Actions > Search.

o g wN

Search for all incidents for the last 2 hours, and then click Apply Time Range.
|

BB Overview i= List b
£ Close Search @ Displays X
D) Last 2 Hours

@ Relative

Last 2 B Hours v

J Absolute

I v Apply Time Range I

7. Filter the results by Incident Name, using the string UEBA Al detects unusual file upload.
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BB Overview i= List b

¢ Close Search B Displays )|

Incident Mame : UEBA Al detects un... 'i

D UEBA Al detects unusual proces... r

UEBA Al detects unusual file upl... 7
D Sudden Increase In Firewall Con... 2
D UEBA Policy detects hacking to.. 1
D UEBA Al detects unusual host lo... 1
[ ] Show all

A\
= u Do not close the Action menu. You will search through different UEBA Al incidents in
this exercise.

8. Review the UEBA Al detects unusual file upload incident.

NCIDENTS
[imz - l=2 Risk i Explorer & UEBA MITREATTECL® - &3 L minute - Q, Search =
All Incicents. Filters Applied m
Severity - :
i B Last Occurrad Incident Detai Target
Process Mame: explorer.exc corp ks &2
o] 55 T R G - il load Activity Mame: file aploaded Domain: fortipoz
e SBe R 2L + gEteers unusal file walaa Resource Mame: c\files\d1030kag tet -» https:/132.127.24.48 User: ja7149
Frocess Mame: explorer.exe Corp-gm-2&
. Activity Name: file uploaded Domain: fortipoc
Jul 27 2021, 11:03:30 AM UEBA Al detects unusual tile uoload . .
“ Resource Mame: ciles 8062 1delal -» Billps:¥13.73.157.200 User: au7 321
Process Mame: explorer.exe corp-gh-15
. Activity Mame: file aploaded Domain: fortpoc
Jul 27 2051, 11:03:30 AM UEBA A1 detects unusual file usload Sl LU . L
Resource Mame: o\files" 9c1234a8 txt -~ hitpef10.11.20.213 User: cf7441
Frocess Mame: explorer.exe corp-mo-t
. Activity Name: file Jploaded Domain: fortipoc
Jul 27 2021, 11:05:30 AW UEBA Al delen s unusual file usluad i . . . .
Resource Mame: chwunusudlFiless LaVOF7FTU94=0ey -= hillps ... User: w2113
Process Mame: explorer.exe corp-zy-29
Jul 27 2021, 11:03:30 AM UEBA A1d ~ il load Activity Mame: file aploaded Domain: fort poz
S SRe L R SHEChE unusual s s Resource Mame: c\files\bcDdSa@a tut - hitps:/ 142 41,148 45 User: k3731
Frocess Mame: explorer.exe corp-zz-6l
. Activity Mame: file aploaded Domain: fort poc
Jul 27 2021, 11:03:30 AM UEBA Al dele il luad .
- < HE L L L Resvurce Mame: ATiles\Talbz63a el = hlps:#27.153.11.121 User: 114769
Process Mame: explorer.exe corp-nu-48
. Activity N = file aploaded D in: fort poc
Il 27 2051, 11:03:30 AM UFRA &1 detecrs inisual file unlnad R et ey ) iy
Resource Mame: c\files\6b53c1d2 txt -> https://18.13.165.95 User: th3329

Seven different incidents were triggered for the same rule. Different types of unusual files were uploaded by
different users.
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In the filter section, clear the UEBA Al detects unusual file upload checkbox.
10. Inthe filter section, select the UEBA Al detects unusual process created checkbox.
11. Review the UEBA Al detects unusual process created incident.

A [NCIDENTS &

irne - I+ Risk Lt Feplorer & UFRL MITRF ATTA&CKR - &2 1 vinute - Q, Seath «

All Incidents. Filters Applied T

(S:g‘t'sgé\l'_v + Last Occurred Incident Detail Target
Proczss Mame: dns.cne 25
Activity Mame: rew process created nom: fartinoc
Jul 27 2021, 11:03:30 AM UEBA Al detects unusuzl process creazed Resource Mame: ciwindows\systam32\dns axa - - m
User: w3794
Show Muore
Proczss Mame: powershall.exe
.. -fg-25
Activity Mamc: row process created Bcrj.l".g. fo lipo
Jul 27 2021, 11:03:30 AM UEBA Al detects unusuzl process created Resource Name: cwindows\systzm32windowspowzrshellvw1.0h.. U:e“rldl:é?:dmu
She
Procass Mame: mscCass.exe
: coro-fg-23

Activity Mame: rew procress creater
Domain: fortipoc

Jul 27 2021, 11:03:30 AM UEBA A detects unasuel process ercazed Resource Mame: ci\progrem files\microzoft officchroot\officc16'. Uscr 42796

Process Mame: perfmon.exs

fvi cara-fg-25
Activity Name: rewr process created &

Dromain: o lipoc

Tl 20 2021 11030 am UFHA & datects vizuzl process created Hesnurre Mame: o windows\systamidperimaon e P
User: y37794

Proczss Name: no.exe

Tag Mame: hack_tool
Jul 27 2021, 11:02:30 AM ULCDA Al detects unasuzl process creazed Activity Name: rewr process created

cara-np-19
Domain: fortipec
WUser: lp3281

Sh

Proccss Mame: psco.cxe
Activity Mame: rew process created

Jul 27 2021, 11:03:30 AM UEBA A/ detects unusuzl process creazed Resource Mame: c:\program filesiputty\pscp.exe

wuru-fg-25
Domaln: fortipoc
User: 43794

Process Mame: notapad-+ mee

.. caora-fg-25
Activity Mamc: row process created Domain: fo-tipoc
Jul 27 2021, 11:02:30 AM ULCDA Al detects unasuzl process creazed Resource Name: c:\program files\notepad++\notepad++.2xe T sul'?96 L
vz

Seven different incidents were triggered for the same rule. Different types of unusual processes were created
by different users.

12. Inthe filter section, clear the UEBA Al detects unusual process created checkbox.

13. Inthe filter section, select the UEBA Policy detects hacking tool usage and UEBA Al detects unusual host
logon checkboxes.

All Incicents. Filters Applied @

Scverity . N §
Category ™ Last Occurred Incident Detail larget

corp mo 51
Activity Mame: user logged on Domain: fort poc

Jul 27 2021, 11:00:30 AM ULDA Al detects unusual host lcgan o e LT
Proczss Name: no.exe corp-np-1%
- . . Activity Name: new process created Domain: fort poc
Jul 27 2021, 11:01:30 AM UCDA P etects hack tool usa r 5
“ ey eetests hecking tool usags Resource Name: c\program files‘netcathnz.zxe User: tp3201

One incident was generated because UEBA Al detected an unusual host logon activity. Another incident was
generated because UEBA detected a user using a hacking tool.

14. Close the Action menu.

Advanced Analytics 6.3 Lab Guide 168
Fortinet Technologies Inc:



DO MR RERBINT
© FORTINET

Review the UEBA Rules

Exercise 3: Reviewing UEBA Incidents

There are several out-of-the-box UEBA rules that refer to Al data to compute an anomaly and generate incidents.
The rule names start with the term UEBA. You will review the four UEBA rules that were triggered in this lab.

To review the UEBA Al detects unusual file upload rule

PoDbd=

© o N O»

10.
11.

169

Continuing on the FortiSIEM GUI, click RESOURCE.

In the left pane, select and expand Rules.
Select and expand Security.
Click UEBA.

There are 50 built-in UEBA rules. By default, a few rules are not active. If you need those rules in your
environment, you must activate them manually.

Search for the UEBA Al detects unusual file upload rule that triggered several incidents in this lab.

Select this rule, and then click Edit.
Click Selected Rule.
Click Step 2: Define Condition.

Edit the UEBA subpattern.
Edit SubPattern 8 x
Mame: UEBA
Filters: Paren Attribute Operator Value Paren Next Row
[+ - Event Type = v | Fortilnsight-AiAlert-fileuploaded [+ -] AND v @ | @
Aggregate: Paren Attribute Operator Value Paren Next Row
[+ BN COUNT( Matched Events ) == v 1 [+ -] AaD v @ | ©
Group By: Attribute Row Move
Host Mame o e + o+
Domain o @ T +
User o o + +
Process Name o e + o+
Tag Name o e + o+
Activity Name o e + o+
Resource Mame o @ + +
Save Save as Report Run as Query Cancel

This rule is tracking the Event Type that has the value Fortilnsight-AiAlert-fileuploaded. A single such
event triggers an incident. This occurs only if there is an anomaly event that deviates from the Al model.

Click Cancel.
Click Cancel again.
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To review the UEBA Policy detects hacking tool usage rule

o ODd=

Review the UEBA Rules

Continuing on the UEBA rules page, search for the UEBA Policy detects hacking tool usage rule.
Select the rule, and then click Edit.
Click Selected Rule.
Click Step 2: Define Condition.

Edit the UEBA subpattern.
Edit SubPattern 8 x
Mame:  UEBA
Filters: Paren Attribute Operator Value Next Row
Q -] Event Type = v | FINS-Windows-new-process-creat: | @ | @ AND  w [+ -]
[+ -] Process Name IN w  wireshark.exe, zenmap, zenmap.exe @ | @ AND ~ Q@ @
Aggregate: Paren Attribute Operator Value Next Row
e e COUNT( Matched Events ) = v o e AND v @ | @
Group By: Attribute Row Move
Host Name e o 4+ b
Domain - ] 4+ b
User - ] 4+ b
Process Name - ] 4+ b
Activity Name - I -] +
Resource Name e e 4+ b
Save Save as Report Run as Query Cancel

This rule is tracking the Event Type that has the value FINS-Windows-new-process-created. This rule is
also tracking the following processes:

metasploit
metasploit.exe
mimikatz.exe
nc

nc.exe

ncat

nmap
nmap.exe
oclhashcat
psexec.exe
psexecsvc.exe
runas.exe

tor browser

tor browser.exe
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tor
* tor.exe
e tor.real
e wireshark
e wireshark.exe
e zenmap
e zenmap.exe

Exercise 3: Reviewing UEBA Incidents

If an anomaly event matches the event type defined and that event contains one or more of the processes

defined, it triggers an incident.

Click Cancel.
Click Cancel again.

To review the UEBA Al detects unusual process created rule

171

o oDd=

Continuing on the UEBA rules page, search for the UEBA Al detects unusual process created rule.

Select the rule, and then click Edit.

Click Selected Rule.

Click Step 2: Define Condition.

Edit the UEBA subpattern.
Edit SubPattern 8 x
Mame: UEBA
Filters: Paren Attribute Operator Value Paren Next Row
[+ -] Event Type = v Fortilnsight-AiAlert-newprocesscre . @ | @ AND v © @
Aggregate: Paren Attribute Operator Value Paren Next Row
[+ -] COUNT( Matched Events ) = v 1 o o AND v © | @
[+ -] AVG(Confidence) v 0 [+ -] AND ~ © @ @
Group By: Attribute Row Move
Host Name o e | d
Domain o e | d
User LT ] + | d
Process Mame L+ I -] + |+
Tag Mame o e T +
Activity Name o e + o+
Resource MName o e | d
Save as Report Run as Query Cancel

This rule is tracking the Event Type that has the value Fortilnsight-AiAlert-newprocesscreated. A single
such event triggers an incident. This occurs only if there is an anomaly event that deviates from the Al model.
The event must also have an average confidence value greater than 0.
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6. Click Cancel.
7. Click Cancel again.

To review the UEBA Al detects unusual host logon rule

1. Continuing on the UEBA rules page, search for the UEBA Al detects unusual host logon rule.
2. Selectthe rule, and then click Edit.

3. Click Selected Rule.

4. Click Step 2: Define Condition.

5

Edit the UEBA subpattern.
Edit SubPattern 8 x
Mame:  UEBA
Filters: Paren Attribute Operator Value Paren Next Row
[+ -] Event Type = ~  Fortilnsight-Aislert-userloggedon [+ -] AND v © @
Aggregate: Paren Attribute Operator Value Paren Next Row
[+ -] COUMNT{ Matched Events ) == v 1 [+ -] AND v O @
Group By: Attribute Row Move

Host Name
Domain

User

Process Mame
Tag Mame

Activity Mame

© o © © o0 © ©°
o o o o o O O
3>
€

Resource Name

Save Save as Report Run as Query Cancel

This rule is tracking the Event Type that has the value Fortilnsight-AiAlert-userloggedon. A single such
event triggers an incident. This occurs only if there is an anomaly event that deviates from the Al model.

6. Click Cancel.

7. Click Cancel again.

8. Log out of the supervisor FortiSIEM GUI.
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Exercise 4. Reviewing the UEBA Dashboard

In this exercise, you will review the UEBA alerts and events dashboard.

Review the UEBA Dashboards

You will review the UEBA dashboards.

To review the UEBA alerts dashboard

1. On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
2. Click LOG IN.
3. Click DASHBOARD.
4. Click UEBA Alerts.
5. Review the Incidents By Severity widget.
Incidents By Severity x
Last 8 hours@13:33
Count
193%:ILOW:14—\
| Drill Down £
\—1?%IMEDIUM:1
You can drill down to Analytics to see more details about the incidents.
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Review the Top Incidents widget.

Top Incidents x
Last & hours@13:35

Al Alert is triggered by unusual file uploaded
Al Alert is triggered by unusual new process created

Drill Down &

e
Al Alert is triggered by unusual user logged on

2 2 5 '

You can drill down to Analytics to see more details about the top incidents.

Il FF AT AR

Jul 27 2021, 11:02:13 &M

Jul 27 202 110213 &M

Tl 97 3071, 100794 28

Il 27 2024, 100714 &K

Jul 2/ e 1

SERC

Al A 15 T EFPTA D AR e rarn s Crrated
A Akt 15t perd by anususl new procass Sroatod
Al dllert st ppered by anusual new process created
AL e i, i gomind sl e s el
AL Limperd b amcad wee ol

#d Allert st opered by anusual new process created

& St - | PR N e M R 2] LFRA AL Alcel: Top: Ui X 19 UFE& ALl Tep Tagy | 3 14 UERA Al Akl i Heal | 315 LERA AL Alerl: Top nsinlen o | 4]
=- || | Event Type = Fartiing gt S ot nowprocossoreated AMD EVent Typs = Foriling ght ALlzrt | &~ ﬂ 8 2 Dafater  Cha
VEBA Al Alert: Top Incidents - Todey 03:45:00 AM to 01:45:00 PM
T e s e an i n e m o ar nar 0 1w W T arn 20 n
O shem Pt Type ) Wosp Raw Tuents
Evunl Hovzive Time Evznl Mamz Kaw evenl Lug
Jul 27 2021, 110ELE A #d Allert st opered by anusual new process created [MURTHSESIN_ALALLE] [Moorbidence sl 1304 16050 02 10¢ "activityrdertiiey™ Lok UPUIA6UST 2 oyamikaer v ienplanat on®s Wiy isnlUL2t this|
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[eortidene il JUCUE 260 162 F L™

0 P15 AN ITS 1 T AT AITTE ¢ 187 TASA" AT5A1 3l W1 ans ¥0h ™ Py IIANATION ™ Wiy Krhng 7|

0205375145 335754 38 Act W AIEr ey 1EIT 3081 35030 Al sanImYL 02w e m I3 nE L 3 W 1502 TE

0 2205130595 3400 5 activiTvle titey™ 1627 39012 59 T al esounbwme explanatior ' why isntwcozTt o
11 PMAAR RRTORARM B " livil e (Mg ™ | EITRORA DA 5 R oo Il v ol vl o™ "Wy b W1 Wi

0 RAANTATITTFRITE 53 wr liai Al e " IETTREA RETAD i ilayannz s Seascaialivn Wy i tu1971 1

Tvale ey "L BVLLI 2E Laianavumyaye ) enplanaticn ™ vehy isnt auuz et o

7. Review the Top Tags widget.

Advanced Analytics 6.3 Lab Guide

ortinet®deichers & Dumps are Available on Brave-Dumps.con

174



DO M/Q/-t':e @ﬁgﬁlms}- B ra Ue - D u m p S : C\I':'Qrgi;@m Reviewing the UEBA Dashboard
© FORTINET

Top Tags x

Last 8 hours@13:40

You can drill down to Analytics to see more details about the top tags.

& Acsiens - | i % [1] Raw Messages ® [2] UFBA A Alert: Top Users | X [3] UFRA &1 Alert: Tap Tags X [4] LFRA &1 8lzrm Top Hosts |
Hun

[ | Tag Name = hack_tnal AND Event Typs CONTAIN Farrilnsigat Alalert | ®- | =- | q

UEBA Al Alert: Top Tags - Today 05:40:47 AM to 01:40:47 PIM

Juzrn, 231 082 iz B [2E e s 0 [ e 1053 i 1m0 e
[ Wirap Raw Cuents
[Cvent Receive Time Tag Mame Faw Dvent Log
1l 37 3081, 1107114 AR bark_teal [FORTIMESI CHT_AI&! FRT] = ['rontideare 0 385847610048 1451 "arivitgalr ey 1 £37308 | 34731 alapnaumyzyn "rar 2nat an® Why sntunns

8. Review the Top Hosts widget.

Top Hosts x

Last 8 hours@13:42

(7% )corp-gm-98:

(40%)corp-fg-25:6

You can drill down to Analytics to see more details about the top hosts.
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= |H|:-I Hume = g (3 2T AKD Fernl Type CENTAIN Farl aighl 4 - | - | =- Qhn Iicatar | Caart for g

UEBA Al Alert: Top Hosts - Todey D5:42:33 AM {o 01:42:33 PM
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9. Review the Top Applications widget.

Top Applications x

Last & hours@13:46

Count

(13%)fortipoc,yw2113: lfortipocaka731:1

%)fortipoc,gf7461:1

%fortipoc,gt4789:1

%|fortipoc,jb7149:1
(40%)fortipoc jy2796:

%)fortipoc,rh3349:1

%)fortipoc,tp3281:1
%|fortipoc,xu7521:1

You can drill down to Analytics to see more details about the top applications.

(= “ [ Domain - #=rfipac AND User - jy773/ ] AKD Fyert Typs COMTAIN Tartilnsigh--Aialert- | - |

QRun |

UEEA Al Alert: Top Users - Today 05:48:21 AM to 01:458:21 PM

6~
5
14
[T a7ra i o a0 el raar 1ire 1 1 T
Evenl Reveive Tine Comain Lser Raw Evenl Lug
32127 2031, 11:02:16 AM Tuttipoe jyaTes FORTIMSIGHT_ALALERT] = ["wunfite ws".0. 199042 £853B2 106, " Livi LyAlerl
Jul 27 2031, 11 3 A fortipoc iv2Tes [FORTIMSIGHET Al ALERT] - ["confidence:0.21991 10686095 79 17, ¢ty tyAl
Jul 27 2031, 11:03:15 Al fortipoc iv2Tes [FORTIMSIGHET Al ALERT] - ["confidence 0. 208575 116383784134, ¢ty tyAl

Jul 27 2031, 11:03:15 Al fortipoc iv2Tes [FORTIMSIGHET Al ALERT] - ["confidence 0. 226513 3999091015, ctivityile

Jul2s 20EL 110

2114 AM tortipoc [FCHUNINSIGE T _AILALER 1] = ["contidenco 0, 2066532 398604 Y Lactiv tyAle

tortipzz

[FCHUNINGIGE T _AILALER 1] = ["contidenco 0, 24302850 47 FE d 53, ackv tyAl
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10. Review the Top Users widget.

Top Users x
Last & hours@13:49

fortipoc,jy2796
fortipoc,yw2113 Drill Down £
fortipoc,ak3731
fortipoc,gf7461
fortipoc,gt4789
fortipoc jb7149
fortipoc,rh3349
fortipoc,tp3281

fortipoc,xu7321

=4
e

P

.

You can drill down to Analytics to see more details about the top users.

o Acrinns - | £ 1 X [ JEBA M Alert: Top Hosts % [3] VEBA A Alert: Top Incldents | ¥ [6] VEBA A Aert Incldents By Severity | ® [F]UEEA AL Aler: Top Users % [8] VEBA A Alert: Top Users
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O W Prw Fuents
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B OET TS AR tartipar jrasue [FEHELIMSICH | A& EE L] = [ennbidense’ 100 1001 TIMHALI 551 £ arsiv tyllortkoy
Jul 27 2021, 11:02:15 &M tortipoc Jyares |FORTIMSICHT _Al_ALERT] = [‘confidence’ 0205276163857 8434, ardv tyalerthioy ™
Jul 27 2021, 11:02:15 &M tortipoc Jyares |FORTIMSICHT _Al_ALERT] = [‘confidence’ 0.22521339 79004005 actdy tyalertioy:
B OET T TE AR tartipac jrasue [FEHEIMSICH | A& RG] = [ennbidenset 115088 HHEHIMARIANT et fyllertoy ™
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To review the UEBA events dashboard

1. Continuing on the DASHBOARD page, click UEBA Events.
2. Review the Top Events widget.
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Top Events x
Last 24 hours@13:54

ok g 4

F new p created

Fortilnsight Windows user uploaded file
Fortilnsight Windows user wrote file written
Fortilnsight Windows user logged off
Fortilnsight Windows user deleted file
Fortilnsight Windows process stopped
Fortilnsight Windows user logged on

Fortilnsight Windows user created file

You can drill down to Analytics to see more details.

[ | § 4 3 |5] UFRA A1 Alrl: Tip B enls R 6] UFRS Al &lrl: Ineidonls By Sencrily ® |71 UFRA A1 &lerl: Tep Users B IB] LIFRA AL Alrl: Taps L 3 17 UFRS Frenis T Saenls »
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UEBA Events: Top Events - 07/26 01:54:23 PM to 07727 01:54:23 PM
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201 3T 2021, 1000:L2 B Fortiinsighs Windows naw process crastad 032 OF 26TI4 14002 carp 1Z 25 192068050 [PRCUstid|="1" CLstomer/a"SUSSE | ¥ 3MIESrEtatus]e"E azcess” | Lacalzl"en US' |MachineCulc|="TedT7eoL
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3. Review the Top Hosts widget.

Top Hosts x
Last 24 hours@13:58
Count

[10%)corp-da-54:284

10%)corp-ij-23:284

10%)corp-qe-59:286
(10%)corp-ge 10%)corp-ym-74:283

{10%)corp-aw-26:286
10%)corp-rm-54:282

Drill Down [

(10%)corp-zt-75:288 10%)corp-xk-57:282

[11%)corp-fg-23:30!

10%)corp-yi-46:280

You can drill down to Analytics to see more details.
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4. Review the Top Users widget.

Top Users x
Last 24 hours@14:00

fortipoc, jy2796
fortipoc k@744
fortipoc,cnéé82
fortipoc,gd2362
fortipoc,gt4664
fortipoc,sul977
fortipoc,jn3323
fortipoc,du?639
fortipoc, 8147

fortipoc,nis736

=

100 200 300

You can drill down to Analytics to see more details.
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5. Review the Top Applications widget.
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Top Applications x

Last 24 hours@14:03

Count
[10%¢)chrome.exe: 4867

10%)mspaint.exe:4774

(14%)explorer.exe:633 10%)excel.exe:4765

10%)notepad.exe:4718

[27%):1248: 10%)winword.exe:4718

3%)pscp.exe:1299
3%)dns.exe:1291

You can drill down to Analytics to see more details.
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6. Log out of the supervisor FortiSIEM GUI.
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Lab 11: MITRE ATT&CK Framework

In this lab, you will generate several security incidents and analyze them through the MITRE ATT&CK framework
on FortiSIEM and FortiSOAR.

Objectives

* Analyze incidents on FortiSIEM with the MITRE ATT&CK framework
¢ Map FortiSIEM incident MITRE techniques to FortiSOAR
* Analyze alerts on FortiSOAR with the MITRE ATT&CK framework

Time to Complete

Estimated: 30 minutes
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Exercise 1: Creating Tags on FortiSIEM

In this exercise, you will create a few tags on FortiSIEM and associate one of the tags with a rule. This makes it

easier for you to search for incidents that the rule detects using the tag name. You can also map the tags on
FortiSOAR.

Create Tags on FortiSIEM

You will create a few tags on FortiSIEM and associate one of the tags with a specific rule.

To create tags on FortiSIEM

1. On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
2. Click ADMIN.
3. Click Settings.
4. Click Tags.
5. Click New.
6. Configure the following tags:
Tag Color
phishing red
ransomware red
code execution red
powershell yellow

To add tags to incidents

. Continuing on the FortiSIEM GUI, click RESOURCES.
In the left navigation pane, expand Rules.

. Select the rule, and then click Edit.

1
2
3. Search for the Windows: WannaCry Ransomware rule name.
4
5. Click Selected Rule.
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6. Click Step3: Define Action.
7. Click Tag, and then select ransomware in the drop-down list.

Windows: WannaCry Ransomware - Edit Details

Step 1: General >  Step 2: Define Condition >

Severity: 9 -HIGH e
Category: Security ™
Subcategory: Defense Evasion v

Technique: 5 Selected -
Tactics: Discovery, Lateral Movement, Defense Evasion, Impact
Action:  Defined rd

Exception:  Undefined rall

Tag:
ransomware

-

8. Click Save.
9. Log out of the supervisor FortiSIEM GUI.
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Exercise 2: Generating Incidents on FortiSIEM

In this exercise, you will generate several different types of incidents on FortiSIEM using an incident generator
script.

Generate Incidents on FortiSIEM

You will generate Windows security incidents through the incident generator script.

To generate incidents

1. Onthe Local-Host VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to open an SSH connection to the FortiSIEM supervisor:
ssh root@10.0.1.130
3. Enterthe password Fortinetl!.

4. Enter the following command to verify your working directory—it should be /root:

pwd

5. Enter the following command, and then verify that the highlighted files are available:
ls -1rt
[root@super ~]# s -Lrt
total 58628
drwxr-xr-x 2 root root 69 Feb 21 20208 fixes
drwxr-xr-x 8 root root 91 Feb 21 2020 incidentSimData
drwxr-xr-x 2 root root 68 Nov 22 2020 fsmUebaDemo
drwxrwxr-x 4 root root 30 May 28 14:34 Lab
“W-=-----= . 1 root root 971 Jul 1 19:34 original-ks.cfg
TW- === . 1 root root 1610 Jul 1 19:34 anaconda-ks.cfg
-rWw-r--r-- 1 root root 59760640 Jul 1 19:34 VBoxGuestAdditions.iso
-rwxr-xr-x 1 root root 485 Jul 1 19:36 zerofill.sh
{rwxr-xr-x 1 root root 61454 Jul 13 20:48 fsmIncidentSimulatorZ 4.sh|
-rw-r--r-- 1 root root 91316 Jul 13 20:52 fsmIncidentSim.zip
-fW-r--r-- 1 root root 7037 Jul 13 20:52 fsmUebaDemo.zip
-rw-r--r-- 1 root root 58587 Jul 13 20:57 Lab.zip
~TW-r--r-- 1 root root 840 Jul 14 10:04 security_incident
-fW-r--r-- 1 root root 3460 Jul 14 10:04 security_sysmon_incident
-rw-r--r-- 1 root root 1427 Jul 14 10:04 security user incident
-fW-r--r-- 1 root root 16510 Jul 15 12:47 incidentSimLog.log

6. Enter the following command to run the script to generate security incidents:
./fsmIncidentSimulator2 4.sh security incident

7. Once the scriptis complete, type the following command to generate user security incidents:
./fsmIncidentSimulator2 4.sh security user incident

8. Once the scripts are complete, type the following command to generate sysmon incidents:
./fsmIncidentSimulator2 4.sh security sysmon incident

9. Close the SSH session browser tab.
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Exercise 3: Reviewing the MITRE ATT&CK Framework
Support on FortiSIEM

In this exercise, you will review the baseline reports and rules.

Review the MITRE ATT&CK Incident Dashboard

You will review the MITRE ATT&CK incident dashboard.

To review the MITRE rule coverage

1. On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL

2. Click LOG IN.

3. Click INCIDENTS.

4. Inthe MITRE ATT&CK drop-down list, select Rule Coverage.
The FortiSIEM rule coverage of the MITRE framework is displayed.
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To review the MITRE incident coverage
1. Continuing on the FortiSIEM GUI, in the MITRE ATT&CK drop-down list, select Incident Coverage.
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In this view, incidents generated on FortiSIEM are mapped to the MITRE framework.
2. Inthe Execution tactic column, select Command and Scripting Interpreter.
3. Click Show Incidents.
I#2 Risk L4l Explorer & UEBA MITRE ATTACK® Incident Coverage & 1 minute »
- 28 Incidents in Last 2 Hour
ial Access Execution Persistence Jil 2oT Defense Evasion Credd
Escalation
Trusted . Implant Internal Hijack Execution Hijack Execution Exp!
, . User Execution [1]
lationship Image Flow Flow Cred
loit Public Command and Modify Cloud
o Scripting Valid Accounts Valid Accounts Compute Aut]
e Application Int ¢ Infrastruct
nterpret. poik nfrastructure
Preiven bas Show ||'|Cid9nt4 Enfirinen Cisnmnt Teimmaen A
Allincidents related to the Command and Scripting Interpreter technique are displayed.
Inciderits related to Cammand and 5<ripting Interpreter § olumns: 7 electicd - | M € 1
j— - ) ) )
e Lust Decurred Inciden Tattics Technizue Targel Cetail
I 26 2021, 023250 M Wi b Iierastive PowanShell Esecativn Commn s Srpling lierprece,. Doew® 1T 18 B33 Parant Procats Mama: b nnus Syarmm et s
1L 28 T, GRS R Wondmaes Kan IRarantine wershall Funeatian Cmmans a0 Eerpting Irserprara,. s 178 16 B 55 Parent Procuss B LA LT
en . Commmmne seed et e v, DEVIEATZAEB3E Command: maatens sbjest syan el ebelien o luads wingta, 0
EAbUEL Frovesy Mame OFrugram et AuuelOps Server possmhellL e
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To review the MITRE incident explorer

1. Continuing on the FortiSIEM GUI, in the MITRE ATT&CK drop-down list, select Incident Explorer.
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Devize Initial Aceess  Esecution  Persistence Qetensc CIEOotal Discowery LM Callection  COMTENY pfiiation Impact
ERAE
L1} L] L1} 0 0
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[1] a 1] 1]
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T130.142.26
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In this view, incidents generated on FortiSIEM based on target device are mapped to the MITRE framework.

2. Continuing on the MITRE ATT&CK Incident Explorer page, click Tactics:All.
3. Select Defense Evasion.

& Actions - BA Overview i= List - I+® Risk L Explorer & UEBA MITRE ATT&CK® Incident Explorervl
Tactics: All » ! |
Al Initial Access Execution Persistence
Initial Access 1
: o o
Execution
Persistence 0 0
Py Py

Credential Access

Discovery

Lateral Movement

Collection 0 0
Command And Control

Exfiltration

Impact

Related Incidents

4. Selectthe device_172_16_8 98 device.
5. Click the Windows: WannaCry Ransomware incident.
Review the incidents details, such as Tactics and Technique.
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Review the MITRE ATT&CK Incident
Dashboard

& Actions - BB Cvervizw i= Lst - 12 Risk L4 Explorer i UECA WITRE ATTSCISE (ne'denr Explerer {

~
= 1 minute -

Defense Evaslon Incldents for device_172_16_8_98: W

Cewarizy = -
Catemory T Last Occurred Inzident Tactics

Technique

Source Tarzgzt Datsil

B vl 25 2021, 02:34:00 MM Windows: WznnaCry Ranse mware Impsct,Late-a Move. ..

Fl'e znd Clrzctory M.

Dewice 142_16_B 96 Cormmand: Cindeoedey D s

Subpatcern: Fiterv [ Wrap Raw Cvents [0 Show Rave Cvent Oy

Cven: Receive Time Host Mame Command

RIS e oy PR P Devdien 7% _14_8 %8

CW e e sopsd ek Lk csce groncs

Raw Cven: Log

2017 03 14T18:42:51F Device 172 16 8 98 172.15.8.28 AccelDps WUA WinLap M crosgl

Ve ma: 7-03-1 651
FrocessGuid: [0031E1CC-3700-3EC0-00I0-0010FCI5DE00]
Froo %34

Image: C\Windows' "\ System 224 Prop -2 m Data'\tasksche.oxe
CemmandLing: W ncows s system3 2y schtasks exe group
CurrentDireczory: SWindovish systemn Hea th Servize Stz
User: L& MPLE_DCMAINY Administr:
{062 21 CC-RALTB-2 O A-OI00-00 NI 3EE)E 1)
Logunld: DxASFOSE

Terminal3zssiond: 2

W

The incident was tagged with the ransomware tag that you created and applied to the rule in a previous

exercise.

Windows: WannaCry Ransomware

Jul 26 2021, 02:34:00 PM

Details Events Rule O Auto expand
Attributes | Search attribute nam @
Reporting IP: 172.16.8.98
Severity Category:
Tactics: Impact,Lateral Movement,Defense
Evasion,Discovery
Tag: l
Technique: File and Directory Permissio

Medification: Windows File and
Directory Permissions Modification,
Exploitation of Remote Services,
File and Directory Discovery, Data

Incident Comments

Impact Lateral Move...

Log out of the supervisor FortiSIEM GUI.
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Exercise 4: Reviewing the MITRE ATT&CK Framework
Support on FortiSOAR

In this exercise, you will review the MITRE ATT&CK framework on FortiSOAR.

Review the MITRE ATT&CK Framework on FortiSOAR

You will review the incidents that were generated on FortiSIEM on FortiSOAR. FortiSOAR is preconfigured to
ingestincidents from FortiSIEM.

To review the MITRE ATT&CK framework on FortiSOAR

1. On the FortiSOAR GUI, log in with the following credentials:

Field Value
Username csadmin
Password Fortinet1!

2. Click Incident Response > MITRE ATT&CK Techniques.

MITRE ATT&CK Techniques
& 2018 The MITRE Corpoaration. This werk i reproeaed <ol dsritnled with e peomission of The MITRE € ealin
525 ltems ©
Taclivs Tehnigue Technigue 1D
Zearch Search Search
Callaction Diata Staged Ti074
Callzction Daza from Cloud Storage Cbiect 11530
Callecliom Aunlics Caplure T1123
Collzetion Clipboard Caza T1115
Callection Data from Removab e Media T1025
Collarting Dia=a from Matwary Sharad Diclvg T1039

The module contains details about all of the 525 MITRE ATT&CK techniques. You can manually link alerts
and incidents to various techniques or you can use a playbook to automate the process.
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Continuing on the Incident Response module, click Alerts.

Reviewthe MITRE ATT&CK Framework on
FortiSOAR

4. Open an alertin the list that is marked with the Credential Access MITRE technique.

Aseigned Tac e Al Aesigned Toz M | 4
S - [ A T i = - | T o
n FPrinry Wl zht Srurrity Ansipned Tn LELS Snirr Teor Srahs creased Or Frealated MITRF Trek alome Trenarit
saach D Saarch D i barch - amrzh aarzh Lash = Laarch - vact = Sesrsh = Laard h -

| [ g | A Wirus frund in mail-FH_RUIE_MAL_WRUS  Fartiaes Far 0743565071 Callertinn
aa 1 nasdtlim 5 Addmin i Ings fram a dewic=-PH_RULT_NG_IQ. Fortiaes Far 0742565021 .

[ 15 hacalim C5 Admin Sueressful VEN | agon From Outtida My . Fartinas Far 13545021 . Credanial Accass el |
ao [ e ] C5 Admin Multiple {egan Faitres: WPR-P=_RUIT_F.. Fortinas Far 13545021 Credantial Arcass el
1 L Mzdlum €5 Admin Linusx: Creatlon of an Archive with Comm..  Fortlnez Fort OF/25/2021 . Barking

5. Scroll down, and then click Correlations.
6. Click ATT&CK Techniques.

Alert-19

Al Tug.
ma LIATR g aclzek L
ypr Delails
Tinr Selnct -
FITEL Tachalqual  CradAntial Access
MTREATTECK 1D T1110.001
& Indicalers = ks B Source Usla P Eslernal Comwnicalivrs 0 Ao Lanlrel
Cmatn s | smrro | memwn o Awwo | mims o | atscesezo | cmmpne  twree | w
chnique 112 Inchrign tarsir I - Ienant @ncnrd 11
T— e -
| THIRN cential-Azcne n A7
€ < > ltems Por Page 30 v

The technique is listed as Password Guessing and the Technique ID is T1110.001.

7. Click T1110.001.
Review the technique details.
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Exercise 4:|ReviewingtheiMITRE ATT&CK Framework Support on
FortiSOAR

Descriplion

Adrarseries wilh no prior knowledge of legil

Guzssing 3asswords can be a rishy cotion becauze it could cause numerows avthonticatizn “alluras and cc

i Iy, e e e s vic s aver Loy ased purls ave ased when suessins passwonds. Connenls

¢ Zamba (1 09/TCP & 415,/7CP)

= N9 TCP)

TR T Managamens Servlees (B TCH 5 92301007

el iisls wilhin Lhe system o environmen. ey puess peasy

iy L slleplaccess Lo gcoeunbs, Withoul knwaledge of Ui pesveand fon en accounl. @i ady Tiay apl Lo syslenelivally puess e pass

rzrvirorment sasswards during an cperztion by using 2 st of commen passwords. word muassing may or may not take inte 2

cours leckouts, cepending on the erganizatior’s lagn failurz aelicies. |Citatian: Cylance Cleaver)

Largeled services mclude thie Tollowing

—  MITRI ATT{

+ Add Tags

| Related Records |
Incidents © <

MName Assigned To Severity Sourze
tearcn search w search w search

Failed VPN Logon From Outside My Country-PH_RULE_VPM.. CS Admin Medium Fortinet FortiSIEM
Mulliple Legon Failures: WVPN-PH_RULE_EXCESS_FAILED_L.. C35 Admin m Furlinel ForiSIEM
Multiple Legon Failures: VPN-PH RULE EXCESS FAILED L.. CS Admin [ Low ] Fortinet FortiSIEM
Failed VPN Logon From Outside My Country-PH_RULE_VPM.. CS Admin Medium Fortinet FortiSIEM
Successful VPN Logon From Qutside My Courtry-PH_RULLC_.. C5 Admin Medium Fortinet FortiSICM
Concurrent VPN Authentications lo Same Account From Dif.. L5 Admin [ Hign | Fortinet FortisIEM
Successful VPN Logon From Outside My Courtry-Pd_RULE_.. CS Admin Madium Fortinet FortiSIEM

Tezhnique: T1110.001- Passw..

MITRE ATT&CK Technique-T1110.001 Password Guessing

Madif 21 12:18PM b

There are seven other alerts that are associated with the same technique on FortiSOAR. Analysts can quickly
navigate to other alerts and remediate those alerts based on the mitigation action defined for the technique.

9. Log out of the FortiSOAR GUIL.
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Lab 12: Clear Conditions

In this lab, you will explore how clear conditions are applied to rules and how they are triggered.

Objectives

¢ Review time-based clear conditions
¢ Add a pattern-based clear condition to a rule

Time to Complete

Estimated: 30 minutes
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Exercise 1: Reviewing Time-Based Clear Conditions

In this exercise, you will review time-based clear conditions.

Review Rules With Clear Conditions

Clear conditions specify conditions in which incidents will have their status changed from active to cleared. You
can set the time period that must elapse for the clear condition to occur, and then set the conditions based on the
triggering of the original rule, or on a subpattern based on the incident attributes.

A few out-of-the-box rules have clear conditions predefined. You will review those.

To run a CMDB report for rules with clear conditions

1. Go to the Supervisor FortiSIEM management GUI.
2. Loginto the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
3. Click LOGIN.
4. Click CMDB.
5. Inthe left navigation pane, click CMDB Reports.
6. Inthe searchfield, type clear.
7. Select Rules with Clear Conditions, and then click Run.
CMDB = CMDB Reports
New Edit Delete  Clone || clear
Schedule Results Import Export & | € System ~
Name Description Scope
Rules with Clear Conditions This report captures rules with clear conditions System

8. Verify that All Organizations is selected, and then click Run.

Notice that for each rule with a clear condition, FortiSIEM reports whether it is timebased or patternbased on
the GUI.
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Rule name Clear Condition Constrainis Clzar Conditon Oprion
High Process Memory: Netwark Device timebased
Windows Disk controller problem timcbascd

PH_RULE_MAMUAL_SRVC_START. hostlpAddr =
PH_RULE_MAMUAL_SRVC_START_CLEAR.nost pAddr,
Pr_RULE_MAMUAL_SRVC_START.hostNams —
MH_RULE_MANUAL_SRVC_START_CLEAR.nestName,
PI_RULC_MAMUAL_SRVC_START.servicaName =

PE RULE MANUAL SRVC START CLEAR.serviceNaine,
PE RULE MAMUAL SRVC START.servicePalh =
PE_KULE_MANUAL_SHVC_S IAR | _ULEAH.servicePath

Manual Service Started pattarnbased

Clsco ACI Node Health Crincal tmebased

Pk_RULE_SYZ_DEVICE_NO_SVENTS.srclpAddr —
Pk_RULE_SYS_DEVICE_NO_EVENTS_CLZAR.siclpAudn

Mo Events Reported From Exterral Devices In Last Hour pattarnbased

Cracle CB Low Library Cachie Hil Raliv Limebased
CSX Network /O Warning timebased

Pr_RULE_CCM_UNITY_FAILBACK_FAILED hostMame -

Cisen Unity Connection Failhack Failed MK RULE CCM UMNITY FAILBACK FAILED CLEAR.hostlla pattamhased
me

Cxcharge Server Mailbax Queue high timebased

Server Intf Error Critical timebased

Review a Time-Based Clear Condition

Now, you will review a time-based clear condition rule. Specifying the time means that the original rule will not
trigger again for a specified period of time, which can be in seconds, minutes, or hours.

To review a time-based clear condition

Continuing on the FortiSIEM GUI, click RESOURCES.

In the left navigation pane, click Rules.

In the search field, type High Process Memory.

Select the High Process Memory: Network Device rule, and then click Edit > Selected Rule.
Click Step 3: Define Action.

Click the pencil icon (#) to edit the Clear settings.

o gk N-=

Edit Rule Clear Conditions "

Clear if Within: 0 = Minutes = ] the original rule does not trigger the following conditions are met

¥

Clear Condition:

0
0
4
0

This is a time-based clear condition. FortiSIEM will simply clear the incident after 20 minutes if the original rule
does not trigger again.

7. Click Cancel.

8. Click Cancel.

9. Log out of the Supervisor FortiSIEM management GUI.
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Exercise 2: Configuring a Pattern-Based Clear Condition

In this exercise, you will configure a pattern-based clear condition.

Define a Pattern-Based Clear Condition

With a pattern-based clear condition, a subpattern must be defined which can be a single pattern or multiple
patterns. Usually, it is almost an exact mirror of the original pattern in the rule but with a different aggregation
calculation.

You will clone an existing rule and define a pattern-based clear condition for that rule.

To clone a rule

1.
2,

10.
11.
12.
13.
14.
15.
16.
17.

195

© ©No R~

Go to the Supervisor FortiSIEM management GUI.
Log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click LOGIN.

Click RESOURCES.

In the left navigation pane, click Rules.

In the search field, type SNMP Service Unavailable.
Deselect the checkbox in the Active column.

Deselect Active.

Deselect All Orgs.

Click Save.

Select the rule again, and then click Clone.

In the Save As field, type SNMP Service Unavailable Kali.
Click Save.

Select the SNMP Service Unavailable Kali rule, and select the checkbox to activate it.
Click Active.

Click University.

Click Save.
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To define a pattern-based clear condition

Continuing on the FortiSIEM GUI, select the SNMP Service Unavailable Kali rule, and then click Edit.
Click Step 2: Define Condition.

Click the pencil icon (#) to edit the SnmpDown subpattern.

In the Value field, for the AVG(Packet Loss Pct) attribute, type 5.

By reducing the packet loss percentage value, you can trigger the rule quickly. In a real-world environment, it
is recommended to keep the value at 100.

AP oobd =

In the Operator drop-down list, for the AVG(Packet Loss Pct) attribute, select >=.
Click Save.

Click Step 3: Define Action.

Click the pencil icon (#) to edit the Clear settings.

Verify that the following conditions are met is selected.

Click the pencil icon (#) to edit the SnmpDown_CLEAR subpattern.

Review the Value field for the AVG(Packet Loss Pct) attribute.

© © NG

MWame:  SnmpDown_CLEAR
Filters; Paren Attribute Operator Value Paren Next Row
'+ |- Event Type = ~| PH_DEV_MON_SNMP_PING ST!| © | @ AND ~| ©| @
Aggregate: Paren Attribute Operator Value Paren Next Row
e e AVG(Packet Loss Pct) < - [+ I AND -~ O @
OIe COUNT( Matched Events ) a5 - | 1 [+ -] AND -~ © | @

If the packet loss percentage is less than 10%, the incident will be cleared.

11. Click Cancel.
12. Click Cancel.
13. Click Save.
14. Click OK.

Modify the SNMP Ping Interval

The default SNMP Ping Stat interval is two minutes. For this lab, you will reduce that interval to one minute so that
the rule triggers sooner.

To reduce the SNMP Ping Stat interval

1. Continuing on the FortiSIEM GUI, click ADMIN.
2. Click Monitor Performance.
3. Click kali, and then in the More drop-down list, select Edit Intervals.
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Mo | o |.ﬁ|pplr.-' || Q | Search ) Orgs without collector I

Enable Maintenance  Edit System Monitors [=

Type

Edit App Monitors

Edit Intervals

Export Monitors

Errors

Report

4. Select SNMP Ping Stat(SNMP), and then click >>>.
5. Settheintervalto 01.

Set Intervals

Select Monitor Type: Searct a3 Select Dewices: 2arch, n Selected Devices: S>Earch, uL

Manitor Type Description Default Device Name Access IP Device Type

_ o - e

Process System
Count{SNMP) processes

Monitor Type Device Name Imterval

Uptime(SNMP) Host System 1mins Clear
uptime

Set Interval to:

Default

|°cu|

= |Minutes

6. Click Save.

Disable the SNMP Service

To trigger the rule and generate an incident, you will now disable the SNMP service on Kali.

To disable the SNMP service on Kali

1. Gotothe Kali VM.
2. Open aterminal window.

3. Type the following command to stop the SNMP service:
service snmpd stop

4. Type the following command to verify that the SNMP service has stopped:
service snmpd status
root@kali:~# service snmpd stop
root@kali:~# service snmpd status
@ snmpd.service - Simple Network Management Protocol (SNMP) Daemon.

Loaded: loaded (/lib/systemd/system/snmpd.service; disabled; vendor preset:
Active: inactive (dead)
root@Rati:~# §

=
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5. Presso.

Run the Rule as a Query

You will run the SNMP Service Unavailable rule as a query, and monitor the packet loss percentages. An
incident will be triggered only if the packet loss percentage value is more than 5%.

To run the rule as a query

1. Return to the FortiSIEM GUI, click RESOURCES.
2. Inthe left navigation pane, click Rules.
3. Selectthe SNMP Service Unavailable Kali rule, and then click Edit.
4. Click Step 2: Define Condition.
5. Click the pencil icon (#) to edit the SnmpDown subpattern.
6. Click Run as Query.
Edit SubPattern 0 =
Name: SnmpDown
Filiers: Paren Attribute Operator Value Paren MNext Row
o o Event Type = | PH_DEV_MON_SNMP_PING 5T/ © | & MDD - & @
Aggregate: Paren Attribute Operator Value Paren Next Row
+ I - AVG{Packet Loss Pet) = -|| & [+ I - | AND - Q@ @
o o COUNT{ Matched Events ) 1 - AND +| © @&
Group By: Aftribute Row Move
Host Name [+] (-] * L
Host IP e e L
Save Save as Report Run as Query Cance!

7. Deselect all organizations except University.
8. Setthe Time Range to 4 minutes.
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Edit SubPattern > Run as Query

Run Report For

(] Al Orgs
[J SuperiLocal
() Banking
) Awiation

& University

Time Range

o Relanve Absolute

Last | 4 : Minute =
9. Click Run.
The query results are displayed on a new browser tab.
B>+ | Event Type = FH_DEV_MON_SNMP_PING_STAT ] @~ | H. | QRm Chaut for AVG(Packet Loss Pctd» | Lower Chart = | o
*Search - Today 03:31:50 PM to 03:35:50 PM 15m 1h 1d 7d
608
2 183302 15:63.28 4 1533800 183 0. 3
H <
B Hostip Host Name AVG(Packet Loss Pei) COUNT(Matchad Events)
100.64.1.10 kal 100% 1

Review the AVG(Packet Loss Pct) column. The average packet loss percentage must be greater than 5%
for the rule to trigger an incident. Run the query again after a few minutes if the average packet loss
percentage is not above 5%.

Verify the Incident

Now, you will verify the incident that was created because the SNMP service was down. You will notice that the
incident status is Active.

To verify the incident

1. Continuing on the FortiSIEM GUI, click the INCIDENTS icon (D).
2. Click List and from the drop-down select List by Time.
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£ Action - B Overview i= List e Risk | Ll Explorer 2 1minute~ |

3. Inthe Action drop-down list, select Search.

£ Action = BB Overview EList |#* Risk Ll Explorer = 1 minute =
i ) )

£ Change Display Columns

Incident Reporting S0
C Clear All Incidents in View ) _

SNMP Service Unavailable F... FGT2
Q Search ~
X Show Locations Sudden Decrease in Reported... collectorl

4. Inthe left pane, click Incident Status, and deselect Active.
This sets the Incident Status setting to All.

5. Find and select the SNMP Service Unavailable Kali incident.
6. Click Details.
Review the incident and the current status.

A Last Occurred Incident Reporting

Details| Events Rule (O Auto expand

Attributes Search atiribute name @ Incident Cy

Category: Availability
Count: 2
First Occurred: Mar 04 2020, 03:35:00 PM
Impacts: University
Incident: SNMP Service Unavailable Kali
Incident ID: 133
| Incident Status: Active |
Incident Type: SNMP_Service_Unavailable_FGT2
Last Occurred: Mar 04 2020, 03:37:30 PM

Organization: University
Rennartinn® kali
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Enable the SNMP Service

Now, you will enable the SNMP service so that you can observe the incident status automatically change to an

automatically cleared status.

To enable the SNMP service on Kali

1. Return to the Kali VM, and in the terminal window, type the following command to start the SNMP service:

service snmpd start
2. Type the following command to verify that the SNMP service has started:

service snmpd status

pot@kalii~l service snmpd status
snmpd.service - Simple Network Menagement Protocol (SNMP) Daemon.

Loaded: 1 ystemd/system/snmpc . service; disabled; vendor preset: diszbled)
Aclive since Wed 2821 €4 28 0€:16:99 ELT; 235 ago
Frocess: KecotartPre=/bin/mkdir -p fvar/rur/egentx (code-exited, status=0/SUCCLSS)

Main PID: 1843 (srmpd)
Tasks: 1 (limil: 2349)

Memory: 9.5M
CCroup: fsystem.slice/snmpd.service
L1842 fusr/shindsompd LOw u Debian somp g Debian snmp T smux mleTrigger mleTriggerConf T

p Srundsnmpd.pid

3. Close the terminal window.
4. Close the Kali VM browser tab.

Run the Rule as a Query

You will run the SNMP Service Unavailable rule as a query again, and monitor the packet loss percentage. The

incident will automatically clear if the packet loss percentage value is less than 10%.

To run the rule as a query

Return to the Supervisor FortiSIEM management GUI.
On the Edit SubPattern page, click Run as Query.
Deselect all organizations except University.

Set the Time Range to 4 minutes.

Click Run.

o ODd=

You will notice that the packet loss percentage value will continue to decrease. The system will automatically

clear the incident when the packet loss percentage value is less than 10%.

Depending on network latency, the SNMP Ping Stat round trip value could be slower than usual.

Verify the Incident Status

Now, you will verify the incident and observe the status of the incident change to automatically clear.

To verify the automatically cleared status for the SNMP service incident

1. Returnto the INCIDENTS page of the FortiSIEM GUI.
2. Inthe left pane, click Incident Status.
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3. Select Auto Cleared.

Incident Status : Auto Cleared o
8 Auto Cleared 2
D Active 3

If you don't see the Auto Cleared option on your GUI, it means the incident has not automatically cleared yet.
Wait a few more minutes.

4. Find and selectthe SNMP Service Unavailable Kali incident.

5. Click Details.
Review the incident and the current status.

A  Last Occurred Incident Reporting Source Target Detail

Details Events Rule | 0O Auto expand LA 4
Attributes Search aftribute name & Incident Comments Action Histery
Category: Availability Time Action  Result  Detail
Cleared Reason: Clear conditions have been met |
Count: 5
First Occurred: Mar 04 2020, 03:35:00 PM

Impacts: University
Incident: SNMP Service Unavailable Kali
Incident ID:_133
| Incident Status: Auto Cleared |
Incident Type: SNMP_Service_Unavailable_FGT2
Last Occurred: Mar 04 2020, 03:43:00 PM

The Action History section displays the reason the incident was cleared. In this case, it was cleared by the
system since it met the clear conditions that were defined in the rule.

6. Click Events.

A Last Occurred Incident Reporting Source Target

Details | Eventq Rule | Subpattern: SnmpDown ~ | O Auto expand ([0 Wrap Raw Event [J Show Event Type (J Show Raw E

Event Receive Time Reporting IP Host Name Packet Loss Pct System Downtime Avg Round Trip Time
Mar 04 2020, 03:41:57 PM 100.64.1.10 kall 20% 0 4ms

Review the packet loss percentage. In this example, the packet loss was 20% and this is the reason why the
incident was triggered. In the rule, you defined 5% as the threshold and any packet loss above 5% should
trigger an incident.
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From the incident, you will not be able to view the event that caused the incident to clear. You can see only the
events related to the subpattern that triggered the incident. In this case, the subpattern was SnmpDown.

7. Log out of the Supervisor FortiSIEM management GUI.
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Lab 13: Remediation

In this lab, you will remediate incidents manually from FortiSIEM. You will also configure the REST APl on
FortiGate so that you can connect FortiSOAR to FortiGate. Then, you will perform mitigation of malicious
indicators of compromise (IOCs) from FortiSOAR and block them on FortiGate.

You will perform other FortiSOAR actions, such as extracting and enriching indicators.

Objectives

¢ Run a remediation script on an incident to block an IP address on FortiGate
¢ Configure the REST API on FortiGate

¢ Configure the FortiGate connector on FortiSOAR

¢ Extract, enrich, and mitigate IOCs

Time to Complete

Estimated: 30 minutes
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Exercise 1: Remediating an Incident

FortiSIEM can perform remediation after an incident is detected. The remediation can be performed either
automatically, using notification policies, or manually. In this exercise, you will learn how to remediate an incident
from FortiGate manually from FortiSIEM.

Execute the Remediation

On FortiSIEM, you will find several existing remediation scripts, including scripts for FortiGate devices. You will
remediate an incident that was generated by FGT_Aviation. You will block the offending IP address on FortiGate
by running a remediation action from FortiSIEM.

When an incident that affects a FortiGate device occurs, you can execute the remediation automatically using a
notification policy. However, in this task, you will execute the remediation manually from FortiSIEM.

To execute the remediation script

1.

205

©® No o ODN

On the supervisor FortiSIEM GUI, log in to the super organization with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Cust/Org Id super
Domain LOCAL
Click INCIDENT.

Click List.

In the Action drop-down list, select Search.
Click Last 2 Hours, and then set it to 3 days.
Click Apply Time Range.

Verify that Incident Status is set to Active.

In the search results, find an incident that has a Target of fgt_aviation.
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9.

BB Overview i= List by
¢ Close Search B Displays »

':l) Last 3 Days

Incident Status : All

Resolution : All

Category : All

Tactics : All

Technigque : All

Severity : All

Incident 1D : All

Incident Name : All

Host : fgt_aviation m

O (empty] 14

fgt_aviation 11

O kali 3

[0 win-agent.aviation.lab 2

O servera 1

Execute the Remediation

Identify and select the Admin login to FortiGate from a public IP address incident that has a Source of

100.64.1.10.

If you don't see any incidents on the first page, go to the next incident page.

[ime » |22 Risk M Explorer

All Incidents. Filters Applied

Severity

e £ Last Occurred

Jul 25 2021, 00:11:00 AM

i UEBA

MITRE ATT&CK® & 1 minute »
]

Incident

Sudden Increase in User Login Volume

Jul 23 2021, 09:36:30 PM

Admin login to FortiGate from a public IP address

Jul 23 2021, 08:31:30 PM

Jul 23 2021, 01:15:30 PM

Jul 23 2021, 12:57:00 PM

Admin login to FortiGate from a public IP address

Startup Config Change

MNetwork Device Down: no ping response
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10. Select the incident, and then in the Action drop-down list, select Remediate Incident.
11. Inthe Type field, select Remediation.

12. Inthe Remediation field, select Fortinet FortiOS - Block IP FortiOS 5.4.

13. Inthe Run On field, select collector 2.

14. Click Run.

Wait for the script to execute. The Task Result field displays Success.

Run Remediation X

Type: O Legacy Script ® Remediation

Enforce On: L FGT_A C -
| Remediation:  Fortinet FortiOS - Block IP FortiOS 5.4 W
Run On:  collector2 ~

I Task Result: SJ-:_essl

Run Cancel

15. Close the Run Remediation window.
16. Click the Details tab to open details about the incident.
Review the Action History for the incident.

Saverity — .| a) ",
Category ™ Last Dcourrad Incident Taertlcs Technigue Repartng Source Target [
HL0E 284
ANLEA T HG1_Aialion
EIEIE o 25 5020, 08:32:30 M Adwin lag n to MortiGate from 2 puklic P acdress Initial Azcess Explolz Puble Fac.. TGT Aviation ' ' e
Details LCvernts  Rule O Aute expand -~
Attrlbutes  Sesrch ztdbute name e Incldent Comments Actlon Histery [ Wrap Content
Evert Type: Admin legin to FerdCate from a it Aalion e
public 12 _icthirone,
First Oocurrad: Jul 23 2021, 12:57:00 PM I Tl 73 2001 CRARA BN Vet + W Frere bl (riggemed =
Iocldant L0
Ingident Tithe: 1C0.4010 allenpled e g inle
FortiGata 10.0. 3.254 fom a public
1P zeldress Clear Lave

Analyze the Remediation Result

After the remediation is completed, the offending IP address is blocked on FGT_Aviation. Now, you will verify the
blocked IP address on FGT_Aviation.
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To analyze the remediation result

Expand Dashboard.
Select Quarantine.

AP oobd =

Review the Banned IP entry.

Analyze the Remediation Result

On the FGT_Auviation FortiGate GUI, log in with the username admin and password password.

The IP address 100.64.1.10 was blocked by FortiSIEM because that is the source public IP address that
logged in to the FGT_Aviation firewall.

[ rGT Avlatlon

# Dashboard

Guarantlne

€ Quarantine

Source

B Delete | i Rerave A

Details 5 Device

o B Administrative

Mo rezl s

Source ¥ Cxpires

=
100.£4.1.10

5. Log out of the FortiGate GUI.
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Exercise 2: Configuring the REST API on FortiGate

In this exercise, you will configure the REST APl on FGT_Aviation.

Configure the REST API on FortiGate

You will create a new administrator profile and a REST API administrator account, and then generate an API key
on FortiGate.

To configure a REST API administrator profile

1. Onthe FGT_Aviation FortiGate GUI, log in with the username admin and password password.
2. Click System > Admin Profiles.
3. Click Create New.
4. Inthe Name field, type FortiSOAR_API.
5. Inthe Permissions drop-down list, select Read/Write.
Name FortiSOAR_API
Comments 4 0/255
Access Permissions
Access Control Permissions = Set All =
Security Fabric @ None = @ Read| BALEELAGIE
FortiView @ None @ Read| RGEELAEIE
User & Device @ None @ Read| RaLEELAYEIE
Firewall @ None @ Read £ Custom
Log & Report @ None | @ Read| WALELNWUGICN| & Custom
Network @ None @ Read| ALGELAGEN £ Custom
System @ None | @ Read| LaLELAVGIEN] & Custom
Security Profile @ None = @ Read £# Custom
VPN @ None @ Read|AGEELAEE
WAN Opt & Cache = @ None = @ Read | B AEEU I
6. Click OK.
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To configure an APl administrator account

1. Continuing on the FGT_Auviation GUI, click System > Administrators.
2. Inthe Create New drop-down list, select REST APl Admin.
3. Inthe Username field, type FortiSOAR API.
4. Inthe Administrator profile drop-down list, select FortiSOAR_API.
5. Disable PKI Group.
6. Disable Trusted Hosts.

Username FortiSOAR_API

Comments £0/255

Administrator profile FortiSOAR_API -

AP key & Regenerate

PKI Group @ ]

CORS Allow Origin CB

Restrict login to trusted hosts

Trusted Hosts (¢
7. Click OK.

The API key is displayed. This is the key that is used to authenticate FortiSOAR on FortiGate.
New API key
New APl key for FortiSOAR_API  Q4Gh8zQj8zrGq4hsfmpGObQg9whb8bb vl
This is the only place this key will be provided. Keep this information
© secure. The bearer of this APl key will be granted all access privileges
assigned to this account.
Close
. ' s Itis important to save this API key because you will need it later when you configure
the FortiGate connector on FortiSOAR. If you close the New API key window, you
cannot access this same key again. If you lose the key or forget to save it, you can
— generate a new key by clicking Regenerate on the Administrator configuration page.

8. Click Close.
9. Click OK.

Configure a New Web Filter Profile

You will configure a new web filter profile that FortiSOAR modifies to block URLSs.
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To configure a new web filter profile

Click Create New.

Enable URL Filter.
Click Create New.

No apewDdh-=

Field

In the Name field, type FortiSOAR URL Block.
Disable FortiGuard category based filter.

Configure the following settings:

Exercise 2: Configuring the REST API on FortiGate

Continuing on the FortiGate GUI, click Security Profiles > Web Filter.

URL
Type
Action

Status

8. Click OK.

Your configuration should match the following example:

fortinet.com
Simple
Exempt

Enable

Edit Web Filter Profile

Comments Write a comment...

Name FortiSOAR_URL_Block

URL Filter ©
# Edit | @ Delete | | | Search Q
URL Type Action Status
fortinet.com Simple @ Exempt @ Enable
[ 1]
Block malicious URLs discovered by FortiSandbox (B
Content Filter >
9. Click OK.

Feature set [RELIELELCE Proxy-based

(O FortiGuard Category Based Filter

(® Allow users to override blocked categories

& Static URL Filter

Block invalid URLs (¢

10. Log out of the FortiGate GUI.
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Exercise 3: Configuring the FortiGate Connector

In this exercise, you will configure the FortiGate connector on FortiSOAR.

Configure the FortiGate Connector

The FortiGate connector allows FortiSOAR to query and make changes to a FortiGate configuration. Some
sample actions include blocking URLs, domains, applications, and IP addresses. For this task, you need the
REST API key you generated and saved in the previous exercise.

To configure the FortiGate connector

-—
o

11.

12.

© O NGO RODN-=

On the FortiSOAR GUI, log in with the username csadmin and password Fortinet1!.
Click Automation > Connectors.

Click Installed.

Click Fortinet FortiGate.

In the Configuration Name field, type FGT Aviation.

Enable Mark As Default Configuration.

In the Hostname field, type https://10.0.3.254.

In the API Key field, paste the REST API key that you generated in the previous exercise.
Leave the Port number at the default value, which is 443.

In the Web Filter Profile Name field, type FortiSOAR URL Block.

This is the name of the web filter profile that you created on FortiGate in the previous exercise, which
FortiSOAR accesses using the REST API to apply URL and domain blocks.

Disable Verify SSL.

The SSL certificate that FortiGate uses in this lab environment uses a self-issued certificate that FortiSOAR

cannot independently validate.

Click Save.

The value of the CONFIGURATION field is COMPLETED, and the value of the HEALTH CHECK field is
AVAILABLE.
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Exercise 3: Configuring the FortiGate Connector

Fortinet FortiGate

h Connector Version 5.0.0
Certified: Yes
Publisher: Fortinet

FEHATINET

Fortinet FortiGate enterprise firewall provide high performance, consolidated advanced security and granular

visibility for broad protection across the entire digital attack surface.

m Deactivate Connector

Configurations Actions 11 Playbooks
FGT_Aviation v 1.

& CONFIGURATION: W HEALTH CHECK: AVAILAELE

Configuration Name *
FGT_Aviation

Mark As Default Configuration

Hostname:* @
https:/#/10.0.3.254

APl Key:*
Set APl Key

L P P R R R R Y R )

API Key fields are write-only. If you do not change this field, your APl Key will not be overwritten.

Port:*
443
Web Filter Profile Name: (D

FortiSOAR_URL_Block

x Cancel

1

Compatible with your integration

Agents (0]

@ Documentaion

Target (@) Agent

Visibility (@ Private &

<
=

©J Uninstall

13. Close the connector configuration page.

Configure a Playbook to Use the FortiGate Connector

You will review the Mitigate Malicious URL playbook that uses the FortiGate connector.

To configure a playbook to use the FortiGate connector

213

PoDbd=

Continuing on the FortiSOAR GUI, click Automation > Playbooks.
Click 00-LAB 13.
Open the Mitigate Malicious URL custom playbook.
Double-click the Block URL step.

Review the playbook step and verify that the Configuration field is set to FGT_Auviation. If it is not, select
FGT_Aviation in the drop-down list.
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| . Fortinet FortiGate 5.0.0 x

+ Add Step Description

Fortinet FortiGate

h Connector Version 5.0.0
Certified: Yes

PEATINAT Publisher: Fortinet
@ DOCUMENTATION
Target (i) Agent
Configuration:*
FGT_Aviation w il
Action:*
Block URL v

Blocks URLs on Fortinet FortiGate using the Web Filter Profile Name Policy that
you have specified while configuring Fortinet FortiGate. For more information see
the "Blocking or Unblocking IP addresses, URLs, or applications in Fortinet
FortiGate" section.

Inputs
URL" @)
{{vars.input.records[@].value}}

VDOM: (D)

+ Variables | + Loop + Condition |+ Message <+ Mock Output (i) Ignore Error | No

% Cancel ©J Delete Step

5. Click Save.
6. Click Save Playbook.
7. Log out of the FortiSOAR GUI.
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Exercise 4: Mitigating Malicious IOCs

In this exercise, you will execute three different types of playbooks. The first playbook will extract indicators from
an alert that was ingested from FortiSOAR. The second playbook will enrich indicators that were extracted from
the alert. The third playbook will block malicious URLs on the FGT_Aviation FortiGate.

Extract Indicators

On FortiSOAR, there are a few built-in playbooks that you can use to extract indicators from phishing emails and
so on. You will use a custom playbook designed to extract indicators from a FortiSIEM incident that was ingested

to FortiSOAR.

To extract indicators

1. On the FortiSOAR GUI, log in with the username csadmin and password Fortinetl!.

2. Click Incident Response > Alerts.
3. Search for the Web Traffic to FortiSandbox Malicious URLSs alert.

Open Alerts By Severity o - Alerts by T
Assigned To: Me | A Assigned To: M
1ltems . ESFXEE B Demo IR Records W Deploy Scenario
1D Priority Weight Severity Assigned To Mame Source
Search 5 Search > Search w Search | Web Traffic to FortiSandbox Malicious URL: Search
81 1 EEn CS Admin Web Traffic to FortiSandbox Malicious... Fortinet FortiS...
€ < ofl1 » »

4. Select and open this alert.
5. Scroll down to the Indicators tab.
The indicator list is empty because no indicators were extracted.
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Extract Indicators

Alert: Web Traffic to ForziSandbox Malicicus URLs-F..
Hightsll Alert-81  Web Traffic to FortiSandbox Malicious URLs-PH_RULE_WEB_FORTISANDBOX_MALWARE_URL
1 ast Maditier 14 140 PM awy Elavhnak
+ Aud Tags
Assigned To C5 Aadmin Source Fortinet Forti5ICM
Status Select - Source ID 153
Cscalated
Type Cetails
Type Select -
MITRE Techniyue@  Exfiltration
MITEE Al T&CE D 11011
%y Indicators = Ccrrelations EE Tasks =& Source Dztz b= External Communications ¥y Access Contrel
dltems
Last Seen Tirst 5een Stztus Type Sources waluz File
Me Rczults

6. Scroll to the bottom of the record, and in the Execute drop-down list, select Extract Indicators from FortiSIEM
Incident custom.

17 Incicators = Correlations i= Tasks ¥ Source Data B External Communications W Access Control
Playbooks b
3 Last Seen Firs: Seen - Value

Add & user as "ecorc's owners

I Extract Indicators from FortiSIEM Incident custom Mo Results

Investigate Malicious Indicators

Pause SLA

I Escalate  # Resolve = Send Email ﬁ

The playbook executes and the following indicators are populated.
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Exercise 4: Mitigating Malicious IOCs

Alert: web 1ettic ta Ferzisandbox io

Highi= Alert-81 web Traffic to FortiSandbox Malicious URLs-PH_RULE_WEB_FORTISANDEOX_MALWARE_URL

Last kiod flad I7T/1E /2022 OL:58 PM by Flavbock
+ Ard Tags
7 Inclcators = Carrelatinons = lasks Tnirce Data B | wtemzl Communications M Access Condrol
B sl Spenn Fien Sern Slalus Typr Sonnes =il Fepalalion
Salac: - Salec: - Scarch w Saarch w Saarch Saarch w

3 07/28/2021 ... 07/23/20210.. TGD Email Add-ess Ted Jonesiexemple.com [ Guw |
07/28/2021 .. O7/26/20210.. TED Ewmail Aduress adnin@examplecom m

2 OF/2872021 .. 072872021 0. TRD Filellash MO3 YehrhATedSeidAache? 23a407fa2F 56
07/28/2021 .. O7/27/20210.. TED URL hllps: uplusdagunblarcn

2 OF/2872021 .. 072872021 0. TRD Filellash MO3 CACAFSACF7NN47APA053FAMBERAFCI 47
07/28/2021.. 07/27/20210.. TED 1P Address
O/ 02021 . 0F2E/7021 0. TR} Host [ wo Fepuracian )
07/28/2021 .. 07/2B/20210.. TED Fle
002072021 . 0F/22/2021 0. 180 1P Address [~ Reputation ax)
07/28/2021 .. 07/27/20210.. TED Host [N Reputation A}

I Cscalate |« Resalve | M 3end Cmail

¥ Actions =

7. Close the record.

Enrich Malicious Indicators

On FortiSOAR, there are a few built-in playbooks that you can use to enrich indicators from phishing emails and
so on. You will use a custom playbook designed to enrich an indicator that was extracted from a FortiSIEM

incident.

To enrich indicators

1. Continuing on the FortiSOAR GUI, click Threat Intelligence > Indicators.

2. Search for the https://upload.gumblar.cn indicator.
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Enrich Malicious Indicators

Indicators

Malicious Indicators o -
1ltems & PESEEN Q Hunt Indicators & Import Bulk Indicators
¥ 1D Reputation Type Value Country
Search C Search W Search w https:fupload.gumblar.cn | Search
> 103 URL https: /upload.gumblar.cn

3. Select and open the indicator.
4. Review the indicator.

adizatzr: hitpsidfuaload zumblaren
Indicator-103

1L M by I aybaelk

putation -

https:Yupload.gumblar.cn

+ add Tags
Type unl Created On O7/27/2027 05:30 ™M Fupires On
Status TBOD - First Scen 07/27/2021 05:30 PM Expired
Lasl Sean 0772872021 02:03 PM e
Nescription
@ Sightings o Accoss Cantrol
Compeigun & Funla 8 Fowils 0 Fueia 0 Asels 0 Wk N W R <
Mame lype soverity status
S=arch Search ¥ Search w Search v
Wb Traffic Lo ForliSandbox M. m
& 1 L

DRAT7/2021 07:03 M

Mo

Amber

@ fwdtlog

Assignzd lo

Search -

The Reputation for the indicator is unknown, and there is no description. The indicator is linked to the Web
Traffic to FortiSandbox Malicious URLSs alert.

5. Scroll to the bottom of the record, and then in the Execute drop-down list, select Enrich Indicators custom.
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Indicator: https:/upload.gumblar.cn

Indicator-103

32:03 PM by Playbook

Reputation «

https://upload.gumblar.cn

Last Modified 07/

+ Add Tags
Type URL Created On 07/27/2
Status TBD - First Seen 07/27/2
Last Seen 07/28/2
Description
@ Sightings ¥ Access Control
Alerts 1 Campaigns 0 Hunts O Emails O Events O Azzets O Incidents O Indicato
Playbooks *
1 ltems o Add | 5
Block Sunburst Indicator
Mame Sewvd
Block URL
Search Se
Enrich Indicators custom
bl Fortinet FortiSandbox: Submit URL -
Get Reputation After Specified Time
€« ¢ lofl > »
Mitigate Malicious URL
Unblock URL
—
Get Latest Reputatio

Exercise 4: Mitigating Malicious IOCs

The playbook executes. The Reputation and Description of the indicator is updated and the TLP is updated

to Red.
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Mal Indicator-82 hitps:#upload.gumblar.cn

L 21,44 AM ke Play Lok

hlar -

lype URL Crezted Un UE/20/2021 12:40 AM Lxpires On 09092021 11:43 AM
Starus Tanr - Firsl Seen /2075041 1245 AM Eapired Ma

Lusl Scen UE/ 2072021 1218 MM 1P m
Nascriptinn

Antivirus Category

Wl Filler Calegory Ralicinas Wb ile:

10Z Catzrory Walwzre Cni

Furlifauard Calegary Malicinoas Wb ile

& Sighlng ¥ Access Contro

Ahals 1 Campaigns @ Fu b3 Ewaib 0 Ewwila I Al I hidunte & lwdicalos § Wt Rusn I €

Mg Tru= Severily Elalus

6. Close the record.

Block Malicious Indicators

You will block the malicious indicator on the FGT_Aviation firewall.

To block indicators on the firewall

Continuing on the FortiSOAR GUI, click Threat Intelligence > Indicators.
Search for the https://upload.gumblar.cn indicator.
Select and open the indicator.

Ao bd-=

Scroll to the bottom of the record, and then in the Execute drop-down list, select Mitigate Malicious URL
custom.
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Exercise 4: Mitigating Malicious IOCs

Indicator: https:#upload.gumblar.cn

malicious ~ |ndicator-103

Last Maodified 07/

Antivirus Category

02:16 PM by Playboak

Web Filter Category

Malicious Websites

|OC Category

@ Sightings

1ltems o Add

Mame

Search

Web Traffic t

Alerts 1 Campaigns 0 Hunts

Malware CnC

™ Access Control

o Emails 0 Events O Assets O

Playbooks

Block Sunburst Indicator

Block URL

Enrich Indicators custom

Fortinet FortiSandbox: Submit URL

Get Reputation After Specified Time

Mitigate Malicious URL custom

Unblock URL

Get Latest Reputation | =i Execute a |

https://upload.gumblar.cn

Indicators O War Rooms O <

Severity

Search w

Wait a minute for the playbook to finish executing.

5. Close the record.

6. Log out of the FortiSOAR GUI.

To verify the URL block on FortiGate

1. Onthe FGT_Aviation GUI, log in with the username admin and password password.
2. Click Security Profiles > Web Filter.
3. Double-click FortiSOAR_URL_Block.

Verify that the URL is added to the URL filter with a Block action.
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Edit Web Filter Profile

Name FortiSOAR_URL_Block

Comments Write a comment... 4 0/255

Featureset REGNEEEEGN Proxy-based

(O FortiGuard Category Based Filter
( Allow users to override blocked categories

& Static URL Filter

Block invalid URLs (B

URL Filter [ 8]
# Edit | fi] Delete Search Q
URL Type Action Status
fortinet.com Simple © Exempt @ Enable
tanerm.ug/~zadmin/Imark/frgl/link.php  Simple @ Block @ Enable
upload.gumblar.cn Simple @ Block @ Enable
(4]

Block malicious URLs discovered by FortiSandbox (B

=

4. Logoutofthe FGT_Aviation GUI.
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