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In this lesson, you will learn about deploying FortiSIEM in a multi-tenant environment, and identify key
implementation requirements. You will also learn about deploying FortiSIEM with and without collectors, and
how FortiSIEM collect logs without a collector.
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Objectives

+ |dentify implementation requirements

* Manage organizational scopes

* Determine the customer deployment model

* Understand EPS and license restrictions

+ Deploy FortiSIEM with and without collectors

* Add and define customers to FortiSIEM

* Add credentials for organizations without a collector
+ Discover devices without a collector

* Collect logs without a collector

« Support high EPS rate log data without a collector

* Understand multi-tenancy architecture on FortiSOAR

NSE Tralnlng Instltuta © Fortinet Inc. All Rights Resenved. 2

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in multi-tenancy, you will be able to determine a customer deployment model,
and deploy FortiSIEM with and without a collector.

Advanced Analytics 6.3 Study Guide 5
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In this section, you will learn about FortiSIEM multi-tenancy and how you can manage customer scopes on
FortiSIEM.

Advanced Analytics 6.3 Study Guide 6
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Why FortiSIEM for MSSP?

* Number of network attacks increasing

Cost of being breached continues to rise

+ Media attention on high-profile security breaches

* Depth and breadth of criminal and state-sponsored cybercriminals

Security skills shortage
Industry-leading MSSP partner program
Global support from dedicated MSSP teams

ATTACKS COMPLIANCE SLAs

internal or External- need lo Time-consuming to genarate Crifical Business Services
detect mmemediately required reports need high avadability

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 4

Businesses worldwide are struggling to secure their networks against determined attackers who are
commonly two steps ahead of the defenders. There is a perfect storm of challenges facing organizations
wanting to expand into the new digital market, without compromising their security or brand.

Studies show that not only is the number of network attacks increasing, but that the cost of being breached
has also continued to rise with each incident. Media attention on high-profile security breaches has also
created a higher level of awareness among business leaders, about the risks and costs of security breaches
to businesses. The depth and breadth of criminal and state-sponsored cybercriminals, who are often well
funded and are developing increasingly sophisticated attacks, is better understood by security buyers today
than ever before, and at the same time, the security skills shortage continues to widen.

As a result, many CISOs are looking to migrate some or all of their risk out of their IT departments and into the

hands of professionals such as managed security service providers (MSSPs).These MSSPs are expected to
anticipate and secure networks against innovative and determined threat actors.

Advanced Analytics 6.3 Study Guide 7
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Functions of the MSSP

+ Security device management

Continuous threat monitoring
+ Security remediation

* Incident response

» Compliance services

* Meeting service delivery SLAs

r"gE Training Institute ©Fortinet Inc. All Rights Reserved 5

At its core, an MSSP must provide two kinds of basic services: security device management and continuous
monitoring. Customers with multiple locations and business-critical applications running across the network
have stringent uptime requirements; so, device management and monitoring are crucial to maintain business
productivity.

Many service providers also add security analytics and threat intelligence services to help mitigate new
attacks, including actionable intelligence and a comprehensive view of the distributed security infrastructure.
Going forward, these firms will likely differentiate themselves in new areas such as security analytics, threat
intelligence, information portals, and customer service.

Many MSSPs will also want to provide security remediation, incident response, compliance services, or loss
prevention, to further differentiate their organization in the market. Securing thousands of customer locations,
meeting service-level agreements (SLAs), and balancing profitability with engineering headcount and
infrastructure are ongoing challenges facing MSSPs. So MSSPs need specialized security vendors that
understand their business model and can help them meet customer requirements.

Advanced Analytics 6.3 Study Guide 8
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Multi-Tenancy Organizations

+ Single centralized management console for distributed customer base

+ Cross-correlate information across physical and logical domains and individual customer
networks

+ Built for the cloud, seamlessly move from cloud to premises and back

CustomerAO
Supervisor "—‘_\_‘h
"-‘_\_\—“-
—_‘_‘_‘_'_-_'_‘—‘—-—-—._
CustomerCO m
Supervisor //""

— @Oe®
Customer DO m — Multiple Customers — One Platform
Supervisor

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 5

FortiSIEM Service Provider

A key requirement for MSSPs with a large, distributed customer base is support for multi-tenancy, or the
ability to support multiple customers from a single centralized management console. FortiSIEM is a highly
customizable, multi-tenant architecture that enables MSSPs to manage a large number of physical domains,
logical domains, and overlapping systems and networks, from a single console. In this environment, it is very
easy to cross-correlate information across physical and logical domains and individual customer networks.
Not only is FortiSIEM natively multi-tenant, it is also built for the cloud. It is easy to install and manage either
as a virtual machine (VM) in an MSSP or customer data center, or as an instance in an Amazon Web
Services (AWS) or Microsoft Azure environment. FortiSIEM can even be run as a hybrid model, and is the
only product with the ability to seamlessly move from cloud to premises and from premises to cloud.

Compartmentalizing SIEM operations can be done in a variety of ways. Just as administrative domains
(ADOMSs) can be broken into sections based on customer, location, and so on, FortiSIEM can be divided into
what are known as organizations. This allows the MSSP to overlay an aggregate view of all tenants, that
allows data and events to be managed based on business requirements.

Advanced Analytics 6.3 Study Guide 9
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Super

Only one organization exists
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FortiSIEM Organizations

% Service Provider

Customer A

© Fortinet Inc. All Rights Reserved.

Customer C Super
Super organization still exists

In the enterprise mode of FortiSIEM, there is just one organization, called the super organization. In a service
provider deployment, FortiSIEM supports multi-tenancy through multiple organizations, alongside the super

organization.

Advanced Analytics 6.3 Study Guide
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FortiSIEM Built-In Organizations

* In addition to the service provider
defining new organizations, FortiSIEM
creates two organizations by default, for
ease of management

o% Service Provider

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

m Super Local

Super Global

In addition to the service provider defining new organizations, FortiSIEM creates two organizations by default,
for ease of management. The super local and super global organizations are built in, and are not shown under

the Organizations tab.

Advanced Analytics 6.3 Study Guide
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FortiSIEM—Super Local Organization

* The super local organization, also known
simply as super, can be thought of as the
FortiSIEM back end or as a local tenant

monitor their own devices under this
organization, just like the enterprise
edition |

* Service providers can discover and ,,g, SErice Pravider

+ By default, everything belongs to the
super organization, unless other

customers are added E

Super Local

FoATINET
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The super local organization, also known simply as super, can be thought of as the FortiSIEM back end, or a
local tenant. Service providers can discover and monitor their own devices under this organization just like the
enterprise edition. By default, everything belongs to the super organization, unless other customers are
added.

Advanced Analytics 6.3 Study Guide
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FortiSIEM Global Scope

+ Super global is a virtual organization that can view all organizations under management,
including the super organization

Service Provider
Login

®
&)

Customer A Customer C Super

+ This is the default administration view for service provider administrators

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 10
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Super global is a virtual organization that can view all organizations under management, including the super
organization. Users belonging to the super global organization can see other organizations and their data.

After installation, FortiSIEM automatically creates an administrator user with full administrator rights for the
super global and super local organizations. When the user creates a new organization, FortiSIEM creates an
administrator user for that organization. These are accounts with full administrator rights. FortiSIEM users with
full administrator rights can create roles and then create users and assign them a role.

You can configure roles on FortiSIEM to restrict what users can see and do. You can restrict GUI visibility,
organization visibility, and data by writing filters on device type, event type, and any parsed event attribute.

Advanced Analytics 6.3 Study Guide
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Views and Scopes

= Scopes are organization views

+ Local is just the view of an individual
tenant Service Provider

* Local views are available for all
customers under the super global

management
-
| |
1 I
1 I
| |
| Customer A :
Local
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Scopes on FortiSIEM are administrative views where logs sent by a collector from a customer location can be
viewed locally. Therefore, the scope is sometimes called local for an individual customer. Users belonging to
local organizations and user-defined organizations can see only their own organization.

Advanced Analytics 6.3 Study Guide
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Switching Organization View

+ Service provider administrator users can change organization view for administration
purposes

Change Organization View x

Admin View - Local

Admin View - Global

© Switch 1o Organization

Log Qut Banking =

Change View Cancel

Super/Global or Global Scope

@]

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 12

Service provider administrator users can change scopes for administration purposes. This allows the
administrator to change the organization view.

Advanced Analytics 6.3 Study Guide 15
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Default FortiSIEM Login

* Login screen prompts for a CUST/ORG ID

B3 FortiSIEM

USER ID:

Organization: Super User: admin Scope: Global
PASSWORD:

CUST/ORG ID:

DOMAIN: | LocAL s

LOG IN

Organization: Banking User: bankadmin Scope: Local

ﬁ'gE Trairling Institute © Fortinet Inc. All Rights Reservad. 13

You can log in to the supervisor node as a super global user, if you are a service provider administrator. To
log in to the supervisor node as a super global user, in the CUST/ORG ID field, type super. You can also log

in to the individual organization by typing the organization name in the CUST/ORG ID field.

Advanced Analytics 6.3 Study Guide 16
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* A customer administrator can view their
organization by logging in using the
customer administrator credentials from
the default FortiSIEM login

Logging in to the Customer View

B FortiSIEM

USER ID

PASSWORD:

bankadmin

Banking

LOCAL -

LOG IN

CUSTIORG ID:
DOMAIN
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

If you are the administrator for a customer, you can access your organization view by logging in to the default
login screen with an administrator account that was set up for your organization.

Advanced Analytics 6.3 Study Guide
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In this section, you will learn about various common deployment modes for FortiSIEM in a multi-tenant
environment.
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Service Provider Without Collector

10.10.0.0/24

CustomerA Address Range

10.20.0.0/24

r

Address Range
po .: 3 pot
Supervisor
s
FortiSIEM Cluster
10.0.0.0/24
Address Range| 10.30.0.0/24

Address Ran

Super

Service Provider
Infrastructure Devices

CustomerC

+ Each customer has an unique |IP address scheme

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 16

Service providers can deploy FortiSIEM without a collector, which is best suited for a hosting type
environment. The key is that each customer is on a unique IP address scheme, with no overlap allowed.
Typically, each customer device is local to the FortiSIEM cluster, and you can distinguish events and incidents
by filtering with the reporting IP address of devices that belong to individual customers.

Advanced Analytics 6.3 Study Guide 19
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Service Provider With Collector

CustomerA

| .
e FortiSIEM Clusler -

CustomerC Collector CustomerD

» Each customer has one or more collectors installed
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 17

A service provider with a collector is the most common deployment type for service providers or very large
enterprises using multi-tenancy features. This deployment model allows for overlapping IP address ranges.
Each customer can have one or more collectors defined. Collectors can be placed anywhere on the LAN,
WAN, DMZ, or remote sites across the internet or in the cloud. Additional benefits, such as remote
administration of customer devices, is possible if collectors are used.

Advanced Analytics 6.3 Study Guide 20
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Hybrid Deployment

* Mix of customer types

CustomerA

B

Worker
FortiSIEM Cluster

10.0.0.0/24

Address Range 10.30.0.0/24

Address Ran

Service Provider
Infrastructure Devices

CustomercC

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 18

You can also deploy FortiSIEM in a hybrid manner. In hybrid deployments, some customers will have
collectors, which are responsible for collecting and sending logs to the FortiSIEM cluster, while other
customers can send logs directly to the FortiSIEM cluster. The rules of an overlapping IP address schema still

apply in a deployment without a collector. Customers who do not have collectors will need to be on a distinct
IP subnet.
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In this section, you will learn about adding customers on FortiSIEM, and defining collectors for those
customers. You will also learn about adding an IP range for customers without collectors.
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New Customer Definition

« Each new organization is automatically given an organization ID, which will be enriched
in every new event collected or received

|. [— 1 Storage | Organizations ] Organization Definition (Untitled) »
& Device Support welete Organiz ation | nclude IPAP Range

= Full Name Exclude IPAP Range
Adinin User i

Confir
Storage Organizations Credentials Discme/

New Edit Delete Deploy

1D Organization  Full Name  Admin User

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 20

When you create a new organization, the organization name is the name of the new customer, which will be
referenced on the GUI. Typing a value in the Full Name field is optional, and what you type here is not
displayed elsewhere. The values that you type in the Admin User and Admin Password fields define the
local administrator account username and password for this customer. The value that you type in the Admin
Email filed is the email address that will be set for the administrator user for that customer, which is
particularly useful for sending alerts and incidents to the administrator user for that organization. Each new
organization is automatically given an organization ID, which will be enriched in every new event collected or
received for that organization.

Advanced Analytics 6.3 Study Guide 23
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Customer Definition by Address Range or Collector
‘Admin > Setup> Organizations

Organization Definition (Untitled) x
Organization: | | nclude nge
Full Name: Exclude IPNP Range:
Admin User Agent User

Admin Password Agent Password

Confirm Admin Password: [ R | Confirm Agent Password

Admin Email Max Devices:
Phone; Address:

Account Number Account Type:
Suppon Tier Accoumnt Status:
Suppon Team: Account Manager

Collectors New Edi Delens

Collector Name  Collector EPS

Save Cancel

ﬁ.é'E Tl‘ail'lil'lg Institute © Fortinet Inc. All Rights Reserved. 21

Organizations can be defined in one of two ways. You can associate one or more collectors with an
organization. The devices monitored by the collector or the events sent to the collector, automatically belong
to the associated organization. You can also define an IP range for an organization. If the sending IP of a
device belongs in the IP range, then the device and logs belong to that organization.

Advanced Analytics 6.3 Study Guide
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Max Device Definition

* The value in the Max Devices field defines the number of devices the new organization
can have in the CMDB

« This value is reserved from the overall system device license

+ This feature is applicable only to organizations with collectors

Organization Definition (Banking)

Fu Exclude IP/IP Range 9“'““9) x
1 s e ® Use
g Include IPAP Range:
PEISWONG  ssseesssssss Agent Password
Confinm A Confirm Agam Password [ ELCLIR LB A

Agent User

Confirm Admin Password  sssesss

Admin Emailk  agming@bank.com Max Devices: 1600

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

22

The maximum number of monitored configuration management database (CMDB) devices for the
organization can be defined in the Max Devices field. This value is reserved from the overall system device
license. The max device feature is applicable only to organizations with collectors.

Advanced Analytics 6.3 Study Guide 25
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- This value acts as a reservation for the |[Admin=Selip=Organizations)
new organization Organization Definition (Banking)
+ Care should be taken bepause you e e st
cannot define a max devices value
o Admin Password:  eesssssssens Agent Password:
greater than the total system device
license COUnt Confirm Admin Password:  ssssssssss . Confirm Agent Password:
Admin Email: admin x 00
Error: You have reached the Jevices limit for
Phone: the whole system {1500 devices)
Account Number: Account Type:
Suppon Tiern Accoum Status:
Suppon Team: Account Manager:
Collectors:  New Edit Delete
UpLoad Rate
Collector Name Collector EPS Limit Valid Start Date|
Save Cancel
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There is a limit to the maximum number of devices that you can assign to an organization, and that limit
depends on the license that was purchased from Fortinet. You cannot exceed the total devices limit for the
whole system.
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Editing an Organization Definition
« Various fields, including the _
0rgan|za.t|9|:] name‘ can be edItEd Organization Definition (Banking 1D: 2002) x
after definition
gent User
Suppon Tier Account Sats
ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 24

Various fields, including the organization name, can be edited after definition. However, fields such as Admin

Password, cannot be changed.

Advanced Analytics 6.3 Study Guide
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Discovery and Event Collection Without
Collectors
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In this section, you will learn about discovering devices and collecting events for customers without collectors.
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Defining Customers Without Collectors

+ Organizations are defined by a unique IP range which can be:
+ Asingle IP address
« A multiple comma separated IP address
« An IP address range

Organization Definition (Banking 1D: 2002) x
Organization: = Banking Inciude IP/IP Range 10.30.0.0-10.30.0.100, 10.30.0.150
Full Name: ABC Bank Exclude IP/IP Range:
Admin User: Agent User:
Admin Password: l | Agent Password:
Confirm Admin Password: [ Conflrm Ageni Password
Admin Email Max Devices: 0@
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 26
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Organizations without collectors are defined by unique IP addresses, which can be a single IP address,
multiple comma separated IP addresses, or an IP address range. Note that classes inter-domain routing
(CIDR) notation is not supported here. If you have multiple networks defined on a device like a router, then
you need to define the subnet or IP range for each interface on FortiSIEM. All interface IP addresses count

during discovery, unless an exclusion is defined.
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Adding Credentials for Organizations Without Collector
* Performed under the super global or super local view
« Organized naming scheme
Stworage Organizations Credentials Discovery Pull Events Monitor Performance  STM Maintenance Windows Agent  Linu
tep 1: Enter Credentials
New | Edi | Delete | Clone oK <
Name Proweal User Name
OrgA_Windows_Whi ik Microsoft Windows Sesver 2016 orgal adrminist@io CirgA Windows Domain Admin
OrgC_FoniGate_SSH SSH Fortingt Forins, admin OrgC FomiGate aamin
Orgt_SHMP SHMP Generic OrganizationC SNMP Communiy String
Step 2: Enter IP Range to Credential Associations
New | Edt | Delets Test~ oK £
Name | IP [ IP Range Credential Name
10.30.0.42 OrgC_FoniGate_SSH. OgC_SNMP
FOATINET =
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 27

You can add credentials for organizations without collectors on the Credentials tab. You will need to be
logged in as a super global user. It is a best practice to name credentials in an organized manner, so that you

can identify the credentials for each organization.
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Without Collector—Discovery Definitions
* Performed under the super global or super local view
« Organized naming scheme
Storage Organizations Credentials Pull Events Monitor Performance S1
New Edit Delete Scheduled Discover History
Name Type Root IPs Include Range
OrgC-FortiGate Range Scan 10.30.0.42
ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 28

You can define discovery definitions for deployment without collectors on the Discovery tab. You will have to
log in as a super global user. Since multiple discovery entries will be defined under the same view, you should
develop a good naming scheme.
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Without Collector—Discovery

* In this model, only the supervisor performs discovery
’ - ——

Supervisor

p————

| 10.0.0.0/24 weeem

Discover Customer A
IP Range

10.10.0.0/24

N

Discover Customer B

Qange
1

CustomerA

-

NSE Training Institute
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The supervisor node performs all discovery, if there are no defined collectors. The supervisor will
automatically discover devices, applications, and users in the customer’s IT infrastructure and starts
monitoring them.

Any discoveries that do not match an organization IP range belong to the super organization.
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* Introducing a load balancerfor scallng Syslog
. " FortiSIEM Cluster
Supervisor
/ I 10.0.0.0/ 24w

Load

Balancer
NSE Training Institute ©Fartinst Inc. All Rights nmm -

To scale a deployment without collectors, you need to add a load balancer so that logs can be balanced in an
orderly way, and distributed across all workers and the supervisor, without choking the performance of any
single node in the cluster. Remember that not all protocols are supported when you introduce a load balancer
to the environment. Syslog and SNMP traps from the network and servers are fine, but protocols such as WMI
for performance monitoring, or Windows event log collection, are actually polls from FortiSIEM itself, so those
requests cannot be load balanced, and needs to go directly to the device that is being polled.

To identify the customer data, the receiving node in a FortiSIEM cluster without a collector looks up which
customer the reporting IP belongs to, and tags the event with the customer name and customer ID. This way,
you can filter events using the customer ID or name to perform analytics. If an incident is generated for a
customer, you can identify the customer by looking at the events that generated the incident.

Any undefined reporting IP addresses belong to the super organization, and will be tagged as a local asset of
the service provider.
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Scaling Without Collector Deployments

« More workers are needed as the customer load and devices increases

FOrtiSIEM Cluster ™ ' - . 3 ‘ 3 NZ ‘ ‘
s el =~ ~

CustomerA I ‘10.20.0.0/241—
=10.10.0.0/24

‘ = ‘ : " = ‘ B
- - -~ 7|
=7 ~ =~ ~

Supervisor

P

N -—

[
Warker Worker s ’.‘" ‘ "‘\‘
m i CustomerC i i O i ! CustomerE :
bk o A 10.30.0.0/24— | P —10.50.0.0/24=— |
H | ] I i CustomerD E ! H
i } i —10.40.0.0/24 b |
S N H L < |
X w’ork T Wurlueu ! ~ . ‘ul- E > . ! \\‘ W ";'
R ZE LS >) " g
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 3
As the customer base grows and more devices are added to the customer infrastructure, the number of
events per second (EPS) also increases. As the EPS increases, the resources on the FortiSIEM cluster can
be under strain. More workers need to be added to the FortiSIEM cluster to balance the load.
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In this section, you will learn about multi-tenancy architecture on FortiSOAR.
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SOC Management Features on FortiSOAR

Set Role Permissions

ncident: Gorver down
S Incident-51 Server dov

L ol 02/10/2021 G241 DM by Playbe

Queue Management

Unassigned Action Items

@ Incidents Details

Agents

Ticketing Queues

Dashboards & Reports

NSE Training Institute
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When you escalate an alert on FortiSOAR, it becomes an incident. Every incident on FortiSOAR can be
considered as a ticket that an analyst will need to work on until they close the incident.

The FortiSOAR queue management feature provides you with an overview of the work (records) that must be
completed and enables you to assign pending work to users. You can also reassign assignments in case of
absence or analyst shift changes.

Administrators can create applicable dashboards throughout the application. The dashboards are assigned to
users based on their roles. For example, you can create a dashboard that displays alerts that are critical and
high, and then assign them to users who have the role of handling alerts. Users can prioritize their work by
looking at their dashboard, which displays critical and high alerts.

FortiSOAR gives you the option to assign levels of accessibility to users using role-based access control
(RBAC) combined with team membership. You can grant users access to specific modules in FortiSOAR
based on their role permissions. Users exercise their permissions in conjunction with their team
membership(s).
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In an enterprise architecture, there is one single instance of FortiSOAR. You can ingest data using connectors
into FortiSOAR from various devices in your infrastructure. When available, it is recommended that most logs

be sent through the SIEM, rather than through direct connectors.

log aggregation and can be used for analytics and reporting.

This ensures the SIEM is a central point of

After you integrate your FortiSIEM, or any other SIEM solution, with FortiSOAR, incidents generated by
FortiSIEM are ingested by FortiSOAR. Every incident that is sent from FortiSIEM to FortiSOAR is a unique
record on FortiSOAR. You can run remediation playbooks from FortiSOAR against those incidents, and
perform remediation action on the target devices. For example, if the logs that are sent by FortiGate to
FortiSIEM generate an incident that indicates an external malicious actor is trying to access corporate
resources, then FortiSOAR evaluates that incident and rates that external IP against various threat
intelligence platforms. If the IP is malicious, then you can run a remediation playbook to take action against

that IP address. In the scenario shown on this slide, the solution

is to block that IP on the FortiGate firewall.

The playbook can automatically log in to FortiGate and put that IP on the quarantine list for an indefinite period

of time.
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In the case of shared tenancy, tenants share the same system as the primary device; that is, tenants are
local, but with restricted access on the system. The SOC team provides cybersecurity monitoring and
management to various tenants in a single FortiSOAR instance. The shared tenancy model ensures that the
data belonging to different tenants is segregated, and data access is controlled using RBAC. Therefore, a
tenant can view only their own data or record, and not the data of other tenants.

You can give each tenant their own login, which they can use to view their dashboards, report, check the
actions taken on their records, check their SLA management, and so on.
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In the case of a distributed tenancy model, the tenant node instance of FortiSOAR is remote and every tenant
has their own instance of FortiSOAR. The primary FortiSOAR node resides at the MSSP location and
communicates with the tenant node through a secure channel. Tenant data remains in the tenant
environment, and they control how much data they want to share with the primary node. All sensitive
information stays with the tenant node. Since the actual workflow execution happens at the tenant node itself,
the primary node requires only the summary of information to help identify what investigations should run. The
primary node pushes any action that needs to be executed to the tenant node. Similarly, any playbook that
needs to be executed is pushed by the primary node to the tenant node.
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In a multi-tenant hybrid model, the primary node centrally manages some customers. If the customer is
managed by the primary node, then there is no requirement for a tenant node for that customer. Then there
are other customers who use a distributed method. For those customers, you must install a tenant node.
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Review

Identify implementation requirements

Manage organizational scopes

Determine the customer deployment model
Understand EPS and license restriction

Deploy FortiSIEM with and without collectors

Add and define customers on FortiSIEM

Add credentials for organizations without a collector
Discover devices without a collector

Collect logs without a collector

Support high EPS rate log data without a collector
Understand multi-tenancy architecture on FortiSOAR
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By mastering the objectives covered in this lesson, you learned how to deploy FortiSIEM in a multi-tenant
environment and identify key implementation requirements. You also learned about deploying FortiSIEM with
and without collectors, and how FortiSIEM collect logs without a collector.
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In this lesson, you will learn about defining and deploying collectors. You will also learn about collector
operation, and scaling collectors as organizations grow. Additionally, you will learn to ingest data into
FortiSOAR from FortiSIEM.

Advanced Analytics 6.3 Study Guide

42



Defining FortiSOAR, Collectors and Agents

DO NOT REPRINT

EODRTINIET
T\ |

Objectives

* Understand collector architecture

*+ Configure collector buffer size

* Deploy collectors and define upload definition for logs

+ Establish communication between SIEM and a collector

+ Configure collector data uploads in different deployment scenarios
* |dentify various deployment models and scenarios

* Design a scalable SIEM cluster

+ Establish communication between SIEM and FortiSOAR
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After completing this lesson, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding collector architecture, you will be able to configure collector

buffer sizes, define upload definitions for logs, and establish communication with supervisor nodes and
collector nodes.
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In this section, you will learn about collector architecture and various processes involved in collector
architecture.

Advanced Analytics 6.3 Study Guide 44



Defining FortiSOAR, Collectors and Agents

DO NOT REPRINT

CODRTINET
JINTIINL ]

Customer Collectors

+ Typically installed on the customer
premises

+ Allow monitoring and log collection
of local devices

Collector )

Customer Local Devices
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FortiSIEM Cluster

Supervisor

A collector enables FortiSIEM to collect logs and performance metrics from geographically disparate
networks. Data collection protocols, such as SNMP and WMI, are often chatty, and the devices may be
reachable only from the supervisor node through the internet, through a firewall. The Syslog protocol,
especially over UDP, is unreliable and insecure. You can deploy a collector behind the firewall to solve these
issues. The collector registers with the FortiSIEM supervisor node and then receives commands from the

supervisor regarding discovery and data collection.
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Collector Resources

« FortiSIEM collectors are available in three formats

FortiSIEM Collector Minimum Requirements

Virtual Device ISO Image Hardware Device
4v CPU* 4 vCPU 4v CPU
4 GB Ram* 8 GB Ram 16 GB Ram
OS - 25 GB Disk 40 GB Disk 3 TB Disk

OPT - 100 GB Disk

* Absolute minimum
« Using the VM image, you can increase the vCPU and memory to handle greater loads

* You should not decrease resources because there could be a performance impact
resulting in collector failure

FoATINET
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Collectors are available as a virtual device, ISO image, and hardware device. If you use the VM image, you
can increase the vCPU and memory to handle greater loads. FortiSIEM becomes an essential core tool in
your security operations center (SOC) environment, and its use will likely grow over time as the corporate
infrastructure grows. Designing the FortiSIEM deployment to accommodate this increase in use over time
helps to ensure continued system performance, and minimizes the need to re-architect the system in the
future. For that reason, you should not decrease resources because there could be a performance impact
resulting in collector failure.
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Collector Processes

+ Collectors run a reduced set of essential system processes

Process Name
phMonitorAgent
phParser
phCheckpoint
phEventPackager
phAgentManager
phPerfMonitar
phEventForwarder
phDiscover

rsysingd

Status
up
Up
Up
Up
up
Up
up
Up

Up

Up Time

194h 27m 585
221h 46m 135
221h 46m 295
221h 46m 285
221h 46m 295
221h 46m 289s
221h 46m 29s
221h 46m 29s

221h 4Am 495

CcPU Physical Memory
0% 31 MB

1% 636 MB

0% 20 MB

0% 335 MB

0% 45 MB

0% 64 MB

0% 38 MB

0% 44 MB

0% 1 MB

Virtual Memory
1028 MB

1826 MB

126 ME

1072 MB

1511 MB

762 MB

484 MB

431 MB

245 MR
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+ These processes are for specific functions,
event parsing, and log data collection

such as discovery, performance monitoring,
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You can monitor the status of the collectors on the page shown on this slide. Collectors run a reduced set of

system processes, compared to a supervisor or a worker. The processes that run on a collector are for
specific functions, such as discovery, performance monitoring, event parsing, and log data collection.
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Collector Operations

+ Collectors perform local parsing of events and compression on the data

: t " FortiSIEM Cluster -
i s Data HH ### oms E C uster
HTTPS

Collector

Compression

+ Collectors upload the data across an encrypted channel (HTTPS) to the FortiSIEM
cluster

‘"“"'“-" Supervisor

+ Event upload frequency is every five seconds or 10 MB, whichever is reached first
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The collector parses the logs and forwards the compressed logs to the supervisor or worker nodes over an
encrypted HTTPS channel. The collector also buffers the logs locally for a period of time, if the network
connection to the super or worker is not available.

The collector uploads events every five seconds or 10 MB, whichever is reached first. FortiSIEM is a real-time
system, so it attempts to minimize event delay and optimize the send. It is five seconds for low EPS
environments, and 10 MB for high EPS environments. The compression ratio is 8:1, which is accomplished by
standard zlib, which is an algorithm used for data compression.
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The collector enriches each event with a collector ID, organization ID, and name. The collector name is not
added during the event enrichment process. Because the collector performs the enrichment process, it saves
resources on the supervisor node. Having a collector in your environment makes it convenient for MSSP
administrators to query for logs and incidents related to your organization, because all logs being generated
from your organization are tagged with the unique collector ID, organization ID, and organization name.
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« Collectors have a built-in mechanism to buffer events

= PO T

Collector
Data ## s 3 Supervisor B

* Maximum of 10,000 event files are buffered on the collector

» Each event file contains five seconds’ worth of events and is limited to 10 MB in size
(before compression)

* The average event size is estimated to be 200 Bytes
+ Buffer size is dependent upon the EPS being received
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Collectors have a built-in mechanism to buffer events in case there is WAN link failure and you lose
connection to the FortiSIEM cluster. Buffer size is dependent upon the EPS being received. Collectors will
ship the logs automatically when the link becomes available again.

By default, there are a maximum of 10,000 event files that are buffered on the collector. Each event file

contains five seconds’ worth of events and is limited to 10 MB in size before compression. The average event
size is estimated to be 200 Bytes, which depends on the device type and event.
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Collector Buffer Size

« Estimated buffer time:

“ Estimated Buffer Time “ Estimated Buffer Time

55.55 Hours 4000 6.94 Hours

1000 27.77 Hours 5000 5.55 Hours

| 2000 13.88 Hours | 6000 4.62 Hours
3000 9.25 Hours 7000 3.96 Hours

« Estimated amount of time to reach the maximum buffer size on the collector:
+ Default bytes per second = 10 MB/5 sec =2 MBPS
= Total buffer storage = 100,000 MB
« Total time to fill that storage = 100,000/2 = 50,000 seconds
« Total time in hours = 13.8
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This slide shows an example of the estimated time that it would take for the collector to reach the maximum
buffer size for a 2000 EPS license. As you increase the EPS, the buffer storage fills up. The collector drops
events when the buffer is full.
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In this section, you will learn about deploying collectors in a multi-tenant environment.
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Establish Collector Connectivity With a Supervisor

* When initially deployed, the collector is in an
unconfigured state

* During the collector registration process, you
must gather the following information about the
collector:

« The identity of the customer it belongs to
* The location where it will upload data
« The length of time that it is valid

* You can define all the required information
during the collector registration process

}' . ..i Collector =
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When a collector is initially deployed, it is in an unconfigured state. To deploy the collector, you must know
which customer it belongs to, where it will upload data, and how long it is valid.

You can define all the required information during the collector registration process.
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Collector Data Uploads—Single VA

* In this model, the supervisor is the only node collectors can upload data to

HTTPs

CustomerA ( i

Supervisor
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In a single virtual appliance (VA) setup with one supervisor node, specify the supervisor node as the data
upload destination for collectors. This is not recommended in larger setups because it can potentially overload

the single supervisor node.
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* Collectors load balance uploads between workers

FortiSIEM Cluster

CustomerA - b

Collector
-
Supervisor
T 2
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In a FortiSIEM cluster, you can specify one or more worker nodes using the worker |IP addresses. The
collectors load balance across the specified worker nodes. In this manner, streaming analytics, like inline
reports and rules, are distributed over the worker nodes. The best practice is to upload all the data to the
worker nodes and leave the supervisor node for performing other important tasks.
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organization before you set the
worker upload address

+ Collectors receive this information
during registration and this value
tells the collector where to upload
data to
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Worker Upload Settings

* You cannot define collectors for an

Organization Definition (Finanace ID: 2006)

[

Admin Email:

Phone:

Account Number:

Support Ties:

Support Team

Collectors: |

admindlinance.com

Max Devices

Address:

Account Type:

Account Status:

Define

Adm

Upload before adding a Collector

iin > Settings > System

> Worker

Collector Name

Collector EPS

UplLoad Rate
Limit

Valid Start
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You cannot define collectors before you set the worker upload address. Collectors receive the worker upload
address during registration and this value tells the collector to which node it should upload the data. If you
don’t have a worker, then you must at least define the supervisor as a worker.
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Installing a Worker =
* Deploy the image
+ At the command prompt, go to /usr/local/bin
* Run the configFsM.sh script

+ Configure the time zone I
Select Worker for Config Target ——
+ Select fips options

Configure the network

* Verify parameters and run the script
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You can install workers as VA or hardware devices. After you deploy a VA worker for the first time, you must
run the configFsM. sh script to configure the time zone and network configuration. To run the setup script,
log in to the worker as root user and enter the commands shown on this slide. The setup script guides you
through the network configuration where you configure the IP address, gateway, DNS, and hostname.
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* You cannot add collectors to FortiSIEM before defining a worker node

& Setup € All Settings > System > Worker Upload
& Device Support
Worker Address +
EE Health . -
Save
E= License
£ Data Update
o Settings
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If you don’t have a worker node, then you must define the IP address of the supervisor node as a worker
address, so that you can add collectors to the cluster. For larger software-based deployments that involve
multiple collectors, a large number of monitored devices, or devices with high event rates, it is highly
recommended that you deploy one or more workers to distribute workload of the supervisor node. Note that

you can’t add workers to hardware-based appliances.
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Collectors Across the Internet

+ Best practice is to use FQDN for upload address

10.10.10.1

TCP/443 HTTPS TCP/443

Supervisor

Customer Data Center

FW

% e,
=g
% K\? &
Collector

DNS Resolution Data Center Firewall Static NAT T

N ]
i Worker Upload Addresses E
worker1.example.com 198.51.100.5 198.51.100.5 10.10.10.5 | workerl.example.com i
worker2.example.com 198.51.100.10 198.51.100.10 10.10.10.10 i worker2.example.com |
I S £ G = H
(et s e
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super.example.com i

m- .10.10.5
Worker workcrl example.com :
10.10.10.10
worker2.example.com :
Worker "

Each value in the worker upload address must listen on TCP port 443 for connections from collectors. The
more workers you add to the cluster, the more addresses that must be published to the internet. On the data
center firewall, create virtual IPs that map the external public IP to the worker private |IP address. Collector
communication is only one way, so the customer firewall policies must allow all outbound traffic from the
collectors on port 443.
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In a highly scalable design for large providers, you can place a load balancer behind the data center firewall.
You can create a static NAT on the data center firewall, to map the public IP address to the IP address of the
load balancer. That public IP address is the worker upload address for all the customer collectors. The load
balancer should evenly distribute the customer data to the workers in the FortiSIEM cluster.
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Other Collector Communication

+ Collectors still talk to the supervisor, even if they are not listed in worker upload settings

Discovery, test credentials, parser changes, custom performance monitoring tests, and more

Collector health
and tasks over
HTTPS

Supervisor

J@sn|D WaIsmod

= Supervisor Address
Collector

Worker Upload Address
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Even though collectors send data directly to the workers, they still communicate periodically with the
supervisor node.

Collectors use the same communication channel that is used for sending the log data is also used to ask for
any tasks, such as discovery, test credentials, parser changes, custom performance monitoring tests, and
more, from the supervisor node. The supervisor node uses the same session to communicate with the
collectors. You need to allow only an outbound connection in the customer firewall policy. The supervisor
does not explicitly initiate any connections to the collector nodes.
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Service Port Summary

+ Summary of service provider firewall communications

Sup@mlsﬂr Worker ;
FW

From ______|To_________Port _______|Description

FortiSIEM Cluster

Data Center

Collector Supervisor TCP/443 Health/Tasks
Collector All Nodes Defined TCP/443 Event Data
Under Worker
Upload Settings
Super/Worker Collector None
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You must allow only TCP port 443 for the collector to communicate to the FortiSIEM cluster. Collector health
information and tasks are sent only to the supervisor, and the event data is sent to all nodes that are defined
in the worker upload settings. If the supervisor is also a worker, then the supervisor also receives event data.
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In this section, you will learn about the data ingestion mechanism on FortiSOAR, and various settings
available for fine-tuning data ingestion and field mapping within a FortiSOAR module.
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Data Ingestion

+ FortiSOAR has a dedicated data ingestion wizard that facilitates data ingestion from
external SIEM solutions and other third-party sources

* You can schedule data ingestion for periodic data ingestion
Map fields between FortiSOAR module and data source
Define the frequency at which you want to pull content into FortiSOAR

FortiSOAR and its connectors come with sample playbooks for ingesting data from
various SIEM sources, threat intelligence platforms, vulnerability management tools, and
configuration management databases

FoATINET
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You can use the data ingestion wizard to simplify data ingestion configuration and mapping of fields between
the two systems. The wizard fetches sample data from the source, mapping fields from the source data into a
FortiSOAR module, and setting up an ingestion schedule if the connector is enabled for scheduling. Based on
the inputs you provide in the wizard, the system dynamically generates the ingestion workflows without the
user being exposed to the details of playbooks, and easing the process of configuring ingestion.
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Modes of Data Ingestion

- Notification based

+ Certain connectors have a notification service that gets instantly notified when a message arrives on the
server. The notification service, in turn, triggers a FortiSOAR playbook to create FortiSOAR records
from the fetched data.

» Schedule based

+ Use the Fetch APIs of the integration, along with a user-defined query to fetch data from the product
into FortiSOAR. These fetch playbooks are scheduled to run by default, every five minutes. You can
also schedule them to run according to a user-defined interval.

* App push

» Specific connectors have an add-on that is provided by FortiSOAR that you can install on the server
side to push data into FortiSOAR.
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Data ingestion can run in one of three modes:
* Notification based

» Schedule based

* App push

When running in notification-based mode, connectors such as IMAP, Exchange, Syslog, and so on, have a
notification service that is instantly notified when a message arrives on the server. In turn, the notification
service triggers a FortiSOAR playbook to create FortiSOAR records from the fetched data.

When running in schedule-based mode, connectors such as QRadar, Anomali, ServiceNow, and so on, use
the fetch APls of the integration. By default, these fetch playbooks are scheduled to run every five minutes,
which the user can modify to run according to a user-defined interval. Note that most integrations that support
a notification-based ingestion also support a schedule-based ingestion. However, you must configure only one
of the two, otherwise both pull data from the same source, which might result in data loss due to conflicts.

When running in app push mode, connectors, such as Splunk, have a FortiSOAR add-on that you can install
on the server side to push data from the server to FortiSOAR. You configure the add-on with a user password
or appliance-based authentication in FortiSOAR and it triggers FortiSOAR playbooks to create the records in
FortiSOAR.
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Data Ingestion Tab B O
Fortinet FortiSIEM o
* A connector that fetches data from external
sources has a tab called Configure Data
Ingestion

+ Sample ingestion playbooks were created
keeping the following points in mind:

- Each playbook that contributes to data ingestion
contains the following tags: <connector_name=,
<dataingestion>

» Fetch Playbook: This playbook fetches sample data
and is also used for the actual fetch operation once
ingestion is configured

« Data from external systems is presented to the users Use
as source data on the Field Mapping screen in the
data ingestion wizard -

hitps:# 10.0.1.130

Set Passward

Password fields are write-anly. It you do not change this field, your Passward will net be overwritten

Super

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved. 25

Any connector that supports data ingestion has a Configure Data Ingestion tab. The Connectors page has
a section for data ingestion connectors that monitors the data ingestion and provides information on which
connectors are configured for using the Data Ingestion Wizard, as well as other information, such as the
status of a configuration, the schedule for ingestion, when data was last pulled using that configuration, and so
on.

Sample ingestion playbooks were created keeping the following points in mind:

+ Each playbook that contributes to data ingestion contains tags such as <connector_name> and
<dataingestion>.

» Fetch Playbook: This playbook fetches sample data and is also used for the actual fetch operation once
ingestion is configured.

« Data from external systems is presented to the users as source data on the Field Mapping screen in the
data ingestion wizard.
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Sample Playbook to Fetch Data—FortiSIEM

« Sample playbooks are used by the connector to fetch data but can also be used in a
playbook environment

FORTINET

FortiSIEM,

Configurations 1 Actions 7 Playbooks II Agents 0

COLLECTION DESCRIPTION

Fortinet FortiSIEM @ De

Connector Version 4.0.0
Certified: Yes

Publisher: Fortinet

FortiSIEM provides integrations that allow you to query and make changes to the CMDB, query events, and
send incident notifications. Provide actions like get incidents, comment incident, cleared incident, get device
details, get monitored organizations, report related actions and get all associated events for an incident from

tivate Connector

Sample playbooks for "Fortinet FortiSIEM" connector. If you are planning to use
any of the sample playbooks in your environment, ensure that you clone those
playbooks and move them to a different collection, since the sample playbook
collection gets deleted during connector upgrade and delete.

NSE Training Institute

© Fortinet Inc. All Rights Reserved.

26

There are data ingestion connectors, such as Fortinet FortiSIEM, that include sample playbooks that can
fetch data from a SIEM or other data aggregation systems. You can use these sample playbooks in other
playbook environments. If you decide to use the sample playbooks in your environment, ensure that you clone
those playbooks and move them to a different collection, since the sample playbook collection gets deleted

during connector upgrade and delete.
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Review

Understand collector architecture

Configure collector buffer size

Deploy collectors and define an upload definition for logs
Establish communication between SIEM and collector

Configure collector data uploads in different deployment scenarios
Identify various deployment models and scenarios

Design a scalable SIEM cluster

Establish communication between SIEM and FortiSOAR

L O U ¢
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about defining and deploying collectors. You
also learned about collector operation, and scaling collectors as organizations grow.
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In this lesson, you will learn about installing collectors on various platforms, registering collectors on
FortiSIEM, and discovering devices with collectors. You will also learn about managing events per second
(EPS) assignment for collectors.

Advanced Analytics 6.3 Study Guide

69



Operating Collectors

DO NOT REPRINT

EODRTINIET
T\ |

Objectives

+ Assign collectors to organizations

* Discuss EPS on collectors

* Install collectors on various platforms

* Register collectors on FortiSIEM

* Explore the impact of an excessive number of collectors on a FortiSIEM cluster
+ Discover devices with collectors

* Support multiple collectors for a customer

+ Scale customers with collectors

* Manage EPS assignment and elastic EPS

« Configure and manage collector high availability (HA)
* Maintain and troubleshoot collector installation

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 2
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After completing this lesson, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in EPS and collector installation, you should be able to identify EPS

requirements for collectors, the impact of an excessive number of collectors on a FortiSIEM cluster, and
troubleshoot collector installation.
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In this section, you will learn about collector architecture, the minimum guaranteed EPS for collectors, and the
overall super EPS.
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Assigning a Collector to a Customer
« Each organization has one or more collectors defined
Organization Definition (Finanace ID: 2905] - Add Collector x
Name:  Finance Org )
Upload Rate Limit (Kbps) it
Start Time: & Unlimited
End Time: & Unlimited
< Save <
ﬁ'gE Training Institute © Fortinet Inc. All Rights Reservad. 4

One of the ways of defining an organization is by associating it with a collector. The organization’s collector
monitors all devices belonging to that organization, as well as all events.

The Guaranteed EPS setting sets the threshold at which events are always accepted, as long as the event
rate is below the configured value. FortiSIEM reallocates excess EPS, which is the licensed rate minus the
sum of guaranteed EPS across all collectors. It is based on need, but the allocation never goes below the
configured guaranteed EPS value.

The start and end time settings specify the dates during which the collector is active.
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Collector Rate Limiting

* You can limit the upload rate if there are concerns about upload bandwidth use from
customer side

SPEED

) Bandwidth ™ o 5 Mbps,—r UPLOAD
3 1 Collector
- LIMIT

Organization Definition (Banking ID: 2002) - Add Collector

Name:  colieciorl

Guaranteed EPS 100
r{ Upload Rate Limit (Kbps): 500

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

Sometimes concerns may be made over the amount of bandwidth used or available for collector uploads. You
can configure the maximum upload bandwidth value to address those concerns. The default value is

unlimited.
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Minimum Guaranteed EPS

* Minimum guaranteed EPS is configured in the phoenix config.txt file on the

supervisor
minimal eps 1limit=20
* If you define a value less than the minimum, FortiSIEM automatically changes it to
match the minimum

Organization Definition (Finanace |1D: 2006) - Add Collector x

Name:  Finance Org
Guarameed EPS: 10
Upload Rade Limit (Kbps)

Collectors:  New Edit Delete

Lines: 1

Uplouad Rale

Limit Valid End Date

Valid Start Date

Collector

Collector Name

NSE Training Institute ©Fartinat Inc. All Rights Reservad.

FortiSIEM comes preconfigured with a minimum guaranteed EPS. It is set to 20 in the
phoenix config. txt file on the supervisor. So, if you configure an EPS lower than the minimum value,

FortiSIEM automatically changes the value to the match the minimum value when you try to save the
changes.
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Guaranteed EPS and Overall Super EPS

* Deducted from the overall purchased FortiSIEM EPS value

Guaranteed EPS Activities @

Collector

Er
EPS Left for Assignment/ Processing by the Super Org: _

NSE Training Institute ©Fortinst Inc. All Rights Reserved. 7

The purchased EPS licenses are treated like a pool, which you have to distribute across all collectors. The
guaranteed EPS value for each collector is deducted from the overall purchased FortiSIEM EPS value.

For example, if you’ve purchased a 1000-EPS license and configured a new collector with 100 EPS for
customer A, 900 EPS remain in the pool. If you add another collector with 500 EPS for customer B, 400 EPS
remain in the pool. You can use the remaining EPS pool for future customer collectors, or use it for your own
organization to monitor and manage local assets.
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Exceeding Guaranteed EPS

« If the overall total licensed system EPS is exceeded during the guaranteed EPS
definition for a collector, then errors are reported

Organization Definition (Finanace ID: 2006) x
I w
Admin Emall: | agmin&finance com Max Devices: @
Phone: Address:
Account Numbar: Account Type:
Support Tier: St
Suppoit Team: Error: You have reached the total EPS limit for the
whole system (15000 EPS)
Collectors:  New Lines: 1
UpLoad Rate
Callector Name  Collector EPS  Limit valid Start Date  Valid End Date
FOATINET L .
E Training Institute ©Fortinet Inc. All Rights Reserved. 8
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If the overall total licensed system EPS is exceeded during the guaranteed EPS definition for a collector, then
errors are reported. For example, if you purchased a 15,000-EPS license and you try to allocate more than
that value to a single collector, then you will get an error stating that you have reached the total EPS limit for

the whole system.
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Super Organization EPS

* Monitor the service provider's own devices

‘ ~ CustomerA

ForisiEM [p0d o

Cluster Worker

Collector

Worker
.._I .‘_._. > ( {
B ; I

3% ServiceProvider <
~ Infrastructure Devices Collector | %

Super

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. g

A super organization needs its own EPS to manage its own assets. A service provider may have critical
assets within its own organization that must be monitored. For that reason, it's always a good idea to reserve
some EPS for the service provider's own needs.
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In this section, you will learn about installing a collector and then registering it on the supervisor.
Advanced Analytics 6.3 Study Guide 78



Operating Collectors

DO NOT REPRINT

EODRTINIET
TN TIINL- 1

Installing a Collector

* Deploy the image
+ At the command prompt, go to /usr/local/bin
* Run the configFsM.sh script

+ Configure the time zone I
Select Collector for Config Target —— —
+ Select fips options

Configure the network

* Verify parameters and run the script

255 8. --host o
cullector] ssp.com -t 4 —dnsl 10,8.2.254 --dns2 8.8.0.8 o .
install_without fips —testpinghast googie.com

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 11

You can install collectors as VA or hardware appliances. After you deploy a VA collector for the first time, you
must run the configFSM. sh script to configure the time zone and the network configuration. To run the
setup script, log in to the collector as root user, and then enter the commands shown on this slide. The setup
script guides you through the network configuration where you configure the IP address, gateway, DNS, and
hostname.
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Collector Registration

« SSH to the collector

* Run the following command:
phProvisionCollector --add <user> <password> <super IP or host> <organization>

<collectorName>

Organization Definition (Banking ID: 2002)

O ganization: F..‘mlm'ﬂ]

Full Name

Valid Start Date WValid End Date

dmin User

Admin Password l

Confirm Admin Password ]

Admin Email

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 12

After you complete the collector installation, you must register the collector on the supervisor. Before
registration, you must collect information from the organization definition setting of the supervisor, such as
organization name, administrator user, and administrator password. After you have that information, use the
commands shown on this slide to register the collector on the supervisor.
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Successful Collector Registration
« After registration, check the collector status on the supervisor

& Setp Cloud Health | Collector Health | Elasticsearch Health

& Device Suppon Tunnets © Action =

Close Panel Sear Columns ~ Lines: 9 Last update at 12:30:19 PM
Physical
a Process Name Staws |Up Time CPU Memory Virtual Memory
phAgentManager Up 98h 51m 38s 0% 57 MB 1515 MB
phCheck point Up 98h 51lm 38s 0% 23 MB 136 MB
phDiscover Up 98h 51m 38s 0% 49 MB 447 MB
phEvent Forwarder Up 98h 51m 38s 0% 38 MB 489 MB
phEvemPackager Up 98h 51m 3Bs 0% 170 MB 1068 MB
phMonitorAgent Up 98h 51m 39s 0% 540 MB 1031 MB
ﬁ'é'E Training Institute ©Fortinet Inc. All Rights Reserved. 13
After you register the collector, check the status on the supervisor GUI. The Show Processes tab displays
the processes running on the collector and their status, up time, CPU, memory, and more.
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PROCESS

phParser
phAgentManager
phCheckpoint
phDiscover
phEventPackager
phPerfMonitor
phEventForwarder
phMonitor

Apache

Initial Collector Processes Status

+ Before registration, most collector processes are down

+ Only after a successful registration do the services start up
PROCESS UPTIME
phParser DOWN
phAgentManager DOWN
phCheckpoint DOWN
phDiscover DOWN
phEventPackager DOWN
phPerfMonitor DOWN
phEventForwarder DOWN
phMonitor 13:04
Apache 13:09

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.

UPTIME

01:03
01:03
01:03
01:03
01:03
01:03
01:03
15:04
15:09

Before a collector is registered, most processes are down. The services start up only after the collector is

registered successfully on the supervisor.
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Collector License File

- After registration, the collector pulls a license file from the supervisor

« Found under /etc/opsd/

[root@OrgA Collector ~]# 1s -la /etc/opsd/

drwxXrwxrwx 2 admin admin 4096 Sep 28 12:27

drwxr -xr-x. 100 root root 12288 Sep 28 14:06
-rW-rw-Ir—-— 1 admin admin 1121 Sep 28 2019 |.fortisiem4x0

* Removing this file takes the collector processes down, but not instantly

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

Once a collector is registered to a supervisor, it pulls a license file from the supervisor. The file is saved to the
directory location shown on this slide. You should not remove this file because doing so can take down the

collector processes.
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[BEGIN GLOBAL]
APP SERVER HOST=localhost

APP SERVER PORT=443

cust_id=
agent id=

[BEGIN phEventPackager]

parser server upload host=
svn_server upload host=

NSE Training Institute

Collector Configuration File Changes

* Registration populates the phoenix config.txt file on the collector
« This is under /opt/phoenix/config

[BEGIN GLOBAL]
APP_SERVER_HOST=super.example.cam

cust id= 2000

agent id=10000

[BEGIN phEwventPackager]
parser_server_upload host= workerl.example.com,worker2.example.com
svn server upload hosl= work .example .com,worker2.example.com

© Fortinet Inc. All Rights Reserved. 16

Registration populates the collector configuration file with information, such as the cloud URL address of the

supervisor, customer ID, agent ID
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Postgres Details for the Collector

» The Postgres database on the supervisor records a natural ID for the collector, which is
actually the local UUID

[root@OrgA Collector opsd]# cat /sys/class/dmi/id/product uuid

Collector | 564DA6D2-1D90-1483-23F9-43F2AC4A3ABF

* This value is stored in the ph_sys collector table along with the name, organization
ID, and collector ID on the supervisor

psgl -U phoenix phoenixdb
select cust_org_id, name, ip_addr, natural id, collector id from ph_sys collector;

cust_org id | name | ip_addr

natural id | collector id
' t t

+
| OrgA Collector | 10.10.2.91 | 564DA6DZ2-1D90-1483-23F9-43F2AC4A3ABF | 10000

Supenvisor

2000

FoATINET

E Training Institute © Fortinet Inc. All Rights Reserved.

The Postgres database on the supervisor records a natural ID for the collector, which is actually the local
UUID. The local UUID on the collector is recorded in the product uuid file, the location for which is shown

on this slide. The supervisor stores this value in a Postgres table along with the name, organization 1D, and
collector ID.

You can view the Postgres table by running the command shown on this slide. The output shows a table
listing all of the collectors registered to the supervisor. If your collector is listed but it won’t connect, then there
was a problem during registration, which you should investigate.
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Replacing a Collector

+ Sometimes you may need to replace or reregister a collector
« This is a multistep process that requires console or SSH access to the supervisor and
collector

Collector

Supervisor

SSH to the Register the collector

Clear the collector natural ID from
collector on the CLI

the Postgres database on the
supervisor

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

Old configuration settings and license files can prevent a collector from reregistering. If the collector won't
reregister, then you must clear the collector natural ID from the Postgres table on the supervisor. This is a
multistep process that requires console and SSH access to the supervisor and collector.
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Step One—On the Supervisor
* Log in to Postgres on the supervisor

[root@Supervisorl# psgl -U phoenix -d phoenixdb

Supervisor

* Find the correct customer collector name
phoenixdb=> select cust org_id, name, ip addr, eps, natural id, collector id from ph_sys collector;
cust_org_id | name |  ip_addr | eps | natural_id | collector_id

————————————— e e e e e e e e e e e e e e e e e e e
2000 | OrgA Collector | 10.10.2.91 | 200 | 564DAED2-1D90-1483-23F9-43F2AC4A3RARF | 10000

* Clear the natural ID for the correct collector name and then quit Postgres

phoenixdb=> update ph_sys collector set natural id='' where name='OrgA Collector';
UPDATE 1

phoenixdb=> \q

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Log in to the Postgres on the supervisor using the commands shown on this slide. You must identify the
correct customer collector name that needs to be cleared. The name of the collector in the example shown on
this slide is OrgA Collector. To clear the natural ID, use the last set of commands shown on this slide,

which replaces the natural id with none for the collector.
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+ Remove the license file
[root@OrgA Collector 1# rm -f /etc/opsd/.fortisiem4x0

Collector
+ Restart the phMonitor process

[root@OrgA Collector 14 killall -9 phMonitor

* Register through CLI

phProvisionCollector --add <user>» <password> <super IP or host> <organization> <collectorName>

20

m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved.

Now, you must remove the license that was associated with the collector. Identify the license name that is
located in the opsd directory on the collector and remove it. Then, restart the phMonitor process by
stopping the process, which restarts it automatically. Finally, register the collector just as you would register a
new collector.
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In this section, you will learn about discovering devices with the collector.
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Collector Discoveries
+ Discoveries are run by a specific local customer collector
O Discovery
P FortiGate-A
CustomerA _ _ 192.168.1.5
M i "

Collector Relationship
OrgA_Collector

CMDB for Customer-A
Device IP Association
FortiGate-A  192.168.1.5 OrgA_Collector

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 22

The customer's specific, on-premises collectors perform device discoveries on customer networks. This forms

a one-to-one relationship between devices and the collector for all further tasks, such as performance and
availability jobs, or pull event jobs, such as WMI event log collection.
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Defining Collector Discoveries

+ To form the one-to-one relationship between the collector and the organization devices,
define the credentials and discovery ranges under the customer view

Change Organization View »

Credentials Discovery Pull Events  Monitor Performance  STM Mamienance

& Device Suppon Step 1: Enter Credentials
= Health New Edit Delete Clone K < 131 2 >
Snge w1 s EE License
of Settings
e S e e e e Step 2: Enter IP Range to Credential Associations

New Edit Delete Test= B £ 1 i [

Name [ 1P [ IP Range Credential Name

* The collector uses the defined credentials for discovery, connectivity tests, and data
collection jobs

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 23

To form the one-to-one relationship between devices and the collector, you must define the device credentials
for that specific organization and associate them with the applicable IP ranges. Collectors for that organization
use the credentials that you defined for discovery, connectivity tests, and data collection jobs.
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Supporting Multiple Collectors for a Customer

« When multiple collectors are associated with a customer, a drop-down list appears to
allow you to associate credentials and discoveries with a specific collector

Credentials  Discove: fy Pull Events Monitor Performance  STM  Maintenance

Step 1: Enter Credentials Maonitoe Performance  STM Malmenance

MNew | Edit | Delew | Clone

hew dit elete | Scheduled Disconver Hassary Descovened by collecior] =

Kame Protocol Device Type

Type Root 1Ps Inchide Range

Step 2: Enter IP Range 1o Ci

New | Edi | Delete Test=

Mame | 1P | IP Range

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 24

If a customer has multiple collectors, you can associate credentials and discovery targets with specific
collectors. Only the collector that you associate the credentials with can discover devices for the IP range so

that devices do not get duplicated in the CMDB. After you discover the devices, you can view which device
was discovered by which collector.
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Filtering the CMDB by Collector
+ CMDB provides a filter to view which devices are associated with each customer
collector
0 1
__CMDB > Devices e e
y Edit | Delewe | Discoveredbyal= | Q
m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 25

The CMDB provides a filter to view which devices are associated with each customer collector. If you select
Discovered by All, then all the devices discovered by all the collectors for that organization are displayed.
You can also select the individual collector alone, which shows only the devices discovered by that specific
collector.
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In this section, you will learn about scaling customers with collectors.
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Scaling Collectors at Customer Sites—Log Collection

*+ Two things to take into consideration:
+ Direct log collection
» Devices reporting syslog messages to the collector

» Performance monitoring and SIEM collection jobs
= SNMP, WMI collection jobs of CPU, memory, interface stats, and more

* WMI collection of Windows event logs

- Poll
Syslog m
[ -!,".._:.' L
By ik .
Collector g

FortiGate Response Windows
Server

27

© Fortinet Inc. All Rights Reserved.
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If you need to scale collectors at a customer location, you must take two things into consideration. The first is
direct log collection from devices that report syslog messages to collectors. The second is performance
monitoring jobs that are performed by the collector by polling devices using SNMP or the WMI protocol.
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Scaling Collectors at Customer Sites—Log Collection (Contd)

+ As the incoming EPS received by collectors increases, you must deploy more collectors,
or increase resources

; 3
.-" e

o~

\

b= ~f —— | Collector
N7 / m
N Collector

* Resource estimates

Resources m Resources E

2 vCPU, 4GB Ram 8v CPU, 12 GB Ram 6-7k
4y vCPU, 8GB Ram 5k 16 vCPU, 16GB Ram 10k
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 28

As the incoming EPS received by collectors increases, you must deploy more collectors, or increase the
resources on the existing collectors. For example, for an incoming EPS of 10,000, the collector needs at least
16 vCPU and 16 GB of RAM.
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Scaling Collectors at Customer Sites—Polling Jobs

* As performance jobs and SIEM collection
jobs increase, you should deploy more
collectors

+ No more than 300 devices per collector for
SNMP

+ No more than 100 devices per collector for
WMI event log collection /

« SNMPv3 increases the load on collectors, so »
reduce values to accommodate -
Collector // _ﬂ_ﬂ_ﬁ_ﬂ_.d-av - |

S

i
\

Collector = PRae et

m\xh

Collector Bl -‘,"“ .

FoATINET
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For polling jobs, the collector uses either SNMP or the WMI protocol. Unlike syslog, where the devices sent
logs to the collector, the SNMP and WMI protocols require the collector to poll the devices periodically for
performance and security metrics. The fact that the collector must actively poll devices requires additional
processing overhead. You should not have more than 300 devices per collector for SNMP polling. If you're
using SNMPv3, then that device limit is even lower because SNMPV3 is more resource intensive. You should
not have more than 100 devices per collector when using WMI event log collection. You must add more
collectors if the number of devices that you are monitoring keeps growing.
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Impact of More Collectors on FortiSIEM Cluster

+ Recommendation is to add a worker every 10,000 EPS

" FortiSIEM Cluster
g | eps | [
CustomerA Coilector 2500 Collector | |Collector
Supervisor

EPS EPS _— CustomerC
3500 4000 Collector 1500

‘ sl g Collector | |Coblector | |Collector O

i EPS EPS EPS CustomerD

:(R{. j{“\f. 4000 5000 5000

: Worker Waorker :

‘Cﬁr O . EPS O Rnllnmm\ O

%, Worker Worker .‘,'

EPS P CustomerE
EPS EPS 4000 tomier EPS
000 CustomerG CustomerF 30001500

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 30

As you keep adding collectors to organizations to scale their growth, you also must take into account the
FortiSIEM cluster processing load. With more EPS to process, the cluster needs additional processing power.

For that, you should add more workers. Ideally, you should add a new worker for every 10,000 increase in
EPS.
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In this section, you will learn about upgrading collectors.

Advanced Analytics 6.3 Study Guide

99



Operating Collectors
DO NOT REPRINT
HORHNET —

Upgrading Collectors

* Over time, the FortiSIEM cluster is upgraded to a newer release
" FortiSIEM Cluster Super/Worker Upgrade

Collector Upgrade
_ Old nNew
Collector - : E.'-' .-'-_ :: ‘.‘.
iVer: 525} iVer: 621
Old . Ver: 5.2.5:5 solionbionn i
c et m EiVer: 5.2.5: iVer: 6.2.1:
: 2 - i Worker i, Y <

New

+ Best practice is to
customer site

+ Collectors should, at a minimum, be on the same major release as the supervisor and

workers

also upgrade the customer collector, which is typically remote on a

32

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

Collectors should, at a minimum, be on the same major release as the supervisor and workers. For example,
if the supervisor and worker cluster is on version 6.2.1, the collectors could be on version 6.2.0. If the
supervisor and worker cluster is on version 5.2.5, collectors should not be on version 4.10 or issues may
arise. Major releases sometimes introduce new functionality that collectors on older releases may not support.
Always follow the upgrade process mentioned in the Upgrade Guide found on docs. fortinet.com.
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Prepare Collector Upgrade on Supervisor

* Create upgrade directory on supervisor
mkdir -p /opt/upgrade
+ Download the upgrade zip package from Fortinet support site
+ Upload the zip package to the supervisor node under the /opt/upgrade/ folder

* Prepare the collector upgrade image by running the following command on the

supervisor:
phSetupCollectorUpgrade.sh /opt/upgrade/FSM Upgrade All 6.2.1 build0223.zip
<SupervisorFQDN>
m'é“ET Training Institute ©Fortinet Inc. All Rights Reserved 1

Before you can begin to upgrade collectors for organizations, you must prepare the supervisor so that the
collectors can download the upgrade image from the supervisor and then upgrade itself. Create an upgrade
directory on the supervisor under the opt directory. Download the upgrade zip package from the Fortinet
support site, and then upload it to the supervisor node under the /opt/upgrade/ folder. Prepare the
collector upgrade image by running the command on the supervisor, as shown on this slide.
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Process of Upgrading Collector

Service provider administrator instructs the collector to download an image.
n Supervisor gives the collector a task to download from a reachable image

server URL
FortiSIEM Cluster
Collector Upgrade .-"..II-IlIlF'-l-l.lll-ll!.|....'.-.. - :

i Version

N R R~ | P esrrenena,
EW}"E %
Internet : {iVer: 5.2.5}

-:::"'..,' Supervisor Mennanaans® i
e iVer: 624

Collector downloads the new ‘ — i 5

image

Installed i Ver: 6.2.1

Service provider administrator instructs the collector to upgrade

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 34

The service provider administrator who is logged in to the supervisor instructs the collector to download the
collector upgrade image. The supervisor gives the collector a task to download the image from a reachable
image server URL, which, in this case, is the supervisor. The collector downloads the new image. The service
provider administrator then instructs the collector to upgrade itself.
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Upgrade Collectors One by One
* Download the image by clicking
Download Image ‘Admin > Health > Collector Health > Action
* Upgrade the image by clicking Install @ seup Cloud Heakn [ Collctor eamh] Elstcsearch Heath
Image
g 8 Device Suppon Show Processes Tunnels
5 P Start
Organization Mame
: W siop .
= License )
£ Data Update
& Download Update
o} Settings o it s
'"-""'E Training [nstltute © Fortinet Inc. All Rights Reserved. a5

Log in to the FortiSIEM GUI and navigate to the Collector Health page. Select the collector that you want to
upgrade and click Action. In the drop-down list, select Download Image, which instructs the collector to
download the collector upgrade image. The service provider administrator then instructs the collector to

upgrade itself by clicking Install Image.
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In this section, you will learn about EPS architecture.
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Understanding EPS Licensing

 FortiSIEM is a distributed system where events can be received at any node—
supervisor, worker, or collector

g [
—— ﬁ Collector
—-...___‘_‘_‘_‘_‘_H_‘_ o= Supervisor

x‘—‘“‘-——._

T— Worker

« All license enforcement is performed on the number of events received over a three-
minute time period

Licensed or Guaranteed Allowed Incoming Used Unused
Allocated EPS EPS Events EPS Events Events

T

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

FortiSIEM is a distributed system where events can be received at any node, such as a supervisor, worker, or
collector. One of the key requirements for FortiSIEM licensing is the aggregate EPS that FortiSIEM receives.
FortiSIEM calculates EPS over a three-minute period. The total number of events received over a three-
minute period is divided by 180. So, sometimes EPS is referred to as events within a three-minute time

period.
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L
Guaranteed EPS CESEE
» Each collector defined for a customer has O
a guaranteed EPS value defined CustomerA
« This ensures that the collector can
always process EPS at this rate
« Each value is reserved from the overall Guaranteed EPS 100
system license
+ UEBA events are not counted towards Coector Suporvisor
EPS Licensed
EPS 520
UnReserved
EPS220
Guaranteed EPS 150
CustomercC
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 38

You define the guaranteed EPS during the collector configuration process while setting up an organization.
FortiSIEM ensures that the collector can always send EPS at this rate. This is a constant that never changes
during the operation of the collector, unless you modify the collector definition. UEBA events are not counted

toward EPS.
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Incon’"ng EPS Guaranteed EPS 50
« Each collector periodically reports its O @ MERER S5 348
incoming EPS to the supervisor CustomerA
« Network situations do occur whereby a
collector may receive more EPS than it
has been guaranteed a4
@ Incoming EPS 50
Collector Supervisor
Licensed
EPS 520
UnReserved :
EPS 220
Guaranteed EPS 150
O @ Incoming EPS 100
Collector
CustomercC
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Incoming EPS is the EPS that the collector sees, and this value changes continuously. Every collector
periodically reports the incoming EPS to the supervisor. You can view this metric for the collector on the

Collector Health page.
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Beyond Guaranteed EPS (D sormesazrso

« If incoming EPS is more than the O ; @ incoming EPS75 |
1 ]
: &DROP )

guaranteed EPS, events are dropped CustomerA

+ Features, such as EPS bursting, have
been developed over time to help

customers avoid this scenario i e : E
@ Incoming EPS 50
Collector ~ Supervisor
:  Licensed
EPS 520
UnReserved
EPS 220

Guaranteed EPS 150
O @ Incoming EPS 100
Collector

CustomerC

© Fortinet Inc. All Rights Reserved.
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Usually, if the incoming EPS is greater than the guaranteed EPS, then the collector begins to drop events until
the incoming EPS is less than or equal to the guaranteed EPS. However, features such EPS bursting have

been developed over time to help service providers avoid this scenario.
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to burst above their purchased
EPS during an attack or as a result
of configuration errors for a short
period of time

* If the system has built-up unused
capacity

NSE Training Institute

5000
4000
3000
2000

1000 =

© Fortinet Inc. All Rights Reserved

)|
EPS Bursting .
» A built-in FortiSIEM licensing ot
mecnanism o allow the S With 10% Buffer

Allowed Burst
5 x Licensed
ERPS

+ With 10% Buffer
Licensed EPS
1000

Before firmware version 4.10, FortiSIEM dropped events that exceeded 110% of the licensed EPS. Starting
with the 4.10 release, FortiSIEM adds a reservoir of events to reduce the possibility of events being dropped.
This allows greater EPS bursts without event loss. FortiSIEM lets you burst up to five times the licensed EPS
using the currently accumulated unused EPS. To benefit from this EPS bursting, you must have enough
computational power and storage to process the extra EPS. You must provision the system with five times the
licensed EPS to handle potential event surges.
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Initial System EPS
« Allowed events at the start are the same as licensed value
+ Licensed value = license x 180 (seconds) + 10% Buffer
@ Licensed or Allocated : 102060 (520 * 180 = 93,600)
Vg I ] [ @ Allowed : 102960
-9Y3 >
Initial 3 min 6 min
0 min
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 42

When a node is first deployed, the allowed events is the same as the licensed EPS value for a three-minute
duration. This example is based on a 520 EPS license, so the allocated EPS for a three-minute duration is
10,2960, which includes the 10% buffer.
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Used EPS
* Over the course of a day, incoming and used EPS fluctuates
Events .
N i License
Second
Time
00:00 07:00 Working Hours 19:00 23:59
* This should be well within your purchased license limit
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 43

Over the course of the day, the incoming and used EPS fluctuates, but it should be within your purchased
license limit during normal operation.
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Unused EPS

* End result is unused EPS over the course of a day

Events )
Per Licensed
S d
econ Unused Events
Used Events
Time
19:00 23:59

Working Hours

00:00 07:00
* |In fairness, FortiSIEM should be able to accumulate and use this unused EPS, if needed

in the event of a spike

44

© Fortinet Inc. All Rights Reserved.
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FortiSIEM keeps track of unused EPS as the sum of positive differences of allocated EPS and incoming EPS
over all nodes. FortiSIEM can use unused EPS for bursting during attacks or other event surge periods,

beyond licensed EPS.
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Unused Events

Guaranteeﬂ EPS 50

@ Incoming EPS 25
Collector

CustomerA

Guarantead EPS 100

. @ Incoming EPS 50
Collector

Gunrnnteed EPS 150
o @ Incoming EPS 100
Collector
CustomerC
NSE Training Institute

Supervisor

Licensed
EPS 520

UnReserved
EPS 220

© Fortinet Inc. All Rights Reserved.

@ Licensed : 102960

Example based on 520 EP 8 license

b

-~

|

Unused
71460

0 nﬁ

-©

3 min

Licensed
102960

Unused

6 min

Total incoming events = 175 * 180=31500

Used
31500

- @

Reservoir : 71460 — =

At the end of every three-minute interval, incoming EPS is calculated at each event entry node—collector,
worker, or supervisor—and the value is sent to the central decision-making engine on the supervisor node.
The supervisor calculates the unused events by subtracting the total incoming events from the licensed EPS.
In the example shown on this slide, the total incoming EPS from the three collectors is 175. Over a three-
minute duration, that is 31,500 events. The total unused events is 71,460, which is added to the EPS

reservoir.
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EPS Reservoir

+ During every three-minute cycle, the unused events are calculated and then added to an
EPS reservoir

Events
Per
Second

m

00:00 00:03

* This is a global value e @ Cooneed | = @ Used

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

FortiSIEM creates a reservoir of events to use during event bursts. The supervisor receives the incoming EPS
from all the nodes every three minutes, and that incoming EPS is the used EPS available to every node. The
unused EPS is calculated by subtracting the used EPS from the licensed EPS, which is a global value that

can be shared by any node in case there is a burst.
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EPS Reservoir—Rules

+ At midnight, the number of events than can be carried over to the next day is restricted
to 50%

Example based on 520 EPS license
Midnight
vigg

A%

vieg e
¢

NEW
’ gl A

Unused EPS : 374,400

Unused EPS : 187,200

(374,400/ 2 = 187,200)

+ And the whole process of building up the EPS reservoir starts over for the next day

FoATINET

E Training Institute

© Fortinet Inc. All Rights Reserved. 47

At midnight, the number of events than can be carried over to the next day is restricted to 50% and the
process of building the EPS reservoir starts over for the next day.
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Allowed Events

* FortiSIEM can use events in the EPS reservoir if the system suddenly needs to process
more than the license

= The total number of allowed events for the next three-minute interval is the licensed EPS
plus the unused reservoir with the bonus 10% buffer

- Unused
@ Allowed ( @ Licensed Basareol ) X 1 _1
Example based on 520 EPS License Example based on 520 EPS License
@ Licensed : 102960 el S B o 4 4
(93,600 " 1.1 = 102,960) & \{/-.. < >

@ Allowed : 191,862 (102,960 + 71460) x 1.1 = 191,862 K ; ? ; > |

0 min 3 min 6 min

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 48

FortiSIEM can use events in the EPS reservoir if the system suddenly needs to process more than the
license.

The supervisor then computes the allocated EPS for the next three-minute interval for every node, and
communicates those values to every node. The total number of allowed events for the next three-minute
interval is the licensed EPS plus the unused reservoir value, with the bonus 10% buffer. Each node reports
the incoming EPS for the current interval to the supervisor node.
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Unused Event Status Log Messages
* In the phoenix. log file, you can see the licensed, allowed, used, and unused
(reservoir) values every three minutes
2021-08-08T19:41:12 FSM SP Unused event status: Licensed or allocated = 102960,
Total Allowed = 102960 , Used = 77620, Unused = 15980
2021-08-08T19:44:12 FSM SP Unused event status: Licensed or allocated = 102960,
Total Allowed = 120536 , Used = 63965, Unused = 45614
2021-08-08T19:47:12 FSM SP Unused event status: Licensed or allocated = 102960,
Total Allowed = 153134 , Used = 83621, Unused = 55593
* This log file shows the allowed events and unused reservoir values increasing
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 49

You can view the allowed, used, and unused values in the logs. This information is saved in the
phoenix.log file. Note that the allowed events and unused reservoir values keep increasing.
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EPS Reservoir on the GUI
& Sewp License Usage MNodes
& Device Suppon o t Monthly Ussge Report  Last 1 Hour =
B Health Device Usage EPS Uzage
E Data Update A
Banking Mot Specified 2 Used EPS 1 \
o Settings SupesLocal 1500 0 Unused Events 2428
EPS Usage by Node EPS Usage by Orgamization
Name Role EPS Trend Qrganization EPS Trend
permssp Sig ] SuperiLocal 3
Banking 0
FOATINET T -
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 50

You can check the Licensed EPS, Used EPS, and Unused Events on the Usage page on the FortiSIEM
GUL.
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Review

Assign collectors to organizations
Discuss EPS on collectors

Install collectors on various platforms

Register collectors on FortiSIEM

Explore the impact of an excessive number of collectors on a FortiSIEM cluster
Discover devices with collectors

Support multiple collectors for a customer

Scale customer with collectors

Manage EPS assignment

Configure and manage collector HA

OO

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 51

This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned about installing collectors on various

platforms, registering collectors on FortiSIEM, and discovering devices with collectors. You also learned about
managing events per second (EPS) assignment for collectors.
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In this lesson, you will learn about installing and managing FortiSIEM Windows and Linux agents.
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Objectives

+ Understand Windows and Linux agents

Understand agent architecture for service providers

Install a Windows agent
Install a Linux agent
Associate templates with Windows agents

+ Associate templates with Linux agents

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 2

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in Windows and Linux agents, you will be able to install and manage agents in
a multi-tenant environment.
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In this section, you will learn about various FortiSIEM agent components and their features.
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FortiSIEM Agent Components

+ Supervisor node has an integrated agent manager component that manages FortiSIEM
Windows and Linux agents

Multi-Tenant @
Warker .

: Collector .
Supervisor couecror

o

.
&
-
m
§5
o=
L
£5
- o
<

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 4

In all types of deployments, there is one supervisor node and optional worker and collector nodes, depending
on the type of architecture you’ve chosen to deploy. Beginning from FortiSIEM 5.2, the supervisor node has
an integrated agent manager component that manages FortiSIEM Windows and Linux agents.
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Windows and Linux Agents

* Basic and Advanced is old

are provided by default

NSE Training Institute

terminology, now all the features

FortiSIEM Windows Agent Features

Product Feature

Agents

Collection of System, Application and Security Event Logs
(High EPS)

Collect DNS, DHCP, DFS, IS Logs
Event Log Filtering

Local Parsing and Time Normalization
TLS Encryption from Agent Manager

Collection of Other Categories of Event Logs (High EPS)

Installed Software Detection

Registry Change Detection

File Integrity Manitaring

User Defined Custom Log File Monitoring
Extend WMI Monitoring

PowerShell Command Output Monitoring

Removable Drive CD-DVD&USE Monitoring

Basic Agent

Deeper Insight

Advanced Agent
Maximum Visibility

© Fortinet Inc. All Rights Reserved.

Basic and Advanced is old terminology when referring to Windows agents. By default, the new Windows

agent supports all features. Features, such as installed software detection, registry change detection, file

integrity monitoring, extended WMI monitoring, PowerShell command output monitoring, and removable drive
monitoring are supported by the FortiSIEM Windows agent.
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+ Centrally managed on the FortiSIEM GUI

* Installed per server

+ Utilizes the underlying auditd functions of Linux

+ Collect any logs sent to the Syslog facility and delivers over HTTPS to FortiSIEM
* Monitor custom log files

* Provide file change and file integrity and monitoring (FIM) functionality such as:
« File open, close
+ File creations and modifications
« File deletions
« File attribute changes

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 5

Linux agents can be used for FIM to detect file reads, writes, and edits with added user context. The agents
are installed on the servers individually, and centrally managed on the FortiSIEM GUI.

The agents use the auditd daemon on Linux. It is a component of the Linux auditing system that is
responsible for writing audit records to the disk. The audit daemon itself has some configuration options that
you can customize in the auditd. conf file.

Logs collected by the Linux agent are sent to a Syslog facility, such as a FortiSIEM collector, and the collector
delivers the logs over HTTPS to FortiSIEM.
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Agent Licensing

* License type determines whether you are licensed for agents
+ License type also determines whether you are licensed for UEBA agents
+ Agent total is for Windows and Linux agents split across all organizations

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. T

You need to have a license type that supports agents. You can check how many agents are supported in your
license on the FortiSIEM GUI. The number of agents supported is a global value and will be shared across
organizations. If you have more than 200 agents across all organizations that are managed by the supervisor,
then you need to upgrade the license to support additional agents.
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In this section, you will learn about FortiSIEM agent architecture for service providers.
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Windows and Linux Agents

Service Provider
@ Customer 1 Customer 2 @
(]
o
é g
]
o= m-----————- 9.‘_ ---------------- .
> HTTPS £s HTTPS .
. AGENT HEALTH - AGENT HEALTH »
] Supervisor "
(] L]
[ ] L]
i ]
| me [ HTTPS HTTPS god
: " Agent || = = = - - - -} . — ) 6 _____ é ______ k.ﬂgsn[
Collestar ] HTTPS MLUSE HTTPS Collector AGENT Q
LOG DATA
A V.
s o . ’
e ’ -~ )
, - e A
-~ * | -
5 Collector ' % Agent
DATA Upload —
Collector " H
FoATINET e a
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Agents use HTTPS to communicate directly with one or more dedicated customer collectors for log data,
while also reporting health information to the supervisor node only.
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Multi-Tenant Collector Deployment

AT

Service Provider

{
Sl

Integrated
Agent Manager

ST S TA Collector

Customer 1
/ Super Local

Customer 2

! _=""“=~_ | DATAUpload
" HTTPS *~
e D
Supervisor [ m Ig b" Customer 4
A Collector Collactor [
'
] HTTPS
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Agents use HTTPS to communicate directly with one or more multi-tenant collectors to send log data, while
also reporting health information to the supervisor node only.
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In this section, you will learn about FortiSIEM agent installation on Windows and Linux platform. You will also
learn about the agent registration process with the supervisor node.
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Supported OSs for Windows and Linux Agents

+ CentOS 6.x and 7.x * Windows 7 Enterprise/Professional

+ Redhat Enterprise Linux 6.x and 7.x * Windows 8

* Ubuntu 14, 16, 18 * Windows 10

* Amazon Linux 1 and Amazon Linux 2 * Windows Server 2008 R2

* Windows Server 2012
*+ Windows Server 2012 R2
* Windows Server 2016

FoATINET

SE Traiﬂirlg Institute ©Fortinet Inc. All Rights Reserved 12

Windows agent is supported on Windows 7 Enterprise and Professional, Windows 8, Windows 10, Windows
Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, and Windows Server 2016.

Linux agent is supported on CentOS 6.x and 7.x, Redhat Enterprise Linux 6.x and 7.x, Ubuntu 14, 16, 18,
Amazon Linux 1, and Amazon Linux 2.
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Windows and Linux Agent User
+ On the organization definition _Admin > Setup > Organizations
page‘ deﬁne a3 SpeCIaI agent user Organization Definition (FortiCinema) x
and agent password Organization:  FortiCinema inciude iP/iF Range:
* This is used for agent registration i ame:  Fotcinema Usa
with the supervisor FortiSIEM P PeT—— T, | ST—a
Admin PASSWOPd:  suessss Agent Password:
Collector Name Collector EPS Upload Rate Limit Valid $tart Date Valid End Date
Save Cancel
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 13

Before you deploy an agent for an organization, you must define the agent credentials on the supervisor node

The Agent User and Agent Password that you define for an organization will be used to validate agents
registering from that organization to the supervisor node.
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Windows Agent Installation Procedure
* Download two files from the Fortinet Dol Versiona"1.5" ncoding="utr-8"7
" </ = . = i >
Support \.fvebsne <InstallConfig Version="1">
« Agentinstaller <Org>
+ Agent registration XML file <ID>0rg-ID-Number</ID>
: - ! Name>0rg-Name</Name
* Place both files in the same directory </Or;:> e ) g
+ Edit the parameters for agent registration “SUPEEZme Super-IP</Name
% . - < > - <. - 4
in the Ingts_ﬂllSett ings.xml file Port443</Port>
= Organization ID number and name </Super>
= Supervisor IP address and port <Registration>
+ Registration username and password <Username>0rg-Name/Agent-User</Username>
. <Password>Agent-Password</Password>
* Run the agent installer </Registration>
<Proxy/>
<SSLCertificate>ignore</SSLCertificate>
</InstallConfig>
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 14

To install the Windows agent, first you must download two files from the Fortinet Support website—the agent
installer, and the agent registration XML file. Download both files to the same directory. You have to edit the
parameters for agent registration in the XML file. This includes the organization ID number and name,
supervisor |IP address and port, and registration username and password. Finally, you can run the agent
installer.
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Linux Agent Installation Procedure

* Download the shell script Linux agent
installer from Fortinet Support website

OPTIONS:
* Install script needs execute permissions -h Show this message
and you must install it as a root user -5 Super I1P/HostName

-i Organization Id
-p Agent Registration Password
-u Agent Registration User

* You must install the following packages
on the Linux server before installation:

* libcap2-bin -0 Organization

+ auditd -P Proxzxy IP <Optional>

+ setools -0 Proxy Port <Optional>
« Rsyslog

+ |ogrotate

./fortisiem-linux-agent-installer-5.2.0.1424.sh -s <Supervisor-IP> -i
<Organization-Id> -o <Organization-Name> -u <Agent-User> -p <Agent-Password>

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved. 15

To install a Linux agent, you have to download the shell script for the Linux agent installer from the Fortinet
Support site. There are some dependencies you have to be aware of. Make sure you install the packages
listed on the slide before running the installer.

Once you have the dependent packages installed, run the shell script using the command shown on this slide.

The install script needs execute permissions and you must install it as a root user. Fill in the parameters such
as supervisor IP address, organization 1D, organization name, agent username, and agent password.
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 Agents will register with the supervisor node

Agent

"_:@:-

—

&
o m
- E
Elﬁ
mE
2e
T o

(=]

<

Supervisor

+ Agents will automatically belong to the organization detailed in the
InstallSettings.xml file for Windows platform file or the Linux command line
parameters for Linux platforms

+ For every agent registered with the supervisor node, an entry will appear in the CMDB

« Ensure that any firewalls between the agents and supervisor permits HT TPS traffic on
port 443

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 16

After the installation is complete, the agents will register with the supervisor node. The agent will belong to the
organization detailed in the InstallSettings.xml file for Windows platforms, or the command line

parameters for Linux platforms. An entry will appear in the CMDB for every agent that is installed and
registered with the supervisor node.

The registration between the agent and the supervisor node occurs over port 443. Make sure that any firewall
between the agent and the supervisor node permits HTTPS traffic on port 443.
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Agent Communications After Installation
+ Agents will maintain communication with the supervisor after initial installation
. HTTPS l &z
BE| €-cc-cmcemcennns
' L
ES Agent Registration
2’ Health
Supervisor Template Collection
* This serves two purposes:
. Report agent status and health
« Poll and collect any new agent templates
+ By default, each agent will poll the supervisor every minute
ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 17

The agents will continue to communicate with the supervisor node after the initial installation. The reason for
this communication is to report the agent status and to poll for any new agent templates. By default, every
agent will poll the supervisor node every minute.
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Agent
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Agent Uploads After Template Assignment
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Integrated

2

Agent Manager

Supervisor

Collector
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Collector
R —
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When the agent is registered, there is no template associated with the agent. The agent does not upload any
log data until a template is associated with it. When you assign a template to an agent, it will begin uploading
log data based on the parameters that are set in the template.
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In this section, you will explore various CMDB agent statuses from the time the agent is registered and when
a template is associated with the agent.
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Discovery Method Types

* Once an agent is installed, it appears in the CMDB with the Method of AGENT
'CMDB > Devices

0 0] 1 1 0 0 0
Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices
New FartiBank = Discovered by All - Q
Name IP Type Status Discovered Method Agent Policy Agent Status
FortiBank_Collector 10.10.2.64 Generic Unix Pending Nov 20 2018, 12:10:21 PM LOG
fortibank_dc.fortibank.net 10.10.2.63 Windows Unmanaged MNov 20 2018, 02:48:42 PM | AGENT Registered

* The Agent Status column may display various states initially, depending upon whether
a matching template is predefined or not

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 20

Once an agent is installed, it appears in the CMDB with the Method of AGENT. The Agent Status column
may display various states initially, depending upon whether a matching template is predefined or not.
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* Registered—an agent has successfully registered but has not received a monitoring
template

Mame # Type Status Discovered Method Agent Policy Agent Status Manitor Status Event Status

FortiBank_Collector 10.10.7.64 Generic Unix Pending Now 20 2018, 12:10:21 PM LoG Critical

fortibank_dc. fortibank.net 10.10.2.63 Windows Unmanaged | Nov 20 2018, 02:29:24 PM AGENT Registered

+ At this point, a Windows agent license is not used and the device Status column shows
Unmanaged

* As soon as a template is assigned to the agent, the device Status field will change to
Pending, just like the default status for any other device in the CMDB.

m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 21

When an agent is registered successfully but has not received a monitoring template, the Agent Status
column will show Registered. At this point, a Windows agent license is not used and the device Status
column shows Unmanaged. As soon as a template is assigned to the agent, the device Status column will
change to Pending, just like the default status for any other device in the CMDB.
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* The same agent status messages apply to both Windows and Linux agents

0 0 2 2 0 0 0

Rotiters Firewalls Windaws Unix ESX AWS Azure
CMDB = Devices = Server > Unix
New  Edit = Delete  FortiBank =+  Discovered by All = | Q Qaction- B O "
Mame P Troe Status Discovered method Agent Policy Agent Status  Monitor Status  Event Status

LOG Warming

10.10.2.64 Ganeric Unix Pending Nov 21 2018, 12:01:44 PM

FortiBank_Collector

ﬁ.é'E Tl‘ail'lirlg Institute © Fortinet Inc. All Rights Reserved. 22

The same agent status messages apply to both Windows and Linux agents. This slide shows an example of a
Linux agent that has just been installed.
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Other Reported Agent Statuses

* Running Active—agent has received a template and is collecting
+ In the following example, a template was collected during or after registration

* Running Inactive—agent is running but does not have a template

+ This could be related to a template being removed, template not being assigned, or collector not being
assigned

Mame P

Type Status Discoven ed Methad Agent Policy Monitor Status Event Status

FartiBank_ Collector 10.10.2.64 Generic Unix

Pending Nov 20 2018, LoG Normal

Type Status Discovered Method Agent Policy Monitor Status  Event Statwn

FortiBank_Collector Nov 20 2018, 12:10:21 PM

Generic Unix Pending LOG Warning

© Fortinet Inc. All Rights Reserved. 23

NSE Training Institute
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When a template is associated with the agent, the Agent Status column will change to Running Active. At
this point, the agent is actively collecting logs from the device it is installed on and sending them to the
collector or supervisor node.

When the agent is running but does not have a template associated with it, the status will change to Running
Inactive. This could be related to a template being removed, template not being assigned, or collector not
being assigned.
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- Stopped—agent service has been stopped on the device
Hame [ Type Status Discovered Method Agent Policy Agent Status Monitor Status Event Status
FortiBank_Collector 10.10.2.64 Generic Unix Pending Nov 20 2018, 12:10:21 PM LoG Haormal
fortibank_dc. fortibank.net 10.10.2.63 Windows Pending Nov 20 2018, 12:38:27 PM AGENT Stopped

+ Disconnected—the agent has not been communicating with the supervisor for more
than 10 minutes

Name P Tvee Status Discovered Method Agent Policy | agent Status Maonitor Status  Event Status
FortiBank_Collector 10.10.2.64 Generic Unix Pending Nov 20 2018, 12:10:21 PM LOG warning
fortibank_dc.fortibank.net 10.10.2.63 Windows Pending Nov 20 2018, 12:18:27 PM AGENT Disconnected

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 24

If the agent service is stopped on the device, then the Agent Status column will show Stopped. If, for some
reason, the agent is not communicating with the supervisor node because of network connectivity issues, then
the Agent Status column will show Disconnected. Any change in status may take up to one minute because

of the polling interval.
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Other Reported Agent Statuses (Contd)

- Disabled—an admin has disabled the agent
« This status comes from a CMDB/Action to Disable the Agent, which removes any templates
« Select Enable Agent to revert back the status

CMDB = Devices

Mew  Edit = Delete  FortiBank =  Discoveredby All - @ Gaction- B O "

Hame (] Tyee Status Diseovered Mathod Agent Palicy Manitor Status Event Status
FortiBank_Collector 10.10.2.64 Generic Unix Pending Hov 20 2018, 12:10:21 PM LoG Hormal

© Action -
® Quick Info

® @& Device Health
i & Incidents

i ~SNIP =~

& Re-Discover

© Add to WatchList
« Enable Agent

®  Disable Agent

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 25

The Agent Status column will show Disabled if an administrator has disabled the agent. This status comes
from a CMDB action to Disable Agent, which removes any templates. Select Enable Agent to revert the
status.
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(CMDB > Devices

0 0 1 1 0 0 0
Routers Firewalls Windows Unix ESX AWS Azure
CMDB = Devices
New Discoveredby All = Q E o ]
Mame - Type Status Discovered Method Agent Policy Agent Status Monitor Status  Event Status
FORTIBANK_DC 10.10.2.63 Windows Server 1. Pending Nowv 20 2018, 03:59:08 PM WMI, PING Mormal
FortiBank Collector 10.10.1.64 Generic Unix Pending Nov 20 2018, 12:10:21 PM LOG Hormal

« If the agent device has no performance templates assigned, then when the agent is
uninstalled the device is removed from the CMDB

* If the agent device has performance jobs assigned, then the device remains in the
CMDB and the Agent Status and Agent Policy columns become empty

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 26

If the agent device has no performance templates assigned, then when the agent is uninstalled the device is
removed from the CMDB. If the agent device has performance jobs assigned, then the device remains in the
CMDB and the Agent Status and Agent Policy columns become empty.
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Summary of Agent Statuses

+ Agent status reported in CMDB

Agent Status Description

Registered Agent has completed registration but has not received the monitoring
template

Running Active Agent has received a monitoring template and it is performing correctly

Running Inactive Agent is running but does not have a monitoring template. This can be
due to:

* no license
* incomplete definition—no collector or template is defined for that

device
Stopped Agent is stopped on the server
Disconnected Supervisor has not received any status updates from the agent for the

last 10 minutes

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 27

This slide shows a summary of the various agent statuses. These statuses apply to both Windows and Linux
agents.
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Windows Agent Templates and Assignment
NSE Training Institute 28

In this section, you will learn about Windows agent templates and the types of templates that can be assigned
to a Windows agent.
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FortiSIEM Agent Templates

+ Templates are defined on the
FortiSIEM GUI

* One or more templates can be Templates

assigned to the same agent
* The configuration will be merged [ 1

1
@
o D
@
e
[
o=
O -
= c
=]
o
<L

Supervisor
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Templates are defined on the FortiSIEM GUI. Templates define what type of logs the agent will monitor and

upload, such as security event logs, system event logs, DNS logs, DHCP logs, custom application logs, file
integrity monitoring logs, and so on.

You can assign one or more templates to the same agent and the configuration will be merged. For example,
you might use template 1 to collect Windows event logs, and use template 2 to collect Windows event logs
and application logs from DNS and DHCP, and so on.
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Creating a New Windows Template

Storage Organizations Credentials Discovery Pull Events Monitor Performance STM  Maintenance Windows Agent

Windows Agent Monitor Templates

New | Edit | Delete <
Registry Installed Removable
HName Description  Event Log File Log FIM User Log Change Software Drive

* You can define one or more templates that you can use across multiple customers

ﬁ.é'E Tl‘ail'lirlg Institute © Fortinet Inc. All Rights Reserved. a0

You can create one or more templates and use it across multiple customers. You must be logged in as
FortiSIEM super admin to create templates, and the template name must not contain spaces.
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system, or application

Defining Basic Logging for the Template

+ The Event tab allows the definition of which event logs to collect such as security,

Add Windows Agent Maniter Template

Generic UEBA Userlog FIM  Change  Seript

€ Save

Setup

Windaws PowerShell

Oither

NSE Training Institute

€ Cancal

Add Windows Agent Monitor Template

Ganerie Event UEBA Userlog FIM  Change  Seript
T Socun
de Event
de £ 62806,

£swe | € Cancel

Add Windows Agent Monitor Template

Gereric  Event UEBA Userlog FIM  Chamge  Scrigs

© Fortinet Inc. All Rights Reserved.

H

On the Event tab, you can define which event logs to collect, such as security, system, or application. You
can filter all event logs by specifying a semi-colon separated list of event IDs, as either an include or exclude

list.
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L
Enable UEBA
* Enable UEBA to instruct the windows agent to collect UEBA logs
+ UEBA Telemetry License is mandatory to use UEBA
~ Admin > Setup > Windows Agent |
Add Windows Agent Monitor Template
c  Event Iﬂ] korlog FIM  Change  Script
| VEBA: BB [Requires UEBA Tolamatry Liconse
ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 32

On the windows agent template enable UEBA to instruct the windows agent to collect UEBA logs. You must
have UEBA Telemetry License to allow the windows agent to collect UEBA logs.
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Basic Windows Auditing

* Nine main categories for success and failure

A Local Security Palicy =8
File Action View Help

e 2@ X Bm

T Security Settings Policy - Security Setting
b [ Account Policies Audit account logon events Ne auditing
4 g Local Policies Audit account management No auditing
b4 Audit Pelicy Audit directory service access Mo auditing i <
: Audit logon events Properties |2 10|
b L User S’q"" ‘_‘-‘"“""""l Audit logon events Me auditing -
b L@ Security Options Audit object access Ne auditing Local Secarty Seing | Explan
B Windows Firewall with Adfm\c ed Sect Audit policy change o auditing = Nad logen evants
| Network List Manager Policies r
% g Audit privilege use Ne auditing
12 Public Key Policies Audit s track No auditin
bt [ Software Restriction Policies Aud i i No aud i
3 Application Control Policies udit system events © suditing At theas smemmts
-
Success
Fakun
This satting might nat be anforced  cther polkcy s configued to
B ovemde category tevel auce poicy
For more information. see Sucit logon everty (D921468)
FOATINET
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A Windows system audit policy determines which type of information about the system you'll find in the

security logs. Windows uses nine audit policy categories and 50 audit policy subcategories to give you more
granular control over which information is logged.
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FortiSIEM Recommended

+ At a minimum, you should configure the following audit policy:

“Polcy | Doacrton " etings

Audit account logon  For auditing logon activity Select Success and
events and Audit Failure
logon events

Audit object access  For auditing access to files and folders. There is an Select Success and
events additional configuration requirement for specifying which Failure
files and folders, users, and user actions will be audited.

Audit system events  Include system up/down message

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 34

At a minimum, Fortinet recommends that you enable the Audit account logon events and Audit logon
events policies for auditing logon activity. Enable Audit object access events for auditing access to files and
folders. Enable Audit system events for system up and down status messages. Most forensic data requires
you to enable additional policies.
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Advanced Windows Auditing

A Local Security Policy
File Action View Help
& 2m = B

S Security Settings Subcategery

b g Account Policies Audit Account Lockout

4 g Local Policies Audit User / Device Claims
Audit IPsec Extended Mode

ws| Audit IPsec Main Mode

45 Audit IPsec Quick Mode

| Audit Logoff

p L@ Audit Policy
b L@ User Rights Assignment
b Lg Security Options
b ] Windows Firewall with Advanced Security
MNetwork List Manager Pelicies

= “| Audit Logon
Public Key Policies

= Audit Network Policy Senver
o Audit Other Logon/Logoff Events
= Audit Special Logon

Software Restriction Policies
b Application Contrel Policies
b 5 IP Security Policies on Local Computer
a Advanced Audit Policy Configuration
4 1Ny System Audit Policies - Local Group Pelicy Object
5 Account Logon
3 Account Management
b 3 Detailed Tracking
5 DS Access
Logon/Logoff

Policy Change
Privilege Use
System

7 Global Object Access Auditing

Audit Events

Not Configured
Mot Configured
Neot Configured
Not Configured
Mot Configured
Not Configured
Not Configured
Mot Configured
Not Configured
Not Configured

E Training Institute
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The purpose of security auditing is to ensure that events are logged whenever an activity occurs. However,
when every activity is audited, event logs become flooded with irrelevant information that makes it difficult for
network administrators to separate critical events from insignificant ones. Advanced audit policy settings help

administrators exercise granular control over which activities get recorded in the logs, helping cut down on
event noise.

For example, instead of turning on the DS Access audit policy category to troubleshoot a replication
problem—which would generate around eight events every time this activity occurs—an administrator could

turn on the advanced audit policy subcategory for directory service replication, which would only generate one
event instead of eight.

Do not fall for the recommendation to enable only failure events for each category. A common misconception
is that a failure-only audit policy will alert you to all suspicious events. In reality, many of the most important
events in the security log—events such as changes to critical user accounts and groups, account lockouts,
and changes to security settings—are success events.
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new process is created

+ Crucial for determining malicious use of
standard operating system commands

* Needs to be enabled in auditing
+ Include command line in process creation

Subject:

Legon ID:

& roews process has been created

Security ID:
Account Name:
Agecunt Domain

Process Information:
Mew Process ID:
New Process Name:
Token Elevation Type
Creator Process ID:

ADPERF\administrator
administrator

ADPERF

22052

Ol
CAWIndows\ SystemiZ\wscript.eve
TokenElevationTypeDefault (1)

Cunficdc
Process Command Line ~CAWindows, mmﬁ.\'&rlm.m' *Chsystemiiles
\tamp Torare\fifthvsvard) ghts by

Token Elevation Type indicates the type of token that was assigned to the new process in
sccordance with User Account Control peficy.

Security
Microtaft Windows security Logged HRANG 40500 PM
4683 Task Category:  Process Creation

Information
NA

into

Keywords Audit Success
Computer BLUE-FILES. acperf contoso.com

Meore information:  Event Log Online Help

CODTINIET
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Process Command Line Auditing
* Log the process command line when a g Event Properties - Event 4688, Microsoft Windows securty audtng. ISl

Close |

events
Log Mame:
Seurce
Event ID:
Level:
User:
OpCode
Copy
Fommner
NSE Trainirlg Institute ©Fortinet Inc. All Rights Reserved.

Event 4688 documents each program that is executed, who the program ran as, and the process that started

this process.

When you start a program, you are creating a process that stays open until the program exits. This process is
identified by the process ID. You can correlate this event to other events by the process ID to identify what the
program did while it ran and when it exited. This is crucial for identifying malicious use of standard operating

system commands.
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Windows and Linux Agents

From Windows Server 2008 R2
and later, Windows provides
additional event logging
capabilities

Applications and Services Logs
are new categories of event logs
that store events from a single
application or component

These categories of logs include
four main subtypes—admin,
operational, analytic, and debug
logs—but there are others

Each event log may have one or
more of the above subtypes, and
some event logs appear only after
installing particular applications

NSE Training Institute

Windows Advanced Event Logging

File Action  View Help

b ) | 3 I ~  Show Anslhytic and Debug Logs

wpenence

AppXDeployment

AppiDeployment- Server
ApprPackagingOM
SN

AsngredAccess

agnedh ccessdecker
ATAPort

Aude

esourcehanagement!

Masme

Ganaral

Microsoft- Windaws-Storage-ATAPort/ Operational
SATALPM

0Bytes
0 Bytes
OBytes
DBytes
0Bytes
0 Bytes
0 Bytes

© Fortinet Inc. All Rights Reserved.
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Not all these categories are suitable for collection by FortiSIEM because some are capable of creating huge
volumes of events just like a debug command on a busy firewall.

Admin log types are useful for troubleshooting, targeted at end users, administrators, and support personnel.
Operational log types are useful for analyzing and diagnosing a particular problem or occurrence. Analytic

log types are events published in a high volume that trace an issue. Debug log types are used by developers
to troubleshoot issues with applications.

By default, both analytic and debug logs are hidden and disabled.
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* When bad actors or malware get into your network, you need the capabilities to hunt
them down

What was their entry point?
Did they spread between systems?
What happened on a particular system?

Default built-in Windows event logs make it hard to answer these questions

+ Limited information captured for process creation and DLL loading
= Network connection information too limited

+ No way to capture common attacker behavior (for example, thread injection)

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 38

You need additional event logging to identify bad actors or malware that might get into your network. By
analyzing the logs, FortiSIEM should be able to track their entry point, identify whether they spread between
systems, and identify what happened on a particular system. The default built-in Windows event logs make it
hard to answer these questions. There is limited information captured for process creation and DLL loading.
Network connection information is also limited. There is also no way to capture common attacker behavior,
such as thread injection.
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New

Hame

Production_Servers

Creating a New Linux Template
Admin > Setup > Linux Agont

Linux Agent Monitor Templates

Description

Linux Sysleg and File/Directery
Monitoring Template

Syslog

v

Log File

v

[$]

FIM

NSE Training Institute
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* One or more templates can be defined that can be used across multiple customers

39

Similar to Windows agents, you can also create one or more templates for Linux agents that can be used
across multiple customers.
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+ Select the Syslog facility and AT
severity levels for collection
Add Linux Agent Monitor Template 8 x
Generic  Syslog  LogFile FIM  Process Monitoring
Facility All Emurger Alurt Critical Erro Warning HNotice Info Dubug
heee O O a O O m] ] 0o ]
. O O a O O (m] m] ] m]
mail (] O (] O D O (] 0 D
O a (] (m] O (] O (m] (]
auth O a O O O (] O a O
syslog =} =} (=] 1=} = = =8 (] (%]
lpr (] O O D O O (] o (]
ews D O (] 0O D (] D (] (]
uucp O O ] m] O (] O a ]
s Caneel
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On the Linux template, you can select a Syslog facility and the severity levels for collection.

The facility represents the machine process that created the Syslog event. For example, is the event created
by the kernel, mail system, security, or authorization processes? The facility represents a filter instructing the
agent to forward only those events whose facility matches the one defined in this field. So, by changing the
facility and the severity level, you change the number of messages that are sent by the agent.
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Linux Agent—Custom Log Files
+ The Log File specifies the path to _

the files or directories to be

ITIOI'IItOI'ed Add Linux Agent Maonitor Template
* The Log Prefix will be inserted Genae | St | Kakox | 0 | Seveas Sowhorioy

into the Syslog header when Iy iy

delivered to FortiSIEM —

< Save £ Cancel
Add Linux Agent Monitor Template
ﬁ"gﬁ Training Institute © Fortinet Inc. All Rights Reserved. 41

The Log File specifies the path to the files or directories that will be monitored. The Log Prefix will be
inserted into the Syslog header when delivered to FortiSIEM.
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* Available monitoring actions are:
» Open, Close
« Create, Modify, Delete
« Attribute Change

= Changing the directory or file
permissions (that is, chmod)

= All

« The Modify action will contain an
MDS hash code for the new file

+ Compare modified file with
baseline file

+ Agent will not do file integrity
monitoring on root directory.

NSE Training Institute

Linux Agent—File Integrity Monitoring

Add Linux Agent Monitor Template

Sytdog  LogFile  FIM  Process Monitoring

99 08E00E0

Include File/Directory Exclude File/Directory
fetc/hosts

fetc faysconflig/ network-scripts

Actions
Open; Modify; Delete

All

© Fortinet Inc. All Rights Reserved.
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You can use file integrity monitoring to make sure that critical files and directories on servers are not modified.
The Modify action will contain an MD5 hash code for the new file. By default, the agent will not perform any

file integrity monitoring on the root directory. You can also push the modified file to FortiSIEM and you could
also compare the hash of the modified file with a baseline file.
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Linux Agent—Process Monitoring
+ Enable to monitor processes on _
Linux
+ Collect events related to process Add Linesc Agent Monitor Tamplate
Status Generlc  Syslog  LogFBe FIM  Process Monitaring
«
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The Process Monitoring on Linux template is used collect events and logs related to process status on Linux
devices.
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In this section, you will learn about associating a template with a host.
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Windows and Linux Agents

* Devices from each organization
are assigned one or more
templates and one or more
collectors

+ Agents will load balance across
multiple collectors

NSE Training Institute

Associating Templates, Devices, and Collectors

(f Organization

CMDB Devices

Templates

Collectors \

@ ¢ 1

Coliector-A

Collector-8

® Customer 2

Collector-C

Collector

Collector-0

Collector

Tomplate 1

+

=

Collector-E

Collactor

S

® Customer 4 / 'bl‘@T I : .EJ Tompiate 3 E
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Devices from each organization are assigned one or more templates and one or more collectors. Agents will
load balance logs across multiple collectors. For example, if a template is assigned to multiple devices for a
customer with multi-tenant collectors, then the agents will load balance logs across all the collectors defined

for that customer.

Advanced Analytics 6.3 Study Guide

164



DO NOT REPRINT

Windows and Linux Agents

CODRTINET
TN TIINL- 1

* One or more templates are

Host-to-Template Association—Windows
Admin > Setup > Windows Agent

selected along with one or more

[Host To Template Associations |

collectors

Edt

Delete

Agply

Lip Down

Host To Template Associations

* The first policy to match each
agent is used

* The policy order can be moved up
or down

« To take effect, click Apply

Host To Template Assoclations [

New Edit Delete Apply Up Down

Ny

Hast

At O An Tempiate
B Security_Tempiate
ual ¢ * | =
O seec & snow ted clors
B _colie

NSE Training Institute
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When you associate a host with a template, you have the option to select an organization with or without a

collector. If an organization is selected with a dedicated collector, other organizations will be grayed out. If you

select organizations without a collector, then FortiSIEM will allow any multi-tenant collector to be assigned.
You can assign the template to any device within the organization, or you could select specific devices from

the CMDB.

You can select a single template or multiple templates. If you select multiple templates, then the configuration

will be merged. You can select a specific collector or multiple collectors for that organization. If you select

multiple collectors, then logs sent by the agents will be load balanced across the collectors.

The first policy to match each agent will be used. You can move the policy order up or down. For the policy to

take affect you must click Apply.

Advanced Analytics 6.3 Study Guide

165



DO NOT REPRINT

Windows and Linux Agents

L—

CODTINIECT
O M TIINC L
Host-to-Template Association—Linux
« Same rules apply to Linux agents _
+ Policies are evaluated in order [HORTo Sow s Aviscieons |
« Lower order is hlg her priority and the - e Host To Template Associations
policy that matches first is selected \
C‘Ig:ll\l.'.ﬂ'.l)n
Tempiate: [ All Templates
& FiM_Template
Collector: [ Select Al B Show selected collectors only
Host To Template Associations E g r::::
New Edit Delete Up Down - —
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The same rules apply to Linux agents. Policies are evaluated in order, where lower order is higher priority.
The policy that matches first is selected.
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Agent Check In

+ Agents will periodically check in with the supervisor every minute, and collect any new
template associations

« It may take more than a minute for a new template to take effect

Agent Checks In

o

HTTPS j——Agmt

e
[

o
Te
Sc
E‘U
=
D
£5

o
<

Supervisor provides New Templates

Supervisor

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 48

Agents will periodically check in with the supervisor every minute and collect any new template associations.
It may take more than a minute for a new template to take effect.
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Review
v Understand Windows and Linux agents
v Understand agent architecture for service providers
v" Install a Windows agent
v Install a Linux agent
v Associate templates with Windows agents
v Associate templates with Linux agents
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By mastering the objectives covered in this lesson, you learned about installing and managing FortiSIEM
Windows and Linux agents.
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In this lesson, you will learn about rules, including subpatterns in a rule and the backend process that is
involved in evaluating rules and triggering incidents. You will also learn about the sliding time window in a rule,
out-of-box rules, and how each rule time window may be different.
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* Understand rules

Understand the architecture of rule processes

Differentiate between the worker and rule master

Understand the rule engine sliding time window

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Reserved 2

After completing this lesson, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding rules, you will be able to identify the purpose of each rule that

is built into FortiSIEM. Also, by understanding the structure of rules you will be able to create your own custom
rules.
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In this section, you will learn the basics of rule breakdown.
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+ FortiSIEM rules track events to trigger incidents based on various availability,
performance, and security issues in your environment

* There are three kinds of rules:
= Event-based rules
* Based upon tracking real-time events against defined thresholds

« Baseline rules
« Based upon determining if something is abnormally different against a learned baseline of past behavior

« UEBA rules
* Based upon Al and ML

+ All rules are composed of subpatterns that track events over a specified time window
* Rules are evaluated in memory

FoATINET
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FortiSIEM rules track events to trigger incidents based on various availability, performance, and security
issues in your environment.

There are three kinds of rules—event-based, baseline, and UEBA. Event-based rules are based on tracking
real-time events against defined thresholds. Baseline rules are based upon determining if something is now
abnormally different against a learned baseline of past behavior. UEBA rules are based upon Al and ML
algorithm.

All rules are composed of subpatterns that track events over a specified time window and are evaluated in
memory.
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Rule Subpatterns

* Rule subpatterns consists of a filter, group by, and aggregate condition

* Arule could have one subpattern or many subpatterns to be evaluated

* The subpattern determines what data will be evaluated, under what conditions there
should be a match, and how many different matches have taken place

© Fortinet Inc. All Rights Reserved.
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Rule subpatterns consists of a filter, group by, and aggregate condition. A rule could have one or many
subpatterns to be evaluated. The subpattern determines what data will be evaluated, under what conditions

there should be a match, and how many different matches have taken place.
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Subpattern Filter

* You can think of the subpattern filter just like a SQL query, where the whole FortiSIEM
event database is a huge table with many columns

Event Event Type Destination | Customer Win Reporting CPU Util Raw Event Log
Receive Time TCP/UDP D Logon Vendor
Port Id

08:48:57 FortiGate- 10.0.0.1 Fortinet <189>date 2018-
02/02/2018 Traffic-

Allowed ume—OS 47:00 dev
08:49:01 FortiGate- 100215 1 Admin Fortinet <189>date=2018-
02/02/2018 ovent-login- 02-02

success time=08:49:00 dev
08:49:24 Win- 100517 1 0x3B482 Bryan Microsoft FriFeb 2
02/02/2018 Securiity- 15C AccelOps-

4624 WinLog-WMI

* There may be many attributes that are not all populated with data (NULL), because
different events contain different attributes

* The subpattern filter determines which events the rule should be evaluating

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. &

A subpattern defines the characteristics of events that will cause a rule to trigger an incident. A subpattern
involves defining event attributes that will be monitored, and then defining the threshold values for
aggregations of event attributes that will trigger an incident.

You can think of the subpattern filter just like a SQL query, where the whole FortiSIEM event database is a

huge table with many columns that are not all populated with data because every event contains different
values.
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Subpattern Filter as a SQL Query
ANALYTICS |

Filters: Paren Attribute Operator Value Paren

[+ Event Type - S | FortiGate-Traffic-Allowed| | (+]

Event Type Destination | Customer | Win Reporting Raw Event Log
TCPIUDP ID Logon Vendor
Port Id

Event
Receive Time

08:48:57 FortiGateL 0007 A g0
02/02/2018 0202
leed time=08:47:00 dev |
b o e e g e i e e T = PR e R
02/02/2018 event-login- 02-02
e B e e et SHH0CE
| oss034 FortiGate-  10.0.0.1 443 1 Fortinet <189>date=2018- |
1 020212018 Traffic- 02-02 1
L Allowed fime=08:50:33 dev
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 7

The parameters that you specify in the event filter eventually translate to a SQL query. This slide shows
multiple columns with different event attributes and values. If a certain attribute does not apply to an event and
there is no value for that attribute, then it will be populated with a NULL value.

In the Event Filter, if you select Event Type as the attribute and enter the value shown on this slide,

FortiSIEM translates that into a SQL statement to query the table. It will filter out other events and evaluate
those events where traffic was allowed by FortiGate.
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Subpattern Filter—SQL Example Concept
ANALYTICS |

Filters: Paren Attribute Operator Value

Paren

vent Type = B _DEV_MON_SYS_CPU_
© Event Ty p IPH DEV_MON_SYS_CPU UTILI

©

Event Event Type HostIP | Destination
Receive Time TCPIUDP
Port

Customer (VET1J Reporting CPU Util Raw Event Log
ID Logun Vendor

08:48:57 FortiGate- 10.00.1 1 <189=date=2018-
02/02/2018 Traffic- 0202
Allowed time=08:47:00 dev
T BB T T TR T T S s e Wl = B == DR o)
] 02/02/2018 ON_SYS_C SYS_CPU_UTILE 1
L PU UTIL eventSeverity|=P I
e T T hhn T A e T e
02/02/2018 Traffic- 0202
Allowed time=08:50:33 dev
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved.

This slide shows another performance monitoring event type related to CPU utilization. FortiSIEM will
translate the filter into a SQL query, which is shown on this slide. It will filter out other events and evaluate

only those events that are related to CPU utilization.
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ANALYTICS |

Rules

o Destination TCP/UDP Port NOT IN [+ 80443 |

Filters: Paren Attribute Operator Value Paren

©

Event Event Type | Source IP Destination | Customer Reporting CPU Util RawEvent Log
Receive Time TCP/UDP ID Logun Vendor
Port

08:48:57 FortiGate- 10001 <189>date=2018-
02/02/2018 Traffic- 02-02
Allowed time=08:47:00 dev
08:50:34 FortiGate- 10001 443 1 Fortinet <189->date=2018-
02/02/2018 Traffic- 02-02
______ T e . linic-Ut 36 St
I 085045 FortiCate- 198.51.100.0 22 1 Fortinet <189>date=2018-
| 02022018  Traffic 02.02
Denied lime=08.50.44 dev
e e e e e e e e
FOATINET L !
NSE Training Institute ©Fortinet Inc. All Rights Reserved. g

This slide shows another example using the NOT IN operator with the Attribute set as Destination TCP/UDP

Port with a Value of 80, 443. The resulting SQL statement is shown on this slide.

This query will return all events whose destination TCP and UDP port is not 80 or 443, which means all

events whose destination port is not related to HTTP or HTTPS traffic.
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Rule Subpattern—Group By

+ The group by definition will group attributes from events that match the rule filter with
exactly the same values

+ Think of this as a single SQL output row for each group with a COUNT

o 198.51.100.55 192.168.1.1 Terry 2
198.51.100.30 192.168.1.71 1
R i P
oporim! 192.0.2.0 192.168.1.15 Mike 1
User 203.0.113.0 192.168.1.15 Wendy 1
198.51.100.101 192.168.1.1 Terry 1
ﬁ"gﬁ Training Institute © Fortinet Inc. All Rights Reserved. 10

The rule filter will filter out events that are of interest for evaluating a rule, and group by will group all those
events based on the attributes that you define in the Group By field.

In this example, user Terry was found in three events but, from those three events, two of the events match

the group by attribute with a common source IP, reporting IP, and user. Think of this as a single SQL output
row for each group with a COUNT.
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* select * from FortiSIEM where Event Type=‘FortiGate-sslvpn-
logon-failure’
» Group by source IP, reporting IP, and user
Reporting P ' _ User RawEvent Log
08:48:57 021022018 ForiGate-ssl-vpn-logon-failure I 198.51.100.10 | 192.02.10 [ 10.0.1,99 I Ted |:189>date=20134}24.12...
I 1
08:49:01 02/02/2018 FortiGate ssl vpn logon failure | 203.0.1134 I 1920210 | 100198 || Admin | <189>date-2018 02 02...
| | | 1
08492402022018  ForiGate-ssivprlogonailre | 1985110046 | 1920530 | 100210 ! Byan | <189-date=2018.02.02
1 1
08:50:31 02/02/2018 FortiGate-ssl-vpn-logon-failure I 203.0.113.50 I 1920210 | 102255 |I Jan | <189>date=2018-02.02...
1 | | 1
08504502022018  ForiGate-sskvprlogonailre | 1985110046 | 1920530 | 100210 V| Byan | <189-date=2018.02.02..
1 1
08:52:59 021022018 FortiGate-ssl-vpn-logon-failure I 203.0.1134 I 1920210 | 100199 II Admin  1<189-date=2018.02.02...
| i I |
1
P i e ] bowoat ol
|___SourcelP | ReportinglP | User |
20301134 10.0.1.99 Admin
198.51.100.46 10.0.2.10 Bryan
* Would result in the rows 1985110010 10.0.1.99 Ted
= 203.0.113.50 10.2.2.55 Jan
FOATINET Z = a
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 11

This slide shows an example event type filter for FortiGate SSL VPN logon failures. The group by attributes
are set as source IP, reporting IP and user.

In the example shown on this slide, the user Admin has two entries with the same source IP and reporting IP.
So, based on the group by definition, those two entries will be grouped as one.

Similarly, user Bryan has two entries with the same source IP and reporting IP. So, those two entries will also
be grouped as one.

Advanced Analytics 6.3 Study Guide 179



Rules

DO NOT REPRINT

FORHNET
Subpattern Filter—SQL Group By Concept With COUNT

* select count(*), Source IP, Reporting IP, User from
FortiSTEM where Event Type=‘FortiGate-sslvpn-logon-failure’

» Group by source IP, reporting IP, and user
Event Receive Time m

08:48:57 02/02/2018 FortiGate-ssl-vpn-logon-failure | 198 51.100.10 I 1920210 | 100189 ) Ted : <189>date=2018-02-02

08:49:01 02/02/2018 FortiGate-ssivpn-logon-failure | 20301134 | 1920210 1| 100199 I I Admin 1 <189>date=2018-02-02...

08:49:24 02/02/2018 FortiGate-ssl-vpn-logon-failure : 198.51.100.46 : 192.0.5.30 : 10.0.2.10 : : Bryan : <189>date=2018-02-02_..

08:50:31 02/02/2018 FortiGate-sslvpn-logon-failure | 203011350 | 1920210 1| 102255 I | Jan 1< 189>date=2018-02-02...

08:50:45 02/02/2018 FortiGate-ssl-vpn-logon-failure : 198.51.100 46 : 192.0.5.30 : 10.0.2.10 : : Bryan : <189>date=2018-02.02_..

08:52:59 02/02/2018 FortiGate-ssl-vpn-logon-failure | 20301134 | 1920210 | 10.0.199 I| Admin ]4189>date=2018-02-02...
Lo s sn sl PRI

Reporing P | User | COUNT

- With an added count for each row SRt 00158 A E

198.51.100.46 10.0.2.10 Bryan 2

198.51.100.10 100199 Ted 1

= 203.0.113.50 102255 Jan 1
F“""E Training Institute ©Fortinet Inc. All Rights Reserved. 12

This slide shows the same event filter example, but this time there is an additional count column. The filter is
still searching for FortiGate SSL VPN logon failures, and the group by attributes are set as source IP,
reporting IP, and user.

The count column will display the number of times the event was repeated for the same source IP, reporting
IP, and user.

In the results, the user Bryan had SSL VPN logon failures from the same source IP and it was reported twice,
which you can see in the corresponding COUNT column.
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Rule Subpattern—Aggregate Condition

* The aggregate condition is used to perform calculations on the matching data and return
a single result

+ Typical SQL aggregate functions are supported such as:

Function _________| Description

COUNT(Matched Events) The row count of the matching events in the group by condition
COUNT DISTINCT(attribute) Counts the number of distinct attribute values

SUM(attribute) Sum of the numerical values of the specified attribute
AVG(attribute) Returns the average value of the specified attribute
MIN(attribute) Returns the smallest value
MAX(attribute) Returns the largest value
FIRST(attribute) Returns the first value
LAST (attribute) Returns the last value
H“E Training Institute ©Fortinet Inc. All Rights Reserved. 13

The aggregate condition is used to perform calculations on the matching data and return a single result. The
typical SQL aggregate functions are supported. Some of these supported functions are shown on this slide.
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Subpattern Filter—SQL Aggregation Concept
* select Count(*), Source IP, Reporting IP, User from FortiSIEM
where Event Type=‘'‘FortiGate-sslvpn-logon-failure’
» Group by source IP, reporting IP, and user with count >= 3
Event Type | SourcelP | Destination IP | Reporting IP Raw Event Log
08:49:01 02/02/2018 FortiGate-sslvpn-logon-failure 1 20301134 | 192.02.10 I 100199 l Admin <189=>date=2018-02-02__.
[ Obminian s | S ) Toioc ¥ Tobas 1) e | oo |
sy raciesteokonsive (ISR 2020 (RN 100 i 01608 -
| w0z _ roucwasspniooniaee U igastionse | _wzos0 ¥ _woozto | v | covemezvoozte |
_mesne _Fokdseimipmein JSEEEER  wo>c  NEEEEEEENE < oceonnn
I pgs500020022018 ForiGate-sstvpn-logon-failure | 198.51.100.46 I 1920530 | 100210 | Bvan 1 <189>date=2018-02-02 . |
b e e e e e e mEee=de-——- TR — e 2

« Restricting the results to only rows where the COUNT >=3
* Where count(*) in FortiSIEM is represented as count(Matched Events)

| SourcelP | Reporting|P | _User _|__COUNT
3

198.51.100.46 10.0.2.10 Bryan

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 14

Take a look at the same event filter example shown on this slide. This time, the group by condition is
configured to restrict the number of results, which means that only events with same source IP, reporting IP,
and user, as long as the count is equal to or greater than 3, will be evaluated by the rule.
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Rule Subpattern—Multiple Aggregate Conditions

+ Multiple aggregate conditions can exist

« If multiple conditions are specified, then a next logical operator must be defined using
AND or OR

+ In the following example, FortiSIEM needs three or more CPU utilization events to
calculate CPU utilization, and then trigger an incident if the average is greater than or

equal to 95

mm i

COUNT(Matched Events)
AVG(CPU Util) >= 95

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 15

You can also have multiple aggregate conditions using the next operator. If multiple conditions are specified,
then a next logical operator must be defined using AND or OR.

In the example table shown on this slide, FortiSIEM needs three or more CPU utilization events to calculate

average CPU utilization, and then trigger an incident if the average is greater than or equal to 95. This
compound rule is built using the AND operator.

Advanced Analytics 6.3 Study Guide 183



Rules

DO NOT REPRINT

CODRTINET
\ AR |

TN L
Rule Processes
NSE Training Institute 16

In this section, you will learn about rule processes and rule process architecture.
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Rule Processes
phRuleWorker phRuleMaster
* phRuleWorker exists on both the * phRuleMaster queues up the data being
supervisor and workers received from the phRuleWorkers into

« phRuleWorker evaluates non-aggregate buckets

conditions as defined in subpattern filters  + It then wakes up to evaluate all the rule
of a rule in memory, groups eligible data in parallel every 30 seconds, across
events, and sends them to the multiple threads

phRuleMaster on a rule-by-rule and

eniBthreaded hasis * phRuleMaster is present on the

supervisor only
» |t uses a 30-second bucket for this

phRuleMaster Supervisor
phRuleWorker Worker

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved

All FortiSIEM rules processing is performed in memory. There are two backend processes involved—
phRuleWorker and phRuleMaster. There can be many phRuleWorker processes but only one phRuleMaster
in a FortiSIEM deployment. This is how FortiSIEM is able to correlate events from multiple devices and
locations no matter where the data was actually received.

The phRuleWorker exists on both the supervisor and workers. The phRuleWorker process evaluates non-
aggregate conditions as defined in the subpattern filters of a rule in memory, groups eligible events, and
sends them to the phRuleMaster on a rule-by-rule and multithreaded basis. It uses a 30-second bucket for
this.

The phRuleMaster process queues up the data being received from the phRuleWorkers into buckets. It then
wakes up to evaluate all the rule data in parallel every 30 seconds, across multiple threads. The
phRuleMaster process is present on the supervisor only.
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phRuleWorker Architecture

Collector Norer

L ;2 h‘----_,_—-—-_.___‘_\_‘_‘—-_‘-‘_ ‘

e phRuleWorker Supervisor
events s =
e \H
./

Coltesctor,// Summarized

j - Worker data

_‘-‘-‘_\_\_‘_‘_‘_‘—'—\—._
_H_H_‘_h"""‘-—-——-._._.‘ /
/
events - % phRuleWorker phRuleWorker
= 3=

Collector
@ // phRuleMaster

Adding Collectors Adding Workers All-In-One

FLATINET
© Fortinet Inc. All Rights Reserved.

SE Training Institute

Scaling out the rule worker would require adding additional workers. The collectors will send events to the
workers, and the phRuleWorker process on an individual worker will forward those events in a summarized
form to the supervisor node, which also has a phRuleWorker. The task of phRuleWorker on the supervisor is
to summarize events that are sent from organizations directly to the supervisor node and assets that belong to

the super organization.
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thuIeWorkers Feed phRuleMaster

Rule ID: 207, Cust ID: 1, SubPattern- ExcessVPNLoginFailure, Source IP: 198.51.100.50, Reptlp: 192.168.0.1, User- CEO
Collector Rule ID: 207 tID: 1, SubPattern. ExcessVPNLoginFailure, Source IP: 192.0.2.77, Reptip: 192.168.0.1, User. sarah.smith

Rule ID: 325, Cust ID: 1, SubPattern: HighCPU, He I.IF’ 19216801, CPU Utk 57.25
. Rule ID. 325, Cust ID: 1, SubPattern. HighCPU, Host IP- 192 168.0. 1, CPU Util. 55.01
\ Worker
events phRuleWorker Summarized data is Queued
Supervisor phRuleMaster

Rule 10: I:-l Cust IIx 1, SubPatiern: HighMem | Host IP; 192,168,010

Collect/ : ~ = —
. Summarized dataon a | i — T

Rules

1 i
per Rule Basis : Queue
Worker
Rule ID: 207, Cust I- 1, SubPattern: ExcessVPNLoginFaiure, Source P 18851 100.50.._.
events PhRuleWorker e p: 207 cust . 1. subPstiern ExcessVelLoginFaiure, Source P 1820277
thuleworker Rule Cust ID: 1, SubPattern: HighCPU, HostP: 19218301
Rule | CustID: 1, SubPsttern: ExcessVPNLopinFaiure, Source P‘ 192.0.2.142..
Rule ID: 308, Cust 0. 1, SubPatisrn: Hes{Scan, Destination P, 192.02.99.....
1

N —

Collector
./ Rule ID: 207, Cust I 1, SubPattern” ExcessVPNLoginFailure, Source IP: 19202 142 Reptip: 192 168 0.1, User jordon philips
Rule ID: 309, Cust ID: 1, SubPattern: HostScan, Destination IP: 192.0.2 99, Destination TCP/UDP Port: 443
Rule 1D: 104, Cust ID: 1, SubPattern: HighMem |, Host IP: 192.168.0.10, Mem Util. 90.24
Rule ID: 104, Cust ID: 1, SubPattern: HighMem , Host IP: 192.168.0.10, Mem Util: 94.78
ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 19
The phRuleWorkers feed summarizes data based on the event filter and group by conditions of the rule
subpattern conditions on a per-rule basis to the supervisor node. The summarized data is queued by the
supervisor node, waiting to be evaluated by the phRuleMaster.
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phRuleMaster Processing

Generate Incidents

Q Excessive Denied DNS Queries
Source IP: 10.0.0.1

Supemsar "' phRuleMaster

m B Queue ‘

& Account Locked: Network Device
Source |P: 10.0.0.1,
Destination: 20.0.0.10
User: admin

C Suspicious Botnet like End host DNS Behavior
Source IP: 10.0.0.1

m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 20

The phRuleMaster wakes every 30 seconds to analyze the queue. It is the phRuleMaster that evaluates the

aggregation condition of a rule. If the aggregate conditions calculation matches the value defined in the rule,
then incidents will be generated.
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the incident dashboard.

Incident First and Last Occurred Times

+ Because of the 30-second timer for phRuleMaster, the First Occurred or Last
Occurred incident timestamp is either on the minute, or 30 seconds past the minute on

A First Occurred

Mar 05 2019, 01:17:30 PM

Mar 12 2019, 01:43:00 PM

Mar 11 2019, 10:47:00 AM

1] Mar 11 2019, 10:47:00 AM

FoATINET
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Last Occurred

Mar 12 2019, 04:54:00 PM

Mar 12 2019, 04:53:00 PM

Mar 12 2019, 04:52:30 PM

Mar 12 2019, 04:52:30 PM

© Fortinet Inc. All Rights Reserved

Incident

Sudden Decrease in Reported Events
From A Host

Sudden Increase In Denied Outbound
Traffic To A Specific TCP/UDP port

server Disk space Warning

Network Device Hardware Critical Alert

Rules

The 30-second timer for phRuleMaster is the reason why the First Occurred or Last Occurred incident

timestamp is either on the minute, or 30 seconds past the minute on the incident dashboard.

Thirty seconds is an approximation because some rules may take longer to evaluate than others. Some are
looking for occurrences of a single event, some are looking for occurrences of many events, and some are
performing expensive calculations such as SUM across many thousands of matching events.

How much load is on the FortiSIEM is another factor. Every customer is different, and particular rules may or
may not be in play in other customer environments. Even though the rule evaluation is multithreaded, events
may spill across evaluation periods for complex rules.
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In this section, you will learn about the sliding time window that the rule engine uses to evaluate events.
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COUNT
(Matching Events)

It's all about TIME
and matching EVENTS

Event Receive 0

Time o t2 3 t4 t5 6 7T 8 9 0 t11 t2 13 114 t15 t16 17 t18 t19 t20
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Two main dimensions of the rule engine time window are time and events. Events are evaluated over a period
of time and this general condition applies to the entire FortiSIEM. It’s all about time and matching events.
Time here does not refer to the timestamp of the event. It's the time when FortiSIEM received the event.
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+ Each rule on FortiSIEM has a specified time window
» Lots of different values are used in out-of-the-box rules

ARP Exploit - Edit Details Suspicious Logon Failure: no following successful login - Edit Details

Bn ® Step 3: Define Action Step 1: General > [Step 2: Define Candition » | Step 3: Define Action

Step 1: General » |‘§t.p¥: fine Condit

Condition: If this Pattern occurs within any 300 - second time window Condition:  If this Pattern occurs within any 7200 secend time window

* This is the time window that the phRuleMaster will evaluate received data over, based
upon the event receive time

* Minimum is 120 seconds, with no defined maximum

+ Use caution if creating your own rules
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Each rule on FortiSIEM has a specified time window and different values are used in the out-of-the-box rules.
This is the time window that the phRuleMaster will evaluate received data over, based upon the event receive
time. The minimum value for the time window is 120 seconds, with no defined maximum.

If you are creating your own rules, you must set the time window accordingly. You do not want the time
window to be too large or, by the time an incident is generated for your rule it might be too late. At the same
time, you should not make the time window too small because this will consume too much memory
unnecessarily.
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* Consider the matching events timeline for a single rule that has a 10-minute time
window

COUNT
(Matching Events)

"7 H H 1l

-9 3

- 1
L -
vent Receive . .

Time lIQ Evaluation Window

C)
kTE. phRuleMaster wakes up to evaluate the last 10-minute time window for the rule
g then goes back to sleep for 30 seconds
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Consider the matching events timeline for a single rule that has a 10-minute time window. The phRuleMaster
wakes up every 30 seconds to evaluate the last 10-minute time window for the rule.
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* New events are received during the non-evaluation time period

COUNT
(Matching Events)

3 5 1 1 1 | 1
)@\ i : 1 1 : i : -
Event Receive ¥ v v

Time Iimigllgllmi-—

Sliding Evaluation Window

(C]
I% And the process of evaluating/sleeping goes on forever! h
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New events are received during the non-evaluation time period. When the phRuleMaster wakes up after 30
seconds it will evaluate all the events that were received during the non-evaluation period. The events that are
outside the evaluation period, which have passed the evaluation sliding window, will not be considered in the

aggregation calculation by the phRuleMaster.
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« Each rule time window may be different

COUNT :
(Matching Events) Rule ID:79

Rule ID:29

Rule ID:101 Rule ID:231
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% B
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]
Event Receive 1 ¥
Time ‘ - ‘
l IQ Evaluation Windows
phRuleMasteris doing a lot of work in memory.
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Every rule on FortiSIEM may have a different time window, which means that at any given time the
phRuleMaster is evaluating multiple rules all at the same time over various time windows. Some rules might
have a small time window and fewer events to process while other rules might have a large window and many
events to process. All these calculations and processing of events by the phRuleMaster is performed in the

memory, hence it can be very resource intensive.
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v Understand rules

v Understand the architecture of rule processes

v Differentiate between the worker and rule master
v Understand the rule engine sliding time window
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By mastering the objectives covered in this lesson, you learned about rules, including subpatterns in a rule
and the backend process that is involved in evaluating rules and triggering incidents. You also learned about
the sliding time window in a rule, out-of-box rules, and how each rule time window may be different.
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In this lesson, you will learn about the single subpattern security rule. You will also learn about incident
generation and the attributes that are involved in incident generation.
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+ |dentify a single subpattern security rule
* Understand a subpattern in a rule

+ Understand out-of-the-box rules

+ Define conditions in a rule

+ Define actions for a rule

* Understand incident generation

* Learn about incident attributes

* ldentify the incident source and target
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the single subpattern security rule, you will be able to identify out-of-the-box
security rules, which are single subpattern, and understand how incidents are generated by those rules.
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In this section, you will learn about event filters, group by, and aggregation conditions required in a single
subpattern rule.
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+ Single subpattern rules are constructed to evaluate a single condition that has occurred
in an environment

« This could be login failures, high risk IPS events being received, or suspicious
commands being run at the command line, and more

* These are the easiest rules to construct
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Single subpattern rules, as the name suggests, are constructed to evaluate a single condition that has
occurred in an environment. This could be login failures, high risk IPS events being received, or suspicious
commands being run at the command line, and more. These are the easiest rules to construct because, in
most cases, you are simply configuring FortiSIEM to count the number of occurrences of a particular event
being received during the time window.
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Single Subpattern Security Rules

+ ExcessVPNLoginFailure
» 600-second time window

+ Consists of a single subpattern

Multiple Logon Failures: VPN - Edit Details

Step 1: Define Condition ¥

Step 3: Define Action

Single Subpattern Security Rule—Multiple VPN Logon Failures

NSE Training Institute

Step 3: Define Action

Rule Name:
Description: Detects multiple VPN logon failures - 5 consecutive failures in a 10 minute peried
Multiple Logon Failures: VPN - Edit Details
Step 1: General »
Event Type:

Condition: If this Pattern occurs within any 600 - second time window
Paren Subpattern Paren
o o ExcessVENLoginFailure I e

© Fortinet Inc. All Rights Reserved.

This rule is an example of multiple VPN logon failures, which detects five consecutive failures in a 10-minute

period. This is an out-of-the-box rule that is active by default.
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ExcessVPNLogonFailure Subpattern Definition
+ The subpattern consists of Filters, Aggregate conditions, and Group By definitions
Edit SubPattern o x
Filters: Paren Attribute Operator Value Paren Next Row
[+] Event Type L] % EventTypes: VPn Logon Failure -] AND F O @
Aggregate: Paren atribate Operator Value Pa Next Row
[+] COUNT| Matched Events ) »e =5 [+] AND : 0 @
) Source P [+] - + +*
Reparting Device o @ + %
Reporting IP o e +  *
Liser o e * *
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The ExcessVPNLogonFailure subpattern consists of Filters, Aggregate conditions, and Group By
definitions.
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« Determines which events the rule
will evaluate over the last 10-
minute time window

Hame:  ExcessVPNLoginFailure

Filters: Paren Attribute Operator Value Faren

(+] Event Type N % Eventlypes: VPN Logon Failure [+]
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The subpattern filter determines which events the rule evaluates over the last 10-minute time window. It
gathers all received events that are part of the VPN Logon Failure CMDB group. In the example shown on
this slide, there are more than 100 different types of system-defined event definitions from various product
types, such as Cisco ASA, FortiGate, and so on.

You cannot modify the out-of-the-box event types, but you can create your own VPN logon failure event type
in the VPN Logon Failure CMDB group.
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* The Group By definition groups attributes from events that match the rule filter with the
same values

Group By: Attribute Raw Meve
Source IP e @ +
Reporting Device o @ +
Reporting IP o o * *
Use e @ +
Aggregate: Paren Attribute Oiperator Value Paren
+] COUNT{ Matched Events ) %15 [+]

* The Aggregate condition identifies a rule match when a resultant row from the query
has five or more matching events within the sliding 10-minute time window

« Same source IP, reporting device, reporting IP, and user
« In SQL terms, a single row with a count of five or more
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The Group By definition groups attributes from events that match the rule filter with exactly the same values.
In the example shown on this slide, if multiple VPN logon failure events have the same source IP, reporting
device, reporting IP, and user, they are grouped together in one row, and the count column tracks the number
of events for each of those rows.

The Aggregate condition determines a rule match when a resultant row from the query has five or more
matching events within the sliding 10-minute time window.
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In this section, you will walk through a single subpattern VPN logon failure.
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Failure
Event
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FortiSIEM
Logon Attempt

User: CEO

— LAN Resources
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When someone enters incorrect credentials for a VPN logon, a logon failure event is sent to FortiSIEM. If the
number of logon failures within a specified time period is higher than the parameters configured in the rule, an
incident is triggered.
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To make the simulation easier to follow,
a five-minute time window is used

Five-Minute Evaluation Window instead of 10, as in the actual rule.
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To make the simulation easier to follow, the example shown on this slide uses a five-minute time window

instead of the actual 10-minute window. There are four users—Sarah, Ben, Mike, and Tracey—who are part
of the VPN user group.

The phRuleMaster wakes up at 15:05:00 to evaluate the events that have been queued. It evaluates all the
events related to VPN logon failures for the past five minutes. Ben and Mike had two logon failures and
Tracey had one logon failure. The group by definition is configured for source IP, reporting device, reporting
IP, and user. The aggregation count tracks the number of events against each row. In this evaluation period,

the count is less than five for the three users, therefore no incident is triggered and the phRuleMaster goes
back to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes. Any event outside the
evaluation time period is no longer under consideration.

The COUNT column is updated with two for Mike, one for Ben, and one for Tracey. The COUNT value for
each row is still less than five, therefore no incident is triggered and the phRuleMaster goes back to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

This time there is one failure event for Sarah, so a new row is added based on the group by condition, and the

COUNT column is updated with two for Mike, one for Ben, one for Tracey, and one for Sarah. The COUNT
value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, one for Ben, two for Tracey, and one for Sarah. The

COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, two for Tracey, and one for Sarah. The row for Ben is
removed because it is not in the evaluation period. The COUNT value for each row is still less than five, so no
incident is triggered and the phRuleMaster goes back to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, two for Tracey, two for Sarah, and one for Ben. A new row
for Ben is added again because there is a new logon failure event within the new evaluation period. The
COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, two for Tracey, two for Sarah, and one for Ben. The

COUNT value for each row is still less than five, therefore no incident is triggered and the phRuleMaster goes
back to sleep.
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with one for Mike, two for Tracey, three for Sarah, and one for Ben. The

COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with one for Mike, two for Tracey, four for Sarah, and one for Ben. The

COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with one for Tracey, four for Sarah, and one for Ben. The row for Mike is

removed because it is not in the evaluation period. The COUNT value for each row is still less than five, so no
incident is triggered and the phRuleMaster goes back to sleep.
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Five-Minute Evaluation Window
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Finally as the phRuleMaster wakes up at
15.10:00
Evaluation Timer
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with five for Sarah, one for Tracey, and one for Ben. This time there is a
match for Sarah because of the five failed logon attempts.
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Final Subpattern Matches

* The matching group by and aggregation parameters are the only fields that you can use
as inputs to take action

m Reporting Device | Reporting IP m COUNT

192.0.2.77 FW101 192.168.0.1 sarah.smith

Information Available for Incident Generation

SubPattern Filter Attribute Attribute Value
ExcessVPNLoginFailure Source IP 192.0.2.77
ExcessVPNLoginFailure Reporting Device FW101
ExcessVPNLoginFailure Reporting IP 192.168.0.1
ExcessVPNLoginFailure User sarah.smith
ExcessVPNLoginFailure COUNT(Matched Events) 5

ﬁ"é'E Training lnsﬂtute © Fortinet Inc. All Rights Reserved. 22

The matching group by and aggregation parameters are the only fields that you can use as inputs to take
action.
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Rule Options—Multiple VPN Logon Failures

* Once the incident parameters are identified, you must configure an action, and set the
Severity, Category, and Subcategory of the resulting incident

Multiple Logon Failures: VPN - Edit Details

Step 1: General 3 Step 2: Define Condiilon m

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 23

Once the incident parameters are determined, you must configure an Action, along with the Severity,
Category, and Subcategory of the resulting incident.
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Incident Attributes
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In this section, you will learn about incident attributes, severity, and category.
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Incident Dashboard
AINCIDENTS | &
O Acth - | B Cverview & Lnt = I Risk 1 Exploenr Busas MITRE ATTECKS = £ 1 minuite = = Sofoct Bows = | D Time Range: Last 14 Dave > | @ e
Incidents by Category +
Security Performance Availability Change
High High High High
w17 -
0 179 0 6 26 0
Top Incidents 55,
AGENT Server_201% FGT3 Aviatien WIN-AGENT  Seper FGTZ Ben
3 1 1 1 20 FGT3 avie
L
@ No performance metrics from a de O FortiSIEM Agent Operational Erro @ WM Service Unavailable Missing specific performance met
19 Missing specific performance met 1 1 9
FOATINET
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The incident dashboard displays incident information for your IT infrastructure based on the filter conditions

you configure. You can also view incidents grouped by incident attributes, use values in incident attributes to

refine your searches, view information about rules that triggered incidents, and use incident information to
create rule exceptions and event dropping rules.
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Incident Severity and Category

+ Severity is rated 1to 10 'RESOURCE > Rules

+ 1-4 LOW
« 5-8 MEDIUM
« 9-10 HIGH Severity.  4-LOW

« Category determines what Cary | oy
type of incident is being [suecsmgon: ot v |
reported and cannot be

Guipld e odee | ADMIN > Setings > Analytics > Subcategory |

Step 1: General >  Step 2: Define Condition > [} St

+ Subcategory allows further

Categorization Of the incident ({AII Sellings > Analylics > Subcalegory |

and new subcategories can category: subcategory save st |[hoa

be added = =T+l

Paromance Airtine -

Application -
Authentication = N
Behavioral Ancmaly =

FoATINET
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When you configure a rule, you can define the action that must be taken when the rule matches the aggregate
conditions. Before you define an action, you must specify the severity, category, and subcategory for the
incident. Severity is rated 1-10, where 1-4 is low, 5-8 is medium, 9-10 is high. The category determines the
type of incident that is being reported, which is useful for filtering on the incident dashboard. The subcategory
allows a further categorization of the incident.
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Incident Tactic and Technique
+ Select MITRE Technique in the drop- 'RESOURCE > Rules |
dOWn IlSt Multiple Logon Failures: VPN - Edit Details
* Tactic is populated based on the selected Sup 1 Ganerit3  Shep 2 Dnine Canditen's [l
technique
& - MEDIUM -
Category Security
Subcategory Credential Access -
T1110.001] Brute Force: Password Guessing »
Tactics Credential Access
D g
Excepti Undefined Fan |
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In the Technique drop-down list, select a technique that describes the incident that the rule created. The
tactic is automatically populated based on the selected technique.
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Action—Generate Incident

* Only one action is available—Generate Incident

Generate Incident for: Multiple Logon Failures: VPN
_ Incident Artributes: | Event Attribute Subpattern Filter Attribute W
Multiple Logon Failures: VPN - Edit Details Source IP o | ExcessVPNLaginFailure w Sounce IP v o e
i | Destination Host Name o | EmcessVPNLoginFaure  w~  ReportingDeviee ~ ~ |0 | @ ||
Step 1 General > Step 2 Deflne Conditlon > I8 " :
i Diestination P 1 | ExcessvPNLoginFallure v Reporing I oo
o eay L]
& - MEDILIM - User d | EmessVPNLog w  User “ |@ @
Triggered Event Count 1 | ExcessvPNLoginFailum v COUNTMatched Events) ~ |0 | @
fort Attribute +
Incident Tithe:  SincidentCount VPN logon falures for user Suser from SsreipAddr on sorver SdestName
Triggered Attributes:  Avallable: S Selected:
Balioon Target Memory KB l Event Recirve Time
Qutput Ix K-Factor »  Event Type
DDNS Succesful Updates ¢ Reporting Device
Free Inodes MonRoot ~  Reporting IP
Power Chord Status ~ SourcelP
Save Cancel
. - - -
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When you edit the Action field, the only fields that you can select are from the matching subpattern aggregate
and group by conditions. Most often for out-of-the-box rules, the event attribute is the filter attribute, but the
two are different.

In the example shown on this slide, the reporting device is the destination host name and the reporting IP is

the destination IP because the firewall that is reporting the events to FortiSIEM is actually the device where
the VPN terminates, so it is considered the final destination.
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+ Title of the incident can be
CUStomized Generate Incident for: Multiple Logon Failures: VPN
e Add attribute Variables, St]'irlgs, Incident Attributes:  Event Attribute Subpattern Filter Attribute Row
Source IP ExcessVPNLoginFailure w Source [P v 0 @
numbers, and characters to the — —{—— ===
incident title — — N .
estination 1P HE@5s] LoginFailurg w leporting - -]
* Every attribute variable should be User BxesVPNLoginfile v User v o|e
preceded by a $ Sign Triggered Event Count ExcessVPNLoginFailure v  COUNTIMatchedEvents) + © | @
« Select the attribute variable in the Insert Atrbute fouin
drop—down ||St iI‘l the Insert ncident Title:  SincidentCount VPN fogon failures for user Suser from SsrclpAddr on server SdestName| DeStination Host Name
Attfibute ﬁeld Triggered Attributes: Available: Selected
Balloon Target Memory KB l Event Receive Tim L ke LA
Qutput Ix K-Factor > Event Type
DDNS Succesful Updates < Repaorting Device
Free Inodes NonRoot - Reporting IP
Powaer Chord Status » Source IP
Save Cancel
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You can customize the default incident title by adding attribute variables related to the incident, strings,
numbers, and characters. You should precede each attribute variable that you type in the incident title with a
$. When the incident is generated, the title of the incident has the value associated with the attribute variable
that you specified in the incident title.
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Default Incident Name and Event Type

* When an incident triggers, a new event is generated in the back end
« This is determined by the name populated in the event type field

3 - r Incident
Account Locked: Domain - Edit Details
_ Step 2: Define Condition »
Rule Name:
Details Events Rule | & Auto expand Lol
Dascription —
|De:ecvs account lockout caused by excessive logon falures | Definition of Rule that Triggered the Incident = |
j Name: Account Locked: Domain
Status: ACTIVE Notfication Frequency. 1 Da Incident Category. Application
Description: Detects account lockout caused by excessive logon failures
[ : PATTERN Domai Lockout
Evenl Type OCCURS in any 600 second time window
Cloar If:
Incidents: GENERATE Severity 10 (HIGH) Incident: PH RULE ACCOUNT LOCKOUT DOMAIN Display Name: Account Locked: Domain
Remediaton Note WITH Destination Host Name = DomalnAcctLockout. Reporting Device, D P =D ockout Rep a
IF. User = ockout User, Trigg Event Count = DomainAcctLockout COUNT({Maiched Events)
e T .
NSE Training Institute ©Fortinet Inc. All Rights Reserved. an

When an incident triggers, a new event is actually generated in the back end, which is not visible by default.
The name of the incident is determined by the rule name, and the description of the incident is also borrowed
from the description in the rule.
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Incident Name and Event Type—Multiple Logon Failures: VPN

A Last Occurred Incident

Reporting Source

Forticlientsslvpn

Details Events Rule O Auto expand

Definition of Rule that Triggered the Incident =

Name: Multiple Logon Failures: VPN

Status: ACTIVE Notification Frequency: 1 Day Incident Category: Network
Description: Detects multiple VPN logon failures - 5 consecutive failures in a 10 minute period
Remediation:

Conditions: PATTERN ExcessVPNLoginFailure
OCCURS in any 600 second time window

Clear If;

Incidents: GENERATE Severity 4 (LOW) Incident: PH_RULE_EXCESS FAILED LOGON_VPN Display Name: Multiple Logon Failures: VPN

WITH Source |P = ExcessVPNLog e Source IP, Destination Host Name = ExcessVPNLoginFallure Reporting Device, Destination IP = ExcessVPNLoginFallure Reparting 1P,
ExcessVPNLoginFailure. COUNT(Matched Events)
FoATINET e T
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This slide shows another incident example—Multiple Logon Failures: VPN. The Source, Target, and Detail
columns show a single line summary of the incident, which is automatically determined by FortiSIEM by
analyzing the incident attributes that you defined in the rule.

What was considered the source of the attack and the target in your environment against which the attack
was made, and any other quick supporting details, are populated by extracting the information from the
events. Additionally, other incident attributes that have been generated that are not related to the source or
target are collated under the Detail section of the incident. This information is important for notification policies
and, especially, remediation actions.
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Incident Source Attributes
+ If an incident attribute is in this table (hardcoded), it appears under the Incident Source
field on the Incident tab.
Incident Source Attributes
Source IP Source Interface SNMP index Source State
Source MAC Sent TCP flags Source City
Source TCP/UDP Port Source Host Name Source Organization
Source Autonomous System Number Source Firewall Zone Source Latitude
Source VLAN Source FibreChannel WWN Id Source Longitude
Source Interface Name Source TOS Source App Name
Source Device Port Source Interface Alias Source Application Protocol
Source DSCP Source Physical Machine Name  Source User
Src Terminal Name Source Domain
Source VM Name Source Country
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 32

The incident source attributes shown on this slide are hardcoded on FortiSIEM. These attributes will appear
under the incident source field on the Incident tab. The most common source attributes are source IP and
source user.
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Incident Target Attributes
Incident Target Attributes

Application Name Destination Destination Longitude Target Name Host State

FibreChannel WWN

Id
Destination IP Destination Interface Destination Application  Target Type Host City

Alias Protocol
Destination Host Destination DSCP Destination User Target Hash Host Organization
Name Code
Destination MAC Destination VM Target Host MAC Host Vendor Host Latitude

Name
Destination Destination Physical Target Host Name Host Model Host Longitude
TCP/UDP Port Machine Name
Destination Destination Target Computer Host IP Host Name
Autonomous System Resource Pool
Number

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 33

The incident target attributes shown on this slide are hardcoded on FortiSIEM. These attributes will appear
under the incident Target field on the Incident tab. The most common target attributes are destination IP,
destination host name, host IP, and host name.
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Incident Target Attributes (Contd)
* Reporting IP and reporting device are not incident target attributes
Incident Target Attributes
Destination VLAN Destination Domain  Target Domain User
Destination Interface Destination Country Target Object Type Host MAC
Name
Destination Device Destination State Target Object Name Host VLAN
Port
Destination Interface Destination City Target Cluster Balance  Host Location
SNMP Index
Received TCP flags Destination Target User Host Virtual IP
Organization
Destination Firewall Destination Latitude Target User Group Host Country
Zone
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 34

This slide shows a few more examples of incident target attributes. Note that the reporting IP and reporting
device are not incident target fields. So, if you have the reporting IP or reporting device as filter attributes
while defining incident attributes, you must select a different event attribute.
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Incident Attributes Special Case

+ User and Target User are both incident target fields by default

User Target User

Incident Target Attributes %

+ If a list of incident attributes contains both User and Target User, the user attribute is
placed in the incident source field

Incident Source Attributes Incident Target Attributes

User Target User

FoATINET
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This is one of the special cases where User and Target User are both incident target fields by default. If a list
of incident attributes contains both User and Target User, the user attribute is placed in the incident source
field.
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User vs. Target User

« What is a user and target user?

« Think about a login to the network or a device
There is only one field in the log message related to the user who tried to log in

* Now, think about an administrative change to a user account in Active Directory—maybe
an account was disabled
« The log contains two user-related fields
» Who made the change, and which account was modified

* In this case, FortiSIEM parses the account that was changed to be the target user, and
who made the change as the user

User Target User

FoATINET
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To differentiate between the user and target user, think about a login to the network or a device. There is only
one field in the log message related to which user tried to log on. Now, think about an administrative change
to a user account in Active Directory—maybe an account was disabled. The log contains two user-related
fields—the one who made the change, and whose account was modified. In this case, FortiSIEM parses the
account that was changed to be the target user, and who made the change as the user.
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Incident Attributes: Event Attribute Subpattern Filter Attribute Row
£ ] T i A e e
1 Source IP =  ExcessVPNLoginFailure %+  Source P i © @ :
e i s s i s s e Bt o e e o B e e s o e i -
P L L D O L L D D e D L D L B, B b B D e L O DO DL L Lo L D L L O D R,
] I Destination Host Name = ExcessVPNLoginFailure % Reporting Device s © @ :
N s s s oo s o o s e o e B S o S S o e . i
r Destination IP =  ExcessVPNLoginFailure ¥ Reporting IP s+ © © -;
] ]
Lai -
L User = ExcessVPNLoginFailure $+  User . 0| O 1
]
: Triggered Event Count =  ExcessVPNLoginFailure ¥+  COUNT(Matched Events) v [+] -] :
Repaorting ] 1 Target
FOATINET Z = -
NSE Training Institute ©Fortinet Inc. All Rights Reserved. ar

Take a look at the incident attributes for the Multiple Logon Failures: VPN rule shown on this slide.
The incident Source is the Source IP event attribute.
The incident Target is the Reporting IP, Reporting Device, and User attributes.

Any other event attributes, in this case Triggered Event Count, are displayed in the incident Detail.
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section

Action—Triggered Attributes

* You must specify which attributes appear for matching events in the incident information

Triggered Attributes: Available: Selected:
- E l-R jve T : )
vent Receive Time,
Image Mame LSRR BEEEE NN e e 1
Event Type g
Balloon Target Memory KB S i e o A et R et ol i g g 1
- : —_——— ——
Output Lx K-Factor By o SR SR i
i Reporting IP 21
Duration Narmal R = |
Source IP !
Hardware Input Contact Status B et ettatetn -t
™y |
L User H
DDNS Succesful Updates 0000 lbeee-—- -
o - i
- - aw Event Loz
_ L e .
|
Details  Events Rule Subpattern; ExcessvPHLoginFailure = | ([ Auto expand [0 wrap Raw Event | [ Show Event Type [ Show Raw Evemt Only ~ v
- ¥ N
Nevent Receive Time I Event Home Reporting Device 1 Reporting IF | Source 1P User : Raw Event Log H
ottt | BB _pooRg bave | Sewoow D e LR T bl S — S —
Mar 17 2019, 11:59:18 AM FertiGate 45l vpm user a8l logn fail FWFSIE4Q16001176 192.163.0,1 192.0.2.77 sarah. emith «185Mar 13 12:59:18 thme=17:09:22 devname="FWFE1E4Q16001 176" dovid-"FWFS1E4Q 160011
Mar 13 2019, 11:55:18 AM FortiGate ssl vpm wser 3l login fail FWFBIE4Q16001176 192.168.0.1 192.0.2.77 sarah.smith <185-Mar 13 12:58:18 time=17:09:22 devaame="FWFE1E4Q16001 176" devid="FWFs1E4Q160011...
Mar 13 2019, 11:39:18 AM FortiGate sl vpn wser ssl login fail  FWFSTE4Q16001176 192.168.0.1 192.0.2.77 sarah.smith <1B5sMar 13 12:59:18 times17:09:22 devnames PWF61EAQ16001176" devids"FWF61E4Q16001 1..
Mar 13 2019, 11:5%:18 AM FortiGate ssl vom wser 33l login fail FWFS1E4016001176 192.168.0.1 19.0.2.77 sarah.smith «185-Mar 13 12:59:18 time=17:09:12 devname="FWF§1E4016001176" devid="FWFs1E40160011...
Mar 13 2019, 11:3%:19 AM FortiGate 53l vpm wser 3l login fail FWFEIE4Q 16001178 192.168.0.1 192.0.2.77 sarah.smith <i18%Mar 13 12:39:19 time=17:09:12 devnames"FWFS1E4Q1 6001 178" devids"

FWFS1E4QI001 1...
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When you click the Events tab in the incident, you can see the attributes that will appear for matching events
for that incident. These are the attributes you selected in the rule when you configured the action. Event Type
displays Event Name and provides an option for Event Type called Show Event Type.
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Final Incident Dashboard
* Incident—Multiple Logon Failures: VPN

Multiple Logon Failures: VPN - Edit Details

R s:vs 2 vetve conowon > Step 3: Doine Acion

I Rule Name: " v I
L
_ Desoription: Detecty muitiple VPN logon Tailures - 5 comecutive faillures m a 10 mingte penad
Y Last Occurred ident Source Target Detail
Fwi01
o Mar 13 2019, 04:54:00 PM Multiple Logon Failures: VPN 192.0.2.77 192.168.0.1 Triggered Event Count: 5
User: sarah.smith
1 1
1= ~ |
! Generate ncident for: Multiple Logon Failures: VPN I ol
Incdent Attruten Faat Attt esgatmarn Fittae atbribots o
— R - — po—— e e
Drtrution Host Hame EmevivtiLognl sture Repocting Ceve - ]
Detiration VL ogel sture 1 Reportwy i t o o
_ e o EeuERLoger e aer e e
T e @
Dotails  Events  Rule Subpatterm: ExcessVPHLoginFailure = Auto expand [ Wrap Raw Event [ Show Event Type [ Show Raw Event
Trggeved AlirSules. Avadatile: telected.
ont Begerve Ti
Event Receive Tome Event Hame Reporting Device Reporting P Source |# User P T
Bafioos Target Memary KB mat
Mar 13 2019, 11:59:18 A FortiGate ssl vpn user ssl login fall  PWPGIEAQIL00TITE 192.168.0.1 192.0.2.77 sarah_smith )
Cutput Ix K-Facter -
Mar 132019, 11.59.18 A FortiGat diser sl login el PWFBIE4Q160011T6 192.168.0,1 192.0.2.77 it
Duratsen Mosrmal
Mas 13 2018, 11:99:18 AM FartiGate 331 vpn waer sal login fail FWFB1EAQ180011 T8 192.188.0.1 92.0.2.77 sarah.smith Hardvnre irgat Contact Statis Seusce 1P
Mar 13 2019, 11:59:18 A FortiGate ssl vpn user 35l login fail WP 1E4D160011 74 192.168.0.1 192.0.2.77 sarsh.smith DS Succesdul Undates e
Mar 13 2019, 11:39:19 AM FortiGate ssi vpn user ssi login fan FWFSIEAQIS00N1 T8 192, 168.0.1 192.0.2.77 sarah smith Save Cancel
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This slide summarizes the multiple VPN logon failures incident. The incident name comes from the rule name.
The Incident Attributes populates the incident Source, Target, and Detail information. The Triggered
Attributes determine the fields to show in the matching events that triggered the incident. By default the
incident name is the name of the rule that triggered that incident, but that can be overwritten by configuring a
name for the incident through the Incident Title field on the rule.
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Single Rule Pattern Best Practices
* The subpattern aggregation is always going to contain either a COUNT(Matched
Events) or COUNT (Distinct <Attribute>)

+ Remember, you must define the group by attributes that you want to have present in the
incident source, target, or detail

+ Aggregations, such as COUNT(Matched Events), COUNT DISTINCT (Attribute), AVG,
and SUM calculate single values and can also be present in the incident detail

» Consider how many matching events occurs when defining the rule time window,
because these events are kept in memory

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 40

This slide lists some single rule pattern best practices.

The subpattern aggregation contains either a matched event count or distinct attribute count. Remember that
you must define the group by attributes that you want to see present in the incident source, target, or detail.
Aggregations, such as matched event counts, distinct attribute counts, average, sum, and so on, calculate
single values and can also be present in the incident detail.

Consider how many matching events occur when defining the rule time window, because these events are
stored in memory.
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By mastering the objectives covered in this lesson, you learned about the single subpattern security rule. You
also learned about incident generation and the attributes that are involved in incident generation.
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In this lesson, you will learn about multiple subpattern rules, and the procedure to construct a multiple
subpattern rule.
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in identifying multiple subpattern rules, you will be able to define conditions
and take action in a multipattern rule.
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In this section, you will learn about event filters, group by, and aggregation conditions required in a multiple
subpattern rule.

Advanced Analytics 6.3 Study Guide 240



DO NOT REPRINT

CODRTINET
I\ T

Multiple Subpattern Rules

INL_ 1

Next Operator for Multiple Subpattern Rules

incident condition exists

Paren Subpattern Paren Next Row I

+ Multiple subpattern rules cover conditions where two patterns may need to occur within
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AND Subpattern X AND SubPattern Y occurred within the Time Window

AND_NOT Subpattern X AND NOT SubPattern Y occurred within the Time Window

OR Subpattern X OR SubPattern Y occurred within the Time Window
FOLLOWED_BY Subpattern X was FOLLOWED BY SubPattern Y within the Time Window
NOT_FOLLOWED_BY Subpattern X was NOT FOLLOWED BY SubPattern Y within the Time Window

eje Subpattern Paren Next Row
ForiGuard '-l s O 9 FOLLOWED_BY -1 o|e
( sandbox v’j S 00 OR 1 0|@
ForiGate 1s(0]0 e e
FomTneT
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FortiSIEM supports rules with multiple subpatterns. These cover conditions where two patterns may need to
occur within a specific time period, or one of a selection of patterns needs to occur to prove an incident
condition exists. If multiple patterns are used, then just like the analytics, you must specify a next operator.

FortiSIEM supports five types of next operators, shown on this slide.
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This slide highlights some out-of-the-box rules that have multiple conditions.
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This slide shows the Excessive End User DNS Queries rule, which detects a scenario where a host that is not
a DNS server, is sending excessive DNS requests. Authorized DNS servers are represented by the DNS

server group. In a typical scenario, the frequency of end host DNS requests is not high unless there is a script
running. This might indicate the presence of malware on the end host.
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Successful Account Activity on a Disabled Account is a built-in rule that tracks user account login activity for a
user whose account has recently been disabled by the administrator.
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The rule contains two subpatterns—AcctDisabled and SuccessLogin—with a FOLLOWED_BY operator.

The rule is tracked over a much larger time window of 86400 seconds, which is 24 hours.
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The AcctDisabled subpattern tracks Windows security events that have the IDs 629 and 4725, which relate
to user accounts being disabled.

After the events are grouped by Reporting Device, Reporting IP, and Target User, if one or more events
match the aggregate condition then the subpattern is considered a match.
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The second subpattern in the rule is SuccessLogin, which tracks successful login event types from the Dev
Logon Success and Domain Logon Success CMDB groups.

After the events are grouped by Source IP, Computer, Reporting IP, and User, if one or more events match
the aggregate condition then the subpattern is considered a match.
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There are 139 different types of out-of-the-box device login success rules, and 10 types of domain login
success rules. You can create your own event types under any category and reference them in a rule

subpattern.
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The phRuleMaster still wakes every 30 seconds to evaluate the queue. For visualization purposes, this lesson
concentrates on a 24-hour block of time.
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Under normal operation, you would expect lots of successful login events within a 24-hour time period, along
with some odd account disabled events.

What would be unusual is an account being disabled then, a short time later, the same account being used for
a successful login.

Advanced Analytics 6.3 Study Guide 250



DO NOT REPRINT

Multiple Subpattern Rules

EODRTINIET
TN TIINL- 1

SuccessLogin subpattern

the events were received

Rule—Subpattern Relationships

- SubPattern relationships are defined between the multiple patterns
« The Target User in the AcctDisabled subpattern has to be equal to the User in the

+ On the back end, you can also use the event receive time to identify the order in which

1 ihis Patterm occurs with

LI -]

e 9

AcctDesabied

ny | 8640

Paren Subpattern

crasslogin

Subpattern Attribute

o Repumg P

Target Use

“” WM) Step 3: Define Action

Paren Next
1 O O

M-

Operator Subpattern

v  SuccessLogn

CorssLogn

Row
- o

-

Attribute

*  Reponing IP

User

L]

e

Next

Row

" 0|9

1 0| @

FoATINET

SE Training Institute

© Fortinet Inc. All Rights Reserved

When there are multiple subpatterns, you may need to define a relationship between those subpatterns. In the
example shown on this slide, the Target User in the AcctDisabled subpattern must be equal to the user in
the SuccessLogin subpattern. Also, the Reporting IP in the AcctDisabled subpattern must be equal to the
Reporting IP in the SuccessLogin subpattern.

If you do not define this relationship, FortiSIEM can generate false positive incidents. By defining this

relationship, you are making a condition where the user who was actually disabled by the administrator is the
same user who logged in successfully at a later time. Also, the same device that reported a disabled account
event is also reporting the successful login event.

On the back end, you can also use the event receive time to identify the order in which the events were

received. This is how FortiSIEM knows if the disabled account event occurred before the successful event.
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This slide shows two tables—one for the AcctDisabled subpattern and the other for the SuccessLogin
subpattern. The columns in the table are named according to the group by definition for each subpattern. The
group by definition for the AcctDisabled subpattern is reporting device, reporting IP, and target user. The
group by definition for the SuccesslLogin subpattern is source IP, computer, reporting IP, and user.

The phRuleMaster evaluates the events for a 24-hour period. The AcctDisabled subpattern tracked two

events in which the administrator had disabled the user accounts for Chris and Bryan. The SuccessLogin

subpattern tracked one event for Dan, who had logged in successfully. The rule compares the disabled

account for Chris and the successful login event for Dan. FortiSIEM goes through the analysis of the events

and decides if it should trigger an incident:

+ Was the AcctDisabled event earlier than the SuccessLogin event? The answer is yes.

» Is the reporting IP of the AcctDisabled event the same as the reporting IP of the SuccessLogin event? The
answer is yes.

» Is the target user of the AcctDisabled event the same as the user of the SuccessLogin event? The answer
is no.

Therefore, no incident is triggered.

Now, the rule compares Bryan'’s disabled user account with the successful login event for Dan:
Was the AcctDisabled event earlier than the SuccessLogin event? The answer is no.

At this point, the rule does not need to process the rule relationship condition because the disabled login event

was received after the successful login event. During this evaluation window, no incident is triggered because
the only user who logged in successfully is Dan, and his account was not disabled by the administrator.
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Now, the rule compares the disabled user account for Bryan and the successful login event for Dan:
Was the AcctDisabled event earlier than the SuccessLogin event? The answer is no.

At this point, the rule does not need to process the rule relationship condition because the disabled login event
was received after the successful login event. During this evaluation window, no incident is triggered because
the only user who logged in successfully is Dan, and his account was not disabled by the administrator.
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Now, fast forward to 13:30, when more events have been received. Users Wendy and Bryan had logged in
successfully since the last evaluation.

The rule compares Chris’ disabled user account and the successful login event for Dan. No incident is
triggered because the target user from the AcctDisabled event is not the same as the user from the

SuccessLogin event.
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The rule compares the disabled user account for Chris and the successful login event for Wendy. No incident
is triggered because the target user from the AcctDisabled event is not the same as the user from the
SuccessLogin event.
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The rule compares the disabled user account for Chris and the successful login event for Bryan. No incident is
triggered because the target user from the AcctDisabled event is not same as the user from the SuccessLogin
event.
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The rule compares the disabled user account for Bryan and the successful login event for Dan. No incident is
triggered because the AcctDisabled event occurred earlier than the SuccessLogin event.
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iR T FSM5 10.15.5.1 10.0.0.10 Bryan

The rule compares the disabled account for Bryan and the successful login event for Wendy. No incident is
triggered because the target user from the AcctDisabled event is not the same as the user from the
SuccessLogin event.
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Finally, the rule compares the disabled user account for Bryan and the successful login event for Bryan. An
incident is triggered because Bryan logged in after his account was disabled. It is the same device that
reported Bryan’s disabled account event and his successful login event.
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You can select the incident attributes from either subpattern or both. Each matching event returns the same
attributes on the Incident tab for each subpattern. Therefore, some fields may be empty. You can customize
the incident title by inserting attributes from the Insert Attributes drop-down list.
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By mastering the objectives covered in this lesson, you learned how to deploy FortiSIEM and collect logs with
FortiSEIM without a collector.
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In this lesson, you will learn about baselines on FortiSIEM and analyze the backend profile report that is
responsible for tracking baseline data.
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Objectives

* Understand baselining
Identify the location of baseline data

Distinguish between a profile report and a standard report
Understand a profile report in detail

Analyze a failed logon profile

* Understand MIN, MAX, AVG, and STD DEV calculations
Understand the hourly bucket for weekdays and weekends

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 2

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in baselines, you will be able to understand the mathematics involved in
calculating statistical values for various data from various devices and event types.
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In this section, you will learn about the baseline process and examine a few use case examples.
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Defining System Thresholds and Performance

* How do | know my infrastructure is behaving normally?

« FortiSIEM has many rules that track specific thresholds and utilization values, such as
disk space, CPU and memory utilization, failed logins, and more

« These values are either fixed, such as five or more failed logins, system defaults such as
95% CPU utilization, or user-defined override values specifying different thresholds per
CMDB device or object

* Changing these static hard-coded thresholds requires manual tuning of the system and
can be a tedious process

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 4

FortiSIEM has many rules that track specific thresholds and utilization values, such as disk space, CPU and
memory utilization, failed logins, and more. These values are either fixed, such as five or more failed logins,
system defaults, such as 95% CPU utilization, or user-defined override values specifying different thresholds
per CMDB device or object. Changing these static hard-coded thresholds requires manual tuning of the
system and can be a tedious process.
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Baselining

* When FortiSIEM is configured and running, it receives and collects events from which it
can learn over time what is considered normal activity and thresholds, by modeling the
data and creating baselines

+ This requires an initial collection of baseline data (learning phase), which then serves as
a basis for comparison with the subsequently acquired data

* If the system understands the past performance of a user, device, or traffic profile, then
by constantly monitoring in real-time the present behavior, alerts can be generated when
these values deviate from the norm, so you can identify what is not normal

« FortiSIEM will constantly learn from past behavior and these baselines will constantly
evolve

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 5

When FortiSIEM is configured and running, it receives and collects events from which it can learn over time
what is considered normal activity and thresholds, by modeling the data and creating baselines.

This requires an initial collection of baseline data, which is the learning phase. This baseline data serves as a
basis for comparison with the subsequently acquired data. If the system understands the past performance of
a user, device, or traffic profile, then by constantly monitoring in real-time the present behavior, alerts can be
generated when these values deviate from the norm, so you can identify what is not normal.

FortiSIEM will constantly learn from past behavior and these baselines will constantly evolve.
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Deviations From the Norm—Increase

* A sudden increase in CPU utilization may be outside the norm

Out of Profile
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This is an example of a baseline profile for sudden increases in CPU utilization that may be outside the
normal behavior. In this case, the CPU utilization spikes above the baseline value, which is considered an
abnormal behavior by the baseline profile.
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Deviations From the Norm—Decrease

* A sudden decrease could also indicate an issue
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A sudden decrease could also indicate an issue. The baseline profile also tracks for data that is below the

baseline average value.
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Baseline Use Cases

S

Is a brute force attack underway? Increase in failed user logins

Is the traffic profile for a particular user different  Is this an insider threat?
today than normal?

Unusual spikes in user latency? Server outages or issues?

Detecting an increasein a rare event from a Detecting possible device or component failure
device?

Has the incoming event rate from a device Device configuration issue or outage?
suddenly increased?

Increase in firewall connections or server Virus or worm outbreak?

processes launched

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B

These are few of the scenarios that would be applicable for a baseline profile.

If there is a brute force attack, then most likely there is increased failed user logins. If the traffic profile for a
particular user is different on a specific day compared to what it usually is, then it is considered an insider
threat. If there is an unusual spike in user latency then most likely it could be a server outage.

If FortiSIEM detects an increase in a rare event from a device, then it is mostly likely a device or a component
failure. If the incoming event rate from a device suddenly increases, then it could indicate a configuration
issue on the device. If there is an increase in firewall connections or server processes are launched, then it
could indicate a virus or worm outbreak.
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FortiSIEM Profile Database

« Two small dedicated SQLite databases are used for the baseline data
+ Profile database and daily database

son sisdeinic | Profile DB
— | @ Hard disk1 Virtual Disk — '\3‘"7-'/-‘.
m & Hard disk2 Virtual Disk N
© Hard disk3 Virtual Disk '

FortiSIEM Nt
+ Located on the disk 1 (OS disk) of the supervisor node i
* /opt/phoenix/cache/profile.db
* /opt/phoenix/cache/daily.db
+ Stores running trends of learned baseline data calculated for many parameters, such as
traffic and device resource usage profiles, running averages, and standard deviation

values

FoATINET

SE Training Institute

© Fortinet Inc. All Rights Reserved.

FortiSIEM uses two small dedicated SQLite databases used for the baseline data—profile database and daily
database. These databases are located on disk 1 of the supervisor node. The databases will store running
trends of learned baseline data calculated for many parameters, such as traffic and device resource usage

profiles, running averages, and standard deviation values.
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* FortiSIEM recognizes that device and user resource usage is time dependent

« This means that usage is different during weekdays and weekends
+ Internal websites will be accessed more during a weekday than on weekends
» Hosts should produce fewer DNS requests during the weekend

« Usage is different depending upon the hour of the day:
» Business hours (forexample 8 a.m.to5 p.m.or2a.m.to 5 p.m.)
« Expect more failed logins when users first log in in the morning

* Therefore, distinct baselines are created hourly for weekdays and weekends

':TgE Training Institute ©Fortinet Inc. All Rights Reserved

FortiSIEM recognizes that device and user resource usage is time dependent. This means that usage is
different during weekdays and weekends. For example, internal websites will be accessed more frequently
during a weekday than during weekends, and hosts should produce fewer DNS requests during the weekend.
Also, the usage is different depending upon the hour of the day. During business hours there will naturally be
more traffic. You can expect more failed logins when the users first log in in the morning on business days. To
take various scenarios into consideration, FortiSIEM builds distinct baselines for hours of the weekdays and

weekends.
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* Hourly buckets are used to store data for the specific baselines

« Each baseline report has a set of keys that represents the baselined metrics and a
collection of resultant values

+ The supervisor and any worker nodes operate in parallel to analyze the previous hour’s
data for each baseline, with the supervisor summarizing the results and storing the data

in the SQLite database

At 2 p.m. analyze the last hour of data => ' Hour of day for 1 p.m.

(1pmto 1:59:59 p.m.)

* This process is done for each hour of the day as new baselines values are learned

FOATINET
11
1

SE Training Institute ©Fortinat Inc. All Rights Resenved

FortiSIEM uses hourly buckets to store data for specific baseline profiles. Each baseline report has a set of
keys that represents the baselined metrics and a collection of resultant values. The supervisor and any worker
nodes operate in parallel to analyze the previous hour’s data for each baseline, with the supervisor
summarizing the results and storing the data in the SQLite database.

The term used is hour of day for the hour that is being analyzed. When FortiSIEM collects data between 1

p-m. to 1:59:59 p.m., that data will be analyzed at 2 p.m. and that will be for the 1 p.m. hour of day. This
process is done for each hour of the day as new baselines values are learned.
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Hourly Baseline Buckets

+ Baselines are recorded for each hour of the day during a weekday and weekend, with a
total of 48 buckets

Weekday : Hourly Buckets (Monday to Friday)

Hour of Day 1 2 3 4 5 6 7 8 9 10 11
Each weekday hourly bucketis
' ' . ' ' ' ' ' ' ' . ' recycled the next day:
That is, Tuesday 1 p.m.replaces
L AAAAAAAAAAD A

12 13 14 15 16 17 18 19 20 21 22 23 Monday 1 p.m., and so on

Weekend : Hourly Buckets (Saturday and Sunday)

owtey: 4 2 3 4 Each weekend hourly bucket is

' ' ' ' ' ' ' ' ' ' ' ' recycled the next weekend:

That is, Saturday 1 p.m. is replaced
' ' ' ' ' ' ' ' ' ' ' ' Sunday 1 p.m., then next Saturday 1

12 13 14 15 16 17 18 19 20 21 22 23 p-m.

ﬁ'gE Training 'nstitute @ Fortinet Inc. All Rights Resenved.

Baselines are recorded for each hour of the day during a weekday and weekend, with a total of 48 buckets.
Each weekday hourly bucket is recycled the next day, which means Tuesday 1 p.m. replaces the 1 p.m. value
from Monday. Similarly, each weekend hourly bucket is recycled the next weekend, which means Saturday 1

p.m. is replaced by Sunday 1 p.m. and so on.
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Resources > Reports > Baseline

Q

New | Edit Run | More~ | Q

Sync Schdided Wi Dargecription

BHS Traffic Profile This report baselines DNS traffic characteristics on a per client basis: sent and
receive bytes and packets.

This report baselines traffic destined to a server. The data is reported by
network flow (Netflow, Sflow) and firewall logs.

Destination Traffic Profile

Device CPU, Memary Usage Profile This report provides baselines cpu, memory usage profile

Device Disk 1/0 Profile This report provides baselines disk 1/0 usage for servers, VMs and ESX
Failed User Logon Profile This report baselines failed user logons at a host

Firewall Connection Count Profile This report provides baseline of permitted firewall connection count

This profile captures the amount of denied traffic and the distinct ports on a per

Firewall Denied Aggregate Traffic Profile
firewall basis,

O ICMP Traffic Profile This report baseline client ICMP traffic: number of ICMP packets and number of
distinct destinations

This report provides baseline of denied inbound TCP/UDP port usage.The data is
Inbound Firewall Denied TCP/UDP Port Profile reported by firewall logs. For every port, the number of denied attempts and
the number of distincl source and destination ip addresses are profiled.

This report provides baseline of permitted inbound TCP/UDP port usage. The

ﬁ'gE Trairling Institute © Fortinet Inc. All Rights Reservad. 13

When you navigate to baseline reports, you can view the out-of-the-box baseline reports. You can create your
own baseline report from here.

Do not confuse this with the baseline profile, which can be created only in the backend.
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Usage

baseline report

Baseline Report Sample—OQOutbound Firewall Permitted TCP/UDP

Port |

« Current baseline data can be returned and filtered for each hour of the day, by running a

Profile Date Type Hour O1 Day 1P Proocot
1 {Wark Day 17 (LD
1 (Wark Day) & (TCP

17 (UDP)

% [1) Outbound Firewall Permitted TP | @
| &- - Q Run
Report - O Firewall TCPIUDP Port Usage Profile
LI 4
Bestination TERIIDE
Pon Avg Distinet Source 1P Avg Disainct Dest IP Avg Total Flows Avg Total Bytessd Sed Dev Total Flows
B (DOMAIN 2 LG 484 03 129.38 XB 2
a1 651 M8
1.72 ACE. 56 KB
498 B.5T MEB
T 17 7w
ATy
43 (HTT 31 ME
&0 86 112 KR
L MB
T 118 T4 KB
106 MR
153w
3 (WTT . P 1 3 mn

285 ¥

Sud Dev Tatal Bytestd

L

NSE Training Institute
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Current baseline data can be returned and filtered for each hour of the day, by running a baseline report. This
data is queried from the profile database for each hour.
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Baseline Data in Rules

* Once the baseline is learned, values for each hour are then loaded into the rules engine

to watch for anomalies

— Supervisor
: = Read from profile

. ) database

FortiSIEM

ZI Anomaly

Cout Failedd Logens

Basoline Hour

Sudden X )
increase in ‘ | )
failed logons to | § *
a host S %
Server Failed Logon attempts Rogue user
ﬁ"é'E Traiﬂing Institute ©Fortinet Inc. All Rights Reservad. "

The baseline data can be used by the rule engine to evaluate aggregate conditions in a rule. The rule engine
loads the baseline values for each hour from the profile database into the memory and then computes the
aggregate condition against the current data. If the result points to an anomaly from the baseline values, then

the rule can trigger an incident.
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Baseline Anomaly Rules

+ Corresponding baseline-related rules are also provided out-of-the-box
« The rule names start with the term Sudden

= *  Resources > Rules
» Reports
G = = ==
¥ Hotworks Active  tame Description Exceptions
b Watch Lists = en Change in DNS Dat minute period, either the sent or received bytes i more than 3 standard
= Frem A Specific Host deviations away ean and more than 1 MB of Lafic iy sxchanged fn the
» Protocols corresponding direction
Detects that a reparting device is suddenly reporting less events. The current
Ty ) Sudden Decrease in Reported Events
R ER AT L= A P sversge over the ane hour time window is 1253 than 3 times the standard
o it mare Domalng deviation a an the it e
Detects sud OMS requests from a specific seurce 1P - over a 1%
b Malware Py minute period, a particular source I is doing excessive DNS requests, Excessive
@  15) Sudden Incroase In NS Requests NS requests i defined as at least 1
b Malware URLs From A Specific Host deviations away from
defined as 50 distinct name resalut
R i deviations away fram the m
b Country Groups s} Sudden increate In Firewall ease in permitied firewall con te
1 Gonmections ' ent firewall cornections is more 3 standard deviations away
b Malware Hash - -
alous deniied Inbound traffic profile on & specific TCP/UDP port -
¥ Default Password (3} Sudden Increase In Firewall Denled s spe CP/UDP pert
& bound Traffic To & Specific TCP/UDP 30 PHIAUTE window, BOTN The 10L3l RUMBET Of 38A1ES and The AUMBET Of
] e o A dpectie e |P addresses are at least 3 standard deviations away from the mean
v " port
e current hour
b User Agents 51 Sucden ncrease bn Frewall Denjeg  PFVEETS 3n0Malaus denied outbaund traffic profile on a spec
B Cutbound Traffie To & Spectfic Teprupp 27 8 30 minute window, both the total number of
Rermadiations 0 i : umigue destination IP addresses are at least 3 sta deviations sway from the

Seope

System

Syitem

System

System

System

System

Test
Sratuy

FoATINET
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There are several out-of-the-box rules that refer to baseline data to compute aggregate conditions and
generate incidents. The rule names start with the term Sudden.
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In this section, you will learn the theory behind baselines on FortiSIEM.

Advanced Analytics 6.3 Study Guide 278



DO NOT REPRINT

Baselines

FoATINET

CODRTINET
\ AR

NL_ |

O\g Profile Report [amms

Nad Daily
==, Database

A ——

Nt Profile —

Database

—

Baseline
Report

H

E Training Institute

The Baseline Process

+ Baselines are created, populated, and then viewed by the following process:

A baseline profile report is defined to collect relevant
data such as the number of failed logons on an
hourly basis. (that is, the data you want to baseline)

This data is written to the daily database on an
hourly basis

At midnight this data is then is processed and
written to the profile database, and the daily
database is emptied

When baseline reports are run from the GUI,
this data is read from the profile database and not
from the event database like other reports

© Fortinet Inc. All Rights Reserved. 18

A profile report is defined to collect relevant data, such as the number of failed logons on an hourly basis. This
is the data you want to baseline. This data is written to the daily database on an hourly basis.

At midnight, this data is processed and written to the profile database, and the daily database is emptied.
When baseline reports are run from the GUI, FortiSIEM uses the data from the profile database and not from
the event database like other reports.
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The Baseline Profile Report

+ Just like a normal report template, a baseline profile report contains the search filter,
aggregations, and ordering conditions to generate the results that the baseline will learn

« However, itis only the XML definition of the report; the profile report can only be
configured only from the backend

* Many profiles are preconfigured out-of-the-box and it is possible to create your own

* The syntax for the profile report is slightly different from a standard report template,
because it contains references to a profile ID and profile event type

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 19

Just like a normal report template, a baseline profile report contains the search filter, aggregations, and
ordering conditions to generate the results that the baseline will learn. The profile report is the XML definition
of the report, because the profile report can be configured only from the backend. Many profiles are
preconfigured out-of-the-box and it is possible to create your own. The syntax for the profile report is slightly
different from a standard report template, because it contains the reference to a profile ID and profile event

type.
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Explanation of a Baseline Report Definition

Resowrces > Reparts > Baseline

pow | ol | Do s | e e

Sy Scheduled  Wame Clone
Sehece

Fursged  Impon

;m«nmllll

<?xml version="1.8" encoding="UTF-8"?><Reports><Report baseline="true" rsSync="">

<Name=Failled User Logon Proflle</Name=
<Description=This report baselines failed user logons at a host</Description=>
<CustomerScope groupByEachCustomer="false">

<Include all="true" />
<Exclude/>

</Customerscope>

<PatternClause window="3600">
<SubPattern id="1158936" name="Filter_Router_11">
<SingleEvtConstr>eventType = "PH_PROF_ET_122_LOGON_FAIL"</SingleEvtConstr>
</SubPattern>

</PatternClause>

<SelectClause>

<ALLrLisSL>
profDateType,hourOfDay, reptDevName,reptDevIpAddr,avgMatchedEvents,avgDistinctUser,avgDistinctSrcIpAddr
</Attriist>

</SelectClause>

<0rderByClause>|
<AttrList>profDateType ASC, hourOfDay ASC,avgMatchedEvents DESC</AttrList>
</0OrderByClause>

<userRoles>

<roles custId="8">1170808</roles>
</userRoles><SyncOrgs/><ReportInterval>
<Low>1578406929</Low>
<High=1578418528</High=
<[/ReportInterval></Report></Reports>

NSE Training Institute © Fortinet Inc. All Rights Reserved. 20

This slide shows the XML definition of a baseline report. This should not be confused with a baseline profile.
You can select and export a baseline report in XML format. All the attributes that you see in the XML file can
be defined through the GUI.
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Explanation of Baseline Profile Definition

* /opt/phoenix/data-definition/profile/ProfileReports.xml

<Include all="true"/=>
<Exclude/>
CustomerScope>
escription=This profil
electClause numEntries
<AttrList>
reptDevName , reptDevIpAddr, COUNT(*) , COUNT (DISTINC Addr)
</AttrList>
</SelectClause>
<0rderByClause>
<AttrList>
COUNT(*) DESC
=</AttrList=
</0rderByClause=>
<ReportInterval><Window unit="Hourly" val="1"/></Reportlnterval>
<PatternClause window="3680">
<SubPattern displayName="Filter 1" name="Filter 1">
kSingleEvtConstr> eventType IN (Group@PH_SYS EVENT HostLogonFailure) </SingleEvtConstr> |
ECToupBy ATt r>reptDevNane, reptDevIpAGar=/CroupByATI o]
</SUDFaliern=

</PatternClause>
</DataRequest>
FOATINET 2 = L
NSE Tralrllng Institute © Fortinet Inc. All Rights Reserved. 21

The profile reports are defined in the ProfileReports.xml file in the FortiSIEM backend. This slide shows
an example of the failed logon profile, which has an unique identifier—122. The profile event type defines the
way the data from this profile will be referenced in the baseline reports and rules. The profile also defines the
number of rows to store in the SQLite database for this profile. You must assign a name to the profile, which
does not appear in the GUI. It is defined for the purpose of identifying the profile. You must also define the
events that will be evaluated by this profile, and define how the results will be grouped.
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<DataRequest id="122" type="Report" profileET="PH PROF_ET 122 LOGON_FAIL" numRows="10000">
<Name>Failed Logon profile</Name>
<CustomerScope groupByEachCustomer="true">
<Include all="true"/>
<Exclude/>
</CustomerScope>
<Pescription>This profile captures failed logons at the various servers and network devices.</Description>
<SelectClause numEntries="All">

<AttrlList>
reptDevName, reptDevIpAddr,COUNT(*),COUNT(DISTINCT user),COUNT(DISTINCT srcIpAddr)
</AttrlList> St

</SelectClause=

<UrderByClause>
<AttrList>
COUNT (*) DESC
</AttrList>

</0rderByClause=
<ReportInterval><Window unit="Hourly" wal="1"/></ReportInterval>
=PatternClause window="3600">
<SubPattern displayMame="Filter 1" name= Filter 1 >
<5ingleEvitConstr> eventType IN (Group@PH_SYS EVENT HostLogonFailure)
<GroupByAttr>reptDevName, reptDevIpAddr</GroupByAttr>
</SubPattern>
</PatternClause>
</DataRequest>

</5i

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 22
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For the baseline profile to perform aggregation, you must first group the results, which are defined along with
the aggregate function.

In the example shown on this slide, the results will be grouped by reporting device name and reporting device
IP address. After the results are grouped into those two columns, three more columns will be added for the
count functions, which are the aggregate function. After that, the results will be arranged in descending order
according to the count column value.

The window specifies how often the baseline profile will collect data points and over what time period. In this
example, the data will be collected every hour for 24 hours. This means that the baseline profile will consider
all failed logon events for an hour and perform the necessary calculations and then store that result in the

daily database bucket.
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Profile Event Type and Number of Rows

Profile Event Type Number of Rows
* The profile event types are mappings « Typically the size of the profile database
between the SQLite databases and the is less than 64 MB
statistically calculated baseline results S The U or ol Fows cetorninge how
+ PH_PROF event types contain reference much data to keep and baseline for each
to a particular SQLite profile ID, which profile

relates to a profile table within SQLite * In the enterprise edition, the data always

* There is one unique profile ID and profile belongs to the same customer

event type per baseline * |n the multi-tenant edition, the row value

is split among customers

* For example, MSSP with 10 customers
and 5000 rows

« Each customer will get 500 rows

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 23

The profile event types are mappings between the SQLite databases and the statistically calculated baseline
results. PH_PROF event types contain a reference to a particular SQLite profile ID, which relates to a profile
table within SQLite. There is one unique profile ID and profile event type per baseline.

The number of rows determines how much data to keep and baseline for each profile. Typically, the size of
the profile database is less than 64 MB, but could be as high as 500 MB in the multitenant edition. In the
enterprise edition, the data always belongs to the same customer. In the multitenant edition, this value is split
among customers. For example, if an MSSP has 10 customers and 5000 rows, then each customer will get
500 rows.
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Baselines

SQLite Database Tables

* /opt/phoenix/cache/daily.db
* /Jopt/phoenix/cache/profile.db

sqlite> .tables

profile_104
profile_105
profile_106
profile_107
profile_108

profile_109
profile_110
profile_111
profile_112
profile_113

profile_114
profile_115
profile_116
profile_117
profile_118

NSE Training Institute

« Each profile has its own table in each database

profile_119
profile_120
profile_121
profile_122
profile_123

© Fortinet Inc. All Rights Reserved.

* The SQLite databases on the supervisor node are in the following location:

profile_125
profile_126
profile_127
profile_128
profile_129

* The number in the PH_PROF event type relates to a specific profile table
+ PH PROF ET 122 LOGON FAIL relates to profile 122

24

The SQLite databases on the supervisor node are located in the cache directory. The specific directory paths

are shown on this slide.

Each profile has its own table in each database. The number in the PH_PROF event type relates to a specific
profile table. In the case of the failed logon profile it is profile 122.
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In this section, you will learn about the failed logon profile in depth.
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Reviewing Profile Report 122—Failed User Logon Profile

j<?xml version="1.8" encoding="UTF-8"7><Reports><Report baseline="true" rsSync=""»
<Name>Falled User Logon Profile«</Name>

<Description>This report baselines failed user logons at a host</Description=>
<CustomerScope groupByEachCustomer="false">

<Include all="true"/>

<Exclude/>

</CustomerScope>

<PatternClause window="3600">

<5ubPattern 1d="1158936" name="Filter_Router_11">
<SingleEvtConstr>eventType = "PH_PROF_ET_122_LOGON_FAIL"</SingleEvtConstr>
</SubPattern>
</PatternClause>
<SelectClause>
<ATLrL1st>
profDateType,hour0fDay, reptDevName,reptDevIpAddr,avgMatchedEvents,avgDistinctUser,avgDistinctSrcIpAddr
</AttrList>

</SelectClause>

tOrderByClauseJ

<Attriist>profDateType ASC, hourOfDay ASC,avgMatchedEvents DESC</AttrList>
</OrderByClause>

<userRoles>

<roles custId="0">1178800</roles>
<fuserRoles><SyncOrgs/><Reportinterval>
<Low>1578406929</Low>
<High>15784108528</High>
</ReportInterval></Report></Reports>

NSE Training Institute ©Fortinat Inc. All Rights Reservad.
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This is the XML definition of the failed user logon profile report that you have seen on previous slides. You will
analyze the report output and correlate that data with SQLite database attributes. The report will display seven
columns and order them in ascending order based on profile date type and hour of day. It will also order them

in descending order based on average matched events.
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Out-of-the-Box Baseline Report—Failed User Logon Profile

+ A special Anomaly Detection Baseline flag is checked to distinguish this report from
regular reports

« The PH_PROF event type determines which profile will be read in the SQLite database;
in this case it is the failed logon profile with ID 122

Failed User Logon Profile - Edit Details

]
Failed User Logon Profile - Edit Details

2 _ Step 2: Define Condition »  Step 3: Define Display Column|

S

Step 1: General > | Step 25 Defins Coni

N3 Step 3: Define Display Column

Report Mame:  Failed Lher Logon Profile

Paren Attribute Operator Value Paren
Anomaly Detection Baseline:id I+ Event Type = ’ PH_PROF_ET_122_LOGON_F: q
Description:  This report baselines failed user logons at a host
FOATINET
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When you edit the report, you will notice that a special flag called Anomaly Detection Baseline is set to
distinguish this report from regular reports. The PH_PROF event type determines which profile will be read in
the SQLite database—in this case it is the failed logon profile with ID 122.
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Out-of-the-Box Profile Report—Failed User Logon Profile

* The display columns of a baseline report returns the selected SQLite database columns

Step 1: General >  Step 2: Define Condition > FStep3: Dl ine Display Column
Attribute Order Display As Row Move

» Profile Date Type ASC 'i o o e ©°

Hour Ot Day ASC -]| [+ ] o ©

- Reporting Dovice :I o e e ©
Reporting 1P 'I [+ I -] [+

Avg Matched Events DESC "I c e e ©

- Avg Distinct User '| o © o ©
Awg Distinct Source 1P ‘i [+ -] e ©

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 28

The display column of the baseline report returns the selected SQLite database columns from profile 122.
Profile date type, hour of day, reporting device, and reporting IP are the group by attributes. Average matched
events, average distinct user, and average distinct source IP are the aggregate functions.
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Failed Logon Profile Results in Analytics
'RESOURCES > Reports > Baseline

Baseline Report - Failed User Logon Profile

K < 121 T *» M

Avg Matched #ivg CRStnGt Source
Profile Date Type  Hour Of Day Reporting Device  Reporting IF Events Avg Distinct User 1P

11 Win_gent 10.0.3.10

10.0.3.10

1 (Work Day 15 Win_Agent 10.0.3.10
10.0

10.03.1

1 (Work Dy 23 Win_Agent

+ Contains the group by Fields: Profile Date Type, Hour Of Day, Reporting Device,
and Reporting IP

* The aggregated fields are Avg Matched Events, Avg Distinct User, and Avg
Distinct Source IP

* Avg Matched Events is the ordered by attribute
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When you run the baseline report, FortiSIEM will query the profile database and display the results, which
contains the group by fields column and the aggregate fields column.
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MIN(COUNT(Matched Events))
MAX(COUNT(Matched Events))
AVG(COUNT(Matched Events))
StdDev(COUNT(Matched Events))

MIN(AVG(CPU Util))
MAX(AVG(CPU Util))
AVG(AVG(CPU Util))
StdDev(AVG(CPU Util))

MIN(SUM(SentBytes)
MAX(SUM(SentBytes)
AVG(SUM(SentBytes)
StdDev(SUM(SentBytes)

NSE Training Institute

SQLite Aggregate Fields

minMatchedEvents
maxMatchedEvents
avgMatchedEvents
sdevMatchedEvents

SQLito Profile Table Field

minCpuUtil
maxCpuUtil
avgCpuUtil
sdevCpuUtil

Aggregate Condition SQLite Profile Table Field

minSentBytes
maxSentBytes
avgSentBytes
sdevSentBytes

© Fortinet Inc. All Rights Reserved.
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This slide compares various aggregate conditions and their equivalent terms in the SQLite profile table.
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In this section, you will learn about calculating MIN, MAX, AVG, and STD DEV.
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* FortiSIEM creates and then constantly updates the learned baseline with time series
data

« The average, or arithmetic mean, refers to the sum of the numbers in a set, divided by
how many numbers are being averaged

* The variance is defined as the average of the squared differences from the mean

* The standard deviation (o) is simply the square root of the variance
+ A measure of the variation of a set of data values from its mean

FoATINET
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FortiSIEM creates and then constantly updates the learned baseline with time series data.

The average, or arithmetic mean, refers to the sum of the numbers in a set divided by how many numbers are
being averaged. The variance is defined as the average of the squared differences from the mean.

The standard deviation (o) is the square root of the variance, which is basically a measure of the variation of a
set of data values from its mean.
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CPU Utilization Example
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Minutes

o
w

9

* Consider a single host being monitored for CPU utilization

FoATINET
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Consider the example shown on this slide, where a single host is being monitored for CPU utilization. Every 3
minutes the CPU utilization metrics are collected. To simplify the demonstration, assume that only a single
sample is collected every 3 minutes.
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CPU Utilization Example (Contd)

50 |

40

30

20

et [ e il s

10

w B
o EBEEEE . -

12 15 18 21 24 27 30 [Time
Minutes

* Calculate the mean over the time period
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First, the mean value will be calculated over an evaluation window. Over an evaluation window, many
samples are collected. FortiSIEM uses an hour for evaluating samples, but a 30-minute window will be used
for demonstrating the calculations.

Advanced Analytics 6.3 Study Guide 295



Baselines

DO NOT REPRINT

CORTINET
—

JIN T TN o .
Calculating the Mean
50 |
C
p 40
u
u 30° : Mean 323
T :
I :
L 20 ;
10 : 1 A |
P v v v H 4
-l : £ £ £ . ¢
0 % 6 9 12 15 18 21 24 27 30 Tme
) Minutes
SUM of polling Sample Values
MEAN =
30+35+25+38+34+37+34+35+30+25 323
= = = 3 |
MEAN = 5 32
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The mean is the sum of polling sample values divided by the number of values. In the example shown on this
slide, there are ten samples with distinct CPU utilization values. When you add the values from each of these
samples and divide by the number of samples, then you will get the mean value of 32.3.
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Calculating the Variance
C
P 40 +5.7 +4.7
U .
U Mean 323
3
|
L
30 35 25 38 34 37 34 35 30 25
N ] ] M N M ] N L] ]
. 1t { i [ L it it it '
0 3 6 9 12 15 18 21 24 27 30 Tme
Minutes
VARIANCE = The average of the squared differences _ SUM of the square of each difference
from the Mean B No of Values
(-2.3)2 + (2.7)2 + (-7.3)2 + (5.7)2 + (1.7)2 + (4.7)2 + (1.7)2 + (2.7)2 + (-2.3)2 +(-7.3)2
VARIANCE | = 10 =| 19.21
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Variance is the average of the the squared differences from the mean. In order to calculate variance, you
need to first calculate the variation of each sample from the mean value. If the CPU utilization is higher than
the mean value, then it will be a positive difference. If the CPU utilization is below the mean value, then it will
be a negative difference. You square all the difference values and add them. The sum is divided by the
number of samples, which in this case is 10. The final result is the variance value.
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Calculating the Standard Deviation

50
c
P 40 +5.7 +4.7
U .
u 30°
T
|
i 20

o A B

3 6

9 12 15 18 21 24 27 30 Time
Minutes

« Standard Deviation () = \/Variance =\/19.21 = 4.38.

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. a7

Standard deviation is the square root of the variance value.
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+ 1st Deviation (+) = Mean + Standard Deviation = 32.3 + 4.38 = 36.68
* 1st Deviation (-) = Mean — Standard Deviation = 32.3 - 4.38 =27.92

© Fortinet Inc. All Rights Reserved.
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Determining Values Within One Standard Deviation
10 =4.38
50
P40 | [ 2 o
T I T —— 36.68
U 30 . LLLLLLLE Y Mean 323
T i SeaE.. 27.92
120 @&
30 35 25 38 34 37 34 35 30 25
10 : :
0 3 6 9 12 15 18 21 24 27 30 [Time

38

Once you determine the standard deviation, you can determine the positive and negative deviation from the
mean value. To determine the first positive deviation, you need to add the deviation value to the mean value.

To determine the first negative deviation, you need to subtract the deviation from the mean value. You will
notice that four samples are outside the first deviation.
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Determining Values Within N Deviations
10 =4.38
o0 -1— 20 =8.76
C 40 . g P
u Lt e £ B 3668
u 30 = EmssmmEsmmme Mean 323
- . sease. 27,92
L 20 . o
30 35 25 38 34 37 34 35 30 25
10 2 5 - 4 : 5 : 2 . :
—
0 3 6 9 12 15 18 21 24 27 30 Tme
Minutes
* Values with 2, 3, and so on—deviations can be easily determined
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You can determine the second and third deviation by multiplying the standard deviation by two and three
respectively, and then calculating the positive and negative deviation from the mean by adding or subtracting

that value from the mean.

Advanced Analytics 6.3 Study Guide

300



Baselines

DO NOT REPRINT
FORTHINET -—
Applying the Logic Back to FortiSIEM

+ Since FortiSIEM uses hourly buckets, values are recorded for each profile every hour
(AVG, MIN, MAX, Standard Deviation)

« Hence, the 24 buckets for a weekday, and 24 for weekend; one per hour

+ Since there is only one data point, the results are real values

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 40

Since FortiSIEM uses hourly buckets, values are recorded for each profile every hour. In the backend,
FortiSIEM calculates the minimum, maximum, average, and standard deviation for attributes that are related
to each profile and stores those in buckets every hour. Hence, there are 24 buckets for a weekday, and 24
buckets for weekends; one per hour. Since there is only one data point, the results are real values.
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Day One—Real Values Are Stored Hourly in the Daily Database
60
5
Average 48 el s &
CPU Utll 30 o1 @ 3252 @171
Single Host 20 ® w10
0| © 1°] C
- * Hour of Day
| 0 9 10 11 12 13 14 15 16
— Daily DB
mmwwm Cnumpoins |
1.1.1.1 ServerA 32.31 32.31 32.31 1
10 1.1.1.1 ServerA 32,52 3252 3252 0 1
11 1419 ServerA 4510 45.10 45.10 0 1
12 1.1.1.1 ServerA 4361 4361 4361 0 1
13 1.1.1.1 ServerA 33.71 33.71 33.71 0 1
14 1114 ServerA 28.10 28.10 28.10 0 1
15 14149 ServerA 42.01 42.01 42.01 0 1
ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 41

This is an example of the CPU utilization that is reported by a server on the first day. Every value that is
reported for every hour of the day is considered a real value. Hence the minimum, maximum, and average will
be the same value since there is no comparison with any other values against the daily database.

The standard deviation will be zero since there is no secondary data to compare the deviation for every hour.
The numPoints column will update each hour of day with 1 since there is only one value in the database for
that hour.
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+ Daily database values are populated into the profile database, and the daily database is
emptied to make ready for the next day’s values

Daily Database

Profile Database

+ Since there is only one data point, there is no processing required

Values in Daily Database = Values in Profile Database

FoATINET
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At midnight on the first day, the daily database values are populated into the profile database, and the daily
database is purged to make ready for the next day’s values. After the first day, the values in the profile
database will be the same as the values in the daily database. There is no processing of data since there is
only one data point for each hour.
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+ After the first values are collected, FortiSIEM uses a statistical weighted average for all
future points, since FortiSIEM does not store all previous values

A weighted average is an average that has a multiplying factor

+ It is calculated by using an alpha weight, where a percentage of the old average value is
added to a percentage of the new real average

Weighted Average = % of the Old AVG + % of the New AVG

The standard deviation and variance are also calculated using the weighted values
This is a proprietary algorithm and the values cannot be changed

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 43

You might think that the average is just the real average value, but that’s not true. FortiSIEM uses a statistical
weighted average for all future points, since FortiSIEM does not store all previous values. A weighted average
is an average that has a multiplying factor. It is calculated by using an alpha weight, where a percentage of
the old average value is added to a percentage of the new real average value. The standard deviation and

variance are also calculated using the weighted values. This is a proprietary algorithm and the values cannot
be changed.
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Day Two—Real Value Stored Hourly in Daily Database
o e
Average 38 = . o $9 N o201 @ M ifowr Vatoy
CPU Util 30 8 b £or :;:# & 3101 s
Single Host ® =10
20
"l e e e gOEE
* Hour of Day
0 9 10 11 12 13 14 15 16
Dally DB
mm g
1.1.1.1 ServerA 33.50 33.50 33.50 1
10 1914 ServerA 37.08 37.08 37.06 0 1
11 11.1.1 ServerA 40.12 40.12 40.12 0 1
12 1.1.1.1 ServerA 45.96 45.96 45.96 0 1
13 1.1.1.1 ServerA 35.32 35.32 35.32 0 1
14 1.1.1.1 ServerA 31.07 31.07 31.07 0 1
15 1.1.1.1 ServerA 37.48 37.48 37.48 0 1
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On the second day, the daily database is again populated with real data values. On this slide, the data values
for the previous day are shown for reference only.

Since the daily database has been emptied at midnight, it does not have the data values for the previous day.
It will populate the minimum, maximum, average, and standard deviation as if it is receiving this data for the
first time. So the minimum, maximum, and average will be the same value with standard deviation as 0. The
numPoints column will be updated again with 1.

Advanced Analytics 6.3 Study Guide

305



Baselines

DO NOT REPRINT

TN L
Midnight—Next Day Onwards

* For values already existing in the profile database, FortiSIEM now has work to do to
calculate the weighted average and standard deviation

>
Update Min / Max Values for Hour k\:]

X

Calculate New Weighted Average R
and Standard Deviation Values.

Daily Database Profile Database

* As before, the daily DB is purged to make ready for the next day’s values

* This occurs every night from numPoint 2 onwards, constantly learning and creating the
new moving baseline
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At midnight on the second day, FortiSIEM will need to perform some calculations before storing those values
in the profile database. It will update the minimum and maximum values for every hour of the day by
comparing the values stored in the profile database for day one and those values that are currently in the daily
database of the second day. It will also calculate the new weighted average and standard deviation values.
After performing those calculations, it will store those values in the profile database and update the numPoints
field in the profile database to 2. This means that the data stored is based on two data points for every hour. In
this way FortiSIEM is constantly learning and creating new baselines in the profile database. The daily
database will be emptied for the third day.
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TNt _—
Mldnlght—Day Two and Be_yond (Process Hour 9)
CvourorDay | HostiP | Hosthame | MInGPU un MaxCPU U StaDevcPu Ui ] numPoints |
MIN / MAX
o 9 1.1.1.1 ServerA | 3350 33.50 : 0 1
‘%}gj;-_-_ ~ 10 1.1.1.1 ServerA  ~—=3T05 7 37.08 T ot ] 0 1
o Et_,. 11 11101 ServerA 4012 40.12 40.12 0 1
W 12 1414 ServerA 45.96 45.96 45.96 0 1
- e
" y i 1 @ 45.90 @ 4596
™ ° Previous Hour Value 1 % & 438
: Shown Far R:fcﬂ:nce40 : : P @ 4042
= | Average ! we 1 NEW @) 33.50
: 1 .3231 | w®3as T
= | CPU ULl 30 : , ® 267
: Slngle | : oLn @ 3231 wciﬂgﬁﬁ AVG
* | Host : [ '
. 20 [ |
(] @ New Hour Value ki |
; ol A 9 110 11 12
- —— Floaden bt s WS s i ettt ot tiond L
3 9 11.11 SeverA || 3231 ITY 3231 0 1
= k ; T eSS s - - /]
o h—/
o F““
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Now, you will analyze the calculation that is performed in the backend by FortiSIEM for hour 9 at midnight.

The daily database contains the new CPU utilization data for day two, which is 33.50. The profile database
has the data for the same hour from the previous day, which is 32.31. The weighted average between day one
and day two is 32.67. FortiSIEM compares the minimum and maximum value between the daily database and
the profile database. It concludes that the minimum value does not need to be changed and it will keep that
value as 32.31. The profile database which contains the previous values for hour 9, will be updated with the

new learned baseline.
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Midnight—Day Two and Beyond (Process Hour 9) (Contd)
mmwm | numPoints _

o, - 15 i | ServerA 33.50 3350 33.50 1
‘% F\\_,‘ 10 1400 ServerA 37.08 37.06 37.06 0 1
o F\\\-—/' 1 1111 ServerA 40.12 40.12 40.12 0 1
W 12 1414 ServerA 45.96 45.96 45.96 0 1
L] ’____.‘
: ; :' 3 @ 45.10 @ 4595
™ ° Previous Hour Value 1 % & 438
: Shown Far R:fcﬂ:nce40 : : P @ 4042
= | Average ! s NEW @ 3350 o Ot
: CPU Ut" 30 : .3231 | w®3as . 12.67 1 Standard
: Si | 1 : o @ 323 Deviation ke
. ingle : 1 10 =13212 32.61
" | Host 20 i :
= ks 1 ¥ & g =055
- @ New Hour Value h | ’ Hour of
; ol A_o 10 11 12 Day
Hour OfDay HostIP HostName  MinCPUUtI  AVGCPUUtI MaxCPUUtI  Std DevCPU Util
g o 9 . | ServerA 3231 3267 33.50 0.55 2
> k
o h—
9 N NEW BASELINE FOR HOUR 9
I - | | | | -
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The maximum CPU utilization value for hour 9 needs to be updated in the profile database. It will update the
maximum value in the profile database for hour 9 to 33.50. It will also update the average CPU utilization
value for that hour to 32.67. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
0.55. That will be the new baseline for hour 9.
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Midnight—Day Two and Beyond (Process Hour 10)
mmm  numPoints |

Eaall}OJd *-IIIII-IIIII’IIII au&“ea

-

1111 ServerA - == 33.60-—=- EEEgsEs I 0 1
1.1.1.1 ServerA IL 37.06 3706 | 0 1
J
1.1.1.1 ServerA B {0 z B 0 1
1.1.14 ServerA 45.96 45.96 45,96 0 1
gy
; : | 0 LY
* ?L';,"‘.L"J'?J’fn“:f:i:fﬂ 0 1 { @ 4012
1 @706 i HEW @@ 37.06
Average ) :
@ 3252
C!’U util 30 : : @ 3388 ) )
Single : - = Weigited AVG
Host 20 1 :
|
@ New Hour Value IR 1 I —_—
0 o L 10 a1 12

Hour OfDay HostIP HostName  MinCPUUtI  AVGCPUUtI MaxCPUUtI  Std DevCPU Util
N ServerA UF'DATE : 2
k_/ 10 i s ServerA | 32.52 0 1
NS ——— VAL o——

\..[’,'_ =
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FortiSIEM will perform similar calculation for hour 10. The daily database contains the new CPU utilization
data for day two, which is 37.06. The profile database has the data for the same hour from the previous day,
which is 32.52. The weighted average between day one and day two is 33.88. FortiSIEM compares the
minimum and maximum value between the daily database and the profile database. It concludes that the
minimum value does not need to be changed and it will keep that value as 32.52.
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Mldnlght—Day Two and Beyond (Process Hour 10) (Contd)
ooy Lok istameJuncry i avocruuuuancr vl iacerceu s L umeorie
o 1.1.1.1 ServerA 3350 33.50 33.50 1
% }\_ _-_-; 10 1.1.1.1 ServerA 37.06 37.06 37.06 0 1
- F\f_/ 1 1111 ServerA 40.12 40.12 40.12 0 1
W 12 1.1.1.1 ServerA 45.96 45.96 45.96 0 1
L ] '____,\
: ; : I ®4510 @ 4596
o L ;Lzuun“?o':oﬂue:;:::e 1 1 @ 4042 . il
- 40 LN &7 : New (@ 37.06 O35 08
: Average 33.50 ! I, = T S [ i
= | CPUUtIl 30 poo : @ nss 1 Sanda
= 1 viation : =
: Slngle : I . . v Wcu_'!?;.{;(; AVG
« | Host 20 | : TS e )
: @ New Hour Value SR 1 1 Hour of e g =208
; 0 o L 10 5 11 12 Day
HourOfDay HostIP HostName  MinCPUUtIi  AVGCPUUtI MaxCPUUtI  StdDevCPU Util
3 — = B 1.1.1.1 ServerA 32.31 3267 33.50 0.55 2
;;" K_,' 10 1.1.1.1 ServerA 32.52 33.88 37.06 2.08 2
N —
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The maximum CPU utilization value for hour 10 needs to be updated in the profile database. It will update the
maximum value in the profile database for hour 10 to 33.88. It will also update the average CPU utilization
value for that hour to 37.06. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
2.08. That will be the new baseline for hour 10.
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Mldnlght—Day Two and Beyond (Process Hour 11)
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o, 1.1.1.1 ServerA 33.50 33.50 33.50 1
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FortiSIEM will perform similar calculations for hour 11. The daily database contains the new CPU utilization
data for day two, which is 40.12. The profile database has the data for the same hour from the previous day,
which is 45.10. The weighted average between day one and day two is 43.61. FortiSIEM compares the
minimum and maximum value between the daily database and the profile database. It concludes that the
maximum value does not need to be changed and it will keep that value as 45.10.
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Mldnlght—Day Two and Beyond (Process Hour 11) (Contd)
mmwm | numPoints _

o 1.1.1.1 ServerA 33.50 33.50 33.50 1
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The minimum CPU utilization value for hour 11 needs to be updated in the profile database. It will update the
minimum value in the profile database for hour 11 to 40.12. It will also update the average CPU utilization
value for that hour to 43.61. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
2.28. That will be the new baseline for hour 11.
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FortiSIEM will perform similar calculations for hour 12. The daily database contains the new CPU utilization
data for day two, which is 43.61. The profile database has the data for the same hour from the previous day,
which is 45.96. The weighted average between day one and day two is 44.32. FortiSIEM compares the
minimum and maximum value between the daily database and the profile database. It concludes that the
minimum value does not need to be changed and it will keep that value as 43.61.
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The maximum CPU utilization value for hour 12 needs to be updated in the profile database. It will update the
maximum value in the profile database for hour 12 to 45.96. It will also update the average CPU utilization
value for that hour to 44.32. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
1.08. That will be the new baseline for hour 12.

Advanced Analytics 6.3 Study Guide

314



Baselines

DO NOT REPRINT
HORHNET —
Constantly Learning Profiles
+ Distinguished by profile date type

Monday
..................... :
i Tuesday ; essessnsnrnnnnaaa,
i ey : Saturday :
Wednesday Weekday Weekend " ........... S unday
i Thursday i HourOfDay HourOfDay
o Buckets Buckets
! Frida :
Wil I ' Profile Database |

+ Tuesday overwrites Monday's values, and so on
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FortiSIEM is constantly learning new baselines every day. For weekdays, the data from Tuesday overwrites
the data from Monday, and so on. For weekends, the data from Sunday overwrites the data from Saturday.
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Baseline Report Sample—Device CPU Profile
+ The baseline reports return moving data per hour of day
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You can view the baseline data from the profile database for individual profiles by running the baseline profile
report. You can view the current baseline of minimum, maximum, average, and standard deviation values for
individual profiles.
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Steps for Creating Your Own Baselines

* Identify an unused profile ID
+ Define your new profile event type on the FortiSIEM GUI

+ Create your profile report on the FortiSIEM backend and insert it into the
ProfileReports.xml file

« The profile report is always looking at aggregated data, and must contain an order by
definition

* Restart phReportWorker and phReportMaster
+ Define any new attributes that are used for MIN, MAX, AVG, STD DEV in SQLite
Create your baseline report to view the data

FoATINET
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To create your own baseline profile, you have to identify an unused profile ID that you can use. Define your
new profile event type on the FortiSIEM GUI, and then create your profile report on the FortiSIEM backend
and insert it into the ProfileReports.xml file.

The profile report is always looking at aggregated data, and must contain an order by definition.

Finally, restart phReportWorker and phReportMaster, and define any new attributes that are used for
min, max, average, and standard deviation in SQLite.
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Review

Understand baselining

Identify the location of baseline data

Distinguish between a profile report and a standard report
Understand a profile report in detail

Analyze a failed logon profile

Understand MIN, MAX, AVG, and STD DEV calculations
Understand the hourly bucket for weekdays and weekends

X e iR i«
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By mastering the objectives covered in this lesson, you learned how to understand baselines on FortiSIEM
and analyze the backend profile report that is
responsible for tracking baseline data.
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In this lesson, you will learn about baseline rules and how they can evaluate aggregate functions by querying
data from the baseline profile.
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Objectives

* Understand baseline data
* Understand Z-score

* Review out-of-the-box baseline rules

NSE Training Institute

* Analyze sudden increase in failed logons to a host

* Apply Z-score to aggregate expressions

© Fortinet Inc. All Rights Reserved.

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding baseline data and Z-score, you will be able to analyze out-of-

the-box baseline rules, and create your own baseline rules with statistical expressions.
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Baseline Rules
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In this section, you will learn about baseline data and the type of data that is fetched from the profile database
by the rule engine.
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Rules Engine
N Profile Database
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Baseline Data and Rules

+ Baseline data once populated can then be referenced by rules

The rules engine can query the statistical average

and/or standard deviation values for the profile date
type (weekday or weekend), and current hour of the
day from the profile database and load into memory

+ Current rule aggregations (COUNT, SUM, AVG, and so on), can then be compared
against the statistical baseline values to determine whether an anomaly has occurred

© Fortinet Inc. All Rights Reserved.

Once baseline data is populated in the profile database, the rule engine can query the statistical average or
standard deviation values from any profile in the database. The rule engine can query the current hour of the
day from a weekday or from a weekend and load that value into memory. After it loads, the statistical value
into memory, the engine compares that value against the current rule aggregations, such as count, sum,

average, and so on. Based on that comparison, the rule may or may not trigger an incident.

The value, once cached, stays in the memory for that hour. If the rule needs to process more events during

that hour, then it will use the value that is already cached. If, for some reason, the cached value is lost, then it
retrieves them from the SQLite database and caches them for future use during the hour.
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Baseline Rules

IMMNL_ 1

Tracklng a Sudden Increase in CPU Ut|I|zat|on

CPU Utilization

FortISIEM Rules Englne Proﬂle Database
| e Every Hour
m i Load Profile Date Type '
STAT_AVG
I STAT_STDDEV
Monitors

Hourly Statistical Data
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AVG CPU UTIL

B Anomaly
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L= — »

; Trigger Incident
Sudden Increase in

CPU Usage

1" {F] B4

Baseline Hour
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This slide shows an example of a sudden increase in CPU utilization on a server.

The rule engine will query the profile database every hour for the statistical average and standard deviation
values for that hour. The values from the profile database are cached by the rule engine. FortiSIEM then
keeps monitoring the server, and periodically compares the actual CPU utilization against the statistical

average and statistical standard deviation value that was cached in the memory from the profile database. If

the calculations return a value that indicates an anomaly, then an incident is triggered.
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Out-of-the-Box System Resource Baseline Rules

Rule _____________|ProfilelD | Description

Sudden Increase In System 109 Detects suddenincrease in CPU usage. The current average over

CPU Usage a 30-minute interval is more than 3 standard deviations away from
the mean and the current average is at least 50 percent.

Sudden Increase in System 109 Detects a suddenincrease in system memory usage. Over a 30-

Memory Usage minute interval. Either the physical or virtual memory is 25% more

than the statistical average over that same time period and the
current physical memory usage is at least 50%.

Sudden Increase in Ping 127 Detects a sudden 100% increase of Ping Response Times over a
Response Times 30-minute time window.
Sudden Increase in Disk /O 121 Detects anomaly in disk I/O usage for servers, VMs, and ESX

hosts. Over a 30-minute interval. Either the read or write volume is
more than 3 standard deviations away from the mean over that
same time period and the read/write volume is at least 1 Mbps.

Sudden Increase in Server 117 Detects that a server is suddenly running 25% more processes
Process Count than the average.
m"m'ET Training Institute ©Fortinet Inc. All Rights Reserved. 5

This slide shows a few examples of the out-of-the-box system resource baseline rules.

The Sudden Increase in System CPU Usage rule queries profile ID 109. It detects the increase in CPU usage
by calculating the current average over a 30-minute interval. The rule triggers when this value is more than 3
standard deviations away from the mean and the current average is at least 50 percent.

The Sudden Increase in System Memory Usage rule queries profile ID 109. It detects the increase in system
memory usage over a 30-minute interval. This rule triggers when either the physical or virtual memory usage
is 25% more than the statistical average over that same time period and the current physical memory usage is
at least 50%.

The Sudden Increase in Ping Response Times rule queries profile ID 127. It triggers on a 100% increase of
ping response times over a 30-minute period.

The Sudden Increase in Disk 1/O rule queries profile ID 121. It detects anomalies in disk I/O usage for servers,
VMs, and ESXi hosts over a 30-minute interval. The rule triggers when the read or write volume is more than
3 standard deviations away from the mean over that same time period and the read/write volume is at least 1
Mbps.

The Sudden Increase in Server Process Count rule queries profile ID 117. It detects a sudden increase in
running processes by 25% or more than the average on a server.
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DNS Tunnel
Server

Excessive
DNS Requests

Sl

DNS Tunnel Client
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Detect DNS Data EXxfiltration Using Baseline Rules

* The DNS baseline profile is used to track the volume of DNS requests from a host

.............

FortiSIEM
l DNS Profile

O

Incident

Sudden Increase in DNS
Requests From a Specific Host

The DNS profile can track the volume of DNS requests from a host. Excess DNS requests from a host could
indicate malware running on an end host that could be tunneling data on port 53 to an attacker. In such
situations, the end user is compromised and is unaware of the attack because DNS traffic looks legitimate on
the firewall and is usually not blocked. However, suspicious behavior of this type can be detected by
FortiSIEM by comparing the statistical DNS traffic from the end user and the current DNS traffic. If there is an

anomaly, then an incident will be triggered.
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Sudden Increase in DNS Reqguests From a
Specific Host

Sudden Change in DNS Data Transfer Pattern 113
From a Specific Host

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

Out-of-the-Box System DNS Related Baseline Rules

Detects sudden increase in DNS requests
from a specific source IP. Over a 15-minute
period. A particular source |IP is either doing
excessive DNS requests or resolving
excessive distinct names. Excessive DNS
requests is defined as at least 100 requests
and current countis 3 standard deviations
away from mean for the current hour.
Excessive Destination names is defined as 50
distinct name resolutions and current count is
more than 3 standard deviations away from
the mean for the current hour.

Detects sudden change in DNS data transfer
pattern from a specific IP. Over a 15-minute
period. Either the sent or received bytes is
more than 3 standard deviations away from
the mean and more than 1 MB of traffic is
exchanged in the corresponding direction.

There are two baseline rules that are built into the system for detecting DNS anomaly traffic.

The Sudden Increase in DNS Requests From a Specific Host rule is detected over a 15-minute period. This
rule will trigger if a particular source IP is either generating excessive DNS requests or resolving excessive
distinct names. Excessive DNS requests is defined as at least 100 requests and the current count is 3
standard deviations away from mean for the current hour. Excessive destination names is defined as 50
distinct name resolutions and the current count is more than 3 standard deviations away from the mean for

the current hour. This rule queries the profile ID 113.

The Sudden Change in DNS Data Transfer Pattern From a Specific Host rule is detected over a 15-minute
time period. This rule will trigger when either the sent or received bytes is more than 3 standard deviations
away from the mean and more than 1 MB of traffic is exchanged in the corresponding direction. This rule

queries the profile ID 113.
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Profile Report vs. Rule Definition

+ Baseline rules generally mimic the profile report definitions

a8 Display Field
Aggregations COUNT, AVG,
and so on

Reference the same events and group by
conditions

Rule Statistical AVG > X
Aggregations Standard Deviation > Y

+ Except the display field aggregations are now replaced by rule function aggregations to
determine when the rule should trigger

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

Baseline rules generally mimic the profile report definition. The subpattern filter and group by definitions for
the baseline rule and the profile report are the same. The baseline rule has its own definition of aggregation
function where it compares the current value of an attribute against the statistical value from the profile
database. However, the aggregation in the profile report is related to the display fields.
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Profile Database Tables

* The rules engine is using the weighted AVG and SDEV values specifically from each
profile table when the statistical rule functions are referenced

sqlite> select * from profile_122;
custId|profDateType|hourOfDay | reptDevName | reptDevIpAddr|minMatchedEv
ents|maxMatchedEvents |avgMatchedEvents | sdevMatchedEvents |minDistinct
User|maxDistinctUser |avgDistinctUser|sdevDistinctUser |minDistinctSrc
IpAddr |maxDistinctSrcIpAddr|avgDistinctSrcIpAddr|sdevDistinctSrcIpAd
dr |numPoints

* Min and max values are not used by the rules engine

ﬁ"é“ET Training Institute ©Fortinet Inc. All Rights Reserved. 10

The rules engine is using the weighted average and standard deviation values, specifically from each profile
table when the statistical rule functions are referenced. The min and max values are not used by the rules

engine.
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Statistical Functions—STAT_AVG and STAT_STDDEV

+ The format of the statistical average and standard deviation rule functions is the name
followed by the aggregation, attribute, and profile ID arguments:

Rule Function

STAT_AVG() Statistical Average
STAT_STDDEV() Statistical Deviation

= Statistical average:
STAT_AVG(Aggregation(Attribute):<Profile 1D>)
= Standard Deviation:

STAT_STDDEV(Aggregation(Attribute):<Profile 1D>)

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 11

The format of the statistical average and standard deviation rule functions is the name followed by the
aggregation, attribute, and profile ID arguments.
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STAT_AVG(AVG(CPU Util):109)
~RESOURCES > Ropors > Baselne

B Host Hame Hest IP AVG{CPU Uil AVG{Memory Util)

3  WINZK8 192,168.0.40 8% 41%

+ Four columns will appear in the profile database for this aggregated value:
* minCpuUtil | maxCpuUtil | | sdevCpuUtil
* The statistical average is simply the moving average value for the AVG(CPU Util) from
profile 109 in the profile database

N

STAT_AVG(AVG(CPU Util): 108) Evaluates the Statistical Average value ofthe Avg CPU Util Baseline value
stored in Profile 109.

sqlite> select * from profile 109 limit 1;
custId|profDateType|hourOfDay|hostName |hostIpAddr |[minCpuUtil |[maxCpuUtil |avgC

puUtil | sdevCpuUtil |minMemUtil |maxMemUtil |avgMemUtil |sdevMemUtil |minVirtMemUt
il ImaxVirtMemUtil |avgVirtMemUtil | sdevVirtMemUtil |numPoints

'ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

Now analyze the statistical average CPU utilization. Average CPU utilization is a very common performance
attribute when you are monitoring any system in your organization. In the profile database, there will be four
columns for this aggregated value, as shown on this slide. The statistical average is simply the moving
average value of the average CPU utilization column from profile 109 in the profile DB.
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STAT AVG‘AVG(Matched Events):108))
Baseline Report - Firewall Denied Aggregate Traffic Profile
Ko< 1 24 2
Avy Distinct TCPIUDP
Profile Date Type Hour Of Day Reporting Device Reparting 1P Avg Matched Events Pofts Avg Distinct Source 1P Avg Distinct Dest P

1 {Wark Day) a FaT 10.0.3.254 '} 2 | i

FGTI 10.0.3.254 863

vork Day) 2 FEld 10.0.3.254 19.07

* Four columns will appear in the profile database for this aggregated value:
+ minMatchedEvents |maxMatchedEvents|avgMatchedEvents ||sdevMatchedEvents

+ The statistical average is the moving average value of the AVG(Matched Events) from
profile 108 in the profile database

STAT_AVG(AVG(Matched Events):108) Evaluates the Statistical Average value of the Avg Matched Events
Baseline value stored in Profile 108.

aqlite> select * from profile 108 limit 1;

custlId|profDateType |hourOfDay| reptDevName | reptDevIpAddr IminMatchedEvents |maxMatchedEven
ts|avgMatchedEvents |sdevMatchedEvents |

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 13

This slide shows an analysis of the statistical average of matched events for the firewall denied aggregate
traffic profile. In the profile database, there will be four columns for this aggregated value as shown on this
slide. The statistical average is the moving average value of the average matched events column from profile
108 in the profile database.
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STAT STDDEV(SUM(Sent Bytes):113)

STAT_STDDEV(SUM(Sent Bytes):113) Evaluates the statistical standard deviation value of the SUM
of sent bytes baseline value stored in profile 113

* Loads into memory the sdevSentBytes value in profile 113, from the profile database

* Four columns in the profile database
* minSentBytes | maxSentBytes | avgSentBytes | sdevSentBytes

sqlite> select * from profile_ 113 limit 1;
custId|profDateType|hourOfDay|srcIpAddr|minMatchedEvents |maxMatchedEvents|avgMatche
dEvents|sdevMatchedEvents|minDistinctDestName |maxDistinctDestName|avgDistinctDestNa
me | sdevDistinctDestName |minSentBytes |maxSentBytes|avgSentBytes|sdevSentBytes|minSen
tPkts [maxSentPkts |avgSentPkts | sdevSentPkts |minRecvBytes|maxRecvBytes |avgRecvBytes|s
devRecvBytes |minRecvPkts |maxRecvPkts|avgRecvPkts |sdevRecvPkts|minTotBytes|maxTotByt
es|avgTotBytes | sdevTotBytes |minTotPkts|maxTotPkts|avgTotPkts|sdevTotPkts|numPoints

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 14

This slide shows an example of the statistical standard deviation of the sum of sent bytes for the baseline
profile 113. The sent bytes will also have four columns in the profile database as shown on this slide. If a
baseline rule needs to evaluate an aggregate function and requires the standard deviation value for an
attribute, then that value will be loaded into the memory. This is the case for any baseline values stored in any
profile.
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More Than the Statistical Average

* One commonly used aggregate expression in the out-of-the-box baseline rules is to
determine whether the current actual aggregation (AVG, COUNT, SUM, and so on) is X
times more than the statistical average

Attribute Operator Value
AVG(Memory Util) >= s 1.25°STAT_AVG(AVG(Memory Util):109)

* Where X for example could be 25, 50, 75, or 100% more

50% more  1.50*STAT_AVG(AVG(Memory Util):109)
75% more  1.75*STAT_AVG(AVG(Memory Util):109)
100% more  2*STAT_AVG(AVG(Memory Util):109)

FoATINET
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One commonly used aggregate expression in the out-of-the-box baseline rules is to determine whether the
current actual aggregation, such as the average, count, or sum, is X times more than the statistical average.
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Num Points Relevance in Rules

* FortiSIEM needs to learn behavior over time, to prevent premature triggering of a rule
before a baseline is set and becomes active

« The rules engine will therefore fetch only values from the profile database that have a
numPoints value equal to two or more

* This value is defined in the phoenix config.txt file, and it can be changed:
[BEGIN phRuleMasler]

min_stat points=2 #minimum number of profiled data points before
triggering incidents

FoATINET
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The numpoints column value in the profile database plays an important role when rules evaluate any attribute.
The importance of the numpoint is to prevent premature triggering of a rule before a baseline is set and
becomes active. The rules engine will therefore fetch only values from the profile database that have a
numpoints value equal to two or more. This value is defined in the phoenix config.txt file, and it can be
changed by the administrator.
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In this section, you will learn in detail about an out-of-the-box rule—Sudden Increase in Failed Logons To A
Host. This is a baseline rule that requires baseline data to evaluate the aggregate function.
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Profile Report Definition—122
m

Filter Condition Event Type EventTypes: Dev Logon Failure
Group By Reporting IP

Reporting Device
Display Fields Reporting IP

Reporting Device

COUNT(")

COUNT(DISTINCT user)
COUNT(DISTINCT srclpAddr)

* Profile database

sglite> select * from profile_122; (shortened to relevant fields)
custId|profDateType|hour0ofDay | reptDevName | reptDevIpAddr|avgMatchedEvents |
sdevMatchedEvents|avgDistinctUser|sdevDistinctUser |avgDistinctSrcIpAddr|
sdevDistinctSrcIpAddr

'"""é'E Training Institute © Fortinet Inc. All Rights Reserved. 18

The profile report for 122 is defined in the backend XML file. The table summarizes the filter, group by
attributes, and display fields attributes that are defined in the backend XML file.
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Baseline Report—Failed User Logon Profile

Falled User Logon Profile - Edit Detalls

8| 51ep 2: Define Condition 3 Step 3: Define Display Column

Falled User Logon Profile - Edit Details

Step 3: Define Display Column

Step 1: General > Step 2: Define Condition )I St

swe | Cancd| Falled User Logon Profile - Edit Details

Attribute Order Display As
Profile Date Type asc -+
our Of Day ASC "1
Reportng Do
Reporang IP
e MAICHea Events DESC ¥

e o 0 0o 0 0 O

=
a

© © © 0|0 0 © o

e o 0 0 o 0o O
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The display column of the baseline report returns the selected SQLite database columns from profile 122.
Profile Date Type, Hour of Day, Reporting Device, and Reporting IP are the group by attributes. Avg
Matched Events, Avg Distinct User, and Avg Distinct Source IP are the aggregate functions.
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Rule—Sudden Increase in Failed LOQOI"IS lo A Host
_ Sudden Increase in Falled Logons To A Host - Edit Delails
m Step 2: Deline Condition > Step 3: Deline Action . S—
Step 3; General 3 NSi00 2 Deline Condslion " Stcp 3; Define Action
= e 50 gons 10 5 mpe rviow
ubpattem Next Raw
gor ole
[
Edit SubPattern - o x
Name: Logon
-F-Ih-u Paren Antribute Operator Value Paren Next Row
o © Event Type N #| EventTypes: Dev Logon Faike o AND + O | ©
Aggregate:  Paren Attribute Operator Value Paren Next Row
e - -] COUNT({ Matchod Events | > s 10 [ I - AND [+]
o e COUNT{ Maiched Events ) »s »| 150°STAT AVG{COUNT(Mached © @& AND | @ | @
Group By Attribute Row Move
Reporiing Device o o +* |+
Reparting I ol e 2+ +
FoATINET 3 5 g
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The baseline rule that is built into the system to monitor a sudden increase in failed logons to a host monitors
for a sudden 50% increase of failed logons to a specific host over a 30-minute period.

The subpattern logon for the rule is monitoring for event types that belongs to the Dev Logon Failure group.
The events of logon failure types are grouped by Reporting Device and Reporting IP.

If the matched events count is greater than or equal to 10, and the matched events count is greater than or
equal to 1.5 times the statistical average of profile 122, then an incident will be triggered.
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Sudden Increase in Failed Logons to a Host

30 Minute Evaluation Window

~ Saerverh

EVENTS

~ ServerB

egigegliaﬁ ﬁﬁ

4_,\/3 Event Receive
. ¢, Time

16:30 00

* Rules engine loads the current hours statistical average values into memory, for hour 15
where numPoints >=2

+ Joining at 15:30 as the rules engine evaluates looking for a match

Reporting IP | Reporting Device | COUNT | STAT_AVG | >50% STAT_AVG m

Ag“’“ o :| 10.0.0.1 ServerA 10 & Profie >=15?2 €
=i g 10002 ServerB 8 O & g >=1272 € 9
« Neither server matches the count, and the count is not 50% more than the statistical
average
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Take a look at the baseline for a sudden increase in failed logons to a host.

At the start of hour 15, the rule engine will load the statistical average value for the matched events count for
profile 122 from the profile DB. It will load only the statistical average value if the numPoints for that hour is

greater than or equal to 2. In the example shown on this slide, it will load 10 for ServerA and 8 for ServerB
from the profile database into the memory.

The rule engine wakes up at 15:30 and evaluates the failed logon events for the past 30 minutes. Neither
server matches the count and the count is not 50% more than the statistical average.
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Sudden Increase in Falled Logons To A Host

30 Minute Evaluation Window

~ Saerverh

: ServerB

* When the rule evaluates at 15:40 ServerA matches the rule, with a COUNT of 16

o ors :;;; B 10001 ServerA 16 @ pons 10 >=1572 &
=20 @ 10002 ServerB 5 @ & g =122

* Which is also more than 1.5 times the statistical average (1.5*10 = 15)

'"""é'E Training Institute © Fortinet Inc. All Rights Reserved.

Reporting IP | Reporting Device | COUNT | STAT_AVG | > 50% STAT_AVG m

0

22

The rule engine again evaluates the events for a 30-minute period at 15:40. This time it does not need to load

the statistical average values from the profile database to memory because they are already cached.

This time ServerA matches the rule, with an event count of 16 which is greater than 10 as defined in the rule,
and it is also greater than 1.5 times the statistical average value that was loaded into the memory from profile

122.
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Generate Incident Attributes

« For the incident Action, the incident attributes are set:

Generate Incident for: Sudden Increase in Failed Logons To A Hast

Incident Attributes:  Event Attribute

Host Name
Host IP
Count

Awvg Matched Events

Subpattern Filter Attribute

Logon *i Reporting Device
= |

Logon '! Reporting IP
=

Logon - COUNT(Matched Events)
=3

Logon j STAT_AVG(COUNT(Matc

A

Aggregate: Paren Attribute Operator Value
o @ COUNT( Matched Events ) = :JI 10
[T COUNT{ Matched Events ) 5= j 1.50"STAT_AVG({COUNT(Matched
FOATINET L L
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When a baseline rule triggers, sometimes you will need to review the rule definition to identify why it triggered.
In the example shown on this slide, only the aggregate condition appears as the filter attribute, but not the full

expression.
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Verifying Why the Rule Has Triggered

* The incident details returns the number of matching events and the statistical average
for the current hour for the host IP or host name

1 Security Incidents: HIGH: 2 LOW: 1

&  LastOccurred Encident Reporting Source Target Datal

3an 08 2020, 12:16:00

Sunpicious L e — 100.2.10 10.0.3.40
Uses Adminiy

Generate Incident for: Sudden Increase in Failed Logons To A Host

incident Attributes: Event Attribute Subpattern Filter Attribute Row
Host Name = Logon '! Heporting Device - O -]
Host IP =  Logon :| Reporting 1P j o o
Count = Logon '1 COUNT(Matched Events) 'J L+ Q| o
Avg Matched Events = Logon j STRT_AVGICOI_JNT:Mnr:hPm
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 24

The incident details returns the number of matching events and the statistical average for the current hour for
the host IP or host name that was cached from the profile database. However, the Detail column does not
display the actual results of the aggregation expression because it is defined in the rule.
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In this section, you will learn about the Z-score and which rules use the Z-score to evaluate the aggregate
function.

Advanced Analytics 6.3 Study Guide 343



Baseline Rules

DO NOT REPRINT
FORTINET —
Statistics Z-score

* In statistics the standard score, or Z-score, is the number of standard deviations a given
data point/value Y is away from the mean

 To calculate the Z-score, subtract the mean from each data point and divide the result by
the standard deviation

x - M L Is the mean of the sample

Z — O s the standard deviation of the sample

0]

+ A positive Z-score indicates that the data point is above average
* A negative Z-score indicates that the data point is below average

FoATINET
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In statistics, the standard score or Z-score is the number of standard deviations a given data point or value is
away from the mean. To calculate the Z-score, subtract the mean from each data point and divide the result

by the standard deviation.

A positive Z-score indicates the data point is above average and a negative Z-score indicates the data point is
below average.
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« Data that is two standard deviations below the mean will have a Z-score of -2
» Data that is two standard deviations above the mean will have a Z-score of +2.

* As a general rule of thumb, Z-scores beyond +2 or -2 are unusual, while Z-scores
beyond +3 or -3 can be considered highly unusual

===

3 = 1

BT )
l l | | |
I

| |
+1 +2 +3

N © ——
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Data that is two standard deviations below the mean will have a Z-score of -2. Data that is two standard
deviations above the mean will have a Z-score of +2.

As a general rule of thumb, Z-scores beyond +2 or -2 are unusual, while Z-scores beyond +3 or -3 can be
considered highly unusual.
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Example—Standard Deviations Away From the Mean

* Many rules such as Sudden Increase in Firewall Connections use the Z-Score
calculation

__ AVG(Firewall Session) - STAT_AVG(AVG(Firewall Session):112))

- STAT_STDDEV(AVG(Firewall Session):112)

z

Aggregate: Paren Attribute Operator Paren Next Row
o e (AVG(Firewall Session)-STAT_AVC | >= -1 3 o © AND | © @
o ©° STAT_STDDEV(AVG(Firewall Sest = > 0 o e AND j o e
FOATINET L z
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There are many rules on FortiSIEM that use the Z-score for aggregate functions. One such example is the
rule that detects a sudden increase in firewall connections.

The statistical average and statistical standard deviation firewall session values are fetched from profile 112
and loaded into the memory for the hour of the day that is under evaluation. The statistical average firewall
session is subtracted from the average firewall session, which is a real value, and divided by the statistical
standard deviation value of the firewall session.

If the result is greater than or equal to 3 and the statistical standard deviation value of the firewall session is
greater than 0, then the rule will trigger an incident.
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Combining Aggregate Functions
* Rule: Sudden Decrease in Reported Events From a Host
« Detects that a reporting device is suddenly reporting less events. The current average over the 1-hour
period is less than three times the standard deviation and also 50% less than the statistical mean
| Awibute | Opeator | Vae
(AVG(Event Rate)-STAT_AVG(AVG(Event = =3
Rate):116))/STAT_STDDEV(AVG(Event Rate):116)
AVG(Event Rate) C— 0.5*STAT_AVG(AVG(Event Rate):116)
STAT_STDDEV(AVG(Event Rate):116) > 0
Aggregate; Paren Attribute Operator Value Paren Next Row
[- IR -] (AVG(Event Raie)-STAT_AVG(AVC <= r 3 [- - AND '. o ©
[+ I -] AVG(Event Rate) <= - 05'STAT_AVG(AVG(Eveni Rate)l © | @ AND - e ©
(- -] STAT_STDDEV{AVG({Event Rate): = v (1] - -] AND 'I - T
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The Sudden Decrease in Reported Events From a Host rule detects that a reporting device is suddenly
reporting fewer events. The current average over the 1-hour period is less than three times the standard
deviation and also 50% less than the statistical mean.

Advanced Analytics 6.3 Study Guide 347



Baseline Rules

DO NOT REPRINT

EODRTINIET
T\ |

N —

Traffic-Related Baseline Rules
Rule _|ProfilelD |Descripton |

Sudden Increase in Firewall 104 Detects traffic anomaly on inbound TCP/UDP port usage on a
Permitted Inbound Traffic to a firewall. This means that over a 30-minute period, the permitted
Specific TCP/UDP Port inbound traffic (both number of flows and total bytes) to a specific

TCP/UDP port is more than 3 standard deviations away than the
average for the current hour.

Sudden Increase In Firewall 105 Detects traffic anomaly on outbound TCP/UDP port usage. Detects
Permitted Outbound Traffic to a traffic anomaly on outbound TCP/UDP port usage on a firewall. This
Specific TCP/UDP Port means that over a 30-minute period, the permitted outbound traffic

(both number of flows and total bytes) to a specific TCP/UDP port is
more than 3 standard deviations away than the average for the
current hour.

Sudden Increase In Firewall 106 Detects anomalous denied inbound traffic profile on a specific
Denied Inbound Traffic to a TCP/UDP port. Over a 30-minute period, both the total number of
Specific TCP/UDP Port denies and the number of unique source IP addresses are at least 3
standard deviations away from the mean for the current hour.
Sudden Increase In Firewall 107 Detects anomalous denied outbound traffic profile on a specific
Denied Outbound Traffic to a TCP/UDP peort. Over a 30-minute period, both the total number of
Specific TCP/UDP Port denies or the number of unigue destination IP addresses are at least

3 standard deviations away from the mean for the current hour.

This slide shows some of the traffic—related baseline rules.

The Sudden Increase in Firewall Permitted Inbound Traffic to a Specific TCP/UDP Port rule detects traffic
anomalies on inbound TCP/UDP port usage on a firewall. This means that over a 30-minute period, the
permitted inbound traffic—both number of flows and total bytes—to a specific TCP/UDP port is more than 3
standard deviations away than the average for the current hour.

The Sudden Increase in Firewall Permitted Outbound Traffic to a Specific TCP/UDP Port rule detects traffic
anomalies on outbound TCP/UDP port usage on a firewall. This means that over a 30-minute period, the
permitted outbound traffic—both number of flows and total bytes—to a specific TCP/UDP port is more than 3
standard deviations away than the average for the current hour.

The Sudden Increase in Firewall Denied Inbound Traffic to a Specific TCP/UDP Port rule detects anomalous
denied inbound traffic profiled on a specific TCP/UDP port over a 30-minute period. This rule will detect both
the total number of denies and the number of unique source IP addresses are at least 3 standard deviations
away from the mean for the current hour.

The Sudden Increase in Firewall Denied Outbound Traffic to a Specific TCP/UDP Port rule detects anomalous
denied outbound traffic profiled on a specific TCP/UDP port over a 30-minute period. This rule will detect both
the total number of denies or the number of unique destination IP addresses are at least 3 standard deviations
away from the mean for the current hour.
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Logon-Related Baseline Rules

Rue ________________________ProfilelD

Sudden Increase in Successful Logons to a Host 115 Detects a sudden 50% increase of successful
logons to a host over a 30-minute period.
Sudden Increase in Reported Events From a Host 116 Detects that a reporting device is suddenly

reporting more events. The current average
over a 30-minute period is more than 3 times
the standard deviation and also 50% more
than the statistical mean.

Sudden Decrease in Reported Events From a Host 116 Detects that a reporting device is suddenly
reporting less events. The current average
over the 1-hour period is less than 3 times the
standard deviation and also 50% less than the
statistical mean.

Sudden Increase in Failed Logons To a Host 122 Detects a sudden 50% increase of failed
logons to a specific host over a 30-minute
period.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 31

This slide shows some of the logon related baseline rules.

The Sudden Increase in Successful Logons to a Host rule detects a 50% increase in successful logons to a
host over a 30-minute period.

The Sudden Increase in Reported Events From a Host rule monitors for reporting devices that are suddenly
reporting more events. The rule will trigger if the current average over a 30-minute period is more than 3 times
the standard deviation and also 50% more than the statistical mean.

The Sudden Decrease in Reported Events From a Host rule monitors for reporting devices that are suddenly
reporting fewer events. The rule will trigger if the current average over the 1-hour time period is less than 3
times the standard deviation and also 50% less than the statistical mean.

The Sudden Increase in Failed Logons to a Host rule monitors for a sudden 50% increase in failed logons to a
specific host over a 30-minute period.
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Monitoring Response Times Baseline Rules

Rule ______________________Profilel

Sudden Increase in Ping Response Times 127 Detects a sudden 100% increase in ping
response times over a 30-minute period.
Sudden Increase in SNMP Response Times 128 Detects a sudden 100% increase in SNMP
response times over a 30-minute period.
Sudden Increase in WMI Response Times 129 Detects a sudden 50% increase in WMI
response times over a 30-minute period.
Sudden Increase in ICMP Requests From A 114 Detects that a host is making excessive
Host ICMP requests. Both the volume and the

number of distinct destinations is more
than twice the statistical average and at
least 100 ICMP requests.
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This slide shows some of the monitoring response times baseline rules.

The ping, SNMP, and WMI response times rules detect for a sudden increase in the response times of these
protocols over a 30-minute period.

The Sudden Increase in ICMP Requests From a Host rule monitors for hosts making excessive ICMP

requests—both the volume and the number of distinct destinations. The rule triggers when the requests are
more than twice the statistical average and at least 100 ICMP requests.
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Edit Rule Exception x
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Pa Attribute operato val P - : :
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You can tune the rules to avoid generating incidents during certain time periods. You configure this in the rule
exceptions. You can define the attributes and the values for which you do not want to trigger an incident.

In the example shown on this slide, the incident will not be triggered for a 30-minute period at night when a
backup is performed on the host 10.0.0.10 during weekdays.
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Review

v Understand baseline data

v Analyze sudden increase in failed logons to a host
v Understand Z-score

v Apply Z-score to aggregate expression

v Review out-of-the-box baseline rules
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By mastering the objectives covered in this lesson, you learned how to analyze out-of-the-box baseline rules,
and create your own baseline rules with statistical expressions.
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In this lesson, you will learn about UEBA on FortiSIEM. You will also learn about the benefits of using UEBA
and various deployment modes of the UEBA agent.
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Objectives

+ Understand the benefits of deploying FortiSIEM UEBA

* Understand the UEBA back end process

* Analyze the FortiSIEM UEBA agent deployments types
Understand the UEBA Rules, event types, reports, and parser

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 2

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding UEBA on FortiSIEM, you will be able to configure UEBA on
agents and track UEBA events on FortiSIEM.
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Introduction to UEBA
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In this section, you will learn about UEBA and how you can deploy UEBA in a FortiSIEM service provider
environment.
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FortiSIEM UEBA Endpoint Visibility and Alerting

Visibility Alerting
Gain visibility into user endpoint activity + Receive Al alerts on anomalous user behavior
Seethe files and processes that users are accessing + Customize alerts with tags
+ Search historical logs for reporting or threat hunting + Build rules to alert on known bad behavior
r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 4

FortiSIEM UEBA provides two important functions: visibility and alerting. You can gain visibility into user
endpoint activity, view the files and processes users access on their machines, and search historical logs for
reporting or threat hunting. If there is anomalous user behavior, the FortiSIEM Al generates an incident. You
can customize alerts with tags, and build rules to generate an incident when a known bad behavior is
observed on endpoint devices.

The integration with Fortilnsight brings user and entity behavior analytics (UEBA) to FortiSIEM. Previous
versions provided the integration using an API, which required two separate installations. This integration
requires a single installation only, with no overlapping functionality. The Al module runs on super and worker
nodes. All agent activity is routed to one node in a sticky manner. If a worker is down, agent events are routed
to another worker. If a worker is added, new agents are routed to that worker. Additionally, Al models are now
persistent across Al module restarts.
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Agent-Based UEBA

+ Lightweight Windows endpoint agent

Captures five key metrics
« User

Process

Device ’@
Resource (for example, file)

Behavior (for example, read, write, create, delete, \
process stop)

Uploads to FortiSIEM for analysis Z2\
Minimal endpoint overhead /49

+ Agent logs gathered directly from the kernel
= Accurate and reliable

* No reliance on audit policy configuration

Encrypted TLS upload

FoATINET
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The agent-based UEBA is lightweight, and captures five key metrics: user, process, device, resource, and
behavior. To reduce endpoint overhead, UEBA events are uploaded to FortiSIEM for analysis. The UEBA
events are collected directly from the kernel of the device, therefore they are accurate and reliable. UEBA
agents do not rely on the audit policy configuration of windows, and the events are uploaded through a secure
channel.
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FortiSIEM UEBA Agent Benefits

Activity logged onthe host
+ Increases visibility

+ Loggedbefore network encryption
+ Seefilename details

Off-net client visibility
Offline data caching
Upload to a public collector

Low client overhead
+ Approximately 1% CPU use
+ All analysis performedby FortiSIEM

© Fortinet Inc. All Rights Reserved
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Detailed endpointvisibility

+ Extensive file accesslogging
Removable mediause

+ Programand process use

Minimally invasive solution

+ No screenor keystroke logging
No detailed web activity logging

* Minimal performance impact

Using the UEBA agent provides the following benefits:

Activity is logged on the host
. Increases visibility
. Logged before network encryption

. Can see filename details
Off-net client visibility

. Offline data caching

. Upload to the public collector
Low client overhead

. Approximately 1% CPU use

. All analysis is performed by FortiSIEM
Minimally invasive solution

. No screen or keystroke logging
. No detailed web activity logging
. Minimal performance impact
Detailed endpoint visibility

. Extensive file access logging

. Removable media use

. Program and process use
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FortiSIEM UEBA—AI and Rules

« Combined Al and rule-based detection
« Al detects unknown threats and anomalies
+ Rules detects known threats and compliance breaches

* Increased effectiveness
+ Additional functionality

Known Threats
- Compliance Breaches

User |—[ Rule Engine
- FortiSIEMUEBA TLS
aVICE =i hge l'll ~
Resource
Behavior Al Engine

Unknown Threats
NS ;
Anomalous Behavior

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

The Al module of FortiSIEM, together with the rule engine, can detect known and unknown threats. The Al
module is primarily responsible for building the Al model and identifying anomalies in that model. The rules

detect compliance breaches and known threats.
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Al and Rules—Stronger Together

Rule-based detection Machine learning

Assists with compliance Flexible, learns over time
Identifies persistentbad behavior * No configuration required
Identifies known bad behavior Identifies unknown bad behavior

Increased visibility and functionality

FoATINET
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The rule engine detects incidents based on how it is configured to analyze logs. Rules are designed to track
and generate incidents for known persistent bad behavior. The Al engine on the other hand learns and builds
its model over time, and no configuration is required. When an anomaly is detected by the Al engine an
incident is generated.
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Processes Associated With Machine Learning/Al

* Builds the Al model + Detects anomalies by comparing events
* Keeps learning and matures the Al model to the Al model

i o - * Anomaly events have the attribute
Training mode and detection mode PH_ANOMALY
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The phFortilnsightAl process is responsible for building the Al model on FortiSIEM. By default it takes 14 days
to build the Al model, during this period, it is in training mode. After the Al model is built, it switches to
detection mode. When it is in detection mode, the phAnomaly process is responsible for detecting anomalies
that arise. The Al model continues to build and mature the model over time. Events that are anomalous, have
the attribute PH ANOMALY.
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Scale Out UEBA and State Persistence

* The Al module runs on super and worker nodes

+ All agent activity is routed to one node in a sticky manner
« Each worker monitor a set of devices to maintain the Al model

« If a worker is down, agent events are routed to another worker
* If a worker is added, new agents are routed to that worker
Al models are now persistent across Al module restarts

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 10

The Al module runs on super and worker nodes. All agent activity is routed to one node in a Sticky manner.
Once the events are uploaded to a FortiSIEM cluster then the actual UEBA models are distributed across the
workers, but each worker monitors a set of devices to maintain the Al model. If a worker is down, agent
events are routed to another worker. If a worker is added, then new agents are routed to that worker. Al
models are now persistent across Al module restarts.
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UEBA Architecture

Worker  phFortilnsightAl
Collector l
m - phAnomaly
| |
UEBA events thuIéWorker —

phFortilnsightAl

I
:
Collector :

UEBA events

phRuleWorker

Supervisor

b5

phRuleWorker

phRuleMaster &

phAnomaly =

FoATINET
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Agents deployed at endpoint devices generate UEBA events which are uploaded to a collector. The collector
uploads the events to the Supervisor or Worker. The UEBA events are then routed to a worker node in a
sticky manner. This stickiness is based on the Reporting Device Name which ensures that the same worker
receives the same device events to build the complete model, rather than fragmented between worker nodes.
The phFortilnsightAl process on the worker continues to build the Al model by extracting various attributes
from the UEBA events. The phAnomaly process generates an alert event if it detects an event that deviates

from the Al model and is suspicious. The anomaly event is summarized on per UEBA rule basis by the

phRuleWorker on the worker and the summarized data is sent to the supervisor. The phRuleMaster on the
supervisor analyzes the event and generates an incident based on the active UEBA rules on FortiSIEM.
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In this section, you will learn about various deployment options of FortiSIEM UEBA.
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+ FortiSIEM offers two agent features

Provided by the same installer package, and

enabled via FSM agent policy AT\
« FortiSIEM UEBA agent !li
+ Deployed on endpoints (PCs, oi‘;?;i?i“és
laptops) to monitor end user activity ‘
« Windows and Linux server agent '

* Deployed on servers for detailed OS
log collection, custom log collection,
FIM, and more

* Deployment scenarios

= On network only
+  On/Off network with VPN

«  On/Off network over the internet

FoATINET
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FortiSIEM offers two distinct features for UEBA agents. When the agent is deployed on endpoint devices,
such as PCs and laptops, then it can be used to monitor end user activity. If the agent is deployed on servers,
it can be used to collect more detailed information regarding the OS, file integrity monitoring, the processes
running on the server, and collect only custom logs. The same Windows agent is deployed Windows server
and on the Windows endpoint devices. The major difference is that you can enable UEBA for endpoint
devices through the Windows agent template and that instructs the agent at the endpoint devices to collect
UEBA events.

There are three different types of UEBA deployment scenarios: on network only, on/off network with VPN, and
on/off network over the internet.
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FortiSIEM Agent Deployments—On-Net Only

» Agents communicate directly with the
collectors on the network

+ Agents communicate directly to the
supervisor on the network or the
collectors configured as proxy agent ‘L“ ] &J'

communication to the supervisor Securty
Operations

* Pros: Simple to deploy and appropriate
for some organizations

* Cons: Will not monitor off net
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For on-net setup, the agents communicate directly with the collectors on the network. The events from the
endpoint devices are uploaded directly to the collector or supervisor. The endpoint device is always on the
corporate network and has direct access to the supervisor or collector. Health information for the agent is
reported directly to the supervisor. If the endpoint devices do not have direct access to the supervisor, it can
connect through a proxy to the collector, and then communicate to the supervisor. The collector can be used
to proxy the health information to the supervisor.

The advantage of this setup is that it is a simple configuration and it can be appropriate for certain
organizations that require endpoint devices to be on the network at all times. The disadvantage is that if the
endpoint devices move outside the organization, it becomes difficult to monitor those devices.
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+ Agents communicate to on-net collector

« Agents communicate directly to collectors
on the network

+ Agents communicate directly to the C l 2|
supervisor on the network or the FLIRIY
collectors configured to proxy agent Lol

communication to the supervisor

* Pros: Able to monitor endpoint devices
on-net and off-net

+ Cons: Requires VPN for the agent to
upload events
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To address the issue of off network, you can deploy the agent to communicate directly with a collector that is
deployed on the network when the device is on the corporate network. When the endpoint device is off the
network, you can establish a VPN connection to the corporate network, and then upload the events to a
separate collector located on a DMZ network. To report the health of the agent, the collector on the DMZ
network could proxy the information to the supervisor. If the supervisor can be reached directly through the
VPN, the endpoint devices could report the health status directly to the supervisor. The advantage is that you
can monitor the endpoint devices when they are on the network and when they are off the network. The
disadvantage is that you require the VPN connection to upload events to the collectors.
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+ Agents communicate with the
correct collector using DNS

records. e oy

» Collectors configured to proxy "atala)
agent communication to the e i
supervisor

*+ Use virtual collectors under the
agent template association to
define where the agent uploads

* Pros: Supports on-net and off-
net without a VPN

« Cons: ADNS entry is needed
for collectors which will require
configuring a public DNS
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In this setup, the agents communicate to the collector in an off-network environment through the internet. This
model requires some DNS configuration because the agent must communicate with the collector without a
VPN connection. When the endpoint device is on the network the DNS record must point to the collector that
is located inside the network. In the example on this slide the DNS record would point to the internal collector
IP address when the agent is on the network.

For an off-network environment, you should configure your public DNS server with the same FQDN, but it
should point to the public IP address of the firewall. Also, you must configure a VIP on the firewall to map the
public IP address to the private IP address of the collector that is located on the DMZ network.

Your internal and your public DNS should a resolvable DNS name pointing to the appropriate collector. Then,
agents can communicate to the supervisor via a proxy through the collector to report agent health information.
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In this section, you will learn about the UEBA rules, event types, parser, dashboard, incident page, report, and
watchlist. You will also learn how to configure UEBA tags.
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The UEBA alerts dashboard displays UEBA incidents by severity, top UEBA hosts, top UEBA applications, top

UEBA tags, top users, and so on. You can also add your own customized UEBA widgets.
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UEBA Reports

38 built-in UEBA reports
+ Create your own UEBA report
Customize built-in reports

* Event types for UEBA reports are
FINS-Windows oOr

Fortilnsight-AiAlert

NSE Training Institute

Resources > Reports > Function > Security > UEBA

MNew Edit Dot Run More « (=}

2 0 o8 Name

UEBA Al Alert: All Incidents

UEBA Al Alert: Incidents By Severity
UEBA Al Alert: Top Applications
UEBA Al Alert: Top Hosts

UEBA Al Alert: Top Incidents

UEBA Al AlerL: Top Tags

UEBA Al Alert: Top Users

UEBA detected backup applications
UEBA detected browser download
UEBA detected browser upload
UEBA detected cloud upload

VEBA detected email download
UEBA detected email upload

UEBA detected encryptlon tools

UEBA detected file archiver application

C | OGobai | W £

Description

Reports all UEBA Al Alerts

Counts UEBA Al Incidents by Severity

Tracks Top Applications triggering UEBA Al Alerts

Tracks Top hosts triggering UEBA Al Alerts

Tracks Top UEBA Al Incidents

Tracks Top Tags in UEBA Al Incidents

Tracks Top Users triggering UEBA Al Alerts

Reports backup applications detected by FortiSIEM UEBA
Reports browser download detected by FortiSIEM UEBA
Reports browser upload detected by FortiSIEM UEBA
Reports cloud upload detected by FortiSIEM UEBA
Reports email download detected by FortiSIEM UEBA
Reports email upload detected by FortiSIEM UEBA
Reports encryptlon tools detected by FortiSIEM UEBA

Reports file archiver application detected by FortiSIEM UEBA

© Fortinet Inc. All Rights Reserved.

There are 38 built-in UEBA reports on FortiSIEM. You can clone any built-in report, and then edit it to
customize the report according to your requirements. FINS-Windows and FortiInsight-AiAlert are
two distinct event types that identify UEBA events.
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Reports > Function> Security > UEBA
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This slide shows an example of a UEBA report of all incidents generated by the Al engine.
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Fortilnsight Watchlist Resources> Rules

- Dedicated dynamic watchlist for UEBA T

+ By default, the dynamic watchlist expires
in seven days by default

« Can manually change not to expire
* Must define the watchlist in a UEBA rule

Resources * Watch Lists » Fortilnsight Alert Fortiing
STRING
MNew Edit Delete Q
o B
Active  Value Triggering Rules Count
g
= UEBA Al detects unusual file creation:UEBA Al detects unusual file
= engineer2 B 2
= writing
Expires: (& Never
LIEBA Al detects unusial process started;UERA Al detects unusual
sile F 3
wans process stopped
1 UEBA Al detects unusual file reading 1
Ca
FoATNET o 2 .
E Training Institute ©Fortinet Inc. All Rights Reserved.

21

There is a dedicated watchlist for UEBA entities that can be populated dynamically as long as you define a
Fortilnsight Alert watchlist on the UEBA rule. The entries in the watchlist expire after seven days. If you want

to permanently keep specific entries, you must set the expiry for those entries to Never, so that they are kept
in the database indefinitely.
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EB Rules Back End

iction="UEBA" e="T1074.001 l

true</acti
. ForttSIEH UEBA AI module detects unusual file Creation by a user n;

3 chCustomer="true”s> <Include all="true"/
="PH_RULE_UEBA_AT_FILE_CREATED" Jseverity=

<Excludef

hostName = UEBA.hostName,

domain = UEBA.domain,

user = UEBA.user,

procName = UEBA.procName,
fileName = UEBA.fileName,
activityName = UEBA.activityName,
resourceName = UEBA.resourceName

le=UEBA AI File creation anomaly from Suser at ShostName file SfileName</IncidentTitle=
ciDef attr="yser"

ist PH _DYNLIST_UEBA</WatchList> |

‘38"
ayName="UEBA" name="UEBA"=>
- eventType = ["Fortilnsight-AiAlert-filecreated”f/Singlel

hastNane domain,user,tagName,procName, fileName, acttvttyuane resuurceuane </GroupByAttr>
tr>COUNT(*) 8gt;= 1</CroupEvtConstr>

play=
phnecuTlne hostName ,domailn,user, taghame,procName, fileName , activityName, resourceNames trilsts
EventDisplays
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 29

The UEBA rules are defined in the /opt/phoenix/data-definition/rules directory. The name of the
XML file is FIN UEBA RULES.xml. All UEBA rules belong to the UEBA group called PH SYS RULE UEBA.
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Associated UEBA Rules

* There are 50 out-of-the box UEBA rules

+] aQ &

P Reports
* Rules
P Availability
» Performance
» Change
w Security
b Authentication
Exploits
Vulnerabilities
Palicy Violation
Behavior Anomaly

F Threat Hunting

Operational Technology

Ungrouped

Resources > Rules > Security > UEBA

New

@ Edit - Delete | Clone | Test | Q UEBA
import  Export &

Severity Mame

7-MEDIUM  [s) UEBA Policy detects browser download

7=

¥ -

~

MEDIUM  (s) UEBA Policy detects browser upload

MEDIUM  (s) UEBA Policy detects cloud upload

- MEDIUM (s) UEBA Policy detects email download

- MEDIUM (s} UERA Policy detects email upload

- MEDIUM  [s) UEBA Policy detects encryption tools

- MEDIUM  (s) UEBA Policy detects file archiver application

OGiobal- | W <« 11 ) L]

Description
FortiSIEM UEBA Policy detects browser downl

FortiSIEM UEBA Policy detects browser uploa:

FortiSIEM UEBA Policy detects cloud upload

FortiSIEM UERA Policy detects email downloa

FortiSIEM UEBA Palicy detects email upload

FortiSIEM UEBA Policy detects encryption toc

FortiSIEM UEBA Policy detects file archiver ag

NSE Training Institute

© Fortinet Inc. All Rights Reserved.
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There are 50 out-of-box UEBA rules on FortiSIEM. A few of these rules are active by default, while others are
inactive. You activate or deactivate a rule based on your requirements. You cannot delete the built-in UEBA
rules, but you can clone and customize the rules.
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UEBA Al Event Types

Devicas/Apps  Evant Artributes ]E...-u Traes |ru.m-. Manitaring  Custom Propentios  SNMP SyaObjectld  Uplasd File
Agply | Clone Columas = eln s 172

New | Edit  Deles

Evant Type Evint Namo Dovice Type CVE iDs Evont Type Group Severity Seape
PH_RULE_UEBA WIN_TORREN..  Windews Toment Client Fortinet FortiSIEM fincidents/$oc ncident 8- MEDIUM  System
PH_BULE_LFRA A1FILE CREA.  UERA Al d fincidints/Soc Incident 7. MEDIUM  System

PH_RULE_UEBA_AI FILE READ  UERA Al datects upuisual F

Fartinet FerisIEM neldonts.

Soe Ircielont

MEDIUM  System

PH RULE UERA Al FILE WRIT.  UEBAAJ datects u

Fottine

$EIEM ncidents/Soc Ingidont MEDIUM  System

PH_RULE_UERA_AIFILE MOV.. UERAAI detects unusual flle movement Fortingt ForSIEM w5/ Sec Incident

“

- MEDIUM  System

PH_RULE_UERA_AI PROCESS UEBA Al detects unusual process started Fortinet FortiSIEM

Incident - MEDIUM  System

PH_RULE_UEBA_AIPROCESS .. UEBAAI detects unusual process stopped Fortinet FartiSIEM ¢ Incident

- MEDIUM  System

PH_RULE_UEBA_AI PROCESS_.. UEBAAI detect: 7 - MEDIUM
PH_RULE_UEBA_AIFILE_UPLO. ¢ Incid 7 - MEDIUM
PH_RULE_UERA_AIFILE_DOW. UERA Al detect: ¢ Incident 7 - MEDIUM System

PH_RULE_UEBA_AIHOST ON UEBA Al detects unusuasl mac

Incident

< MEDIUM  System

PH_RULE_UEBA_AIHOST OFF  UEBAAI detects unuse hine off < Incident

< MEDIUM  System

PH_RULE_UEBA_AI_HOST_LO. VEBA Al detects unususl host logon 7 - MEDIUM
PH_RULE_UERA_AIHOST LD UERA Al detects unusssl machine lagoff ¢ Incident 7 - MEDIUM
PH_RULE_UERA_AIDRIVE UN.. UERAAI detects v e Unmounted fincidents!Sec Incident 7o MEDIUM  System

PH_RULE_UERA_AIFILE_PRIN..  UERA Al detects unuius

fincidente/Sec Incidont < MEDIUM  System

PH_RULE_UEBA_AI_FILE_REMA. VEBA Al detects unusual Sec Incident 7+ MEDIUM  System

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 24

There are 51 built-in UEBA event types on FortiSIEM. You can clone and modify any of those built-in event
types or you can create your own UEBA event types.
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Fortilnsight Windows Event Types

Dovieas/Apps  Event Attributes Parsers  Monitering  Custom Propartios  SNMP SyiObjectld Ul
Mew | Edit  Delete  Apply | Clo Columns = ok < 11 U]
Evant Type Event Name Device Type CVE IDs Eventi Type Group Severity
FINS-Windows-lile-created Fortinsight Windows user created Iie Microsalt Windows ange/File Chang 3- LW Svstem
FINS Windows-file-deleted For it Windows user deleted fide Microsaft Windows Change/File Change 3-owW System
FINS-Windows-file-downioaded Fortilnsight Windows user downloaded file Microsaft Windows !Regular Traflic/ Peemit Traffic 5-MEDIUM  System
FINS - Windows-file-maved Fortilnsight Windows user moved file Microsoft Windows /Change/File Change 3-ow System
FINS-Windows-file-read Fartilnsight Windows user read file road Microsaft Windows ISecurity/ File Access 3-10wW Svstem
FINS-Windows-file-renamed Fortilnsight Windows file renamed Microsoft Windows ‘Change/File Change 5+ MEDIUM  System
user uploaded file (Reg e /Pormit Tratfic 5 MEDIUM  Systom
e writer Fort @ file writtan {Change/File Change 3-L0W Systam
ev-maching-aif Fartilnsight Windows machine turned off {Awailabllity/Systom Dowr 7. MEDIUM  Sywtem
FINS-Windows-maching-on Fortilnsight Windows machine turned on Microsaft Windows fAwailabllity/System Restart 7+ MEDIUM  System
FINS-Windows-new-process-created Fartilnsight Windows new process created Microsaft Windows Security/ Processhctivity 7-MEDIUM  Systam
FINS-Windows-grocess-not-restarted Fortilnsight Windows process not restarted Microsaft Windows {Asilablity/App Down 5-MEDIUM  System
FINS-Windowt-grocess-started Fartilnsight Windows process started Microsoft Windows {Sacurity/Process Activity 7. MEDIUM  Systom
FINS-Windows-pe Fortilnsight Windows process sopped Micresaft Windews ISecurity/Processhctivity T MEDIUM  System
FINS-Windows-uscr-logged-olt Fortilnsight Windows user logged off Microsatt Windows Security/Logon Success/Devl . 2- LOW Systom
FINS-W Microsaft W tSecurity/Logon Suecess/Dev L 5 - MEDIUM  System

© Fortinet Inc. All Rights Reserved. 25
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There are 16 built-in Fortilnsight Windows event types on FortiSIEM. You can clone and modify any of these
built-in event types or you can create your own UEBA event types.
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Fortilnsight Windows Agent Parser
 FortilnsightNativeParser parses
data to the event type FINS- Admin > Device Support> Parsers
WindOWS-GeDeriC o sa /A Event Attribute [ T Parers
+ Device type is Microsoft . v | oo
Windows ——— Ensbiod  Name
FortilnaigMAPIParser
* Identifies logs with the string s —
FortiInsight-Windows- Do
Ag =H t L g Add Event Parser Definition =
Mame FortiinsightNativeParser-11:11. | | Device Typ Micros oft Windows v
Parser XML Validate Reformat | [JEnable  Clear XML Previous | Next
ooy o el
Recagn ]
ﬁ.gE Training Institute © Fortinet In;:. All Rigll'lts Resenvad. 2

The FortilnsightNativeParser is a built-in parser that recognizes Fortilnsight Windows agent logs. The logs
sent by the UEBA agent that is installed on a Windows endpoint is parsed by this parser. The event type is
mapped to FINS-Windows-Generic. The parser identifies logs that have the string FortiInsight-

Windows—-Agent msg.
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Windows Template—UEBA

* Must enable UEBA on the Windows agent monitor template

« Requires a UEBA telemetry license

‘Admin> Setup > Windows Agent
Edit Windows Agent Monitor Template
UEBA: [} (emilres UEBA Telemetry License

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 27

For the Windows agent to collect UEBA events, you must enable UEBA on the Windows agent monitor
template. You must also ensure that your FortiSIEM license supports UEBA.
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Self-Learning User Model

Features extracted —— Probability model calculated

e
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Previous model
= ;- 3 ...... 4 S }
2 3 3 3
1 1 1
1
|
Anomaly detected—~ Alert!

T

New model built including newlog value

1

New logs compared to model

|
v

28

The process of building the Al model is continuous. The model matures over time, and the more data that is
fed into the Al model, the more accurate the model is at predicting anomalies. When new logs come in to the
Al model, features from those logs are extracted and feed into the Al model. If an event appears to deviate

from the Al model, an anomaly alert is triggered.
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* File Types: Enter the type of fle  piisseingssAnayicasUEsAIGHSrREK EnIES M
you want to monitor

+ File Paths: Enter the path to the
folder you want to monitor

* User Accounts: Enter the name of
the Windows agent-side user
account you want to monitor

* Group Names: Enter the name of
the Windows agent-side group you e - e
want to monitor 0] e _ — _

# All Seitings = Analytics = UEBA Higher Risk Entities

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 29

The UEBA Higher Risk Entities dialog box contains the following fields. All of the fields are optional. In each
field, use the + and - buttons to add or remove entries.

File Types: Enter the type of file you want to monitor.

File Paths: Enter the path to the folder you want to monitor.

User Accounts: Enter the name of the Windows agent-side user account you want to monitor.

Group Names: Enter the name of the Windows agent-side group you want to monitor.
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Configuring Tags—Customizing the Al Model
+ Tags modify the risk weighting IR
" . UEBA Tags
+ Applied to all inbound logs
+ Can increase or decrease the RIpARE
associated risk displayed on the i
GUI Name:  Hacking Tool Usage
+ Does not change the underlying Description:  Matches known hacking 142‘
model _
* Bu"d an AI mOdeI to meet Rules: Field Relation Value Row
organizational requirements psexecexe |
Application || = ~ ?z::z:::cm |-
:.Jchme [14] P P
Application
Activity
Resource
Resource Filename
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Fortilnsight attempts to categorize anomalous events using tags. Al inspects the events for specific
characteristics, as defined in the Al tag definitions, and applies the appropriate tags to events that match.
Setting tags in FortiSIEM allows you to identify the Fortilnsight tags that you want FortiSIEM to monitor. Tags
modify risk weighting which is applied to all inbound logs. Tags can increase or decrease the associated risk
displayed in the GUI, but they do not change the underlying Al model.
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The UEBA incident dashboard shows the UEBA incidents that the Al module creates.

The attribute list table provides the following information about Al alerts received from Fortilnsight:
Incident: the name of the incident that was detected.

Host: the host name or IP address where the alert originated.

Application: the name of the application that is the source of the incident.

User: the Windows agent user.

Tag: the tag used to categorize the alert.

Activity: the description of the activity that raised the alert.
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Review
v Understand the benefit of deploying FortiSIEM UEBA
v Understand the UEBA back end process
v Analyze the FortiSIEM UEBA agent deployments types
v Understand UEBA rules, event types, reports, and parser
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to deploy FortiSIEM UEBA in a multi-
tenant environment and identify key implementation requirements. You also learned about the UEBA rules,
event types, parser, reports, watchlist, as well as the importance of UEBA tags in determining the risk level of
UEBA incidents.
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In this lesson, you will learn about the MITRE ATT&CK® framework and how it categorizes attacks in various
techniques and tactics. You also learn how incidents on FortiSIEM fit into the MITRE ATT&CK framework.
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Objectives

* Understand the MITRE ATT&CK framework
Understand technique and sub-technique numbering
Explore MITRE ATT&CK framework on FortiSIEM
Explore MITRE ATT&CK framework on FortiSOAR
Understand FortiGuard malware resource on FortiSIEM

[

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Reserved

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in MITRE ATT&CK, you will be able to determine the tactic and technique of
an attack. You can build rules and configure the appropriate MITRE technique for a rule, so that when an
incident is generated by that rule, an analyst is able to identify the technique and quickly take action on that
incident based on pre-defined solutions. You will also learn about FortiGuard malware resources on
FortiSIEM.
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In this section, you will learn about MITRE ATT&CK framework and various tactics and techniques.
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What Is MITRE ATT&CK?

ATT&CK

Adversarial Iactics Iechniques égommon Enowledge

* Global knowledge base of real-world adversary attack tactics, techniques, and

procedures (TTPs)
* Culminated from actual group such as APT3, APT29, and so on

© Fortinet Inc. All Rights Reserved.
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MITRE ATT&CK is a global knowledge base of real-world adversary attack TTPs. The knowledge base has
been populated with popular attacks and techniques used by various attack groups over the years such as
APT3, APT29, and so on. ATT&CK maps various techniques to tactics so that it becomes easy to identify

similar attacks.
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Whatls TTP?

+ Tactic is what an attacker hopes to achieve, for example initial access
« Technique is how an attacker plans to execute the tactic, for example phishing
* A procedure is a specific implementation of the technique

TTP

Tactic Technique Procedure

i W

ﬁS E Training Institute ©Fortinet Inc. All Rights Reserved. 5

Very often SOC teams use the term TTP, which stands for tactics, technique, and procedure.

Tactics describe the immediate technical objectives the attackers are trying to achieve, such as gaining initial
access, maintaining persistence, or establishing command and control. Invariably, attackers must use multiple
tactics to successfully complete an attack.

Techniques describe the methods attackers use to achieve a tactic. All tactics in each matrix have multiple
techniques. The enterprise matrix breaks some techniques down further into sub-techniques. An example of
this is the phishing technique attackers use to gain initial access. The three sub-techniques associated with
the phishing technique are spearphishing attachment, spearphishing link, and spearphishing through service.

Procedures describe the specific implementations of techniques and sub-techniques APTs have used
(sometimes in clever or novel ways), or it can refer to specific malware or other tools attackers have used.

Advanced Analytics 6.3 Study Guide 389



MITRE ATT&CK®

DO NOT REPRINT

CODRTINET
JINTIINLE ]

ATT&CK Tactic, Technique and Sub-Technique

Privilege

Reconnaissance Escalation

. Resource N\ . : : _
" Development ~ i Execution Persistence

Control

" Movement Collection Curil:r?and ; Exfiltration

Credential . Lateral

Defense Evasnon}..____- Abcais > Discovery
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There are 14 different tactics and each tactics has multiple techniques and every technique may have several
sub-techniques.
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TXXXX.yyy
/N

Technique Sub-Technique

* T1566.001 Spearphishing Attachment |Phishing
+ T1566.002 Spearphishing Link Sub-techniques (%)
- T1566.003 Spearphishing via Service |

Name
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The technique numbering starts with the letter T followed by a four digit technique number and after the
decimal there is a three digit sub-technique number if there is a sub-technique associated with that technique.

For example, the phishing technique is T1566 and it has three different sub-techniques called spearphishing
attachment, spearphishing link, and spearphishing through service.
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MITRE ATT&CK Groups
+ Groups are sets of related intrusion activity that are tracked by a common name in the

security community
« Groups are mapped to publicly reported technique use and original references are

included

Enterprise r Bar } Attact t has sent spearphising emails with malicious attachments fo potential victims using compromised and/or spoofed
tig has sent spearphising emails with mal U5 links 1o potential victims
has used Linkedin 0 send spearp inks
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Groups are sets of related intrusion activity that are tracked by a common name in the security community.
Analysts track clusters of activities using various analytic methodologies and terms such as threat groups,
activity groups, threat actors, intrusion sets, and campaigns. Some groups have multiple names associated
with similar activities due to various organizations tracking similar activities by different names. Organizations'
group definitions may partially overlap with groups designated by other organizations and may disagree on
specific activity.

OilRig is an example of a group that used several tactics and techniques. It is a suspected threat group that
has targeted Middle Eastern and international victims since at least 2014. The group has targeted a variety of
industries, including financial, government, energy, chemical, and telecommunications, and has largely
focused its operations within the Middle East. It appears the group carries out supply chain attacks, leveraging
the trust relationship between organizations to attack their primary targets.
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In this section, you will learn about MITRE ATT&CK on FortiSIEM.
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MITRE ATT&CK on FortiSIEM

* You can define MITRE Techniques in a rule and the associated Tactics gets populated
automatically

« Incidents generated by the Rule contain details of Tactics and Techniques

« From the incident coverage view you can view incidents mapped to the MITRE
framework

* From the incident explorer view you can view details of incidents and drill down to
incidents and explore the MITRE tactics and techniques

* From the rule coverage view you can view all rules on FortiSIEM mapped to the MITRE
framework

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 10

You can define MITRE techniques in a rule and the associated tactics gets populated automatically. Incidents
generated by the rule contain details of tactics and techniques. From the incident coverage view you can view
incidents mapped to the MITRE framework. From the incident explorer view you can view details of incidents
and drill down to incidents and explore the MITRE tactics and techniques. From the rule coverage view you
can view all rules on FortiSIEM mapped to the MITRE framework.
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MITRE ATT&CK®

ATT&CK Rule Association

Associate FortiSIEM rules with MITRE
ATT&CK techniques

One to many mapping

Works for system and custom rules

Over 900 built-in MITRE ATT&CK
mapped rules

NSE Training Institute

Resources > Rules

New

Active

& Edit - Delete Clone

Name

is) Agent FIM: Linux Directory
Ownership or Permission Changed

{s} Agent FIM: Linux File Changed
From Baseline

{s) Agent FIM: Linux File Content
Modified

{s} Agent FIM: Linux File or
Directory Created

{s} Agent FIM: Linux File or
Directory Deleted

Technigue

Tactics

Impact,
Defense Evasion

Impact,
Defense Evasion

Impact
Defense Evasion

Collection,
Impact

Impact,
Defense Evasion

© Fortinet Inc. All Rights Reserved.

Over 900 built-in rules on FortiSIEM are associated with MITRE ATT&CK techniques. The technique and

tactic can be applied to system rules or custom rules.
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+ Select multiple Techniques or Sub-
Techniques

« Tactics are populated based on the
Techniques

Rules—Technique and Tactic

Agent FIM: Linux Directory Ownership or Permission Changed - Edit Details

Step 1: General >  Step 2: Define Condition > “

Severity 7 - MEDIUM b
Category Change il
Subcategory Audit =

| Technique: 4 Salected »

Tactics:  Credential Access, Collection, Defense Evasion, Impact

Agent FIM: Linux Directory Ownership or Permission Changed - Edit Details

Step 1: General > Step 2: Define Condition > |8

171863.001] OF Credential Dumping: LSASS Memary

Action [T1D02.002] OS Credential Dumping: Securlty Account Manager
[T1003.003] 05 Crodential Dumping: NTDS

[T1003.004] 0% Credential Dusmpirg: LA Socrots

[T1003 005 05 Credential Dumping: Cached Damain Crodentials
|T1003.006] OF Credential Dumpisg: DCSyme

[T1003.007] 05 Credential Dumping: Proc Elesystem
[71003.008] OF Credential Dumping: /etc/passwe and feic/shadow
[T100%] Data from Local System

1T1008] Direct Vohume Access

[T1807] Systern Service Divcavery

[T1008] Faliback Channets

Action:  Defined F [T1010] Apphcation Window Discovery
[11011.001] Exfiltration Over Othar Network Medius: Exfitration Over Bluetoath
Exception:  Undetined Fau | —_—
T T g
NSE Training Institute ©Fortinet Inc. All Rights Reserved.

All existing rules are mapped to MITRE ATT&CK tactics and techniques where applicable. You can add
Techniques to your own custom rule or you can edit the Techniques of the built-in rules. You can select

multiple techniques or sub-techniques in a rule. The tactics are populated based on the techniques that you

select.
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* Rule coverage dashboard shows MITRE ATT&CK coverage for rules

« Top row displays the number of rules and the percentage of MITRE techniques that
FortiSIEM covers

960 Rules - 76% Coverage

Reconnalssance  pReourCe Initial Access Execution Persistence el Defunse Evasion  Credential Access Discovery  Latersl Movement  Caliection i Exfi

123 63 38 38

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved 13

The rule coverage view provides an overview of the tactics and techniques that FortiSIEM covers as defined
by MITRE Corporation. The top row displays the number of rules and the percentage of MITRE techniques
that FortiSIEM covers. In the main row header, the bolded number that appears under each tactic indicates
the number of rules that are covered under it. Clicking a tactic here will show all the rules that belong to it.
Each tactic cell also lists the number of major techniques (Tech) and subtechniques (Sub-Tech) related to the
involved tactic. All major techniques related to a tactic are listed underneath their respective tactic column.
Tactics and techniques covered by FortiSIEM rules are indicated by a light yellow background.

You can hover your mouse cursor over any major technique to view the following information:

» Total number of rules covered by the technique (security category)

* The number of rules covered by each sub-technique (if applicable)

Advanced Analytics 6.3 Study Guide 397



DO NOT REPRINT

MITRE ATT&CK®

EODRTINIET
T\ |

IMMNL_ 1

ATT&CK Dashboards—Incident Coverage

* The incident coverage dashboard shows MITRE ATT&CK coverage for incidents
« The top row displays the number of incidents detected by FortiSIEM in the time range

specified

156 Incidents in Last 100 Days

NSE Training Institute

© Fortinet Inc. All Rights Reserved

The incident coverage view provides an overview of the security incidents detected by FortiSIEM that fall
under the tactics and techniques as defined by MITRE Corporation. The top row displays the number of
incidents detected by FortiSIEM in the time range specified. In the main row header, the bolded number that
appears under each tactic indicates the number of incidents associated with a specific tactic. Clicking a tactic
will show all related detected incidents. Each tactic cell also lists the number of major techniques (Tech) and
sub-techniques (Sub-Tech) related to the involved tactic/incidents. All major techniques related to a tactic are
listed underneath their respective tactic column. Tactics and techniques covered by FortiSIEM rules are

indicated by a light yellow background.

You can hover your mouse cursor over any major technique to view the following information:
» Total number of incidents triggered by this technique
+ The number of incidents triggered by each sub-technique (if applicable)
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* The MITRE incident explorer view maps security incidents detected by FortiSIEM into
attack categories defined by MITRE

« The incident explorer shows host-centric, interactive AT T&CK view

-1 B = List (S £ Explorer £2 1 minute » Statu: Active = | "D Time Range: Last 100 Days> | &
K€ w 12 » N
Davice teconnalssance Initial Access Persistence  STIeRe Dea e Discovery 0" Collection 3T Eufibtration Impact
' [ O @ © ]
@
] o (7] [} o
(] 1) (=] (] ) 1]
FEATnET
SE Tralnlrlg Institute ©Fortinet Inc. All Rights Reserved. 15

The MITRE ATT&CK incident explorer view maps security incidents detected by FortiSIEM into attack
categories defined by MITRE Corporation. The incident explorer shows a host centric, interactive ATT&CK
view. The number in the middle of the circle indicates the number of incidents in that category. The size of the
circle is relative to the number of incidents. The color of the circle indicates the severity of the incident:
red=HIGH severity, yellow=MEDIUM severity, and green=LOW severity.
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ATT&CK Dashboards—Incident Explorer—Detailed View

0 Actions = BB Owerview
Cesn-}
Davice tecannaissancy ., Initial Access
192.168.22.14 .
[Ematyl "\-ff
100,64.2.253 Y
[ Initisl Access Incidents for 192.160.22.14: 8 ]
éﬂ:‘rlﬂ = Last Occurrad Incident Tactics Tochnique Source Target Datadl
WINZ008-ADS
I o 13 2021, 11:16:00 M VNG from Intermes [ Persistenceatoral Movament Comma...  Extemal famots Services, Romot 8] 81 211.141.78.56 = 192168010
, 111184 ! . Services, 141, ol ACCHLOPE
BEEE  vr 132021, 12:14:00 PM WNC fram Intermet Persistence Lateral Movement Comma...  External Remote Services, Remot = 18556.80.120 192.168.22.16
Rl oo 132021 110030 PM WINC fram Intarnat Persistence.Lateral Movemant Comena...  Extarmal foe WEH2165.133 137 1521682218
I on 122021 11:05:30 PM WNC fram Internat Persistence Latoral Movement.Comma..,  Estamal Remots Services, femot.,  smd4.174.114.209 192.168.22.14
| Triggering Events | l Subpattern: VNC =[] Wrap Raw Events ] Show Event Type [ Show Raw Event Oniy
Evant Receive Time Raparting IP Source IP Destinatian IP Destination TCRAUDE. gyunt Name Fw Eret Log
Jun 132021, 11:17:15 PM 192.168.2.1 - 2111417858 192.1668.22 16 £900 (VNC) Permitted traffic =189+ Jun 13 23:17:15 date=2014-09-11 tipe)
132020 11715 PM 19216831 2111417655 192.16622.16 5500 (VNC) Parmitted traftic «189>Jun 13 23:17:15 date=2016-09-13 tije}
S 432021, 104704 PM 19206831 [ EEEREIR, 253 1921682216 5700 [VNC} Parmittid traffic +189-Jun 13 331714 date-2016-09-13 thel

ﬁgE Trairling Institute © Fortinet Inc. All Rights Reserved. 16

You can populate the table in any of these ways:

» Click a device to see all of the incidents associated with the device

» Click the Tactics drop-down list and choose one of the attack categories

* Click the number in the middle of the circle to view incidents for a specific device and for a specific tactic
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Access MITRE ATT&CK Data

* Access top level ATT&CK data from within FortiSIEM
« Pivot directly to MITRE ATT&CK for additional information

(Office Application Startup Details

& INCIDENTS -t

B VEBA MITRE ATTA&CK® Rule Coverage «

960 Ru

Privilege
Escalation

3 152 131

re Office Application
Teols Startul

B Persistence

-oOffice Application Startup: Office Template Macros

na
*q  Other sub-techniques of Office Application Startup (6) ~ 10: T1137.001
Adversaries may abuse Microsoft Office templates 1o obtain persistence on a Sub-technique of: T1137

compromised system. Microsoft Office contains templates that are part of common

Boot of  haw Rules Ecess Token

I i Technique: L - \
ices [7] ‘I;lﬂ'ﬂ I2]‘ ipulation [4] i Office applications and are used to customize styles. The base templates within the Platforms: Office 365, Windows
ripts atfrm
Duscrigtion: . {#pplication are wsed each time an application starts Permissions

Required: Administraston User
Office Vicual Basic for Applications (VBA] macros ““ can be ingerted into the base

) 7 Data Sources; Command
el tEMplate and used to execute code when the respective Office application starts in Command Execution. File: File
order to cbtain persistence. Examples for bath Word and Excel have been discovesed Creation, File: File Modification,

Ciine end published, By default, Word has a Normal dotm ternplate created that can be Pro ess Creation,

Windows

maodified to include a maliclous macro. Excel does not have a template file created by ’
Bagistry Koy Craation Wi

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 17

You can access top level MITRE ATT&CK data from within FortiSIEM. If you need more information on a
Technique then you can click on the Technique link directly from FortiSIEM and that will redirect you to the
MITRE ATT&CK webpage where more detailed information is available for that technique.
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In this section, you will learn about a MITRE ATT&CK on FortiSOAR.
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L
MITRE ATT&CK Connector
* Import MITRE ATT&CK techniques from  |Hiiiomationsiconnectorsl
the static data available within the
connector MITRE ATT&CK P
- AT‘[&CK Conneclor Version 1.0.1
* Replicates the knowledge base of caritstine
adversary taCtiCS and teChn iques based The MITRE ATT&CK knowledge base is used as a foundation for the development of specific threat models and
on real_world Obsewations methodologies. Connector helps to replicate knowledge base of adversary tactics and technigues hased on
Configurations Il Actions (¢] Playbooks 0 Agents 0
lab w o]
O CONFIGURATION 3 HEALTH CHECK:
lab
&= t public | & o
np ITRE 1
|
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 19

The MITRE ATT&CK knowledge base is used as a foundation for the development of specific threat models
and methodologies.

This MITRE ATT&CK connector helps to import MITRE ATT&CK techniques from the static data available

within the connector and adds the data to FortiSOAR in MITRE ATT&CK Techniques module. This helps in
replicating the knowledge base of adversary tactics and techniques based on real-world observations.
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MITRE ATT&CK Techniques Module
* Dedicated module for MITRE ATT&CK
Techniques
: : MITRE ATT&CK Techniqu
« 525 Techniques imported from the i ’
connector ®
* Add your own Techniques
:
Collaction Audio Capture T T1123- Audio Capture
Cotloction n:u from h;\aun!c Madis 1;;;-’. Hﬂ?;- Data from l!n:muh!r- Madla
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 20

The MITRE ATT&CK Techniques module imports 525 techniques after the MITRE connector is executed. You

can add your own technique to the module.
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MITRE ATT&CK Technique Details

+ Description: describes the technique

+ Detection: describes the process of
detecting the attack

+ Mitigation: describes the process of
mitigating the attack

- References: provides external reference
for more information

+ Threat Actors: lists the threat groups
associated with this Technique

+ Tools: describes various tools used e ']"
during attack process e

« Malware: describes any malware
associated with the Technique

i
« Related Records: incidents or Alerts = |
associated with this Technique on [Er—
N"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 21

From the MITRE ATT&CK Technique module you can open and view any technique. Every technique has the
following information:

Description: describes the technique

Detection: describes the process of detecting the attack

Mitigation: describes the process of mitigating the attack

References: provides external reference for more information

Threat Actors: lists the threat groups associated with this technique

Tools: describes various tools used during attack process

Malware: describes any malware associated with the technique

Related Records: lists the incidents or alerts associated with this technique on FortiSOAR
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MITRE ATT&CK Correlations to Incident Response
» Alerts and Incidents contains MITRE IncidentResponse> Alerts

ATT&CK Correlations section S—
+ Navigate to the correlated Technique L[ e Madsus R

+ Add additional technique from the Alert or
Incident module

[
L]

T1041 Exfiltration Over C2 Channel Exfiltration

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 22

Alerts and Incidents contains the MITRE ATT&CK Correlations section where techniques are added by
playbooks or where manually you can link a technique to the alert or to an incident. This makes it easy for
SOC analyst to quickly identify a MITRE technique related to an incident and take mitigation action against an
attack.
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In this section, you will learn about malware resources on FortiSIEM.
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Reputation Check

First Oceisrrad: ALg 28 2019, 0414

Details Events Rule | [ Auts expand
Attributes Learch Stiributs ) Incident Comments /
are [S478% (THY hit)]. (Microwned
&
45 P - s

NSE Training Institute
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FortiGuard I0C provides reputation checks for different malware like IP, domain, URL, and hash. Reputation

checks can be invoked in two ways:

*  When an incident triggers, users can manually do a lookup through FortiGuard 10C, virus total, or RiskIQ.
Any external website can also be looked up, but the results of FortiGuard 10C, VirusTotal or RisklQ are
parsed and the user is provided with a simplified verdict (safe, unsure, or malicious based on thresholds).

+ Users can automate reputation checks by including it in their incident notification policies. When included,
the reputation check will automatically be done when an incident triggers. Incident comments are updated

with the results.

Every licensed FortiSIEM can do FortiGuard 10C lookup. No special configuration is required.
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FortiGuard Integration

* Type: Select Incident
+ Direction: Select Outbound
* Vendor: Select FortiGuard I0C Lookup

« Instance: Enter an instance name or
accept the default

* Plugin Name: is pre-populated with the
name of the integration class:
com.accelops.service.integrati
on.impl.FortiGuardIOCIntegrati
onServicelmpl

NSE Training Institute

Integration Policy

ncident
Direction Qutbound +
Vendor:  FortiGuard 10C Lookup
mstance:  FortiGuard 10C Lookupl
Plugin Nama

com.accelops. service integration.impl FortiGuardlOCIntegrationSenvicelmpl

T
Description

Run for: All Orgs

Max Incidents: 5

© Fortinet Inc. All Rights Reserved.
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You can configure external integration to FortiGuard and other third-party platforms through the integration

policy. To configure FortiGuard 10C lookup, select the Incident in the Type drop-down list and Outbound in
the Direction drop-down list.. The Instance name can be any instance that has not been used earlier or you
could select the default name that is populated by default. Configure the plugin name as shown on this slide.

After you configure the integration policy, then you can either run the policy manually from the Incidents page
or you can configure the notification policy to run the policy automatically, when an incident is created.
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MITRE ATT&CK®

Manual Lookup—loC

* Run a different integration policy on the same incident

+ Execute the integration policy manually through the Actions tab on the Incidents page

= ne (C3 "] A v, MIT] TT&C £ 1 miowat Q
Incidant T Technia Regasting Soure argot Detail
¥ P MP P Fo A Trigge F
EEn 4:00 P bourd fro—— 4 Cred A FG2400301 3000441 0 s ‘...‘-. I;;f'-uu 1P Pratosak: &
Jun 13 2021, 11:25:30 PM Muitiple Login Faiures: Net Device B Credential Access
EEE 1 L A N o L

0 Actions = BB Overview

I= Change Display Columns

® Clear All Incidents In View

@ Change Severity

* Clear Incident

© Create Event Dropping Rule
W Create Case

% Disable Rule

® Edit Comment

[ Edit Rule

® Edit Rule Exception
#® Export Incident

B Notify via Email

B Remediate Incident

& Resolve Incident

B Run External Integration... I

NSE Training Institute
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You can execute an integration policy manually through the Actions tab on Incidents page. You canrun a
different integration policy on the same incident. The result is inserted in the Comments section of the
incident, which provides the user with a simplified verdict.
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MITRE ATT&CK®

rule

NSE Training Institute

* Trigger integration policy on a rule

+ Integration policy is run against the
incident triggered by that rule

+ The result of the integration policy can be
viewed in the Comments section of the

Notification Policy Lookup—loC

Natification Policy

varity: [ Low B Medivm B High

Comments:

«1in Admin > Settings » Analytics.

nsetin Admin > Settings > Analytics.

[0 De not notify when an incident is cleared by system

Admin > Settings > Analytics,

Save Cancel

© Fortinet Inc. All Rights Reserved.
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After an incident triggers, the user may want to take an action. You can automate this process through the
notification policy. One action in the notification policy is to invoke an integration policy. You can select an
integration policy to run on a specific rule or on any rule. If an incident is generated by that rule, then the

integration policy is triggered against that incident.
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——
FortiGuard Malware Domain/IP/URL
Resource
T
| |
FortiGuard FortiGuard FortiGuard
Malware IPs Malware Domains Malware URLs

Resources > Malware IPs > FortiGuard Malware IP esoiirces > Malware Domains > FortiGuard Malware Domain| Resources > Malware URLs > FortiGuard Malware URL

i - B o= B0 N it - Mo = | @ Maore = | Q

Active Lowp Active  Oomain m » Active R et

—— "
x
Schaduled for: every weekday at 00:00 AM starting 07/13/2021

FLATINET
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You can populate the FortiGuard Malware IPs, FortiGuard Malware Domains, and FortiGuard Malware URLs
database on FortiSIEM. After the databases are populated, you can configure rules to trigger an incident if an
indicator is part of that database.
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Review
v Understand the MITRE ATT&CK framework
v Understand Technique and Sub-technique numbering
v Explore MITRE ATT&CK framework on FortiSIEM
v Explore MITRE ATT&CK framework on FortiSOAR
v Understand FortiGuard Malware resource on FortiSIEM
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By mastering the objectives covered in this lesson, you learned how to map rules to the MITRE ATT&CK
framework and understand MITRE tactic and technique. You also learned about integrating various threat
intelligence platforms to FortiSIEM.
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Clear Conditions .

22 FortiSIEM 6.3

Last Modffied: 15 September 2021

In this lesson, you will learn about the clear conditions that the system requires to clear an incident
automatically.
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Objectives

» Describe what an incident status is

NSE Training Institute

* Walk through a rule with clear conditions
* Understand the difference between time-based and pattern-based clear conditions

© Fortinet Inc. All Rights Reserved.

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the generation of incident procedures, you will be able to
define conditions the system requires to clear an incident automatically.
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In this section, you will learn about incident status and how you can clear incidents by defining clear
conditions. You will also walk through the process of clearing an incident for a server that is not responding to
a ping response.
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Incident Status

incident for compliance purposes

they may already be back to normal

NSE Training Institute

 FortiSIEM generates incidents when it detects issues
+ The incident will be placed into an active state

+ This is fine for security related incidents, because operators will want to review each

* However, for availability or performance-related problems, servers and network devices
may trigger a threshold but it may have been only a temporary issue

* When you investigate the CPU, memory, or network interface thresholds, for example,

So FortiSIEM provides all rules with the ability to automatically change an active incident
status to auto-cleared based upon an extra set of defined criteria

© Fortinet Inc. All Rights Reserved

FortiSIEM generates incidents when it detects issues. The incident will be placed into an active state. This is
fine for security-related incidents because operators will want to review each incident for compliance
purposes. However, for availability or performance-related problems, servers and network devices may
experience only temporary issues. For example, when you come to investigate the CPU, memory, or network
interface thresholds, they may be back to normal already. Therefore, FortiSIEM provides all rules, with the
ability to automatically change an active incident status to auto-cleared based on an extra set of defined

criteria.
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Walkthrough—Rule With a Clear Condition
+ Conceptually this is what occurs for the rule:
«  Server down—no ping response
Device is detected as DOWN
& Trigger incident
100 |
Shils 22 Packet
Packet Loss % Loss %
FortiSIEM 0 >

Time
%C!ear incident

Device is detected as back UP

FoATINET
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This slide shows an example of a rule with a defined clear condition. This rules is tracking a server using
ICMP packets, and when there is no response to ICMP packets from the server, FortiSIEM triggers an
incident. The status of the incident is set as active. After the server comes back up and starts responding to

ICMP packets again, the incident will be cleared automatically by the system because of the defined clear
condition.

Advanced Analytics 6.3 Study Guide 418



DO NOT REPRINT

Clear Conditions

CODRTINET
TN TIINL- 1

+ Consists of two subpatterns with an OR condition

Server Down Rule—No Ping Response

i Step 3: Define Action

m . ; , "
. e

Condition:  If this Pattern occurs within any 120 2 second time window
Paren Subpattern Paren Next
o o AlIPINgLossS1v | # 0 @ OR
o o SystemShutdewn 17| 0| @

Given these subpattern relationships:
Subpattern Attribute Operator Subpattern

AlPingLossSrv = HostIP »|  SystemShutdown

1 0|@
1T 0|9

Attribute

Repoiting IP

Next

Row

1 0| @

* The rule is evaluated over a 2-minute time window

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

In the following slides, you will walk through the rule that detects if a device is responding to pings. During a
120-second window, if 10 out of 10 ping packets are lost, then either the host is down or there is a routing

problem.

There are two subpatterns for this rule. If any one of the subpatterns meets the conditions, then the rule will

trigger an incident.

Advanced Analytics 6.3 Study Guide

419



DO NOT REPRINT

EODRTINIET
T\ |

Clear Conditions
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AllIPingLossSrv Subpattern

+ Filters for the PING STAT event reported by server devices only
+ Groups the results by the same host IP and host name

+ Aggregates based on receiving one or more events where the average packet loss is
100%—meaning the device is down

'RESOURCE > Rules.
Name:  alPingLossSrv
Filters; Paren Attribute Operator Value Paren Next Row
o e Event Type *| PH_DEV_MON_PING_STAT [~ N - AND [+]
o e Host 1P N 1 Devices: Server o @ AND <| ©
Aggregate:  Paren Attribute Operator Value Paren Next Row
[+ I -] ANG(Packet Loss Pet) = 100 [+ - ] AND <+ ©
[+ - COUNT{ Matched Events ) © o AND =+ ©
Group By:  Attribute Row Move
Host IP o @ + | ¥
Host Name L + | 4
FOATINET
SE Training Institute ©Fortinet Inc. All Rights Reserved.

Take a look at the subpattern shown on this slide. The filter is tracking event types, which is specifically for
monitoring device performance and availability using pings. The filter also ensures that the ping monitoring

events are coming from server devices.

FortiSIEM groups all the events by their host IP and host name, which are the server IP and server name.

After the events are grouped, FortiSIEM performs the aggregate function. If the average packet loss
percentage is equal to 100% and the matched events count is greater than or equal to 1, then FortiSIEM

triggers an incident.
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* Filters any events reported by a server device that are categorized as system down
+ Groups the results by the same reporting IP and reporting device
» Aggregates based on receiving one or more events

Edit SubPattern O x
Name SystemShutdown
Filters: Paren Attribute Operator Value Paren MNext Row
o o Event Type ] " EveniTypes: System Down o|® AND | O O
o e Reporting 1P ™ o Dovicos: Server o e an - O ®
Aggregate:  Paren Attribute Operator value Paren Next Row
- - | COUNT( Matched Evonts ) »= -1 - -] AND =| O O
Group By:  Attribute Row Move
Reparting B o e 4+ +
Reporting Device L * |
FoATIRET
SE Training Institute ©Fortinet Inc. All Rights Reserved. 8

Take a look at the system shutdown subpattern shown on this slide. The filter is tracking event types that
belongs to the system down event type category, which is defined in the CMDB. The filter also ensures that
the reporting IP belongs to the server devices.

FortiSIEM groups all the events by their reporting IP and reporting device, which are the server IP and server
name.

After the events are grouped, FortiSIEM will perform the aggregate function. If the matched events count is
greater than or equal to 1, then FortiSIEM will trigger an incident.

Advanced Analytics 6.3 Study Guide 421



Clear Conditions

DO NOT REPRINT

CORTINET
O ihNC L

Server Down—No Ping Response

« Focusing on the AllPingLossSrv subpattern only; ping stat events are received every 2
minutes

2-minute Evaluation Window
A

A =

ServerA
[

100.64.1.10
Packet Loss Pct

-
28 &% % a=g=8
= : $ : o S e ¥ o $ i
-
. I o Jeining the simulation as phRuleMaster
wakes up at 15.07:30 pm

-
I HostIP | Host Name | Rl e m

sm‘:psya 100:64.1.10 ServerA

Aggregation

,9\(3_ Event Receive
e, Time

Evaluation Timer

* Incident triggers based upon a subpattern match

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

Let’s focus on the pattern shown on this slide.

The pattern on this slide shows that FortiSIEM will poll the server every 2 minutes and collect the ping stats.
Based on those ping stats it creates an event. If only 5 out of 10 pings fail, then it is considered a 50% packet

loss and FortiSIEM will not generate an incident.

In this example, it's a 100% packet loss, which means all 10 pings failed, which will trigger an incident.
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Server Down—No Ping Response Incident

* The incident action is based upon filter attributes in the AllPingLossSrv subpattern

'RESOURCE > Rules
Generate Incident for: Server Down: No Ping Response X
t butes:  Event Attribute Subpattern Filter Attribute Row
" Sy v HostlP o ©
1iP utdow Ry e e
A1 Nam Sy Mot N o @
2 Nam s Rieg (=) o e

m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 10

The action on the rule generates the incident that is based upon the filter attributes in the subpattern.
In the example shown on this slide, the Host IP and Reporting IP defined in the subpattern filter are the same

so they are mapped to the incident as the Host IP. The Host Name and the Reporting Device defined in the
subpattern filter are similar, so they are mapped to the incident as the Host Name.
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Server Down—No Ping Response Incident (Contd)

* Incident tab displays an active incident for the server
» Incident Target populated by the host IP and host name attributes

‘ A Last Occurred Incident Reporting Source Target Dretail

Details Events B Auto expand

Definition of Rule that Triggered the incident =

Details Events Rule B Auto expand

Attributes . A Name: Server Down: No Ping Response
tatus: ACTIVE Netification 1 Day Incident Cateqory- Server
Category: Availabiiity Description: Detects a device does not respond 1o ping - 10 out of 10 ping packets are kost - sither the host is down or there is a routing problem I
E::emc Ao
First Occurred: Jan 10 2020, 09:25:30 AM
Conditions: PATTERN AlPIngLossSvORSystemShutdown

Impacts: University
Incident: Mo Ping Response From Server
Incident ID: 7121

WHERE  AllPingLossSrv.Host IP = SystemShutdown. Reporting 1P
OCCURS in any 120 second time window

Incident Status: Active Clear It: WITHIN WITHIN 5 minutes the following conditions are met
Incident Type: PH RULE NON RESPONSIVE S PATTERN  AllPingLossSrv_CLEAR
ERVER WITH Host IP = AllPingLossSrv CLEAR Host IP
!L“, Occurred: Jan 10 2020, 09 25:30 AM ] SUCHTHAT Cilear_Condition Host [P = Original_Rule Host 1P
FOATINET e 1
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 11

The incident is generated when there is no ping response from the server. From the Incident Type you can
identify which subpattern triggered the incident. In the example shown on this slide, the incident type is
PH_RULE_NON_RESPONSIVE_SERVER, which means that the AllIPingLossSrv subpattern triggered the
incident.

Because this is the first occurrence of the incident, the count will be 1 and the First Occurred and Last
Occurred times will be the same.
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p [statatel P Pl TN |

=

] I o, Joining again as phituleMaster wakes up
: #t 15:08 pm

Evalustion Timer

Rule
Group By &
Aggregation

Matching Group By and Aggregation for SubPattern: AllPingLossSrv
Host 1P| HostName | AVG(Pk Loss Poy_] Match

+ It will not trigger additional incidents for the same triggering event

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.

§ o

HORHNET —
Server Down—No Ping Response
* FortiSIEM remembers which events it has triggered incidents for
e Event already triggered
ServerA | :
— IR Incident ID X |
Packet Lass Pet _9\?’3 1E_vent Receive

FortiSIEM remembers which events the incident was triggered for. When the phRuleMaster wakes up 30
seconds later and evaluates the 2-minute window, it will not trigger additional incidents for the same triggering

event.
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Server Down—No Ping Response (Contd)

* FortiSIEM remembers which events it has triggered incidents for

2-minute Evaluation Window

= Event already triggered
i pifiiid Incident ID X
100.64.1.10

Packst Loss Pct

e N e I N P P I P P PR ST I
| Ongr  Jsining again as phRuleMaster wakes u .
i |¥ -us:n:;:g pm v e "
] Matching Group By and Aggregation for SubPattern: AllPingLossSrv
EH  HostIP | HostName | AVG(PktLossPct) || Match

Rule

0 1& *
%\( ‘,, 1E_[\r;:t Receive
" B

Group By &
Aggregation

+ It will not trigger additional incidents for the same triggering event

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.

CORTINET
O ihNC L

When the phRuleMaster wakes up again after 30 seconds and evaluates the 2-minute window, it will not
trigger additional incidents for the same triggering event.
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« It will trigger again for new events

2-minute Evaluation Window
fp—

fa =
ServerA

B
100.64.1.10

Packet Loss Pet

_9\/ . Event Receive
. ¢, Time

=
o p I o, Joining again as phituleMaster wakes up

3 at 15.09 pm
Evalustion Timer

=

Rule
Crou By & 100.64.1.10 ServerA
Aggregation

+ The polling interval is roughly 2 minutes, so in most cases, there will be only one
matching event

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 14

Because this is a performance-related metric, FortiSIEM polls the server periodically and, in the example
shown on this slide, it is 2 minutes. The evaluation window is also for 2 minutes and for that reason, in most

cases, there will be only one matching event.

When FortiSIEM polls the server again in 2 minutes, a new event will be generated with 100% average packet
loss. When the phRuleMaster wakes up again and evaluates the 2-minute window, it will trigger the incident

caused by the new triggering event. The incident ID will be the same as before. It will just update the count,
last occurred, and event details for the same incident ID.
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Server Down—No Ping Response Incident
* The new incident data is merged with the current active incident
« The Count s increased to 2
+ The Last Occurred time is updated
INCIDENTS
4 1 Server Down: No Ping Response incident for Last 2 Hours "
A& LastOccured Incident Repoiting Source Target
_Dmus_ Events  Rule B Ao sxpans
Attributes ® Incident Commants Action History
Calb : dity Tine Action
E
[ Last Occunred: Jan 10 2020, 092730 AN |
ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 15

The new incident data is merged with the current active incident. The Count is increased to 2 and the Last
Occurred time is updated.
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Server Down—No Ping Response

* This process will continue while the server is still experiencing 100% packet loss

2-minute Evaluation Window
B

ServerA
[

100.64.1.10
Packet Loss Pct

,9\(3_ Event Receive
e, Time

Joining again as phRuleMaster wakes up
at 15.11:30 pm
Evaluation Timer

—
| HostIP | HostName | AVG(Pkt Loss Pct) m

Croup By & 10064.1290 1 servern 100

Aggregation

» The incident count will now be 3

Im"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

This process will continue while the server is still at 100% packet loss. After 2 minutes, when the
phRuleMaster wakes up again and evaluates the 2-minute window, it will detect a new triggering event with
100% packet loss. The incident count will be updated to 3.

Remember that the phRuleMaster is actually waking up every 30 seconds to evaluate all the active rules. It
will update the incident only if there is a new triggering event.
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Server Down—No Ping Response (Contd)

* What happens when the packet loss returns to normal?

2-minute Evaluation Window

O
100.64.1.10

\/3_ Event Receive
.5, Time

R g @ @ . & -8 5 - 1
0 [ +
. t s | | |
I : : | l i
. I 4 Joining the simulation as phRuleMaster

Z wakes up at15.12:30 pm
Evaluation Timer

-
| HostIP__| Host Name _ CESTEES m

e 100.64.1.10 ServerA
Aggregaton

* No rule match exists; the problem has been resolved but without applying any other
logic the incident will still display as active on the incident dashboard

Im"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 17

Again, after 2 minutes when the phRuleMaster wakes up and evaluates the 2-minute window, it will detect a
new event with 0% packet loss. At this point, the rule conditions do not match the event and no incident will be
triggered or updated. The problem has been resolved, but without applying any other logic, the incident will
still display as active on the incident dashboard.
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+ Since the problem has gone away, this is where a rule clear condition can be defined

» Clear conditions can either be:

» Time based
* Meaning the original rule did not trigger again for a specified period of time, which can be specified in seconds,
minutes, or hours

+ Pattern based
+ Meaning a new subpattern should be evaluated to watch for an alternative condition to occur, this is indefinite

* The end result is that the incident will change from an active status to an auto-cleared
status

FoATIRET
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Since the problem has gone away, this is where you can define a rule clear condition. Clear conditions can
either be time based or pattern based.

Time based means that the original rule did not trigger again for a specified period of time, which can be
specified in seconds, minutes, or hours.

Pattern based means that a new subpattern should be evaluated to watch for an alternative condition to occur.

The end result is that the incident will change from an active status to an auto-cleared status.
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Server Down—No Ping Response with Time-Based Clear

* Time-based clear condition

2-minute Evaluation Window
o UM o

=
ServerA
EEm—

10.0.0.10
Packet Loss Pct

EVENTS

. 12 .
2~ 5. Event Receive
“, g, Time

Evaluation Timer Trigger { TTrigger I.ﬂutl:l Clear

Edit Rule Clear Conditions

Clear it Within, s mnes  +| B ihe originai nie coes not trigger he iollowing conanions ane met

* With a 5-minute clear within time period defined, this incident will auto clear 5 minutes
after the last occurrence if the trigger condition no longer exists

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

If the clear condition is time-based, then with a 5-minute clear window, the incident will auto clear after the last
occurrence of the incident. The clearance window begins from the last time the incident was triggered and, if
the incident triggers again during that window, then the window is reset.
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Pattern-Based Clear Condition

+ Define a clear condition subpattern for a pattern-based clear condition

Edit Rule Clear Conditions %
Sl 5 & Minutes = the ofiginal rule does not Wigger B the tol owing condilions are met
Clear Condition It this Patlern occurs
Paren Subpattern Paren Next Row
o e AllPingLossSrv_CLEAR 1s|0|0 1o e

* It could be a single or multiple-pattern definition

« Usually it is almost an exact mirror of the original pattern in the rule, but with a different
aggregation calculation

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 20

With a pattern-based clear condition, a subpattern needs to be defined, which could be a single or multiple
pattern definition. Usually, it is almost an exact mirror of the original pattern in the rule but with a different
aggregation calculation.
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Applying a Pattern-Based Clear Condition to a Rule

1 x
S Rl C haw Conduions Server Down: No Ping Response - Edit Details
[ Clemwawim: o 5 ey o the originat s does not wigger  © the tosowng condaions are met
- Step 1: General > Step 2: Defina Condition > [ERDAEBNIMAREIEN]
Ciear Conginon:  if e Pamem oceurs
Paren luhpumn Paren Next
o APt oty CLEAR -[ﬂ{ ®
Dofing the thea condstion stnaes
Event Attribute ‘Subpattern Filter &
Vst 1P = Awgomsv CLERR 4 Hmw
sociate Cleas Cordition sitribules Wity Origimad Rule
Clear Condition Attribute Operator  Deiginal Rule Attribute B ox
............ JLosssry_CLE
Fisers: Paren Attribute Operator Value Paren et Row
o e Fvont Typs = PH_DEV_MOM_PNG_STAT - D - O e
[- - Host P w = Dwaces: Sarver (- -] PR - B
Jueegare:  Paren Attribute Oparator value Paren Mext Row
LI COUNT] Malched Events ) o o an | O @
= '
ol e AVG(Packt Loss Pet) « o 1w e o mo | 0l @
Croup By Attribule Row Mave
Host P o e * &
. - - -
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The clear condition is defined using the Clear setting in the rule definition. The clear condition is available on
all rules but you need to define the conditions. However, availability and performance rules have a default

clear condition predefined.

You need to define an association between the original rule’s incident attributes and the clear condition

incident attributes to ensure that the incident that is being cleared is associated with the original rule.

In the example shown on this slide of a pattern-based clear condition, if the average packet loss is less than
10% and if it matches at least one event, then the incident will be cleared.
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Server Down—No Ping Response with Pattern-Based Clear Condition

Incident Status: Active
(witha COUNT of 3)

2-minute Evaluation Window

N BR-

ServerA | @ Z

— E
100.64.1.10

Packet Loss Pct

Q\/ 5. Event Receive
- Time

@ I — : :
I o Joiming again as phRuleMaster wakes up

at15.041:20 pm
Evaluaton Timer ” ¢

Original Rule SubPattern: AllPingLossSrv m Clear Condition SubPattern: AllPingLossSrv_CLEAR m
[ Fostip __bosthame [ VGt Lowr [Tiosto T hosttame | AV one 7

100.64.1.10 Servera 100.64.1.10 Serverd
Subpattern OriginalRule Attribute ~ Operator  Clear Condition Attribute m
Relationship § HestR | T HestiP 1 {
ﬁ'é'E Training Institute ©Fortinet Inc. All Rights Reserved. 22

This is a conceptual explanation of a pattern-based clear condition.

The phRuleMaster wakes up to evaluate the events for the past 2 minutes. Based on the rule subpattern,
there is 100% packet loss. The rule will update the count value of the previous incident because it is the third
occurrence of the event.

Since the average packet loss is still at 100%, it does not match the clear condition defined for that rule.
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Server Down—No Ping Response with Pattern-Based Clear Condition
(Contd)

2-minute Evaluation Window
b —

N BR-

ServerA | @ Z

— E
100.64.1.10

Packet Loss Pct

q\/, Event Receive
- Time

15:14

e 150400

15:15
15.15:30
15006

. 1616:30
1507

- 161330
151730

-
-

Lo

-
-

=
@

Jomning again as phRuleMaster wakes up
l* at 15:13:30 pm
Evaluaton Timer a

Original Rule SubPattern: AllPingLossSrv

Host IP Host Name | AVG(Pkt Loss Pct)

=100 64.1. 10| ServerA 0

Subpattern Original Rule Attribute Operator Clear Condition Attribute
Relationship Host IP = Host IP
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Incident Status: Auto Cleared

=
Host IP | Host Name AVG{Pkt Loss Pct)

00 64.1. 10l

Serverh

The phRuleMaster will wake up again in 2 minutes and evaluate the events for the past 2 minutes. This
time, the packet loss percentage is 0% and that will trigger the clear condition subpattern.

The rule will compare the host IP from the event that triggered the clear condition with the host IP of the

original rule that triggered the incident. If the host IP addresses match, that means that the same server that
was not responding to the ping is now responding, and the incident status will be set to auto cleared.
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Server Down—No Ping Response Auto Cleared
INCIDENTS

© Achon = W Overvew = ust le” Risk i Explorer = Casegory: Avaslability ~ Status: Cleared » | D Time Range: 12312019 1004529 AM 1o 017102020 104525 AM = | )
] 3 |
Related Ineidents L B 4 m oz » M
Bl freseren) S Lo Detal Lo crance
(] Jan 10 2020, 10-36:30 AM Mo Ping Response From Sarver '{'f‘ W10 Auto Claared Open
Kaki
Triggering Events Subpatiem: PartPinglossSrv~ [ Wiap Raw Evert [ Show Event Type [ Show Raw Event Only |
Evert Receive Time Reporting 1P ot 1P Avg Roond Trig Time  Min Round Trip Time  Packet Lods Pet R Evenl Log
an L 10:33:332 AM 100.64.1.10 100.84.1.10 im o 100%
Jan 10 2020, 10°35:31 AM 100.64.1 10 10064130 tma 208 100%
IminZrac
[sy=DownTime| Degra " py
[PH_DEV_MON P NFOQ.[FeName|=ohPectMansor. cpn
o 4 SO0 069750 AN AR 10 P i o - [ineNumer}= 3263, ostNa atipAddr]=100. 64,110, favgDuraticaMSac]=1
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You can verify the status of the incident on the INCIDENT tab. You will see that the incident status for those
incidents that have been cleared by the system. Because the incident satisfies clear conditions, the status will
be set to auto cleared.
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Review

v Describe what an incident status is
v~ Walk through a rule with clear conditions

v Understand the difference between time-based and pattern-based
clear conditions
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By mastering the objectives covered in this lesson, you learned how to define the conditions that the system
requires to clear an incident automatically.
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In this lesson, you will learn about remediation on FortiSIEM, which can be done either on an ad hoc basis or
using a notification policy, where the system takes the remediation action when an incident happens. You will
also learn to remediate incidents through FortiSOAR. You will learn about various deployment architectures of
FortiSOAR.
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Objectives

* Understand how remediation is performed on FortiSIEM
+ Differentiate between manual and automatic remediation
* Understand incident XML output details

* Understand out-of-the-box remediation scripts

* Understand enforce on and run on

* Understand FortiSOAR deployment architectures

* Integrate FortiSOAR with FortiSIEM

* Remediate incidents through FortiSOAR

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 2

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding remediation, you will be able to remediate incidents manually
or automatically through FortiSIEM or FortiSOAR.
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In this section, you will learn the basics of remediation, and how remediation is performed on FortiSIEM.
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* Remediation is the FortiSIEM ability to respond to detected network and security threats
and operational device conditions

« Time to detection and time to respond are metrics security teams have sought to reduce
for a very long time

+ With remediation, IT security teams can stay in control of their incident response (IR)
activities and respond to threats and intrusions swiftly and effectively

* Decreasing time to resolution, with less operator interaction while minimizing mistake-
prone manual processes

FoATIRET
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Remediation is the FortiSIEM ability to respond to detected network and security threats and operational
device conditions. Time to detection and time to respond are metrics security teams have sought to reduce for
a very long time. With remediation, IT security teams can stay in control of their IR activities and respond to
threats and intrusions swiftly and effectively. This decreases time to resolution, with less operator interaction
while minimizing mistake-prone manual processes.
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Example—Remediation Action for FortiGate Firewall

DETECT ALERT
— —
BLOCK IP
AUTOMATED BLOCK IP MANUAL
RESPONSE REQUEST

* In response to a FortiGate event, FortiSIEM generates an incident
* A notification policy can be defined to automatically run a FortiGate block IP script

* Additionally, a FortiSIEM operator could run the same script manually from the
incident tab at any time, where the incident has already occurred

© Fortinet Inc. All Rights Reserved.

NSE Training Institute

In this conceptual case, if FortiGate generates an event that triggers a rule, which in turn will trigger an
incident, then you have the option to define the way you want to remediate the incident. You can configure a
notification policy, which can be defined to automatically run a FortiGate block IP script. You could also run
the same script manually from the incident tab at any time, where the incident has already occurred.
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Out-of-the-Box Remediation Scripts
'RESOURCE> Remediations.
Resources > Remediations
New | Edit Dielete Clone qQ 2 System= | N £ 11 El > M
Name Device Type Script Name Protocol Description Scope
Add IP FortiADC Fortinet FortiADC fortiade_add_ip.ov 35H Add IP System
Add IP FortiCache Fortinet FortiCache forticache_add_ip.py S5H Add IP System
Block Domain InfoBlox InfoBlox NIOS Iinfoblox_dns_block_domain.py HTTPS Block a domain on Infoblox System
Black Domain Windows DNS Microsaft Windows windows_dns_block_domainpy MS_WMI Block a domain an Windows DNS System
Block Email FortiMail Fortinet FortitMail fortimail_block_mail.py HTTPS Block Email Address System
Block IP Cisco ASA Cisco ASA cisco_asa_block_ip.py 55H Block IP on Cisco ASA System
Block IP FortiDS 5.3 Fortinet Fortios fartigate_block_ip_before S.4.py  SSH Block IP on FortiGate System
Block IP FortiDs 5.4 Fortinet FortiOs fortigate_block_ip_after_5.4.py 55H Block IP on FortiGate System
Black IP FortiOS APl Fortinet FortiOS fortigate_block_ip_with_api.py HTTPS Block IP on FortiGate System
Block IP FortiWeb Fortinet FortiWeb fortiweb_block_ip.py HTTPS Block IP System
Block IP PAN Pale Alto PAN-O5 palealto_block_ip.py S5H Block IP on Palo Alto Firewall System
Block MAC Forti0OS Fortinet FortiDs fortigate_block_mac.py S5H Block IP on FortiGate System
Deauth User ArubaOS Aruba ArubaO5 WLAN Controller aruba_deauth_mac.py S5H Deauth a user on Aruba WLAN Controller System
FoRTET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 5

This slide shows some of the out-of-the-box remediation scripts that are available on FortiSIEM. As of release
6.3, there are 30 remediation scripts for devices such FortiGate, Linux, and Windows.
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Remediation Actions

+ Remediation actions are defined in the notification policy

Compliance

General External Authantication || Motification Poficy

NSE Training Institute

* Multiple actions can be selected per incident

Maotification Palicy

rity: B Low [ Medium [ High

n Admin » Settings > Analytics.

et in Admin » Settings » Analytics.

in Admin » Seftings » Analytics.

« Block IP, email the SOC team, and raise a service ticket

© Fortinet Inc. All Rights Reserved.

The automatic remediation actions are defined in the notification policy. You can select multiple actions for
every incident, such as blocking the IP, emailing the SOC team, and also raising a service ticket. Select Run
Remediation/Script in the notification policy configuration.

Advanced Analytics 6.3 Study Guide

445



Remediation

DO NOT REPRINT

CODRTINET
JINTIINL ]

L
Script Types
+ Two types of script options
« Legacy script is the scripting option supportedin previous FortiSIEM and AccelOps releases
+ Remediation is using the new built-in scripts in FortiSIEM 5.0 and beyond
Notification Policy > Define Script/Remediation B ox
Script Fortinet Forts0S - Block IP FortiOS APY -
Enforce On:  Deviee:FGTS00_172_16_200_1
Run On:  Supervisor v
£ Save € Cancel
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B

There are two types of script options. Legacy script is the scripting option supported in previous FortiSIEM
and AccelOps releases. Remediation is using the new built-in scripts in FortiSIEM 5.0 and beyond.
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Legacy Script

* A legacy script requires an absolute path to the script to be specified
+ Usually either a bash or python script

Notification Policy > Define Script/Remediation 0O x

Type: @ Legacy Script
Remediation

Secript: | /opt/script/myscript.py

Run On: = Supervisor

+ This script would be manually placed on the supervisor or collectors
« With administrator ownership and execute permissions—typically 755

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. g

A legacy script requires an absolute path to the script to be specified. Usually either a bash or python script.
This script would be manually placed on the supervisor or collectors by a FortiSIEM administrator who has
administrative ownership and execute permissions.
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Remediation Scripts

enforcement device

+ Operators can select an out-of-the box,
or user-defined script and specify the

Motification Policy > Define Script/Remediation

Type:  Legacy Script

@ Remediation
Scripl: | Fortinet FortiOS - Block 1P Forti05 5.4 B
Enforce On:  Device: PWFE1EAQ16001177 -
Run On: | Supervisor

£ Save £ Cancel

stored in the CMDB

NSE Training Institute

* In FortiSIEM 5.0 and above, system and
new user-defined remediation scripts are

© Fortinet Inc. All Rights Reserved.

Aruba ArubaOSs WLAN Controller - Deauth User Aruba0s
Cisco ASA - Block IP Cisco ASA

Cisco 105 - Disable Port Cisco 105

Cisco WLAN Controller - Deauth User Cisco WLC
Fortinet FortiADC - Add IP FortiADC

Fortinet FortiAuthenticator - Disable User FortiAuth
Fortinet FortiCache - Add IP FortiCache

Fortinet FortiClient EMS - Quarantine IP FortiClient
Fortinet FortiMail - Block Email FortiMail

Fortinet FortiOS - Block IP FortiOSs 5.3

Fortinet FortiOS - Block IP FortiOs 5.4

Fortinet FortiOs - Block IP FortiOs AP

Fortinet FortiOS - Block MAC FortiOs

Fortinet FortiwLC - Deauth User Cisco WLC

Fortinet Fortiweb - Block IP Fortiweb

Generic Linux - Deauth User Linux

Generic Linux - Delete File By Checksum Linux
Generic Linux - Delete File By Type Linux

Generic Linux - Disable Interface Linux

Generic Linux - Reboot Server Linux

If you choose to use a remediation script, then you can select an out-of-the-box or user-defined script and
specify the enforcement device. Starting from FortiSIEM version 5.0 and later, system, and new user-defined

remediation scripts are stored in the CMDB.
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+ Enforce On (optional)

« This is the device that the script will be taking the action on, such as logging in to a
network device to block or shun an IP, or reboot a server

De-Auth User

®

SourcelP DestinationIP

Network
Device

Wireless LAN
Controller

FoATINET

SE Traiﬂirlg Institute © Fortinet Inc. All Rights Reserved 1

The Enforce On setting identifies the device that the script will be taking the action on, such as logging in to a
network device to block or shun an IP, or rebooting a server.

If the Enforce On value is defined then the remediation script will use this as a variable on the FortiSIEM

backend. Otherwise, if left blank, the out-of-the-box scripts will try to determine the Enforce On device
through the incident XML.

Enforce On is optional for both automatic remediation in the notification policy or manual remediation on the
Incident tab. However, it is recommended to always specify a value.
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Enforcing Remediation on Multiple Devices

* Multiple devices can be selected for Enforce On

A

Incident Malicious IP
Notification Policy Quarantine IP
ACTION: Remediate
* In this scenario, both devices will quarantine the IP indefinitely
ﬁ"é'E Training ll'lstltute @ Fortinet Inc. All Rights Reserved. 12

You can select one or more devices from the CMDB on which the script needs to be enforced. In that case,
when an incident is generated, then the script will be run on multiple devices. If an incident, such as a zero-

day attack, is detected on one device, then you can run a script across multiple devices to block the attacker
before the attack occurs on other devices.

In the example shown on this slide, a malicious IP is detected by the first FortiGate, which reports that event

to FortiSIEM. The remediation script would then SSH to both FortiGate devices and then execute the
remediation script which, in this case, is to quarantine the malicious IP address.
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What Is Run On?
* This tells FortiSIEM where to attempt to run the remediation script from
Supervisor
Collector
EnforceOn: Server X
Internet —
a g Script
Script ServerX
* The default value is the supervisor node but the device may be reachable only through a
remote collector
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 13

The Run On setting tells FortiSIEM where to attempt to run the remediation script from. The default value is
the supervisor node, but the device may be reachable through a remote collector. If you have defined
collectors for any organization, then by default the run on resource is the collector for that organization.
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Remediatio

Remediation Action on Incident Tab

Remediate Incident from the Actions menu

=

@ action = Moverview Mint | Rox | & 1minute -

W Change Display Calumis

neident Reporing Senrce Target

1€ Clear Ml Incidents in View
 Search
¥ Show Lecations

+ Remediation scripts can also be run manually from the incident dashboard by selecting

Fatled VPN Logon from outside my FLIKio s o000 B g5 a3 04702

Block IP FortiOs API ]

Run Cancel

country -
© Create Event Dropping Rule Run Remediation
Sueden User Login Pattern Change FSMA11_Enmt Computer: nan
M Creste Ticket .
* Disable Rule Sudden User Login Patters Change FSM511_Ent Comguter: nan
Enforce On:
# Edit Comment
Sudden User Login Pattern Change FSM521_Ent Computer: nan
& Edin Rule Remediation:  Fortinet FortiOs -
@ Edit fude Exception Sudden increase in User Login Volume  FSM$21_Ent Comguter: nan
i+ [xport Incident § Run On:  Super
Sudden User Login Pattern Change FamsE1_Emt Computer: nan
8 Mot ify via Email
I B Revediabe Incident :
to expand L
i Hesolve Incident
LlrRun Exvernsl integratsan... Incident Type: PH_RULE EXCESS_FAILED LOGO.
D Show Notification Histary #2019, 10:58:19 Al Ticket User: soutication R

ity 4 g
2 t History Severity. First d

ﬁ'gE Training 'nstitute @ Fortinet Inc. All Rights Resenved.

n

You can run remediation scripts manually from the incident dashboard by selecting Remediate Incident from

the Actions menu.
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Automatic Remediation
Pros Cons
+ External threats or attacks will be « Could make a disruptive change to a
blocked as soon as they are detected, no user, block access to an application, or
matter what time of day disconnect critical systems from the
+ Concept of automatic remediation network
already used widely across
organizations, in antivirus, spam
patching, and so on
':TgE Training Institute ©Fortinet Inc. All Rights Reserved 15

The benefit of using automatic remediation is that external threats or attacks will be blocked as soon as they
are detected, no matter what time of day. The concept of automatic remediation is already used widely across
organizations in antivirus, spam patching, and so on.So it is just another layer of security on top of your
existing automated security framework.

The disadvantage of automatic remediation is that the script can potentially make disruptive changes to a

user, blocking access to an application or disconnecting critical systems from the network, causing more harm
than good.
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Manual Remediation
Pros

+ Administrator has control over what
action is being taken and can follow and
track the process

« Can be used to gather further context on
a host after an incident is triggered

NSE Training Institute

Cons

External threats or attacks detected by
FortiSIEM will need user interaction to
take action on an already overworked
SOC team

Threat behaviors occurring during the
night could take hours to respond to

Equivalent of running an IPS in monitor-
only mode—watch but do not block

© Fortinet Inc. All Rights Reserved 16

The advantages of manual remediation are that the administrator has control over what action is being taken
and can follow and track the process of the remediation action. You can gather further useful context on a
host after an incident is triggered if you are performing manual remediation.

The disadvantage of manual remediation is that external threats or attacks that are detected by FortiSIEM wiill
need user interaction to apply the action, which can be time consuming for an overworked SOC team. Those
threats that occur at night can take hours to respond to, and during that time more systems could be

compromised. Running manual remediation is equivalent to running an IPS in monitor-only mode—watch but

do not block.
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Remediation Script Mechanics
NSE Training Institute 17

In this section, you will learn how remediation scripts work on FortiSIEM.
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Incident XML Generation

* When a script action is defined, FortiSIEM will generate an XML extract of the incident
data
« The content of the XML file will be different for each incident

FortiSIEM will then call the script with the XML file name as an argument

* Once the script returns, the incident XML is deleted to avoid confusion with the next
script action

+ Script responses will be saved under /opt/phoenix/cache/tmp

# Legacy Script

- 1 admin admin 115 Jan 18 @9
1 admin admin 45 Jan 18 @9:19 do

r"gE Training Institute ©Fortinet Inc. All Rights Reserved 18

When a script action is defined on FortiSIEM, then the device will generate an XML extract of the incident
data. The contents of the XML file will be different for each incident. FortiSIEM then calls the script with the
XML file name as an argument. After the script returns, the incident XML file is deleted to avoid any confusion
with the next script action.

By default, FortiSIEM-generated incident output files, remediation scripts, and script responses will be saved
in a temporary folder. The incident files have the name incident followed by some random characters. If
you are running a remediation script, then the script is copied over to the device that is executing the script
with the script name followed by random characters. The response from the script is saved with the filename
do_system followed by random characters.

If you are running only a legacy script, then the script is executed from the location where the script is stored.

For legacy scripts, you will see only the incident and script response file. Since these files are almost
immediately deleted, it can be hard to catch the output.
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Incident XML Example 1

pe="PH_RULE VIRUS BY FIREWALL NON REMEDY" severity="9"
'"Aviation" status="0">
but not remediated</name>

Datects that firewall content inspection devices found a virus but could not remediate it</description>
></policyID>

e>Thu Feb 06 13:56:00 EST 2020</displayTime>

tegory>Security/Persistence</incidentCategory>

entSource>

B <entry attribute="srcIpAddr" name="Source IP">10.0.3.10
| (Win_Agent) </entry>
 </incidentSource>
[
t ntTarget>
<incidentDetails>
<entry attribute="virusName" name="Malware Name">EICAR TEST FILE</entry>

</incidentDetails>
<affectedBizSrvec>null</affectedBizSrve>
g <identityLocation>
L</identitylocation> </incident>

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 19

This is an example of an incident XML file where a malware was found by a firewall but was not remediated.
You can remediate this incident using a remediation script that would extract relevant information from the
incident such as source IP, file name, and so on. The information that the script gathers from the incident XML
file can be used to perform actions, such as configuring or editing a firewall policy to block any future
occurrence of the malware or virus.
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« XML tag and attribute definitions
<?xml version="1.0" -’_:r;r::;:-:ii::-;;=”UI‘F-B" 2>
<incident dentId="723" ruleType="PH RULE VIRUS_ BY FIREWALL NON_ REMEDY" severity="9"
repeatCount="1" organization="Aviation" status="0">
XML Tag XML Attribute | Description
<incident>
incidentld Unique ID of the incident
ruleType ID of the rule, which is the rule event type created
severity Severity of the incident between 1 — 10 (low=1-4, medium=5-8, high=9-10)
repeatCount  How many times this incident has occurred
organization In service provider deployments, the organization affected by the incident, in
enterprise deployments always Super
status Incident status, one of New, Update, Cleared Manually, Clear, System Clear
ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 20

Every incident has a unique ID, which is tagged with XML attributes. There are XML tags and within those
tags you can define XML attributes.

The ruleType attribute defines the ID of the rule, which is the rule event type that was created. The
severity attribute defines the value between 1-10 where 1-4 is low severity, 5-8 is medium severity, and 9-
10 is high severity. The repeatCount attribute defines the number of times the incident has occurred.

The organization attribute defines which organization was impacted in service provider deployments. In
enterprise deployments this organization is always Super.

The status attribute defines the incident status where 0 means the incident is active, 1 means the incident
was auto cleared, 2 means the incident was manually cleared, and 3 means the incident was cleared by the
system.
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Incident XML Example 2

<des
Detect.
To prevent false positives, a restriction on the user attribute should be made by excluding the

iption>
s user/group configuration in a domain contreoller. This rule would trigger on all changes made by any persen.
domain administrators.

</description>

>Thu Feb 06 13:59:30 EST 2020</
ry>Change/Audit</incidentCategory

omputer" >WIN-GHSFOZBDOP4 . aviation. lab</entry>
="Source IP">10.0.3.10</entry>

="computer" n
'srelphddr" na

<incidentTarget>
= i me="Host Name">WIN-GHSFOZBDOP4.aviation.lab</entry>

<entry attribute="hostNama" na
<entry attribute="user" name="User">ANONYMOUS LOGON</entry>

<entry attribute="domain" name="Domain">NT AUTHORITY</entry>

<entry attribute="targetUser" name="Target User">sam</entry>

<entry attrit "targetDomain" name="Target Domain”>AVIATION</entry>

</incidentTarget>

ame="Count">5</entry>
null</affectedBizSrve>

</incident>

21

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved.

This slide shows another example of an incident XML file. This incident was generated because the rule
detected that a user made some changes to domain controller user and computer settings. This incident file
has user and targetUser as incident attributes. The user is the person who made the changes and the

target user is the one whose account was changed or modified.
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Incident XML Output Details

<name>
<remediation>
<policylD>
<displayTime>
<incidentSource>

<incidentTarget>
<incidentDetails>

<affectedBizSrve>

<identityLocation>

<clearedReason>

*many possible
*many possible

*many possible

Name of the rule that triggered the incident

Any rule-defined remediation instructions

Incident notification policy ID

Time at which the incident occurred (Last Occur Time)
Source of the Incident

The target of the incident
Details that triggered the incident

Lists the business services that the incident source or target is a
member of

Information associated with user identity and location

Only present for manually cleared incidents

<rawEvents> Contains 10 max, raw event logs for the incident
ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 22

This slide shows some XML tags and their definitions.
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Automated Remediation Script for Port Scanning

* The notification policy for this rule has been configured to run the FortiGate Block IP
Remediation Script on a specific firewall in the CMDB

Notification Policy

T Range
o Aeies. o Notification Policy > Define Scrip/Remediation

Malicious IP

Type Legacy Script

# Run Remed pt
© Remediation
Script;  Fortinet FoitiOS - Block IP Fortios 5.4

Enforce On:  Device FGT3 -

I un on Avnation; collector?
I FortiGate — Block IP I RunOn:  Aviation:coliectord
1

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 23

This slide shows an example of an automated remediation script for port scanning.

In the notification policy, you select the rules for which the remediation will be performed. You must define the
script before you can enable Run Remediation Script. While defining the script, you can select the Enforce
On and Run On options. Enforce On is optional, but it is recommended that you configure this setting. If you
don’t configure Enforce On, then the script will pick the Enforce On setting from the incident XML file.

In the example shown on this slide, the script is selected to block a malicious IP on FortiGate.
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Automated Remediation Script for Port Scanning (Contd)
* The script reads the incident XML to determine the Source IP
<incidentSource>
<entry attribute="srcIpAddr" name="Source IP">100.64.1.10
</entry>
</incidentSource>
/u\ O :
I <2 n="1,0" encoding
I < t ]
I <
I *
: < ete —s port scanning from nmap application</description>
m e : i >Thu ;;;,DS 14:22:30 EST 2020</displayTime>
1 < ntCategory>Security/Suspicious Activity</ t ry>
#o T e e e et N TSt Ao
L try :
: = Block | == ‘
100.64.1.10 I cincidentras
l_ o _________ _,I <incidentDetai
<entry attril ="raptDavIpAddr" name="Reporting IP">10.0.3.254
(FGT3) </entry>
<entry attribute="eount" name="Count">17</entry>
mm'E Training Institute ©Fortinet Inc. All Rights Reserved. 24

If an incident is generated, then the script will read the source IP from the XML file. The source IP is specified
with the incidentSource tags.

There can be different types of XML attributes depending on the type of source. In the example shown on this
slide, the source IP address will be extracted from the XML file and action will be taken on that IP address,
which is considered a malicious IP.
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Automated Remediation Script for Port Scanning (Contd)
* The FortiSIEM now logs on to FortiGate with SSH using the stored credentials in the

CMDB to quarantine the offending IP

NSE Training Institute

Z Refresh
Details Device

[ Ea

100.64.1.10

i Remove All

Source Expires =

Administrative Never

© Fortinet Inc. All Rights Reserved.
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FortiSIEM now logs on to FortiGate with SSH using the stored credentials on the CMDB to execute the
commands necessary to quarantine the offending IP address. You can view the banned IP on FortiGate by
navigating to the Quarantine Monitor page. You can also view the banned IP in the CLI by running the

command diagnose user quarantine list.
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Querying and Reporting on Remediation Events
Event Details 8 x
« FortiSIEM records all successful and
failed remediation in backend events
« These can be queried using System
Event Category 3 (not shown in
analytics by default), and the Lines: 3
PH_INCIDENT_ACTION_STATUS event
Display  Filter  ltem value
type O O 7
O O srelpAddr100.64.1.10
] O
0O 0 1596
(ANALYTICS -
T 0 (m] tortigate_block_ip_atter
Paren Attribute Operator value paren o O notifica Successiul
o e Event Type »| PH_INCIDENT_ACTION_STATUS © | @ ] 0 Notificatior Feb 06 2020, 04:10:47 PM
ol|le ystem Event Category e 2 o e O o Netification Palicy 1D 1232050
_ 0O m] Organiz 2003
O O Organization Name Ay n
ﬁ"gﬁ Training [l‘lstltute © Fortinet Inc. All Rights Reserved. 26

FortiSIEM records all successful and failed remediation in backend events. These can be queried using
System Event Category 3, which is not shown in analytics by default and the
PH INCIDENT ACTION STATUS event type.
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Remediation Script Problems

PH_INCIDENT_ACTION_STATUS event type

Event Details = I

[LADLUI I —AVIIUN, [ UIEIU— L£.2 LOUL [IUIEa IS [—FUTE SLalll iy Pl iunineu uy
nmap, [policyld]=0.Jactionld]=0,[actionName]=fortigate_block_ip_after_5.4.py.
[actionTime]=1581022200,[actionResult]=Falled [incidentid]=740,
[incidentSre]=srclpAddr: 100.64.1.10, [incidentTarget]=
[incidentDetailj=reptDevipAddr:10.0.3.254, count:17,,[scriptOutput]=Block ip 100.64.1.10
is failed: WARNING: File System Check Recommended! Unsale reboot may have caused
inconsistency in disk drive. It Is strongly recommended that you check file system
consistency before proceeding. Please run the ‘execule disk list” and then "execute disk

scan <ref#>', Note: The device will rebool and scan during startup. This may take up o

NSE Training Institute

+ If a remediation script fails, the reason for failure is stored in the

Display Filter  Item Value
O () Incident Tickst State
=) O Line Number 1528
O O  Naotification Action ID
o ] Notification Action Name fortigate_block_ip_after
~ (m) Notification Action Result Failed
O o Notification Action Time Feb 06 2020, 03:50:00 PM
O () Natification Policy ID
O O Organization 10D 03
M n Ornanizatinn Name Aviation

OK

Close

© Fortinet Inc. All Rights Reserved.
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In the example shown on this slide, for some reason, the remediation script fails, and FortiSIEM records the
reason for the failure. In the example shown on this slide, the script failed to execute because the file system

on FortiGate was corrupt. Sometimes, FortiSIEM will also provide a solution to the problem, such as
suggesting that you run commands on FortiGate to resolve the issue.
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Remediation Script Location and Details

* All the out-of-the-box remediation scripts are located under:
* /opt/phoenix/data-definition/remediations

+ These are Python V2 scripts, and some call on the existing expect scripts used for
configuration pulling

* These scripts are loaded into the CMDB and should not be manually edited from this file

location
+ User-defined scripts on the GUI are also stored in the CMDB, but are not present in this
directory
m'é“ET Training Institute ©Fortinet Inc. All Rights Reserved 28

All out-of-the-box remediation scripts are located in a remediations directory. These are Python V2 scripts,
and some call on the existing expect scripts used for configuration pulling. These scripts are loaded into the
CMDB and should not be manually edited from this file location. User-defined scripts on the GUI are also
stored in the CMDB, but are not present in this directory.
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In this section, you will learn about mitigating incidents through FortiSOAR.
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Typical Remediation Process on FortiSOAR

) El,giz:aaatars * Query TIP + Connect to
from (Threat - edge or
ingested Intelligence MIt!g_élte endpoint
alert Platform) Malicious BREEIEES

© « Automate * Update 10C * Block
through indicator malicious
playbook reputation indicators

“““ iy Maliciows = |ndicator-103  https:/fupload
pa . URL Filter C
1P Address 52.226.139.185 - | #CreateNew | # a
RL piAupioad. g URL Type Action Status
Hoat upboad gumblar.cn fortinet.com Simple © Excmpt @ Enable
tanermug/-zadmin/imarkfrgllink php _ Simple @ Block @ Enable
File sass eue Antivinis Category
- upload gumistaron Simpdc @ Biock © Enabic
Hait Forinsticai Wb Filter Category | Malicious Wabsites
10€ Category | Maiware Enc
IF Address 10.03.10
. - - -
NSE Training Institute ©Fortinet Inc. All Rights Reserved. a0

Typically, the remediation process on FortiSOAR begins with the extraction of IOC from alerts. There could be
several different types of indicators in an alert. Through the indicator extraction playbook you can extract
those indicators. After the indicators are extracted, you must run the enrichment playbook to enrich those
indicators by querying third-party threat intelligence platform. Finally, you can block any malicious indicators
through a playbook by connecting to an edge device or to an endpoint device.
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Connector Step B
* Use the Connector step to add @ Connector x

connectors, including FortiSOAR
built-in connectors, to your

By Connector Names 71 By Actions 11

playbook
« Search for connectors by name or i
. | | iwvestigation remediation & containment utilithes miscellaneous
by action
[ % Block URL v
=
:I Symantec Emall
- Security.cloud v2.0.1

[®] ssH w211
-

[@| Database v2.1.1
Fortinet FortiGate

v4.0.0

(@) BPMN vio2

configuration page

3

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.

Use the By Connector Names tab to first choose a specific connector, and then choose the operation that
you want that connector to perform. Or use the By Actions tab to first choose the action that you want to
perform, and then choose the connector that you want to use to perform the selected action.

The By Connector Names tab displays all the connectors that are configured in your system. Use this tab if
you want to use a specific connector to perform a particular action. Use the Search Connectors section to

search for connectors by name.

An annotation can have multiple connectors configured to perform that action, and, if more than one connector
can perform the same action, then a list of connectors is displayed when you click the name of the action.
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added in a playbook

default, uses the latest version

step

NSE Training Institute

Add Connector to a Playbook

* You can add different versions of a connector

« If the version of the connector specified in the
playbook is not found, then the playbook, by

» The return from the execute function is set in
the results.data variable of the playbook

ction
o
ortinet t L b er Profile Nam {l
B Lyl 3
/| $ provide n the configur on

. Fortinet FortiGate 4.0.0

Fortinet FortiGate

A

Inputs
URL" (3

I {{vars.ingut.records[0].value}}

& Step Utilitles
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32

From version 6.4.1 and later, you must specify whether you want to run the action on the current FortiSOAR
node, or remotely on the agent node, by clicking the Self or Agent buttons besides Target. By default, Self is
selected, which means that the action will run on the current FortiSOAR node. Then you must select the
configuration by clicking the Configuration drop-down list to select the action, because the FortiSOAR node
can have multiple configurations. Configurations are based on the configuration names that you specify when

you are configuring the connector.

You can install different versions of a connector, and, while adding a connector operation, you can specify a
specific version of a connector within a playbook. If the version of the connector specified in the playbook is

not found, then the playbook uses the latest version by default.

The return from the execute function is set in the results.data variable of the playbook step.
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Use the Utilities connector for performing operations in FortiSOAR, such as performing a FortiSOAR search
using the Query API, updating a FortiSOAR resource, and creating a FortiSOAR resource. This connector
also contains other useful utilities, such as extracting email metadata, like indicators, from an email file,
uploading a file to FortiSOAR and associating that file with an attachment, such as providing the File IRl in the
output, converting file formats, such as XML to JSON or CEF to JSON, and zipping and password protecting a
file. This connector is ready to use, and you do not need to configure this connector.

One of the utilities on FortiSOAR is FSR: Make FortiSOAR API Call. You can use this action to call an API
within FortiSOAR and perform various actions. You can use HTTP methods such as GET, POST, PUT,
DELETE, and PATCH. In the example shown on this slide, a DELETE http method is used for every item
from a previous step. The for each will run for every item in the array that is fetched by the step named
Find_AlI_Alerts and then delete them.

Another example is using the GET function of http method. This will retrieve users from the IRI
/api/3/people.
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14!?.!'11 version="1.08" encoding="wir

2 <discoveryResult custId="1">

u.
A
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<
]
]
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=]
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v

tnplds custId="1
iscoverMethod>L0G</discoverMethod>
SCoverTimes 7008< /discoverTimes

Utilities Step—XML to Dictionary =~ [meeremes

Unils: Convert XML to Dictionary

Converts an XML string into o dictionary.

Inputs
XML

F | {{vars. ingut. records[e] sourcedatal)
]

8 <name>WIN2012R2</name>

9 <gomain/>

1] <vendor>Microsoft</vendor>

11 <model=Windows Server 2016</model>
12 <version>ANY</version>

13 <accessIp>X.X.X.X%</accessip>

14 <assetWelght>1</assetWelight>

15 <winMachineGuid/><eventSeqlidList>

16 68679894472065715, 68679894472115616,
17 6B679894472562285< /eventSeqldList>

18 <runningSoftware>

19 <application>

28 <vendorsMicrosofte/vendors

21 <model=Domain Controller</model>

22 <version=ANY</version>

23 <name>Microsoft Domaln Controller</name>
24 <gventSeqld>-68679894471916858< /eventSeqld=>
29 <fapplication>

24 </runningSoftware=

27 <fdevice>

28 </success>
29 0 /discoveryResult

NSE Training Institute
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© Fortinet Inc. All Rights Reserved.

Remediation

The XML to Dictionary is another useful utility that you can use to covert XML data to dictionary format. The
dictionary data is in JSON style and preserves the nesting level structure in XML data. For example, if the

XML data has five levels of nesting, the dictionary data will also have five levels of nesting. The data within an
XML tag is considered to be the value and the XML tag itself is considered the key. In dictionary format, it will

form the key-value pair.
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XML to Dict

OUTPUT INPUT CONFIG

Utilities Step—XML to Dictionary Output

* You can access any key-value pair from
the dictionary in the playbook
environment

For example, if you want to access the
name key then you need to enter the
Jinja
{{vars.steps.XML to Dict.data.

discoveryResult.success.device
.name} }

 Swpouput

NSE Training Institute
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Once you convert an XML data to the dictionary, you can use that dictionary data in any remaining playbook

step.
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Other FortiSOAR Utilities

Utils: Patch JSON File: Create File from String FSR: Make FortiSOAR AP1 Call
Utils: Convert XML to Dictionary File: Upload File to URL FSR: Create Record
Utils: Convert XML, CSV, XL5 or XLSX Files to Dictionary File: Download File from URL FSR: Update Record
Utils: Convert HTML Table to Dictionary File: Create Attachment from File FSR: Find Record
Utils: Convert JSON into a HTML Table File: Compute Hash
F5R: Upsert Record
Utils: Make REST AP Call File: Download File From FortiSOAR .
3 FSR: Extract Artifacts from String
Utils: Is IP in CIDR File: Upload a file in the system and Create an Attachment
utils: Convert String Time to Minutes File: Zip E3: Altachindicstors to Becord
Utils: Compute Time Difference File: Unzip FSR: Parse CEF String to JSON.
Utils; No Operation File: XOR Decryption F5R: Update Global Variables

Utils: Raise Exception

Utils: Format as RichText

Email: Extracts email's metadata from email file (Deprecated)

Email: Extracts email's metadata from email file

ﬁ.gE Traini ng Institute ©Fortinet Inc. All Rights Reserved. %

There are other FortiSOAR utilities that you can use in your playbook. This slide lists the other utilities that are
available to you while designing a playbook.
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Review

Understand how remediation is performed on FortiSIEM
Differentiate between manual and automatic remediation
Understand incident XML output details

Understand out-of-the-box remediation scripts
Understand enforce on and run on

Understand FortiSOAR deployment architectures
Integrate FortiSOAR with FortiSIEM

Remediate incidents through FortiSOAR

L O U ¢

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Reserved I

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to remediate incidents manually and
automatically.
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