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In this lesson, you will learn about deploying FortiSIEM in a multi-tenant environment, and identify key
implementation requirements. You will also learn about deploying FortiSIEM with and without collectors, and
how FortiSIEM collect logs without a collector.
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Objectives

+ |dentify implementation requirements

* Manage organizational scopes

* Determine the customer deployment model

+ |dentify EPS and license restrictions

+ Understand multi-tenancy architecture on FortiSOAR
* Understand diode collector deployment

* Understand FortiSIEM Manager architecture

* Deploy FortiSIEM with and without collectors

* Add customers to and define customers on FortiSIEM
+ Discover devices and collect logs without a collector
= Support high EPS rate log data without a collector
F:=RTINET

i = © Fortinet Inc. All Rights Reserved. 2
Training Institute 4

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in multi-tenancy, you will be able to determine a customer deployment model,
and deploy FortiSIEM with and without a collector.

Advanced Analytics 6.7 Study Guide 5
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In this section, you will learn about FortiSIEM multi-tenancy and how you can manage customer scopes on

FortiSIEM.
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Why FortiSIEM for MSSP?

* Number of network attacks increasing

Cost of being breached continues to rise

+ Media attention on high-profile security breaches

* Depth and breadth of criminal and state-sponsored cybercriminals
Security skills shortage

Industry-leading MSSP partner program

Global support from dedicated MSSP teams

ATTACKS COMPLIANCE SLAs

internal or External- need lo Time-consuming to genarate Crifical Business Services
detect mmemediately required reports need high avadability
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Businesses worldwide are struggling to secure their networks against determined attackers who are
commonly two steps ahead of the defenders. There is a perfect storm of challenges facing organizations
wanting to expand into the new digital market, without compromising their security or brand.

Studies show that not only is the number of network attacks increasing, but that the cost of being breached
has also continued to rise with each incident. Media attention on high-profile security breaches has also
created a higher level of awareness among business leaders, about the risks and costs of security breaches
to businesses. The depth and breadth of criminal and state-sponsored cybercriminals, who are often well
funded and are developing increasingly sophisticated attacks, is better understood by security buyers today
than ever before, and at the same time, the security skills shortage continues to widen.

As a result, many CISOs are looking to migrate some or all of their risk out of their IT departments and into the

hands of professionals such as managed security service providers (MSSPs).These MSSPs are expected to
anticipate and secure networks against innovative and determined threat actors.

Advanced Analytics 6.7 Study Guide
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Functions of the MSSP

+ Security device management
+ Continuous threat monitoring
+ Security remediation

* Incident response

» Compliance services

* Meeting service delivery SLAs

)
9 W

Detect Investigate Respond

F::RTINET
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At its core, an MSSP must provide two kinds of basic services: security device management and continuous
monitoring. Customers with multiple locations and business-critical applications running across the network
have stringent uptime requirements; so, device management and monitoring are crucial to maintain business
productivity.

Many service providers also add security analytics and threat intelligence services to help mitigate new
attacks, including actionable intelligence and a comprehensive view of the distributed security infrastructure.
Going forward, these firms will likely differentiate themselves in new areas such as security analytics, threat
intelligence, information portals, and customer service.

Many MSSPs will also want to provide security remediation, incident response, compliance services, or loss
prevention, to further differentiate their organization in the market. Securing thousands of customer locations,
meeting service-level agreements (SLAs), and balancing profitability with engineering headcount and
infrastructure are ongoing challenges facing MSSPs. So MSSPs need specialized security vendors that
understand their business model and can help them meet customer requirements.

Advanced Analytics 6.7 Study Guide 8
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Multi-Tenancy Organizations

+ Single centralized management console for distributed customer base

+ Cross-correlate information across physical and logical domains and individual customer
networks

+ Built for the cloud, seamlessly move from cloud to premises and back

CustomerA O
o
==
B-

FortiSIEM Service Provider
e
e
Customerco m o
Supervisor e

fold %

— @Oe®
Customer DO m — Multiple Customers — One Platform
Supervisor
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A key requirement for MSSPs with a large, distributed customer base is support for multi-tenancy, or the
ability to support multiple customers from a single centralized management console. FortiSIEM is a highly
customizable, multi-tenant architecture that enables MSSPs to manage a large number of physical domains,
logical domains, and overlapping systems and networks, from a single console. In this environment, it is very
easy to cross-correlate information across physical and logical domains and individual customer networks.
Not only is FortiSIEM natively multi-tenant, it is also built for the cloud. It is easy to install and manage either
as a virtual machine (VM) in an MSSP or customer data center, or as an instance in an Amazon Web
Services (AWS) or Microsoft Azure environment. FortiSIEM can even be run as a hybrid model, and is the
only product with the ability to seamlessly move from cloud to premises and from premises to cloud.

Compartmentalizing SIEM operations can be done in a variety of ways. Just as administrative domains
(ADOMSs) can be broken into sections based on customer, location, and so on, FortiSIEM can be divided into
what are known as organizations. This allows the MSSP to overlay an aggregate view of all tenants, that
allows data and events to be managed based on business requirements.

Advanced Analytics 6.7 Study Guide 9
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FortiSIEM Organizations
| EnterpriseMode

% Service Provider

Super
Only one organization exists .
Customer A Customer C Super
Super organization still exists
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In the enterprise mode of FortiSIEM, there is just one organization, called the super organization. In a service
provider deployment, FortiSIEM supports multi-tenancy through multiple organizations, alongside the super

organization.
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FortiSIEM Built-In Organizations

* In addition to the service provider
defining new organizations, FortiSIEM
creates two organizations by default, for
ease of management

% Service Provider

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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ﬁ Super Local

Super Global

In addition to the service provider defining new organizations, FortiSIEM creates two organizations by default,
for ease of management. The super local and super global organizations are built in, and are not shown under

the Organizations tab.

Advanced Analytics 6.7 Study Guide
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FortiSIEM—Super Local Organization

* The super local organization, also known
simply as super, can be thought of as the
FortiSIEM back end or as a local tenant

monitor their own devices under this
organization, just like the enterprise
edition |

* Service providers can discover and ,,g, SErice Pravider

+ By default, everything belongs to the
super organization, unless other

customers are added E

Super Local
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The super local organization, also known simply as super, can be thought of as the FortiSIEM back end, or a
local tenant. Service providers can discover and monitor their own devices under this organization just like the
enterprise edition. By default, everything belongs to the super organization, unless other customers are
added.

Advanced Analytics 6.7 Study Guide
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FortiSIEM Global Scope

« Super global is a virtual organization that can view all organizations under management,
including the super organization

Service Provider
Login

®
&)

Customer A Customer C Super

+ This is the default administration view for service provider administrators
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Super global is a virtual organization that can view all organizations under management, including the super
organization. Users belonging to the super global organization can see other organizations and their data.

After installation, FortiSIEM automatically creates an administrator user with full administrator rights for the
super global and super local organizations. When the user creates a new organization, FortiSIEM creates an
administrator user for that organization. These are accounts with full administrator rights. FortiSIEM users with
full administrator rights can create roles and then create users and assign them a role.

You can configure roles on FortiSIEM to restrict what users can see and do. You can restrict GUI visibility,
organization visibility, and data by writing filters on device type, event type, and any parsed event attribute.

Advanced Analytics 6.7 Study Guide
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]
Views and Scopes

= Scopes are organization views
+ Local is just the view of an individual

tenant Service Provider
* Local views are available for all %
customers under the super global
management
1
| |
1 I
1 I
| I
| Customer A :
Local
F:=RTINET
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Scopes on FortiSIEM are administrative views where logs sent by a collector from a customer location can be
viewed locally. Therefore, the scope is sometimes called local for an individual customer. Users belonging to
local organizations and user-defined organizations can see only their own organization.

Advanced Analytics 6.7 Study Guide 14
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Switching Organization View
+ Service provider administrator users can change organization view for administration
purposes —
Change Organization View x
O Admin View - Local
. O Admin View - Global

Change Organization View ® switch to Organization

I_og Out Aviation =

Super/Global or Global Scope

[ T VP R P PO . [ St S, RO /ST N, S S e '

I ,___|---- ___l____ I

1 1 : f : |

| : ] : I 1

1 | 1 I I 1

1 | 1 \ | I

| L CustomerAl | CustomerB | ! "

l— - -Local _ ___1 Local  _ _ __teocal _ __._Local _ _ i
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Service provider administrator users can change scopes for administration purposes. This allows the
administrator to change the organization view.
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Default FortiSIEM Login

* Login screen prompts for a ORGANIZATION

B3 FortiSIEM

USER |D:

Organization: Super User: admin Scope: Global
PASSWORD

ORGANIZATION

DOMAIN:

Organization: Banking User: bankadmin Scope: Local

F::RTINET

L = © Fortinet Inc. All Rights Resenved. 13
Training Institute »

You can log in to the supervisor node as a super global user, if you are a service provider administrator. To
log in to the supervisor node as a super global user, in the ORGANIZATION field, type super. You can also

log in to the individual organization by typing the organization name in the ORGANIZATION field.

Advanced Analytics 6.7 Study Guide 16
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Logging in to the Customer View
« A customer administrator can view their
organization by logging in using the
customer administrator credentials from .
the default FortiSIEM login FortiSIEM
USER ID bankadmin
PASSWORD ssases
ORGANIZATION Banking
DOMAIN LOCAL
F::ERTINET . .
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If you are the administrator for a customer, you can access your organization view by logging in to the default
login screen with an administrator account that was set up for your organization.
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Fortinet Vouchers & Dumps are Availab

17

e on Brave-Dumps.com




Introduction to Multi-Tenancy

DO NOT REPRINT

CORTINET
O ihNC L

Deployment Modes

Fi:RTINET I 15

Training Institute

In this section, you will learn about various common deployment modes for FortiSIEM in a multi-tenant

environment.
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FortiSIEM Architecture Overview
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Our virtual appliance architecture uses a three tier structure to provide an easily scalable solution that can
start as a small single node deployment, and rapidly scale to a large, high-performance system.

The supervisor node provides core functionality, and in a smaller solution can deliver an all-in-one system.
Worker nodes are used in conjunction with the supervisor node to scale event processing and reporting.

Collectors can be used to provide remote site log collection, and to offload log collection from the supervisor
or worker nodes for increased scalability.
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Service Provider Without Collector

10.10.0.0/24
Address Range

CustomerA

10.20.0.0/24
r

Address Range
pot .: 3 pot
Supervisor
s
FortiSIEM Cluster
10.0.0.0/24
m_ Address Range 10.30.0.0/24
Address Ran

Service Provider
Infrastructure Devices

CustomerC

+ Each customer has an unique |IP address scheme

F::RTINET
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Service providers can deploy FortiSIEM without a collector, which is best suited for a hosting type
environment. The key is that each customer is on a unique IP address scheme, with no overlap allowed.
Typically, each customer device is local to the FortiSIEM cluster, and you can distinguish events and incidents
by filtering with the reporting IP address of devices that belong to individual customers.
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Service Provider With Collector

CustomerA

e

A .
Supervisor

L

Waorker

Worker

FortiSIEM Cluster

CustomerC
St CustomerD

» Each customer has one or more collectors installed
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A service provider with a collector is the most common deployment type for service providers or very large
enterprises using multi-tenancy features. This deployment model allows for overlapping IP address ranges.
Each customer can have one or more collectors defined. Collectors can be placed anywhere on the LAN,
WAN, DMZ, or remote sites across the internet or in the cloud. Additional benefits, such as remote
administration of customer devices, is possible if collectors are used.

Advanced Analytics 6.7 Study Guide 21
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* Mix of customer types
CustomerA
&
FortiSIEM Cluster
10.0.0.0/24
;}% Address Range 10.30.0.0/24
Address Ran
Super
Service Provider
Infrastructure Devices CustomercC
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You can also deploy FortiSIEM in a hybrid manner. In hybrid deployments, some customers will have
collectors, which are responsible for collecting and sending logs to the FortiSIEM cluster, while other
customers can send logs directly to the FortiSIEM cluster. The rules of an overlapping IP address schema still

apply in a deployment without a collector. Customers who do not have collectors will need to be on a distinct
IP subnet.
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Unidirectional Network Deployment — Diode Collector

.

Install without internet connectivity

Work without registering with supervisor node

Collect syslog, SNMP traps, and Windows logs via WMI or OMI| protocol using local
configuration

+ Send events to another Collector or Worker via UDP 514 using syslog protocol

— One Way .
g (optional)
/ \ : y —a — ;
[ S /Worke ] . 3\ Diode . .
\ uper/Worl r/: Collector '.\ }J Collector
\ 4 M -~ N - 5
\\_5 / ~
— Data Diode .
OT Devices
Syslog
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A diode collector only requires a strictly one-way communication from itself to another collector or worker.
Typically deployed in OT networks or in highly secured environments.

There are two deployment modes:

1. Diode collector to worker

2. Diode collector to regular collector, and then to worker

A Diode collector sends events to worker or regular collector using syslog over port UDP 514, while a regular
collector uses HTTPS over port TCP 443 to register with supervisor and to send events to workers.

Advanced Analytics 6.7 Study Guide

23



Introduction to Multi-Tenancy

DO NOT REPRINT

CODRTINET
TN TIINL- 1

FortiSIEM Manager
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FortiSIEM Manager is a dedicated management node. FortiSIEM Manager cannot ingest events directly but
you can use it to monitor and manage multiple FortiSIEM instances. FortiSIEM Manager needs to be installed
on a separate virtual machine and requires a separate license. Each FortiSIEM instance needs to register on
the FortiSIEM Manager.

Each FortiSIEM instance forwards incidents, license, and health information to FortiSIEM Manager. Incidents
are forwarded in near-real time, health information is forwarded once every minute, and license information is
forwarded once every hour. FortiSIEM Manager also stores incidents and the latest license information in a
local PostgreSQL database. The number of incidents stored depends on the size of the local PostgreSQL
database.

FortiSIEM does not store raw events. It fetches raw events on demand (when a user visits the triggering
event tab on the INCIDENTS page) from the appropriate FortiSIEM instance. All incident status changes in
each FortiSIEM instance are forwarded to FortiSIEM Manager.

If you create a new rule or make changes to a rule in a FortiSIEM instance, the instance forwards the changes

to FortiSIEM Manager. From FortiSIEM Manager, you can conduct the following operations, and FortiSIEM

Manager propagates the changes to the correct FortiSIEM instances with the correct FortiSIEM Manager

logged-in-user context:

» Clear, resolve, and add comments to one or more incidents. You can also change the severity of an
incident, and disable one or more rules and change their severity.

* Run FortiSOAR playbooks and connectors and update incident status and comments.

» Log in with one click to the appropriate FortiSIEM instance where an incident occurred. This enables you
quickly to investigate an incident in depth.

Advanced Analytics 6.7 Study Guide 24
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FortnSIEM Manager Architecture _

FortiSIEM
Manager
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FortiSIEM Manager, deployed in a global SOC, receives and stores forwarded incidents from regional or
customer FortiSIEM instances. FortiSIEM Manager does not display source organization ID of events
received from multi-tenant remote instances. Each FortiSIEM Manager node can manage from 5-50 remote

FortiSIEM instances.

Communication between FortiSIEM Manager and remote instances is through REST APl over HTTP(S). You
must upgrade FortiSIEM Manager first before upgrading all FortiSIEM instances—this applies to both content
update and software image updates.

Only FortiSIEM Manager and FortiSIEM Supervisor instances 6.5.0 or later are supported.

25
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In this section, you will learn about adding customers on FortiSIEM, and defining collectors for those
customers. You will also learn about adding an IP range for customers without collectors.
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New Customer Definition

« Each new organization is automatically given an organization ID, which will be enriched
in every new event collected or received

|. 1 Storage | Organizations ] Organization Definition (Untitled) »
& Device Support wﬂae Organization nchude IPAP Rarge
"--..._____‘ Full Nama Exclude IPAP Range
Adinili User gel L
Storage v Credentials Py 1 PR ST
Confinn Admin Password | contim Age as sword
New | Edit Delete Deploy . .
/ Admin Email Max Devices
D Organization Full Name Adchass
2001 Aviation Account Mum ber Account Type:
1atus
2000 Banking
2002 University
New
F.--HTIl'IET © Fortinet Inc. All Rights Resenved. 24
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When you create a new organization, the organization name is the name of the new customer, which will be
referenced on the GUI. Typing a value in the Full Name field is optional, and what you type here is not
displayed elsewhere. The values that you type in the Admin User and Admin Password fields define the
local administrator account username and password for this customer. The value that you type in the Admin
Email filed is the email address that will be set for the administrator user for that customer, which is
particularly useful for sending alerts and incidents to the administrator user for that organization. Each new

organization is automatically given an organization ID, which will be enriched in every new event collected or
received for that organization.
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Customer Definition by Address Range or Collector
/ADMIN > Setup> Organizations

Organization Definition (Untitled) x
Crganiz ation: | =F | nclude nge
Full Name: Exclude IPNP Range:
Admin User Agent User

Admin Password | Agent Password

Confirm Admin Password: [ Requiie | Confirm Agent Password

Admin Email | LT Max Devices:

Phone; Address:

Account Number Account Type:

Suppon Tier Accoumnt Status:

Suppon Team: Account Manager
Collectors:  New | Edit  Delew

Collector Name  Collector EPS

Save Cancel

F::RTINET
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Organizations can be defined in one of two ways. You can associate one or more collectors with an
organization. The devices monitored by the collector or the events sent to the collector, automatically belong
to the associated organization. You can also define an IP range for an organization. If the sending IP of a
device belongs in the IP range, then the device and logs belong to that organization.
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can have in the CMDB

Max Device Definition

* The value in the Max Devices field defines the number of devices the new organization

« This value is reserved from the overall system device license
+ This feature is applicable only to organizations with collectors

Organization Definition (Banking)

anking)

[Bank

F::RTINET
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Confirm Admin Password  sssesss

Admin Emaill  agming@bank.com

Include IPAP Range:

Exclude IPMP Range

Agent User

Max Devices: 1600

© Fortinet Inc. All Rights Reserved.

26

The maximum number of monitored configuration management database (CMDB) devices for the
organization can be defined in the Max Devices field. This value is reserved from the overall system device
license. The max device feature is applicable only to organizations with collectors.

Advanced Analytics 6.7 Study Guide
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——
« This value acts as a reservation for the [ADMIN=SEiip=0rganizations|
new Organization Organization Definition (Banking)
+ Care should be taken because you Admin User:  aamin Agert User
cannot define a max devices value i Pt [T o Paasucs
greater than the total system device
I_ u t Confirm Admin Password:  ssessssss. ses Confirm Agent Password
icense coun
Admin Email:  admin < 00
Phone; -
Account Number Account Type:
Suppon Tier Accoumt Stalus:
Suppon Team: Account Manager:
Collectors New Edit Delete
UpLoad Rate
Collector Name Collecior EPS Limit Valid Start Datg
ABC Bank 100 Untimited Unlimited
Save Cancel
ﬁifj:;'ll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 27

There is a limit to the maximum number of devices that you can assign to an organization, and that limit
depends on the license that was purchased from Fortinet. You cannot exceed the total devices limit for the

whole system.
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Editing an Organization Definition
« Various fields, including the _
0rgan|za.t|9|:] name‘ can be edItEd Organization Definition (Banking 1D: 2002) x
after definition
gent User
Suppon Tier AcCount States
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Various fields, including the organization name, can be edited after definition. However, fields such as Admin

Password, cannot be changed.
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Discovery and Event Collection Without
Collectors
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In this section, you will learn about discovering devices and collecting events for customers without collectors.
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Defining Customers Without Collectors

+ Organizations are defined by a unique IP range which can be:
+ Asingle IP address
« A multiple comma separated IP address
« An IP address range

Organization Definition (Banking 1D: 2002)

10.30.0.0-10.30.0.100. 10.30.0.150

Organization: = Banking Inciude IP/IP Range

Full Name: ABC Bank Exclude IP/IP Range:

Admin User: Agent User:

Admin Password: l | Agent Password:
Confirm Admin P assword: [ Confirm Agent Password
Admin Email Max Devices

o

© Fortinet Inc. All Rights Reserved.

Organizations without collectors are defined by unique IP addresses, which can be a single IP address,
multiple comma separated IP addresses, or an IP address range. Note that classes inter-domain routing
(CIDR) notation is not supported here. If you have multiple networks defined on a device like a router, then
you need to define the subnet or IP range for each interface on FortiSIEM. All interface IP addresses count
during discovery, unless an exclusion is defined.
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Adding Credentials for Organizations Without Collector

+ Performed under the super global or super local view
+ Organized naming scheme

Storage * Organizations | Credentials | Discovery Pull Events Monitor Performance STM  Maintenance Windows Agent Linux Agent FortiSIEM Manager

Step 1: Enter Credentials

Hew Edit Delete Clone

¢
=
A

Hame

Protocol Device Type User Name Description

Org_Banking_FGT S5H Fortinet Forti0s admin

Org_University_Kali SHMP Generic

Step 2: Enter IP Range to Credential Associations

Hew Edit Delete Test = &2 K <

Name/IP/IP Range Credential Name
10.30.0.0-10.30.0.100,10.30.0.150 Org_Banking_FGT

100.64.1.10

F::RTINET
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Org_University_Kall

H

You can add credentials for organizations without collectors on the Credentials tab. You will need to be

logged in as a super global user. It is a best practice to name credentials in an organized manner, so that you
can identify the credentials for each organization.
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Without Collector—Discovery Definitions

+ Performed under the super global or super local view
+ Organized naming scheme

Storage * Organizations Credentials Discovery|Pull Events Monitor Performance STM  Maintenance

New Edit Delete Scheduled Discover History

Name Type Root IPs Include Range
Org_Banking_FGT Range Scan 10.30.0.0-10.30.0.100,10.30.0.150
Org_University_Kali Range Scan 100.64.1.10

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 32
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You can define discovery definitions for deployment without collectors on the Discovery tab. You will have to
log in as a super global user. Since multiple discovery entries will be defined under the same view, you should
develop a good naming scheme.
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Without Collector—Discovery

* In this model, only the supervisor performs discovery
’ - ——

— ——

\ ‘ | 10.0.0.0/24 =

Discover Customer A
IP Range Discover Customer B
O IP Range

e

Supervisor

p————

10.10.0.0/24
CustomerA

v
- -——-——L--— -

0.20.0.0/24 CustomerB
) U esosrema .
1 ‘ < - > . |
- e e e o e s e / l S ~ |
- s s o o e e o o o o o
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The supervisor node performs all discovery, if there are no defined collectors. The supervisor will
automatically discover devices, applications, and users in the customer’s IT infrastructure and starts
monitoring them.

Any discoveries that do not match an organization IP range belong to the super organization.
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Without Collector—Receiving Log Data at High EPS Rates

* Introducing a load balancerfor scallng Syslog

FortiSIEM Cluster
Supemsor

1 10.0.0.0/ 24—

Load
Balancer

J_'U.J_'.'l.'J.Bﬁfi

O 10.10.0.0/24
CustomerA '/I'

F::ZRTINET _ Naovnaiaat .
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To scale a deployment without collectors, you need to add a load balancer so that logs can be balanced in an
orderly way, and distributed across all workers and the supervisor, without choking the performance of any
single node in the cluster. Remember that not all protocols are supported when you introduce a load balancer
to the environment. Syslog and SNMP traps from the network and servers are fine, but protocols such as WMI
for performance monitoring, or Windows event log collection, are actually polls from FortiSIEM itself, so those
requests cannot be load balanced, and needs to go directly to the device that is being polled.

To identify the customer data, the receiving node in a FortiSIEM cluster without a collector looks up which
customer the reporting IP belongs to, and tags the event with the customer name and customer ID. This way,
you can filter events using the customer ID or name to perform analytics. If an incident is generated for a
customer, you can identify the customer by looking at the events that generated the incident.

Any undefined reporting IP addresses belong to the super organization, and will be tagged as a local asset of
the service provider.
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Scaling Without Collector Deployments

« More workers are needed as the customer load and devices increases
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As the customer base grows and more devices are added to the customer infrastructure, the number of
events per second (EPS) also increases. As the EPS increases, the resources on the FortiSIEM cluster can
be under strain. More workers need to be added to the FortiSIEM cluster to balance the load.

Advanced Analytics 6.7 Study Guide 38



DO NOT REPRINT

Introduction to Multi-Tenancy

© CODRTINET
TN TIINL- 1

L
_—
Multi-Tenancy Architecture on FortiSOAR
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In this section, you will learn about multi-tenancy architecture on FortiSOAR.
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SOC Management Features on FortiSOAR

Dashboard | mawhw -

Incidents

Queue & Shift Management

9 Queue Management

Queues

Ticketing
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When you escalate an alert on FortiSOAR, it becomes an incident. Every incident on FortiSOAR can be
considered as a ticket that an analyst will need to work on until they close the incident.

The FortiSOAR queue management feature provides you with an overview of the work (records) that must be
completed and enables you to assign pending work to users. You can also reassign assignments in case of
absence or analyst shift changes.

Administrators can create applicable dashboards throughout the application. The dashboards are assigned to
users based on their roles. For example, you can create a dashboard that displays alerts that are critical and
high, and then assign them to users who have the role of handling alerts. Users can prioritize their work by
looking at their dashboard, which displays critical and high alerts.

FortiSOAR gives you the option to assign levels of accessibility to users using role-based access control
(RBAC) combined with team membership. You can grant users access to specific modules in FortiSOAR
based on their role permissions. Users exercise their permissions in conjunction with their team
membership(s).
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Typical Enterprise Architecture
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FortiSOAR

FortiSIEM
Run remediation playbooks ,D__1
%
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Threat Intelligence Platform

Alerts ingested
through API

Query and Enrichment
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In an enterprise architecture, there is one single instance of FortiSOAR. You can ingest data using connectors
into FortiSOAR from various devices in your infrastructure. When available, it is recommended that most logs
be sent through the SIEM, rather than through direct connectors. This ensures the SIEM is a central point of

log aggregation and can be used for analytics and reporting.

After you integrate your FortiSIEM, or any other SIEM solution, with FortiSOAR, incidents generated by
FortiSIEM are ingested by FortiSOAR. Every incident that is sent from FortiSIEM to FortiSOAR is a unique
record on FortiSOAR. You can run remediation playbooks from FortiSOAR against those incidents, and
perform remediation action on the target devices. For example, if the logs that are sent by FortiGate to
FortiSIEM generate an incident that indicates an external malicious actor is trying to access corporate
resources, then FortiSOAR evaluates that incident and rates that external IP against various threat
intelligence platforms. If the IP is malicious, then you can run a remediation playbook to take action against
that IP address. In the scenario shown on this slide, the solution is to block that IP on the FortiGate firewall.
The playbook can automatically log in to FortiGate and put that IP on the quarantine list for an indefinite period

of time.
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Multi-Tenant Shared Tenancy Architecture

' ™
ﬁ —@ FortiGate O
L) Customer A
FortiSIEM
FortiSOAR
Node
[ _ Connectivity required _
= between sites = I I I FortiGate
. All data sent to
MSSP SOC
: FortiSIEM
Actions taken
“-‘f‘ from MISSP SOC & ﬁ
MSSPSOC ) )
\ \
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In the case of shared tenancy, tenants share the same system as the primary device; that is, tenants are
local, but with restricted access on the system. The SOC team provides cybersecurity monitoring and
management to various tenants in a single FortiSOAR instance. The shared tenancy model ensures that the
data belonging to different tenants is segregated, and data access is controlled using RBAC. Therefore, a
tenant can view only their own data or record, and not the data of other tenants.

You can give each tenant their own login, which they can use to view their dashboards, report, check the
actions taken on their records, check their SLA management, and so on.
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Multi-Tenant Distributed Tenancy Architecture
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In the case of a distributed tenancy model, the tenant node instance of FortiSOAR is remote and every tenant
has their own instance of FortiSOAR. The primary FortiSOAR node resides at the MSSP location and
communicates with the tenant node through a secure channel. Tenant data remains in the tenant
environment, and they control how much data they want to share with the primary node. All sensitive
information stays with the tenant node. Since the actual workflow execution happens at the tenant node itself,
the primary node requires only the summary of information to help identify what investigations should run. The
primary node pushes any action that needs to be executed to the tenant node. Similarly, any playbook that
needs to be executed is pushed by the primary node to the tenant node.
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Multi-Tenant Hybrid Multi-Tenancy Architecture

* Mix and match shared and distributed architecture as required

~
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In a multi-tenant hybrid model, the primary node centrally manages some customers. If the customer is
managed by the primary node, then there is no requirement for a tenant node for that customer. Then there
are other customers who use a distributed method. For those customers, you must install a tenant node.
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Review

Identify implementation requirements

Manage organizational scopes

Determine the customer deployment model

Identify EPS and license restrictions

Understand multi-tenancy architecture on FortiSOAR
Understand diode collector deployment

Understand FortiSIEM Manager architecture

Deploy FortiSIEM with and without collectors

Add customers to and define customers to FortiSIEM
Discover devices and collect logs without a collector
Support high EPS rate log data without a collector
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By mastering the objectives covered in this lesson, you learned how to deploy FortiSIEM in a multi-tenant
environment and identify key implementation requirements. You also learned about deploying FortiSIEM with
and without collectors, and how FortiSIEM collect logs without a collector.
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In this lesson, you will learn about defining and deploying collectors. You will also learn about collector
operation, and scaling collectors as organizations grow. Additionally, you will learn to ingest data from
FortiSIEM into FortiSOAR.
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Objectives

* Understand collector architecture

*+ Configure collector buffer size

* Deploy collectors and define upload definition for logs

+ Establish communication between SIEM and a collector

+ Configure collector data uploads in different deployment scenarios
* |dentify various deployment models and scenarios

* Design a scalable SIEM cluster

+ Establish communication between SIEM and FortiSOAR
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After completing this lesson, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding collector architecture, you will be able to configure collector

buffer sizes, define upload definitions for logs, and establish communication with supervisor nodes and
collector nodes.
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Collector Architecture
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In this section, you will learn about collector architecture and various processes involved in collector

architecture.

Advanced Analytics 6.7 Study Guide 48



Defining FortiSIEM Collectors and FortiSOAR Connectors

DO NOT REPRINT

CODRTINET
JINTIINL ]

-—
Customer Collectors

+ Typically installed on the customer
premises

X . i FortiSIEM Cluster

+ Allow monitoring and log collection

of local devices
Data
U pload » Worker

Collector )

Supervisor

“:RTINET Customer Local Devices
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A collector enables FortiSIEM to collect logs and performance metrics from geographically disparate
networks. Data collection protocols, such as SNMP and WMI, are often chatty, and the devices may be
reachable only from the supervisor node through the internet, through a firewall. The Syslog protocol,
especially over UDP, is unreliable and unsecure. You can deploy a collector behind the firewall to solve these
issues. The collector registers with the FortiSIEM supervisor node and then receives commands from the
supervisor regarding discovery and data collection.
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Collector Resources

« FortiSIEM collectors are available in three formats

FortiSIEM 500F FortiSIEM 500G

FortiSIEM Collector Minimum Requirements

Virtual Device Hardware Device Hardware Device
4v CPU* 4 vCPU 6v CPU
8 GB RAM* 16 GB RAM DDR3 16 GB RAM DDR4
OS - 25 GB Disk 3 TB Disk 4 TB Disk

OPT - 100 GB Disk

* Absolute minimum
« Using the VM image, you can increase the vCPU and memory to handle greater loads

* You should not decrease resources because there could be a performance impact
resulting in collector failure

F::RTINET
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Collectors are available as virtual devices and hardware devices. If you use the VM image, you can increase
the vCPU and memory to handle greater loads. FortiSIEM becomes an essential core tool in your security
operations center (SOC) environment, and its use will likely grow over time as the corporate infrastructure
grows. Designing the FortiSIEM deployment to accommodate this increase in use over time helps to ensure
continued system performance and minimizes the need to re-architect the system in the future. For that
reason, you should not decrease resources because there could be a performance impact resulting in
collector failure.
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Collector Processes

+ Collectors run a reduced set of essential system processes

Process Name Status
phMonitorAgent Up
phParser up
phCheckpoint Up
phEventPackager up
phAgentManager Up
phPerfMonitar Up
phEventForwarder up
phDiscover Up
rsysingd lp

Up Time

194h 27m 585
221h 46m 135
221h 46m 295
221h 46m 285
221h 46m 295
221h 46m 289s
221h 46m 29s
221h 46m 29s

221h 4Am 495

CcPU Physical Memory
0% 31 MB

1% 636 MB

0% 20 MB

0% 335 MB

0% 45 MB

0% 64 MB

0% 38 MB

0% 44 MB

0% 1 MB

Virtual Memory
1028 MB

1826 MB

126 ME

1072 MB

1511 MB

762 MB

484 MB

431 MB

245 MR
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+ These processes are for specific functions,
event parsing, and log data collection

such as discovery, performance monitoring,

© Fortinet Inc. All Rights Reserved.

You can monitor the status of the collectors on the page shown on this slide. Collectors run a reduced set of

system processes, compared to a supervisor or a worker. The processes that run on a collector are for
specific functions, such as discovery, performance monitoring, event parsing, and log data collection.
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Collector Operations

+ Collectors perform local parsing of events and compression on the data

: t " FortiSIEM Cluster -
i s Data HH ### oms E C uster
HTTPS

Collector

Compression

+ Collectors upload the data across an encrypted channel (HTTPS) to the FortiSIEM
cluster

‘"“"'“-" Supervisor

+ Event upload frequency is every five seconds or 10 MB, whichever is reached first

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 7
Training Institute 4

The collector parses the logs and forwards the compressed logs to the supervisor or worker nodes over an
encrypted HTTPS channel. The collector also buffers the logs locally for a period of time, if the network
connection to the supervisor or worker is not available.

The collector uploads events every five seconds or 10 MB, whichever is reached first. FortiSIEM is a real-time
system, so it attempts to minimize event delay and optimize the send. It is five seconds for low EPS
environments, and 10 MB for high EPS environments. The compression ratio is 8:1, which is accomplished by
standard zlib, which is an algorithm used for data compression.
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Customer Identification

+ Local collector enriches each event with
a collector ID, organization ID, and name

-.---'...-.----------.----.......,

Collector
.. Supervisor
__0
T J [ Collector ID 10000 |
2 3 ) Destination Host Name ~ FSM_Super
o Destination IP 10.0.1.130

Device Time Mar 13 2023, 04:15:56
Organization ID 2002
Qrganization Name Banking
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The collector enriches each event with a collector ID, organization ID, and name. The collector name is not
added during the event enrichment process. Because the collector performs the enrichment process, it saves
resources on the supervisor node. Having a collector in your environment makes it convenient for MSSP
administrators to query for logs and incidents related to your organization, because all logs being generated
from your organization are tagged with the unique collector ID, organization ID, and organization name.
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What Happens in the Event of a WAN Failure?
+ Collectors have a built-in mechanism to buffer events
8 a Fort:SIEMCILHtar
Collector
Data ## FRE Bpsiis Supervisor
Internet/WAN
* Maximum of 10,000 event files are buffered on the collector
« Each event file contains five seconds’ worth of events and is limited to 10 MB in size
(before compression)
* The average event size is estimated to be 200 Bytes
+ Buffer size is dependent upon the EPS being received
F::RTINET . .
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Collectors have a built-in mechanism to buffer events in case there is WAN link failure and you lose
connection to the FortiSIEM cluster. Buffer size is dependent upon the EPS being received. Collectors will
ship the logs automatically when the link becomes available again.

By default, there are a maximum of 10,000 event files that are buffered on the collector. Each event file

contains five seconds’ worth of events and is limited to 10 MB in size before compression. The average event
size is estimated to be 200 Bytes, which depends on the device type and event.
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Collector Buffer Size

« Estimated buffer time:

“ Estimated Buffer Time “ Estimated Buffer Time

55.55 Hours 4000 6.94 Hours

1000 27.77 Hours 5000 5.55 Hours

| 2000 13.88 Hours | 6000 4.62 Hours
3000 9.25 Hours 7000 3.96 Hours

« Estimated amount of time to reach the maximum buffer size on the collector:
+ Default bytes per second = 10 MB/5 sec =2 MBPS
= Total buffer storage = 100,000 MB
« Total time to fill that storage = 100,000/2 = 50,000 seconds
« Total time in hours = 13.8

F::RTINET
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This slide shows an example of the estimated time that it would take for the collector to reach the maximum
buffer size for a 2000 EPS license. As you increase the EPS, the buffer storage fills up. The collector drops
events when the buffer is full.
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Deploying Collectors
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In this section, you will learn about deploying collectors in a multi-tenant environment.
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Establish Collector Connectivity With a Supervisor

* When initially deployed, the collector is in an unconfigured state

+ During the collector registration process, you must gather the following information about
the collector:
» The identity of the customer it belongs to
» The location where it will upload data
* The length of time thatit is valid

* You can define all the required information during the collector registration process
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When a collector is initially deployed, it is in an unconfigured state. To deploy the collector, you must know
which customer it belongs to, where it will upload data, and how long it is valid.

You can define all the required information during the collector registration process.
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Collector Data Uploads—Single VA

* In this model, the supervisor is the only node collectors can upload data to

- HTTps
CustomerA ! ( L i
Supervisor
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In a single virtual appliance (VA) setup with one supervisor node, specify the supervisor node as the data
upload destination for collectors. This is not recommended in larger setups because it can potentially overload

the single supervisor node.
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Collector Data Uploads—FortiSIEM Cluster

* Collectors load balance uploads between workers

FortiSIEM Cluster

CustomerA : ( \ Collector

Supervisor
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In a FortiSIEM cluster, you can specify one or more worker nodes using the worker |IP addresses. The
collectors load balance across the specified worker nodes. In this manner, streaming analytics, like inline
reports and rules, are distributed over the worker nodes. The best practice is to upload all the data to the
worker nodes and leave the supervisor node for performing other important tasks.
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* You cannot define collectors for an
organization before you set the

worker upload address L e e

* Collectors receive this information Organization Definition (Finanace ID: 2006)

during registration and this value - , ’
tells the collector where to upload . wexoevisss: 3
data to
Phone: Address:
Account Number: Account Tyﬂ?.
Support Ties: Account Status:

Support Team am > Worker

Collectors: | New

UpLoad Rate
Collector Name  Collector EPS Limit Valid Start
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You cannot define collectors before you set the worker upload address. Collectors receive the worker upload
address during registration and this value tells the collector to which node it should upload the data. If you
don’t have a worker, then you must at least define the supervisor as a worker.
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Installing a Worker

* Deploy the image
+ At the command prompt, go to /usr/local/bin

* Run the configFSM.sh script NI e
C f th 6 Select what you would Like to conl igure Seloct Operetlon
+ Configure the time zone i
. _ I 2 ! i 3 : —_——
+ Select Worker for Config Target e S S e
« Select fips options e O Ol R A TS
Conf igure [P For Morker = re: Hostname For Worher
. Conf igure 1P Metuork e el

Configure the network
* Verify parameters and run the script

Fost e DT

1P Mddress: m 6.1.148
M 255 . 255 .

€ Hewt 3 € Back ¥ < Exit » AT € Back ¥ Bty
Tout Tgwre Grhe
Bum Coof igurat ion Commad =
mars loca l-hinsconf igurel N, py -r wrker -z fmer lcasToronto -1
l‘ -m 2552552550 -y 18.0.1.2% --Most workerl.mesp.cos -f
com -1 4 --dnsl I.I-l 1.254 --dns2 B.B.0.0 o
Mull.pdt‘hm_hu ~-testpinghost google com 6
T < Back 3 < Exit
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You can install workers as VA or hardware devices. After you deploy a VA worker for the first time, you must
run the configFsM. sh script to configure the time zone and network configuration. To run the setup script,
log in to the worker as root user and enter the commands shown on this slide. The setup script guides you
through the network configuration where you configure the IP address, gateway, DNS, and hostname.
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Defining Collector Upload Destination

* You cannot add collectors to FortiSIEM before defining a worker node

B Setup I € All Settings = System = Event Wori(erl

& Device Support
Worker Address: + =

2 Health

) Save
E3 License

£ Content Update
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If you don’t have a worker node, then you must define the IP address of the supervisor node as a worker
address, so that you can add collectors to the cluster. For larger software-based deployments that involve
multiple collectors, a large number of monitored devices, or devices with high event rates, it is highly
recommended that you deploy one or more workers to distribute the workload of the supervisor node. Note

that you can add workers to hardware-based appliances.
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Collectors Across the Internet

+ Best practice is to use FQDN for upload address

TCP/443 HTTPS

TCP/443

Customer

Data Center
FW

3k,
/:;1%
5

N

-

Collector

DNS Resolution Data Center Firewall Static NAT

198.b1.100.5
198.51.100.10

AL P PR B L
198.51.100.10

workerl.example.com

worker2.example.com

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

100101055
10.10.10.10

o

10.10.10.1

Supervisor

10.10.10.5

Worker

10.10.10.10

Worker

]
1
Worker Upload Addresses |
workerl.example.com i
[}

worker?.example.com |
1

super.example.com i

workerl.example.com i

worker2.example.com

Each value in the worker upload address must listen on TCP port 443 for connections from collectors. The
more workers you add to the cluster, the more addresses that must be published to the internet. On the data
center firewall, create virtual IPs that map the external public IP to the worker private |IP address. Collector
communication is only one way, so the customer firewall policies must allow all outbound traffic from the

collectors on port 443.
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Highly Scalable Design for Large Providers
FW T e S :
i Worker Upload Address |
! upload.example .com i 10.10.10.1 :
Collector E 198.51.100.100 i Ak ;
T ' 7!
..°._ Data Center . m 10.10.10.5 é
‘.’0. Data Center B'l.lua:! 2
...--'- FW alancer E Q E
_________ ) ) ) E :
........... > 0 : 10.10.10.1055
--------------------------------------- [ 3 = ;
Collector | WEF NG ettt = ; i
10.10.10.254 _ :
m 10.10.10.15
...' ‘.‘". .,'-.:
...‘. Data Center Firewall Static NAT ,.:i'.'.:'.:'.:'.2'.'.Z',:'.:'.11'.'.'.:'.2'.:'.1'.'.:2‘.'.'.'.‘.‘.2'.2‘.22‘.2'.','___‘
] 198.51.100.100 10.10.10.254
Co“ector Worker Worker Worker .:
i uture Workers ¢
ﬁifj:;'ll-:lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 18

In a highly scalable design for large providers, you can place a load balancer behind the data center firewall.
You can create a static NAT on the data center firewall to map the public IP address to the IP address of the
load balancer. That public IP address is the worker upload address for all the customer collectors. The load
balancer should evenly distribute the customer data to the workers in the FortiSIEM cluster.
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Other Collector Communication

Discovery, test credentials, parser changes, custom performance monitoring tests, and more

+ Collectors still talk to the supervisor, even if they are not listed in worker upload settings

Collector health
and tasks over

HTTPS

Collector

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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Supervisor

= Supervisor Address

J@sn|D WaIsmod

Worker Upload Address

20

Even though collectors send data directly to the workers, they still communicate periodically with the

supervisor node.

Collectors use the same communication channel that is used for sending the log data is also used to ask for
any tasks, such as discovery, test credentials, parser changes, custom performance monitoring tests, and
more, from the supervisor node. The supervisor node uses the same session to communicate with the
collectors. You need to allow only an outbound connection in the customer firewall policy. The supervisor

does not explicitly initiate any connections to the collector nodes.
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Service Port Summary
« Summary of service provider firewall communications
Collector \\l/
DataFf‘.:;mer 1 Sipseviont Worker
From ______To________|Port | Description
Collector Supervisor TCP/443 Health/Tasks
Collector All Nodes Defined TCP/443 Event Data
Under Worker
Upload Settings
Super/Worker Collector None
F:=RTINET . :
Training Institute © Fortinet Inc. All Rights Reserved. 21

You must allow only TCP port 443 for the collector to communicate to the FortiSIEM cluster. Collector health
information and tasks are sent only to the supervisor, and the event data is sent to all nodes that are defined
in the worker upload settings. If the supervisor is also a worker, then the supervisor also receives event data.
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In this section, you will learn about the data ingestion mechanism on FortiSOAR, and various settings
available for fine-tuning data ingestion and field mapping within a FortiSOAR module.
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Data Ingestion

+ FortiSOAR has a dedicated data ingestion wizard that facilitates data ingestion from
external SIEM solutions and other third-party sources

* You can schedule data ingestion for periodic data ingestion
Map fields between FortiSOAR module and data source
Define the frequency at which you want to pull content into FortiSOAR

FortiSOAR and its connectors come with sample playbooks for ingesting data from
various SIEM sources, threat intelligence platforms, vulnerability management tools, and
configuration management databases

F::RTINET
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You can use the data ingestion wizard to simplify data ingestion configuration and mapping of fields between
the two systems. The wizard fetches sample data from the source, mapping fields from the source data into a
FortiSOAR module, and setting up an ingestion schedule if the connector is enabled for scheduling. Based on
the inputs you provide in the wizard, the system dynamically generates the ingestion workflows without the
user being exposed to the details of playbooks, and easing the process of configuring ingestion.
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Modes of Data Ingestion

- Notification based

+ Certain connectors have a notification service that gets instantly notified when a message arrives on the
server. The notification service, in turn, triggers a FortiSOAR playbook to create FortiSOAR records
from the fetched data.

» Schedule based

+ Use the Fetch APIs of the integration, along with a user-defined query to fetch data from the product
into FortiSOAR. These fetch playbooks are scheduled to run by default, every five minutes. You can
also schedule them to run according to a user-defined interval.

* App push
» Specific connectors have an add-on that is provided by FortiSOAR that you can install on the server
side to push data into FortiSOAR.

F:=RTINET
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Data ingestion can run in one of three modes:
* Notification based

» Schedule based

* App push

When running in notification-based mode, connectors such as IMAP, Exchange, Syslog, and so on, have a
notification service that is instantly notified when a message arrives on the server. In turn, the notification
service triggers a FortiSOAR playbook to create FortiSOAR records from the fetched data.

When running in schedule-based mode, connectors such as QRadar, Anomali, ServiceNow, and so on, use
the fetch APls of the integration. By default, these fetch playbooks are scheduled to run every five minutes,
which the user can modify to run according to a user-defined interval. Note that most integrations that support
a notification-based ingestion also support a schedule-based ingestion. However, you must configure only one
of the two, otherwise both pull data from the same source, which might result in data loss due to conflicts.

When running in app push mode, connectors, such as Splunk, have a FortiSOAR add-on that you can install
on the server side to push data from the server to FortiSOAR. You configure the add-on with a user password
or appliance-based authentication in FortiSOAR and it triggers FortiSOAR playbooks to create the records in
FortiSOAR.
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Data Ingestion Tab

* A connector that fetches data from external
sources has a tab called Configure Data
Ingestion

+ Sample ingestion playbooks were created
keeping the following points in mind:

- Each playbook that contributes to data ingestion
contains the following tags: <connector_name=,
<dataingestion>

+ Fetch Playbook: This playbook fetches sample data
and is also used for the actual fetch operation once
ingestion is configured

= Data from external systems is presented to the users
as source data on the Field Mapping screen in the
data ingestion wizard

& Bxport | [ Unbetall
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Any connector that supports data ingestion has a Configure Data Ingestion tab. The Connectors page has
a section for data ingestion connectors that monitors the data ingestion and provides information on which
connectors are configured for using the Data Ingestion Wizard, as well as other information, such as the
status of a configuration, the schedule for ingestion, when data was last pulled using that configuration, and so
on.

Sample ingestion playbooks were created keeping the following points in mind:

+ Each playbook that contributes to data ingestion contains tags such as <connector_name> and
<dataingestion>.

» Fetch Playbook: This playbook fetches sample data and is also used for the actual fetch operation once
ingestion is configured.

» Data from external systems is presented to the users as source data on the Field Mapping screen in the
data ingestion wizard.
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Sample Playbook to Fetch Data—FortiSIEM

+ Sample playbooks are used by the
connector to fetch data but can also
be used in a playbook environment

CLEAR INCIDENT WITH REASOM

GET EVENTS FOR INCIDENT

F::RTINET
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There are data ingestion connectors, such as Fortinet FortiSIEM, that include sample playbooks that can
fetch data from a SIEM or other data aggregation systems. You can use these sample playbooks in other
playbook environments. If you decide to use the sample playbooks in your environment, ensure that you clone
those playbooks and move them to a different collection, since the sample playbook collection gets deleted
during connector upgrade and delete.
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Defining FortiSIEM Collectors and FortiSOAR Connectors

Deploy collectors and define an upload definition for logs
Establish communication between SIEM and collector
Configure collector data uploads in different deployment scenarios

Establish communication between SIEM and FortiSOAR

© Fortinet Inc. All Rights Reserved

UJINTIINL ]
Review
v Understand collector architecture
v Configure collector buffer size
v
v
v
v Identify various deployment models and scenarios
v" Design a scalable SIEM cluster
v
Fi:RTINET
Training Institute

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about defining and deploying collectors. You
also learned about collector operation, and scaling collectors as organizations grow.
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Last Modified: 7 August 2023

N -—

In this lesson, you will learn about installing collectors on various platforms, registering collectors on
FortiSIEM, and discovering devices with collectors. You will also learn about managing events per second
(EPS) assignment for collectors.
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Objectives

+ Assign collectors to organizations

+ Discuss EPS on collectors

+ Install collectors on various platforms

* Register collectors on FortiSIEM

+ Explore the impact of an excessive number of collectors on a FortiSIEM cluster
» Discover devices with collectors

+ Support multiple collectors for a customer

+ Scale customers with collectors

* Manage EPS assignments and elastic EPS

+ Configure and manage collector high availability (HA)
* Maintain and troubleshoot collector installation

+ Generate reports on EPS usage
F:=RTINET
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After completing this lesson, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in EPS and collector installation, you should be able to identify EPS

requirements for collectors, the impact of an excessive number of collectors on a FortiSIEM cluster, and
troubleshoot collector installation.
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Collector Architecture
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In this section, you will learn about collector architecture, the minimum guaranteed EPS for collectors, and the
overall super EPS.
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Assigning a Collector to a Customer
« Each organization has one or more collectors defined
Organization Definition (Banking I1D: 2000) - Add Collector x ’
Mame: Banking Org =
GRS P | 8 ‘*_
upload Rate Limit (Kbps):  Unlimited ——

Upload EPS Limit:  Unlimited ‘
Start Time: Unlimited

End Time: Unlimited

Event Worker: . .. __ | =
< Save € Cancel h

© Fortinet Inc. All Rights Reserved. 4
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One of the ways of defining an organization is by associating it with a collector. The organization’s collector
monitors all devices belonging to that organization, as well as all events.

The Guaranteed EPS setting sets the threshold at which events are always accepted, as long as the event
rate is below the configured value. FortiSIEM reallocates excess EPS, which is the licensed rate minus the
sum of guaranteed EPS across all collectors. It is based on need, but the allocation never goes below the
configured guaranteed EPS value.

The start and end time settings specify the dates during which the collector is active.
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Collector Rate Limiting

* You can limit the upload rate if there are concerns about upload bandwidth use from
customer side

< SPEED

|
9 Bandwidth ™ ¢ 5 Mbps,—r UPLOAD
: . : 1 Collector
_ LIMIT

Organization Definition (Banking ID: 2002) - Add Collector

Name:  colieciorl

Guaranteed EPS 100
'__{ Upload Rate Limit (Kbps): 500

© Fortinet Inc. All Rights Reserved. a
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Sometimes concerns may be made over the amount of bandwidth used or available for collector uploads. You
can configure the maximum upload bandwidth value to address those concerns. The default value is
unlimited.
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* Minimum guaranteed EPS is configured in the phoenix config.txt file on the
supervisor
minimal eps 1imit=20
* If you define a value less than the minimum, FortiSIEM automatically changes it to
match the minimum
Organization Definition (Banking ID: 2000) - Add Collector
Guaranteed EPS:
Upload Rate Limit (Kbps):
Collectors:  New Edit Delete Lines: 1
Collector Collector UpLoad Valid Start  Valid End Event
Name Rate Limit Date Date Worker
Banking Org Unlimited Unlimited Unlimited Unlimited
FE:EHTInET © Fortinet Inc. All Rights Reserved.

FortiSIEM comes preconfigured with a minimum guaranteed EPS. It is set to 20 in the

phoenix config. txt file on the supervisor. So, if you configure an EPS lower than the minimum value,

FortiSIEM automatically changes the value to the match the minimum value when you try to save the

changes.
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Guaranteed EPS and Overall Super EPS

* Deducted from the overall purchased FortiSIEM EPS value

Guaranteed EPS Activities @

Collector

Collector

EPS Left for Assignment/ Processing by the Super Org: _

© Fortinet Inc. All Rights Reserved. T
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The purchased EPS licenses are treated like a pool, which you have to distribute across all collectors. The
guaranteed EPS value for each collector is deducted from the overall purchased FortiSIEM EPS value.

For example, if you’ve purchased a 1000-EPS license and configured a new collector with 100 EPS for
customer A, 900 EPS remain in the pool. If you add another collector with 500 EPS for customer B, 400 EPS
remain in the pool. You can use the remaining EPS pool for future customer collectors, or use it for your own
organization to monitor and manage local assets.
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+ If the overall total licensed system EPS is Admin > Setup > Organizations
exceeded during the guaranteed EPS Organization Definition (Banking 10; 2000) x
definition for a collector, then errors are i e
repo rted Full Hama: Exclude 10/ P Range:
Admin User: Agent User:
Admin Password: I:I Agent Password:
Confirm Admin Password: J Confirm Agent Passward:
Account Mumber: RCCTUNT TP
Support Thar: Account Seatus:
Support Team: AcCount Manager:
Colectors: Hew Edit Delate Lines: 1
Collactor Collectog UpLoad Upload Valld Start  ValldEnd  Event
Name s J mawleic EPSlmt Date  Oate ot
collector) unlim ited Unlimited Unlimited Unlimited 9%
Save Cancel
F:Z:RTINET _ _
Training Institute © Fortinet Inc. All Rights Reserved. 8

If the overall total licensed system EPS is exceeded during the guaranteed EPS definition for a collector, then
errors are reported. For example, if you purchased a 15,000-EPS license and you try to allocate more than
that value to a single collector, then you will get an error stating that you have reached the total EPS limit for

the whole system.
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Super Organization EPS

* Monitor the service provider's own devices

N o

FortiSIEM
Cluster Worker

Worker
=l
@ | -

) ey . -
3% ServiceProvider
" Emm— Infrastructure Devices

Super

F::RTINET
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‘ -~ CustomerA

Collector

N

A super organization needs its own EPS to manage its own assets. A service provider may have critical
assets within its own organization that must be monitored. For that reason, it's always a good idea to reserve

some EPS for the service provider's own needs.
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Installing and Registering Collectors
F:=RTINET I 10
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In this section, you will learn about installing a collector and then registering it on the supervisor.
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Installing a Collector

* Deploy the image
+ At the command prompt, go to /usr/local/bin
* Run the configFsM.sh script

al Iy Targo
Seleet uhat you would 1ike to conligure

+ Configure the time zone I
Select Collector for Config Target

+ Select fips options

Configure the network

TawE Ture Coliectnr

* Verify parameters and run the script

--host o
cullector] mssp.com -t 4 —dnsl 18.0.2.254 --dns2 0.0.0.8 o .
install_without fips —testpinghast googie.com

F:=RTINET
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You can install collectors as VA or hardware appliances. After you deploy a VA collector for the first time, you
must run the configFSM. sh script to configure the time zone and the network configuration. To run the
setup script, log in to the collector as root user, and then enter the commands shown on this slide. The setup
script guides you through the network configuration where you configure the IP address, gateway, DNS, and
hostname.
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+ SSH to the collector
* Run the following command:
phProvisionCollector --add <user> <password> <super IP or host> <organization>
<collectorName>
A
Organization Definition (Banking I 2002)
Organization:  Bankir
Collectors: New Edit Delete Lines: 2 Full Mame
Collecto Collector Upload Upload Valid Start  Valid End Event Ademin Us
Hame EPS Rate Limit  EPS Limit  Date Date Worker ey Usiee
|cultecmrf 100 Unlimited Unlimited Unlimited Unlimi ted Admin Passw l
A sSword
collector 50 Unlimited Unlimited Unlimited Unlimited
Contirm Admin Password ]
Admin Email
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 12
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After you complete the collector installation, you must register the collector on the supervisor. Before
registration, you must collect information from the organization definition setting of the supervisor, such as
organization name, administrator user, and administrator password. After you have that information, use the
commands shown on this slide to register the collector on the supervisor.
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£ Device Support

License

8 Content Update

5 settings
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Successful Collector Registration

« After registration, check the collector status on the supervisor

Cloud Health | Collector Health| Agent Health  Replication Health

Lastupdate at 1L3:07PM. 2% | W ¢

Total Mo Connection Critical Normal
Turnnels & Action = Columis =
Collector Memory

Organtzation Hame W Address Health Last Statws Updated Last File Received Type Version Size
| Banking collectort 10.0.2.130 B o0 202, 00:I0PM May 09, 2020, 01:ZM P VM 61401 2308
Aviation collecter? 19.0.3.130 T May 09, 2023, 01:29:38 PM May 0F, 2003, 00:27: M1 P_ WM 674171 2368

«

Columms = IPruul haalth for callestart (10.0.2.130) | Last Status Update:

Process Hame Owmer Status  Uptime (=) Memory  Resident Memory Divk Read Rate
phParser el up h 3tm o5 IS0 20 MD B
Dbk g LM g 4 Up h 32 o8 0305 BOME 0B
phCheckpoint dmi up 2h 32 o 0.108  33MB 0KBps
phDiscover dmi up 2h 32m ] 0305 66MB OKBps
phEventPackager dmi up 2 32m 0% 0205 S6MB O0KBps
phPerfMonitor dmi Up 2h 32m o 0.40%  91MB 0KBps
phEventForwarder dmi Up 2h 32m o 0208 M8 O0KBps
phMonitor dmi Up 2h 32m o 240%  ST3IMB 0KBps

Uptime EPS
2h 3im MiA
Th 14m A

(=0 1]

1.50%

1.60%

o on: May 09, T813, 09:2%:30 PM Lines:

Disk Write Rate

Eps

F::RTINET
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After you register the collector, check the status on the supervisor GUI. The Process health bottom pane
displays the processes running on the collector and their status, up time, CPU, memory, and more.
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Initial Collector Processes Status

+ Before registration, most collector processes are down
+ Only after a successful registration do the services start up

PROCESS

phParser
phAgentManager
phCheckpoint
phDiscover
phEventPackager
phPerfMonitor
phEventForwarder
phMonitor

Apache

Rsyslogd

UPTIME

DOWN
DOWN
DOWN
DOWN
DOWN
DOWN
DOWN
13:04
13:09
13:06

PROCESS

phParser
phAgentManager
phCheckpoint
phDiscover
phEventPackager
phPerfMonitor
phEventForwarder
phMonitor

Apache

Rsyslogd

UPTIME

01:03
01:03
01:03
01:03
01:03
01:03
01:03
15:04
15:09
15:07

© Fortinet Inc. All Rights Reserved.

Before a collector is registered, most processes are down. The services start up only after the collector is
registered successfully on the supervisor.
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Collector License File

« After registration, the collector pulls a license file from the supervisor

« Found under /etc/opsd/

[root@OrgA Collector ~]# 1ls -la /etc/opsd/

drwXrwxrwx 2 admin admin 4096 Mar 28 12:27
drwxr-xr-x. 100 root root 12288 Mar 28 14:06
—IrW-rw-Yr—— 1 admin admin 1121 Mar 28 2019

.fortisiemd4x0

* Removing this file takes the collector processes down, but not instantly

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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Once a collector is registered to a supervisor, it pulls a license file from the supervisor. The file is saved to the
directory location shown on this slide. You should not remove this file because doing so can take down the

collector processes.
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Collector Configuration File Changes

* Registration populates the phoenix config.txt file on the collector

« This is under /opt/phoenix/config

[BEGIN GLOBAL] ’

[BEGIN GLOBAL]

APP SERVER HOST=localhost APP_SERVER_ HOST=super.example. com

APP SERVER PORT=443 APP_SERVER PORT=443

cust_id= cust id= 2000

agent id= agent id=10000 _'

[BEGIN phEventPackager] [BEGIN phEwventPackager]

parser server upload host= parser_server_upload host= workerl.example.com,worker2.example.com
svn_server upload host= svn server upload hosl= work .example .com,worker2.example. com
FERTINET. ©Fortinet Inc. All Rights Reserved. 16
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Registration populates the collector configuration file with information, such as the cloud URL address of the
supervisor, customer ID, agent ID, and worker upload address.
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Postgres Details for the Collector

» The Postgres database on the supervisor records a natural ID for the collector, which is
actually the local UUID

[root@OrgA Collector opsd]# cat /sys/class/dmi/id/product uuid

Collector | 564DA6D2-1D90-1483-23F9-43F2AC4A3ABF

* This value is stored in the ph_sys collector table along with the name, organization
ID, and collector ID on the supervisor

psgl -U phoenix phoenixdb
select cust_org_id, name, ip_addr, natural id, collector id from ph_sys collector;

cust org id | name | ip addr | natural_id | collector id
' t t t

| OrgA Collector | 10.10.2.91 | 564DA6DZ2-1D90-1483-23F9-43F2AC4A3ABF | 10000

Supenvisor 2000

F::RTINET

Training Institute
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The Postgres database on the supervisor records a natural ID for the collector, which is actually the local
UUID. The local UUID on the collector is recorded in the product uuid file, the location for which is shown

on this slide. The supervisor stores this value in a Postgres table along with the name, organization 1D, and
collector ID.

You can view the Postgres table by running the command shown on this slide. The output shows a table
listing all of the collectors registered to the supervisor. If your collector is listed but it won’t connect, then there
was a problem during registration, which you should investigate.
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Replacing a Collector

+ Sometimes you may need to replace or reregister a collector

ie

RN
Collector

* Run the following command:

L 2
E=1

phProvisionCollector --update <user’> <password> <super IP or host>
<organization> <collectorName>

Org D ion ( g ID: 2002)
/ Crganizaon
Collactors: :

M Exdit Dty

Collector
Hame

Lirres: 2
gMtctor Upload Upload Valid Start  Valid End Event
5 Rate Limit  EPS Limit  Date Date Warker
| collector] 100 Unlimited Untimited Unlimited Untimited L |
collectord 50 Untimi tad Untimited Uniimited Uniimi tad G _—
Acmin Emais
e
F::RTINET
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You can replace or reregister a collector by using command shown on the slide.
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Discovering Devices With Collectors
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In this section, you will learn about discovering devices with the collector.
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Collector Discoveries

+ Discoveries are run by a specific local customer collector

Discovery

v

FortiGate-A
CustomerA

192.168.1.5

Collector

v

Collector Relationship
OrgA_Collector

CMDB for Customer-A
Device 1P Association

FortiGate-A  192.168.1.5 OrgA_Collector

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4
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The customer's specific, on-premises collectors perform device discoveries on customer networks. This forms
a one-to-one relationship between devices and the collector for all further tasks, such as performance and

availability jobs, or pull event jobs, such as WMI event log collection.
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Defining Collector Discoveries

+ To form the one-to-one relationship between the collector and the organization devices,
define the credentials and discovery ranges under the customer view

Change Organization View

|

‘ Credentials Discovery Pull Events Monitor Performance STM
& Device Support

Step 1: Enter Credentials

B Health Haw Edit Delete Clone
- Name Protoco Device Type :;‘;’E Descriptid
License
Banking FGT_SHMP SHNMP Generic
05 Settings

- Banking_FGT_S5H S5H Fortinet FortiDS admin
Organization: Banking User: admin{su) Scope: Local

Step 2: Enter IP Range to Credential Associations
HNew Edit Delete Test =

Name/|P/IP Range Credential Hame

10.0.2.254 Banking_FGT_S5H, Banking FGT_SHMP

* The collector uses the defined credentials for discovery, connectivity tests, and data
collection jobs

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4
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To form the one-to-one relationship between devices and the collector, you must define the device credentials
for that specific organization and associate them with the applicable IP ranges. Collectors for that organization
use the credentials that you defined for discovery, connectivity tests, and data collection jobs.
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Supporting Multiple Collectors for a Customer

* When multiple collectors are associated with a customer, a drop-down list appears to
allow you to associate credentials and discoveries with a specific collector

Credentinls  Discovery Pull Events  Monitor Pérdformance  STM  Maintenance

Step 1: Enter Credentials

New Edit Delets Clone

Step 2: Enter IP Range to Credential Associations

New | Edt | Delew Test=

cotlectorl
Name | 1P [ P Range

collector2

Device Type

Discovered by collector] =

Credentials Discovery Pull Events  Monitor Perfformance  STM  Maintenance

Discovered by collecion] =

New | Edit | Dwleie | Scheduled Discoves | Higtory

Name Type Root IPs Include Range

F::RTINET

Training Institute

22
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If a customer has multiple collectors, you can associate credentials and discovery targets with specific
collectors. Only the collector that you associate the credentials with can discover devices for the IP range so
that devices do not get duplicated in the CMDB. After you discover the devices, you can view which device

was discovered by which collector.

Advanced Analytics 6.7 Study Guide

Fortinet Vouc

hers & Dumps are Avallable ol

Brave-Dumps.(

94

% P
AT



Operating Collectors

DO NOT REPRINT

CODRTINET
TN TIINL- 1

——
Filtering the CMDB by Collector
+ CMDB provides a filter to view which devices are associated with each customer
collector
BcMpB | RE
0 1
Routers Firewalls
Edit Delete Discovered by All » Q
Name Type Status
s . I All I ey -
agentmanager.example.co coliscc . Windows Peudm;
collectorl collector2 Generic Unix Pending
collector2 10.0.2.140 Generic Unix Pending
ﬁ:sj:;lll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 23

The CMDB provides a filter to view which devices are associated with each customer collector. If you select
Discovered by All, then all the devices discovered by all the collectors for that organization are displayed.
You can also select the individual collector alone, which shows only the devices discovered by that specific
collector.
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Scaling Customers With Collectors

F::RTINET

o . 24
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In this section, you will learn about scaling customers with collectors.
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Scaling Collectors at Customer Sites—Log Collection

*+ Two things to take into consideration:

+ Direct log collection
» Devices reporting syslog messages to the collector

» Performance monitoring and SIEM collection jobs
= SNMP, WMI collection jobs of CPU, memory, interface stats, and more

* WMI collection of Windows event logs

- Poll
Syslog m
[ -!,".._:.' L
By ik .
Collector g

i Response i
FortiGate P Windows
Server
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 25
Training Institute

If you need to scale collectors at a customer location, you must take two things into consideration. The first is
direct log collection from devices that report syslog messages to collectors. The second is performance
monitoring jobs that are performed by the collector by polling devices using SNMP or the WMI protocol.
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Scaling Collectors at Customer Sites—Log Collection (Contd)

+ As the incoming EPS received by collectors increases, you must deploy more collectors,
or increase resources

./ 2
"a

o~

=2 ~f —— | Collector
———=r
‘ "z Collector

* Resource estimates

Resources m Resources E

2 vCPU, 4GB Ram 8v CPU, 12 GB Ram 6-7k
4v vCPU, 8GB Ram 5k 16 vCPU, 16GB Ram 10k
F::RTINET

© Fortinet Inc. All Rights Reserved. 26
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As the incoming EPS received by collectors increases, you must deploy more collectors, or increase the
resources on the existing collectors. For example, for an incoming EPS of 10,000, the collector needs at least
16 vCPU and 16 GB of RAM.
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Scaling Collectors at Customer Sites—Polling Jobs

+ As performance jobs and SIEM collection
jobs increase, you should deploy more
collectors

+ No more than 300 devices per collector for
SNMP

+ No more than 100 devices per collector for !-
WMI event log collection /

« SNMPv3 increases the load on collectors, so »
reduce values to accommodate -
Collector // _ﬂ_ﬂ_ﬁ_ﬂ_.d-av - |

S

i
\

] r
Collecto e

R

Collector B S

F::RTINET

e - © Fortinet Inc. All Rights Reserved [
Training Institute 5

For polling jobs, the collector uses either SNMP or the WMI protocol. Unlike syslog, where the devices sent
logs to the collector, the SNMP and WMI protocols require the collector to poll the devices periodically for
performance and security metrics. The fact that the collector must actively poll devices requires additional
processing overhead. You should not have more than 300 devices per collector for SNMP polling. If you're
using SNMPv3, then that device limit is even lower because SNMPV3 is more resource intensive. You should
not have more than 100 devices per collector when using WMI event log collection. You must add more
collectors if the number of devices that you are monitoring keeps growing.
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Impact of More Collectors on FortiSIEM Cluster

+ Recommendation is to add a worker every 10,000 EPS

" FortiSIEM Cluster
g | eps | [
CustomerA Coilector 2500 Collector | |Collector
Supervisor

E e
:
: Fearket

Bséi

Collector | |Coblector | |Collector

4000 5000 5000

F] 12,
%

EPS
3000

EPS EPS

CustomerF
4000 2000 CustomerG

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

EPS EPS

O

EPS EPS EPS CustomerD

EPS
1500

BB 820 w0 #FEO0

CustomerE

©

CustomercC

28

As you keep adding collectors to organizations to scale their growth, you also must take into account the
FortiSIEM cluster processing load. With more EPS to process, the cluster needs additional processing power.
For that, you should add more workers. Ideally, you should add a new worker for every 10,000 increase in

EPS.
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Upgrading Collectors
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In this section, you will learn about upgrading collectors.
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Upgrading Collectors

* Over time, the FortiSIEM cluster is upgraded to a newer release
" FortiSIEM Cluster Super/Worker Upgrade

Collector Upgrade
_ _ Old nNew
o "U-----------.r_;,'_',‘-_.;dg ______
. K\,/ 3 T L i
Collector | Internet R ) 3
iiVer: 6.5.1: iVer:6.7.4;
old :. Vor: 6.5.1 -E Supervisor e i
‘ i A fiVer: 6.5.1: :Ver: 6.7.4}
; ? E ' Worker '-_-. -.‘.' -o..- ....'
New ..-“ ’ - Ttenssanssssensasssasanasnasnssansnsnstt

+ Best practice is to also upgrade the customer collector, which is typically remote on a

customer site
+ Collectors should, at a minimum, be on the same major release as the supervisor and

workers

F:-=HT|nET © Fortinet Inc. All Rights Reserved.

Training Institute

Collectors should, at a minimum, be on the same major release as the supervisor and workers. For example,
if the supervisor and worker cluster is on version 6.7.4, the collectors could be on version 6.6.0. If the
supervisor and worker cluster is on version 6.7.4, collectors should not be on version 4.10 or issues may
arise. Major releases sometimes introduce new functionality that collectors on older releases may not support.
Always follow the upgrade process mentioned in the Upgrade Guide found on docs. fortinet.com.
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Server > Collector

Prepare Collector Upgrade on Supervisor

* Download the upgrade zip package from Fortinet support site
+ Upload the zip package to the supervisor node under Settings > System > Image

2 Setup | € All Settings > System > Image Server |

£ Device Support Collector

2 Health Version:  6.7.1

E3 License Image Files: RS Tipgrade Al 6.7.1_bulld1725.2ip | .

= Content Update

Select File Upload File

Fh:HTInET © Fortinet Inc. All Rights Reserved.

Training Institute

3

Before you can begin to upgrade collectors for organizations, you must prepare the supervisor so that the
collectors can download the upgrade image from the supervisor and then upgrade. Download the upgrade zip

package from the Fortinet support site, and then upload it to the supervisor node under the Settings >

System > Image Server > Collector.
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Process of Upgrading Collector

Service provider administrator instructs the collector to download an image.
n Supervisor gives the collector a task to download from a reachable image

server URL
FortiSIEM Cluster
Co"ector Upgrade .-‘-..ﬂIIIIIl.I-- Ill-llll..'.-.. . :
i Version
N R R~ | P esrrenena,
e ¥
Collector Internet : ;E.Ver: 5.7.4.:
s . -:::"'..,' Supervisor Mennanaans® i
Current i Ver: 6.5.1 ; | | e
s . EE.Ver: 6.7.4}
Downloaded : Ver: 6.7.4 Collector downloads the new ‘ — T 5

image

...........

" .

Installed i Ver: 6.7.4 : Service provider administrator instructs the collector to upgrade
(ERTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 32

The service provider administrator who is logged in to the supervisor instructs the collector to download the
collector upgrade image. The supervisor gives the collector a task to download the image from a reachable
image server URL, which, in this case, is the supervisor. The collector downloads the new image. The service
provider administrator then instructs the collector to upgrade itself.
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Upgrade Collectors One by One

* Download the image by clicking Download Image
« Upgrade the image by clicking Install Image

Cloud Health | Collector Health | Agent Health Replication Health

Training Institute

o 3 Setup
& Device Support 2
Total
Tunnels Columns «
License

= Organization Name P start Jealth
W stop I

‘ Content Update Banking collectort _
X Download Image

i Install |

¥is. Settings P colectory | LSSt inage] ey

& Download Content
h:HTInET © Fortinet Inc. All Rights Reserved. 33

Log in to the FortiSIEM GUI and navigate to the Collector Health page. Select the collector that you want to
upgrade and click Action. In the drop-down list, select Download Image, which instructs the collector to
download the collector upgrade image. The service provider administrator then instructs the collector to

upgrade itself by clicking Install Image.
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EPS Architecture

F::RTINET
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In this section, you will learn about EPS architecture.
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Understanding EPS Licensing

 FortiSIEM is a distributed system where events can be received at any node—
supervisor, worker, or collector

_:—"".-'-'_'_’
e k\:’j‘/.‘,} . e ﬁ Collector
N P A
<¢\/ ( = -.\I _‘—‘“"""‘-—n.___‘_‘_‘_h‘_-hh Supervisor
-

x‘_‘"“-——_

T— Worker

« All license enforcement is performed on the number of events received over a three-
minute time period

Licensed or Guaranteed Allowed Incoming Used Unused
Allocated EPS EPS Events EPS Events Events

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 35
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FortiSIEM is a distributed system where events can be received at any node, such as a supervisor, worker, or
collector. One of the key requirements for FortiSIEM licensing is the aggregate EPS that FortiSIEM receives.
FortiSIEM calculates EPS over a three-minute period. The total number of events received over a three-
minute period is divided by 180. So, sometimes EPS is referred to as events within a three-minute time

period.
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-
Guaranteed EPS CESEE
» Each collector defined for a customer has O
a guaranteed EPS value defined CustomerA
= This ensures that the collector can
always process EPS at this rate
» Each value is reserved from the overall Guaranteed EPS 100
system license
- UEBA events are not counted towards Coteetat Supervisor
EPS Licensed
EPS 520
UnReserved
EPS220
Guaranteed EPS 150
CustomercC
ﬁ:l:jl:;'ll-r!lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 36

You define the guaranteed EPS during the collector configuration process while setting up an organization.
FortiSIEM ensures that the collector can always send EPS at this rate. This is a constant that never changes
during the operation of the collector, unless you modify the collector definition. UEBA events are not counted

toward EPS.
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« Each collector periodically reports its O @ MERER S5 348

incoming EPS to the supervisor CustomerA

« Network situations do occur whereby a
collector may receive more EPS than it

has been guaranteed Guaranteed EPS 100 | ﬁ
:;s @ Incoming EPS 50
Collector Supervisor
E Licensed
EPS 520
UnReserved
EPS 220
Guaranteed EPS 150
O @ Incoming EPS 100
Collector
CustomerC
F=‘=HT|nET © Fortinet Inc. All Rights Reserved. a7
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Incoming EPS is the EPS that the collector sees, and this value changes continuously. Every collector
periodically reports the incoming EPS to the supervisor. You can view this metric for the collector on the

Collector Health page.
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« If incoming EPS is more than the O 5 @ e g EE S0
1 I
: &DROP ;

guaranteed EPS, events are dropped CustomerA

+ Features, such as EPS bursting, have
been developed over time to help

customers avoid this scenario GuarantsedEPS100 | : E
@ Incoming EPS 50
Collector k Supervisor
E Licensed
EPS 520
UnReserved
EPS 220
Guaranteed EPS 150
@ Incoming EPS 100
CustomerC
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 38
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Usually, if the incoming EPS is greater than the guaranteed EPS, then the collector begins to drop events until
the incoming EPS is less than or equal to the guaranteed EPS. However, features such EPS bursting have

been developed over time to help service providers avoid this scenario.
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to burst above their purchased
EPS during an attack or as a result
of configuration errors for a short
period of time

* If the system has built-up unused
capacity

F:=RTINET

Training Institute

5000
4000
3000
2000

1000 =

© Fortinet Inc. All Rights Reserved

)|
EPS Bursting .
» A built-in FortiSIEM licensing ot
mecnanism o allow the S With 10% Buffer

Allowed Burst
5 x Licensed
ERPS

+ With 10% Buffer
Licensed EPS
1000

39

Before firmware version 4.10, FortiSIEM dropped events that exceeded 110% of the licensed EPS. Starting
with the 4.10 release, FortiSIEM adds a reservoir of events to reduce the possibility of events being dropped.
This allows greater EPS bursts without event loss. FortiSIEM lets you burst up to five times the licensed EPS
using the currently accumulated unused EPS. To benefit from this EPS bursting, you must have enough
computational power and storage to process the extra EPS. You must provision the system with five times the
licensed EPS to handle potential event surges.

Advanced Analytics 6.7 Study Guide

111



Operating Collectors

DO NOT REPRINT

CODRTINET
TN TIINL- 1

L

Initial System EPS

- Allowed events at the start are the same as licensed value

+ Licensed value = license x 180 (seconds) + 10% Buffer

@ Licensed or Allocated : 102060 (520 * 180 = 93,600)
Vg I ] [ @ Allowed : 102960
-9Y3 >

Initial 3 min 6 min
0 min

ﬁ:sj:;'ll-r!]snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 40

When a node is first deployed, the allowed events is the same as the licensed EPS value for a three-minute
duration. This example is based on a 520 EPS license, so the allocated EPS for a three-minute duration is
10,2960, which includes the 10% buffer.
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Used EPS

« Over the course of a day, incoming and used EPS fluctuates

3

Events )
B e e R e e e e e e e e e e e License

Second

Time
00:00 07:00 Working Hours 19:00 23:59

* This should be well within your purchased license limit

F::RTINET

Training Institute
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Over the course of the day, the incoming and used EPS fluctuates, but it should be within your purchased
license limit during normal operation.
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Unused EPS

« End result is unused EPS over the course of a day

Events ]
Licensed

Per
Second Unused Events

Used Events

Time

00:00 07:00 Working Hours 19:00 23:59

* |In fairness, FortiSIEM should be able to accumulate and use this unused EPS, if needed
in the event of a spike

42
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FortiSIEM keeps track of unused EPS as the sum of positive differences of allocated EPS and incoming EPS
over all nodes. FortiSIEM can use unused EPS for bursting during attacks or other event surge periods,

beyond licensed EPS.
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Unused Events

Guaranteeﬂ EPS 50 Example based on 520 EP 8 license
@ Incoming EPS 25 \ 1l " 3 'y
Collector ~ = s} -
CustomerA -9 3 5
8 |

Guarantead EPS 100

. @ Incoming EPS 50
Collector

Supervisor
) Total incoming events = 175 * 180=31500
Licensed
EPS 520
UnReserved
EPS 220
Unused = @ Licensed = @ Used
G“‘"““’“’E“ At 71460 102960 31500
o @ Incoming EPS 100
CRec! ) ) Unused
CustomerC @ Licanzad 1920 Reservoir : 71460 —* =
F::RTINET

Training Institute
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0 nﬁ

3 min

6 min

At the end of every three-minute interval, incoming EPS is calculated at each event entry node—collector,
worker, or supervisor—and the value is sent to the central decision-making engine on the supervisor node.
The supervisor calculates the unused events by subtracting the total incoming events from the licensed EPS.
In the example shown on this slide, the total incoming EPS from the three collectors is 175. Over a three-
minute duration, that is 31,500 events. The total unused events is 71,460, which is added to the EPS

reservoir.
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EPS Reservoir

* During every three-minute cycle, the unused events are calculated and then added to an
EPS reservoir

Events
Per
Second

m

00:00 00:03

* This is a global value e @ Cooneed | = @ Used

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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FortiSIEM creates a reservoir of events to use during event bursts. The supervisor receives the incoming EPS
from all the nodes every three minutes, and that incoming EPS is the used EPS available to every node. The
unused EPS is calculated by subtracting the used EPS from the licensed EPS, which is a global value that

can be shared by any node in case there is a burst.
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EPS Reservoir—Rules
« At midnight, the number of events than can be carried over to the next day is restricted
to 50%

Midnight
Vg,

A%

vieg e
¢

fgl\

Unused EPS : 374,400

Unused EPS : 187,200

(374,400/ 2 = 187,200)

+ And the whole process of building up the EPS reservoir starts over for the next day

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

At midnight, the number of events than can be carried over to the next day is restricted to 50% and the
process of building the EPS reservoir starts over for the next day.
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* FortiSIEM can use events in the EPS reservoir if the system suddenly needs to process
more than the license

= The total number of allowed events for the next three-minute interval is the licensed EPS
plus the unused reservoir with the bonus 10% buffer

@ Allowed =( @ Licensed g::::f{::ir) X 1.1

Example based on 520 EPS License Example based on 520 EPS License

@ Licensed ; 102960 (520" 180 = 93,600) o 4 4
{93,600 * 1.1 = 102,960) 3 % < >
-9 Ys >
@ Allowed : 191,862 (102,960 + 71460) x 1.1 = 191,862 & ; ? . > |
0 min 3 min 6 min
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 46
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FortiSIEM can use events in the EPS reservoir if the system suddenly needs to process more than the
license.

The supervisor then computes the allocated EPS for the next three-minute interval for every node, and
communicates those values to every node. The total number of allowed events for the next three-minute
interval is the licensed EPS plus the unused reservoir value, with the bonus 10% buffer. Each node reports
the incoming EPS for the current interval to the supervisor node.
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EPS Reservoir on the GUI
O Setup General  Usage  Nodes
& Device Support © | Print Monthiy Usage Report  Last 1 Hour =
B Health Device Usage  Agent Usage EPS Usage
i o Organization Licened Used Type Value Trend
B License ¥
Total i.546 ] Licwnyed EFS 13,080
& Content Update n
a Mot Spect 1 (3. 1
&8 settings L Unusad Cverts 2318
ki '
Super/L 4
EPS Handled by Node EPS Usage by Organization
Hame Fole EPS Trend Organization EPS Trend
Aector Coliactes Avation 1
Wark Sapor/iocal
estector! miip.com Collocter ] Banking [
o visar o
F::RTINET . .
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You can check the Licensed EPS, Used EPS, and Unused Events on the EPS Usage page on the
FortiSIEM GUI.
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EPS Usage Report

Change Organization View

O Admin View - Local

© Admin View - Giobal z c u
® Switch to Organization FortiSIEM ustomer Usage Report
Organization: Aviation
Aviation =
Time Renge Mar 01 2023, 010928 AM to Mar 31 2023, 02.09:28 AM
Charips: Vs cancel Generated Mar 312023, 02,09 33 AM User Notes
npE VW nce /Desc:ipliun Customer Usage Report
1 Rank  License Atfribute. Allowaed [per License) Current Lisage
1 Total EPS 150 508 below
Organization: Aviation User: adminfsu) Scope: Local
‘ E IDavices: Not Speched 2
a Vakd Time collector?. undefined - undefined coflector?” expiration fime not specified
4 Limue Agent Mot Specified (]
ase T N - '
Device Usage  Agent Usage ] FINS Mot Specified 0
Licensed: 1500 - ) ) ;
" S:d- L Rank  Organteation 10 Reporting 1P AVG(Event Rate) MAX{Event Rate)  MIN(Event Rato)
Unused: 1498 1 2001 1003130 006 BI65T o
EPS Handled by Node
Hame Role EPS Trend
collector2.mssp.com Collector 1
«
Fi:RTINET
B ©Fortinat Inc. All Rights Reserved. 48
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You can create a custom EPS usage report for each organization.
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Global EPS Usage Report—By Organization

Change Organization View x

O Admin View - Local
® Admin View - Global

(O Switch to Organization

Change View Cancel

§

|Drganization: Super User: admin 5cope: Global

14 RESOURCES

o Q2  pesources > Reports
Mew | Edit | Delete Run | More= | Q JEPS < | Ocichal- | B £ it Ty MW
» Rules s
2 0 08 Hame Description Scope Report Design Template
b Watch Lists
FortiSIEEM Received EPS Captures received EPS System Global System Reports Root Template
¥ Lookup Tables
FortiSIEM Recelved EPS By Node Ranks Forti S1EM nodes by received EPS System Global System Reports Root Template
* Connect
ol FortiSIEM Received EPS By Organization Ranks the organizaticns by received EPS System Gobal System Reports Root Template
b Playbooks FortiS[EM Stored EPS Captures stored EPS in event database System Global System Reports Root Template
Remediations Reporting EPS Profile This repart baseling reported event rate per device System Glebal System Reports Root Template
b Malware Domains Top FortiSIEM Reporting Devices By EPS Ranks the reporting dovices by sent svents per second System Giohal System Reports Root Template
Top Organtzations By £S5 Ranks organizations by event rate System Global System Reports Moot Template
» Malware Pg
5 - © Fortinet Inc. All Rights Resenved. 49
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You can create a global EPS usage report for all organizations by using predefined system EPS reports.
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Review

Assign collectors to organizations
Discuss EPS on collectors

Install collectors on various platforms

Register collectors on FortiSIEM

Explore the impact of an excessive number of collectors on a FortiSIEM cluster
Discover devices with collectors

Support multiple collectors for a customer

Scale customers with collectors

Manage EPS assignments

Configure and manage collector HA

Generate reports on EPS usage

TR T
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned about installing collectors on various

platforms, registering collectors on FortiSIEM, and discovering devices with collectors. You also learned about
managing events per second (EPS) assignment for collectors.
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Windows and Linux Agents .

== FortiSIEM 8.7
- Last Modified: 7 August 2023

In this lesson, you will learn about installing and managing FortiSIEM Windows and Linux agents.
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Objectives

+ Understand Windows and Linux agents

Understand agent architecture for service providers

Install a Windows agent
Install a Linux agent
Associate templates with Windows agents

+ Associate templates with Linux agents

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 2
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in Windows and Linux agents, you will be able to install and manage agents in
a multi-tenant environment.
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Introduction to Agents
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In this section, you will learn about various FortiSIEM agent components and their features.
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FortiSIEM Agent Components

« Supervisor node has an integrated agent manager component that manages FortiSIEM
Windows and Linux agents

Multi-Tenant

s

Wurker

: Collector
Supervisor couecror

"
&
=
m
55
5=
L
€5
- o
<
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In all types of deployments, there is one supervisor node and optional worker and collector nodes, depending
on the type of architecture you’ve chosen to deploy. Beginning from FortiSIEM 5.2, the supervisor node has
an integrated agent manager component that manages FortiSIEM Windows and Linux agents.
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Windows and Linux Agents

* Basic and Advanced is old

are provided by default

ZERTINET

Training Institute

terminology, now all the features

FortiSIEM Windows Agent Features

Product Feature

Agents

Collection of System, Application and Security Event Logs
(High EPS)

Collect DNS, DHCP, DFS, IS Logs
Event Log Filtering

Local Parsing and Time Normalization
TLS Encryption from Agent Manager

Collection of Other Categories of Event Logs (High EPS)

Installed Software Detection

Registry Change Detection

File Integrity Manitaring

User Defined Custom Log File Monitoring
Extend WMI Monitoring

PowerShell Command Output Monitoring

Removable Drive CD-DVD&USE Monitoring

Basic Agent

Deeper Insight

Advanced Agent
Maximum Visibility

© Fortinet Inc. All Rights Reserved.

Basic and Advanced is old terminology when referring to Windows agents. By default, the new Windows

agent supports all features. Features, such as installed software detection, registry change detection, file

integrity monitoring, extended WMI monitoring, PowerShell command output monitoring, and removable drive
monitoring are supported by the FortiSIEM Windows agent.
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FortiSIEM Linux Agent Features

+ Centrally managed on the FortiSIEM GUI

* Installed per server

+ Utilizes the underlying auditd functions of Linux

+ Collect any logs sent to the Syslog facility and delivers over HTTPS to FortiSIEM

* Monitor custom log files

* Process monitoring
+ Detects unusual process, created based on LINUX PROCESS EXEC log

+ Provide file change and file integrity and monitoring (FIM) functionality such as:
+ File open, close
« File creations and modifications
+ File deletions
+ File attribute changes

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved G

Training Institute

Linux agents can be used for FIM to detect file reads, writes, and edits with added user context. The agents
are installed on the servers individually, and centrally managed on the FortiSIEM GUI.

The agents use the auditd daemon on Linux. It is a component of the Linux auditing system that is
responsible for writing audit records to the disk. The audit daemon itself has some configuration options that
you can customize in the auditd. conf file.

Logs collected by the Linux agent are sent to a Syslog facility, such as a FortiSIEM collector, and the collector
delivers the logs over HTTPS to FortiSIEM.
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Windows and Linux Agents

Agent Licensing

licensed for agents
you are licensed for UEBA agents

agents split across all organizations

F::RTINET

Training Institute

* License type determines whether you are T T

Serial Number:

+ License type also determines whether Hardware 1D:

License Hardware ID:

License Type:

+ Agent total is for Windows and Linux FIPS Mode:

FSM5010000013944

73414D56-BCF6-AD4F -FEDG-EE4CA4425695
73414D56-BCF6-AD4F -FED6-EE4CA4425695

Service Provider

Disabled

Attribu te Value Expiry
Devices 1500 Mar 01,2024
Endpoint Devices N/A MN/A
Additional EPS MN/A N/A

Total EPS 15000 Mar 01,2024
Agents 200 Mar 01,2024
UEBA 500 Mar 01,2024
10C Service Valid Mar 01,2024
Maintenance and Support Valid Mar 01,2024
High Availability Service valid Mar 01,2024

Upload

© Fortinet Inc. All Rights Reserved.

You need to have a license type that supports agents. You can check how many agents are supported in your
license on the FortiSIEM GUI. The number of agents supported is a global value and will be shared across

organizations. If you have more than 200 agents across all organizations that are managed by the supervisor,
then you need to upgrade the license to support additional agents.
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FortiSIEM Agent Architecture
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In this section, you will learn about FortiSIEM agent architecture for service providers.
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Windows and Linux Agents

@ Customer 1

HTTPS
AGENT HEALTH

|

Coliactor

Collector
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Dedicated Collector Deployment

Service Provider

=

-
&
o
]
2c
m @
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Supervisor

chandp €onann
HTTPS HTTPS
7

*
*
,

,
+ Collector
DATA Upload

© Fortinet Inc. All Rights Reserved.

HTTPS
AGENT HEALTH

Customer 2 @

HTTPS A po
5%«
Collector AGENT

LOG DATA

« Note: You can configure agents to proxy all communication through collector.

Agents use HTTPS to communicate directly with one or more dedicated customer collectors for log data,
while also reporting health information to the supervisor node only. Agents can also proxy all communication
through collectors. You need to configure the collector to send traffic for example, all traffic to agent then to
collector and then to supervisor or worker.
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Multi-Tenant Collector Deployment

Service Provider

@

E Customer
. Agents

AT

Customer 1
/ Super Local

4 , [=Z2 ®
g i |
P . Y '
> & Customer
e | Agents

-
[
_,-% 2 e Customer 2
i % E Vs T A Collector @
BE =" “~__ | DATAUpload
£E il 7 1 i
- Eﬂ Multi-Tenan ] Multi-Terant
Supervisor m :Qi‘ Customer 4
A Colisctor Collector
: HTTPS
L]
1 AGENT HEALTH ',*? A AN F'“
.................... el R
H H . L2 # : ! [r— fr— S
; sl g .* v HTTPS ! ex| |ex| |&‘_«_
H H L »* ] - ——
i Customer : P AGENT ‘. ' L aE
. Agents 5 Py LOG DATA M <
H : . - ¥
----------------------------------- o * L]
*a L |
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© Fortinet Inc. All Rights Reserved.

Agents use HTTPS to communicate directly with one or more multi-tenant collectors to send log data, while
also reporting health information to the supervisor node only. Multi-tenant collector is a special use case and
only available where the organization does not have its own defined collector, essentially makes the collector
almost act as a worker for log collection, still have the same restrictions, no overlapping IP and so on. The
agent traffic tags the organization in the log message.
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Agent Installation and Registration
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In this section, you will learn about FortiSIEM agent installation on Windows and Linux platform. You will also
learn about the agent registration process with the supervisor node.
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Supported OSs for Windows and Linux Agents
» CentOS 7.4 and later * Windows 7 Enterprise/Professional
* Red Hat Enterprise Linux 7.x * Windows 8
» Ubuntu 14.04, 16.04, 18.04, 20.04 LTS * Windows 10
* Amazon Linux 1 and Amazon Linux 2 * Windows Server 2008 R2
* SUSE Enterprise Linux (SLES) 12 and 15  * Windows Server 2012
* For CentOS and Red Hat, the version * Windows Server 2012 R2
requirements are: + Windows Server 2016
+ curl version later than 7.19.7
- nss.x86_64 version later than 3.36.0 * Windows Server 2019

* Windows Server 2019 Core
* Windows Server 2022

0

F::RTINET

Training Institute

Windows Server 2022

© Fortinet Inc. All Rights Reserved 12

Windows agent is supported on Windows 7 Enterprise and Professional, Windows 8, Windows 10, Windows
Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, Windows Server
2019, Windows Server 2019 Core, and Windows Server 2022.

Linux agent is supported on CentOS 6.x and 7.x, Redhat Enterprise Linux 6.x and 7.x, Ubuntu 14, 16, 18,
20.04 LTS, Amazon Linux 1, and Amazon Linux 2.
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* For service provider mode, on the Admin > Setup > Organizations
Organlzation deflnition paQE, deflne Organization Definition (FortiCinema) x
a special agent user and agent . _ e
Organization:  FortiCinema inciude iP/iF Range:
password Full Name:  FortiCinema USA Exclude IP/1P Range
o This iS Used fOf agent registration Admin User:  forticinema_admin Agent User:  forticinema_agent
with the supervisor FortiSIEM T
Collectors New
Collector Name Collector EPS (hpload Rate Limit Yalid $tart Date Valid End Date
* Note: For enterprise mode define P
agent user in CMDB under Users
ﬁil:jl?;'ll-r!]snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 13

Before you deploy an agent for an organization, you must define the agent credentials on the supervisor node.
The Agent User and Agent Password that you define for an organization will be used to validate agents
registering from that organization to the supervisor node.
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Windows Agent Installation Procedure

« During installation, the Windows agent registers
with the FortiSIEM supervisor

° The requ]red parameters are: _ﬁFcrtiSIEM Log Agent Setup v4.4.1.316 X
+ License Type: service provider or enterprise F:"“Slf“ LogAgent Setup g
- Ple t 3
+ Supervisor IP/Name: |IP address or host name/FQDN of stebsieesnl il ==
guper\;isor node License Type: Servica Provider w
* Supervisor Port: 443 Supervisor IP/Name: |1IJ.0.1.I30
+ Organization Name: FortiSIEM organization name Supervisor Port: 443
* Organization ID: FortiSIEM Organization ID to which this Organization Name: [avation
agent belongs Organization ID: |2um
* Agent Username : agent username (for registration only) et s [Win_Agent
* Agent Password: agent password (for registration only) Agent Usemame: fodmn
- Agent HostName: This name is displayed in BCent Paici: ===
FortiSIEM CMDB. FortiSIEM recommends using an -
FQDN, especially if SNMP or WMI is also going to be used L[] Verify Host TLS/SSL certificate  []VDI deployment
for this device. = E P
* Windows agent also supports Virtual Desktop

Infrastructure (VDI) as a deployment mechanism

F::RTINET
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To install the Windows agent, you must first download the file from the Fortinet Support website—the agent
installer. You must edit the parameters for agent registration in the installation agent setup GUI. This includes
the organization ID number and name, supervisor IP address and port, and registration username and
password. Finally, you can run the agent installer.

Windows agent also supports Virtual Desktop Infrastructure (VDI) as a deployment mechanism. VDI
deployment also supports read-only VDI images. In the VDI deployment scenario, device names are added to
the CMDB device list as the active session user, separating domain and username with two underscores.

When the user logs in to the VDI environment and downloads a VM from the VDI Server, the VM contains a
VDI transient image (containing the Windows Agent). The agent automatically registers on the FortiSIEM
supervisor node.

When the user logs out of the VDI environment, the agent automatically unregisters from the FortiSIEM
supervisor node. The agent status is set to decommissioned so that it does not consume an agent license.
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Linux Agent Installation Procedure

* Download the shell script Linux agent
installer from Fortinet Support website

OPTIONS:
* Install script needs execute permissions -h Show this message
and you must install it as a root user -5 Super I1P/HostName

-i Organization Id
-p Agent Registration Password
-u Agent Registration User

* You must install the following packages
on the Linux server before installation:

* libcap2-bin -0 Organization

+ auditd -P Proxzxy IP <Optional>

+ setools -0 Proxy Port <Optional>
- Rsyslog

+ |ogrotate

./fortisiem-linux-agent-installer-6.7.4.1733.sh -s <Supervisor-IP> -i
<Organization-Id> -o <Organization-Name> -u <Agent-User> -p <Agent-Password>

F::RTINET
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To install a Linux agent, you have to download the shell script for the Linux agent installer from the Fortinet
Support site. There are some dependencies you must be aware of. Make sure you install the packages listed
on the slide before running the installer.

Once you have the dependent packages installed, run the shell script using the command shown on this slide.

The install script needs execute permissions and you must install it as a root user. Fill in the parameters such
as supervisor IP address, organization 1D, organization name, agent username, and agent password.
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 Agents will register with the supervisor node

Agent

"_:c.-z-

—

&
o m
- E
Elﬁ
UE
2e
T o

(=]

<

Supervisor
+ Agents automatically belong to the organization detailed in the agent setup GUI for
Windows platforms or the Linux command line parameters for Linux platforms
« For every agent registered with the supervisor node, an entry will appear in the CMDB

+ Ensure that any firewalls between the agents and supervisor permits HTTPS traffic on
port 443

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 16
Training Institute 4

After the installation is complete, the agents will register with the supervisor node. The agent belongs to the
organization detailed in the agent setup GUI for Windows platforms, or the command line parameters for
Linux platforms. An entry appears in the CMDB for every agent that is installed and registered with the
supervisor node.

The registration between the agent and the supervisor node occurs over port 443. Make sure that any firewall
between the agent and the supervisor node permits HTTPS traffic on port 443.
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Agent Communications After Installation
+ Agents will maintain communication with the supervisor after initial installation
B wres =
13 | Sevusenwasnssewe 3
g2
ES Agent Registration
2’ Health
Supervisor Template Collection
* This serves two purposes:
« Report agent status and health
« Poll and collect any new agent templates
+ By default, each agent will poll the supervisor every minute
F:=RTINET . . .
Training Institute © Fortinet Inc. All Rights Reserved. 7

The agents will continue to communicate with the supervisor node after the initial installation. The reason for
this communication is to report the agent status and to poll for any new agent templates. By default, every
agent will poll the supervisor node every minute.
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Agent Uploads After Template Assignment
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Collector

|

© Fortinet Inc. All Rights Reserved. 18

When the agent is registered, there is no template associated with the agent. The agent does not upload any
log data until a template is associated with it. When you assign a template to an agent, it will begin uploading
log data based on the parameters that are set in the template.
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CMDB Agent Status
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In this section, you will explore various CMDB agent statuses from the time the agent is registered until a

template is associated with the agent.
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Discovery Method Types

* Once an agent is installed, it appears in the CMDB with the Method of AGENT
|CMDB > Devices

CMDB = Devices » Server > Windows

New Edit Delete Aviation = Discovered by All » Q

Hame P

Qactions- | B O N < 11 1
Agent Monitar
Device Type Status Discovered Method Organization Agent Policy Status Status
Win-Agent.aviation lab 10.0.3.10 Windows Server 2016 10.0,14393 Unmanaged  Mar 15, 2023, 10:48:19 AM Aviation

+ The Agent Status column may display various states initially, depending upon whether
a matching template is predefined or not

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.
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Once an agent is installed, it appears in the CMDB with the Method of AGENT. The Agent Status column
may display various states initially, depending upon whether a matching template is predefined or not.
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Agent Status—Registered

- Registered—an agent has successfully registered but has not received a monitoring

template
CMDB = Devices = Server > Windows
New Edit Delete Aviation v Discovered by All Q
Name P Device Type Status Discovered Method Organization Agent Policy g\tg:t?:s
Win_Agent  10.0.3.10  Windows Server 2016 Mar 19, 2023, 08:36:39 PM  LOG,AGENT Aviation
+ At this point, a Windows agent license is not used and the device Status column shows
Unmanaged

+ As soon as a template is assigned to the agent, the device Status field will change to
Pending, just like the defauit status for any other device in the CMDB.

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
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When an agent is registered successfully but has not received a monitoring template, the Agent Status
column will show Registered. At this point, a Windows agent license is not used and the device Status

column shows Unmanaged. As soon as a template is assigned to the agent, the device Status column will
change to Pending, just like the default status for any other device in the CMDB.
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Linux Agents Status

« The same agent status messages apply to both Windows and Linux agents

Training Institute

Routers Firewalls Windows Unix ESX AWS Azure O1/lol

CMDB » Devices > Server > Unix

HNew Edit Delete Banking ~ Discovered by All = Q & Actions ~
Name P Device Type Status Discovered Method Organization Agent Policy g&i‘;‘s ;‘;I:ig)'
collector! 10.0.2.130 Generic Unix Pending Apr 01, 2023, 04:17:02 AM LOG Banking

Linux_Agent 10.0.2.10 Ubunty Linux 18.04.4 LTS Unmanaged Apr 02, 2023, 07:46:07 PM AGENT Banking I

F:=RTINET . .
© Fortinet Inc. All Rights Reserved. 22

The same agent status messages apply to both Windows and Linux agents. This slide shows an example of a
Linux agent that has just been installed.
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Windows and Linux Agents

L
* Running Active—agent has received a template and is collecting
+ In the following example, a template was collected during or after registration
CMDEB » Devices = Server = Unix
Mew Edit | Delete = Banking - Discovered by All»  Q Qactions- = O W < 11 1 > M
Hame P Device Type Status Discovered Method Organization Agent Polir_y Agent Status ;“::::}:(
Linux_Agent 10.0.2.10  Ubuntu Linux 18.04.4 LTS Pending May 09, 2023, 10:39:17 AM AGENT Banking Production_Servers_Linux Running Active

* Running Inactive—agent is running but does not have a template

+ This could be related to a template being removed, template not being assigned, or collector not being
assigned

CMDB > Devices > Server > Unix

Mew | Edit | Delete = Banking~ | Discoversdby Ally &= Q Qactions- | 8 S| M ¢ 11 1 » M
: Monitor
Hame P Device Type Status Discovered Method Organizatien Agent Palicy Agent Status Status
Linux_Agent  10.0.2.10  Ubuntu Linux 18.04.4 LTS Pending May 09, 2023, 10:39:17 AM AGENT Banking Production_Servers_Linux Running Inactive
o = © Fortinet Inc. All Rights Reserved. 23

Training Institute

Advanced Analytics 6.7 Study Guide

When a template is associated with the agent, the Agent Status column will change to Running Active. At
this point, the agent is actively collecting logs from the device it is installed on and sending them to the
collector or supervisor node.

When the agent is running but does not have a template associated with it, the status will change to Running
Inactive. This could be related to a template being removed, template not being assigned, or collector not
being assigned.
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Other Reported Agent Statuses (Contd)

- Stopped—agent service has been stopped on the device

CMDB > Devices > Server > Unix
Mew Edit Delete  Banking = Discovered by All = Q Mactios- | B O M < 111
Name P Device Type Status Discovered Method Organization Agent Policy Agent Status
Linux_Agent 10.0.2.10 Ubuntu Linux 18.04.4 LTS Pending May 09, 2023, 10:39:17 AM AGENT Banking Production_Servers_Linux Stopped

than 10 minutes

+ Disconnected—the agent has not been communicating with the supervisor for more

Monitor Status

Hame P Type Status Discover ed Method Agent Policy Agent Status
FortiBank_Collector 10.10.2.64 Generic Unix Pending Apr 28, 1023, 10:00:01 PM LOG Warning
fortibank_dc.fortibank. net 10.10.2.63 Windows Pending My 09, 2000, 10:39:17 AWM AGENT Disconne d

© Fortinet Inc. All Rights Reserved.
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If the agent service is stopped on the device, then the Agent Status column will show Stopped. If, for some
reason, the agent is not communicating with the supervisor node because of network connectivity issues, then
the Agent Status column will show Disconnected. Any change in status may take up to one minute because

of the polling interval.
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Windows and Linux Agents

- Disabled—an admin has disabled the agent

Other Reported Agent Statuses (Contd)

+ This status comes from a CMDB/Action to Disable the Agent, which removes any templates

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

+ Select Enable Agent to revert back the status o
®  Quick Info
" €& Device Health i
* B Incidents
| ~SNIP -
0 Re-Discover
©  Add to WatchList
v Enable Agent
A
Routers Firewalls Windows Unix ESX AWS Azure OT/leT
CMDB > Devices > Server > Unix
Hew Edit Delete Banking = Discovered by All Q E O K < 1/1
Name IP Device Type Status Discovered Method Organization  Agent Policy gf:t'::;
Linux_Agent 10.0.2.10 Ubuntu Linux 18.04.4 LTS Unmanaged May 09, 2023, 10:39:17 AM AGENT Banking Production_Servers_Linux | Disabled

25

The Agent Status column will show Disabled if an administrator has disabled the agent. This status comes
from a CMDB action to Disable Agent, which removes any templates. Select Enable Agent to revert the

status.

Advanced Analytics 6.7 Study Guide

147



DO NOT REPRINT

Windows and Linux Agents

Uninstalling the Agent
(CMDB > Devices.

0 1

Routers Firewalls
CMDB = Davices
Edit Delete Banking = Discovered by Allw | Q

Hame P Device Type Status

Linux_Agent 10.0.2.10 Ubumtu Linux 18.04.4 LTS

0 1

Windows Unix

Discovered

Mar 20, 2023, 03:18:06 PM

ESX

Method

AGENT

AWS

0

Azure

Organization

Banking

0

OT/leT

& Actions- | B O

Agent

Policy Agent Status

M

< "

Monitor Status

changed to Decommissioned

F::RTINET
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« If the agent device has performance jobs assigned, then the device remains in the
CMDB and the Agent Status and Agent Policy columns become empty. Agent status is

+ |f the agent device has no performance templates assigned, then when the agent is
uninstalled the device is removed from the CMDB

26

If the agent device has no performance templates assigned, then when the agent is uninstalled the device is
removed from the CMDB. If the agent device has performance jobs assigned, then the device remains in the
CMDB and the Agent Status and Agent Policy columns become empty, and agent status is changed to

Decommissioned.
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Summary of Agent Statuses

+ Agent status reported in CMDB

Agent Status Description

Registered Agent has completed registration but has not received the monitoring
template

Running Active Agent has received a monitoring template and it is performing correctly

Running Inactive Agent is running but does not have a monitoring template. This can be
due to:

* no license
* incomplete definition—no collector or template is defined for that

device
Stopped Agent is stopped on the server
Disconnected Supervisor has not received any status updates from the agent for the

last 10 minutes

F::RTINET
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This slide shows a summary of the various agent statuses. These statuses apply to both Windows and Linux
agents.
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Windows Agent Templates and Assignment

28
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In this section, you will learn about Windows agent templates and the types of templates that can be assigned

to a Windows agent.
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FortiSIEM Agent Templates

+ Templates are defined on the
FortiSIEM GUI

* One or more templates can be Templates

assigned to the same agent
+ The configuration will be merged [ 1
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Templates are defined on the FortiSIEM GUI. Templates define what type of logs the agent will monitor and

upload, such as security event logs, system event logs, DNS logs, DHCP logs, custom application logs, file
integrity monitoring logs, and so on.

You can assign one or more templates to the same agent and the configuration will be merged. For example,
you might use template 1 to collect Windows event logs, and use template 2 to collect Windows event logs
and application logs from DNS and DHCP, and so on.
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Creating a New Windows Template

* You can define one or more templates that you can use across multiple customers

Windows Agent Monitor Templates

New Edit Delete Clone Export import

f= R |
Name Description Evantlog UEBA FileLog FIM  UserLog  Registry Change Installed

Caftiiare Removable Drive WMI Classes
Sec_Event_Log

Security Event Logs Production Servers

Power Shell Script
v
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You can create one or more templates and use it across multiple customers. You must be logged in as
FortiSIEM super admin to create templates, and the template name must not contain spaces.
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Defining Basic Logging for the Template
+ The Event tab allows the definition of which event logs to collect such as security,
system, or application
Add Windows Agent Monitor Template
Inchude Event
Gener ULBA UserLlog FIM  Change Seript Exchude Event:  6280.5279
S :;:,:* Add Windows Agent Monitor Template
oFs bl | [t Coreric  Event UBEA Usirlog FIM | Change  Scrit
::;:w—, PowerShell Eachude Event
€ Save < Cancel
ﬁ:I:IfI?Q'Il-II!SnﬂE;I; © Fortinet Inc. All Rights Reserved. 3

On the Event tab, you can define which event logs to collect, such as security, system, or application. You
can filter all event logs by specifying a semi-colon separated list of event IDs, as either an include or exclude
list.
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Enable UEBA

+ UEBA Telemetry License is mandatory to use UEBA

- Enable UEBA to instruct the windows agent to collect UEBA logs

Add Windows Agent Monitor Template

Generic Event |UEBA|]| Userlog FIM Change Script

UEBA: (Requires UEBA Telemetry License)

Save

Cancel
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On the windows agent template enable UEBA to instruct the windows agent to collect UEBA logs. You must
have UEBA Telemetry License to allow the windows agent to collect UEBA logs.
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* Nine main categories for success and failure

File Action View Help

oo 2@ X= B

T Security Settings Policy - Security Setting

b L& Account Policies (< Audit account logon events No auditing

4 -ﬂ'-oi‘l_r""l"fs_ [ Audit account management No auditing
b 4 Audit Policy . Audit directory service access
p (@ User Rights Assignment | Audit logon events
E_ a s“"w Dp1ions. o] Audit object access

B 4 Windows Firewall with Advanced Sec |21 Audit policy change

| Network List Manager Policies ol

= . 5 2 Audit privilege use

b Ml Public Key Policies Audit process trackin

b ) Software Restriction Policies g e spyﬂem = 9
lication Control Polici i slempts:

b : Application Control Policies Audt thess i

[ Success
[ Faiure
A This setting might not be enforced if other policy is configured to
&5 gvemde category level audt policy.
For more information, see Audit logon events. {921468)
- 1
F._.-IFITII'IIE'IT ©Fortinat Inc. All Rights Reserved. a3
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A Windows system audit policy determines which type of information about the system you'll find in the
security logs. Windows uses nine audit policy categories and 50 audit policy subcategories to give you more
granular control over which information is logged.
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FortiSIEM Recommended

+ At a minimum, you should configure the following audit policy:

“Polcy | Doacrton " etings

Audit account logon  For auditing logon activity Select Success and
events and Audit Failure
logon events

Audit object access  For auditing access to files and folders. There is an Select Success and
events additional configuration requirement for specifying which Failure
files and folders, users, and user actions will be audited.

Audit system events  Include system up/down message

ZERTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 34

At a minimum, Fortinet recommends that you enable the Audit account logon events and Audit logon
events policies for auditing logon activity. Enable Audit object access events for auditing access to files and
folders. Enable Audit system events for system up and down status messages. Most forensic data requires
you to enable additional policies.
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Advanced Windows Auditing

A Local Security Policy
File Action View Help
& 2m = B

S Security Settings Subcategery

b g Account Policies Audit Account Lockout

4 g Local Policies Audit User / Device Claims
Audit IPsec Extended Mode

ws| Audit IPsec Main Mode

45 Audit IPsec Quick Mode

| Audit Logoff

p L@ Audit Policy
b L@ User Rights Assignment
b Lg Security Options
b ] Windows Firewall with Advanced Security
MNetwork List Manager Pelicies

= “| Audit Logon
Public Key Policies

= Audit Network Policy Senver
o Audit Other Logon/Logoff Events
= Audit Special Logon

Software Restriction Policies
b Application Contrel Policies
b 5 IP Security Policies on Local Computer
a Advanced Audit Policy Configuration
4 1Ny System Audit Policies - Local Group Pelicy Object
5 Account Logon
3 Account Management
b 3 Detailed Tracking
5 DS Access
Logon/Logoff

Policy Change
Privilege Use
System

7 Global Object Access Auditing

Audit Events

Not Configured
Mot Configured
Neot Configured
Not Configured
Mot Configured
Not Configured
Not Configured
Mot Configured
Not Configured
Not Configured

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved

35

The purpose of security auditing is to ensure that events are logged whenever an activity occurs. However,
when every activity is audited, event logs become flooded with irrelevant information that makes it difficult for
network administrators to separate critical events from insignificant ones. Advanced audit policy settings help
administrators exercise granular control over which activities get recorded in the logs, helping cut down on

event noise.

For example, instead of turning on the DS Access audit policy category to troubleshoot a replication
problem—which would generate around eight events every time this activity occurs—an administrator could

turn on the advanced audit policy subcategory for directory service replication, which would only generate one
event instead of eight.

Do not fall for the recommendation to enable only failure events for each category. A common misconception
is that a failure-only audit policy will alert you to all suspicious events. In reality, many of the most important
events in the security log—events such as changes to critical user accounts and groups, account lockouts,
and changes to security settings—are success events.
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. &l Event Properties - Event 4688, Microsoft Windows security auditing. [
* Log the process command line when a e
new process is created ] ; :
A new process has been crested. -~
+ Crucial for determining malicious use of Subject: _
i Security ID: ADPERFusdministrator
standard operating system commands AcciurkMemer 1| Siutote :
Logon I0; 22092
* Needs to be enabled in auditing Pt e,
- - - New Process I0: e
+ Include command line in process creation NewProcess Nsme:  C:\Window\System32wscript.exe
Token Elevation Type:  TokenElevation TypeDefault (1)
eve ntS Creator Process I0: Onfidc +
‘ Process Command Line /Wi FWScriptece C il )
\templ.ci deantrolizene) dintusermghts.vbs” ]
Token Elevation Type indicates the type of token that was assigned to the new process in : ¥
sccordance with User Account Control policy
Log Name: Security
Source: Microsoft Windows tecunity  Logged: /2872003 12:03:13 FM
Event ID: 4658 Task Categony:  Process Creation
Levet: Information Keywords: Audit Success
User: NA Computer: BLUE-FILES.adperf.contoso.com
OpCode Info
More Information:  Event Log Onling Help
[ Copr _Gose |
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 36
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Event 4688 documents each program that is executed, who the program ran as, and the process that started
this process.

When you start a program, you are creating a process that stays open until the program exits. This process is
identified by the process ID. You can correlate this event to other events by the process ID to identify what the
program did while it ran and when it exited. This is crucial for identifying malicious use of standard operating

system commands.

Advanced Analytics 6.7 Study Guide 158



DO NOT REPRINT

CODRTINET
TN TIINL- 1

Windows and Linux Agents

From Windows Server 2008 R2
and later, Windows provides
additional event logging
capabilities

Applications and Services Logs
are new categories of event logs
that store events from a single
application or component

These categories of logs include
four main subtypes—admin,
operational, analytic, and debug
logs—but there are others

Each event log may have one or
more of the above subtypes, and
some event logs appear only after
installing particular applications
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Windows Advanced Event Logging

File Action  View Help

b ) | 3 I ~  Show Anslhytic and Debug Logs

AppXDeployment
AppiDeployment. Serves
ApprPackagingOM
ASNT

AsngredAccess

agnedh ccessdecker
ATAPort

Aude

¥
Microsoft- Windaws-Storage-ATAPort/ Operational
SATALPM

0Bytes
0 Bytes
OBytes
DBytes
0Bytes
0 Bytes
0 Bytes
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Not all these categories are suitable for collection by FortiSIEM because some are capable of creating huge
volumes of events just like a debug command on a busy firewall.

Admin log types are useful for troubleshooting, targeted at end users, administrators, and support personnel.
Operational log types are useful for analyzing and diagnosing a particular problem or occurrence. Analytic

log types are events published in a high volume that trace an issue. Debug log types are used by developers
to troubleshoot issues with applications.

By default, both analytic and debug logs are hidden and disabled.
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* When bad actors or malware get into your network, you need the capabilities to hunt
them down

What was their entry point?
Did they spread between systems?
What happened on a particular system?

Default built-in Windows event logs make it hard to answer these questions

+ Limited information captured for process creation and DLL loading
= Network connection information too limited

+ No way to capture common attacker behavior (for example, thread injection)

F::RTINET

Training Institute
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You need additional event logging to identify bad actors or malware that might get into your network. By
analyzing the logs, FortiSIEM should be able to track their entry point, identify whether they spread between
systems, and identify what happened on a particular system. The default built-in Windows event logs make it
hard to answer these questions. There is limited information captured for process creation and DLL loading.
Network connection information is also limited. There is also no way to capture common attacker behavior,
such as thread injection.
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Linux Agent Monitor Templates
New Edit Delete Clone Export Import Search 2 K <
Name Description Syslog Log File FIM Process Monitoring
Prodcution_Servers Linux Syslog, File/directory Monitoring, Process Monitoring Template v v v v
* One or more templates can be defined that can be used across multiple customers
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 39
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Similar to Windows agents, you can also create one or more templates for Linux agents that can be used
across multiple customers.
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+ Select the Syslog facility and severity levels for collection
Add Linux Agent Monitor Template o S
Generic  Syslog LogFile FIM  Process Monitoring
Facility All Emergenc:  Alert Critical Error W g Mot Inf Debug
ker ] O a m] ] m] O a a
4 O O o a a m] O o O
s ) O o O ) =) O o o
daemol m] (]} (m} ] m] ) O (m} ()
uth a () O a m] o O (m] )
sysios = ] 5] (] ] (] 5] 5]
lor o O a a a o O a a
ne (m] (m} (m} () (m] () 0O (m] ()
uucp a (]} (m] o m} o O (] )
Save Cancel
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 40
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On the Linux template, you can select a Syslog facility and the severity levels for collection.

The facility represents the machine process that created the Syslog event. For example, is the event created
by the kernel, mail system, security, or authorization processes? The facility represents a filter instructing the
agent to forward only those events whose facility matches the one defined in this field. So, by changing the
facility and the severity level, you change the number of messages that are sent by the agent.
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L
Linux Agent—Custom Log Files
+ The Log File specifies the path to _
the files or directories to be
ITIOI'IItOI’Gd Add Linux Agent Maonitor Template
* The Log Prefix will be inserted Generic  Syslos LogFile FIM  Process Monitoring
into the Syslog header when s g
delivered to FortiSIEM ———
< Save £ Cancel
Add Linux Agent Monitor Template
F:RTINET : : :
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The Log File specifies the path to the files or directories that will be monitored. The Log Prefix will be
inserted into the Syslog header when delivered to FortiSIEM.
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Linux Agent—File Integrity Monitoring

* Available monitoring actions are:
» Open, Close
« Create, Modify, Delete
« Attribute Change

= Changing the directory or file
permissions (that is, chmod)

= All

« The Modify action will contain an
MDS hash code for the new file

+ Compare modified file with
baseline file

+ Agent will not do file integrity
monitoring on root directory.
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Add Linux Agent Monitor Template

Sysdog  LogFille FIM  Process Monitoring

99 08E00E0

Include File/Directory Exclude File/Directory
fetc/hosts

fetc faysconflig/ network-scripts

Actions
Open; Modify; Delete

All

© Fortinet Inc. All Rights Reserved.

You can use file integrity monitoring to make sure that critical files and directories on servers are not modified.
The Modify action will contain an MD5 hash code for the new file. By default, the agent will not perform any

file integrity monitoring on the root directory. You can also push the modified file to FortiSIEM and you could
also compare the hash of the modified file with a baseline file.
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Linux Agent—Process Monitoring

« Enable to monitor processes on Linux

+ Collect events related to process status

Add Linux Agent Monitor Template
Generic Syslog LogFile FIM Process Monitoring
Process Monitoring:
Save Cancel

(ERTINET . . .

Training Institute © Fortinet Inc. All Rights Reserved. 43

The Process Monitoring on Linux template is used collect events and logs related to process status on Linux
devices.
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Host-to-Template Association
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In this section, you will learn about associating a template with a host.
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* Devices from each organization
are assigned one or more
templates and one or more
collectors

+ Agents will load balance across
multiple collectors
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Associating Templates, Devices, and Collectors

(f Organization

CMDB Devices

Templates

Collectors \

Coliector-A Collector-8

(&) customers _ =~

® Customer 2

Te

.5 s
Customer 4 | Agent |

S

Collector-C  CollectorD

Collector Collector

Collector-E

Collactor

© Fortinet Inc. All Rights Reserved.

Devices from each organization are assigned one or more templates and one or more collectors. Agents will
load balance logs across multiple collectors. For example, if a template is assigned to multiple devices for a
customer with multi-tenant collectors, then the agents will load balance logs across all the collectors defined

for that customer.

Advanced Analytics 6.7 Study Guide

167



Windows and Linux Agents

DO NOT REPRINT

CODRTINET
TN TIINL- 1

L
Host-to-Template Association—Windows
- One or more templates are Admin > Setup > Windows Agent
selected along with one or more [Host To Template Associations |
GO ' Eecto rS New Edit Delete Apply Lip Down
§ . Host To Template Associations
* The first policy to match each N
agent is used e piae_Server 2
* The policy order can be moved up e
or down
- To take effect, click Apply :
Template: [J Al Tempiates
B Security_Template
al > -
0O seieet ™ show ted 1o
Host To Template Associations [ B ol
New Edit Delete Apply Up Down
pes Cancel
ﬁ:sj:;lll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 46

When you associate a host with a template, you have the option to select an organization with or without a
collector. If an organization is selected with a dedicated collector, other organizations will be grayed out. If you
select organizations without a collector, then FortiSIEM will allow any multi-tenant collector to be assigned.
You can assign the template to any device within the organization, or you could select specific devices from
the CMDB.

You can select a single template or multiple templates. If you select multiple templates, then the configuration
will be merged. You can select a specific collector or multiple collectors for that organization. If you select
multiple collectors, then logs sent by the agents will be load balanced across the collectors.

The first policy to match each agent will be used. You can move the policy order up or down. For the policy to
take affect you must click Apply.
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Host-to-Template Association—Linux

« Same rules apply to Linux agents

« Policies are evaluated in order [Host To Tempiate Assoslations |

+ Lower order is higher priority and the e
policy that matches first is selected

Host To Template Associations

Name:  Tempiate_Server_Linux

Crganization

Host.

Tempiate: [ All Templates

& FiM_Template

Virual Collectors.

&l -

Collector: [

Select All

Host To Template Assoclations E

New Edit Delete Up Down
F:=RTINET

Save Cancel
i = © Fortinet Inc. All Rights Reserved.
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B Show selecied collectors only

& collectorl

collector?

®

L—
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The same rules apply to Linux agents. Policies are evaluated in order, where lower order is higher priority.
The policy that matches first is selected.
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Agent Check In

 Agents will periodically check in with the supervisor every minute, and collect any new
template associations

« It may take more than a minute for a new template to take effect

.}% gg Agent Checks In

QFE| €--emnenee- %
£2 HTTPS { do=]
B >
B 2’ Supervisor provides New Templates

Supervisor

F::RTINET
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Agents will periodically check in with the supervisor every minute and collect any new template associations.
It may take more than a minute for a new template to take effect.
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Review

Understand Windows and Linux agents
Understand agent architecture for service providers

Install a Windows agent

Install a Linux agent

Associate templates with Windows agents
Associate templates with Linux agents

€ K R LR o«
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By mastering the objectives covered in this lesson, you learned about installing and managing FortiSIEM
Windows and Linux agents.
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In this lesson, you will learn about rules, including subpatterns in a rule and the back-end process that is
involved in evaluating rules and triggering incidents. You will also learn about the sliding time window in a rule,
out-of-box rules, and how each rule time window may be different.
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Objectives

* Understand rules

Understand the architecture of rule processes

Differentiate between the worker and rule master

Understand the rule engine sliding time window

F::RTINET
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After completing this lesson, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding rules, you will be able to identify the purpose of each rule that

is built into FortiSIEM. Also, by understanding the structure of rules you will be able to create your own custom
rules.
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In this section, you will learn the basics of rule breakdown.
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+ FortiSIEM rules track events to trigger incidents based on various availability,
performance, and security issues in your environment

* There are three kinds of rules:

= Event-based rules
* Based upon tracking real-time events against defined thresholds

« Baseline rules
« Based upon determining if something is abnormally different against a learned baseline of past behavior

« UEBA rules
* Based upon Al and ML

+ All rules are composed of subpatterns that track events over a specified time window

* Rules are evaluated in memory

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 4
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FortiSIEM rules track events to trigger incidents based on various availability, performance, and security
issues in your environment.

There are three kinds of rules—event-based, baseline, and UEBA. Event-based rules are based on tracking
real-time events against defined thresholds. Baseline rules are based upon determining if something is now
abnormally different against a learned baseline of past behavior. UEBA rules are based upon Al and ML

algorithm.

All rules are composed of subpatterns that track events over a specified time window and are evaluated in
memory.

Advanced Analytics 6.7 Study Guide 175



Rules

DO NOT REPRINT

CODTINET
ORH —

NL_ |

Rule Subpatterns

* Rule subpatterns consists of a filter, group by, and aggregate condition

* Arule could have one subpattern or many subpatterns to be evaluated

* The subpattern determines what data will be evaluated, under what conditions there
should be a match, and how many different matches have taken place

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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Rule subpatterns consists of a filter, group by, and aggregate condition. A rule could have one or many
subpatterns to be evaluated. The subpattern determines what data will be evaluated, under what conditions

there should be a match, and how many different matches have taken place.
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Subpattern Filter

* You can think of the subpattern filter just like a SQL query, where the whole FortiSIEM
event database is a huge table with many columns

Event Event Type Destination | Customer Win Reporting CPU Util Raw Event Log
Receive Time TCP/UDP D Logon Vendor
Port Id

08:48:57 FortiGate- 10.0.0.1 Fortinet <189>date 2022-
02/02/2022 Traffic-

Allowed ume 08 47:00 dev
08:49:01 FortiGate- 100215 1 Admin Fortinet <189>date=2022-
02/02/2022 ovent-login- 02-02

success time=08:49:00 dev
08:49:24 Win- 100517 1 0x3B482 Bryan Microsoft FriFeb 2
02/02/2022 Securiity- 15C AccelOps-

4624 WinLog-WMI

* There may be many attributes that are not all populated with data (NULL), because
different events contain different attributes

* The subpattern filter determines which events the rule should be evaluating

ZERTINET

i = © Fortinet Inc. All Rights Reserved. G
Training Institute 4

A subpattern defines the characteristics of events that will cause a rule to trigger an incident. A subpattern
involves defining event attributes that will be monitored, and then defining the threshold values for
aggregations of event attributes that will trigger an incident.

You can think of the subpattern filter just like a SQL query, where the whole FortiSIEM event database is a

huge table with many columns that are not all populated with data because every event contains different
values.
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Subpattern Filter as a SQL Query
ANALYTICS |

Filters; Paren Attribute Operator Value Paren

[+ Event Type - S | FortiGate-Traffic-Allowed| | (+]

Event Type Destination | Customer | Win User Reporting Raw Event Log
TCPIUDP ID Logon Vendor
Port Id

Event
Receive Time

084857 ForiGate 100.07 189-daté-2022-
020212022 Traffic- 0202
Allowed time=08:47-00 dev |

e T s T T e e g

02022022 eventlogin- 02-02
e B e e et SHH0CE
| oss034 FotiGate-  10.0.01 443 1 Fortinet <189>date=2022-
| 02022022  Traffic- 02-02 !
L Allowed 1ime=085033 dev

F:=RTINET
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The parameters that you specify in the event filter eventually translate to a SQL query. This slide shows
multiple columns with different event attributes and values. If a certain attribute does not apply to an event and
there is no value for that attribute, then it will be populated with a NULL value.

In the Event Filter, if you select Event Type as the attribute and enter the value shown on this slide,

FortiSIEM translates that into a SQL statement to query the table. It will filter out other events and evaluate
those events where traffic was allowed by FortiGate.
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Subpattern Filter—SQL Example Concept
ANALYTICS |

Filters: Paren Attribute Operator Value Paren

© Event Type - s IPH_DEV__MON_SYS_CPU_UTILI o

Event Event Type Host!P | Destination | Customer (VLT Reporting CPU Util Raw Event Log
Receive Time TCPIUDP ID Logun Vendor
Port

08:48:57 FortiGate- 10.00.1 1 <189=date=2022-
021022022 Traffic- 02-02
Allowed time=08:47:00 dev
T BB T T TR T T S s e Fy B BB )
| 021022022 ON_SYS_C SYS_CPU_UTIL]{ |
L PU UTIL eventSeverity|=P I
e T T hh T A e T T
0210272022 Traffic- 0202
Allowed time=08:50:33 dev
F::RTINET
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This slide shows another performance monitoring event type related to CPU utilization. FortiSIEM will
translate the filter into a SQL query, which is shown on this slide. It will filter out other events and evaluate
only those events that are related to CPU utilization.
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ANALYTICS |

Filters: Paren Attribute Operator Value Paren

o Destination TCP/UDP Port NOT IN [+ 80443 | °

Event Event Type | Source IP Destination | Customer Reporting CPU Util RawEvent Log
Receive Time TCP/UDP ID Logun Vendor
Port

08:48:57 FortiGate- 10 001 <189>date=2022-
02/02/2022 Traffic- 02-02
Allowed time=08:47:00 dev
08:50-34 FortiGate-  10.0.0.1 443 1 Fortinet <189~date=2022-
02/02/2022 Traffic- 02-02
______ e R A R R A Ry ) i o
| 085045 FortiCate-  198.51.100.0 22 1 Fortinet <180>date=2022- |
| 02/02/2022 Traffic- 02.02 1
Dened lime=08.50 44 dev
e 1
FE:RTINET ©Fortinet Inc. All Rights Reserved. 9
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This slide shows another example using the NOT IN operator with the Attribute set as Destination TCP/UDP
Port with a Value of 80, 443. The resulting SQL statement is shown on this slide.

This query will return all events whose destination TCP and UDP port is not 80 or 443, which means all
events whose destination port is not related to HTTP or HTTPS traffic.
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Rule Subpattern—Group By

+ The group by definition will group attributes from events that match the rule filter with
exactly the same values

+ Think of this as a single SQL output row for each group with a COUNT

o 198.51.100.55 192.168.1.1 Terry 2
198.51.100.30 192.168.1.71 1
R i P
oporim! 192.0.2.0 192.168.1.15 Mike 1
User 203.0.113.0 192.168.1.15 Wendy 1
198.51.100.101 192.168.1.1 Terry 1
FE:EHTlnET © Fortinet Inc. All Rights Reserved. 10

Training Institute

The rule filter will filter out events that are of interest for evaluating a rule, and group by will group all those
events based on the attributes that you define in the Group By field.

In this example, user Terry was found in three events but, from those three events, two of the events match

the group by attribute with a common source IP, reporting IP, and user. Think of this as a single SQL output
row for each group with a COUNT.
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* select * from FortiSTIEM where Event Type=‘FortiGate-sslvpn-
logon-failure’
» Group by source IP, reporting IP, and user
Reporting P ' _ User RawEvent Log
08:48:57 021022022 ForiGate-ssl-vpn-logon-failure I 198.51.100.10 | 192.02.10 [ 10.0.1,99 I Ted |:189>aate=20224}24.12...
I 1
08:49:01 02/02/2022 FortiGate ssl vpn logon failure | 203.0.1134 I 1920210 | 100198 || Admin | <189>date-2022 02 02...
| | | 1
08492402022022  ForiGate-ssivprlogonailre | 1985110046 1 1920530 | 100210 | Byan | <189-date=2022.02.02
1 1
08:50:31 020272022 FortiGate-ssl-vpn-logon-failure I 203.0.113.50 I 1920210 | 102255 |I Jan | <189>date=2022.02.02...
1 | | 1
0850450202022 ForiGate-ssivprogonailre | 1985110046 | 1920530 | 100210 V| Byan | <189-date=2022.02.02 .
1 1
08:52:59 0210272022 FortiGate-ssl-vpn-logon-failure I 203.0.1134 I 1920210 | 100199 II Admin  1<189-date=2022.02.02...
| i I |
1
P i e ] bowoat ol
|___SourcelP | ReportinglP | User |
20301134 10.0.1.99 Admin
198.51.100.46 10.0.2.10 Bryan
* Would result in the rows 1985110010 10.0.1.99 Ted
o 203.0.113.50 10.2.2.55 Jan
F:=RTINET : .
e - © Fortinet Inc. All Rights Resenved. 11
Training Institute

This slide shows an example event type filter for FortiGate SSL VPN logon failures. The group by attributes
are set as source IP, reporting IP and user.

In the example shown on this slide, the user Admin has two entries with the same source IP and reporting IP.
So, based on the group by definition, those two entries will be grouped as one.

Similarly, user Bryan has two entries with the same source IP and reporting IP. So, those two entries will also
be grouped as one.
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* select count(*), Source IP, Reporting IP, User from
FortiSIEM where Event Type=‘FortiGate-sslvpn-logon-failure’

» Group by source IP, reporting IP, and user
Event Receive Time m

08:48:57 02/02/2022 FortiGate-ssl-vpn-logon-failure | 198 51.100.10 I 1920210 | 100189 ) Ted : <189>date=2022-02-02

08:49:01 02/02/2022 FortiGate-ssivpn-logon-failure | 20301134 | 1920210 1| 100199 I I Admin 1 <189>date=2022-02-02...

08:49:24 02/02/2022 FortiGate-ssl-vpn-logon-failure : 198.51.100.46 : 192.0.5.30 : 10.0.2.10 : : Bryan : <189>date=2022-02-02_..

08:50:31 02/02/2022 FortiGate-sslvpn-logon-failure | 203011350 | 1920210 | 102255 I | Jan 1< 189>date=2022-02-02...

08:50:45 02/02/2022 FortiGate-ssl-vpn-logon-failure : 198.51.100 46 : 192.0.5.30 : 10.0.2.10 : : Bryan : <189>date=2022.02.02_..

08:52:59 02/02/2022 FortiGate-ssl-vpn-logon-failure | 20301134 | 1920210 | 10.0.199 I | Admin 1 <189>date=2022-02-02...
= 1 L

—— = e P

Reporing P | User | COUNT

= 20301134 10.0.199 Admi 2
« With an added count for each row o
198.51.100.46 10.0.2.10 Bryan 2
198.51.100.10 100199 Ted 1
- 203.0.113.50 10.2.255 Jan 1
F:--HTIHET © Fortinet Inc. All Rights Reserved. 12
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This slide shows the same event filter example, but this time there is an additional count column. The filter is
still searching for FortiGate SSL VPN logon failures, and the group by attributes are set as source IP,
reporting IP, and user.

The count column will display the number of times the event was repeated for the same source IP, reporting
IP, and user.

In the results, the user Bryan had SSL VPN logon failures from the same source IP and it was reported twice,
which you can see in the corresponding COUNT column.
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Rule Subpattern—Aggregate Condition

* The aggregate condition is used to perform calculations on the matching data and return
a single result

+ Typical SQL aggregate functions are supported such as:

Function _________| Description

COUNT(Matched Events) The row count of the matching events in the group by condition
COUNT DISTINCT(attribute) Counts the number of distinct attribute values

SUM(attribute) Sum of the numerical values of the specified attribute
AVG(attribute) Returns the average value of the specified attribute
MIN(attribute) Returns the smallest value
MAX(attribute) Returns the largest value
FIRST(attribute) Returns the first value
LAST (attribute) Returns the last value

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 13
Training Institute 4 ®

The aggregate condition is used to perform calculations on the matching data and return a single result. The
typical SQL aggregate functions are supported. Some of these supported functions are shown on this slide.
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Subpattern Filter—SQL Aggregation Concept

* select Count(*), Source IP, Reporting IP, User from FortiSIEM
where Event Type=‘'‘FortiGate-sslvpn-logon-failure’

» Group by source IP, reporting IP, and user with count >= 3

' SourcelP | Destination/P ' ReportingIP Raw Event Log

08:49:01 02/02/2022 ForliGate-sslvpn-logon-failure | 203.0.1134 192.0.2.10 I 100188 | Admin <189>dale=2022-02-02...

Event Type

08:49:24 02/02/2022 FortiGate-ssk-vpn-logon-failure 198.51.10046 | 1920530 10.0210 Bryan , <189-date=2022.02-02...
08.50.31 02/02/2022 ForliGale-ssivpri-logon-faile | 203.0.113.50 I 1920210 102255 Jan | <189-date=2022.02.02. .
| _ 08:50:45020022022  FortiGate-sshvpn-logonailure. I 1085110046 1920530 | 100210 | Byan | <189>date=2022-02.02. .
08:52:59 02/02/2022 FortiGate-ssl-vpn-logon-failure 20301134 | 1920210 10.0.199 Admin | <189~date=20220202
I 08:55:00 0210212022 FortiGate-ssk-vpn-logon-failure | 1985110046 | 1920530 | 100210 | Byan | <189>date=2022.02.02...

* Restricting the results to only rows where the COUNT 5=3
* Where count(*) in FortiSIEM is represented as count(Matched Events)

| SourcelP | Reporting|P | _User _|__COUNT

198.51.100.46 10.0.2.10 Bryan
F::ERTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4
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Take a look at the same event filter example shown on this slide. This time, the group by condition is

configured to restrict the number of results, which means that only events with same source IP, reporting IP,

and user, as long as the count is equal to or greater than 3, will be evaluated by the rule.
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Rule Subpattern—Multiple Aggregate Conditions

+ Multiple aggregate conditions can exist

« If multiple conditions are specified, then a next logical operator must be defined using
AND or OR

+ In the following example, FortiSIEM needs three or more CPU utilization events to
calculate CPU utilization, and then trigger an incident if the average is greater than or

equal to 95

mm i

COUNT(Matched Events)
AVG(CPU Util) >= 95

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 15

You can also have multiple aggregate conditions using the next operator. If multiple conditions are specified,
then a next logical operator must be defined using AND or OR.

In the example table shown on this slide, FortiSIEM needs three or more CPU utilization events to calculate
average CPU utilization, and then trigger an incident if the average is greater than or equal to 95. This
compound rule is built using the AND operator.
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In this section, you will learn about rule processes and rule process architecture.
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Rule Processes
phRuleWorker phRuleMaster
* phRuleWorker exists on both the * phRuleMaster queues up the data being
supervisor and workers received from the phRuleWorkers into

« phRuleWorker evaluates non-aggregate buckets

conditions as defined in subpattern filters  + It then wakes up to evaluate all the rule
of a rule in memory, groups eligible data in parallel every 30 seconds, across
events, and sends them to the multiple threads

phRuleMaster on a rule-by-rule and

eniBthreaded hasis * phRuleMaster is present on the

supervisor only
» |t uses a 30-second bucket for this

phRuleMaster Supervisor
phRuleWorker Worker

F:=RTINET

e - © Fortinet Inc. All Rights Reserved
Training Institute

All FortiSIEM rules processing is performed in memory. There are two backend processes involved—
phRuleWorker and phRuleMaster. There can be many phRuleWorker processes but only one phRuleMaster
in a FortiSIEM deployment. This is how FortiSIEM is able to correlate events from multiple devices and
locations no matter where the data was actually received.

The phRuleWorker exists on both the supervisor and workers. The phRuleWorker process evaluates non-
aggregate conditions as defined in the subpattern filters of a rule in memory, groups eligible events, and
sends them to the phRuleMaster on a rule-by-rule and multithreaded basis. It uses a 30-second bucket for
this.

The phRuleMaster process queues up the data being received from the phRuleWorkers into buckets. It then

wakes up to evaluate all the rule data in parallel every 30 seconds, across multiple threads. The
phRuleMaster process is present on the supervisor only.
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phRuleWorker Architecture
Co%tor Worker
o h“""“‘—-—-_.__‘_‘_‘_‘_‘_ -
e m phRuleWorker Supervisor
events -
Co%tor//f/f’/ Summarized
Pl Worker data
_"‘—‘——\_._‘_\_\_‘_\_‘_
HHH_““"—-& /
/
events i ﬁ phRuleWorker phRuleWorker
Collector _—— =
@ = phRuleMaster
Adding Collectors Adding Workers All-In-One
F::RTINET . . ,
Training Institute © Fortinet Inc. All Rights Reserved. 18

Scaling out the rule worker would require adding additional workers. The collectors will send events to the
workers, and the phRuleWorker process on an individual worker will forward those events in a summarized
form to the supervisor node, which also has a phRuleWorker. The task of phRuleWorker on the supervisor is
to summarize events that are sent from organizations directly to the supervisor node and assets that belong to
the super organization.
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phRuleWorkers Feed phRuleMaster

Rule ID: 207, Cust ID: 1, SubPattern- ExcessVPNLoginFailure, Source IP: 198.51.100.50, Reptlp: 192.168.0.1, User- CEO
Collector Rule ID: 207 tID: 1, SubPattern. ExcessVPNLoginFailure, Source IP: 192.0.2.77, Reptip: 192.168.0.1, User sarah.smith

Rule ID: 325, Cust ID: 1, SubPattern; HighCPU, Host IP; 192.168.0.1, CPU Util: 57.25
. Rule ID. 325, Cust ID: 1, SubPattern. HighCPU, Host IP- 192 168.0. 1, CPU Util. 55.01
\ Worker
events phRuleWorker Summarized data is Queued
Supervisor phRuleMaster

Collect/ : ~ = —
. Summarized dataon a | i — T

Rules

' per Rule Basis Queue
events worker hR I w rk RI.|-! iD: 207, ;m;l S:t.F'anerr ExcesaVPNLoginFaiure, SI:;..E P_‘IQE_‘1 _EC S0.....
p uie (o] er fueld CustID: 1 5|be‘ul‘Ie (] ExccssF‘N_ag.nqu e, Source P 152.0.2.77...
hRuleWorker B e
P Em:: Euz[lm :.éhﬁiaﬁm PEIDsl.ﬂ:,:r'. Jr.-cs";mnu:n I?.SIEA.U 225.1.?‘.021 -
Rule 10: I:-t Cust IIx 1, SubPatiern: HighMem | Host IP; 192,168,010
Collector
./ Rule ID: 207, Cust I 1, SubPattern” ExcessVPNLoginFailure, Source IP: 19202 142 Reptip: 192 168 0.1, User jordon philips
Rule ID: 309, Cust ID: 1, SubPattern: HostScan, Destination IP: 192.0.2 99, Destination TCP/UDP Port: 443
Rule 1D: 104, Cust ID: 1, SubPattern: HighMem |, Host IP: 192.168.0.10, Mem Util. 90.24
Rule ID: 104, Cust ID: 1, SubPattern: HighMem , Host IP: 192.168.0.10, Mem Util: 94.78
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 18
Training Institute
The phRuleWorkers feed summarizes data based on the event filter and group by conditions of the rule
subpattern conditions on a per-rule basis to the supervisor node. The summarized data is queued by the
supervisor node, waiting to be evaluated by the phRuleMaster.
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Generate Incidents

Q Excessive Denied DNS Queries
Source IP: 10.0.0.1

Supemsar "' phRuleMaster

m B Queue ‘

& Account Locked: Network Device
Source |P: 10.0.0.1,
Destination: 20.0.0.10
User: admin

C Suspicious Botnet like End host DNS Behavior
Source IP: 10.0.0.1

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 20
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The phRuleMaster wakes every 30 seconds to analyze the queue. It is the phRuleMaster that evaluates the

aggregation condition of a rule. If the aggregate conditions calculation matches the value defined in the rule,
then incidents will be generated.
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Incident First and Last Occurred Times

« Because of the 30-second timer for phRuleMaster, the First Occurred or Last
Occurred incident timestamp is either on the minute, or 30 seconds past the minute on
the incident dashboard.

Severity . " :
Category First Occurred Last Occurred Incident
- Mar 19, 2023, 11:23:00 PM Mar 19, 2023, 11:25:30 PM Admin login to FortiGate from a public IP address
B Mar 19, 2023, 09:49:00 PM Mar 19, 2023, 09:49:00 PM Multiple Logon Failures: VPN
B o 19, 2023, 09:37:30 PM Mar 19, 2023, 09:47:30 PM Account Locked: Domain
MEDIUM Mar 19, 2023, 09:11:00 PM Mar 19, 2023, 09:11:00 PM Sudden User Login Pattern Change
MEDIUM Mar 16, 2023, 09:10:30 PM Mar 19, 2023, 09:11:00 PM Sudden User Login Pattern Change
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 21

Training Institute

The 30-second timer for phRuleMaster is the reason why the First Occurred or Last Occurred incident
timestamp is either on the minute, or 30 seconds past the minute on the incident dashboard.

Thirty seconds is an approximation because some rules may take longer to evaluate than others. Some are
looking for occurrences of a single event, some are looking for occurrences of many events, and some are
performing expensive calculations such as SUM across many thousands of matching events.

How much load is on the FortiSIEM is another factor. Every customer is different, and particular rules may or

may not be in play in other customer environments. Even though the rule evaluation is multithreaded, events
may spill across evaluation periods for complex rules.
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Sliding Time Window
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In this section, you will learn about the sliding time window that the rule engine uses to evaluate events.
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Rules Engine Time Window

1
COUNT
(Matching Events)

It's all about TIME
and matching EVENTS

Event Receive 0

T 1 t2 3 t4 t5 t6 7 t8 t9 t10 t11 t12 t13 t14 t15 t16 t17 t18 19 t20

F::RTINET

i = © Fortinet Inc. All Rights Reserved 23
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Two main dimensions of the rule engine time window are time and events. Events are evaluated over a period
of time and this general condition applies to the entire FortiSIEM. It’s all about time and matching events.
Time here does not refer to the timestamp of the event. It's the time when FortiSIEM received the event.
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 Each rule on FortiSIEM has a specified time window
» Lots of different values are used in out-of-the-box rules

ARP Exploit - Edit Details

Suspicious Logon Failure: no following successful login - Edit Details

Step 1: General » ‘&t.pi:m_ sndition #  Step 3: Define Action Step 1: General > [Step 2: Define Candition » | Step 3: Define Action

Condition:  If this Pattern occurs within any 300 - second time window Condition:  If this Pattern occurs within any 7200  second time window

* This is the time window that the phRuleMaster will evaluate received data over, based
upon the event receive time

* Minimum is 120 seconds, with no defined maximum

+ Use caution if creating your own rules

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 24
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Each rule on FortiSIEM has a specified time window and different values are used in the out-of-the-box rules.
This is the time window that the phRuleMaster will evaluate received data over, based upon the event receive
time. The minimum value for the time window is 120 seconds, with no defined maximum.

If you are creating your own rules, you must set the time window accordingly. You do not want the time
window to be too large or, by the time an incident is generated for your rule it might be too late. At the same
time, you should not make the time window too small because this will consume too much memory

unnecessarily.
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Sliding Time Window
+ Consider the matching events timeline for a single rule that has a 10-minute time
window
COUNT
(Matching Events)
> : 1I2 : i ‘ ‘ ||
2 | 1l
k. ﬁl & : Time
_ | =i
o £ IQ Evaluation Window
(C)
kTE. phRuleMaster wakes up to evaluate the last 10-minute time window for the rule
Smmm then goes back to sleep for 30 seconds
F::RTINET . . .
Training inatitite © Fortinet Inc. All Rights Reserved. 25

Consider the matching events timeline for a single rule that has a 10-minute time window. The phRuleMaster
wakes up every 30 seconds to evaluate the last 10-minute time window for the rule.
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Sliding Time Window (Contd)

* New events are received during the non-evaluation time period

COUNT
(Matching Events)

3 A s ‘ | ' : ;

_9\(_ | ] i

2 F 1 1 1 1 1
o B i i ; i i i i _

Event Receive v v v
" [O¥] [0X] [0 [0 [C

Sliding Evaluation Window

Time

——

(C]
I% And the process of evaluating/sleeping goes on forever! h
F::RTINET . :
Training Institute © Fortinet Inc. All Rights Reserved. 26

New events are received during the non-evaluation time period. When the phRuleMaster wakes up after 30
seconds it will evaluate all the events that were received during the non-evaluation period. The events that are
outside the evaluation period, which have passed the evaluation sliding window, will not be considered in the

aggregation calculation by the phRuleMaster.
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Differing Time Windows

« Each rule time window may be different

COUNT
(Matching Events)

Rule ID:29

~1'2.r

.9\(-_

i B 2 t3 ® t5 6 7 18 9

Rule ID:79

Rule ID:101 Rule ID:231

Training Institute

1
Event Receive 1
Time ‘ ]
i IQ Evaluation Windows
phRuleMaster is doing a lot of work in memory.
E:EHTInET © Fortinet Inc. All Rights Reserved.
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Every rule on FortiSIEM may have a different time window, which means that at any given time the
phRuleMaster is evaluating multiple rules all at the same time over various time windows. Some rules might
have a small-time window and fewer events to process while other rules might have a large window and many
events to process. All these calculations and processing of events by the phRuleMaster are performed in the

memory, hence it can be very resource-intensive.
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v Understand rules

v Understand the architecture of rule processes

v Differentiate between the worker and rule master
v Understand the rule engine sliding time window

F::RTINET

i = © Fortinet Inc. All Rights Reserved 28
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By mastering the objectives covered in this lesson, you learned about rules, including subpatterns in a rule
and the back-end process that is involved in evaluating rules and triggering incidents. You also learned about
the sliding time window in a rule, out-of-box rules, and how each rule time window may be different.
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Single Subpattern Security Rules .

22 FortiSIEM 6.7

Last Modified: 7 August 2023

In this lesson, you will learn about the single subpattern security rule. You will also learn about incident
generation and the attributes that are involved in incident generation.
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Objectives

+ |dentify a single subpattern security rule
* Understand a subpattern in a rule

+ Understand out-of-the-box rules

+ Define conditions in a rule

+ Define actions for a rule

* Understand incident generation

* Learn about incident attributes

* ldentify the incident source and target

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 2
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the single subpattern security rule, you will be able to identify out-of-the-box
security rules, which are single subpattern, and understand how incidents are generated by those rules.
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Single Subpattern Security Rules

(&1
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In this section, you will learn about event filters, group by, and aggregation conditions required in a single

subpattern rule.
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WhatAre Single Subpattern Rules?

+ Single subpattern rules are constructed to evaluate a single condition that has occurred
in an environment

« This could be login failures, high risk IPS events being received, or suspicious
commands being run at the command line, and more

* These are the easiest rules to construct

F::RTINET

i = © Fortinet Inc. All Rights Reserved 4
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Single subpattern rules, as the name suggests, are constructed to evaluate a single condition that has
occurred in an environment. This could be login failures, high risk IPS events being received, or suspicious
commands being run at the command line, and more. These are the easiest rules to construct because, in
most cases, you are simply configuring FortiSIEM to count the number of occurrences of a particular event
being received during the time window.
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Single Subpattern Security Rules

+ ExcessVPNLoginFailure
» 600-second time window

+ Consists of a single subpattern

Multiple Logon Failures: VPN - Edit Details

Step 1: Define Condition ¥

Rule Name:

Event Type:

Step 3: Define Action

Description: Detects multiple VPN logon failures - 5 consecutive failures in a 10 minute period

Single Subpattern Security Rule—Multiple VPN Logon Failures

ZERTINET

Training Institute

Multiple Logon Failures: VPN - Edit Details

Step 1: General >

Condition: If this Pattern occurs within any 600 ©

Paren

4]

-]

p " Step 3: Define Action

Subpattern

ExcessVPHLoginFailure

second time window

Paren

1 £ 0 O

© Fortinet Inc. All Rights Reserved.

This rule is an example of multiple VPN logon failures, which detects five consecutive failures in a 10-minute

period. This is an out-of-the-box rule that is active by default.
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ExcessVPNLogonFailure Subpattern Definition
+ The subpattern consists of Filters, Aggregate conditions, and Group By definitions
Edit SubPattern o x
Hame:  ExcessVPNLoginFature
Filters: Paren Attribute Operator Next Row
[+] Event Type L] %  EventTypes: VPh Logon Failure AHD - - |
Aggregate: Paren atribate Operator Value Next Row
[+] COUNT| Matched Events ) »e AND e e
o p By: Attribute Row Move
Source P [+] - + +*
Reporting D o ©° + +
Reporting IP o © + ¥
User © e * +
FE:EHTlnET © Fortinet Inc. All Rights Reserved. G

The ExcessVPNLogonFailure subpattern consists of Filters, Aggregate conditions, and Group By

definitions.
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minute time window

Rule—Subpattern Filter

« Determines which events the rule
will evaluate over the last 10-

Name:  ExcessVPNLognFailure

Filters: Paren Attribute

[+] Event Type

Operator

N

Value

% Eventlypes: VPN Logon Failure [+

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 7

The subpattern filter determines which events the rule evaluates over the last 10-minute time window. It
gathers all received events that are part of the VPN Logon Failure CMDB group. In the example shown on
this slide, there are more than 100 different types of system-defined event definitions from various product
types, such as Cisco ASA, FortiGate, and so on.

You cannot modify the out-of-the-box event types, but you can create your own VPN logon failure event type
in the VPN Logon Failure CMDB group.
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Rule Subpattern—Group By and Aggregation

* The Group By definition groups attributes from events that match the rule filter with the
same values

Group By:  Attribute Raw Move

Source IP

Reporting Device

Reporting IP

© © © ©°
o o o o
2 2 > >
€ € € €

Aggregate: Paren Attribute Operator Value Paren

[+] COUNT| Matched Events ) 2 5 o

* The Aggregate condition identifies a rule match when a resultant row from the query
has five or more matching events within the sliding 10-minute time window
« Same source IP, reporting device, reporting IP, and user
« In SQL terms, a single row with a count of five or more

F::RTINET B

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

The Group By definition groups attributes from events that match the rule filter with exactly the same values.
In the example shown on this slide, if multiple VPN logon failure events have the same source IP, reporting
device, reporting IP, and user, they are grouped together in one row, and the count column tracks the number
of events for each of those rows.

The Aggregate condition determines a rule match when a resultant row from the query has five or more
matching events within the sliding 10-minute time window.
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Single Subpattern VPN Logon Rule Walk-
Through
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]

In this section, you will walk through a single subpattern VPN logon failure.
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VPN Logon Failure

FortiGate

Syslog Logon
Failure
Event

SE

FortiClient

FortiSIEM
Logon Attempt

User: CEO

— LAN Resources

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 10

When someone enters incorrect credentials for a VPN logon, a logon failure event is sent to FortiSIEM. If the
number of logon failures within a specified time period is higher than the parameters configured in the rule, an
incident is triggered.
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Multiple Logon Failures—VPN

Five-Minute Evaluation Window

To make the simulation easier to follow,
a five-minute time window is used
instead of 10, as in the actual rule.

s;::rah.smllh
‘ben jacobs . - : :
D pemme » : : > %
| o I 2 : =
mike.jones : . h;
3'— r : : :
w . : - . H
SImoey.mlfler o 2 =58 8 =78 g5 & s &8 5 8 8 58 s £ 53 3z 3 s _9\/3 Event Receive
2488 s 28 EELE 2L ELRE GG ‘¢, Time
I 4+ 4 4+ 4 + 4 4+ 4 4 L 4 + 4+ 4 + L4 4 L 4+ L4 4+ 4 L]
A T 1 | ! 1 ot T O S | t ! A O S T A ot
a0 I =
Jdotning the Simulation as the V —
phRuleMaster wakes up at 15.05:00 Back to Sieep
Evaluation Timer

ies.51.100.50 FW101 192.168.0.1 ben.jacobs (X
snsa .203_0‘]]3_5 FWl1l01 192.168.0.1 mike.jones D 0
2250
e Bios.51.100.4 FW101 192.168.0.1 tracey.miller 1 (%)

Aggregation

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. i

#om| sourcelP | Reporting Device | ReportinglP |  User | COUNT [ Match

To make the simulation easier to follow, the example shown on this slide uses a five-minute time window

instead of the actual 10-minute window. There are four users—Sarah, Ben, Mike, and Tracey—who are part
of the VPN user group.

The phRuleMaster wakes up at 15:05:00 to evaluate the events that have been queued. It evaluates all the
events related to VPN logon failures for the past five minutes. Ben and Mike had two logon failures and
Tracey had one logon failure. The group by definition is configured for source IP, reporting device, reporting
IP, and user. The aggregation count tracks the number of events against each row. In this evaluation period,

the count is less than five for the three users, therefore no incident is triggered and the phRuleMaster goes
back to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window
Five-Minute Evaluation Window

s;arah.smllh - >
3 benjacobs sos oo i Event no longer under

(2] : H H H H . 3 3 A

E P B consideration because itis
& mikejones ¢ A S . outside the time window
Sk Oy 11l 11 1311111813382 7  aY: Cemne

B B v B e B R R R Time
] 4+ 4 4+ 4 + 4 4+ 4 4 L 4 + 4+ 4 + L4 4 L 4+ L4 4+ 4 L]
30 H H L H L H H L L H L H L L H L H i H i L
@ | o

Jdowning again as the phRuleMaster wakes
up at 15,0530

S

]
g
:

Evaluation Timer

Bl 203.0.113.5 FW101 192.168.0.1 mike.jones %]
Pios.51.100.50 FW101 192.168.0.1 ben.jacobs 1 0
G,:‘:;‘;,& Pios.51.100.4 FW101 192.168.0.1 tracey.miller 1 (%]
Aggregation
Fh:HTInET © Fortinet Inc. All Rights Resenved. 12
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes. Any event outside the
evaluation time period is no longer under consideration.

The COUNT column is updated with two for Mike, one for Ben, and one for Tracey. The COUNT value for
each row is still less than five, therefore no incident is triggered and the phRuleMaster goes back to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window

[omoac o i
Hben.'ncoln i . - - : : i
h o0 ! z - o . % : '
| ' 3 - 2 . 3 : I
= I - P il
amike.jones E | S : 1 ﬁ
e | P " E
g pouf ¥ R
suaoev-mlﬂﬂf ol & 8 578 8 878 878 s " ® E ® & ®% 8 ® 8 8§ 8 = _9\/3 Event Receive
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30 L I T N s IR s £ 1 s oy A s e I o s O (s S
| o

And again as the phRuleMaster wakesup
at 15.06:00

<

]
!
-

Evaluation Timer

B 203.0.113.5 FW101 .168.0.1 mike.jones 0
mss .198.51,100_50 FW101 192.168.0.1 ben.jacobs 1l 0
HH |
e Pios.51.100.4 FW101 192.168.0.1 tracey.miller 1 g
Aggregation
s B 10z2.0.2.77 FW101 192.168.0.1 sarah.smith 1 e
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 13
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

This time there is one failure event for Sarah, so a new row is added based on the group by condition, and the

COUNT column is updated with two for Mike, one for Ben, one for Tracey, and one for Sarah. The COUNT
value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window

s;arah.smllh ;
[ |
|
. {
® ben.jacobs - - - : : 3 :
ﬂh W - ; : . 3 | !
[ A : 3 & {
Zz o i
Bmike.jones w s @ P - i
= r 2o " HEE: |
- : : H : : i
- I !
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30 L e N S N S S s E T O F Y s {FIN s HIA  SE
I 0* :,5?8023? the phRuleMaster wakes up at V h Back fo Sleep

Evaluation Timer

B 203.0.113.5 FW101 192.168.0.1 mike.jones (%)

[ 1958.51.100.4 FW101 192.168.0.1 tracey.miller 2 Q

nr Wi98.51.100.50 FW101 192.168.0.1 ben.jacobs iL Q
it [] 192.0.2.77 FW101 192.168.0.1 sarah.smith 1 Q
FLEATINET. © Fortinet Inc. All Rights Reserved. 14
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, one for Ben, two for Tracey, and one for Sarah. The

COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window

[omoac o
Hben.'ncoln = 4 T
R » i f - @
'E - |-
amike.jones Ei vd B D .
] - H " H
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Again as the phRuleMaster wakes up at
15.07:00

e
]
i

Evaluation Timer

P203.0.113.5 FW101 192.168.0.1  mike.jones (%)
iiij Pios.51.100.4 FW101 192.168.0.1 tracey.miller 2 (X
o []192.0.2.77 FW101 192.168.0.1 sarah.smith 1 Q
Aggregation
F=‘=HT|nET © Fortinet Inc. All Rights Reserved. 15
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, two for Tracey, and one for Sarah. The row for Ben is

removed because it is not in the evaluation period. The COUNT value for each row is still less than five, so no
incident is triggered and the phRuleMaster goes back to sleep.
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Multiple Logon Failures—VPN (Contd)
Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, two for Tracey, two for Sarah, and one for Ben. A new row
for Ben is added again because there is a new logon failure event within the new evaluation period. The
COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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Multiple Logon Failures—VPN (Contd)
Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with two for Mike, two for Tracey, two for Sarah, and one for Ben. The

COUNT value for each row is still less than five, therefore no incident is triggered and the phRuleMaster goes
back to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with one for Mike, two for Tracey, three for Sarah, and one for Ben. The

COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with one for Mike, two for Tracey, four for Sarah, and one for Ben. The

COUNT value for each row is still less than five, so no incident is triggered and the phRuleMaster goes back
to sleep.
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Multiple Logon Failures—VPN (Contd)

Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with one for Tracey, four for Sarah, and one for Ben. The row for Mike is

removed because it is not in the evaluation period. The COUNT value for each row is still less than five, so no
incident is triggered and the phRuleMaster goes back to sleep.
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Five-Minute Evaluation Window
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After 30 seconds, the phRuleMaster wakes up again to evaluate the events that have been queued. It again
evaluates all the events related to VPN logon failures for the past five minutes.

The COUNT column is updated with five for Sarah, one for Tracey, and one for Ben. This time there is a
match for Sarah because of the five failed logon attempts.
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Final Subpattern Matches

* The matching group by and aggregation parameters are the only fields that you can use
as inputs to take action

m Reporting Device | Reporting IP m COUNT

192.0.2.77 FW101 192.168.0.1 sarah.smith

Information Available for Incident Generation

|
ExcessVPNLoginFailure Source IP 192.0.2.77
ExcessVPNLoginFailure Reporting Device FW101
ExcessVPNLoginFailure Reporting IP 192.168.0.1
ExcessVPNLoginFailure User sarah.smith
ExcessVPNLoginFailure COUNT(Matched Events) 5

F::RTINET

© Fortinet Inc. All Rights Reserved.
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The matching group by and aggregation parameters are the only fields that you can use as inputs to take
action.
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Rule Options—Multiple VPN Logon Failures

+ Once the incident parameters are identified, you must configure an action, and set the
Severity, Category, and Subcategory of the resulting incident

Multiple Logon Failures: VPN - Edit Details

Step 1: General >  Step 2: Define Condition > mﬁ

Severity: 4-L0W w Update Status on Summary Dashboard: [
Category:  Security w Matification: 4 Hours  +
Subcategory:  Credential Access v Impacts:  Network

Technique:  [T1110.001] Brute Force: Password Guessingle

Tactics:  Credential Access

Action:  Defined ra Watch List:  Undefined FaR |
Exception:  Undefined ran | Clear:  Undefined ran |
Tag: =
Save Cancel
e = © Fortinet Inc. All Rights Reserved. 23
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Once the incident parameters are determined, you must configure an Action, along with the Severity,
Category, and Subcategory of the resulting incident.
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Incident Attributes
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In this section, you will learn about incident attributes, severity, and category.
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Incident Dashboard
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The incident dashboard displays incident information for your IT infrastructure based on the filter conditions
you configure. You can also view incidents grouped by incident attributes, use values in incident attributes to
refine your searches, view information about rules that triggered incidents, and use incident information to

create rule exceptions and event dropping rules.
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Incident Severity and Category

+ Severity is rated 1to 10
« 1-4 LOW
+ 5-8 MEDIUM
+ 9-10 HIGH

« Category determines what
type of incident is being
reported and cannot be
deleted or added

+ Subcategory allows further

categorization of the incident

and new subcategories can
be added

F::RTINET
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Step 1: General >  Step 2: Define Condition > [} St

({AII Settings > Analylics > Subcalegory |

Category: Subcategory

Save All

Add

Avallability [ OT Aack

Pariormances Adrtine

Application

ALt

Authentication

Behavioral Anomaly

TN NN N x

© Fortinet Inc. All Rights Reserved.
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When you configure a rule, you can define the action that must be taken when the rule matches the aggregate
conditions. Before you define an action, you must specify the severity, category, and subcategory for the

incident. Severity is rated 1-10, where 1-4 is low, 5-8 is medium, 9-10 is high. The category determines the

type of incident that is being reported, which is useful for filtering on the incident dashboard. The subcategory
allows a further categorization of the incident.
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down list

technique
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* Tactic is populated based on the selected

Incident Tactic and Technique
+ Select MITRE Technique in the drop-

Step 1: General »

Multiple Logon Failures: VPN - Edit Details

Step 2: Define Condition »

Severity: 4 - LOW v Update
Category: Security v
Subcategary:  Credential Access v
Technique: [T1110.001] Brute Force: Password Guessing v
Tactics: Credential Access
Action:  Defined &
Exception: Undefined Fal |

© Fortinet Inc. All Rights Reserved.
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In the Technique drop-down list, select a technique that describes the incident that the rule created. The
tactic is automatically populated based on the selected technique.
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Action—Generate Incident

* Only one action is available—Generate Incident

Generate Incident for: Multiple Logon Failures: VPN

Incident Attributes: [Event Attribute Subpattern Filter Attribute w
Multiple Logon Failures: VPN - Edit Details Source IP o | ExcessVPNLoginkalure v Source IP v lole
i | Destination Host Name o | EmcessVPNLoginFaure  w~  ReportingDeviee ~ ~ |0 | @ ||
Step 1: General >  Step 2: Define Condition > i I
i Destinarian iP a1 | ExcessVPNLoginFallure v  Repoming IP v 10 @
o eay L e e e =
User o | ExcessVPNLoginFailure  ~  User “« |0 e
Severity:  4-LOW -
Triggered Event Count o | ExcessVPNLoginFailum - COUNT|Matched Events) ~ O | @
Category: Security -
Jort Attribute w
Subcategory:  Credential Access >
Incident Tithe:  SincidertCount VPN logon faiures for usar Susor from SsrcipAddr on sorver SdestName
Technique: [T1110.001] Brute Force: Password Guessin
Triggered Altributes. Avallable: S Selected:
Tactics:  Credential Access
Balioon Target Memory KB l Eveit Recive Time
Action:  Defined 4 Output Ix K-Factor > Event Type
Exceptian: Undefined P DDNS Succesful Updates ¢  Reporting Device
Free Inodes ManRaot ~  Reporting I
Power Chord Status = Source |P
Save Cancel
L
F::RTINET . .
© Fortinet Inc. All Rights Reserved. 28

Training Institute

When you edit the Action field, the only fields that you can select are from the matching subpattern aggregate

and group by conditions. Most often for out-of-the-box rules, the event attribute is the filter attribute, but the
two are different.

In the example shown on this slide, the reporting device is the destination host name and the reporting IP is
the destination IP because the firewall that is reporting the events to FortiSIEM is actually the device where
the VPN terminates, so it is considered the final destination.
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Custom Incident Title

+ Title of the incident can be Generate Incident for: Multiple Logon Failures: VPN
customized
Inchdent Attributes: Event Attribute Subpattern Filter Attribute Row
+ Add attribute variables, strings, Source P rep—| gr— Jle|e
numbers, and characters to the Destination Host Name EcdPMogafsle v ReotogDeke v 0| @
|nc'dent title Destination 1P ExcossVPNLoginFailrs v Roposting P « 8 ®
User ExcessVPNLoginFailure v lser v~ @l e
* Every attribute variable should be e T | TS | Y [
preceded by a $ sign
« Select the attribute variable in the _ : . .
drop-down list in the Insert gl s ool el s |11
Attfibute fleld Triggered Attributes: Available: Selected U.:.p -
Balloon Target Memory KB I Event Receive Timh L 20ered Event Count
Qutput ix K-Factor Event Type
DONS Succestul Updates Reporting Device
Free Inodes NonRoot PS Reporting IP
Power Chord Status v Source IP
Save Cancel
ﬁ;;:l?;'ll-r!lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 28
You can customize the default incident title by adding attribute variables related to the incident, strings,
numbers, and characters. You should precede each attribute variable that you type in the incident title with a
$. When the incident is generated, the title of the incident has the value associated with the attribute variable
that you specified in the incident title.
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Default Incident Name and Event Type

* When an incident triggers, a new event is generated in the back end
« This is determined by the name populated in the event type field

Account Locked: Domaln - Edit Detalls

% O Actions » | EBOverdrs | ISl e+ Eepmk  AmEslew AU WIREATTRCKS = 3 | mimaes D Tire ange: Loz 1 Doy = B
S Step 2: Define Condition > ity
1 1 Aecount Locked: Bomain incldent far Last 3 Day Mot ot
:"’:::;I‘_’_ » Last Secared brcidant Tacticn Technique Regarting Source Tarpet Detuil Incvbesit Status  Rsolutiol
- Agenna_
S Name 10,0.3.10 i
[ Aconest [ocked: Domesn | Credentisl Arcess win-agent. svistion. ish User: Sar imeny Beasd o At B
Description
Detalls for Incident Account Locked: Damaln on Win-Agent. avlation. lab
|nm=m ACCount Iockout cairsad by exciliive logon faiy afls vt . PrPeg— - o

Event Typé’

Remediation Note

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 30
Training Institute 4

When an incident triggers, a new event is actually generated in the back end, which is not visible by default.
The name of the incident is determined by the rule name, and the description of the incident is also borrowed
from the description in the rule.
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Incident Name and Event Type—Multiple Logon Failures: VPN

Details Events Rule O auto expand

Definition of Rule that Triggered the Incident «

Ei::::ry » Last Occurred Incident Tactics Technique Reporting Source Target Detail
FGT_Aviation
10.0.3.254
64,2, Tri !
- Mar 19, 2023, 09:49:00 PM Multiple Logon Failures.. Credential Access Brute Force: Password Guessing FGT_Aviation lbieal tly User: Sarah Vissared Evant Colnt: §

Details for Incident Multiple Logon Failures: VPN on FGT_Aviation

Hame: Multiple Logon Failures: VPN

Remediation:
Tag:

Conditions: PATTERM ExcessVPNLoginFailure
OCCURS  in any 600 second time window

Status: ACTIVE Maotification Frequency: 1 Day Incident Category: Network
Description: Detects multiple VPH logon failures - 5 consecutive failures in a 10 minute period

Claar If:

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

This slide shows another incident example—Multiple Logon Failures: VPN. The Source, Target, and Detail

columns show a single line summary of the incident, which is automatically determined by FortiSIEM by

analyzing the incident attributes that you defined in the rule.

What was considered the source of the attack and the target in your environment against which the attack

was made, and any other quick supporting details, are populated by extracting the information from the

events. Additionally, other incident attributes that have been generated that are not related to the source or
target are collated under the Detail section of the incident. This information is important for notification policies

and, especially, remediation actions.

Advanced Analytics 6.7 Study Guide

230



DO NOT REPRINT

Single Subpattern Security Rules

CODTINICT
JINTIINLE ]
Incident Source Attributes

field on the Incident tab.

© Fortinet Inc. All Rights Reserved.

Training Institute

Source IP Source Interface SNMP index

Source MAC Sent TCP flags

Source TCP/UDP Port Source Host Name

Source Autonomous System Number Source Firewall Zone

Source VLAN Source FibreChannel WWN Id

Source Interface Name Source TOS

Source Device Port Source Interface Alias

Source DSCP Source Physical Machine Name

Src Terminal Name Source Domain

Source VM Name Source Country
F::RTINET

Source State
Source City

Source Organization
Source Latitude

Source Longitude

Source App Name

Source Application Protocol
Source User

+ If an incident attribute is in this table (hardcoded), it appears under the Incident Source

Incident Source Attributes

32

The incident source attributes shown on this slide are hardcoded on FortiSIEM. These attributes will appear
under the incident source field on the Incident tab. The most common source attributes are source IP and

source user.
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Incident Target Attributes
Incident Target Attributes
Application Name Destination Destination Longitude Target Name Host State
FibreChannel WWN
Id
Destination IP Destination Interface Destination Application  Target Type Host City
Alias Protocol
Destination Host Destination DSCP Destination User Target Hash Host Organization
Name Code
Destination MAC Destination VM Target Host MAC Host Vendor Host Latitude
Name
Destination Destination Physical Target Host Name Host Model Host Longitude
TCP/UDP Port Machine Name
Destination Destination Target Computer Host IP Host Name
Autonomous System Resource Pool
Number
F:=RTINET i : 3
Training Institute © Fortinet Inc. All Rights Reserved. 33

The incident target attributes shown on this slide are hardcoded on FortiSIEM. These attributes will appear
under the incident Target field on the Incident tab. The most common target attributes are destination IP,
destination host name, host IP, and host name.
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Incident Target Attributes (Contd)
* Reporting IP and reporting device are not incident target attributes
Incident Target Attributes
Destination VLAN Destination Domain  Target Domain User
Destination Interface Destination Country Target Object Type Host MAC
Name
Destination Device Destination State Target Object Name Host VLAN
Port
Destination Interface Destination City Target Cluster Balance  Host Location
SNMP Index
Received TCP flags Destination Target User Host Virtual IP
Organization
Destination Firewall Destination Latitude Target User Group Host Country
Zone
F:=RTINET i i 3
Training Institute © Fortinet Inc. All Rights Reserved. 34

This slide shows a few more examples of incident target attributes. Note that the reporting IP and reporting
device are not incident target fields. So, if you have the reporting IP or reporting device as filter attributes
while defining incident attributes, you must select a different event attribute.
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Incident Attributes Special Case

+ User and Target User are both incident target fields by default

User Target User

Incident Target Attributes %

+ If a list of incident attributes contains both User and Target User, the user attribute is
placed in the incident source field

Incident Source Attributes Incident Target Attributes

User Target User

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 35
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This is one of the special cases where User and Target User are both incident target fields by default. If a list
of incident attributes contains both User and Target User, the user attribute is placed in the incident source
field.
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User vs. Target User

« What is a user and target user?

« Think about a login to the network or a device
There is only one field in the log message related to the user who tried to log in

* Now, think about an administrative change to a user account in Active Directory—maybe
an account was disabled

« The log contains two user-related fields
» Who made the change, and which account was modified

* In this case, FortiSIEM parses the account that was changed to be the target user, and
who made the change as the user

User Target User
F:=RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 36

To differentiate between the user and target user, think about a login to the network or a device. There is only
one field in the log message related to which user tried to log on. Now, think about an administrative change
to a user account in Active Directory—maybe an account was disabled. The log contains two user-related
fields—the one who made the change, and whose account was modified. In this case, FortiSIEM parses the
account that was changed to be the target user, and who made the change as the user.
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Incident Attributes: Event Attribute Subpattern Filter Attribute Row
- -
1 Source IP =  ExcessVPNLoginFailure %+  Source P 3 o o 1
e . R e . N Yy S s
] Destination Host Name = ExcessVPNLoginFailure %  Reporting Device : o © 1
1 1
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ]
1 Destination IP = ExcessVPNLoginFailure ¥ Reporting IP = 0| @ 1
] ]
Lai -
L User = ExcessVPNLoginFailure %+ User 2.0 | O 1

(]
: Triggered Event Count =  ExcessVPNLoginFailure +  COUNT(Matched Events) v L+ -] :
_Re;urTin? _| |Source | | Target 1 lﬁ-t;l ______
1t — rt
! I 1 I FGT_A\riationl 1
10.0.3.254
4 100.64.2.253l Triggered Event Count: 5
FGT_Aviation I i i User: Sarah I | Trigs
e e e e e e
F“-HTInET © Fortinet Inc. All Rights Resenved. I
Training Institute

Take a look at the incident attributes for the Multiple Logon Failures: VPN rule shown on this slide.
The incident Source is the Source IP event attribute.
The incident Target is the Reporting IP, Reporting Device, and User attributes.

Any other event attributes, in this case Triggered Event Count, are displayed in the incident Detail.
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ction—Triggered Attributes
* You must specify which attributes appear for matching events in the incident information
section
Triggered Attributes: Available: Searct Selected:
Image Mame L_grgn_l_ﬂeceive Jime_ __ --I
Balloon Target Memory KB ‘E-_E_\fsn_llype :=
Output lx K-Factor <L-£E2°-rt-'n-°'-[)sw£ ------------- :
Duration Normal HE.EEE'EEDE L - ::
Hardware Input Contact Status - e Souce b = _-l
DDNS Succesful Updates L-E‘S’-- -!
_ l_ RaWEverbLow. 0o 8 Do _}
Details Events Rule Subpattern: ExcessVPNLoginFailure » | [ Auto expand  [J Wrap Raw Events [[:l Show Event Tyrpt‘ O show Raw Event Only | Compare Distribution
L] 1 T
:Evlnt Receive Time = Event Name Rl-purtmg Device Reporting IP | Source IP | User Raw Event Log
l;o_;_;‘l 2-02-2_0:_05_5_6_?; _.‘;:o:u_-ﬁjt-: s_sl v‘pn-u-ser ssl 1o|1n fdll“ = FGT_, ﬂ-’\a-\;m_ G _“_1_071_3-;;4- : 100 64.2. 25;‘_;1:3; i :l;ﬁ:-date:};l;:‘l_ﬂl time=00:05:56 devname="FGT _Aviation™ devid="..
Hov 01 2022, 09:01:13 PM FortiGate sl vpn wser ssl login fail FGT Aviation 10.0.3.254 100.64.2.253  Sarah <185-date=2022-11-02 time=00:01:13 FGT Aviation™ devid="..
Nov 01 2022, 09:00:58 PM FortiGate ssl vpn user ssl login fail FGT_Aviation 10.0.3.254 100.64.2.253  Sarah <185>date=2022-11-02 time=00:00:58 devname="FGT_Aviation™ devid="...
Nov 01 2022, 08:59:38 PM FortiGate ssl vpn user ssl login fail FGT_Aviation 10.0.3.254 100.64.2.253  Sarah <185>date=2022-11-01 time=23:59:38 devname="FGT_Aviation" devid="...
.
F'-'T=.HTII-I.E1-' ©Fortinet Inc. All Rights Resenved. a8
Training Institute

When you click the Events tab in the incident, you can see the attributes that will appear for matching events
for that incident. These are the attributes you selected in the rule when you configured the action. Event Type
displays Event Name and provides an option for Event Type called Show Event Type.
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Final Incident Dashboard
* Incident—Multiple Logon Failures: VPN

Multiple Logon Failures: VPN - Edit Details

R s:vs 2 vetve conowon > Step 3: Doine Acion

Rle Hame:

yd

Description:  Debects multipie VIR togon Tailures - § comecutive failures m a 10 minite period

cs‘aum'm = Last Occurred Incident Tastics Technique Target Deusil
FGT_Avtation
10.0.3.254

B o 19, 2023, 094900 PM Multiple Logon Fallures.  Credential Access  linute Force: Passermed Gusisin HO0B4252 | Sarah

Triggered Event Count: &

P—

Fortine

Training Institute

Generate ncident for: Multiple Logon Failures: VPN x
Incdmes Attrubes Faaei aitsibh Tebgartars. Fiites aipiboee o
Ymar P *  EmeviVPiLgef sty ¥ SewF e @
Devtiation Heat Hame it ature 3 | Reporting Devce o @
Detiration VL ogel sture § Beporivg P t o o
_ e o EeuERLoger e & e i o e
- 3 | counTy e e
Details for Incident Multiple Logon Faflures: YPN on FGT_Aviation
———————————
Details  Events Aule | Subpattern: ExcessvPNLoginFailure = | [J Auto expand [ Wrap Raw Events [ Show Event Type [ Show Raw Event Only | hieeed Atirsutes. srasasie. Seleciee
Isvige Waine vent e
Event Recefve Time Event Hame Reporting Device Reporting IP ‘Source P User Batioos Taraet e ey Event Typs
I 2 Beparting Device
Mar 19, 2023, 09:48:00 PM FortiGate ssl vpn user sl login .. FGT_Aviation 100, 3,254 100.64.2,253 Sarah - Output s K-Facter
— — ' |l Duratsan Normal aporviay B
Mar 19, 2023, 09:47:58 M FortiGate ssl vpn user 3sl login .. FGT_diathon 10.0.1.254 100.64.2.253 Sarah
Hardwite irgst Coatact Status i
Mar 19, 2023, 09:46:16 PM  FortiGate sl vpn user sl login .. FGT_fwiation 10.0.3.254 100.64.2.153 Sarah User
- D05 Succesful Undotes
Swe  Cancel
e
F::RTINET . .
© Fortinet Inc. All Rights Reserved. 39

This slide summarizes the multiple VPN logon failures incident.

The incident name comes from the rule name.

The Incident Attributes populates the incident Source, Target, and Detail information. The Triggered

Attributes determine the fields to show in the matching events

that triggered the incident. By default the

incident name is the name of the rule that triggered that incident, but that can be overwritten by configuring a
name for the incident through the Incident Title field on the rule.
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Single Rule Pattern Best Practices
* The subpattern aggregation is always going to contain either a COUNT(Matched
Events) or COUNT (Distinct <Attribute>)

+ Remember, you must define the group by attributes that you want to have present in the
incident source, target, or detail

+ Aggregations, such as COUNT(Matched Events), COUNT DISTINCT (Attribute), AVG,
and SUM calculate single values and can also be present in the incident detail

» Consider how many matching events occurs when defining the rule time window,
because these events are kept in memory

F::RTINET

i = © Fortinet Inc. All Rights Reserved 40
Training Institute 4

This slide lists some single rule pattern best practices.

The subpattern aggregation contains either a matched event count or distinct attribute count. Remember that
you must define the group by attributes that you want to see present in the incident source, target, or detail.
Aggregations, such as matched event counts, distinct attribute counts, average, sum, and so on, calculate
single values and can also be present in the incident detail.

Consider how many matching events occur when defining the rule time window, because these events are
stored in memory.
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Review

Identify a single subpattern security rule
Understand a subpattern in a rule
Understand out-of-the-box rules

Define conditions in a rule

Define actions for a rule

Understand incident generation

Learn about incident attributes

Identify the incident source and target

L O U ¢

F::RTINET

e - © Fortinet Inc. All Rights Reserved
Training Institute

By mastering the objectives covered in this lesson, you learned about the single subpattern security rule. You
also learned about incident generation and the attributes that are involved in incident generation.
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Advanced Analytics

Multiple Subpattern Rules .

22 FortiSIEM 6.7

Last Modified: 7 August 2023

In this lesson, you will learn about multiple subpattern rules, and the procedure to construct a multiple
subpattern rule.
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Objectives

+ |dentify multiple subpattern rules

Understand a subpattern in a multipattern rule

Define conditions for a multipattern rule

Define actions for a multipattern rule

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in identifying multiple subpattern rules, you will be able to define conditions
and take action in a multipattern rule.
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Multiple Subpattern Rules

(&1
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In this section, you will learn about event filters, group by, and aggregation conditions required in a multiple

subpattern rule.
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Next Operator for Multiple Subpattern Rules

« Multiple subpattern rules cover conditions where two patterns may need to occur within
a specific time period, or one of a selection of patterns needs to occur to prove an
incident condition exists

AND Subpattern X AND SubPattern Y occurred within the Time Window
AND_NOT Subpattern X AND NOT SubPattern Y occurred within the Time Window
OR Subpattern X OR SubPattern Y occurred within the Time Window
FOLLOWED_BY Subpattern X was FOLLOWED BY SubPattern Y within the Time Window
NOT_FOLLOWED_BY Subpattern X was NOT FOLLOWED BY SubPattern Y within the Time Window
'RESOURCE > Rules
Paren Subpattarn Paren Next Row |
°|e Subpattern Paren Next Row
ForiGuard 1 00 Fouoweney | O | @
( Sandbox vi s 0 ° OR v [+ ]
ForiGate :_{ FRR-AR-N 1 o|e
F:=RTINET

© Fortinet Inc. All Rights Reserved. 4

Training Institute

FortiSIEM supports rules with multiple subpatterns. These cover conditions where two patterns may need to
occur within a specific time period, or one of a selection of patterns needs to occur to prove an incident
condition exists. If multiple patterns are used, then just like the analytics, you must specify a next operator.
FortiSIEM supports five types of next operators, shown on this slide.

Advanced Analytics 6.7 Study Guide 244



Multiple Subpattern Rules

DO NOT REPRINT

N -
Out-of-the-Box Rules With Multiple Conditions

Multiple Logon Failures: Server TransientAccount Usage

Server Network Interface Staying Down Brute Force Host Login Success

Network Device Interface Flapping P2P Traffic Consuming High Network
Bandwidth

Important Process Staying Down Unusually Large ICMP Echo Packets

Multiple Logon Failures: Database Excessive End User Mail to Unauthorized Mail
Gateways

Suspicious Logon Failure: No Following Successful Excessive End User DNS Queries

Login

Successful AccountActivity on a Disabled Account  Startup Config Change (With Login Info)
Failed Account Activity on Disabled Account
Dormant Account Successful Logon

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 5
Training Institute 4

This slide highlights some out-of-the-box rules that have multiple conditions.
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* If multiple subpatterns are defined, then you must define a relationship
Excessive End User DNS Queries - Edit Details
Step 1: General » Step 3: Define Action
Condition:  |f this Pattern occurs within any 300 £, second time window
Paren Subpattern Paren Next Row
[+ ] ExcessiveDNSFromFlow ': P ] OR 'l [ )
[+ -] ExcessiveDNSFromServer '! £ 0 Q '! e e
Given these subpattern relationships:
Subpattern Attribute Operator Subpattern Attribute Next Row
EICQSENE‘DNSF[DITHO"I Source |P ‘JI = ‘: EICQQSNEDNSFIOHIS@j Source [P '| '. 1+] -]
F:-:HTIHET © Fortinet Inc. All Rights Resenved. G
Training Institute

This slide shows the Excessive End User DNS Queries rule, which detects a scenario where a host that is not
a DNS server, is sending excessive DNS requests. Authorized DNS servers are represented by the DNS
server group. In a typical scenario, the frequency of end host DNS requests is not high unless there is a script
running. This might indicate the presence of malware on the end host.
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Walk Through of a Multiple Subpattern Rule
+ Successful Account Activity on a Disabled Account

C% x Server

Admin Alice : Account Disabled ‘_U_‘

5 ) (] A Server
Short Time Later (ﬁ Te Audit Logs
g FortiSIEM

Fi:RTINET . -
Training Institute © Fortinet Inc. All Rights Reserved. 7

Successful Account Activity on a Disabled Account is a built-in rule that tracks user account login activity for a
user whose account has recently been disabled by the administrator.
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Successful Account Activity on a Disabled Account
+ Contains two subpatterns with a FOLLOWED _BY operator

Successful Account Activity On a Disabled Account - Edit Details
Y Step 2: Define Condition » Step 3: Define Action
Rule Nam
Description Detects successiul account activity to ity disabled account
Y Step 3: Define Action
Condition:  If this Patlem occurs within any 8640 5 second time window
ent Type
Paren Subpattern Paren Next Row
Remediation Note o o AceiDisabied <+ 0 9 FOLLOWED_ DY < o @
o o Saxcessiogin SO0 o|la

Givan thegs subpattern relationships

Subpattern Attribute Operator Subpattern Attribute Next Row
= Repostng IP = = =l Sucesssl ogin = Reporsng IP = AND - 0o o
- Target User + = + Successlogn o User - - o e
F::RTINET . .
© Fortinet Inc. All Rights Reserved. 8

Training Institute

The rule contains two subpatterns—AcctDisabled and SuccessLogin—with a FOLLOWED_BY operator.
The rule is tracked over a much larger time window of 86400 seconds, which is 24 hours.
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Successful Account Activity on a Disabled Account (Contd)
+ Tracks Windows events that relate to user accounts being disabled
Edit SubPattern a x
| Name:  AcctDisabled I
Filters: Paren Attribute Operator value Paren Next Row
[+ I -] ] Event Type ‘ E] '[ In-Security-629, W.q.ﬂecnr.‘.y.-l?;‘s[ o e AND ¥ o @
Aggregate:  Paren Attribute Operator Value Paren Next Row
L+ I lCUU-‘\:I(M‘al:."-l'G Events ) i1 |° e AND  ~ L+
Group By: Attribute Row Move
Reporting Device ol o | »
Reparting 12 [+] -] + +*
Target User o © +* ¥
Fi:RTINET . - n
Training Institute © Fortinet Inc. All Rights Reserved. g

The AcctDisabled subpattern tracks Windows security events that have the IDs 629 and 4725, which relate
to user accounts being disabled.

After the events are grouped by Reporting Device, Reporting IP, and Target User, if one or more events
match the aggregate condition then the subpattern is considered a match.
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Successful Account Activity on a Disabled Account (Contd)
* Tracks device and domain login success events
Edit SubPattern O x
successLogn EventTypes. Domaln Logon Success
Filters: Paren Attribute Operator Value / Paren Next Row
e 2 Event Type N = EventTypes: Dev Logon Success. | © | @ AND +| © @
Aggregate: Paren Attribute Operator Value Paren Next Row
[+ I -] COUNT( Matched Events ) g b 1 e e AND | © @
Group By: Attribute Row Move
Source iP o @ *~ +
Computer (+] e * L 4
Reporting IP © e * +
User o ©° L 2
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 10
Training Institute

The second subpattern in the rule is SuccessLogin, which tracks successful login event types from the Dev
Logon Success and Domain Logon Success CMDB groups.

After the events are grouped by Source IP, Computer, Reporting IP, and User, if one or more events match
the aggregate condition then the subpattern is considered a match.
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© Fortinet Inc. All Rights Reserved. 11

There are 195 different types of out-of-the-box device login success rules, and 10 types of domain login

success rules. You can create your own event types under any category and reference them in a rule
subpattern.
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Successful Account Activity on a Disabled Account
* Tracking two subpatterns—AcctDisabled and SuccessLogin
Account Disabled <
A w0
g;:rbs account was 0 E
Successful Login @& @ L
User Account had s 5 9\1:/3 Evenl Receve
guccess il iogn 3 3 E E . 1 é v, .I_Ime
O¢ phRuleMaster still wakes every
I'—'T!u 30 seconds to evaluate the queue
But, for visualization purposes,
< concentrate on 24-hour blocks of time
F::RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved 12

The phRuleMaster still wakes every 30 seconds to evaluate the queue. For visualization purposes, this lesson
concentrates on a 24-hour block of time.
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Successful AccountActivity on a Disabled Account (Contd)

« Under normal operation, you would expect lots of successful login events within a 24-
hour time period

Account Disabled &

S @

Users account was ? = ?

digabled. v E Bryan 2

Successful Login & w ? . Bryan

EEEeee——— ) Adm Vi

user& nad ) ; . Event Receive
e G I - B

2 o

F.--HTIHET © Fortinet Inc. All Rights Reserved. 13
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Under normal operation, you would expect lots of successful login events within a 24-hour time period, along
with some odd account disabled events.

What would be unusual is an account being disabled then, a short time later, the same account being used for
a successful login.
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the events were received

Rule—Subpattern Relationships

- SubPattern relationships are defined between the multiple patterns

« The Target User in the AcctDisabled subpattern has to be equal to the User in the
SuccessLogin subpattern

+ On the back end, you can also use the event receive time to identify the order in which
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© Fortinet Inc. All Rights Reserved

When there are multiple subpatterns, you may need to define a relationship between those subpatterns. In the
example shown on this slide, the Target User in the AcctDisabled subpattern must be equal to the user in
the SuccessLogin subpattern. Also, the Reporting IP in the AcctDisabled subpattern must be equal to the
Reporting IP in the SuccessLogin subpattern.

If you do not define this relationship, FortiSIEM can generate false positive incidents. By defining this

relationship, you are making a condition where the user who was actually disabled by the administrator is the
same user who logged in successfully at a later time. Also, the same device that reported a disabled account
event is also reporting the successful login event.

On the back end, you can also use the event receive time to identify the order in which the events were

received. This is how FortiSIEM knows if the disabled account event occurred before the successful event.
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+ Examining the rule behavior as the rule master wakes at 08:00
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This slide shows two tables—one for the AcctDisabled subpattern and the other for the SuccessLogin
subpattern. The columns in the table are named according to the group by definition for each subpattern. The
group by definition for the AcctDisabled subpattern is reporting device, reporting IP, and target user. The
group by definition for the SuccesslLogin subpattern is source IP, computer, reporting IP, and user.

The phRuleMaster evaluates the events for a 24-hour period. The AcctDisabled subpattern tracked two

events in which the administrator had disabled the user accounts for Chris and Bryan. The SuccessLogin

subpattern tracked one event for Dan, who had logged in successfully. The rule compares the disabled

account for Chris and the successful login event for Dan. FortiSIEM goes through the analysis of the events

and decides if it should trigger an incident:

+ Was the AcctDisabled event earlier than the SuccessLogin event? The answer is yes.

» Is the reporting IP of the AcctDisabled event the same as the reporting IP of the SuccessLogin event? The
answer is yes.

» Is the target user of the AcctDisabled event the same as the user of the SuccessLogin event? The answer
is no.

Therefore, no incident is triggered.

Now, the rule compares Bryan’s disabled user account with the successful login event for Dan:
Was the AcctDisabled event earlier than the SuccessLogin event? The answer is no.

At this point, the rule does not need to process the rule relationship condition because the disabled login event

was received after the successful login event. During this evaluation window, no incident is triggered because
the only user who logged in successfully is Dan, and his account was not disabled by the administrator.
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Successful AccountActivity on a Disabled Account (Contd)

+ Examining the rule behavior as the rule master wakes at 08:00.

24 Hr Evaluation Window L
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Now, the rule compares the disabled user account for Bryan and the successful login event for Dan:
Was the AcctDisabled event earlier than the SuccessLogin event? The answer is no.

At this point, the rule does not need to process the rule relationship condition because the disabled login event

was received after the successful login event. During this evaluation window, no incident is triggered because
the only user who logged in successfully is Dan, and his account was not disabled by the administrator.
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Successful AccountActivity On a Disabled Account (Contd)

« Fast forward to 13:30, when more events have been received
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disabled. .Q
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08:00
Matching Group By for SubPattern: AcctDisabled Matching Group By for SubPattern: SuccessLogin E

Now, fast forward to 13:30, when more events have been received. Users Wendy and Bryan had logged in

successfully since the last evaluation.

The rule compares Chris’ disabled user account and the successful login event for Dan. No incident is
triggered because the target user from the AcctDisabled event is not the same as the user from the

SuccessLogin event.
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The rule compares the disabled user account for Chris and the successful login event for Wendy. No incident
is triggered because the target user from the AcctDisabled event is not the same as the user from the

SuccessLogin event.
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The rule compares the disabled user account for Chris and the successful login event for Bryan. No incident is
triggered because the target user from the AcctDisabled event is not same as the user from the SuccessLogin

event.
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The rule compares the disabled user account for Bryan and the successful login event for Dan. No incident is
triggered because the AcctDisabled event occurred earlier than the SuccessLogin event.
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The rule compares the disabled account for Bryan and the successful login event for Wendy. No incident is
triggered because the target user from the AcctDisabled event is not the same as the user from the

SuccessLogin event.
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Finally, the rule compares the disabled user account for Bryan and the successful login event for Bryan. An
incident is triggered because Bryan logged in after his account was disabled. It is the same device that
reported Bryan’s disabled account event and his successful login event.
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* Now you can set the incident ' RESOURCE > Rules

attributes
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You can select the incident attributes from either subpattern or both. Each matching event returns the same
attributes on the Incident tab for each subpattern. Therefore, some fields may be empty. You can customize
the incident title by inserting attributes from the Insert Attributes drop-down list.
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Review
v" |dentify multiple subpattern rules
v Understand a subpattern in a multipattern rule
v Define conditions for a multipattern rule
v Define actions for a multipattern rule
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By mastering the objectives covered in this lesson, you learned about multiple subpattern rules, and about the
procedure to construct a multiple subpattern rule.
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In this lesson, you will learn about baselines on FortiSIEM and analyze the back-end profile report that is
responsible for tracking baseline data.
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Objectives

* Understand baselining
Identify the location of baseline data

Distinguish between a profile report and a standard report
Understand a profile report in detail

Analyze a failed logon profile

* Understand MIN, MAX, AVG, and STD DEV calculations
Understand the hourly bucket for weekdays and weekends
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in baselines, you will be able to understand the mathematics involved in
calculating statistical values for various data from various devices and event types.
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F::RTINET

Training Institute

(&1

In this section, you will learn about the baseline process and examine a few use case examples.
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Defining System Thresholds and Performance

* How do | know my infrastructure is behaving normally?
« FortiSIEM has many rules that track specific thresholds and utilization values, such as
disk space, CPU and memory utilization, failed logins, and more

« These values are either fixed, such as five or more failed logins, system defaults such as
95% CPU utilization, or user-defined override values specifying different thresholds per
CMDB device or object

* Changing these static hard-coded thresholds requires manual tuning of the system and
can be a tedious process

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 4
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FortiSIEM has many rules that track specific thresholds and utilization values, such as disk space, CPU and

memory utilization, failed logins, and more. These values are either fixed, such as five or more failed logins,

system defaults, such as 95% CPU utilization, or user-defined override values specifying different thresholds
per CMDB device or object. Changing these static hard-coded thresholds requires manual tuning of the

system and can be a tedious process.

Advanced Analytics 6.7 Study Guide 268



Baselines

DO NOT REPRINT

N L
Baselining

* When FortiSIEM is configured and running, it receives and collects events from which it
can learn over time what is considered normal activity and thresholds, by modeling the
data and creating baselines

+ This requires an initial collection of baseline data (learning phase), which then serves as
a basis for comparison with the subsequently acquired data

* If the system understands the past performance of a user, device, or traffic profile, then
by constantly monitoring in real-time the present behavior, alerts can be generated when
these values deviate from the norm, so you can identify what is not normal

« FortiSIEM will constantly learn from past behavior and these baselines will constantly
evolve
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When FortiSIEM is configured and running, it receives and collects events from which it can learn over time
what is considered normal activity and thresholds, by modeling the data and creating baselines.

This requires an initial collection of baseline data, which is the learning phase. This baseline data serves as a
basis for comparison with the subsequently acquired data. If the system understands the past performance of
a user, device, or traffic profile, then by constantly monitoring in real-time the present behavior, alerts can be
generated when these values deviate from the norm, so you can identify what is not normal.

FortiSIEM will constantly learn from past behavior and these baselines will constantly evolve.
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Deviations From the Norm—Increase

* A sudden increase in CPU utilization may be outside the norm

Out of Profile
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This is an example of a baseline profile for sudden increases in CPU utilization that may be outside the
normal behavior. In this case, the CPU utilization spikes above the baseline value, which is considered an
abnormal behavior by the baseline profile.
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Deviations From the Norm—Decrease

* A sudden decrease could also indicate an issue
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A sudden decrease could also indicate an issue. The baseline profile also tracks for data that is below the
baseline average value.
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Baseline Use Cases

S

Is a brute force attack underway? Increase in failed user logins

Is the traffic profile for a particular user different  Is this an insider threat?
today than normal?

Unusual spikes in user latency? Server outages or issues?

Detecting an increasein a rare event from a Detecting possible device or component failure
device?

Has the incoming event rate from a device Device configuration issue or outage?
suddenly increased?

Increase in firewall connections or server Virus or worm outbreak?

processes launched

F::RTINET
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These are few of the scenarios that would be applicable for a baseline profile.

If there is a brute force attack, then most likely there is increased failed user logins. If the traffic profile for a
particular user is different on a specific day compared to what it usually is, then it is considered an insider
threat. If there is an unusual spike in user latency then most likely it could be a server outage.

If FortiSIEM detects an increase in a rare event from a device, then it is mostly likely a device or a component
failure. If the incoming event rate from a device suddenly increases, then it could indicate a configuration
issue on the device. If there is an increase in firewall connections or server processes are launched, then it
could indicate a virus or worm outbreak.
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FortiSIEM Profile Database

« Two small dedicated SQLite databases are used for the baseline data

+ Profile database and daily database _
Supervisor (

| ProfileDB
= | Ny Sy
m TN
1| Daily DB
FortiSIEM N

+ Located on the disk 1 (OS disk) of the supervisor node
* /opt/phoenix/cache/profile.db
» /opt/phoenix/cache/daily.db

+ Stores running trends of learned baseline data calculated for many parameters, such as
traffic and device resource usage profiles, running averages, and standard deviation

values

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved g
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FortiSIEM uses two small dedicated SQLite databases used for the baseline data—profile database and daily
database. These databases are located on disk 1 of the supervisor node. The databases will store running
trends of learned baseline data calculated for many parameters, such as traffic and device resource usage

profiles, running averages, and standard deviation values.
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Establishing Baselines

* FortiSIEM recognizes that device and user resource usage is time dependent

« This means that usage is different during weekdays and weekends
+ Internal websites will be accessed more during a weekday than on weekends
» Hosts should produce fewer DNS requests during the weekend

« Usage is different depending upon the hour of the day:
» Business hours (forexample 8 a.m.to5 p.m.or2a.m.to 5 p.m.)
« Expect more failed logins when users first log in in the morning

* Therefore, distinct baselines are created hourly for weekdays and weekends

F:-=HT|nET © Fortinet Inc. All Rights Reserved 10
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FortiSIEM recognizes that device and user resource usage is time dependent. This means that usage is
different during weekdays and weekends. For example, internal websites will be accessed more frequently
during a weekday than during weekends, and hosts should produce fewer DNS requests during the weekend.
Also, the usage is different depending upon the hour of the day. During business hours there will naturally be
more traffic. You can expect more failed logins when the users first log in in the morning on business days. To
take various scenarios into consideration, FortiSIEM builds distinct baselines for hours of the weekdays and

weekends.
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* Hourly buckets are used to store data for the specific baselines

« Each baseline report has a set of keys that represents the baselined metrics and a
collection of resultant values

+ The supervisor and any worker nodes operate in parallel to analyze the previous hour’s
data for each baseline, with the supervisor summarizing the results and storing the data

in the SQLite database

At 2 p.m. analyze the last hour of data => ' Hour of day for 1 p.m.

(1pmto 1:59:59 p.m.)

* This process is done for each hour of the day as new baselines values are learned

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 11
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FortiSIEM uses hourly buckets to store data for specific baseline profiles. Each baseline report has a set of
keys that represents the baselined metrics and a collection of resultant values. The supervisor and any worker
nodes operate in parallel to analyze the previous hour’s data for each baseline, with the supervisor
summarizing the results and storing the data in the SQLite database.

The term used is hour of day for the hour that is being analyzed. When FortiSIEM collects data between 1
p-m. to 1:59:59 p.m., that data will be analyzed at 2 p.m. and that will be for the 1 p.m. hour of day. This
process is done for each hour of the day as new baselines values are learned.
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Hourly Baseline Buckets

+ Baselines are recorded for each hour of the day during a weekday and weekend, with a
total of 48 buckets

Weekday : Hourly Buckets (Monday to Friday)

Hour of Day 1 2 3 4 5 6 7 8 9 10 11
Each weekday hourly bucketis
' ' ' ' ' ' ' ' ' ' . ' recycled the next day:
That is, Tuesday 1 p.m.replaces
A AAAAAAAA A A

12 13 14 15 16 17 18 19 20 21 22 23 Monday 1 p.m., and so on

Weekend : Hourly Buckets (Saturday and Sunday)

owtey: 4 2 3 4 Each weekend hourly bucket is

' ' ' ' ' ' ' ' ' ' ' ' recycled the next weekend:

That is, Saturday 1 p.m. is replaced

' ' ' ' ' ' ' ' ' ' ' ' Sunday 1 p.m., then next Saturday 1

12 13 14 15 16 17 18 19 20 21 22 23 p-m.
F=-=HTInET © Fortinet Inc. All Rights Reserved. 12
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Baselines are recorded for each hour of the day during a weekday and weekend, with a total of 48 buckets.
Each weekday hourly bucket is recycled the next day, which means Tuesday 1 p.m. replaces the 1 p.m. value
from Monday. Similarly, each weekend hourly bucket is recycled the next weekend, which means Saturday 1

p.m. is replaced by Sunday 1 p.m. and so on.
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Baselines

Out-of-the-Box Baseline Reports
'RESOURCE > Reports > Baseline

Resources > Reports > Baseline

3 = © Fortinet Inc. All Rights Reserved.
Training Institute "

New | Edit | Delete FRun | More~ | Q  Search.. S | OGlobal~ | W < 11 27
2 0 o8 Hame Description Scope Report Design Template
This report baselines traffic destined to a server. The data is reported Global System Reports Root
Destination Traffic Profil Systel
ol BLLA UL 4 by network flow (Netflow, S5flow) and firewall logs. bl Template
R R
Device CPU, Memory Usage Profile  This report provides baselines cpu, memory usage profile System ?el’o"b:a::stem R
Device Disk 1/0 Profile This report provides baselines disk 1/0 usage for servers, VMs and ESX System ::::::llafzsmm PO ook
DNS Request Profile This report basehlnes DNS lrequests on a per client basis: the number of System Global System Reports Root
requests and distinct destinations it attempted to resolve. Template
DNS Traffic Profile This report ba.selmes DNS traffic characteristics on a per client basis: System Global System Reports Root
sent and receive bytes and packets. Template
Global System R ts Root
Failed User Logon Profile This report baselines failed user logons at a host System ODAT System Feporss Koo
Template
R
Firewall Connection Count Profile This report provides baseline of permitted firewall connection count System $:$nbr::f:stem eports Root
Firewall Denied Aggregate Traffic This profile captures the amount of denied traffic and the distinct ports ver— Global System Reports Root
Profile on a per firewall basis. t4 Template

When you navigate to baseline reports, you can view the out-of-the-box baseline reports. You can create your

own baseline report from here.

Do not confuse this with the baseline profile, which can be created only in the back-end.
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Baseline Report Sample—outbound Firewall Permitted TCP/UDP Port Usage
« Current baseline data can be returned and filtered for each hour of the day, by running a baseline
report
Qiton » |1 X [1] ONS Reqg 1 Profike = @ L i F v ® [3] Qutbound Firewall Permitted TCP .. [+]
e .( 1 Type &- - Q Run
Report - O Firewall TCPIUDP Port Usage Profile
o< 1119 s > M
Destination TCPUDP

Profile Date Type Hour 1 Day IP Protocol Port Avg Distinet Source 1P Avy Distinct Dest 1P Avg Total Flows Avg Total Bytesta Sed Dev Total Flows Sud Dev Total Bytestd
F:=RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 14

Current baseline data can be returned and filtered for each hour of the day, by running a baseline report. This
data is queried from the profile database for each hour.
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Baseline Data in Rules

* Once the baseline is learned, values for each hour are then loaded into the rules engine

to watch for anomalies

— Supervisor
: = Read from profile

. ) database

FortiSIEM

Sudden
increase in ‘ |
failed logons to .
a host

ZI Anomaly

Cout Failedd Logens

Basoline Hour

-

PXRKXX

F

Failed Logon attempts Rogue user

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 15

The baseline data can be used by the rule engine to evaluate aggregate conditions in a rule. The rule engine
loads the baseline values for each hour from the profile database into the memory and then computes the
aggregate condition against the current data. If the result points to an anomaly from the baseline values, then

the rule can trigger an incident.
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» Reports
b Metworks

B Watch Lists

» Protocols

Event Types

Malware Domains

Malware IPs

Malware URLs

Malware Processes

Country Groups

Malware Hash

Default Password

-

Anonymity Network

User Agents

8.

Baseline Anomaly Rules

+ Corresponding baseline-related rules are also provided out-of-the-box
« The rule names start with the term Sudden

Resources » Rules

Active

3]

&

Edit Clone [+

tame

13 Sidden Change tn DNS Datn Tranafer

(s) Sudden Decrease in Reported Events
From A Host

(5) Sudden Increase In DNS Requests
From A Specific Host

(s) Sudden Increase In Firewall
Connections

(s) Sudden Increase In Firewall Denied
Inbound Traffic To A Specific TCP/UDP
port

(s) Sudden Increase In Firewall Denied
Qutbound Traffic To A Specific TCP/UDP

Impart

suckben Export

Destription

minute period, eith

deviations away i)
corresponding directio

Detects that a reporting device is suddenly reporting less events. The current
average over the one hour time window is less than 3 times the standard
deviation and also 50% less than the statistical mean

Detects sudden increase in DNS requests from a specific source IP - over a 15
minute period, a particular source IP is doing excessive DNS requests. Excessive
DNS requests is defined as at least 100 requests and current count is 3 standard
deviations away from mean for the current hour. Excessive Destination names is
defined as 50 distinct name resolutions and current count is more than 3 standard
deviations away from the mean for the current hour

Detects sudden increase in permitted firewall connections. Over a 30 minute
window, the current firewall connections is more than 3 standard deviations away
from the mean.

Detects anomalous denied inbound traffic profile on a specific TCP/UDP port

over a 30 minute window, both the total number of denies and the number of
unique source IP addresses are at least 3 standard deviations away from the mean
for the current hour

Detects anomalous denied outbound traffic profile on a specific TCP/UDP port
over a 30 minute window, both the total number of denies or the number of

umigue destination IP addresses are at least 3 standard deviations away from the

Seope

System

System

System

System

System

System

Test
Sratuy

Training Institute

© Fortinet Inc. All Rights Reserved.

There are several out-of-the-box rules that refer to baseline data to compute aggregate conditions and
generate incidents. The rule names start with the term Sudden.
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In this section, you will learn the theory behind baselines on FortiSIEM.
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+ Baselines are created, populated, and then viewed by the following process:

. A baseline profile report is defined to collect relevant
O = | PalOLO 8l — 1 data such as the number of failed logons on an
hourly basis. (that is, the data you want to baseline)

< " Daily «——1 This data is written to the daily database on an
= soic B hourly basis

) Profile «—J At midnight this data is then is processed and
= Lo e . written to the profile database, and the daily
database is emptied

: When baseline reports are run from the GUI,
O EI B:::::‘f — this data is read from the profile database and not
= from the event database like other reports

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 18

A profile report is defined to collect relevant data, such as the number of failed logons on an hourly basis. This
is the data you want to baseline. This data is written to the daily database on an hourly basis.

At midnight, this data is processed and written to the profile database, and the daily database is emptied.

When baseline reports are run from the GUI, FortiSIEM uses the data from the profile database and not from
the event database like other reports.
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+ Just like a normal report template, a baseline profile report contains the search filter,
aggregations, and ordering conditions to generate the results that the baseline will learn

« However, itis only the XML definition of the report; the profile report can only be
configured only from the back-end

* Many profiles are preconfigured out-of-the-box and it is possible to create your own

* The syntax for the profile report is slightly different from a standard report template,
because it contains references to a profile ID and profile event type

F::RTINET

e - © Fortinet Inc. All Rights Reserved 18
Training Institute

Just like a normal report template, a baseline profile report contains the search filter, aggregations, and
ordering conditions to generate the results that the baseline will learn. The profile report is the XML definition
of the report, because the profile report can be configured only from the back-end. Many profiles are
preconfigured out-of-the-box and it is possible to create your own. The syntax for the profile report is slightly
different from a standard report template, because it contains the reference to a profile ID and profile event

type.
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Explanation of Baseline Profile Definition

* /opt/phoenix/data-definition/profile/ProfileReports.xml

<Include all="true"/>
<Exclude/>
CustomerScope>
escription=This profil
electClause numEntries
<AttrList>
reptDevName , reptDevIpAddr, COUNT(*) , COUNT (DISTINC Addr)
</AttrList>
</SelectClause>
<0rderByClause>
<AttrList>
COUNT(*) DESC
=</AttrList=
</0rderByClause=>
<ReportInterval><Window unit="Hourly" val="1"/></Reportlnterval>
<PatternClause window="3680">
<SubPattern displayName="Filter 1" name="Filter 1">
kSingleEvtConstr> eventType IN (Group@PH_SYS EVENT HostLogonFailure) </SingleEvtConstr> |
ECToupBy ATt r>reptDevNane, reptDevIpAGar=/CroupByATI o]

</SUDPatLern=
</PatternClause>
</DataRequest>

© Fortinet Inc. All Rights Reserved. 20

F::RTINET
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The profile reports are defined in the ProfileReports.xml file in the FortiSIEM back-end. This slide shows
an example of the failed logon profile, which has an unique identifier—122. The profile event type defines the
way the data from this profile will be referenced in the baseline reports and rules. The profile also defines the
number of rows to store in the SQLite database for this profile. You must assign a name to the profile, which
does not appear in the GUI. It is defined for the purpose of identifying the profile. You must also define the
events that will be evaluated by this profile, and define how the results will be grouped.
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Explanation of Baseline Profile Definition

<DataRequest id="122" type="Report" profileET="PH PROF_ET 122 LOGON_FAIL" numRows="10000">
<Name>Failed Logon profile</Name>
<CustomerScope groupByEachCustomer="true">
<Include all="true"/>
<Exclude/>
</CustomerScope>

<SelectClause numEntries="All">

<Pescription>This profile captures failed logons at the various servers and network devices.</Description>

<AttrlList>
reptDevName, reptDevIpAddr,COUNT(*),COUNT(DISTINCT user),COUNT(DISTINCT srcIpAddr)
</AttrlList> St

</SelectClause=

<UrderByClause>
<AttrList>
COUNT (*) DESC
</AttrList>
</0rderByClause=
<ReportInterval><Window unit="Hourly" wal="1"/></ReportInterval>
=PatternClause window="3600">
<SubPattern displayMame="Filter 1" name= Filter 1 >
<5ingleEvitConstr> eventType IN (Group@PH_SYS EVENT HostLogonFailure)
<GroupByAttr>reptDevName, reptDevIpAddr</GroupByAttr>
</SubPattern>
</PatternClause>
</DataRequest>

</5i

Fh:HTInET © Fortinet Inc. All Rights Reserved.
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21

For the baseline profile to perform aggregation, you must first group the results, which are defined along with

the aggregate function.

In the example shown on this slide, the results will be grouped by reporting device name and reporting device
IP address. After the results are grouped into those two columns, three more columns will be added for the
count functions, which are the aggregate function. After that, the results will be arranged in descending order

according to the count column value.

The window specifies how often the baseline profile will collect data points and over what time period. In this
example, the data will be collected every hour for 24 hours. This means that the baseline profile will consider
all failed logon events for an hour and perform the necessary calculations and then store that result in the

daily database bucket.
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Profile Event Type and Number of Rows

* The profile event types are mappings « Typically the size of the profile database
between the SQLite databases and the is less than 64 MB
statistically calculated baseline results S The U or ol Fows cetorninge how

+ PH_PROF event types contain reference much data to keep and baseline for each
to a particular SQLite profile ID, which profile

relates to a profile table within SQLite * In the enterprise edition, the data always

* There is one unique profile ID and profile belongs to the same customer

event type per baseline * |n the multi-tenant edition, the row value

is split among customers

* For example, MSSP with 10 customers
and 5000 rows

+ Each customer will get 500 rows

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 22
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The profile event types are mappings between the SQLite databases and the statistically calculated baseline
results. PH_PROF event types contain a reference to a particular SQLite profile ID, which relates to a profile
table within SQLite. There is one unique profile ID and profile event type per baseline.

The number of rows determines how much data to keep and baseline for each profile. Typically, the size of
the profile database is less than 64 MB, but could be as high as 500 MB in the multi-tenant edition. In the
enterprise edition, the data always belongs to the same customer. In the multi-tenant edition, this value is split
among customers. For example, if an MSSP has 10 customers and 5000 rows, then each customer will get
500 rows.
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——
* The SQLite databases on the supervisor node are in the following location:
+ /opt/phoenix/cache/daily.db
* /opt/phoenix/cache/profile.db
« Each profile has its own table in each database
sqlite> .tables
profile_104 profile_109 profile_114 profile_119 profile_125
profile_185 profile_110 profile_115 profile_120 profile_126
profile_106 profile_111 profile_116 profile_121 profile_127
profile_107 profile_112 profile_117 profile_122 profile_128
profile_108 profile_113 profile_118 profile_123 profile_129
* The number in the PH_PROF event type relates to a specific profile table
+ PH PROF ET 122 LOGON FAIL relates to profile 122
ﬁ:l:jl:;'ll-r!lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 23

The SQLite databases on the supervisor node are located in the cache directory. The specific directory paths
are shown on this slide.

Each profile has its own table in each database. The number in the PH_PROF event type relates to a specific
profile table. In the case of the failed logon profile it is profile 122.
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Explanation of a Baseline Report Definition

Resources > Roparts > Baseling <?xml version="1.8" encoding="UTF-8"?><Reports><Report baseline="true" rsSync="">

o | tsn | oee e | mee | {<N@Me>Failed User Logon Profile</Name>
<Description=This report baselines failed user logons at a host</Description=>
Sy Scheduled  Wame <CustomerScope groupByEachCustomer="false">

<Include all="true" />

Clone
Schedue
roveset, Impon | <Exclude/>

"'“‘“‘“' </Customerscopes>
<PatternClause window="3600">
<SubPattern id="1158936" name="Filter_Router_11">
<SingleEvtConstr>eventType = "PH_PROF_ET_122_LOGON_FAIL"</SingleEvtConstr>
</SubPattern>
</PatternClause>
<SelectClause>
<ATLrList>
profDateType,hourOfDay, reptDevName,reptDevIpAddr,avgMatchedEvents,avgDistinctUser,avgDistinctSrcIpAddr
</Attriist>

</SelectClause>

<0rderByClause>|

<AttrList>profDateType ASC, hourOfDay ASC,avgMatchedEvents DESC</AttrList>
</0OrderByClause>

<userRoles=>

<roles custId="8">1170808</roles>
</userRoles><SyncOrgs/><ReportInterval>
<Low>1578406929</Low>
<High=15784108528</High>
<[/ReportInterval></Report></Reports>

Z:ATINET

L = © Fortinet Inc. All Rights Resenved. 24
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This slide shows the XML definition of a baseline report. This should not be confused with a baseline profile.
You can select and export a baseline report in XML format. All the attributes that you see in the XML file can
be defined through the GUI.
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In this section, you will learn about the failed logon profile in depth.
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Reviewing Profile Report 122—Failed User Logon Profile

i<?xml version="1.8" encoding="UTF-8"?><Reports><Report baseline="true" rsSync="">
<Name>Falled User Logon Profile«</Name>

<Description>This report baselines failed user logons at a host</Description>
<CustomerScope groupByEachCustomer="false">

<Include all="true"/>

<Exclude/>

</CustomerScope>

<PatternClause window="3600">

<5ubPattern 1d="1158936" name="Filter_Router_11">
<SingleEvtConstr>eventType = "PH_PROF_ET_122_LOGON_FAIL"</SingleEvtConstr>
</SubPattern>
</PatternClause>
<SelectClause>
<ATTrList>
profDateType,hour0fDay, reptDevName,reptDevIpAddr,avgMatchedEvents,avgDistinctUser,avgDistinctSrcIpAddr
</Attriist>

</SelectClause>

<0rderByClause4

<Attriist>profDateType ASC, hourOfDay ASC,avgMatchedEvents DESC</AttrlLists>
</OrderByClause>

<userRoles>

<roles custId="0">1178800</roles>
<fuserRoles><SyncOrgs/><Reportinterval>
<Low>1578406929</Low>
<High>15784108528</High>
</ReportInterval></Report></Reports>

Z:ATINET

s : ©Fortinet Inc. All Rights Reserved. 26
Training Institute SO i e

This is the XML definition of the failed user logon profile report that you have seen on previous slides. You will
analyze the report output and correlate that data with SQLite database attributes. The report will display seven
columns and order them in ascending order based on profile date type and hour of day. It will also order them

in descending order based on average matched events.

Advanced Analytics 6.7 Study Guide 290

Fortinet Vouchers & Dumps are Available on Brave-Dumps.com




Baselines

DO NOT REPRINT

CODRTINET
TN TIINL- 1

L
Out-of-the-Box Baseline Report—Failed User Logon Profile

+ A special Anomaly Detection Baseline flag is checked to distinguish this report from
regular reports

« The PH_PROF event type determines which profile will be read in the SQLite database;
in this case it is the failed logon profile with ID 122

Failed User Logon Profile - Edit Details

]
Failed User Logon Profile - Edit Details

2 _ Step 2: Define Condition »  Step 3: Define Display Column|

S

Step 1: General > | Step 25 Defins Coni

N3 Step 3: Define Display Column

Report Mame:  Failed Lher Logon Profile
Paren Altribute Dperatar Value Paren

Anomaly Detection Baseline:id I+ Event Type = ’ PH_PROF_ET_122_LOGON_F: q

Description:  This report baselines failed user logons at a host

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 27
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When you edit the report, you will notice that a special flag called Anomaly Detection Baseline is set to
distinguish this report from regular reports. The PH_PROF event type determines which profile will be read in
the SQLite database—in this case it is the failed logon profile with ID 122.
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Out-of-the-Box Profile Report—Failed User Logon Profile

* The display columns of a baseline report returns the selected SQLite database columns

Step 1: General »  Step 2: Define Condition » _
Attribute Order Display As Row Move
> Profile Date Type ASC j [+ I 4]
Hour Of Day ASC :| [+ I ©
- Reporting Device " [+ I e ©
Reporting IP " [+ I e ©
: Avg Matched Events DESC j o © o ©
Avg Distinct User j o @ e ©
Ay Distinct Source IP j o © [+ I+
FE:EHTInET © Fortinet Inc. All Rights Reserved. 28
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The display column of the baseline report returns the selected SQLite database columns from profile 122.
Profile date type, hour of day, reporting device, and reporting IP are the group by attributes. Average matched
events, average distinct user, and average distinct source IP are the aggregate functions.
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Failed Logon Profile Results in Analytics
'RESOURCES > Reports > Baseline

Baseline Report - Failed User Logon Profile

K < 11 T *» M

Avg Matched Fivg CRStnGl Source
Profile Date Type  Hour Of Day Reporting Device  Reporting IF Events Avg Distinct User 1P

11 Win_gent 10.0.3.10

10.0.3.10

1 (Work Day 15 Win_Agent 10.0.3.10
10.0

10.03.1

1 (Work Dy 23 Win_Agent

+ Contains the group by Fields: Profile Date Type, Hour Of Day, Reporting Device,
and Reporting IP

* The aggregated fields are Avg Matched Events, Avg Distinct User, and Avg
Distinct Source IP

* Avg Matched Events is the ordered by attribute

F::RTINET
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When you run the baseline report, FortiSIEM will query the profile database and display the results, which
contains the group by fields column and the aggregate fields column.
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SQLite Aggregate Fields
SQLite Profile Table Field
MIN(COUNT(Matched Events)) minMatchedEvents
MAX(COUNT(Matched Events)) maxMatchedEvents
AVG(COUNT(Matched Events)) avgMatchedEvents
StdDev(COUNT(Matched Events)) sdevMatchedEvents
SQLite Profile Table Field
MIN(AVG(CPU Util)) minCpuUtil
MAX(AVG(CPU Util)) maxCpuUtil
AVG(AVG(CPU Util)) avgCpuUtil
StdDev(AVG(CPU Util)) sdevCpuUtil
Aggregate Condition SQLite Profile Table Field
MIN(SUM(SentBytes) minSentBytes
MAX(SUM(SentBytes) maxSentBytes
AVG(SUM(SentBytes) avgSentBytes
StdDev(SUM(SentBytes) sdevSentBytes
F::=RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 30
This slide compares various aggregate conditions and their equivalent terms in the SQLite profile table.
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Calculating MIN, MAX, AVG, and STD DEV
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In this section, you will learn about calculating MIN, MAX, AVG, and STD DEV.
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* FortiSIEM creates and then constantly updates the learned baseline with time series
data

« The average, or arithmetic mean, refers to the sum of the numbers in a set, divided by
how many numbers are being averaged

* The variance is defined as the average of the squared differences from the mean

* The standard deviation (o) is simply the square root of the variance
* A measure of the variation of a set of data values from its mean

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 32
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FortiSIEM creates and then constantly updates the learned baseline with time series data.

The average, or arithmetic mean, refers to the sum of the numbers in a set divided by how many numbers are
being averaged. The variance is defined as the average of the squared differences from the mean.

The standard deviation (o) is the square root of the variance, which is basically a measure of the variation of a
set of data values from its mean.
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CPU Utilization Example
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* Consider a single host being monitored for CPU utilization

F::RTINET
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Consider the example shown on this slide, where a single host is being monitored for CPU utilization. Every 3
minutes the CPU utilization metrics are collected. To simplify the demonstration, assume that only a single
sample is collected every 3 minutes.
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CPU Utilization Example (Contd)
50 |
Cc
P 40
U
u 30 :
;
L 20
3

+ Calculate the mean over the time period
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First, the mean value will be calculated over an evaluation window. Over an evaluation window, many
samples are collected. FortiSIEM uses an hour for evaluating samples, but a 30-minute window will be used
for demonstrating the calculations.

298

e on Brave-Dumps.com

Advanced Analytics 6.7 Study Guide

Fortinet Vouchers & Dumps are Availab




DO NOT REPRINT

Baselines

CODTINIET
O\ TN L
Calculating the Mean
50
C
p 40
u
u 30° : Mean 323
15 :
I :
L 20 :
10 : 1 H |
4 v v v H
ol £ e ¢ . .
0 % 6 9 12 15 18 21 24 27 30 Time
) Minutes
SUM of polling sample values
MEAN =
30+35+25+38+34+37+34+35+30+25 323
— = = .3
MEAN 10 10 32
F::=RTINET . . "
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The mean is the sum of polling sample values divided by the number of values. In the example shown on this
slide, there are ten samples with distinct CPU utilization values. When you add the values from each of these
samples and divide by the number of samples, then you will get the mean value of 32.3.
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Calculating the Variance
C
P 40 +5.7 +4.7
U
U Mean 32.3
3
|
L
30 35 25 38 34 37 34 35 30 25
10 A H H H A H i
4 p 4 4 v y y
0 3 6 9 12 15 18 21 24 27 30 Tme
Minutes
VARIANCE = The average of the squared differences _ SUM of the square of each difference
from the mean B Kin of valting
(-2.3)2 + (2.7)2 + (-7.3)2 + (5.7)2 + (1.7)2 + (4.7)2 + (1.7)2 + (2.7)2 + (-2.3)2 +(-7.3)2
VARIANCE | = 10 =| 19.21
Fi:RTINET . : ‘
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Variance is the average of the the squared differences from the mean. In order to calculate variance, you
need to first calculate the variation of each sample from the mean value. If the CPU utilization is higher than
the mean value, then it will be a positive difference. If the CPU utilization is below the mean value, then it will
be a negative difference. You square all the difference values and add them. The sum is divided by the
number of samples, which in this case is 10. The final result is the variance value.
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Calculating the Standard Deviation

50
c
P 40 +5.7 +4.7
U 2.7 4 27
U 30 shsnnnan - s y ] B " : ---u---g:-ua- Mean 323
T -~ ; A=
-1.3
120
30 35 25 38 34 37 34 35 30 25
10 A A A A H A A A x A
W M L L L L W W M L
P p 4 P B B B p P P
— £ ; £ 5 £ & 5 £ § £
0 3 6 9 12 15 18 21 24 27 30 Tme

Minutes

- Standard deviation (0) = \MVariance =\/19.21 = 4.38,
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Standard deviation is the square root of the variance value.
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Determining Values Within One Standard Deviation
10 =4.38
50
c
P 40 ==
u | ibevstiin
v 30°
i
120
30
10 :
0 3 6 9 12 15 18 21 24 27 30 [Time

* 1st deviation (+) = mean + standard deviation = 32.3 + 4.38 = 36.68
* 1st deviation (-) = mean — standard deviation = 32.3 - 4.38 =27.92
F:=RTINET
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Once you determine the standard deviation, you can determine the positive and negative deviation from the
mean value. To determine the first positive deviation, you need to add the deviation value to the mean value.
To determine the first negative deviation, you need to subtract the deviation from the mean value. You will
notice that four samples are outside the first deviation.
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Determining Values Within N Deviations
10 =4.38
o0 -1— 20 =8.76
T e el
u sl e . 36.68
g 30 ssssessasa: Mean 32.3
T . seee. 27.92
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Minutes
* Values with 2, 3, and so on—deviations can be easily determined
F::RTINET : :
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You can determine the second and third deviation by multiplying the standard deviation by two and three
respectively, and then calculating the positive and negative deviation from the mean by adding or subtracting

that value from the mean.
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Applying the Logic Back to FortiSIEM

+ Since FortiSIEM uses hourly buckets, values are recorded for each profile every hour
(AVG, MIN, MAX, Standard Deviation)

« Hence, the 24 buckets for a weekday, and 24 for weekend; one per hour

+ Since there is only one data point, the results are real values

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 40
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Since FortiSIEM uses hourly buckets, values are recorded for each profile every hour. In the backend,
FortiSIEM calculates the minimum, maximum, average, and standard deviation for attributes that are related
to each profile and stores those in buckets every hour. Hence, there are 24 buckets for a weekday, and 24
buckets for weekends; one per hour. Since there is only one data point, the results are real values.
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Day One—Real Values Are Stored Hourly in the Daily Database
60
Average 38 el s &
CPU Utll 30 eI @ 252 @171
Single Host 20 ® w10
0| © 1%} G
- * Hour of Day
! 0 9 10 11 12 13 14 15 16
--'i Daily DB
mmwwm numpoints
1.1.1.1 ServerA 32.31 32.31 32.31 1
10 111 ServerA 3252 3252 32.52 0 1
11 1.1.1.1 ServerA 4510 45.10 45.10 0 1
12 1.1.1.1 ServerA 4361 43.61 4361 0 1
13 1.1.1.1 ServerA 33.71 33.71 33.71 0 1
14 1114 ServerA 28.10 28.10 28.10 0 1
15 1.1.1.1 ServerA 42.01 42.01 42.01 0 1
F::=RTINET
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This is an example of the CPU utilization that is reported by a server on the first day. Every value that is
reported for every hour of the day is considered a real value. Hence the minimum, maximum, and average will
be the same value since there is no comparison with any other values against the daily database.

The standard deviation will be zero since there is no secondary data to compare the deviation for every hour.
The numPoints column will update each hour of day with 1 since there is only one value in the database for
that hour.
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Midnight—First Day

+ Daily database values are populated into the profile database, and the daily database is
emptied to make ready for the next day’s values

Daily database

Profile database

+ Since there is only one data point, there is no processing required

Values in daily database = Values in profile database
FZ:RTINET
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At midnight on the first day, the daily database values are populated into the profile database, and the daily
database is purged to make ready for the next day’s values. After the first day, the values in the profile
database will be the same as the values in the daily database. There is no processing of data since there is
only one data point for each hour.

Advanced Analytics 6.7 Study Guide 306



Baselines

DO NOT REPRINT
FORHNET —
Average Value vs. Real Average Value

+ After the first values are collected, FortiSIEM uses a statistical weighted average for all
future points, since FortiSIEM does not store all previous values

A weighted average is an average that has a multiplying factor

+ It is calculated by using an alpha weight, where a percentage of the old average value is
added to a percentage of the new real average

Weighted average = % of the Old AVG + % of the new AVG

The standard deviation and variance are also calculated using the weighted values

This is a proprietary algorithm and the values cannot be changed

F::RTINET

Training Institute
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You might think that the average is just the real average value, but that’s not true. FortiSIEM uses a statistical
weighted average for all future points, since FortiSIEM does not store all previous values. A weighted average
is an average that has a multiplying factor. It is calculated by using an alpha weight, where a percentage of
the old average value is added to a percentage of the new real average value. The standard deviation and

variance are also calculated using the weighted values. This is a proprietary algorithm and the values cannot
be changed.
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Day Two—Real Value Stored Hourly in Daily Database
60 @ Previous Hour value
50 4510 15.96 ® :::‘:::T:m
Average 40 33.50 31.06 waz :uls‘ - .42‘?‘
CPU Util 30 8 332.52 :;:;f @ 3107 il
Single Host ® =10
20
0| @ @9 9 © ©
* Hour of Day
| 0 9 10 11 12 13 14 15 16
- 5 Daily DB
mm CumPois
1.1.1.1 ServerA 33.50 33.50 33.50 1
10 1.1.1.1 ServerA 37.06 37.06 37.06 0 1
11 1.1.1.1 ServerA 40.12 40.12 40.12 0 1
12 1.1.1.1 ServerA 45.96 45.96 45.96 0 1
13 1.1.1.1 ServerA 36.32 35.32 35.32 0 1
14 1111 ServerA 31.07 31.07 31.07 0 1
15 1.1.1.1 ServerA 37.48 37.48 37.48 0 1
F::=RTINET

On the second day, the daily database is again populated with real data values. On this slide, the data values
for the previous day are shown for reference only.

Since the daily database has been emptied at midnight, it does not have the data values for the previous day.
It will populate the minimum, maximum, average, and standard deviation as if it is receiving this data for the
first time. So the minimum, maximum, and average will be the same value with standard deviation as 0. The
numPoints column will be updated again with 1.
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Midnight—Next Day Onwards

» For values already existing in the profile database, FortiSIEM now has work to do to
calculate the weighted average and standard deviation

L
Update min/max values for hour k\,& A

> \~_
S

Calculate new weighted average

s .
and standard deviation values

Daily database Profile database

* As before, the daily DB is purged to make ready for the next day’s values

* This occurs every night from numPoint 2 onwards, constantly learning and creating the
new moving baseline

F::RTINET

e - © Fortinet Inc. All Rights Reserved
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At midnight on the second day, FortiSIEM will need to perform some calculations before storing those values
in the profile database. It will update the minimum and maximum values for every hour of the day by
comparing the values stored in the profile database for day one and those values that are currently in the daily
database of the second day. It will also calculate the new weighted average and standard deviation values.
After performing those calculations, it will store those values in the profile database and update the numPoints
field in the profile database to 2. This means that the data stored is based on two data points for every hour. In

this way FortiSIEM is constantly learning and creating new baselines in the profile database. The daily
database will be emptied for the third day.
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N =
Mldnlght—Day Two and Be_yond (Process Hour 9)
ourOrDay | HostlP | Hosthame | MInGPUUN ||| MaxGPUUN - StaDevGpu Ut | numPoints |
o 9 1.1.1.1 ServerA | 3350 33.50 : 0 1
f';_’}\ = 10 1.1.1.1 ServerA  ~==3T06 =7  37.06 e O 0 1
o F\f__/ 11 1.1.1.1 ServerA 40.12 40.12 40.12 0 1
e T 1.1.1.1 ServerA 45,96 45.96 45.96 0 1
L ] ’____.‘
: y : 1 @ 45.90 @ 4595
: ® n For Reforonee 40 : : e ® 1042 .
L] i e
* | Average : i ! NEW @) 33.50
= | CPUUtIl 30 R SRR @ 57
: Slngle : : oLn @ 3231 Wcig;;cé? AVG
| Host o0 | & |
: @ New Hour Value s \‘l ! I —
; ol A 9 110 11 12
- —— Floaden bt s WS s i ettt ot tiond L
3 9 11.11 SeverA || 3231 ITY 3231 0 1
= k ; T eSS s - - /]
o h—/
el —
Fh:HTInET © Fortinet Inc. All Rights Resenved. 46
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Now, you will analyze the calculation that is performed in the back-end by FortiSIEM for hour 9 at midnight.

The daily database contains the new CPU utilization data for day two, which is 33.50. The profile database
has the data for the same hour from the previous day, which is 32.31. The weighted average between day one
and day two is 32.67. FortiSIEM compares the minimum and maximum value between the daily database and
the profile database. It concludes that the minimum value does not need to be changed and it will keep that
value as 32.31. The profile database which contains the previous values for hour 9, will be updated with the

new learned baseline.
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Midnight—Day Two and Beyond (Process Hour 9) (Contd)
mmwm | numPoints _
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o, 1.1.1.1 ServerA 33.50 33.50 33.50 1
- }\_, 10 1.1.1.1 ServerA 37.06 37.06 37.06 0 1
o th 1 1.1.1.1 ServerA 40.12 40.12 40.12 0 1
R 12 1.1.1.1 ServerA 45,96 45,96 45,96 0 1
L] [rg———
: ; :" ‘| @ 45.90 @ 4598

Previous Hour Value 1 & 438
E ® chown For Refcﬂ:nce40 : : Som & 40,42
» | Average ! i NEW @) 3350 ____ el O
: CPU Ut" 30 : .;;:‘: | w®3as : 12.67 1 Standard
! ! I : o @ 323 Deviation Jeinhted AVG
- Single : I 10-3212 Ez.s.fwb
" | Host 20 i :
= Ry by 1 I O =055
(] @ New Hour Value ki | H Hour of
; ol A 9 110 11 12 Day

Hour OfDay HostIP HostName  MinCPUUtI  AVGCPUUtI MaxCPUUtI  Std DevCPU Util
g o 9 1111 ServerA 32.31 32.67 33.50 0.55 9
> k
o h—
9 — NEW BASELINE FOR HOUR 9

—— L >

[ | I | I

ERTINET

47

The maximum CPU utilization value for hour 9 needs to be updated in the profile database. It will update the
maximum value in the profile database for hour 9 to 33.50. It will also update the average CPU utilization
value for that hour to 32.67. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
0.55. That will be the new baseline for hour 9.

Advanced Analytics 6.7 Study Guide

311



Baselines

DO NOT REPRINT

HORHNET —
Midnight—Day Two and Beyond (Process Hour 10)

HourOfDay HostIP Host Name Min CPU Util AVG CPU Util Max CPU Util Std Dev CPU Util

2
1

o, 1.1.1.1 ServerA | mw=33.60-= = SrTiaEsTE 0 .
::’ \ 1.1.1.1 Severd | 37.08 37.06 | 0 1
ol 1111 ServerA = ==ZO2m=- , .ty S 0 1
w 1y i e ServerA 45.96 45.96 45,96 0 1
L] '____'\
: ¥ : ] @ 45190 @ 4598
§ | @ e Feracicnmec 1 | gqun O
: Shownorfet 40 1 e : # NEW (@ 37.06
: Average 33.50 ! . :
= | CPU Ut 30 : : o @ .88
. ] ) .
= | Single : - = Weigited AVG
" | Host 20 1 !
: @ New Hour Value [y : i >
; ol 7 ¢ L 10 311 12
-
-
o
=
)
(=)
w

9 1.1.1.1 ServerA e 0.55
k_/ 10 1198 ServerA | 32.52 0

NS ——— VAN ————

\..[’,'__
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FortiSIEM will perform similar calculation for hour 10. The daily database contains the new CPU utilization
data for day two, which is 37.06. The profile database has the data for the same hour from the previous day,
which is 32.52. The weighted average between day one and day two is 33.88. FortiSIEM compares the
minimum and maximum value between the daily database and the profile database. It concludes that the
minimum value does not need to be changed and it will keep that value as 32.52.
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Mldnlght—Day Two and Beyond (Process Hour 10) (Contd)
mmmm | numPoints _

o 1.1.1.1 ServerA 33.50 33.50 33.50 1
8 | |
S }_\_‘;-;-_-_ - 10 1.1.1.1 ServerA 37.06 37.06 37.06 0 1
- F\f_/ 1 1111 ServerA 40.12 40.12 40.12 0 1
W 12 1.1.1.1 ServerA 45.96 45.96 45.96 0 1
. =y
[ 4 i I e50 @ 4595
[ o tined T
- Sromferiete 40 : 7 :  fa NEW (@ 37.06 +1 0= 15. 96
. Average ) i T
= | CPUUtIl 30 b @ nss 1 Sanda

A 1 viation i o
: Slngle : I . . v Wcu_'!?;.{;(; AVG
« | Host 20 | : TS e
: ® New Hour Value IR 1 : Hour of ——— O =208
; 0 9 .10 11 12 pay

Hour OfDay HostIP HostName  MinCPUUtI  AVGCPUUtI MaxCPUUtI  Std DevCPU Util
g A= 9 1.1.1.1 ServerA 32.31 3267 33.50 0.55 2
;;" K_,' 10 1.1.1.1 ServerA 32.52 33.88 37.06 2.08 2
L —
F::=RTINET
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The maximum CPU utilization value for hour 10 needs to be updated in the profile database. It will update the
maximum value in the profile database for hour 10 to 33.88. It will also update the average CPU utilization
value for that hour to 37.06. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
2.08. That will be the new baseline for hour 10.
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o, 1.1.1.1 ServerA 3350 3350 33.50 1
[+¥]
: . Tt ServerA === 3706 ==y = e G0 o e o, 0 1

; ]
ob 1111 ServerA Il 4012 40.12 i 0 1

e P T e |
W 1111 ServerA 5% : 1536 0 .
L ] ’———-—-\
= ; : @410 | @598
. * ;;:Ivu:?o.:onuerf:-:::e & 10.12 EL i
. 40 : OLD @ 45.10
* | Average : I
* | CPUUtIl 30 | - ® 61
. - ) .
- Single : - R wca_c!r;ﬁ AVG
" | Host 20 | :
: @ New Hour Value ﬁ W, 1 I —
; 0 9 10 Q11 312
Hour OfDay HostIP Host Name ' i AVGCPUUtl MaxCPUUtlI  StdDevCPU Util

3 9 1.1.1.41 ServerA 32.31 3267 3350 0.55 2
;;" k_/ 10 1.1.1.1 ServerA Sis 208 2
ob—— 1 1111 ServerA | 0 1
m e
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FortiSIEM will perform similar calculations for hour 11. The daily database contains the new CPU utilization
data for day two, which is 40.12. The profile database has the data for the same hour from the previous day,
which is 45.10. The weighted average between day one and day two is 43.61. FortiSIEM compares the
minimum and maximum value between the daily database and the profile database. It concludes that the
maximum value does not need to be changed and it will keep that value as 45.10.
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Mldnlght—Day Two and Beyond (Process Hour 11) (Contd)
R e e e e T T T

o. 1.1.1.1 ServerA 33.50 3350 33.50 1
% }\ _-_-; 10 1.1.1.1 ServerA 37.06 37.06 37.06 0 1

o F\}_/ 1 1.1.1.1 ServerA 40.12 40.12 40.12 0 1

® == 12 1111 ServerA 4596 45.96 45.96 0 1

] pry—y——

: ; " @45.10 \| ® 4596

| mamacbnen A I ona -

. A 40 : OLD @ 45.10 e

. verage

> g : e 1 Standard

: CPU Util 30 i @ 1251 Deviation

X : _ )

: Slngle : — . o 1_;-;1 ., Wc:f!:g{g(i AVG
L] - . o

: Host 20 : o -

" @ New Hour Value [y ! Hour of ——" =228
; 0 I 12 Day

Hour OfDay HostIP HostName  MinCPUUtI  AVGCPUUtI MaxCPUUtI  Std DevCPU Util
3 A—_ 9 1.1.1.1 ServerA 32.31 3267 3350 0.55 2
;;" R'_,'_ 10 1.1.1.1 ServerA 32.52 33.88 37.06 2.08 2
ohb— 1 1.1.1.1 ServerA 40.12 43.61 45.10 228 2
m - I —
=RTINET ) .
Tralnlng Institute © Fortinet Inc. All Rights Reserved. a1

The minimum CPU utilization value for hour 11 needs to be updated in the profile database. It will update the
minimum value in the profile database for hour 11 to 40.12. It will also update the average CPU utilization
value for that hour to 43.61. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
2.28. That will be the new baseline for hour 11.
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Mldnlght—Day Two and Beyond (Process Hour 12)
mmm | numPoints |

(w ] 1.1.1.1 ServerA 33.50 33.50 33.50 1
‘% 1.1.1.1 ServerA 37.06 37.06 37.06 0 1
(™ 2 14 ServerA '.--..-..40.42--.-.\ = .—..-40—12-..--\' 0 1
= 1114 seveA | 4596 MIN/ MAX [EPET- T 0 1
. el g —— ?
™ 4 @ 4510 45.9 (]
. ° Previous Hour Value 4381 |
: ShownForRefmnce40 H : oLD .45.%
* | Average : I oun
= | CPUUtIl 30 i : NEW (@43.61
: i H 1 Weighted AVG
. Single : 1 44.32
" | Host 20 i :
: ® MNew Hour Val [y : IH I —

ew Hour Value ; I ourof
; gli © ® 10 11 \_12___ipay

HourOfDay HostIP HostName  MinCPUUtIi  AVGCPUUtI MaxCPUUtI  StdDevCPU Util
A= 8 1.1.1.1 ServerA 32.31 3267 3350 0.55 2
R_/ 10 1.1.1.1 ServerA 32.52 33.88 37.06 2.08 2
N BT 1111 ServerA |___4012 __ 126 TR— 228 2
[ 12 1111 ServerA | 4361 UPDATE 4361 1 0 1
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FortiSIEM will perform similar calculations for hour 12. The daily database contains the new CPU utilization
data for day two, which is 43.61. The profile database has the data for the same hour from the previous day,
which is 45.96. The weighted average between day one and day two is 44.32. FortiSIEM compares the
minimum and maximum value between the daily database and the profile database. It concludes that the
minimum value does not need to be changed and it will keep that value as 43.61.
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o, 1.1.1.1 ServerA 33.50 3350 33.50 1
8 | |
S }_\_‘;-;_-_ < 10 1.1.1.1 ServerA 37.06 37.06 37.06 0 1
o F\f-_m 11 1111 ServerA 40.12 40.12 40.12 0 1
e 12 1114 ServerA 45.96 45.96 45.96 0 1
. o
™ 4 @ 4510 45.9 (]
™ ° Previous Hour Value 4381 |
™ Shown Far R:fcﬂ:nce40 : i .45.% +1 Oo=4540
: | Average I i @432 1 Standard
] Deviati
= | CPUUtIl 30 | : Qus JETVTIN
: Single : : A0-4.24 Wcif!:j:i(é AVG
" | Host 20 i :
™ ks 1 I & g =108
™ @ New Hour Value Y 1 |HOI.lr of
; 0 10 11 \_12___ipay
Hour OfDay HostIP HostName  MinCPUUtI  AVGCPUUtI MaxCPUUtI  Std DevCPU Util
g —~— 9 T4 ServerA 32.31 3267 33.50 0.55 2
;;" R'_J 10 1.1.1.1 ServerA 32.52 33.88 37.06 2.08 2
o =] 1 1111 ServerA 4012 4361 4510 228 2
@ £ 19 ServerA 4361 44.32 45.96 1.08 2
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The maximum CPU utilization value for hour 12 needs to be updated in the profile database. It will update the
maximum value in the profile database for hour 12 to 45.96. It will also update the average CPU utilization
value for that hour to 44.32. The numPoints column will be updated to 2 because the calculation is based on
two data points. It will then calculate the standard deviation between those two data points and update that to
1.08. That will be the new baseline for hour 12.
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Constantly Learning Profiles
+ Distinguished by profile date type

Monday
..................... :
i Tuesday ; essessnsnrnnnnaaa,
i ey : Saturday :
Wednesday Weekday Weekend " ........... S unday
i Thursday i HourOfDay HourOfDay
o Buckets Buckets
! Frida :
Wil I ' Profile Database l

+ Tuesday overwrites Monday's values, and so on
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FortiSIEM is constantly learning new baselines every day. For weekdays, the data from Tuesday overwrites
the data from Monday, and so on. For weekends, the data from Sunday overwrites the data from Saturday.
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Baseline Report Sample—Device CPU Profile
+ The baseline reports return moving data per hour of day
F:=RTINET . . .
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You can view the baseline data from the profile database for individual profiles by running the baseline profile
report. You can view the current baseline of minimum, maximum, average, and standard deviation values for
individual profiles.
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Steps for Creating Your Own Baselines

* Identify an unused profile ID
+ Define your new profile event type on the FortiSIEM GUI

+ Create your profile report on the FortiSIEM back-end and insert it into the
ProfileReports.xml file

« The profile report is always looking at aggregated data, and must contain an order by
definition

* Restart phReportWorker and phReportMaster
+ Define any new attributes that are used for MIN, MAX, AVG, STD DEV in SQLite

* Create your baseline report to view the data

F::RTINET
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To create your own baseline profile, you have to identify an unused profile ID that you can use. Define your
new profile event type on the FortiSIEM GUI, and then create your profile report on the FortiSIEM back end
and insert it into the ProfileReports.xml file.

The profile report is always looking at aggregated data and must contain an order by definition.

Finally, restart phReportWorker and phReportMaster, and define any new attributes that are used for
min, max, average, and standard deviation in SQLite.
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Review

Understand baselining

Identify the location of baseline data

Distinguish between a profile report and a standard report
Understand a profile report in detail

Analyze a failed logon profile

Understand MIN, MAX, AVG, and STD DEV calculations
Understand the hourly bucket for weekdays and weekends

X e iR i«
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By mastering the objectives covered in this lesson, you learned how to understand baselines on FortiSIEM
and analyze the back-end profile report that is responsible for tracking baseline data.
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Last Modified: 7 August 2023

In this lesson, you will learn about baseline rules and how they can evaluate aggregate functions by querying
data from the baseline profile.
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Objectives
« Understand baseline data
* Understand Z-score

* Review out-of-the-box baseline rules

F::RTINET

Training Institute

* Analyze sudden increase in failed logons to a host

* Apply Z-score to aggregate expressions

© Fortinet Inc. All Rights Reserved

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding baseline data and Z-score, you will be able to analyze out-of-

the-box baseline rules, and create your own baseline rules with statistical expressions.
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Baseline Rules

(&1
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In this section, you will learn about baseline data and the type of data that is fetched from the profile database

by the rule engine.
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Rules Engine

i |'
I“u *i Profile Database
i\ 1

g N
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Baseline Data and Rules

+ After baseline data is populated, it can then be referenced by rules

The rules engine can query the statistical average

and/or standard deviation values for the profile date
type (weekday or weekend), and current hour of the
day from the profile database and load into memory

+ Current rule aggregations (COUNT, SUM, AVG, and so on), can then be compared
against the statistical baseline values to determine whether an anomaly has occurred

© Fortinet Inc. All Rights Reserved.

Once baseline data is populated in the profile database, the rule engine can query the statistical average or
standard deviation values from any profile in the database. The rule engine can query the current hour of the
day from a weekday or from a weekend and load that value into memory. After it loads, the statistical value
into memory, the engine compares that value against the current rule aggregations, such as count, sum,

average, and so on. Based on that comparison, the rule may or may not trigger an incident.

The value, once cached, stays in the memory for that hour. If the rule needs to process more events during

that hour, then it will use the value that is already cached. If, for some reason, the cached value is lost, then it
retrieves them from the SQLite database and caches them for future use during the hour.
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Tracklng a Sudden Increase in CPU Utilization

FortiSIEM Profile database :
e Every Hour :
m Load profile date type '
STAT_AVG
I STAT_STDDEV
Monitors

Hourly statistical data

v
| E— g B Anomaly

‘ Sesieecn S . "\ Trigger incident:

L o ¥ —. = -
Il 2 " » &\ sudden increase in
= CPU usage
L | 9
Server s o 1 = 1 o
Baseline Hour
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This slide shows an example of a sudden increase in CPU utilization on a server.

The rule engine will query the profile database every hour for the statistical average and standard deviation
values for that hour. The values from the profile database are cached by the rule engine. FortiSIEM then
keeps monitoring the server, and periodically compares the actual CPU utilization against the statistical
average and statistical standard deviation value that was cached in the memory from the profile database. If
the calculations return a value that indicates an anomaly, then an incident is triggered.
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Out-of-the-Box System Resource Baseline Rules

Rule _____________|ProfilelD | Description

Sudden Increase In System 109 Detects suddenincrease in CPU usage. The current average over

CPU Usage a 30-minute interval is more than 3 standard deviations away from
the mean and the current average is at least 50 percent.

Sudden Increase in System 109 Detects a suddenincrease in system memory usage. Over a 30-

Memory Usage minute interval. Either the physical or virtual memory is 25% more

than the statistical average over that same time period and the
current physical memory usage is at least 50%.

Sudden Increase in Ping 127 Detects a sudden 100% increase of Ping Response Times over a
Response Times 30-minute time window.
Sudden Increase in Disk /O 121 Detects anomaly in disk I/O usage for servers, VMs, and ESX

hosts. Over a 30-minute interval. Either the read or write volume is
more than 3 standard deviations away from the mean over that
same time period and the read/write volume is at least 1 Mbps.

Sudden Increase in Server 117 Detects that a server is suddenly running 25% more processes
Process Count than the average.
F::RTINET
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This slide shows a few examples of the out-of-the-box system resource baseline rules.

The Sudden Increase in System CPU Usage rule queries profile ID 109. It detects the increase in CPU
usage by calculating the current average over a 30-minute interval. The rule triggers when this value is more
than 3 standard deviations away from the mean and the current average is at least 50 percent.

The Sudden Increase in System Memory Usage rule queries profile ID 109. It detects the increase in
system memory usage over a 30-minute interval. This rule triggers when either the physical or virtual memory
usage is 25% more than the statistical average over that same time period and the current physical memory
usage is at least 50%.

The Sudden Increase in Ping Response Times rule queries profile ID 127. It triggers on a 100% increase of
ping response times over a 30-minute period.

The Sudden Increase in Disk I/O rule queries profile ID 121. It detects anomalies in disk 1/0O usage for
servers, VMs, and ESXi hosts over a 30-minute interval. The rule triggers when the read or write volume is
more than 3 standard deviations away from the mean over that same time period and the read/write volume is
at least 1 Mbps.

The Sudden Increase in Server Process Count rule queries profile ID 117. It detects a sudden increase in
running processes by 25% or more than the average on a server.
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Detect DNS Data EXxfiltration Using Baseline Rules
« The DNS baseline profile is used to track the volume of DNS requests from a host
FortiGate
s D Anomaly
|- — s . /?
¥
DNS Tunnel Excessive FortiSIEM e
server DS Requeets l DNS Profile
z @ & Suddenincrease in DNS
ey requests from a specific host
DNS tunnel client incident
F::RTINET _ _ :
Training Institute © Fortinet Inc. All Rights Reserved. [
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The DNS profile can track the volume of DNS requests from a host. Excess DNS requests from a host could
indicate malware running on an end host that could be tunneling data on port 53 to an attacker. In such
situations, the end user is compromised and is unaware of the attack because DNS traffic looks legitimate on
the firewall and is usually not blocked. However, suspicious behavior of this type can be detected by
FortiSIEM by comparing the statistical DNS traffic from the end user and the current DNS traffic. If there is an
anomaly, then an incident will be triggered.
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Out-of-the-Box System DNS Related Baseline Rules

Sudden Increase in DNS Reqguests From a Detects sudden increase in DNS requests

Specific Host from a specific source IP. Over a 15-minute
period. A particular source |IP is either doing
excessive DNS requests or resolving
excessive distinct names. Excessive DNS
requests is defined as at least 100 requests
and current countis 3 standard deviations
away from mean for the current hour.
Excessive Destination names is defined as 50
distinct name resolutions and current count is
more than 3 standard deviations away from
the mean for the current hour.

Sudden Change in DNS Data Transfer Pattern 113 Detects sudden change in DNS data transfer
From a Specific Host pattern from a specific IP. Over a 15-minute
period. Either the sent or received bytes is
more than 3 standard deviations away from
the mean and more than 1 MB of traffic is
exchanged in the corresponding direction.
F:=RTINET
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There are two baseline rules that are built into the system for detecting DNS anomaly traffic.

The Sudden Increase in DNS Requests From a Specific Host rule is detected over a 15-minute period. This
rule will trigger if a particular source IP is either generating excessive DNS requests or resolving excessive
distinct names. Excessive DNS requests is defined as at least 100 requests and the current count is 3
standard deviations away from mean for the current hour. Excessive destination names is defined as 50
distinct name resolutions and the current count is more than 3 standard deviations away from the mean for
the current hour. This rule queries the profile ID 113.

The Sudden Change in DNS Data Transfer Pattern From a Specific Host rule is detected over a 15-minute
time period. This rule will trigger when either the sent or received bytes is more than 3 standard deviations
away from the mean and more than 1 MB of traffic is exchanged in the corresponding direction. This rule
queries the profile ID 113.
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Profile Report vs. Rule Definition

« Baseline rules generally mimic the profile report definitions

a8 Display Field
Aggregations COUNT, AVG,
and so on

Reference the same events and group by
conditions

Rule Statistical AVG > X
gl Aggregations Standard Deviation > Y

+ Except the display field aggregations are now replaced by rule function aggregations to
determine when the rule should trigger

Fh:HTInET © Fortinet Inc. All Rights Reserved.

orunet vouchers & LDumps a

Training Institute

Baseline rules generally mimic the profile report definition. The subpattern filter and group by definitions for
the baseline rule and the profile report are the same. The baseline rule has its own definition of aggregation
function where it compares the current value of an attribute against the statistical value from the profile
database. However, the aggregation in the profile report is related to the display fields.
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Profile Database Tables

» The rules engine is using the weighted AVG and SDEV values specifically from each
profile table when the statistical rule functions are referenced

sglite> select * from profile_ 122;
custId|profDateType|hourOfDay | reptDevName | reptDevIpAddr|minMatchedEv
ents|maxMatchedEvents |avgMatchedEvents | sdevMatchedEvents |minDistinct
User|maxDistinctUser |avgDistinctUser|sdevDistinctUser |minDistinctSrc
IpAddr |maxDistinctSrcIpAddr|avgDistinctSrcIpAddr|sdevDistinctSrcIpAd
dr |numPoints

* Min and max values are not used by the rules engine

F::RTINET
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The rules engine is using the weighted average and standard deviation values, specifically from each profile
table when the statistical rule functions are referenced. The min and max values are not used by the rules

engine.
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Statistical Functions—STAT_AVG and STAT_STDDEV

« The format of the statistical average and standard deviation rule functions is the name
followed by the aggregation, attribute, and profile ID arguments:

Rule Function

STAT_AVG() Statistical average
STAT_STDDEV() Statistical deviation

= Statistical average:
STAT_AVG(Aggregation(Attribute):<Profile 1D>)
= Standard Deviation:

STAT_STDDEV(Aggregation(Attribute):<Profile ID>)

F::RTINET
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The format of the statistical average and standard deviation rule functions is the name followed by the
aggregation, attribute, and profile ID arguments.
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STAT_AVG(AVG(CPU Util):109)
~RESOURCES > Ropors > Baselne

B Host Hame Hest IP AVG{CPU Uil AVG{Memory Util)

3  WINZK8 192,168.0.40 8% 41%

+ Four columns will appear in the profile database for this aggregated value:
* minCpuUtil | maxCpuUtil | | sdevCpuUtil

* The statistical average is simply the moving average value for the AVG(CPU Util) from
profile 109 in the profile database

N

STAT_AVG(AVG(CPU Util): 108) Evaluates the statistical average value ofthe Avg CPU Util Baseline value
stored in Profile 109.

sqlite> select * from profile 109 limit 1;
custId|profDateType|hourOfDay|hostName |hostIpAddr |[minCpuUtil |[maxCpuUtil |avgC
puUtil | sdevCpuUtil |minMemUtil |maxMemUtil |avgMemUtil |sdevMemUtil |minVirtMemUt
il ImaxVirtMemUtil |avgVirtMemUtil | sdevVirtMemUtil |numPoints

h:HTInET © Fortinet Inc. All Rights Reserved. 12
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Now analyze the statistical average CPU utilization. Average CPU utilization is a very common performance
attribute when you are monitoring any system in your organization. In the profile database, there will be four
columns for this aggregated value, as shown on this slide. The statistical average is simply the moving
average value of the average CPU utilization column from profile 109 in the profile DB.
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Baseline Report - Firewall Denied Aggregate Traffic Profile
LI 4 e 24 2
Avg Distinct TCPIUDP
Profile Date Type Hour Of Day Reporung Device Reparting 1P Avg Maiched Events Porfs Avg Distnct Source 1P Avg Distnct Dest 1P

1 {Wark Day) a FaT 10.0.3.254 '} 2 | i

FGTI 10.0.3.254 863

vork Day) 2 FEld 10.0.3.254 19.07

* Four columns will appear in the profile database for this aggregated value:
+ minMatchedEvents |maxMatchedEvents|avgMatchedEvents ||sdevMatchedEvents

+ The statistical average is the moving average value of the AVG(Matched Events) from
profile 108 in the profile database

STAT_AVG(AVG(Matched Events):108) Evaluates the statistical average value of the Avg Matched Events
Baseline value stored in Profile 108.

aqlite> select * from profile 108 limit 1;
custlId|profDateType |hourOfDay| reptDevName | reptDevIpAddr IminMatchedEvents |maxMatchedEven
ts|avgMatchedEvents |sdevMatchedEvents |

ZERTINET

i = © Fortinet Inc. All Rights Reserved. 13
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This slide shows an analysis of the statistical average of matched events for the firewall denied aggregate
traffic profile. In the profile database, there will be four columns for this aggregated value as shown on this
slide. The statistical average is the moving average value of the average matched events column from profile
108 in the profile database.
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STAT STDDEV(SUM(Sent Bytes):113)

STAT_STDDEV(SUM(Sent Bytes):113) Evaluates the statistical standard deviation value of the SUM
of sent bytes baseline value stored in profile 113

* Loads into memory the sdevSentBytes value in profile 113, from the profile database

* Four columns in the profile database
* minSentBytes | maxSentBytes | avgSentBytes | sdevSentBytes

sqlite> select * from profile_113 limit 1;

custId|profDateType|hour0OfDay |srcIpAddr|minMatchedEvents |maxMatchedEvents|avgMatche
dEvents|sdevMatchedEvents|minDistinctDestName |maxDistinctDestName|avgDistinctDestNa
me | sdevDistinctDestName |minSentBytes |maxSentBytes|avgSentBytes|sdevSentBytes|minSen
tPkts [maxSentPkts [avgSentPkts | sdevSentPkts |minRecvBytes|maxRecvBytes |avgRecvBytes|s
devRecvBytes|minRecvPkts |maxRecvPkts|avgRecvPkts |sdevRecvPkts|minTotBytes|maxTotByt
es|avgTotBytes |sdevTotBytes |minTotPkts |maxTotPkts|avgTotPkts|sdevTotPkts |numPoints

F::RTINET
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This slide shows an example of the statistical standard deviation of the sum of sent bytes for the baseline
profile 113. The sent bytes will also have four columns in the profile database as shown on this slide. If a
baseline rule needs to evaluate an aggregate function and requires the standard deviation value for an
attribute, then that value will be loaded into the memory. This is the case for any baseline values stored in any
profile.
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More Than the Statistical Average

* One commonly used aggregate expression in the out-of-the-box baseline rules is to
determine whether the current actual aggregation (AVG, COUNT, SUM, and so on) is X
times more than the statistical average

Attribute Operator Value
AVG(Memory Util) >= s 1.25°STAT_AVG(AVG(Memory Util):109)

* Where X for example could be 25, 50, 75, or 100% more

50% more  1.50*STAT_AVG(AVG(Memory Util):109)
75% more  1.75*STAT_AVG(AVG(Memory Util):109)
100% more  2*STAT_AVG(AVG(Memory Util):109)

F::RTINET
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One commonly used aggregate expression in the out-of-the-box baseline rules is to determine whether the
current actual aggregation, such as the average, count, or sum, is X times more than the statistical average.
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Num Points Relevance in Rules

* FortiSIEM needs to learn behavior over time, to prevent premature triggering of a rule
before a baseline is set and becomes active

« The rules engine will therefore fetch only values from the profile database that have a
numPoints value equal to two or more

* This value is defined in the phoenix config.txt file, and it can be changed:
[BEGIN phRuleMaster]

min_stat points=2 #minimum number of profiled data points before
triggering incidents

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved 16

The numpoints column value in the profile database plays an important role when rules evaluate any attribute.
The importance of the numpoint is to prevent premature triggering of a rule before a baseline is set and
becomes active. The rules engine will therefore fetch only values from the profile database that have a
numpoints value equal to two or more. This value is defined in the phoenix config.txt file, and it can be
changed by the administrator.
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Rule Walk-Through
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In this section, you will learn in detail about an out-of-the-box rule—Sudden Increase in Failed Logons To A
Host. This is a baseline rule that requires baseline data to evaluate the aggregate function.
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m

Filter Condition Event Type EventTypes: Dev Logon Failure
Group By Reporting IP

Reporting Device
Display Fields Reporting IP

Reporting Device

COUNT(")

COUNT(DISTINCT user)
COUNT(DISTINCT srclpAddr)

* Profile database

sglite> select * from profile_122; (shortened to relevant fields)
custId|profDateType|hourOfDay | reptDevName | reptDevIpAddr|avgMatchedEvents |
sdevMatchedEvents |avgDistinctUser |sdevDistinctUser |avgDistinctSrcIpAddr |
sdevDistinctSrcIpAddr

F::RTINET
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The profile report for 122 is defined in the back-end XML file. The table summarizes the filter, group by
attributes, and display fields attributes that are defined in the back-end XML file.
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Baseline Report—Failed User Logon Profile
Faliad Uses Logan Prokle:- Sa1Daiaks Falied User Logon Profile - Edit Details
PR S ceon SN DA e Eae Step 1: General > | |5tep 3: Define Display Column
*| Falled User Logon Profile - Edit Details
Step 1: General > Step 2: Define Condition )I
Attribute Order Display As Row Mow
Profile Date Type il | eje LA
our OF Day ASC (- -] o o
Raporing D o e -]
Reporsng IP o e e o
a DESC L= -] e ©
[+ -] e o
[ L | (- -] e o
F::RTINET - ; 18
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The display column of the baseline report returns the selected SQLite database columns from profile 122.
Profile Date Type, Hour of Day, Reporting Device, and Reporting IP are the group by attributes. Avg
Matched Events, Avg Distinct User, and Avg Distinct Source IP are the aggregate functions.
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Rule—Sudden Increase in Failed Logons To A Host
_ Sudden Increase in Failed Logons To A Host - Edit Detalls

m Step ; Deline Condition > Step 3: Define Action

Step 1: General > | Sing 2 Deline Condition 3 Ston 3; Define Action

Edit SubPattern & =

Name:  Logon

-F-Ih-u Paren Antribute Operator Value Paren Next Row
e ° Event Type IN - [} i

EvertTypes: Dov Logon Faikite AND + O | ©

Aggregate:  Paren Attribute Operator Value Paren Next Row
- - -] COUNT({ Matchod Events | > s 10 [ I - AND | OO

o e COUNT{ Maiched Events ) »s »| 150°STAT AVG{COUNT(Mached © @& AND | ©
Group By Attribute Row Move
Reporiing Device o o +* |+
Reporting 1P ol e 2+ +
F:=RTINET . .
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The baseline rule that is built into the system to monitor a sudden increase in failed logons to a host monitors
for a sudden 50% increase of failed logons to a specific host over a 30-minute period.

The subpattern logon for the rule is monitoring for event types that belongs to the Dev Logon Failure group.
The events of logon failure types are grouped by Reporting Device and Reporting IP.

If the matched events count is greater than or equal to 10, and the matched events count is greater than or
equal to 1.5 times the statistical average of profile 122, then an incident will be triggered.
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Sudden Increase in Failed Logons to a Host

30 Minute Evaluation Window

-~ Serverh

EVENTS

~ ServerB

@6 ﬁ@ﬁ ﬁﬁ@@ﬁﬁ

4_,\/3 Event Receive
. ¢, Time

o
150000
153000

* Rules engine loads the current hours statistical average values into memory, for hour 15
where numPoints >=2

+ Joining at 15:30 as the rules engine evaluates looking for a match

Reporting IP | Reporting Device | COUNT | STAT_AVG | >50% STAT_AVG m

Ag“’“ o :| 10.0.0.1 ServerA 10 & Profie >=15?2 €
=i g 10002 ServerB 8 O & g >=1272 € 9
« Neither server matches the count, and the count is not 50% more than the statistical
average
F::=RTINET
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Take a look at the baseline for a sudden increase in failed logons to a host.

At the start of hour 15, the rule engine will load the statistical average value for the matched events count for
profile 122 from the profile DB. It will load only the statistical average value if the numPoints for that hour is

greater than or equal to 2. In the example shown on this slide, it will load 10 for ServerA and 8 for ServerB
from the profile database into the memory.

The rule engine wakes up at 15:30 and evaluates the failed logon events for the past 30 minutes. Neither
server matches the count and the count is not 50% more than the statistical average.
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Sudden Increase in Falled Logons To A Host

30 Minute Evaluation Window

~ Saerverh

EVENTS

»66 ﬁ@ﬁ

ﬁ @@.ﬁ

: ServerB

i
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g
g
3

* When the rule evaluates at 15:40 ServerA matches the rule, with a COUNT of 16

Reporting IP | Reporting Device | COUNT | STAT_AVG | > 50% STAT_ AVG | Match |

e = B 10001 ServerA 16 & fﬁ’é‘* 10 >= 157
B 10002 ServerB 5 @ 8 >=12 2 9 ()

* Which is also more than 1.5 times the statistical average (1.5*10 = 15)

F::RTINET
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The rule engine again evaluates the events for a 30-minute period at 15:40. This time it does not need to load
the statistical average values from the profile database to memory because they are already cached.

This time ServerA matches the rule, with an event count of 16 which is greater than 10 as defined in the rule,

and it is also greater than 1.5 times the statistical average value that was loaded into the memory from profile
122.
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Generate Incident Attributes

« For the incident Action, the incident attributes are set:

Generate Incident for: Sudden Increase in Failed Logons To A Hast

Incident Attributes:  Event Attribute = Subpattern Filter Attribute
Host Name = Logon *i Reporting Device I
Host IP =  Logon j Reporting IP :J ]
Count = Logon - COUNT(Matched Events) :i 1+]
Awvg Matched Events = Logon j STAT_AVG(COUNT({Matc

A

Aggregate: Paren Attribute Operator Value
o @ COUNT( Matched Events ) = j' 10
[T COUNT( Matched Events ) e j 1.50"STAT_AVG({COUNT(Matched
F:=RTINET
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When a baseline rule triggers, sometimes you will need to review the rule definition to identify why it triggered.
In the example shown on this slide, only the aggregate condition appears as the filter attribute, but not the full
expression.
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Verifying Why the Rule Has Triggered
* The incident details returns the number of matching events and the statistical average
for the current hour for the host IP or host name
'RESOURCE > Rules.
Ll Security Incidents All: 6 High: 2 Low: 0
é‘:‘t’:::fy » Last Oceurred Incident Reporting Source Target Detail
BN .20 2025, 092550 P Windows: Fat. HOST-10.0.3:10 100.64,2.253  Win-Agent.aviation.lab
WG war 20, 2023, 09:11:00 W Sudden User . uper - Trapred smpo Coune: 1
B e 0, 2023, 09:41:00 PN Sudden User..  IOST-10.0.4.130 FT_viaton it B o
s . User: admin lfff“f 1 —
DI Mar 20, 2023, 09:11:00 PM  Sudden Incre..  HOST-10.0.1.130 FGT_Awiation Awg Matched Evants:
Generate Incident for: Sudden Increase in Failed Logons To A Host "
incident Attributes:  Event Attribute Subpattern Filter Attribute Row
Host Name = Logon '! Heportng Device 'I [+] -]
Host IP = Logon '_| Reporting 1P v: [+ I
Count = Logon *| counT(Matched Events) +| © | © | fae
Avg Matched Events = Logon v__| STAT_,NG[COUNT(Mmmofj o e
ﬁ:sj:;'ll-:lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 24

The incident details returns the number of matching events and the statistical average for the current hour for
the host IP or host name that was cached from the profile database. However, the Detail column does not
display the actual results of the aggregation expression because it is defined in the rule.
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Z-score

25
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In this section, you will learn about the Z-score and which rules use the Z-score to evaluate the aggregate

function.
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Statistics Z-score

« In statistics the standard score, or Z-score, is the number of standard deviations a given

data point/value Y is away from the mean
 To calculate the Z-score, subtract the mean from each data point and divide the result by
the standard deviation

x - ” ‘Ll Is the mean of the sample
Z — O s the standard deviation of the sample
+ A positive Z-score indicates that the data point is above average
* A negative Z-score indicates that the data point is below average

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 26

Training Institute

In statistics, the standard score or Z-score is the number of standard deviations a given data point or value is
away from the mean. To calculate the Z-score, subtract the mean from each data point and divide the result

by the standard deviation.

A positive Z-score indicates the data point is above average and a negative Z-score indicates the data point is
below average.
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Standard Deviations Away From the Mean

« Data that is two standard deviations below the mean will have a Z-score of -2
» Data that is two standard deviations above the mean will have a Z-score of +2.

* As a general rule of thumb, Z-scores beyond +2 or -2 are unusual, while Z-scores
beyond +3 or -3 can be considered highly unusual

===

-3 -2 -1

Ordinary Values m
[ [ | | |

| | I
+1 +2 +3

N © =t

Fh:HTInET © Fortinet Inc. All Rights Reserved. 27
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Data that is two standard deviations below the mean will have a Z-score of -2. Data that is two standard
deviations above the mean will have a Z-score of +2.

As a general rule of thumb, Z-scores beyond +2 or -2 are unusual, while Z-scores beyond +3 or -3 can be
considered highly unusual.
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Example—Standard Deviations Away From the Mean

* Many rules such as Sudden Increase in Firewall Connections use the Z-Score
calculation
7= AVG(Firewall Session) - STAT AVG(AVG(Firewall Session):112))
- STAT_STDDEV(AVG(Firewall Session):112)

Aggregate: Paren

o e

Attribute

Operator Paren

o e

(AVG{Firewall Session)-STAT_AVC =

) B
o

[+ I -] STAT_STDDEV(AVG(Firewall Ses: > o e

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 28
Training Institute "

There are many rules on FortiSIEM that use the Z-score for aggregate functions. One such example is the
rule that detects a sudden increase in firewall connections.

The statistical average and statistical standard deviation firewall session values are fetched from profile 112
and loaded into the memory for the hour of the day that is under evaluation. The statistical average firewall
session is subtracted from the average firewall session, which is a real value, and divided by the statistical
standard deviation value of the firewall session.

If the result is greater than or equal to 3 and the statistical standard deviation value of the firewall session is
greater than 0, then the rule will trigger an incident.
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Combining Aggregate Functions

* Rule: Sudden Decrease in Reported Events From a Host

+ Detects that a reporting device is suddenly reporting less events. The current average over the 1-hour
period is less than three times the standard deviation and also 50% less than the statistical mean

| Atrbute | Operator | vale

(AVG(Event Rate)-STAT_AVG(AVG(Event = =3
Rate):116))/STAT_STDDEV(AVG(Event Rate):116)
AVG(Event Rate) C— 0.5*STAT_AVG(AVG(Event Rate):116)
STAT_STDDEV(AVG(Event Rate):116) > 0
Aggregate; Paren Attribute Operator Value Paren Next Row
[ -] (AVG(Event Raie)-STAT_AVG(AVC <= r 3 | e AND '. o ©
[+ I -] AVG(Event Rate) <= - 05'STAT_AVG(AVG(Eveni Rate)l © | @ AND - e ©
(- -] STAT_STDDEV{AVG({Event Rate): = v (1] - -] AND 'I - T
=-=HTInET © Fortinet Inc. All Rights Reserved. 28

Training Institute

The Sudden Decrease in Reported Events From a Host rule detects that a reporting device is suddenly
reporting fewer events. The current average over the 1-hour period is less than three times the standard
deviation and also 50% less than the statistical mean.
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Traffic-Related Baseline Rules
Rule _|ProfilelD |Descripton |

Sudden Increase in Firewall 104 Detects traffic anomaly on inbound TCP/UDP port usage on a
Permitted Inbound Traffic to a firewall. This means that over a 30-minute period, the permitted
Specific TCP/UDP Port inbound traffic (both number of flows and total bytes) to a specific

TCP/UDP port is more than 3 standard deviations away than the
average for the current hour.

Sudden Increase In Firewall 105 Detects traffic anomaly on outbound TCP/UDP port usage. Detects
Permitted Outbound Traffic to a traffic anomaly on outbound TCP/UDP port usage on a firewall. This
Specific TCP/UDP Port means that over a 30-minute period, the permitted outbound traffic

(both number of flows and total bytes) to a specific TCP/UDP port is
more than 3 standard deviations away than the average for the
current hour.

Sudden Increase In Firewall 106 Detects anomalous denied inbound traffic profile on a specific
Denied Inbound Traffic to a TCP/UDP port. Over a 30-minute period, both the total number of
Specific TCP/UDP Port denies and the number of unique source IP addresses are at least 3
standard deviations away from the mean for the current hour.
Sudden Increase In Firewall 107 Detects anomalous denied outbound traffic profile on a specific
Denied Outbound Traffic to a TCP/UDP peort. Over a 30-minute period, both the total number of
Specific TCP/UDP Port denies or the number of unique destination IP addresses are at least

3 standard deviations away from the mean for the current hour.

S s aais gy se A e

This slide shows some of the traffic—related baseline rules.

The Sudden Increase in Firewall Permitted Inbound Traffic to a Specific TCP/UDP Port rule detects
traffic anomalies on inbound TCP/UDP port usage on a firewall. This means that over a 30-minute period, the
permitted inbound traffic—both number of flows and total bytes—to a specific TCP/UDP port is more than 3
standard deviations away than the average for the current hour.

The Sudden Increase in Firewall Permitted Outbound Traffic to a Specific TCP/UDP Port rule detects
traffic anomalies on outbound TCP/UDP port usage on a firewall. This means that over a 30-minute period,
the permitted outbound traffic—both number of flows and total bytes—to a specific TCP/UDP port is more
than 3 standard deviations away than the average for the current hour.

The Sudden Increase in Firewall Denied Inbound Traffic to a Specific TCP/UDP Port rule detects
anomalous denied inbound traffic profiled on a specific TCP/UDP port over a 30-minute period. This rule will
detect both the total number of denies and the number of unique source IP addresses are at least 3 standard
deviations away from the mean for the current hour.

The Sudden Increase in Firewall Denied Outbound Traffic to a Specific TCP/UDP Port rule detects
anomalous denied outbound traffic profiled on a specific TCP/UDP port over a 30-minute period. This rule will
detect both the total number of denies or the number of unique destination IP addresses are at least 3
standard deviations away from the mean for the current hour.
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Logon-Related Baseline Rules

Rue ________________________ProfilelD

Sudden Increase in Successful Logons to a Host 115 Detects a sudden 50% increase of successful
logons to a host over a 30-minute period.
Sudden Increase in Reported Events From a Host 116 Detects that a reporting device is suddenly

reporting more events. The current average
over a 30-minute period is more than 3 times
the standard deviation and also 50% more
than the statistical mean.

Sudden Decrease in Reported Events From a Host 116 Detects that a reporting device is suddenly
reporting less events. The current average
over the 1-hour period is less than 3 times the
standard deviation and also 50% less than the
statistical mean.

Sudden Increase in Failed Logons To a Host 122 Detects a sudden 50% increase of failed
logons to a specific host over a 30-minute
period.

F:=RTINET

© Fortinet Inc. All Rights Reserved. K !

Training Institute

This slide shows some of the logon related baseline rules.

The Sudden Increase in Successful Logons to a Host rule detects a 50% increase in successful logons to
a host over a 30-minute period.

The Sudden Increase in Reported Events From a Host rule monitors for reporting devices that are
suddenly reporting more events. The rule will trigger if the current average over a 30-minute period is more
than 3 times the standard deviation and also 50% more than the statistical mean.

The Sudden Decrease in Reported Events From a Host rule monitors for reporting devices that are
suddenly reporting fewer events. The rule will trigger if the current average over the 1-hour time period is less
than 3 times the standard deviation and also 50% less than the statistical mean.

The Sudden Increase in Failed Logons to a Host rule monitors for a sudden 50% increase in failed logons
to a specific host over a 30-minute period.
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Monitoring Response Times Baseline Rules

Rule ______________________Profilel

Sudden Increase in Ping Response Times 127 Detects a sudden 100% increase in ping
response times over a 30-minute period.
Sudden Increase in SNMP Response Times 128 Detects a sudden 100% increase in SNMP
response times over a 30-minute period.
Sudden Increase in WMI Response Times 129 Detects a sudden 50% increase in WMI
response times over a 30-minute period.
Sudden Increase in ICMP Requests From A 114 Detects that a host is making excessive
Host ICMP requests. Both the volume and the

number of distinct destinations is more
than twice the statistical average and at
least 100 ICMP requests.

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 32
Training Institute 4

This slide shows some of the monitoring response times baseline rules.

The ping, SNMP, and WMI response times rules detect for a sudden increase in the response times of these
protocols over a 30-minute period.

The Sudden Increase in ICMP Requests From a Host rule monitors for hosts making excessive ICMP

requests—both the volume and the number of distinct destinations. The rule triggers when the requests are
more than twice the statistical average and at least 100 ICMP requests.
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Tuning Profile Rules—Exceptions

Edit Rule Exception x
An intisens will nol be generated o e folowing candtions match
Pa ibui val . -
o S iochesid o 1 Edit Rule Exception > Define Schedule x
© @  HmP 10002
Time Range

aND =
An incidant will not bo gonerated dusing the lodowing Bme persds: 4 . - |5W\ Time: 21-33:30 I
|
Time Zone: Local 1 AmericalTrunde:_Bay 7|
|Durmmn 30 S Minutes =
Fotes
ignone e Bk

Recurrence Patiemn

Select Repeat Days

Select Repeal Months:

[ | vy | s | wion | vom [ | o

[ o [ oo | e | <o

Save Cancel
F=T=.HT“-I.ET' ©Fortinet Inc. Al Rights Reserved. 33
Training Institute

You can tune the rules to avoid generating incidents during certain time periods. You configure this in the rule
exceptions. You can define the attributes and the values for which you do not want to trigger an incident.

In the example shown on this slide, the incident will not be triggered for a 30-minute period at night when a
backup is performed on the host 10.0.0.10 during weekdays.
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Review
v Understand baseline data

v" Understand Z-score

F::RTINET

Training Institute

v Analyze sudden increase in failed logons to a host

v Apply Z-score to aggregate expression
v" Review out-of-the-box baseline rules

© Fortinet Inc. All Rights Reserved.
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By mastering the objectives covered in this lesson, you learned how to analyze out-of-the-box baseline rules,
and create your own baseline rules with statistical expressions.
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22 FortiSIEM 6.7
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In this lesson, you will learn about UEBA on FortiSIEM. You will also learn about the benefits of using UEBA,
and deployment modes of the UEBA agent.
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Objectives

+ Understand the benefits of deploying FortiSIEM UEBA
Understand the UEBA back-end process

Analyze the FortiSIEM UEBA agent deployments types
Understand the UEBA rules, event types, reports, and parser

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 2
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding UEBA on FortiSIEM, you will be able to configure UEBA on
agents and track UEBA events on FortiSIEM.
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Introduction to UEBA

(&1
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In this section, you will learn about UEBA and how you can deploy UEBA in a FortiSIEM service provider

environment.
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FortiSIEM UEBA Endpoint Visibility and Alerting

Visibility Alerting
* Gain visibility into user endpoint activity * Receive Al alerts on anomalous user behavior
See the files and processes that users are accessing * Customize alerts with tags
Search historical logs for reporting or threat hunting * Build rules to alert on known bad behavior
F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 4

Training Institute

FortiSIEM UEBA provides two important functions: visibility and alerting. You can gain visibility into user
endpoint activity, view the files and processes users access on their machines, and search historical logs for
reporting or threat hunting. If there is anomalous user behavior, the FortiSIEM Al generates an incident. You
can customize alerts with tags, and build rules to generate an incident when a known bad behavior is

observed on endpoint devices.

The integration with Fortilnsight brings user and entity behavior analytics (UEBA) to FortiSIEM. Previous
versions provided the integration using an API, which required two separate installations. This integration
requires a single installation only, with no overlapping functionality. The Al module runs on super and worker
nodes. All agent activity is routed to one node in a sticky manner. If a worker is down, agent events are routed
to another worker. If a worker is added, new agents are routed to that worker. Additionally, Al models are now

persistent across Al module restarts.
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Agent-Based UEBA

* Lightweight Windows endpoint agent

« Captures five key metrics
« User
* Process

» Device
» Resource (for example, file)

« Behavior (for example, read, write, create

' \
delete, process stop)
Uploads to FortiSIEM for analysis ‘

« Minimal endpoint overhead /
Agent logs gathered directly from the @
kernel '

« Accurate and reliable

« No reliance on audit policy configuration

* Encrypted TLS upload

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. a

The agent-based UEBA is lightweight, and captures five key metrics: user, process, device, resource, and
behavior. To reduce endpoint overhead, UEBA events are uploaded to FortiSIEM for analysis. The UEBA
events are collected directly from the kernel of the device, therefore they are accurate and reliable. UEBA
agents do not rely on the audit policy configuration of windows, and the events are uploaded through a secure
channel.
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FortiSIEM UEBA Agent Benefits

Activity logged on the host
Increases visibility
Logged befare network encryption
See filename details

Off-net client visibility
+ Offline data caching P
Upload to a public collector

Low client overhead

» Approximately 1% CPU use

» All analysis performed by FortiSIEM
F:=RTINET

e - © Fortinet Inc. All Rights Reserved
Training Institute

Detailed endpoint visibility

Extensive file access logging
Removable media use
Program and process use

Minimally invasive solution

No screen or keystroke logging
No detailed web activity logging
Minimal performance impact

Using the UEBA agent provides the following benefits:

Activity is logged on the host
. Increases visibility
. Logged before network encryption

. Can see filename details
Off-net client visibility

. Offline data caching

. Upload to the public collector
Low client overhead

. Approximately 1% CPU use

. All analysis is performed by FortiSIEM
Minimally invasive solution

. No screen or keystroke logging
. No detailed web activity logging
. Minimal performance impact
Detailed endpoint visibility

. Extensive file access logging

. Removable media use

. Program and process use
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« Combined Al and rule-based detection
« Al detects unknown threats and anomalies
+ Rules detects known threats and compliance breaches

* Increased effectiveness
+ Additional functionality

e Hict Ercinn 1_’ Known_ Threats
i g Compliance Breaches
FortiSIEMUEBA TLS J
Device Agent 1
Resource Unknown Threats

Behavior —[ Al Engine [ Anomalous Behavior

7
F:RTINET © Fortinet Inc. All Rights Reserved. T

Training Institute

The Al module of FortiSIEM, together with the rule engine, can detect known and unknown threats. The Al
module is primarily responsible for building the Al model and identifying anomalies in that model. The rules
detect compliance breaches and known threats.
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Al and Rules—Stronger Together

* Rule-based detection * Machine learning

+ Assists with compliance » Flexible, learns over time

« |dentifies persistentbad behavior * No configuration required

« |dentifies known bad behavior + ldentifies unknown bad behavior

Increased visibility and functionality

F::RTINET
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The rule engine detects incidents based on how it is configured to analyze logs. Rules are designed to track
and generate incidents for known persistent bad behavior. The Al engine on the other hand learns and builds
its model over time, and no configuration is required. When an anomaly is detected by the Al engine an
incident is generated.
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Processes Associated With Machine Learning/Al
* Builds the Al model + Detects anomalies by comparing events
* Keeps learning and matures the Al model to the Al model _
+ Training mode and detection mode ’ ?EOEI?CI)YM:? Ynts have the attribute
F:i:RTINET _ _
Training inatitite © Fortinet Inc. All Rights Reserved. g

The phFortilnsightAl process is responsible for building the Al model on FortiSIEM. By default it takes 14 days
to build the Al model, during this period, it is in training mode. After the Al model is built, it switches to
detection mode. When it is in detection mode, the phAnomaly process is responsible for detecting anomalies

that arise. The Al model continues to build and mature the model over time. Events that are anomalous, have
the attribute PH ANOMALY.

Advanced Analytics 6.7 Study Guide 364



FortiSIEM UEBA

DO NOT REPRINT

TN L
Scale Out UEBA and State Persistence

* The Al module runs on super and worker nodes

+ All agent activity is routed to one node in a sticky manner
« Each worker monitor a set of devices to maintain the Al model

« If a worker is down, agent events are routed to another worker
* If a worker is added, new agents are routed to that worker
Al models are now persistent across Al module restarts

F::RTINET
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The Al module runs on super and worker nodes. All agent activity is routed to one node in a Sticky manner.
Once the events are uploaded to a FortiSIEM cluster then the actual UEBA models are distributed across the
workers, but each worker monitors a set of devices to maintain the Al model. If a worker is down, agent
events are routed to another worker. If a worker is added, then new agents are routed to that worker. Al
models are now persistent across Al module restarts.
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UEBA Architecture

Worker  phFortilnsightAl
Collector
% _ _ phAnomaly
l Supervisor
UEBA events phRuleWorker ———

b5

phRuleWorker

|
Worker |
| phFortilnsightAl SHRUIMEster &
Collector |
= phAnomaly
UEBA events phRuleWorker
F::ERTINET
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Advanced Analytics 6.7 Study Guide

Agents deployed at endpoint devices generate UEBA events which are uploaded to a collector. The collector
uploads the events to the Supervisor or Worker. The UEBA events are then routed to a worker node in a
sticky manner. This stickiness is based on the Reporting Device Name which ensures that the same worker
receives the same device events to build the complete model, rather than fragmented between worker nodes.
The phFortilnsightAl process on the worker continues to build the Al model by extracting various attributes
from the UEBA events. The phAnomaly process generates an alert event if it detects an event that deviates
from the Al model and is suspicious. The anomaly event is summarized on per UEBA rule basis by the
phRuleWorker on the worker and the summarized data is sent to the supervisor. The phRuleMaster on the
supervisor analyzes the event and generates an incident based on the active UEBA rules on FortiSIEM.
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UEBA Based on Logs

« The UEBA analytics is extended to the following regular logs:

* Windows Security Log

Unusual
Unusual
Unusual
Unusual

Unusual
Unusual

Unusual

« Linux Agent

Unusual
Unusual

Unusual

F::RTINET

Training Institute

machine on activity based on Win-Security-4608 log
machine off activity based on Win-Security-4609 log
host logon activity based on Win-Security-4624 log
host logoff activity based on Win-Security-4634 log
file deletion based on Win-Security-4660 log
process created based on Win-Security-4688 log

process stopped based on Win-Security-4689 log

process created based on LINUX PROCESS EXEC log
machine off activity based on Generic Unix System Shutdown log

host logon activity based on Generic Unix Successful SSH Login log

© Fortinet Inc. All Rights Reserved. 12

Previously, UEBA relied on proprietary logs collected by the FortiSIEM Windows UEBA Agent. In this release,
the analytics is extended to the regular logs shown on this slide.
Note that these regular logs cover only a subset of the user activities compared to the FortiSIEM UEBA agent.
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File create
File delete
File read

File write

File move
File rename
File print
Process stop
Process create
File upload
File download

Machine on

Machine off
Drive mount
Drive un-mount

Host logon

Host logoff

Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes

Yes

Yes
Yes
Yes

Yes

Windows UEBA vs. Log-Based UEBA

Windows UEBA Agent Windows Security Log Linux Agent
Mo No
Yes Neo
No No
No No
No No
No No
No No
Yes No
Yes Yes
No No
No No
Yes No
Yes No
No No
No No
Yes No
Yes No

Yes

Linux Log

Yes

Yes

F::RTINET
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The table shown on this slide provides details on Windows UEBA agent compared to the log-based UEBA.
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In this section, you will learn about the deployment options of FortiSIEM UEBA.
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FortiSIEM UEBA Deployment Types

+ FortiSIEM offers two agent

features
« Provided by the same installer o danN,
package, and enabled via FSM agent L
policy & ‘-_
Ser.ul_'lty
« FortiSIEM UEBA agent Specafions
+ Deployed on endpoints (PCs, laptops) ‘

to monitor end user activity

* Windows and Linux server agent
+ Deployed on servers for detailed OS
log collection, custom log collection,
FIM, and more
* Deployment scenarios
« On network only
« On/Off network with VPN
« On/Off network over the internet

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 15

FortiSIEM offers two distinct features for UEBA agents. When the agent is deployed on endpoint devices,
such as PCs and laptops, then it can be used to monitor end user activity. If the agent is deployed on servers,
it can be used to collect more detailed information regarding the OS, file integrity monitoring, the processes
running on the server, and collect only custom logs. The same Windows agent is deployed Windows server
and on the Windows endpoint devices. The major difference is that you can enable UEBA for endpoint
devices through the Windows agent template and that instructs the agent at the endpoint devices to collect
UEBA events.

There are three different types of UEBA deployment scenarios: on network only, on/off network with VPN, and
on/off network over the internet.
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FortiSIEM Agent Deployments—On-Net Only

» Agents communicate directly with the
collectors on the network

+ Agents communicate directly to the
supervisor on the network or the
collectors configured as proxy agent ‘L‘“ ] ‘J'

communication to the supervisor Securty
Operations

* Pros: Simple to deploy and appropriate
for some organizations

* Cons: Will not monitor off net

F:-=HT|nET © Fortinet Inc. All Rights Reserved 16
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For on-net setup, the agents communicate directly with the collectors on the network. The events from the
endpoint devices are uploaded directly to the collector or supervisor. The endpoint device is always on the
corporate network and has direct access to the supervisor or collector. Health information for the agent is
reported directly to the supervisor. If the endpoint devices do not have direct access to the supervisor, it can
connect through a proxy to the collector, and then communicate to the supervisor. The collector can be used
to proxy the health information to the supervisor.

The advantage of this setup is that it is a simple configuration and it can be appropriate for certain
organizations that require endpoint devices to be on the network at all times. The disadvantage is that if the
endpoint devices move outside the organization, it becomes difficult to monitor those devices.
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FortiSIEM Agent Deployments—On/Off-Net Through VPN

* Agents communicate to on-net collector

« Agents communicate directly to collectors
on the network

+ Agents communicate directly to the C l 2|
supervisor on the network or the FLIRIY
collectors configured to proxy agent Lol

communication to the supervisor

* Pros: Able to monitor endpoint devices
on-net and off-net

+ Cons: Requires VPN for the agent to
upload events

F::RTINET
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To address the issue of off network, you can deploy the agent to communicate directly with a collector that is
deployed on the network when the device is on the corporate network. When the endpoint device is off the
network, you can establish a VPN connection to the corporate network, and then upload the events to a
separate collector located on a DMZ network. To report the health of the agent, the collector on the DMZ
network could proxy the information to the supervisor. If the supervisor can be reached directly through the
VPN, the endpoint devices could report the health status directly to the supervisor. The advantage is that you
can monitor the endpoint devices when they are on the network and when they are off the network. The
disadvantage is that you require the VPN connection to upload events to the collectors.
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-—
FortiSIEM Agent Deployments—On/Off-Net Through Internet

+ Agents communicate with the
correct collector using DNS
records. Dy

+ Collectors configured to proxy "—‘s;c :i;"j

agent communication to the Operations
supervisor

*+ Use virtual collectors under the
agent template association to
define where the agent uploads

* Pros: Supports on-net and off-
net without a VPN

« Cons: ADNS entry is needed
for collectors which will require
configuring a public DNS

F::RTINET
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In this setup, the agents communicate to the collector in an off-network environment through the internet. This
model requires some DNS configuration because the agent must communicate with the collector without a
VPN connection. When the endpoint device is on the network the DNS record must point to the collector that
is located inside the network. In the example on this slide the DNS record would point to the internal collector
IP address when the agent is on the network.

For an off-network environment, you should configure your public DNS server with the same FQDN, but it
should point to the public IP address of the firewall. Also, you must configure a VIP on the firewall to map the
public IP address to the private IP address of the collector that is located on the DMZ network.

Your internal and your public DNS should a resolvable DNS name pointing to the appropriate collector. Then,
agents can communicate to the supervisor via a proxy through the collector to report agent health information.
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In this section, you will learn about the UEBA rules, event types, parser, dashboard, incident page, report, and
watchlist. You will also learn how to configure UEBA tags.
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The UEBA alerts dashboard displays UEBA incidents by severity, top UEBA hosts, top UEBA applications, top
UEBA tags, top users, and so on. You can also add your own customized UEBA widgets.
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* 38 built-in UEBA reports Reports> Function > Security >UEBA
. Create Your own UEBA report Resources > Reports > Function » Security > UEBA
. . . New | Edit | Delete Run | More= | Q T | OGobal~ | H £ 11
+ Customize built-in reports
0 o Name Description
* Event types for UEBA reports are
. UEBA Al Alert: All Incidents Reports all UEBA Al Alerts
FINS-Windows oOr ; _ ;
UEBA Al Alert: Incidents By Severity Counts UEBA Al Incidents by Severity
- . . .
I“ or t 1 I nsi gh t A 1] A-l e Tt UEBA Al Alert: Top Applications Tracks Top Applications triggening ULBA Al Alerts
UEBA Al Alert: Top Hosts Tracks Top hosts triggering UEBA Al Alerts
UEBA Al Alert: Top Incidents Tracks Top UEBA Al Incidents
UEBA Al Alert: Top Tags Tracks Top Tags in UEBA Al Incidents
UEBA Al Alert: Top Users Tracks Top Users triggering UEBA Al Alerts
UEBA detected backup applications Reports backup applications detected by FortiSIEM UEBA
UEBA detected browser download Reports browser download detected by FortiSIEM UEBA
UEBA detected browser upload Reports browser upload detected by FortiSIEM UEBA
UEBA detected cloud upload Reports cloud upload detected by FortiSIEM UEBA
UEBA detected email download Reports email download detected by FortiSIEM UEBA
UEBA detected email upload Reports email upload detected by FortiSIEM UEBA
UEBA detected encryption tools Reports encryption tools detected by FortiSIEM UEBA
UEBA detected file archiver application Reports file archiver application detected by FortiSIEM UEBA
|
.:‘-. - ; © Fortinet Inc. All Rights Resenved. 21
Training Institute

There are 38 built-in UEBA reports on FortiSIEM. You can clone any built-in report, and then edit it to
customize the report according to your requirements. FINS-Windows and FortiInsight-AiAlert are

two distinct event types that identify UEBA events.
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Run UEBA Report
‘Reports> Funcion> Securly >UESA

& actions » | | X [1] Raw Memages % [2] UEBA Al Alere: All incidents [ +]
B v || tvent Type CONTAM forninsignt aisert ®- | == | Qrm Teblew | i5m i id 74 304 | 2%
(oS Bt R | UEBA Al Alert: All Incidents - Last 1 Hour inicator Chart for COUNT (Matched Events] = | B2 W L
B
@
“
»
N
ey 99 2023 104 new i
A show Event Type | Execute Playbock  Hun Connector Ko< 13 5 3 W
Event Recelve Time Event Type Event Hame Event Severity Tag Name Confidence Haost Hame Domain User Process Name Resource Name
ALSLeIT s triggered by )
Fartiinsight-AlAlert- A
My %, 2003, 10:30:00 AM wibo - unisdl new process 1 hack_tool 11 cotpic- 36 fartipac 11283 e ene KEpengras
sswproceiscreated c
created
citfites
Fortilnsight- AlAlert Al Alert is triggered by \CI4F2040. txt ->
y 11:31:08 AM 1 J 131 .
May 09, 2023, 11:31:08 fileuploaded unusual file uploaded 0 corp-pm-48 fortpoc ooi313 oplorer.exe https://87.229.52
169
ci\files
Fortiinsight-AlAlert Al Alert is triggered by ) \b197472¢. txt >
y 11:31:08 AM 1 hk9579
LA U fileuploaded unusual file uploaded ge CHp fortipoc Ll explorer.exe https://40.181.138
9%
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This slide shows an example of a UEBA report of all incidents generated by the Al engine.
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)
Fortilnsight Watchlist Resources> Rules
* Dedicated dynamic watchlist for UEBA T

+ By default, the dynamic watchlist expires
in seven days by default

« Can manually change not to expire
* Must define the watchlist in a UEBA rule

seleuted

Resources » Watch Lists > Fortilnsight Alert

New | Edit Delete Q

Active  Value Triggering Rules Count

s UEBA Al detects unusual file creation:UEBA Al detects unusual file
(=] engineer2 = oz 2
W writing

= UEBA Al detects unusual process started:UEBA Al detects unusual - ™
] salesl 2
1] process stopped

temp1 UEBA Al detects unusual file reading

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 23
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There is a dedicated watchlist for UEBA entities that can be populated dynamically as long as you define a
Fortilnsight Alert watchlist on the UEBA rule. The entries in the watchlist expire after seven days. If you want

to permanently keep specific entries, you must set the expiry for those entries to Never, so that they are kept
in the database indefinitely.
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UEBA Rules Back End

d="PH_Rule_UE F.m_‘.' phlr
file creation</Name>

hostNane = UEBA.hostName,
domain = UEBA.domain,
user = UEBA.user,

fileName = UEBA.fileName,
activityName = UFBA.activityName,
resourceName = UEBA.resourceName

pef atir="yser -

~PH_DYNLIST UEBA-

chiist> |

- eventType = [ Fﬂrtl"n«wh -alAlert-filecreated 'k,

oupEvtConstr>

r>COUNT(*) Bgt;= 1</

splay>
Rec\.-Tlne hostName ,domaln,user , taghame , procName, fileName, activityName , resourceNane<

Lzplay-

Category="Application” function="Security"

tagName = UEBA.tagName,
procName = UEBA.procName,

UEBA AI File creation anomaly from Suser at ShostName file SfileName</IncldentTitle=

hostName ,domain,user, taguane procnam,ﬂ‘leNane activttyﬂane resourceName </GroupByAttrs

trList>

subFunction="UEBA "T1874.001"p

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4
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A

The UEBA rules are defined in the /opt/phoenix/data-definition/rules directory. The name of the
XML file is FIN UEBA RULES.xml. All UEBA rules belong to the UEBA group called PH SYS RULE UEBA.
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Associated UEBA Rules

* There are 51 out-of-the box UEBA rules

& INCIDENTS ]

¥ RESOURCES

g Q & | Resources > Rules > Security > UEBA
S
¥ Performance Mew = @ Edit ~ Delete Clone Test Q UEBA import Export &  OGlobal~ | W <€ 12
L]
Charge Active Severity Name Description
- Security
7 - MEDIUM {5} UEBA Al detects unusual drive unmounted

FortiSIEM UEBA Al module detects unusual drive unmounted by a user
P Authentication

7 - MEDIUM {5) UEBA Al detects unusual file creation FortiSIEM UEBA Al module detects unusual file Creation by a user

Exploits
7 - MEDIUM (s} UEBA Al detects unusual file deletion FortiSIEM UEBA Al module detects unusual file deletion by a user
Vulnerabilities
7 - MEDIUM (s) UEBA Al detects unusual file download FortiSIEM UEBA Al module detects unusual file download by a user
Policy Violation
7 - MEDIUM (s) UEBA Al detects unusual file movement FortiSIEM UEBA Al module detects unusual file movement by a user
Behavior Anomaly
_ | ] 7 - MEDIUM {5) UEBA Al detects unusual file printed FortiSIEM UEBA Al module detects unusual file printed by a user
P Threat Hunting _ Summary Test Results [ Auto expand
F::RTINET . . .
e - © Fortinet Inc. All Rights Resenved. 25
Training Institute

There are 51 out-of-box UEBA rules on FortiSIEM. A few of these rules are active by default, while others are

inactive. You activate or deactivate a rule based on your requirements. You cannot delete the built-in UEBA
rules, but you can clone and customize the rules.
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le

2 Setup Devices/Apps
New < ]

= Health Event Type
PH_RULE_UEBA_WI..

E3 License

PH_RULE_UEBA_AI_...
= Content Update PH_RULE_UEBA_AI_..

PH_RULE_UEBA_AL...
0 Settings

PH_RULE_UEBA_AL_..

PH_RULE_UEBA_AI_..

PH_RULE_UEBA_AI_...

PH_RULE_UEBA_AI_...

Event Attributes

UEBA Al Event Types

Parsers

Clone

Apply
Event Name
Windows Torrent Client
UEBA Al detects unusual file creation
UEBA Al detects unusual file deletion
UEBA Al detects unusual file reading
UEBA Al detects unusual file writing
UEBA Al detects unusual file movement
UEBA Al detects unusual process started

UEBA Al detects unusual process stopped

Monitoring

Columns =

Device Type

Fortinet FortiSIEM
Fortinet FortiSIEM
Fortinet FortiSIEM
Fortinet FortiSIEM
Fortinet FortiSIEM
Fortinet FortiSIEM
Fortinet FortiSIEM

Fortinet FortiSIEM

Custom Properties

CVE IDs

SHMP SysObjectld

0% ADMIN

Upload File

Event Type Group

fncidents/Sec Inci..

fncidents/Sec Inci...

fincidents/5ec Inci...

fincidents/Sec Inci...

fncidents/Sec Inci..

/Incidents/Sec Inci..

/Incidents/Sec Inci...

/Incidents/Sec Inci...

Severity

8 - MEDIUM
7 - MEDIUM
7 - MEDIUM
7 - MEDIUM
7 - MEDIUM
7 - MEDIUM
7 - MEDIUM

7 - MEDIUM

E)H

Scope

System
System
System
System
System
System
System

System

Training Institute

© Fortinet Inc. All Rights Reserved.

There are 52 built-in UEBA event types on FortiSIEM. You can clone and modify any of those built-in event
types or you can create your own UEBA event types.
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Fortilnsight Windows Event Types

FINS-Windows-file-deleted  Fortiinsight Windows user deleted file Microsaft Windows

FINS-Windows-file-downl.,  Fartilnsight Windows user downloaded file Microsoft Windows

& Content Update

FINS-Windows-file-moveg Fortilnsight Windows user moved file Microsoft Windows

03 Settings

FINS-Windows-lile-read Fortiinsight Windows user read file read Microsoft Windows

FINS-Windows-Tile-renam...  Fortiinsight Windows file renamed Microsort Windows

FINS-Windows-file-uploa...  Fortilnsight Windows user uploaded file Microsoft Windows

FINS-Windows-file-written  Fortilnsight Windows user wrote file written Microsoft Windows

& Setup Devices/Apps Event Attributes Parsers  Monitoring Custom Properties
HNew Edit Delete Apply Clone Columns =

= Health Event Type Event Hame Device Type
Fins-windows-file-created  Fortiinsight Windows user created file Mmicrosoft Windows

E3 License

SHMP SysObjectld

CVE IDs

Upload File

Event Type Group

fChange/File Change
/Change/File Change
{Regular Traffic/Pe...
/Change/File Change
/Security/File Access
rChange/File Change
/Regular Traffic/Pe...

/Change/File Change

< 1"

Severity
3 - LOwW
3-Low
5 - MEDIUM
3-Low
3-LOW
5 - MEDIUM
5 - MEDIUM

3-Low

>>|

Scope

System
System
System
System
System
System
System

System

© Fortinet Inc. All Rights Reserved.
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There are 16 built-in Fortilnsight Windows event types on FortiSIEM. You can clone and modify any of these

built-in event types or you can create your own UEBA event types.
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L
Fortilnsight Windows Agent Parser
- FortilnsightNativeParser parses data to |Aaminsibevicesupponsparsersiil
the event type FINS-Windows-
i & Setup Devices/Apps  Event Attributes  Event Types Parsers
Generic . .
+ Device type is Microsoft Windows | el )
— Enabled MName
» Identifies logs with the string = g
FortiInsight-Windows-Agent msg | & uicens E TS
| @2 Settings
Add Event Parser Definition =
ame FortilfinightMathveParser-11:11:25 Daewice Typs Microsoft Windows -
Parser XML Validate Te Reformat |:|1.-- bie Clear XML Previous Next
Trifjl?;'ll-:lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 28

The FortilnsightNativeParser is a built-in parser that recognizes Fortilnsight Windows agent logs. The logs
sent by the UEBA agent that is installed on a Windows endpoint is parsed by this parser. The event type is
mapped to FINS-Windows-Generic. The parser identifies logs that have the string FortiInsight-
Windows—-Agent msg.
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* Must enable UEBA on the Windows agent monitor template
« Requires a UEBA telemetry license

Edit Windows Agent Monitor Template

Generic Event UEBA Userlog FIM Change Script

UEBA: (Requires UEBA Telemetry License)

Save Cancel

29
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For the Windows agent to collect UEBA events, you must enable UEBA on the Windows agent monitor
template. You must also ensure that your FortiSIEM license supports UEBA.

Advanced Analytics 6.7 Study Guide 384



DO NOT REPRINT

FortiSIEM UEBA

CODRTINET
TN TIINL- 1

Self-Learning User Model

Features extracted —— Probability model calculated

e
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12
Previous model
= ;- 3 ...... 4 S }
2 3 3 3
1 1 1
1
|
Anomaly detected—~ Alert!

T

1

New logs compared to model

|
v

New model built including newlog value

The process of building the Al model is continuous. The model matures over time, and the more data that is
fed into the Al model, the more accurate the model is at predicting anomalies. When new logs come in to the
Al model, features from those logs are extracted and feed into the Al model. If an event appears to deviate

from the Al model, an anomaly alert is triggered.
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* File Types: Enter the type of file
you want to monitor _

« File Paths: Enter the path to the
folder you want to monitor

* User Accounts: Enter the name of
the Windows agent-side user
account you want to monitor

* Group Names: Enter the name of
the Windows agent-side group you
want to monitor

F::RTINET
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The UEBA Higher Risk Entities dialog box contains the following fields. All of the fields are optional. In each
field, use the + and - buttons to add or remove entries.

File Types: Enter the type of file you want to monitor.

File Paths: Enter the path to the folder you want to monitor.

User Accounts: Enter the name of the Windows agent-side user account you want to monitor.

Group Names: Enter the name of the Windows agent-side group you want to monitor.
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-
Configuring Tags—Customizing the Al Model
- Tags modify the risk weighting _Admin > Settings > Analytics > UEBA Tags
" . UEBA Tags
+ Applied to all inbound logs
* Can increase or decrease the S
associated risk displayed on the i
GUI Name:  Hacking Tool Usage
+ Does not change the underlying Description:  Matches known hacking 1)
model :
* Bu"d an AI mOdeI to meet Rules: Field Relation Value Row
organizational requirements psexecexe |
Application v | o= ~ ?z::z;:em + | -
Machine 1D
Y Save Cancel
Application
Activity
Resource
D Resource Filename
ﬁ;::l?;'ll-:lsn‘hﬁ;l; © Fortinet Inc. All Rights Reserved. 32

Fortilnsight attempts to categorize anomalous events using tags. Al inspects the events for specific
characteristics, as defined in the Al tag definitions, and applies the appropriate tags to events that match.
Setting tags in FortiSIEM allows you to identify the Fortilnsight tags that you want FortiSIEM to monitor. Tags
modify risk weighting which is applied to all inbound logs. Tags can increase or decrease the associated risk
displayed in the GUI, but they do not change the underlying Al model.
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Belated Incidents

Severlt

LA P " ncbdent Tag st Kame . splication etivi
Category st Occurred incident sy Hoat Mame User Application Resource Activity
R  var 0%, 2001 113000 AM
B oy ov. 250y, 1areo A

R vy 0%, 2020, 01 SR00 AM

GO haay 0%, 7070, 0001300 Ak
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The UEBA incident dashboard shows the UEBA incidents that the Al module creates.

The attribute list table provides the following information about Al alerts received from Fortilnsight:
Incident: the name of the incident that was detected.

Host: the host name or IP address where the alert originated.

Application: the name of the application that is the source of the incident.

User: the Windows agent user.

Tag: the tag used to categorize the alert.

Activity: the description of the activity that raised the alert.
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Review
v Understand the benefit of deploying FortiSIEM UEBA
v Understand the UEBA back-end process
v Analyze the FortiSIEM UEBA agent deployment types
v Understand UEBA rules, event types, reports, and parser
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to deploy FortiSIEM UEBA in a multi-
tenant environment and identify key implementation requirements. You also learned about the UEBA rules,
event types, parser, reports, and watchlist, as well as the importance of UEBA tags in determining the risk
level of UEBA incidents.
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Advanced Analytics

Nested Queries and Lookup Tables .

== FortiSIEM 8.7
- Last Modified: 7 August 2023

In this lesson, you will learn about the nested queries and lookup tables for advanced analytics on FortiSIEM.
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Objectives

* Understand queries for network file system (NFS) deployments
* Understanding the role of workers and queries

* Understand query distribution

« Understand dedicated query workers

+ Understand nested queries

* Explore nested queries for advanced analytics

* Understand lookup tables

* Explore lookup tables for advanced analytics
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competent understanding of nested queries and lookup tables, you will be able to use the
nested queries and lookup tables for advance analytics.
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In this section, you will learn about queries for NFS deployments for advanced analytics.
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Understanding the Role of Workers and Queries

+ FortiSIEM runs two main processes that relate to running analytical queries,
phQueryMaster and phQueryWorker

* phQueryMaster
» Runs on the supervisor node only

* phQueryWorker
« Runs on the supervisor, but also on any worker nodes in the cluster

TIME SLICE 0 5 TIME SLICE 1 o TIME SLICE 2 f TIME SLICE 3

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 4
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FortiSIEM runs two main processes that relate to running analytical queries, phQueryMaster and
phQueryWorker.

phQueryMaster runs on the supervisor node only. This process is responsible for spreading out the work
associated with queries to another process named phQueryWorker. The process phQueryWorker runs on

the supervisor, but also on any worker nodes in the cluster.

Consider an analytical search being run on the GUI over a specific time frame. The phQueryMaster process
receives this query, splits the query into multiple time slices, and assigns these jobs as tasks. By default, the
phQueryMaster then assigns these tasks to every phQueryWorker processes in the FortiSIEM cluster.

Note that you can change this behavior with the use of dedicated query workers.
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Understanding the Role of Workers and Queries (Contd)

QUERYMASTER - SUPERVISOR

QUERYWORKER - SUPERVISOR

" QUERYWORKER - WORKER1

f Time
e
[ . i
NFS | 172.31.0.142 SUPERVISOR | 172.31.8.160
I | ol B
: = m ] 1
.  WORKER1 WORKER2 |* WORKER3
i 172.31.13.216 172.31.8.250 | 172.31.15.99
| : Time @ Time } @ Time

QUERYWORKER — WORKER2

" QUERYWORKER - WORKER 3

F::RTINET
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For example, consider a FortiSIEM system with a supervisor and three worker nodes. There are four
phQueryWorker processes in total, meaning four tasks, which start at zero. Furthermore, the
phQueryMaster will then instruct each phQueryWorker process (each worker and then itself on the
supervisor node, by default) to query the event database for results over that period, which is why the load is

spread across the supervisor and all workers.

Note that the FortiSIEM version 5.x version behaviour was to query all workers, version 6.x onwards

behaviour may not be all workers.
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Nested Queries and Lookup Tables
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Understanding the Role of Workers and Queries (Contd)

QUERYMASTER - SUPERVISOR

QUERYWORKER - SUPERVISOR

_____________________________________

WORKER1
| 172.31.13.216

WORKER2
172.31.8.250

..............................

QUERYWORKER - WORKER1

QUERYWORKER — WORKER2

........

QUERYWORKER - WORKER 3

WORKER3
172.31.15.99
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After the results are complete on each query worker, the results are passed to the phQueryMaster, which

collates and sorts the results. This slide shows complete sequence.

Advanced Analytics 6.7 Study Guide

Fortinet Vouchers & Dumps are Availab

395

e on Brave-Dumps.com



Nested Queries and Lookup Tables

DO NOT REPRINT Brave-Dumps.com

CODRTINET
JINTIINL ]

phQueryMaster and phQueryWorker Directories

phQueryMaster

drwxr—-xr-x 2 admin admin 4096 Sep 11 18:5@[active
drwx—-———-- 2 admin admin 4@96 Aug 14 22:06 |cache
drwxr-xr-x 14 admin admin 4096 Sep 11 18:55|completed
drwxr-xr-x 2 admin admin 4096 Aug 14 21:27|report
drwxr-xr-x 14 admin admin 4096 Sep 11 18:55|result
drwxr-xr-x 2 admin admin 4096 Sep 11 15:49|stopped

phQueryWorker

[root@fsmsu |ls -la /querywkr|

drwxr-xr-x 2 admin admin 4096 Sep 11 18:50 |active
drwxr-xr-x 14 admin admin 4096 Sep 11 18:55 |completed
drwxr-xr-x 2 admin admin 4096 Aug 14 21:27 |report
drwxr-xr-x 14 admin admin 4096 Sep 11 18:55 |result
drwxr-xr-x 2 admin admin 4096 Sep 8 18:22|stopped

drwxr-xr-x 2 admin admin 4096 Aug 14 21:27 |uploader

F::RTINET
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The phQueryMaster and phQueryWorker directories are both present on the OS disk of the FortiSIEM
supervisor and worker nodes, although you use the /query only on the supervisor whereas to list query

folders on the worker, you need to check the directory /querywkr. Each subdirectory is a storage area for a

specific function.
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phQueryMaster and phQueryWorker Directories (Contd)

* phQueryMaster (/query on the * phQueryWorker (/querywkr on supervisor
supervisor) or workers

Name i Currently running queries on this

petine specific query worker.

active Currently running queries

cache Not currently used. completed ﬁ::zzlf =5 eres S0 ReR R

completed Completed queries report Inline reports

report Inline reports result Result receipt, that task was completed

spsult Result files for the whole Queries stopped in the GU!. or
completed query stopped phQueryMaster due to timeout

values being met

+ Symbolic link in FotiSIEM 6.x

/query -> /opt/phoenix/cache/query . Symbollc link in FotiSIEM 6.x

/querywkr -> /Jopt/phoenix/cache/querywkr

ZERTINET

i = © Fortinet Inc. All Rights Reserved. g
Training Institute 4

The tables on this slide list the directories for phQueryMaster /query and phQueryWorker /querywkr.
These directories delete or clean up their content approximately every hour..
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Understand Queries—Working Example

2020-09-13T13:35:27.471955+00: 00 FSMSuper phQueryMaster[18740]:
[PH_GENERIC_INFO]: [eventSeverity]=PHL_INFO, [procNamel=phQueryMaster, [fileName]=Query
JobManager.cpp, [lineNumber]=1302, [phLogDetaill=Receive Query|Working Example: Group

Byf(20655) | nint

Fh:HTInET © Fortinet Inc. All Rights Reserved.

Training Institute

For example, , a report was created called Working Example: Group By, which was run over the last seven
days. On the supervisor node in phoenix. log, the log recorded the entry as shown on the slide, which

contained the report name Working Example: Group By and query ID 20685.
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Working Example—phQueryMaster

2020-09-13T713:35:27.471955+00: 00 FSMSuper phOueryHaster{lB?dB}:

[PH_GENERIC_INFO]: [eventSeverity]l=PHL_INFO, [procName]=phQueryMaster, [fileName]=Query
JobManager.cpp, [lineNumber]=1302, [phLogDetaill=Receive Query Working Example: Group
By(20685) hint:

- /query)

J/query/active/20685/query. xml

<DataRequest custId="1" dataCreationType="USER" dbId="1557506" end="20"
entityVersion="null" id="20685" issueCustId-"3"
naturalld="PH_SYS5_Report_15990008176241" retention="@" source="Online" type="Ouery"=>
<Name>Working Example: Group By</Name>

<Description=Working Example: Group Bye/Descriptions

<CustomerScope groupByEachCustomer="false">

<Include all="true"/=

:52:;:2;;:81:3 . [root@fsmsuper nfsioplotter]# date —-d@1599399328
<Patternt‘lausgs fEI-II'I S’BP 6 13:35: uTcC 252?

<ubPatiern 1d="0" name=""> root@fsmsuper nfsioplotterl# date -d@1600004127
<SingleEvtConstirCaselnsensitivesphEventCategory TN

(a.4?6}:/5mgle[\rlcomtrcaselnsensitlw» i Sun Sep 13 13:35:27 UTC 2020 L
<GroupByAttr=reptDevipAddr, eventType, eventName</GroupByAtt r=

<fSubPattern>
</PatternClause>
<SelectClauses
<Attriist=reptDevipAddr,eventType, eventName, COUNT{*}</AttriList>
</SelectClauses>

<Trend=>true</Tremnd=>

=GroupSize=@</GroupSize>

<FilterInReport>false</FilterInReport>

<userRoles>

<roles custId="0">850350</roles>
</userfoles>

=ReportInterval>

=L ow=1599399328</L ow=
<High>1600004127</High>
< rtlntervals
=/Datalequests

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 10

On the supervisor under the /query directory, the system creates a folder for the query ID 20685, creates
and stores the query XML for the report being run, here. The Reportinterval Low and High epoch values
confirm the time period the analytical search is being performed over.
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Working Example—phQueryWorker

rvis hQue rker - /querywkr)
/querywkr/20685t3/query.xml

4 [
<PataRequest custl
entityVersion="null" id="20685" issueCustld="3"

<Name>Working Example: Group By</Name>
<Description>Working Example: Group By</Description=
<CustomerScope groupByEachCustomer="false">

<Include all="true"/>

<Exc lude/>

</CustomerScope>

=PatternClause=

<SubPattern id="0" name=""=
<SingleEvtConstrCaselnsensitivesphEventCategory IN
(@,4,6)</SingleEvtConstriaselnsensitives
<GroupByAttr>reptDevIpAddr, eventType, eventName</GroupByAttr>
</SubPattern>

</PatternClause=

<SelectClause>

<AttrList>reptDevIpAddr,eventType, eventName, COUNT (%) </AttrList>
</SelectClause>

=Trend>true</Trend=

<GroupSize=8</GroupSize>
<FilterInReport>false</FilterInReport>

<userfioles>

=roles custId="0"=850350</roles>

</userRoles=>

<SyncOrgs/>

naturalld="PH_SYS_Report_1599000176241" retention="0" source="Online" type="Quer

[root@fsmsuper activel# date —d@1599852928
Fri Sep 11 19:35:28 UTC 2020
[root@fsmsuper activel# date -d@1600004127
Sun Sep 13 13:35:27 UTC 2020

Fortinet

<ReportInterval>
<Low=1599399328</Low>

<High=1600004127</High=>
</ReportInterval=
=/DataRequest>

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute "

On each query worker node, the query.xml appears under the active directory, and query ID folder, but the
folder name is appended with the task ID, for example t3. Note each query distributes the tasks randomly, so
you may find different task ID folders for one query compared to another.

Note that, the phQueryWorker on the supervisor for this search has Taskno=3.

The first line of the query is appended, with the IP of the query master, the task number, and the time slice
that this worker assigned to the query as an epoch timestamp. The full query.xml is shown on this slide,
but it is the same as in the phQueryMaster folder, just with the addition of the time slice and so on.

The time slice that phQueryWorker on the supervisor node is working on can be calculated through the
statement TimeRange=(1599852928,1600004127).
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Query Distribution

* Enhancements and how to monitor

rvisor logl# grep "DISTRIBUTION" /opt/phoenix/log/phoenix.log | more

- 157 606-05:00 supervisor phQueryMaster[2815136]:
[PH_QUERY DISTRIBUTIONIf [eventSeverityl=PHL_INFO, [procNamel=phQueryMaster, [fileName]
ueryJobManager.cpp, [lineNumber]=1664, [queryId]=13124

, [oldDistribl=172.31.85.103:0 172.31.86.148:0 172.31.80.24:0 172.31.85.118:0
172.31.90.4:702 172.31.86.98:0 , [newDistrib]=172.31.85.103:1 172.31.86.148:1

172.31.86.98:1 172.31.80.24:1 172.31.85.118:1 172.31.90.4:703 , [phLogDetail]l=Query
distribution (Worker IP: Workload)

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute "

When a query is run, a distribution algorithm runs in the back end to identify which query workers will receive
the query to run. It looks at the current active load on each and updates the distribution for the new query.
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Query Distribution (Contd)

« Enhancements and how to monitor

drwxr-xr-x 4 admin

admin
admin
admin
admin

{rouf@workerl activel# 1s -la /querywkr/active/13127x
drwxr-xr-x 4 admin admin 36 Nov 3]11:23 .

drwxr-xr-=x 7 admin admin 8@ Oct 8]15:51 ..
[root@worker2 activel# ls -la /querywkr/active/13127%
drwxr-xr-x 4 admin admin 36 Nov 3|11:23 .

drwxr-xr-x 7 admin admin 80 Oct 8]15:51 ..
drwx————— 2 admin admin 23 Nov 3|11:23 13127ty

[root@worker3 activel# ls -la /querywkr/active/13127x%

36
80
23
23

Nov 3] 11:23 .

Oct '8 15:51 ..

Nov 3] 11:23 13127t0
Nov 31 11:13 131272

drwxr-xr-x 7 admin

drwx————- 2 admin

drwx———— 2 admin
F::=RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

Some query workers may receive multiple query tasks by the distribution algorithm, while other query workers
receive none. For example, for the query shown on this slide, narrowing the focus for query ID 13127, the
query worker on Worker1 has no tasks for this query, whereas Worker2 has one task, and Worker3 has two

tasks.
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Query Distribution (Contd)

« Enhancements and how to monitor

or phQueryMaster([2815136]:

: [eventSeverity]=PHL_ERROR, [procName]=phQueryMas
er, [T1leName]=Que rywkrManager. cpp, {LineNumber] =240, [serverIpAddl] =172.31.80.24, [phL

ogDetaill=Query Worker 172.31.80.24 changed from online to offline

2020-11-03T11:23:28.301907-05:00 supervisor thueryMaster[2815136]
PH_QUERY_ONLINE_WORKER CHANGED]|: [eventSeverity]=PHL_INFO, [procName]=phQueryMaster, [

eNumber]=2032, [count]=5, [phLogDetaill=0Online Query

Workers number changed to 5

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute "

You may see multiple query tasks running on the same query worker, which when a query worker goes
offline. This would produce back-end log entries in /opt/phoenix/log/phoenix.log as this slide shows.
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« Enhancements and How To Monitor

=11- 523 100 supervisor phQueryMaster[2815136]:
[PH_QUERY_TASK_REROUTED]|: [eventSeverity]l=PHL_INFO0, [procName]=phQueryMaster, [fileName
I=QueryCmdD1ispatcher.cpp, [LineNumber]=169, [task]=13127t2, [srcIpAddr]=172.31.80.24, [d
estIpAddr]=172.31.86.148, [phLogDetaill=Query task 13127t2 is rerouted from worker
172.31.80.24 to worker 172.31.86.148

pervisor phQueryMaster([2815136]:

812 3 Le
[PH_QUERY WORKER CHANGED TO ONLINE]) [eventSeverity]=PHL_INFO, [procName]=phQueryMaste
r, [fileName]=QueryWkrManager.cpp, [lineNumber]=233, [serverIpAddr]=172.31.80.24, [phLog
Detaill=Query Worker 172.31.80.24 changed from offline to online

FE:RTINET ©Fortinet Inc. All Rights Reserved. 15

Training Institute

Any queries running on the query worker, which, unusually, has gone offline, would be automatically rerouted
to another available node. This entry would then be logged on the back-end. Once the query worker is
restored to normal operation, the log entries shown on this slide would be created.
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Query Distribution (Contd)

* Enhancements and how to monitor

05 ADMIN

Current User Activity

Logged in Users  Locked Users  Query Status | Query Warkload

Node Role Status Interactive Tasks Scheduled Tashs

172.31.90.4 Super Online 5 0 5 I

86.58 Worker
172.31.85.118

172.30.86. 148 Werkat

172,31.85.100 ¥

Tasks Running On 172.31.90.4

Guery 1D Cueery N Organization User Type Start Time Status Progres Range Start Time Bange End Time
" Sou 51187 Supe i nteractive  Now 01 2020, 02:35:38 PM Running 1 ey 02 2 Nav 012:35:47 B

2020, O: 15:58 AM

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 16
Training Institute 4

Queries views and behaviors are available on FortiSIEM under the Current User Activity icon. For example,

this slide shows that the query worker on the supervisor node is currently running five query tasks, where it
has two tasks for query ID 13238 and 13241 and one for query ID 13236.
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Query Distribution (Contd)

« Enhancements and how to monitor

Nested Queries and Lookup Tables

Current User Activity \
Logged n Users  Locked Users Query Status  Query Workioad
wto refresh: 5s.

Node Role Status Interactive Tashs Scheduled Tasks

172.31.90.4 Super Ontine 5 [

172.11.86.98 Worker Online 4 [

1720185118 Worker Onlmne 4 )

17231 86, 148 Worker Onl ] ]

172.31.80.24 Warker Ontine 5 o

172.31.85.100 Worker Online 5 o

h 4

Tasks Running On 172.31.86.98 Columng =
Query 1D Query Name I Organization User Type Start Time Status Progress Range Start Time Range End Time

13240 Firewall Permit: Top ICWP Connections By Sev.. || Super admin nieractive Mo 01 2020, 02:Ye-01 Pu Runming " Mo (11 20720, 06: 34-00 AM w01 2000, 08:15:5% As
11240 Firewall Permit: Top ICWP Connection By Sev_. || Super admin Interactive  Wov 01 2000, 02:34:01 Pl Running " Figw 00 070, 12:36:00 PM sgw 0 2020, 02:34:00 Pi
1 Source IP - 172.36.116.7 Super admin intevactive  Mov 03 2020, 02:35:58 Pl Running I " Mo 02 2020, 02:15:58 PM Mow 0 2020, 08:35:57 Pu
120 Grouply Reporting IP Super admin interactive  Mov 03 2020, 02:15:56 PM Running " Mow 0] 2020, 02:205 Pu sow 01 2070, 02:25:55 Pu

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

Whereas reviewing the workload on the first worker in the list shows two tasks for query ID 13240, and one

task for query IDs 13238 and 13236, but no tasks for query ID 13238 and 13241 compared to the
supervisor node tasks.

The Range Start Time and Range End Time are optional columns, but useful to understand what time slices
are currently being processed for the query.
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Dedicated Query Workers

20 ADMIN

& Setup Search.

& Device Support

= Health System u Email Collector Image Server Event Worker Query Worker Data Update Server
E3 License
Ana{y{icg Scheduled Report Alerts Incident SNMP Traps Incident HTTP Notification Remedy Notificati
Discovery Generic Device Filter Application Filter Location CMDB Groups
F::RTINET . .
© Fortinet Inc. All Rights Reserved. 18

Training Institute

You can designate any workers added to FortiSIEM as an Event Worker or dedicated Query Worker.

By design, when you add workers, to the system under ADMIN> License> Nodes, they are assigned a
license and become part of the cluster.

Any workers added to the system under Event Workers are assigned to any collectors for uploading and
processing of customer data. Additionally, rule summarization is performed on that worker for incoming data.
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Dedicated Query Workers (Contd)

Event vs Query Workers

E ]
NFS SUPERVISOR

. L
I |

%, [

WORKER1 WORKER2

QUERYMASTER - SUPERVISOR |

&
| I I

Hy 5

@ G
= &

DEDICATED QUERYWORKERS ONLY - PERFORM QUERIES

WORKER3

o & -
e | il
. . >
-‘\lf,

Uploads

COLLECTOR COLLECTOR

€ All Settings > System > Query Wnrkml

[#]

All Werkers

® Selected Workers

O172.31.85.18

172.31.86.148

172.31.84.98

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

As previously discussed, when either the system or a user performs a query or runs a report, whether

unscheduled or scheduled, every worker is involved by default.

If workers are under heavy load processing incoming events from collectors, it may be desirable for those
workers not be involved in running queries or add new workers with the sole task of performing queries only.

To this aim, the Query Worker feature was added in FortiSIEM.

You can choose either all workers by default, or specific workers, to be query workers, meaning only a

specific list of workers will performs queries, reports, and scheduled reports.

In this context, worker here means any worker that is listed under ADMIN > License > Nodes. Note that a
worker can be in the Query Worker list and be an Event Worker at the same time. Any change you make

under worker settings is not instant, It takes a couple of minutes to take effect.
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Stopping Active Queries

Current User Activity B x

Logged in Users Locked Users | Query Status | Query Workload

& Retre
Last update: 12:02:29  Auto refresh: 35s
User Report Started at Elapsed Time
Iadrnln Top TCP/UDP Ports By Count Sep 22 2020, 11:45:02 AM 17m 27s I
F:=RTINET

i = © Fortinet Inc. All Rights Reserved. 20
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To stop any active user query or report, click the Current User Activity icon, and then the> Query Status
tab.
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Listing Active Queries From the Back End
+ Listing running queries with name on the supervisor
[root@supervisor ~]# cat /query/active/%/query.xml | grep "Name>" | cat —n|
1 <Name>Scale Test B: GroupBy Reporting IP</Name>
2 <Name>Scale Test B: GroupBy Reporting IP</Name>
3 <Name>Scale Test API3 GroupBy Reporting IP - 2 Hours</Name>
4 <Name>Firewall Permit: Top Internal Destinations, Ports By Connections,
Bytes</Name>
+ Listing running queries on any query worker with name and query ID
query/active query.xml: : GroupBy Reporting IP</Name>
2 /query/active/25059/query.xml: <Name>Scale Test B: GroupBy Reporting IP</Name>
3 /query/active/25503/query.xml:<Name>Scale Test API3 GroupBy Reporting IP - 2
Hours</Name>
4 /query/active/25512/query.xml:<Name>GroupBy Reporting IP</Name>
5 /query/active/25516/query.xml:<Name>Specific Event Type, Reporting IP and Source
IP - 172.16.20.146</Name>

6 /query/active/25518/query.xml:<Name>Connection ID</Name>

Fh:HTInET © Fortinet Inc. All Rights Resenved. 21

Training Institute

Similar to what this slide shows, for reference, it is possible to list running queries from the back end on the
supervisor and on any query worker.
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Nested Queries and Lookup Tables

Hitting FortiSIEM Limits on Active Queries

Reporting IP Reporting Device  Event Type

172.31.15.99 Worker3 PH_GENERIC_INFO PH system generic info

172.31.7.193 workerd PH_GENERIC_INFO PH system generic info

Raw Event Log

<14>5ep 23 21:10:28 Worker3 phQueryWorker[31820]:
[PH_GENERIC_INFO]:[eventSeverity]=PHL_INFO,

[procName]=phQueryWorker, [fi =
[lineNumber]=89,[phLogDetail]§ Too many event search threads }will

not spawn further

<14>5ep 23 21:10:28 workerd phQueryWorker[16723]:
[PH_GEMERIC_INFO]:[eventSeverity]=PHL_INFOQ,

[procName]=phQueryWorker, [fi =
[lineNumber]=89,[phLogDetail]} Too many event search threads will

not spawn further

spawn further

2020-09-23720:13:49.824178+00:00 FSMSuper phQueryWorker([18701]:

[PH _GENERIC INFO]: [eventSeverity]l=PHL INFO, [procName]=phQueryWorker, [fileName]l=Event
Searcher.cpp, [TineNumber =89, IphLugDetall |

=Too many event search threads, will not

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.
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Each query worker has a limit on the number of active queries that it can perform. Watch for this error

message in a large scale environment.
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In this section, you will learn about nested queries for advanced analytics.
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What Is Nested Query ?

« A nested query is a query that has another query embedded within it
+ The embedded query is known as a subquery

F::RTINET

L = © Fortinet Inc. All Rights Resenved. 24
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A nested query is a query that has another query embedded within it. The embedded query is known as a
subquery. When a query is included inside another query, the outer query is known as the main query, and
the inner query is known as a subquery.
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Outer and Inner Query

* Inner or outer query can be event queries or CMDB queries

« The inner query runs first, and the outer query is executed with results from the inner
query

Outer Query Inner Query

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 25

The inner query runs first, and the outer query is executed with results from the inner query. Both the inner
and outer queries can be event queries or CMDB queries. It is very important to understand that if the inner
query is an event query, then the query results need to be aggregated results, for example, single row with a
COUNT, rather than a list of raw events. The outer query references a single column of the inner query
results, and both the queries can be run over different time intervals.

It sounds complicated, but it is actually very easy once you understand the basics.
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Nested Queries—Supported Scenarios

+ Outer CMDB query, inner event query
« Outer event query, inner event query
+ Outer event query, inner CMDB query

Outer Query Inner Query

F::RTINET

L = © Fortinet Inc. All Rights Resenved. 26
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This slide shows the supported combinations of inner and outer queries, which are:
» Quter CMDB query, inner event query

» Outer event query, inner event query

» OQuter event query, inner CMDB query

Advanced Analytics 6.7 Study Guide 415

Fortinet Vouchers & Dumps are Available on Brave-Dumps.com




Nested Queries and Lookup Tables
DO NOT REPRINT Brave-Dumps.com
FORHNET —
Nested Query—Use Case 1

« Outer event query, inner event query

* Inner query

Outer Query Inner Query

Filter

Event Keyword

G _Fyaat Atirimygss
Paren Attribute Operator Valuve Paren Next Row
o 8 RefrunTineg IF " 3 Groug Metwork Device o N0 2 O
[~} Lecet Tipe ] do i Logon Failire n_ [-] M [+]
CMDB Attribute
e : ©Fortinet Inc. All Rights Reserved. 27
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Consider the use case where a customer has some network devices out in the public network that always
have failed authentications. The customer would like to query if any of those devices reporting failed logons,
has a successful authentication from the same Source IP address within a specified time period.

In this case, the inner query is an aggregated set of results of the failed logons reported by the network
devices, saved as the Report definition: Failed Logons to Network Devices.
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Nested Query—Use Case 1—Inner Query
(ANALYTICS.
Group By and Display Fields Load | Save | Clear Al
Attribute Order Display As Row Move
— _ oo o o
Source o e Qo ©
Application Protocol [+ - e o
COUNTY Matched Events | [+ -] o o
Display Conditions
Paren Attribute Operator  Value Paren Next Row
e o COUNT{ Matched EBvenits ) & >« & 10 -] Io ;O @
Apply B Run | Apply Cancel
Q- Reporting IP Source IP Application Protocol COUNT{Matched Events)
m 19218831 - 109.198.103.162 h 36
B 19216830 =78.19.133,152 sh ]
192.168.3.1 . 124.232.156.78 sh 1%
192.168.3.1 42300511 ssh 15
2 192.168.30 R 180.149.153.11 ash 9
0O 1916830 -—1.106.236.2 ssh 7
0O 21683 . 221.229.172.66 sh 2
ann
F=-=HTInET © Fortinet Inc. All Rights Resenved.
Training Institute

Save Report x

Save Repart Result fur

Arpe:

Fallad Lagons ks Netwark Davices

¥ Synced Reports

Fortingt Security Fabric

e

0 save Resulns

[0 save Bepart Design Tomplate

28

Running the report in the example dataset produces the set of aggregated results over the last 24 hours, as

this slide shows.

Notice display columns are for the Reporting IP, Source IP, Application Protocol, and the COUNT

(Matched Events).

Note that if the use case was to include Source IP addresses that had 10 or more logon failures, then this
aggregation restriction could have been made under the Display Conditions.
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I AHALYTICS
® actiom = | § 1] Raw aiages [+]
o || Rep " AMD Ewent Type 1M Group: Logs: E & | = Q R
Filter Load Save | Clear ALl
Event Keyword
© Event Attribute
Paren Attribute Operator Value Par Next Row
-] Reportng P L p: Metwork D o @ ] [+ -1
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The outer query looks at the successful authentications, partially constructing the search condition for events
from the group Network Device, which are of Event Type Logon Success.
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* How does the outer query reference results from the inner query?

Outer Query Inner Query

Successful Network Logins AND Report: Failed Logons to Network Devices

Source IP Protocol COUNT

Source IP m 172.16.3.1

F::RTINET
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You must decide which Display Column in the inner query report contains the data you need, and which
event attribute you going to query for it. In this use case the inner query Source IP display column contains
the data of the source of the failed logins, and you want to query if the Source IP in the Successful Logon
events matches any of those results in that dataset.
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You can construct this by adding an additional row to the outer query, by using Source IP as the Attribute,
using the Operator IN and using the Select From Report option for the Value.

When the Select From Report option is used, you must find the event or CMDB report definition you saved
as the inner query and then select Display Column to map to the Attribute.

Note that the Select From Report option shows only the non-aggregation columns.
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This slide shows how the final query looks. Notice the different time ranges possible for the inner query
Nested Time Range, and outer query Time Range, when both queries are event queries.

Running the search now against the sample dataset returns only one entry rather than three as before

because this was the only event where the Source IP was also seen to have Logon Failures against the
network devices.
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Nested Query—Use Case 1—Data Value Types

Query Query Validation | SubQuery Result Display | SubQuery Result Display
Condition Condition Value Column Attribute Column Value Type
Attribute Type

Source IP IP & Source IP P

|Source IP IP ) Application Protocol STRING|

Source IP IP & Reporting IP IP

Attribute value type does not match the required
type: IP
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Another important aspect to understand is that the data value types must match. In this case, the inner query,
had three display columns that the outer query could reference. Each of those display column attributes has a
data value type such as IP, String, INT16, and so on. You can verify this under ADMIN > Device Support >
Event Attributes. The attribute you use in the outer query to query the inner query must match the data value
types.

In this use case, the first row used Source IP in both cases for the outer and inner attribute, and the data
value type of IP matches.

In the strange event that the Application Protocol was selected as the inner query attribute, which has a
data value type of STRING, then attempting to use Source IP in the outer query would not work because the
data value type of Source IP is IP. This would result in a pop-up error window, as this slide shows.

The third row above would also work, even though the attributes used in the inner and outer query are
different, the data value type of both is IP, which satisfies the logic.
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« Outer CMDB query and inner event query
~cmpB.

Outer Query Inner Query swnmary Properties Monftor Software > Hardware v  Configuration Relationships
v
Event Receive Status Detete
Metric Last Successful Status
Windows Agent 143 ago Hormal
CMDB > Devices > Server > Windows
New | Edit | Delete | Acme Corp ~ Discovered by All> | Q Sactions~  E O
Hame iP Device Type Status  Discovered Methed Organizatien
DC2019. famtest.local 172.16.136.200 Windows Server 2019 Pending  Mar 07 2022, 11:37:53 AM  WMI, PING AGENT Acme_Corp
DC2022.fsmtest.local 172.16.136.221 Windows Server 2022 Pending Mar 07 2022, 11:37:53 AM  WMI, PING, AGENT Acme_Corp
ServerA. fimteit.local 172.16.126.220 Windows Server 2019 Pending Mar 07 2022, 11:37:53 AM  WMI, PING, AGENT Acme_Corp
ServerB.fsmtest.local 172.16.136.234 Windows Server 2016 Pending  Mar O7 2022, 11:37:53 AM  WMI, PING, AGENT Acme_Corp
ServerC.fsmlesl.local 172.16.136.20 Windows Server 2012 R2  Pending  Mar 07 2022, 11:37:53 AM  WMI, PING AGENT Acine_Corp
ServerD.fsmtest.local 172.16.136.230 Windows Server 2019 Pending  Mar O 2022, 11:37:53 AM  WMI, PING AGENT Acme_Corp
| seneriniesnion \Z2.16.136,14 Wingows Server 2019 Pening Mar 07 2032,11.37.53 A% Wi, PING.AGENT __Acme Corp. |
e
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Consider the use case where you have a large estate of FortiSIEM windows agents but because of changes
in personnel and network issues, you do not know which are reporting event data and which are not.

On an individual device level in the CMDB, the Monitor tab records the last event time stamp for the Metric
Windows Agent, but you cannot report on these values globally.

Consider an environment with few windows agents installed, as the image on the slide shows. This is a good

example of how you can perform a nested query to use an event query for which devices have reported data,
and a CMDB query to have a list of the devices which should be reporting.
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Event Type Win-System-Service-Control-

External Event Receive Prot. Windows Agent

Host Hame DC2019.fsmtest.local

O Actioms =

B = || Reporting Device 4 Devioes: Windows AND External Event Receive Protsco! CONTAN age | @ =

Filter Load

Event Keyword

 Lvent Attribute
Faren Attrinute Operator Vatue Paren
o o g ting Divice " t e Wandom o o
o o Extermal vent Receme Protocel  CONTAB 8 agen o °

CMDB Artribute

1 Time Range Reporting IP Reporting Device COUNT (Matched Events)

M 172.16.136.200 DCZ01%. fsmtest.local 4804

Note It is optional to have both IP and Name, but both [l 124613804 SeneiEfmtestlocsl: 3
are shown for illustration purposes 172.16.136.234  ServerB.fsmtest.local 40
172.16.136.220 ServerA.fsmtest.local 7
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In this case, the inner query is an event query of the windows agents that are reporting data. It is simply
looking for any windows device in the CMDB where the events produced contain the metadata field External
Event Receive Protocol containing the word Agent, as all windows and Linux agents do and grouping the
results by the Reporting IP and Reporting Device. This slide shows the aggregated set of results are shown
on slide. This query would be saved as a report, in this case entitled Windows Agents Reporting Data.
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Nested Query—Use Case 2—Outer Query

] Qg CMDB Report Results
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.

.
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The outer query is a CMDB query. The CMDB reporting feature in FortiSIEM allows reporting on the current
content of the CMDB, for example, not time-based event data.

If the report was constructed under CMDB > CMDB Report of Target DEVICE, and the report was saved
and run, then FortiSIEM would query the postgres CMDB database and return the rows and data related to
device entries themselves in the database, rather than anything to do with received event logs.

Notice Device Name and Device IP in the CMDB and compare them with the Reporting IP and Reporting
Device in event logs covered on the previous slide.
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Nested Query—Use Case 2—Outer Query (Contd)
Outer Query
Device IP De
( CMDB: All Windows Agents ) 10.00.10 | ServerA
10.0.0.11 ServerB
l Device Name \ | IN | | CMDB / Windows ‘ — Ty P
10.10.0.17 ServerD
AND
@ Device Name
[ Device Name [ | NOT_IN |
Device IP  Device Name
Result A 10.0.0.11 ServerB Windows Agents Not Reporting
10.0.0.14 | Serverc Daks
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So, putting this all together, you must construct an outer query to produce a list of all the windows agents in
the CMDB, and then subtract from that list through an inner query the list of agents that have reported events
within a defined time range. The result is then the list of agents that have not reported data.
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—1 Target: | DEVICE

Paren Attribute Operator Value Paren Next Row

X L+ TN - o @ [+]
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o w10 ® Nested Time Range
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Apply & Run | Apply | Canced

Group By and Display Fields Load Save
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On the ANALYTICS tab, construct the outer query using the CMDB Attribute option because the outer query
is a CMDB in this use case. Add an extra row to ignore entries that have reported agent data through the inner
query by selecting Select From Report option and mapping the Device Name to the Reporting Device.

And finally, add Display Columns to show from the CMDB the Device IP and Device Name results from the
query. Running the query for the last 24 hours produces the result shown on the slide for devices that did not

report any data.

Remember the time range is for a nested query, which is an inner query. The outer query is an CMDB query
and therefore the time range does not apply to CMDB queries.
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Consider another scenario where the outer query is an event query and the inner query is a CMDB query.
The example for this use case would be tracking devices that have reported events, but those reporting
devices do not exist in the CMDB.
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Save | Cancel
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Save Cancel
Hew CMDB Report
Step 1: General » _ Step 3: Define Display Column
Paren Attribute Operator Value Paren Hext Row

O ©® w1 O O

New CMDB Report

Attribute Crder  Display A Row Move

Device 1 o e & o

Device hame c el ole
S | Cancel

F::RTINET

Training Institute

Nested Query—Use Case 3—Inner Query

CMDB Report Results
All Devices in CMDE x :

Back Export

Device IP

10.10.10.10
172.16.136.14
172.16.136.231
172.16.136.221
172.16.136.230
192.168.3.1
10.10.20.20
172.16.136.234
172.16.136.220

172.16.136.200

17216136101

Device Name

Devicet01.example.com
ServerE. fsmtest.local
ServerC.fsmtest.local
DC2022.fsmtest. local
ServerD.fsmtest.local
FG240D3913800441
HOST-10.10.20.20
ServerB.fsmtest.local
ServerA,fsmiest.local
DC2019.fsmtest.local

Collector
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In this scenario, the inner query is a CMDB query. In Step 1: Target is set to Device, and in Step 2: there is
no there is no specific condition. Leave it blank to report on all devices. Finally, in Step 3: for the Display

Column add Device IP and the Device Name.

The CMDB report produces a list of all the devices with an example data set in the All Devices in CMDB
report to list all devices in CMDB, as this slide shows.
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The outer query is an event query. This time, because you are looking at data being reported from all devices,

there is no specific condition applied except to query the contents of the inner query.

This slide shows that, the query is looking for any Reporting IP that is NOT IN in Select From Report and

references the inner query CMDB report map of the Device IP.

Advanced Analytics 6.7 Study Guide

430



DO NOT REPRINT

CODRTINET
TN TIINL- 1

Nested Queries and Lookup Tables

@ Actions » | | [1] Search +]

B Reporting IP NOT IN De

@~ =« | QRun

Search - Last 50 Days|

Nested Query—Use Case 3—Outer Query (Contd)
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present in the CMDB.

This slide shows the results of a nested query, where these devices had reported data but are not currently

Note that in this case, since the inner query was a CMDB query, the Nested Time Range is not relevant

be run.

because it is static data so the standard Time Range selector would determine how far back the query was to
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Other Use Case Scenarios for Nested Queries

* Outer event and inner event query
« Show all users data downloaded X amount of data after an excessive amount of login failures

+ Outer CMDB and inner event query
» Show which network devices did not report any data in the last hour or day
» Show processes that were running, which have not been seen in the last three days
» Show which users did not login to the healthcare system today

* Quter event and inner CMDB query

= Show tracking server applications that have reported events, but those server applications do not exist
in the CMDB
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This slide shows examples of a few more use cases for nested queries.
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In this section, you will learn about a lookup tables on FortiSIEM for advance analytics.
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What Are Lookup Tables?

* Lookup tables are data tables that contain one or more columns, outside of event log
data, which can be used in analytical queries, reports, and rules

¥ RESOURCES

VPNLoginCountry

o 4 Organtzation: all » H < 1n LS
* Reports Table Mame Organization Scope Description action
* Rules
Av5LoginCauntry Global System Source countries for successful AWS login View Content | Delet Schema
¥ Watch Lists
= AzurePortalleginCountry Global Source countries for successful Azure Portal login View Content Schema
-
untry CommanlinuxProcess Glabal /s tem Comman Linux Process Created View Content = Delat Schema
AzurePortall ogin Country CommonWindowsBracess Glabal Syztem Comman Windows Process Created View Content | Delbtsl Scherna
CommonLinuxProcess
GSuiteLoginCountry Global System Source countries for successful GCP login View Content | Delete Schema
CommonWindowsProcess
s — MyFakeAppDescriptions Super/Local User MyFakeApp Alert ID-> Descriptions View Content | Delete | Schema
GSuiteLoginCountry kbl it [ntesinics
MyFakeAppDescrip tions 0365MailL ogin Country Global System Source countries for successful 0365 Mail login View Content | Delete  Schema
0365MailloginC t = N
Sl ServerLogin Global System Servers that users login to View Cantent e Schema
Serverlogin
VPNLeginCountry Global System Source countries for Successful VPN lagin View Content | Delete  Schema

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

Lookup tables are data dictionaries that contain mappings of unique keys to values. They allow you to

reference any key or value to enrich or filter the data in your analytics and rules conditions. A single lookup
table can contain up to five keys and as many values required.

FortiSIEM has the ability to enrich analytics with information from lookup tables to provide insight into the data
being retrieved from logs. It can also create correlation rules based on contents and conditions in one or more

lookup tables.

This slide shows nine out-of-the-box lookup tables. You can populate lookup manually, by running an on-
demand or scheduled report, by uploading a CSV file, or using the new lookup table API.
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Resources > Rules

New | @ Edit = | Delete Cone | Test | Q  Uncommon Import  Export & | O Gobdr N £ 141 s >

Active Severity Hamae Deseription Tacties Technique Scope

Detects uncomman AWS consele logins that have nat besn seen in the S —— E
vilege Escatation ma i Potic Modificatlon: Groy
o 7. MEDIIM (1) Uncomman AWS Console Login AWSLoginCountry lookup table, By default, the lookup table captires # - : P system
y Defense Evaskn Folicy Modification [T1484.001
results for 1 day.
Detects uncommon Azure portal logins that have not been seen In the
poTiE oy Privilege Eccalation, Damain Policy Modification: Group
(m] T MEDIUM  (3) Uncommon Azure Portal Login AnireportalloginCountry lookup table. By default. the lookup tabile et Bk 5 ¥ el System
Fnse Feasian Policy Madificatian (T14R4.001
captures results for 1 day
Detects uncomman Gsuite loging that have not been seen in the
7 - MED M {5} Uncommon GSulte Login G5ulteLoginCountry lookup table. By default, the lookup table captures Privilege Escalation, System
o EDIUM (5] Unco GSulte Log! 35ulteLoginCountry p table. By default, th p table caphs i il Bolicy Modification (T148£.00 Sys
results for 1 day.
Datects uncommon Linux process creation that has not been soen in the =
& ¥ : Privilege Escalation,
(m] 7-MEDIUM  (5) Uncommon Linux process Created Common inuxProcess lookup table. By default, the lookip table captures | o L System
results for 1 day, 5 -
Detects uncommmon OF fice38% mall logins from users that have not bien .
£ {5) U Fice M [ 3 " , Privilege Escalation,
o 7. MEDIM  (35) Uncommon Office 365 Mail Login seon in the 0365MalkoginCountry lookup table. By default, the lookup (L S L i System
Defense Evasisn Policy Modificat 1484,001
table captures results far 1 day
c 5 UACOMMAan Server login bean sesn fn th
T-MEDMM {5} U 5 1 ?m L:u 0 :”sunalc nugl s'h:‘ Tl‘ 1‘? “table capt o dt Privige Srwisthm P g
o . {5} Uncommin Server Ligin erverlogin loohup table. By default, the loabup table captures results 0 R PR i JEtem
for 1 day
Detects uncommon VWM loging that have not been seen in the
. i " Privilege Fscalstion,
o 7.MEDIM {5} Uncommon VP Login VPKLoginCountry lookup table. By detault, the lookup table captures . - Systam
Defonse Evasion Policy Mmadification 1484001
results for 1 day.
Detects uncommon windows process creation that has nat been seen in .
. Ha v . > Privilege Excalation, Damain Balicy Madification: Group
o 7. MEDIM  (3) Uncommon Windows process Created the CommonWindowsProcess lookup table. By default, the okup table gt 2 i sl System
DeTinse Evasle
captures resuits for 1 day
F::ERTINET . :
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Lookup tables are accompanied by new correlation rules that trigger in real time when FortiSIEM receives an
event that does not match the existing baseline.

The new rules associated with lookup tables are:
» Uncommon AWS Console Login

* Uncommon Azure Portal Login

» Uncommon GSuite Login

* Uncommon Linux process Created

» Uncommon Office365 Mail Login

» Uncommon Server Login

* Uncommon VPN Login

* Uncommon Windows process Created
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Why Should | Use Lookup Tables?

+ Use lookup tables typically for baselining and for enrichment purposes
« For baselining, you can alert when an unknown occurrence shows up in the logs

» For enrichment, they give analysts contextual information about the attribute that they
want to look up

« For example, additional user or IP address information, that is not present in the logs but
is contained in the lookup table

* You can also use lookup tables to limit the events that are retrieved from the event
database by returning only results that match a key in a lookup table
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You typically use lookup tables for baselining and for enrichment purposes. By using them for baselining, you
can be notified when an unknown occurrence shows up in the logs.

When used for enrichment, they give analysts contextual information about the attribute that they want to look
up. For example, additional user or IP address information that is not present in the logs but is contained in
the lookup table. You can also use lookup tables to limit the events that are retrieved from the event database
by returning only results that match a key in a lookup table.
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How Does FortiSIEM Implement Lookup Tables?
| FortiSIEM adds two new functions for lookup tables |

* LookupTableGet * LookupTableHas
+ Used in display fields to add data from + Used to limit search results
the lookup table into analytics +« Can be either true or false
* LookupTableGet follows the format - LookupTableGet follows the format
* LookupTableGet ( <Lookup » LookupTableGet follows the format

Table Name> : <Key> mapped
to <Fvent Attribute> :
<Lookup Table Value> )

* LookupTableHas (Lookup Table Name:
Event Attr Key [: Event Attr Key 2:
Event Attr key 3...]

EI]JH;'SS“H'I Builder
\\. Expression Builder x
e
Expression:  LogkupTableGet( MyFakeAppDescriptions : Alert 1D Str ; Description) Capransion: | Lol Tebiettind HOC | Desistion WP | Dustinatiest TCP/U0P Poft § aiidoie | Cioar
Function: | LookupTableGet : o+ i
oo -4 +
Lookup Table:  [Super/LocalliyFakedppDescry 4
+
ertid:  alort 1D Str + +
Column Name SRS +
Remediation
Add All o
ZERTINET
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FortiSIEM adds two new functions for lookup tables:
* LookupTableGet: Used for data enrichment and filtering purposes
* LookupTableHas: used for data filtering purposes

LookupTableHas can be either true or false. If set to true then it will filter event retrieval and only return data
that is present in the lookup table. If set to false then it will retrieve all data when the attributes are not present
in the lookup table.

LookupTableGet retrieves a value from a lookup table and can be used as a filter or within display fields.

FortiSIEM provides a REST API for lookup table management, as well as manual creation using the GUI, and
automatic population through running reports or uploading CSVs.
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* Manually

Using CSV file

Using analytic report

Using URL (API in the GUI)

-

Using API
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* Lookup tables can import data using a URL
+ This is the slightly misleading through API option in the GUI!

Configuring Lookup Tables

Import X
Import from a CSV file € Update via AP Impart via Report
URL https: / /feodotracker. abuse. ch/downloads/ ipblocklist.csv
User
Password
Field Separator
Data Format: @ C5V
Mapplag: =
Schedule: c.g
Save Cancel
© Fortinet Inc. All Rights Reserved. 49

You can populate lookup tables manually, or run an on-demand or scheduled report, upload a CSV file, or use

the new lookup table API.
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Notice how you can define multiple keys for the lookup table and the type of attribute (LONG, STRING or DOUBLE)
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Create New Lookup Tabie Mﬂw‘l = Mapping x
—
port e
- == = Mapped Fleid Pouttion  Row
D] v » vl B+
T fow || P Seperated 1 ]
— Countr v *
. 2 =R Quste Char
T e Catsgor vll1
T s - 5+
VTR - B B v 4
e~ e e ll|| | e Wk
oneh
—
e . . - | w=.s. =  Sw| Canoel
Resource > Lookup Tables - [MalwarelPList] .
Mew | Edit | Delete Import
» Country Category Confidence
LA 13TS United States Command & Control a7
221.194.47.229 China Prishing 70
221.229.172.64 Chi Phishing 50
91.212.150.94 Wetherlands Command & Control M
63,4.113.194 United States Comman d & Controd &0
119.249.54.80 Ching Command & Control a9

a0

Consider an example of creating a malware IP lookup table manually in the GUI with IP, category, country and
confidence information and importing a CSV file with a list of such IPs.

After you configure the lookup table Malware IP List, you can analyze permitted traffic events from the
firewall and see how you can leverage the new lookup table in a few use cases.
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Lookup Table—Use Case 1

CMDB Attribute

Time Range

Real-time
® Relative  Last 10
Absolute

Trend Interval: Auto v

Event Type iN Group: Permit Traffic AND | LookupTableHasimalwareiPList ; Source (P} = | =- Q Run
Filter Load Save Clear All
Event Keyword
@ Event Attribute
Paren Attsibute Operatos Value Paren Next Row
T LockupTabletasivalwareiPList @ %c = v Troe » O -] oR ~ 8 &

LookupTabletasiMalwareiPList - v | =

w True

~ 0 @) s v 0| O

N

Hours v

Apply & Run Apply Cancel
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Consider a use case where you want to see only permitted traffic from either the source or destination IP that
belongs to the MalwarelPList lookup table you configured.

You must specify in the query filter that you want to return results only if either the Source IP or Destination
IP are in the MalwarelPList lookup table. You use the lookup table function LookupTableHas(MalwarelPList
: Source IP) = True OR LookupTableHas(MalwarelPList : Destination IP) = True as this slide shows.
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Lookup Table—Use Case 1 (Contd)
ANALYTICS

B e R E- | Qe

Raw Meiiages - Last 10 Houry

Eveat Secaive Time eparting I# Event Nase I Souris ¥
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When you run the query with lookup table functions, it returns only events where either the source or
destination IP are in the lookup table.
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Lookup Table—Use Case 2

Event Type IN Groug: Peomit Traffhe AND | LookupTableHas (MalwaretPList © Source IP) » 7 = Q Hun
=~ | QRun
Filter Load Save Clear Al
Group By and Display Fields Load | Save | Clear Al
Event Keyword
Attribute Order Display As Row Move
% Event Attribute
Paren Attribute Operater Value Paren Mext Row Event Receive Time DESL v (-] e ©
e & Event Type ™ ~ Group: Permit Trarmc o © wo v O @ Reporting IP v o e o o
@ O LlockupTabloHauMatwareiPLis : 5 v e ~- 0 o v 0 @ Event Type - o o e ©
e © Lok pTabletiasMaiwaretblisn s e » v Toe - 0 &) wo v O O source IP - ol 8 e o
LoakigT MabmarsiPLst : Dwitiatien
CMDB Attribute S Lokug TableGet iMalwareiPList : Sour, o e @ o
Time Range LookupTableGet(MalwarnePList : Soun (- -] -2 -]
Destination I e L @ o
Real-time
LookispTableGet(MalwarePList : Dest e 9 - N -]
" Relative Last w0 Hours v
Lookop TableGetiMalwaresList : Dest o o e ©
Absolute
Raw Event Log v L] e o
Trend Interval: At~
A & Run l Cancel
Apply & Rum | Apply | Cancel pply Aoty
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First, specify in the query filter that you only want to return results if either the Source IP or Destination IP
are in the MalwarelPList lookup table. Use the function LookupTableHas(MalwarelPList : Source IP) =
True OR LookupTableHas(MalwarelPList : Destination IP) for this scenario.

To add the category and confidence level of IPs, set the display column to use the following get functions for
the lookup table :

* LookupTableGet ( MalwareIPList : Source IP : Category)

* LookupTableGet ( MalwareIPList : Source IP : Confidence)

* LookupTableGet ( MalwareIPList : Destination IP : Category)
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Raw Messages - Last 10 Hours
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When you run the query, you should see that the Source IP and Destination IP addresses are enriched with

information from the confidence level and category of IP addresses from the MalwarelPList lookup table.
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Lookup Table—Use Case 3

Event Keyword

& Event Attribute
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Consider another use case if you want only permitted traffic where the confidence level of the Source IP is

greater than or equal to 87.

To achieve this use case, you must set the search filter to leverage the LookupTableGet function by

specifying LookupTableGet ( MalwareIPList Source IP

Confidence )

>= 87. When you

run the query, you should see only the Source IP with a confidence level of 87.
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Lookup Tables vs. Watch Lists
+ Lookup tables can contain multiple columns, whereas watch lists contain a single

column only

* You can populate lookup tables manually, through an HTTP request, API, or scheduled
report

* You can populate watch lists manually, through an incident, or an API

« Watch list values age out after a period of time

* You can remove lookup table entries manually (if not system created), or through a
scheduled report or an API

« Watch list data is available almost immediately to be referenced in analytic queries and
reports

« For new Lookup tables, entries may take up to 5 to 10 minutes to be useable in queries
and reports
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A brief comparison between lookup tables and watchlists:

* Lookup tables can contain multiple columns, whereas watch lists contain a single column only.

* You can populate lookup tables manually, or through an http request, API, or scheduled report.

* You can populate watch lists manually, through an incident, or through an API.

»  Watch list values age out after a period of time.

* You can remove lookup table entries (if not system created), or through a scheduled report or an API.
« Watch list data is available almost immediately to be referenced in analytic queries and reports.

» For new lookup tables, entries may take up to 5 to 10 minutes to be useable in queries and reports.
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Review

Understand queries for NFS deployments
Understanding the role of workers and queries
Understand query distribution

Understand dedicated query workers
Understand nested queries

Explore nested queries for advanced analytics
Understand lookup tables

Explore lookup tables for advanced analytics

L O U ¢
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This slide shows the objectives that you covered in this lesson. By mastering the objectives covered in this
lesson, you learned how to use the nested queries and lookup tables for advanced analytics.
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22 FortiSIEM 6.7

Last Modified: 7 August 2023

In this lesson, you will learn about the clear conditions that the system requires to clear an incident
automatically.
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Objectives

» Describe what an incident status is

F::RTINET
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* Walk through a rule with clear conditions

* Understand the difference between time-based and pattern-based clear conditions

© Fortinet Inc. All Rights Reserved.

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the generation of incident procedures, you will be able to
define conditions the system requires to clear an incident automatically.
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Clear Conditions
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In this section, you will learn about incident status and how you can clear incidents by defining clear
conditions. You will also walk through the process of clearing an incident for a server that is not responding to

a ping response.
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Incident Status

incident for compliance purposes

they may already be back to normal
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 FortiSIEM generates incidents when it detects issues
+ The incident will be placed into an active state

+ This is fine for security related incidents, because operators will want to review each

* However, for availability or performance-related problems, servers, and network devices
may trigger a threshold but it may have been only a temporary issue

* When you investigate the CPU, memory, or network interface thresholds, for example,

+ So FortiSIEM provides all rules with the ability to automatically change an active incident
status to auto-cleared based upon an extra set of defined criteria

© Fortinet Inc. All Rights Reserved

FortiSIEM generates incidents when it detects issues. The incident will be placed into an active state. This is
fine for security-related incidents because operators will want to review each incident for compliance
purposes. However, for availability or performance-related problems, servers and network devices may
experience only temporary issues. For example, when you come to investigate the CPU, memory, or network
interface thresholds, they may be back to normal already. Therefore, FortiSIEM provides all rules, with the
ability to automatically change an active incident status to auto-cleared, based on an extra set of defined

criteria.
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Walkthrough—Rule With a Clear Condition
+ Conceptually this is what occurs for the rule:
Server down—no ping response
Device is detected as DOWN
& Trigger incident
100 |
Shils 22 Packet
Packet Loss % Loss %
FortiSIEM 0 >

Time
%C!ear incident

Device is detected as back UP

F::RTINET
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This slide shows an example of a rule with a defined clear condition. This rules is tracking a server using
ICMP packets, and when there is no response to ICMP packets from the server, FortiSIEM triggers an
incident. The status of the incident is set as active. After the server comes back up and starts responding to

ICMP packets again, the incident will be cleared automatically by the system because of the defined clear
condition.
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+ Consists of two subpatterns with an OR condition

Server Down Rule—No Ping Response

i Step 3: Define Action

m . ; , "
st itk T

Condition:  If this Pattern occurs within any 120 2 second time window
Paren Subpattern Paren Next
o o AlIPINgLossS1v | # 0 @ OR

o o SystemShutdewn 17| 0| @

Given these subpattern relationships.

Subpattern Attribute Operator Subpattern

AlPingLossSrv = HostIP »|  SystemShutdown

1 0|@
1T 0|9

Attribute

Repoiting IP

Next

Row

1 0| @

* The rule is evaluated over a 2-minute time window

F:-=HT|nET © Fortinet Inc. All Rights Reserved.

Training Institute

In the following slides, you will walk through the rule that detects if a device is responding to pings. During a
120-second window, if 10 out of 10 ping packets are lost, then either the host is down or there is a routing

problem.

There are two subpatterns for this rule. If any one of the subpatterns meets the conditions, then the rule will

trigger an incident.
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AllIPingLossSrv Subpattern

+ Filters for the PING STAT event reported by server devices only
+ Groups the results by the same host IP and host name

+ Aggregates based on receiving one or more events where the average packet loss is
100%—meaning the device is down

Haost Name

Name:  AlPingLossSry
Filters; Paren Attribute Operator Value Paren Next Row
[+ - Event Type *| PH_DEV_MON_PING_STAT L+ - AND L+
0| & Host 1P N - Dwevices: Server [+ -] AND [+]
Aggregate:  Paren Attribute Operator Value Paren Next Row
[+ I -] ANG(Packet Loss Pct) = 100 [+ -] AND [+]
[+ - COUNT{ Matched Events ) © o AND =+ ©
Group By:  Attribute Row Move
Host IP (] e + | ¥

F::RTINET

Training Institute
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Take a look at the subpattern shown on this slide. The filter is tracking event types, which is specifically for
monitoring device performance and availability using pings. The filter also ensures that the ping monitoring

events are coming from server devices.

FortiSIEM groups all the events by their host IP and host name, which are the server IP and server name.

After the events are grouped, FortiSIEM performs the aggregate function. If the average packet loss
percentage is equal to 100% and the matched events count is greater than or equal to 1, then FortiSIEM

triggers an incident.
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System Shutdown Subpattern

* Filters any events reported by a server device that are categorized as system down
+ Groups the results by the same reporting IP and reporting device
» Aggregates based on receiving one or more events

Edit SubPattern O x
Name:  SystemShutdown
Filters: Paren Attribute Operator Value Paren MNext Row
o o Event Type ] " EveniTypes: System Down o|® AND | O O
o e Reparting 1P ™  Devicos: Server o e an + O @
Aggregate:  Paren Attribute Operator value Paren Next Row
- - | COUNT( Matched Evonts ) »= -1 - -] AND =| O O
Group By:  Attribute Row Move
Reparting P o ® + o+
Reporting Device L * |
o = © Fortinet Inc. All Rights Reserved. 8
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Take a look at the system shutdown subpattern shown on this slide. The filter is tracking event types that
belongs to the system down event type category, which is defined in the CMDB. The filter also ensures that
the reporting IP belongs to the server devices.

FortiSIEM groups all the events by their reporting IP and reporting device, which are the server IP and server
name.

After the events are grouped, FortiSIEM will perform the aggregate function. If the matched events count is
greater than or equal to 1, then FortiSIEM will trigger an incident.
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Server Down—No Ping Response

« Focusing on the AllPingLossSrv subpattern only; ping stat events are received every 2
minutes

2-minute Evaluation Window
A

=
ServerA
[

100.64.1.10
Packet Loss Pct

- ~
R S e e e el gt
= : 4 : 11 o 0 4 i
.
‘ I o Joining the simulation as phRuleMaster
wakes up at 15.07:30 pm

-
I HostIP | Host Name | Rl e m

sm‘:psya 100:64.1.10 ServerA

Aggregation

,9\(3_ Event Receive
e, Time

Evaluation Timer

* Incident triggers based upon a subpattern match

F:-=HT|nET © Fortinet Inc. All Rights Reserved. g
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Let’s focus on the pattern shown on this slide.

The pattern on this slide shows that FortiSIEM will poll the server every 2 minutes and collect the ping stats.
Based on those ping stats it creates an event. If only 5 out of 10 pings fail, then it is considered a 50% packet

loss and FortiSIEM will not generate an incident.

In this example, it's a 100% packet loss, which means all 10 pings failed, which will trigger an incident.
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Server Down—No Ping Response Incident
* The incident action is based upon filter attributes in the AllPingLossSrv subpattern
Generate Incident for: Server Down: No Ping Response
ncident Attributes:  Event Attribute Subpattern Filter Attribute Row
Hx:-illp . . Reporting IP o e
Host Name Host Name o o
Host Name Reporting Dev o o
[ +
E,..|.._:-'-.n-,-,_.-_M._..._.-,ks I & Tim
ﬁ:sj:;lll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 10

The action on the rule generates the incident that is based upon the filter attributes in the subpattern.

In the example shown on this slide, the Host IP and Reporting IP defined in the subpattern filter are the same
so they are mapped to the incident as the Host IP. The Host Name and the Reporting Device defined in the

subpattern filter are similar, so they are mapped to the incident as the Host Name.
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Server Down—No Ping Response Incident (Contd)

+ Incident tab displays an active incident for the server
+ Incident Target populated by the host IP and host name attributes

& Actions B Overview = List = 12 Risk 1 Explorer B UEBA MITRE ATTRCKD = = 1 minute *
L] Incident Server Down: No Ping Response for kali for Last 2 Hours
:E;::;:?; » Last Occurred Incident Tactics Technique Reporting Source  Target
100.64.1.10
- Mar 20, 2023, 06:49:30 PM Server Down: No Ping Response Impact System Shutdown /Reboot kali kali

Details for Incident Server Down: Neo Ping|

Details Events Rule O Auto expand

Details Events | Rule | O Auto expand
Attributes t te t&

Definition of Rule that Triggered the Incident ~

~
Category: Avilability Name: Server Down: Mo Ping Response
Status: ACTIVE _Motification Frequency: 1 Day _Incident Category: Server

Event Name: Server Down: No Ping Response
Event Type: PH_RULE_NON_RESPONSIVE_SERV
R Tag:

Deszcription: Detects a device does not respond to ping - 10 out of 10 ping packets are lost - either the host s down or there is a routing problem|
Remediation:

| First Occurred: Mar 20, 2023, 06:4%:30 PMl Conditions: PATTERN AllPingLoss5rvORSystemShutdown
Incident 1D: 303 WHERE  AllPingLossSrv.Host IP = SystemShutdown. Reporting IP
Incidant Sintini Aetine OCCURS o any 120 second time window
Incident Title: Server kali down due to total Clear If: WITHIN WITHIN 5 minutes the following conditions are met
ping loss PATTERN  AlIPingLossSrv_CLEAR
| Last Occurred: Mar 20, 2023, 06:4%30 PM I WITH Host 1P = allPinglessSrv_CLEAR Host IP
Organization: University SUCHTHAT Clear_Condition.Host IP = Original_Rule. Host IP
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The incident is generated when there is no ping response from the server. From the Incident Type you can
identify which subpattern triggered the incident. In the example shown on this slide, the incident type is
PH_RULE_NON_RESPONSIVE_SERVER, which means that the AllPingLossSrv subpattern triggered the
incident.

Because this is the first occurrence of the incident, the count will be 1 and the First Occurred and Last
Occurred times will be the same.
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Server Down—No Ping Response

* FortiSIEM remembers which events it has triggered incidents for

Z-minute Evaluation Window

sofv—e‘m = E'u'entI atrgadfltgig};(gered
100.64.1.10 R i :
,‘9‘\?}3’_ Event Receive

Packet Loss Pet
Time

§ o

Matching Group By and Aggregation for SubPattern: AllPingLossSrv
Host 1P| HostName | AVG(Pk Loss Poy_] Match

Group By &
Aggregation

+ It will not trigger additional incidents for the same triggering event
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FortiSIEM remembers which events the incident was triggered for. When the phRuleMaster wakes up 30
seconds later and evaluates the 2-minute window, it will not trigger additional incidents for the same triggering

event.
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* FortiSIEM remembers which events it has triggered incidents for
2-minute Evaluation Window
= Event already triggered
ServerA
e SEREREE Incident ID X
100.64.1.10
Packet Loss Pct : *‘\1:/"‘, Event Receive
: : EERSE-ECBCEIESSSRE-BE=S5S3RSSSRNER “, g, TIme
2=s=28=2g23 9; 5 Eﬂgﬁizgz32;&3:3952;:253232;:32
@ [ totetatatatatetatstotstotatetstststatat
I Gl* Joining again as phRuleMaster wakes up
Evaluation Timer it i
-
EHE  HostIP | HostName | AVG(PktLossPet) | Match
Grop By &
Aggregation
+ It will not trigger additional incidents for the same triggering event
F::RTINET . . 9
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When the phRuleMaster wakes up again after 30 seconds and evaluates the 2-minute window, it will not
trigger additional incidents for the same triggering event.

Advanced Analytics 6.7 Study Guide 459



Clear Conditions

DO NOT REPRINT

CORTINET
O ihNC L

Server Down—No Ping Response (Contd)

« It will trigger again for new events

2-minute Evaluation Window
fp—

=
ServerA
I
100.64.1.10
Packet Loss Pet
_9\/ . Event Receive
. ¢, Time
o p I o, Joining again as phituleMaster wakes up
Evalustion Timer £.485% oon
= Matching Group By and Aggregation for SubPattern: AllPingLossSrv
™ HostIP | Host Name AVGir Loce e m
Rule
Group By & 100.64.1.10 ServerA

Aggregation

+ The polling interval is roughly 2 minutes, so in most cases, there will be only one
matching event

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 14

Training Institute

Because this is a performance-related metric, FortiSIEM polls the server periodically and, in the example
shown on this slide, it is 2 minutes. The evaluation window is also for 2 minutes and for that reason, in most

cases, there will be only one matching event.

When FortiSIEM polls the server again in 2 minutes, a new event will be generated with 100% average packet
loss. When the phRuleMaster wakes up again and evaluates the 2-minute window, it will trigger the incident

caused by the new triggering event. The incident ID will be the same as before. It will just update the count,
last occurred, and event details for the same incident ID.
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© actions B Overview | i=List = 12 Risk 1 Explorer 8 veBa MITRE ATTRCKS = -
a4 Incident Server Down: No Ping Response for kali for Last 2 Hours
Severity _
Category Last Ocourred Incident Tactics Technique Reporting Source Target
100.64.1.10
B 202023, 05:551:30PM Server Down: No Ping Response Impact System Shutdawn /Reboot Kati Kali
Details for Incident Server Down: No Ping|
Details Events Rule [ auta expand

Server Down—No Ping Response Incident

* The new incident data is merged with the current active incident
* The Countis increased to 2
+ The Last Occurred time is updated

Attributes o] Incident Comments

Category: Aailability
Count: 2

| Event Name: Server Down: No Fing Response|
Event Type: PH_RULE_NOMN_RESPOMNSIVE_SERV
R
Firt Occurred: Mar 20, 2003, 06:4% 30 PM
incident ID: 303
Incident Status: Active

Incident Title: Server kali down due to total
ping loss
Last Occurred: Mar 20, 2023, 06:51:30 M |

Action History [ Wrap Co

Time

Ach)

© Fortinet Inc. All Rights Reserved.

The new incident data is merged with the current active incident. The Count is increased to 2 and the Last
Occurred time is updated.
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Server Down—No Ping Response

* This process will continue while the server is still experiencing 100% packet loss

2-minute Evaluation Window
B

A
ServerA
[

100.64.1.10
Packet Loss Pct

,9\(3_ Event Receive
e, Time

Jeining again as phRuleMaster wakes up

at 15.11:30 pm
Evaluation Timer

—
| HostIP | HostName | AVG(Pkt Loss Pct) m

Croup By & 10064.1290 1 servern 100

Aggregation

» The incident count will now be 3
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This process will continue while the server is still at 100% packet loss. After 2 minutes, when the
phRuleMaster wakes up again and evaluates the 2-minute window, it will detect a new triggering event with
100% packet loss. The incident count will be updated to 3.

Remember that the phRuleMaster is actually waking up every 30 seconds to evaluate all the active rules. It
will update the incident only if there is a new triggering event.
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Server Down—No Ping Response (Contd)

* What happens when the packet loss returns to normal?

2-minute Evaluation Window

O
100.64.1.10

\/3_ Event Receive
.5, Time

R g @ @ . & -8 5 - 1
0 [ +
. t s | | |
I : : | l i
. I 4 Joining the simulation as phRuleMaster

Z wakes up at15.12:30 pm
Evaluation Timer

-
| HostIP__| Host Name _ CESTEES m

e 100.64.1.10 ServerA
Aggregaton

* No rule match exists; the problem has been resolved but without apdplymg any other
logic the incident will still display as active on the incident dashboar
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Again, after 2 minutes when the phRuleMaster wakes up and evaluates the 2-minute window, it will detect a
new event with 0% packet loss. At this point, the rule conditions do not match the event and no incident will be
triggered or updated. The problem has been resolved, but without applying any other logic, the incident will
still display as active on the incident dashboard.
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+ Since the problem has gone away, this is where a rule clear condition can be defined

» Clear conditions can either be:

* Time based

* Meaning the original rule did not trigger again for a specified period of time, which can be specified in seconds,
minutes, or hours

+ Pattern based
+ Meaning a new subpattern should be evaluated to watch for an alternative condition to occur, this is indefinite

* The end result is that the incident will change from an active status to an auto-cleared
status

F::RTINET
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Since the problem has gone away, this is where you can define a rule clear condition. Clear conditions can
either be time based or pattern based.

Time based means that the original rule did not trigger again for a specified period of time, which can be
specified in seconds, minutes, or hours.

Pattern based means that a new subpattern should be evaluated to watch for an alternative condition to occur.

The end result is that the incident will change from an active status to an auto-cleared status.
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Server Down—No Ping Response with Time-Based Clear

* Time-based clear condition

2-minute Evaluation Window
o UM o

=
ServerA
EEm—

10.0.0.10
Packet Loss Pct

EVENTS

. 12 .
2~ 5. Event Receive
“, g, Time

Evaluation Timer Trigger { TTrigger L\utn Clear

Edit Rule Clear Conditions

Clear it Within, s mnes  +| B ihe originai nie coes not trigger & met

* With a 5-minute clear within time period defined, this incident will auto clear 5 minutes
after the last occurrence if the trigger condition no longer exists

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 18
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If the clear condition is time-based, then with a 5-minute clear window, the incident will auto clear after the last
occurrence of the incident. The clearance window begins from the last time the incident was triggered and, if
the incident triggers again during that window, then the window is reset.
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Pattern-Based Clear Condition

+ Define a clear condition subpattern for a pattern-based clear condition

Edit Rule Clear Conditions %
Sl 5 & Minutes = the ofiginal rule does not Wigger B the tol owing condilions are met
Clear Condition It this Patlern occurs
Paren Subpattern Paren Next Row
o e AllPingLossSrv_CLEAR 1s|0|0 1o e

* It could be a single or multiple-pattern definition

« Usually it is almost an exact mirror of the original pattern in the rule, but with a different
aggregation calculation

F::RTINET

Training Institute
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With a pattern-based clear condition, a subpattern needs to be defined, which could be a single-pattern or
multiple-pattern definition. Usually, it is almost an exact mirror of the original pattern in the rule but with a
different aggregation calculation.
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Clear Conditions

Aﬁﬁlxinﬁ a Pattern-Based Clear Condition to a Rule

Edit Rule Clear Conditions

Server Down: No Ping Response - Edit Details

|'\-»n-‘~'--- 5 2 samain Tl O the osiggiil tuks cats gt Wigger, 8 e abiwleig concmions Ank et l
- Step 1: General > Step 2: Defina Condition > [ERDAEBNIMAREIEN]
Ciear Condton i s Pamem ocours
Paren luhpumn Paren Next Row
o ° P — -ﬂ: ° ole Bevety: | 30, InOM | cumess g
. Catogory.  Awalia - santic Hows =
Twfing the chear condion arnEeee - A e
Event Attribute ‘Subpattern Filtar A Row i
[ = Awgomsv CLERR 4 Hmw ole Acmon D ] M FaR
W Exceptos;  Undefined 3 ak
sociate Claas Condtion siiributes witn Origmad Rule ‘\}..
Clear Condition Attribute rater Original Rule Attributs
- - - - Edit SubPanern g x
N
............ JLoss Sy CLE
Fizers:  Paren Attribute Opeiater Value Paren Kext Row
o e Fvont Typs - = PH_DEV_MOM_PNG_STAT - B AND -3 -]
Host P w = Dwaces: Sarver (- -] E - B
Aggeeqate:  Paren Attribute Oparator Value Paren Mext Fow
o e COUNT] Malched Events ) o o AND o o
= '
0| ©  AvsPacke Loss Py 4 1w ele Ao o o
Croup By Attribule Row Mave
Hoat P o e * &
.
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The clear condition is defined using the Clear setting in the rule definition. The clear condition is available on
all rules but you need to define the conditions. However, availability and performance rules have a default

clear condition predefined.

You need to define an association between the original rule’s incident attributes and the clear condition
incident attributes to ensure that the incident that is being cleared is associated with the original rule.

In the example shown on this slide of a pattern-based clear condition, if the average packet loss is less than
10% and if it matches at least one event, then the incident will be cleared.
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Server Down—No Ping Response with Pattern-Based Clear Condition

Incident Status: Active
(witha COUNT of 3)

2-minute Evaluation Window

fAlE P
ServerA ||]1=' z
I

100.64.1.10 E
Packet Loss Pct

Event Receive
g\?fi Time

@ I — : :
I o Joiming again as phRuleMaster wakes up

at15.041:20 pm
Evaluaton Timer ¢

Training Institute

Original Rule SubPattern: AllPingLossSrv m Clear Condition SubPattern: AllPingLossSrv_CLEAR m

100.64.1.10 Servera 100.64.1.10 Serverd
Subpattern OriginalRule Attribute ~ Operator  Clear Condition Attribute m
Relationship § HestR | T HestiP 1 {
FRTINET ©Fortinet Inc. All Rights Reserved. 22

This is a conceptual explanation of a pattern-based clear condition.

The phRuleMaster wakes up to evaluate the events for the past 2 minutes. Based on the rule subpattern,
there is 100% packet loss. The rule will update the count value of the previous incident because it is the third
occurrence of the event.

Since the average packet loss is still at 100%, it does not match the clear condition defined for that rule.
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Server Down—No Ping Response with Pattern-Based Clear Condition
(Contd)

2-minute Evaluation Window
b —

N BR-

ServerA | @ Z

— E
100.64.1.10

Packet Loss Pct

q\/, Event Receive
- Time

15:14

e 150400

15:15
15.15:30
15006

. 1616:30
1507

- 161330
151730

-
-

Lo

-
-

=
@

Jomning again as phRuleMaster wakes up
l* at 15:13:30 pm
Evaluaton Timer a

Original Rule SubPattern: AllPingLossSrv

Host IP Host Name | AVG(Pkt Loss Pct)

Incident Status: Auto Cleared

=
Host IP | Host Name AVG{Pkt Loss Pct)

100.64.1. 10. ESruEEn 0 £00.64.1. 10! servera
Subpattern Original Rule Attribute Operator Clear Condition Attribute
Relationship Host IP = Host IP
F::RTINET
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The phRuleMaster will wake up again in 2 minutes and evaluate the events for the past 2 minutes. This
time, the packet loss percentage is 0% and that will trigger the clear condition subpattern.

The rule will compare the host IP from the event that triggered the clear condition with the host IP of the

original rule that triggered the incident. If the host IP addresses match, that means that the same server that
was not responding to the ping is now responding, and the incident status will be set to auto cleared.
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erver Down—No Ping Response Auto Cleared
o -] B -2 18 Exph f 1 L e 2 gory: & Selected = eloctnd b Rang @
Incidesn Wt w ser
o Degr - 100.64.1.10 -
o Do
Related Inchdents N4 v 23w
E:::{n’ = Last Decurred Event Hame Subcategary  Source Targe Betadl Incident Status  feselstion
10084110
B 9o 101600, OGANO0 P Kerer Do b Fing Respanse g uns Clewed Open
100.44.1.10
WM Mar 10, 2623, B8NPI Server Depraded: Loty Ping Response Impac ket NSk Lad B RO Aute Cleared Open
Triggering Events Sabpatters: PartPisglosstoe e [ wrap Raw Events [ Show Raw Event Only -
Event Receive Time Faperting ® Host 1P #&vg Found Trig Time Min foued Trip Time Packet Loss Pct Raw Event Log
100.64.1,10 100.64.1.10 100,00 [PH_DEY_MON_PNG_STAT] GeventSavesity|<PHL_B6D {1
08.64.1.10 0054 1300 1 o 10 [H_CEW_MON_B0iG_STAT) fementSeverity] sbHl be
M 100.64.1.10 100.64.1.10 Tms 208 100,00 [PH_DEV_MON_PING_STAT]:{eventSeverity]PHL_INFO {lineNumbe
M 100.64.0.10 100.64.1.10 Tms 100.00 [PH_DEV_MON_PING_STAT]:{eventSeverity]PHL_INFO {tineNum be
1PM 10064110 100.64.1.10 tms 100.00 [PH_DEV_MON_PING_STAT]:{eventSeverity]PHL_INFO,[fileName] «phPerfManitor.c pp [ineNumbe.
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You can verify the status of the incident on the INCIDENTS tab. You will see that the incident status for those
incidents that have been cleared by the system. Because the incident satisfies clear conditions, the status will

be set to auto cleared.
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Review

v Describe what an incident status is
v~ Walk through a rule with clear conditions

v Understand the difference between time-based and pattern-based
clear conditions
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By mastering the objectives covered in this lesson, you learned how to define the conditions that the system
requires to clear an incident automatically.
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In this lesson, you will learn about remediation on FortiSIEM, which can be done either on an as needed basis
or using a notification policy, where the system takes the remediation action when an incident happens. You
will also learn to remediate incidents through FortiSOAR, and about various deployment architectures of
FortiSOAR.
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* Understand how remediation is performed on FortiSIEM
+ Differentiate between manual and automatic remediation
* Understand incident XML output details

* Understand out-of-the-box remediation scripts

* Understand enforce on and run on

* Understand FortiSOAR deployment architectures

* Remediate incidents through FortiSOAR

* Integrate FortiSOAR with FortiSIEM

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 2
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding remediation, you will be able to remediate incidents manually
or automatically through FortiSIEM or FortiSOAR.
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Remediation Basics
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In this section, you will learn the basics of remediation, and how remediation is performed on FortiSIEM.
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* Remediation is the FortiSIEM ability to respond to detected network and security threats
and operational device conditions

« Time to detection and time to respond are metrics security teams have sought to reduce
for a very long time

+ With remediation, IT security teams can stay in control of their incident response (IR)
activities and respond to threats and intrusions swiftly and effectively

* The goals are to decrease time to resolution with less operator interaction while
minimizing mistake-prone manual processes

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 4
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Remediation is the FortiSIEM ability to respond to detected network and security threats and operational
device conditions. Time to detection and time to respond are metrics security teams have sought to reduce for
a very long time. With remediation, IT security teams can stay in control of their IR activities and respond to
threats and intrusions swiftly and effectively. This decreases time to resolution, with less operator interaction

while minimizing mistake-prone manual processes.
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Example—Remediation Action for FortiGate Firewall

DETECT ALERT
— —
BLOCK IP
AUTOMATED BLOCK IP MANUAL
RESPONSE REQUEST

* In response to a FortiGate event, FortiSIEM generates an incident
* A FortiSIEM operator can define a notification policy to automatically run a FortiGate

block IP script
* Additionally, a FortiSIEM operator could run the same script manually from the
incident tab at any time, where the incident has already occurred

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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In this conceptual case, if FortiGate generates an event that triggers a rule, which in turn triggers an incident,
then you have the option to define the way you want to remediate the incident. You can configure a
notification policy, which can be defined to automatically run a FortiGate block IP script. You could also run
the same script manually from the incident tab at any time, where the incident has already occurred.
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Out-of-the-Box Remediation Scripts
Resources > Remediations
New Edit Delete Clane Q & System = ] < i/1 >
Name Device Type Script Name Protocol Description Scope
Add IP FortiADC Fortinet FortiADC fortiadc_add_ip.py S5H Add IP System
Add IP FortiCache Fortinet FortiCache forticache_add_ip.py 55H Add IP System
Block Domain InfoBlox InfoBlox NiOS infoblox_dns_block_domain.py HTTPS Block a domain on Infoblox System
Block Domain Windows DNS Microsoft Windows windows_dns_block_domain.py MS_WMI Block a domain on Windows DNS System
Block Email FortiMail Fortinet FortiMail fortimail_block_mail.py HTTPS Block Email Address System
Block IP Cisco ASA Cisco ASA cisco_asa_block_ip.py SSH Block IP on Cisco ASA System
Block IP FortiOS 5.3 Fortinet FortiOS fortigate_block_ip_before_5.4.py SSH Block IP on FortiGate System
Block IP FortiOS 5.4 Fortinet FortiOS fortigate_block_ip_after_5.4.py SSH Block IP on FortiGate System
F HTInET © Fortinet Inc. All Rights Resenved. G
Training Institute

This slide shows some of the out-of-the-box remediation scripts that are available on FortiSIEM. As of release
6.7.4, there are 32 remediation scripts for devices such as FortiGate, Linux, and Windows.
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+ Define remediation actions in the * You can select multiple actions per
notification policy incident
» Block IP, email the SOC team, and raise a
Admin > Settings > General > Notifcation Policy service ficket
Notification Policy
Compliance PCI
Severty: [ Low B Medium [ W
General External Authentication ternal Int It i
Action: [ Send Email/SMS te get users. (&
O s=:: :"’::wz r HTTP(S) to the d M"‘“‘" ;::::nj;:l::::y:’;:aiyrin
0O op: ticket using the cc Admin > Settings > Analytics.
tings D o
Doo
DOoo
F::ERTINET ) . ,
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You define the The automatic remediation actions in the notification policy. You can select multiple actions for
every incident, such as blocking the IP, emailing the SOC team, and also raising a service ticket. Select Run
Remediation/Script in the notification policy configuration.
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Script Types

+ Two types of script options

FortiSIEM 5.0 and beyond

F::RTINET

Training Institute

» Legacy script is the scripting option supported
in previous FortiSIEM and AccelOps releases
= Remediation is using the new built-in scripts in o

Notification Policy > Define Script/Remediation

OlLegacy Script
®Remediation

Script:

Enforce On

Run On:

Fortinet Forti0S - Block IP FortiOSs AP

Device-FGTA0D_172_16_200_1

Supervisor

< Save < Cancel

© Fortinet Inc. All Rights Reserved.

There are two types of script options. Legacy script is the scripting option supported in previous FortiSIEM
and AccelOps releases. Remediation uses the new, built-in scripts included FortiSIEM 5.0 and later.
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Legacy Script
* A legacy script requires you to specify an absolute path to the script
+ Usually either a bash or python script
Notification Policy > Define Script/Remediation o
Type: @ Legacy Script
Remediation

Script: | /opt/script/myscript.py

Run On:  Supervisor ’
+ Place this script manually on the supervisor or collectors

« With administrator ownership and execute permissions—typically 755

ﬁ;;::;'ll-:snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. g

A legacy script requires you to specify an absolute path to the script. The script is usually either a bash or
python script. A FortiSIEM administrator who has administrative ownership and execute permissions would
manually place this script on the supervisor or collectors.
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Remediation Scripts

+ Operators can select an out-of-the-box,
or user-defined script and specify the
enforcement device

Notification Policy » Define Script/Remediation 0 x

Type:  Legacy Seript
© Remediation

Script: | Fortinet Forti0s - Block IP Fortios 5.4

Enforce Un:  Device:FWFS1E4Q16001177 b

Run O | Supervidor

£ Save £ Cancel

CMDB

+ System and new user-defined
remediation scripts are stored in the

Aruba ArubaOSs WLAN Controller - Deauth User Aruba0s
Cisco ASA - Block IP Cisco ASA

Cisco 105 - Disable Port Cisco 105

Cisco WLAN Controller - Deauth User Cisco WLC
Fortinet FortiADC - Add IP FortiADC

Fortinet FortiAuthenticator - Disable User FortiAuth
Fortinet FortiCache - Add IP FortiCache

Fortinet FortiClient EMS - Quarantine IP FortiClient
Fortinet FortiMail - Block Email FortiMail

Fortinet FortiOS - Block IP FortiOSs 5.3

Fortinet FortiOS - Block IP FortiOs 5.4

Fortinet FortiOs - Block IP FortiOs AP

Fortinet FortiOS - Block MAC FortiOs

Fortinet FortiwLC - Deauth User Cisco WLC

Fortinet Fortiweb - Block IP Fortiweb

Generic Linux - Deauth User Linux

Generic Linux - Delete File By Checksum Linux
Generic Linux - Delete File By Type Linux

Generic Linux - Disable Interface Linux

Generic Linux - Reboot Server Linux

F::RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 10
If you choose to use a remediation script, then you can select an out-of-the-box or user-defined script and
specify the enforcement device. Starting from version 5.0 and later, FortiSIEM stores system and new user-
defined remediation scripts are stored in the CMDB.
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What Is Enforce On?

+ Enforce On (optional)

+ |dentifies the device that the script will be taking the action on, such as logging in to a
network device to block or shun an IP, or reboot a server

De-Auth User

®

SourcelP DestinationIP

Network
Device

Wireless LAN
Controller

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved 11

The Enforce On setting identifies the device that the script will be taking the action on, such as logging in to a
network device to block or shun an IP, or rebooting a server.

If the Enforce On value is defined then the remediation script uses it as a variable on the FortiSIEM back end.
Otherwise, if left blank, the out-of-the-box scripts try to identify the Enforce On device through the incident
XML.

Enforce On is optional for both automatic remediation in the notification policy or manual remediation on the
Incident tab. However, it is recommended that you always specify a value.
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Enforcing Remediation on Multiple Devices

* You can select multiple devices for Enforce On

—

Syslog

Notification Policy

i
SSH| 7
r |
] 1
h‘-_f -.;
€=
---—~\
: ]
Incident SSH'\

FortiGate-1

— Malicious IP
A

uarantine IP

ACTION: Remediate

F::RTINET
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* In this scenario, both devices will quarantine the IP indefinitely

FortiGate-2 “Su

l:‘|

=

© Fortinet Inc. All Rights Reserved.

You can select one or more devices from t

he CMDB on which the script needs to be enforced. In that case,

when an incident is generated, the script will run on multiple devices. If an incident, such as a zero-day attack,

is detected on one device, then you can ru
attack occurs on other devices.

n a script across multiple devices to block the attacker before the

In the example shown on this slide, a malicious IP is detected by the first FortiGate, which reports that event
to FortiSIEM. The remediation script then connects over SSH to both FortiGate devices, and then executes
the remediation script which, in this case, quarantines the malicious IP address.
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What |s Run On?
+ This tells FortiSIEM where to attempt to run the remediation script from
Supervisor
Collector
EnforceOn: Server X
Internet —

a " Script

Script ServerX
* The default value is the supervisor node, but the device may be reachable only through

a remote collector

F:=RTINET . . -
Training Institute © Fortinet Inc. All Rights Reserved. 13

The Run On setting tells FortiSIEM where to attempt to run the remediation script from. The default value is
the supervisor node, but the device may be reachable through a remote collector. If you have defined
collectors for any organization, then by default the run on resource is the collector for that organization.
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Remediation

Run Remediation

Type:

Enforce On:

Remediation:

Run On:

Legacy Script @ Remediation

Fortinet FortiOS - Block IP FortiOS5 AP

Super

Run Cancel

F::RTINET

Training Institute
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Remediation Action on INICIDENTS Tab

* Remediation scripts can also be run manually from the incident dashboard by selecting
Remediate Incident from the Actions menu

i Change Diupley Columas
O Clear Ml Incidenis in View
Q Search

¥ Show Locations

0 Change Severity

© Clewr bncident

0 Create Event Dropping Rule
W Create Cae

X Disable Rule

W EAL Comment

Q@Eat Rule

© T4t Rule Exception

o* Laport incident

W Hotity via Email

W Execute Playbock

1""--..._____- W fun Connestsr

0 Resabve Incident

Rhifun Extemnal Integrstion...,

D Show Tiehet History

1 am

)

Incident

UFAA &1 deter b imutil proces sinpped

ULDA Al detects unumwal

& INCIDENTS |

file uplaad

You can run remediation scripts manually from the incident dashboard by selecting Remediate Incident from
the Actions menu.
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Automatic Remediation
Pros Cons
+ External threats or attacks are blocked as  + Could make a disruptive change to a
soon as they are detected, no matter user, block access to an application, or
what time of day disconnect critical systems from the
network

« Concept of automatic remediation
already used widely across
organizations, in antivirus, spam
patching, and so on

F:=RTINET
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The benefit of using automatic remediation is that external threats or attacks are blocked as soon as they are
detected, no matter what time of day. The concept of automatic remediation is already used widely across
organizations in antivirus, spam patching, and so on. So, it is just another layer of security on top of your
existing automated security framework.

The disadvantage of automatic remediation is that the script can potentially make disruptive changes to a

user, blocking access to an application or disconnecting critical systems from the network, causing more harm
than good.
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Manual Remediation
Pros Cons
» Administrator has control over what « External threats or attacks detected by
action is being taken and can follow and FortiSIEM need user to take action
track the process instead of already overworked SOC team

« Can be used to gather further context on * Threat behaviors occurring during the
a host after an incident is triggered night could take hours to respond to

« Equivalent of running an IPS in monitor-
only mode—watch but do not block

F:=RTINET
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The advantages of manual remediation are that the administrator has control over what action is being taken
and can follow and track the process of the remediation action. You can gather further useful context on a
host after an incident is triggered if you are performing manual remediation.

The disadvantage of manual remediation is that external threats or attacks that are detected by FortiSIEM
need the user to apply the action, which can be time consuming for an overworked SOC team. Threats that
occur at night can take hours to respond to, and during that time more systems could be compromised.
Running manual remediation is equivalent to running an IPS in monitor-only mode—watch but do not block.
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Remediation Script Mechanics
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In this section, you will learn how remediation scripts work on FortiSIEM.
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Incident XML Generation

* When a script action is defined, FortiSIEM generates an XML extract of the incident data
« The content of the XML file is different for each incident

FortiSIEM then calls the script with the XML file name as an argument

* Once the script returns, FortiSIEM deletes the incident XML to avoid confusion with the
next script action

FortiSIEM saves script responses under /opt /phoenix/cache/tmp

# Legacy Script

cident XML
5 tmpl# 1s -la inc :
1 18 09:19 incident.HcNW26
18 @9:31 incident.gaPv7D

t Response
SM5 tmpl# 1s
- 1 admin admin
- 1 admin admin 45 Jan

F:=RTINET
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When you define a script action on FortiSIEM, the device will generates an XML extract of the incident data.
The contents of the XML file are different for each incident. FortiSIEM then calls the script with the XML file
name as an argument. After the script returns, FortiSIEM deletes the incident XML file is deleted to avoid any
confusion with the next script action.

By default, FortiSIEM saves the incident output files, remediation scripts, and script responses it generates in
a temporary folder. The incident files have the name incident followed by some random characters. If you
are running a remediation script, then FortiSIEM copies the script to the device that is executing the script with
the script name followed by random characters. The response from the script is saved with the filename
do_system followed by random characters.

If you are running only a legacy script, then FortiSIEM runs the script from the location where the script is

stored. For legacy scripts, you see only the incident and script response file. Because FortiSIEM deletes these
files almost immediately deleted, it can be hard to catch the output.
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Incident XML Example 1

pe="PH_RULE VIRUS BY FIREWALL NON REMEDY" severity="9"
t s} tion="Aviation" statua="0">

ware foun firewall but not remediated</name>

ion></remediation>

n>Datects that firewall content inspection devices found a virus but could not remediate it</description>
></policyID>

>Thu Feb 06 13:56:00 EST 2020</displayTime>
tegory>Security/Persistence</incidentCategory>

identSource>

B <entry attribute="srcIpAddr" name="Source IP">10.0.3.10

(Win_Agent) </entry>

</incidentSource>

entTarget>

ntTarget>

<incidentDetails>

<entry attribute="virusName" name="Malware Name">EICAR TEST FILE</entry>

</incidentDetails>
<affectedBizSrvec>null</affectedBizSrve>
B <identityLocation>
L</identitylocation> </incident>

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 18
Training Institute 4

This is an example of an incident XML file where a firewall found malware, but did not remediate it. You can
remediate this incident using a remediation script that extracts relevant information from the incident, such as
source IP, file name, and so on. You can use the information that the script gathers from the incident XML file
to perform actions, such as configuring or editing a firewall policy, to block any future occurrence of the
malware or virus.
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Incident XML Output Details
« XML tag and attribute definitions
<?xml version="1.0" encoding="UTF-8" 2>
<incident dentId="723" ruleType="PH_RULE VIRUS BY FIREWALL NON_REMEDY" severity="9"
repeat! t="1" organization="Aviation" status="0">
<incident>
incidentld Unique ID of the incident
ruleType ID of the rule, which is the rule event type created
severity Severity of the incident between 1-10 (low=1-4, medium=5-8, high=9-10)
repeatCount  How many times this incident has occurred
organization In service provider deployments, the organization affected by the incident,
which is always Super in enterprise deployments
status Incident status, one of New, Update, Cleared Manually, Clear, System Clear
ﬁ;fﬂgt:gﬁl ©Fortinat Inc. All Rights Reserved. 20

Every incident has a unique ID, which is tagged with XML attributes. There are XML tags and within those
tags you can define XML attributes.

The ruleType attribute defines the ID of the rule, which is the rule event type that was created. The
severity attribute defines the value between 1-10 where 1—4 is low severity, 5-8 is medium severity, and
9-10 is high severity. The repeatCount attribute defines the number of times the incident has occurred.

The organization attribute defines which organization was impacted in service provider deployments. In
enterprise deployments this organization is always Super.

The status attribute defines the incident status where 0 means the incident is active, 1 means the incident
was automatically cleared, 2 means the incident was manually cleared, and 3 means the incident was cleared
by the system.
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Incident XML Example 2

<description>

Detects user/group configuration in a domain controller. This rule would trigger on all changes made by any persen.
To prevent false positives, a restriction on the user attribute should be made by excluding the domain administrators.
</description>

ayTime>

omputer" >WIN-GHSFOZBDOP4 . aviation. lab</entry>
="Source IP">10.0.3.10</entry>

"computer" n
="grelpAddr"

"hostName" name="Host Name">WIN-GHSFOZBDOP4.aviation.lab</entry>
"user" name="User">ANONYMOUS LOGON</entry>

<entry attribute="domain" name="Domain">NT AUTHORITY</entry>

<entry attribute="targetUser" name="Target User">sam</entry>

<entry attri

</incidentTarget>

"targetDomain" name="Target Domain”>AVIATION</entry>

ame="Count">5</entry>

null</affectedBizSrve>
>

<identityL
/identityLocat

F::RTINET

Training Institute

</incident>

© Fortinet Inc. All Rights Reserved. 21

This slide shows another example of an incident XML file. This incident was generated because the rule
detected that a user made some changes to domain controller user and computer settings. This incident file
has user and targetUser as incident attributes. The user is the person who made the changes and the

target user is the one whose account was changed or modified.
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<name>

<remediation>

<policylD>

<displayTime>

<incidentSource>  *many possible

<incidentTarget> *many possible
<incidentDetails>  *many possible

<affectedBizSrvc>

<identityLocation>
<clearedReason>
<rawEvents>

F::RTINET

Training Institute

Incident XML Output Details

Name of the rule that triggered the incident

Any rule-defined remediation instructions

Incident notification policy ID

Time at which the incident occurred (Last Occur Time)
Source of the Incident

The target of the incident
Details that triggered the incident

Lists the business services that the incident source or targetis a
member of

Information associated with user identity and location

Present only for manually cleared incidents
Contains maximum of 10, raw event logs for the incident

© Fortinet Inc. All Rights Reserved.
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This slide shows some XML tags and their definitions.
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L
Automated Remediation Script for Port Scanning
* The notification policy for this rule has been configured to run the FortiGate Block IP
Remediation Script on a specific firewall in the CMDB
‘Admin > Settings > General > Notification
Notification Policy
‘ ¥ [ Low B M B High l
o Aeies. o Notification Policy > Define Scrip/Remediation
Action! [ Ser & target users. (@
Malicious IP T Dmaery Sotl
m 0 OF;P_'rt'dln‘.-or!
e el B e B R iRt A L b Y Enforce On:  Device FGT3 -
I | P
[ FortiGate — Block IP ) i
| 1
F:=RTINET . . o
Training Institute © Fortinet Inc. All Rights Reserved. 23

This slide shows an example of an automated remediation script for port scanning.

In the notification policy, you select the rules for which the remediation will be performed. You must define the
script before you can enable Run Remediation Script. While defining the script, you can select the Enforce
On and Run On options. Enforce On is optional, but it is recommended that you configure this setting. If you
don’t configure Enforce On, then the script picks the Enforce On setting from the incident XML file.

In the example shown on this slide, the script is selected to block a malicious IP on FortiGate.
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Automated Remediation Script for Port Scanning (Contd)

* The script reads the incident XML to determine the Source IP

<incidentSource>

<entry attribute="srcIpAddr" name="Source IP">100.64.1.10
J/entry>

o </incidentSource>
& 1.0" encoding="UTF-8" 2>
< "'HO r ype="Port_scanning_performed by nmap"
<

&
1
1
I :: scanning performed by nmap</name>
1 on></remediation>
: etects port scanning from nmap application</deacription>
rID>
e I
! :
l r\:’.:
F e e - — -
I N L ¥ ="srcIpAddr” name="Source IP">100.64.1.10 _ll
Block = ;
I XML I < -
100.64.1.10 : s e
l Lol O Bl I — ‘ln( lde ]LD‘.tdl
<entry att ="raptDavIpAddr" name="Reporting IP">10.0.3.254
(!‘GT3] fent :)
A bute="eount” name="Count">17</entry>
SL re>null</affectedBizSrve>
ation>
tion> </incident>
e = © Fortinet Inc. All Rights Reserved. 24

Training Institute

If an incident is generated, then the script reads the source IP from the XML file. The source IP is specified
with the incidentSource tags.

There can be different types of XML attributes depending on the type of source. In the example shown on this
slide, the source IP address will be extracted from the XML file and action will be taken on that IP address,

which is considered a malicious IP.
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Automated Remediation Script for Port Scanning (Contd)

* FortiSIEM now logs in to FortiGate with SSH using the stored credentials in the CMDB
to quarantine the offending IP

- e ————————— - 2 Refresh W Delete sj_|‘|L Remove All Barc
Details Device Source Expires =
[-] Ba
100.64.1.10 Administrative Never
ﬁ;;l:l?g'll-rlsnﬂﬁll; © Fortinet Inc. All Rights Reserved. 25

FortiSIEM now logs in to FortiGate with SSH using the stored credentials on the CMDB to execute the
commands necessary to quarantine the offending IP address. You can view the banned IP on FortiGate by
navigating to the Quarantine Monitor page. You can also view the banned IP in the CLI by running the

command diagnose user quarantine list.
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Querying and Reporting on Remediation Events

« FortiSIEM records all successful and Bl eiaks o x
failed remediation in back-end events

* You can query these using System
Event Category 3 (not shown in
analytics by default), and the !
PH_INCIDENT_ACTION_STATUS event

Display  Filter Item Value
type O — O e
O I srcipAd

000

=
Attribute O O
Paren Attribute Operator Value Paren O ] " Six
o e Event Type = | PH_INCIDENT_ACTION_STATUS © | © O O My
o o System Event Categary = - 3 ol e 0 0 1232
() O 3
OK Close
e = © Fortinet Inc. All Rights Reserved. 26
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FortiSIEM records all successful and failed remediation in back-end events. You can query these using
System Event Category 3, which is not shown in analytics by default and the
PH INCIDENT ACTION STATUS event type.
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R diation Script Probl
« If a remediation script fails, the reason for failure is stored in the
PH_INCIDENT_ACTION_STATUS event type
— Display Filter  item Value
i O  incigent Ticket State
Event Details o ox O O incident Ticket State
O O Line Numiber 1528
0O 0O Naotitication Action 1D 0
LIS LU I o PRI [ L P £ 2 £ LB [ U N PR o UL ST e (10 Ly
nmap, [policyld]=0 [actionid]=0.[actionName]=fortigate_block_ip_after_5.4.py D ] Notification Action Name forugate_block_ip_aftes
[actionTime}=1581022200 [actionResult]=Failed,[incidentld]=740, i ) 0 Notificalion Action Resdi Eabed
[incidentSrc]=srcipAddr:100.64.1.10, [incidentTarget]=,
[incidentDetail]=reptDevipAddr:10.0.3.254, count:17..[scriptOutput]=Block ip 100.64.1.10 O O Notitication Action Time May 09, 2023, 11:29:37 AM
Is falled: WARNING: File System Check Recommended! Unsafe reboot may have caused T
inconsistency in disk drive. It Is strongly recommended that you check file system - () Nottication Policy ID e
consistency before proceeding. Please run the 'execule disk list’ and then 'execule disk O 0O Organization 1D 2003
scan <ref#>". Note: The device will reboot and scan during startup. This may lake up to
1 m Ornanizatinn Nams Aviation
OK Close
F::RTINET
e - © Fortinet Inc. All Rights Resenved. 27
Training Institute

In the example shown on this slide, the remediation script fails for some reason, and FortiSIEM records the
reason for the failure. As shown, the script failed to execute because the file system on FortiGate was corrupt.
Sometimes, FortiSIEM also provides a solution to the problem, such as suggesting that you run commands on
FortiGate to resolve the issue.
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* All the out-of-the-box remediation scripts are located under:
* /opt/phoenix/data-definition/remediations

+ These are Python V2 scripts, and some call on the existing expect scripts used for
configuration pulling

* These scripts are loaded into the CMDB and should not be manually edited from this file
location

+ User-defined scripts on the GUI are also stored in the CMDB, but are not present in this
directory

F::RTINET

i = © Fortinet Inc. All Rights Reserved 28
Training Institute 4 i

All out-of-the-box remediation scripts are located in a remediations directory. These are Python V2 scripts,
and some call on the existing expect scripts used for configuration pulling. These scripts are loaded into the
CMDB and should not be manually edited from this file location. User-defined scripts on the GUI are also
stored in the CMDB, but are not present in this directory.
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Remediation Through FortiSOAR
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In this section, you will learn about mitigating incidents through FortiSOAR.
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—
Typical Remediation Process on FortiSOAR

* Extract + Connect to

* Query TIP

|frr=gr|7c]:ator5 (Threat - edge or
/ ingestod Intelligence Mitigate endpoint
I ‘ alert Platform) Malicious devices
\  « Automate * Lipdate IoC = Black
k. 7 through |nd|catc_zr mahcmus
—— playbook reputation indicators

© bempt O Enable
@ Block S Enable

Simple @ Block & Enable

F::RTINET
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Typically, the remediation process on FortiSOAR begins with the extraction of indicators of compromise (I0C)
from alerts. There could be several different types of indicators in an alert. Through the indicator extraction
playbook, you can extract those indicators. After the indicators are extracted, you must run the enrichment
playbook to enrich those indicators by querying a third-party threat intelligence platform. Finally, you can block
any malicious indicators through a playbook by connecting to an edge device or to an end-point device.
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Connector Step

* Use the Connector step to add
connectors, including FortiSOAR
built-in connectors, to your
playbook

« Search for connectors by name or
by action

Connector

By Connector Names 36

F::RTINET

Training Institute

Connector

By Actions

Block Hash
Unblock Hash

Block App

Fortinet FortiGate

v5.2.1
Get Blocked IP

© Fortinet Inc. All Rights Reserved.
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Use the By Connector Names tab to first choose a specific connector, and then choose the operation that
you want that connector to perform. Or use the By Actions tab to first choose the action that you want to
perform, and then choose the connector that you want to use to perform the selected action.

The By Connector Names tab displays all the connectors that are configured in your system. Use this tab if
you want to use a specific connector to perform a particular action. Use the Search Connectors section to

search for connectors by name.

An annotation can have multiple connectors configured to perform that action, and, if more than one connector
can perform the same action, then the GUI displays a list of connectors when you click the name of the action.
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Add a Connector to a Playbook somoor- ooz

« You can add different versions of a connector
to in a playbook

« If the version of the connector specified in the
playbook is not found, then the playbook, by
default, uses the latest version

* The return from the execute function is set in
the results.data variable of the playbook
step

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 32

From version 6.4.1 and later, you must specify whether you want to run the action on the current FortiSOAR
node, or remotely on the agent node, by clicking the Self or Agent buttons besides Target. By default, Self is
selected, which means that the action runs on the current FortiSOAR node. Then you must select the
configuration by clicking the Configuration drop-down list to select the action, because the FortiSOAR node
can have multiple configurations. Configurations are based on the configuration names that you specify when
you are configuring the connector.

You can install different versions of a connector, and, while adding a connector operation, you can specify a
specific version of a connector within a playbook. If the version of the connector specified in the playbook is
not found, then the playbook uses the latest version by default.

The return from the execute function is set in the results.data variable of the playbook step.
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Utilities Step

+ Use the Utilities step to run various utility
functions and scripts that come built-in on
FortiSOAR ©) Utilities .

FSR: Make FortiSOAR API Call

Inputs

fa/pecple

+ Varisbies Massags e
F:-=HT|nET © Fortinet Inc. All Rights Reserved 33

Training Institute

Use the Utilities connector for performing operations on FortiSOAR, such as performing a FortiSOAR search
using the Query API, updating a FortiSOAR resource, and creating a FortiSOAR resource. This connector
also contains other useful utilities, such as extracting email metadata, like indicators, from an email file;
uploading a file to FortiSOAR and associating that file with an attachment, such as providing the file IRI in the
output; converting file formats, such as XML to JSON or CEF to JSON, and zipping and password protecting a
file. This connector is ready to use, and you do not need to configure this connector.

One of the utilities on FortiSOAR is FSR: Make FortiSOAR API Call. You can use this action to call an API
within FortiSOAR and perform various actions. You can use HTTP methods such as GET, POST, PUT,
DELETE, and PATCH. In the example shown on this slide, a DELETE HTTP method is used for every item
from a previous step. The for each runs for every item in the array that is fetched by the step named
Find_All_Alerts and then deletes them.

Another example is using the GET function of the HTTP method. This retrieves users from the IRI
/api/3/people.
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Utilities Step—XML to Dictionary 7=

Unils: Convert XML to Dictionary b |

Converts an XML string into o dictionary.

? Inputs
1 <fxml version="1.8" encoding="windows-1252"2> XML
2 <discoveryResult custld="1"> | COrar. SAput. recorcafy]. sou cpdsial)
<discoveraAgent>1</discoveragent> -
<device tmpld= custId="1"> [

4

5

] <discoverMethod>L0G</discoverMethod>

7 ediscover B2 7008< /discoverTimes

w

8 <name>WIN2012R2</name>

9 <gomain/>

18 <vendor>Microsoft</vendor>

11 <model=Windows Server 2016</model>
12 <version=ANY</version>

13 <accessIp>X.X.X.X</accesslp>

14 <assetWelght>1</assetWeight>

15 <winMachineGuid/><eventSeqldList>

16 68679894472065715, 68679894472115616,
17 68679894472562285+< [eventSeqldiist=

5, GRETRIR44TAIIHE16, GRGTRUR4TISAIZNS",

18 <runningSoftware>

19 <application>

28 <vendorsMicrosofte/vendors

21 <model=Domain Controller</model>

22 <version>ANY</version=

23 <name>Microsoft Domaln Controller</name>
24 <eventSeqld>-68679894471916858</eventSeqld>

<fapplication>
24 </runningSoftware=
23 <fdevice>

28 </success>

29 0 /discoveryResult

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 34
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The XML to Dictionary is another useful utility that you can use to convert XML data to dictionary format. The
dictionary data is in JSON style and preserves the nesting level structure in XML data. For example, if the
XML data has five levels of nesting, the dictionary data also has five levels of nesting. The data within an XML
tag is considered to be the value and the XML tag itself is considered the key. In dictionary format, it the value
plus the key forms the key-value pair.
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Utilities Step—XML to Dictionary Output
* You can access any key-value pair from _ Automation > Playbooks
the dictionary in the playbook XML to Dict
environment | outeut  INPUT CONFIG
» For example, if you want to access the i ‘””""
name key, then you must enter the Jinja o guui
{{vars.steps.XML to Dict.data. —
discoveryResult.success.device L
.name}) ﬂ
F::RTINET . .
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After you convert XML data to the dictionary, you can use that dictionary data in any remaining playbook
steps.
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Other FortiSOAR Utilities

chText (HTML)

AR AP| Call

© Fortinet Inc. All Rights Reserved.

an Attachment

There are other FortiSOAR utilities that you can use in your playbook. This slide lists the other utilities that are

available to you while designing a playbook.
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FortiSIEM and FortiSOAR Integration

T
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In this section, you will learn about leveraging FortiSOAR integration in analytics and incidents on FortiSIEM
using FortiSOAR playbooks and connectors.
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FortiSOAR for FortiSIEM Integration

+ FortiSIEM allows you to run FortiSOAR playbooks and connectors

- i B DASHEOARD W ANALYTICS
& actions = | | [1] Raw Messages

(4] Q& =1 | t ] &+ | =- | QARun

Raw Messages - Last 10 Minutes

P Reports

} Rules

b Watch Lists

P Lookup Tables 2
FortiSOAR Connectors .Ill I I I... lllllllllll .
May 11, 2023 1007 wno woe "W wn nn

Ungrouped
B show Event Type [ Wrap Raw Events ] Execute Playbook I lRun Connector I
¥ Playbooks
7 Event Receive Time Reporting @ Event Type Event Hame
For§50AR Playbooks
May 11, 2023, 10:15:37 AM 10.0.3.254 Forti 4 by el Server certificats is resigned as untrusted
Ungrouped
May 11, 2003, 10:15:32 AW 10.0.3.254 FortiGate 3l ansmaly cortresign untrusted Server certificate it resigned a3 untrusted
Reme diations
May 11, 2023, 10:15:31 AM 10.0.3.254 Fortid maky-certresip b Server certificate is resigned as untrusted
F::RTINET . :
© Fortinet Inc. All Rights Reserved. 38
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You can integrate with FortiSOAR and execute any connector actions or playbooks. This is very useful
because an analyst can leverage the integrations made possible by having FortiSOAR to speed up decisions
(by leveraging FortiSOAR through FortiSIEM for Incident Response) or use FortiSOAR to gather more
information about a specific IOC. You configure FortiSIEM and FortiSOAR and then leverage that integration
from the FortiSIEM incidents section.

You can use a FortiGate or FortiGuard connector, or you can add other connectors if you want to add the API
keys, for example Virustotal, Alienvault OTX, and so on.
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Configuring Authentication on FortiSOAR

Seourity

F::RTINET
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You must set up FortiSOAR with a role assigned to a user account so you can leverage the use of FortiSOAR
playbooks and connectors from the FortiSIEM GUI. Use HTTP basic authentication for API for authentication.
You will configure a role assigned to a user that FortiSIEM can use to read and run playbooks and
connectors.
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Installing FortiSIEM Essentials Solution Pack

N SOLUTION PACK

FortiSIEM Essentials

FortiSIEM Essentials
on 1 B

Contents

03 - Enrich (FortiSIEM]

ter | nokip MaTonbbo URIViid

F:=RTINET
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This solution pack contains the essential contents to make the FortiSIEM integration in FortiSOAR more
seamless and comprehensive. Through enhancements in the FortiSOAR modules to suit the FortiSIEM
ingestion better, and by providing you with helpful use case playbooks, the solution pack aims to enhance the
utility and experience of the integration. Once installed, you will also see the installed playbooks in the

FortiSIEM native Ul. A few important integrations used in the solution pack are Anomali ThreatStream,
Fortinet Web Filter Lookup, MxToolbox, URLVoid, and VirusTotal.
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Host Hame:  10,0.1.160

User Mame:  for tishem-usar

Password:  asssssssas
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Updating Connectors on FortiSIEM

* You can import FortiSOAR connectors

l—Resourr_es = Connectors = FortiS0AR Connectors}

Update | Q

Harme
Add Entries To Resource List
Add Watch List Entries to Watch List

Approved IO By Impart ID

Block URL

Clear Incldont With Reason
Creste Exception

Croate PSet

Create Policy

Create Threat Bulletin
Create User

Custom API Endpaint
Delete Address

Delote Address Group

Delote file

Delote Policy

Description

Adds new elements to 3 spedfic rescurce Bt in FortifEM bated o

Adds watch st entries to one or more watch lists based on watch

Approves the specific impart job in ThreatStream based oa the imp

Bocks URLs on Fortinet FortiGate using the Web Fiter Profite Nam#
W addresses, URLs, or applications (s Fortinet FortiGate® section.

lears an incident with the reason you have specified an the Forti
Creates an [PSet in Fortinet FortiEDR wsing the set of P addresses
Croates an IPSet in Fartinet FortlEDR using tha sat of IP addrasses
Creates a new firewal policy in Fortinet FortiGate based on the naf
Craates a threat bulletin in ThreaiStream based on the name, tag,
Creates a new gser s the Fortinel FortiGate server based on the u
Allows querying 3 custom AP endpoint in ViresTotsl based on the o
Deletes an addvress that Is configured on Fortinet FortiGate based

Deletes an address group that ix configured on Fortinet FortiGate Y

Dalates a particular file from the ViMware Carhos Black EDR server,

Dolotes a policy that i configured on Fortinet FortiGate based on

© Fortinet Inc. All Rights Reserved.
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You can use connectors to send and retrieve data from various third-party sources. Using connectors, you
can connect to external cybersecurity tools and perform various automated interactions using FortiSOAR
playbooks. In this integration, the fortisiem-user has permissions to run connector actions, which means
that any connector action is available to execute from FortiSIEM.

Note that you must configure connectors on FortiSOAR.
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Updating Playbooks on FortiSIEM

* You can import FortiSOAR playbooks

Hame Description

fortl ol em- get-damain -repu tation FortiSIEM get domaln reputation oo attributes 1 an event or inddent

F::RTINET
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Playbooks on FortiSOAR allow you to automate your security processes across external systems, while
respecting the business processes required for your organization to function. You can customize playbook
templates to follow an organization's current procedures while leveraging the automation capabilities of
FortiSOAR. FortiSIEM imports only playbooks that have the tag "FortiSIEM". You can add multiple tags to
playbooks within FortiSOAR, but the integration looks specifically for playbooks tagged FortiSIEM.

Note that you must configure playbooks on FortiSOAR.
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43

You can execute configured FortiSOAR connectors and playbooks in analytics FortiSIEM. Different use cases

will leverage different connectors.

In the example shown on the slide, you want to leverage a FortiSOAR connector to lookup IP address
information on a third-party threat service. Use IP address 91.212.150. 94, select the IP address from
analytics search results, and then click Run Connector.

Select the FortiGuard connector and the Threat Intel Search action. In the connector configuration select the
available connector configuration fortinet in this example, and select the attribute you want to leverage from
the normalized log event, which is Source IP for this example). Click Execute to view the results.

The results from FortiGuard connector for IP address 91.212.150. 94, confirmed as Spam Sender. You
can use this information for data enrichment purposes on FortiSIEM.
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Now you have seen how to leverage the FortiSOAR integration in analytics on FortiSIEM. To obtain more
context about the incidents, you can execute playbooks and run connectors on an incident as well. The
example shown on the slide shows the execution of a FortiSOAR integrated playbook on an incident on

FortiSIEM.
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Understand how remediation is performed on FortiSIEM
Differentiate between manual and automatic remediation
Understand incident XML output details

Understand out-of-the-box remediation scripts
Understand enforce on and run on

Understand FortiSOAR deployment architectures
Remediate incidents through FortiSOAR

Integrate FortiSOAR with FortiSIEM
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to remediate incidents manually and

automatically.
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