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Firmware Version

The Enterprise Firewall course content is based on the following products and firmware versions:

FortiGate 7.2.4
FortiManager 7.2.2
FortiAnalyzer 7.2.2
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Lab 1: Network Security Architecture

In this lab, you will integrate a FortiGate physical interface with another type of interface based on the best

practice of segmenting enterprise networks. You will migrate the physical interface settings and references to the
target interface.

Objectives
¢ Integrate port3 on ISFW with a software switch

¢ Integrate port1 and port2 on NGFW with an SD-WAN virtual interface

Time to Complete

Estimated: 25 minutes

Which Network Segment Will You Work On?
In this lab, you will access ISFW and NGFW.

ethd
Linux-Router

NGFW-1 pﬂl‘ﬁ eth1
ISFW o-100.64.1.1 100.54.1.254
4 portt portd "> 7
o 0.2 0.1 10.1.0.254 “® port2 eth2
Vpol.m 100.64.2.1 10C. 84,2254
10.1.10.254
15
‘;»:\?}1'
Client-10
10.1.10.1

VM Usernames and Passwords

VM Username Password
Client-10 student password
ISFW admin password
DCFW admin password

Enterprise Firewall 7.2 Lab Guide
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ortinet Vouchers & Dumps are Available on Brave-Dumps.com



DO NOT REPRINT ~ Brave-bumps.com

Lab 1: Network Security Architecture

© FORTINET
VM Username Password
NGFW-1 admin password
NGFW-2 admin password
Spoke-1 admin password
Spoke-2 admin password
FortiManager admin password
FortiAnalyzer admin password
10 Enterprise Firewall 7.2 Lab Guide
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Exercise 1: Integrating the Physical Interface

In this exercise, you will integrate the port3 physical interface on ISFW with another type of interface based on the
best practice of segmenting the internal enterprise network. You will migrate the interface to a new interface and
transfer its configuration, such as IP address and other references to firewall objects, to the new interface.

Review ISFW port3 Settings and References

First, you will review the current interface settings and references of port3 on ISFW. Then, you will integrate port3
with a new software switch and migrate the configuration of port3 to the target interface.

To review port3 network settings

1. Login to the ISFW GUI with the username admin and password password.
2. Click Network > Interfaces.
3. Double-click port3 to view the interface configuration.
4. Review the interface settings.
All existing interface settings will move to the target interface.

5. Click References.
You should see a list of objects the interface currently references.

Usage of System Interface: port3 X
& Edit i Delete = View List @ View Properties Possible Uses
Object Name % Ref. &
1 0

6. Inthe upper-right corner, click X.
7. Click Cancel.
To integrate port3 with a new software switch

1. Continuing on the ISFW GUI, click Network > Interfaces.
2. Right-click port3, and then click Integrate Interface to start the wizard.

[ port2 ™ Physical Interf:
# port3 [® Physical Interf
Set Status 4
# Edit
® port & Delete Physical Interf;
[ port] )y integrate Interface | Physical Interf:
® porté ™ Physical Interf:

Enterprise Firewall 7.2 Lab Guide
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3. Onthe Select Migration Option wizard tab, make sure Migrate to Interface is selected.
4. Click Next.

5. Onthe Select/Create interface wizard tab, select Create a new Interface.

6. Enable Port configuration.

A\
- -
9 The configuration of the physical interface overwrites the configuration of the target
interface.

7. Inthe Name field, type L.AN.
8. Inthe Type field, select Software Switch.
9. Click Next.
10. On the Review Settings wizard tab, click Create.

Move port3into an interfacz x

® Revizw Settings

» | hefollowing objects will be updated. Ubject set to "Replaca Instance’
1 will al lesmpl Lo updal e oceourrences of pon (3 0o TANL

Target Object
Name Object Type Action

LAN | SystemInterface | Create New

References

Name  Object Type Action

1 Firewall Policy R iallv-l Delet2 Entry

11. Click OK to confirm.
12. Click Close.
The new software switch is now created.

Name ¢ Type % Members & IP/Netmask % Administrative Access ¢ Ref. &

B =2 software Switch @

= LAN =3 Software Switch ™ port3 10.1.10.254/255.255255.0 PING 1

Make sure the new software switch LAN received the correct IP address and the
administrative access settings that were on port3.

12 Enterprise Firewall 7.2 Lab Guide
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Stop and think!
Why did port3 relocate from the list of ISFW physical network interfaces?

The target interface is a software switch and is using port3 as a member interface. Creating a virtual
interface on FortiGate requires that at least one interface is a member. Only the virtual interface is
configurable. A member cannot be assigned an IP address or administrative access settings.

Enterprise Firewall 7.2 Lab Guide 13
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Exercise 2: Integrating Interfaces With Legacy SD-WAN
(Optional)
In this exercise, you will integrate the port1 and port2 physical interfaces on NGFW-1 with the legacy SD-WAN

virtual interface based on the best practice of segmenting the edge firewall to steer traffic sourced from the internal
network and destined to different cloud applications and websites on the internet.

‘\ ' f_' This exercise is not intended to cover the complete SD-WAN setup and apply all
recommended settings. The Integrate Interface feature helps to implement
9 networking requirements, such as segmentation, without causing further disruption to
- FortiGate.

Integrate the External Interfaces With SD-WAN

( )

Take the Expert Challenge!

On the NGFW-1 GUI, enable the default SD-WAN zone, and then integrate port1 and port2 with the SD-
WAN zone virtual-wan-link.

Qf you require assistance, or to verify your work, use the step-by-step instructions that follow.

J
To enable the SD-WAN zone
1. Connect over SSH to NGFW-1.
2. Log in with the username admin and password password.
3. Enter the following commands:
config system sdwan
set status enable
end
The default SD-WAN zone is now enabled and ready to integrate interfaces.
To integrate port1 with the SD-WAN zone
1. Login to the NGFW-1 GUI with the username admin and password password.
2. Click Network > Interfaces.
3. Right-click port1, and then click Integrate Interface to start the wizard.
4. Onthe Select Migration Option wizard tab, select Migrate to SD-WAN.
5. Inthe Target SD-WAN zone field, select virtual-wan-link.
6. Click Next.
7. Onthe Review Settings wizard tab, click Apply.
8. Click OK to confirm.
9. Click Close.
14 Enterprise Firewall 7.2 Lab Guide
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port1 is now part of the SD-WAN zone.

To integrate port2 with the SD-WAN zone

1. Continuing on the NGFW-1 GUI, repeat the previous procedure and integrate port2 with the SD-WAN zone.

Enterprise Firewall 7.2 Lab Guide 15
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Lab 2: Hardware Acceleration

There is no lab associated with this lesson.

16 Enterprise Firewall 7.2 Lab Guide
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Lab 3: Security Fabric

In this lab, you will learn how to configure the Fortinet Security Fabric. After you configure the Security Fabric, you
will access the physical and logical topology views. You will also learn how to create a Security Fabric automation
stitch, trigger, and action, and view email alerts that the automation stitch generates.

Objectives

¢ Use the Security Fabric to share traffic and threat information among multiple FortiGate devices
¢ Use the Security Fabric topology view to see logical and physical views of your network topology
¢ Use Security Fabric automation to generate email alerts

Time to Complete

Estimated: 45 minutes

Which Network Segment Will You Work On?

In this lab, you will configure the ISFW, DCFW, and NGFW-1 FortiGate devices.

FortiAnalyzer

o
... |
< % : nternet
pnrﬂh ]
10.1.0.210
ethl
Linux-Router
NGFW-1 pDI'“ eth1
'SfH” ~~.100.64.1.1 100.64.1.254
,.x;&}.“‘ﬁ porti port3 -~~~ 1#;1
# 10.1.0.1 10.1.0.254 ¥
port3
10.1.10.254
port1
10.1.0.100
2 DCFW
-
~port3
L@ 10.1.4.254
Client-10
10.1.10.1

Enterprise Firewall 7.2 Lab Guide
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Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices. The configuration
files are located on the desktop of the Client-10 VM.

To restore the NGFW-1 configuration file

1. On the Client-10 VM, open a browser, and then log in to the NGFW-1 GUlat 10.1.0. 254 with the username
admin and password password.

2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build13%6 (Feature)

L System *
(3 Backup ID Configuration ¢
& Change Password
= Revisions & Logout

X Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Enterprise-FW > Security_Fabric, select NGFW-1 Fabric initial.conf,
and then click Open.

5. Click OK.
6. Click OK to reboot.

To restore the DCFW configuration file

1. On the Client-10 VM, open a browser, and then log in to the DCFW GUl at 10.1.0.100 with the username admin
and password password.

2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build1396 (Feature)

£ System b
03 Backup 03 Configuration ’
& Change Password
:= Revisions & Logout

X Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Enterprise-FW > Security_Fabric, select DCFW Fabric initial.conf, and
then click Open.

18 Enterprise Firewall 7.2 Lab Guide
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5. Click OK.
6. Click OK to reboot.

To restore the ISFW configuration file
1. Onthe Client-10 VM, open a browser, and then log in to the ISFW GUlat 10.1.10. 254 with the username admin

and password password.
2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build1396 (Feature)

£ System '
3 Backup [ Configuration ’
& Change Password
i= Revisions @ Logout
X Scripts
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Enterprise-FW > Security_Fabric, select ISFW_Fabric _initial.conf, and
then click Open.
5. Click OK.
6. Click OK to reboot.
Enterprise Firewall 7.2 Lab Guide 19
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Exercise 1: Configuring the Security Fabric

In this exercise, you will configure the Security Fabric in the lab network.

Configure the Security Fabric on NGFW-1

You will configure the root of the Security Fabric tree.

To configure the Security Fabric on NGFW-1

1. Log in to the NGFW-1 GUI with the username admin and password password.
2. Click Security Fabric > Fabric Connectors.
3. Inthe Core Network Security Connectors section, click Security Fabric Setup, and then click Edit.

[ NGFw-1 - = Q

@ Dashboard » | Core Network Security Connectors

& Network b3 p

B Policy & Objects H '/f‘ Security Fabric Setup

8 Security Profiles >

Q veN R Role Standalone

& User & Authentication >

% WiFi Controller >

£ System b

@/ Security Fabric v
Physical Topology LAN Edge Devices
Logical Topology Device Type Device Count  Status
RIS BB FortiGate 1) @ Al au
Automation w0 FortiAR (0] None cor

X FortiSwitch (0] None cor

External Connectors B FortiExtender (0] None cor
Asset |dentity Center

4. Inthe Security Fabric Settings window, in the Security Fabric role field, select Serve as Fabric Root.
Selecting Serve as Fabric Root requires that you then set up FortiAnalyzer logging.

5. Inthe Logging Settings window, in the Status field, select Enabled, and then in the Server field, type
10.1.0.210.

6. Click OK, and then click Accept to confirm that you want to connect to FortiAnalyzer.
7. Inthe FortiAnalyzer status notification window, click Close.
8. Enable Allow other Security Fabric devices to join, and then select port3.
9. Inthe Fabric name field, type fortinet.
20 Enterprise Firewall 7.2 Lab Guide
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Configure the Security Fabric on NGFW-1

Security Fabric Settings

Settings Info

Security Fabric role

Allow other Security Fabric devices to join

Fabric name

Device authorization

FortiCloud account enforcement €

Fabric global object
SAML Single Sign-On €

Management IP/FQDN @

Standalone EREWEEHEN WG Join Existing Fabric

Allow downstream device REST APl access @ OB

M port3 b4
+
fortinet
None & Edit
[ Advanced Options

Use WAN IP Eell=elinY

10. Click OK.

To authorize NGFW-1 on FortiAnalyzer

1. Continuing on the NGFW-1 GUI, click Security Fabric > Fabric Connectors.

N

An Unauthorized connection status is displayed.

L ol

Click Device Manager.

Device Manager FortiView

FortiSaC Reports

6. Click Unauthorized Devices.

Enterprise Firewall 7.2 Lab Guide

In the Logging & Analytics section, click Edit.

Click Cancel, and then click Cancel again to close the window.
Log in to the FortiAnalyzer GUI with the username admin and password password.

System Settings

Fabric View

Management
Extensions

21
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228 Device Manager

Device & Groups

£ Search..

= mAddDevice ggDevice Group v

@ Device & Groups v B Retun [ Authorize & Kide T Delete [J Display Hidden Devices

1z Search.. Q O  &Device Name Madel Serial Number Connecting IP

All Logging Devices 0 ®NGFW-1 FortiGate-VMA4-KVM  FGYMO100000774649 10.1.0.254

Unauthorized Devices

7. Click NGFW-1, and then click Authorize.

= m AddDevice B Device Group

9 Return & Hide T Delete (O Display Hidden Devices

O @ ADevice Name Model Serial Number Connecting IP
I DNGFW-1 I FortiGate-VM64-KVM  FGVYMO010000077649 10.1.0.254

The Authorize Device wizard opens.

Authorize Device

Device Name Assign New Device Name

NGFW-1 NGFW-1 |

8. Click OK, and then after the progress bar reaches 100%, click Close.
NGFW-1 is added as a registered device.

Enterprise Firewall 7.2 Lab Guide
. . Fortinet Technologies Inc.
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Configure the Security Fabric on DCFW

y - Log Status _a Ny
. b // \\
y — N y i . N
4 \ @ up o I 4 |\
4 A r 4 A
\\\. //; . \\\.__ //;
\\\ - : 4 //; \\\ - : 4 ///
[# Edit | | T Delete | EE Table View ~ | | ¢ More ~
O Device Name < IP Address = Platform < Logs =
O @NGFW-1 10.1.0.254 FortiGate-VM&4-KVM @ Real Time

9. Select NGFW-1 again, and then click Edit.
10. Configure the following settings:

Field Value

Admin user admin
Password password
11. Click OK.

Configure the Security Fabric on DCFW

You will enable device detection on port3 of DCFW. After that, you will configure it as one of the branches of the
Security Fabric tree.

To enable device detection on DCFW

1. Logintothe DCFW GUI with the username admin and password password.
2. Click Network > Interfaces, and then expand the Physical Interface section.
3. Click port3, and then click Edit.

4. Inthe Network section, enable Device detection.

Metwork

Device detection @ @

Security mode

»

5.

Click OK.

To enable the Security Fabric on DCFW

1.
2,

Continuing on the DCFW GUI, click Security Fabric > Fabric Connectors.
In the Core Network Security Connectors section, click Security Fabric Setup, and then click Edit.

Enterprise Firewall 7.2 Lab Guide 23
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[ pcrw

@ Dashboard

b Network

B Policy & Objects

& Secu rity Profiles

0 VPN

:. User & Authentication

= WiFi Controller

2 System

@ Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Fabric Connectors

External Connectors

[
Jo)

Core Network Security Connectors

Brave-Dumps.com

Exercise 1: Configuring the Security Fabric

J/{/J Security Fabric Setup

Role Standalone

LAN Edge Devices

Device Type Device Count
B FortiGate ©

"9 FortiAP (0]

X FortiSwitch (0]

B FortiExtender (0]

Status
All aut

None con

MNone con

None con

3. Inthe Security Fabric Settings section, in the Security Fabric role field, select Join Existing Fabric.
4. Enable Allow other Security Fabric devices to join, and then select port1.
5. Inthe Upstream FortiGate IP/FQDN field, type 10.1.0.254.
6. Inthe SAML Single Sign-On field, select Manual.
Security Fabric Settings

Settings nfo

Security Fabric role Standalone | Serve as Fabric Root

Allow other Security Fabric devices to join © | ™ portl x

+

Upstream FortiGate IP/FQDN 10.1.0.254

Allow downstream device REST APl access @ O

SAML Single Sign-On @ Auto m

[ Advanced Options
Mode Disabled
7. Click OK.
8. Click OK.
Stop and think!

Why didn't you have to configure the FortiAnalyzer IP address on DCFW?

All branch FortiGate devices in a Security Fabric retrieve the FortiAnalyzer IP address from the root
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To authorize DCFW on NGFW-1

1. Return to the NGFW-1 GUI, and then click System > Fabric Management.

2. Click the device with the Unauthorized status, and then select Authorize.

Device Type

M FortiGate (1]

¥ Fabric Upgrade | X Upgrade

B8 Register | # Authorization =

.
Device = :

= = NGFW-1

~—e [[E.FGVM010000077648 |

The NGFW-1 displays the DCFW as part of the Security Fabric. It may take few minutes to authorize. You
may need to refresh the page.

Device Type
M FortiGate (2]
@/ FabricUpgrade | & Upgrade BB Register | # Authorization -
Device = Status =
= (m NGEW-1 @ Online
Lo BB DCFW @ Online
To authorize DCFW on FortiAnalyzer
'\" : ’.-
Only the FortiAnalyzer settings are retrieved from the root FortiGate. You still have to
authorize each branch FortiGate on FortiAnalyzer.
—

1. Return to the FortiAnalyzer GUI, and then click Unauthorized Devices.

DCFW appears as an unauthorized device.

Enterprise Firewall 7.2 Lab Guide
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= @ AddDevice & Device Group ~

Exercise 1: Configuring the Security Fabric

D Return [& Authorize @ Hide W Delete (O Display Hidden Devices

O @ ADevice Name Model Serial Number Connecting IP
O ©DCFW FortiGate-VMé4-KVM  FGVMO010000077648 10.1.0.100
Click DCFW, and then click Authorize.
Click OK, and then after the progress bar reaches 100%, click Close.
DCFW is added as a registered device.
[# Edit | | Tl Delete EITahlo\/ic-.r.rVH ! More v
O Device Name = IP Address = Platform < Logs =
O @DCFW 10.1.0.100 FortiGate-VMé4-KWVM @ Real Time
O w5 fortinet
O @ NGFW-17 10.1.0.254 FortiGate-VMé4-KVM @ Real Time

4. Click DCFW, and then click Edit.
5. Configure the following settings:

Admin user admin
Password password
6. Click OK.

7. Wait a few seconds, and then refresh the screen.

You should see DCFW as part of the Security Fabric.

Field Value

[# Edit | | Ty Delete |E|Tatjlc\r’iov.rV|| { More v
O Device Name < IP Address < Platform < Logs =
O ¥ fortinet
O @ DCFW 10.1.0.100 FortiGate-VM&4-KVM ® Real Time
O @ NGFW-17 10.1.0.254 FortiGate-VM&4-KVM ® Real Time

Configure the Security Fabric on ISFW

26

Follow the previous steps to configure the Security Fabric on ISFW. You must do the following:

A

Enable device detection on port3.

Enable the Security Fabric on ISFW.

Authorize ISFW from NGFW-1.

Authorize ISFW from FortiAnalyzer.

Configure the correct ISFW administrator credentials on FortiAnalyzer.
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Monitor the FortiTelemetry Connection

You will use CLI commands to check the status of the FortiTelemetry connection between DCFW, ISFW, and
NGFW-1.

To monitor the FortiTelemetry connection

1. Connect over SSH to NGFW-1.
2. Login with the username admin and password password.
3. Enter the following CLI command:

diagnose sys csf downstream

The system displays the DCFW and ISFW FortiTelemetry connection information.

1: FGVM010000077646 (10.1.0.1) Management-IP: Management-port:0 parent:
FGVM010000077649

path:FGVM010000077649:FGVM010000077646

data received: Y downstream intf:portl upstream intf:port3 upstream vdom:root admin-
port:443

authorizer:FGVM010000077649

2: FGVM010000077648 (10.1.0.100) Management-IP: Management-port:0 parent:
FGVM010000077649

path:FGVM010000077649:FGVM010000077648

data received: Y downstream intf:portl upstream intf:port3 upstream vdom:root admin-
port:443

authorizer:FGVM010000077649

4. Enter the following command to display Security Fabric statistics:
diagnose test application csfd 1

The status of DCFW and ISFW should appear as 1ink-ok SSL-ok auth-ok hello-ok.

Dump CSF daemon info

group name: fortinet

group pwd: *

status: Active

accept auth by cert: y

forticloud account enforcement: y
Upstream info

N/A

Downstream info

device total: 2

# 1

sn: FGVM010000077646

ip: 10.1.0.1

port: 22268

status: link-ok SSL-ok hello-ok auth-ok
no response: 1

# 2

sn: FGVM010000077648

ip: 10.1.0.100

port: 18028

status: link-ok SSL-ok hello-ok auth-ok
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no response: 0
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Exercise 2: Examining the Physical and Logical Topology
Views

You will examine the different Security Fabric topology views.

View the Physical Topology

The physical topology displays the network devices and how they are connected.

To display the physical topology

1. Log in to the NGFW-1 GUI with the username admin and password password.
2. Click Security Fabric > Physical Topology.
Your physical topology should look similar to the following example:

Uostream  Intzrnet= Metrics Svtes (Sent/Received) ™

& T~ c E.‘-’fa

=
MGF-1 \ NCFW
—/ FzbrlcRact \

L

Fortlanzlyzer
I5TW
Devices
Security Mabric
= = . N = =
178 E B x @ 5 &

@

Tupuloay lesLupdaled 9 secund[s) ake. Seourily Raling
rezultsthatran 1 hourls) and 55 minutels) ago wers

azgregated.
\‘ : ’-
Your topology view might not match what is shown in the example. At a minimum, you
should see NGFW-1, ISFW, and DCFW in the topology view.
=
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View the Logical Topology

The logical topology displays the interfaces where each device is connected.

To display the logical topology

1. Continuing on the NGFW-1 GUI, click Security Fabric > Logical Topology.
Your logical topology should look similar to the following example:

Upstrcam | Intornct = Mezrics | Bytos (Sent/Recoived) =
o — & E
— U= /_ =
MG-W-1 Js
Faorc Root
@ ‘_..-E ¥ portd g5~
N~
Fortifnalyzer E'l.';\
1SEVY
™ pores B __\x 1
Devicas
Secgltv Fzbrlc
.7 E E 2 () 8
R
Inpalagy lastupdaten 9 serond(s) ago. Security {afing
resulis b ran 2 houn(s) @ LminuLels) ago were
aggrogates.
< Update Now
vis S : : -
) - Your topology view might not match what is shown in the example. At a minimum, you
should see NGFW-1, ISFW, and DCFW in the topology view, and the respective
- interface connections.
-
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Exercise 3: Configuring the Automation Stitch, Trigger,
and Action

In this exercise, you will configure the automation stitch on NGFW-1 to send email alerts for WAN link failures. An
automation stitch includes a trigger and an action, which you will create.

Configure the Automation

You will create a trigger and an action on NGFW-1, and then add them to the stitch.

To configure the automation action on NGFW-1

1. Login to the NGFW-1 GUI with the username admin and password password.
2. Click Security Fabric > Automation.

3. Inthe Automation window, click Action.

4. Click Create New, and then in the Notification section, select Email.

5. Configure the following settings to create a new action:

Field Value

Name Link_Down_Email
From fortinet@training.lab
To admin@training.lab
Subject WAN Link Down

Your configuration should look like the following image:

Crezate New Automation Action

n Email Send a custom email to the spec fied recipient(s).

Mame Link_Diown_Email

Minimumintzrval @ 0 second(sl  ~
Descripzlon A 0)255
Email
[rem fortinet@training.lab
To admin@training.lab
[+]
Subject WAN Link Cown
Budy %%|0g%%

Replacement messagzs (B
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6. Click OK.

To configure the automation trigger on NGFW-1

1. Continuing on the NGFW-1 GUI, in the Automation window, click Trigger.
2. Click Create New, and then in the Miscellaneous section at the bottom of the page, select FortiOS Event Log.
3. Inthe Name field, type Link Monitor Dead.
4. Inthe FortiOS Event Log section, in the Event field, click +, and then select Link monitor status.
You can use the search field to find the event.

Create New Automation Trigger
" . Select Enfries x
FortiOS Event Log A specified FortiOS event log 1D has
Q, Search
i License validation failure
Name Link_Monitor_Dead @ Link monitor status
R 40255 & Link monitor status warning
§8 Local user added
FortiOS Event Log i8 Locally generated traffic goes to loC lo
Event ¥ Link monitor status I X ._I'%" Log deleted by user
T g Logdisk failure imminent
Field filter(s) © ) K& Log disk full
K& Log disk unavailable
i2 Log file downloaded from GU
iE Logfile ondiskis corrupted
i Lograte limit exceeded
8 Logrotation requested by FortiCron
i Log upload completed
B2 | nonnlnad arear
Close
5. Click Close.

6. Inthe Field filter(s) field, click +.
7. Inthe Field name field, type msg, and then in the Value field, type the following text:

Link Monitor initial state is dead, protocol: ping

Make sure that you don't type a period (.) at the end of the text. Your configuration should look like the
following image:
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Create New Automation Trigger
FortiOS Event Log A specified FortiOS event log 1D has occurred. & CHANGE TYPE

Name Link_Monitor_Dead

Description £0/255

FortiOS Event Log

Event i Link monitor status x
+

Field filter(s) @  msg :  Link Monitor initial state is dead, protoc = %
[ +]

8. Click OK.

Stop and think!
Why do you configure Field filter(s) on the automation trigger?

The main event ID on FortiGate can have multiple log fields. To filter on a specific log field in an event that
triggers the stitch, you can use filters. In this exercise, you must look for a log where the link monitor state is
dead. By default, the email body includes all the fields from the log event that triggered the stitch.

To configure the automation stitch on NGFW-1 on the CLI

1. Logintothe NGFW-1 CLI with the username admin and password password.

2. Enter the following commands to configure the automation stitch:
config system automation-stitch
edit WAN Link Dead
set trigger Link Monitor Dead
config actions
edit 1
set action Link Down Email
next
end
next
end

Test the Automation Stitch and View the Email Alert

You will test the automation stitch by forcing a link failure, and then view the email alert.
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vy
= u The link monitor is already configured on NGFW-1 to monitor the status of both port1
and port2 routes.
‘\ ' f' An SMTP mail server is required for email alerts to operate. Because configuring a mail
server is out of scope for this lab, one was configured for you. You can view the email
9 service configuration on the NGFW-1 GUI by clicking System > Settings, and then
- scrolling down to the Email Service configuration.

To force a link failure and view the email alert

1. On the Client-10 VM, on the desktop, open Mozilla Thunderbird.

G

Thunderbir
d Mail

2. Continuing on the NGFW-1 CLI session, enter the following commands to modify the port2 link monitor:

config system link-monitor
edit port2-monitor
set server 100.64.2.13
next
end

3. Wait afew seconds.

Because the host 100.64.2.13 does not exist in the lab network, the link health monitor does not receive
any replies. Because of this, the link health monitor assumes that the port2 internet connection is down, and
triggers the automation stitch to send an email alert.

4. Leave the NGFW-1 CLI session open.

5. On the Client-10 VM, in Mozilla Thunderbird, select the inbox of the admin@training.lab email account.
You should see a message in the admin inbox with a subject of "WAN Link Down".

6. If an email does not appear in the inbox, wait 30 seconds, and then click Get Messages again.
7. Open the email alert, and then review the log message.

As you can see, the log message is in raw format. The log message body provides information about an
event.

From Me <fortinet@training.lab> 9 Reply || - Forward || & Archive | & Junk | T Delete | More v

[subject WAN Link Down | 8:52 AM
To Me <admin@training.lab> ¥

date=2023-03-01 time=08:52:24 devid="FGVMO10000077649" devname="NGFW-1" eventtime=1677689544212456815 tz="-0800" logid="0100022922"
type="event" |subtype="systen" level="notice" vd="root"| logdesc="Link monitor status" name="port2-monitor"|interface="port2" probeproto="ping"
msg="Link Monitor initial state 1s dead, protocol: ping |

8. When you are finished, close the Thunderbird email client.

To view system events on NGFW-1

1. Return to the NGFW-1 GUI, and then click Log & Report > System Events > General System Events.
2. Verify that NGFW-1 detected the link failure and triggered the stitch.
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3. Select the Automation stitch triggered log, and then in the upper-right corner, click Details to view the details.
You should see the following details:

Log Details
B General

VDOM

Last Access Time

Absolute Date/Time

root

Automation stitch triggered

log

stitch:WAN_Link_Dead is triggered

Log event original timestamp

7205592600156307456
2023-03-0106:59:23

0100046600
event
system

1677682762212694500

Stitch WAM_Link_Dead
Trigger Link Monitor Dead
Timezone -0800

Stitch Action

Link Down_email

D-Time
I-Time

Device Name

fortinet
2023-03-0106:59:22
1677682763
NGFW-1
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Locate the log with the Link monitor status description.
This is the event that triggered the email alert using the automation stitch.

0l Log & Report - )
A 22 [ | ] SULCHAVAMN Link Dead s Liggerod Aulurmabion stilch aigzoiced
Forward Traffc . ) . .
Static roite on interface port? may be remimesd by link- Rowting information rhanged

Local Treffic

[ |} ha stale s chunged om O le 1 Lintk moniber sLalus
Sniffer Traffic

[ ]| | link Mronitor initial stare is dead. profoenlk: ping | ink monitor status |

5. Select the Link monitor status log, and then in the upper-right corner, click Details to view the details.
You should see the following details:

Log Details x
B General
Absolute Date/Time 2023-03-01
Last Access Time 08:52:23
VDOM root
Log Description Link monitor status
B Source
Interface port2
Device ID FGVMO10000077649
B Security
Leve Notice
B Event
Probe Protoco ping
Message Link Monitor initial state is dead, pro
tocol: ping
B Other

You can see that the eventincludes the log field that you included in the automation trigger.

A\
- - To view the list of available fields for a log, see the FortiOS Log Message Reference
located at https://docs.fortinet.com/document/fortigate/7.2.4/fortios-log-message-

reference.
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Lab 4: High Availability

In this lab, you will configure virtual clustering and distribute traffic between two FortiGate devices in the virtual
cluster.

Objectives

¢ Configure FortiGate Session Life Support Protocol (FGSP) between NGFW-1 and NGFW-2
¢ Analyze session synchronization between NGFW-1 and NGFW-2

¢ Analyze Virtual Router Redundancy Protocol (VRRP) configuration and test link failover

¢ Configure a virtual cluster between NGFW-1 and NGFW-2 using VDOM partitioning

* Analyze traffic distribution across two virtual clusters

¢ Perform a failover to make NGFW-1 the primary device to handle all traffic

Time to Complete

Estimated: 60 minutes

Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices and change the
default route on the Client-10 VM. The configuration files are located on the desktop of the Client-10 VM.

To restore the NGFW-1 configuration file

1. On the Client-10 VM, open a browser, and then log in to the NGFW-1 GUI with the username admin and password
password.
2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM6&4-KWVM
v7.2.4 build13%6 (Feature)

& System ;
0 Backup ID Configuration »
& Change Password
i= Revisions % Logout

X Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Enterprise-FW > HA, select NGFW-1 FGSP_VRRP Initial.conf, andthen
click Open.

5. Click OK.

6. Click OK to reboot.
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To restore the NGFW-2 configuration file

1. Onthe Client-10 VM, open a browser, and then log in to the NGFW-2 GUI with the username admin and password
password.
2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM6&4-KWVM
v7.2.4 build13%96 (Feature)

£ System r
0 Backup ID Configuration »
& Change Password
i= Revisions & Logout

X Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Enterprise-FW > HA, select NGFW-2 FGSP_VRRP Initial.conf, andthen
click Open.

5. Click OK.

6. Click OKto reboot.
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Exercise 1: Configuring FGSP

In this exercise, you will configure FGSP on NGFW-1 and NGFW-2. Port3 on NGFW-1 and NGFW-2 is in the
same LAN subnet. You will apply the session synchronization using a layer 3 connection.

Network Topology
port4
10.1.5.1 port3
Switch 10.1.0.254
A port1
_ II\®(|'_—\ ] Session Synchronization Link 100.64.1.1
'k'“-\.\_,_,-' h "---._gm"""'.
Client-10
10.1.5.10 port2
port4 port3 100.64.2.1
10.1.5.2 10.1.0.253
NGFW-2

Change the Firewall Rules on Linux Router

You must run a script on the Client-10 VM to change the default route.

To change the default route on the Client-10 VM

1. Connect to the Client-10 VM.

2. Open aterminal session, and then enter the following command:
sudo ifdown ethO

3. For [sudo] password for student,enterpassword.
4. Enterip route to verify that the default route is through the gateway IP 10.1.5.254.
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student@ubuntu-1804-desktop: ~
File Edit View Search Terminal Help

student@ubuntu-1804-desktop:~5 sudo ifdown eth®
[sudo] password for student:

student@ubuntu-1864-desktop:~5 ip route

default via 10.1.5.254 dev eth2|proto static metric 20101

10.1.5.0/24 dev eth2 proto kernel scope link src 16.1.5.10 metric 181
172.16.100.0/24 dev ethl proto kernel scope link src 172.16.100.4 metric 100
student@ubuntu-1804-desktop:~$ I

5. Close the terminal window.

Configure FGSP and Test Session Synchronization

Before you test the session synchronization, you will configure FGSP between NGFW-1 and NGFW-2.

To configure FGSP on NGFW-1

1. Connect over SSH to NGFW-1.
2. Login with the username admin and password password.
3. Enter the following CLI commands to enable FGSP on NGFW-1:

config system standalone-cluster
set standalone-group-id 5
set group-member-id 1
config cluster-peer
edit 1
set peerip 10.1.0.253
next
end
end

4. Leave the SSH session open.

To configure FGSP on NGFW-2

1. Connectover SSH to NGFW-2.
2. Login with the username admin and password password.
3. Enable FGSP on NGFW-2 following the procedure you used for NGFW-1 and using the following information:

Command Variable

standalone-group-id 5
group-member-id 2
peerip 10.1.0.254
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A\
- - The standalone-group-id must be the same value for all members. The ID can be
q between 1-255. The group-member-id can be between 1-15 and must be different
— for each member in the same group.

Test Session Synchronization Between NGFW-1 and NGFW-2

By default, FGSP only synchronizes TCP sessions. First, you will test TCP session synchronization, and then you
will enable ICMP and NAT session synchronization later.

To test TCP sessions

1. Connect to the Client-10 VM.

2. Onthe Client-10 VM, open a browser, and then log in to the DCFW GUI at 10.1.0.100 with the username admin
and password password.
3. Return to the NGFW-1 SSH session, and then enter the following command to view the session information:
get sys session list | grep 10.1.0.100:80
The result should be similar to the following output:

MGFW-1 # get sys session list | grep 10.1.0.100:80
tcp 3538 16.1.5.19:45572 - 16.1.0.100:8@
tcp 3559 18.1.5.18:45564 - 18.1.0.1008:80@

4. Onthe NGFW-2 SSH session, enter the same command to view the session information:
get sys session list | grep 10.1.0.100:80
The result should be similar to the following output:

NGFW-2 # get sys session list | grep 10.1.0.100:80
tcp 3483 19.1.5.18:45572 - 19.1.0.109:80
tcp 3482 18.1.5.18:45564 - 18.1.0.108:80@

Both FortiGate devices show the same TCP session.

To enable NAT and ICMP session synchronization

1. Connect over SSH to NGFW-1.

2. Enter the following CLI commands to enable ICMP and NAT session synchronization on NGFW-1:
config system ha
set session-pickup enable
set session-pickup-connectionless enable
set session-pickup-nat enable
end

3. Leave the SSH session open.

To test ICMP session synchronization

1. On the Client-10 VM, open a terminal window, type ping 4.2.2.2,and then press Enter.
2. Do not close the terminal window.
3. Connectover SSH to NGFW-2.
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4. Login with the username admin and password password.
5. Enter the following command to view the session:

# get system session list | grep icmp
The result should be similar to the following output:

NGFW-2 # get sys session list | grep icmp
icmp 58 18.1.5.10:24060 100.64.1.1:24060 4.2.2.2:8

6. Enter the same command on NGFW-1 to match the session information.

The source and destination IP addresses and ports on both sessions must match because this is the same
session.

Stop and think!
Why did you run the set session-pickup-nat enable command on NGFW-1?

This is because the firewall policy on NGFW-1 has NAT enabled and, by default, FGSP does not
synchronize NAT sessions.
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Exercise 2: Analyzing VRRP Failover

In this exercise, you will examine the VRRP link failover on NGFW-1 and NGFW-2. VRRP is configured between
NGFW-1 and NGFW-1 using port4. You will also enable the virtual MAC address on the VRRP configuration.

Network Topology
portd NGFW-1
10.1.5.1 LAy
)
vrip Ny
10.1.5.251 -
§WHCh port1 o e %ﬁ“
. @-5— i =] VRRP Interfaces 100.64. 1.1 Sro-paeteed
- 7 Linux-Router
Client-10
IPl:l().l‘E--iE' port4 52?:164.1.2 -r.::.m.u?*s‘:
gwlP:10.1.5.254 T0.1.5.2 N
wip |
10.1.5.25¢4 o
NGFW-2
HA Cluster

Verify the VRRP Configuration on NGFW-1 and NGFW-2

Before you test the VRRP failover, you will verify the VRRP configuration on NGFW-1 and NGFW-2.

To verify the VRRP configuration on NGFW-1

1.
2,
3.

Connect over SSH to NGFW-1.
Log in with the username admin and password password.
Enter the following CLI commands to view the VRRP configuration on NGFW-1:

config system interface
# edit port4
# show

You should see the following settings:
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NGFW-1 (interface) # edit port4

MNGFW-1 (portd4) # show
config system interface
edit "port4"
set vdom "root"
|5et ip 18.1.5.1 255.255.255.0 |
set allowaccess ping https
set type physical
contig vrrp
edit 1
set vrgrp 1
set vrip 16.1.5.254
set priority 255
set vrdst 8.8.8.8
set vrdst-priority 30
next

end
set snmp-index 4
next

lend

To verify the VRRP configuration on NGFW-2

You will verify the VRRP configuration on NGFW-2. Try to do this yourself using the procedure you followed for
NGFW-1.

1. Connect over SSH to NGFW-2.

2. Login with the username admin and password password.

3. Verify the VRRP configuration on port4 of NGFW-2.

The set priority value determines which device becomes the primary routerin
the VRRP setup. Because the NGFW-1 priority is 255, it is the primary router. The

M NGFW-2 priority is set to 50.
9 The set vrdst-priority settingis used when the primary router is unable to
- reach the destination or has failed. The set priority value for the backup device

must be higher than the destination priority of the primary router. Otherwise, failover
doesn't work for a WAN link failure.

Test VRRP Link Failover Between NGFW-1 and NGFW-2

You will verify the client VM network configuration and ARP table information, and then test the failover.

To view the client machine gateway IP address, default route, and ARP table

1. On the Client-10 VM, open a terminal window.
2. Type ip route, andthen press Enter to view the default route through the gateway IP address.
You should see the following output:
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student@ubuntu-1804-desktop: ~
File Edit View Search Terminal Help

student@ubuntu-1804-desktop:~5 sudo ifdown eth@
[sudo] password for student:

student@ubuntu-1804-desktop:~5 ip route

default via 10.1.5.254 dev eth2|proto static metric 20101

10.1.5.0/24 dev eth2 proto kernel scope link src 10.1.5.10 metric 101
172.16.100.0/24 dev ethl proto kernel scope link src 172.16.100.4 metric 100

student@ubuntu-1804-desktop:~$ I

3. Enterarp -atoseethe ARP table on the Client-10 VM.
You should see that the NGFW-1 port4 MAC address is assigned to the gateway or VRRP router IP address

10.1.5.254.

student@ubuntu-1804-desktop:~% arp -a
? (16.1.5.1) at 62:09:07:00:0e:02 [ether] on eth2
lgateway (10.1.5.254) at 02:09:07:00:0e:02 [ether] on eth2

? (10.1.5.2) at 02:09:07:00:0e:03 |ether| on ethZ

? (172.16.100.1) at fe:ff:ff:00:00:0d [ether] on ethil

You can verify MAC address information on NGFW-1 by entering the get router

info vrrpcommand.

MGEW-1 # ye. rouler inlo vrzo
Tolerfece: porld, primary IF address: 10.1.5.1
UseVMAC: 0, SclL3W: 0, EmacVlan: 0 BrFor.Iux: 0, FroumliscC
HA mode: primary (C:0:1) VRRP primary number: 1
VEID: 1 vecrion: 2
adv_interval: 1, precmpt: 1, ignorc dft: 0 start_time:
nrimarv_adv_interval: 100, accent: 1
Jvrmac: 02:0%:0Ff:00:0e:07 |

vrdst: 5.53.8.8

vrarp: 1

vrip: 10.1.5.234, pricritv: 255 (255,30), statc: PRIMAEY

ounl: ©

3

To verify the link failover

1. Onthe NGFW-1 GUI, click Network > Interfaces.
2. Right-click port1, and then click Set Status > Disable to disable the interface.

™ portl

™ port2

Name ¢ Type &

™ Physical Inte

Set Status b

# Edit @ Disable
Physical Inte

P Integrate Interface

3. Return to the Client VM.
4. On the terminal window, enter arp -a to see the updated ARP table.
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‘student@ubuntu-1804-desktop:~5 arp -a
‘7 (10.1.5.1) at 02:09:0f:00:0e:02 [ether] on eth2
‘l gateway (10.1.5.254) at 02:09:07:00:0e:03 [ether] on eth2

S (I0.1.5.7) at 0Z2:09:07:00:0e:03 [ether ] on ethZ
7 (172.16.16808.1) at fe:ff:ff:ﬂﬂiﬂﬂ:ﬂd [ether] on ethi

You should see that the MAC address has been updated to the NGFW-2 port4 MAC address.

A\
- - When the new primary takes over, it sends gratuitous ARPs to associate the VRRP
router IP address with the MAC address of the new primary (or the FortiGate interface
= that became the new primary).

Enable the VRRP Virtual MAC Address

You will enable the VRRP virtual MAC address. The VRRP virtual MAC address is a shared MAC address that the
primary FortiGate adopts. If the primary FortiGate fails, the same virtual MAC address is picked up by the new
primary FortiGate, allowing all devices on the network to transparently connect to the default route using the same
virtual MAC address. By default, this feature is disabled and must be enabled on all FortiGate devices in a VRRP
domain.

To enable the VRRP virtual MAC address

1. Connect over SSH to NGFW-1.
2. Login with the username admin and password password.
3. Enter the following commands to enable the VRRP virtual MAC address:

config system interface
edit port4
set vrrp-virtual-mac enable
end

4. Repeat the command on NGFW-2.

To verify the new virtual MAC address

1. Enterget router info vrrp to verify the change on NGFW-2.
You should see the following output:

NGFW-2 # get router info vrrp
Interface: portd, primary IP address: 10.1.5.2
UseVMAC: 1, Softsw: 0, EmacVlan: 0 BrPortIdx: 0, PromiscCount: 1
HA mode: primary (0:0:1) VERP primary number: 1
VRID: 1 verion: 2
vrip: 10.1.5.254, priority: 50 (50,0), state: PRIMARY
adv_interval: 1, preempt: 1, ignore_dft: 0 start_time: 3
primary_adv_interval: 100, accept: 1
|vrmac: 00:00:5e:00:01:01 |
vrdst: B8.8.8.8
vrgrp: 1

2. Onthe Client-10 VM terminal window, enter arp -a.
The gateway MAC address must match the new virtual MAC address.
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student@ubuntu-1804-desktop:~$ arp -a
? (10.1.5.1) at 02:09:07:00:0e:02 [ether] on eth2
Jgateway (10.1.5.254) at 00:00:5e:00:01:01 [ether| on ethi

? (16.1.5.2) at 02:09:07:00:0e:03 [ether] on eth2
? (172.16.100.1) at fe:ff:ff:00:00:0d [ether] on ethl

Stop and think!

Why do you see the 00:00:5e:00:01:01 MAC address?

This is because the last octet is based on the VRRP router ID using the following format:
00-00-5E-00-01-<VRID hex>

Where <VRID hex> isthe VRRP router ID in hexadecimal format. In the lab, the group ID is 1, and
therefore the addressis 00: 00:5e:00:01:01.
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Exercise 3: Configuring a Virtual Cluster

In this exercise, you will configure a virtual cluster between NGFW-1 and NGFW-2. HA is configured between
NGFW-1 and NGFW-2. Using VDOM partitioning, you will configure virtual clustering between VDOM1 and
VDOM2 in a way that traffic for VDOM?1 will be processed by NGFW-1, and traffic for VDOM2 will be processed by

NGFW-2.
Network Topology
NGFW-1
,::\ etho
VDOM1 \Q_\. #
e
port1 port3 - port1 eth1
lo.1.0.1 10,180,891 100.62.1.7 T00.54.7.254
Pt !

IBFWLIS?Q#J . [ ! Linux-Router
o < port portd portz ethz
10.1.10.254 10.1.5.1 10.1.5.2 {%;w 1lo0.64.2.1 c00.84.2.254

VDOM2Z :
NGFW-2
b HA Cluster
LB
e
Client-10
10,1.20.1

Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices and revert the
default route on the Client-10 VM. The configuration files are located on the desktop of the Client-10 VM.

To change the default route on the Client-10 VM

1. Connect to the Client-10 VM.

2. Open a terminal session, and then enter the following command:
sudo ifup ethO

3. For [sudo] password for student,enterpassword.
4. Enter ip route to verify that the default route through gateway IP 10.1.10.254 has the highest priority.
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student@ubuntu-1804-desktop: ~
File Edit View Search Terminal Help
student@ubuntu-1804-desktop:~S sudo ifup ethe
[sudo] password for student:

student@ubuntu-1804-desktop:~5 ip route
default via 10.1.10.254 dev eth® onlink

detault via 10.1.5.254 dev ethZ proto static metric 20101

10.1.5.08/24 dev eth2 proto kernel scope link src 10.1.5.18 metric 181
10.1.10.0/24 dev eth® proto kernel scope link src 10.1.10.1

169.254.0.08/16 dev eth® scope link metric 1000

172.16.100.0/24 dev ethl proto kernel scope link src 172.16.100.4 metric 100
student@ubuntu-1804-desktop:~$

5. Close the terminal window.

To restore the NGFW-1 configuration file

1. On the Client-10 VM, open a browser, and then log in to the NGFW-1 GUI with the username admin and password
password.
2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KWVM
v7.2.4 build13%6 (Feature)

£ System ’
O Backup IE] Configuration ’
& Change Password
i= Revisions @ Logout
X Scripts
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Enterprise-FW > HA, select NGFW-1 VCluster Initial.conf, and then click
Open.
5. Click OK.

6. Click OK to reboot.

To restore the NGFW-2 configuration file

1. On the Client-10 VM, open a browser, and then log in to the NGFW-2 GUI with the username admin and password
password.
2. Inthe upper-right corner, click admin, and then click Configuration > Restore.
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FortiGate VM&4-KVM
v7.2.4 build13%6 (Feature)
£ System »
(3 Backup I 3 Configuration »
& Change Password
{= Revisions @ Logout
X Scripts
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Enterprise-FW > HA, select NGFW-2_VCluster Initial.conf, andthen click
Open.
5. Click OK.
6. Click OK to reboot.

To restore the ISFW configuration file

1. Onthe Client-10 VM, open a browser, and then log in to the ISFW GUI with the username admin and password
password.

2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build1396 (Feature)
L System »
) Backup @ Configuration »
I':) Restore | & Change Password
{= Revisions @ Logout
X Scripts
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Enterprise-FW > HA, select ISFW _VCluster Initial.conf, and then click
Open.
5. Click OK.
6. Click OK to reboot.

Verify the HA Status

Before you configure VDOM partitioning, you will check the HA synchronization status between NGFW-1 and
NGFW-2.
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To check the HA status

1. Login to the NGFW-1 GUI with the username admin and password password.

2. Click System > HA, and then analyze the information displayed.

it FortiGateVMé4 1 3 5 7 9

B B
I EEEEE

2 4 6 8 10

NGFW-1 (Primary)

< Refresh | " Edit %

m HA cluster

Status Priority Hostname Serial No. Role
@ Synchronized 200 NGFW-1 FGVMO010000077649 Primary
@ Synchronized 100 NGFW-2 FGVMO010000077650 Secondary

Two green check marks indicate both devices are in sync with each other, and NGFW-1 is acting as the
primary and NGFW-2 is acting as a secondary device.

vy

] -
9 Ensure that both devices are in sync before moving to the next task.

Configure VDOM Partitioning

You will configure VDOM1 for virtual cluster 1 and VDOM2 for virtual cluster 2.
To configure VDOM partitioning

1. Continuing on the NGFW-1 GUI, click System > HA.
2. Select NGFW-1, and then click Edit.
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i FortiGateVMé4 1 3 5 7 9
# B
1| #

2 4 &6 8 10

NGFW-1 (Primary)

&* Refresh ] | # Edit || ® Remove device from HA cluster

Status Priority Hostname Serial No. Role

& Synchronized 200 FGVMO10000077649 Primary

@ Synchronized 100 FGVMO10000077650 Secondary

3. Enable VDOM Partitioning.

4. Click Create New.

5. Inthe New Virtual Cluster window, change Device priority to 50, and then add VDOM2 to the Virtual domains
field.
Your configuration should look like the following example:

Maode Active-Passive hd

Synchronize management VDOM @O

Cluster Settings

GrouplD @ 0
Group name fortinet
Password ssessnee Change

Session pickup @D
Heartbeatinterfaces = M port7 x

(O Management Interface Reservation

@ VDOM Partitioning

| # Edit Delete Search Q

Virtual Cluster < Override = Priority = VDOM % Monitor Interfaces
1 [} 128 & VDOM1
& root
2 [x} 50 & VDOM2
12]
6. Click OK.
7. Click OK.
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To verify the virtual clustering status

1. Continuing on the NGFW-1 GUI, click System > HA.
Your HA setup should look like the following example:

Configure VDOM Partitioning

i FartiGate VM&L-KVM 1 2 5 7 if FortiGate VME4-IOVM 35 7
W W W
Il REmm M Rees
o1 & d T o1 8w
NGFW-1 (Pritary) MGFW-2 (Secundary)
+ Refresh | #8 Edit | % Remove davice from HA cluster
Status Friority Hostrame Serial No. Virtual Domains Role
[ Virtual cluster 1
] synehranizesd 171 IO MOTODN00 # £ 5472 o VIOIMT
& root
@ Synclwonized 100 NGFW-2 FGVMO 10000077550 & VDOML Secondary
& roct
= Virtual cluster 2
@ Synchronized 30 MNGFW 1 FGVMO10000077 549 & VDOM2 Eccondary
& synchronized 128 NGFW 2 FGVMO10000077 550 & VDOM2 | P'rimary I

You should see NGFW-1 as the primary for virtual cluster 1 and NGFW-2 as the primary for virtual cluster 2.

Stop and think!
How did NGFW-2 become the primary for virtual cluster 2?

The default priority for virtual clusters is 128. On NGFW-1, we configured this priority as 50, which is lower
than the default value. Because the priority is the deciding factor in selecting a primary device in our setup,
the device with the highest priority is elected as the primary for a particular cluster.

Enterprise Firewall 7.2 Lab Guide

53

Fortinet Technologie . .
Fortiiet Vouchers & Dumps are Available on Brave-Dumps.com



DO NOT REPRINT

© FORTINET

Exercise 4: Analyzing Traffic Distribution

Brave-Dumps.com

In this exercise, you will analyze traffic distribution across two virtual clusters. You will also perform a failover to
make NGFW-1 the primary device to handle all traffic.

Network Topology
NGFW-1
,:;\ etho
VDOMH >
port1 port3 o port1 etht
~10.1.0.1 10, 1.0.251 100.62.1.7 “DD.A4.1.254
Pt !
<> i | Linux-Router
ISFW i
port3 o . .. pord P L eth2
10.1.10.254 007 t9.1.5.2 /*3:;,3 l00.64.2.1 100.64.2.254
VDOM2
NGy =2
[ HA Cluster
Client-10
10.1.20.1
' For this lab environment, we are simulating traffic through individual virtual clusters
A

- > from Client-10. We configured routing on ISFW in such a way that traffic to 8.8.8.8 will
9 pass through VDOM1 and traffic to 4.2.2.2 will pass through VDOM2.
- For more information, review the interface and routing configuration on ISFW, NGFW-
1, and NGFW-2.

Analyze Traffic Distribution

54

You will generate traffic by running a continuous ping from the Client-10 VM, and then analyze traffic distribution
using the sniffer.

To generate traffic

1. On the Client-10 VM, open a terminal session, and then enter the following command to start a continuous ping to
8.8.8.8:
ping 8.8.8.8
2. Open a new terminal session, and then enter the following command to start a continuous ping to 4.2.2.2:
ping 4.2.2.2
3. Keep both terminal windows open and leave the ping running.
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To analyze traffic for virtual cluster 1

1. Connect over SSH to NGFW-1.
2. Log in with the username admin and password password.
3. Enter the following commands to view the active ICMP sessions on VDOM1:

config vdom
edit VDOM1
get system session list | grep icmp

You should see the session information for the continuous ping going to 8.8.8.8.

NGFW-1 (VDOM1) # get sys session list | grep icmp
icmp 59 10.1.10.1:3457 100.64.1.1:63873 8.8.8.8:8

To analyze traffic for virtual cluster 2

1. Connectover SSH to NGFW-1.
2. Log in with the username admin and password password.
3. Enter the following commands to view the active ICMP sessions on VDOM2:

config vdom
edit VDOM2
get system session list | grep icmp

Stop and think!
Why do you not see traffic destined to 4.2.2.27?

You are sending 4.2.2.2 traffic through VDOM2, which belongs to virtual cluster 2. NGFW-2 is the primary
device for virtual cluster 2. You must connect to NGFW-2 to see traffic destined to 4.2.2.2.

4. Continuing on the same SSH session, enter the following commands to connect to NGFW-2:

end
config global
execute ha manage 0 admin

5. Atthe prompt, type the password password, and then press Enter.
6. Enter the following commands to view the active ICMP sessions on VDOM2:

config vdom
edit VDOM2
get system session list | grep icmp

You should see session information for the continuous ping going to 4.2.2.2.

NGFW-2 (VDOM2) # get sys session list | grep icmp
icmp 59 10.1.5.1:63872 100.64.2.1:63872 4.2.2.2:8

7. Close the SSH window.
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Perform a Failover and Analyze the Traffic
You will perform a manual failover for virtual cluster 2 by increasing the priority for NGFW-1. Then, you will
analyze the traffic.

To perform a manual failover
Continuing on the NGFW-1 GUI, click System > HA.

1.
2. Select NGFW-1 for virtual cluster 2, and then click Edit.
i FortiGete VMS4 KVM 1 3 5 7
T
|" EHEEE
2 £ & 8

NGl W1 (Primary)
Role

ZF Refiest || # Edil || % Remove device tum HA clusler
Slalusy Privrily Huslnzms Serial Mo, Virlual Domzins
B Virtual duster 1 €
NGFW-1 FGVMO10000077619 & VDOorM1 Primary
& ront

& Synchronlzed 128
FGWMMO1000C077650 & VDOM1 Secundary

100 NGFW-2
& root

@ Svictnonized

Secondary

B Virtual duster 2 €
MGFW-1 FGVMO1000C077619 Q VDOMz2
& VIO Primary

30
78

& Synchronlzed
MW= TOWMOTONIS AR50

@ synchronizer

In the VDOM partitioning field, select 2, click Edit, and then change the Device priority field to 150.

4. Click OK.

5. Click OK to save the HA settings.
After you change the priority, you should see NGFW-1 as the primary for both virtual clusters.

Z FortiGate VMES-KVM 1 3 5 7
HEEE

] i el

I 4 & B

NGFW 1[™rimary)

Role

& Refresh | |  Edil || % Remuve device ltom HA Cluslen
Hostname Serfal MNo. Wirtuzl Domalns

Siatus Priority
[=] virtual cluster 1 €
NGFW-1 FGVMD10000077 4649 & VYCOM1
& root

& Synchronized 128
NGFW-2 FGVMD1000C0T7 550 & VCOM1
& ronT

Sevondary

@ Syiclironized 100

[E] Virlual cluster 2 €
1 OVPDTOOIRI A F 547
& VDOM2 Secondary

& Synchranized 1501
FGVIMO10000C77450

@ Synchronlzed

128 MGFW-2
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To analyze traffic after a failover

\ Y
-~ -
9 After the failover, NGFW-1 will process all traffic.
—

1. Connect over SSH to NGFW-1.
2. Login with the username admin and password password.
3. Enter the following commands to view the active ICMP sessions on VDOM2:

config vdom
edit VDOM2
get system session list | grep icmp

You should see that the session for 4.2.2.2 is now active on NGFW-1.

NGFW-1 (VDOM2) # get sys session list | grep icmp
icmp 59 10.1.5.1:63872 100.64.2.1:63872 4.2.2.2:8

4. You can now close the session window.

Reset the NGFW-2 Cluster Member to Factory Settings

Before you begin the next lab, you must reset the NGFW-2 cluster member to factory
settings.

To reset the NGFW-2 cluster member to factory settings

1. Log in to the NGFW-1 GUI with the username admin and password password.
2. Inthe upper-right corner, click >_to open the CLI Console window from the GUI.

HA: Primary VDOM: & Global~ > @~ L~

CLI Console

3. Onthe CLI, enter the following command:
execute ha manage 0 admin
4. When you are prompted for the password to access NGFW-2, enter the password password.

The prompt changes to reflect that you are now logged in to NGFW-2.

5. Enter the following commands:
config global
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execute factoryreset keepvmlicense
6. When you are asked to confirm that you want to reset this FortiGate device, enter y.

The reset proceeds.

7. Inthe upper-right corner, click X to close the CLI window.
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Lab 5: Central Management

FortiManager is one of the key pieces of an enterprise firewall solution. Without it, managing multiple FortiGate
devices would be cumbersome. Using FortiManager, you can centralize the management of all FortiGate devices
and create common security policies that can be shared easily by multiple devices. In enterprise networks,
FortiManager ADOMs are used to organize your FortiGate devices into groups whose members all share similar
security roles and policies.

Objectives

¢ Configure FortiGate devices and FortiManager to centralize the management of the enterprise network
¢ Use ADOMs to group FortiGate devices based on their security roles in the enterprise network

Time to Complete

Estimated: 45 minutes

Which Network Segment Will You Work On?

In this lab, you will configure the NGFW-1, DCFW, and ISFW to use FortiManager for central management.
Because the security roles of the three firewalls are different, they will be assigned to different FortiManager
ADOMs. Three ADOMs have already been created on FortiManager. The Core ADOM will contain NGFW-1,
Spoke-1, and Spoke-2. The Access ADOM will contain ISFW. The Data Center (DC) ADOM will contain DCFW.
Spoke-1 and Spoke-2 are already registered to FortiManager and added to the Core ADOM. You will add the
other FortiGate devices.

FortiAnalyzer FortiManager
A ewportz Internet
Q®J [ [T i

. }35& -
porti port1
1a.1,0.21% 10.1.0.241
ethQ
I X-RouteT
eth1 ethd port1
IEENSPRPEEE THLEAL L 20 13,64, 3. 1 o -Spoke
eth? . ethd port2 port3
Ia0.64.4,004 1a7.64.4.1 T e s
etha
100, 64,8, 282

Core
ADOM

port3
T,

Linux Server
Th.1.a.010
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Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices. The configuration
files are located on the desktop of the Client-10 VM.

To restore the NGFW-1 configuration file

1. On the Client-10 VM, open a browser, and then log in to the NGFW-1 GUlat 10.1.0. 254 with the username
admin and password password.

2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build13%6 (Feature)
8 System »
3 Backup ID Configuration »
& Change Password
{= Revisions ® Logout
X Scripts

w

. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Enterprise-FW > Central_Management, select NGFW-1 Central
Management initial.conf, and then click Open.

Click OK.
Click OK to reboot.

o o

To restore the DCFW configuration file

1. On the Client-10 VM, open a browser, and then log in to the DCFW GUl at 10.1.0.100 with the username admin
and password password.

2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build1396 (Feature)
£ System ’
3 Backup O Configuration »
& Change Password
:= Revisions & Logout
X Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Enterprise-FW > Central_Management, select DCFW_Central Management
initial.conf, and then click Open.
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5. Click OK.
6. Click OK to reboot.

To restore the ISFW configuration file
1. Onthe Client-10 VM, open a browser, and then log in to the ISFW GUlat 10.1.10. 254 with the username admin

and password password.
2. Inthe upper-right corner, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.4 build1396 (Feature)

£ System ’
3 Backup [ Configuration ’
& Change Password
{= Revisions @ Logout
X Scripts
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Enterprise-FW > Central_Management, select ISFW_Central Management
initial.conf, and then click Open.
5. Click OK.
6. Click OK to reboot.
Enterprise Firewall 7.2 Lab Guide 61

Fortnet e rHinet Vouchers & Dumps are Available on Brave-Dumps.com



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Exercise 1: Registering FortiGate Devices on
FortiManager

You will register three FortiGate devices (NGFW-1, DCFW, and ISFW) on FortiManager.

Register NGFW-1 on FortiManager

You will register NGFW-1 on FortiManager. After that, you will import the policies.

To simplify the setup process for these labs, the FortiGate devices have been
preconfigured to validate their licenses on the local FortiManager. For this reason, the
FortiGate devices are listed initially as unregistered on FortiManager.
FortiManager adds a FortiGate to the unregistered list each time an unknown

1||.\. ' f- FortiGate contacts FortiManager for any reason.
9 In this case, the FortiGate devices contact FortiManager when they boot to validate
- the licenses. As a result, the auto-discovery method for registering FortiGate devices

on FortiManager will not work until the administrator manually deletes the devices
from the unregistered list.

One alternative, which is what you will do in this lab, is to use the manual registration
method.

To add FortiManager to the NGFW-1 configuration

1. Log in to the NGFW-1 GUI with the username admin and password password.
2. Click Security Fabric > Fabric Connectors > Central Management, and then click Edit.
3. Inthe IP/Domain name field, type the FortiManager IP address 10.1.0.241.

Central Management Settings

Settings nfo

Status (RHEGIEGE © Disabled
Type FortiGate Cloud | FortiManager Cloud

Connection statuzs @ Not Managed
3 Refresh

Mode NIl Backup

IP/Domain name 10.1.0.241

4. Click OK.
The system displays the following message:
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Request Sent & Received |

Waiting for management confirmation from FortiManager
A administrator. Once confirmed full control of this FortiGate wil
be granted to FMG-VMO0A 16003351 at 10.1.0.241.

Click OK.
In the system message window that indicates that this FortiGate isn't authorized on FortiManager, click Close.
You will authorize devices directly on FortiManager.

To register NGFW-1 on FortiManager

L

5.
6.
7.

8.

9.

Log in to the FortiManager GUI with the username admin and password password.

Click root.
Click Device Manager.
Click Unauthorized Devices.

2.2 Device Manager ~ = MmMAddDevice - G0 DeviceGroup = & Install Wizard

i Device & Groups

¥ I [Z Authorize | > Hide | W Delete | | O Display Hidden Devices

12 seorch. a [} Device Name + Platform = Zerial Humber = IP Address = Firrmware Version = Management Mode =

g Managed FortiGate () [} BFEYMI1000007 7644 | FortiGale-VMo4 FOVMOLIDO000S Ao 10,1.0.1.2443 FortiGate 7.2, 00ikd 13%6 Conbguration B Logging

Unauthorized Devices (4] O | ©FGYMIL0000077648 | FardGate-vhiad FEVMOLO00007764¢ 10.1.0.100-9443 | FertCate 7.2,5lld 1356 Configurasien & Logging
= FOVMOTONOON77444 7 A FCVMOIONI077E19 | FartiGate-Vhad-KVh FOVMOI0GNNGT744¢ 10.1.0.254 ForkiGate 7.5.4 i1 396 (GA) Confuartion & |ngging
= FGVMOL0000077048 0O | @FGYMIL0000077650 | FortiGate-vMad FGVMOIOODDO07765t 10.1.0,253.9443 | Fort Gate 7.2,0uikd 1356 Configurzsion & Logging
+ FGYMO1000007764%
= RGO OO0 7A50

Select FGVYM010000077649, and then click Authorize.
In the Add the following device(s) to ADOM field, select Core.
Rename the device to NGFW-1.

Authorize Device
Add the following device(s) to ADOM: Core (FortiGate 7.2) ® -
Device Name Assign New Device Name  Assign Policy Package Assign Provisioning Template = Assign Dashboard Config
FGVMO10000077... I NGFW-1 | Click to select - + Click to select -
Click OK.

Wait until FortiManager finishes registering the device.

Click Close.

To import the NGFW-1 policies

1.

Continuing on the FortiManager GUI, click ADOM: root.
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2 v eadminv

2. Click Core.
3. Click NGFW-1 to select it, and then click Import Configuration.

[# Edit || i Delete || #] Import Configuration || & Install ~ | | B2 Table View ~ | | § More v

O Device Name = Config Status = Host Name < IP Address =
o & NGFW-1 ~ Synchronized NGFW-1 10.1.0.254
O 4 Spoke-1 + Auto-update Spoke-1 100.64.3.1
O 4 Spoke-2 + Synchronized Spoke-2 100.64.5.1

4. Selectthe Import Policy Package checkbox, and then click Next.

Import Device - NGFW-1 - Select Import Type (1/1) |

Import Policy Package
mport policy package used by the selected device.

O Import AP Profiles or FortiSwitch Templates
Automatically import FortiAP profile and FortiSwitch template from selected device. For objects have the same name, configuration

from device database will be used.

5. Keep the default values for the Policy Package Name and Folder, and then select Import All (3) and Import
only policy dependent objects.

6. Configure the following interface mappings as Per-Device:

Device Interface Normalized Interface

port1 external
port2 backup
port3 internal
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Import Device - NGFW-1 - Interface Mapping & Policy (2/5) B

Create a new policy package for import.

Policy Package Name NGFW-1

Folder root -

Policy Selection LGN Select Policies to Import
Object Selection Import only policy dependent objects | Import all objects

o When importing configuration from this device, all enabled interfaces require a mapping to an ADOM Level interface. Note,
the same ADOM Level interface can map to different interfaces on the each device.

Search...
Device Interface < Mapping Type = Normalized Interface < u
O portl Per-Platform external
o port2 Per-Platform backup
O port3 Per-Platform internal
7. Click Next.
The import wizard reports conflicts.
8. Keep the default values for the FortiGate, and then click Next.
Import Device - NGFW-1 - Object Conflicts (3/5) =
0 Tre followinz objects were found having conflicts. Please confirm your settings, then continue.
Conflicts (2)
Download Conflict File Searrh .
. N Use alue From
t
S ame FortiGate  FortiManagar
Firewall Profile-Protocol-Options (1) default FortiManagar Q View Car
Firewall 55L-554-Frofle (1) nc-inspection FortiManagzr | G, View Cor
2
]
9. Click Next.
10. Click Next.

Wait until FortiManager finishes importing the policies.

11. Click Finish.
12. Select NGFW-1 again, and then click Edit.
13. Configure the following settings:
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Field Value
Admin user admin
Password password
14. Click OK.

Register DCFW on FortiManager

You will register DCFW on FortiManager. Try to do it yourself using the procedure you followed to register NGFW.
To register DCFW on FortiManager

1. Add FortiManager to the FortiGate configuration.

2. Register FortiGate on FortiManager—use the device name DCFW and add it to the DC ADOM.
3. Import the policies—use the following interface mappings as Per-Device:

Device Interface Normalized Interface

port1 external

port3 internal

Register ISFW on FortiManager

You will register ISFW on FortiManager. Try to do it yourself using the procedure you followed to register NGFW.
To register ISFW on FortiManager

1. Add FortiManager to the FortiGate configuration.

2. Register FortiGate on FortiManager—use the device name ISFW and add it to the Access ADOM.
3. Import the policies—use the same interface mappings you used for DCFW.

Device Interface Normalized Interface

port1 external

port3 internal

Check the FortiGate Registrations

You will confirm that all FortiGate devices are registered to the correct FortiManager ADOM. You will also check
that the policies were imported correcitly.
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To check the FortiGate registrations

1. Connect over SSH to FortiManager.
2. Log in with the username admin and password password.
3. Enter the following command:
# diagnose dvm device list
4. Read the output and confirm that there are five devices being managed.
5. Confirm that each FortiGate is registered to the correct ADOM.

FortiManager # diagnose dum devire 1ist
--- Thare are currcntly 6 devices/vdoms managed ---
--- There are currenlly 6 devices/vdoms counl for license ---

TVPE oIC SN HA g MAME ADOM irs I TRMWARE
fmgTaz-managed 3@% FEVIME100822T7TELE - 19.1.e.1e@ IDCFN DCI 6.00741 (regular) 7.9 MRZ (1395)
- STATUS: cev-do: not moditied; cont: in sync; cond: CK; dm: retrieved; conn: up

- vdom:[3|root flag=:9 adom:0C pkez:[importad|DCFW

|
|
unragistered 285 FLVVETRRBAA S fE5E - 1.1 8 25559447 FGVMALEEEEE f/b5E  root M/ A S8 MRL (13495)
| STATUS: cev do: urknown; conf: unkrown; conc: unregistered; dm: nonz; conn: unkrown
|- vdom:[3]root flags=:® adom:root pke:[never-installed]
tmg~az-managed 273 EGVMELQEREBTTIE G - 18.1.¢€.1 ISFW Access |6.6®?41 (regular) 7.8 MRZ (1395)

|- STATUS: cev-db: not modified; conf: in sync; cond: GR,; dam: retrieved; conn: up
|- wdom:[3]roos flag=:@ adom:Lccess pkg:[imported] TSEW

fmgTaz-managed 297 EGWMELBERB7TELY a-p 19.1.€.254 |MGFW-1 Corc| 6.80741 (regular) 7.8 MRZ (13%3)
|- sTATUS: cev-du: nol modified; conl: in sync; cond: CK; dm: relrleved; conn: up

HA cluster membar: FGVMBLBBELY/ /619 (primary); conn: up; conf: in sync

|- vdem:[3Troot flag=:8 adom:Core pkg:[inported INGFW-1

fmg~az-managed 371 FRVVETRRRARATTIRS T - 1Aa.R4.3 .1 Spoke-1l Core 6.@R741 (extender) 7.8 MRZ (1393)
|- STATUS: cev-do: not modified; conf: in syne; cond: CK; dm: autoupdated; conn: up
|- vdem:[3]rvol Mag=:0 adom:Core pke: [unkiown]Spokes

fmg~az-managed 332 SLVVETERRREY S JEL2 - 1849.64.5.1 Spoke-2 Core 6. @BB/A1 (extendec) /.8 MRL (1343)
| STATUS: cev db: not modified; conf: in sync; cond: CK; dm: retrieved; conn: up
|- vdom:[3]root flags=:® adom:Core pke:[unknown]Spokss

6. Confirm that the policies for each FortiGate were imported to the correct policy package.

FortiManager # diagnose dvm device list
--- There are currzntly 6 devices/vdoms manzged ---
--- There are rurrently 6 devices/vdoms rount for lTicense ---

TYPE oID SH 44 IP MNAME ADOM IPS FIRMWARE
fmgfaz-managed 309 FGVIB1AUBEE / JbAE - [1To 1 4@ 10a DLFW | i 6.08/41 (regular) /.8 MR2 (1396)
| STATUS: dev db: not modified; conf: in sync; cord: OK; dm: retrizved; conn: up
|- wdem:[3]root flags:® adom:DC|pkz:[irported]DCFW
urregistered 285 FGVMB13088E77650 - R Y = e LE B10000877650 root My A 7.8 MR2 (13%)
|- sTATUS: dev-db: unknoswn; conf: unknown; cond: urregisterec; dn: none; cenn: unknown
|- wdem:[3]rant flags:® adom:root pkg:[rever-installed]
fmgfaz-managed 273 FGVMA120eBE7 7646 - |1e.1.8.1 ISFW | Access  6.88741 (regular) 7.8 MR2 (1396)
|- 5TATUS: dev-db: nol wodified; conl: in syne; cord: OK; din: relrieved; conn: up
|- wdem:[3]root flags:® adom:fccess| pkpo:[imported]lSku
fmgfaz managed 297 rGYMAL20eee77649 a p 10.1.0.254 NGIW 1 Core 6.00741 (regular) 7.8 MR2 (1396)

|- sTaTUS: dev-db: not modified; conf: 1n sync; cord: OK; dm: retrisved; conn: up
HA cluster memker: FGUMBLEEQROTTSA9 (primary); conn: up; <ont: in syrc

|- wdem:[3]root flzgs: 0 adom:Core pkg:rimportad]NGFH-ll
fmgfaz-managed 371 FGVIAT A0Bae7 TR51 - IGENGTRE Spoke- Cnre 6.AR741 (extendad) 7.8 MR? (1396)
|- STATUS: dov-db: not modified; conf: in sync; cord: OK; dm: autoundated; conn: up
|- wdom:[3]rool (legs:® sdum:Core phe:[unknowi]Spokes
fmgfaz-managed 333 FGVIMB LG § JhSY - 188 b4 5.1 Spoke-2 Lore b.@/a1 (extended) /.8 MR2 (13Y%)
| STATUS: dev db: not modified; conf: in sync; cord: OK; dm: retrizved; conn: up
|- wdem:[3]root flzgs:® adom:Core pke:[unknown]spckes

Stop and think!
You might have noticed that Spoke-1 and Spoke-2 are sharing the same policy package (Spokes). Why?

Spoke-1 and Spoke-2 should always share the same security policies so they can share the same policy
package. This simplifies management, as you will see later. Each change made in the Spoke policy
package is applied to both spokes automatically.
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Lab 6: OSPF

In this lab, on FortiManager, you will configure the FortiGate devices to use OSPF as the dynamic routing protocol
for the enterprise network. You will also configure BFD to monitor OSPF neighbors to detect one-way failure
faster.

Objectives

¢ Use OSPF to dynamically distribute the routes inside an enterprise network
¢ Diagnose the status of an OSPF network

¢ Implement BFD routing to monitor OSPF routing operations

e Trigger a one-way failure to reflect the status of the OSPF neighbors

Time to Complete

Estimated: 45 minutes

Which Network Segment Will You Work On?
On FortiManager, you will configure OSPF and BFD between ISFW, DCFW, and NGFW-1.

FortiManager
,,\«,..

porﬁ
a7 0.2

ISFW
2 ot >
Qo t.1.0.7 T0.1.%.257 %
port3
10.1.10.254
port1
) 10.7.0.102
[ A
A8 2 DoFw
D A
L port3
Client-10 Tn..d.254
RS0 R R v A

i

Linux Server
1.4

Prerequisites

Before you begin this lab, you must complete the previous lab. If you haven’t done so, tell your instructor.
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Exercise 1: Configuring OSPF

In this exercise, you will configure OSPF on the three FortiGate devices that are part of the hub network: ISFW,
DCFW, and NGFW-1. The objective is to remove all static routes from the three firewalls and use only OSPF to
route traffic internally. You will use a single OSPF area (0.0.0.0).

Configure OSPF on NGFW-1

You will configure OSPF on NGFW-1. Next, you will remove the two static routes, and then install the changes.

To configure OSPF

Log in to the FortiManager GUI with the username admin and password password.
Click Core.

Click Device Manager.

Click NGFW-1 to display its dashboard.

L

£33 Device Manager = MAddDevice ~ 3B DeviceGroup v % Install Wizard

& Device & Groups

+ Add Widge: | | G Reset to Default

15 Search.
ity ; System Information
@ Managed FortiGate (3) Security Monitors Y
MNetwors Monitors
# Spoke-1 % Network ’ Host Nama NGFW-1
-+ Spoke-2 =
€ System 2 Serial Number FGVMO10000077649
Scripts icihili
e P Address 2.10.1.0.254 (part3)
B Provisicning Templates >
Systern Time Sun Feb 12 01:45:25 2023 PST
# Firmware Templates
Unptime 2 days 19 hours 12 minutes 36 seccnds
] Moritors >
Firmware Version FortiGate 7.2.4build139¢ (GA) (Feature)
Hardware Status 1 CPU, 1993 MB RAN
Operation Made NAT
VDOM VDOM Disabled
Operaticn | |3E | @

5. Click Network > OSPF.
6. Inthe Router ID field, type 0.0.0.1.
7. Create a new area, and configure the following settings:

Field Value

Area 0.0.0.0
Type Regular
Authentication None
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8. Click OK.
9. Create a new network, and configure the following settings:

Field Value

IP/Netmask 10.1.0.0/24
Area 0.0.0.0

10. Click OK.

11. Click Apply.

To remove the static routes

1. Continuing on the FortiManager GUI, click Network > Static Routes.
2. Select the two static routes used to route internal traffic (don’t select the default routes), and then click Delete.

& Dashhoars » o+ Create New v | | [ Ldit | | = Clane I T Delete ||
+  Network -

= #= |ID=% Destinatinon = Gateway & Interface < Distance < Priarity < Status < Description S§ -]
Interfaces

|= Static Route (4)

IPAR

) 1 1 104.100/?55.2552550  10.4.0.1 & porta 10 1 @ Frabiz
SDAWAN oz 2 0.00.0/0000 100.61.1.254 | & portl 10 1 © Enablz
Static Routes 5 3 10140/2552552550 10010100 E ports 10 1 & Cnable

o 1 0.00.0/0000 100.64.2.251 | [@ port2 10 21 @ Enablz

3. Click OKto confirm.

To install the configuration changes

1. Continuing on the FortiManager GUI, in the Device Manager of the Core ADOM, click Managed FortiGate.
2. Observe the Config Status of NGFW-1.
It should appear as Modified.

3. Click NGFW-1 to select it, and then click Install > Install Wizard.

[# Edit || I Delete | | =] Import Configuration & Install v ||| E2) Table View v

O Device Name = Config Status = Host Name = IP 4
£ NGFW-1 A Modified NGFW-1 10.
O 4 Spoke-1 v Auto-update Spoke-1 104
O 4 Spoke-2 " Synchronized Spoke-2 104

4. Verify that the Install Device Settings (only) page is displayed, and then click Next.
5. Verify that only NGFW-1 is selected, and then click Next.
6. Click Install.

Wait until the installation finishes.

7. Click Finish.
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The Config Status of NGFW-1 changes to Synchronized.

Configure OSPF on DCFW

Configure OSPF on DCFW

You will configure OSPF on DCFW through FortiManager. Try to do this yourself using the procedure you followed
to configure OSPF on NGFW-1.

To configure OSPF on DCFW

1. On the FortiManager DC ADOM, configure OSPF on DCFW using the following settings:

Router ID 0.0.0.2
Area 0.0.0.0
Network 10.1.4.0/24 and 10.1.0.0/24

2. Delete the static route used to route internal traffic (don’t select the default route).
3. Install the configuration changes for DCFW.

Configure OSPF on ISFW

You will configure OSPF on ISFW through FortiManager. Try to do this yourself using the procedure you followed
to configure OSPF on NGFW-1.

To configure OSPF on ISFW

1. On the FortiManager Access ADOM, configure OSPF on ISFW using the following settings:

Router ID 0.0.0.3
Area 0.0.0.0
Network 10.1.10.0/24 and 10.1.0.0/24

2. Delete the static route used to route internal traffic (don’t select the default route).
3. Install the configuration changes for ISFW.

Check the OSPF Status on NGFW-1

You will run the OSPF diagnostic commands on NGFW-1 to verify OSPF operation.
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To check the OSPF status on NGFW-1

1. Connect over SSH to NGFW-1.
2. Log in with the username admin and password password.
3. Enter the following command:

get router info ospf neighbor

You should see that NGFW-1 has two neighbors: DCFW and ISFW. The state column should display Full.

NGFW-1 # get router info ospf neighbor
OSPF process 0, VRF 0:

Neighbor ID Pri | State Dead Time | Address Interface
0.0.0.3 1 Full/DROther 00:00:32 10.1.0.1 port3
0.0.0.2 1 Full/Backup 00:00:34 10.1.0.100 port3

Stop and think!

The three FortiGate devices are connected to the same broadcast network (10.1.0.0/24). Can you
identify from this output what the designated router (DR) is?

The state of the designated router is displayed as Full/DR. If neither of the two routers display this state,
it means that the designated router is the local FortiGate which, in this case, is NGFW-1.

4. Enter the following command:

get router info routing-table all

You should see that NGFW has learned the routes to subnets 10.1.4.0/24and 10.1.10.0/24 through
OSPF.

NGFW-1 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OS5PF NSSA external type 2
E1l - OSPF external type 1, E2 - 0SPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
# - candidate default

Routing table for VRF=0
S* 0.0.0.9/0 [10/0] via 100.64.1.254, portl, [1/0]
[18/0] via 100.64.2.254, port2, [21/0]

C 18.1.6.8/24 is directly connected, port3
D 10.1.4.8/24 [116/2] via 10.1.0.10@, port3, ©0:87:34, [1/0]
D 10.1.10.0/24 [116/2] via 10.1.6.1, port3, 00:62:25, [1/0]
C 190.64.1.6/24 1s directly connected, portl
C 100.64.2.68/24 is directly connected, port2
C 172.16.186.8/24 is directly connected, port8
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Check the OSPF Status on DCFW and ISFW

You will run OSPF diagnostic commands on DCFW and ISFW to verify OSPF operation.
4 )
Take the Expert Challenge!

1. Connect over SSH to DCFW.
2. Enter the following commands to verify OSPF operation on DCFW:

e get router info ospf neighbor

e get router info routing-table all
3. Connect over SSH to ISFW.
4. Enter the following commands to verify OSPF operation on ISFW:

e get router info ospf neighbor

e get router info routing-table all

After you complete the challenge, see Check Connectivity on page 73.

\_ J

Check Connectivity

You will confirm that the FortiGate devices are routing traffic properly by running a ping from Client-10 to the Linux
server.

To check connectivity

1. On the Client-10 VM, open a terminal window.
2. Runapingtothe Linuxserver (10.1.4.10).

The ping should succeed, confirming that the FortiGate devices are correctly routing the traffic between the
10.1.10.0/24and10.1.4.0/24 subnets.
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You will configure bidirectional forwarding detection (BFD) routing for OSPF for faster convergence of the routing
protocol when detecting a one-way device failure. The objective is to configure BFD on the OSPF interfaces that
participate in the dynamic routing protocol, as well as on OSPF routing settings on each FortiGate, and then test a

one-way failure scenario.

Configure BFD on NGFW-1

74

You will configure BFD at the OSPF protocol level and interface level on NGFW using the advanced options on

FortiManager, and then install the changes.

To configure BFD at the OSPF protocol level

1. Login to the FortiManager GUI with the username admin and password password.

2. Click Core.

3. Click Device Manager.

4. Click NGFW-1 to display its dashboard.

5. Click Network > OSPF.

6. Expand the Advanced Options section, and then enable bfd.
Advanced Options v
abr-type €@ standard ® -
auto-cost-ref-bandwidth € 1000 2

| bfd @ [

default-metric € 10 .
distribute-list-in € Click to select -
distribute-route-map-in @ Click to select -
log-neighbour-changes €@ O

7. Click Apply.

To configure BFD at the interface level

Select port3, and then click Edit.

Expand the Advanced Options section.

In the bfd field, select enable.

Click OK.

Click OK to save the new normalized interface mapping.

o gk wN-=

Continuing on the FortiManager GUI, click Network > Interfaces.
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To install the configuration changes

1. Continuing on the FortiManager GUI, in the Device Manager of the Core ADOM, click Managed FortiGate.
2. Observe the Config Status of NGFW-1.
It should appear as Modified.

3. Click NGFW-1 to select it, and then click Install > Install Wizard.

[# Edit || I Delete | | =] Import Configuration & Install v ||| E2) Table View v

O Device Name = Config Status < Host Name < IP 4
& NGFW-1 A Modified NGFW-1 10.
O 4 Spoke-1 v Auto-update Spoke-1 104
O 4 Spoke-2 v Synchronized Spoke-2 10

4. Verify that the Install Device Settings (only) page is displayed, and then click Next.
5. Verify that only NGFW-1 is selected, and then click Next.
6. Click Install.
Wait until the installation finishes.
7. Click Finish.
The Config Status of NGFW-1 changes to Synchronized.

Configure BFD on DCFW

You will configure BFD at the OSPF protocol level and interface level on DCFW. Try to do this yourself using the
procedure you followed to configure BFD on NGFW-1.

To configure BFD at the OSPF protocol level and interface level

1. On the FortiManager DC ADOM, click DCFW to display its dashboard.
2. Enable BFD at the OSPF protocol level and the port1 interface level.
3. Install the configuration changes for DCFW.

Configure BFD on ISFW

You will configure BFD at the OSPF protocol level and interface level on ISFW. Try to do this yourself using the
procedure you followed to configure BFD on NGFW-1.

To configure BFD at the OSPF protocol level and interface level

1. Onthe FortiManager Access ADOM, click ISFW to display its dashboard.
2. Enable BFD at the OSPF protocol level and the port1 interface level.
3. Install the configuration changes for ISFW.
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Test BFD Detection of a Neighbor Failure

You will run the BFD diagnostic commands on NGFW-1 to verify the OSPF routing table and BFD neighbor
details. The objective is to replicate a one-way failure on DCFW using a preconfigured local-in policy on DCFW to
block BFD UDP packets and trigger a failure.

To check the current BFD status on NGFW-1

1. Connect over SSH to NGFW-1.
2. Log in with the username admin and password password.

3. Enter the following command:
get router info bfd neighbor

You should see that NGFW-1 has two neighbors: DCFW and ISFW. The state column should display UP.

Don't close the SSH session.

NGFW-1 # get router info bfd neighbor

OurAddress NeighAddress State Interface LDesc,/RDesc
18.1.8.254 16.1.8.168 up port3 2/2
18.1.8.254 18.1.8.1 up port3 1/2

To enable a local-in policy on DCFW

1. Log in to the FortiManager GUI with the username admin and password password.
2. Click DC.
3. Click Policy & Objects.
4. Click DCFW >IPv4 Local In Policy.

.y If you can't see IPv4 Local In Policy, you can enable it using the following steps:

] -
9 1. Click Tools > Feature Visibilty.
2. Inthe Policy section, enable IPv4 Local In Policy.
- 3. Click OK.

5. Right-click the policy ID 1, and then click Enable.
6. Click Install Wizard.
7. Verify that the Install Policy Package & Device Settings page is displayed, and then click Next.
8. Click Next, and then click Install.

To check the updated BFD status on NGFW-1

1. On the NGFW-1 CLlI, enter the following command:
get router info bfd neighbor
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You should see that NGFW-1 has updated the state column for one of its neighbors, which should display
DOWN.

NGFW-1 # get router info bfd neighbor

COurAddress MeighfAddress State Interface LDesc/RDesc
18.1.8.254 16.1.8.168 DOWN port3 4711
18.1.8.254 18.1.8.1 uP port3 3/7

This should result in the routing entries for this OSPF neighbor being removed from
the OSPF routing table.

]
\-\6# However, due to limitations in the current lab setup, you created only a one-way

failure, by blocking the incoming BFD packets on DCFW. This made BFD on the other
routers detect this router as dead, and then update its BFD state to DOWN.

The OSPF protocol eventually receives updated link state advertisements (LSAs)
from DCFW, and then updates the routing table, which makes DCFW available again.
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Lab 7: BGP

In this lab, you will configure BGP routing between NGFW-1 and Linux-Router. You will also configure a loopback

interface on NGFW-1 as a BGP source.

Objectives

* Configure BGP using FortiManager
¢ Diagnose the status of a BGP network
¢ Implement a loopback interface as a BGP source

Time to Complete

Estimated: 35 minutes

Which Network Segment Will You Work On?

In this lab, you will configure NGFW-1 and ISFW using FortiManager.

Fortlh'lanager
port1
LR S |
Linux-Router
NGFW-1 port1 eth1
IS/E?U - 3 JEALT0 S0C.E4.1.251
- T
X Pe P° & "\ '
K\,«ff’ T 1?& ‘3# Dort2 eth2 o~
port3 TOLRLLP. 10052 rha
10.7.°.C.254 ”GFW2
a'l\‘ o
\1‘:'6'\@,;
Client-10
T0.7.7 00

Prerequisites

Before you begin this lab, you must complete the previous lab. If you haven't done so, tell your instructor.
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NGFW-1 has two connections to the internet—one using port1 and the other using port2. Linux-Router is the ISP
router and is advertising default routes using BGP. You will configure BGP on NGFW-1 to receive the two default

routes from the ISP.

Configure BGP on NGFW-1

Since NGFW-1 is currently managed by FortiManager, you must perform the BGP configuration on FortiManager,
and then install it on NGFW-1. You will also delete the static default routes currently installed on NGFW-1. By
default, the BGP settings are hidden on the FortiManager GUI. The first step is to display the BGP settings.

To display the BGP settings on the FortiManager GUI

1. Login to the FortiManager GUI with the username admin and password password.
2. Click Core.
3. Click Device Manager.
4. Click NGFW-1.
O Add Device + B Device Group » & Install Wizard
& Device & Groups Dashboard + Add Widget | | C Reset to Default
l& Search...
©Managed FortiGate (3) Security Moriitors System Information
Network Monitors
+ Spoke-L & Network > Host Name NCGFW-1
4 Spoka-2 )
£ System 2 Serial Number FGVIMO10000077649
[ Scripts = .
= IP Address 4 10.1.0.254 (port3)
B Provisioning Templates » . .
System Timz Fri Mar 24 08:38:22 2023 PDT
M Firmware Templates
Uptime £ hours 19 minutes 44 secords
J Monitors »
Firmware Versicn FortiGate 7.2.4,build 1394 [CA) (Featurc)
Hardware Status 1CPU, 1993 MB RAM
Operation Made MAT
VDOM VDOM Disabled
Operation 3| O
5. Click Feature Visibility.
6. Click Customize.
7. Inthe Network section, select the BGP checkbox.
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Feature Visibility

Global Feature Visibility

C Dashboard Dashboard

C Network Interfaces [0 DHCP Servers
[ DNS [0 DNS Databases
[ DNS Service on Interface IPAM
[ Explicit Proxy SD-WAN
Static Routes O Policy Routes
O RIP OSPF
BGP Routing Objects
O Multicast

8. Click OK.

To configure BGP

1. Continuing on the FortiManager GUI, click Network > BGP.
2. Configure the following settings:

Field Value
Local AS 65100
Router ID 172.16.1.254

3. Create a neighbor with the following settings:

Field Value
IP 100.64.1.254
Remote AS 100

4. Click OK.

5. Create a second neighbor with the following settings:

Field Value
IP 100.64.2.254
Remote AS 100
6. Click OK.
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5.8 Device Manager ~ = MmMAddDevice ~ 30 DeviceGroup = & Install Wizard
@ Device & Groups ~ @@ Dashboard > RGP
1& Search.. Q | » Network v
o Managed FortiGate (3) Inferfaces Local AS 45100 x
pEnAl 2] Router 10 172.16.1.251
+ Spoke-1
+ Sooke-2 SM-WAN
B - Meighbore
W Scrpss Static Rontes
B Frovisioning Templates N OSPE I =+ Creabs New | [# it i) Delet Search..
M Firmware Templates BGP 0O | #s Neighbor + Remote AS = n
2 Moritors > Routing Objects o |t 100,627 754 100
(3 St > ol 100.62.2.254 100
B Featurs Visibility .

7. Click Apply.

To remove the static routes

1. Continuing on the FortiManager GUI, click Network > Static Routes.
2. Click the two default static routes to select them, and then click Delete.

M Add Device = B Device Group = & Install Wizard

@ Device & Groups v @ Dashhoard 4 Create New ~ | [ [dit & Clans

1k Scarcn.. Q I'f' Network

#+ |ID= Destination =
Interfaces
IFAM

+ Spoke 1 0.0.0.0/0.0.0.0 100.64.1.254 [ portl

) ; SM-WAN
+ Spoke 2 0.0.0.0/0.0.0.0 100.64.2 254 port?

B serts = Static Rout IPvs ©

3. Click OK.

@ Managed FortiGate (3]

To install the BGP configuration

1. Continuing on the FortiManager GUI, click Install Wizard.

5.2 Device Manager v = MmMAddDevice ~ &0 Device Group v |&# Install Wizard

Device & Groups @ Dashboard [ Edit | | % Clone | [ @ Delete
. Network v
{1 | Search._ Q |® #+ ID= Destination = Gateway =

Interfaces

IPAM
+ Spoke-1 [=] Static Route IPvé (0)
SD-WAN

@ Managed FortiGate (3)

#+ Spoke-2

Scripts Static Routes

2. Verify that Install Device Settings (only) is displayed, and then click Next.
3. Verify that NGFW-1 is selected, and then click Next.
4. Click Install.

Wait until the installation finishes.

5. Click Finish.
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Y You can check the installation and BGP status on NGFW-1 using the following

~ - commands:
get router info bgp summary
-

get router info bgp neighbor

Exercise 1: Configuring BGP

82 Enterprise Firewall 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



DO NOT REPRINT ~ Brave-bumps.com
© FORTINET

Exercise 2: Configuring Prefix Lists

In this exercise, you will create a prefix list denying the subnet 8. 8.8.8/32, and then apply it to the prefixes
learned from the ISP.

Check the Routing

The ISP (Linux-Router) is mistakenly advertising the prefix 8. 8. 8.8/32 through one of the links. You will use
routing and BGP CLI commands on NGFW-1 to check the 8.8.8.8/32 route.

To verify the routing

1. On NGFW-1, use the built-in sniffer on a ping from Client-10t0 8.8.8. 8.

2. Enter the following commands to check the routing table:
get router info routing-table all
get router info routing-table database

vy
- - The administrator expects the default BGP route using port1 to be the primary link for
q all internet traffic. This verification shows that all traffic destined for the IP address
— 8.8.8.8isusing port2 instead.

Create a Prefix List

Prefix lists are available only using the CLI. You will run a script from FortiManager to configure one prefix list on
NGFW-1.

To create a prefix list

Log in to the FortiManager GUI with the username admin and password password.
Click Core.

Click Device Manager.
Click Scripts.
Select the BGP_Prefix_List script, and then click Edit.

o oDbd=
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228 Device Manager
@ Device & Groups
Scripts

| 4 Create New v || [# Edit I | B Delete | | (® Run Script | | +] Import CLI Script

[m] | Name = Type < Target = Comments
B Provisioning Templates >
P [ Script (3)
i Firmware Templates
O Monitors O ADVPN-Hub CLI Remote FortiGate Directly (via CLI)
I
[0  ADVPN-Spokes TCL  Remote FortiGate Directly (via CLI)
v BGP_Prefix_List CLI Remote FortiGate Directly (via CLI)
[=] Script Group (0)

6. View the CLI commands in the script.

Script details config router prefix-list
edit public
config rule
edit 1
set prefix 0.0.0.0/0
set action permit
next
edit 2
set prefix 8.8.8.8/32
set action deny
end
end
config router bgp
config neighbor
edit 100.64.2.254
set prefix-list-in public
end
end

7. Click Cancel.
8. Right-click the BGP_Prefix_List script, and then select Run Script.
9. Move NGFW-1 from the Available Entries section to the Selected Entries section, and then click Run Now.
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Run Script - BGP_Prefix_List

ﬂ Use Shift key for multiple selections and double click for moving one item.

Available Entries (3) Selected Entries (0)

[ # NGFW-1 (IP: 10.1.0.254, Platform: FortiGate-VMé4| No entry

O 4 Spoke-1 (IP: 100.64.3.1, Platform: FortiGate-VM&4-K
O 4 Spoke-2 (IP: 100.64.5.1, Platform: FortiGate-VMé4-K

{

Cancel

10. Make sure NGFW-1 is the only device listed in the pop-up window, and then click OK.
11. Wait for the script to finish running.
The script has been configured to apply the CLI commands directly on FortiGate.

12. Click Close.

Clear the BGP Connections

You will clear the BGP connections so the new prefix list can take effect.

To clear the BGP connections

1. Return to the NGFW-1 CLI, and then enter the following command:

execute router clear bgp all

The traffic is affected when you execute this command, so you must use it with caution.

Verify the Prefix List

You will verify that the prefix list is working as expected.

To verify the prefix list

1. Continuing on the NGFW-1 CLI, enter the following command:

get router info routing-table all

NGFW-1 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
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O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4

* — candidate default

Routing table for VRE=0

B* 0.0.0.0/0 [20/0] wvia 100.64.1.254 (recursive is directly connected, portl,
00:01:26, [1/0]

10.1.0.0/24 is directly connected, port3

10.1.4.0/24 [110/2] via 10.1.0.100, port3, 01:18:51, [1/0]

10.1.10.0/24 [110/2] via 10.1.0.1, port3, 01:28:51, [1/0]

100.64.1.0/24 is directly connected, portl

100.64.2.0/24 is directly connected, port?2

172.16.100.0/24 is directly connected, port8

Q00O 00

The 8.8.8.8/32 route through port2 has been removed. Although the ISP (Linux-Router) is still advertising
the prefix, NGFW-1 is not adding it to its BGP database or the routing table.

86 Enterprise Firewall 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Exercise 3: Configuring a Loopback Interface as a BGP
Source

In this exercise, you will create a loopback interface on NGFW-1, configure BGP on NGFW-1 and ISFW, and then
establish a BGP connection.

Configure a Loopback Interface as a BGP Source on NGFW-1

Since NGFW-1 is managed by FortiManager, you must perform the loopback configuration on FortiManager, and
then install the configuration on NGFW-1.

To create the CLI template

Log in to the FortiManager GUI with the username admin and password password.
. Click Core.
. Click Device Manager.

. Click CLI Templates.

1

2

3

4. Click Provisioning Templates.

5

6. Click Create New, and then select CLI Template.

= & Install Wizard

@ Meviee & Grops » [ B Declete m & e R 1 More ~
Scripts Bep-Run ¢ 1 Template
b i Type + Aszlgned te Device/Group = Varlables = Deszripden =
Provisioning Ternplate: o
Ternplate Groups
LI Templat: Croun L . " ' oy A
System Templass Jivja 0 Devices in Total wr_interface_number predefined script for FGT-yi
Athnrizion Temp split herdware svr.. | CLI evizes In Total predefined script for FGT 405/30E/100E/1
Faheir. dvuthnrization Template a Devlees In Tatal
IPsec Tun el Terng lstes o
P O | splt_herdware_sw.. | CLI 0 Devices in Total predetined script for FGT 07200
S0 WAN Templates —
= CU Template (0}
SO-WAN Overlay Templates,
Stati: Foute Templates

BGP Templetos
1F5 Templite
Certitcate Templatzs

Throat wWicizht

CL Templates

7. Configure the following settings:

Field Value

Template Name Loopback_NGFW1
Type CLI Script
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Field Value

Script Details config system interface
edit loopback_NGFW1
set vdom root
setip 10.2.0.254 255.255.255.0
set type loopback
next

end

Your configuration should match the following example:

Create New CLI Template

Templale Name Loapback NGFW1
Type CLI Seript -
Description

F
Secript Details Scarch... Q 1+ | ¥

1|config system interface

2|edit loopback_NGFW1

J|set vdom root

4|set ip 18.2.0.254 255.255,255.8
5|set type loopback

6 next

end

8. Click OK.

To install the loopback interface configuration

1. Continuing on the FortiManager GUI, in the CLI Template section, select the Loopback_NGFW1 checkbox.
2. Click Assign to Device/Group.
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4 Create New v | | [# Edit || il Delete | | @@ Assign to Device/Group

(2] Name=~ Type+  Assigned to Device/Group +

B Pre-Run CLI Template (3) @

[  provision_interfac...  lJinja 0 Devices in Total
O split_hardware_sw... CLI 0 Devices in Total
a split_hardware_sw... CLI 0 Devices in Total

= CLI Template (1)
Loopback_ NGFW1  CLI 0 Devices in Total
& CLI Template Group (0)

3. Move NGFW-1 from the Available Entries section to the Selected Entries section, and then click OK.
Assign to Devices/Groups 0 =

CLI Template

o Use Shitt key for multiple selections and double click for moving one itern. »

Available Entries (3) Selected Entries ()

Q Q

[ &2 # NGFW-1 [root] (IF: 10.1.0.254, Platform: FortiGate-VMé4-KvM)| No entry

O 4 Spoke-1 [root] (IP: 100.64.3 1, Platform: FortiGate-WiMa4-KvM)

[ 4 Spoke-2 [root] (IP: 100.64.5.1, Platform: FortiGate-VM64-KvM)

‘- Cancel

4. Click Install Wizard.
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1.
2.

3.
4,
5.

& Install Wizard

Create New ~  [# Edit ‘ Il Delele ‘ M@ Assign Lo Device/Group ‘

[m] Name~ Type Assigned to Device/Group =

B Pre-Run CLI Template (3) @

O provision interfac...  Jinja O Devices in Total
[0  split_hardware_sw... CLI 0 Devices in Total
O  split_hardware_sw... CLI 0 Devices in Total

B CLI Template (1)

1 Device in Total View Details
v Loopback_NGFW1  CLI
3 NGFW-1 (root)

Verify that Install Device Settings (only) is displayed, and then click Next.
Verify that NGFW-1 is selected, and then click Next.

Click Install.

Wait until the installation finishes.

Click Finish.

To configure BGP on NGFW-1

Continuing on the FortiManager GUI, click Scripts.
Click Create New, and then select Script.

Device Manager v

® Device & Groups + Create New V| [# Edit Delete

saBGP SBJF@MB'DU m Fﬁegngonfiguring a Loopback Interface as a BGP

Source

( Run Script | | < Import CLI Script

Scripts

Type = Target +

Comments

@ Provisioning Templates > Script Group
M: Firmware Templates
O Monitors [0 @ ADVPN-Hub CLI Remote FortiGate Directly (via CLI)
-Spakes emote FortiGate Directly (via CLI)
ADVPN-Spok TCL R FortiG Di Iy {(via CLI|
_Prefix_List mote FortiGate Directly (via CLI|
BGP_Prefix_Li CLI Re FortiG Di ly (via CLI)

In the Script Name field, type BGP_NGEFW1.
In the Run script on field, select Remote FortiGate Directly (via CLI).

In the Script details field, type:
config router bgp
set as 65100
set router-id 172.16.1.254
config neighbor
edit 10.1.0.1
set remote-as 65200
set update-source loopback NGFW1
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next
end

Your configuration should match the following example:

Create New Script
[View Sample Script]
Script Name BGP_NGFW1
Comments
4
Type CLI Seript -
Run script on Remote FortiGate Directly (via CLI) -
Script details Search... Q| + ¥
1lconfig router bgp
2|set as 65180
3|set router-id 172.16.1.254
4lconfig neighbor
5ledit 18.1.0.1
6|set remote-as 6528@
7)set update-source loopback NGFW1
2 lnext
9lend
“ "d'
When you use a loopback interface as a BGP source, you must explicitly set update-
source in the BGP configuration.
—
-
6. Click OK.

To install the BGP configuration on NGFW-1

1. Right-click the BGP_NGFWH1 script, and then select Run Script.
2. Move NGFW-1 from the Available Entries section to the Selected Entries section, and then click Run Now.
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Run Script - BGP_NGFW1

o LUse Shift key for multiple selections and double click far meving one item.

Available Entries (3) Selected Entries (0)
Q Q
[ 4 NGFW-1 (IP: 10.1.0.254, Platform: FortiGate-VMé&4}H No entry

[ 4 Spoke-1 (IP: 100.64.3.1, Platform: FortiGate-VM&4-K
O 4 Spoke-2 (IP: 100.64.5.1, Platform: FortiGate-VMé&4-K

<
Cancel

3. Make sure NGFW-1 is the only device listed in the pop-up window, and then click OK.
4. Wait for the script to finish running.

The script has been configured to apply the CLI commands directly on FortiGate.

5. Click Close.

Configure BGP on ISFW

Since ISFW is managed by FortiManager, you must perform the BGP configuration on FortiManager, and then
install the configuration on ISFW.

s

N
Take the Expert Challenge!

Create a new script using the information in the following table, and then run the configuration on ISFW:

Field Value

Script Name BGP_ISFW
AS 65200
router-id 10.1.0.1
neighbor 10.2.0.254
remote-as 65100

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Establish the BGP connection on page 95.
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To configure BGP on ISFW

1. Continuing on the FortiManager GUI, click ADOM: Core.

= ADQOM: Core
‘ 4 Create New ~ ‘ [# Edit || @ Delete | & Run Script ‘ 2] Import CLI Script ‘ ! Moare v ‘
O | Name= Type = Target + Comments =
2 Script (4)
[0 ADVPN-Hub CLI Remote FortiGate Directly (via CLI)
[0  ADVPN-Spokes TCL  Remote FortiGate Diractly (via CLI)
O BGP_NGFW1 CLI Remote FortiGate Directly (via CLI)
O BGP_Prefix_List CLI Remote FortiGate Directly (via CLI)
2. Click Access.
Select an ADOM x
SOl ;i |
root (1) Access (1)
FortiGate 7.2 FortiGate 7.2
DC (1) FortiNAC Global Database
FortiGate 7.2 FortiNAC Global 7.2
3. Click Scripts.
4. Click Create New, and then select Script.
5. Inthe Script Name field, type BGP_ISFW.
6. Inthe Run script on field, select Remote FortiGate Directly (via CLI).
7. Inthe Script details field, type:
config router bgp
set as 65200
set router-id 10.1.0.1
config neighbor
edit 10.2.0.254
set remote-as 65100
next
end
end
Your configuration should match the following example:
Enterprise Firewall 7.2 Lab Guide 93
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Create New Script
[View Sample Script]
Script Name BGP_ISFW
Comments
P
Type CLI Seript -
Run script on I Remote FortiGate Directly (via CLI) -
Script details Search... Q + ¥
1 Jconfig router bgp
2 |set as 6520@
3 |set router-id 10.1.0.1
A |config neighbor
5ledit 18.2.8.254
5 |set remote-as 65188
7 Inext
& lend
9 end|
8. Click OK.

To install the BGP configuration on ISFW

1. Right-click the BGP_ISFW script, and then select Run Script.
2. Move ISFW from the Available Entries section to the Selected Entries section, and then click Run Now.

Run Script - BGP_ISFW

o Use Shift key for multiple selections and double click for moving one item.

Available Entries (1) Selected Entries (0)
Q Q
No entry

| 4 ISFW (IP: 10.1.0.1, Platform: FortiGate-VM&4-KVM)

4
Cancel

3. Make sure ISFW is the only device listed in the pop-up window, and then click OK.

4. Wait for the script to finish running.
The script has been configured to apply the CLI commands directly on FortiGate.
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5. Click Close.

Establish the BGP connection

You will verify the BGP status, finalize the BGP configuration, and establish the BGP connection.

To verify the BGP status

1. Connectover SSH to ISFW.
2. Log in with the username admin and password password.

3. Enter the following command:
get router info bgp neighbors
You should see that the bgp neighbor is not directly connected.

ISFW # get router info bgp neighbors

VRF @ neighbor table:

BGP neighbor is 1@.2.8.254, remote AS 65100, local AS 65200, external 1link
BGP version 4, remote router ID 0.0.0.0

BGP state = Idle

Not directly connected EBGP
Last read , hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepzlive interval is 6@ seconds

Received @ messages, © notifications, @ in queue

Sent © messages, © notifications, © in queue

Route refresh request: received 9, sent ©

NLRI treated as withdraw: ©

Minimum time between advertisement runs is 3@ seconds

Stop and think!
Why is the peer not directly connected?

Because a loopback interface adds one hop, you must enable multihop in the BGP configuration.

To finalize the BGP configuration on ISFW

1. Continuing on the FortiManager GUI, select BGP_ISFW, and then click Edit.

Device Manager ~

Device & Groups | + Create Mew v | [ Edit || Bl Delete | & Run Script | F] Import CLI Seript | i More v|
4 Scripts
m MName= Type = Target = Comments +
B Provisioning Templates ]
—— [ Bsep)
D Monitors N BGP_ISFW CLI Remote FortiGate Directly (via CLI)
a IPS CLI Policy Package or ADOM Dalabase

2. Inthe Script details field, type set ebgp-enforce-multihop enable.
The script should look similar to the following example:
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8.

No oo

config router bgp

set as 65200

set router-id 10.1.0.1

config neighbor

edit 10.2.0.254

set ebgp-enforce-multihop enable
set remote-as 65100

next

end

end

Click OK.

Right-click the BGP_ISFW script, and then select Run Script.

Move ISFW from the Available Entries section to the Selected Entries section, and then click Run Now.
Make sure ISFW is the only device listed in the pop-up window, and then click OK.

Wait for the script to finish running.

The script has been configured to apply the CLI commands directly on FortiGate.

Click Close.

To confirm the BGP connection establishment

Connect over SSH to ISFW.
Log in with the username admin and password password.
Enter the following command:

get router info bgp summary
You should see that the bgp connection is established.

Exercise 3: Configuring a Loopback Interface as a BGP Source

ISFW # get router info bgp summary

VRF @ BGP router identifier 10.1.6.1, local AS number 55200
BGP table version is 1

1 BGP AS-PATH entries

@ BGP caommunity entries

Neighbor Vv AS MsgRcvd MsgSent  Tblver 1InQ OQutQ|Up/Down |State/PfxRcd
19.2.0.254 4 651ge 10 9 %) 2 ©|80:06: 38 1

Total number of neighbors 1

vy
- - You may see the BGP state showing Connect. You can then enter the command get
router info bgp summary again to confirm that the bgp connection is
= established.
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Lab 8: FortiGuard and Security Profiles

In this lab, you will configure web filtering and antivirus on FortiManager. Then, you will test the configuration by
generating traffic from Client-10. Additionally, you will configure application control and test application traffic.

Objectives

* Harden the security of the clients by using web filtering and antivirus
¢ Use web filtering to block traffic to unwanted sites
* Configure and test application control in NGFW policy mode

Time to Complete

Estimated: 55 minutes

Which Network Segment Will You Work On?

You will configure web filtering and antivirus on ISFW. Then, you will generate test traffic from Client-10.

FertiManager
PN
port]
10.1.0.241
Linux-Router
NGFW-1 pOl‘t'l eth1
ISFW o~ 100.64.1.1 TO0L 6.7 .5k
> port1 port3{ \:“'- P |
[ ;,;ﬁ L1.0.1 17.1.3 “‘Hli%
\' b 2
port3 -
10.1.10.254 NGFW-2
B
A
Client-10
DO o

Prerequisites

Before you begin this lab, you must complete the previous lab. If you haven’t done so, tell your instructor.
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Exercise 1: Configuring Web Filtering and Antivirus

In this exercise, you will start hardening the network. You will install web filtering and antivirus on ISFW to protect
the clients that are connected behind it.

Configure a Web Filter Profile

You will configure a web filtering profile with the FortiGuard categories that you want to block.

To configure a web filter profile

Log in to the FortiManager GUI with the username admin and password password.
Click Access.

Click Policy & Objects.

Click Object Configurations > Security Profiles > Web Filter.

Click Create New.

In the Name field, type Block.

In the Feature Set field, select Proxy-based.

Enable FortiGuard Category Based Filter.

© O N AR~ ODN-=

Right-click the category Unrated, and then select Allow.

-
i

Select all the subcategories, one at a time, for the following categories:
¢ Adult/Mature Content
¢ Bandwidth Consuming

11. Right-click, and then select Block.

FortiGuard Category Based Filter [ @]
|0Allow ||@> Maonitor | |®Block || Warning | & Authenticate |
[®] | Category = Action = | Override Replacement Message + | Selq
Potentially Liable €
£l Adult/Mature Content €9
v Abortion Warning
Qo
v Advocacy Organizations Warning w
@Monitor
Alcohol Warnin
= [ @Block
v Alternative Beliefs Warning Warning
v Dating Warning 2 Authenticate
| Disable |

12. Inthe Change Note field, type some text because this field is required to proceed.
13. Click OK.
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Configure an Antivirus Profile

You will configure an antivirus profile to block malware.

To configure an antivirus profile

Continuing on the FortiManager GUI, click Security Profiles > AntiVirus.

Click Create New.

In the Name field, type Block.

In the Feature Set field, select Proxy-based.

In the Inspected Protocols section, enable HTTP, SMTP, POP3, IMAP, and FTP.

o oDbd=

Name Black

Comments

Scan Mode m Legacy
AntiVirus Scan @ m Monitor

Feature Set Flow-based Proxy-based

Inspected Protocols

o

HTTP
SMTP
POP3
IMAP
MAPI @
FTP
CIFS

SSHE

CRCH N el

6. Inthe Change Note field, type some text because this field is required to proceed.
7. Click OK.

Apply the Security Profiles

You will modify the existing policy in the FortiManager policy package to apply the web filter and antivirus profiles
that you created.
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To apply the security profiles

1. Continuing on the FortiManager GUI, click Policy Packages.
2. Click ISFW > Firewall Policy.
3. Select the first policy at the top of the list, and then click Edit > Edit.

-

& Install Wizard

& ADOM Revisions

Ik Policy Package «

— e v | + Create New v ‘ [# Edit ~ || Tl Delete | ‘ B3] Section v || @ Polic
1t Search... Q Ols ol [ & Edit = — -
o3 ISFwW
| 1 %= Clone [ internal [ exte
Firewall Policy
[0 [E Implicit (2/2| %= Clone Reverse
Installation Targets
@B default o 2 Img 06 Cut any any
= Object Configurations ¥ m Copy
T| Paste Above
L] Paste Below
s Move To
QO Enable
@ Disable

4. Configure the following settings:

Field Value

Inspection Mode Proxy-based

AntiVirus Profile Block

Web Filter Profile Block

SSL/SSH Inspection certificate-inspection

The configuration should look like the following example:
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ring and Antivirus

Install the Policy

Action

@ oer

Inspection Mode

Praxy HTTP(S) Traffic €

Firewall/Network Options

NAT
Protocol Options

Disclaimer Options

Display Disclaimer

Security Profiles

o )

default

Profile Type Use Standard Security Profiles
AntiVirus Profile Block
Web Filter Profile m Block

Video Filter

DNS Filter
Application Control
IPS

SSH Filter

S5L/SSH Inspection

=0 certificate-inspection

& IPSEC

Flow-based Proxy-based

Use Security Profile Group

+ 4+ ++++ O+

+

6. Click OK.

Install the Policy

You will install the policy and object changes on ISFW.

To install the policy

1.

Continuing on the FortiManager GUI, click Install Wizard.

In the Change Note field, type some text because this field is required to proceed.

2. Onthe Install Policy Package & Device Settings window, confirm that the ISFW policy package is selected.
3. Click Next.
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4. Confirm that ISFW is selected, and then click Next.

5. Click Install Preview to see the changes that will be applied to the FortiGate.
6. On the Install Preview page, click Close.

7. Click Install.

Wait until the installation finishes. If the installation stalls at 15%, view the install logs to confirm that the
installation was successful, and then click Cancel to close the installation window.

Install Wizard - Policy Package and Device Settings (ISFW) (4/4) M x
Total: 0/1, @ Pending: 0. < In Progress: 1, @ Completed:0 @
I@ : tallation Lo I L View Progre Search...
#<  Name= Time Used < Status = H
1 ISFW 5s €3
8. Click Finish.

Test the Web Filter

You will confirm that ISFW is not allowing access to websites that belong to blocked FortiGuard categories.

To test the web filter

1. Connectto the Client-10 VM.

2. Onthe Client-10 VM, open a browser, and then try to connect to the following websites:
¢ www.internet-radio.com
e www.tunein.com

You can see that these websites are blocked because they belong to blocked categories.
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Exercise 2: Analyzing Web Filtering Traffic

Network Topology
FortiM?nager
(1 Internet
porti]
10.1.0.,241
etho0
Linux-Router
NGFw-1 Portl eth1
ISEW o 100.64,1.1 T00.64.7 .25
/f\\:,_\f‘;q‘ port1 port3 \S\ g
o 01,01 1|1|:4Q¢Q
o B
port3 N
10.1.10,25L NGFWW-2
a’:j"g@;}
Client-10
[ DA I
Objective

In the previous exercises, you configured ISFW to apply web filtering to the internet traffic coming from Client-10.
The applied web filter blocks the following FortiGuard categories:

¢ Bandwidth Consuming
¢ Adult/Mature Content
¢ Security Risk

Many restricted sites seem to be correctly blocked, such as:

« www.internet-radio.com
¢ www.tunein.com

However, the following site is not blocked. According to users, it should be blocked because it belongs to the
Security Risk category.

e www.eicar.org
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Analyze the Web Traffic

You will test to see if the website is accessible, and then run diagnose commands on ISFW to find the website
category. Then, you will check if the category is one of the blocked categories.

To access the website

1. Connect to the Client-10 VM.
2. Open a browser, and then try to connect to the following website:
e www.eicar.org

You can see that this website is not blocked.

To run CLI commands to diagnose the issue

1. Onthe ISFW CLI, log in with the username admin and password password.
2. Enter the following command to clear the ISFW web filtering cache:

diagnose test application urlfilter 2

3. Enable the following real-time debug while browsing the website:

diagnose debug application urlfilter -1
diagnose debug enable

4. On the Client-10 VM, on the browser, refresh page to reload the website.
5. Return to the ISFW CLI, can you see how FortiGuard is categorizing the website?
6. Look for the www.eicar.orghostname in the log.

You can see the following details:

user="N/A" src=10.1.10.1 sport=49714 dst=89.238.73.97 dport=443 service="https"”
cat=50 url_cat=50@ ip_cat=0 hostname="www.eicar.org” url=")/"

The website is categorized as 50.

7. Enter the following CLI command to verify the category codes:

get webfilter categories

You can see that number 50 is mapped to the Information and Computer Security subcategoryin
the General Interest - Business main category.
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85 Domain Parking
87 Personal Privacy
89 Auction
Ig@? General Interest - Businessd
31 Finance and Banking
41 Search Engines and Portals
43 General Organizations
49 Business
overnment and Lega rganizations
52 Information Technology
53 Armed Forces
56 Web Hosting
81 Secure Websites
84 Web-based Applications
92 Charitable Organizations
93 Remote Access
94 Web Analytics
95 Online Meeting
97 URL Shortening
g21 Unrated
@ Unrated
g22 Local Categories
148 customl
141 custom2

[SFW #

After you finish, disable the real-time debug, using the following commands:

e diagnose debug application urlfilter O

e diagnose debug disable

To verify the category action on the security profile

1. Login to the FortiManager GUI with the username admin and password password.
2. Click Access.
3. Click Policy & Objects.
4. Click Object Configurations > Security Profiles > Web Filter.
5. Select the Block checkbox, and then click Edit.
Ik Policy Package + % Install Wizard
[E Policy Packages 4 | 4+ Create New || [ Edit || I Delete | [
& Object Configurations v @ | Names
@ MNormalized Interface »
default
B Firewall Objects > o m elad
© Security Profiles . O | EEX sniffer-profile
AntiVirus O | EEY wifi-default
0O | EE) monitor-all
DNS Filter K= Block

6. Inthe FortiGuard Category Based Filter section, in the Search field, type information to find the category.
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[FortiGuard Category Based Filter | o)

Allow Monita @ Block Warning Authenticate Disable | Information J

[0 | Category = Action = | Override Replacement Message = | Selected User Groups ~ Waru
E General Interest - Business @

O Information and Computer Secur...  @Allow

O Information Technology OAllow
1
2/93

In the Block web filter profile, the category action is set to Allow, and therefore the www.eicar.org website is
allowed.
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Exercise 3: Analyzing Antivirus

Network Topology
FortiManager
A Internet
& 2 5
\/
porti
LT LR
eth0
Linux-Router
NGFW-1 port1 eth1
ISFW / ‘~‘I(10 BT I00.64.1.254
\'\ > port1 port3 =3 |
f\\ gff’wu LT L0 /511\ égjportz eth?
pﬂrt3 Z33 NS 100.64,.2.25¢L
10.1.10.754 NGFW.-2
J'h\@\‘\!
<Zf“y'
Client-1D
13.1.10.1
Objective

Even though you enabled antivirus on ISFW, a user connecting from Client-10 complains that it's still possible to

download the eicar. com virus sample located atthe 100. 64 .3.254 FTP server. Use the diagnose commands
available on ISFW to find out why FortiGate isn’t blocking the FTP file transfer.

Analyze the FTP Traffic

You will test the virus sample download, and then run diagnose commands available on ISFW to find out why
FortiGate isn’t blocking the FTP file transfer.

To test antivirus

1. On the Client-10 VM, open FileZilla.
2. Inthe Site Manager field, select FTPSite.
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's [z FileZilla = Wed 2:28 AM

Exercise 3: Analyzing Antivirus

FileZilla

File Edit View Transfer Server Bookmarks Help

v T Q &8
Password: : Quickconneck ||~

3. Select Desktop as the local site folder, and pub as the remote site folder.
4. Right-click the eicar.comfile, and then select Download.

Status: Directory listing of "/" successful
Status: Retrieving directory listing of "/pub”...
Status: Directory listing of "/pub" successful
Local site: | /home/student/Downloads/ v Remote §
Downloads = /
Muslc
3 Pictures
Public
Templates -
Filename =~ Filesize Filetype Last modified Filename] ified Permissio
teskk.. 1B textfile 02/05/2020  -rw-r-r—
LesL.LxL 1B xlfile 02/05/2020  -rw-—I—
Empty directory. Selected 1 file. Total size: 68 B

Why isn't ISFW detecting the EICAR virus?

To capture FTP packets and analyze the packet flow

1. Continuing on the ISFW CLI, enter the following commands to view the FTP packet flow:

diagnose debug flow filter addr 100.64.3.254
diagnose debug flow trace start 10
diagnose debug enable

2. Enter the following command to capture the FTP packets:
diagnose sniffer packet any "host 100.64.3.254" 4

3. Connect to the Client-10 VM.

4. Inthe FileZilla application, right-click the eicar. comfile, and then select Download to download the file again.
5. Inthe Target file already exists window, in the Action field, verify that Overwrite is selected.
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source flla:

Jpub/eicar.com

The target file already exists. Action:
Please choosc an action

68 bytes " overwrite I different size
0z/os/2020 - T 1
averwrile if different size or source newer
Target file: + Resume
Jhomefstudent/eicar.com ) S
68 bytes Rename
03/08,/2023 06:58:07 AM » skip

Target file already exists

. Overwrite if source newer

[ Always use Lhis acLion
] Apply to current queus orly

["1 Apply only to downloads

Cancel |RRNEKE

6. Click OK to download the file.
7. Connectto the ISFW CLI.
The output should look like the following example:

ISFW # diagnose sniffer packet any "host 100.64.3.254" 4
Using Original Sniffing Mode

interfaces=[any]

filters=[host 188.64.3.254]

Packet Flow

id=65308 trace_id=3 func=print_pkt_detail 1ine=593% msg="vd-root:® received a packet(proto=6, 10.1.
©.1:57112-31166.64.3.254:222)) tun_id=0.0.0.8 from port3. flag [S], seq 2418829254, ack ©®, win 29280

id=65308 trace_id=3 func=init_ip_ session_common line=6121 msg="allocate a new session-0800644c, tun

id=6.0.0

"

id=65388 trace_id=3 func=__vf_ip_route_input_rcu line=2812 msg="find a route: flag=00000008 gw-18.1
.0.254 via portl"
1d=65308 trace_id=3 func=__iprope_tree_check line=531 msg="gnum-108804, use addr/intf hash, len=2"
id=65388 trace_id=3 func=fw_forward_handler line=9%38@ msg="Allowed by Policy-1:"

id=65308 trace id=3 func=1i

727571
727753
. 742849
. 742876
.743242
. 743254
. 748585

%]
4]
%]
%]
<]
<]
0

port3
portl
portl
port3
port3
portl
portl

session confirm final 1ine=3189 msg="npu state=0x108, hook=4"

in 10.1.1©.1.57112 -> 100.64.3.254,222: syn 2418829254

out 10.1.10.1.57112 -» [100.64.3.254.222:| syn 2418829254

in 100.64.3.254.222 -> 16.1.10.1.57112: syn 848797941 ack 2418829255

out 100.64.3.254.222 -> 10.1.10.1.57112: syn 848797941 ack 2418829255
in 16.1.18.1.57112 -> 186.64.3.254.222: ack 848757942

out 10.1.10.1.57112 -> 100.64.3.254.222: ack 8487957942

in 100.64.3.254.222 -> 10.1.10.1.57112: psh 848797942 ack 2418829255

Packet
Capture

Stop and think!

Can you confirm from the output that FortiGate is inspecting the traffic? If it isn’t, can you explain why?

This is because the FTP connection between the FTP client and server is using a non-standard FTP port

(222). The antivirus profile on FortiGate is configured to inspect traffic on standard FTP port21, and

therefore allow the client to download the virus sample file.

v,

- -
q Delete the eicar. com file from the desktop.

Enterprise Firewall 7.2 Lab Guide

Fortinet Tachnologie . .
ot Vouchers & Dumps are Available on Brave-Dumps.com

ort

109



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Exercise 4: Implementing Application Control in NGFW
Policy-Based Mode

On an NGFW firewall, there are two modes that you can use to implement application control in security policies:
policy-based mode and profile-based mode. In policy-based NGFW mode, you can implement application control
directly in security policies without using application control profiles.

In this exercise, you will enable policy-based NGFW mode on FortiGate, and then implement application control in
the security policy to explicitly allow access to only the LinkedIn web application and block access to all other web
applications.

Enable Policy-Based NGFW Mode

You will change the NGFW mode on ISFW from profile-based to policy-based.

To enable policy-based NGFW mode

1. Log in to the FortiManager GUI with the username admin and password password.
2. Click Access, and then click Policy & Objects.
3. Inthe Policy Packages section, right-click ISFW, and then click Edit.
4. Inthe Edit Policy Package "ISFW" window, in the NGFW Mode field, select Policy-based.
Edit Policy Package "ISFW"
Name ISFW
Central NAT
Oviporvip group can not be used in policy when Central NAT is enabled.
Policy Offload Level Disable v
5. Click OK
vis . o . o
- - Changing NGFW modes removes the existing firewall policies. To pass traffic in policy-
9 based NGFW mode, FortiGate requires three types of policies to be configured. This is
- unlike a profile-based NGFW mode setup, where only one policy is required.
110 Enterprise Firewall 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



DO merl wgpwmﬁration mm@ﬁﬂ&!ﬁv&h&ﬂﬁﬂ&- con(l‘om‘igure SSL Inspection and Central SNAT
Policies
© FORTINET

Configure SSL Inspection and Central SNAT Policies

You will modify the default SSL inspection policy to use the deep-inspection SSL inspection profile, and then
create a central SNAT policy.

To modify the SSL inspection policy

1. Continuing on the FortiManager GUI, click ISFW > SSL Inspection & Authentication.
2. Select the policy at the top of the list, and then click Delete.

B Policy Package » & Install Wizard ~ @ ADOM Revisions  #§ Tools ~

[E Policy Packages N | + Create New v | | [ Edit v | I]ﬂ[ Delete ” [ Section v | | @ Policy Lookup | & Collapse All
1& Search... Q O | # Name From To Source
o IsSFw
v 1 [ internal [ external £ 10.1.10.

Security Policy

Implicit (2/2 Total:1
Central SNAT O Bimg = )

.. o all
SSL Inspection & Authenticati g 2 Implicit Deny any any 3 al

Installation Targets

@3 default

3. Click OK.
4. Click Create New > Create New.

5. Inthe Security Profiles section, in the SSL/SSH Inspection field, select the certificate-inspection profile, and
then click Close.

6. Inthe Change Note field, type some text because this field is required to proceed.
7. Click OK.

To create the central SNAT policy

1. Continuing on the FortiManager GUI, click ISFW > Central SNAT.

.Y, If you can't see Central SNAT, you can enable it by doing the following:

y -
q 1. Click Tools > Feature Visibility.
2. |nthe Policy section, enable Central SNAT.

3. Click OK.

2. Click Create New > Create New.
3. Configure the following settings:

Field Value

Incoming Interface internal
Outgoing Interface external
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Field Value

Source Address all

Destination Address all

Your configuration should look like the following image:

Create New Central SNAT X

Type IPv4 IR

Incoming Interface & internal x
o+

Outgoing Interface & external x
+

Source Address = all x
o+

Destination Address = all ®
-+

NAT

IP Poal Configuration (RN =GIN AN RN L ICE  Use Dynamic IP Pool

Protocol TCP  UDP  STCP | Specify

4. Inthe Change Note field, type some text because this field is required to proceed.
5. Click OK.

Configure the Security Policy and Test Application Control

You will create a security policy to apply the application signature required to allow access to the LinkedIn web
application and block access to all other web applications.

To create a security policy to allow the Linkedin web application

1. Continuing on the FortiManager GUI, click ISFW > Security Policy.
2. Click Create New > Create New.
3. Configure the following settings:

Field Value

Name Allow_LinkedIn
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Outgoing Interface

Source

Destination

Application

internal

external

all

all

LinkedIn
DNS
SSH
FTP

ure the Security Policy and Test Application

Control

Field Value

Incoming Interface

Tip: Type LinkedIn in the search box in the right section to locate it easily.

4. Verify that the Action field is set to Accept.

5.
6.

Your configuration should look like the following image:

Name

Policy Wode @

Incoming Interface

Outzoing Interface

Source

Destination

Schedule

Service

Application

LIEL Category

Action

NAT

Firewall/Network Options

Allow_|inkedin

m Learn Mode

e interna

+
& externzl

+
X all

+
& all

-
o always

-
@ FTP
M SsH

DME

[ Linkedin

+

+

@oen

Central NAT is cnabled so NAT scttings from matching Central SNAT policics will be

applied.

L3 S 4

In the Change Note field, type some text because this field is required to proceed.

Click OK.
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Based Mode

v,

FortiGate policy-based NGFW follows the concept of precedence to evaluate security
policies. If traffic does not match the created security policy, it is processed by the
implicit security policy, which denies access to all other web application traffic.

To install the policy on ISFW

To test policy-based NGFW mode application control

114

7.

1.

oo~ W

U

Continuing on the FortiManager GUI, click Install Wizard.
Confirm that the ISFW policy package is selected, and then click Next.

Confirm that the ISFW device is selected, and then click Next.

Click Install Preview to see the changes that will be applied to the FortiGate.
On the Install Preview page, click Close.

Click Install.

Wait until the installation is successful.

Click Finish.

On the Client-10 VM, open a new browser tab, and then go to the following URL:

https://www.linkedin.com

FortiGate allows the website to load properly.

Open a new tab, and then go to the following URL:

https://www.facebook.com

FortiGate blocks access to the Facebook web application according to the implicit security policy.

Log in to the ISFW GUI with the username admin and password password.
Click Login Read-Only.

Click Log & Report > Security Events > Application Control.

Review the logs that allowed access to the LinkedIn web application.

@ Q scarch

1042
1011

1011

1011
1011

1011

1011

1011

1042

1011

L
A0

1012

L1

AL A

DA RHE

02

10110

L1

B FAIRENA

Nestlnatian

Appl ration hams
= DWE

& DNS
(SR
= TING

I+ DINS
L
1 inkedin
1+ DIMS

& DNS

[F 1M
= TIMS

& DINS
L

E NNS

1+ DIMS
[Lh Y

[ oms
= DWE

;. DINS

AsThan

Y

AL R
3

g 03 moow w

]

v ¥

Bomom o o®m @

oo

B8 0n o#

L S e O N A N L U S AR

E

Appliration Lzee

Aplicatinn Deral s

Q |ﬂ.~‘\:.‘-i:z:io1-2-:|'t|'c - | M Disk- | & Iminvtes - | O Dctell
Log Dietails
L

B Mpoiication Cantral

B 1inkedin

16331

W ool Mediz

L
Soclal Medla: Linkedin

Letion W Pase

Molicy LILID 225054 €272 Sled 1297 aciodd]
beact

Sl lype tecunily

Intarmarian

Enterprise Firewall 7.2 Lab Guide
Fortinet Technologies Inc.

Fortinet Vouchers & Dumps are Available on Brave-Dumps.com



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Lab 9: IPS

In this lab, you will configure FortiGate to protect a web server using intrusion prevention system (IPS) inspection.
Next, you will test the configuration by generating suspicious traffic from outside the network, and then sending it
to the server. Finally, you will use the information gathered by the built-in sniffer to write a custom IPS signature.

Objectives

e Use IPS to protect a web server
¢ Monitor IPS operation
¢ Create and test custom IPS signatures

Time to Complete

Estimated: 60 minutes

Which Network Segment Will You Work On?

In the first exercise, you will configure IPS inspection on DCFW. You will also configure a virtual IP (VIP) on
NGFW-1. Then, you will generate suspicious traffic from Linux-Router to the Linux server.

In the second exercise, you will work on Client-10 and ISFW.

FortiManager

athq Linux-Router

port1
.l\f_l LTLnan

) DCFw

Client-10
Sa.t10.1

T

Linux Server
TR ]

Prerequisites

Before you begin this lab, you must complete the previous lab. If you haven’t done so, tell your instructor.
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Exercise 1: Configuring IPS

Configure the IPS Profile

116
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You will protect the Linux server by applying an IPS profile to the incoming traffic. Then, to allow access to the
server from outside the network, you will configure a virtual IP (VIP) on NGFW-1.

You will use a preconfigured IPS profile and change its configuration to enable logging.

To configure the IPS profile

No o srODN-=

Log in to the FortiManager GUI with the username admin and password password.

Click DC.

Click Policy & Objects.
Click Object Configurations > Security Profiles > Intrusion Prevention.
Click protect_http_server to select it, and then click Edit.
Click the existing IPS filter, and then click Edit.

In the Packet Logging field, select Enable.

Edit IPS Signatures and Filters

Type

Action

Packet Logging
Status

Filter

Advanced Options >

m Signature

| W Default

Enable  Disable

Location server
Protocol HTTP
[# Edit Filter

—
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8.
9.
10.

Click OK to close the window.
In the Change Note field, type some text because this field is required to proceed.
Click OK.

Apply the IPS Profile

You will apply the IPS profile to the incoming firewall policy on DCFW.

To apply the IPS profile

1. Continuing on the FortiManager GUI, click Policy Packages.
2. Click DCFW > Firewall Policy.
3. Click policy sequence 2 to select it, and then click Edit > Edit.
ff  Policy & Objects = = B Policy Package = & Install Wizard ~ & ADOM Revisions i Toals =
[@ Policy Packages e | 4 Create New v IIZ] Edit v I | I Deete | | [ section v || @ Policy Lookun || & Colapse Al
B[t Q. g« From To Source
@£ DCFW - - | 04
int=m ewterns 21014
Flm" Poﬁcy mnczrma ®iernal
IPvd Local n Paolicy z [ external O internal & all
4. Inthe Security Profiles section, in the IPS field, click +, and then select protect_http_server.
5. Click Close.
Protocol Options default x
+
Disclaimer Options
Display Disclaimer (@ ]
Security Profiles
Profile Type (RS el el A i Ml Use Security Profile Group
AntiVirus Profile EB
Web Filter Profile e
Video Filter EB
DNS Filter K
Application Control 4+
IPS protect_http_server x
+
File Filter 4+
Email Filter +
6. Inthe Change Note field, type some text because this field is required to proceed.
7. Click OK.
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Install the Policy

You will install the policy and object changes on DCFW.

To install the policy

Continuing on the FortiManager GUI, click Install Wizard.
Confirm that the DCFW policy package is selected, and then click Next.
Confirm that the DCFW device is selected, and then click Next.

On the Install Preview page, click Close.
Click Install.
Wait until the installation finishes.

o g ks N

7. Click Finish.

Configure the VIP

Click Install Preview to see the changes that will be applied to the FortiGate.

Exercise 1: Configuring IPS

First, you will create the VIP object. The VIP maps the external-facing IP address 100.64.1.10 to the internal-
facing IP address 10.1.4.10. Next, you will create an incoming firewall policy using the VIP object as the

destination. Finally, you will install the changes on NGFW-1.

To configure the VIP

1. Continuing on the FortiManager GUI, navigate to the Core ADOM.
2. Click Object Configurations > Firewall Objects > Virtual IPs.
3. Click Create New > Virtual IP.

Bk Policy Package ~ & Install Wizard -

4+ Create New ~

Policy Packages

@ ADOM Revisions

Object Configurations v

Virtual IP

Virtual IP Group

Interface <=

® MNormalized Interface >
B, Firewall Objects v
IPwé Virtual IP
Addresses

Wildcard FQDN Addre... IPvé Virtual IP Group

Services =] IPv6 Virtual IP Group @

Schedules

IP Pools

Traffic Shapers
Shaping Profile

4. Configure the following settings:
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Value

Configure the Firewall Policy

Name
Interface

Type

External IP Address/Range

Mapped IP Address/Range

Linux_Server
external
Static NAT
100.64.1.10

10.1.4.10

5. Inthe Change Note field, type some text because this field is required to proceed.

6. Click OK.

Configure the Firewall Policy

You will create an incoming firewall policy using the VIP object as the destination.

To configure the firewall policy

1. Continuing on the FortiManager GUI, click Policy Packages.
2. Click NGFW-1 > Firewall Policy.

3. Click Create New.

4. Configure the following settings:

Field Value

Name

Incoming Interface
Outgoing Interface

IPv4 Source Address
IPv4 Destination Address
Service

Schedule

Action

Log Traffic

Inbound Access

external

internal

all

Select VIRTUAL IP(1) > Linux_Server.

HTTP
always
Accept

Log All Sessions

Your configuration should match the following example:
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Exercise 1: Configuring IPS

Name €

Incoming Interface

Outgoing Interface

Source

Negate Source

Destination

Negate Destination

Service

Schedule

Action

Inspection Mode

IP/MAC Based Access Control €

Inbound Access

& external

& internal

[ 2a |

@

& Linux_Server

@
@ HTTP

o always

@ Deny | & IPSEC

Flow-based Proxy-based

5. Inthe Change Note field, type some text because this field is required to proceed.

6. Click OK.

Install the Policy

You will install the policy and object changes on NGFW-1.

To install the policy

oo h N

Click Install.

Wait until the installation finishes.

7. Click Finish.

120

Continuing on the FortiManager GUI, click Install Wizard.
Confirm that the NGFW-1 policy package is selected, and then click Next.
Confirm that the NGFW-1 device is selected, and then click Next.
Click Install Preview to see the changes that will be applied to the FortiGate.
On the Install Preview page, click Close.
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Test the IPS

You will run a vulnerability scanner from Linux-Router to the Linux server. This will test the IPS configuration and
block some of the traffic as an attack.

To test the IPS

Connect to the Client-10 VM.

Open PuTTY.

Connect over SSH to the Linux-Router saved session.

Log in with the username student and password password.

o oDd=

Enter the following command:
sudo nikto -h 100.64.1.10
6. Type the password password, and then press Enter.

Let the scan run for approximately 5 minutes.

7. Pressctrl+cCtoendthe scan.
8. Close PuTTY.

Check the Attack Logs

You will review the attack logs.

To check the attack logs

1. Loginto the DCFW GUI with the username admin and password password.
2. Click Login Read-Only.
3. Click Log & Report > Security Events > Intrusion Prevention.

vy
- - The Intrusion Prevention logs section does not appear if there are no IPS logs.
9 FortiGate displays this section after it creates logs. After the attacks, if this menu item
— does not appear, log out of the FortiGate GUI, and then log in again to refresh it.

4. Analyze all the attack logs that are generated.
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o X O Qrearch Q, | W Intruslan Brevention = || 7@ Nisk | (@1 hour = || M Natalls
Mate/Time & SEvEriny fanrce Fratarnl Action Count Artack Mame

& [ ] ] 1000011274 it droperd tam bn T denDR.ClasKml..
& N 10,1, 274 it droperd samerydncide PHEFil=Ine. .
& L[| 100541254 & drooped Somerydnclude PHEFilz.Inc. .
& L[| & droppe Somerydndude PHE e ne. -
& L[| & droppe Somorydndude PHE R e ne. .
& 100.54.1.254 & dropped MNuclegril Roeot.Path.Para.
& 100841254 & dropped MNuclesrDE.Root.Peth.Para..,
& 1000.44.1.754 & drnnped Muclaadil Roat Path Para. .
& 100011275 f dropperd MucleaRR Root Path Para. .
& 100011275 f dropperd MatworkhcriWeh Sarery. .
& 100.64.1.254 I3 drooped N ztwor lActiv)

& 100.64.1.254 & ur oppe I e AL Liv W Serv X

Check the Attack Statistics

You will review FortiView to check the attack statistics.

To check the attack statistics

1. Continuing on the DCFW GUI, click Dashboard > Security.
2. Click anywhere on the Top Threats by Threat Level widget.
3. Analyze the information that is displayed.

€ |op | hreats by | hreat | evel E lhow=- & & i-

@ Acd[llter

A0 Threat Soore "
Low

1EDThreat Soore A Pediun

1lizh
100 Threat Sxore \

EDThreat Soore

O Threat Szare

1335 1340 1%50 1n35 2400 1405 1410 1415 12420 1425 1430
Thrzat Thraat Category Ihruul Leve| - I hireal Score « Srasinns -
HIHTURSDL I njclion ips 180 &

snmerydnelude FH2File Inclision [ m 170 l
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Exercise 2: Creating IPS Custom Signatures

In this exercise, you will create an IPS custom signature, based on information taken from a packet capture, to
block files downloaded using FTP.

Capture and Analyze the Traffic

You will run the sniffer on the FTP traffic while downloading a file from an FTP server. Then, you will use a Perl
script to convert the packet capture to a PCAP file that you can analyze using Wireshark. The objective of the
analysis is to identify the information in the packet payload you can use to block FTP downloads.

To start the packet capture
1. Connectto the Client-10 VM.
2. OpenPuTTY.

3. Click ISFW to select the saved session, and then click Load.

PuTTY Configuration B

Category: Baslc optlons For your PUTTY sesslon
m specify the destination youwant to connect to
Logging HostName (or IP address) Port
~ Terminal ( |(22
Keyboard Connection type:
Bell Raw Telnet Rlogin  © 55H Serial
Features Load, save or delete a stored session
* Window saved Sessions
Appearance I
Behaviour
Translation Default Settings
selection DCH‘M save
Calours FortiManager
Fonts : Delete
w Connectian Linux-Router
Dala NGFW-1
proxy Close window on exit:
Telnel 0 Always Never Onlyon clean exit
Rloain
About Dpen Cancel

4. Click Session > Logging.

PuTTY Configuration

Category: Options controlling session logging
¥ Session Session logging:
O None Printable output
v Terminal All session output SSH packets
SSH packets and raw data
Keyboard

" Log file name:
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Exercise 2: Creating IPS Custom Signatures

Click All session output.

6. Click Browse.
7. Click Desktop > FGT2ETH.
8. Inthe Name field, type ftp. log.

NEMEM ftp.log]

4 frstudent [mm Desktop | FGT2ETH | b C3
MName - Size Modified
= | Fgtzeth.pl 13.7kB Fri
9. Click Open.
10. Click Open.
PuTTY Configuration 9
Category: Options controlling session logging
* Session Session logging:
None Printable output
v Terminal O All session output SSH packets
SSH packets and raw data
Keyboard .
Log file name:
Bell p ~
Features /home/student/Desktop/FGT2ETH/ftp.lo | Browse... |
v Window (Log file name can contain &Y, &M, &D for date, &T for
Appearance time, &H for host name, and &P for port number)
pp K what to do if the log file already exists:
Behaviour Always overwrite it
Translation Always append to the end of it
selection © Ask the user every time
Colours Flush log file frequently
Fonts Options specific to SSH packet logging
¥ Connection Omit known password fields
Data Omit session data
Proxy
Telnet
Rloain

About | Open | Cancel

11. Log in with the username admin and password password.

12. Enter the following command to start the sniffer:
diagnose sniffer packet port3 "port 21" 3

Leave the PuUTTY session running in the background.

To generate FTP traffic

1. On the Client-10 VM, open FileZilla.
2. Inthe Site Manager field, select Linux.
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FileZilla

File Edit View Transfer

P BRK 8

Username: Password: | Quickconnect | ~

3. Select Student > Desktop as the local site folder, and pub as the remote site folder.
4. Right-click the test.text file, and then select Download.
5. Return tothe PuTTY window, and then press Ctr1+cC.

You should see the captured packets.

6. Close the PuTTY window.
7. Delete the test . text file from the desktop.

To convert the capture to PCAP

1. On the Client-10 VM, open a terminal window.

2. Enter the following commands:

cd Desktop/FGT2ETH/
./fgt2eth.pl -in ftp.log

The Perl script converts the ftp. 1og file to a PCAP file with the name ftp.log.pcap.

3. Close the terminal window.

To analyze the PCAP file

1. On the Client-10 VM desktop, double-click the FGT2ETH folder.
2. Double-clickthe ftp.log.pcap file.
This starts Wireshark and opens the file for analysis.

3. View the information in the packets captured.

64 134.912352 1e.1.1e.1 100.64.1.254 FTP 74 Request: TYPE I
65 134.912729 160.64.1.254 l1e.1.1e.1 FTP 97 Response: 200 Switching to Bij
66 134.912960 l1e.1.10.1 100.64.1.254 FTP 72 Request: PASV

67 134.913467 160.64.1.254 16.1.10.1 FTP 117 Response: 227 Entering Passivi|

.913944 10.1.10.1 100.64.1.254 FTP 82 Request: RETR test.text
6 4.918286 .1.254 ©.1.10. 3 RESPONSE : @ Opening B |
70 134.920893 100.64.1.254 10.1.10.1 FTP 90 Response: 226 Transfer comple]
71 134.921156 10.1.10.1 100.64.1.254 TCP 66 44124 -~ 21 [ACK] Seq=82 Ack=3|

[l »
» Frame 68: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
» Ethernet II, Src: MS-NLB-PhysServer-09_0f:90:08:91 (02:09:07:00:88:01), Dst: MS-NLB-PhysServer-89_0f:00:083
» Internet Protocol Version 4, Src: 10.1.10.1, Dst: 100.64.1.254
» Transmission Control Protoceol, Src Port: 44124, Dst Port: 21, Seq: 66, Ack: 276, Len: 16
* File Transfer Protocol (FTP)
v RETR test.text\r\n
|Request command: RETR |
Request arg: test.text
[Current working directory: /pub]

Verify that FileZilla used the FTP RETR command to request the download. You will use this information to
create the custom signature.
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Review and Install the IPS Custom Signature

You will use the information you gathered in the previous steps to create an IPS custom signature that will block all
FTP download requests. On FortiManager, you will add the custom signature to an IPS profile, and then push the
configuration change to ISFW.

To review the custom signature

Log in to the FortiManager GUI with the username admin and password password.
Click Access.

Click Policy & Objects.

Click Object Configuration.

Click Security Profiles > IPS Signatures.

Click Block.FTP.RETR, and then click Edit.

Review the custom signature.

The signature will block any FTP packets coming from the client where the payload contains the pattern
RETR.

No apewDdh-=

8. Click Cancel.

To apply the custom signature to an IPS profile

1. Continuing on the FortiManager GUI, click Security Profiles > Intrusion Prevention.
2. Click protect_client to select it, and then click Edit.
3. Under IPS Signatures and Filters, select Block.FTP.RETR, and then click Edit.
4. Inthe Action field, select Reset.
5. Inthe Status field, select Enable.
6. Inthe Signatures section, verify that Block.FTP.RETR is selected.
Edit IPS Signatures and Filters
Type Filter
Action I C Reset v I
Packet Logging Enable
Status m Disable  Default
Rate-based Setting [ Defaurr JESERTY
Exempt IPs 0 [ Edit
Signatures
=+ Add Signature & Delete Q
O Name CVE-ID
[[O BlockFTPRETR |
7. Click OK.
8. Inthe Change Note field, type some text because this field is required to proceed.
9. Click OK.
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To apply the IPS profile to a security policy

Continuing on the FortiManager GUI, click Policy Packages.

Click ISFW > Security Policy.

Click policy sequence 1 to select it.

Click Edit > Edit.

In the Security Profiles section, set the IPS field to protect_client.

Click Close.

In the Change Note field, type some text because this field is required to proceed.
Click OK.

© No ok~ WDN-=

To install the policy

1. Continuing on the FortiManager GUI, click Install Wizard.
2. Verify that the ISFW policy package is selected.
3. Click Next.
4. Verify that ISFW is selected, and then click Next.
5. Click Install Preview to see the changes that will be applied to the FortiGate.
6. On the Install Preview page, click Close.
7. Click Install.
Wait until the installation finishes.
8. Click Finish.

Test the IPS Custom Signature

You will test the IPS custom signature by generating FTP traffic from Client-10.

To test the IPS custom signature

1. On the Client-10 VM, open FileZilla, and then connect to the Linux site again.
FileZilla

File Edit View Transfer Server Bookmarks

Qi Y BN

Username: Password: : Quickconnect | ~

2. Select Desktop as the local site folder, and pub as the remote site folder.
3. Right-click the test. text file, and then select Download.
You will see the following error messages:
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Linux - 100.64.1.254 - FileZilla

File Edit View Transfer Server Bookmarks Help

EODD R Ok Tx T M
Host: Username: Password: Port: | Quickconnect | ~

Response: 227 Entering Passive Mode (100,64,1,254,170,228).
ommand: RETR tesk.txt

rror: Could not read From socket: ECONNRESET - Connection reset by peer
rrofr: Disconnected from server
rror: File transfer Failed
\ X/ _ . .
- - If you run the sniffer on the FTP traffic now, you will capture a reset (RST) packet that
q FortiGate sent to drop the TCP connection after the packet with the RETR command
- was received.
—

4. Logintothe ISFW GUI with the username admin and password password.

5. Click Login Read-Only.
6. Click Log & Report > Security Events > Intrusion Prevention.
You should see the log messages showing the name of the IPS sensor that blocked the packets.

[ BN 3 ‘ @ Intrusion Prevention = | | [& Disk = [@ Details
© Q search Q
Date/Time & Severity Source Protocol User Action Attack Name Count
2023/03/02 07:57:05 [ [ | []] 10.1.101 6 reset Block.FTRRETR
2023/03/02 07:57:05 [ [ | []] 10.1.101 6 reset Block.FTRRETR
2023/03/02 07:57:05 EEEEE 101101 6 reset Block. FTRRETR
A\ . . . .
- - The Intrusion Protection logs section does not appear if there are no IPS logs.
FortiGate shows it after creating logs. After the attacks, if this menu item does not
- appear, log out of the FortiGate GUI, and then log in again to refresh it.
-
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Lab 10: IPsec VPN (IKEv2)

In this lab, you will configure a hub-and-spoke VPN network using the FortiManager VPN manager.

Objectives

¢ Configure multiple IPsec VPN tunnels using the VPN manager on FortiManager
¢ Run CLI commands to gather the IPsec status

Time to Complete

Estimated: 45 minutes

Which Network Segment Will You Work On?
You will work on NGFW-1, Spoke-1, and Spoke-2.

Linux-Router
ath1

P E R |

|
--"gth4 ]

b portd ) N | Tealsae e
R E LY ) eths
100, 6L, 0 202
&

Client-10
T.1.07 0

Prerequisites

Before you begin this lab, you must complete the previous lab. If you haven't done so, tell your instructor.
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Exercise 1: Using the VPN Manager

In this exercise, you will configure IPsec tunnels between the spokes and NGFW-1, using the VPN manager on
FortiManager. You will configure NGFW-1 as a hub, and the other two FortiGate devices as spokes. You will:
Configure a VPN community.

Add each of the FortiGate devices to the community as managed devices.

Install the VPN configuration.

Add the firewall policies.

o oDbd=

Install the firewall policy configuration.
At the end of the lab, you will use CLI commands to display IPsec tunnel information.

Create a VPN Community

You will create a new VPN community using the central VPN manager. VPN communities allow users to create a
specific type of VPN topology for FortiGate devices that share a similar IPsec configuration. Within the same VPN
topology, users can assign different roles to the FortiGate devices, such as hub or spoke.

vy

- -
All FortiGate devices for use in this lab (NGFW-1, Spoke-1, and Spoke-2) were already
added to the Core ADOM.
-

To create a VPN community

1. Login to the FortiManager GUI with the username admin and password password.
2. Click Core.
3. Click VPN Manager.
4. Click IPsec VPN > VPN Communities.
L1 = eadmin -
cum L ©)
Device Manager Folicy & Objects AP Manager VPN Manazer Fabric View
:x:
FortiGuard Fn::;:;r Extender Manager System Settings hli::izz::t
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5. Click Enable.

IPsec VPN

v VPN Management Status

VPN Communities (0} Centralized VPN Management is currently disabled. m

Map View
Monitor

& SSLVPN >

6. Click Create New.
7. Inthe Name field, type H2S.
8. Click Remote Access.
Your configuration should match the following example:

Create New IPsec VPN Community - Topology (1/4)

Mame H25

Description

Select VPN Topology
b3 ®

Site to Site Hub-and-Spoke Remote Access

MNext Cancel

9. Click Next.
10. Inthe Authentication section, click Pre-Shared Key.

11. Inthe Pre-shared Key Type section, click Specify, and in the text field, type fortinet.
12. Inthe IKE Version section, click 2.
Your configuration should match the following example:
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Create New IPsec VPN Community - Authentication & Encryption (2/4)

Authentication Pre-Shared Key [ReEgslile]i=

Pre-Shared Key Type Generate (random)
fortinet & &
Encryption

IKE Security (Phase 1)

Properties
IKE Version 1
Encryption Authentication Action
13. Click Next.
14. Click Next.
15. Review the settings on the Summary page, and then click OK.
Create New IPsec VPN Community - Summary (4/4) x
Name H2s l
Topology Remote Access
Authentication Pre-shared Key (Specify)
Encryption

IKE Security (Phase 1)

Properties

Add NGFW-1, Spoke-1, and Spoke-2 as Managed Devices

After you create a VPN community, you must add gateways to the topology. Now, you will assign roles (hub or
spoke) to the FortiGate devices. First, you will add NGFW-1 to the VPN community as a hub device. Then, you will
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add Spoke-1 and Spoke-2 as spoke devices.

To add NGFW-1 as a hub

1. Continuing on the FortiManager GUI, click VPN Communities.

= & Install Wizard

@ IPsec VPN R 4 Create New | | [ Edit || l] Delete ¢ More v
VPN Communities (1)
MName =
Map View
_ v H2s
Monitor 1% Configure Gateways
% SSLVPN > + Add Managed Gateway
HiEdit
“& Clone
Wl Delete
Map View
CIMonitor

2. Right-click H2S, and then select Add Managed Gateway.
The VPN Gateway Setup Wizardopens.

3. Inthe Protected Subnet section, click Click to select.
4. Inthe drop-down list, select all, and then click OK.
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Exercise 1: Using the VPN Manager

Create New VPN Gateway - Protected Network (1/5)

|
—I—I—I—
[y
Protected
Network

Protected Subnet

Click to select

x
Selected 1 (Total: 29)
Q +v
U E)Dh:aul-h.gr:\.ms-
O & __upg_softwareupdate.vmware.com

FQDM:softwareupdatevmware.com

& all .
IP/Netmask: 0.0.0.0/0.0.0.0 s

& gmail.com
O

FOQDM:gmail.com

& login.microsoft.com
O

FQDM:loginmicrosoft.com

& login.microsoftonline.com
D FQDM:login.microsoftonline.com
(=] 2| Cancel
Next Cancel
5. Click Next.
6. Inthe Role section, verify that Hub is selected, and then in the Devicefield, select NGFW-1.
Create New VPN Gateway - Device (2/5)
als y GHD
Protected i
Network Device
Role Hub Spoke
Device -
7. Click Next.
8. Inthe Default VPN Interface section, click Click to select.
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9. Inthe drop-down list, select external, and then click OK.
Create New VPN Gateway - Default VPN Interface (3/5) »®

O > GHD ...y |

Protected ) Default VPN
Device
Network Interface

Default VPN Interface Selected 1 (Total: 103)

Click to select Q +

Hub-to-Hub Interface LU Uy Lisag s
& external .

Interface

Click to select

Dmha

added by creating adom

g Knat

added by creating adom

g Kn=2

added by creating adom

0 & internal

Interface

— [Edinternall

D [ “ Cancel

10. Click Next.
11. Keep the Local Gateway field setto 0.0.0. 0, and then click Next.

12. Inthe Accept Peer Type section, select Any Peer ID.
13. Disable Add Route.
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Create New VPN Gateway - Advanced (5/5) x

Protected Default VPN Local
rorecE Device © L ~ o Advanced
Network nterface Gatewa
Local ID
Routing Manual (via Device Manager) -GG
Summary Network(s) Seq# Network Priority Action
+
Accept Peer Type IO DM Peer ID | Dialup Group | Peer | Peer Group
XAUTH Type PAP Server | CHAP Server | AUTO Server

Enable IKE Configuration
Method ("mode config")

e
Add Route |§|

Advanced Options >

13. Click OK.
NGFW-1 is added as a managed gateway, with the hub role.

H2s »®
& Create New v | | [ Edit | | [T Delete i Maore v Search...
O | Name = Rale = Default VPN Interface < Protected Subnet =
O  &NGFW-1[rnnt] View Detalls > [ Hub | aytermal =all

14. Click Return.

To add Spoke-1 as a spoke

-—

Continuing on the FortiManager GUI, right-click H2S, and then select Add Managed Gateway.
The VPN Gateway Setup Wizard starts.

In the Protected Subnet section, click Click to select.

In the drop-down list, select all, and then click OK.

Click Next.

In the Role section, click Spoke, and then in the Device drop-down list, select Spoke-1.
Click Next.

In the Default VPN Interface section, click Click to select.

In the drop-down list, select external, and then click OK.

Click Next.

© o NGO EWDN
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10. Keep the Local Gateway IP Address field setto 0.0.0. 0, and then click Next.
11. Disable Enable IP Assignment.

Create New VPN Gateway - Advanced (5/5)
Protected Default VPN Local
e Device o ) - Advanced
Network Interface Gateway
Local ID
Routing WELIEINELENANELETE M Automatic
XAUTH Type Client
Enable IKE Configuration »
Method ("mode config")
Enable IP Assignment @
IPv4 Netmask 255.255.255.255
Add Route [ »)
Advanced Options >
10. Click OK.
Spoke-1 is added as another managed gateway, with the spoke role.
H2S x
[0 | Name= Role = Default VPN Interface < Protected Subnet < u
O &NGFW-1[root]  View Details > [ Hub | external Hall
O  4Spoke-1 (root) View Details > external =all
2
11. Click Return.
To add Spoke-2 as a spoke
1. Continuing on the FortiManager GUI, right-click H2S, and then select Add Managed Gateway.
The VPN Gateway Setup Wizard opens.
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2. Inthe Protected Subnet section, click Click to select.
In the drop-down list, select all, and then click OK.
Click Next.
In the Role section, click Spoke, and then in the Device field, select Spoke-2.
Click Next.
In the Default VPN Interface section, click Click to select.
In the drop-down list, select external, and then click OK.
Click Next.
10. Keep the Local Gateway IP Address field setto 0.0.0. 0, and then click Next.
11. Disable Enable IP Assignment.
10. Click OK.
Spoke-2 is added as another managed gateway, with the spoke role.

© o N R

H2s %
[0 | MName= Role = Default VPN Interface < Protected Subnet < u
O &NGFW-1 (root) View Details > [ Fub | externzl =all
O  #Spcke Liroct)  View Details > externzl Hall
O  #cSpcke-2(roct)  View Details > exterrzl Hall

11. Click Return.

Install the VPN Configuration

Before you create firewall policies, you must install the VPN settings on the FortiGate devices. This creates the
IPsec virtual interfaces that are required for the firewall policies.

To install the VPN configuration on NGFW-1

1. Continuing on the FortiManager GUI, click VPN Manager, and then click Policy & Objects.

= & Install Wizard

— ©) L

. e Il 1!1 &

| Device Manager Policy & Objects AP Manager VPN Manager Fabric View

& |
@
o
FortiGuard FortiSwitch Manager = Extender Manager System Settings Management
Extensions
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Click Install Wizard.
In the Policy Package field, select NGFW-1.

Configure the Firewall Policies

Install Policy Package & Device Settings

Install Wizard - Choose what to install (1/4) o

Install Comments

Policy Package NGFW-1 -

E

v NGFW-1

Spokes

Create ADOM Revision default

Schedule Install

Click Next.

Confirm that NGFW-1 is selected, and then click Next.

Click Install Preview to see the changes that will be applied to FortiGate.
On the Install Preview page, click Close.

Click Install.

Wait until the installation finishes.

Click Finish.

install the VPN configuration on both spokes

Continuing on the FortiManager GUI, click Install Wizard.

In the Policy Package field, select Spokes.

Click Next.

Confirm that both Spoke-1 and Spoke-2 are selected, and then click Next.
Click Install.

Wait until the installation finishes.

Click Finish.

gure the Firewall Policies

After you install the VPN configuration on all FortiGate devices, you can configure the firewall policies to allow
IPsec traffic to pass.

On

NGFW-1, you will configure three firewall policies to achieve the following:

¢ Allow traffic from the spokes to NGFW-1
¢ Allow traffic from NGFW-1 to the spokes
¢ Allow traffic between the spokes
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On the spokes, you will configure two firewall policies to achieve the following:

¢ Allow traffic from the spokes to NGFW-1
¢ Allow traffic from NGFW-1 to the spokes

Because Spoke-1 and Spoke-2 share the same policy package, you will create the firewall policies in one policy
package (Spokes). Then, you will push the changes to both FortiGate devices. This is the advantage of having
multiple FortiGate devices with the same security policies sharing the same policy package.

To configure the firewall policies for traffic between NGFW-1 and the spokes

1. Continuing on the FortiManager GUI, click NGFW-1 > Firewall Policy.
2. Click Create New, and then select Create New.

B Policy Package ~ & Install Wizard ~ () ADOM Revisions  #§ Tools ~

[ Policy Packages ¥ | 4 Create New v | | [ Edit ~ | T Delete | E¥ Section ~ | | @ Policy Lookup | & Collapse All
18  Search... Q 4 Create New From To Source
OB NGFW-1 ‘= Insert Above g 10.1.0.
Fi il Policy . L [ internal [ external 2 10.1.10.
irewal ' 3 Insert Beloy 210.1.4.
Installation Targets ] Insert Empty Above =2 10.1.0.
@3 Spokes [ Internet conne [ internal [ backup g 10.1.10.
- 3 Insert Empty Below 2 10.14.
® L5 default . .
& Object Configurations N 0O 3 Inbound Access [ external [Jinternal & all
O [E Implicit (4/4 Total:1)
.. o all
4 Implicit D
O mplicit Deny any any a all

3. Configure the following settings:

Field Value

Name Internal to IPsec
Incoming Interface internal

Outgoing Interface vpnmgr_H2S hub2spoke
Source Address all

Destination Address all

Service ALL

Schedule always

Action Accept

Log Allowed Traffic All Sessions

4. Inthe Change Note field, type some text because this field is required to proceed.
5. Click OK.
Your configuration should match the following example:
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= K FolicyPeckage v & Install Wizmrd  » () ADOM Revisions 48 Tools - @ O~ eadminv

+ Create Mew [# Cdit ~ | | €1 Delete | B Seedor ~ | o Poliey Lookup | Ll Collapse A
o # MName Fram To Source Destination Schedule
[SEITR R e
o1 Inzernct 3 intemal ] extemal E 10.1.10. =l Ir 2lways mALL  Bcrpt del
(SRR ICE
& 1010, .
[m Recundant Intzrnst conee [ intemal [ backup B 10.1.10. 2 all [ 2lwavs ALl ~Aecept dlé
(SRR ICE
o 3 Inbound Access [ ererna M inteenal 20 #g Limi_Server 8 always W HTTP o Agcept :‘If
a o« Invernal 1 IPsec [ intema B vprmer HIS hukl &zl o all & alwavs ALl el ;:_'
O = Implicit {5/5 Total:1)
m lonps it Cherwy any anv ?s:: :;:: & 2lways o ALL @heny

6. Click Create New, and then select Create New.
7. Configure the following settings:

Field Value

Name IPsec to Internal
Incoming Interface vpnmgr_H2S hub2spoke
Outgoing Interface internal

Source Address all

Destination Address all

Service ALL

Schedule always

Action Accept

Log Allowed Traffic All Sessions

8. Inthe Change Note field, type some text because this field is required to proceed.

9. Click OK.
You can also create this reverse firewall policy by selecting the previous firewall policy,
and with a right click, you select Clone Reverse.

To configure the firewall policy for traffic between spokes

1. Continuing on the FortiManager GUI, click Create New, and then select Create New.
2. Configure the following settings:

Field Value

Name Spoke to Spoke
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Field Value

Incoming Interface vpnmgr_H2S _hub2spoke

Outgoing Interface vpnmgr_H2S hub2spoke

Your configuration should match the following example:

= W Policy Peckage ~ 4 Install Wiard ) ADOM Revisions 48 Tools ~

Source Address all

Destination Address all

Service ALL

Schedule always

Action Accept

Log Allowed Traffic All Sessions
3. Inthe Change Note field, type some text because this field is required to proceed.
4. Click OK.

eadmin -

& Create Mew ~ | [ Edit ~ || B Doiote | B Seetdion v | i, Molicy Lookup | & Collapse A rarch.
# MName From To Source Destination Schedule Service Action o
1040
[ Inzernet [T intemal O exrerna @ 10110 2 Al & Al w ALl " Accept
21014
= .
[m Recundant Intzrnst conee [ intemal [ b wup = 10.1.10. 2 all [ always maAaLL wF Aereqit
= 1014
[ Inbound Acmess O externa Ointerma 2=zl & Linux_Server Mw always mwIITTe ~ Arcept
o 4 Internzl te IPsce O internal [dvpnmgr_ | 125_hus2speke 22zl = all 7 always ) ALL ~ Aecopt
a s lpzec to Irterna O wpnmgr HZ5_huoZspoke intema 2 & all m alway W ALL ~ Aecept
o & Spoke to Spoke [ v _H2S_hoa?spoke [y HZS_huadspoke 20 Al & Al w ALl " Accept
O = Implicl (777 Totak:1)
. L zll all -
a7 I liecit Chermy any any =: " : ‘" w always mALL & Deny

To configure the firewall policies on the spokes
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Continuing on the FortiManager GUI, click Spokes > Firewall Policy.
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[El Policy Packages

l& Search..
oA NGFW-1

Firewall Policy

o L3 Spokes

@ L3 default

Installation Targets

Firewall Policy

Installation Targets

& Object Configurations

2. Click Create New, and then select Create New.

3. Configure the following settings:

Field

Value

Configure the Firewall Policies

Name

Incoming Interface
Outgoing Interface
Source Address
Destination Address
Service

Schedule

Action

Log Allowed Traffic

Click OK.

N o oM

Enterprise Firewall 7.2 Lab Guide
Fortinet T,

Configure the following settings:

Internal to IPsec

internal
vpnmgr_H2S_spoke2hub
all

all

ALL

always

Accept

All Sessions

In the Change Note field, type some text because this field is required to proceed.

Click Create New, and then select Create New.
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Field Value

Name IPsec to Internal
Incoming Interface vpnmgr_H2S_spoke2hub
Outgoing Interface internal

Source Address all

Destination Address all

Service ALL

Schedule always

Action Accept

Log Allowed Traffic All Sessions

8. Inthe Change Note field, type some text because this field is required to proceed.
9. Click OK.
Your configuration should match the following example:

[+ createrzw | [0 ean v | [ & poiets | [B s2ccen v ] @ porey Lockuo | [ = cotapsei |
o e Mame From L Source Destination Sehedule Servise Metion Lo
o1t Ointernal D ewterna 2z all x 5 wlaap @wall o Arcept wrrinn @ Log Sac
o ¢ Inberral < P Dinternal DIvonmer H25 spad dmall el W alwevs P ALL At S TEPNIE:
[ ] [Pmeer: b e B venimgr B 25 _spok O intzmal &l X & alwave @ ALL e I B g Al Aeicns
O O Impliclt (44 Total:1)
) &l = =

El Irneficit ey any " v . P— N o

o bt [Zen v a P = 24 2 AL P @

Stop and think!

Look at the VPN zone name for the spokes. Is it the same one as the one you used when you configured
NGFW-17? If not, why is it different?

FortiManager created three separate VPN zones (vpnmgr_H2S_spoke2hub, vpnmgr_H2S_hub2spoke,
and vpnmgr_H2S_mesh). Depending on the role defined for each managed gateway, FortiManager
pushed different VPN zones to the corresponding FortiGate devices. The vpnmgr_H2S_hub2spoke zone
will be used only when defining the firewall policy on the hub, and the vpnmgr_H2S_spoke2hub zone will
be used only when defining the firewall policy on the spokes.

Install the Policy Packages

First, you will install the NGFW-1 policy package, and then you will install the Spokes policy package.
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Take the Expert Challenge!

¢ Install the NGFW-1 policy package on NGFW-1.
« Install the Spokes policy package on Spoke-1 and Spoke-2.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Check the Status of the VPN Tunnel on page 146.

\. J

To install the NGFW-1 policy package on NGFW-1

1. Continuing on the FortiManager GUI, click Install Wizard.
2. Inthe Policy Package field, select NGFW-1.

Install Wizard - Choose what to install (1/4) B x

Install Folicy Package & Device Settings

Policy Package NGFW-1 -

Install Cornments | -
o}

v NGFW-1
Spokes
Create ADOM Revision default
Schedule Install
[ Neo>
3. Click Next.
4. Verify that the NGFW-1 device is selected, and then click Next.
5. Click Install.

Wait until the installation finishes.

6. Click Finish.

To install the Spokes policy package on Spoke-1 and Spoke-2

1. Continuing on the FortiManager GUI, click Install Wizard.
2. Inthe Policy Package field, select Spokes.
3. Click Next.
4. Verify that both the Spoke-1 and Spoke-2 devices are selected, and then click Next.
5. Click Install.
Wait until the installation finishes.
6. Click Finish.
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Check the Status of the VPN Tunnel

You won't be able to send traffic through the tunnel yet, because the routing component is still missing. However,
you will check the VPN tunnel status on both Spoke-1 and Spoke-2. You can do this in the FortiGate GUI,
FortiManager GUI, or FortiGate CLI. In this procedure, you will use the FortiGate CLI.

To check the VPN tunnel on Spoke-1

1.
2.
3.

N o a M

Connect over SSH to Spoke-1.
Log in with the username admin and password password.

Enter the following commands:

diagnose vpn tunnel up H2S 0 0
diagnose vpn tunnel list name H2S 0

The first command will bring the tunnel up, if it's not already established. The diagnose vpn tunnel
1ist command displays the current IPsec SA information for all active tunnels. The diagnose vpn
tunnel list name <tunnel name>command provides SA information about a specific tunnel.

Log in to the Spoke-1 GUI with the username admin and password password.
Click Login Read-Only.
Click Dashboard > Network.

Click anywhere on the IPsec widget.
You should see a green arrow, which indicates that the tunnel is up.

£ IIs0c [N E

- O Lecatcon VUM Map | AL Show Matehing Logs

Marme # Rzmote Gateway # Pecr D2 Incomning Cata © QwtpoingDeta © Phase 1 @ hase 2 Schoctors @

Bl O Cuzlum &

O H250 100.64.1.1 (1=} 0B @ HED @ HIS 00

To check the VPN tunnel on Spoke-2

N o oM

Connect over SSH to Spoke-2.
Log in with the username admin and password password.

Enter the following commands:

diagnose vpn tunnel up H2S 0 0
diagnose vpn tunnel list name H2S 0

The first command will bring the tunnel up, if it's not already established.

Log in to the Spoke-2 GUI with the username admin and password password.
Click Login Read-Only.
Click Dashboard > Network.

Click anywhere on the IPsec widget.
You should see a green arrow, which indicates that the tunnel is up.

To confirm the IPsec VPN IKE version 2 configuration

146

Connect over SSH to NGFW-1.
Log in with the username admin and password password.
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3. Enter the following command:

get vpn ipsec tunnel details

You should see an output similar to the following example:

NGFW-1 # get vpn ipsec tunnel details

gateway

name: 'H25_©@_0'

local-gateway: 100.64.1.1:8 (static)
remote-gateway: 100.64.3.1:0 (dynamic)

dpd-link: on
mode: ike-v2

interface: 'portl' (3)
rx packets: @ bytes: ® errors: @

tx packets: @ bytes: 8 errors: @
dpd: on-demand/negotiated idle: 28088ms retry: 3 count: @
selectors

name: 'H2S5_8 8'

auto-negotiate: disable

mode: tunnel

src: 9:0.8.9.8-255.255.255.255:0
dst: ©:0.8.0.8-255.255.255.255:0
SA

lifetime/rekey: 180@/1688
mtu: 1280
tx-esp-seq: 1
replay: enabled
gat: @
inbound
spi: f6f7e7ae
enc: aes-cb b53c38d231212ca7c7447fca2e91a240
auth: sha256 eb29b788dec9a6@ba2B3edebd3a®bb7e215dfbc5ebbc54ed6TebB259f%a7c581
outbound
spi: 19abB568
enc: aes-cb a5ef5748Te61397411b7256a53Tab885
auth: sha256 31T@dfB73e783d44cc31854f2e86bb78a27ba%da3d287¢cB250dd2b2aeB569832
NPU acceleration: none

A\
- -
q This output confirms that the mode is i ke-v2 and DPD is negotiated on-demand.
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Lab 11: Auto-Discovery VPN

You will modify the IPsec VPN configuration to enable auto-discovery VPN (ADVPN). You will create an on-
demand tunnel between the two spokes. You will configure IBGP with route reflector enabled on the hub device to
manage the routing. Since ADVPN parameters aren't available on the FortiManager GUI, you will push the
required settings using CLI and TCL scripts.

Objectives

¢ Configure ADVPN to dynamically create IPsec tunnels between spokes
¢ Use TCL scripts to run individualized configuration changes on multiple FortiGate devices

Time to Complete

Estimated: 30 minutes

Which Network Segment Will You Work On?

In this lab, you will configure NGFW-1, Spoke-1, and Spoke-2 for ADVPN. You will test the connectivity between
Spoke-1 and NGFW-1, between Spoke-2 and NGFW-1, and finally, between both spokes.

Linux-Router
ISFW NGFyy-1 Port eth1

USRS R TR LI

~ Spoke-1
<

Client-10
| I R

Prerequisites

You must complete the previous lab before you start this one. If you haven't done so, tell your instructor.
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Exercise 1: Configuring ADVPN and IBGP

In this exercise, you will configure ADVPN on NGFW-1 and the two spokes.

Configure ADVPN and IBGP on NGFW-1

You will run a script to enable the auto-discovery sender option, and configure IBGP and the IPsec interfaces on
NGFW-1.

You will use a script on FortiManager to push the phase-1 ADVPN option. The script also contains the IBGP
configuration and IP address for the IPsec interface. The script is already created on FortiManager.

To configure ADVPN and IBGP on NGFW-1

Log in to the FortiManager GUI with the username admin and password password.
Click Core.

Click Device Manager.

Click Scripts.

Right-click the ADVPN-Hub script, and then select Edit.
The contents of the script appear.

o oDbd=

6. Review the commands.
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config vpn ipsec phasel-interface
edit "H25_a@"

set net-device disable

set auto-discovery-sender enable
set add-route disable

next

end

config system interface

edit "H25_@"

set vdom "root”

set ip 172.16.1.1 255.255.255.255
set remote-ip 172.16.1.254/24
next

end

config router bgp

set as 65128

set router-id 172.16.1.1

config neighbor-group

edit "advpn”

set remote-as 65188

set next-hop-self enable

set route-reflector-client enable
next

end

config neighbor-range

edit 1

set prefix 172.16.1.8@ 255.255.255.8@
set neighbor-group "advpn”

next

end

config network

edit 1

set prefix 19.1.9.8 255.255.255.8
next

end

end

7. Click Cancel.
8. Right-click the ADVPN-Hub script again, and then select Run Script.
9. Move NGFW-1 from the Available Entries section to the Selected Entries section, and then click Run Now.
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Run Script - ADVPN-Hub 3

ﬂ Use Shift key for multiple selections and double click for moving one item.

Available Entries (2) Selected Entries (1)
[ 4 Spoke-1 (IP: 100.64.3.1, Platform: FortiGate-VMé4-K\ O 4 NGFW-1 (IP: 10.1.0.254, Platform: FortiGate-VM64-

[ 4 spoke-2 (IP: 100.64.5.1, Platform: FortiGate-WVMé4-K)\

10. Make sure NGFW-1 is the only device listed in the pop-up window, and then click OK.
11. Wait for the script to finish running.
The script has been configured to run the CLI commands directly on FortiGate.

12. Click Close.

Configure ADVPN and IBGP on the Spokes

You will configure ADVPN and IBGP on the spokes. You will run a TCL script to enable the auto-discovery
receiver option, configure IBGP, and configure the IPsec interface. The TCL script does the following:

1. Retrieves the FortiGate host name

2. Extracts the spoke number from the host name

3. Configures ADVPN and IBGP using the spoke number to configure the BGP router ID, network to advertise, and IP
address of the IPsec interface

To configure ADVPN and IBGP on the spokes

1. Continuing on the FortiManager GUI, right-click the ADVPN-Spokes script, and then select Edit.

The contents of the script appear.
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1 #!

2 # Procedure for executing CLI commands
3 proc do_cmd {cmd} {

4 puts [exec "$cmd\n" “# " 15]

5}

# Extract the host name
% set guery [exec “get system status | grep Hostname\n" "# "]
9 set pos [lsearch $query "*Spoke*"]

10 set hostname [lindex $query $pos]

12 # Extract the spoke number from the host name

13 set len [string length $hostname]

14 set pos2 [expr [string last - $hostname] + 1]

15 set spokenumber [string range $hostname $pos2 $len]

16 set spokenumberplusone [expr $spokenumber + 1]

12 # Configure ADVPN and IBGP

19 do_cmd "config vpn ipsec phasel-interface”

28 do_cmd “edit H25_@"

21 do_cmd "set auto-discovery-receiver enable”

22 do_cmd "set net-device enable”

25 do_cmd "next™

24 do_cmd "end”

25 do_cmd "config system interface”

26 do_cmd “edit H25_@"

27 do_cmd "set ip 172.16.1.%spokenumberplusone 255.255.255.255"
28 do_cmd "set remote-ip 172.16.1.1/24"

29 do_cmd “next”

38 do_cmd "end”

31 do_cmd "config router bgp"

32 do_cmd “set as 651@e”

33 do_cmd "set router-id 172.16.1.%spokenumberplusone”
34 do_cmd "config neighbor™

35 do_cmd “edit 172.16.1.1"

36 do_cmd "set remote-as 6516@"

do_cmd "set send-community® disable™

38 do_cmd “next™

39 do_cmd "end”

49 do_cmd "config network"”

41 do_cmd "edit 1"

42 do_cmd “"set prefix 18.1.%$spokenumber.® 255.255.255.8"
43 do_cmd "next”

44 do_cmd "end™

45 do_cmd "end™

2. Review the commands.
3. Click Cancel.

4. Right-click the ADVPN-Spokes script again, and then select Run Script.
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5. Move Spoke-1 and Spoke-2 from the Available Entries section to the Selected Entries section, and then click
Run Now.

Run Script - ADVPN-Spokes 3

o Use Shift key for multiple selections and double click for moving one item.

Awvailable Entries (1) Selected Entries (2)
Q\ O\
O 4 NGFW-1 (IP: 10.1.0.254, Platform: FortiGate-VMé4-K O 4 Spoke-1 (IP: 100.64.3.1, Platform: FartiGate-VMé&4-K

[ 4 Spoke-2 (IP: 100.64.5.1, Platform: FartiGate-VMé64-K

6. Make sure Spoke-1 and Spoke-2 are the only devices listed in the pop-up window, and then click OK.
7. Wait for the script to finish running.
The script has been configured to run the CLI commands directly on the FortiGate devices.

8. Click Close.

Bring Up the Static IPsec Tunnels

Before you generate traffic to trigger the on-demand tunnel, it's a good idea to verify that the BGP route databases
are in sync. But first, and in case the tunnels between the spokes and hub closed after the last configuration
changes, you will reconnect the tunnels.

To bring up the IPsec tunnel on Spoke-1

1. Connect over SSH to Spoke-1.
2. Login with the username admin and password password.

3. Enter the following command:
diagnose vpn tunnel up H2S 0 0
This command brings up the tunnel that you have just created.

Log in to the Spoke-1 GUI with the username admin and password password.
Click Login Read-Only.

Click Dashboard > Network.

In the IPsec widget, verify that the tunnel is up.

No oM

Q
.‘I.

|Psec

Name % Remote Gateway <

[E O Custom @

©Q[H25.0 100.64.1.1
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To bring up the IPsec tunnel on Spoke-2

1.
2.
3.

N o a M

Connect over SSH to Spoke-2.
Log in with the username admin and password password.

Enter the following command:
diagnose vpn tunnel up H2S 0 0
This command brings up the tunnel that you have just created.

Log in to the Spoke-2 GUI with the username admin and password password.
Click Login Read-Only.

Click Dashboard > Network.

Click anywhere on the IPsec widget.

Verify that the tunnel is up.

€ lisec o = -
- B Locatcon VPN Mop | L Show Matehing Loas

Marme # Rzmote Gateway # Pecr DS Incomning Cata © QwtpoingDeta © Phase 1 @ hase 2 Schoctors @

B O Cizlum @

O H250 100.64.1.1 978E 7258 @ HXED @ H2500

Check the BGP Routes

You will check that BGP is up between the FortiGate devices.

To check the BGP routes

154

Ao bd-=

5.

Log in to the NGFW-1 GUI with the username admin and password password.
Click Login Read-Only.

Click Dashboard > Network.

Click anywhere on the Routing widget.

The routing table should look similar to the following example:

Molvwrk = Guluwsy IR 5 Ine s = Dislanue = Type =
Q0000 100641252 B cortl ap BGM
LN 1LELILDY B el [ Tawime: el
125 Pl e e
T H23 0 200 BGM
1310100 B sl 110 QErF
Tt e nanlil o el
W20 [FaY iy loopoack NGHAL [ Lonected
100441024 [ ] B cortl o Connected
NNALAND4 (] [ 3 Cawmn ol
s L & lesd
Hs 0 5 nected
GO0 B cortd 5 Connocted

Return to the Spoke-1 GUI, and then click Dashboard > Network > Routing.
The routing table should look similar to the following example:
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Hulwah * Suluway IR % Ik Fen = Distanie = Tr &
1n0A43.254 = i1 n Elaie:
I s (e
(B A pond o Conneczzd
& OHZED 200 BGrF
ML 1721 G W i1 0 Cronmezien
100.64.4.0724 coon & pond o Conrecsed
1721610724 & OHZED Elae
AHAARNNAE OIS 15 Hlal;
172.168.1. & H25 o
172161000052 000 o R a

6. Return to the Spoke-2 GUI, and then click Dashboard > Network > Routing.
The routing table should look similar to the following example:

Ml wah 2 Gaaltwioy IP % Ttz Fen % st s % Top: &
1ikEd 8.2 54 W i1 n Hlae:
& HESD 200 BGP
IRk 200 noF
G0 W pori ]
o000 R a
1/2.18.1.0:24 Ol 5 Static
1721611722 @ HZED 13 State
AR O
172161000028 .00 = portd i

Bring Up the On-Demand Tunnel

You will bring up the on-demand tunnel between Spoke-1 and Spoke-2 by generating traffic.

To bring up the on-demand tunnel

1. Return to Spoke-2 CLI, and then enter the following command:
diagnose sniffer packet any 'icmp' 4
2. Return to the Spoke-1 CLI, and then enter the following commands:

execute ping-options source 10.1.1.254
execute ping 10.1.0.1

These commands ping ISFW from Spoke-1.

3. Enter the following ping to trigger the on-demand tunnel:
execute ping 10.1.2.254
4. Return to the Spoke-2 CLI.

The output should look similar to the following output:

H2S 0 in 10.1.1.254 -> 10.1.2.254: icmp: echo request
H2S 0 out 10.1.2.254 -> 10.1.1.254: icmp: echo reply
H2S 0 0 in 10.1.1.254 -> 10.1.2.254: icmp: echo request
H2S 0 0 out 10.1.2.254 -> 10.1.1.254: icmp: echo reply

Stop and think!

Why is Spoke-2 receiving the echo request directly through the H2S_0 tunnel and then the H2S_0_0
tunnel?

Before ADVPN creates a shortcut between the two spokes, the traffic travels through the hub, meaning the
H2S_0 tunnel. When you bring the the shortcut up, the icmp request is then transferred directly through the
automatic-discovery VPN interface H2S_0_0.
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5.

6.

Return to the Spoke-1 CLI, and enter the following command:
get router info routing-table all
The output should look similar to the following example:

Routing table for VRF=8

S* 8.9.9.8/8 [18/8] via 180.64.3.254, portl, [1/8]

B 108.1.0.8/24 [288/8] via 172.16.1.1 (recursive via H2S_@ tunnel 180.64.1.1), 080:27:42, [1/8]
10.1.1.8/24 is directly connected, port3
108.1.2.8/24 [288/8] via 172.16.1.3 (recursive is directly connected, H2S_8_8), 88:17:16, [1/8]
100.64.3.8/24 is directly connected, portl
100.64.4.8/24 is directly connected, port2

172.16.1.8/24 [5/8] via H2S_@ tunnel 160.64.1.1, [1/8]
172.16.1.1/32 [15/8] via H2S_@ tunnel 1088.64.1.1, [1/8]
172.16.1.2/32 1is directly connected, H2S_8

is directly connected, H2S_8_8
172.16.1.3/32 1is directly connected, H2S_0_8
172.16.188.8/24 is directly connected, port8

Analyze the routing table.
The spoke-to-spoke traffic flows through the shortcut.

Verify the On-Demand Tunnel

You will verify that the on-demand tunnel that is established between the two spokes.

To verify the on-demand tunnel

1.
2,

156

No oo

Return to the Spoke-1 GUI, and then click Dashboard > Network.

Click anywhere on the IPsec widget.
You will see two tunnels like the following example:

Narme % Remots Gateway Peer D Incoming Data Qutgoing Data Phzse 1 Phasz 2 Selectors
© H250 100.64.1.1 32,56 kB 16.00 kB O HZ50 @ H2500
Q H2500 100.645.1 912 B 504B O Hz5.00 @ H2500

Log in to the FortiManager GUI with the username admin and password password.
Click Core.

Click Device Manager.

Click Monitors > VPN Monitor.

Select Show Table.

The table should look similar to the following example:

> [ abie] Oshes s Dava Dty G -
4 Dring Tunmel Up # Deing: Turne! Dzen $§ Calumn Selrings v Q

Incoming Data
TRR

Remote Gatewsy

*  Status Devics F1Mame

T JGETEER]

W Firmwar Tomplates +p Y
S2KD
I3KD
11KD
3IKD
11KD

0 Meritors v U
DA Mariter U
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vy
= u This table displays a list of IPsec VPN tunnels. It provides other information, including
the status of the ADVPNs H2S_0_0 for Spoke-1 and Spoke-2.
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