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Lab 1: Introduction

There is no lab associated with Lesson 1.
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Lab 2: FortiClient EMS and FortiClient Installation

In this lab, you will examine FortiClient EMS and FortiClient installation.

Objectives

¢ Install FortiClient EMS on a Windows AD server
¢ Apply a FortiClient EMS license
¢ Install FortiClient on a Windows endpoint

Time to Complete

Estimated: 25 minutes

Prerequisites

Before beginning this lab, you must make sure that the installer file from the EMS deployment package is available
on the desktop of the FortiClient-Laptop VM, in the Resources folder.

FortiClient EMS 7.0 Lab Guide
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Exercise 1: Installing FortiClient EMS

In this exercise, you will install FortiClient EMS on the AD server.

]
\" ’-r For this exercise, we have provided a FortiClient EMS installation file and license. In a
9 real environment, you should not install FortiClient EMS on a Windows server that is
= hosting AD or any other services.

Install FortiClient EMS Using an Installation File

You will install FortiClient EMS using an installer file.

To install FortiClient EMS using an installer file

1. Onthe AD Server VM, on the desktop, click Resources > Installation Files.
2. Openthe FortiClientEndpointManagementServer 7.0.1.0103 x64.exe file tolaunch the installation

window.
3. Click Run.

Open File - Security Warning -

Do you want to run this file?

Marme: ..tiClientEndpointbdanagementSerncer_ 7010105 <64, exe
Publisher: Fortinet Technologies [Canada) ULC
Type:  Application

From:  Chsers\Administrator\DesktopiResources\Installation..,

Run | | Cancel

[w] &lavays ask hefore apening this file

I @l Wihile files from the Internet can be useful, this file type can potentially

L 4 hartn wour computer, Only run software from publishers you trust,
o Withat's the risk?

4. Acceptthe license agreement, and then click Install to start the installation.

FortiClient EMS 7.0 Lab Guide
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=) FortiClient Endpoint Management Server Setup I;li-

FortiClient Endpoint Management Server
Version 7.0.1.103

Fortinet Product License Agreement f EULA and Warranty Terms -~

Trademarks and Copyright Statement

Fortinet®, FortiGate®™, and FortiGuard® are registered trademarks of Fortinet, Inc., and other
Fortinet names herein may alsobetrademarks, registered or otherwis e, of Fortinet. All other
product or company names may be trademarks oftheir res pective owners. Copyright © 2021

Fortinet, Inc., All Rights reserved. Contents andterms aresubjectto change by Fortinet .

I [ agree to the license terms and conditions; I

| Options || Install || Close |

The setup wizard installs FortiClient on the host machine. By default, the FortiClient EMS files are installed in
the C:\Program Files\Fortinet\FortiClient folder.

=) FortiClient Endpoint Management Server Setup =i -

@1 FortiClient Endpoint Management Server

Setup Progress

Processing:  Microsoft SQL Server 2017 Express

Cancel

5. After the FortiClient EMS installation is complete, click Close.

B FortiClient Endpoint Management Server Setup [ =15 x|
@1 FortiClient Endpoint Management Server
Success
FortiClient EMS 7.0 Lab Guide 9
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Access the FortiClient EMS GUI and Install the License

You will access the FortiClient EMS GUI, create an administrator password, and install the license.

To access the FortiClient EMS GUI and create an administrator password

1. Onthe AD Server VM, click the FortiClient EMS icon on the desktop to launch the application.

2. Click Sign in, and then log in to the FortiClient EMS GUI with the username admin and no password.

- ‘ admin ‘

FortiClient EMS prompts you to configure an administrator password.

(2] FartiClient Endpoint Management Server I;Ii-

=== FortiClient Endpoint Management Server

& | acmin

B | Mew Passward

B | Contirm Password

Your password must be
X Atleast 8 characters long

And has 3 qutofthe 4 following
X Atleastone uppercase |etter (A-2)
X Atleastone lowercase letter (a-z)
X Atleast one number (@-9)
X ptleastone symbol ey, LR

Cancel
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3. Type Passwordl123inthe New Password and Confirm Password fields to meet the password requirement, and
then click Submit to save the password.

To install the FortiClient EMS license

1. Login to the FortiClient EMS GUI with the username admin and password Password123.
A warning for the EMS license appears.

@ FortiClient Endpoint Management Server

Ye didn't find any licenses for this EMS.
If you want to evaluate this product, click below for a free trial.

Try free

Already purchased a license? Log in here ==

2. Click Xto close the window.
3. Onthe Dashboard > License Information widget, click Config License.

License Information

Il Serial Number FCTEMS3105266878

FortiCloud Account Add

+ Zero Trust Security Unlicensed  |Config License
# Next-Generation Unlicensed

Endpoint Security

+ Chromebook Unlicensed

4. Inthe License Source field, click File Upload, and then click Browse to select the license file in the Desktop >
Resources > Installation Files folder.

FortiClient EMS 7.0 Lab Guide 11
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Configure License

Serial number FCTEMS3105266878
Hardware 1D T3607A92-51E6-4B14-89E7-607EBCEDEVEE-ETC20B63
Zero Trust Security Unlicensed
Mext-Generation Endpoint Security Unlicensed
Chramebook Unlicensed
License Source FortiCare File Upload
License File Browse... | FCTEMS8868181875.1ic

Upload Cancel

5. Click Upload to activate the new license.

+ License updated successfully

Configure License

Serial number FCTEMSOO000101875

Hardhware 1D T36DTAS2-51E6-4B14-89E7-607EECEDSTEE-EFYC20B63
Zero Trust Security Included
Mext-Generation Endpoint Security Licensed m

0 used ar 25

6. On the FortiClient EMS GUI, click Dashboard > Status to see the license information.

12 FortiClient EMS 7.0 Lab Guide
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Exercise 2: Installing FortiClient

In this exercise, you will install FortiClient on the FortiClient-Laptop VM.

From version 6.2.0 or later, FortiClient must be used with FortiClient EMS. FortiClient
must connect to FortiClient EMS to activate its license and become provisioned by the
“' . "_,. endpoint profile that the administrator configured in FortiClient EMS. For this exercise,
q we have provided a deployment package file from FortiClient EMS. You cannot use
- FortiClient features until FortiClient is connected to FortiClient EMS and licensed.

After installation, FortiClient will be managed by FortiClient EMS, and all security
profiles have been configured to perform lab tasks.

Install FortiClient Using a Custom Installer File From FortiClient EMS

You will install FortiClient using an installer file from FortiClient EMS.

To install FortiClient using the installer file from FortiClient EMS

1. On the FortiClient-Laptop VM, on the desktop, open the Resources folder.
2. RuntheFortiClientSetup 7.0.0 x64.exe file to start the FortiClient installation.

Open File - Security Warning =
The publisher could not be verified. Are you sure you want to run this
software?
@ Marne: ..ator\Desktop\Resources\ForkiClientSetup_7.0.0_x0d. exe

Publisher:  Unknown Publisher
Type: Spplication
Frarm: Cilsers\Sdministrator\DesktophResourceshFortiClient.,,

Run | | Cancel

[w] Alwrays ask before opening this file

e This file does not have avalid digital signature that verifies its
l@' publisher. ¥ou should only run software from publishers you trust,
Howw can | decide what software to run?

3. Accept the license agreement, and then click Next to start the installation.

FortiClient EMS 7.0 Lab Guide
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i FortiClient Setup = = -

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on waour computer, Click Mext o continue
or Cancel to exit the Setup Wizard.,

I ___—h—__._

E?‘r‘es, 1 have read and accept the?l |License Agreement I Mexk I | Cancel |

Exercise 2: Installing FortiClient

By default, the FortiClient files are installed in the C:\Program Files\Fortinet\FortiClient\ folder.

4. Click Next to continue.

T

) FortiClient Setup

Destination Folder

Click Mext toinstall ko the default Folder ar click Change to choose another.

Install FortiClient to:

||C:'|,Pr|:|gram Files\Fortinet\FortiClient), |

Cancel

5. Click Install.

FortiClient EMS 7.0 Lab Guide
Fortinet Technologies Inc.
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5. FortiClient Setup

Ready to install FortiClient

Click Install to begin the installation. Click Back to review of change any of your
installation settings. Click Cancel to exit the wizard,

| Back l Install I | Cancel

The setup wizard installs FortiClient on the host machine.

BE |

15 FortiClient Setup

Installing FortiClient

Please wait while the Setup Wizard installs FortiClient,

Skatus:

I

Back Mext L. Cancel

. After the FortiClient installation is complete, click Finish.

FortiClient EMS 7.0 Lab Guide

Fortinet Tachnologie . .
ortinet Vouchers & Dumps are Available on Brave-Dumps.com

Install FortiClient Using a Custom Installer File From FortiClient EMS

15



Brave-Dumps.com

DO IM@IUC!&EBWB UNt m Installer File From FortiClient EMS Exercise 2: Installing FortiClient

© FORTINET
7 FortiClient Setup |;|i-

Completed the FortiClient Setup Wizard

Click, the Finish button to exit the Setup wizard,

Back. Cancel

FortiClient downloads all the signature databases to get up-to-date. It may take some time before the
download completes and FortiClient is available for you to configure other options. However, you can
continue with the lab steps as the download process runs in the background.

7. On the FortiClient-Laptop VM, in the system tray, right-click the FortiClient icon.
8. Click Open FortiClient Console to open the FortiClient GUI.

Cpen FortiClient Consale
Ahout FortiClient

20 | Shutdown FortiClient

vis
] -
9 Allow some time for FortiClient to get all of its configuration from FortiClient EMS.

16 FortiClient EMS 7.0 Lab Guide
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Lab 3: FortiClient EMS Configuration

In this lab, you will examine the FortiClient EMS configuration.

Objectives

¢ Access the FortiClient EMS GUI

¢ Explore the dashboard and view system information
¢ Create an administrator

¢ Configure system settings

¢ Create an endpoint group

¢ Run a vulnerability scan on an endpoint

Time to Complete

Estimated: 65 minutes

Prerequisites

Before beginning this lab, you must finish the previous lab.

FortiClient EMS 7.0 Lab Guide
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Exercise 1: Accessing the GUI and Creating a FortiClient
EMS Administrator

In this exercise, you will access the FortiClient EMS GUI, and then create a new administrator account.

Access the FortiClient EMS GUI

You will access the FortiClient EMS GUI, by either launching the application or using a browser.

To access the FortiClient EMS GUI by launching the application

1. Onthe AD Server VM, click the FortiClient EMS icon to launch the application.
2. Login to the FortiClient EMS GUI with the username admin and password Password123.

3. Locate the System Information widget, and then write down the software version that appears in the Version
field.

You should see the following details:

=_= FortiClient Endpeint Management Server

@ Dashboard

Status

System Infarmation ®
Wulnerabilty Scan Hosthame AD-SERVER
Lo Endpaints ? Version 7.0.1 build 0103
B Deployment & Installers > Database Backup Restore
B Endpoirt Policy & Components System Time 2021-08-25 01:41:21 PM
Uptime o117

[E Endpoint Profiles >

Es Zero Trust Tags >
Ua FortiGuard Outhreak Alerts 3

i

To access the FortiClient EMS GUI using a browser

1. Continuing on the AD Server VM, on the desktop, open Firefox.
2. Inthe address bar, type https://localhost to access the FortiClient EMS GUI.
3. Click Advanced > Accept the Risk and Continue to accept the self-signed certificate.

18 FortiClient EMS 7.0 Lab Guide
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Access the FortiClient EMS GUI

Someone could be trying to impersonate the site and you should not continue,

Websites prove their identity via certificates. Firefox does not trust localhost because its certificate issuer

is unknown, the certificate is self-signed, or the server is not sending the correct intermediate
certificates.

Error code: SEC_ERROR_UMKNCWN _ISEUER

Yiew Certificate

Go Back (Recommended) Accept the Risk and Continue

& FortiCliert Enterprisz Manager X

&« (C Y

@ e hitpsy/localhost/signin

E-% FortiClient Enterprise Management Server

4. Login to the FortiClient EMS GUI with the username admin and password Password123.
5. Click Dashboard > Status to confirm the FortiClient EMS serial number.

Locate the License Information widget, and then write down the serial number that appears in the Serial Number
field.

E_E FertiClient Endpoint Management Server

& Dashhoard >
L0 Endpoints >
& Deployment & Installers >

License Information

Ea Endpoint Policy & Components ¥

Il Serial Number FCTEMS
[E Endpoint Profiles > FortiCloud Account Add
B Zero Trust Tags > Zero Trust Security Included

You can also access the FortiClient EMS GUI using the server host name

vg https://<server name>.
-~ -
9 Tip: You can getthe <server name> by running ipconfig /all onthe server.
The Host Name appears under Windows IP Configuration. If you cannot
—
—

access the FortiClient EMS remotely, make sure that you can ping <server name>,
by adding it to the DNS entry or the Windows host file.

7. Navigate to Endpoint Policy & Components, and then you will see CA Certificates.
Here, you can upload and manage certificates that can be used for EMS HTTPS access.

FortiClient EMS 7.0 Lab Guide
Fortinet Technologie
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Create a New FortiClient EMS Administrator

Tolog in to FortiClient EMS, you require a user administrator account. You will create both a super administrator
and a limited access account.

To create a new FortiClient EMS administrator account

1. Onthe pane on the left side of the screen, click Administration > Administrators.
You will see an entry with the name admin, source Builtin, and role Super Administrator.

2. Click Add to create a Windows based user administrator account.
A new window opens.

1) FortiClient Endpoint Management Server

FortiClient Endpcint Management Server

& Manage Installers >

Name Source Role

(8 Profile Components b
admin Builin Super Administrator
[8 Telemetry Gateway Lists

3. Inthe Add user window, in the User source section, select Create a new user, and then click Next.

source

User source

© Create a new user
Choose frorm Windows Users
Choose from LDAP

4. In the configuration window, configure the following settings:

Field Value

User EPadmin
Role Endpoint Administrator
5. Click Next.

6. Inthe Password and Confirm Password fields, type Fortinet123.

20 FortiClient EMS 7.0 Lab Guide
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Pasgword
Passward
FTTIYIIIII L o
Confirm Pasgword
sessaRRReRe @

Your password must be
v Atleast 8 characters long

And has 3 out ofthe 4 following:
+ Atleast one uppercase letter (4-20
¥ Atleast one lowercase letter (a-z)
At least one numhber (@-9)
Atleast one symbol (2.0, L3#%)

7. Click Finish to create a new administrator account.

Name Source Role
aamin Suitin Supsr Admimistrator
EMSadmin ‘Mindows Endpoint Adminisirator

8. Click the admin icon on the right side of the EMS GUI, and then select Sign out.

& Change password

(% Sign out

9. Log back in with the username EPadmin and password Fortinet123.
Under Endpoint Profiles, you will see View Profiles instead of Manage Profiles.

Stop and think!

When you log in with the username EPadmin, why do you see only View Profiles under Endpoint
Profiles?

This user account has limited permissions and is not allowed to access endpoint profile management. The
Endpoint Administrator role that this user account is assigned to allows only read-only permissions to the
Settings Permissions category. This is the category that allows access to Endpoint Profiles.

FortiClient EMS 7.0 Lab Guide 21
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Exercise 2: Configuring FortiClient EMS System Settings

In this exercise, you will configure the following FortiClient EMS system settings:

e Server settings
* Log settings
¢ Login banner settings

Configure Server Settings

In EMS Settings, you can configure settings, such as the host name, the FQDN, and remote access. You will
configure the FQDN to access the FortiClient EMS server, using the configured FQDN.

To configure the FQDN on FortiClient EMS

1. Onthe AD Server VM, log in to the FortiClient EMS GUI with the username admin and password Password123.

2. Click System Settings > EMS Settings.

3. Inthe Shared Settings section, in the Listen on IP field, select 10.0.1.100, select the Use FQDN checkbox, and
then in the FQDN field, type myemsserver. com.

4. Selectthe Remote HTTPS access checkbox to enable remote access.

= Frilonont Prliry & Snnannents ¥ Hosnzire AL-GZRVCR
ZE Endcont Hronizs
’ Uste~ cn IP 1001.1C0 v 2 Ed
= 7= TuEt TAgs H S@DM i3 renired wach listning ba all IP2.
Je FOMGLE CUThraakAers > Lz FD [ ]
Ga Snfraars lneentnn »
v o Iy E TS SETVEL LU
£ Guarantne wanacenznt »
Femotz HTTIS access
& Adiricist 3t oo » Zniby aaforead whan ¥ine owe Floewall 12 fLan ng,
£ System S nogs “ o
i H S5L verlifivale 0 cortneats importcd &
A tou are asing 3 dzfaal bailt in zzrisoete, whoehw ) notbz aale tovedfy yaor
SCh2re dcrrair Ao e frour usorswi | sez awamine Itic -ezorrcndzd o
Lo Settiis aurchase a certfeale forvour darmginaae Jglasd i o ase.

5. Click Save to apply the changes.
6. On the FortiClient-Laptop, open Firefox, type the URL https://myemsserver.com, and then accept the self-
signed certificate to access the FortiClient EMS server.

vig
- >
The FortiClient-Laptop host file has been modified to make myemsserver.com
accessible.

22 FortiClient EMS 7.0 Lab Guide
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Configure Log Settings

Configure Log Settings

In Log Settings, you can configure the log level, and the number of days that you want to keep logs, events, and
alerts before they are cleared. You will change the Log level setting.

To configure log settings

1. On the FortiClient EMS GUI, click System Settings > Log Settings.
2. Inthe Log levelfield, verify that Info is selected.

=78 FortiClient Endpoint Management Server

d® Dashbzard 5 .
Log Settings
L[ Endpo nts >
Loy cvel g
L Dep oymen: & Installe s > ao o A
Ey Erdpu il Fulicy & Corponenl:
LE Endpont Frof les » ALTOMATICNY Clea 025 olzor Tha” =0 dlarys & Clzar 2l now
E R 1 S AUOFETICEl Y clea” alsns older than N g S —
B FortGuat Cutzreak Alerts
AUMOFIECIC A1 Y ClEa” BvErss ZIder [-an n s i Cl=ar =0 nne

>
»
G Sul e e nlory *
4 Q_arantne Mznagenent »

»

A A iEtraTn

I £ Swstem Sebings -

EMS Sellnys

LI Settngs

3. Click Administration > Log Viewer to view the logs.

Date Ts  Leval T+ Sourse T+ Message T DerUrrancas
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Configure Login Banner Settings

In EMS Settings, you will configure a disclaimer message that appears before a user logs in to FortiClient EMS.

To configure login banner settings

1.
2,

Continuing on the FortiClient EMS GUI, click System Settings > EMS Settings.

In EMS Settings, select the Enable login banner checkbox, and then in the Message field, type Property of
Fortinet lab. Unauthorized access is strictly prohibited..
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Enable login banner

IMessage Property of Fortinet lab. Unauthorized access is

strictly prohibited.

~
69/25@

A Disclaimer

Preview
Property of Fortinet lab. Unauthorized access is strictly prohibited.

3. Click Save to apply the changes.
4. Log out as admin from the FortiClient EMS GUI, and then close the application.

5. Open the FortiClient EMS GUI again.
A Disclaimer appears.

L] Far: Zlient Chdiro At Manacersr: S2ave

828 FortiClient Endpaint Management Server

A Disclaimer

Pripersy LI Folin2. =L,
e gall o soed a sy iz praoibiled

6. Click Accept to go to the login screen.
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Exercise 3: Creating an Endpoint Group and a Group
Assignment Rule, and Running Scans

In this exercise, you will create an endpoint group and a group assignment rule, and run antivirus and vulnerability
scans on endpoints. Endpoint management enables FortiClient EMS to perform various actions and run scans.

Create an Endpoint Group for a Windows Workgroup

You will create individual groups for Windows workgroup endpoints on FortiClient EMS.

To create a group for a Windows workgroup

1. Onthe AD Server VM, open the FortiClient EMS GUI, and then click Endpoints > Workgroups.
By default, all the workgroup endpoints are in the Other Endpoints group.

2. Click All Groups > Other Endpoints to view the registered endpoints.

828 ForliClivnl Enclpinl Marapsrenl Server

& okl

Swaz Zecurty = €k

L3 Sndpvinls o I 27 -zzalled

A1 Fhrnnints Sidpuinl

MErFis Leranrs 5% F-AC It | ARt p TR Caro1- o Pl (o J—
LTl 5 w (7 Ute - Edpaints, &
23 3 dchial... B el Liwnl p AL L. T .
&%

. 0 Ol L B dpuins
W R LA Y]

= [l fsreLs

S Ol Endpuinls

3. Inthe Workgroups drop-down list, right-click All Groups, and then click Create group.

v (@Al Groups
Exclude from management

(@ Othel
Create grou
Invitations Jroup
) Start full antivirus scan
Sroup Assig

Start quick antivirus scan
& Deployment Update signatures

BS Endpoint Pol  startvulnerability scan

(& Endpoint Prc Fatch critical/high wulnerabilities

B Zero Trust T:  -lEar events

4. Inthe Create group field, type Windows Endpoints.
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Create group

YWindows Endpoints

Canfirmm Cancel

5. Click Confirm to create the group.

v [@ Al Groups
(@ Other Endpoints

(& wWindows Endpoints

Create a Group Assignment Rule for Windows Endpoints

FortiClient EMS can use group assignment rules to automatically place endpoints into custom groups, based on

the installer ID, IP address, OS, or AD group of the endpoints. You will create a group assignment rule based on
0S.

To create a group assignment rule

1. On the FortiClient EMS GUI, click Endpoints > Group Assignment Rules.
2. Onthe pane on the right, click Add to create a new rule.
3. Inthe pop-up window, configure the following settings:

Field Value

Type 0s

OS Windows (W must be uppercase or this will not work)
Group Windows Endpoints

Enable Rule (Enabled)

4. Click Save to add a new group assignment rule.

@ Schedule Run P Run Rules Now Add < Refresh

Rule Group Priority Enabled

@ Windows Windows Endpoints 1

5. Onthe pane on the right, click Run Rules Now to add Windows endpoints to the new group.
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vy
‘q' FortiClient EMS automatically places endpoints that do not apply to a group

assignment rule into the Other Endpoints group.

Run Antivirus and Vulnerability Scans on a Registered Endpoint

FortiClient EMS endpoint management can run scans on managed clients. Before you can run an AV scan, you
must change the endpoint profile on FortiClient EMS.

‘\ ' l" To run scans, FortiClient, which is installed on the FortiClient-Laptop VM, must
connect to FortiClient EMS. Click ZERO TRUST TELEMETRY, ensure that the

9 FortiClient status is Connected, and then click the menu icon beside the Disconnect
— button, and ensure that it shows a FortiClient EMS IP addressof 10.0.1.100.

To enable antivirus protection for the default endpoint profile

1. Onthe AD Server VM, open the FortiClient EMS GUI, and then click Endpoint Profiles > Manage Profiles.
2. Select the Default profile, and then click Edit.
3. Onthe Malware tab, enable AntiVirus Protection, and then leave the other settings at their default values.

Profile Mame Default

ax vavere - [ R - Rk =

Malware Protection @

@ Antivirus Protection

General

Block Known Communication Channels Used by Attackers €@
@ Block Access to Malicious VWebsites

+ @~  Security Risk

@ Use the Exclusion List Defined in the Wehb Filter Praofile

Delete Malware Files 100 Days
After
@ Real-Time Protection
Action On Yirus Discovery Quarantine Infected Files v

@ Alertvwhen viruses Are Detected €

Discard Changes Revert to Default

4. Click Save to apply the settings.
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After the Default profile is synced, on the FortiClient-Laptop VM, MALWARE PROTECTION appears on the
FortiClient GUI.

Stop and think!
Why wasn't MALWARE PROTECTION available on FortiClient?

The Default endpoint profile doesn't have the malware protection feature enabled by default. To enable AV,
click the AntiVirus Protection button.

To run antivirus and vulnerability scans on a registered endpoint

1. On the AD Server VM, continuing on the FortiClient EMS, on the pane on the left, click Endpoints > All
Endpoints.

You will see the registered client.

2. Beside the registered client, select the checkbox to highlight the registered client.
The following options appear: Scan, Patch, Move to, and Action.

0 0 0 0
Mat Installed Mat Registered Cut-Cf-Sync Security Risk

Search Al

[}

Endpoints = @ Scan v 4 Patch »  [SMoveto » & Action » H o

¥ Forticlient-Laptap p Administrator 10.0.1.10 3 Policy | Default @ EMS
7' Other Endpoints <

3. Click Scan, and then click Quick AV Scan.
The scan starts after the endpoint sends the next keepalive packet.
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Logs @

Scan Complete

No Threats Found

Duration C0:02:10
Iterns Scanned 3540
Threats Found (0]

4. Click X to close Scan Complete and FortiClient Scan Progress windows.
5. Continuing on the FortiClient EMS GUI, click Scan > Vulnerability Scan to perform a vulnerability scan.

oK < . B L. B
ot e =rallel * Int ZFjisterer Lt Sy e by Tk =

W ovonrs EEETIER G Hatth = & eara - m & =

BT TorclEr Clivid T

G hE —m F1L S Hean

~AInE 3l Sear
BT =amce- Fl Al stretar 10.0.2.23 e =3lley s @IKE B
&

31 R = anints

p anlr stretar 10.0.1.13 £ Zaley sk o nte] o Cvers
&

The scan starts, and it will finish after the endpoint resyncs or sends the next keepalive packet.
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FortiClient -- Zero Trust Fabric Agent bji-

File Help

. Scanning for Vulnerahilities

Administrator

VULNERAEILITY SCAN Duration 00:00:06
Step Signature Search
Villnerabilities Scanned 202

6. Click X to close the scan window after the scan is finished.
Vulnerability information appears on the FortiClient console, similar to the following example:

Vulnerabilities

@ Helps detect and patch application wulnerabilities that can be exploited by

known and unknown threats

Scan Schedule: Mo Scan Scheduled [ Scan Historg ]

Last Scan:
Fri Sep 02 2021 04:14:52 GMT-0700 [Pacific Davlight Time)

@ Vulnerabilities Detected

Total Vulnerabllites: 2

47 924 40

CRITICAL HIGH LOWY

7. Click the CRITICAL vulnerability level box to see the details.
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Install Selectad ][]

- 0S(2)

|:| » ¥ wWindows 7\Windows Server 2008 RZWindows Aute-Patch
2. 1windows Server 2012 wWindows Server 2012
R2windows RT 8.1Windows 101

D > windows Server 2012 {3 Aute-Patch

= Browser (0}

+ MS Office (0)

= 3rd Party App (4)

‘ 2dabe Reader X 10.0.0.396 (1] Manual Install

» M wireshark 2.4.20{1) Manual Install

[ » [£]JavaJrE 2021014 37 Aute-Patch
[] » [£]i=valre 015101249 Aute-Patch

You can also click > to see more details about the applications.
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In this exercise, you will enable the Fortinet Security Fabric to trigger automatic quarantine, based on indicators of
compromise (IOC) on FortiAnalyzer.

Verify FortiClient Log Settings

To identify compromised hosts, FortiClient must send logs to FortiAnalyzer. You will verify the FortiClient log
settings.

To verify FortiClient log settings

1.
2,
3.

32

On the AD Server VM, log in to the FortiClient EMS application.
Click Endpoint Profiles > Manage Profiles, select Default, and then click Edit.

On the System Settings tab, in the Log section, ensure that Upload Logs to FortiAnalyzer/FortiManager,
Upload UTM Logs, Upload System Event, and Upload Security Event are enabled.

Set IP Address/Hostname to 10.0.1.250, Upload Schedule to 1 minute, and Log Generation Timeout to 60

seconds.

Ak Matware « | @€ sandoox « | {Fy web Fiter

| 2 Firewall « | @ vPn

| @) vuinerabiity Scan System Settings

@ client-Based Logging Wwhen On-Fabric

o

@ Upload Logs to FortisnalyzerForiManager

@ Upload UTH Logs
@ Upload System Event

@ Upload Security Event

Upload vulnerability Logs €
Upload Event Logs
Send Software Inventary

@ Send OS5 Events

Event telemetry interval 120

seconds

IP Address/Hosthame 10.0.1.250

@ S5LEnabled

Upload Schedule 1 minutes
Log Generation Timeout 60 Seconds
Log Retention 80 days
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vy
‘q' If you are using a browser to access FortiClient EMS, you must enable Advanced view

settings on the FortiClient EMS Endpoint Profiles page.

5. Click Save to finish.

Enable the Security Fabric on the Root FortiGate

You will configure the Security Fabric and enable telemetry on the FortiGate internal interface.

To configure the Security Fabric and enable telemetry on the root FortiGate

1. Onthe AD Server VM, open Firefox, type the FortiGate IP address 10.0.1.254, and log in with the username
admin and password password.

2. Onthe FortiGate GUI, click Security Fabric > Fabric Connecters.
3. Select Security Fabric Setup, and then click Edit.
4. Inthe Security Fabric Settings section, click Enabled.

Security Fabric Settings

Status @ Enabled | EoE

5. Click Serve as Fabric Root.

A new window opens.

6. Inthe FortiAnalyzer Settings section, configure the following settings:

Field Value

IP address 10.0.1.250

Upload option Real Time

7. Click Test Connectivity.

Fortifnalyzer Settings

Status Disabled
IP address 10.0.1.250 Test Connectivity
Upload option & Every Minute | Every 5 Minutes

Allow access to FortiGate REST AP| @

vy
= u A warning appears indicating that HQ-FortiGate isn’t yet authorized on FortiAnalyzer.
This authorization is configured on FortiAnalyzer in a later step.
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8. Click OK.

9. When the Verify FortiAnalyzer Serial Number warning appears, click Accept.
10. When the FortiAnalyzer status warning appears, click Close because you will configure this in a later step.
11. Configure the following settings:

Field Value

Fabric name fortinet
Allow other Security Fabric devices to join enable

port3
Management port Use Admin Port

Your configuration should look like the following example:

Edit Fabric Connector

Core Metwork Security

N
L 1/
L

Security Fakric
Setup

Security Fabric Settings

Status RENEHEGS @ Disabled

Security Fabric role
Fabric name

Allow ether Sacurity Fabric devices to join €O

Device authorization
Allowe downstream device REST APl access @ OB
SAML Singla Sign-0n € »

Managernent port

el ate e N Tl P Join Existing Fabric
fortinet
LAM [pert3) ®

Mone  # Edit

& Advanced Options

Management IFFFQDON €@ Lse WAN TP 1=

se Admin Port BRE2si

12. Click OK.
13. Click OK to confirm.

14. Open Firefox, type https://10.0.1.250, and then log in with the username admin and password password
to authorize FortiGate on FortiAnalyzer.

15. Click X to close the FortiAnalyzer setup window.
16. In Device Manager, in the upper-right, click Unauthorized Devices.
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17.
18.
19.

Select the HQ-FortiGate device, click Authorize, and then click OK to complete the authorization.
On the HQ-FortiGate GUI, click Security Fabric > Fabric Connectors.

Click FortiAnalyzer Logging, and then click Edit.

In the FortiAnalyzer Status section, the Connection status is Connected.

) Fortignalyzer Status
Core Network Security
Connection

& Connected &* Refresh

@ FortiAnalyzer Usage

Logaing ACKOM
Fortisnalyzer root
Logging Storage usage
Fortisnalyzer Settings 242 MiB /5000 GiB
Analytics usage
Status Dizabled
IP address 160.1.250 842 MiB / 35.00 GIiB
Test Connectivity Archiveusags
Upload option € Every Minute | Every 5 Minutes 0B/ 1500 GiB

Allow access to FortiGate REST AP @O [0} Security Rating lssues

Verify FortiAnalyzer certificate @O ) FAZVMTM 19008914 Show Dismissed (B

To enable the FortiClient EMS Connector

1.
2.

3.

Continuing on the FortiGate GUI, click Security Fabric > Fabric Connectors.
In the list, select FortiClient EMS Cloud, and then at the top, click Edit.

& Local-FortiGate

Crashboard
Network

Policy &
Security Profiles

VPN

Cloud Logging

Disabied

User & Authentication
WiFi Controller
System

X Security Fabric

Physical Topology

Logical Topology
Security Rating

Automation

FortiClient EMS Cloud

Fabric Connectors

External Connectors Disabled

In the New Fabric Connector window, select FortiClient EMS, and then configure the following settings:
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Field Value

Name EMSServer

IP/Domain name 10.0.1.100

New Fabric Connector

Core Network Security

FortiClient
EMS

FortiClient EMS Settings

Type FortiClient EMS Cloud
Narme EMSServer

IPfDomain name 10.0.1.100

HTTPS port 443 v
EMS Threat Feed €¥ O

Synchronize firewall addresses €@ @©

4. Click OK, and then click Accept to accept the certificate and save the settings.

New Fabric Connector Verify EMS Server Certificate

Core Network Security

In order for the FortiClient EMS and FortiGate to communicate, the
following certificate provided by the FortiClient EMS must reviewed for
correctness, and accepted if deemed valid.

Do you wish to accept the certificate as detailed below?

FortiClient
EMS Yersion 3

Serial Number  63:00:15

FortiClient EMS Settings

Type Subject:

Name EM5E Common Narme (CN) FCTEMS0000101875

I Domain name 100.  Organization (O} Fortinet

HTTPS port 443 Organization Unit (QU) FortiClient

EMS Threat Feed € [ @] Locality (L] Sunmyvale

Synchronize firewall addresses @ @ State (ST) California
Country/Region (C) us
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On the FortiClient EMS GUI, click Administration > Fabric Devices.
On the right side, select FortiGate, and then click Authorize.

On the AD Server desktop, click PUuTTY, double-click HQ-FortiGate, and then log in with the username admin and
password password.

Runthe execute fctems verify EMSServer CLIcommand.

On the FortiClient EMS GUI, on the Administration > Fabric Devices page, select FortiGate again, and then click
Edit.

In the edit window, select the Share tag info from all FortiClients checkbox, and then click Save to apply the
changes.

Edit fabric device - FGYMOZTR 13001113

share tag info from all FortiClients

Share tag info frorm FortiClients connected to additional FortiGates

& Changing these settings will trigger a resync of ForiClient tag information to this FortiGate. Multiple
changes in a shorttime may cadse short-term degraded performance.

Cancel

For this lab, the FortiClient EMS certificate is already trusted by FortiGate. When you
configure a new connection, you must install the FortiClient EMS CA certificate on
FortiGate before you authorize. Otherwise, you will see the following status:

\ LY/ FortiClient EMS Status

‘9'
— @ EMS certificate not authorized | & Refresh
— :

© Notauthorized = Authorize

For more information, see FortiOS 7.0.1 Administration Guide.

To enable Security Fabric automation and create a new stitch

Continuing on the FortiGate GUI, click Security Fabric > Automation.
Select the predefined default stitch Compromised Host Quarantine, and then click Edit.

In the automation stitch window, select Enable, leave other settings as default, and then click OK to save the
settings.
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Edit Autormation Stitch

Name Compromised Host Quarantine

Status ESEGTEN € Disable
Action execution @ Sequential m

Description 4 0f255

Stitch
s Trigger
Compromised Host Quarantine

5 Action

Compromised Host Quarantine_guarantine

Action

Compromised Host Quarantine_guarantine-
forticlient

Add Action

DK

Cang

The stitch, trigger, and action are enabled for an IOC compromised host.

To configure firewall policies on FortiGate

1. Continuing on the HQ-FortiGate GUI, click Policy & Objects > Firewall Policy.

Quarantine

2. Click Create New, and then configure the following policy settings to allow traffic to pass from LAN(port3) to

port1:

Field Value

Name IOC_Policy
Incoming Interface LAN(port3)
Outgoing Interface port1

Source FortiClient-Laptop
Destination all

Schedule always

Service ALL
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Field Value

Action ACCEPT
Inspection Mode Proxy-based
NAT <enable>
IP Pool Configuration Use Outgoing Interface Address
Web Filter monitor-all
SSL/SSH Inspection certificate-inspection
Log Allowed Traffic All Sessions (greyed out)
3. Click OK.

4. Drag and drop the IOC_Policy policy above the Full_Access policy.

To run a security rating on FortiGate

1. Continuing on the HQ-FortiGate GUI, click Security Fabric > Security Rating.
2. Onthe Security Posture page, click Run Now to update the ranking.

Report Details
Security Posture LastRan
6 day(s) and 18

hour{s) ago
.y
\\
=
A z
N A

-255.00 (29th Percentile)

0.00 {0.00%) Since Monday

Endpoint Snapshot
\ Total Endpoints
D _— Fabric 5ecurity Hardening 2
Audit Logging & Monitoring

Total Endpoints Change

Threat & Vulnerability Management o

n Network Design & Policies Berea TS
Endpoint Management ©0 2 Generic
Firmmware & Subscriptions = 1Windows

To verify the FortiAnalyzer license includes the IOC service

1. Onthe AD Server VM, open a browser, and then type the 10.0.1.250 IP address.
2. Onthe login page, enter the username admin and password password.

3. Click System Settings, and then in the License Information widget, check the status of the FortiGuard
Indicators of Compromise Service license.
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License Information o
EE WM License Tvpe “alid >
@ FortiCloud Registered
FortiGuard Indicators of C...  Licensed [Expires 2021-10-31)

ES Servers located in US only &
& Security S50C Service
Crerations -
[ Logging Devices/ YD Ovls 2 of 1000010
GB/Dav € 0.0 of 1 [0.0% 2
Wi Storage | 50.00 GB of 5
o Storage Cloud Mo License -
Connector
Service
2 Update Antivirus and L., 208.184.237.64 (B San Jose, Cali..
Server FortiClient Up... 208.184.237.75 (&= San Jose, Cali...

To test automatic quarantine triggered by I0C detection

1. Inthe lab menu, on the FortiClient-Laptop VM, click Console access method under Services to access
FortiClient-Laptop using console.

° Go back

LOCAL

FortiClient-Laptop
{ ACTIVE |

SERVICES

RDP 4
| Consaole E |

ACTIONS

(D Power on

Power on the device.,

0 Shutdown

Shutdown the device.

Y 4 Revert

Shutdown and revert to original state.

Reason for using console access is that when FortiClient is quarantined, you may not be able to access
FortiClient-Laptop using RDP.

vis
- c If lab menu shows any other VM, then use the Go back option in the lab menu to return
to the lists of VMs and then select FortiClient-Laptop from the list.
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2. Click the Ctrl+Alt+Delete button on the upper-right conrner, so you can enter a password.
3. Enter the password password to log in to Windows using the console connection.
4. On the FortiClient-Laptop VM, open Firefox, and then type the URL www . google. com.
5. Open anew browser tab, and thentype http://195.22.28.198.

This IP address is blocked by the FortiClient malicious websites category.

F:ERTINET % URL Blocked by FortiClient

195.22.28.198/

is in the category = Security Risk:Malicious Websites

Your FortiClient administrator has blocked this category

Wrong Category? Click Here

6. Continuing on the AD Server VM, on the FortiAnalyzer GUI, click SOC > FortiView > Compromised Hosts.
The endpoint appears in the window.

7. Double-click the host to see details.

"% S0C~ FortivView Monltors D@ n1 (8 ad

W Treats : - B A Csvess - @O Teday = Ju 26 2021 - 10 24 2021 2 ri=h ([ESEEREEN

Top Thrests Carprnm s=2d Hosrs, =

e e [ ada ri=r 9| @

Comprom s2d Hosts

¥ End User Last Dotected Host Mame o5 Wordict ¥ of Throots Acknowledgo LCiovice Mame
FoiiSa i bus Dste_dion
- e dmiristeatar] 4056 MET D FE LORIIETIFNL LAY B ndm, 1 B Vsl | =miiate
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8. Continuing on the FortiClient-Laptop VM, log in to the FortiGate GUI.
9. Click Dashboard > Users & Devices, and then scroll down and click the Quarantine widget to view it.
You will see that the endpoint has been quarantined.
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€ | Quarantine 26 i
Source Device
B Administrative B otn.mac_00:50:54:a1:...
W Delete | il Remove All Search Q
Details + Device & Source % Expires = Description <
~

A @ Administrator 63 atnmac 00:50:56:a1:8a:21 % Administrative Never
E quarantined €@
00:50:56:a1:8a:21 @ gtn.mac 00:50:54:a1:8a:21 % Administrative Newer Quarantined by automation stitch: Compro...

The result on your FortiGate may not match the lab example above.

10. Click Log & Report > Events > System Events to view the logs. You may need to change log source from
FortiAnalyzer to local disk in the upper-right corner.

> 8- O~ z admin

=& | © Add Filter Ll System Events M Detailg

Date/Time Level User Message

Log Description

Minute ago [ [ ] I stitch:Compromised Host Quarantine is triggered.  Automation stitch triggered I

11. FortiClient will show the quarantine screen. FortiClient is blocking all communication, except to the EMS.

@ ForiClient

File Help

A Quarantine

Quarantined by FortiGate FGYMOA( 154215 (10.0.1.254) (using Quarantine ioc).

Contact your network administrator for details.

m Enter 2 one-time access code

The endpoint is blocked at the client network device level.
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Enable the Security Fabric on the Root
FortiGate

v,

To remove the client from the compromised hosts list, on the FortiAnalyzer GUI, click
SOC > Fortiview. To clear the host, click Threats > Compromised Hosts, click ACK
to acknowledge the host, and then write some text. This will also clear the host from
FortiGate.

12. Onthe AD Server VM, log in to the FortiClient EMS GUI, and then select Endpoints > All Endpoints.
13. Inthe right pane, select FortiClient-Laptop, click Action, and then click Unquarantine to allow internet

access to the endpoint.
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14. Return to the FortiClient-Laptop VM.
15. Tryto ping FortiGate, the EMS server, and google.com.
Your traffic should now be allowed.
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Lab 4: FortiClient Deployment Using FortiClient EMS

In this lab, you will learn about the deployment of FortiClient on endpoints, using FortiClient EMS.

Objectives

¢ Create a FortiClient installer
¢ Add endpoints to FortiClient EMS from Windows AD
¢ Create and manage a deployment package

Time to Complete

Estimated: 20 minutes

Prerequisites

Before beginning this lab, you must finish the previous lab.
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Exercise 1: Creating an Installer for Deployment

In this exercise, you will create an installer for endpoint deployment.

Create a FortiClient Installer for Deployment

You will create an installer for deploying FortiClient on endpoints.

To create an installer

1. Onthe AD Server VM, log in to the FortiClient EMS GUI.

2. Inthe pane on the left, click Deployment & Installers > FortiClient Installer, and then click +Add to open a new
window.

3. Inthe Version tab, keep the default settings for Installer Type and Release, in the Patch field, select 7.0.1, and
then click Next.

Add Deployment Package

WErsion

Installer Type
© Choose an official release

Choose a custom installer

Release

7.0 v
Patch

7.0 v

Keep updated to the latest patch

4. Inthe General tab, in the Name field, type FortiClient-Version-7.0, and then click Next.

5. Inthe Features tab, under Basic Security Features, select the Secure Access Architecture Components and
Vulnerability Scan checkboxes, and then under Additional Security Features, select the Malware, Web
Filtering, and Application Firewall checkboxes.
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Exercise 1: Creating an Installer for Deployment

Back

Features

Basic Security Features
Zero Trust Telemetry
Fabric Telemetry

Secure Access Architecture Components
S5L and IPSec VPN

wulnerability Scan

Haost vulnerahility scanning

Advanced Persistent Threat (APT) Components
ForiSandhox detection and quarantine features

Additional Security Features

Malware
Antivirus, Anti-Exploit, Removable Media Access
Frovides real-time protection against a variety of threats

Anti-Ransormware &0

Manitors and blocks file systerm activities being exhibited by
ransormivare exploits.

Cloud Based Malware Outhreak Detection

Protects endpoints from high risk file types from Internet,
network drives, etc.

Weh Filtering
Provides defense againstweb-based attacks
Application Firewall

Inspectintrusions attermpting to explait known valnerahilities

Single Sign-0n Mobility Agent

Provides Foriduthenticator for transparent authentication

* B Windows-only features

Click Next.

In the Advanced tab, select the Enable desktop shortcut and Enable start menu shortcut checkboxes, and
then keep the default values for the other settings.
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Add ZJedloyment Packagz

Advenczd

Advanczd
B Enabe deskiop shortcut

Crab & start rrenu shotzut

Installer 12

Fratie Ivstaller (1

Endpcint Prafile

Enaby e Encpairt Profile

8. Click Next.

9. Inthe Telemetry tab, notice that it shows that FortiClient will be managed by <EMS hostname and FQDN
address>.

10. Click Finish to add the deployment package to FortiClient EMS.
The installer appears on the Deployment & Installers > FortiClient Installer pane.

.y, FortiClient EMS automatically connects to the FortiGuard Distribution Network (FDN)

* - to provide access to the FortiClient installers, which you can use with FortiClient EMS

9 deployment packages. If a connection to FDN is not available, or you want a custom

— installer, you must manually download a FortiClient installer, and then upload it to add
- it to FortiClient EMS.
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Exercise 2: Adding Endpoints to FortiClient EMS

In this exercise, you will add AD endpoints to the EMS server.

Add Endpoints Using an AD Domain Server

48

You will manually import endpoints from an AD server. You will import and synchronize information about
computer accounts with an LDAP or LDAPS service. You will also add endpoints by identifying the endpoints that

are part of an AD domain server.

To add endpoints using an AD domain server

1. Onthe AD Server VM, log in to the FortiClient EMS GUI.

2. Inthe pane on the left, click Endpoints > Manage Domains, and then click +Add to open the Domain window.
3. Inthe IP address/Hostname field, type 10.0.1.100, and then keep the default values for Port and

Distinguished name.

4. Inthe Bind type section, select Regular, and then configure the following settings:

Field Value

Username ADadmin

Password password

5. Click Test to check the connectivity.

v SuCCess

Domain

IP address/Hostname 10.0.1.100

Part 389

Distinguished narme

Bind type Simple ANOnynous
Username ADadmin

Password e

|

6. Perform one of the following tasks:
¢ Ifthe testis successful, select Save to save the new domain.

¢ [fthe testis not successful, correct the information, and then test the settings again.
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Domain
IP address/Hostname 10.0.1.100
Port 389
Distinguished name DC=trainingsD DC=training, DC=lak
A\ . . o . :
- - You can add the entire domain or an organizational unit (OU) from the domain. After
9 you import endpoints from an AD server, you can edit the endpoints. These changes
= are not synchronized back to the AD server.
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Exercise 3: Creating a Deployment Package to Install
FortiClient

In this exercise, you will create a deployment package to install FortiClient on AD endpoints.

Create a Deployment Package to Install FortiClient

You must add a FortiClient installer to the FortiClient EMS deployment package to install FortiClient. You will
select the installer that you created in exercise 1.

To create a profile to deploy FortiClient

1. On the FortiClient EMS GUI, click Deployment & Installers > Manage Deployment.
2. Click +Add to open a new profile window.
3. Inthe Name field, type AD-Deployment.
4. Inthe Endpoint Groups field, click Edit, and then select trainingAD.training.lab.
5. Ensure that the Action field is set to Install.
6. Inthe Deployment Package field, select FortiClient-Version-7.0.
Deployment
Marme AD-Deployment
Endpaint Groups trainingAD training lab
Action Install LIninstall
Deplayment Package FortiClient-versian-7.0 -
Marme FortiClient-*/ersion-7.0
YWersions Windows 7.0.0, Mac 7.0.0
Auta Update Disabled
Managed by EMS 0.0.0.0:8013
Auto Registration Enabled
Desktop Shortcut Enahled
Start Menu Shortcut Enahled
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Enable Start at a Scheduled Time, and then specify the installation start time, which should be five minutes from
the current time.
8. Disable Reboot when no users are logged in, and then keep the default values for all other settings.
9. Inthe Username field, type Administrator, and then in the Password field, type password.
10. Enable Enable the Deployment.
11. Click Save.
The deployment package appears on the Deployment & Installers > Manage Deployment page.

£.§ FortiClient Endpoint Management Server

& Tashbhnarn Ceplrnznz

L0 Srudpuice. Name Assigned Groups Cepleyment Package Beheduled Upgrade Ti... Prierity Enabled

AL-_eployTert O Irsiviirnga D i G kel | chClertvzsons Lo 12 2 .
£ Depluy e LE 0 slall2s Pl Elring L <3 g O

Manage D22 cyment

FatiZlizo: rstallz-

\ Y
- -
This deployment installs FortiClient on the AD Server VM. After this exercise, wait until
FortiClient installs, updates signatures, and then connects to the EMS server.
—
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Lab 5: FortiClient Provisioning Using FortiClient EMS

In this lab, you will learn about using FortiClient EMS to provision FortiClient on endpoints.

Objectives

¢ Create an endpoint profile

¢ Enable the web filter and antivirus features

¢ Configure a VPN tunnel

¢ Create a policy to assign a new endpoint profile to an AD domain or workgroup endpoints

Time to Complete

Estimated: 35 minutes

Prerequisites

Before beginning this lab, you must finish the previous lab.
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Exercise 1: Creating and Assigning an Endpoint Profile for
Deployment

In this exercise, you will create an endpoint profile and assign the profile to endpoints. You will also configure a
security profile and provision a VPN. After you complete provisioning, the configuration is pushed to FortiClient
endpoints by FortiClient EMS.

Create an Endpoint Profile on FortiClient EMS

To push the configuration to FortiClient endpoints, you must create an endpoint profile. The endpoint profile has
profile references that enable and disable FortiClient features and deployment.

To create an endpoint profile on FortiClient EMS

On the FortiClient EMS GUI, click Endpoint Profiles > Manage Profiles.
Click Add to open a new profile window.

In the Profile Name field, type Fortinet-Training.

Click VPN and Vulnerability Scan.

These settings are enabled by default.

oo Dbd-=

Profile Mame Fortinet-Training Basic

£ & @[O0 @® -0 =

5. Click Save to save the endpoint profile.

Create a Profile to Deploy FortiClient

You must add a FortiClient installer to the FortiClient EMS before you can select an endpoint profile. You will
select the installer that you created in Lab 4—Exercise 1.

Enable the Web Filter Feature in the Endpoint Profile

You can enable and disable security features, such as web filter, malware (antivirus), and application firewall in
endpoint profiles.

To enable the web filter feature in the endpoint profile

1. Continuing on the FortiClient EMS GUI, click Endpoint Profiles > Manage Profiles, select Fortinet-Training,
and then click Edit.
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2. Onthe Web Filter tab, in the General section, enable Web Filter, and then keep Enable WebFiltering on
FortiClient set to Always On.

3. Inthe Site Categories section, beside Bandwidth Consuming, click + to expand the list.
4. Inthe list, beside Streaming Media and Download, select Block.

ik | @O @ T |2

Enahle Safe Search

@ Site Categories €

+ )~ AdultMature Content

~ | Bandwidth Consuming

| File Sharing and Storage

~ | Freeware and Software Downloads
= | Internet Radio and T+

+ | Internet Telephorry

0|06 0 0 0 0

+ | Peer-to-peer File Sharing

o~ | Streaming Media and Download
+ @ Block it - Business

Yarm
+ it - Personal
@ Allow
+ = manitar le

5. Inthelist, beside Internet Telephony, select Warn.

| L 0 ® - & |

Enable Safe Search

@ Site Categories €

+ O~ AdultMature Content

= b -  Bandwidth Consuming
© ~  File Sharing and Storage
-  Freeware and Software Downloads

@ -  Internet Radio and TV

E

Internet Telephorry

@ Elock le Sharing
' i@ and Download
@ Al
* it - Business

E monitar

6. Inthe Exclusion List section, change the action to Allow, type www .mp3 . com, and then leave the other settings
at the default values.
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Exclusion List € v
Aa Simple: Perform a case-insensitive matching against URLS.
?* Wildeard: @ matches any character once. For example, the pattern 123222 will match 1232 or 123abc | but not
11 @ Block 2ro Or more characters.
=@ alow Ise Perl Compatible Regular Expressions (PCRE) to perform matching against URLs.
E waonitar
‘ @~ WA NS COm Aa v |} +*~ +
7. Click Save.

To enable the antivirus feature in the endpoint profile

1. Continuing on the Endpoint Profiles screen, click the Malware tab.

2. Enable AntiVirus Protection, ensure that Real-Time Protection is enabled, and then leave all other settings at
the default values.

g F @O @0 B

Malware Protection @

@ Antivirus Protection I

General

Block known Communication Channels Used by Attackers €
@ EBlock Access to Malicious Websites
+ ) v Security Risk

@ Use the Exclusion List Defined in the Web Filter Profile

Delete Malware

100 Days
Files After

@ Real-Time Protection

Action On Wirus CQuarantine Infected Files v
Discovery

@ Alertwhen viruses Are Detected €
@ Scan Compressed Files €

Iz Size 1o il

Only scan files under specified size. @

3. Click Save to apply the changes.
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Exercise 1: Creating and Assigning an Endpoint Profile for Deployment

Provision a VPN in the Endpoint Profile

56

You will provision the VPN settings. The VPN profile is applied to FortiClient when the profile installs on the
endpoint.

To provision a VPN in the endpoint profile

1.

On the VPN tab, enable VPN, and then disable all options except Minimize FortiClient Console on Connect in
the General section.

On the SSL VPN tab, configure the following settings:

@ SSLVPN

DNS Cache Service Control Disable dnscache serv v |@

@) Prefer SSLVPNDNS @

On the VPN Tunnels tab, click Add Tunnel, keep the VPN type set to Manual (default selection) , and then click
Next.

In the next window, configure the following settings:

Field Value

Name Student-SSL VPN
Type SSL VPN

Remote Gateway 10.0.1.254

Port 10443

Prompt for Username (Enable)

“realirgFh Tunne

O Cha ges o Ls W2 L el oo, ce saved | L o afile s 5o,

Basic Settings Basic 3engs

Split Tunnel
MHa—c
Appl eaner | ase B

. Sudsrt 55_ WP
Advanced Seitings

SANnC cortain the charasiors s asds |
(A nateer et

Iy

& Discon-eckSorpt
IH5R" “HH

HermzIte Eazewsy

oo

Fot

114401

=efdre Lerteste

W 2roe plior Usz2endine

Aee Turinzl
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5. Click Add Tunnel to save the VPN profile.
6. Click Save.
To disable disconnect from the EMS

1. Click the System Settings tab.
2. Inthe Endpoint Control section, enable Disable Disconnect.

ﬂ‘ﬁ . | S | {;‘T ' | !"::: | u ' | @ 'Y -C]- System Settings

Endpoint Control

@ show Bubhle Motifications

Log off When User Logs out of Windows

@ Disable Disconnect €

On-Fabric Subnets

Send Software Inwventary

3. Click Save to apply the changes.

Create an Endpoint Policy to Assign the Endpoint Profile

After creating the profile, you must create an endpoint policy to assign the profile to domains or workgroups. When
you create an endpoint policy to assign the profile to domains or workgroups, the profile settings are automatically
pushed to the endpoints in the domain or workgroup.

If you do not assign a profile to a specific domain or workgroup, the default profile is automatically applied to the
domain or workgroup.

To create an endpoint policy

1. On the FortiClient EMS GUI, click Endpoint Policy & Components > On-fabric Detection Rules > Add.
2. Inthe On-Fabric Rule Set window, in the Name field, type On-Fabric.
3. Inthe Rule section, click Add Rule.
4. Inthe Add New Rule window, select Detection Type as Local IP/Subnetandtype 10.0.1.0/24 inthelIP
Range field.
Add New Rule
Detection & ) ooqy iprsunnet -
Type
IP Range 10.0.1.0/24
and
Default Gateway
MAC AdOress
Add Rule
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5. Click Add Rule, and then click Save to add the on-fabric detection rule.

On-Fabric Rule Set

MzmE O-Fshrlc
Erahkled €
commarts

+ Add Rz

Rula Type Critaria

I nmal IPES hnes IF NN N

On the Endpoint Policy & Components menu, select Manage Policies > Add.

In the Endpoint Policy window, in the Endpoint Policy Name field, type Training.

In the Endpoint Groups field, click Edit, select trainingAD.training.lab and All Groups, and then click Save.
In the Profile field, select Fortinet-Training in the profiles list.

10. Inthe Profile (Off-Fabric) field, select Default in the profiles list.

This profile applies when the endpoint is off-fabric. You cannot select the same endpoint profile for the on-
fabric and off-fabric status.

© ® No

11. Inthe On-Fabric Detection Rules field, select On-Fabric in the drop-down list.

12. Ensure that Enable the Policy is enabled.

13. Keep the other settings at the default values, and then click Save to add the endpoint policy.
The endpoint policy should have the following settings:

Endpoint Policy

Chdpant Foicy kame Trariny

Endpa Ak G rouss
PO NELOUES 2NErOUZ.E | tra ningaD traln ng ba..o

La=rs
krafle Frrt n=t-"=inin= N
krafle (Ut Fshnc) & Default N

U Fachc Letectizn .les -
® Cnkzhnc ¥

CAIT AN

Enablz the Mol oy [ &
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The endpoint profile is assigned to the endpoint policy. After FortiClient is deployed on the endpoints and the
endpoints are connected to FortiClient EMS, you can update the endpoints by editing the associated profiles.

14. On the FortiClient-Laptop VM, in the system tray, right-click the FortiClient icon.
15. Click Open FortiClient Console to show the VPN profile.

Open FartiClient Consale
About FortiClient

Shutdown FortiClient

16. Verify that FortiClient is connected to EMS and all configurations are enabled on the endpoint.

File Help

FortiClient -- Zero Trust Fabric Agent ==

[ FortiClient - Connected
. Zero Trust Fabric Agent

Administrator

-1 Centrally Managed by EMS
“g Status: @ Connected =

\,/\ ZERO TRUST TELEMETRY
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Exercise 2: Testing the FortiGuard Web Filter

In this exercise, you will test the configuration (WF profile) that you defined in the previous exercise. You will
examine the FortiClient web filter, based on FortiGuard categories, by making sure that FortiClient can contact the
FortiGuard servers.

Then, you will review a category-based web filter security profile on FortiClient and inspect the HTTP traffic.

Finally, you will test different actions taken by FortiClient, according to website categories that you configured in
the previous exercise.

Verify FortiGuard Connectivity

You will verify connectivity to FortiGuard Distribution Servers (FDS) from the FortiClient host machine. FDS is
required because it handles URL categorization. FortiClient takes action to allow or block websites based on
category.

To verify FortiGuard connectivity

1. On the FortiClient-Laptop VM, open the CLI, and then ping fgdl.fortigate.com.
If FortiClient can contact FortiGuard, you should see the following output:

C:\Users\Administrator>ping fgdl.fortigate.com

Pinging guard.fortinet.net [173.243.138.194]1 with 32 bytes of data:
173.243.138.1%: bytes=32 time=58ms TTL=48
173.243.138.19%: bytes=32 time=55ms TTL=48
173.243.138.1%: bytes=32 time=5oms TTL=48

173.243.138.19%: bytes=32 time=55ms TTL=48

Ping statistics for 173.243.138.19%:

Packets: Sent = &, Received = &, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 55ms, Maximum = 58ms, Average = 55ms

Identify Web Filter Categories

To understand how websites are categorized on FortiGuard, you must first identify how specific websites are
categorized by the FortiGuard service.

To identify web filter categories

1. Continuing on the FortiClient-Laptop VM, open a new browser tab, and then visit
https://www.fortiguard.com/webfilter.
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FEATINET News / Research

Identify Web Filter Categories

| Services |  Threatlookup | Resources

FortiGuard Labs

Global threat research and response

» Hame Neb Filrer

At a glance:

Y

Search

Review the Web MNher Categories

Submlf aslte for categorlzatinn

Web Filter Lookup

URL Q

Submir= IR

Latest Web Filter Databases 19.44218

Plezse enler a UEL or an 1P oddiess Lo see ils calepory ond hislory, 1 Lhe URL s unca leponized, you may sabmil Lhe
LRI alowrgweith a contact email address ta be antif2d of amy revision updates.

| tiv rheck ks Taflng

2. Use the Web Filter Lookup tool to search for the following URL:

www.youtube.com

Fi:ATINET

FortiGuard Labs

» Home © Web Filter

At 2 plance:

W Raling | s
Moy P0IBT AT

nnnaterd as Streaming Medla and
Dawnioad

Servites Thir =4l | conkaspy PSIRT Ressour ces

W Woeb Filter Lookup

wynwyoutube.com ('{ 56+ =

Submlta URL te check lts Fsting FertdDE Werslon

Category: Streaming Medla and Download

Welbsites that allow the downloading of MEZ ar other multimedia files.
Click here to see if this category is currcnily blocked.

Rreqiesl a Roview

Latest Web Fllter Databases 2461224

Protect your armarization oy bloclking access to malicious. hacked, or ingpprooriate websites with | ortiGuard Web
ciltering Web iikering is the first lin2 of defense against wab-based attacks. Malicious o hacled websites, o zrimary

YouTube is listed in the Streaming Media and Download category.

3. Use the Web Filter Lookup tool again to find the web filter categories for the following websites:
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¢ www.viber.com
¢ www.ask.com

* www.bing.com

Fi:ATINET

FortiGuard Labs News f Resca . c up PSIRT Resoun ; b Foor LiCauszar o]

W [lome © Webl ilter

Y Web Filter Lookup

ol 29 50 22 32807
nanated ternet Telephony wwwwviber.com ,:'“{ 5.6+ -
fe T3 a8 3R B0T
Internet Radio and TV Subm't a URL to check Itz Zating Fortd 08 Verzlon
‘258 NST
ternet Telephony Categary: Internet Telephony
o= LiiPsT
u formation Technology Websites that snable telephone communications over the Internst.

Click here to see if this catepory is currently blocled.

Heguest o Review

Latest Web Fliter Databases 2261223

FerliCuzrd Web
d allacks, Malicious or hacked wobsiles, aprimary
vectar for initiating attacls, trigper dowrloads of malwers, spyware, or ricly content.

:Lvoun orgarizalion by blocking seuess Lo malicious, hacked, on inagopoprial Lsiles

Fillering, Wb fliering is Ge frsLline of doefonse szainsl web bas

FiIRTINET

FortiGuard Labs : c Ihreatlookup 1511 Mesourncs

* Home [ Wb Filber

W Web Filter Lookup

W Ralirg Hislory

a2 A T

Atleird s Search Engines and Portals

wiww.ask.com Q 56+ =

Subenile UL Lo checkils el 1 aalitds ersiun

Categary: Search Englnes and Portals

Sites that support searching the Wab, rews groups, or indices/directories, Sites of
search engings that provide info exclusively for shopping or comparing prices.
however, tallin Shopping ard Auction.

Click hera to sez it this cateqory is currently blocled.

Haquest a Review

Latest Weh Filter Databases 24.61224

Prolecl your ongsrizztion by blocking scoess e mzlicious, hacked, on imapprow iz e websites wilh Ton GG oard Wb

Cillering Wb Dllering is the sl line of delensye apsinslveebrbased sllacks, Maliciows or hecked websiles, s primany
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F:RTINET

FortiGuard Labs Y escag Survitis Thosblookun  PSIRT  Resomass  SearchlortiGuard 0

» Home © WebFilter

Y Web Filter Lockup

WF Rating History

s
1arate Search Fnglnes and

www bing.com 1 54+ -
Portals

™~

fubmita UKL tocheck its Keting | ortlZs version

A A T 1
addzd 25 Business

Category: Search Engines and Portals

Sites that support searching the Weh. news granps, or indicesfdirectories. Sites of

sezrchengines bzl provide info ssclusively Tar shopping ar companing pricss,
however, all in Shopping and Auction,

Click hore o see il this calegory is currenlly blocked,

Fequest o Revisw

Latest Web Filter Databases 2261225

Protect vour organization by blocking access Lo malicious, hacked, or inaopr ooniale websiles wilh For UG uard Wen
Filterirg Web fkering is the Arstling of doforsc agzinat web bascd attacks. Malicious or hacked wobsites, 2 primary

You will also test your web filter using these websites.

The following table shows the category assigned to each URL, as well as the action to take, which is
configured on FortiClient based on your web filter settings:

Website Category Action
www.dailymotion.com Streaming Media and Download Block
www.viber.com Internet Telephony Warning
www.bing.com Search Engines and Portals Allow
www.mp3.com Streaming Media and Download Block

Review a FortiGuard Category-Based Web Filter

You will review the web filter profile and configuration of the FortiGuard category-based filter. These are the web
filter settings that you configured in the previous exercise on endpoint profiles, which were then pushed by EMS.

To review the web filter profile

1. On the FortiClient-Laptop VM, in the system tray, right-click the FortiClient icon.
2. Click Open FortiClient Console to open the FortiClient GUI.
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Open FortiClient Console
About FartiClient

Shutdown FortiClient

3. Verify that FortiGuard category based filter is enabled.

t‘*_ Web Filter
-8 )

Enabled

3 L

Sites Blocked (in last 7 days): 3

4. Onthe Web Filter tab, in the upper-right corner, click the settings icon {:} .
5. Review the configured actions for the following categories:

Category Action

Potentially Liable Block

Adult/Mature Content Allow: Sports Hunting and War Games, Sex Education, and Lingerie
and Swimsuit

Block: all other subcategories

Tip: Expand or click Adult/Mature Content to view the subcategories.

General Interest - Personal Allow
General Interest - Business Allow
Unrated Allow

6. Click Bandwidth Consuming to expand it and view the subcategories.

Unrated Freeware and Software Downloads
Potentially Liable File Sharing and Storage
Adult/Mature Content Streaming Media and Download
Peer-to-peer File Sharing
General Interest - Personal Internet Radio and TV
General Interest - Business Internet Telephony
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7. Verify that Streaming Media and Download is set to Block, and Internet Telephony is set to Warn.

Test the Web Filter

For the purposes of this lab, you will test the web filter security profile that is configured for each category.

To test the web filter

1. Continuing on the FortiClient-Laptop VM, open a new browser tab, and then visit www.dailymotion. com.
The system displays a warning according to the predefined action for this website category.

IZATINET ' URL Blocked by FortiClient

Bandwidth Consumir eaming hedia and

Your FortiClient administrator has klo

Wrong Category? Click Here

2. Open anew browser tab, and then visit www.viber.com.
The system displays a warning according to the predefined action for this website category.
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SERATINET ) URL Blocked by Foriclient

vibercom/

isin the o

Wrong Category? Click Here

Click Proceed to stop blocking access to "Bandwidth Consuminglnternet Telephom,”
until 5:34:58 AR,

Proceed

3. Click Proceed to accept the warning and access the website.

4. Open anew browser tab, and then visit www.bing. com.
This website appears because it belongs to the Search Engines and Portals category, which is set to

Allow.

Verify a Web Filter Exclusion List

You will verify that the URL www . mp3 . com is included in the exclusion list.

To verify a URL is included in the exclusion list

1. On the FortiClient-Laptop VM, open the FortiClient console, and then select WEB FILTER.

8|

2. Onthe Web Filter tab, in the upper-right corner, click the settings icon
3. Click the + sign to expand Exclusion List.

= Excluslon List
Add/rermowve pages from filtering

L} URL Www . mp3.com
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Test the Web Exclusion List

You will test the web exclusion list you reviewed in the previous procedure.

To test the web exclusion list

1. Continuing on the FortiClient-Laptop VM, open a new browser tab, and then try to access the website
WWw .mp3 . com.
The website is allowed and it matches an exclusion list to bypass the FortiGuard block category. If you try to
access www.dailymotion.comagain, FortiGuard will block it.
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Exercise 3: Understanding Antivirus Protection and
Vulnerability Scans

In this exercise, you will test the FortiClient malware protection features that you configured in Exercise 1. You will
test antivirus protection to understand how FortiClient performs real-time protection. You will also learn how a
vulnerability scan helps detect and patch application vulnerabilities that can be exploited by known and unknown

threats.

Verify AntiVirus Protection Settings

You will verify antivirus settings on FortiClient, which you configured in the EMS endpoint profile, and were then
pushed to FortiClient.

To view and verify current FortiClient antiVirus protection settings

1. Inthe pane on the left side of the window, click Malware Protection, and then verify that real-time protection is

enabled.
2\ Antivirus Protection
< Fealtime-protection against file based malware & attack communication
channels
Realtime Protection: ()Y
Dvnamic Threat Detection: OFF
Block maliclous wehslhes: N
Thireats Detected:
Scan Schedule Scan on the 1st day of each month at 1920

2. You can also click the settings icon {:} and then verify that the Scan files as they are downloaded or copied
to my system checkbox is selected.

= AntiVirus Protection @C
= Settings
Scan files as they are downloaded o copied o my swstermn
Antirnalware Scan |nterface [AMS))
Drynarnic threat detection using threat intelligence data

Block malicious websites
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Test the Antivirus Real-Time Configuration

You will download the EICAR test file to your FortiClient-Laptop VM. The EICAR test file is an industry-standard
virus that is used to test antivirus detection without causing damage.

To test the antivirus configuration

1. Continuing on the FortiClient-Laptop VM, open a new browser tab, and then visit the following website:

www.elicar.org

2. Onthe EICAR website, in the upper-right corner of the page, click DOWNLOAD ANTI MALWARE TESTFILE.
3. Onthe left side of the page, click the Download link.

4. Inthe Download area using the secure, SSL enabled protocol HTTPS section, download the sample file
named eicar com.zip.

Download area using the standard protocol HTTP

— Sorry, HTTP downoad ist temporarily not provided, —

Download area using the secure, S5L enabled protocol HTTPS

Bicarcom eicar.corm. txt Bicar_com.zip elcarcomz. zip
B3 Bytes B0 Bytes 184 Bytes 305 Bytes

FortiClient should quarantine the download attempt and insert a replacement message similar to the following
example:

@, Process: C:\Program Files [x86]\Mozilla Firefox\firefox exe

Item: C\Users\admintapplatatLocal TemphB T wavBis zip. part
Wirug: EICAR_TEST_FILE
Status: Quarantined

[ Do not show me this alert for 1 hour

¢ Wiew recently detected virug(es)

Wiruz Mame Item Location Statug Last Seen
EICAR_TEST_FILE C:\Usershddmint.. Quarantined wied Sep 18153,
Clear &l Buaranting

FortiClient shows the HTTP/HTTPS virus message when it blocks or quarantines infected files.
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5.

Click Close to close the alert window.
6. Inthe download window, click OK to save the file.
7. Change the download location to Desktop, and then click Save.

You should see that the file you downloaded on the desktop shows the download error in the Firefox
downloads dialog.

K

Search fr E ¥+ | 1

eicar_carm.zip
Failed

c¢

ety e

Show All Downloads

Why did the download fail?

Stop and think!

Because the file is quarantined, an EMS administrator must add it to the allowlist it and restore it to view the
content.

Run an On-Demand Vulnerability Scan

You will test an on-demand vulnerability scan that you configured on the EMS endpoint profile in the first exercise,
which was then pushed to FortiClient. Vulnerability scans help detect and patch application vulnerabilities that can
be exploited.

To run an on-demand vulnerability scan

1. Continuing on the FortiClient console, in the pane on the left side of the window, select Vulnerability Scan to view
the tab.

2. On the Vulnerabilities tab, click Scan Now to start an on-demand scan.

Yulnerabilities

o Helps detect and patch application vulnerabilities that can be exploited by

known and unknown threats

Scan Schedule: Mo Scan Scheduled

Last Scan:
FriJul 23 2021 02:42:18 GMT-0700 [Pacific Daylight Time)

Scan Now
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3. After the scan is finished, you will see the scan results under Vulnerabilities Detected.
4. To review the vulnerability details, click CRITICAL, and then expand 3rd Party App.

3rd Party App (1)

w ™ Adobe Reader X 10.0.0.396 (1) Cnitical Manual Install
C:\Program Files (x846)\Adobe\Reader 10.0NReader’AcroRd 32 exe

WARNING: Adobe Reader X is no longer supported by the vendor =

In this case, FortiClient cannot automatically install the software patch because the recommended action is
Manual Install. You can manually download and install the latest version of vulnerable software to fix the
vulnerability.

5. Close all open windows.

A\
-~ -
9 In the real environment, you should install the patch on affected applications.
-
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Lab 6: Zero Trust Network Access

In this lab, you will learn about the use of a zero trust network access (ZTNA) proxy for remote access to specific

applications. You will configure the required components, from the FortiClient EMS, to FortiGate and FortiClient.
You will also review key ZTNA concepts.

Objectives

¢ Verify the FortiGate and FortiClient EMS connection

¢ Configure EMS ZTNA tagging rules

¢ Enable the ZTNA feature on FortiGate and verify ZTNA tags

¢ Configure a basic HTTPS access proxy with SSL certificate-based authentication
¢ Configure an HTTPS access proxy with basic user authentication and ZTNA tags
¢ Configure basic ZTNA IP/MAC filtering

Time to Complete

Estimated: 55 minutes

Prerequisites

Before you start this lab, you must connect the Remote-Client endpoint to FortiClient EMS. FortiClient is already
installed on the endpoint and must establish a connection to FortiClient EMS.

To connect a remote endpoint to FortiClient EMS

1. On the Remote-Client VM, in the system tray, right-click the FortiClient icon.
2. Click Open FortiClient Console to open the FortiClient GUI.

Open FortiClient Console
About FartiClient

Shutdown FortiClient

3. Inthe ZERO TRUST TELEMETRY section, type the IP address 100.64.1.100.

13 FortiClient -- Zero Trust Fabric Agent == -

File Help

. @ FortiClient - Not Participating

. Zero Trust Fabric Agent

Administrat - ' i
ALLELCLLS z-2l Register with Zero Trust Fabric

@ Enter Server address or Invitation code:

100.64.1.100] = =

NAX ZERO TRUST TELEMETRY

[l p
g R
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4. Click Connect.
After a few minutes, the status changes to connect, and FortiClient has all the configuration pushed by
FortiClient EMS.

FortiClient - Zero Trust Fabric Agent [- 1o

File Help

. @ FortiClient - Connected

Administrator
i= Centrally Managed by EMS
S Status © Connectad =

Zero Trust Fabric Agent

NA ZERO TRUST TELEMETRY
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Exercise 1: Configuring ZTNA Tags, Tagging Rules, and

Features

In this exercise, you will verify the connection between FortiClient, FortiClient EMS, and FortiGate. You will also
configure ZTNA tags and tagging rules, and then verify if the tags are synced on FortiClient and FortiGate. These
tags will be used in the next exercises to authorize user traffic based on ZTNA tagging rules configured on

FortiClient EMS.

Verify the Connection Between FortiClient, FortiClient EMS, and FortiGate

Establishing device identity and device trust between FortiClient, FortiClient EMS, and FortiGate is integral to
ZTNA setup. All of these devices must have a stable connection in order to exchange information required for

ZTNA tagging to work properly.
To verify the FortiClient to FortiClient EMS connection

1. On the Remote-Client VM, in the system tray, right-click the FortiClient icon.
2. Click Open FortiClient Console to open the FortiClient GUI.

Open FartiClient Consale
About FortiClient

Shutdown FortiClient

In the ZERO TRUST TELEMETRY section, ensure that the status of Centrally Managed by EMS is Connected.

== |

@] FortiClient -- Zero Trust Fabric Agent

File Help

. @ FortiClient - Connected

. Zero Trust Fabric Agent

Administrator Centrally Managed by EMS

S Status © Connected =

N/ ZERO TRUST TELEMETRY

L)

Ly
]

@®
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If the status is shown as Not reachable, you must reconnect the endpoint.
1. Inthe ZERO TRUST TELEMETRY section, click Disconnect.

2. Inthe Enter Server address or Invitation code field, type 100.64.1.100, and
then click Connect to reconnect the Remote-Client VM to FortiClient EMS.

7 FurliCliznl -- Zziw Trusl Fabric Agent = | = -]
AA . @ FortiClient - Not Participating

Administrator

Zerc Trust Fabric Agent

T3] Register with Zera Trust [abric
S@ Erer Server adzress or Invisston code:

Uk 7RO TRUST 171 FMITRY

100.64.1 100 Comed = &=
dgu RIMOTT ACCTES
\‘ l ;ﬂ'
In this exercise, FortiGate is configured with a VIP and a firewall policy that allows
inbound connections to FortiClient EMS so that the remote endpoint can connect.
—

To verify FortiClient EMS as the Fabric connector

1. Onthe AD Server VM, open Firefox, type the FortiGate IP address 10.0.1.254, and then log in with the
username admin and password password.

2. Onthe FortiGate GUI, click Security Fabric > Fabric Connecters.
3. Onthe right side, scroll down to see the FortiClient EMS connector status.
The status arrow should be a green up arrow.
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[ HG-FortiGate

Dashboard

Network Disabled
Policy & Objects

Security Profiles

VPN

e D P & B

User & Authentication
Disabled

@

FortiClient EMS

.;)

WiFi Controller

L]

System

> .
b

X Security Fabric

Physical Topology

Logical Topology
& A EMSServer 1]

Security Rating

Other Fortinet Products

Automation
Fabric Connectors
External Connectors

LM Log & Report

Disabled

You can also verify the status by running the following CLI command on FortiGate:

diagnose endpoint fctems test-connectivity <EMS name>

HQ-Forticate # diagnose endpoint fctems test-connectivity EMSServer

Connection test was successful:

Configure FortiClient EMS ZTNA Tagging Rules

FortiClient EMS uses zero-trust tagging rules to tag endpoints based on the information that it has on each
endpoint. The tags are shared with FortiGate, which are then used to assign authorization to user traffic. You will
configure ZTNA tagging rules on the FortiClient EMS server.

To configure the FortiClient EMS ZTNA tagging rule for detecting a file

On the AD Server VM, click the FortiClient EMS icon to launch the application.

Log in to the FortiClient EMS GUI with the username admin and password Passwordl123.
In the left menu, click Zero Trust Tags > Zero Trust Tagging Rules.

In the upper-right, click Add.

In the Name field, type Malicious-File-Detected.

In the Tag Endpoint As field, type Malicious-File-Detected, and then press Enter.
In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select File.

© N o R WDN-=
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9. IntheFilefield, type C:\virus.txt, and then click Save.
10. Click Save to save this zero-trust tagging rule.

Configure FortiClient EMS ZTNA Tagging Rules

Zero Trust Tagging Rule Set

Mame Malicious-File-Detected

Tag Endpoint A5 € Malicious-File-Detected

Enabled «

Caornments Optional

B indows (1)

File Cowirs bt

+ Add Rule

To configure the FortiClient EMS ZTNA tagging rule for detecting remote endpoints

In the upper-right, click Add.
In the Name field, type Remote-Endpoints.

In the Rule Type field, select IP Range.

© N A~ WDN-=

Click Save to save this zero-trust tagging rule.

FortiClient EMS 7.0 Lab Guide

Continuing on Zero Trust Tags > Zero Trust Tagging Rules.

In the IP Range field, type 10.0.2.0/24, and then click Save.

In the Tag Endpoint As field, type Remote-Endpoints, and then press Enter.
In the Rules section, click Add Rule, and then select Windows OS.
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Zero Trust Tagging Rule Set

Marne Remaote-Endpoints

Tag Endpoint A5 € Remote-Endpoints M
Enabled «

Comments Optional

+ Add Rule

Type value

IP Range 10.0.2.0/24

Both rules appear under Zero Trust Tagging Rules.

=_= ForfiClient Endpeint Managerent Server E Irvitations

Liasttoare z B Impo

-0 Endrcins » Name T+ Tag T+ Enabled T3 Comments T
Kalizious File Detect2d Walcious File Letectan

K. Deployment & Insal ers > ®
Remoe-Endpa rts =erate-Endpants ]

= Frudprin Pl & Coenpionen s ¥

L8 Endpoint Hranles >

B 7270 Trust T=gs ~

Zero Trust Tagg ng Rulzs

FEro TSl Tag b ociilor

Fahrlc Dievice MCritor

9. Click Zero Trust Tags > Zero Trust Tag Monitor.

Remote-Client is tagged as Remote-Endpoints. If it does not appear immediately, use the Refresh button
in the upper-right corner of the window.

Endpoint with Tag

B Low (3)

B Remote-Endpoints (1)

Endpoint User 0s IP Tagged on
Remote-Client HAdmmistramr Microsoft Windows Ser.. 10.0.2.20 2021-08-10 07:17:38
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To configure the ZTNA tag to display on FortiClient

1. Continuing on the FortiClient EMS GUI, click Endpoint Profiles > Manage Profiles.
2. Select the Default profile, and then click Edit.
3. Onthe System Settings tab, under Ul, enable Show Host Tag on FortiClient GUI.

Profile Marme

k| s

Default

F

| &

Q- ® -

u]]

System Settings

Hide User Information

Hide Systemn Tray Icon

Require Password to Disconnect From EMS
Do Mot Allow User to Back up Configuration

Allow User to Shutdown wWhen Registered to EMS

@' Show Host Tag on FortiClient GUl

Language

os-default

v e

em Settings

4. Click Save to apply the changes.

5. Repeat steps 1—4 for the Fortinet-Training endpoint profile.

6. On the Remote-Client VM, on the FortiClient GUI, click the user avatar.
The Zero Trust Tags field shows the currently detected tags.

FortiClient -- Zero Trust Fabric Agent

File Help
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Add Full Name

Add Phone
Add Email

Phone

Email

Get personal info from
O User Input

v H 05
@ Linkedin
bc] Google

® Salesforce

Updated 8/2/2021 5:54:01 AM

Online/Off-fabric
REMOTE-CLIENT

Status
Hostname

Domain

Zero Trust Tags @ Remote-Endpoints
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Enable the ZTNA Feature and Verify That ZTNA Tags Are Synced

You will enable the ZTNA feature on FortiGate, and then verify that the tags are synced between FortiClient EMS
and FortiGate.

To enable the ZTNA feature and verify that ZTNA tags are synced on FortiGate

1. Onthe AD server VM, on the FortiGate GUI, click System > Feature Visibility, and then enable Zero Trust
Network Access.

2. Click Policy & Objects > ZTNA, and then on the right side, click the ZTNA Tags tab.
ZTNA tags should be displayed on the page.

3. Hover over the Remote-Endpoints tag to see the IP address of the endpoint.
& all_registered_clients

& Critical

& FCTEMS5_ALL_FORTICLOUD_SERVERS
& High

& 10C suspicious
B Low

7THNATaz & Remote-Endpoints

B Malicious-File-Detg
Provided By & EMSServer

B Medium Type P

B Process Resolves To 100.2.20 192.168.0.20

& Zero-day Detections
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Exercise 2: Configuring a Basic HTTPS Access Proxy With
SSL Certificate-Based Authentication

In this exercise, you will configure a basic HTTPS proxy access with SSL certificate-based authentication. A client
certificate is obtained when an endpoint registers with FortiClient EMS. FortiClient automatically submits a CSR
request and FortiClient EMS signs and returns the client certificate. The endpoint information is synchronized
between FortiGate and FortiClient EMS.

You will also locate the certificate on the endpoint and match it on FortiClient EMS and FortiGate. Finally, you will
see the behavior of the FortiGate set client-cert and set empty-cert-action options on the access-
proxy object.

Configure a Basic HTTPS Access Proxy With Certificate-Based
Authentication

The HTTPS access proxy setup requires a ZTNA server, real server, ZTNA rule, and firewall policy on FortiGate.

To configure the ZTNA server or HTTPS access proxy VIP

1. Onthe HQ-FortiGate GUI, click Policy & Objects > ZTNA, and then click the ZTNA Servers tab.
2. Click Create New to create a new server, and then configure the following settings:

Field Value

Name ZTNA-webserver

External interface Select port1.

External IP 100.64.1.10

External port 9443

Default certificate Select Fortinet_SSL.
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Name ZTNA-webserver

Comments

Network

Service HTTPS

Externalinterface portl v
External IP 100.64.1.10

External port 9443 o

c HTTPS Access Proxy With SSL

Certificate-Based Authentication

Services and Servers

Default certificate Fortinet_SSL hd

Service/server mapping

4+ Create New | & Edit  [I] Delete

Service URL =

HTTPS /

In the Service/server mapping section, click Create New.

In the Virtual Host field, select Any Host.

Leave the Path field at the default value of /.

In the Servers section, click Create New to create a new server mapping.

In the IP field, type 10.0.3.10, in the Port field, type 443, and then click OK.

HTTPS
Sty

Ll (= Wildcard ~ Regular Expression

No o~

Service
Virtual Host

Match path by

Path /

Servers

+ CreateNew | & Edit [ Delete

IP% Port & Status =

10.0.2.10 443 Active

8. Click OK to save the Service/server mapping settings.
9. Click OK to complete the ZTNA server setup.

To configure ZTNA rules

1. Continuing on Policy & Objects > ZTNA, click the ZTNA Rules tab.
2. Click Create New to create a new rule.
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3. Inthe Name field, type ZTNA-Allow-All.

Leave the Source field set to all.

In the ZTNA Server field, select ZTNA-webserver.

In the Action field, select ACCEPT.

In the Logging Options section, ensure that the Log Allowed Traffic field is set to All Sessions.

© N o a M~

Ensure that Enable this policy is enabled.

New ZTNA Rule

Namez € ZTNA-Allow-All

Source B all x
ZTNA Tag

ZTNA Server | O ZTNA-webserver v

Action L el © DENY

Security Profiles
AntiVirus »
Web Filter @ ]
Video Filter @ |
Application Control (B
IPS @ |

File Filter o

SSL Inspection no-inspection v &

Logging Options

Log Allowed Traffic € Security Events

Comments | Write acomment... 40/1023

Enable this policy @

9. Click OK to save the settings.

To configure a firewall policy on FortiGate for full ZTNA

1. Continuing on the HQ-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Click Create New to add a new firewall policy.
3. Configure the following settings:

Field Value

Name ZTNA-WAN
ZTNA Enable ZTNA, and then select Full ZTNA.
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Field Value

Incoming Interface port1
Source all
ZTNA Server ZTNA-webserver
Schedule always
Service ALL
Action ACCEPT
NAT <disable>
Log Allowed Traffic <enable>
Enable this policy <enable>
New Policy
MName € ZTNAWAN
ZTNA © DY (PAMAC filtering
Incoming Interface M portl hd
Source = all ®
+
ZTNA Server O ZTNA-webserver o
+
Schedule always -
Service o ALL ®

+
Action v ACCEPT EoNe g

Firewall / Network Options
NaT (B

Logging Options

Log Allowed Traffic €%
Comments | Write a comment.. 071023

Enable this policy @

4. Click OKto save the settings.
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Test Remote Access to the HTTPS Access Proxy

Now that you configured FortiGate, you will test the HTTPS access proxy remote connection.

To test remote access to the HTTPS access proxy

1. On the Remote-Client VM, open the command prompt from the task bar.

2. Enterping webserver.ztnademo.com, and then verify it resolves to 100.64.1.10.

BN Administrator: Command Prompt I;Ii-

icrosoft Windows [Uersion 6.3.960081
Kc) 2013 Microsoft Corporation. All rights reserved.

m| >

sUserssAdministrator?ping webhserver.ztnademo.com

Pinging webserver.ztnademo.com [18B_.64.1.181 with 32 hytes of data:
Reply from 188.64.2.254: Destination host unreachable.
Reply from 188.64.2.254: Destination host unreachable.
Reply from 188.64.2.254: Destination host unreachable.
Reply from 188.64.2.254: Destination host unreachable.

Ping statistics for 108.64.1.18:
Packets: Sent = 4, Received = 4. Lost = B (B2 loss),

UserssAdministrator>

The actual ping will not be successful—you just want to be sure that the DNS resolves.

3. Close the command prompt window.
4. Open the Chrome browser from the desktop, and then type https://webserver.ztnademo.com: 9443.
The browser prompts you for the client certificate to use.

5. Choose the EMS signed certificate, and then click OK.

- I:I-
Mew Tzb » -+ °
» @ wehsarver.rtnadema.com:9443 ¥ 2
=5 oApps Remote-tortioate X Reading list

s @ Selecl a cerlificale & -

Calact rtfloata £- dbent cata o Ut ) y ], L4423

’ Gmail Images
Subjecl |smuen Serial

SB1LDESULI0ES /3 0AMAUNYL 39070 FOIEMSDUOIUTES 5 JAAYCEAT 38HFASHDE..

CerLilicals informalion n Carel

Q. Search Google cr type a URL L)

Access to the web server should be allowed. We're using the FortiAnalyzer login page to demonstrate the
web page.
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£28 FortiAnalyzer-VM64: None

< C A Not secure | webserver.ztnademo.com:9443/p/login/

FortiAnalyzer-VMé64

u Hsername ‘

u Password ‘

vis
~ - By default, client certificate authentication is enabled on the access proxy, so when the
9 HTTPS request is received, the FortiGate WAD process challenges the client to
- identify itself with its certificate.

To locate the certificate on the endpoint and match it on FortiClient EMS and FortiGate

1. Continuing on the Remote-Client VM, open a Windows search, and then look for user certificates.
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Best match

Manage user certificates
Control panel

Search the web R
Manage user certificates

L user certificate - See web result >

L user certificates »

L user certificates ad > 7 Open

O user certificate gpo >

O user certificate mme »

L user certificate intune >

O user certificate store >

2 user certificate android »

O user certificates win 10 >

£ user certificate]

2. Inthe user certificate store, open the Personal > Certificates folders.
3. Choose the FCTEMS issued certificate, and then double-click the certificate to view the properties.
4. Click the Details tab, and then find the Serial number of the certificate.

[5¥ Certificates - Current User lssued To - Issued By Expiration Date
4 [ Personal ‘Z;SBHDBBODZOBJI?BEAMOQQB‘}... FCTEMSO0000101875 8/11/2022
| Certificates
|| Trusted Root Certification Au B Certificate -
I || Enterprise Trust
B [ | Intermediate Certification Au | General | Detals |Certiﬁcation Path |
[ || Active Directory User Object
b [ | Trusted Publishers Show: |<"""> v|
I [ | Untrusted Certificates =
b [ Third-Party Root Certificatior E':Ersion ::'“E “
b TrustedPeople
[ '_. Client Authentication Issuers BSignamre algorithm sha56RSA =
b [Z] Smart Card Trusted Roots BSignature hash algorithm sha2sa
Blssuer CA, Sunnyvale, California, For...
D\"alid from Wednesday, August 11, 2021 ...
Bvalid to Thursday, August 11, 2022 &:...
gSubject 8B12DB30D20B4735AAA0992.,, |«

£4 a9 03 43 bd £5 ad 96 =% 42 bZ 8= 61 37 18
c9 f4 64 24 Ge

Edit Properties. .. || Copy to File... |
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Your certificate might not match what is shown in this example.

5. On the desktop, open PuTTY, and then double-click HQ-FortiGate from the saved session to open FortiGate CLI
access.

6. Enter the username admin and password password to log in, and then enter the following CLI command to view
the endpoint serial number (SN) and other information:

diagnose endpoint record list

2

Record #3:

IP Rddress = 10.0.2.20

MAC Address = 00:50:56:21:06:87

MAC list = 00:50:56:21:06:87;00:50:56:al:1e:la;

VDCM = (-1)

EMS serial number: FCTEMS50000101875

J[CIient cert oN: G2AO0343BDFGSADURERO42D2EE615110COF464246E]

Public IP address: 206.47.132.124

Quarantined: no

Online status: online

Registration status: registered

Cn-net status: off-net

Gateway Interface:

FortiClient wersion: 7.0.0

AVDBE wersion: 88.283

FortiClient app signature version: 18.13%

FortiClient wvulnerability scan engine wersion: 2.31

FortiClient UID: SB1l2DB30D20B4735ARR099239DT6BYSC

Host Name: Remote-Client

05 Tvype: WIN&4

05 Version: Microsoft Windows Server 2012 R2 Standard Edition, 6
4-bit (build 3600)

Host Description:

Domain:

Last Login User: Administrator

7. Onthe AD server tab, open the FortiClient EMS GUI, and then click Endpoints > All Endpoints.

8. Inthelist, click Remote-Client, and then in the Configuration section, check the FortiClient ID and ZTNA Serial
Number fields to match the information.

B8 AD.Server Administrator 1001100 v Deploymert ... @ EMz @ 14
03! Domain Contrallers @ +3 Policy | Training
2% FortiCliert-Laptop p Acministrator 100410 3 Policy | Training (T EMS | 20+
O windowys Endpoints ]
2% Remate-Client p Administratar 100220 3 Policy | Training (D) EMS @ 2| 20+
O windows Endpaints L] m 3
SUmmary
Administrator Connection Status
Mo User Managed by EMS ® Managed ]
Mo Email
@, O'Wwindows Endpaints Configuration Features
Device Remote-client S Policy Training ik Antivirug installed »
o5 BE Microsoft Windows Server... Profile Fortinet-Training = £ Anti-Ransomware installed
® AR5 Off-Fabric Profile Default . Cloud Based Malware Qutbreak
e ) " Detection installed
Install Mat o
MAC 00-50-56-51-06-87 netatler L . )
Public 1P I FortiClient Version 7000023 Sandbox installed
uplic gr. ) -
status onine FortiClient Serial HumberFCTS000906335614 Eandiekiclondunstalied
] _ FortiClient ID BEN 2DE30D20B4TISAAE, o WD (LS G 1] (TS
Location Off-Fabric & Application Firewall installed
ZTHA Serial Humber  B4A90343B0F5ADORED4 2.
Owner & O Remote Access configured
0Organization ra Classification Tags # Vulnerability Scan enabled
. ]
Zero Trust <+ S50MA installed
Remate-Endpaint ,
Tags % Remote-Endpoints
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Your FortiClient ID and certificate serial number might not match what is shown in this example.

Understand the Behavior of the set empty-cert-action Option

By default, client certificate authentication is enabled on the access proxy, so when the HTTPS request is
received, the FortiGate WAD process challenges the client to identify itself with its certificate. FortiGate also has a
configuration to accept or block an empty client certificate.

If a user clicks cancel during the certificate challenge, one of the following actions
occurs:

1. Ifthe empty-cert-actionis accept, the clientis allowed to continue with
ZTNA proxy rule processing.

2. Ifthe empty-cert-actionisblock, the clientis blocked from further ZTNA
proxy rule processing.

The empty-cert-action options can be configured from the CLI only.

To configure FortiGate to block empty certificate challenges

1. Onthe PuTTY session, enter the following CLI commands:
config firewall access-proxy
edit ZTNA-webserver
set empty-cert-action block

end
"\. ! ’f
By default, in 7.0.1, empty-cert-actionis settoblock.In 7.0.0, it was set to
accept.

2. Close the PUTTY session.
3. On the desktop, open the Chrome browser, and then type https://webserver.ztnademo.com: 9443.
The browser prompts you for the client certificate to use.

4. Click Cancel.
FortiGate blocks access.
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- (O -
€28 Access Denied X + Q
<« C A Notsecure | webserverztnademo.com:9443 o =
Access Denied
The page you requested has been blocked by a firewall policy restriction.
90 FortiClient EMS 7.0 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



DO NOT REPRINT

Brave-Dumps.com

© FORTINET
Exercise 3: Configuring an HTTPS Access Proxy With

User Authentication and ZTNA Tags

In this exercise, you will extend the solution to include user authentication with local users and security posture
checks with ZTNA tags. You will configure local user authentication and ZTNA rules to apply security posture
checks using ZTNA tags.

To configure a local user on FortiGate

1.

© N o e wDN

On the AD Server VM, open a browser to log in to the HQ-FortiGate IP address 10.0. 1. 254 with the username
admin and password password.

In the left menu, click User & Authentication > User Definition.

Click Create New to create a new user.

In the wizard, select Local User, and then click Next.

In the Username field, type zTNAuser, in the Password field, type fortinet, and then click Next.
Leave Two-factor Authentication disabled, and then click Next.

Ensure that the User Account Status field is set to Enabled.

Enable User Group, and then select ZTNAaccess_group.

Users/Groups Creation Wizard

@ Extra Info

User Account Status  ANEEEEGN € Disabled

User Group O | 88 ZTNAaccess_group
+

Click Submit to save the user.

v,
-y >
q You can also use LDAP, RADIUS, and TACACS+ users for authentication.

To configure an authentication scheme on FortiGate

1.

o 0NN

Continuing on the HQ-FortiGate GUI, click System > Feature Visibility, and then enable Explicit Proxy to make
the Authentication Rules page visible.

Click Apply.

Click Policy & Objects > Authentication Rules, and then in the top-right, select Authentication Schemes.
Click Create New > Authentication Scheme.

In the Name field, type ZTNA-Auth-scheme.
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6. Inthe Method field, select Basic.
7. Leave the User database field set to Local.

Name ZTNA-Auth-scheme

Method  Basic
+

User database Other
F550 guest (B

8. Click OK to save the settings.

Configure an Authentication Rule

An authentication rule specifies which proxy sources and destinations require authentication and which

authentication scheme to apply. You will use active authentication through the basic HTTP prompt and apply it to
all sources.

To configure an authentication rule on FortiGate

Continuing on the Authentication Rules page, click Create New > Authentication Rules.
In the Name field, type ZTNA-Auth-Rule.

In the Source Address field, select all.

Leave the Protocol field set to HTTP.

Enable Authentication Scheme, and then select ZTNA-Auth-scheme.

Ensure that the Enable This Rule field is set to Enable.

o g ks wN-=

Name ZTNA-Auth-Rule
Source Address B all »®

Protocol HTTP -
Authentication Scheme © ZTNA-Auth-scheme -
IP-based Authentication © Disable

550 Authentication Scheme (B

Comments Write a comment...

Enable This Rule A NSEEN & Disable

#0/1023

7. Click OK to save therule.
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Apply the User Group and ZTNA Tag to a ZTNA Rule

You must apply a user or user group to one or more ZTNA rules that you want to use to control user access. The
authenticated user from the authentication scheme and rule must match the user or user group in the ZTNA rule.

To apply a user group and add a ZTNA tag to the ZTNA allow rule

1. Continuing on the HQ-FortiGate GUI, click Policy & Objects > ZTNA.
2. Click ZTNA Rules, select ZTNA-Allow-All, and then click Edit.
3. Inthe Source field, click + to add a new entry.
4. Inthe window, select User, and then choose ZTNAaccess_group.
5. Inthe ZTNA Tag field, click +, and then add the Remote-Endpoints IP tag.
Edit ZTNA Rule
Name €% ZTNA-Allow-All
Source B all ®
& ZTNAaccess_group »®
+
ZTNA Tag & Remote-Endpoints
+
ZTNAServer | & ZTNA-webserver -
Action @ DENY

6. Click OK to apply the changes.

To create a deny rule for malicious file detection

1. Click ZTNA > ZTNA Rules, and then click Create New.
2. Inthe New ZTNA Rule window, configure the following settings:

Field Value

Name ZTNA-Deny-Malicious

Source Address: all

User: ZTNAaccess_group

ZTNA Tag Malicious-File-Detected
ZTNA Server ZTNA-webserver
Action Deny

Enable this policy <enable>

3. Click OK to save the new rule.
4. Move this rule above the ZTNA-Allow-All rule.
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Test Remote Access to the HTTPS Access Proxy With User Authentication

You will test the HTTPS access proxy connection for authorized and unauthorized users.

To test the connection for authorized users

1.

94

On the Remote-Client VM, open the Chrome browser from the desktop, and then type
https://webserver.ztnademo.com: 9443,

The browser prompts you for the client certificate to use.

Choose the EMS signed certificate, and then click OK.
When prompted for sign-in, type the Username zTNAuser and Password fortinet, and then click Sign in to
access the page.

- (O -
@ httpsi//webserver.ztnademo.cor X + Q
&« C (@ webserverztnademo.com:9443 # A
Signin

https:/fwebserver.ztnademo.com:9443

Username |

Password

m Cancel

After successful authentication, you can access the web page.

FortiClient EMS 7.0 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



i : pelliy ccess ﬁ{( iﬂ'l'.gumps -Cﬂ!n%mo e Access to the ccess Prox
DO RIEIE. RIS oose N eSS Wit User Authentication
© FORTINET

= FortiAnalyzer-VM64: None

< C A Not secure | webserver.ztnademo.com:9443/p/login/

FortiAnalyzer-VMé64

u Hsername ‘

u Password ‘

4. Close the browser.
5. Onthe AD Server VM, on the FortiGate GUI, click Dashboard > Users & Devices.
6. Open the Firewall Users widget to see the authenticated user.

4 Firewall Users i 3 ShowallFSSOLogons i+
Method User Group
M Firewall B ZTMNAaccess_group
= Deauthenticate Search Q
User Name = IP Address = User Group = Duration = Traffic Volume = . Methoc
& ZTNAuser 100.64.2.253 & ZTNAaccess_sroup 9 second(s) 489,13 KB I Explicit Prox

7. SelectZTNAuser, and then click Deauthenticate to remove the user from FortiGate.

To test the connection for unauthorized users

1. Repeat the previous steps to access https://webserver. ztnademo.com: 9443.
The browser prompts you for the client certificate to use.

FortiClient EMS 7.0 Lab Guide 95
Fortinet Technologie . .
Fortiiet Vouchers & Dumps are Available on Brave-Dumps.com



t MPS Access B&@VG'D u rI!)(F’(%mﬁ»‘.)f(mfiguring an HTTPS Access Proxy With User
D O meARE|Et‘E§N -TP Authentication and ZTNA Tags
© FORTINET
2,

Choose the EMS signed certificate, and then click OK.

3. When prompted for sign-in, type the Username student and Password fortinet, and then click Sign in to
access the page.

Access Denied X + (]

< C A Notsecure | webserver.ztnademo.com:9443 & & :

Access Denied

The page you requested has been blocked by a firewall policy restriction.

Access is denied because the user is not authorized to access the resource.

4. Onthe HQ-FortiGate GUI, click Log & Report > Forward Traffic to check the deny logs for the student user.

[ HQ-tortitsate a acrir
[E1300! - e

@ Dashboad 2 & B R EIORINOTEETT & Addlilter e [T Dctoi:
b Notwor ¢
el Crale"ime ¥ Suur ce Drzvice CresLinalivn 1 ng Metalls b
— ’ i . - _ . nervice TCD /e
kinuze azo 1C0.64.2.2532 = 00505594 e 100 .A4.1.10
2 minutes ago Sudent (100642.. @ Q05C35aL94c: 10064110 | = Datd
L . - . . . Received
Zminutes ago student (100.62.2.. R U0BUDRsaLYAe: WLS411YD | pujae CB
; 4 minutes ago sludent (100.6£.2... 8 U0Uinsalivdics  10Ce4110 | Recelved
B €
= Wil Cont-oller Packets
5 minutes ago szudent (100672, &R 00:5C:535ali90:cc 10061110 | SentByies CB
B
Systerm Senl
& minutes ago sudent (10067 2. M 005036190 10081010 | popers  ©
cuUrity Faodnic . :
Los & Revort 7 minutes ago soudent (100.67 2. 10061125 | Messass DCT'T‘* failed to
ag & Repo raleh apr ey
s T e 7 minutes ago 100.64.2.252 10C.64.1.25 palicy
Local Traffic 7 minutes ago saudent 1100642, 10C.64.1.25 | @ Aclion
EnfiEr T T rminutes ago 1C0.64.2.252 10C.44.1.25 | Action [.‘!erlg"t:lpoli::\,'
violation
B 7 minutes ago 1C0.64.2.250 10C.641.25 | wocyrity @ Blocked
i ' Action
Aivi 7 minutes ago 1C0.64.2.250 10C.04.1.25 Policy 1> e
Weh Filter 7 minutes azo 100042252 o O050imali9dics 10064110 | Policy Type  Prowy
551 T minutes ago 1C0.64.2.252 10C.641.27 | @ s=curity
S Query 7 minutes ago 1C0.04.2.252 10C.64.1.2% | Level mm
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You may need to filter the Source IP addressto 100.64.2.253 to see the related logs.

Verify the Behavior When the Security Posture Changes on the Endpoint

You will test a scenario where the endpoint security posture changed because of a malicious file. You will create a
test virus file to trigger the ZTNA tag detection that you created in the previous exercise.

To detect a malicious file and tag an endpoint

1. On the Remote-Client VM, open Notepad, and then create a file with dummy text.

2. Onthe C: drive, save the file as virus.

3. Open the FortiClient console, and then click the avatar to view the detected tags.
It may take a minute to see the updated tags.

FortiClient -- Zero Trust Fabric Agent =] = -

File Help

Add Full Name

Phone Add Phone
Email Add Email

Get personal info from
O User Input

+ BR 05 Updated 8/11/2021 8:27:09 AM
B Linkedin

P
& Google

® Salesforce

Status Online/Off-fabric
Hostname REMOTE-CLIENT

Domain

Zero Trust Tags @ Malicious-File-Detected

¥ Remote-Endpoints

4. On the desktop, open the Chrome browser, and then type https://webserver.ztnademo.com: 9443 to
access the web page.
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£ Access Denied x|+ °

< C A Notsecure | webserverztnademo.com:9443 *

Access Denied

The page you requested has been blocked by a firewall policy restriction.

Access is denied because the endpoint security posture has changed.

On the C: drive, delete the file virus.

On the AD Server VM, on the FortiGate GUI, click Dashboard > Users & Devices.

Open the Firewall Users widget to see the authenticated user.

On the FortiGate GUI, select student, and then click Deauthenticate to remove the user from FortiGate.

® N o o
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Create Dynamic Groups and Policies

In this exercise, you will create and test a firewall policy using ZTNA IP/MAC filtering. You will use an existing
ZTNA tag to block endpoint access when a malicious file exists on the endpoint. ZTNA IP/MAC filtering mode
enhances security when endpoints are physically on the corporate network, whereas full ZTNA mode focuses on
access for remote users.

Create a Firewall Policy

To enforce compliance for local endpoints, you can select a ZTNA IP/MAC filtering option and apply a ZTNA tag to
a firewall policy.

To create a new firewall policy to apply a ZTNA tag

1.

2,

On the HQ-FortiGate GUI, click Policy & Objects > Firewall Policy, and then click Create New to create a new

firewall policy.

In the New Policy window, configure the following settings:

Name

ZTNA

ZTNA Tag
Incoming Interface
Outgoing Interface
Source
Destination
Schedule

Service

Action

Enable this policy

Value

Block-Malicious

Enable this option, and then select IP/MAC filtering.
Malicious-File-Detected

port3

port1

all

all

always

ALL

DENY

<enable>

3. Click OK to add a new firewall policy.
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Name € Block-Malicious
FTHA [ OBV Ay s [P/ ACfiltering
ZTNA Tag & Malicious-File-Detected s

+

Incoming Interface ® LAN {port3) -

Qutgoing Interface [ portl -

Source = all %
+

Destination B all -3
+

Schedule always -

Service o ALL x
+

Action v ACCEPT R&NbENNG

Log Violation Traffic €
Comments | Write a comment.. Yy 0/1023

Enable this policy @
QK

4. Move the Block-Malicious policy above the IOC_Policy policy at the top.

Dynamic Groups and Policies

Test Endpoint Access Using the IP/MAC Filtering ZTNA Firewall Policy

You will test endpoint access control with a ZTNA tag.

To test endpoint access using the IP/MAC filtering ZTNA firewall policy

1. Onthe FortiClient-Laptop VM, ping IP 8.8.8.8 -t continuously to check connectivity to the internet.

It must be allowed.

2. On the FortiClient EMS GUI, click Zero Trust Tags > Zero Trust Tag Monitor.
There should not be any endpoints with the Malicious-File-Detected tag.

& [1zshheae » E-lauicil w by
L3 Endpaoirts y  EIRENCE-Endponts ()
£ Dr et & el »

Fa Endpoint Falicy & Congarars ¥
& Frapalrt Fenfie = »

EA 2212 Trast "zgs L

Zora Trust "ageing wies

G Forhlacoe Cutbeeakslerts

=°= FortiClient Endicint Management Server bl lrv ol 3~ 2 & adnin v

& PeTest
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On the FortiClient-Laptop VM, open Notepad, and then create a file with dummy text.

On the C: drive, save the file as virus.

fj-| E} mn < [ Drrive Tools
Horne Share R Manage
— = _ -
© - |a, » ThisPC » Local Disk (C) »
0 Favorites st
B Desktop . Perflogs
& Downloads ) Perled

= Recent places . Programm Files

- Prograrm Files (x86)

1M This PC ProgramData
m Desktop L termp
| Docurnents . testSighedPackage
& Downloads ) Users
o Music L Mind ows
=| Pictures
2 Videos | uvod

Open the FortiClient console, and then click the avatar to view the detected tag.

It may take a minute to see the updated tag.

ing CompliER bR DEINAD'S . CREndpoint Access Using the IP/MAC Filterin
g Comp p g 9

ZTNA Firewall Policy

FortiClient -- Zero Trust Fabric Agent

File Help

Administrator

Add Full Name

Phone Add Phone
Emall Add Ernail

Get persanal Info fram
& Usernput

« WM 05 Updated 8/10/2021 7:09:56 AM

B Linkedin
tc] Google

® Salesforce

Status Onlines On-fabric
Hostrame FORTICLIENT-LAR

Domaln

Zero Trust Tags @ palicious-File-Detected

6. On the FortiClient EMS GUI, click Zero Trust Tags > Zero Trust Tag Monitor.

An endpoint appears on the Malicious-File-Detected tag.
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=_= FortiClient Endpeint Vanagement Server B Invitaticrs @&« L. & admin v

die Zashboad > Endpoirt with Tzg
[0 =rdpoints % Bwalcious-F le-Datected (11
2 Zeployment & Irstales y  [ERdEEt i 05 IP Tagged on
B =rdpoint Policy & Ccmpanents > Foticiev=-Laptoyg H.’\dmiristrator ticrosce wirdows Ser.. 10.0.1.1C 2021-08- 3 06:07:15
[2 Srdpairt Prcfles >
I B3 Zero Trust Tags v

Zero Trust Tagoing Raes

Zero Trus: Tag kchizor

7. Onthe HQ-FortiGate GUI, click Policy & Objects > ZTNA.
8. Click ZTNA Tags, and then hover over the Malicious-File-Detected tag to see the endpoint details.

ZTNA Rules ZTNA Servers ZTNATags
‘ <+ Create New Group
eaql
Name Details Type
& Critical ZTNA P Tag
& High ZTNATag & Malicious-File-Detected Tag
Provided By @ EMSServer
& 10C 5uspicious Tag
Type IP
£ Local-Endpoints ResolvesTo 100.1.10 192.1680.010 | %8
B Low References 2 Tag
& Malicious-File-Detected ZTNAIP Tag
& Medium ZTNA IP Tag

The endpoint IP address is shown. The ping should have stopped because the endpoint is tagged with a
malicious file detection tag.

e Administrator: Command Prompt - ping 88838 -t |;|£-

bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110

COCOCOCOOOCoOOCOOoCO o oo CD
0 50 0 00 0 90 60 20,00 0 50 09 0
0100 50.00 0 90 00 20 00 20 90 00 0
T RonoDRonRDDOD

bytes=32 time=4ms TTL=110

equest

equest
Request
Request
Request
Request
Request
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9. On the FortiClient-Laptop VM, on the C: drive, delete the virus file.
After some time, a ping should start.

o) Administrator; Command Prompt - ping 8888 -t

bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=bms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ims TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ims TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ims TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ims TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ims TTL=110
bytes=32 time=4ms TTL=110
bytes=32 time=4ims TTL=110

COCOCOCoOoOoOoooOoooOooOOoooOoCROooOOoCoOoCoooCR
010 00 50 00 05 00/00 5 09,55 50/ 80 0 09 80 00 55 30.00 &0 00 59
2000 00 50 00 05 20/00 50 00 59 50/ 80 30/ 09 80 00 55 2080 &0 00 09
2009.99.90. 0922 20,00 20 09,89 80 09 20 00 89 20 00 2 20 0 0

10. Onthe AD Server VM, on the FortiClient EMS GUI, click Zero Trust Tags > Zero Trust Tag Monitor. There is no
Malicious-File-Detected tag.

11. Onthe FortiGate GUI, click Policy & Objects > ZTNA.
12. Click ZTNA Tags, and then hover over the Malicious-File-Detected tag.
There is no IP address.

ZTNA Rules ZTNA Servers ZTNA Tags

‘ + Create New Group

EXY
Name Details Type
& Critical ZTHA P Tag
B High ZTNATag @ Malicious-File-Detected Tag
Provided By € EMSServer
& 10C Suspicious Tag
Type IP
& Local-Endpoints escies T D Tag
B Low References 2 Tag
& Malicious-File-Detected LTNAIP Tag
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Lab 7: Diagnostics and Troubleshooting

In this lab, you will examine the files that are created by running the diagnostic tools of FortiClient and FortiClient
EMS.

Objectives
¢ Run FortiClient and FortiClient EMS diagnostic tools

Time to Complete

Estimated: 20 minutes

Prerequisites

Before beginning this lab, you must finish the previous lab.
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Exercise 1: Running Diagnostic Tools

In this exercise, you will run FortiClient and FortiClient EMS diagnostic tools on the FortiClient-Laptop VM and AD
Server VM.

Run the FortiClient Diagnostic Tool

You will run the diagnostic tool on FortiClient endpoints to gather system information.

"\ ' l, Before you run the diagnostic tool, you must change the FortiClient log level to
Debug. On the FortiClient EMS GUI, click Endpoint Profiles > Fortinet-Training,
click Edit on the System Settings tab, and then under Log, change the log level to

- Debug.

To run the FortiClient diagnostic tool from the FortiClient console

1. On the FortiClient-Laptop VM, open the FortiClient console.
2. Click About, and then click Diagnostic Tool to open the tool window.

FortiClient -- Zero Trust Fabric Agent \;‘i-
Forth“ent || Diagnostic Tool | |
7.0.00029

3. Inthe Diagnostic Tool window, click Run Diagnostic Tool.
4. On the console, click Run Tool.
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=] FortiClient Diagnostic Tool £

This tool generates detailed diagnostic information about wour system that will help the FortiClient team
identify issues being noticed on your machine,

When wou run the tool, it will generate a compressed file that will include the diagnostic information. To
help us diagnose the issue please create a technical support ticket and attach the Following details:

1. A description of the issues/bug vou are noticing.
Include information such as when this problem started and if aney third-party software updates
were installed recently,

2, Attach the compressed file created by diagnostic tool,
3. Did vou recently upgrade FortiClient software?
4, &ny other information or steps ko reproduce the problem.

5. Attach any screenshots of the errorfissues when possible,

| Run Tool || Close |

A command line window opens and the diagnostic tool runs tasks to collect system data.

upd

mini dump

mini dump files
i allation

Press any key to continue the VPN diagnostics.

After all tasks are completed, the tool opens the
C:\Users\Administrator\AppData\Local\Temp\1\Diagnostic_ Result link to show the
Diagnostic Result.zipfile.

Click Close to close the diagnostic tool.
Extractthe Diagnostic Result.zipfile, and then search for the SystemInfo. txt and ipconfig. txt files.
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If Windows cannot extract or unzip the folder, you may need to use 7-Zip software to
unzip a file. 7-Zip is installed on the VM.

8. Toreview the file content, click these files. When you click a file, a window opens and extracts the file to a
destination. Select Desktop for the destination.

sSelect a Destination -

Select the place where vou want to extract the selected
item(s), Then click the Extrack button,

B Desktop
& Adrmimstrator

t» /M This PC
I = Libraries
bﬁl‘l_i Metwork

) Resources

To view subfolders, dick the symbol next to a Folder,

Make Mew Folder | | Extrack || Zancel

Log files are compressed, so to read them, you must extract the files.

To run the FortiClient diagnostic tool from FortiClient EMS

1. On the AD-Server VM, log in to the FortiClient EMS GUI.
2. Click Endpoints > All Endpoints, and then select endpointIP 10.0.1.10.
3. Click Action, and then select Request Diagnostic Results to run the tool on the selected endpoint.

FortiClient EMS 7.0 Lab Guide 107

Fortinet Tachnologie . .
ortinet Vouchers & Dumps are Available on Brave-Dumps.com



Brave-Dumps.com

DO MQeTorBiEtEI\BILMrLﬁC Tool Exercise 1: Running Diagnostic Tools
© FORTINET

Endpoints @& Scan v 4 Patch v  [SMoveto » ¥ Action «
B AD-Server p Adrrinistrator 10.0.1.100 4 [¥ Request FortiClient Logs
03" Domain Controliers @ 1 |[& Request Diagnostic Results |
2" Forticlient-Laptap p Administrato 10.0.1.10 { Lpdate Signatures p
031 Other Endaoints Sr [5 Download Available FortiClient Logs [

® Deregister
A Quarantine

al oc K
[ Download Available Diagnostic Results
EElnlal=l" ~ntivirus Events  Webfilter Events  Vulnerability Eve _
~

Administrato  Connection @ Exclude from Managerment
Administrator Managed by EMS #* Revoke Client Certificate
Mo Email
@, O Other Configuration 2 Switch EMS ¢
Endpoints
a Policy Tt pd -
i M Clear Events
Device FortiClient-Laptop @ Profile Fi re
(o]} E¥ Microsoft Winda .. Off-Fabric Profile D | 1o 2o Uninstalled
alware
IP 10.0.1.10 Installer Hi
o % SetImportance v kion
MAC 00-50-56-31-8a-21 FortiClient 2 % SetCustom Tags »
Yersion !
Public IP 20647 132.124 # Sandbox installed

The tool starts to run in the background. The file should be available after three keepalive cycles. The default
is 60 seconds for each cycle.

4. Continuing on the FortiClient EMS GUI, click Action, and then select Download Available Diagnostics Results
to download the results file.

Are you sure you want to download the endpoint
log files for the selected clients?

5. Click Save again to download the file to the FortiClient EMS server download folder.

Run the FortiClient EMS Diagnostic Tool

You will run the FortiClient EMS diagnostic tool on the AD server to gather information. Before you run the tool,
you must change the FortiClient EMS log level to DEBUG.

To run the FortiClient EMS diagnostic tool

1. Onthe AD server, go to the FortiClient EMS installation folder at the following location: C: \Program Files
(x86) \Fortinet\FortiClientEMS.

2. Searchforthe EMSDiagnosticTool file, and then double-click the file to run the tool.

This PC » Local Disk (C:) » Program Files (x86) » Fortinet » FortiClientEMS

.

"~ MName Date modified Type Size

. EMSDiagnosticTool 18/10/2018 11:56 Application 383 KB
g pp

A command line window opens and the diagnostic tool runs tasks to collect system data.
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GL C:\Procram Files (x36)\FartinetiFort CliertEMS\EMSDiagnosticTeol axe — m] 4

3. After all tasks are completed, the tool opens the C: \Users\Administrator\AppData\Local\Temp\1 link to
showthe forticlientems diagnostic.zipfile.

4. Extractorunzipthe forticlientems 7.0.1.0103 diagnostic <XXXXXX-XXX—-XKXX~XXXX~
XXKXXXXXXX-XXXxxxx>.z1p file, and then search for the SystemInfo. txt, events, and debug xx-xx-
xxxx files.

5. Toreview the file content, click these files. When you click a file, a window opens and extracts the file to a
destination. Select Desktop for the destination.

Select a Destination -

Select the place where vou want to extract the selected
itemis). Then click the Extract buttan,

B Desktop

A Administratar
l: (M This PC

I = Libraries
[>*C1i_i Metwork

Resources

To view subfolders, click the symbol next to a Folder.

Make Mew Falder | | Extrack || Zancel

Log files are compressed, so to read them, you must extract the files.
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