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Change Log

This table includes updates to the FortiGate Infrastructure 7.2 Lab Guide dated 6/13/2022 to the updated
document version dated 8/30/2022.

Change Location

Various formatting fixes Entire guide
Updated URLSs to test http Lab 1, Exercise 1 and 2
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Lab 1: Routing

In this lab, you will configure the router settings and test scenarios to learn how FortiGate makes routing
decisions.

Objectives

¢ Route traffic based on the destination IP address, as well as other criteria
¢ Balance traffic among multiple paths

¢ Implement route failover

¢ Implement policy routing

¢ Diagnose a routing problem

Time to Complete

Estimated: 50 minutes

FortiGate Infrastructure 7.2 Lab Guide
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Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

FortiGate VM&4-KVM
1 w7.2.0 build1157 (Feature)

O admin -

Cq
I . System »
[ Backup ID Configuration »
D Restore 3 Change Password
X Scripts '

3. Click the + sign to expand the list.
4. Select the configuration with the comment initial, and then click Revert.

X Delete | i Deta ™ Save
ConfiglD Username Date Comments
38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
35 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FSSO
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/25 13:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/25 13:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial
5. Click OK to reboot.
9 FortiGate Infrastructure 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.comg



DO NOT REPRINT ~ °rave-bumes.com
© FORTINET

VM Usernames and Passwords

VM Usernames and Passwords

VM Username Password
Local-Client Administrator password
Remote-Client Administrator password
Local-FortiGate admin password
Remote-FortiGate admin password
ISFW admin password
FortiAnalyzer admin password
FortiGate Infrastructure 7.2 Lab Guide 10
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Exercise 1: Configuring Route Failover

In the lab network, Local-FortiGate has two interfaces connected to the internet: port1 and port2. In this exercise,
you will configure the port1 connection as the primary internet link and the port2 connection as the backup internet
link. Local-FortiGate should use the port2 connection only if the port1 connection is down. To achieve this
objective, you will configure two default routes with different administrative distances, as well as two link health
monitors.

Verify the Routing Configuration

11

You will verify the existing routing configuration on Local-FortiGate.

4 )
Take the Expert Challenge!

On the Local-FortiGate GUI (admin/password), complete the following:

» View the existing static route configuration on Local-FortiGate.
< Enable the Distance and Priority columns on the static route configuration page.
« Make a note of the Distance and Priority values of the existing default route.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure a Second Default Route on page 12.

\_ J

To verify the routing configuration

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click Network > Static Routes.
3. Verify the existing default route for port1.

TmClone il Delete Search Q

Destination Gateway IP = Interface Status =
-] IPv4 @
0.0.0.0/0 10.200.1.254 ® portl @ Enabled

4. Right-click any of the columns to open the context-sensitive menu.
5. Inthe Select Columns section, select Distance and Priority, and then click Apply.
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# Edit T EClone @ [ Delete Search

Destination

Gateway IP =
2E2 Best Fit All Columns

'® Reset Table

0.0.0.0/0
Select Columns

+" Destination
" Gateway IP
+ Interface
«" Status
" Comments
+" Distance
+" Priority
VRF

Apply Cancel

The Distance and Priority columns appear in the GUI.

+CreateNew | ¢ Edit  "m Clone W Delete Search Q

s

Destination + Gateway IP = Interface Status & Comments =

I Distance Priority I

0.0.00/0 10.200.1.254 # port1 @ Enabled 10 1

Note that, by default, static routes have a Distance value of 10 and a Priority value of 1.

Configure a Second Default Route

You will create a second default route using the port2 interface. To make sure this second default route remains
the standby route, you will assign it a higher distance.

(" )
Take the Expert Challenge!

¢ On the Local-FortiGate GUI, configure a second default route using port2.
* Assign it a Distance of 20 and a Priority of 5.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure the Firewall Policies on page 13.

G J
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To configure a second default route

1. Continuing on the Local-FortiGate GUI, click Network > Static Routes.
2. Click Create New.
3. Configure the following settings:

Field Value

Gateway Address 10.200.2.254
Interface port2
Administrative Distance 20

4. Click the + sign to expand the Advanced Options section.
5. Inthe Priority field, type 5.

New Static Route

Destination @ Internet Service
0.0.00/0.0.00

Gateway Address 10.200.2.254
Interface R port? | -
Administrative Distance @ 20 5
Commentls Wrile acommentL. . 4 0/255
Status (+REVEGN © Disabled

B Advanced Options

Priority €@ 5 =
6. Click OK.
A second default route is added.
*CreateNew | ¢ Edit m Clone T Delete Search Q
Destination & Gateway IP < Intcrface = Status + Comments ¥ Distance = Priority
0.0.0.0/0 10.200.1.254 M portl @ Enabled 10 1
0.0.0.0/0 10.200.2.251 M port2 @ Enabled 20 5

Configure the Firewall Policies

You will modify the existing Full_Access firewall policy to log all sessions. You will also create a second firewall
policy to allow traffic through the secondary interface.

13 FortiGate Infrastructure 7.2 Lab Guide
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4 )
Take the Expert Challenge!

¢ Continuing on the Local-FortiGate GUI, enable logging for all sessions in the existing Full_Access
firewall policy.

» Create a second firewall policy named Backup Access.
¢ Configure the Backup_Access policy to allow traffic from port3 to port2 with NAT enabled.
¢ Enable logging on the Backup_Access policy for all sessions.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see View the Routing Table on page 15

\_ _J

To configure the firewall policies

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Double-click the existing Full_Access policy to edit it.
3. Enable logging for All Sessions.

Logging Options

Log Allowed Traffic @O Security Events | AU
Generate Logs when Session Starts (I

Capture Packets »

Comments | Write acomment... / 0/1023

Enable this policy @

A\
- - All Sessions logging ensures that all traffic is logged and not only sessions inspected
q by security profiles. This will assist you in verifying traffic routing using the Forward
— Traffic logs.
4. Click OK.

5. Click Create New.
6. Configure a second firewall policy with the following settings:

Field Value

Name Backup_Access

FortiGate Infrastructure 7.2 Lab Guide 14
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Field Value

Incoming Interface port3
Outgoing Interface port2
Source LOCAL_SUBNET
Destination all
Schedule always
Service ALL
Action Accept
NAT Enabled
Log Allowed Traffic All Sessions
7. Click OK.

View the Routing Table

The Local-FortiGate configuration now has two default routes with different distances. You will view the routing
table to see which route was installed in the routing table and which route was installed in the routing table
database.

To view the routing table

1. On the Local-FortiGate CLI, log in with the username admin and password password.
2. Enter the following command to list the routing table entries:

get router info routing-table all

Note that the second default route is not listed.

3. Enter the following command to list the routing table database entries:
get router info routing-table database

4. Confirm that the second default route is listed as inactive.
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Local-FortiGate # get router info routing-table database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
> - selected route, * - FIB route, p - stale info

Routing table for VRF=0
3 0.0.0.8/0 [20/0] via 10.2080.2.254, port2, [5/0] |
*> 0.0.0.0/0 [16/0] via 10.200.1.254, portl, [1/0]

*> 10.0.1.0/24 is directly connected, port3

*> 10.200.1.0/24 is directly connected, portl
*> 10.200.2.0/24 is directly connected, port2
*y 172.16.1e0.8/24 is directly connected, port8

OO0 W

Stop and think!
Why is the port2 default route the standby route?

The port2 default route has a higher administrative distance than the port1 default route. When two or more
routes to the same destination have different distances, the higher distance route is not installed in the
routing table, but you can still see it in the routing table database.

5. Leave the Local-FortiGate CLI session open.

Configure Link Health Monitors

You will configure two link health monitors to monitor the status of both the port1 and port2 routes.

To configure link health monitoring

1. Continuing on the Local-FortiGate CLI session, enter the following commands to create a link health monitor for
port1 on Local-FortiGate:
config system link-monitor
edit portl-monitor
set srcintf portl
set server 4.2.2.1
set gateway-ip 10.200.1.254
set protocol ping
set update-static-route enable
next
end

2. Enter the following commands to configure another link health monitor for port2:
config system link-monitor
edit port2-monitor

set srcintf port2

set server 4.2.2.2

set gateway-ip 10.200.2.254

set protocol ping

set update-static-route enable

FortiGate Infrastructure 7.2 Lab Guide 16
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next
end

3. Leave your Local-FortiGate CLI session open.

Test the Route Failover

First, you will access various websites and use the Forward Traffic logs to verify that the port1 route is being
used. Next, you will force a failover by reconfiguring the port1 link health monitor to ping an invalid IP address. You
will then generate some more traffic, and use the Forward Traffic logs to verify that the port2 route is being used.

To confirm the port1 route is the primary route

1. Continuing on the Local-FortiGate GUI, click Log & Report > Forward Traffic.
2. Right-click any of the columns to open the context-sensitive menu.
3. Inthe Select Columns section, select Destination Interface.

o & © Add Filter

u)ate/T ime D Source Device

3seconds ago 222 Best Fit All Columns 8.8.8.8
3 seconds ago ‘D Reset Table 8.8.8.8
4 seconds ago 8.8.8.8
4 seconds ago Destination Family 8.8.8.8
5 seconds ago Destination Hardware Vendor 88838
5 seconds ago Destination Hardware Version 3888
5 seconds ago + Destination Interface 8.8.8.8

Destination Interface Role |

4. Scroll down in the context-sensitive menu, and then click Apply.
The Destination Interface column is displayed.

2 & © addFiter % - T Dutails
Dale/Time % Source Device Doslination | Application Name Resull Policy 1D
2 minutes ago 100110 m3838 “ 71B/179E Full Access(Ll M porid
2 minules ago 100,110 B 3888 v 71B/113B Full Accessi1) A poril
Zminutes ago 100110 ES 8888 + FTE/185E Full_Accessi1] M portl
2 minutes ago 100110 [ESER=F:5:1 + F7B/141%B Full Accessi1) A portl
Zminutes ago 10.0.1.10 =S 8E88 v 81B8/145B Full_Access (1) M port

5. Onthe Local-Client VM, open a few new tabs in the browser, and visit a few websites, such as:
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e http://neverssl.com

¢ http://www.testingmcafeesites.com

¢ http://eu.httpbin.org
6. On the Local-FortiGate GUI, click Log & Report > Forward Traffic.
7. Click the refresh icon.

[:] & [© Ad-riter

Date/ lime % Sourcc Dovice Diestination
2022/05/16 03:08:33 100.1.10 55 100.21 215181 [www lesUingcalessies.con)
2022000116 D0m0d 10.0.1.10 i 140312445 (beaut tulserenstunmagic neverssl.oom)
2022/08/16 03:08:03 10,0110 B5 34,223.124.45 (beaut fulserensfunmaglc.neverssl.oom)
2022/00/16 02:08:02 10.0.1.10 55 34.223.124.45 (beaut fulserensfunmagic.neverssl.ocom)
2022/08/16 007112 100.1.10 B5 34,138.24.105 (push.services.mozlllz.com)

8. Locate the relevant log entries for the three websites you accessed, and verify that their Destination Interface
indicates port1.

2 & [0 |
S Saurce Devlcs earinarion Appllz.. Reallt Frlliy Dzstination Interfars
100.1.10 b 14250116 (e b e g s uslsisLon | sl | ull_Ac s (1) A pull
100,120 b 54, 14 60224 u biLpbinue ) Ly, FLos MU Tull_Aguess | 1) A puil1
100,110 b 54 14/ 63 204 (L billpbin.ueg) o 165 RE TEY AOLE ™ puill
100.1.10 =1 54, 14763 244 [cu hittpbin.crg) ~* SYSKE 42835 KB P portl
a0 e N2 12 AR (e testingmra‘essltasonm) o 101 ER AR D B part1
IELIUES 1S D02 100110 bt A0LE121 5 18 hwweas Lusting il ecsilos o) w16 E 1128 ™ pull
(2022708146 09:08:03 100110 =0 34.223.124 £5 (besutifulsorencfu s magic.noverssl.oam) » 10AKE 290 KB M portdl
0720814 090803 N0 = 34,27 3.1 205 (beautifulerensfu nmagic.neverssloom] # FTIR/304 %R Fill Aecess |1 B partl
10010 fai 0. 270,124 45 (her tiulzerenefu s magle.nevarasl com) Ll 11 10 b e} Cill_Aeress 1) B port1

This verifies that the port1 route is currently the route in use.

To force the failover

1. Return to the Local-FortiGate CLI session, and then enter the following commands to modify the port1 link monitor:

config system link-monitor
edit portl-monitor
set server 10.200.1.13
next
end

2. Wait a few seconds.

Because 10.200.1.13 is a non-existent host in the lab network, the link health monitor does not receive any
replies. Because of this, the link health monitor assumes that the port1 internet connection is down, and
removes the corresponding route from the routing table.

3. Leave your Local-FortiGate CLI session open.

To verify the route change

1. Continuing on the Local-FortiGate GUI, click Log & Report > System Events > General System Events.
Verify that the Local-FortiGate detected the link failure and removed the corresponding port1 route.

FortiGate Infrastructure 7.2 Lab Guide 18
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a2 & | @ AddFiller | il System Everts - | [z - [ Detaild

CizteTime Lew=l Igar Message Log Description

34 seconds ago Static roule on interfzee port] may be removed by link-moniter parc-moniter.. Roulicg information changed

3 szconds age - Link Menitor initial state is dead, protocel ping Link manitor status

37 szconds age [ ] acrmin Edit systemlinl-menitor port L-menitor Olject att-ibute configured

Sninules ago Static reule an interfzee port? may be sdded by Tnk oenitar port2 manilor B Rouling information changedd

I minutes apo - Link Mznitar charged state from dead to alive, pratecal: ping. Link mznitar status

Aminutcs ago Static routc onintorface port1 may be added by link manitor port T menitor . Routirg information changed

2. Click Dashboard > Network, and then click Routing to expand it to full screen.
3. Verify that the port2 route replaced the port1 route in the routing table.

4+ Routing 2 [ Static & Dynamic
Type Interfaccs
W Connesled W por 2
[ static O port3
M pon 11
Foutas @ ot
Q, Route Lookup || @ View @ Create Address Search Q
Netwark = Gatewsay [P = Interfaces & Distance % Typ= %
0.0.00/0 10.200.2.25%1 M port2 20 Static
10.0.1.0424 0000 M portd 4] Connected
10.200.1.0/24 0000 ¥ portl 4] Connected
10.200.2.0/24 0000 ¥ port? 4] Connected
172161000424 0000 ® portd 4] Connected

To verify traffic logs

1. On the Local-Client VM, open a few new tabs in the browser, and visit a few websites, such as:
e http://neverssl.com
¢ http://www.testingmcafeesites.com
¢ http://eu.httpbin.org
2. Return to the browser tab where you are logged in to the Local-FortiGate GUI, and then click Log & Report >
Forward Traffic.
3. Locate the relevant log entries for the three websites you accessed, and verify that their Destination Interface

indicates port2.
2 2 [o s
Dzte/Tve K Soliree Nevles MNastinatlan App... Resul Ay Nestinarne Intarfane
10,0110 B2 5A4.147.68.244 {zw hitp binorz) & IGB/112E Backuz fcozes (2) ¥ port
100110 == AP RA.2A8. 70 fervwetest ngmeafeesltas.com) W MARS1ZD0 Niackun_&rraes (7] ¥ por?
100110 Lo 54203 14 4 uniguesTver beighilau nee L V1AB11YE B loup_faoss (2 o porll
10010 = 3427 3 2% uniquesi verhri ghtsenest.neverssl.eom) & 106 kR S0KR Rackup Avcsss (7] E port?

This verifies that the Local-FortiGate is using the port2 default route.

Restore the Routing Table

Before starting the next exercise, you will restore the port1 link health monitor server configuration with a valid
host address, which will restore the port1 default route as the best route in the routing table.
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To restore the port1 health monitor configuration

1. Return to the Local-FortiGate CLI session, and then enter the following commands:
config system link-monitor
edit portl-monitor
set server 4.2.2.1
next
end

2. Close the Local-FortiGate CLI session.

To verify the routing table

1. Continuing on the Local-FortiGate GUI, click Dashboard > Network, and then click Routing to expand it to full

screen.
2. Verify that the port1 route replaced the port2 route in the routing table.
. Type T Inlerlaces
B Gl T W el
1 s L "I 1 aartd
ij W sorl2
Q Route Lookup | @ Wiew | @ Create Address Search a,
Metwiork = Gatoway [P Intertaces & Cistance Tree ¥
Q00000 10.200.1.254 1= port1 10 SLalic
10.0.2.0/24 0.0.00 =] port3 C Cannecter
102001024 0.0.0.0 [*] port1 [ Connected
A0.200.2.0/24 O.0.0.0 =] port? o Connerled
3. Close the browser.
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Exercise 2: Configuring Equal Cost Multipath and Policy
Routing

In this exercise, you will configure equal cost multi-path (ECMP) routing on Local-FortiGate to load balance the
internet traffic between port1 and port2. After that, you will configure a policy route to route HTTPS traffic through
port1 only.

Configure Administrative Distance

To establish ECMP, first you will configure multiple static routes with the same administrative distance.

4 )
Take the Expert Challenge!

On the Local-FortiGate GUI (admin/password), complete the following:
¢ Change the port2 static route Administrative Distance to 10.
« Verify that both port1 and port2 default routes are present in the routing table.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Change the ECMP Load Balancing Algorithm on page 22.

\_ J

To configure administrative distance

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click Network > Static Routes.
3. Double-click the port2 static route to edit it.
4. Change the Administrative Distance to 10.
Edir Static Roure
Destinarion € Internet Sorvice
0.0.0.0/0.000
Gateway Addross 102002254
Interfacs [ port2 A
Administrative Distance @ 10 |
Comments Write a comment... #|0/255
Status [+ NG & Disabled
E3 Advanced Cptions
OK Cancel
5. Click OK.
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To verify the routing table

1. Continuing on the Local-FortiGate GUI, click Dashboard > Network, and then click Routing to expand it to full
screen.

2. Verify that both default routes are installed in the routing table.

€| Routing o=
- Iype Interfaces
W Connccted W portl
O Static O port2
[m
M ports
Q Raute Lookup @ View & Create Address Search Q
Network + Gateway IP + Intsrfaces = Distance Type +
0.0.00/0 10.200.1.254 M portl 10 Static
0.0.0.0/0 10.200.2.254 M port? 10 Static
100.1.0/24 0.0.00 i portd o] Caonnectad
1020010424 0000 # poret 4] Connectad
102002.0/24 0.0.00 ¥ port2 4] Connected
172.16.100.0/24 0.0.00 i porté 0 Connected

Change the ECMP Load Balancing Algorithm

By default, the ECMP load balancing algorithm is based on source IP address. This works well when there are
multiple clients generating traffic. In the lab network, because you have only one client (Local-Client), the source
IP address method will not balance any traffic to the second route. Only one route will always be used. For this
reason, you will change the load balancing method to use both source and destination IP addresses. Using this
method, as long as the traffic goes to multiple destination IP addresses, FortiGate load balances the traffic across
both routes.

To modify the ECMP load balancing method

1. On the Local-FortiGate CLI, log in with the username admin and password password.
2. Enter the following commands to change the ECMP load-balancing method:

config system settings
set vd-ecmp-mode source-dest-ip-based
end

3. Leave the Local-FortiGate CLI session open.

Verify Traffic Routing

You will generate some HTTP traffic and verify traffic routing using the Forward Traffic logs.
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4 )
Take the Expert Challenge!

¢ On the Local-Client VM, open a few new browser tabs, and then generate some HTTP traffic.
 Verify the traffic routing on Local-FortiGate, using the Forward Traffic logs.
« |dentify why all the outgoing packets are still being routed through port1.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure Priority on page 24.

\_ _J

To verify traffic routing

1. On the Local-Client VM, open new tabs in the browser, and visit a few websites, such as:
e http://neverssl.com
¢ http://www.testingmcafeesites.com
¢ http://eu.httpbin.org
2. Onthe Local-FortiGate GUI, click Log & Report > Forward Traffic.
3. ldentify the Destination Interface in the relevant log entries for the websites you accessed.

& e Filter

F/Time R Smrce: Mlenvice: Mrastination Appliz_ Result Snliry Destinatien Infe face

0010021 100,210 S5 142.251.16.25 (ssfebrowsinggeogleapls.com) W 127 kD 0O0KD Tull_Access [1) ¥ portl
0000 100,110 5 54, 147.60.244 [ewhttpbin.org) ¥ L0LED/ LSS MD ] ¥ porct
000037 bl ] =5 54, 147.60.244 [suhtipiinarg) o LA7RDODF0KD ¥ partl
[Leebimtsd 1 u 54, 146802 [ualillpinm g) WYL S A2EED kE ™ paril
Y07 hD .0 51002158 (wanacrestingmeatess escnm) LA KR ARTKR &l parr
[LE-T LR 10 0 || L2185 161 [warmestingmeareas es.com) A ] Dy ] [# partl
[EEa LA FR 100220 = au LiTulsur enclunmiag coeerssloonn) w15 e L e M poril
YIRS 100770 =34 Autifulzzrensfunmag rneverssleam) « ST1R/304KR &l parr

& 000003 100120 =5 34,223,122.45 [beavt fulserensfurmagl cneversshoom) 218071220 ¥ partl

Why are all the outgoing packets still being routed through port1?

Stop and think!
The port2 route is not being used to route internet traffic. Why?

At the beginning of this exercise, you set a distance of 10 on the port2 route but you didn't change its priority.
The port2 route priority is still 5 and you configured it in the previous exercise (see Configure a Second
Default Route on page 12). In addition, the port1 route has distance and priority values of 10 and 1,
respectively.

When two routes to the same destination have the same distance, both remain in the routing table.
However, if the priorities are different, the route with the lowest priority value—port1 in this case—is used.
To achieve ECMP with static routes, the distance and priority values must be the same for all routes.
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Configure Priority
Configure Priority
You will change the priority value for the port2 route to match the port1 route.
( )

Take the Expert Challenge!

On the Local-FortiGate GUI, modify the static routing configuration so both default routes are eligible for
ECMP.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Verify ECMP on page 24

. J

To configure priority

Continuing on the Local-FortiGate GUI, click Network > Static Routes.
Double-click the port2 default route to edit it.

Click the + sign to expand the Advanced Options section.

Change the Priority value to 1.

Click OK.

o ODd=

Verify ECMP
Now that both port1 and port2 routes share the same distance and priority values, they are eligible for ECMP.
First, you will verify the routing table, and then you will verify traffic routing using the Forward Traffic logs.

To verify the routing table

1. Return to the Local-FortiGate CLI session, and then enter the following command on Local-FortiGate:
get router info routing-table database

2. Verify that both default routes are currently active.
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Local-FortiGate # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0
* 9.0.0.0/8 [16/0] via 18.200.1.254, portl, [1/8]
[1e/0] via 10.200.2.254, port2, [1/0]
10.0.1.€/24 1is directly connected, port3
10.200.1.€/24 is directly connected, portl
10.200.2.€/24 is directly connected, port2
172.16.1ee.8/24 is directly connected, port8

0O 000 (7]

To configure the CLI sniffer

1. Continuing on the Local-FortiGate CLI session, enter the following command:

diagnose sniffer packet any 'not host 172.16.100.1 and not host 172.16.100.3 and tcp
[13]&2==2 and port 80' 4

The filter 'tcp[13] &2==2" matches packets with the SYN flag on, so the output will
show all SYN packets for port 80 (HTTP).

2. Leave the Local-FortiGate CLI window open in the background.

To verify ECMP routing

1. On the Local-Client VM, open new tabs in the browser, and visit a few websites, such as:
¢ http://neverssl.com
¢ http://www.testingmcafeesites.com
¢ http://eu.httpbin.org

2. Return to the Local-FortiGate CLI session, and then press Ctr1+C to stop the sniffer.
3. Analyze the sniffer output.

interfaces=[any]

filters=[ not host 172.16.100.1 and not host 172.16.100.3 and tcp [13]&2==2 and port 80]
15.259808 port3 in 10.0.1.10.59008 -> 10.0.1.254.80: syn 466743594

15.259852 port3 out 10.0.1.254.80 -> 10.0.1.10.59008: syn 353221843 ack 466743595
23.978331 port3 in 10.0.1.10.37100 -> 142.250.178.3.80: syn 295878995

23.978363 port2 out 10.200.2.1.37100 -> 142.250.178.3.80: syn 295878995|

23.989237 port2 in 142.250.178.3.80 -> 10.200.2.1.37100: syn 3769881762 ack 295878996
23.989266 port3 out 142.250.178.3.80 -> 10.0.1.10.37100: syn 3769881762 ack 295878996
25.344376 port3 in 10.0.1.10.59028 -> 10.0.1.254.80: syn 2722725739

25.344429 port3 out 10.0.1.254.80 -> 10.0.1.10.59028: syn 2137161840 ack 2722725740
29.372892 port3 in 10.0.1.10.43854 -> 13.224.241.45.80: syn 2300148725

9.372923 portl out 10.200.1.1.43854 -> 13.224.241.45.80: syn 2300148725
29.372960 port3 in 10.0.1.10.43856 -> 13.224.241.45.80: syn 277093036
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The SYN packets are egressing both port1 and port2. This verifies that Local-FortiGate is now load
balancing all internet traffic across both routes.

4. Leave the Local-FortiGate CLI session open.

Configure a Policy Route for HTTPS Traffic

You will force all HTTPS traffic to egress through port1 using a policy route. All other traffic should remain
unaffected and balanced between port1 and port2. To implement this, you will configure a policy route.

To configure a policy route for HTTPS traffic

1. Continuing on the Local-FortiGate GUI, click Network > Policy Routes.
2. Click Create New.
3. Configure the following settings:

Field Value

Incoming interface port3
Source Address > IP/Netmask 10.0.1.0/24

Destination Address > IP/Netmask 0.0.0.0/0

Protocol TCP

Source ports From 1 to 65535
Destination ports From 443 t0 443
Action Forward Traffic
Outgoing interface Enabled and port1
Gateway address 10.200.1.254

The policy route should look like the following example:
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MNew Routing Policy

Il incoming Lralfic inalches:

Ircoming interface ™ portd o
+
Seurce Addross
1P MNetmask 10.0.1.0/24
Addrosscs +

Destination Address

IP/Natmasle
Addresses +
Internet service +
Protocol UDP | SCTP | ANY | Speciy
]
Source ports 1 I - 65635 Z
Destination ports 443 - 443 =
Type of serviee 0x00 Bit Mask | owpo
Then:
Action I Farward Trafiic | Stop Policy Routing
Outzoing interface €0 M portl -
|Gateway address | 10.200.1.254 |
Comiments Write acomment... #0/255
Status CAERIEEN © Disakled
4. Click OK.

Verify the Policy Route

First, you will verify the routing table, and then you will verify policy routing by generating HTTPS traffic and
viewing the CLI sniffer output.

To verify the policy route table

1. Continuing on the Local-FortiGate GUI, click Dashboard > Network, and then click Routing to expand it to
fullscreen.
2. Inthe upper-right corner, click Static & Dynamic, and then select Policy in the drop-down list.

[+]

€ Rouling

Q) RouteLockup | & Visw Szarch o]
From = Source ¥ To% Destination * Gatewzv [P % Pratocal & Action ¥ HicCount *
| P port2 100.1.0/285.255.255.0 ey COO0C000 10.200.1.254 TCR & Roule 2

To verify policy routing for HTTPS traffic

1. Continuing on the Local-FortiGate CLI session, enter the following command on Local-FortiGate:
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diagnose sniffer packet any 'not host 172.16.100.1 and not host 172.16.100.3 and tcp
[13]&2==2 and port 443' 4

vy
iy -
As before, this sniffer filter matches packets with the SYN flag on, but this time for port
443 (HTTPS).

Leave the Local-FortiGate CLI window open in the background.

2. Onthe Local-Client VM, open new tabs in the browser, and then visit a few HTTPS websites, such as:
¢ https://www.fortiguard.com
¢ https://support.fortinet.com

3. Onthe Local-FortiGate CLI session, and then press Ctr1+cC to stop the sniffer.
4. Analyze the sniffer output.

Local-FortiGate + disgnose sniffer packet any ' net host 172.16.100.1 and not host 172.16.100.2 and top [1l3)1&2==Z and port 442 ' 4
Using Criginal &niffing Mode

interfacss=[any]

Eilters=[ not hest 172.16.100.1 and net host 172.16.100.3 and teop [13162==2 zand port 443 ]
12.303443 port3 ip 10.0.1.10.60836 > 216.55.212.2368.443: syn 2357706183

12.303492 port]l out 10.200.1.1.60836 —> 216.58.212.238.443: eyn 22517051nﬂ

12.315580 portl in 216.58.212.238.443 =» 10.200.1.1.60836: syn 1471283280 ack 2257706184
12.31560% port3 out 216.58.212.238.443 —> 10.0.1.10.60836: syn 1471283280 ack 2257706154
12.325610 portd in 10.0.1.10.60838 —> 216.58.212.238.443: asyn 2616224242

2.32564]1 portl out 10.200.1.1.6083% == 218.58.212.238.443: syn 2618224242

12.3683%E8 portl in 216.58.212.236.443 > 10.200.1.1.00838: syn 1436B5BELDS ack 2616224243
12.366423 port] out 216.58.212.238.443 —> 10.0.1.10.50838: syn 1436688815 ack 2616224243
14.174960 portd inp 10.0.1.10,.52464 -» 104.20.185.68.443: syn 4051702207
h4.l?5001 portl out 10.200.1.1.52464 - 104.20.185.658.443: syn 1051?0290ﬂ

14.180433 portd in 10.0.1.10.44474 —> F5.2.13.80.443: eyn 3827446475

14.180464 portl oot 10.200.1.1.44414 => 75.2.13.80.443: syn 2827440475

14.223168 portd in 10.0.1.10.45960 —> 34.95.68.45.443: syn 2512B08311

14.223223 port]l out 10.200.1.1.45360 —> 34.95.5%9.49.443: eyn 25129053]1'

The SYN packets are egressing port1 only. This verifies that Local-FortiGate is applying the policy route for
HTTPS traffic.

To verify non-HTTPS traffic routing

1. Continuing on your Local-FortiGate CLI session, enter the following command:

diagnose sniffer packet any 'not host 172.16.100.1 and not host 172.16.100.3 and tcp
[13]&2==2 and port 80' 4

2. Onthe Local-Client VM, open new tabs in the browser, and then visit a few HTTP websites, such as:
e http://neverssl.com
¢ http://www.testingmcafeesites.com
e http://eu.httpbin.org

3. Onthe Local-FortiGate CLI session, press Ctr1+C to stop the sniffer.
4. Analyze the sniffer output.
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Local=FertiGate 4 diagnese sniffer packet any ' net host 172.16.100.1 apd net host 172.16.100.3 and tep [13)82==2 and pert 80 ' 4
Using Original Sniffing Modo

irtarfaces=[any]

filters=[ not hest 172.16.100.1 and not hest 172.16.100.2 and tep [1l3]&2==2 and port 30 )
2775254 pertd Iin 16.0.1.10.59632 -> 10.0.1.254.80: syn 2508132360

ST783CL pert3 cut 10.0.1.254.80 == 10.0.1.10.59632: syn 20263069222 ack 2508192381
L677535 porkd in 10.0.1.10.3497¢ > 159.183.111.20.80: syn 472086948

677583 partl ecut 10.200.1.1.34970 —> 159.182.111.20.80: =yn 472056919'

.783368 portl in 159.182.111.20.80 -> 10.200.1.1.34970: syn 1644072450 ack 4720868438
.T854C2 pertd cut 159.182.111.20.80 -> 10.0.1.10.34970: syn 1644072450 ack 472086549
L9250¢1 pert3 in 10.0.1.10.55512 =» 1237.117.€6.167.80: syn 3B23ED368E

L925997 port2 cut 10.200.2.1.55512 —> 137,117.66.167.80: syn 3623E93685|

10.01069%6 port? in 137.117.66.167.080 -= 10,20¢.2.1.,55512: =yn 2660954481 ack 1623053636
10.010730 port? out 137.117.66.167.80 -> 10.0.1.10.55512: =syn 2668354481 ack 3623853686
17.232652 portd ir 10.0.1.10.55956 -> 198.49.746.233.80: ayn 1376662311

292802 port? out 10.200.2.1.55958 -> 125.49.146.233.80: syn 137E662311

17.377137 portd in 198.49.146.233.80 —» 10.200.2.1.55856: syn 3963866044 ack 1376662312

GRS

-

HTTP (port 80) traffic remains unaffected by the policy route, and is still load balanced across both port1 and
port2 routes.

Stop and think!

The Local-FortiGate configuration still has the two link health monitors for port1 and port2. Do they also
enable routing failover for ECMP scenarios?

Yes. If Local-FortiGate detects a problem in any of the routes, the link monitor removes the corresponding
route, and all internet traffic is routed through the remaining route.

5. Close the Local-FortiGate CLI session and browser.

29 FortiGate Infrastructure 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Lab 2: VDOM Configuration

In this lab, you will examine how to create a virtual domain (VDOM) and configure an inter-VDOM link.

Objectives

¢ Use VDOMs to split a FortiGate into multiple virtual devices
* Create an administrative account and limit access to one VDOM
¢ Use inter-VDOM links to route traffic between VDOMs

Time to Complete

Estimated: 40 minutes

Topology

The goal of this lab is to create the following topology. You will use VDOMs to logically split Local-FortiGate into
two virtual firewalls: the root VDOM and the customer VDOM. Both VDOMSs are running in NAT mode, so all
internet traffic coming from Local-Client must first pass through the customer VDOM, and then through the root

VDOM.

g

. 2,
linkC -y port1

1010 100 1730 ’2.,“\\ 10.200.1.1/24

>,

Local-FortiGate,

vink root VDOM
10.10.100.2/30
Linux
10.200.1.254
el ’,%
port3 i \
1001 2rd/R4 [\ D
Local-FortiGate T g
customer \'DOM x;;;;.\':: / e

| LocalClient
10.0.1.10
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Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

FortiGate VM&4-KVM
1 w7.2.0 build1157 (Feature)

O admin -

Cq
I . System »
[ Backup ID Configuration »
D Restore 3 Change Password
X Scripts '

3. Click + to expand the list.
4. Select the configuration with the comment local-vdom, and then click Revert.

X Delete | i Deta ™ Save
ConfiglD Username Date Comments

38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
35 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FSSO
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/25 13:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/25 13:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial

5. Click OK to reboot.
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Exercise 1: Creating VDOMs and VDOM Obijects

In this exercise, you will examine how to add a new VDOM. Then, you will create an inter-VDOM link between the
VDOM you added and the root VDOM. You will also create an administrator account that has access to only one
VDOM.

Vs
- >
The configuration file for this exercise already has VDOMs enabled. You will use only
multi-vdom mode in this exercise.

Create a VDOM

A FortiGate with VDOMs enabled includes a root VDOM. You can create additional VDOMs to split the physical
FortiGate into multiple virtual firewalls. In the next steps, you will add a second VDOM.

To create a VDOM

1. Connectto the Local-FortiGate GUI, and then log in with the username admin and password password.
You will notice that the FortiGate menu has changed. This is because VDOMs are enabled. There is now a
drop-down list at the top of the menu, and a VDOM drop-down list on the title bar. In the VDOM drop-down list,
you can select global settings or VDOM-specific settings for the root VDOM. The default setting is Global.

VDOM: & Global =

& Global

& root

2. Inthe VDOM drop-down list, select Global.
3. Click System > VDOM.

4. Click Create New.

5. Configure the following VDOM settings:

Field Value

Virtual Domain customer
Type Traffic
NGFW Mode Profile-based
WiFi country/region Canada
6. Click OK.
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Notice that the drop-down list at the top of the menu and the VDOM drop-down list show a third option—the
VDOM-specific settings for customer.

& Local-FortiGate -

[ Local-FortiGate (Fabric Root)
@ Global

€% customer

vDOM: & Global -

& Global

_
€% root & root
~No topology devices

Create a Per-VDOM Administrator

You will create an administrator account that has access to the customer VDOM only.

To create a per-VDOM administrator

1. On the Local-FortiGate GUI, click Global > System > Administrators.
2. Click Create New > Administrator.
3. Configure the following settings:

Field Value

User Name customer-admin
Type Local User
Password fortinet

Confirm Password fortinet
Administrator Profile prof_admin
Virtual Domains customer

4. Inthe Virtual Domains list, remove root to restrict the new administrator's access to customer.

Virtual Domains & customer x
O root E
+
33 FortiGate Infrastructure 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com ?



Brave-Dumps.com

DO &LQI aErE\RJ\ML VDOM Objects Move an Interface to a Different VDOM

© FORTINET

New Administrator

Username I customer-admin I

Type Local User
Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI) group

Password sessnsne @
Confirm Password sssssess @
Comments Write a commment... 4 0/255
Administrator profile -
Virtual Domains x
+
5. Click OK.

Move an Interface to a Different VDOM

The customer-admin account can log in only through an interface in the customer VDOM. Therefore, move the
port3 interface, which connects to the internal network, to the customer VDOM.

To move an interface to a different VDOM

1. Continuing on the Local-FortiGate GUI, click Global > Network > Interfaces.

2. Edit port3.
3. Inthe Virtual Domain drop-down list, select customer.
Edit Interface

MName [® port3

Alias

Type [® Physical Interface

VRFID © 0 3

Virtual domain | € customer -
4. Click OK.

5. Click OK to confirm the configuration.
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Add the DNS Service to an Interface

For Local-Client, the DNS server is port3. First, you will enable the DNS database in the Feature Visibility
section. Then, you will add DNS service to port3.

To enable the DNS database

1. Continuing on the Local-FortiGate GUI, in the VDOM drop-down list, select the customer VDOM.

VDDM:lﬂ customer vl

& Global

€ root

2. Click System > Feature Visibility.
3. Inthe Additional Features section, enable DNS Database.

Additional Features
' (B Advanced Endpoint Control
' ® Allow Unnamed Policies
@ DNS Database
4. Click Apply.

To add DNS service to an interface

1. Continuing on the Local-FortiGate GUI, in the customer VDOM, click Network > DNS Servers.
2. Under DNS Service on Interface, click Create New, and then configure the following settings:

Field Value

Interface port3
Mode Forward to System DNS
MNew DNS Service
Interface [# port3 -
Mode Recursive | Non-Recursive JEelaWEIG RIS =1yl BN
DNS Filter »
DNS over HTTPS (B
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3. Click OK.
4. Logout of the Local-FortiGate GUI.

H € admin -

FortiGate VM&4
v7.0.

£ System ’
[ Configuration »

& Change Password
= Logout

Test the Per-VDOM Administrator Account

To see what access is available to the customer-admin account, try logging in to the FortiGate-Local GUI as
customer-admin.

To test the per-VDOM administrator account

1. On the Local-Client VM, open a browser, and then connect to the Local-FortiGate GUI.

2. Login, but this time, use the administrator name customer-admin and password fortinet.

3. View the GUI and examine what the VDOM administrator is allowed to control.
Because the customer-admin administrator can access the customer VDOM only, the GUI does not display
the Global configuration settings or the VDOM-specific settings for the root VDOM.

4. Logout of the Local-FortiGate GUI, and then log in again with the username admin and password password.
This account has access to the global settings and all VDOMs.

Stop and think!
Why is the dashboard different between the two login sessions?

Logging in with the admin account gives you full access to the root VDOM, as well as the
FortiGate system resources. Logging in with the customer-admin account gives you access to
the customer VDOM only, and does not give you access to the system resource details.

Execute Per-VDOM CLI Commands

After you enable VDOMSs, the GUI menu structure and CLI tree structure change. You will examine the differences
on the CLI for VDOMs.
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To execute per-VDOM CLI commands

. On the Local-FortiGate CLI, log in with the username admin and password password.
2. Tryto run the following command to list the routing table:

get router info routing-table all

Did the CLI reject this command? To run this command when VDOMSs are enabled,
you must specify the VDOM first, in order for FortiGate to know which VDOM routing
table to display.

3. To enter the customer VDOM context, enter the following commands:

config vdom
edit customer

vg Be careful when you type VDOM names with the edit command.
b -
9 VDOM names are case-sensitive, and the edit command can both modify and
create a VDOM. For example, if you enter edit Root, you will not enter the pre-

existing root VDOM. Instead, you will create and enter a new VDOM named Root.

Now that you have specified the VDOM, try looking at the routing table again, using the following command:
get router info routing-table all

The command works now. The information displayed in the routing table is specific to the customer VDOM.

Remember that each VDOM has its own routing table.

. Go to the root VDOM context, using the following commands:

next
edit root

Enter the following command to list the routing table:

get router info routing-table all
This time, the information displayed in the routing table belongs to the root VDOM. You will see that this table
is different from the one for the customer VDOM.

. Close the Local-FortiGate CLI session.
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Exercise 2: Configuring an Inter-VDOM Link

In this exercise, you will examine how to route traffic between two VDOMs using an inter-VDOM link.

Create an Inter-VDOM Link

You will create an inter-VDOM link to route traffic between two VDOMs.
To create an inter-VDOM link

Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
In the Global VDOM settings, click Network > Interfaces.

Click Create New, and then select VDOM Link.

In the Name field, type v1ink.

o ODd=

In the Interface 0 (vlink0) section, configure the following settings:

Field Value

Virtual Domain root
IP/Network Mask 10.10.100.1/30
Administrative Access HTTPS, PING, SSH

6. Inthe Interface 1 (vlink1) section, configure the following settings:

Field Value

Virtual Domain customer
IP/Network Mask 10.10.100.2/30
Administrative Access HTTPS, PING, SSH
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New VDOM Link

MName  vlink

Interface O (vlinkQ)

Virtual Domain & root -

IP/Netmask 10.10.100.1/30

Administrative Access HTTPS PING (J FMG-Access

Security Fabric

9
& ssH O sNMp Connection

Comments Write a comment. .. 4 0/255

Status [+ NNEVECN © Disabled

Interface 1 (vlink1)

Virtual Domain & customer -

IP/Netmask 10.10.100.2/30

Administrative Access HTTPS PING () FMG-Access

Security Fabric

v
& ssH O snmp Connection

Comments Write a comment... 4 0/255

Status [+ NN © Disabled

7. Click OK.
After you create the inter-VDOM link, notice the two inter-VDOM subinterfaces that were added in the root
and customer VDOM s (expand vlink). These interfaces are named vlink0 and vlink1. You can use them to
route traffic between two VDOMs.

Name * Type + Members % IPMetmask Administrative Access 5 DHCP Clients % CHCP Ranges ¥ Virtuzl Damain ¥ Ref +

Physleal Intorface

B % vooM Link @

L] % vlirk % VDM Link & root

i & customer

Fooe % ikl % VDG Link el WA D01/ 255.255.555. 257 PING o ol

: HTTPS
s5H

& % dickl % VDM Link Incetace WA D255 2555355 257 PING & customer

HII¥s

S5H

Configure Routing Between VDOMs

You will add the static routes to both VDOMs to route traffic between them. The objective is to have internet traffic
from Local-Client cross the customer VDOM first, and then cross the root VDOM, before the traffic goes to the
Linux server and the internet.
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To configure routing between VDOMs

1. Continuing on the Local-FortiGate GUI, in the VDOM drop-down list, select the customer VDOM.

VDDM:lﬂ customer v|

& Global

<& root

2. Click Network > Static Routes.
3. Click Create New to specify a default route for the customer VDOM.
4. Add the following route:

Field Value

Destination Subnet
0.0.0.0/0.0.0.0
Gateway Address 10.10.100.1
Interface vlink1
5. Click OK.

Now, you will specify a route for the root VDOM to the internal network.

6. Inthe VDOM drop-down list, select root.

VDOM] €% root -

& Global

& customer

7. Click Network > Static Routes.
8. Click Create New.
9. Configure the following route:

Field Value

Destination Subnet
10.0.1.0/24
Gateway Address 10.10.100.2
Interface vlinkO
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10. Click OK.

Configure Firewall Policies for Inter-VDOM Traffic

You will create firewall policies to allow internet traffic to pass through the customer and root VDOMs.
4 )
Take the Expert Challenge!

On the Local-FortiGate GUI (10.0.1.254 | admin/password), configure the appropriate firewall policies
to allow traffic to flow freely across the inter-VDOM link. This requires two firewall policies, one from port3 to
vlink1, and one from vlink0 to port1.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Test the Inter-VDOM Link on page 42.

To configure firewall policies for inter-VDOM traffic for port3 to vlink1

1. Continuing on the Local-FortiGate GUI, in the VDOM drop-down list, select customer.

VDDM:lﬂ customer v|

& Global

& root

2. Click Policy & Objects > Firewall Policy.
3. Click Create New.
4. Configure the following firewall policy to allow traffic to pass from port3 to vlink1:

Field Value

Name Internet
Incoming Interface port3
Outgoing Interface vlink1
Source all
Destination all
Schedule always
Service ALL
Action ACCEPT
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Field Value

NAT <disable>

5. Click OK.

To configure firewall policies for inter-VDOM traffic for vlink0 to port1

1. Continuing on the Local-FortiGate GUI, in the VDOM drop-down list, select root.
2. Click Policy & Objects > Firewall Policy.

3. Click Create New.

4. Configure the following policy:

Field Value

Name Internet
Incoming Interface vlinkO
Outgoing Interface port1
Source all
Destination all
Schedule always
Service ALL
Action ACCEPT
NAT <enable>
5. Click OK.

Test the Inter-VDOM Link

You will test your configuration to confirm that internet traffic is being routed through the two VDOMs and the inter-
VDOM link.

To test the inter-VDOM link

1. Continuing on the Local-Client VM, open a few browser tabs, and visit a few external HTTP websites, such as:
e http://www.pearsonvue.com/fortinet/
¢ http://cve.mitre.org
e http://www.eicar.org

Traffic should be flowing through both VDOMs now.

2. Open aterminal window, and then run a traceroute command to an internet public IP address.

traceroute 4.2.2.2
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Check the output.

The first hop IP addressis 10.0.1.254, which is port3 in the customer VDOM. The second hop IP address
is10.10.100.1, which is the inter-VDOM link in the root VDOM. The third hop IP address is
10.200.1.254, whichis the Linux server.

4. Close the terminal and your browser.
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Lab 3: Fortinet Single Sign-On Configuration

In this lab, you will test user authentication using FSSO. The lab uses a demo environment to emulate the
behavior of an active FSSO DC agent from the Local-Client VM using a Python script. Therefore, you will not
configure a DC agent to send logon events from the Local-Client VM.

Objectives

¢ Review the SSO configuration on FortiGate
¢ Test the transparent or automatic user identification by generating user logon events
¢ Monitor the SSO status and operation

Time to Complete

Estimated: 35 minutes
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Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

FartiGate VM&4-KVM
1 v7.2.0 build1157 (Feature)
Cqg
| €8 System >
3 Backup ID Configuration »
D Restore & Change Password
X Scripts I

3. Click the + sign to expand the list.
4. Select the configuration with the comment local-FSSO, and then click Revert.

X Delete 1 Deta
ConfiglD Username Date Comments

38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
a5 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:.07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FS50
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/2513:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/2513:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial

5. Click OKto reboot.
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Exercise 1: Configuring FortiGate for FSSO Authentication
In this exercise, you will configure FortiGate for FSSO and test user authentication. The lab uses a demo

environment to emulate the behavior of an active FSSO DC agent from the Local-Client VM using a Python script.
Therefore, you will not configure a DC agent to send logon events from the Local-Client VM.

In the real world, you must configure FortiGate to identify users by polling their logon
events using an FSSO agent, and you must install and configure a collector agent.
FSSO agents are available on the Fortinet Support website
(http://support.fortinet.com).

A\
- -
For FortiGate to communicate and poll information from the FSSO collector agent,
you must assign the polled user to a firewall user group, and then add the user group
- as a source on a firewall policy.

Finally, you can verify the user logon event that FortiGate collects. This event is
generated after a user logs in to the Windows Active Directory domain. Therefore, no
firewall authentication is required.

Review the FSSO Configuration on FortiGate

You will review the FSSO configuration and FSSO user groups on FortiGate. FSSO allows FortiGate to
automatically identify the users who connect using SSO. Then, you will add FSSO user groups to the firewall
policies.

To review the FSSO server and FSSO user group configuration on FortiGate

1. Connectto the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click Security Fabric > External Connectors.
3. Select TrainingDomain, and then click Edit.

# Edit | @@ Delete B
Endpoint/ldentity

FSSO Agent on Windows AD

TrainingDomain 4]

4. Review the Endpoint/ldentity status in the upper-right corner of the screen, and see that the status is
Disconnected.

Leave the window open.
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To run a script to simulate a user logon event

1. On the Local-Client VM, open a terminal window, and then enter the following commands to simulate a user logon
event:

cd Desktop/FSS0O/
python2 fssoreplay.py -1 8000 -f sample.log

2. Keep the terminal window open.
The script continues to run in the background.

To review the FSSO connection and FSSO user groups

1. Continuing on the TrainingDomain window, click Apply & Refresh.
2. Select TrainingDomain, and then click Edit.
3. Inthe Users/Groups field, click View.

Endpoint/ldentity

Connector Settings

MName TrainingDomain
Primary FSSO agent 10.0.1.10
- ssessess &

Trusted SSL certificate (B

User groupsource € Collector Agent [isle]]

IUserstroups (i ] 1@ Viewl

The TRAININGAD/AD-USERS monitored group is displayed.

Collector Agent Group Filters

AD Group User Groups

1 TRAININGAD/AD-USERS

4. Click X to close the Collector Agent Group Filters window.
5. Click OK.
A green up arrow confirms the communication with the FSSO collector agent is up.
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Endpoint/Identity

FSSO Agent on Windows AD

TrainingDomain

To assign the FSSO user to an FSSO user group

1. Continuing on the Local-FortiGate GUI, click User & Authentication > User Groups.
2. Click Create New, and then configure the following settings:

Field Value

Name Training
Type Fortinet Single Sign-On (FSSO)
Members TRAININGAD/AD-USERS
A\
- -
9 The FSSO user is automatically listed because of the selected group type—FSSO.
-
3. Click OK.

Assign FSSO Users to a Firewall Policy

You will assign your FSSO user group as a source on a firewall policy. This allows you to control access to
network resources based on user identity.

To test the connection without assigning the FSSO user group to a firewall policy

1. On the Local-Client VM, open a new browser, and then go to https://www.fortinet.com.
You can see that all users can access the Fortinet website.

To add the FSSO user group to your firewall policy

1. Return to the browser where you are logged in to the Local-FortiGate GUI, and then click Policy & Objects >
Firewall Policy.

N

Edit the Full_Access firewall policy.
In the Source drop-down list, click LOCAL_SUBNET.
In the Select Entries section, select User, and then add the Training group.

Eall
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Select Entries x
Name @ Full Access Address Internet Service
Incoming Interface [® port3 - e
scarch / | + Create
Qutgoing Interface  [® portl -
goine h 2 USER(1)
Source = LOCAL_SUBNET X )
Local (1)
+
& guest &
Enforce ZTNA (B & USER GROUP (3)
Destination = all x B Guest.
* B 5SQ Guest_Users
Schedule @ always -
Service I ALL x B FSSOGROUP (1)
+ TrainingDomain (1)
Action Yoozl @ DENY & TRAININGAD/AD-USERS
5. Click Close, and then click OK.
Mame Source Destination Schedule Service Action MNAT Security Profiles Log
[E ™ port3 - M port1 @
Full_Access B Training & all (6 always @ ALL + ACCEPT @ Enabled no-inspection 0 UTM
= LOCAL SUBNET

Test FSSO

49

After a user logs in, they are automatically identified based on their IP address. As a result, FortiGate allows the
user to access network resources as policy decisions are made.

To test the connection after assigning the FSSO user to the firewall policy

1. On the Local-Client VM, open a new browser tab, and then go to http://support.fortinet.com.

The Python script that is running on Local-Client is already sending user logon events

with the following information:
Vs

‘9' e user: aduser1
e IP:10.0.1.10
-

In this case, the website loads successfully because aduser1 belongs to the
configured user group on a firewall policy.

To review the connection status between the FSSO collector agent and FortiGate

1. Onthe Local-FortiGate CLI, log in with the username admin and password password.
2. Enter the following commands to show the connection status between FortiGate and each collector agent:

diagnose debug enable
diagnose debug authd fsso server-status

3. Observe the CLI output.
Your FortiGate is connected to the FSSO collector agent.
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Server Name Connection Status Version Address

TrainingDomain connected FSAE server 1.1 10.0.1.10

To monitor communication between the FSSO collector agent and FortiGate

1. Continuing on the Local-FortiGate CLlI, log in with the username admin and password password.

2. Enter the following commands:
diagnose debug enable
diagnose debug application authd 8256
3. Onthe Local-Client VM, on a terminal window, press Ctr1+C to stop the script, and then run the following
command again to simulate a user logon event:
python2 fssoreplay.py -1 8000 -f sample.log
4. View the output of the diagnose command.
[ process logon: 871]: ADUSER1 (10.0.1.10, 0) logged on from TrainingDomain.
[ process logon:1103]: ADUSER1 (10.0.1.10, 0) from TrainingDomain exists
fsae io ctx process msg[TrainingDomain]: received heartbeat 100004
fsae io ctx process msg[TrainingDomain]: received heartbeat 100005

vis
] -
You generated a logon event in the Local-Client VM using the script, and it was
forwarded to FortiGate.

5. Enter the following command to stop the debug process:

diagnose debug reset

To display the FSSO logons

1. Continuing on the Local-FortiGate VM, enter the following command:
diagnose debug authd fsso list
2. Review the output, which shows the FSSO logons.

----FSSO logons----

IP:10.0.1.10 User: ADUSER1 Groups: TRAINING/AD-USERS Workstation
C7280677811.TRAININGAD.TRAINING.LAB MemberOf: Training TRAININGAD/AD-USE Stale
Total number of logons listed: 1, filtered: O

-—-—--end of FSSO logons—----

To review the user event logs

1. Connectto the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click Log & Report > System Events, and then click the View Logs arrow in the User Events widget.

= User Events|

Top Evenl Lol

Authcntication logon
550 logoen authertication status
F&50 servor conneclod Notlee

k550 server discennactcd

3. Selectalog, and then click Details to view more information about it.
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To monitor FSSO logons

1.

Brave-Dumps.com
Exercise 1: Configuring FortiGate for FSSO Authentication

|k UoerCvents~

c & @ Addliter
Dated lime Level Uscr Action Message Log Details x
10minules am EETOTT @ ADUSER1 aulh-lopon User ADUSER] added Loauth lujzon B Generzl
10minutes ago [ ] ALUSLEL | 550-logon $50-logon event from IrainingDonn: »é;;:!lll_tl; i P005/04404 052103
T0minutes ago [ ] SEMVEr-COrect F550) server TrainingMomain{ 10,011 lime 05:20:04
Wminutes ago m sarver disconncct F§S0 server IraininzDemaint 2040.1.1) | Virtual Bomain ot
Log Description F850 logen authentication
TP minutes agn [ ] ADUSFRT auth-logon User ANUSFR added to aurh ngon status
ldminutes ago | [ ] ADUSLEL auth-logon Jser ALUSLE] added toauth logon Cource
14 minutes amo [ ] ADUSERL FSS0-lopon F550-lofron event from TrainintDom:B(IE 100110
4 minutcs ago [ ] sofver connect F88Q sorver Iraininglormaint 10.0.1.1 e SIBTSE
POMOTARAZOTA? [ 1] systerm semiing Seading PRNG from enrropy token B Acticn
Y040 120520 [ ] syzlom ST Sceding PRENG lomenaopy loken Action T550-lagon

Continuing on the Local-FortiGate GUI, click Dashboard > Users & Devices, and then double-click Firewall
Users to expand it to full screen.

2. Click Show all FSSO Logons, and then click Refresh if the user's details don't appear.

51

€ | Firewall Users

@ Deauthenticate Search
User Name = IP Address =
ADUSER1 10.0.1.10

Method

~
L

[ Fortinet Single Sign-On

User Group =

G Training
EE TRAININGAD/AD-USERS

N
Ugﬁl))

Duration % Traffic Volume =

12 second(s)

220E mmm——

(€A Show all FSSO Logons [

User Group

M Training
O TRAININGAD/AD-USE...

Method %

B Fortinet Single Sign-On
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Lab4: ZTNA

There is no lab associated with this lesson.

FortiGate Infrastructure 7.2 Lab Guide
Fortinet Technologie . .
Fortiiet Vouchers & Dumps are Available on Brave-Dumps.com

52



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Lab 5: SSL VPN

In this lab, you will examine how to configure an SSL VPN connection in tunnel and web modes. You will also
manage user groups and portals for an SSL VPN.

Objectives

¢ Configure and connect to an SSL VPN

¢ Enable authentication security

* Configure a firewall policy for SSL VPN users to access private network resources
¢ Customize the SSL VPN portal for web mode

¢ Configure FortiClient for the SSL VPN connection in tunnel mode

Time to Complete

Estimated: 40 minutes
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Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.
3. Click + to expand the list.

FortiGate VM &4-KVM
1 ¥7.2.0 build1157 (Feature)
Cqg
| ¥ System >
3 Backup ID Configuration >
D Restore & Change Password
X Scripts I

4. Select the configuration with the comment local-SSL-VPN.conf, and then click Revert.

X Delete i Deta
ConfiglD Username Date Comments
38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipzec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
35 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FSSO
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/2513:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/2513:21:05 local-nat
25 admin 2022/04/2513:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial

5. Click OK to reboot.

FortiGate Infrastructure 7.2 Lab Guide
Fortinet Technologie . .
Fortiiet Vouchers & Dumps are Available on Brave-Dumps.com




DO NOT REPRINT

Brave-Dumps.com

© FORTINET
Exercise 1: Configuring Web Mode SSL VPN

On FortiGate, there are two modes you can configure to allow remote access through SSL VPN: web mode and
tunnel mode.

In this exercise, you will examine how to test web mode, which allows SSL VPN users to connect from the
Remote-Client VM to resources located in the local subnet (10.0.1.0/24).

Configure the SSL VPN Settings

55

You will configure the SSL VPN settings to allow the remote connection shown in the following image:

4 Local-FortiGate
b}
= HTTPS to
(Y SSLVPN Portal o
Users’ IP range: 10.200.1.1/24
10.212.134.200 —10.212.134.210

To create a user for SSL VPN connections

Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
Click User & Authentication > User Definition.

Click Create New.

Click Local User, and then click Next.

o ODd=

Type the following credentials for the remote user, and then click Next:

Username student

Password fortinet

Leave the contact information empty, and click Next.

For User Account Status, verify that Enabled is selected.

Enable User Group, click the + that appears, and then in the right pane, select SSL_VPN_USERS.
Click Submit.

© ® N o

\ X
“9"’ The SSL_VPN_USERS group was preconfigured for the purpose of this lab.

To review the settings of this group, click User & Authentication > User Groups.
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To configure the SSL VPN settings for web access

1. Continuing on the Local-FortiGate GUI, click VPN > SSL-VPN Settings.
2. Inthe Connection Settings section, configure the following settings:

Field Value

Listen on Interface(s) port1

Listen on Port 10443

Restrict Access Allow access from any host
Server Certificate Fortinet_Factory

Inactive For 3000 seconds

3. Inthe Tunnel Mode Client Settings section, verify the following setting:

Field Value

Address Range Automatically assign addresses

4. Inthe Authentication/Portal Mapping section, select All Other Users/Groups, and then click Edit.

Authentication/Portal Mapping @

+Create New | # Edit | WDelete 4 Send SSLVPN Configuration

Users/Groups = Portal =

I All Other Users/Groups | Mot Set

o

5. Inthe Portal drop-down list, select web-access, and then click OK.
6. Click Apply to save the changes.

Notice the warning message displayed at the top of this page. It indicates that you must create a firewall policy
for SSL VPN connections.

Create a Firewall Policy for SSL VPN

You will create a firewall policy that allows traffic to the local subnet (10.0.1.0/24) from remote users connected
to the SSL VPN portal.
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Local-FortiGate

=

Q N HTTPS to \\
ko - SSLVPN Portal
D2 S— portl

Users’ IP range: 10.200.1.1/24
10.212.134.200 —10.212.134.210

10.0.1.0/24
Local_Subnet

10.0.1.254/24

To create a firewall policy for SSL VPN

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Click Create New, and then configure the following firewall policy settings:

Field Value

Name SSL-VPN-Access

Incoming Interface SSL-VPN tunnel interface (ssl.root)
Outgoing Interface port3

Source Address > SSLVPN_TUNNEL_ADDR1

User > SSL_VPN_USERS

Destination LOCAL_SUBNET
Schedule always

Service ALL

Action ACCEPT
Inspection mode Flow-based

NAT Disabled

3. Click OK to save the configuration.

Vs
- >
9 The SSL VPN firewall policy allows traffic only from users in the SSL_VPN_Users
group.

4. Log out of the Local-Client VM.
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Wired Unmanaged
Administrator
Switch User

Log Out

Account Settings

vy
- -
q You must log out of the Local-Client VM before proceeding to the next step of the lab.

Test the SSL VPN Access

You will test the SSL VPN by accessing resources remotely in the local subnet (10.0.1.0/24).

For this, you will connect to the SSL VPN portal using the Remote-Client VM, and then you will create an RDP
connection to the Local-Client VM.

Remote-Client Local-FortiGate Local-Client
Accessby RDP |“-\
| - pee——t— (e > CUERNTT > |
N HTTPS to
AT, SSLVPN Portal Port1 porty  Localsubnet [T~
— —— ~.L
Users’ IP range: 10.200.1.1/24 10.0.1.254/24 10.0.1.10
10.212.134.200 —10.212.134.210

To access the SSL VPN portal

1. Inyour lab environment, connect to the Remote-Client VM.

2. Open Firefox, and then connect to:
https://10.200.1.1:10443/
A security warning appears.
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Stop and think!
Why do you receive a security warning?

For SSL connections, FortiGate is using a built-in certificate, which is signed by a certificate authority that
the browser does not trust.

3. Click Advanced, and then click Accept the Risk and Continue.
The remote login page opens.

4. Login with the username student and password fortinet.

The SSL VPN web portal opens. The portal is using default settings.

To test the SSL VPN portal

1. Continuing on the SSL VPN portal where you are logged in as student, click Quick Connection.
Notice all the available options the SSL VPN portal allows for connections.

2. Click RDP, and then configure the following setting:

Field Value

Host 10.0.1.10

w

Keep the default values for the remaining settings, and then click Launch.

>

Log in with the username Administrator and password password.
Click OK.
You are now remotely connected to the Local-Client VM.

o

6. Log out of the Local-Client RDP session.

Wired Unmanaged

Administrator
Switch User
Log Out

Account Settings
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v,

- -
q You must log out of the Local-Client VM before proceeding to the next step of the lab.

7. Close the web browser that is running the RDP session.
8. Inthe upper-right corner, click student > Logout to log out of the SSL VPN portal.

5tudentcg, -

= Logout

Add an Administrator-Based Bookmark to the SSL VPN Portal

You will customize the SSL VPN portal with a new color and a predefined bookmark.

To customize the SSL VPN portal

Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
Click VPN > SSL-VPN Portals.

Select web-access, and then click Edit.
Configure the following settings:

Field Value

Pobd-=

Portal Message My Portal
Theme Neutrino

Show Connection Launcher <disable>
User Bookmarks <disable>

5. Inthe Predefined Bookmarks section, click Create New, and then configure the following settings:

Field Value

Name Local-Client VM
Type HTTP/HTTPS
URL http://10.0.1.10
Single Sign-On Disable

6. Click OK.

7. Click OK again to save the portal settings.
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Exercise 1: Configuring Web Mode SSL VPN

Test SSL VPN Access Using the Predefined Bookmark

You will connect to the SSL VPN portal on the Remote-Client VM again to access the resources in the local subnet

(10.0.1.0/24).

For this, you will access the Local-Client VM using the predefined bookmark on the SSL VPN portal.

Notice that the SSL VPN portal looks different and provides fewer settings.

Remote -Client Local-FortiGate

[

Local-Client

10.212.134.200 —10.212.134.210

Access by
. Bookmark: HTTP/HTTPS |-::
/Q HTTPSto e T sl
\, d : oCca ubne’
(VD 1, Y SSLVPN Portal Port1 Port3 - |
____ — S
Users’ IP range: 10.200.1.1/24 10.0.1.254/24  10.0.1.10

To test the bookmark

Return to the Remote-Client VM.

Open Firefox, and then reconnect to the SSL VPN portal at:
https://10.200.1.1:10443/
Log in with the username student and password fortinet.

Notice that the SSL VPN portal no longer allows quick connections or allows you to add bookmarks.

Click the Local-Client VM bookmark.
You will connect to the web server running on the Local-ClientVMat 10.0.1.10.

@ & hery SR B O +

®
%_

This is the detault welcome page used to test the correct operztion of the Apach=2 server afzer
nstallation on Ubuntu systems. It is based on the equivalent page on Debizn, frem which the Ubuntu
Apache packagivg s derived. Il you can read Lhis page, il means Lhal Lhe Apache ETTP server inslzlled
Al Lhis sile is working properly. You should replace this file (localec al Svar fwww /b Lol Dndex . hital)
pcforc continuing to operate your HTTP SCrvcr,

It you are s nermal user of this web site and don't know what this page is abouk, this prolkakly mzans
Lhal Lhe sile is cunently unavailable due Lo maintenznce. [ Lhe woblem persisls, please conlacl Lhe
sile's adminislralor.

1020011210443 7E

Apache2 Ubuntu Default Page

Configuration Overview

Ubuntirs apache? acfault canfiguration s dlfferent fram the upstream defanlt canfiguration, and splic
nto several files aptimized far interaction with Uhuntu Toals. The canfiquration system is fully
documented in jusr/share/doc/apache2/README.Debian.gz. Reter to this for the full
documentstion. Documentation for the web server itselt can be found by accessing the mamnual if the
apache2-doc package was installed on this server.

Ine configurarion layeut far an Apache? web server installation on Ubunti systems is as fallows:

| retcrapachess
i |-- apachez conf
b ‘.- parts. cont
! J-- mods-enabled
i) I-- ¥ luad
] to- *confl
|-- conf-cnabled
/ ‘.- *.ranf
sites-pnahled
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Examine the Web Mode Mechanism (Reverse HTTP Proxy)

You will examine the reverse HTTP proxy mechanism to learn how SSL VPN connections in web mode work.

To examine the reverse HTTP proxy mechanism

1. Continuing on the Remote-Client VM where you are connected to the web server running on the Local-Client VM
at10.0.1.10, examine the URL in the address bar.

Apache2 Ubuntu Default Pay

My Portal POl i@ Apache2 Ubuntu Defaull X

U | &£ 10.200.1.1

If you were on the local network while accessing the website, the address would be http://10.0.1.10.
But, because you are accessing the website remotely through the FortiGate HTTP proxy, the URL is different.

Notice the URL structure in the browser address bar:

https://10.200.1.1:10443/proxy/..../http/10.0.1.10/
What does it mean?

Part of the URL Description

https://10.200.1.1:10443 Indicates that the connection is SSL/TLS-encrypted, and that the portal is
on the FortiGate port1 SSL VPN gateway

/proxyl/..../http/ Indicates that the connection is being handled by the FortiGate HTTP
reverse proxy

10.0.1.10/ Indicates the destination IP address of the website inside your private
network, which you are accessing through the VPN

vy
- - FortiGate encrypts the connection to the browser, but the destination server IP address
q in the URL is displayed in cleartext, not hidden from users. The secondary connection,
- from the FortiGate HTTP proxy to the bookmarked website, is not encrypted.

Monitor an SSL VPN User

You will monitor and disconnect an SSL VPN user from the FortiGate GUI.

To monitor and disconnect an SSL VPN user

1. Returnto the Local-FortiGate GUI.
2. Click Dashboard > Network, and then view the SSL-VPN widget.
You can see that the student user is connecting from the remote host 10.200.3.1.
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3. Right-click student, and then select End Session.

4. Click OK.
The student user no longer appears in the SSL VPN monitor.

€ SEL-VPN
Dwration ‘Connection Mocz
o Bl Connected < 10 Minutes o [ vizb

x CndSesslon | O LocateenVPM Map
Lsername = Kenols Hosl = Duralion = Conncclions =
10.:200.3.1 & Wk Connections

swdent
X Ford Session

Q, Locame an WPM Map
i Show Matching Logs
s Shew n Fortlvlew
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Exercise 2: Configuring SSL VPN Tunnel Mode

In this exercise, you will examine how to change the SSL VPN settings to allow remote access to the resources in
the local subnet (10.0.1.0/24), but perform a connection in tunnel mode from the Remote-Client VM.

You will use the remote access module of FortiClient, which supports the Fortinet SSL VPN client.

FortiClient is already installed on the Remote-Client VM.

Remote-Windows Local-FortiGate Local-Windows

h | g |————— SSLVPN Tunnel /
v 2 b - Local_Subnet
O FortiClient Portl Port3 B
’ 10.200.1.1/24 10.0.1.254/24 10.0.1.10

Users' IP range:
10.212.134.200 —10.212.134.210

Add Tunnel Mode

You will change the SSL VPN portal mapping settings to use tunnel-access, to allow connections in tunnel mode
only.

The full-access setting available on FortiGate supports both web and tunnel modes.

To add tunnel mode

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click VPN > SSL-VPN Settings.
3. Inthe Authentication/Portal Mapping section, select All Other Users/Groups, and then click Edit.

Authentication/Portal Mapping @
4+ Create New || # Edit I fif Delete B4 Send SSL-VPN Configuration
Users/Groups = Portal %
All Other Users/Groups web-access
o

4. Inthe Portal drop-down list, select tunnel-access, and then click OK.
5. Click Apply.
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Configure the Routing for Tunnel Mode

You will establish the routing address to use in tunnel mode.

Notice that in tunnel mode, FortiClient establishes one or more routes in the SSL VPN user's host after the tunnel
is connected. Traffic destined to the internal subnets is correctly routed through the tunnel.

To configure the routing for tunnel mode

1. Continuing on the Local-FortiGate GUI, click VPN > SSL-VPN Portals.
2. Select the tunnel-access portal, and then click Edit.
3. Inthe Tunnel Mode section, set the Routing Address Override to LOCAL_SUBNET.

@ Tunnel Mode

Enable Split Tunneling O Disabled
All client traffic will be directed over the SSL-VPN tunnel.

@ Enabled Based on Policy Destination
Only client traffic in which the destination matches the destination of the configured
firewall policies will be directed over the SSL-VPN tunnel.

(O Enabled for Trusted Destinations
Only client traffic which does not match explicitly trusted destinations will be
directed over the SSL-VPN tunnel.

Routing Address Override & LOCAL_SUBNET x
-
Source IP Pools I8 SSLVPN_TUNNEL_ADDR1 %
e
4. Click OK.

Configure FortiClient for SSL VPN Connections

SSL VPN connections in tunnel mode require FortiClient. You will use FortiClient, which is installed on the
Remote-Client VM, to test your configuration.

To configure FortiClient for SSL VPN

1. Connect to the Remote-Client VM.

2. Click Desktop > forticlientsslvpn > 64bit, and then double-click forticlientsslvpn to configure SSL VPN client
settings.

3. Configure the following settings for the FortiClient SSLVPN application:

Field Value

Server 10.200.1.1

Customize port 10443
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Test SSL VPN in Tunnel Mode

You will connect using the student account to test tunnel mode.

To connect in tunnel mode

Test SSL VPN in Tunnel Mode

1. Continuing on the FortiClient SSLVPN application, in the User field, type student, and in the Password field,

type fortinet.

File Help

Connection:

Server:
User:
Password:
Certificate:

Password:

FortiClient SSLVPN

default i

10.200.1.1 © 10443

student

| Settings... | Connect

2. Click Connect.

3. Click Continue to accept the certificate.

The tunnel is connected.

Connection status ”

Connection:
Server:

Status:
Duration:
Bytes received:

Bytes sent:

default
https://10.200.1.1:10443/

Tunnel running

1.317K

1 OTS

| Stop

To test the tunnel

1. Continuing on the Remote-Client VM, open Firefox, and then access the following URL:
http://10.0.1.10

2. Look atthe URL.

You are connected to the web server URL as if you were based in the local subnet (10.0.1.0/24).
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This time, you are not using the reverse HTTP proxy as in the case of web-access mode. The IP traffic is
directly encapsulated over HTTPS and sent through the tunnel.

3. Return to FortiClient, and then click Stop.

To attempt SSL VPN access by web mode

1. Continuing on the Remote-Client VM, open a web browser, and then log in to the SSL VPN portal at
https://10.200.1.1:10443/ with the username student and password fortinet.

2. After youlog in to the SSL VPN connection, FortiGate displays the following warning message:

SSL-VPN Portal

The SSL-VPN portal has been enabled for tunnel mode use only. FortiClient is required to connect.

Download FortiClient =

3. Click student > Logout to log out of the SSL VPN portal.

Review VPN Events

You will review the VPN events for both of the SSL VPN connections you performed in this lab (web and tunnel
modes).

To review VPN events for SSL VPN connections

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click Log & Report > System Events, and then click View Logs arrow button on the VPN Eventswidget.

¥ Log & Repart
lorweard Traffic

Loseal Toaaf o
Sniffer Traffic H VPN Evenls

lop Evenl

L]
10:21 30 1032

Sceurily Evenls

3. Compare the log details of the tunnel-up logs you see.
Hint: Use your log filters to filter on Action = tunnel-up.

The most recent tunnel-up log shows one IP address under Remote IP. This log shows the recent
connection to the SSL VPN portal. Even though the SSL VPN portal presented a warning message and did
not allow remote access to the local resources, FortiGate shows that an SSL VPN connection was
established and the tunnel was up.
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Review VPN Events

Sum d
g & [oddliter it VPN Cents~ || [~
DrslesTirne Lewed Sclion Slzlus QLSS WPHN Turne| | a2 D deelails x
11 minutss azs [T 1] sl-alert S5Lalerts Time . 02:23:35
Wir bual Domain roul
M rirwales agn [ [T =l alenl - Dl SALVEN Lunnel up
11 mirukes agn [ 1 ]| =5 alert B Source
S minutes age [ 1] =sl-alert S5Lalerts Lsin shuchenl
o e
b mrites Agn n e up S50 tunrel established Group S5L VPN USCRS
Sninutes upu (1 11 sl L aLalerls & Destinafion
S minites agn amn sl alort Bestnuonllicc i
Lminnites agn [ [T sal-alert 8 Adinn
Sninutes ggu m wl-aler L 5L zlerls St f
Arazan login =
Lminutes ago (L1} s<l-alert sl alerts
) . &8 Security
Sl sgu [ [T szl aler L 5L slers ]
Level m
5 minutes ago (L1} s<l-alert 3L alerts
. ~ B Fwat
5 minutes aro (L1 o5l-alart S5Lglerts =
fiminntes agn [ 1 ]| =5 alert 551 alorts ek 1
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The second most recent tunnel-up log in the VPN event list shows the SSL VPN connection in tunnel mode

through FortiClient. Notice this log presents two IP addresses:

¢ Remote IP: IP address of the remote user's gateway (egress interface)
¢ Tunnel IP: IP address FortiGate assigns to the virtual network adapter fortissl

& & | ® Addliller

DisleTime Lewed Aclion Slalus Message VPN Tunned Loz Dwlzile
i — T T = TR
G minutes ane L L] ol-alert S5Lalerts Wirtual Domain rast
A minules age [ | wsl-zlerl SEL ale Lx Los Descriction A T
Sminnkes ago [ | =l cwit crnar 851 cxiterrar & souree
. I ahode
4 minutes ane —-— ssl-alert Stlalerts E;I_"_;Lp = :'JIErP\ITJH-Izﬁ
4 minutes ane L sl-nevi-con SEL new connection
& Destination

Amirn L =l Akl S8 Al s
firnirie: [ ] tianel-eram 521 turnal shurdown
Aminules age [ ] Luninel-deran SEL bonnel $witdoawn
Sminnkes ago [ ] tuancl deam 551 turnal shurdown
A inirnibes age [ | =l Alart 540 alerts

L] tuanel-up 551 tunnel established

[} el mews con SEL now conncetion
Hminntes agn [ ] tuanel-up 551 turnal ectablished
Aminules age [ ] wslnevi-ton SEL new conneciion
A0 rwirmiles 350 u ] User changed 330 velling
1 minubes agn [ | ==l aAlart S5l alerts

|| st PN Ceents- || T -

Stop and think!

Aside from SSL VPN connections in web mode showing one IP address and in tunnel mode showing two IP

addresses, which other indicator shows how SSL VPN users are connected?
Notice the following Tunnel Type indicators in the log details shown in the previous step:
* ssl-web is for web mode

¢ ssl-tunnel is for tunnel mode

FortiGate Infrastructure 7.2 Lab Guide

Fortinet Tachnologie . .
ortinet Vouchers & Dumps are Available on Brave-Dumps.com

68



Brave-Dumps.com

DO NOT REPRINT
© FORTINET

Lab 6: IPsec VPN Configuration

In this lab, you will configure site-to-site IPsec VPN tunnels between two FortiGate devices. First, you will
configure a dial-up tunnel, and then a static tunnel. Then, you will add a second VPN tunnel that will act as a
backup tunnel between the FortiGate devices.

Objectives

¢ Deploy a site-to-site VPN between two FortiGate devices
¢ Set up dial-up and static remote gateways
¢ Configure redundant VPNs between two FortiGate devices

Time to Complete

Estimated: 50 minutes
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Prerequisites

Before beginning this lab, you must restore a configuration file to Remote-FortiGate and Local-FortiGate.

A\
- - Make sure that you restore the correct configuration on each FortiGate, using the
q following steps. Failure to restore the correct configuration on each FortiGate will
- prevent you from doing the lab exercises.

To restore the Remote-FortiGate configuration file

1. Connect to the Remote-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

- o o- CYIIR

FortiGate VM&64-KVM
1 v7.2.0 build1157 (Feature)

£ System »
0 Backup I 0 Configuration »
D Restore & Change Password
X scripts

3. Click the + sign to expand the list.
4. Select the configuration with the comment initial, and then click Revert.

% Delete 1 Details [0 Diff 'O Revert Save
ConfiglD Username Date Comments
Eraomere
11 admin 2022/04/25 14:06:16  remote-redundant-ipsec-vpn
10 admin 2022/04/2513:38:57  remote-SF
9 admin 2022/04/2512:39:28  initial

5. Click OK to reboot.

To restore the Local-FortiGate configuration file

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.
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FortiGate VM&64-KVM
{ w7.2.0 build1157 (Feature)

O admin -

Cq
| 2 System »
0 Backup ID Configuration ¥
D Restore & Change Password
X scripts '

3. Click the + sign to expand the list.

Brave-Dumps.com

4. Select the configuration with the comment initial, and then click Revert.

X Delete 1 Deta Save
ConfigD Username Date Comments
38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
a5 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:.07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FS50
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/2513:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/2513:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial
5. Click OKto reboot.
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Exercise 1: Configuring a Dial-Up IPsec VPN Between
Two FortiGate Devices

In this exercise, you will configure a dial-up VPN between Local-FortiGate and Remote-FortiGate. Local-FortiGate
will act as the dial-up server and Remote-FortiGate will act as the dial-up client.

Create Phase 1 and Phase 2 on Local-FortiGate (Dial-Up Server)

You will configure the IPsec VPN by creating phase 1 and phase 2.

To create phase 1 and phase 2

1. Connectto the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click VPN > IPsec Tunnels, and then click Create New > IPsec Tunnel.
3. Configure the following settings:

Field Value
Name ToRemote
Template type Custom

4. Click Next.

5. Inthe Network section, configure the following settings:

Remote Gateway Dialup User
Interface port1
Dead Peer Detection On Idle

6. Inthe Authentication section, configure the following settings:

Method Pre-shared Key
Pre-shared Key fortinet

Mode Aggressive
Accept Types Specific peer ID
Peer ID Remote-FortiGate
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vy
- -
q Setting a peer ID is useful when there are multiple dial-up tunnels on the FortiGate

acting as the dial-up server, and you want dial-up clients to connect to a specific tunnel.

7. Inthe Phase 2 Selectors section, configure the following setting:

Field Value

Local Address 10.0.1.0/24
Phase 2 Selectors
Name Local Address Remote Address
ToRemote 10.0.1.0/24 0.0.0.0/0.0.0.0 4
New Phase 2 o 9
Name ToRemote
Comments Comments 4
Local Address Subnet » | 10.0.1.0/24
Remote Address Subnet + 0.0.00/0.0.0.0
Advanced...

8. Keep the default values for the remaining settings.

9. Click OK.

* Youdo not need to add a static route because it is a dial-up VPN. FortiGate
dynamically adds or removes appropriate routes to each dial-up peer, each time
the peer VPN is trying to connect.

» Even though you could have configured 10.0.2.0/24 as the Remote Address

5 instead of 0.0.0.0/0, itis more convenient to use the latter for scalability
\ N4

subnets, using 0.0.0.0/0 as the remote subnet results in the dial-up server
accepting any subnet during the tunnel negotiation. This allows multiple remote
peers to use the same phase 2 selector configuration. For this exercise, there is
only one remote peer (Remote-FortiGate). Local-FortiGate then learns about the
remote subnet 10.0.2.0/24 when Remote-FortiGate connects to the tunnel.
However, if there are more remote peers with different remote subnets, you do not
need to change the existing dial-up server configuration for the additional remote
peers to be able to connect.

- i - purposes. That is, when you have multiple remote peers, each with different remote
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Create Firewall Policies for VPN Traffic on Local-FortiGate (Dial-Up Server)

You will create two firewall policies between port3 and To Remote—one for each traffic direction.

To create firewall policies for VPN traffic

1. On the Local-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Click Create New.
3. Configure the following settings:

Field Value

Name Remote_out
Incoming Interface port3

Outgoing Interface ToRemote

Source LOCAL_SUBNET
Destination REMOTE_SUBNET
Schedule always

Service ALL

Action ACCEPT

In the Firewall/Network Options section, disable NAT.
Click OK.
Click Create New again.

No a M

Configure the following settings:

Field Value

Name Remote _in

Incoming Interface ToRemote

Outgoing Interface port3

Source REMOTE_SUBNET

Destination LOCAL_SUBNET

Schedule always

Service ALL

Action ACCEPT
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8. Inthe Firewall/Network Options section, disable NAT.
9. Click OK.

emote—Fﬁi@t‘!e'Du m)ﬂrﬁsgpmfiguring a Dial-Up IPsec VPN Between Two

FortiGate Devices

Name Source Destination Schedule Service

[® port3 — M portl @

[E] ™ port3 — (=) ToRemote €W
= LOCAL _SUBNET
™ port3 €

Remote_out = REMOTE_SUBNET [@ always  [8 ALL v

B = ToRemote —

Remote_in

& REMOTE_SUBNET & LOCAL SUBNET

06 always [ ALL v

Action

NAT

ACCEPT @ Disabled

ACCEPT @ Disabled

Create Phase 1 and Phase 2 on Remote-FortiGate (Dial-Up Client)

You will create phase 1 and phase 2 on Remote-FortiGate.

To create phase 1 and phase 2

1.

2. Click VPN > IPsec Tunnels, and then click Create New > IPsec Tunnel.
3. Configure the following settings:

Connect to the Remote-FortiGate GUI, and then log in with the username admin and password password.

Field Value

Name Tolocal

Template type Custom
4. Click Next.

5. Inthe Network section, configure the following settings:

Field Value

Remote Gateway Static IP Address

IP Address 10.200.1.1
Interface port4
Dead Peer Detection On Idle

6. Inthe Authentication section, configure the following settings:

Field Value

Method Pre-shared Key

Pre-shared Key fortinet
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G;QEI@ Phase 1 and Phase 2 on Remote-FortiGate

(Dial-Up Client)

Field Value
Mode Aggressive
Accept Types Any peer ID

7. Inthe Phase 1 Proposal section, configure the following settings:

Field

Value

Local ID

Remote-FortiGate

Phase 1Proposal © Add

Encryption AES128 »  Authentication SHA256 v %X
Encryption AES256 »  Authentication SHA256 v %X
Encryption AES128 v Authentication =~ SHA1 v X
Encryption AES256 v Authentication =~ SHA1 v %
32 31 30 29 28 27
Diffie-Hellman Groups 2l 20 19 18 17 16
15 14 5 2 1
Key Lifetime (seconds) 86400 3
Local ID Remote-FortiGate
vy

The local ID should be the same as the peer ID that you configured on Local-FortiGate,
which is acting as the dial-up server.

8. Inthe Phase 2 Selectors section, configure the following settings:

Field

Local Address

Remote Address

Value

FortiGate Infrastructure 7.2 Lab Guide
hnologie
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10.0.2.0/24

10.0.1.0/24
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Phase 2 Selectors
Mame Local Address Remote Address
ToLocal 10.0.2.0/24 10.0.1.0/24 'y
MNew Phase 2 S 9
Name TolLocal
Comments Comments y
Local Address Subnet + 10.02.0/24
Remote Address Subnet + 10.0.1.0/24
Advanced...
9. Keep the default values for the remaining settings.
10. Click OK.
]
\" ’-r Except for Local Address and Remote Address, all phase 1 and phase 2 settings
9 on both VPN peers mirror each other. For dial-up IPsec VPN, the local and remote
- addresses do not have to mirror for the tunnel to come up.

Create a Static Route for VPN Traffic on Remote-FortiGate (Dial-Up Client)

You will create one static route on Remote-FortiGate. This step was not necessary on Local-FortiGate because,
as the dial-up server, it automatically adds the route for the remote network after the tunnel comes up.

To create a static route for VPN traffic on Remote-FortiGate

1. On the Remote-FortiGate GUI, click Network > Static Routes.
2. Click Create New.

3. Configure the following settings:

Field Value

Destination Subnet
10.0.1.0/24
Interface ToLocal
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Edit Static Route

Internet Service
10.0.1.0/24

Interface (= Tolocal v

Destination €

Administrative Distance @ | 10

Comments Write acomment... /255

Status (A NEG N © Disabled

3 Advanced Options

4. Click OK.

Create the Firewall Policies for VPN Traffic on Remote-FortiGate (Dial-Up
Client)

You will create two firewall policies between porté and To Local—one for each traffic direction.

To create firewall policies for VPN traffic

1. On the Remote-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Click Create New.
3. Configure the following settings:

Field Value

Name Local_out

Incoming Interface port6

Outgoing Interface TolLocal

Source REMOTE_SUBNET
Destination LOCAL_SUBNET
Schedule always

Service ALL

Action ACCEPT

4. Inthe Firewall/Network Options section, disable NAT.
5. Click OK.
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6.
7.

8.
9.

Test

Click Create New again.
Configure the following settings:

Exercise 1: Configuring a Dial-Up IPsec VPN Between Two FortiGate Devices

Field Value

Name Local_in

Incoming Interface TolLocal

Outgoing Interface port6

Source LOCAL_SUBNET
Destination REMOTE_SUBNET
Schedule always

Service ALL

Action ACCEPT

In the Firewall/Network Options section, disable NAT.
Click OK.

# CreateNew | # Edit [ Delete ‘ | Q, Policy Lookup | | Search

Name Source Destination Schedule Service Action

[¥] @ ports—[M port4 €®
[Z] ® porté—(@ Tolocal €9

Local_out &2 REMOTE_SUBNET & LOCAL SUBNET always g ALL ~ ACCEPT

[E @ ToLocal —M porté €
Local in & LOCAL_SUBNLT &= RCMOTL_SUBNLT always g1 ALL " ACCEPT

NAT

© Disabled

© Disabled

and Monitor the VPN

Now that you configured the VPN on both FortiGate devices, you will test the VPN.

To test the VPN

1.
2,

79

On the Remote-FortiGate GUI, click Dashboard > Network > IPsec.
Click the + sign beside Custom to expand the custom VPN tunnel section.
Notice that the ToLocal VPN is currently down.

Right-click the VPN, and then click Bring Up > All Phase 2 Selectors to bring up the tunnel.
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® | Psec
W Reset Statistics @ LringUp - Uring Devn = | Q, Locate an VPN Map
Mame = Femols Gzleway = Feer ID = Iicoming Dzla + Qulgoing Dala =
[ = Custom @
B Resct Statlstlcs

Q Bring Jp *| Phase 2 Seleclor: ToLocz|
Bring Down * Al Phase 2 Selectors

Q, Locate on VPN Map
lal Show Matching Logs

The Name column of the VPN now contains a green up arrow, which indicates that the tunnel is up. If
required, click the refresh button in the upper-right corner to refresh the widget information.

€| [Psec sllg| :-

: @ Bringup ErlngDovn = || QL Locate an VRN ap

Rl Grlswey & Frer 10 & Ineeering Dl & Cuilygeing Dl & Fhine 1% Phist 2 Sl &

1026011 0B oB @ Tolozal @ Tolosal

Stop and think!
Do you always have to manually bring up the tunnel after you create it?

No. With the current configuration, the tunnel will stay down until you manually bring it up, or there is traffic
that should be routed through the tunnel. Because you are not generating traffic betweenthe 10.0.2.0/24
and 10.0.1.0/24 subnets yet, the tunnel is still down. If you had generated the required traffic while the
tunnel was down, it would have come up automatically.

You can initiate a tunnel only from Remote-FortiGate because it is the dial-up client.

4. On the Remote-Client VM, open a terminal window, and then enter the following command to ping the Local-Client
VM:
ping 10.0.1.10
The ping should work.

5. Onthe Remote-FortiGate GUI, click Dashboard > Network > IPsec.

6. Click the refresh button in the upper-right corner multiple times to refresh the widget information.

You will notice that the counters for Incoming Data and Outgoing Data increase over time. This indicates
that the traffic between 10.0.1.10and 10.0.2. 10 is being encrypted successfully and routed through the

tunnel.
€| |Psec - 2
T ResctStatlstlcs . @ BringUp~ Bring Down~ | Q Locate on VPN Map
MName = . Romate Gatcway = Prer 1D = Inenming Data = Qutgning Data = Phazel = Fhase 2 Solectors =
Q ToLocal 1020011 I 593 k0 328 KD |0 ToLocz @ Tolocal

7. Onthe Local-FortiGate GUI, click Dashboard > Network > Routing.
Find the static route that was dynamically added to the FortiGate device.

8. View the route details.
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Notice the address listed in the Gateway IP column for that route.

Melwork = Galvway IP = Inlerlaces = DisLanwe = Type =
o000 10.300.1.254 B portt 1o Static
o000 10 5 B port? 1o Static
10.0.00724 0000 i port3 i Conneczed
1005024 1020031 1 TeRenicle 1 Slalic
10.200.10¢24 o000 A portt i Connea
1020020024 Coon W porl2 o Conneccoed
172 161000024 o0 A ports o Conneczed
9. Onthe Remote-Client VM, press Ctr1+C to stop the ping.
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Exercise 2: Configuring a Static IPsec VPN Between Two

FortiGate Devices

In this exercise, you will configure a static VPN between Local-FortiGate and Remote-FortiGate. You will also
configure a static route on Local-FortiGate for VPN traffic.

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

A\
~ - Make sure that you restore the correct configuration on Local-FortiGate, using the
following steps. Failure to restore the correct configuration on Local-FortiGate will
- prevent you from doing the lab exercise.

To restore the Local-FortiGate configuration file

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

m 9 admin -

FortiGate VM&64-KVM
v7.2.0 build1157 (Feature)
Cq
£ System ’
3 Backup ID Configuration »
D Restore & Change Password
k4 Scripts '

3. Click the + sign to expand the list.
4. Select the configuration with the comment local-ipsec-vpn, and then click Revert.
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X Delete || 1 Details | [ Diff Save
ConfigID Username Date Comments

38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
35 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FSSO
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/2513:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/2513:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial

5. Click OK to reboot.

Create Phase 1 and Phase 2 on Local-FortiGate

You will configure the IPsec VPN by creating phase 1 and phase 2.

To create phase 1 and phase 2

1. Connectto the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click VPN > IPsec Tunnels, and then click Create New > IPsec Tunnel.
3. Configure the following settings:

Field Value

Name ToRemote
Template type Custom
4. Click Next.

5. Inthe Network section, configure the following settings:
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Remote Gateway Static IP Address
IP Address 10.200.3.1
Interface port1

Dead Peer Detection On Idle

6. Inthe Authentication section, configure the following settings:

Method Pre-shared Key
Pre-shared Key fortinet

Mode Aggressive
Accept Types Any peer ID

7. Inthe Phase 2 Selectors section, configure the following settings:

Local Address 10.0.1.0/24
Remote Address 10.0.2.0/24
Phase 2 Selectors
Name Local Address Remote Address
ToRemote 10.0.1.0/24 10.0.2.0/24 4
New Phase 2 S 9
Name ToRemote
Comments Comments 4
Local Address Subnet + 10.0.1.0/24
Remote Address Subnet v 10.0.2.0/24
Advanced...

8. Keep the default values for the remaining settings.
9. Click OK.
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Create a Static Route for VPN Traffic on Local-FortiGate

You will create one static route on Local-FortiGate.

To create a static route for VPN traffic on Local-FortiGate

1. On the Local-FortiGate GUI, click Network > Static Routes.
2. Click Create New.
3. Configure the following settings:

Field Value

Destination Subnet
10.0.2.0/24
Interface ToRemote

New Static Route

Additional Information
Destination € Internet Service I LRl
10.0.2.0/24 @ API Preview
@
Interface 2! ToRemote - ® Documentation
Administrative Distance €@ 10 = 8 Online Help &
Comments Write a comment.. 4 0/255 @ Video Tutorials (&'

Status (+RELIEGE © Disabled

Advanced Options

4. Click OK.

Create Firewall Policies for VPN Traffic on Local-FortiGate

You will create two firewall policies between port3 and ToRemote—one for each traffic direction.

To create firewall policies for VPN traffic

1. Onthe Local-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Click Create New.
3. Configure the following settings:
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Field Value

No o s

Name

Incoming Interface
Outgoing Interface
Source
Destination
Schedule

Service

Action

Remote_out

port3

ToRemote
LOCAL_SUBNET
REMOTE_SUBNET
always

ALL

ACCEPT

In the Firewall/Network Options section, disable NAT.

Click OK.

Click Create New again.

Configure the following settings:

Field Value

Name
Incoming Interface

Outgoing Interface

Remote_in
ToRemote

port3

Source REMOTE_SUBNET
Destination LOCAL_SUBNET
Schedule always
Service ALL
Action ACCEPT
8. Inthe Firewall/Network Options section, disable NAT.
9. Click OK.
Name Source Destination Schedule Service Acticn NAT
B port3 — M port1 &
B M port3 - 2 ToRzmote €
Remote_out & LOCAL_SUBNET & REMCTE_SUBNET [@ ahways © Disanled
[E = ToRcmate - M port &
Femote_in & REMOTE_SUBMET B LOCAL_SUBNET [ always Il ALL « ACCEPT © Disaoled
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Test and Monitor the VPN

You will test the VPN and monitor its status.

To test the VPN
1. On the Local-FortiGate GUI, click Dashboard > Network > IPsec.
2. Click the + sign beside Custom to expand the custom VPN tunnel section.
Notice that the ToRemote VPN is currently down.
3. Right-click the VPN, and then click Bring Up > All Phase 2 Selectors.
€ | IPscc
[ ResetStatistics @ BringUp~ Bring Down = @, Locate on VPN Map
MNarme = Remole Galeway = Peer D = neoming Dala = Dulgoing Dala =
B Y Custor @
020051  Remareromicate on o
il Reset Statistics
|€} Ering Up ¥ | Phase Z Selector: ToRemote
Gring Down b | All Phase 2 Selectors I
Q Locateon VM Map
Ll Showe Bz Lching Logs
4. Inthe top-right corner, click the refresh button to refresh the widget information.
The Name column of the VPN now contains a green up arrow, which indicates that the tunnel is up.
& P c
& Raset Stotlarles Finglp= IFing v = G Locare ar VRN Map
Hame Remate Gateway 5 Papr|l % Inenmiap 24t & Qutgning Data = Phace 1% Phaga 2 Salrctoes 5
B & Custom
m 10.200.5.1 & BemoleforliCale 4 an on D ToRemale G Talemnis
5. On the Remote-Client VM, open a terminal window, and then enter the following command to ping the Local-Client
VM:
ping 10.0.1.10
The ping should work.
6. On the Local-FortiGate GUI, click Dashboard > Network > IPsec.
7. Inthe upper-right corner, click the refresh button multiple times to refresh the widget information.
You will notice that the counters for Incoming Data and Outgoing Data increase over time. This indicates
that the traffic between 10.0.1.10and 10.0.2. 10 is being encrypted successfully and routed through the
tunnel.
€| IPsec Tz ;-
B Heaztsearietics ringlip= LrnpDown® | QL Lacatenn VPR Map
Mame % Remobe Gataway = PeerD = Incoming Data = Ourgolng Daa = Phaze 1% Phzse 2 Selectors 5
B 2 custor
@ TuRenole 10.200.3.1 & Remels ForliGale A TF0KE 37 1B @ TeRemolu D ToRuies
8. On the Remote-Client VM, press Cctr1+C to stop the ping.
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Exercise 3: Configuring Redundant Static IPsec VPN

Tunnels Between Two FortiGate Devices

In this exercise, you will configure one more VPN tunnel between Local-FortiGate and Remote-FortiGate for
redundancy purposes. You must first restore a configuration file on Remote-FortiGate.

Prerequisites

Before beginning this exercise, you must restore a configuration file on Remote-FortiGate.

Make sure that you restore the correct configuration on Remote-FortiGate, using the
v following steps. Failure to restore the correct configuration on Remote-FortiGate will

“9"’ prevent you from doing the lab exercise.
-

After you load the configurations, Remote-FortiGate will be preconfigured for VPN
redundancy. This exercise provides instructions to review the configuration for

Remote-FortiGate.

To restore the Remote-FortiGate configuration file
1. Connect to the Remote-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

P > EARVAR A O admin ~

FortiGate VM&4-KWVM
1 v7.2.0 build1157 (Feature)

d
£ System »
3 Backup ID Configuration »
D Restore & Change Password

X Scripts

3. Click the + sign to expand the list.
4. Select the configuration with the comment remote-redundant-ipsec-vpn, and then click Revert.

% Delete 1 Details [ Diff 'O Revert Save
ConfiglD Username Date Comments
Eromee
11 admin 2022/04/25 14:06:16  remote-redundant-ipsec-vpn
10 admin 2022/04/2513:38:57  remote-SF
9 admin 2022/04/2512:39:28  initial

5. Click OK to reboot.
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Check the IPsec VPN Tunnel on Local-FortiGate

You just restored a configuration file to Remote-FortiGate. You will now check the status of the ToRemote VPN
on Local-FortiGate.

To check the VPN on Local-FortiGate

1. On the Local-FortiGate GUI, click Dashboard > Network > IPsec.
2. Click the + sign beside Custom to expand the custom VPN tunnel section.
Notice that the ToRemote VPN is currently down.

1||.'\ ' !‘_ If the ToRemote VPN still appears up, wait a few more seconds, and then press
Ctrl+Rto refresh the page. The tunnel will be brought down automatically by dead
9 peer detection (DPD) approximately 60 seconds after the configuration is restored on
— Remote-FortiGate.

3. Right-click the VPN, and then click Bring Up > All Phase 2 Selectors.

€ IPsec
W ResetStatisties | @ NringlUp= fring Dewn = Q Lacata an VPK Map
Name Rerole Galeway = PeerID = Incoming Dzla = Culgoing Dala =
© ToRematey 1030031 0B 0B

il Resel Slatislics

|G Bring Up I ¥ | Fhase 2 Szlzctor: ToRemote
Bring Down L |.f‘.|| Phase 2 Selectors |

Q Locate on VPN Map
Ll Show Matching Logs

4. Inthe upper-right corner, click the refresh button to refresh the widget information.
The Name column of the VPN shows a red down arrow, indicating that the tunnel is still down.

€| IPsec

D TuRemole @ TeRumole

@ TeRuemole 10.200.5.1 OB QB

"\ ' J" After you restore the configuration on Remote-FortiGate, the configuration for the
tunnel on Remote-FortiGate no longer mirrors the configuration on Local-FortiGate,
which is why the tunnel does not come up this time. You will fix this in the next
— procedure.
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Review the VPN Configuration on Both FortiGate Devices

Phase 1 and phase 2 settings on both peers are no longer a mirror of each other. You will review the VPN
configuration on each FortiGate and identify the differences. After that, you will apply the changes to the Local-
FortiGate configuration so it mirrors the configuration on Remote-FortiGate.

To review the VPN configuration on both FortiGate devices

1. On the Local-FortiGate GUI, click VPN > IPsec Tunnels, and then double-click ToRemote to review the tunnel

settings.
2. Onthe Remote-FortiGate GUI, click VPN > IPsec Tunnels, and then double-click ToLocal to review the tunnel
settings.
3. Compare the settings in the Authentication section on each FortiGate.
Authentication Local-FortiGate S D Remote-FortiGate
Mcthed iPre-shared Key - | Authentication
Pre-shared Key sesssees Ml b Pre-shared Key -
IRE Pre-shared Key sessena
Verslon 2 IKE
Maode PEEGE Main (1D protecticn) Version 2
Peer Opticns Mode Aggrassive
Accep: Types Any peer ID -

Stop and think!

What are the differences in the VPN configuration between the two FortiGate devices?

Authentication

» Local-FortiGate uses aggressive mode for IKE, while Remote-FortiGate uses main mode.

To change the VPN configuration on Local-FortiGate

1. On the Local-FortiGate GUI, click VPN > IPsec Tunnels, and then double-click ToRemote to edit the tunnel
settings.
2. Click the Authentication section, and then configure the following setting:

Field Value

Mode Main (ID protection)

3. Click OK.

Test and Monitor the VPN

Now that you fixed the VPN configuration on Local-FortiGate, you will test the VPN. Instead of bringing up the
tunnel manually, you will generate traffic to bring the tunnel up.
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To test the VPN

1. On the Remote-Client VM, open a terminal window, and then enter the following command to ping the Local-Client
VM:

ping 10.0.1.10
The ping should work.

ALY

b -
9 The first few pings will fail while FortiGate negotiates and establishes the VPN.

2. Onthe Local-FortiGate GUI, click Dashboard > Network > IPsec.
3. Click the + sign beside Custom to expand the custom VPN tunnel section.
Notice that the ToRemote VPN is currently up.

€ [Psec == 0
W ReselSlalislics Bring Up = ol X
Marme = Remole Galewoy + PeerlD = Incorming Dala = Qulguing Daa = Phase 1 = Phase 2 Seleclors =
1020031 471kB 2460kE @ ToRemoz= @ ToRemot=

4. On the Remote-Client VM, press Ctr1+C to stop the ping.

Create a Backup VPN Tunnel Using the IPsec Wizard

You will configure a backup VPN tunnel on Local-FortiGate, named ToRemoteBackup, for redundancy
purposes. To configure the new tunnel, you will use the IPsec wizard. On the Remote-FortiGate, the backup VPN
tunnel was preconfigured and named ToLocalBackup.

To create a VPN using the IPsec wizard

1. On the Local-FortiGate GUI, click VPN > IPsec Tunnels, and then click Create New > IPsec Tunnel.
2. Configure the following settings:

Field Value

Name ToRemoteBackup
Template type Site to Site
NAT configuration No NAT between sites
Remote device type FortiGate

3. Click Next.

4. Configure the following settings:
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Create a Backup VPN Tunnel Using the

IPsec Wizard

Field Value
Remote device IP Address
Remote IP address 10.200.4.1
Outgoing Interface port2

Authentication method

P

re-shared key

5. Click Next.
6. Configure the following settings:

Field

fortinet

Value

Pre-shared Key

Local interface

Local subnets

R

emote Subnets

Internet Access

7. Click Next.
8. Click Create.
You should see the following screen:

port3
10.0.1.0/24
10.0.2.0/24

None

VPN Creation Wizard

@) Review Settings

© The following settings should be reviewed prior to creating the VM.

Object Summary
Phase 1interface
Local address group
Remote address group
Phase 2 interface
Static route

Blackhole route

ToRemateRackup
leRemotzBackup_local
ToRemoteBackup_remoto
ToRemeoteBackup

static

static

Local ta remote policies  vin ToRemoteBackup laca

Remote to local policies  vin_ToRemoleBackup_remote

Cancel

9. Click Create to create the new VPN tunnel.

10. Click Show Tunnel List, and then click the + sign beside Site to Site - FortiGate to expand the VPN tunnel
section.

You will see the VPN you just created.

FortiGate Infrastructure 7.2 Lab Guide

Fortinet T

hnologie

ortinet Vouchers & Dumps are Available on Brave-Dumps.com



DO NQ-TE ?@ET&HTN ‘oTi'zard B!'@MQMH%MM’( Static IPsec VPN Tunnels Between Two
d FortiGate Devices
© FORTINET

+ CreateNew~ | # Ldit T Delete Search Q
Tunnel Interface Binding Status Ref.
[E & Custom &

Q@ ToRemate

[2] &2 Siteto Site - FortiGate €9

O ToRemateBackup W port2 @ Inactive

Review the Objects the IPsec Wizard Created

You will review the objects that the IPsec wizard created.

To review the objects the IPsec wizard created

1. Onthe Local-FortiGate GUI, click VPN > IPsec Tunnels, and then double-click ToORemoteBackup to review the
tunnel settings.

Notice the quick mode selectors that the wizard configured for you.

Tunnel Template =-:Site to Site - FortiGate
Convert To Custom Tunnel
Name ToRemoteBackup
C " VPN: ToRemoteBackup
omments (Created by VPN wizard) /. 43/255
Network # Edit

Remote Gateway : Static IP Address (10.200.4.1) , Qutgoing Interface : port2

Authentication & Edit

Authentication Method : Pre-shared Key

Phase 2 Selectors

Local Address Remote Address

ToRemoteBackup remot P
e

ToRemoteBackup ToRemoteBackup local

2. Click Cancel.

3. Click Policy & Objects > Addresses, and then click the + icon to expand Address Group.
Observe the following new firewall address objects:

* ToRemoteBackup_local_subnet_1, a member of the ToRemoteBackup_local address group
¢ ToRemoteBackup_remote_subnet_1, a member of the ToORemoteBackup_remote address group
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[E] IP Range/Subnet

= FABRIC DEVICE 0.0.0.0/0

& FIREWALL AUTH_PORTAL_ADCDRESS 0.0.0.0/0

L LOCAL SUBNET 10.0.1.0/24

& LOCAL_WINDOWS 100.1.10/32

= REMOTE_ETH1 10.2C0.1.254/32
& REMOTE_SUBNET 10.0.2.0/24

B RCMOTC_WINDOWS 10.0.2.10/22

I3 SSIVPN_TUNNFL_ADDR1 10.212.134.200-10.212.134.210
& ToRemoteBackup_local_subnet_1 100.1.0/24

& ToRemoteBackup_remote_subret_1 10.0.2.0/24
Ban 0.0.0.0/0

B none 0.0.0.0/32

FQDN @

B Address Group €

T G Suite I gmail.com

L& wildcard.google.com

& Microsoft Office 365 I loginmicrosoftonline.com
I loginmicresoft.com
L lozinwindows.nel

& ToRemoteBackup_local & TcRemcteBackup_loczl_subnet_1

TR ToRemoteBackup_remote & TcRemcteBackup_remote_subnet_1

4. Click Policy & Objects > Firewall Policy.

Observe the two new firewall policies: one from port3 to ToRemoteBackup and another from
ToRemoteBackup to port3. You will see that the Action in both cases is ACCEPT.

Mame Source Destinaticn Schedulz Service Action AT
[ portd — M portl
E] @ porl3 — (@ ToRemul:
Remate_aut & _(OCAL SLIEMLT B RLMOTL_SUBNLT [@ always L " ACCLFI € Diszbled
B ™l port3 — % ToRemctzBackup @B
| wor_lcRemoteBackup local O ToRemoteBackup_local B lcRemoteBzckup_remote 06 alwavs ~ ACCEFT © Disabled
B = ToRemote [ ports @
Remole in REMOTE SUENET B LOCAL SUBMET [@ alway: " ACCEFT © Dirabled
B & ToRemoteBackup — M portd €
| vor_ToRemoteBackup remote C 2. & ToRemoteBackup_remote W ToRemoteBzckup_local @ alway: A\ + ACCEFT  © Disabled
[ Implicit

5. Click Network > Static Routes, and then view the static route the wizard added.

Dieslinzlion 5 Galeway IF 5 Inlerlace % Slale % Comnenls 5

C00.0m 10200125 M portl & Enablod

LLOMLIVT WLTO 7252 B porz & Fribld

10.0.2.0¢24 10.200.3.1 % TaRemaote & Frahlzd

& ToRemateBackup_remote 10.200 4.1 =1 ToRemcteBackup Enabilzd WRR: ToRemaoteBackup (Crezted by VRN wizard)

e TolieweleBackup_rermcls Ulskho ke & Eoeabl=d VRN TulemcleBackup (Crealed by VPN wizard)
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Stop and think!
Why did the IPsec wizard add a second route using the blackhole interface?

FortiGate drops all packets routed to the blackhole interface. The IPsec wizard added two static routes: one
to the IPsec virtual interface, with a distance of 10, and one to the blackhole interface, with a distance of 254.
The route with the lowest distance, the one to the IPsec virtual interface, takes precedence. However, if the
VPN is down, the route to the blackhole interface becomes active, even though it was originally the route
with the higher distance. So, traffic destined to the VPN is now routed to the blackhole interface and
dropped. The route to the blackhole interface prevents FortiGate from sending VPN traffic to the default
route while the VPN is down. The route to the blackhole interface also prevents FortiGate from creating
unnecessary sessions in the session table.

Adjust Routing for the Backup VPN Tunnel on Local-FortiGate

You will increase the administrative distance of the static route the IPsec wizard created for the
ToRemoteBackup VPN, so the tunnel is only used when the ToRemote VPN is down.

To configure a backup VPN on Local-FortiGate

1. Onthe Local-FortiGate GUI, click Network > Static Routes.
2. Double-click the static route created for ToORemoteBackup to edit the settings.

+Createbew | & Fdit | MWCIo [l Dl Saare - a
Duwstinnzlion = Galoway [P = Inlerace = Stalus = Cammenls =
00000 0.2 25, #| portl & Enchlzd
OO0 W puri2 @ Libizd
10020724 I TeRemote & Frnhled
|'_h TwRzmacBackup romole & TokemoleBachup % Enzbicd VI ToHemoleBackup [Croasced by VI wizard)
. ToRemoteDackup_remote Clzckhale & Crizbed WPH: ToRemoteDackup [Created by VPH wizard)

3. Configure the following setting:

Field Value

Administrative Distance 20
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4,

Edit Static Route

Destination Subnet QREIRGRYl (=0 Internet Scrvice

& ToRemoteBackup_remote -

Interface (= ToRemoteBackup v

Administrative Distance @ | 20

Comments VPN ToRemoteBackup (Created
by VPN wizard) a3/z55

Status (A NEWEGN © Disabled

2 Advanced Options

Cancel

Click OK.

Review the Backup VPN Configuration on Remote-FortiGate

For the purpose of this lab, the backup VPN configuration on Remote-FortiGate was preconfigured for you. The
configuration also includes a zone to reduce the number of firewall policies needed for the redundant VPNs. You
will review this configuration.

To review the Remote-FortiGate configuration

1.

On the Remote-FortiGate GUI, click VPN > IPsec Tunnels, and then double-click ToLocalBackup to review the
tunnel settings.

Click Network > Static Routes, and then view ToLocalBackup to review the static route for the backup VPN.
Click Network > Interfaces, and then expand the Zone section to view the VPN zone details to review the
interface zone.

Click Policy & Objects > Firewall Policy, and then view the Local_out and Local_in policies to review the
firewall policies for VPN traffic on Remote-FortiGate.

Test VPN Redundancy

You will test the VPN failover. You will use the sniffer tool to monitor which VPN tunnel the traffic is using.

To test VPN redundancy

1. On the Local-FortiGate CLI, log in with the username admin and password password.
2. Enter the following command to sniff all ICMP trafficto 10.0.2. 10 with verbosity 4:
diagnose sniffer packet any 'icmp and host 10.0.2.10' 4
3. On the Local-Client VM, open a terminal window, and then run a continuous ping to Remote-Client, using the
following command:
ping 10.0.2.10
4. Return to the Local-FortiGate CLI session, and then view the sniffer output.
It shows that Local-FortiGate is routing the packets through the ToRemote VPN.
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28.040086 port3 in 10.0.1.10 -> 10.0.2.10: icmp: echo request
28.040107 ToRemote out 10.0.1.10 -> 10.0.2.10: icmp: echo request
28.041188 ToRemote in 10.0.2.10 -> 10.0.1.10: icmp: echo reply
28.041196 port3 out 10.0.2.10 -> 10.0.1.10: icmp: echo reply

Now, you will simulate a failure in the ToRemote VPN, and observe how FortiGate starts using the secondary
ToRemoteBackup VPN.

5. Onthe Local-FortiGate GUI, click Network > Interfaces.
6. Click the + sign beside port1 to view the subinterfaces using port1.
7. Right-click ToRemote, and then click Set Status > Disable to disable the VPN interface.

[E] ™ Physical Interface

= [® portl ™ Physical Interface
e 21 ToRemote L0 Tl Lamenck
ISet Status ¢ Enable
B port2 # Edit |© Disable
i Delete
Integrate Interface

ToRemote is now grayed out.

8. Wait about a minute for DPD to detect the failure in ToRemote, and as a result, for FortiGate to reroute the traffic
through ToRemoteBackup.

9. Return to the Local-FortiGate CLI session, and then view the sniffer output again.
Notice that the ToRemoteBackup VPN is being used now.
546.352063 port3 in 10.0.1.10 -> 10.0.2.10: icmp: echo request
546.352090 ToRemoteBackup out 10.0.1.10 -> 10.0.2.10: icmp: echo request

546.353546 ToRemoteBackup in 10.0.2.10 -> 10.0.1.10: icmp: echo reply
546.353560 port3 out 10.0.2.10 -> 10.0.1.10: icmp: echo reply

10. On the Local-FortiGate GUI, click Network > Interfaces.
11. Click the + sign beside port1 to view the subinterfaces using port1.
12. Right-click ToRemote, and then click Set Status > Enable to re-enable the VPN interface.

[El ® Physical Interface

e ™ portl [ Physical Interface

-

| --® (21 ToRemote
= ISet Status I

B port2 # Edit

Disable

@ Delete

Integrate Interface

ToRemote is no longer grayed out.
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13. Returnto the Local-FortiGate CLI session, and then view the sniffer output again.
Notice that the ToRemote VPN is being used again.

589.622935 port3 in 10.0.1.10 -> 10.0.2.10: icmp: echo request
589.622948 ToRemote out 10.0.1.10 -> 10.0.2.10: icmp: echo request
589.624057 ToRemote in 10.0.2.10 -> 10.0.1.10: icmp: echo reply
589.624072 port3 out 10.0.2.10 -> 10.0.1.10: icmp: echo reply

14. Press Ctrl+cC to stop the ping.

15. Close the Local-FortiGate CLI window.
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Lab 7: High Availability

In this lab, you will examine how to set up a FortiGate Clustering Protocol (FGCP) high availability (HA) cluster of
FortiGate devices. You will explore active-active HA mode and observe FortiGate HA behavior. You will also
perform an HA failover and use diagnostic commands to observe the election of a new primary device in the
cluster. Finally, you will configure management ports on FortiGate devices to reach each FortiGate individually for
management purposes.

Objectives

¢ Setup an HA cluster using FortiGate devices

¢ Observe HA synchronization and interpret diagnostic output

¢ Perform an HA failover

¢ Manage individual cluster members by configuring a reserved management interface

Time to Complete

Estimated: 40 minutes

Lab HA Topology

After you upload the required configurations to each FortiGate, the logical topology will change to the following:

Remote-FortiGate

eth1
10.200.1.1
port3 SN _~_ portl
) 10.0.1.254/24 - .
Local-Client . 10.200.1.1/24
10.0.1.10 Local-FortiGate
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Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate and Remote-FortiGate.

You must restore the configuration to Local-FortiGate first, and then to Remote-

ﬁ FortiGate.
If you restore the configuration to Remote-FortiGate first, it will produce unintended

results and may prevent you from doing the lab exercises.

To restore the Local-FortiGate configuration file

1. Connectto the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

FortiGate VM&4-KVM
v7.2.0 build1157 (Feature)
Cq
£ System »
0 Backup ID Configuration ¥
D Restore & Change Password
X scripts '

3. Click + to expand the list.
4. Select the configuration with the comment local-ha, and then click Revert.
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X Delete | | 1 Details | [0 Save
ConfigID Username Date Comments

38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
35 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FSSO
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/2513:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/2513:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial

5. Click OK to reboot.

To restore the Remote-FortiGate configuration file

1. Connect to the Remote-FortiGate GUI, and then log in with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

SRR © =cmin -

FortiGate VM64-KWM
1 v7.2.0 build1157 (Feature)

£ System ’
(3 Backup I (3 Configuration b
'O Restare & Change Password
|EE Revisions | & Logout
X scripts

3. Click + to expand the list.
4. Select the configuration with the comment initial, and then click Revert.
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% Delete = 1 Details [ Diff 'O Revert Save
ConfiglD Username Date Comments
Eromere
11 admin 2022/04/25 14:06:16  remote-redundant-ipsec-vpn
10 admin 2022/04/2513:38:57  remote-SF
9 admin 2022/04/2512:39:28  initial

5. Click OK to reboot.
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Exercise 1: Configuring HA

FortiGate HA uses FGCP, which uses a heartbeat link for HA-related communications to discover other FortiGate
devices in the same HA group, elect a primary device, synchronize configuration, and detect failed devices in an
HA cluster.

In this exercise, you will examine how to configure HA settings on both FortiGate devices. You will observe the HA
synchronization status, and use diagnose commands to verify that the configuration is in sync on both FortiGate

devices.
A\ . . . .
- - Unless instructed otherwise, always use the console connection of Local-FortiGate
q and Remote-FortiGate to access the CLI. This ensures that you can access the CLI of
— the device regardless of the HA role.

Configure HA Settings on Local-FortiGate

You will configure HA-related settings using the Local-FortiGate GUI.

To configure HA settings on Local-FortiGate

1. Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
2. Click System > HA, and then configure the following HA settings:

Field Value

Mode Active-Active
Device priority 200

Group name Training
Password Fortinet

Tip: Click Change, and then type the password.

Session pickup <enable>
Monitor interfaces Click X to remove any ports that are selected.
Heartbeat interfaces Click X to remove port4, and then select port2.

The configuration should look like the following example:
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High Auwailalilily
“ode Active-Active - i
Drevice privrily € | 200 5 =
]
Clusker Settings
I
Croup name Tralnlng )
Passwerd 00 | seseseses an 8
Session pickup |(.‘-| g
“onitor intertaces + 2
HearLbaal inlerioas x Clu
+ 8
&
. =y
B Managemen! lilerfzce Reservalion
4]
B Unicasl Hearlbeal 2
-

3. Click OK.

Configure HA Settings on Remote-FortiGate

You will configure HA-related settings on Remote-FortiGate, using the console.

To configure HA settings on Remote-FortiGate

1. Connect to the Remote-FortiGate CLI, and then log in with the username admin and password password.
2. Enter the following commands:

config system ha
set group-name Training
set mode a-a
set password Fortinet
set hbdev port2 0
set session-pickup enable
set override disable
set priority 100
end

Observe and Verify the HA Synchronization Status

Now that you have configured HA on both FortiGate devices, you will verify that HA is established and that the
configurations are fully synchronized.

The checksums for all cluster members must match for the FortiGate devices to be synchronized.

To observe and verify the HA synchronization status

1. On the Remote-FortiGate CLI, you should see the debug messages about the HA synchronization process.
These messages sometimes display useful status change information.

2. Wait 4-5 minutes for the FortiGate devices to synchronize.
After the FortiGate devices are synchronized, the Remote-FortiGate device logs out all admin users.
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secondary succeeded to sync external files with primary
secondary starts to sync with primary
logout all admin users

When prompted, log back in to the Remote-FortiGate CLI with the username admin and password password.
To check the HA synchronization status, enter the following command:

diagnose sys ha checksum show

On the Local-FortiGate CLI, enter the following command to check the HA synchronization status:
diagnose sys ha checksum show

Compare the output from both FortiGate devices.
If both FortiGate devices are synchronized, the checksums match.

Alternatively, you can run the following CLI command on any member to view the checksums of all members:
diagnose sys ha checksum cluster

Verify FortiGate Roles in an HA Cluster

After the checksums of both FortiGate devices match, you will verify the cluster member roles to confirm the
primary and secondary devices.

105

To verify FortiGate roles in an HA cluster

1.

On both the Local-FortiGate CLI and Remote-FortiGate CLI, enter the following command to verify that the HA
cluster is established:

get system status

On both FortiGate devices, view the Current HA mode line, and then write down the device serial number
(Serial-Number).

Notice that Local-FortiGate is a-a primary and Remote-FortiGate is a-a secondary.

Stop and think!

Why was Local-FortiGate elected as the primary?

In the primary election process, the first criterion checked is the number of connected monitored ports.
Because you didn't configure monitored ports, then the next criterion is checked.

Because you disabled the override setting, then the next criterion checked is HA uptime. Because you
enabled HA on both devices about the same time, then the HA uptime difference is less than five minutes,
and therefore, the next criterion, priority, is checked.

Local-FortiGate has a priority of 200, which is greater than Remote-FortiGate, which has a priority of 100.
The result is that Local-FortiGate is elected primary.

On the Local-FortiGate CLI , enter the following command to confirm the reason for the primary election:
get system ha status

In the output, look for the Primary selected using section to identify the reason for the latest primary election
event.
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Your output should look similar to the following example:

Primary selected using:
<2022/04/22 ©9:03:55> vcluster-1: FGVYMO10O0ORE64692 is selected as the primary because its
override priority is larger than peer member FGVM@10000065036.

The output confirms that Local-FortiGate was elected primary because of its higher

“' ! ’_,. priority.
9 If you see that the election reason is a higher uptime, then that is probably because
- you rebooted one of the members, and as a result, the HA uptime of that device was
reset. The reboot then caused the HA uptime difference to be more than five minutes.

Verify Firewall Policy Configuration

By default, a FortiGate HA active-active cluster load balances only sessions that are subject to proxy inspection.
For this reason, you will verify that the matching firewall policy is configured to perform proxy inspection.

To verify firewall policy configuration

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Double-click the firewall policy named P3_to_P1 to view its settings.
Your page should look similar to the following example:

Frlil Policy
Name @ P3_lo_P1
Incoming Interface | M port3 -
Outgoing Intzrface M portl -
Source & LOCAL_SUBNET x
+
Destination & all x
+
schedule [8 always -
Service AL x
+
Action @ DENY

Inspection Mode | Flow-based) Ha s i8istr]

Fircwall/Nctworl: Cptions

NAT O

|P Pool Configuraticn Use Cutgolng Interface Address s

Praserve Scurce Port (0

Protocol Cptions default v

Security Profiles

ArtiVirus © A defauit v &
Web Fliter © = defauit v &
Vid=o Fliter [® ]
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Ay The firewall policy P3_to_P1 has been preconfigured for you. The firewall policy
‘9-’ matches the internet traffic that you will generate in the next task, and is configured to

perform antivirus and web filtering proxy-based inspection on the matching traffic. This
way, the primary FortiGate will distribute some of the matching sessions to the
secondary FortiGate.

3. Click Cancel.

View Session Statistics

You will view session statistics.

To view session statistics

1. On the Local-Client VM, open a few browser tabs, and connect to a few websites, such as:
e https://docs.fortinet.com
* www.yahoo.com
¢ www.bbc.com

2. On both the Local-FortiGate CLI and Remote-FortiGate CLI, enter the following command:

get system session status

The primary FortiGate handles more sessions than the secondary FortiGate. This is
because the primary handles:
A\

-~ - ¢ Cluster management traffic (local-in and local-out connections)
9 ¢ Non-TCP firewall traffic
— e TCP firewall traffic that is not subject to proxy-based inspection or any inspection
e TCP firewall traffic that is subject to proxy-based inspection and that isn't distributed
to the secondary
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Exercise 2: Triggering an HA Failover

You set up an HA cluster. In this exercise, you will examine how to trigger an HA failover, and observe the
renegotiation among devices to elect a new primary device and redistribute the sessions.

\ LN
- - Unless instructed otherwise, always use the console connection of Local-FortiGate
and Remote-FortiGate to access the CLI. This ensures that you can access the device
— CLlregardless of the HA role.

Trigger a Failover by Rebooting the Primary FortiGate

You will reboot the primary FortiGate in the cluster to trigger a failover.

( )

Take the Expert Challenge!

1. On the Local-Client VM, complete the following:
¢ Play along video (more than 5 minutes long) on https://www.youtube.com.
¢ Runa continuous pingto IP address 4.2.2. 2.
2. Onthe Local-FortiGate CLI, reboot Local-FortiGate.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have performed these steps, see Triggering an HA Failover on page 108.

. J

To trigger a failover by rebooting the primary FortiGate

1. On the Local-Client VM, open a browser, and then visit the following URL:
https://www.youtube.com

2. Play along video (more than 5 minutes long).

3. While the video is playing, open a terminal, and then run a continuous ping to a public IP address:
ping 4.2.2.2

4. Totrigger a failover, on the Local-FortiGate CLI, enter the following command to reboot Local-FortiGate:
execute reboot

5. Press Y to confirm that you want to reboot Local-FortiGate.

Verify the HA Failover and FortiGate Roles
You will verify the HA failover, and check the roles of FortiGate in an HA cluster.
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To verify the HA failover and FortiGate roles

1. On the Local-Client VM, check the terminal and video that you started earlier.

Because of the failover, Remote-FortiGate is now the primary processor of traffic. Your ping and video should
still be running.

2. Press Ctrl+cC to stop the ping.

3. To verify that Remote-FortiGate is acting as the primary device in the HA cluster, on the Remote-FortiGate CLI,
enter the following command:

get system status

Stop and think!

When Local-FortiGate finishes rebooting and rejoins the cluster, does it rejoin as the secondary device, or
resume its initial role of primary device?

4. To see the status of all cluster members, enter the following command on any FortiGate in the cluster:

get system ha status

You should see that Local-FortiGate rejoins the cluster as a secondary device. It lost its role as the primary

device.
Primary : Remote-FortiGate, FGVMB10000065836, HA cluster index = ©
econdary : Local-FortiGate , FGVMP1leeeeese4692, HA cluster index = 1

number ot vcluster: 1

Primary: FGVMeleeeeees5e36, HA operating index = ©

Secondary: FGVM@120000864692, HA operating index 1
vs The outputof get system ha status has been cut to fit this page.
] -
9 Local-FortiGate becomes the secondary device in the cluster because it has a lower
HA uptime than Local-Remote. In addition, the HA uptime difference between the

members is more than 5 minutes.

Trigger an HA Failover by Resetting the HA Uptime

You will trigger a failover by resetting the HA uptime on the current primary FortiGate—which should be Remote-
FortiGate—and then you will verify the role of Remote-FortiGate in the HA cluster.

To trigger an HA failover by resetting the HA uptime on FortiGate

1. On the Remote-FortiGate CLI console, enter the following command:

diagnose sys ha reset-uptime
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‘\ ' l' After you reset the HA uptime on Remote-FortiGate, Local-FortiGate becomes the
member with the highest HA uptime. Because the HA uptime difference between the
members is more than five minutes, then Local-FortiGate is elected as the new

- primary.

Remote-FortiGate now has the secondary role in the cluster.

2. Onthe Remote-FortiGate CLI, enter the following command to verify this:

get system status

Observe HA Leave and Join Messages Using Diagnostic Commands

The HA synchronization process is responsible for FGCP packets that communicate cluster status and build the
cluster. You will use real-time diagnostic commands to observe this process.

To observe HA failover using diagnostic commands

1. On the Local-FortiGate CLI, enter the following commands:
diagnose debug enable
diagnose debug application hatalk 0
diagnose debug application hatalk 255

\.‘ ! ’.r
The diagnose debug application hatalk 0 command stops the debug. You
will use this command later.
-

2. Onthe Remote-FortiGate CLI, enter the following command to reboot Remote-FortiGate:

execute reboot

3. Press Y to confirm that you want to reboot Remote-FortiGate.

4. Onthe Local-FortiGate CLI, view the output while the secondary device reboots and starts communicating with the
cluster.
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Local-FortiGate # <hatalk> vcluster 0: ha prio=0(primary), state/chg_time/now=2(
work)/1618318557/1618318664

<hatalk>|member '"FGVM010000065036' lost heartbeat on hbdev 'port2'| now=5082484,
last_hb jiffies+timeout=5082083+400=5082483

khatalk>|lost member 'FGVMO010000065036' heartbeat, delete it

hatalk> |deleting gmember 'FGVM010000065036'

<hatalk> |vcluster 0: deleting vmember 'FGVM010000065036°'

<hatalk> |vcluster 0: reelect=1, delete-vmember

<hatalk>|cfg_changed is set to 1: hatalk_del member

<hatalk> |vcluster 0: reelect=0, hatalk vcluster_ timer func

<hatalk> |vcluster 0: 'FGVM010000064692' is elected as the cluster primary of 1 m
Fmbers

<hatalk> vcluster 0: ha prio=0(primary), state/chg_time/now=2(work)/1618318557/1
618318714

<hatalk> parse options for 'FGVM010000065036', packet version=1

<hatalk>|new member 'FGVM010000065036' is added into group |

<hatalk> [hatalk_gmember update last_hb_ jiffies:222] recv first hb packet from '
FGVM010000065036"' on hbdev='port2'

<hatalk> vcluster_0: vmember 'FGVM010000065036' updated, override=0, usr_priorit
y=100, mondev/pingsvr=0/0, uptime/reset count=0/0, £lag=0x00000000

<hatalk> cfg_changed is set to 1: hatalk vcluster add vmember

<hatalk> vcluster_o:|'FGVM010000064692' is elected as the cluster primary of 2 m I
embers

<hatalk> vcluster_ 0: state changed, 2(work)->2(work)

<hatalk> vcluster 0: work as primary immediately

<hatalk> root: ha mode=20100, mode=1, state=2(0x20000), ha prio=0(0x0).
<hatalk:ERRO> 'FGVM010000065036' is not found in vcluster bk

<hatalk> 'port2' is selected as 'port_ha’'

<hatalk> change port ha ip to 169.254.0.2

<hatalk> vcluster_0: start sending garps

<hatalk> vcluster_0: Send vmsg nvdoms=1, len=20.

<hatalk> vcluster_0: reelect=1, vmember updated

<hatalk> parse options for 'FGVM010000065036', packet version=2

<hatalk> vcluster 0: vmember 'FGVM010000065036' updated, override=0, usr_priorit
y=100, mondev/pingsvr=0/0, uptime/reset count=0/0, f£lag=0x00000000

The output shows that the current primary FortiGate is sending heartbeat packets and trying to synchronize
its configuration with the configuration of the secondary FortiGate.

5. To stop the debug output on Local-FortiGate, press the up arrow key twice, select the second-last command (in
this case, diagnose debug application hatalk 0),andthen pressEnter
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Exercise 3: Configuring the HA Management Interface

In this exercise, you will examine how to configure a spare interface in the cluster as a reserved HA management
interface. This allows both FortiGate devices to be reachable for management purposes regardless of the
member role.

If a reserved HA management interface is not configured, your cluster management connections are handled by
the primary FortiGate. However, you can access the CLI of the secondary FortiGate from the primary FortiGate
CLlI, or by using the secondary console connection.

You can also configure an in-band HA management interface, which is an alternative to the reserved HA
management interface, and does not require reserving an interface that is only for management access.

\ LN
- - Unless instructed otherwise, always use the console connection of Local-FortiGate
and Remote-FortiGate to access the CLI. This ensures that you can access the device
— CLlregardless of the HA role.

Access the Secondary FortiGate CLI Through the Primary FortiGate CLI

You will connect to the secondary FortiGate CLI through the primary FortiGate CLI.

To access the secondary FortiGate CLI through the primary FortiGate CLI

1. Onthe Local-FortiGate CLI, log in with the username admin and password password.

2. Enter the following command to access the secondary FortiGate CLI through the primary FortiGate heartbeat
interface:

execute ha manage <id> admin

Use 2 to list the values for <id>.

Local-FortiGate #

Local-FortiGate # execute ha manage
<id> please input peer box index.
<0> Subsidiary unit FGVMO0100000

Local-FortiGate # execute ha manage 0 adminl

3. When prompted, enter the password password to log in to Remote-FortiGate.
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Local-FortiGate # execute ha manage 0 admin
Warning: Permanently added '169.254.0.1' (EL
admin@l169.254.0.1's password:
[Remote-FortiGate #|[

4. Enter the following command to get the status of the secondary FortiGate:

get system status

5. Viewthe Current HA mode line.
You will notice that Remote-FortiGate is a-a secondary.
6. Enter the following command to return to the Local-FortiGate CLI:

exit

Set Up a Reserved HA Management Interface

You will use an unused interface on the FortiGate devices in an HA cluster to configure a reserved HA
management interface and a unique IP address on each member. This way, you can access each member

directly regardless of its role.

To set up a reserved HA management interface

1. On the Local-Client VM, open a browser, and then log in to the Local-FortiGate GUl at 10.0.1. 254 with the
username admin and password password.

2. Click System > HA.
3. Right-click Local-FortiGate, and then click Edit.

£ FortiGateVMé4 1 3
[ [

i ==

2 4

Local-FortiGate (Primary)

o Refresh = 4 Edit X Remove device from HA cluste

Status Priarity Hostname Ser
@ Synchronized 200 Local-FortiGate FGVMO100004
< Refresh
@ Synchronized - Remote-FortiGate FGVMO100004
# Edit
® Remove device from HA cluster

4. Enable Management Interface Reservation, and then in the Interface field, select port7.

5. Click OK.
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- -
q port7 connects to the same LAN segment as port3.

Configure and Access the Primary FortiGate Using the Reserved HA
Management Interface

You will configure and verify access to the primary FortiGate using the reserved HA management interface.

To configure and verify access to the primary FortiGate using the reserved HA management
interface

1. Onthe Local-FortiGate CLI, log in with the username admin and password password.

2. Enter the following commands to configure port7:
config system interface
edit port7
set ip 10.0.1.253/24
set allowaccess ping ssh snmp http

end
"\ ' J'___ Even though this address overlaps with port3, which is not allowed by default
(FortiGate does not allow overlapped subnets by default), it is allowed here because
the routing entries for the reserved HA management interface are excluded from the
- routing table.

3. Onthe Local-Client VM, open a browser, and then log in to the Local-FortiGate GUlat 10.0.1.253 (note the IP
address) with the username admin and password password.

This verifies connectivity to port7.

Configure and Access the Secondary FortiGate Using the Reserved HA
Management Interface

You will configure and verify access to the secondary FortiGate using the reserved HA management interface.
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4 )
Take the Expert Challenge!

1. On the Remote-FortiGate CLI, complete the following:
 Verify that the reserved HA management interface was synchronized with the secondary device.

show system ha

» Verify that port7 has no configuration, and then configure port7 IP/Netmaskas 10.0.1.252/24
with the same allowaccess configured for Local-FortiGate port7.

2. Onthe Local-Client VM, log in to the Remote-FortiGate GUI (admin/password) using the port7 IP
address to verify connectivity.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

KAfter the configuration is ready, see Configuring the HA Management Interface on page 112.

J

To configure and verify access to the secondary FortiGate using the management interface

1. On the Remote-FortiGate CLI, enter the following command to verify that the reserved HA management interface
was synchronized with the secondary device:

show system ha

Look for ha-mgmt-status and config ha-mgmt-interfaces. These should already be set.

2. Enter the following command to verify that port7 has no configuration:
show system interface port?7

3. Configure port7, using the following commands:

config system interface
edit port7
set ip 10.0.1.252/24
set allowaccess ping ssh snmp http
next
end

4. Onthe Local-Client VM, open a browser, and then log in to the Remote-FortiGate GUlat 10.0.1.252 (note the IP
address) with the username admin and password password.

This will verify connectivity to port7.

Each device in the cluster now has its own management IP address for monitoring purposes.

Disconnect Remote-FortiGate From the Cluster

You will disconnect Remote-FortiGate from the cluster. Remote-FortiGate will prompt you to configure an IP
address on any port on Remote-FortiGate so that you can access it after the disconnection.

To disconnect Remote-FortiGate from the cluster

1. On the Local-Client VM, open a browser, and then log in to the Local-FortiGate GUl at 10.0. 1. 254 with the
username admin and password password.
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2. Click System > HA.

3. Right-click Remote-FortiGate, and then click Remove device from HA cluster.

222 FortiGate VMé4

13 35 7 @9 223 FortiGate VM64
i &
I o=sas 1]
2 4 & E 10
Local-FortiGate (Primary)

Remote-FortiGate (Secondary)

% Retresh & Edit X Hzmove device from HA cluster

Status Priority Hostname Serial Mo Fole Uptime Sessions
@ Synchronized 200 Local-FortiGate ~ FGVMO10000064£92 Primary 3h 14m 15
@ Synchronized —— = to Caesifead, FGYMO10000065036 Seccndary Os 18
2 Refresh
# Edit
|% Remove devica from HA clister]
4. When prompted, configure the following settings:
Field Value
Interface port3
IP/Netmask 10.0.1.251/24
5. Click OK.

This removes the FortiGate from the HA cluster.

Restore the Remote-FortiGate Configuration

You will restore the Remote-FortiGate configuration, so that you can use Remote-FortiGate in the next labs.

Failure to perform these steps will prevent you from doing the next exercises.

To restore the Remote-FortiGate configuration file
1.

On the Local-Client VM, open a browser, and then log in to the Remote-FortiGate GUlat 10.0.1.251 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.
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FortiGate VM&4-KWVM
- v7.2.0 build1157 (Feature)

£ System '
(3 Backup I (3 Configuration ¥
'O Restare & Change Password
|EE Revisions | & Logout

X scripts

3. Click + to expand the list.
4. Select the configuration with the comment initial, and then click Revert.

% Delete 1 Details [0 Diff 'O Revert Save
ConfiglD Username Date Comments

[ 7.2.0 build 1157 @ |

11 admin 2022/04/25 14:06:16  remote-redundant-ipsec-vpn
10 admin 2022/04/2513:38:57  remote-SF
9 admin 2022/04/2512:39:28  initial

5. Click OK to reboot.

Failure to perform these steps will prevent you from doing the next exercises.
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Lab 8: Diagnostics Performance

In this lab, you will run diagnostic commands to learn about the current status of FortiGate. You will also use the
sniffer and debug flow tools to troubleshoot and fix a connectivity problem.

Objectives

* |dentify normal behavior for your network

¢ Monitor for abnormal behavior, such as traffic spikes

* Diagnose problems at the physical and network layers

¢ Diagnose connectivity problems using the debug flow

» Diagnose resource problems, such as high CPU or memory usage

Time to Complete

Estimated: 30 minutes
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Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Onthe Local-FortiGate GUI, log in with the username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Revisions.

FortiGate VM&4-KVM
1 w7.2.0 build1157 (Feature)

O admin -

Cq
I . System »
[ Backup ID Configuration »
D Restore 3 Change Password
X Scripts '

3. Click the + sign to expand the list.

4. Select the configuration with the comment local-diagnostics, and then click Revert.

X Delete | i Deta ™ Save
ConfiglD Username Date Comments

38 admin 2022/04/25 14:14:12 local-logging
37 admin 2022/04/25 14:03:26 local-ipsec-vpn
36 admin 2022/04/25 14:00:32 local-central-nat
35 admin 2022/04/25 13:56:10 local-diagnostics
34 admin 2022/04/25 13:53:02 local-ha
33 admin 2022/04/25 13:49:07 local-SSL-VPN
32 admin 2022/04/25 13:46:34 local-FSSO
31 admin 2022/04/25 13:44:11 local-vdom
30 admin 2022/04/25 13:41:07 local-SF
29 admin 2022/04/25 13:34:04 local-app-control
28 admin 2022/04/25 13:31:22 local-web-filtering
27 admin 2022/04/25 13:24:23 local-firewall-authentication
26 admin 2022/04/25 13:21:05 local-nat
25 admin 2022/04/25 13:05:11 local-firewall-policy
23 admin 2022/04/25 10:53:52 initial

5. Click OK to reboot.
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Exercise 1: Determining What Is Happening Now

In this exercise, you will use CLI commands to get information about FortiGate, such as traffic volume, CPU
usage, memory usage, and the ARP table.

Run Diagnostic Commands

You will run some diagnostic commands and take note of some of the information displayed.

To run diagnostic commands

1. On the Local-FortiGate CLI, log in with the username admin and password password.

2. Find the following information and write down your answers in the space provided—refer to the list of commands
that follows to get the answers:

Field Value

Firmware branch point
Current HA mode
Hostname

CPU utilization

Memory utilization
Average network usage
Average session setup rate

Negotiated speed and duplex mode for interface
port1

MTU for port1
MAC address for the IP address 10.200.1.254

Name of the process consuming the most CPU (if
any)

Name of the process consuming the most memory
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Enter the following CLI commands to find the information requested above:

get system status

get system performance status
get hardware nic portl

get system arp

diagnose sys top 1

(Press shift+P to order the processes by CPU usage, shift+M to order them by
memory usage, or Q to stop.)

3. Close the Local-FortiGate CLI session.
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Exercise 2: Troubleshooting a Connectivity Problem

In this exercise, you will use the sniffer and debug flow to troubleshoot a network connectivity problem.

Identify the Problem

As you will see in this procedure, there is a network connectivity problem between the Local-Client VM and the
Linux server.

To identify the problem

1. Onthe Local-Client VM, open a terminal window.

2. Start a continuous ping to the Linux server (IP address 10.200.1.254):
ping 10.200.1.254

The ping is failing. You will use the sniffer and debug flow tools on Local-FortiGate to find out why.

3. Do not close the terminal window—keep the ping running.

Use the Sniffer

(" )
Take the Expert Challenge!

Now that you understand what the problem is, try to fix it without looking at the FortiGate configuration. Use
the built-in sniffer and debug flow tools to troubleshoot the problem.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Troubleshooting a Connectivity Problem on page 122.

\_ J

You will start troubleshooting by sniffing the ICMP traffic going to the Linux server.

To use the sniffer

1. On the Local-FortiGate CLI, log in with the username admin and password password.

2. Enter the following command to sniff the ICMP trafficto 10.200.1.254:
diagnose sniffer packet any "icmp and host 10.200.1.254" 4

3. Observe the output.
interfaces=[any]
filters=[icmp and host 10.200.1.254]
5.439019 port3 in 10.0.1.10 -> 10.200.1.254: icmp: echo request
10.442347 port3 in 10.0.1.10 -> 10.200.1.254: icmp: echo request
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15.444343 port3 in 10.0.1.10 -> 10.200.1.254: icmp: echo request
20.545397 port3 in 10.0.1.10 -> 10.200.1.254: icmp: echo request
The packets are arriving on FortiGate, but FortiGate is not routing them.

4. Press Ctrl1+cC to stop the sniffer.

Use the Debug Flow Tool

You will run the debug flow tool to get information about why the packets are being dropped.

To use the debug flow tool

1. Onthe Local-FortiGate CLI session, enter the following commands. You will configure the debug flow filter to
capture all ICMP traffic to and fromthe 10.200.1.254 IP address.

diagnose debug flow filter clear

diagnose debug flow filter proto 1

diagnose debug flow filter addr 10.200.1.254
diagnose debug enable

diagnose debug flow trace start 3

The output should be similar to the following example. FortiGate receives the ICMP packet from 10.0.1.10
t010.200.1.254 from port3.

1d=20085 trace id=1 func=print pkt detail 1ine=5363 msg="vd-root received a packet
(proto=1, 10.0.1.10:1->10.200.1.254:2048) from port3. type=8, code=0, id=1,
segq=33."
It creates a new session.
1d=20085 trace id=1 func=init ip session common line=5519 msg="allocate a new
session-00000340"
It finds a route for the destination 10.200.1.254 through port1.
1id=20085 trace id=1 func=vf ip route input common 1ine=2583 msg="find a route:
£1ag=04000000 gw-10.200.1.254 via portl"
It drops the packet. The debug flow shows the error message.
1d=20085 trace id=1 func=fw forward handler 1line=586 msg="Denied by forward policy

check (policy 0)"

The Denied by forward policy check message indicates that the traffic is denied by a firewall policy.
It could be either a denied policy explicitly configured by the administrator, or the implicit denied policy for
traffic that does not match a configured policy.

Thepolicy 0 indicates that the traffic was denied by the default implicit policy. If the traffic was blocked by
an explicitly configured policy, its policy ID number would be indicated in this output, instead of 0.

Fix the Problem

Now that you found the cause of the problem, you will fix the problem.
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To fix the problem

1.
2.
3.

Connect to the Local-FortiGate GUI, and then log in with the username admin and password password.
Click Policy & Objects > Firewall Policy.
Look at the firewall policies.

The Full_Access firewall policy does not allow ICMP traffic (only HTTP)—this is why FortiGate is dropping
the ping packets.

Edit the Full_Access firewall policy.
Change the service from HTTP to ALL.
Click OK.

Test the Fix

You will test to confirm that the configuration change fixed the problem.

To test the fix

1.
2,
3.

On the Local-Client VM, check the terminal window to see if the continuous ping is working now.
Press ctr1+cC to stop the ping, but leave the terminal open.

On the Local-FortiGate CLI session where you are running debug commands, clear all the ICMP sessions from the
session table, using the following commands:

diagnose sys session filter clear
diagnose sys session filter proto 1
diagnose sys session clear

Start the debug flow again, using the following commands:

diagnose debug flow filter clear

diagnose debug flow filter proto 1

diagnose debug flow filter addr 10.200.1.254
diagnose debug enable

diagnose debug flow trace start 3

There should not be any output yet, because the ping is not running.
Return to the terminal window, and then start the ping again.

ping 10.200.1.254
Check the debug flow output.

Itis a bit different now. The error message is not displayed and you can see a few new logs.

Traffic is allowed by the firewall policy with the ID 1.

1id=20085 trace id=4 func=fw forward handler 1line=737 msg="Allowed by Policy-1: SNAT"

FortiGate applies source NAT (SNAT).

1d=20085 trace id=4 func=_ip session run tuple line=3164 msg="SNAT 10.0.1.10-
>10.200.1.1:62464"

Additionally, you can see the debug flow logs from the return (ping reply) packets.
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1d=20085 trace id=5 func=print pkt detail 1ine=5363 msg="vd-root received a packet
(proto=1, 10.200.1.254:62464->10.200.1.1:0) from portl. type=0, code=0, id=62464,
segq=83."

1d=20085 trace id=5 func=resolve ip tuple fast 1ine=5438 msg="Find an existing
session, 1d-000003f2, reply direction"

1id=20085 trace id=5 func=_ ip session run tuple line=3178 msg="DNAT 10.200.1.1:0-
>10.0.1.10:1"

1d=20085 trace id=5 func=vf ip route input common line=2583 msg="find a route:
f1ag=04000000 gw-10.0.1.10 via port3"

The procedure in this exercise describes what you should usually do when
troubleshooting connectivity problems on FortiGate. Sniff the traffic first to check that
the packets are arriving on FortiGate and that FortiGate is routing them correctly. If the
sniffer shows that the traffic is being dropped by FortiGate, use the debug flow tool to
find out why.
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