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In this lesson, you will learn about basic email concepts and gain an understanding of SMTP and FortiMail.
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Lesson Overview

QSMTP and DNS Roles

)Mail Flow

)Email Transmission and Retrieval

)Operating Modes
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In this lesson, you will learn about the topics shown on this slide.
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SMTP and DNS Roles

Objectives

+ |dentify SMTP roles
+ Describe the importance of DNS in email exchanges
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in SMTP and DNS roles, you will be able to identify SMTP device roles and
understand the importance of DNS in email exchanges.

FortiMail 7.2 Study Guide 6



Email Concepts

DO NOT REPRINT
HORTHNET -—
What Is SMTP?

« Simple Mail Transport Protocol (SMTP)
« Allows Mail Transfer Agents (MTA) to send email to each other
- Platform-independent (Microsoft Exchange can SMTP email to a Lotus Domino server)

« Separate protocol from delivery agents used by email clients to retrieve mail from mailboxes like Post
Office Protocol (POP) or Internet Message Access Protocol (IMAP)

3
N o P @ Internet
\\‘ W SMTP
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Mail servers use SMTP to deliver email between accounts in different domains. If a mail server wants to
communicate a message to a separate mail server across the internet, it usually does so using SMTP. SMTP
is distinct from mail delivery protocols in that it is universally used regardless of whatever endpoint client is

being used.

FortiMail 7.2 Study Guide
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SMTP Device Roles

« Mail user agent (MUA)
« Microsoft Outlook, Mozilla Thunderbird, Apple Mail
« SMTP for sending emails
« POP3 or IMAP for retrieving emails from a mail server

- Mail transfer agent (MTA)
- FortiMail, Postfix, Microsoft Exchange
« Intermediate hop that processes email; also known as a mail relay
- Open relays allow unvetted senders and are heavily exploited by spammers

« Mail server
« Microsoft Exchange. FortiMail (server mode)
« The final destination of an email
- Contains user mailboxes

F::RTINET :
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End users interact with their email using an MUA, such as Microsoft Outlook, Mozilla Thunderbird, or Apple
Mail, to compose and send email. MUAs facilitate email retrieval protocols such as POP or IMAP.

An SMTP server that handles email, but isn't the final destination server, is an MTA (also known as a mail
relay). MTAs can exist internally, on an enterprise network, or on the internet, provided as a service by an ISP
for its customers. FortiMail operating in gateway mode is an MTA. FortiMail in server mode is both an MTA
and the destination mail server. Typically, MTAs implement a vetting mechanism to check if a sender is
authorized to use the services of that MTA. This can be in the form of authentication or filtering rules, based
on source IP addresses. MTAs that don’t implement these mechanisms are referred to as open relays. Open
relays are widely exploited by spammers, to send unsolicited spam in bulk.

A mail server is the final destination of an email before the recipient retrieves it. A mail server might also
support MTA functionality but also host user mailboxes.

FortiMail 7.2 Study Guide
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DNS Role

« Mail exchanger (MX) record
« Atype of DNS record that specifies one or more MTAs for a domain
« With multiple MTAs, priority values are used to indicate preference
 Lower preference = higher priority

#nslookup -type=mx internal.lab
Server: UnKnown
Address: 10.0.1.10

internal.lab|MX preference = 20,|mail exchanger = intsrv.internal.lab
internal.lab]|MX preference = 10,|mail exchanger = intgw.internal.lab
intsrv.internal.lab internet address = 10.0.1.99
intgw.internal.lab internet address = 10.0.1.11

F::RTINET
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DNS plays an important role in email delivery. When an MTA needs to verify where to send an email, it
performs a lookup for a specific type of DNS record on the domain portion of the recipient’s email address.
This DNS record is known as the MX record. The MX record lookup can return one or more destination MTAs.
To send the email, the sending MTA connects to the address indicated by the MX record.

When multiple MTA addresses exist, preference values are used to indicate priority. An MTA with the lowest
preference always has the highest priority. If the MTA with the lowest preference doesn’t respond to a TCP
SYN request, then the next higher preference MTA is used. If the preference value is equal across multiple
MX entries, then some form of load balancing may be used. The most common form of load balancing is DNS
round robin. The DNS server randomizes the order of equally weighted DNS MX responses, where the
senders therefore load distribute using whichever random server is at the top of the list.

Depending on the deployment mode of FortiMail, the public DNS records may indicate that FortiMail is the MX
destination.

FortiMail 7.2 Study Guide 9
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Knowledge Check
1. What is an MUA?
YA Software that end users interact with to retrieve and send email messages
B. A protocol used to authenticate users for email retrieval
2. What is the role of Microsoft Outlook?
YA, MUA
B. MTA
F:i:ZRTINET i
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Lesson Progress

@ SMTP and DNS Roles

) Mail Flow

) Email Transmission and Retrieval

) Operating Modes
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Good job! You now understand SMTP and DNS roles.

Now, you will learn about mail flow.

FortiMail 7.2 Study Guide
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Mail Flow

Objectives

« Describe how email flows using SMTP
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in mail flow, you will be able to identify mail flows and how the SMTP protocol
works.

FortiMail 7.2 Study Guide 12
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Sending Email
File Message Insert Options Format Text Review Nrropo 1' The MUA Connects to the |oca| mail
i, JoCu Calibri@oc-[11 </ & A |21 4 [38 server (MTA)
P Sromatpanter B T U ¥-A- E== E3% A4s 2 The MTA performs a DNS MX record
Clipboard 5 Basic Text lookup on the domain portion of the
F - recipient address: example3.com
, = ¥ e 3. The local MTA connects to the remote
399 = MTA and transmits the message
Helto, world: 4. The remote MTA delivers the
message to the user mailbox on the
The quick brown fox jumped over the lazy dog! destination mail server
Fi:RTINET ,
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When a user composes an email message to a recipient in their email client software and clicks Send, the
software connects to the mail relay. Usually, this is the corporate or ISP mail server. The mail relay performs a
DNS lookup for the domain portion of the recipient’'s email address, requesting the MX record for that domain,
and delivers the email to the listed next hop MTA. This process is repeated until the email reaches the
destination mail server.

FortiMail 7.2 Study Guide 13
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Email Flow

relay.examplel.net

post.examplel.org

77

\ A@example1.org \Q ‘ B@example3.com
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On the next few slides, you will learn about the process of sending an email.

This slide illustrates a scenario where user A@example1.org wants to send an email to B@example3.com.
Since post.examplel.org is the local mail server for the sender, the email will go through

post.examplel.org.

14
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Email Flow (Contd)

post.examplel.org

DNS Response:
example3.com 3600 IN MX 50 relay.example2.net]
example3.com 3600 IN MX 100 mail.example3.com

& Fortinet Inc. All Rights Reserved.
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relay.examplel.net

nail.example3.com

& ‘ ltz ™
i .‘? {
LN ! ._a._
' \ A@example1.org : \::: B@example3.com
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To forward the email toward the destination, post.examplel.org queries the public DNS server for the MX

records of example3. com, and uses the entry with the lowest preference, which in this case is
relay.example2.net with a preference value of 50.

FortiMail 7.2 Study Guide
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Email Flow (Contd)

~ -

post.examplel.org

DNS Response:
lexample3.com 3600 IN MX 50 mail.example3.com |

77
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=
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Q@ A@example1.org \ B@example3.com
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The since the relay.example2.net MTA is not the final destination for this email, it also queries their DNS
server for the MX record for example3.com. This time, the smallest preference entry is
mail.example3.com. SO, relay.example?2.net forwards the email tomail.example3. com.

Note that while the same DNS server providing different MX record responses is not a typical scenario, it is
possible to achieve this using split-view DNS mechanisms. Split-view DNS is an implementation of DNS that
provides different DNS responses based on the source IP of the DNS request. The network topology shown
on this slide is using a split-view DNS mechanism to illustrate how email routing is achieved. This is very
common in situations where separate filtering email devices are used but redundancy and continuity is
important.

FortiMail 7.2 Study Guide 16
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\\ A@example1.org E \:::‘ B@example3.com
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Finally, user B@example3.com uses their MUA to download the email from mail.example3.com.

FortiMail 7.2 Study Guide
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Knowledge Check

1. What type of DNS lookup does an MTA perform to verify where to send an email?
A.  MAIL record
B. Arecord
C. PTRrecord

< D. MX record

2. When an MX record lookup returns multiple FQDNs, which FQDN will FortiMail use to
forward the email?
A.  The one with the highest preference value.
' B. The one with the lowest preference value.
C. The one returned first.
D. The one first alphabetically.

F:Z:RTINET

Training Institute ® Fortinet Inc. All Rights Reserved. 15
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Lesson Progress

@swp and DNS Roles

@(/) Mail Flow

) Email Transmission and Retrieval

) Operating Modes
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Good job! You now understand mail flow.

Now, you will learn about email transmission and retrieval.

FortiMail 7.2 Study Guide
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Email Transmission and Retrieval

Objectives

« Describe SMTP messages and the message exchange
process

« Differentiate between SMTPS and SMTP over TLS
+ Differentiate between protocols used to send and receive email

F::RTINET )
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in email transmission and retrieval, you will be able to describe the message
exchange process and differentiate between different protocols that are used to send and receive email.

FortiMail 7.2 Study Guide 20
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SMTP Commands

. RFC 821 Original SMTP
HELO: Initiates an SMTP session
« MATI FROM: Sender email address
* RCPT TO: Recipient email address
« DATA: Email contents
+ RSET: Terminates an active session
+ NooP: Keeps a session alive
* QUIT: Ends a session gracefully
« Three-digit server response codes: 2xx, 3xx, 4xx, 5xx

+ RFC 1869: Extended SMTP (ESMTP)
« EHLO indicates extended features—sTARTTLS, AUTH

« More SMTP commands (RFC 2554, 2920, 3207, and other RFCs) less common

F::RTINET

Training Institute
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Email on the internet follows a set of standards known as SMTP. The SMTP protocol was first submitted in
1982 under RFC 821. Although there have been many subsequent extensions, SMTP remains true to its
name: it is a relatively simple protocol, with a limited number of commands and responses.

The SMTP commands shown on this slide show how the client—usually an MUA or an intermediary MTA—
performs various tasks.

There are also three-digit server response codes that the receiving MTA can use to convey various status
messages back to the sender.

Over the years, engineers have added features to SMTP that didn't exist in the original RFC. For example,
servers that support ESMTP can be requested to use encryption of the email body using transport layer
security (TLS).

FortiMail 7.2 Study Guide 21
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SMTP Session

TCP connection on port 25...

Iserver: 220 mx.internal.lab| _

Client: HELO mx.external.lab

S: 250 mx.internal.lab Hello mx.external.lab, pleased to meet you
— C: MAII, FROM:<a@external.lab>
% S: 250 Sender ok «-
é C: RCPT TO:<b@internal_lab>
§ = S: 250 Recipient ok
E .% C: DATA ) . . .
= @ S: 354 Enter mail, end with "." on a line by itself
s & C: From: A <a@external.lab>
% E R C: To: B <blinternal.lab> -'—-
g E > C: Date: Wed, 13 Jan 2021 16:53:26 +0100
O (7] % : Subject: Hello, World!

= s e guic rown rox jumped OVer e lazy dog.
L 3: 250 Message accepted for delivery
C: QUIT
. S: 221 mx.internal.lab Closing connection
..Connection closed with remote host...
F::RTINET
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This slide shows the commands that are typically used and seen by the client and server during an email
exchange. It starts with the client—the sending MTA or MUA—initiating a TCP session on port 25 though
keep in mind SMTP can be used over most TCP ports.

If the TCP session is established, the SMTP session starts when the receiving MTA presents the banner. The
client then presents a HELO message, which the server acknowledges.

The client uses the DATA command to indicate the start of the actual email message, which includes the
header and body. The message header can contain a lot more information than what is shown on this slide.

The client sends a single (.) to indicate the end of the message, and the server acknowledges the end of the
SMTP transaction. If the client needs to send an additional email, the process starts again at the MATL. FROM

step.

To end the SMTP session, the client sends the QUIT command, which is also acknowledged by the server.
Then, the TCP session is torn down.

This type of message exchange occurs any time an SMTP device has to send an email. Whether it is an
MUA-to-MTA or an MTA-to-MTA transmission, this kind of client-server interaction occurs. The only exception
to this interaction is with Microsoft Outlook and Microsoft Exchange servers, which use a Microsoft proprietary
protocol called Messaging Application Programming Interface (MAPI). MAPI is used for both email
transmission and retrieval between Microsoft Outlook and Microsoft Exchange.

FortiMail 7.2 Study Guide 22
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Message Header

Received: from relay.exampleZ.net (relay.exampleZ.net [4.3.2.1]) by mail.example3.com with ESMIP id 987eéxyz;
Wed, 13 Jan 2021 15:53:30 GMT

Received: from post.examplel.org (1.2.3.4) by relay.example2.net (4.3.2.1) with SMTP id abedef; Wed, 13 Jan e
2021 15:53:30 GMT

Received: from A (10.0.0.1) by post.examplel.org with ESMIP id 123456; Wed, 13 Jan 2021 15:53:26 GMT }-

MIME-Version: 1.0

Subject: Hello, World! -‘
Message-ID: <43849E86.29784.DF620%@localhost>

Priority: normal
X-mailer: Pegasus Mail for Windows (4.21c) -—
Content-type: text/plain; charset=US-ASCII

<email body>

F:Z:RTINET

Training Institute ® Fortinet Inc. All Rights Reserved. 20

A message header can contain a lot of useful information. Each email client has its own procedure for viewing
the message header of a single email. Message headers are often used to gather information or troubleshoot
email issues. The content of the message header remains intact when an email is forwarded as an
attachment. Forwarding the email destroys the original message header because the MUA creates new
headers from the new point of origin.

One of the most important parts of an email is the received header. Every time an email is generated by an
MUA, or traverses an MTA, a received header is added. At a minimum, the received header contains the IP
address of the sender, if it is the first hop, or the receiver, if it is an intermediary hop, as well as the date and
time the email was processed by the hop. Depending on the vendor, MTAs sometimes add a session ID for
the email, as well as the TLS version and cipher information (if applicable).

Received headers are added on top of one another. The bottom entry shows where the email started its
journey, and the top entry shows where the email is currently located.

As well as the received headers, other information in the message header includes MIME headers, content
headers, and the subject.

FortiMail 7.2 Study Guide 23
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SMTP Authentication

« Security wasn't a consideration in the original RFC for SMTP
- Standardized as ESMTP (extended SMTP) extensions

= AUTH
= Provides authentication for SMTP clients
* Uses Base64 for AUTH PLAIN LOGIN

« Other older authentication algorithms can also be supported
- For exampfe, CRAM-MDS5, DIGEST-MD5

220 mx.internal.lab
:external.lab
250-AUTH PLAIN LOGIN
250-STARTTLS
:[2UTH LOGIN

334 VXNlcm5hbWUé
dXNlcm5hbWwouY29t
334 UGFzc3dvcmQé
(| bX1IWYXNzd29y ZA==
235 ok, go ahead

hwnimn

0 O i nn O

F::RTINET
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The original RFC for SMTP did not include any requirements for security mechanisms. Email was transmitted
in plaintext by unauthenticated users.

The AUTH extension was added later in the mid-1990s to verify sender identity. MTAs that support ESMTP
can, and should, enforce authentication to ensure that only authorized users are allowed to send email. This
verifies only the sender identity for outbound emails from a protected domain, but it does not prevent spoofing
of inbound emails coming from external mail servers.

FortiMail 7.2 Study Guide 24
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SMTPS and STARTTLS

« Tosecure SMTP, SSL encryption was added as another layer using a separate TCP port
« SMTP by default uses port 25, and SMTPS uses port 465 or 587

- STARTTLS was added as an extension

» Functions on the same SMTP port
« The client can upgrade a plaintext connection to be TLS encrypted

220 mx.internal.lab
EHLO external.lab
250-AUTH FLAIN LOGIN
250-STARTTLS

.[0m5 zocmv]

334 VXNlcmShbWUG
dXNlcmShbWUOu¥2 9t

334 UGFzc3dvcmQé
bX1wYXNzd29yzZa==

235 ok, go ahead

b QW

haoWwnaomano

F::RTINET
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SMTPS implements a layer of security using TLS encryption, but it was never standardized. MTAs needed to
maintain separate ports for encrypted and unencrypted sessions because SMTP by default uses port 25, and
SMTPS uses port 465 or 587.

The current standard for secured email communication is SMTP over TLS. Connections are made using the
standard SMTP port, and a TLS negotiation occurs after the SMTP session is established. If both sides agree,
a secure connection is established and the remaining data is exchanged securely. Many ESMTP servers
enforce the STARTTLS message for encryption. This means that the recipient MTA only accepts the envelope
addresses (MAIL FROM and RCPT TO) after TLS is established.

FortiMail 7.2 Study Guide 25
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SMTPS and STARTTLS (Contd)

SMTP over TLS (STARTTLS)
. .TCP handshake on port 25...

S: 220 mx.internal.lab

SMTPS

...TCP handshake
...TLS Handshake...

on port 465...

<encrypted data>
|c: EHLO external.lab]
<encrypted data>
S: 250-AUTH PLAIN LOGIN
S: 250-STARTTLS <encrypted data>
IC' STARTTLSI <encrypted data>
S: 220 Ready to start TLS <encrypted data>
..TLS handshake... <encrypted data>
<encrypted data> <encrypted data>
<encrypted data> <encrypted data>
<encrypted data> <encrypted data>
<encrypted data> <encrypted data>
<encrypted data> <encrypted data>

& Fortinet Inc. All Rights Reserved.

In SMTP over TLS, the initial connection is made on the standard SMTP TCP port. The client, which can be
an MUA or MTA, transmits its EHL.O message and is presented with a list of extensions that represent the set
of supported extensions on the server side of the connection. If STARTTLS is present in the list, and if the
client wants a secure connection, then the client responds with STARTTLS. This initiates the TLS negotiation
between the two endpoints. After the secure connection is established, the remaining SMTP traffic is
encrypted on the network.

In SMTPS, the server and client start the SMTP session, which is fully encrypted in a TLS tunnel.

FortiMail 7.2 Study Guide
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Retrieving Email—POP

+ RFC 918 - Post Office Protocol (POP)
- Allows clients to download email from mailbox servers and save those messages to
local storage
* Usually deletes messages on the server after download
+ RFC 1939 - Post Office Protocol - version 3 (POP3)

« TCP/110 or TCP/995 (SSL/TLS)
« SSU/TLS are commonly supported and used to encrypt entire session
« If using port 110, username and password are sent in clear text

F::RTINET
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POP is used to download new messages and store them locally in the user’s email client. Typically, the
messages are deleted from the server after download. This works well, but there are some disadvantages.
Since email messages are stored on the user’s device after download, they are accessible only on that
device. If the user accesses email from multiple devices, such as a smartphone and a laptop, it becomes

challenging to keep track of which message is on which device.

It's important to use POP in a secure way. The original RFC for POP didn't implement any form of encryption,
and passwords can be sent as clear text, unless the email server and client are configured to support the

SSL/TLS extensions to POP3.

FortiMail 7.2 Study Guide
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Retrieving Email—IMAP

« RFC 3501 - Internet Message Access Protocol - version 4 (IMAP4)

+ Complete management of an email inbox
- Messages usually kept on mail server until deletion
= Allows multiple clients to manage the same mailbox
« Manages folders within a mailbox

« TCP/143 (clear or TLS) or TCP/993 (SSL)

- SSL/TLS is the most common way to secure a connection

F::ZRTINET
® Fortinet Inc. All Rights Reserved. 25
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IMAP is another mail retrieval protocol that has multiple advantages over POP3. It provides more robust
management of an email inbox, including message retention, allowing multiple managers of an inbox, folder
management, and so on. IMAP is usually the go-to method for keeping multiple devices synchronized with the
same inbox. Like POP3, IMAP functions on two separate ports. TCP port 143 can use a STARTTLS message
to upgrade the connection to be TLS encrypted. Otherwise, IMAP will function in cleartext. TCP port 993 is

used for complete end-to-end encryption using SSL.

FortiMail 7.2 Study Guide
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Email Flow

relay.exampleZ.net

post.examplel.org

Rl
r ..'".'-.
' \\‘ B@example3.com

: \\
> A@example1.org

ERTINET
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Now, when you look at the mail flow example, you should be able to identify where SMTP transactions occur,
and where IMAP, POP3, MAPI, and webmail transactions occur.

29
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Knowledge Check

A. 465
vB. 25
G 22
D. 991

v A IMAP
B. SCP
C. SFTP
D. SMTP

F:Z:RTINET
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1. STARTTLS is performed over which port?

2. Which protocol is most often used by a client to retrieve emails from a mail server?

& Fortinet Inc. All Rights Reserved.
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Good job! You now understand email transmission and retrieval.

Now, you will learn about operating modes.

FortiMail 7.2 Study Guide
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Operating Modes

Objectives

« Choose an appropriate FortiMail operating mode

F::RTINET )
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding FortiMail operating modes, you will be able to identify the
appropriate operating mode for FortiMail, based on your network environment.
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Gateway Mode

+ Inbound and outbound MTA with application layer security

» Requires a DNS MX record change or a destination NAT rule change
« All inbound email goes through FortiMail first, then is routed to a back-end mail server

« Default operation mode on FortiMail installation
« You must configure protected domains and associated mail servers

7

Local Email Server

Fi:RTINET 0
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In gateway mode, FortiMail provides full MTA functionality. In the email path, FortiMail is situated in front of an
existing email server and scans email. If FortiMail detects any spam emails, it discards them or stores them in
the user quarantine mailboxes on the local FortiMail device. FortiMail delivers all clean emails to the back-end

mail server.

Since incoming email needs to be directed to FortiMail, a DNS MX record change (or destination NAT rule
change on the firewall) redirecting all inbound email traffic may be required. For complete protection, all
outbound email should be routed through FortiMail for inspection.

Gateway mode deployments are excellent at extending existing email infrastructure scalability. FortiMail can
offload all security-related and message-queuing tasks and reduce the overall performance requirements from
back-end mail servers.
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Local Email Server
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Internet
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Gateway Mode FortiMail
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In gateway mode DNS MX records usually point to an external firewall IP address that has a DNAT rule for
the FortiMail device. After determining if the email is allowed, FortiMail scans and delivers the email to the
corresponding local email server.

For outgoing email, FortiMail verifies if the sender of the email is valid and then perform its own DNS MX
lookup for delivery unless email forwarding is configured.
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Server Mode

+ Full-featured mail server that has application layer security
» Receives, inspects, and delivers email to user mailboxes stored in a local database

« No separate email server required—all emalil is received and stored by FortiMail

« |deal forsmall, drop-in, or new environments
- Group calendars

- Scheduling
+ Webmail

Local Email Users
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In server mode, FortiMail provides all of the typical functions of an email server, as well as security scans.
You can use FortiMail operating in server mode as a drop-in replacement for retiring email servers. It is also
an excellent choice for environments deploying internal email servers for the first time.

The same DNS MX record change or destination NAT rule change on the firewall is needed to redirect all
inbound email traffic to FortiMail for inspection. After inspection, FortiMail delivers the clean emails to the end-
user mailboxes stored locally on FortiMail. End users use IMAP, POP3, or webmail to access their inboxes.

Along with storing user mailboxes, FortiMail running in server mode provides a complete group calendar,
resource scheduling, webmail, and other advanced features.
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You can set up server mode FortiMail by setting a MX record to point to an external IP address that has a
DNAT rule pointing to FortiMail. If FortiMail receives an email for a protected domain and configured email
box, it scans and stores the email until the user connects with webmail, POP3, or IMAP to retrieve the email
from FortiMail.

To handle outgoing email, configure the local email user clients to use FortiMail as their outbound SMTP
server. FortiMail can then authenticate outgoing email.
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Transparent Mode

+ Physically located on the SMTP path
+ Intercepts email, even though destination IP address is not FortiMail
+ DNS MX record or DNAT rules are not required to point to FortiMalil

« Very little additional configuration needed on the network
- FortiMail scans mail as it is passes through
- No additional network configuration necessary
- Easy to configure and scan email for multiple domains
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In transparent mode, FortiMail is physically located on the email path to intercept email traffic transparently for
inspection. When operating in transparent mode, FortiMail isn't the intended IP destination of the email; and
therefore, no DNS MX record or DNAT rule change is required. This allows you to deploy FortiMail in
environments where you don’t want to or cannot change IP address and DNS MX records. Transparent mode
is often used in large MSSPs or carrier environments.
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As long as the email traffic is routed through the FortiMail device by routing, it is able to scan and filter email
as it is delivered and sent from local email servers. FortiMail does not need additional DNS MX records and it
can protect multiple email domains.
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Knowledge Check

1. Which three modes are FortiMail operating modes? (Choose three.)
A Server mode

B, Transparent mode
C. NAT/Route mode
+'D. Gateway mode
E. Proxy mode

2. Which type of environments often use FortiMail running in transparent mode?
A. Small to medium businesses (SMBs)
< B. Internet service providers (ISPs)

F:Z:RTINET
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Email Concepts

TN |
Lesson Progress
') SMTP and DNS Roles
') Mail Flow
,/) Email Transmission and Retrieval
,/) Operating Modes
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review
Identify SMTP roles

v Describe the importance of DNS in email exchanges
v Describe how email flows using SMTP
v Describe SMTP messages and the message exchange process
v Differentiate between SMTPS and SMTP over TLS
v Differentiate between protocols used to send and receive email
v" Choose an appropriate FortiMail operating mode
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about basic email concepts, and gained an
understanding of SMTP and FortiMail operating modes.
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Basic Setup

== FortiMail 7.2

Last Modified 13 September 2022

In this lesson, you will learn how to configure basic settings for your FortiMail deployments.
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Lesson Overview

) Navigating the GUI

“ ) System Settings and Administrative Options

e

| Protected Domains

T

) User Management

\ y—

'Email Flow Management
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In this lesson, you will explore the topics shown on this slide.
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Navigating the GUI

Objectives

« Access the administration and webmail interfaces
» Navigate the GUI

« Access the CLI

» Add FortiMail to the Security Fabric

F:=RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in navigating the GUI, you will be able to access the FortiMail administrative
and webmail interfaces and navigate the GUI. You will also learn to access and use the CLI.
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Web Access

» Log in to the administration interface
= Access the FortiMail interface:
https://<FortiMail FQDN or IP>/admin

» Log in to the webmail interface
- Access the user inbox in server mode, and the
quarantine mailbox in gateway and transparent
modes:
https://<FortiMail FQDN or IP>

F::RTINET
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admin

Please Login

| webmailuser |

@ Remember me

Training Institute

FortiMail has two web interfaces: an administration interface and webmail interface. Administration tasks can
also be performed on a CLI. Most of the time, administrators use the GUI to configure and maintain FortiMail.

The URL formats for the two web interfaces are shown on this slide.
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FortiMail Webmaill

» The user inbox for server mode has following
folders:
* Inbox
« Drafis
« Sent ltems
« Bulk
« Trash
* Encrypted Email

« The quarantine inbox for gateway mode has
following folders:
= Drafts
« Sent ltems
« Bulk
« Trash
« Encrypted Email
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extuser@estemal ab
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Bingtreittr

extuser@ertenal ub

i AN Foiders b 4

Drafts

O £ Refresh

o extuser@exiernal lab
0O # extuser@exiernal lab
o extuser@exiernal lab
extuser@exiernal lab
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Starting from FortiMail 6.2, the quarantine mailbox for FortiMail includes additional folders such as Drafts,

Sent Items, Trash, and Encrypted Email.

Previously, only the Bulk folder was available for quarantine mailboxes.
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Quick Start Wizard

« Use the quick start wizard to configure the following:
- Passwaord for the administrator account
« Network and time settings
+ Local host settings
« Protected domains
+ Incoming and outgoing antispam and antivirus scan settings 2 PaseLogin
« Access control rules for SMTP relay —
« Note: You can't select the operation mode using the quick start wizard

- Password change is enforced on first login okbefore

admin »

£ System »

& Change Password
| @ Log Out

Remember me
Log Out
Z:RTINET
® Fortinet Inc. All Rights Reserved. g
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You can use the quick start wizard to complete common FortiMail deployment tasks to save time and avoid
errors. The quick start wizard takes you through configuring basic settings.

When you log in for the first time, the GUI will enforce a password change.

Note that you can’t use the quick start wizard to select the operation mode. Configure the operation mode
before you use the wizard.
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Simple and Advanced View

+ Simple View
- Commonly used options only
+ Day-to-day operation

admin +

Simple View
v/ Advanced View

225 FortiMall VMO1 FortiMail

@ Ueshboard
« Advanced View w FortiView >
Dashboard @ Monitor >
« Complete set of menu options - & System >
|8 FortiView 3
& Domain & User »
© Monitor ’ I Policy 3
& System > = profile 3
& Domain & User » © Security »
5"0"(‘,’ ’ B Log & Report >
£ Profile »
@ Security »
& Encryption >
Data Loss Prevention M
Email Archiving »
B Log & Report >
ERTINET
® Fortinet Inc. All Rights Reserved. 7
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The FortiMail GUI has two display views: advanced view and simple view. The default view is simple view.
In advanced view, all configuration menu items are visible. Simple view displays only the features and

functions that you use most commonly for daily operation and maintenance. Switching between advanced
view and simple view affects only what the GUI displays—the configuration doesn’t change.
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CLI Syntax

- Similar to the FortiOS syntax, but not used as often for configuration tasks on FortiMail

- Very few configuration tasks require you to use the CLI

- Example: To make sure FortiMail complies with information security standards, disable the local POP3
and IMAP services if not being used

config system mailserver
set pop3-service <enable|disable>
set imap-service <enable|disable>
end

- See the CLI Reference Guide in the Fortinet Document Library at
docs.fortinet.com

F:=RTINET
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The FortiMail CLI syntax is similar to the FortiOS syntax, however, you can configure most of the
configuration through GUI. You need to use the CLI for those features that are not commonly used, or you
need specialized knowledge about the feature before you configure it. For example, you must use the CLI to
disable clear-text POP3 and IMAP services to make sure FortiMail complies with information security
standards.

See the CLI Reference Guide in the Fortinet Document Library at docs . fortinet.com.
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P
User Interface Customization and Console
Dashboard > Console
Status m
|l FortiView
® Monitor Connerced
£¥ System mail # ]
0 Wetwmad Language Customization
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You can customize elements of both the administration and webmail GUIs to apply alternate branding, color
themes, default languages, and so on.

Because you have already authenticated by logging in to the GUI, you can access the CLI using a single click.

Alternatively, you can access the CLI using SSH in a separate SSH client.

FortiMail 7.2 Study Guide

50



Basic Setup

DO NOT REPRINT

CODRTINET
JINTIINL ]

—
Fortinet Security Fabric

« You can connect FortiMail to an upstream FortiGate and become part of the Security
Fabric

- FortiMail antispam processing helps offload other devices in the Security Fabric that
would typically carry out this process

Custom Message Custom Email Template Appoarance Single Sign On . °
T alze ~ el
Enabied i =
Upstream IP Address 1001.20 Part 8013 ......;
Management |PYFQDN| 0.0.1 10/admi Port 443
D =0
_
[T ————
ama
F::RTINET
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You can integrate FortiMail into the Security Fabric. The Security Fabric root FortiGate can then establish an
administration connection to FortiMail using the IP address and port number specified. You can use the
Fabric Device widget on FortiGate to display FortiMail system information and mail statistics.

You can integrate FortiMail with other Fortinet products, as well as third-party virtual and cloud platforms, to
help establish a seamless Security Fabric across the entire attack surface. FortiMail antispam processing
helps offload other devices in the Security Fabric that would typically carry out this process.
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Knowledge Check

1. What is the default GUI display view?
A. Advanced view
< B. Simple view

2. Which feature can you not configure using the Quick Start Wizard?
A. Administrative password
' B. Operation mode

F::RTINET
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Lesson Progress

J 'Navigating the GUI

() System Settings and Administrative Options

1

-. _j Protected Domains

) User Management

ar
7

Email Flow Management

F::RTINET

Training Institute ® Fortinet Inc. All Rights Reserved.

Good job! You now understand how to navigate the GUI.

Now, you will learn about system settings and administrative options.
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System Settings and Administrative Options

Objectives

« Select the operation mode

.

Configure network interfaces, DNS, routes, system time, and a
hostname

Configure local and remote authentication for administrator
accounts

.

Define levels for administrator account permissions
Configure administrator options

F:=RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in system settings and administrative options, you will be able to select the

FortiMail operation mode and configure basic network settings. You will also learn various administrative
options such as setting up an administrator account and permissions.
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Operation Mode and NTP Synchronization

« The default operation mode is gateway mode—other modes are server and transparent
mode
- Set up operation mode during initial setup

« Configure time zone for accurate timestamps in logs and for MTA functionality
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The default operation mode is gateway mode. The other modes are server mode and transparent mode.

If you change the operation mode, FortiMail reboots and most settings return to factory default values.

Because the operation mode affects how FortiMail functions, you should select the operation mode as soon
as possible when you perform the initial setup. If you plan to use the quick start wizard to begin the
configuration, you must set the operation mode before you use the quick start wizard.

Before you select server or gateway for the operation mode, verify that your public DNS MX records are up to
date and are pointing to the correct IP address.

Accurate date and time values are important for timestamps in logs, mail transfer agent (MTA) functionality,
and SSL/TLS transactions. FortiMail applies timestamps to various message headers that get processed by
other external MTAs along the way. You can configure the date and time in FortiMail manually, but to maintain
accuracy, sync FortiMail with an NTP server instead.
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Domain Name

* Host name + Local domain name = fully qualified domain name (FQDN)
» Used in quarantine reports, SMTP banner, DSN email, and so on

« FQDN should be globally resolvable, especially if FortiMail is an outbound MTA, with a
DNS address (A) and pointer (PTR) record

Mail Server Settings Relay Host List Disclaimer Disclaimer Exclusion List

& Local Host
Host name: IntGW

Local domain name: internal.lab
SMTP server port number: 25 -
SMTP over SSL/TLS O
F::RTINET c
18
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By default, the system host name is set to the device serial number. This causes the device serial number to
show up in the SMTP banner during regular SMTP sessions. You should set the host name and local domain
name to create a unique FQDN. The FQDN of a FortiMail instance is used in a variety of places. Many
functions, such as email quarantine, won'’t function unless the host name can be resolved correctly. For
correct external MTA connectivity, you must set the FortiMail FQDN to be externally resolvable both forward

and backward.
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Network Settings
Interface Link Monitor m DNS DDNS Port Forwarding
— o [FEJe
00111734
Destination IP/Netmask Gateway
Edit Routing Entry
Diestination 1P/ne 0
_ Interface: port -
tmamk | 100111 24 Gateway: 10 254
o 0
B Advanced Setting
O HTTP s O -
y B » HITR B TELNET
D A D Wehma Interface Link Monitor Routing m
:, : s.t T laEee Network Setting
Primary DNS server: 10.0.1.10
s [J o Secondary DNS server: 0,000
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Typically, in gateway and server modes, only one interface is active. In transparent mode, depending on the
deployment topology, multiple interfaces may be active.

The default IP address and subnet mask for the port1 interface is 192.168.1.99/24.

FortiMail also supports IPv6 and DHCP addresses. You can select an access option to enable or disable
access to FortiMail using HTTP, HTTPS, PING, SSH, SNMP, and TELNET.

By default, there are no default or static routes configured on FortiMail. You must configure at least one
default route to the internet to make sure FortiMail connects correctly to FortiGuard, and to make sure email
traffic flows correctly. You can configure more static routes as needed to accommodate networks that have
multiple gateways. The fields in the New Routing Entry dialog support both IPv4 and IPv6 addresses.

By default, FortiMail is preconfigured with FortiGuard DNS servers. DNS plays a vital role in email

transmission as well as FortiGuard connectivity; therefore, the choice of DNS servers can have a significant
effect on the performance of FortiMail.
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U
Administrator Accounts
+ Change the password to secure access to the SySiem S AGminISHator = Administrator!
device Adnio Protle
- Configure remote authentication for the o+ New
administrator account & el e
Enabled MName Admin Profile
« Supports RADIUS, PKI, LDAP, and single ©  aimin et aamin geot
sign-on authentication RN i adaks. et
Edit Administrator
Edit Administratorn
Enable [ &
Enable [ &) Administrator:
Administrator Domain: | —System— bl
Domain: --System "' Admin profile; super_admin_prof ~ < New. EEdit.
Admin profile: super_admin_prof » *New. BEdn. Authentication type: m
Authentication type LDAP profile: InternalLabl DAP - ]
Trusted hosts: 0000 [0 - :" Trusted hosts: 0.0.0.0 0= 4=
- R
Language: {.-1zh;n - Language: English =
fheme . = Theme: Green -
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FortiMail is configured with a default admin user with an empty password field. You must create an admin
user password to secure the device from unauthorized users.

You can set the access profile and domain to restrict administrators to certain sections of the GUI, or to
specific domains. You can set the authentication type to local or remote, using RADIUS, LDAP, PKI, or single

sign-on. For remote authentication types, you must also configure an additional profile that defines the details
of the authentication.

You can configure trusted hosts to restrict each account to specific IP subnets or addresses. You can also set
a color theme and language for the GUI for each administrator.
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Basic Setup

Admin Profile

+ Use access profiles to:

- Control which configuration elements an
administrator can access

« Define the level of permissions In each
element

+ Applies to both the GUI and the CLI

Administrator Admin Profile B poicy

== New.. [ Clone.. i Delete

o 1%, [/ 1 Records per page | 50
Name

super_admin_prof
readonly_admin_prof
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|
Admin Profile
Profile name
Access Cortrol Permission Set Al v
@ Dashioara @ MNone m # Read-Write @ Custom
i Fortiview @ None m # Read-Write @ Custom >
O Moniter @ None m # Read-Write © Custom >
& System @ none [EREEENY # Read-Write @ Custom 3
@ None o Read-Write @ Custom
@ None m # Read-Write © Custom
T8 Profile @ vone E TN # ReadWrite © Custom >
@ Searity @ None ERTTNNE 2 Read-Write © Custom >
b @ Encryption @ rone ENINTRN] # Restwrite © Custom >
I Emah Archiving @ rone [ERINERN # resawrite @ Custom >
B Log & Report @ None # ResdWrite © Custom
o Micraseht 365 @ None m # Read-Write .
E3 -
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You must associate each administrator user account with an admin profile that determines which areas an
administrator can access and provides permissions to modify elements within those areas. The default
super_admin_prof admin profile is assigned to the default admin account. You can’t remove or modify the

super_admin_prof admin profile.

You can create and modify a custom admin profile to tailor which areas of FortiMail an associated

administrator can access.

You can also apply admin profile levels dynamically through RADIUS. You will explore RADIUS and other
authentication profiles in more detail in another lesson.

FortiMail 7.2 Study Guide

59



Basic Setup

DO NOT REPRINT

CODRTINET
TN TIINL- 1

Enforcing Password Policies
System > Configuration > Option

« Enforce complex passwords rme [N P websenvice
+ Applies to administrators, webmail, and idietimeout | 45 2| (1-480 minutes)
identity-based encryption (IBE) users
« Modify the default value of 45 minutes o Pasworapoliy
for the idle timeout B Enforce password policy
@ Allow empty password
- Enable a login disclaimer for admin, Minimum password length |8 2
Wet)ma“, Or |BE Password must contain B Uppercase letter
O Lowercase letter
+ Modify default service ports for HTTP, OB Number (0-9)
HTTPS’ SSH‘ and TELNET 3 Non alphanumeric character]
Apply password policy to () Administrators
» Applies to both the GUI and the CLI : IBE users
€ Local mall users

2] Administration Port

HTTP port number 80
HTTPS port number 443 &
S5H port number 22
TELMNET port number @ 23
F::ERTINET
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You can create a single, global password policy to enforce complex passwords, and you can choose which
admin users, local mail users, and IBE users to apply the policy to. The authentication server usually enforces
the password policies for non-local mail users (LDAP and others).

To make sure FortiMail complies with information security standards, you can reduce the idle timeout and
enable a login disclaimer. You can set the disclaimer to appear before or after the user logs in. You can also
set the disclaimer to appear when an admin, webmail, or IBE user logs in. When you set the disclaimer for
admin users, it also appears when the admin users access the CLI using SSH or TELNET.

You can also change the administration ports on the Option tab. If you change the default ports, you must
update the applicable port forwarding rules on your organization’s firewall to reflect the change.
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Microsoft 365 Threat Remediation

Microsoft 365 GUI view

« View becomes visible on licensing

Real-time scanning

« A valid CA signed certificate and FortiMail device
reachability by hostname is required for this feature

- Email is scanned immediately on arrival in the user’s
mailbox

Simple View

Advanced View

v Microsoft 365 View

Scheduled scanning

- On demand: Scans emails post delivery when

triggered by administrator or schedule (useful for
POC)

Profiles
« Like recipient policy
+ Apply security profiles to email flows
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Starting with FortiMail 6.4.0, there is a separate GUI view for Microsoft 365 after the license is applied. This
allows the administrator to view the scanning and search results from the 365 API. An additional license is not
required for Microsoft 365, but to access these additional scanning features.

Email messages can be scanned in real time, after the email arrives in the user's mailbox. You can also
conduct an on-demand search and scan of email messages already delivered to the user's inbox. Once
scanned, you can decide what to do with an infected or spam email. You can also manually apply actions
directly to the email messages you specify.

Before you can scan email in Microsoft 365 mailboxes, you must connect to Microsoft 365. Note that the
Microsoft 365 global administrator role is required to configure Microsoft 365 on FortiMail.

For a detailed Microsoft 365 integration workflow, refer to the FortiMail Administration Guide.
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Knowledge Check

1. What is the default operation mode on FortiMail?
A. Server mode
' B. Gateway mode
C. Transparent mode

2. Accurate date and time values are critical to which feature on FortiMail?
YA, Log timestamps
E. Route selection

Z:RTINET
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Lesson Progress

J 'Navigating the GUI

( ,/ ' System Settings and Administrative Options

A

_j Protected Domains

) User Management

ar
7

Email Flow Management
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Good job! You now understand system settings and administrative options.

Now, you will learn about protected domains.
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Protected Domains

Objectives

+ Define protected domains
+ Differentiate between inbound and outbound email messages
+ Configure advanced domain settings

F:=RTINET

Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in protected domains, you will be able to define a protected domain and

configure various advanced domain settings. You will also learn how FortiMail differentiates between inbound
and outbound email messages.
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< 1= 171 Records per page:
Ef‘.& _________
Domain FQDN Relay Type Balay type Host
[T server 16,0190 Porti 35— sk |
B Use SMTFS
Faiitiack SMTP server Port:| 75 = |t
B Use SMTPS
0 O Reley Authentication
FortiMail
O Reciplent Address Verihcation
O Automatic Removal of lervalid Quarantine Accounts
Domain name:
0 LDAPOptioss
© LDAPOptions O Advanied Setiings
User profile; --None-- - Ea o
(B Mail routing profile; | --None-- -
(B Scan override profile: -—-None-- -
= 7
F
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To create a protected domain, you must select different options, depending on the operation mode of
FortiMail. For gateway mode, you must define the domain and the destination SMTP server for email in that

domain. For transparent mode, if you define the domain, then you must specify the destination SMTP server.

For server mode, you must define only the domain, because FortiMail is the final destination of the email

message.

Protected domains also specify which email messages FortiMail considers to be inbound and which it
considers to be outbound. An email in a protected domain is considered inbound, all other emails are

outbound.
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Email Direction

+ FortiMail considers an email message to be inbound if the recipient domain matches a
protected domain; otherwise, it is outbound

MAIL FROM: a@internal.lab
RCPT TO: bEgxternal.lab

. o RCPT TO: a@in la
\ Protected domain
.- internal.lab %

MATL FROM: b@external.lab

« Email direction determines FortiMail relay behavior
« By default, FortiMail relays incoming email messages
- By default, FortiMail rejects outgoing email messages, unless the sender is authenticated

F:=RTINET
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When FortiMail receives an email, it compares the domain part of the recipient email address with the list of
protected domains. If there is a match, FortiMail considers the message to be inbound; otherwise, the
message is outbound.

The direction of the email is important to FortiMail because it influences relay behavior. Inbound email is
relayed by default, so no additional configuration is required to allow email into the organization. By default,
FortiMail rejects outbound email messages unless the sender is authenticated. This behavior is hardcoded to
prevent FortiMail from being abused as an open relay.
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Domain Association

Domain & User > Domain > Domain_ « Eliminates the need to configure and
maintain multiple protected domains with

identical settings

FortiMail
- Update associated domain DNS MX
e records to ensure email is delivered to
Domain FQDN {13 FortiMalil
o < R'I I_‘: ‘-'\I .-I:.VIHI Domain Association (internallaby)
O Recipient Address Viesihcation Rl
B Automatic Removal of lnvalid Cuas antine Accoumts Rrbes 2
O LDAP Opticns
O] Advanced Settings
Quarantine Reoort Setting F o titetac
DI Setting
- B - o m ancal
Qther
F::RTINET _ _
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Domain association allows multiple email domains to share a single configuration in FortiMail. For example,
any recipient-based policies created for the main domain apply to the associated domains as well.

This is extremely convenient for environments that have more than one domain and you want to keep
FortiMail protection consistent across all of them. This not only helps to minimize redundant configurations
and speed up the deployment, but also helps to eliminate errors or drift over time in the configuration.

When adding associated domains to FortiMail, update the MX records of the domains so all inbound email is
delivered to FortiMail.

FortiMail 7.2 Study Guide



Basic Setup

DO NOT REPRINT

CODRTINET
JINTIINL ]

]
Knowledge Check

1. When does FortiMail consider an email to be incoming?
A.  When the recipient is authenticated
+ B.  When the recipient domain matches a protected domain

2. What is one advantage of creating domain association?
< A, Eliminates the need to maintain multiple protected domains with identical settings
B. Allows the creation of protected domain-specific administrator accounts

F::RTINET
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Good job! You now understand protected domains.

Now, you will learn about user management.
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User Management

Objectives

« Configure and manage server mode users
+ Manage gateway and transparent mode quarantine mailboxes
« Configure recipient verification

F:=RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in user management, you will be able to configure and manage server mode
users, gateway, and transparent mode quarantine mailboxes. You will also learn to configure recipient
verification.
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Server Mode Users
« When FortiMail is operating in Domain & User > User > User
IRV mOde’ you mUSt dEﬂne m User Preference PKI User
user accounts to use inboxes -
i # ¥ oM [® Export CSV 8] Import CSV
- Users can authenticate locally, or o
from remote LDAP and RAD'US = 1-— /1 Recordsperpage: 50 + Domain: | internallab
servers User Name Display Name Authentig
userl Mail User 1 Local
F::RTINET _ _
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Because user mailboxes are managed by FortiMail in server mode, you should create user account entries for
each user. You can configure these user accounts to authenticate locally, or using LDAP or RADIUS. In
server mode, the user inbox handles both regular email and the spam quarantine.

You can use the User tab to create users, while the User Preference tab allows you to manage user
preferences. The administrator can manage user preferences using the administration interface, and the end
user can manage their preferences using the webmail interface.
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Gateway and Transparent Mode Users
« Quarantine mailboxes are automatically created when FortiMail sends email to user
quarantine
- You can manage user preferences in the administration interface as well as the end-
user webmail interface
o o [~ £ Maintenance »
< 1 Recordsperpage: 50 + Domasinc  Internallab * | Search
User Nama Language Safw List Block List Secondary Accounts Outgoing Recipiont Safelist.. Prefersnce Dk Usage
urerl English &4 = (= [x) o OKE
userd English = =) (=] (=] ] oKB
F::RTINET _ _
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In gateway and transparent modes, FortiMail maintains quarantine mailboxes for users. These mailboxes are
created automatically when FortiMail needs to send email to quarantine as a result of spam detection.

You cannot manually create users on FortiMail when it is configured in gateway or transparent mode. You
can, however, manage user preferences, such as block or allowlist entries using the administration GUI. The
end user can access their quarantine mailbox and account preferences using the webmail interface.
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Recipient Verification

+ To verify a recipient email address, FortiMail can use the following features:
« Recipient address verification
« Automatic removal of invalid quarantine accounts

+ To optimize the use of system resources, you should enable one of these techniques

220 mx.internal.lab

HELO sSpammer.spammy.Spam

250 ok

MATL FROM: ihax@spammy.spam
250 ok

RCPT TO: blahblah@internal.lab

F::RTINET
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When FortiMail is configured in gateway or transparent mode, it processes all email and attempts to relay it to
the back-end server. What happens if a user account doesn't exist? In this case, the back-end server
generates an error and FortiMail creates a quarantine account where the invalid user email is quarantined.
Over time, this can lead to an excessive amount of storage space being used for email for invalid users.

There are two ways to deal with this: recipient address verification or automatic removal of invalid quarantine
accounts. To optimize the use of storage space, you should implement at least one of these features for
gateway or transparent mode deployments.

Recipient verification is built into the regular server mode email handling process; therefore, you don’t need to
configure this feature.
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+ Verifies addresses provided in the Dol & User> Domain > Domai’
RCPT TO: command in the SMTP ™

envelope
P i | [P W
e 1= |/

- Use LDAP server: Queries an LDAP
server. Requires an LDAP profile 1 i

configuration. Domain FQDN e
- Use SMTP server: Queries an SMTP - _
server using either the RCPT or v =
COmmaﬂd SMTPserver| 100,199 Port 25 ; Mestd

B Use SMTPS
Faliback SMTP server Port. 25 o [Tt
P Use SMTPS
B O Relay Authentication

Comment

B Recipient Address Verification

Disable LDAP Server

D Use altermative sorver

Use SMTPS

Mail from address Use systomsetting ~
Use command | ncer [REGH
Acthon on invalid reciplent 'm' Discard

® Fortinet Inc. All Rights Reserved.
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Recipient Address Verification is a setting that you can configure for each protected domain entry. When
you enable recipient address verification, FortiMail verifies the recipient email address after the RCPT TO
command for each inbound email before allowing the sender to start the DATA portion of the email. If the
recipient address is found to be invalid, FortiMail rejects the email. This method keeps all invalid email out of
the FortiMail system, reserving storage for valid email only.

There are two methods of performing recipient address verification: SMTP and LDAP. The Use LDAP server
option requires you to configure an LDAP profile to define the LDAP server settings. The Use SMTP server
option requires the back-end server to support either the VREY or RCPT SMTP command. Typically, VRFY is

disabled on most mail servers to prevent directory harvesting attacks.
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Automatic Removal of Invalid Quarantine
+ Alternate method used to free up mail disk Domain & User > Domain > Domain
space by removing invalid quarantine = |
mailboxes on a schedule -
e New.. B Delete
< 1= (/1 4
- By default, the check runs at 4:00 AM, which om——
can be modified using the CLI
Domaln name:
Relay type: Host v
config antispam settings SMIPserver:| 100.0.99
(B Use SMTPS
set backend-verify <hh:mm:ss> Fallback SMTP server:
end B Use SMTPS
0 O Relay Authentication
B Reciplent Address Verification
B Automatic Removal of Invalid Quarantine Accounts
Disable Use SMTP server
LDAP profile; | InternalLabl DAP -
F::RTINET _ )
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You can use an alternate method to clean up quarantine mailboxes for invalid accounts. The Automatic
Removal of Invalid Quarantine function removes all invalid quarantine mailboxes after FortiMail has already

accepted email and created accounts for invalid accounts.

Invalid removal of quarantine uses the same options as recipient address verification: SMTP or LDAP. By
default, it is scheduled to run at 4:00 am local time. You can change the scheduled time using the CLI.
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Knowledge Check

1. Which FortiMail deployment mode allows users to send and receive email through a
webmail interface hosted on the FortiMail device?
A. Gateway mode

v B. Server mode
C. Transparent mode

2. Why is it important to configure recipient address verification?
A. Discards inbound emails if recipient address verification is not configured
¥ B. Identifies invalid recipient users and avoids creating a quarantine account

Z:RTINET
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Good job! You now understand user management.

Now, you will learn about email flow management.
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Email Flow Management

Objectives

« Verify email flow using logs
+ Manage FortiMail email queues

Fi:RTINET -
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in email flow management, you will be able to verify email flow using logs, and
manage FortiMail email queues when emails are not flowing because of errors.
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The logs shown on the History tab provide an overview of what happened to an email. A successful email
transmission is classified as Not Spam and shows Accept in the Disposition column. For more detail, click
the Session ID link, which gathers and displays all individual logs generated by an email. You will learn more

about log review in another
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FortiMail Queues

network connectivity

permanently

« The Mail Queue holds email that can't be sent immediately
« Usually because of temporary circumstances, such as the remote MTA is busy, or temporary loss of

« The Dead Mail queue is used to store the DSNs of email that has failed transmission

+ Behavior is controlled by mail queue timers

Training Institute

Mail Queue Spam Outbreak Virus Qutbreak FortiSandbox Dead Mail
® View T 2 £3 Q Search.. O
4 I |/ 1 Records perpage: 50 ¥ Type: Default v
Client IP Envelope From Envelope To Subject
F::=RTINET
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It might not always be possible to deliver email immediately. Delayed messages must be stored somewhere
so that the MTA can attempt to resend them later. The Mail Queue holds email that can't be sent immediately.
This is usually because of temporary circumstances, such as the remote MTA being busy, or the temporary

loss of DNS or network connectivity.

If a message can’t be delivered or returned to the sender, it's placed in the Dead Mail queue. Most often,
messages end up in the Dead Mail queue because of permanent failures. Email moves from the Mail Queue
to the Dead Mail queue after the MTA has exhausted the maximum retry period without resolution of the
issues that caused the email to fail transmission in the first place.
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Relay Host List Disclaimer Disclaimer Exclusion List Storage
Local Host
8 Mail Queve
Default Queve  Incoming Queve Outgoing Queue
1. Maximum time for email in queue (1-240 hours): 72 - || 72 - 72 -
2 Maximum time for DSN email in queue (0-240 hours):| 6 - 6 - é -
3. Time before delay warning (1-24 hours): 2 - 2 - 2 -
4. Time interval for retry (10-120 minutes): 15 - 15 - 15 -
5. Dead mail retention period (1-345 days): 1 -
1. The maximum 2. The maximum number of 3. The number of hours that must 4. Retry interval in 5. The number of days
number of hoursthat hours that an undeliverable  expire before the email is minutes an email can stay in
delayed emails can ~ DSN can remain in the considered delayed and a DSN is the Dead Mail queue
remain in the queue  queue sent to the sender
F::RTINET _ _
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When messages are placed in the mail queue, several timers are used to specify how the email is handled,
and when to send delivery status notifications (DSNs).

The Maximum time for email in queue to value defines the maximum number of hours that delayed emails

can remain in the queue.

The Maximum time for DSN email in queue value defines the maximum number of hours that an

undeliverable DSN can remain in the queue.

The Time before delay warning value defines the number of hours that must expire before the email is
considered delayed and a DSN is sent to the sender.

The Time interval for retry value defines how often the MTA attempts to redeliver the message.

The Dead mail retention period value defines the number of days an email can stay in the Dead Mail queue.
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Mail Queue Summary Display

Queue Status ]

Count Skzw

FortiSandbon

+ The queue status can also be viewed on the CLI

diagnose system mailqueue status

F::RTINET
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Starting from FortiMail 6.4.0, a new widget has been added in the Dashboard to view mail queue size status,

which includes incoming, outgoing, IBE, spam and virus outbreak, and sandbox queues. This can also be
viewed on the CLI.

FortiMail 7.2 Study Guide 82



Basic Setup

DO NOT REPRINT

CODRTINET
JINTIINL ]

Knowledge Check

1. What is the purpose of the dead mail queue on FortiMail?

¥ A.  The dead mail queue is used to store email that has failed transmission permanently.
The dead mail queue is used to store email that can't be sent immediately.

The dead mail queue is used to store email that contains spam or viruses.

The dead mail queue stores email that has been returned to FortiMail but cannot be returned to the
original sender.

ocow

2. What is the maximum number ofdays an email can stay in the dead mail queue?
A 1

B. 90
( C. 365
D. Unlimited

F::RTINET
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review
v Navigate the administration GUI| and the CLI
Access the webmail interface

Add FortiMail to the Security Fabric

Configure network interfaces, DNS, routes, system time, and
hosthame

Configure administrative accounts and options
Configure protected domains

Verify email flow

Manage email queues

NN X

SON N X
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure basic settings for your
FortiMail deployments.

FortiMail 7.2 Study Guide 85



Access Control and Policies

DO NOT REPRINT

N -—

||||||||||||||||||||||
......................

F:=RTINET
Training Institute

FortiMalil

Access Control and Policies .

"2 FortiMail 7.2

Last Modfied: 13 September 2022

In this lesson, you will learn how to configure access control rules and policies on FortiMail.
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Access Control Rules

N ' Outbound MTA Functionality

| 'Policies

Tracking Rules and Policy IDs
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In this lesson, you will explore the topics shown on this slide.
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Access Control Rules

Objectives

« Enforce access control rules to control SMTP sessions
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in access control rules, you will be able to harden your FortiMail security by
allowing only authorized email messages.
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Access Receive Rules

« Specify whether FortiMail allows or denies SMTP sessions
« |If a session doesn’'t match a rule, or if there are no rules defined, and the sender is
unauthenticated, default behavior is based on the RCPT TO: field of the envelope
* RCPT TO: user@<protected domain> - Relay
* RCPT TO: user@<not a protected domain> - Reject

ll MAIL FROM: a@internal.lab

CQ} MATI, FROM: 1@external.lab
RCPT TO: l@Rexternal.lab

g RCPT TO: b@interpal.lab
" \ Protected Domain /
internal.lab+ ‘

* A single SMTP session can match only one access receive rule

« If the sender is authenticated, no access receive rule is necessary for outbound emails

F::RTINET
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Access receive rules specify whether an email is allowed to use FortiMail services. You can think of these
rules as a type of SMTP access control list (ACL) that allows or denies SMTP sessions.

If an SMTP session doesn’t match any rule, or if there are no rules defined, and the sender is
unauthenticated, the default behaviour of FortiMail is based on the RCPT TO: field of the envelope.
* If an email is destined to a protected domain, FortiMail relays it.

« If an email is not destined to a protected domain, FortiMail rejects it.

This default behavior prevents FortiMail from acting as an open relay, which is also the reason to explicitly

define an access receive rule so that FortiMail can act as an outbound MTA and relay outbound email. Later
in this lesson, you will look at an example configuration.

FortiMail 7.2 Study Guide 89



Access Control and Policies

DO NOT REPRINT

CODRTINET
JINTIINL ]

Access Receive Rules (Contd)

IP Header:
92:168.:3.1:300¢ - 172,16.1,1:25

SMTP Envelope:

EHLO mx.internal.lab

MATL FROM: <userlf@internal.lab>
RCPT TO: <userl@external.lab>

RCPT TO: <user2@external.lab>
DATA

Message Header:

Received: from mx.internal.lab
Subject: Hello

From: userl@internal.lab

To: userl@external.lab,

Message Body:

Hello, world!

F::RTINET
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The selection criteria used in access receive rules provide control based on the sender IP from the IP header

and recipient email addresses from the SMTP envelope. Access receive rules are applied before message
header inspection.
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Creating Access Receive Rules
. Originated from an internal.lab _

domain

Access Control Rule

+ Destined for any recipient

Enabled O

» Sourced fromthe 10.0.1.99 host Sender: User Defined -
. I_ *@internallab ]

* Relay Action Recipient User Dcfined .
L ]

Source: IP/Metmask -

I 10.0.1.99/32 ]

Reverse DN5 pattern:

Authenticationstatus: = Any

2 Regular Expression

TLS profile: ~Mone-- v dNew. [HE
Action: I Relay -]
Comments:

F::RTINET
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When creating rules, be as specific as possible. The rule shown in the example on this slide is very specific.
This example rule allows all email to any recipient, if the sender domain is internal.lab and the source

machineis 10.0.1.99.
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Access Receive Rule Actions

_Action __________ Descripion

Allow the session only if one of the following conditions are met:
Safe » The recipient belongs to a protected domain
=« The sender is authenticated
All antispam processing is skipped, but other configured scans still occur

Allow the session

Sl & Retay All antispam processing is skipped, but other configured scans still occur

Recaive Only accept incoming email to protected domains if it passes all configured
scans.
Allow the session if it passes all configured scans

Relay ; i

Don't apply greylisting

Reiect Reject delivery of the email

) Respond to the sender with SMTP reply code 550 Relaying Denied
Discard Accept the email, but silently delete it without informing the sender
F:=RTINET
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There are five possible actions you can associate with an access receive rule:

« Safe: Deliver only if the recipient belongs to a protected domain, or the sender has authenticated.
Antispam profiles are skipped, but greylisting, antivirus, and content filters are still applied.

» Safe & Relay: Deliver regardless of recipient or sender status and skip antispam profiles. Greylisting and
other scans are still performed.

* Receive: Accept incoming mail to protected domains if it passes scans.

* Relay: Deliver and perform all scans except greylisting.

* Reject: Stop processing and respond to sender with SMTP reply code 550 Relaying Denied.

» Discard: Stop processing and silently drop the email message.
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Access Delivery Rules
* Regulate SMTP sessions initiated by
FortiMail to other MTAs

« Can be used to:
» Enforce TLS for SMTP sessions
« Apply IBE to specific sessions

* Not required to establish mail flow
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Message Delivery Rule

Encryption profile: 1BE_Pull w o New.

Enabled O

Sender pattern: User Defined »
L 1

Recipient patternc User Dehined bl
I

Destination IP/netmask: I(M()(M)—l

TLS profile: Enforce_TLS | 4 New. & Edit.

1P pool profile: 1P Pool * | +New. | @&Edit.

[ Edit.

© Fortinet Inc. All Rights Reserved.

The counterpart to access receive rules is access delivery rules. Access delivery rules provide control over
connections that originate from FortiMail. You can create access delivery rules to match sender and recipient
patterns, as well as the destination IP address or subnet.

Access delivery rules allow you to enforce TLS and other encrypting standards for outgoing SMTP sessions.
They also allow you to apply secure MIME (S/MIME) or identity-based encryption (IBE) to specific sessions.
Access delivery rules aren’t required to establish email flow.
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Knowledge Check

1. How does FortiMail process SMTP sessions by default if there are no access receive
rules configured?
A. Ifthe MAIL FROM: domain matches a protected domain, the email will be relayed.
¥ B. Ifthe RCPT TO: domain matches a protected domain, the email will be relayed.
C. Relays all outbound email.
D. Rejects all email.

2. Access receive rule selection criteria provide control based on which part of an email
message?
¥ A. SMTP envelope
B. Message body
C. MAIL FROM header
D. RCPT TO header

F::RTINET
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Lesson Progress

J 'Access Control Rules

4 Outbound MTA Functionality

1

| 'Policies

' Tracking Rules and Policy IDs
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Good job! You now understand access control rules.

Now, you will learn about outbound MTA functionality.
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Outbound MTA Functionality

Objectives

* Implement outbound MTA functionality
+ Configure an external relay host for outbound email

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in outbound MTA functionality, you will be able to configure outbound MTA

functionality on FortiMail in transparent, gateway, and server modes. You will also learn how to configure an
external relay host for outbound email from FortiMail.

FortiMail 7.2 Study Guide 96



Access Control and Policies

DO NOT REPRINT

TN L
Transparent and Gateway Mode Outbound MTA

* No rules required to handle inbound email
+ Access control rule required to allow outbound email

Access Control Rule

Protected Domain: Enabled ©

Sender: User Defined -

*@internallab

Recipient User Defiwd -
Mail server
Source: IP/Netmask -
10.0.1.99/32

Reverse DNS 3 Regular Expression

Any bk

“None— v 4 New.

= - - - Action Relay =
10-0-1-99 Comer et

F::RTINET
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You need to create access receive rules for gateway and transparent mode deployments if you intend to scan
outbound email using FortiMail.

In gateway mode deployments, you must make configuration changes on the back-end mail server. These
changes ensure that all outbound email from the mail server is sent to FortiMail, instead of being routed to the
internet using the mail server's own MTA functionalities.

When you create access control rules use as specific matching criteria as possible. For example, when you
specify a single Source IP/netmask for the back-end mail server, use a /32 mask.
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Server Mode Outbound MTA

* No rules required to handle inbound email
+ Access control rule required to allow outbound email

+ Authentication required for users to send email over SMTP

Protected Domain:

Mail Users

2
10.0.1.0/24

Access Control Rule

Enabled O

Sender: User Defined
I *@internal.lab

s

Recipient: User Defined

Source; 1P/ Netmask
11001024

Reverse DNS pattern:

Authentication status: I Authenticated

TLS profile: —Mone-

Action: Relay

Comments:

3 Regular Expression

+Mew_ &

F::RTINET
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For server mode deployments, the access receive rule is very similar to the gateway and transparent mode
example. However, in the Source IP/netmask field you will most likely need to enter a subnet instead of a
host address, because end users will be connecting directly to FortiMail to send email. Doing this, while
convenient, is not very secure. A misconfigured printer or scanner on that subnet could potentially send
documents to unintended recipients because of a more open rule with a subnet. This is one of the reasons
why you should enforce authentication when you create server mode access receive rules. Requiring

authentication for SMTP connections from a subnet can prevent unauthorized devices from sending unwanted

email.

Authentication on FortiMail is covered in greater detail in another lesson.
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. . £ Local Host
» When enabled, FortiMail does -
k4 Mail Queue
not perform any DNS MX
. . B Outgoing Email
queries and delivers all [ = ,
. @O Deliver torelay host:| ExternalRelay - ”4. Mew.. ] B Edit.
outbound email to the T
specified relay host Delivery Failure Handiing
m Deliver to Relay Host - B
Minimum time for delayed email in queve (10 - 120 minutes): | 30
D DNSfailure FartiMaii
O Temporary failure from remate MTA (4xx reply code)
O Permanent failure from remote MTA (Sxx reply code) e utervalhe
B Network failure — other Gt -
Use SMT#S s ]
Authentication Required (B
User name:
Passwor ¢ i
Authentication type: AUTO -
ERTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 14

In certain deployments, it might be necessary to send all outbound email from the FortiMail to an external
relay server instead of using the built-in MTA. For these deployments you can configure an external relay
server to deliver email. When you enable this feature, FortiMail will not perform any DNS MX queries of its
own and will deliver all outbound email for all domains to the relay host.

Configuring a relay host does not negate the need for access receive rules for outbound emails. For correct
outbound email flow, you should configure both.
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Knowledge Check

1. Which of the following statements is true regarding an external relay host?
« A Configuring a relay host does not negate the need for access receive rules for outbound email.
B.  FortiMail will only send mail to an external relay host for protected domains.

2. What is the best practice for configuring access receive rules for outbound email in
gateway mode on FortiMail?
A. In the Sender IP/netmask field, enter an actual subnet, instead of a host address.

JB. In the Sender IP/netmask field, enter the IP address of the back-end mail server.

F::RTINET
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Lesson Progress

,/ Access Control Rules

,/ Outbound MTA Functionality

_I
'Policies

3 Tracking Rules and Policy IDs
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Good job! You now understand outbound MTA functionality.

Now, you will learn about policies.
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Policies

Objectives

+ Configure IP address and recipient-based policies

F::RTINET
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in policies, you will be able to configure IP address and recipient-based
policies.
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Policies

+ ldentify email flow
+ Apply inspection profiles to the flow

Zz
&
H
o

+ -

Q

Tee | /1 Recordsperpage: 50 w

Enabled 1D Source Destination Session AntiSpam
© 1 0.0.0.0/0 0.00.0/0 Inbound Session
© 2 w0 =0 Inbound Session

m [# Ed i t + * Q Policy Lookup...
= 1= |/ 1 Recordsperpage: 50 w Domain: | —All- » 0 Show system policy
Enabled ID Domain Name Sender Pattern Reciplent Pattern AntiSpam
[ &) 1 internal.lab @ *@internal.lab
F:=RTINET
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There are three types of policies:
* Access control policies

* |IP-based policies

* Recipient-based policies

Use access control rules and delivery rules to control which SMTP clients can send email and how FortiMail
delivers email that it proxies or relays. FortiMail applies recipient-based policies to individual email messages
based on the recipient’s email address. FortiMail applies IP-based policies based on the IP address of the
connecting SMTP client or server.

Much like firewall rules, FortiMail evaluates policies in a top-down order. Once an email flow matches a policy,

FortiMail skips any remaining policies in the list. FortiMail maintains a single global list of IP-based policies but
maintains domain-specific lists for recipient-based policies if there are multiple protected domains.
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+ Define the type of inspection and actions to perform on the mail flow
Tk Rieckpient Podicy = 1P Based Poliey
Status [ =]
= IP/Netmask v 0000 o
stination IP/Netmask *| 0000
Action Scan -
Sender Pattern Comment
Type e =
g B Profiles
:I” ”.:l’ o Session OCutbound Session h + B
AntiSpam | AS_Inbound - + B
AntiVirus | AV_Reject | + B
W Pecrber Content CF_Intound + B
AntiSparm | AS_inbound + B e i = +
A A Rejert + & f
Content CF_Inbound + & Miscellaneous
Resource | Res Default + B
Advanced Setting Cancel
oo O
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 18
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Policies reference profiles. Profiles define which inspections and actions FortiMail performs on email that are
matched by a policy.

Different types of profiles govern different types of inspections. Profile types include session, antispam,
antivirus, and so on. You can enable and configure specific processing activities in profiles. Each inspection
profile, other than the session profile, has corresponding action profiles that define the action that is taken on
an email as a result of the scan. Possible actions include reject, discard, personal quarantine, system
quarantine, and so on.

FortiMail policies and profiles give you the flexibility to treat each email differently by allowing you to build

FortiMail configurations with multiple policies, each having unique selection criteria and calling different
profiles.
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IP-Based Policies
* |dentify email flow based on the source or Policy> 1P Pollcy > IP Pollcy
destination IP address of the SMTP session St
Stit L.
« Apply session profile inspections that are Sower | o om0 ;
performed on the TCP session and SMTP e gt — -
envelope
* Optionally, configure profiles for SMTP 8 pronies
authentication i 0
o :
B Miscellaneous
)Rej':cmffcrcr‘.ﬁ\d'[?’tm‘ri nkit i aul
B Take precedence over recipient based policy match
m Cancel
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IP-based policies use source and destination IP information as selection criteria. This is useful in situations
where it's preferable to distinguish between email traffic using IP information, such as when FortiMail is
placed between the internet and a large, multi-tenant email server farm.

Session profiles are available only through IP policies, and perform actions that are applied to information
gathered early in the SMTP connection process. This action can detect malicious activities even before
FortiMail processes the SMTP header. Session profile scans eliminate the need to conduct more resource-

intensive scans.
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IP Policy—Simple/Advanced View
+ Fields used less frequently are hidden on IP policies in simple view

/

P — = T —— —
/
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Some fields are hidden in the IP policy section in simple view. You can switch between simple view and
advanced view on the GUI at any time, with no configuration loss.
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* Required to enable the session profile

« |IP policy action profiles lack user quarantine option

+ Typically used by mail hosting services or ISPs
« Not feasible to maintain a complete list of protected domains
= Usually performing strict IP-based policy filtering

=71 Records perpage: | 50

Source Destination Session AntiSpam  AntiVirus Content (L IPP.  Authenticati.. Exchu
100199052 Q0000 Oytbound Session  AS inbound AV In Discard CF Dictionary ]
00.00/0 0.0.0.0/0 al disabled AS Inbound AV In Discard CF Inbound ]

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 22
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Deciding which policy type to implement doesn’t necessarily mean choosing one type over the other. It's not
uncommon for both IP-based and recipient-based policy types to be used concurrently. Having both policy
types available to use provides flexibility, especially when deployments increase and become very large.

As mentioned earlier, the two policy types have different capabilities. The most significant differences are that
you can apply session profiles to IP-based policies and IP-based policy action profiles don’t support the user

quarantine option.

Specific deployment types use strict IP-based filtering: large mail hosting services and ISPs. These
deployment types usually require that email is inspected from a high number of domains. On such a large
scale, it isn’t feasible to maintain a complete list of protected domains and configure a recipient-based policies
for each domain. That's why large-scale deployments usually opt for a strict IP-based filtering setup.
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|IP-Based Policy Usage (Contd)

* The Take precedence over recipient based policy match setting forces FortiMail to
apply only profiles from the matching IP-based policy in the event that there is also a
matching recipient-based policy

nnnnnnnnnn

IP Based Policy

Status o
Source IPNetmask * | 0000 0

* | 0000 /o

o7
r

Destination | IP/Netmask
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Action Scan -

Commaent

£ Profiles

Miscellaneous

I Reject different SMTP serder identity for sutfenticated user

LDAP profile | --Nane-- v+ B

l W Take precedence over recipient based policy mateh

B Sender identity verification with LDAP server for authenticated user

Creale B

© Fortinet Inc. All Rights Reserved.

The exclusive flag forces FortiMail to apply only profiles from the matching IP-based policy in the event that
there is also a matching recipient-based policy.

If both a recipient-based policy and an IP-based policy match the email, unless you have enabled Take
precedence over recipient based policy match in the IP-based policy, the settings in the recipient-based
policy will take precedence.
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Recipient-Based Policies

* Identify email flow based on recipient
email addresses (inbound) or sender and
recipient address (outbound)

* Apply inspection profiles that are applied
on the message header and body

* Optionally, configure authentication
profiles for SMTP, POP3, IMAP, and
webmail

+ Separate inbound and outbound policies

F::RTINET
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Inbound Recipient Policy

Stad T

Doma

Commen: 1]

Recipient Pattern

Type | User (wikdcard)
Profiles
AntiSpam | AS_ Inbound + B
AntiVirus Hone + =
Content CF il + ©
Resource | Res Default + &

B Authentication and Access
Authentication type LDAP
Authentication profile InternalLabl AP
Allow SMTP authenticstion (B

24

© Fortinet Inc. All Rights Reserved.

Recipient-based policies use the sender and recipient information from the email message to match the policy
and apply inspection profiles to the email flow. When you use recipient-based policies, you also have the
option to configure profiles to support authentication for SMTP, POP3, IMAP, and webmail access. FortiMail
maintains separate lists for inbound and outbound recipient-based policies.
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+ Always used alongside IP policies
+ |P policy required to apply a session profile

Recipient-Based Policy Usage

« Recipient policy defines all other inspection profiles
* Recipient policy action profiles support user-level quarantining

g New.  [#

Source
100.1.99/32
00.0.0/0

* Move =

Records perpage; | 50 +

Exchu..

IPP—  Authenticati..

AV In Discard CF Dictionary o
AV In Digcard CF Inbound (-]

Destination
0.0.000
0.000/0

[ B
derew. R Clone

e 18 (71

B eai

B Detete #

Recordsper page . 50 | Domain internal lab

Stat. D Recipbent Pattern AntiSpam AntiVires Content Resource
o 2 “@internallab A5 Inbound A _SwsChaarantine CE inbound Hes Detault
© 1 mei@internallab A5 Inbound &Y Discard LF inbound Bes. Default

*  Q Pollcy Lookup..
» ' show system policy| Q
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If you configure inspection profiles using recipient-based policies, you should have at least one IP-based
policy in place to apply a session profile to all SMTP sessions. Recipient-based policies allow more granularity

when applying inspection to specific email flows.

Note that system recipient-based policies take precedence over domain recipient-based policies.
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If you use a configuration that employs strict IP policy-based filtering, or if you set the IP policy exclusive flag,
then FortiMail applies only the inspection profiles from the matching IP policy. No other policy or profiles need

to be evaluated.
However, if you don’t set the exclusive flag, or there are matching recipient-based policies, then the behavior

changes. FortiMail applies the session profile from the matching IP-based policy, and applies the rest of the
profiles, such as antispam, antivirus, and content filters from the matching recipient-based policy
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Knowledge Check

1. Which inspection profile is supported by IP policies but not recipient policies?
A.  DLP profile
< B Session profile

2. What is the purpose of the flag Take precedence over recipient based policy match
in an IP-based policy?
¥ A. Forces FortiMail to apply the matching IP-based policy in the event that there is also a matching
recipient-based policy
B. Apply profiles from both IP-based policy and recipient-based policy

F::RTINET
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.; J Policies
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Good job! You now understand policies.
Now, you will learn about tracking rules and policy IDs.
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Tracking Rules and Policy IDs

Objectives

+ Track access control rules and policy matches using logs

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in tracking rules and policy IDs, you will be able to track access control rules
and policy matches by investigating the logs.
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Access Control Rule ID

+ Access control rules are assigned an ID by the system at the time the rule is created
« The ID number never changes as rules move higher or lower in the sequence

* The default behavior—for example, allow all inbound email destined for a protected

domain, or allow authenticated outbound email—is considered ID 0 but is not shown in
the configuration

[ecers I
drew. W & i

Records perpage: | 50 *| Search
Sedviber Ruciplent Source Reverse DNS Pattern Authentiathon Status TLS Profile Adthon
Internal Internal 00000 o/ L
-/*@interrallab t 10.0.1.99/32 +* Ay
f 192.168.1.0/24 Amy
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The system assigns an ID to the access control rule at the time it creates the rule. The ID number doesn’t
change as rules move higher or lower in the sequence. The default behavior—for example, allow all inbound

email destined for a protected domain, or allow authenticated outbound email—is considered ID O by the
system.
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Enabled ID Source Destination Session AntiSpam Antivirus Content
© 3 10019932 00000 Qutbound Session  AS Inbound  AY.In Discard G Dictionary
1 0.0.0.00 00000 al disabled AS Inbound AV In Discard CE Inbound
Do
[dNew. | Ec.  fyDeets 4 Mowew  Q PolicyLookup.
o Tem (/1 > Records per page: 50 + Domain:  —-All—
Enabled 1D Domain Name Sender Pattern Pattern Content Resource
© 2 internal lab "@externaliab | useri@internall] AS Inbound AV In Discard  CF Inbound Res Default
L& 1 internal.lab “a" *@internallab AS Inbound AY In Discard CI Inbound Res Defsult
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IP-based policy IDs are globally relevant, because FortiMail maintains only a single list of IP policies for the
whole system. Recipient-based policy IDs, however, are relevant only for specific protected domains. That is
why you can have multiple policies with ID 1. You can reorder recipient-based policies only after selecting the

relevant domain in the Domain drop-down list.
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History Log Policy ID

* The policy IDs for each email are recorded in the history logs using the format of
X:Y:Z:<recipient policy domain name or SYSTEM>, where the fields represent the
following:

« X is the ID of the access control rule

» Yis the ID of the IP-based policy

« Zis the ID of the recipient-based policy

» The last field displays a protected domain name if the email matches a recipient-based policy
« If there is no recipient-based policy match, or it's an outbound email, it displays SYSTEM

m System Event Mail Event AntiVirus AntiSpam Encryption

t | @ View Search Export > 2021-01-26 17:40:07 -> Current

= 1 1 Records per page: | 100 Gotoline
'

Date Disposition Cilant iP . Dirocti... | PolicyiD Domain
H21-01-27 Acrept 100441 in O:1:0:SYSTEM irternallsh
A01-01-2 00841, | in
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The policy IDs for each email are recorded in the history logs using the format of X:Y:Z: <recipient policy
domain name or SYSTEM>, where the fields represent the following:
+ Xis the ID of the access control rule.
* Yis the ID of the IP-based policy.
« Zis the ID of the recipient-based policy.
+ The last field displays a protected domain name if the email matches a recipient-based policy; If
there is no recipient-based policy match, or it's an outbound email, it displays SYSTEM.

If the value in the access control rule field for incoming email is 0, it means that FortiMail is applying its default

rule for handling inbound email. If the value of X, Y, Z is 0 in any other case, it means that no policy or rule
could be matched.
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History Log Policy ID (Contd)
* Policy ID 1:3:2:internal.lab
« 1is the ID of the access control rule
= 3 is the ID of the IP-based policy

« 2 is the ID of the recipient-based policy
= internal.lab is the protected domain name

Receiving
+nNew.. @ £ I *h
o = |1 Records perpage | 50 v Q°
Stat. ID Sender Reciplent Source Reverse DNS Pattern Action
© m -"@internal lab - 10.0.1.99/32 - Relay
o
= new.. @ # B Delete  #M - +New.. Tl & |1} * = Q Policy Lookup..
fa 1 1 Recordsperpage | 50 v |(QSes = 1% /1 * Recordsperpage | S50 w D‘““f'ill
Stat.. 1D Source Sesshon Stat.. ID Sender Pattern Recipient Pattern
O 10.0.1.99/32 Quthound Session - «© *@internal lab
O 1 0.0.0.0/0
o 2 =0
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The policy ID field is critical for understanding and troubleshooting email. Each entry is a reference to a policy,
which can in turn have profiles associated with them performing operations. Being able to associate the policy
ID with its associated policies can be critical in understanding how mail is flowing through your FortiMail.

In this example of an outgoing email, the access control rule is number 1, indicating it was sent from
10.0.1.99. Any other source would have probably used the default access control rule of 0.

The IP policy rule also matches the IP address of 10.0.1.99 as the source. In this case it is IP policy rule
number 3, associated with the Outbound Session profile, which will be applied to the email.

The Recipient based policy matches ID number 2, indicating that this email is being sent from a user in the

internal.lab protected domain. Any outbound profiles defined with recipient policy 2 will be applied to this
email.
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Knowledge Check

1. Recipient-based policy IDs are relevant for which type of domains?
YA Protected domains

B. External domains

C. Website domains

D Known malicious blocked domains

2. The policy IDs for each email are recorded in the history logs using the format of
X:Y:Z:<recipient policy domain name or SYSTEM>. What kind of policy ID does Z
represent?

A. IP-based policy

¥ B. Recipient-based policy
C. Access control rule
D. IP table rule

F::RTINET
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,/ Outbound MTA Functionality
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| J ' Tracking Rules and Policy IDs
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review
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v Enforce access control rules to control SMTP sessions
v Implement outbound MTA functionality
v Configure an external relay host for outbound email
v" Configure IP address and recipient-based policies
v" Track access control rules, and policy match using logs

© Fortinet Inc. All Rights Reserved
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure access control rules and

policies on FortiMail.
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In this lesson, you will learn how to configure and enforce authentication on FortiMail.
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In this lesson, you will explore the topics shown on this slide.
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Authentication

Objectives

« Use authentication profiles to define sources for user
credentials

* Enable IP-based or recipient-based policy authentication
« Enforce authentication using access control rules
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in authentication, you will learn how to configure FortiMail to support and

enforce authentication for SMTP, POP3, IMAP, and webmail. You will also learn how to enable remote
authentication for administrative accounts.
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Authentication on FortiMail

* In gateway and transparent mode, FortiMail acts as an authentication proxy:
« User credentials aren't stored locally—FortiMail must obtain them from an external source
= FortiMail grants or denies user access based on back-end server response
+ Authentication profiles define sources for user credentials

* In server mode, FortiMail is the authentication server
» Local database of user IDs and passwords that users can authenticate against directly using SMTP,
POP3, IMAP, HTTP, or HTTPS

F:-=HT|nET © Fortinet Inc. All Rights Reserved 4
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In transparent and gateway modes, FortiMail acts as an authentication proxy. User credentials are not stored
on FortiMail, so you must tell FortiMail explicitly where to find this information using authentication profiles.

When a user needs to authenticate, FortiMail prompts the user for their ID and password, which it then sends
to the back-end authentication server. The user is granted or denied access based on the response from the

authentication server.

In server mode, FortiMail acts as the authentication server. Users authenticate directly against a local
database of users and passwords using SMTP, POP3, IMAP, HTTP, or HTTPS.
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Authentication Profiles
* Authentication type: Profile > Authentication
« SMTP, POP3, IMAP, RADIUS IMAP—POP3 RADIUS |
+ All deployment modes can use an LDAP | +Yew oo Eioe &
profile for LDAP server integration c 1= |71 > » Recordsperpage:| 50 ~|Domain: -System-  ~
Domain Name Profile Name
Authentication Server Authentication Server Authentication Server
Domain: System - Domain; System = Domain System- -
Profie name POP3AulServer Profile name SMTPAUthServer Profite name: IMAPAuthServer
Server name/1P; 192.167.1251 Server name/1P: L i Server name/IP; 192.167.1.250
Server port: 110 - Server port: 25 = Server port: 143
Authentication mechanism:  AUTO - Use generic LDAP mall hast Ifavailable €0 ) Authentication mechanism: | AUTO r=
Authenticationoptions; €0 SSLTLS Athentiation mwchiy o M i Authenticationoptions: 2 55UTLS
O STARTTLS Authentication options: © s5UTLS O STARTTLS
O Secure authentication (.‘ RIS O Secure authentication
D Server e D Secure suthentication i B _
Server requires domain P e & Server requines domain
ERTINET
igich g © Fortinet Inc. All Rights Reserved. 5
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On FortiMail, you can use authentication profiles to define the server details and protocol options that support
authentication. FortiMail supports SMTP, POP3, IMAP, and RADIUS server integration.

All deployment modes can also use LDAP profiles for LDAP server integration. LDAP profiles provide more

advanced functionality, such as alias and group lookup, which cannot be achieved using other authentication
profiles. You will learn more about LDAP profiles later in this lesson.
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* Access-challenge message support for two- m_
factor integration
« Authenticates email for a day before requiring Comaln =Syetém- b
reauthent‘catlon Profile name RADIUS
Comment
* PAP, CHAP, MSCHAP, MSCHAPvV2 support
= = = = = Server name/1P 10.1.0.100
* Override authorization levels for administrative _— 1812
accounts using vendor-specific attributes: | Protocol _ Default Authentication Scheme __~
« Attribute ID 6 : Fortinet-Access-Profile e M
= Defines the administrator access profile Server requires domain (D
= Attribute ID 3 : Fortinet-Vdom-Name i i
« Defines the administrator domain P FrrTrTrT P e )
Wendor 1D 12356
Aftribute ID [
Enable remote domain override »
Vendor ID 12356 <
Attribute ID 3
Cancel
ﬁifj:;'ll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. G

FortiMail supports the RADIUS access-challenge message to allow for two-factor authentication.

RADIUS authentication profiles can also be used to define the administrator account domain and access
profiles dynamically, using vendor-specific attributes.
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Enabling and Enforcing Authentication

+ Enable user authentication using policies:
+ |P-based policies
= SMTP, POP3, IMAP, LDAF, and RADIUS
+ Incoming recipient-based policies
+ SMTP, POP3, IMAP, LDAP, and RADIUS

* You do not need to explicitly enable user authentication in server mode deployment,
because it is enabled by default

« Enforce user authentication using access control receive rules

+ Administrator authentication can be configured for each account, or wildcard
authentication can be configured if using RADIUS or LDAP
» Supports RADIUS, PKI, and LDAP authentication profiles

F::RTINET

e - © Fortinet Inc. All Rights Reserved T
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There are two methods of enabling authentication:

* IP-based policies

* Inbound recipient-based policies

By default, the recipient-based policy takes presence unless configured otherwise.

You do not need to explicitly enable user authentication in server mode deployments because it is enabled by
default.

Policies enable authentication to take place, but they do not enforce it. You can enforce authentication using
access control receive rules.

You can configure administrator accounts individually using RADIUS, PKI, and LDAP authentication profiles.
You can configure wildcard authentication if you are using RADIUS or LDAP.
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|IP-Based Policy Authentication
* The authentication lookup is ‘Policy>iP Policy IP Policy
triggered by the source IP address e
of the client sending the email =
T o F nable [ 8]
* Doesn't involve sender or recipient o s +| 00 fo =
addl’eSSGS Destination: | IP/netmask - | 0.0.00 /o
Action: Scan -
o) SUppOFtS SMTP, POP3, IMAP, Comment:
LDAP, and RADIUS
& Profiles
B Authentication and Access
Authentication type: SMTP -
Authentication profile: SMTPAuthSarver - 4 MNew. [ Edit.
Use for SMTP authentication [
3 Miscellaneous
ﬁifj:;'ll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 8

Source and destination IP information triggers IP-based policies. IP policies support SMTP, POP3, IMAP,
LDAP, and RADIUS authentication.
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Authentication

address

RADIUS

F::RTINET
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Recipient-Based Policy Authentication
» Authentication lookup is based on sender Policy= RecipientPolicy = inbound)

« Supports SMTP authentication, as well
as SMTP, POP3, IMAP, LDAP, and

inbound Recipient Policy
Enabile L &}

Domain:

Comments:

Sender Pattern

Type: | User -

Reciplent Pattern

Type: | User -

& Profiles

@  Authentication and Access

Authentication type: SMTP -

Authentication profile: SMTPAUthServer | 4 MNew.

& Edit

£ Advanced Settings

© Fortinet Inc. All Rights Reserved.

Incoming recipient-based policies offer more flexibility. You can use recipient-based policy authentication to
allow SMTP, POP3, IMAP, LDAP, RADIUS, and webmail access.
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Authentication

Access Receive Rules

+ Enforce SMTP authentication using access
receive rules:
« Authentication status: Authenticated

* Applicable to gateway mode only if you allow
users or hosts to use FortiMail directly as a
mail relay

* You should use access receive rules to enforce
authentication for server mode deployments

F::RTINET

Training Institute

Access Control Rule

Enabled

Sender pattern:

Recipient pattern:

Sender IP/netmask:

Reverse DNS pattern:

O
User Defined
*@internal.lab

User Defined

User Defined
10.0.1.99/32

B Regular Expression

I Authentication status:

Authenticated

TLS profile;
Action;

Comments:

Nome

Relay

v  +New. &

© Fortinet Inc. All Rights Reserved.

Policies enable but don’t enforce authentication. To enforce SMTP authentication, you must create
appropriate access control receive rules. For gateway mode deployments, access control receive rules could
apply to individual accounts, such as automailers, that use FortiMail as a mail relay. However, for server
mode deployments, you should enable access control receive rules for the entire user base, to ensure that
FortiMail isn’'t being used by unauthorized users to relay potential spam.
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Authserver Security

+ Tracks offending IP addresses attempting brute force attacks
« Temporarily locks out the attacker
+ Trusted |P addresses can be exempted

+ Consecutive successful logins place user’s IP address in the Auto Exempt list

Exempt Auto Exempt m m Auto Exempt Settings
Status: Disable = Monitor only 4 New.. [# Edi i
Access Tracking: @D CLI © Mail © web H] 1% |/1 » Records per page: 50 ¥
Initial block period: | 10 2 | Minute(s)
IP/Netmask
10.0.1.99/32
F:=RTINET

© Fortinet Inc. All Rights Reserved. 11
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SMTP authentication mitigates the problem of an SMTP brute force attack by tracking the IP addresses of the
offending client attempting to connect to the box. SMTP authentication can detect and block attackers.

If a user has consecutive successful logins within a specified period of time, the user’s IP address will be
automatically added to an auto/dynamic exempt list.
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Authentication Reputation for Blocked IP

 Blocked IP addresses appear in the Authentication Reputation tab
« The attacker will be denied CLI, mail, and web access for the duration of the expiry

period
» The violation column shows the cause for access violation
s 1% |71 Records per page: 50
Access Expiry Time
CLI, Mail, Web 15 minutes
ail, Web 18 minutes
1001254
= 15171 Rvcords pov joge; | 50 ® Tolal 3
Blocked Time Expiry Thne Duration
20210201 15:22 -0800 2021-02-01 15:42 0800 20 minutes
20210201 14:2% 0800 20210201 14:39 0800 10 minutes
20210201 1248 0800 2021-02-01 12:58 0800 10 minites
“-HTInET © Fortinet Inc. All Rights Resenved. 12
Tralnlng Institute

FortiMail tracks failed login attempts made from the CLI, mail, and web. Blocked IP addresses can be deleted
manually or added to the exempt list.

Starting with FortiMail 6.4.1, a new violation column was added to the reputation table to show the cause for
access violation.
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Authentication

Failed Authentication Logging

+ Failed authentications are recorded in the history logs
« Classifier: SMTP Auth Failure

II Em System Event Mail Event AntiVirus AntiSpam

Encryption
Ellst| @ Search | Export = 2021-01-26 17:40:07 -> Current
= 1 /8 » » Recordsperpage: | 100 w Gotoline:
Date Time Classifier Disposition From Header From.. To Subject Session ID

3 2021-02-01 15:22:14178  SMTP AuthFailure Reject eduser@ede. 01620
2 2021-02-01 15:22:130%2  SMTP Auth Fallure Reject eduser@ecte.. N N
Log Detalls: 0003014202

Column Content

Date 2021-02-01

Time 152214178

Messoge SMTP puthentication failure; authid=extuser@externallab, suthtypeLOGIN, client ip=10.0.1.254,

detali=5ASL{-1}: generic fallure: checkpass falled
Session 1D T1INMERMO16702-11 INMENOD16207

F::RTINET
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© Fortinet Inc. All Rights Reserved.

If an SMTP authentication attempt is unsuccessful, the system creates an entry in the history logs and assigns

it an SMTP authentication failure classifier. You can use these log entries to troubleshoot and expose brute-
force authentication attacks.
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Single Sign-On

+ FortiMail supports SAML single sign-on (SSO) for:

« Admin login
* Webmail login
+ FortiMail operates as a SAML SSO service provider to FortiOS identity provider

F=-=HTInET © Fortinet Inc. All Rights Reserved.
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FortiMail supports SAML SSO for both the admin and webmail portals. This allows you to support SSO for the
webmail portal as well as the administrator portal. If SSO is enabled for the administrator portal, the
administrator login page will be presented with an SSO option. If SSO is enabled for the webmail portal, the

webmail login page will be the SSO login page.
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Knowledge Check

1. Which authentication type is supported by authentication profiles?
A. TACACS+

¥'B. SMTP
C. MS-DOMAIN
D MS-CHAP

2. Which authentication protocol must you use to enable two-factor authentication for
administrator logins?

¥ A RADIUS
B. LDAP
C. MS-CHAP
D. MS-DOMAIN

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 15
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Lesson Progress
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Good job! You now understand how authentication works on FortiMail.
Now, you will learn about LDAP operations.
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LDAP Operations

Objectives

+ Configure an LDAP profile for user, group, and alias queries, as
well as user authentication

F::RTINET
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After completing this section, you should be able to achieve the objective shown on this slide.
By demonstrating competence in LDAP operations, you will learn how you can use LDAP profiles on FortiMail

for more than just user authentication. You can use LDAP profiles for user, alias, and group queries, as well
as domain lookups and mail routing.
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LDAP Profile
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ipl

[mait=$mil)

Scope: Subtres
Derefer: Never

Group Query Options (B
E3 User Authentication Options @O

5 User Alias Options @

Apply

* Integrate FortiMail with an LDAP server o e
for:
Profile name: InternalLabl DAP
= User query Server name/P 100.1.10 Port: | 389
- Fallback server name/1P: Port: | 389
Group query ; . Use secure connection: m 56 [Test LDAP Query.
« User authentication
- & Default Bind Options
« User alias Basc DN: OU~Training Users,DC~internal.DClal
« Mail routing Bind DN: CN=LDAP Service Acoount.OU=Service
. Bind password:  sessss [Browse..]
+ Address mapping
= |2 User Query Options
+ Domain |00kLlp Userquery: | (&]lobjectClass=user) Schema »

© Fortinet Inc. All Rights Reserved.

If your organization has an LDAP server, you should integrate it with FortiMail to reduce configuration
overhead for FortiMail features, such as user alias and group lookups.

In this lesson, you will learn about the most commonly-used features of the LDAP profile, including the

following:

+ User query

+ Group query

» User authentication
* User alias

FortiMail 7.2 Study Guide
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Default Bind Options

TVEr Name/P: 10.0.1.10 Port: | 389

Edit LDAP Profile

Fallback server name/IP:

Use secure connection: BEUCl S5L [Test LDAP Query..]
a2

Bind Options
Base DN; DC-internal DC-lab
Bind DN: CN=LDAP Service Account,OU=Service |

Bind password:  esssss Iﬁm.el

© Fortinet Inc. All Rights Reserved.

Before you can start using the LDAP profile, you must configure at least one server name and IP address, and

the default bind options.

The Base DN field defines the distinguished name of the point in the LDAP tree where FortiMail starts

searching for users. This could be the root of the tree or an organizational unit.

The Bind DN and Bind Password fields define the distinguished name and password of a user account with
the necessary privileges to perform LDAP queries and search the directory. This account is also referred to as

a bind account.

The default bind options rely solely on the backend LDAP server vendor and schema. The example shown on
this slide is based on a Windows Active Directory LDAP server. To validate your settings, click [Browse...]. If

your configuration is correct, FortiMail fetches the contents of the base DN.

FortiMail 7.2 Study Guide

Vouchers & Dumps are Available

140

WhatsApp +201224560923



Authentication

DO NOT REPRINT

CODRTINET
JINTIINL ]

-—
Browse Directory Sample Output
Profile> LDAP > LDAP < [ EElrt's > a1

Hame Mamber of Entries

Browse LDAR Server: internallablDAP
o 1= /1 Records perpages| 50 = ,{ Browse LDAP Server: CN=Mail User 1,0U=Training Users, DC=internal DC=lab

Mumber of Entries Mame Value
objectClass top<br>person<br>organizational Person<br>user
o Mall User 1
o User 1
title Student
givenName Mail
distinguishedName CN=Mail Lser 1.0U=Training Users.DC =internal DC=lab
Instance Type 4
whenCreated 20180719142127.01
whenhanged POBOTISPA52907
displayName Mall User 1
uSNCreated 20563
memiberOf CN=Students,0U=Training Groups, DCinternal DC=lab
uSNChanged 49211
department Training
company Fortinet
prosyAddrassas smitp:mailuser 1@internal lab

F=RTINET © Fortinet Inc. All Rights Reserved. 20
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This slide shows an example of the output that appears after you click [Browse]. FortiMail fetches all the
objects in the base DN. To view more details, you can click individual objects, down to individual entries.
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User Query Options Profile> LDAP > LDAP.
+ Select one of the predefined schema or Prte rame el b AP
define your own r——— e (3
Use secure connection: m 55L  [TestADAP Query.]
* Query must be able to search for users ——
based on email address T p——
* You can select options for recipient T et | pre—
address verification or automatic removal ;| by
of invalid quarantine accounts for o L —

protected domains —

& Recipient Address Verification

Disable SMTP Server [NsElS000 4

LDAP profile InternalLabLDAP v |+ &

Actionon invalidrecipient BEEERE Discard

2 Aut tic R: I of invalid Q ine Accounts
Disable SMTP Server [Rel1 TS
LDAP profile InternalLabLDAP * + B
e = © Fortinet Inc. All Rights Reserved. 21
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Use the user query options to specify a query string, which will return a user based on their email address.
The query string syntax differs based on the backend LDAP server schema. FortiMail has predefined strings
for an active directory, lotus domino, and open LDAP. You can also define your own query string to work with
any custom LDAP implementation, as long as you define the query to search for users based on their email

address.

This user query function is used by Recipient Address Verification and Automatic Removal of Invalid
Quarantine Accounts for protected domains.
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User Authentication Options

+ LDAP profile verifies user credentials using User Authentication Options
« Enabled by default

Edit LDAP Profile

Profile name: InternalLabLDAP
Server name/IP: 10.0.1.10 Port: | 389
Fallback server name/IP: Port: | 389 -

Use secure connection: m ssL [Test LDAP Query.]
£ Default Bind Options
User Query Options

B Group Query Options (B

| @ user Authentication Options @}

Try UPN or mail address as bind DN [Test..]
Try common name with base DN as bind DN

Search user and try bind DN

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 22
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By default, User Authentication Options is enabled in all LDAP profiles.

After you configure the Default Bind Options and User Query Options settings, you can use the LDAP
profile for recipient address verification, automatic removal of invalid quarantine accounts, user authentication

using policies, and administrator authentication.
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Group Query Options
* Query LDAP directory for user group information
Profile > LDAP > LDAP
| g e

Groupmembership attribute: memberOf

Use group name with base DN as groupDN
Groupbase DN: OU=Training Sroups DC=nternal DC=lob

Groupname attribute: CH
Lookip group owner »
Groupowner atiribute:

Groupowner address attribute:

LDWP Quiery Test: InternalLabL DAP » Group I

O Group Query Options
Use LDAP tree node as group: Disatde
Use group name with base DN as a group DN:  Disable
Email address: | userl@internallab
Group DN Students

Test Result

Found LDAP group for user

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 23
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The Group Query Options section allows you to configure the necessary settings to use user group
membership queries. Many FortiMail features can use group queries to create a highly customized
configuration. The settings you must use depend solely on the backend LDAP server schema. For example,
selecting memberOf as the Group membership attribute and CN as the Group name attribute are only
relevant for Windows AD.

The Use group name with base DN as group DN option allows you to use the group name instead of the
fully distinguished name for any FortiMail feature that uses group queries. To make configuration easier,
enable Use group name with base DN as group DN and enter in the Group base DN. You will see an
example of this on a later slide.

To validate your settings, click [Test...]. In the LDAP Query Test window, enter a user’s email address and
the group name and click Test. If your configuration is correct, the results show whether the user is a member
of the group or not.
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Group Query Example

+ Create inbound, recipient-based policies for specific groups
+ Allows you to customize inspection profiles based on user group membership

Inbound Recipient Polis
Inbound Recipient Pollcy e =

Enable L &}
Domain:

Comments:

Sender Pattern

Type: | User -

Recipient Pattern
o Type: LDAP group

fype | LDAPp e CN=Domain Users,CN=Use | LDAP profile: [nternall abLDAP

Domain Users LDAP profile:  |nternallabLDAP -

F::RTINET
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© Fortinet Inc. All Rights Reserved. 24

This slide shows an example of an LDAP group query being used to craft inbound, recipient-based policies.
You can customize inspection profiles, based on user group membership. This example also shows the
configuration requirement with and without the Use group name with base DN as group DN option enabled
in the LDAP profile.
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User Aliases

+ A single user may have multiple aliases

« Use the LDAP user alias query to convert these aliases dynamically into a single primary
email address

+ Consolidates all quarantine reports for aliases to the single primary email address for
gateway and server mode deployments

« Without user alias lookup, a user with five aliases could potentially receive a different quarantine report
for each account

F::RTINET

e - © Fortinet Inc. All Rights Reserved
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The User Alias option converts email aliases into a user’s real email address. On FortiMail, use this option to
consolidate objects in FortiMail that are stored using an email address as the identifier. For example, if a user
has five aliases in addition to a primary email address, FortiMail can use this feature to maintain a single user
quarantine, instead of six separate quarantines and quarantine reports.
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User Alias Options (Active Directory)

Active directory setup:
DN: CN=User 2,CN=Users,DC=internal,DC=lab
mail: userZ@internal.lab

moxyaddres ses: mailuser2@internal.lab]

|§ User Alias Options @D

Alias member attribute: | mail Schema w |

Alias member query: proxyAd dresses=smlp:$r"n

User group expansion in advance (B LDAP Query Test: InternalLabl DAP > Alias
Group member attribute: member

p £ Alias Options
Group member query: (&|objectClass=group)

Base DN:  OU=Training Users,De=internal, DC=1ab

Bind DN:  CN=LDAP Service Account.OU=Service
Accounts,DC=internal DC=lab

Emall address: | mailuser 2@internal lab

(proxyAddresses=smtp:$m))

Max alias expansion level: 0 e | & TestResult

Scope: Subtree - | T Found mail alias

Derefer: Never - ] Test 1: user2@internal lab
F::RTINET

i = © Fortinet Inc. All Rights Reserved. 26
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To use the user alias feature, select a predefined schema or customize one to fit any LDAP server.

The default active directory schema alias member query is set up to perform alias expansion based on
groups. To perform an alias expansion, you must change the query to search for proxy addresses.

To validate your settings click [Test...] and then enter a proxy address. If the configuration is correct,
FortiMail retrieves the corresponding mail attribute.
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User Alias Options (Open LDAP)

Open LDAP setup:
DN: CN=User 2,CN=Users,DC=internal,DC=lab

mail: userZ2@internal.lab
fc822MailMember: mailuser2@internal.labl]

& User Alias Options @O

Alias member attribute: mail Schema w
Alias member query: rfc822MailMember=$m
Lotus Domino
OpenLDAP
User Defined

User group expansion inadvance LOAP Query Tost: Internall abLDAP > Alias

Group member attribute:
Group member query: & Alias Options

Base DN:  OU=Training Users, DC=internal DC=lab
Bind DN  CN=acminDC=Internal DC=lab

Email address; | malluser2@internal lab

Max alias expansion level: 1 G 2 TestResult

W Foundmail alias

Scope: Subtree - L
1: user2@internaliab
Derefer: Never - | [Test..] I-’

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 27

This slide shows an example user alias configuration with an Open LDAP server. This particular OpenLDAP
schema is also used in the lab environment. Please note that not all OpenLDAP deployments are the same.
You will have to match the proper attributes based on your own LDAP schema.
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LDAP User Alias Mapping
FortiMall
Domain name:
Relay type: Host »
SMTPserver: 10.0.1.99 Port:| 25 w= [Test.]
B Use SMTPS
Fallback SMTP server: Port:| 25 = [Test.]
@ Use SMTPS
2 O Relay Authentication
Recipient Address Verification
£ Automatic Removal of invalid Quarantine Accounts
[@] LDAP Options
I User alias / address mapping profile: InternalLabl DAP - I
3 Mail routing profile: —~None-- -
B Scan override profile; ~Nona-- -
£ Advanced Settings
-T-. - ; © Fortinet Inc. All Rights Resenved. 28
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You can enable user alias mapping on the protected domain configuration page. Expand LDAP Options. In
the User alias/address mapping profile drop-down list, select the appropriate LDAP profile. If you do not
see the LDAP Options section, you may need to enable the advanced view in the GUI settings.
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Test LDAP Query

+ Click [Test LDAP Query...] to
validate various sections of the
LDAP profile

LDAP Query Test: InternallLablL DAP

Select query type: User
Profile name: InternalLabLDAP
Server name/IP: 10.0.1.10

Server port: 389

Use secure connection; None

Edit LDAR Profile
Profie name: InternalLabLDAP & Query Options
::r.\:c::'f;riu,.,w: == ‘.: E: Base DN: OU=Training Users,Dc=internal,DC=lab
Use secure connection: Bind DN: CN=LDAP Service Account,OU=5ervice
© Default Bind Options Accounts,DC=internal, DC=lab
Rase DN: OU=Training Users. Dc=internal DC=lat Email address: | userl@internal.lab
Bind DiN: CN=LDAP Service Account,OU=Service
Bind password: | wesess [Erowse.] = Test Result
Found user DN matching the mail address
CN=Mail User 1.0U=Training Users,DC=internal,DC=lab
ﬁ;::l?;'ll-:lsn‘hﬁ;l; © Fortinet Inc. All Rights Reserved. 28
Click [Test LDAP Query...] to validate various sections of the LDAP configuration, including the following:
* User query
» User authentication
*  Group lookup
+ Alias expansion
150
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Knowledge Check
1. Why do you need to enable the user alias option?
YA It consolidates all quarantine reports for aliases with the single primary email address.
B. It maintains a separate quarantine mailbox for each alias.
C. It automatically merges emails for multiple addresses into one.
D It can reduce the number of emails processed by FortiMail.
2. Which query function is used in an LDAP profile, for recipient address verification?
v A User query
B. Alias member query
C. Group member query
D. Identity query
F:=RTINET . : -
Training Institute © Fortinet Inc. All Rights Reserved. 30
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Lesson Progress
F::RTINET _ _
Training Institute © Fortinet Inc. All Rights Reserved
Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review

v Use authentication profiles to define sources for user credentials
v Enable IP-based or recipient-based policy authentication
v Enforce authentication using access control rules

v Configure an LDAP profile for user, group, and alias queries, as well
as user authentication

F::RTINET

i = © Fortinet Inc. All Rights Reserved 32
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure and enforce authentication
on FortiMail.
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FortiMalil

Session Management .

"2 FortiMail 7.2

Last Modfied: 13 September 2022

In this lesson, you will learn about session management and related features.

FortiMail 7.2 Study Guide 154



Session Management

DO NOT REPRINT

EODRTINIET

O\ T1TNLT L
Lesson Overview

"~ Session Profile

| ' Sender Address Rate Control

| ‘Message Size Management

F::RTINET

Training Institute

In this lesson, you will learn about the topics shown on this slide.
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Session Profile

Objectives

+ Limit sessions from remote mail transfer agents (MTAs)
 Throttle email volume based on sender reputation
* Reject connections from blocklisted MTAs

Validate senders using sender policy framework (SPF) and
domain keys identified email (DKIM)

-

Implement outbound DKIM signing of email messages

Detect errors and abnormalities in Simple Mail Transfer
Protocol (SMTP) sessions

* Hide internal network information in email headers

.

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding the session profile, you will be able to configure the session

profile to inspect properties of SMTP connections at the lowest layers—from the IP session to the SMTP
envelope. You will also be able to configure and use session profile options.
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Session Profile Inspections

IP:
192.168.3.1:3000 - 172.16.1.1:25

SMTP Envelope:

EHLO mx.internal.lab

MATI, FRCM: <userl@internal.lab>
RCPT TO: <userl@external.lab>
RCPT TO: <userZ@external.lab>
DATA

Message Header:

Received: from mx.internal.lab
Subject: Hello

From: userl@internal.lab

To: userl@external.lab,

Message Body:
Hello, world!

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 4
Training Institute 4

The overall purpose of session profile inspections is to detect suspicious activity as soon as possible. Early
detection allows FortiMail to take action early, and eliminates the need to perform some, or all, of the more
resource-intensive scans that are required after the entire email message arrives.
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Session Profile Deployment Example

==

1= _.-' : by ecords per page: | 50

bled 1D Source Destination

3 10.0.1.99/32 0.0.0.0/0 [
2 1001024 0.00.0/0 Outbound Session —

1 0.0.0.0/0 0.0.0.0/0 Inbound Sesslon

Gatewa
Mail server, ;
=3 Mail users
ransparent “Si _-[,I-. : | }[;J ///
10.0.1.99/32 10.0.1.0/24
F::=RTINET . . ;
Training Institute © Fortinet Inc. All Rights Reserved. a

Session profiles are unique, because they can be referenced only by IP policies. You should create separate
IP policies for outbound and inbound email, regardless of the deployment mode you are using.

This type of IP policy and session profile setup allows you to disable specific session profile features for your
internal assets, such as sender reputation, while still enforcing those features for all inbound email.

FortiMail 7.2 Study Guide 158
."'.":rjl ICNers :"r-; ._.t'l ImMps are Avallable | VWWhatsApp +20122456004



Session Management
DO NOT REPRINT Brave-aumps.com
FORTHINET —
Connection Settings

+ Define session limitations for each client to prevent service exhaustion

o= New.. T Clone.. B Delete " Batct
c £ | = |41 s R aan: | BN
Session Profile
Profile name
Inbound_Session
Profile name: | Outbound_Session
Outbound_Session

& Connection Settings

| Hide this box from the mail server

Restrict the number of connections per client per 30 minutes to:
Restrict the number of messages per client per 30 minutes to:
Restrict the number of recipients per client per 30 minutes to:

Maximum concurrent connections for each dlient:

L Connection idle timeout (seconds):
&, ] Do not let client connect to blocklisted SMTP servers

Fh:HTInET © Fortinet Inc. All Rights Reserved. G

Training Institute

The session profile settings in the Connection Settings section allow you to set limits on the number of
connections, messages, recipients, and concurrent connections for each client. Since each connection
consumes resources, you can use limits to prevent a single MTA from exhausting FortiMail services.

If FortiMail is operating in transparent mode, then two additional options appear on the GUI that govern
FortiMail low-level connection behaviors. You will learn about transparent mode in another lesson.
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Sender Reputation

* Maintenance-free way to manage session volume
* 12-hour moving weighted average

+ Score calculated for each client IP address as a percentage of email that is spam, is
infected, or has invalid recipients or senders

* Block spammers at the connection phase to reduce inspection tasks

_ | Use AntiSpam profile settings - "

B Sender Reputation

Use AntiSpam profile settings

When client connects

Enable sender reputation E Disable

Throttle client at: 35

Restrict number of email per hour to: | 5

Restrict email to: 1 <. | percent of previous hour

Tempararily fail client at: 20 %

Reject client at: 80 i /

FortiGuard |P reputation check: I UseAnnSjam profile settings '] —
F:=RTINET

© Fortinet Inc. All Rights Reserved. T

Training Institute

As FortiMail processes and scans email messages, it maintains a sender reputation score for the IP address
of each external MTA that opens an inbound SMTP connection. This score is calculated as the percentage of
email from this sender that is spam, contains a virus, or has invalid recipients or senders, during a 12-hour
period. The higher the score, the worse the sender’s reputation. You can use the sender reputation score in
the session profile to set score thresholds for FortiMail to throttle the client, issue a temporary fail message, or
reject the client at this early stage. FortiMail can also check the reputation of the sender IP address against
the FortiGuard blocklist database.

The FortiGuard IP reputation check drop-down list has three possible settings. If you select Use AntiSpam
profile settings, FortiMail applies the action that is defined in the matching antispam profile. Unlike most
session profile inspections, if you select Use AntiSpam profile setting, FortiMail processes the entire
message before applying the action. If you select When client connects, FortiMail applies the FortiGuard IP
reputation check immediately during the connection phase.

You will learn more about antispam profiles and actions in another lesson.
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Sender Reputation List
+ Use the CLI to clear the sender reputation database
# execute db reset sender-reputation
Sender Reputation Authentication Reputation
fsd 1 1 Records per page: 50 w  Search
P Location Score State Last Modified
100.64.1.99 0 Score Controlled Mon, Feb 8, 2021 14:15:38 PST
100,111 ] Score Controlled Mon, Feb 8, :33:40 PST
10.0.1.10 0 Score Controlled on, Feb 8, 2021 15:13:15 PST
FE:EHTlnET © Fortinet Inc. All Rights Reserved. 8

Training Institute

You can view the current sender reputation statuses on the Sender Reputation page. By default, this view
shows the scores sorted in descending order, with the worst reputation at the top. You can use this view to
identify the worst offenders and troubleshoot the possible causes of delayed or rejected messages.

Any changes that you make to the sender reputation configuration will take some time to manifest because of
the scoring system. To clear the reputation list and force all scores to be recalculated from a blank state, use
the CLI command shown on this slide.
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* A mobile subscriber ISDN (MSISDN) is a SIM card number on a cell phone network

+ FortiMail can identify email senders by MSISDN
+ Block MSISDNs that have a bad reputation
» Block MMS spam

+ Uses RADIUS to map IP address to MSISDN value for endpoint reputation scores

& Endpoint Reputation

Enable Endpoint Reputation ©
Action: Reject

Auto blocklist score trigger value: | 5

Auto blocklist duration (minutes): | 0

F:-=HT|nET © Fortinet Inc. All Rights Reserved. g

Training Institute

Because the IP addresses of mobile devices can change frequently, you can use endpoint reputation to track
the reputation scores of the devices. Like sender reputation, endpoint reputation uses the unique MSISDN
number associated with a device SIM card to identify mobile devices that could be compromised and are

sending spam or infected messages.

The endpoint reputation feature is mainly used by carriers to block messages sent by compromised mobile
devices. By blocking messages, carriers protect the internet reputation of their own IP address space. You
must integrate FortiMail with a back-end authentication RADIUS server in order to map IP addresses to their

corresponding MSISDN values.
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Sender Validation

» Sender policy framework (SPF): P RS RN

« Check the DNS TXT record of the sender domain =
g & Sender Validation
for permitted servers
« Unauthorized client IP address increases the client
sender reputation score

| SPF check: = Enable b

@ Enable DKIM check
(B Enable DKIM signing for outgoing messages

@ To be Compﬁant W|th SPF ChECkS Of Other (3 Enable DKIM signing for authenticated senders only
organizations, publish your own SPF record in e T —
EX‘.erna| DNS (B Bypass bounce verification check
« To use, you must enable SPF checking in the B Sender address verification with LDAP
session profile or the antispam profile LDAPprofile: | InternallabLDAP v| +New. EEdit.

"v=spfl ip4 :IlO -0.31.0/2 /l”mxl include :Imx .internal. labl =l

F::RTINET
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A common sender validation technique is to use SPF. Using SPF, a domain owner publishes specially
formatted DNS text (TXT) records. The records contain the authorized MTAs of the domain. The domain
security relies on the fact that only authorized domain administrators are allowed to make changes to the
domain DNS records.

If you enable SPF verification in the session profile, FortiMail performs a DNS TXT record lookup for the
sending domain of any email session. If an SPF entry exists, FortiMail compares the address with the address
of the sending MTA. The sender reputation decreases for authorized clients and increases for unauthorized
clients.

While SPF is not universally adopted, it is still a simple and effective way to validate a sender’s IP address.
Enabling the SPF check in the session profile for all email won’t be detrimental because, if FortiMail doesn’t
receive any responses for the DNS TXT record lookup, it skips the SPF check and continues processing the
email.

SPF checking can be enabled in either a session profile or an antispam profile, or in both. However, if you
select Bypass SPF checking in the session profile, SPF checking will be bypassed, even though you enable
it in the antispam profile.
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Sender Validation (Contd)
HERY Profe Session> Session
+ Validates both MTA and email content —
2  Sender Validation
+ Sending servers use a private key to generate SPF check | Enabe =
a DKIM signature, and affixes that signature € Enstle DM check
g g " Enable DKIM signing for outgoing messages
|nt0 the emall header 3 Enable DKIM signing for authenticated senders only
- Recipients query the DNS TXT record of the Fm——y W
sending domain for the DKIM pub|ic key, and (B Sender addressverification with LDAP
use it to validate the DKIM signature in the 1oAPorofie: | ieilator =) L How. et
header
* Public key is publishedin DNS as a TXT record
* Requires more processing than SPF validation
F:=RTINET . . "
Training Institute © Fortinet Inc. All Rights Reserved. 11

Unlike SPF, DKIM validates that the sending server is authorized to send mail for the domain. It also validates
that mail content has not changed since being sent by the server. DKIM uses a public/private key signing
process using DKIM keys stored in DNS.

With DKIM, the sending MTA use its DKIM private key to generate a signature. The sending MTA then inserts
the generated signature into the email header. The receiving MTA queries DNS for the sender domain TXT
records, which contains the DKIM public key. The receiving MTA then uses the DKIM public key to validate
the DKIM signature in the email header.

DKIM validation requires more processing than SPF validation.
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DKIM Signing for Outbound Email

Domain & User > Domain > Domain
FortiMal + DKIM signatures are domain specific
Comain name + FortiMail generates and stores the
Relay type Host . .
T i s private key,.and uses it to generate
B Use sMTPS the DKIM signature
Fallback SMTP server Port| 25 o |[Mest.]
D Use SMTPS

B @ Relay Authentication DKIM and ARC Setting

Comment
DKIM and ARC Setting

DKIM signing for outgoing emall & I

& Recipient Address Verifi

ARC sealing option Disable -

+] of Invalid Accounts
4 = Key Selectors
LDAP Opti 2
S Admicedsetiing I 138 |71 Records per page | 50 ¥ Selected: 1 /1
Quarantine Report Setting
Selector Status Creation Time
Domain Asseciations -
internal.lab Active Frri, May 20, 2022 04:54:05 PDT
sender Address Rate Control
Other
e = © Fortinet Inc. All Rights Reserved. 12

Training Institute

To configure DKIM signing for outgoing messages, you must first generate a public and private key pair for
the domain. DKIM signatures are domain specific. FortiMail generates and stores the private key and uses it
to generate the DKIM signature. After the key is created and activated, you must download the public key and
publish it to your external DNS server. Enabling DKIM signing for outgoing email in the Domain settings to
enable DKIM signing for all messages in that protected domain.

You can also in an appropriate session profile select Enable DKIM signing for outgoing messages, to start
affixing the DKIM signature to all outbound email headers for that session.
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DKIM and ARC

+ Authenticated Relay Chain (ARC)
+ Allows intermediary servers to validate a DKIM signature and seal it with a signature

+ FortiMail can sign (seal) messages for a domain based on direction
+ Allows trust in a DKIM signature when it passes through an intermediary and is changed

DKIM and ARC Setting

DKIM and ARC Setting

DKIM signing for outgoingemail @O

ARC sealing option . Disable w
Key Selectors 5
Incoming
= New.. [ Delete & D) Outgoing
All
o 1% |71 50w

F::RTINET

Training Institute

=

© Fortinet Inc. All Rights Reserved.

ARC permits intermediate email servers (such as mailing lists or forwarding services like FortiMail) to sign an
email's original DKIM results. This allows a receiving service to validate an email, in the event the email's SPF
and DKIM records are rendered invalid by an intermediate server's processing. Further information about
ARC can be found in RFC 8617 and in the FortiMail Administration Guide.

Support for ARC sealing started in FortiMail 7.2.
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Session Settings

* Inspect SMTP commands to detect abnormalities or errors and weed out spammers

[B] Session Settings

Session action: —-None-— w |4 New. [&Fdit

Message selection: l All -
All
(P Reject EHLO/HELO commands with invalid characters in the domain
Accepted

P Rewrite EHLO/HELD domain to [n.n.n.n] 1P string of the client address

@ Rewrite EHLO/HELO domain to

‘ (B Prevent encryption of the session
@ Allow pipelining for the session

B Enforce strict RFC compliance

(B Switch to SPLICE mode after | 0 Seconds v

@ Perform strict syntax checking

(B ACKEOM before AntiSpam check '

=RTINET 14

i = © Fortinet Inc. All Rights Reserved.
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The Session Settings section of the session profile contains the settings that you use to inspect and control
many aspects of the SMTP protocol.

Most legitimate MTA implementations are based on mature codebases and are compliant with standards. The
chance of SMTP protocol errors occurring is almost zero. Spammers, on the other hand, are known to use
homegrown scripts and code that often exhibit protocol errors. You can use strict syntax and invalid character
checking to identify suspicious behavior and reject sessions that show abnormalities. You can also have
FortiMail acknowledge end-of-message or, if using transparent mode, switch to splice mode, to prevent the
session from timing out because of antispam inspections.

FortiMail instances operating in transparent mode have additional options that you can use to manipulate the
SMTP session. These options include the ability to rewrite the EHL.O or HELO greeting strings, and prevent
session encryption negotiations, so that the message is sent in clear text. This enables FortiMail to scan the
contents of email messages that would otherwise be encrypted.
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Unauthenticated Session Settings

* For clients that can't authenticate using SMTP AUTH
+ Example: other MTAs

+ Validate HELO or EHLO, sender, and recipient domains using DNS MX or A record
lookup

[B)] Unauthenticated Session Settings
(O Check sender domain
@ Check recipient domain
D Reject empty domains

(I Reject if recipient and helo domain match but sender domain isdifferent

Fh:HTInET © Fortinet Inc. All Rights Reserved. 15

Training Institute

Unauthenticated session settings are used to control sessions that are not authenticated using SMTP AUTH.
These settings enable you to enforce stricter checks. When the domain checks are being used, the domain
claimed by the EHL.O or HELO, sender domain (MAIL FROM:), and recipient domain (RCPT TO:) must be
resolvable in DNS for either an A or an MX record type. If the domain can’t be resolved, the SMTP command

is rejected with an appropriate error code.
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SMTP Limits

+ Used to discourage common spamming techniques
+ Control message size (header size + body size)

[@] SMTP Limits
Restrict number of EHLO/HELOs per sesslon to:
Restrict number of email per session to:
Restrict number of recipients per email to:
Cap message size (KB} at:
Cap header size (KE) at:
Maximum number of NOOPs allowed for each connection:

Maximum number of RSETs allowed for each connection:

20
500
10240
32

10

20

|

© Fortinet Inc. All Rights Reserved.

Using the SMTP Limits settings, you can set limits on SMTP sessions to restrict common spamming

techniques. The default settings work well, but you can adjust them, if necessary.

Noteworthy settings include restrictions on the number of SMTP greetings (EHLO or HELO), NOOPs, and

RSETs. Legitimate connections typically require only a few of these commands in a given session, and

spammers may try to abuse them. Closing the sessions when these limits are reached forces spammers to
reconnect if they want to continue; however, they are just as likely to abandon the attack and move on to their

next target.

The Cap message size (KB) at option is commonly used to control email size. You will learn more about this

later in the lesson.
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Error Handling

+ Standards-compliant SMTP servers don't generate errors
+ Protocol errors often indicate spammers or poorly coded or configured servers

@ Error Handling

Number of ‘free’ errors allowed for each client:

0

Delay for the first non-free error (seconds): 0 o
Delay increment for subsequent errors (seconds): 4]
5

Maximum number of errors allowed for each connection:

Fh:HTInET © Fortinet Inc. All Rights Reserved. 17

Training Institute

Usually, correctly configured SMTP servers don’t generate errors. So, SMTP protocol errors can indicate
server misuse. FortiMail can penalize misbehaving clients, including disconnecting them, if they exceed the

maximum number of errors.

The first limit you can set is the number of free SMTP errors that is tolerated before delays are imposed on the
client. After that value is reached, the client is delayed for the number of seconds specified in the Delay for
the first non-free error (seconds) field. During this time, FortiMail won’t accept any SMTP commands from
the remote MTA in the session. Any subsequent errors result in additional incremental delays, as specified in
the Delay increment for subsequent errors (seconds) field. After the number of errors exceeds the value in
the Maximum number of errors allowed for each connection field, FortiMail drops the connection.
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Header Manipulation

» Hide internal network information

& Header Manipulation

(® Remove received header

* Reduce overall message size by removing header content

(® Remove headers Edit..
& Remove headers inserted by this unit

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
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Remove Headers

= New... | fiy Delete

oW R e

Removed Header
¥-Mailer
Thread-Index
X-FEAS-AUTH-USER
X-Scanned-By

As an email message travels from MTA to MTA, each MTA adds a new Received: header entry to the
email. This not only increases the size of the header, but might also reveal details about your internal network
that you want to keep private. You can use the header manipulation settings of the session profile to remove

these Received: headers, typically on outbound emails.

Be careful not to violate SMTP standards when deleting specific headers because there may be unintended
consequences if other mail processing devices require or verify these headers.
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+ Sender and recipient block and safe lists
+ FortiMail applies session profile lists very early in its order of execution
(@] Lists
B Enable sender safellst check!ng
B Enable sender blocklist checking Edit..
(B Allow recipients an this list Edit..
(B Disallow recipients on thislist ~ Edit..
Sender Safelist Addresses
=+ New i Delete
I== |/ 1 > » Recordsperpage:| 50 = Total: 1
Address
1  userl@externallab =
Tl';::l?;'ll-:lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 18

You can also configure each session profile to use independent sender and recipient block and safe lists. The
lists contain email addresses to either block or allow certain senders or recipients when a specific session

profile is used. FortiMail applies session profile lists very early in its order of execution, which are overridden
only by the system safe and block lists.
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FortiGuard GeolP

* GeolP database from FortiGuard

* GeolP groups can be used in IP policies and access control rules
» Embellish reports and logs with region/country flags

GealP Group

IP Based Policy

Status L &

Source GeolP Group

Destination | IP/Netmask | | 0.000 0
Action Scan -

Comment

n
¥ | | Blocked_Countries - 4 CounkryRegion A

Giroup name Blocked Countries

Email Group 1P Group Geol P Group GeolP Override

Z oMNew. [#Edit. FiDelete Q IPGeography Query.

Country/Region Name
United Kingdom

F::RTINET

Training Institute
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20

FortiMail utilizes the GeolP database to map the geolocations of client IP addresses. You can use GeolP
groups in access control rules and IP-based policies.

The GeolP service looks up the IP address geolocations in the GeolP database. However, in some cases, the
lookup might not be accurate, for example, when clients use proxies. With FortiMail, you can override the
GeolP lookup by manually specifying the geolocations of some IP addresses and IP ranges. When you create

GeolP groups, you can use the override geolocations in the groups.

FortiMail 7.2 Study Guide

173



Session Management

DO NOT REPRINT

CODRTINET
TN TIINL- 1

L
Knowledge Check
1. Which statement about the sender reputation feature is true?
A. A high score means that the client IP is a safe sender.
< B. Client IP scores are calculated based on the percentage of malicious and invalid email.
2. Sender policy framework (SPF) provides protection from forged email identities by
performing which action?
A. Comparing the IP address of the senders MTA with a list of FortiGuard-approved IP addresses
v'B. Comparing the IP address of the sender MTA with a list of approved |P addresses in the sender
domain DNS records
F::RTINET . :
Training Institute © Fortinet Inc. All Rights Reserved. 21
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Lesson Progress

v~ Session Profile

| ) Sender Address Rate Control

| Message Size Management

F::RTINET
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Good job! You now understand how to configure a session profile.

Now, you will learn about sender address rate control.
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Sender Address Rate Control

Objectives

« Control outbound email rate based on sender address

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in using sender address rate control, you will be able to control the outbound
email rate based on sender address.
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Sender Address Rate Control
Domain & User > Domain > Domain

100

Naon-

Training Institute

FortiMall
Domain name:
Relay type Host bt
SMTPserver 10.0.1.99 Port| 25 [Test.]
O Use SMTPS
Fallback SMTP server Port| 25 [Test..]
B Use SMTPS
B Relay Authentication
Comment
Recipient Address Verification Sondler Aldrass Rate Control
R o'
[+ of invalid OB Ermtie
& LDAP Options Actlon  Fail Temporarily - [Exempd List ]
= D Maximum number of messages per half hour:
'a Advanced Setting T Maximuen number of recipsents per half hour:
Quarantine Report Setting I Mabmum data skoe per hall hour (MR):
5 B Maximam rumber of spam messages per sender per half hour: 5
Domain Associations
T Send emall notification upon rate control violations
DKIM and ARC Setting
i Ao S |
Other
ERTINET

© Fortinet Inc. All Rights Reserved.
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Without any rate limits, a single sender can potentially monopolize FortiMail capabilities by sending an
unlimited number of messages which, under some circumstances, could result in a poor reputation being
assigned to the MX IP address of the organization. In the worst-case scenario, the MX IP address could be
placed on an internet block list if a compromised endpoint, which has been infected with a spam bot, starts

sending out mass spam email.

The sender address rate control settings are part of the domain entry for each protected domain. They provide
granular control of messages sent in terms of the number of messages, the total size in megabytes, and even
the ability to notify someone when the rate limit function is triggered. You can choose to either reject sessions
from senders that have triggered the rate limits, or temporarily fail them to allow transmission later.
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Access Delivery Control

+ Enable delivery control to avoid your MTA IP from being blocklisted by domain name
system blacklists (DNSBL) due to excessive outgoing email

« Marketing mail campaigns can cause the corporate IP addresses to be registered in
DNSBL

+ Access delivery control is enhanced with Restrict the number of recipients per
message

Delivery Control

Enabled L &

Recipient domain:

Restrict the number of concurrent connections: 5
Restrict the number of messages per connection: 50
Restrict the number of recipients per period (30 minutes): | O
| Restrict the number of recipients per message: 100 |
o = © Fortinet Inc. All Rights Reserved. 25
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MTA IP addresses can be blocklisted if sending outgoing email at too high a rate. Marketing mail campaigns
can sometimes cause the corporate IP addresses to be registered in DNSBL. To solve this problem, you can
rate limit email delivery at the system level.

In the Recipient domain field, you must specify the recipient domain that the policy will be applied to. You
can use a wildcard (*) to make this policy apply to all recipient domains.

Starting with FortiMail 6.4, you can restrict the number of recipients per message in the access delivery
control configuration.
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Sender Address Rate Control
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Encryption
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Cross search result: 110Nl /06

42:39 -» Current
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0210300

Clasifiar Disponition.  [from
163242934 Sercer Address Rate Control Dei
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Log Datalls: 0300025707
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Column

S

Content
2021-02-08

16:23:42.932

Message

user 2@internallal exceeded sender rate conliol message lmit4. Messages from this sendear will be

blocked until Mon, 08 Feb 2021 16:50:00 -0800

Session ID
From

Cilent IP
Client Name

Destination 1P

Level

1190Mgni025706-1190NgnK 025706
userZiginternal lab

10.0.1.5%

intery

10.0.1.11

Information
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In FortiMail logs, you can see sender address rate control in action. In the History logs, look for entries with a
Classifier of Sender Address Rate Control.

The search result contains details of the rate limit violation, as well as how long the user will be blocked from

sending any new messages.
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Knowledge Check

1. What is the purpose of access delivery control?
A. It applies rates to limit excessive incoming emails.
v B It applies rates to limit outgoing email delivery at the system level.

2. What cannot be restricted using with Sender Address Rate Control?
A. Spammers that overwhelm your FortiMail sessions

¥ B. Emails with too many recipients
C. The amount of data sent through the FortiMail device
D. An MTA that is sending too many emails

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 27
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v~ Session Profile

| J Sender Address Rate Control

| Message Size Management
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Good job! You now understand how sender address rate control can be used to limit the number of outbound
emails based on sender address.

Now, you will learn about message size management.
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Message Size Management

Objectives

» Enforce email size limits
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in message size management, you will be able to enforce size limits for all
email passing through FortiMail, including attachments.
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Session Management

Maximum Email Size

+ By default, FortiMail rejects all email larger than
10 MB

* Includes message header and message body

+ You can override this limit in two ways:
« Cap message size
= Session profile configuration
+ Maximum message size
* Protected domain configuration

F::RTINET

Training Institute

IP Header:
182.168.3.1:3000 = 172.16.1.1:25

SMTP Envelope:

EHLO mx.internal.lab

MATL FROM: <userlfinternal.lab>
RCPT TO: <userl@external.lab>
RCPT TO: <user2fexternal. lab>
DATA

Message Header:

Received: from mxz.internal.lab
Subject: Hello

From: userl@internal.lab

To: userlfexternal.lab, ..

Message Body:
Hello, world!

© Fortinet Inc. All Rights Reserved.

FortiMail rejects all email larger than 10 MB. This size limit is enforced by the kernel and includes the SMTP
header size as well as the message body size, which includes attachments. You can override this value in two

places: the session profile or each protected domain definition.
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Maximum Email Size (Contd)

FortiMail
(2] SMTP Limits

Comainname allo s Restrict number of EHLO/HELOs per session to: 3 -
Relay type Haost - . . 5 =
SMTPoorver| 305155 port 35 A ) Restrict number of email per session to: 20
@ Use SMTPS Restrict number of recipients per email to: 500 -
ENEE SHTR h e Part] 25 o [Mest) | Cap message size (kB) at: 10240 = |
B Use SMTPS

Cap header size (KB) at:

O Relay Authentication

Maximum number of NOOPs allowe, each connection: -

Comment Other
or each connection:
Recipient Address Ve| Webmail theme: Use system settings ~
Webmail language: —-Default-- -
o A e nguag; . Defaul
I Maximum message size (KB): = 204800 --l

(2 LDAP Opti
@ pions SMTP greeting (EHLO/HELO) name (as client): | Use system hos!

|8 Advanced Setti
e IPpool: | --None- ~ Direction: Delivering ~

Quamanline Reporl S¢
(B Remove received header of outgoing email
Domain Associations
- 0 Use global bayesian database
Bypass bounce verification
Sender Address Rate |
F:=RTINET
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FortiMail behavior varies, depending on whether the email is incoming or outgoing. For outgoing email,
FortiMail uses only the session profile value, if a session profile matches the email. If no session profile
matches, FortiMail still uses the default limit of 10 MB.

For incoming messages, FortiMail evaluates both the session profile and the protected domain values and
selects the smallest value.
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Knowledge Check

1. Which statement about oversize email messages is true?
A. By default, there is no maximum message size value defined on FortiMail.
' B The default maximum message size defined on FortiMail is 10 MB.

2. Inbound message size is limited by which value?
A.  The message size specified in the matching session profile

¥ B. The lower of the two message sizes specified in the protected domain and in a matching session
profile

F::RTINET
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Training Institute 4

FortiMail 7.2 Study Guide 185



Session Management

DO NOT REPRINT

EODRTINIET

O\ T1TNLT L
Lesson Progress

v~ Session Profile

| ,/ Sender Address Rate Control

| J Message Size Management
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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JIN T TN o
Review
v Limit sessions from remote MTAs
v Throttle email volume based on sender reputation
v Reject connections from blocklisted MTAs
v" Validate senders using SPF and DKIM
v Implement outbound DKIM signing of email messages
v Detect errors and abnormalities in SMTP sessions
v Hide internal network information in email headers
v Control outbound email rate based on sender address
v Enforce email size limits
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34

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to effectively use session management

and related features.
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FortiMalil

Antivirus and Antispam .

"2 FortiMail 7.2

Last Modfied: 14 September 2022

In this lesson, you will learn about antivirus and antispam techniques on FortiMail.
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Lesson Overview

Antivirus

~ Antispam Profiles
=

| |  Antispam Techniques

Personal Quarantine Management
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In this lesson, you will explore the topics shown on this slide.
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Antivirus

Objectives

+ Configure antivirus profiles and antivirus action profiles to
implement local malware detection
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in antivirus, you will be able to configure and apply antivirus profiles to
recipient-based or IP-based policies.
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Local Malware Detection

+ FortiGuard antivirus service
+ Signature-based detection
* Includes grayware
« Database updated through FortiGuard Distribution Network (FDN)

» Heuristic
« Local sandbox emulation to detect virus-like attributes in files
* Malware outbreak ForhG_uard
Antivirus

« Uses data analytics by FortiGuard to generate rating information on known
bad-sender IPs, content, and attachments

F:=RTINET

e - © Fortinet Inc. All Rights Reserved
Training Institute

FortiGuard antivirus is included in the FortiGuard antivirus subscription. FortiMail uses the FortiGuard
antivirus service to protect against the latest threats. The Fortinet unique content pattern recognition language
(CPRL) allows a single signature to protect against different and varient malware strains. FortiMail antivirus
scanning uses the same FortiGuard virus signature databases that are used in FortiGate firewalls. The
databases are kept up-to-date by regular updates from the FortiGuard Distribution Network (FDN).

The FortiGuard real-time sandbox is also included in the FortiGuard antivirus subscription. FortiMail uses a
local sandbox to evaluate executable content that has passed the FortiGuard antivirus signatures. The local
sandbox examines the construction of files to look for characteristics commonly found in viruses. It also
emulates the execution of the content to look for typical virus behavior.

FortiGuard labs receive global requests for ratings of sender IPs, content, and attachments. Using data
analytic techniques, FortiGuard can quickly detect and respond to new outbreaks, blocking suspicious virus
objects without the need for antivirus signatures.
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This slide shows the process flow for malware detection.
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Antivirus Profile Configuration
Profile > Antivirus > Antivirus

Fhew ] @ Bea @odete s
s 1= |/ 1 » Recordsperpage: | 50 w Domain: | -System-
Profile Name
AV_Discard AntiVirus Profile
AV _In_Discard
AV_Out_Reject Domain internal lab
AV _Reject Pr—
’ Profilename | AV_Test
AV _SysQuarantine
Comment
Default action | Discard
@ AntiVirus

@ Malware/virus outbreak Action| --Default--

@ Heuristic Action| --Default-- v + &
(B Filesignaturecheck | Action| --Default-— LA
@ Grayware
h:HTInET © Fortinet Inc. All Rights Reserved. G
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To enable local antivirus scanning techniques and actions, you must create an antivirus profile first. Each
antivirus profile specifies a default action that FortiMail runs when it detects a virus. You can override the
default action if you select a different action on a technique-by-technique basis. When you create an antivirus
profile, set the domain attribute to determine the visibility of the profile within the system. You can set the
domain attribute to be available for use across the system, or in only a specific protected domain.

FortiMail scans the email header, body, and attachments (including compressed files, such as ZIP, PKZIP,
LHA, ARJ, and RAR files), for virus infections. If FortiMail detects a virus, it takes the actions you define in the
antivirus action profiles.

FortiMail keeps its antivirus scan engine and virus signature database up to date by connecting to the FDN
antivirus services.

Enable File signature check, if you already have hash values of some known virus-infected files. You can
add those checksums on the File Signature page.
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attachment:

attachment

infected content
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* Replace an infected or suspicious body or

« Email is delivered to the recipient without the infected

Antivirus Action Profile Configuration

omment

* No personal quarantine option available:
+ Protect the end user from accidentally releasing

"R LI R

© Fortinet Inc. All Rights Reserved.

You can create a new action profile in the Antivirus Profile. The most commonly used action is Replace
infected/suspicious body or attachment(s). This option allows the body of the email to be delivered to the
intended recipient, without the malicious attachments. Other commonly used actions include Discard and
Reject. You can customize the replace message by defining a new replacement message profile; otherwise, a

default message is used.

Note that there is no personal quarantine option in an antivirus action profile. This protects the end user from
releasing infected content accidentally on their local computer.
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——
- Enable antivirus scanning using Policy > IP Policy > IP Policy
either IP-based or recipient-based 1P Basad Policy
policies -
" ow - Source: Pinetmas | o ecipient Policy
+ Enable antivirus processing to —— RS
protect your MX |P reputation by actone | scan o| e ©
prevent malware from leaving your commene -
network
S Profiles
* If Take precedence over recipient Sesson: | inbound,Session s
i 1 = ntiSpam:  ~-None- Type:  User -
based policy match is enabled in i il ot
the IP policy, then content inspection Content: | —None- —_—
in recipient policy will be ignored Prok. [ ~bens woe [ User =
8 Miscellaneous @ Profiles
(B Reject different SMTP sender identity for authenticated user AntiSpam: None v +New. E .
B Sender identity verification with LDWP server for authenticated user AN I AV-Test v | +New.  mEdit
LDAP profile  —None-- * + B ;OWTL. ~None-— : - +N.cw_ =
I & Teke precedence over reciplent based policy match J mwress:, | ReDetut =] (oo || W B
ﬁifj:;'ll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 8

The antivirus profile can be referenced by IP-based policies or recipient-based policies. For complete
protection, enable antivirus scanning on outbound policies to prevent malicious content from accidentally
leaving your organization.

As a general rule, recipient-based policies override IP-based policies. This means that if an email message
matches both a recipient-based policy and an IP-based policy, the settings in the recipient-based policy will be
applied, and the IP-based policy will be ignored, unless you have enabled Take precedence over recipient
based policy match in the IP policy.
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The history logs provide an overview of the events that have occurred, including classifier, disposition, and

virus name. For more detail, click the Session ID link to see a cross-search result of all the logs for that single

event.

This slide shows an example of a reject action in response to the detection of a virus. FortiMail generates an

SMTP 554 message that explains the reason for the rejection.
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Antivirus Customized Message

> Notify with profile.  —~MNone-- v | +New. [

ID Final action: Repackage email with customized content * I

* Original email will be wrapped as attachment

m SystemEvent  MallEvent  AntiVius  AntiSpam  Encryption

S @ Search | Export ¥ 2021-02-0201:42:39 -> Current

Recordsperpage: 100+ Gotoline:

[+ ]

From External User <extuser@externallab>dr
subject [VIRUS DETECTED] AV EICAR Test
o Mety

The original message contains one or more viruses:

From : External User =extuser@external lab>
To : userl@internal.lab
cC:
Subject : [VIRUS DETECTED] AV EICAR Test
Date : Wed. 10 Feb 2021 20:20:04 -0800
Emall Size :

Files Infected
File Name Virus/Malware/Spyware

= [ 2attachments 1.2 KB

] Date Time Classifier Dispesition

WIRETER  Vins Sprature I Modify Subject Replace:

e
originaleml ¥ elcarcom 68 byte I

F::RTINET
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When you enable Repackage email with customized content, and FortiMail detects an infected attachment,
FortiMail replaces the infected attachment with a text attachment that contains the details of the original file

and the detected virus. This allows the recipient to stay informed.
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Knowledge Check

1. Which malware detection technique is used by FortiMail?
YA FortiGuard antivirus service
B. Extended proxy engine

2. Why is the personal quarantine option unavailable in an antivirus action profile?
A_ Itis resource-intensive.
+'B. It protects the end user.
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Lesson Progress
' Antivirus
'Antispam Profiles
=g
- JAntispam Techniques
'Personal Quarantine Management
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Good job! You now understand how antivirus works on FortiMail.
Now, you will learn about antispam profiles.
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Objectives

+ |dentify the spam detection methodologies used by FortiMail
+ |dentify antispam profiles and action profile features
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using antispam profiles, you will be able to identify the spam detection
methodologies used by FortiMail and apply the appropriate antispam action profile.
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Spam Detection

* Industry-standard definition of spam: IP Header:
+ Unsolicited: The recipient hasn't granted 192.168.3.1:3000 — 172.16.1.1:25
BOTTEHDR i . SMTP Envelope:
« Bulk: The message is sent as part of a collection EHLO mx.internal.lab
of messages that have identical content MATL FROM: <userl@internal.lab>
RCPT TO: <userl@external.lab>
. RCPT TO: <useriZ@external.lab>
* Two tiers of spam defense: DATA
« FortiGuard antispam service Message Header:
« FortiMail antispam techniques Received: from mx.internal.lab

Subject: Hello
From: userl@internal.lab

* Two layers of spam inspection: To: userl@external.lab, ..
+ Session based: IP header and SMTP envelope Message Body:
* FortiMail Session profile Hello, world!

« Application based: Message header and body
+ FortiMail Antispam profile

F:=RTINET
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The industry-standard definition of email spam has two components. First, the email messages are
unsolicited; that is, the recipient hasn’t requested or granted permission for the email. Second, the email
messages are considered bulk mailings because they are sent out in mass quantities and contain identical (or
nearly identical) content. The industry term for this is unsolicited bulk email (UBE).

FortiMail antispam service is a combination of two tiers of spam defense: the FortiGuard antispam service,
combined with FortiMail built-in antispam detection techniques. By leveraging the FortiGuard antispam
service, FortiMail has access to the latest knowledge of emerging spam threats and outbreaks.

Email messages are inspected at two distinct layers: the session layer and the application layer. The session
layer analyzes the attributes and behaviors of the IP connection and SMTP session for traits that are common
to spam activity. FortiMail can detect spam even before the message headers and message body are sent.
This saves valuable resources and improves the performance of the FortiMail server. The application layer
detection analyzes the content of the message headers and body after they arrive. FortiMail uses this data to
perform in-depth spam detection.
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Antispam Profile
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& O mage spam
@ D Bayesian
D Suspicious newtletter

2 Newslatter

Action
Action
Action
Action

Action

Action|
Action
Action

Action

Action

Action
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Detfault
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~Default
Default
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B Scan Options

Max message size toscan: | 1024 e | KB (0 means no limits)

B Bypass scan on SMTP authentication
&) Scan PDF attachment

B Apply default action without scan upon policy match

When an email message matches the selection criteria specified in an IP or a recipient policy, you can

activate an antispam profile to perform any of the available antispam scanning techniques. In the antispam
profile, select the default action to be executed if the message is verified to be spam, or associate different
action profiles with different antispam techniques.

In the Scan Options section, you can define a size limit for messages to scan. If an email is larger than the
specified value, FortiMail skips antispam inspections on that email. You can also bypass an email from
antispam inspections if the user is authenticated. Be careful with this setting because an authenticated user

isn’'t always a safe sender.
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+ FortiMail antispam can perform the flowing operations and checks on email defined in
the antispam profile:

« FortiGuard MX reputation, and URL scanning _

« Spam outbreak

+ Greylisting e
+ SPF, DKIM, DMARC with ARC validation _

+ Header and behavioral analysis Hnww -

* Impersonation detection @0 e )
» Word lists, dictionaries, URL block lists soo

+ Image spam detection
« Newsletter detection

S e

O ScanOptions
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In addition to other options listed in the FortiMail Administration Guide, this slide lists a summary of some of

the commonly used options in the antispam profile. These include:

* FortiGuard MX reputation and URL scanning which uses FortiGuard lists and reputation scores to identify
known spammers and to verify embedded URLs are safe.

» Spam outbreak, which holds new and unidentified emails for a predefined period to combat zero-day spam.

+ Greylisting, which performs analyses on the behavior of the sending mail exchanger, and blocks or delays
emails, based on their session behavior and not their contents.

+ SPF, DKIM, and DMARC with ARC validation, which verifies the identity of the sending mail exchanges
and signatures embedded in email headers.

* Header and behavioral analysis, which examines the content of the email headers and bodies and
compares them to known spam emails to determine if the new email has spam-like characteristics.

* Impersonation detection, which detects if an email sender is attempting to impersonate another user.

* Word lists, dictionaries, and URL block lists, which are updated by FortiGuard services with words and
URLs that are commonly found in spam email. These lists are highly customizable.

* Image spam detection which examines GIF, JPG, and PNG files to determine if they are known images in
spam messages.

* Newsletter detection, which detects spam messages masquerading as known and accepted newsletter
emails.
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Defeutt sction Nane:

B Sean Configuratives
B O FortiGess
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O DMART
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B Banned word [Contiuration.]
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0 D Dictionary
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Sean Optiors

Artion

Action

Action
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Action

Antispam—Simple vs. Advanced View

+ Superseded and less recommended features are removed from the antispam profile in
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Superseded and less recommended features are removed from the antispam profile in simple view. To have

access to all available antispam features, use the advanced view GUI display.
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Antispam Action Profiles

* Reject: Reject the email and reply to

SMTP client with SMTP reply code 550 Profile > AntiSpam > Action

+ Discard: Accept the email and delete it Aot Acton ot
without notifying the SMTP client .
* Personal quarantine: Redirect incoming
email to the recipient's personal [T e o
quarantine and outgoing email to the - + "L _ »

system quarantine

+ System quarantine: Redirect spam to
the system quarantine folder

+ Rewrite recipient email address:
Change the recipient address of any
email message detected as spam

Header Name Header Valus

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 18

The antispam action profile provides options that you can apply to an email, if it is detected as spam. If an
email is detected as spam, you can tag the subject field of that email to warn the user that the email is
potential spam. You can also insert a header or a disclaimer into the email. If you want to deliver a spam
email to an alternate host, such as a specialized quarantine server, you can configure that in the antispam
action profile using the Deliver to alternate host option.

There are other actions that you can configure in the antispam action profile, such as archiving the email or
sending a notification to a valid email address. These actions are considered non-final actions, because
FortiMail continues antispam scanning.

You can also configure a final action. The final action makes a final decision on the action to apply to the
spam email. There are five different options for the final action: discard, reject, personal quarantine, system
quarantine, and rewrite recipient email address. Once the final action has been taken, no other antispam
scanning is performed.
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Knowledge Check

1. Which part of an email message is analyzed by the session layer?
A.  Message body
¥'B. IP header

2. Which is a possible final action in an antispam action profile?
A. Tag subject
¥B. Rewrite recipient email address

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4
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INL_ 1

Lesson Progress

J Antivirus

e ,/ Antispam Profiles

1

() Antispam Techniques

'Personal Quarantine Management

F::RTINET
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Good job! You now understand how to use antispam profiles on FortiMail.

Now, you will learn about antispam techniques.

FortiMail 7.2 Study Guide

207



Antivirus and Antispam

DO NOT REPRINT

N —

Antispam Techniques

Objectives

+ Use outbreak protection and behavior analysis to detect zero-
day spam

* Use bounce address tag validation to combat backscatter
attacks

+ |dentify the headers added by FortiMail antispam
+ Establish the scanning order of execution

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using antispam techniques, you will be able to configure FortiMail to block
spam and backscatter attempts.
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FortiGuard IP Reputation

+ |P Reputation:
+ Checks the sender IP against the FortiGuard blocklist databases

« Extract IP from Received Header:

« Checks every single MTA address that appears in the Received headers of the email against the
FortiGuard blocklist databases

AntiSpam Profile
Domain:
Profile name AS_Inbound
Default action: UserQuarantine_Inbound * 4+ New B Edit
B Scan Configurations
B © FortiGuard Action:| —Default— -
8] © 1P Reputation Action:| —Default— -
@ Level 1 Action:| ~Default- A
O Level 2 Action:| —Defauli-- -
) Level 3 Action:| —-Default-—- -
B Extract IP from Received Header
© Fortinet Inc. All Rights Reserved 22

Training Institute

When you enable the FortiGuard IP reputation option, FortiMail queries the FortiGuard antispam service to
determine if the remote MTA IP address is in the FortiGuard blocklist database.

FortiGuard categorizes the blocklisted IP addresses into three levels. Level 1 has the worst reputation, Level
2 has a better reputation, and Level 3 has an even better reputation. To help prevent false positives, you can
choose to take different actions on different IP reputation levels. Usually, you should take strict actions, such
as reject or discard, on Level 1 IP addresses, and take loose actions, such as quarantine or tag, on Level 3
IP addresses. The default action for address Levels 1, 2, and 3 is the same as the IP Reputation action. If
you use the default action for IP reputation, the FortiGuard action is used. If you use the FortiGuard default
action, the AntiSpam Profile Default action is used.

If you want to check all SMTP servers in the Received lines of the message header, enable the Extract IP
from Received Header option.
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as spam

FortiGuard URL Filter

+ FortiMail queries FortiGuard for URL categories

« If the rating response matches what is enabled
in the URL category profile, the email is treated

AntiSpam Profile
Domain:
Profile name: | AS_Inbound
Default action: | UserQuarantine +New.. BE
& 5can Configurations
8 © FortiGuard Action:| —-De -
2o Action:| --Defaul -
A Det. -
) Secondary Actio Def -

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

URL Category Profile

Profile Name  default

Fortiguard Category
& @ Potentially Liable

O child-abuse

P crypto-mining
B discrimination
L drug-abuse

@ hacking

D itegal

(B plagiarism

B potentially-unwanted-program
B prosy-avoidance
B terrorism

B violence

& €O Adult / Mature Content
3 O Bandwidth Consuming

& © Security Risk
(B dynamic-dns
O malicious-web
O newly-observed-domain
B newly-registered-domain
€O phishing
O spam-urls

FortiGuard URL filtering sorts known URLs into categories, such as phishing, spam, and malicious. You can
configure the URL category profile to check for specific categories. If an email message contains any URLs
that match the categories enabled in the URI filter profile, FortiMail can treat that message as spam.

You can also customize URL filters in most deployments. You should always enable the Security Risk
category. However, you can customize the URL category profile to filter email messages containing URLs that
traditionally would not be considered suspicious or malicious.
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+ Delays suspicious emails for a re-evaluation
+ FortiGuard may be updated in between and rate the email as
spam.
+ Default outbreak protection level is Medium
* Default hold period in a dedicated queue is 30 minutes

« Spam outbreak protection can be set to one of the
following:

+ Enable—Holds the email in a dedicated queue for a specific
time period, and, after the time period expires, queries
FortiGuard servers again

* Monitor only—Email is not deferred. Instead, "X-FEAS-
Spam-outbreak: monitor-only" is inserted as its header, and
the email is logged

* Intelligent detection of zero-day spam outbreaks

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

FortiGuard Spam Outbreak Protection

24

Regular FortiGuard updates ensure that FortiMail has the most current threat information available. Even so,

it's still possible for FortiMail to receive a spam message that it hasn’'t seen before and has little or no
information about. This feature is effective against zero-day spam outbreaks.

When Spam outbreak protection is enabled, the suspicious email is held in a dedicated queue, for a specific
period of time, and then re-evaluated. This gives FortiGuard an opportunity to learn about the potential spam

outbreak and update its databases. After the timeout value for the email expires, FortiMail queries the

FortiGuard servers again. If the ratings come back as clean, FortiMail releases the email to the recipient;
otherwise, it applies the antispam action. When set to monitor only, email is not deferred. Instead, x-FEAS-
Spam-outbreak: monitor-only is inserted as its header, and the email is logged.

By default, the hold period is 30 minutes, and the outbreak protection level is medium.
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FortiGuard Spam Submission

+ Outlook plugin to submit suspicious email as spam to either an administrator or

Email account to receive non-spam

F::RTINET

Training Institute

notspam@internal.lab

Inbox - ul@test.com - Dutlook
Send/Receive  Folder  View 0 Tell me what you want to do...
5 [l | @xlgnore x ¢ |-.' ) ) 2 Mesting 5 Movetor ? 3 To Manager b7 — E T =¥ ]
= ': % Clean Up - o ‘; ‘I' Pfl' : ")d ED Team Email E3 Reply & Delete = e 0' 7 Tt [ Address Book s 3 = =
ew ew elete eply Reply Forward [ v S ove Rules OneMote Unrea ollow . /Receive pam ot
Email hems- & Junk- All e § Create New . . Read Up- T FiterEmail~  aypopge. Spam
Hew Delete Respond Quick Steps Move Tags Find Send/Receive Submission
Sample Submission
Enable submission service [ @)
Submission handling type LGIINEGNTANE Direct to FortiGuard
Retention period 14 S | (days)
Email account to receive spam spam@internal.lab

© Fortinet Inc. All Rights Reserved.

End users can submit suspicious email as spam using an Outlook plugin. These emails can then be either
reviewed by an administrator or sent to FortiGuard for immediate evaluation.
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SPF DKIM and DMARC Validation
- Sender policy framework (SPF): Profile > Antispam > Antispam |
« Check the sender domain DNS TXT records | SscanCenfigurations
for permitted servers 0 © FortiGuard Actlon| ~Défelt ) Lok |
. 2 3 B Greylist
* DomainKeys |dentified Mail (DKIM): 8 © sr
« Messages are signed with a private key that ool Action_-Defoukt |
can be validated upon receipt = Actionl _Detudt b
» Permanent Error Action —Default-- v |+
+ Domain-based message authentication, O Wporsiy Eite Adtish] Dt JiE:
. : (D Pass Action| -—-Default -+
reporting, and conformance (DMARC): > Newtrn Acton e =
« Performs email authentication by validating ® Noe Action| —Default- v+
both the SPF and DKIM signature @ oKiM Action|_~Defaut-- v+
+ Both SPF check and DKIM check must fail L — Action,~Defuit- <l J1E N
for DMARC check to fail
F::RTINET . . o
Training Institute © Fortinet Inc. All Rights Reserved 26

SPF is a technique that you can use to validate senders. Using SPF, a domain owner publishes specially
formatted DNS text (TXT) records. The records contain the authorized MTAs of the domain. Using the SPF
check feature, FortiMail performs a DNS TXT record lookup for the sending domain of any email session. If an
SPF entry exists, FortiMail compares the address of the SPF entry with the address of the sending MTA, and,
if no match is found, treats the email as spam. In the antispam profile, you can configure the various granular
settings available with SPF validation. Configure the None setting to deal with domains for which there are no
SPF records. Configure the Neutral setting for SPF records that don’t want to assert that a particular IP
address is authorized to send from the sending domain. A neutral result is treated the same as a none result.
SPF records with a neutral result are typically using the ? qualifier. Configure the Pass setting to deal with IP
addresses that are authorized to send from the sending domain. This result is generated when the sender IP
is correctly identified in the SPF record of the sending domain with the correct syntax. Configure the

Fail setting to deal with IP addresses that are not authorized to send from the sending domain. This means
that the SPF record of the sending domain does not contain the sending server or IP address.

DKIM utilizes public and private keys to digitally sign outbound emails to prove that email has not been
tampered with in transit. Enabling this will allow FortiMail to validate the key signature against the public key
to verify if the email is authentic.

DMARC is much more comprehensive. Using DMARC, FortiMail validates both SPF and DKIM. However, the

email only has to pass one of these checks. If the email fails both the SPF and DKIM checks, then it is treated
as spam. DMARC validation isn’t universally adopted yet; however, it's slowly becoming more popular.
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ARC Validation for SPF DKIM and DMARC

* Authenticated relay chain (ARC)
+ Allows intermediate email servers to sign email
= Helps verify email chains with SPF, DKIM, and DMARC
« Sealed with a message header entry by the upstream mail server

© spF
» DKIM Actlon --Default--
& DMARC Action  --Default--
8 M ArRC Action| --Default--

@ ARC override SPF
@) ARC override DKIM
@ ARC override DMARC

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 27
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ARC permits intermediate email servers, such as mailing lists or forwarding services, to sign an email's
original authentication results. This allows a receiving service to validate an email, in the event the email's
SPF and DKIM records are rendered invalid by an intermediate server's processing. This setting allows
FortiMail to validate these services even when an original message has been altered by an upstream email
server but has been signed and sealed with a valid ARC entry in the message header.
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Behavior and Header Analysis

+ Behavior Analysis:
» Analyzes suspicious email using characteristics of known spam samples recently caught by the device
« Can detect changing spam samples and protect against zero-day outbreaks

* Header Analysis:
» Looks for the presence of header entries commonly found in spam email

AntiSpam Profile

g
X
+ o+

prm e
A Detaw
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 28

Training Institute

Behavior analysis uses a variety of methods to identify spam that is not caught directly by FortiGuard. By
applying elements of heuristics and a fuzzy matching algorithm, which compares spam recently detected
(within the past 6 hours) by FortiGuard signatures on the FortiMail, behavioral analysis can detect changing
spam samples. Behavior analysis is useful for detecting and preventing new zero-day spam outbreaks.

Header analysis looks for the presence of header entries that are commonly found together in spam email.
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Impersonation Analysis

Prevents whaling attacks against C levels
Maps display name to correct email address
* Needs license and is only available as part of the enterprise ATP bundle

.

* Two types of mapping:
+ Manual—manually enter mapping entries and create impersonation analysis profiles
« Dynamic—mapping entries can be learned dynamically from mail statistics service

o

: T Warning: Suspected Impersonation
Mail From: Ken.Xie@frotinet.com

To: CFO@fortinet.com » M

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 28
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Email impersonation is a type of email spoofing attack that attempts to deceive the recipient by using a forged
header to make the message appear to be from a trusted sender. Often, the impersonated individuals are key
executive personnel whose names and email addresses are publicly posted or easily available. This
technique is often referred to as whaling in the email security world. Using the impersonation analysis feature
on FortiMail, you can map high-value target display names with specific allowable email addresses.

In order to activate impersonation analysis, you require a license and that is available only as part of the
Enterprise ATP bundle. There are two types of mapping—dynamic and manual. All impersonation analysis
matches are case insensitive. Dynamic mode matches learned entries such as Doe, John as John Doe;
whereas in manual mode, you would have to specify both explicitly.
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Impersonation Analysis—Manual Mode

AntiSpam

URIFilter Impersonaﬂon Actlon

'mpersonation

.
T 1K

I Profile name: Impersunation]

Profile Name

T
Domain: --System--

Impersonation Entry

=« ol

Display Name Pattern

> Records per page:

Pattern Type

FortiMail

Display name pattern:

Pattern type:

Email address:

ceo@fortimet.oom

Corporate CEQ
Wildcard ot

F::RTINET
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AntiSpam Profile
Domain: yshem
Prafile name: AS_Inbound
Default action: | UserQuarantine_Inbound w % New. BEEdL.
B Scan Configurations
B FortiGusrd Action: --Default-—- .
D Greylist
D) SPF check Action: --Default-- bk
I DMARC check Action: -—-Default— v
& Behavior analysis Action: --Default- e
Action: =-Default- -
! Action: --Default— -
Impersonation profle: |I Impersonaticon I w| +New. BEdL.
30

© Fortinet Inc. All Rights Reserved.

Enter the display name of the high-profile user that the impersonation profile will protect. You can enter this
name using either a wildcard or regular expression. Next, enter the email address that is associated with the
user’s display name, and then click Create.

If the user wants to associate multiple email addresses with their display name, create an impersonation entry

for each email address.
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Default mapping type is manual
Enable FortiMail mail statistics service to activate dynamic mode
» Enablein the CLI

* Can run dynamic and manual mode simultaneously
config antispam settings
set impersonation-analysis dynamic manual

end

« Also enable the Mail Statistics service
config system global
set mailstat-service enable

end

F:-=HT|nET © Fortinet Inc. All Rights Reserved 3
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In addition to manually entering mapping entries and creating impersonation analysis profiles, FortiMail Mail
Statistics Service can automatically learn the mapping in the incoming email Header To fields and track the

mapping dynamically.

To use FortiMail manual impersonation analysis scanning, dynamic impersonation analysis scanning, or both,
use the commands shown on this slide. By default, FortiMail uses manual analysis only.

You can also enable the FortiMail mail statistics service with the commands shown on this slide. This service
is also disabled by default.
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* Header and body of emails scanned against a L
set of predefined heuristic rules created using domain e
PCRE: Profilename  AS_Inbound

Comment

« Each of the rules has a score associated with the
likelihood of it being spam

* When a rule is matched, its associated score is

Default action --None-- -

& Scan Configurations

added to the total score for the email i i
* When the total score of the email reaches a o : e
g . } SPF
predefined threshold, the email is determined =il
to be spam © omarc
: ; © O arc
» Rules are continuously updated by FortiGuard .
subscription services O Header analysis
£ P impersonation
8 © Heuristic
Threshald 3.5
The percentage of rulesused 25
FE:EHTlnET © Fortinet Inc. All Rights Reserved. 32

Training Institute

FortiGuard maintains a set of heuristic rules based on known spam content. These heuristic rules use PERL-
compatible regular expressions (PCRE), a powerful form of regular expression matching, to locate spam-
identified attributes within each message. These rules are continuously updated as new spam threats emerge.

As each rule is evaluated against the message, a score is generated, reflecting how much of the rule criteria

was found in the message. When FortiMail finishes processing a rule, it adds the score to the total score of
the message. If the total score meets or exceeds the set threshold, FortiMail determines that the message is

spam.

Heuristics scanning can be very resource intensive.
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Heuristic Scan (Contd)

Threshold

Not spam ‘ Spam
3.50

B @ Heuristic

Threshold: 3.5

The percentage of rules used: = 100

F::RTINET
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When you enable heuristic scanning in an antispam profile, you use two settings to fine-tune the behavior.
The first setting, Threshold, determines what total score is necessary to decide that an email is spam. The
default value might be appropriate for most environments, but you can increase it, if there are false positives,
or decrease it as necessary. Expect to tune this value multiple times because there is no universal value that
suits all deployments. If the threshold is not set correctly, it can generate unnecessary false positives or
negatives.

The second setting, The percentage of rules used, specifies how much of the rule list is applied to each
message. The rule ordering is maintained by FortiGuard. The rules that detect the most prevalent spam are at
the top of the list, and rules for older, more obscure spam are lower. The rule ordering changes over time as
FortiGuard responds to the ever-changing spam landscape. Heuristic rule processing is a resource intensive
process, so you can use this setting to strike a balance between performance and thoroughness.
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- Spam URI real-time block list (SURBL): Profile > Antispam > Antispam
+ Sends URIs extracted from email messages to third- oo
party rating servers —_— ——
+ DNS block list (DNSBL): Profiename | S nbound
+ Verifies the IPs defined by third-party rating servers comment
* Includes IPs from the Received headers, if you select PPl ey
Extract IP from Received Header
& Scan Configurations
SUREL Configuration © FortiGuard
B Greylist
o= New.. | T Delete 8 © spr
SUREL Server Address I'() DK
) DMARC
1 multisurblorg 0 D Arc
- &0 Behavior analysis
DMNSBL Configuration B Header analysis
- e B Impersonation
Mo || W Deiet B © Heuristic
DNSBL Server Address \ L) SURBL i
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 34
Tralnlng Institute

A SURBL is similar, in concept, to the FortiGuard URI filter, but it uses third-party SURBL servers. FortiMail
extracts URIs from email messages and sends them to the SURBL servers. The SURBL servers identify if the
URIs are known to be associated with spam.

The DNSBL is similar, in concept, to the FortiGuard IP reputation feature, but it uses third-party DNSBL
servers. FortiMail will include the IPs from the chain of Received headers in DNSBL scans, if you select
Extract IP from Received Header, in the antispam profile. Just like the FortiGuard IP reputation scan, the
DNSBL scan ignores any RFC 1918 addresses. If an IP is blocklisted by the DNSBL server, FortiMail treats
the email as spam, and executes the configured action.
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)|
Banned and Safe Word Lists
* Banned word prfie> Anispa > Artspam
» Subject or body of an email is scanned for words OO Heuristi
against a list of prohibited words © SURSL [Confiuration.]
= |If a match is found, the email is treated as spam :: ::t%(w
+ Safelist word: S e nttin.
= Subject or body of an email compared against a list of Ll kAt
safe words o New.. || i Delete
+ If a match is found, the email is exempt from all =17 S e
antispam inspections e e s
+ Supports wildcard characters but not regular E e
expressions or extended character set — e —
encodi ngS Safe List Configuration
gy [~
e |7 1 Records perpage: 50 ~
Safelist Word Subject Body
1 fortinet [ & [ 8]
2 forti* L & [ &)
ﬁ:sj:;lll-r!snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 35

When you enable the Banned word scan option in an antispam profile, FortiMail scans the subject and
message body for the presence of any word on a list of prohibited words. If a message contains one or more
of the words on the list, FortiMail treats the message as spam.

The Safelist word scan option scans the subject or body of an email for the presence of any word on a list of
safe words. If a match is found, FortiMail exempts the email from antispam inspections. Other inspection
profiles that you enable still apply.

To maintain efficiency, the word lists support wildcard characters, but not regular expressions or extended
character set encodings.
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Dictionary Scan

+ Scan emails against a single dictionary, or a group of dictionaries

& @ Dictionary Action: --Default-- i
@ With dictionary group: Lab v |+ New.. | EEdit.
(B Withdictionary profile: = --None-- w |4 New.. [ Edit

Minimum dictionary score: | 1

+Ncw... #

[ Export +] Impaort...
~u

F) 1= /1 Records perpage: | 50 w

=h

Mame
GLE_predefined
HIPAA_predefined
SOX_predefined

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 36

A dictionary scan provides a more flexible way to identify email messages that contain specific words or
phrases. To use this feature, you must create a dictionary profile containing words or phrases of interest. This
can include regular expressions as well as extended character set encodings. If the scan finds one or more
dictionary entries in the email message, FortiMail adds the Xx-FEAS-DICTIONARY header to the email
header, followed by the dictionary word or pattern that was found in the email, and treats the email as spam.

Dictionary scans are more resource intensive than banned word scans because they provide more flexibility.
For simple lists of words, consider using banned word scans to improve performance.
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Image Spam Scan

* Analyzes embedded images for spam characteristics
« Select Aggressive to analyze image in attachments

* Analyzes characteristics of the images, including the depth of the color, the grey level,
the space, and the color change

« Supports GIF, JPEG, and PNG formats
» Can be process intensive

(8l pictionary Action:| --Default- hd
& With dictionary group: None: | deNew. [
(B withdictionary profile: | —None— v 4 New. &
Minimum dictionary score: | 1
B Image spam Action:| --Default— -
D Aggressive
FERTINET @ Fortinet Inc. All Rights Reserved. T

Training Institute

FortiMail is capable of detecting spam messages that consist mainly of embedded GIF, JPEG, or PNG
images with little or no text in the message body. Many of the other spam detection techniques have difficulty

with messages like this because of the lack of text.

The image spam feature analyzes the characteristics of embedded images using fuzzy logic developed by
FortiGuard, to determine if the message is spam. If you enable Aggressive, FortiMail also analyzes image
attachments too. Image spam scanning can be resource intensive, especially if you enable Aggressive.
However, you should use image spam scanning if image-based spam messages are passing through the
other spam techniques undetected.
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Newsletter Detection

« Newsletter:

» Detects messages that are likely to be legitimate newsletters
= Usually tagged instead of quarantined or rejected

+ Suspicious newsletter:
» Detects spam disguised as newsletters

& Bayesian

Action:| --Default-- b

&) Suspicious newsletter Action:| --Default-- -

| (_.‘] Newsletter Action:| --Default -

F::RTINET
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The newsletter scan detects messages that are likely to be legitimate newsletters and treats them as spam.

One interesting possibility is to tag the subject line of these email messages with “[newsletter]” so that the end
user can filter them at their MUA email client.

Spammers sometimes disguise email to look like legitimate newsletters. The suspicious newsletter scan
examines the content to detect spam characteristics, and executes the configured antispam action.
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PDF Scanning

+ Submits the first page of PDF to banned word, heuristic, and image spam scanners
+ You must enable at least one of these three techniques

| DO Heurstic | Action:| Discard_inbound -
O SURBL [Configuration.] Action: --Default-- b
0 DNSEL G ion.] Action:  ~Default-- -
[C\ Banned word [;_gnﬂmﬁ[_qg_!] Action:| ~-Default— -
0 Safelist word [Configuration..]
O Dictlonary Action: --Defsult- b
Action:| --Default-- -
B& Bayesian Action:| --Default- -
D Suspicious newsletter Action:) --Default-- b
D Newsletter Action: --Default -
g Scan Options
Max message size Lo scan 1024 < | KB {0 means no limits)
3 Bypass scan on SMTP authentication
I Apply default action without scan upon policy match

F::RTINET
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Like image-based spam, spammers may attempt to evade detection by sending messages containing only a
PDF attachment. PDF scanning converts only the first page of the PDF document to a format that is suitable
for analysis by the banned word, heuristic, and image scanning methods. Enable at least one of these three
methods in the antispam profile, if you wish to perform PDF scanning.
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Block and Safe Lists

« Block or allow email from email addresses, domains, or IP addresses

Domain  Personal  Selting

System

e [4

o 12 |71

Backup | Restore

Pattern

safe@internallab

Records per page | 50 ¥ List| Safe

Block

v| Type  -ALL-

Type

Emall

System

Domain m Setting

< 18 |71

Recordsperpage | 50

Training Institute

Domain  internallab v || Q Sea
Total: 2
User Name Block List Safe List
userl B >
user? =] =]
F:=RTINET

System m Personal Setting

5K S 1 f1 > Recordsperpage | 50
Q Search

Domain Block List Safe List
internal.lab B4 B4

System Domain

Personal E:m

Block list action

| Discard v

Block/Safe list tracking | Reject

Use AntiSpam profile settings

© Fortinet Inc. All Rights Reserved.
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FortiMail uses four levels of blocklisting and safelisting. The order of processing priority is system, then
session, then domain, and finally, personal.

System-level list entries apply to all protected domains. Domain-level list entries apply to all users in that
protected domain. Personal list entries are relevant for the user only.

You can also configure blocklist and safelist entries in a session profile. The list entries will affect only email
messages being handled by the IP policy that uses that session profile.

For any messages matching a safelist, FortiMail bypasses all antispam checks and the message is processed
through any other configured inspection profiles from the matching policy. List entries can take the form of
email addresses, domains, or IP addresses. If a message matches an entry on a blocklist, the message is
processed by the blocklist action in the Setting tab. You can set the blocklist action to reject or discard the
message, or to invoke the action in the matching antispam profile.
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See new policy document!
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IP: AntiSpam Profile
192.16.1.1:3000 — 192.168.3.1:25
Domain
SMTP Envelope: — ==
EHLO mx.external.lab
MATL FRCM: <Spa_m@external.lab>| Delkaios: | <Heny +
RCPT TO: <userl@internal.lab> 8 Scan Configurations
RCPT TO: <userZ@internal.lab> O O FortiGuard Action ~Defaut -+
W Gireylist
DATA B O spf
Message Header: :z::w ::m :m: % :
Received: from mx.external.lab > anc itioi] Dt =i
Subject: Policy change notice! © Betavior anabysls Action ~Detest- -+
| From: CEO@internal.lab | a':"""”"’""”” Action,_—Detmtt it
To: userl@internal.lab, ) | CT— R, ooy -+ o]
B OB impersonation analysis Action  ~-Default -+ I
Message Body: B O CousinDomain Action ~Defat -+

© Fortinet Inc. All Rights Reserved.

Spammers use many tricks to bypass security mechanisms. One of these tricks is to spoof SMTP header

addresses. The spammer might use a legitimate sender in the envelope MATL FROM address, but when they
craft the header, they spoof the From address. Since MUAs use the header addresses to display email
information, such as the From, and To fields, the recipients see the spoofed email sender.

In the Impersonation section of an antispam profile, you can configure the Sender Alignment setting to verify
the email message From: header is the same as the SMTP envelope to prevent spoofed headers.
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-—
Backscatter

~~ "~ MATL FROM: target@a.com
| RCPT TO: invalid@b.com

F::RTINET
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Spammers sometimes try to bypass antispam measures by hiding spam content in delivery status
notifications (DSN) or bounce messages. DSN messages don'’t undergo the same level of antispam
processing as regular email, if any at all. In a clever abuse of SMTP, spammers forge the email address of the
intended target as the MATTL. FROM address and use a non-existent recipient in RCPT TO address. Then, the
spammers send the message out to a relay MTA, which, since it cannot deliver the message, creates the
DSN and sends it out to the spammer’s intended target, with the original spam content attached. This
technique is typically referred to as backscatter.
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Bounce Address Tag Validation

/‘_ MAIIL FROM: target@a.com
| RCPT TO: invalid@b.com
T
1 5)-_&‘{’
st
:O‘é&

?’\

=7,

r

F:=RTINET
s : ©Fortinet Inc. All Rights Reserved. 43
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If you look at the same backscatter attack attempt but this time with bounce address tag validation (BATV)
enabled on the a.com MTA, the outcome looks very different. The BATV enabled MTA searches for the BATV
tag in the DSN email header. If it doesn’t find the tag, the MTA drops the DSN message instead of delivering it

to the end user.

BATYV provides a mechanism that can distinguish between legitimate DSN messages and backscatter spam,
provided that the DSN was generated because of a message sent by a particular FortiMail-protected domain.
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DSN Emall With Spam Attached

1 postmaster <postmasterg@internallab>ty
ubject Returned mall: see transcript for detalls
To Mety

—
l"he eriginal message was received ot Mon, 15 Feb 2021 20:33:20 -0006
rom:

"[n-m.n 061

Transcript of session follows -----
\lu'le talking to imternal.lab.:

| DaTA

<c< 558 5.1.1 smnziatents w
5595111: 1stentiinternal
5.0.0 need RCPT hnlplem

Aeporting-MTA: dns; lnmn unennl. lab
Beceived-Fron-HTA: 6.8
Arrival-Date: Mon, 15 Feb 2071 1‘ 33:20 -0800

Final-Recipient: RFCB2Z; o
hevion: failed

Status: 5.1.1

Besote-MTA: 085, |nlrrnal lab

Diagnostic.Code: 550 5.1.1 =pong: k. Labe. - .
Last-Attespt -Date: an 15 Feb 2021 ?9 33 13 am

pnexistentiinternal. Lab

User unknown

Subject: test Mon, 15 Feb 2021 20:33:20 -0800
From: userl@internal.lab

Date: 2/15/21, 11:33 PM

To: nonexistent@internal.lab

buy while supplies last

+ [ Ui 1 attachment: ForwardedMessage.emif548 bytes

F::RTINET
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On the email client, when you open the DSN email, you see the DSN transcript along with the original email,
which is attached.
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BATV Configuration

m Tagging Exempt List Verification Exempt List

Status

[Bounce Verification Key

Key name: inmrl\albawtag‘

Status: Active

IP Header:
192:168.3-1:3000 = 172_.16-1-1:25

SMTP Envelope:
EHLO mx.internal.lab

#{MAIL FROM: <prvs=tag-value=userlfinternal.lab>|

Bounce Verification Settings

I Enable bounce verification (_‘I

Bounce verification tag expires in (days): 7

Keys will be automatically removed: Never

Bounce verification action:

Use antispam profile settings

Reject

Use antispam profile settings

F::RTINET

Training Institute
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RCPT TO: <userlf@external.lab>
RCPT TO: <user2fexternal.lab>
DATA

To configure BATV on FortiMail, you must first enter a key. The key can be any sequence of ASCII
characters. The key, along with a cryptographic salt value, generates a unique tag for each message. You can
create new keys if necessary, but only one key in the list can be active at any time. Once an active key is
available, enable BATV and set the action to execute if tag validation fails.

After you enable BATYV, FortiMail starts prepending the key to the sender’s email address in the SMTP
envelope MAIL FROM field. FortiMail doesn'’t alter the sender’'s email address. If the tagged message is
undeliverable, the resulting DSN contains the tagged version of the sender’s address, since the original
message is appended to the DSN. When the DSN arrives on FortiMail, FortiMail searches for this tag. If the
tag exists, it means the DSN was generated for an email sent out from one of the protected domains, and
FortiMail delivers the DSN to the recipient. If the tag doesn’t exist, FortiMail drops the DSN.

For inbound DSN messages, the envelope MATI, FROM field must be blank; otherwise, FortiMail won’t
perform bounce verification on it. The MATL. FROM envelope address of a DSN message is typically blank, to
avoid the potential to create continuous bounce messages that bounce back and forth forever between MTAs.
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BATV Exemptions

Settings Tagging Exempt List Verification Exempt List

== New.. | [# Edit.. || T Delete

o s 1:“ /1 S Recordsoeroase:' 50__ v

Domain Name

external.lab

F::RTINET

.

extuser.externallab

4 New..  [# Edit iy Delete
2« 1= |/ 1
Host Name

# Records per page: | 50

Settings Tagging Exempt List Verification Exempt List

—

© Fortinet Inc. All Rights Reserved.
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Certain MTAs reject email messages that have BATV tags in the email header, either deliberately or because
of configuration mistakes. To allow successful email transmission between FortiMail and these MTAs, you can

exclude these MTAs from BATYV tagging. Email sent from FortiMail to the MTAs in the tagging exempt list will
not have the BATV tags added to their headers.

Other MTAs won’t append the original email to the DSN email. If the original email isn’t appended to the DSN,
the email won’t have a BATYV tag, and tag verification fails. To exclude these MTAs from tag verification, add

them to the Verification Exempt List.
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BATV Logs

Encryption

m System Event Mzl Event AntiVirus AntiSpam
2021-01-21 17:12:47 -> Current

But @ Search  Export ¥
H 1 /13| » | » Recordsperpage: 100 w Gotoline: 140

¥ Date Time Classifier Dispesition From Header Frem To Subject Message ID Length Sassion 1D

140 20210215  2P4626567  Bounce VerlAcation Discard postmaster Ginternal lab serl@internalish Returned mal: ses transeript . | 2021021604 2341 11G407R030730-11.

Fh:HTInET © Fortinet Inc. All Rights Reserved.
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This slide shows an example of a log showing that an email was discarded because it failed bounce

verification.
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Order of Execution

+ FortiMail performs each of the antispam scanning actions and other actions, in a specific
order

« Actions that are taken as a result of scanning can be categorized as follows:

= Final actions
* Reject, discard, personal quarantine, and system quarantine
« |f these actions are taken, no further scanning will be processed
» Non-final actions:
* Tag, add header, replace, archive, notify, BCC, rewrite, and encrypt
+ If one or more of these actions is taken, FortiMail will continue processing the email with other scans

+ Execution sequence of antispam techniques can be found in the FortiMail Administration
Guide

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 48
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FortiMail performs each of the antispam scanning actions and other actions, in a specific order. Actions that
are taken, as a result of scanning can be categorized as either final, or non-final.

When no other actions can be applied to an email message after taking an action, then it is considered a final
action. For example, reject, discard, personal, and system quarantine. If FortiMail applies a final action, no
further scanning will be performed.

FortiMail can apply multiple non-final actions to an email, but only one final action.

You can find the detailed execution sequence of antispam techniques in the FortiMail Administration Guide.
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Knowledge Check

1. What is the default mapping mode when you use the impersonation analysis feature
on FortiMail?

a/ A.  Manual
B. Dynamic

2. Which three antispam techniques can be used to scan PDF files? (Choose three.)
YA Banned word
¥'B. Heuristics
C. Behavior analysis
D. Impersonation analysis
Yv'E. Image spam

F::RTINET
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Lesson Progress

/ 'Antivirus

e / Antispam Profiles
il

| ,/ 'Antispam Techniques

'Personal Quarantine Management
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Good job! You now understand antispam techniques and different ways to block spam.

Now, you will learn about personal quarantine management.

FortiMail 7.2 Study Guide 237



Antivirus and Antispam

DO NOT REPRINT

N —

Personal Quarantine Management

Objectives

« Implement and manage quarantines for each user

F::RTINET
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in personal quarantine management, you will be able to manage quarantine
reports and access a personal quarantine through webmail.
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Quarantine Reports

I l Quarantine Summary

Resource Profile

Domain

Training Institute

Date From Subject Profile name | Res_Default
2”;2"2‘ éils"la‘gl Ashiey Thomas [SPAM detected by FortiMail] 6 Advanced [ 'y Comment
0700 e exper t.com> Linkedin Sales Navigator Tactics o
Mon, 23 May
2023 01:51:116 "ONLINE BHARMACY" <wucjopreo@mega.nz> E)s:;:h'l detected by FortiMail] Confirm Your 2o O User account status
-0700 B €O Webmail access
Mon, 23 May [SPAM detected by FortiMail] 4 Reasons to \  conls
2022 01:51:16 Vinkt Verma <vinit.verma@/adeglobal.com> go for Jade Global's Boom| B2B/EDI I B0 Email continuity
-0700 Integration Services =
W Send guaranting report
Web release
2 Emall release
P BCC released emall @
& Safelist sender of released message
(B Safelist recipient of outbound message
2 Email Retention
Regular folder ([days) 0
‘Quarantine folder (days) 14
Sent folder (days) o
Trash folder idays) 14
{0 means unlimited
F:=RTINET

© Fortinet Inc. All Rights Reserved.

FortiMail can generate a quarantine report for each end user, to notify them of any email in their quarantine

mailbox. FortiMail sends the reports on a schedule. The reports are generated only for mailboxes that contain

quarantined email.

Depending on the action profile configuration, users can use either email actions or web actions to release or

delete quarantined messages.
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Accessing a Personal Quarantine Using Webmail

+ Users can access their personal quarantine through the web

« When FortiMail is operating in gateway mode, you can access the quarantine from only
the Bulk folder

+ |In addition to personal quarantine access, in server mode, FortiMail webmail also
provides access to the inbox, address book, and other features

272 FortiMail Q £23 Fortimail s Q Mas User 1
W All Folders 4 O £ Aelfresh
extuserd Message read notification 11
Drafts 0 extuser@external lab
o eitusen@e Message resd notifcation
O #  extuser@external lab
o Extornai User  AREr implementing SMTPS
Bulk (] extuser@esternal lab o Extornal User Before implementing SMTPS
Trash 0 extuser@external lab o Corporate hest Tue, 04 Sep 2018 1359.08 -0
Trash
o axtuser@external lab ] Comparate test Tue. 04 Sep 2018 13.50.39 -0
Encrypted Email Encrypiea Emal .
o extuser@external lab =] Corporals tast Tua, 04 Sop 2018 134045 0
ZERTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

Users can access their personal quarantine through the web.

The quarantine mailbox for FortiMail has additional folders such as Drafts, Sent Iltems, Trash, and
Encrypted Email, in addition to the Bulk folder.

In addition to personal quarantine access, in server mode, FortiMail webmail also provides access to the
inbox, address book, and other features.
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Quarantine Report Settings
System Quarantine Setting Quarantine Control
Schedule
These hours
® 0:00 » 1:00 ® 2:00 B 300 B 4:00 B 500
O s00 O 7.00 O g:00 © 300 ® 10:00 @ 11:00
» 1200 ® 13.00 » 14:00 O 15:00 O 1600 » 1700
® 1800 @ 19:00 B 20:00 B 21:00 B 22:00 O 2300
These days
B Sun O Mon O Tue O Wed O Thu O Fri
!Hai‘ﬂ
Quarantine report template: | default-with-icons w | BEEdiL.
Webmail Access Setting
Time limited access without authentication T
Expiry period: 8 hours(0-720)
I Web release host name/1P: ]
2 Quarantine Report Recipient Setting
e
< t= /1 » % Recordsperpage: 50 v
Domain Sand to Original Reciplent Send to LDAP Group Owner L
internallab (] (=]
Fi:RTINET
ionch - ©Fortinet Inc. All Rights Reserved. 54
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The Quarantine Report tab lets you configure various system-wide aspects of the quarantine report,
including scheduling when FortiMail sends reports.

Configuring an alternate host name for web release and delete links can be useful if the local domain name or
management IP of FortiMail is not resolvable from everywhere that email users use their quarantine reports.
In that case, you can override the web release link to use a globally resolvable host name or IP address.
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Quarantine Mailbox Message Tracking

+ Personal quarantine for released and unreleased records

« Keep track of user behavior

Personal Quarantine » userl@internal lab System Quarantine

€ Bxk @ | -

- i /1 Records per page: | 50 = Filterd Unreleased -

From Subject Unrefeased Session 1D Recelved Envelope From
"CNet Training"<training@emailcnet-tra.. Distance Leamning Data Cenlatacased psT 11GBJAIOOD4455  Tue, Feb 16,202103:19:10 PST spam@external lab
"CNet Training"<training@email.cnet-tra.. Progress in your Career: CNetbs Credenti_. Tue, Feb 2, 2021 19:02:53 PST 11GBI7uf004452  Tue, Feb 16,2021 03:19:07 PST spam@external lab
“CNet Training™<tr cnet-tra... Professh Data Center and Metwork In..  Thu, Feb 4, 2021 1&:07:29 PST 11GBJ48n004450  Tue, Feb 15 2021 03:19:04 PST spam@external lab
“CNet Training™<tr cnet-tra.. Gain Pr -ertifications & Qualif.. Thu, Feb 11, 2021 12:18:53 P51 11GEIIC002448  Tue, Feb 16, 2021 03:1%:01 PST spam@external lab
Vinit Verma <vinitverma@jadeglobalco..  [SPAM detected by FortiMail] 4 Reasons t.. Tue, Feb 2, 2021 09:07:49 PST 11GB&Cot004379  Tue, Feb 16, 202103:06:12 PST spam@external lab
Vinit Verma <vinitverma@jadeglobalco..  [SPAM detected by FortiMall] 4 Reasons t.. Tue, Feb %, 2021 09:05:58 PST 11GBSIJ004381  Tue, Feb 16, 2021 03:06:13 PST spam@external lab
Vinit Verma <vinitverma@jadeglobalco.. [SPAM detected by FortiMail] 4 Reasonst.. Tue, Feb 9,202109:05:58 PST 11GB40IV004370  Tue, Feb 16, 2021 03:04:50 PST spam@external lab

F::RTINET
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When you configure FortiMail to send spam email to a user’s personal quarantine, the user can delete the
quarantined email or release it to their inbox. The administrator GUI can display the messages contained in
the user’s quarantine and distinguish between released and unreleased messages. When users release email
messages from their personal quarantine, the messages are tagged as Released.
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+ Users can release quarantined messages through webmail
£33 FortiMail useri@internal lab
v AliFolders B = E : Quick Filter =~ Unreleased »  1-250f73~ < b
CNet Training Distance Learning Data Center and Network Infrastructure Programs - (... 1:44PM 94K
hpisharodi@for... [SPAM detected by FortiMail] Bitcoin Investment.Earn 50.000 Euro - |... 1:44PM 3K
hpisharodi@for... [SPAM detected by FortiMail] Bitcoin Earn 50.000 Euro - 11t ti... 1:44PM 3K
Ashley Thomas [SPAM detected by FortiMail] 6 Advanced LinkedIn Sales Navigator Ta... 1:44PM 16K
hpisharodi@for... [SPAM detected by FortiMail] Bitcoin Investment.Earn 50.000 Euro - T... 1:44PM 3K
F=-=HTInET © Fortinet Inc. All Rights Resenved. 56
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By logging in to the webmail GUI, users can review email message details and release any email messages
that are false positives. The email message will then be released from quarantine and delivered to the user’s
inbox.
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Knowledge Check

1. Which user mailbox folder stores quarantine emails?
< A Bulk
B.  Encrypted

2. How can users access their personal quarantine box?
A. POP3
< B.  Webmail

F::RTINET
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Antivirus and Antispam

INL_ 1

Lesson Progress

/ 'Antivirus

e / | Antispam Profiles

1

| ,/ 'Antispam Techniques

' Personal Quarantine Management

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

local malware detection

< S

spam

ST RS
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v Configure antivirus profiles and antivirus action profiles to implement

v |dentify the spam detection methodologies used by FortiMail
Identify antispam and action profile features
Use outbreak protection and behavior analysis to detect zero-day

Use bounce address tag validation to combat backscatter attacks
Identify the headers added by FortiMail antispam

Establish the scanning order of execution

Implement and manage quarantines for each user

© Fortinet Inc. All Rights Reserved

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about antivirus and antispam techniques on

FortiMail.
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FortiMalil

Content Inspection .

"2 FortiMail 7.2

Last Modfied: 14 September 2022

In this lesson, you will learn how to configure the FortiMail antivirus and content inspection features.
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Lesson Overview

ATP

- ' Content Inspection
= |

'Data Loss Prevention

'Email Archiving
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In this lesson, you will learn about the topics shown on this slide.
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ATP

Objectives

+ Configure an antivirus profile to use FortiSandbox inspection
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in using advanced threat protection (ATP), you will be able to configure an
antivirus profile to use FortiSandbox inspection.
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ATP

* FortiMail for email prefiltering
« Submit objects to FortiSandbox

* Queue emails during analysis
« Automatically handle emails based on results Internet

+ FortiSandbox for payload analysis
» Analyze all objects and activity
« Assign and return a rating for the submission
« Update FortiGuard security services

Sandbox
inspection

Feedback to - |
FortiMail R !
/

-

1

Feedback
to FortiGuard

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 4

Training Institute

FortiSandbox integrates with FortiMail to provide protection against email-borne threats. Unlike network traffic,
FortiMail handles email traffic using a store-and-forward system— so, it is generally okay to introduce a small
amount of latency into the system. Because of this, you can use FortiMail with FortiSandbox and FortiGate to

prevent advanced threats contained in email from reaching the end user.

When you make this simple integration, at-risk email traffic is sent to FortiSandbox and held until it has been
analyzed. If FortiSandbox finds a suspicious or malicious, it can block that email from being delivered.

FortiMail 7.2 Study Guide 250



Content Inspection

DO NOT REPRINT
FORHNET —
FortiSandbox Setup

* Appliance, cloud, or enhanced cloud-
based integration

- Test Connection verifies network RSt RS i S Fo S ),

connectivity FortiSandbox
FortiSandbox Inspection & Statistics..

[FortiSmdbox type: Cloud  Enhanced Cloud |

+ Scan timeout specifies how long
FortiMail waits for a scan result

Server name/I1P: | rU'1ihd”(f|JOX.il1l:‘l’."IH'.'r.ihl |
- Scan result expires in specifies how
long FortiMail caches a scan result N
Statistics interval: 5 (minutes)
30 (minutes)

Scan result expires inj &0 {minutes)

F::RTINET
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To enable FortiSandbox integration, you must choose a FortiSandbox that is running on the local network or
on a cloud-based device. When you perform the initial configuration, use the test function to validate
communications between FortiMail and FortiSandbox.

Starting with version 6.4.3, FortiSandbox Cloud provides two types of services:

* Cloud: You can use one FortiCare account to register multiple FortiMail devices.

» Enhanced Cloud: You can register one FortiMail device with one FortiCare account to guarantee
dedicated FortiSandbox service and high performance.

By default, the values in the Scan timeout and Scan result expires in fields are 30 minutes and 60 minutes

respectively. The Scan timeout value specifies how long FortiMail waits for a response from FortiSandbox,
and the Scan result expires in value specifies how long FortiMail caches a scan resullt.
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Content Inspection

* File Scan Setting

« Enable or disable the submission of
different file types

= Limit submissions by file size

* URL Scan Setting

« Specify scan URLs in all email or the
suspicious email only

F::RTINET
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FortiSandbox Setup (Contd)

& File Scan Setting

File types © Windows executable € Microsoft Office document
© poF €© Adobe flash
© JavaScript © Jar
€© HTML @ Archive
File patterns +
=
%
I Filesize (@ Maximum file size toupload| 1024  © IKB,‘I

& URL Scan Setting

URL selection unrated
Upload URL onratingerror (B
Bypass one-time URL O
Number of URLs per email 3

Email selection All email M

v 4+ | B
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You can expand the File Scan Setting section to select the file types that FortiMail submits to FortiSandbox.
You can also create custom file patterns to scan, and limit file submissions by size.

In the URL Scan Setting section, you can specify to scan URLs in all email or suspicious email only.
Suspicious emails are those received during spam outbreaks. URL Scan Setting provides granular control
over which type of URLs FortiMail submits to FortiSandbox. Select unrated or all to set the type of URLs that
are sent for scanning. To limit the number of URLs, type a value in the Number of URLs per email field.
FortiMail can also recognize one-time URLs and not scan them to improve performance.
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monitoring © Antivirus
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waits for a scan result D File signature check Action| —Default-- -
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After FortiMail connects to FortiSandbox, in the antivirus profile you can define what scan mode FortiSandbox
uses.

If you select Submit only, FortiMail submits all files to FortiSandbox and delivers the email to the intended
recipient without waiting for a response. In this mode, FortiSandbox is only a monitoring device. FortiMail
doesn’t perform any antivirus actions based on scan results from FortiSandbox.

If you select Submit and wait for result, FortiMail submits all files to FortiSandbox and waits for the duration
of time set in the Scan timeout field. You should select this option to protect your network from email-borne
threats.

Optionally, you can assign different action profiles for different threat levels or select the global Default
action. If an IP or recipient policy references the antivirus profile, as FortiMail starts processing email using
the policy, FortiMail sends files to FortiSandbox.
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+ FortiMail submits the file to FortiSandbox for scanning and queues the email
+ FortiSandbox scans the file and provides a result: rating=MALICTIOUS
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You can examine the cross-search results to view details about the events that FortiSandbox integrated virus

scanning generated. The logs show what type of file triggered the FortiSandbox scan, the file checksum, and
the scan result. FortiMail also logs how long it took to process the email.
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+ FortiMail submits the URL to FortiSandbox for scanning and queues the email
* FortiSandbox scans the URL and provides a result: rating=SUSPICIOUS HIGH
+ FortiMail logs how long it took to process the email: 122s
Log Details: 0103006738 S
Column Content
Date 2018-08-28
Time 10:56:07.700
Message Emall w75HsShkDO707 1-w7SHs Shm00707 1 has b P d 1 - Is found,
I 1775 used to process the emal
Session ID WiSHsShkDO 707 1-wiSHsShmO07071
LogID 0103006736
ﬁ:sj:;'ll-:lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 9

The URL submission logs are like file submission logs. This slide shows sample logs for a URL submission to
a FortiSandbox event.
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Knowledge Check

1. Identify the role that FortiSandbox plays when it is integrated with FortiMail for ATP.
A. Analyze the message body contents for viruses
B. Hold a copy of the email while FortiMail does spam analysis
C. Trap the attacking IP address in a sandbox to prevent spam

< D. Analyze the file and URL objects

2. What are the two scan modes FortiMail uses to submit files to FortiSandbox? (Choose
two.)

< A. Submitonly

< B. Submit and wait for result
C. Active scan
D. Passive scan
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< ATP

) Content Inspection
1
| 'Data Loss Prevention

* Email Archiving
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Good job! You now understand how to configure antivirus for ATP inspection with FortiSandbox.

Now, you will learn about content inspection.
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Objectives

+ Configure content filtering to manage the type of content in
emails
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in content inspection, you will be able to configure content filtering to manage
the type of content in an email.
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Content Profiles
- Attachment Scan Rules Profile> Content> Content
+ Use file filters to filter email that has specific ST
attachments
« Based on MIME types or file extensions ot
+ Content Monitor and Filtering e ——
« Use dictionary profiles to monitor and filter oo B i -
very specific content e Cpmate b
+ Based on regular or wildcard expressions | : i
Iﬂ Content Monitor and Filtering I
b T * - Totak: 0
Enabie Dricthonary Group Dicticnary Profile Minkmum Score Action
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Content profiles support attachment detection based on MIME types or file extensions. Content profiles also
support dictionary profiles to detect the content of words or phrases using regular or wildcard expressions.
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- Scan Options

+ Allows the detection of various properties of
email or attachments

@/ Scan Options

(B Bypass scan on SMTP authentication

B Detect fragmented email

o Password—protected Microsoft Office files (B Detect password protected Office/PDF document
* Detect embedded components B Attempt to decrypt Office/PDF document
« Number of attachments OB Detect embedded component

B MSOffice

P Visual Basicior Application

B MS Visio

O Open Office

O PDF

B Defer delivery of message on policy match

(B Defer delivery of message larger than KB

l B Maximum number of attachment | 10 I

O Maximum size  message - 10240 KB
Action | —Default-- v +| E

B Adult image analysis
Action —Default-- v  +
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You can use Scan Options to detect various properties of email or attachments. You can configure a content
profile to detect and act on password-protected Microsoft Office or PDF documents. If you enable the
password decrypt feature, FortiMail tries to brute-force all password-protected Microsoft Office and PDF
documents to attempt to scan the contents. You will learn more about this later in this lesson.

Another common use of the content profile is attachment limiting. You can configure the Maximum number
of attachment setting to limit how many attachments per email FortiMail allows.

Sometimes, attached documents will have embedded content. For example, Microsoft Office documents can
have embedded visual basic macros which can be exploited by remote attackers if the user mistakenly
enables the macro after opening the document. If you enable the Detect embedded component setting,
FortiMail can detect and act on such documents.
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Password Decryption

* File Password Decryption Options
+ Look for words in email for passwords
* Use a built-in password list
« Create a password list

* File Password

« Decrypt PDF documents and archived files
and attachments

« Specify the passwords to use for decrypting
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& File Password Decryption Options

& Words in email content

I MNumber of words totry: | 2

@ Built-in password list

I @O User-defined password list I

Content File Filter File Password Action

File Password

training

[#Edit..  ff Delete  [® Export. <] Import..

= 1=/ 1 Records perpage: 50
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For password-protected PDF and archive attachments, if you want to decrypt and scan them, you can specify
what kind of passwords you want to use to decrypt the files.

When you enable Words in email content, FortiMail searches the email message body for keywords to use
as passwords to attempt to decrypt the password-protected files.

You can enable Built-in password list to use the predefined passwords on FortiMail. The built-in password
list contains more than 1000 popular passwords and is hidden.

You can also create your own list of passwords, as shown on this slide. To use your own list of passwords for

decryption, enable the User-defined password list in the file password decryption settings.
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* Predefined MIME type and file extension definitions
+ Used by both content and DLP profiles
File Fiter
+ Define new filters to fit your specific needs e
L hected:
(1] 1— (/1 Recordaperpags: 50 = Domain: | —System = Type: A
Name Domain Fite Type Filel & FileEctensiom
archive system application/vwnd ms-cab-compressed applicatio. “cab. ey
sudo system sudio™ o) P
encrypted system multipart/encrypled.application/pen’ spplicat].
mmcutable_windows system application/x-ms-dos-mmcutable,mecutablesy... “msl = 3
Image system mage/* “rawi| f
msnffee System application/rtt application/vrd ms-("=wordpmr . “doc, 'I:I.I'4
apenatfce ystem applicationvnd sunapalicationvnd sass.ope.. ._,;,::,.h_v,g
soript system eCitabin v J5
video system oo, applicationfmid.adobe fMlashmoviesppl.. *fla o]
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You can use file filters to match email attachments based on the file extension or type. The predefined File
Type definitions can detect files based on their MIME header. This allows FortiMail to detect mismatched
MIME/extension pairs such as an executable file masked with a .txt extension.

If the predefined set of file filters doesn’t include the file type you need, you can add entries on the File Filter
tab and specify MIME types, file extensions, or both.
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Attachment Scan Rules

Content Profile

Domain:
Profile name: | CF_inbourd

Action: SysCuarantine_inbound

B Attachment Scan Rules

Attachment Scan Ruke

Enabled D
Opeistoi. b

Training Institute

Enabled  File Filter Opwrator  Action nction: [ —Detautt-
L = executable_windows Is Default
» video Is ~Default- 6. et
D audio Is Default AvaRoticid2)
¢ z [—Predefined-—|
> limage Is Default siive
» archive Is ~Default- i
¢ encrypted
» encrypted Is Default expcutable windows
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[—User defined—]
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You can add file filters to the Attachment Scan Rules content profile, and then select a default action profile.
You can also override the default action profile for each file filter individually if, for example, you want to
always block email with suspicious .exe file attachments but only quarantine email with suspicious .txt file

attachments.
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A dictionary profile is a list of words or phrases defined using either regular or wildcard expressions. FortiMail
has three predefined dictionaries for HIPAA, SOX, and GLB. You can also add new dictionary profiles to use

the predefined Smart Identifiers, or user-defined Dictionary Entries.

Dictionary profiles allow you to inspect email content on a deeper level. You can search for words or phrases
in the email header, body, and attachments. Dictionary matching, while granular, is also very resource

intensive.
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Action: N
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Content Monitar Profise

Enable o

Dictionary: prohie
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Minimum score: 5 -

Actions Defauit

& Scan Options

B Scan PLF content

B Scan MEOThce content

B Scan archive content

| b New.
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You can add dictionary profiles to content profiles in the Content Monitor and Filtering section. You can also
enable different Scan Options to apply the dictionary lookups to PDF, Microsoft Office, and archive content.

When you create dictionary profiles, you can associate each pattern entry with a score. For each Content
Monitor and Filtering entry, FortiMail runs the defined action only if the total score meets or exceeds the

minimum score value. A minimum score value of 1 causes FortiMail to run the action if it finds any of the listed
dictionary words or phrases in the email.
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HTML content in the email body and attachments might contain potentially hazardous tags and attributes
(such as hyperlinks and scripts). Microsoft Office and PDF attachments might contain potentially hazardous
macros, active scripts, and other active content. FortiMail can use the content disarm and reconstruction
(CDR) feature to remove or neutralize the potentially hazardous content and reconstruct the email message

and attachment files.
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B Content Disarm and Reconstruction

Action Default-

- + B

0 HTML content [ Convert to text

4'

W Text content

URL I Remove URL

v I-%-

D M5 Office

@ PoE

Content Disarm and Reconstruction (Contd)

* Neutralizes HTML content in an email by converting it to text, removing hyperlinks, and
producing new HTML content without tags and attributes

* Replaces URLs with text and can remove malicious URLs completely
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Action -—-Default--
@ HTML content

@ Text content

& MS Office
\m-’\‘

Archive Handling

& Content Disarm and Reconstruction

Convert to text -

URL |

View settings...

Remove URL -

Redirect to Click Protection
Redirect to Fortilsolator
Redirect to Click Protection + Fortilsolator

Neutralize

File P d Decryptic

TOpPToTTS
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FortiMail provides the capability to remove or neutralize the potentially hazardous contents and reconstruct
the email messages and attachment files. You can also remove all HTML URLs in the email body, or apply

click protection and Fortilsolator inspection.

For text content, such as URLs in the email body, FortiMail can use CDR to remove all URLs, or apply click
protection and Fortilsolator inspection.

FortiMail can also apply CDR to Microsoft Office and PDF files.
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If you're using URL click protection, FortiMail rewrites any URLs in the email body that were categorized as
non-malicious or unrated to point to itself. So, when the user clicks on the email URL at a later time, the URL
request goes through FortiMail for a second rating query. If the URL rating changes from a non-malicious
rating to a malicious rating, FortiMail is then able to block the request.

The diagram on this slide shows an example scenario in which URL click protection is useful. In this scenario,
a spammer sends an email containing the URL https:/www.example.com. When FortiMail initially
processes the email, the URL rating query might return with either a non-malicious rating or an unrated rating.
FortiMail rewrites the URL in the email body to point to FortiMail, and then delivers it to the end user. Later,
the user clicks the URL, and because that URL has been rewritten, the request goes through FortiMail. At this
point, FortiMail requires a rating of the URL and, based on a malicious rating reply, blocks the request.
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URL click protection is available for HTML and text content. To protect users from harmful or spam URLSs,

such as phishing or advertising websites, FortiMail uses the FortiGuard URL filter service and FortiSandbox to
scan URLs after users click them. Depending on the inspection results from the FortiGuard and FortiSandbox
scans, you can decide to allow users to access URLs the or block them.

If you select the Allow with Confirmation action, FortiMail allows access to the URL with a warning.
Selecting Block means that FortiMail blocks access, and selecting Submit only means that FortiMail allows
access while it sends the URLs for scanning.

When FortiMail sends URLs to FortiSandbox for scanning, it might take a while for FortiSandbox to return the
results. In the Timeout (seconds) field, specify how long you want to wait for results before you select Block,
Allow, or Allow with Confirmation in the Timeout action drop-down list.
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Starting with FortiMail 6.4, when you enable Redirect to Click Protection, both the original and rewritten
URLs are logged.
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Fortilsolator is a browser isolation solution that protects users against zero-day malware and phishing threats
that are delivered over the web and in email. These threats might result in data loss, compromise, or

ransomware.

This protection is achieved by creating a visual air gap between users' browsers and websites, which prevents
content from breaching the gap. With Fortilsolator, web content is executed in a remote disposable container

and displayed to users.
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To configure Fortilsolator on FortiMail:

+ Configure the URL category you want to scan using Fortilsolator—you must use a URL filter profile to

configure this.

» Configure the Fortilsolator IP address or URL.
+ Select which type of content you want to scan—text or HTML.
+ Select whether to use Fortilsolator only, or use it with click protection.

When you select Redirect to Fortilsolator, FortiMail redirects the user to Fortilsolator. The user can then
browse the URL on Fortilsolator. Fortilsolator provides all the isolation necessary to lock down any potential

threats.

When you select Redirect to Click Protection + Fortilsolator, FortiMail rewrites the URL to point to itself.
When a user clicks the URL, they are redirected to FortiMail for scanning. If the URL is malicious, FortiMail
blocks it. If the URL is clean, FortiMail then also redirects the user to Fortilsolator, and the user browses the

URL on Fortilsolator.
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You can use the Personal quarantine option only for incoming content action profiles. The rest of the options
are identical. The most used actions are Reject and System quarantine. WWhen you select a quarantine
action, you can specify the folder to save the email in. It is recommended that you use the Content folder for
email quarantined from a content profile.

Another common action is Encrypt with profile. You can use a dictionary match of a specific word or phrase
to trigger identity-based encryption. You will learn more about identity-based encryption in another lesson.
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Action Profile Preferences

+ Control how certain action profile settings are applied

Disclaimer Exclusion List Storage

Mail Server Setting Relay Host List Disclaimer

Action Profile Preference
Deliver to alternate host (ELGILER R nmodified copy
Deliver to original host (EANTERE Nl | Inmodified copy

Personal quarantine

CLILELTT Unmodified copy

System quarantine [Ren i TeTot  Unmodified copy

Domaln gquarantine (RGUITSET  Uinmodified copy
Disclaimer insertion Selected message [IEVIREISETEY
Subject tag location End

| & Enforce delivery action if ‘delivery to original/alternate host' is enabled I

B Execute attachment scan on spam email under personal quarantine

© Fortinet Inc. All Rights Reserved. 28

You can configure how certain action profile settings are applied. The Action Profile Preference settings
change how the Deliver to alternate host, Deliver to original host, System quarantine, and Personal

quarantine actions handle content in emails.

If you select Modified copy, FortiMail delivers or quarantines the email affer modifying the content. If you
select Unmodified copy, FortiMail delivers or quarantines the email without modifying the content.

This is useful for the CDR feature. You can deliver a modified copy of the email content to the original host,

and at the same time, send an unmodified copy of the email to the system quarantine for further examination.
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Notification Profile

* Inform users when FortiMail acts against emails
« Attach the original email to the notification email

Notification Profile

Domain Internal.lab -
MName Motify Users

Comment

Type Generic
Send notification to @0 Sender
© Reciplent(s)
© Others

Email address Total(1)
user 1@internallab ** | userlg@internallab

default - + B
& Include original message as attachment

© Fortinet Inc. All Rights Reserved. 29
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When FortiMail acts against emails, you might want to inform email senders, recipients, or other users what
happened to the email. To do this, you must create notification profiles and use them in antispam, antivirus, or
content action profiles.

You can use a generic notification profile for antispam, antivirus, and content profiles to notify the sender,
recipient, or other email accounts. If you want to configure a sender address rate control notification in the
domain settings, then you must set the type to Sender Address Rate Control in the notification profile. In this
case, you must notify only the senders, not the recipients. You do not need to include the original message as
an attachment. Therefore, these two options are unavailable.
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Applying Content Inspection

+ Enable content inspection using either IP-based or recipient-based policies

« If you enable Take precedence over recipient based policy match in an IP policy,
then content inspection in the recipient policy is ignored

Training Institute

deNew.  [# » @ Policy Lookup..
o} 1= |/ Recordsperpage: 50 v Domain | —All- w0 Show system policy
Enabied [1+] Domain Name Sender Pattern Recipient Pattern AntiSpam Antivirus Content
o 1 internallab e *@internal lab &l
$New [
o 1= /1 Records perpage: 50 =
Enabled o Source Destination Session AntiSp.  AntiVirus  Content
L &) 10.0.1.599/32 0.0.00/0 Quibound Session
© 1 00000 00000 inbsurd Sessign
o ] 0 Inbound Session
© Fortinet Inc. All Rights Reserved. a0

Like other inspection profiles, you can apply content profiles to email flows by enabling them in IP-based or
recipient-based policies. As a rule, recipient-based policies override IP-based policies. This means that if an
email matches both a recipient-based policy and an IP-based policy, FortiMail applies the settings in the
recipient-based policy and ignores the IP-based policy, unless you enable Take precedence over recipient

based policy match in the IP policy.
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Content Filter Logs

SystemEvent  MallEvent  AntVires  AntiSpam  Encryption

Search  Export w 2021-03-08 15:48:53 -» Current

o 1 /1 Records per page: | 100 | Gotoline:
Date Time Classihor Disposition From Haader From~. To Sublect Mewage-iD
——
20310308 174235491 JAstachmant Filtes System Quaanting wctuserBede. actuserfede.  userl@inern. | LB Detalls 300003754
A 10308 173607677 j_ontent Monitor and Fiater System Quaranting etwer@ote. odser@ede. userl@ntern.
Celdurmn Content
Log Dotaits: Q300003850 Diste 20210308
Time 17:36:07.478
Caolumn Content Meszage I dentifed by Content Profile :Dictionary WordScones Score: Wortimall}
Date M1 -03-08 Seswion il 179 1ATEYINATHE- 1 291 aTAR00 TR
Tima 174235488 From Extuser et ermal 180
Messagn I File name: capZps, detected by Content Filber, filetype image/foes. attachment scan rule: imag) W hbkale i
5 ictionary test
Session IO = 12%1gZrO003845- 125 1520003645 Sutject Dictionary te
Client 1P 100.44.19%
extuser@external lab
Client are tsry
used 1@internallst
Destination P 100111
Attached ks image
Level
100.64.1.9
100.54.1.99 Log i
ety Type o
Destination 1P 100.1.11
Level information
LegID CI00003850
Type spam
e
F::RTINET . .
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The logs that the content profile generates show whether the log was triggered by an attachment scan rule or

dictionary match. The cross-search results include details such as filename, attachment filter rule, dictionary
profile name, and the dictionary word or phrase.
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Content Filter Logs—CDR

13pemi  Encryp
Eist | ®View Search  Export ¥ 2021-03-08 15:48:53 -» Current Configure View
f+] 1 i ecorgs perpage: | 100w/ Gotoline: Seiected: 1 /8
Dwin T Cuassiter Disguition From Hasedes From— | To Subjrct MesapeiD  Longth Seslan D Cliere
20210308 1T E4AR0 : l Modify S Convert HTMLContent 1o T otuer@edie. otsededs. ueifintern. CDRent HN2081T. WM 1201an0e0TIM- 129 IO0ELLT
MI0308  IPARASAP! | Ammachment Fime Sarem Cpaaranting mnssgets. mnssdets.  usrifinen.  Anahediimage  HDUGOSIT. - 84340 1PZO0OMAT109 I0ALLS
i et Thunderbird

@  [Sanitized Content] Testing COR

ML From Extemal Lser < sduser@etemallabs
P 0L ey Lyt [fSanitized Content] Testing COR.
AL et To Me
il 00X 100441 sty Exteensl

Anachment (labdoe.pdf) has been reconstructed.

5 @1 attachment: labdoc.pdf 614 K7

F::RTINET
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Content filter logs are generated by the content disarm and reconstruction rule, which detects suspicious
HTML content in an attachment, and reconstructs the file by removing offending content. The end user
receives an email that is safe.
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Knowledge Check

1. The content monitor and filtering feature performs which function?
A. Detects offensive images in the email body

¥ B Examines the email header and body for specific words or patterns
C. Examines the email header and body for offensive images
D Detects specific words and patterns in the email body

2. URL click protection is available for which type of content?
A. Microsoft Word

B. PDF
v  C. HTML

D. Videos
Fi:RTINET
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J ATP

/ 'Content Inspection

_I
'Data Loss Prevention

" Email Archiving
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Good job! You now understand content inspection and different content inspection methodologies on
FortiMail.

Now, you will learn about data loss prevention.
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Objectives

+ Configure data loss prevention to protect sensitive data
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in data loss prevention (DLP), you will be able to use the FortiMail DLP feature
to control, with a high level of granularity, the type of data that is allowed to enter or leave your organization by
email.
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DLP

* Create DLP rules based on document fingerprints, file filters, prebuilt data templates, or
email header and body patterns

+ A single DLP profile can contain multiple rules
+ Feature disabled in entry-level FortiMail models because of performance considerations

* You can control dictionary and DLP scan rule aggressiveness using the following CLI
command:

config mailsetting mail-scan—-options
set content-scan-level <high| medium| low>

end

F::RTINET
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You can define custom patterns, or use a prebuilt data template or file filters to build DLP rules. A single DLP
profile can contain multiple rules. The DLP feature is disabled on entry-level models.

Starting with version 6.4.1, you can control dictionary and DLP scan rule aggressiveness. The higher the
level, the more aggressive the scan, and therefore more resources are required. The default setting is
medium.
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DLP Configuration Workflow

1. Define sensitive data

+ Predefined patterns: file filters and data templates

= User-defined patterns: document fingerprints and string or regular expression-based patterns
2. Define the DLP scan rules

» Specify what to scan for in what part of the email
3. Define the DLP profile

+ Pair scan rules with action profiles

4. Apply the DLP profile to an IP or recipient policy

F::RTINET

Training Institute
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When you configure DLP, you must define sensitive data first. You can define sensitive data using predefined
patterns, such as file filters and data templates; user-defined patterns, such as document fingerprints and
strings; or regular expression-based patterns. Next, you must configure DLP scan rules that define where to
look for sensitive data in an email, for example, in the email header or body. Then, you must add the DLP
scan rules to DLP profiles to define what action to take. After the DLP profile is complete, you can apply it to
an IP-based or recipient-based policy.
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Predefined Patterns—File Filters

* Predefined file type and file extension definitions
« Customize new filters to your needs
* Used by both DLP and content filter profiles

Content File Filter File Password Action

o= New_ Iy [ jif

fs = /1 Records pes page: . 50~ Domaine | —System— - Type Al - Total; 1

Name Domain File Type File Extension .

Zip_Files system applicationfepubszip “zip [

archive system applicationfvnd.ms-cab-compressed.applicatio.. “cab’zip zip tartrar gz 7z 2 jar wartear.. @

audio system audio™ WO WA gsm L]

encrypled system multipart/encrypted application/pgptapplicati.. L]

executable windows system icati o stablefv..  “msitexetdllfjutjsenpiftmeplinfiragtwetwi. @

Image system Image/* raw [

meaffice system application/rif applicationfmd ms-F=wordjexc_. “docdalct[xm] s xslbmx] et dtmad . @

openoffice system applicationfvnd.sun’applicationmd.oasis.ope..

seript system executable/vba “jswbles| wslfc]”javash L]

video system videa/~application/vnd.adobe flash.moviesppl. M ™
F::RTINET . .

© Fortinet Inc. All Rights Reserved. as
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You can use file filters to match email attachments based on the file extension or file type. FortiMail comes
with nine predefined filters. You can also create new filters. File filters are used by the DLP and content filter
features.
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Predefined Patterns—Data Templates

» To simplify configuration, FortiMail comes BataEssSPieveRtion=Sesitive Data= StandardCompliance!
with a list of predefined data types, such | e fromsnsoe

as: o 1=/ 1 Records per page: | 50 =
Name
« Credit card numbers ABA Routing Number
+ Social security numbers (SSNs) e
+ Social insurance numbers (SINs) Canada,Social rsurance Number
Cregit_Card_Mumber
« Match based on file contents Credh Card Term
Credit_Report_Term
. 46 predeﬁned temp|ates France_Carte_ Nationake,_|dentité{CNI)

France_Passport_ Number
France_Soclal_Security_Number{iNSEE]
German_Passport Number
Gramm_Leach_Biiley_ActiGLE)
Health_Insurance_Portability_and_Accountability_Act{HIPAA)
Healthcane_ Common_Procedure_Coding System{HCPCS)
Hiegal_Drugs
International_Bank_Account_Mumber(IBAN]
International Classiheation_ of_ Diseases(ICD)
International_Securities_Identification_MNumber{ISIN)
International_Traffic_in_Arms_Regulations{ TAR) Country
International_Traffic_in_Arms_Regulations{ITAR) Term
tsrael |0 Card_ Number
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FortiMail comes with a list of predefined data types, such as credit cards, social security numbers, and social
insurance numbers. You can use these data templates to define your sensitive data based on file content in
DLP rules. Using these templates means that you don’t have to perform extra configuration steps in
attempting to define certain well known data types.
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User-Defined Patterns—Document Fingerprints
- Fingerprinting is useful when there are ~ Dataliossireventions Sensitive Datas Fingerpmnt

highly specific document types that T T —
FortiMail must protect S =
+ FortiMail generates and stores a file e

checksum fingerprint and compares it
with all future email attachments

« Two methods of creating fingerprints:
« Upload files manually
» Create a fingerprint source

* A new column has been added to show
Fingerprint Status when files are
uploaded manually

F::RTINET
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Another technique you can use to detect sensitive data is fingerprinting. When you use fingerprinting, you
must provide the file. FortiMail generates and stores a file checksum fingerprint. FortiMail then compares the
fingerprint with all future email attachments for a match.

You can manually upload files to FortiMail to generate fingerprints. You can also create an SMB or a CIFS
fingerprint source that FortiMail can use to generate fingerprints automatically from the contents of the shared
folder.

The manual method is sufficient when you have only a few documents to fingerprint. If you have a large list of
documents that go through many version changes, you should use a fingerprint source.

Starting with FortiMail 6.4, a new column has been added to show the fingerprint status when files are

uploaded manually. In the Fingerprint Status column, one of the following statuses is displayed:

+ To be generated, which is displayed when you have uploaded the file to the fingerprint list before clicking
Create.

+ Being generated, which is displayed when the fingerprint generating process is executing.

+ Generated, which is displayed when the fingerprint has been generated.

* Not generated, which is displayed when no fingerprint has been generated for the file because there is not
enough text or the fingerprint generation is in progress.

» File type not supported, which is generated when the file type is not supported to generate a fingerprint.
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Data Loss Prevention> Rule & Profile > Rule S
Profile
m ! Conaition: | Body =
I+ N,.“__; [ Message Scan Rule containg »
] Purplecog
* Mame: Lab
Name Description:
Scan Condithon
S Conditions Condition: Sender or Reciplent "
matches (reges) -
[ tit= o= a2 it A- 2B, 157N
Condition =

Scan Condithon
—
Scan Condition "
Condition: | Body and Attachment -
oo [ contains sensitive data ~|
Ll e Popes _ PUE—.
Canada_Socisl_Insurance Number OR | Cdit_.
Condition: | Attachment Metadata - Credit Card Number Of o
Credit_Card_Term OR
panthes i) - Credit_Report_Term
CONFIDENTIAL
—
ann
F:=RTINET . :
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A single DLP scan rule can have multiple conditions. You can specify whether the rule is triggered after
matching any or all of the conditions. In the DLP scan rule, you can define string-based or regular expression-
based patterns to match any part of the email. You can select contains sensitive data to apply the sensitive
data definitions, such as fingerprint source, or data templates.

FortiMail currently supports metadata string matching for Microsoft Office, OpenOffice, PDF, TIFF, IGS, and
TXT files.
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+ The sender is internal (from a protected domain)
« The body or attachment contain credit card numbers

+ Exempt emails from the DLP scan rule if:
» The email is sent from sales@internal.lab

DLP Scan Rule Example

* This specific rule matches if:

Messhge Scan Rule

o Condition =

1 Body and Attachment contalns sensitive data “Credit Card_Number*

2 Sender is internal

B Exceptions
derew. | [F
ID  Condition

1 Sender contains salesginternaliab

© Fortinet Inc. All Rights Reserved.
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This slide shows an example DLP scan rule. The DLP rule matches if the following conditions are met:
* The sender is internal (from a protected domain)
* The body or attachment contain credit card numbers

You can use exceptions to exempt specific email from the DLP scan rule. In this example, FortiMail ignores
the DLP rule for all email sent from sales@internal.lab.
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DLP Profiles
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5 DLP Profile
o
MName DLP_Out
Name
Action DLP_Out_Sys_Quar -
Comment
Content Scan Setting
M -
Actlon
--Default--
DLP Content Scan Setting
Status [ &
Scanrule | ScanCreditCards v+ || B
Action --Default- v+ E
F:=RTINET

Content Action Profile
Domain tem
Profilename | DLP_Out_Sys_Quar
Comment
» Tag subject
» Insert header @
+=nNew.. [#¢
Header Name Header Value
(e ] Remove header 3
» Insert disclaimer  defaut w at Startof message
(® ] Deliver to alternate host
» Dreliver to original host
>» BCO
» Replace with message| —None— v+
@ Archive toaccount | —None— - +
» Notify with profile | —-None-- * + @
[ o] Final action| System quarantine hd
Felder name  Dip -+ B

-

Total: 0

© Fortinet Inc. All Rights Reserved.
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After you define the DLP scan rules, you can add them to DLP profiles. You can also modify the action profile
to specify how to handle email that the DLP profile identifies. This example shows that the identified emails

are sent to the system quarantine DLP folder.

DLP profiles use the same action profiles as content profiles. To configure an action profile for DLP, click

Profile > Content > Action.
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Applying DLP
+ Because DLP policy is usually applied to outbound email, this example is applied to an

outbound recipient-based policy

« If you enable Take precedence over recipient based policy match in the IP policy,
then FortiMail ignores the DLP profile in the recipient policy and uses only the one

defined in the IP policy

e New_ @ Clone.  [#Edit. §§ Delcte  #Move -
= 15 /1 Records perpage 50 ~ |Q
Stat. ID Source Destination Session AntiSpam AntiVirus Content DLP
O 3 100.1.99/32 000.0/0 Qutbound Session
O 1 0.000/0 0.000/0
iouna
e, [ i * - (Q Policy Loakup
o] 1= 1 Recordsper page: 50w Domair Al = | €0 Show system pollcy
Enabled 1D Domain Mame Sender Pattern Recipsent Pattern AntiSpam AntiVinus Content oL
Le 2 internal lab “@internal laby @
F.--HTIl'IET © Fortinet Inc. All Rights Resenved. 44
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The DLP profile can be referenced by IP-based or recipient-based policies. Because this DLP profile is
intended to inspect outbound emails, FortiMail applies it to an outbound recipient-based policy.

As a general rule, recipient-based policies override |IP-based policies. This means that if an email matches
both a recipient-based policy and an IP-based policy, FortiMail applies the settings in the recipient-based
policy and ignores the IP-based policy unless you enabled Take precedence over recipient based policy

match in the IP policy.
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DLP Logs

Wust| Searin || Export «

Revords per page; | 100

AntiSpam

ignesComat HTML Contnt 80 Tee

2021-03-08 15:48:53 -> Current

L Demai (00005310

Training Institute

o = = =
Subject From T Rept To Sassion 10 Slae KB
DLP test Mail User 1 <user 3@intermal lab» u Mon, Mar 8, 2021 211143 PST w
F:=RTINET
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Logs that a DLP event generates are assigned the Data Loss Prevention classifier. To see exactly what
email content FortiMail caught, click the session ID to view the cross-search results for that event.
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Knowledge Check

1. Why is the DLP feature disabled on entry-level FortiMail models?
A. DLP configuration is disabled if you do not have at least two interfaces.
¥ B ltis disabled because of performance considerations.
C. There is no license available on entry-level models.
D Entry-level FortiMail models do not support gateway mode, which is required for DLP.

2. What is a method for creating fingerprints on FortiMail for DLP?
YA Upload files manually.

B. Upload hash values of files.

C. Point to an SSH server to upload and create fingerprints.

D. Specify a FortiGuard DLP server.

F::RTINET
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Good job! You now understand DLP.

Now, you will learn about email archiving.
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Email Archiving

Objectives

+ Configure email archiving
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in email archiving, you will be able to configure FortiMail to archive incoming
and outgoing messages to meet organizational or compliance requirements.
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Archive Account

* Archive Account
= Password
= IMAP access

* Rotation Setting

+ How often FortiMail should start a new
mailbox file

+ Destination Setting
» Local or Remote storage options

- Remote storage can be either FTP or
SFTP

= Retention period feature has been
added for archive retention
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v (B ¢

c 1=/ 1 Records perpage:| 50w

Status  Account Index Type
[0 archive None l

e type -

Commant

200 (B}
] by} Athour 0000 w

© Fortinet Inc. All Rights Reserved.
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To use FortiMail email archiving, you must create archive mailboxes by adding an archive account. You can
use the default account or create a new one. You can then define an archive account password, access
options, mailbox rotation schedules, and disk quota. You can also define the archive storage location, which
can be either local or remote. FTP and SFTP are the only supported remote storage options. You can now

configure the retention period in days.
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Content Inspection

Archive Policy

= Sender address

« Recipient address
« Keyword in subject
« Keyword in body
Attachment filename
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* Define which email to archive and where,
by defining patterns based on:

Archive Policy [EESEREHTEN

Status o

ot 1 Records per page: | 50 =

Account

Type

Email Archiving Policy

Status o
Account

Policy type

Pattern

Create RePC2]

© Fortinet Inc. All Rights Reserved.
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Archive policies allow you to define which emails FortiMail archives.

The Account option allows you to define where FortiMail saves the archived emails. The Pattern option

allows you to define a string that FortiMail searches to make archiving decisions. The Policy type option
allows you to define where FortiMail searches for the Pattern.

You can search for the defined pattern in an email sender, recipient, subject, body, or attachment filename by
configuring the Policy type setting appropriately.

After you create a valid archive policy, FortiMail immediately begins archiving email that matches the policy.
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Exempt Policy
+ Exempt certain email from being archived
+ Typically used to exclude spam email
[EmalArchiving BxemptPotley ]
Policy staius: €0
Account: w 4 Mew. [ Edit.
Policy type: rmall -
Cancel
ﬁ:sjl?;'ll-r!lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 51

You can use exempt policies to exempt specific emails from being archived. You typically configure an
exempt policy to exclude spam email from being archived in order to use the archive storage more efficiently.
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* You can also use antispam or content action profiles to archive email to a configured
account
Antispam Action Profile Content Action Profile
Dol soten Domain:
Profilename: | UserQuarantine_Inbound e e S S
(® ] Tag subject » Tag subject
» Insert header (3 » Insert header &
) » Insert disclaimer. default w at| Start of message -
» Insert disclaimer  default w |at Startof message - > Cliias v attirnits haat
> Deliver to alternate host .) Deliver ool ‘Imﬁ
C heliver 1o origina it
» Deliver to original host > B
A2 Bcco (B Replace with message:  default -
|© " Archive toaccount | archive v +New. [&Edit. L p——
O Notify with profile. —None-- v +New. @ @ Notifywith profile. —None-— v 4 New.
©  Finalaction: Personal quarantine » ©  Finalaction: Personal quarantine -
F.--HTIHET © Fortinet Inc. All Rights Reserved. 52
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You can also use antispam action profiles and content action profiles to archive emails. For each action
profile, select Archive to account, and then select a destination archive account.

A typical use case scenario involves using dictionary profiles, which are supported by both antispam and
content profiles, to monitor and archive emails that contain specific words or phrases.
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Logs

SystemEvent  MailEvent  AntiVirus  AntiSpem  Encryption

W Lst | @ View | Search Export > 2021-03-08 15:48:53 -» Current Con
= 1 /1 Records perpage: | 100w Gotoline 5
L Date Tiene Classifier Disposition From Header From.. To Subject Message-ID Length Session ID

1 210308 213250704 Modify Subis Srehech Corite., user 1@intem.,  archive test 2021030821 97117

History System Event Mall Event Antivines AntiSpam Encryption

= i Jri Records per page: | 100 | & & Croverboad

Log Type . Dute T Classiher  Dispositl.  From Header F. To Subject Mossage-_ Cllant 1P ClentNa_  Source Massagn

Mall Evert | 2021-03-08 213250577 STARTTLS=sarver, relay=easry [100.464.1 #5], version=TLSw 13, veri_.
Mallfvent | 0210308 | 213256585 SromasantuserGarternal sy, ites7117, clisiel, rreptis L migid_
AmiSpem | HEI0308 | ZLIESRAH etuerg. archivete. 10044 L. sasy Fle names laao. oo, des by Coment Filter, conent disanm sed..

AntSpam 20210308 2LITEGEPY e archive ta. W01 edsv Detacted by Content Fiiter. Content Modification: htmi 10 tee

100441 ey Tim Asme Labooc o lchecksurmBO00mass0 a5 EWEL I Tetxd ] Tabe

AntSgsn 2210308 2LA255703 archhat

History 210308 21325006 Artachrm. | ModifyS.  emuerd. etoerd. werl@in. achhel. 2020000 W04L. ey External
MalEvent | 2OR1-0000 | 2LA250704

Mail Event

13408

Mall Evert 20X

306

Mail Bvant | 20210308

tosusar ] ginterralish, mallersbulk statesent
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You can use the cross-search results of the logs to verify that FortiMail is archiving email correctly.
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Archive Access

| Archive Account

T ®\View
Account Stora.. Size (KB)
archive local 96|

Adihilve Account = sichive

& Back | ® Archive Folder:| Inbos +| Q Search

o 1

Madlton Size (KB) Message Count

¥4 1

Inbox_archive/20

e gechice s

o

o

From T Becebved

External User sextuser external lab» wser 1iinternal lab Mom, Mar B, 201 21:32:4% P5T|

F::RTINET
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You can access the archived email using the FortiMail management GUI. You can also access the archive
mailbox using IMAP if the relevant access options are configured in the archive account options.

You can export archived emails in .mbox or .eml formats. You can’t delete emails from the archive. The
only way to delete archived emails is to format the mail disk.
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Knowledge Check

1. In which two locations can you store FortiMail archives? (Choose two.)
¥'A_ Local disk
B. FortiCloud storage
¥'C. SFTP server
D. CFS file share

2. Which management interface do you use to access archived email on FortiMail?
A.  Webmail GUI
B. Management CLI
C. Webmail CLI

+'D. Management GUI

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4
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Content Inspection

Ay = -—
Lesson Progress
J ATP
/ Content Inspection
1
,/ 'Data Loss Prevention
/ Email Archiving
FE:EHTlnET © Fortinet Inc. All Rights Reserved 56
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
FortiMail 7.2 Study Guide 302



Content Inspection

DO NOT REPRINT

EODRTINIET

O TT1iNEd L
Review

v Configure an antivirus profiles to use FortiSandbox inspection

v Configure content filtering to manage the type of content in emails
v Configure data loss prevention to protect sensitive data

v Configure email archiving

F::RTINET
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure FortiMail antivirus and
content inspection features.
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Securing Communications .

"2 FortiMail 7.2

Last Modfied: 14 September 2022

In this lesson, you will learn about the diverse methods for securing communications on FortiMail.
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Lesson Overview

'j ' Encryption

( ' IBE Advantage

" IBE Delivery Methods

_ | ' IBE Configuration

( ' IBE User Experience

IBE User Management and Customization

F::RTINET
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In this lesson, you will explore the topics shown on this slide.
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Encryption

Objectives

+ Configure SMTPS

« Manage TLS encryption with TLS profiles and access control
rules

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in encryption, you will be able to configure Simple Mail Transfer Protocol

Secure (SMTPS) and manage transport layer security (TLS) encryption with TLS profiles and access control
rules.
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domain configuration

SMTPS, the connection reverts to
standard SMTP

F::RTINET

Training Institute

Initiating SMTPS Connections

+ For FortiMail gateway and transparent
modes, enable SMTPS in the protected

* If the back-end server doesn't support

FortiMail
Domain name:
Relay type: Hast ¥
SMTP server:| 10.0.1.9% F'orr
Fallback SMTP server: Port:| 25 == |[Test.
B Use SMTRS

B O Relay Authentication
& Recipient Address Verification
@ Automatic Removal of Invalid Quarantine Accounts

© LDAP Options

© Fortinet Inc. All Rights Reserved.

While SMTPS is usually deprecated in favor of STARTTLS, SMTPS is still supported on FortiMail for
backward compatibility. For gateway and transparent modes, you can enable SMTPS support in the protected
domain configuration. By default, if the back-end server doesn’t support SMTPS, the connection reverts to

SMTP.

FortiMail 7.2 Study Guide

307



Securing Communications

DO NOT REPRINT

CODTINET
JIN T TN o —
Accepting SMTPS Connections
+ FortiMail as the recipient MTA accepts
SMTPS sessions only if you enable _System > Mail Setting > Mail Server Settings
SMTP over SSL!TLS m RelayHostlist  Disclaimer  Disclaimer ExclusionList  Preference  Storage |
* This also enables the STARTTLS B —
extension R— imernatiob
Default domain for authentication ~ —None-- -
* Recommended for all deployment modes W
SMTP server port nismber
SMTPS server port number | 465
[sm1p over s/t ©
SMTP MSA service o
SMTP MSA port number 87
Authentication SMTPCR  SMTPSED  SMTPover TLSED
MTA-STS service Disable -
ﬁ;;::;'ll-:snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 5

You can also configure FortiMail to accept all connections as SMTPS by enabling SMTP over SSL/TLS. This

also enables the STARTTLS extension for clients to use. You should enable this option for all deployment
modes.
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* You can configure TLS profiles with different TLS options and the action to take if the
TLS level can'’t be established
Encryption Description
None Disables TLS, requests for TLS will be
<+ New.. [@Clone..  [#Edit. I Delete ignored.
71 PP - . | Allow TLS, but do not require it. FortiMail's
e . /1 0| Recopdeperpage| ol ¥ Preferred default behavior. No Action on failure
Profile Name TLS Profile o setting applicable.
Requires a certificate-authenticated TLS
|EnforceTLS Profile name EnforceTLS Satu connection. CA certificates must be
Comment et installed on the FortiMail unit before they
can be used for secure TLS connections.
© Check TLS version failure
Minimum TLS version | TLS 1.1 » Temporarily Fail Drop connection. Retry at a later ime.
o Mane = Fail Drop connection and generate DSN.
MTA-STS -
Action on fallure Temporarily Fail -
Cancel
Fh:HTInET © Fortinet Inc. All Rights Resenved. B
Training Institute

The TLS profile is configured with one of three security levels and associated sets of failure actions. The
possible settings are shown on this slide.

By default, FortiMail uses the Preferred setting. This means that FortiMail will choose TLS when sending and
allow TLS when receiving. Failure actions aren’t applicable.

DANE (DNS-based Authentication of Named Entities) allows the retrieval of PGP public keys using DNS as
outlined in RFC 7929.

MTA-STS support allows the checking of MTS-STS profile records when allowing email to be delivered to the
FortiMail. You can enable MTA-STS in the System > Mail Setting and then select it in a TLS profile.
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Enforcing TLS

Message Delivery Rule

Enabled L &]

Sender pattern; User Defined

Reciplent patiern: User Defired
“@externatlab

Destination IPfnetmask: | 0.0.0.0/0

| 7Lsprofile: Enforce TLS

IP pocd profile: Mo
Encryption profile: ~None—

Comments:

& Edit

ZERTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

+ By default, FortiMail uses STARTTLS if the recipient MTA supports it, and reverts to
plain text if the recipient MTA doesn't support it

« Using access control rules and TLS profiles, FortiMail can enforce TLS

Access Controd Rute

Enabied L o]

Sender User Defined
Recipient User Defined
Source: IPYNetmask

100.1.254/32
Reverse DNS pattern:
Authentication status: Ay

¢ Regular Expression

-

TLS profise: Enforce TLS

v] +new. BESL

Actior: Relay

Comments:

By default, FortiMail uses STARTTLS if the recipient MTA supports it, and reverts to plain text if the recipient
MTA doesn’t support it. Using access control rules and TLS profiles, FortiMail can enforce TLS in both
directions. For example, you can configure an access receive rule that has a TLS profile to accept email only
if the sender selects STARTTLS. In the reverse direction, you can configure an access delivery rule that has a
TLS profile to force FortiMail to always select STARTTLS and close the connection if the recipient MTA

doesn’t support STARTTLS.
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TLS Logs
 Monitor > Log > History

System Event Mail Evant AntiVirus AntiSpam Encryption

Bkt | ®View Search Export v 2021-03-29 16:14:46 -> Current

o 1 71 Records per page: | 100w Gotoline:
' Date Thna Classlfer Diagssltion  Froe Haades From.. To Subject Massage D Length
1 20210229 162X19.087 Mot Spam Acorot wcuserede.  eduserdedie.  user ldintern. s =7

search result: 12 TNNJIL

STARTTLS=server, relay=adtsry [100.64,1.99], version=TLSv1.3, verify=OK. cipher=TLS_AES_254_GCM_SHA384, bits=254/254
from=<extuser@externallab>, size=537, class=0, nrcpts=1, msgid=<20210329162318.12TGNIFDNO1520@externallab, proto=ESMTP, dsemon=SMTP_MTA, relay=extsrv [100.64.1.95]

SMTPS=client, relay=internallab., version=TLSv 1.3, verify=0OK. cipher=TLS_AES_256 GCM_SHA384, bits=256/256

to=<user1@internallab>, delay=00:00:00, xdelay=00:00-00, maller=esmtp, pri=30829, relay=[10.0.1.99][10.0.1.%9], dsn=2.0.0, stat=Sent (1ZTNNJPCO02314-12TNNIPD0O02314 Message accepted for delivery)

ERTINET
s : ©Fortinet Inc. All Rights Reserved.
Training Institute eI i

FortiMail logs all TLS-related entries as event logs. To view TLS-related events, in a history log, click the

Session ID link. The log entry contains the TLS version, cipher suite, and bit strength.
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Knowledge Check

1. What is the default FortiMail behavior when TLS is involved in outbound SMTP
sessions?
A. TLS is always required. Failure to negotiate TLS ends the SMTP session.
< B. FortiMail negotiates TLS if the remote server supports it.
C. FortiMail uses only SMTPS by default.
D. FortiMail does not support TLS.

2. Which TLS option always enforces TLS?
A. Preferred
B. Recommended

C. None
w/ D. Secure
F::ERTINET
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Training Institute
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Lesson Progress

./ 'Encryption
'_ IBE Advantage

" IBE Delivery Methods
»

Zﬁ IBE Configuration

ii | 1 IBE User Experience

~ IBE User Management and Customization
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Good job! You now understand encryption.

Now, you will learn about the advantages of using identity-based encryption (IBE).
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IBE Advantage

Objectives

« Differentiate between traditional email encryption methods and
identity-based encryption (IBE)
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding the advantages of using identity-based encryption (IBE), you
will be able to differentiate between traditional email encryption methods and IBE.
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When TLS Is Not Enough

* Only a portion of an email’s path may be encrypted

* No control over which public MTA the email passes through

« Eavesdropping possible if email passes between two MTAs in plaintext

* To guarantee privacy and security, encryption must be present end-to-end

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 12

SMTP, as a store-and-forward protocol, is detrimental to security because the contents of a message can
travel through multiple locations from sender to recipient. Even with traditional TLS encryption methods, if
there are multiple hops, there is no way to ensure that all sessions are encrypted. To make matters worse, the
message contents are available in plaintext at each MTA along the path. This provides multiple opportunities
for unscrupulous individuals to observe the content of the message.

To guarantee privacy and security, the contents of the message must remain encrypted over the entire
journey from sender to recipient, and receipt of the message must be authenticated.
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End-to-end encryption Authenticated
access

Public key encryption technology used for end-to-end encryption

* Encryption keys generated from identity elements such as email addresses
Authenticated access for decryption

Simplified administration; no need to exchange keys or digital certificates in advance

F:=RTINET
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IBE leverages the best parts of public key cryptography and provides a powerful, yet simplified solution for
environments requiring end-to-end encryption for secure delivery of sensitive email content.

At the time an email message is created, the identities of the participants are already known from their email
addresses. IBE uses email addresses as the source input to automatically generate a key pair for each user
identity. These key pairs are held and managed securely by FortiMail, and not distributed to the end users,
eliminating the need for any cumbersome key exchange mechanisms.

Because there is no key management overhead, IBE messages can be sent by FortiMail users to arbitrary

external recipients, without needing any prior preparations. The only requirement for the recipient of an IBE-
secured message is a relatively modern browser capable of SSL. No specialized software is needed.
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Knowledge Check
1. Which statement about IBE is true?
A IBE uses public key cryptography as the encryption architecture.
B. Recipients can access their IBE email without authentication, if they have the sender’s public key.
C. Users need to install OpenPGP to read email.
D. IBE can be used only when all MTAs are FortiMail.
2. How is the encryption key generated for IBE?
A. Itis generated using a key generator.
B. Itis generated using random mouse movements when the email is sent.
J C. Itis generated from identity elements, such as email addresses.
D. Itis generated from biometric data.
F:=RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 14
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./ 'Encryption
,/ IBE Advantage

" IBE Delivery Methods
»

Zﬁ IBE Configuration

ii | 1 IBE User Experience

~ IBE User Management and Customization
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Good job! You now understand the advantages of using IBE.

Now, you will learn about delivery methods.
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IBE Delivery Methods

Objectives

« Differentiate between push and pull delivery methods
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in delivery methods, you will be able to differentiate between push and pull
delivery methods.
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Pull Delivery Method

« Sender generates an email with confidential data

Confidential email triggers encryption policy on FortiMail

FortiMail generates a notification email to the recipient with an embedded HTTPS URL

* Recipient accesses the HTTPS link and logs into the FortiMail secure message portal
* Decrypted email is displayed using HT TPS webmail interface

F::RTINET

Training Institute
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IBE provides two options for message delivery.

If you configure FortiMail to use the pull method, messages remain on FortiMail in a secure mailbox. A
notification email is sent to the recipient’'s address stating that they have been sent an encrypted email
message. The natification also contains instructions to click the embedded HTTPS URL to access the
encrypted email message. When the recipient clicks the link, their browser opens and establishes an HTTPS
connection to FortiMail. After the recipient authenticates, the secured message is decrypted and displayed
using a webmail interface.
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Pull Delivery Method (Step 1)

Encrypted
Mailbox

) Recipient
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Step 1: A client composes and sends a regular email through FortiMail.
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Pull Delivery Method (Step 2)

Sender

. Recipient

F::RTINET
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Step 2: The email matches a policy in FortiMail that is configured to trigger IBE encryption. Matches are made
using either an inbound access delivery rule, or an outbound recipient-based policy using a content profile
with a dictionary word.
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Pull Delivery Method (Step 3)

Sender |

ol Recipient
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Step 3: FortiMail encrypts the message and stores it in a secure mailbox.
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Pull Delivery Method (Step 4)

Sender |

e ) Recipient
i o ||
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Step 4: After the email contents have been encrypted and stored, a notification email is sent to the recipient
containing instructions and the SSL link.

FortiMail 7.2 Study Guide 324



Securing Communications

DO NOT REPRINT Brave-aumps.com

CODRTINET
I\ T

TN L
Pull Delivery Method (Step 5)

Internet

Sender

S| Recipient
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Step 5: The recipient opens the notification email and clicks the HTTPS link connecting them to the secure
mail gateway on the FortiMail.
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Pull Delivery Method (Step 6)
Sender
Recipient
FLRTINET ©Fortinet Inc. All Rights Reserved 23
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Step 6: If this is the first time the recipient has accessed an IBE message on this FortiMail, the recipient is
prompted to register for a new IBE account. Otherwise, the recipient authenticates using the credentials from
a previous registration.
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Pull Delivery Method (Step 7)

Sender | o

ol Recipient
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Step 7: The message is decrypted and displayed for the recipient by a webmail interface using HTTPS.
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Push Delivery Method

« Sender generates an email with confidential data

Confidential email triggers encryption policy on FortiMail

FortiMail encrypts the confidential email and adds it to the notification email as an HTML
attachment

« Recipient accesses the encrypted payload and logs in to FortiMail secure message
portal

Decrypted email is displayed using HTTPS webmail interface

F:=RTINET

e - © Fortinet Inc. All Rights Reserved
Training Institute i

When you configure the push method, the recipient receives a plaintext email message containing the
encrypted message as an HTML attachment, as well as instructions on how to authenticate and view the
secured message. The attachment opens in a browser that connects automatically to FortiMail by through
SSL and pushes the encrypted contents back to FortiMail. After the recipient authenticates, FortiMail decrypts
and displays the now decrypted message using a webmail interface.

The major difference between these two methods is the storage of the encrypted message. Using the pull

method, the message is stored in FortiMail until it is deleted. The push method delivers the message to the
recipient, who is then responsible for its storage and then delivery to FortiMail for decryption.
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Push Delivery Method (Step 1 and Step 2)

\ , Recipient
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Steps 1 and 2: The first two steps in the push method are like the pull method, except that the encryption
configuration on FortiMail is set to use push.
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Push Delivery Method (Step 3)

Sender |

ol Recipient
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Step 3: Using the push method, the original message is encrypted, and packaged as an HTML attachment in
the notification email.
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Push Delivery Method (Step 4)

Sender

ol Recipient
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Step 4: A notification email is sent to the recipient containing instructions and the encrypted email message as
an attachment.
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Push Delivery Method (Step 5)

Sender | j’f/

%, ‘ Recipient
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Step 5: When the recipient opens the attachment, the MTA creates an HTTPS connection to FortiMail.
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Push Delivery Method (Step 6)

Sender & -., ,
= ) |
"'-.‘~ ~
\\ Recipient
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Step 6 : If this is the first time the recipient has accessed an IBE message on this FortiMail, the recipient is
prompted to register for a new IBE account. Otherwise, the recipient authenticates using the credentials from
a previous registration.
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Push Delivery Method (Step 7)
Sender | L
= ?IINIETENQ" Y Rbepiant
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Step 7: FortiMail decrypts and displays the message to the recipient using a webmail interface over HTTPS.,
When the webmail connection with the recipient is closed, no traces of the encrypted message exist except at
the recipient’s inbox, because the encrypted message isn’t stored in FortiMail when the push method is used.
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Knowledge Check

1. Which statement accurately describes the pull delivery method used by IBE?
A.  FortiMail encrypts the confidential data and delivers it as an HTML email message.
B. The client pulls the encrypted message from FortiMail and decrypts it.
C. FortiMail pulls the encrypted message from the sending MTA.

' D. FortiMail generates a notification email message with an embedded HTTPS URL.

2. Which is a true statement about the storage of an encrypted message when IBE uses
the push delivery method?
J A. The encrypted message is stored in the recipient's mailbox.
B. The encrypted message is stored on FortiMail.
C. The encrypted message is stored on the sending MTA.
D. The encrypted message is stored in all the above locations.

F::RTINET
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Zﬁ | IBE Configuration

ii | 1 IBE User Experience

~ IBE User Management and Customization

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 33
Training Institute 4

Good job! You now understand delivery methods.

Now, you will learn about IBE configuration.
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IBE Configuration

Objectives
+ Configure encryption profiles for different IBE methods
+ Verify IBE events using logs

F::RTINET 5

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in IBE configuration, you will be able to configure encryption profiles for
different IBE methods and trigger IBE on outbound email using a dictionary word.
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IBE Service

’
lEnat}:e IBE service O I F‘_“‘

IBE service name Internal Lab Secure Portal

lAc(Jva(IunIsre-uuiredfaracl:uuntre;lst:atlun €O I
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On FortiMail, IBE is enabled globally. On the IBE Encryption tab, you can enable IBE system-wide, and
define various options.

FortiMail uses the IBE service name field as a header that it displays on the IBE user login portal.

When Activation is required for account registration is enabled, users receive an email that contains an
activation link to complete the account registration.

You can use the secure editing options to control the actions allowed in the IBE webmail interface. You can
enable or disable replying, forwarding, and composing of email messages for IBE users within the secure
webmail portal.

FortiMail uses the IBE base URL in notification email messages, either in the encrypted attachment or the
URL, to enable the recipient to access their secure mailbox. If you leave the field empty, FortiMail uses its
fullyqualified hostname and local domain to generate the URL. Customize this field only if you want to use a
different URL to enable the recipient to access their secure mailbox.

Starting with FortiMail 6.4, two-factor authentication and one-time secure token—no password required—are

supported for IBE authentication.
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You can configure the various setting in the Account Status Notification section to control the type of
notifications you want to send to the IBE recipients. You can enable the Expiration and configure settings to
control when account expiration notifications should be sent.

The settings in the Email Status Notification section allow you to enable or disable notifying the sender or
recipient when the secure email is read or remains unread for a specified period.
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When IBE encryption is triggered, the encryption profile determines how FortiMail handles the email message.

Options in the encryption profile include which IBE message delivery method FortiMail invokes, as well as
which encryption algorithm and strength FortiMail uses.

When FortiMail uses the Push method, the maximum size option limits the size of the encrypted attachment.
If the encrypted attachment size exceeds this value, FortiMail will revert to the Pull method.

To define how FortiMail handles email in the event the IBE service fails, in the Action on failure drop-down
list, select an action. Possible actions include Drop and send DSN, Send plain message, and Enforce TLS.
Since IBE is used for highly confidential emails, it is prudent to use the Drop and send DSN failure action in
most cases.

FortiMail 7.2 Study Guide 340

T

Vouchers & Dumps are Available | WhatsApp +201224560923



Securing Communications

DO NOT REPRINT

EOODDTINIET
O T TNC L
How to Trigger IBE
+ Apply an encryption profile using either: ‘Profile > Content> Acion
2 Access del]very ruie Content Action Profile
« Content action profile
Domain
Profilename | CF_IBE_Pull
Comement
» Insert header B
Message Delivery Rule
e rew.  [F Total: 0
Enabled o« Header Name Header Vislue
Sender pattern: User Defined - i
userl@internallab
Recipient pattern: Uszer Defined - -
» Remove header 3
*@external.lab
» Insert disclaimer | default = ot Startof message -
Destination IP/netmask: | 0.0.0.0/0 D Dellver toalternate host
! ver to alternate host
TLS profile: EnforceTLS v | *New. @Edit. @ Dellver tooriginal host
Encryption profile: | None ] FNew. & > eccg
Comments: @ Replace with message | --None. v+ B
1B Pl :
IEE_Push @ Archivetoaccount  ~None - +
o Moty with profile = —Mone - + B
©  Finalaction Encrypt with profile -
Profile name | 1BE_Pull -+ B
F:=RTINET
e - © Fortinet Inc. All Rights Resenved. as
Training Institute

You can apply encryption profiles using either access delivery rules or content action profiles.

I's not common practice to use access delivery rules to apply IBE because of its rigid matching criteria. A
delivery rule always applies the encryption profile to any email messages that match its configured patterns.

It's more common to apply IBE using a content profile Content Monitor and Filtering rule that is configured
to match a specific trigger word. After the trigger word is matched in an email, the content action profile can
apply the encryption profile.

While the latter method is more common, using access delivery rules is still a viable method for testing your
IBE configuration.
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This slide shows an outline of the configuration steps required to establish IBE, based on content inspection.

First, you must identify a trigger word, and create a dictionary profile using the trigger word. FortiMail applies
the dictionary profile to a content profile as a content monitor and filtering rule. When the trigger word is
matched, a content action profile applies an encryption profile. An outbound recipient-based policy applies the
content profile to all applicable email.
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The example on this slide uses the word “confidential” inside square brackets to trigger IBE. You can use
wildcard patterns for an exact match or use regular expressions for more complex matching logic. Whichever
pattern type you select, be aware of special characters. For example, square brackets are special wildcard
characters that must be preceded by a backslash.

Enable the appropriate search options for the dictionary entry. For example, if you want to search for the
pattern only in the headers and subject of an email, enable only the Search header.
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On the Content Action Profile screen, enable Final action and select Encrypt with profile.

In the Profile name drop-down list, select the profile name.
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After you create the dictionary profile and content action profiles, you must apply them to a content profile.
Apply the dictionary profile as a Content Monitor and Filtering rule. Set the Action profile globally if you are
using the content profile exclusively for IBE. Otherwise, if the content profile is multipurpose, set the

appropriate action profile in the Content Monitor and Filtering rule.
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You should apply the content profile using an outbound recipient-based policy because it provides more

configuration flexibility. Recipient policies allow configuration for specific domains or recipients, which IP
policies lack.

After you apply the content profile to an outbound recipient policy, the IBE feature is ready for you to use.
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The History tab displays IBE logs with Content Requires Encryption in the Classifier column and Encrypt
in the Disposition column. The cross-search result provides more detail, such as the dictionary profile name
and entry that triggered IBE, the IBE method, and the specific word or phrase that triggered the Content

Monitor and Filtering rule.
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Knowledge Check

1. Where does the FortiMail administrator enable or disable replying, forwarding, and

composing of email messages for IBE users within the secure webmail portal?
A. Content profile

B. Antivirus profile
C. DLP profile
w/ D. IBE encryption settings

2. Which profile can you apply the dictionary profile to in order to trigger IBE?
A. Antispam profile

¥’ B. Content profile
C. Antivirus profile
D. Authentication profile
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Good job! You now understand IBE configuration.

Now, you will learn about the user experience with IBE.
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in the user experience, you will be able to differentiate between push and pull
notification messages, register an IBE user, and access IBE emails.
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When IBE is triggered to encrypt an email message using the pull method, the recipient receives a notification
that a secured email has been sent to them. The notification includes an HTML link that opens a new browser
window for the IBE portal on FortiMail.

The push method notification email contains an HTML attachment. When the recipient opens the attachment,
a new browser window opens for the IBE portal on FortiMail.

Make sure you configure the correct firewall and destination NAT rules to allow HTTPS access to FortiMail
from the internet. Otherwise, the IBE users won'’t be able to reach the FortiMail IBE portal.
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A first-time user is prompted to register as an IBE user.
To register, a new user must submit their first name, last name and password (if selected under IBE settings).

Starting with FortiMail 6.4, two-factor authentication and one-time password (OTP) are also supported for IBE
authentication. If OTP is used for then the IBE user does not have to provide a password during registration.
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Registered User IBE Login

Internal Lab Secure Portal [Heip]

From: userl@intemal lab
To: extuser@extemal.lab
Subject: [CONFIDENTIAL] Requires immediate attention

Password:

Forgot the password?

Open

Copynight € 2020 Fortinet, Inc. All Rights Reserved.

Internal Lab Secure Portal

From: userl@@intemal.lab
To: extuser@extemal.lab
Subject: [CONFIDENTIAL] Requires immediate attention

Send token by: Email | ex™**ghetr jah

% Close [™ Reply ® Reply Al # Forward | = Move More v

@ Subject: [CONFIDENTIAL] Requires immediate atiention
From: Mall User 1 <userl@internal lab>
To: extuser@axtemnal lab
Dale: Mar 30, 2021 1:44:44 AM

Did you leave the stove on?

[E) Subject: Email verification message
From: noreply@internal lab
To: extusan@extemal lab
Date: Mar 30, 2021 224:48 AM

Dear External User,
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—
Here is your IBE verification code:J84763304 31t will be expired after 30 minuteis).

Thank you,
Internal Lab Secure Portal

After registration, users can enter their password or request a token through SMS or email, to view the
secured message in a standard FortiMail webmail interface. If you enable secure replying and forwarding,

those controls appear on the interface.
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Knowledge Check

A FortiToken
<'B. Email/SMS
C. RSA

D Google Authenticator

the internet?
A. SSH
B. FTP
¥ C. HTTPS
D. SMTPS
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1. Which token authentication method is supported by FortiMail for IBE authentication?

2. What protocol needs to be allowed for IBE users to reach the FortiMail IBE portal from

© Fortinet Inc. All Rights Reserved. 51
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Good job! You now understand the user experience.

Now, you will learn about IBE user management and customization.

FortiMail 7.2 Study Guide 355



Securing Communications

DO NOT REPRINT

N —

IBE User Management and Customization

Objectives

+ Manage IBE users and settings
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in IBE user management and configuration, you will be able to manage IBE
users and customize IBE settings.
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Records perpage: | 50  w IBE domain: | —All- w Search: Total
Enable.. Email First Name Last Name Status Type.. Creation Time Last Access
o extuserZ@externallab Pre-registered Local  Mon 29 Mar 2021 23:04:18PDT  Mon, 25 Mar 2021 23:04:18 POT
o extuser@extamal lab External User Activated Locl  Mon 29 Mar 2021230904 POT  Mon. 29 Mar 2021 23:09:10 POT
Encryption > IBE > IBE Encryption
Enable IBE service ©
IBE service name: Internal Lab Secure Portal
User registration expiry time (days): 30 -
I User inactivity expiry time (days): 90 - I
Encrypted email storage expiry time (days): 180 -
Password reset expiry time (hours): 24 -

54

The system creates IBE user accounts automatically whenever an IBE message is sent to a new recipient.

Until a new IBE user registers, their account status is listed as Pre-registered in the IBE user list. After they
register, the status changes to Activated. An IBE user account remains in the active state until the account
expires because of inactivity. You can set the length of time before an inactive account expires in the global
IBE configuration settings. An expired user must register their account again to access any new IBE emails.
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FortiMail allows you to customize the IBE login page, user registration page, and email notifications. You must
modify the HTML code to rebrand the pages for your organization.
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Knowledge Check

1. Until a new IBE user registers, what is their account status in the IBE user list?
A_  Activated

< B Pre-registered
C. Temporary
D. Draft

2. When is an IBE user moved to the expired user tab?
A. After the user completes the IBE registration

< B. After the user inactivity expiry time
C. When moved by an administrator
D. When the IBE email is read and deleted
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Configure SMTPS

Manage TLS encryption with TLS profiles and access control rules
Differentiate between push and pull delivery methods

Differentiate between traditional email encryption methods and IBE
Configure encryption profiles for different IBE methods

Verify IBE events using logs

Access IBE emails

Manage IBE users and settings
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the diverse methods for securing
communications on FortiMail.
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High Availability .

"2 FortiMail 7.2

Last Modfied: 14 September 2022

In this lesson, you will learn how to deploy and configure FortiMail in high availability (HA) mode.
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In this lesson, you will explore the topics shown on this slide.
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* |dentify FortiMail HA modes and their benefits
« Differentiate the synchronization behavior between HA modes
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiMail HA, you will be able to identify the different HA modes and
differentiate synchronization behavior between HA modes.
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* Active-passive
+ Configuration and mail data synchronized between two FortiMail devices for failover protection

+ Config-only
» Configuration synchronized from 2-25 FortiMail devices that each operate independently
« Typically deployed behind a load balancer for increased processing capacity and redundancy

Mail Server Mail Server
Internal network . Internal network
» = -
% i \\ ff =
- & i =
il . [\ - g Internet 7 <A . . L\\h - < ( Internet
g s __) ~ g e —
< , ""'-.‘Lnad
““k\v'/' balancer
//“\"\}..' . P o
C S ¥ S AN
XSy X
. g ST S ]
g ey Y \ //
Active-passive i I' H =
HA group Config-only mode HA group
F::RT :
lnET © Fortinet Inc. All Rights Reserved 4

Training Institute

FortiMail supports two different modes of HA: active-passive and config-only.

Active-passive HA is a traditional pair-based architecture in which one FortiMail device acts as the primary
device and another acts as the secondary device, standing by to take over processing if the primary device
fails. FortiMail uses heartbeat connections to synchronize the configuration as well as the stateful mail data, to

ensure no data is lost.

Config-only HA allows larger clusters, containing up to 25 FortiMail devices, to be built to provide increased
processing capacity in larger environments. In a config-only cluster, all the standby devices synchronize their
configuration with the primary device.

The FortiMail HA architecture also supports clusters that have mismatched hardware. For example, you can
build an active-passive cluster using a FortiMail 200F and a FortiMail 400F. However, the cluster is limited to
the hardware and software limits of the 200F.

FortiMail 7.2 Study Guide 365



High Availability

DO NOT REPRINT

CODRTINET
JINTIINL ]

-—
Configuration Synchronization

+ All configuration settings on the primary device are synchronized with the secondary
device, EXCEPT the following:

All HA Modes Config-Only HA

Operation mode SNMP system information Everything from the

IP pools
Host name RAID configuration All HA Modes table 4
Static routes HA configuration Local domain name Quarantine report host name
Gateway and server  HA service monitoring . IBE base URL, help URL, and
mode interface configuration Default certificates about URL
configuration iSCS| initiat Centralized quarantine client IP
Transparent mode ' initiator name address
management IP Product name and icon iSCS1 D fof remote
address storage Centralized IBE IP address
SNMP settings
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 5

Training Institute

In both modes, you must always manage the entire cluster’s configuration on the primary FortiMail, except for
settings that aren’t synchronized. Not all configuration items are synchronized between clustered devices. For
any unsynchronized elements listed in the tables, you must access the secondary devices to modify their
values.
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Logging and HA

* The configuration of an HA cluster may be synchronized but mail queues and logs may

be stored in multiple locations
« In an active-passive, the relevant logs are on the FortiMail device that is actively passing traffic
+ In a config-only cluster, the logs are spread across every FortiMail device that is passing traffic
« In config-only mode, you can use external storage to unify the mail queue and quarantine mailboxes

* In HA configurations, centralize logging in one location so that logs are easier to search:

- FortiAnalyzer (FAZ)
= Syslog server
+ Centralized monitoring license feature

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved B
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Members of an HA cluster do not share logging information or mail queues. It is important in config-only mode
to have external storage so all members can have a centralized mail queue and quarantine repository.

Logging information is stored on the local FortiMail device that transmits the email. If centralized logging is
required, you must configure FortiMail to send logging information to a centralized server like FortiAnalyzer or
a syslog server. You can acquire a separate centralized monitoring license to enable the primary cluster
member to search the log files of the members of a cluster.

FortiMail 7.2 Study Guide 367



High Availability

DO NOT REPRINT

CODRTINET
TN TIINL- 1

-—
Knowledge Check

1. Which clustering mode does FortiMail support?
A.  Active-active

¥'B Config-only
C. Active-standby
D. Cluster-mode

2. What is the maximum number of devices that a config-only HA cluster can support?
A. 8
B. 5

4 C. 25

D. 16

F::RTINET
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Lesson Progress

FortiMail HA

¢ Config-Only Mode

1

" Active-Passive Mode

Managing FortiMail HA Clusters

F::RTINET
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Good job! You now understand FortiMail HA.

Now, you will learn about config-only HA mode.
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Config-Only Mode

Objectives

+ |dentify requirements for config-only cluster implementation
+ Configure config-only FortiMail clusters

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in config-only mode, you will be able to identify requirements for config-only
cluster implementation.
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Config-Only Clusters

+ Each device operates independently

+ Typically deployed behind a load
balancer Mail server

+ Server mode clusters are usually FortiGate

operated as a server farm ' 2
« External storage is recommended for \ Switch ;

gateway and transparent mode clusters
to provide centralized quarantine

+ External storage is required to store mail
data for server mode clusters

Config-only cluster

F:=RTINET

Training Institute

© Fortinet Inc. All Rights Reserved 10

Although their configurations are kept in sync, config-only cluster members operate independently of each
other, handling SMTP connections and performing their configured scans individually. Because their
configurations are identical, config-only clusters in gateway mode or transparent mode are often positioned
behind a load balancer, multiplying the capacity over that of any single FortiMail instance. Another use case
for config-only clusters is to deploy them in server mode to maintain an email server farm.

The members of the cluster are operational peers of each other because they process the email traffic.
However, one member is elected as the configuration primary and all configuration changes are made on that
device. Any configuration changes made on the configuration primary are instantly propagated to the other
devices, keeping them synchronized.

The main motivation for deploying config-only HA clusters is to create increased capacity. However, when
positioned behind load balancers, a measure of HA or redundancy is also provided. If a device were to fail,
the load balancer would stop sending traffic to the failed device and share the traffic with the rest of the
remaining devices.

Each FortiMail in the cluster maintains its own set of mail transfer agent (MTA) queues and mail storage,
which are not synchronized across the devices. Any messages held in a queue when a device fails are lost.
For this reason, you should use an external network-attached storage (NAS) for gateway or transparent mode
clusters. Server mode clusters require external NAS storage; otherwise, user mailbox data becomes
incoherent because it's spread randomly across the devices in the server farm.
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Config-Only HA Configuration
Primary device configuration Secondary device configuration
* In HA Mode, select Config-primary + In HA mode, select Config-secondary
* In Shared password, type a password * In Shared password, type the same
+ In the IP address field, type the IP of the share password
secondary devices * In Primary IP address, type the IP

SRR Aoy 2777°5° ot the config primary

Shared password

Status Configuration
Advanced Option HA mode Config-secondary -
Secondary IP Address Shared password | ******
Primary IP address | 10.0.1.11
+ Create || B Delete
IP address Advanced Option
10.0.1.99
ﬁ;;:;'ll-:snnﬁ;l; © Fortinet Inc. All Rights Reserved. 1

To create a config-only HA cluster, select one device to be the primary device, and in the HA mode drop-
down list, select Config-primary. Enter a Shared password and the IP addresses of the secondary devices.

On each subsequent device, set the HA mode to Config-secondary, enter the same Shared password, and
the IP address of the config primary.
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Knowledge Check

1. What is the primary motivator for deploying a config-only cluster?
A.  Mail data synchronization

¥'B Redundancy
C. Increased storage and logging capacity
D Ease of administrating multiple domains

2. Which statement about a config-only HA cluster is true?
A. In a config-only HA cluster, only the primary unit processes email.
B. You must use external storage for gateway mode.

" C. Aconfig-only HA cluster is typically deployed behind a load balancer.
D. Aload balancer is required for proper operation.

F::RTINET
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Lesson Progress

/ FortiMail HA

/ Config-Only Mode

| Active-Passive Mode

3 Managing FortiMail HA Clusters
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Good job! You now understand config-only HA mode.

Now, you will learn about active-passive HA mode.
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Active-Passive Mode

Objectives

« |dentify requirements for active-passive cluster implementation
+ Configure active-passive FortiMail clusters

F::RTINET

Training Institute o

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in active-passive mode, you will be able to identify requirements for active-
passive cluster implementation.
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Active-Passive Clusters

* Primary device performs all the work,
such as email processing and FortiMail
services

WA

Mail server
+ Secondary device monitors the primary FortiGate
device for failure using the heartbeat N
connection

« Synchronized configuration and mail
data

7 T

« Failover happens with no data loss >
| Hearbeat ..
Primary connection Secondary

Active-passive cluster

F::RTINET

Training Institute
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Active-passive HA clusters operate in the traditional fashion, in which the primary device performs all the
email processing, and the secondary device monitors the primary device, ready to take over the services if the
primary device fails.

While the cluster is operating, the active device synchronizes not only the configuration, but all email data,
such as the MTA queues, the user’s quarantined messages, identity-based encryption (IBE) messages, and,
for server mode, the user mailboxes. Because the secondary device has all the data that is on the primary
device, a failover can occur without any data loss. Additionally, any SMTP sessions interrupted during the
failover are retransmitted by the sender, so no email is lost.
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Heartbeat

+ Keepalive mechanism between clustered devices
+ Secondary device monitors heartbeat packets from the primary device
« Absence of heartbeat packets triggers failover

* Primary heartbeat interface
» Handles both heartbeat and synchronization

« Secondary heartbeat interface
+ Handles the heartbeat while the primary performs synchronization

» Use dedicated links, isolated subnets, or VLANs

F::=RTI =
nET © Fortinet Inc. All Rights Reserved 16
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FortiMail uses heartbeat packets as a keepalive mechanism between clustered devices. The secondary
device monitors heartbeat packets from the primary device. If the heartbeat is undetected for 30
seconds(default), the secondary device takes over.

At minimum, you must set a network interface on each device as the primary heartbeat interface. If you use
only a primary heartbeat, then the primary interface carries the heartbeats, as well as all the configuration
synchronization and email data replication traffic. For increased reliability, you should configure secondary
heartbeat interfaces in addition to the primary interface. When a secondary heartbeat link exists, the traffic
load is divided between the primary interface that is handling the synchronization and replication traffic, and
the secondary interface dedicated only to the heartbeat.

You should configure heartbeat interfaces to use dedicated links. If that's not possible, use isolated subnets or
VLANS.
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Virtual IP

* Primary device, while active, responds to all
ARP requests for the virtual IP

« If a failover occurs, the secondary device inherits the
same virtual |IP address

« You should configure all DNS MX records to pointto
the virtual IP address

= You can still access individual devices using their
dedicated network access port IP address

DNS MX: Public IP

DNAT Rule:
MX Public IP = Virtual IP

porti
\\i\u_a. 1.242

Virtual IP: 10.0.1.243

F::RTINET

L = © Fortinet Inc. All Rights Reserved. 17
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Active-passive HA clusters use a virtual IP address for email processing and other user-facing services. If a
failover occurs, the secondary device inherits this virtual IP. For clustering to work properly, the virtual IP
address must be the address used in all DNS MX records, or the appropriate firewall rules must be in place to
destination NAT (DNAT) any domain name system (DNS) mail exchange (MX) public IP address to the
cluster’s virtual IP. This way, any failover event is transparent to the rest of the IP infrastructure.

While the cluster shares a virtual IP, you can access each device individually using its dedicated network
access port IP address.
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Active-Passive Configuration

- HA mode: Select Primary for primary device; ~ SyStemS High Availability = Configuration

Secondary for secondary device BRI cCortsuration |
« Shared password: Type a shared password Eiymole iy e
; . ! On failure wait for recovery then restore seco

+ Select one of the following options in the On Shared password | "

failure drop-down list:
- switch off
+ wait for recovery then restore original role Synchronize MTA quee directory €
= wait for recovery then restore secondary role HA base port 20000

« Configure the backup options

& Advanced Option

Synchronize mail data directory €@

Heartbeat lost threshold 30 seconds

Remote services as heartbeat >

F::RTINET

e - © Fortinet Inc. All Rights Reserved 18
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To configure an active-passive cluster, select an HA mode. Select Primary for the primary device, and

Secondary for the secondary device. You must also type a shared password and configure the backup
options.

The action you select in the On failure drop-down list determines how the cluster behaves after a failure:

+ If you select switch off, the failed device's mode of operation is set to off. In this state, the device is not
part of the cluster and doesn't process email. To restore the device, you must manually select an HA
mode.

» If you select wait for recovery then restore original role, then the failed device, after recovery, returns to
its original HA mode. For example, if a device's HA mode was primary before failure, after recovery it
resumes its primary role.

+ If you select wait for recovery then restore secondary role, then if the device fails after recovery it will
stay in the secondary role.

You should select wait for recovery then restore secondary role because it allows time to investigate the
cause of a failure before putting the device back into operation.

You can also configure the Heartbeat lost threshold value. This is the time in seconds for which the primary
device can be unresponsive before it triggers a failover to the secondary device.

The HA Base port value specifies the TCP ports that are used for heartbeat signal, sync control, data sync,
and config sync.

FortiMail 7.2 Study Guide 379



High Availability

DO NOT REPRINT Brave-aumps.com

CODRTINET
JINTIINL ]

. . . .
Active-Passive Configuration
& Interface
Port Heartbeat . Peer [P Address  Virtual IPA_ Virtual IP Address Port Monitor
port1 Disable [1Pv4] 10,0.1.242 Iu* [1Pv4] 10.0.1.mf24| it
[IPvé] = L[IPve]0 o 53‘0‘1.241
port2 Primary [1Pva] 1112 Ignore [1Pvé] 0.000/0 ®
[IPvs] = [1Pve] 0
port3 Disable [IBv4] 0000 Ignore (1Pv4] 0.0.0.0/0 %
[1Pv6] = [1Pv&] =0 o :
port4 Disable [IPva] 0.0.00 Ignore (1Pv4] 0.0.0.0/0 i \
[iPvé] {IPv6] /0 o Primary SF
& interface
&
Port Heartbeat.. Peer IP Address Virtual IPA.. Virtual IP Address Port Monitor
portl Disable [1Pva] 10.0.1.241 IUse [IPva] 10.0.1.243/24 I
[IPw6] [IPvE] /0 E
port2 Primary [IPva] 1111 Ignore [1Pva] 0.0.0.0/0 ®
[IPvé):: [IPvé] /0
port3 Disable [1Pvd] 0.0.00 Ignore [1Pv4] 0.0.0.0/0 °
[iPva)] [IPvé] 0
portd Disable [IPv4] 0.0.00 Ignore [1Pv4] 0.0.0.0/0 o
[IPvé] [1Pvé] /0
F:RTINET
ik - ©Faortinat Inc. All Rights Reserved. 19
Tralnlng Institute

Each clustered device requires at least one primary heartbeat interface, a peer device IP address, and the
virtual IP address.

To designate an interface as a heartbeat interface, you have to select a heartbeat status (primary, or
secondary), and enter a peer IP Address. In the example shown on this slide, port2 on both devices has been
designated as the primary heartbeat interface because it is directly connected by a dedicated link.

You should apply the virtual IP address to the interface that is connected to the rest of the network. In the
example show on this slide, this is port1 on both devices.

You can also enable the Port Monitor option to monitor a network interface for failure. If there is a port failure
on the active device, it triggers a failover to the secondary.
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Remote Services as Heartbeat

; « Standby device can monitor services on the active

device
(H):::::—e :;:T:::covervthenfestoresem : ’ SMTP’ POP' IMAP’ H-I-I-P
Shared password | « Triggers a failover if any of the monitored services
& Advanced Option become unresponsive

Synchronize mail data directory ©
Synchronize MTA queue directory O

HA base port 20000
Heartbeat lost threshold 30 seconds
Remote services as heartbeat O I HA Service
Service Monitor Eiiiii o
nable
[ Naine Refiote SMTP
Name RematelP  Port  Timeout Interval Retries  Enabled | RemotelP  10.0.1.99
[Remote SMTP 10.0.1.9% 5 10 30 2 (] | Port 25
Remate IMAP 0.0.0.0 143 30 120 3 (=] Timeout 10
Remaote POP 0.0.0.0 110 30 120 3 o Interval 30
Remate HTTP 0.00.0 BO 30 120 3 [x] X
. - Retries 2
Interface monitor 120 3
Local hard drives 120 3 [ ]
F:=RTINET . . .
e - © Fortinet Inc. All Rights Resenved. 20
Training Institute

The HA service monitor provides an optional way to verify the status of the active device, beyond that of the
heartbeat interfaces. On the standby device, the service monitor can check the status of the network services
running on the active device, such as SMTP, POP, IMAP, and HTTP. A failure of any of these services can
then be used in the decision to trigger a failover event. Likewise, on the active device, the service monitor can
monitor the proper operation of network interfaces and local hard drives.

You should configure each device independently with the appropriate service monitors for the situation.
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Knowledge Check

1. Which statement about active-passive HA clusters is true?
A. Configuration is merged and shared between the two devices.
B. Both devices listen and answer requests on the same VIP.

Y C. In active-passive HA clusters, failover protection happens with minimal data loss.
D In active-passive HA clusters, both units process email.

2. Why should you enable port monitor for a network interface in an HA cluster?
A. To allow FortiMail to send an SNMP trap in case of interface failure
B. To dynamically change routing to a different port as needed
C. To collect port statistics for troubleshooting

w/ D. To monitor a network interface for failure

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 21
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Lesson Progress

/ FortiMail HA

/ Config-Only Mode

'. ( Active-Passive Mode

3 Managing FortiMail HA Clusters
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Good job! You now understand active-passive mode.

Now, you will learn about managing FortiMail HA clusters.
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Managing FortiMail HA Clusters

Objectives

« Monitor a FortiMail HA cluster centrally
« Manage HA operations on clustered devices

« Upgrade FortiMail cluster firmware

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in managing FortiMail HA, you will be able to manage HA operations on
clustered devices and upgrade a FortiMail HA cluster.
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Monitor a FortiMail HA Cluster Centrally
System > FortiGuard > MSSP * Only available on an MSSP license

Ucenst  AniVins  AniSpsm  URLProtection  GeolP Override + Status, performance, and statistics from all cluster
members available on the primary device
* Also enables cross-device log search

MSSP Option

I(‘a Enable HA centralized monitor I

P Enable maillfox accounting service

) Enable domn group support

D Enable histofy log access for domaln level administrator

n Daﬁht - _
s Fortngew » Lo e e T e T
€ Monigr >
3 System Information
ila Centralized Monitor
Device - Up Time Wersion Confgured
1 whAHLA)
FEVMOSOOOOE! o0 o e oA
bl Statistics IntwrnaiMail iy 3d1hTm 2z ):;Jo-l:; primany
feti whACA)
Threat Statistics Mt o lwvgo;ml o rANA . .
Ha Log Search
€ system > System Resource s
Paevice cP Mhemory Hoad lng sl
& Domain & User >
. IrgernadMail o 4% 0% 0% o
& Pblf\-' . InternaltMailSeconday o A ™ o o
1= profile >
| & Security >
F:=RTINET _ _
© Fortinet Inc. All Rights Reserved. 24
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The centralized monitoring features is only available once you apply an MSSP license. The Centralized
Monitor menu allows you to monitor the state and activity of each HA cluster member, including CPU,
memory, disk usage, email throughput, and other mail statistic summaries on the primary FortiMail device in
an HA cluster. You can also perform cross-device log searches across all cluster units from the primary
FortiMail.
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HA Status Management
System > High Availabiity > Status

Configuration
Configured OperatingMode  Primary [ contgumation Confguration
T " Configured OperatingMode  Secondary
Effective Operating Mode Off " eni
8 Configared Operating Mode- | Pricusry Effective OperatingMode  Secondary
Eftective OperatingMode | Primary
o~ Detail Status. (Current time: Man, 06 lun 2022 01:22:53 POT)
Action &~ Detail Status (Current time: Mon, 06 Jun 2022 05:03:59 PDT) Manitar
Next chrck: Mon, 06 Jun 2022 01:22:58 POT
Restart the HA system... » = E = Faares 5
_ Contguration
100111 © | FEVMO10000067341  Synchronized Laast symchronization: Mon, 06 Jun 2023 01:2:55 POT
Data

| Lastsynchronization: Mon, 06 Jun 2022 01:21:53 POT

P SN Secondary Primary
100111 @ FEVMOI0000067341 Synchronized Synchronized
Action &
‘Start configuration swe.
Swdtch to primary mode.,
e
FE:RTINET ©Fortinet Inc. All Rights Reserved. 25
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On the HA Status page, you can perform management tasks such as restarting the HA system, starting
configuration synchronization, promoting or demoting devices, and removing a device from the cluster. The
Daemon status section displays messages about the status of the cluster.
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HA Status Management (Contd)

» Dashboard status widget
» Shows configured and effective status
« Indicates HA failure or configuration sync problems
* For display only, changes must be made under System > High Availability

Console m Console
System Information System Information
Serial number FEVMO10000067342 Serial number FEVMO10000067342
Up time 18 day(s) 2 hour(s) 20 minute(s) 49 second(s) Up time 18 diay(s) 5 houris) 54 minute{s) 47 second(s)
System time Maon, Jun &, 2022 01:28:17 POT System time Mon, Jun &, 202205:02:15 POT
Reboot time Wed, May 18, 2022 23:07:28 POT Reboot time Wed, May 18, 2022 23:07:28 POT
Firmware version V7. 20(GA Feature), bulld338, 2022.05.09 [Update..] Firmnweare version v7.20(GA Feature), bulld338, 2022.05.09 [Undate...]
Systurn confg ation [Backun..] [Restore..] System configuration [Backup..| [Restore..]
Operation mode Server - Operation mode Server b
Administrator admin (2in total) [Details | Administrator admin (2 in total) [Details..]
A status Configuredt Primary, Effective: Primary & | [HAstztus Configured: Primary. Effective: Failed
Log disk Capacity 48 GE, Uced 32 M8 (0.07%), Free 48 GB Log disk Capacity 43 GO, Used 32 MEB (0.07%), Free 43 C0
Mailbo disk Capacity 193 GB, Used 546 MB [0.26%), Free 193GB Mailbe: disk Capatity 193 GE, Used 546 MB [0.28%), Free 193 GB
Email throughput 0 per minute (last Spam: 0, Not Spame 0 messages per minute Email th ty 0 per minute (last 50 minutes) Spame 0, Not Spame 0 messages per minute
©ZRTINET © Fortinet Inc. All Rights Reserved. 26
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The HA status section on the system information widget in the dashboard displays the configured and
effective state of the HA system, problems with synchronization, or if a failure needs investigation.

You can make changes to the HA configuration under System > High Availability.
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Firmware Upgrade Procedure

+ Active-passive clusters
+ Upgrade the secondary device and wait for it to reboot
« Upgrade the firmware on the primary device
« The primary device halts email processing and sends an interrupt to the secondary device to prevent
failover during upgrade
= After the firmware upgrade completes, normal HA and email operations resume

* Config-only clusters
+ Upgrade each secondary device individually
« Upgrade the firmware on the primary device

F':-:FlTIl'IET' © Fortinet Inc. All Rights Reserved 27
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Before performing a firmware upgrade, check the release notes to make sure you follow the supported
upgrade paths, and to note any major changes that may be applicable to your configuration because of the
upgrade.

In an active-passive cluster, start by upgrading the secondary device. The upgrade causes FortiMail to reboot.
This procedure won't affect the primary device's email processing capabilities. After the secondary device
restarts, upgrade the primary device. The primary device stops all email processing and sends a signal to the
secondary device to prevent a failover. After the upgrade on the primary device finishes, normal HA and email
processing operations resume.

For config-only clusters, you must upgrade each device individually. Upgrade all the secondary devices first,
and then upgrade the primary device.
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Knowledge Check

1. In an active-passive cluster, which device should you upgrade first?
A.  Primary device

B Secondary device
C. Order does not matter
D Upgrade all simultaneously

2. In a config-only cluster, which device should you upgrade first?
YA Upgrade secondary devices individually

B. Order does not matter

C. Upgrade all simultaneously

D. Primary device

F::RTINET
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/ FortiMail HA

/ Config-Only Mode

'. ,/ 'Active-Passive Mode

,/ Managing FortiMail HA Clusters
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review

Identify FortiMail HA modes and their benefits

Differentiate the synchronization behavior between HA modes
Identify requirements for config-only cluster implementation
Configure config-only FortiMail clusters

Identify requirements for active-passive cluster implementation
Configure active-passive FortiMail clusters

Manage HA operations on clustered devices

Monitor FortiMail HA clusters

Upgrade FortiMail cluster firmware

€ R ALK SR«
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to identify various HA modes and
differentiate synchronization behavior between HA modes.
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Server Mode .

"2 FortiMail 7.2

Last Modfied: 14 September 2022

In this lesson, you will learn how to deploy and configure FortiMail in server mode.
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Lesson Overview

- Implementation Requirements

. Server Mode Configuration

Server Mode User Experience
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In this lesson, you will learn about the topics shown on this slide.
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Implementation Requirements

Objectives

+ Establish network topology and DNS requirements
+ Configure access receive rules for bidirectional email flow

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding network topology requirements and traffic flow rules, you will
be able to deploy FortiMail in server mode.
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Server Mode Review

+ Full-featured MTA functionality

+ User mailboxes stored locally

* Mailbox access provided by POP3, IMAP, or webmail

* Route and host SMTP traffic for all protected domains directly to FortiMail

- Remote email systems
(A=

|

0

Iﬁ"ternet

.

Local email users
| DNS

Server mode FortiMall g <~
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After you configure FortiMail to operate in server mode, FortiMail provides all the services of a full-featured
mail transfer agent (MTA), along with all the FortiMail security benefits. The user mailboxes are stored locally,
and user access is provided by POP3, IMAP, or webmail.

Just like you would in gateway mode, you should route SMTP traffic for all protected domains directly to
FortiMail by publishing the necessary mail exchange (MX) records in DNS. These MX records typically
resolve to an external IP address that you should set to the destination network address translation (DNAT)
on the perimeter firewall for the FortiMail IP address.

After the email message arrives at the FortiMail server, FortiMail inspects it and, if it is clean, delivers it to the
recipient’s local mailbox.
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L
* Inbound (email destined to a protected domain) - Relay
+ Access receive rule not required for inbound email
+ Outbound (email not destined to a protected domain) - Reject
» Access receive rule required for outbound email if sender is unauthenticated
Access Control Rule
Enabled [ &
Sender: User Defired -
)M/ Usc!Dc;l;d ~
inteisat Scurce; IP/Netmask -
- |- 100.1.0/24
")’J - / M 2 B Regular Expression
Protected domain:{inlernal . 1ab W [Fthentication status: | Authenticated ~]
TLS profile: ~Mona-- w o New.
Action: Relay »
Comments:
F:=RTINET . .
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For server mode implementation, inbound email doesn’t require access receive rules. By default, FortiMail
accepts all email destined for protected domains. However, to allow outbound email from you local users, you
still must configure the appropriate access receive rule. To prevent unauthorized relaying, you should
configure authentication enforcement when you set up access receive rules for server mode. For more
information about authentication enforcement, see the Authentication lesson.

For more information about access control rules, see the Access Control and Policies lesson.
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Knowledge Check

1. In which operation mode are user mailboxes stored on FortiMail?
A. Gateway mode
B. Mailbox mode

< C. Server mode
D Transparent mode

2. Which implementation task is required to deploy a server mode FortiMail?
A. Configure an external MTA for email inspection and routing

' B. Route SMTP traffic for all protected domains directly to FortiMail
C. Configure RIP to route SMTP to FortiMail
D. Register users’ email addresses in FortiMail

F::RTINET

L = © Fortinet Inc. All Rights Resenved. B
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Lesson Progress

v Implementation Requirements

' Server Mode Configuration

| Server Mode User Experience
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Good job! You now understand the implementation requirements.

Now, you will learn about server mode configuration.
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Server Mode Configuration

Objectives

+ Configure and manage mail users

+ Configure resource profiles for user account quotas and
privileges

+ Configure remote storage for mail data
+ Configure and manage global, domain, and user address books

F::RTINET
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After completing this section, you will be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring service settings, mail servers, quotas, accounts, and more, you
will be able to configure FortiMail server mode options.
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- Domain-level service settings %
ail
control:
R . Other
« Account limit for each domain Dot faines: | intar
« Disk quota for each user & ik Webmail theme: Use system settings ~
x . ptions H 9 e 2 -
+ Mail access options for users VSIS i
. User profile: Maximum message size (KBJ: 204800 =
* Useful for managed security OB Mallroutingpr|  Atemeticsyodd new users tosddres book: | Domeln =
sewice pl‘OVider (MSSP) bi"ing (B Scanoverride | SMTP greeting (EHLO/HELO) name (as client): | Usesystem hostname
1P pool: --None-- ¥ Direction: Delivering ~
models
& Advanced Settings| (® Remove received header of outgoing email
Quarantine Repord @O Use global bayesian database
e Bypass bounce verification
etting
Sender Address Rd O SeviceSettings
l Enable domain level service settings [ o] |
Email account limit: 10 -
Max user quota (MB): 1000 -
Mail access: © Webmail € POP3 © MAP
Webmail service type: Full Service -
Limmvted Sarvice
F:=RTINET . .
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In a server mode domain configuration, you can define domain-level service settings to control the account
limit for each protected domain, disk quota for each user, and the mail access options for users.

These settings give you granular control in environments where FortiMail may be hosting many domains at
the same time, such as a managed service provider.

For more information about how to configure protected domains, see the Basic Setup lesson.
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User Management Review

+ Configure users to authenticate locally or remotely using LDAP or RADIUS
« End users can manage their own preferences in the webmail interface

m User Preference PKTUSEF

(K] 2 | M B Export CSV <] Import CSV
= T | [ 1 Records per page: | 50 « Domain: | internallab -
UserName Display Name  Authenticat| New User
userl Mail User 1 LDAP: Interr|
Uses : or 3
user2 Mail User 2 LDAP: Interr] edvcias s
internallab -
ationtype: [ Local v
Password;
Display name: i
RADRIS
(B Cancel
F::RTINET
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In server mode, you must set up a user account for each end user. You can configure these user accounts to
authenticate locally or remotely using LDAP or RADIUS and an appropriate authentication profile. For more

information about authentication profiles, see the Authentication and Encryption lesson.

Creating a user account in server mode creates the user’s mailbox, which handles both regular email and the

spam quarantine.

Create users on the User tab and manage user preferences on the User Preferences tab. End users can

manage their own preferences when they login to the webmail interface.
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Resource Profiles

« Allows policy-level control of user

account options

« Disk space quota

« Webmail access options
Address books permissions
« Personal quarantine
« Email retention periods

+ Must apply using recipient-based

policies
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'4 Domain

New...

Profile name Res_Default
Fsd Comment

(%)
Profile Name
Disk quota [MB) | 1000

Res_Default
M) User account status

B €O Webmail access

& User preference access
0 Autoreply
O Auto forward
) Message filter
0 |die timeout
O Automatically check for new message

B Address book access

B System
B pomain

D) Quarantine attachment download

) Mobile device access

B Personal Quarantine
D Send quarantine report
0 Web release
B Email release
O BCC released emall €

WD Safelist cender of released mescage

I Safelist recipients of outbound message

& Emall Retention

Regular folders (days):
Quarantine folder (days):
Sent folder [days):

Trash folder (days)k:

0

14

0 -
14

{ 0 means unlimited )

© Fortinet Inc. All Rights Reserved.

Resource profiles allow you to control user account options at the policy level. You can define disk space

quotas, webmail access options, address book permissions, personal quarantine, and email retention periods.
Use recipient-based policies to apply resource profiles.

For more information about recipient-based policies and other policies, see the Authentication and Policies

lesson.

For more information about other inspection profiles, see the Session Management, Antivirus and Antispam,

and Content Inspection lessons.
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Mail Storage
+ FortiMail can store email either locally or on an external NAS device using NFS or iSCSI
+ See the FortiMail Administration Guide for a list of supported NFS servers

Mall Server Setting Relay Host List Disclalmer Disclalmer Exclusion List Preference

& Optlon
Local m
Protocol | NFS -
Hostname/IP addresd
Port iSCS| Server
Directory .

Centralized Quarantine
Centralized IBE

Apply Cancel
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Because FortiMail maintains user mailboxes when operating in server mode, the amount of storage FortiMail
needs when operating in server mode can be far greater than it is in other operating modes. When you install
FortiMail in server mode, you must decide whether to use the FortiMail internal storage or an external storage
solution. In some configuration scenarios, such as configuration-only high availability (HA) clusters, external
storage for user mailboxes is a requirement when FortiMail is operating in server mode.

See the FortiMail Administration Guide for a list of supported network file share (NFS) servers.

For more information about FortiMail clustering, see the High Availability lesson.
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managed by the administrator —
« System: System wide; managed SE T
by the administrator R —
* Personal: Managed by the user b =
( Mail routing profile: | --None Webmail theme: Use system settings ~
OB Seangyerrhle profiee, ~Nono~ Webmail language: --Default— -
£ Advanced Settings Maximum message size (KB): 204800 el
Quarantine Report Setting jﬁ.utomatl'call‘vaddnewuserstoaddlessbook: Domain - 1
SMTP greeting (EHLO/HELO) name (as client): | Use system host name =
IP pool: -None-- « Direction:| Delivering
B Remove received header of outgoing email

@ Use global bayesian database

Bypass bounce verification

£ Service Settings
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There are three levels of address books—personal, domain, and system. The user manages their own
personal address book. The administrator manages the domain address books, which contain entries of users
within a particular protected domain. The administrator also manages the system address book which is
provided as read-only to users across all domains.

While the webmail interface provides direct access to address books, third-party email clients, such as

Outlook and Thunderbird, can access address books using the LDAP protocol. The FortiMail server contains
an embedded LDAP server that acts as a bridge for address book access.
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Webmail Address Book Access

T oo

4 New.. [#Edit. Jiy Delete 4 Move » @ Policy Lookup..

2« < 1== /1 » *» Recordsperpage: 50 + Domain:| --All- -
R Profi
it Content Resource
Domain

L Profile name Res_Default
Comment

Disk quota (MB) | 1000

~ AllFoldars

O User account status
8 O Webmail access

O User preference access

O Autoreply

O Auto forward

O Message filter

O idie timeout

O Automatically check for new message
€ Address book access

€ system

€ pomain
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System

Domain

End users always have access to their personal address books. Access to the domain or global address
books depends on the matching resource profile.
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LDAP Mapping

+ Populate global or domain address

books from an existing LDAP ‘Domain & User > Address Book > LDAP Mapping.
SeI'Ver Contact Contact Group ‘

+ Create the mapping profile to map | & [ | @ e
LDAP attributes to address book | ™™™ Moesm

fields Mapping COntent: | ) Contact Field LDAP Attribute +-
Email {Work) - madl
Display name - o
Phane (Work) v || tetephonehumber
Department - department
Title /|| tud

LDAP query filter:
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You can populate the system or domain address books by retrieving entries from an existing LDAP server.
The mapping profile maps attributes from LDAP to address book fields. The LDAP attributes differ, based on
the LDAP server architecture. The example shown on this slide uses attributes from a Windows Active
Directory LDAP server.
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Resource Settings Im
Enable WebDav 0 [FEdie.
Enable CalDav_ O 2« 1= |/ 1 Recordsperpage: 50
Calendar Resource
Free Busy Information Search Location Name
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VD/SNAME%@¥%SERVER%.vib Name: agle @| internallab i
Type: Room v
Display name: Agile Board Room
For Lightning: hittps://int lab "
s ¥t " Description: Board Room Booking Schedule
Management usgks: | userl@internal.lab Q-+
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To support calendar sharing, you must enable the sharing protocols. The calendar service also supports
resource management, such as meeting rooms and equipment.

Of the two most popular email clients, only Thunderbird implements full, real-time calendar syncing because
of its support of CalDAV. Outlook users can publish their local calendar to the FortiMail server and subscribe
to other calendars using WebDAV, but their local, personal calendars remain owned by Outlook. Outlook
through WebDAYV does provide full functionality to schedule meetings and view free or busy status.
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Knowledge Check

1. Which FortiMail feature is available only in server mode?
A.  Webmail interface

( B. Calendar resource management
C. Spam email detection
D. DLP

2. By default, a server mode FortiMail user has access to which address book?

A. Domain
B. System
¥ C. Personal
D. Global
F::=RTINET
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v Implementation Requirements

«f Server Mode Configuration

| Server Mode User Experience
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Good job! You now understand server mode configuration.

Now, you will learn about the server mode user experience.
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Server Mode User Experience

Objectives

+ Configure and manage end-user features

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding the server mode webmail interface features, you will be able
to configure and manage those features for end users.
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Webmail Interface

&2 FortiMail E & Mailusert~

Quick Filter  --None--

# Compose Mail

All Folders

Disk usage 0 KB Total space 2.0 GB

Drafts
Bulk
Trash

Encrypted Email

e
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The server mode webmail interface comes with all the standard mailbox features. Spam email is sent to the
Bulk mailbox folder and identity-based encryption (IBE) email is sent to the Encrypted Email folder.

To access account settings, in the top-right corner of the screen, click the account settings icon.
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Auto Reply Setting

* The start and end date sets the duration O Seatiitie BT

for the auto reply N

(» Enddate &) -

« Auto reply interval controls how often a

sender receives a reply Autoreply subject Message tags -
+ Specify exactly which senders should MWith value juta Reph]

receive a reply Autoreplyinterval (days) 7 -

User Preferences > Composition g e—

User Preference

; : © Only messages directly sent to me
neral Composition Security

@ Senders of the same domain
Email compasition

O Signature Irs @ Senders in personal safe list

Forward message Inline

@ Handle ‘mailto’ link

Auto reply
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ERTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 21

Email users can manage their out-of-office settings using the webmail user interface. To set an out-of-office
auto reply, click User Preferences > Composition.

Set specific start and end dates, which will prevent the user from accidentally leaving the auto reply active.

Use the Auto reply interval option to control how often a sender receives an auto reply. You can also define
exactly which senders should receive an auto reply.
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In addition to providing email services, FortiMail in server mode provides full calendar support for personal
and shared calendars; free or busy status; and the scheduling of resources, such as conference rooms and

equipment.

The webmail interface provides the user with full access to their calendars. A fully-interactive drag-and-drop
interface allows for the easy creation, editing, moving, and deletion of calendar events. Users can create
multiple personal calendars to keep their appointments organized.

Along with traditional day, week, and month views, users can view calendar entries in the agenda view, which
shows upcoming calendar events in a compact list view.
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CalDAV or WebDAV - o
+ Account
* Get service URLs _ Vo e bt Wi Ok et g WABEAY s Wb dnsi s
Dlsplay name Ma” User 1 tpes 4intS hidaviusert @nnhomai laty

from the User

. Language English
Preference section
Time zone (GMT-8:00)Pacific Timg
Secondary account = camay
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FortiMail calendars support the industry-standard access protocols CalDAV and WebDAV. This provides
third-party email clients, such as Outlook and Thunderbird, with the ability to access user calendars stored on
the FortiMail server. This allows the end user to control their calendars completely, using their email client of
choice, assuming the client supports either CalDAV or WebDAV.
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Free or Busy Status Tracking

= Share your own, or view someone else’s free or busy status
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FortiMail operating in server mode also provides users with the ability to publish their free or busy status. To
access the URL, on the calendar screen, click the account settings icon to access preferences.
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Knowledge Check
1. Which access protocols are supported by the FortiMail calendar?
< A CalDAV and WebDAV
B.  ActiveSync
C. Thunderbird Calendar Protocol
D. RADIUS
F::RTINET . . -
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Establish network topology and DNS requirements

Configure access receive rules for bidirectional email flow
Configure and manage mail users

Configure resource profiles for user account quotas and privileges
Configure remote storage for mail data

Configure and manage global, domain, and user address books
Configure and manage end-user features

R R SRR
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to deploy FortiMail in server mode.
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In this lesson, you will learn how to deploy FortiMail in transparent mode.
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In this lesson, you will explore the topics shown on this slide.
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Implementation Requirements

Objectives

+ Describe transparent mode network topology requirements
+ Configure access receive rules for bidirectional email flow
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in determining network topology requirements and configuring rules for email
flow, you will be able to implement transparent mode on FortiMail.
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+ Sits in the SMTP network path
* Intercepts email even though destination IP address isn’t FortiMail

* DNS MX record or DNAT rule changes are not required

~~ Remote email systems

’ | ' Local email users

Local email server

Iﬁternet_ .

L=
A

N . Public DNS
Transparent ;
mode FortiMail
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In transparent mode, FortiMail sits in the email path to intercept email traffic transparently, based on the
destination IP address, and perform the antispam and antivirus scans. In the example deployment shown on
this slide, FortiMail isn’t the intended IP destination of the email messages; therefore, no DNS or DNAT rule

change is required.

In some environments, such as large managed service providers (MSP) and carriers, the infrastructure
changes required by the other deployment modes are impractical. Because of these constraints, MSPs and
carriers usually deploy FortiMail in transparent mode.
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Transparent Mode

Access Receive Rule Review

* No rules required to handle inbound email
« Access control rule required to allow outbound email

Access Control Rule
Status [ ®]
Sender User Defined
*@internallab
Recipient User Defined
Source IF/Netmask
100.1.99/32
N‘% . Rev pattern
Transparent “S.. < : .
I f Authentication status Any
Protected domain: finternal.lab| [10.0.1.99] TLS profile —None--
- Action Relay I
Mail I =
server omment

(O Regular Expression

+
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In transparent mode, like all other deployment modes, no access receive rules are required for inbound email.
By default, FortiMail accepts all email destined for protected domains. However, to allow outbound email, you
must configure the appropriate access receive rule. You must create access receive rules if you intend to use

FortiMail to scan outbound email.

For more information about access control rules, see the Access Control and Policies lesson.
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Knowledge Check

1. What is the primary motivator for deploying FortiMail in transparent mode?
A. DNS records do not need to be updated.
There is no message queuing feature, so mail delivery is expedited.
No configuration is necessary on FortiMail.
Transparent mode has all the features of gateway mode FortiMail, as well as better performance.

oo w®

2. No access receive rule is required for inbound emails in transparent mode.

A. False
v B. True
F::ERTINET
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< Implementation Requirements

() Transparent Mode Configuration

Deployment Examples
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Good job! You now understand the implementation requirements of transparent mode.

Now, you'll learn about transparent mode configuration.
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Transparent Mode Configuration

Objectives

+ Configure bridge and out-of-bridge interfaces

+ Configure transparent mode protected domain options
+ Configure transparent mode mail routing features

+ Configure transparency
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in transparent mode configuration, you will be able to apply specific
transparent mode configuration options.
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Built-In Bridge
* By default, all FortiMail interfaces are members of a built-in bridge

* Management |IP permanently tied to port1
+ Uses the management IP for all management and FortiGuard-related traffic
» Bridge member interfaces belong to the same subnet as the management IP

5 +New,.. :ﬁ

Name

port2
port3
portd

Interface Link Monitor

portl/Manageme...

Type

Physical
Physical
Physical

Physical

Routing

DDNS Port Forwarding FortiGate Traffic Capture

Bridge Member IP/Netmask

0000

10.200.1.98/24

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

IPv6/Netmask

A0

0
=0
=/0
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By default, all interfaces are configured as a bridge in transparent mode. You must assign the management IP
statically to port1. The management IP is used for all management-related traffic as well as FortiGuard
communication. Bridge member interfaces must belong to the same subnet as the management IP of port1, if

assigned an |IP address.

The built-in bridge forwards everything, not just SMTP traffic. Therefore, you can deploy transparent mode
without having to make extensive topology changes. All SMTP traffic is picked up for inspection, and any non-
SMTP traffic is bridged across the interfaces.
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m Link Maonitor Routing NS Port Forwarding FortiGate Traffic Capture
S | FNew. || Hicoe. | @ Edit Interface
Mame Type Bridge Member  IP/Netmask IPv6/Netmask
portl/Manageme...  Physical o 10.200.1.98/24 0 Interface name: port3 (00:0c:29:a8:89:b8)
port2 Physical ® 0.00.0/0 /0
port3 Physical o 192.168.3.99/24 ) & Addressing Mode
portd Physical ] 0.00.0/0 0 Do not associate with management 1P @
IR/N k 192.168.3.99 I
1Pvé/Netmask: /0 -
£ Advanced Setting
8 SMTP Proxy
Cancel
ﬁ;:.‘:grl.snt.ﬁl; © Fortinet Inc. All Rights Reserved. 10

You can remove any interface, except port1, from the built-in bridge. This allows FortiMail to access more
than one subnet if the topology design requires it. Make sure you configure any additional static routes or
define the gateway address for the new subnet.
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Out-Of-Bridge Interface Scenario

10.200.1.0/24 Fartibail

portil™
10.200.1.98/24 S

© Fortinet Inc. All Rights Reserved.
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In the example deployment shown on this slide, port1 and port2 are bridge members and are processing
email for the exmapleA.com domaininthe 10.200.1.0/24 subnet. port3 has been removed from the

bridge and connected to the 192.168.3.0/24 subnet to process email for the exampleB. com domain.
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Protected Domains

* Transparent mode domain configuration are similar to gateway mode

+ Configure the settings in Transparent Mode Options to define the network interface to
which the SMTP server is connected

FortiMail
Domain name Internet
Is subdomain  * Sy
Mol domain . R,g &
Relay type 10.200.1.0/245
IS‘-HF‘acIm 10.200,1.99 Port| 35 [Test.] I
e ’/\
F e oS Q/ “"‘i:\\
Fallback SMTP server Part| 25 [Test.] =
D Use SMTPS

B O Relay Authentication
Local Mail Server

B Recipient Address Verification

@ Transparent Mode Options

This server s on port2 - internal_lab

10.200.1.9%

Hide the transprarent box = J

Use this domain's SMTP server to deliver the mail (3

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

Configuring a transparent mode protected domain is like configuring a gateway mode protected domain. You
must configure the domain name and provide the backend server IP address in the SMTP server field.
However, in transparent mode you must also define the interface that the SMTP server is connected to.

Expand Transparent Mode Options and then, in the This server is on drop-down list, select an interface.
This ensures FortiMail forwards all inspected email using the correct interface.

For more information about protected domains, see the Basic Setup lesson.
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Relay

* FortiMail can use its built-in MTA to route SMTP sessions
+ Ignore original destination set by the SMTP client and uses its own MX record lookup to deliver email

+ Can queue undeliverable messages and generate delivery status notification (DSN)
email messages

* Default implicit method of handling sessions
» The built-in MTA is used even though SMTP clients don’t explicitly establish a connection to it

F::RTINET
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When operating in transparent mode, FortiMail has two methods of handling an SMTP session—proxy or
relay. Depending on the topology setup, these two methods can produce vastly different results in email
routing.

When using the built-in MTA to relay email, FortiMail uses MX record lookups to deliver email. Using this
method, FortiMail can queue undeliverable messages and generate DSNs. The built-in MTA is used implicitly.
This means SMTP clients don’t explicitly establish a connection to it. This is also the default method for
handling SMTP sessions in transparent mode.
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Proxy

+ FortiMail proxies a connection if you enable the proxy options applicable to the
connection’s directionality

« If you disable these settings, FortiMail uses the built-in MTA to relay email

_ b

MullServer Setting ReloyMostlist  Disclsimes  Disclaimer Exisionlist  Preference  Sterage
Domain name internallab

For oulgeing SMTP connextions Iz subdomain O

- rrrey |
I e client-specified SMTF server to send emall ‘l Main domain

Relay type Host
SMTPserver, 100,199 port| 25
(B Use SMTPS
Fallback SMTP server port| 25
{® Use SMTPS
(O Relay Authentication

[Test.l
= [Test.d

Comment

E} Recipient Address Verification

B Transparent Mode Options

This server is on

Hide the transparent bax > ]

Fh:HTInET © Fortinet Inc. All Rights Reserved. 14
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FortiMail has two transparent proxies: an incoming proxy and an outgoing proxy. When configured to use the
proxies, FortiMail doesn’t do any DNS lookups of its own, and only attempts to deliver the message to the
destination specified by the SMTP client. The incoming proxy supports message queuing; however, the
outgoing proxy does not. Therefore, when using the outgoing proxy, FortiMail can’t queue undeliverable
messages or generate DSN email messages.

You can enable the proxy separately for each message flow direction. For outgoing sessions, on the Proxies
tab, select Use client specified SMTP server to send email. For incoming sessions, on the Domains tab,
select the Use this domain’s SMTP server to deliver the email.

If you disable these options, FortiMail uses the built-in MTA to relay email.
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Transparent Mode

L
* Destination IP matches SMTP server - incoming connection
+ Destination IP does not match SMTP server - outgoing connection
FortiMail
5 1P 10.0.1.99 Domain name: internallab
Irc : AR - " r
Internet W‘h R TR TSTS R 9] I:'sl.lbrinmam »
- ain domain: B
Relay type: Host
[ sMTPserver: 10.200.1.99 Porti| 25 = |[Test.]
B Use SMTPS
Fallback SMTP server: Port:| 25 == |[Test.]
B Use SMTPS
Local Mail Server B @ Relay Authentication

Recipient Address Verification
Transparent Mode Options
This server is on port2 -

Eernal Tab Hide tl:u: trans.f.\alrenl.box - . ;

10.200.1.99 Use this domain’s SMTP server to deliver the mail &)

F:=RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 15

At the network connection level, directionality is determined if the destination IP address of the IP header

matches the defined relay server.

If the destination IP address matches a protected domain’s SMTP server IP address, then it is an incoming

connection.

If the destination IP address does not match any protected domain’s SMTP server IP address, then it is an

outgoing connection.

Unlike application-layer directionality, connection-level directionality does not consider the email’s recipient
domain (RCPT TO:). This can sometimes mean that the session direction is not the same as the email

direction.
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Session Direction vs. Email Direction
Remote MTA
@ 1 external.lab
: SMTP Serﬁvg\r: 100.64.1.252
[ 'l 2
rporate Internet
cFetwolk_ =
e " Public
e e - - ~ DNS
—————— 2 s
ntermal Mo/ AU, O Ss—-o===== = Internal mail relay
Shrvers |_' internal.lab
. - 10.200.1.252
10.200.1.249 FortiMail in transparent mode
Domain: internal.lab
SMTP Server: 10.200.1.252 _
DST IP: 10.200.1.252
- RCPT TO: userf@external.lab
Tl'iflfl?g'll-:snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 16

The example deployment scenario shown on this slide illustrates the difference between application-layer and
network-layer directionality.

In this network, there is an internal mail relay server with the IP address 10.200.1.252. All inbound email
from remote MTAs for the internal.lab domain are delivered to this relay server. All outbound email
generating from the internal mail servers also must flow through this relay server. Therefore, the transparent
mode FortiMail is deployed in front of the internal mail relay server, and configured to protect the
internal.lab domain with the SMTP server 10.200.1.252.

Users connect to an internal mail server to send an external email. When that email is sent to the internal
relay server, it arrives at FortiMail with a destination IP of 10.200.1.252, and a recipient domain of
external.lab. According to FortiMail’s directionality rules, this is an inbound connection sending an
outbound email.
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Session Direction vs. Email Direction (Contd)

Remote MTA
external.lab
SMTP Server: 100.64.1.252

Corporate
network e
- g
| Public
- DNS
i

Internal mail servers
10.200.1.249

(= Internal mail relay
|.__ I!.. internal.lab
N 10.200.1.,252

ortiMail in transparent mode
Domain; internal.lab

Mol Server Settings  RelwyMostlst  Obclaimer  Discisimer Exchnlonlist  Storage m SMTP server: 10.200.1.252
For auigoing SMITF conrections
IL}'.rLIIﬂ'I sppecifieat SMTH wmrvrs to serd nma d‘._'] 550 D e p

RCPT TO: user@external.lab

F::RTINET
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The internal mail relay server will query the public DNS server to resolve the external.lab domain. If Use
client-specified SMTP server to send email is enabled, then the transparent mode FortiMail device will
route the email message based on the destination IP that has been resolved by the internal mail relay server,

which in this example is 100.64.1.252. If not, FortiMail performs its own lookup and attempts to deliver the
mail.

FortiMail 7.2 Study Guide 435



Transparent Mode

DO NOT REPRINT Brave-aumps.com

CODRTINET
JINTIINL ]

-—
Session Direction vs. Email Direction (Contd)

Remote MTA
§: external.lab
I" : SMTP Server: 100.64.1.252

2 o

Corporate
network

<

------ N

Internal mail relay
internal.lab
~ 10.200.1.252

P
Internal mail servers Il
10.200.1.249 e i

FortiMail in transparent mode
Domain: internal.lab
SMTP server: 10.200.1.252 _

DST IP: 100.64.1.252
=RCPT TO: user@external.lab
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When the email message is sent to the remote MTA server, it arrives at FortiMail with a destination IP
address of 100.64.1.252, and a recipient domain of external . lab. According to FortiMail directionality

rules, this is an outbound connection sending an outbound email.
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Transparent Mode Mail Routing

* The Mailer column in the history log indicates which subsystem handled the connection:
« mta: The connection was handled by the built-in MTA
« proxy:. The connection was handled by either the incoming proxy or the outgoing proxy

Destination IP Recipient Domain is a: Configuration m

Protected domain

(inbound email) A Suit-ia MIA
SMTP server Incomin
(inbound session)  Not a protected domain Use this domain's SMTP server to deliver the mail enabled proxy 9
(outbound email)
Use this domain's SMTP server to deliver the mail disabled Built-in MTA
Not a SMTP server Use client-specified SMTP server to send email enabled pO:;tf;lng
(outbound session) % - - s o
Use client-specified SMTP server to send email disabled Built-in MTA
FE:EHTlnET © Fortinet Inc. All Rights Reserved. 19
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The table on this slide shows which sessions are handled by the built-in MTA, and which sessions are
handled by the proxies.

Any inbound session with an inbound email is always processed by the built-in MTA, regardless of the proxy
configuration.

Any inbound session with an outbound email is processed, depending on the proxy configuration.
Any outbound session processing also depends on the proxy configuration.

To determine whether a connection was handled by the built-in MTA or one of the proxies, in the history log
messages, view the Mailer column.
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]
Connection Pickup

+ To perform inspection on specific mail flows, the administrator must enable connection
pickup on the interfaces

Link Monitor Routing DNS DDNS Part Farwarding FortiGate Traffic Capture
o dNew. [#
Name Type Bridge Member IP/Netmask IPvé/Netmask |
Edit Interface
portl/Manageme.. | Physical (] 10.200.1.98/24 =0
port2 Physical e 00.0.0/0 =0 Interface name: port1 /Management IP { 00:0c:29:28:8%:a4)
port3 Physical (] 0.0.0.0/0 /0
port4 Physical ) 0.0.0.0/0 /0 O AddressingMode
IP/Netmask: 10.200.1.98 /| 24
IPvé/MNetmask: | = /0
£ Advanced Setting
(@] sMmTPProxy
Incoming connections: Proxy -
Outgoing connections: Pass through -
Local connections: O
o = © Fortinet Inc. All Rights Reserved. 20
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Each interface’s SMTP proxy settings define which email flows are picked up by FortiMail. The terminology
used here can be confusing at first, because the settings reference proxy. Don’t confuse this with the previous
discussions about the transparent proxy versus built-in MTA. For each interface, you can select an action for
each direction of SMTP sessions.

When you select Proxy, FortiMail will inspect the email messages that arrive at the interface. If you select
Pass through, FortiMail forwards the email message to its original destination without any inspection. If you
select Drop, FortiMail drops the email message.

The Local connections setting controls whether clients can connect to that interface for FortiMail services

like webmail access, IBE access, and the administration interface. How you configure these settings depends
on your FortiMail setup.
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+ Sessions should be picked up closest to the source
Inbound Outbound
porti port! exampleA.com
FortiMail X
& SMTPProxy & SMTP Proxy

Ilncomlng connectlons: | Proxy v I Incoming connections: Pass through -

Outgoing connections: | Pass through - | Qutgoing connections: | Proxy v

Local connections: » Local connections: [ &
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 21
Tralnlng Institute

When configuring SMTP proxy pickup, it is important to make sure that you aren’t scanning the same traffic
twice. A good rule to follow is to pick up sessions closest to the source.

In the example deployment shown on this slide, port1 is the closest interface to the source for all inbound
email (internet); therefore, port1 incoming connections are proxied. port2 is the closest interface to the
source for all outbound email; therefore, port2 outbound connections are proxied.

Note that this rule might not apply to all deployments. For example, a transparent mode FortiMail without any
protected domains would need to proxy only outgoing connections, since all email for that specific deployment
would be considered outgoing.
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* Regardless of the routing method used, by default, a transparent mode FortiMail doesn't

hide its presence
+ |P sessions
» Bridged interfaces use the management IP
= Out-of-bridge interfaces use the interface IP
+ SMTP envelope
+ EHLO/HELO greeting
» SMTP header
* Received: headers

* You must explicitly configure FortiMail to remove these traces to have true transparency

F':-:FlTIl'IET' © Fortinet Inc. All Rights Reserved 22
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By default, FortiMail in transparent mode is not truly transparent. Evidence of its existence can be found in the
IP headers, SMTP session banner, EHLO/HELO greetings, and email message headers.

IP sessions are sourced from the management IP, if using a bridge member interface, or the interface IP, if
using an out-of-bridge interface. This will be evident in any packet captures of email messages traversing a
transparent mode FortiMail. The SMTP session banner and EHLO/HELO greetings are also replaced by the
transparent mode FortiMail interface IP address. The email message headers will also include information

about the transparent mode FortiMail that processed the email.

You must explicitly configure transparency, whether using the proxies or the built-in MTA.
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- Transparent Mode Options in the protected domain configuration

+ Hide the transparent box
* Preserves the remote sender’s IP address and domain in all inbound sessions

Relay type: Hast -
SMTP server:| 10,200,199 Port:| 25

B Use SMTPS

Fallback SMTP sexver

O Use 5

0 O Relay Authentication

EF

Port:[ 28 =

& Recipient Address Verification

B Transparent Mode Options

port2 -

Hide the transparent box |

Use this domain's SMTP server to deflver the mall €

[+ ic Remaoval of Imvalid Q ine Accounts
O LDAP Options

B Advanced Settings

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 23
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To hide FortiMail in all inbound sessions, on the Domain tab, in the Transparent Mode Options section,
enable Hide the transparent box. This preserves the session originator’s source IP in the IP header, the
SMTP greeting messages in the envelope, and the email message headers.

FortiMail 7.2 Study Guide 441



DO NOT REPRINT

CODRTINET
JINTIINL ]

Transparent Mode

-—
Outbound Transparency

« Preserve the SMTP server’s I[P address in all outbound sessions
+ Connection Settings in a session profile
* Hide this box from the mail server

* Replicate SMTP server's SMTP greetings to preserve received headers

= Other settings menu under the Domain Advanced Settings
* SMTP Greeting (EHLO/HELO) Name (As Client)

Session Profile Other
Profile name: | Outbound_Session Webmail theme: Usesystem settings
Webmall language: ~Default-—- -
& Connection Settings
Maximum message size (KB): | 204800

Hide this box from the mail server (

f SMTP greeting (EHLO/HELO) name (as client): | Use other name v  ExtSRV.externallab

Restrict the number of connections per client per 30 minutesto: | 500

1P poal: -—~MNone-- * |Direction:| Delivering
Restrict the number of messages per client per 30 minutes to: 0
B Remove received header of outgoing emall
O Use global bayesian database
Bypass bounce verification
F::RTINET
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To hide FortiMail in outbound sessions, you need to configure a session profile as shown on this slide. This
preserves the protected SMTP server’s source IP in the IP header.

You can apply session profiles using an IP-based policy only. For more information about how to create
outbound IP policies, see the Access Control and Policies lesson.

To replicate the back-end server's SMTP greetings, and preserve email message headers, you must
configure the protected domain settings as shown on this slide. Typically, this value should be the same
HELO/EHLO greeting that the back-end mail server uses.
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Encrypted Sessions

« Transparent mode FortiMail can’t scan encrypted sessions

« Enable Prevent encryption of the session to allow FortiMail to block the STARTLS
command

|E_ Session Setting

Session action = --None-- v+ E
Message selection All A

@ Reject EHLO/HELO commands with invalid characters in the domain

(O Rewrite EHLO/HELO domain to [n.n.n.n] IP string of the client address

(@ Rewrite EHLO/HELO domain to

(@ Prevent encryption of the session

@ Allow pipelining for the session
(® Switch to SPLICE mode after 0 Seconds ~

& Perform strict syntax checking
(B ACK EOM before AntiSpam check

F::RTINET
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Transparent mode FortiMail can’t scan encrypted sessions. If the back-end server supports STARTTLS, you
must configure a session profile as shown on this slide and apply it using an IP-based policy. When you
enable Prevent encryption of the session, FortiMail blocks the STARTTLS command during the SMTP
message exchanges.

You can enable this option in a session profile and apply it using IP-based policies. For more information
about how to configure IP-based policies, see the Access Control and Policies lesson.
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Knowledge Check

1. How does the built-in bridge handle non-SMTP traffic on FortiMail operating in
transparent mode?
A. There should be at least one routed interface to allow FortiMail to process non-SMTP traffic.
B. Automatically proxies non-SMTP traffic according to firewall rules.

¥ C. Non-SMTP traffic is bridged through without any inspection.
D. Drops all non-SMTP traffic.

2. Which feature needs to be enabled for inbound email transparency?
A. Hide this box from the mail server, in the session profile

J B. Hide the transparent box, in domain settings
C. Disable header additions, in session profile
D. Hide FortiMail, in domain settings

F::RTINET
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< Implementation Requirements

'« Transparent Mode Configuration

Deployment Examples
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Good job! You now understand transparent mode configuration.

Now, you'll learn about some deployment examples.
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Deployment Examples

Objectives

+ |dentify deployment requirements for transparent mode
FortiMail in different sized networks
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding different deployment scenario requirements, you will be able
to determine how to most effectively use a transparent mode FortiMail in your network.
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SMB Example

‘ /_j Local email users
Al

"y

Local email server

PFortiGate

mode FortiMail
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Remote email systems
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Public
DNS
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In SMB deployments, the networks are less complicated. Deploying FortiMail in transparent mode is as simple
as positioning FortiMail directly in front of the local mail server. If there are no additional relay servers, then
you should use the built-in MTA for outbound connections. If there are relay servers, you should proxy

connections in both directions.
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Enterprise Network Example

Local email users

<
=

Email server B
Relay server

ode FortiMail
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). . . Remote email systems

Public DNS

30

Enterprise networks might have multiple branch offices with their own mail servers connected to the corporate

network. The challenge with these deployments is to position FortiMail where it can inspect all inbound and

outbound connections. If there is a global relay server for the whole corporate network, then you should
position FortiMail in front of the global relay server, and proxy connections in both directions. If there are no
relay servers, then you can use a methodology like the one used in SMB deployments and position FortiMail

in front of the corporate email servers.
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Service Provider Example
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~__Remote email systems

Public DNS
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|
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Transparent Mode ForfiMail Cluster -

A

For service providers, it is more common to find transparent mode FortiMail devices deployed without any
protected domains. The scope of these deployments is so large that it is not feasible to maintain a full list of

protected domains. These types of deployments usually use strict IP policy-based inspection.

Clustering is typically used to increase session handling capacity. Load balancers are used to maintain
session persistence. Policy-based routing is used to redirect all SMTP traffic to the FortiMail cluster.

When not configured with any protected domains, all emails are considered outbound by the transparent
mode FortiMail. Since there can be hundreds of subscribers with different MUA settings, the FortiMail devices

are usually configured to use only the outbound proxy, with full transparency.
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Knowledge Check

1. Why do service providers typically deploy transparent mode FortiMail devices without
any protected domains?
A. Transparent mode FortiMail devices do not support protected domains.
B. Itis not feasible to maintain a full list of protected domains for a service provider.
C. There is a limit of 10 protected domains on FortiMail.
D. Transparent mode FortiMail does not support integration with load balancers.

2. Where should you deploy transparent mode FortiMail in an enterprise network?
A. At the edge of the corporate network
B. In parallel with the internet firewall
C. Inthe DMZ, along with web and webmail servers

< D. In front of the global mail relay server

F::RTINET
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'« Transparent Mode Configuration
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Congratulations! You have completed this lesson.

Now, you will review the objectives covered in this lesson.
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Review

Configure transparency

O

different sized networks
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Describe transparent mode network topology requirements
Configure access receive rules for bidirectional email flow
Configure bridge and out-of-bridge interfaces

Configure transparent mode protected domain options
Configure transparent mode mail routing features

Identify deployment requirements for transparent mode FortiMail in

© Fortinet Inc. All Rights Reserved

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you have learned how to deploy FortiMail in transparent

mode.
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In this lesson, you will learn some useful tips for maintaining your FortiMail device.
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. System Maintenance

' System Monitoring
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In this lesson, you will learn about the topics shown on this slide.
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System Maintenance

Objectives

+ Perform local storage management tasks

+ Verify FortiGuard service status

* Monitor system resource use and network interface status
+ Back up and restore system configuration and mail data
Reset FortiMail configuration
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Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in performing system maintenance, you will be able to effectively maintain
FortiMail operation.
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FortiMail Storage Structure
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FortiMail stores stateful information in three separate areas of storage.

The flash memory stores the FortiMail firmware, current system configuration, and the certificate store.

The log disk stores all log data in a dedicated fixed-size partition.

The mail disk is used for mail transfer agent (MTA) queues, system quarantine, user data and quarantines,
user mailboxes (server mode), identity based encryption (IBE) messages, and runtime data.
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Storage Partitioning

* By default, mail disk partition size is 80% of total disk

+ Partition size can be modified using the CLI:
# execute partitionlogdisk <amount>

+ Partition amount is a percentage of total disk space to give to log disk (min is 5%, max is
95% and remainder is given to mail disk)

« Caution: All mail and log data will be lost when the partition size is modified!

F:=RTINET

e - © Fortinet Inc. All Rights Reserved 5
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One of the important decisions that you must make when you install FortiMail is how to allocate the storage
for logs and mail data. By default, the storage is split so that 80% is used for mail data and 20% is used for
logging. With some implementations, it may make sense to adjust the default allocation. For example,
because FortiMail doesn’t store user mailboxes in gateway mode, it might be advantageous to reduce the size
of the mail data disk and expand the size of the logging disk so more log data is available.

You can use the CLI to change the percentage of storage allocated to logging and mail data but be aware that

both storage partitions will be reformatted, and any existing data will be lost. Because of this, plan to perform
the partitioning task during the initial stages of deployment.
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FortiGuard Service Status
 Dashboard > Status

License Information o =-x
v Registered [Update..]
vOPU Allocatedt 1, Limit: 1
ArdiVieus Liconsed (Expiry date 2024-02-24) L)
A dafnltion ersion PO03212 (Last updated 2022-04-1303:37:43) [Unclate..]
A engime Version 00273 (Last updated 202202+ 16 02:08:00¢
| Virus outbeead: Explred o
| AntiSpam Fapired L]
AS defirition Version 7.00474 [Last updated 2022 06 13 03:37:43)
FortiSandbax Disabied [Configurs..] e
FortiCloud Hot Acthvated [Actiate..] e
=R avivis  Antispsn  Licensed Feature
ForthGuard Service Status. O

Name Status.

Antiins S Licensed [Expiry date H024-02-24]
AntiVirus Engine (Version 600273 Last updated (2022-02: 16 020800
AntiVinm Defirition [Version $0.03212) Laat upddsted (2022-04-13 033747

Antispam & Expired
Antispam Dehnition (Version 7004 78) Last updated C2077-0&- 13033743

Wirnus Guthreak O Expired

UL Clck Protection S Licened (Expiry date 2024-02-24)

Content Disarm and Reconstruction S Licensed (Explry cate 2074-07-24)

1P Geograghy @ Licensed [Expiry cate 2024-03-24)
GeotP Definition (Version 200127 Last updated (2022-06-1 3
Cartificate Bundie {Version 100034 Last updated (2022 1743

F::RTINET

Training Institute

UDP 53/8888

FortiGuard rating queries
TCP 443/8890

© Fortinet Inc. All Rights Reserved.

=

Internet

FortiGuard subscription services are integral to FortiMail. Regular updates to the FortiGuard antispam and
antivirus databases are required to ensure that FortiMail accurately detects these threats as they emerge and
change over time. In addition, several antispam scan techniques involve real-time communications with the
FortiGuard Distribution Network (FDN). Monitoring the status of these FDN communications ensures accurate

results.

Use the License Information widget on the dashboard to quickly view the current status of FortiGuard
connectivity. For more information about the last update timestamp, as well as version information for the
antivirus engine, and various other definition databases, use the License page, as shown on this slide.
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FortiGuard Rating Queries —
‘Systom > ForiGuard > Liconse.

B FortiGuard AntiSpam Query

Query input: www.fortinet.com

Query
Query result:
s System > FortiGuard > AntiSpam
NS5 0 e License AntiVirus m Licensed Feature
Category:  Informalion Technulogy {Id; 52)
FortiGuard AntiSpam
Status L &
FortiGuard server protocol unp hd —
FortiGuard server port -5'3-_7'

Wn Medlum v

Spam outbreak protectionperiod | 30 S | (Minutes)
Use override server L &)
Owerride server address 10.,0.1.241 + -~

Enable cache

300 > | {300~1800)

Cache TTL [Seconds)

FE:RTINET ©Fortinet Inc. All Rights Reserved.
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Use the FortiGuard query tool to validate that FortiMail can successfully communicate with the FDN for rating
queries. A successful response means FortiMail is communicating with FDN accurately.

By default, FortiMail submits all rating requests on UDP port 53. This makes all rating query traffic appear as
DNS traffic. Certain firewalls perform special inspection tasks on all DNS traffic, which may have an adverse
effect on the rating queries. In these scenarios, use one of the alternate service ports as a workaround, but

make sure the proper firewall rules are in place to allow traffic on the alternate port.
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CPU and Memory Usage

+ CLI
# get system performance Dashboard>Staws
CPU usage: O% uSed, 100% idle ‘:(_'I’UHls[m\f[wMInu'.us.{'urrL'ntD%'l — 0 -x

Memory usage: 30% used
System Load: 7

Uptime: 9 days 8 hours 32 minutes VPSP RS SRS I TP F RS FF PP FF PP
Memory History ({60 Minutes, Current 583 o0 =%
System Resource &= u - v . g i I o

CPU usage. %
System Load History (60 Minutes, Current 13%) o0 = x

Memory usage = = - = ” i

System osd 1% Ll

Liog sk usage: L]

all disk unags T T L R e

Active sessions 1]

F.--HTIHET © Fortinet Inc. All Rights Resenved. B
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You can display CPU and memory use on both the GUI and the CLI. Observing changes in these values can
be useful when enabling or tuning various features FortiMail features. In the System Resource widgets, you
can access historical resource usage data for the last 24 hours.
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Resource Usage
* Real-time CPU and memory monitor
# diagnose system top
System Time: 2021-04-15 22:51:26 PDT (Uptime: 1d 3h 48m)
CPU: 0.1% usr 0.0% sys 0.0% nice 13.2% idle 0.4% io 0.0% irg 0.0% sirqg
Mem: 1500M total, 524M free, 73M buff, 503M cached
COMMAND PID STAT CPU %CPU RSS SMEM
mailfilterd 3521 s 0 0.0 224m 14.9
dbmanager 3329 s 0 0.0 10Im 6.7
admin. fe 3703 s (0] 0.0 65216 4.2
dlpsmbd 3501 s 0 0.0 51416 3.3
cmdbsvr 3330 s < 0 0.0 47904 3.1
cli 4789 S 0 0.0 34452 2.2
cli 3453 s 0 0.0 34344 2.2
cli 4756 S 0 0.0 342712 2.2
ipcheck. fe 3688 S 0 0.0 33264 2.1
smtpd: 3505 s 0 0.0 32024 2.0
smtpgd: 3506 S 0 0.0 3T3E 2l
ﬁ:l:lfsg'll-l'llsnﬂﬁ?; © Fortinet Inc. All Rights Reserved. 9

Use the command shown on this slide to display CPU and memory usage in real-time in the CLI. The output
lists the internal FortiMail processes that are currently consuming the most CPU time, as well as the memory
use of each process. This display continuously refreshes every five seconds until you press q.

This information can be invaluable for tuning the performance of FortiMail as well as diagnosing issues, such

as |/O performance and runaway processes.
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+ Errors at the interface indicate data link layer and physical layer issues

# diagnose net interface list <interface-name>

if=portl family=00 type=1 index=4 mtu=1500 link=0 master=0

broadcast run multicast

Qdisc=pfifo fast hw_addr=00:0c:29:£3:53:a4:

broadcast_addr=ft:tt:tt:tt:tt:tt:

stat: fpxp=1222436 txp=1140364 rxb=251546955 txb=186120344]|rrxe=0 txe=0

rxd=0 txd=0 mc=0 collision=0

re:| rxl=0 rxo=0 rxc=0 rxf=0 rxfi=0 rxm=0

te:| txa=0 txc=0 txfi=0 txh=0 txw=0
ﬁ;:.‘:grl.snt.ﬁl; ©Fortinet Inc. All Rights Reserved. 10

Solid network 1/O is critical to the successful operation of FortiMail. Issues at Layer 1 and Layer 2 can cause
behaviors that are odd and difficult to diagnose.

Use the command shown on this slide to help expose networking issues at these lower layers.
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| Restore Configuration., I

Configuration Backup and Restore

« System, user, and IBE configuration parameters can be backed up individually, or as a
complete configuration archive file

Mail Queve Block/5afe List Maintenance Database Maintenance

Configuration Mall Data

& Backup Configuration

& System configuration
& User configuration
€ IBEdats

Scheduled Backup

Last Update; 2021-04-08 19:42:22
Last Update: 2021-04-08 1%:42:26

Update  Refresh
pdate  Refresh

Bestore Firmware.,
Dowmnload Teace Log.,

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

You can back up system, user, and IBE configuration parameters individually, or as a complete configuration

archive file.

Before you can back up user configuration or IBE data, you must update and refresh the user configuration or
IBE data to activate their respective check boxes.

You can restore a configuration—either partial or full—on the same screen.
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* You can back up configuration locally on
a defined schedule

« Remote backups supported by FTP or
SEIP

F::RTINET

Scheduled Configuration Backups

ST  MallData  Mail Queue

B Scheduled Backup
LTSN Daily  These Days
Max backup rumber | 10 v

B @ local Backup

Backuptype: | Schedued

# Backup Filename

=
Protocol
Server nanme (1
User name
Password
Remote dircctory

PR Cancel

Block/Safe List Maintenance

Totak 0

Dy

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

You can schedule FortiMail configurations for backup, store the backup files locally, remotely, or both. You
can set scheduled backups to occur daily, or on selected days of the week. Configure the Max backup
number value to limit the number of configuration backups. FortiMail deletes the oldest backups when the

maximum limit is reached.
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Mail Data Backup
+ Personal quarantine, preferences, mail System > Maintenance > Mail Data

archives and user mailboxes can be . Sombgwntion Mail Queve _ Block "
& Backup Options

backed up to remote storage i .

* Remote storage can be NFS, SMB/CIFS, copesotuntackups: [2 7]

. . Schedule [fulll:
SSH, iSCSI, or an external USB drive i

ice

(ANl Weekly Day:| 1 D | Hour:| 300 v

Protocol: NFS b
Hostname/IP address:
Port 2049 2
Directory:
Cancel
£ Restore Options

IR SIS Created by other device FEVMO10000067 34
P For this domain: -

For this user:

Restore

ZERTINET

e - © Fortinet Inc. All Rights Resenved. 13
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The data FortiMail stores beyond the simple configurations is called mail data backup and includes the
contents of personal quarantines, system quarantines, user preferences, email archives, and server mode
user mailboxes. NFS, SMB/CIFS, SSH file system, iSCSI, or external USB drives are supported as remote
storage options.

Mail data backups are based on a periodic full backup with frequent incremental backups in between. In

configuring mail data backups, choose how many full backups to retain, how often to perform full backups,
and the frequency of the incremental backups.

Because of the potential volume of mail data involved, backups of mail data are recommended for any
deployment.
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specific user
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Mail Data Restore

* You can restore mail data for the entire system, a specific protected domain, or a

Configuration m Mail Queue

& BackupOptions

Block/Safe List Maintenance

Enable »
Copies of full backups: 2 :

Schedule [full]: I weeky Day: 1

Schedule [incremental]: Every day -

Device
Pratocol:
Hostname/IP address:
Port: 2049 ©

Directory:

Cancel
& Restore Options

[eLFEL VRGN NIl Created by other device

B For this domain: -

For this user;

% |Hour: 300 =

Database Mainter]

© Fortinet Inc. All Rights Reserved.

Restoring mail data is straightforward. Choose the granularity of the data to restore, which can be the entire
system, a specific protected domain, or a specific user. Keep in mind you can restore mail data from different
FortiMail devices and for specific users and domains.
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* You can configure specific FortiMail appliances to use redundant array of independent
disks (RAID) with their hard disks

« Software and hardware RAID support

* Depending on the FortiMail model and drive count, the RAID levels differ
+ Software RAID: RAID 0 and 1
« Hardware RAID: RAID 1, 5, 10, 50, and hot spare

+ Caution: Changing the RAID level erases all existing data

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved 15

Specific FortiMail models provide RAID support at various levels, depending on the model. To know which
FortiMail models support RAID, refer to the FortiMail Data Sheet.

Changing the RAID level erases all existing data in the log and mail data areas. So, either perform RAID
configuration tasks during the initial configuration stages or perform backups if the existing data needs to be
restored.
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Software RAID Status

| rapsysten |

|Mnce|. Software RAID ' rescan |

Driver: mdadm

Firmware: Wa

Device Unit
Log Devlce /dev/md2

Mail Device  /dew/md3

Apply  Cancel

ID/Port Part Of Unit

20 fdev/imd2
30 fdev/imd3
1 fdev/md2
31 fdevimd3

Level Status Size (GB)
RAID 1 *| JOK 195
RAID 1 - OK 79

Status Size (GB)
OK 200

oK 797
UNENOWN 0
UNKNOWN 0

Speed (KB/sec)

© Fortinet Inc. All Rights Reserved.

FortiMail models that have software RAID support RAID levels 0 and 1 and come with two hard drives. By
default, the RAID layout consists of two RAID 1 volumes for each of the log and mail data storage areas.

After the software RAID is operational, you can monitor its status in the GUI. Any RAID events, such as drive
failures and RAID rebuilding events, are logged, and optionally, trigger email alerts.
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Hardware RAID Status
 System > RAID > RAID System

[Modet:  Lsi MegaRAID sAS 9240-41} -
Driver: 06,811.02.00-rc1
Flrmware: 2.130.384-2291
Unit Level Status Size (GB)
u RAID 1 - 0K 931
Apply Cancel
ID/Port Part Of Unit Status Size (GB)
p2 ul OK 931
p3 ul OK 931
F::RTINET - ;
Training Institute © Fortinet Inc. All Rights Reserved. 17
For most situations, you should use the default RAID layout. However, requirements may dictate that you
change the RAID configuration to alter the balance of performance, availability, and total storage size.
Like software RAID, once the RAID is operational, you can monitor its status on the GUI.
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RAID Status Messages
Csaws | owepin
OK The unit is optimal and is functioning normally.
The unit is in the process of writing data to a newly added disk in a redundant unit, in
Rebuilding order to restore the unit to an optimal state. The unit is not fully fault tolerant until the
rebuilding is complete.
Initializin The unit is in the process of writing to all of disks in the unit in order to make the
9 array fault tolerant.
Verifying The unit is in the process of ensuring that the parity data is valid.
Degraded One or more drives in the unit is no longer being used by the controller.
One or more drives is missing from the unit, causing the underlying file system to be
L unreadable.
F:=RTINET i i
Training Institute © Fortinet Inc. All Rights Reserved. 18

FortiMail will display different status messages depending on the health of the disk array. The different status
messages are shown on this slide.
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Reset FortiMail configuration

* Two new options were added to factoryreset command in 6.4.0

# execute factoryreset keeplicense

# execute factoryreset shutdown

F::RTINET

e - © Fortinet Inc. All Rights Reserved 19
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Starting with FortiMail 6.4.0, two more options were added to the existing factory reset command. The
execute factoryreset keeplicense command, resets all the configuration to factory default settings
but keeps the vm license. The execute factoryreset shutdown command can be used to reset
FortiMail's configuration and disk partition to factory default settings and then shutdown the system.
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Knowledge Check

1. Which statement about the service ports used by FortiMail for FortiGuard connectivity
is true?

v UDP 53/8888 is used for FortiGuard rating queries.

UDP 53/8888 is used for FortiGuard firmware updates.

TCP 80/443 is used for FortiGuard rating queries.

TCP 80/443 is used for FortiGuard firmware updates.

oow»

2. Why do you need to perform RAID configuration tasks during the initial configuration
stages?
A. Configuring RAID later can be very complex.
B. RAID configuration can only be done with the initial install wizard.
C. RAID configuration can only be done when the device is shipped.
v D. Changing the RAID layout erases all existing data in the log and mail data areas.

F::RTINET
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Lesson Progress
-« System Maintenance
- System Monitoring
Good job! You now understand FortiMail system maintenance.
Now, you'll learn about FortiMail system monitoring.
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System Monitoring

Objectives

+ Use system status, statistics, and reports to maintain optimal
system performance

* Configure SNMP monitoring

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence using monitoring tools and system options, you will be able to monitor and
maintain FortiMail operation.
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System Information
Dashboard > Status

m Console
Systern Information o x
Sevisl number FEVMO10000067341
Up time. O cayis} 1 howris] 52 minuteds) 45 secoed(s)
Systom time Mo, Jum 13, 2022 (4e47:11 POT
Reboot time Mo, Jun 13, 2022 02-54:26 POT
Firmsace version 7 200GAFesturel, bulid338, 2022.06.07 [Update..]

System confipuration IBackuo..| [Restors..|

Operation mode Gatewsy ¥
Adiristrator adenin{1in tota] [Detaihs..]
HA status Configured: Off, Effecth: Off
Lowg ik Capacity 48 GB. Lised 32 MB {D07%), Free 48 GB
Mad e cliske Capacity 193 CB., Usod 550 M (0.28%), Free 19308
Email throughput O messages per 160 ) Sparre O, pe minute
License Information o+ x
v Feglstorect [Undate.) -]

VP Alloeated 1, Limit: 1
AntiVinus Ucensed [Expiry date 2024-02-24) L]

A defnition Version 9003213 (Last updated 2022-06-1303:57:34) [Undate.|

A engine persion A00Z7, ated 2022-02-16 0208:00) n
AntiSpm Explrest (-]

AS defirition Version 7.00474 {Last updatod 2022-04-13 03:37:43)
FortfSandbeax Disabled [Configurs..] e
FortiCloud ot Activated [Agthvate..] -]

e
F:=RTINET . .
© Fortinet Inc. All Rights Reserved. 23
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After you log in to the GUI, the System Status page opens. The System Information widget shows high-
level information, such as the FortiMail serial number, uptime, firmware version, operating mode, storage
utilization, and email throughput. The License Information widget shows the details of the FortiGuard
subscription currently active for the device. Viewing this information is a quick way to verify crucial information
about FortiMail status and operations.
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System Status

IntEW # get system status

I Version:

FortiMail-vM-EVM v7.2.0(GA-Feature), build338, 2022.05.09 I

Architecture:
Serial-Number:

€4-bit
FEVMO010000067341

L

VM Registration:

VM License File:

VM Resources:
Disk/1024 GB allowed
Log disk:

Mailbox disk:
Filesystem mode:

Valid: License has been authorized
License file and resources are valid
1 cPU/1 allowed, 1491 MB RAM, 1536 MB maximum, 1048576 MB allowed,

Capacity 48 GB, Used 32 MB (0.07%), Free 43 GB
Capacity 193 GB, Used 540 MB (0.28%), Fres 193 GB
Read-Wrille

244 GB

AntiSpam DB:

Hostname : INtGR

Operation mode: Gateway

HA configured mode: off

HA effective mode: off

FIDS-CC status: disabled

Strong-crypto: enabled

Distribution: Internaticnal

Brapch point. 338

Virus DB: 90.03214(2022-06-13 03:39)
Extended DB: Disabled

7.00474(2022-06-09 14:41)

Last reboot:

System tims:

GeoIP DB: 2.0012%(2022-06-01 14:37)
Certificate Bundle: 1.00034(202—04—26 17:08)
Uptime: 0 days 1 hours 57 minutes

Mon Jun 13 02:54:25 BPDT 2022
Mon Jun 13 04:51:48 PDT 2022

F::RTINET

Training Institute © Fortinet Inc. All Rights Reserved. 24
You can display the same high-level information on the CLI using the commands shown on this slide. The
information displayed on the CLI includes a few additional items, such as antivirus and antispam database
version numbers, timestamps of the latest database updates, and the status of FIPS support and
cryptography level.
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Statistics History

Statistics History (Count, By Minute)

~
(%

Access Confrol-RelayDen

£ 0O

-
=

48

I FotiGuard AaliSpam-iP (15,24 %)

ed (357%) IR OMARC Falure (3.35%)
I ot Spam (58

B FortGuard AnbSpam (14.59%)
2% I Others (432%

AAAAAAAAAAA

-
-

-

© Fortinet Inc. All Rights Reserved.
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On the GUI, on the main System Status, the Statistics History widget shows a bar graph of email history
broken down by classifier categories. By default, the widget shows message volume by hour over the
previous 24-hour period. You can set the widget to show message volume by minute, by day, by month, and

by year.

This display is useful for highlighting out-of-the-ordinary situations, such as a dramatic drop in message
volume, or a dramatic rise in a particular type of message classification.
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Statistics Summary

Statistics Summary

Messages

N =

Mot Spam Classified gt Spam
By Subtotal

Access Control-Relzy
Denied

Behavior Anabysis
DMARC Failurs

FortiGuarc
Spam Classified By wtiGuard Anti Spam

FortiGuard AntiSpam-IP

FortiGuard WebFilter
Heuristic

Subtotal

Virus Classified By Subtotal

Total

Total

545

58.9%

This
Year

543
545
58.9%
3

26

This

Maonth
345
545
58.9%
3
26
31
135
141
&
a8
380
411%

i3

This

Week 02y

343 345
545 545
58.9%58.9%
33 33

26 25

b O |
135 135
141 141

& &

8 B8

380 380
41.1%41.1%
o o

0% 0%

¥23 925

< Ll

This
Hour
343
545
58.9%
33
26
31
135
141
&
&8
380
41.1%

0%

25

I
]

This

Minute

g2,

=l
Py

13

9%

#roooorao

& R0
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The Statistics Summary widget displays a summary of all messages processed by FortiMail, divided into
three categories: Not Spam, Spam, and Virus Infected.

For each message classification, total counts are displayed for, the current year, month, week, day, hour, and

minute.

This is extremely useful for understanding which features are effective. You can also use information from this
widget to determine which features are allowing potential spam to pass through. For example, a high number
for safe lists would mean too many email messages are bypassing antispam scanning, which requires

investigation.
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Reports

« Reports can be scheduled or generated _

« Report generation is resource intensive
and should be used only during times  |report Name

-"

on demand o
o o New. | -"Edft...| T Dele] s name

Comment

with low traffic volume iy st | Teparica [ Tosey =

=] Query Selection
3 Mall Fitering Statistics

B sl High Level

W Mail Suatistics

oooe

B Mail by Reciplent
B Mail by Sender

P Spam by Recipient
I Spam by Sender
O Statlstics

D Total Summary
B Vieus by Recipient
B Virus by Sender

oo

Schedule

Recipient Domain
© Al domains

Sender Domain

O Conditions

Emall Motification

F::RTINET
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FortiMail has a powerful built-in reporting facility that generates both scheduled and on-demand reports. You
should use it as a regular monitoring and maintenance tool. You can use the report data to verify or plan

improvements to your FortiMail configuration.

You can configure each report using the prebuilt queries. These queries are hardcoded and can’t be modified.
You can build each report for a system-wide view, or create a separate report for each protected domain. You
can create and schedule new report types for immediate execution, or save them for future use on demand.
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O #rew B @osee
Report Name Recipient Domain Sender Domain Schedule
Daily_Stats All Al Not Scheduled
Records per page: 50 =
Directory Creation Time Size [Byte)
B Duwily_State-2071-04-08-2204 This Apr & 2021 22:04:31 POT
Seatlstics htm Thu, Apr 8, 20: POT 1158
Mohail_Statistics.htmi Thi, Apr 8, 20/ 1POT 27
Total_Surnmaryhts Thu, Apr 8, 2021 22:04:31 POT 1179
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After you generate a report, you can retrieve it on the Mail Statistics page on the GUI. You can also choose

to have the reports emailed automatically after generation, to one or more recipients. FortiMail can generate
reports in either HTML or PDF format.
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SNMPv2

T o |

B SNMP System Information

SNMP agent enable: O

Dezeription: Lab SNMP
Location: Ottawa
Contact admin@internallab

E3 SNMP Threshold

B2 Community

Name Status Queries Traps
public ) e ®
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ShMP Community
Name lab
Enatiy @

B Community Hests

IP Addrass
10.0.1.10

Create | Delele

Protocol ~  Local Port
V1 162
vae 162

SNMP Event
CPU Usage Thresheld
Memory Usage Threshold

Log Disk Usage Threshold

~ Enable

*  RemotePort ~

Enabla

© Fortinet Inc. All Rights Reserved.
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FortiMail provides read-only support for SNMP v1, v2c, and v3 polling and traps. Integration with third-party
SNMP management platforms is provided by the FortiMail vendor MIB, which you can download from the

Fortinet support website. For more information, see the FortiMail Administration Guide, because the specific
FortiMail MIB attributes can change by release.

You can enable SNMPv2 on FortiMail to generate SNMP traps when certain system events or thresholds

have been reached.
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SNMPv3

[ time  option |[JEN

SNMP agent enatle: 10

B SNMP System Information

Description: Lab SNMP
Location: Ottawa
Contact: adming@internal lab
£ SNMP Threshold
B Community
= User

Mame  Status Querles Traps  Security Level

F::RTINET
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SMMPYI User
User name admin
Enable o
Security level Authentication, privacy -
Authentication protoced | SHA1 -
Password
wessassn
Privacy protocol AES -
Password 2 Trap
sessnnss
B Notifieation Hast Local Port ~  Remote Port ~  Enable v
162 162 [ &
1P Address <A
BALR I SNMP Event ~  Enable -
€PU Usage Threshold ] i
| Memary Usage Threshold
Create | Delete / Log Disk Usage Threshold
& query Mailbox Disk Usage Threshold ]
Deferred queue Threshold (-]
Port ~  Enabie ¥ Virus Threshold u
161 Spam Threshold o
System Event
8 Trp RAID Event (]
HAEvent ]
Local Port ¥  Remote Port ~ Enable ¥ Remote Storage Fvent (]
162 162 ! Interface IP Changed m] J
© Fortinet Inc. All Rights Reserved. a0

For each SNMPv3 user, define the security level and enable the desired traps. If you enable authentication,
privacy, or both, the password values must match those set in the SNMP management platform.
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Knowledge Check

1. What extra information does the get system status CLI command display, that is
not on the System Information widget?
A. Operation mode
¥ B. Antivirus database version
C. Disk usage
D. Uptime

2. Why is it recommended that you run reports during low traffic volume?
A. You do this to avoid inaccuracies in the report.
B. Runningreports cause the system to reboot.

+' C. Running reports can be resource intensive.
D. Reports cannot be generated when CPU usage is over 50%.

F::RTINET
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Lesson Progress
-« System Maintenance
- System Monitoring
Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review

v Perform local storage management tasks

Verify FortiGuard service status

Monitor system resource use and network interface status
Back up and restore system configuration and mail data

Use system status, statistics, and reports to maintain optimal system
performance

Configure SNMP monitoring

AR

<

F::RTINET
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you have learned how to maintain your FortiMail device.
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72 FortiMail 7.2

Last Modified: 14 September 2022

In this lesson, you will learn some useful tips for troubleshooting FortiMail.
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Lesson Overview

- Troubleshooting Tools

- Troubleshooting Methodologies
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In this lesson, you will learn about the topics shown on this slide.
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Troubleshooting Tools

Objectives

« Use connectivity testing tools
+ Use the built-in packet capture tool

* Use log searching and log message correlation to find relevant
logs

* Decipher SMTP event logs to pinpoint the root cause of SMTP
connection issues

F:=RTINET
Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using troubleshooting tools, you will be able to use those tools to investigate
issues on FortiMail.
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* Ping:
# execute ping <IP Address | FQDN>

« Traceroute:
# execute traceroute <IP Address | FQDN>

* Telnet:
# execute telnettest <IPF Address | FQDN>[:port]
« SSH:

# execute ssh <user>@<IP Address | FQDN> [port]

F“-HTInET ©Fortinat Inc. All Rights Reserved 4
Training Institute

FortiMail includes basic IP connectivity testing tools that can help you diagnose network connectivity issues
from the point of view of FortiMail. These include ping, traceroute, SSH, and telnet.
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ARP Table

* Display ARP table:
# diagnose netlink neighbor list
ifindex=4 ifname=portl 192.167.1.254 00:0c:29:d6:2a:12 state=00000004
use=31520477 confirm=63623630 update=23746 ref=0

ifindex=4 ifname=portl 192.167.1.252 00:09:0f:a5:d5:d4 state=00000004
use=18577243 confirm=18577243 update=23746 ref=0

» Flush ARP table:

# diagnose netlink neighbor flush <int name>

+ Remove a specific ARP entry:
# diagnose netlink neighbor delete <int name> <IP>

+ Add a static ARP entry:

# diagnose netlink neighbor add <int name> <IP> <MAC>

F:=RTINET

RN 3 ©Fortinat Inc. All Rights Reserved 5
Training Institute

When you troubleshoot network issues, displaying the address resolution protocol (ARP) table can help
identify any Layer 2 problems. You can use the CLI commands shown on this slide to display and manipulate
the ARP table in order to address Layer 2 problems.
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DNS Connectivity

* NSlookup:

# execute nslookup name <fqdn|IP> <typelclass|server|port>

FortiMail # execute nslookup name internal.lab type mx

external.lab mail exchanger = 10 mx.external.lab.
F:=RTINET . :
Training Institute ©Fortinat Ine. All Rights Raserved

You can use the nslookup tool to assist you in verifying domain name system (DNS) connectivity issues on
FortiMail and resolving them. When you enter the command, you can specify a fully qualified domain name
(FQDN) or IP address for the lookup, as well as the type of record, class, server, or even a specific port. This
is usually used to verify what MX record the FortiMail will use when delivering mail when using its MTA.
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SMTP Connectivity

* To troubleshoot mail server connectivity issues:
# execute smtptest < [FQDN | TP]:port>

+ Can issue full range of SMTP commands

# execute smtptest mx.external.lab
Connected

220 mx.external.lab ESMTP Smtpd; Fri, Mon, 12 Apr 2021 08:10:59 -0700

Entering interactive mode. Type CTRL-D to exit.
ehlo mx.internal.lab
250-mx.external.lab Hello [192.167.1.249], pleased to meet you
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-8BITMIME
250-SIZE 20725760
250-DSN
250-AUTH LOGIN PLAIN DIGEST-MD5 CRAM-MD5
250-STARTTLS
250-DELIVERBY
250 HELP
F:=RTINET
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You can use the smtptest command to create an interactive SMTP connection to remote mail transfer
agents (MTASs). This tool is useful for troubleshooting connectivity issues with other MTAs.

This command initiates an interactive SMTP session with the specified IP or FQDN. If the connection

establishes successfully, you can issue the full range of SMTP commands, such as EHLO, MAIL FROM,
RCTP TO, DATA, and so on.
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GUI Traffic Capture

FortiGuard Query Iﬁm Regex Validator Msg Converter Trace Log

S RAE: 12 |/1 > » Recordsperpage| 50 v

Name Edit View Peap File

Description: | Lab traffic

Duration: 0 @ hours 5
Interface: [ portl
IPHost:

& Filter

2 Exclusion

IPHost:
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FortiMail has a built-in GUI based packet capture tool. You can set up a duration to stop the capture without
manual intervention. This ensures that the captures don’t fill up the log disk partition.

You can define up to three different host or subnet addresses to capture. You can capture all traffic on an
interface, or filter by port. You can also exclude certain host addresses, subnet addresses, or ports from the
capture, to make sure unnecessary traffic is excluded from the final capture file and make it easier to analyze.

Once the capture runs for its defined duration, it is ready for download. FortiMail generates the capture file in
the standard LIBPCAP format, which you view in WireShark or other traffic analyzers.
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CLI Traffic Capture

# diagnose sniffer packet <interface> <filter> <verbose> [count] [a]
» <interface>. Interface name, to capture on all interfaces use any
« <filter>: Filter the capture using the Berkeley Packet Filtering (BPF) syntax
+ <verbose>: Verbose levels control the level of detail displayed from the captured data

1. Print header from the IP header

Print header and data fromthe IP header

Print header and data fromthe Ethernet header

Print header from the IP header with interface name

Print header and data fromthe IP header with the interface name

Print header and data fromthe Ethernet header with interface name

« [count]: the number of packets to capture before stopping

« [a]: print the absolute timestamp instead of the relative one
+ Captured data can be converted to PCAP format using WireShark's text2pcap tool
https://www.wireshark.org/docs/man-pages/textZpcap.html

A S

(o))
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There is a similar CLI traffic capture tool, identical to the one on FortiGate. You can limit the CLI capture to
network traffic on a particular interface and filter it with Berkeley Packet Filter (BPF) formatted filter
expressions.

The output of this command is displayed on the CLI terminal session for real-time analysis. To capture the
output to a file, use a terminal program such as PuTTY that allows session logging.

For further protocol analysis with Wireshark, you can convert the captured output to PCAP format using
WireShark’s text2pcap tool.

FortiMail 7.2 Study Guide 494



Troubleshooting

DO NOT REPRINT

ECOOPRRTINIET

O\ T1TNLT L
FortiMail Log Types

* History
+ General overview of the email handled by FortiMail
« Allows log message correlation using session ID link

« Event

« System event logs

« Email event logs
* Antivirus

+ Virus detection details
* Antispam

« Spam detection details

* Encryption
« |BE and SMIME-related details

F:=RTINET
Training Institute

©Fortinat Ine. All Rights Raserved 10

There are five different log types on FortiMail. Each of the five log types holds the details for different FortiMail
activities.

The history log contains a high-level abstract of each email processed by FortiMail, and its final disposition.
Event log entries provide the details of SMTP connections as well as system events. Antivirus log entries are
generated for any virus detection event. Antispam logs contain entries for each email that the antispam scans
detect as spam, along with which scan type detected it, and the elements in the email that triggered the hit.
And finally, the encryption log entries are created when an email message triggers identity based encryption
(IBE) or secure/multipurpose internet mail extensions (S/MIME) encryption.

A single email can potentially generate four to five different log types, depending on which inspection profiles
are triggered. This allows a deep look into each single email event.
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Log Search

System Event Ml Event Virus AntlSgam Encryption
wport » History Log Search
Reo ser page: | 100w Gotaline:
F - ; ' = Time Range ustom -
Tame Classifier Diaposition  From Hasder From .. T e hanes et
20210127 IRI0HISST  NotSeam Arcpt ot etuerBode.  userlEink W51 Time span

Start time 2022/06/13 B 2100 ~
End time 2022/06/14 B o100 -
Match condition | Contains i
Keyword
Subject
From

Header From
To
Message-1D
Session 1D

Client name

Client IP
Client location —Mone-- -
Classifier
Disposition
Cancel
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w7 ©Fortinat Ine. All Rights Raserved i1

Training Institute

Use the built-in search function to find what you are looking for. The search form allows you to search the logs
using different search criteria and time periods. The search functions exist for each of the log types, with
different criteria available for each.

When performing searches, try to narrow down your scope using short time periods; otherwise, the search
can potentially use enough FortiMail resources to affect performance.
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History Logs
+ Use Classifier and Disposition columns to provide extra information about email

processing
« Disposition defines the action taken by FortiMail

+ Classifier explains why such action was taken

2021-02-0201:42:3% -» Current

Subject Peicy i} Wi ChemtiP Dol Direel.  Destination

+ For a complete list of classifiers and dispositions, see the FortiMail Administration Guide

F'T'.H TIn_ET' © Fortinet Inc. Al Rights Resarved 12
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History log entries have two attributes: classifier and disposition. These attributes quickly show you what
happened to a particular email message. The disposition attribute shows the action taken by FortiMail, and
the classifier attribute shows the reason the action was taken. Classifier values tend to be the names of
particular FortiMail subsystems, but can also be generic terms such as Not Spam.

For a complete list of classifiers and dispositions, see the FortiMail Administration Guide.

FortiMail 7.2 Study Guide 497



Troubleshooting
DO NOT REPRINT
FORHNET —
System Event Logs
Monitor> Log > System Event.

Histary Mail Event AntiVirus AntiSpam
"

BEust Leve: Information w| Subtypef Al

Encryption

o 1 ¥ » » Record Configu
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In addition to SMTP sessions, the event log can contain entries related to other FortiMail subsystems, such as
IMAP and POP client connections, HA, internal system activities, configuration changes, problems with

FortiMail processes, and DNS failures.
If you are searching for logs related to a particular system event, it is always a good practice to filter the logs

using the Type drop-down list. Otherwise, the sheer volume of logs in this section makes investigation very
difficult. You can narrow the scope even further by selecting the appropriate severity level using the Level

drop-down list.
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Log Message Correlation

System Event Mall Event AntiVirus AntiSpam Encryption
¥ Search  Export + 2021-02-2204:26:11 -> Current
Z 1 |71 Records per page: | 500 = Goto i
Date Time Classifer Disponi..  From Header From To Subject Session 1D
0 0S4ILSN0  NotSoam A t dientgmaliclientloc 1@internaimsi, R LIMCOUMIRS207-1..

History  SystemEvent  MailEvent  AntVirus  AntiSpam  Encryption  [[EERSUTPISHULE PRI IEI T
z 1[5 1[5 Reconds porpogee (1505 @
LogType~. Date Time Cumtifer_ Déspositl_  From HeadseF_ To Subject  Mesage-.. ChentlP_ CliontNa. Source

FIs4006. 105604 External

NotSpem  Atept CWOMENL  CMRRERL  (deelwin | URILtest
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Clicking the Session ID link will open the cross-search result showing all relevant log entries—of all log
types—that are associated with the same TCP session. The cross search is time based, and the default

period is 5 minutes. Different time values are accessible through right-click options.

This is an extremely powerful and convenient way to see the sequence of events and FortiMail actions that
took place for a given session. In the cross-search result, the Message column contains the most detailed

information relevant to the email event.
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Gateway and Transparent Mode SMTP Event Logs

Gateway ™S

< ] Mail Server
A Ff//ﬂ\\\““s ‘::
: Internet % _‘\

4.~ .
Remote MTAS—__— ransparent™ N
1

Message

STARTTLS=server, relay=[192.168.1.252], version=TLSvl.3, verify=NOT,
cipher=TLS AES_256_GCM SHA384, bits=256/256
from=<userl@external.lab>, size=460, class=0, nrcpts=l,

2 msgid=<20170102140843.v02E8hxuv08283@Rexternal.lab>, proto=ESMTP, daemon=SMTP_ MTA,
relay=[192.168.1.252]

STARTTLS=client, relay=internal.lab., version=TLSvl.3, verify=OK,
cipher=TLS AES 256 GCM SHA384, bits=256/256

to=<userl@internal.lab>, delay=00:00:01, xdelay=00:00:01, mailer=esmtp,
4 pri=30710, relay=[19%2.167.1.252] [1%2.167.1.252], dsn=2.0.0, stat=Sent
(v02781a4013717-v02J81a6013717 Message accepted for delivery)

N AT
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The Message column contains the most detailed information relevant to the email session. Specifically, the
SMTP event logs are divided in a way that can assist in identifying issues in email transmission.

The first pair of event logs are always related to the TLS and email transmission details between the sending
MTA and FortiMail. The second pair of event logs are related to the TLS, and email transmission details
between FortiMail and the backend mail sever. In this section, FortiMail records the acknowledgement
message from the backend mail server in the logs.

The presence, or absence, of certain information in the logs can help you to identify the root cause of any
email transmission issues. For example, the lack of STARTTLS messages might mean that TLS is either not
enabled, or not supported, by either MTA. Or, if there is a delivery acknowledgement recorded by FortiMail,
but the message never reached the end user, then there might be an issue in the path between the mail
server, and the end user.
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Server Mode SMTP Event Logs

.ﬁj' J Internet i ’J ;;I//_
Remote MT‘A‘\_J Z= /

O

STARTTLS=server, relay=[192.,168.1.1], version=TLSvl.3, verify=0OK,
k cipher=TLS_AES 256_GCM SHA384, bits=256/256
from=<userl@internal.lab>, size=3372, class=0, nrcpts=l,
2 msgid=<000£f01d2653c5$5574b2405005e16c05@1lab>, proto=ESMTP,
daemon=SMTP MTA, relay=[152.168.1.1]

3 to=userl@external.lab, mailer=local, stat=sent

Server MaﬂUsas

fl‘;l-:]?g-ll-l'llsntlﬁ;l; ©Fortinet Inc. All Rights Reserved 16

For server mode deployments, there are fewer sessions involved and, therefore, fewer logs recorded. The
first part of the session still generates TLS and email session details between the sending MTA and FortiMail.
The second part of the session doesn’t contain the same number of details because the email is simply
delivered to a local mailbox.
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Log Settings
Log& Report> Log Settings > Local ——
Fen
Enable L
Enable ) Profile name: | Remote_Log
Log file size Address: 100,110
Log thme: Athour: 000 Port: 514
ll 0 level: Level: Information i
Log retention period Facility: kem -
Log options when disk is full Logprotocol: | Syslog -
B Logging Policy Configuration Sttt
& © SystemEvent B Logging Policy Configuration
€O Coofiguration change B © SystemEvent
i Admin activity 0 Configuration change
&) System activity D Admin activity
O HA D System activity
O Update € HA
0 DNS D Update
@ @ MailEvent © oNs
O Webmail B @ MallEvent
» POP3 O Webmall
B IMAP & POP3
O sMTP » MR
& History D SMTP
& AntiVirus O History
O AntiSpam O Antivirus
O Encryption » AntiSgam
"B Encryption
amn
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By default, FortiMail logs are set at the most verbose level: Information. This creates the most detailed logs,
but also the largest volume of log data. The log viewer in the FortiMail GUI allows you to filter the logs by
severity level, to quickly locate log entries of a particular level.

You can also configure FortiMail to send all logs to remote storage in syslog or OFTPS format. Just
remember, if you disable local logging and rely solely on remote logging, the log correlation feature will be

lost. You will have to manually find all related logs for a single email using the session ID on the remote
logging server.
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Knowledge Check

1. Which command is used for testing network connectivity on FortiMail?
Y'A. execute ping <ip address>

B. diagnose netlink neighbor del <int name> <IP>

C. execute nslookup name <fgdn|IP> <typelclass|server|port>

D. execnte nettest <ip address>

2. Which history log column shows the action FortiMail took on an email?
A. Classifier

¥ B. Disposition
C. Domain
D. PolicyID

=RATINET
Training Institute
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Lesson Progress

~«/  Troubleshooting Tools

' Troubleshooting Methodologies
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Good job! You now understand FortiMail troubleshooting tools.

Now, you will learn about troubleshooting methodologies.
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Troubleshooting Methodologies

Objectives

+ Use the built-in troubleshooting tools to address common
issues

F:=RTINET
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in using the built-in troubleshooting tools, you will be able to effectively
manage issues that may arise on FortiMail.
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Troubleshooting Basics—Where Do You Start?

* Look at the logs first!
+ For email events, start with the history logs
* Use the session ID to view the correlated logs
+ If no history logs exist, or if looking for system events, search the event logs
* Narrow the search scope using the Level and type drop-down lists

- If no history or event logs exist, check network connectivity
* Use execute ping and packet capture tools to check connectivity
* Be mindful of time
» Not all MTAs exist in the same time zone

+ An MTA can send more than one email through a single TCP session

F:=RTINET
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To address most email-related issues that occur on FortiMail, you should start by looking at the logs. By far,
FortiMail logs provide the most information about the activities and behaviors of the system. The default
settings produce verbose logs full of detail.

Start with the history logs. If you can find the event in question, use the session ID to view the correlated logs.
At this point, you can be sure that a successful transmission control protocol (TCP) session was established,
and any issues were caused by higher-layer inspections.

If no history logs exist, it means no TCP session was established. This is the time to search the event logs.
Try to narrow down your search scope using the Level and type drop-down lists. When searching event logs,
always be aware of time and shifting time zones.

Not all MTAs exist in the same time zone, so pinpointing the exact time period of the event will help in finding
the logs related to the event.
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FortiGuard Antivirus and Antispam Updates

+ Ensure FortiMail is registered with a proper support contract to receive updates from the
FDN

+ Use network test commands to check connectivity with the update.fortiguard.net
server on port 443
# execule ping updale.forliguard.nel
* |s DNS resolution working? Are there ping responses?
# execute telnet update.fortiguard.net:443
» Can FortiMail establish an outbound connection on port 4437

+ Alternatively, use the built-in sniffer to verify traffic flow
+ Are the update requests leaving FortiMail?
+ Are the responses arriving at FortiMail?

F:=RTINET
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FortiMail receives antispam and antivirus updates from the Fortinet Distribution Network (FDN), as long as
there is a support contract attached to the device serial number. If the FortiMail device is registered and isn’t
receiving updates, there are a few things you can check to verify whether or not FortiMail is set up correctly to
receive updates.

All update requests are sent to update. fortiguard.net using port 443. You can use the execute ping
command to test DNS resolution and verify connectivity. You can also use the execute telnet command
to verify whether or not FortiMail can establish an outbound TCP connection on port 443. If either of these
tests fail, you must address the root causes accordingly. For example, if the DNS resolution fails, ensure you
have the correct DNS servers configured on Fortimail. If there are no ping responses, or if the telnet
connection fails on port 443, ensure the default gateway is configured correctly on FortiMail. You may also
need to investigate the issue on your network firewall to ensure the proper firewall rules are in place for
FortiMail to allow outbound connections on port 443.

Alternatively, you can use the built-in packet sniffer to verify traffic flow. If DNS or the default gateway is not

configured correctly, you won’'t see any update requests leaving FortiMail. If there is an issue with firewall
rules, you would see the requests leave FortiMail; however, you wouldn’t see any response traffic.
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FortiGuard Update Real-Time Debug

diagnose debug application update 7
diagnose debug enable
execute update now

01.03-10:15:19 upd daemon.c[1005] upd daemon-Received update now request

01.03-10:15:19 upd daemon.c[378] do update-Starting now UPDATE (final try)

01.03-10:15:19 upd act.c[381] upd act update-Trying FDS 96. 45 33 89 443 with AcceptDelta=1
01.03-10:72:19 upd comm,cl2291 {cp conpect fds- led

01.03-10:16:19 upd comm.c[252] tcp connect fds-select() timed out
.

01.03-10:16:19 upd comm.c[54€] upd_comm_connect_fds—Failed TCP connect

diagnose debug application update 7
diagnose debug enable
execute update now

01.03-12:58:08 upd ¢ daemon c[1005] upd daemon Rece1ved update now request
- IE (fipal trv)
01.03-12:58:08 upd cfg.cl[e9] upd cfg get host by name-Failed to gethostbyname for update.fortiguard. netl

diagnose debug disable
diagnose debug application update 0]
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You can also see the update process status message in real-time using the CLI commands shown on this
slide. After you have the desired amount of output, remember to disable the debugging.
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* Use the ping command to check connectivity with service.fortiguard.net
# execute ping service.fortiguard.net

+ |s DNS resolution working? Are there ping responses?
+ [f the perimeter firewall is configured to do DNS traffic inspection, try one of the alternate service ports -
8888, or 8889

« Ensure any applicable firewall rules are in place to allow the traffic

* Use the built-in sniffer to verify traffic flow
+ Are the rating queries leaving FortiMail?
« Are the responses arriving back at FortiMail?

F“-HTIHET ©Fortinat Inc. All Rights Reserved 24
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Rating queries are an important function of FortiMail inspection tasks. Failed queries can result in spam being
delivered to end users. Use the FortiGuard Query tool to test whether FortiMail can perform successful

queries.

All rating requests are sent to the service. fortiguard.net fully qualified domain name (FQDN). By
default, FortiMail is configured to use port 53. If your network firewall is configured to perform DNS inspection,
it will interfere with the rating query traffic. In such cases, you should use one of the alternate service ports:
8888 or 8889.

Similar to FortiGuard update troubleshooting, you can use the built-in packet sniffer to verify traffic flow. If
DNS or default gateway are not configured correctly, you would not see any rating requests leaving FortiMail.
If there is an issue with firewall rules, you would see the requests leave FortiMail; however, you wouldn’t see

any response traffic.
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False Positives

+ Check the logs to find out which antispam technique triggered the false positive

« The major causes of false positives are DMARC, heuristics, and bayesian
+ Enable DMARC for specific domains only
+ DMARC is still new, and may not yet have been adopted by the majority of organizations
- Increase the heuristics threshold or reduce the percentage of rules used
- Disable the bayesian database if users are not participating in training the databases

« Content profile can also cause false positives, and is immune to the allowlist

F:=RTINET
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When you encounter false positives, check the logs first. Identify which FortiMail feature detected the email
message as spam.

The most common sources of false positives are Domain-based Message Authentication, Reporting and
Conformance (DMARC), heuristics, and bayesian detection.

DMARC relies on the presence of a Sender Policy Framework (SPF) record, or a DomainKeys Identified Mail
(DKIM) signature. While SPF has been around longer, it’s still not adopted by everyone, and DKIM even less
so. To prevent false positives by DMARC, you can enable it only for domains known to use SPF records or
DKIM signing.

If heuristics are causing false positives, try increasing the thresholds or reducing the percentage of rules used.
If the bayesian databases are not continuously trained, or worse, not trained at all, filtering becomes far less
accurate. Since the other FortiMail scan methods are more accurate without needing continuous
maintenance, you should disable bayesian filtering in most cases.

Content profiles can cause false positives if they match unintended messages. This can be especially

problematic, since content profiles are immune to allowlists. If content profiles are causing false positives,
check the profile configuration and see if you can configure it to be more selective.
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+ Check the logs to find out which access control rule, IP policy, and recipient policy
processed the email

+ Ensure antispam profiles have at least the following features enabled:
» FortiGuard
* |P Reputation, Extract IP from Received Header, URI filter, and Spam outbreak protection
« Behavior analysis
« Header analysis
+ SURBL and DNSBL
* Use well-known third-party rating servers
+ Image spam
» Use the aggressive option to scan image attachments
* Suspicious newsletter
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When spam makes it through the FortiMail antispam scans, the first place you should look is the logs. Verify
which access control rule, IP policy, and recipient policy processed the emails. Then, check the configuration
of the policies and profiles, and ensure the proper antispam features are enabled.

As a baseline, your inbound antispam profiles should have at least the following features enabled:
* FortiGuard IP reputation, deep header inspection, URI filter, and spam outbreak protection

* Behavior analysis

* Header analysis

» Spam URI real-time block Lists (SURBL) and domain name system block lists (DNSBL)

* Image spam

» Suspicious newsletter
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* Make sure that spam is not slipping through any safelists
+ Use caution when using wildcards in a safelist entry
= If possible, avoid safelisting entire domains

System Event Mail Event AntiVirus AntiSpam Encryption
= List w5\ Search Export » 2021-04-14 23:43:33-> Current
- 1% |/ 1 Records per page: | 100 + Gotoline:
# Date Time Classifier Dispesition From Header From Te Subject
1 2021-04-14 23:47:19.077 | System Safe Accept spam@extern.. spam@externallab userl@intern. Sign up for 1000 bitcoins
2 2021-04-14 2345:25.741 | System Safe Accept spam@extern. spam@externallab userl@intern.. Free lottery
G . © Fortinet Inc. All Rights Reserved 27
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The FortiMail safelists can be another source of false negatives. There are four safelists: system, session,
domain, and personal. A matching entry in any of them will cause the email to bypass antispam. Use caution
when using wildcards in safelist entries, because they can cause false negative issues as well.
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False Negatives (Contd)
+ Enable antispam features specifically intended to proactively combat zero-day outbreaks

+ FortiGuard spam outbreak protection
« Behavior analysis
+ Header analysis

F“-HTIHET ©Fortinat Inc. All Rights Reserved
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FortiMail has antispam features specifically designed to combat zero-day outbreaks. These include
FortiGuard spam outbreak protection, behavior analysis, and header analysis.

For more information about these features, see the Antispam lesson.
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* Trust no one! Profile > Antispam > Antispam
. . AntiSpam Profile
+ If spam is coming from an
authenticated user, it may be Domain: System
coming from a Gompromisgd Profile name: | AS_Outbound
deV|Ce Default action: | Reject_Outbound w| <4 New. | EEdit.
Scan Configurations
[B] Scan Options
Max message size toscan: | 1024 = | KB (0 means no limits)
| W Bypass scan on SMTP authentication ]
I Scan PDF attachment
B Apply default action without scan upon gl
Cancel
fr;;::;.ll-rl,'snﬂﬁ;l; ©Fortinet Inc. All Rights Reserved 99

When configuring the FortiMail antispam settings, a common mistake is to consider only incoming email as
potential spam threats. With the rise of spam bots, internal devices are now sources of spam traffic, and you
should treat their outbound email with the same level of suspicion as incoming messages.

Each FortiMail antispam profile contains the Bypass scan on SMTP authentication setting, which, as its
name implies, skips antispam scanning if the SMTP session is coming from an authenticated user. If this
setting is enabled in the active antispam profile used by a compromised device, then FortiMail delivers all its
outbound messages. This not only leads to false negatives, but could also adversely affect the IP reputation of

the domain. Use this setting with caution!
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+ Sometimes, spam just gets through

+ Submit spam to FortiGuard so that it gets added to the spam signature database

* Visit the FortiGuard website (www.fortiguard.com) for information about how to submit
spam

FomGu”nd- L-"'Bls NEWS | RESEARCH SERVICES THREAT LOOKUP PSIRT RESOURCES

» Home | FAQ

W Frequently Asked Questions

2 Intrusion Prevention
L

* How | report vul ties in other vendors or progducts?
* How | report Ithes in Fortinet's softwar products?
» Your signature is falsely detecting my software, how to | request a signature review?
= Intrusic 1 * How do | report problems with your Intrusion prevention software/services?
o h— : — — —
el - Cantcalas™™ R —

= lean't inu - o —mnpein, CAN ONE u
+ How do | report problems with your antivirus software?

= Instructions for submitting virs samples *

@ Antispam
* How do | report a false positive? The antispam service is detecting valid emails.
» How do | report Drmlem with your antispam software/Services?

» How do | mark a message as spam?

30

F:=RTINET
RN 3 ©Fortinat Inc. All Rights Reserved
Training Institute

Even when FortiMail is properly configured, false negatives and false positives can sometimes happen. If it
does, you can submit the messages to FortiGuard for evaluation and inclusion in the FortiGuard databases.
To view the instructions for submitting the offending email, visit the FortiGuard website.
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No Incoming Emaill

+ Check that SMTP traffic is arriving at FortiMail
+ Send an email from an external source while running a packet capture on the arriving interface

+ Verify that you can telnet to the MX record on port 25 from an outside machine
+ Check the logs

+ Use the SMTP event logs to determine where the issue lies

« For gateway and transparent mode, check the deferred queue
= |f there is a connection issue between FortiMail and the back-end server, email starts queuing up
= Test the connectivity between FortiMail and the back-end server
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Training Institute

©Fortinat Ine. All Rights Raserved 79

A lack of incoming email can be caused by several issues. You should verify that incoming email is arriving at
FortiMail by sending a message from an outside source while running a packet capture.

If no traffic is arriving at FortiMail, try the following:

» Check that the DNS MX record resolves to the correct IP address. If your organization’s MX record doesn’t
resolve correctly to an IP address, no MTA will be able to find your FortiMail.

» From the outside, use telnet to connect to the MX record’s IP address on port 25 and verify that the normal
SMTP session conversation is happening. If this test fails, it is most likely either a firewall rule, or a
destination network address translation (DNAT) issue.

+ Check the SMTP event logs to determine where the issue lies. Depending on the deployment mode, the
presence, or absence, of certain event logs will identify if the issue is a FortiMail issue. For more
information, see the Log Message Correlation and SMTP Event Logs lesson.

» For gateway and transparent mode, check the deferred queue. If there is a connection issue between
FortiMail and the back-end server, email starts to fill the queue. Test the connectivity between FortiMail
and the back-end server.
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+ Check the logs

+ Ensure proper access receive rules are in place
Check that the SMTP traffic is leaving FortiMail

» Send an outbound email while running a packet capture to verify

Test the DNS resolution on FortiMail
« DNS is a critical service for email operations, especially for outbound email

* Use the smtptest command to connect to an outside MTA
= Determine if it's a globalissue, or only certain MTAs

Check the deferred queue
Check the outbound session profile configuration

L]
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If outbound email messages are not being delivered by FortiMail, check the logs first. Ensure proper access
control rules are in place. See the Access Control and Policies lesson.

If that doesn’t expose the cause of the problem, try the following:

» Test the DNS resolution on FortiMail; DNS is a critical service for email operations.

+ Use the smtptest command to connect to an outside MTA. Determine if it's a global issue, or only
affecting certain MTAs. Your MX IP just might be blocklisted.

+ Check the deferred queue; deferred messages include the reason for their deferral.

» Verify that the outbound session profile isn’t interfering with email delivery by being too restrictive. It's a
recommended practice to create specific IP policies with less restrictive session profiles, for outbound
email.
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Blocklisted MX IP Address

* Is FortiMail configured correctly?
+ Ensure access receive rules are not configured to allow open relay

* |s outbound traffic passing through FortiMail?
» Redirect all outbound email through FortiMail to allow antispam scanning

* Block any outbound SMTP traffic from your organization that isn't coming from the
FortiMail IP address

F:=RTINET

RN 3 ©Fortinat Inc. All Rights Reserved
Training Institute

Since IP blocklists are an important and widely-used tool to limit spam, maintaining your public IP reputation is
critical. If spam email is being sent using your public MX IP address(es), you could quickly find that your
outbound email is being rejected because of a poor IP reputation.

If this happens, ensure that FortiMail is not improperly configured to act as an open relay, and that outbound
email is passing through antispam scans. Another potential cause of a poor IP reputation is that outbound
SMTP sessions are bypassing FortiMail entirely. This can happen with client devices that are compromised
with spambot malware. To prohibit SMTP traffic from bypassing FortiMail, block all SMTP traffic at the firewall,
except for SMTP sessions originating from the FortiMail IP address.
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Open Relay

* Check the logs to see if the relay is being done by an authenticated user
+ Check for any wide-open access rules (x.x.x.x/0)

+ Check for subnet-wide access receive rules combined with inbound NAT

10.10.1.0/24
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As a rule, you should never configure FortiMail to operate as an open relay, a MTA that forwards email from
any arbitrary external senders. By default, FortiMail without any access rules prohibits the system from acting
as an open relay. When configuring access receive rules, take great care to make sure that the access rule
doesn’t create an unintentional open relay situation, such as specifying a sender IP address value with a /0
subnet mask and an action of relay.

You can also create an open relay situation when combining a subnet-wide access control receive rule with a
misconfigured NAT policy on a firewall. For example, if source NAT (SNAT) is enabled on a DNAT policy, all
inbound traffic through that policy will have its source IP address NATed to an internal IP. This will
inadvertently satisfy the access receive rule constraints and allow relaying.
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* Make sure there are no significant delays in DNS resolution
+ Enable antispam rating cache
* Enable LDAP caching
Ugense  Antiviius ECVIGSTRRN  Licensed Feature EI Advanced Option
FortiGuard AntfSpam Timeout (seconds) 10
Shalvz bt Protocol version LDAP Version 3 A
FortiGuard server protocol upp - Ris — »
FortiGuard server port 53 b FHELLHIS LARSE :
Spam outbreak protection Medbsm = Enable cache o© [Clear Cache...]
Spam outbreak protectionperiod | 30 (Mirutes) TTL {minutes) 1440
Use override server © Enable webmail password change » [Change Password..]
Override server address 10.0.1.241 + - Password schema OpenLDAP >
e L &
BT A Bypass user verification if server is unavailable @0
Cache TTL (Seconds) 300 {300~1800)
Seerver location USanly
Cache Statistics
Memary Usage Entry Count Query Count Hits
0 & 15 0

a5

High CPU or memory utilization can often be caused by problems with slow DNS resolution or LDAP
responses. Good indicators that this is happening are frequent DNS or LDAP errors reported in the event logs

under the system type.

By default, DNS caching is enabled on FortiMail. To a certain extent, this can alleviate some of the problems
related to slow DNS resolution. You can also enable antispam rating caching to alleviate it further. However,
you must still address the root cause of the problem, which is, most likely an overtaxed DNS server.

LDAP query results can also be cached to temporarily alleviate some of the symptoms caused by slow

responses. However, you should address the root cause as soon as possible.
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SMTP Disconnections or Timeouts

* Event logs show timeout messages
Milter (mailfilterd): timeout before data read, where=rcpt

+ Check CPU and memory utilization
» High resource utilization causes delays and premature session termination

» Use packet capturing to determine if there is packet loss in the network

+ Verify that no other device is performing inspection on the SMTP traffic
= |If another device is performing SMTP inspection, it will introduce delays, which cause timeouts

F“-HTIHET ©Fortinat Ine. All Rights Raserved =
Training Institute

If the logs show frequent SMTP disconnects or timeouts, first check that the system is not critically overloaded
by observing CPU and memory utilization. Another possible cause is an intervening firewall device configured
to perform security inspection on SMTP traffic destined for FortiMail. This can cause significant delays on the
SMTP session and can cause the remote MTA to prematurely terminate the session. Since FortiMail is a
dedicated device for SMTP inspections, disable SMTP inspections at the firewall level.
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* Check the logs to see if delays are caused by greylisting

+ Don't enable greylisting on outbound email

+ Check the SMTP event logs
2021-06-11 - 12:18:41 - to=<user@test.com>, |delay=00:00:01] xdelay=00:00:01,
mailer=esmtp, pri=30690, relay-smtp.test.com. [10.10.10.1], dsn=2.0.0,
stat=Sent (r1BKIfaB028780-rl1BKIfaD028/80 Message accepted for delivery)

+ Check deferred mail queue
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Email may be delayed if the greylisting feature is enabled, if it's the first attempt for a triplet. Ensure greylisting
is not enabled on outbound email. For delay issues not caused by greylisting, the SMTP event logs will show
whether the delay occurred because of FortiMail processing. The delay field shows the time it took FortiMail to
process an email and send it out. Outbound email may also be delayed if the next MTA hop is experiencing
issues or is not responding. Check the deferred queue, which will indicate the reason for deferral.
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Hard Disk Issues

# execute formatmaildisk
+ This operation erases all mail data and rebuilds the mail disk partition

# execute formatmaildisk backup
« This operation backs up the mail data to the log disk, if there is sufficient space, and then formats the
mail disk partition
= This is done as a best-effort process and doesn'’t guarantee data retention

# execute formatlogdisk
= This operation erases all log data and rebuilds the log disk partition

38
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In the rare event that there are unrecoverable disk issues, you may need to format the drives. You can use the
format commands to rebuild either the mail or log partitions. Formatting erases all data, so perform any

necessary backups prior to executing the commands.
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Knowledge Check

1. Which troubleshooting steps should you take when investigating FortiGuard antispam
and antivirus update issues?
A. Usethe execute ping command to check connectivity with service. fortiguard.net.
' B. Confirm that FortiMail can establish outbound connections on TCP port 443.
C. Confirm that FortiMail can establish outbound connections on TCP port 25.
D. Usethe execute ping command to check connectivity with fgd. fortiguard.net.

2. Which feature causes high false positive rates, when not configured properly?
A. FortiGuard
B. Greylisting

¥ C. Heuristics
D. Access control rules
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Lesson Progress

'  Troubleshooting Tools

' Troubleshooting Methodologies
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v Use connectivity testing tools

v Use the built-in packet capture tools

v Use log searching and log message correlation to find relevant logs
v

Decipher SMTP event logs to pinpoint the root cause of SMTP
connection issues

Use the built-in troubleshooting tools to address common issues

%
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned some useful tips for troubleshooting FortiMail.
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