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Lab 1: FortiSIEM Introduction

In this lab, you will examine role-based access control (RBAC).

Objectives

¢ Create arole

¢ Create new users

e Apply roles to users

¢ Change local passwords

Time to Complete

Estimated: 15 minutes

FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:
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Exercise 1: Creating Roles

In this exercise, you will create a new manager role.

Create a New Role

You will create a new role by cloning an existing system-defined role.

To clone a system-defined role

1. On the FortiSIEM GUI, log in with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click LOG IN, and then click Accept to accept the disclaimer.
3. Click the ADMIN tab.

4. Inthe left pane, select Settings, and then under Role, click Role Management.

5 ADMIN

@ Setup

& Device Support

Database Retention Palicy | Online Settings = Online Data |  Archive Data | Event Integrity
BB Health

Role Role Management | AD Group Role SAML Role
B3 License

General External Authentication MNolification Policy External Integration Cacse Escalation

Review the default system roles that are available.

5. Click the Server Admin role, and then select Clone.

FortiSIEM 6.3 Lab Guide
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& DASHBOARD s ANALYTICS A INCIDENTS =]

B CASES

€ All Settings > Role > Role Management

New Edit Delete Clone

Mame Scope Description
secunty Admin aystem Arole for Secunty admministrators. Us
Server Admin System A role for server administrators. Users
A\ . .
- - Because FortiSIEM does not allow you to overwrite the out-of-box system roles, the
q system prompts you to save the role with a different name. By default, it adds a date
- stamp.

6. Remove the date stamp, add FsM_LAB to the role name, and then click OK.

@ 10.0.1.130

Clone role as:

Server Admin_FSM_LAB ‘

To review the settings for a cloned role
1.

Continuing on the FortiSIEM GUI, select the cloned role Server Admin_FSM_LAB, and then click Edit.

€ All Settings > Role » Role Management

Mew @ Deleta Clone

Hame

sScope Description

Server Admin_FSM_LAB User

Arole for server administrators. Users having this role can menitor all aspects of devices belonging to the Server folder in CMEB.
Sterage Admin

System

Arole for storage administraters. Users having this role can menitor all aspects of devicss belonging te the Storeze foldzr in CMDB.

2. Review the information in the Data Conditions and CMDB Report Conditions sections for this role.
What do you understand about these fields? See "Appendix: Answer Sheet" on page 236for the answer.

11 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:
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3. Scroll down, review the Ul Access section, and then expand CMDB to see the conditions that apply to this role.

[€ Al Settings > Role > Role Management > Edit Role Server Admin_FSM_LAB |

Expand All Collapse All | Search... T AllNodes «

Incidents » ~

Cases =

» Devices =

> Applications =
P @ Users ¥
» Business Services w

» CMDE Rzports =

4. Expand Devices.
Notice how all network devices are hidden but server devices are accessible.

€ All Settings > Role > Role Manzagement > Edit Role Server Admin_FSM_LAB
Ul Access:  Expand All Collapse Al. | Search... T All Nodes »
Incidents w A
Cases »
v  CMDB w
| b XM Network Device w I
Network Segmenl *
» Server ¥
Workstation »
5. Review the list.
6. Click Cancel.
To create a new role
1. Continuing on the FortiSIEM GUI, click New to create a role.
FortiSIEM 6.3 Lab Guide 12
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Exercise 1: Creating Roles

& Setup € All Settings > Role > Role
& Device Support New Edit Delete Clone
= Health Mame Scope
Read-Only Admin System
License
Security Admin Systen
£ Data Update Server Admin System
Server Admin_FSM_LAB User
Storage Admin Systen

2. Inthe Role Name field, type L.abl - Manager View.
3. Inthe Data Conditions section, configure the following settings:

Field Value

Attribute Reporting IP
Operator IN
Value 1. Click in the Value search bar, and then select Select from CMDB.

In the left pane, expand Devices, and then expand Network Device.
Select Firewall, and then click >> to move it to the Selections pane.
Click OK.

> @ DN

4. Leave the CMDB Report Conditions section blank.
5. Inthe Ul Access section, expand Dashboard, and then allow Full access to the following dashboards:

a. FortiSIEM Dashboard
b. Network Dashboard

.

Security Dashboard

2

Server Dashboard

ALY

- >
9 Click the item, and then select the down arrow to change its status.

6. Hide the rest of the dashboards, and then click Save.

13 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:
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€ All Settings > Role » Role Management > Add New Role

Ul Access:  Expand Al Collapse Al Search. .. Y Al Nodes »

I P " FortiSIEM Dashboard * I

» X Global FortiSIEM Dashboard w
» X Google Apps Dashboard ¥
» X Identity & Location Dashboard ¥

P X NetApp Dashboard ¥

» « Metwork Dashboard w

» X Office365 Dashboard

» X Salesforce Dashboard ¥

P o Security Dashboard ¥

» & Server Dashboard ¥

7. Leave the Analytics, Incidents, and Cases settings at the default values.
8. Click CMDB, and then hide all settings except Devices.

Ul Access:  Expand All Collapse All | Search... Y All Nodes «

_h

|D Devices w |

P X Applications +
P X Users w
» X Business Services =

» X CMDB Reports =

9. Hide Others.

b XK CMDE Reports w

P X Admin *

X Task »
X Alerts and Tasks

X System Errors w

X User Activity w

Save Cancel

10. Click Save.
11. Log out of the FortiSIEM GUI.

FortiSIEM 6.3 Lab Guide 14
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Exercise 2: Creating New Users

In this exercise, you will create two new users: a manager account and your own user account.

Create New Users

You will create two new users.

To create new users

1. On the FortiSIEM GUI, log in with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the CMDB tab, and then in the left pane, select Users.

HEDARD M ANALYTICS M INCIDENTS I CASES | @ CMDB
o Q & 0 1 0
B D= Routers Firewalls Windows
CMDE = Users
> Apotications Mew FEdit | Deleta | Q
Ungrouped User Hame Full Hame System Rold
P Business Services admin Full Admin
b CMDB Repurls
3. Atthe top of the tree, click the plus icon (&).
[=] Qe
P Devices
CMDB > Users
P Applications .
New Edit Delete
User Name
Ungrouped
P Business Services admin
» CMDB Reports

15 FortiSIEM 6.3 Lab Guide
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4. Inthe Group field, type My Local admins, and then click Save.

Create New User Group

Group: | My Local admins

Description:

Folders: tems: sarck Selections:

admin

Save Cancel

5. Expand the Users tree, and then select the new My Local Admins folder.
6. Click New to create a new user.

0@ F &

Q

» Devices

CMDB = Users > My Local Admins
» Applications

New Q  search..
Ungrouped User Name Full Mame

b Business Services

» CMDE Reports

7. Configure the following settings:

Field Value

User Name manager
System Admin Click in the empty box to prompt a dialog box to open.
Mode Local
Password Fortinet2!
Confirm Password Fortinet2!
Default Role Lab1 - Manager View
8. Click Back.
FortiSIEM 6.3 Lab Guide 16
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Exercise 2: Creating New Users

New User

Agent admin: [

Mode: Local B

Password: esesessss

Confirm Password:  eeseses

Default Role: | @ Lab1 - Manager View -~

Back

9. Click Save.
10. Click the arrow icon in the top toolbar to log out of the FortiSIEM GUI.

To verify the settings for the newly created account

1. Log in to the FortISIEM GUI with the following credentials:

Field Value

User ID manager
Password Fortinet2!
Domain LOCAL
Disclaimer Accept

Stop and think!

Notice how various parts of the GUI are no longer visible.

2. Click the Dashboard tab.
Notice how you can see only the few dashboards you specified previously.

3. Click the Analytics tab.

17 FortiSIEM 6.3 Lab Guide
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10.
11.
12.

Notice how it contains the Real-time Search and Reports options. Because of the restrictions on the role, if
you were to perform a real-time search, the events returned would come only from devices that the role is
allowed to view.

Click CMDB, and then notice it shows only Devices, which you selected previously for the role.

Log out of the FortiSIEM GUI as the manager, and then log back in as the admin user with the following
credentials:

User ID admin
Password Fortinet1!
Domain LOCAL

Click the CMDB tab, and then in the left pane, click Users.
Select My Local Admins.

Click New to create your own user account.

Configure the following settings:

Field Value

User Name <select a username>
System Admin Click in the empty box to prompt a dialog box to open.
Mode Local

Password Fortinet3!

Confirm Password Fortinet3!

Default Role Full Admin

Note that this new user is using the Full Admin role.

Click Back.
Click Save to save your new user account.
Log out of the FortiSIEM GUI.

FortiSIEM 6.3 Lab Guide 18
Fortinet Technologies Inc:



DO NOT REPRINT
© FORTINET

Exercise 3: Changing Local User Passwords

In this exercise, you will change your user password.

Change Local User Passwords

You will change the password for your user account that you created in the previous exercise.

To change local user passwords

1. Log in to the FortiSIEM GUI with your user account.

Field Value

User ID <the name you selected>
Password Fortinet3!
Domain LOCAL

Notice that your username and current role are listed at the bottom of the screen.

Organization: Super User: john doe S5Scope: Local

2. Inthe upper-right corner of the window, click the user profile icon.

3. Inthe Password and Confirm Password fields, type a new password, and then click Save.

v,

- -
The password must contain at least one number and one special character (!@#$%"*
(),-?). Youcanuse Fortinet4!.

19 FortiSIEM 6.3 Lab Guide
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Basic Contact

User Mame:

Full Hame:

Edit User Profile

R~
Ul Settinas

Password:

Confirm Password:

asBssssace

AR RIRANS

4. Logout of the FortiSIEM GUI.

5. Log in again using the new password, and then verify that it is working.

6. Log out of the FortiSIEM GUI.

FortiSIEM 6.3 Lab Guide
Fortinet Technologies Inc:
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Lab 2: SIEM and PAM Concepts

In this lab, you will explore how FortiSIEM processes each log into an event type.

Objectives

e View raw event logs

¢ View structured data

¢ Inspect event classification
¢ Inspect event enrichment

¢ Review performance events

Time to Complete

Estimated: 45 minutes

21 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:
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Exercise 1: Reviewing Incoming Data

In this exercise, you will review the raw events that have been received by syslog.

Create a Search Filter

You will create a search filter on FortiSIEM.

To set search filter criteria

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab.
3. Click the search field to edit the condition.
The filter editor opens.

OARD I AHALYTICS & |NCIDENTS

£ Actions » | & [1] Raw Messages [+

|

Filter
& Event Keyword
Event Attribute

CMDB Attribute

Time Range
Real-time ® HRelative Last 10 2 Minutes v
Absolute

Trend Interval: Aute

':_‘*ll(

-

Load

aave

Clear All

4. Inthe Filter section, select the Event Attribute option, and then create the following query:

Field Value

Attribute Reporting IP
Operator =
Value 192.168.3.2

FortiSIEM 6.3 Lab Guide
Fortinet Technologies Inc:
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5. Inthe Time Range section, select Real-time.
6. Click Apply & Run.

Filter Load Save Clear Al

~ Event Keyword

@ Event Attribute
Paren Attribute Operator Value Paren Next Row

o @ Reporting IP - v | 192.188.3.2 [+ I - ac v O @

CMDE Attribute
Time Range
O Relative
D Absolute

Trend Interval:

Apply & Run Apply Cancel

Generate Events

You will generate some scripted events.

To generate logs

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.
https://10.0.1.130/NSE_Institute/index.php

vy

Ny -
9 There is a link in the browser favorites bar.
—

2. Onthe NSE Institute website, click LABS SET 1, and then under Lab 2 — SIEM and PAM Concepts, click
Exercise 2.1 — Raw Events.

The output should resemble the following example:
Running Data Input for Lab Exercise 2.1

sending events from file /var/www/html/NSE_Institute/labs/LAB2/A/events lab2a.dat
5 messages sent

_

3. Close the Linux-Client VM browser tab.

23 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:
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View Raw Event Logs

You will view the raw event logs of the events you generated from the NSE Institute website.

To view raw event logs

1. Return to the FortiSIEM GUI, and then after five events are received in the table, click Pause.
2. Toview the type, select Show Event Type.

3. Toview the full raw log message, select Wrap Raw Event.

4. Inthe table, in the Raw Event Log, review the log details for each event received by syslog.

& actors v |1 [1) Reaitime events for 19218827 | @
e [Repomag @ a1 v 10 | =] s C— -
Real-time events for 192.168.3.2
| BT | G
wvent aacelve Time aeparting 1o Evan Typa waw Event Log
2001, 470 2 st pvent dogier G abled « 18T ey 51 15 00-00 cotw®20 15+ 10-0 1 Lirme®06: 17 40 shwwr arvve #7140 T71 SE0CHSD o vid 41 40037
SRSl R Pt T logees B P T P W R —— ——
.
g 112007, 11:08-19 P nis ForiGate-rven-adwn k- es agoe
pref
Stop and think!

Can you identify which device they came from?

Which users had failed logins? See "Appendix: Answer Sheet" on page 236 for the answer.

5. Leave the window that displays the events open, and then continue to the next exercise.

FortiSIEM 6.3 Lab Guide 24
Fortinet Technologies Inc:
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Exercise 2: Reviewing Structured Data

In this exercise, you will review the normalization of raw events into structured data.

View Structured Data

You will examine the raw event log from the previous exercise.

To view structured data

1. Using the analytics results from the previous exercise, make a note of each field header in the table (that is, Event
Receive Time, and so on).
See "Appendix: Answer Sheet" on page 236 for the answer.

FortiSIEM refers to these as Attributes.

Which attribute relates to the device IP address that sent the data? See "Appendix: Answer Sheet" on page
236 for the answer.

Notice how each raw event log maps to a specific event type.

Which event type relates to a login failure? See "Appendix: Answer Sheet" on page 236 for the answer.

2. Inthe Raw Event Log field, select a login event that was successful.

A right arrow icon &l appears.

25 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:
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[ Sharw Eeent Type [ Wrap Raw Events

Event Type Raw Event Lag

FortkGate-avent-logle-disablec

<1#¥>hug 31 15:10:00 cate=2X014- 1002 time=06:2T:40 devname=FG 24001 1 2800450 devid 19128004 41 logid =0 1004: 1 type=mvont vpe-system level=ale rt wd=reot lngdesc="Admin IE'
login disabled” =152 163 69 229 scrien=ingin sarus=faded reamomewcaas [fmit map="lozin disabiad from (F 192 168 65 279 for 60 saconds becsuse of 1 bad srreamprs”

Brofie="super_admin” msg= ACMEEEtracer admin lgged M sccesstully Trom sshi 191168 €9 129)"

3. Click the right arrow icon.
The Event Details dialog box opens.

Event Details M| x

+1 8% Aasg 31 15:10: 00 dste=2016-10-03 time=06: 17: 40 devn ame =FG2 40D 331 1800450
devid=FG 240D 351 1500441 logid=010003202 1 type=swe nt zubt ype=zyztem level=ale rt vd=root
logdesc="Admin login dmabled wi=191. 168. 69. 119 action=logn wta tus =failed
reasoncexoeed_limit meg= Logwn dimabled from P 191, 168 .69 .119 for &0 seconds becawse of
3 bad attempts

Lines: 34
pisplay Filter Item value
O O Collsotor ID 1 ~
O Count
0 (] De soription Admin login dizabled
O [ ] Device Time Oct 032016, 03:37:40 AM
0 [m] Event Action 0
0 (] Event ID 30071379136 85548372
O O Event Parse Status
O [ ] Event Parser Name FortiGatePa rmer
(] Event Reoeive Time Aug 3112021, 12:10:00 PM v
< >

The window includes both the raw log details and a more structured view of the log details.

4. Inthe structured Event Details view, review the attributes that FortiSIEM has normalized the raw event log into.

Which attribute provides the local time when FortiGate actually logged the event? See "Appendix: Answer
Sheet" on page 236 for the answer.

What are the Reporting Model and Reporting Vendor attributes of the event? See "Appendix: Answer
Sheet" on page 236 for the answer.

FortiSIEM 6.3 Lab Guide 26
Fortinet Technologies Inc:
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5. Review the raw event log view and look at which protocol was used for the authentication (HTTPS or SSH).

What attribute did FortiSIEM map this to in the structured view? See "Appendix: Answer Sheet" on page 236
for the answer.

Who made a successful authentication? What attribute was this field mapped to in the structured view? See
"Appendix: Answer Sheet" on page 236 for the answer.

6. Close only the Event Details window, and then continue to the next exercise.

27 FortiSIEM 6.3 Lab Guide
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Exercise 3: Reviewing Event Classification

In this exercise, you will review how the events are grouped into event types.

Inspect Event Classification

Using the analytics results from the previous exercise, you will inspect the event classification of Event Type and
FortiGate-event-login-success in the FortiSIEM database (CMDB).

To inspect event classification—method one

1. Inthe analytics results from the previous exercise, click one of the FortiGate-event-login-failure events.
A down arrow appears in the Event Name column.

2. Click the down arrow, and then select Quick Info.

<189> Aug 31 15:10:00 da
Aug 31 2021, 12:10:00 FMm 192.168.3.2 For tiGate-event-login-failure -I login failed® sn=0 user="f
¥
Y Add to Filter »
i
Aug 31 2021, 12:09:59 PM 192.168.3.2 For ti Gate- event -ad min-login- success + Add to Tab... -
@ QuickInfo o
Notice that the quick info window provides the device type that the event belongs to,
with an event severity and description.
-
3. Make a note of the Member of value, which is related to the CMDB classification for the event.
Quick Info for FortiGate-event-login-failure 0 x
Event Type: FortiGate-event-login-failure
Device Type: Fortinet FortiOS
Severity: 10
Description: Failed admin logon
I Member of: /Security/Logon Failure/Dev Logon Failure I
Close
To inspect event classification—method two
1. Continuing on the FortiSIEM GUI, click the RESOURCES tab, and then in the left pane, expand Event Types.
2. Click Security > Logon Success > Dev Logon Success.
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3. Inthe main window, in the search field, type FortiGate to look for all events related to FortiGate.

Resources » Event Types > Security > Logon Success > Dev Logon Success
New Edit Delete Q

Event Type Description

FortiGate-auth-FSAE-login- successful FortiGate FSAE Authentication success

For tiGate-auth-NTLM-login- successful FortiGate NTLM logon success

For tiGate-auth-successful FortiGate Authentication successful

For tiGate-event- admin-login- success Admin logged in successfully

FortiGate-event- authenticate-success Administrator succeeded in authentication
FortiGate-avent- auth-logon FortiGate event auth legon

Stop and think!

Is the FortiGate-event-login-success event listed?

4. Select FortiGate-event-login-success.
A Summary pane opens at the bottom of the screen.

5. Make a note of the Member of value.
See "Appendix: Answer Sheet" on page 237 for the answer.

6. Make a note of the Description, and then close the window.
See "Appendix: Answer Sheet" on page 237 for the answer.

7. Remove the search term FortiGate, and then review all the other vendor event types that are classified as a Dev
Logon Success event.

8. Inthe left pane, continuing under Security, click Logon Failure > Dev Account Locked, and then review the
different event types.

9. Find the event Win-Security-4740 in the list.
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Use the search field to filter the results.

What do you notice about this particular event? See "Appendix: Answer Sheet" on page 237 for the answer.

10. Log out of the FortISIEM GUI.
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Exercise 4: Reviewing Event Enrichment

In this exercise, you will review how FortiSIEM adds enrichment attributes to events.

Configure a Search Filter

You will configure search filter criteria to filter events.

To set search filter criteria

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Clickthe ANALYTICS tab.
3. Click the search field to edit the condition.

vy

b -
9 Make sure the search field is empty (it may contain text from another exercise).

The condition editor opens.

4. Inthe Filter editor, select Event Attribute.
5. Configure the following settings to create a new query:

Field Value

Attribute Reporting IP
Operator =

Value 172.16.1.3
Next OR

6. Inthe Row column associated with your existing condition, click the + icon to add another row.
7. Configure the following query:
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Field Value

Attribute Reporting IP
Operator =
Value 192.168.20.2
Filter Load Save Clear AN

y Event Keyword

@ Event Attribute
Paren Attribute Operator value Paren Hext Row
o o Faporting P = v | 172.16.1.3 o © wm ~ O 9
o o Reparting 12 = v | 192.168.20.7 o o MDD v O @

) CMDB Attribute
Time Range
O Absolute

Trend Interval:

Apphy B Run Aggity Canoel

8. Inthe Time Range section, select Real-time.
9. Click Apply & Run.

Generate Events

You will generate some scripted events from the Linux-Client VM.

To generate events

1. On the Linux-Client VM, open a browser tab, and then go to the NSE Institute website.

2. Onthe NSE Institute website, click LABS SET 1, and then under Lab 2 — SIEM and PAM Concepts, click
Exercise 2.2 — Event Enrichment (Part A).

The output should resemble the following example:

Running Data Input for Lab Exercise 2.2A

sending events from file /var/www/html/NSE_Institute/labs/LAB2/B/events_ lab2b.dat
2 messages sent

Completed!
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Exercise 4: Reviewing Event Enrichment

Inspect Event Enrichment

You will examine how FortiSIEM automatically enriches events from various vendor devices. You will also perform
manual enrichment on certain device events.

To inspect the event enrichment of a PAN-OS event log

o oDd=

Return to the FortiSIEM GUI, and then after two events are received, click Pause.
Click the RESOURCES tab, and then in the left pane, expand Event Types.

Click Security > Logon Failure > Dev Logon Failure.

In the main window, in the search field, type PAN.

Select PAN-OS-SYSTEM-login-failed, and then click Summary in the bottom pane.

Resources > Event Types * Security » Logon Failure » Dev Logon Failure i

Delene L&}

PN -05 -5Y STEM Ao mn-fabed

5__.#-.-*-arj

D escription :

O Awte epand

Hame: PAN-05-

Device Type: Fa

Severty:

Member Of:

CYE IDs:

Dezcript ion Device Type

Telnet Authentication Faied Palo Alro PAN-D3
55H1 Logon Fallure Paly Mto PAMN-05
Adrrn login fallure Paks Alzo PAN-D5

What is the value in the Member Of field? See "Appendix: Answer Sheet" on page 238 for the answer.

6. Return to the ANALYTICS tab.

7. Select the Raw Event Log field to look at the details for the PAN-OS-SYSTEM-login-failed event.
A right arrow icon () appears.
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8.

Click the right arrow icon to display the Event Details, which will enable you to view the details associated with that
event.

9. Review the raw event log for that event.
Does it contain any country-related information? See "Appendix: Answer Sheet" on page 238 for the answer.

10. Review the attributes in the structured view, and then note the Source Country, Source Organization, and
Source State.

Where did this information come from? See "Appendix: Answer Sheet" on page 238 for the answer.

11. Close the Event Details window.

To inspect event enrichment in the IOS-SEC event log

1. Continuing on the FortiSIEM GUI, review the Event Details raw event log for the IOS-SEC_LOGIN-LOGIN_
FAILED event.

Is there a Source Country or Destination Country populated for this event? If not, why? See "Appendix:
Answer Sheet" on page 238 for the answer.

2. Close the Event Details window.

To update the geographical location for a device manually

1. Continuing on the FortiSIEM GUI, click the CMDB tab.
2. Inthe left pane, select Devices.
3. Inthe search field, type the IP address 192.168.20. 2.
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4,
5.

|CMDE > Devices |
ew ecit | oclete [ Q| Fitters avptied =
Name P Device Type Status Discoversd I |mpacted Susiness Service  Polic
v 2 atus
HOST-192.168.20.2 192.168.20.2 Gisco 105 Pending Aug 31 2021, 01:29:11 - Change Statu
IB Edit Location
&% Decommission
b

In the search results, select the Name HOST-192.168.20.2 device.
Click the down arrow beside Actions, and then select Edit Location.
The Edit Device Location pop-up window opens.

s
= c Because FortiSIEM is not configured with a real Google APl key, you might see an
error message.

In the Edit Device Location pop-up window, configure the following settings (or configure your own), and then
click OK:

Field Value

Location Name UK Data Center
Country United Kingdom
State England
City London
Because FortiSIEM is not configured with a real Google API key, you might see an
error message.
7. Click Save.
8. Click the ANALYTICS tab, and then click the search field.
Your previous query should still be listed.
9. Inthe Time Range section, select Real-time.
10. Click Apply & Run.

To generate logs for a manually updated geographical location

1.
2,
3.

35

Return to the Linux-Client VM, and then go to the browser tab connected to the NSE Institute website.
Under LABS SET 1 and Lab 2 — SIEM and PAM Concepts, select Exercise 2.2 — Event Enrichment (Part B).
Close the Linux-Client VM browser tab.
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To inspect event enrichment for a manually updated geographical location

1. Return to the FortiSIEM GUI, and then after two events are received, click Pause.
2. Review the Event Details for the raw event log IOS-SEC_LOGIN-LOGIN_FAILED again.

¢ Make sure Wrap Raw Event is selected.

W ! ’ ¢ Make sure Show Event Type is selected.
9 » Once the RAW Event log is selected, a right arrow icon (B) appears.

¢ Click the icon to display the Show Detail option, which will enable you to view the
details associated with that event.

Are the Reporting City, Destination City, Destination Country, and Destination State values populated
now? If so, why? See "Appendix: Answer Sheet" on page 238 for the answer.

3. Close the Event Details window.

4. Click the CMDB tab, select the device with the IP address 192.168.20. 2, and then click Delete.

5. If a prompt appears instructing you to delete the selected device from the CMDB, click OK, or remove it from the
group.

6. Log out of the FortiSIEM GUI.
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Exercise 5: Reviewing Performance Events

In this exercise, you will examine some of the performance events collected by FortiSIEM.

Configure a Search Filter

You will configure search filter criteria to filter events.

To set search filter criteria

1. Log in to the FortiSIEM VM with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab.
3. Click the search field to edit the condition.
The Filter editor appears.

4. Click Clear All to clear the existing queries.

@ DASHEDARD e ANALYTICS A INCIDENTS

& actions = | £ [1] Real-time events for 172.16.1.3

B -

Reporting IP = 172.16.1.2 OR Reporting IP = 192,168,20.2 =- X Stop Pause Fast forward Clear

Filter Load Save -

| Event Keyword
Cvent R @ Event Attribute
Paren Attribute Operator Value Paren Next Row
Sug 3 o o Reporting [P . v 1721613 o o o . @ @
[+] (-] Reporting [P = v 192,163.20.2 o (- AND ~ @ [-]
Aug 31 CMDB Attribute

5. Create the following query:

Field Value

Attribute Reporting IP
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Field Value

Operator =
Value 192.168.20.2

6. Inthe Time Range section, select Realtime.
7. Click Apply & Run.

Generate Performance Event Logs

You will generate some scripted performance event logs.

To generate performance event logs

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 1, and then under Lab 2 — SIEM and PAM Concepts, select Exercise 2.3 —
Performance Events.

The output should resemble the following example:

Running Data Input for Lab Exercise 2.3

sending events from file /var/www/html/NSE Institute/labs/LAB2/C/events lab2 3.dat
18 messages sent

3. Close the Linux-Client VM browser tab.

View Performance Event Enrichment

You will examine how FortiSIEM automatically enriches performance events.

To view performance events

1. Return to the FortiSIEM GUI, and then after 10 events are received, click Pause.
Notice that there are a number of device monitor events labeled PH_DEV_MON.

2. Select Raw Event Log for Event Type PH_DEV_MON_SYS_UPTIME, and then view Event Details.

¢ Make sure Wrap Raw Event is selected.

W ! ’ « Make sure Show Event Type is selected.
9 » Once the RAW Event log is selected, a right arrow () icon appears.

¢ Click the icon to display the Event Details window, which will enable you to view
the details associated with that event.
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3. Review the raw event log and structured data.

Which attributes relate to the uptime and downtime of the device? See "Appendix: Answer Sheet" on page
239 for the answer.

A\
- - Performance events are also enriched with geolocation data (host, reporting country,
and so on), if the CMDB has a location set for an internal device. A host IP is populated
— for all performance events.

What attribute relates to how often the event is collected? See "Appendix: Answer Sheet" on page 239 for the
answer.

4. Close the Event Details window.
5. Inthe RAW event Log, select Event Type PH_DEV_MON_SYS_MEM_UTIL,.
Aright arrow () icon appears.

6. Click the right arrow icon ().

7. Review the raw event log and structured data.

Which attribute relates to the memory utilization of the device? See "Appendix: Answer Sheet" on page 239
for the answer.

How often is the memory utilization event collected? See "Appendix: Answer Sheet" on page 239 for the
answer.

8. Open the Event Details dialog box associated with the PH_DEV_MON_NET_INTF_UTIL event type.
9. Review the raw event log and structured data.
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Which attributes relate to the interface name and interface utilization? See "Appendix: Answer Sheet" on
page 239 for the answer.

Why are there four interface utilization events? See "Appendix: Answer Sheet" on page 239 for the answer.

10. Log out of the FortiSIEM GUI.
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Lab 3: Discovery

In this lab, you will examine the FortiSIEM discovery processes.

Objectives

View auto log discovery

Add credentials and IP ranges for a single device
Discover a single device

Perform a discovery on many devices

Pull performance data from devices

Time to Complete

Estimated: 45 minutes
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Exercise 1: Inspecting Syslog Data

In this exercise, you will inspect the type of data that is extracted from the syslogs.

Configure Search Filter Criteria

You will configure search filter criteria to filter events.

To set search criteria for logs

1. Log in to the FortiSIEM GUI with the following credentials:

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab, and then click the search field to edit the condition.

3. Inthe Filters editor, configure the following settings to create a new query:

Field Value

Event Keyword ASA or devhame

4. Inthe Time Range section, select Real-time.
5. Click Apply & Run.

Filter Load Save Clear All

(O] Event Keyword = ASA or devnzme
() Event Attribute
() CMDB Attribute
Time Range
® Real-time ' Relative

' Absolute

Trend Interval:

Apply & Run Apply Carcel
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vy

Exercise 1: Inspecting Syslog Data

b -
9 Make sure the search field is empty (it may contain text from another exercise).

Generate Test Logs

You will generate some scripted logs to trigger the discovery processes on FortiSIEM.
To generate test logs

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 1, and then under Lab 3 — Discovery, select Exercise 3.1 — Auto Log Discovery.
The output should resemble the following example:

Running Data Input for Lab Exercise 3.1

sending events from file fvar/www/html/NSE_Institute/labs/LAB3/A/events ciscoasa.dat

sending events from file fvar/www/html/NSE_Institute/labs/LAB3/A/events fortigate.dat
50 messages sent

Completed!

3. Close the Linux-Client VM browser tab.

Inspect Discovered Devices

You will inspect the discovered devices on FortiSIEM.
To inspect the syslogs

1. Return to the FortiSIEM GUI, on the ANALYTICS tab, wait until at least 25 events are received, and then click
Pause.

Shevee Trent Type L] Wien Raw Cverse

Bl Ruecive line Hupun L 14 Haw Eveal Log
R P RO R rebdan 44 A4 DI MARA G IV s cdvan 1O Seaneetion 47500 44 far cubide st 001 e

152 05E. 258 0 3erdan 17 2010 0000000 RARA-£-TD20° 3 LML 2cund LIF conrector 52255218 “cr ausIce: €0 225

192.15€.3.1 C @05ep 30 150050 dale=I01E-00-17 Lir 6:55:49 devime=T 3240 JECI=4) devie=TC
15200850 Fortizate WEM <1gYRiap 31 4 ailEbE date- LE-09-13 DT JELD2a1 devic--

18215821 Furli < BBy 2D 50867 dale-101€ 23 | 6:E6:42 doviname-F 51400367 2200241 duwic-F 21
[ER RPN AnA VN4 SR LF VUL OO SARA £ IV E etk TOF o on e Erer fon pulide: 001V e 4
152 5€.0010 Fertlate-vaifio-cen'ed L GOaGap 30 SIC0IET date=I00E-02-17 tlme= 148 devname=r 540039 30041 devle="C24 0017 16D

[ER RPN

SUBEEL L VUL DD SARA

FATSEE Y T ol LT e

LR ETRE R

BN ET R IR EL I L R o s W ., SR
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2. Click the CMDB tab, and then in the left pane, click Devices > Network Device > Firewall.
3. Inthe upper-right corner of the CMDB tab, click the columns icon (§§) to add a Version column to the display.

Select Columns

Available Columns Selected Columns
Organization : Agent Policy "
_ Agent Status
Description -> Monitor Status
Maintenance Event Status
Location * Agent Type
4 AWS Account
AWS Instance
¥ Parser Name
v Agent Version v

Removing all selected columns will reset columns to their default.

Save Cancel

In the Available Columns list, select Version.

Click the right arrow icon (=) to move Version to the Selected Columns list.

Click OK.

Drag the Version column beside the Method column.

Click the CMDB tab, and then in the left pane, click Devices > Network Device > Firewall.

The Cisco ASA device with the name HOST-192.168.19.65 and a Fortinet FortiOS device with the name
FG240D3913800441 appear in the list.

© No o M

Routers Firgwalls Windomws Unix ESX AW Azure
CMDB - Devices = Hetwark Device » Firewalll
e EdiL Dl Q g Action ~ — R )
Hame IP Device Type Status Discovered Method Versicn
| FCI40026 12800441 152.168.2.1 Fortinet FordOs Peacing Oct 05 2021, 02:04:00 aM LOC | ANY
FLY AU T3R50 197 16437 Frrtinet bartios Peacing Ocs DR 021, IR A DG ARY
HO5T-172,76.7.3 172.16.1.3 Falo altc FAH-05 Pencing Oct D3 2021, D2:02:47 A% LOG ANY
|HOST 1G2.768.19.63 1921681083 Cloco ASA Peacing Oct 05 2021, 02:02:57 ak LC-Cl ANY
vis
] -
Make sure the search field is empty (it may contain text from another exercise).
-—
—
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Exercise 1: Inspecting Syslog Data

Why are the names different? If you are unsure, review some of the raw events on the ANALYTICS tab. See

"Appendix: Answer Sheet" on page 240 for the answer.

What is displayed under the Version and Discovered fields for each device? See "Appendix: Answer Sheet"

on page 240 for the answer.

9. Continuing on the CMDB tab, in the lower pane containing the details, select the Cisco ASA device, click the

Summary tab, and then review the details.

vy

b ] >
9 You may need to click the up arrow to bring the fields into view.

HUS 1- 794,158, 1962 192,158, F.6b Lisco AbA

Properties Meonitor Softwarz~ Hardware = Configuratizn

I “

General

Importance: sormal

Member of 3 Groups

CGroup #1: /Hetwork Dev ce/Firewal.

Uroup #2: {Metwork Device/V2N Gateway

Croup #3: /MNetworl: Dovoce/Hotwerl DS

Hame: -Us | 194168 19,65 Access 1P 1¥2.108.19.60

Device Type: Zisco ASA Varsion: AMY

Oct Ub ZUET, UE03: 57 AM LUG ARY

O Auto expand

Health Dverview

Ferformance Hoalth: @ rormal

Statistles
Crealed: Cc_ 032027, 02:02: 17 &% via _0OG
last NDiscoverad: Te- 05 2071, 07:05:57 &'a via 06
Last Updatsd: Ccz 03 2021, 02:0<:17 AM via _0G
Interfaces: 0

System Services: 0

Notice this device has been automatically categorized under three groups.

10. Select the Fortinet FortiOS device, on the lower pane containing the details, click the Summary tab, and then

review the details.
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Inspect Discovered Devices

CMDB > Devices » Network Device » Firewall
Mew S L Dizlele Q
hame IF Dev e Typs Slalus Discovared Mzlaod Vers on
I [ C24053913C0044¢ 192.168.3.1 lcrtinet Forti0s 2ending 0ot 05 2021, 02:04:00 AN LCG AHY
FEIA0Z391 3800450 192.168.3.2 Fortinat Fortios Zending QCt 25 2021, 02:02:33 AN LCG AMY
HOZT-172.16.1.2 172.16.1.3 Palo &0 lo 24H-08 Zending OcL 25 2021, 02:02-41 AM LG ANY
HOAT-197.168.713.467 197 168.°9.47 Cisen 452 Zending Ot 06 2071, O7:03:07 AW I mG SHY
L4
summary Properties Meoniter Scftware~ Hardware v Conflzuration Relationships  File O Aute expand
General Health Overview
Hamo: FGZAs271 300447 Accese I 192.708.3.1 Performance Hoalth: @ Hormal
Deovice Typo: Fortiret -ortics Vorsion: ANY
Importance: Mormal Statizticz
Created: Oct (5 2021, 02:04:15 AW via LDG
Member of 4 Grours Last Discovered: Oct (5 2021, 02:04:00 AM via LDG
Group #1: /Hebwork Device/Tirewall Last Updated: Oct €5 2021, 02:04:15 AW via LOG
Group #2: JHMebwork Device/~etwork IP3 Interfaces: €
Group #1: /Hetwork Device PRecurity Gatewsy Syshem Services: [0
Gronp #4: i Hebwork Device "Wl AN Controler Running Apps: ©

Notice this device has been automatically categorized under four groups.

11. On the same lower pane, review the Hardware > Interfaces and Configuration tabs for both devices.

What do you see and what can you identify about the population of the CMDB from the log discovery alone?
See "Appendix: Answer Sheet" on page 240 for the answer.

12. Log out of the FortiSIEM GUI.
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Exercise 2: Adding Credentials and IP Ranges for a Single
Device

In this exercise, you will add the SNMP credentials used in the discovery process.

Configure SNMP Credentials

You will configure SNMP credentials and assign IP address ranges to the credentials on FortiSIEM.

To add SNMP credentials

1. Login to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the ADMIN tab.

In the left pane, click Setup.

In the main window, select the Credentials tab.

Click Step 1: Enter Credentials, and then click New.

o oeN

Access Method Definition x

Name:
Device Type: | Generic i
Access Protocol; | SpMP "
Port: 181

Password config:  mamual

Commasnity String:
Confirm Community 'S-E"!I"-gi

Description:

Save Cancel
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6. Configure the following settings:

Field Value

Name Global SNMP

Device Type Generic

Access Protocol SNMP

Community String public

Confirm Comm String public

Description FortiSIEM Training SNMP Credentials
7. Click Save.

To assign credentials to address ranges

1. Continuing on the FortiSIEM GUI, under Step 2: Enter IP Range to Credential Associations, click New.
2. InthelIP/IP Range field, type 192.168.3.1.

3. Inthe Credentials drop-down list, select Global SNMP (it should be listed as the default because there is only one
credential defined), and then click Save.

Device Credential Mapping Definition »

IPSIPF Ramge  192.168.3.1

Credentials: | Global SHMP

L+

Save Cancel

4. Logout of the FortISIEM GUI.

Prepare for Discovery

Because you are working with a system that has scripted data, you must prepare the system before you can
perform the discovery.

To create scripted discovery data

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 1, and then under Lab 3—Discovery, select Exercise 3.2—(A) Prepare System for
Local File Discovery.

The output takes approximately one minute to return and should resemble the following example:
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- Lab Exercise 3.2A

This will take around 50 seconds to complete.

Waiting 45 seconds for Discovery Process to Restart
admin 14575 1 1 16:85 7 06:00:00 /opt/phoenix/bin/phDiscover
Discovery Process Restarted OK

_

3. Once completed, select Exercise 3.2—(B) Copy FortiGate Discovery File.
The output should resemble the following example:

Running Lab Exercise 3.2B

Preparing FortiGate Simulated Device SNMP Walk for Discovery

Made required directories...
Made required directory...
Copied required SNMPwalk file...

Changed file permissions...

Completed! FortiGate Device 192.168.3.1 Ready for Discove

4. Close the Linux-Client VM browser tab.
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Exercise 3: Discovering a Single Device

In this exercise, you will use the credentials from the previous exercise to discover a device and collect data from
it.

Configure Discovery

You will configure the discovery settings that FortiSIEM uses to perform discovery.

To add a device to be discovered

1. Login to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the ADMIN tab.

In the left pane, click Setup.

In the main window, click the Discovery tab.
Click New.

Configure the following settings:

Field Value

oo h N

Name FortiGate Firewall
Discovery Type Range Scan
Include 192.168.3.1
Name Resolution SNMP/WMI first
FortiSIEM 6.3 Lab Guide 50
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Discovery Definition X
hma FertiGate Firgwall
Disgtregry Type Range Scan ¥
Inelyde 197,168, 9.1
Exclude
clude Types F 4
Exslude Types I__f"
L DHE Tigt ) SelP W first
Save Cancel

7. Leave all other fields at the default settings, and then click Save.
8. Inthe table, select the FortiGate Firewall entry, and then click Discover.

9. Once the discovery is complete, review the fields to view what access method was used for the discovery, and
what system monitors and application monitors were applied to the device.

Discaver - Fortigate Firewall X
Show Errors Calumns - M < 11 ¥ M
Organization 1P Status Hame Type Aocess Ly= Menitor App Manitor
Super 192.168.30.42 suctreded FAPE3210 dufsull Fur Linul FerLiar
Super 192 168.30.40 succeedad FAPIZOC-detault Fortinet FortiAP FP.
Sripaer 192 168.3.1 ez veelened FGZa0n391 3800441 Fuor Lirel Fean 1§08 Fo.. Global SHMP{EMMD) YPH Connections P Fartinet WTD Mirie.
S e
Discovery Completed.

10. Click Close.

Generate Scripted Performance Data

You will simulate a device by generating scripted performance data that FortiSIEM uses in the discovery process.

To fake the performance data

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 1, and then under Lab 3—Discovery, select Exercise 3.3—Start FortiGate
Performance Data.

The output should resemble the following example:
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Running Lab Exercise 3.3

Start FortiGate Performance Data

Starting Transfer of Fortinet Single Device Perf Data
Transfer Complete

3. Close the Linux-Client VM browser tab.

To review the performance data

1. Returnto the FortiSIEM GUI, and then click the CMDB tab.
2. Inthe left pane, click Devices > Network Device > Firewall.
3. Look at the Fortinet FortiOS device again (FG240D3913800441).
What does the Version field show now? See "Appendix: Answer Sheet" on page 241 for the answer.

4. Select the Fortinet FortiOS device, in the lower pane containing the details, click the Summary tab, and then
review the details.

How many groups is this device now a member of? See "Appendix: Answer Sheet" on page 241 for the
answer.

5. Continuing in the lower pane, click Hardware > Interfaces.
Notice how it is now populated with a lot of detail.

6. Continuing in the lower pane, click Hardware > Components.
Notice how the serial number and software version are recorded.

7. Click the main ADMIN tab, and then in the left pane, click Setup.
8. Inthe main window, select the Monitor Performance tab.
Notice how the Fortinet FortiOS device lists the system monitors and application monitors under Monitor.

9. View the Monitor column and make a note of how often CPU Util, Mem Util, and Net Intf Stat jobs are being
collected using SNMP.
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See "Appendix: Answer Sheet" on page 241 for the answer.

Exercise 3: Discovering a Single Device

10. Click the device entry for 192.168.3.1.

11. Inthe More drop-down list, select Report to verify if performance data is being collected.

A& IHCIDINTS

5 ADMIN
= Device Support Bl | O sl | Mees | 0 Seac H € 11 1 » M
= Health Fnable  daintenanse Dyl Syslern Benilors " Iype HAnnttar
CuiL App Nonitors fArtries JSHEAlL Smdas)
ER License T tis { N\:: ﬁ}rns)
5 Sattings Expart tonttars
=H Frrars, 19116831 Farlinet TwLds
SMEAL, drrdre )
Henort % 1min)
This creates a query and takes you to the ANALYTICS tab to view the results.
# 3] Search
' = Qhs eeleatas | Tl T COUNT Sl Fowsla = | v

Search - Last 24 Haurs Te 14 e e 2%

S 30, 2801

[ e bomnt g

Luent ame

LN {Matened Lvents]

o v

oo

o

[0 swrbem CPL JbLEablzs =20 2 cevioe 4

12. After you review the results, close the search tab.
13. Log out of the FortiSIEM GUI.
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Exercise 4: Performing Discovery of Other Lab Devices

In this exercise, you will create discoveries for all other devices in the simulated lab. You will continue to use only
SNMP. (You are assuming the same SNMP credential across all devices.)

Other Device List

Type Make IP address Method
Firewall FortiGate 172.16.255.82 SNMP
Firewall FortiGate 10.1.11 SNMP
Firewall Palo Alto 172.16.1.2 SNMP
Firewall Cisco ASA 192.168.19.65 Lab Special
Firewall Juniper 172.16.3.10 Log Only
Firewall Juniper 172.16.255.70 SNMP
Firewall Checkpoint 172.16.0.1 SNMP
Router/Switch Cisco 10S 10.1.1.5 Log Only
Router/Switch Cisco I0S 192.168.20.1 SNMP
Router/Switch Cisco I0S 172.16.3.2 SNMP
Router/Switch Cisco I0S 192.168.19.1 SNMP
Router/Switch Foundry 172.16.0.4 SNMP
Router/Switch Foundry 172.16.10.1 Log Only
Router/Switch HP Procurve 172.16.22.2 SNMP
Router/Switch Jun OS 172.16.5.64 SNMP
Wireless Controller Aruba 192.168.26.7 SNMP
Server Windows 172.16.10.28 SNMP
Server Windows 192.168.0.10 SNMP
Server Windows 192.168.0.40 SNMP
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Type Make IP address Method
Server Windows 172.16.10.9 SNMP
Server Windows 10.10.100.27 Log Only
Server Windows 10.1.1.33 SNMP
Server Windows 10.1.1.41 SNMP
Server Linux 192.168.0.16 SNMP
Server AIX 172.16.20.160 SNMP
Server Solaris 172.16.10.6 SNMP

Populate the Credential and Discovery Ranges of Other Devices

You will execute a script to populate the credential and discovery ranges of all other devices.

To populate the credential and discovery ranges of other devices

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 1, and then under Lab 3—Discovery, select Exercise 3.4—(A) To upload the
Credentials and Discovery Ranges via the Rest API.

The output takes approximately thirty seconds to return and should resemble the following example:

Scripts To upload the Credential and Discovery Ranges via the Rest APl - Lab Exercise 3_.4A

This will take around 30 seconds to complete.

Credentials and Dizcovery Rangesz for Devices Added Successfully

Done!

To view the credentials and IP ranges for other devices added by the REST API

1. Log in to the FortSIEM GUI with the following credentials:

Field Value
User ID admin
Password Fortinet1!
Domain LOCAL
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2. Click the ADMIN tab.
3. Intheleft pane, select Setup.
4. Inthe main window, click the Credentials tab.

You should see Step 1: Enter Credentials and Step 2: Enter IP Range to Credential Associations
populated for other devices.

To view the discovery task for other devices added by the REST API

1. Continuing on the Setup page, click the Discovery tab.
You should see discovery tasks with IP ranges populated for other devices.

Storage = Callzetor Credentials Full Events  Moniter Merformance STM Maintonance Windows Agent Linux Agent

Mew | Edit | Delste | Scheduled Discaver History = Searc =2 h
Hame Typc Root IPs Include Range ;: Last Discovery Tima

AlL Hange S 17418, 20,180

Arula lanee S THLAGH. 26,/

Charkpoint Range Sran 172.16.0.1

Cigco 105 Range Scan 192.168.2001, 172.16.3.2, 192,163,151

Fortigata Firzwall Range Scan 192.163.3.1

P Litsale | ireviall ange Suan THL16H. 1.1 Ocl 03 20T, LG22 13 AM
I oundry lange Scan IiL16.0.4

HEF Procures Hanae Swean LI L

Juniper FW Range Scan 172.1€.235.70

Jun 05 Range Scan 176564

Lin lange Scan L ed. 016

Gthar | THI D rewalls Hanae Swean UEES L OF LS PR L PR |

Faln alta Ranae Sean 172.16.1.2

Solaris Range Scan 172 AC70.0

Wineows Rangi Sucan U7Z16.10.2E, 102 168.0.10 192.168.0.40, 172.16.

Prepare the Simulated Devices for Discovery

You will prepare the lab system to prepare the simulated devices for discovery.

To prepare the fake devices for discovery

1. Return to the Linux-Client VM, in the browser tab connected to the NSE Institute website, navigate to LABS SET
1, and then under Lab 3—Discovery, select Exercise 3.4 (B)—Copy All Other Discovery Files.

The output takes approximately one minute to return and should resemble the following example:
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Running Lab Exercise 3.48

Copying Performance Uata Files

spawn scp Svaxr, /neml /NSE_Institute,

TOOTETO. 0.7

130"a passwnTi:

E_TusLiLule/ 1/disu -l 0.0.1.130: fdala/vache/disvuveryResul Ls/ousL—1/ ew|

ered Cisco AS4 into CHUS

ompleted!

vy
- -
q If you don’t see three 100% successful SCP transfers, tell your instructor.

2. Close the Linux-Client VM browser tab.

To discover devices

1. Return to the FortiSIEM GUI, and then click Discover for each device individually.
Important: Do not discover them all at once!

Storage = Collector  Credentlals  Dizcovery  Pull Events Monitor Performance STM Malntenance  Windows Agent  Linus Agent
Mow Edit Diclote Schoduled - History Search. .. [ |
Haine lppe lwol [Py Include Renue E: Lasl Discuvery lime
Al Rarga Sran AT AE.70 140
Aruha kanga hran HAIER S
Rangz Scan 172.16.0.1
Rarge Scan 192.168.20.1, 172.16.2.2, 192.1£8.19.1
Fortigatc Fircwall Rangz Scan 19278831
Few lidaml e Eirewall Ol W 2001, 10 Ak
| onunry
I Frocnrve
Junfper Pl Rangs Scan
Jun 05 Rangs Scan TLA6.5.64
Linue Rungo Swn 192.168.0.16
Chice FTHT Firowalls Rungo Swn 172.16.255.82 10.1.1.1
Falo Alto Rangz Scan 172.16.1.2
Sealar v Kiangys Simn RSl (X
Winihien, VLA AE TR, TEPOTAR O 10- 192 AR 4D, 1/ TR

After the discovery task is finished for each device, you should see a message similar to the message in the
following image:
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Discover - AlX x

Shaw Frrors Colirns = LI 4 171 i M
Urganizalion n Elalus M lype ALY Sy Manilon App MoniLor
Supr 172 1820180 suoezoded Bz IEM ALK Clobal SNAP(SNAY) Up i, SHMAIY Ping, _|

Discovery Completed.

2. Onthe Monitor Performance tab, review the system monitors applied to each device.

tizraze v Collector  Lrecenvals  Llsezvery  ullBvEnts |Mo1|tor Pgrzrar oe | SI MEAPIEnance  Woadows AfETt  LTLEAgert

Fla | 2 apdly | Messr | Q0 sere H € s

FI |
asha  Maatensace  Nevics P Tyre Maritar
Frecnee LRl [SHAT, #rvins) fa]
Upline (35mP. T
= bmar 1A o 1w 21 i

(GHME Trels)
3573t |SHME Zrvas)

= ALsasid THL bt foabe frab 8 WLES ol

Frezace (el {SH

Hak Intt S (SHis, i
= S10F S az-nHe TR Gererts |
= 1A I i Tezde s cizea 1t

Uptime (£ )

3. Click the CMDB tab, and then review the devices and device categorizations. (You may need to click Refresh.)
4. Inthe left pane, click Devices > Server > Windows.

5. Inthe main window, select the WIN2008-ADS device, and then in the lower pane that contains the details, click the
Software tab.

6. Click the Running Applications subtab, and then in the search field, type iis.
Notice the list of running applications populated from the discovery for IIS.

CMDE » Devices » Servar » Windows
Hewr | il | Delee | Q Ratony | = S K € 5 ¥
. U . — Aaers Hharttor Feaat
kang I State: wiszovered Metnzd fgent 'allcy ET Status fratuc Azeat Iypd
14 FECHG [P ERE N reading HHA
TINCATETR 12 o Fanding SHm?
WIHZD G -AD08 172 088.0.00 Feading SHm?
WINZAD 172,155,040 Feadiong SHm?
10.0.0.3% wa s = Eandlng SHm D
«
Summary Preparties  Meniter Software » Running Applizatizna >  Hardware =  Confizurstion  Relatlenthips  File O Aute axpand Apphy || B senrcho -
Colivel Mor Lo Harw Frowwas bz Srovess Paaars Hak L TR W e FEEE) Saalus dalie Lo Jpualed
seckostena surbassacn [— e
Lugral va Ty PR
svhost.ene ranng SE 1) HE L C
svshest.gne-k G30wol o, -4 CREYCGTDUD Col e R eI ranng SE 10 T ©
weshent.coue rinvng SRR
5L5ve.£XE ranng SE1 10 T C

7. Make a note of the entries in the Process Name and Process Params columns.
See "Appendix: Answer Sheet" on page 241 for the answer.
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8. Type DNS in the search field, and then make a note of the entries in the Process Name and Process Param
columns again.

See "Appendix: Answer Sheet" on page 241 for the answer.

9. Inthe left pane, click Applications > Infrastructure App > DNS, and then select Microsoft DNS in the main
window.

10. In the lower pane that contains the details, click the Summary tab.
Notice how the CMDB knows which devices in the environment are running the DNS process.

|CMDEB = Applications = Infrastructure App > DNS |

w Applications
ot New Edit | Delete & Q@

* Infrastructure App

App Group App Name Process
DHCP Servar Bind DNS Bind DNS named

DMS Forwarder DNS Forwarder dnsmasq
AAK Server

InfoBlox NiOS InfoBlox NiOS
Domain Controller

Microsoft DNS Microsoft DNS dns. exe

Directory Server

VPN Gateway App

App Firewall Running Cn [ Auto expand

Security Mgmt Server

VolP Server Mame: Microsoft DNS

Log Server Running On: 2

Video Server
Process Mame: dns.exe

Mgmt Server
Description:

Internal System

11. Inthe left pane, click Applications > User App > Web Server, and then select Microsoft IIS in the main window.

Again, notice how FortiSIEM knows which devices are running IIS by tracking the process names running
during discovery.
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= Applications = User App - Web Server
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Mail s
Tibe Serwer
Cornectivily
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Summary Running On [ 4uta =xpand
Honl daniiins —

Backup Sarver A B Drvice Heme Proness Harie Falli Srvice Sldlus [T

iz (el LB LAY WIHZER suzhast. e Unldune sy ster 12 rirring sep 10

Tl Rt S5 R RO WINZOU ALS sychast.cxe LYW Stem 2 rrring E=
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12. Log out of the FortiSIEM GUI.

FortiSIEM 6.3 Lab Guide 60

ortinet®deichers & Dumps are Available on Brave-Dumps.con



DO NOT REPRINT
© FORTINET

Exercise 5: Bringing in Scripted Data

Now that the devices are populated in the CMDB, you will start to bring in scripted performance and security data.

Pull Data From Devices

You will generate some scripted performance and security events, and then view that data on FortiSIEM.
To pull data from devices

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 1, and then under Lab 3—Discovery, select Exercise 3.5—Start All Performance and
Device Data.

The output takes approximately two minutes to return and should resemble the following example:

Running Lab Exercise 3.5

Preparing ALL Other Device SNMP Walks for Discovery
Start Full Fake Data Replay

Data Replay Completed!

vy

Ty -
9 Leave the Linux-Client VM browser tab open. You will return to it in the next lab.

3. Loginto the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

4. Click the ANALYTICS tab, and then click the search field to edit the condition.
5. Inthe Filters section, select Attribute, and then configure the following settings to create a new query:
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Field Value

Pull Data From Devices

Event Attribute Raw Event Log
Operator CONTAIN
Value *

6. Beside Time Range, select Real Time.
7. Click Apply & Run.

vy

b -
9 Make sure the search field is empty (it may contain text from another exercise).

Wait a few seconds, and then you will see various events arriving.

Filter Saved Filters ... Clear All

) Keyword

@ Attribute

Paren Attribute Operator Value Paren Next Row

[+] Raw Event Log CONTAIN |E| ' [+] AND |E| [+] -]

Time

Real Time

O Relative

O Absolute

Apply & Run Apply Cancel

8. Remove the asterisk from the filter box, type PH_DEV_MON, and then click Apply & Run again.
After waiting a minute or so, you should start to see performance metric events.

@ ftive | § [1] Real-time Search

Ex- || Raw Event Log CONTAIN IH kY mit | 1=~ Xutop | ks | bastforward | Clear sillentie

Real-time Search 10%m b Tl T 3 3k
sete
sete
10
1we
I

v T T T T T T T T
Sn A A 3 a3 e a3tz s Az LE

O shawe bvent e [ wirap Haw bvents

Cvenl Receive Time Feeepsor Ling 1P Raw Dvent Lug

Sep M0 ZO21, 01227000 PM 10.1.1.21

TPH_DEV_MOH [rasnlasL SV 5T

et ] €234, Mo Maree] THRLATSOIDE, ol gl ] 101,
Top O, WISTAT MM 1010132 TPH_DEV_MON [S¥5 T LTI B3, [k e

Sep M0 2021, 092 10.1.1.21 "PH_DEV_MON.

Sep M0 ZO21, 01227000 PM 10.1.1.21

e ] €234, Ml Hame] T A0, e dpfcd ] 10072

"PH_DEV_MON. THRCATEIDC, Mhasdpdud ] 10,72
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To view all devices on the summary dashboard

1. Continuing on the FortiSIEM GUI, click the DASHBOARD tab, and then click the down arrow on the Application
Server Dashboard.

2. Inthe drop-down list, select FortiSIEM Dashboard.

& DASHBOARD e AMALYTICS

FortiSIEM Dashboard =~ 1§ Event Audit Incidents 4 J

Amazon Web Services Dash...

Application Server Dashboar
Q)& x  Reporting Dev

Database Dashboard Last 1 hour@15:37
HSIEM Dashboard
Reporting Dev
Fartinet Security Fabric ' WINZ008-ADS
Google Apps Dashboard
WIH-RAQBESNY

3. Onthe FortiSIEM dashboard, select the + icon beside the Incidents/Cases tab to add a new dashboard.

@ DASHBOARD e ANALYTICS A INCIDENTS

FortiSIEM Dashboard ~ ' §  Event Audit Incidents Incidents/Cases 1 4

The Create New Dashboard pop-up window opens.

4. Configure the following settings:

Field Value

Name All Devices
Type Summary Dashboard
5. Click Save.

6. Select the All Devices tab for the dashboard you just created.
7. Click the select devices icon (B) beside the search bar to add all devices.

DASHBOARD I ANAIY 11CS B INCIDENTS B CASES = (MDB I RESOURCES

FortiSIEM Dashbcard » | | Event Audit Incidents Incidents/Cases All Devices X ‘ 4
Q | Search = Critical + Warning - All 1 ocations - Tahle View ~
. . S Avail . . Perf sec
Maint Device Type Organizatior Status Packet Loss  Uptime Uptime % Status  Status

The Select devices for display pop-up window opens.
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Pull Data From Devices

Select devices for display B x
Available Devices Selected Devices
Search. .. ~
~
wefih? AT {197 1687
'S
atebl10.1.1.1)
J3{172.16.1.3)
5.3.10{172.16.3.10)
2 192.163.30.
hd
K < 111 > H o
oK Cancel

8. Select all devices in the Available Devices column.

9. Use the right-arrow icon to add all selected devices to the Selected Devices column.
10. Click OK.
11. When the All Devices dashboard opens, select All Severities in the filter.

FartiSlEW Cashbeard - | Event  Audit  Incidents  Incidents/Cases !

Q| search... i A All Lecations = | Table View = 5 Iminutes- W £ 11 ok
Maini Device Critical | Drganizatior ;::” o Pachet Loss Uptime Uptime % St;:us g::ms CPU Ltil tem Uil

@ TeliGalesin (=L < Uity S @ | e— R TN N 00 @ @ | [ e PUH
@ N HACISNWRONT SN super @ | — # haurs LRI @ @ | — L_______mealiEl
@ INEKE ricTosol L Winduwe Server 2005 Super @ [T 5T iy — 000 @ iy e 4T
@ Linais 1Bt Al Super @  e— 1043 days N 005 & @ | e— I 55
@ juriigen e Juriipsr RK Junds Super @ [T 2ET Ui 00 & @ [ 79%
@ TURLATCTR, riciosol L Windowe Seroer 2003 Super @ [T 1 hours — 005 @ @ L 19% m 113%
@ 51134 F Dok CHE Geners Hnug suneT @ | (15 1R days I @ @ 1 % — [E¥EY
@ 51 Dew & By Fastiran Foundry Irnnware suneT @ | (15 1034 days I @ @ 1 | 4% — [FUEY
@ 1 800 1 aceclaps Pl dlte PN 1 ST @ | —TY Fik s Y @ @

Your dashboard should look similar to the example shown above.

vy
‘9'
-

12. Log out of the FortiSIEM GUI.

Not all devices collect the same system resource metrics, so some columns will be
empty. If your system does not resemble the example, tell your instructor.
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Lab 4: FortiSIEM Analytics

In this lab, you will explore the keyword search feature.

Objectives

* Understand the real-time search

¢ Perform a search for raw log messages

¢ Perform a historical keyword search

¢ Employ multiple search conditions

¢ Explore some of the well-used search operators

Time to Complete

Estimated: 30 minutes
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Exercise 1: Getting to Know the Real-Time Search

In this exercise, you will perform a real-time search for raw logs.

View Raw Logs

You will view raw logs on FortiSIEM using a real-time search.

To view all raw logs in a real-time search

1. Log in to the FortiSIEM GUI with the following credentials:

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab.
3. Click the Group By and Display Fields drop-down icon.

=~ Q Run Pause Fast forward Clear
Group By and Display Fields Load | Save | Clear Al
Attribute Order Display As Row Move

Type in attribute...

O @ @ ©

Apply & Run Apply Cancel

4. Click Clear All, and then click Apply.
5. Inthe pop-up window, click Use Default.

Display column cannot be empty. Back to
edit or use default?

Go Back Use Default

6. Click the search field and set it to Edit Filters and Time Range.
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£ Action ~ | i [1] Real-time Search

=

1]
1

Q Run

7. The Filter editor opens.
8. Create the following query for an Event Keyword type search:

Field Value

Event Keyword *

9. Beside Time Range, select Real-time.
10. Click Apply & Run, let the search run for about 20 seconds, and then click Pause.

Notice all the different events being received in real time and the default columns (Event Receive Time,
Reporting IP, Event Type, and Raw Event Log).

vig
“9" « Make sure Wrap Raw Event is selected.

« Make sure Show Event Type is selected.

11. Inthe Raw Event Log field, select a raw log message.
A right arrow icon appears.

12. Click the right arrow icon to display the Event Details and view the event details associated with that event.
An Event Details dialog box opens.
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Event Details

<19055ep 30 17:01:10 date-2016-09-13 time-15:20:43 devname-FGZ40D3913800441 »
dovid-FG240D02912800441 logid-1059028704 type-utm subtype-app ctrl
eventtype=app-ctrl-all level=information vd=root appid=15895 user="
sroip=197.1A8.88.13 sropart=R3795 srointf="1M7" dstip=43.4.117.141 dstport=443
dstin=f="wan1™ profiletype="zpplist" prota=a service="HTTPS" poliryid=7

N

0K

Close

__________ N v
scarch.. Lincs: 48
Display Filter Item Value
O O Applicalion Group Name e lwor k. Service o
O O Application Name SsL
O O Colector IC 1
] O Count 1
O O Destination City Haperville
O O Destination Country United States of America
] O Destination Country Code us
4 O Destination Host Name HIST-63.4.112.141
O O Destination IP 63.4.112.141
O O Destination Intarface Name wani
] O Destination Latitude 47.,75084
] [l Destination Longitude -E8.15354 o

The top portion of the dialog box includes the raw log that FortiSIEM received.

View Raw Logs

The bottom portion of the dialog box includes the structured view, which shows all the attributes that
FortiSIEM parsed out of the message.

You can use these attributes in structured searches, rules, reports, and on dashboards.

13. Close the Event Details dialog box.

14. Inthe Filters section, click Clear All to see the functionality of this button.
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Exercise 1: Getting to Know the Real-Time Search

Filter Load Save Clear All

@ Event Keyword *
() Event Attribute

¢ CMDB Attribute
Time Range
® Real-time ) Relative

() Absolute

Trend Interval:

Apply & Run Apply Cancel

Notice that as soon as you click Clear All, all existing settings are cleared.

15. Click Apply.
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Exercise 2: Exploring Search Operators

In this exercise, you will explore the use of search operators.

Use Search Operators

You will use various search operators to manipulate FortiSIEM real-time search results.

To use search operators

pobd=

Continuing on the FortiSIEM GUI, click the ANALYTICS tab, and then click the search field to edit the condition.

In the Filters section, select Keyword, and then type devname.
Beside Time Range, select Real Time.
Click Apply & Run.

g awives w | § 1] Paal-tiom Swarch | 63

(=3 |mw|.vcnt|.ogwn|am¢:.--:nc 2. | Wstos | vmwec | lastterwmrd | Oz

Real-tima Saarch

T Fevnt |

3 e AL gl e
RS ER ) REEE S05azbme i AODIF 3E00401 evlc FIZ4I0I5 3800 Lagd 1035026712 Spa hm suzbps app @
Sep 12T pil e T ST 0T e 15T e RTINS | il A gppeml e
Ao AN AR e H T BT AT 05 AT P e FIALER R4 cevle FRFATRIS SRTME logd MATSEI0N 4 e FRRRE Sse brears owcl wacog we mat
e 1 L W PR e S L 1 A1 Lyl e Lol g el e
e 1 L W bR e S L 1 A1 Lyl R F T I T R S I

nelc

Thn dn 1A 04w

Review the results.

Click Stop.

Modify the search condition again in the Filter editor for the Keyword condition devname AND HTTP.
Beside Time, select Real Time, and then click Apply & Run. (Make sure Wrap Raw Event is selected.)

4 asdens = | 2 11] Boal time Szarch o

= | Haw Lvent Log CUN LAIN dzvr zme AHD Kaw Lvent Log CUNIAIN HTTT | = | ®iseo | Fmec | asttowmrd | uear

Real-time Search

Laodz 12 taodz 1

Indicator

1w i 1 74304
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After you receive approximately 50 logs, click Pause.

What was the impact of this search? See "Appendix: Answer Sheet" on page 242 for the answer.

What can you identify about the case sensitivity of keywords? See "Appendix: Answer Sheet" on page 242 for
the answer.
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Exercise 3: Using the Historical Keyword Search

In this exercise, you will perform a keyword search.

Perform a Keyword Search

You will use a specific keyword search to filter events on FortiSIEM.

To perform a keyword search

1. Continuing on the FortiSIEM GUI, click the ANALYTICS tab, and then click the search field to edit the condition.
2. Inthe Filters editor, configure the following settings to create a new Event Keyword query:

Field Value

Event Keyword deny

3. Beside Time Range, select Relative, in the Last field, type 1, and then select Hour.
4. Click Apply & Run.

B[] Mo Mg a

2 30 ZI, 0TAE T LR X Coned Frachz Ukey cornesslen szt

Events that contain the word deny appear.

Notice the graph results show a COUNT over time (1 hour in this case) of all the events.

5. Hover over the graph to view the absolute time range for those events during that time period.

B nivwe w | R (1] Raw g % [7] Raw Misagms
B |r-.m Fumnl | og CORTALE Sy = Q= ST} I M | 1 [ 3
Raw Mossages - Last 1 Hour

B W e O

-

#

e
H < ¥ M
Luent kime Kaw Lveat Log
ses E Dened Parzie I B te= | ! 2
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Double-click any point on the graph.

A new tab opens and the same query runs with the time selector set to the specific time interval you selected.
This allows granular control and the ability to drill into event peaks of interest.

2+ | Kew Lyent Log CURLAIN 427y | =R Indatas | DRt her DUUN |Mienad Lecnts) - lo-

| Raw Messages - Today 02:43:02 PM to 02:14:01 PR 160 1h W W3 A

7. Close the second search tab.
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Exercise 4: Using Single Search Conditions

In this exercise, you will explore the use of search conditions.

Configure a Search Condition

You will configure a search condition to narrow down the scope of your search criteria on FortiSIEM.

To add a search condition

1.
2,

Continuing on the FortiSIEM GUI, click the ANALYTICS tab, and then click the search field to edit the condition.

In the Filters editor, click the Clear All button to clear any existing conditions, and then configure the following
settings to create a new Event Keyword query:

Field Value

Event Keyword *

Beside Time Range, select Relative, in the Last field, type 3, and then select Minutes.
Click Apply & Run.

Notice all the events received over the specified time period. This could be many lines and pages of data—too
many lines to fit on one page. You can jump to any page by entering the page number.

1/2,610 >N

Click the search criteria box again, and then select Attribute.
This converts a keyword search into an attribute-based search.

Configure the following settings to change the query:

Field Value

Attribute Reporting IP
Operator =
Value 192.168.3.1

In the Last field, type 5, select Minutes, and then click Apply & Run.
Notice how all the results include the reporting IP you specified.

FortiSIEM 6.3 Lab Guide 74
Fortinet Technologies Inc:



DO &L@Ia RER&LNT B ra v e - D u [Fﬂ p S : C%Q:le 4: Using Single Search Conditions
© FORTINET

Filter Load Save Clear All

(O Event Keyword -~

® Event Attribute

Faren Attribute Operator Value Paren Next Row

o Reporting IP = v 192.168.3.1 o o AND v O @

(o) CMDB Attribute

Time Range

O Real-time @® Relative Last 5 2 Minutes
O Absolute
Trend Interval: Auto v

Apply & Run Apply Cancel
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Exercise 5: Using Multiple Search Conditions

In this exercise, you will explore the use of multiple search conditions.

Add Multiple Search Conditions

You will configure multiple search conditions to further narrow down the scope of the search on FortiSIEM.

To add multiple search conditions

1. Continuing the search from the last exercise, click the search field to edit the conditions.

2. Inthe Next column associated with your existing condition, select AND.

3. Inthe Row column associated with your existing condition, click the + icon to add another row.
4. Configure the following settings for your second condition:

Field Value

Attribute Destination IP
Operator =
Value 8.8.8.8

5. Modify the Time Range drop-down list to run the search over the last 10 minutes.

Filter Load Save Clear All

(O Event Keyword

@® Event Attri bute

Paren Attribute Operator Value Paren Next Row
[+ Reporting IP = v 192.168.3.1 o @ AND v ﬂ -]
[+ - Destination IP - v | 8.8.8.8 -+ S AND ~ O @

() CMDE Attribute

Time Range

O Real-time @® Relative Last 10 2 Minutes v

O Absolute

Trend Interval: Auto w

Apply & Run Apply Cancel

6. Click Apply & Run.
Notice how now all the events are reported by a specific device IP going to the destinationIP 8.8.8. 8.
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Exercise 6: Using the CONTAIN Operator

In this exercise, you will explore the use of the CONTAIN operator.

Examine the Use of the CONTAIN Operator

You will use the CONTAIN operator in your search filter, and then observe its effect on the search results.

To use the CONTAIN operator

1.
2,

Continuing the search from the last exercise, click the search field, and then click Clear All to clear the query.
Create the following query for an Event Attribute type search:

Field Value

Attribute Event Type
Operator CONTAIN
Value win-security

Leave the search time set to the last 10 minutes, and then click Apply & Run.
You should notice that all events returned are related to Windows security.

Vs
“9" » Make sure Wrap Raw Event is selected.

¢ Make sure Show Event Type is selected.

No oM

77

Click the search field to edit the condition.
In the Next column associated with your existing condition, select AND.
In the Row column associated with your existing condition, click the + icon to add another row.

Configure the following query to look for only Windows security events that do not have a user with the name !=
svc_monitor:

Field Value

Attribute User
Operator 1=
Value svc_monitor

FortiSIEM 6.3 Lab Guide
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Filter Load Save Clear All

o) Event Keyword den

@® Event Attribute
Faren Attribute Operator Value Paren Next Row
[+ -] Event Type CONTAIN v win-security [+ ] AND v | O] @
[+ -} User 1= v | syc_monitor o @ anp v Q@ |

(O CMDB Attribute

Time Range

O Real-time @ Relative Last 10 2 Minutes v

O Absolute

Trend Interval: Auto ~

Apply & Run Apply Cancel

8. Leave the search time set to the last 10 minutes, and then click Apply & Run.
9. Review the Event Details of the raw event log for one of the returned events.
10. Scroll to the bottom of the structured view, and then in the row that contains the User attribute, select Display.
This adds an extra display column to the display.

Event Details B8 %
<12>Scp 30 19:14:19 WINZ003 ADS MEWinEventLog 1 Sccurity 1356322 -~
Mon May 14 72:58:40 2012 4776 Microsoft Windows Scourity Auditing
administrator  MJA Failure Audit WINZ008 ADS  Credertial Valdation
Thz doma'n controler ztiempted to validate the crecentials for ar accourt
Authentication Package: MICROSCIT_AUTIHCHTICATION_FACKAGL_W1_0 Logon "

Search... Lines: 30

Isplay  Filker Item Value

~

O O Felaying IP 192.165.0. °C

O O Reporting Device WINZI0E-4DS

O Reporzing 1 192.163.0.°C

O O Feparting Mnodel Windowe

O O eporzing vendor Microsoft

O O Secuence Huriber 1356822

O O Sourze lost Hame SAAS-CUSTI 71

O O System Event Category 0 (Exzernal]

O O Tme skew 796078939

O O Type Failure Audlt
Jser adiministralor

O O win Logen Fail Codz String 0XCO000054 (Logir “ailed o

< >

CK Close
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11. Click OK to close the Event Details dialog box, and then run your search again.
None of the users should be svc_monitor.

A\
- -
9 If you do not get any results for any search, run the search over a longer time period.
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Exercise 7: Using the IN and NOT IN Operators

In this exercise, you will explore the use of the IN and NOT IN operators.

Examine the Use of the IN and NOT IN Operators

You will use the IN and NOT IN operators in your search filter, and then observe their effect on the search results.
To use the IN and NOT IN operators

1. Continuing the search from the last exercise, click the search field to modify your query.
2. Modify the existing user condition as follows:

Field Value

Operator NOT IN

Value svc_monitor, administrator

This query is now configured to look for events that are Windows security events, but are not from the
administrator or sve_monitor user.

Use the NOT IN operator when you specify the user (that is, the User is NOT IN this
list).

3. Beside Time, select Relative, in the Last field, type 30, and then select Minutes.

Filter Load Save Clear All

(O Event Keyword
@ Event Attribute

Paren Attribute Operator Value

Paren Next Row
Qo o Event Type CONTAIN v win-security [+ -] amp v O @
[ -} User NOT IN I v Isvc_monitor, administrator| [+ -] amp v O @

o) CMDE Attribute

Time Range

O Real-time @® Relative Last 30 5 Minutes v

O Absolute

Trend Interval:  Auto w

Apply & Run Apply Cancel

4. Click Apply & Run.
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In your results, you may see many users returned with a $. These are computer accounts.

Exercise 7: Using the IN and NOT IN Operators

[ show Cvent Type [ irap Raw Cvarts H < I B
svenl Koo limee Ko ling 14 Fwirel Manee Haw Pyl Log ner

563 J0 IC21, Q4122118 PM TZasLLCLIC WIICNE DgOr SLI0REE 13380 IO CTILINNE WINIICT-a08 MW DveTtoog I Secarizy CMIPIe e May 2 1ZIITISTINE .| WIHZIOE-ADES
283 20 2021, 04123018 20 CAZABLLCLIC WINCOWS 0gOr SLICe:EE C133e2 3005 WIHZICE-a00 MoW Dvetocg I Secarizy 242870 Mon May o | WIHZIOC-a055

S 30 T, M4:TIAR TATLIAELTLAT MW oEon s SR A0 80 WIHIDCE &78 MEW aFvro | oy 1 Sy TR4090T Maa Moy T2 17:77:F WIHINOZE &75%

5. Modify your search to exclude these computer accounts by adding the following extra condition using the NOT
CONTAIN operator:

a. Inthe Next column associated with the user condition, select AND.

b. Inthe Row column associated with the user condition, click the + icon to add another row.

c. Configure the following settings for your new condition:

Field Value

Attribute User
Operator NOT CONTAIN
Value $

6. Leave the search time set to the last 30 minutes, and then click Apply & Run.

Filter
[) Ewvent Keyword
® Event Attribute

Faran Attribute Operater Value

Faren Mext Row
o e Lvent e CUNIAIN ~  win-zecu-ity o e AL o~ Q@
[+ -] User HUT N ~  sve_monitzr, edrinistrator [+ ] EUTREE + B
o o User ML CUMIAIN ~ % o © A v Q@

() CMDE Attribute

Time Range
[0 Real-time ® Relative Laszt 3 2 Minutes  w
0 Absclute

Trend Interval:  Aufe w

Anhy 11 Kun Apalby Czneal

Review the results. You will not see computer accounts.
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Exercise 8: Using the IS NOT Operator

In this exercise, you will explore the use of the IS NOT operator.

Examine the Use of the IS NOT Operator

You will use the IS operator in your search filter, and then observe its effect on the search results.

To use the IS NOT operator

1. Continuing on the FortiSIEM GUI, click the ANALYTICS tab.
2. Click the Group By and Display Fields drop-down icon.

=~ Q Run Pause Fast forward Clear
Group By and Display Fields Load | Save Clear Al
Attribute Order Display As Row Move

Type in attribute... o e 0 0

Apply & Run Apply Cancel

3. Click Clear All, and then click Apply.
4. Inthe pop-up window, click Use Default.
Display column cannot be empty. Back to
edit or use default?
Go Back Use Default
5. Click the search field, and then click Clear All to clear your query.

6. Build an Event Attribute search to look for all performance events over a one-hour time period.

A
- -
q All performance events contain the word PH_DEV_MON.
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Exercise 8: Using the IS NOT Operator

Attribute Event Type
Operator CONTAIN
Value ph_dev_mon

Click Apply & Run, and then view the results.

. Add a second condition to your query using the IS NOT operator to search only for events that contain the specific

attribute you are interested in.
For example:

Field Value

Attribute Free Disk MB
Operator ISNOT

Value NULL

9. Leave the Time Range field set to Relative, in the Last field, type 1, and then select Hour.

10. Click Apply & Run.

11.

83

Filter Load Save Clear All

(O Event Keywo rd

@ Event Attribute

Paren Attribute Operator Value Faren Next Row
Qo o Event Type CONTAIN v ph_dev_mon [+ -] amp v O @
o @ Free Disk MB IS NOT v NULL [+ | D v O @

o) CMDB Attribute

Time Range

O Real-time ® Relative Last 15 Hour o~

v

O Absolute

Trend Interval: Auto w

Apply & Run Apply Cancel

Open the Event Details dialog box for one of the events, and then select the checkboxes to add the following
display columns:

¢ Disk Capacity Util
¢ Disk Name
¢ Free Disk MB

FortiSIEM 6.3 Lab Guide
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vy
“9" » Once the RAW Event log is selected, a right arrow %k icon appears.
¢ Click the icon to display the Event Details associated with that event.
Event Details 0 x

[PH_DEV_MON_SYS_DISK_UTIL]: [eventSeverity]=PHL_INFO, [fileMame]=phPerfJob. cpp,
[ineMumber]=8745,[diskMame]=/, [hostName]=5J-Dev-Core-

Srv, [hostlpAddr]=192.168.0.16,[diskUtil]=77.235287,[ totalDiskMB]=65632,
[usedDiskMB]=50719, [freeDiskMB]=14932, [pollintv]=176,[phLogDetail]=

Search Lines: 30
Display Filter Item Value
O |l Collector ID 1 ~
O |l Count 1
O Disk Capacity Util 77.26
O Disk Name /
O O Event ID 3007137913692761017
12. Click OK to close the Event Details dialog box.
13. Click Run.
£ Actlons « | 1 [1] Raw Messages
B~ | Event Type CONTAIN pr_dev_mon AND Free Disk MB IS NOT NULL | =~ | Q kun |

Raw Messages - Last 1 Hour

Review the results. Three new fields were added to the display column for all events.

Disk Capacity Util Disk Name Free Disk MB
03.02% {var 60 MB
77.26% / 14.58 GB
63.08% C:myDisk 14.76 GB
3.31% /home 31 MB

C:\ Label: Serial
33.94% Number c49509d1 26.38 GB

12.34% /boot 87 MB
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Exercise 9: Using the Greater Than Operator

In this exercise, you will explore the use of the greater than operator.

Examine the Use of the > Operator

You will use the > (greater than) operator in your search filter, and then observe its effect on the search results.

To use the greater than operator

1. Continuing the search from the last exercise, click the search field to modify the query.
2. Add the following additional condition to look only for events where the Disk Capacity Util is greater than 80%:

Field Value

Attribute Disk Capacity Util
Operator >
Value 80
Filter Load Save Clear All

 Event Keyword
S

@ Event Attribute

Paren Attribute Operatar Value Paren Next Row
[+ I - Event Tvpe CONTAIM ~  ph_dev_man e e AMD v Q@ @
[+ I - Free Disk MB 1S HOT ~  HULL - I AND v @ @
[+ Disk Capacity Util = v 8D e e AND ~ © @

™y CMDB Attribute
Time Range

) Real-tima @ Relative  Last Hour v
O Absolute

Trend Interval:  Aulo v

Apply & Run Apply Cancel

Leave the search time set to the last 1 hour, and then click Apply & Run.
Review the results.

Click the Group By and Display Fields icon, and then click Clear All.
Click Apply, and then click Use Default.

Log out of the FortiSIEM GUI.

No oo
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To reset crontab and stop replay events

1. Return to the Linux-Client VM, in the browser tab connected to the NSE Institute website, navigate to the RESET
tab, and then click Reset Crontab.

Reset Crontab and Stop Events

Reszet Crontab
Stop Scnd Events

Resetting Crontab to base reset_crontab

Crcntab reset Finished!

Wait for 10 seconds for the crontab reset to finish.

2. Click Stop Send Events.

Reset Crontab
Stop Send Events

performance events stop_events

Stoppping all Performance Events
Stoppping all Replay Events

This stops all performance and replay events.

3. Close the Linux-Client VM browser tab.
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Lab 5: CMDB Lookups and Filters

In this lab, you will explore how you can reference the CMDB in searches in FortiSIEM.

Objectives

¢ Reference CMDB elements in search criteria
¢ Add and remove display columns
¢ Use multiple tabs to compare similar search results

Time to Complete

Estimated: 45 minutes
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Exercise 1: Selecting Devices From the CMDB

In this exercise, you will reference devices from the CMDB in search criteria.

Build a Query Using Devices From the CMDB

You will create a search query using devices from the CMDB as search criteria.

To select devices from the CMDB

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab.
3. Click the search field to edit the condition.
The Filter editor opens.

4. Click Clear All to clear the previous query.

Evant Typa CONTAIN on_dev_mon AND Fras Disk MB |5 NOT MULL AMD Disk Capacity LW = Q, un

y Event Key word

@ Event Att ribute

Paren Attribute Operator Value Paren Hext Row
o @ Fvent Fyne COMTAIN ~ | ph_dre_man o © AND ~ @ (-]
o o Fren Mek (B 15 HOT w MU [ -] an o~ @ -
o @ ek Capacity Uit > v &N [+ T -] AND v @ -]

() CMDE Attribute

Time Range
' Real-time @® Relative Last Z Horow
(0 Absalute

Trend Interval:  Auto v

Apply & Run Apply Cancel

5. Build an Event Attribute search to configure the following settings:
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Field Value

Attribute Reporting IP

Operator IN

6. Click the Value field, and then select Select from CMDB in the drop-down menu.

Filter Load Save Clear All

Event Keyword

@ Evant Attribute

Paren Attribute Operator Value Paren Hext Row
[+] (- Repor Ling IF I v |‘-':llLIt:'. - @ Q@ AND v @ @
, CTMDB Attribute & Fxpnession Buililer
Time Range == Select Mrom Report

The Select Value dialog box opens.

7. Inthe Select Value dialog box, in the Folders pane, click Devices > Network Device > Firewall.
The firewall devices appear in the middle column.

8. Click >> to add the folder to the Selections pane.
9. Click OK to close the dialog box.

Select Value

Folders: Items: | Search... Selections:
)
w Devices 11 Group : Firewall
w Network Device ~

FG240D3913800441

FG240D3913800450

Router Switch .
FortiGateb0B

VPN Gatewa
¥ FortiGate90D

Network IPS 5
HOST-172.16.1.3

Security Gateway
HOST-192.168.19.65 ¢

WLAN Conftroller
PA-500_01_accelops

WLAN AP
SH-QA-A-Inp-FW01

Load Balancer ;
SJ-Main-ASA.accelops.net

Multipl
ultiplexer juniperfu

0K Cancel
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10. Inthe Time Range section, select Relative, in the Last field, type 1, and then select Hour.
11. Click Apply & Run.

Filter Load Save Clesar All

¢y Event Keyword

® Event Attribute

Paren Attribute Operator Value Paren Next Row
o © Reporting IP N v | Group: Hrewal o @ AN v @ @

 CMDB Attribute

Time Range
) Real-time ® Relative Last 12  Hour ~
O Absolute

Trend Interval: Auto v

Apply it Rin Apnly Cancel

vy
] -
9 If you do not get any results for any search, run the search over a longer period of time.

To add a second query

1. Continuing on the FortiSIEM GUI, click the search field again to add a second condition to your query.
2. Inthe Next column associated with the existing condition, select AND.

3. Inthe Row column associated with the existing condition, click the + button.

4. Complete the following for the second condition:

Field Value

Attribute Event Type

Operator IN

5. Click the Value field, and then select Select from CMDB.
6. Click Event Types > Regular Traffic > Denied Traffic, and then click >> to add the folder to Selections.
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Select Value 0O x
lolders: Items: | Search... Selections
)
143 > M Group @ Denizd Traffic
b avalabllty -

L1%_Faied_%Serdmail

P Perfurmance

AQ-WUA-DHCP-DN5-LEASE-DENY

b Charge -
S AD-VUA-DNS-A-Quary-Faied

b Security

AD-WIUA-DNS- AAAA-Query-Tailed

w egular Tratfic , 5
AO-WUA-DMS- Ch AME-Quary-Fziled

» Permit raffic
A0-WIA-DNS-NS-7 1ery-Fziled

| AU-WUA-DNS-F | K- Query-Failed
Dented Wzb Trzffic

AQ-WUA-DNS-5CA- Juery-Feiled

Dented Mail Traffic X
AD-WUA-DHS-SRV- Query-Tailed

Modified Traffc . _
AO WUA IS Web Cliznt Zrror

(K lancel

7. Click OK.
8. Leave Time Range set to Relative, in the Last field, type 1, and then select Hour.
9. Click Apply & Run.

This narrows your search to denied traffic events only.

vy

- -
9 If you do not get any results for any search, run the search over a longer period of time.

To add a third query

1. Continuing on the FortiSIEM GUI, click the search field again to add a third condition to your query.
2. Inthe Next field of the second condition, select AND, and then in the Row field, click + to add a third condition.
3. Add the following third condition to view events where the Destination IP is NOT IN a private RFC 1918 address:

Field Value

Attribute Destination IP
Operator NOT IN
4. Click the Value field, and then select Select from CMDB.

5. Click Networks > Private Net.
Notice this lists three network entries that relate to the private IP space of RFC 1918.

o

Click >> to add the folder to Selections.
Click OK.

N
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Select Value O =

Falders Items S lectioni

b Devices 1 Growp : Private Mot
F ABPUCALIGAE
Met- 192, 168,0,0716

b Busgineis Services

Hit-172.16.0.0/12

w Hetwarks —_ "
=1 10.0.0.0/

Bogon Het

8. Leave the Time field set to Relative, in the Last field, type 1, and then select Hour.
9. Click Apply & Run.

In the results, you should notice that all the destination IP addresses are external to the network, but there
may also be some events where the source is also a public IP address.

To add a fourth query

1. Continuing on the FortISIEM GUI, click the search field again to create a fourth filter condition for your query.
2. Inthe Next field of the third condition, select AND, and then in the Row field, click + to add a fourth condition.
3. Add the following fourth condition to view events where any source IP address is in the private network group:

Field Value

Attribute Source IP
Operator IN
4. Click the Value field, and then select Select from CMDB.
5. Click Networks > Private Net.
6. Click >> to add the folder to Selections.
7. Click OK.
8. Leave the Time field set to Relative, in the Last field, type 1, and then select Hour.
9. Click Apply & Run.
Your final query should match the following image:
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Filter Load Save Clear All

() Event Keyword

@ Event Attribute
Paren Attribute Operator Value Paren MHext Row
[+] (-] Repuorting 1P IN v Grom Firewall [+] -] ATV -+ (-]
[+] (-] Fuenl Type IN v o Gronge Denizl Teaffic [+] -] ATV -+ (-]
[+] (-] Mestinal 'on IP NOT [N v Gromy Privale Hel [+] -] PATID IV -+ (-]
[+] (-] Sour e [P IN v Groun: Privale Nel [+] e AND v @ -]

) CMDEB Attribute

Time Range

O Real-time @ Relatlve Last Heour v

O Absolute

Trend Interval: Auto  ~

Apply & Run Apply Cancel

10. Once the search is complete, click the Group By and Display Fields drop-down list, and then add a new row to
display a column for Destination TCP/UDP Port.

i=~ | QRun Indicator
Group By and Display Fields Load | Save | Clear All
Attribute Order Display As Row Move
Event Receive Time DESC QO @ @ O
Repaorting IP v [+ I ¢ ©
Event Type hd -+ N e ©
Raw Event Log v -+ I e ©
Destination TCP/UDP Port v o @ @ O
Apply & Run Apply Cancel

11. Click Apply & Run again, and then see if you can identify the most commonly blocked port.
The search results should look like the following example:
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Raw Messages - Last 1 Hour R T N
53
an
an
-
-
s, 1 [ ) [ ekt e s A waus [ R el
[ shew bvent ype [ trap Raw bvents K < 10 FOE Y
Event Recolve Hme Kzporting I1° bvont Hamg Kaw Event Log Destination 1LPSUDE IPort
Sa I, N e [EPRTE N epias teatt e CUBERD A I VE AATC e 1 Tl ]I Orenamceb LA DI04 deetebe L | v D0
Sep 30 2021, 05:5%:31 Fry 122 168,01 Deried LalTic 16350 30 20005 M dale 201€-03-13 Linw (50 deveame FERI00I51I500441 devid TG2 | 25 {34TR)
Sop 32021, DRISGIR P 1971620 CARYEan 30 20056033 darceF 016 09 13 tirre 1 Frenare=FL2A0NR67 IRI0441 dovid=FC2 - ST
Sep 30 2021, 05:5%:13 Fr 122 168,01 A5 Sey 30 20:59: 10 date ZO1€-09-13 Lin T ey FE2ACEISTIE00441 devid T2 | 25 {54TP)

12. Once you have finished reviewing the event logs, click the Group By and Display Fields drop-down list again.
13. Click Clear All to remove the Destination TCP UDP/Port display column.
14. Click Apply, and then click Use Default.

This reverts the display fields back to the default values.

vy
‘9' You can build queries similar to this exercise for other devices like Windows servers,
and so on.

15. Log out of the FortiSIEM GUI.
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Exercise 2: Searching for Categories of Events

In this exercise, you will select event categories from the CMDB in your search criteria.

Build a Query Using Categories From the CMDB

You will create a search query using event categories from the CMDB as search criteria.

To use an event category from the CMDB

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab, and then click the search field to edit the condition.
The Filter editor opens.

3. Click Clear All to clear any existing conditions.
4. Build an Event Attribute search, and then add the following condition:

Field Value

Attribute Event Type

Operator IN

5. Click the Value field, and then select Select from CMDB.
6. Click Event Types > Change > Account Change.
7. Click >>to add the folder to Selections.
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Folders: Items:  Search... Selections:
~
w Event Types 1/4 > M Group : Account Change
»  Availability ~

Al¥_Password_Change

Performance
J AWS-Cloud Trail- IAM- AddRoleTolnstanceProfile

w Change
= AWS-Cloud Trail- IAM- AddUserToGroup

AWS-Cloud Trail- IAM- ChangePassword

Config Ch
» Config Change o

A

-Cloud Trail- lAM- CreateAccessKey

» File Change . )
AWS -Cloud Trail- IAM-CreateAccountalias <

Database Change .
AWS-Cloud Trail- IAM- CreateGroup

Inst Software Change . .
AWS-Cloud Trail- IAM- CreateInstanceProfile

System Upgrade
¥ Ps AW

A

-Cloud Trail- lAM- CreateLoginProfile

SharePoint Audit .
AWS-Cloud Trail- IAM- CreateRole

Cancel

8. Click OKto close the CMDB dialog box.
9. Run the search over the last three hours.

A\
- -
If you do not get any results for any search, run the search over a longer period of time.
Also, make sure Wrap Raw Event and Show Event Type are selected.

To add a condition to the existing filter from event logs

1. Continuing on the FortiSIEM GUI, in the received results, select the Event Type with the name Win-Security-
4728.

vy
] -
9 Win-Security-4728 may not be on the first page of the search results.

2. Inthe Event Type field associated with your selected event type, click the down arrow, in the drop-down menu,
select Add to Filter, and then in the second drop-down menu, select = (equal sign).
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Show Event Type Wrap Raw Events

Event Receive Time Reporting IP Event Type Event Name Raw Event Log

Lo onpreraeeeeeey

[[Additional Informa

Tue Apr 7 10:50:43

CategoryString]="5¢
Data]="NULL" [Even
RecordNumber]="52
TimeGenerated]="2

[
[
[
[

. . Windows security enabled global group member [ Type]="Audit Succe
Sep 30 2021, 05:01:46 PM 10.1.1.33 win-security-4728  [§3 e aroup.” [[subject]]
Mame] =" francis. undg
= | [Security ID]="5-1-5-
+ Add to Tab... = account,CN=Users,D
© Quick Info ’ 1-5-21-1390757933-4

Domain]="THREATSO)

3. Click the search criteria field.
The Win-Security-4728 event type is added as a filter to the query.

Filter Load Save Clear All

Event Keyword
® Event Attribute

Paren Attribute Operator Value Paren Next Row

[+ I - | Event Type IN v Group: Account Change o o D v QO @

4. Run the search again over the last four hours.

Time Range

Real-time @® Relative Last 4 Hours v

Absolute

Trend Interval: Auto v

Apply & Run Apply Cancel

To build a query for investigating an event without losing the existing query

1. Continuing on the FortiSIEM GUI, examine the Event Details of the raw event log for one of the returned events.

vy
- u When you select RAW Event log, a right arrow icon («#) appears. Click the icon to
display the Event Details associated with that event.

2. Inthe Event Details dialog box, in the Display column, select the Target User, Target User Group, User, and
Destination IP checkboxes to add those items as display fields.

3. Click OK.
4. Run the search again over the last four hours.
5. Investigate any events with the administrator user in more detail, without losing the existing query.
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6. Select an event that has User set to administrator.
7. Inthe User column, click the down arrow.
8. Select Add to Tab.
9. Inthe Add To Tab dialog box, select Add to New Tab.
Add To Tab X
A “User = sdminlstratse 1o
(1] Rawiemage = OF | i boMew Tab

OF Canced

The second tab becomes the active tab in the GUI. You should now have two query tabs.

10. Click the search field on the newly opened second tab.
Your extra filter condition has been added. Your existing query is also still open on the first tab.

& Actions » | § |X [1] Raw Messages | |x [2] Raw Messages |

B>~ || Event Type IN Group: Account Change AND|Event Type = Win-Security-4728 AND User = ac =~ Q, Run
Filter Load Save Clear All 4
() Event Keyword
@ Event Attribute
Faren Attribute Operator Value Faren Next Row
[+ I - | Event Type IN ~  Group: Account Change +] (-] AND v @ (-]
[+ I -} Event Type = v Win-Security-4728 e e AND v @ @
[+ -] User = v~ administrator e e AND v @ @

() CMDB Attribute

[ sho Time Range

O Real-time ® Relative Last 10 2 Minutes w
O Absolute
Trend Interval:  Auto v

Apply & Run Apply Cancel

11. Click the first tab, and then select the event with the destination IP address of 10.1.1.33.
12. Inthe Reporting IP column of that event, click the down arrow, and then click Add to Tab.

13. This time, select an existing tab by clicking [1] Raw Messages, and then in the drop-down list that appears, select
the second tab [2] Raw Messages.

14. Click OK.

FortiSIEM 6.3 Lab Guide 98
Fortinet Technologies Inc:



DO MIQ$6R§EC&!;MJ;rom the CMDB Exercise 2: Searching for Categories of Events
© FORTINET

Add To Tab x

Add "Reporting IP = 10.1.1.33" to

[1] Raw Message « or Add to New Tab

[1] Raw Message

0K Cancel
[2] Raw Message

The second tab becomes the active tab in the GUI.

15. Click the search field again to validate that the additional row for the reporting IP filter has been added to the query.

& Actons ~ |} % [1] Raw Mossages ¥ [2] Raw Mcssages

E= - || Lvent Type IN Group: Acccunt Change AND Cvent Type = Win-Securizy-4728 AND User = ac =- Q, Run
Filter Luad Save Clear Al
. () Event Keyword
] ® Event Attribute
15 Paren Attribute Cperator Yalue Paren Next Rew
. [+] S Cvent Type IN ~  Group: Account Charge +] (] A0~ O []
[+] (-] Evenl Type = v Win-Seouily-4723 [+] -] T B -+ | [-]
| [+ I User = v acministrator o a v O @
™ - - | Reporting IP = voo0.1.1.32 [+ D v O @

16. Inthe Time section, select Relative, in the Last field, type 10, and then select Hours.
17. Click Apply & Run, and then review the results.

18. Once you have reviewed the results, close the search tab that displays your results.
19. Log out of the FortiSIEM GUI.
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Exercise 3: Expert Challenge

In this exercise, you will be presented with various scenarios, and you must identify the search criteria that will
produce the correct outcome for each scenario.

Conduct a Historical Search

You will create search queries based on the scenarios presented in this section to perform various searches on
FortiSIEM.

To conduct scenario-based historical searches

1. Login to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab, and then click the search field to edit the condition.

3. Close any search tabs that are open, and then attempt the following searches. For a historic event search, use the
Relative or Absolute options for Time.

a. There has been some unusual behavior reported by a Solaris administrator. The administrator wants you to

create a report of all events reported by the Solaris device with the IP address 172.16.10. 6 over the last two
hours, and then identify the following:
* Which user failed an SSH login?

¢ Which IP address did the failed login come from?
See "Appendix: Answer Sheet" on page 242 for the answer.

b. The firewall team has asked you to perform a search of all events between source IP 68.94.156.1 and
destination IP 192.168.0.10 over the last two hours, and display the destination TCP/UDP port. They
suspect this machine could have been compromised. Do you see any suspicious port usage in your results?

See "Appendix: Answer Sheet" on page 242 for the answer.
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Exercise 3: Expert Challenge

c. The firewall team implemented a new firewall, but they are unsure if they configured it correctly. They would
like a report of all logs from a source IP in the internal network to an external destination IP that are permitted
connections, but not on the common TCP/UDP ports of 80, 443, 53, 0r 123.

» Produce the report, determine whether they were successful or not over the last three hours, and then
display the destination TCP/UDP port as a display column.

e The firewall should allow only common web traffic (ports 80, 443, 53, or 123) outbound. Do your
results indicate the firewall rules are correctly implemented?

vy

Ty -
Use the CMDB to determine permitted traffic classifications for events and network
lists for internal and external traffic.

See "Appendix: Answer Sheet" on page 242 for the answer.

d. There has been plenty of news in the media about malware attacks originating in Asia. The CISO wants to
know if any internal traffic was permitted to any country in Asia in the last two hours that was not on
TCP/UDP ports 25, 53, 80, 123, or 443. Add Sent Bytes, Total Bytes, and Destination TCP/UDP Port
as display columns to the results.

See "Appendix: Answer Sheet" on page 242 for the answer.

e. The NOC manager is getting complaints about slow performance to remote sites. These remote sites all
connect through the core switch SJ-Main-Cat6500. Produce a list of any events where the Sent Interface

Util is greater than 20%, and then identify which interfaces on the switch have this issue. Create the
search over the last eight hours.
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\ .Y
‘9' Select the correct device from the CMDB and use the PH_DEV._ MON_NET_INTF_

UTIL event.

See "Appendix: Answer Sheet" on page 242 for the answer.

4. Logout of the FortiSIEM GUI.
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Lab 6: Group By and Aggregation

In this lab, you will explore the data aggregation features of FortiSIEM.

Objectives

¢ Group by single and multiple attributes
¢ Aggregate data

Time to Complete

Estimated: 60 minutes
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Exercise 1: Grouping By Single and Multiple Attributes

In this exercise, you will learn how to group similar events based on a single attribute and multiple attributes.

Create a Search Filter Criteria

You will create a search filter on FortiSIEM.

To create the search filter criteria

1. Log in to the FortiSIEM GUI with the following credentials:

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab.
3. Click the Group By and Display Fields drop-down icon.

=~ Q Run Pause Fast forward Clear
Group By and Display Fields Load | Save | Clear Al
Attribute Order Display As Row Move

Type in attribute...

O @ @ ©

Apply & Run Apply Cancel

4. Click Clear All, and then click Apply.
5. Inthe pop-up window, click Use Default.

Display column cannot be empty. Back to
edit or use default?

Go Back Use Default
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6. Click the search field, and then click Clear All to clear your query.
7. Inthe Filters window, build an Event Attribute search, and then configure the following settings to create a new

query:
Attribute Reporting IP
Operator IN

8. Inthe Value field, click Select from CMDB.

9. Click Devices > Network Device > Firewall.
10. Click >>to add the folder to Selections, and then click OK.
11. Inthe Time Range section, select Relative, in the Last field, type 4, and then select Hours in the drop-down list.
12. Click Apply & Run.

Filter Load Save Clear All

() Event Keyword
® Event Attribute

Paren Attribute Operator Value Paren Next Row

o o Reporting IP IN v Group: Firewall © @ D v O @

() CMDE Attribute

Time Range
O Real-time @® Relative Last 4 Hours v
O Absolute

| Trend Interval: Auto v

Apply & Run Apply Cancel

Apply the Group By Criteria

You will configure the Group By criteria.

To apply the group by feature

1. Continuing on the FortiSIEM GUI, click Group By and Display Fields.
A drop-down list appears.

2. Click the minus icon to remove all the display fields except Reporting IP.
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Apply the Group By Criteria

= Q, Run

Group By and Display Fields

Attribute Order

Load Save Clear All

Display As Row Move

Reporting IP

o o © ©

Event Type

© |e © ©

N (e

3. Click the plus icon + under the Row column to add a new row.
4. Click in the Attribute field, and then select COUNT (Matched Events).

= Q Run

Group By and Display Fields

% COUNT( Matched Events )

# Expression Builder

User

Attribute Order Display As
Reporting IP v
[Type in attribute... ~

Load Save Clear All

Row Move

© O @ O
o @ @ ©

Apply & Run Apply Cancel

T
18:20

The settings in the Group By and Display Fields dialog box should look like the following image:

Q, Run

1
4

Group By and Display Fields

Attribute Order

Load Save Clear All

Display As Row Move

Reporting IP

COUNT( Matched Events )

o o © ©
o o o O

Display Conditions
Paren Attribute

o @ v

Operator Value Paren Next Row

v [+ I & v @@

Apply & Run Apply Cancel
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5.

In the Group By and Display Fields dialog box, click Apply & Run to view the Group By results.

In the results, note the top-down list of the reporting IP addresses that reported the most events in that four
hour time period. Notice that the Reporting IP attribute column along the COUNT (Matched Events) column
is returned.

= | Raperting IF 1M Lireun: Frewal =3 Indicatee | Chast for COUMIMatched Feents) = | v

Search - Last 4 Hours Tam Th 14 f4 J0d 3E

JJJJJ

JJJJJ

B evoling COUR (alched Leenls]
15296521 111914
152165, 19,60 115554
[EERCERT] Ty
(EERTN TN i

101,01 S0

6. Browse the different chart options in the top-right of the graph.
7. Choose and review the following charts:

e Bar Chart

¢ Donut Chart

Indicator Chart for COUNT(Matched Events) ~ s

15m * |Bar Chart

Chord Chart

Choropleth Chart

Cluster Bubble Chart

Donut Chart

GEQ Map Chart
Heat Map Chart

Sankey Chart

| ]
19:30 20:00
Scatter Plot Chart

M < Sunburst Chart

Tree Map Chart

The following image is an example of a Donut Chart:
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Search

Coelumn:  COLMT(Matched Events) Sample: 10 o | 1>

(41%)192.158_19_65:110880

(49%)192.168.3.1:14191

\—{4%]172.16.3.10:13073

(2%]172.16.255.70:€564

To add multiple group by attributes

1. Continuing on the FortiSIEM GUI, click the Group By and Display Fields icon.
A drop-down list appears.

2. Inthe Row column, click the plus icon + to add a new row in the Reporting IP row, above the COUNT expression
row.

3. Add the following attributes, one by one. Each time you add an attribute, you must click the plus icon + in the Row
column to add a new row for the new attribute.

¢ Source IP
¢ Destination IP
+ Destination TCP/UDP Port

=~ Q Run Indicator  Chart for COUNT(Matched Events) - | s ~

Group By and Display Fields Load | Save Clear All

Attribute Order Display As Row Move
Reporting P v [+ I ] ¢ ©
Source |P ~ [+ - o o
Destinatian P v o @ o ©
Destination TCP/UDP Part ~ o e L+ L]
COUNT (Matched Events) v [+ - o o

Display Conditions

Paren Attribute Operator Value Paren MNext Row

o e v v [+ - AND v @ @

Apply & Run Apply Cancel
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4. Click Apply & Run.

Review the top-down list of the most reported combination of reporting IP, source IP, destination IP, and
destination TCP/UDP port over the time period.

B - | Reporting IP IN Gruuy: Finesal | =~ Q, Run vl Clav L for COUNTIMaLcled Crenls) - (O
Search - Last 4 Hours e A T 3
T
am
H < 1257 LR |
R Ling 1P Sourue P DesLinglion IP Destination TCP 7 UDP PurL COUNT (Lt Cverniis)
152165, 19,60 10.1.2.200 1729628221 511 112356
15296521 192.168.22.11 3 10E75
15296521 192 168,200, 12 3 TELS
15296521 192 168,200, 12 3 e
IR PR ] [(ERTIRENT EHT anl
O 1z [EER TR EES "8

5. Change the time to 10 hours, and then run the search query again to view the results over the increased time

period.
To change the time period, in the ANALYTICS tab, click the search field to open the
Filters editor.

You will notice that, even after executing the query for 10 hours, the display fields for group by remain the
same.

6. You can use Clear All to reset both Filters and Group By and Display Fields to the default settings.
7. Log out of the FortiSIEM GUI.
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Exercise 2: Aggregating Data

In this exercise, you will learn how to add an aggregation condition to your search criteria.

Create a Search Filter Criteria

You will create a search filter on FortiSIEM.

To set search filter criteria

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab, and then click the plus icon + to add a new tab for a search.

& DASHBOARD s ANALYTICS

£ Action ~ 3 [1] Raw Message

3. Click the search field to edit the condition.

4. Inthe Filters window, select Event Attribute, and then configure the following settings to create a new query:

Field Value

Attribute Reporting IP

Operator =

In the Value field, click Select from CMDB.

Click Devices > Server > Windows.

In the Items field, select the WIN2K8 device.

Click > to add the device to Selections.

Click OK.

10. Inthe Next column beside the existing condition, select AND.

11. Inthe Row column beside the existing condition, click the + icon to add another row.
12. Configure the following settings for the second condition:

© o No o
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Field Value

Exercise 2: Aggregating Data

Attribute Event Type
Operator CONTAIN
Value PH DEV MON SYS

13. Inthe Time Range section, select Relative, in the Last field, type 10, and then select Hours in the drop-down list.
14. Click Apply & Run.

Configure Display Fields for Aggregation

You will configure the display fields for data aggregation.

To configure display fields for aggregation

1. Continuing on the FortiSIEM GUI, select the PH_DEV_MON_SYS_DISK_UTIL event.

LY,

- >
9 Make sure Wrap Raw Event and Show Event Type are enabled.

2. Inthe Event Type column, click the down arrow, select Add to Filter, and then select = (equal sign) as an

operator.
Show Event Type Wrap Raw Events
Event Receive Time Reporting IP Event Type Event Name
Oct 01 2021, 09:24:18 AM 192.168.0.40 PH_DEV_MON_SYS_DISK_UTIL u Disk Utilization stats
Y Add to Filter »
=+ Add to Tab...
Oct 01 2021, 09:24:18 AM 192.168.0.40 PH_DEV_MON_SYS_UPTIME © Quick Info

3. Run the search again for the last 10 hours.
You should now have your search results filtered to show only disk utilization events.

4. Open the Event Details dialog box for one of the events, and then add the following columns to the display:
¢ Disk Name

¢ Disk Capacity Util
¢ Free Disk MB
¢ Total Disk MB
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Event Details 0 x
[PH_DEV_MOM_SYS_DISK_UTIL]:[eventSeverity]=PHL_INFO,[ fileMame]=phPerflob.cpp,
[lineMumber]=8745,[diskMame]=C:%, [hostName] =W IN2K8, [hostipAddr]=192.168.0.40,
[diskUtil]=36.495039, [totalDiskMB]=40958, [usedDiskME] =14948,[ freeDiskMB]=26010,
[pollinty]=176,[phLogDetail]=
Search... Lines: 30
Display Filter ltem Value
O O Collector ID 1 -
Count 1 =
Disk Capacity Util 36.50
Disk Name (o5}
Event ID 3B6TT747654997134315

Disk Utilization stats for a

Event Mame .
device

O 0O 0« 0
o 0o 0000

Event Parse Status 1

0K Close

5. Click OK to close the Event Details dialog box.

6. Click the Group By and Display Fields drop-down list arrow icon.
You will notice that the display attributes you have added from Event Details are present.

Group By and Display Fields Load | Save Clear All
Attribute Drder Display As Row Maove
Event Recaiva lima DESC v o 9 @ O
ReporLing IP - o e o O
Event Type by - © ©
Raw Evenl Log v [+ o ©
Disk Mame ~ o @ o ©
Nisk Caparity Uril v [+ ] ® O
Total Disk MG - o o © O
Free Disk MB v -+ I ] o ©
Apply & Fun | Apply = Cancael

7. Click the minus icon -in the Row column to remove the following rows from the Display Fields window:
* Event Receive Time
¢ Event Type
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¢ Raw Event Log

8. Run the search again.
Now, you can see disk-related attributes with the reporting IP.

To aggregate events

1. Continuing on the FortiSIEM GUI, click the Group By and Display Fields drop-down list, and then edit the fields
using one of the following methods:

« Editthe Disk Capacity Util attribute by removing text in an existing row, and then clicking Expression Builder.
¢ Remove the Disk Capacity Util row, add a new row at the bottom, and then click Expression Builderin the
Attribute column.

A dialog box appears to build an expression.

2. Inthe Function drop-down list, select AVG, and then click the plus icon +.
3. Inthe Event Attribute field, type Disk Capacity Util, and then click the plusicon +.

Expression Builder x

Fpressions | AVG( Disk Capavly ULIL) Validale | Clear
Function: v o+
Fyrat Attrihuto: -+
CMDPE Attributo: v -+

0K Cancel

4. Once the expression is added, in the Expression field, click Validate.
A pop-up message appears.

Expression Builder H
Fapressinn: MVG{ Lk Capacity UKL ) Validate | Llear
Fume:lion: v e
Fyent Artribite: | lype in attribute. .. +
UMUE Attribute: W
»
L[xpression is valid.

5. Close the pop-up message, and then click OK to close the Expression Builder dialog box.
6. Continuing on Group By and Display Fields, edit the fields using one of the following methods:

« Editthe Free Disk MB attribute by removing the existing text entry, and then adding the LAST(Free Disk MB)
expression.

* Remove the row for the Free Disk MB attribute, add a new row, and then add a LAST(Free Disk MB)
expression using Expression Builder.
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=~ QFRun Indicator | Chart
Group By and Display Fields Load | save | Clear All
Attribute Order Display As Row Move
Reporting IP v e e @ O
Disk Hame v L+ @ O
| AVG(Dish Capacily ULl v [+ I ] @ © |
Total Disk MB v o e @
| | AST(Frer Disk MR) v [+ A -] @ O |
Display Conditions
Paren Artribute Operator  Value Paren MNext Raw
[+ ] v v o e N v @

Apply & Run Apply Cancel

7. Click Apply.
8. Run the search over the last 10 hours.
Results will be aggregated in one line for 10 hours (values shown below may vary).

=23 | Reporting IP - Devives: WIHZKE AND Event Type CONTAIN PII_LCV_mOH_SVS AND Event | i=- Q Run Iricaton Charl fur AVCIDak Capavivy ULy - Lirsent Clarl - B2l -

Historical events for Devices: WINZKB - Last 10 Hours LENR TR T T LY - H

wrr

LI 4 11 1 M
Reparting 17 sk Harar Iatal ixsk mIy Ati[isk Capactty HE} Las ] (kres 1M ML
RLERRE AR T [55% UGG CR RS RENAY
A\
] -
If you do not get any results for any search, run the search over a longer time period.
—
—

To aggregate disk utilization for all servers

1. Continuing on the FortiSIEM GUI, edit the search condition again and remove the entry for Reporting IP =
Device: WIN2KS.

2. Add the following condition:

Field Value

Attribute Reporting IP
Operator IN
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3. Inthe Value field, click Select from CMDB, and then click Devices > Server.

Click >> to add the folder to Selections.

Click OK.

In the Time Range section, select Relative, in the Last field, type 10, and then select Hours in the drop-down list.
Click Apply.

Click the Group By and Display Fields icon, and then add a row for Reporting Device by clicking the plus icon in
the Row column of the Reporting IP.

© N o o A~

9. Click the up arrow icon in the Move column of the Reporting Device row to move it to the top.
10. Click Apply & Run.
The aggregated average disk utilization of all servers in a 10-hour time period displays.

&t v | § % [1] Raw Messages % [2] Historical events for Group: Serv..
= | Reparting IF - Grown: Sorver AND Event Type CONTAIN 'H 135 @AOH SY5 AND Event Ty | B=- | Qkun Indicatar  Chart far avGiEsk dapactsy D = lawer Chart e | 2 s v
Historical events for Group: Server - Last 10 Hours LLESNE T P LM
s
s
1 e e o e B e e e e
k< 101 1 > H
B Rewor ling D Dish, N Tolal Dish M5 AVCIDish Caaity ULiL) LASTIree Dish ME)
WIHA K .96 CR 59,86 MR .
thaat sunr e N 54 all M
LE S TR 3185 50
-1 PRI ' [TRERT R 1450 L
I RAQBSHWEDY 10.1.1.11 <o %3560 T 1560
| TE15.20.150 e .55 50 0.0 506 (B
- -
The results may vary because of log simulation.
—
=1
11. Log out of the FortiSIEM GUI.
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Exercise 3: Expert Challenge

In this exercise, you will be presented with various scenarios, and you must determine the search criteria that will
produce the correct outcome for each scenario.

Conduct a Historical Search

You will create search queries based on the scenarios presented in this section to perform searches on
FortiSIEM.

To conduct scenario-based historical searches

1. Login to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab, and then click the search field to edit the condition.
3. Forahistoric event search, in the Time section, select the Relative or Absolute option.

4. Selectthe appropriate Display Fields, and then apply the Group By and Aggregation expressions to achieve the
correct results for the scenarios in this challenge.

5. Close any search tabs that are open, and then attempt the following searches:
a. The customer wants to know which firewall device reported the most events over the last 30 minutes.
See "Appendix: Answer Sheet" on page 243 for the answer.

b. The customer wants to know which is the most common destination country of firewall events that are not

on destination TCP/UDP Port 21, 80, 443, or 53 over the last hour. Also, remove the NULL entry in your
results.

See "Appendix: Answer Sheet" on page 243 for the answer.
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c. The customer wants to know what is the most common source country for denied traffic events reported by
a firewall device in the last 30 minutes.

See "Appendix: Answer Sheet" on page 243 for the answer.

d. The customer wants to see a list of all the CPU and memory usage for each process on device
192.168.0.16 overthe last 30 minutes. Produce a report showing the Reporting IP, Application
Name, Software Name, CPU Util, and Memory Util, and hide all other display columns.

Use the PH_DEV_MON_PROC_RESOURCE_UTIL event type.

What events does this report produce? See"Appendix: Answer Sheet" on page 243 for the answer.

e. After reviewing the last report, the customer said the report contains the same process over and over
again in the results. The customer would like to see a report containing each application name and
software name with an average CPU Util value and a maximum Memory Util value.

Use the Group By and Display Fields column expression builder.

f. Run the report over the last six hours.
6. Log out of the FortiSIEM GUI.
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Lab 7: Rules

In this lab, you will configure rules to generate incidents.

Objectives

Examine a simple rule

Examine a performance and availability rule
Create a simple rule to alert you to a specific event
Add watch lists

Import rules

Time to Complete

Estimated: 75 minutes

FortiSIEM 6.3 Lab Guide
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Exercise 1: Exploring a Simple Rule

In this exercise, you will examine the structure of a simple rule.

Examine a Rule

You will examine the out-of-the-box Account Locked: Domain rule.
To view a rule

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the RESOURCES tab.

3. Intheleft pane, click Rules.

4. Inthe main window, select Account Locked: Domain, and then click Selected Rule in the Edit drop-down menu.

|Resources > Rules |

New Delete Clone Test | Q

Active selected Rule lame

Description

Tactics
Mot Raies
Detects account lockout caused by excessive
10 - HIGH (5) Account Locked: Domain T Y Credential Access
10 - HIGH (s) Account Locked: FortiSIEM S (EortiSI EM) aFcount tockout Credential Access
caused by excessive logon failures

5. Click Step 2: Define Condition.

During what time period is the rule evaluating the pattern? See "Appendix: Answer Sheet" on page 244 for the
answer.

6. Under the Subpattern column, beside DomainAcctLockout, click the pencil icon.
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Account Locked: Bomain - Edi Details

Soep 1) Genersl 3 ((SRSEED Detbne EOnMDRR Y Step ) Define kotion

7. Review the rule subpattern.
The subpattern is looking for a match of one or more events under the Domain Account Locked event type
in the CMDB, and only those reported by devices that are categorized as a domain controller.

Make a note of the attributes in the Group By section. See "Appendix: Answer Sheet" on page 244 for the
answer.

8. Click Cancel to exit the rule pattern.
9. Inthe Step 3: Define Action section, make a note of the severity of the rule, the category, and the subcategory.

See "Appendix: Answer Sheet" on page 244 for the answer.

10. Beside Action, click the pencil icon.

Account Locked: Domain - Edit Details
Step 1: General 3 Step 2: Define Conditioen 3 | Step 3: Define Action

Suverily: 10 HIZH w Upidale Slalus on Swermary Dastbaard:s [0]

Lalogury: Sozurity - MulilicaLion: 4 Howrs -
Subeatenary:  Crogenlal S v mpaRtR Appicalion

Tecarique: [H11L.0] Brule Forees Fasswnd Gucssing =

Tactivs:  Credeantial accecs

Actinn: Detired Watch stz petined F W
Fxeeptinn:  Undetinza & i Clear:  ngetineg Fal

[CTTER
Bawil Laneel
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11. Review the parameters provided in the Generate Incident for: Account Locked: Domain dialog box.

The parameters identify how the incident source and incident target are specified, along with what information
is populated as the incident details.

In the Triggered Attributes section, make a note of the attributes in the Selected Attributes column. See
"Appendix: Answer Sheet" on page 244 for the answer.

12. Click Cancel.

Configure Search Filter Criteria

You will configure search filter criteria using a subpattern as a query.

To configure search filter criteria

1. Continuing on the Account Locked: Domain - Edit Details window, click Step 2: Define Condition.
2. Click the pencil icon to edit the DomainAcctLockout subpattern.
3. Click Run as Query.
4. Leave the default value at 1 Hour, and then click Run.
This opens a new browser window for the subpattern filter condition prepopulated under the ANALYTICS tab.

5. Inthe new browser tab, click Group By and Display Fields, in the drop-down list, remove the Row for COUNT
(Matched Events), and then click Apply.

o

Click the search condition field.

N

Click Real Time, and then click Apply & Run.

To generate events

1. On the Linux-Client VM, open a new browser, and then go to the NSE Institute website.
2. Navigate to LABS SET 2, and then under Lab 7 — Rules, select Exercise 7.1 — Account Lockout Events.
The output should resemble the following example:

Running Data Input for Lab Exercise 7.1

sending events Trom file /var/waw/html/NSE_Institute/labs/LAB7/A/events_account_locked.dat
1 messages sent

ompleted!

3. Close the Linux-VM browser tab.
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To review received events

1. Returnto the FortiSIEM GUI, and then after the event is received, click Stop.
2. Review the Reporting IP of the event and the User who locked their account.

Examine an Incident

You will examine an incident the Account Locked: Domain rule generated.

To examine an incident the Account Locked: Domain rule generated

1. Continuing on the FortiSIEM GUI, click the INCIDENTS tab.
2. Click List, and then select by Incident to view the incident.

DASHBOARD M ANALYTICS A INCIDENTS B CASES & CMDB Ll RESOURCES

£ Actions - B Overview 1#2 Risk Lt Explarer i UEBA MITRE ATT&CKE - 241 minute -

by Time Incidents by Categor

by Davice

Security Performance
oy Incldent

A\
- -
9 If you do not get any results, change the time to a longer time period.

3. Selectthe Account Locked: Domain incident.

& Lrtians v Bitrrvies L= gk |l erplarer | e MK ALRCKS - &t - @ Srarch = ELSEETRR P T 1 ]
Top Impacted Incidents
Incidentr far Account Lacked: Demain I 4 1 > W
= Lavt Dceuired it Tautic: Terhniaqus [ Saurce Tanael Detail it Status
WINZDGE- A0S
Gt I I, 1SR arcauat | ecane: iemain Credanttal Arcess Brite bacess Fasn. WIKZGIE S0% U::’ ﬁJ’:rrr:-fML\--; Triggenad Event Count: 1 arts
4. Click and hover over the Target column for this incident.
Note that it reports an IP address and user that matches what you saw in the real-time search.
Incidents for Account Locked: Damain
5::’:_.:':} * Last Occurred Incldent Tactics Technigue Reparting Source Dictail
WINZGOH- M1
DI oot dban, 12EEE PR AEzount Lesked: Lamain Ursdentlsl Accsss  Urute | orce: Pass.  WIN2UUS-AUS 142 TRE. 050 ) Trszer=d Event Count: |

Usmr: Lo Rt 15

atlon Host Mame: WIN2O0E ADS
L=z kina ton | Teh.u. 10
User: Jimmy. linterte

5. Select the incident, and then in the lower pane, review the incident details.
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g If you select an incident and the lower pane does not appear, you must click the up
“9"’ arrow icon # to expand the lower pane manually.

You can use Auto expand in the lower pane, so you don't have to keep manually
expanding the lower pane to view incidents.

6. Click the Events tab.

g Actions EBveracw | 1S 1t by nckdent - besise |k pyplarer B IHG MR ALALES = it - @, soarch = e A A T A
Top Impacted Incidents
Account Locked: Damain
Incidents for Actount Locked: Damain W€ v 1 > M
Sl e eeurrad ncldent lartics Iechrique Keparting Srce: larget latail InFident Stat
et MR EC R cidenr o hnta) parting : arpe X st
WEIIE ALY
DI 0w 002021, 1TZE0PH Acvent Lecked: Daain Credenlisldovess Dol Do Faas WINZOGE-AD5 162168, 0. 16 Triggered Event Count: 1 utive
User: e Hakerts
¢ »
betatls Hule | subpattern: teenamaect ookoot = O At wwand [ %ap Raw Coene O Show Coeet Tywe O Show Raw Dot Qule 140 penpans Hstel butian L
Lot Raceive: Tine Cvent Haime R Lir 1P Souive I Lser Cormputer Win Lowon T Raw Crenl Log
oL B0 2021, RITATRY. A e sooant e bied ol 152, 165,070 Jivwy. Rk s 45020 1 152711 win2 00 -as M5 S

Do the details match what you recorded in step 6 of the To view a rule procedure in this exercise? See
"Appendix: Answer Sheet" on page 244 for the answer.

7. Before proceeding to the next exercise, close the extra browser tab.
8. Log out of the FortiSIEM GUI.
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Exercise 2: Exploring a Performance Rule

In this exercise, you will explore an existing performance monitoring rule.

Examine a Performance Monitoring Rule

You will examine a performance monitoring rule on FortiSIEM.

To view a performance monitoring rule

1. Log in to the FortiSIEM GUI with the following credentials:

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the ANALYTICS tab.

3. Close all search tabs (if any), and then click the + icon to open a new search.

£ Action ~ § [1] Real-time Search

4. Click the search field to edit the condition.
The Filters editor opens.

5. Build an Event Attribute search, and then configure the following conditions:

Attribute Reporting IP
Operator =

Value 192.168.0.40
Next AND

6. Inthe Row column, click the +icon to add the following second condition:

Field Value
Attribute Event Type
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Field Value

Operator CONTAIN

Value SYS_DISK_UTIL

7. Inthe Time Range section, select Relative, in the Last field, type 10, and then select Hours in the drop-down list.
8. Click Apply & Run.

Filter Load Sava Clear all

ry Event Keyword

® Event Attribute

Paren Attribute Cparator Value Paren Next Row
o @ Reportirg IP - v 192.158.0.40 o @ AND ~ O @
o e Cvent Type CONTAIN v SYS_DISK_UTIL e e AND v O @

y CMDB Attribute

Time Range

1 Real-time ® Relative Last m = Hours v

) Absolute

Trend Interval:  Auto ~

Apply & Run Apply Cancel

A\
- -
9 If you do not get any results for any search, run the search over a longer time period.
"\ ' l' Because of the demo system, the results are not strictly correct. In a production
system, this event would be collected every three minutes, for each disk. You will
9 probably have more events that are related to the scripted data replay mechanism
— used.

9. Examine the Event Details of the raw event log for one of the returned events.
The relevant attributes in this event are:

¢ Disk Capacity Util
¢ Disk Name

¢ Free Disk MB

e HostIP

¢ Host Name

¢ Total Disk MB

¢ Used Disk MB

10. Close the Event Details dialog box.
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To view performance threshold values for a device in the CMDB

1. Continuing on the FortiSIEM GUI, click the CMDB tab.

2. Inthe left pane, click Devices > Server > Windows.

3. Inthe main window, click WIN2K8 (192.168.0.40), and then click Edit.
The Edit Device dialog box opens.

4. Click the Device Properties tab.
5. Inthe Disk Space Util Critical Threshold field, click Edit.

- - x
Edit Device =
Summary Contacts  Interfaces  Device Properties  Parsers Search...

A
*Hole: Onby Desioe Meaperlies are odilabloe.
User Defined

System Defined

ALl Health Scnre Crivical Thrashaold:

ACI llealth Score Warring Threshold:

Lusiress Uriz:
CIFS Faloney teaan Crilical Thresbolid:
CIES Talaney msae Warping Thrawbobl:
Disk Latency msac Critical Thrashold:  Ueeleline:] Edit | Clzar
Lisk Latzncy msec Warring Threshold: Undefined Felit Clvar

Disk Space Util Critleal Throskheld: | Urdefined Felit | €loar

Disle Space UL Warnieg Throeshold: Undelined Cdit | Clzar

The Disk Space Util Critical Threshold dialog box opens.

6. Make a note of the value in the Default field and the disk name listed.
See "Appendix: Answer Sheet" on page 245 for the answer.

Field Value

Disk Space Util Critical Threshold

Disk Name

7. Click Cancel, and then find the threshold for Free Disk (MB) Critical Threshold.
See "Appendix: Answer Sheet" on page 245 for the answer.

Field Value

Free Disk (MB) Critical Threshold

Disk Name

8. Click Cancel.
9. Click Cancel again.
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To view a performance monitoring rule

AP oobd =

Exercise 2: Exploring a Performance Rule

Continuing on the FortiSIEM GUI, click the RESOURCES tab.

In the left pane, click Rules > Performance.

Search for rules with the name Server Disk Space (use the search field to filter).

Select the Server Disk space Warning rule, and then click Selected Rule in the Edit drop-down menu.

Resources > Rules > Performance

New Delete Clone Test Q, Server Disk Space

Active gkt el lame Description Tactics
Multiple Rules ~
Detects that server disk space usage has
. . reached a critical level (greater than 95% and
9 - HIGH (s) Server Disk Space Critical free disk less than 100 MB) based on 2 Impact
successive readings in a 10 minute interval
Detects that server disk space usage has
reached a warning level (utilization between
5 - MEDIUM (s) Server Disk space Warning 90% and 95% and free disk still greater than Impact

100 MB) based on 2 successive readings ina 10
minute interval

The Server Disk space Warning - Edit Details dialog box opens.

5. Click Step 3: Define Action.

Make a note of the severity of the rule, the category, and the subcategory. See "Appendix: Answer Sheet" on

page 245 for the answer.

6. Click Step 2: Define Condition.

127

7. Inthe Condition section, note the rule time window and the ServDiskWarn subpattern.

8. Beside ServDiskWarn, click the pencil icon.
The Edit SubPattern window opens.
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Edit SubPattern o x
Name:  ServDiskWarn
Filters: Paren Attribute Operator Value Paren Hext Row
[+] Event Type = PH_DEV_MON_SYS_DISK_UTIL +] AND ©
[+] Host [P IN Devices: Server [+] AND +]
[+] Disk Name NOT IN B /boot (+] AND B o e
Aggregate: Paren Attribute Operator Value Paren Next Row
© @ ([ AvG|pisk capacity Util) »= B Device ToCMDBAttr(Host 1P : Disk @ AND B o o
[+] AVG(Disk Capacity Util) <= DeviceToCMDBAttr(Host IP : Disk @ | @ ) OR o e
© | © (  AvG(Disk Capacity Util) »= B DeviceToCMDBALtr(Host IP : Disk @ AND o e
4] AVG(Free Disk MB) B B DeviceToCMDBAttr{Host 1P : Disk @ | @ )] AND B - I -]
[+] COUNT({ Matched Events ) >= 2 +] AND o e
Group By: Attribute Row Move
Save Save as Report Run as Query Cancel

In the Filters section, the subpattern is looking for any events that match the exact event type PH_DEV_
MON_SYS_DISK_UTIL and only from devices classified as a Server in the CMDB, while excluding any
events where the disk name is /boot.

In the Aggregate Condition section, the subpattern is looking for at least two events (two samples) where,
during the rule evaluation time window, the following is true for each disk:

¢ The average Disk Capacity Util value is more than or equal to the Disk Space Util Warning Threshold and
the average Disk Capacity Util value is less than or equal to the Disk Space Util Critical Threshold, or

¢ The average Disk Capacity Util value is more than or equal to the Disk Space Util Critical Threshold and the
average Free Disk MB value is more than the Free Disk MB Critical Threshold.

Note that the attributes in the Edit SubPattern dialog box in the Group By section are Host IP, Host Name,
and Disk Name.

9. Atthe bottom of the dialog box, click Run as Query.
The Edit SubPattern > Run As Query dialog box opens.
10. Onthe Time Range tab, select Relative, in the Last field, type 1, select Day in the drop-down list, and then click
Run.
A new browser tab opens, which displays the ANALYTICS tab with the results for the query.
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& fovo w § 0 ¥ [1] Raw Mesages ¥ [Z] Search

B>~ | Event Type - FI_LLY_MON_Sis_DISE W IIL AND Hest IP [N Uevices: Server AND Diskbar I=- | Qun rdicater | Chart for AvGilise Capacity Ull - Lower Chart - | b2

Search - Last 1 Day 15m 1 1d Tl

014

ot Tat 2021 it s n s ;
h < 1
Misk Haariie: Hirsl Haa: Hent I LGNk Capmcity L) BVG|Froe ik ME) COUNT e hizel Fvemind
{41 WIRFRE IEER LR H) DU BT MHOAE sl
ar 1iats (FFREWNET 93025 6l fhs 433
4 FUCHE TGN R TLIVE SRS OR It
! RS e 1 IEE LI B LEA 14,90 CH axl
{41 I LEERETEHE L P ) £V (APRR S 4
O e it ATFAR 0GR 0. &5 10 4%

Are there any results where the AVG(Disk Capacity Util) is greater than 95% and the AVG (Free Disk MB)
is less than 100? See "Appendix: Answer Sheet" on page 245 for the answer.

To modify the performance search query for one device

1. Inthe new browser tab, under ANALYTICS, click the search filter.
2. Inthe Next drop-down list of the last attribute in the list, select AND.
3. Add an extra row, and then configure the following condition:

Field Value

Attribute Host IP
Operator =
Value 192.168.0.40

4. Inthe Time section, select Relative, in the Last field, type 1, and then select Day in the drop-down list.
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Filter Load Save Clear all

) Event Keyword

® Event Attribute

Paran Attribute Operator Value Paren Next Row
o @ Lvent Type - ~  PI_DCV_MCM_5YS_DISK_UTIL [ AND v O @
[4+] (] Host IP IH v Devices: Server [+] (—] ANDD ~ @ -]
o o Disk Marne NOT IN v sbool (-] AND v O @
[+ B -] Host IP - v 192.158.0.40 (-] AND v Q@

) CMDB Attribute

Time Range

O Real-time ® Relative Last 1 18 Day “

O  Absolute

Trend Interval: Auto

Apply & Run Apply Cancel

5. Click Apply & Run.
You should get a single result for the WIN2K8 machine only, and it should look similar to the following result:

=24 |E\.'9m: Typs - UK BV SOH 85 DISK LE AND Host IR IN Davlees: Saries AND Dbk Nam | I=- | Cmin Indtcator Chact for ANGHIISk Capactty UHI = Lowerchart = k2 b lwow

Search - Last 1 Day 1sm 1h 1d £d Wd 3E

B ek same Hast Harar Hast 112 Atiinsk Capaciry L) awGikrac Disk W) CONMIimatehad Feants)

| o WM RS [EERETT [ENTES NHME a1 |

6. Close the old browser tab, and then keep the new tab open to complete the rest of the exercise.

Generate Scripted Performance Events

You will generate some simulated performance events.

To generate performance events

1. Onthe Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 2, and then under Lab 7—Rules, select Exercise 7.2—Trigger Server Critical Disk
Rule.

The output should resemble the following image:
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ing Data Input for Lab Exercise 7.2

Forcing Disk Util High for Server...

Ltopping all Performance Events

ttarting all Performance Events

Flease wait 3-5 minutes before continuing...

T ——

3. Wait approximately three to five minutes before proceeding to the next section.
4. Close the Linux-Client VM browser tab.

Examine Performance Events and Incidents

You will review the performance events and incidents that are generated on FortiSIEM.

To examine the performance events

1. Return to the FortiSIEM GUI, and then on the ANALYTICS tab, click Run to search again for the last 10 minutes.

=18 |E'J9ntTyp9 < FH DRV MM TS K L1 AMD Host IF I Geddres: seoucr AND Disk Nam | = Clmin Indicatar Uhart for SVGHIIsE Capacsty I = | Leweer Chart e | k2 e o
Ja e da B
K < ‘ i » M
sk Marne: Hast Harar Hest 1 Avei{insk Capacity 1) Ati[Frac THsk ML CHUN L itatehed Bvents)
| tn WK R UFRIT T LERTE Lk k) |

You should now see the AVG(Disk Capacity Util) is greater than 95 % and the AVG(Free Disk MB) is less
than 100 MB events, which should trigger an incident.

To view incidents for the performance rule

1. Continuing on the FortISIEM GUI, click the INCIDENTS tab.
2. Click List, and then select by Incident to view the incident.
3. Select Server Disk Space Critical.
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o 1l AMAIY S | M INCIDEMTS.

& artans BB crervies brwk b byplarer | B RS MR ALIACKR - &40 minute v Q scarch - 1
Top Impacted Incidents
Hetwork Device Hardwar.. Hetwork CPU Critical Hetwerk Mamory Warning Sarver Disk space Warning Sarver Disk Space Critical
Incidents for Server Dish Space Critical MW € 11 1 > M
?*)‘;::‘:ﬁf - Latt Deeurred Inzident artlcs lechrique Keporting sanres larget Betail Incident stati
Disk Hame: €54
192.958.0.40
" e e e e [ SO I P - ot e Disk Capaelty UHL 990046 -
G 0 T, B B sorers 43 spaca Dritaal Ieopact nAREAT Dntal s WINIKE WING Free Dok HE: 5 VD 4
4. Review the details, such as the incident target, incident details, and triggered events.
Top Impacted Incidents
Hetwork Device Hardwar.. Hetwork CPU Critizal Network Memery Warning Server Disk spacs Warning Server Disk Space Critical Server Disk Labency Criti..
Incldents for Server Disk Space Critical H < B 1 > M
Srevrrity L . . L . . N . _ .
oty ™ Lst Decuired Inidenit Taclics Techmigue Fiewiun Lirng Saurce Turpet Detail nidenit Statu:
152.168.0.10 g:::‘ [‘:F"‘:Iw -
[ ek 1 I, B e serear [l Spacs DrtHreal Impact Franeiat Bralal n.. WINSKE NI S A
< >
e e | ©] s [+]~
ateributes Search allibate vanne. = Incidant Comments Actlan Histary [ wrap Contant
Categary: Marfnemaner - ArE CAPATETTS T IAseenT e Letian Hesult Detatl
Count: 12
Event Hame: Swver Dz Sonce Critial
Evant Type: I'H HIIE SHRVER DSK SESCE DR
First Oceurred; ol 01 2087, 1M:46:30 Fra
Incident 100
Incidant Titla: I space o o clear | sawe:

v If you select an incident and the lower pane does not appear, you must click the up
“9"" arrow icon (#) to expand the lower pane manually.

You can use Auto expand in the lower pane, so you don't have to keep manually
expanding the lower pane to view incidents.

5. Log out of the FortiSIEM GUI.
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Exercise 3: Creating a Rule

In this exercise, you will create a simple rule.

In this scenario, a company has strict policies specifying that the administration of a selected FortiGate firewall
can be performed from approved workstations only. They would like to detect if administrators are connecting to
the FortiGate device from non-approved workstations.

The approved workstations have the following IP addresses:

10.
10.
10.
10.
10.

1
1
1
1
1

.50.
.50.
.50.
.50.
.50.

g w N

Configure Search Filter Criteria

You will create a search filter on FortiSIEM.

To create the search filter criteria

1. Log in to the FortiSIEM GUI with the following credentials:

Field

Value

User ID

Password

Domain

D

. Click the ANALYTICS tab.

Click the + icon to open a new search tab, and then close any existing search tabs.
Click the search field to edit the condition.

The Filter editor opens.

admin

Fortinet1!

LOCAL

5. Build an Event Attribute search, and then configure the following conditions:

Attribute Reporting IP
Operator =
Value 192.168.3.1

6. Inthe Row field, click + to add a second condition with the following values:
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Field Value

Generate Scripted Events

Attribute Event Type
Operator CONTAIN
Value login-success

7. Select Time as Real Time.
8. Click Apply & Run.

Generate Scripted Events

You will generate some simulated performance events.

To generate events

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 2, and then under Lab 7—Rules, select Exercise 7.3—FortiGate Admin Login Events
— (Part A).

Wait approximately one to two minutes for the output. The output should resemble the following example:

Running Data Input for Lab Exercise 7.3A

Now Sending Events for Exercise 7.3 Part A

sending events from file /var/www/html/NSE_Institute/labs/LAB7/Cl/events_lab7 ex3i_1.dat
3 messages sent

_

3. Wait for the Completed message before continuing.

Examine the Generated Events

You will review the events that are generated on FortiSIEM.

To review generated events

1. Return to the FortiSIEM GUI, and then after all the events are sent, click Pause.
You should see only FortiGate-event-login-success.

LY

b -
9 Make sure Wrap Raw Event and Show Event Type are selected.

2. Examine the Event Details of the raw event log for one of the returned events.
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3. After you review the details, close the Event Details dialog box.

Event Datails

Dizplzy  Filker

OO0O0ODbODDOOoDOooODODOD
OooOooooooooooaono

®

-

Item

Apalicaticn Fratoonl
Colecto- 12

Coanl

Description
Destination llost Hams
Deslinalio: IP

Devica T me

Event actizn

Fvent 17

Fvens 2arse Stab.s

Even. 2dise: sare

kvent Heceive lime

llose

190x07t 1 FO:0R:77 Hime-160:47 :d? revname-"F 37400531 38004417 L
devid="TC24002913C004<1" logid="010C0220017 Tppa="=vent” subzypa="system”
level="intorm ation” ve="root” evenzkime=132C9C04502 lozdes=="&dmn .ogn
cuccassfil s7-"1hd gy 040" user-"admir 10" ui-"s3R (10.1.50.2]" mcthod-"3zh”
srcip-10.7, B0 detp-192,7 88,2, action-".2gin™ 51atus-"success” rcason-"rors”

v
Lincs: 42
Value
s=h N
1
1
admin log'n cuccessfl
TOZ400 3010200447
192.168.3.1
DUl 01 2021, 01:41:42 20,
3
ACTIATIIAAIEIANCD
1
SorLita =Parser
St U1 LULT, DhiURIES W
W
»

Exercise 3: Creating a Rule

Note that these FortiGate admin login events contain the Application Protocol (SSH or HTTP), Source IP,
and User who successfully authenticated.

To configure display fields for analytics

135

1

2
3.
4

Continuing on the FortiSIEM GUI, click the Group By and Display Fields icon.

Click Clear All.
Add two new rows for Source IP and User.

Add a third row, and then select * COUNT( Matched Events ).
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=~ ¥ Stop Resume Fast forward Clear
Group By and Display Fields Load Save Clear All
Attribute Order Display As Row Move
Source IP o e o O
User [+ I - @ ©
COUNT( Matched Events ) o o @ O
Display Conditions
Faren Attribute Operator Value Paren Next Row
o @ v o @9 o @
Apply & Run Apply Cancel

5. Click Apply to close the dialog box.

6. Click the search field.

7. InFilters, change the search time to be Relative over a one hour period.

8. Click Apply & Run.

Source IP User COUNT(Matched Events)

10.1.50.1 admin101 1
10.1.50.2 admin102 1
10.1.50.5 admin105 1

Note that all the results so far are for IP addresses that were in the allowed administrator workstation IPs
group.

9. Edit the search filters, and then add an extra row for the following condition:

Field Value

Attribute Source IP
Operator NOT IN
Value 10.1.50.1, 10.1.50.2, 10.1.50.3, 10.1.50.4, 10.1.50.5

Your search filter should now look like the following example:
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Filter Load Save Clear All

Exercise 3: Creating a Rule

(O Event Keyword

® Event Attribute

Paren Attribute Operator Value Faren Next Row
© o Reporting IP = v 192.168.3.1 o o ap v @ @
Qo @ Event Type CONTAIN v login-success L+ U - ] AD v O @
o @ Source IP NOT IN v 1,10.1.50.2, 10.1.50.4, 10.1.50.5) @ @ ap v @ @

O CMDB Attribute
Time Range

O Real-time @® Relative Last 1 2 Hour v

10. Click Apply & Run.
You get no results this time and the message No report results found appears.

Create a Rule

You will create a rule using the search filter conditions.

To create a rule

1. Continuing on the FortiSIEM GUI, click Actions, and then in the drop-down list, select Create Rule.

[1] Historical events for 192.168.3.1

£ Actions -

& Email Result : 192.168.3.1 AND Event Type CONTAIN login-success AND Source IP NOTIN | =~

* Export Result
Copy to Mew Tab

Save as Report

© Create Rule

2. Inthe Rule Name field, type FortiGate Admin Logon from Non Admin Machine, andthen type an
optional Description.
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Create Rule B x

Step 1: General » | Step 2: Define Condition >  Step 3: Define Action

Rule Name: | FortiGate Admin Logon from Non Admin Machine

Description:  Admin logons to FortiGate have been detected from non approved administration machines.

Event Type:

Remediation Mote:

0K Cancel

3. Click Step 2: Define Condition, and then leave the time window set to 300 seconds.
Beside the SubPattern field for Filter_1, click the pencil icon.

In the Edit SubPattern dialog box, note the addition of an Aggregate section, which displays COUNT(Matched
Events) >=1.

6. Click Cancel when you are done.

7. Click Step 3: Define Action.

8. For Category, select Security, and then for Subcategory, select Authentication.

9. Beside Action: Defined, click the pencil icon.

Generate Incident for: FortiGate Admin Logon from Non Admin Machine X
Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Source P = Filter_1 W Source P v | @
User = Filter_1 v User ~ O @
Insert Attribute: v o+
Incident Title:
Triggered Attributes:  Available: Search... 4« 131 » Selected:
User ~ Event Receive Time ~
Event Type ¥ Event Type
Reporting IP < Reporting IP
1g GPA Pages ~ Raw Event Log
2m GPA Pages - Source IP
4k GPA Pages A User
4 > v
By default, the rule has the Group By fields as Incident Attributes.
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10. Click Cancel.

11. Click OK.

12. Click the RESOURCES tab.

13. Inthe left pane, select Rules, and then select Ungrouped.

14. Select the FortiGate Admin Logon from Non Admin Machine rule.
15. Inthe Active column, select the checkbox.

16. In the pop-up window, click Continue.

Generate Scripted Events

You will generate some simulated events to trigger the rule.

To generate events for a rule

1. Return to the Linux-Client VM, on the browser connected to the NSE Institute website, navigate to LABS SET 2,
and then under Lab 7—Rules, select Exercise 7.3—FortiGate Admin Login Events—(Part B).

The output should resemble the following example:

Running Data Input for Lab Exercise 7.3B

sending events from file /var/www/html/NSE_Institute/labs/LAB7/C2/events_lab7_ex3_2.dat
1 messages sent

ompleted!

2. Close the Linux-Client VM.

Examine the Triggered Incident

You will examine the triggered incident on FortiSIEM.

To review an incident triggered by a rule

1. Return to the FortiSIEM GUI, wait for 30 seconds, and then click the INCIDENTS tab.
2. Click List, and then select by Incident to view the incident.
3. Select the FortiGate Admin Logon from Non Admin Machine incident.
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g Actionz = BB Ovarviaw = List by Incidant = I Risk: LW Explorer i UEBA AITRE ATTRCHS - 1 minute - O, Search = 15m 1h 1d 7d 30d
Top Impacted Incidents =1
FortiGate Admin Logon fr...l:ll Metwork Device Hardwar... Metwork CPU Critical Metwork Memory Warning Server Disk space Warning
Server Disk Space Critical Server Disk Latency Warn..,
Incidents for FortiGate Admin Logon from Mon Admin Machine W < 1w 4 > N
E:VL:;:% = Last Qecurred Incident Tactics  Technigue  Reporting Source Targat Detail Ingidant Status Resolution
el 01 2021, 06: 14:30 Pia T LicGeatee Audininn Lot rann Bon Adinin Sachine FE2400391 3800441 101805 Vser: it fative e
1L A0 ] d H
el 01 2021, 06: 14:30 Pia T LicGeatee Audininn Lot rann Bon Adinin Sachine FE2400391 3800441 R uzer: admia iy fative e
LI B B User: admialig
I3t 04 CHEE, OB 450 1 Fartitiate Admia I agan frarm Han adriin Marhine L SEEAHNELR UMM RS At finen
10.1.60.7 User: adinin1t]
el 01 2021, 05:45:30 Pia T LicGeatee Audinin Lo [ramn Han Adinin Sachine FE2400391 3800441 Fer i Aetive Qpen

The new rule has triggered a FortiGate Admin Logon from Non Admin Machine incident.

4. Review the incident source, incident target, and details, and then review the events that triggered the rule.
5. Log out of the FortiSIEM GUI.
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Exercise 4: Enhancing a Rule With a Watch List

In this exercise, you will add a watch list to your rule.

Configure a Watch List

141

You will configure a watch list on the rule you created in the previous exercise.

To create a watch list

1.

o oeN

Log in to the FortiSIEM GUI with the following credentials:

User ID admin
Password Fortinet1!
Domain LOCAL

Click the RESOURCES tab.
In the left pane, click Watch Lists.
Review the various watch lists that are provided out-of-the-box.

With Watch Lists selected, at the top of the left pane, click the add icon + to create a new list.

~a =

& Qe Resources > Watch Lists
P Reports New Edit Delete Q
P Rules _

Active Value
P Networks

10.1.20.132

110.168.53.21
P Protocols

113.173.2.158

6. Configure the following settings, and then click Save:
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Field Value

Group Suspect Admins
Description Admin Users who are ignoring compliance rules on FortiGate Administration
Type String
Expired in 1 Week(s)
Create New Watch List Group e

Group:  Suspect Admins

Description:  Admin Users who are ignoring compliance rules on FortiGate Administration

lype: String w
Case Sensilive: D

Expired in: 1 . Week(s)

Save Cancel

Your new watch list appears at the bottom of the list.

To add a rule in the watch list

1. Continuing on the FortiSIEM GUI, click Rules > Ungrouped.

2. Find and select FortiGate Admin Logon from Non Admin Machine, and then click Selected Rule in the Edit
drop-down menu.

3. Click Step 3: Define Action.
4. Beside Watch Lists, click the pencil icon.
The Define Watch List dialog box opens.

5. Inthe Incident Attribute drop-down list, select User.

6. Beside Watch List, in the Available list, select Suspect Admins, and then click the right arrow button to move the
selection to the Selected list.

7. Click Save.
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Define Watch List

Incident Attribute:  |ser

watch List: Available: Selected:
~ -
. Suspect Admins
Routing Issues

Suspicious Activity
Vulnerable Systems
Wireless LAN Issues

Ungrouped

Suspect Admins

Save Cancel

8. Click Save again.

Generate Scripted Events

You will generate some simulated events.

To generate events for the watch list

1. On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

2. Navigate to LABS SET 2, and then under Lab 7—Rules, select Exercise 7.4—FortiGate Admin Login Events
— Watch List.

The output should resemble the following example:

Running Data Input for Lab Exercise 7.4

sending events from file /var/www/html/NSE _Institute/labs/LAB7/D/events lab7 ex4.dat
3 messages sent

3. Close the Linux-Client VM browser tab.

Examine the Generated Events

You will review the generated event for the watch list on FortiSIEM.
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To review events for the watch list

1. Return to the FortiSIEM GUI, and then click the INCIDENTS tab.
2. Click List, and then select by Incident to view the incident.
3. Select FortiGate Admin Logon from Non Admin Machine.

g Actionz = BB Ovarviaw = List by Incidant = I Risk: LW Explorer i UEBA AITRE ATTRCHS - 1 minute - Q, Search = 15m 1h 1d 7d 30d
Top Impacted Incidents
FortiGate Admin Logen fr...l:ll Matwerk Device Hardwar.. Metwark CPU Critical Metwark Memory Warning Server Disk space Warning
Server Disk Space Critical Server Disk Latency Warn..,
Incidents for FortiGate Admin Logan from Non Admin Machine W € 11 4+ > N
é:::;; = Last Qecurred Incident Tactics  Technigue  Reporting Source Targat Detail Ingidant Status Resolution
el 01 2021, 06: 14:30 Pia T LicGeatee Audininn Lot rann Bon Adinin Sachine FE2400391 3800441 101805 Vser: it fative e
1L A0 ] d H
el 01 2021, 06: 14:30 Pia T LicGeatee Audininn Lot rann Bon Adinin Sachine FE2400391 3800441 R uzer: admia iy fative e
LI B B User: admialig
LR B I TS B BT Fortiiiate Admia Lagan fram Nan adrin dachine L SEEAHNELR UMM RS At finen
10.1.50.7 User: adinin i
el 01 2021, 05:45:30 Pia T LicGeatee Audinin Lo [ramn Han Adinin Sachine FE2400391 3800441 Fer i fetive Qpen

Review the incident Source, Target, Details, and the events that triggered the rule.
Make a note of the Target column because it indicates the users.

4. Click the RESOURCES tab.
5. Inthe left pane, click Watch Lists > Suspect Admins.

Resources = Watch Lists = Suspect Admins |

New | Edit Delet= | Q Impert  Export & MW < 1M 2 > M

Active Value Trigaering Rules Ceunt First Seen Last Seen

adrmin1 01 FurtiGaie Adimin Luaon from Mun Admin Machine 2 0Ll 01 2021, 06;14:30 'MW CuL 01 2021, 06:14:30 P'M

= admin FurtiGate Admin Lugon from Mun Admin Machine 1 L ;061430 PN L L0514
dmin103 FurliG. Adini i Mun Admin Machi 0L 01 2021, 06:14:30 PN, CwL 01 2021, 05:14:30 I'M

Notice that admin101 and admin103, which were the admin users referenced in the latest incident, are listed.

6. Log out of the FortiSIEM GUI.
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Exercise 5: Importing a Rule

In this exercise, you will import a rule into FortiSIEM.

Import a Rule

You will import a preconfigured rule into FortiSIEM.

To import a rule

1. Login to the FortiSIEM GUI from the Linux-Client VM with the following credentials:
User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the RESOURCES tab.
3. Intheleft pane, click Rules.

4. With Rules selected, at the top of the left pane, click the add icon (+) to create a new rule group.

Q 2
» Reports
P Networks

The Create New Rule Group dialog box opens.

5. Inthe Group field, type Custom LAB7, and then click Save.
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Create New Rule Group

Group: | Custom_LAB7

Description:

Folders: Items: Search... Selections: Search...

» Rules M < 0/0 a > M

The left pane now shows a rule group under Rules called Custom_LAB?7.

b availability

» Performance

» Change

» Security

Unzrouped

6. Inthe left pane, click Custom_LAB?7.
7. Intheright pane, click Import.

[Resources > Rules > Custom_LAB7 |

New | [# Edit v | Deslete Clone Test Q Export o

Active Severity Hame Description Tactics  Technique Scope

Mo Matching Rula Found.

The Import Rule dialog box opens.

8. Inthe Import Rule dialog box, click Browse.

Import Rule
| Browse... | No file selected.

Import Cancel
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9.

Browse to Desktop > Resources > LAB-7, and then select the newrule.xml file.

10. Click Import.
11. Click Rules > Custom_LAB?7.
The imported and activated rule appears in this list. You will use this rule in a later lab.

12. Log out of the FortiSIEM GUI.
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Lab 8: Incidents and Notification Policies

In this lab, you will configure rules that create events for incidents.

Objectives

¢ Review the incidents page

¢ Group and tune incidents

* Use the built-in ticketing system
¢ Create custom email templates
¢ Create notification policies

Time to Complete

Estimated: 70 minutes
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Exercise 1: Reviewing the Incident Table

In this exercise, you will examine the incident table.

View Incidents

You will explore the INCIDENTS page on FortiSIEM, examine the various search capabilities, and clear
conditions.

To view the incidents tab

1. Login to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the INCIDENTS tab.

Click List, and then select by Time to view the incident.
Click Actions, and then in the drop-down list, select Search.
Click Last 2 Hours to change the time range.

Select Relative, in the Last field, type 24, and then select Hours in the drop-down list.
Click Apply Time Range.

¢ Close Displays » Al

No o poweDd

'9 Last 2 Hours ~ Sever]
Categ

@® Relative
Last 24-| o Hours ~

) Absolute

« Apply Time Range

8. Click the refresh icon, and then in the drop-down list, select Refresh Now.

149 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:



DO &LQI B\E\EJRJ Ni;Ent Table View Incidents
© FORTINET

Q Actions BB Overview i= List by Time = I+ Risk L Explorer & UEBA MITRE ATTECK®
. . . Refresh Now
< Close Search @ Displays > All Active Incidents
':‘) Last 2 Hours " Severity .
 Last Occurred Incident .
Category Disable
@® Relative | I
30 seconds
HIGH Oct 02 2021, 06:35:00 PM Network CPU Critical
Last 4 Hours w - 1 minute
() Absolute 2 minutes
Oct 02 2021, 06:35:00 PM Metwork Device Hardware Wa B TS
v Apply Time Range
10 minutes
TEHIETE DEITE £ AGIE m Oct 02 2021, 06:35:00 PM Metwork Memory Warning 20 minutes
Resolution : All

9. Inthe Search pane, click Severity, and then select High.
The results show a filtered subset of high-severity incidents.

10. Inthe Search pane, change the following settings:

Field Value

Severity All (clear HIGH )
Category Performance
< Close Search @ Displays >
B

':9 Last 24 Hours
Incident Status : Active -|]-]-

Resolution : All

ICategory : Performance, Impact I

Tactics : All
Technique : All
Severity : All

Incident 1D : All

11. Inthe left Search pane, click Close to the close the left pane.
12. Click Actions, and then in the drop-down list, select Change Display Columns.

£ Actions = BB Overview

= Change Display Columns

 Clear All Incidents in View
Q, search

X show Locations

13. Inthe Display list, select First Occurred.
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0§ Actions = BB Overview

< Close Display

[ Eexternal Ticket Type
O External User
Incident

O Incident Comments

14. Click Close to close the left pane.
15. Inthe First Occurred column, click and drag the cursor to the Last Occurred column.

All Active Inclderss. Fllters Applled m W< 171 4 ¥ N
"';:;E‘;l: First Securred = Lazt Ceourred Ingleert Tactics  Teckrigue Reporting Scurce  Target Deta| reldent Status Resclution
G ¥

152,750, 0,40 :: 'r:r:

IEI | coicz 2oz, omadsise 2w St 2627, COi3i00 By server sk Spaze Sftleal  mpact  EacpalntDo WikzaE WIKZK3 Frnn | Atve onen
1727520160 E: ?;

00102 2021, 05245800 2M Cet 02 2027, 0842100 P server Disk 0302 WArrng  mpact  TnCRoinTDo bmat bzt e aoer
ITEOGEITO

00102 2021, 05:43:00 2 Cet 02 2027, 06:47:00 P NBbwork MM WAINEE  Mpart  CACpalnTCo  JLRinerw Juntpzs Y antes aoer
e R il
JINNE

CUCZ 2020, 0524500 20 Seb €2 2620, 0142100 PY watwerk CPU Critzal Mpact  Tngpalnilo  FertGateddn “ortioazennn actes oo

The incident dashboard view now contains the column you added, in the position that you placed it in.

To review the incident clear condition

1. Continuing on the FortiSIEM GUI, click Actions, and then in the drop-down list, select Search.
2. Click Incident Status.
Note that only Active status incidents are shown.

< Close Search @ Displays >

':l) Last 24 Hours ~

Incident Status : Active ﬁ
O suto Cleared 27
D System Cleared 4
Active 4

3. Click Close to close the left pane.
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View Incidents

There are four different incident statuses available. However, a status type is listed
only when incidents with that status exist in the selected time range.

The available statuses are:
vy

e System Cleared

Active

Cleared

Manually Cleared

If you cannot find any incidents, change to view ALL by clearing the Active checkbox.

4. Forthe WIN2KS8 reporting device, select the Server Disk Space Critical incident.
5. Enable Auto expand.

6. Inthe bottom pane, click the up arrow icon.

Details Events Rule

v

FortiSIEM 6.3.0 (0331)

Organization: Super User: admin Scope: Local

The incident details appear.

If you select an incident and the lower pane does not appear, click the up arrow icon *
to expand the lower pane manually.

LY,

7. Selectthe Events tab to view the events for this incident.

You can select the Auto expand option in the lower pane, so you don't have to keep
manually expanding the lower pane for incidents.

All Active Incidents. Filters Applied @ H ¢ 1 4 ¥ M
.;:;':,"ir‘}‘y First Cevuired = Last Docuned Inuident Tacties  Technigue  Reporling Souwee Taisel Devail Incident Slale  Resol
— ~
Disk Hame: fvar
T3 > q . PP PR " Disk Capacity Uti: #5...
] 7400 FM, 2 0 TOT0D P Serven Disk soace Warning e dpcni D ibiais ! Al -.
QuL0F 2021, 05:45:00 F Dl 02 2021, 07:07:00 P = ok s Warrin lpact Dodoel D ibiwais T i [
Disk M; B
(B2 EAD Disk ':m:cl utn:
ik T T S (S WA k10T, DN ey Srrvar Il Spaes Criteal Impact  brdneat . WINGER WIHAER Fr‘e:hni':k ;:: m ;.\B T ]
B L Utz o
QoL 0E 2021, 05:43:00 B, Dol 02 2021, 07:05:00 Py e b Memners Wi lpact Dedosni Do unis T —— At [
< »
betatls | brants, | Rule | Subpattern: Sareiskir - Swtg wspand ] Woap Raw Doents [ Show oot Tyoe [ Shaw R Dvent Goly L0 Comnare Sstribusian L
Lot Recrive Time Cvent Marne Reepis Lt |P s L 1P Thest Harne Dish, Marie Disk. Capacily ULl Tolal Disk 45 Used Dish 4B Tt e Disk ME Feaw Lol Lo
Cot 0 2021, 070009 BY Disk Ulilicatom atats Tur o 13E.152.0.40 9. B DA WINZKE 3.5 19,55 GL 334 55 5 VI [FILDCH_CH_3|
Cot 0 2021, 6<BH0% BM Disk Ulilicaton atats fur o 13E.152.0.40 9. B DA WINZKE 3.5 19,55 GL 334 55 5 VI [FILDCH_CH_3|

If you don't see the expected result, you may have to change the time range to two
days. If you still don't see incidents, they may be cleared by the system. By default, the
active incident filter is applied. If the incidents are cleared, you may have to run the
scripts again from the NSE Institute website to send events to FortiSIEM.

8. With the Server Disk Space Critical incident selected, click Actions, and then in the drop-down list, select Edit
Rule.
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% Actions - BB Overview

i= Change Display Columns
C Clear All Incidents in View
Q, Search

X Show Locations

© Change Severity

C Clear Incident

© Create Event Dropping Rule
W Create Case

® Disable Rule

® Edit Comment

[ Edit Rule

@® Edit Rule Exception

The Edit Rule dialog box opens.

9. Click Step 3: Define Action.
10. Beside Clear: Defined, click the pencil icon to edit the clear condition.

Watch List: Defined rd m

Clear: Defined PR

What do you think this option is actually doing for this rule? See "Appendix: Answer Sheet" on page 246 for
the answer.

11. Click Cancel to close the Edit Rule Clear Conditions dialog box.
12. Inthe Edit Rule dialog box, click Cancel.

To manually clear an incident

1. Continuing on the FortiSIEM GUI, in the incident Search section, in the Incident Status drop-down list, ensure
that Active is selected.

2. Click Close to close the left pane.

3. Select the Server Disk Space Critical incident, click Actions, and then in the drop-down list, select Clear
Incident.
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@ Actions - BB Overview

i= Change Display Columns
C Clear All Incidents in View
Q, Search

X Show Locations

© Change Severity

 Clear Incident

© Create Event Dropping Rule

The Clear Selected Incidents dialog box opens.

4. Inthe Reasonfield, type Temp files removed from server by admin to free up space..
5. Optionally, you can choose a Resolution option.
6. Click OK.
7. Click Yes.
Clear Selected Incidents b4
Resolution:
(O True Positive (O False Positive
Reason:

Temp files removed from server by admin to free up space.|

0K Cancel

Note that the Server Disk Space Critical for WIN2K8 incident will disappear from the list because the
incident status is set to show incidents with an Active status.

8. Click Actions, and then in the drop-down list, click Search.
9. Click Incident Status, and then in the drop-down list, select the Cleared Manually checkbox and clear the Active

checkbox.
'3 Last 24 Hours
[Incident Status : Cleared Manually | m
[] Auto Cleared 27
[] system Cleared 4
:
I Cleared Manually I 1
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Exercise 1: Reviewing the Incident Table

Note that the Server Disk Space Critical for WIN2K8 appears again in the main pane with an incident status

of Manually Cleared.

10. Click Close.

11. Select the Server Disk Space Critical incident for WIN2K8 with the status of Manually Cleared.

The bottom pane appears with the incident Details.

12. Review the Cleared Reason field.

Details |Events Rule

Category:

Attributes Search att

b

Auto expand

UTe name ®

Performance

Cleared Reason:

Temp files removed from server
by admin to free up space.

Cleared Time:
Cleared User:

Oct 02 2021, 07:29:25 PM
admin

Count:
Event Name:
Event Type:

First Occurred:
Incident ID:

Incident Title:

Reporting Device Status:
Reporting IP:

Tactics:

27

Server Disk Space Critical
PH_RULE_SERVER_DISK_SPACE CR
IT

Oct 02 2021, 05:43:30 PM

323

Server Disk Space C:\ Critical on
WINZKS

Pending

192.168.0.40

Severity Category:

Impact

13. Click Actions, and then in the drop-down list, select Search.
14. Inthe Incident Status drop-down list, select Active.

15. Click the INCIDENTS tab.

16. Click Actions, and then in the drop-down list, select Search.

17. Clear all of the selections.
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& Actions - BB overview

< Close Search @
*D Last 24 llours
Incident Status : Active
Resolution - All
Calegory - All
Tactics : All
lechnigue = All
severity : All
Incident 1D @ AlL

Incident Name @ All

Host : All
IP - All
Ier - all

Reporting Device @ All
Reporting IP : All

Reporting Device Status @ All
licket Status : All

Biz Servico @ All

18. Log out of the FortiSIEM GUI.
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Exercise 2: Grouping and Tuning Incidents

In this exercise, you will group common incidents and fine-tune FortiSIEM to reduce the number of incidents
produced.

Examine a Group of Incidents

You will review a group of incidents on FortiSIEM.

To review a group of incidents

1.

© ©® N koD

10.

11.

157

Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the INCIDENTS tab.

Click List, and then select by Time to view the incident.

Click Actions, and then in the drop-down list, select Search.

Click Last 2 Hours to change the time range.

Select Relative, in the Last field, type 2, and then in the drop-down list, select Days.
Click Apply Time Range.

Beside Incident Status: Active, click the clear icon (l) to change it to All.

Click the Incident Name.
A drop-down list of different incidents appears. The incidents are grouped with a count indicating the number of
incidents for the group.

In the Incident Name section, click Search, and then type DNS.
This shows a group of incidents with the keyword DNS.

Select the Excessive End User DNS Queries incident, and then click Close to close the left pane.
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@ Actions = BB Overview i= List by Time «
< Close Displays » Al
A
¥0) Last 2 Days Sever
Categ

|incident Status : Al |

Resolution : All
Category : All
Tactics : All
Technique : All
Severity : All

Incident 1D : ALl

Incident Name : Excessive End User... -ﬁ
-
Deta
I Excessive End User DNS Queries I 2
. Att

ar Show less

This shows only incidents for the group Excessive End User DNS Queries.

& scton = | EOweries | (= L by Tanew | B2Rs | W Dpleer | BUIEL | WTRCATTECKE = | @lminaes | 0 Sewch - tam n 13 ed e
all Incidants. Filters appliad 1 W o« : » M
E:‘;:ﬂ":l“ #irst Orcarred - L ast llccurred Incideat lacHes  Iechnlque  Keparting, Souren larnet  Detall Incident Searis Kesalusion
5.22.11 i . S
Sep 302020, 050230 FM D 01 2021, 1030830 W | Douesaive Do User NS Cuwries | Somon Domarin, Foed0b3stap. 09022 riezered Bvent Count: 557y e G
LRENS T BB T, d Event Count: @277
Sep 302621, 05:00:30 FY, ©el 01 2021, 10:15:00 A% | Crvesaive Dol User DHS Caesies Com. Fmarie. TSEATRISIED : e At G

12. Select one of the incidents, and then in the Actions drop-down list, click Edit Rule.
13. Inthe Edit Rule dialog box, click Step 2: Define Condition.
14. Inthe Conditions section, beside the ExcessiveDNSFromFlow subpattern, click the pencil icon.
15. Review the subpattern.
Explain what the rule pattern is looking for. See "Appendix: Answer Sheet" on page 246 for the answer.

16. Click Cancel to close the Edit SubPattern.
17. Click Cancel to exit the Edit Rule dialog box.
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Tune Incidents

Exercise 2: Grouping and Tuning Incidents

To demonstrate the tuning capabilities for an incident, you will analyze incident source 192.168.22.11, whichiis
an application server that produces a huge amount of DNS queries by design.

To tune incidents

1. Continuing on the FortiSIEM GUI, select the incident with the IP 192.168.22.11.
2. Click Actions, and then in the drop-down list, select Edit Rule Exception.

The Edit Rule Exception dialog box opens.
3. Inthe condition section, click the Attribute drop-down list.

Note that the only attribute that can be used for an exception for this particular incident is the Source IP.

Edit Rule Exception

x
An incident will not be generated if the following conditions match:
Paren Attribute Operator Value Paren Hext Row
(4] httribute... = |E| value... [+] AND |E| e e

4. Add the following condition:

Field Value

Attribute Source IP

Operator =

Value 192.168.22.11
5. Click Save.

This configuration suppresses any incidents if this rule triggers for the incident source of 192.168.22.11.

6. Clear the incident (192.168.22.11), and when prompted, enter a reason.

7. Before proceeding to the next exercise, click Actions > Search, and then clear all of the selections.
8. Log outof the FortiSIEM GUI.
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Exercise 3: Using the Built-In Ticketing System

In this exercise, you will configure the built-in ticketing system on FortiSIEM.

Review Incidents for Suspicious Activity

You will review some incidents for suspicious activity on FortiSIEM.

To review incidents for suspicious activity

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the INCIDENTS tab.

Click List, and then select by Time to view the incident.

Click Actions, and then in the drop-down list, select Search.

Click Last 2 Hours to change the time range.

Select Relative, in the Last field, type 2, and then in the drop-down list, select Days.
Click Apply Time Range.

Beside Incident Status: Active, click the clearicon (ﬂl) to change it to All.

© © Noa kD

In the Category drop-down list, select Change.

< Close Search B Displays 3
~
*D Last 2 Days

Incident Status - All

Resolution = All

Categnry - Change, Persistence, De_. m
Search. ..

O » Parformance 123

O »  security 114

&

O »  wailabilty 19

10. Click Incident Name, and then in the search field, type User added to Administrator Group.
11. Select User added to Administrator Group.
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Incident Mame : User added to Ad.. il
User added

[:] Windows User Added to Groups 15

[3 User added to Administrator Gr... 5]

[:] User added to Domain Admin Gro._. 5

[:] User added to Remote Desktop .. 5

12. Click Close to close the left pane.
Note that now it shows only incidents with the name User added to Administrator Group.

13. Inthe Target column, find, and then click the incident with the target user mike.long.
This is a suspicious entry.

z;;:;;:; First Oceurred = Last Oceurrad Incident Tactles  Technlgue Reporting Source Target Detail Tl
Sop 30 Z021, 050300 FM Dk D1 2021, 10:02:30 A User added o Adminisbrator Croews Persisl.,  Creaw .. Urcabioode ., b0 Damaim: THREATECC g
e Show More
WIN 008 A0S
Seqp 30 FOX1, 050100 FAL Oar 02077, 10:01:00 AW Tker ek ta Ademinisicator Groag Persisl., Creae o WINFINE-ADS Damain: AT i
e Mo
w e Targed Lsen Giroup: Adminisralo,

Create a Case in the Ticketing System

You will create a new case in the built-in ticketing system on FortiSIEM.

To create a case using the built-in ticketing system

1. Continuing on the FortiSIEM GUI, click Actions, and then in the drop-down list, select Create Case.

@ Actions - B8 Overview
i= Change Display Columns
C' Clear Al Incidents in View

Q, Search

X Show Locations

© Change Severity
C Clear Incident

© Create Event Dropping Rule

W Create Case

X Disable Rule

The New Ticket dialog box opens. Note that the Incident ID(s), Summary, and Notes fields are
prepopulated.
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New Ticket x
Mode © [reate a n=w Hrket w
|9U miary:  mike,long added Users to Administrator Group cn WINZ008-ADS domain ACCELOPS, 1n WIN2008-ADS{152. 1t |
Slale: | plew w Assignes: | -
Escalation: @ Mone Sclected - Priority: V‘
Duc Datc: 10,0420 Attachment: rd
Assignee lime fonz: | ocal v Amerca/Toronto v
[0 + -
Hotas: | hcidenl Name =» mike. lung ddded Users Lo Adiminisbrator Group on WINZ008-ADS dumain ACCELOPS
Incident Scurce == computer:,
Incident Target =» WINZO008-ADS(192.163.C.10)
Incident Detail ==
Incident D =» 52
Save Cancel
2. Inthe Assignee section, click the pencil icon.
3. Click the Users folder.
4. Click admin, and then click Save.
New Ticket x
' ! c -
m ~ H ( 1 : 1 3 ) H Q - Ch. R
User Name Full Name Email
admin admin@fsm. local
John doe
manager
Save Cancel
5. Inthe Priority section, select High.
6. Inthe Due Date field, specify a time in the future.
7. Click Save.
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New Ticket %
Incident IDs: 52 Mode @ Crcate 2 new dicket -
Summary:  mike.long acded Users to admin‘strator Group on WIN2008-ADS comain ACCELOPS, in WIMZO08-ADS(192. 1
Liate: |Assi;nes: | F -
Escalation: @ None Selected - |FF1:'Fi B High v|
Due Dats: A | Attachment: &
Assignes Tims Zons:  Local v AmerlcasToronto
i + -
Hotes:  Incident Name —» mike.long added Lsers to Administrator Group on WINZO08-ADS domain aCCTTOFS
Incident Sourcs =+ cormputer:,
Incldent Target -= WIN2003-ADS( 192, 168.0.10)
Incident Cetail -»
Incident 1D =2 52
8. Click Actions, and then in the drop-down list, select Change Display Columns.
9. Select Ticket Status.
10. Click Close to close the left pane.
Observe the Ticket Status column, as well as the other default columns.
WINZ00E-ADS
User: mike.long
021, 06:07:00 BM  User added to Administrator Group  Persist.  Creats . WINZOO08-ADS Domain: ACCELOPS Active Ooen
... Shaow Mars

11. Click the CASES tab.
The currently open tickets appear.

@ DASIEQARD ALYTICS  MUINCIDCNTS | BN CASES| S cCmDe L 0 S TASHS Q6 ADMIN
Mew A im el High [l e lale Ul MR
Mew | kil | kel | S iminutew | Q| Filfers Applled
Elapscd Slale Priveily Tickel 1D Sunimary Incidenl 10 Assignoe Crazalon
0% Ansiniiel High LI ik long arkled ey (o Adeinisdea b Gronp o WIRPELL. 52 sthnin Al sschmint . lical 2

12. Select the ticket, and then click Edit.

13. Inthe lower pane, in the Notes field, type Who is this user? Needs to be verified.
14. Click Save.

15. Edit the ticket again, and then in the Notes field, type New admin in IT. Closing case.
16. Inthe State drop-down list, select Closed.

17. Inthe Close Code drop-down list, select Solved (Permanent).
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18. Click Save.
19. Inthe warning pop-up window, click Yes.

Create a Case in the Ticketing System

Edit Ticket

Incident [Ds: 52

| Close Coce: Sulved (Perimanent) w Close Mote:

Fsralation: @ Nune Sel

Closing Lhis Lickel will zlso clear 1elaled

Due Date: i Incidents. Continue?
Assignee lime fone: Lueal ~ Yes Mo
CC:

Mules: | Hew admin in IT, Closing carve.l

Summary:  pike, long added Users Lo Administator Group on WINZ008-ADS durnain ACCELOPS, in WIN2008-ADS{192.1!

| Srate: | Clossd v| Assignne: | admin <admin@fsm.lozal:

|-

Note how the ticket state change is reflected in the table. Also, if you return to the INCIDENTS tab, the Ticket

Status column for that incident displays Closed.

20. Log out of the FortiSIEM GUI.
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Exercise 4: Creating a Custom Email Template

In this exercise, you will create a custom email template.

Configure Email Settings

You will configure the email gateway settings on FortiSIEM.

To configure email settings

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the ADMIN tab.
In the left pane, click Settings.
In the main window, click System > Email.

o oeN

In the Email section, verify that the following values are configured:

Field Value

Email Gateway Server 10.0.1.10
Default Email Sender admin@fsm.local
6. Click Save.

€ All Settings > System > Email

Email Gateway Server:  10.0.1.10 + - |Secure Connection (TLS): []
Server Account ID: Admin Email IDs:
Account password:  |eave empty for unchanged _ | Default Email Sender:  admin@fsm.local
Enable S/MIME: [] Send Without Key: []

Server Port: 25

Test Email

165 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:



DO &LQ;E aEEaBJLINn-EmaH Template Configure Email Settings
© FORTINET

To create an email template

1. Continuing on the Email tab, in the Incident Email Template section, click New.
The Email Template dialog box opens.

2. Inthe Name field, type FSM_ LAB.
3. Click the Email Subject field, click Insert Content, and then in the drop-down list, select Status.

4. Inthe Email Subject field, insert a space, then a hyphen (-), then a space, click Insert Content again, and then
select Rule Name.

5. Inthe Email Body field, type some descriptive text.

6. Click Insert Content, and then add Rule Name, Rule Description, First Seen Time, Last Seen Time, Incident
Source, Incident Target, and Incident Detail to the Email Body section.

Email Template ®

Hame:  F5M_LABR
Insert Content: & [ HTML Tag?

Email 5ubject:  Sstatus - SruleMame

Email Body: Customised Email_Template for FortiSIEM LAB.,
Incident ID; Sincidentid
Incident Severity: Sincident_severity
Fule Hame: Sruledame
Description: SruleDescription
First Seen: $firstSeenTime
Last Sedn S.Idh!iw*l'.Tul'.-e-I

Set as default: |:|

Preview Save Cancel

Note that you can enable HTML Tags to create HTML-based email templates.
7. Click Save.

Incident Email Template

Fdrer Lines: 1 &
Hame Subject Defaut
FSM_LAG Saratus - SruleName O

8. Log out of the FortiSIEM GUI.
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Exercise 5: Creating a Notification Policy

In this exercise, you will learn how to create a notification policy.

Import a Rule

A system rule was modified for this lab to work. You will import the modified rule.
To import a rule

1. Log in to the FortiSIEM GUI from the Linux-Client VM with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the RESOURCES tab.
3. Intheleft pane, select Rules > Ungrouped.
4. Inthe upper-right, click Import.

% &  Resources = Rules Ungrouped
F By Hew | @1l - | Delele | Clone el 0, 1t
* Ruk:
Aulive  Sewerily Hame Merseriplinm Trel i Teszhunicgies fSoape

b awailabiling

b retemane g e e
* Change

b oszcurity

Custam_LaET
S

An Import Rule dialog box opens.
Click Browse.

Click Desktop > Resources > LAB-8, and then select the Notification test rule.xml file.
Click Import.

In the left pane, click Rules > Ungrouped.
Note that the imported rule named High Severity IPS Exploit Notification LAB is in an inactive state.

© N oo
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Import a Rule

Q@ 2 Resources > Rules = Ungrouped
b Reports Hewr @ Ecit = Delet= Clone Test o,
w Rul=s
Active Severity Name lescripkion
¥ Availabilily
FortiGat= Admin Togon from Harn Admin Iogons to FortiGate have been deteck=d
7= MDA = >
b Perlorman e I Admin Machinz irom mon approved adminisbration machines.
P Change . . , I Detects a high severity IPS exploit detected by
S 0 5 - HIGH High Severity P5 Exploit Motification LAB IPS
» Securiny
Custom LABY

To create a notification policy

1. Continuing on the FortiSIEM GUI, click the ADMIN tab.
2. Inthe left pane, click Settings.
3. Inthe main window, click General > Notification Policy.
4. Click New.
5. Inthe Rules field, click the down arrow.
The Notification Policy > Define Rule Conditions window opens.
6. Click Rules > Ungrouped.
7. Inthe ltems section, select High Severity IPS Exploit Notification LAB.
8. Click >to move the item to the Selections pane.
9. Click Save.
|Notif1’cat1’on Policy » Define Rule Conditions B x
Folders: Items: search... [HOT) Selections: Search...
H < 11 : » M [] Rule : High 3averity |PS Exploit K...
| ST FortiGate Admin Legon frem Mon Admin Machine
F Performance
¥ Change
b Senmily »
Custorm_| ART
>
<
< Save € Cancel
10. Inthe Actions section, beside Send Email/SMS to the target users, click the pencil icon to specify a notification
action.
The Notification Policy > Define Notification Actions dialog box opens.
11. Click the Add Addr tab.

FortiSIEM 6.3 Lab Guide
Fortinet Technologies Inc:

168



DO |NQ3-EU|R E P R I N T Exercise 5: Creating a Notification Policy
© FORTINET

The Notification Policy > Define Notification Actions > Email Address dialog box opens.

12. Inthe Method drop-down list, select Email.

13. Inthe Tofield, type student@fsm.local.

14. Inthe Email Template drop-down list, select FSM_LAB.
15. Click Save.

Notification Policy > Define Notification Action > Email Address (] X

Method: Email hd

To:  student@fsm.local

CC:

Email Template Organization: gyper

Email Template:  FSM_LAB v

< Save € Cancel

16. Inthe Notification Policy > Define Notification Actions dialog box, click Save.

Notification Policy > Define Notification Action

Delete Add Addr Add User Edit Email Template

Method Name/Address Email Template

Email student@fsm.local FSM_LAB

< Save < Cancel

' The lab environment does not have an email server. Therefore, you cannot send
“' ", notification emails. However, you walked through the steps of creating notification
9 policies with email settings.

To test a notification policy, you will configure FortiSIEM to create a ticket when an
incident is created for the selected rule.

17. Inthe Notification Policy dialog box, enable Create Case when an incident is created.
18. Click the pencil icon beside Create Case when an incident is created, and then configure the following settings:
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Field Value

Generate Incidents to Trigger a Notification Policy

Priority High
Expires in 1 Week (s)
Assignee

Click the pencil icon, click Users, select admin, and then click Save.

Notification Policy > Ticket Setting

Escalation: @ None Selected « Priority:  High

Expires in: 12 Week(s) v Assignee:

19. Click Save.

20. Inthe Notification Policy dialog box, click Save.
21. Enable the notification policy.

€ All Settings > General > Notification Policy

Hew Edit Delete Clone Search...

Columns -
. Time Affected .
Enabled Severity Rule Range ltem Action
Create Cas
ANY RULE:High Severity IPS Exploit Netificat..  ANY ANY reate Lase

Email student@fsm.local [FSM LAB]

To enable the rule for the notification policy

Continuing on the FortiSIEM GUI, click Resources > Rules > Ungrouped.
Select High Severity IPS Exploit Notification LAB.
Click the Active checkbox.

In the pop-up window, select Continue.

pobd=

Generate Incidents to Trigger a Notification Policy

You will generate scripted events to trigger the notification policy.

To generate incidents to trigger a notification policy

1.
2,

On the Linux-Client VM, open a browser, and then go to the NSE Institute website.

Navigate to LABS SET 1, and then under Lab 3—Discovery, select Exercise 3.5—Start All Performance and
Device Data.

Wait approximately two minutes for the output. The output should resemble the following example:
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Running Lab Exercise 3.5

Preparing ALL Other Device SNMP Walks for Discovery
Start Full Fake Data Replay

Data Replay Completed!

3. Close the Linux-Client VM browser tab.

Examine the Ticket Created by the Notification Policy

You will view the ticket created on FortiSIEM.

To view the ticket created by the notification policy

1. Return to the FortiSIEM GUI, and then click the CASES tab.

Exercise 5: Creating a Notification Policy

The ticket created by the notification policy appears. Note that it is assigned to the admin user.

0 1 2 0 0 1 35m
Hew Assipned Itigh Overdue Late Closed MTTR
Hew | Ldit | Lesct | Siminute = | Q| Filters Applied
Elapsed State Friority Ticket ID Summary Incident 1D Assignes Creator Fesolution Time
|D % Assianed High 061051 High Severity [F3 Explcit Hotification LAB 330 admin System
Clused Higt Ye1lnn e oy addod Deers o Admivisbioler Sroap oo WIRZ00.. U2 admin armin cid_. EETTTRE V8

Observe the Creator column.

ALY

It may take up to 10 minutes for the ticket to be created. Once you see the ticket for
the High Severity IPS Exploit Notification LAB incident, it confirms the notification

policy works.

2. You can also check the Details column of the High Severity

IPS Exploit Notification LAB incident.

2 Lrtians v EBoverdew || 1S 1t by Hme e Le= kick L bl FAI WITRS &1 IACES w & minte . Q scarch - LTI TP P M T
All Active Incidents. H & e weo¥ M
f.i‘;::";ﬁ_, Titst Oveuried w Lasl Oueuried Incident. Tuetics  Tewhniyue  Reporting Seuree Tor el Dilail  Inident Slalue  Resclution Tickel Stats

~
Comps...
GGt 14T, TERNCEI MR GeT G4 I, 11T I [HEgh Sovarity I bxndat MastHeation | Ak i, g | RLIC AR pea
rigee...
AR Malwa
Sep 302087, 00000 PR Dol 04 Z0ET, 1190000 BM dhabware Tourd Ly Dswall bul vod reme. TSRO0 300 e Tpen Husne
< >
Netalls | becats  Hule At e bl
ARtrIbULSS  Tearcaluibule e b Inctdent Comments Action History [ wrap Cantent
Catogery: Sreurity - A COPERTS fn Incieent Hme Actinn Keslt etz
Count: 1
o - T <o sreated Uase SEALA Scces
Event Mame: [lil Sewsr ity 175 Coaloil Db T, heds ey Lere ERSTEM created | AN e
Hakttatier | 4 Qe 04 2027, 103501 P Dovall st v fetudentZum boal Taiied Pulize: 362350
Event Type: Iligh_Severity_1PS_Caplu e der
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]
\-‘ ’-r In the Details tab, in the Action History section, the information confirms that the
9 ticket for the incident was created successfully. However, the email notification is in
- the Failed state because there is no email server configured in the lab environment.

3. Click the ADMIN tab.
4. Click Settings > General > Notification Policy.
5. Clear the checkbox for the notification policy to disable it.

The policies are disabled in the lab environment because the High Severity IPS

“' oy > Exploit Notification LAB rule generates many notifications.
9 Alternatively, to deactivate only the High Severity IPS Exploit Notification LAB
- rule, click RESOURCES > Rules > Ungrouped > High Severity IPS Exploit

Notification LAB. Clear the checkbox in the Active column.

6. Log out of the FortiSIEM GUI.
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Lab 9: Reporting

In this lab, you will run and schedule reports.

Objectives

Open reports from the Analytics and Reports trees
Schedule reports

Create custom dashboards

Explore the various options for dashboards and widgets
Export and import dashboards

Create custom CMDB reports

Time to Complete

Estimated: 60 minutes
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Exercise 1: Opening a Report From the Analytics Page

In this exercise, you will open and save reports from the Analytics page.

Examine a Report From the Analytics Page

You will load, view, and modify a report on FortiSIEM.

To load a report

1. Login to the FortiSIEM GUI using the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL
2. Clickthe ANALYTICS tab.
3. Onthe left, click the folder icon (E3r ).
4. Click Reports > Function > Availability.
5. Ontheright pane, select Device Uptime History, and then click the right arrow icon (0).
=~ | Edit Filte - Rano =~ | QHun
savec Results =y @ K ¢ /1 55 >» M
Shortcuts IR

Application Down/Restart

Erequentialised Application Install/ Uninstall

Event Status Application License Expiry
Incidents Auto Services Stopped
Threat Hunting Biz Srvc: Top Business Services ard Availability Incident Details By Count

Biz Srvc: Top Business Services ard Availability Incident Names By Count

Businzss Service
| Device Uptime History E

Baselne
Events: Top Availability Events and Devices By Count
» -

Device Important Server Processes Started/Stopped

Incidents: Tcp Availability Incident Categories By Court
P Availability Incidents: lcp Availability Incident Severities By Count
» Performance Incidents: Tep Business Service Devices By Availability Incident Count

Change Incidents: Tcp Busiress Services By Availability Incident Count v
v >
When you click the right arrow icon, the report executes.
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6. Click the search field.
The Filters editor opens. Notice how the query syntax is prepopulated.

7. Inthe Time section, select Relative, in the Last field, type 5, and then in the drop-down list, select Hours.
8. Click Apply & Run.
9. When the results open, in the Actions drop-down list, select Save as Report.

The Save Report window opens.

10. Inthe Report Name field, type Device Uptime History-only-Results.
11. Leave the Save Definition checkbox cleared, and then in the Save Results for field, type 1 and select Hours.
12. Click OK.

Save Report X

Save Report Result for: Device Uptime History

Report Name:

Device Uptime History-only-Results

[ save Definition

Save Results for:| 1 2 |@® Hours O Days

O save Report Design Template

oK Cancel

To load saved results for a report

1. Continuing on the FortiSIEM GUI, click the plus icon ( ) to open a new search.

& Action - 1 [1] Device Uptime History

= - Event Type = PH_DEV_MON_SYS_UPTIME

2. Close the [1] Device Uptime History search tab.
3. Inthe new [1] Raw Messages tab, on the left, click the folder icon, and then select Save Results.

In the right pane, note that the Device Uptime History-only-Results report is listed with a date and time
stamp.

4. Selectthe Device Uptime History-only-Results report, click the down arrow, and then click View Result.
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@ Actions = | § X [1] Device Uptime History X [2] Raw Messages
=2 l ) L= Q, Run
| caved Results A e M < 71 1 > M
Shortcuts Name Finish Time
¥ Reports
Device Uptime History-only-Results € Oct 04 2021, 08:17:02 PM
Frequently Used © View Result
E t Stat
vent Status i Delete

5. Review the results (and the speed at which the results came back) and notice the Time Range selection.
6. Close the second search tab.

To modify the search query

1. Continuing on the FortiSIEM GUI, click the search field.

2. Inthe existing condition, under the Next column, select AND.
3. Inthe Row column, click the + icon.

4. Add a second condition using the following values:

Field Value

Attribute Reporting IP

Operator IN

In the Value field, click and select Select from CMDB.

Click Devices > Network Device > Firewall.

In Folders, click >> to add the Firewall folder to Selections.

Click OK.

In the Time section, select Relative, in the Last field, type 1, and then in the drop-down list, select Day.
Click Apply & Run.

Wait for the results.

©S © NG

11. Review the results.

Create a Report Template

You will create a report template from the report you generated.

To save a copy of the report as a template

1. Continuing on the FortiSIEM GUI, in the Actions drop-down list, select Copy to New Tab.
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Exercise 1: Opening a Report From the Analytics Page

@ Actions v | § [1] Device Uptime History

& Email Result PH_DEV_MON_SYS_UPTIME AND Reporting IP IN Group: Firewall =+ | QRun

e Export Result

Copy to New Tab

Save as Report

© Create Rule
1

Device Uptim¢g

Click Run.

After the results appear, in the Actions drop-down list, select Save as a Report.
The Save Report window opens. The report name follows the format <report name>-<report

interval>.

In the Report Name field, type Device Uptime History - Lab Firewalls.

Enable Save Definition.
In the Save To section, select Frequently Used.

Select Save Results for, and then set the value to 1 hour.

Click OK.

Save Report

Save Report Result for:

Report Nama:

|I_[!-evice Uptirme Historv - Lab F're-walls|

Save Definition

Save To:
I | ’

Fvent Srans

Incidents

I hreat Hunbing

Save Results 'ur:| 1 E |@ Hours O Days |

O :ave Repart Design Template

Cancel

9. Click the folder icon, and then select Save Results.
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L Actions » | § X [1] Device Uptime History X [2] Search
=~ Event Type = PH_DEV_MOMN_SYS_UPTIME AND Reporting IP IN Group: Firewall =~
Saved Results Q M < 1/1 2
Shortcuts Mame Finish Time
» Reports
|Dev1'-::e Uptime History - Lab Firewalls | Oct 04 2021, 08:50:27 PM
» CMDB Reports Device Uptime History-only-Results Oct 04 2021, 08:40:34 PM

10. In the left pane, click Reports > Frequently Used.
11. Intheright pane, in the search bar, type Lab Firewalls.
You should see the report you just saved.

£ Actions + |} X [1] Device Uptime History X [2] Search

=2 I Event Type = PH_DEV_MON_SYS_UPTIME AND Reporting IP IN Group: Firewall =- Q Run
Saved Results A lQ K < 11 71 > M
Shortcuts Name

¥ Reports ~

Change: Router Config Changes Detected Via Login

[T IR S Change: Router Run versus Startup Config Difference Via Login

Event Status Detailed Failed Login At Any Device

Incidents IDe\ric-e Uptime History - Lab Firewalls ]

Threat Hunting Device Uptime History-only-Results

To create a custom report folder

Continuing on the FortiSIEM GUI, click the RESOURCES tab.

In the left pane, select Reports.

Click the + icon at the top of the pane to create a new report group.
In the Group field, type LAB9-Reports.

Click Reports > Frequently Used.

Under the Items column, in the search bar, type 1ab firewalls.
Select Device Uptime History - Lab Firewalls.

Click > to move the report to the Selections section.

Click Save.

© O NGO RWDN-=
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Create Mew Report Group u

Graun: | LADS Reports

Dhescriplion:
Folders: Iteme: Suard,, SelecHens:  Sgarch,..
~ .
H € 4 ¢ *» N Repart @ Tevice Uptime His..
| - [ Device Uptinme Vistary - Lets Tl |
Change: Router Config Changes Do
Event Stat
en sk Changue: Rowuler Run versws Starlup.. D
Inildents
ke Detsiled Called | egin At Ay Devies 1

Threat Hunt
reat Hunking Dievice Uptime History-onby-Recults
Businesy Survive
Uit T L5 Wikl Balooning Meiory
baseline 1vents: o[ PEFIEFMARSE | VANt Iy
- v

boroaas

You now have a new LAB9-Reports folder under Reports in the left pane.

|Resources = Reports = LAEQ-Reportsl

Mew Cdit Celete Run Mare ~ Q  search. ..

= 0 & MName Description

I Neviee Lntime History | ab Frewalls I Deviee Lptime Histary | an Flrcwalls 03:50:27 MM Det 04 202

10. Log out of the FortiSIEM GUI.
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Exercise 2: Opening a Report From the Report Tree

In this exercise, you will explore opening and running reports from the report tree.

Run a Report From the Report Tree

You will run a report from the report tree.

To run a report from the report tree

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the RESOURCES tab.

In the left pane, click Reports > Function > Change.
In the search field, type user account mod.

Select the Change: User Accounts Modified report.
Click Run.

The Run window opens.

ook~ 0N

7. Onthe Report Time Range tab, make sure that Relative is enabled, 1 is entered in the Last field, and Day is
selected in the drop-down list.

8. Click OK.
The report automatically runs and populates the results in a new tab in ANALYTICS.

o Ao w | § M [1] Device Uptime Histary ¥ [2] Search ® [1] Change: Dsmait user accounts m... |
B3~ | Reparting 13 1N dpnfratans: Darain Uoabralizr AND Event Type N keant lynes: Croun e 35+ | Q@ dun rdicater  chart for COUL L iMabched buzntsl = | b =
Change: Domaln uter accounts modified - Last 1 Day 1m h 14 fd M4 3f
Octdth, 2021
[ st Lot bype ] 1o o Liwris N < AL a4 ¥ MW
Reepue Lirg, Dievic Cwvent Receive Tirue Souee IP User Cornpule Duomain Tarael Luer Tarael Dornain Wi Lugon 1d Raw Cvenit Loy
Wl » Pt mar acoount LT AT theestsacds. thrzat e R ENTe T S .
T Dol 04 2027, DE00: 30 P DR ] Al gty THACATEDL aniz. e vl IRLATSZC DxA1LIET e Apr T A6
:;;P_“H e B4 B0F TR vt R I AT Toam i el THRTATS freA AT T hpr T Arhe
9. Review the results.
10. Log out of the FortiSIEM GUI.
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Exercise 3: Scheduling a Report

In this exercise, you will schedule a report.

Schedule a Report

You will configure a scheduled report.

To schedule a report

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID
Password

Domain

Click the RESOURCES tab.

o oeN

admin
Fortinet1!

LOCAL

In the left pane, click Reports > Incidents.
In the main window, select All Incidents.
In the More drop-down list, select Schedule.

@b DASHEOARD L AMALYTICS

A |MCIDENTS

B CASES = CMDB s RESOURCES

& Q

[¢]

Frequently Used ~
[ =4

Event Status

Thr=at Hunting
Busin=ss Service
Baseline

P Device

O £ Mame
IALL Incidents |

Resources = Reports = Incidents

New EdiL Delele Rumn Q  Searh...

Clorne

Cases Closed By Use © schedule

Cases Closed - Wee
Cascs Created  Da
Cases Created - We

Events: Top Mvailab
Count

&:Pre-compute
Import
Export

¥ Report Design

By

Deccription

Captures the incidents in a timc win
Shows cases closed oy user on a wee
Shows cases closed an a week-by-wea
Shows cascs created on a day by da

Shows rases created on a week-hy-w

Ranks the availability relaled evenly

6. Configure the following settings—you must click Next to view some settings:

Field Value

Time Zone
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Local
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Schedule a Report

Field Value

Report time range

Notification

Keep report for

Relative, last 1 Day

Set to 10 minutes ahead of the current time and make sure Local is selected.

Once

PDF

Copy to a remote directory

2 hours

The lab environment does not have an email server. The remote directory to save
reports is already configured. The reports folder is on the desktop of the Linux-Client

VM.

To review the settings of the remote directory, click the ADMIN tab, and then click
Settings > Analytics > Scheduled Report.

Scheduled Report Copy

Host:

Path:

User Name:

Password:

Confirm Password:

Connect Method:

10.0.1.10

/home/ student/Desktop/FortiSIEM_Reports/

student

LITTTTTY ]

SSH

Test Save

7. Click OK.

The Scheduled column for the All Incidents report indicates that a report is scheduled.

Mew Edil Deslele

& © % Hame

Resources = Reports = Incidents

Run | More= | O Search..

All Incidents

Lases Closed By User - Weekly

Description

Captures the incidents in a time window

Shows cases closed by user or & wezk-by-wesk basis

SR £ 1 o ¥
Report Uesion lemplate

Global Syst=m Reports Root Templaze

Global System Reports Root lemplate
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Configure an Alternative Scheduling Method

You will use an alternative method to schedule a report.

To configure an alternative scheduling method

1. Continuing on the FortiSIEM GUI, select the All Incidents report.
2. Inthe bottom pane, click the Schedule > Definition tab. (You may need to click the up arrow in the bottom-right
corner of the GUI to see this).

Summary | Schedule > Definition = | Pre-compute = [ Auto expand Al v

+ |4 M

|Scheduled for: 10:07 AM on 10/05/2021. Motifications: copy, Keep for: 2 hours, Output format: PDF

Note that the existing report schedule is already present.

3. Click the +icon.
Notice that the same Schedule dialog box shown above opens.

4. Click Cancel.
5. Click the Scheduled for:<date>: entry.

Both the pencil and trash icons become active. The pencil icon is used to modify the schedule for the report.
The trash icon is used to delete the schedule for the report.

\ Y
iy -
9 Do not delete the schedule for the report.
—

6. After ten minutes, go to the Linux-Client VM.
7. Verify the delivery of the scheduled report to the FortiSIEM_Reports folder located on the desktop.

< 1Y Home |Desktop  FortiSIEM_Reports

® Recent Name

1 Home ij [Report]Allincidents(Super)-1611399421571.pdf

[m Desktop

8. Open the report, and then review the information.
9. Close the Linux-Client VM browser tab.
10. Log out of the FortiSIEM GUI.
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Exercise 4: Creating Custom Dashboards

In this exercise, you will create a custom dashboard.

Create a Custom Dashboard

You will create a custom dashboard folder.

To create a custom dashboard folder

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the DASHBOARD tab.
3. Click the drop-down menu on the left.
4. Click New.

Application Server Dashboard ~

New

Start Slideshow »

AWS Dashboard

Database Dashboard
Fortinet Security Fabric
FortiSIEM Dashboard
Global FortiSIEM Dashboa...

Google Apps Dashboard

The Create Dashboard Folder window opens.

5. Inthe Name field, type LAB-9-Dashboard.
6. Enable Share with.
7. Click Save.
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Create Dashboard Folder

Hame  LaB.5.Dashboard]

ave Cancel

The LAB-9-Dashboard group opens and is added to the dashboard type drop-down list.

Configure a Summary Dashboard

You will create a new dashboard that displays an information summary of some devices.
To add a summary dashboard

1. Continuing on the LAB-9-Dashboard window, click the plus icon ( ) to the right of the dashboard drop-down list.

«§ L AB-9-Dashboard~ | § ¢ »

The Create New Dashboard dialog box opens.

2. Inthe Name field, type Lab9-Summary.
3. Inthe Type drop-down list, select Summary Dashboard, and then click Save.

Create New Dashboard X

Name:

Lab9-Summary

Type:

I Summary Dashboard I W

Description:

Save Cancel

The Lab9-Summary dashboard opens. The All Device summary dashboards provide you with a blank page.

4. Inthe Lab9-Summary tab, click the select devices icon.
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«g LAB-9-Dashboard~ | #  Lab9-Summary X < ’ +
Q,  Searc = | A Critical + Warning ~ All Locat;
Maint Device Type Organizatior Avail
Status
The Select devices for display dialog box opens.
5. Inthe Available Devices list, search for the following devices:
¢ WIN2K8(192.168.0.40)
¢ WIN2008-ADS(192.168.0.10)
¢ QA-EXCHG(172.16.10.28)
¢ THREATCTR(10.1.1.41)
Select devices for display 8 x
Available Devices Selected Devices
WINZES(192.168.0.40) -
WINZO08-ADS(192.1€8.0.10
QA-EXCHG{172.15.10.28)
THREATCTRi12.1.1.4)
EJ-QA-F-Lne-CHI{" 72.16.0.1)
EJ QA S Sun SpcO1{172.1£.10.6)
THREATZOCDC(10.1.1.33) =
SA00)
;-355;_‘1 (192.168.19.1) w
[ I ¢ 171 * M .
0K Cancel
6. Click the right arrow icon (-") to move the devices to the Selected Devices list.
Click OK.
8. Inthe Critical + Warning drop-down list, select All Severities.
Your new summary dashboard appears.
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«g LAB-9-Dashboard ~ | #  Lab9-Summary X i 3 +
Q  Search... = A All Severities ~ All Locations +
Maint Device Type Critical Avail
Status
: Critical + Warning |
@ WINZKS g”””m;é;;
erver All Severities
Microsoft Wi .
@ WINZ008-ADS Server 2008 Super
Microsoft Windows
o QA-EXCHG Server 2003 Super
Microsoft Windows
- THREATCTR 5
v Server 2003 uper

9. Inthe WIN2KS8 device Perf Status column, hover over the red icon.

< LAB-9-Dashboard ~ | §  Lab9-Summary X + » a

Q  search... iE B Alseveritiss~ | All Locations = Izble View -
Maint Device Type Organizatior 2{:&5 Packet Loss Uptime Uptime % spfgius Sec Status C
e  WINZKS e T Super

@  WINZ008-ADS :‘e":r::‘j:;gi”““ Super . 2:ET$:;§J:E = cr.:lmcau
@  QAEXCHG :\;gziozf ;S;i"d M3 Super ° °

° IHREATCTR ;’::_L:;”;;O\;i”m'w“ Super ° @

A pop-up appears indicating why the device is in a non-normal state.

Ny If you don't see the expected result, you may have to change the time range to two
- - days. If you still don't see any incidents, the incidents may be cleared by the system.
9 By default, the active incident filter is applied. If the incidents are cleared, you may
- have to run the scripts again from the NSE Institute website to send events to

= FortiSIEM to generate new incidents.

Configure a Widget Dashboard

You will configure a widget dashboard.
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To add a widget dashboard

1. Continuing on the LAB-9-Dashboard tab, click the plus icon ( ) to the right of the dashboard drop-down list.
The Create New Dashboard dialog box opens.

2. Inthe Name field, type Lab9-Widget.

3. Inthe Type drop-down list, select Widget Dashboard.
4. Click Save.

The Lab9-Widget is created.
5. Inthe Lab9-Widget tab, click the plus icon.

@ DASHBOARD e ANALYTICS

¢ LAB-9-Dashboard~ | §  Lab9-Summary X Lab9-Widget X «

+ |7

The Report selector pop-up appears from the left.

6. Inthe left pane, click the Reports folder.

7. Use the search field to find the following reports, and then click the right arrow icon to add them. (You must add the
reports one at a time.)

¢ Top Network Devices By CPU, Memory Util
¢ Top Devices By Failed Login
¢ Firewall Permit: Top Outbound Ports By Bytes

<Slab G lashbaard = |3 LabS-Surmmary ¥ Lab3-WidgetX 4 ¢
+ T Lyout: Tile- | & & & T
Top Network Devices By CPU, Memory Utll x  Top Devlces By Falled Login *  Flrewall Permit: Top Qutbound Ports By Bytes  x
At 1 harEn: 1 123t 1 hanrac1d Tast 1 hoorie: 14
Fiust. Marne AGICRU Uiy o MEmar TS 17 Fratecal L GRS E‘\,:‘JE:.I
a — 5 (TCF) 3650
e - g G A4 H 1S
o W 8 (1) w4
1ol & (TF) &1
& (TCR) B0 (ITTFY
17 (UDF) flid
iEl a1y 14 J5HELL]
17 (UDF) 53 (DIMAIN]Y
Vit i e o | 1 v A7 J1NFY ARV INTRY 711 1 [
< » < >

8. Inthe Lab9-Widget tab, click the plus icon again.
9. Selectthe CMDB Reports folder.
10. Search for the Not Approved Devices report.
11. Click the right arrow icon to add a widget for the Not Approved Devices report.

FortiSIEM 6.3 Lab Guide 188
Fortinet Technologies Inc:



DO &L@Ia R{@BBM}L}- Exercise 4: Creating Custom Dashboards
© FORTINET

e 1 LihSSummiv® o Lih® wdgmx 4 ¢+ O

+|T wenk Mee | & & @ 0

Top Network Devices By ¢PU, Memaory Util

RIS P

% Firswall Parmit: Top Outbound Ports By Bytes

sl fe

Fartiataann

il
l

fi

To explore widget dashboard options

1. Continuing on the FortiSIEM GUI, in the upper- right, click the Layout columns drop-down list.
2. Change the layoutto 3 Column.

layout: Tile~ & X 2 T

nd Tile Bytes x

1 Column

3 b

3. Select the Top Network Devices By CPU, Memory Util widget, and then hover over the title bar.
4. On the right side of the title bar, click the gears icon (¢g), and then in the drop-down list, select Edit settings.
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5.
6.

7.

Host Name

juniperfw

cisco-ips-sensor

Top Network Devices By CPU, Memory Util

Last 1 hour@6:33

£ Refresh

AVG(CPU Clone Widget

| £ Edit Settings

31.50%M Q, Drill Down To Analytics

m-

5J-Main-Cat6500 27501
HP-PraCurve-2910al 230051 21.79%M 1
SJ-QA-A-105-JunOffice 130051 28.00xH 1
ph-network-3560_1 10,0051
SH-QA-A-Jnp-FW-01 5.008 1 27.93% 1
MainFW-ASA. prospecthills. net 4005 C—1 206131
Jun05-3200-1 2.50% L1
L4 >
The Settings dialog box opens.
In the Time drop-down list, select Last 1 Week.
In the Display Settings section:
¢ Drag the first AVG(CPU Util) slider to about 25%.
¢ Drag the second AVG(CPU Util) slider to about 60%.
Settings
Titke: lopr Matwirk Desicany By CR, Memory L
Display:  Table View " Tirme: Last 1 wesk v
Width: 1 Height: 2w
Retult Limie: o w Refresh Interval: 3 min [
Trend Intarval:  Aytg B Mested Time:  Last | hour hd
Show Bar:
Column:  AVG(CPU LItil)
Frable Coloe Selling: Keverse tokir Map: [
Range Select: 0%  cmmmmll] D 1005
Column:  Ais{Men 200 Ip_ B
Enable Color Setting: ] Reverse Colr Map: [
Range Select: 0% ﬁ — 100%
Save Cancel

Click Save.

The results are colored to reflect the seriousness of the value.
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Top Network Devices By CPU, Memory Util

10.
11.
12.
13.
14.
15.

16. Log out of the FortiSIEM GUI.

191

Last 1 hour@6:38

Host Name

FortiGate90D
cisco-ips-sensor
juniperfw
5J-Main-Cat6300
HP-ProCurve-2910al
5J-QA-A-105- JunOffice
ph-network-3560_1
SH-QA-A-Jnp-FW-01

MainFW-ASA. nrosnecthills.net
<

x

AVG(CPU Util) ﬁ‘t'ﬁ')(""emmy

100.... I ~
79. 00 I

23005 1 2179z 1

13.0051 2s.00xH ]

10.003sC—]

5.00 1 27.93xE 1

4.00% I 20.61% M ™

>

Exercise 4: Creating Custom Dashboards

Will these new adjusted values for AVG CPU determine what thresholds rules will trigger for these devices?

See "Appendix: Answer Sheet" on page 247 for the answer.

In the Top Devices By Failed Login widget, click the settings icon.
In the Display drop-down list, select Aggregation View (Donut).

In the Time drop-down list, select Last 1 Week.

C

lick Save.

In the Firewall Permit: Top Outbound Ports By Bytes widget, click the settings icon.
In the Display drop-down list, select Aggregation View (Bar).

In the Time drop-down list, select Last 1 Week.

C

lick Save.

P

iwhtasd - |1 Lih® Sumang B Libd Wi X

+|T

Ll * ki

#  Top Devices By Failed Login

Eoee | X & @O

*  Firewall Permit: Top Qutbound Ports By Bytes

Lt
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Exercise 5: Examining Dashboard Drill-Down Capabilities

In this exercise, you will examine the drill-down capabilities of the FortiSIEM dashboards.

Drill Down on Dashboard Content

You will examine the FortiSIEM dashboard drill-down capabilities.

To drill down on dashboard content

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click the DASHBOARD tab.
3. Navigate to the LAB-9-Dashboard created in the previous exercise.
4. Click Lab9-Widget.
5. Inthe Top Network Devices By CPU, Memory Util widget, select FortiGate90D.
6. Click the drop-down arrow associated with the Host Name column, and then select Drill down to Analytics.
Top Network Devices By CPU, Memory Util x
Last 1 week®7:54
Host Name AVG(CPU Util) ﬁ‘:ﬁ}“em”y
FortiGate90D 100.0... I ~
5J-Main-Cat6500 Y Add to Filter [
juniperfw I I Drill down to Analytics I |l
FortiGate50B 24545 " 50.059 -
HP-ProCurve-2910al 234251 2183 ]
Jun0S-3200-1 20755 1
5J-QA-A-10S-JunOffice 131260 1 2799
ph-network-3560_1 10.08s 1
CoreSwitch101 g8.00y L 1
W
This takes you to the ANALYTICS tab.
7. Click the search field.
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Exercise 5: Examining Dashboard Drill-Down Capabilities

What is the query searching for? See "Appendix: Answer Sheet" on page 247 for the answer.

8. Look at the Time selection.

What has the time criteria been prepopulated to run over and where did this value come from? See

"Appendix: Answer Sheet" on page 247 for the answer.

9. View the results.

To explore another dashboard drill-down example

1. Continuing on the FortiSIEM GUI, click DASHBOARD.

2. Click Lab9-Widget.

3. Inthe Firewall Permit: Top Outbound Ports By Bytes widget, click the gears icon (#:), and then in the drop-
down list, select Drill Down To Analytics.

Last 1 week®8:01

Firewall Permit: Top Outbound Ports... [P x

& Refresh

6 (TCP),8890 |

| [©Clone Widget

6 (TCP),8505
6 (TCP),3254

6 (TCP),6673

6 (TCP),443 (HTTPS)
6 (TCP),80 (HTTP)
17 (UDF),8888

6 (TCP),514 (SHELL)
6 (TCP),8010

17 (UDP),53 (DOMAIN)

£ Edit Settings

| Q Drill Down To Analytics |

03

T
976 56 KB

19MB

T 1
2 86 MB

What is the result of this action? See "Appendix: Answer Sheet" on page 247for the answer.
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How does this differ from the analytic query produced in step 7 of the previous task? See "Appendix: Answer
Sheet" on page 247 for the answer.

4. Log out of the FortiSIEM GUI.
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Exercise 6: Importing and Exporting Dashboards

In this exercise, you will export and import dashboards.

Export a Dashboard

You will export a dashboard out of FortiSIEM.

To export a dashboard

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

2. Click DASHBOARD.
3. Click Lab9-Widget.

4. In the upper-right of the main window, click the export icon.

Layout: Tile~ X | E | @

S
Firewall Permit: Top Outbound Pa::rtsI-SS’-§"'“ht"’a“1 o file]

5. When prompted, click Save File, and then click OK.
Dashboard.xml is exported to your download folder.

Import a Dashboard

You will import a dashboard into FortiSIEM.

To import a dashboard

1. Continuing on the FortiSIEM GUI, click DASHBOARD.
2. Onthe left, click the dashboard type drop-down list.
3. Click New.

The Create Dashboard Folder dialog appears.
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4. Inthe Name field, type Lab9-Shared Dashboard.

5. Enable Share with.
6. Click Save.
7. Inthe LAB-9-Shared Dashboard folder, click the plus icon to the right of the dashboard drop-down list.
8. Inthe Name field, type Lab9-Shared-Widget.
9. Inthe Type drop-down list, select Widget Dashboard.
10. Click Save.
11. Inthe Lab9-Shared-Widget widget, click the importicon.

Layout: Tile~ | X

le
Q
=]

| Import dashboard from file

The Import Dashboard dialog box opens.

12. Click Browse, and then navigate to the Dashboard. xm1 file you exported in the previous section.
13. Click Import.

14. After the import succeeds, click OK.
15. Refresh the widget.
The custom dashboard displays.

< Labf-Shared Dashiboard = | §  Lab®-Shared-Widget X 4 »
+ T layout: 3Column~ L 2 2 0
Top Network Devices By CPU, Memary Util = Top Devices By Failed Login *  Firewall Permit: Top Quthound Ports By ... =
Last 1 weekib 26 Last 1 weehidb:2é Losl 1 week@B:26
COUNT[Matched Event:
Hozt Mame AVGCPU UL ﬁ\t".':l‘]‘""’“""“ TiMatched Events) & {TCF), 2890
[ LiGaLes0D 100.0... I - & {TCF) 2505

& {TCF),3254
{27Y)FGE220D...:98
rd & {TCP), 8673

& (TCF),243 {HTTFS)

(EOKWIND. . 151 1=

B F),E0 {HTTF)
1IP-Fr i va-291 0al st bt

17 (UDP), B2EE

\_,Inmwmzks:rss & {TCPY,E14 {SHELLY
050 Main-Ca...1 & (TCP) 3010

{O&IFA-500 01 ...
17 {UDPY, B3 {DOMAIN]

ARy

EXNENENH

nOffire

ph netwars daen 1

Coreduilchion

A\
- -
9 The imported widget dashboard may not display the CMDB report.
16. Log out of the FortiSIEM GUI.
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Exercise 7: Running CMDB Reports

In this exercise, you will run existing CMDB reports.

Run a CMDB Report

197

You will run the built-in CMDB reports on FortiSIEM.

To run a CMDB report

1.

o oeN

© ® N o

Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL
Click CMDB.
In the left pane, click CMDB Reports.
Find and select the CIS 1.1,1.2,1.4,1.5: Discovered Network Device Inventory report.
Click Run.
|CMDB Report Results |
I CIE1.1,1.2,1.4,1.5: IMsceversd Hebwark Device Inventory ®
Back = Export W < [FAI I
Device Mame Device [P Device Typs Vendor Device Type Model Device Version Device Hardware Model
AL = H A 192 168,26, 108 Aruba Arubals WLAN AP bl
AL R e R Y. T 192 168,268 Aruba Arulals WLAN AP bALES
Arubasal 192 168267 Aruba Arubals WLAN Conlialler bALES
AP 52 -de Taul L 192.168.30.40 I wrlinel I anLiAP 1 P320C-vi U-build4 by I POROC
FurliGale 2400
FLLAOLEUTEB00441 19 168 2.1 ForLinel Fon Lids Vo4 1 boild 14 L1064, 1606 1 _2400
U8 {GA)
lortigate-50B
Fortifiates0n 177 0. 25587 Fartiner Farrins w001 buil d0F 7907 79,1005 FOT_500
19
Fortigars-900
FortiGate00n 10.1.1.1 Fortiner Fortids v 004, buil d0F79h7 79,1005
19

The report displays all the different vendors, models, versions, and counts in the CMDB.
Click Back.

Find and select the Router/Switch Inventory report.
Click Run.

Review the results, and then click Back.
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10. Find and select the Active Rules report.
11. Click Run.

Note that other kinds of data, such as installed software, running applications, users, and device monitoring
jobs can also be reported on using this feature.

12. Review the results, and then click Back.
13. Log out of the FortiSIEM GUI.
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Exercise 8: Building a Custom CMDB Report

In this exercise, you will create a custom CMDB report.

Create a Custom CMDB Report

You will create a custom CMDB report that will report on rules with a remediation action.

To create a CMDB report

1.

o oeN

© o NOo

10.
1.

199

Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click RESOURCES.

In the left pane, click Rules > Ungrouped.

Find and select the High Severity IPS Exploit Notification LAB rule.

Click Edit > Selected Rule.

Note that there are some remediation steps for an operator to follow if this rule is triggered.

Event Type:

Remediation: Deactivate this rule once finished with Incident Notification LAB.

Once you have reviewed the rule, click Cancel.

Click the CMDB tab, and then return to CMDB Reports.

Click the Overall folder.

Click New.

In the Report Name field, type Rules with Remediation Instructions.
In the Target drop-down list, select RULE.
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Hew CMDB Report

Create a Custom CMDB Report

| Step 1z General ¥ | Step I: Defing Condition »  Step 3: Define Ddsplay Column

Report Hamee:  Rules with Remediation Intruction

Dirfoript ies

Targetl: | RULE

12. Click Step 2: Define Condition.
13. Configure the following settings:

Field Value

Attribute Rule Remediation
Operator ISNOT
Value NULL
Hew CMDE Report
Step 1: General ¥ [Step 2 Define Condition ¥ | Step 3: Define Didplay Column
Paremn ARtribiete DT abor Walue Paren Hext Ruow
[+ ] Rule Remasdiation 15 HOT L [+ ] AHD I - I - |
Save Caneal
14. Click Step 3: Define Display Column.
15. Inthe Display Columns section, add the following attributes:
¢ Rule Name
¢ Rule Description
* Rule Remediation
Hew CMDE Report
Step 12 Genaval ¥ Step 2: Define Condition 3  DEbes N5 Daiine Disp iy Column
Artrisuts Ovder Divplay Ax L LA
P - o
Rubé B rytien o & o
Fusie Bevrant a8 8 o
S [ ER
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16. Click Save.

Exercise 8: Building a Custom CMDB Report

17. Inthe CMDB Reports folder, find and select the Rules with Remediation Instructions report.

18. Click Run.

The Rules with Remediation Instructions report is included in the report results.

CMDB Report Results
L1511, 7.2, 1.4, 1.3: Dlscovared Network Devics Inventory =
Back Expart

Fule Nama

| thigh Seveity 1PS Paploit Netification 145 |

Malicieus MowerShell Teok PSAttack Detected

Fowershell Commandlzt of Well Known Explodtation
Framcwork Dotected

HoutersSwitch Inventany % ACEWS BUES X Rules with Remediabian Lnasroesians 2

Rule Dazeriprian Ruls Ramesiatian

Deteets a liph severity 195 sapluin delecied by 1P5
Metifleation LAE.

somaliviie poveershesll el knaven 2y PRatieck has heen
detocted belng runndng en 2 Windows Host. This rule

wilerwen PoscrShael LT
Tor LSITM Aol .

Delecl Conmmandlel names o well-hnown Pawershell
exploltation framewarks, https:r/adsecurity org/Ip-2dli
e rule requires collection of the Windows Powershell
Favnt Log: Micnsals Windoses Pravern Shie U Ope it ional via

Ulie FrrGSICHL Apenl

Dractivate this rule once tinishod with Incident

vy

You can find custom CMDB reports by ordering the Scope field. Out-of-the-box reports
are itemized as System and custom reports are itemized as User.

19. Log out of the FortiSIEM GUI.
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Lab 10: Business Services

In this lab, you will create a business service.

Objectives

¢ Create a business service
* Monitor a business service
* Report on a business service

Time to Complete

Estimated: 40 minutes
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Exercise 1: Creating a Business Service

In this exercise, you will create a new business service.

Create a Business Service

You will create a new business service for a patient services unit.

To create a business service

1.

-—
i

N
N =

203

© ©®No G DN

Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL
Click CMDB.

In the left pane, expand Business Services.

Click the Biz Srvc folder.

In the main window, click New.

In the Name field, type Patient Services.

In the New Business Service window, click the Devices/Applications tab.
In the left pane, click Applications > User App > Database.

In the Apps pane, select Microsoft SQL Server.

In the Running On pane, select Microsoft SQL Server (WIN2K8) 192.168.0.40, and then click the Adjacent
Devices icon beside Running On.

In the Select Adjacent Network Devices pane, select SJ-Main-Cat6500.
Click > to move the selections to the Selected Items pane.
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Create a Business Service

F Devices

F Intrastructure Anp

weh harver

Apn GRrvar
e

Wil Surven

Filz Server

Connactivity

FI:R

Hrsr Antivrus

Harkin Servar

Mew Business Service

Genaral | Devices/Applications

a

Hamas

It NNF Sarver

MivroxwlUSUL Monila

Replication Loy sado
Agant

HNyS0 Natahase
Server

Uracle Palabase
Lislener bServer

Qracle Databasc
Scrver

#| a
Harna Host IF

Microsoft SGL

: . | Trs028
Server (WA-LACHGH

Microanfr S0

197 A6R.0.40
Surver (WINZKE)

<

Selact Adjacent MHetwark Davices

Q

Hame Type

Save Apply Filtar & Save Cancel

== I— 1 -1

Hama

Application: Microsott 301 Server (WIN?KR)
Devive: WINZKE

Daviea: Sl-Main-Catehin

13. Inthe left pane, click Applications > User App > Mail Server.
14. Inthe Apps pane, find and select MS Exchange Information store.

15. Inthe Running On pane, select the device with access IP 172.16.10.28.
16. Inthe Select Adjacent Network Devices pane, select JunOS-3200-1.

17. Click > to move the selected device to the Selected Items pane.
18. Inthe left pane, click Devices > Network Device > Firewall.
19. Inthe Available Items pane, select FG240D3913800441.

20. Click > to move the selected device to the Selected Items pane.

Mew Business Service

 Motsurk Doviee

Ronter Switch
YHN Galeway
Melwurk 1FS
Szcurity Gabaway
WLAH Controller
WAN AR

I nad Balaneer
MulLiploser

Printers

Available |terms & Adjacent Devices | Q < 11
Marna Type
FE?ANDAG1IRO0A41  Fortinet FortiQS (FGT_2400)
FGLADUIHT ZE0U4L0  Forlinel Forli0s
For Litialebig For LineL For Lits (FG1_S0B)
For Lithaleul ForLinel Fur Lils

HUS1 172.18.1.3
HUSL 172,186,510

HOST-192 168 19.6

=

Iunipertw

PA-SUI_U1 _sseelop

Pulo Alle PAN Db

Junipon 56 Servonildy
Lisuw ASA
Junlper SEX Juads (SREPI0)

Faln Altn PAK-DS (BA-SO0)

Save Apply Filter & Save Cancel

Selocted Itoms Q 4 147 >

Hama

Application: Microsott SOI Server |WIN2ER)
Dovice: WIHZKE

Device: 5 Main Calgalt

Applicelivn: M5 bxchange nfenmalion sloe
(0A-FXLHG)

Navice: OA-FRCEG
Device: Jun(S-3200-1

Nevice: FRFAODAFIRA0441

21. Click Save.

22. Toreview the added devices, click the new Patient Services business service, and then on the bottom of the
screen, click the up arrow to see the Members tab.
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Exercise 1: Creating a Business Service

CMDB = Business Services = Biz Srvc

New | Edit | Delete | Q  Scarch. Sl H € 11 1 > N
Name Membarz Description
,
e = H ¢ 10 Py N A
Type Hame Running On Accass IP Datails Maintenance
~
Auplicalion M3 Exchange Infurmalion stme UA EACHG 17216, 10,48 slore,exe () Hid
Anplleation Wirreentt S01 Server WIMIKR 197 1RA.0.40 snlservraxe () MiA
Dovice FGZ400371 2300441 192.163.3.1 FurLinct Fuilios
Duvice 5J Main Culd500 192.163.20.1 Cisgy 105 ~

23. Log out of the FortiSIEM GUI.
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Exercise 2: Monitoring Business Service Incidents

In this exercise, you will monitor business service incidents.

To monitor a business service

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL

Click the INCIDENTS tab.

Click List, and then select by Time to view the incident table.

In the main window, in the Actions drop-down list, select Change Display Columns.
Select BizService.

o ek~ 0N

Click Close to close the left pane.

0 Actions ~ BB Overview i= List by Time »

< Close Display Search > A

Sever|
Categd

Biz Service

[:l Category

D Cleared Reason

To modify a system rule for business services

1. Continuing on the FortiSIEM GUI, click RESOURCES.

2. Intheleft pane, click Rules.

3. Inthe search field, type vulnerability.

4. Select (s)Scanner found severe vulnerability.

5. Click Edit > Selected Rule.

6. Click Step 2: Define Condition.

7. Inthe Conditions section, beside ScannerHighSev, click the pencil icon.
8. Inthe Group By section, add a new row.

9. Inthe new attribute field, type Host IP.
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Exercise 2: Monitoring Business Service Incidents

Group By: Attribute Row Move
Host Name o @ + ¥
Host IP o 9 +
Vulnerability Name e o + |+
10. Click Save.

11. Click Step 3: Define Action.
12. Inthe Action: Defined section, click the pencil icon to edit it.
13. Under Incident Attributes, add a new row (at the bottom), and then configure the following values:

Field Value

Event Attribute Host IP
Subpattern ScannerHighSev
Filter Attribute Host IP
Generate Incident for: Scanner found severe vulnerability X]
Incident Attributes: Ewvent Attribute Subpattern Filter Attribute Row
Host Name =  ScannerHighSev B Host Name B [+ - ]
vulnerability Mame = ScannerHighSev B Vulnerability Name B o ©
Host IP = ScannerHighSev v| | Host IP vi @ @
14. Click Save.

15. Click Save again.

Because you changed a system rule, you must save the rule with a different name.

16. Remove the date, and then type LAB10, as the following example shows:

The Rule has been Changed b

You have made changes to a system rule -- a working copy will be created.
Please select a name for the new rule.

Scanner found severe vulnerability LAB1 t]||

0K Cancel
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17. Click OK.
18. Under the Active column, clear the checkbox beside (s)Scanner found severe vulnerability.
19. Click Continue.

The original system rule is disabled.

20. Under the Active column, select the checkbox beside the modified rule you just created (Scanner found severe
vulnerability LAB10).

21. Click Continue when prompted.
This enables and activates the cloned rule.

To modify a second system rule for business services

Continuing on the FortiSIEM GUI, in the search field, type sq1 server db.
Select the Excessively Slow SQL Server DB Query rule.

Click Clone.

Remove the date stamp, and then type LAB1O0.

Click Save.

o oDd=

Clone Rule X

Save As:

Cxcessively Slow SQL Server DB Query LAB10

Save Cancel

In the Active column, clear the Original Excessively Slow SQL Server DB Query Rule checkbox.
Click Continue when prompted.

© N o

Select the cloned rule, and then click Edit > Selected Rule.
9. Click Step 2: Define Condition.
10. Inthe Conditions field, beside the LongQuery subpattern, click the pencil icon.
11. Inthe Group By section, add a new row under Host Name.
12. Inthe Attribute field, type Host IP.

Group By: Attribute Row Move

Host Name 1 +] e +
Host Ip e e L I
DE Mame 1 +] e 1+
DE Instance Mame [+] (=] * +
Command o @ + W+

13. Click Save.

14. Click Step 3: Define Action.
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15. Inthe Action: Defined section, click the pencil icon to edit it.
16. Inthe Incident Attributes section, add a new row under Host Name.
17. Configure the following settings:

Field Value

Event Attribute Host IP
Subpattern LongQuery
Filter Attribute Host IP
Generate Incident for: Excessively Slow SQL Server DB Query LAB10 *®
Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Host Name = LongQuery B Host Mame B Q @
Host IP = LongQuery M Host IP vl 0 ] |
DB Mame = LongQuery B DB Name B L+] e
DE Instance Mame = LongQuery |E| DE Instance Name |E| [+] e
Command = LongQuery B Command B L+ e
DE Query Response Time sec = LongQuery AVG(DB Query Response © ]
18. Click Save.
19. Click Save.

20. Ifyou see a warning that the rule has been changed, click OK again.
21. Inthe Active column, select the checkbox beside the cloned version of the rule.
22. Click Continue when prompted.

Resaources » Rules

Mews # Edit « Delsta Clane Test @, =gl sarver db Import  Expart &£

L5

Active Severity Hame Description Tactics Technique Scope
Ercessively Slow SUL Server DB Delecly LAl an SOL Server guery ook

v 7 - MEDIUM u

Cuery LABTU muore Lhian 9 minule Lo complele il

15) Fxerssively Slow SOI Server DR Deteets that an SO0 Server query took

O 7 MEDIUM query mars than 5 minure to complete System
Generate Business Service Related Incidents
You will generate scripted events that will trigger business service related incidents on FortiSIEM.
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To trigger business service related incidents

1.

On the Linux-Client VM, open a new browser, and then navigate to the NSE Institute website.
2. Under LABS SET 2 and Lab 10 — Business Services, select Exercise 10.1 — Trigger Business Service

Related Incidents.

Wait for approximately two minutes. The output should resemble the following example:

Running Data Input for Lab Exercise 10.1

Sending AV, Brute Force Login, DNS Query Events
Sending Registry Changes, Large Outbound Transfer, Nessus Events

Sending RDP, SQL and Web Filter Events

Completed!

3. Close the Linux-Client VM browser tab.

Examine Business Service Incidents

You will examine the business service incidents on FortiSIEM.

To review business service incidents

1.

Return to the FortiSIEM GUI, and then click the INCIDENTS tab.

In the BizService column, incidents with the Patient Services name appear.

In the main window, in the Actions drop-down list, select Search.
The Search pane opens.

In the Search pane, click BizService.
In the drop-down list, select Patient Services.
The selection should look like the following example:

¢ Actions - B8 Overview i= List by Ti

< Close Search B nisplays >

)

User : All

Reporting Device : All
Reporting IP : All

Reporting Device Status : All

Ticket Status : All

: Patient Services m
D [Empiy] 213
|E Patiznt Services | 25
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5. Click Close.
6. Review a few of the incidents.
What service was stopped? See "Appendix: Answer Sheet" on page 248 for the answer.

Which devices had a severe vulnerability detected? See "Appendix: Answer Sheet" on page 248 for the
answer.

7. Log out of the FortiSIEM GUI.
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Exercise 3: Using the Business Services Dashboard

In this exercise, you will create and view business services using dashboards and searches on FortiSIEM.

Create a Business Services Dashboard

You will create a dashboard group, and then add a business services dashboard to it.

To create a business services dashboard group

1. Log in to the FortiSIEM GUI with the following credentials:

Field Value

User ID admin
Password Fortinet1!
Domain LOCAL
2. Click DASHBOARD.
3. Onthe left side of the window, click the drop-down list.
4. Click New.
5. Inthe Name field, type BizService Dashboard.
6. Click Save.

To create a business services dashboard

1. Continuing on the FortiSIEM GUI, to the right of the dashboard drop-down list, click the plus icon ( ).
2. Inthe Namefield, type Patient Services.

3. Inthe Type drop-down list, select Business Service Dashboard.

4. Click Save.
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Create New Dashboard

Name:
Patient Services

Type:

Business Service Dashboard

Description:

Cancel

5. Under the dashboard selector drop-down list, click the Select Business Services icon.
The Select Business Services window opens.

BizService Dashboard~ = i  Patient Services X «
a
Business Service Dashboard All Severity « Drill Down

High Incidents: 0
Medium Incidents: 0
Top 5 Impacted Devices: None

6. Inthe Available Services pane, select Patient Services, and then click > to move Patient Services to the
Selected Services pane.
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Select Business Services

Available Services  patient Selected Services

Patient Services

Save Cancel

7. Click Save.
The summary dashboard for Patient Services should match the following example:

BizService Dashboard ~ | §  Patient Services X «
a
Business Service Dashboard All Severity « Drill Down

High Incidents: 16

Medium Incidents: 10
Top 5 Impacted Devices: FG240D3913800441 (93); WIN2K8 (10); QA-EXCHG (4); SJ-Main-Cat6500 (3)

Patient Services

16 10
High Medium

View the Business Services Dashboard Details

You will examine the business services dashboard details.

To view the business services dashboard details

1. Continuing on the FortiSIEM GUI, on the summary dashboard, select Patient Services.
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The Impacted Devices pane opens at the bottom of the window to display the list of impacted devices.

Exercise 3: Using the Business Services Dashboard

a
Business Service Dashboard
Patient Services
4 16 11
High Medium
Impacted Devices In Patient Bervices (SBuper) Q| scarch...
Device Type Availability  Incidents
MEDIUA @ Mo logs liom a device
5.-Maln-Caraing s 103 @ MITLI 2 o In_'g'e' fram _‘ device
MELIUN ¢ Bunming Cunlig Change
HIGH  Ante Servics Stanped
TG : Hemule Desklop Trem Inlemel
TG Suanner Tound severe vulnerability LABIU
WINIKE Microscft Windows Screcr 2008 @ HIGH : Server Disk Space Critical
MFDILIA © Frcessively Slow 501 Server IR Quary [ARID
MALLYIL, wspivicus Lopon ailores ne Tollowing sucoesaful lugi
MEDIUM [3) : Agent FiM: Windows File ar Directory Croated
2. Inthe Impacted Devices section, click WIN2K8.
3. Click the Incidents column.
The Incidents for WIN2K8 window opens.
Incidents for WINZKS B x
Actian » Imcidents with severity MEDIUM, HIGH M < 11 s > M0
Severity ~ 5 q q . ~
Catagory Last Occurred Incident Tactics Technigue Reporting Source Targst
B Oct 05 2021, 05:58:00 AN Scanner found severe vuln.. mpact [ndpoint Cenfal on.  TIOST-10,10.100.60 192 468.0.41 A
I ot 05 7071, 09:53:00 AM Remate Nesktap from Inter..  Persistence,later..  Remnte Services: . FGIONIQI3A0M41 g o0 235 172-60 192.463.0.41
WIHLKE
Ot 05 2021, Q9:53:00 AN Frressively Slaw 501 Serva.. WINIKR 197 4080
192.168.0.41
IIEI  oct 05 2071, 09:57:90 AN Aute Service Srapped rpACt Service Stan WINTKR WIHTKR

Can you identify the SQL query that was running slow? See "Appendix: Answer Sheet" on page 248 for the
answer.

4. Close the Incidents for WIN2K8 window.
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Reference Business Services in an Analytics Search

You will create analytics search filtering criteria that references a business service.

To reference business services in an analytics search

1. Continuing on the FortiSIEM GUI, click ANALYTICS.
2. Close all additional search tabs and clear any previous search filters.
3. Click the search field to edit the condition.

\ 3
= < If an existing search is present, clear the search condition and revert any display
columns to the default view.

>

In the Filters editor, select Event Attribute.
Configure the following values:

Field Value

Attribute Reporting IP

o

Operator IN

6. Click the Value field, and then in the drop-down list, select Select from CMDB.
7. Click Business Services > Biz Srvc, and then select Patient Services.
8. Click > to move Patient Services to the Selections section.

Select Value | ox

Folders: ltems: Search.. Selections: | Saarch._.

¥ Devicas H < 171 1 ¥ H

Business/IT Services : Falienl Services

» Applications

* Business Scrvices

IT 5rvc

Cronnpal fane »
Operational Technelopy
Ungrouped

b HNetworks

¥ Warch Lists

P Malware By

F Anonymily Nelwerk

e

9. Click OK.
10. Add a new row, and then configure the following values:
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Exercise 3: Using the Business Services Dashboard

Attribute Event Type
Operator CONTAIN
Value FileMon

11. Inthe Time section, select Relative, in the Last field, type 1, and then in the drop-down list, select Hour.
12. Click Apply & Run.

Filter Load Save Clear All

(¢ Event Keyword

® Event Attribute
Paren Attribute Operator Value Paren Next Row
o & Reporting IP N v |Businem|lse-\-1:es: Patien:s.em'l o o MY v O @
o o kvent lype CONIAIN - o o A« O @

O CMDB Attribute

Time Range
O Real-time @ Relative Last 1 lour v
O  Absolute

Trend Interval: Ao

Apply & Run Apply Cancsl

This drills down into the Windows agent events being collected.

vy

- -
9 If you do not get any results for any search, run the search over a longer time period.

Can you identify the files that were added on the QA-EXCHG or WIN2K8 machines? See "Appendix: Answer
Sheet" on page 248 for the answer.

13. Log out of the FortiSIEM GUI.
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Lab 11: Troubleshooting

In this lab, you will troubleshoot the discovery of a FortiGate, view the health status of back-end FortiSIEM
processes, and troubleshoot privileged credentials used for configuration pulling.

Objectives

¢ Troubleshoot the device discovery process
¢ View the health of back-end FortiSIEM processes
» Troubleshoot privileged credentials used for configuration pulling

Time to Complete

Estimated: 55 minutes
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Exercise 1: Troubleshooting Device Discovery

In this exercise, you will troubleshoot the discovery of a FortiGate that is configured as the gateway router for the
lab environment.

Configure SNMP on FortiGate

You will configure SNMP on FortiGate. You will enable SNMP events that are critical for FortiSIEM to monitor.

To configure SNMP on FortiGate

Log in to the FortiGate GUI with the username admin and password password.
Click System > SNMP.

Enable SNMP Agent.

Configure the following settings:

Pobd-=

Field Value
Description FGT_LAB_Router
Location Ottawa

5. Inthe SNMP v1/v2c section, click Create New.
6. Configure the following settings:

Community Name public

Enabled enable

IP Address 0.0.0.0/0

Host Type Accept queries and send traps

7. Scroll down to the SNMP Events section, and then make sure the following traps are enabled:

Field Value
Configuration change (FM trap) enable
A new device is found enable

Leave all other traps at the default settings.

8. Click OK.
9. Click Apply.
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Add

Credentials for FortiGate

You will add the FortiGate credentials on FortiSIEM. Using these credentials, FortiSIEM can discover the
FortiGate VM.

To add credentials for the FortiGate VM

1.

o 0N

Log in to the FortiSIEM GUI with the following credentials:

Field Value
User admin
Password Fortinet1!
Domain LOCAL
Click ADMIN.

In the left navigation pane, click Setup, and then click Credentials.
In the Step 1: Enter Credentials section, click New.
Configure the following settings:

Name FGT_LAB_Router_ SNMP
Device Type Generic
Access Protocol SNMP
Port 161
Password config Manual
Community String public
Confirm Community String public
6. Click Save.
7. Inthe Step 2: Enter IP Range to Credential Associations section, click New.
8. Configure the following settings:
IP/IP Range 10.0.1.254
Credential FGT_LAB_Router SNMP
9. Click Save.
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Discover FortiGate

You will discover the FortiGate.

To view live discovery logs

1. Open an SSH session to the FortiSIEM VM.:

2. Enter the following command:
tail -f /opt/phoenix/log/phoenix.log | grep -i 10.0.1.254
3. Leave the SSH session browser tab open.

To discover the FortiGate VM

1. Return to the FortiSIEM GUI, and then on the Setup page, click Discovery.
2. Click New.
3. Configure the following settings:

Field Value

Name FGT_LAB_Router
Discovery Type Range Scan
Include 10.0.1.254
Name Resolution SNMP/WMI first
4. Click Save.
5. Selectthe FGT_LAB_Router entry, click Discover, and then wait for the discovery to complete.
Discover - FGT LAB Router x
Show Frears Colomns - H < 147 1 > M

Orsdllilﬂliull P Slalux RETE Tyoe Ares Sys Monilor App Moo

10.0.1.254 faled {No ~esponse) |

I | clase

Discovery Completed.

The discovery fails.

6. Click Close.
7. Return to the FortiSIEM SSH session, and then view the logs related to device discovery.
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FortiSIEM is configured to discover from a file instead of network discovery. You made this change as a
preparation step in Discovery on page 41.

Configure FortiSIEM for Network Discovery

You will configure FortiSIEM for network discovery.

To enable FortiSIEM for network discovery

1. Return to the FortiSIEM SSH session, and then press Ctr1+cC.

2. Enter the following command:
phstatus
All FortiSIEM process statuses are displayed.

3. Make a note of the uptime of the phDiscover process.
4. Onthe Linux-Client VM, open a browser, and then go to the NSE Institute website at
https://10.0.1.130/NSE_Institute/index.php.

5. Click LABS SET 2, and then under Lab 11—Troubleshooting, click Exercise 11.1—Prepare System for
Network Discovery.

s
- >
The script changes the configuration of FortiSIEM to discover from the network instead
of afile. The script also restarts the phDiscover process.

6. Return to the FortiSIEM SSH session, and then observe the output of the phstatus command.
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The phDiscover restarts. Compare the current uptime of the process with the one you made a note of
earlier.

7. Return to the Linux-Client VM, and then in the browser connected to the NSE Institute website, observe the script
execution status message.

The output should resemble the following example:

Ed Lab 11 - Troubleshooting

Exercise 11.1 - Prepare System for Network Discovery (page return time, up to 2 minutes)

Preparing System for Network Discovery - Lab Exercise 11.1

This will take around 50 seconds to complete.

Troubleshoot the Discovery of a FortiGate

You will further troubleshoot the discovery of the FortiGate using the snmpwalk command.
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To troubleshoot the discovery process

1. Return to the FortiSIEM SSH session, and then press Ctr1+C.
2. Enter the following command:
tail -f /opt/phoenix/log/phoenix.log | grep -i 10.0.1.254
3. Return to the FortiSIEM GUI, and then click ADMIN.
4. Inthe left navigation pane, click Setup, and then click Discovery.
5. Select FGT_LAB_Router, and then click Discover.

Discover - FGT_LAE_Router =

Show Errors Columns - W < 11 1 > M

Qg an ez Livn 1P Slalus kama Tyoe ALiess Sy Monilor Bpp Monilo

1C.0.1.251 Failed (SMMP:Mo responze from SRMPG)

. oo

Discovery Completed.

The discovery of the FortiGate VM fails again.

6. Click Close.
7. Return to the FortiSIEM SSH session, and then review the logs.

5 ~]# tail -f ' 11

8. Make a note of the message Basic device discovery completely failed for 10.0.1.254:
reason: SNMP:No response from SNMP.

9. Press Ctrl+cC to exit out of the tail command output.

10. Enter the following command:
snmpwalk -c public -v 2c 10.0.1.254

The snmpwalk command fails with the message Timeout: No Response from 10.0.1.254.You
must review the FortiGate SNMP configuration.

If you configured SNMP as the discovery credential on FortiSIEM, and discovery is
yvi, failing, you should use the snmpwalk command on the FortiSIEM CLI to troubleshoot

» - .
the issue.
snmpwalk -c <community> -v <version> <ip address>
—
—

If snmpwa 1k fails from the CLI, discovery will not work on the FortiSIEM GUI.
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To enable the SNMP service on a FortiGate interface

1. Return to the FortiGate GUI, and then click Network > Interfaces.
2. Select LAN1 (port3), and then click Edit.
3. Inthe Administrative Access section, select the SNMP checkbox.

Name [® LAN1 (port3)

Alias LAN1

Type [®™ Physical Interface

VRFID @ 0

Role @ Undefined v

Address

Addressing mode m DHCP  Auto-managed by IPAM
IP/Netmask 10.0.1.254/255.255.255.0

Secondary IP address (B

Administrative Access I

|Pv4 HTTPS HTTP & PING
FMG-Access SSH SNMP

0O Security Fabric

O FT™ (0 RADIUS Accounting Connection ©

4. Click OK.
5. Log out of the FortiGate GUI.

Verify the Fix

You will use the snmpwa 1k command to verify the fix.

To verify the fix

1. Returnto the FortiSIEM SSH session, and then enter the snmpwa 1k command again:
snmpwalk -c public -v 2c 10.0.1.254

This time, the snmpwa 1k command reports a success message.

2. Enter the following command:
tail -f /opt/phoenix/log/phoenix.log | grep -i 10.0.1.254
3. Return to the FortiSIEM GUI, and then click ADMIN.

4. Inthe left navigation pane, click Setup, and then click Discovery.
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5. Select FGT_LAB_Router, and then click Discover.

Verify the Fix

Discover - FGT_LAE_Router x

Show Errors | Columns - L 4 i T ¥ M
Orpanizetion F Status Hame Type ACcess Sys Monitor App Monitor
Sup 10.0.1.254 sucyteded _yalewiny Fotinel For DS ForLiGate V64 «7.0 2 build0234, 21, FGET_LAB_Rouler 5. YPH Connculions, Procoss..

Discovery Completed.

Close

The discovery for FGT_LAB_Router succeeded.

6. Return to the FortiSIEM SSH session, and then observe the logs.
- T )

Tl

FSM NSE5 phD

The logs also confirm that the discovery succeeded.

7. PressCtrl+Ctoexitthe tail command output.
8. Close the Linux-Client VM browser tab.

To view the FortiGate in the CMDB

1
2
3.
4

Return to the FortiSIEM GUI, and then click CMDB.
In the pane on the left,

click Devices > Network Device > Firewall.

In the main window, click the refresh icon (f-.-.'f).

The output should be similar to the following example:

Select the Fortinet device named _gateway, and then in the lower pane, click the Summary tab.

CMDEB ~ Devices = Network Device = Firewall|
Herrr il wlele | @ et~ | @ O W € 10 ¥ W
MNamiz: P Diovice Type Status Discoverad Mecthed Agent Policy :':lg:LTAE ;ﬁnlﬁ)r SEEI.‘:&
bSO AT AEFREAY Tortir ot Fz-=0% Perding How FE MM, ThAE Tritteal -
e300 12144 Tortir st Perding How FE MM, ThAE Tritteal
_matenmy 10,0435 Tartie st Foe= 08 Perding Tz A7 MM, D446 8 Tk, PRG bzl
IDETATR 640 ATTAEAD Zzla Albs Pabk-0f Pardne 15 Triteal
AU e AL VLAY Jurper 555 Soreenls I'erd'ng Lus writecal
15T 197 1FRA5.05 AT ARRAG. AT Frrdng How ¥§ M, 240350 P I Aol
28500 _M _arcalns ATTAEAT Pardne How 26 MM, 4 PM ThE reeleal Triteal
S-MAT L ASAARERIR NS AR ARG 8 vardng 1Tk T IR, DI AR B IR -
[ >
Properties  Monitor  Software ~  Hardwars =  Configurstion  Relationships  Fils | [ aute expand ~W
Genaral Health Overview -
Hame: _ye eway Access [Pz 001 204 Awpilability Health: @ U2 Performance Health: @ Morsl
Doviee Type: Furbpot For o035 Wersion: FurLGols Yalsd 7.0, fg Mom Ukil: 3%
Model: PO _viitd mportance:  riooclarl
Hw Serlal # 16 Location: iittawa Incidentz (last 24 hrz)
By Sevarsy: High: ) Medumi i Lova By Catezsry: Swalabiiiyi @
2 Pucfurmanez: @
Member of ¥ Groups Secanv:
Group #1: JhEtork Devies - rewal
Statistics "

5. Continuing on the lower pane, click the Configuration tab.
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The Configuration tab is empty. You must configure privileged credentials to retrieve the FortiGate VM
configuration.

6. Log out of the FortiSIEM GUI.
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Exercise 2: Troubleshooting Privileged Credentials for
Configuration Pulling

In this exercise, you will examine the configuration pulling functionality, and then if you cannot retrieve the
configuration from the device, you will troubleshoot the problem.

Configure Privileged Credentials

You will configure privileged SSH credentials to retrieve the configuration from FortiGate.

To configure privileged credentials

1. Login to the FortiSIEM GUI with the following credentials:

Field Value

User admin
Password Fortinet1!
Domain LOCAL
Click Admin.

In the left navigation pane, click Setup.

In the main window, select the Credentials tab.

Under Step 1: Enter Credentials, select FortiGate SSH, and then click Edit.
Review the settings.

oo s wN

Notice the Device Type value.
7. Inthe Name field, type FGT LAB Router SSH.

Access Method Definition b4

Name: | FGT_LAB_Router_SSH

Device Type: Fortinet FortiQS «

Access Protocol: SSH v

Port: 22

8. Click Save.
9. Under Step 2: Enter IP Range to Credential Associations, select the 10.0.1.254 entry, and then click Edit.
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The Device Credential Mapping Definition dialog opens.

10. Click the +icon near the bottom of the dialog box, and then in the drop-down list, select FGT_LAB_Router_SSH.

Device Credential Mapping Definition x

IP/Host Name: | 10.0.1.254

Credentials:  FGT_LAB Router SNMP v @
FGT_LAB_ROUTER_SSH v @
o
Save Cancel

11. Click Save.

Troubleshoot Pull Data Using Privileged Credentials

You will troubleshoot the privileged SSH credentials for configuration pulling.

To pull data using privileged credentials

1. Open an SSH session to the FortiSIEM VM with the username root and password Fortinet1!, and then enter
the following command:
tail -f /opt/phoenix/log/phoenix.log | grep -i 10.0.1.254
2. Return to the FortiSIEM GUI, and then click ADMIN.
3. Intheleft navigation pane, click Setup, and then click Discovery.
4. Select FGT_LAB_Router, and then click Discover.
The basic SNMP discovery of the device succeeds.

Discover - FGT LAB Router x
Shovw Crrers Columns - K < 1 1 ¥ M
Organizatior [P Status Mame Trpe Access 5ys Monitor f\\t\t‘rjuiLol

Super 10,001,254 succeedec _gateway Fortlnet Forti0S Fortd Sate-Vma4 w7 0.2, oulldi234, 2 11019 (Ca ) FCT_LAB Mouter SHMI(S.. MM Connections, Mrocessa...

I o

Dizcovery Campleted.

Click Close, and then click the CMDB tab.

In the left navigation pane, click Devices > Network Device > Firewall.
In the main window, click the refresh icon (£2).

Select the Fortinet FortiOS device named _gateway.

Observe the Method column.

It displays SNMP and PING only.

© ® N o
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CMDB » Devices > Network Device = Firewall

New = [dit | Delste = Q

Narme IP Device Type Status Discovered Method
FGI400351380044 192,163, 3.1 Forlinel FurL 03 Fending v 29 2021, 04:30:44 P SHMF
FG24003513800450 192.163.3.2 Fortinet Fert 05 Mending Mov 29 2021, D4:24:51 MM LGG
FortiGate 506 172.16.255 81 Fortinet Fort 03 Fending Mowv 39 2021, 04:34:37 PA. SMNIMF

lNorti Gate 90D 10.1.1.1 lortinet Mort 03 Fending Nov 29 2021, D4:34:37 PM SHIAF
_gateway 10.0.1.454 Fortinet Fort Us Fending Lec U3 2041, 06:1/:25 AM
HOST-172.16.1.3 172.16.1.3 Falu AlLw PAN-05 Fending tov 29 2021, 04 23:06 Pm LOG
HOs1-1/4L16.3.10 17216310 Jun'per 55 Screenlls Fending Meow 29 A0, 0450028 PM LU

Although discovery is successful, the CMDB does not show SSH in the Method column.

10. Return to the FortiSIEM SSH session, and then press Ctr1+cC to exit out of the tail command output.

11. Review the logs.

The logs indicate problems with the SSH credentials.

12. After you have reviewed the logs, enter the following command to restart the performance monitor process:

killall -9 phPerfMonitor

13. Enter the following command to check the status of the processes:

phstatus
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You may see that the phPerfMonitor process is DOWN—wait for the process to come back up.

14. Once the phPerfMonitor process displays time in the UPTIME column, press Ctr1+C to exit out of the
phstatus command output.

15. Close the FortiSIEM SSH session browser tab.

Resolve the Issue

You will fix the credentials, and then verify the fix.

To fix the credentials

Return to the FortiSIEM GUI, and then click the ADMIN tab.

In the left navigation pane, select Setup.

In the main window, select the Credentials tab.

Under Step 1: Enter Credentials, select FGT_LAB_Router_SSH, and then click Edit.
In the User Name field, type admin.

In the Password and Confirm Password fields, type password.

Click Save.

Noapwbdh-=

To do a configuration pull

Continuing on the FortiSIEM GUI, click the Discovery tab, and then select FGT_LAB_Router.
Click Discover.

After the discovery completes, click Close.

Click the CMDB tab.

In the left navigation pane, click Devices > Network Device > Firewall.

In the main window, click the refresh icon (£).

Select the Fortinet FortiOS device named _gateway.

© N A~ WDN-=

Observe the Method column.
Now, it displays SSH along with SNMP and PING.

9. Inthe lower pane, click the Configuration tab.
The startup configuration of the FortiGate device appears.

231 FortiSIEM 6.3 Lab Guide
Fortinet Technologiesinc:



DO &LQ;E Rﬁ@ﬁil‘lb”?ﬁileged Credentials for Configuration Pulling Resolve the Issue
© FORTINET

|CMDB - Devices = Network Device > Firewall |

Mew Edil Delele Q, g
Hame IP Device Type Status Discoversd Method
FGI400351 3800441 19216831 Fortinet FortiQs Fand'ng Mow 29 2021, 04:30:44 PM S
FGZ4003513800450 192,168, 3.2 Fortinet FortiOs Pand'ng Mow 29 2021, 04:24:51 PM LIG
FortiGoo5CE 172.16.258. 32 Fortinet FortiQs Pondong Mov 29 2021. 04:34:37 PM SME
FortiGaz=9L0 1.1 Fortinet Fortioz I'=nd'ng Mo 29 2021, D4:54:57 I'M
_gateway A0.0.1.254 Fartinet Corti0f Pandng Ner 03 2021, 0e:41:00 AN
HOST-172.16.1.3 172.16.1.3 Palc AlLo 244-05 Pond ny Mow 29 2021, 04:20:06 PM
HOST-172.16.2.1C 172.16.3.10 wdnlzer 558G ScreerCs Pznd'ng Moy 29 2021, 04:30:28 PM LOG
HUS - 1% 2, 168.1%.63 142,168, 1%, 55 Cisco ASA I'=nd'ng Mo &9 221, D4:25:350 I'M LuG
<
Summary Propertias Monitor Software ~ Hardware = Relationships  File O tute =zpand

Difr... Dl e Exporl Rev #1 - Dec 3, 2021 9:08 AM - startup-config

discover Time 16385404956
Rev Dale Type/File Name #config-version=1 GYMb4-/.0.2-1 W-buildU214-211019:0pmede=1:vdom=0:user=admin
#ouildno-0234
1 Dec 03 2021, 06:08:25 A starzup-confla | #3lohal_vdom=1
config system global
set admin-coneurrent enahle
set admin-ccnsole-timzout 0
< 5 set admin-torticlond-sso-login disable
set admin-hsts-max-zge 15532000
set admin-https-pki-required disahle
s

‘ ' . . . . . .

It can take up to 10 minutes for the configuration to appear. Wait for the configuration to
appear before moving to the next section.

—

=)

To modify intervals for configuration pull

1. Continuing on the FortiSIEM GUI, click the ADMIN > Setup > Monitor Performance tab, and then select _
gateway.

+" Disk Space Util (SNMP, 3mins)

+ Installed Software Change (LOGIN, 720mins)
" Mem Util (SMMP, 3mins)

+ Firewall Session Count (SMNMP, 3mins)
" Net Intf Stat (H5) (SNMP, 1min)

+" CPU Util (LOGIN, 3mins)

_gateway 10.0.1.254 Fortinet FortiOs +" Config Change (LOGIN, 1 Umins)l

~" CPU Util (SNMP, 3mins)

+ Uptime (SNMP, 1min)

+" SNMP Ping Stat (SNMP, Zmins)

+ Ping Stat (PING, Zmins)

" VPN Connections (SNMP, 3mins)

+" Processor Util (SNMP 1min)
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Exercise 2: Troubleshooting Privileged Credentials for Configuration Pulling

You will see performance monitor jobs applied to the _gateway device. All jobs
should have a green check mark beside them. If you see a different icon, wait a couple

“' ' ’_,. of minutes until a green check mark icon appears. Click the refresh icon (<) to refresh
9 the view.
— However, if you see the Config Change( LOGIN, 10 mins) job, you can move to the

next step. While you are in the process of finishing, the next jobs will have a green
check mark appear beside them.

2. Click More, and then click Edit Intervals.
(=] T Aprly Q. Search H <

Enwble  Mainlenance Edil Syslom Monilars i Iypr

Muailor

kil App Monilars EvMF rp Etat (E=M7 Tmrrs) )
Free Processor Merr (S4mMF, Imrs)
Fenie 100 Maeen {SMBAK, Sriae ]
Free ConTguous Mrocessor Mem [(SHAAM 3mlas)
Fror b ERREEN Y W, i
WK, S )
Upzme (5+MF 1mn]

Jeport TSR [SMMF, Svirs)

Het It (HIS) ASHMAZ Tning

U UL (SHME, Tmins)

Cxport Monitors [EYREYRER Cinea 105

Crrors

«" Dizk Szace Jdl [SHMF, Jmias)
=" lnstalled Sofrware Charge [LOG ™, 720mias)
" Kemn Uzl [SHMF Jmias)
«" Frrewall Sesslon Courz (SMMT 3mins]
w Het Ir =F 3227 (HS) (3HM™ iy
LB UL LGS, Snns]
Fortlr et ort 22 «" Cenfg Charge (LOGI%, 10min:)]
~ CHL UL (SRS n-]
~ Lt (SHM3, Tning
+ 5NMP Fing 5t M7 Iing
« Fing Stas (2IM3, Jrens)
" VPH Coarectiors {SHMP. Jming]
 Frocesser ULl (54447 Imin)

] zateway 10.0.1.354

The Set Intervals pop-up window appears.

3. Inthe Select Monitor Type search section, type config.

4. Inthe Select Devices section, select the _gateway device, and then click >> to add the monitor to the Selected
Devices pane.

5. Inthe Selected Devices section, select the Config Change (LOGIN) entry, and then set the Set Interval to to 1
minute.

6. Click Save.

x
Set Intervals)
Selact Maritor Type: oo lig 13 Select Davices Sl 1.1 sl
Monitor Type Nascription Nefa Nevice Hame Arress [P Devire Type H Meonitor Type Device Mame Intarval
Cenfig gaTeway 1001254 Feortlnet :or:'OEI Corflg
Confa Cha o X e q6m
|Lharge-:L:.'(.:Nj Config Change itm - ChangelLUT M) _ERTEWEY G as

Ulear

Set nter¢al bei (D) Detaulz

@D = Wil

() Dizabled
v

The Config Change monitor should be set to one minute to speed up the configuration change pull from the
device for this lab.
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Mauw | © | Apply | More~ | Q  Search H < 172 23

Enable  Maintenance Device IP Type Monitor

+ Disk Space Util (SNMP, 3mins)
|\/ Config Change (LOGIN, 1min) |
+ Mem Util (SNMP, 3mins)
+" Firewall Session Count (SNMP, 3mins)
+ Net Intf Stat (HS) (SNMP, 1min)
+ Installed Software Change (LOGIN, 720mins)
_pateway 10.0.1.254 Fortinet FortiOS " CPU Util {LOGIN, 3mins)
+ CPU Util (SNMP, 3mins)
+ Uptime (SNMP, 1min)
+” SNMP Ping Stat (SNMP, 2mins)
+ Ping Stat (PING, Zmins)
+ VPN Connections (SNMP, 3mins)
+ Processor Util (SNMP, 1min)

To force an SSH configuration revision change on FortiGate

Log in to the FortiGate GUI with the username admin and password password.

Click Policy & Objects > Firewall Policy.

Select the Internet firewall policy, and then click Edit.

Scroll to the bottom of the page, and then in the Comments section, type FSM_SSH CONFIG TEST.
Click OK to save the changes, and then log out of the FortiGate GUI.

o ph b=

To review the simulated FortiGate SSH configuration change

Return to the FortiSIEM GUI, and click CMDB.

In the left navigation pane, click Devices > Network Device > Firewall
Select the Fortinet FortiOS device _gateway.

Click the refresh icon (£).

o ODd=

In the lower pane containing the details, click the Configuration tab.

A second revision of the startup configuration should appear. If it does not appear, wait a few minutes, and
then refresh again.

vis
- s It can take up to five minutes for the configuration changes to appear. Wait for the
configuration to appear.

4. Depending on your computer, press Shift or Ctrl to select both revisions, and then click Diff.

Sfummary Properties Monitor Software ~ Hardware = Relationships  File O Auto expand
Delete | Export Rev #2 - Nov 4, 2021 9:52 PM - startup-config

CiscoverTima 1636077159
Rev Date Type/File #config-version=FGVMS4-7.0.2-FW-build0234-211019:0pmode=1 : vdom=0:user=admin

#buildno=0234
v 04 7 (6 57 startup o 3

7 Mov 04 7021, 0625747 PR rartup #alobal vdom=1

1 Mov 04 2021, U6:29:11 PA startup-c canfig system glabal
set admin-concurrent enable
set admin-console-timsout 0

¢ ’ set admin-forticloud-ssc-login disable
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Exercise 2: Troubleshooting Privileged Credentials for Configuration Pulling

vy

If the configuration change is taking longer than five minutes to appear, you can
restart the performance monitor process to speed up the configuration change

revision.

To restart the performance monitor process, enter the following command from the

command.

SSH session of FortiSIEM:

killall -9 phPerfMonitor

The process will start automatically. You can verify this by entering the phstatus

Once the phPerfMonitor process is up, you can force another change from FortiGate
by modifying the comment you added in the Internet policy, saving the change, and

logging out of the FortiGate GUI.

235

5. Review the configuration changes, click Next to move to the next change, and then close the dialog box.

Configuration Diff

' | set tcp-mss-sender 0

73 | set tcp-mss-receiver 0

set comments "

set block-notification disable
set replacemsg-override-group "
set srcaddr-negate disable

set dstaddr-negate disable

set service-negate disable

set timeout-send-rst disable

set captive-portal-exempt disable

> | set dsri disable

set radius-mac-auth-bypass disable
set delay-tcp-npu-session disable
unset vian-filter

set traffic-shaper "

set traffic-shaper-reverse "

set per-ip-shaper "

next

end

config firewall traffic-class

Top

Bottom

set tcp-mss-sender 0

set tcp-mss-receiver 0

B x

| set comments "FSM_SSH_CONFIG_TEST" |

set block-notification disable
set replacemsg-override-group "

set srcaddr-negate disable

8 | set dstaddr-negate disable

set service-negate disable

set timeout-send-rst disable

set captive-portal-exempt disable
set dsri disable

set radius-mac-auth-bypass disable
set delay-tcp-npu-session disable
unset vian-filter

set traffic-shaper ™

set traffic-shaper-reverse "

set per-ip-shaper”

next

end

config firewall traffic-class

Previous - Close

6. Log out of the FortiSIEM GUI.
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Appendix: Answer Sheet

Lab 1—Introduction to FortiSIEM

Exercise 1: Creating Roles
Question:

Review the information in the Data Conditions and CMDB Report Conditions sections for this role. What do
you understand about these fields?

Answer:
Data Conditions - Restrict what data a role can see in the GUI, such as restricting auditors to just events reported

by Server devices such as Windows devices, or to restrict access to some dashboards for example Network
Dashboard.

CMDB Report Conditions - Restrict what data is available in CMDB Reports, such as allowing a device inventory
report of only Server devices.

Lab 2—SIEM & PAM Concepts

Exercise 1: Reviewing Incoming Data
Question:

Which users had failed logins?

Answer:

admin and fred

Exercise 2: Structured Data
Question:

Make a note of each field header in the table.
Answer:

Event Receive Time, Reporting IP, Event Type, Raw Event Log.
Question:

Which attribute relates to the device IP that sent the data?
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Answer:

Reporting IP

Question:

Which event type relates to a login failure?

Answer:

FortiGate-event-login-failure

Question:

Which attribute provides the local time when FortiGate actually logged the event?
Answer:

Device Time

Question:

What are the Reporting Model and Reporting Vendor attributes of the event?
Answer:

Reporting Model: FortiOS

Reporting Vendor: Fortinet

Question:

What attribute did FortiSIEM map this to in the structured view?
Answer:

Application Protocol

Question:

Who made a successful authentication? And what attribute was this field mapped to in the structured view?
Answer:

admin was mapped to the User attribute.

Exercise 3: Event Classification

Question:

Make a note of the Member of field.
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Answer:

/Security/Logon Success/Dev Logon Success
Question:

Make a note of the Description

Answer:

Successful admin logon

Question:

What do you notice about this particular event?
Answer:

It's a member of two groups:
/Security/Logon Failure/Dev Account Locked
/Security/Logon Failure/Domain Account Locked

Therefore, events can belong to more than one group/category.
Exercise 4: Event Enrichment
Question:

What is the value in the Member of field?
Answer:

/Security/Logon Failure/Dev Logon Failure
Question:

Does it contain any country related information?
Answer:

Yes

Question:

Where did this information come from?
Answer:

The internal geolocation database
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Question:

Is there a Source Country or Destination Country populated for this event? If not, why?
Answer:

No, these are internal RFC 1918 addresses.

Question:

Is there now a Reporting City, Destination City, Destination Country, and Destination State populated? If so
why?

Answer:

Yes, since country related event enrichment can also occur for internal RFC 1918 addresses if these value are set
on an asset in the CMDB.

Exercise 5: Reviewing Performance Events
Question:

Which attributes relate to the up-time and downtime of the device?
Answer:

* RAW: sysUpTime, sysDownTime
¢ Attribute: System Uptime, System Downtime

Question:

What attribute relates to how often the event is collected?
Answer:

Polling Interval

Question:

Which attribute relates to the memory utilization of the device?
Answer:

Memory Util

Question:

How often is the memory utilization event collected?
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Answer:

Every 180 seconds (or 3 minutes)

Question:

Which attributes relate to the interface name and interface utilization?
Answer:

¢ Host Interface Name
¢ Recv Interface Util
¢ Sent Interface Util

Question:
Why are there four interface utilization events?
Answer:

The device has 4 network interfaces (one event per interface).
Lab 3—Discovery

Exercise 1: Auto Log Discovery
Question:

Why are the names different do you think?
Answer:

The FortiGate logs contain the name of the device reporting the data (devname=x), and hence the parser reads
this and maps to an attribute named Reporting Device Name.

The Cisco ASA logs do not contain the name, so the default behavior is to name the device HOST-<reporting ip>
Question:

What is displayed under the Version and Last Discovered Method fields for each device?

Answer:

¢ Version: ANY ... logs alone do not tell the FortiSIEM the version of the device or application.
¢ Last Discovered Method: LOG .. auto log discovery

Question:

What do you see and what can you determine about the population of the CMDB from log only discovery alone?
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Answer:

They are blank. This type of information is not sent as part of the event message.
Exercise 3: Discovery of a Single Device

Question:

What does the Version field show now?

Answer:

Version: 5.4.1(1064)

Question:

How many groups is this device now a member of?

Answer:

19 groups. It has also been categorized under various networks by the IP Addresses/Network Masks on the
interfaces.

Question:
Make a note of how often CPU Util, Mem Util, and Net Intf Stat jobs are being collected via SNMP.
Answer:

¢ CPU Util - 3 minutes
¢ Mem Util - 3 minutes
¢ Net Intf Stat - 1 minute

Exercise 4: Performing Discovery of other Lab Devices
Question:

Make a note of the entries in the Process Name and Process Param columns.
Answer:

¢ Process Name: svchost.exe
¢ Process Parameter: -k iissvcs

Question:

Now type DNSs in the search field and again make note of the entries in the Process Name and Process Param
columns.
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Answer:

¢ Process Name: dns.exe
¢ Process Param: none

Lab 4—Introduction to Analytics

Exercise 2: Search Operators

Question:

What was the impact of this search?

Answer:

Only raw logs with both devname and HTTP keywords are returned
Question:

What can you determine about the case sensitivity of keywords?
Answer:

The keywords are not case sensitive.

Lab 5—CMDB Lookups and Filters

Exercise 3: Expert Challenge
Question A:

¢ Which user had failed an SSH login?
e From what IP Address?

Answer:

Hacker from source IP 192.168.0. 30.

Question B:

Do you see any suspicious port usage in your results?
Answer:

Source IP =69.94.156.1 AND
Destination IP =192.168.0.10
Add Column: Destination TCP/UDP
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Question C:
Do your results indicate the firewall rules are correctly implemented?
Answer:

There are lots of connections permitted to external destinations on non-standard ports like 135, 199, 445, etc.
The firewall rule is incorrectly configured.

Question D:

Was any internal traffic permitted to any country in ASIA in the last 2 hours that was not on TCP/UDP ports
25,53,80,123,0r 4437

Answer:

Yes, permitted traffic has been reported to countries in ASIA not on the defined TCP/UDP port list. Time to tighten
up those firewall rules!

Question E:
Which interfaces on the switch has this issue?
Answer:

Interface: GigabitEthernet4/48
Lab 6—Group By and Aggregation

Exercise 2: Aggregating Data

Question:

What do your results show?

Answer:

A list of the disk capacity utilization of all the servers, with the highest utilization at the top of the list.
Exercise 3: Expert Challenge

Question A:

Which firewall device reported the most events over the last 30 minute time period?

Answer:

192.168.3.1
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Question B:

Which is the most common destination country of any firewall events that are not on Destination TCP/UDP Port of
21,80,443 or 53 over the last 1 hour?

Answer:

United States

Question C:

What is the most common source country for any deny events reported by a firewall device in the last 30 minutes?
Answer:

Top resultis NULL (for internal IPs that don’t have a country).

Most common country is the United States.
Question D

What events does this report produce?
Answer:

It produces hundreds of events that repeat for the same Application/Software Name. (Since the data is collected
every 3 minutes.)

Lab 7—Rules

Exercise 1: Simple Rule Example

Question:

What time period is the rule evaluating the pattern over?
Answer:

600 seconds (or 10 minutes)

Question:

Make a note of the attributes in the Group By section.
Answer:

¢ Reporting Device
* Reporting IP
e User
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Question:

Make a note of the severity of the rule and also the function.
Answer:

Severity: 10-High Function: Security

Question:

Make a note of the attributes in the Selected Attributes column.
Answer:

¢ EventReceive Time
* EventType

¢ Reporting IP

e Source IP

e User

e Computer

¢ Win Logon Type

e Raw EventLog

Question:

Do the details match what was recorded in step 6 of To view a rule section of this exercise?
Answer:

Yes

Exercise 2: Performance Rule Example

Question:

Make a note of value in the Default field and the disk name listed:

Answer:
Disk Space Util Critical Threshold 95
Name C:\
Question:

Find the threshold for Free Disk (MB) Critical Threshold.
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Answer:
Free Disk (MB) Critical Threshold 100
Name C:A
Question:

Make a note of the values associated with the following items.

Answer:
Severity 5-MEDIUM
Category Performance
Subcategory Impact
Evaluation Time Window 600 seconds
Question:

Are there any results where the AVG(Disk Capacity Util) is greater than 95% and the AVG (Free Disk (MB)) is less
than 100?

Answer:

Yes

Lab 8—Incidents and Notification Policies

Exercise 1: Reviewing the Incident Table

Question:

What do you think this option is actually doing for this rule?

Answer:

If the original rule does not trigger again for 20 minutes, then the incident will automatically be cleared.
Exercise 2: Grouping and Tuning Incidents

Question:

Explain what the rule pattern is looking for.
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Answer:

Itis looking for DNS traffic that is not coming from other DNS servers or internal applications. The traffic is
originating from the internal private network and is being reported by the firewalls, routers, and/or switches.

Lab 9—Reporting

Exercise 4: Creating your Own Dashboards

Question:

Will these new adjusted values for AVG CPU determine what thresholds rules will trigger for these devices?
Answer:

No

Exercise 5: Dashboard Drill Down

Question:

What is the query looking at?

Answer:

Attribute Operator Value

Host Name = FortiGate90D

Event Type IN PH_DEV_MON_SYS CPU_UTIL,PH_DEV_MON_SYS MEM_UTILAND AND

Host IP IN Devices: Network Device AND
Question:

What has the time criteria been pre-populated to run over and where did this value come from?
Answer:

The time criteria is set to look at absolute value. These values came from the widget.
Question:

What was the result of this action?

Answer:

It takes you to ANALYTICS tab with search field pre-populated.
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Question:
How does this differ from the analytic query produced from step 7 of drill down on dashboard content?
Answer:

In step 3, it was on a specific device.
Lab 10—Business Services

Exercise 2: Business Service Incidents

Question:

What service was stopped?

Answer:

McAfee Access Scanner

Question:

Which device had a severe vulnerability detected?

Answer:

WIN2K8 192.168.0.40 and QA-EXCHG 172.16.10.28
Exercise 3: Business Service Summary Dashboard
Question:

Can you identify the SQL query that was running slow?
Answer:

select * from patient_records

Question:

Can you identify the files that were added on the QA-EXCHG or WIN2K8 machines?
Answer:

C:\Documents\Contracts\7o0gger.exe
C:\Windows\System32\svchostss.exe

C:\Documents\Contracts\mcafeeav.pif
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