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In this lesson, you will learn what a security information and event management (SIEM) is, and how FortiSIEM

is different from other SIEMs.

You will also learn about the FortiSIEM architecture and some initial configuration.

FortiSIEM 6.3 Study Guide
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In this lesson, you will explore the topics shown on this slide.
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Whatls a SIEM ?

Objectives

» Describe what a SIEM is

» Describe how FortiSIEM differentiates itself from other
SIEMs

« Identify FortiSIEM key features

NSE Training Institute

(&1

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding SIEMs and how FortiSIEM is different from other SIEMs, you
will be able to effectively use the strength of FortiSIEM.

FortiSIEM 6.3 Study Guide 6
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Whatls a SIEM?
SIEM

§ecurity !nforrnation & Event Management
SIM + SEM

(Security Information Management) (Security Event Management)
(Historical) (Real time)
Collection and storage of network device Focused on identifying network security events
security “event” data for further analysis as in real time for correlation, through an automated
to the cause of the events reporting tool
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SIEM is an acronym coined by Mark Nicolett from Gartner. Essentially, SIEM combines what were previously
two methods of analyzing log data from network elements.

SIM, or security information management, collects data in a central repository for trend analysis and provides
automated reporting for compliance and centralized reporting. SEM, or security event management,
centralizes the storage and interpretation of logs and allows near real-time analysis, which enables security
personnel to take defensive action more quickly. This is also known as incident response (IR).

By bringing SIM and SEM together, SIEM systems focus on providing faster identification, analysis, isolation,

and recovery of security threats and events. A key, overarching function of SIEMs is to help compliance
managers monitor and validate network conformance with regulatory and compliance requirements.

FortiSIEM 6.3 Study Guide
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As you know, the likelihood of a breach is now becoming very real for many organizations. This is due, in part,
to the inefficient, siloed approach that commonly exists in many IT organizations. The network operations
center (or NOC) is primarily focused on network performance, availability, and up time. The security
operations center (or SOC) is primarily focused on network security and compliance efforts.

Each department generally employs a wide variety of systems and tools, which are rarely integrated or
correlated into a cohesive, and comprehensive view of the organization’s overall network. All these factors
add up to a complex monitoring and reporting environment, which increases the likelihood that threats and
breaches can go undetected for some time. As well, the risks of a breach continue to increase due to an ever
growing list of sources and types of threats, such as the internet of things (loT). When a breach does occur, it
poses a daunting challenge to many organizations because the structure of their environment is designed in
such a way that the methods used to deal with breaches is often reactive, rather than proactive.

Obtaining the forensics needed to identify the root cause of a breach, requires that all IT hands be on deck
and bring data from the disparate systems they manage. Also, because there is no single source of analytics,
they need to streamline their efforts. In order to perform these duties, IT representatives must be pulled away
from their normal day-to-day operations, and productivity is impacted as they go about the tedious manual
correlation of data from each department’s systems.

FortiSIEM 6.3 Study Guide 8
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Cross-Correlated SOC and NOC Analytics

SOC Intelligence NOC Intelligence

Log Ingestion, Parsing, and Storage Real Time Infrastructure Discovery CMDB

File Integrity Monitoring Network and Interface Utilization
Patented Log Analytics CPU, Memory, Disk Performance Monitoring

Incident Management, Ticketing, and Response Availability Monitoring

Reporting and Compliance—Builtin and Custom Storage Monitoring

External Threat Feed Intelligence Integration Change monitoring—configuration, Installed Software

Pre-built Reports for Compliance and Security Infrastructure and User Application Monitoring

Rule and Statistical Anomaly Based Reporting Synthetic Transaction Monitoring

Cross Correlated in Real Time
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FortiSIEM patented analytics can cross-correlate data that comes from the NOC with data that comes from

the SOC.

The FortiSIEM ability to unify data points that are traditionally dispersed across a wide range of NOC and
SOC tools and sources, enables organizations and users to monitor, cross-correlate, and analyze, in real
time, numerous sources and types of event information. In this deeper context, organizations are more likely
and better able to identify threats and their root causes for faster remediation. These rich sources of data also

provide the foundation for more comprehensive dashboards and reports.

FortiSIEM 6.3 Study Guide
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FortiSIEM exceeds basic SIEM functions with its unique, patented, competitive differentiators. FortiSIEM
provides organizations with actionable analytics, derived and correlated from dynamic sources of data. The
primary goals of FortiSIEM are to:

+ Enable organizations to detect threats and breaches sooner

» Provide deep context for root causes

* Supply the information needed to remedy and prevent future threats

The characteristics that make FortiSIEM unique are:

+ Patented real-time analytics

+ Real-time asset and configuration discovery

* Purpose-built support for rapid scalability

* A multi-tenant architecture

+ Fast and flexible third-party technology integrations

» Analytics delivery through a single pane of glass

+ A seamless platform that performs automated network and security operations, and can cross-correlate
security event data with network and infrastructure performance data to provide SOC and NOC analytics in
real time. FortiSIEM is the only SIEM on the market that provides this capability.

FortiSIEM provides visibility into an organization’s entire infrastructure. It supplies information about the
infrastructure’s real-time performance matched to security event data. To supply this information and increase
visibility into the Fortinet Security Fabric, FortiSIEM uses APIs that gather additional information from external
threat intelligence sources, and integrates with hundreds of technology partners throughout the stack.

FortiSIEM 6.3 Study Guide 10
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Real-Time, Asset, and Configuration Discovery
* A SIEM must be:

- Aware of what is attached to the network
+ Able to collect event and log data from all relevant elements

* FortiSIEM is the only SIEM tool on the market that has a self-learning, real-time, asset
discovery, and device configuration engine built in to its platform

* Discovery information is stored in the the configuration management database (CMDB)

r"gE Training Institute ©Fortinet Inc. All Rights Reserved B

In order for any SIEM tool to be effective, it must be aware of what is attached to the network and be able to
collect event and log data from all relevant elements. Any element attached to the network that is unknown to
the SIEM can expose an organization breaches. This is especially a concern with rogue elements, such as
those associated with 1oT.

ForitiSIEM is the only SIEM tool on the market that has a self-learning, real-time, asset discovery, and device
configuration engine built into its platform. Many competing SIEM solutions require this data to be entered
manually, which introduces the potential for human error, and also increases the likelihood that the
information is out of date as soon as it is entered. This process helps organizations establish baselines for
their networks and identify normal behavior, which then help form the criteria for abnormal conditions that will
generate alerts and alarms.

Discovery information is stored in the CMDB. After you enter the device administrator’s credentials, as well as

the range of IP addresses that exists on the network, the CMDB has the unique ability to discover all physical
and virtual network infrastructure elements.

FortiSIEM 6.3 Study Guide 11
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Real-Time, Asset, and Configuration Discovery (Contd)

+ Discovery identifies and classifies

network devices, such as routers, o ae
switches, and firewalls  Devias

* Discovery also seeks out:
+ Business applications and services :
« Authorized users
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Discovery identifies and classifies network devices, such as routers, switches, and firewalls, as well as cloud
and virtual environments on the network. But it doesn’t stop there. It also seeks out business applications and
services running on the network, as well as authorized users and their roles.

Once FortiSIEM CMDB baseline details are established, the organization can then identify alert and alarm
criteria that, when met, trigger automatic notifications when changes occur against the established thresholds.

FortiSIEM 6.3 Study Guide
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Review key features that differentiate FortiSIEM from standard SIEM platforms.

Active asset discovery and performance monitoring: FortiSIEM can perform active asset discovery. It has an
integrated CMDB to assist with asset management. FortiSIEM performs performance and availability
monitoring, such as CPU, memory, storage and configuration change monitoring. This extends the
functionality of the platform, and provides the user with additional contextual data.

Scale out architecture: The virtual machine (VM) architecture of FortiSIEM allows rapid scalability, easily
increase performance and log processing capacity by adding virtual appliances and there is no charge for
virtual machines.

Single-pane-of-glass: Most FortiSIEM features, including dashboards, analytics, incidents, CMDB, and
administration, are accessed using an intuitive, web-based, GUI. Customizable role-based access control
(RBAC) allows organizations to control what each user can access.

Multi-tennant MSSP features: FortiSIEM supports MSSP deployments with a scalable multi-tenant feature set,
including a customizable, multi-tenant capable GUI, multi-tenant-capable database, and scalable, multi-tenant
capable architecture.

FortiGuard integration: The FortiSIEM 10C subscription provides access to the FortiGuard Indicators of
Compromise threat feed. You can correlate this high value threat feed with logs to help identify malicious
traffic.

Of course, FortiSIEM also performs traditional SIEM functions, such as, central log management, automated
analysis and alerting, log analytics and reporting, and dashboards.

FortiSIEM 6.3 Study Guide 13
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Good job! You now understand what a SIEM is and how FortiSIEM is unique in the market.

Now, you'll learn about FortiSIEM architecture.

FortiSIEM 6.3 Study Guide
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FortiSIEM Architecture

Objectives

» Describe the various FortiSIEM architectures

* Describe the main components of FortiSIEM

» Describe the unique database architecture

* Describe FortiSIEM indicators of compromise (I0C)
* Understand reputation check
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding FortiSIEM architecture, you will be able to describe the main
components of FortiSIEM and its unique database architecture.

FortiSIEM 6.3 Study Guide
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* Windows Agents

How Does a SIEM Work?
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Timestamp ="May & 17:55:48"
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URL ="http://mail.abc.com/mail/?"
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Browser (User Agent) ="Mozilla/5.0 (Win..."
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FortiSIEM receives logs from various sources, such as syslog and others. After receiving logs, FortiSIEM

parses and normalizes data.

There are five primary data analysis tasks:

* Indexing the data and storing it in an event database

+ Searching the data

» Correlating the data in streaming mode to trigger rules (behavioral anomalies)
« Creating a user identity and location database for adding context to data

» Creating baselines for anomaly detection

In this lesson, you will learn how FortiSIEM achieves all of the tasks listed above.

FortiSIEM 6.3 Study Guide
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FortiSIEM Architecture

* FortiSIEM is a prebuilt 64-bit virtual machine (VM), that runs on VMware ESX or ESXi,
Hyper-V, Amazon EC2, KVM

« VA event and performance data are stored on one of the following:
» Virtual disk up to 2 TB of data
* NFS storage used when >2 TB of data or when using super + workers
+ Elasticsearch

* Hardware appliances are also available:
+ 2000F (15K EPS)
+ 3500F (30K EPS)
» 500F Collectors (5K EPS)

Virtual Appllance

3
=

Microsoft
Hyper-V
amazon i< \/|V]
webservices &
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A key element of the FortiSIEM architecture is its form factor. FortiSIEM is available as a virtual appliance and
also a physical appliance. FortiSIEM is available as a hardware device. It is also available as a 64-bit,
hardened, CentOS virtual machine that is preconfigured and preinstalled with FortiSIEM for your hypervisor
environment.

FortiSIEM supports VMware, Windows Hyper-V, Amazon’s AWS and Red Hat KVM.

FortiSIEM 6.3 Study Guide
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* Three models:
+ Collector - FSM-500F
« Mid-range all-in-one device — FSM-2000F
« High-end all-in-one device — FSM-3500F

Wodel |Warawars | Porfomance |

Collector FSM-500F 4 core, 16 GB 5K EPS, 500 SNMP, 200 WMI
FSM-2000F 6 core, 32 GB, 36 TB 15K EPS (all features turned on)
FSM-3500F 20 core, 64 GB, 72 TB 30K EPS (all features turned on)
m-"E Training Institute ©Fortinet Inc. All Rights Reserved. 16

Currently three models are available for FortiSIEM hardware devices:

» Collector — FSM-500F

* Mid-range all-in-one device — FSM-2000F

* High-end all-in-one device — FSM-3500F

+ Refer to the quick start guide for each hardware model for further information.

FortiSIEM 6.3 Study Guide
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*without UEBA — 32 GB

Resource Requirements for FortiSIEM Virtual Machines

* Minimum hardware requirements for FortiSIEM virtual machine nodes are as follows

Supervisor (all in one) Minimum — 16 Minimum 0S-25GB
Recommended - 32 +without UEBA — 24 GB OPT - 100 GB
-with UEBA — 64 GB CMDB —60 GB
Recommended SVN -60 GB

Local Event database — based on

*with UEBA — 64 GB need
Workers Minimum — 8 Minimum — 16 GB 0S -25GB
Recommended - 8 Recommended —24 GB  OPT — 100 GB LW“ ==
Collector Minimum — 4 Minimum — 4 GB 0S -25GB ‘ Microsart
Recommended — 8 Recommended — 8 GB OPT — 100 GB Hyper-V
(based on load) ;WKVM
Note that these are only the minimum requirements. Performance may improve if you increase vCPUs and RAM
in certain situations. External storage depends on your EPS mix and the number of days of log storage needs %ﬂgﬁi‘c’eg

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 17

A big benefit of the FortiSIEM form factor is scalability. If your company grows, and you start sending more
data to FortiSIEM than what it was initially configured to handle, you can upgrade the VM and add more
resources. It's easy to add CPUs, memory, and even storage to VMs. There are no charges or fees from
Fortinet, unlike some vendors that charge by the number of CPUs used. You can also add additional VMs—
collectors and workers—at no extra charge. The minimum hardware requirements for a supervisor are, 16
vCPU, 32 GB of RAM, and additional storage for the events database (500 EPS ~= 1TB/year).

There are no size limits for the events database, and no charges or fees for storing months’ or years’ worth of
data. That is important to note when considering compliance reporting, and PCI or HIPPA requires that you
store a year’s worth of data in order to provide appropriate audit reports. It's very easy to determine how much
storage you'll need. If your network is sending 500 events per second to FortiSIEM, it requires approximately

1 TB of storage space for a year’s worth of data. And that equation is very linear. A 1,000 EPS would require 2
TB, and a 1,500 EPS requires 3 TB of storage.

You can use a similar linear equation when calculating storage requirements for performance data. Storing
performance and availability monitoring metrics for 500 devices takes about 100 GB of disk space a year. So,
metrics from 1,000 devices requires 200 GB, and 1,500 devices require 300 GB of storage for a year’s worth
of data. Refer to the FortiSIEM User Guide for the hardware requirements for the supervisor, worker, and
collector based on the licensed EPS.

FortiSIEM 6.3 Study Guide
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SUPERVISOR - User Interface, CMDB, and Reporting
WORKERS - Correlation, Real-time, and Historical Search
COLLECTORS M) Distributed Collection and Discovery

FORTISIEM File, Log Monitoring, and UEBA
AGENTS . Fie; Lo °
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FortiSIEM scales seamlessly from small enterprises to large and geographically distributed enterprises and

service providers.

* For smaller deployments, you can deploy FortiSIEM as a single all-in-one hardware or virtual machine that
contains the full functionality of the product.

» For larger environments that need greater event handling throughput, you can deploy FortiSIEM in a
cluster of supervisor and worker virtual machines.

There are three types of FortiSIEM nodes :
»  Supervisor

+  Worker

+ Collector

Supervisor and worker nodes reside inside the data center and perform data analysis functions using
distributed cooperative algorithms.

Collectors are used to scale data collection from various geographically separated network environments that
reside potentially behind firewalls. Collectors communicate to the devices, collect, parse, and compress the
data, and then send the data to the supervisor/worker nodes over a secure HTTP(S) channel in a load
balanced manner.

You will review various deployment scenarios using these three nodes later in this lesson.

Network devices, such as routers, switches, and firewalls typically have syslog capabilities. That is to say,
they have the ability to push out audit logs to a syslog collector. Server devices like Linux servers, for
example, typically run a syslog daemon, which again enables the devices to send the logs to FortiSIEM. Other
server devices, such as Windows servers, don’t have the ability to send syslog messages natively. For those
devices, you can install a syslog agent, such as a FortiSIEM Windows agent, to perform that function.

FortiSIEM 6.3 Study Guide 21
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FortiSIEM Components—Supervisor an
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+ FortiSIEM cluster consists of supervisor and one or more workers sharing the same NFS

A FortiSIEM cluster consists of a supervisor and one or more workers sharing the same NFS mount or

Elasticsearch for data storage.

There are five primary data analysis tasks:
* Indexing the data and storing it in an event database
+ Searching the data

» Correlating the data in a streaming mode to trigger rules (behavioral anomalies)

+ Creating a user identity and location database for adding context to data
» Creating baselines for anomaly detection

For scalability, each of these tasks is divided into a heavyweight worker component executed by the worker
nodes and a lightweight master component executed by the supervisor node. The supervisor node also
functions as the GUI using a self-contained three-tier model—GUI, application server containing the business

logic, and a relational database for holding the FortiSIEM application state.

FortiSIEM 6.3 Study Guide
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FortiSIEM Components—Workers—Query Only

* You can configure workers to only handle query requests

« Two types of worker nodes:
* Query worker
» These worker only handle query requests, adhoc queries from the GUI, and scheduled reports
- Event worker

* These workers handle all other event processing jobs, including receiving events from collectors or devices, and
storing them into the event database, rule, inline query, real time query, and so on

+ Reserving worker nodes for queries allows more system resources to be dedicated to
queries and make them run faster

FoATINET
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You can configure workers to only handle query requests. There are now two types of worker nodes:

* Query Worker - these worker only handle query requests, adhoc queries from the GUI, and scheduled
reports.

+ Event Worker - these workers handle all other event processing jobs, including receiving events from
collectors or devices, and storing them into the event database, rule, inline query, real time query, and so
on.

Reserving worker nodes for queries allows more system resources to be dedicated to queries and make them
run faster.

For more information on configuring an event worker or a query worker, refer to the FortiSIEM User Guide .

FortiSIEM 6.3 Study Guide 23
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FortiSIEM Components—Collectors

* You can use collectors in both the enterprise and service provider editions

+ A collector serves the purposes of monitoring and collecting logs from remote devices
before shipping the data back to the central installation

(__Remote Site | '
@ !\ .
(:D — f— c— ;. @ FortiSIEM

tor B
Collector ) NETWORK @® ® Cluster B

Ly

+ Under normal operation, the collector does not store data

T
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You can use collectors in both the enterprise and service provider editions.

Collector servers monitor and also collect logs from remote devices before shipping the data back to the
central installation.

Under normal operation, the collector does not store data.

FortiSIEM 6.3 Study Guide 24
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FortiSIEM Components—Databases

* FortiSIEM uses four different databases
within the product: -

. CMDB —

. SVN-lite T
-

——

s

« Profile
« EventDB

« All of these databases are associated
with the supervisor node 8) Supervisor )
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FortiSIEM uses four different databases within the product:

CMDB
SVN-lite
Profile
EventDB

All of these databases are associated with a supervisor node.

FortiSIEM 6.3 Study Guide
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FortiSIEM Components—CMDB

* The CMDB resides on the supervisor node

@I_ Supervisor _ R = CMDB

* Uses a postgres database to store FortiSIEM configuration items, such as device
information, credentials, discovery information, rules, reports, and so on

+ By default, the CMDB also resides on the worker nodes, but is not used

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 23
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The CMDB resides on the supervisor node.

The CMDB uses a postgres database to store FortiSIEM configuration items, such as device information,
credentials, discovery information, rules, reports, and so on.

By default, the CMDB also resides on the worker nodes, but is not used.

FortiSIEM 6.3 Study Guide
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FortiSIEM Components—SVN-Lite Database

* A lightweight version of subversion(SVN-lite database ) resides on the supervisor node

SVN

@H Supervisor —@ e .
b= -

-lite
+ The SVN-lite database is used for storing current and historical device CLI-based
configurations for supported items, such as firewall, router, switch start-up and running
configurations, and installed software on servers
+ By default, the SVN-lite database also resides on worker nodes, but is not used
m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 24

A lightweight version of subversion (SVN-lite database ) resides on the supervisor node.

The SVN-lite database is used for storing current and historical device CLI-based configurations for supported
items, such as firewall, router, switch start-up and running configurations, and installed software on servers.

By default, the SVN-lite database also resides on worker nodes, but is not used.

FortiSIEM 6.3 Study Guide 27
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The profiling database is not on its own disk. Instead, it is installed on the operating system disk, usually disk
one on the supervisor node.

A small SQLite database is used as a profile database.

The profile database is used to store anomaly baseline data calculated for many parameters, such as traffic
and device resources usage profiles, running averages, and standard deviation values.
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The event database is installed either on a local disk attached to the supervisor node or remote storage, such
as NFS mount or Elasticsearch reachable from supervisors and all worker appliances. It is referred to as the
/data disk.

The event database is a proprietary no SQL flat file type database. It is used to store raw logs and parsed
metadata. The customer defines the size of the event database. The size depends on usage and the length of
time required for data retention for online searches and analysis.

Note that Elasticsearch is not a proprietary database. For more information, refer to the FortiSIEM -
Elasticsearch Storage Guide.
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For scalable event database storage, FortiSIEM provides three options:

* Local disk
» FortiSIEM NoSQL event database with data residing on an NFS server
» Elasticsearch distributed database

Hardware appliance and all-in-one virtual machine solutions use the Local disk option while a FortiSIEM
cluster of supervisors and workers can exploit the No SQL option..

The NoSQL event database option is a purpose-built FortiSIEM proprietary solution. The supervisor and
worker nodes create and maintain the database indices.

To scale event insertion and search performance in this mode requires:

* A fast communication network between the supervisor and worker nodes and the NFS server

» High NFS input/output operations per second (IOPS) that can be achieved using fast RAID disk or tiered
SSD and magnetic disks
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Now you will take a high-level look at a few FortiSIEM architectures, starting with the basic implementation.

The basic implementation of FortiSIEM consists of a single FortiSIEM device—the supervisor—that does all of
the log collection, correlation of the events, and monitoring, processing, analyzing, and reporting the data.

The supervisor contains an event database that is designed specifically as a NoSQL, high-performance
database. Its purpose is to ingest large, continuous flows of data while generating reports from the data at the
same time. A SQL database can’t provide those two things simultaneously.

The supervisor also contains a CMDB as well as a versioning database (SVN-lite) the same type of database
that coders use when they check in their code at the end of the programming day. FortiSIEM uses the
versioning database to track changes in devices.

The basic architecture is the simplest deployment option for FortiSIEM. It’'s sufficient for small-to-medium size
companies but it is not suitable for larger, enterprise companies.
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The basic architecture consists of a single, all-in-one supervisor, which is sufficient for a small local network.
However, if you have remote networks, or a segmented network, how do you collect those events? To answer
that, take a look at the simple architecture.

For larger deployments, or deployments that have segmented networks, you can scale up FortiSIEM by
adding VMs called collectors. Collectors have a lower hardware requirement (CPU and memory) than
supervisors or workers. Collectors gather events from the remote or segmented network, including syslog and
netflow feeds, and perform push and poll methods for collecting information, such as SNMP or WMI polling.
Collectors also perform discoveries of the remote environments themselves.

After collecting the data, the collector parses and normalizes the data locally. You will learn about parsing and
normalization later in this course. Then, the collector compresses the data and forwards it over an encrypted
channel (HTTPS) to the supervisor. This process allows you to deploy a collector in a remote office, and then
send the data over the internet to the supervisor at the main office without needing a dedicated line.

Another benefit of using collectors is scalability, because the discovery process and event parsing is offloaded
from the supervisor to the collectors. Adding collectors to a single supervisor is referred to as horizontal
scaling.

Note that when you scale up, depending on the number of events per second and how long you need to keep
the events in the events database, you might reach the 2 GB size limit of a virtual disk. If you reach this limit,
you must use an NFS system.
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As you can see in the scaled architecture shown on this slide, FortiSIEM also allows you to scale up vertically
by making copies of the supervisor. The supervisor copies become a cluster, and act as one unit.

In the scaled model, the event database that previously might have been a virtual disk on the virtual machine,
must use NFS storage because all of the machines need to share the database. All of the appliances run a
hardened version of CentOS, so NFS storage is a natural way for them to share data.

The worker is a scaled-down version of the supervisor. It's the same virtual appliance image; however, during
installation, if a supervisor already exists, the supervisor provisions itself as a worker.

Adding worker nodes increases performance; that is, the speed at which an analytic search returns a report.
Performance increases because FortiSIEM distributes the search among the supervisor and all of the
workers. When a collector uploads the events to a worker, it doesn’t matter from a FortiSIEM architecture
point of view, which of the workers receives the events. The rule correlation happens across the entire cluster.
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Service providers can use FortiSIEM in a multi-tenant deployment. The architecture is essentially the same as
the scaled architecture, but the collectors are deployed in different customer sites. Multi-tenancy allows you to
create multiple distinct management environments using a single FortiSIEM installation.

All of the data collected by all of the collectors is stored in one central database, but it's all segmented. The
database isolates the settings, policies, and events for each tenant. It's completely secure and meets audit
and compliance requirements. You can give tenants access to the FortiSIEM GUI to manage their own
assets, such as users, devices, reports, and rules, independently of other tenants. No tenant’s events or
devices are visible to any other tenant. Each tenant is independent and isolated from every other tenant.

So, as you can see, a FortiSIEM architecture of workers, collectors, and supervisor offers many deployment
options for enterprises on any scale, as well as deployment options for managed service providers who need

multi-tenant solutions.
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FortiSIEM provides the Elasticsearch database option for storing events.

Elasticsearch provides a true distributed, redundant columnar database option for scale-out database
performance at the expense of higher storage needs. In this option, FortiSIEM worker nodes push the data in
real time to the Elasticsearch cluster, which maintains the event database. FortiSIEM has developed an
intermediate adaptation layer, so that the same GUI can run seamlessly on both Elasticsearch and the
FortiSIEM NoSQL event database.

Elasticsearch is a distributed database that provides linearly scalable event insertion speed and query
response time improvement.

FortiSIEM 6.3 Study Guide

35



Introduction

DO NOT REPRINT

CODRTINET
TN TIINL- 1

FortiSIEM Architecture—Elasticsearch

HISTORICAL
SEARCH

COORDINATING MASTER NODE
NODE

REAL-TIME
SEARCH

SUPERVISOR

DATA NODE DATA NODE

[
[

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

This slide shows a full cluster deployment architecture with Elasticsearch.

Elasticsearch is a distributed database. You can deploy it as an all-in-one node, but more commonly you
deploy it in a cluster setup consisting of a master node, coordinating node, and data nodes.

FortiSIEM can work with both Elasticsearch configurations:

* All-in-one node

* Cluster

In a full cluster deployment architecture, the supervisor and worker nodes perform the real-time operations
(collection, rules and inline reports) while the data is indexed and stored in Elasticsearch. Historical search
queries are sent from the supervisor node to the coordinating node, which communicates with the data nodes
to produce search results.
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FortiSIEM has a highly-scalable architecture.
Collectors are typically deployed close to the log sources, and then they forward logs to workers.
The number of workers required is proportional to the networks events per second (EPS) rate.
37
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FortiSIEM is the only vendor that has a distributed real-time, event correlation engine. This means that as
events come in, the worker that received the event runs it through its correlation engine. However, an
individual worker may not have all of the information to trigger a rule, especially if the rule is complex. Instead,
the worker looks for partial rule matches. When the worker finds a partial match, it sends the information to
the supervisor. The supervisor then combines the partial matches from all the workers and ultimately
generates an incident. This process occurs in memory, in streaming mode, without ever touching a disk,

which greatly increases speed and efficiency.
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FortiGuard Labs has been around for more than 16 years and is the main force that drives Fortinet’s threat

intelligence. FortiGuard Labs collects threat information in a variety of ways, including:

* Machine learning: It uses machine learning techniques, to capture 10Cs, such as bad IP addresses,
domains and URLs.

* Global sensors: There are three million sensors deployed around the world, consisting of customer devices
and honeypots. These sensors provide an early warning to what is happening in cyber space globally.

*  Web crawlers: Proprietary web crawlers with the use of artificial intelligence will crawl the internet looking
for malicious sites.

» Threat exchange: There are more than 200 threat sharing agreements with governments, certification
authorities, and strategic vendors around the globe.

* Hacker sites/forums: It trolls the underground to uncover new threat events.

» Community submissions: Customer submission of new threats to analyze either manually or through the
Fortinet cloud sandbox technology. Fortinet also executes approximately 500,000 malware samples daily
to extract 10Cs.

+ Human analysis: FortiGuard Labs likes to rely on automation as much as possible; however, you also need
expert human analysis. More than 200 analysts are trying to solve various threat problems around the
world.

* FortiSIEM I0C service: A set of indicators that FortiGuard Labs packages daily, and deliver through the
FDN network to the FortiSIEM technology. Rules on the FortiSIEM are configured to alert and flag in the
watch lists indicators that show up in the logs your devices produce. An alert usually means that a device
in your network contains a threat, and should be investigated.

+ FortiSIEM 10C package: Each day, the existing package is removed from FortiSIEM and a new one,
containing an updated list of indicators (bad domains, IP addresses, and URLSs), is added.
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FortiGuard I0C provides reputation checks for different malware like IP, domain, URL, and hash. Reputation

checks can be invoked in two ways:

*  When an incident triggers, users can manually do a lookup through FortiGuard 10C, virus total, or RiskIQ.
Any external website can also be looked up, but the results of FortiGuard 10C, VirusTotal or RisklQ are
parsed and the user is provided with a simplified verdict (safe, unsure, or malicious based on thresholds).

+ Users can automate reputation checks by including it in their incident notification policies. When included,
the reputation check will automatically be done when an incident triggers. Incident comments are updated

with the results.

Every licensed FortiSIEM can do FortiGuard 10C lookup. No special configuration is required.
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Knowledge Check

1. AFortiSIEM supervisor at headquarters is struggling to keep up with an increase of
EPS being reported across the enterprise. Which component should an administrator
consider deploying to assist the supervisor with processing data?

A. Supervisor
¥ B. Worker

2. Which database stores the running configuration for devices?
A. CMDB
v B. SVN-lite DB
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Good job! You now understand the FortiSIEM architecture.

Now, you'll learn about FortiSIEM initial configurations.
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After completing this section, you should be able achieve the objectives shown on this slide.

By demonstrating competence understanding and performing initial configurations, you will be prepared to
install and configure a FortiSIEM in your network.
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After you install FortiSIEM, you must configure some system settings. The list of system settings discussed in
this lesson is not complete. You can configure these system settings at any time.

FortiSIEM 6.3 Study Guide 44



DO NOT REPRINT

Introduction

EODRTINIET
T\ |

IMMNL_ 1

Setting Up the Email Gateway

« Setting up routing information for reports and incident notifications
+ Log in to the supervisor node
« Click ADMIN > Settings
« Select the System
= In the Email settings section, enter the name of the email gateway server
+ Enter any additional account or connection information
« Click Save

05 ADMIN
& Setup € All Settings > System > Email
& Device Support
Err ver:  smtp.fortinet.com + = Secure Connection (TLS)
B Health
student Admin Email D%:  admin@fsm. local
T Licenze Arcount pastwnrd:  ssssss k] Default Emall Sender:  glerts@fem.local
Enable S/mime: [ Send Without Key: [
¢ Por
FoATIRET
E Training Institute ©Fortinat Inc. All Rights Resenved

FortiSIEM can send out notifications by email when it runs a scheduled report or it meets a predefined set of
conditions. FortiSIEM can also automate the sending of tickets to a remedy system, when an incident occurs.

Before you can set up notifications, you must set up the email gateway that your system uses for all

notifications.

To set up an email gateway for notifications
Log in to the supervisor node.

Click ADMIN > Settings.

Click the System tab.

Enter any additional account or connection information.
Click Save.

S

In the Email Gateway Server field, section, enter the name of the email gateway server.

After you configure the email gateway settings, you can configure the other items that use the email gateway.
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+ After you configure the email gateway settings, you can configure other optional system
settings:
« Email alert routing for scheduled reports
- SNMP traps for incident notifications
+ Integration configuration for external ticketing systems

On the ADMIN tab, click Settings
2. In the Analytics tab, complete the fields as per your requirements
Click Save
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After you configure the email gateway settings, you can configure email alert routing for scheduled reports.

You can configure FortiSIEM to send a standard email notification to specific people when it runs scheduled
reports.

To configure email alert routing for scheduled reports
1. On the ADMIN tab, click Settings.

2. Click the Analytics tab.

3. Complete the fields according to your requirements.
4. Click Save.

On the Analytics tab, you can also set up the following:

+ SNMP traps for incident notifications: Define SNMP traps that are notified when an event triggers an
incident.

+ XML message routing for incident notifications: Configure FortiSIEM to send an XML message using
HTTPS when an incident is triggered by a rule.

* Routing for Remedy tickets: Set up remedy routing to accept notifications from FortiSIEM and generate
tickets from those notifications, as described in the FortiSIEM User Guide. These instructions explain how
to set up routing to your remedy server.
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FortiSIEM provides a comprehensive role-based management feature. This feature allows you to control what
data a user can access on the GUI, and what options on the GUI tabs a user can view.

=  What if you want to give an auditor access to logs from a particular server?
= What if a user needs access to only specific parts of the GUI, such as reports?

Role-based management allows you to:

+ Give an auditor access to logs from a specific server or group of servers in your FortiSIEM system
+ Give a user access to only specific parts of the GUI

* Remove the ADMIN tab from specific users to prevent them from making changes on the tab

+ Make the GUI read-only for other types of users

By default, FortiSIEM comes with 12 roles. You can also create as many custom roles as you need. To create
a new role, click New, and then select the access rights and conditions for the role. Alternatively, you can edit
an existing role.

If you need several roles that have similar rights and conditions, create the first role, clone it, and then edit the
cloned role. That way, you won’t have to start from scratch to create each successive role.
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You can restrict FortiSIEM roles based on four criteria:
» Data conditions

+ CMDB report conditions

» GDPR data obfuscation

* GUI access restrictions
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+ Data conditions and CMDB reporting apply to real-time and historical searches, as well
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You can use data conditions and CMDB reporting to allow a role to retrieve only specific data from the

database and display it to the user.

For example, you can allow users with this role to see data from only a particular device, from a category of
devices, or from devices on a particular network segment.

The data conditions apply to real-time and historical searches as well as report and dashboard output. You

can base the conditions on IP or device selection from the CMDB.

So, if two different users, each having a different role, ran the same report, they would each see different sets

of incidents from the other user.
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+ Specifies which GUI features are available to a particular user, and which are hidden,
viewable, or read-only
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* Possible to specify at the device level. For example:
» Server administrators see only servers in the CMDB
« Only network administrators see device configurations
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The GUI access option allows you to:
» Hide certain parts of the GUI from users who have a specific role
» Specify which GUI features are available to a particular user and which are hidden, viewable, or read-only

For example, you can set the Dashboard tab, Analytics tab, Incident tab, or Admin tab to be read-only for a
user or be completely hidden from a user.

You can configure access at the level of individual devices in the CMDB. For example, you can specify that a
server administrator can see only servers in the CMDB. That user wouldn’t be able to see any network
devices, such as firewalls or switches.

Additionally, if you've discovered configurations on your network devices, you can configure a role that would
allow only network administrators to see those device configurations while hiding them from all other users.
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You must assign a role to any user who is defined as being a system administrator. You can apply only one

role to each user.
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User Authentication Options

+ Users can authenticate on the FortiSIEM GUI
* Locally
« Through an external LDAP server
« Through an external RADIUS server
« Through Okta single sign-on
« Through Duo for 2FA

External Authentication Profile

MName:

Protocol:

IP/Host:

Port: 389

[ check Certificate
D Set Base DN

Save Cancel
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A user can use two different types of accounts to authenticate on the FortiSIEM GUI: a local user account or
an external user account.

You can create a local user account using the FortiSIEM GUI. In which case, the user’s login credentials,
including password, are stored in the local CMDB database.

In the case of external user accounts, the user’s login credentials come from an external source. The source
can be an LDAP server (such as Active Directory) or a RADIUS server.

FortiSIEM also supports Okta single sign-on, and duo for two-factor authentication.
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CMDB—Users

+ CMDB > Users displays information about the users who are a part of the system

CMDB > Users > LocalAuth
New Edit Delete | Discoveredby All ~ | Q  Searct @& action~> | O 171
User Name Full Name System Role Jab Title Work Phone Mobile Phone Email
Robert.Smith Robert Smith Full Admin IT Admin robert.smith@fortinet.com

* View all locally-defined and imported LDAP users
« Add, delete, or edit local users, or edit LDAP users

« Specify which users are FortiSIEM administrators, define authentication requirements,
and assign role-based access control (RBAC) roles

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved. 50

To view users who are known to FortiSIEM (local or external), select the CMDB tab, and then, in the left pane,
select Users.

On the Users screen, you can:

* View all locally-defined users, and any users you imported from an external source, such as an LDAP
server

+ Add, delete, or edit local users, or edit LDAP users
» Specify which users are FortiSIEM administrators, define their authentication requirements, and assign
RBAC roles to them
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User Authentication Mode

New User |

+ Authentication mode options
—
Agent Admin:
New User w node: [
> Loca
User Name:  Rebert. Smith Full Hame:  Rebert Smith Password:
Job Title: 1T Admin Company:  Fortinet P Confirm Password:  ....ees
Imporiance:  Harmal s Active: Loca| User / Default Role: @y Full Admin =
Do DN
Bacl
User Lockout; 15 tes) Password Reset et
Timeout utes) Em C Mew User

Agent admin: O

’ De-obfuication [
Mode:  External

External User | ] stencten o pomain auth -

rafiles

6 Full Admin -

Back

+ Setting a user as a system administrator allows the user to log in to the GUI

CORTINET
O ihNC L
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Setting a user as a system administrator allows the user to log in to the FortiSIEM GUI.

When you set a user as a system administrator by selecting the System Admin option, the authentication
mode options dialog opens.

For local users, you must enter and confirm a password, as well as assign the user a role.

For external users, in the Authentication Profiles drop-down list, select the external device where the user’s
profile is stored. As well, you must assign the external user a role.

FortiSIEM 6.3 Study Guide

54



DO NOT REPRINT

Introduction

EODRTINIET
TN TIINL- 1

User Contact Information

* You can edit user information in the CMDB to add contact information, such as phone
number, street address, and email address

New User

Werk Phone:

Mobile Phone:

Home Phone:

SMS:

SMS Provider:

ZIP:

123456789

Email:

Certificate:

Address:

City:

State:

Country:

Back

x

student@fsm. local

Upload

United Kingdom

policies

NSE Training Institute

+ Adding an email address allows you to refer to the user object in incident notification

© Fortinet Inc. All Rights Reserved.
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In the CMDB, you can edit the information for internal and external users to add contact information, such as
phone number, street address, country, or email address.

It is important to note that you can refer to a user in the incident notification policies only if you add the user’s
email address to the CMDB.
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* You can change the admin password in two locations in the GUI
+ Click CMDB > Users, select the user, and click Edit
* When logged in as the admin, click the User Profile icon
Edit User x
Edit User Profile x®
frertame e Basie Cantact Ul Settings
importance:  Mormal v Active: J.m i i
Domain: BN: ——
User Lockaut: 15 iminutes) Pasiword Reset: Days) T
Canl d
ldle Timeout: {minutes ) Employee 10
Manager: ) None Sefected v Syitem Admmin: Fl Edit User Save  Cancel
< t Info: rd Agen!
Save Cancel
Back
'-'-"'"‘IET Training lnsﬂtute © Fortinet Inc. All Rights Reserved. 53

You can change the password in two locations on the GUI.

On the CMDB tab, click Users, and then edit the admin user’s properties. You can change the password for a
locally-defined user on this screen as well.

Alternatively, any local defined user logged in to the FortiSIEM GUI can click the user icon in the upper-right
corner of the GUI, and then, in the Edit User Profile window, change the password.
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Local Password Complexity

- Passwords for locally defined users must meet the following criteria:

Edit User s
Mode: Local v
Password: eessee
Confirm Password: eeesse
Password must be between 8-64 characters, with
Default Role: @Full Adm at least 1 uppercase letter, 1 lowercase letter, 1

number and 1 special character (e.g. $*&%).

Back

FoATINET
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FortiSIEM has no control over the password rules that are applied to external user accounts because those
passwords are managed by another device.

However, FortiSIEM applies password rules to locally defined user accounts.

The password must contain 8 to 64 characters, and must contain at least one uppercase letter, at least one

lowercase letter, at least one number, and one special character.
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Changing Default Credentials—CLI

+ Best practice is to change the default credentials on installations on the supervisor,
workers, and collectors

- Change root password
- Log in as root
- passwd
follow prompts to enter new password

- Change admin password
- Log in as root
- passwd admin
follow prompts to enter new password

FoATINET
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This slide shows how to change passwords for the root and admin accounts using the CLI. The best practice
is to change the default credentials on installations on the supervisor, workers, and collectors.
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Viewing Logged-in Users

* View who is logged in to FortiSIEM in the User Activity window

®© A B a @&

Current User Activityl‘ | x

Logged in Users Locked Users Query Status Query Workload

6% Log Out 6% Log Out and Lock Out

£ Refresh  Last update: 17:00:07  Auto refresh: 1s.
Organization User Full Name Login IP Role Login Time Session 1D
Super admin 172.26.137.3 Full Admin Jan 07 2021 12:31:.. B84c06241bbf347..
Super admin 172.26.137.19 Full Admin Jan 09 2021 09:10:.. 1e0d0efd29e193...
Super admin 172.26.137.11 Full Admin Jan 09 2021 10:31:.. 22b0323eS56el4..

Close

+ |dentify users running long queries and locked out users (By default, the lockout period
is 10 minutes)

+ Unlock administrator locked out colleagues

FoATINET
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The User Activity icon is located in the upper-right corner of the FortiSIEM GUI. Administrators can click the
User Activity icon to open the Current User Activity pop-up window and view who is logged in to FortiSIEM.

The Current User Activity pop-up window doesn’t show you as yourself, but it shows you any other user who
is logged in.

On the Current User Activity window, you can select the Query Workload tab to identify users who are
running long queries.

To view users who have been locked out of FortiSIEM, on the Current User Activity window, select the
Locked Users tab. The default lockout period is 10 minutes. Administrators can unlock locally defined users
on the Locked Users tab.
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Knowledge Check

1. AFortiSIEM administrator wants to restrict a network administrator to running
searches for firewall devices only. Under role management, which option does the
FortiSIEM administrator need to configure to achieve this scenario?

A. CMDB report conditions
v B. Data conditions
C. Ul access

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress
| w/ ‘What Is a SIEM?
,/ 'FortiSIEM Architecture
‘( Initial Configurations

NSE Training Institute ©Fartinat Inc. All Rights Reservad 58

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review

~ Describe what a SIEM is

Describe how FortiSIEM is different from other SIEMs

Identify FortiSIEM key features

Describe the various FortiSIEM architectures

Describe the unique database architecture

Describe FortiSIEM Indicators of Compromise (IOC)

Understand reputation check

Identify some initial configurations

Add local and external users

Perform role management

K
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This slide shows the objectives covered in this lesson.
By mastering the objectives covered in this lesson, you learned how to differentiate FortiSIEM from other

SIEMSs, identify the strengths of FortiSIEM, understand FortiSIEM architecture, install FortiSIEM, and perform
the initial configuration.
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FortiSIEM

SIEM and PAM Concepts

22 FortiSIEM 6.3

Last Modified: 19 December 2021

In this lesson, you will learn how FortiSIEM receives, collects, and normalizes logs. You will also learn how

PAM data is collected and processed.
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In this lesson, you will learn about the topics shown on this slide.
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SIEM Concepts

Objectives

+ Appreciate the importance of logs

* Understand how FortiSIEM receives and collects logs
Understand the process of normalization

* Recognize and use some useful event attributes
Understand the benefits of enrichment

Understand classification by event type

NSE Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding how FortiSIEM receives, collects, and normalizes logs, you
will have the practical skills and knowledge required to understand how FortiSIEM works with logs.
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Which Logs Are the Most Useful?

- Audit logs

- User activity logs
Transaction logs

- Intrusion/IDS/IPS logs

- Connection logs

- Application logs

- SNMP traps

- Other types of messages within your environment

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 4

Log collection is at the heart of what a FortiSIEM does. All FortiSIEM devices collect and process logs, but
which of these logs are the most useful?
* Audit logs
» User activity logs
o These include, a user logging in to a system, failing to log in to a system, or modifying a particular
account in a network.
» Transaction logs
* Intrusion logs, such as from your intrusion detection or intrusion prevention systems
+ Connection logs
o These come from devices like firewalls or switches. An example would be something like, “this
source went to that destination through that port”.
» Application logs
o These come from a DNS server, DHCP server, or, perhaps, an SQL server.
* SNMP traps
» Other types of messages within your environment

The more logs FortiSIEM can collect, the more information you’ll have, and the easier it will be to establish a
baseline and spot anomalies.
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Logs From What Components?

Firewalls
IDS or IPS devices
Routers or switches

Servers or virtualization

: '*‘
Business applications ﬂ,‘u" ’,- :
Databases | 'E =
o ; m 'Ilu
Antivirus or end point i

Web proxies and VPNs

- Devices can be on premise or in the cloud

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

You'll want to collect the logs that come from the critical components of your network and business.

The greatest sources of information are: your firewalls, switches, and routers; your key servers, both physical
and virtual; and your active directory and database servers, as well as others.

Think about the parts of your infrastructure that are crucial to running your business. The logs that these
components generate are the keys to keeping your network up, and your business running. Whether these
components are located on premises, or in the cloud, it's useful for FortiSIEM to collect this kind of
information.
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How Can You Use Logs?
- Analysis and auditing

- Threat protection and threat discovery & ) ] ;)
Incident response ® _
Forensics

. Internal policies and regulatory compliance @

IT systems monitoring and troubleshooting
IT network operations monitoring and troubleshooting
IT security operations monitoring and troubleshooting
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How can you use the logs that FortiSIEM collects? You can use the information in these logs for the following
purposes:

» Analysis and auditing

» Threat protection and threat discovery

* Forensics

You may need logs for regulatory compliance. You can also use logs to monitor and troubleshoot your IT

systems, network, or security operations.
Logs are securely stored and checksums created to detect tampering.
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FortiSIEM Functionality

« This is a high-level view of how a traditional FortiSIEM functions

s e i‘ A s

@ FW Events : - EventLogs ?
== il | N [ _

T -

N
aﬁ EvemLot - e @
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The primary job of FortiSIEM is to process logs. But, how do we get all of these logs into the FortiSIEM in the
first place?

FortiSIEM either receives data from devices and applications, or it collects data from devices and
applications.

Network devices, such as routers, switches, and firewalls, typically have syslog capability. That is, these
devices have the ability to push out traffic and audit logs to a syslog collector. In a FortiSIEM network, the
syslog collector is a supervisor, a worker, or a collector node.

Servers typically run a syslog daemon. This means that servers, like routers, have syslog capability. However,
some servers, such as Windows servers, don’t have the ability to send syslogs. You can install a syslog agent
on these servers to give them syslog capability. The agent that you install can be a FortiSIEM agent, or a
third-party agent. However, there are some types of information that you can collect without an agent. You
can use the WMI protocol to pull events from Windows servers, and you can pull audit logs from databases
using JDBC.

After FortiSIEM has received or collected data from the network, it processes and stores the data. At that
point, you can generate reports and alerts, based on the data that FortiSEIM has collected.
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Receiving Logs and Flow Data

- FortiSIEM can receive the following types of data from applications or devices:

- Message formats:
SYSLOG - UDP/514, TCP/1470,514, SSL/443
- SNMP Trap - UDP/162

- Flow data formats:
NetFlow (versions 5 and 9 being sent on port UDP/2055)
sFlow (UDP/6343)
Cisco ASA Netflow (UDP/2055)

- Note: If you intend to send both syslog and SNMP traffic, make sure that
FortiSIEM supports both of those protocols from that specific device

|
|
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When devices send their data to FortiSIEM, FortiSIEM expects the data to come in specific formats.
FortiSIEM can receive data in many formats:
+ Syslog
o Default ports are 514 for UDP, 1470/514 for TCP, and 443 for SSL
* SNMP traps
o UDP on port 162
* Netflow version 5and 9
o Default UDP port 2055
+ sFlow
o Default UDP port of 6343
+ Cisco ASA Netflow
o Uses UDP port 2055

You should send SNMP traffic to a device only if FortiSIEM supports reading SNMP traps from that device. A
common mistake is to assume that FortiSIEM supports SNMP traffic from a device because it supports syslog
traffic from that device. This is not always the case. If you intend to send both syslog and SNMP traffic, make
sure that FortiSIEM supports both of those protocols from that specific device.
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Collecting Logs and Application Data

+ Some devices and applications can't send data to FortiSIEM; therefore, FortiSIEM

needs to collect it (pull it)
« Examples: @

» Cisco IPS devices (SDEE over HTTPS)
» Nessus (through API)

+ Rapid7 Nexpose (through API) '
» Checkpoint FW (OPSEC), syslog i
= Oracle (JDBC)
« Special case: | ‘
* Windows hosts or servers ﬁ
* Agentless — pulled through WMI (collect)
« FortiSIEM Windows agent or third-party agents can also be used to send event logs as syslog (receive)

FoATINET
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Some devices and applications don’t have the ability to send data to FortiSIEM; therefore, FortiSIEM needs to
collect or pull that data from the device or application.

Examples of devices and applications that can’t send data are:

» Cisco IPS devices: Uses a protocol known as SDEE that works over https
* Nessus: Has an API that you can use to pull the requested data

* Rapid7: Has an API that you can use to pull the requested data

* Checkpoint firewall: You can use OPSEC protocol to pull information

» Databases: You can use JDBC protocol to pull information

Windows servers are a special case. You have a couple of options that you can use to collect data from these
devices: you can use WMI to pull data from them, or you can install an agent on them. Installing an agent is
the recommended option for busy Windows servers, such as domain controllers.

The FortiSIEM agent provides the following functions:
» Event collection

* File integrity monitoring

* Registry monitoring

» The ability to run PowerShell scripts

» Additional functions

You can also use third-party agents. The third-party agents supported by FortiSIEM read the windows event
logs and send that data to FortiSIEM as syslog.
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FortiSIEM Process Flow
1. Data is collected from devices
2. Data is processed by the parsing engine
3. The parsing engine performs normalization on the data
4. The parsing engine performs event classification on the data
5. The structured data is stored -

Jdata

- Basic Parsing Process
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Let's take a look at FortiSIEM’s process flow.

1.

Data is collected from the devices and processes running in the network.
The collected data is processed by the parsing engine, or parser.
« The parser provides the intelligence required to understand the data.
+  FortiSIEM supports more than 170 types of devices and applications. The FortiSIEM parser can
parse logs at more than 10,000 events per second, for each node.
The parser performs normalization on the data.
* Normalization is the process of taking raw input events from all devices or applications, extracting
individual fields, and mapping those fields to a common schema.
The parser performs event classification on the data.
» Event classification is the process of assigning an event identifier or event type to each message
based on a unique attribute.
The structured data is stored by FortiSIEM.
«  Structured data is the data that has been parsed or processed by the FortiSIEM parser. Other
vendors refer to this data as parsed data or metadata.
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What Is Metadata?

+ Data about data
« Example from a Tweet

» FortiSIEM turns metadata into structured data
{

“cregted_ct”: “Mon Jum 10 21:09:19 +0000 2913°,

GuardianUs &
“1d": M4199622916448260, ﬂ > M Follww
“ld_stre: “M4199622916448256°,
- ", = ? r

h ‘. re: b 2 4
~: "o href="hito.//wew. sociolflon.con”™ rel="nofollow™»SociolFlom</es”,

GESCripeion | BOturing the Guardion's US coveroge, conversotions ond reporters.”,
"url®: “hatpl/ft.coleaPighiiSee” .
“protected™: folse,
“followers_count™: 55597,
“friends_count™: 509,
~listed count-. 24314
“created_ot™: "Fri Aug 29 14:52:08 -0000 Z2004",

gffsst-c -184

“time_rons Eastern Time (US & Conoda)”,

ST LT T T

“verified™: true

“lil'l'li‘ t™: 41567,
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What is metadata? Simply put, metadata is data about data.

Let’s use a tweet in Twitter as an example. The message itself is actually very small. But, if you looked at the
data behind the message, you would see that many different fields have been created, such as the source,
the name, the location, the time stamp, languages, and so on. The amount of metadata that is produced by
the message may actually be larger than the message itself.

FortiSIEM turns this metadata into structured data.
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What Parts of an Event Are Useful to FortiSIEM?

* The parsing engine examines the entire log entry to find supported information from the
event and put it in the FortiSIEM database

<134>[Oct 01 2021 14:17:56| %ASA-6-302015f [Built outbound UDP.

connection 408228 for outside:8.8.8.8/53](8.8.8.8/53) to

iinside:1 92.168.69.5/56924 i 192.168.70.1/33909
Raw Message

Date and Time Interface Name IP Address and Port
Interface Name Direction and Protocol IP Address and Port
inside Built outbound UDP connection 192.168.69.5/56924

Determine what information is important and useful from the Raw Message

ﬁ.é'E Tl‘ail'lirlg Institute © Fortinet Inc. All Rights Reserved. 12

One of the main functions of the parsing engine is to separate the entire log file into its essential elements.
The parsing engine then examines each of these elements to determine which ones hold important or useful
information. It then puts all this information from the event into the FortiSIEM database.

Consider the simplified sample of a firewall message shown on this slide. You can see that this message
comes from a Cisco ASA. You can also see that there’s a date, a time stamp, an interface name, and a
couple of IP addresses and ports. You know the direction of the traffic was outbound, and the protocol was
UDP. You could have pulled even more information from the full raw message than what was discussed in

this example.
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Normalization Populates the DB Schema

* The process of taking raw input events and extracting individual fields from all device or
application sources and mapping them to a common schema is called normalization

« Each mapped item is called an event attribute

— | Oct 012021 14:17:56
Oct 01 2021 14:17:56 | Destination Interface Name
Direction and Protocol outside

Built outbound UDP connection Destination IP
IP Address and Port | 8.8.8.8
8.8.8.8/53

Destination TCP/UDP Port
| ey, | 83

Raw Log - Useful Information UDP
Parsed Data / MetaData / Structured Data
FOATINET
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Devices and applications from different vendors have their own ways of representing information in their log
events; for example, there are several formats that can be used to represent a date and time. Not only will log
events from different devices and applications hold different information, and they hold common information in
different order.

The process of taking raw input events, extracting individual fields, and mapping those fields to a common
schema, is called normalization. FortiSIEM is able to work with the logs from many different sources.

In this example, you can see that the parser mapped the following fields to the following FortiSIEM database
attributes:

* The Date and Time Stamp field was mapped to the Device Time database attribute.

» The IP Address and Port field was mapped to the Destination Address and Destination Port attributes.
* The Direction and Protocol field was mapped to the Protocol and Destination Interface attributes.

Each of the fields that is mapped to an attribute in the ForiSIEM database is called an event attribute.
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Some useful event attributes that you should learn, and will use frequently, include:
Reporting IP: The IP Address of the device that reported the data to FortiSIEM
Raw Event Log: The raw log that was received or collected

Event Receive Time: The time FortiSIEM actually received or collected the event
User: The username that performed an action

Some FortiSIEM-specific event attributes that are reported by firewalls include:
+ Source IP
+ Destination IP
» Destination TCP/UDP Port

Some useful event attributes that you should learn, and will use frequently, include:

Reporting IP: This is the IP address from the device that reported the data to FortiSIEM.

Raw Event Log: This is the raw log that was received or collected from a particular device. It is important
to note that, although the log was normalized and mapped to the FortiSIEM schema, a copy of the original
log is saved as well.

Event Received Time: This is a timestamp that FortiSIEM puts in the message that records the time that it
received or collected the event.

User: If there is a username populated within an event, it will be populated in an attribute called User.

Some SIEM-specific event attributes that are reported by firewalls, include:

Source IP
Destination IP
Destination TCP/UDP port
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Adding Enrichment

* The parsing engine will also enrich the structured data that it produces

Enhanced Parsing Process

-J

Raﬂmm:a
Store
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After the parsing engine completes the process of normalizing a raw event log, FortiSIEM can also enrich the
structured data fields that have been produced. The process of enrichment involves adding additional
information to an event, based on information that FortiSIEM already knows about that device or IP address.
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Reporting IP and Model

« An example of enrichment: the addition of reporting IP, model, and vendor information

+ The enrichment activity shown on this slide allows you to search for data by the reporting IP
address of the device

Syslog

= = = ) -@

ASA Firewall
192.168.19.65

i data about device in CMDB
through Auto Log Discovery process.

Hame: HOST-192.168.19.65

Reference Access IP: 192.168.19.65
—h —i Device Type: Cisco ASA
Version: ANY

Importance: Normal
Member of 3 Groups

Group #1: /et

Group #2: 1} Sateway
Group #3: /Metwor

« Note: Logs alone won'’t provide enough information for the device in the CMDB
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An example of enrichment is the addition of the reporting IP of the device, along with the model.

In the example shown on this slide, an ASA firewall is sending syslogs to FortiSIEM. The model and the IP
address of the firewall may not be in the syslog, but FortiSIEM knows the IP address of the device that sent
the message. FortiSIEM can look in the configuration management database (CMDB) to determine which
device is associated with that IP address, and use some of that information to enrich the event log.

If the name of the device is not determined, then FortiSIEM will display device name as Host-(IP x.x.x.x).

Because FortiSIEM performs enrichment by adding extra fields to the structured data, it allows you to search
and filter based on those enriched fields. This might be useful when generating reports, for example.
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Enrichment Example

* Enrichment can occur through the local geolocation database or CMDB
_For External IP Addresses .

= 10 B Em s | Destination Country United States
| Destnation Host Name google-public-dns-a.google.com : DNS
| Destination IP 8888
r s Destination Intf Name outside
Gﬂ"’:;“m  Destination Latitude 38
Destination Longitude a7
| Destination Organization Google
i Source City Luton *
| Source Country Unitod Kingdom *
Source Host Name win2k3dc.tesidomain local
| Source IP 192.168.69.5
Source Intf Name inside
Source Latitude 51.8833 %
Source Longitude 04167 «

Source State Bedfordshire «
For Internal CMDB Assets
Device Location set Manually in CMDB

This enrichment allows data searches by company location or country
ﬁ"é“ET Training Institute ©Fortinet Inc. All Rights Reserved. 17

Another example of FortiSIEM enrichment is the addition of geolocation data to events. Geolocation data can
come from a geolocation database provided by Maxmind, or from the CMDB.

When FortiSIEM sees an external IP address referenced in a log, it looks up that IP address in the
geolocation database. If there’s information available, such as the destination country, destination city,
destination organization, or any latitude and longitude coordinates, FortiSIEM adds that information, using the
appropriate enrichment fields, to the structured data.

If the IP address referred to in the log is from a device within your organization, then it is an on-premise IP
address. Obviously, this IP address will not be found in any external geolocation database. Administrators can
set a location manually for each device in the CMDB. Location attributes include city, state, country, latitude,
and longitude, to name a few. These fields would also be enriched in the structured data.

When structured data is enriched, it allows you to do very granular reporting, based on company location or
country.
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Classification—Event Type

« The parsing engine also looks for something unique in each raw message and identifies an event

type
<134> Oct 01 2021 14:17:56: %ASA-6-302015: Built outbound UDP Event Type
connection 408228 for outside:8.8.8.8/53 (8.8.8.8/53) to #

inside:192.168.69.5/56924 (192.168.70.1/33909)
ASA-302015

Raw Message

<132> Oct 01 2021 10:37:50; %ASA-4-106023; Deny udp src
outside:128.4.172.238/38247 dst inside:192.168.69.114/54291 by
access-group "outside” [0x0, 0x0]

Raw Message

ASA-106023

<13>0ct 01 12:29:56 Win2k3DC testdomain.local MSWinEventLog 4
Security 807365010002090501  Fri Oct 01 12:29:56 2018 529

Security MN/A  None Failure Audit WINZK3DC None Logon E T
Failure: Reason: Unknown user name or bad password User Name:
administrator Domain: TESTDOMAIN Logon Type: 3 Logon Process:
NiLmSsp  Authentication Package: NTLM  Workstation Name: AO3 6 3
Caller User Name: -  Caller Domain: -  Caller Logon ID: -  Caller Wln Securlty 529

Process ID: - Transited Services: -  Source Network Address:

e |

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 18

Another job of the parser is to give every message an event type. The parser looks for something unique in
each message and assigns it an event identifier.

In the example shown on this slide, there are two different ASA messages: one of them is an outbound UDP
connection message, the other is a deny UDP connection message. The parser looks for unique key words in
the message to identify what kind of message it is. Cisco uses unique identifying numbers in their messages,
so, in this example, the parser can use those numbers to identify the event types. Windows also uses unique
IDs in their event logs, which the parser can use to assign an event identifier.
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« The CMDB holds the classification for each event type <134> Oct 01 2021 14:17:56: %ASA-6-302015: Built outbound UDP
Eiert connection 408228 for outside:8.8.8.8/53 (8.8.8.8/53) to
vent Type ( inside:192.168.69.5/56924 (192.168.70.1/33909)
ASA-302015 Raw Message
i Classification Resources » Event Types > Regular Traffic > Permit Traffic
w Event Types himtd Q| 2004
» Availability Sagi Pa—_ Devies Type
b wiapozors Butit UDP cannetion I Ciscn ASA
» Performance — = 5
CMDB/ RESOURCES Twim 162018 B UOF oo Y Cnca P
» Change PIX-303015 Butit UDP cannection Chaco PIX
» Security *Event Mame is also determined by CMDB
Resources » Event Types = Regular Traffic » Denied Traffic
» Permit Traffic tose U] vosor
Y
b Denied Traffic ”"'"" ] Bevhe T tad
Modified Traffic ,.‘dw 002} I':r'\I i
- - FIX- 106023 C X
T Classification

<132> Oct 01 2021 10:37:50: %ASA-4-106023: Deny udp src
outside. 128.4.172.238/38247 dst inside:192,168.69.114/54291 by
ASA-106023 ( access-group "oulside" [0x0, 0x0]

Raw Message

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 19

There are many different vendors that report messages to FortiSIEM. FortiSIEM understands over 100,000
different events reported by different applications, network devices, server devices, and so on. Many of these
messages mean the same thing. If you consider regular traffic at a high level, it is either permitted traffic or
denied traffic.

The CMDB holds the classification for each event type, and also groups them by event type.
Let’s return to the regular traffic example shown on this slide. You can see that the events are stored in their
respective groups. These event type groups can be referenced later, in a search. For example, if you search

for permitted traffic reported by a firewall, the system looks at all the different event types under that group in
the CMDB, and reports on only those event types.
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Raw Message and Structured Data

« Event attributes produced by the parsing engine for each event received or collected:

<134>0ct 01 2021 14:17:56: %ASA-6-302015: Built outbound
UDP connection 408228 for outside:8.8.8.8/53 (8.8.8.8/53) to

inside:192.168.69.5/56924 i192.1 68.70. 1!33909i
Raw Message

Event Severity Device Time Event Type
1

I | Oct 01 202114:17:56 . ASA-302015 | 408228
Source Interface Name Source TCP/UDP Port Destination Interface Name
Inside 192.168.69.5 56924 outside
8.8.8.8 53 UDP Cisco _ ASA

ey e T
~United States | | 192.168.69.1 | | Oct 01 202114:18:01 e

Parsed Attributes /| MetaData / Structured Data |

E Training Institute © Fortinet Inc. All Rights Reserved.
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For each event, whether it was received or collected, the parsing engine takes the raw message, extracts
everything it can from it, and creates a normalized, structured data event from it.

Some of the attributes in the final event come from the raw message itself, such as the time the event took
place on the device, the source IP address, the destination IP address, and ports. Some attributes are added

by the parsing engine, such as the timestamp indicating when the event was received, and the event type. Still
more attributes are added through enrichment from the CMDB database or the geolocation database, such as

the destination country.

In the end, the final event is enriched with far more data than was originally sent. All of this additional data
makes searching, filtering, and reporting more granular than would be possible otherwise.
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Log Data Storage

+ After processing, the original raw message is stored, together with the normalized structured
data, in the ForfiSIEM event database
<134>0ct 01 2021 14:17:56: %ASA-6-302015: Built ¢ Compliance

UDP connection 408228 for outside:8.8.8.8/53 (8.8.& S
inside:192.168.69.5/56924 (192.168.70.1/339F -

Received Raw Message

Device Time Event Type

Aug 01 2018 14:17:56 ASA-302015

Destination Address Destination Port Protocol
8.8.8.8 53 |

Parsed Data / MetaData / Structured Data

+ The event database is also referred to as /data

21

ﬁ.gE Training Institute ©Fortinet Inc. All Rights Reserved.

For compliance reasons, FortiSIEM can’t change the original raw message. For that reason, the original raw
message is stored, together with the normalized structured data, in the FortiSIEM event database. There are
strict controls around the storage of that data. Checksums are performed on the data, and you can validate

any changes to the data in the FortiSIEM GUI. The event database is also referred to as the /data partition in

your FortiSIEM installation.
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Knowledge Check
1. Which statement about raw logs is correct?
A. Raw logs can be altered after they have been received by FortiSIEM
+ B. Raw logs cannot be altered after they have been received by FortiSIEM
2. By default, on which port Syslogs can be sent to FortiSIEM?
A.  UDP port 541
¥'B. TCP port 514
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 22
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Good job! You now understand SIEM concepts.
Now, you'll learn about PAM concepts.
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PAM Concepts

Objectives

+ Describe PAM

* Provide examples of PAM metrics

Understand how PAM data is collected

* Understand the PAM process flow

Identify critical interfaces and important processes

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By understanding how the PAM process work and how PAM data is collected, you will be able to better
understand the role that PAM processes play in your network.
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Whatis PAM?

* In addition to security metrics, FortiSIEM monitors performance and availability metrics,
application health, infrastructure resource utilization, and baseline metrics. PAM also
tracks and correlates network and application behavior, and detects anomalous activity.

* FortiSIEM performance and availability management (PAM) provides an integrated view
into the health of your network, systems, applications, and virtualization environments.

* FortiSIEM collects PAM metrics at a set polling interval. The results are converted into
logs, which follow the same processing logic as SIEM.

« Allows a single console to provide scalable, event-based analytics that provides a view
into the security, performance, and availability of the network, as well as changes
occurring in the network.

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 25

FortiSIEM doesn't just collect security metrics, it also collects performance and availability information, from
devices and applications.

FortiSIEM performance and availability management (PAM), provides an integrated view into the health of
your network, systems, applications, and the virtualization environment.

Using all of this information, FortiSIEM builds a baseline of the network and application behaviors. Then, by
continuously comparing what is currently happening in the network against the baseline, FortiSIEM can detect
anomalous activity.

FortiSIEM collects the performance metrics at a set polling interval, and converts the metrics into logs
following the same processing logic that is used for SIEM data.

This process allows a single console to provide scalable, event-based analytics that provide a view into the
security, performance, and availability of the network, as well as changes occurring in the network.
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Collecting PAM Data

standard protocols

« Examples:
+ ICMP
+ SNMP
« WMI
+ Telnet/SSH
« JDBC
+ JMX

FoATINET

E Training Institute

* And vendor-specific APIs from VMware, NetApp, and so on

+ FortiSIEM collects PAM data from devices and applications using various industry-

© Fortinet Inc. All Rights Reserved.
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FortiSIEM collects PAM data from devices and applications using various industry-standard protocols.

For example:

+ ICMP: Allows FortiSIEM to establish availability
* SNMP, WMI, Telnet, and SSH: Allow FortiSIEM to log into a device and run commands or pull network

configurations
+ JDBC and JMX

* Other vendor-specific APIs from VMware, NetApp, and so on
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What Are Metrics?

* Metrics are the measurements taken from devices or applications

* For example:
+ Count of how many times an event occurs
« Duration of a time interval
» Value of some parameter
» Calculation of metric X / metric Y
« Rate base; thatis, throughput over a particular time period

types
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

+ Metrics are converted into logs which are parsed and populated into relevant PAM event

-
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Metrics are measurements taken from devices or applications.
For example:

+ Count of how many times an event occurs

* Duration of a time interval

+ Value of some parameter

» Calculation of metric X/ metric Y

* Rate base; that is, throughput over a particular time period

Metrics are converted into logs, which are parsed and populated into relevant PAM event types.
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Per CPU Utilization Per Interface Network Utilization

Sent/Received Bytes
CPU Util

- Sent/Received Bits/sec
System CPU Util 'Fﬂ Status - Up/Down
User CPU Uil InfOut Util %

Packet Errors/Discards

Per Disk Utilization

Used Disk Process CPU and Memory Util

:_'“ D'f"k Process Disk Read/Write Rates
§ 1 otal Disk Process Uptime
— Disk Capacity Util

Process CPU
Process Mem
System Memory Utilization

g Memory Util DNS Service
MWri DNS Requests
Swap Read/Write Rates o R

DNS Zone Transfers
Sent/Received

b
":15. E

=

Availability
ICMP Packet Loss % Plus many more for example Pagefile Usage, Disk 'O,
N —r, Downtime Virtual Memory and Device/Service specific such as
. = Aclive Directory Metrics, DHCP, Exchange, SQL
Met s

e froond. THi Time Server, Oracle, NetApp atc.
FonTNET
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Take a look at some examples of PAM metrics.

You poll devices to discover count, duration, value, and rate of things like the CPU, disks, memory,
applications, and network interfaces.

For disks, for example, you might collect disk utilization metrics, such as total disk space, free disk space,
used disk space, and read-write rates. Using these values, you can calculate a disk capacity utilization value.
There is a set of each of these metrics for every disk on the device.

Similarly, for each network interface card on the device, you could collect sent and received bytes over a
particular interval, the up and down status of each interface, and the packet errors and discards. If you find
applications, such as a DNS services, running on any of those devices, you can poll application-based
metrics, such as the number of sent and received DNS requests, or zone transfers. There are many more
things you can poll metrics for, such as page file utilization, disc I/O, virtual memory, active directory metrics,
DHCP, exchange, SQL, Oracle, and so on.
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What PAM Metrics Are Collected for Each Device?

* The FortiSIEM discovery process determines the PAM metrics to be collected by the
Performance Monitor

* Discovery uses lnformatlon from various sources (such as SNMF’ WMI, SSH, LDAP, VM
SDK, and so on) and at various levels (such as physical, virtual, network, storage, user,
application) and combines it to populate a CMDB that depicts an accurate picture of the
infrastructure—not just of individual systems, but also of inter-relationships

ﬁ"é“ET Training Institute ©Fortinet Inc. All Rights Reserved. 29
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So, what metrics are collected for each device in your environment?
The FortiSIEM discovery process determines the PAM metrics to be collected by the Performance Monitor.

The discovery process uses credentials and various protocols such as SNMP, WMI, SSH, and at various
levels, such as the physical, virtual, network, or storage level. The discovery process looks at the device and
identifies what FortiSIEM can monitor on the device. It combines information from various sources and levels
and uses that information to populate a CMDB that provides an accurate picture of the infrastructure, and not
just individual systems, as well as the applications running on those systems, and the inter-relationships
among devices.

Most of the information in the CMDB is populated by this discovery process.
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Monitor

Results Converted
to Events

Availability Matrics

NSE Training Institute

ICMP

© Fortinet Inc. All Rights Reserved.
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Monitored Device

Availability and Performance Monitoring

+ After discovery, the Performance Monitor module collects PAM metrics

CPU

Memory

Disk

Network Interface

Performance Metrics

30

After the discovery process is completed, FortiSIEM knows which availability and performance metrics the
Performance Monitor module can collect on each device.

This slide shows an example of a monitored device that FortiSIEM knows how to monitor.

The Performance Monitor can use ICMP for availability purposes. It also knows what metrics it can retrieve
from things like the CPU, memory, hard drives, and network interface cords.

When the Performance Monitor polls these devices for those values, it converts the results into logs. The logs
then go back in to the system and get converted into events in the same way a syslog message would.
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PAM Event Rates

Polling DeVice

« As discussed earlier, PAM metrics W ForisiEM
are collected on a polling interval,
so the volume of data is a lot less _
Poll Every 3 minutes

than SIEM +~——————— CPU Event Every 3 minules \/ CPU

+ Some polls produce one event and S S Memory

others produce an event for each
device object

Mem Event Every 3 minules

Poll Every 3 minutes

Disk Event Every 3 minutes

Disk
s#——————— Disk Event Every 3 minutes
Poll Every 1 minutes —_— - m
Network Int Every 1 minutes - Network
. ﬂ
Network Int Every 1 minutes - Interface
Network Int Every 1 minutes ‘rﬂ
FoATNET o 4
SE Training Institute ©Fortinet Inc. Al Rights Reservad

Now, you'll learn about performance and availability event rates.

Performance data is collected at a set polling interval, so the volume of data received is a lot less than for
SIEM events. Consider a firewall, for example. Traffic flows continuously across its interfaces, producing
events that are then sent back to FortiSIEM. However, because PAM collection is performed at a set polling
interval, every two or five minutes for example, the quantity of data that the Performance Monitor sends to
FortiSIEM is a lot less.

It's important to note that sometimes, when you poll a device for a specific metric, it may produce more than
one event. For example, if you monitor a server that has a single disk, you'll get a single disk event back every
three minutes. However, if the server has ten disks, you’ll get ten events back when you poll the disk
utilization on it because you’ll get an event back for every disk on the server.

The same thing applies to network devices. If you poll a router or a switch for its network interface utilization,
and the router or switch has 14 interface cards, you'll get back 14 events—one event for each interface.
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* Polling and event creation

[PH_DEV_MON_SYS_MEM_UTIL}:eventSeverity|=PHL_INFO [fleNam [PH_DEV_MON_SYS_CPU_UTIL{eventSeverity}=PHL_INFO [fieNam
ej=phPerf.Job.cpp fineNumberj=9261, [memName]=Fhysical ~ e}=phPerflob.cpp.[lineNumber|=4890,[cpuName]=Generic
Memory, [hostiName]=Cisco- CPU [hostName|=asa.tesidomain.local [hostipAddr]=192.168.69.5 [cpu
Switch.testdomain.local,(hostipAddr}=192.168.68.48, [memUtil]=51.6003 Util}=3,143125 [sysCpuUtii}=2.033272 [userCpuUtif=1.114732 [pollintv]
84, [pollintv]=178,[phLogDetaill= =176 [phLogDetail]=
SNMP Query
GET CPU Util, Get UserCPU, Gel SystemCPU
Results Processed »
and Converted Perf Monitor Every 3 minutes
to Log Events - —
3.143125, 1.114732, 2.033272 FW
H SNMP Response
SNMP Response SNMP Query
GET Mem Util

51.600364 |

sanupw £ Aaag

izﬁ Switch
===}
FoATINET
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Now, you will learn a little bit more about the performance monitoring process.
The role of the Performance Monitor is to collect various metrics from devices.

In the example shown on this slide, the Performance Monitor is configured to poll the firewall for CPU
utilization. It sends an SNMP query to the firewall requesting the total CPU utilization, the system CPU
utilization, and the user CPU utilization, and gets the three values back. Then, the Performance Monitor
converts this information into a log and sends the log to the parsing engine. The parsing engine processes the
log into an event.

In the example shown on this slide, the Performance Monitor created the log PH DEV MON SYS CPU UTIL
and populated it with the information the parser needs to create an event—the name and IP address of the
device, the CPU name, and the CPU values returned by the poll.

Similarly, for the switch shown on this slide, the Performance Monitor performed an SNMP query for the

switch’s memory utilization and received the values. The Performance Monitor converted the information into
alog, PH DEV MON SYS MEM UTIL, which will also be processed into an event by the parsing engine.
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PAM Process Flow

Results Converted |
to Log Events

Every X Minules
cETcpuum | 9ETMemutl

GET Firewall H
Connection Count |

NSE Training Institute

GET Intf Stats

+ After data collection, the events are parsed, just like SIEM

PAM Parsin

Store

3 |
==

|

e
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Now, you will look at the PAM process flow as a whole.

In the lower-left corner of the example shown on this slide, the Performance Monitor is polling a device
periodically. The Performance Monitor collects the returned information and processes it into a log. From this
point on, the log that the Performance Monitor created is treated just like any other SIEM message. The
parsing engine takes the raw log, normalize it into an event, adds any enrichments that it can, classifies the

event, and, finally, stores the event in
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Extended FortiSIEM Database Schema

+ Extracted PAM values are also mapped to the database schema, which has more than
2000 attributes out of the box

Interface Operatlon Status Host Intf Name
Soﬂware Name Days Since Last Use
dns.exe % _ %
Out Packet Errors System Uptime Sent Bytes Web Server Instance
W m Default Website
System Uptime System Downtime HTTP Max Connection Count Ser\uce Name

Parsed Data / MetaData / Structured Data

]

]]

© Fortinet Inc. All Rights Reserved.
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In the last step on the previous slide, the parsing engine extracted the PAM values and mapped them to the
FortiSIEM database schema. There are more than 2000 attributes that you can use to map this data. If an
appropriate field is not available, it is very easy to extend the database schema and add additional fields.
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PAM Event Types

+ Just like SIEM, each PAM message is also mapped to a particular event type

[PH_DEV_MON_SYS_CPU_UTIL][eventSeverity]=PHL_INFO [fileN
ame]=phPerfJob.cpp,[lineNumber]=4890 [cpuName]=Generic
CPU [hostName]=win2k3dc testdomain local [hostipAddr]=192.168.6
9.5,[cpuUtil]=3.143125,[sysCpuUtil]=2.033272,[userCpuUtil]=1.11473
2,[pollintv]=176,[phLogDetail]=

[ R—

[PH_DEV_MON_SYS_DISK_UTIL][eventSeverity]=PHL_INFO,[fileN

ame]=phPerflob.cpp,[lineNumber}=4692 [diskName]=C:\ [hostName]

=win2k3dc.testdomain.local,[hostipAddr]=192.168.69.5,[diskUtil]=36.

346761, [totalDiskMB]=30707 [usedDiskMB]=11161,[freeDiskMB]=19
546, [pollintv]=176,[phLogDetail}=

ﬁ'gE Training 'nstitute @ Fortinet Inc. All Rights Resenved.

PH_DEV_MON_SYS_CPU_UTIL

PH_DEV_MON_SYS_DISK_UTIL
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Just like SIEM, each performance and availability message is also mapped to a particular event type.

The example shown on this slide shows a system CPU utilization event that is mapped to the event type
PH DEV_MON SYS CPU UTIL, and a disk utilization event that is mapped to the event type

PH DEV_MON SYS DISK UTIL.

All performance events have the prefix of PH_DEV_MON, which means a device monitoring event, or, put
another way, an event derived from a Performance Monitoring poll.
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FortiSIEM PAM Raw and Structured Data

* End result for each PAM event received and collected

[PH_DEV_MON_SYS_DISK_UTIL]:[eventSeverity]=PHL_INFO [fileName]=phPerfJob.cpp,[lineN

umber]=4692,[diskName]=C:\,[hostName]=win2k3dc.testdomain.local,[hostlpAddr]=192.168.69.

5,[diskUtil]=36.346761,[totalDiskMB]=30707 [usedDiskMB]=11161,[freeDiskMB]=19546, [pollintv]
=176,[phLogDetail]=

Raw Message

Event Severity Event Receive Time
: 1 Oct 01 2021 17:20:56 %
Total Disk MB Usisk MB Free Disk MB
% m 11161 19546

Polling Interval Host Name Disk Name

176 1192.168.69.5 || win2k3dc.testdomain.local CA

Reporting Device Name

win2k3dc.testdomain.local FortiSIEM etc if location is defined in the CMDB.

itk AGWSU  plus more such as Host Country, City

Parsed Attributes / MetaData / Structured Data

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.
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In the example shown on this slide, a Windows server was polled for its disk utilization. The Performance
Monitor then converted that information into a log and sent it to the parsing engine.

The result of a PAM log is the same as any log message that is sent to the parsing engine: the parsing engine
normalizes and extracts the relevant information, and maps it to the appropriate attributes in the events
database, along with a copy of the original raw message.

It is important to note that the original raw message is always saved for compliance and forensic reasons.
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Sample Disk Utilization Event
* Event Type = PH DEV MON SYS DISK UTIL
+ Description: Event contains disk utilization metrics : :
- ——
Useful Attributes Description
Host IP Access IP of the device whose Disk utilization is being reported
Host Name Host name of the device
Event Receive Time Time at which FortiSIEMgenerated this event
Disk Name The Disk Name
Free Disk (MB) Size of free disk available in Megabytes
Used Disk (MB) Size of used disk in Megabytes
Total Disk (MB) Size of total disk in Megabytes
Disk Capacity Util Disk utilization for a specific disk name (between 0-100).
ﬁ'é'E Training Institute ©Fortinet Inc. All Rights Reserved. ar

The example shown on this slide is a disk utilization event.

The event type is PH DEV_MON SYS DISK UTIL, and it contains disk utilization metrics.

Some of the useful attributes for this event type are: the name of the disk, free disk space, used disk space,
and total disk size. Each of these values is expressed in megabytes. Using these metrics, FortiSIEM
calculates a disk capacity utilization value for each disk in the system, which is an example of the enrichment
capabilities of FortiSIEM.

This event is produced for every disk on a system.
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Sample CPU Utilization Event

* Event Type = PH DEV MON SYS CPU UTIL
+ Description: Event contains CPU utilization metrics

Useful Attributes Description

Host IP Access IP of the device whose CPU utilization is being reported

Host Name Host name of the device

Event Receive Time Time at which FortiSIEM generated this event

CPU Util Overall CPU utilization (between 0-100). The number is an average
over all CPUs in a multi-cpu system.

System CPU Util System CPU utilization (between 0-100). The number is an average
over all CPUs in a multi-cpu system.

User CPU Util User CPU utilization (between 0-100). The number is an average over
all CPUs in a multi-cpu system.

* Note: Thereisalsoa PH_DEV_MON SYS PER CPU UTTI event for each CPU inthe
device

ﬁ.é'E Tl‘ail'lil'lg Institute © Fortinet Inc. All Rights Reserved. 38

The example shown on this slide is a CPU utilization event.

The event type is PH DEV MON SYS CPU UTIL, and it contains CPU utilization metrics.
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Sample Memory Utilization Event

* Event Type = PH DEV MON SYS MEM UTIL
+ Description: Event containing system memory utilization metrics

[PH_DEV_MON SYS MEM UTIL]: [eventSeverity]=PHL_INFO, [fileName]=phPerfJob.cpp, [lineNumber]=5152, [m
emName ] =PhysicalMemory, [hostName]=WIN2K8DC, [hostIpAddr]=192.168.69.6, [memUtil]=29.084249, [swapIn
Rate]=59.021473, [swapOutRate]=0.005670, [swapRate]=59.027144, [pollIntv]=176, [phLogDetail]=

Host IP

Host Name

Event Receive Time

Memory Util

Swap Read Rate (Pages/sec)
Swap Write Rate (Pages/sec)
Total Swap Rate (Pages/sec)

Access IP of the device whose Mem utilization is being reported
Host name of the device

Time at which FortiSIEMgenerated this event

Overall system physical memory utilization (between 0-100).
Rate at which pages are swapped in.

Rate at which pages are swapped out.

Total of the Swap Rates

NSE Training Institute
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The example shown on this slide is a memory utilization event.

The event type is PH DEV MON SYS MEM UTIL, and it contains memory utilization metrics.
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« Event Type = PH DEV MON PING STAT
+ Description: event containing ping stat metrics
[PH_DEV_MON PING STAT]: [eventSeverity]=PHL INFO, [fileName]=phPerfMonitor.cpp, [lineNumber]=2743, [ho
stName]=ASA.testdomain.local, [hostIpAddr]=192.168.69.1, [avgDurationMSec]=0, [minDurationMSec]=0, [ma
xDurationMSec]=0, [pktLossPct]=0.000000, [sysDownTime]=0, [sysDegradedTime]=0, [pollIntwv]=120, [phLogDe
taill=
Useful Attributes Description
Host IP Access IP of the device whose Packet Loss is being reported
Host Name Host name of the device
Event Receive Time Time at wHFortiSIEMIOps generated this event
Packet Loss Pct Packet loss percentage from the ping tests done during this interval
Min Round Trip Time Min Round trip time from the ping tests done during this interval
Max Round Trip Time | Max Round trip time from the ping tests done during this interval
System Down Time Amount of time during this polling interval that there was 100% ping
loss
System Degraded Time | Amount of time during this polling interval that there was 50%+ ping
loss
NSE Training Institute ©Fortinat Inc. All Rights Resenved. 40

The example shown on this slide is a ping stat event.

The event type is PH DEV_MON PING STAT, and it contains ping stat metrics.
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Sample Network Interface Utilization Event

* Event Type = PH DEV MON NET INTF UTIL i

+ Description: Event containing network interface utilization metrics

[PH_DEV_MON NET INTF UTIL]: [eventSeverity]=PHL_ INFO, [fileName]=phPerfJob.cpp, [lineNumber]=6646, [int
fName]=Intel[R] PRO_1000 MT Network

Connection, [intfAlias]=, [hostName]=WIN2K8DC, [hostIpAddr]=192.168.69.6, [pollIntv]=56, [recvBytes6d]=4
4273, [recvBitsPerSec]=6324.714286, [inIntfUtil]=0.000632, [sentBytes64]=82014, [sentBitsPerSec]=11716.
285714, [outIntfUtil]=0.001172, [recvPkts64]=449, [sentPkts64]=255, [inIntfPktErr]=0, [inIntfPktErrPct]=
0.000000, [outIntfPktErr]=0, [outIntfPktErrPct]=0.000000, [inIntfPktDiscarded]=0, [inIntfPktDiscardedPc

)
Host IP Access IP of the device whose Interface utilization is being
reported
Host Name Host name of the device
Event Receive Time Time at which FortiSIEM generated this event
Host Intf Name The name of the network interface for which this statistics applies
Interface Operational Status  Running state of the interface
NSE Training Institute ©Fortinet Inc. All Rights Reserved. a1

The example shown on this slide is a network interface utilization event.

The event type is PH DEV MON NET INTFE UTIL, and it contains network interface utilization metrics.
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Other examples:

* Event Type = PH DEV MON PING STAT

Event Type = PH DEV MON SYS MEM UTIL

Event Type = PH DEV MON DISK IO UTIL

PH DEV MON NET INTF UTIL

PH DEV_MON PROC RESOURCE UTIL
PH DEV_MON PROC STOP

Event Type = PH DEV MON PROC START

Event Type = PH DEV MON APP DNS MET

Event Type

Event Type
Event Type

NSE Training Institute
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There are many more event types.

The ping stat even type is used to identify if a device is up or down. There are also event types for hardware
components, such as CPU, disk, and network interface cards.

There are some event types that get metrics on processes, and can tell you if a specific process was started
or stopped.

There are even event types for applications, such as DNS, DHCP, IIS, and SQL.

There is an event type for almost any metric you want to collect, and each event type has unique attributes for
its particular function.
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PAM Data Visualized on the GUI
* In the CMDB and dashboards
s s .
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You can view all of the PAM metrics collected by the Performance Monitor using widgets on the dashboard.
You can also use the metrics as search criteria, and in your reports.
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Knowledge Check

1. Whatkind of PAM event is this?

[PH DEV MON HW TEMP]: [eventSeverity]=PHL INFO, [fileName]=deviceCiscoIOS.cpp, [lineNumbe
r];EBIé:[hé%tﬁ;me]=CiscoSwitch.te3tdomaiB.local.testdomain.local,[hostIpAddr]=192.168
.69.49, [hwComponentName ] =chassis, [envTempDegC]=0, [envTempHighThreshDegC]=0, [envTempOf
fHighDegC]=0, [envTempDegF]=26, [envTempHighThreshDegF]=26, [envTempOffHighDegF]=0, [phLo
gDhetail]=

<A. Device hardware temperature
B. Device disk utilization

2. Whatkind of PAM event is this?

[PH DEV MON DATASTORE UTIL]: [eventSeverity]=PHL INFO, [datacenter]=hadatacenter, [datast
ore]=datastorel, [datastoreType]=VMFS, [diskUtil]=77.76, [totalDiskMB]=147456.0, [freeDisk
MB]=32795.0, [usedDiskMB]=114661.0, [hostIpAddr]=192.168.69.3, [relayDevIpAddr]=192.168.6
8.3

A Hyper V datastore utilization

B. Device disk utilization

¥C. VMware datastore utilization

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 44
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review

Understand the importance of logs

Understand how FortiSIEM receives and collects logs
Understand the process of normalization and enrichment
Understand useful event attributes

Understand classification by event type

Describe PAM

Provide examples of PAM metrics

Understand how PAM data is collected

Understand the PAM process flow

Identify critical interfaces and important processes

L 4 XSS R K%
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how FortiSIEM receives, collects, and
normalized logs, and how PAM data is collected and processed.
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In this lesson, you will learn about the two types of discovery used by FortiSIEM, and the differences between
them. You will take a close look at the GUI discovery process and the steps used to perform a discovery.
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Discovery

Introduction to FortiSIEM Agents
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In this lesson, you will learn about the topics shown on this slide.
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Discovery

Objectives

+ |dentify the two types of discovery used by FortiSIEM

* Understand the differences between the two types of discovery
« Understand the GUI discovery process

+ |dentify the steps to perform a discovery

NSE Training Institute 3

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in identifying and understanding the discovery processes, you will be able to
understand how discovery works in your network.
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FortiSIEM CMDB Objects

* FortiSIEM uses a CMDB to hold device information categorized by functional asset
and application classes

Net-172.16.5.0/24

Wl

Net-172.16.6.0/24

Log Server Net-172.16.64.0/19

* CMDB objects can be used in S
searches, rules, reports, and
other places in the interface

Clowd Mgmt
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FortiSIEM uses a configuration management database (CMDB) to hold device information categorized by
functional asset and application classes.

For example, if FortiSIEM discovers a firewall, it puts that firewall in the firewall group. If FortiSIEM discovers
a Windows server, FortiSIEM puts it in a windows server group. If that Windows server is running DNS,
FortiSIEM will put that Windows server in the DNS application group as well.

The CMDB allows you to easily look at what devices are in your environment:

» Select a particular device group, and you will get a list of all of the devices that are in that group.

+ Select a an application group, and you will get a list of the devices that are running that application.
+ Select a network segment, and you will get a list of all the devices that are on that segment.

If you've imported user information, that information is also available in the CMDB.

After objects are populated in the CMDB, you can use them in searches, rules, reports, notifications, and
other places in the interface.
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Discovery Types

* FortiSIEM uses discovery to populate the CMDB

+ FortiSIEM uses two types of discovery:
» Auto log discovery

oz Auto Log Discovary

Syslog /| SNMP Traps
Devices *
Logs Only

+ GUI discovery

VJ =

fSia
< =)
— B N

Device System Components Applications |

Services
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FortiSIEM uses discovery to populate the CMDB. FortiSIEM uses two discovery methods:

Auto log discovery
GUI discovery
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Auto Log Discovery

* When syslogs or SNMP traps are sent to FortiSIEM, auto log discovery populates a
partial entry into the CMDB

Auto Log Discovery
Syslog Identity Device Type
i . i - o

FortiGate Firewall
192.168.3.1

[ ]

CMDB > Devices > Network Device > Firewall

Populate CMDB Entry

Mew | Edit Delete @ Q

Name IP Device Type Status Discovered Method Version

FG240D3913800441 192.168.3.1 Fortinet FortiOs Pending Oct 13 2021, 03:15:53 AM

* Note: Most devices will appear as HOST-x.x.x.x, but FortiGate assigns a serial
number as a name, if no name is configured for device

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 5

When it is using auto log discovery, you can think of the FortiSIEM as being in passive mode. It simply waits
for devices, such as a firewall or router, to send it syslog messages or SNMP traps. When they do, FortiSIEM
uses the auto discovery process to create a partial entry in the CMDB.

The entry is referred to as a partial entry, because the messages that were used to create it do not contain all
of the information that FortiSIEM would like to have about the device that sent the message.

In the example shown on this slide, a FortiGate is the device that sends the message. FortiSIEM categorizes
the device as a firewall, and creates a partial entry in the firewall group. FortiSIEM knows the IP address of
the device that is sending the firewall events, but it does not know the name of the device, the type of Fortinet
device, or what firmware version the device is running. Logs alone will not provide that information. If you want
this additional information about the device added to the CMDB, you can manually edit the entries to change
the name or add other information. However, there is a better way of getting this information, which you will
learn about in this lesson.
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CMDB Population After Auto Log Discovery

« |fauto log is the only discovery method that is used, various objects in the CMDB will not be

device, from a performance and availability management (PAM) standpoint

© Fortinet Inc. All Rights Reserved
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populated
CMDB > Devices > Network Device > Firewall
New = Edit = Delete Q
Name IP Device Type Status Discovered Method  Version
FG24003913800441 192.168.3.1 Fortinet FortiOS Pending Oct 13 2021, 03:15:53 AM LOG ANY
Summary Properties Monitor Software = Hardware » Interfaces ~ Configuration Relationships
Mo Data
Summary Properties Monitor Software > Hardware » Storages = Configuration Relationships
No Data
Summary Properties Monitor Software~ Hardware ~ Configuration Relationships

« Only a GUI discovery fully populates the CMDB and determines what can be monitored on the

No Query Data.

This slide shows another example of a partial entry. If FortiSIEM uses only the auto log discovery method,

various objects in the CMDB will not be populated.

If you look at the Interfaces tab in this example, you can see that it is blank. The logs that were sent contain

no information about the device’s interface. What about other components? Again,
logs from a device, it won’t get any information about any of the components of tha

If FortiSIEM only receives
t device. The

Configuration tab is also blank. FortiSIEM has the ability to collect and keep track of system configurations,
but, as you can see in this example, FortiSIEM cannot collect any of that information by receiving logs only
through auto log discovery. Only GUI discovery can fully populate the CMDB and determine what can be

monitored on this device from a PAM standpoint.
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Preventing Auto Log Discovery

ADMIN > Settings > Discovery provides a Device Filter to restrict what IP ranges are
0ded O AUIO iSOV Ty
. Auto Log Discovery _ :

Sysiog | SNMP Traps

Devices

Logs Only

3 85 ADMIN

& Setup 4 All Settings » Discovery » Device Filter

& Device Support New | Edt | Delete  Apply

E Health Excluded IP Ranges Except

100,01 10L0.0.58 10.0.1.50,10.8.1.55

3 License

—=

2t |

NSE Training Institute
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In some cases, you may want to restrict what devices can be added to the system through auto log discovery.
To accommodate this use case, FortiSIEM can prevent auto log discovery from occurring for a particular IP
address range.

If you click ADMIN > Settings > Discovery you can use the Device Filter tab to specify IP addresses that
will be excluded from auto log discovery. You can specify individual IP addresses, or a range of IP addresses.
If you specify a range, you can enter exceptions within that range. The IP addresses in the exception column
are included in the auto log discovery.
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 FortiSIEM GUI discovery is an intelligent process that uses user-defined credentials and
various protocols for two distinct purposes:
« Discover devices, applications, and users in the network and populate the CMDB object groups
- Determine what metrics are available for each device and application and automatically apply collection

A INCIDENTS CMDB ! RESOURCES = TASKS 05 ADMIN

Storage * Collector Credentials Discovery Pull Events Monitor Performance STM  Maintenance Windows Agent  Linux Agent

& Device Support Mew | Edit | Delete | Scheduled | Discover = History . & K <
Name T Root IPs Include Range Exclude Range Last Discovery Time

= Health i ¥ ® i

AlX Range Scan 172.16.20.160 Oct 13 2021, 03:11:47 AM

E3 License
Aruba Range Scan 192.168.26.7 Oct 13 2021, 03:10:47 AM

0 Settings Checkpoint Range Scan 172.16.0.1 Oct 13 2021, 03:11:47 AM
Cisco 105 Range Scan 192.168.20.1, 172.16.~ Oct 13 2021, 03:11:47 AM
Fortigate Firewall Range Scan 192.168.3.1 Oct 13 2021, 03:11:47 AM
FortiGate Firewall Range Scan 192.168.3.1 Oct 13 2021, 03:11:47 AM
Foundry Range Scan 1721604 Oct 13 2021, 03:11:47 AM
HP Procurve Range Scan 172.16.22.2 Oct 13 2021, 03:11:47 AM

FOATINET
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The second type of discovery used by FortiSIEM is GUI discovery.

Unlike the auto log discovery method, in which FortiSIEM passively collects syslog and SNMP traps that are
sent to it, when FortiSIEM uses GUI discovery, it actively collects data from the devices in the network.

GUI discovery is an intelligent process that uses user-defined credentials and various protocols for two

distinct purposes:

+ To discover the devices, applications, and users in the network and populate the CMDB object groups

» To determine what metrics are available for each device and application, identify which of those metrics it
understands how to collect, and automatically apply the associated collection templates to these devices or
applications

Collection templates allow FortiSIEM to retrieve information, such as CPU, memory, disk space, and network

interface statistics, or or application-related metrics such as DNS services, DHCP services, active directory,
and so on.
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GUI Discovery—Data Collection Jobs

* For security event (SIEM) log collection, GUI discovery applies log collection templates
known as pull events

@ DASHBOARD I ANALYTICS A INCIDENTS CASES B CMDB L= RESOURCES 7= TASKS 5 ADMIN

Storage ¥ Collector Credentials Discovery Pull Events Monitor Performance STM  Maintenance Windows Agent Linux Agent

Al | [0 Errors | Edit  Apply = Export | Report e
Enabled Device Name Access IP Device Type Organization Method Maintenance

4 MANAGER 10.10.2.10 microsolt Windows Serves Super v Win_Man (MS_WMI)
2012 R2
FEATnET
SE Training Institute ©Fortinet Inc. All Rights Reserved 10

When a device sends syslog events, it's the device itself that is sending data to FortiSIEM. But, not all devices
are designed to send syslog events. A Windows server, for example, does not send syslog events. The GUI
discovery method supports a collection template called Pull Events, that is designed to pull security or SIEM-
type events from these devices.

Two examples of when the Pull Events collection template would be used to pull SIEM-type events (also
called SIEM-specific jobs) are: when using WMI to collect Windows event logs at regular intervals from a
Windows 2008 server, and when collecting VMware audit logs, where FortiSIEM collects the events.

In ADMIN > Setup, on the Pull Events tab, you can view the SIEM collection jobs that FortiSIEM has applied
through GUI discovery.
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GUI Discovery—Data Collection Jobs

* The collection templates used
for PAM event collection are o b bt e s e S s
System Monitor and Starige Collactor Cradentials ircsvery Pull Events | Mendtor Parformence | STM | Maitenence Windows Agent | Linux Agent
Application Monitor B | ©] sy | = IR B - [

« System monitor jobs collect
data on device resources,
such as CPU, memory,
network interfaces, disk, page |
ﬁle usage‘ and SO On 04 MAMAGER 10.10.2.10 Microsolt Windows Server 2012 B2

Application monitor jobs collect
the metrics of business critical

applications, such as
Exchange, SQL Server,
Oracle, IS, DHCP, and many
more

FoATINET
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There are also data collection templates for performance data or PAM. These templates are called System
Monitor and Application Monitor.

Under the Monitor Performance tab in the ADMIN > Setup, you can see the system monitor and application
monitor jobs that have been deployed.

A system monitor job collects device resources, such as CPU, memory, network interfaces, disk page file
usage, and so on.

An application monitor job to collect metrics of application-related data, such as Exchange, SQL Server, IIS,
DHCP, and many more.
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GUI Discovery Process

Cely  Update Perf Monitor Template
f | Perf Monitor

GUI Dissovery

|__Collect Device Details for the CMDE |
kil _Determine Performance Mefrics

~ 4 ryv ¢
J =2 =v

[ Determine Apphcation/service Metrics |

Dincover two Devices 1444

111182222 51 oHer x -.‘::J DNS J

";d;ﬂDJ ’;ﬁj Exchange x

Davice Information
IP Addresses, Inerfaces,

A Siorage, Running Software, Cisco ASA

Hardware eic

— B

I D Deta the CMDE
: : i T, e
: ! A
2222
|____Application/Service Metnics |
553 RAS VPN Metrics ’
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This slide shows a high-level view of the GUI discovery process.

1. An administrator has provided the appropriate credentials and associated them with IP addresses. Then,
the administrator defines two IP addresses to discover: one is a Windows server and the other is a Cisco
ASA firewall.

2. FortiSIEM reaches out to these devices and determines what kind of components they have: Network
interfaces, CPU, memory, storage, and so on. FortiSIEM also looks to see what applications are running
on these devices. In this example, FortiSIEM knows that it's looking at a Windows server, so it will look for
applications, such as DHCP, DNS, Active Directory, Exchange, and so on. FortiSIEM will reach out to the
Cisco ASA firewall to collect the same types of data, but It will only look for the applications expected to
be running on a Cisco ASA, such as RAS VPN.

3. FortiSIEM populates the CMDB with the data that it collects from these devices.

4. The Performance Monitor then applies the relevant System Monitor and Application Monitor templates to
the devices. The templates determine what kind of metrics can be collected from the components. For
example, when determining what System Monitoring templates to apply to these devices, the
Performance Monitor’s process might go something like the following:

« This device has a CPU; therefore, system CPU usage and user CPU usage metrics can be
collected.

» Total disk space, free disk space, used disk space, and disk I/O rates can be collected from the
hard disk.

* There is no disk on the ASA. Therefore a disk metric will not be applied for this device

The Performance Monitor will make similar decisions about application metrics using the Application

Monitor templates.

5. After the templates have been updated and assigned to each device, collection jobs will automatically be
created and the metrics collected. All of this new information will then be saved in the device’s entries in
the CMDB.
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After Di Full Device Inf ti
* GUI discovery populates as much information as possible in the CMDB
CMDB > Devices
New Orgs without collector » | Q@  MANAGER E O
Name IP Type Status Discovered Method Organization Agent Policy Agent Status
MANAGER 10.10.2.10 Windows Ser... Pending Oct 13 2021... WMI, PING Super
Summary Properties Menitor Software = Hardware » Interfaces = Advanced * [ auto expand Apply | Q@
Critical Monitor WAN Trunk MName Description Type 1P/ Mask MAC Address x:’;e 2;:; Security Level :f:m’;
D D WAN Miniport (PP... Local Area Connection® 4 [0 33:50:61:45... 107 3Mbps 107 3Mbps up
D D WAN Miniport {(IPv., Local Area Comnection®™ 5 ethem. T0:81:20:52... 107 3bps 107 3Mbps up
m] m] WAN Miniport (Ne_. Local Area Connection” 6 ethern. 6e:23:20:52..  1073Mbps  1073Mbps up
Summary Properties Monitor Software ~ Hardware » Storage * Advanced = Auto expand Apply
Exclud Volume Type Size Used
O o Hard Disk 40,00 GBytes 14,76 GBytes
Virtual Memory Virtual Memaory 4.25 Ghytes 558.38 MBytes
Physical Memory RAM 2.00 GBytes 669.31 MBytes
FLATINET
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GUI discovery populates as much information as possible in the CMDB.

Let’s take another look at the device we looked at in the auto log discovery example. In the auto discovery
example, you will remember that the Interfaces and Hardware tabs were blank because this information is
not in event logs. But, in the example of GUI discovery shown in this slide, these tabs are populated with
information. The ASA now has a name and we know that it is a Cisco ASA , specifically the ASA5510 model.
We also know what version of code is currently running on the device. The Interface tab shows the IP
address, MAC address, speed, and status. The Components tab shows the serial number.
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After GUI discovery, processes are mapped to CMDB groups to determine which devices run particular
applications. In this example, the running applications list for this device shows that FortiSIEM knows that the
name Microsoft IIS is associated with the process name svchost.exe, which also has a parameter of IIS

services. FortiSIEM looks for these mappings so that it knows what kind of application is running on a device.
It also populates mappings in the application groupings.
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+ Some customers struggle to provide credentials for devices in environments and hence
the discovery process cannot auto populate the CMDB application groups

Add New Application

Reuters Firewalls Windows Unix ESX NS
CMDB > Applications = Infrastructure App > DHS

e beete | @

App Group épp Hame

* These groups can be edited with IP Address Only
associations added so existing correlation rules -]

function as normal

FoATINET

SE Training Institute © Fortinet Inc. All Rights Reserved.

FortiSIEM provides the ability to manually populate application groups.

If you can’t provide credentials for the devices in your network, the discovery process can’t populate the
CMDB application groups. In these cases, you can go to the CMDB, select the application categories, select
an individual application, and edit and define these devices using only the IP address. After you do this, any

existing correlation rules will function as normal.
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« This user information can also be used for GUI LDAP authenticatio

© Fortinet Inc. All Rights Reserved. 16
If LDAP credentials are provided, user information is populated for correlation with the identity and location
feature. In the CMDB, all the users are grouped in lists. This information can also be used for LDAP
authentication to the FortiSIEM GUI.
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Here is another example of the type of information that is populated in the CMDB after a GUI discovery.

The example on this slide shows Windows services and patch information. When FortiSIEM discovers a
Windows device, it looks at what services are running on that device and lists them in the CMDB. It also
records the current state and start-up mode of the service. If a service on a Windows device has a start-up
mode of auto, and that service suddenly stops, FortiSIEM can produce an alert notifying administrators that
the service has stopped. This is useful for services such as antivirus.

The Installed Patches tab lists the name of the patch that was installed, who installed it, and when. Note that

the service and patch information is only as good as the last discovery. For this reason, FortiSIEM can be
configured to discover servers on a scheduled basis.
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+ GUI discovery is configured under
ADMIN > Setup > Discovery

« It involves configuring protocols and
credentials such as SNMP, WMI,
Telnet/SSH, and so on

Failure

+ Best practice: Test that the credentials
work before performing discovery

Success
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You configure GUI discovery under ADMIN > Setup.

1. Configure device and application protocols and credentials, such as SNMP , WMI, Telnet or SSH, and so
on.

2. Associate these credentials with IP addresses in the network.

3. Test these credentials. It is a best practice to make sure the credentials work before a discovery is
performed. If you’'ve entered improper credentials, the discovery fails.

4. Define a discovery range and scan type.

5. Choose whether you want to perform the discovery now or in the future, and perform the discovery.

FortiSIEM 6.3 Study Guide 126



DO NOT REPRINT

Discovery and FortiSIEM Agents

CODRTINET
JINTIINL ]

If in doubt, consult the documentation!

The FortiSIEM External Systems
Configuration Guide contains details
about:

* How to configure a device

« What credentials and protocols used
for each device

* What metrics are collected and for
what purpose
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How do you know what protocols and credentials are needed? If in doubt, consult the documentation.

FortiSIEM External Systems Configuration Guide contains details about:

* How to configure every device

* What credentials and protocols are used for each device

*  What metrics are collected for what purpose
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« Credentials are used for the collection of SIEM data and PAM

+ Almost every device requires a read-only SNMP credential.
+ This is a primary credential and FortiSIEM supports versions 1, 2c, and 3.

« Some devices also require a secondary credential to get more information

Examples

Primary Credential Secondary Credential

JDBC

* |f the documentation states that SNMP is required, but it is not enabled on the device, no
other access methods are attempted and discovery fails
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You can'’t collect information from a device without proper authentication. In order for FortiSIEM to perform
GUI discovery collection jobs, either SIEM or PAM, it requires proper credentials. FortiSIEM uses primary and
secondary credentials.

Almost every device requires a read-only SNMP credential. This is the primary credential for a device.
FortiSIEM supports versions 1, 2¢c, and 3 of SNMP. There are some exceptions. For example, Windows
devices require only a WMI credential; SNMP is optional. Checkpoint is another example of a device that does
not require an SNMP credential. The user guide provides details about which devices require SNMP for a GUI
discovery.

Some devices also require a secondary credential to allow information collection. An example of this is a
Cisco ASA, or a Cisco switch. If you want to collect the running configuration of that device, you need to add a
secondary credential, such as telnet or SSH. SNMP alone will not allow you to collect the configuration data.

If the documentation states that SNMP is required, but it is not enabled on the device, no other access
methods are attempted and the discovery fails.
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Step 1: Defining SNMP Credentials

1. Click ADMIN > Setup, click the
Credentials tab, and click New

2. |n the Access Method Definition
window:

Enter a name for the credential.

In the Device Type drop-down menu, select
Generic.

In the Access Protocol drop-down menu,

New

select SNMP or SNMP v3.
iv. Enter and confirm a community string
password.
v. Optionally, enter a description for the
credential.
3. Click Save.
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Name:  My_RO_SNMP_String

Device Type:  Generic =

Access Protocol: SNMP v

Community String:  ssssssss
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Deseriptions

Save Cancel
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Let’s take a look at the steps to define SNMP credentials.

1.
2.

3.

i
ii.
iii.
iv.
V.
Click S

Click Admin > Setup click the Credentials tab, and click New.
In the Access Definition window:

Enter a name for the credential. It should be something appropriate to where it will be used.
In the Device Type drop-down menu, select Generic. This is because SNMP can be use across

multiple devices.

In the Access Protocol drop-down menu, select SNMP and select the version number, if you

are using version 3.

Enter and confirm the community string password.

Optionally, enter a description for the credential.
ave.
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Fortinet and Cisco Devices (Secondary Credentials)

« Access methods for various Fortinet and Cisco devices

Access Method Definition

Patterard

Save | Cancel

Access Method Definition

ave | Cancel

Access Method Definition
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* Note: The super password is the enabled password
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* This secondary credential is in addition to the primary SNMP credential
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This slide shows how to define a secondary credential for Fortinet and Cisco devices:

1. When you select one of these devices in the Device Type drop-down menu, select the appropriate
access protocol: SSH for Fortinet FortiOS, SSH for the Fortinet FortiSwitch and Cisco’s proprietary
protocol, SDEE, for the IPS device.

2. The system will set the port to the default port for the selected protocol. You can change this if the device
is configured to use a non-standard port. You can also change the different available access protocols for
devices like HTTPS, SSH, Telnet etc.

3. You need to enter a user name and password, and may also need to enter a root password or super
password, depending on the device.
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« FortiSIEM can communicate with a

ESX or ESXi server that you want to
monitor

* FortiSIEM applies a Pull Event job to

require SNMP, because FortiSIEM uses
the VMware API

vCenter server, or with individual VMware Access Method Definition x

Name:
Device Type:

Access Protocol:

Confirm Password:  ..essess

collect audit logs and a System Monitor User Name:
job to collect VM performance metrics -
* Note: VMware monitoring does not Description:

FortiLab_ESX

VMware ESX Server

VM 5DK

Save Cancel
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FortiSIEM can communicate with a vCenter server or with each individual VMware ESX or ESXi server that

you want to monitor in your network.

VMware monitoring does not require SNMP. FortiSIEM uses the VMware API authentication to collect the
data. When it discovers a VMware device, FortiSIEM applies two collection jobs: a Pull Event job, to collect
SIEM-type information, such as audit logs, and a system monitor job, to collect VM performance metrics

(PAM).
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* Windows device credentials can use the Access Method Definition x

WMI access protocol

Hame: | windows_AD

Device Type:  Microsoft Windows Server 2016

+ A single credential is used for collecting
SIEM (event) and PAM (performance) access Protocol: | wi
data —

1 Minute(s)

NetBIOS/Demain:  fsm.local

+ Pull Interval: This setting specifies how Password config: | manual
often to pull the security, application, and
system event logs (SIEM collection only)

User Hame fsm sve
Password: | seseenes

Confirm Password:  .....ese

Alternatively, the FortiSIEM agent or
third-party agents, such as Snare, can be peseription:
used to push and filter Windows event
logs, in real time, to FortiSIEM

Save Cancel
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Most customers use a WMI credential to collect data from Windows devices. This single WMI credential is
used for both SIEM event collection and the collection of performance and availability metrics.

Take note that the pull interval set in this example applies only to the collection Windows security, application,
and system events logs (SIEM). Collection is done in an agentless fashion at every interval.

Alternatively, you could install an agent on the Windows device. FortiSIEM has its own agent that can be used
for that purpose. Third-party agents, such as Snare and Corelog, are also supported for this purpose.

An agent essentially gives a Windows device the capability to send Windows event logs, in a real time, as

though they were syslog. If you use a WMI collection job, at each interval, you are collecting chunks of events,
which could have a performance impact, depending on how busy the Windows devices are.

FortiSIEM 6.3 Study Guide 132



DO NOT REPRINT

Discovery and FortiSIEM Agents

EODRTINIET
TN TIINL- 1

Windows LDAP

* FortiSIEM only reads LDAP and doesn't
make any changes to LDAP

+ Open LDAP is also and option

+ Be careful when you specify a Base DN
setting because FortiSIEM will pull all
users and any groups they belong to
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Access Method Definition

ce Type:  Microsoft Windows Server 1016

aME: | Windows_AD

LOAP

T Microseft Active Directory

rPort:  1z9

User Name:  fsm_gw

Password:  sicevess

Confirm Password:  ..ueesss

Description:

Save Cancel
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To create a Windows LDAP credential, specify Microsoft Windows as the device type as and select LDAP as

the access protocol.

FortiSIEM only reads from the LDAP server. It doesn'’t try to make any changes to it. Therefore, the account

that you specify needs only read access to the LDAP tree.

Note that Open LDAP is also available as an option from the Device Type drop-down menu..

You should be careful when specifying the Base DN setting. FortiSIEM uses this setting as an entry point, and

it will pull all of the users and groups below this point. Depending on the tree structure, you could be
needlessly searching areas of the tree that do not have user information, or collecting user information from

branches you did not intend to collect from.
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Step 2: Defining an IP Range to Credential Association
* Define an IP address or IP address
range:
. Enter a single IP address or multiple IP ‘ Step 2: Enter IP Range to Credential Associations
addresses separated by commas
« Enter a range of IP addresses in the format, | Pevice Credential Mapping Definition *
<IP address>-<IP address>
« Enter a CIDR range in the format x.x.x.x/x IP/Host Name:  10.0.1.254
« Select one or more credentials to Credentials: | Fortigate SSH N~
associate with this IP address or IP
address range ©
« Click the + to add multiple credentials
Save Cancel
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Once you've defined all of the credentials for the devices in your network, you will associate those credentials
with IP addresses. You specify either a single IP address, multiple IP addresses (separated by commas), or a
range of IP addresses. When you specify an IP address range, use the format <IP address> —<IP
address> . When you specify a CIDR range, use the format x.x.x.x/x.

Use the plus sign (+) to associate more than one credential with an IP address or IP range.

You should try to be specific when defining these credentials. For example, if you know the Windows server
range, apply Windows server credentials to only that particular group, or range, of IP addresses.
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Testing Credentials

+ After you define and associate the credentials, testthem using the FortiSIEM test
connectivity function

Step 2: Enter IP Range to Credential Associations

New Edit Delete Test Search.. 2 K < 11

Name/IP/IP Range Test Connectivity Credential Name

Test Connectivity without Ping =
10.0.1.254 Fortigate SSH

+ Two options are available from the Test drop-down list.:
+ Test Connectivity
» Test Connectivity without Ping

» The testing determines if the defined credentials will succeed

« If the connectivity test is not successful, discovery will fail
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After you define and associate your credentials, you can test them using the test connectivity function

provided in FortiSIEM. There are two options available for testing: test connectivity and also test connectivity
without ping.

By default, when you select the Test Connectivity option, FortiSIEM pings the device to see if that device is
alive before it tests the credentials. But, if a device has a firewall that doesn’t respond to ping, the Test
Connectivity option won’t work. In this case, you would use the option Test Connectivity Without Ping.
When you select this option, FortiSIEM does not do the ping before it tests the credentials.

If the test fails, your discovery will fail. Take note of the responses you get from the connectivity test. If the test

is unsuccessful, the message it returns will give you some idea of what went wrong. Correct the issue, and
test again. Make sure that the connectivity test is successful, before moving on to discovery.
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Discovery Types

« Typically, a smart scan and a range scan discover the same number of devices, but a
smart scan is faster; however, in rare cases, a device can be missed when it is quiet and
not present in the ARP table of any of the adjacent devices
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FortiSIEM includes these discovery options: a range scan, a smart scan, an L2 scan, an AWS scan, and an
Azure scan. The most commonly used options are the range scan and smart scan.

When you use the range scan discovery method, FortiSIEM pings every IP address in the given range (ICMP
echo request). If the ping succeeds, FortiSIEM then attempts a full discovery using the credentials provided.
During the discovery phase, the capabilities of the device, along with key information such as hostname, type
of device, and so on, will be discovered.

The smart scan discovery method is based on FortiSIEM iteratively learning about only the live devices in the
network. In addition to an address range, a smart scan requires that root devices be provided. First, the root
devices are discovered and then, from their routing table (provided by SNMP), all of their live one-hop
neighboring IP addresses are learned. Then, each neighbor is discovered, using the provided credentials, and
their one-hop neighbors are discovered. The process continues until there are no more new devices to be
learned. Since only the live hosts are traversed, smart scan can be significantly faster than range scan.

A reasonably topologically connected layer 3 router/switch/firewall typically suffices as a root device. If a
network device, such as a firewall, can block SNMP, then root devices on both sides of the firewall may need
to be provided for discovering devices on both sides of the blocking device. Typically, the smart scan is faster
than the range scan method. However, in rare scenarios, a device can be missed when it's quiet and not
present in the ARP table of any of the adjacent devices.

The L2 scan is purely for updating the content addressable memory (CAM) table of switch-type devices. Itis a
smaller discovery that is not going to grab all of the performance metrics, such as CPU and memory. Because
it is going to look at only the CAM table, it can be run quite frequently. The AWS scan and Azure scan
methods, as the name suggests, are used to scan their respective environments.
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The most common discovery types are range scan and smart scan.

The definitions of these discovery jobs are very similar, but the smart scan also requires the root IP of a layer
3 network device.

When you run either discovery job, you must:
1. Specify a name for the discovery job.
2. Specify an IP address range to be discovered:
* You can specify a single IP address, multiple IP addresses, IP ranges, or CIDR ranges
* You can exclude IP addresses from the range
3. Include or exclude specific device types from the discovery job. For example, you might want to scan only
for Windows server, or you want to exclude Cisco or Juniper devices.

Between the inclusion and exclusion of IP addresses, and the inclusion and exclusion of device types, you
have very granular control over what is discovered by the discovery jobs.
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« A discovery option allows a choice for the
Name resolution setting on devices for the | Discovery Definition x
CMDB
Name:  FortiGates
* This selection allows the system to determine Discovery Type:  Range Scan :
whether to populate the device in the CMDB
with the DNS name or the name retrieved Include:  192,168.3.1,192.168.5.5,192.168.7.254
through SNMP/WMI Bckude:
Include Types: ALl 4
Exclude Types: = NONE r4
INamc Resolution: DNS first (@ SNMP/WMI first I
Options: (&
Save Cancel
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A discovery option allows a choice for Name Resolution on devices for the CMDB.

This selection allows the system to determine whether to populate the device in the CMDB with the DNS
name or the name retrieved through SNMP/WMI first.

Host names can learn from DNS look up or SNMP/WMIL. If these do not match, then choose a discovery

method with a higher priority. For example, if DNS is chosen, then FortiSIEM will get host names from DNS. If
DNS lookup fails for an IP, the host names will be obtained from SNMP/WMI.
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Other GUI Discovery Options

Other options available during discovery
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Name Resolution: DNS first @ SNMP/WMI first

Do not ping before discovery ————

L —

Ping only discovery —
Winexe based discovery —————
Only discover devices not in CMDB

+ Discover Routes
Include powered of f YMs [
Include VM Templates }_

Set discovered devices as Unmanaged |

+ Discover Installed Software _

« Discover Installed Patches }_

« Get Wind Events

There are other options that you can select when you define a smart scan or range scan discovery:

Do not ping before discovery: By default, FortiSIEM tries to ping a device, before discovery, to see if it's
alive. If the ping fails, then FortiSIEM won’t attempt to discover that device. If you are trying to discover a
device that is running a firewall, or if there is a firewall between FortiSIEM and that device, the ping may
fail. When you select the Do not ping before discovery option, FortiSIEM doesn’t attempt to ping the
device, and goes directly to the discovery. However, because FortiSIEM uses ICMP to determine
availability metrics, or the ping stat job, if you select this option, FortiSIEM will not be able to apply a ping
stat metric to that device.

Ping only discovery option: If you have a device in your network that doesn’t support SNMP, or if you
have a device that FortiSIEM doesn’t support at all, you might want to simply ping that device, to see if it's
up and running. When you select the Ping only on discovery option, FortiSIEM will apply a ping state
metric every one or two minutes, or it will constantly ping that device, and you can be notified if that device
stops responding.

Only discover devices not in the CMDB: This options is useful when you have already discovered your
network, but you want to run scans periodically, to detect any devices that have recently been added to
your network. When you select this option, the discovery ignores all of the devices that are already present
in the CMDB.

Include powered off VMs and Include VM Templates: These two options apply only to VMware
monitoring. By default, when you discover VMware servers, FortiSIEM doesn’t include powered off VMs or
VMware templates. If you want to include those devices or templates in FortiSIEM, then select these
options, as required.

Discover Routes: This options is performed during a smart scan as it is hopping from router to router
discovering devices.
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Take a high-level look at the GUI discovery operation.

To set up a discovery job, you:

1. Defined your credentials

2. Associated those credentials against a particular IP address range in your network
3. Created a discovery job

When you run the discovery job, FortiSIEM essentially takes those steps in reverse order. It:
Takes the IP addresses or range that were entered in the discovery job

Looks at what credentials have been assigned to each IP address

Uses the assigned credentials to collect various metrics from the devices

Merges the collected results and stores them in the CMDB

o=~
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Viewing Live Discovery Results

+ Once discovery is in progress a discovery Results pane appears.

Discover - Win ®

+ Results include the device IP address, name, access methods used, and any system
and application monitors discovered

* The size of the IP range being discovered impacts how long the discovery will take

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 33

Once you run a discovery, a discovery results pane appears with live data. The discovery results pane shows
you every |IP address that was discovered; regardless of whether it succeeded or failed. It also shows some
information about the discovered devices.

The discovery results pane includes a couple of options, located at the bottom of the screen, that allow you to
stop the discovery, or run the discovery in background mode.

If you need to do a large discovery, selecting the Run in Background option allows you to carry out other
tasks in the FortiSIEM interface, while the discovery is running.

The amount of time the discovery will take is dependent upon how many IP addresses are being discovered,
and how many credentials were associated with those |P addresses.
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After D|scovery—COIIect|on Templates Appl|ed

« PAM-Monitor Performance

Cvaras Jmsnior Performance ITH  Maintanance  Wisdawt Agent  Lisus Agent

« S|IEM-Pull Events

* When you use agents to collect the Wlndows evenl logs you will need to disable this job for every
Windows host, or you will receive duplicates
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After completing discovery, FortiSIEM does two things:
+ It enters the discovered devices in the CMDB
+ It applies the collection jobs for the discovered devices

If you look at the Monitor Performance tab and the Pull Events tab, you will see the different collection jobs
that FortiSIEM has applied. You will also see the metric that has been collected, such as the disk space
utilization, the protocol that’'s been used to collect that data, and how often data is collected.

Discovery of any Windows server by FortiSIEM adds a Pull Events job by default for WMI. This Pull Events
job is an agentless collection of system, security, and application event logs.

The system adds these jobs automatically. When you use agents to collect the same Windows event logs you
will need to disable this job for every Windows host, or you will receive duplicates.
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IMMNL_ 1

device individually or as

I ANALYT

a group

& INCIDENTS W CASES

Edit intervais

Export Monitars

Errors
Report
ALL MANAGER

Microsolt Win

e 5TM  Maintenance

Editing Monitor Change/Performance Settings

« Collection of the PAM metrics and SIEM events can be enabled or disabled for each

L

et Protacols to Monitor
Select Protocols to Monitor ]

QRERQ |

FoATINET

M1 Ping Stat (WM, Zmins)
PU Uil {WMI, 3mins)
lem Util (WMI, Imins)

ervice Status (WMl, Imin: 5)
agefile usage (WM, 3mins)
irtual Mem Uil (WMI, Iming)
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FortiSIEM is very customizable. You can edit various parameters on the Monitor Change Performance tab

and the Pull Events tab.

There may be times when you don’t want to collect a particular metric from a particular device. For example,
you may want to turn off the ping stat metric, or the service status metric for a Windows server. If you click on
More drop down list will appear select the System Monitor or the Application Monitor column, a window
opens listing all of the metrics that are being collected. You can enable or disable the collection of any of

those metrics. You can do the same in the Pull Events tab.

The Enable column holds an option that allows you to globally enable or disable the collection of all metrics.
For example, if you are installing an application on this server and you don’t want the collection process to
run during the installation, you can turn off the collection of all metrics by disabling the check box in the
Enable column. Collections for that device will be suspended. Once the installation is complete, you can

come back here and re-enable the collection of PAM metrics.
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Knowledge Check

1. If ping is disabled on a device, will FortiSIEM still collect availability metrics?
A. Yes

¥vB. No

2. If an administrator sends syslogs from the FortiGate firewall, but does not perform a GUI
discovery, will the device still appear in the CMDB?

vA. Yes
B. No

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

~ « Discovery

Introduction to FortiSIEM Agents
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Good job! You now understand discovery. Now, you'll learn about FortiSIEM agents.
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Introduction to FortiSIEM Agents

Objectives

» Understand the need for FortiSIEM agents

« |dentify FortiSIEM agent components

« Understand agent registration

« Describe what Windows agents are used for

+ Understand Linux agent

« Understand agent communications after deployment
« Understand CMDB status field

« Learn to assign templates

« Monitor status of agents

« |dentify reports that relate to agents

NSE Training Institute 38

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of FortiSIEM agents, you will be able to understand and deploy
FortiSIEM agents in your network.

FortiSIEM 6.3 Study Guide 146



Discovery and FortiSIEM Agents

DO NOT REPRINT
HORHNET =
Agentless—Event Collection On Servers with FortiSIEM

* Windows—WNMI for event logs and performance data
+ Windows—Event logs/flat files—agent

+ Windows—SNMP for performance data

* Linux—Syslog for audit data

Linux—SNMP for performance data

FoATINET
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Some logs and performance metrics can be collected remotely from Windows servers through WMI, and
SNMP, and by running Winexe commands. Some key performance metrics and file monitoring on Linux
servers can be done through SSH, SNMP, and syslog.
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Why FortiSIEM Agents?

+ Agents extend upon the data collection capabilities of the FortiSIEM

* In some cases useful or important data is only available by installing an agent for
collection, this is usually a limitation of the operating system

+ FortiSIEM provides:
« A limited free agent for Linux
+ A paid license for Windows agents
* A paid license for Linux agents

* FortiSIEM also supports some third-party Windows agents

i\lwé'E Training Institute ©Faortinet Inc. All Rights Reservad 40

There are few limitations when you rely completely on FortiSIEM to collect all types of logs from Windows and

Linux servers. Some of those limitations are as follows:

* Not all metrics can be collected from a FortiSIEM Linux platform through WMI.

+ Remotely running some programs, such Winexe, starts services on the servers, which may trigger
security alerts in certain environments,

+  WMI service often creates CPU load on the servers when a large number of logs are pulled through WMI,

+ Collecting logs through polling from thousands of servers is not efficient. If a server is slow or
unresponsive, you have to wait for the connection to time out. This this wastes resources.

» Linux servers send logs through syslog. However, if you want to collect file integrity monitoring data, then
some configuration must be done remotely.

Agents provide a clean and efficient way to collect exactly the data that is needed. FortiSIEM agents are very

lightweight and do not consume more than 5% of system CPU and memory. Logging data is collected and
delivered over a secured channel to the collector.
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FortiSIEM Agent Components

* In all deployments, there is one supervisor node and, optionally, worker and/or collector
nodes, depending on the chosen architecture

&
m Agent
Worker i
Supervisor ‘ Collector \

* The supervisor node now has an integrated agent manager component which manages
FortiSIEM Windows and Linux agents

+ Collectors can be multi-tenant for special cases

-
)
T
®
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£8
o
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In all types of deployments, there is always one supervisor node. You can also add worker or collector nodes,
depending on the chosen type of architecture.

The supervisor node has an integrated agent manager component that can manage FortiSIEM Windows and
Linux agents. Windows Agents (version 3.1 and onwards), can be configured and managed from the
FortiSIEM GUI. Windows agent manager is not required. As long as a license is available, you can install
Windows agents and register on the FortiSIEM supervisor node.

Linux agent require a license. You can install a Linux agent and register on the FortiSIEM supervisor node.
You can configure and manage Linux agents from the FortiSIEM GUI.
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Agent Registration

+ Agents register with the supervisor node

& =

Agent

Integrated
Agent Manager

Supervisor

+ Agents automatically belong to the organization detailed in the

InstallSettings.xml (win) file or Linux command line and an entry appears in the
CMDB

+ Ensure that any firewall located between the agents and the supervisor permit HTTPS
traffic on port 443

i‘j"é‘E Tl“airling Inst'tute @ Fortinet Ine. All Rights Reserved o

Agents register with the supervisor node using HTTPS protocol. Ensure that any firewall between the agents
and supervisor node permits HTTPS traffic on port 443. Agents automatically belong to the organization
detailed in the InstallSettings.xml file for Windows, and the Linux command line for Linux agents.
Every registered agent appears as an entry in the CMDB.
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Windows Agents
+ Central management of agents
+ Collection of higher rate events and other log files
+ Data sent securely over HTTPS from agents
+ File integrity monitoring functionality:
+ File open and close
« File creations and modifications
« File deletions
= File attribute changes
» Support for Windows event forwarding
+ Support of Windows FIPS enabled mode
+ File Hash now SHA256 on Windows agent (still MD5 on Linux)
+ Consider FortiSandbox threat feed integration that provides SHA hash
NEE Training Institute ©Faortinet Inc. All Rights Reservad 43

FortiSIEM Windows agents have the following functionality:
» They can be managed centrally from FortiSIEM supervisor node
+ They collect all Windows event logs, including security, application, and performance event logs;
DHCP/DNS logs; Sysmon logs, and so on. Agents can collect logs and forward them to the FortiSIEM
supervisor or collector at a very high rate.
+ They send all the data and logs that they collect to FortiSIEM securely over HTTPS.
» Agents that perform file integrity monitoring:
+ Collect custom log files
* Detect registry changes
+ Detect file read, write, and edits (FIM) with added user context
* They support Windows event forwarding. When Windows even forwarding is installed on a central server, it
can collect all events from various Windows servers and send them to the FortiSIEM node.
* They support Windows in FIPS enabled mode.
* Note that on Windows agents, the file hash is now SHA256. (On Linux agents, the file hash is still MD5.)
Consider using FortiSandbox threat feed integration, which provides SHA hash capabilities.
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Windows Agent Installation Requirements

Requirements Windows Agent

CPU x86 or x64 (or compatible) at 2Ghz or higher
DISK 10 GB (minimum)
OS Version Windows 7,8,10 and Windows Server 2008R2, 2012, 2012-R2,
2016
RAM + For 32-bit OS: 2 GB for Windows 7, 8, 10 minimum

« For 64-bit OS: 4 GB for Windows 7, 8, 10, Windows Server
2008 /2012 minimum

Windows Agent 2.1: .NET 4.5 or higher
*+  Windows Agent 2.0: .NET 4.0
» PowerShell 2.0 or higher

Software Installed

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 44

FortiSIEM Windows Agent 3.0 runs on the following operating systems:
»  Windows 7 Enterprise/Professional

* Windows 8

* Windows 10

*  Windows Server 2008 R2

*  Windows Server 2012

*  Windows Server 2012 R2

*  Windows Server 2016

You need a minimum of 10 GB disk space, a 2-GHz or higher CPU, 2 GB or 4 GB of RAM, depending on the
0OS, and .NET framework software must be installed.
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Windows Agent

+ Key features
« File integrity monitoring (FIM)
« Registry monitoring
« Windows event logs and log file monitoring
= High event rate handling
« USB activity detection

N ) . Security Event Logs (High EPS) N
* Multiple monitoring templates Callect DN, DHCP, DFS, S Logs T
+ Usability—template assignment in fewer clicks D g AT
« Monitored ﬁle—directory exclude Local Parsing and Time Normalization N
» Powershell, WMI for each template S5 Enaypin v
+ Monitor any log file in Windows event tree Pas) Sefla Deoyehn 4
Registry Change Detection Vv
File Integrity Manitoring N
User Defined Custom Log File Monitoring v
Extend WMI Monitoring v
PowerShell Command Output Monitoring v
Removable Drve CD/DVD & USB

Monitoring v

ﬁ"é'E Training [nsﬂtute © Fortinet Inc. All Rights Reserved. 45

Agent-less Advanced
Technology Agent

I R R—

Discovery
Performance Mnmlunng \f
Collection of System li and
Secunty Event Logs {Iuw EPS) v

T R S

Caollection of System, Appli and

Windows agents provide a clean and efficient way to collect exactly the data that you need. FortiSIEM agents
are lightweight and do not consume more than 5% of system CPU and memory. FortiSIEM Windows agents
have the following functionality:

Collect any Windows event log including security, application and performance event logs, DHCP/DNS

logs, Sysmon logs, and so on.
Collect custom log files.
Detect registry changes.

Detect file read, write, and edits (FIM) with added user context.
Run any powershell command and send the output as logs, which allows users to capture data at periodic

intervals and send to FortiSIEM.

Detect removable media insertion, deletion, read, and write.

The FortiSIEM agent manager can manage a large number of FortiSIEM Windows agents using configuration
templates. You need to create a template and associate it with the servers. You can configure Windows
agents to send logs to FortiSIEM collectors.
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Linux Agents

+ Central management of agents

Collection of any logs sent to the syslog facility
Monitoring of custom log files

* Uploading of data over HT TPS to super/collectors

Perform these file monitoring functions:
+ File open and close
= File creation and modification
« File deletion
+ File attribute changes

NEE Training Institute ©Faortinet Inc. All Rights Reservad 48

FortiSIEM Linux agents, which is a paid version, provides a scalable way to collect logs and other telemetry
from Linux systems in a secure and optimized manner. Linux servers send logs through Syslog.
However, if you want to collect file integrity monitoring data, then you must perform specific configuration
remotely.
For that purpose, you can use the Linux agent, which can do the following:
+ Central management of agents
» Collect any logs sent to the syslog facility
* Monitor custom log files
» Upload data over HTTPS to super/collectors
» Perform these file monitoring functions:
* File open and close
+ File creation and modification
+ File deletion
* File attribute changes
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Linux Agent — Linux Agent Installation Requirements

* The FortiSIEM Linux Agent runs on the following operating systems:

-

CentOS 6.x and 7.x

Redhat Enterprise Linux 6.x and 7.x
Ubuntu 14.04, 16.04, 18.04, 20.04 LTS

« Amazon Linux 1 and Amazon Linux 2

Requirements Windows Agent

CPU

DISK

OS Version

Memory

NSE Training Institute

1 x vCPU x64 at 1.5Ghz or higher

1 GB (minimum), agent used ~ 300MB

CentOS 6.x and 7 .x

Redhat Enterprise Linux 6.x and 7 .x
Ubuntu 14, 16, 18

Amazon Linux 1 and Amazon Linux 2

» 512MB or higher, agent uses <100MB

© Fortinet Inc. All Rights Reserved.

FortiSIEM Linux Agent has been tested to run on the following Linux operating systems:

CentOS 6.9 and later

CentOS 7.4 and later

Red Hat Enterprise Linux 6.9 and later
Ubuntu 14.04, 16.04, 18.04, 20.04 LTS
Amazon Linux 1 and Amazon Linux 2

You need a minimum of 1GB disk space, a 1.5Ghz or higher CPU, and 512 MB or higher of RAM.
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Agent Communications After Installation
« Agents maintain communication with the supervisor after initial installation
;"\ % % HTTPS ""gf:‘;,
" §5| €~=rcrccrecnonan
5= [ —
£E S
Eo Agent Registration
2 " health
Supervisor Template Collection
* This serves two purposes:
* Report agent status and health
» Poll and collect any new agent templates
« Each agent will poll the supervisor every one minute, by default
i]"é'E Training Institute ©Faortinet Inc. All Rights Reservad 48

The agents continue to communicate with the supervisor node after initial installation. There are two reasons
for that: one is to report agent status and health and the other is to poll and collect any new agent templates.
By default, every agent polls the supervisor every one minute.
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Agent Status Field

+ After you install an agent, it appears in the CMDB with AGENT listed in the Method
column

« The Agent Status field may display various states initially, depending on whether a
matching template is predefined or not

Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices
New FortiBank « Discovered by All ~ Q
Name 1P Type Status Discovered Method Agent Policy Agent Status
FortiBank_Collector 10.10.2.64 Generic Unix Pending Oct 22 2021, 10:54:16 AM LOG
fortibank_dc.fortibank.net 10.10.2.63 Windows Unmanaged Oct 22 2021, 11:05:49 AM AGENT Registered
FLIATIET = & o
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After you install an agent, it appears in the CMDB with AGENT listed under the Method column. The Agent

Status field may display various states initially depending upon whether a matching template is predefined or
not.

The following agent status values are possible:

Registered: The agent has completed registration but has not received the monitoring template.

Running Active: The agent has received a monitoring template and it is performing properly.

Running Inactive: The agent is running, but does not have a monitoring template. The reasons could be that
there is no license, or there is an incomplete definition; that is, no collector or template is defined for that host.
Stopped: The agent is stopped on the Linux server.

Disconnected: The supervisor did not receive any status from the agent for the last 10 minutes.
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FortiSIEM Agent Templates

* Templates are defined in the

FortiSIEM GUI Templates
* One or more templates can be

assigned to the same agent and
the configuration will be merged

Integrated
Agent Manager

Supervisor

=

.G
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Templates are defined in the FortiSIEM GUI. You can assign one or more templates to the same agent and
the configuration will be merged.

Templates define security event logs, system event logs, DNS logs, DHCP logs, custom application logs, file
integrity monitoring logs, and so on.

For example, you might use template 1 to collect Windows event logs, template 2 to collect Windows event
logs or application logs from DNS and DHCP, and so on.
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Discovery and FortiSIEM Agents

Creating Templates

Setup > Linux Agent

(service provider)

8 Storage »  Collector

&3 Device Support

Windows Agent Monitor Templates

Credentials  Discovery

* Access the template editor through ADMIN > Setup > Windows Agent or ADMIN >
* You can define one or more templates that you can use across multiple customers

* Note: The template name cannot contain spaces

Pull Events  Monitor Performance  STM  Maintenance Windows Agent  Linux Agent

05 ADMIN

-

Generic  Event l:lu-- Leg FiM Change Seript

Agent Monitor Template

Shell Script

Name: Sec_Event_Log

Description:  Security Event Log

Save Cancel

Add Wind
B Health I Hew I Edit | Delete | Clone | Export | Import
: Hame Dascription Event Log UEBA File Log FiM
E3 License
Sec_Event_Log Security Event Log v
05 Settings
FEIATINET = & =
E Training Institute ©Fortinet Inc. All Rights Reservad
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You can create, edit, or delete a template from ADMIN > Setup > Windows or ADMIN> Setup > Linux
Agent. You can use the templates across multiple customers or service providers. Remember that the

template name cannot contain spaces.
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Host to Template Associations

+ One or more templates are then selected along with one or more collectors

+ Note: The first policy to match each agent is used, you can change the order of the
polices be moving polices up or down in the list

+ Click Apply for changes to take effect

Host:
Template: [ All Templates
O Au_Logging

& Security_Logging
™ system_enly

Collector: [ All Collectors

Host To Template Associations & MT_coll
il ollector

Hew Edit Delete Apply Up Down

Rank Hame Organization Host Template Collector

1 FortiBank_Sec_Log_Agents FortiBank ANY Sec_Evenl_Log Collector

Collectort

i\lwé'E Training Institute ©Faortinet Inc. All Rights Reservad 52

After defining the templates, you need to associate hosts with templates. One or more templates are then
selected along with one or more collectors. To scale to many hosts, use policies. A policy is a mapping from
organization and host, to templates and collectors. Policies are evaluated in order (lower order or rank is given
higher priority) and the policy that matches first, is selected. Therefore, define the exceptions first followed by
broad policies. Hosts are defined in terms of CMDB device groups or business services. Multiple templates
can be used in one policy and if there are conflicts, the system detects them.
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Agent Uploads After Template Assignment
« Ensure that any firewalls between the agents and collectors permit HTTP(S) traffic on
port 443
= ﬁ Lk
'é' B ML 2 £
Agent T ©
=
— w 2
. Supervisor
Agent “~HTTPS Collector
Data .
‘\
<&
Collector
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The agents collect the data from Windows computers, as defined in the assigned template, and send the data
to the collector using HTTPS.

A collector is always required for agents to upload data. Agents cannot upload data directly to the supervisor
node.
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Using Agents and Agentless Collection

* Best practice—still performs the discovery of the server

+ Discovery option to turn off collection of Windows events through WMI
;v

Do not ping before discovery
Ping only discovery

Performance metric IIReRE besed dRcovery

collection—CPU, Only discover devices not in CMDB
Interface, process,

« Discover Routes
and so on

Include powered off VMs

~ Pulling of Windows Include VM Templates
events (system, Set discovered devices as Unmanaged

security, application)

+ Discover Installed Software

i Oy e al 1 o Ma ne
v Get Windows Events

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 54

The discovery of any Windows server by FortiSIEM adds a Pull Events job by default for WMI. This Pull
Events job is an agentless collection of system, security, and application event logs.

The system adds these jobs automatically. When you use agents to collect the same Windows event logs,
you will need to disable this job for every Windows host, or you will receive duplicates.

It's a best practice to use agents for Windows event log collection, especially for critical, high-volume
machines, such as domain controllers. If performance data is also required (CPU, memory, disk and so on),
you can use agentless collection through WMI. To avoid getting duplicate Windows security, application, and
system events, you clear Get Windows Events, which is associated with event log collection only.
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Finding Events From Linux or Windows Agents

+ External Event Receive Protocol = Linux Agent
+ External Event Receive Protocol = Windows Agent

NSE Training Institute

©Fortinat Ine. All Rights Raserved

(+] External Event Receive Protocol % Linux Agent AND s
! Event source
U U i ok Security-Auditing
Event Type Win-Security-4663
Pxtern
~ @] External Event Receive Windows Agent
Protocol
. a62%cchd-53d2-4d74-aTc4
Machine GUID
= o Eos 6734b957db8b
=) ) TVETT SEVETTY CATeoTy TOw
[ O Event Type Generic_Unix_Cron_Comm...
O & External Event Receive Linux Agent
Pratacol
0 ™ Organization 1D 2001

55

To search for events that are uploaded by a Linux or Windows agent, you can search by External Event
Receive Protocol for Linux Agent or Windows Agent.
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Summary Properties Monitor Software~ Hardware v Configuration Relationships [ Auto expan
Event Receive Status
Metric Last Successful Status
Windows Agent im 21s ago Normal
Summary Properties Monitor Software~ Hardware ~ Configuration Relationships O Auto exp
Event Receive Status
Metric Last Successful Status
Syslog 5m 13s ago Warning
Linux Agent 34s ago Normal
FEATINET = & 2
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Windows and Linux agents have their own Event Receive Status metric, which reports the last time events

were received from each agent.
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Reports

* All pre-existing Windows auditing reports work with events reported by the Windows
agent
« There are some agent-specific reports available that allow reporting on:
« Installed software changes
* Registry changes
+ File modifications
+ File contentchanges

Resources > Reports

o

More = | Q. FortiSIEM Agent

Sync Scheduled Name Description

Change: Windows File Content Changes (Via FortiSIEM Agent) This report captures file content changes detected via FortiSIEM Agent

This report captures the details of windows server file access events detected
via FortiSIEM Windows Agent

Change: Windows File modification (via FortSIEM Agent)

Change: Windows Installed Software Changes (Via FortiSIEM Agent) This report captures installed software changes detected via FortiSIEM Agent

Change: Windows Registry Changes (Via FortiSIEM Agent) This report captures registry changes detected via FortiSIEM Agent

This report captures FortiSIEM Agent operational errors - uninstalls, stopped
and non-respansive

FortiSIEM Windows Agent Operational Errors
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All pre-existing Windows auditing reports work with events reported by the Windows agent.

There are some agent-specific reports available that allow reporting on some of the specific features of the
agent, such as installed software changes, registry changes, file modifications, and file content changes.

Click RESOURCES > Reports. In the search field, type agent to get a list of the agent-specific reports.
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Knowledge Check

1. Which two Linux OS types support Linux Agent? (Choose two.)
A, Centos 6.x
< B. Amazon Linux 2
C. Tiny Core Linux
D. Kali Linux

2. Whatprotocol is used for communication between an agent and a supervisor?
A. FTP
B. SSH
C. HTTP

¥'D. HTTPS

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

-+ Discovery

NSE Training Institute

-« Introduction to FortiSIEM Agents

© Fortinet Inc. All Rights Reserved.

Good job! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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~ ldentify the two types of discovery included in FortiSIEM
Understand the differences between the two types of discovery
Understand the GUI discovery process

Learn the steps to perform a discovery

Understand the need for FortiSIEM agents

Identify FortiSIEM agent components

Understand agent registration

Describe what Windows agents are used for

Understand Linux agent

Understand agent communications after deployment

Learn to assign templates

Monitor status of agents

Identify reports that relate to agents

QSRR R R X

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 60

This slide shows the objectives that you covered in this lesson.

By mastering the objectives that you covered in this lesson, you learned how to understand and identify
discovery methods, and how to deploy Windows and Linux agents with FortiSIEM.
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In this lesson, you will learn about FortiSIEM analytics by looking at structured raw message searches and

structured searches using various operators.
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Lesson Overview

- Introduction to Analytics

' Fundamentals of Structured Search
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In this lesson, you will learn about the topics shown on this slide.
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Introduction to Analytics

Objectives

+ Understand analytics

* Understand raw message search
* Learn the search operators

+ Perform a real-time search

+ Perform a historical search

(&1

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding analytics, you will be able to use them to search analytics.
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Analytics Overview

NSE Training Institute

+ After you set up FortiSIEM to receive and collect SIEM and PAM information from your
environment, how do you view the data?

« FortiSIEM analytics allows you to look at the data generated by all your applications,
servers, and devices—physical, virtual, cloud, or on premises on the same interface

+ Granular search capabilities enable you to troubleshoot problems; investigate security
incidents; identify the top talkers, destinations, and protocols; and so on

* Use search power to generate reports and dashboards related to your job function

© Fortinet Inc. All Rights Reserved

Analytics

After you set up FortiSIEM to receive and collect SIEM and PAM information from your environment, how do

you view the data?

FortiSIEM analytics allows you to look at the data generated by all your applications, servers, and devices,
whether they are physical, virtual, in the cloud, or on premises on the same interface.

FortiSIEM analytics also provides granular search capabilities that enable you to troubleshoot problems;
investigate security, performance, and network incidents; identify the top talkers, destinations, and protocols;

and so on, reported by all of your devices.

You can then use this search power to generate reports and dashboards related to your job function.

FortiSIEM 6.3 Study Guide

172



DO NOT REPRINT

CODRTINET
JINTIINL ]

FortiSIEM Analytics

Logs Review

« FortiSIEM processes every log it receives, whether pulled or collected

Raw Event Log

Event Attributes

Event Type

Event
Classification

(Event Type Group)

<134>0ct 01 2021 14:17:56: %ASA-6-302015: Built outbound UDP connection 408228 for
outside:8.8.8.8/53 (8.8.8.8/53) to inside:192.168.69.5/56924 (192.168.70.1/33909)

Raw Message

Parsed Attributes / MetaData / Structured Data

ASA-302015

Reporting Vendor | IP Protocol Destination IP Destination TCP/UDP Port
Cisco ubP 8.8.8.8 53

w Event Types
b Ansilability
¥ Performance
b Chasge
b Secuity

= Regular Traffic

P Permit Traffic

NSE Training Institute
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FortiSIEM processes every log it receives, whether it is pulled or collected, whether it is security information or

performance information.

FortiSIEM log processing includes parsing the data, populating event attributes, and enriching other attributes.
Then, FortiSIEM maps the log to an event type, and stores all of that information in the CMDB. FortiSIEM also
stores the original message in the raw event log.

FortiSIEM gives most events a classification within the CMDB that describe the kind of message it is. For
example, was it a security event? Or was it a permitted or denied traffic event? Or was it a logon failure?
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Time-Related Search Types

* FortiSIEM provides two different time-related search types:
+ Real-time: data currently entering the system
= Historical: data that was received previously

* Relative
* Absolute

* How far back in time you can go depends on your storage

& ANALYTICS

* Note: Real-time searches retrieve data from memory and historical searches retrieve
data from disk

Time Range

2 Real-time @® Relative Last 10 Minutes w

Absolute

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 5

FortiSIEM provides two different time-related search types. The first search type is called a real-time search,
which looks at the data as it comes into the system, whether the data is sent by a device or pulled by
FortiSIEM.

A historical search looks at data that was previously received and stored. How far back in time you can go
depends on how much storage is allocated to the system, and the number of events per second the
environment generates. For example, if your network is sending 500 events per second to FortiSIEM, it would
require approximately 1 TB of storage space for a years’ worth of data.

Note that real-time searches retrieve data from memory before the data is stored, and historical searches
retrieve data from disk.
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+ Multiple historical time selections are available ,
Time Range
Time Range ) Real-time ) Relative
O Real-time ® Relative Last 0 - Slniites @® Absolute [¥] Always prior v Hour(s) v
m Trend Interval: Auto v
) Absolute G Day(s)
Week(s)
Trend Interval: Auto v Days Month(s)
Quarter(s)
Year(s)
Time Range
O Real-time @® Relative Last 10 £  Minutes v
O Absolute
ﬁ"é'E Training ll'lstltute @ Fortinet Inc. All Rights Resenved. 7

If you choose to perform a historical search, you can choose from multiple time selections.

One option is relative time, which allows you to go back a certain number of minutes, hours, or days, relative
to the time you start the search.

There is also the absolute time option, which allows you to look at a specific date and time, such as last
Thursday between 1:00 and 1:30 in the afternoon.

The Always prior option allows you to specify the previous day, the previous week, or the previous month,
quarter, or year.
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Search—Filter Criteria Types
« FortiSIEM prowdes three options for searching data: Event Keyword, Event Attribute, and
CMDB Attribute
s ANALYTICS B INCIDENTS
£ Actions » | [1] Raw Messages
(=2 _ — Q Run
Filter Load Save Clear All
|
J _' Real-time @ Relative Last 1] Minutes v
,_!_. Absolute
e Trend Interval: Auto v
O she
Apply & Run Apply Cancel
Event Reverve v - g g e e v e nav Evern Lug
* You can use either filter in a real-time or relative (historical) search
* You can use CMDB Attribute to search CMDB inventory
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B
FortiSIEM uses operators to build search conditions to filter data in a structured way.
You can use query filters to perform a real-time search or a historical search.
You can also run the search without any condition for both real-time or historical search.
You can use CMDB Attribute to search CMDB inventory.
176
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Analytics—Keyword Search

+ Keyword search queries the stored raw message for keywords

* You can use a keyword search to query any raw message, even if the message is
unknown to FortiSIEM

b3 B DASHIOAKD B ANALYTICS B MCOENTS B CA

p— | p—

E= | Raw Event Log CONTAIN Q fun lidcat Chart fer COUNT{Matched Events) -

Raw Messages - Last 3 Hours

) shome tvens Type [} W B v

Event Recetve Time Heporting I Evert Fae

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved.

One of the benefits of storing the raw message is that you can use a raw message search to examine the raw
message for keywords.

You can query any raw message, even messages that are unknown to FortiSIEM. An unknown message is a
message that FortiSIEM received for which it didn’t have an appropriate parser to correctly parse the
message and give it an event type.
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Keyword Search Operators

* Where multiple words are specified, you can use an appropriate Boolean
operator to match the search criteria:

NOT

Kl [N

If multiple keywords are used, if no operator is defined the search will use by
default the operator OR

« Keywords are not case sensitive, and wildcards are not supported

* As a best practice, operators should be in capitals, although the search will
treat these words as operators

It is not possible to use AND, OR, NOT as keywords for this reason

FoATINET

SE Traiﬂing Institute ©Fortinet Inc. All Rights Reserved. 10

Raw messages can be searched by building a search query with the Raw Event Log attribute. This allows to
search keywords in log messages with structured queries.

The supported Boolean operators are AND, OR, and NOT.

Use the CONTAIN or NOT CONTAIN operator in structured search condition.

Keywords are not case sensitive, and wildcards are not supported.

So, if you search for the word in lowercase, the search returns results that contain words in uppercase as well.

The CONTAIN operator will be discussed later in the lesson.
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the keyword Success

Keyword Search Operators—AND

+ Example of using AND as an operator
« Search only events where the raw event log contains the keyword Logon/Logoff AND

0 Actions = [1] Rew Messages [ +]

B~ || Raw Event Log CONTAIN Logon Logall AND Raw Event Leg CONTAIN Success

.
000
: I|
. v " . m
ithn Juh M3 obe "= oo wn = '

Show Event Type [ Wrap Raw Events

Event Recelve Time Reporting IP Event Type

Ol 1B 2021, 10:02:21 AM 172.16.10.18 Wi Secui ity- 0

=- | Qi

Raw Messages - Last 10 Hours

Event Hume

Filter

®

Event Keyword

Logon/Logoff AND Success

- Event Attribute

an
ar

NSE Training Institute
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This is an example of an AND operator where you are searching for logon/logoff events that had been
successful. So you would use an AND operator to build your search criteria. This searches for events where
the raw event log contains the keyword Logon/Logoff AND the keyword Success.
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Keyword Search Operators—OR

« Example of using OR as an operator

udp

i L R L '
Filter 57 i it g e e e B Vg SRR

® Event Keyword tcp OR udp

~ Event Attribute

*Could also be used due
to default operator 2 e

Filter

® Event Keyword tcp udp

~ Event Attribute

« Search only events where the raw event log contains the keyword tcp OR the keyword

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

This slide shows an example of an OR operator where you are searching for TCP or UDP events. So, you
would use an OR operator to build your search criteria. This would search for only events where the raw event

log contains the keyword tcp OR udp.

FortiSIEM 6.3 Study Guide

180



FortiSIEM Analytics

DO NOT REPRINT

CODRTINET
TN TIINL- 1

-—
Keyword Search Operators—NOT

+ Example of using NOT as an operator
« Search only events where the raw event log does not contain the keyword Success

W ANALYTICS A INCIDENTS B3 CASES S CMDB LM RESOURCES

& Actions +  § [1] Raw Messages [+] Filter

E»~ || Raw Event Log NOT CONTAIN success @ Event Keyword NOT success = Q, Run

v Event Attribute

Raw Messages - Last 3 Hours

Show Event Type D Wrap Raw Events

Event Receive Time Reporting IP Event Type Event Name
Oct 18 2021, 11:27:38 AM 192.168.3.1 FortiGate-traffic-denied Denied traffic
Oct 18 2021, 11:27:38 AM 192.168.3.1 FortiGate-traffic-close Session closed
Oct 18 2021, 11:27:38 AM 192.168.19.65 ASA-302014 Teardown TCP connection
FEATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 13

This is an example of a NOT operator where you are searching for Logon/Logoff events that had been
unsuccessful. So, you would use the NOT operator to build your search criteria. This would only search for
events where the raw event log does not contain the keyword Success.
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Keyword Search Multi-Operators

- Example of using AND and NOT as|*" " = ° . . | ————
operators - s | o || St —

+ First search looks for a specific B P
firewall event that is TCP and { reshamia e -
includes the keyword inbound ot | s | coet

o] S— P T e e e R Evant Loy

* The second search looks for the e =1 | s
same firewall event that is TCP but | - °
does not include the keyword
inbound, and so returns outbound

Asalute

connections only et -

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 14

This is an example of keyword search using AND and NOT as operators. The first search looks for a specific
firewall event that is TCP and includes the keyword inbound. The second search looks for the same firewall
event that is TCP but does not include the keyword inbound, and so returns outbound connections only.
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Analytics—Keyword Phrase Search

* Phrases should be enclosed in double quotes

b AMALYTICS B INCIDENTS W CasEs B cMDE & RESOURCES

0 Actions = | ] [1]Raw Messages

En= || Raw Event Log CONTAIN TCR connection =« QR ndicator  Chart for COUNT{Matched Events) »

Raw Messages - Last 10 Hours 15m 1h 1d 7d 304

Filter
@ Event Keyword “TCP connection”

~ Event Attribute

T T T Y
Show Event Type ] Wrap Raw Events H < 338 66,750 ¥
Event Receive Time Reparting IP Event Type Event Hame Raw Event Log
et 18 2021, 11:27.43 AM 192, 168.19,65 ABA-B0E013 13420 17 2013 01:03.43; BASA-6-307013. Bullt inbound TEF connection 543
Det 18 2021, 19:27:43 AM 192.168.19.65 ASA-302014 VidsJan 17 2013 01:03:43: BASA-6-303014: Teardown TCP connmetion 641115
Qct 18 2021, 11:227:41 AN 192,168, 19,65 ALA- DI04 134 Jan 07 2013 01:07:40: RASA-6-202014: Teardown TCP connection 641210,

* If double quotes are not used, each word will use the default operator of OR

FoATINET

SE Training Institute © Fortinet Inc. All Rights Reserved.

One of the benefits of storing the raw message is that you can use a raw message search to examine the raw
message for keywords.

You can query any raw message, even messages that are unknown to FortiSIEM. An unknown message is a
message that FortiSIEM receives, but does not have the appropriate parser to correctly parse and assign an

event type to.

In this example, you are performing a keyword search “TCP connection”. If you do not use double
quotes, then each word will use the default operator of OR.
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IMMNL_ 1

refinement 3

[1] Raw Messages

Q Actionz » | |

e~ Raw Event Log CONTAIN /

A AND Raw Ev

I ANALYTICS A INCIDENTS

ent Log CONTAIN TCP AHD Raw Event Log HOT € =

Filter
Event Keyword

@ Event Attribute

Paren Attribute

o o
e ©
o ©

Raw Event Log
Raw Event Log

Raw Event Log

CMDB Attribute

Sho Time Range

Event R Real-time ® Relative

Abzolute
Oct 18 3

Trend Interval: Awto
Oct 18 3

Oct 187

FoATINET

Last 1o Haurs

Load

Apply & Run

Save

Apply

Changing From a Keyword Search to an Attribute Search

+ After running and obtaining results from any keyword search, selecting the
attribute search option dlsplays the equivalent search crlterta for further

Clear All

oF
20130

2013 01

20130

SE Training Institute
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After running and obtaining results from any keyword search, selecting the attribute search option displays the
equivalent search criteria for further refinement.

One of the benefits of storing the raw message is that you can use a raw message search to examine the raw

message for keywords.

You can query any raw message, even messages that are unknown to FortiSIEM. An unknown message is a
message that FortiSIEM received for which it didn’t have an appropriate parser to correctly parse the

message and give it an event type.
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+ Email Result

« Export Resuit

+ Copy To New Tab
« Save as Report

* Create Rule

NSE Training Institute

pos @ DASHBOARD

Perform Actions on Search Results

* FortiSIEM provides the following options to perform an action on analytics results:

s ANALYTICS

@ Actions v | 3 [1] Raw Messages

& Email Result § CONTAIN ASA AND Raw Event Log CONTAIN TCP AND Ray

e Export Result
Copy to New Tab
[® Save as Report
© Create Rule

P_EI(]CIJ —

1500

© Fortinet Inc. All Rights Reserved.

To perform actions on results, click the Actions drop-down and choose one of the following options:

* Email Result

* Export Result

+ Copy To New Tab
+ Save Report

* Create Rule
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Knowledge Check
1. If FortiSIEM administrator searched for the word ADMIN using the Raw Event Log attribute,
would administrator also receive events for the word admin?
YA Yes
B. No
2. If an administrator sends custom billing application event logs for an unsupported device to
FortiSIEM as syslog, could the administrator search for data for that device?
YA Yes
B. No
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 18
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Lesson Progress

<  Introduction to Analytics

' Fundamentals of Structured Search
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Good job! You now understand analytics.

Now, you'll learn about the fundamentals of structured searches.
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Fundamentals of Structured Search

Objectives

« Describe structured searches
+ Define structured search operators
* Build search conditions

NSE Training Institute 20

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of structured search conditions and operators, you will be able
to use structured search operations to build search conditions.
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« Structured searches allow you to look for logs that match a specific set of conditions

* For example:
+ Logs from an individual server, or all Windows servers
» All logs from any source with a source IP address inthe 172.16.x.x network range
» All logon failures from only the London switches
= All successful VPN logons from a specific VPN gateway in New York whose username contains the
name “Smith”
+ AllIPS events to the destination host credit card server

FoATINET

E Training Institute ©Fortinet Inc. All Rights Reservad 21

Structured searches allow you to look for logs that match a specific set of conditions. For example:

* Logs from an individual server, or all Windows servers

+ All logs from any source that has a source IP address in a specific network range

» Logon failures from only the London switches

» All successful VPN logons from a specific VPN gateway in New York whose username contains the name
“Smith”

+ All'IPS events to a specific destination host credit card server in your network
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Structured Searches

+ Structured searches allow granular queries of the parsed data attribute values

Raw Event Log

Event Attributes

Event Type

Event
Classification

<134>0ct 01 2021 14:17:56: %ASA-6-302015: Built outbound UDP connection 408228 for
outside:8.8.8.8/53 (8.8.8.8/53) to inside:192.168.69.5/56924 (192.168.70.1/33909)

Raw Message

Parsed Attributes / MetaData / Structured Data

ASA-302015

Reporting Vendor | IP Protocol Destination IP Destination TCP/UDP Port
Cisco ubP 8.8.8.8 53

(Event Type Group)

w Event Types
b Ansilability
¥ Performance
b Chasge
b Secuity

= Regular Traffic

P Permit Traffic

NSE Training Institute
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FortiSIEM processes every log it receives, whether pulled or collected, whether it is security information or

performance information.

FortiSIEM log processing includes parsing the data, populating event attributes, and enriching other attributes.
Then, FortiSIEM maps the log to an event type, and stores all of that information in the CMDB. FortiSIEM also
stores the original message in the raw event log.

FortiSIEM gives most events a classification within the CMDB that describes the kind of message it is. For
example, was it a security event? Or was it a permitted or denied traffic event? Or was it a logon failure?
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FortiSIEM Analytics

Event Details

the Event Details window

that was parsed out of the
message, and enriched data

on any of these attributes

NSE Training Institute

* For every log, you can view the
raw event log and parsed data on

* The example on this slide shows
the original raw events, information

* You can base structured searches

) Shorw Event Trpe ) Wrnp R Everts

Event Recaive Time Reporting P Event Type Event Hame

Det 18 2020, 113740 Ain 19218801 Fostiiate-appeted dps pass  FortiGabe ap

Event Details

127:43 date
913800441 |
all
8.13 sreport=12894
dstint{="DMI" profiletypas"applis” protos6 service

Display Filter Item

a Application Group Name

Application Name

ooo0oo0o
oooooo

11" datip=06.45.11. 102 dstport=441

“HTTPS® palicyld=32

Value

Hetwork Service
SSL_TLSv1.0

1

1

Sunnyvale

United States of America

© Fortinet Inc. All Rights Reserved.

To view Event Details, select any raw log message under Raw Event Log column. When you select the raw

event log, a right arrow icon appears in the Raw Event Log column. If you click the arrow icon, you will see
the Event Details associated with that event.

For every log, you can view the raw event log and parsed data in the event details.

The example on this slide shows the original raw message, information that was parsed out of the message,
as well as enriched data. You can base structured searches on these attributes.
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Structured Search Conditions

« Structured searches are created by defining conditions
@ Event Attribute

Paren Attribute Operator Value Paren Next Row

o o R = v || value o & aD v © @

Condition

Example A

[ B

Example B

* You can create searches that have single or multiple conditions

FoATINET

E Training Institute ©Fortinet Inc. All Rights Reserved. 24

You can create structured searches by defining conditions that have the following structure: an attribute, an
operator, and a value.

For an example, the Reporting IP attribute, which is the IP address of the device that is reporting data, equals
a specific value, suchas 192.168.1.1.

Or, the User attribute contains the word smith.

You can create structured searches that have single or multiple conditions.
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Structured Search Multiple Conditions

* When you use multiple conditions, you must specify the next logical operator between
conditions

Condition

Example A

B N N -
e e -

Example B

When you use multiple conditions in a structured search, you must specify the next logical operator between
conditions.

On this slide, example A shows a search for events that came from two specific devices:

The first condition specifies that the reporting IP equals 192.168.1.1.

The second condition specifies that the reporting IP equals 192.168.1.67.

The next logical operator between the two conditions is an OR operator, because the search is for events
from condition 1 OR condition 2.

On this slide, example B shows a search for a specific event type, but only when the user attribute has a
particular value:

The first condition specifies that the user contains the word smith

The second condition specifies that the event type equals Win-Security-640.

Because you are looking for events in which both of these conditions are met, you must use the AND
operator as the next logical operator
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Structured Search—Parentheses

* When you use multiple conditions, you may need to add parentheses for the query to

make sense
) OR C

Using Parenthesis

Condition

Example

(Il s .. - |
C

G $EEm 20O EE - - |
E= = B

NSE Training Institute ©Fortinst Inc. All Rights Ressrvad. %

| AND | Condition 4

)

| | AND | Condition 2

Sometimes, when you are performing a search that has multiple and complex conditions, you may need to
use parentheses for the query to make sense. This is a search in which you might specify condition 1 AND
condition 2 OR condition 3 AND condition 4.

The interface allows you to put parentheses around specific search conditions, so that the search makes
sense.

This slide shows an example of a search for events in which the reporting IP address equals a specific value,

AND the user attribute contains a particular word, OR events in which the reporting IP address equals a
specific value, AND the event type contains a specific event type.
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Structured Search Operators

* You can use the following operators in structured searches:
= Equal to
1= Not equal to
> Greater than
< Less than
>= Greater than or equal to
<= Less than or equal to
BETWEEN Between two values
NOT BETWEEN Not between two values
IN In this list of value 1, value 2, value N
NOT IN Not in this list of value 1, value 2, value N
CONTAINS Contains this keyword
NOT CONTAINS Does not contain this keyword
IS [NULL] Is a nullvalue, that is, the value is empty
IS NOT [NULL] Is not a nullvalue, that is, populated with a value
REGEX Matches this regex pattern
NOT REGEX Does not match this regex pattern

.N"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 27

You can use many different operators in a structured search to filter events and extract the events you are
searching for.
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Structured Search Example—Equal To

+ All events coming from IP address 192.168.0.10
» Attribute: Reporting IP, Operator: =, andValue: 192.168.0.10

® Event Attribute

Paren Attribute Operator Value Paren Next Row

[+ BN - Reparting IP = v 192.168.0.10 OIS OR v | @l @

+ All events coming from IP address 192.168.0.10 OR 192.168.0.15

® Event Attribute
Paren Attribute Operator Value Paren Next Row
e 9 Reporting IP = v 192.168.0.10 O © OR v © @
[+ I Reporting IP = v 192.168.0.15 -+ M - AND v © @
ﬁ"é'E Training lnsﬂtute © Fortinet Inc. All Rights Reserved. 28

A commonly used operator is the equal to (=) operator, which you have seen in previous examples. To
review, if you want to look for all events coming from the IP address 192.168.0.10, you can create a

condition in which the attribute is set to Reporting IP, the operator is =, and the value is that of the IP
address in question.

Similarly, to look at all events coming from two different IP addresses, you can create two conditions like the
example shown on the slide. Each condition specifies one of the IP addresses for the value, with the next
operator of OR between them.
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Structured Search Example—Does Not Equal To

* Return all events from all devices except those coming from IP address
192:.168.20.11 or 10.200.200.1

* Enter:
- Attribute: Reporting IP Operator: != Value: 152.168.20.11 Next: AND
+ Attribute: Reporting IP Operator: != Value: 10.200.200.1

® Event Attribute

Paren Attribute Operator Value Paren Next Row
(+] e Reporting IP 1= v 192.168.20.11 (4] @ AND v © (-]
o © Reporting IP 1= v 10.200.200.1 O © AND v ©O| ©

« Key point: The operator = and != expect a single value

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 29

The not equal to (!=) operator performs the opposite function from the equal to (=) operator. In the example
shown on this slide, the != operator returns events from all devices, except those coming from IP addresses
192.168.20.11and 10.200.200.1.

To achieve this result, create a condition where the reporting IP does not equal to the first IP address, specify
the next operator of AND, and then create a second condition where the reporting IP address does not equal
to the second IP address.

The key point to remember is that the equal to and the does not equal to operators, expect a single value.
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Structured Search Example—BETWEEN
* Reporting IP is between 192.168.0.1 and 192.168.0.254
« Aftribute: Reporting IP Operator: BETWEEN Value: 192.168.0.1, 192.168.0.254
® Event Attribute
Paren Attribute Operator Value Paren Next Row
o © Reporting IP BETWEEN v 192.168.0.1, 192.168.0.254 -+ R - OR v | @
+ Destination TCP/UDP port is between 1 and 80
= Attribute: Destination TCEB/UDP Port Operator: BETWEEN Value: 1, 80
@ Event Attribute
Paren Attribute Operator Value Paren Next Row
O e Destination TCP/UDP Port BETWEEN v 1,80 L+ I AND v © @
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 30

The BETWEEN operator allows you to search for data between two values.

This first example on this slide shows a search for events where the reporting IP address is between
192.168.0.1and 192.168.0.254.

You can also use the BETWEEN operator to search for elements such as ports. The second example on this
slide shows a search for events containing the destination TCP/UDP port, the operator BETWEEN, and a
value between 1 and 80.
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Structured Search Example—CONTAIN

+ The event type contains the word fortinet
» Attribute: Event Type Operator: CONTAIN Value: fortinet

@ Event Attribute
Paren Attribute Operator Value Paren Next Row

e e Event Type CONTAIN v fortinet -+ M - | AND v © (-]

« The event type does not contain the word PH_DEV_MON
* Attribute: Event Type Operator: NOT CONTAIN Value: PH DEV MON

® Event Attribute
Paren Attribute Operator Value Paren Next Row

Q| © Event Type NOT CONTAIN v~ PH_DEV_MON O | I AND v © @

* Note: The CONTAIN and NOT CONTAIN only works for string values

m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 31

You can use the CONTAINS operator to search for attribute values that contain a specific keyword.

The first example on this slide shows a search for all event types that contain the word fortinet.

Alternatively, you can search for all event types that do not contain a specific value by using the NOT
CONTAIN operator.

Note that the CONTAINS and NOT CONTAINS operators work only with string values. So, if you enter a
numerical value, the search treats the numerical value as a string.
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Structured Search Example—IN and NOT IN

* IN and NOT IN operators allow you to reference a list of comma separated values

« The destination IP is in this list of values 1.1.1.1, or 2.2.2.2, or 3.3.3.3
« Attribute: Destination IP Operator: INValue:1.1.1.1,2.2.2.2,3.3.3.3

@ Event Attribute

Operator Value Paren Next

© ©

Paren Attribute

o O

Destination IP IN v 1.1.1.1,2.2.2.2,3.3.3.3 AND v

o o

« IN and NOT IN operators also work for string values such as User
= Attribute: User Operator: NOT IN Value: root,admin,administrator

* Note: No spaces between values, just a comma

® Event Attribute

Operator Value Paren Next

[ +] (] AND v

Paren Attribute

[ +] (~] User NOT IN v root,admin,administrator

o e

FoATINET

E Training Institute

© Fortinet Inc. All Rights Reserved.
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The IN and NOT IN operators allow you to reference a list of comma separated values. This slide shows an
example where the reporting IP address is in the comma separated listof 1.1.1.1,2.2.2.2,3.3.3.3.

The IN and NOT IN operator also works for string values such as User. So, you can create a condition to

search for all events where the user is not root, admin, or administrator.
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Structured Search Example—IS and IS NOT

+ IS and IS NOT operators allow you to reference NULL values

* Only return events where the user attribute is not populated
+ Attribute; Uzer Operator: 15 Value: NULL

® Event Attribute

Paren Attribute Operator Value Paren Next Row

-+ M - User I v NULL © © AND v © @

+ Only return events where the sent bytes is not zero
+ Attribute: sent Bytes Operator: 15 NOT Value: NULL

@ Event Attribute
Paren Attribute Operator Value Paren Next Row

o o Sent Bytes IS NOT v NULL © o AND v © @

» Note: NULL is the only accepted value

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved 1

The IS and IS NOT operators allow you to reference NULL values. That is, attributes that have not been
populated with a value.

The first example on this slide shows a search for all events where the user attribute is not populated. In this
condition, the attribute is set to User, the operator is set to IS, and the value is NULL.

The second example on this slide shows a search for events that have a value populated in the Sent Bytes
attribute using the IS NOT operator.

Note that the word NULL is the only accepted value for the IS and IS NOT operator. You must type the word
NULL because it doesn’t appear in the Value drop-down list.
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Structured Search Example—REGEXP

* The REGEXP operator allows you to match values based on regular expressions

* You can use the REGEXP and NOT REGEXP operators only with attributes containing
strings (such as Raw Event Log)

« Return events where the user attribute matches the REGEXP: sm\w{3}

@ Event Attribute

Paren Attribute Operator Value Paren Next Row

OIS User REGEXP v smiw{3} OIS AND v © @

- Return events that have a raw event log that matches the REGEXP: Built.*connection

® Event Attribute
Paren Attribute Operator Value Paren Next Row
[+] (] Raw Event Log REGEXP v Built.*connection -+ M - | AND v © -]
\ SE Training Institute ©Fortinet Inc. All Rights Reserved 34

A regular expression, or REGEXP, is a sequence of characters that define a search pattern. This pattern is
then used by string searching algorithms to match the pattern in a string. The REGEXP operator allows you to
match values based on regular expression patterns applied against the event attribute.

You can use the REGEXP and NOT REGEXP operators only with attributes containing strings.

The example on this slide shows a search for events where the user attribute matches the REGEXP pattern
sm\w{3}. This REGEXP pattern looks for any string that starts with sm followed by three letters. The results
match any five-letter word that starts with sm, such as the words smith, small, smile, and so on.

You can also apply regex to the raw event log by selecting raw event log as the attribute. The example on this
slide shows a search for events containing the REGEXP value of Built.*connection. This search returns

events where the Raw Event Log attribute contains the word Built, with a greedy match for anything up to
the word connection.

The NOT REGEXP operator return events that did not match the REGEXP string in the attribute value.
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Knowledge Check

1. Why would this search return no events?

Attribute: Reporting IP Operator: Value: 1.1.1.1
Attribute: Reporting IP Operator: Value: 2.2.2.2
 A. Wrong boolean operator

B. Invalid IP subnet

2. Review the search syntax below. Is the syntax valid?

Attribute: User

A. Yes
¥ B No

Operator: Is Value: Administrator

© Fortinet Inc. All Rights Reserved.

NSE Training Institute
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Lesson Progress

v Introduction to Analytics

& Fundamentals of Structured Search
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v Understand analytics

v Perform a real-time search

v Perform a historical search

v Understand what a structured search is
v" Build search conditions

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. I

This slide shows the objectives that you covered in this lesson.
By mastering the objectives you covered in this lesson, you learned how to understand and use analytics and
structured searches.
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In this lesson, you will learn about ways to reference the CMDB in search queries, as well as ways to filter and
sort the results.
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CMDB Lookups and Filters

Objectives

« Reference the CMDB data in structured searches
« Add display fields and columns

+ Build queries from search results and events

« Create watch lists

+ Reference watch lists in searches

Sort data

NSE Training Institute

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in CMDB lookups and filters, you will be able to reference the CMDB data in
structured searches, build and display search results, create watch lists, and reference watch lists.
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* FortiSIEM analytics can also —————
ref.er'ence the. C.;MD.B When Paren Attribute Operator Value Paren Next Row
building conditions in a P . . e e m - 0 ©
structured search v Select from CMDB
2 LOOkupS. becomes ava'ilable v Devices CMDB > Devices > Network Device > Firewall
when using the following S New Q| ses
operators
. Firewall - e W Topa
s 1= Router Switch FG240D3913... 192.168.3.1  Fortinet FortiOs
<IN VPN Gateway FGI40D3913.. 10.10.240.1  Fortinet Fortios
- NOT IN MNetwork IPS FortiGate508 172.16.255.82 Fortinet FortiDs
* Although the text is Select from e _ o e T T
CMDB, you can also reference Hindovs
items on the Resources Tab tote
Metware ORDERS-ERP 10.10.100.27 Windows Server 2008
P Virtual Infrastructure SR 172161028 Windows Server 2003
, App"a"(e . THREATCTR 10.1.1.41 Windows Server 2003
m"é“ET Training Institute © Fortinet Inc. All Rights Reserved 3

What if you want to list the events that come from all of your organization’s firewalls? It's not uncommon for an
organization to use firewall devices from different vendors. So, you could create a search that has conditions
for each type of firewall in your network.

CMDB groups your devices into different categories and FortiSIEM analytics allows you to reference the
CMDB when building conditions in a structured search. So, you need to create only one condition that
references the firewall group in the CMDB to search all of your organization’s firewalls.

The condition would read something like the following: the Reporting IP address is IN the Firewall CMDB
group, or: the Reporting IP is IN the server CMDB group.

The CMDB lookup option becomes available only when you are using the equal to, not equal to, in, and not in
operators.
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Resource Tab Lookups

*+ Lookups are useful for other

@® Event Attribute

queries suc!] as' Paren Attribute Operator Value Paren Next Row
source/destination |IP address P . . e e m - 0 ©
queries IN specific networks T
=T Resources = Networks
* A way to reference traffic events | =~ "~ a
flowing in a specific direction _ ﬂ
Bogon Net 0 10,255, 155.25"
VPN Pool 1,259,255
+ Referencing Country Groups AoRIEHes Pille Uit
allows you to reference ——— Faies - Gty GooDy
geolocation information =
Country Name Description
Asia
Afghanistan
Oceania Aland Islands
Europe Albania

FoATINET

SE Traiﬂirlg Institute ©Fortinet Inc. All Rights Reserved 4

The CMDB lookups are useful for other types of queries, such as source/destination IP address queries in a
specific network segment.

When you perform a device discovery, FortiSIEM looks at the IP address and subnet mask on the network
interfaces, and can then populate the various network segments. This is one way to reference traffic events in
a particular direction, or to a particular network.

For example, your search condition might have Source IP for the attribute and IN as the operator. Then, you
can browse the CMDB and select the appropriate network segment. Or, you could say that the device in
question is NOT IN a specific network segment.

You can also reference specific application groups to search for events only from devices running specific
apps.
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CMDB Lookup

 Not all attributes allow lookups in the CMDB

« If you attempt to use an unsuitable attribute with Select Value from CMDB, then a
message will appear

® Event Attribute

Paren Attribute Operator Value Paren Next

Qo @ DB Read Rate /sec = v

CMDB Attribute

O

Row

* Allowed attributes for lookups include Reporting/Source/Destination IP, User,

Country, Application Name, Host IP, Host Name, Source/Destination Host Name

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved

Source/Destination TCP/UDP Port, Event Type, Event Type Group, Source /Destination

Not all FortiSIEM attributes allow lookups in the CMDB.

If you look up an unavailable attribute in Select Value from CMDB, then a prompt message will appear

notifying you that the option isn’t available for the selected attribute type.

The first example shown on this slide shows the DB Read Rate (/sec) attribute. There is nothing to reference
in the CMDB for this attribute, so clicking Select Value from CMDB will prompt a message to appear stating

that the selected attributes does not allow value option.

Allowed attributes for lookup include, Reporting IP, Source IP, Destination IP, User, Source or Destination
TCP/UDP Port, Event Type, Event Type Group, Source or Destination Country, Application Name, Host IP,

Host Name, Source or Destination Host Name, and so on.
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Structured Search Example—Referencing the CMDB

« Show events reported by Windows servers only in the network “Inside Net” and only
events that are logon failures
« Attribute: Reporting IP Operator: IN Value: Devices: Windows
Next Op: AND
« Attribute: Reporting IP Operator: IN Value: Networks: Inside Net
Next Op: AND
« Attribute: Event Type Operator: IN Value: EventTypes: Logon Failure

@ Event Attribute
Paren Attribute Operator Value Paren Next Row
o e Reporting IP IN v Group: Windows o o AND v @ @
o & Reporting IP IN w  Group: Inside Net (+ - | AND v O @
o & Event Type IN v Group: Logon Faiure @ @ @ AND v O @

* TIP: Remember to use IN to reference a group as = expects only a single value

ﬁ'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 5

The example on this slide shows a structured search that references the CMDB.

Say you wanted to show events reported by Windows servers within your network, but only Windows servers
that are located in a specific network segment, and only events that are logon failures. In the structured
search, you can set the first condition’s attribute as Reporting IP and the operator to IN. Then, you can
browse the CMDB and select the Windows device group, and then set the next operator to AND.

Then, you can set the second condition’s attribute as Reporting IP and the operator to IN, and then browse
the CMDB. This time, select the Networks: Inside Net value, and then set the Next Operator to AND.

The third condition’s attribute is Event Type, the operator is IN. Then, in the CMDB, browse the event types
values, and then select Event Types: Logon Failure.

Remember to use IN to reference a group because = allows you to select only a single value. Therefore, if

you use =, you can select only individual devices in the CMDB; however, if you use IN, you can select multiple
devices or classifications of devices, such as firewall groups, server groups, and so on.
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Display Fields and Columns

« Specify what attributes a search returns and displays on the screen

+ By default, Display columns for a real-time search are:
« Event Receive Time, Reporting IP, Raw Event Log _

[ show Event Type  [] Wrap Raw Events

Itvenl Receive Time Reporting IP Raw Event Log I
Oct 18 2021, 11:24:33 AM 192.168.3.1 <189>0ct 18 14:24:33 date=2016-09-13 time=16:30:04 devname=FG24003913800441 devid=FGZ400391380044
Oct 18 2021, 11:24:31 AM 192.168.3.1 <189>0ct 18 14:24:31 date=2016-09-13 time=14:07:42 devname=FG24003913800441 devid=FGZ40D391380044
Oct 18 2021, 11:24:30 AM 192.168.3.1 <189>0ct 18 14:24:30 date=2016-09-13 time=13:31:35 devname=FG24003%913800441 devid=FGZ40D391380044

+ By default, Display Columns for a historical search are:
* The same as a real-time search, plus Event Name populated from the CMDB

O show Event Type  [J Wrap Raw Events K < 1/1,005 0,089 >

Event Receive Time Reporting IP Event Hame Raw Event Log I

Oct 18 2021, 11:21:23 AM 192.168.3.1 FortiGate appctrl ips pass <190-0ct 18 14:21:23 date=2016-09-13 time=14;00:08 devname=FGZ400391 3800441 devid=FG240D3913800441 log...

Oct 18 2021, 11:21:23 AM 192.168.3.1 FortiGate appctrl ips pass <190=0ct 18 14:21:23 date=2016-09-13 time=14:00:08 devnane=FG24003913800441 devid=-FG24003913800441 log...

Oct 18 2021, 11:21:23 AM 192.168.3.1 FortiGate appctrl ips pass <190>0ct 18 14:21:23 date=2016-09-13 time=16:57:44 devname=FG 2400391 3800441 devid=FG 2400391380044 log...

Oct 18 2021, 11:21:23 AM 192.168.3.1 FortiGate Wireless rogue off air <189=0ct 18 14:21:23 date=2016-09-13 time=16:21:37 devname =-FG24003913800441 devid=FG24003913800441 log...
FoRTET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 7

Display fields and columns specify what attributes display on the screen when you perform a search.
By default, the display columns for a real-time search are:

+ Event Receive Time

* Reporting IP

+ Raw Event Log

You can include Event Type by selecting the Show Detail option.

By default, the display columns for a historical search are the same as a real-time search, plus the Event
Name column. The event name comes from the CMDB, and so is not available in a real-time search.
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Adding Display Fields and Columns from Events

* You can add extra display fields in the search Event Details o x
display on the Event Details pop-up window in a
real-time or historical search by selecting the check
box for the required attribute in the Display column

dstintf="DMI" profile type=
coaccinnid=S198271 T annlict="dafanlt™ ann

Display Filter  item Value
_
O O application Group Hame Metwork. Service &
Event Recelve Time  Reporting IP Event Name Raw Event Log O 0O Application Name S5L TLEW1.0
Oct 18 2021, 11:27:43  192.168.3.1 FortiGate appctrl ips pass 190>0ct 18 14:27:43 date=2016-09-FG2400391 3800441 |.| o O Collector 10
o R The URL belongs to an aliowed 5 g s c
Oct 18 2021, 11:27:42  192.168.3.1 ool 189>0ct 18 14:27:42 date=7016-09-FG2400391 350841 10g.. O a Count
O O Destination City Sunnyvale
O a Destination Country United States of America
0 O Destination Country Code us
i
oK Close
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 8

The default display fields and columns might not meet all your requirements. Sometimes, you must add
additional fields and columns to the display. You can do this using the Event Details pop-up window.

The example on this slide shows that adding display fields and columns works for both real-time searches and
historical searches. The first column is the Display column. If you select any of the check boxes in the
Display column and then run the search again, the selected columns will display on the screen.

To view the Event Details window, select any raw log message. Once the message is selected, a right arrow

icon will appear under Raw Event Log column. Clicking the icon will provide you the Event Details
associated with that event.
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Renaming Display Columns

* You can rename display columns only in a historical search

s ANALYTICS C )

© Actions = [1] Raw Messages
[ .n,pn.\sq! IP IN Group: Firewall Q Run Indicator  Chart for COUNT{Matched Events) -
Group By and Display Fields Load = Save  Clear All
Attribute Order Display As Row Move
Event Receive Time DESC v e © o ©
16¢
Reparting IP ~ o e o ©
| Event Type - o e @ ©
]. Raw Event Leg [+ - | @ O
1 o o ¢ ©
: - Destination |P e e ©
[ show Event Type ] Wrap Raw Events : X
Appl Apply Cancel
Event Recelve Time Reporting IP Event Name Raw Event Lugt, Source IP Destinatian IP
Oct 18 2021, 11:27:43 AM 192,168, 3.1 Permitted traffic <189>0ct 18 14:27:43 dates2016-09-13 time=14:14:37 devname=FG240D39138..  192.168.88.37 EH 634113175
Oct 18 2027, 11:27:43 AM 192.168.19.85 Buite TCP connection <134x)an 17 2003 01:04:08: SASA-6- 30201 3: Butlt inbound TCP connection 643, 10.1.2.213 172.16.10.9
Oct 18 2021, 11:27:43 A 192.168.19.65  Teardown UDP connection  <134>Jan 17 2013 01:04:08: ¥ASA-6-302016: Teardown UDP connection 643101..  10.1.2.201 172.16.22.221
Oct 18 2021, 11:27:43 AM  192.168.19.65  Teardown ICMP connection «134>Jan 17 2013 01:04:08: SASA-6-302021: Teardown ICMP connection for fa..  172.26.68.11  192.168.1.122
FonTNET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. g

You can rename display columns, but only in a historical search. If you click in the display column, a list all of
the attributes that will display on the screen will appear. The Display As column allows you to change the
display name of a specific column, which is useful for reporting.
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* Method one
search condition

select Add to Filter

Building Queries From Results

+ After you perform a search, you can further refine the query by adding individual result fields to the

= To the right of any field, click the down arrow for an event attribute, and then, in the drop-down list,

Event Name Raw Event Log Source IP Destination IP
Teardown UDP connection <134>Jan 17 2013 01:04:08: %AS5A-6-302016: Teardown UDP connection 643101... 10.1.2.201 172.16.22.221
Teardown ICMP connection [l <134>Jan 17 2013 01:04:08: %ASA-6-302021: Teardown ICMP connection for fa..  172.26.68.11 192.168.1.122
Teardown UDP connection IYAdd to Filter » I :08: ¥ASA-6-302016: Teardown UDP connection 643101...  10.1.2.91 172.16.20.160
Built ICMP connection + Add to Tab... :43: %ASA-6-302020: Built outbound ICMP connection f... 192.168.1.122 172.26.67.214
Sescion closed <189>0ct 18 14:27:43 date=2016-09-13 time=14:14:32 devname=FG240D039138... 192.168.88.11 E=63.4.112.135

FLATINET 2 = .

NSE Training Institute ©Fortinet Inc. All Rights Reserved. 10

If you perform a search, and you want to drill deeper into something you saw in the results, there are a couple

of ways to refine the search results.

Using method one, highlight a value in any display column, and then click the white down arrow that appears.

In the drop-down list, select Add to Filter, to add the value to the search condition. Run the search again to

apply the new attribute.
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CMDB Lookups and Filters

« Method two Event Details O x
» Refine structured searches by selecting the Filter check box
for any attribute in the event details pinrspelibesstot ol aiod
1 i =" OMZ d;wr
M 21bd-5104-2cfB action=close policyld=2
@ Event Attribute policytypes=palicy dst: niry="Resarved” trandisp=snat
Paren Attribute Operator  Value Paren Next Row transip45.4.19 HTTPS” appide41542
app="S5L_TLSvi ce” apprisk=medium applist="defaulf w
o e Reporting P N Group: Firewall ol © AND o © Lines: 75
e e Destination TCP/UDP Port 514 o] e AND [+ -} T e e
o e Destination IP 172.16.22.201 © e AND © e (m] E Destination Country United States of America N
[+ I - Destination Country United States of america @ | @ AND [+ N -] o ] Destination Country Code us
(] (] Destination Host Name HOST-63.4.112.125
= = Destination 1P 63.4.112.138
* You can select one or more items and a row is added to the C | B ] swtmtiewtricnnone v
structured query automatically, equal to the value with a default |0 | o | oetetesee
Next 0perat0l" Of AND O [ =] Destination TCR/UDP Port £43 [HTTPS)
0K Close
ronreer iy 2 .
NSE Tra'n'ng lnsﬂtute © Fortinet Inc. All Rights Reserved. 1

The second method of refining your search uses the Event Details screen.

On the Event Details screen, the column located to the right of the Display column is the Filter column. You
can select one or more items for any event to add the items automatically to the search condition.

By default, the added search conditions have a Next operator of AND, but you can go back to the search and
change the Next operator to other available option according to the logic of your condition.
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Changing Between Real-Time and Historical Searches

* You can turn a real-time search into a
historical search by selecting any of the

time-related options e — ar
« Relative
- Absolute R ol
g g P N RERIOT
ol e By o ® i o e
- - o o D [+ -
: ; . ©| @  Destianion commy o e oo o e
* In the same way, you can turn a historical | o= coiiwsn
search into a real-time search B T Rarae
« Real Time —_—
Time Range
() Real-time ® Relative Last 10 Minutes ~
0 Absolute
m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 12

Search can be performed in two modes:
* Real-time mode: from current time onwards.
» Historical mode: for previous time periods.

You can turn a real-time search into a historical search by selecting any of the time-related options.

* Relative: The query will run for a duration in the past, starting from the current time. Select the value and
time scale in (Minutes/Hours/Days).

» Absolute: The query will run for a specific time window in the past.

Similarly, you can turn a historical search into a real-time search by selecting Real Time in Filters.

This populates either the historical or real-time search results with a same search criteria and display columns
that you selected for the original search, and automatically runs a new search.

FortiSIEM 6.3 Study Guide

217



CMDB Lookups and Filters

DO NOT REPRINT

TN L
Understanding the Historical Search Chart

« Each chart bar indicates the absolute time period and COUNT of all events that matched
the search criteria

Hiztorical events for 192.168.3.1 - Last 2 Howrs

« Highlighting a specific bar on the chart displays time interval values
* Note: The interval changes depending on time window

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved 13

Each chart bar indicates the absolute time period and COUNT of all events matched the search criteria.
Because we can only plot so many points on the graph, the interval for which each point (or count) is
calculated changes depending on the time scale you select. In the example shown on this slide, the graph is
set to display the events that have occurred in the last two hours. For this time scale, the graph is divided into
three minutes intervals. Each peak in the graph represents the count of events that occurred during a three
minutes period.

If you highlight any bar on the chart, you'll see the absolute time range for that time interval.

If you search for a day or a week, the interval changes to accommodate the new time scale.
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Drilling Into Peaks of Matching Events

+ Select a bar on the matching events bar graph by clicking it
« A new search tab will open with a copy of the search condition with a prepopulated
Absolute time specific to the selected bar interval

= |1 [1]Mstorkcal events for 192,168.3.1

O Actions
B~ || Reporting 1P « 1921 =
Historical ew -
£ Actions - torical events for 192.168.3.1 % [2] Historical events for 192.168.1.1 (4]
_‘l « |[Reporting 1P = 192.168.3.1 =- | QRun
wan
23] Filter
008 () Event Keyward
1600+ Event Attribute
. Attribute Operator Value
200 [+ - ] Reporting 1P = v 192,168,310
O show Event Type [ Wrap Raw Events 300
Event Recelve Time Reporting 1P Event Name c ~ CMDB Attribute
Gt 18 3011, 13:20:50 P 193.168.3.1 Hast Time Range
Oct 182071, 11:50:50 AM  192.168..0 He . :
[ she O Real-time O Relative
-‘-‘-—I @ Absolute From: 1018/2021 1:07:53 To: 10/18/2021 1110201 D‘le\cﬁ prior I
Event R
14

© Fortinet Inc. All Rights Reserved.
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Let’'s say you want to drill into a specific event spike for a specific time period. If you select a peaked chart
bar by clicking it, a new search tab will open automatically with the search time range changed to the absolute

time range for the chart bar you selected.

This allows you to drill into only the events that formed that peak.

A count of events for the selected time period will be shown as well.
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Multiple Searches

+ As an analyst, sometimes you must view data from more than one search
* You can open up to 10 tabs at a time to create searches

& Actions = | § | % [1] Historical events for 192.168.3.1

E>~ || Reporting IP = 192.168.3.

@ DASHBOARD ™
£ Actions = | § X [1] Historical events for 192.168.3.1
. You_ can duplicate any search tab by clicking e .
Action > Copy to New Tab

 Export Result

Copy lo New Tab

[@ Save as Report

© Create Rule

FoATINET

E Training Institute © Fortinet Inc. All Rights Reserved.

As an analyst, sometimes you must view data from more than one search. You can open up to 10 tabs at a
time to create different searches. You can close any tab as needed, except the first tab.
You can duplicate search results on another tab by clicking Copy to New Tab.
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data

existing or new tab

Opening New Tabs from Existing Search Results

+ As an analyst, sometimes you would like to keep the results of one search open while
opening another tab that has the same criteria plus extra conditions to get more refined

+ Add to Tab provides that functionality while allowing you to add extra conditions to an

D Show Event Type D Wrap Raw Events

Event Receive Time Reporting IP Event Name
Oct 18 2021, 11:10:01 AM 192.168.3.1 u Y Add to Filter » = Add To Tab x
Oct 18 2021, 11:10:01 AM 192.168.3.1 lips pass
Add “Event Name = FortiGate-appctri-ips-pass™ to
UK Cancel
FOATINET L .
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 16

As an analyst, sometimes you want to keep the results of one search open while opening another tab that has
the same criteria plus extra conditions to get more refined data. The Add to Tab feature provides that
functionality, allowing you to add extra conditions to an existing or new tab.
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Creating Lists of Values

+ As an administrator, it sometimes makes sense to create lists of specific objects, such
as privileged users, user groups, and so on

A .
Q & Resources > Watch Lists
P Reports New Edit Delete Q
» Rules
Active Value Triggering Rules
b Networks
10.1.20.132 Info Leak Exploits
10.1.2.111 Sudden Increase in ICMP Requests From A Host
Accounts Locked
10.1.2.201 Sudden Increase in ICMP Requests From A Host
Application Issues
~ 10.1.2.202 Sudden Increase in ICMP Requests From A Host
] q
Authentication Issue
FLATINET L .
E Training Institute ©Fortinet Inc. All Rights Reserved.

As an administrator, it sometimes makes sense to create lists of specific objects such as privileged users,
user groups, denied ports, and so on. The CMDB has a watch list feature that you can use for this purpose

When you create a new watch list, you must enter an expiry value. However, individual entries in the group
take precedence over this value, and so can override it.
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Adding Items to Watch Lists

+ After you define a watch list, you can add individual entries

Add New Entry

Watch List: Accounts Locked
Type: STRING

Active: [—'l

Value: testdomain_sve

Description:

Expires: ) Never
1

Save Cancel

* By default, the Expires value is set to the value defined for the group, but you can

override this value and set it to another expiry date or Never expires, which is essential
for a static list

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 18

After you create a watch list, you can add individual items to it.

By default, the newly added item inherits its expiry date from the value defined in the group. But as was just
mentioned, you can override the default value and set it to another expiry date, or even to Never expires,
which is essential for static lists.
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~ Event Keyword

@ Event Attribute
Paren Attribute

Select Value

CAOARTINET
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Referencing Watch List Values in Searches
* You can reference watch lists in searches
« For example, search for events where Users are in a specific list
« Aftribute: User Operator: IN Value: Watch Lists: Accounts Locked
© Actions = | | [1]Raw Messages |
e- | 5« | Qhun
Filter Livad 5 All e
0 x

° e o old.
L] . ants L J
CMDE Attribute
: .'J- Time Range
Osha D Real-time @ Relative Last o Minutes:
Abzolute
Event R
Trend Interval:  auto - ;
Ti8; ¥
o 0
Oct 183
FoATNET
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In searches, you can reference the watch lists you created. For example, if you created a watch list for

Accounts Locked for service accounts, you can reference that watch list in a search.

In a search condition, set the attribute to User, and use the operator IN. Then, in the CMDB, browse the watch
lists, and then select the Accounts Locked group.
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Adding to a Watch List from a Search
* From a search result field select Add to WatchList
% e e e o R
O Actions = | §  [1] Raw Messages
& iuw- ot A =+ | Qun
Raw Messages - Last 10 Hours
O show Event Type [ Wrap Raw Events
Event Receive Time Reporting IP Event Name User Raw Event Log
Oct 18 2027, 09:51:24 AM 192.168.0.10 A wser account was lodced out u <45>0ct 18 12:51:24 win2
0 Quick Info
ﬁ:n::u
Y Add to Filter
+ Add to @b,
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 20

You can also add an attribute type to a watchlist from a search result. Select the attribute, then select Add to
WatchlList to add the object to the watchlist group.
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Importing Watch List Values

* You can import watch lists from a CSV file
+ Create a CSV file and format your entries with the following three comma-separated
fields:

#Watch List Group,Organization,Value
Service Accounts,Super,aosvc
Service Accounts,Super,uksvc e
Service Accounts,Super,retailsvc prem———
Service Accounts,Super,hgsvc '

* In the enterprise version of FortiSIEM, the organization value is always Super
+ Before you import, select the group you want to import into

© Fortinet Inc. All Rights Reserved. 21
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You can import watch lists from a CSV file. The CSV file must have the following format: watch list group,
organization, and value, each separate by a comma.

Note that in the enterprise version of FortiSIEM, the organization value is always Super.
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* You can export watch lists as PDF, CSV, or RTF files
« On the Watch Lists menu, select the location you want to extract the data from
.M’ Export Report x
Accounts Locked
Application Issues User Notes (Optional); IP addresses of devices with Availability issues
Authentication Issue Output Format: @POFR O CsVR  ORTFR
Availability Issues Remember to medify your browser settings to allow popups for this server
Availability Is I
Siesies { P) Generate Cancel
ﬁ'é'E Training Institute ©Fortinet Inc. All Rights Reserved. 22

You can export watch lists as PDF, CSV, or RTF files.

The quantity of information that is exported depends on the location you select in the watch list tree. If you
select the root of the watch list, you'll extract every value in every list, but if you select a specific watch list,
you’ll extract the values from only that watch list.
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Sorting Data

+ Sorting data is an integral part of data analysis

Host IP

11

69MB

Sent Bits / Sec

CPU Ut

20 %
15 %
65 %
90 %
33 %

* To make sense, your data often needs a little order

* In your search results, you can:
= Put a list of user names in alphabetical order
+ Order IP addresses from highest to lowest

« Sort numbers, for example, disk, memory, CPU, interface utilizations (smallest to largest, or largest to

smallest)

+ Arrange dates and times (oldest to newest, or newest to oldest)

© Fortinet Inc. All Rights Reserved.
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Sorting data is an integral part of data analysis.

Often, when you get a lot of results in your search, to make sense of it, you need to order your data.

For example, you might want to:

Put a list of user names in alphabetical order
Order IP addresses from highest to lowest

Sort numbers, for example, disk, memory, CPU, interface utilizations (smallest to largest, or largest to

smallest)

Arrange dates and times (oldest to newest, or newest to oldest)
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Sorting in Real-Time Search
+ Real-time default sorting order is descending
Start Query Result Set - Sorted by default on Event Receive Time
S —— g =_
: Even H P Il Event Type |
_— —_4 o ==
pczc i | |54 ASA-30201
Event Receive E = L <
T ; . i E
- —— -
: | ;-]
; " @
E L]
at the top of i i A i) Missiotunimsisimismmeiiol - ivieisomsmiipissongiimisdd
fha actoen 1 Page Only
Time
NSE Training Institute © Fortinet Inc. All Rights Reserved. 24

When you do a real-time search, you may not realize that there are some default sorting orders.

A real-time search displays the results on the screen, which is continually scrolling. This list is sorted by the
event-received time. So, real-time searches return results with the newest events at the top of the screen.
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Sorting in Historical Search

* Historical search default sorting order is ascending

Sart Query

_Besm_l_l_t 5_9! - Sp_r_t_ed by default on Event Rece_ive T_irrl_e

whes - =
i Event Recelve |  Reporting
H Time £ Vendaor

Events

Event Type

Descending 1
Order

o H
Event Recelve [
Tierwih H

abed Jad synsay

1 Page Only

Time
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+ Historical search displays results on a page, and paginates the results

25

A historical search also has a default sorting order, and it displays results on a page. For longer results, a

historical search paginates the results across many pages.
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Display Column Sort Order
* Applies to historical searches only
Defining an Order on a Display Fields sorts
data across the whole result set
______ — — erD W and thlay Flelds 1
Rﬂpvlt:!ing A ASC Rapartey . DSC Autrlbute Order  Displayhs |
................ o WO T SO | P Mot Thoa
. Evem;:::nd:! 1 R:E::-:'lg : Rnp::;‘llllﬂ ". ! Event Type |-::'-:\e
_ ! 3
-_ -l
- oesz||[ {Generic unix || 10.10.1058 | | Unix_Group Add a
Comme [l[Cemee | mare2zs || uwcwe i
S o L —— i - S— — s STET— S ——
* Order specified in display columns sorts the whole results set
* You can order results by one or more columns
ﬁ'é'E Training Institute ©Fortinet Inc. All Rights Reserved. 26

As was previously mentioned, by default, a historical search paginates the results across many pages. It is
possible however, to sort the results for a particular column across the whole results set, that is, across all the
pages. In the upper-right corner of the GUI, click the icon for GroupBy and Display Fields to open the
display columns editor. In the Order option column, set the order for the column to ascending or descending.

Run the search again to sort the whole result set.
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Knowledge Check

1. Which type of search returns results with the newest events at the top of the screen?
v A. Real-time search
B. Historical search

2. A FortiSIEM administrator wants to sort the results for a particular column across the whole
results set; that is, across all the pages in ascending order. Under which option will they find the
settings to set the order for columns across all pages?

A. Event Details
¥'B. GroupBy and Display Fields

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 27
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Review

v Reference the CMDB data in searches
v Build queries from results and events

v" Create watch lists

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 28

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to reference the CMDB in search queries,
as well as filter and sort the results.
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In this lesson, you will learn about the group by and data aggregation features of FortiSIEM.
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Introduction to Group By and Aggregation

Objectives

+ Describe the group by feature

+ Perform group by on structured queries

* Use group by to sort data sets by single and multiple attributes
+ Describe the data aggregation feature

NSE Training Institute

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of the group by and aggregation features of FortiSIEM, you will
be able to use them to sort and analyze data.
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Data Analytics

* Until now, you have been looking at searching data and building conditions to
look for occurrences of individual events

* When a search returns many results, you may want to group and order individual
results by events or attributes, such as:
+ Grouping firewall logs by destination port to identify the most common destination ports
reported by the firewalls
+ Ordering failed logon events by username to identify which user account fails logons the most

« Summarizing HTTP response codes on a web server to identify the number of 404 errors
received for each URL

"'"é'E Training Institute ©Fortinet Inc. All Rights Reserved 3

Until now, you have been looking at searching data and building conditions to look for occurrences of
individual events.

When a search returns many results, you may want to group and order individual results, either by event or by

attributes, such as

» Grouping firewall logs by destination port to identify the most common destination ports reported by the
firewalls

» Ordering failed logon events by username to identify which user account fails logons the most

+ Summarizing HTTP response codes on a web server to identify the number of 404 errors received for each
URL
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Introducing Group By

+ Like SQL, the group by feature reduces similar values into one record

Query Condition Reduced Result Set
EERLERR s | i
8@@% 3 192.168.1.77
@@ @@@@8@ 172.16.200.23
@[ﬁ]@ @@@@ 172.16.2001
@@@@@ i 10.1.1.10
e @@@ ® 10.1.2.33
DReSreEes s
@@@ 172.16.0.6

Time

* You can group results can by one or more attributes

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 4

Like SQL, the group by feature reduces similar values into a single record. You can group the results by one
or more attributes.
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Data Analytics—Example 1-Group By
* Group by a single attribute: reporting IP
All Events and Logs Reported by Firewall Devices

Over a 10-minute time period

(4] Show Event Type ] Wrap Raw Events M < 1/2,135 42,698 3 HI

Event Receive Time Reporting IP Event Type Event Name Raw Event Log

Wi 1 M, - -HNTLM
Oct 14 2021, 03:39:32 AM 192.168.0.40 Win-Security-4776-success indows local or domain-via-NTLM .. . 1.4 06:35:32 WINZKS MSWinEventlog 1 Security 257..
authentication successful

Oct 14 2021, 03:39:32 AM 172.16.3.2 10S-SEC-IPACCESSLOGRP-PERMITTED Hetwork traffic permitted <190>0ct 14 06:39:32 172.16.3.2 5072418; *Feb 2 10:31:20.250: %XSEC-...
Oct 14 2021, 03:39:32 AM 192.168.2.1 FortiGate-appctri-ips-pass FortiGate appctrl ips pass «190=0ct 14 06:39:32 date=2016-09-13 time=13:31:41 devname=FG240...
Windows Filtering allowed a s ”
Oct 14 2021, 03:39:32 AM 192.168.0.40 Win-Security-5156 Crion <1320ct 14 06:39:32 WINIKE MSWinEventLog '] Security  254..
Oct 14 2021, 03:39:32 AM 192.168.3.1 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass =190=0ct 14 06:39:31 date=2016-09-13 time=13:31:41 devname=FG240...
Oet 14 2021, 03:39:32 AM 172.16,10.28 Win-Security-538 Windows logoff Mon May 14 13:07:05 2012 172.16.10.28 AccelOp:s-WinLog-WMI [Catego...
FoATINET
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Now, you will look at a few examples.

Imagine that you’ve run a search and received hundreds of results spread across multiple pages. You may
want to know which device reported the most events. The example shown on this slide has 42,698 results
across 2,135 pages.

You could group the results by reporting IP and list them in ascending sort order. You would then get a single

column of results where the reporting IP at the top of the list is the device that reported the most events, and
the reporting IP at the bottom reported the least.
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Results Data Analytics—Example 1—-Group By

+ Results after applying grouping by reporting IP

All Events and Logs Reported by Firewall Devices

Search - Last 10 Minutes thm TN 14 7a 304 Ak

oot 1w 701

[ show Event Type

k< 1126 s > M
& keporting IP Event Type Event Hame COUNT(Matched Events)
B 171000 CheckPont-permit-traffic Permitted IP wraffic by policy 12796
B 192.168.0.10 Win-Security- 5136 Windows Filtering alowed a connection 10416
e 172.16.5.64 PH_DEV_MON_HW_TEMP Temperature measurement nm
ﬂ 192,148,040 PH_DEV_MON_SYS DISK_UTIL Disk Utilization stats for a device 4011
B 192.168.0.40 Win-Security- 5156 Windows Filtering alowed a connection 5637
D 172.16.3.2 105-SEC-IPACCESSLOGDP-PERMITTED Netwaork traffic permitted 5192
FOATINET
NSE Training Institute ©Fortinat Inc. All Rights Reserved. 6

You can view the results after grouping them by a single attribute: reporting IP for all firewall devices. The
reporting IP of the firewall with the most events is at the top of the list.
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Data Analytics—Example 2—Group By
* Group by multiple attributes: destination IP and port
All Outbound Firewall Connections
Over a 10-minute time period

Shenw Evient Type [ W Raw Events LI 4 112,267 B34 ¥
Event Receive Time Reporting ¥ Event Type Event Name Raw Event Log Source P Destination ?:::.::‘;I‘l::ﬂll‘;n

Jct 14 2021, 03:53:16 AM 17216.0.1 CheckPaint- permit-traffic [CHECKPOINT], [entity] <bea_server_1, [fiesdid]=1330313551 WL, 168.18.2 = 68.94.156,1 53 [DOMAING
Oct 14 2021, 03:53:16 AM 192.168.3.1 8 14 06:53:16 date=-20146 2.168.88 88 808 38 B84

Oct 14 2021, 03:53:16 AM 192.168.19.6% ASA- 302016 T 2013 00:00: A rEr g 7 r il (5 G)
Oct 14 2021, 03:53:16 AM 172.16.0,1 CheckPalnt - gt -traf i [CHECKPOINT], [t iy ] =bea_servier 1, [MieSd) = 1330313551 92.168.18.2 &8.94,1%8, 1 53 (DOMAIN)
Oct 14 2021, 03:53:16 AM 172.16.0.1 heckPalnt-permit-traf fi [CHECKPOIMT], [entity]=lea_server_1, [feldid]=1330313551, 192,168,182 B 68541581 33 (DOMAIN)

NSE Training Institute

* How can you identify the most common pairing of destination IP address and port out of hundreds
or thousands of events that matched the search criteria?

© Fortinet Inc. All Rights Reserved. T

The example on this slide shows list of all firewall outbound connections over a 10-minute time period. There
are hundreds of results over multiple pages. How do you identify the most common pairing of destination IP
address and destination TCP/UDP port in these matching events?

To get the answer, you must group the results by multiple attributes, in this case, the destination IP address
and the destination TCP/UDP port. You will get a single result, ordered from the highest reported pairing of
destination IP address and port to the lowest reported pairing.
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Results for Data Analytics—Example 2—Group By

+ Results after grouping by multiple attributes: destination IP and port

All Outbound Firewall Connections

Search - Last 10 Minutes

156 1h 14 74 304 3L

i IIIIIIIIIIIII_I.I_“I—I_I.ll III_I.I_IIII Illll_“—II“II_II_III
‘ |
ot Yl 7530 0300 uH L] L] LS 05 ) 1 O
L]

s

< 11500 wow > W
B oestination 1 Destination TCP / UDP Port COUNT(Matched Events)
B m68.94.1%6.0 5 6652
172.16.10.8 51 1964
B 172061015 b 1956
L LERR 53 (L1E)
172.16.2.221 514 964
D ™42 n S0
FOATINET Z = -
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To get the answer, you must group the results by multiple attributes, in this case, the destination IP address

and the destination TCP/UDP port. You will get a single result, ordered from the highest reported pairing of
destination IP address and port to the lowest reported pairing.
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* You can group attributes from historical
searches only

+ To group attributes, follow this steps:

1. Build a search condition query by editing
Filters

2. After the results are returned from a search

Performing Group By on a Structured Query

@ Event Attribute
Paren Attribute Operator Value Paren Next Row
-] Reparting IP - v 19216800 © | @ Mp v O @

\ 4

query, select appropriate display fields in the
Group By and Display Fields editor Group By and Display Fields load | Save | Clear All

3. After you have selected the appropriate Attribute Order  Display As Row Move
display fields for group by, add a new row, e v o e o ©
and select COUNT(Matched Events) and
click Apply User v ol oo

4. Results are returned for selected display COUNT( Matched Events ) 8 e|e| o6
fields 7] % count(matched Events ) |

mmE Training Institute ©Fortinet Inc. All Rights Reserved. g

You can apply Group By to historical searches only.
Use the following steps to group attributes:

1. Build a search condition query by editing Filters.
2. After the results are returned from a search query, select appropriate display fields in the

Group By and Display Fields editor.

3. After you have selected the appropriate display fields for group by, add a new row, and select

COUNT(Matched Events) and click Apply.
Results are returned for selected display fields.
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Understanding Display Fields When Grouping

* You cannot group results based on Group By and Display Fields toad | save | clear Al
Unlque attributes for an event Attribute Order Display As Row Move

+ FortiSIEM built-in functionality check will l:T.p L= ] I:': : :
not allow you to group by unique o == ==
attributes for the event — TWTs

+ FortiSIEM will give you the option to COUNT( Matched Events ) ) oLd

remove either the group by expression or
the unique attributes for the event

Group By and Display Fields Load = Save Clear All
Attribute Order Display As Row Move
Reporting IP v [+ ] e o
Event Type v L+ -] o ©
‘ COUNT({ Matched Events ) v o @ e ©
FEATnET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 10

You cannot group unique attributes for an event.

The FortiSIEM built-in functionality check will not allow you to group by unique attributes for the event. In the
example shown on the slide, the user tried to group by the default Group By and Display Fields attributes
which includes Event Receive Time, Reporting IP, Event Type, and Raw Event Log.

In the example shown on this slide, Event Receive Time and Raw Event Log are unique values of an event,
which means every event will have a different time. This means that is not possible to group events by the
Event Receive Time attribute. FortiSIEM detects this anomaly and highlights those attributes in red.

FortiSIEM will give you the option to either remove the COUNT expression for group by or remove unique
attributes for the event, in this case, Event Receive Time and Raw Event Log.

After removing the rows for the unique attributes Event Receive Time and Raw Event Log, FortiSIEM allows
you to group by attributes Reporting IP and Event Type by using a COUNT expression.
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Data Aggregation

- Data aggregation is any process in which information is gathered and expressed in a
summary form, for purposes such as statistical analysis

+ FortiSIEM provides the capabilities to perform mathematical operations such as,
COUNT, SUM, AVG, MIN, MAX, LAST, FIRST, and so on

* You can use data aggregation to:
« See which firewall reported the most events over time
+ View average CPU and memory usage for a specified group of Windows hosts
= View Unix servers by last reported uptime
+ See which servers accumulated the most downtime over the last month
+ Andso on

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved

Data aggregation is any process in which information is gathered and expressed in a summary form, for
purposes such as statistical analysis.

FortiSIEM provides the capabilities to perform mathematical operations such as COUNT, SUM, AVG, MIN,
MAX, LAST, FIRST, and so on.

You can use data aggregation to:
» See which firewall reported the most events over time
* View average CPU and memory usage for a specified group of Windows hosts
* View Unix servers by last reported uptime
+ See which servers accumulated the most downtime over the last month
* Andsoon
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Example—Data Aggregations Using AVG, MAX, MIN
« Aggregate (AVG, MAX, MIN) CPU events over a specific time interval
CPU Utilization Events for Host 192.168.0.16
Over a 10-minute time period
Show Event Type M < 11
Event Receive Time Host IP Event Type Event Name CPU Uil System CPU Util User CPU Util
Oct 18 2021, 10:29:31 AM 192.168.0.16 PH_DEV_MON_S5Y5_CPU_UTIL System CPU Utilization for a device | 5.00% 1.39% 1.00%
Oct 18 2021, 10:27:31 AM 192.168.0.16 PH_DEV_MOM_SYS_CPU_UTIL System CPU Utilization for a device | 5.00% 1.42% 1.00%
Oct 18 2021, 10:25:31 AM 192.168.0.16 PH_DEV_MON_5Y5_CPU_UTIL System CPU Utilization for a device 3.00% 1.38% 1.00%
Oct 18 2021, 10:23:30 AM 192.168.0.16 PH_DEV_MON_S¥5_CPU_UTIL Systemn CPU Utiizatlon for a device | 5.00% 1.44% 1.00%
Oct 18 2021, 10:21:30 AM 192.168.0.16 PH_DEV_MON_SYS_CPU_UTIL System CPU Utilization for a device 5.00% 1.41% 1.00%
= The larger the search time the more CPU polling events will be returned, but how can you see the
average, maximum, and lowest values reported for specific system metrics?
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 12

Now, you will look at an example that involves determining average, maximum, and minimum values for
specific system metrics. In the example shown on this slide, you have a series of events with performance
metrics. The events are being polled every three minutes, and the values for each event were taken when the
event was polled. This information, as it is, is not very useful. So how can you see the average, maximum,
and lowest values reported for specific system metrics?

Set up a structured query for the host IP over a 10-minute period, and then, in the Group By and Display

Fields section, select the attribute Host IP and add aggregation function expressions AVG, MAX, and MIN for
CPU-related attributes.
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Results for—Data Aggregations Using AVG, MAX, MIN

« Aggregate (AVG, MAX, MIN) CPU events over a specific time interval

CPU Utilization Events for Host 192.168.0.16

Over a 10-minute time period

Show Event Type W < 171
Host IP Event Type Event Name AVG(CPU Util) MAX(System CPU Util)  MIN(User CPU Util)
192.168.0.16 PH_DEV_MON_SYS_CPU_UTIL  System CPU Utilization for a device | 4.80% 1.45% 1.00%

+ Aggregation was performed by adding the following expressions for attributes:
+ AVG (CPU Util)
- MAX (System CPU Util)
« Min (User CPU Util)

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

=

To achieve results for the scenario discussed in last slide, aggregation expressions were added for the
following attributes:

« AVG (CPU Util)
+ MAX System (CPU Util)
* Min User (CPU Util)
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Example—Data Aggregations Using LAST
« Aggregate (LAST) disk space metric over a specific time interval
Disk Utilization Metrics for Host 192.168.0.10
Over a 10-minute time period
Show Event Type M < 1/1
Host IP Event Type Event Name Used Disk MB Free Disk MB Total Disk MB
192.168.0.10 PH_DEV_MON_SYS5_DISK_UTIL Disk Utilization stats for a device 25.38 GB 14.6 GB 39.99 GB
192.168.0.10 PH_DEV_MON_SYS5_DISK_UTIL Disk Utilization stats for a device 25.38 GB 14.6 GB 39.99 GB
192.168.0.10 PH_DEV_MON_SY5_DISK_UTIL Disk Utilization stats for a device 25.38 GB 14.6 GB 39.99 GB
192.168.0.10 PH_DEV_MON_SYS_DISK_UTIL Disk Utilization stats for a device 25.38 GB 14.6 GB 319.99 GB
« How can you see the last values that were reported for specific system metrics
during a specific time interval?
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 14

The example shown on this slide is similar to the previous one, only this time the metric you are working with
is disk space, and you want to know the last values that were reported for specific system metrics. To do this,
you need to add two attributes to the Group By and Display Fields section: Host IP and Disk Name. Then,
the aggregation expressions for the LAST used Disk, Total Disk, and Free Disk in display fields.
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Results for Example—Data Aggregations Using LAST

« Aggregate (LAST) disk space metric over a specific time interval

Disk Utilization Metrics for Host 192.168.0.10

Over a 10-minute time period

Show Event Type M < 11 1
Host IP Event Type Event Name LAST (Used Disk MB) LAST(Free Disk MB) LAST(Total Disk MB)
192.168.0.10 PH_DEV_MON_SYS_DISK_UTIL Disk Utilization stats for a device] 25.39 GB 14.6 GB 39.99 GB

+ Aggregation was performed by adding following expressions for attributes:
+ LAST (Used Disk MB)
+ LAST (Free Disk MB)
« LAST(Total Disk MB)

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 15

To achieve results for the scenario discussed on the previous slide, aggregation expressions were added for
the following attributes :

- LAST (Used Disk MB)
- LAST (Free Disk MB)
- LAST (Total Disk MB)
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Data Aggregation Expressions

+ Define data aggregation expressions in the Expression Builder window for Display Fields

i=-] QFRun

Group By and Display Fields
Attribute

Host 1P

Event Type

LAST(Used Disk MB)

LAST(Free Disk MB)

# Expression Builder

Indicator

Chart for LAST(Used Disk MB)

Load Save Clear All

Event Mtribute

CHMDB Attritute

FRET
Potileds
PotChange

oK

or Value Paren

Next Row

NSE Training Institute

» Display the AVG CPU utilization
+ Display the FIRST event received
* Display a COUNT of the events that matched the search criteria

© Fortinet Inc. All Rights Reserved.

Define data aggregation expressions using the Expression Builder window. You can open it by clicking on
the Expression Builder in the Attribute column drop-down list.

The Expression Builder window contains the settings that you use to create an aggregation expression,

such as the following:

+ Display the AVG CPU utilization

» Display the FIRST event received
+ Display a COUNT of the events that matched the search criteria
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Group By and Data Aggregation

—
Knowledge Check
1. Examine the following table. If grouped by the Reporting IP, how many results would be displayed?
Reporting IP User Destination IP Sent Bytes
6666 Fred 1.1.14 100
6.6.66 Ken 2222 200
6.6.6.6 Bill 3333 300
6.6.66 Fred 2222 400
6666 Ken 4444 500
YA
B. 2
C. 5
D. 3
2. tI:%xall'nineclj?he table in Question 1 again. If grouped by Reporting IP and User, how many resuits would be
isplayed?
A1
B. 2
C. 5
¥D. 3
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 17
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Review

v Describe the group by feature

v Perform group by on structured queries

v Use group by to sort data sets by single and multiple attributes
v Describe the data aggregation feature

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved. 18

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use the group by and data aggregation
features of FortiSIEM.
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Rules and MITRE ATT&CK .

=== FortiSIEM 6.3
- Last Modified: 20 December 2021

In this lesson, you will learn about rules.

FortiSIEM 6.3 Study Guide 252



Rules and MITRE ATT&CK

DO NOT REPRINT

EODRTINIET

O\ T1TNLT L
Lesson Overview

'Rules

Introduction to MITRE ATT&CK

NSE Tralnlng Instltutﬂ © Fortinet Inc. All Rights Resenved.

In this lesson, you will explore the topics shown on this slide.
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Rules

Objectives

« Understand rules and rule subpatterns

+ Examine rules

Understand global threshold values

« Understand how global threshold values are used in rules

Override the global thresholds

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.
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Rules

+ FortiSIEM provides out-of-the-box rules covering availability, performance, change, and
security conditions

Resources > Rules > Availability Resources » Rules > Change

New New Q

Active Hame Active Hame

&4 (s) Auto Service Stopped ~ (s) Audited file/directory content g
Resources > Rules > Performance madified bzl =l
&4 (s) BGP Meighbor Down
(4 (s) Audited file/directory created Mew
[ (s) Bit9 Fatal Errors New
4 (s) Audited file/directory deleted
T4 (s} Cisco ACI Critical Fault Active Hame
Active Hame ~ {5} Audited file/directory

&  (s) Critical APC Trap ownership/permission changed o (s) ARP Exploit

&4 {s) Cisco ACI Cluster Unavailable =

™ (s) Account Locked: Domain
™ {s) Cisco ACI Node Health Critical 4 (s) Audited target file content modif
1 (s) Account Locked: FortiSIEM
T4 (s) Cisco ACI Node Health Warnin
! . T4 {s) Account Locked: Network Device]

- R )

1 (s) Cisco ACI System Health Critical 1 G Accoumt Lacked: Sarver

™ (s) Cisco ACI System Health Warning 1 (s) Adware process found

FoATIET e a
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FortiSIEM provides hundreds of out-of-the-box rules covering availability, performance, change, and security
conditions. You can edit these rules, clone them, or build new ones from scratch.
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Rules Overview

« FortiSIEM has an advanced analytical rules engine that watches events and trigger
incidents on the dashboard, if specific conditions are satisfied

* When building rules you need consider the following questions:
» Are you looking for one specific event to be received, or does the rule need multiple events to be
received before it triggers?
+ What time period should you allow for those events to occur in?

» Do you need to perform any aggregation on the results, such as a COUNT of the number of events that
match the criteria?

« Do you need to compute an expression? For example, do you want the rule to trigger only if the
average of a certain attribute occurring within the specified time period is over a specified threshold, or if
the sum of the sent bytes is greater than a specific value?

« Will the events being received be part of the same incident, or will they be part of a totally new incident?

* Rules are built using a three-step wizard

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 5

FortiSIEM has an advanced analytical rules engine that watches events and trigger incidents on the
dashboard, if specific conditions are satisfied.

When building rules you must consider the following questions:

+ Are you looking for one specific event to be received, or does the rule need multiple events to be
received before it triggers?

*  What time period should you allow for those events to occur in?

* Do you need to perform any aggregation on the results, such as a COUNT of the number of events
that match the criteria?

+ Do you need to compute an expression? For example, do you want the rule to trigger only if the
average of a certain attribute occurring within the specified time period is over a specified
threshold, or if the sum of the sent bytes is greater than a specific value?

+ Will the events being received be part of the same incident, or will they be part of a totally new
incident?
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Rules Basics

* Rules are defined by a rule condition, which consists of:

Sub Pattern One or more subpatterns

What events the rule should evaluate

How matching data is summarized using an
expression such as performing a COUNT, SUM, or
AVG value

Group By Which matching event attributes are evaluated as
part of the same incident or a different incident

Over what time period this condition should be
evaluated in memory

Time Window

ﬁ.gE Traini ng Institute ©Fortinet Inc. All Rights Reserved. 6

Rules are defined by a rule condition, which consists of one or more subpatterns.

A subpattern is defined by a filter, aggregation, and group by definitions. The filter is like a search condition. It
specifies what event the rule should evaluate. For example, the rule might be looking for a particular reporting
IP address, or an event type that is a login failure.

The aggregation condition tells the rules engine how to summarize the matching data, for example, by
counting the number of times a specific event occurred, adding up the values within a number of events, or
calculating the average of the values.

The group by condition allows the rules engine to identify which matching event attributes are evaluated as
part of the same incident, or as part of a totally different incident.

The time window tells the rules engine the time period over which it should evaluate this condition.. For
example, the engine could look for one or more login failures over a five-minute time period.
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* For the rule: Account Locked: Domain

Account Locked: Domain - Edit Details
Step 1: General » | Step 2: Define Condition Step 3: Define Action
Rule Name:
Description: Detects account lockout caused by excessive logon failures
Event Type:
Remediation:
Save Cancel
FoATIRET
SE Training Institute ©Fortinet Inc. All Rights Reserved 7

This slide shows an example rule. The name of the rule is Account Locked: Domain, which you can edit on
the RESOURCES tab. The purpose of the rule is to detect account lockouts caused by excessive login
failures. If it is a new rule then you must enter a rule name. The name you enter in the Rule Type is replicated
in the Event Type field.

For the Remediation field, make sure that the remediation script for your scenario is defined. Check the

existing remediation scripts by clickihg ADMIN > Settings > Notification, and then looking in the
Action column. If your device is not on the list, add the needed remediation script.
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* Is tracking a single subpattern named: DomainAcctLockout
* Over a 600-second (10-minute) time window

Example A—Subpattern and Time Window

Account Locked: Domain - Edit Details

Step 1: General > Shp 2: Define Condition ® = Step 3: Define Action

Condition: If this Pattern occurs within anyl 600 second time window

Paren Subpattern Paren
o e DomainAcctLockout 1 © @

Save Cancel

Hext

Row

FoATINET

S E Traiﬂing ll'lstitute @ Fortinet Inc. All Rights Reserved.

In the second step, you define the rule conditions. Rule conditions define the event attributes and thresholds
that trigger an incident. Rule conditions are built from subpatterns of event attribute filters and aggregation
functions. You can specify more than one subpattern and the relationships and constraints among them.

A subpattern defines the characteristics of events that will cause a rule to trigger an incident. A subpattern
involves defining event attributes that are monitored, and then defining the threshold values for aggregations

of event attributes that trigger an incident.

You can specify the time window during which the rule is triggered if it matches the condition.
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Example A—Subpattern Filter

+ The filter is defined to look for events that are categorized as Domain Account Locked
and only those reported by Domain Controllers

Edit SubPattern

Hame:  DomainAcctlockoot

Filters: Paren Attribute Operatar Value

w
Event Type N % | EventTypes: Domaln Account Locks @ AND 8 O
L+

Reporting P N %  Applications: Domain Controller [+] AND

Aggregate:  Paren Artribute Operatar Value

[+] COUNT{ Matched Events | > LR

Group By: Attribute Row Move
Reprortiig Device LI

Reporting IP o e
o o

User

Save Save as Report Run as Query Cancel

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. g

You can edit the subpattern and specify Filters, Aggregate, and Group By attributes.

In the example shown on this slide, the rule has a subpattern filter, which is defined by two conditions:

+ In the first condition, the selected attribute is Event Type, the selected operator is IN, and the
selected value is Event Types: Domain Account Locked. So, this condition is looking for any
event types in the configuration management database (CMDB) that are in the Domain Account
Locked category. This condition also includes the next logical operator, AND.

+ In the second condition, the selected attribute is Reporting IP, the selected operator is IN, and the
selected value is Applications: Domain Controllers. So, this condition is looking for reporting IP
addresses in the CMDB that come from a domain controller.
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User

Example A—Aggregation and Group By

* Rule will trigger if one or more events match the subpattern filter
« The matching events are grouped by the same Reporting Device, Reporting IP, and

Edit SubPattern

NSE Training Institute

© Fortinet Inc. All Rights Reserved

This rule has an aggregate condition that specifies that the rule looks for one or more events that match the
filter criteria over a time period defined as 600 seconds (or 10 minutes). It does this by using a COUNT

(Matched Events) attribute, where the operator is equal to or greater than 1.

The results should be grouped by the reporting IP address and user. It is the Group By operation that tells the
rules engine which matching event attributes to evaluate as part of the same incident, or as part of a different

incident.

In the example shown on this slide, because the count is one or more, if you received five events that match
the domain account lockout, AND were from a reporting IP of a domain controller, then you would need to
make sure that you are referring to the same reporting IP address and the same user in each incident.
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* The last step sets the rule severity and categories
Account Locked: Domain - Edit Details
Step 1: General >  Step 2: Define Condition >
Severity: 10 - HIGH v Update Status on Summary Dashboard: D
Category: Security v Motification: 24 Hours w
Subcategory: Credential Acoess v Impacts:  Application
Technique: [T1110.001] Brute Force: Password Guessing =
Tactics:  Credential Access
Action: Defined V4 Watch List:  Defined FaR |
Exception: Undefined Fap Clear: yndefined Fan |
Tag: -
Save Cancel
FOATINET T a
NSE Tra'n'ng Institute © Fortinet Inc. All Rights Reserved. 1

The third step sets the action criteria for the rule. You can select Severity to associate with the incident
triggered by the rule. You should select the Category of incidents to be triggered by the rule and
the Subcategory from the available list, based on the selected incident Category.
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Detail Example A—Rules Engine Time Window
. Events matching the Sub-Pattern Filter
8 Reporling Device: PC-A Reporling Device: PC-B
= Reporting IP: 1.1.1.1 Reporting IP: 1.1.1.5
B User: Fred [ User: Alice | 25
T
w
=
g
w
0l 10 minute window TIME
;;- e St L R Which events are being
: : oo |7 evaluated
3 Co— = = ... |—— How many matching events
= needed to trigger the rule
e * Determines how many
== Incidents are being created
m'é“ET Training Institute ©Fortinet Inc. All Rights Reserved 12

Now, you will examine this rule in more detail.

Rules are evaluated over a specified time interval. In the 10-minute window shown in the example on this
slide, two events were received that matched the search filter. The first event was from the reporting IP
address 1.1.1.1 and user Fred, and the second event was from the reporting IP of 1.1.1.5 and user Alice.

The aggregate condition tells us how many matching events are required to trigger the rule. The grouping will
identifies which of the attributes in the matching events will be considered as part of the same incident and
when to generate a totally separate incident.

In the example shown on this slide, two events meet the aggregation condition and are grouped by the same
reporting IP address and user. So, in this example, two totally separate incidents are generated: the first for
reporting IP address 1.1.1.1 and user Fred, and the second for reporting IP address 1.1.1.5 and user Alice.

Consider a scenario where these two events were the same; that is, they were both from the reporting IP

address 1.1.1.1 and user Fred. In that case, because the count of matching events is one or more, the two
events would be part of the same incident.
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Example A—Question 1

+ Consider five account locked events received by FortiSIEM from domain controllers with
the last 10 minutes

Reporting IP: 1.1.1.1, Reporting Device: Server101, User: John, Domain: USA, Event Type: Account Locked
Reporting IP: 1.1.1.1, Reporting Device: Server101, User: Craig, Domain: USA, Event Type: Account Locked
Reporting IP: 1.1.1.2, Reporting Device: Server109, User: Mary, Domain: UK, Event Type: Account Locked

Reporting IP: 1.1.1.1, Reporting Device: Server1i01, User: Craig, Domain: USA, Event Type: Account Locked

Reporting IP: 1.1.1.1, Reporting Device: Server101, User: John, Domain: USA, Event Type: Account Locked

* Look for one or more matching events and groupings by the same Reporting Device,
Reporting IP, and User

« How many incidents would be created? 3

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved. 13

The question shown on this slide is based on the example shown on the previous slide.

Consider the following five account locked events received by FortiSIEM from domain controllers within the
last 10 minutes:

1. Reporting IP 1.1.1.1, user Fred, USA Domain
2. Reporting IP 1.1.1.1, user Craig, USA Domain
3. Reporting IP 1.1.1.2, user Mary, UK Domain

4. Reporting IP 1.1.1.1, user Craig, USA Domain
5. Reporting IP 1.1.1.1, user Fred, USA Domain

If you are looking for one or more matching events and groupings by the same reporting IP address and user,
how many incidents would be created?

The answer is three. In this list of events, the reporting IP address 1.1.1.1 and the user Fred is reported twice:
in the first event and the fifth event. The second and the fourth event also have the same reporting IP address
and the same user (Craig). The third event is unique, but, because we are looking for one or more matching
events, it satisfies the criteria. Therefore, in this example, three incidents are created.
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* How about now?

EVENTS RECEIVED

Example A—Question 2

Account Locked Out events receives from Wirdews Domain Controliers
Reporting Device: PC-A

sEw e
> Reporting IP: 1.1.1.1 -

Win-Security —* d Win-Securty ——t
4740 User: Fred 4740

Reporting Device: PC-B
Reporting IP: 1.1.1.5
User: Alice

-ew
-“ Reporting Device: PC-D

(e aad Reporting IP: 1.2.1.7
4740 User: Fred

-.:.* Reporting Device: PC-C
i Reporting IP: 1.1.1.1

Wir-Becurity

4740

User: Mary

Reoporting Device: PC-A
Reporting IP: 1.1.1.1
User: Fred

o

* Answer: 4

NSE Training Institute

10 minute window

TIME

Edit SubPattermn

© Fortinet Inc. All Rights Reserved.

In the example shown on this slide, you are still using the same rule, but you receive five matching events
during the specified 10-minute time window. Again, all these events are account lockout events received from
a Windows domain controller. The following are the five events that were received:

arwN =

Reporting IP 1.1.1.1, user Fred
Reporting IP 1.1.1.5, user Alice
Reporting IP 1.1.1.1, user Fred
Reporting IP 1.1.1.1, user Mary
Reporting IP 1.2.1.7, user Fred

Based on the aggregate condition and grouping in this rule, how many incidents are generated?

Events one, three, and four all have the same reporting IP of 1.1.1.1, but only events one and three also have
the same user, Fred. Therefore, events one and three are grouped as a single incident.

Event two has no matching reporting IP and user combinations, so it is reported as a single incident. As
previously discussed, event three is grouped with event one as one incident. That puts our current incident
count at two. Event four has the same reporting IP as events one and three, but has a different user, Mary, so
it is reported as a single incident.

Finally, the user in event five has been used in previous events, Fred, but it has a unique reporting IP, so it is
counted as a separate incident. Therefore, the incident count for this example, and the answer to the question,
is four.
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Same Query Using FortiSIEM Analytics

« Filter for device account locked events reported by Windows

Filter el | il | e Group By and Display Fields

Event Keyword

@ Event Attribute Attribute
Paren Attribute Operator Value Paren Hext Row
© © wenTpe " v Growp: Domain Account Locked @ @ P Reporting Device
(+] -] Reporting P N v  Group: Domain Controller [+] (-] FUT I + I - |
Reporting IP
« Group by the Reporting Device, Reporting IP, and User .
ser

* Add a COUNT(Matched Events) to the Display Fields

COUNT( Matched Events )

Reporting Device Reporting IP User COUNT (Matched Events)
PC-A 11 Fred )
pC-A ™ * As in the previous example,
pc-B amiit5  Alice 1 four incidents would be
pPC-C 217 Fred 1 triggered
m"é“ET Training ||'|stitu‘te © Fortinet Inc. All Rights Reserved 15
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To help put rules into context, examine what would happen if you made the same query using FortiSIEM
analytics.

The example on this slide shows a search condition to look for lockout events reported by a Windows domain
controller. The resulting events are grouped by the reporting IP address and user. The example also shows
the addition of a count of the matching events to the display columns.

As you can see, you get exactly the same four entries in the results. The top entry indicates that two events
match the same reporting IP address and user, and the rest are single entries.
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* You can view, edit, and activate a single rule by selecting the rule, and then click
Selected Rule Edit Multiple Rules B x
/ Select Rules: Items: \zarch Selections: Sparch...
w Rules M < 111 65 > N
Resources & RUIES I L A Agent FIM: Linux Directory Ownership or.. B
5 L Agent FIM: Linux File Changed From Bas... 2%
New & Edit « Delete Test Q _
Agent FIM: Linux File Content Modified b
LA Agent FIM: Linux File or Directory Created >
Gistom LAB? Agent FIM: Linux File or Directory Deleted
Mngroipet Agent FIM: Linux File Dwnership or Perm...
10 - HIGH (s) Account Locked: Domain I v
Select Actions
jevarity:  Click to edit. Leave empty for unchanged,
| Active: [Factive I
Save Cancel
* You can activate or de-activate multiple rules by selecting Multiple Rules
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 16

You can view, edit, and activate a single rule by selecting and then clicking Selected Rule. You can also
change severity of multiple rules, and activate or de-activate multiple rules by selecting Multiple Rules.
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Example B
* The rule: Heavy TCP Host Scan

Heavy TCP Host Scan - Edit Details

Step 2: Define Condition >  Step 3: Define Action

Rule Name:

Description:  Detects excessive permitted TCP connections from the same source to many distinct destinations in a short period of time. The
threshold is 200 flows within 3 minutes. Scanning may be a precursor to exploits. However, network management and mapping
tools often scan the network for discovery purposes and authorized scanners need to be blacklisted. P2P clients also exhibit this
behavior when they attempt 1o establish connections 1o (non-existent) peers.

Event Type:

Remediation:

Save Cancel

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 17

The second example rule that you will look at is a heavy TCP host scan. This rule detects an excessive
number of permitted TCP connections from the same source, going to many different destinations, within a
short period of time.
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+ Over a 180-second (three-minute) time window

Example B—Subpattern and Time Window

* |Is tracking a single subpattern named: HostScanTCP

Heavy TCP Host Scan - Edit Details

Step 1: General » |{m : Define Condition = Step 3: Define Action

Paren Subpattern

e © HostScanTCP :

Save Cancel

Condition: |If this Pattern occurs within any 180 second time window

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

In the second step, you will define the Subpattern, which in this example is HostScanTCP. The rule is
triggered if the pattern occurs within a 180-second (three-minute) window.

FortiSIEM 6.3 Study Guide

269



Rules and MITRE ATT&CK

DO NOT REPRINT

CODRTINET
TN TIINL- 1

* The filter is defined to look for events that are permitted traffic and TCP, but not from
flow traffic, where the source IP is internal but not from FortiSIEM itself
Edit SubPattern o x
Hame:  HostScanTCP
Filters: Paren Attribute Operator Value Paren Next Row
+] Event Type ] Evenit Types: Permit Traffic [+ AND - -]
[+] Event Type HOT IN Evert Types: Bidirectional Netflov @ AND o ©
[+] P Protocol [} (+] AND (- -]
+] Source 1P HOT IN % applications: Internal System [+] AND o @
] Source IP N % Heiworks: Private Het [+ AND e ©
Aggregate: Paren Attribute Operator Value Paren Next Row
L+] COUNT DISTINCT{Destination IF) - § 00 +] AND 52 o|e
Group By: Attribute Row ove
Source 1P ole| +|+
Save Save as Report Run as Query Cancel
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 19

When you edit the HostScanTCP subpattern, you will have the option to modify the Filters, Aggregate, and
Group By attributes.

The filter is defined to look for events that are permitted traffic and TCP, but not from flow traffic, where the
source IP is internal but not from FortiSIEM itself.

FortiSIEM 6.3 Study Guide 270



Rules and MITRE ATT&CK

DO NOT REPRINT

EODRTINIET
T\ |

HNET —
Example B—Aggregation and Group By
* Rule triggers if 200 or more distinct destination IPs recorded for the same Source IP
Edit SubPattern o x
. +] Event Type N &  EventTypes: Permit Traffic [+] AND -]
(+] Event Type MOT IN 2 EventTypes: Bidwectional Metfiov © AND [- BN
+] IP Protocol & [+] AND [ - ]
o Source IP HOT IN ¢ Applications: Internal System [+] AND [+ -]
L+] Source IP M 2 Metworks: Private et L] HD e 9
o COUNT DISTINGT (Destination IP) > w0 ° AHD o ©
Group By:  Attribute Row Move
Source P (4] e -+ *
Save Save as Report Run as Query Cancel
m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 20

The aggregate condition in this rule is looking for 200 or more different destination IP addresses.

The aggregate condition is defined as COUNT DISTINCT (Destination IP) that is greater than or equal to
200, over the time period of 180-seconds (three minutes).

These results are going to be grouped by the same source IP. If the same device goes to 200 or more
different destination IP addresses within 180 seconds, it triggers this rule.
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Example B—Rule Actions
* The last step sets the rule severity and categories
Heavy TCP Host Scan - Edit Details
Step 1: General >  Step 2: Define Condition > Iﬂ:m
Severity: 7 - MEDIUM v Update Status on Summary Dashboard: [
Category: Security v Notification: 4 2 Hours w
Subcategory:  Discovery v Impacts:  Network
Technique: 5 Selected »
Tattics: Discovery, Reconnaissance
Action: Defined ra Watch List: Defined FAR |
Exception: Undefined Pl Clear: Undefined Pl
Tag: -
Save Cancel
FEmTneET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 21

The third step sets the action criteria for the rule. You can select Severity to associate with the incident
triggered by the rule. You should select the Category of incidents to be triggered by the rule and
the Subcategory from the available list based on the selected incident Category.
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* You can define custom subcategories under ADMIN > Settings > Analytics >
Subcategory
@ DASHBOARD I ANALYTICS A INCIDENTS W CASES £ cMpB 12 RESOURCES 7= TASKS 0 ADMIN
& Setup € All Settings > Analytics > Subcategory
& Device Support Category: Subcategory: Save All Add
= Health Availability Possible Credential Theft v X -
B3 License Performance Application -
Change Audit — 4
Authentication — ra
Other Behavioral Anomaly -
BotNet -
':I"é“ET Training Institute ©Fortinet Inc. All Rights Reserved. 22

FortiSIEM groups incidents into different categories—Awvailability, Change, Performance, Security, and
Other. The system assigns a category to every rule and you can search any incident using these categories.
The system defines a subcategory for every system-defined rule. You can add a subcategory for custom rules
and also create new subcategories. You can search incidents using both categories and subcategories.
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Introducing Threshold-Based Rules

* In your network, there are differences in the loads and utilizations of hardware and
software components across devices

« What if you want to be alerted to different utilization values for each interface on a router,
or to different utilization values for each disk on a database server, rather than using the
same thresholds across all objects?

Hetwrk e U
€ 70% Util ox A5 Gt 10% Util  Aten
1 g
- D 90%Util ox | ° S5 civ2 75% Util o
Server = Firewall
E | 70%Util en R e3 5% Util ok

+ FortiSIEM includes global thresholds and per-device-object thresholds for specific PAM
metrics

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 23

CORTINET
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In your network, there are differences in the loads and utilizations of hardware and software components
across many different devices.

What if you want to be alerted to different utilization values for each interface on a router, or to different
utilization values for each disk on a database server, rather than using the same thresholds across all device

components?

It's for exactly these types of requirements that FortiSIEM includes global thresholds and per-device-object
thresholds, for specific PAM metrics.
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* Globally applied metric thresholds that the rules engine references by default
+ Typically two values: warning and critical

Separate thresholds for servers, network devices, storage devices, and so on

05 ADMIN
E - Setup Devices/Apps  Event Attributes Event Types Parsers Monitoring Custom Properties SHMP SysObjectld Upload File
Mew | Edit | Detete Apply | [ An Columns ~ Lines: 75 &
= Health Search Name Display Hame Object Type Value Type Component Type Default Value Scope
O ACIHealthScoreThreshCrit  ACI Health Score Critical..  Device DOUBLE &0 System Z
E7 License
ACIHealthScoreThreshWa... ACI Health Score Warnin... Device DOUBLE 80 System
&8 Settings ] building Building Device STRING System
O businessUnit Business Unit Device STRING System
CIF5LatencyThreshCrit CIF5 Latency msec Critic..  Device DOUBLE 0 System
O CIFSLatencyThreshWarn CIFS Latency msec Warni.. Device DOUBLE 20 System
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved.
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You can find the global thresholds on the Custom Properties tab, under ADMIN > Device Support. As the
name implies, global thresholds are globally applied metric thresholds. The rules engine references these
values by default. Typically, you will see two values for these thresholds: a global threshold for warning, and a

global threshold for critical. There are separate warning and critical thresholds for servers, network devices,
storage devices, and so on.
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- Server CPU warning and critical thresholds  ADMIN > Device Support> Custom Properties

Event Types Parsers Monitoring Custom Properties SNMP SysObjectld Upload File

Devices/Apps Event Attributes

Mew Edit Delete Apply D All Server CPU Columns = Lines: 2 | 75

Search MName Display Name Object Type Value Type Component Type Default Value Scope
] ServerCPUULIThreshCrit Server CPU Util Critical ... Device DOUBLE 95 System
O ServerCPUULIThreshWarn Server CPU Util Warning ... Device DOUBLE 75 System

+ Network device CPU warning and critical thresholds

Event Types Parsers Monitoring Custom Properties SNMP SysObjectid Upload File

Devices/Apps Event Attributes

New Edit Delete Apply D All Columns = Lines: 2/ 75

Search Name Display Name Object Type Value Type Component Type Default Value Scope
MetCPUULIThreshCrit Metwork CPU Util Critica.. Device DOUBLE o0 System
O HetCPUULIThreshWarn Metwork CPU Util Warnin... Device DOUBLE 65 System

+ CPU values thresholds also exist for other devices, such as storage devices

25

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved.

If you search for the word server CPU, you see the warning and critical threshold default values related to
the server CPU, which the rules engine references. Alternatively, if you searched for NetCPU, you see the
network-related warning and critical network CPU default values. The system also includes CPU values for

other devices.
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CMDB Property Definitions

* For each device in the CMDB,
there is a Properties tab that lists

all of the global performance  |ENBBSBAIEHSHREAaEE S DS RGRSHS]

metrics Edit Device i

Summary Contacts Interfaces Device Properties Parsers

* Here, you can set each threshold “Mate: Only Devies Praparties are editable
to a different value, which User Defined
overrides the global setting St

ACI Health Score Critical Thresheld:

ACI Health Score Warning Threshold:

+ Fields that are set to Undefined
are per-device-object values,
meaning more than one object
may be being monitored

Business Unit:

CIFS Latency msec Critical Threshold:

CIFS Latency msec Warning Threshold:

Disk Latency msec Critical Threshold: Undefined Edit

Disk Latency msec Warning Threshold: Undefined Edit

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 26

For each device in the CMDB, there is a Properties tab that lists all of the global performance metrics-related
thresholds. On this tab, you can set each threshold to a different value. These settings override the global
settings. Click CMDB > Select a device > Edit > Properties.

Fields that are set to Undefined are known as per-device-object values. This means that there may be more

than one object being monitored, such as multiple discs on a server, or multiple interfaces on a router or
switch.
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Per-Device-Object Values—Disks

 Per-device-object values are thresholds that are defined for devices that could have
multiple objects for example disks

Edit Device

CIFS Latency msec Warning Threshold:
Disk Latency msec Critical Threshold:

Disk Latency msec Warning Thresheld:

Summary Contacts Interfaces Device Properties Parsers

Undefined

Undefined

Edit Clear / Disk Space Util Critical Threshold

Disk Space Util Critical Threshold:

Disk Space Util Warning Threshold:

Undefined

Undefined

Edit " Clear

Edit Clear

NSE Training Institute

+ Individual thresholds can be set for each disk, per device

© Fortinet Inc. All Rights Reserved.
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As previously stated, per-device-object values are thresholds that are defined for devices that have multiple
objects, such as interfaces or disks.

If you've performed a discovery on these devices, then this detail is in the CMDB. If you select Edit on one of
these per-device thresholds, you see a list of all of the components that use that threshold on this device,
which you can then set individual threshold values for.
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+ Another example is interfaces

Edit Device

Summary Contacts Interfaces _Dw1ce Properties Parsers earch.,.. Network interface Util Critical Threshold »*

Network CPU Util Critical Threshold: / Q Default: 95

Network CPU Util Warning Threshald: b
GigabitE: i2: 5

Metwork Interface Util Critical Thresheld: Undefined Edit fm >
GigabitEthernet1/3: 77

Network Interface Util Warning Threshold: Undefined Edit
Gigabitfthernetl/4;

GigabitEthermet1/S: g5

GigabitEthernet /é

* Individual thresholds can be set for each interface on a device for critical and warning
utilization and error percentage thresholds

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 28

Setting the network interface threshold value is another example of per-device-object values. You can set
individual thresholds for each interface on a device for critical and warning utilization and error percentage
thresholds. You can configure rules to trigger based on those threshold values.
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+ Setting individual CPU and
memory thresholds for each
process found during discovery

Per-Device-Object Values—Process Utilization

Edit Device
Summary Contacts |Interfaces Device Properties Parsers earch..

Process CPU Util Critical Threshold: Under‘med/idn

Process CPU Util Warning Threshold: Undefined Edit

Process Memery Util Warning Threshold: Undefined Edit

| o

Process Memory Util Critical Threshold: Undefined /[cr Clear

NSE Training Institute

© Fortinet Inc. All Rights Reserved.

Process CPU Util Critical Threshold »
= Default: 80
AcWinAgt oxe:  §p
/ LeganUl.exe:
ManagementAgentHost. exe:
Microsoft. ActiveDirectory, WebServices.exe:
Sysmonbd. exe: | 75
Ly Process Memory Util Critical Threshold x
Q Default: B0
AoWinAgt.exe: g%
LogonUl exe:
ManagementagentHost exe: g0
Microsoft. ActiveDirectory. WebServices exe:
Sysmonbd.exe:
29

Process utilization is another commonly used per-device-object value. You can set process utilization
threshold values for CPU and memory for devices, and monitor those thresholds by configuring rules.
FortiSIEM can generate an alert if resource utilization exceeds those threshold values.
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* The rules engine uses the DeviceToOCMDBAttr function to reference the global and
per-device-object thresholds
« DeviceToOCMDBALttr (Host IP, Server CPU Util Critical Threshold)
+ References the thresholds that are stored in the CMDB properties for the device
* If no value is set for a component, the global value is used
Server CPU Util Critical Threshold: Server CPU Util Critical Threshold:
Server CPU Util Warning Threshold: g0 Server CPU Util Warning Threshold: ‘7
7
Devices/Apps Event Attributes Event Types Parsers Monitoring Custom Properties SNMP SysObjectld Upload File
New Edit Delete Apply O au Server CPU Columns ~ Lines: 2 / 75
Search Name Display Name Object Type Value Type Component Type DefaulyValue Scope
ServerCPUULIlThreshCrit Server CPU Util Critical ... Device DOUBLE 95 System
ServerCPUUtILThreshWarn Server CPU Util Warning .. Device DOUBLE 75 System
m"m'ET Training Institute ©Fortinet Inc. All Rights Reserved. 30

The rules engine uses a function to reference the global and per-device-object values. The function is called

DeviceToCMDBALttr.

When the rules engine calls this function, it passes along a couple of parameters: the host IP and the attribute
to look up. In the example shown on this slide, the attribute is Server CPU Util Critical Threshold. The
function looks up that attribute in the CMDB for that device. If a value is set, then the function uses that value;
otherwise, if a value is not set, the function references the global value for that component.
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Example C

 For the rule: High Process Memory: Server

High Process Memory: Server - Edit Details

) 8 Step 2: Define Condition >  Step 3: Define Action

Rule Name

Description Detects high memory usage by a server application on the basis of 3 consecutive measurements in a 15 minute period

Event Type:

Remediation:

Save Cancel

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 31

This slide shows an example of the High Process Memory: Server rule, which detects high memory usage
by a server application on the basis of three consecutive measurements in a 15-minute period.
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Example C—Subpattern and Time Window

* |Is tracking a single subpattern named: HighProcessMemory
+ Over a 900-second (15-minute) time window

High Process Memory: Server - Edit Details

Step 3: Define Action

Step 1: General > | ep 2:

Condition: If this Pattern occurs within any 900 second time window
Paren Subpattern Paren MNext
o e HighProcessMemory s O O

Save Cancel

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved.
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The Subpattern for this rule is HighProcessMemory which tracks high memory usage over a 15-minute time

window.
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+ The filter is defined to look for events that are device monitoring process resource
utilization events (CPU and memory usage reported for every process)
« AND only events where the host is a server device
Edit SubPattern
Filtars: Pares Artritiste Oparator Valise
£+] Event Type . §  PH_DEV_MON_PROC_RESOURCE U1 o AND
4] Most 1P J 2 Devices: Server (-] AND
ANG{Memary Util) ve 2 DeviceTolMmDéArtriMos IP : Softws @ AND - B -
L+ COUNT Matched Everits | > 3 (-] AND L - -
Haost Name e o + +
Seftware Name o e + o+
Save Save as Report Run as Query Cancel
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 33

The example on this slide shows a performance and availability-related rule that that references global values.
This rule is for high-memory usage on a server. It is looking at events that are device monitoring, process
resource utilization events.

This event collects CPU and memory usage reported for every process on a server device, where the host IP
is in the server device category in the CMDB.
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Example C—Aggregation and Group By

* Rule will trigger if based on at least three or more matching events, the AVG(Memory
Utilization) is greater than either the global threshold or individual process (software
name) object override

* Grouped By the same Host Name, Host IP, and Software Name

Edit SubPattern

Paren

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 34

Rule triggers if based on at least three or more matching events, the AVG(Memory Utilization) is greater
than either the global threshold or individual process (software name) object override.

The Group By condition for this rule is to group matching events by the same host name, host IP, and
application name.

If you think about it, you could be monitoring hundreds or even thousands of server devices in your network,
all sending these events. So, the grouping operation helps to ensure that you are looking at events coming
from the same host and the same application.
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* The last step sets the

Example C—Rule Actions

rule severity and categories

Severity:

Category:

Subcategory:

Technique:

Tactics:

Action:

Exception:

Tag:

Step 1: General >  Step 2: Define Condition > |_

High Process Memory: Server - Edit Details

& - MEDIUM v Update Status on Summary Dashboard:
Performance ~ Notification:
Impact v Impacts:

[T1499.003] Endpoint Denial of Service: Application Exhaustion Flood «

Impact
Defined V4 Watch List:
Undefined F Al | Clear:

-

Save Cancel

24 3

Server

Defined

Defined

Hours

NSE Training Institute
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The third step sets the action criteria for the rule. You can select Severity to associate with the incident
triggered by the rule. You should select the Category of incidents to be triggered by the rule and the
Subcategory from the available list based on the selected incident Category.
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Memory Util for Software Name = AV . = —_mi - =
it fype P DIV LGN PROR RESCHIGES Ui In this example, over a 15-minute time period,
2R 2 R | it b v e el tre

B AV=85 AV=80 Al\i‘-m al\.:\-‘s‘o : p 1 .

2 — — — servers are running the same antivirus

- — T application, named AV

2 P e i e

=

@ ot — = =t 3

0 15 minute window TIME
Aggregate: Paren Attribute Operater Value Paren Next Row
[+] AVG{Mamory Util} #| DeviceToCMDBALLr(Host P ; Sort\m'l [+] AND [+ I - ]
4] COUNT( Matched Events ) - $( 3 [+ AND o ©
Group By: .Aurlbun Row Move \
Heir Rome Gl B | (] g | Threshold value is 80 |
Host 1P o (-] * &
Software Name o -] * -
H“E Training Institute ©Fortinet Inc. All Rights Reserved. 36

Still using the rule from the previous example, consider a 15-minute time period during which FortiSIEM
collects four process resource utilization events from three different servers. Call them server A , server B,
and server C. All three servers are running an antivirus application that you will call AV.

If you look at the aggregate condition, you want the average memory utilization to be equal to or greater than
80, and get at least three or more matching events within the 15-minute time period to trigger this rule.

The results are grouped by the host name, host IP, and application name.

How many incidents are generated in this example?
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Example C—How Many Incidents? (Contd)
Memory Util for Software Name = AV
Event Type = PH_DEV_MON_PROC_RESOURCE_UTIL Process Memory Util Critical Threshold *
et R B e a i @
Berver A Sorver A Barves A Barver A
o] AV=85 AV=80 AV=90 AV=90
I-I>-I (ERR) (REE) {REE] i (RRR] |
o = v = =
(i Sorver 0 Sarver B Berver B Servar i
w AV=30 AV=20 Av=30 AV=50 w AVG = (85"'90"'90"‘90);4 =88.75
5 22z 2222 2223 zray
w
o = =) T =
Sorwer & Server C Servwr C Berwnr €
AV=10 AV=5 AV=4 AV=6
3333 2333 3323 3233
0 15 minute window TIME
Aggregate: Paren Attribute Row
(+] AVG{Memory Util) % DeviceToCMDBALriHOSE IP : Softwi @ AND [+ I - ]
L+ COUNT{ Matched Events § > &3 [+] AND o ©
Group By:  Attribute Row Maove
Hast Name [+] e * | &
Host IP LI + o+
Software Name [+] -] * *
FOATINET Z = -
NSE Training Institute ©Fortinet Inc. All Rights Reserved. ar

If you look at server A, there are four events that match the filter criteria. The average of those four events is,
85+90+90+90, divided by the number of events, which is four. That gives you a value of 88.75. Is this value
greater than 807 Yes it is, so this is an incident that triggers the rule for server A, for the AV application.
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Example C—How Many Incidents? (Contd)
Memory Util for Software Name = AV
Event Type = PH_DEV_MON_PROC_RESOURCE_UTIL Process Memory Util Critical Threshold »
—r —r a _
Harver A Sorver A Sarver A Sorvne &
o AV=85 AV=80 AV=80 AV=90
g i _|.|.|.|. AERE] __nu_ :I.I_.I.
5 = g L AVG = (85+90+90+90)/4 = 88.75
2 — 2 ( )
® AV=30 AV=20 AV=30 AV=50
E zixx 1133 e P Ziis
g T & AVG = (30+20+30+50)/4 = 32.5
Sarver C Barver C Server C Berver C
Av=10 AV=5 AV=4 AV=6
3333 3333 2213 2333
0 15 minute window TIME
Aggregate: Paren Attribute
[+] AVG{Memony Util) > % | DeviceToCMDBAttriHost IP : Softwi = © AND
[+] COUNT( Matched Events ) »e £ 3 [+] AND
Group By:  Attribute Row Mave
Host Name [+] e + +
Host |P [+] -] -+ *
Software Name (+] -] + +
FLIATINET
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When you look at server B, you can see that there are also four events that match the filter criteria. The

average of those four events is 32.5. This isn’t equal to or greater than 80, so this does not trigger the rule
and therefore does not generate an incident for server B.
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Memory Util for Software Name = AV
Event Type = PH_DEV_MON_PROC_RESOURCE_UTIL Process Memory Util Critical Threshold »
) . rau . il . o } qQ Default:
Sorves A Barver A Sarver A Barver A
£y AV=85 AV=90 AV=080 AV=90
l-l::l _:l.'. L 1143 | I (EEX] | EERE =
3 e R e = W AVG=(85+90+90+90)/4=88.75
l&‘ Barvar B Sorver B Server B Sorve 8
i - oA 0B 0 = .
z J AVG = (30+20+30+50)/4 = 32.5
a A . ras I - . L .
R e 5 o ) AVG = (10+5+4+6)/4=6.25
3333 3333 EERE] 3323
0 15 minute window TIME
Aggregate: Paren Attribute Operator Value Row
[+] AVG{Memeary Util) »m %  DeviceToCMDBAttr(Host IP : Saftws  © AND o o
[+] COUNT( Matched Events | »n $ 3 [+] AND ale
Group By: .nfnflwu Row Maw
Host Hame e @9 + o+
Host IP [+] -] +  *
Software Name (] -] LA
FOATINET
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The same is true for server C. There are four events, and the average of those four events is to only 6.25.
Again, this is less than the required condition, so there is no incident for server C.
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+ For the rule: Server CPU Critical
Server CPU Critical - Edit Details
1 :}?1 Step 2: Define Condition »  Step 3: Define Action
Rule Name:
Description: Detects that server CPU has reached a critical level {greater than 85% based on 2 successive readings in a 10 minute interval
Event Type:
Remediation:
Save | Cancel
FoRTET e 1
NSE Training Institute ©Fartinet Inc. Al Rights Resenved. 40

This is an example of the Server CPU Critical rule which detects that server CPU has reached a critical level

(greater than 85% based on two successive readings in a 10-minute interval).
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Example D—Subpattern and Time Window

* Is tracking a single subpattern named: ServCPUCrit
* Over a 600-second (10-minute) time window

Server CPU Critical - Edit Details
Step 1: General ¥ Ta@mmﬁwﬂmx Step 3: Define Action
Condition: |f this Pattern occurs within any 600 second time window

Paren Subpattern Paren Next Row

o o ServCPUCrit s & O 9 : ©| 9

Save Cancel

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 41

The rule is tracking a single subpattern ServCPUCrit over a 600-second (10-minute) time window.
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+ The filter is defined to look for events that are device monitoring CPU utilization events
AND only from hosts that are server devices
Edit SubPattern
Name:  servCPUCrit
Filtors: Parsn Attribute Operator Value
[ +] Event Type - % PH_DEV_MON_SYS_CPU_UTIL [+] AND
[+] Host IP N *  Devices: Server (+] AND
Aggregate: Paren Attribute Operator Value Paren Hext Row
AVGICRU Util) » % DeviceToCMDBALtr{HOSE IP : Server | © AND
COUNT( Matched Events | = s 2 < AND
Group By: Attribute Row Move
Hast IP o ° +* +
Host Name [+] L] * *
Save Save as Report Run as Query Cancel
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 42

The subpattern is looking for a particular event type, PH_DEV_MON_SYS_CPU_UTIL, coming only from
server devices.

FortiSIEM 6.3 Study Guide 293



Rules and MITRE ATT&CK

DO NOT REPRINT

CODRTINET
JINTIINL ]

-—
Example D—Aggregation and Group By

* Rule triggers if based on at least two or more matching events if the AVG(CPU
Utilization) is greater than either the global threshold or device object override

« Grouped By the same Host Name, Host IP

Edit SubPattern
Name: | servCPUCHL
Filters; Paren Attribute Operator w
+] Event Type | CPU_UTIL +] AND : 0 @
[+] Heat B N AND o @
Aggregate:  Paren Attribute Operater Paren Hext Row
[+ AVG{CPU Uit} % DeviceToCMDBALtRHost IP : Server © ARD I - B - |
L+] COUNT{ Matched Events | g 32 ] AR 3 O @
Group By:  Attribute Row Move
Hast 1P o e &+ +
Host Name o @ 4+ |+
Save Save as Report Run as Query Cancel
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 43

The aggregate condition for this rule looks for two or more events that match the filter criteria and, for those
matching events, calculates the average CPU utilization. Once it has calculated the average, identify if it is

greater than either the global threshold or device object override, over a specified time period. For this rule,
the time period is 600 seconds.

The results are grouped by the same host IP and host name. Make sure you calculate the average for the
same device.
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L
Example D—Rule Actions
* The last step sets the rule severity and categories
Server CPU Critical - Edit Details
Step 1: General >  Step 2: Define Condition > :tSljﬁllé:c» Jefin m|
Severity: 9. HIGH v Update Status an Summary Dashboard:
Category: Performance v Motification: 4 S Hours v
Subcategory: Impact w Impacts:  Sarver
Technique: [T1499.001] Endpoint Denial of Service: 05 Exhaustion Flood «
Tactics: Impact
Action:  Defined V4 Watch List: Defined
Exception: Undefined ran | Clear: pefined
Tag: v
Save  Cancel
FEATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 44

The third step sets the action criteria for the rule. You can select Severity to associate with the incident
triggered by the rule. You should select the Category of incidents to be triggered by the rule and

the Subcategory from the available list based on the selected incident Category.
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Rules and MITRE ATT&CK

Example D—How Many Incidents?

* Matching events and custom thresholds T
PH_DEV_MON_CPU_UTIL Events from Server Devices
Summary Contacts Interfaces Device Properties Parsers
PAM AN L] . .
> & A SOV y s A Server CPU Util Critical Threshold: 90
L CPU=30 CPU=90 = CPU=95
(Ll_i 1111 1113 ] 1114 Server CPU Util Warning Threshold:
o — . —
PAM PAM T PAM
I b | CMDB> Devices > Server B
E Server B Server B = Server B
= CPU=70 CPU=50 @ CPU=60 Display Name Default Value
L 2222 2222 2222
Server CPU Util Critical Threshold 95
0 10 minute window TIME
Aggregate:  Paren Attribute Operater Value Paren Mot LT
[+] AVGICPU Uil %  DeviceToCMDBAttriMoat IP : Server @ AND : O @
[+] COUNT{ Matched Events ) : 1 [+] ARD O - I -]
Group By: Attribute Raw Mave
Host P o e +
Host Hame - B * |+

NSE Training Institute

© Fortinet Inc. All Rights Reserved.
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In the example shown on this slide, there are three events for two server devices, server A and server B,
collected over a 10-minute time window. In the CMDB, you override the default values for the server CPU
utilization critical threshold. The threshold value for server A is set to 90 and set to 95 for server B.

How many incidents do you think will be generated?
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Example D—How Many Incidents? (Contd)
» Server A: Triggers incident | CMDB > Devices - ServerA - Edit > Properties
PH_DEV_MON_CPU_UTIL Events from Server Devices Edit Device
8 "I" . - } . } Summary Contacts Interfaces Device P'roparties_l Parsers
= Server A Server A Server A
L CPU=30 CPU=90 CPU=95 ~ Server CPU Util Critical Threshold: 90
(LI—} 1119 11.aa L) 1.1aa
o« = - Server CPU Util Warning Threshold:
S| G o chume o chuma
E 2222 2222 2222 AVG = (90"‘90"’95)]3 = 91 .67
0 10 minute window TIME
Aggregnte: Paren Attribute Operater Value Paren Mot LT
L+] AVGICPU Util) % | DeviceToCMDBAtLr(Host 1P : Server @ AND : © @
[+] COUNT{ Matched Events | 2 [+] ARD LI - I - |
Group By: funhu:- Raw . -” )
Hast 1P ole N 91.67 > 90 0
Haost Name o e *
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 46

In the example shown on this slide, there are three events for two server devices, server A and server B,
collected over a 10-minute time window. In the CMDB, you override the default values for the server CPU
utilization critical threshold. The threshold value for server A is set to 90 and set to 95 for server B.

How many incidents do you think will be generated for server A?
One incident will be created, because the average value is 91.67, which is greater than the threshold value of

90.
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Example D—How Many Incidents? (Contd)
+ Server B: No incident
PH_DEV_MON_CPU_UTIL Events from Server Devices _
8 PAM . PAM . PAM . Display Name Default Value
= Server A Server A Server A Server CPU Util Critical Threshold 95
L CPU=90 CPU=390 CPU=95
(LI_} 1133 11.aa 1.1aa
o
g PAM . PAM . ; PAM .
SI| e o ok Coveao > AVG = (70+50+60)/3 = 60
w 2222 2222 2222
0 10 minute window TIME
Aggregate; Paren Attribute : aw
[+] AVGICPU UtH) §  DeviceToCMDBAttr{Host IP : Server  © AND o o
L+] COUNT{ Matched Events | [+] AND [+ -]
Group By:  Attribute Row Move
Host IP o e 4+ 60 > 95 @
Host Hame: (-] -] + +
'"-""'E Training [l‘lstltute © Fortinet Inc. All Rights Reserved.

In the example shown on this slide, there are three events for two server devices, server A and server B,

collected over a 10-minute time window. In the CMDB, you override the default values for the server CPU

utilization critical threshold. The threshold value for server A is set to 90 and set to 95 for server B.

How many incidents do you think will be generated server B?
No incidents will be created, because the average value is 60, which is not greater than the threshold value of

95.
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Knowledge Check

1. A subpattern for a rule is defined by
¥'A. Filters, aggregation, group by definitions
B. Filters, aggregation, time window definitions
C. Filters, threshold, time window definitions

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 48
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Lesson Progress

« Rules

" Introduction to MITRE ATT&CK
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Good job! You now understand rules.

Now, you'll learn about the MITRE ATT&CK framework and various tactics and techniques.
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Introduction to MITRE ATT&CK

Objectives

+ Understand the MITRE ATT&CK framework
* Understand technique and subtechnique numbering
+ Explore the MITRE ATT&CK framework on FortiSIEM

NSE Training Institute 50

After completing this section, you should be able to achieve the objectives shown on this slide.
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What Is MITRE ATT&CK?

ATT&CK

Adversarial Iactics Iechniques &gommon Enowledge

* Global knowledge base of real-world adversary attack tactics, techniques, and

procedures (TTPs)
+ Culminated from actual groups, such as APT3, APT29, and so on

© Fortinet Inc. All Rights Reserved. a1

NSE Training Institute

MITRE ATT&CK is a global knowledge base of real-world adversary attack TTPs. The knowledge base is
populated with popular attacks and techniques used by various attack groups over the years, such as APT3,
APT29, and so on. ATT&CK maps various techniques to tactics so that it becomes easy to identify similar

attacks.
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* Atactic is what an attacker hopes to achieve, for example initial access
« Atechnique is how an attacker plans to execute the tactic, for example, phishing
* A procedure is a specific implementation of the technique

1TP

Tactic Technique Procedure

ﬁ SE Training Institute ©Fortinet Inc. All Rights Reserved. 52

Very often SOC teams use the term TTP, which stands for tactics, technique, and procedure.

Tactics describe the immediate technical objectives the attackers are trying to achieve, such as gaining initial
access, maintaining persistence, or establishing command and control. Invariably, attackers must use multiple
tactics to successfully complete an attack.

Techniques describe the methods attackers use to achieve a tactic. All tactics in each matrix have multiple
techniques. The enterprise matrix breaks some techniques down further into subtechniques. An example of
this is the phishing technique attackers use to gain initial access. The three subtechniques associated with the
phishing technique are spearphishing attachment, spearphishing link, and spearphishing through service.

Procedures describe the specific implementations of techniques and sub-techniques APTs have used
(sometimes in clever or novel ways), or it can refer to specific malware or other tools attackers have used.
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ATT&CK Tactic, Technique, and Subtechnique

Privilege

Reconnaissance .
Escalation

Resource ™\ . : L :
 Development Initial Access Execution Persistence

Control

b Discovery Lajers) Collection and Exfiltration

~ Credential
/" Movement ~ Command

Defense Evas:ons 7 Access

NSE Training Institute © Fortinet Inc. All Rights Reserved. 53

There are 14 different tactics. Each tactic has multiple techniques, and every technique may have several
subtechniques.
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Technique vs. Subtechnique Numbering
}xxx.y{
Technique Subtechnique
* T1566.001 Spearphishing Attachment |Phishing
* T1566.002 Spearphishing Link Sibchoies 1)
* T1566.003 Spearphishing via Service - —
m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved.
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The technique numbering starts with the letter T followed by a four digit technique numbers. After the decimal
there is a three-digit subtechnique number if there is a subtechnique associated with that technique.

For example, the phishing technique is T1566 and it has three different subtechniques called spearphishing
attachment, spearphishing link, and spearphishing through service.
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MITRE ATT&CK Groups
+ Groups are sets of related intrusion activity that are tracked by a common name in the
security community
« Groups are mapped to publicly reported technique use and original references are
included
Enterprise £ Pt 3: Spearpt ) At 1 has sent spearphising emails with malicious attachments to potential victims using compromised and/or spoofed
email accounts
has sent spearphising ailz with malicious links to potential victims
has used Linkedin to send spearphishing links.
ng Training Institute © Fortinet Inc. All Rights Reserved 55

Groups are sets of related intrusion activity that are tracked by a common name in the security community.
Analysts track clusters of activities using various analytic methodologies and terms such as threat groups,
activity groups, threat actors, intrusion sets, and campaigns. Some groups have multiple names associated
with similar activities because of various organizations tracking similar activities by different names. The group
definitions of the organizations may partially overlap with groups designated by other organizations and may
disagree on specific activity.

OilRig is an example of a group that used several tactics and techniques. It is a suspected threat group that
has targeted Middle Eastern and international victims since at least 2014. The group has targeted a variety of
industries, including financial, government, energy, chemical, and telecommunications, and has largely
focused its operations within the Middle East. It appears the group carries out supply chain attacks, leveraging
the trust relationship between organizations to attack their primary targets.
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MITRE ATT&CK on FortiSIEM

* You can define MITRE technigues in a rule and the associated tactics are populated
automatically

* Incidents generated by the rule contain details of tactics and techniques

+ From the incident coverage view, you can view incidents mapped to the MITRE
framework

* From the incident explorer view, you can view details of incidents and drill down to
incidents and explore the MITRE tactics and techniques

* From the rule coverage view, you can view all rules on FortiSIEM mapped to the MITRE
framework

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 56

You can define MITRE techniques in a rule and the associated tactics are populated automatically. Incidents
generated by the rule contain details of tactics and techniques. From the incident coverage view, you can view
incidents mapped to the MITRE framework. From the incident explorer view, you can view details of incidents
and drill down to incidents and explore the MITRE tactics and techniques. From the rule coverage view you
can view all rules on FortiSIEM mapped to the MITRE framework.
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* Associate FortiSIEM rules with MITRE e
ATT&CK techniques
New | [@ Edit » | Delate Cione | Test Q
‘ One_tO'many mapplng Active MName Technigue Tactics
+ Works for system and custom rules
] More than 900 bu”t_in MITRE ATT&CK g;ﬁf:;:::;:x::::éﬁ:nge :JM:I':Z{SG Evasion
mapped rules
;:I'IE?:E:!LII‘I:. s crl-‘ﬁgr‘d '\II I'. at '. ::I)I::::\";E Evasion
Da
o muERGmet] e Dariess Eviia
sk liaa D el
aseiioino bk cnaen Defense Evasion
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More than 900 built-in rules on FortiSIEM are associated with MITRE ATT&CK techniques. You can apply the
technique and tactic to system rules or custom rules.
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Rules—Technique and Tactic
+ Select multiple techniques or ‘Resources>Rules

SU btec h n lq UeS Agent FIM: Linux Directory Ownership or Permission Changed - Edit Details

« Tactics are populated based on the Step 1: General > Step 2: Define Condition > ||
techniques

Agenl FIM: Linux Directory Ownership or Permission Changed - Edit Details

Step 1: General >  Step 2: Define Condition »

[T1063.601] OF Crodential Dummping: LIASS Memory
Action [T1003.002] O Erodential Dumping: Secarity Account Manager
Severity 7 - MEDIUM v G2 [T1003.003] 05 Crodential Dumping: NTDS

[T1003 004] OF Credential Dumpleg: LA Soeron

Category:  Change v
s [T1003.605] OF Credential Dumping: Cached Damain Crodentials
Subcategory Audit i [T1003.006] O5 Credential Dumping: DCSyne
[T1003.007] 05 Credential Dumping: Proc Flesystem
| Yy i 4 Selected » |71003.008] O Credential Dumping: fetc/pasiwd and /atc/shadow

[T100%] Data from Local System
| Tactics:  Credential Access, Collection, Defense Evasion, Impact : I o

1T1008] Direct Vohume Access

Action:  Deliived Fé [T1807] Systern Service Dicavery

[T1008] Falihack Channats

Exception:  Undefined
7| [T1010) Agphication Window Discovery

[T1011.001] Exfittratian Over Othar Network Madlus: Exfitratian Over Dugtaath

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 58

All existing rules are mapped to MITRE ATT&CK tactics and techniques where applicable. You can add
techniques to your own custom rule or you can edit the techniques of the built-in rules. You can select multiple
techniques or subtechniques in a rule. The tactics are populated based on the techniques that you select.
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ATT&CK Dashboards—Rule Coverage

* Rule coverage dashboard shows MITRE ATT&CK coverage for rules

« Top row displays the number of rules and the percentage of MITRE techniques that
FortiSIEM covers

960 Rules - 76% Coverage

Resource Privilege Command And
plmoutce i Access Eaecution persistenco fFrvege  etensotvasion  CrodentiaiAccess  Discovery  LaterslMavemont  Golection T Extintration

12 0 43 113 152 131 290 123 63 38 38 58

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 59

The rule coverage view provides an overview of the tactics and techniques that FortiSIEM covers as defined
by MITRE Corporation. The top row displays the number of rules and the percentage of MITRE techniques
that FortiSIEM covers. In the main row header, the bolded number that appears under each tactic indicates
the number of rules that are covered under it. Clicking a tactic here shows all the rules that belong to it. Each
tactic cell also lists the number of major techniques (Tech) and subtechniques (Sub-Tech) related to the
involved tactic. All major techniques related to a tactic are listed underneath their respective tactic column.
Tactics and techniques covered by FortiSIEM rules are indicated by a light yellow background.

You can hover your cursor over any major technique to view the following information:

» Total number of rules covered by the technique (security category)

« The number of rules covered by each subtechnique (if applicable)
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Knowledge Check

1. Whatdoes TTP stand for?
YA, Tactics, Techniques, and Procedures
B. Target, Tools, and Procedures

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B0
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Lesson Progress
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< Introduction to MITRE ATT&CK

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Understand rules and rule subpatterns

Examine rules

Understand global threshold values

Understand how global threshold values are used in rules
Override global thresholds

Understand the MITRE ATT&CK framework

Understand technique and subtechnique numbering
Explore the MITRE ATT&CK framework on FortiSIEM

L O U ¢
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use rules and the MITRE ATT&CK
framework .
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Incidents and Notification Policies .

2”2 FortiSIEM 6.3
Last Modified: 19 December 2021

In this lesson, you will learn what incidents are and how to define a notification policy.
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Lesson Overview

' Incidents

'Notification Policies
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In this lesson, you will explore the topics shown on this slide.
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Incidents

Objectives

+ Describe what an incident is
* Provide examples of incidents

Understand the different incident dashboard views
* Learn the different ways to refine and tune incidents

Describe the different ways an incident can be cleared
* Learn how to export an incident report

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in identifying and managing incidents, you will be able to manage your network
better using FortiSIEM.
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Incidents

* Incidents contain detailed information about rules triggered by FortiSIEM

* When a rule triggers an incident, FortiSIEM collects information such as the time of the
incident, as well as the source, target, and other information about the incident

+ Incidents are categorized as performance, availability, security, or change

* Incidents contain triggering events, which are the details about why an alert is being
reported in the network

All incidents have a unique ID

FoATIRET
4

SE Training Institute ©Fortinat Inc. All Rights Resenved

Incidents contain detailed information about rules that have been triggered by FortiSIEM.

When FortiSIEM triggers a rule, it collects information such as the time of the incident, source, target, and
other information.

The incident is then categorized as an incident related to performance, availability, security, or change.

Incidents also contain the triggering events, which are the details about why an alert is being reported in the
network.

All incidents have a unique ID.
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Viewing Incident Information

* The INCIDENTS tab provides six views of incident data:
+ Qverview
« List
+ Risk
= Explorer
+ UEBA
« MITRE ATT&CK

DASHBOARD lae ANALYTICS A INCIDENTS & CASES £ CMDB L& RESOURCES

0§ Actions « = List - |22 Risk L Explorer i UEBA MITRE ATT&CK® « £ 1 minute «

FoATINET

SE Traiﬂirlg Institute ©Fortinet Inc. All Rights Reserved 5

The INCIDENT tab provides six views of incident data:

» Overview: Provides a top-down view of the various types of incidents and impacted hosts

+ List: Enables the user to search incidents and take actions

+ Risk: Organizes impacted entities (hosts, users) by risk based on the triggered incidents

+ Explorer: Helps users to correlate actors (IP, Host, User) across multiple incidents, without creating
multiple reports in separate tabs

+ UEBA: Monitors the Al alerts obtained from Fortilnsight

+ MITRE ATT&CK: Classifies security events detected by FortiSIEM into MITRE ATT&CK categories

Now, you will examine views in greater detail.
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INCIDENTS Tab—Overview

* A top-down view of various types of incidents and impacted hosts

« The panel is divided into three sections:
» Incident By Category
» Top Incidents
» Top Impacted Hosts By Severity / Risk Score

O Actios =  EOvervew | IS list > | Rk | WEwpiorer | BUIEA | WTREATTECKD = | L1 minute = Stelect Rows = | D Time Range: Last 2 Hours =
Incidents by Category A
Security Perfarmance Avatlability Change
High High High High
- 104 -5 a3 -~ b6
59 2 1 :]

Top Incidents

Inbound cleartenxt password vsage detected | High Sevarity Inbound Permitted IP5 Exploit Malware found by firswall but not remediat..

Z A 5 - Y a 5
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By default, the Overview provides a top-down view of various types of incidents and impacted hosts that
occurred during the previous two hours.

The panel is divided into three sections:

* Incidents By Category: Displays incident counts by function and severity.

* Top Incidents: Displays the top incidents sorted first by severity and then count.

* Top Impacted Hosts By Severity / Risk Score: Displays the most affected hosts by severity and risk
score.

To drill into a specific category, click the number that represents the risk score. The matching incidents are
displayed in a separate incident List view. To return to the main view, click the < button.
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« List view enables the user to search incidents and take actions

« Three views are available through the INCIDENTS List view
+ List by Time view
« List by Device view

« List by Incident view 'INCIDENTS

TICS  MINCIDENTS W CASES

© Actiors = B8 Overview 2 Risk ¥ Explorer Bz MITRE ATTRCKD 21 minute « Q Search = s Th 1¢

All Active Incidents

i= List - Severity
Category

by Time
by Device

o]

VL V602610, b
EEEE  vov 0z 2003, 11007000 AN Mudtiphe Logon Failures: Do..  Credentisl Access v I WINZKS Domabn: ACCELOPS.
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In this view, the user can search incidents and take action.

Three views are available through the INCIDENTS List view:

+ List by Time: By default, this view refreshes every minute. The refresh menu on the top bar allows you to
disable the automatic refresh or choose a different refresh interval, by default, the active incidents in the
last two hours. The latest incident sorted by Last Occurred time is shown first.

» List by Device: The upper pane of the view lists the devices that are experiencing incidents. In the list, the
device can be identified by either an IP or a host name.

» List by Incident: The upper pane of the List by Incident view lists the incidents detected by FortiSIEM.
The name of the incident is followed by the number of incidents in parentheses. Click the incident name to
see the incidents associated with the device. The lower portion of the view contains the same features and
functionality as the List by Time view.

Acting on incidents:
+ The Action menu provides a list of actions that you can take on incidents

FortiSIEM 6.3 Study Guide 320



Incidents and Notification Policies

DO NOT REPRINT

EODRTINIET
T\ |

N ]
+ List view has two views that provide more detailed information about incidents that have
occurred in the network:
» Incident List by Time view
Al Acti - ¥ M
En ] M Accoust Lacks d: Metwork A A FG400171 2800441 " " |“ e
EE - ' -
+ Incident Details pane (appears at bottom when you select an incident) Incidents > Details
Details Events Rule O Auto expand
Attributes & Incident Comments Action History E Wrap Content
First Occurred: Nov 01 2021, 10:12:30 PM - T Action Result Datail
Incident ID: 131
Incident Title: account lacked on netwark device
FGZ4003913800441
Reporting Device Status: Pending
Reporting IP: 192.168.3.1
Severity Category: m e Clear Save
':TgE Training Institute ©Fortinet Inc. All Rights Reserved B

The Incidents List by Time view has two views that provide more detailed information about incidents that
have occurred in the network.

The incident table view displays tabular columns that show the following incident attributes for each incident:

» Severity (icon): HIGH (red), MEDIUM (yellow) or LOW (green)

+ Last Occurred: The last time this incident occurred

* Incident: The name of the incident

+ Tactics: The name of the tactic involved with the incident

» Technique: The name of the technique involved with the incident

* Reporting: set of devices that are reporting the incident

» Source: The source of the incident (host name or IP address)

* Target: The target of the incident (host name or IP address or user)

+ Detail: Other incident details, for example, counts, average CPU utilization, file name and so on

+ Status: Active, Cleared, System Cleared, or External Cleared

* Resolution: Open (not defined or not known whether the incident is True Positive or False Positive), True
Positive, and False Positive

The incident Details pane displays the reasons the incident was triggered:
+ Events: shows the set of events that triggered the incident
* Rule: select the rule to see the events belonging to each sub-pattern

To close the incident Details pane, click the highlighted incident
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+ Upper pane of the List by Device view lists the devices that are experiencing incidents

M INCIDENTS B CASES

0 Actions B Overview t by C B2Risk | LM Explorer | B UEBA WTRE ATTECKS = | £31 minute - Q Search - 15m 1h 1d 7d 30d

Top Impacted Devices

WINZ008-ADS 192.168.22.16 192.168.22.10 FGZ40D3913800441 WINZKE

2900x1.threatsoc.com 192.168.88.11 THREATSOCDC juniperfw 172.16.2.1
10.1.20.132 1ibmanx FortiGateY00D 61.210.6.59 45.55,133.56 v
Incidents for WIN2008-ADS H < s w > N
Sayerity : x
Category = Last Occurred Incident Tactics Technique Reporting Seurce Target Detail
WINZDOB-ADS -
192.168.0.10
T
I Mow 07 2021, 11:51:30 AM I Multiple Logon Fallures: Demain Credential Access WINZOO8- ADS 13168208 L0 Domain: ACCELOPS. . riggaced x
< »
Details Events Rule O suts expand o
Attributes feal Incident Comments Action Histary [J Wrap Content
WIN2ZOOS-ADS < Time Action Result Detail
Reporting Device Status: Pending

Reporting IP: 192 108.0.10

Severity Category:

Taeties: Creden

wr::hs:l:-: Read - e Clear Save
Fommner
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The upper pane of the List by Device view lists the devices that are experiencing incidents. In the list, the
device can be identified by either an IP address or a host name. The name of the device is followed by the
number of incidents in parentheses. Click the device name to see the incidents associated with the device.
The lower portion of the view contains the same features and functionality as the List by Time view.
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INCIDENTS Tab—-List by Incident View

« Upper pane of the List by Incident view lists the incidents detected by FortiSIEM.
» The name of the incident is followed by the number of incidents in parentheses.

A INCIDENTS |l CASES

RD AMALY CMDB RCES = TASKS ADMIN =

Top Impacted Incidents

Inbound cleartest passw... Windows Groups Changed Windows User Added to .. Mo logs from & device High Severity lnbaund P..

Successful VPN Logon Fra. Multiple Logon Failures: .. Large Duthound Transfar .. Domain Controller User o... Multiple IP5 Detected Sca...
Windows User Account Pr.. Windows User Created Windows User Passward C... Windows User Account En... Malware found by firewal... v
Ineidents far Inbaund usage H < vz m > M
Severity
Category Last Oceurred Incident Tactics Technique Reporting Source Target Detail
-
192.168.22.16
1 P Br 1
EE v 02 2020, 1125330 Ak Inbound cleartext password wage detect . Credential Access  Unsecured Credentials: Cr..  FGZ40DIF IB00441 sy Destination TCPAUD. o
v
< »
Details Events Rule O aute expand P
Artributes Incident Comments Action History [ Wrap Content
it Time Action Result Detail
Reparting Device Status: Iy
Reparting IP
Severity Categery
Tacties: Cradential Access
Technique: Lisecire den
sinf Clear Save
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The upper pane of the List by Incident view lists the incidents detected by FortiSIEM. The name of the
incident is followed by the number of incidents in parentheses. Click the incident name to see the incidents
associated with the device. The lower portion of the view contains the same features and functionality as the
List by Time view.
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INCIDENT Tab—List View—Action e

= Change Display Columns

* The Action menu provides a list of actions that you can take on incidents

C Clear All Incidents in View

* You can perform the following operations using the Action menu: Q search
+ Changing the severity of an incident X Show Locations
« Searching incidents
» Searching for MITRE ATT&CK incidents © change Severity
= Clearing one or more incidents @ Clear Incident
« Clearing all incidents from the incident view © Créath Event Dropping Rité

« Disabling one or more rules

» Adding or editing comments for one or more incidents

« Exporting one or more incidents into a PDF, RTF, or CSV file
» Fine-tuning a rule triggering an incident

« Creating an exception for the rule

+ Creating event dropping rules

+ Creating a ticket

+ Emailing incidents

« Creating a remediation action

« Show ticket history

W Create Case

X Disable Rule

® Edit Comment

(& Edit Rule

® Edit Rule Exception
 Export Incident

B8 Notify via Email

B Remediate Incident

@ Resolve Incident

LhRun External Integration. ..

D show Ticket History
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The Actions menu provides a list of actions that you can take on incidents.

You can perform the following operations using the Actions menu:
+ Changing the severity of an incident

» Searching incidents

» Searching for MITRE ATT&CK incidents

+ Clearing one or more incidents

» Clearing all incidents from the incident view

+ Disabling one or more rules

» Adding or editing comments for one or more incidents

+ Exporting one or more incidents into a PDF, RTF, or CSV file
* Fine tuning a rule triggering an incident

» Creating an exception for the rule

+ Creating event dropping rules

+ Creating a ticket

* Emailing incidents

+ Creating a remediation action

» Show ticket history
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:= Change Display Columns
 Clear All Incidents in View

Q, Search

X Show Locations

~
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HORHNET —
Viewing Location of Incidents
+ Locations option can display a geographic incident map
INCIDENTS > Actions

........

.........

» Can examine the details of incidents at a specific location

© Fortinet Inc. All Rights Reserved.

The Locations option enables you to display a geographic incident map, and allows you to examine incidents

that occur at a specific location.

To see a location view of the incidents, select Locations from the Actions menu. FortiSIEM has a built-in
database on locations of public IP addresses.

You can define private IP address locations on ADMIN > Settings > Discovery > Location.

To view the location of specific incidents, press and hold the Shift key and select incidents by clicking the left
mouse key. The selected incidents are highlighted, and then select Locations from the Actions menu.
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Refining the Incidents List Vlew—By Search

Q, Search

X Show Locations

i= Change Display Columns

C Clear All Incidents in View

+ Search option allows you to refine the
incident List view by time, incident
names, |P address, and so on

Q& Actions « BB Overview

~

« Every incident has a unique ID

NSE Training Institute

€ Search B

Out-of-the-box fields

Custom fields made
searchable

© Fortinet Inc. All Rights Reserved.

You can refine the incident List view by incident names, IP address, and so on by using the Search option.

To search incidents:

1.

In the Action menu, select Search.

On the left pane, click on an incident attribute (for example, Category).

All possible values of the selected attribute with a count next to it are shown (for example, Security,
Availability and Performance for Category).

Select any value (for example, Performance).

The right pane updates with the relevant incidents.

Click and select other incident attributes to refine the search or click < Search to cancel the selection.

FortiSIEM 6.3 Study Guide

326



Incidents and Notification Policies

DO NOT REPRINT

CODRTINET
TN TIINL- 1

L
Modifying the Display Columns—List View
+ Add or remove display columns in the List view: ¢ Clase Display Beorchi
+ 39 fields to choose from :
INCIDENTS > Actions 3 e Servie -
Q¢ Actions BB Overview 0 o
O cleared Reason
~ O cleared Time
i= Change Display Columns 3 cheared tiser
- |:| Count
C Clear All Incidents in View )
O event Type
Q SearCh D External Cleared Time
s D External Ticket ID
* Show Locatlons D External Ticket State
D External Ticket Type
O external User
D First Occurred v
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 14

You can add or remove incident attributes from the Change Display Columns in the List view.

To change the incident attribute display columns in the List view, select Change Display Columns from
the Actions menu, and then select the attributes you want to display.
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Refining the Incidents in List by Time View—Incident Name

« Incident Name: Condenses incidents into sin

gle rows with

a count

& INCIDENTS CASES o

+ Allows instant consolidation over time to understand:
» Which incidents are triggered most often
« Which sources or targets have the most incidents

+ Extremely useful when tuning the system to reduce noise

FoATINET
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You can refine the incident using the Incident Name option in the Search list. Incident Name groups
incidents by name with a count, similar to the way you use group by with a COUNT function for FortiSIEM
analytics.

This feature is very useful when tuning your system to reduce noise. For example, if you filter by incident
name, you can see which incidents are triggered most often. If you tune out the noisiest incidents, the incident
table will make more sense to you in the future.

In the example shown on this slide, incident name Excessive End User DNS Queries is selected. The count
indicates there are two incidents for the selected name of incident.

Once you have made your selections, the right pane displays incidents based on your selections.

After you finish selecting names, you can close the left Search pane by clicking < Search on the upper-left
corner of the page.
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Refining the List View—Severity and Category
- Severity, Host, IP, and Category/Subcategory—further refinement of incident data
Severity : All Category : All
O wmebium 7
O HiGH 1 -
O »  Availability 4
R IP : All O = Performance 3
O 172.16.255.70 3 O Memory 1
O s s 1
O [(Empty] 51 Bl e . 0 ct:l:agc pace 1
O threatsocde.threatsoc.com 39
O wiN2008-ADS 37 O w1 L O = security 1
O FG24003913800441 7 O 192168267 L O suspicious Activity 1
O THREATSOCDC 6 O 172.16.01 1
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You can also refine the List view using the Search option by Severity, Host, IP, and
Category/Subcategory. This allows you to drill into incidents of a specific severity or a specific type.

The Severity list allows you to examine incidents of specific severity: HIGH, MEDIUM, LOW, OR HIGH +
MEDIUM. The severity of an incident is set in the rule that triggered it.

The Category list allows you to examine incidents of a particular type: Security, Performance, Availability,
Change, or any of the subcategories.

The Host list allows you to examine various hosts on your network and security incidents associated with
those hosts.

The IP list allows you to examine various IP addresses on your network.
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Refining the Incident List View—Incident Status

+ Incident Status: Allows filtering by current status of an incident

O Actions = B8 Overview i List by Time « 2 Risk L= Explorer B uEsa MITRE ATTECKS - &1 minute - Q Search =
< Search B 3 All Active Incidents H < ne 1 > M
D Last 2 Hours Feparting Source Target Datail Incident Status | Resolution
ncident Status ive

= L L Component Event Type: FortiGate-ips-sig...

Attack Name: MS, DCERPC NETAPIZZ Buffer.
B aciiv I'ﬂl @1 1E7 100, 204 192,168 22,10 S bidinLl
FGI400291 3800441 Signature 1d: 15095 Active Open

O 2

Resolution : All

203.45.19.2 iy
Al o FLZ400391 3000441 - Destination TCE/

P Protocal: &

Tactics : All
172.16.22.137 Triggered Event Count: 68

(OFT-172.16.0
Technigue - All ; ¥

* When an incident is first triggered, its status is Active
« By default, the Incident view focuses on active incidents

+ When an incident is cleared, it is filtered in the view, but not deleted, to allow you to
focus on issues currently active in the network

FoATINET
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You can also filter by incident Status. By default, the view shows Active incidents that occurred during a two-
hour time period.

When an incident is first triggered, it has a status of Active. When an incident is Cleared, whether manually
or by a clear condition in the rule, the status of the incident is updated, but the incident is not deleted.

You can still view all of the non-active incidents in this view.
The availability of the Incident Status depends on the time range you select. For example, if you select a
time of the last two hours, and if in the last two hours there is no incident with Cleared status, then the

Cleared status option is not be available for selection. You need to change the time range, for example, to last
four hours to see the Cleared status option.

This applies to all other incident attributes as well. Whether they are available for selection or not depends on
the time range.
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Refining the Incident List View—Ticket Status

+ Ticket Status - allows filtering of tickets by any status

£ Actions ~ I BB Overview Ticket Status : Assigned .
i= Change Display Columns O v 192
* Clear All Incidents in View ‘ 2
0 - '
X Show Locations O inPregress 1

All Active Incidents. Filters Applied [ ] LI 4 1 1 *» N

-I‘:‘I:'l':l-' = Last Occurred Incident Tactics Technique FReporting Source Target  Detsil Incident Status Resohstion Ticket Statas

Wow 03 2011, 05:01:10 PM Hewry ICMP Fing sweep Dfscovery Reconnm._  Hemote Syite ey, Gathe.  HOST-17L140,1

* When FortiSIEM lightweight ticketing system is used
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You can also filter the List view by Ticket Status.

FortiSIEM has its own lightweight ticketing system in which you can view New, Assigned, Closed,
InProgress, and None tickets.

The Run External Integration option allows you to reference the third-party ticketing systems integrated with
FortiSIEM, such as Salesforce, ServiceNow, or ConnectWise.

The Ticket Status column does not appear in the incident List view by default. You can add it by selecting it
in the Change Display Columns option.
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Refining the Incident List View—Time Selection
- Time selection: Allows filtering by incident times | INCIDENTS > Actions > Search
BINCIDENTS W CASES ECMDS L RESOURCE @ A E &
ﬂ Actions - B Overview = List by Thme = e Ruk L Euplorer .‘UED& MITRE ATTRCKS - ;‘:Im-ﬂutt- Q Search - 15m 1A 14 74 304
€ Close Search B Dusplays 3 All Active Incidents L 4 e we > N
D Last 2Hours o é‘."":;‘:ﬁf = Lazt Occurred Incident Tactics Tachnique Reporting Source
= Relative
| My N EEE 12 2021, 04:47:00 PM Account Locked: Network Device 138 e
o m Wow 02 2021, 04:47:00 PM I eleartant paisword uisge datect. " F(i7400751 1800441 I
ket Stan = Ackive g N . o . < Close Search B Displays »
- By default, the incident view filters incidents that D Lest 2 Hours
occurred during the last two hours @ Relative
» Time selection focuses on the Last Occurred time Last 2 Hours v
+ Select any time period to examine ' Absshiite | Minutes
v Apply Time Range Days
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You can also filter by the time at which an incident occurred.

By default, FortiSIEM displays the incident table for active incidents that occurred during the previous two

hours.

Time Selection focuses on the Last Occurred time in minutes, hours, or days.

You can select the time period you want to examine, whether it’s a relative time period such as a number of

minutes, hours, or days, or an absolute time period.
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Incident List View—Count

* In the Incident List view, You can view incident Count

& INCIDENTS
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0 Actions = B8 Overvie ko | isaplorer | BUEBA | MITRE ATTRCKD »

All Active Incidents

Technique

MNov 01 2021, 10:05:00 PM Mov 02 2021, 05:11:00 PM Exce

* Rules are based on time periods, for example, every X minutes. If the same rule with the
same incident conditions is triggered repeatedly, FortiSIEM increases the count, rather
than creating a separate incident in the table

* The First Occurred and Last Occurred time columns will be updated, while triggered
Events shows the latest data

SE Training Institute
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In the Incident List view, you can view the incident Count.

Rules are based on time periods—for example, every 10 minutes—if the same rule with the same incident
conditions is triggered repeatedly, FortiSIEM will increase the count rather than create a separate incident in

the table.

When an incident is triggered for the first time, FortiSIEM sets the First Occurred and the Last Occurred to
the same value. When the incident is triggered again within the rule’s time period, FortiSIEM increases the
count and update the Last Occurred in the Incident List view, while the triggered Events view displays the

latest data.

The First Occurred and Count columns do not appear in the incident List view by default. You can add them
by selecting them in Change Display Columns option.
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Incident Status—Automatically Cleared

+ Can assign a Clear condition to any rule in FortiSIEM

+ Allows FortiSIEM to track an incident after it is first triggered and then auto clear if
another condition is met

» This is the Auto Cleared status in the Incident Status field

« By default, most availability and performance rules have a clear condition defined

‘ Clear: pefined ra o

¥

Edit Rule Clear Conditions

Clear if Within: 20 Minutes & the original rule does not trigger the following conditions are met

FoATINET
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You can assign a Clear condition to any rule in FortiSIEM. A Clear condition allows FortiSIEM to track an
incident after it is first triggered, and then automatically clear the incident if another condition is met.

When a rule first triggers an incident, the incident’s status is set to active. If the rule that triggered the incident
has a Clear condition, and if the Clear condition is met, then the Incident Status changes to Auto Cleared in
the incident Status field.

You can set the rule to clear automatically, if one or both of the following conditions are met within a specific
period of time:

« the original rule does not trigger the incident again

+ the following conditions are met

By default, most availability and performance rules have a Clear condition defined.
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Incident Status—Manually Cleared

* An administrator can also clear incidents manually INCIDENTS > Actions

& Actions - BB Ovirview Clear Selected Incidents x

i= Change Display Columns Resolution

® True Positive ) False Positive
 Clear All Incidents in View g

son;
Temp files removed from server by admin to free up space.
Q Search

X Show Locations

© Change Severity ok | cancel

|C' Clear Incident I

& INCIDENTS

porting S¢ Target Detall Incidant Status  Resslution  Cleared Resson

Wov 03 000, 053 Vi Server DI space Warning g, s Driat ol Servicnic,  matx Froe Dt e g0 | Harsaly Clrared  Tove Bosito. T M, remay ved from vereer By wdmin 1o Tree wp Lpa,

172, 16.30.1,,  TH Name: fva
Server DIk pack Varning . e y i " e W Dbtk Capacity Lel
ver Disk sphee Wasning A . st ke ity s
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You can also clear incidents manually.

To clear one or more incidents manually, select an incident and click the Clear incident option from the
Actions drop-down list. When you do, there is an option to provide a Reason for manually clearing the
incident. The Cleared Reason is stored with the incident and can be reported on using FortiSIEM analytics.

The External Cleared, status appears only when the incident is cleared in the external ticketing system.

By default, the Cleared Reason column does not appear in the incident List view. You can add it by selecting
it in the Change Display Columns option.
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Incident Status—System Cleared

* The last incident status is called System Cleared

System Cleared

& INCIDENTS

Saverity . "
» Last Dccurres Incidar Tacties  Technigue Hepartin Source Target tail
Category T - ceurred dent actics  Techaigue porting aure e De

181,00

* To conserve system memory, if an unusual condition occurs where an incident

(performance and availability only) is not triggered again within 24 hours, then the
system considers the issue to be resolved or removed, and changes the status to

Hardware Compey
Hargware Compoy

ast.. Hargware Compon

Mo 0 2021, 03:39:30 PM Mtk CPU Critical Impact  Endpotrt vice o FortiGanegon For tiGates 00
LN -
8 193 Jumip s
ek 1
S1-Dev-A-Fely-Fa
G o 08 2021, 03:39:30 o Hetwork, Device Har dware 53 Dev-A Py Fasth 172.16.0.4 Hardware Comp

ment Name: SR 10 C
nent §...: Runningatf, [| System Cieared pen

ent Name: Fan Fan 3

onent 5...; Falled
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* You can extend the 24-hour period using a back-end configuration file
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The last incident status is called System Cleared.

To conserve system memory, if an unusual condition occurs where an incident is not triggered again within 24
hours, then the system considers the issue to be resolved or removed, and changes the Status Flag to

System Cleared. This relates only to performance and availability incidents.

You can extend the 24-hour period using a back-end configuration file.

FortiSIEM 6.3 Study Guide

336



Incidents and Notification Policies

DO NOT REPRINT
FORTHNET —
Incident Remediation

+ Every rule in FortiSIEM has a user-defined Remediation field, which can be edited

Backdoor Found - Edit Details

* Allows incident
administrators to
view steps to be
followed‘ SUCh aS Description: Il.}:tl.elzi\!.f:)'\l\?(lol'- to or response from a backdoor. A successful exploit often creates a backdoor to which a malicious host can
an incident
response plan

o i _ ) _
‘_’] Step 1: Define Condition »  Step 3: Define Action

Rule Name

Remediation:  Follow Incident Response Process 16.5 and inform S0C Manager

Save Cancel

* Rules that have remediation steps can be reported on using CMDB reporting
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Each rule in FortiSIEM also has a user-defined Remediation field. To view the field, in the incidents List
view, select an incident, then in the Actions drop-down list, select an Edit Rule option. The Remediation
field allows you to view steps to be followed, such as an incident response plan.

You can report on rules that have remediation steps using the CMDB reporting feature.
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Incident Mitigation Framework and Library

+ A mitigation library is provided with 30 remediation scripts to take action on

devices RESOURCES > Remediatons

k2 RESOURCES = TASK
o =
@ & lResources » Remediations
¥ Reports N Edit Clone (=} & K < 1 w > W
b Rules
Hame Device Type Script Mame Protocol Description Scope
b Hetworks
T —— Add W FortiADC Fortinet For tiADC fortiadc_add_ip.py S5H Add 1P System
b “waowonts
Add @ FortiCache Fortinet FortiCache for ticache_add_ip.py B addi®  mpem
P Protocoks
. infabiox_dns_block_domain ’ 2 = Il Sy e
b Event Types Biock Domain Infolios Infablax HIOS i HTTPS Block & domain on Infobiox System
¥ Mabware Domaing windows_dns_tlock_domain,
Block Domain Windows DNS  Microsait Windows 5 S 5 MS_ W Block a domain on Windows DNS System
v
¥ Mabware IPs
Block Emall FortiMall Fortinet For tiMal for timall_block_ mail, py HTTPS Block Email Address System
» Mabware URLs
Block IP Ciico ASA Chien ASA cisen_iva_block_ip. py S5H Block IP on Clico ASA System
P Mabvare Processes
o fortigate_block_lp_before_% >
¥ e s Block IP FortiDs 5.3 Fostinet Fortios g S5H Black IP on FortiGate Syitem
b Mabware Hash f :
S . or tigate,_block_ip_after_5.4
Block IP Forti0s 5.4 Fortinet For 05 st sl L] Block 1P on FortiGate System
» Defautt Passward s
v thgnte_block_ip_with_a
P Anonymity Network Block IP Fortins APt Fortinet Forti0s fertgabe Mock v A% hirws Block 1P on FortiGate System
oy
b User Agents Block IP Fortiten Fortinet FortiWed fortiweb_block _ip. py HTTRS Block 1P System
X Block 1P PAN Paly Alto PAN-05 paloalto_block_ip. py S5H Block 1P on Palo Alto Firewal System -
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A mitigation library is provided with 30 remediation scripts to take action on devices. Users can write their own
remediation scripts and add them to the library from the FortiSIEM GUI.
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Q Search
X Show Locations

Type: O Legacy Script ® Remediation
O Change Severity

C Clear Incident - Enforce On: 24 ) 1 -

© Create Event Dropping Rule

W Create Case Remediation:  Fortinet FortiOS - Block IP FortiOS 5.4 v
X Disable Rule

® Edit Comment Run On:  Super v
[ Edit Rule

® Edit Rule Exception

 Export Incident Run Cancel

B8 Hotily via Email

I B Remediate Incident I
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)|
Remediating Incidents
* You can take a manual action to remediate an incident using a remediation script
0 Actions = | B8 Overview
I i= Change Display Columns _
C Clear All Incidents in View Run Remediation *®

26

You can take a manual action to remediate an incident using a remediation script from one of 30 prebuilt
scripts from mitigation library, or a custom remediation script.

To remediate an incident, select an incident , then in the incident List view, in the Actions drop-down list,

select a Remediate Incident option. A dialog box for Run Remediation appears, where you can select a
prebuilt or custom Remediation script for the selected device.
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Tuning Incidents

+ Exceptions can be made on:

« Condition

« AND/OR

+ Specific time periods

FoATINET

SE Training Institute

* To tune incidents, administrators can select Edit Rule Exception

Edit Rule Exception

An incldent will not be generated if the following conditions match:

Paren Attribute Operator Value

L+

Source IP

> An incident will not be generated during the following time periods: & | # | =

+ This is a post-processing condition to supress the incident

© Fortinet Inc. All Rights Reserved.

© Edit Ruks Exception

= Change Display Colurmn
2 Clear AR Incidents in View
Q, Search

¥ Show Locations

@ Change Severily
© Clear incident
© Create Event Dropping Rule

W Create Case

 Disable Rule
#® Edit Comment

G Edit Rule

27

Incidents and Notification Policies

Over time, you may notice that some rules are too sensitive and, therefore, generate noisy incidents.
FortiSIEM allows you to tune incidents by adding exceptions to rules.

To add exceptions to rules for an incident, in the Actions drop-down list, select Edit Rule Exception. You
can make exceptions only for attributes that appear in this list. These are the attributes associated with the

incident definition, including the Aggregated and Group By attributes.

You can also create exceptions based on specific time periods. For example, you can specify an AND
condition for a specific time period, you can specify an OR condition for a specific time period. This is called a
post-processing condition, which instantly suppresses the triggered incident.
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Tuning Incidents—Updating the CMDB

* You can manually update CMDB applicat

B INCIDENTS T CASE

ion groups using Add to Application group

B cvoB 1 RESOURCES =

& Actions = B Overview | i List by Time » BEREK | B Expiorer | UEBA MITRE ATTRCKD 21 minute - Q

All Incidents. Filters Applied B

severity

= Last Occurred Incident Source Tactics Technigue
Category . a
s ; 192.168.22. 11 0 Tuick Info
Mov 02 2021, 07:28: . Excessive End User DNS Queries ftion: Fast Flux DM
8 Device Health
172.16.0.1 0 Vulnerabilities 18 Apglication Group Mapping Definition ox
Mow 02 2021, 07:27:..  Excessive End User DNS Queries

A External Lookup

-
Nov 02 2021, 07:27:.  Excessive End User DNS Queries  iosalo8.18.2 1B Incidents related Lo

W Retated Real-time Events [

Mow 02 2021, 07:26:.. Excessive End User DNS Queries 192.168.200.12 | g Ralated Historical Events 2

| Emg . &
Y

D Real rime Performance
Y Add to Filter

@ Add to Watchlist

Add to Application Group

« Useful where customers have not discovered important devices in the network using
credentials

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 28

Another method to help with incident tuning is to select Add to Application group for an incident Source or
incident Target. This attribute adds the IP address manually to the application groups. This is useful in
scenarios where customers have not discovered important devices in the network using credentials.

A credential discovery populates the application groups automatically.
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* You can export single or multiple incidents in a PDF, CSV, or RTF report
0 Actions = BB Overview
= Change Display Columns
€ Clear AR Incidents in View _
Q Seaich e
S| [ ] |EFortsin =
0 Change Severity
User Hotes (Optional): Incident: 7
C Clhear Incident ?—I Severity  MEDRUM Event Name Heavy IKMP Piog ssep
© Create Event Dropping Rule * Output Format: @ POFR O V@ ORIFA ‘ ;;5"'” e IO INOY M Lo
W Create Case Maximum Rows: 12 [P D Tnpgeed Even Core s o o
¥ Disatle Rule O Inckide Raw Event Message — 4 :..“.:Mm —
% B CommL Remember to modify your browser settings to allow popups for this server 2::““% ::l:“cw
P Edit Rule . Generate Cancel 1 g mcu“
® Edit Rule Exception ::‘:::‘" :::u“:-.n:m Mo 02 2021, 010400 AM
| T s, o gl
+ Optionally, you can include triggered events (raw event messages that created the
event)
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On the Incident List view, select an incident and then select Export Incident from the Actions drop-down
list. You can export single or multiple incidents as either a PDF, CSV, or RTF report.

When you perform an export, you have the option to include the triggered Events, which are the Raw Event
Messages from which the event was created.
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INCIDENTS Tab—Risk View

* Risk view shows the Entities by Risk ordered by Current Risk:
+ Devices

« Users
&

Entities by Risk
45 9 5 48
ety o Kb s day Trand ochdants te Last 4 diy
WINZKS - (R T st
FG240D3913800441 ~ I b R
192.168.22.16 ~ T
WIN2008-ADS - T
QA-EXCHG - I BN
192.168.22.10 - o 99
& don.freeman | I~ | I
= P administrator [ ] EVl - - |
192.168.88.11 ~ Il 2 8
—
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The Risk view shows the Devices and Users ordered by risk. Risk is calculated based on the triggering
incidents using a proprietary algorithm that incorporates asset criticality, incident severity, frequency of
incident occurrence and vulnerabilities found. Risk is computed only for devices in the CMDB, private IP
addresses, and users found in logs or discovered through LDAP.

Devices and users are categorized by risk as follows:

» Devices: The number of devices with risk

» Users: The number of users with risk

+ High Risk: The number of devices and users with high risk

* Medium Risk: The number of devices and users with medium risk

* Low Risk: The number of devices and users with low risk

Several machine learning-based user and entity behaviour analytics (UEBA) models are part of the FortiSIEM
inbuilt rule library:

» Detect simultaneous logins from two different countries.

»  Detect simultaneous logins from two improbable geo-locations.

* Login behavior anomaly—Ilog on to servers and at times that one does not typically log on and so on.

» Detecting traffic to dynamically generated domains.

UEBA is defined as a cybersecurity process about detection of insider threats, targeted attacks, and financial
fraud. UEBA solutions look at patterns of human behavior, and then apply algorithms and statistical analysis
to detect meaningful anomalies from those patterns, anomalies that indicate potential threats. Instead of only
tracking only devices or security events, UEBA tracks system users.

FortiSIEM has a large number of built-in behavioral anomaly rules that work out of the box but can be adapted
by the user to their own environment. FortiSIEM provides framework where the user can write new rules using
the GUI, test them with real events, and then deploy them in the system. To see only the above categories of
devices and users in the Risk view, click on any of the five categories listed.
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Risk View—Drill Down

« Drill down into the Risk view timeline for a device or user

« Selecting an individual incident to display a context menu

& INCIDENTS

C Clear Incident

© Create Event Dropping Rule
W Create Case

X Disable Rule

#® Edit Comment.

& Edit Rule

& Actions = B Overview = List BRI & UEBA MITRE ATTRCKS » 245 mines = ® Edit Rule Exception
# Export Incident
Entity Current Risk 1 day Trend Ingidents in Last 1 day
Concurrent VPN Authentications To Sanj B Notify via Email Locatien (hange
{ don.freeman = « A
B Remediate Incident
Risk Score Trend
& Resolve Incldent
i Run External Integration...
H € Show In Incident List View
|
S
Maov Zl!‘l.‘. wn
Incident Timeline WL w7 A
tactien)  High sevarity inei - | - - ¢ 07 22 times during :
Nov 01 2021, 10:06:00 PM - Nov 02 2021, 07:01:00 PM  Trigeering Events
[Active) created high seventy Incident Sudden User Location Change 8 times on
during Nov 01 2021, 10:06:00 PM - Nov 02 2021, 07:01:00 ™
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The Risk view displays the following:

» Device or user name

» Current risk (current value, up or down)
* 24-hour risk trend

* Incidents in Last 24 hours

To drill down, click on a risk row. The incidents that led to this risk are shown in a timeline. You can select an
incident, and select any action from Action menu in the same way you can on the List view.
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INCIDENTS Tab—Explorer View

Incident Trend by Severity

"

* The Incident Explorer view allows you to correlate actors IP, Host, and User
across multiple incidents, without creating multiple reports in separate tabs.

o ppnnn™"s oooeT ol e"e"ee"s “on

© Fortinet Inc. All Rights Reserved
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The Incident Explorer view allows you to correlate actors (IP, Host, User) across multiple incidents, without
creating multiple reports in separate tabs. Incident trends, Actor and Incident detail are displayed on the same
page. You can choose an actor and see all the incidents that actor is part of. You can then choose a time
range and narrow down the incidents. Time ranges, actors, and incidents can be chosen in any order. Each
time a selection is made, the rest of the dashboard updates to reflect that selection.

The incident Explorer view is divided into three layers

» The top section displays the Incident Trend By Severity. The graph displays the incident counts over

time, organized by severity, then by count.

» Each bar in the graph represents the number of incidents at a given time. The colors reflects the incidents
severity: Red is high severity, yellow is medium severity, and green is low severity. The numbers in the
bars reflect the number of unique incidents triggered in the selected time window.

+ The middle section displays panels for Incidents, Hosts, IP, and Users. You can filter the items in the

panels by Category, Status, and Time Range.

+ The bottom section displays the Incidents table with these headings: Severity Category, Last Occurred,
Event Name, Subcategory, Source, Target, Detail, Incident Status, and Resolution.
+ Drill down is available from the Target, Detail, Resolution columns.
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INCIDENTS Tab—UEBA View
* The UEBA incident dashboard shows the UEBA incidents that the Al module creates
based on alerts received from Fortilnsight (INCIDENTS
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The UEBA incident dashboard shows the UEBA incidents that the Al module creates. The attribute list table
provides the following information about Al alerts received from Fortilnsight:

* Incident: The name of the incident that was detected

* Host: The host name or IP address where the alert originated

+ Application: The name of the application that is the source of the incident

* User: The Windows agent user

* Tag: The tag used to categorize the alert

+ Activity: The description of the activity that raised the alert
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INCIDENTS Tab—MITRE ATT&CK View—Rule Coverage

* Three views are available through the MITRE ATT&CK view:
* Rule Coverage
* Incident Coverage
+ Incident Explorer

1007 Rules - 74% Coverage
MITRE ATTGCK® ~

R Covevage 12 4 47 113 161 132 300 63 37 46

Incident Coverage » *
Priting for
l

Incident Explorer
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Three views are available through the MITRE ATT&CK view:

* Rule Coverage: This view provides an overview of the tactics and techniques that FortiSIEM covers as
defined by MITRE corporation.

* Incident Coverage: This view provides an overview of the security incidents detected by FortiSIEM that
fall under the tactics and techniques as defined by MITRE corporation.

* Incident Explorer: This view maps security incidents detected by FortiSIEM into attack categories defined
by MITRE corporation.

The Rule Coverage view provides an overview of the tactics and techniques that FortiSIEM covers as defined
by MITRE Corporation. The top row displays the number of rules and the percentage of MITRE techniques
that FortiSIEM covers. In the main row header, the bolded number that appears under each tactic indicates
the number of rules that are covered under it. Clicking a tactic here will show all the rules that belong to it.
Each tactic cell also lists the number of major techniques (Tech) and sub techniques (Sub-Tech) related to the
involved tactic. All major techniques related to a tactic are listed underneath their respective tactic column.
Tactics and techniques covered by FortiSIEM rules are indicated by a light yellow background.

You can hover your mouse cursor over any major technique to view the following information:

» The total number of rules covered by the technique (security category)
* The number of rules covered by each sub-technique (if applicable)
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MITRE ATT&CK View—Incident Coverage

* The Incident Coverage dashboard shows MITRE ATT&CK coverage for incidents

« The top row displays the number of incidents detected by FortiSIEM in the time range

specified
(INCIDENTS
1 0 | 11 0 15 7 12 78 19 6 3 14 22
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The Incident Coverage view provides an overview of the security incidents detected by FortiSIEM that fall
under the tactics and techniques as defined by MITRE Corporation. The top row displays the number of
incidents detected by FortiSIEM in the time range specified. In the main row header, the bolded number that
appears under each tactic indicates the number of incidents associated with a specific tactic. Clicking a tactic
displays all related detected incidents. Each tactic cell also lists the number of major techniques (Tech) and
sub-techniques (Sub-Tech) related to the involved tactic and incidents. All major techniques related to a tactic
are listed underneath their respective tactic column. Tactics and techniques covered by FortiSIEM rules are
indicated by a light yellow background.

You can hover your mouse cursor over any major technique to view the following information:

+ The total number of incidents triggered by this technique
* The number of incidents triggered by each sub-technique (if applicable)
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* The Incident Explorer view maps security incidents detected by FortiSIEM into attack
categories defined by MITRE
« The incident explorer displays a host-centric, interactive ATT&CK view

@ Actions » | @Ovorview | S Ust » | bERsk | WEglrer | BUEBA 21 DTir 0w | ®
H o< > N
Devite teconnaissance Initlal Access Persistence Elzlr':ill:!:n %:ﬂ‘:: E;;::::‘hl Discovery “t‘;,‘:,':lm Collection ,ﬁ%"&z:{ﬂ, Exfiltration Ipact
' @ o @ o
w
] o @ ] o
] o (5 ] ] o ]
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The Incident Explorer view maps security incidents detected by FortiSIEM into attack categories defined by
MITRE Corporation. The Incident Explorer shows a host-centric, interactive ATT&CK view. The number in
the middle of the circle indicates the number of incidents in that category. The size of the circle is relative to

the number of incidents.

The color of the circle indicates the severity of the incident: red=high severity, yellow=medium severity, and
green=low severity.
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MITRE ATT&CK View—Incident Explorer—Detailed View

0 Actions = B Ovarview
Yo
Davice teconnaissance ., Initial Access Callection And Cantrol
192.168.22.16 .
oyl &)
[Ematy L< )
100,64.2.253 Y
[ Initisl Access Incidents for 192.160.22.14: 8 ]
Severity
Caty = Last Occurred Incident Tactics Technique Source Target Datail
WINZ008-ADS
EEIIE  on 132021, 111800 PM VNG fram Intermet [ Persistence.Latoral Movement Comma...  Extornal femote Seevices, Remot ] EB211.141.78.56 = 192168010 =
, 111184 ] ! . Services, 141, ol ACCHLOPE
BEEE  vr 132021, 12:14:00 PM WNC from Internet Pertistence Lateral Movement Comma... External Remote Services, Remot = 18556.80.120 192.168.22.16
Rl oo 132021 110030 PM WINC fram Intarnat Persistence.Lateral Movemant Comena...  Extar, WE82.165.123 137 1521682218
I on 122021 11:05:30 PM WNC fram Internat Persistence Latoral Movement.Comma..,  Estamal Remots Services, femot.,  smd4.174.114.209 192.168.22.14
| Triggering Events | I Subpattern: VNC =[] Wrap Raw Events ] Show Event Type [ Show Raw Event Oniy
Evant Receive Time Raporting IP Source 1P Destination 1P Destination TCRAUDE. gyunt Name Raw Event Log
Jun 132021, 11:17:15 PM 192.168.2.1 - 2111417858 192.1668.22 16 £900 (VNC) Permitted traffic =189+ Jun 13 23:17:15 date=2014-09-11 tipe)
Jn 13202 1E1715PM 19216831 2111417854 192.16622.16 5900 (VNC) Permitted traftic «189>Jun 13 23:17:15 date=2016-09-13 tile}
Jun 13 2021, 111714 PM 19216831 2111417854 192.168.22.18 5900 [VNC) Permitted traffic 189+ Jun 13 2317:14 date-20146-09-13 e
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You can populate the table in any of these ways:

» Click a device to see all of the incidents associated with the device.

+ Click the Tactics drop-down list and choose one of the attack categories.

» Click the number in the middle of the circle to view incidents for a specific device and for a specific tactic.
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Knowledge Check

1. What are the four categories of incidents?
JA. Performance, Availability, Security, and Change
B. Devices, Users, High Risk, and Low Risk

2. A FortiSIEM administrator wants to view the top impacted hosts by severity. Which incidents tab
view will provides this information by default?

JA. Overview

B. List
C. Risk
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 38
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Lesson Progress

v Incidents

NSE Training Institute

Notification Policies
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Good job! You now understand incidents.

Now, you will examine notification policies.
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Notification Policies

Objectives

+ Describe what a notification policy is

« Understand how to define a notification policy
Understand what actions notifications can perform
+ Learn how notifications are cleared

Learn to create custom email templates using content variables

NSE Training Institute 40

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in notification policies, you will be able to manage and notify users of incidents
in your network.
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Incident Notification Policy

« FortiSIEM allows users to define policies for the actions taken when an incident is created

@ DASHBOARD s ANALYTICS A INCIDENTS

& Setup 4 All Settings > General » Notification Policy

]

£ Device Support Mew | Edit Delete Clone Columng =

& Health Enabled Severity FRule Time Range Affected Item Action

ANY ANY ANY

B3 License

s,
HIGH GRUUP: Security ANT ANY
Script Block IP Forti0s 5.4

Managers can be notified by email when high-severity security incidents are created against
important PCI| devices

Level 2 support engineers can be notified when high or medium-performance incidents are
created after hours

Tickets can be created in supported service desks such as Service Now, Connectwise, Sales
force, and Remedy when availability issues arise

+ For everything else, notify the help desk!

FoATINET
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FortiSIEM allows users to define policies for the actions that are taken when an incident is created.

The severity of an incident is determined by the rule itself. Each rule has a severity rating. You can use this
information as a trigger in the notification policy.

For example, managers can be notified by email when high-severity security incidents are created against
important PCI devices.

Level 2 support engineers can be notified when high or medium-performance incidents are created after
hours. You can define time ranges within the policy to decide when to send notifications.

You can create tickets in supported service desks such as Service Now, Connectwise, and Remedy, when
availability issues arise.

You can report everything else by email to the help desk!
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Notification Policy Definition

* Notification policies are defined by a set of operator-defined criteria and actions

Motification Policy 8 x

Severity: [ Low B Medium ] High

Rules: -
Time Range: -
Affected Items: -

Action: [ send Emall/SMS to the target users. [
[ Run RemediationsScript. (2
O inweke an integration Policy. Run: no policy (&

in Admin = Settings » Analytics
[ 5end xmi file over HTTP{S) to the destination set in Admin » Settings > Analytics.

O open Remedy ticket using the configuration set in Admin » Settings » Analyties.

settings: [] Do nat notify when an incident is cleared automatically.
[ ba nat natify when an incident is cleared manually.

0w nat sotify when an incident is cleared by system

Comments:

Save Cancel
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Notification policies are defined by a set of operator-defined criteria and actions.
The defining criteria are: the rule Severity, the associated Rules, a Time Range, and the Affected Items.

You can create as many notification policy definitions as you need.
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that group

« Or all rules in a specific category,
while excluding individual rules in
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Notification Policy » Define Rule Conditions o x
Folders (NOT) Selectiany:
 Rules 12 L | B2 NOT Rule Multiple Logan Fallures.
Aval i r I
L iyl Malw found but not remediated D GRDUP. 1 Secueity
Ll Lt i Malware foun d try firewall ted
ha
LS Malware hash mateh
» Beaconin T
Meraki Hew DHCP Server
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-
Notification Policy—Rule Selections
* You can select individual rules _m"mm — —

When selecting which rules the notification policy is associated with, you can select individual rules or a

category of rules.

If you select a category of rules, you can also select individual rules in that category, and then select the NOT
option to exclude a specific rule (or rules) in the category.

You also have the option to select Any rule to associate the policy with all the rules in the system.
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Notification Policy—Time Range

+ Can define the Time Range and Date Range ' ADMIN > Settings > General > Notification Policy

Notification Policy > Define Time Range | ox
) Any @ Define Time Range
Time Range
Start Time: 18:35:15
Time Zone: Lecal ~  America/Torento v
Duration: 30 Minutes v
Recurrence Pattern
® Once Recurring Days Recurring Dates ) Recurring Months
Recurrence Range
On 11/08/2021
At: 18:35:15 for 30 minutes On: 11/08/2021
» For example, outside business hours
< Save < Cancel
FoATIET
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You can also define time and date ranges.

For example, you can set a time and date range to create a policy that is related to rules or incidents that are
triggered outside business hours, or within a certain date range.

If the Duration field is set to zero, then the time range is not considered when evaluating this time expression.

If an End Date is not specified, then you have the choice of indicating whether the Start Date represents a
single date (on this date only) or the beginning of a recurring date span (from this date forward).

You can also specify specific recurring days of the week or month, and specific recurring months.
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+ Affected Items are the incident target devices

Notification Policy—Affected ltems

« You can select either individual devices or device categories referencing the CMDB

Notification Policy = Define Affected Items= Device/App/Biz

FoATINET
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« The category could also be an application group, business service, or |IP address or range

Affected Items are the incident target devices. You can select either individual devices or device categories

referencing the CMDB.

The category could also be an application group or business service, or you can define an IP address or

range manually.

In a previous example in which managers were notified by email when high-severity security incidents were
created against important PCI devices, the notification policy had the rules criteria set to Group:Security,
which is to say, all the rules in the security group. There are more than 200 rules in that group, which will
cover all of the devices in the network. However, you are interested only in devices that belong to the PCI
services group, you can use the Affected Items criteria to focus the policy on a sub-set of devices covered by

the rule set.
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* Define actions for something to oceur s e NaEaIERRBIE
when the policy criteria matches
Notification Policy
* Such as:
+ Send an alert to the console, with the option severity: [ Low [ medium B High
to play a sound Rules:
+ Invoke an integration policy for ticketing with i
third-party systems '
+ Send an SNMP message or POST an XML Afected ttems:
ﬁ‘e USIng Or H.I_I-PS Action: DSL'I“J Email /SMS to the target users. @
+ Open a remedy ticket or create a ticket in O fun Remediationsscript. (&
FortiSIEM'S own Case fea‘lure [ invoke an integration Policy. Run: no policy @’
+ Send an email or SMS message, or run a g\mm K "
& end SN message to the destination set in Admin > Settings > Analyties.
Scnpt D‘wmi XML file over HTTP(S) to the destination set In Admin > Settings > Analytics.
DOucn Remedy ticket using the configuration set in Admin » Settings » Analytics.
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

You can select a notification Action to occur as part of a notification policy.

You can set the system to perform any combination of the actions, from sending an alert to the console with
the option to play a sound, to invoking an integration policy that FortiSIEM uses for integration with third-party
CMDB and help desk or workflow systems, such as Connectwise, ServiceNow, Remedy or Salesforce.

You can also send email notifications and SMS messages to individuals or to groups.
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Notification Policy Actions—Email or SMS
« Most common is an email action where - ADMIN > Settings > General > Notification Policy
the CMDB Users tree iS dlSplayed and Hotification Policy » Define Notification Action
you can select users or groups or ===
manually define a address — _
* In Method, you can specify email or SMS A = oo
Emai soc_alert@{sm.local ',‘.\;l-q_h,.r“:p
Motification Policy » Define Notification Action = Email Address O x
sethod: g H Notification Policy > Define Notification Action > User 0 x
€ save € Cancel
m"m'ET Training Institute ©Fortinet Inc. All Rights Reserved. 47

The most common notification policy action is an email message.

If FortiSIEM is connected to your LDAP server, all of your users are listed in the CMDB User tree. You can
select individual users or groups to notify. Alternatively, you can specify an email address manually.

In the Method column, in the drop-down list, you can choose to send the notification either as an Email or an
SMS message on a user-by-user basis.

If you select Email, then you can select the email template to use for a specific user. Different users can be
sent email messages that use different templates. It is not necessary to send the same email to everyone
being notified by this policy.

You can also have the system run a script. After you provide the script location, you can specify whether the
script will run on the Supervisor or a Collector.

FortiSIEM 6.3 Study Guide 360



Incidents and Notification Policies
DO NOT REPRINT
HORHNET =
Notification Policy Actions—Run a Remediation Script

* Define Script/Remediation: Allows the user to define multiple automated remediation
actions

« Enforce On: Determines which the script will be running from
« Run On: Identifies whether the script runs from the supervisor or a collector

Notification Policy > Define Script/Remediation I 0O x
Notification Policy > Define Script/Remediation ] 0O =
New
Ty
Type Hame Run On Enforce On Forti0s - Blogk [P FortiOs APY
Remediation ilpolck LT Supervisor Device:FG240D3913800441 Enforce On: | Device:FG24003%1 3800441
Run On: | Supe
£ Save < Cancel
FOATINET
SE Training Institute ©Fortinet Inc. All Rights Reserved. 48

You can perform remediation manually (for example, by selecting an incident that has already occurred to
remediate) or by using a notification policy to automatically perform a remediation action when an incident
occurs. For automatic remediation, define a remediation script for a scenario. You can check the existing
Remediation scripts in ADMIN > Settings > General > Notification > Remediation settings. Mitigation
scripts can, for example, block an IP address in a firewall or disable a user in Active Directory.
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Notification Policy Actions—Integration Policy

+ Integration Policy actions reference what is defined in ADMIN > Settings > General >
External Integration

+ Can define Outbound and Inbound incident notification integrations with Service
Now, Connectwise, and Salesforce

Integration Palicy

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 49

The Integration Policy tab displays the integration policies that you defined in ADMIN > Settings > General
> External Integration.

You can define Outbound and Inbound incident notification integrations with Connectwise, Service Now, and
SalesForce here.
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Other Notification Settings

+ For email and other notification actions you must define specific settings in ADMIN >
Settings > Analytics > Incident Notifications options
« Settings such as SNMP trap IP addresses, XML posting URL, and Remedy settings

€ All Settings > Analytics » Incident ’lotuﬁcat\enl

€ All Settings > System » Email I

Email Gateway Server:  smip. fortinet.com + =

FoATINET
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Incident HTTP Motification

ddres

SHMP Trap Protocol: @

© Fortinet Inc. All Rights Reserved.
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As you learned previously, for email and other notification actions to take place, you must define specific

settings in ADMIN > Settings > Analytics > Incident Notifications.

You must specify the email settings if you intend to have the system send email notifications. Additionally, you
can define other protocols such as SNMP traps, XML posting URLs, and Remedy integration settings.

The following options are available:

* Incident SNMP Traps

* Incident HTTP Notification (XML posting URLSs)

* Remedy Notification
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L
Incident Notification Email Workflow with Default Template

* Logical incident notification
process

+ Notification frequency is an
individual value set on every
rule

+ Minimum notification frequency
is 15 minutes

Notification: 24 Hours =

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 51

This slide shows the incident notification email workflow when you use the default template.

The first time an incident triggers, the system looks at whether an incident is already active is for the same
condition. If not, then the system creates an incident. If an incident is already open for the same condition, the
system updates the incident details, including the incident count, and the last seen time.

Next, the system determines whether if there is a notification policy is defined for this incident and the
conditions that are being tracked. If policy is defined, then the system completes this process. If a policy is
defined, the system determines whether this is the first time that this incident has occurred. If it is the first
time, the system will send a notification email using the default template with NEW in the subject header.

You can set a notification frequency value for each rule. The minimum is 15 minutes, but you can override it
with whatever value you like. The idea is that, rather than sending an email every time an incident occurs,
further notifications are sent based on this frequency timer. If the incident triggered several times within that
notification frequency period, only the first email is sent. But, once the notification frequency period elapses,
the next time the incident occurs, another email notification is sent. This time, the subject header includes the
word UPDATED.
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Cleared Incident Notifications
+ Logical notification process for cleared incidents
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If you recall from the incident section, you can also clear incidents. Incidents can be cleared automatically, by
a clear condition on the rule; manually, by an operator, or by the system clear function.

If the incident was cleared automatically, and the policy allows clear notifications, then the system sends an
email with the word CLEARED in the subject header.

If the incident was cleared manually, and the policy allows clear notifications, then the system sends an email
with the words CLEARED MANUALLY in the subject header.

If the incident was cleared by the system timer, and the policy allows clear notifications, then the system
sends an email with the words CLEARED BY SYSTEM in the subject header.
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Disable Notifications of Cleared Incidents

* If you do not want to send emails when incidents are cleared, you can set this per

notification policy
« Note: The default action is to notify

Matification Policy

ty: [FLow B medum B High

in Admin » Settings » Analytics.
tin Admin » Settings » Analyties.

O ogen & onfi tin Admin » Settings » Analytics.

NSE Training Institute
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In the policy definitions, you can specify whether or not you want to be notified when an incident is cleared.
When an incident clears, the system updates the incident’s details by changing its status from active to one of
the cleared conditions. The system is set to send a notification of the change in status, but you can opt in or
out of this notification in the incident notification policy. Not only do you have the option to be notified when an
incident is cleared, but you can also be informed of how the incident was cleared.
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* Incident ID

* |Incident Time

» Event Severity

* Incident Count

* Incident Category
= Notification Policy ID
* Rule Name

+ Remediation

» Rule Description
= Source IP

+ Destination IP

- Latest Raw Events
(up to 10 displayed)

NSE Training Institute

Predefined—Defined Email Templates

+ Emails out-of-the-box use the system-defined default template

+ The default template includes:

[New] 192.168.22.10:High Severity IPS Exploit Notification LAB

Incident Detail

Incident ID: 5233

Incident Time: Oct 04 2021, 10:55:00 PM
Event Severity: HIGH (9)

Incident Count: 1

Incident Category: Security
Notification Policy
Notification Policy ID: 962950

Rule

Rule Name: High Severity IPS Exploit Notification LAB

Remediation: Deactivate this rule once finished with Incident Notification LAB.
Rule Deseription: Detects a high severity IPS exploit detected by IPS
Incident Source

Source IP: 202.138.247.143

Incident Target

Destination IP: 192.168.22.10

© Fortinet Inc. All Rights Reserved. 54

If you don’t specify a template within a notification policy, emails use the predefined default template.

The body text of the default template includes the incident ID, the time that the incident occurred, the severity
of the incident, incident count, and the rule name and description. It can even include up to the last 10 raw

events.
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Custom Email Templates

* You can define one or more
custom email templates in the
ADMIN > Settings > System >
Email > Incident Email Template

* This allows emails to be sent with
different content to various team
members, depending on the
matching notification policy

Email Template

Name:
Insert Content:
Email Subject:

Email Body:

50C Template
s O HTML Tag?

$status - SruleName

SOC Alert - Sincidentid

Incident has occurred at SlastSeenTime
Name: SruleName

Severity: $incident_severity
Description: SruleDescription

Set as default: D

Preview Save Cancel

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved.
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You can create one or more custom email templates on the Email Templates tab by clicking ADMIN >

Settings > System > Email > Incident Email Template. Using custom email templates allows you to send
emails with different text and content to various team members, depending on the matching notification policy.
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+ Custom email templates can use the following content variables to reference incident
table information
« Any custom template defined can also be set as the default template overriding the
FortiSIEM predefined email template oere Coueanill |
Organization
Incident ID
Email Template x mollfel el & Wrhoul Lk
Fest Seen Tene
O Template :::-:i::;:::mv
Ingert Content: $ OHTNL Tag! | c—— ::::::‘ :::::::: e
Email Subject:  S$status - SruloMame Sot 3 defauitd EEEE%;::::@n
Email Body: SOC Alert - Sincidentid Rule Description
incident Source
Incident has occurred at SlastSeenTime Incident Target
Incident Detail
Name: SruleName Affected Business Service
Severity: Sincident_severity Idantity
Description: SruleDescription Notify Policy ID
Set as defaull Raw Events
L as default: D Incident Cleared Reason
Device Annatation
Device Description
Preview Save Cancel Device Location
ﬁSE Training Institute © Fortinet Inc. All Rights Reserved. 26

You can create custom email templates, which can use content variables to reference incident table
information. The system substitutes the variables with the event details when it generates the email.

You can use these variables in both the subject and body fields of the email template. For example, you can
write your own text and then enter the content for the rule name, rule description, rule remediation, status, and
so on.

You can create as many custom email templates as you like, and you can set any one of them as the default
template, overriding the FortiSIEM predefined email template.
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+ Custom templates support the use of HTML tags

Creating Custom Email Templates with HTML Tags

Email Template

Hame
Insert Content:
Email Subject:

Email Bady

Set as default

S0C HTML Template

Sstatus - SruleName

1& HTML Tag?
“rs

<td style="hackaround olar: fededeipadding:
10px:border-bottom: 1px solidiborder-colar: #THLH:™
=strong=Detail</td>

<td style="border-bottom: 1px solid;border-colar:

Se0clel:padding: 10px;">&nbsp; Sincident_detail</td>
<ftr>

<trs|

Preview Save Cancel

NSE Training Institute

* Incident emails can be very creative!

Heavy UDP Host Scan On Fixed Port

Incidust W) LT

Fate Wame ey LIDP ot Scan O Fised Port

Tt o scaring host . MmBpg 1 fnd hoas o1 4 s

s enioty Homnar retwirs maragE-erl g mapg kbt
e acan 1 Stwess S dcovery puspinen A suthiasd
[

i
Livier Wi ey AT 5 RIS CORreTOnS 10 (ron
[rattp—

Fiest Guosremoe Time o Ful 45 756,00 487 2001

Last Ocoumsate Tims  hos Fab £5 070800 757 2001

Barvic
Imcidari Seurce Sourcs 9 1010010170

Iagident Targer Destiranos ICP/UCF Port: LEL (SN
Detad Trggeeod Evard Cosre: 130

Triggesing [vents MastoanF L CFPort] <L i dotwr= 1111 02 16

TS50 devnamasic el fulil

Bt toraned Meveienoice vt wope 10 10 130119

wpen=38 W= o v 10880 32

Sargrt= 101 dutieth= waee 3" posetsct -4 Sl 03 S0

Skt Piathabt ol vt RPATER proirn 11

= st pesscyid= | dutcmrary=Theseread”

Moo= "Beseruse” randan- e w64 71§ 105
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= 37% namipkt=] roviipkt =1 appcat=-uracareed”
B R L ——

© Fortinet Inc. All Rights Reserved.

57

Custom templates support the use of HTML tags. If you look at the example shown on the right side of the

slide, you will see that incident emails can be very creative and much better looking than standard text emails.
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——
* You can define an email template for any email recipient defined in a notification
policy, to allow emails with different content to be sent to different team members
Notification Policy » Define Notification Action > Email Address 0 x
Notification Policy > Define Notification Action To:  security_team@fsm.local
cC:
Add Addr Add User
Email Template Organization: Syper
Method Mame /Address Email Template Email Template: v ]
Email socurity_team@fsm, local S0C HTML Template Systern Default
Email nec_manager@fsm. local MNOC Template NOC Template
< Save < Cancel
* If you do not select an email template, the predefined template is used unless a
custom template is set as the default
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 58

As mentioned earlier, when email is selected as the notification method in the Notification Actions window
for a user, a drop-down list appears in the email template column. In the drop-down list, select the template
you want to use for this user. Note that different users or groups can receive email based on different
templates. If no email template is selected, the predefined default template is used unless a custom template

is set as the default.
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Notification History

* You can view the notification history for any incident in the incident
Action History section under the INCIDENTS > Details tab

+ The action history is FortiSIEM’s record of whether or not it sent a
notification

Incidents for Server Disk Space Critical NS [

Severly i Decure tncichen wtl Techalgus o L e Taige wta nclelwn t Statad stlon Natification atification Recpients
oy bt Decuired et Tactl Techalg Reporliog 5 Taiget Dotal lnclelwn t St Rervidatl s Hatification Recdpient

Disk Mame: fvar
1721428160
Disk Capacity Util: 95

| o EEEEECIUR PRI Server Ditk Space Critical  fmpact  Endpein Denls Fenabx Tenaix oyt L Opan Fall alertslium local, User:admin

Detsls Events FRule | [J Aute sxpand A w

Abtributes ®wm Incidont Comments hetion History [ Wrap Content

Firse Dccurred
Incident ©:
Wncldent Tithe:

Notification Recipients: siert
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On the INCIDENTS tab List view, you can view the notification history for any incident. Select an incident, and
click the Details tab then, in the Action History section you can view the incident action and notification
history.

The Action History section displays FORTISIEM’s record of whether or not it successfully sent a notification.
It provides some detailed information, such as the date and time the notification was sent, the incident ID,
policy number, and the users emailed as part of this notification.

You can also add display columns to view notification status.
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L
Knowledge Check
1. Whatis the minimum notification frequency value?
A.  Five minutes
¥ B. Fifteen minutes
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B0
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v Describe what an incident is and provide examples
Understand the different incident dashboard views
Learn the different ways to refine and tune incidents
Describe what a notification policy is

Understand how to define a notification policy and what actions they
can perform

Learn to create custom email templates using content variables

< SR <

<
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned what incidents are and how to define a
notification policy.
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22 FortiSIEM 6.3

Last Modified: 19 December 2021

In this lesson, you will learn about some of the reporting and dashboard functions available on FortiSIEM.

FortiSIEM 6.3 Study Guide 376



Reports and Dashboards

DO NOT REPRINT

CODRTINET
TN T1

TN L
Lesson Overview

Reporting

N 'Dashboards

o |
~ Identity and Location

 CMDB Reporting

S
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In this lesson, you will explore the topics shown on this slide.
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Reporting

Objectives

+ Load existing reports into an analytics search
« Save searches as reports

* Schedule reports

* Import and export reports

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in reporting, you will be able to load, save, schedule, and import reports in
FortiSIEM.
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Reports

* FortiSIEM ships with more than 3000
prebuilt reports under the Resource tab

+ Reports are grouped in categories and
can be selected by device, function, and
sSo on

* You can add your own custom categories
and move or copy reports into the new
categories

* Reports use exactly the same syntax as
analytic searches

FoATINET
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Frequently Used
Event Status
Incidents

Threat Hunting
Business Service
Baseline

Device

Function

FortiSIEM Operational
FortiSIEM Audit

Cross Org

Report Bundles
Synced Reports
Fortinet Security Fabric

Ungrouped

FortiSIEM ships with more than 3000 prebuilt reports. You can find reports by clicking RESOURCES >

Reports.

The reports are grouped in several different categories and subcategories, making is easier for you to find the
report you are looking for. You can add custom categories, and move or copy reports into the new groups.

Reports use the same syntax as analytic searches, making it easier for you to build your own custom reports

and save them in the reports tree.
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Analytic Search—Load Report

* You can load any of the system
reports into an analytics search | @ actions «+ & (1182w Messages
to populate your search criteria = si- | B

s ANALYTICS A& INCIDENTS W CASES = CMDB

Saved Results Q M < 133 3216 > N
* This is the easiest way to get st  Name
results and make custom i Ao SocmE ot e
SearCheS Frequently Used Activity: AWS EC2 Linux Falled Privileged Command Executions
Event Status Activity: M5 Azure Linux Failed Privileged Command Executions
Incidents Activity: Successful AWS EC2 Linux Servers Privileged Command Executions

Threat Hunting Activity: Successful M5 Azure Linux Servers Privileged Command Executions

X Activity: Top Unix Servers, Users By Failed Privileged Command Execution Count
Business Service

Activity: Top Unix Servers, Users By Successful Privileged Command Execution ...

Baseline
Activity: Unix Server Privileged Command Execution
L3 i
Device Admin Logon: Failed VPN Admin Logon Detailed View
} Function Admin Logon: Successful VPN Admin Logon Detailed View
ForLiSIEM Operational Admin Logon: Top VPN Galeways, Admin Users Ranked By Failed Logon
FortiSIEM Audit Admin Logen: Top VPN Gateways, Admin Users Ranked By Successful Logon
Cross Org Admin Logon: VPN Admin Logon/Logoff Activity Details
FoATNET
NSE Training Institute ©Fortinat Inc. All Rights Reservad. 5

You can load any of the system reports into an analytics search to populate your search criteria. If you click
the folder icon, you can then select a report group and, in the right pane, select a report, and then click the
white arrow to run the report. This action populates the search criteria.

This is the easiest way to get quick results and make your own custom searches.
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* Multiple options are available after running an historical search:

pos @ DASHBOARD

Produce an instant report by , :
exporting the results as a PDF, CSV, or RTF file L —

= Email Result

» Email the results as a PDF, CSV, or RTF file  Export Result
Copy to New Tab
« Save the search criteria and

display columns as a report definition
© Create Rule

zo-:nul

You can load saved reports back into the GUI at any time and run them as scheduled
reports

FoATINET

SE Traiﬂing Institute © Fortinet Inc. All Rights Reserved. &

You can save historical search results as a report.

After running an historical search, you can handle the results in a number of ways. You can do any of the
following:

* Produce an instant report by exporting the results as a PDF, CSV, or RTF file.

» Email the results as a PDF, CSV, or RTF file.

» Save the search criteria and the display columns together as an XML file, in a report definition.

Note that you can load saved reports back into the GUI at any time, and run them as scheduled reports.
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section

Saving a Temporary Search

* You can save search results
for a specific number of hours or days
using the settings in the Saved Results

« Temporary report results generated by
this method are saved with the name you

Save Report

Save Report Result for:

Report Name:

Unusual Processes Detected on Server X I

D Save Definition

I Save Results  for: | 30 & |@® Hours C Ddyxl

provide D Save Report Design Template
OK Cancel
@ Actions »  § [1] Raw Messages
&- =~  QRun
Q K € 111 1 2
ROFIEULy Name Finish Time
w Reports
IUnusual Processes Detected on Server X Oct 13 2021, 05:27:50 AM
Fonnner o 2 .
E Training Institute ©Fortinet Inc. Al Rights Reserved.

You can save the search results in the Saved Results section for a specified number of hours or days. If you
leave the Save Definition option clear in the Save Report window, you can specify that the report be saved

for a specific number of hours or days. After this time period, the reports are automatically deleted.

Temporary search results generated by this method are saved with the name you provide.
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them into report templates for future use

* You can save the new report definition in
any report group category

« |f you select the Save Results option,
report results also appear in the Saved
Results section for the specified time

FoATINET

Save Report Result for:
Report Name:

Command Line History
|-

Save Definition

Save To:

TN L
Saving a Search as a Report Definition
* You can save search definitions and turn o= »

Event Status
Incidents
Threat Hunting

D Save Results

[0 save Report Design Template

SE Training Institute © Fortinet Inc. All Rights Reserved.

Alternatively, you can save searches and turn them into report definitions for future use by selecting the Save
Definition option and providing a name for the report.

You can save the new report definition in any report category group. In the example shown on this slide, the
report definition is saved in the report category group Frequently Used, but you can move it to another
category, if you prefer. If you select the Save Results option, report results also appear in the Saved Results

section for the specified time period.
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* You can retrieve saved report results from the Saved Results section

& DASHEOARD s ANALYTICS A INCIDENTS W CASES

O Actions » | [1] Raw Messages
E =~ Q Run
Saved Results Q K € i i >
Shorteuts N o
AR Finish Time
F Reports
Unusual Processes Detected on Server X Oct 13 2021, 05:27:50 AM
» CMDB Re
i Delete

+ Select a search result, click the white down arrow, and hen click View Results to bring
the search back onto the ANALYTICS tab

* You can also delete report results on this page

* Note: In this section, there is no way you can determine how much time is left before
saved search results are removed

FoATINET
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To retrieve report results from the Saved Results section:

1. Select the search result that you want to retrieve.

2. Click the white down arrow, and then click View Results to bring the search back onto the ANALYTICS
tab

You can also delete reports on this page.

Note: When you save the report, you can enter a specific number of hours or days to keep that report result,

but, in this section, there is no way you can determine how much time is left before the report is automatically
removed.
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Exporting Reports

* You can export search results as a PDF, CSV, or RTF

S Email Result d ’ "
 Export Result -
D Copy to New Tab

[® Save as Report

T
© Create Rule H ‘ ‘

@ DASHBOARD s ANALYTICS Export Report

I £ Actions - I H [1] Raw Messages User Motes (Optionalj:

Output Format: ®POFE Ocosvl ORIFR

Time Ione:  Local .

Template: @ Defined O

America/Toronto v

Hew

Remember to modify your browser settings to allow popups for this server

Generate

Cancel
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You can export current search results as a PDF, CSV, or RTF.
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RESOURCES > Reports > More

* Options available by clickihg RESOURCES > Reports > More

@ DASHBEOARD s AMALYTICS A& INCIDENTS & CASES = CMDB 1 RESOURCES = TASKS &5 ADMIN

~
o Q &  Resources > Reports
P PReports MWew | Edit | Delete Run @ More~ | Q
Rapars
» Rules
2 0 o HName Clone gscription

P Hetworks i f

Account Lockouts w7 2yne his report ranks users getting locked cut from any devices
P Watch Lists 0 Schedul

Activity: AWS EC2 L e his report ranks the UNIX servers and their users by failed privilege command

Privileged Comman scalations (sudo) count
P Protocols i OCPre-compute = iz

Activity: M5 Azure hiz report ranks the UMIX servers and their users by failed privilege command
P Event Types - Import

Privileged Comman scalations (sudo) count
¥ malware Domains Activity: Successful EXport

. his report ranks the UNIX servers and their users by successful privilege
Servers Privileged ¢ >

» Malware IPs € Report Design  ommand escalations (sudo) count
Executfons

* You can edit system reports, but the system forces you to rename the report as a new
user-based report

+ Cloning a report creates a new user report with the same criteria as the original report

FoATINET
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There are a number of options available to you under RESOURCES > Reports > More.

You can edit a report, clone a report template, and search for a report. There are importing and exporting
options that you can use to share report templates with other FortiSIEM systems. You can run a report
immediately by clicking RUN, or schedule a report to run later.

When the delete option associated with a selected report is grayed out, it means the selected report is a
system report in FortiSIEM and cannot be deleted. You can edit system reports, but the system forces you to
rename the report as a new user-based report.

To give a custom look to your PDF report, you can use the Report Design option to create a custom PDF
report template.
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* Reports can be
scheduled from two
places:

« Select the report, and
then, in the bottom pane,
click the Schedule tab,
and then click the + icon

- Select the report, and
then, in the More drop-
down list, select
Schedule

FoATINET
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Scheduling a Report

P Rules

» Networks

P Watch Lists

P Protocols

» Event Types

» Malware Domains
P Malware IPs

» Malware URLs

P Malware Processes

(4]

lés AMALYTICS A INCIDENTS

Resources > Reports

New Edit Delete Run More ~ Q

2 0 9 HName Clone

W

Summary

-
Account Lockouts & Sync

Activity: AWS Ec2 | |_©@ Schedule

Privileged Comman S2Pre-compute

Activity: MS Azure
Import

Schedule | Definitio  Export

Definition % Report Design

Results

escript

his repq

his repq
scalatiq

his repq

O

Scheduled for: 6:47 PM on 10/13/2021. Notifications: Default, Ke

© Fortinet Inc. All Rights Reserved.

There are two places in the GUI where you can schedule a report.

The first is to select a report, and then, in the bottom pane, click the Schedule tab, then click the white plus
(+) icon to specify when you want it to run.

The second is to select a report, and then, in the More drop-down list, select Schedule.

The functionality is the same for both of these methods.
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Scheduling Options
You can schedule reports based on various settings and options using a three-step
process
Schedule schedule il
Report Time Range Schedule Time Range SN
. @rr Ocw O
rone Tomer e | ree— Start Time: 15:54:00 Local v  America/Toronto v —
® Relative b 1 e o Schedule Recurrence Pattern &t arrerias- | [
2 @ once OHourly O Daily O Weekly O Monthly z:‘;“"';’:'"‘::.‘;“m
Trend Start From: 10/13/2021 - S
Trand Interval:  Aute - Back Cancel Mt e raport @ Hou Bays
Cancel Hext Back Carcel oK
ﬁ.é'E Tl‘ail'lil'lg Institute © Fortinet Inc. All Rights Reserved. 13
When you schedule a report, you have several options, including:
* The time range the report captures
*  When the report is run and how often: once, hourly, daily, weekly, or monthly
*  What output format the file is saved as: PDF or CSV
»  Whether or not notifications are sent
* How long the results are retained
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* Scheduled column is D —
empty unless a @ DASHBOARD s ANALYTICS A INCIDENTS
schedule is set for a
report a Q £ Resources > Reports

I{ rts Mew | Edit | Delete Run @ More~ Q arc
* If the green check mark i S L =
in the Scheduled oo =
N WOrKks
column is selected, that e 7 AccCount Lockoues TH
means that the P Watch Lists Activity: AWS EC2 Linux Failed TH
associated report has b Protocls Privileged Command Executions es
one or more schedules Activity: MS Azure Linux Failed ™
P Event Types
P Malware Domains Summary Schedule > Definition ¥  Pre-compute ~
¥ Malware IPs
+ & @
» Malware URLs
Scheduled for: 6:47 PM on 10/13/2021. Notifications: Defs
P Malware Processes
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

The Scheduled column is empty when no schedule is set for a report. When you see a green check mark in

the Scheduled column, it indicates that a schedule has been created for that report.
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* You can share reports among @ DASHBOARD I ANALYTICS MU INCIDENTS &
systems, users, and partners using
the |mp0rt and export Options Q & Resources > Reports > Threat Hunting
w Reports New Edit Delete Run More = Q
* Select one or more reports, and then,| e e 2 © 8 Name Clone a
Export, which produces an XML file DA SERS : "
CyberX Security Ale
Incidents 0 Schedule
‘Threat Hunting DARKSIDE Domain T $gPre-compute
2 Import |00ks for a Supported XML Business Service DARKSIDE Ransomw Import A
deflnition flle Basaling Detected on Host Expart ol
b Device DARKSIDE Ransomw 9§ Report Design 1
Detected on Netwo F:
Import Reports »
Sysmon_reports.xmi
Import Cancel
m"é“ET Training ||'|stitu‘te © Fortinet Inc. All Rights Reserved 15

FortiSIEM makes it very easy to share reports among systems, users, and partners by using the importing
and exporting options.

To export a report, select one or more reports, and then, in the More drop-down list, click Export. FortiSIEM
copies an XML version of the report to be saved. You can share the saved XML file in an email or Notepad file
to send it to another user. After the recipient receives the file, in the More drop-down list, they can click
Import, click Choose File, select the XML file, and click Import. This allows them to create an exact copy of
the report. This is an easy way to get a report that was prepared in a lab environment into the production
system.
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Knowledge Check
1. Which statement about FortiSIEM reports is correct?
+ A. FortiSIEM does not allow you to delete system reports
B. FortiSIEM does not allow you to delete user reports
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 16
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Lesson Progress

w/ ' Reporting

a 'Dashboards

= )
- ldentity and Location

~ CMDB Reporting

S

NSE Tralnlng Inst!tuta © Fortinet Inc. All Rights Resenved.

Good job! You now understand reporting. Now, you'll learn about dashboards.
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Dashboards

Objectives

+ |dentify the six types of dashboards

+ Add and remove dashboard columns
Identify the different dashboard widgets
+ Customize widgets

Create custom dashboards

NSE Training Institute 18

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in dashboards, you will be able to identify, modify, create, and customize
dashboards.
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Introduction to Dashboards

» Dashboards are an effective way to Summary — —— —
visually represent the data received and .
collected from networks

+ Six types of dashboards are available for
viewing device and application metrics,

B
»

h Business
log-based searches, or aggregations: Cariice
+ Summary dashboard
» Widget dashboard T | e— ‘
- Business service dashboard Logging o A o
+ PCI logging status dashboard Status T — F——

+ Interface usage
+ |dentity and location dashboard

Interface

Usage - AW RN p

Identity and
Location

FoATINET
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Dashboards are an effective way to visualize the data that has been received or collected from the devices in
your network. There are four types of dashboards available for viewing device and application metrics, as well
as any log-based search or aggregation of data:
*  Summary dashboard
+  Summary dashboards show a near real-time view of health, uptime, incidents, and other key
performance metrics of many devices, in a single spreadsheet format—each row is a device and
each column is a metric.
+ Widget dashboard.
+ Widget dashboards offer a traditional Top N dashboard view—one chart for one metric
» Business service dashboard
* Business service dashboards provide a top-down view of business service health
+ PCI Logging Status dashboard
+ The PCI Logging Status dashboard provides an overview of which devices in PCl are logging and
logging correctly
* Interface usage
* This dashboard provides an overview of the use of individual interfaces of router and firewall
devices
» ldentity and Location dashboards
+ Identity and Location dashboards provide a tabular view of network-identity to user-identity
mappings

FortiSIEM comes with many default summary and widget dashboards.
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Dashboards by Function

+ FortiSIEM provides several built-in dashboard folders covering many functional areas:

- Server Dashboard N — e

New

* VMWare Dashboard Start Sideshow *
Ports By Byteg
" Web Sewer DaShboard Application Server Dashbo.. y y
« Application Server Dashboard AW Dashbeard =
Database Dashboard 1
« AWS Dashboard Fortinet Security Fabric k.
- Database Dashboard FortiSIEM Dashboard KE
Global FortiSIEM Dazhboard 5
. FOT“SIEM Dashboard Google Apps Dashboard ks
. Fortinet Security Fabric Identity & Location Dashb... ke

NetApp Dashboard

Identity & Location Dashboard Network Dashbosrd

Office365 Dashboard

Security Dashboard

Salesforce Dashboard

ces By Conned
FoATNET ALy L 2 Lk
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FortiSIEM provides a dashboard by function option. This function provides many default dashboards that are
grouped by a common classification of device, such as servers, environmental devices, network devices, and
so on.

An important thing to note is that multiple users can share any dashboard created under this category.
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Summary Dashboards
Summary dashboards provide:
+ A snapshot of the performance, availability, and security status of each device
Avail Perl Securl ty

Maint  Device - Type Organization Status Status Status Packet Loss Uptime crU Mem

@ PA-500_01_accelops Palo Alto PAN-O5 Super -1 @ @ ————os 128 days

@ Jun05-3200-1 Juniper Jun05 Super ] L] @ —o 467 days | — 49

@ juniperfw Juniper Jun05 Super @ & @ | — 1 1056 days || 125% [ 179%
@ HP-ProCurve-2910al HP ProCurve Super ] @ @ C————o% 6 days || 123% [ 122%
? S$J-Dev-A-Fdy-Fastiron Foundry Ironware Super [ ] @ @ | e— 10311 days | e— ] 49%
@ FG240D03913800441 Fortinet FartiOs Super @ @ [¥] | — 80 days C————o0s ) 49%
« Some useful KPIs, such as CPU, memory, disk, and interface utilization

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 21

Summary dashboards provide a snapshot of the performance, availability, and security status of each device
in your environment. They also return some useful key performance indicators (KPIs), such as CPU, memory,

disk, and interface utilization.
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Summary Dashboard Customization

* You can customize summary dashboards and filter them by device incident severity and
device location

Metwork Dashboard = § | Summary I Hardware Availability Performance Login/Change Hetflow IPSLA ValP CBQoS . » 4]
qQ B B A All W
weail Pert Sec
Maint  Device T Org Seatu Sratu e Packet Loss Uptuma P R 1] 1 g
@ PA-500_01_a: 05 P E] @ @ [ 10! 118 days i [
@ Jun0s-3 L] L @ C a0 467 days - 0 [ s 10 L L]
@ unig L € @ t ] e, days [ ¢ ) 7 10 [
@ HP-PraCurve-2910al P ProCurve  Super @ @ e ———m & | s— - = 118 - 1%
@ D dy-Fastl F @ e @ C =l 1031 days 2 — o L !
e FG24003911800441 Fortinet Fortios L e o —m 80 da — L m— —o ———

* You can set dashboards to refresh at set intervals
* Displays are unique to the logged-in user

Summary dashboards are also available for servers, VMs, and network devices

.

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved. 22

You can customize summary dashboards and add whatever metrics you require to these kinds of views. You
can filter by device incident severity and device location.

You can also set an interval for the dashboard refresh rate in a drop-down list at the top of the page. The
default setting is three minutes, but you can choose from 1, 2, 3, 5, and 10-minute intervals.

These displays are unique to the logged-in user. If you customize these displays, the change is visible only to
you.

There are summary dashboards specifically for servers, VMWare devices, and network devices.
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& DASHBOARD

Hetwork Dashboard - | Summary Hardware

Q

Maint  Device Tree
@ PA-500_01_accelops Palo Alte PAN-OS

a lpn(18. 1300 1 lpninee Windg

Adding and Removing Summary Dashboard Columns

+ Add or remove columns from summary dashboards as necessary

NSE Training Institute

Select columns for display

Event Types

PH_DEV_MON_APP_APACHE_MET

PH_DEV_MON_APP_ASPHET MET

PH_DEV_MON_APP_DHCP_MET
PH_DEV_MON_APP_DNS_MET

PH_DEV_MON_#

PH_DEV_MON_aP i
PH_DEV_MON_APP_MSEXCH_MBOX_MET
PH_DEV_MON_APP_MSEXCH_MET
PH_DEV_MON_APP_MSEXCH_SMTP_MET
PH_DEV_MON_APP_NTDS_MET
FH_DEV_MON_CBQOS CMSTAT
PH_DEV_MON_CBQOS_POLICESTAT
PH_DEV_MON_CBOOS QUEUESTAT

Columns

Display Mame

Perf Status

Avail Status

Security Status
fuvsilability Incidents
Performance Incidents
Security Incidents
Other Incidents

All Incidents

STM Status

Other

Server

Attribute Name

Other

Server

Cancel

Selected Columns

aint

Device

Type

Organization

Aall Status

Perf Status

Sec Status

Packet Loss (PH_DEV_MOMN_PING_STAT)
Uptime (PH_DEY_MON_5Y5_UPTIME,PH_D
CPU Uil (PH_DEV_MON_S5YS_CPU_UTIL, P

Mem Utll (PH_DEV N_SYS_MEM_UTIL)

Recv Uil (PH_DEV, N_NET_INTF_UTIL. |
Sent Util [PH_DEV_MOM_NET_INTF_UTIL,F
EPS (PH_SYSTEM_IP_EVENTS_PER_SEC)
Avail Incidents

Perf Incidents

© Fortinet Inc. All Rights Reserved.

You can customize the summary dashboard. You can add, remove, and reorder columns as necessary. In the
Select columns for display window, the left pane lists the event types that contain the metrics that you might

want to add to the dashboard.

The middle pane lists the metrics that are available for the selected event type.

On the right, you can add or remove metrics to the display. You can also move a metric up and down the list,

which controls the order of the columns being displayed from left to right.
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Availability Status Column Summary Dashboard

« Whatdetermines the status thatis shown in the Avail Status column?

Down

+ This status is determined b
Packet Loss Percentage value:
+ If the packet loss report is between 0% and 49%, the device is assigned an availability status of up

« If the packet loss report is between 50% and 98%, the device is assigned an availability status of
Degraded

* If the packet loss report is between 99% and 100%, the device is assigned an availability status of

NSE Training Institute

© Fortinet Inc. All Rights Reserved.

Aval
Device Type Drganization Status Packet Lowy Uptime
FortiGate90D Fortinet FortiQ! Super ] C 10 20 days
FG240D1913800441 Fertinet FortiOf Super ] —o 1058 days
FortiGateS0B Fortinet Forti0! Super "] —o 126 days
Avail
v Ping Stat (PING, 2mins) ‘ Determines Status
@ pown
l & Degraded
@ up
| EvENT ||
e 10.1.1.1 PH_DEV_MOMN_PING_STAT 62.463343

the PH_DEV_MON_PING_STAT event, which returns a

24

The status that is shown in the availability status column can be Down, Degraded, or Up.

This status is determined by the PH_DEV_MON_PING_STAT event, which returns a packet loss percentage:

+ If the packet loss report is between 0% and 49%, the device is assigned an availability status of Up.
» If the packet loss report is between 50% and 98%, the device is assigned an availability status of

Degraded.

» If the packet loss report is between 99% and 100%, the device is assigned an availability status of Down.
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Perf Status Column Summary Dashboard
* Perf Status column value is determined by performance incidents for the device
Avail Perf | Security
Maint Device Type Organization Status Status Status
" PA-500_01_accelops Palo Alto PAN-OS Super @ & @ N :
orma
o Jun0S-3200-1 Juniper Jun0S Super @ @ @ A Waming
& Critical
") juniperfw Juniper JunOS Super [# i o
"] HP-ProCurve-2910al HP ProCurve Super @ @ @
« Zero or more low-severity performance incidents indicates a status of Normal
* One or more medium-severity performance incidents indicates a status of Warning
* One or more high-severity performance incidents indicates a status of Critical
m"m'ET Training Institute ©Fortinet Inc. All Rights Reserved. 25

The status displayed in the Perf Status column is determined by performance incidents associated with a
device.

+ If there are currently no performance incidents or only low-performance incidents for a device, then it will
be assigned a performance status of Normal.

+ If there are one or more medium-severity performance incidents for a device, then it will be assigned a
performance status of Warning.

+ If there are one or more high-severity performance incidents for a device, then it will be assigned a status
of Critical.
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Security Status Column Summary Dashboard
* What determines the status that is displayed in the Security Status column?
Avail Perf Security
Maint Device Type Organization Status Status Status
P FG240D3913800441 Fortinet Forti0S  Super ? ° o @ Normal
A Waming
] SJ-QA-F-Lnx-CHK Checkpoint Firewall Super @ @ i 0 Critical
< FAPS321C-default Fortinet FortiAP Super [* @

FoATINET
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* The active security incidents for a device determine its security status:
= Zero or more low-severity security incidents indicates a status of Normal
« One or more medium-severity security incidents indicates a status of Warning
« One or more high-severity security incidents indicates a status of Critical

26

The Security Status column shows the security status of the device. The device status can be: Normal,

Warning, or Critical.

The active security incidents for a device determine its security status:

security status of Normal.
status of Warning.

of Critical.

FortiSIEM 6.3 Study Guide

If there are no security incidents or only low-severity incidents for a device, then that device is assigned a
If there are one or more medium-severity incidents for a device, then that device is assigned a security

If there are one or more high-severity incidents for a device, then that device is assigned a security status
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Setting a Single Device Location

+ You can define a location for a single device using the Location option on the CMDB tab

Edit Device Location

parser

NSE Training Institute

« The Country, State, and City fields are used for local IP geolocation enrichment through the

« The entry in the Location Namefield is used in the dashboard Location column

© Fortinet Inc. All Rights Reserved

You have two options for setting a location for your device. For a single device, you can set the location
through the CMDB. On the CMDB tab, in the upper-right corner, select the Location option from the Actions
drop-down list. In the Edit Location window, you can select values for the Country, State, and City fields.
There are also fields where you can set values for latitude, longitude, and even for building and floor, if you
want to include that level of detail. These values are used for local IP geolocation enrichment by the parser.

The entry in the Location Name field is used in the dashboard Location column.
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Updating Multiple Devices Location

+ On the Location Definition window, you can set a location for a single IP or IP range

@ DASHBOARD I ANALYTICS A INCIDENTS = CMDB £C ADMIN

& CASES

B Setup

& Device Support

Location Detinition
B Health ul Email Collector Image Server Evd e
Skt [ g~ |
E3 License Dashboard Ownership =~ PAYG Report e @
Analytics Scheduled Report Incident Motification Save  Cancel
Discovery Generic  Device Filter = Application Filter CMDB Groups

« When applied, this information overwrites the existing location information in the CMDB
+ Future discoveries do not overwrite this information

FoATINET
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You can also update a location for multiple devices at once.

If you click Admin > General Settings > Discovery > Location, you can set a location for an individual IP or
an IP Range. If you click the edit icon next to the Location field, the Location Definition window opens.

When you apply information here, it overwrites the existing location information found in the CMDB, and future
discoveries do not overwrite this information.
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Dashboard Widgets

+ FortiSIEM provides many different types of dashboard widgets to help you visualize your
search data

B 38 My Thot  Aug i
el ]

. u
W HP-ProCurve- 191 sl 0333001
SIS dnOfice [ S——rs
B Corsluiteh 101 QA g P

Top Network Devices By CPU, Memory...
Last 518

!

NSE Training

Firewall Permit: Top Outbound Ports B...

Lt 1 weekBB:5S

e
o cremasos [
AT (UDF), 443 .
* (TCP), e .
werem,a24 Jl|
scremcans [l
smensaar [l
& (TCP), 34 .
oy |

& (TCP), 443 INTTPS) .
-+

Institute

Top Devices By Failed Login *
Latt 1 week®8:50
COUNT{Matched Events)

(MKFG4003,. %)

ATRIMINZO0. .. 154

\— LXIWINIER: 651
(0% -t 7

(CRIPA-S00_ 01 _a....

Last

Top Network Devices By CPU, Memory... x

1 Yeurgs:13
AVGICPU UsH

..

M
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Dashboard widgets provide you with different ways to visualize your search data. Each dashboard widget

represents a report in the FortiSIEM system. This slide shows some examples of the widgets that are
available: line chart, donut (pie chart), bar chart, and cluster bubble view. The combo view type widget shows

the current value, as well as a view of the trend of the value over time.
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Dashboard Widgets (Contd)

. Reiort widgets are simply graphical views of report definitions

Top Network Devices By CPU, Memory... x ERwAAR T oot Tow Rulboun Ports 8. %
Last 1 week®@8:55 .m 184208
i ﬁ.\’GlMemory 1 wz :1 B - :;J ;::
Host Name AVG(CPU Util) Util) | W17304 KB - 17683 8
| MATE.8 KB - 245 M
FortiGate9oD 100,0.,. I -
5J-Main-Cate500 27.65% ]
FortiGate508 25.32%

Firewall Permit: Top Outbound Ports B... x

& (ToP 17 (UDP)
Last 1 week®@9:11

Firewall Permit: Top Outbound Por... ®=Box
Last § week®9:07
i B 1o 2as: 172,
ll 17262 68 - 172.0.
WA7I04KB- 1768,
W 176,53 KB - 2.45 MB
s, 1.,
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Other examples of dashboard widgets include table view, column trend chart, heat map chart, and tree map
chart. All of these widgets provide a graphical view of report definitions.
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- Single line types widgets are popular _
for displaying counts

« Each widget type displays a title, time
range, time, and up to a maximum of
50 results

FortiGate %00

* You can turn any widget back into an
analytical search by clicking the
magnifying glass icon

CPU, Me...

& Refresh

Top Network Des

D Clone Widget

& Edit Settings

Q, Drill Down To Analytics

=]
=
I
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The single line view can display a single value, such as a count of the number of matched events, or a gauge.

On any widget type, you can customize:

* The title

* The time range for the search

* The refresh interval

» The result limit, up to a maximum of 50 results

You can turn any widget back into an analytical search, by clicking the magnifying glass icon.
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Security Dashboards

+ The security dashboard displays many common security conditions
« Widgets can be added and removed from these displays

@k DASHBOARD s ANALYTICS B INCIDENTS
Security Dashboard - | | Perimeter AcCcess Malware Vulnerability Exploits Policy Violation UEBA Al Alerts UEBA + L4 4]
o Layout: 1Column- £ &2 & @
Successful Network Login x
Last 1 Year@%:21
; : COUNT{Matchad
Source IP User Reperting Device Eventc)
172.16.20.145 netscreen HOST-172.16.3.10 740 N
172.16.20.145 netscreen HOST-172.16.3.10 o
192.168.1.69 netscresn HOST-172.16.3.10 735
192.168.1.69 netscreen HOST-172.16.3.10 s I
172.16.20.122 netscreen HOST-172.18.3.10 s
172.16.20.122 netscreen HOST-172.16.3.10 s2a |
192.168.1.69 admin FortiGate50B =
192.168.20.218 admin FortiGate508 -
172.16.20.121 admin FortiGateS08 |
== .
FOATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. a2

FortiSIEM comes with many of out-of-the-box dashboards. One of these is the security dashboard. The
security dashboard displays many common security conditions, such as the top outbound ports, top firewalls
by high port bytes, top audit event categories, top security event by count, and so on.

You can add or remove widgets from any default dashboard, as required.
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+ Users can create multiple types of custom dashboards by first creating a folder

Create Dashboard Folder g
pos @ DASHBOARD

Application Server Dashboard ~  §  JBOSS Websphe|

Share with: D Everyone in current org
New I

Exclude: [2F
Start Slideshow L4
Create New Dashboard

Mame:

Type:
Threats - 1| b » E Widget Dashboard

o= Summary Dashboard

Barsirsers, Service Denddwoard

NSE Training Institute
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[

FortiSIEM allows multiple custom summary, or custom widget dashboards to be created by users. Users can
create custom dashboards that are related to their individual job function.
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Custom—Summary Dashboard

* You must add devices to the custom
summary dashboards

@ DASHBOARD

Threats» § IPS Load X 4 4

"3

dashboards for just the devices a user
manages

cisco-ips-sensor(192.168.20.100) FortiGateS08(17

+ Dashboard is empty by default a 5 | i | ks Woenivg
« Use the device icon and select devices Maint Device Type Organizatia
from available devices
Select devices for display ’ 8 x
* Use case: You can create summary T ——

FG24003013800441(192.168.3.1)

2.16,255.82)
FAP320C-default(192, 168.30.40) FortiGate300{10.1.1.1)
FAPS321C-default(192.168.30.42) -
"G24003913800450{192.168.3.2) =
@ DASHBOARD | ANALYTICS
Threeats =  §  IPS Load X o
a |} All Severities = All Locations = = Table View =
Aovail x Perf Sec
Maint Device Type Organizatior ¢, . Packetloss Uptime Uptime % Status  Seatus
L] FOIS003T 3800441 Fortinet Fortios Super - o
@ FortiGatesos Fortinet Fortios Super @ @
) FartiGates00 Fortinet FortiDs Super L -
FOIATINET
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You must add devices to the custom summary dashboards display. This allows a summary dashboard to be
created just for the devices a user manages or the devices that a particular user is responsible for.
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* You can add any report definition to a widget type dashboard

@ DASHBOARD

Threats~ § SOC Reports X 1

Threats~ ¢ +« » O

-

Create New Dashboard
-7

Frocumetly Lsed N
Event Status
Widget Dushboard $ nirovees
Theest Hunting
Description:
Business Service
b Device
* Function
b availabdlity

Save  Cancel ¥ Performance

Change

v Secuny

35
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Custom widget dashboards essentially provide a blank canvas to which you can add any report definition as a
widget type. Select a report, and then click the white arrow icon to add as widgets to the dashboard. You can
then edit and configure the settings for that widget, such as a bar chart, map, and so on. You can add CMDB

reports to a widget dashboard as well.
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@ DASHBOARD

Security Dazhboard » | Perimeter Access Malware

+ T

Permitted Qutbound Ports By Bytes =ox

Last | wesk@9: 41

AVG(Total

"
Pratacal, Destination
1INE Brrt Bytessd)

Trend
TCe /1N

& (TCP) B890 1.45 MB
& (TCP), 8505
17 (UDP), 443
& (TCP), 3608
& (TCP), 3254
& {TCP).B4TI
& {TCP). 5587

& (TCP), 3499

tile or fixed column layout

A INCIDENTS W CASES B CMDB 1= R

Vulnerability Exploits Policy Violation UEBA Al Alerts

Layout: Tike=J 2 & & B
Permitted Inbound Ports By Bytes x  Permitted Outbound o T'* Con... x
Last 1 week®9:47 Last | week@9:42 1 Column
e & AVG(Total COUNTMati
l:rn;nlrﬁlr;lgﬂ:::mllnn Bytessd) Trend 3 Column

17 (UDP), 4500 (IPSe. 19.02 KB

17 (UDP), 3389 i .
(Tox)a7199—8 . 2

17 (UDP), 445 (MICR. {18 KB A5 -

& (TOP), 445 (MICROS. B8 KE

& (TCP), 443 (HTTPS)
& (TCP), 8080 (MTTP-
17 (UDP) 500 {IPSect) 1.4KB

17 (UDP),13% (NETBL... 1

UEBA *

Customizing Widget Dashboard Layouts

+ Widget dashboards can have a

W

\—rzewumwd 1 1]

= (2% Parway: 3092
T Malaysia: 726

widget around the screen

NSE Training Institute
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+ Tile separates the view into a number of squares, or tiles, that allow you to drag each

Each widget dashboard can have a tiled layout or a defined number of columns layout.

You set the layout type using the Layout Columns drop-down list in the upper-right corner of the window. If

you select Tile, the view is divided into a number of squares, or tiles, that allow you to drag each widget
around the screen. You can move and size widgets to suit your needs.
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L
Customizing Widgets e
+ Widgets include options for editing [ x| mp A2 Eleio idaot
the chart display
1 H Drill D Te lyti
« You can define the type of display: St e
Aggregation View (Bar) v ‘
Aggregation View (Bar) -
Aggregation View (Donut) Settings
Chaed Chni Title:  Denied Internal Sources By Connections
Choropleth Chart
Cluster Bubble Chart > I“"""" View (Bar) 'I Tenet | amiboxr v
Column Trend Chart Width: 3 v Height r
Combo View Result Limit: 10 - Refresh Interval 5 min -
GEO Map Chart
Heat Map Chart Trend Interval Auto - Hested Time:  Last 1 hour -
Line Chart Display Settings
* You can change the colors (RED,
YELLOW, GREEN) using the slider B S
or by manually editing the values for | “ = ™ © e
aggregations o '
Save Cancal
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 37

You can customize most widgets in some way. For example, in the upper-right corner of most widgets, you'll
find an edit chart display icon, which looks like a gear. The display options allow you to control the colors that
are display in that widget. You can enter values directly, or use the slider to select the threshold values.
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Security Dashboard » | §

+

< Filters

Time Range : NH/A
® Relative
Last Hours

Absolute
" Apply Time Range

1P All

Host : All

User : All

Device Properties : All

Perimeter

v

Filtering Dashboards

* You can apply additional filters to all widget dashboards to update the display specific to
Time Range, a particular IP, Host, User, or Device Properties.

@ DASHBOARD

s ANALYTICS

Access Malware Vulnerability Exploits

Permitted Outbound Ports B... x
Last 1 week®8:07

AVG(Total

¥
Protocol,Destinati Bytes6d)

TCP / 1INP Part

Trend

6 (TCP), 8890 1.45 MB

& (TCP),8505
17 (UDP), 443 173.66 KB
& (TCP),3608
6 (TCP),3254
6 (TCP), 8673
6 (TCP),5587

6 (TCP), 3499
« »

M INCIDENTS B CASES

Policy Violation

Permitted Inbound Ports By... x Pe

Last 1 week®8:07

¥
Protocol,Destinati
TCP / 1IDP Part

17 (UDP), 4500 (IP...
17 (UDP},3389

17 (UDP),445 (ML..

& (TCP), 445 (MIC...

& (TCP), 443 (HTT...
& (TCP),B0B0 (HT...
17 (UDP),500 (IPS.

17 (UDP),139 (NE...
€

UEBA Al Alerts

UEBA * L4

AVG(Total

Bytest4) Trend

19.02 KB

FoATINET
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© Fortinet Inc. All Rights Reserved

38

You can search data for specific event attributes simultaneously in all the widgets in a dashboard. To do this,
click the filter button on left side and select the values. You can search for the following event attributes:

+ Time Range

» IP address (Source, Destination, Host)
* Host name (Source, Destination)

 User

* Device Properties defined in ADMIN > Device Support > Custom Properties.

For example, if you choose to filter on IP = 10.1.1.1, then only the entries for Source IP or Destination IP or
Host IP = 10.1.1.1 are shown on all the widgets.

The values you can search are prepopulated by searching through the data in various widgets. You can only
search for a value if it is present in any widget on the dashboard. Without filters, a dashboard shows
precomputed results—so they load quickly. However, when you search, all the reports on the widget
dashboard are run in an ad hoc mode. Subsequently, search results may return relatively slowly.
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Interface Usage Dashboards

+ Allow monitoring in more detail of specific interfaces on selected devices

« After you select an interface, Application Usage (from Netflow) and Qos Statistics
widgets display more data

Devices

Updated at 15:4) @ Mvg-i0mine | S Imine 1

0
Malnl  Device Trne Cogaizasion Sabn  CRU e Connection Rece Rate

Trasaactional Eacigrouna

Int! Haeme Deweription Recy Ui Sent LkH Recy Rate Sent Rate tateacy itter Lou Aral Time

Usage for FG240D3913800441 : DMI zones for FGT connectivity

Application Ussge | Gos Statistics | (3 Auto expand
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This dashboard provides an overview of the usage of individual interfaces of router and firewall devices. The
dashboard has three levels:

* The upper view shows device level metrics in a tabular form.

+ After you select a device in the upper view, the middle table shows the basic interface-level metrics, such
as received and sent bytes.

* You can drill down and get application-level usage and QoS metrics for a specific device interface. To do
this, select a device in the upper view and a specific interface in the middle view.
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PCIl Logging Status Dashboards

actually logging correctly based on a set criteria

* Provide an overview of which devices in the PCI scope are logging and which are

LR S5

All Device Types

Logging
88% (7/8) |

Logging By Group

75% (6/8)

Router Switch
86% (6/7) 100% (1/1)

Logging Correctly By Group

71% (5/7) | 100% (1/1)

Logging Correctly By Business Unit, Group

Bomestne  Presan Boster Swstch
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A PCI Logging Status dashboard provides an overview of which devices in PCI are logging and logging

correctly. The devices are displayed by CMDB device groups (for example Windows, Linux, Firewalls, and so

on) and by business units.
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PCl—Logging vs. Logging Correctly Status

+ Top level All Device Types logging Indicator of Logging vs. Logging Correctly
« Measurement criteria:

Logging Logging Correctly

/11 In a CMDB Device Group In a CMDB Device Group
73% (8/11) which has a PCl Logging which has a PCI Logging 73% (8/11)
Policy Defined Policy Defined

Device is Reporting Log
Data from Defined
Functional Categories

ﬁ.gE Training ll‘lsﬁtlﬂe © Fortinet Inc. All Rights Reserved. 41

The PCI Logging Status Dashboard displays:
» Logging: Percentage of PCI devices logging within the time period lastLogTimeLimit (default 1 day)
* Logging Correctly: Percentage of PCl devices logging correctly
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PCI Dashboard—PCI| Business Service

* Requirement: Devices have to be a member of the PCI| Business Service
* You can do this through CMDB > Business Services > Compliance > PCI Service

» Or through a manual file import, setting the property Under PCI flag using the Device
Integration feature ADMIN > Settings > General > External Integration

a = Qe
7 1 0 Integration Policy
} Deavices . : Rr.:uters Firewalls
| CMDB > Business Services > Compliance I e [ Dwrke
b Applications
i New | Edit | Delete Q pof Dhrwction: | Ouboumt
» Users
Hame
¥ Business Services Instarce
& Host/URL
Biz
Z3nve & Setup I € All Seﬂg: > General > External lnlegrallonl
| compiance -
£ Device Support Edit  Delets  Schedule | Run  Import s
Operational Technology
B Health M Loy i Confitm Passwerd
Deser '
E3 License
Organization Maping: Hot defined =
Groups: All Groups r4
FoATINET Run After Discoverv: [
SE Training Institute © Fortinet Inc. All Rights Reserved 42

Devices on the PCI Logging Status Dashboard belong to the PCI Business Service. You can assign devices
to the PCI Business Service in one of the following ways:
*  Manually:

a)

b)

Click CMDB > Business Services > Compliance > select the PCI Service > click Edit and add

Devices.
Click Save.

* Device import:

Prepare a CSV file containing device host names and is PCI property. Host names must match
the host names in the CMDB. The is PCI device property takes TRUE or FALSE values.

Click ADMIN > Settings > General > External Integration.

Click New and, in the Type drop-down list, select Device, and then, in the Direction drop-down
list, select Inbound.

Choose the Host/URL on the supervisor node, and then place the CSV file there.

Click Save.

Select the instance, and then click Run.
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Unit

* If no business unit

PCI Dashboard—Business Unit

* Devices are grouped on the PCIl dashboard through the custom property: Business

+ Device can belong to only one business unit

is defined for a device, it will be grouped under the Not Defined

category

Edit Device

Summary Contacts Interfaces Device Properties Parsers
“Note: Only Device Properties are editable.
User Defined

System Defined

ACI Health Score Critical Threshold:

AC| Health Score Warning Threshold:

Business Unit:  Accounts

CIFS Latency msec Critical Threshold:

FoATINET

SE Training Institute
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For the PCI Logging dashboard to display the devices logging and logging correctly by business units, the

Business Unit property
a) Click CMDB,

needs to be set for a device. You can do this in the following way:
and then select one or more devices.

b) Click Edit, select Device Properties, and then set the Business Unit.

Devices can belong to only to one business unit. If no business unit is defined for a device, it is grouped under
the Not Defined category.
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PCI Logging Policies

* Provide an overview of which devices in the PCI scope are logging correctly
+ Defined under Admin > Settings > Compliance > PCI

* A number of examples are provided out-of-the-box, which you can change and add new
entries to

€ All Settings > Compliance > PCI

Mew | Edit = Delete e 2 K <

Device Group Name Authentication FIM Change

Firewall

Firewalls By Last Authentication Event Re.. Mo Firewalls By Last Change Event Receive Ti..
Router Switch Routers/Switches By Last Authentication .. Ne Routers/Switches By Last Change Event R...
Unix Linux Servers By Last Authentication Eve.. Linux Servers By Last FIM Event Receive T.. Linux Servers By Last Change Event Recei..
Windows Windows Servers By Last Authentication E.. Windows Servers By Last FIM Event Receiv.. Windows Servers By Last Change Event Re...
All ESX Hosts Hypervisors By Last Authentication Event ... Ho Ho
FoATINET
E Training Institute ©Fortinet Inc. All Rights Reserved. 44

PClI logging policies specify whether a CMDB device group needs to correctly send logs in the various
functional categories—Authentication, FIM, and Change. Currently, these three functional categories are
fixed. You can specify PCI logging policies in ADMIN > Settings > Compliance > PCI. Several PCI logging
policies are predefined, which you can change and add new entries to.
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* Defined per CMDB Device Group

* You can define only one policy per group

* You can assign PCI Logging Policy Compliance reports for three fixed functional
categories—Authentication Report, FIM Report, and Change Report

PCl Legging Policy x |
PCI Logging Policy L

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

While defining a PCI logging policy, you must select a device group. You can define only one policy per group.
You can assign PCI Logging Policy Compliance reports for three fixed functional categories—Authentication

Report, FIM Report, and Change Report.
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Logging Policy

the policy

PCl Compliance Logging Policy Reports

+ Defined under Resources > Reports > Function > Compliance > Compliance

* You must define a report in this location, or else it is not available for selection through

Mew Edit Delats Run More = Q

2 0 %€ Name
AlL PCI Systems By Last Event Receive
Time

Firewalls By Last Authentication Event
Receive Time
Firewalls By Last Change Event

Receive Time

Hypervisors By Last Authentication
Event Receive Time

Linux Servers By Last Authentication
Event Receive Time

Linux Servers By Last Change Event
Receive Time

Linux Servers By Last FIM Event
Receive Time

Resources > Reports > Function > Compliance > Compliance Logging Policy

Description

Lists PCI Systems with last event receive time

Lists Firewalls with last authentication event receive time

Lists Firewalls with last change event receive time

Lists Hypervisors with last authentication event receive time

Lists Linux Servers with last authentication event receive time

Lists Linux Servers with last change event receive time

Lists Linux Servers with last FIM event receive time

Report Design Template

Global System Reports Root Template

Global System Reports Root Template

Global System Reports Root Template

Global System Reports Root Template

Global System Reports Root Template

Global System Reports Root Template

Global System Reports Root Template

NSE Training Institute
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You can define PCI compliance logging policy reports by clicking Resources > Reports > Function >

Compliance > Compliance Logging Policy. These reports specify the criteria for devices in a device group

to be correctly logging Authentication,
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PCI Dashboard—Color Thresholds

* The threshold setting icon provides the ability to change the colors to reflect the PCI
devices logging severity

Threshold Setting Yl|& |

{1

All Device Types: 0% enmmmm— P 00
Logging By Group: 0% — h 1001
P 0n

Logging Correctly By Group: 0% ﬁ

L

All Device Types

55% (6/11) 55% (6/11)

Logging By Group

Router Switch
T1% (5/7) 100% (1/1) 0% {0/3)

Logging Correctly By Group

1% (5/7) 100% (1/1) | 0% (0/3)
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The threshold setting icon provides the ability to change the colors to reflect the PCI devices logging severity.

The displays are color coded as red, yellow, and green according to the tunable thresholds defined in
Dashboard > Threshold Setting. By default:

* Red - less than 50%
* Yellow — between 50% and 80%
» Green - higher than 80%

If you click the entries, the devices in violation are shown in a tabular format along with the last time they
reported events in each category.
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PCI Dashboard—Drill Down Into Category

* You can drill into the consolidated values for each business unit for more specific detail
on each reporting device and the last event timestamps for each category

Buibneis Unit Firawall Windawi Rinitei Switeh Total

Logging Correctly By Business Unit, Group

‘ Accounts, Firewall
100% (2/2) |

Device Logging Correctly Status in Business Unit: Accounts, Group: Firewall

Basiness Uit Device Mame Last Auth Last Fin, Last Change Logging Correctiy
FertiGates0B Feb 14 2019, 07:06:74 FM

Accounts FGIAODIH 1800441 Feb 14 201%, 07:13:17 M
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You can drill into the consolidated values for each business unit for more specific detail on each reporting
device and the last event timestamps for each category.
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PC| Dashboard—Custom Property Time Stamps
* Defined under Admin > Device Support > Custom Properties
& Setup Devices/Apps Event Attributes Event Types Parsers Monitoring Custom Properties SNMP SysObjectid  Upload File
Mew Edit Delete Apply O au Limit Columns = Lines: 4 / 7§
= Health Search Name Display Hame Object Type Value Type Component Type Default Value Scope
(| lastauthTimeLimit Last Auth Time Limit Days Device DOUBLE 1 System
[ License
lastChangeTimalimit Last Change Time Limit Days Devies DOUBLE 1 System
08 Settings | lastFIMTimeLimit Last FIM Time Limit Days Device DOUBLE 1 System
lastLogTimeLimit Last Log Time Limit Days Device DOUBLE 1 System

« Specify the time duration after which a device is reported to be not logging or not logging correctly.

Name Description

lastLogTimeLimit Relates to the ANY log message time limit (Logging Counter)
lastAuthTimeLimit Relates to the Auth Category report log message time limit (Logging Correctly Counter)
lastFIMLimit Relates to the FIM Category report log message time limit (Logging Correctly Counter)
lastChangeLimit Relates to the Change Category report log message time limit (Logging Correctly Counter)
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Specify the time duration after which a device is reported to be not logging or not logging correctly. You define
four properties in ADMIN > Device Support > Custom Properties:

+ lastAuthTimeLimit - time limit for authentication logs (default 1 day)

+ lastFIMTimeLimit - time limit for FIM logs (default 1 day)

+ lastChangeTimeLimit - time limit for authentication log (default 1 day)

+ lastLogTimeLimit - time limit for sending any log (default 1 day)

Similar to any other device property, you can change the global defaults and set them on a per-device basis.
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Hiding Unwanted Dashboards

* Not all customers use the same
products and so some of the

provide no value

out-of-the-box dashboards W =

» Therefore the Dashboard —— ”\

&5 ADMIN

@ A

Settings option under User
Profile icon > Ul Settings
provides the ability to hide
unwanted default or user-
created dashboards

* This setting relates to the
logged-in user

FoATINET
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Not every customer uses the same products, and so some of the out-of-the-box dashboards provide no value.
You can hide those dashboards by modifying the Dashboard Settings option under User Profile icon > Ul

Settings . This setting relates to the logged-in user.
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Assigning Your Home Page

* You can select a default dashboard to be the landing page that you see when you log in
to FortiSIEM

@ DASHBOARD I ANALYTICS M INCIDENTS  EECASES S CMDB LW RESOURCES =TASKS 98 ADMIN

Edit User Profile / x

Default tab when logging in Basic Contact Ul Settings
\-“

Home:  |ncidents w

Incident Home: Overview -

e
//’- Dashboard Home: v

Dashboard Settings: (&

Default incident tab view
Language: English v
Theme:  Light v

Date Format: Local/Simple Date Format v

Save Cancel

FoATINET
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You can select a default dashboard to be the landing page that you see when you log in to FortiSIEM.
To do this, click the User Profile icon > Ul Settings > and then select the Home that you want to use as your

home page. Save your settings, and the next time you log in, the first dashboard you see is the one that you
selected as the home page.
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Dashboard Slideshow

* Designed for large NOC/SOC screens
+ Can configure multiple dashboards to rotate at a set interval
* Admin > Settings > System > Dashboard Slideshow

€ All Settings » System » Dashboard Slideshow
Define Slide Show Settings

New Edit Delete

Dashboards

Marne
‘SlideShow One ,F Wl’“ﬂ*

Amazon Web Services Dashba... » | i Summary

* Launch by choosing
the Start Slideshow | rev I
template_ Start Slideshow » 4

NOC_1
— |

=

52
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NSE Training Institute

Use Dashboard Slide Show Settings to select a set of dashboards and display them in a slideshow mode
on big monitors to cover the entire display. This is useful for network and security operation centers. You can
configure multiple dashboards to rotate at a set interval, and launch the slideshow by selecting Start

Slideshow template.
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Knowledge Check

1. If the reported packet loss is between 50% and 98%, which status is assigned
to the device in the Available column of the summary dashboard?

¥'A. Degraded
B. Up
C. Down
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Lesson Progress

w/ ' Reporting

.: ,/ 'Dashboards

i
- ldentity and Location

~ CMDB Reporting

S
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Good job! You now understand dashboards.

Now, you will learn about identity and location.
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I
Objectives
+ Learn what identity and location information is
* Understand why you need identity and location information
+ Learn where to get identity and location information
* Learn how identity and location information is used
NSE Training Institute 56

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding location and identity information, you will be able to use it
effectively in managing your network.
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* Questions commonly asked by the security and network teams:
Who is the user of that IP address?

Source IP

192.168.64.181 .

Where is that user connected in my network?
What other |IP addresses has that user had recently?

* Using identity and location-to-event binding technology, FortiSIEM can intelligently
associate |IP addresses with machine names, MAC addresses, switch VLAN
IDs/Wireless APs, and logged-on user names
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There are some questions commonly asked by security and network teams.

Who is the user of that IP address?
+ Maybe there has been a virus alert, or maybe you have seen a particular source going to a
particular destination or a certain country

Where is that user connected in my network?
* Are they a wireless user?
* Are they connected to a particular switch port?
What other IP addresses has that user had recently?
Using identity and location event binding technology, FortiSIEM can intelligently associate IP addresses with

machine names, MAC addresses, switch VLAN IDs, wireless access points, and logged on user names, and
saves them in the identity and location report.
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« Example information sources: AD login
* Switch/WLAN discoveries Switch Discovery i DHCP Log
+ DHCP logs S i
« Active Directory login events s o WLAN VPN login _
+ VPN logs Discovery AAA login

+ AAA logs Enimon Hon v

Identity and Location Information Sources

* |dentity and location requires multiple sources of information to successfully build a user
context

User context

+ This data is correlated in memory and stored in the identity and location report

SE Training Institute ©Fortinet Inc. All Rights Reserved. 57

Identity and location requires multiple sources of information to be successful and build up what is referred to
as a user context.

User context is a user’s information sources, including:

Switch/VLAN discoveries
DHCP events

Active Directory login events
VPN logs

AAA logs

This data is correlated in memory and then stored in the identity and location report. FortiSIEM can then
reference this information later when performing other tasks, such as enriching user-related fields when
parsing events.
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Layer 2 Discovery

+ Layer 2 switch discovery contains useful
information, such as the MAC address
associated with a particular port and the
VLAN

Event Details =

* If a device is already present in the
CMDB and has had a full GUI discovery,
the interface table contains an IP address

that corresponds with the MAC address
of the device

« This information comes from a
PH_DISCOV_HOST_LOCATION

event (> | user | ac | wost | comain fiocasen

* My not contain P Addrass Wom Swlch Chacovery Alone

" P b MAL Asscxiation from CMOBAertisces i Drvice Present n CMOB
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When a Layer 2 switch is discovered, FortiSIEM collects useful information, such as the MAC addresses
associated with a particular port and VLAN. This information comes from a PH_DISCOV_HOST_LOCATION
event.

If the device is already present in the CMDB, and has had a full GUI discovery, the interface table contains an
IP address for that device, along with the corresponding MAC address.

From an identity perspective, if you look at the information required for a full user context, you don’t have all

the pieces. All you have is a MAC address and a location (meaning a switch port) for that MAC address, and,
perhaps, an IP address.
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DHCP Events
 DHCP assign and renew event details ot =7
contain useful information, such as the IP
address being given to a particular host,
or MAC address that requested it
=3 O I £ WIN-DHCP- 1P ASSIGH I
(m] 0 E Event Receive Pratacol  Sysbog
o m} 410820
(] ] MAC O0: 14:d6: 4
a] 0 wreg
O O
] ]
J J 192.188.0.10
(m] ] Reporting Device WIN2O0E ADS
=3 O  Reparting IP 192,168,010
(m] [ Reporting Model DHEP
(v 4 Close
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The DHCP assign and renew events also contain useful information, such as the IP address given to a
particular host, or the MAC address that requested it. Again, the DHCP events alone won'’t give you all the
information you need to create a user context, but it will provide an IP address, a MAC address, and a host
name.
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Windows AD Events

* Windows AD login event details contain
the IP address, user, and domain of the
user performing an authentication

Event Details 0o x

Logon ID: Dx0 Logon Typ
1123060173~ 1908782670-1132

Name] Source Metwork Address: 192.168,64,195
Saurce Port: niled Au n Information: Logon Process: Kerbercs
Authentication Package: Kerberos Transited Services: - Package Name (NTLM only):
Key Length: O This event i3 generated when a Logon session is created. it is generated
on the computer that was accessed. The subject fields indicate the account on the
local svstem which reauested the logon. This is most commanly a service such as the

Lines: 39

Display Filter Item Value
ID (m] Source IP 192, 168.64.195 I

o [m] Source MAC 00:0c: 29 1e:a1:d8

o [  Souree TCPIUDP Part 56407

.} O Source User susan. davis

O [m] System Event Category 0 iExternal)

(] [m] Time shew 208711194

o [ User susan. davis

oK Close
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Windows Active Directory (AD) login events contain the IP address, user, and domain of the user performing
an authentication to the network. But again, from an identity context perspective, it doesn’t give you all of the

details required for a user context.
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Putting It All Together

* The event information is correlated and kept up-to-date in FortiSIEM memory to give a
full user-identity context

"mm
Mﬁ_hm

Identity
Context
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Now, put them all together!
FortiSIEM correlates all the event information in memory and keeps it up-to-date to give you a full user identity

context. By taking the various fields out of each of the different events, FortiSIEM can complete a full identity
context for each user, and save it in an Identity and Location Report.
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After Configuration

« After the identity and location table is created, instant context is available in the
FortiSIEM GUI

@ DASHBOARD b AMALYTICS A INCIDENTS [

Identity & Location Dashboard » | | |dentity & Location LI o
Q (O Time: Last 1Day~ | Delete Export & W < ws s ¥ M
= |IP Address MAC Address User Host Name Domain VLAN ID Connected to First Seen Last Seen
46.101.19. 111 88 den.freeman (VPN) 192.168.19.65 Oct 13, 2021 4:00:02 AM Oct 13, I021 4:00:02 AM
5J-Main-Cat6500
. 192.168.20.1
192,168.64,195 00:0c:29: 1e:a1:d8 sdavis-desktop 3 )  Det 13, 2021 4:00:02 AM Oct 13, 2021 4:00:02 AM
(GigabitEthernet0/
11)
ANONYMOUS ]
192.168.64.195 00:0c:29:1e:a1:d8 (Domain) WINIKBSHAREPOIT NT Oct 13, 2021 3:15:06 AM Oct 13, 20271 3:18:47 AM
ph-network-3560_1
susan.davis . 192.168.19.1
192.168.64.195 00:0c:29: 1ezal:d8 - WINZKBSHAREPOIT  ACCELOPS 22 - | Det 13, 2021 3:10:54 AM Oct 13, 2021 3:18:56 AM
{Domain) (GigabitEthernet0/
15)
FOIATINET
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After you have fully created identity and location, this information is available on the FortiSIEM GUI.
In the Dashboard section, the Identity & Location Dashboard in the dashboard type drop-down list on the
left side allows you to search for specific users, IP addresses, MAC address, and location.

Identity and location dashboards provide a tabular view of network-identity to user-identity mappings.
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After Configuration—User Parsing
* Incoming events that reference an IP entry in S D ik

the Identity & Location Dashboard table is i e e st

en riched With user information .:-.:.:--::.l;:‘l';."sel I-:J;J::,- .«’:..-: .II'JZIJl..bo s-‘-n‘isd";ll Iauu.‘;. I: cifddipd

* In this example Raw Event Log contains an
internal IP address, but no user information

* But, in the structured data, the User, Source
Host Name, and Source MAC fields are
enriched by the parser because this IP is in the

HOST-192.168.64,195

] O 192.168.64.195
Identity & Location table o o
m] 0 1:d8
m] 0O
m] O Wt Cat
(] s 189125327
O O touiriom
(m] (1 u susan. davis
oK Close
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Any incoming events that reference an IP address that has an entry in the Identity & Location Dashboard
table is enriched with user information.

For example, the Raw Event Log references an internal IP address, but there is no user information in the log
itself. But, if the IP address is in the Identity& Location table, then the parsing engine enriches this event
with the User, Source Host Name, and Source MAC fields, as you can see in the example structured data
produced after parsing.

After you have this information from the parser, you can reference those fields in reports, for example, to
determine where user Susan Davis has connected from today.
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Knowledge Check

1. Which FortiSIEM event types collects useful information, such as the MAC
addresses associated with a particular port and VLAN?
YA, PH_DISCOV_HOST_LOCATION
B. PH_DEV_MON_PING_STAT
C. WIN-DHCP_IP_ASSIGN
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Lesson Progress

( 'Reporting

.: ,/ ) Dashboards

1

' Identity and Location

~ CMDB Reporting
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Good job! You now understand identity and location information.

Now, you will learn about configuration management database (CMDB) reporting.
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CMDB Reporting

Objectives

+ Understand CMDB reports
* Run CMDB reports

NSE Training Institute 66

After completing this section, you will be able to achieve the objectives shown on this slide.

By demonstrating competence in CMDB reports, you will be able to understand and run them as part of
managing your network.
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CMDB Reports

+ Feature contains a number of predefined system reports related to the contents of the

« Users can clone system reports and create their own
reports

* Reports can drill down into specific components of the system,
such as devices, rules, system monitors, tasks, reports,
and identity fields

FoATINET
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o a g JcMDB > CMDB Reports
Hari Edit Delate Clana Run  Schedule Rewits Import Export O
b Dev
Mam: ription
* Applicat ame Deascriptio Scope
This report captures currently active nested rules that are dependent on other rules; in other
Bependent Rul
s pecen St words they have anal ther FartiSIEM rule in their filter condition. i
Active Performance Manitars This report captures active perfarmance monitors an a per organization basis System
Active Rules This repart captures active rules on a per organization basis System
All Existing Tasks This repart captures existing tasks on & per organization basis
This report captures all approved devices in CMDB along with the time at which they wers | [
Approved Devices - ¥ anicd . ¥ f
discoversd

Overall

Network
Server
Virtualization
FaortiCare 360

Ungrouped

67

The FortiSIEM CMDB contains a lot of useful information, including system configurations, such as rules and

report definitions.

The CMDB reporting feature contains a number of predefined system reports related to the contents of the

CMDB.

Users can clone existing system reports, or create their own reports from scratch. These reports follow the

same logic as rules and analytic reports in that, if you edit a system report, it forces you to save it with a

different name.

These reports can drill down into specific components of the system, such as devices, rules, system monitors,

tasks, reports, identity fields, and more.
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* You can run and view multiple reports, each on its own tab
CMDB Report Results
Router/Switch Image Distribution X
Back H £ 1/1 3 >
Device Type Vendor Device Type MoQE Qevice Hardware AMadal Nevire Imaaa Fila Caunt
™ Export Results X
Cisco 105 1760
User Notes (optional)
Cisco 108 WS-C3560G-48PS-4
Output Format
@® POFO CSVO RTF
Cisco 105 W5-C6509 .
Remember to modify browser's popup policy to allow popups for this server
Generate Cancel
* Report results can be exported as PDF, CSV, or RTF
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B8

When you run CMDB reports, you can run and view multiple reports, each on its own tab. You can export the
results as a PDF, CSV, or RTF file.
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options are available:

+ Target is rule-based attributes, but many

Creating Your Own CMDB Report: Rules With Remediations

Hew CMDE Report

Target: RULE

DEVICE
USER

REPORT
MONITOR
TASK
IDENTITY
INCIDENT
AUDIT

' T4

[SEEEERRERIR sep 2: Define Condition > Step 3: Define Display Column

Hew CMDB Report

Step 1: General > 8

.....

..........

NSE Training Institute
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This slide shows an example of a CMDB report created for rules and remediation instructions:

Step 1: General: Provide a name and description for the report. Select the target of the report. The target
determines which attributes are returned as part of the query.
Step 2: Define Conditions: Conditions are filters for the target attribute group. In the example shown on this
slide, the Rule Remediation attribute is not NULL.
Step 3: Define Display Columns: The display columns selected in this example are: Rule Name, Rule

Description, and Rule Remediation.
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Scheduling an Import or Export of CMDB Reports
Schedule
Run  Schedule Import  Export o Schedule Time Range
Start Time: 09:04:00 Local v America/Toronto
* You can schedule every CMDB report
W!th a PDF‘ CSV; or RTF OUtPUt format Schedule Recurrence Pattern
® Once O Hourly O Daily O Weekly O Monthly
Start From: 10/13/2021
* You can also import or export CMDB Schedule
report definitions as XML to be shared
across FortiSIEM devices s
® Detault Motification [
FLIATINET Back Cancel oK
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You can schedule CMDB reports, and have the output delivered to a specified email address as a PDF, CSV,
or RTF file. You can import or export CMDB report definitions as XML and share them across different
FortiSIEM devices.

FortiSIEM 6.3 Study Guide 445



Reports and Dashboards

DO NOT REPRINT

ECOOPRRTINIET

O TT1iNEd L
CMDB Reports Use Cases

+ Device Inventories
+ Device inventories, image files on routers/switches/firewalls
« Which servers have patch ABCD?
« Which interfaces on switch X are currentlyin an UP state?
« The hard disk sizes on each Linux server
» Which servers are running process abc.exe?
« The OS distribution in network X.x.X.x

+ Operational
» Which rules are currently enabled or disabled?
- Which rules have exceptions or clear conditions defined?
» Which rules are nested and are dependent upon other rules?
+ Manually defined users
+ Users that are locally and externally authenticated
« Which reports are scheduled?
* Failed performance monitors across devices

FoATINET

E Trainirlg Institute ©Fortinet Inc. All Rights Reserved

So what are some of the use cases for the CMDB reporting feature?

One use case for CMDB reports is device inventories. In FortiSIEM, you can run a device inventory report to

look at image files on all routers, switches, and firewalls to identify vulnerable firmware versions. You can look

at what servers have certain patches installed, or which interfaces on a switch are currently in an up or down

state. You can also find answers to these questions:

» What are the hard disk sizes on each Linux server in your network?

» Which servers are running a particular process, such as Exchange or [IS?

» Whatis the OS distribution in the network? For example, how many Windows 2003 servers do you have in
comparison to 20087

CMDB reports can also answer questions about FortiSIEM operations, such as:

*  Which rules are currently enabled or disabled on the system?

»  Which rules have exceptions or clear conditions defined?

*  Which rules are nested or dependant on other rules? In FortiSIEM, rules can also reference other rules.
*  Which users are manually defined?

»  Which users are locally and externally authenticated?

*  Which reports are scheduled?

* Which devices have failed performance monitors?

There are many other use cases. The FortiSIEM reporting feature is rich with in-depth information about the
devices in your network, as well as FortiSEIM itself.
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L
Knowledge Check
1. Which statement about CMDB reports is correct?
+'A. CMDB report definitions can be imported as XML files
B. CMDB report definitions can be imported as RTF files
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Lesson Progress

w/ ' Reporting

.: ,/ 'Dashboards

1
' Identity and Location

w/ CMDB Reporting

S
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Save searches as reports

Schedule reports

Import and export reports

Identify the four types of dashboards

Identify the different dashboard widgets and customize them
Create custom dashboards

Understand what is identity and location information
Understand why you need identity and location information
Learn where to get identity and location information

Use identity and location information

Export data from the CMDB

Understand CMDB reports and how to run them

SO S S S NS S s
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to effectively use reporting, dashboards,
identity information, and location information as part of managing your network.
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22 FortiSIEM 6.3

Last Modified: 19 December 2021

In this lesson, you will learn about ways to tune the FortiSIEM data collection and notification processes.
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Lesson Overview

- Maintaining and Influencing Data
- Collection

' Business Services
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In this lesson, you will explore the topics shown on this slide.
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Maintaining and Influencing Data Collection

Objectives

+ Define the meaning of monitor icons

Verify that data is being collected

Understand how the event status values are calculated
* Increase and disable collection jobs

Define a maintenance schedule

Create an event-dropping rule definition

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in maintaining and influencing data collection, you will reduce the impact of
false positives in your network.
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Maintaining and Influencing Data Collection

* FortiSIEM provides multiple methods to verify that data is being received and collected
from devices in your network. These include:
+ Icons for SIEM event collection and performance and availability jobs
- Last event received timestamps
+ System and application last event timestamps
+ Incidents around lack of data collection

* You can also manipulate data collection to increase or decrease polling intervals and
disable jobs across multiple devices

+ To assist with troubleshooting problems, you can turn some data metric collection jobs
into real-time searches

* For customers with defined maintenance periods, FortiSIEM provides a data
suppression feature to prevent false incidents

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 4

From a monitoring standpoint, you want to make sure that you are constantly collecting data. However, from a
compliance standpoint, you want to make sure that the data you are collecting is the right data from the right
devices and applications.

FortiSIEM provides methods that you can use to verify that data is being received and collected from the
devices in your network.

Some of the methods include:
+ lIcons for different jobs, such as the SIEM event collection jobs, and performance and availability
jobs
» Timestamps for the last event received
+ Timestamps for the last events received for each system and application
* Rules that generate incidents caused by a lack of data collection

You can also manipulate data collection by increasing and decreasing polling times and disabling jobs across
multiple devices.

To assist with troubleshooting, you can turn some metric collection jobs into real-time searches.
There is also a maintenance calendar feature for customers who have defined maintenance windows. You

can use this feature to temporarily suppress collection jobs from specific devices, which helps prevent false
incidents being generated from a device that is being worked on.
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Collection Templates

+ After a discovery, FortiSIEM applies collection templates to discovered devices

. . ARALYT) WOMD B RESOURCES TS TASKS  OF ADMMN
ey v s ey g ey oy p
&a | S apply Q | Search 0 Orgs without collector = 1"
nable  Maintenacce Derice " Type Drganization wanitor
wore- | « 118 Metric (WHl, Ymins)
« DCDIAG
Eest System monigory v DNS Me

v M5 Directory Service Metric

TN A (WML, 3mins)

Ecit Intervals v ASPMET Metric (WM, 3mins)
v Pir PinG, Im

Export Monitons Pr

EFfEF
MANAGER 10.10.2.1 Windaws Server 2012 R1 Super/Local
Repart

®

e Intf Stat (WM, Tmin)
(WM, Tmin)
L Paciormonrs Ui ir

+ SIEM pull events

Storage Organizations Credentials Discovery | Pull Events I Monitor Performance STM  Maintenance Windows Agent Linux Agent
o Al O Errors Apply Export earc O Super/Local -
Enahled  Device Name Access 1P Device Type Organization Methad Maintenance
™  MAMAGER 10.10.2.10 ';'";‘1;";2" Wit Sk vt Super « Win_Man (MS_WMI)
FLATINET
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After a FortiSIEM performs a discovery, it applies collection templates to the discovered devices. On the
ADMIN > Setup page, on the Monitor Performance tab, you can see the system monitor collection jobs that
FortiSIEM applied have been applied to collect the performance data from each device. You can also see the
application monitor collection jobs that have been applied.

FortiSIEM also creates collection jobs for SIEM or security-related data that you can see on the Pull Events

tab. These jobs can collect data such as Windows event logs using WMI, or VMWare logs using VMWare’s
own API.
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Pull Events and Monitor Performance Icons

* |lcons are used in the Pull Events and
Monitor Performance tabs to indicate
issues with collection jobs

« A green check mark indicates the system
thinks data is being collected normally

* A yellow star indicates that the metric
was applied during discovery, but data
collection has not yet started

« A pause icon indicates that metric
collection was not scheduled because
tests performed at the start of the
monitoring cycle failed, even though
discovery was successful. The failure can

+ IS Metric (WMI, 3mins)

+ DCDIAG Output (WINEXE, 15mins)
+ DNS Metric (WMI, 3mins)

v MS Directory Service Metric
(WM, 3mins)

v ASPNET Metric (WMI, 3mins)

+ Ping Stat (PING, Zmins)

ASPNET Metric (WMI, 3mins)

M5 Directory Service Metric
(WMI, 3mins)

15 Metric (WMI, 3mins)

DNS Metric (WMI, 3mins)

DCDIAG Qutput (WINEXE, 15mins)

Hyper-V Performance (WINEXE,
Imins)

Bl Fortinet WTP Metrics (SNMP, 3mins)
Il Fortinet Qos Metrics (SNMP, 3mins)
§l Uptime (SNMP, 1min)

B Net Intf Stat (HS) (SNMP, 1min)

Bl Processor Util (SNMP, 1min)

& Net Intf Stat (H5) (SNMP, 1min)

& Firewall Session Count (SNMP, 3mins)
A Mem Util {SNMP, 3mins)

& CPU Util (SNMP, 3mins)

& Disk Space Util (SNMP, 3mins)

& Processor Util (SNMP, imin)

Il SNMP Ping Stat {SNMP, 2mins) & VPN Connections (SNMP, 3mins)

be caused by stale or missing device
credentials in FortiSIEM.

* An exclamation mark indicates that the
execution failed

FoATINET
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Icons are used in the Pull Events and Monitor Performance tabs to indicate issues with collection jobs. If
there is green check mark next to a metric, it indicates that data collection status is normal.

If you see a yellow star against a device metric, this indicates that the metric was applied during discovery, but
data collection has not yet started. So, if you open this page immediately after performing a discovery, you
would likely see many yellow stars. If you wait a few minutes, then press refresh, you should see the yellow
stars disappear as metric collection begins.

If you see a pause icon, this indicates that metric pulling was not scheduled for this device. The reason for this
could be because tests performed at the very beginning of the monitoring cycle failed, even though discovery
was successful. This is typically caused by stale or missing device credentials. It is possible that the
credentials that were used during the initial discovery were changed on the device, and not updated in
FortiSIEM.

If you see an exclamation mark against a device metric, this indicates that the execution of this metric
collection failed. The most likely cause is that FortiSIEM can’t reach the device or the provided credentials are

incorrect.
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Viewing Collection Errors

* You can view more information about any reported errors by clicking More > Errors in
the Monitor Performance tab

& DASHBOARD s ANALYTICS A INCIDENTS & CASES £ CMDB I RESOURCES 7= TASKS 02 ADMIN

Storage * Collector Credentials Discovery Pull Events

Enable  Maintenance  Edit System Monitors P Type Menitor

Edit App Monitors B8 Fortinet WTP Metrics (SNMP, 3mins)
§i Fortinet Qos Metrics (SNMP, 3mins)

Edit Intervals § SNMP Ping Stat (SNMP, Zmins)

Export Monitors

I VPN Connections (SHMP, 3mins)

§8 Processor Util (SNMP, 1min)
E 192.168.3.1 Fortinet Forti0s B8 Disk Space Util (SNMP, 3mins)
J8 Net Intf Stat (HS) (SHMF, 1min)
Report

Bl Firewall Session Count (SHMP, 3mins)
B Mem Util (SMMP, 3mins)

B8 CPU Unil (SNMP, 3mins)

B8 Uptime (SNMP, 1min}

+ Note: In some cases, reported errors may be due to particular metrics not being
available on a monitored device
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You can see more information about any reported errors by clicking More> Errors on the Monitor
Performance tab.

Note that, in some cases, errors may be due to a particular metric not being available on a particular device,
rather than an issue. For example, FortiSIEM may indicate that it can’t find the SNMP data for the remote

access VPNs, whereas, for example, the FortiGate firewall simply doesn’t have any remote access VPNs
configured.
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Verifying Data Collection

* An easy way to verify data collection is to
select a device and choose one of the e e | Selreul] ot ¥ oo e Pumss | 90 At
following options: elelo b

» Monitor Performance tab
* More > Report

* Pull Events tab o [ T
* Report

Search - Lant 24 Dayn

* This opens an analytical search just for __
the selected device
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An easy way to verify data collection is to select a specific device and choose one of the following options:

* Under the Monitor Performance tab, select a device, then select Report from the More drop-down list.
This opens an analytical search that queries for performance data from the selected device.

« Under the Pull Events tab, which shows the security metrics collected by FortiSIEM, select a device and
then click Report. This opens an analytical search that queries data for the selected device.
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Event Receive Status

« In the CMDB, FortiSIEM records receive times and calculates an event status for each

CMDE =~ Devicas

uuuuuuu

Pending

il
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+ Event Receive Status monitoring is related to receiving SIEM data, such as syslog and
Netflow, as well as SIEM collection jobs, such as WMI event logs and VM_SDK

» Select a device and then click the Monitor tab to view the last event receive time. This
value is updated every two minutes.

FortiSIEM records receive times and calculates an event receive status for each device in the CMDB. Event
receive status monitoring is related to SIEM data, such as syslog and Netflow, as well SIEM collection jobs,

such as WMI event logs and VMWare SDK API-related pulls.

Select a device, and then click the Monitor tab to view the last event receive time. This status is updated

every two minutes.
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Performance Monitor Status

« The CMDB records receive times and calculates a performance monitor status for each device
MDB > Devices
Mew. Edit | Delete O Gations- B O | K £ 142 M > N
Hame » Device Type Status Dizcovered Mathod Version ki Agent Policy
clsco-ips-sensor 192.168.20.100 Clsco 1PS Pending Oct 05 2021, 04:23:00 AM LOG ANY Warning i
FAPI2OC -cefault 192, 1683040 Tortinet FortiAP Pending Oct 13 2021, 03:15:53 AM SHMP TPI20C -v5.0-build450
FAPSIZIC-default 192.168.30.42 Fortinet FortiAP Pending Oct 13 2021, 03:15:53 AM SHMP
FG24003913800441 192.168.3.1 Fortinet ForthOs Pending Oct 13 2021, 03:15:53 AM SHMP FortiGate-2400 v5.4.1,b.. MNormal
FG240D3913800450 192.168,3.2 Fortinet Fortis Pending Oct 0% 2021, 02:02:33 AM LOG ANY
FortiGateS08 172.16.255.82 Fortinet FortiOs Pending Oct 13 2021, 03:17:00 AWM SNMP For e 508 v4,00.1,bu. Criticad
P I . T
Summary Properties Monitor Software~= Hardware = Configuration Relationships [ Auto expand A~V

Event Recelve Status Monitor Status
Metric Last Successful Status Metric Last Successful Status
Syvlog 42m 415 ago Critical Ditk Space Util(SHMP, 3 — skl
CPU UTI(SHMP, 3 mins) 3m 288 ago Normal
Mem Ui (SHNMP, 3 ming) im 45 ago Narmal
+ The Monitor tab displays last monitor times and the collection component for PAM metrics
FLATINET
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The CMDB also records receive times for performance-related data, and calculates a performance monitor
status for each device.

Select a device in the CMDB and, on the details pane, click the Monitor tab to display the collection
component for the PAM metrics and the last monitored times. The components listed here are the same
components listed for this device under ADMIN > Setup > Monitor Performance tab. The listed components
include disk space, network interface, CPU, memory, and so on.
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ces/Apps Event Attributes

Event Type:

Determining the Monitor Status

* The status fields in the CMDB (normal, warning, critical) are determined by global
thresholds, which can be overridden by setting a per-device threshold

- Event receive status

TASKS 05 ADMIN

onitoring  Custom Prope:

Upload File
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B Health
-
BT License

Edit | Delete  Apply

Search Mame

Eventhecs TimeGapitigh
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Event Recelve Time Gap High Thres.  Device
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1 02 ADMIN
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3 System
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How the system determines the monitor status is governed by global thresholds. You can override global
thresholds by setting a per device threshold in the CMDB.

For the event receive status, if you search for the word Event on the Admin > Device Support > Custom

Properties tab, you will see Event Receive Time Gap High threshold and Event Receive Time Gap Low
threshold. These thresholds are displayed in minutes. The low threshold has a default value of 10 minutes
and the high threshold has a default value of 20 minutes.

If you search for the word Perf you will see the Performance Monitoring Time Gap High threshold and
Performance Monitoring Time Gap Low threshold. These thresholds are displayed as multiples of the
polling interval. For example, if the polling interval is 3 minutes, then the high threshold would be 15 minutes
(the displayed value of 5 multiplied by the 3-minute polling interval), and the low threshold would be 5 minutes

(1.5 times 3 minutes).
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How the Event Receive Status is Calculated?

* Individual event receive status calculation:

Result Description

Event Receive Time Gap LESS THAN Event Receive Time Gap LOW Threshold

Event Receive Time Gap GREATER THAN Event Receive Time Gap LOW Threshold
AND
LESS THAN Event Receive Time Gap HIGH Threshold

Event Receive Time Gap GREATER THAN Event Receive Time Gap HIGH Threshold

* Overall CMDB event receive status:
+ Normal: The event receive status of every protocol for this device is Normal
« Warning: The event receive status of at least one protocol for this device is Warning and none is Critical
= Critical: The event receive status of at least one protocol for this device is Critical

FoATINET
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How is the event receive status calculated?

There is an individual value for the event receive status on the Monitor tab.

The status will be one of the following:

* Normal: The event receive status gap is less than the Low threshold.

+ Warning: The gap is greater than the Low threshold and less that the High threshold.
+ Critical: The event receive status gap is greater than the High threshold.

There is also an overall CMDB event receive status, which applies to the device as a whole.

This status will show as one of the following:

* Normal: The event receive status of every protocol for this device is Normal.

»  Warning: The event receive status of at least one protocol for the device is Warning and none are Critical.
» Critical: The event receive status of at least one protocol for this device is Critical.

Note that the event receive status is referring to the SIEM data, or security data, of the reporting device. Some
devices may report more than one method such as syslog, Netflow, WMI, and so on.
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How the Performance Monitor Status is Calculated?

* Individual performance monitor status calculation:

Performance Monitoring Time Gap LESS THAN Performance Monitoring Time Gap
L LUEUR | OW Threshold

Warni Performance Monitoring Time Gap GREATER THAN Performance Monitoring Time Gap
bl Bl | OW Threshold AND
LESS THAN Performance Monitoring Time Gap HIGH Threshold

(a1411.-| B Performance Monitoring Time Gap GREATER THAN Performance Monitoring Time Gap
HIGH Threshold

* Overall CMDB performance monitor status:
* Normal: Every performance monitor job status for this device is Normal
« Warning: At least one performance monitor job status for this device is Warning and none are critical
= Critical: At least one performance monitor job status for this device is Critical

* There are usually multiple performance jobs per device for system resource usage such
as CPU, memory, disk, and so on

FoATINET
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How is performance monitoring status calculated?

There is a separate performance monitoring status for each performance job listed on the Monitor tab for

each device in the CMDB. The performance jobs for a device include CPU, memory, disk, and so on. Possible

statuses are:

* Normal: The performance monitoring time gap is less than the Low threshold.

»  Warning: The performance monitoring time gap is greater than the Low threshold and less than the High
threshold.

+ Critical: The performance monitoring time gap is greater than the High threshold.

There is also an overall performance monitor status in the top line of the CMDB entry, which will be one of the
following:

* Normal: Every job is Normal.

* Warning: At least one job is Warning but none are Critical.

+ Critical: At least one job is Critical.
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Rules Related to a Lack Of Data Collection

+ The following rules will trigger incidents related to event receive and performance
monitor status:

Rule When does it trigger? When does it clear?

Missing specific performance metric  Triggers when Performance Monitor is Critical for one job for a Clears when Performance Monitor is

from a device monitored device Normal for that job from that device

No performance metrics from a Triggers when Performance Monitor is Critical for ALL jobs for a Clears when Performance Monitor is

device monitored device Normal for all jobs from that device

FortiSIEM Performance Monitoring Triggers when Performance Monitor is Critical for all devices Clears when Performance Monitor is

Relay Mot Working - All Devices monitored by a Worker/Collector (that is acting as a Performance Normal for all devices from that

delayed Monitoring Relay) Worker/Collector

No logs from a device Triggers when Event Receive Job Status is Critical for one device Clears when Event Receive Job Status is
Normal for that device

FortiSIEM Log Relay Not Working - Triggers when Event Recelve Job Status is Critical for all devices to a Clears when Event Recelve Job Status is

All Devices delayed specific Worker/collector (that is acting as a Log Relay) Normal for all devices from that
Worker/Collector

+ The system clears each rule automatically after the issue is resolved

ﬁ"é“ET Training Institute ©Fortinet Inc. All Rights Reserved. 14

There are a number of rules related to a lack of data collection. The system clears each rule automatically
after the issue is resolved.

Rules include:

» The rule “Missing specific performance metric from a device” triggers when the performance monitor status
is Critical for one job for a monitored device.

* The rule “No performance metrics from a device” triggers when performance monitor status is Critical for
all jobs for a monitored device.

* The rule “FortiSIEM Performance Monitoring Relay Not Working — All Devices delayed” triggers when
performance monitor status is Critical for all devices monitored by a worker or collector (that is, acting as a
performance. monitoring relay).

» The rule “No logs from a device” triggers when the event receive job status is Critical for one device.

» The rule “FortiSIEM Log Relay Not Working — All Devices delayed” triggers when the event receive job
status is Critical for all devices monitored by a specific worker or collector (that is, acting as a log relay).
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Increasing and Disabling System and Application Monitor Jobs

« Inrare cases, you may need to change the frequency with which a performance job is collected,

+ You can make these changes using options on the Monitor Performance tab

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 15

or you may need to disable a metric across multiple devices

Set Intervals ®

Note: You must understand the impact to the rules before you make these changes

In rare cases, you may need to change the frequency with which a performance job is collected, or you may
need to disable a metric across multiple devices.

To make these changes:

1.
2.

3.
4.

Click Admin > Setup, then click the Monitor Performance tab.

On the Monitor Performance tab, click the More drop-down list, and then select Edit Interval. The Set
Intervals window opens displaying a list of all the monitor types that are being collected in your network.
If you select a specific monitor type, all the devices that are currently using that system monitor will be
listed in the Select Devices section.

Choose individual devices or all devices by moving them to the Selected Devices pane.

Now, you can change the polling interval or disable it.

You should understand the impact on the rules before you make these changes, for example:

The current polling interval for the CPU utilization metric on a specific device is two minutes.

You have a rule that references the CPU utilization metric and is designed to calculate the average CPU
utilization over a 10-minute time period.

You decide to change the polling interval for that metric from two minutes, to 15 minutes.

Once this change is made, the rule has, at most, one metric to calculate with (not an average), and, at
times, the rule might not have any values at all. This might generate errors.
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* View the Real Time
Performance Metrics
for a device by
selecting Action/Real
Time Performance or
selecting an interface in
the Interfaces tab

* Designed to
troubleshoot
performance and
availability issues in a
more real-time format
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Real-Time Performance Metrics

Routers Firewalls Windows Uy X WS kzure
CMDB = Devices = Server = Windows
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WIKZOGS ADS 192.168.0.10 e 008 Pending et 13 2001, 03:14:38 AM  SHMr 0 Hosmal
I WikgEE 192, 168.0.40 Windows Server 2008 Pending Oct 13 301, 03:14:38 AM ShidaP o Crivical 1! I
WIN RAGESNWEDVY TEEE:] Windows Server 2008 Pending  Oct 132031, 03:14:07 AM S0MP
Dummery | Propaler | Mowltor, L Softicars E P R Vo— oty | @ aw
Critical Morftor WAN Trunk Mame Description Type 1P/ sk MAC Address ?;::‘d"
o te w10 d %04, 10bps
D iteal: time Perfoomance
206 -8449-0004, 00:00:00:00:00 v
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To view real-time performance metrics for a device in the CMDB, select a device and, on the Interfaces tab
on the lower pane, select an interface, and then select Real-Time Performance Metrics from the drop-down

list.

This feature is designed to troubleshoot performance and availability issues in a more real-time format.
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Results of Real-Time Performance Metrics
* You can select and run different collection jobs for a defined frequency over a number of
ol CMOB > et device > Actions > RealTime Performance

Real Time Performance Metrics »

Host I1P: Job Name: Frequency: Runs: Collector: Stop

192.168.0.40 s Every seconds times C Update: Succeeded (18%)

Display;  Left Chart: Disk Capacity Utll 8 [ Right Chart: | Free Disk MB

Close
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When you select Real-Time Performance Metrics from the device drop-down list in the CMDB, the Real
Time Performance Metrics pop-up window opens. There, you can select different collection jobs and run
them for a defined frequency, over a number of samples. For example, you could run a job every 20 seconds,
50 times.

For some jobs, you can display two attribute values at a time. For example, you could choose to show both
received bytes and sent bytes for an interface.

FortiSIEM uses the same event framework to collect data from devices in real-time and display them on the
GUI; however, these events are not stored in the event database, nor do they trigger incidents.
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Maintenance Calendar

* The maintenance calendar is designed to assist customers who have set maintenance
periods when devices are usually out of action, offline, rebooted, and so on

a* Busimonn i anaT a S ADwm
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B et LB October 2021
m
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* When you add a device to the maintenance calendar, it is not monitored during the set
time period, therefore, PAM-related alerts are not triggered
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The maintenance calendar feature is designed to assist customers who set maintenance periods in their
network. During maintenance periods, devices are usually out of action, taken offline, taken out of the rack,
having the power supply changed, being rebooted, and so on. When a device is unavailable like this, it would
cause FortiSIEM to determine that something is wrong in the network or on a specific device, and trigger
incidents. This results in a false positive notifications.

To prevent these type of false positives, the maintenance calendar includes an event suppression feature.

When you add a device to the maintenance calendar, that device is not monitored during the set time
intervals. PAM data is not collected and, therefore, alerts are not triggered for those devices.
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devices

Defining a Maintenance Schedule

+ You can select an individual device or group of

Device Maintenance

Schedule:

Groups /Devices:

Name: Windows Patch Cyde

Description: Windows updates applied, requires reboot.

D Generate Incidents for Devices under Maintenance

Cancel

Device Maintenance x

Thme Range
Start Time: o7
Time Zone:  Local v Amencarlononto

Duration " Minutes

Recurrence Pattermn

@ Once Recurring Days O Recurring Dates Recarring Mon ths

Recurrence Range

on 0015 2k

Atz 07:2%:24 for 30 minutes On: 10/18/2021

€ Save £ Cancel

transaction monitors
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* You can set a single or recurring time schedule
* You can also set maintenance for synthetic

Device Malntenance A
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To define a maintenance schedule for a device or a group of devices, browse the CMDB tree to select a

device.

The example on this slide shows that every Friday at 6:00PM for one hour, a specific server or group of

Windows devices undergoes maintenance.

When you set a schedule, you can set a single time or a recurring time.

You can also create a maintenance schedule for synthetic transaction monitors.
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IDS Log: d

Sig: 2007: Server HTTPS Port Open, Sig: 2007; Server HTTPS Port Open
54,000 /hrt

* How can we manage this better?
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ALL data received is stored

20

——
Storing Events
+ All data received through supported protocols and ports is stored
« Some devices and applications generate a high number of logs, which may be very
verbose, contain little valuable information, consume storage, and trigger rules
needlessly
e
@\_ , D s
(@)
oo <
irewa orl
Eﬁfrmdun;!] rl]_;g present, Module not present 5000 /hr! Supervisor STORE

All data received by FortiSIEM through supported protocols and ports is stored, whether that data is
understandable or not. However, some devices and applications generate a high number of logs, which may
be very verbose, contain very little valuable information, consume storage, and trigger rules needlessly. How

can you manage this better?
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Option One—Drop Events

* FortiSIEM drops the event at the first entry point

« T
): Sl
Drop noisy FOI'tISlEM FortiSIEM Drop noisy d

events
Supervisor Collector events

« If your deployment doesn't use collectors, the event is dropped by the worker or
supervisor where the events are received

+ If your deployment uses collectors, events are dropped by the collectors

21
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FortiSIEM has an event-dropping feature. This feature includes two options to help you manage needlessly
noisy endpoints. The first option drops the event at the collection point. If you are sending events directly to
the FortiSIEM supervisor or worker, the event can be dropped by either of them. If you are sending the
events to a collector, the collector drops the events and the dropped events are not be forwarded to the

FortiSIEM cluster.

FortiSIEM 6.3 Study Guide 470



Maintaining and Tuning
DO NOT REPRINT

NE —

Option Two—Store but Bypass Rules
+ Store events but bypass the rules engine
Rules
Engine
/ Event DB
@, FortiSIEM
Supervisor
* One way to reduce incident noise
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The second option is to store the messages but bypass the rules engine. Perhaps there are devices or
applications sending a lot of noisy events that you need to collect for compliance purposes. But, these same
events are triggering rules needlessly, over and over again. Using this option, you store the data but don’t
apply the rules engine to it.
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Event Dropping Rules

+ Configure event dropping rules by clicking ADMIN > Settings > Event Handling >
Dropping

OF ADMIN

@ DASHBOARD s ANALYTICS M INCIDENTS W CASES & CMDB

8 Setup € All Settings » Event Handling » Drnppmgl

& Device Support New Edit Delete Columns =

= Health Enzbled  Device Event Type Regex Filter Source P Destination IP Action
Device:5)-Dev-Core-Srv All Event Types Drep
B0 License
A1l Devices All Event Types RSA-AES-256 192,168.1.0 Store - no rules

+ Allows dropping rules for every organization or just selected organizations
* Dropped events do not count towards licensed events per second (EPS)

« Events that are stored contain event information available for searches, dashboards,
and reports, but do not trigger rules

23
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Configure event dropping rules by clicking ADMIN > Settings > Event Handling >Dropping. If you use the
service provider edition of FortiSIEM, you can create event-dropping rules for every organization, or select
organizations. If you do use the event-dropping feature, dropped events do not count toward licensed events
per second (EPS). If you use the option to store the events but bypass the rules engine, this data is available
for searches and dashboards, but rules based on that data are not triggered.
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Event Dropping—Rule Definition OR Attributes

+ All selected filters are not applied (using an AND operation) to identify which events to

Event Dropping Rule X Event Droveiay R
Enabled: vans B
Reporting Device:
Reporting Device: All 2 e
Event Type:
Event Type: All ERE
Source IP; 192.168.1.40
Source 1P: 192, 168.1.40
Destination IP:  128.66.1.34
Destination IP:  128.66.1.34
Action: (O Drop event
Action: (O Drop event
Regex Filter: RSA-AES-256 Regex Filter: RSA-AFS.75
Description: Deseription:
Save Cancel

Event Dropping Rule » Drop Attribute

Save Cancel

reporting device type, and event regular expression match

NSE Training Institute
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+ Implementing these rules may require some thought to accurately set the event type,

24

All selected filters in the event dropping rule definition are applied using an AND operation to identify which

events to drop.
The options that you can set in the Event Dropping Rule window are:
* Reporting Device
* You can select multiple devices, all, or none
+ Event Type

+ The event type you want to drop, or whether you want to drop all events from the selected

devices

+ Source IP
* Destination IP
+ Action

* Drop the event

« Store the event, but do not trigger rules

+ Store the event but drop selected attributes
* Regex Filter

* Applies a regex filter to the message

Implementing these rules may require some thought to accurately set the event type, reporting device type,
and event regular expression filter. Just be careful you don't start dropping messages that you actually need

to collect.
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Host Interface Critical Flag
* Which network interfaces are important to the business?
Bir Partner oo8 pe Internet
) — ssimagb P -
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Sk kve - Simplified Network
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In the next two slides, you'll learn about the host interface critical flag. The host interface critical flag is another
example of where FortiSIEM can enrich network interface utilization events. The simplified network diagram
shown on this slide illustrates this discussion.

The network diagram contains some core switches and a couple of routers. One router connects to the
internet, and one router connects to a very important business partner. There is an access switch connecting
user PCs to Core switch 1. Core switch 1 also connects to some distribution switches that, in turn, connect to
some of the services being delivered to the business, such as database services, online ordering, and so on.

An administrator would want to identify which interfaces are important to the business.
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Host Interface Critical Flag (Contd)
* Operators can define which interfaces on network devices are critical, which sets an
attribute inevents [ ot —__
.......... Internet
) o Critical Interfaces
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FortiSIEM allows administrators to define which interfaces on network devices are critical.

One of the attributes contained in an interface event is the host interface critical attribute. Its value is set to
No by default. But, if an interface on a device is set as critical, then any event coming from that interface
would have the host interface critical attribute set to Yes.

In the simplified network diagram shown on this slide, you can see that some of the interfaces have been
identified as critical. Router 2, for example, has a link to the VIP business partner. If this link goes down, you
want to know immediately.

If some of the core switch interfaces go down, especially the links to the distribution switches, this could take
part of the network down. Similarly, the distribution switches, which have interfaces going to critical services,
such as databases, are critical to the network.

Network devices send syslog messages continuously, so when a port goes up or down, a syslog is produced.

However, not all of the syslog messages are important. By identifying which interfaces are critical, you can be
alerted only when a critical interface has an issue.
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Monitoring Interfaces

resources on FortiSIEM

« Upon discovery, all network interfaces are monitored on each device, which can consume a lot of

Require Monitoring

00B
Management PC

.......

Internet

rialo/t |
=== |nternet

.....

— Access Switches

all others for each device in the CMDB

FoATINET

E Training Institute

© Fortinet Inc. All Rights Reserved.

» Hence the FortiSIEM allows operators to define exactly which interfaces to monitor and IGNORE

27

Upon discovery, FortiSIEM monitors all network interfaces on each device, which can consume a lot of

resources on FortiSIEM.
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Interfaces
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2 Setup

Allowing Critical and Monitored Interface Selection

« To activate this feature, select Enable on Admin > Settings > Monitoring > Important

@ DASHBOARD & ANALYTICS A INCIDENTS

€ All Settings > Monitoring > Important Interfaces

& Device Support New  Delete  Apply Enable
= Health Critical Monitor WAN Device Name
E3 License
Ein
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By default, this feature is disabled whether it is an upgrade or a new installation. If this feature is disabled,
FortiSIEM monitors all interface utilization and up or down events.

To activate this feature, select Enable in ADMIN > Settings > Monitoring > Important Interfaces.
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Critical/Monitored Interface Selection

+ You can select each device interface for monitoring or critical events
« Critical selected — interface would be monitored for up/down (and performance)
* Monitor selected — interface would be monitored for performance metrics

[ Devs s semver > Winaows]

Mew | Edit | Delete  Q

Qactors~ | B O K < TIE
P Device Type Status Discovered Mathod Version g E::::.“, Agent Palicy i Agent Type AWS Acc
172.16.10.28 ‘Windows Server 2003 Panding Oct 13 2021 SHMP 5.2 Critical
18.1.1.4 ‘Windows Server 2001 Pending Oct 13 2021, 03:114:37 AM Swap 5.2
192.168.0.10 Windows Server 2008 Pending et 122021, 03:14:38 A SHMP 6.0 Wormal Wermal
192.168.0.40 windows Server 2008 Pending Oct132021, 031438 AM  SHMP 6.0 Critical
10.1.1.33 Windows Server 2008 Pending 0ct13 2021, 03:14:37 AM SHMP 6.0
<
Summary Properties Monitor Software~ Hardware » Interfaces~ Configuration Relationships File [ Auto expand a a v
g Recelve  Send " Admin  Operational
f Tr '
Critical Monitor WAN unk Hame Description Type 1P/ Mask MAC Address Speed Speed Security Level Statut Status
O =] ) ntol{R) BRO/1000..  Local Area Connoction athernetsmacd 92168010 go:pcae:7iifTas  vGbps 1Gbps up w
2
E D satap.[2A916521- Local Area Connection® 8 tunnel 00:00:00:00:00:00. CKbps 0xbps 3 dow
o o Teredo Tunneling P Local Area Comnection® 3 tunnet 02:00:54:55:40:01  1073Mbps 1072Mbps up dow
(=] o WA Minipert (Pv.  Local Area Cemnaction” 5 QoS Packet Sch.  athernatCsmacd 10:43:20:52: 41153 107IMBRS 107 3Mbps w wp
FoATINET
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You can select each device interface for monitoring or critical events.

FortiSIEM provides two ways to set the critical interface flag on devices:

» Inthe CMDB, select the Interface tab for the device. In the Critical or Monitored column, select the
Critical or Monitor checkbox for an important interface.

» Alternatively, click ADMIN > Settings > Monitoring > Critical Interfaces.

If you select Critical for an interface, FortiSIEM also monitors the interface.
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Host Interface Critical Value Set

* Whenever a critical interface is
referenced in future events, the Host
Critical Interface attribute is set to Yes.
By default, it is set to No

* You can then reference the Host Critical
Interface attribute in system or custom
defined rules, reports, and alerts

Event Details = I

[PH_DEV_MON_KET_INTF_UTI
[lineNumber]=6953, [int (Hame

J:[eventSeverity]=PHL_INFO, [fileName]=phPerfJob.cpp,
iel[R] B2574L Gigabit Network Connection, [intfalias]
[hostName]=MAMAGER, [hostipAddr]=10.1 [pollintv]«56, [recvBytestd])=11
[recvBitsPerSec]=161440.428 [inintfUtil] 16144, [sentBytestd)=4662834,
[sentBitsPerSec]=666119.142 Util]=0.066612, [recvPktst4]=8912
[sentPkist4]=942Z,[inin Xi PKLEFFPEL]=0. 000000, [eutintiPKLErT]=0,
[outintfPktErPet]=0.
[outintfPktDiscarded]=0,|
[outQLent4]=1400331137187
[int{OutSpeedad] = 1000000000, [ dAminStatus]=up, [intfOperStatus] =up
[daysSinceLastUse]=0, [totintfPkiErr]=0, [totBitsPerSec]=827559.571429, [phLogDetail]

PktDiscardedPct]=0, 000000,
InSpeadéd] = 1000000000,

Lines: 51
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Dispiay iner item Value
O 0 File Name phPerflob.cop
O (] Host IP 10.10.2.10
= &  Host Interface Critical Yes
(@] O  Host Interface Name Intei[R] 835741 Glgabit
Network Connection
O O Host MAC 00:0C: 19:38:00:58
(] O  Hast Name MANAGER
(] [m] Interface Admin Status
r m Interface Ooerational Status

OK Close

After an interface is identified as critical, whenever that interface is referenced in future events, whether it is in
a syslog message, or a performance event such as the PH_DEV_MON_NET_INTF_UTIL, FortiSIEM enriches
the events by setting the Host Critical Interface attribute to Yes. Otherwise, this attribute has the default

value of No.

You can then reference this attribute in any of the out-of-box, or custom, rules and alerts.
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Process Monitoring After Discovery

+ By default, FortiSIEM monitors all running processes on a server device upon discovery, even if
only one or two processes are required, which can consume a significant amount of system

CMDE - Devices > Server > Windows
Mew  Edit | Delete | Q Oations- @ O | W <
Hame 1] Device Type Status Discoverad Method version
OA-EXCHG 172.16.10.28 Windows Server 2003 Pending Oct 13 2021, 03:14:37 AM SHMP L%}
THREATCTR 10.1.0.41 Windaws Server 2003 Pending Ot 17 2000, 00:14:37 AN THME 5.3
WINZOOB- ADS 192.148,0.10 Windaws Server 2008 Pending Oct 13 2021, 03:14:38 AN SHMP 6.0
WINZKA 192.168.0.40 Windaws Server 2008 Pending Oct 13 2021, 03:14:38 AM SHMP 6.0
WIN-RAQBESHWBOVY 10.1.1.32 Windows Server 2008 Pending Oct 13 2021, 02:14:37 AM SHMP 6.0
<
Summary Properties Monitor Software » Running Applications = Hardware = Configuration Relationships File [ Avts expand  Apply = O
Critical Monitar Hame Process Hame Process Params Path Port/Protacel Status U
svchost.oxe wvchost. exe running
Micrasoft 115 svchost.exe k Hssves CoWindowsisystemia, running
svehostexe svehost.exe running
svehost.exe svehostexe running
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+ Hence, FortiSIEM allows operators to define exactly which processes to monitor and ignore all
others for each server device

By default, FortiSIEM monitors all running processes on a server device upon discovery, even if only one or
two processes are required, which can consume a significant amount of system resources.

Hence, FortiSIEM allows operators to define exactly which processes to monitor and ignores all others for
each server device.
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Allowing Critical and Monitored Process Selection

+ To activate this feature, you must select Enable under ADMIN > Settings > Monitoring >
Important Processes

@ DASHBOARD s ANALYTICS A& INCIDENTS [}

¥ Setup I € All Settings > Monitoring > Important Processes
& Device Support New Edit Delete Apply Enable Search.
Critical Monitor Process Name
= Health

E3 License

+ FortiSIEM will monitor only the processes you select on this tab

FoATINET
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To activate this feature, you must select Enable under ADMIN> Settings > Monitoring > Important
Processes.

FortiSIEM monitors only the processes you select on this tab.
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Process Selection

* Now you can select each server process for monitoring or critical events
« Critical selected - process would be monitored for up/down (and performance)
» Monitor selected - process would be monitored for performance metrics

CMDB > Devices > Server > Windows |

Mew = Edit = Delste = Q

& Actions ~

H O K < 1M | &

Hame ] Device Type Status Discovered Method Yersion
QA-EXCHG 172.16.10.28 windows Server 2003 Pending Oct 13 2021, 03:14:37 AM SHMP 532
THREATCTR 10.1.1.41 Windows Server 2003 Pending Oct 13 2021, 03:14:37 AM SHMP 5.2
WINZ008-ADS 192.168.0.10 Windows Server 2008 Pending Oct 13 2021, 03:14:38 AM SHMP 6.0
WINZKS 191.168.0.40 Windows Server 2008 Pending Oct 13 2021, 03:14:38 AM SHMP 6.0
WIN-RAQBSNWEOVY 10.1.1.33 Windows Server 2008 Pending Oct 13 2021, 03:14:37 AM SHMP 6.0
¢
Summary Properties Monitor Software » Running Applications  Hardware » Advanced = 4 Auto expand Q -~
Critical Monitor jName Process Name Process Params Path Port/Protocol Status Uptime

O O svchost.exe svchost.exe running

F;.I v Microsoft DNS dns.exe running

O Snare |15 Event Logging Service Epilog.exe C:\Program Files\... running

NSE Training Institute
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[
[

Now, you can select each server process for monitoring or critical events.

* Monitor selected - process would be monitored for performance metrics

If you select Critical for a process, the system also monitors the process.
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Important Processes Events
* When you identify an important process, FortiSIEM produces the following events:
C == ] | ]
* Rules and alerts can reference when a process STOPS or STARTS
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When you define an important process on a server, FortiSIEM produces the following events:
+ PH_DEV_MON_PROC_STOP when a process STOPS on a system
+ PH_DEV_MON_PROC_START when a process STARTS on a system

Rules and alerts can then reference these attributes.
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Knowledge Check

1. Whatdetermines the status fields in the CMDB (normal, warning, critical)?
¥'A.  Global thresholds
B. Reporting device
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Lesson Progress

& 4 | Maintaining and Influencing Data
Collection

' Business Services
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Good job! You now understand how to maintain and influence data collection.

Now, you will examine business services.
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Business Services

Objectives

« Understand business services

Identify default business services
* Create business services
« Understand the business services dashboards

Reference business services in reports, rules, and incident
notifications

NSE Training Institute a7

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in business services, you will be able to track service-level metrics, efficiently

respond to incidents on a prioritized basis, record business impact, provide business intelligence on IT best
practices, report on compliance, and improve IT services.
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Scenario: Business Services Simplified Network

+ Consider a simple network with routers, switches, and servers
+ What happens to the email service delivery If...

Internet

() Simplified Email Service —

Internet

Core

Core Switch 2

1L exchange.oxe

Distribution Distribution
Switch 1 Switch 2

Email Server

DNS Server ServerMAILO1

ServerDNS05
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FortiSIEM has a feature called Business Services, but before you examine the details of this feature, look at a
scenario first that helps illustrate the feature.

Consider a really simple network with a number of routers, switches, and servers, which are the devices that
are delivering an email service to a business.

If you look at the example shown on this slide, you can see an email server and that is running the
exchange.exe service. Emails rely on DNS, so there is also a separate DNS server running the dns.exe

service.

There are also a couple of core switches and a router that connects to the internet.
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* What happens if the PSU on Distribution Switch 2 fails?

Scenario: Business Services Simplified Network—PSU Failure

(@ Simplified Email Service

Core
Switch

Core
Switch 1

Internet
Router 1

Internet

2

1L exchange.exe

= D';"f:"—:':—"" Email Server
DNS Server o ServerMAILO1
ServerDNS05
FLATINET Z = a
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What happens to the email delivery if the power supply fails on Distribution Switch 27

Obviously, if the power supply for that distribution switch fails, then network communications to the email

server fails, and the service delivery for the email is impacted.
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Scenario: Business Services Simplified Network—DNS Process

* What happens the DNS process hangs on ServerDNS057

Internet
Router 1

) Simplified Email Service

Internet

Switch 2

L exchange.exe

Distribution Distribution Email Server
" Switch 1 Switch 2
DNS Server ServerMAILO1
ServerDNS05
FLATINET 2 = .
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What happens if the DNS service fails on the DNS server?

If the DNS process fails, then obviously DNS queries cannot be resolved anymore, which affects the email
service delivery to the business.

While internal email may continue to work, your external emails fail.

Again, a DNS service failure impacts the email service delivery to the business.
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* What happens if the internet router fails?

Scenario: Business Services Simplified Network—Router Failure

(®, Simplified Email Service

Distribution

Distribution

Internet

Internet

Core
Switch 2

1L exchange.exe

15 ooy Switch 2 Email Server
DNS Server i ServerMAILO1
ServerDNS05
BT e :
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What happens if the internet router fails?

Whether it is the device itself, or whether it is the link that the internet connection is provided over, if the router
or connection fails then any external email is not delivered.

Once again, an internet router failure impacts service delivery for the email service.
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Scenario: Business Services Simplified Network—Interface Fault

* What happens if the uplink interface on Core Switch 1 degrades with packet errors?

®, Simplified Email Service

Distribution

Distribution

Internet
Router 1

Internet

L) exchange.exe

Email Server
i Switch 2
DNS Server Sioh1 ServerMAILO1
ServerDNSO05
R o :
E Training Institute ©Fortinet Inc. Al Rights Reserved.

42

What happens if the uplink interface on Core Switch 1, which connects to Distribution Switch 1, degrades with

several packet errors?

This will have an impact on the email service because the DNS server may not be available.

As a service within FortiSIEM, there are several devices, applications, and components that make up a

service.
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Business Services Overview

+ Think of business services as a logical group of devices that are delivering a specific
service to the business

+ Create business services by selecting appropriate devices and applications from the
CMDB

* While you can configure business services, FortiSIEM also provides some unpopulated
defaults such as firewall, authentication, VPN, and operational technology Purdue model
levels

« After you define a business service you can reference it within FortiSIEM in other places,
such as analytics, reports, dashboards, rules, and notifications
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In FortiSIEM, think of a business a logical group of devices that are delivering a specific service to the
business.

You create business services by selecting appropriate devices and applications from the CMDB.
While services are configurable by an administrator, FortiSIEM also provides some unpopulated default
groups, such as the firewall business service, authentication business service, and VPN business service in

which administrators can manually define which of their devices belong to those services.

After you define a service, you can reference it elsewhere within FortiSIEM in other places, such as, analytics,
reports, dashboards, rules, and notifications.
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System Default Business Services

+ Default unpopulated business services that FortiSIEM provides
+ Note the compliance services [ —

mow L 7 10 5 4

b Devices
CMDB = Business Services = Compliance

¥ Apglication:
EPERT New | Edit | Delete G

b Users

w Business Services

FLATINET
44
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FortiSIEM provides a number of unpopulated default business services groups.

As you can see, there are a few services for compliance purposes, such as FISMA Services, HIPPA, GPG13,
NERC, and PCI.

Any administrator can manually add devices, such as firewalls to the firewall service, DHCP and DNS servers
to the DHCP/DNS services, or any of your PCI devices to the PCI service, and so on.
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Mew Business Service x
New Business Service Fitsr: SN Lot Oparator Value Parss Hex Row x
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= Applicstions = Apg Q < L b Running On | Q Sel (=} < »
App
Kame Hame Host 1P Name
Application: Microsoft SQL Server (GA-EXCHG)
1.4
Device Q- ENCH
Moni tor
Microsoft SOL
Microsoft SOL Server Server (QA-EXHG) | 16.10.28
[ Microsaft SOL Server . "
Replication Logreader 192.168.0.40
Fil Agent
Conn MySOL Database
Server
EDR
Ora
Host Antiviry
Backup or
< 5 Sorv v J
SavE Apply Filter & Save Cancel
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You can configure business services under the CMDB > Business Services.

Click New. A New Business Service window opens. Here, you give the business service a name and an
optional description. Then, you select individual devices or devices running a particular application from the

CMDB Tree and add them to the Selected Devices/Applications column.

Note the L2/L3 network devices section at the bottom of the example shown on this slide. If you discover any
Layer 2 or Layer 3 devices within your environment, the system lists any of these network devices that are
adjacent to any of the devices you have selected for this group. This gives you the option to add those

network devices to the business service group.

FortiSIEM 6.3 Study Guide

494



Maintaining and Tuning

DO NOT REPRINT

CODRTINET
TN TIINL- 1

. . o £ DASHBOARD
- Business service dashboard example
BuService Dashbosrd - | | Patient Services®  + » O
- :
Business Service Dashboard Al Severity » | Drill Down
" YIRIRE (12 ); FGI40DI 13800441 (B); Q- EXCHG (2
10 7
High Medium

BizService Dashboard - | § Patient Services X LI I - |

B

Business Service Dashboard o1 minute » | Undate @ 02131124

Basiness Service Name  Organization Perfl Status Perf Status Trend Security Status Avail Incidents Perf Incidents Security Incidents Other Incldents
‘ Patlent Services Supee ° [EErEETIE ° = . -
Impacted Devices In Patient Services (Super) 9 te @ 023004
Mai  Dovice Type Organlzation ;::tl:.r\ Packet Loss  Uptime Uptime % ::'_':m ;‘f;[u__ [ VAT Mem Uil Recy Ut Sent Uil ey Err Sent Err EPS ;:“Ii;m
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™ 2 Sarver 2608 Sups '~ o s 100 o o [ [ » ¥ 3
FoATNET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 46

This slide shows an example of a business service dashboard.

Business service dashboards provide a top-down view of business service health. You can see the incidents
related to each business service and then drill-down into the impacted devices and incidents.

You need to manually create a new dashboard group for a business service, and then create a business
service dashboard in the custom dashboard group.

You can also add a business service dashboard for your business service in predefined functional dashboard
groups.

The example on this slide shows a dashboard group you added called BizService Dashboard. Then you
created a business service dashboard named Patient Services.
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Referencing Business Services in Analytics/Reports

« After you define business services, you can reference them in any analytical

searches
® Event Attribute
Paren Attribute Operator Value Paren Next Row
o (-] Reporting IP IN v Business/IT Services: NIST 800-53¢ @ e AND v © -]
+ Or any reports, rules, roles, or incident notifications
HIPAA 10.x: Successful WLAN Admin Logon - Edit Details
Step 1: General > T:ﬁsﬁﬁm __I“‘\s Step 3: Define Display Column
Paren Attribute Operator Value Paren Hext Row
[+] Reparting IP IN % Devices: WLAN Controller +] AND [+ -]
Event Type IN % EventTypes: Dev Logon Suce  © AND o ©
Reporting IP IN ¥ BizService: HIPAA Service L+] AND -]
FLATINET 2 = .
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After you define business services, you can reference them in any of the analytical searches.

To reference business services, identify the reporting IP, use the operator IN, and then choose the particular

business service from the CMDB.

You can also reference business services in any report because, after all,
same goes for rules, roles, or incident reports.
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Knowledge Check

1. Which services are system-defined business services?
A. Ordering online services

¥ B. PCl service
C. Patient services

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 48

FortiSIEM 6.3 Study Guide 497



DO NOT REPRINT

EODRTINIET

Maintaining and Tuning

JINTITNL |

Lesson Progress

Collection

/ Maintaining and Influencing Data
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Understand the meaning of the monitor icons

Verify that data is being collected

Understand how the event status values are calculated
Increase and disable collection jobs

Define a maintenance schedule

Create an event-dropping rule definition

Describe and create business services

Using the business services dashboards

Reference business services in reports, rules, and incident
notifications

O S G O
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This slide shows the objectives that you covered in this lesson.
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Troubleshooting

22 FortiSIEM 6.3

Last Modified: 19 December 2021

In this lesson, you will learn about FortiSIEM diagnostic commands and troubleshooting tools. You will also

learn about the disaster recovery feature.
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Lesson Overview

| Troubleshooting Device Discovery

k System Diagnostics

'Disaster Recovery
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In this lesson, you will learn about the topics shown on this slide.
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Troubleshooting Device Discovery

Objectives

« Understand discovery deployment scenarios
+ Use tools to troubleshoot device discovery
* Understand discovery logs

NSE Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in troubleshooting device discovery, you will be able to diagnose device
discovery problems.
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Use of Ping During Test Connectivity and Discovery
* Discovery uses ICMP

@I Supervisor ) Devices -~
5

e
Router Firewall Switch Server

@ Collector )

+ FortiSIEM pings the device first when performing a discovery or a testing of credentials

* It is recommended that you allow ICM access between FortiSIEM and devices because
ICMP is also used to collect availability metrics for a device

+ Alternatively, you can select Do not Ping and availability metrics are not collected
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If you enable Ping Device Before Discovery, then FortiSIEM pings the device first when performing a
discovery or a testing of credentials. ICMP is also used to collect availability metrics for a device; therefore, it
is recommended that you allow ICMP access between FortiSIEM and devices. Alternatively, you can select

Do not Ping, and availability metrics are not collected.
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Configure Network Devices to Send Syslog

* You must manually configure network devices to send Syslog to FortiSIEM

UDP/514 or TCP/1470 o : <
Firewall g @ Supervisor )

Syslog

Syslog
UDP/514 or TCP/1470 @) cCollector )

Syslog -

* You can send the syslog to the supervisor, worker, or collector, depending on the
deployment model

+ Follow the instructions in the FortiSIEM User Guide to add the logging configuration for
each device
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You must manually configure network devices to send the syslog to FortiSIEM. You can send the syslog to
the supervisor, worker or collector, depending on the deployment model. Follow the instructions in the
FortiSIEM User Guide to add the specific logging configuration for each device.
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Discovery of Network Devices

ICMP

@ Supervisor ; i Network Devices

SNMP UDP/161

——————— Telnet or SSH TCP/23 or TCP/22 Router  Firewall Switch
{ : ) Collector )

SNMP is mandatory
Telnet or SSH is typically used for device configuration pulling
* Only the supervisor or a designated collector performs discovery

+ Devices usually have ACLs that determine which IP address can poll for SNMP or log in
through Telnet or SSH

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 5

SNMP is mandatory for the discovery of network devices. Telnet or SSH is typically used for device
configuration pulling. Only the supervisor or a designated collector performs discovery. Devices usually have
ACLs that determine which IP address can poll for SNMP or log in through Telnet or SSH.

FortiSIEM 6.3 Study Guide 505



DO NOT REPRINT

Troubleshooting

CODRTINET
TN TIINL- 1

UDP/514 or TCP/1470

Syslog
Linux /K
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UDP/514 or TCP/1470

e
. k. Syslog
Unix t:_._.'
s

model

configuration to the server
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Configure Linux and Unix Servers to Send Syslog

* You must manually configure the server to send Syslog to FortiSIEM

@ Supervisor :'}
@) Worer ) [
{: } Collector )

+ Syslog may be sent to the supervisor, worker, or collector, depending on the deployment

+ Follow the instructions in the FortiSIEM User Guide to add the specific logging

You must manually configure Unix and Linux servers to send the syslog to FortiSIEM. You can send the

syslog to the supervisor, worker, or collector, depending on the deployment model. Follow the instructions in

the FortiSIEM User Guide to add the specific logging configuration to the server.
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Discovery of Linux Server Devices

ICMP Firewall
@ Supervisor ) p—
" 4 SNMP UDP/161
Collector } Telnet or SSH TCP/23 or TCP/22
( : E r . Switch

+ SNMP is mandatory
« Telnet or SSH is typically used for specific memory paging and disk I/O utilization values
* Only the supervisor or a designated collector performs discovery

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B

SNMP is mandatory for the discovery of Linux servers. Telnet or SSH is typically used for specific memory
paging and disk I/O utilization values. Only the supervisor or a designated collector performs discovery.
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Windows Server Event Log Collection

* Windows does not have default syslog capability, but you can use WMI or an agent

TCP/135

WMI Uses RPC

) Supervisor )
Random TCP/1025-5000 {Win2000,2003}, @p—f
TCP/49152-65535 (Win2008+)

<

o

v wesworrcenn | @ vore) [N
e Syslog

s TCP/443 @ Collector )

Y HTTPS

» Follow the instruction in the FortiSIEM User Guide to add either a domain admin user or
another account with specific remote WMI rights

+ Pay close attention when the Windows firewall is enabled because WMI must be
allowed for access

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. g

Windows does not have a default syslog capability, but you can use either WMI or an agent. Follow the
instructions in the FortiSIEM User Guide to add either a domain administrator user or another account with
specific remote WMI rights. Also, pay close attention when the Windows firewall is enabled because WMI
must be allowed for access.
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Windows Server Flat File Collection

* For flat file log collection, you must use an agent to collect files such as DNS and DHCP
Supervisor )
- UDP/514 or TCP/1470
| Syslo —_—
s @) worer ) [
. HTTPS {: ) Collector )

* Flat file collection is not a feature of WMI or SNMP
* FortiSIEM supports the FortiSIEM Windows agent or a third party, such as Snare or
Epilog

Wrer
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For flat file log collection, you must use an agent to collect files such as DNS and DHCP. Flat file collection is
not a feature of WMI or SNMP. FortiSIEM supports the FortiSIEM Windows agent or a third party, such as

Snare or Epilog.
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Discovery of Microsoft Server Devices
* Windows discovery can use SNMP or WMI

ICMP

Supervisor ) TCPM35 e
B
Random TCP/1025-5000 (Win2000,2003), &

S — TCP/49152-65535 (Win2008+)
( : J Collector )
' SNMP

UDP/161

* FortiSIEM pings the device before test connectivity or discover. Unless you enable Do
not Ping, ICMP is required

+ If only SNMP is used, then event logs will not be collected

+ Using WMI only will not collect installed software reliably because WMI only returns
software through MSI

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

For Windows device discovery, you can use SNMP or WMI. FortiSIEM pings the device before test
connectivity or discovery unless you select Do not Ping, so for device discovery ICMP is required. If only
SNMP is used, then event logs aren't collected. Using WMI only will not collect installed software reliably due

to WMI only returning software through MSI.
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Log Collection—Intermediate Devices

component
- @ UDP/514 or TCP/1470
Syslog

TCP/135

- - +
- < WMI Uses RPC
%, Random TCP/1025-5000 (Win2000,2003),

TCP/49152-65535 (Win2008+)

/p\ UDP/514 or TCP/1470 Intenniediate
N Firewall

Syslog

+ For WMI, the random ports can be set to a specific value

» Firewall rules or ACLs will need to be modified to allow this traffic

« https://docs.microsoft.com/en-us/windows/win32/wmisdk/setting-up-a-fixed-port-for-

wmi?redirectedfrom=MSDN

© Fortinet Inc. All Rights Reserved.
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* Watch for intermediate devices between the reporting device and the relevant FortiSIEM

If there are intermediate devices between the reporting device and the relevant FortiSIEM component, then

firewall rules or access control lists (ACLs) will need to be modified to allow this traffic. For WMI, random ports

can be set to a specific value.
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Discovery—Intermediate Devices (Contd)

« Watch for intermediate devices between the supervisor or collector and the devices
being discovered because ACLs will need to be configured

ICMP
Intermediate )
Firewall WMI Uses RPC TCP/135 =
Random TCP/1025-5000 (Win2000,2003), 2
@ Supervisor —— TCP/49152-65535 (Win2008+) -
b ey SNMP UDP/161 -

— ICMP
( : ) Collector e, SNMP UDP/161
e awn mmer | g

B -
Intermediate Telnet or SSH TCPI/23 or TCP/22 _

Firewall

+ WMI random ports can be hardcoded
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If there are intermediate devices between the supervisor or collector and the devices being discovered then
ACLs will need to be configured to include those devices. WMI random ports can be hardcoded.
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Data Collection After Discovery by the Supervisor

+ After discovery by the supervisor, FortiSIEM will load balance data collection amongst
the FortiSIEM cluster

@ Supervisor ) @ Wit
@ Worker / % -
Worker )

* You must ensure that monitored servers and devices include the supervisor IP and all
worker I[P addresses for any ACLs related to SNMP polling and Telnet/SSH access

+ Be aware of any older network devices that only allow a limited number of SNMP pollers

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 14

After discovery by the supervisor, FortiSIEM will load balance data collection amongst the FortiSIEM cluster.
You must ensure that monitored servers and devices include the supervisor IP and all worker IP addresses for
any ACLs related to SNMP polling and Telnet/SSH access.
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Data Collection After Discovery by a Collector

+ After discovery by a collector, a one-to-one relationship is formed between the
discovered device and collector

P

Windows

W1\

@ Collector ) Router

\ @ Firewall

il

+ After the relationship is formed, only the discovering collector performs the data
collection

* The collector should be the destination for syslog from the network devices

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 15

After a device is discovered by a collector, a one-to-one relationship is formed between that device and that
collector. After that relationship is formed, only that collector will perform data collection. The collector should
be the destination for syslog from the network devices.
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Troubleshooting First Steps—phoenix.log

+ Look for the signs in the backend log

* Do atail of phoenix.log file and look for the device IP:
« /opt/phoenix/log/phoenix.log

+ Tail -n (number of lines) phoenix.log | grep -i <device ip> (or tail —f for realtime)
* tail —n 200 phoenix.log | grep -i 10.1.0.204

May 25 13:13:36 ds-mgmnt-mon3 phPerfMonitor[3744]:
[PH_GENERIC_WARNING]:[eventSeverity]=PHL_WARNING,[procName]=phPerfMonitor,[fileNa
me]=device.cpp,[lineNumber]=986,[phLogDetail]=snmpPing (V2) error: 10.1.0.204 -

May 25 13:13:43 ds-mgmnt-mon3 phPerfMonitor[3744]:
[PH_GENERIC_DEBUG]:[eventSeverity]=PHL_DEBUG,[procName]=phPerfMonitor,[fileName]=
phSnmpLib.cpp,[lineNumber]=434,[phLogDetail]= in 6 secand 55146
usec (10.1.0.204 system 0)

”gE Tra"'ling h'lstitute @ Fortinet Inc. All Rights Reserved 16

You can use the tail option that outputs phoenix.log file when investigating issues. The tail
command is a command-line utility that outputs the last part of files given to it through standard input. The
command writes the results of its review to standard output. By default, the tail returns the last ten lines of
each file that it is given. The command may also be used to follow a file in real-time and watch as new lines
are written to it.
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Troubleshooting Commands—Tcpdump

tcpdump <options>
http://www.tcpdump.org/tcpdump man.html

+ Show traffic from FortiSIEM to a specific host
tcpdump -i eth0 dst host <ip>

+ Are you receiving syslog traffic from a device to FortiSIEM?
tcpdump -i eth0 src host <ip> and dst port 514

""é'E Traming Institute © Fortinet Inc. All Rights Reserved

The tcpdump prints out a description of the contents of packets on a network interface that matches the
boolean expression. The description is preceded by a time stamp, printed, by default, as hours, minutes,
seconds, and fractions of a second since midnight.

You can use tcpdump to show traffic from a specific host, or you can check that the syslog is received from a
specific device.
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Troubleshooting Commands—snmpwalk

* If you are using SNMP as a credential and discovery is failing, try using snmpwalk from
the supervisor, worker, or collector

* snpmpwalk -c <community> -v <version> <ip address>
« For example: snmpwalk -c public -v 2¢ 1.1.1.1

If it fails from the CLI it will never work in the GUI!

Check the SNMP credentials

Any check for any ACLs or FW rules for intermediate devices

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 18

If SNMP is being used as a credential and discovery is failing, try an snmpwalk from the supervisor, the
worker, or the collector.

If the snmpwalk command is unsuccessful, check the device configuration.
» Is the SNMP agent configured on the device?
* Is the SNMP agent enabled?
+ Some devices require an additional checkbox to enable the agent.
* Is the SNMP host correctly configured on the network device?
+ If the FortiSIEM solution is discovering the device from a collector, the host will be the IP of the
collector not the supervisor.
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Troubleshooting Commands—snmpwalk -v3

* For SNMPv3 the snmpwalk command depends on what security parameters are set

» snmpwalk -v3 -u userv3 -1 authPriv -a md5 -A <password> -x des -X
<password> 10.1.2.1:161

securityName -u NAME
securityLevel -I (noAuthNoPriv|authNoPriv|authPriv)
authProtocol -a (MD5|SHA)
authKey -A PASSPHRASE
privProtocol -X (AES|DES)
privKey -X PASSPHRASE
NSE Training Institute ©Fartinat Inc. Al Rights Reserved. 19

For SNMPv3, the snmpwalk command depends on what security parameters are set. The table on this slide
lists the command line flags for various parameters.

When troubleshooting SNMPv3, consider testing a basic SNMPv2c configuration to establish whether the

more complex SNMPvV3 configuration is at fault. Also check the network connectivity.

* SNMP uses UDP port161 for queries and port162 for traps. Are they open between the devices?

* Any firewall or NAT device between the FortiSIEM node and the network device may change the source IP
address of the SNMP query that the network device receives.
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Troubleshooting Commands—Telnet

+ If Telnet is being used as a credential and discovery is failing, try to Telnet from the
supervisor, the worker, or the collector

* telnet x.X.x.X

If it fails from the CLI

If it fails on the CLI, it will never work on the GUI!

Check for any ACLs or firewall rules for intermediate devices

FoATINET
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If you are using Telnet as a credential and discovery method but it is failing, try to connect over Telnet from
the CLI of the supervisor, the worker, or the collector. If Telnet fails on the CLI, then it will not work from the
GUI. If Telnet fails on the CLI then check the Telnet credentials, the ACLs, or the firewall rules for intermediate
devices.

FortiSIEM 6.3 Study Guide 519



Troubleshooting

DO NOT REPRINT

EODRTINIET
T\ |

Troubleshooting Commands—SSH

* If SSH is being used as a credential and discovery is failing, try to connect over SSH
from the supervisor/worker or collector

* ssh user@x.x.x.Xx

If it fails on the CLI, it will never work on the GUI!

Check your SSH credentials

.

Check for any ACLs or firewall rules for intermediate devices

FoATINET
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If you are using SSH as a credential and discovery is failing, try to connect over SSH from the supervisor,
worker, or collector CLI.
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Troubleshooting Commands—Configuration Pull Failed

* FortiSIEM uses expect scripts to pull the configuration from devices
* cd /opt/phoenix/bin

./getCmdOutViaSSH.exp {ssh|telnet} hostIP port user password enablePassword
<Command> ocuput file name

* For example connect over SSH to a Cisco switch

*+ _/getCmdOutViaSSH.exp ssh 22 192.168.1.2 user pass pass2 "show conf"
ssh test result.txt

+ Perform more operation on <test result file name> tosee if you managed to pullthe
configuration
* Forexample: more ssh_test_result.txt

+ Note that if the device does not have a second password, enter the same password
twice.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 22

FortiSIEM uses expect scripts to pull the configuration. You can use the getCmdOutput command to check
the validity of privileged SSH credentials used to pull configurations from devices.
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Discovery Failing to Pull Configurations through SSH

+ If a device is replaced in the CMDB, because FortiSIEM is Linux it will store the original
SSH key of the device and the SSH discovery will fail

+ How to reset the SSH key
* Run the command: cd /opt/phoenix/bin/.ssh
* (Note: that the "." is not a typo. The above directory path is correct)

* Runthe command: vi known hosts

+ Find and remove the old entry (using dd) and then quit and save the file (:wq!)

23
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If a device is replaced in the CMDB, since FortiSIEM is Linux it will store the original SSH key of the device
and the SSH discovery will fail. To reset the SSH key, follow the instructions shown on slide.
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Troubleshooting Commands—checkWMIMonitorability

* Joplb/phoenix/bin/checkWMIMonitorabililty
* checkWMIMonitorability <ip> <domain> <user> <pwd> <output file>

« If the user or password contains special characters, for example, $, enclose the
password in'’, for example 'password$'

* The command will test every metric available through WMI, whether or not the device
supports that monitor

If the command is successful, the result will be ok

Failed is fine, if you do not have say exchange installed

« If all returned failed, it's probably an incorrect password, or local permissions issue

FoATINET
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This slide shows how to check WMI monitor ability. The command shown on this slide will test every metric
available through WMI, whether or not the device, supports that monitor.

If there is no response from the server, check the following:

+ The WMI configuration has been correctly applied to the remote server.

+  The WMI protocol is allowed through the Windows firewall on the remote server.

» The traffic is not being blocked by an intermediate network device.

+ The discovery process is not being blocked by host antivirus, host IDS, or endpoint protection software.
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Command Result—checkWMIMonitorability

* more <output file name>

rN'gE Tra[ning Institute ©Fortinet Inc. All Rights Reserved

The sample logs on this slide show WMI monitor ability results.
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Troubleshooting Commands—wMIC Output

+ Used for testing WMI permissions and access
» /opt/phoenix/bin/wmic

* wmic -U [domain/]adminuser%password //host <query>

* Example query — select Domain from Win32 ComputerSystem,returns the domain that the machine
belongs to

Example query — list all the services running on the system

FoATINET
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You can use WMIC command for testing WMI permissions and access. This slide shows a few examples of
WMIC command output.
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Knowledge Check

1. Which log file shows device discovery logs?
A. ssh test result.log
vE. phoenix.log

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 27
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Lesson Progress

v Troubleshooting Device Discovery

() System Diagnostics

Disaster Recovery
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Good job! You now understand how to troubleshoot device discovery problems.

Now, you will learn about FortiSIEM system diagnostics.
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System Diagnostics

Objectives

* Install FortiSIEM

Gather system information

* View system services status

« View memory, CPU, disk usage, and health
Use FortiSIEM health check scripts
Collectand check backend logs

NSE Training Institute 29

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in system diagnostics, you will be able to discover and diagnose general
information about the status of FortiSIEM.
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Installing the virtual appliance is straightforward.

First, decide what type of installation you want to deploy and request the appropriate license. For example,
will you need a simple enterprise license or a multi-tenant license? Will you need Windows agents?
Download the correct virtual appliance for your hypervisor. For example, will you deploy FortiSIEM on
VMware, Windows Hyper-V, Amazon Web Services (AWS), or Redhat KVM?

After you've imported the virtual appliance into your virtualization network, and before you start the VM, you
must change some settings on the VM. For example, depending on your network, you must set the correct
amount of memory and number of CPUs.

If the network will be a single-supervisor network, you can use NFS or local storage. If you plan to use a local
virtual disk, remember to add it before you start the VM. Note that the maximum virtual disk size is 2 TB.

The installation process for any FortiSIEM deployment consists of the following steps:

Request a license.

Download the correct virtual appliance for your hypervisor.

Import the virtual appliance into your hypervisor network.

Plan which storage to use.

Edit the virtual appliance hardware settings:

Add memory and CPU based on the needs of the network.

If not using NFS/Elastic Search, add a local virtual disk for the event database for the virtual
machine.

6. Start and configure the virtual appliance in the hypervisor console.

7. Reqgister the virtual appliance.

Finally, start the virtual appliance and configure some basic settings, such as the time zone and event
database location (NFS or virtual disk).

For more information, refer to the FortiSIEM User Guide.

arwON =
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Common Installation Issues

* Most FortiSIEM installations for the VAs themselves go smoothly

« There are some common issues that you will come across, some user related, some
system related

« If the VA does not import at all, or fails over when booting, check the image—there is an
MDS with the image. Cross-check what has been downloaded

* The top three common installations issues:
« User does not complete installation tasks
« User does not add disks required for the installation and event data
» License registration fails—usually time based

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 31

Most FortiSIEM installations for the VAs themselves go smoothly, there are some common issues that you will
come across—some user related, some system related. If the VA does not import at all, or fails over when
booting, check the image. There is an MD5 with the image, cross-check what has been downloaded.

The top three common installations issues:

» User does not complete installation tasks.

» User does not add disks required for the installation and event data.
+ License registration fails—usually time based.
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Installation Issue—License Troubleshooting

* The license process requires two key pieces of information, which must be correctly and
accurately entered into FortiCare
« The license registration code: This is the code received on the Fortinet license certificate

» The system hardware |ID, or UUID: This is a system specific code that is displayed on the license page
of the GUI

B4 FortiSIEM

| Hardware ID: 49A743A0-8084- /= "1 | = @ 51 === l

Select license file:

User ID:

Password:

FoATINET
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The license process requires two key pieces of information, which must be correctly and accurately entered

into FortiCare:

» The license registration code: This is the code received on the Fortinet license certificate.

+ The system hardware ID, or UUID. This is a system-specific code that is displayed on the license page of
the GUIL.

If you enter either of these incorrectly into the FortiCare license registration screen, the license will be invalid
and you must open a FortiCare customer services ticket to correct them.

Ensure the system has internet connectivity to allow the license validation process to complete. If it is not
possible to provide internet access you must complete the offline license procedure.
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Installation Issue—License Troubleshooting

* The following provides a general overview of license information:
* phlLicenseTool [--verify] [--support] [--show]
* phLicenseTool --show: Show the FortiSIEM license
* phLicenseTool -verify: Checkif the license is active. This should return “License matched”

« If you have extended the license:
» The license has to be downloaded again from support. fortinet. com
* phgetUUID- Gets the hardware ID needed to generate license
» License has to be reloaded through GUI https:<super ip>/phoenix/licenseUpload.html

Note: When the license is loaded it uses eth0Q to generate and validate the license
(change on network stops all ph processes)

FoATINET
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This slide shows the CLI commands you can use to view license information.

If you have extended the license:
* The license has to be downloaded again from support.fortinet.com.

* phgetUUID - Gets the Hardware ID needed to generate the license.
* The license must be reloaded using the FortiSIEM GUI.
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Installation Issue—Offline License Registration

* phLicenseTool - Offline License Registration procedure

+ SSH into FortiSIEM, User: root Password: <password>
» cd /opt/phoenix/bin

* ./phLicenseTool --collect license reg.dat

« Email this file back to support and they will return a license file to you
» You can use WinSCP or similar to copy file from FortiSIEM
« Copy this file to /opt/phoenixz/bin
» ./phLicenseTool --install license.dat
» Reboot - You should now be good to go

r"gE Training Institute ©Fortinet Inc. All Rights Reserved 3

When you apply the license, all looks fine, you enter your license details, and the system looks like it has been
accepted, but then the license screen returns, and asks for the license details again.

The commonommon issue here is the time of the virtual machine. Also, check the ESX box itself for the time,
and run a phstatus command to confirm the VA time is correct.

You can use phLicenseTool—the offiline offline license registration procedure, by using the commands
shown on this slide.
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Installation—Adding Additional VA Interfaces

* How do | add a an additional interface to the FortiSIEM VM?
+ Steps:

1. Power off the virtual machine
Add the extra interface
Power back on the virtual machine
Connect over SSH to FortiSIEM
Change directory:
* cd /etc/sysconfig/network-scripts
Clone the configuration file for ethO:
» cp ifcfg-eth0 ifcfg-ethl
7. vi ifcfg-ethl
8. Editthe device and IP address (delete the gateway)
9. Save the file
10. Restart the networking services
* service network restart

il

&
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This slide shows the steps you can follow to add additional virtual machine network interfaces.
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Installation—Temporary Routes
* How do | view the routing table in FortiSIEM?

* On CLI type: route:

» Add or delete the default GW:

rN'gE Tra"'ling Institute ©Fortinet Inc. All Rights Reserved 36

This slide shows how you can add temporary routes on FortiSIEM.
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Installation—Making Routes Persistent

+ To make these persistent, the static route configuration is stored in
/etc/sysconfig/network-scripts/route-int file
« Forexample: /etc/sysconfig/network-scripts/route-eth0

» Define the static routes in the format:

* <network/mask> via <gateway ip> dev <interface>

» service network restart

FoATINET
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* Routes will not appear in the routing table until you restart the network service:

This slide shows you can make routes persistent in FortiSIEM.
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Installation—Best Practices

* |f 10 GB interfaces are available use them!

It is recommended that you put the NFS storage on a separate network card, where
possible

Make reservations for CPU/memory in the hypervisor technology, if possible

For agentless WMI windows log collection, the pull event job limit is 100 Windows devices
per VM

Storage 1/O becomes very important for large deployments

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 38

Use the following best practices when you are installing FortiSIEM:

» If 10 GB interfaces are available, use them.

+ Itis recommended that you put the NFS storage on a separate network card, where possible.

+ Make reservations for CPU/memory in the hypervisor technology, if possible.

* For agentless WMI windows log collection, the pull event job limit is 100 Windows devices per VA.
+ Storage I/O becomes very important for large deployments.
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Gathering System Information

* The script provides a general overview of system information:
» /opt/phoenix/bin/phshowVersion. sh

* phshowVersion.sh
+ Provides license information
+ Provides version information
+ Local disk usage
+ Local network details
« Workers address list
+ Collector details

FoATINET
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If you need to gather information about the FortiSIEM system, you can use the script phshowVersion.sh.
The script provides a general overview of system information that includes:

» License information

» Version information

* Local disk usage

* Local network details

* Workers address list

» Collector details
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Troubleshooting Commands—Viewing System Services Status
* Phstatus

+ Useful information: system load, CPU and memory usage, and uptime of various back-end processes
* The system time is shown in the upper-rightcorner
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You can use the phstatus to view the summary of which services are running. This command provides
useful information, for example, system load, CPU and memory usage, and the uptime of various back-end
processes. All services should be up, as shown in the example on the slide.

If services are down this may indicate:

+ The system is still starting. It can take several minutes for the system to start following a reboot.

+ The system is not licensed. Services will not start if you have an invalid license applied to the system.
» There is a more serious technical problem with the system and it requires further investigation.
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FortiSIEM Components Processes and Functions
I Process Fu;aciion Supervisor | Worker Collector

phMonitor Monitors other proc * * b 4
phDiscover Pulling basic data from target * *
phPerfMonitor Execute Performance Job * * *
phAgentManager Execute event pulling job * * *
phCheckpaoint Execute checkpoint monitoring * * *
phEventPackager Uploading event/svn file to super/worker *
phParser Parsing event to shared store (SS) * * *
phDataManager Save event from SS to Event DB * *

phRuleMaster Decide if rules fire *

phRuleWorker Aggregate data for rules * *
phQueryMaster Merge data from QueryWorker *

phQueryWorker Execute Query task * *
phReportMaster Merge data from ReportWorker *

phReportWorker Aggregate data for Reports * *
phidentityMaster Merge IP Identity info * *
phidentityWorker Collect IP Identity info * *

Apache Receive event/svn file from collector * *

FoATnET
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This slide shows FortiSIEM processes based on components. All back-end processes run mainly on the
supervisor. The workers and collectors are responsible for dedicated tasks, so fewer processes will run based
on the requirement to perform tasks.
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Useful Diagnostic CLI Commands

« df -h: Show the mounted disks and available disk space

« mount: Show the disks available and, if mounted, the options used

* phstatus -a: Show the FortiSIEM process status and extra data like EPS, disk space,
and so on

* top: Show all processes, and which processes are using the most resources
* iostat: Show disk I/O statistics
* nfsstat: Show NFS statistics if an NFS disk is being used for event data
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This slide shows some diagnostics CLI commands:

*+ df -h: Show the mounted disks, and available disk space.

* mount: Show the disks available, and, if mounted, the options used.

* phstatus.sh: Show the FortiSIEM process status.

*+ phstatus -a: Show the FortiSIEM process status and extra data like events per seconds (EPS), disk
space, and so on.

* top: Show all processes, and which processes are using the most resources.

* iostat: Show disk I/O statistics.

* nfsstat: Show NFS statistics if an NFS disk is being used for /data.
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Useful Diagnostic CLI Commands (Contd)

* phtools --stop all: Stop the ph processes

phtools --start all: Startthe ph processes

phtools --change-log DEBUG: Change ph process logging level from INFO (the
default) to DEBUG

killall -9 ph<process name>: Restarta ph process

killall -10 ph<process name>: Turn on debug mode for a ph process

killall -10 ph<process name>: Turn off debug mode if it's already on

FoATINET
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This slide shows use of few more useful diagnostic CLI commands.

* phtools --stop all: Stop the ph processes.

* phtools --start all: Startthe ph processes.

* phtools --change-log DEBUG: Change ph process logging level from INFO (the default) to DEBUG.
* killall -9 ph<process name>: Restarta ph process.

* killall -10 ph<process name>: Turnon debug mode for a ph process.

* killall -10 ph<process name>: Turn off debug mode if it's already on.
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Useful Diagnostic CLI Commands (Contd)

* date: Check the time set on the VM

* Service httpd restart: Restart the httpd (Apache) service

* phxctl start|stop|reboot: Clean stop, start, or reboot

* shutdown -h now: Shutdown the FortiSIEM VM

FoATINET
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This slide shows more CLI diagnostic commands:

* date: Check the time set on the VM.

* service httpd restart: Restartthe httpd (Apache) service.
* phxctl start|stop|reboot: Clean stop,start or reboot.

* shutdown -h now: Shut down the FortiSIEM VM.
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Log and Configuration Files—Supervisor and Worker

* FortiSIEM log file locations—supervisor/worker
+ FortiSIEM (backend) ph process logs:
/opt/phoenix/log/phoenix.log

* FortiSIEM configuration file:
*+ /opt/phoenix/config/phoenix config.txt
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This slide shows the back-end configuration files for processes and applications running FortiSIEM. The main
configuration file of FortiSIEM is phoenix config.txt.

The slide also shows some useful log files, which you can use to diagnose problems, and their location paths.
You can check back-end process logs on FortiSIEM in the main log file: phoenix.log.
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Log and Configuration Files—Collector

* Log file location
« FortiSIEM (backend) ph process logs:
/opt/phoenix/log/phoenix.log
« FortiSIEM collector registration log:
/opt/phoenix/log/regcoll.log

+ Configuration file
* /opt/phoenix/config/phoenix config.txt
= Collector event data file cache directory if the collector can’t upload event data:

= Build up of files will appear in these directories..
* /opt/phoenix/cache/parser/events/

FoATINET
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You can check back-end process logs on the collector in the file phoenix. log and, if you need to check the
collector registration logs, you can find them in regcoll.log.

If you need to make any configuration changes, you need modify phoenix config.txt. If collectoris
unable to upload event data to the supervisor, it will store files in the
/opt/phoenix/cache/parser/events/ folder.
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FortiSIEM—Health Check Scripts

« Provides overall summary and view of FortiSIEM
health

« Health check scripts available from version 5.3.0 of
FortiSIEM

* /opt/phoenix/bin/get-fsm-health.py

* Three ways to get the information:
* ./get-fsm-health.py <super-ip> —u ec2-
user -k
<ssh key> -n <# nodes> -o fsm-aws.txt
./get—fsm-health.py <super-ip> -u <user> -
p
<password> -n <# nodes> -0 fsm- remote.txt

* ./get—fsm-health.py —-local -o fsm-
health.txt

FoATINET
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The health check scripts provides an overall summary and view of FortiSIEM health. It sends the results to
standard output, but it is always recommended to send the results to an external file.
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Collecting Back-end Logs for Fortinet Support
« The phziplogs command provides overall
log summary, and support will need logs to £
troubleshoot issues: s. &
* phziplogs 4 %5 “p
* cd /opt/phoenix/bin o N
./phziplogs <directory>  re———
<numher_of_day5> T} completed duacovery rewuitytgs
* For example ./phziplogs /tmp/mycase 1 s ) phosn log g2
appsvr
« This will create a directory with your case backend P ot i I
number as well as collectlogs for postgres v a—
the number of days to go back to system Pt
+ This grabs lots of information including
phoenix. log files, and so on
+ Itcompresses themin a zipfile ready for * [ phatsun
uploading to support Pt
+ The log name will still be A0Logs . tar oy
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To collect back-end logs, connect over SSH to FortiSIEM machine using root as the username and the
password you set, and execute the command for phziplogs shown on this slide. This will create a directory
with your case number, as well as collect logs for the number of days to go back to. The phziplogs
command collects the logs after enabling debug, if needed. After logs have been collected, remember to
disable debug. The longest length in time is seven days for a back-end pull for each node super, worker, and

collector.
The log name will still be A0Logs. tar. The slide shows an example of content of AOLogs . tar file.
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Knowledge Check

1. An administrator wants to check FortiSIEM license information. Which script will provide
FortiSIEM license information?
¥'2. phshowVersion.sh

B. phstatus.sh

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

v ~ Troubleshooting Device Discovery

| J System Diagnostics

Disaster Recovery
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Good job! You now understand FortiSIEM system diagnostics.

Now, you will learn about the disaster recovery feature.
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Disaster Recovery

Objectives

« Understand the FortiSIEM disaster recovery feature

« Know the prerequisites for a successful disaster recovery
implementation

NSE Training Institute 51

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiSIEM disaster recovery, you will be able to understand and implement
disaster recovery operations in your network.
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Understanding the FortiSIEM Disaster Recovery Feature

© Fortinet Inc. All Rights Reserved. 62

NSE Training Institute

FortiSIEM has a replication feature, designed for those customers who require full disaster recovery
capabilities, where one site is designated to be the primary (active) site, site 1, and the other the secondary
(hot standby) site, site 2. The two systems replicate the primary site (site 1) database. This requires a second
fully licensed FortiSIEM system, where site 1 (primary) and site 2 (secondary) are set up identically in terms

of supervisor, workers, and event storage.
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Disaster Recovery—Under Normal Operations
[ ' SITE1 CLUSTER l mmﬁn?f:c“m os | SITE2 CLUSTER
SHARED STORAGE * SHARED STORAGE
- CMDB AND SWN | ’
| ' SYNC ' | a
SUPLRVISOR X — . SUPERVISOR |.. - |
) . ' TCPS432,TCPI22
WORKE RS :C:l. ._I_.. ‘Q. WORKERS ER, ——I—' :%
[ NORMAL OPERATION
| COLLECTORS UPLOAD TO THE PRIMARY SITE |
‘ | [ DATA IS SYNCHRONIZED TO THE SECONDARY SITE |
COLLECTORS '/CR} :C;}:. :C;(.
t
LOGS /| DATA
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Under normal operations, if collectors are being used, these upload to site 1, the primary site, and buffer by
design, when this site is not available. If disaster recovery is set up and a disaster occurs, then these same
collectors will revert to uploading to site 2, the secondary site, which will now be designated as the primary, or
active, site.

FortiSIEM runs as a single node for SMB or as a cluster with supervisor, worker, and collectors nodes.

To provide disaster recovery features, FortiSIEM must have a secondary system ready on standby to take
over operations, with the following databases replicated from the primary site:

» The CMDB residing in a PostgresSQL database.

» Device configurations residing in SVN-lite on the supervisor node

» Profile data residing on SQLite databases on the supervisor node

+ Event database stored in FortiSIEM EventDB (on local disk or NFS)

FortiSIEM supports disaster recovery for Elasticsearch-based environments as well.
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Disaster Recovery—When Disaster Strikes

mum‘ru {
RSYNC

SITEZ CLUSTER

SHARED STORAGE |
TCP I 22

| CMDBANDSWN | [
SYNC i ‘

| TCPSaM2 TCPIZ2 |

| | DNS UPDATE OR LOAD BALANCER REDIRECT |

CHANGE
ROLE

couscrons 0] o] o

[ COLLECTORS UPLOAD TO SECONDARY SITE

LOGS | DATA |—

SECONDARY SITE IS MANUALLY SWITCHED TO BECOME THE PRIMARY ]

phsecondary2primary command
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There are two tasks that must be done manually: changing the DNS configuration to ensure that users log on
to the secondary server, and promoting the secondary supervisor to the primary role using the

54

When disaster strikes :

+ The secondary (site 2) must become the primary FortiSIEM.

* You must make changes to the DNS configuration so that users log on to the secondary supervisor (site 2),

and that collectors will send events to secondary workers.

When the former primary (Site 1) is recovered and powered up, it will sync missing data with the secondary
site (site 2, the active primary FortiSIEM) after it is added back as a new secondary site.

When you decide to return to the predisaster setup, you can switch the roles of primary (site 2) and secondary

(site 1).

Note that in addition to making the required DNS changes manually, you must also perform the process for
promoting the secondary supervisor to the primary supervisor node manually on the FortiSIEM CLI using the

phsecondary2primary command.
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Prerequisites for a Successful Disaster Recovery Implementation
« Two separate FortiSIEM licenses: one for each site
« The installation at both sites must be identical: workers, storage type, archive setup,
hardware resources (CPU, memory, disk) of the FortiSIEM nodes
+ DNS names are used for the supervisor nodes at the two sites. Make sure that users,
collectors, and agents can access both supervisor nodes by their DNS names
* DNS names are used for the worker upload addresses
« TCP ports for HTTPS (TCP/443), SSH (TCP/22) and PostgresSQL (TCP/5432) are open
between both sites
r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 55
For a successful disaster recovery implementation you need:
» Two separate FortiSIEM licenses: one for each site
+ Identical installations at both sites: workers, storage type, archive setup, and hardware resources (CPU,
memory, disk) of the FortiSIEM nodes
» DNS names are used for the supervisor nodes at the two sites. Make sure that users, collectors, and
agents can access both supervisor nodes by their DNS names.
* DNS names are used for the worker upload addresses.
* TCP ports for HTTPS (TCP/443), SSH (TCP/22), and PostgresSQL (TCP/5432) are open between both
sites.
Disaster recovery operation configuration is available for both EventDB or Elasticsearch-based environments.
For more information, refer to the FortiSIEM User Guide on https://docs.fortinet.com for
configuration of disaster recovery operations in EventDB or Elasticsearch-based environments.
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Knowledge Check

1. To implement a successful disaster recovery operation, what must be identical in both the
primary and secondary sites?

' A Supervisor, workers, and storage type
B. Supervisor, collectors, and storage type
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¥ Troubleshooting Device Discovery

| / System Diagnostics

4 | Disaster Recovery
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Understand discovery deployment scenarios

Use tools to troubleshoot device discovery
Understand discovery logs

Install FortiSIEM

Gather system information

View system services status

View memory, CPU, disk usage, and health

Collect and check back-end logs

Use FortiSIEM health check scripts

Understand the FortiSIEM disaster recovery feature
Know the prerequisites for a successful disaster recovery implementation
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives you covered in this lesson, you will be able to troubleshoot device discovery,
perform system diagnostics, and implement disaster recovery operation for FortiSIEM.
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