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Lab 1: Attack Methodology

In this lab, you will exploit a SQL injection vulnerability, and then you will upload a web shell to gain full access to
the Linux-Server VM.

Objectives

* Exploit a SQL injection vulnerability
¢ Upload a backdoor web shell to the Acme Corp billing portal

Time to Complete

Estimated: 20 minutes

7 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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Exercise 1: SQL Injection Overview

This exercise provides an overview of SQL and SQL injection attacks. If you are already familiar with SQL queries
and SQL injection attacks, go to Exploiting a SQL Injection Vulnerability on page 10

SQL Overview

SQL is a language used to access and manipulate databases. Websites use SQL to store and retrieve data from a
database. When a website uses a database to retrieve information, it typically uses user input from a web form to
build the query.

The following example shows a website that queries a database table for product items, based on user input:

Product Search

Please Enter the Product ID number to search for

Product ID: [75923 | Search

The HTML for this page looks like the following image:

<p>Product Search<br:

{p><br»

Please Enter the Product ID number to search for</p>
</center>

</center:

<form action="search.php” method="post™:>

<p> Product ID: <input type="text" name="ProductId" />
<input type="submit" value="Search" /></p»
</center:>

The following image shows the product table:

ProdID Description QuantityOnHand UnitPrice SupplerID
78919 plastic bolt 0 9.95 234
78920 metal screw #5 12 14.95 416
78921 metal screw #4 8 7.95 613
78922 metal screw #3 7 3.95 234
78923 metal bolt 52 12.95 234

The user input, 78923, when submitted to the server-side code, makes the following query to the products table in
the database:

$sgl = "SELECT Description, QuantityOnHand, UnitPrice FROM products WHERE
ProdID="'".$ POST['ProductID']."';

After adding the user input, the SQL query looks like the following example:

SELECT Description, QuantityOnHand, UnitPrice FROM products WHERE ProdID =
'78923"

This query will return the description, quantity on hand, and unit price for the product with ID 78923.

FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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ProdID Description QuantityOnHand UnitPrice SupplerID
78919 plastic bolt 0 9.95 234
78920 metal screw #5 12 14.95 416
/8921 metal screw #4 8 7.95 613
78922 metal screw #3 7 3.95 234
|?8923 metal bolt 52 12.95 234|

SQL Injection Overview

SQL injection can occur when the user input is not validated and is used directly in a SQL query. When this
happens, the logic of the query's originally intended action is changed.

If an attacker enters the following text in the Product Search form:

78923'; UPDATE products SET UnitPrice = '0.00' WHERE ProdID = 78923';--
mycomment

The server-side query will look like the following example:

SELECT Description, QuantityOnHand, UnitPrice FROM products where ProdID =
'78923"'; UPDATE products SET UnitPrice = '0.00' WHERE ProdID = '78923';--
mycomment

This example query contains the following two commands:

The first command, SELECT Description, QuantityOnHand, UnitPrice FROM products where
ProdID = '78923"', queries the database for the product with an ID of 78923.

The second command, UPDATE products SET UnitPrice = '0.00' WHERE ProdID = '78923',
updates the price of the product with an ID of 78923.

The attacker can use other commands to perform even more destructive actions, such as deleting entire tables, or
displaying entries from the users' tables along with their passwords. This vulnerability exists when the input fields
of the web application are not sanitized. Unsanitized input fields allow attackers to exploit the database using SQL
meta characters, which are special characters that SQL interprets to perform specific functions, to alter the SQL

query.

The following table lists some examples of SQL meta characters:

SQL meta character Description

Single quotation marks are used as a delimiter to mark the beginning and end
of avalue. For example, ProdID = '78923"'.

A semicolon is used to end a SQL statement.
Double dashes are used for comments. All information after the double

dashes is ignored. Note: For MySQL, the last dash must be followed by at
least one white space or control character.

FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.



DO &LQ;E &Etﬁg] &UL\lrICﬁon Vulnerability Exploit the Web Form
© FORTINET

Exercise 2: Exploiting a SQL Injection Vulnerability

The company you are going to breach is Acme Corp. During your reconnaissance, you discover a web application
that Acme Corp uses for its billing portal. You determine that the web application is vulnerable to SQL injection.
You will exploit this vulnerability to log in to the billing portal. After you gain access to the portal, you will upload a
web shell. This web server can act as a pivot point that you can use to penetrate deeper into the organization.

Exploit the Web Form

You will use SQL meta characters to gain access to the Acme Corp billing portal.

To access the billing portal

1. On the Remote-Host VM, open a Google Chrome browser tab, and then navigate to the Acme Corp billing portal at
http://billings.acmecorp.net.

2. Inthe Username field, type ' (single quotation mark).
3. Inthe Password field, type pass.
4. Click Logon.

The following error appears:

You have an error in your SQL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use near 'pass'' at line 1

If the server-side SQL query is SELECT * FROM users WHERE username =
'<user input>' and password = '<user input>',you canassume that
after entering the username and password, the resulting SQL query willbe SELECT *
FROM users WHERE username = ''' and password = 'pass'

vig o : . .
1-9-' The query will fail because the username value contains three single quotation marks

(' ' )in arow. The failure means that the web form inputs are not sanitized, and the
web form is passing SQL meta characters into the query. An attacker can take
advantage of the unsanitized web form by using the SQL meta characters to bypass
username and password requirements.

To simplify this lab, you will use the username jsmi th to gain access to the billing
portal without a password.

To create the SQL injection

1. Modify the following SQL query with a username value that uses the SQL meta characters necessary to bypass
password verification:
SELECT * FROM users WHERE username = ' ' and password = ' !

FortiSandbox 4.2 Lab Guide 10
Fortinet Technologies Inc.
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You learned that semicolons (; ) are used to end a SQL statement and double dashes

(--) are used to enter comments. So, if you enter jsmith'; -- for the username,
Ny and pass for the password, the resulting query will be SELECT * FROM users
- - WHERE username = 'Jjsmith';-- ' and password = 'pass';.
9 When the query is executed, the SQL engine will ignore everything after the double
- dashes (--), which comments out the password portion of the query. The result is
the following query:
SELECT * FROM users WHERE username = 'Jjsmith';
2. Inthe Username field, type jsmith'; --. (Remember to add a space after the double dashes.)
3. Inthe Password field, type pass.
4. Click Logon.

The login is successful.

]
..‘ ’.- This method of creating a SQL injection statement requires that the user jsmith
9 already exists in the user table in the database. If the user does not exist, this SQL
- injection statement will not work.

To upload the web shell

1. Continuing on the Chrome browser tab, click Choose File.

2. Click Desktop > Resources > Lab 1 - Attack Methodology > b374k.php, and then click Open.
3. Click Upload Invoice.

4. The following confirmation appears:

The file b374k.php has been uploaded to our uploads directory. You, will be
redirected back to the mainpage in 10 seconds

\ LN
b -
You can see that the file is uploaded to the uploads directory. After the web page is
redirected to the main page, you will use a URL to access the web shell.

To access the web shell

1. Open a new Chrome browser tab, and navigate to http://billings.acmecorp.net/uploads/b374k.php
A password prompt opens.

[ Billing Portal

¢ b374k

11 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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2. Typeb374k.
3. Click Go.
The web shell opens.

[* Biliing Farral

Linux Llinux-server 4.13.8-36-generic #40~16.04. 1-Ubuntu SMP T'ri Teb 16 23:25:58 UTC 2018 x36 G4

h314k Apache/2.4.18 (Ubuntu)

server ip @ 10.206.2.19 | your ip : 108.61.1.18 | Time @ Server : 21 Mar 2018 09:38:28

wiw-data »  shell cormand

oWner:group modiFfled

A web shell is a script that can be uploaded to a web server to enable remote
administration. While it is useful for system administrators, it can also be used by an
attacker to gain access to an organization's network, because the infected host can
act as a pivot. Web shell features include:

» File manager (view, edit, rename, delete, upload, download)
¢ Command execution

N ) * Script execution

b ] >
9 » Shell access
- » Database-management system connection
-

« SQL explorer
* Process list and task manager

After uploading the web shell, an attacker can use it to leverage other exploitation
techniques to escalate privileges and issue commands remotely. The remote
commands are directly linked to the privilege and functionality available to the web
server and may include the ability to add, delete, and execute files, as well as the
ability to run shell commands, other executables, or scripts.

Navigate Using the Web Shell (Optional)

You will use the web shell to navigate the web server directories and determine the username and password used
by the web form to connect to the MySQL database.

To navigate using the web shell

1. Note the navigation path. It contains links to navigate directories.

FortiSandbox 4.2 Lab Guide 12
Fortinet Technologies Inc.
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|9 Eilling Fortal

Ioux 1in ervar 4 13 8-36-generic #46~16.A4_1-Uhuntu SMP Fri Feh 16 73:75:58 UTC 2818 xB6_f4

h31 A Apache/2.4.18 (Ubuntu)

server ip : 10.290.2.10 | your ip : 100.64.1.19 | Time @ Server : 21 Mar 2018 19:83:13

win-data > - shell command -

2. Click html.
| Eilling Fortal

ooy Tinme-server 4 13_6-36-generic #48~16.64_1-Uhuntu SMF Fri Feh 16 ?3:75:58 UTC 7818 xAf_64

h31 'S Ppache/2.4.18 (Ubuntu)

server ip : 10.290.2.10 | your ip : 100.64.1.19 | Time @ Server : 21 Mar 2018 19:83:13

win-data > - shell command -

The html folder contents appear.
[ Biling Portal

Linux LLw-Server 4.135.B- 36- generic #38~16_63.1-Ubuntu 5MF Fri eb 15 £3:25 58 UIC ZB1E xb6_b4

b31‘k Aparnef? 4 1K (Uhuntu)

server ip - 18 788 7 16 | your 1p - 188 A4 1 18 | Time € Server - 71 Mar 7818 16-18-15

we-data > - shell cormard -

3. Use the web shell to determine the username and password that the web form uses to connect to the MySQL
database.

Hint: Navigate to the /var/www/html directory, and view the login.php file.

Remove the Web Shell

You will remove the web shell from the uploads directory.

13 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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To remove the web shell

1.

2,
3.
4. You will see the following page:

Note the shell command field.

| Eilling Fortal

Howx Tinme-server 413 8-36-generic #48~16.83_1-Ubuntu SMP Fri Feh 16 ?3:75:58 UTC 7818 xA6_fd

'S Ppache/2.4.18 (Ubuntu)
h31 : 21 Mar 2018 10:03:13

server ip : 10.2090.2.10 | your ip : 100.64.1.19 | Time @ Server

wan-datta >

Inthe shell command field, type rm /var/www/html/uploads/*.

Press Enter.

G bITH 2B x |+
<« C A Notsecure | billings.acmecarp.net/iuploads/b374k.php?
@ Eilling Partal

Linug bnuz-server 4.15.0-142-generic #146~16.04. 1-Ubuntu SMP Tue Apr 13 09:27:15 TUTC 2021 x36_6&4 password | log out

Apache/2.4.18 (Ubuntu)
M{ server ip 0 10.20002.211 | yeurip - 10.200.2.210 | Time @ Server : 27 Jun 2022 17:10:54

o fwar {www { bl fuploads
28 o |fVarfWWthtm|fUp|DadS.l" || view file / folder |

www-data >

rm: cannot remove "fvarfwww/html/uploads/**: No such file or directory

Jayalah Indenesialoy ©2022 H374k

5. Refresh the page.

FortiSandbox 4.2 Lab Guide

A Confirm Form Resubmission prompt appears.

Confirm Form Resubmission
The page that you're looking for used information that you entered,

Returning to that page might cause any action you took to be
repeated. Do you want to continue?

Cancel

6. Click Continue.
7. An error message appears.

Fortinet Technologies Inc.
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[ Billing Portal
Not Found

The requested URL /uploads'®3 74k php was not found on this server.

Apache2.4 18 (Ubunrw) Server ar 10.200.2. 10 Porr 80

The error message verifies that the b374k . php file has been removed from the uploads directory.

8. Close Chrome.
9. Close the Remote-Host VM browser tab.

15 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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Lab 2: FortiSandbox Introduction

Remove the Web Shell

In this lab, you will perform the initial configuration tasks required to deploy FortiSandbox in the lab network.

Objectives

Review the interface settings

Configure the system time

Configure the idle timeout

Load the tracer and rating engine package
Configure VM internet access

Verify the guest VM images

Configure the scan profile

Configure the package options

Configure alert emails

Configure verbose logging

Verify the installation using CLI commands

Time to Complete

Estimated: 30 minutes

FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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Exercise 1: Deploying FortiSandbox

In this exercise, you will verify the network interfaces, and configure the system time and VM internet access on
FortiSandbox. You will also load the tracer and rating engine package, and verify the guest VM images, configure
the scan profile and malware package options, disable the uploading of any malicious samples to the Sandbox
Community Cloud, and configure verbose logging.

Verify the Network Interfaces

You will verify the configured IP addresses and subnet masks, as well as the default gateway.

To verify the network interfaces

1. Open an SSH session to the FortiSandbox VM.

2. Enter the following CLI command to view the list of FortiSandbox interfaces and their preconfigured IP addresses:
show
The interface list should match the following example:

Configured parameters:
portl IPuvd4 [IP: 18.288.4.213/24 MAC: B8:58:56:A1:
MTU: 1588
port2 IPv4 IP: 18.8.1.213724 HMAC: HHB:58:56:A1:E1:B3
MTU: 1588
port3 [Puvd [IP: 1808.64.1.213-/24 MAC: B88:58:56:A1

MTU: 1588

port4d IPv4 IP: 192.168.8.213-24 MAC: BA:58:56:A1
MTU: 1588

[Pvd Default Gateway: 18.2808.4.254

Administration interface(s): portl portd

API interface(s):

s
- >
The port4 interface does not appear in the network diagram. It is strictly used for
management access from the NSE Training Institute environment.

3. Close the SSH session browser tab.

Configure the System Settings

You will access the FortiSandbox GUI and configure the host name, system time, and idle timeout. You will also
upload the sandbox engine package.

17 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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To configure the host name

1. On the FortiSandbox GUI, log in with the username admin and password password.
2. Click Dashboard > Status.
3. Onthe System Information widget, in the Hostname field, click the edit icon.

System Information S oo
Firrmaare Wersion v 2.0 buildD 192 (Ga) &
Hostname FSA‘JMDDDDDDlDDB
Serial Number FEAVMOOD000 10086
Systerm Configuration Last Backup: N/
Svstem Time 2022-05-25 135729 FDT A

4. Inthe New Name field, type FortiSandbox.
5. Click Apply.
6. Click Back.

To configure the system time

1. Continuing on the FortiSandbox GUI, on the System Information widget, in the System Time field, click the 4

icon.
System Information S oon
Firmware Wersion v 2.0 build0192 (GA)
Hostname FortiSandbox
Serial Murnber FSAVMODOO00 10056
Svstem Confizuration Last Backup: N/ 7
Systermn Time 2022-05-2513.54:47 FDE
Unit Type Standalone
Uptime & dav(s) O hourls) 33 minutels)
Usarnarme admin

2. Inthe Time Zone drop-down list, select your local time zone.
3. Click Apply.
A confirmation prompt appears.

FortiSandbox 4.2 Lab Guide 18
Fortinet Technologies Inc.
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Confirm

Are you sure you want to change system timezone?

Cancel

4. Click OK.
5. Click Synchronize with NTP Server.
6. Click Custom.
7. Inthe Server field, type pool .ntp.org.
Systemn Time
2022-05-25 14:00:51 POT
Tirne fone
| [GMT-8:00Pacific Time(US&Canada) W
) Set Time
Hour 14 Minute Second | 30
Month May Day 35 Year Y
(® Synchronize with NTP Server FortiGuard BeIEG
Server |pc>u|.ntp.ﬂrg |
8. Click Apply.

9. Wait for a confirmation.

The system might log you out. If this occurs, go to step 11.

] System time settings were changed successfully. You might need tologin again. X

10. Inthe upper-right corner of the screen, click admin, and then click Logout.

admin~

@ Change Password

(% Logout

11. Log back in to the FortiSandbox GUI with the username admin and password password.

19 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
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To configure the system settings

1. Continuing on the FortiSandbox GUI, click the System > Settings.
2. Intheldle Timeout field, type 480.

Idle timeaut: |4B'D pninutes [1-480 mins)
Language: Engalish El
Report Saving Days: g8 days [1-28 days)

3. Click OK.

To load the sandbox engine package

1. Go to the Local-Host VM, open Firefox, and log in to the FortiSandbox GUI with the username admin and
password password.

A\
- -
Firefox is preconfigured with bookmarks for all lab devices. The tracer and rating
engine package is located in the Resources folder on the Local-Host VM.
1. Click System > FortiGuard.
2. Inthe Upload Package File section, click Select File.

3. Click Desktop > Resources > Lab 2 - FortiSandbox Introduction > engineupdate-0OSFSA 4.2.0 r030
t264.fsal00.combine.pkg, and then click Open.

4. Click Submit.

Module Mame Current Version Last Check Time

AntiVirus Scanner 00006.002686 2022-07-04 16:38:25
AntiVirus Extended Signature 00090.03045 2022-07-04 16:38:25
Antivirus Active Signature 00020.021332 2022-07-04 16:38:25
AntiVirus Extreme Signature 0002003075 2022-07-04 16:38:25
Network Alerts Signature 00002.03004 2022-07-04 16:38:25
Sandbox System Tools 0400200021 2022-07-04 16:38:25
Sandbox Rating Engine 04002.00000 2022-07-04 16:38:25
Sandbox Tracer Engine 04002.00000 2022-07-04 16:38:25
Traffic Sniffer 0000500239 2022-07-04 16:38:25

I Unload Packaze File: &3 Select File : engineupdate-OSFSA_4.2.0_r030_1264 f5a100.combine.pkg I

5. Click OK.
Wait until the package loads. This may take up to 10 minutes.

FortiSandbox 4.2 Lab Guide 20
Fortinet Technologies Inc.
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Upload Package File: &b Select File : engineupdate-OSFSA_4.2.0_r030_t264.fsa 100 combine pkg

I & Uploading I

& Downlcac Leg @ 0 HistoryLeas | (@ Search

= QFker. |
E] D Irre Level Message
1 M2 OT-LATARNE information AT 3mat initialising VR images for FRAWMONCIIN 1008 S
> AR AOT irformAation WMAMER T i TFacar 13001 as baecha pac fror —ocda? 20 e 6 0An=E2 2 Whhed o 3
B HIEEA e nAlicn WRARACE L) Ao il | L8] (LT A B PR TTE B TN WY& P L e T8 TR o B o WS B pty IO (T AT & it
4 MIEEANS inlcanlicm WIS e il i I e < e R ATATIDETTHTOEE S
3 M s inonlion | WRAMEZH LY Wi owes raee 150 bs beesrchang oo froenndd 1 dSee FRI0C 0L »IE00Y RS A4 Sr wcdo S0 2 ded oldeUo co0E 2400k e
& AL 0 LAAEAL e WAL M alid Lis s rozo i o

6. Click Log & Report > Events > System Events.
7. Verify that the package is installed successfully:

# Date/Time Level User Message

1 2022-07-04 17:44:59  information admin The new package file user submitted is successfully installed.

2 2022-07-04 17:44:5%9  information system Successfully installed Sandbox Tracer Engine, ver: 0400200244
] 2022-07-04 17:44:57  information system F5A-ICAPR s starting

4 2022-07-04 17:44:57  information system FSA-MTA: fsamta is starting

5 2022-07-04 17:44:57  information system FSA-BCC: fsabccis starting

o] 2022-07-04 17:44:57  information system Sandbox Tracer Engine is ready.

7 2022-07-04 17:42:36  information system Successfully installed Sandbax Rating Engine, ver: 04002.00030
51 2022-07-0417:43:15  information system Sandbox Rating Engine is reacy.

g 2022-07-04 17:38:07  information admin User successfully submitted a new package file.

Configure the Guest VM Settings

You will configure the port3 gateway and DNS settings to allow VM internet access. Then, you will verify the guest
VM images, and configure the scan profile and malware package options.

To configure VM internet access

1. Continuing on the FortiSandbox GUI, click Scan Policy and Object > General Settings.
2. Selectthe Allow Virtual Machines to access external network through outgoing port3 checkbox.

Upload 5etlings
Upload malicious and suspicious file information to Sandbox Community Cloud
[ ] Submit suspicious URL to Fortinet WebFilter Service
[ Upload statistics data to FortiGuard service

Allow Virtual Machines to access external network through outgoing port3

3. Configure the following settings:
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Field Value

Gateway 100.64.1.254
DNS 10.200.2.10
4. Click OK.

5. Click Dashboard > Status.
6. Inthe System Information Widget, verify that the VM Internet Access icon is green.

Connectivity and Services

@ @ © 0o O | @

7. Ifthe VM Internet Access icon is still red, wait a few minutes, and then refresh the widget.

To activate the guest VM images

1. Continuing on the FortiSandbox GUI, click Scan Policy and Object > VM Settings.
2. Verify that there is a Windows 7 VM image.

Actions Name Status Enabled Clone# Load# Browser Extensions

» W [WIN7X86SP1016v3 @ activated | € 0 0 [OriginalDefault v

' The FortiSandbox VMO0 appliance does not include any preinstalled VM images.

.“ "_. They must be downloaded and installed manually, which can take a significant
q amount of time. You can view the available images in the Optional VMs section.
—

To save time, the Windows 7 VM image has already been downloaded for the lab
environment.

3. Double-click the WIN7X86SP1016V3 clone field:

Actions Name Status Enabled Clone # Load# Browser

| WINTX865P1016VE @& activated © [o] o [originalDefaut

>

In the text field, type 1.
Click the check mark.

o

Actions Name Status Enabled Clone# |Load# Browser

o WIN7X865P1016v2 @& activated & 0 | OriginalDefault v

6. Scroll down to the bottom of the page, and click Apply.
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Note that currently, the guest VM image does not have any Extensions assigned. This is because you have
not configured the scan profile.

To configure the scan profile

1. Continuing on the FortiSandbox GUI, click Scan Policy and Object > Scan Profile.
2. Inthe Pre-Filter section of the profile, enable Flash files and Web pages.

Scan Profile

e o

Fooregsll = llig g <lac e e Lyses,

& Feeoimahlzs O [ ik dso moss S A orhccroonmorts @ Flashhizs _@ ” [8 wiobpages @ I Compeesace srchives T # Aocrcidclcs B

[3 b fil ey b Linus "l ! "2 LIRL ve_erlion (o ] e Llser definee e engong

MOTEs: N MIETYPE PraT 1T IuE AP 16 12 EUD ™ B4 I0F W1a 2 I ar, a03|% #M2 &N F3INIZ 2eICE (9e0ce 31 FIPH P3N, HISE Tron 23 DEIT anc, FortIMAILAN: 220K SN3re ane SLays processsd

3. Inthe Advanced section, enable and change the VM Scan timeout for non-executable file value to 180 (3
minutes).

Enable and change the VM Scan timeout for URL value to 240 (4 minutes).
Click Apply.

Click the VM Association tab.

In the Extensions column, click the edit icon (f).

In the WIN7X86SP1016V3 section, click the Scanned File Types section.

Pre-Filter WM Association Advanced

= WIN7X865P1015V3

© N o o A

iEi |nstalled Applications I Scanned File Types

Windows 7 Professional SP1 Build 7601 x36 (6.1.7601)
Based on WIN7X865P1016 Revision 2

Internet Explorer 11.0.9600.178431S(11.0.20)
Microsoft Edge 99.0.1150.39 (32 hit)

Mozilla Firefox 97.0.1 (32 bit)

Google Chrome $9.0.4844.51 {32 bit)

Microsoft Office Home and Business 2016 - en-us 16.0.4266.1003 v

9. Inthe Select Extensions pane, select the following categories:
¢ Executables
¢ PDF documents
¢ Office documents
¢ Flash files
¢« Web pages
¢ Compressed archives
¢ URL detection

10. Click X to close the Select Extensions pane.

Select Extensions | 4

[® Executables(10)
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11. Click Apply.
12. Click Scan Policy and Object > Scan profile > VM Association.
13. The Extensions column should now match the following example:

Mame Extensions #

WEELink, bat, cmd, dll, doc, docm, docx, dot, dotm, dotx, eml, exe, htm, igy, jar, js, jse, Ink,
WIN7XB05P1016 msg,msLonetowdfrpotrpotm,potxrppam pps, ppsm, ppsx, pot, pp m,pi)tx,ps , it
scr, sldm, sldx, 5 rthmx,up:n{rurlrvbs,wsf,x[am,xlsrxlsbrxlsm,xlsx,xltrx tm, xx, zip

vis
b -
After a scan profile configuration change, FortiSandbox reinitializes the guest VM
images. This is why the Status column may show installed instead of activated.

14. Click Log & Report > Events > VM Events.
15. Verify that the scan profile was updated successfully.

# | Date/Time Level User Message

1 202204-28 23:16:14 information admin Scan Profile was updated successfully.

2 2022-04-28 23:15:54  information admin Scan Profile was updated successtully.

3 2022-04-28 23:15:13 information system  VWMINIT: Start initializing VM images for FSAYVMO0000010086.
4 2022-04-22 23:15:08 information system  VMMGRD: VM profile has been changed.

Configure the Package Options

You will configure the definitions that will be included in the antivirus and URL packages that FortiSandbox
generates.

To configure the package options

1. Continuing on the FortiSandbox GUI, click Scan Policy and Object > Threat Intelligence.
2. Inthe Malware Package Options section, select the Medium Risk checkbox.

Malware Package Options

Includes past 3==| day{s) of data.(1-365)

Includes job data of the following ratings:
Malicious

High Risk
Medium Risk]

3. Inthe URL Package Options section, select the Medium Risk checkbox.
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URL Package Options

Includes past 3==| dayls) of data. (1-365)

Includes job data of the following ratings:
Malicious

High Risk
Medium RisK |

4. Click OK.

Configure Alert Emails

You will configure and test alert emails.

To configure alert emails

1. Continuing on the FortiSandbox GUI, click System > Mail Servers.
2. Configure the following settings:

Field Value

SMTP Server Address 10.200.2.100

Email Account fsa@acmecorp.net

Login Account fsa@acmecorp.net

Password Fortinet1!

Confirm Password Fortinet1!
The 10.200.2.100 hostis the FortiMail located in the DMZ of the lab network. The
fsa@acmecorp.net account has been preconfigured.

3. Select the Send a notification email to the global email list when Files/lURLs with selected ratings are
detected checkbox.

4. Inthe Global notification email receivers list field, type admin@acmecorp.net.
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Send a notification email to the global email list when Files/URLs with selected rating are detected

Global notification email receivers admin@acmecorp.net
list (separated by comma):

5. Click OK.
6. Click Send Test Email.
7. You should receive a success message that looks like the following example:

& Test email was sent out. Please check your mail box X

To view the test alert email

1. On the Local-Host VM, open Thunderbird.

A\
- -
q Thunderbird has been preconfigured with the admin@acmecorp.net email account.

N

Click admin@acmecorp.net > Inbox.

ol

Verify that you received the email.

ok ) Subject = Coresponderts & Date ~|B
-crt Sandbox FSAVMODI00007 0086 1 FortiSanbox (10,2004,212) "est Emzil For Motif,, - faaizcmecara et | 222ak

Frurn “sa@a_rnecorpnel gy 3 Reply = Formsrd 5 Archive ) lunk ] Deleze  More w
Subjec: FortiSandbox FSAYMOOD000 10085 f For tiSanbox (10.200.4.213) Test Email For Notification Alert 237 AM

To Mz <admin@acnzcomp.nets ¥

>

Close Thunderbird.
5. Close the Local-Host VM browser tab.

Disable the Uploading of Malicious Samples

You will disable the uploading of the malware test samples to the Sandbox Community Cloud. You will do this to
make sure that FortiSandbox does not upload any information related to the malware test samples to the
community cloud.

To disable uploads to the Sandbox Community Cloud

1. Return to the FortiSandbox GUI, and then click Scan Policy and Object > General Settings.

2. Inthe Upload Settings section, clear the Upload malicious and suspicious file information to Sandbox
Community Cloud checkbox to disable it.
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General Options

Upload Settings

[ Upload malicious and suspicious file information to Sandbox Community Cloud

[] Submit suspicious URL to Fortinet WebFilter Service

[[] Upload statistics data to FortiGuard service

3. Click OK.

Enable Verbose Logging

You will enable verbose logging on FortiSandbox. This level of verbosity is useful for troubleshooting and lab
environments, however, it is not recommended for day-to-day operations.

To enable debug level logging

1. Continuing on the FortiSandbox GUI, click Log & Report > Log Settings.
2. Select the Debug Logs checkbox to enable it.

Enabled Log Level
v Alert Logs
Critical Logs
Error Logs
[+ Warning Logs

Information Logs

Debug Logs

3. Click Save.

To enable different inputs for the event log

1. Continuing on the FortiSandbox GUI, click Scan Policy and Object > General Settings.
2. Inthe Enable log event of file submission section, select the Devices and Network Share checkboxes.
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Enable log event of file submission

Devices
[ Adapter

I MNetwork Share I
ICAP

BCC Adapter
[1MTA Adapter

3. Click OK.
4. Log out of the FortiSandbox GUI.
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Lab 3: Diagnostics

In this lab, you will run some very common diagnostic commands on FortiSandbox. These diagnostic commands
are useful when you run into issues and need to troubleshoot the problem.

Objectives

¢ Review a list of commands
¢ Verify installation
¢ Gather system information

Time to Complete

Estimated: 15 minutes
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Exercise 1: Running Diagnostics

You will run some diagnostic commands on FortiSandbox using the FortiSandbox CLI.

Run Diagnostics

You will access the FortiSandbox CLI, and run some diagnostic commands to verify your installation.

( )

Take the Expert Challenge!

¢ Open an SSH connection to the FortiSandbox VM.
e Type 2, and then press Enter to list the available CLI commands on FortiSandbox.
* Use appropriate CLI commands to answer the following questions:

« How many different versions of Microsoft Office licenses are installed?
¢ Which three FQDNSs are used to test Wget speeds?
» Which two URLSs are used to validate the web filtering service?

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\_ J

To navigate the CLI

1. Open an SSH connection to the FortiSandbox VM.

2. Type the following command to list the available CLI commands on FortiSandbox:
?

3. Review the list of commands. They are grouped into the following three categories:
e System
e Utilities

e Diagnostics

To verify the installation

1. Continuing on the FortiSandbox CLI, type the following command to list the installed Microsoft license keys:
vm-license -1 (lowercasel)

Using the list of license keys, you can verify how many different versions of Windows and Microsoft Office
your FortiSandbox can support in guest VM images.

2. Type the following command to run the network tests:
test-network
3. Wait until all of the tests complete, and then review the information. Make a note of all the FQDNs used in all the
tests.
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www.google.comand www.fortinet.com: Used to validate general internet connectivity and web filtering
service

e fsavm.fortinet.com: Used to validate connectivity to the FortiGuard VM image download server
e go.microsoft.com: Used to validate connectivity to the Microsoft license validation servers

4. Review the output for the web filtering service tests, and then make a note of the URLs used in the rating queries.

O B L b o B B B B

Gather System Information

You will use various CLI commands to gather system information.

To gather system information

1. Continuing on the FortiSandbox CLI, type the following command to display the system information:
status
From the output, you can view the following information:

¢ Device serial number
¢ Firmware image version
¢ License status for VM appliances
¢ Disk allocation and usage
¢ Guest VM image initialization status
¢ Guest VM internet access status
2. Type the following command to display hardware information:

hardware-info
3. Answer the following questions:

¢ How many CPUs are allocated to this VM?
¢ How much RAM is allocated to this VM?

4. Type the following command to display the system performance information:
diagnose-sys-perf
6. Type the following command to display the system's running processes:

diagnose-sys-top

‘\ ! !' The diagnose-sys-top command generates an auto-refreshing output of the
system's running processes, and their respective resource utilization values in real
9 time. It is a quick way to determine which process is currently demanding the most
- CPU and RAM utilization.

7. Press g to stop the output.
8. Close the SSH session browser tab.
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Lab 4: Protecting the Edge

In this lab, you will configure FortiGate to submit files to FortiSandbox. You will verify your configuration using
multiple malware samples. You will also run some FortiGate debug commands and analyze the output.

Objectives

» Configure FortiGate to submit files to FortiSandbox for inspection

¢ Block URLs based on FortiSandbox threat intelligence

¢ Monitor FortiSandbox inspection results and statistics for the inspected files
¢ Use Inline Scanning Configuration

¢ Troubleshoot connection issues between FortiSandbox and FortiGate

Time to Complete

Estimated: 90 minutes
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Exercise 1: Integrating FortiSandbox With FortiGate

In this exercise, you will integrate FortiSandbox with FortiGate. You will configure an antivirus profile to offload
files to FortiSandbox. You will then verify your configuration using multiple malware test samples and observe the
behavior of FortiSandbox. Finally, you will configure block URLs that are reported as malicious by FortiSandbox.

Configure FortiGate System Time

You will configure the system time zone and enable synchronization with a custom NTP server on FortiGate.

To configure the system time zone

1. Open an SSH session to the FortiGate VM.

2. Type the following commands to see the time zone codes:

config system global
set timezone ?

The available time zone codes are displayed.

3. Determine your local time zone code, and then type the following commands to configure the time zone:

set timezone <code>
end

To configure a custom NTP server

1. Continuing on the FortiGate CLI, type the following commands to configure a custom NTP server:
config system ntp
set type custom
config ntpserver
edit 1
set server pool.ntp.org
next
end
end

2. Close the FortiGate SSH session browser tab.

Configure FortiSandbox Integration

You will configure the settings required to integrate FortiGate with FortiSandbox. You will then authorize FortiGate
on FortiSandbox, and then verify the connectivity between the two devices.

To configure the sandbox settings on FortiGate

1. On the FortiGate GUI, log in with the username admin and password password.
2. Click Security Fabric > Fabric Connectors.
3. Double-click FortiSandbox.
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+ CreateNew | & Edit 1 Delete
Core Network Security

2= 3

Security Fabric Setup FortiAnalyzer Logging

Disabled Disabled

@)

Cloud Logging

Disabled

Other Fortinet Products

I El

FortiSandbox FortiManager

Disabled Disabled

4. In the Status field, click Enabled.
5. Inthe Server field, type 10.0.1.213.

Edit Fabric Connector

Other Fortinet Products

(V]

by

)

FortiSandbox

OrLLaananox Settings

Status Y] © Disabled

Server 1001213
: Test Connectivity '
Notifier email | |
vis _ I . ,
- - Because you already configured the alert email settings on FortiSandbox, you will not

configure the Notifier email setting. Configuring this setting on FortiGate will duplicate

= the alert emails.
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6. Click OK.
7. Double-click FortiSandbox again.
The Connection Status field displays the following error:

Edit Fabric Connector

Connection Status
& Unreachable or not authorized

¥ Refresh

Other Fortinet Products

o
Dynamic Malware Detection

}
\ersron
FortiSandbax not loaded
URL Threat Detection
FortiSandbox Settings [
Status CNSEAERN € Disabled 00
Server 100.1.213 S
Test Connectivity 0 @& View
Notifier email

Sandbox Statistics (last 7 days)
File type Detected

You must authorize FortiGate on FortiSandbox.

To authorize FortiGate on FortiSandbox

1. On the FortiSandbox GUI, log in with the username admin and password password.
2. Click Security Fabric > Device.
3. Click FortiGate.

LCevics Mame Serial Malicious High Medium Low Clean Othars MalPkg URLPkz Auth  Limit Statls
O FortiGate FSVM 1WO000 14044 4 o o] 0 ] a ] NiA RI/A <5 O ) ®

4. Inthe Permissions & Policy section, select the Authorized checkbox.

Permissions & Policy

Authorized: ] I Last Changed 2022-05-02 12:12:53

New VDOMs/Domaing Inherit
Authorization:

5. Click OK.
6. Click OK again because you already configured notifications for the global email list.

To verify connectivity between FortiGate and FortiSandbox

1. Return to the FortiGate GUI, and then click Test Connectivity.
The Connection statusdisplays Connected.
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Other Fortinet Products

FortiSandbox Settings

Status AN € Disabled
Server 100.1.212

Test Connectivity

|C0nnecti0nstatus &% Connected |

Notifier email

Enable Sandboxing

First, you will configure an antivirus profile to send all supported files to FortiSandbox, and then you will apply it to
a firewall policy.

(" A

Take the Expert Challenge!
Create a new antivirus profile and name it AV-AcmeCorp.
For the antivirus profile configuration, confirm the following:

* Feature Set s set to Proxy.

e HTTP protocol scanning is enabled.

e Sandboxing is enabled for all supported files.

¢ FortiGate uses the FortiSandbox signature database to supplement its own antivirus signature
database.

Enable the AV-AcmeCorp antivirus profile on the existing firewall policy that is configured to allow all traffic
from port3 (LAN) to port1 (WAN), and then ensure that the inspection mode is set to Proxy.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Verify Sandbox Inspection on page 38

\_ J

To configure an antivirus profile

Continuing on the FortiGate GUI, click Security Profiles > AntiVirus.
Click Create New.
In the Name field, type AV-AcmeCorp.

o Dbd-=

In the Feature set section, make sure Proxy-based is selected.
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In the Inspected Protocols section, enable HTTP.

Enable AntiVirus Scan, and use the default value Block.

In the APT Protection Options section, enable Send Files to FortiSandbox for Inspection.
In the Scan strategysection, select Post Transfer.

In the File Typessection, select All Supported Files.

APT Protection Options

© o N O»

Content Disarm and Reconstruction Q i »

Treat Windows executables
o »

in email attachments as viruses

Send files to FortiSandbox for inspection @ @

Scan strategy € ' JNIGER Post Transfer

File types Suspicious Files Only B RN el gi=lsf =1 [=F]

10. Turnon Use FortiSandbox Database.
Use FortiSandbox database € O
Send files to FortiNDR for inspection €%

Include mobile malware protection

O
Quarantine € »

11. Click OK.

To apply the antivirus profile to a firewall policy

1. Continuing on the FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Expand LAN(port3) — WAN(port1).
3. Double-click the Internal to External firewall policy.

*CreazeNew | # Edit | T Delete Q Policy Loo<up | | Seard Q[ Export -

Narmz Sourze Destination Sckedule Sarvice Action HAT Secarity Profiles Loz Bytes

Interface Pai- Yiew QSN =g

¥ DHIZ {port2) — M LAN [po—31 @

[ B FSA (e la) — B DRF (orlZ) @B
™ TSA (port4) — M WAN (port1, @

] M LAN iport2l — M WAN (prtl) @

Imernal toExteal 3 INTERNAL 3 all @always  @ALL & ACCEPT @ Enadled [ ro-inspection & Al

[E B wisN iportl, M DMZ iport2l @

4. Inthe Inspection Mode section, select Proxy-based.
5. Turn on AntiVirus.
6. Inthe AntiVirus drop-down list, select AV-AcmeCorp.
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The Security Profiles section for the policy should match the following example:

Security Profiles

Antivirus O AV-AcmeCorp M4
Web Filter »

Video Filter »

D5 Filter »

Application Control CB

IP5S »

File Filter »

55L Inspection certificate-inspection v &

7. Click OK.

Verify Sandbox Inspection

You will verify sandbox inspection using multiple malware samples.

To verify antivirus inspection with a known virus

1. On the Local-Host VM, open Google Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

A\
- - Chrome has been configured to automatically start in incognito mode. This is done to
make sure that every time you open Chrome, it establishes a new session on
— FortiGate.
2. Click EICAR.

A block message is displayed.

High Security Alert

You atze not permitec to doweload the Sk e carzxe' beczusaitiz infected witht-e
wiruz "E CAR_TEST_FLE".

L. hito sdpoartay wai ~ing labr=inar sxe
Craramined e Mams [disabled]
Feterence LIEL hito sweeesicrtinst conies’'tm=l CAR TS FLL
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3. Close Chrome.
4. Return to the FortiGate GUI, and then click Log & Report > Security Events.
5. Under Summary, click the AntiVirusblock log entry, select the log record, and then click Details.

Sr.mmary Metils

o & @ Acd Fllter | Il ATSIVIFDs - M Ccalls
Dates e -3 Snrvier Sowier File: N ViuyErtnet Ulan- Arinn
14 minutes sgo HTTP 100140 eica~exe URL: http:fdportal traini-g lalveicarexe anahytics

gt
14 minutes ago LT 1040110 BirA~exR PICAR_TT S LRI : hitpedipnrtal traini-g labveicar ewe blniked I

6. Inthe Details pane, in the Other section, review the log information.

Log Dretails ]
W Lelunar
Service HTTP
B Other
Logevent
ariginal 16515496763 262 5070
timestamp
Timezane DT
Lagl G2T11EIE192
Type utm
Sub Type wirus
EwentType  infected
Source
Interface undefined
Raole
Crestination
Interface Wwan
Raole
CHrectian incoming
Sk?:rantlne Cuarantine-disabled
Wirus/Botnet EICAR_TEST_FILE
Wirus .
Categary Wirus
Dretection .
Toe av-engine
Reference http:Hwsaan fortinet.comAseFvn=EICAR_TE
Wirus O 2172
ProfileMame Av-Acmelarp
HTTP
request GET
methad
Referrer URI  http:#portal.training.lab/
Fortisandbax 7 52021 bbib6489e540471895F7dbod14
Checksum
Submitted ta —
FartiSandbax

7. Review the antivirus analytics log entry.

Srmmary Metails
o & @ Add Flite- ll Antiviruz = (=2~ [T Detalls
Date e ) Srrvicr Sorre Flr Marre Virus/Rotn-t Llzrr Mrtailz Artinr
Ilr—‘l rinutes aga HTTFE 10110 sicarexe URL: H= x/potal --aininalabreizar.ex= analytics h
14 rrintes agn e LN =irArewe FICAR_IES1 01 LRI : Ft=a//noctal = -aining laheeisar s hlorke:d
1||.'\ ' !‘_ Even though the EICAR test file was detected using local antivirus scanning, FortiGate
still shares the file and related information with FortiSandbox. This ensures that
FortiSandbox acts as a complete central repository of all malware activity in your
- network.
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To verify sandbox inspection with a clean sample

1. Return to the Local-Host VM, open Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

2. Click Clean Sample.
A security warning is displayed.

This type of file can harm your computer. Do

| I'::::'.:'p | | Discard

weant to keep fsa_sample_1.exe ar

3. Click Keep.

4. Close Chrome.

5. Return to the FortiSandbox GUI, and then click Scan Job > VM Jobs.
The VM scanning progress is displayed.

Screenshot W File Progress

B
(Y

WINTXB65P1016_clone... fsa_sample_1exe 19.5554

If FortiSandbox generates a verdict without displaying a VM scanning progress, then
you must reinitialize the guest VM image. To reinitialize the guest VM, do the
following:

1. Click Scan Policy and Object > VM Settings.
2. Double-click the WIN7X86SP1016 entry.

3. Change the Clone # value to 0, and then click the check mark.

VM Images

E’; Edit Clone Number ]ﬂ[ Delete VM "D Undelete VM

Name Wersion Status Enabled Clone# Load#
= QOptionalVMs (1/9)
w B WIN7X865P1016 2 @ activated Ol _Jv| 1
4. Click Apply.
5. Double-click the WIN7X86SP1016 entry again.
6. Change the Clone # value to 1, then click the check mark.
7. Click Apply.
8. Click Log & Report > Events > VM Events.
9. Verify that the guest VM is successfully initialized before continuing:
# Diate/Tlme Level Lser Meszage
1 S022-01-48 140008 information system VHIMI WM initializaticn is done succzzsiully.
2 2022-01-2017:04:47  information system WMINIT: Startinitial zing W images for MSAVMOOOCCD 10036
3 0P 2EATLA4AT  Bonmalion syalen WMMGR T3V elorn oo biees beenc mnged
FortiSandbox 4.2 Lab Guide 40

Fortinet Technologies Inc.



DO Migl;dﬁﬁsaﬁll NT Exercise 1: Integrating FortiSandbox With FortiGate
© FORTINET

6. Wait for the scan to finish, and then click Dashboard > Status.
7. Inthe Scanning Statistics widget, review the Device(s) column.

Scan Statistics - Last 24 Hours -
Inputs Pending FProcessing Malicious High Risk Medium Risk Low Risk Clean Other Total
Device o a 1 ol o] ol 2 o 3
Adapter o a ol ol o] ol o o a
On Demand o a 8] 0 0 8] 0 0 2
Network Share o a 8] 0 0 8] 0 0 2
Sniffer o a ol ol o] ol o o a
URL o a ol ol o] ol o o a
All Sources o a 1 0 0 8] 2 0 &

Realtirne jobs as of Jul-24 22:04

8. Click Log & Report > Events > Job Events.
9. Review the logs forthe £sa_sample 1.exefile.

ECowalcad ez @ 0 lstory oas W@ Searn
£ oo T

2 |Mata= s [ Uk Maceige

32510 Jcanrec=Teta - _fiotl WM 3o arad=Tots - JR_t1 Wt Tomelavas nadlanir se=1.0 02 0 102 Vi wak= 10272 Dz 103 Tata Dogoes: T,

I'zrHing Joosil.

0% Mfermackon svizerr 10prin Scza Szatz Co 2ctDic " rra=0520 10202

B T T [ TR E TR BT
e el 530254055440 85577
R R R R T ) (L TR

baal’ = Be st 22k P
o 5F 3 1=beotfd 2 35 Sarikaadl;

FFAESE = e bR AN D5 s A WML
£3Cebona Jedcalfl 7 de sk adS =77,

err fian sroczssira £ e bld=£0530

1o Db e 2B T A a1 S

The file generates a clean verdict.

10. Return to the FortiGate GUI, and then click Log & Report > Security Events > AntiVirus.
11. Review the log details forthe fsa sample 1.exefile.

el & & AL T Crluils
e Time % bloay o SR File: .3 e Mic.aRot e Uear Aotian
Iir L1z agn HIT 100110 5y sur e 1o e dicl: dvar e il
? miluses ago IITTF 120418 f23_sample_1 exe URL: ~ttpe/raomal tralndng)ab/faa_sa ~ple_ 1 exe 3alyles
A miwres 3an HTTP 120440 sicaresrs FUAR TFAT FIF VRI: -ttpeifanmal training lahe iraspes slocleer:

Why are there two logs for the same file?

FortiGate generates the first log after the analytics engine determines that the file
vy requires sandboxing. The second log is generated when FortiSandbox returns a

- - .
q verdict.
- It can take up to five minutes after FortiSandbox has finished scanning the file for the

verdict log to be generated. Click the refresh icon ( < ) to refresh the log view.

To verify sandbox inspection with high-risk samples

1. Return to the Local-Host VM, open Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

2. Click Dropper.
A security warning is displayed.
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Discard

3. Click Keep.

4. Close Chrome.

5. Return to the FortiSandbox GUI, and then click Scan Job > VM Jobs.
The VM scanning progress is displayed.

Screenshot VM File Progress

= WIN7X865P1016_clore... fsa_dropper.exe

6. After the scanning is complete, click Dashboard > Operation Center.
7. Verify that the sample received a high risk verdict.

Sxvrity Szurce Irerdent T'mc Tarcot Marre Fllc hare ftlzn

o i HgvRs < 00400 ;Y;“};.Q%gmz Suspools - Higa “sa_dropperee B fotfon Recurezd

8. Return to the Local-Host VM, open Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

9. Click Downloader.
A security warning is displayed.

This type of file can harm your computer, Do

you want to keep fsa_downloader.exe ampaway?

10. Click Keep.

11. Close Chrome.

12. Return to the FortiSandbox management GUI, and then click Scan Job > VM Jobs.
The VM scanning progress is displayed.

Screenshot VM File Progress

WIN7X865P1016_clone... fsa_downloader.exe

13. Wait for the scan to complete, and then log out of the FortiSandbox management GUI.
14. Returnto the Local-Host VM, and then open Thunderbird.

15. Click admin@acmecorp.net > Inbox.

16. Review the alert email forthe £sa_downloader.exe file.

17. Click the URL in the alert email.
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Source IP: 18.8.1.16

Destination IP: 188.64.1.18

Scan Start Time: 2822-85-82 22:86:41

Scan Finilsh Time: 2822-85-82 22:81:54

Scan Time: 73 (seconds)

SHAZSE: 47fecdd7f4bB2512eddd144e3441b25577454c72e36452aa7b6aeallZbBfebfa
SHA1l: e2859d157dee3c354dedfcfB364136eea760a467

MDS: c71c15dcB975cee77437a781cdf15886

IURL: %ttps:ffla.288.4.213fi0b—deta£&f?iid=683965241?5817688895I

Exercise 1: Integrating FortiSandbox With FortiGate

Sent from FortlSandBox (FSAYMBBESBEB186B86) (106.288.4.213)

18. Log in with the username admin and password password.
The scan job report is displayed.

19. Review the report. Make a note of the value in the Rated By field.

Basic Information

Jab 1D 603965241750176088%
Status: Done

Received: May 02 2022 22:00:39-07:00
Started: May 02 2022 22:00:41-07:00
Rated By: Dynamic Scan I

Submit Type: FartiGate

Submission Protocol: OFTP

SourcelIP: 100110

Drestination IP: 100.64.1.10

Digital Signature: MNo

Al Mode: 0N

SIMMNET: OFF

Wirus Total: Q

20. Close the scan job report browser tab.
21. Close Thunderbird.

To verify threat intelligence sharing

1. Return to the FortiGate GUI, and then click Security Fabric > Fabric Connectors.
2. Click FortiSandbox, and then click Edit.
3. Review the Dynamic Malware Detection and URL Threat Detection information.
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I
IDynamic Malware Detection

Version

4,103

Sionature Count
]

URL Threat Detection

Virsion
4102

Entries

2 @ View

Why does the antivirus package (Dynamic Malware Detection version) loaded from FortiSandbox include
only two signatures?

FortiSandbox includes signatures for only the files that generate malicious, high risk,

. ' s and medium risk verdicts. So far, only the fsa_downloader.exeand fsa
dropper . exe files have generated a high risk verdict. A signature for the £sa
9 sample 1.exe fileinspected by FortiSandbox is not included in this database
- because it generated a clean verdict. The eicar . exe file was detected locally by

FortiGate, which is not part of the malware package.

To verify the FortiSandbox antivirus database

1. Return to the Local-Host VM.
2. Open Chrome, and then connect to the Malware Sample Portalat http://portal.training.lab.
3. Click Dropper.

A block page is displayed.

High Security Alert
Sl Ers ot parnitec todannlaac 216 T s feE_croppeexe’ JelaLss itis infate dwith
Hir vt FEARISE A isH

= b s tvsng abutsa g s
Juargrined File larrs [dizabled]
=gfarece 15 hgeiitetei *art 18t comtve P i=F SAMZFRIGK_ 1G |

4. Close Chrome.

5. Close the Local-Host VM browser tab.

6. Return to the FortiGate management GUI, and then click Log & Report > Security Events > AntiVirus.

7. View the log details for the £sa_dropper.exe file, and then review the information in the Other section.
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Loz Details J
& Other
Liog event
original 1651555172013252000
tirestarmp
Timezone -0700
Log 1D 0211009234
Type Ut

Sub Type wirus
Event Type  infected

Source

Interface undefined

Role

Destinaticn

Interface wan

Role

Direction incorning
?&;rantme Cuarantine-disakled
Wirus/Botnet FSA/RISK_HIGH
T Wirus

Category

DL fortizandbox

Type

Reference http e fortinet. comAsefvn=F5 A% 2 FRI5 |
Yirus 1D 2

Frofile Mame AV-AcmeCorp
HTTF

request GET

rmethod

Referrer URI  http/fportal training.labys

Fortisandbox ¢ 4471400251 20dd4 1442344 1625577

Checksum

Submitted to true

Fortisandbox
\ .Y - .

‘- - The second attempt to download the fsa_dropper . exe file is blocked by FortiGate.
9 FortiGate blocked the file using an antivirus signature (FSA/RISK_HIGH) that was

- generated by FortiSandbox as a result of scanning the file after the first download.

8. Log out of the FortiGate management GUI.
9. Close the FortiGate browser tab.
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Exercise 2: Blocking URLs Based on FortiSandbox Threat

Intelligence

Block URLs Based on FortiSandbox Threat
Intelligence

In this exercise, you will configure a web filter profile to block URLs that are reported as malicious by
FortiSandbox.

Block URLs Based on FortiSandbox Threat Intelligence

First, you will verify the FortiSandbox URL package on FortiGate and the FortiGuard web filtering service. Then,
you will configure a web filter profile and apply it to a firewall policy to block URLs that are reported as malicious by
FortiSandbox.

To verify the FortiSandbox URL package on FortiGate

oo Dbd-=

On the FortiGate management GUI, log in with the username admin and password password.

Click Security Fabric > Fabric Connectors.
Select FortiSandbox, and then click Edit.

In the URL Threat Detection section, click View.

Connection Status
& Connected #&* Refresh

Dynamic Malware Detection

Version

4102

Signature Count
3

URL Threat Detection

Version
4.102

Entries

Jxm

The Malicious URLSs pane is displayed.

Malicious URLs

http://repo.training.lab/downloader
http://portal.training.lab/fsa_dropper.exe

URL

FortiSandbox 4.2 Lab Guide
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These are the URLs that link directly to the fsa downloader.exeand fsa_
dropper . exe files that you downloaded in the previous exercise.
5. Click X to close the Malicious URLs pane.
Malicious URLs [%]
URL
To configure a web filter profile
1. Continuing on the FortiGate management GUI, click Security Profiles > Web Filter.
2. Click Create New.
3. Inthe Name field, type WF-AcmeCorp.
4. Inthe Feature set section, make sure Proxy-based is selected.
New Web Filter Profile
Name WF-AcmeCorp
Comments Write a comment... 0/255
Featureset  Flow-based JHgeiafaars=R=!
& FortiGuard Category Based Filter
5. Disable FortiGuard category based filter.
Name WF-AcmeCorp
Comments Nrite a comment... 2| osss
|§| FortiGuard category based filter
6. Inthe Static URL Filter section, enable Block malicious URLs discovered by FortiSandbox.
& Static URL Filter
Block invalid URLs (I
URL Filter »
Block malicious URLs discovered by FortiSandbox @O
Web Content Filter @
7. Click OK.
To apply the web filter profile to a firewall policy
1. Continuing on the FortiGate management GUI, click Policy & Objects > Firewall Policy.
2. Inthe LAN(port3) - WAN(port1) section, double-click the Internal to External firewall policy.
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+ Create New | # Edit @ Delete . Q Policy Lookup | | Search Q [l Export~

Marme Source Dastination Schedule Sarvice Adtion Sacurity Profiles

[# @ F5a (portd) — B WAN (port1)

Internal to Extemal 2 INTERNAL 3 all A always @ALL « ACCEFT @ Al 77.85MB
11 certificate-inspection

WAN (port1) — B DMZ |
Imnplicit

3. Turn on Web Filter.
4. Inthe Web Filter drop-down list, select WF-AcmeCorp.
The Security Profiles section for the policy should match the following example:

Security Profiles

AntiVirus | @) AN-BecmeCorp v
Web Filter © WF-AcmeCorp v
Video Filter @ ]
DNS Filter »

Application Control C

IPS (@ ]

File Filter »

S5L Inspection BN certificate-inspection v &
5. Click OK.

To verify malicious URL blocking

1. Onthe Local-Host VM, open a new Chrome browser tab, and then connect to
http://repo.training.lab/downloader.

A block page is displayed.

FortiGuard Intrusion Prevention -
Access Blocked

Web Page Blocked

The page you have reguested has been blocked because the URL is banned.

|URL http:frepo training lab/downloader |

Description
| URL Source FortiSandBox Block
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Exercise 2 Blocking URLs Based on FortiSandbox Threat
Intelligence

2. Continuing on Chrome browser, connectto http://portal.training.lab/fsa dropper.exe.

Another block page is displayed.

FortiGuard Intrusion Prevention -
Access Blocked

Weh Page Blocked

The page you have requested has been blocked because the URL is banned.

I URL http #fportal training labifsa_dropperexe

Description
I URL Source FortiSandBox Block

3. Close Chrome.
4. Close the Local-Host VM browser tab.
5. Return to the FortiGate management GUI, and then refresh the page.
6. Click Log & Report > Security Events > Web Filter.
7. Review the log details for the URL blocks.
Summary Details
2 X o AddFiker . Web Fiker - | M Details |
Date/Time User Source Ackion URL Initiator Bent / Received
[Minte ago 100.1.10 blocked http://repo.training lab/downlcader 495B/0B |
& minutas age 100.1.10 blocked http/fpoertaltraining labifsa_dropperexe 453B/0B
8. Log out of the FortiGate management GUI.
9. Close the FortiGate browser tab.
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Exercise 3: Using FortiGate Diagnostics

In this exercise, you will restore a configuration file on FortiGate, and then troubleshoot communication issues
between FortiGate and FortiSandbox.

vis
- - The configuration file introduces configuration issues on FortiGate. Use the
troubleshooting methodology presented in this exercise to resolve the issues, instead
- of using the GUI to view the configuration.

Restore a Configuration File on FortiGate

You will restore a configuration file on FortiGate.

To restore the FortiGate configuration file

1. On the Local-Host VM, open a Firefox browser tab, and then log in to the FortiGate management GUI at
10.0.1.254 with the username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

SR BT | B © admin

FortiGate VM &4
v7.2.0 build1157 (Featurd
- Security Fabric 0 Systermn
[ Backup [ Configuration
"D Restore | & Change Password
i= Revisions & Logout
X, Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Lab 4 - Protecting the Edge > Lab_4-3 FortiGate.conf, and then click
Open.

5. Click OK.

6. Click OK to reboot.
Wait until the browser is redirected to the login page.

7. Close Firefox.

Verify FortiSandbox Communication

You will download a malware test sample that should be offloaded to FortiSandbox for inspection. Then, you will
investigate whether or not the file was sent to FortiSandbox.
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To download a malware sample

Exercise 3: Using FortiGate Diagnostics

1. Open Chrome, and then connect to the Malware Sample Portal at http://portal.training. lab.

2. Click Clean Sample.

A security warning is displayed.

This type of file can harm your computer, Do | .
_ _ ‘ k:v.-.'".-;p | ‘ Discard
you want to keep fsa_sample_l.exe anyway?
3. Click Keep.

‘\ ' J' In the last exercise, you verified that the £sa_sample 1.exe file generated a clean
verdict. This means FortiSandbox will not include a signature for this file in its threat
intelligence database. Therefore, FortiGate should send this file to FortiSandbox for

— analysis.

4. Close Chrome.

To verify FortiGate configuration

1. On the FortiGate management GUI, log in with the username admin and password password.

2. Click Log & Report > Security Events > AntiVirus.

Do you see any new logs generated for the fsa sample 1.exefile?

3. Click Policy & Objects > Firewall Policy.

4. Double-click the Internal to External policy.

5. Verify that the correct security profiles are applied to the policy.
Security Profiles
Antivirus O m AV-AcmeCorp v |#
Web Filter ©| EE} wr-AcmeCorp v |
Video Filter >
DNS Filter o
Application Control (B
IF5 o
File Filter »
55L Inspection certificate-inspaction v &

To verify FortiSandbox configuration

1. On the FortiSandbox management GUI, log in with the username admin and password password.

2. Click Log & Report > Events > Job Events.

There appear to be no scan jobs as a result of the fsa_sample 1.exe file download.
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Diagnose the Problem

On the surface, it looks like the FortiGate configuration is correct. However, it also appears that FortiGate is not
sending the fsa_sample 1.exe file to FortiSandbox. You must investigate further to diagnose the problem.

4 )
Take the Expert Challenge!

Use the following CLI debug commands to diagnose the connection and file transfer issue between
FortiGate and FortiSandbox:

e Usediagnose debug application quarantine -1 todebug connection issues.

Fix the configuration issues, and then verify your work by downloading the £sa_sample 1.exe file from
the Malware Sample Portal (http://portal.training.lab). Then, review the FortiGate logs.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

. J

To diagnose FortiGate file submission to FortiSandbox

1. Open an SSH connection to the FortiGate VM.

2. Type the following commands to enable debugging for the quarantine daemon:

diagnose debug application quarantine -1
diagnose debug enable

3. Wait a few seconds until the daemon debug output is displayed.
4. Type the following command to disable debugging:

di de di
v FortiGate supports short forms for most CLI commands. These are especially useful
- - when you are trying to type commands while a lot of debug output is scrolling by. The
scrolling output might prevent you from seeing what you are typing. Using the short
= forms of the commands decreases the chances of making a mistake when you type

CLI commands.

5. Review the debug messages.

_ quar_start_connzcticn ) -20%: start soover fortisanchox-f£5b3-10.1,0,212 in vdom-0
[104] 55l cert coli load: Added cert JetofeerL/Lactory/rool Tortinel Fsctory.cer, rool oa Tortinet CA, 1dx 0 (defauls)
i t/factory/root_Fortinet_Factory Sackup.cer, root ca Fortinet CA_Backup, 2dx 1

H gct ig ¢
-_hostnama: Set ho:
Or_connzcticn_funel)-

ame "fortiret-caZ. fortoneft. com!

¢omonitoring dev fortisanibox-1shd
muar_restart_conmacticr (3-103%: restart conrection to server(fortisandnou-Febdy
quar_stop connection()-1010: clocse connection to ssover|Zortiscnobox-fsbi)
[154] 2]l deta oty free: Done

[833] =3l frec: Done

It appears that FortiGate cannot establish a connection with FortiSandbox.

To resolve the connectivity issue

1. Continuing on the FortiGate CLI, type the following command to view the FortiSandbox integration settings:
show system fortisandbox
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2. Review the configuration.

config system fortisandbox
set status enable
set server "10.1.0.213"

end

Can you identify the issue?

3. Type the following commands to fix the server IP address:

config system fortisandbox
set server 10.0.1.213
end

Verify the fix

1. Continuing on the FortiGate CLI, type the following commands to re-enable debugging for the quarantine daemon:
diagnose debug enable
Wait until the following output is displayed:

quar monitor connection func()-582: monitoring dev fortisandbox-fsbl
quar_monitor_ connection_ func()-382: monitoring dev fortisandbox-fsb2
quar_monitor connection_ func()-982: monitoring dev fortisandbox-fsb3
quar monitor connection func()-382: monitoring dev fortisandbox-fsbd
quar_monitor connection_func()-982: monitoring dev fortisandbox-fsbb
quar monitor connection func()-982: monitoring dev fortisandbox-fsbé

2. Type the following command to disable debugging for all daemons:
diagnose debug reset
Close the FortiGate SSH session browser tab.

Return to the Local-Host VM.
Open Chrome, and then connect to the Malware Sample Portal at http://portal.training. lab.

L

Click Clean Sample.
A security warning is displayed.

This type of file can harm your computer, Do |

‘ k:r::':'p | ‘ Discard

wou want to keep fsa_sample_l.exe anyway?

7. Click Keep.
8. Close Chrome.
9. Return to the FortiSandbox management GUI, and then click Log & Report > Events > Job Events.
10. Review the logs.
Are there any new logs related to the fsa_sample 1.exefile?

To fix the antivirus profile configuration

1. Return to the FortiGate management GUI, and then click Security Profiles > AntiVirus.
2. Double-click the AV-AcmeCorp profile.
3. Inthe APT Protection Options section, click X to remove the wildcard filename pattern.
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AFT Protacticn Options

Centent Disarm and Recenstruction @ @ »
Traat Windows executables
6 ©

in emall attachments as viruses

Send files to FortiSandbex for Inspection € | @

Scan strategy € O Post Transfer
File types Suspicious Flles Only Rl ¢ N2l

Do not submit files matching types +

Do not submift files matching file name pattems - E

4. Click OK.

To verify the fix

1. Returnto the Local-Host VM.
2. Open Chrome, and then connect to the Malware Sample Portal at http: //portal.training. lab.
Click Clean Sample.

d

A security warning is displayed.

This type of file can harm your computer. Do

: i | Keep | | Discard
you want to keep fsa_sample_1.exe amywvay?
4. Click Keep.
5. Close Chrome.
6. Return to the FortiGate management GUI, and then click Log & Report > Security Events > AntiVirus.
7. Review the latest logs generated forthe fsa sample 1.exe file, and then verify that the file was sent to
FortiSandbox.
o & [0 Addiker | anevios - m
Lazedlire “ Service Lource | e Mame Wir.. o Letails x®
2 hours azo T 100110 fzasarple_lexe Verd'oti cear Fienite-=d B e
-3 hours aco HTTP 100,110 fra sarple Lene UR_: httpgpotalarzicirg abifca .. onalytcs | | Lug everl
o glnal 165160137 3137424600
2T huaurs apa HTTFP 100 L0 fea_Jusnbsaia ez erdwl: g sk (R EE] timestamp
20 hours apc HIIF 1010 fra downleacencxs UK_: httpedcpotrannalabdown.,  cnabdic I_;":_) LJ_/:‘IO()?? i
fasterday HTTF 100,110 fea_dropocrame “erdot: hign ~zk renftecad Sab e ¥rus
EvencType  analytics
Westerday HTTP NN fra_dmpwr=me HR bt g taltezicicg lalf=a_.. analytics Laurce
Yasterday HTTE WL fea_dropacrame F5aR . UR_: httpipotal trairirg abifea_..,  blockad :‘:I';_”‘ DS
Yaslerday HTTFP 100 L0 fea_Jusnbsaie ez erd il cear T il Cesznatior
Inte~acc wal
‘esterday (NINNE 0L fra_downbeacerex: UL httpodepodrannzlabdown.  analytics Kele
Ciract o Ir- [
“asterday HTTFP 100 L0 fea_dropoacrave “erdet: hlga ek anftorzd Profile i:l‘l"mc }\3_:1:“3&_0',
Yesterday HTTP WA fra_Armpwr=ne VIR - httpeie tal traivicg Jalvfea_..  anaketics HTTP
rejLast ZET
“asterday HTTFP 100.L10 fea_zarrphe_lexa Verdotcear renteezd rnated
. ) Reterve - LRL hes wfipogfal traini-g lahy
Yeulenlay HTTFP WA MW Tea_aanphe_1vexe LR hilpgdpas Lal Lezin e g labafea_.. =nalplivs Fort Sandao
heds T P e T A5 P AN e al al el
festerday (NINNE ILID e'carexe LICAN,. . LI httpeotaltreirir s labeeica.,  Elockad CrChin
.E; mitted te A
5 @D

8. Log out of the FortiGate management GUI.
9. Return to the FortiSandbox management GUI, and then click Log & Report > Events > Job Events.
10. Verify that FortiSandbox received and started processing the file.
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Exercise 3: Using FortiGate Diagnostics

#

11
12
13
14
15

Date/Time Lewel User Message

2022-05-03 11:07.5... debug systemn  File job(6040463555756372588) results(Clean) for checksum(7 o7 863d5d66a7dfc 75906 aceasacle5e3629chdasdad L.,
2022-05-03 11075, alert systemn fname=fsa_sample_1.exe duplicated=true jobid=56040443855755637 2588 md5=347a56fcPb0bad 5044 5e12fd74 7869 .
2022-05-03 11:07.5... debug systemn  Start processing file: jobid=56040463855754372555 filename=fsa_sample_L.exe md5=367e&6fcPb0ba4504f4 52 12fd7 47 4.,
2022-05-03 11075, debug systarn  Fetehing file for new job. jobid=604046385575637 2588 filename=fsa_sample_l.exs

2022-05-03 11:07:5... debug systemn  FGYM1YDO00140446 (root) submitted file. fname=\"fsa_sample_1.exey' sha256=7c7 863454668 7dfc 7590k 1aceabacle. .

11. Log out of the FortiSandbox management GUI.
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Exercise 4: Using Inline Scanning

In this exercise, you will perform basic configuration on FortiGate and FortiSandbox to enable inline scanning. You
will then verify your configuration using a clean file sample and observe the behavior of FortiSandbox.

Configure Inline Scanning on FortiSandbox

You will configure the settings to enable inline scanning on FortiSandbox.

To enable inline scanning on FortiSandbox

1. On the FortiSandbox GUI, log in with the username admin and password password.
2. Click Security Fabric > Device.

3. Click FortiGate.

4. Enable Inline Block Policy.

Inline Block Palicy | @

AllVDOMs:
Filezwith selectad risk will be blocked:
Malicicus  Hizh Risk  Medium Risk  Low Risk

5. Select the risk levels that will be blocked: Malicious, High Risk,Medium Risk, and Low Risk.
Inline Black Policy © @

AlVDOMs:
Files with selected risk will be blocked:
Malicicus  High Risk  Meadium Risk  Low Risk

6. Click OK.

To modify the scan profile

1. Continuing on the FortiSandbox GUI, click Scan Policy and Object > Scan Profile.

2. Click the VM Association tab and, in the Extensions column, click the editicon (f).
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Scan Profile

Pre-Filter WM Association Advanced

|

Marne Extensions
| I |

WEBLink, bat, omd, dll, doc, docmn, docx, dot, dotm, dotx, eml, exe, htm, iqy.{ar. %5. 5, Ink, ms:?.
WINYXB65P1016V3 msi, onetoc, pdf, pot, potm, potx, ppam, pps, ppsm, ppsx, pot, petm, pptx, ps1, itf, scr, sldm, sidx,
swﬁ thmx, upx, url, vis, wsf, xlam, xIs, xlsb, %lsm, xlsx%, xlt, xltm, x'ltx. zip

Apply

3. Inthe WIN7X86SP1016 section, click the Scanned File Types section.

B Scanned File Types

4. Inthe Select Extensions pane, under the Executablescategory, disable exe.

Select Extensions 3
Executables(12)

ba

5. Click Apply
6. Click Log & Report > Events > VM Events.
7. Verify that the scan profile was updated successfully.
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# | Date/Time Level User Message

1 2022-04-28 23:16:14 information admin Scan Profile was updated successfully.

2 2022-04-28 23:15:54 information admin Scan Profile was updated successfully.

3 2022-04-2823:15:13 information system  VMINIT: Start initializing VM images for FSAYMO0000010086.

4 2022-04-22 23:15:08 information system VMMGRD: VM profile has been changed.

1-" ! ’.r
Because of the inline scanning time out limit (maximum of 50 seconds), it's not
recommended to submit files for VM inspection.
-

To grant access rights on FortiSandbox port2

1. Open an SSH session to the FortiSandbox VM.

2. Type the following commands to enable APl access on port2:
set api-port port2

vy
- s FortiGate and FortiSandbox communicate through port 4443. Management or API
ports grant access through port 4443.

Configure Inline Scanning on FortiGate

You will configure the settings required to enable inline scanning on FortiGate.

To enable inline scanning on FortiGate

1. Open an SSH session to the FortiGate VM.
2. Type the following commands to enable Inline Scanning globally:

config system fortisandbox
set inline-scan enable
end

To configure an antivirus profile for inline scanning

1. On the FortiGate GUI, log in with the username admin and password password.
2. Click Security Profiles > Antivirus.

3. Double-click AV-AcmeCorp
4

In the APT Protection Options section, underSend files to FortiSandbox for inspection, configure the
following settings:

Field Value

Scan strategy Inline
Action Block
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Your configuration should match the following example:

APT Protection Options

Content Disarm and Reconstruction & & B

Treat Windows executables

O
in email attachments as viruses g
Send files to FortiSandbox for inspection € @
Scan strategy €@ Qm Post Transfer
Action [ MMonitor
5. Click OK.

Verify Inline Scanning Inspection

You will verify inline scanning inspection using a file sample.

To verify inline scanning

1. Open an SSH session to the FortiSandbox VM.

2. Enter the following commands to enable inline scanning real-time debug:
diagnose-debug inline-block
3. Onthe Local-Host VM, open Google Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

4. Click Clean Sample.
A security warning appears.

Keep Diseard

sample_l.exe an

Click Keep

Close Chrome.

Return to the FortiSandbox GUI, and then click Log & Report > Events > Job Events.
Review the logs generated by inline scanning.

© N o o

& dwalead g | @ Hetwylogs | @ Search

o G Fite

£ DateTira Level Use-  Mezzaza

K H 35 infonr atier  seze T

3 HZEA LE1 debuz FYEET :

7B 0E L DTBL0L debuz E cheaSdet 017702 ZEeSEDade e 14

B T (1T LT Eret [N RITNER T TN ELN N (L P b sk T TN U YR8 L JEN T T TR
2

U aber. TPl 4ol b L o B
FERCE Pern g | 0L

SO T KL TNV el T I D B T G T DT PR B % TN Iy B PFE L T

Cmbeo e D5 Shene VLo ke s o a WAL 2 o]l bebm o ST e Al WL

SRl i e S PLL g S AT o e 13011,

e Bl Tl il =R 0SS SF T SYHAT HY D e
Fech 13 Ale for e joo josid-010357 2017 3904 _5P00 Aler ar,

[ TE5TA 18T 000 L4024 & w2t = sbriftkad Ale. f12 me = 5a senple 1

£ oalbag
delg
debrz

T P | N R TR FE E R LT TR (EER R T R TR

'
o

n
2

Notice that FortiGate submitted the file fsa samplel.exe and an inline block job was completed.
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Return to the FortiSandbox SSH session.
10. Review the debug output.

Disable Inline Scanning

Fu-lifardbox: diggaese-vebug iolin=-block

Ubfls 23:3l:Ul [.534) JBEUS |24,5U] imsan. Spp rzen ri_e tElE <=== gxsn ri_e

0E/1% 056 (.53E) 2JEEUZ [21750] imadn.zpp t_oct_dize_limit:86E | Filc oiec limicctior 22C

ITYa thh[LhER] OORKINE [E4.NI] m3Th.Fh tamEN_t1 e [ awEn_t1 e

0612 S0 (.52I0) JEDUE (247501 wmin, zrp ig=t_past_dsta 207 ! F og=t_past_data

Ogs1c 23:30:58 (.53E) DJEBUZ [24%580] imadin. =pp tget post dsta 1411 <=== g=t post dsta ELO7 zaved 1

06714 23:30:56 (.53€) DEBUF [24750] immin. spp izl resulls 631 0 ——=# I=Lcl_resull

06f1% 23:30:56 (.538) ZEBUS [21750] imzin.zrp i_hondle eommic_: 165 ) Sovc BID: &1025721173039.2280 b

mecs Zile SforiweUSsrlvate/cemplrgtpre,/ cnsde1U4E V211V dE4 140U et

0514 22:00:50 (.520) JEDUZ [24750] wadin.zee i_hendle comoit_ ;405 ) Save JID: G1025721173324922300 b

me-s Zile fdrive0Ssrivate/cemp/fgtpre/2cnsf€103E7211733E413580.mets

0671% 23:30:56 (.535) JEEUS [£4750] Im3in.zrp P_SCrmlt_Z1le PB5E ] IISE sarp_e 1.exe Tile ssved and rescy ror scanl
Ogf1e :20:86 (LE3C) DEBUD [24%E0] data util.cpp oot wordist roci 3060 ) ===r got_wordizt_rooule db

Upfle 2d=dleUl [.534) JbHUS [2d4:5U] mcils.cpp t_f=a susploious:hoh | reburns resu_t with U fcr fi_e(eidedidbdesstide
7590k lacealaclele) 529cboalilde 201770210650 0ade5e]c) . fonizh bime: 2022-006-14 23:31:030, Ll=a=t updabe -iwe: 2022-05-14 22:3531:.0
Ogs1e 23:31:01 (.534) 2JEBUZ [24%550] idata util.cpp ¢ zkeck db 1345 geore=1,gever icy=Tnknowr

ARSIE 25310l [.5344) IFRIS 4%50] Im3in.~rn LEETRh_reanina LIRS Verd-rr RRSLIT N TR 1T TRTERIASASARTATRT S
Llaccascolefed 520cbdaSde’0 218e5€0adcbe3a”, Myirus_nane s "/ A0, Facverity i T lcan) "rardize ® i ML 1ow ", Peasogory ™ "lrkaown”, Eile_Sypetitexat)

Notice that FortiSandbox received the file £sa_samplel.exe and generated a Clean verdict.

Disable Inline Scanning

You will disable inline scanning before proceeding to the next lab exercise.

To disable inline scanning on FortiSandbox

Continuing on the FortiSandbox GUI, click Security Fabric > Device
Click FortiGate.

Disable Inline Block Policy.

Click OK.

o Dbd-=

Inline Block Policy

Dk Cancel

To restore the scan profile

Continuing on the FortiSandbox GUI, click Scan Policy and Object > Scan Profile.
Click the VM Association tab and, in the Extensions column, click the edit icon (f).
In the WIN7X86SP1016 section, click the Scanned File Types section.

In the Select Extensions pane, under the Executablescategory, enable exe.

Click Apply

Log out of the FortiSandbox GUI.

Log out of the FortiGate GUI.

Close the FortiSandbox SSH session browser tab.

© No o~ WDdN =
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Lab 5: Email Network Protection

In this lab, you will configure FortiMail to submit files to FortiSandbox. You will verify your configuration using
multiple malware samples.

Objectives

¢ Configure FortiMail to submit files to FortiSandbox for inspection
¢ Configure quarantine release rescanning
¢ Monitor FortiSandbox inspection results and statistics for the inspected files

Time to Complete

Estimated: 60 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to FortiGate.

To restore the FortiGate configuration file

1. On the Local-Host VM, open a Firefox browser tab, and then log in to the FortiGate GUlat 10.0.1. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

>> 8- 08 - X

FortiGate VM a4
v7.20build1157 (Featurg

* | | Security Fabric £ System

03 Backup (@ Configuration

D Restore & Change Password
:= Revisions G+ Logout

X Scripts f

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Lab 5 - Protecting Email Networks > Lab 5 FortiGate.conf, and then click
Open.

5. Click OK.
6. Click OK to reboot.
Wait until the browser is redirected to the login page.
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Exercise 1: Integrating FortiSandbox With FortiMail

In this exercise, you will integrate FortiSandbox with FortiMail. You will configure FortiMail antivirus inspection to
offload files and URLs to FortiSandbox. Then, you will verify your configuration using various malware samples.

Configure the FortiMail System Time

You will configure the system time zone and enable synchronization with a custom NTP server on FortiMail.

To configure the system time

1. On the FortiMail management GUI, log in with the username admin and password password.
2. Click System > Configuration.
3. Inthe Time zone drop-down list, select your local time zone.
4. Click NTP.
5. Change the Server fieldto pool .ntp.org.
Set time Manual
Server pool.ntp.org + -
Syncinterval | 60 & | (Minutes)
6. Click Apply.
s . . -
~ - As the FortiMail system time updates, you may be logged out of your existing browser
9 session. If this happens, log back in with the username admin and password
- password.

Configure FortiSandbox Integration

You will configure the settings required to integrate FortiMail with FortiSandbox. Then, you will authorize FortiMail
on FortiSandbox and verify the connectivity between the two devices.

To configure FortiSandbox settings on FortiMail

1. Continuing on the FortiMail management GUI, click System > FortiSandbox.
2. Turnon FortiSandbox Inspection.
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FortiSandbox

| FortiSandbox Inspection @ Statistics.. |
FortiSandbox type Paala| [ETals=08 Cloud | Enhanced Cloud

Server name/|P

Test Connection

3. Inthe Server name/IP field, type 10.0.1.213.

FortiSandbox

FortiSandba Inspection @ Statistics..

FortiSandbox type EYUdiELlw- I Cloud | Enhanced Cloud
| Server name/IP 100.1.212

Test Connection

Apply Cancel

vy
- - Because you already configured the alert email settings on FortiSandbox, you will not
q configure the Notification email setting. Configuring this setting on FortiMail will
- duplicate the alert emails.
4. Click Apply.

5. Click Test Connection.
An error message is displayed.

FortiSandbox Server10.0.1.213

o Test failed, FortiMail is not authorized

[oK]

6. Click OK.
7. Inthe URL Scan Settings section, configure the following settings:

Field Value

Email selection All email

URL selection all

8. Your configuration should match the following example:
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Configure FortiSandbox Integration

FortiSandbox

B File Scan Setting

File types I windows executable

© pDF
& JavaScript
O HTML

File patterns

File size

FortiSandbox Inspection @D Statistics..
FortiSandbox type Cloud = Enhanced Cloud
Server name/IP 10.0.1.212
Test Connection
Notification email
Statistics interval 5 S | (minutes)
Scan timeout 30 S | (minutes)
Scan result expires in &0 S | (minutes)

& Microsoft Office document
€ Adobe flash
O Jar

L Archive
+

w

C’Maximumﬁlesizetoupload 1024 [$ |{(KB)

B URL Scan Setting

Email selection

All email Suspicious email

URL selection | al

| +

Upload URL on rating error @

Nummber of URLs per email 3 B

9. Click Apply.

To authorize FortiMail on FortiSandbox

N =

Click Security Fabric > Device.
3. Click FortiMail.

On the FortiSandbox GUI, log in with the username admin and password password.

C=vice v2rs Seral “al Zicuz ligh

Mzz o R een rhers

JELTkz At Lirnit. Stat._s

& Ferilail FEYMCILODICE 120497 C q

L] C o a

Mt &5 c L] ®

4. Inthe Permissions & Policy section, select the Authorized checkbox.

Permissions & Policy

Authorized: "

MNew VDOMs/Domains | nherit ]
Autharization:

Last Changed 20

23418 13:16:34

5. Click OK to accept the pop-up notification.
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Send notification mail to Device/Domain//dom option is not checked, Please go to System -= Mail Server page to setit.

6. Click OK.

To verify connectivity between FortiMail and FortiSandbox

1. Return to the FortiMail management GUI, and then click Test Connection.
A success message is displayed.

Fortisandbox Server10.0.1.213

0 Connected successfully

2. Click OK.

Configure FortiMail for Sandboxing

To enable sandboxing, you will configure an antivirus profile, and then apply it to a recipient policy.

(" )

Take the Expert Challenge!
Create a new antivirus profile and name it AV-AcmeCorp-Inbound.
For the antivirus profile configuration, confirm the following:

¢ The profile is available for the acmecorp.net domain only.

¢ The profile uses the preconfigured FSA-Replace action profile.
¢ All FortiMail virus detection features are disabled.

¢ FortiSandbox attachment and URL analysis is enabled.

» Emails with malicious or high-risk verdicts are discarded.

Enable the AV-AcmeCorp-Inbound antivirus profile on the existing recipient policy that is configured for all
acmecorp.net inbound emails.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Verify Sandbox Inspection on page 68

\_ J
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To configure an antivirus profile

1. Continuing on the FortiMail management GUI, click Profile > AntiVirus.
2. Click New.

3. Configure the following settings:

Field Value
Domain acmecorp.net
Profile name AV-AcmeCorp-Inbound
Default action FSA-Replace
vy _ _ . .
- - The FSA-Replace action profile has been preconfigured to remove any malicious
q content in attachments or the body of an email before delivering the email to the
- recipient.

4. Inthe Antivirus section, configure the following settings:

Antivirus disabled
Malware/virus outbreak disabled
Heuristic disabled
Grayware disabled

5. Inthe FortiSandbox section, configure the following settings:

Attachment analysis enabled
Malicious/Virus Discard
High risk Discard
URL analysis enabled
Malicious/Virus Discard
High risk Discard

Your configuration should match the following example:
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AntiVirus Profile

Domain acmecorp.anet v
Profile name AV-AcmeCorp-Inbound
Default action | FSA-Replace * + E

W Antivirus 00

B Malware/virus outhreak Action| --Default-- + | E
B Heuristic Action| --Default-- + |
¥ File signature check Action| --Default-- [+ E
B Grayware
2 FortiSandbox
Scan mode Submit and wait for result EENCandlit
I Attachment analysis
Malicious/Virus Action| Discard - + &
High risk Action| Discard - +
Medium risk Action| --Default-- - + | E
Low risk Action| --Defaul-- - + | E=
No Result Action| --None-- - + E
& URL analysis
Malicious/Virus Action| Discard v + E
High risk Action| Discard - +
Medium risk Action| --Default-- - + | E
Low risk Action| --Default-- v + E
No Result Action| --None-- - + E

6. Click Create.
7. Inthe Domain drop-down list, select acmecorp.net.
8. Verify that the AV-AcmeCorp-Inbound antivirus profile is displayed.

FileSignature  Action
+New.. TEClone.. [#jEdit. 1 Delete ' Batch Edit..
Fa IR S 1% 71 » % Recordsperpage 50 = Domain Total:
Profile Mame Domain Mame ]
|AV AcmeCorp-Inbound acmecorp.net
To apply the antivirus profile to a recipient policy
1. Continuing on the FortiMail management GUI, click Policy > Recipient Policy.
2. Double-click policy ID 1.
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Verify Sandbox Inspection

m Cutbound
= New.. | [#codin. i Uelete # Move v Policy Laokup..,
e« 1% 41 » » FRecordsperpase| 50 | Demaln: | acwecorpnct w0 Showsyslem policy Total: 2
Enabled 11} Cromain Mame Sender Pattern Recipient Pattern AntiSpam AntiVirus Content Resource
L &) ? Armecor.nat @ Adrmintirony Hes etault
| [ o] 1 SCMmecorp.nat rt “wacmecorpanet Ees Default
In the Profiles section, in the AntiVirus drop-down list, select AV-AcmeCorp-Inbound.
& Profiles
AntiSpam: --None-- w | 4+ New.. | [#Edit.
|AntiVirus: AV-AcmeCorp-Inbound | + MNew.. [&Edit.
Content: --Mone-- | + New.. [ Edit.
Resource: Res_Default - | 4+ New.. | [EEdit.
Click OK.
Your configuration should match the following example:
| s [T
+ Mewe, E’J Eclt. ﬂ]’ Deletc # Move = Q) Molicy Lookup...
Lo IR - 1== {1 * *» Recordsperpags| 02 +* Domain:  --4l-- v| € show system policy lotal:
Enabled 1D Domain Name Bender Pattern Recipient Pattern Antifpam AntiVirus Content Resource
[ ) 2 ALTILE A ] & AdrninGronp Rz Defenali
I [ &) 1 ALTILE M ] & *@imeoonpuned AV AvrnaCorp b Rz Defenli

Verify Sandbox Inspection

You will verify sandbox inspection using various malware samples. You will also use the ATP Email Sender
application, installed on Remote-Host, to generate emails containing a link to a malicious executable file.

To send an email with a high risk sample

pobd=

On the Local-Host VM, open Thunderbird.

Click alice@acmecorp.net > Inbox.

Click Write.

Compose a new email message using the following values:

Field Value

To bob@acmecorp.net
Subject Testing sandbox with High Risk file
Message body This email should be discarded.
5. Click Attach.
FortiSandbox 4.2 Lab Guide

Fortinet Technologies Inc.

68



DO NQRTBERRINT
© FORTINET

‘ Write: Testing sandbox with High Risk file

Insert Format Options Td
@Attach

Eile Edit Wiew
Lf send & Spelling

*

Exercise 1: Integrating FortiSandbox With FortiMail

6. Click Desktop > Resources > Lab 5 - Protecting Email Networks > fsa_dropper.exe, and then click Open.

7. Your email should match the following example:

File Edit View Insert Format Options Tools Help
Tif Send  « Spelling ~ @ Attach v i@ Security v ¥ Save ¥
From: Alice <alice@acmecorp.net> alice@acmecorp.net ¥ |1 attachment 47.2KB
v | To: bob@acmecorp.net | |1"| fsa_dropper.exe  47.2KB
Subject:  Testing sandbox with High Risk file
Paragraph ~  Variable Width w .I_ M-AA AAA ESIZEE E-H-©
This email should be discarded
8. Click Send.
Wait until the email is sent.
9. Close Thunderbird.
To validate sandbox inspection of a high-risk sample
1. Return the FortiMail management GUI, and then click Monitor > Log.
Wait a few minutes for the log to appear.
2. Click the refresh icon (<¥) to force an update.
3. Review the Disposition column of the history log entry for the email.
System Event Mail Event Antivirus AntiSpam Encryption Log Search Task
= List & Search  w  Export - 2022-04-18 13:05:02 -» Current Configure View w»
) 1+ /1 Records perpage | 100 * Gotoline Total: >
# Date Time Classifier Dispasition Fram Header Fram Ta Subject
1 H023-04-18 154842859 FortiSandbox File Discard;Defer Dispositien alice@acmec..  alice@acmec..  bob@acmecn..  Testing sandbox with High™
iy L . e
The Defer Disposition action indicates that the mail was queued while FortiMail

queried FortiSandbox. After FortiMail received the verdict from FortiSandbox, it applied
the Discard action to the email.

4. Click the session ID.

dvEwm- Encoatlo-

Lo Sca ok Tas e

EysenBeert MallBect ArtlVr s

=LL | o oyles | SZath | W R#pon W
oo A 51 0 2 Feneomersege 1000 T |Cooline o
. Dt Time Chasifiz Diizppam. iLism Feri Hewde Fem T Suljeel Mussue-lD Ll Eeaiae (D0 Cliwi. IF Lumi..
1 H2PMA0 AL T FerGardaw Fi: Ticard 2o Diemction  ciechazmaz alsiensi. serbwenzze. Tevingovebeemith fish Roof o SINREE R 20078 | 28MwrbN L2040 25 M nghII1L20H | 0 LLD =y

202 2-01-18 L3sD2-> Curent LT 5. k3 W
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The Cross search result tab appears.

5. Onthe Cross search result tab, review the AntiVirus logs.

Messapge

AUTH=zarver, relay=[10.0,1.10], authid=alice@acmacorp.net, mech=PLAIN, bits=0

from=+«alice@acmecorp.nets, size=566198, class=0, nrepts=1, msgid=<5304f168-83dk-300-9677-01961bb5 398@acmecorp.net =, bodyvtype=3BITMIME, proto=ESMT ...

queued for FortiSandbox scan, since it contained Windows executable,
Ernail 23IMmgh¥011204-231MrmghZ011204 has been processed by FertiSandbox, 1 suspicious (s found, 05 used
File 231MrmghY011204-23IMmghZ011204 2022-04-18.15:45:42 Z#fza_dropperexe [checksum: 9087 7clfée7o97fb11249d4c28dd 16a3a3ddfac?35d4f38c69307a7 1.,

6. Double-click each antivirus log, review the log details, and then answer the following questions:
* What rating did FortiSandbox return for the £sa_dropper.exe file?
¢ How long did FortiMail take to process the email?
» Did FortiMail send the fsa_dropper. exe file to FortiSandbox for analysis?

To verify the sandbox inspection of URLs

1. On the Remote-Host VM, on the desktop, double-click ATP Email Sender.

ATP Emall

Sender

2. Inthe Malicious Flash Update section, select Send link to executable.

Demao

This application sends a (Phishing) email to Alice an AcmeCorp employe |~
It can generate "signatureless’ files for targeted attack demos

* The malicious file used is either ransomeware or an executable masqu

* The file can be sent as an attachment or a link can be sent in the Ema

* If the link option is choosen the script also creates an external Web Se

* For the case of the malicious flashupdate, there is also an option to pri

* Once the file is analyzed, the Suspicious Objects become part of secu |«
< m >

Select What to Email:

Targsted Attack Demos Password Protect File

Ransomeware File []Use Password
Select Password:

(0 Send as an attachment AursOnlhy

() Send link to document
Malicious Flash Update

(2 Send as an attachment

® Send link to executablel

() Provide link to fake Adobe site Send Email

3. Click Send Email.
The application status messages are displayed. Wait until the email is sent.
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Demo |

Thank you for registering for the InfoCommMetwork TradeShow. Please| ~
http://glhsiflw.infocommnetwork_org/flashupdatev3 . exe

Thank you, James

Uploading the flles to FTP Server ... Please wait a few minutes

Sending EMAIL

Email successfully sent
Preparation complete! w
< m >

Select What to Email:

Targeted Attack D )
Arasied Aact Lemes Password Protect File

Ransomeware File [ ] Use Passward
Select Password:
() Send as an attachment AurigOnly
(2 Send link to document
Malicious Flash Update
() Send as an attachment Resend
® Send link to executable
() Pravide link to fake Adobe site Send Email

4. Close the application.
5. Close the Remote-Host VM browser tab.

To validate the sandbox inspection of URLs

1. Return to the FortiMail management GUI, and then click Monitor > Mail Queue.
2. Click the FortiSandbox tab.
3. Verify that the email is queued for sandboxing.

Zereral Spam Culbreak WirLs Qathrea< LDeac Mail

Ellst | @ view W Nritte 4 Sere | Drwnload | Q4 Sraren. | S Clear current
[ {1 150/ 1 » % Recorcsperpage | 0w |otal: 1
lent 11> Lacatlon Frwelope Fram Fnwelope To Suh)rct Lesslon 1T Reeclved
|1-LJU.;')=1.1.1LI 2 IReservec, jarestanerBitocerrrewwok.. alice@acnzoonnozt Irace Showe Enrolrers AABKQWRrO12310..  laz WAy d 2ULE 1A N2 PLY -

4. Return to the FortiSandbox GUI, and then click Scan Job > VM Jobs.
5. Wait until the VM scan job is complete.

Screenshot WM File Proaress
WINTXEGSP1O16 s IEER i mmnerericor
s . . o _
~ - The File column lists the full URL path that is being inspected inside the guest VM.
9 Your URL will not match this example exactly. The ATP Email Sender application
- generates the URL randomly.
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6. Click Log & Report > Events > Job Events.
7. Review the log messages for the URL scan job.

Irssaze

Send avsigrel packsge 4,131 to FSWVM 1000014042 & cuccassfally

HE: ste=601855648457 1203056 lobld=£01585365029 185584 17 5t a236=9:6222_ 243009 3200 60 122 2 T4 27 C3MBA0 20LTe03be Y 15747 9407293056 22 wat finlshad..
URL job{0185 55022185554 17) resuls|Clzan) for crecksum(P26220144 3000 aedecdbcle 2274 273340 0L Te0aba 7 L5 7470447 2960 5622), Scan time is 1151,
jobid=4018555502918558417 setus=Cone rat ng=Claan scantime=1 ud=http fvairswwairfeconmnewer corgfflashapoatev3ene

Sl prooessit g orl jubil =00 18556502 9185554 17 wil=hlpiAeeiviaw i infooerns e beorkoer g/ Mast upslal2e 3 e

[eteking Lrl for new jsh jobic=8018554502913558417 Lrl=httswfveivbweep, nfocsm nnztweork srgfflas wpdatev S exe

LDlewenlead failad frome htbpe veivbeowp.infocommnetaork orgflask updaters ava

HE: Lizbibubed URL W enil FSAVMODOOOO ICCES (prit1ary ilsell), shaZ56=2052 20144 300 SaeDec S0le 2 2742705300907 20uba? 15747 ST 29805622 url= Ll ffreiv..
Device TCWMO100001404£ 7 (acmecop.net) submitzed URL: htkpiveivbwnrpirfocommnetvo-korzflashupdaterd.=e

Davice (-E¥MOTOOUL 14044 A seqd a na’l reades Fromjamecturnar@itfocemmnetaork.org lealca@acmecorp.rat Subject: | rada Show Enro ment session 2 3INss ha 11507 -

8. Click Scan Job > URL Job Search.
9. Click the view details (") icon.

Atk Dretactior - -k Pezinz Sabnilttac Theaz e Subers z2r Irteziad 26

[ 2ar12 BOZD 18 5057 bup 2 Irfesnirrheecrk rzflashupdeses? 2a £a HighF I3 ss kT 1507 23INss el 180T 2 TRRRATTHOCID 16T Ak REESHLILE

The scan job report is displayed.

10. Review the scan job report.
¢ Which FortiSandbox component identified the threat?

11. Close the scan job report browser tab.
12. Log out of the FortiSandbox GUI.

To view FortiMail logs for a malicious URL

1. Return to the FortiMail management GUI, and then click Monitor > Log.
2. Locate the history log entry for the email, and then verify that the email was discarded as a result of sandboxing.

System Event Mail Event Antivirus AntiSpam Encryption Log Search Task
Search  w»  Export » 2022-05-18 22:55:03 -> Current Configure View

o 15471 Records perpage | 100 ¥ Gotoline Total: 18
# Date Time Classifier Dispasition From Header Fram Ta Suhject |
1 2022-05-30 154902252  Not Spam Accept fea@acmecorpnet | fsa@acmecer..  admin@acme..  Alert from FSAVMOOOO001.,, |~
2 2022-05-30 15:48:31.657  FortiSandbox URL | Discard;Defer Disposition ||'amestumer@\'nfoc... Jarnesturner..  alice@acmec.. Trade Show Enrclment

3. Click the session ID.

4. Review the log details for all AntiVirus logs in the Cross search result tab, and then answer the following

questions:
¢ What rating did FortiSandbox return for the URL?
¢ How long did FortiMail take to process the email?
5. Log out of the FortiMail management GUI.
6. Close the FortiMail VM browser tab.

To validate sandboxing using alert emails

1. Returnto the Local-Host VM, and then open Thunderbird.
2. Click admin@acmecorp.com > Inbox.
3. Review the alert email details.
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From fsa@acmecorp.net gy
Subject Alert from FSAYMOD0000 10086

To Me <admin@acmecorp.net> ¥

One suspicious or malicious file has been detected by FSAWMOBEBE818836, please review detail wia following URL:

Parent File MName:24UMgxmwWa28968- 24UNgxmX 628068

Parent SHA1l:cal343c9787dbaefSfSbae3421cfbbd7926e886b

Parent SHAZS5E:876f84c676bT49551e0853 1badf6ab0361094f769%blacdeScdesechiSe7Badf2da
File Mame: hsxxp://ltyrentq.infocommnetwork . org/flashupdatev3.exe
File Type: WEBLink

File Size: 53

|Rating: High Risk |

Rated by: Dynamic Scan

Malware MName: N/A

Malware Type: Clean

Malware Info: N/A

Infected 05: WINFXBESPLO16Y3

Downloaded from: haop:/fltyrentq.infocommnetwork.org/flashupdateyd.exe
Send Ower: M/A

Device: FEvmalaaaa14644?(F0rtimail:acmecorp.net)|

Submit Time: 2822-85-38 15:42:59

Submit Type: URL wia Dewice

Submit User: alicefacmecorp.net

Source IP: 8.8.8.8

Destination IP: 8.9.8.8

Scan Start Time: 2822-85-38 15:43:88

Scan Finlsh Time: 2622-85-38 15:48:23

Scan Time: 323 (seconds)

SHAZEE: B76f84c676b749551e0831ba0f6a69361941760blacdeScdebecbbBa7aadf2da
SHAL: cal343c9787dbaefSifSbhae3421cfbbd7926e886b

MDS: 3bdef2fe34dfd3483f36d585c576a27e

URL: https://16.268.4.213/job-detail/?j1d=6680824677473642981

Email Sender: jamesturner@infocommnetwork.org

Email Receiver: alicef@acmecorp.net
Subject: Trade Show Enrolment

Sent from FSAYMEEESE218886 (FSAYMOBEBER186886) (18.288.4.213)

4. Close Thunderbird.
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Exercise 2: Configuring Quarantine Release Rescanning

In this exercise, you will configure rescanning for emails that are released from FortiMail quarantine folders.

Configure User Quarantine on FortiMail

You will restore a configuration file to FortiMail that will apply a preconfigured content profile (CF-AcmeCorp-
Inbound) to the inbound recipient policy for acmecorp.net. You will also validate the configuration by sending an
email that contains a malicious attachment using the ATP Email Sender application from Remote-Host.

To restore the configuration file

1.

8.

On the Local-Host VM, open a Firefox browser tab, and then log in to the FortiMail management GUI at
https://10.200.2.100/admin with the username admin and password password.

Click System > Maintenance.
Click Restore Configuration.

) Scheduled Backup

Restore Configuration...

Restore Firmware...

Download Trace Log...

Click Desktop > Resources > Lab 5 - Protecting Email Networks > Lab 5-2 FortiMail.cfg, andthen click
Open.

Click OK to reboot.
Wait until the browser is redirected to the FortiMail login page.

Log in with the username admin and password password.

In the License Information widget on the dashboard, if the VM status is Waiting for communication, click the
refresh icon ().

L mio s o = A
4 ezl starer [Updair P—-—""HEI@
wCFJ Alacamedid Linw
Bt e &
A definitic 1 ‘wersfan LOCDD0 lLast updanes] 2005 35 24328327 (Ul aree. |
A el e ‘e slon 00270 (Lazt updarecl 2002-D2- 1L 020620,
W rus outa e Capl-zd &
£ -tidpan Lcarraed (B rv s abe 20E4-00-201 6
AL - e W Dz L b e K -02ed L2 28D
Faeed Sienes r -1
lare Loz hooenctivetas [Adwe | L}

Close Firefox.

To verify the configuration

1.
2,

On the FortiMail management GUI, log in with the username admin and password password.
Click Policy > Recipient Policy.
The inbound recipient policy for acmecorp . net should match the following example:
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4 New.. | [#Cdin. @l Delets 4 Move - () PolicyLeokup..
[+ IR 1 /1 » » Recordsperpsgzs| 50 | Domain: | acmecorpanet w | & Show system pollcy Total: 2
Enabled 1D Damaln Mame Sender Pattern Reclplent Pattern AntlSpam AntlVirus Caontent Resaurce

O 2 s el gt AdininGronn Ri=i Dl

O 1 SCMmecorp.nat rt “wacmecorpanet Av-Acmelorp-lnbourd CF-AcmeCoro-lnbound | Ees Defzult

Click AV-AcmeCorp-Inbound.
Verify that the antivirus profile matches the following example:

Antivirus Profile
Domain acmecorp.net -
Profile name Av-AcmeCorp-Inbound
Default action | FSA-Replace v + B
CF Antivirus O
(B Malware/virus outbreak Action --Default-- - + =
B Heuristic Action --Default-- - + E
(B File signature check Action --Default-- - + &
B Grayware
8 FortiSandbox
Scan mote Submit and wait for result EJahAdiY
& Attachment analysis
Malicious/Virus Action Discard - + B
High risk Action Discard - + E
Medium risk Action| --Default-- - + | E
Low risk Action| --Default-- - + | E
No Result Action --None-- - +| B
& URL analysis
Malicious/Virus Action  Discard - + E
High risk Action| Discard - + E
Mediurm risk Action| --Default-- - + | E
Low risk Action --Default-- - +| B
No Result Action --None-- - +| B
Click OK.

Click CF-AcmeCorp-Inbound.
Verify that the content profile is configured to send emails containing executable attachments to user quarantine.

Conters Meofile

Droniain
Profile 120z

aumecy prel
ZF-AcrmeCup-Inbourd

Arlon | UserCiuarartioe

| + E

B Audachnren. Scan Rules
+ Mew.. FEUL.

Cnabled  MieTilter

ﬂ Delele

+ Muve =

Ciperatar

“olalé

Action

exziulanle_wi cows

LE

ls

--Defaull-- =

e vitden

Is

--Default--

Click OK.
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To send a malicious email

1. On the Remote-Host VM, on the desktop, double-click ATP Email Sender.

ATP Email

Sender

2. Inthe Malicious Flash Update section, select Send as an attachment.

Demo

This application sends a (Phishing) email to Alice an AcmeCorp employe
It can generate 'signatureless’ files for targeted attack demos

* The malicious file used is either ransomeware or an executable masgu
* The file can be sent as an attachment or a link can be sent in the Ema
" If the link option is choosen the script also creates an external Web Se
* For the case of the malicious flashupdate, there is also an option to pro
* Once the file iz analyzed, the Suspicious Objects become part of secu
< m >

Select What to Email;

T ted Attack D .
Argetec Atlack Lemos Passwiord Protect File

Ransomeware File [JUse Password
Select Paszword:

() Send as an attachment

AurizOnly
O Send link to document
Malicious Flash Update
® Send as an attachment!
(0 Send link to executable
) Praovide link to fake Adohe site Send Emaill

3. Click Send Email.
The application status messages are displayed. Wait until the email is sent.

4. Close the application.
5. Close the Remote-Host VM browser tab.

To verify the quarantine action using FortiMail logs

1. Return to the FortiMail management GUI, and then click Monitor > Log.

2. Locate the history log entry for the email you just sent and then, in the Disposition column, confirm that the value
listed is Quarantine.
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Systev Cvent MailCvert  AntiVirus ArtiSpam Crcyptien Log Search Task
iElisz @ View Goarch |+ Expor v 2021 12 02140016 = Current
[ 15 £ 1 > » Rerodds perpage | 100« Gotoline
# Diate Tive Clzgzifar Dizpozition Fram Haadar Framn  Ta Kuhjact MassazeD
2022 4% 0% 2725273 Autachmert[ler IQuaraTlia nesturnzn, jamesturer.  alteEacmac.  Trade Shoe Dnrelment [oEE732420.,

3. Click the Session ID.

4. Review the Message column, and verify that the email was sent to user quarantine because of a content filter
attachment scan rule.

Message File name: ﬂashupdatev&exe,hetec‘ted by Content Filteriﬁletype application/x-ms-dos-executable,
attachment scan rule: executable_windows

"\ ' l' The default scan order is antispam, then content, and then FortiSandbox. Therefore,
emails that are quarantined by the content filter will not be submitted to FortiSandbox,
9 and emails that are potentially malicious could remain in FortiMail quarantine folders
— and be released to end users.

Configure Quarantine Rescan

You will configure quarantine release rescanning to make sure that FortiSandbox inspects quarantined emails
before they are released to the end user. You will verify your configuration by releasing an email from user
quarantine, and then monitoring the scan job on FortiSandbox.

To configure quarantine rescan

1. Continuing on the FortiMail management GUI, click Security > Quarantine > Quarantine Control.
2. Inthe Re-scan type section, enable FortiSandbox.
3. Inthe Re-scan option section, enable Personal quarantine and System quarantine.

Your configuration should match the following example:

Quarantine Report System Quarantine Setting Quarantine Control

Quarantine Release Re-scan Settings

Re-scantype: (B AntiVirus
@ FortiSandbox

Re-scan option: | @ Personal quarantine

@ System quarantine

4. Click Apply.

To release an email from user quarantine

1. On the FortiMail webmail GUI, log in with the username alice and password Fortinetl!.
2. Click Bulk.

3. Click the quarantined email to open it.

4. Click Release.
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- @ =] i : Quick Filter |~ Unreleased +

James Turner Trade Show Enrolment

5. Inthe upper-right corner of the screen, click the drop-down list, and then click Log Out.

q % Preferences . a
@ Help

@ Log Out

To verify the sandboxing of released email

1. Return to the FortiMail management GUI, and then click Monitor > Mail Queue > FortiSandbox.
2. Verify that FortiMail has queued the released email for sandboxing.

Mail Queve Spam Outbreak Virus Outbreak FortiSandbox Dead Mail

= List | @ View "jl Delete = < Send = & Downlozd Q Search.. '0) Clear current
2 o« 1+ |/1 > » Rccordsperpage:| 50 - Tozal: 1
Client IP Envelope From Envelope To Subject Session 1D

100.64.1.10  jamesturner@infocommnetwork.org alire@acmerorp.net Tradz Show Farnlment WOV KHECO341T-wOV EHO034110...

If the email is not listed in the FortiSandbox queue, click the refresh icon ( < ) afew times.

3. Onthe FortiSandbox GUI, log in with the username admin and password password.
4. Click Scan Job > VM Jobs.
5. Verify thatthe f1ashupdatev3.exe file from the released email is being scanned.

Screenshot Wi File Progress

WIN7X86VMO16_clone18 flashupdateva.exe

6. Wait for the scan job to finish.
7. Click Dashboard > Operation Center.
8. Verify that a verdict generated for the f1ashupdatev3.exefile.
o Deledion  ZUSE-00-UF Fioaddl e FUEE-Uo-UE Fi L4l oW @
FuRrty Garms Inefd=== Thrne Trreat Man= Tl Marne Al
(£ - E‘ & Malicicus 100ad.1 10 Mary [1Z 2022 22:55 33 Wz ek Dlcader 2. flazhupdatens exe B Aotios Recuirss

9. Log out of the FortiSandbox GUI.

To verify the action taken on released email

1. Return to the FortiMail management GUI, and then click Monitor > Log.
2. Locate the history log entry for the released email, and then verify that the email was discarded.
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E Dats Time Zlapzifiar Dizpazition From Haaear From To Cujart

1 20220502 2EEL0BS25  SorciSandzedFile IDT{C)rd;DEFErDi{pDG\'HDn jomesturnen@iafos., famestarmer.alize@acmes. TraceShowEaroment

3. Log out of the FortiMail management GUI.
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Exercise 3: Diagnosing FortiMail Submissions

In this exercise, you will run some diagnostic commands on FortiMail and analyze the debug messages for file
submissions.

Disable the Content Profile

You will disable the content profile that you applied in the previous exercise.

To disable the content profile

1. On the FortiMail management GUI, log in with the username admin and password password.
2. Click Policy > Recipient Policy.
3. Double-click recipient policy ID 1.

= New. | [#Icit. O Delete 4 Move w Q) Policy | cokup.

olw Qe | f71 »  » Reccordsperpage: | 5C +| Domain: Al » @& Show system pollcy Total: 2
Enabled ID Domain Mame Sender Pattern Recipient Pattern AntiSpam AntiVirus Content Resource

[ &} ? AcmecnrLnet @ Adminliroup lRes Default =
| © 1 ACMEernrLnet @ *@acmenorpnst Av-Acme{orp-lnb._ (1 -Acmeliorpdnh..  Kes Detaglr

4. Inthe Content drop-down list, select None.

& Profiles
Antispam | --None-- | 1 E
Antivirus AV-Acme Corp- Inbound * + B
Content --None-- | + &=
Kesource | Res_Default * + HE
5. Click OK.

6. Log out of the FortiMail management GUI.

Diagnose FortiMail Submissions

You will run diagnostic commands on FortiMail and analyze the generated output for file submissions.

To enable debugging on FortiMail

1. Open an SSH connection to the FortiMail VM.

2. Enter the following command to view the available debug options for the sandboxc1id daemon:
diagnose debug application sandboxclid ?

FortiSandbox 4.2 Lab Guide 80
Fortinet Technologies Inc.



DO NQUL-RERRIE

© FORTINET

3. Reviewthe instant options section.

Exercise 3: Diagnosing FortiMail Submissions

FortiMail # diagnose debug application sandboxclid
———————— instant options —————
to-console print debugging information on console
to-file write debugging information to crashlog file
display follow crashlog file
clear clear debugging level and flags
vy : : :
- - If you use the to-console option, the debug messages will be printed to your SSH
q session. If you use the to-f1ile option, you must then use the display option to
- display the debug messages from the crashlog file on your screen.

4. Review the customized options section.

———————— customized oplions ————-——-
enah’le turn on debugging
diszhle turn off debugying
klevels> debug level

level is= a numker, add following walues together

1 - cebug, 2 - wverboss debuy, ¢ - low level debug

32 - write debug to conscle, 64 - write debug to crashleog fils
55 iz a good starting place

flags <levzls debug level
level is a string, Jjoin the following valuss together
C - Lo console, F - Lo crashlog Tile, & - Lo sLandard oul
d - debug, D - verhoss debug, 1 - library level debug, T - wverbose library dehug
v — wvery verbose debug, vV - wvery verhose library debuog
o - print 210, L - add time stamp, = - add source file, £ - add funchtion, n - add line number
Fdtsfn is a gocd starting placs
perzistent <devel> set peresiztent dekbug level for this applications
clear-parsistent clzar perszistent debug levels for ALL appl-_cations

There are two options to enable debugging: numerical 1evels or alphabetical

flags.

"\ ' l' If you use the numerical levels, add the numbers to combine various debug options.
For example, to enable verbose debugging (2) and the saving of debug messages to
the crashlog (64), you use 66.

If you use the alphabetical flags, append each flag, as needed. For example, to
enable verbose debugging (D), with function names (£) and timestamp (t), and print
the output to the console (C), you use CDt f.

5. Enter the following commands to enable both deferd and sandboxc1id debugging:
diagnose debug application sandboxclid 33
diagnose debug application deferd 33
diagnose debug enable

6. Leave the SSH session open.

To send a malicious file attachment

1. On the Remote-Host VM, on the desktop, double-click ATP Email Sender.
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Diagnose FortiMail Submissions

&
ATP Email

sender

2. Inthe Malicious Flash Update section, select Send as an attachment.

Derno

Thizs application sends a (Phishing) email to Alice an AcmeCorp ermploye |~
It can generate 'signatureless’ files for targeted attack demos

* The malicious file used is either ransomeware or an executable masgu

* The file can be sent as an attachment ar a link can be sent in the Ema

*If the link option is choosen the script also creates an external Web Se

* For the case of the malicious flashupdate, there is also an option to pro

* Once the file is analyzed, the Suspicious Objects become part of secu |
< 1l

>

Select What to Email:
Targeted itack Demos Fassword Protect File

Ransomeware File [ Use Passward
Select Pasaword:

) Send as an attachment

JurizOnly
O Send link to document
Walicious Flash Update
® Send as an attachment:
) Send link to exscutable
O Provide link to fake Adobe site ‘ Send Email

3. Click Send Email.
The application status messages appear. Wait until the email is sent.

4. Close the application.
5. Close the Remote-Host VM browser tab.

To analyze the FortiMail debug output

1. Return to the FortiMail CLI, and then review the output.
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sandoonclid:2832-84-10T12: 26:13: Sandboxfeanlct. cpp:

rdplosdScenElements :Tile 2311000p01E048-220 700 bq0lE248 2222-04-10 120 26 10 I#flashupdatevi _exe [checksim: ceblecidbT1%0esd7R6353g)
sangk 6= L 120; ndboxlab g

se configurad FortiSsndbox server

ad() falled, rc = 5, {error:@2000823:145(0) : func (2 :rezson (@)
tion

55! 4] H L1.212:514° suceessfully
sangk 222-04- L B 1120z zerver sck ceda: ©
i FEIRYoR sael in el ly

ver ack codai
Por ot AI-IE_MI_1814: 4/

sarn » walus L
san v value 4
it smaal eCemmned . s pp L, owilus B
sandt 22-04- 1 132 Remotelommand . cpp » walue

candh: Ao matelcmmand . Fpp , walue A
Land 1 amaluCemmane . Lpp . valus B

Sued Lo Lloamaned | oy H cheaklng cabsecblb/ Tabebd 65 b Lo buble - 4068 bbb F 305 B M1 23 b e aat
moteConmand ., cpp peer drepped connection
b e anTek . oy

=andfs CFF-A- AT 3
s buse, B2 Md WI13: oAk Lo
sangs @22-341-19T12: 26:412: Session

ted
poars:checking cahlicrGdh7 1 IAcE4790715T0hE T hARZ rGefle TALASERT hd T T VB R-9F | RYhdeaal

setver eok code: B

CAZ A T9TIE:
-3

IPEAT AL T9TIE:

2. The deferd daemon saves the email in the FortiSandbox queue folder, and also saves a copy of the email in the

defer queue folder, using the email session ID as the identifier.
deferd:2022-04-19T12:26:10:TaskManager.cpp:230:gfind:runner 0 load 1

deferd:2022-04-19T12:26:10:Runner.cpp:322:hold:hold 8f23JJQ0%p016048-
23JJQ9%q016048 repost O

deferd:2022-04-19T12:26:10:Runner.cpp:373:hold:sandbox scan gf
(/var/spool/deferd/temp2/new/8£23JJQ%p016048-23JJ09bq016048) df
(/var/spool/deferd/temp2/df/df23JJQ%p016048-23JJ09bq016048)

3. The sandboxclid daemon starts preparing the scan job, and extracts all attachments—the message body and

executable file—from the copy in the defer queue folder. The executable file will be submitted, but the message
body will not.
sandboxclid:2022-04-19T12:26:10:SandboxScanJob.cpp:147:SandboxScanJob
_:ScanJob (23JJQ%p016048-23JJ090bq016048) is scheduled, will expire in 1785
secC

sandboxcl1id:2022-04-19T12:26:10:SandboxScanJob.cpp:1416:process:Email
8£23JJQ%0p016048-23JJ0Q09bq016048 is picked up from sandbox queue

sandboxclid:2022-04-
19T12:26:10:AttachmentExtractorQF.cpp:317:AttachmentExtractorImplQF:QF:
/var/spool/deferd/sbxqueue/in/8£23JJQ%p016048-23JJ09bq016048

sandboxclid:2022-04-
19T12:26:10:AttachmentExtractorQF.cpp:318:AttachmentExtractorImplQF:DF:
/var/spool/deferd/sbxqueue/in/df23JJQ%p016048-23JJQ9bq016048

sandboxclid:2022-04-
19T12:26:10:AttachmentExtractorQF.cpp:219:ParseHeaders:attachments [2.0] will
be uploaded

sandboxclid:2022-04-
19T12:26:10:AttachmentExtractorQF.cpp:253:visitRfc822Msg:attachment 1 is
skipped
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sandboxcl1id:2022-04-19T12:26:10:SandboxScanJob.cpp:306:ExtractScanElements:1
elements will be scanned

4. The sandboxc1id daemon performs a quick check on the file by sending the file checksum to FortiSandbox.
sandboxcl1id:2022-04-19T12:26:10:Session.cpp:89:Connect0:connected

sandboxclid:2022-04-19T12:26:10:FileVerdictCommand.cpp:101:Prepare:checking
cab3ec6db7190e64796393eb61b082c6e0ef44696b1bd57358d8c98183bdeaat

...output omitted...

sandboxclid:2022-04-19T12:26:10:FileVerdictCommand.cpp:173:ParseData:FSA
reply: hash cab3ec6db7190e64796393eb61b082c6e0e£44696blbd57358d8c98183bdeaat,

score 156, flags 0, name ''

FortiSandbox does not return a verdict for the file checksum.

5. The sandboxclid daemon prepares a TGZ archive file. The archive filename contains the FortiMail serial
number. FortiMail also supplies the email session ID inside the archive. The file is then transferred to
FortiSandbox.

sandboxcl1id:2022-04-19T12:26:10:SandboxScanJob.cpp:887:UploadOneFile:upload
'23JJQ09%0p016048-23JJQ090g016048.2022-04-19.12:26:10.2#flashupdatev3.exe’

...omitted output...

sandboxclid:2022-04-19T12:26:10:AnalyticalCommand.cpp:229:Prepare:suspicous
file: 536491:1:969216:FEVM010000140447.3.tgz

...omitted outout...

sandboxclid:2022-04-
19T12:26:10:SandboxScandob.cpp:1087:UploadScanElements:File 23JJQ%p016048-
23JJQ9%0q016048.2022-04-19.12:26:10.2#flashupdatev3.exe (checksum:
cab3ec6db7190e64796393eb61b082c6e0ef44696b1bd57358d8c98183bdeaaf) has been
sent to FortiSandbox

6. After the file is transferred, FortiMail queries FortiSandbox for the verdict every 30 seconds by sending the file
checksum.

sandboxclid:2022-04-19T12:26:22:Session.cpp:89:Connect0:connected

sandboxclid:2022-04-19T12:26:42:FileVerdictCommand.cpp:101:Prepare:checking
cab3ec6db7190e64796393eb61b082c6e0ef44696b1bd57358d8c98183bdeaat

sandboxclid:2022-04-19T12:26:42:RemoteCommand.cpp:228:Execute:server ack
code: 0

sandboxclid:2020-09-23T18:33:46:FileVerdictCommand.cpp:132:ParseData:size of
OFTP_OPT DATA: 67, raw: 1258291200

sandboxcl1id:2022-04-19T12:26:42:FileVerdictCommand.cpp:140:ParseData:verdict
data returned: 01CAB3EC

sandboxclid:2022-04-19T12:26:42:FileVerdictCommand.cpp:142:ParseData:number
of verdict returned: 1

sandboxclid:2022-04-19T12:26:42:FileVerdictCommand.cpp:167:ParseData:verdict
v2 t is used

FortiSandbox 4.2 Lab Guide 84
Fortinet Technologies Inc.



DO INQSIFRI\EFS{RIMI Exercise 3: Diagnosing FortiMail Submissions
© FORTINET

85

sandboxclid:2022-04-19T12:26:42:FileVerdictCommand.cpp:173:ParseData:FSA
reply: hash cab3ec6db7190e64796393eb61b082c6e0ef44696b1bd57358d8c98183bdeaatf,
score 156, flags 0, name "'

7. After FortiSandbox completes the scan, it responds with a verdict for the file checksum query.

sandboxcl1id:2022-04-19T18:36:46:Session.cpp:101:Connect0:connected

sandboxcl1id:2022-04-19T18:36:46:FileVerdictCommand.cpp:100:Prepare:checking
ac27cd204240c5d4c3612bd2d2£f4bc4226dbc0906318004b767ec34bb3deefal

sandboxclid:2022-04-19T18:36:46:RemoteCommand.cpp:225:Execute:server ack
code: 0

sandboxclid:2022-04-19T18:36:46:FileVerdictCommand.cpp:132:ParseData:size of
OFTP_OPT DATA: 67, raw: 1258291200

sandboxcl1id:2022-04-19T18:36:46:FileVerdictCommand.cpp:138:ParseData:verdict
data returned: 01AC27CD

sandboxclid:2022-04-19T18:36:46:FileVerdictCommand.cpp:140:ParseData:number
of verdict returned: 1

sandboxcl1id:2022-04-19T18:36:46:FileVerdictCommand.cpp:165:ParseData:verdict
v2 t is used

sandboxclid:2022-04-19T18:36:46:FileVerdictCommand.cpp:174:ParseData:FSA
reply: hash ac27cd204240c5d4c3612bd2d2£4bc4226dbc0906318004b767ec34bb3deefa3,
score 2, flags 0, name 'Downloader'

8. The sandboxclid daemon extracts the scan result and notifies the deferd daemon.

sandboxclid:2022-04-19T18:36:46:SandboxScandob.cpp:408:FetchFileResults:File
0801XFem007205-0801XFen007205.2020-09-23.18:33:16.2#flashupdatev3.exe
(checksum ac27cd204240c5d4c3612bd2d2£4bc4226dbc0906318004b767ec34bb3deefal)
has been scanned by FortiSandbox. Scan result: rating=SUSPICIOUS HIGH
category=Downloader

sandboxcl1id:2022-04-19T18:36:46:ActiveRequestlList.cpp:55:PostFileResult:File
(checksum ac27cd204240c5d4c3612bd2d2f4bc4226dbc0906318004b767ec34bb3deefal)
has 1 jobs

sandboxclid:2022-04-19T18:36:46:SandboxScanJob.cpp:1511:post process:Email
0801XFem007205-0801XFen007205 has been processed by FortiSandbox, 1
suspicious is found, 210s used

sandboxclid:2022-04-19T18:36:46:SandboxScanJob.cpp:59:notify:Notify deferd
(8£0801XFem007205-0801XFen007205) 1

9. The deferd daemon releases the email from the FortiSandbox queue folder.

deferd:2022-04-19T18:36:46:DatagramServer.cpp:79:handle request:received
regeust type 5 id 5519

deferd:2020-04-19T18:36:46:Service.cpp:30:process:sbx request
8f0801XFem007205-0801XFen007205 scan_result 0

deferd:2022-04-19T18:36:46:Service.cpp:36:process:sbx request
8f0801XFem007205-0801XFen007205 result: id=2 verdict=3 malware=Downloader
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hash=ac27cd204240c5d4c3612bd2d2£f4bc4226dbc0906318004b767ec34bb3deefal
name=0801XFem007205-0801XFen007205.2022-04-19.18:33:16.2#flashupdatev3.exe

deferd:2022-04-19T18:36:46:Deferd.cpp:269:sbxnotify:sbxnotify
8f0801XFem007205-0801XFen007205

deferd:2022-04-19T18:36:46:TaskManager.cpp:293:gfind:runner 0 load 1

deferd:2022-04-19T18:36:46:Runner.cpp:756:process:Sandbox Parts 2.0 for
0801XFem007205-0801XFen007205

deferd:2022-04-19T18:36:46:Runner.cpp:718:visitRfc822Msg:sandbox verdict for
2 is 3

sandboxclid:2022-04-19T18:36:46:SandboxScandob.cpp:62:notify:Notify deferd
(8£0801XFem007205-0801XFen007205) successfully

deferd:2022-04-19T18:36:46:Runner.cpp:441l:release:release gf
(/var/spool/deferd/mqueue/current/8f0801XFem007205-0801XFen007205) df
(/var/spool/deferd/mqueue/current/df/df0801XFem007205-0801XFen007205)

10. Enter the following commands to disable debugging:

diagnose debug disable
diagnose debug application sandboxclid clear
diagnose debug application deferd clear

11. Close the FortiMail SSH session browser tab.
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Lab 6: Protecting Web Applications

In this lab, you will configure FortiWeb to submit files to FortiSandbox. You will verify your configuration using
multiple malware samples.

Objectives

» Configure machine learning on FortiWeb
¢ Configure FortiWeb to submit files to FortiSandbox for inspection
¢ Monitor FortiSandbox inspection results and statistics for the inspected files

Time to Complete

Estimated: 70 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to FortiGate.

To restore the FortiGate configuration file

1. On the Local-Host VM, open a Firefox browser tab, and then log in to the FortiGate GUlat 10.0.1. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

> ©- Oa8- EEN

FortiGate VM&4
v7.2.0 build1157 (Featurd
- Security Fabric & System
O Backup [ Configuration
*D Restore I & Change Password
i= Revisions & Logout
X, Scripts I

3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Lab 6 - Protecting Web Applications > Lab 6 FortiGate.conf, and then
click Open.

5. Click OK.
6. Click OK to reboot.
Wait until the browser is redirected to the login page.
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Exercise 1: Configuring Machine Learning for Advanced
Threats

In this exercise, you will configure machine learning on FortiWeb, and generate samples to build the Hidden
Markov Model (HMM). You will then verify your configuration using a SQL injection attack.

Configure the FortiWeb System Time

You will configure the system time zone, and enable synchronization with a custom NTP server on FortiWeb.

To configure the system time

1. On the FortiWeb GUI, log in with the username admin and password password.
2. Inthe System Information widget, click System Time.

oysem Informaton i
HA Status Standalone
Host Mame ForniWeb
Serial Mumhber FAM010000140448
Operation Mode Reverse Prowy

Systern Lime Tue Mav 3 1857 36 ALY
[ Configure tme sethings in Swstern > Maintenzance > System Time
T T e e i

Firmwsa

= - \B BT~ = T
System Uptime |5 day(s) & hour(s) 2 minis)]
Administrative Domair B Diszbled

3. Inthe Time Zone drop-down list, select your local time zone.
A confirmation prompt appears.

Confirm b 4

Change Timezone?

o< JEees

4. Click OK.
5. Click Synchronize with NTP Server, and then verify that Server is setto pool .ntp.org.
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|i.'§.- Synchronize with NTP Server |

Server pool.ntp.org

Sync Interval | 60 (1- 1440 mins)

Exercise 1: Configuring Machine Learning for Advanced Threats

If your local time zone observes daylight savings time, enable Automatically adjust
clock for daylight saving changes.

[ ] .
‘\ f' Time Settings
9 Systern Tirne | Thu May 12 094619 2022 Refresh
- Time Zone (GMT-B:00)Pacific Tme(US&Canada) -
@ Autornatically adjust clock for daylight saving changes
6. Click OK.

Configure Machine Learning

You will configure machine learning to detect anomalies in web traffic. FortiWeb employs two layers of machine
learning to detect malicious attacks. The first layer uses the HMM, monitors access to the application, and collects

data to build a mathematical model behind every parameter and HTTP method. After the first layer completes,
FortiWeb verifies each request against the model to determine whether or not it is an anomaly.

To configure machine learning

1. Continuing on the FortiWeb GUI, click Policy > Server Policy.
2. Double-click the BillingPortalAccess policy.

3. Scroll down to the Machine Learning section, expand the Machine Learning section, select Anomaly
Detection, and then click Create.

®, Machine Learning ~

ENGIEANEENTN Bot Detection | AF| Protection

+

Create

4. Inthe Domain field, type * .acmecorp. *.
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New Anomaly Detection
Domain Settings
Dairiain ‘ = acmecorp.] ||
! o :
IP List Type Trust [RElRTE
Source [P List
IP Range @
-+
Cance
5. ClickOK.

Under the Machine Learning heading with the gears turning—the gears indicate that machine learning is
now turned on—you should see the following icons:

Machine Learning P

ENLGETANEESGE Bot Detection AP Protection

@ QO T m = W

iewr Stop Refresh Discard Euport Import

6. Click OK.

To review and edit the machine learning policy

1. Continuing on the FortiWeb GUI, click Machine Learning > Anomaly Detection.

2. Double-click the BillingPortalAccess policy.
3. Inthe Anomaly Detection Settings section, confirm that the value in the Strictness Level for Anomaly field is
3.

Edit Anomaly Detection Configuration

B Anomaly Detection Settings

Stnctness Level for Anomaly € |I a3 | b (Standard Deviation)
A\ R . .
~ - The anomaly distribution model determines whether the functions of a parameter have
changed. FortiWeb calculates deviations only after 500 inputs. You cannot change this
- number.
4. Click OK.

5. Double-click the BillingPortalAccess policy again.
6. Inthe Domain Settings section, click View Domain Data.

Jarnain Sctings €

i D= ele T w1 npen

== Creale My

2 [l iz Do n Dalz Arliur
1 *ackecom = D
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The following three tabs appear: Overview, Tree View, and Parameter View. Click each one, and you will
notice that no data was collected. This is because no HTTP requests are currently being sent to the web
server.

["overview | Tree view Farameter View I =Back

Access Frequency:

Start Time: 2022/05/02 20:11:30
URL Mumber: a
Actioniflert/B o) o |
Senice(HTTRAHTTRS): [ |
Fage Charset: AUTO
1
1
"o‘ Anomaly
0
D L - >0 - - - - - . & & * L L & &8 L *—8 g &8
Top 10 URLs by Hit Wialations triggered by anomalies

Collectng
Building
Running

D carded

HhiMd Learning Frogress

Machine Learning Events

7. Click Tree View.

Overview I Tree Yiew I FParameter View = Back

Domain: *acmecorp*

@ Mo records available.

Do not close this screen—you will return here after you start sending sample data from the Kali VM.

Configure the Sampling Limit

You will now change the machine learning policy to limit samples from one IP address, to facilitate the lab testing.

By default, when the machine learning is in the collecting phase, FortiWeb accepts only 30 requests from the
same IP address. You can modify this in the CLI. For testing purposes, you will configure FortiWeb to accept
unlimited samples from the same IP address (the Kali VM).
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To configure the sampling limit

1. Open an SSH session to the FortiWeb VM.
2. Enter the following commands:

config waf machine-learning-policy
edit 1
set sample-limit-by-ip O
set ip-expire-cnts 1
next
end

3. Enter the following command to exit the PUTTY session:
exit

4. Close the FortiWeb SSH session browser tab.

Generating HTTP Requests

You will send HTTP requests to the web server to train the FortiWWeb machine learning models.

To generate HTTP requests

Go to the Kali VM.
Open a terminal window.
Enter pwd, and then verify that you are in the root directory.

Ao b=

Enter the following command:

./wfuzz ml.sh
This generates more than 2000 login attemptstothe http://billings.acmecorp.net/index.php
URL.

You should see the requests being sent to the web server, similar to the following example:

:~#|./wfuzz ml.sh

Warning: Pycurl is not compiled a
when fuzzing SSL sites. Check Wfu

gainst Openssl. Wfuzz might not work correctly
zz's documentation for more information.

Ao e e o e o e o o e o o o e o o e e o o e e o e e e o o o e e o o o e o o e e o e o e o e e e o e e e e e

* Wfuzz 2.3.4 - The Web Fuzzer *-

F o e e e e e e e e o o e e o e e o e o e ok o e e ok e o e ok o e e e e e e e e e e e e e e e e e e e e e e ke e e

Target: http://www.billings.acmecorp.net/index.php
Total requests: 12334000

000001 : =20¢ p 647 Ch "NWARE3889 - 123456"
000002 : =20€ : 647 Ch "NWARE3889 - password"
000003 : 20E 647 Ch "NWARE3889 - 12345678"
000004 : =20¢ 647 Ch "NWARE3889 - 1234"
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5. Return to the FortiWeb GUI, and then click Parameter View.
6. Verify that the username and password parameters were added.

Orverview Tree Wiew Parameter View
2 | © AddFilter

Domain: *.acmecorp ® )
URL: findex.php

# passward
Parameter Mame: password
# username

HMM Learning Stage: B Building

Callected Samples: 4179

Anomaly Detection Settings Inherit global settings RNkl

Strictness Level for Anomaly €% 3 4 (Standard Deviation) Test Sample

FortiWeb gathers this information during the collection stage by monitoring the HTTP requests. The collection
stage must run for at least five minutes.

7. After five minutes, click the refresh icon (3) to update the progress of the HMM Learning Stage.

A\
- - From the collecting stage, the HMM Learning Stage moves to the testing stage, and
q then to the running stage. You may not see the testing stage because FortiWWeb moves
— very quickly from the testing stage to the running stage.

8. Verify that for both the password and username stages, the HMM Learning Stage field shows Running.

Croerview Tree Yiew Parameter Yiew
2| © AddFilter

Domain: *.acmecorp.® )
URL: findex php

# passwaord
Parameter Mame: password

# usemame

HMM Learning Stage:  Funning

Collected Samples 39664

9. Return to the Kali VM, and then press Ctr1 + C to end the wfuzz process.
10. Return to the FortiWeb GUI, and then click Tree View.
11. Expand the URL, and then click index.php.

COverview . Tree View Parameter View
] in: . *
O "SI ¥ Rehuild Directory
E=7
@ index.php
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12. Observe the password and username parameters that FortiWeb learned and linked to the index.php page. You
can also observe the HMM Learning Stage for each parameter.

(T |20 W1z Haramecte - oy = Bzck
Jomz tEcmecorp T o Refrash
— 1
irdexprp Azcess Freguency: — Py
Mada! Initia 1zaton Liaze: | 2022006 14:43 11 Slack
ActanAle HRIerk) n |
AT0may: u}
a| ol:0c J2:C0 ca:00 Tz03 1730
Vlelatlen Trand
D Rebuile JRL = ol
Saramstars
Marameter Yam= | M Lezrring Stage Itk Details
pazsward o 2unirg =
Uszmame + “uanirg =

13. Click Parameter View > password.

Examine the Distribution of Anomalies triggered by HMM graph. You can see which samples were
considered anomalies when FortiWeb built the HMM model. All the samples matched the HMM model.

Distribution of Anomalies trigaered by HiM Anomaly Strictness Level Details
wonq I §+30 I
= 1400
E 1200
=
=) 4 1000
o a 50.0%
a E B0
= R
= 600
l3:3
o ano
200
Sample Length . 17 18 19 2.0 21 2.2 23
Probability
Mormal « Anomaly @ Mean level o Standard Deviation @+ 3¢ Anomaly Threshold

Attacking the Web Server

Now, you will run attacks on the web server. FortiWWeb machine learning should identify the attacks as anomalous
and block them.

To run attacks from Kali

1. Return to the Kali VM.

2. Inthe terminal window, enter the following command:
./wfuzz_ attack.sh

The script sends 24 malicious requests to the password parameter for the web page.
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3. Close the terminal window.

4. Close the Kali VM browser tab.

5. Return to the FortiWeb GUI, and then click Log&Report > Log Access > Attack.
6. Verify that Fortiweb machine learning blocked the attacks.

frazle | fgecegeEd Atac.z
& ® D olrmocate @ acd b lter | S Tilere B R L
+ TanTme =i I D_stiiion | TIrcal e Ailu e HMen Toue R A =T P Hu-l
AR B Tl e ae e s THELCY U — el e [Bas e D= 0 50 mas e st b e Wa bl esrmey A nmy il g R b R -
ZOZZ0MG - Eilir;Po=a 172 — acrt_Core | boac - ne Lzars ng Anc etz ite S bing azhi-e Lesimitg ANZINT ¥ quTer
A Rl P s e N Zpnt Frre B e L= 20 mos SHeC 0 0SS e o i hie ] R S0 R s e e e

2
a0 IRRCRENA
1

AL 0l Lk B JF o TAeIcess Tk evert_Lers | B30 nE LEAr i Anzmay Jetectizie FL o njscho- Wazhite Lezmitg ANINE ¥ 1 ED F QueTen:
A NYECRINR Filii :Prr sy nRd dant Cawre (R o Lo e fanrmees e ion s d Fhel hosine BT Ty P T T A T TR T TR
RIS T Lilrzl 'omanccess UL cert_Lere | 6307 ne Lears ng Ancmay Jetec — njscho” achice Lesmicg  ANIIE 2 496D FUQUTEN e
T 0ZEIENG EilirzFaa<: ) Sert Done | bacone Lar ne ancmas Zetecizn soczl Fle IrZhzie- “azhiceLezmisg #ncme v 1k sauTem e
I Al SN Vil e men e s T el b [z e D-on o2 meg eleccn sl el e B o TR T T T TR TR
9 Z02IOMG DI Bilir:Po-ahocezs LI i Actt Cere | bocne Lzar no Anzmas 2 =3 tite S pbing Wachi-e Lesmiqg ARZInG ¥ bz gueern e biincs
AP R - Vil 3 mes e T ol prre [Bar e D= o 2o meay el on Ui Sl s plo W bl parmey B neg vl e e sk e g

7. Click the first log entry, and then scroll down to the Machine Learning section of the log details.

& Machine Learning £ Operation ~
Anomaly Detection Information
0.4k i
0.3k 1o
9
0.3k
a
0.2k
7
0.2k
4
01k
13
50 4
1} 3
Huitd Probability Argument Length
Iedian value Argument actual value

Observe the Anomaly Detection information. You can see the input from the attack (in orange), compared
to both the HMM probability and Argument Length that was observed for the password parameter (in
green). For the password, the HMM Probability is 5 and the Argument Length is 4. In other words,
FortiWeb expected only four digits for the password value, but this request used five digits, triggering an
anomaly.

8. Find a SQL injection log entry.
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Attacking the Web Server
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9. View the Log Details.

Log Details

@ M=achine Learning
Anomaly Detection Infor mation

$F Operation «
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0.2 7
0.2k &
1k 5

Hihd Pro babift Sugum ent Length
hedian Value

Aftzck Detection Information

Argument actual walue

Threat Analysis results - SGL Injection
Crosz She Serptig

Se mer-Side Tem pEE e ction

BOSOL e ction

Remok Flk heis oy

Remok Eqblt

Comman lilecton
Highly suspizious

SOL e ction

Sommand e ction

Local Flie civs on

Suspicious ® Safe

Here, you can see that the threat model describes this as a SQL injection attack based on the characteristics

of the malicious input.

10.
11.

Log out of the FortiWeb GUI.
Close the FortiWeb GUI browser tab.
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Exercise 2: Integrating FortiSandbox With FortiWeb

In this exercise, you will integrate FortiSandbox with FortiWeb. You will configure a FortiWeb file security policy to
offload files to FortiSandbox. You will then verify your configuration using various malware samples.

Configure FortiSandbox Integration

You will configure the settings required to integrate FortiWeb with FortiSandbox. You will then authorize FortiWeb
on FortiSandbox, and verify the connectivity between the two devices. You will also configure FortiWeb to use the
FortiSandbox malware signature database, and enable event logging for FortiSandbox file submissions.

To configure the sandbox settings on FortiWeb

1. On the FortiWeb GUI, log in with the username admin and password password.
2. Click System > Config > FortiSandbox.
3. Inthe Server IP/ Domain field, type 10.0.1.213.

FortiSandbox Settings
FortiSandbox Type RNl E=0  FortiYeb Cloud Sandbaox
Server IP/ Domain 10.0.1.213 Test Connectivity

ForiSandbox Status € Disconnected

Cache Timeout 72 (1-168) Hours
Admin Email Email to receive reports and notfications
Statistics Interval g (1-B0) Minutes

4. Click Apply.

5. Click Test Connectivity.
An error message appears.

@ Fail to Obtain FortiSandhaox autharization.

Ok

6. Click OK.

To authorize FortiWeb on FortiSandbox

1. On the FortiSandbox GUI, log in with the username admin and password password.
2. Click Security Fabric > Device.
3. Click FortiWeb.
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4. Inthe Permissions & Policy section, select the Authorized checkbox.
Permissions & Policy
Autherized: Last Changed 2022-05-03 22:54:12
New WDOMs/Domains Inherit v
Autherization:

5. Click OK for the notification warning.
6. Click OK.

To verify connectivity between FortiWeb and FortiSandbox

1. Return to the FortiWeb GUI, and click Test Connectivity.
A success message appears.
x
® Successfully!
oK
2. Click OK.

To enable the FortiSandbox malware signature database

1. Continuing on the FortiWeb GUI, click System > Config > FortiGuard.

2. Enable Use FortiSandbox Malware Signature Database.

| & Use FortiSandhox Malware Signature Dalabasel

Viersion 0o
Description lIse Signature Database from FortiSandbox to Supplernent the AY Signature Database.
3. Click Apply.

4. Refresh the page until you see that the database version is updated.

@ Use ForliSandbox Malware Signaiure Database
I‘\fEIHiUrI

4106 |

Description

lJze Signature Database from FortiSandbox to Supplementthe AV Signature Database,

5. Return to the FortiSandbox GUI, and then click Scan Policy and Object > Malware Package.
6. Verify that the database version on FortiWWeb matches the latest database version on FortiSandbox.
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Wersion Kelaaza Time
2022-05-03 22:39.01

4105 2022-05-05 22:26:02

4104 7072-05-03 134507

To enable event logs for FortiSandbox file submissions

1. Open an SSH connection to the FortiWeb VM.

2. Enter the following commands to enable event logs of FortiSandbox file submissions:

config system fortisandbox
set elog enable
end

3. Close the FortiWWeb SSH session browser tab.

Configure FortiWeb for Sandboxing

To enable sandboxing, you will configure a file security policy. Then, you will enable the file security policy on a
web protection profile, and apply it to a server policy.

To configure a file security policy

1. Return to the FortiWeb GUI, and then click Web Protection > Input Validation > File Security.
2. IntheFile Security Policy section, click Create New.
3. Configure the following settings:

Field Value

Name FSA-Check
Action Alert & Deny
Severity High
Antivirus Scan Enabled
Send Files to FortiSandbox Enabled
Hold Session While Scanning File Enabled
4. Click OK.
5. Scroll down to the bottom of the page, and in the File Security Rule section, click Create New.
+CreateNew | F_’jE:.". 'n'j:e ete _2 1sert + Move
] 1D File Security Rule

6. Inthe File Security Rule drop-down list, select blocked-files.
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MNew File Security Policy ltem

10 auto

File Security Rule blocked-files - 7

A\
= u The blocked-files file security rule is preconfigured to block all audio and video files
and allow everything else. You can click the pencil icon (¢") to review the configuration.

7. Click OK.

To configure the web protection profile

. Continuing on the FortiWeb GUI, click Policy > Web Protection Profile.
. Click Create New.

In the Standard Protection section, in the Signatures drop-down list, select Signature_Alert&Deny.

1

2

3. Inthe Name field, type WPP-AcmeCorp.

4

5. Inthe Input Validation section, in the File Security drop-down list, select FSA-Check.

Input Validation

Parameter Validation -l &

Hidden Fields Protection - P

File Security FSA-Check -1 &

Veb Shell Detection -
6. Click OK.

To configure the server policy

1. Continuing on the FortiWeb GUI, click Policy > Server Policy.
2. Double-click the existing BillingPortalAccess policy.

weCreateMew | [#Edit | TiT Delzte
# Pnlicy Name Virtual 3erver VIP Port | Protocnl Meployment Mode Weh Protection Profile | Monitor Mode | Frable Status
|1 BllingPortalAccess BlllingPortal Vserver 10.200.2.211/32  portl HTTP  Single Server/Servar Pocl Disable €« Gc|

3. Inthe Security Configuration section, in the Web Protection Profile drop-down list, select WPP-AcmeCorp.
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Security Configuration

Monitor Mode €@ »

Syn Cookie »

Web Protection Profile WPP-AcmeCaorp | #

Replacement Message User-customized-message - &

URL Case Sensitivity »

4. Click OK.

Verify Sandbox Inspection

You will verify sandbox inspection using multiple malware samples.

To verify file submission to FortiSandbox for inspection

1. On the Remote-Host VM, open Chrome, and then connect to the Acme Corp Billing Portal at
http://billings.acmecorp.net.

2. Login with the username jsmith and password jsmith01.

3. Click Choose File.

4. Click Desktop > Resources > Lab 6 - Protecting Web Applications > flashupdatev3 1.exe, and then click
Open.

5. Click Upload Invoice.
FortiWeb holds the file upload session while waiting for a verdict from FortiSandbox.

6. Return to the FortiWeb GUI, and click Log & Report > Log Access > Event.
7. Verify that the file was sent to FortiSandbox.

2 ||| @ AddFilter

# Date/Time Level User Interface Actlon Message
1 17:04:01 GUI browse User admin has viewed the Attack logs from GUI10.0.1.10)
I— 2 17:01:34 dasmon sandbox-send-file Suspicious file flashupdatev3_1.exs (1029632 bytes) has been sent to FortiSandbox

8. Return to the FortiSandbox management GUI, and click Log & Report > Events > Job Events.
9. Verify that FortiSandbox has scanned the file and generated a verdict

T Gt | o AT *rnnape

1 202205 03233511 <2buz system 3e1d avslsral packaze 4 107 be FOVMIVOCE Lo CA44 suocss il

H sestem Rzbam oz o VM0 L0000 1402 result. o alfcloas wsk TRUET for fae £ Poczbdol 3ed 272E 2 PR455 3007 Ceche 7272522 1 2ad Bo 2 18dbE B 2ol % 1)

3 Fystem AL E LU SE ST rar Ik WA TefCLE] for ook Jbr 8 Sl 200 Sk R S5 2 2, Qzcocd el Sedpc11edbsE ka1 el) boar e T U

< ECITOEOFITIMBE aart zystem Farrz=flash spdatevi_Lece Joblo= 500 12314358680 2807 F rv Sme 29bf25 2710 20 2 005 26 a a7 sb 26028 shal=2POCak32a 154 5005 12222 ka7 5 0adefl e 5 £ 19 25d= 260 Jebdol 2524376,
S ECIEOS 0327 3RES cabuz system Start proeassiez Az foold=8CA 23 1488E S M0EEETS fanarra=flash ipdate? Leca mdh=dsf 22 11 2e 205 3845807 sb25k 24 shal= 2000 abBea 124 2005 2 1572 fibabe P LA 2firfde 5 s1aZ5e -
0 ECER-OSAOFEIIMID cxbuz zystem Tztch 1z file far new job, jobic - 04125141 500002037 5 F er ame-flashupdszew i . 2me

T OECIEO0S 0321323 cxbuz system | VYR OIOCO0 1404 (rect) s aniltzed 2, f1a ne =V Fashupe stews 1 52 shal S dmed02de 2ded5Eel 87 28547 20156207 dochia? 2Pe B 20 35ed 2ol SdbaSala ol 21 =E0000 25l JECPEEL .,

10. Log out of the FortiSandbox GUI.
11. Return to the FortiWeb GUI, and click Log&Report > Log Access > Attack.
12. Review the log details:
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s
"9" If you don't see an attack log entry for the f1ashupdatev3 1.exe file, waita few

minutes, and then click the refresh icon (-"3 )-

To verify antivirus inspection using the local cache

1. Return to the Remote-Host VM, and verify that the upload was blocked.

Web Page Blocked!

The page cannot be displayed. Please contact the administrator for additional information,
URL: billings.acmecorp.net/upload.php

Client IP: 100.64.1.10
attack ID: 20000017
Message ID: 000000004558

"\ ' J'_' When you attempted to upload the f1ashupdatev3 1.exe file, FortiWeb held the
session while it waited for FortiSandbox to finish scanning the file. After FortiSandbox
9 supplied the verdict, FortiWeb blocked the upload. The file was never saved on the
- server storage.

2. Open another Chrome browser tab, and then connect to the Acme Corp Billing Portal at
http://billings.acmecorp.net.

3. Click Choose File.

4. Click Desktop > Resources > Lab 6 - Protecting Web Applications > flashupdatev3 2.exe, and then click
Open.

5. Click Upload Invoice.
A block page appears.
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Web Page Blocked!

The page cannot be displayed. Please contact the administrator for additional information.

URL: 10.200.2.211/upload.php

Client IP: 100.64.1.10
Attack ID: 20000017
Message ID: 000000001114

6. Close Chrome.
7. Close the Remote-Host VM browser tab.
8. Return to the FortiWeb GUI, and then click Log&Report > Log Access > Attack.
9. Review the log details.
Aftacks | Aggregaled Allacks
E % Severity Leval | Informative @ Acd Filter ®| SwvedFiter- B & A&
DaterTime Pallcy Threat Level Arfion Messane
1 QUFA0503 23:47:30  BillingFarnalAccess  (eeeaes Aler_Deny | Flile namea [flashupdateys 2 exe| detectad with virds info [FSARISE_MALICIOLES] Virgs detacted inFile uploac

10. Click Log&Report > Log Access > Event.
Was the flashupdatev3_ 2.exe file sentto FortiSandbox?

vis
~ - If you see a log entry with a suspicious verdict, wait a few more minutes, and then
upload the flashupdatev3_2.exe file again. It may take a few minutes for FortiWeb
= to receive the malware database update from FortiSandbox.

11. Log out of the FortiWeb GUI.
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Exercise 3: Diagnosing FortiWeb Submissions

In this exercise, you will run some diagnostic commands on FortiSandbox and analyze the debug messages for
FortiWeb submissions.

Diagnose FortiWeb Submissions

You will run diagnostic commands on FortiSandbox and analyze the generated output for files that FortiWeb
submitted.

To enable debugging on FortiSandbox

1. Open an SSH session to the FortiSandbox VM.

2. Enter the following command to display the available options:
diagnose-debug -h

vy
- -
You can use the diagnose-debug command to view real-time debug messages for
file submissions and threat intelligence sharing with integrated devices.

3. Enter the following command to enable debugging for files that FortiWeb submitted:
diagnose-debug device FVVM010000140448
4. Leave the SSH session open in the background.

To upload malware samples

1. On the Remote-Host VM, open Chrome, and then connect to the Acme Corp Billing Portal at
http://billings.acmecorp.net.

2. Loginas jsmith with the password jsmith01.
3. Click Choose File.

4. Click Desktop > Resources > Lab 6 - Protecting Web Applications > f1ashupdatev3 3.exe, and then click
Open.

5. Click Upload Invoice.

To analyze the debug output

1. Return to the FortiSandbox CLI.
2. Review the debug messages.
FortiWeb sends the ADOM name, filename, source IP address, and destination IP address:
FVVM01000079329 VDOM: root
FVVM01000079329 File Name: flashupdatev3 3.exe

FVVM01000079329 Source IP: 100.64.1.10:1
FVVM01000079329 Destination IP: 10.200.2.10:1

FortiSandbox stores received files in a temporary folder for scanning:
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[store pkg.c:294] FVVM01000079329 File name:1:1:1. Package size:1. Total file
number:1. Total file size:1.

[store pkg.c:424] FVVM01000079329 store first stage was successful

FVVM01000079329 Committed new file successfully /driveO/private/temp/fgtpre/tmp/oftp
ca OhPzpx

3. Pressctrl + C to disable debugging.
4. Close the FortiSandbox SSH session browser tab.
5. Close the Remote-Host VM browser tab.
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Lab 7: Protecting End Users

In this lab, you will configure FortiClient to submit files to FortiSandbox. Then, you will verify your configuration
using multiple malware samples.

Objectives

* Configure FortiClient to submit files to FortiSandbox for inspection
¢ Monitor the FortiSandbox inspection results and statistics for the inspected files

Time to Complete

Estimated: 30 minutes

Prerequisites

Before beginning this lab, you must delete all samples from the Downloads folder. You must also restore a
configuration file to FortiMail and FortiGate.

To delete files in the downloads folder

1. On the Local-Host VM desktop, double-click Computer.
2. On the navigation pane, click Downloads.

- Fawarites

B Deskto
| 4 Dowenloads

) Resources

3. Press Ctrl+Ato select allfiles.
4. Press shift+Delete to delete the files.

To restore the FortiMail configuration file

1. Open a Firefox browser tab, and then log in to the FortiMail administrator GUI at
https://10.200.2.100/admin with the username admin and password password.

2. Click System > Maintenance.
3. Click Restore Configuration.

E3 Scheduled Backup

Restore Configuration...

Restore Firmware...

Download Trace Log...
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4. Click Desktop > Resources > Lab 7 - Protecting End Users > Lab 7 FortiMail.cfg, and then click Open.
5. Click OK to reboot.
Wait until the browser is redirected to the FortiMail login page.

To restore the FortiGate configuration file

1. Continuing on the Local-Host VM, open a Firefox browser tab, and then log in to the FortiGate GUlat 10.0.1.254
with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

> ©- L6 - v

FortiGate Va4
v7.20build1157 (Featurd

- Security Fabric @ System
[ Backup O Configuration
"D Restore | & Change Password
i= Revisions & Logout
X, Scripts

3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Lab 7 - Protecting End Users >Lab 7 FortiGate.conf, andthen click Open.
5. Click OK.
6. Click OK to reboot.
Wait until the browser is redirected to the login page.
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Exercise 1: Integrating FortiSandbox With FortiClient

In this exercise, you will integrate FortiSandbox with FortiClient. You will configure FortiClient sandbox detection
settings to offload files to FortiSandbox. Then, you will verify your configuration using various malware samples.

Configure FortiSandbox Integration

You will configure the required settings on FortiClient to integrate with FortiSandbox. You will then authorize
FortiClient on FortiSandbox, and verify connectivity between the two devices.

To configure the sandbox settings on FortiClient

1. Go to the Local-Host VM and, on the desktop, double-click FortiClient.
2. Inthe pane on the left side of the window, click MALWARE PROTECTION.
3. Inthe upper-right corner, click the Settings icon (*I:'r)_

The configuration tab opens.

g}n Sandbox Detection
© o s i

i)

o
[

(1]
M
1
]
r

o
1
LAE]
fi]

m

4. Click Unlock Settings.

5. Enable Sandbox Detection.
6. InthelP field, type 10.0.1.213.
7. Click Test.
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An error message appears.

FortiClient

The Sandbox address is valid but you are not authorized to use it

8. Click OK.

9. Select the Wait for FortiSandbox results before allowing file access checkbox.
10. Inthe Timeout field, type 300 (five minutes).
11. Inthe FortiSandbox Submission Options section, select the All Email Downloads checkbox.
12. Inthe Exclusions section, verify that Exempt specified files / folders is enabled.

FortiClient has been preconfigured to exempt the Resources folder.

vy = Exclusions

- -
q Exclude files from trusted sources o
—
-

Exempt specified files / folders [Add

| & c\users\administratordesktop\resources\

Your configuration should match the following example:

= Sandbox Detection @C

= Settings

P [10.0.1213 | (Test

Wiait for FortiSandbox results before allowing file access
Timeout (seconds): (300

D Deny access to file when there is no sandbox result
FortiSandbox Submission Options
D All files executed from mapped network drives
D All files executed from removable media

I_E All web downloads
All email downloads (Ex. Outlook)
Remediation Options

| o Quarantine infected files |
() Alert & Notify only

= Exclusions

Exclude files from trusted sources o

—

Exempt specified files / folders [Add|

| &= c\users\administratordesktop\resources’,

To authorize FortiClient on FortiSandbox

1. Login to the FortiSandbox GUI with the username admin and password password.
2. Click Security Fabric > FortiClient.
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3. Click the FortiClient entry.

o - o
F&™ &l Heesl e L1 r Maulii.. Hi.. Mo Toow Che.. Gl el .. LI TN Auh T

[E S EINER R LAl 5™ Admmirissr. 1C0.11C o ! C a { a kA M, &5 1] X

4. Inthe Permissions & Policy section, select the Authorized checkbox.

Permissions & Policy
IAuthorl‘zed: | Last Changed 2022-04-27 21,2332 I
Subrnissien Limitation: & [ Unlimited v
5. Click OK.

To verify connectivity between FortiClient and FortiSandbox

1. Return to the Local-Host VM and, in the FortiClient window, click Test.

= Sandbox Detection @
= Settings
P [10.0.1.213 (Test]

Wiait for FortiSandbox results before allowing file access

2. A pop-up window opens to confirm that the sandbox address is valid.

FortiClient

The Sandbox address is Valid

3. Click the close icon (%)),

Verify Sandbox Inspection

You will verify sandbox inspection using multiple malware samples.

To verify sandbox inspection with a known virus

1. Continuing on the Local-Host VM, open Google Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

2. Click EICAR.
A security warning appears.

This type of file can harm your computer,

‘ Keep ‘ | Discard

Do you want to keep eicar.exe anyway?
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3. Click Keep.
The Sandbox Scan window opens.

Sandbox Scan -

File: o hugzershadministratort downloadseicar. exe

Status: W aiting for FortiS andbos result.. I

T Yiew recent zcanz

4. Close Chrome.
5. Return to the FortiClient Sandbox Scan window.
6. Wait for FortiClient to quarantine the file, and then click Close.

Sandbox Scan -

@ File: chuzershadministratordownloadsheicar exe

7 Wiew recent scans

7. Return to the Local-Host VM, and in the FortiClient window, click MALWARE PROTECTION.
You will notice that one file was submitted to the sandbox and that file was detected as zero-day malware.

Sandbox Detection
= E ed Zero-day detecton and advanceda threat protecu
SUBMITTED ZERO-DAY CLEAN PENDING

"\ ' l- EICAR is not zero-day malware. The reason that FortiClient identified EICAR as zero-
day malware is because FortiClient has only the advanced persistent threat (APT)
module installed, and therefore FortiClient is not performing any signature-based

- antivirus scanning.
8. Click Close.

To verify sandbox inspection with a high-risk sample

1. Continuing on the Local-Host VM, open Chrome, and then connect to the Malware Sample Portal at
http://portal.training.lab.

2. Click Downloader.
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A security warning appears.

Keep

o This type of file can harm your computer. Do

you want to keep fsa_downloader.exe anyway?

3. Click Keep.
4. Close Chrome.
5. Return to FortiClient, and then wait for the file to be quarantined.

Sandbox Scan -

@ File: chugershadministratorsdownloads\fza_downloader exe

Status:

T Wiew recent zcans

6. Click Close.

To verify sandbox inspection of email attachments

Discard

1. Go to the Remote-Host VM and, on the desktop, double-click ATP Email Sender.

(&
ATP Email

Sender

2. Inthe Malicious Flash Update section, select Send as an attachment.
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Derno |

This application sends a (Phishing) email to Alice an AcmeCorp employe |~
It can generate ‘signatureless’ files for targeted attack demos

* The malicious file used is either ransomeware or an executable masqu

* The file can be sent as an attachment or a link can be sent in the Ema

*If the link option is choosen the script also creates an external YWeb Se

* For the case of the malicious flashupdate, there is also an option to pre

* Onee the file is analyzed, the Suspicious Objects become part of secu |«
< m >

Select What to Email:

T ted Attack D ,
Araeted Allack Lemas Password Protect File

Ransomeware File [JUse Password
Select Password:

(O Bend as an attachment B\l

) Send link to document

Malicious Flash Update

®:=end ag an attachment;

(2 Send link to executable

O Provide link to fake Adobe site Send Email

3. Click Send Email.
Wait until the email is sent.

Demo

The Message bady is: Hella ~
Thank you far registering for the InfaCammbletwark TradeShow Pleases
Thank you, James

Uploading the flles to FTP Server ... Flease wait a few minutes

Sending EMAIL

Email successfully sent
Freparation complete!

e
€ m >
4. Close the application.
5. Close the Remote-Host VM browser tab.
6. Return to the Local-Host VM, and open Thunderbird.
7. Click alice@acmecorp.net > Inbox.
8. Double-click the latest email in the inbox to open it.
9. Save the attachment.
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Disable FortiSandbox Scanning on FortiClient

Fror Jarnes Turner <jamesturner@infocommnetiark.org =

subject Trade Show Enrolment

To Me <alice@acmecorp.nets

Hello

Thank you, James

I @1 attachment: flashupdatevdexe size unknown

Thank you for registering for the InfoCommMetwork TradeShow.
your detalls are correct. MNote you will need the latest release of Flash to view this site, we have
attached the newest Flash sofware to this email for your conwience

45 Reply = Forward 3 Archive @ Junk (5 Delete

More =

T1EPM

Flease wisit our site to make sure

| 4+ Save v|

The Save Attachment prompt appears.

10. Click Downloads.
11. Click Save.
12. Close Thunderbird.

13. Onthe Local-Host VM desktop, double-click Computer.

14. Click Downloads.
The Sandbox Scan window opens.

Sandbox Scan

&E? File

Statuz:

W aiting for FortiS andbow resulk. . |

T Wiew recent scans

o huzershadministratorthdownloadshflashupdate 3. exe

Wait until the file is quarantined.

15. Click Close.
16. Close Thunderbird.

17. Return to the FortiSandbox management GUI, and click Dashboard > Operation Center.

18. Verify the verdict for the file.

e 9 Celeclon 202208 €5 145207 o 2022 03 0F 1£:37:23

Loy

Bourer -

1nul Mar e

File Mar iz Acliun

e | & Maliciows WAL Feay 06 2032 1L

VeR2iftolt Dloacler2..

flag -.pdatevRexe @ S Recired

19. Log out of the FortiSandbox management GUI.

Disable FortiSandbox Scanning on FortiClient

You will disable FortiSandbox scanning on FortiClient so FortiClient does not interfere with the next lab exercises.
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To disable FortiSandbox scanning on FortiClient

1. Return to the Local-Host VM and, in the FortiClient window, click MALWARE PROTECTION.
2. Click the Settings icon (£F).
The configuration tab appears.

3. Click Unlock Settings.

(® MALWARE PROTECTION

4. Disable Sandbox Detection.

|— Sandbox Detection )|

= Settings

IP [10.0.1.213 Test

Wait for FortiSandbox results before allowing file access

5. Close FortiClient.
6. Close the Local-Host VM browser tab.

115 FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.



DO IMQJ(Z&B&RBJMIW%S Disable FortiSandbox Scanning on FortiClient
© FORTINET

Lab 8: Protecting Third-Party Devices

In this lab, you will configure network share scanning and sniffer mode inspection on FortiSandbox.

Objectives

¢ Configure network share scanning

Time to Complete

Estimated: 20 minutes

Prerequisites

You must restore a configuration file to FortiGate.

To restore the FortiGate configuration file

1. On the Local-Host VM, open a Firefox browser tab, and then log in to the FortiGate GUlat 10. 0.1 . 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

> ©- L06- =ENN

FortiGate VM&4
v7.2.0 build1157 (Featurd
- Security Fabric & System
O Backup [ Configuration
"D Restore I & Change Password
i= Revisions & Logout
X, Scripts I

3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Lab 8 - Protecting Third Party Appliances > Lab 8 FortiGate.conf, and
then click Open.

5. Click OK.
6. Click OK to reboot.
Wait until the browser is redirected to the login page.
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Exercise 1: Configuring Network Share Scanning

In this exercise, you will configure network share scanning on FortiSandbox.

Access the File Share

Two file shares have been created on the Linux-Server VM. The file shares are mounted as network folders on the

Local-Host VM. You will save samples to the file shares.

To access the file share

1. Go to the Local-Host VM and, on the desktop, double-click Computer.
2. Verify that there are two preconfigured network folders.

4 Metwork Location (2)

File Share CQuarantine

B q' File folder . -'-al File folder

3. Right-click File Share, and then select Properties.
The File Share Properties window opens.

4. Note the Target location for the File Share folder.

il File Share Properties -
General | Previous Versions
F!I | File: Share |
Tvpe: File Falder
| Target: V10,2002, 104Share
5. Click OK.

6. Right-click Quarantine, and then select Properties.
The Quarantine Properties window opens.

7. Note the Target value for the Quarantine folder.

2 Quarantine Properties -
General | Previous Versions
ﬂ!l | Juarankine |
Tvpe: File Folder
|Tgrget: 110,200.2, 104Quarantine
8. Click OK.

117

FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.



DO &LQI Br%LFri)nBluN)IShare Scanning Configure Network Share Scanning
© FORTINET

To save the samples to the file share

1. Continuing on Windows Explorer, in the navigation pane, click Resources.

4 Favontes e

B Desktop
& Downloads

) Resaurces

2. Double-click Lab 8 - Protecting Third Party Appliances.

3. Copyinvoice.exeandvacation pics.exe tothe File Share network folder.

4. Before you continue to the next step, verify that the invoice.exe and vacation pics.exe files arein the File
Share folder.

4 » Computer » File Share

Marne Date modified Type Size
=7 invoice. exe 108472021 214 AR Dpplication 4 KB
Evacatiun_pics.exe 108472021 214 AR Dpplication 4 KB

5. Close Windows Explorer.

Configure Network Share Scanning

You will configure network share scanning on FortiSandbox.

To configure the quarantine folder location

1. Login to the FortiSandbox GUI with the username admin and password password.
2. Click Security Fabric > Quarantine.

3. Click Create New.

4. Configure the following values:

Field Value

Quarantine Name Quarantine
Server Name/IP 10.200.2.10
Share Path /Quarantine
Username fsa
Password Fortinet1!
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Field Value

Confirm Password Fortinet1!

Keep Original File At Source Location Disabled

Your configuration should match the following example:

Enabled

Ouarantine Mame: Quarantine
My contain lattars, numbars and J_onbe

Mount Type: | SMBvZ2.0 [v]
Server MamesIP 10,200,210
IF addreszz or fulk-qualified domain name

Share Path fQuarantine

In the format of fpath1ipath2

Usernarme fsa

Passwiord FEEEEEEEEE
Confirm Passwiord serssnEnanw

Entar tha zame password as abowe, for warification

5. Click OK.
6. Click Quarantine, and then click Test Connection.

+ Create New m Celic 'Iﬂ[ Di=lata @ TestConn=ction

——
Minrs: — | ypae: Shin 1%l Fnabiled Nlales

MBI SUSEL0A uarant e e L]

A success message appears.

& Quarantine location is accessible

To configure network share scanning

1. Continuing on the FortiSandbox GUI, click Security Fabric > Network Share.
2. Click Create New.
3. Configure the following values:

Field Value

Network Share Name Share
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Field Value

Server Name/IP 10.200.2.10
Share Path /Share

File Name Pattern .
Username fsa
Password Fortinet1!
Confirm Password Fortinet1!
Enable Quarantine of Malicious files Enabled
Enable Quarantine of Suspicious - High Risk files Enabled
Enable Quarantine of Suspicious - Medium Risk files Enabled
Enable Quarantine of Suspicious - Low Risk files Enabled

Your configuration should match the following example:
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Network Share Name: |5hare |
Server N;\me!IP- o 10.2002.10 |
Shan;."P-at-h I |/Share |
Sca-n Files O-f S-p_t-e;:i_ﬁed Pattern: @® Include O Exclude

=% |

File Name Pattern:

Username |f5a |
Password |.ooo.oooo. |
Confirm Password |.......... |
Enter the same password as above, for venficatior

Scan Job Priority: IMedium [v]

[v] Keep A Copy Of Original File On FortiSandbox
[[] Skip Sandboxing for the same unchanged files

[v] Enable Quarantine of Malicious files

Quarantine Location: | Quarantine E|

[v] Enable Quarantine of Suspicious - High Risk files

Quarantine Location: | Quarantine |E|

[v] Enable Quarantine of Suspicious - Medium Risk files

Quarantine Location: | Quarantine E

&% Enable Quarantine of Suspicious - Low Risk files

Quarantine Location: | Quarantine E
4. Click OK.
5. Click Share, and then click Test Connection.

+ Create New E Edit E Clone ﬁ Delete @, Scan Now @ Test Connection

Scan ype Share Path Quarantine Sanitized Enabled Status

SMBv20 A10.200.2.10/5hare Yes No Yes [+]

Name

A success message appears.

& Network share is accessible

To scan samples in the network share

1. Continuing on the FortiSandbox GUI, click Share, and then click Scan Now.

== Creale New [ Fdii & Clne T Delele & Scan Now BS Scen Nelails 6 Test Connexd ion
Mame 5can Sch Type Shzre Path Quarantine Sanitized Enabled Status
Share Mo SMBvV2.0 £10.200.2.10/5hare ¥as Mo Yes o]
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A success message appears.

& Animmediate scanwas scheduled successfully for network share Share

2. Click Scan Job >VM Jobs.
3. Verify that the files are being scanned.

Soreersaot W Il Progess
= WINTX325P101& dlors.. vacatlon_plzs.exe
WINTARAGP TG v 7. irerice #e

4. Before continuing to the next step, wait until the scan completes.

Verify Network Share Scanning

You will verify network share scanning on FortiSandbox. You will also view the Quarantine folder to verify that
FortiSandbox has moved the high-risk samples from the original location.

To verify network share scanning on FortiSandbox

1. Continuing on the FortiSandbox GUI, click Security Fabric > Network Share.
2. Click Share, and then click Scan Details.

+ Create New E Edit E Clone E{ Delete @ Scan Now E Scan Details @ Test Connection
Name Sca 2 Type Share Path Quarantine Sanitized Enabled Status
Mo SMBv2.0 #10.200.2.10/5hare Yes No Yes [+]
3. Click 100%.
€ Back || & T Delete
#  Total Start End Ecar Finised Malizious Fiza Risk P zdiumr Risk LowFRiskk Clean Gthers [
1 7 O TS5 FAEAS OFA-N5-0 FF 1473 N0 il nja a0 4] Ll d

4. Verify that your scan results match the following example:

£ Eat
Artlon Cretoetlor Flleazmne Rotlra Malaare Earne Crezzlnatlon
=y = Moy 08 2022 Z2s0s Irrvoloo cue A HIZRIsk iy WH kA
LA [ Moy 0& 2022 2212019 vacation sics.exs A HIz Rlsl (-1 SR Hoa

5. Log out of the FortiSandbox GUI.

To verify quarantining of high-risk and malicious samples

1. Return to the Local-Host VM and, on the desktop, double-click Computer.
2. Double-click File Share.
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Right-click invoice.exe.quarantined, and then select Edit with Notepad++.
Verify that the original file has been quarantined.

File  Edit Search  Wiew Encoding Language Settings Tools Macro Run Plugins  Window
423 2 3 & ez BE = LJB._.' Ol ] CIEEE -~ v = EJ
— 1
tjmvoﬁ?ﬁ?ﬁﬁﬁmﬁhh”

1 The file (invoice.exe] was guarantined since FortiZandbox scan result is high-suspicious

Close Notepad++.
Return to Windows Explorer, and then click Quarantine in the navigation pane.

Double-click the quarantine folder. (Note: FortiSandbox autogenerates the folder name, so your folder name may
not match the following example.)

L » Computer D|Ouarantine|b|

F

Marne Date modified Type Size

I J B045602721099637538 I 572022 114 AN File folder

Double-click high_risk.
Right-click the .meta file, and then select Edit with Notepad++.
Verify that FortiSandbox has quarantined the invoice.exe and vacation pics.exe files.

[=] 5726533067701635156.meta 3 |

1 3ID: 572Z65330317309490468

2 Filename: eNrlLzCwLzOxO0lUTutIAUAGL4EHg==

& SubFilename: eNrLzCwLzO0x01lUuc3AUAGL4EXg==
4 Skip: O

5 Username: admin

3

7

=]

Dewvice: Share
JID: 5726533067701635156
Downloaded: 1
9 I TRL: cifs://10.200.2.10/3hare/invoice. exe I
10 IsParent: 1
11 Sub3HAZSG: 740bcOffZf3ca7ab6SSfeldicicoadafSho70eidfedd713h5555d22 64aZasth9as
12 SubfHAl: bEA676ef0d2030ke52581d3badacldezb33 1088
13 Timeout: 180
14 FTypeInt: 2
15 FExt: exe
16 SubType: &

[=] 5726533067658022452 meta E3

1 EID: 57265330317309477580

2 Filename: eNor30xOLMnMz4svyEwvulkut3AUAPnYGlA==

3 SubFilename: eNor30xOLMnMzd4svyEwulkutSAULAPnYG1A==
4 Skip: 0O

5 Username: admin

3

7

g

Device: Zhare

JID: S5726533067668022452

Downloaded: 1
5 |URL: £ifs://10.200.2.10/Share/vacation pics.exe |
i0 TEPorenc L
11 Sub3IHAZS6: S94af6fkb45599360905303d95e6715c5a9% o3 5672E35b60d8172E2466953ablabed
1z SubSHLL: 473006767 1dabld5c6d9251lc620oasa3ieiodise
13 Timeout: 130
14 FTypelInt: 2
15 FExt: exe
16 SubType: &

Close Notepad++.
Close Windows Explorer.
Close the Local-Host VM browser tab.
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Exercise 2: Diagnosing Network Share Scanning

In this exercise, you will copy new samples to the File Share network folder, and then diagnose network share
scanning on FortiSandbox.

Prepare the File Share

You will copy a new file to the File Share network folder.

To copy a new sample to the network share

Go to the Local-Host VM and, on the desktop, double-click Resources.

Double-click Lab 8 - Protecting Third Party Appliances.

Copy fsa sample 1.exe tothe File Share network folder.

Before you continue to the next step, verify that £sa_sample 1.exeisin the File Share folder.

Pobd-=

Computer » File Share

Marre Date modified Type Size

|| invoice, exe,quarantined SO0 14 AR QUARAMTIMED File 1KE
|| wacation_pics.exe.quarantined SFTF2022 1014 Ak CUARAMTIMNED File 1KE
Efsa_sample_'l.exe B0 2019 17:02 PR Application 4 KR

5. Close Windows Explorer.

Diagnose Network Share Scanning

You will use FortiSandbox diagnostic commands to view the real-time debug messages of network share
scanning.

To enable the real-time debug

1. On the Local-Host VM, open PuTTY, and then connect over SSH to the FORTISANDBOX saved session.
2. Log in with the username admin and password password.

3. Type the following command to display the available options:
diagnose-debug -h

vy
- - You can use the diagnose-debug command to view real-time debug messages for
9 file submissions from various sources, and threat intelligence sharing with integrated
= devices.
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4. Type the following command to enable debugging for files that FortiWeb submits:
diagnose-debug netshare
Maximize the PuTTY window, and leave it open in the background.

To start network share scanning

1. Go to the FortiSandbox management GUI.

2. Login with the username admin and password password.
3. Click Security Fabric > Network Share.

4. Click Share, and then click Scan Now.

== Creale New [ Fdii & Clne T Delele & Scan Now BS Scen Nelails 6 Test Connexd ion

Mame Scan Schy

Type Share Path Quarantine Sanitized Enabled Status
Mo SMBvV2.0 £10.200.2.10/5hare ¥as Mo Yes v]

5. Click Scan Job >VM Jobs.
6. Wait for the scan job to finish.

Scrzenshot VM File Progress

[aa) WIN7X36521016 clone... fsa sample Lexa

7. Close Firefox.

To view real-time debug messages

1. Onthe Local-Host VM, return to the PuUTTY session.
2. Pressctrl + Ctodisable debugging.
3. Review the debug messages.

10B255€T263265072) .

madium prieriry, (100) ready susmit filea,
from JOD_FILE_LOADED te JCO_RUNNING
) ntarting ta miemit *ilan ...

1100) ready ovomiz filea,
a5

Al kit SRTIPTE
min)

SAUTPeRLTURArCAT =)

harevaeation plc
BSELE

EN e H
22 10icharefoa o
15116828887

2y = LTOEA WS THm=)

ware auhmitred. The laat file T in TR in ().

T a9

* g to process shares...

: Tanding qokn are (3).
BacTies

fab (£1 36 o7 ha (100) ready osusmit filea,
UEMIT job (SLLBOZS iles ...
TEMTT §oh (11 E : 1 atata from JOE_ROMKTHG to JOF_COMTLETE.
ARAMTIME - »MOUHT e

IABE->MOUNT start

g to process guarantine. ..
mesn sharen. ..

a134701), =c
264083E), ac

EBT520651508), JID (Sl14B2555340350103€),
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4. FortiSandbox loads the files from the network share to its local database.
SHARE->MOUNT starting to process shares...

JOB->LOADING starting to load all network share files to DB for job
(3848068416176666943) .

JOB->LOADING job (3848068416176666943) completed.
JOB->LOADING job (3848068416176666943) state from JOB NEW to JOB FILE LOAED.

5. The file is copied to a temporary directory for inspection.
JOB->SUBMIT job (3848068416176666943) has medium priority, (100) ready submit
files.

JOB->SUBMIT job (3848068416176666943) state from JOB_FILE LOADED to JOB_
RUNNING

JOB->SUBMIT job (3848068416176666943) starting to submit files

SID: (3848068478044497726), Filename: (eNpLKO6MLO7MLchJjTfUS61IBQA1NnQYc),
Skip: (0), Url: (cifs://10.200.2.10/Share/fsa sample 1l.exe), Username:

(admin)

6. Afterinspection is complete, FortiSandbox generates arating (score (1) is clean).
RESULT->RETRIEVE: original file (5118825687528662049.5118825693339134701.1),
SID (5118825687528662049), JID (5118825693339134701), score (1)

7. Type the following command to exit PuTTY:

exit
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Lab 9: Analysis of Results

In this lab, you will examine the verdicts that FortiSandbox generates for a URL scan.

Objectives

¢ Analyze the output of a URL linking to a suspicious executable
¢ Override a FortiSandbox verdict

Time to Complete

Estimated: 30 minutes
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Exercise 1: Analyzing a URL

In this exercise, you will analyze the scan job report of the malicious URL that was sent to Alice in a previous lab.

Access the Scan Job Report

You will review the scan job report of the malicious URL that was sent to Alice.

To access the URL scan job report

1. Login to the FortiSandbox GUI with the username admin and password password.
2. Click Scan Job > URL Job Search.

A\
- - There are multiple ways that you can access a scan job report. Other methods that you
can use to access the reports include using the alert emails, the Scanning Statistics
- widget on the dashboard, or the various FortiView subsections.

3. Locate the infocommnetwork.org URL entry with a High Risk verdict, and then click the view details icon (E.n").

™ Q Detection 2022-06-2817:10:21 to 2022-06-29 17:10:21 | mf
Action Detection 4 URL Rating Submitted Filename

o Jun 29 2022 https/fubzrann ish Ri :
® 1%42:57 fﬂapshupdatev:a.exe A\ High Risk 25TMb7ARDO26F3-25TMbT AICD2693

The scan job report is displayed.

A High Risk WFRIink With Fayloard - ﬁ_ ‘t ﬁ
v wizww Tree View Cretails
Zasiclnlzrmalion L ails Inlzrmalion
Jak O 412 34A0LATFARS2S II. RL: http: fukzrannce Infe o mn=tworkoorg flashupdatec 3 exe |
Status: bLene Soansat live: Jun ZF A2 T3 R
Rrnndvedd: L 28 3E 2 ARETO7 7900 S Fad Theer: Jin F@ RN R4 50T (07N
Stared: Jan 28 202 1537 09-0700 Total Scan Tire: 345 zzconds
Raled By: Lryndiric Scsn File Dype: WWEBLInk
Bubirlt Twpe: Fertiall W Scan Szt Thrc: Jun 32 3032 L5300 07400
Client 1= LG50 Wi 5zan End Tire: Jun EF 2022 L5AE 3RA0TI0)
Al Mo le: O Wi S Time: e TH 4
SIMMHCT: orr Crrbedded LRL: o
LDepth: ] Evrail 3ender jamesturnariintcoon rinetwork.org
Tiweeal Wilae: A% arnnls Fuieil Resdiven - el e,
Wirus Total: Q IO 2557fb2 1186175159 1d0efbofh 22500
UKLand Faylozds Z5TMaTARID2 5% 3-25 SHAL ‘ealebatardibiM dZot 1ot fak i fral abld bl
BHAZ A ddc =2k 1d3d1dededeh 249350 0c3al LeTEAPh S ded 92 1 #REFRF b7
ditash
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The left pane contains the Basic Information and Indicators sections. FortiSandbox
used one VM to analyze this file. If FortiSandbox used other VMs, the summary would

“' ! ’_,. include information from all VMs.
9 The right pane contains the Details Information section, which displays the File
— Type, URL, Submit Device, and Launched OS rows. In this case, the file type is

WEBL.ink, the file was submitted by FortiMail, and the OS that scanned it was a
Windows 7 VM.

4. Review the URL in the Details Information section.

Details Information
LURL: http://ubzranmxinfocommnetwork.org/flashupdatev3.exe
Scan Start Time: Jun 29 2022 15:37:09-07:00
Scan End Time: Jun 292022 15:42:57-07:00
Total Scan Time: 348 seconds
File Type: WEELink
. Your URL may not match the one that is shown in this example because the ATP
b l Email Sender application randomly generates the URLSs.
? Itis common for URLSs to link to executable files, a tactic used by attackers to install
- malware.

5. Review the information in the report, and then answer the following question:
Why might you want to use more than one VM to analyze a file?

vy
y -
9 Some viruses may affect some OSs, and not others.

6. Review the information in the Indicators section.
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Indicators

AN Suspicious file, Z6systemdrivelswnotepadd.exe installed in system
folder

AN Suspicious URL

Y This file applied low suspicious autostart registry modifications to
start itself automatically

&N Thefile tries to bypass firewall

[ | Thefile tried to sleep for an extremely long time

[ | This file checked registry for anti-virtualization or anti-debug

[ | Executable potentially attempted to download an executable via HTTP

Vs

The indicators are color-coded based on their severity, which is specified by the rating
engine.

o

Analyze the Created and Injected Process

You will analyze the created and injected process from the tree view.

To analyze the process
1. Click Tree View.

i ? 3 &

Dverview Tree View Details

2. Click the first indicator process before the first IEis generated, and then review the Memory Operation tab.
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00| 36 HOEAATE enne T i

Mnsmmnlasnssacasoeabs 2eBITIIENT

This fle o find i i

oo e KENTTEMRCATRAT i n 3 T h s flad ragisry tlatad o prosy
e line: g VeI mEngL riok PracessIRFRe R s Froce:s AR IGRAMFILES
i i E’\.I'n:gmn Flasyrrimet Fzplareri.. CRD Linee: o7 e Rl b it S o

LMD Line 5% nidost

1T e e pee

OS5 3k 23474 p BT O SR 3 A bEI0e
[ : MOE IS Tz
/ / Prociess SO0 CRARFL ESEAMI

/ WD 2 117B 20200 S0 25503 B35 1T l B Une Cibraaran e
/ Briae s ERTTFMRGEU A Syn  atanfarif s
{ LD Line © 59 oyt em] Zucebembiemn prwie £,

=1

I
Mns-'saca nnmmmﬁ:mbma .
Tyt S e e

oM llne.c'\ﬂfnuwr'\m-m:l:‘.\mrten Floa

DI T3t S0l G i |
Thiz Fle checeed file systen mw‘ufl
MO Line =13 s Leploree EXE

-

MOIE 21 22080053 2faERS07 T 1845 TI0 <{

I"'_]

MDo AESThEcled
Jolwmt-m b g e
MO Linzemizdag soe T (TR

“MDE 3t

+ Process Information Mamory Operation

® Process Created

Q

Marne Time Rating

24P ROGRAMFILES%\Internet Exploreriiaxplore.exe 2022-7-8 233609 Clean

3. Click the last process that was created and injected.

CMD Line:

TAL Mt 1A 500 A= bk ks Aell2de bl e
J'%S\":FEMPO.J_%\S,:'mms Svomel e
dndonesysystem 22 omd. exe o odel D

Tl LM 00419 Tk dati b 51 ] Al b ftias

Thiz filz applicd lews supiclous altestar rog..
Process: 5 TER P, =0 LA exe D LinzaCo

CLAD Hins Co b=ers\Adm nisratnrsppiaal aca ..

FALY s Fer ez 9P 10400 T Pl e 14
Prace s 3 TERM M TRICer, .Jdcr E‘(E
CMD Linz"CUsers, A4 ristratoridy

i " 07
W M LA
eatem 3Anetchese firey

MD5:2
HProeas:
CRID Line:'C

61107257

4. Review the Process Information tab.

FortiSandbox 4.2 Lab Guide
Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com

131



Brave-Dumps.com

D O &L@I Baﬁﬁ; RJHL\I T Analyze the Created and Injected Process
© FORTINET

Process Information

File Type: exe CMD Line: "CiUsers\Administrator\AppDataiLocal\TemphFDWM\E 2C.exe”

1 9624f9c1543628a85bhb 1d2ddéfcfGa3 campile:

linkers: Microsoft Linker, 12.0 detected languages: C++ date: Ox5AASCOCES [Tue Mar 13 17:39:52 2015 UTC] language: UNMKNOWN English - United Kingdom

Rating
Low Risk Suspicious file, %systemdriveda\notepadd.exe installed in system folder
Low Righ Thisfile applied lowsuspicious autcstart registry modifications to start itself automatically

Claan Thisfile checkad registry for anti-virtualization or anti-cebug

Claan Thisfile modified registry related to proy settings

5. Hover your mouse cursor over the process to review more details.

MD5: 0f3c3ddc3666eecBod311bectdd7315

This file applied low suspicious autostart registry modifications to start itself
automatically

Suspicious file, %asystemdrive?t\notepadd.exe installed in system folder
This file checked registry for anti-virtualization or anti-debug

This file checked file systern for anti-virtualization or anti-debug

Process: %:TEMP 26\ FDIW 54 exe

v The suspicious file, notepadd . exe, was installed in the system folder. The file also
"'9“' modified the autostart registry to start itself automatically.
- The sample displayed antivirtualization or antidebug behavior. This typically indicates

that the malware is built to evade sandboxing.

6. Click Details.

3 2 &

Qverview Tree View Details

7. Review the indicators.

B Indcaterz (2]
Scverity Lieseriation Attack lecanigle
o) Suspiziods Al Hovekamdrive e rokepacd ooz insta led inswstem "c-ldcrliE] Masquz-acing
e ) Suspizicd: ML () @ @
[Luwy] I kit file anplied e suzpizings avtoctar ~epicky mod Peations tocta rk ftoaf aatom aticallv (4) @ @ Kepsbry Rur Feye / Stat bolder
@ 9
(L] Thafile tHccto bypate frawal @ Dicakling Sezurty Toos
[ Thit fila cheskad Al yszen For 2nti-virtualis oton o anti-dekus Sooutity Softwera Diteowany
L} Thefile THAT TR EFPRTI a0 A TR M=k lnng Tine Tim= Rasad Swarsisn
L] This file checkad reglstrr for anthvitua fzetion or anhdebuz [2) @ @ Sezurity Softwerz Discovery
L Exazutacie poctentlzlly sttempted teo dywn oad anexacutablewa HTTRIT, @ @ @ 9 9 @ 9 Rernata Fle Coor

Click the ? icon beside any of the indicators—this takes you to the appropriate operation.
What you observed in the tree view is displayed on the indicators as a summary.

8. Expandthe MITRE ATT&CK MATRIX.
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LI TR

Inttla —atea = £ ar:
[EET kel i " s el Fal ciivn | cwlenl [[NTTHE

e S W

Rrvae T Jipe

o

9. Click 2 beside Masquerading and then click the first !.

Technique: T1036 Masquerading

Description Suspicious file, ¥systemdrivedtinotepadd.exe installed in
systarm folder

Rating Lowe Risk
File MDs 9324915436258 5005 1d2dd6fcf3al

CMD Line "ChUsersifdministraterappDataiLocaliTemptFDM
WH2C e

This shows the description, rating, and MD5 hashing algorithm of the attack technique.

10. Click X to close the Masquerading table details.
11. Expand the File Operation section of the report.
12. Verify that the process created a file named notepadd. exe.

C Fil= Upecanzns 20K
& Coezend(71 C Doletsdl52) O Modifiad(35) L Rene med]27 ] - SenAmrlbutes(25)
Filter:
aaarr ey
L;s'.'snucm:s;mu_esaddm & WEE7RI3I A =f32 Sder Fen 5 2bR A Tad ZONES0ZA 52
HEVITEW GRIYESprox-eoie & MII-FEEET 26 Erateibey SR dak 21 7120 T5fF2eak0T
VINTERNET_CACH S 3 Comem IES: 5 2R HAG S aaonied, 1) o 2 MI1-FREET AP erateibey a7 dake 210 2120 55 2k
SEVITEW DRI Ebiyhng 0= o HEE-7-8 1397 88 2175045307 = abdbkl T 35 AIDFF 5wl
SANTERWET CATHE R ConlanUIES: O SOVl 1 e e HEI-7-HI397 88 2,17 305307 = abobhl T 33 PP Lo Sull
SITOIKIESHIORS Tt ah FCOEE-T-D2IITLP 200301 s adt S adlinf 015 792501073
FITTDH, WA axs e AEY S BRARAAE “ffa e FRSA PRI Bt PSP 7 o
HINTERNET_CACH S 3 Comem IES: W SOJCK DN A 15h_pdazev 2 )ove & MIITEEIETCC I £33 067 20552008 T8 T e FODGS0R:1 22
LTEMPYDRM 230 t~p & WAA-7BESEILE 2f523dez 20552068 8T el HODGSRe 122
HTEMPH L Joe da HEI-7BIIINLT G256 B BeS T3 fes LT b a TR

13. Review the information in the Files Operation section, and then answer the following question:
Are notepadd.exe and flashupdatev3.exe the same file? (Hint: Take a look at the MD5 checksums.)
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A\
‘q' The original URL pointed to a f1ashupdatev3.exe file, however, after the file ran, it
-

wrote itself in the system32 directory under a different name.

14. Return to the Tree View tab of the report, and click the last process that was created and injected.
15. Click Registry Operation.

16. Click the search icon (os), and then type notepadd. exe.

Registry Operation

® Created
Q I notepadd.exe|

HELM'WSEOFTWARE\Microsoft\Windows\CurrentVersionRumBLx | Low Risk | 2022-F-8 13 | Yhotepadd.exe

17. Review the registry changes, and then answer the following question:
Will the flashupdatev3.exe executable run each time the system is rebooted?

‘\ ' f‘_ The HKLM\software\microsoft\windows\currentversion\run registry is
used to register programs that run each time the computer is started. This is one of
9 many registry keys that can be used by malware to make itself persistent when the
— host is booted.

18. Return to the Details section of the report, and expand Network Operations.
The URI column displays a list of the visited URIs.

IE] Network Operations (25)'
ilter: Records

Saarchquary 10w
,
| http:/rugyvhhjwinfocommnetwork.org/flashupdatev3.exe ‘ £358e7dad95632d4chdB832:1674545203 Newly Okserved Domain Clean
http Ao infocommnetwork.orgfinstruct.txt b26131fd36317cfbb2dEf31135c5c301 MNewly Observed Domain Clean
http: Ao infocommnetwork. org/psexec.axe d05bedd3e69ckbeald 9228265 1d7 2ffQ Newly Observad Domain Claan
A\ _ :
-~ ” All files were downloaded from the same site. Because none of the URL callbacks
made by the flashupdatev3. exe file are known malicious sites, the FortiGuard
- Web Filter does not block access to them.
-

19. Expand Behaviors in Sequence.
20. Inthe Filter field, type vbox.
21. Review the search results.
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Exercise 1: Analyzing a URL
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1€l g2 Sbiv 51 KU | avate mEEwtbmres <l
F R SEYET M RITTRA A 08 Enbisd sl

F uFe o S5YSTEMRIOTE S e 12 @ vl
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P LT ol Y TR Y o ) | RCYIPISIRC-3 3 W N PP VR TP EENRNEND 1] e

"\. ' l, You can see some of the checks that the sample performed. It was searching for
some common dynamic-link libraries (DLL) and drivers used by the virtual

9 infrastructure providers. FortiSandbox intercepted those requests, so the sample

— cannot detect that it is running in a sandbox based on the existence of these files.

After reviewing the scan job report in depth, do you agree that this is a high-risk sample?

Override a Verdict

You will use the scan job report to override a FortiSandbox verdict. You will verify the override by viewing the
overridden verdicts list and the URL package version.

To override a verdict
1. Inthe upper-right corner of the report, cIick Mark as clean (false positive).
The Mark as clean (false positive) window opens.

2. Inthe Comments field, type the reason that you think the verdict is not correct.

Mark as clean (false positive) %

Submit feedback to cloud fincludes tracer [son, new verdict, detalled

O PDF report and original file)

Comments: |this is false positive

Contact Email: |
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]
\-‘ ’-r You also have the option to send the feedback to the FortiSandbox Cloud Community.
q If the sample is found to be clean, any other FortiSandbox scanning the same sample
- will get a clean rating from the Cloud Community.
3. Click Apply.

A confirmation window opens.

Feedback submission has bheen scheduled

4. Click OK.
5. Close the scan job report browser tab.
If the same URL is submitted to FortiSandbox again, at what stage will FortiSandbox stop analyzing it?

a. Filefilter stage
b. Cache check stage
c. Static analysis scan stage

d. VM scan stage

vy
- -
q FortiSandbox will apply the overridden verdict at the cache check stage.

5. Log out of the FortiSandbox GUI.
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