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In this lesson, you will learn about FortiSwitch essentials, focusing on the managed switch mode.
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In this lesson, you will learn about the topics shown on this slide.
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Introducing FortiSwitch

Objectives

+ Describe FortiSwitch
* Describe the FortiSwitch portfolio
+ |dentify FortiSwitch management modes
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiSwitch, you should be able to identify FortiSwitch models and
management modes.

FortiSwitch 7.2 Study Guide
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What Is FortiSwitch?
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» No license required

Wide range of models supported

« 20+ models for retail, SMB, enterprise, and data
center

FortiGate
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FortiSwitch is Fortinet Ethernet switch device. Like any other Ethernet switch, it operates at Layer 2 of the OSI
model by forwarding Ethernet frames based on the frame’s destination MAC address and the contents of the
switch’s MAC address table. Layer 3 static routing is also supported on all models, and dynamic routing on
some models. The models that support dynamic routing require an advanced features license. You will learn
more about FortiSwitch routing features in another lesson.

FortiSwitch runs its own operating system: FortiSwitchOS. FortiSwitchOS is based on the FortiOS kernel and
several FortiOS user-space applications. Some of these applications have been customized to meet
FortiSwitchOS requirements. Because FortiSwitchOS is based on FortiOS, most of the FortiSwitchOS
configuration, troubleshooting, CLI commands, and output, are very similar to FortiOS, and in some cases,
identical. As a result, an administrator with experience in FortiOS will find FortiSwitchOS very familiar, which
will then shorten the learning curve considerably.

You can manage FortiSwitch on FortiGate using FortiLink. This is the most common deployment, and it does
not require an additional license. When you manage FortiSwitch on FortiGate, you simplify management by
using the FortiGate GUI and CLI to manage both devices. In addition, when managed on FortiGate,
FortiSwitch integrates with the Fortinet Security Fabric, which enables FortiSwitch to work together with
FortiGate and other products, such as FortiManager, FortiAnalyzer, and FortiAuthenticator, to enhance LAN
edge security, deployment, configuration, and troubleshooting.

There are more than 20 FortiSwitch models to choose from. The range of models available target different
business sizes and use cases.

FortiSwitch 7.2 Study Guide
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The FortiSwitch portfolio classifies FortiSwitch models based on their use case: secure access, data center,
and rugged. This slide describes the FortiSwitch secure access series.

The secure access series is designed with endpoint connectivity in mind. The different models enable
businesses to scale from the smallest retail setting to the data center. There are four families: the 100 series,
200 series, 400 series, and 500 series. Uplink capacity is the most distinguishable difference between each
series, starting with the 100 series with two 1G uplinks and ending with the 500 series with two 40G uplinks.

Usually, choosing the right secure access switch model is determined by the network traffic demands. In small
and remote sites, deploying 100 and 200 series switches is generally more than sufficient. However, in larger
networks with higher throughput requirements that demand more uplink capacity, deploying 400- and 500-
series switches may be more convenient.

In terms of power delivery, all series offer models supporting power over Ethernet+ (PoE+) ports, but only the
400 series offers models supporting universal PoE (UPoE).

FortiSwitch 7.2 Study Guide 8
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The data-center model switches are designed to perform as top-of-rack distribution switches in data-center
deployments. The 1000 series offers higher port density, while the 3000 series offers higher throughput. In
both series, you can split 40G and 100G ports into multiple lower-speed ports to achieve higher port density
and aggregate more devices. In addition, both switches offer redundant hot-swappable power supplies, but no
PoE support. The lack of PoE support should not represent a constraint because the switches are not really
meant to connect endpoints, but rather to aggregate traffic coming from access switches.

You can combine these switches with the secure access line to deploy a FortiGate managed switch stack that
can scale as your network grows.

FortiSwitch 7.2 Study Guide 9
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The rugged model switches are designed to withstand more challenging environments, such as those found in
operational technology (OT) networks and other critical infrastructure where dust and other harsh conditions
may be present. The switches feature a passive cooling mechanism and no fans or moving parts. The
switches also offer redundant power inputs and are built with an IP30 protection rating.
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You can deploy FortiSwitch as a standalone switch or as a managed switch.

The factory default management mode on FortiSwitch is standalone, also known as local mode. When in
standalone management mode, you can manage the switch through the FortiSwitch GUI and CLI interfaces,
or from FortiLAN Cloud. FortiLAN Cloud is a management as a service (MaaS) solution that provides
centralized discovery, visibility, and configuration for standalone FortiSwitch devices. FortiLAN Cloud requires
every switch to have internet access.

When deployed as a managed switch, the switch is controlled by FortiGate, which acts as the switch
controller and uses its FortiLink interface to communicate with the switch. Under this mode, you manage the
switch from FortiGate. The managed switch mode is also known as FortiLink mode. This lesson covers the
managed switch mode only.

This slide also shows the FortiSwitchOS CLI settings that control the switch management mode. By default,
the switch is operating in local mode, however the switch auto-network configuration option is set to
enable. The switch is therefore operating in standalone mode and will attempt to discover a FortiLink
interface on FortiGate. You can alter the FortiSwitch automatic discovery behavior by setting the switch
auto-network setting to disable the on the CLI. If you also want to manage your standalone switch from
FortiLAN Cloud, ensure that the feature is enabled under config system flan-cloud (itis disabled by
default).

Note that unlike in previous FortiSwitchOS firmware versions, when you change the management mode of
FortiSwitch, the switch does not reboot. Finally, unless otherwise stated, all references in this lesson are for
managed switch mode.

FortiSwitch 7.2 Study Guide 11
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Knowledge Check

1. What is the name of the firmware running on FortiSwitch?
A. FortiOS
¥'B. FortiSwitchOS

2. What management mode enables you to manage FortiSwitch on FortiGate?
Y A. Managed switch
B. FortiLAN Cloud
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Good job! You now understand FortiSwitch basics.

Now, you will learn about managed switch operation.
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Objectives

« Understand managed switch mode operation and provisioning
+ |dentify management protocols used in managed switch
 Describe FortiSwitch auto-discovery and authorization

« Connect to the managed switch CLI and GUI
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in managed switch operation, you should be able to understand how managed

switch works, the role of the different management protocols involved, and the FortiSwitch auto-discovery and
authorization process.
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Managing FortiSwitch devices using FortiGate offers the following important key benefits:

Zero-touch provisioning: Administrators only need to connect FortiSwitch to a FortiGate interface that has
FortiLink enabled. FortiGate automatically discovers and provisions FortiSwitch. If FortiManager is used,
you can also achieve zero-touch provisioning by configuring the FortiGate settings on FortiManager.
Secure configuration management: All FortiSwitch management is done on the FortiGate GUI and CLI, or
on FortiManager if used. Administrators are not required to log in to FortiSwitch.

Centralized provisioning and maintenance: FortiSwitch becomes an extension of FortiGate. The way you
configure firewall policies using FortiSwitch VLANs is the same as the way you do it for FortiGate VLANSs.
Authentication and authorization are also handled centrally on FortiGate or FortiManager.

FortiSwitch stack: FortiGate can manage multiple FortiSwitch devices stacked in different ways to offer
scalability and redundancy.

Model range: There are different sizes of FortiGate and FortiSwitch devices to accommodate the needs of
everyone from retail and SMB customers up to data centers.

FortiSwitch 7.2 Study Guide 15



Managed Switch

DO NOT REPRINT
FORTHINET —
Enabling the Switch Controller

« Required to discover and manage FortiSwitch devices on FortiGate
+ Check FortiSwitchOS and FortiOS compatibility matrix on docs.fortinet.com

« Supported by most FortiGate models

« To enable the switch controller on FortiGate (enabled by default on most models):

config system global
set switch-controller enable

end

- To display the switch controller settihgs on the FortiGate GUI (enabled by default):

Core Features F WIFI& Switch Controller
| € Asvanced Routing @ |
| e o |
i 0 Switch Controller (4] !\
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Before you can manage your FortiSwitch stack on FortiGate, you must ensure the switch controller feature is
enabled on FortiGate, so FortiGate can discover and manage connected FortiSwitch devices. In addition, you
must make sure the FortiSwitchOS version of your switch is compatible with the FortiOS version of your
FortiGate. You can check the FortiSwitchOS and FortiOS compatibility matrix on docs. fortinet.com.

By default, the switch controller feature is enabled on most FortiGate models. In FortiGate VM models,
however, it is not enabled by default, but you can enable it by running the CLI commands shown on this slide.

After you enable the switch controller feature, the related switch controller settings are shown on the GUI

under the WiFi & Switch Controller section. If the GUI settings are not shown, make sure that the Switch
Controller feature is enabled on the Feature Visibility page.

FortiSwitch 7.2 Study Guide 16
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To manage FortiSwitch on FortiGate, the switch must be connected directly or indirectly to a FortiLink
interface on FortiGate. The FortiSwitch side of the FortiLink interface is called the FortiLink trunk. You will
learn more about FortiSwitch trunks in another lesson.

A group of managed switches that are connected to the same FortiLink interface is called a FortiSwitch stack.
There are multiple ways you can connect the switches together and to FortiGate. You will learn about the
different network topologies supported in another lesson.

Switch management traffic between FortiGate and the stack travels through the FortiLink interface. In
addition, user inter-VLAN and internet traffic from endpoints connected to the FortiSwitch stack, as well as
traffic that is destined to FortiGate, also travels through the FortiLink interface.

You can create multiple FortiLink interfaces on a FortiGate to manage multiple FortiSwitch stacks. You can
create the FortiLink interfaces in the same VDOM or different VDOMs.

You can manage FortiSwitch devices on FortiGate configured in standalone or HA mode. Both HA modes,
active-passive (A-P) and active-active (A-A), support switch management. However, the VDOM where you
configure the FortiLink interface must be operating in NAT mode. You cannot manage FortiSwitch devices on
a transparent VDOM.

FortiSwitch 7.2 Study Guide 17
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Managed Switch Overview (Contd)
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Regardless of the network topology you choose to deploy your managed FortiSwitch stack, the stack
resembles a router-on-a-stick topology. The switch stack is connected to the FortiGate FortiLink interface, and
therefore, all traffic between the stack and FortiGate is sent over this link.

From a logical perspective, the intra-VLAN traffic is handled by the switch stack. Because FortiGate is usually
the default gateway for the endpoints connected to the switch stack, inter-VLAN traffic, internet traffic, and any
other traffic that is protected by FortiGate, is sent to FortiGate through the FortiLink interface. FortiGate then
processes the traffic based on the configured routing settings, firewall policies, and other related settings. For
inter-VLAN traffic, FortiGate receives the user traffic tagged with the VLAN ID of the incoming VLAN interface,
forwards the user traffic out of the outgoing VLAN interface, and tags it with the VLAN ID of the interface.

In addition, the switch management traffic is exchanged untagged and assigned to VLAN 4094 by default.
VLAN 4094 is configured as the native VLAN on the FortiLink trunk, inter-switch links (ISLs), and inter-chassis
links (ICLs). You will learn more about VLANS, FortiSwitch VLANS, ISLs, and ICLs in another lesson.

FortiSwitch 7.2 Study Guide 18
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All FortiGate devices that support the switch controller feature come with a factory default FortiLink interface
in the root VDOM named fortilink. The default FortiLink interface is a link aggregation group (LAG) interface
with no LAG members by default. As a result, the administrator must add the LAG members manually. The
interface is also assigned the 10.255.0.1/16 address by default. FortiGate uses the address and netmask
to configure a DHCP scope for assigning addresses and other network parameters to managed switches.

In addition to acting as the default gateway and DHCP server for the managed switches, FortiGate also
becomes their DNS and NTP server by default. Note that even though the default DNS server configuration
under DHCP Server indicates Specify, the setting still automatically changes to Same as Interface IP after
applying initial changes to the FortiLink interface.

By default, you must authorize the switches that FortiGate discovers before you can manage them.
Alternatively, you can enable Automatically authorize devices to automatically authorize discovered
switches. In addition, FortiLink split interface is enabled by default. When there is a FortiLink interface with
two or more members, this option instructs FortiGate to keep only one FortiLink interface member active. This
behavior is useful when you connect the FortiLink interface from one FortiGate device to two or more
switches, and the switches do not support multi-chassis link aggregation (MCLAG) or MCLAG is not
configured yet. In this scenario, you lose management to one or more switches if the FortiLink split interface is
disabled. You will learn more about MCLAG and redundant network topologies in another lesson.

Finally, the GUI also displays a status icon. If the FortiLink interface is a LAG, then the icon indicates the
status of the LAG.
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Management Protocols

+ FortiLink
* Default FortiSwitch discovery method
+ In standalone, discovery frames are sent on specific ports
+ Also used for heartbeats
+ Between FortiGate and FortiSwitch only (FortiLink interface)
+ Discovery frames include switch serial number and port information
» Ethernet type Ox88FF

» Link Layer Discovery Protocol (LLDP)
+ Alternative method for FortiSwitch discovery
- Used for auto-ISL configuration (switch stack)
» Ethernet type 0x88CC

« CAPWAP
» Switch authentication and authorization
+ Also used for heartbeats
+ Alternative firmware upgrade method
- LLDP neighbor information
+ FortiSwitch logs export
+ UDP port 5246

-
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FortiGate uses multiple protocols to control FortiSwitch. The protocols listed on this slide are used mainly for
switch discovery, authorization, and health checks.

For discovery, FortiGate uses the FortiLink protocol by default. The FortiLink discovery frames include the
switch serial number, as well as the port information on the switch. Note that when FortiSwitch is in
standalone mode, only specific ports send FortiLink discovery frames by default. For more information, refer
to the FortiSwitch—Managed by FortiOS document on docs. fortinet.com. FortiLink is also used by
managed switches that are directly connected to FortiGate to send heartbeats.

You can also use LLDP as an alternative switch discovery method. LLDP is also used when setting up a
switch stack, because it enables the links connecting the switches to be automatically configured as trunks
(auto-ISL). You will learn more about trunks and auto-ISL in another lesson.

CAPWAP is another control protocol that FortiGate uses to manage FortiSwitch devices. CAPWAP performs
switch authentication, authorization, and health checks (heartbeats) by establishing a Datagram Transport
Layer Security (DTLS) tunnel between FortiGate and the switch. It is also used as the alternative and legacy
method for sending a firmware image file to a switch when you use the FortiGate GUI firmware upgrade tool.
FortiSwitch also uses CAPWAP to send LLDP neighbor information and switch logs to FortiGate.

FortiSwitch 7.2 Study Guide 20
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Management Protocols (Contd)
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- TCP port 22
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DHCP, DNS, NTP, and HTTPS are used for provisioning the switch with a management IP address, its time,
name resolution, and configuration, respectively.

FortiGate acts as the DHCP, DNS, and NTP server for the switch. FortiSwitch uses DHCP to get an IP
address from the same subnet as the FortiLink interface. In addition, FortiGate is configured to respond to
DNS and NTP requests received at the FortiLink interface by default. The use of NTP is very important
because the time on FortiGate and FortiSwitch must be in sync. Otherwise, the CAPWAP DTLS tunnel won’t
be established and therefore the switch won’t come online.

FortiGate uses HTTPS for pushing switch configuration, collecting diagnostics, and as the switch default
firmware upgrade method. For this, FortiGate uses the FortiSwitch REST API to communicate with the switch.
For example, when you change the port configuration of a switch on FortiGate, FortiGate uses the FortiSwitch
REST API to apply the changes on the switch. When you check the FortiSwitch ports on the GUI, FortiGate
also uses the FortiSwitch REST API to obtain the current port status information from the switch. When you
use the FortiSwitch firmware upgrade tool on the FortiGate GUI or CLI, FortiGate uploads the firmware image
file to the switch through HTTPS.

Finally, FortiGate also uses SSH to access the switch CLI. When you use the CLI connection tool available on
the GUI, FortiGate establishes an SSH connection to the switch management IP address.
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FortiLink Auto-Discovery

* FortiGate can discover FortiSwitch regardless of the switch management mode
« FortiSwitch sends FortiLink discovery frames by default on all ports
* To enable or disable FortiLink auto-discovery on ports:

|config switch interface |
edit <port>
set auto-discovery-fortilink enable | disable

end
‘ end ‘

+ After authorization, switch management mode is set to managed switch (FortiLink)
» |If the management mode changes, the switch loads the default FortiLink configuration
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FortiGate can discover FortiSwitch, regardless of the FortiSwitch management mode.

Every FortiSwitch broadcasts FortiLink discovery frames on all ports, by default. FortiLink discovery frames
contain information about the switch that FortiGate uses to create the switch configuration on the firewall.
FortiGate discovers the switch after it receives FortiLink discovery frames from the switch. At this point, if they
want to, the administrator can authorize the switch for management purposes.

If you wish to disable auto-discovery on one or more ports, you can log in to the switch, and then disable
auto-discovery-fortilink on the port so FortiGate cannot discover the switch through that interface.

When you authorize a switch that is working in standalone mode, the switch management mode is changed to
managed switch mode (FortiLink mode). When FortiSwitch changes to managed mode, it is running the
default FortiLink configuration. As a result, the configuration that the switch was running in standalone mode is

lost.

Also, auto-network enables auto-ISL on all ports. For this reason, FortiSwitch automatically creates a trunk
that has, as members, the ports that connect to the FortiLink interface.
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FortiSwitch Authorization

* On the FortiGate GUI:

: + Create New~ | ¢ Edit @ Delete 51 Register All
Name 5 Switch Group = Status 5 Model 3
B FortiLink: B fortilink €
= 5424DPTF2000002% - © Unauthorized FortiSwitch 424D-POE
# Edit
B Delete
|Q Authorize |

* On the FortiGate CLI:
config switch-controller managed-switch
edit <switch-id>
set fsw-wanl-admin enable
next

end

« After authorization, the switch loads FortiLink mode configuration, if it is working in local
management mode
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If Automatically authorize devices is disabled on the FortiLink interface, you must manually authorize a
switch on the FortiGate GUI or CLI before you can manage it.

To authorize a switch on the FortiGate GUI, click WiFi & Switch Controller > Managed FortiSwitches,
select the switch you want to authorize, and then click Authorize on the toolbar. Alternatively, you can right-
click the switch to display a context menu, and then click Authorize.

You can also use the FortiGate CLI to authorize a switch by enabling the fsw-wanl-admin setting under the
managed switch configuration, as shown on the slide.

Note that when you authorize a switch, FortiGate instructs the switch to set the management mode to

FortiLink mode by sending a FortiLink frame to the switch. If, at this point, the switch is operating in local
mode, FortiSwitch automatically changes the management mode to FortiLink mode.
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Switch Auto-Discovery and Authorization

* Process when FortiSwitch is in standalone mode (manual switch authorization):
1. FortiSwitch sends FortiLink discovery frames
2. FortiGate adds FortiSwitch configuration to FortiOS (FortiSwitch status is Unauthorized)

Fortios
configuration

- $224EPTF19005928(")

FortiSwitchOS
configuration

* Mode: standalone
= Auto-discovery enabled

5224EPTF19005928 FGVM1V0000141680

Name Status

F:=RTINET

i = © Fortinet Inc. All Rights Reserved 21
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This slide describes the switch auto-discovery and authorization process when you connect FortiSwitch in
standalone mode to FortiGate. FortiGate has Automatically authorize devices disabled. In addition, the
example on this slide indicates the serial number of each device, as well as the port used on FortiSwitch to
connect to FortiGate. Based on the example, the process is as follows:

1. FortiSwitch sends FortiLink discovery frames to FortiGate. The frames are sent every 5 seconds and
contain the switch serial number, model number, and firmware version.

2. After receiving the FortiLink discovery frames, FortiGate adds the configuration of the newly discovered
switch to FortiOS. The switch serial number, also known as the switch ID, appears in the list of managed
switches as Unauthorized. The FortiSwitch port configuration added to FortiOS and the faceplate shown
on the GUI for the switch, is based on the information contained in the FortiLink discovery frames. Also, if
this is the first FortiSwitch that FortiGate discovers, FortiGate will also configure some additional settings
required for FortiSwitch management, such as the default FortiSwitch VLANs, their DHCP scopes, and
the quarantine replacement messages.
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3. Administrator authorizes the switch on the FortiGate GUI (FortiSwitch status changes to Offline)
4. FortiGate sends a FortiLink frame to the switch to notify the authorization
5. FortiSwitch saves the standalone configuration and changes to default FortiLink configuration

Fortios
configuration

* S224EPTF19005928

set fsw-wanl-admin enable

* Mode: standalone
= Auto-discovery enabled

5224EPTF19005928 FGVM1V0000141680

T2 5224EPTF19005928 Name Status

# Edit /] @ s224epTF19005928 @ Offtine
W Delete

|° Authorize |

F::RTINET
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3. The administrator authorizes the switch on the FortiGate GUI, and as result, FortiOS enables the fsw-
wanl-admin setting in the switch configuration. The FortiSwitch status also changes to Offline. The
administrator can also authorize the switch on the FortiGate CLI by manually enabling the fsw-wan1-
admin setting on the switch configuration, which is under config switch-controller managed-
switch.

4. FortiGate sends a FortiLink frame to the switch to notify that it has been authorized.

5. FortiSwitch loads the default FortiLink configuration.
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6. FortiSwitch changes to FortiLink mode and:

a. Creates a FortiLink trunk using auto-ISL

b. Starts exchanging FortiLink heartbeats with FortiGate (health check)
7. FortiSwitch obtains network parameters through DHCP
8. FortiGate adds an A record to its DNS database for the switch

FortiSwitchOS FortioOS
configuration configuration

. port24 + S224EPTF19005928
* Mode: FOI‘ULIHK@ w < o set fsw-wanl-admin enable
 Switch trunk O : . 3 i DNSdatabase

edit "GVMIV0000141680" set hostname "S224EPTF15005928"
set fortilink 1 $224EPTF19005928 FGVM1V0000141680 \_59F P 10.0.13.1

set members "porti4”

Mame Status
\_/// £ 5224EPTF19005928 © Offline

F::RTINET
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6. FortiSwitch changes to FortiLink mode and:

a. Creates a FortiLink trunk using auto-ISL. The trunk contains the port connected to FortiGate as a
member, and has the fortilink option set to 1. The latter indicates that the FortiLink trunk was
created on a switch that was detected using FortiLink as the discovery method.

b. Starts exchanging FortiLink heartbeats with FortiGate for health checking purposes. Heartbeats
are sent every three seconds.

7. FortiSwitch obtains its IP address and other network parameters from FortiGate through DHCP. The
network parameters include FortiGate as NTP server, DNS server, and default gateway.

8. FortiGate adds an A record to its DNS database for the switch. The A record maps the switch serial

number to its management IP address. In the example shown on this slide, the switch management IP
addressis 10.0.13.1.
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9. FortiSwitch uses NTP to sync its time with FortiGate
10. FortiSwitch brings up the CAPWAP tunnel (FortiSwitch status changes to Online)
11.FortiGate pushes the configuration to FortiSwitch using FortiSwitch REST API (HTTPS)

FortiSwitchOS

configuration

v . portzd . <
» Mode: FortiLink S
» Switch trunk ({:J

edit "GVMIVO000141680"
set fortilink 1 S224EPTF19005928 FGVYM1V0000141680

set members "porti4”

+ Settings received from FortiGate Name Status Join Time
& $224EPTF19005928 @ Online  2020/12/03 15:05:39 O

F::RTINET
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FortioOS
configuration

+ S224EPTF19005928
set fsw-wanl-admin enable

+ DNS database

set hostname "S224EPTF150059528"

set ip 10.0.13.1

© Fortinet Inc. All Rights Reserved 24

9. FortiSwitch uses NTP to synchronize its time with FortiGate. Time synchronization between FortiGate and
FortiSwitch is key for the CAPWAP tunnel to come up. CAPWAP uses DTLS for data encryption. Because
DTLS uses certificate-based authentication, a considerable time difference between the two devices will
cause a DTLS handshake failure, and as a result, the CAPWAP tunnel will not come up.

10. FortiSwitch brings up the CAPWAP tunnel. After the CAPWAP tunnel is established successfully, the
FortiSwitch status changes to Online. The timestamp when FortiSwitch comes online is recorded as the
Join Time.

11. FortiGate pushes the configuration to FortiSwitch using the FortiSwitch REST API. This connection is
made over HTTPS.

At this point, the discovery and authorization process is complete. FortiGate and FortiSwitch continue
exchanging data for health check, diagnostics, and configuration synchronization purposes.
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Displaying Managed Switches on the GUl—List View

« List view:

Status Maodel
B Oniine e B FortiSwitch 424D-POE
X Upgr =) Register All Searct Q
Status £ Switch Group £ Model Firmware Version Connecting From

| B List ~ |

Join Time =

2022/11/16 10:27:39
2022/11/14 10:24:40

2022/11/JW10:27:37

@ Online FortiSwitch 424D-POE S5424DP-v7.2.0-bulld416.. 100131
® Online FortiSwite] »# gt N7.2.0-bulldd16.. 10.0.13.
# Oinline EnctiSwitc] @ Delete 7.20-build416.. 10.0.13.
t 2 Core-1(5424DPTF 2000002 7) © Deauthorize

S424DPTF20000027 X Upgrade

Core-1 D Restart

@ Online D Factory Reset

ce B+ fortilink Q‘) Register

N 5424DP-v72.0-bulldd 16, 220622 (Interim)

L& Diagnostics and Tools
LED Biink .

»_ Connect to CLI

© Fortinet Inc. All Rights Reserved.

# Edit & Disgnosticsand Tools () Reglster
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After you authorize the switches, they eventually appear as Online on the Managed FortiSwitches page on
the FortiGate GUI. By default, the page displays the switches in the List view, which is essentially a table that
displays relevant information for each switch, such as the ID, status, management IP address, and join time.

The join time, in particular, is a very important piece of information to look at. Under normal operation, a
switch join time should remain the same. However, if a switch join time is frequently getting updated, this may

be an indication of connectivity issues between the switch and FortiGate.

You can also hover over a switch to get more details, or right-click the device to display a context menu with
some actions you can perform on the switch. The page also contains two pie charts that report on the switch

status and models.

The Managed FortiSwitches page also offers two other view types: Group and Topology, which are

described in the next slides.
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Creating FortiSwitch Groups

+ Creating a FortiSwitch group

+ Create New =
FortiSwitch

# Edit

* Core-2 (S424DPTF200000%)

2 Access-1(5424DPTF20000029)

& Delete

© Deauthorize

Status =

@ Online
@ Oniine
& Online

o Upgrade

Switch Group

(5 Register All

Model <

FortiSwitch 424D-POE
FortiSwitch 424D-POE

ForliSwilch 4240-POE

Firmware Version &

£424DP-v7.20-bulld416...
S4240Pv7.2.0-build416...

5424DP-v7.2.0-build414...

Connecting From

100,131
100132

100133

Jain Time £

2022/13/16 10:27:39
2022/11/16 10:24:40

2022/11/16 10:27:37

New FortiSwitch Group
MName Core Select Entries »
Members | s Core-1(S424DPTF20000027) X Qs + Create

* Core-2{SA24DPTF20000051) x
+

Description \ 0/53

< Access-1(S424DPTF20000029)
* Core-1{S4240PTF2000002 7]
% Core-2 (S424DPTF20000051) s

F::RTINET
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You can create FortiSwitch groups to speed up tasks that you need to perform on two or more devices. For
example, you may want to restart a FortiSwitch group rather than restarting each individual switch, and
therefore reduce administrative overhead. You may also want to perform a firmware upgrade on a group of

devices instead of upgrading individual switches.

You create a FortiSwitch group on the Managed FortiSwitches page by clicking Create New > FortiSwitch

Group. After you create the group, the GUI automatically changes to the Group view.
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Displaying Managed Switches on the GUI—Group View

* Group view

i<

DU e

| + CreataNew= | # Edit | B Delete 4,
Name =
I CORE
# Edit
& Delete
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Training Institute

E-UUimnps.COIl
o o s r..-' LW N WL W |
Q M Group~
Members <
2 CORE-01 (S424EPTF15000138)
F2 CORE-02 [S424EPTF 190001 45)
% Core-2 [S424DPTF20000051)
S424DPTF20000051
Core-2
& Online
we S fortilink
W Core
1 S424DP-v7.2.0-build416,220822 (Interim)
| & Eat IJ& Diagnostics and Tuolsl =) Register I
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The Group view displays the configured FortiSwitch groups and members. Currently, there are a limited
number of actions you can perform on a FortiSwitch group using the FortiGate GUI. For example, you can
click Register on the context action menu to see the registration details for all devices in a group.

However, on the FortiGate CLI, there are more commands that you can use to perform an action on a specific

FortiSwitch group.
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+ Topology view
| WIFI & Switch Controller> Managed FortiSwitches
4 Create New | | =2 Switch Actions = £ Refresh ¢ Reorder Searct Q = Topology =

FortiLink Stack: fortilink
* Core-2(5424DPTF200... %
© port25
% Core-1(5424DPTF200... 4 © port26
= FortiGate-1 /-— @ port23 & port1
He fortilink © port25 : .
# Edit 4] pOl'[26 : :.... g » ” .
B Delete 2 Access-1(5424DH Mcsa Miestase
9 Desuthorize (9 port1 2
[ Show Ports
Connected ».. Connect 1o CLI X 6 .
=== === =Disconnected D Restan
STP Status: Discarding | | &, Upgrade & port23
—MCLAGICL 9 Factory Reset
@ Registration
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The Topology view displays a simple but useful topology describing the physical links between switches, as
well as the type of links. You can also hover over a port to see more details about the port, such as its status,
native and allowed VLANSs, operating speed, and STP state. You can also right-click a switch to display a
context menu from where you can select an action, such as editing the switch settings, connecting to the
switch CLlI, factory resetting the switch, or upgrading the device.
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* Check the status summary of all managed switches
# execute switch-controller get-conn-status
Managed-devices in current vdom root:
Fortilink interface : fortilink Z
SWITCH-ID VERSION STATUS FLAG ADDRESS JOIN-TIME NAME
S424DPTF20000027 v7.2.0 (418) Ruthorized/Up — 10 0. k3l Thu Nov 17 08:28:18 2022 Core-1
S424DPTF20000051 w7.2.0 (416) Ruthorized/Up — 10.0.313.2 Thu Nov 17 08:28:24 2022 Core-2
S424DPTF20000029 w7.2.0 (418) Authorized/Up = 10.0.13.3 Thu Nov 17 08:28:36 2022 Access—1
Flags: C=conf sync, U=upgrading, staged, D-del@yed reboot pending, E-conffig sync error, 33
Managed-Swilclgs: 3 (UP: 3 DOWN: 2
F.--HTIHET © Fortinet Inc. All Rights Resenved. 28
Training Institute

You can also display a list of managed switches using the FortiGate CLI. This slide shows the command you
can run to get this information.

This command provides you with similar information as the list view on the Managed FortiSwitches page,
except that it incudes a FLAG column which reports on the device operation status.

When you troubleshoot issues on a managed FortiSwitch stack, you likely start by running the CLI command
shown on this slide, because it provides you with an overall status of the switches, including two pieces of
information that you will likely need to troubleshoot further: the name of the FortiLink interface the stack is
connected to and the ID of the switches in the stack. Because FortiGate supports the management of multiple
switch stacks, and given that each stack can have multiple switches, knowing the FortiLink interface that the
stack is connected to and the switch ID of a problematic switch will enable you to filter the output obtained
when running troubleshooting commands. This is particularly useful when dealing with large FortiSwitch
deployments, because going over the output of all managed switches can be overwhelming. In the example
shown on this slide, the FortiLink interface is fortilink.
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Upstream Internet~

FortiSwitch Extends the Security Fabric

®
|
]

Topology last updated ? second(s] ago, Security Rating
results that ran 14 day(s) and 4 hour(s) ago were
aggregated
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A managed FortiSwitch can be seen as an extension of FortiGate. In this way, FortiSwitch extends the
visibility of the Fortinet Security Fabric up to Layer 2. Using FortiView physical and logical topology views, you
can visualize different security segments together with all the stacked FortiSwitch and connected end devices.

In the example shown on this slide, the Security Fabric physical topology view shows a FortiGate controlling
three FortiSwitch devices. The topology also displays the two Debian endpoints connected to the access
switch.

Note that the physical topology does not show the full physical topology of the FortiSwitch stack. You can view
the full physical topology in the Topology View on the Managed FortiSwitches page.
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IP Address Assignment

+ FortiGate DHCP widget shows the |P address assigned to FortiSwitch

Device = Pz Interface = Status 5 Reserved S Host Information Expires &

&3 S424DPTF20000027 10.0.13.1 2+ fortilink Leased out 04:d5:90c2:facd3 © Not Reserved VCI: FortiSwitch-424D-POE 2022/11/24 11:52:32

~I‘ Hostname: Core-1

CorefV # diagnose ip address list

IP=129.0.0.1->127.0.0.1/255. 70 index=1 devname=lo Flags: 0x80
IP=192.168.1.99->192.168+-71.99/255.255.255.0 index=2 devname=mgmt Flags: O0xB0
TP$10.0.13.1-4>10.0.13.1/255.255.255.0 index=37|devname=internall Flags: 0x80
TP+169.254.14.2+>169.254.14.2/255.255.255.0 index=46|devname=rspan| Flags: 0x80

Core-1 # diagnose netlink interface list internal

if=internal family=00 type=1 index=37 mtu=1500 link=0 master=0
Qdisc=noqueue |hw addr=04:d5:90:c2:fa:d3|broadcast addr=ff:ff:ff:ff:ff:£f

FORTINET C imtema1wAC addess.
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After authorization, the switch requests two IP addresses from FortiGate through DHCP. On the FortiGate
GUI, you can browse to the DHCP widget to display the IP addresses assigned to the managed switches. The
IP addresses assigned to each switch over DHCP are:

* Management IP: The IP address is on the same subnet as the FortiLink interface. It is used for
management communication between FortiGate and the switch. Although the slide does not show the
FortiLink interface configuration, the interface has been assigned an address inthe 10.0.13.0/24
subnet, which is why the assigned switch management IP is also in that subnet.

+ ERSPAN IP: Encapsulated remote SPAN (ERSPAN) enables FortiSwitch to encapsulate mirrored traffic
into GRE and send it across a Layer 3 network. The ERSPAN IP is used as the source IP address of the
GRE packets. Note that although FortiSwitch also supports remote SPAN (RSPAN), this IP address is
used by ERSPAN only. You will learn more about SPAN, RSPAN, and ERSPAN in another lesson.

The slide also shows the output of the FortiSwitchOS diagnose ip address list and diagnose
netlink interface list internal CLIcommands. The commands work in the same way as in
FortiOS: they indicate the list of IP addresses assigned to the switch interfaces and some interface statistics,
respectively. The output shows that the switch management and ERSPAN IPs are assigned to the internal
and rspan interfaces, respectively. Because rspan is a VLAN interface bound to internal, both interfaces
share the same MAC address.

The internal interface is a logical in-band management interface that is accessed through the switch ports.

Some FortiSwitch models also come with a dedicated physical management port named mgmt, which
provides you with out-of-band switch management.
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* On the FortiGate GUI:
Name 2 Switch Group = Statul

= FortiLink: 8 fortilink @

% Core-1(5424DPTF20000027) | # Eait

= Access-1(5424DPTF20000029) & Delete

* Core-2(5424DPTF20000051) | @ Deauthorize
X Upgrade
") Restart
D Factory Reset
() Register
[& Diagnostics and Tools ,

LED Biink ’
>_ Connect to CLI i
* On the FortiGate CLI:
# execute ssh <fortiswitch-management ip>
# execute telnet <fortiswitch-management ip>
F::=RTINET . . .
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Once FortiSwitch is managed by FortiGate, you usually don’t need to connect to the FortiSwitch GUI or CLI.
All administration is done on FortiGate. However, if access to the FortiSwitch CLI is required, you can connect
to it over SSH or telnet by running the commands shown on this slide. Just keep in mind that, by default, only
SSH, HTTPS, and PING access are enabled on the switch internal interface. Therefore, if you want to

connect to the FortiSwitch CLI over telnet, you must first enable telnet access on the switch.

You can also connect to the FortiSwitch CLI using the FortiGate GUI. When you use this method, FortiGate
establishes an SSH connection to the switch management IP.
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« Use a management workstation

+ Configure a firewall policy on the CLI to allow the
connection, for example:

config firewall policy e
edit 1 FortiGate (= /2, ore3
set name "tosSwitches” N g i
fortilink] \\

set srcintf "port3"

set dstintf "fortilink"™ ?
set srcaddr "all"™
- i FortiSwitch
set dstéddr all stk S
set action accept 3 i e e

set schedule "always”™
set service "ALL"

BeE £oE FortiSwit
end mll FortiSwitcl

+ Making changes directly on a managed switch
is hot recommended

F::RTINET
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You rarely need to access the GUI of a managed switch. However, you can still access it by connecting to the
switch from a management workstation in your network. By default, there are no firewall policies configured
on FortiGate that allow traffic to the switch stack, so you must configure one for this purpose. Also, by design,
the FortiGate GUI hides FortiLink interfaces from the list of available interfaces that you can reference in a
firewall policy. This means that you must use the CLI to configure a firewall policy that allows traffic sourced
from or destined to your switch stack.

This slide shows an example of a firewall policy configured on the CLI that allows traffic from a management
workstation connected to port3 on FortiGate to the default FortiLink interface. After you configure the firewall
policy, you can access the FortiSwitch GUI by entering the switch management IP in the browser. Keep in
mind that by default, FortiSwitch allows only HTTPS access to the GUI, and HTTPS redirection is not
supported. This means that you must specify the HTTPS protocol when you enter the address in the browser,
or if you want to use HTTP instead, you must manually allow HTTP access on the internal interface.

Note that making changes directly on the GUI or CLI of a managed switch is not recommended because the
changes may be lost when FortiGate pushes a configuration to the switch when changes are made to the
switch settings on FortiGate. For this reason, you should avoid making changes on the FortiSwitch directly,
unless the setting is not available on the FortiGate, or when the switch operates in standalone mode. You will
learn more about standalone mode and the FortiSwitch GUI in another lesson.
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DHCP and NTP Settings

config system dhcp server
edit 1

set ntp-service local

set default-gateway 10.255.0.1 T
set netmask 255.255.0.0

set interface "fortilink"

set vci-match enable
set vci-string "FortiSwitch" "FortiExtender"
next
end

config system ntp
set ntpsync enable
set server-mode enable

set interface "fortilink™
end

F::RTINET
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The default DHCP scope for the default FortiLink interface sets FortiGate as the default gateway, NTP server,
and DNS server for its managed switches. The DHCP scope is automatically configured based on the IP
address and netmask assigned to the interface. By default, the default FortiLink interface is assigned the IP
address 10.255.0.1 and netmask 255.255.0.0. In addition, the DHCP scope is also restricted to Vendor
Class Identifiers (VCls) FortiSwitch and FortiExtender. This means that only FortiSwitch and
FortiExtender devices can obtain addresses from that scope.

For NTP, FortiGate is configured to respond to NTP requests received at the FortiLink interface.
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DNS Settings

config system dhcp server
edit 1
set dns-service local
next
end
config system dns-server
edit "fortilink" -
set mode forward-only
next
end

config switch-controller global
set sn-dns-resolution enable | disable

end

config system dns-database

"fortiswitch"
set domain "fsw"
config dns-entry
edit 1
set hostname "S2Z4EPTF19005928"
set ip 10.0.13.1
next
end
next
end

edit

# execute ping S224EPTF19005928.fsw
PING S224EPTF19005928.fsw (10.0.13.1): 56 data bytes
€4 bytes from 10.0.13.1: icmp seg=0 ttl=é4 time=1.1 ms

F::RTINET
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By default, FortiGate also acts as the DNS server for its managed switches. When you authorize the first
FortiSwitch on FortiGate, FortiOS sets the dns-service setting to 1ocal in the DHCP scope configuration
of the FortiLink interface, and adds the fortilink interface to the DNS server configuration so the interface

can respond to incoming DNS queries made by switches.
In addition, after the switch obtains its management IP address from FortiGate, FortiOS also adds an A record

that maps the switch serial number to the switch management IP. The result is that the administrator can ping
or connect to the switch by using a DNS name that follows the syntax <switch-id>. fsw.
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Default FortiSwitch VLANS

+ FortiGate creates default VLANs when the first switch is discovered:
« default, quarantine, rspan, voice, video, onboarding, and nac_segment

+ A DHCP scope is also configured for all VLANs except default
+ VLANs can be edited or deleted

Name 3 VLANID £ P2 Administrative Access £ ‘

=l quarantine 4093 169.254.11.1/255.255.255.0
=8 volce 4091 169.254.12.1/255.255.255.0
=& video 4090 169.254.13.1/255.255.255.0

= rspan 4092 169.254.14.1/255.255.255.0

=8 onboarding 4089 169.254.15.1/255.255.2550
= _default 1 0.0.00/0.00.0
> nac_segment.fortilink (nac_segment) 4088 10.255.11.1/255.255.255.0

F::RTINET
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When FortiGate discovers the first switch, FortiGate automatically adds some settings to its configuration that
are required for switch management. These settings include the following FortiSwitch VLANS:

default: This is the default native VLAN assigned to all switch ports.

quarantine: This is the default VLAN used for quarantined traffic. On FortiGate, you can quarantine a
device that is connected to a switch, and then the device is placed in the quarantine VLAN.

rspan: This is used for sending encapsulated mirrored traffic across the network.

voice: When using LLDP-Media Endpoint Discovery (LLDP-MED), you can assign the switch port to this
VLAN, if the endpoint is detected as a voice device.

video: This is the same as the voice VLAN, but is used when the endpoint is detected as a video device.
onboarding: When network access control (NAC) policies are enabled, this is the VLAN where devices
that do not match any of the configured NAC policies are placed. You will learn more about NAC policies in
another lesson.

nac_segment: This is used for NAC VLAN segmentation. You will learn more about NAC in another
lesson.

In addition, a DHCP scope is configured for all VLANs except the default VLAN. Note that the DHCP
configuration is not shown on this slide.

Finally, the VLANSs are also assigned the predefined VLAN IDs shown on this slide and no admin access
protocols, by default. You can edit or delete the default VLANS, if required. You will learn more about VLANs
and FortiSwitch VLANs in another lesson.
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Knowledge Check

1. What is the default firmware upgrade method on a managed switch?
A CAPWAP
< B. HTTPS

2. What protocol does FortiGate use to inform FortiSwitch of its authorization?
A. CAPWAP
' B. FortiLink

3. What FortiSwitchOS CLI setting controls the automatic broadcast of FortiLink
discovery frames on a switch port?
¥ 2. auto-discovery-fortilink
B. switch-mgmt-mode
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Lesson Progress

(¥) Introducing FortiSwitch

l 'Managed Switch Operation

'Managed Switch Configuration

' Basic Administration
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Good job! You now understand managed switch operation.

Now, you will learn about managed switch configuration.
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Managed Switch Configuration

Objectives

+ Describe managed switch configuration essentials

+ |dentify the FortiGate GUI and CLI sections used for managed
switch configuration

* |dentify FortiSwitch manager on FortiManager

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in managed switch configuration, you should be able to identify the
configuration layout used by FortiGate and FortiManager for switch management.
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Switch Configuration—Basics

+ Standalone configuration is saved on FortiSwitch before changing to FortiLink mode
+ Configuration is restored automatically if the switch is put back in standalone mode

* Managed switch configuration is stored on FortiGate
» FortiOS configuration revisions and backups contain managed switch configuration

« Managed switch configuration is pushed to FortiSwitch using REST API
+ Configuration push is asynchronous
* Changes made on FortiGate are synced
* Changes made on FortiSwitch are not synced
« Complete configuration is pushed once, when the switch is authorized

+ Delta configuration is pushed when there is a configuration change on FortiGate or a switch status
change

+ Configuration is pushed to multiple managed switches in parallel

+ FortiSwitch manager on FortiManager can be used to configure switches
+ Configuration is pushed to FortiGate, and then FortiGate pushes it to the switch locally

F:=RTINET
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When you authorize a switch that is working in standalone mode, the switch configuration is saved locally just
before the switch changes to FortiLink mode. Later, if you change the management mode back to standalone,
the switch automatically restores the configuration that was backed up previously.

The configuration for a managed switch is stored on FortiGate, and it's part of the FortiOS configuration file.
For this reason, configuration revisions generated on FortiGate and configuration backups made by the
administrator also contain the configuration for all managed switches.

When you configure a managed switch on FortiGate, the configuration is pushed to the switch using the
FortiSwitch REST API. The configuration push for a managed switch follows an asynchronous model. This
means that only configuration changes made on FortiGate are pushed to the switch, while configuration
changes made directly on the switch are not synced to FortiGate. As a result, configuration changes made
directly on the switch may be lost, and therefore, not recommended.

To improve performance and scalability, FortiGate pushes the complete configuration for a switch only once,
which is after switch authorization. After that, FortiGate pushes only the changes made by the administrator,
also known as the delta configuration. Also, if the switch status changes from offline to online, FortiGate also
pushes the delta configuration only, provided there were changes made to the switch while it was offline. The
switch status can change between offline and online because of a reboot, firmware upgrade, or another type
of network disconnection event. In addition, if you have multiple managed switches, FortiGate pushes the
configuration to multiple switches at the same time.

Finally, if you manage FortiGate from FortiManager, by extension, you can also manage the FortiSwitch stack

on FortiManager. For this, you use the FortiSwitch manager pane on FortiManager to edit the switch settings,
and then you push the changes to FortiGate, which in turn, pushes them to the switch locally.
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Switch Configuration—FortiGate GUI

* Most of the switch configuration is in the WiFi & Switch Controller section menu

oe 00 00
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The FortiGate GUI contains the WiFi & Switch Controller section menu, which provides you with the most
common configuration options for managing FortiAP and FortiSwitch devices. The bottom half of the menu
contains the following FortiSwitch management pages:

» FortiLink Interface: This is where you configure the FortiLink interface for your switch stack. By default,
FortiOS creates the FortiLink interface named fortilink.

+ Managed FortiSwitches: Click here to view the list of switches currently discovered or authorized by
FortiGate. You can perform different actions on a switch, such as reboot, firmware upgrade, factory reset,
and deauthorize.

+ FortiSwitch Ports: This displays the list of ports and trunks available on the switch and their status. You
can also shut down or bring up ports, adjust their VLAN, STP, and PoE settings, and so on.

» FortiSwitch VLANSs: A FortiSwitch VLAN is essentially a FortiGate VLAN interface that is bound to a
FortiLink interface. The VLAN is then used for Layer 3 routing on FortiGate and Layer 2 segmentation on
FortiSwitch. Here, you can configure the FortiSwitch VLANs used by FortiGate and FortiSwitch.

+ FortiSwitch Port Policies: This is where you configure profiles for enforcing 802.1X authentication on
switch ports.

You will learn more about these configuration pages in another lesson.
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Switch Configuration—FortiGate CLI

* Main configuration is under config switch-controller managed-switch

config switch-controller managed-switch
edit "S224EPTF15005928"
set fsw-wanl-peer "fortilink"

config ports
edit "portl"”

next
end
next
edit "S224EPTF19006016"
set fsw-wanl-peer "fortilink"

config ports
edit "portl"

next
end
next

end

ZERTINET
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You may also need to use the FortiGate CLI to configure some settings for your managed switches, especially
those that are not available on the FortiGate GUI.

The main configuration for your switch stack is found under config switch-controller managed-
switch. Here, you will find an entry for every switch that was discovered by FortiGate. The entries are
organized by serial numbers, and each entry indicates the FortiLink interface that the switch is connected to.
In the example shown on this slide, both switches are connected to the default FortiLink interface. In addition,
each entry displays the list of ports on the switch for which you can adjust multiple settings, such as VLANSs,
security profiles, STP settings, and so on.
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Switch Configuration—FortiGate CLI (Contd)

 FortiLink interfaces and FortiSwitch VLANs are under config system interface

config system interface
edit "fortilink"
set fortilink enable

next
edit "default"

set interface "fortilink"
set vlanid 1
next

edit "quarantine"

éait "voice"
ééit "videao"
éait "rspan”
ééit "onboarding"

end
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i = © Fortinet Inc. All Rights Reserved. 43
Training Institute "

Another important part of the configuration of managed switches is found under config system
interface. In addition to the FortiLink interfaces configured in the system, you will also find the different
FortiSwitch VLANs created for your switch stack here.

The example on this slide shows some of the default FortiLink interface configuration, as well as some of the
default FortiSwitch VLANSs configuration. FortiSwitch VLANs must be bound to a FortiLink interface and
assigned a unique VLAN ID.
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Switch Configuration—FortiGate CLI (Contd)

* Most other dependent objects are under config switch-controller

# show switch-controller

802-1Xx-settings configure global 802.1X settings.

auto-config Buto-Config policy for dynamic fabric links.

custom=-command Configure the FortiGate switch controller to send custom commands to managed ...
flow-tracking Configure FortiSwitch flow tracking and export via ipfix/netflow.

global Configure FortiSwitch global settings.

1gmp-Snooping Configure FortiSwitch IGMP snooping global settings.

initial-config Auto-Initial configuration template and settings.

1ldp-profile Configure FortiSwitch LLDP profiles.

lldp-settings Configure Fortiswitch LLDP settings.

virtual-port-pool Configure virtual pool.

vlan-policy Configure VLAN policy to be applied on the managed Fortiswitch ports through ...

+ Other FortiOS objects, such as firewall addresses, users, and RADIUS servers, may
also be used in switch configuration

F::RTINET a4
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You may also need to configure dependent objects for your FortiSwitch devices. Most of these can be found in
different locations under config switch-controller. The example on this slide shows some of the
different configuration sections available under config switch-controller.

Note that some other FortiOS objects, such as firewall addresses, users, groups, and RADIUS servers, may

also be used in the configuration for your switch. However, most of the configuration is likely to be found
under the config switch-controller and config system interface sections.
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Switch Configuration—Custom Commands

* Configure custom commands:
config switch-controller custom-command
edit "show-loop-protection-status-portl"™
set command "show full-configuration switch interface portl | grep stp-loop-protection"
next
edit "enable-loop-protection-portl"
set command "config switch interface %0a edit portl %0a set stp-loop-protection enabled %0a end %0a
next
end

« Execute custom commands:

# execute switch-controller custom-command show-loop-protecticn-status-portl S224EPTF18001427
set stp-loop-protection disabled

# execute switch-controller custom-command enable-loop-protection-portl S224EPTF18001427

# execute switch-controller custom-command show-loop-protection-status-portl S224EPTF18001427
set stp-loop-protection enabled
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Some switch settings and diagnose commands are available on the FortiSwitch device only, and not on the
FortiGate GUI or CLI. For these cases, you can either run the corresponding FortiSwitchOS command directly
on FortiSwitch, or use the custom command feature on the FortiGate CLI to run the required commands on
the switch.

The example on this slide shows how to configure and use the custom command feature to enable loop
protection on port1 of a managed switch. Loop protection is available on the FortiSwitch GUI and CLI only,
and enables a port to prevent loops that are not detected by Spanning Tree Protocol (STP). You will learn
more about loop protection and STP in another lesson.

Note that for building a list of custom commands, the hexadecimal code 0a is placed at the end of each

command to mark the line breaks in the list. Also note that any output that is produced when executing the
custom commands is displayed on the FortiGate CLI.
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Switch Configuration—Custom Commands (Contd)

* Apply custom commands on all managed switches:

config switch-controller global
config custom-command
edit "my-global-custom-commands"”
set command-name "enable-loop-protection-portl”
next
end ‘

end

* Override custom commands per managed switch:

config switch-controller managed-switch |
edit "S5224EPTF18001427"
config custom-command
edit "my-local-custom-commands"
set command-name "enable-loop-protection-portl®
next
end
next
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You can also configure global custom commands that run when a switch is authorized, as shown in this slide.
Alternatively, you can override the custom commands per switch, as shown in this slide.
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Switch Configuration—FortiManager

+ Use the FortiSwitch manager pane to manage switches on FortiManager
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On FortiManager, the FortiSwitch devices that are discovered by a managed FortiGate are also learned by
FortiManager and displayed on the FortiSwitch Manager pane.

FortiSwitch manager enables you to centrally manage FortiSwitch devices discovered by all authorized
FortiGate devices on FortiManager. Instead of accessing each FortiGate device to manage its attached
FortiSwitch devices, you can manage all FortiSwitch devices controlled by all FortiGate devices from a single
pane on FortiManager. This can considerably reduce the operating expenses from your network, especially
for large networks that have tens or hundreds of switches deployed.

When you access the FortiSwitch Manager pane, you land on the Managed Switches page by default. This
page displays a table containing all switches discovered by all FortiGate devices registered on FortiManager.
For each authorized switch, the page displays the name, serial number, model (or platform), controlling
FortiGate and VDOM, IP address (connected via), OS version, and join time. This is the same information that
you would see on the FortiGate GUI for a switch. Each switch also displays an icon to the left of its name that
reports its current status, which is obtained by FortiManager by polling the FortiGate REST API every three
minutes. The different statuses mean:

* Online: The switch is authorized and the management link with FortiGate is up.

» Offline: The switch is authorized but the management link with FortiGate is down.

* Unauthorized: The switch was discovered by FortiGate, but it has not been authorized.

+ Unknown: The switch is authorized but its status cannot be determined. This is usually the case when the
controller (FortiGate) is offline.

This course focuses on switch management from FortiGate only, and therefore, does not describe switch
management from FortiManager.
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Knowledge Check

1. What portion of the configuration is pushed to FortiSwitch after the switch status
changes from offline to online?
< A. The delta configuration, if any changes were made
B. The complete configuration

2. What protocol does FortiGate use to push a configuration to FortiSwitch?
YA HTTPS
B. CAPWAP

3. Which statement about the configuration on a managed switch is true?
A. Changes made on FortiSwitch are synced to FortiGate.
v'B. Changes made on FortiGate are synced to FortiSwitch.
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Lesson Progress

(¥) Introducing FortiSwitch

1/ 'Managed Switch Operation

| J 'Managed Switch Configuration

' Basic Administration
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Good job! You now understand managed switch configuration.

Now, you will learn about basic administrative tasks on a switch operating in managed mode.
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Basic Administration

Objectives

« Change switch hosthame
+ Adjust administrative access permissions
« Set administrator password

+ Set up and access FortiSwitch logs on FortiGate and
FortiAnalyzer

« Perform firmware upgrades and downgrades

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in basic administration, you will learn about some basic administrative tasks
you can perform on FortiSwitch when it is operating in managed switch mode.
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+ To set the switch name on the FortiGate GUI:
Edit Managed FortiSwitch
l'k»:I::'. on 0763
B FortiLink: 3 fortilink @ Authorized @ €
= Core-1(5424DPTF20000027) @ Online Firmware
Current $424DP7.20-buildD416 [A Release Nobes  Upgrade
N
+ e # k- 3
* To set the switch name on the FortiGate CLI: Name & Swdtch Group &
B FortiLink: B fortilink €
config switch-controller managed-switch o N Bt SR TENCOET
edit <switch-id> = :
set name <switch-name>
next
end
Fh:HTInET © Fortinet Inc. All Rights Resenved. a1
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One of the first basic configuration changes you may want to perform is setting a descriptive name for your
switch. Usually, you want to set a name that describes the device type and its role in the network.

On the FortiGate GUI, you can find the switch name setting after you select the switch on the Managed
FortiSwitches configuration page, and then click Edit. On the FortiGate CLI, you use the name setting to
configure the switch name.

After you configure the switch name, the name appears on the Managed FortiSwitches configuration page
automatically.
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Administrative Access

* The factory default access profile default allows HTTPS, PING, and SSH only

config switch-controller security-policy local-access
edit "default"™

set mgmt-allowaccess https ping ssh =

set internal-allowaccess https ping ssh _..__

next
end

* More protocols are supported: SNMP, HTTP, telnet, and RADIUS accounting
* To change the access profile:

|config switch-controller security-policy local-access
edit <access-profile-name>
set mgmt-allowaccess https | ping | ...
set internal-allowaccess https | ping | ...
next
end

+ To assign the access profile to the switch:

config switch-controller managed-switch
edit <switch-id>
set access-profile <access-profile-name>
next
Iend
F:=RTINET
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The administrative access on a managed switch is controlled by the access profile assigned to the switch. A
factory default access profile named default is assigned to the switch after it is authorized on FortiGate.

The default access profile has HTTPS, PING, and SSH administrative access enabled for both the mgmt
and internal interfaces.

If you need to edit the administrative access on a switch, you must create a new access profile and assign it
to the switch, or edit the existing default access profile.
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* The factory default profile default does not override the admin password
config switch-controller switch-profile
edit "default"
set login-passwd-override disable
next
end
* To override the admin password and set a new one:
config switch-controller switch-profile
edit <switch-profile-name>
set login-passwd-override enable "———
set login-passwd <password>
end
* To assign the switch profile with the overridden password:
config switch-controller managed-switch
edit <switch-id>
set switch-profile <switch-profile-name>
next
end
F::RTINET . . h
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The admin password on a managed switch is controlled by the switch profile assigned to the switch. A factory
default switch profile named default is assigned to the switch after it is authorized on FortiGate. The
default switch profile does not change the admin user password set locally on the switch.

If you need to override the admin password set locally on the switch and replace it with a different password,
you must create a new switch profile and assign it to the switch, or edit the existing default switch profile.
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* FortiSwitch supports memory and syslog logging, but not disk logging

« By default, FortiSwitch exports information severity level logs to FortiGate through
CAPWAP

config switch-controller switch-log
set status enable
set severity information

end

* You can override the global logging settings per FortiSwitch

config switch-controller managed-switch
edit <switch-id>
config switch-log
set local-override enable
set severity <severity>

F:-:HT'nET © Fortinet Inc. All Rights Reserved 54
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FortiSwitch supports memory and syslog logging only. FortiSwitch does not support disk logging.

Memory logging is enabled by default on FortiSwitch. However, when logging to memory, the amount of
space allocated to logs is very small, and a switch reboot results in the removal of all logs stored in memory.
For this reason, when you manage a switch on FortiGate, the switch also exports the logs to FortiGate so they
can be stored on the FortiGate and displayed on the GUI. FortiSwitch sends its logs to FortiGate through
CAPWAP. FortiGate then stores the FortiSwitch logs in all its enabled logging devices: memory, disk,
FortiAnalyzer, and syslog.

Also, by default, FortiSwitch sends logs that are assigned a severity level of information or higher to FortiGate.
You can set a different log severity level either globally or per FortiSwitch as shown on the slide.
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config switch-controller remote-log
edit "syslogd"
set status enable
set server <FQDN/IP>
set severity <severity>
next
end

FortiSwitch Log Configuration (Contd)

+ To enable syslog on all managed switches:

* You can override the global syslog settings per FortiSwitch

config switch-controller managed-switch
edit <switch-id>
config switch-log
edit "syslogd"
set status enable
set server <FQDN/IP>
set severity <severity>
next
end
next
end

F::RTINET
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You can enable syslog on all managed switches or per switch on the FortiGate CLI, as shown on this slide.
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FortiSwitch Logs—FortiGate GUI

+ FortiSwitch logs are displayed on the FortiGate GUI as event logs in a separate
subcategory

Dhates Time Lvel Message Log Description

2022111717 13:36:41 ] Config download successful Switch Controlier Switch Sync Complete
20221117 133441 [ ] User FortiLink changed hostname global setting to Core-1 from httpsd FortiSwitch system

2022/11/17 13:2003 a Config download successful Switch-Controfier Switch Sync Complete
202271117 13:20:03 =n Uyer FortiLink changed hostname global setting to FSW_Core-1 from biipsd  FortiSwitch system

202211117 124308 | Conig download successful Switch-Controbier Switch Sync Complete
ama
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This slide shows an example of some FortiSwitch logs displayed on the FortiGate GUI. FortiSwitch logs are
available as event logs on the FortiGate GUI, under the FortiSwitch Events subcategory.
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FortiSwitch Logs—FortiGate CLI

« Set filter to event logs (category 1) and subtype to switch-controller before
displaying the logs on the CLI

# execute log filter category 1

# execute log filter field subtype switch-controller
# execute log display

48 logs found.

10 logs returned.

1: date=2020-12-08 time=09:51:10 eventtime=1607449870305048995 tz="-0800" logid="0114032602"
type="event” subtype="switch-controller” level="information™ vd="root"™ logdesc="Switch-Controller
authorized" user="admin™ ui="GUIL(10.0.1.10)" sn="5224EPTF19005928" name="S224EpPTF19005928"
msg="S224EPTF19005928 Authorized"

2: date=2020-12-08 time=09:47:26 eventtime=1607449646914451629 tz="-0800" logid="0114032601"
type="event" subtype="switch-controller™ level="information™ vd="root™ logdesc="Switch-Controller
discovered" user="Switch-Controller™ ui="fortilinkd" sn="S224EPTF19005928" name="S224EPTF19005928"
msg="S224EPTF19005928 Discovered"
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You can also display the FortiSwitch logs on the FortiGate CLI. Set filter to eventlogs (category 1) and
subtype to switch-controller. The example on this slide shows how to set up the filter and display the

logs.
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+ FortiSwitch logs are displayed on the FortiGate GUI as events logs in a separate
category

# Fabric > B AllFortiGate = @ Last4 Hours = 12:45:26 To 16:45:25 L B SF-
[ & FortiGate v N Add Fiter ©al@
et #  YDate/Time Level Device ID Action Message User Interface
Security L B 16:36:39 information  FGVMO2TM21006374 Canfig download successtul fictgd
[ Event v |2 16:34:39 natice FGVMO2TM21006376 User FortiLink changed hostname global setting to Core-1..
All Types 3 16:20:02 information FGVMO2TM21006376 Config download successful Mclgd
HA 4 16:20:02 natice FGVMOZTM21006376 User FortiLink changed hostname global setting to FSW,
5 154307 information FGVMO2TM210046374 Config download successful ficigd
| Secuity Ratic & 154306 information  FGVMO2TM21006376 Config download successful fcfga
3 15:4305 information FGVMOZTM210063746 Config download successful fcfgd
| System 8 14:55:19 warning FGVMO2TM21006376 [First Event] CPU_SENSOR (75.0%) cheared waming thees...
o, 9 145510 information  FGYMO2TM21006374 Config download successful fictgd
10 14:5509 warning EGVMO2TM21006376 [First Event] CPU_SENSOR (89.0%) cleared atarm thresho.
Yete 11 145440 natice FGYMO2TM21006376 Switch-Controller: connected with FortiGate
WiFi 12 145440 natice FGVMO2TM210063746 primary port GVMOZTM21006376 instance 15 chamnged
B Fortifnalyzer » 13 14:3440 narice FGVMO2TM21006374 primary port GVMO2TM21004374 instance O changed st
Lag Browae 14 14:54:40 nobee FGVMOZTM21006376 Physical port [port23) became active member of trunk (G
15 14:54:40 information FGVMO2TM21006374 CAPWAP Tunnel Up (10.0.13.1) cu_sed
16 14:54:38 natice FGVMO2TM21006374 session-join S424DPTF20000027 Connected via session join cu_sed
17 14:54:02 information FGVMO2TM21006374 nac-mac-syne MAC MAC cache cleared on switch S424DPTF20000027 . fipold
18 14:54:02 warning FGVMOZTM21006374 CAPWAP Tunnel Down cu_acd
© Fortinet Inc. All Rights Reserved. a8
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The example on this slide shows some FortiSwitch logs displayed on FortiAnalyzer. FortiSwitch logs are
available as event logs in the Log View pane, under the Switch-controller subcategory.
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Firmware Upgrade—FortiGate GUI

+ Use the firmware upgrade tool on the GUI

= | #Edit & Deiete @ Deauthorize
Switch Group &
B FostiLink; Be fortilink &

Core-1 [S424DPTF20000027)

* Change the firmware upgrade method (enable = HTTPS, disable = CAPWAP)

config switch-controller global
set https-image-push enable | disable
end
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You can upgrade the firmware on a switch using the FortiGate GUI by going to the Managed FortiSwitches
page, selecting the target switch, and then clicking the Upgrade button. Then, you can choose to have
FortiGate download the firmware upgrade file from FortiGuard or upload your local firmware image.

After FortiGate starts pushing the firmware image to the switch, the switch status shows Image
Downloading. After the switch receives the file, the switch reboots as part of the firmware upgrade process.
As a result, you will notice the switch status changing to Offline, and then back to Online after it finishes the
upgrade process and joins the switch controller again.

The default firmware upgrade method is HTTPS. You can also use CAPWAP as an alternative upgrade
method. HTTPS is recommended because of its higher scalability and performance, and is supported as of
FortiSwitchOS 3.6.1. If your switch is running a FortiSwitchOS version older than 3.6.1, you can change to
CAPWAP by disabling the CLI setting shown on the slide.
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+ Uploading the firmware image to FortiGate (one image per switch model):
‘# execute switch-controller switch-software upload ftp | tftp
* Example using FTP:
|# execute switch-controller switch-software upload ftp myimage.out 10.0.1.10 fortinet fortinet
Please wait...
Connect to ftp server 10.0.1.10 ...
Get wtp image file from ftp server OK.
Image checking ...
Image MD5 calculating ...
Image Saving S224EP-IMG.swtp ...
Successful!
File Syncing...
+ Listing uploaded firmware image files:
$# execute switch-controller switch-software
ImageName e (B) ImagelInfo Uploaded Time
S224EP-IMG.swtp 28593360 S224EP-v6.4-build454 Mon Dec 14 10:50:21 2020
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 60
Training Institute

You can also upgrade the firmware of a switch on the FortiGate CLI. For this, you must first upload the target
firmware image to FortiGate from an FTP or TFTP server. Note that FortiGate can store only one image per
switch model. This means that if you upload another image for the same switch model, FortiGate overwrites
the existing one. In addition, when saving the firmware image file, FortiGate saves the file under a different
name than the original filename.

The example on this slide shows how you can use the FortiGate CLI to upload a firmware image using FTP,
and how you can get the list of all switch firmware image files stored in FortiGate.
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Firmware Upgrade—FortiGate CLI (Contd)

+ Upgrading the switch:

# execute switch-controller switch-software upgrade <switch-id> <image-filename>

+ Example:

# execute switch-controller switch-software upgrade S224EPTF19005928 S224EP-IMG.sSwWtp
Image download process: 100 %

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 61
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After you upload the firmware image to FortiGate, you can use the CLI command shown on this slide to
upgrade the switch. Remember to use the filename used by FortiGate to store the firmware image locally and
not the original filename.
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Firmware Downgrade

* You can use the FortiGate GUI or CLI to downgrade the switch firmware

+ Possible configuration loss:

- |If feature is no longer supported after downgrade, related settings are removed from FortiSwitch
» No other configuration loss should occur if FortiSwitchOS version is compatible with FortiOS

+ FortiSwitch sends the list of supported features to FortiGate:

FortiGate (S224EPTF19005928) # get | grep dynamic-capability

dynamic-capability : igmp-snooping,dhcp-snooping,mclag,qos,network-monitoring,sticky-mac,netflow-
ipfix,per-port-storm-control,erspan, rspan, 11dp-vlan-assignment, quarantine, source-guard, bounce-
port,lldpmed,dotlx,access-vlan,bulk-stage,bpdu-guard, stp-root-guard, port-mac-limit,vlian-mac-
limit,sflow,acl,vlan-policer-gos, led-diag-flash, igmp-snoop-proxy,ptp, aggregator-mode, self-sign,dotlx-
auth-server-timeout

* FortiGate pushes only supported settings to FortiSwitch

F::RTINET

Training Institute
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You can downgrade the firmware of your switch by using the FortiGate GUI or CLI in the same way you use
them for upgrading the firmware.

After the firmware downgrade, the settings on the switch should not be lost, unless you downgrade the switch
firmware to a version that does not support a feature that is being used, or if the target FortiSwitchOS version
is not compatible with the FortiOS version.

In addition, FortiSwitch sends a list of its supported features to FortiGate. The list is displayed in the
dynamic-capability CLI setting, which is read-only. When you configure a feature on FortiGate that the

FortiSwitchOS version on a switch does not support, FortiGate does not push the related settings to that
switch.
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Knowledge Check

1. What are the administrative protocols that are enabled by default on a managed
FortiSwitch?
A. HTTPS, telnet, and ping
' B. HTTPS, SSH, and ping

2. What protocol does FortiSwitch use to export logs to FortiGate?
A. SSH
¥'B. CAPWAP

3. What is the default log severity level used by FortiSwitch to export logs to FortiGate?
A. Warning
v B. Information
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Lesson Progress

(¥) Introducing FortiSwitch

1/ 'Managed Switch Operation

w/ Managed Switch Configuration

/ Basic Administration
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Good job! You now know how to perform basic administrative tasks on FortiSwitch working in managed switch
mode.

Now, you will review the objectives that you covered in this lesson.
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Review

Explore the FortiSwitch portfolio

Identify standalone and FortiLAN Cloud management modes
Describe the key features of managed switch mode

Enable the switch-controller feature on FortiGate

Introduce the FortiLink interface on FortiGate

Describe the management protocols in managed switch mode
Understand the FortiSwitch auto-discovery and authorization process
Display, authorize, and access managed switches on FortiGate
Identify FortiSwitch and Security Fabric integration

Review the configuration layout of managed switch on FortiGate

Change basic settings, review logs, and upgrade the firmware on a
managed switch

LSRR R

F::RTINET
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about FortiSwitch, its management modes,
key features, and basic operation.
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In this lesson, you will learn about FortiSwitch essentials, focusing on the managed switch mode.
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Lesson Overview

Switching

5 | Switch Ports

 PoE
.

) Link Aggregation

( 'VLANs

7

| Layer 2 Discovery
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In this lesson, you will learn about the topics shown on this slide.
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Switching

Objectives

« Understand Ethernet switching

+ Describe collision domains and broadcast domains

+ |dentify Ethernet Layer 2 addressing and frame format
* Understand Ethernet switching forwarding

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in Ethernet switching concepts and operation, you should be able to
understand how FortiSwitch handles traffic in your network.
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What Is Ethernet Switching?

« Switches forward Ethernet frames based on
their destination MAC address o
+ MAC addresses identify NICs in the network

00:09:0F:AB: 00:0C

+ Ethernet switches
* Operate at Layer 2 of the OS| model

« Learn MAC addresses and record them in MAC
address tables

= Are usually deployed in LANs

+ Provide high-performance connectivity
» High bandwidth o ~
+ Low latency

00:09:0F:RAB:00:0A 00:09:0F:RAB:00:0B

F:=RTINET
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Switching is a key technology used to build computer networks. Switching enables wired devices that are
connected to Ethernet switches to communicate with each other. To do this, switches forward Ethernet frames
sent by connected devices based on the destination MAC address in the frame. A MAC address is a 48-bit
unique identifier assigned to the network interface controller (NIC) of an Ethernet device. Because a device
may have multiple NICs, a device may have multiple MAC addresses assigned (one for each NIC).

Ethernet switches operate at the data link layer (Layer 2) of the OSI model. Their forwarding decisions depend
on the contents of their MAC address table, which is an internal data structure that switches maintain and that
indicate the location of the different MAC addresses learned in the network.

Switches are usually found in LANs but can also be found in WANSs. They provide high-performance
connectivity by enabling network devices to transmit data at a very high speed with very low latency.

FortiSwitch 7.2 Study Guide 72



Switch Fundamentals

DO NOT REPRINT

N L
Collision and Broadcast Domains

* One or more devices share the same network
segment in a collision domain
= Traffic from different devices can collide
+ Collisions - retransmissions - low performance
« Half-duplex
* Hubs extend collision domains

+ Switches break down collision domains
- Segmentation
= Less or no collisions (full-duplex)
+ Higher performance

* Broadcast domain is the network portion
reachable using broadcasts

+ May contain multiple collision domains . ;
Collision Domain

O Broadcast Domain

© Fortinet Inc. All Rights Reserved. a
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To better understand the benefits of using switches in your network, you should understand the concepts of
collision and broadcast domains. A collision domain consists of one or more devices connecting to the same
network segment. A network segment is a physical medium that is shared by one or more attached devices.
Because devices in a collision domain share the same network segment, simultaneous data transmissions by
multiple devices can collide with one another.

In modern networks, which use switches, you can think of a network segment as the physical connection
between two devices—the most common example is the network cable connecting your computer to a switch.
However, before switches existed, networks were deployed using hubs. Unlike a switch, a hub does not
forward traffic based on Layer 2 information. Instead, when a hub receives a frame on any of its ports, it
broadcasts the same frame to all other ports, regardless of the destination MAC address, and then lets the
receiving devices decide whether to discard the frame or not. This behavior results in the network segment
expanding into a larger collision domain, and therefore, in a higher chance of collisions occurring.

When switches were introduced, collisions were reduced or eliminated completely because of segmentation,
which enables switches to break collision domains into smaller ones. Also, if a full-duplex connection is used
between devices, collisions are no longer possible because devices now have dedicated channels to transmit
and receive data in the network.

Broadcast domains refer to the logical portion of the network that can be reached using Layer 2 broadcasts.
Although segmentation enables unicast frames to be forwarded to their intended targets only, all devices in a
broadcast domain can still be reached using broadcasts. In the example shown on this slide, PCs 1 to 3 are in
the same collision domain because they are connected to a hub, but PCs 4 and 5 are in separate collision
domains because they are connected to a switch. In addition, all PCs in the diagram belong to the same
broadcast domain.
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MAC Address
Structure Notation
) 6 bytes (48 bits) o Colon-separated
3 bytes (24 bits) 3 bytes (24 bits) { 04:D5:90:39:73:3D ]-
Organizational Unique Identifier (OQUI) NIC specific

* Hyphen-separated

/' Firstbyte e 5

04-D5-90-39-73-3D ]
|bim |hil? | hith |nuﬁ |r_m«1 |hu3 |bH? | bit1 |

0: Unicast
1: Multicast

0: Global unique
1. Local administered

 Period-separated
04D5.9039.733D J
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Ethernet switching uses MAC addresses to determine the source and destination of a frame. A MAC address
is a 48-bit (or 6-byte) unique identifier assigned to the NIC that connects a device to the network. Although
MAC addresses are assigned by NIC vendors and burned into hardware, users and applications can override
that physical address with one that they choose. Overriding a physical MAC address is not common.
However, sometimes you must manually set a different MAC address on a device NIC for it to work. A
common case is when you need to set the same MAC address of a faulty device on the replacement because
the adjacent device accepts a specific MAC address.

The MAC address structure can be divided into two 3-byte halves. The first half (from left to right) contains the
organizational unique identifier (OUI), which identifies the NIC manufacturer. For example, two OUIs used by
Fortinet are 04:D5:90 and 00:09: 0F. The least significant bit in the first byte of the OUl is called the
individual/group (I/G) bit, and determines whether the address is unicast or multicast. The second least
significant bit is called the universal/local (U/L) bit, and indicates if the address has been globally or locally
administered. In most cases, both bits are set to 0. However, if the Ethernet frame is for a multicast
application, the I/L bit should be 1. In addition, if the MAC address was locally configured by the administrator,
the 1/G bit should also be set to 1. The last 3 bytes of a MAC address indicate the number specific to the
device, which is known as the NIC specific.

This slide shows the three types of notations used for MAC addresses. Although most Fortinet products use

the colon-separated notation, other options can be the hyphen and period-separated notations. The adoption
of a particular notation varies among vendors.
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Destination MAC Address

Unicast Multicast Broadcast
+ Frame destined to one » Frame destined to many » Frame destined to all
device devices devices

[ 3 G Sl U o T e DT G O T J

L

[ 04:05:90:39:73:3DJ 01:00:5E:00:00:01 J
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Like destination IP addresses in a packet, the destination MAC address in a frame depends on the type of
transmission required by the network application, which can be unicast, multicast, or broadcast.

In unicast, the data is meant to be delivered to one receiver only. In multicast, the data is expected to be
received by a group of devices that belong to a multicast group. In broadcast, all devices in the broadcast

domain receive a copy of the frame.

In multicast, the I/G bit of the destination MAC address is always set to 1. The sample multicast MAC address
shown in the slide is for an Internet Group Management Protocol (IGMP) packet and has the I/G bit setto 1. In
broadcast, all bytes on the destination MAC address are set to FF.
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Ethernet Frame Format
« Frame format with a payload of up to 1500 bytes

DestinationMAC SourceMAC VLAN tag
address address (optional) Ethertype/Length| Payload FCS

6 bytes Bes 4 bytes 2 bytes 46-1500bytes 4 bytes

Uty e W s ot i

+ Standard Ethernet frames (non-jumbo frames)
« Maximum size:
+ 1518 bytes (without VLAN tag)
+ 1522 bytes (with VLAN tag)
* Minimum frame size:
* 64 bytes (including FCS)
* Runts = Frames with a size < 64 bytes (dropped by NICs)

+ FortiSwitch supports jumbo frames of up to 9216 bytes
« Ethernet frame format is different: 9000-byte payload and 216-byte header
« Default MTU setting for FortiSwitch ports is 9216 bytes

F::RTINET
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This slide shows the format of an Ethernet frame with a payload of up to 1500 bytes.

+ Destination MAC address: Indicates the MAC address of the destination.

» Source MAC address: Indicates the MAC address of the sender.

* VLAN tag: An optional tag that is added by devices to indicate the VLAN ID associated with a frame.

+ Ethertype/Length: Can be used to either indicate the type of payload carried by the frame or its length.
Most of the time, it's used to indicate the payload type. IPv4 and IPv6 packets are classified as Ethertypes
0800 and 86DD, respectively.

» Payload: Carries the data being transported over Ethernet. In many cases, the payload is an IP packet.

* Frame check sequence (FCS): Used for detecting corrupted data.

The FCS is usually checked on the NIC level and removed from the frame by the NIC before the frame is
forwarded to the host for further processing. This is the reason why Wireshark doesn’t display the FCS in the
Ethernet header, and more importantly, why Ethernet frames are usually considered to have a maximum size
of 1518 bytes (without VLAN tag) or 1522 bytes (with VLAN tag), unless jumbo frames are used. Note that the
minimum frame size is 64 bytes (including FCS). Frames smaller than 64 bytes are called runts and should be
discarded by NICs.

Jumbo frames can carry a payload of up to 9000 bytes. FortiSwitch uses a 216-byte header for jumbo frames,
which results in a maximum frame size of 9216 bytes. The maximum frame size on a port is also known as
the maximum transmission unit (MTU). All ports in FortiSwitch are configured with an MTU of 9216 bytes by
default, so jumbo frames are supported out of the box. Do not confuse the frame MTU with the IP MTU. The
former refers to the Ethernet frame size and the latter to the IP packet size. When you adjust the MTU setting
on a switch, it usually affects the frame size. When you adjust the MTU setting on a router or on any other
Layer 3 device, it usually affects the IP packet size.
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MAC Learning and Frame Forwarding
* MAC address table

+ Maintained by switches

* Maps MAC addresses to interfaces and VLANs

« MAC addresses are learned from ingress traffic

« Most entries are dynamic (aging) but some are static

FSW1 MAC address table

MAC address Intf. wvlan

00:09:0F:AB:00:0A porcl 10
00:09:0F:AB:00:0B port9 10

+ Forwarding is based on destination MAC and
MAC table contents

= Switch forwards the frame to the port where the
destination MAC was learned 00:09:0F:2B:00: 02

« |f the MAC is not in the MAC table, the switch floods
the frame to all ports except the ingress port MAC address Intf. vlan
00:09:0F:AB:00:0B portl 10
00:09:0F:AB:00: 02 port9® 10
FSW2 MAC address table
F::ERTINET

e - © Fortinet Inc. All Rights Reserved g
Training Institute

Switches forward traffic based on the frame destination address and the contents of the MAC address table. A
MAC address table is an internal data structure maintained by the switch and contains an entry for each MAC
address learned on a port, including the interface and VLAN where the MAC address was learned.

The switch learns MAC addresses when processing incoming traffic. When the switch receives a frame, it
looks at the source MAC address. If the switch does not have an entry for that MAC address in the MAC
address table, the switch creates a new entry—a dynamic entry—and assigns an aging timer to it. Dynamic
entries are removed from the MAC address table after their aging timer expires. The aging timer is usually five
minutes, but it can vary among vendors. A MAC address table may also contain static entries. The static
entries are either configured by the administrator or automatically created by the switch for internal interfaces
that are used for processing system traffic, such as management.

In the case where the switch finds a matching entry for the source MAC address, it updates that entry and
resets the aging timer of that specific entry.

After the switch creates a new entry for the source MAC address or updates an existing one, it looks at the
frame destination MAC address and looks for a match in the MAC address table. If there is a match, the
switch forwards the frame to the interface associated with the entry. If there is no match, the switch floods the
frame to all its ports except the port where the frame was received.

The example on this slide shows two switches—FSW1 and FSW2—and two computers assigned to VLAN
10—PC1 and PC2. The MAC address of PC1 is seen on port1 on FSW1 and port9 on FSW2. the MAC
address of PC2 is seen on port1 on FSW2 and port9 on FSW1. When FSW1 receives a frame destined to the
MAC address of PC2, it forwards the frame to port9. FSW2 then receives the frame on port9 and forwards it to
port1, which is where PC2 is connected.
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MAC Address Table and MAC Address Aging Timer

* To display the MAC address table:
# diagnose switch-controller switch-info mac-table
Managed Switch : S424DPTF20000029 O

MAC: 00:e0:4c:36:0e:a6 VLAN: 10 Port: portl (port-id 1)
Flags: 0x00010441 [ hit dynamic src-hit native ]

MAC: 5c:85:7e:32:16:a2 VLAN: 10 Port: port2(port-id 2)
Flags: 0x00010441 [ hit dynamic src hit native ]

* To change the aging timer globally (default = 300 seconds):

config switch-controller global
set mac-aging-interval <seconds>

end

F::RTINET
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The diagnose switch-controller switch-info mac-table command displays the FortiSwitch
MAC address table.

The default aging timer for learned MAC addresses is 300 seconds (5 minutes). Usually, this value works well

for most networks. However, if you want to adjust the timer globally, you can run the commands shown on the
slide.
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Knowledge Check

1. Which address is used by Ethernet switches to forward frames?

¥'A_ Destination MAC address
B. Source MAC address

2. Which statement about collision domains and broadcast domains is true?

Y'A. Abroadcast domain may contain multiple collision domains.
B. Hubs break down collision domains.

3. Which portion of the MAC address identifies the NIC manufacturer?

A. NIC specific
¥'B. oul

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 11
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Lesson Overview

j ‘/ ' Switching

( | Switch Ports

 PoE

) Link Aggregation

I'VLANSs

Layer 2 Discovery
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Good job! You now understand switching.

Now, you will learn about switch ports.
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Switch Ports

Objectives

+ |dentify the types of ports supported by FortiSwitch
* Describe port configuration and monitoring
« View transceiver information

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in switch ports, you should be able to identify the ports required by your
FortiSwitch stack deployment, as well as configure and monitor them on FortiGate.
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Switch Port Types

* Wide variety of ports supported

Porttype _|Speed | Cable ____|Transceiver |Splitport” ______|PoE ____

1G RJ45 1G/100M/10M Copper PoE/PoE+

2.5G RJ45 2.5G/1G/100M/10M Copper PoE/PoE+/UPoE
5G RJ45 SM Copper

1G SFP 1G Fiber/Copper Yes

10G SFP+ 10G/1G Fiber/Copper/DAC  Yes

40G QSFP+ 40G Fiber/DAC Yes 4x10G/4x1G

100G QSFP28 100G Fiber Yes 2x50G/4x25G/4x10G/4x1G

* More details in the FortiSwitch—Compatible Transceivers documenton docs. fortinet.com

** Requires a compatible breakout cable

F::RTINET

Training Institute
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The FortiSwitch portfolio supports a wide variety of ports to meet different network connectivity requirements.
The table on this slide shows the different port types, their supported speeds, and cable types. The table also
indicates whether the port requires a transceiver, and if it supports split port and Power over Ethernet (PoE).

The supported port types are either RJ45 or a small form-factor pluggable (SFP) variant. RJ45 uses copper
cable only, while SFP can use fiber, copper, or direct attach copper (DAC) cables. The main advantage of
using an SFP-type transceiver is that you can use different cable options, which provides you with more
flexibility to meet cost, distance, and performance requirements. For example, you can use fiber cabling if you
need to extend your network to longer distances, or you can use DAC cables if you want to reduce costs
without affecting performance. A DAC cable is a twinax copper cable that connects directly to the switch port
and network device. A DAC cable is more cost-effective because is factory terminated with a transceiver and
therefore, there is no need to get separate transceivers to plug the cable in.

FortiSwitch supports the following types of SFP:

» SFP: The first SFP version. It supports a fixed speed of 1G. You can use fiber or copper cables.

» SFP+: An improvement to SFP that enables data rates of up to 10G. It's backward compatible with SFP.

* Quad SFP+ (QSFP+): An evolution of SFP+. It carries four 10G channels to provide a 40G connection.
The port can be split into four individual 10G ports (breakout cable needed).

+ QSFP28: Offers the highest performance: 100G. The port can be split into 2x50G, 4x25G, or 4x10G
(breakout cable needed).

You will learn more about the split port feature in another lesson. For more information about compatible

transceivers for each FortiSwitch model, refer to the FortiSwitch—Compatible Transceivers document on
docs.fortinet.com.
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Switch Ports on the FortiGate GUI

+ To display the port status or change its configuration:

HH Best Fit All Columans
D Reset Table

Select Cokimns
+ Port
 Trunk
+ Create New = = Sen [+} Port ITrunk Faceplates o Access Mode
Port Trnk | Mode  Port Policy Enabled Features NativeVLAN  Allowed VLANS PoE Device Information DHCP Snooping Negotiated Speed  Enabied Features
¥ Native VLAN
B Access-1- S4240PTF20000029 @ ol i
: + Allcrered VLAN:
& port1 Static & Edge Port =8 Students = quarantine | L] % Powered 660W A 00eli4c3éDend  © Untrusted 00 Mbips full-chplex: Pk
Spanning Tree Protocol
a mr bl i " Device Information
& port2 Static © Edpe Port of Students o quarantine ¥ Powered 5O0W A 5c857e321802 @ Unbiusted ) Mbips full-duphes: « DHCP Snooping
© Spanning Tree Protocol g
- o Transcedver
& port3 Static © Edge Port =& _default 8 quarantine ¥ Powered © Untrusted Bytes enURecetved]
@ Spanning Tree Protocol n
Description
# Edge Port
| Errors (Sent/Received)
A Edit description LLDP Profike
B Clear port counters Loop Guard
C Reset Pok Packets [Sent/Received)
Mode QoS Policy
Status Security Policy
PoE ' 5P
DHCP Snooping STP BPOU Guard
TR STP Roat Guard
Loop Guard r—
Edge Port
STP BPDU Guard
STP Root Guard
F::RTINET . :
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The FortiSwitch Ports page displays all the switch ports available for each managed switch. The page also
shows information about switch trunks and faceplates, so make sure you select the Port tab to display the
information for switch ports.

In addition to viewing the status of each port, you can also view or edit the port configuration. To edit the
settings on a port, hover over the setting in the column you want to edit. The settings in some columns show
status information only and cannot be edited. Settings that can be edited show a pencil icon when you hover
over them. You can then click the pencil icon to change the setting. If the setting you are looking for is not
shown, right-click the top cell of any column to display a context menu containing the additional columns you
can add to the page.

You can also right-click a port to display a context menu with some actions you can perform on the port and
some port settings that you can change.

You will learn more about the different port settings in multiple lessons throughout this course.
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Switch Ports on the FortiGate CLI

+ To display the port status:

# execute switch-controller get-conn-status S424DPTF20000029

Get managed-switch S424DPTF20000029 connection status:
Admin Status: Authorized

Connection: Connected

Image Version: S424DP-v7.2.0-buildd16,220822 (Interim)
Remote Address: 10.0.13.3

Join Time: Thu Nowv 17 11:48:30 2022

interface status duplex speed fortilink stacking poe status
portl up full 100Mbps no no Delivering Power
port2d4d up full 1000Mbps no yes Searching

Bggregate Interfaces:

Interface Status Duplex Speed Type

_F1InKl MLAGO (*) up full 2000Mbps ISL —1

ISL: Inter-Switch-Link trunk.
FL: Fortilink Trunk connected to FGT.
(*): System auto generated trunk

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 16
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You can get the status of all switch ports on the FortiGate CLI by running the execute switch-
controller get-conn-status command. Make sure you add the switch ID at the end of the command—
otherwise, the port information won’t be included.

The output also includes the trunk information. You will learn more about trunks in this lesson.
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Switch Ports on the FortiGate CLI (Contd)

+ To display or change the port configuration:

# show switch-controller managed-switch S224EPTF19%005928
config switch-controller managed-switch
edit "S224EPTF15005528"

config ports
edit <port>
set <setting> ...
next
end

next
end

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

The port configuration of a managed switch has a separate sub-section under config switch-
controller managed-switch. Use the show command to display the port configuration or navigate to the

config ports subsection to edit one or more settings.
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Displaying Switch Faceplate on the FortiGate GUI

+ To display the switch faceplate:

=f quarantine 3§ voice = video  x§rspan 3§ onboarding =8 default 3§ nac_segment.fortilink {nac_segment) 3§ Students 3§ Servers

Port  Trunk m

i3i S424DPTF20000027
23 2526

- B o
Care-1 n Port
Connected 24 = O port25
Fo = Core-1(S424DPTF20000027)
PoE Total Power budget 185.00W 185.00W Unallocat| Link Up

Access-1- $424DPTF20000029 veVIAN - o _default
VLANs o8 guarantine
.8 S424DPTF2000002% PoEs b
’ 1 23 spead 10 Gbps full-duplex
= 2
= . M Forwarding
Acress-1 (g o
Connected 2 24 & Enabled
Vrar @ FINISAR CORP. FTLX8574D3BCL
PoE Total Power budget 185.00W [ 172.60W Unallocatis
F:=RTINET

Training Institute
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The FortiLink discovery frames broadcast by FortiSwitch during switch discovery contains the list of ports on
the switch and their type. FortiOS uses this information to build the faceplate for the switch, which you can see
on the Faceplates tab on the FortiSwitch Ports page.

At the top of the page, you can see a list of FortiSwitch VLANSs created on FortiGate. When you click one, the
faceplate highlights the ports that are assigned to that native VLAN.

You can hover over a port to see more information about it, such as the link status, FortiSwitch device it
belongs to, assigned VLANs, PoE, and Spanning Tree Protocol (STP) status. You will learn more about PoE
in this lesson, and about STP in another lesson.
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* To locate the Transceiver column:
+ Create New= & B Q < m Trunk Faceplates
Port Trunk Mode Enabled Features Native VLAN Allowed VLANs 2-13 Transcelver
@ port23 % FGVMD2TM21006376 ¥ Powered
& port24 Static Edge Port £ _default =8 quarantine & Powered @ Untrusted
© Spanning Tree Protocol
©Q port25 Static % Core-2(5424DPTF20... @ FINISAR CORP. FTLX8574D3BCL
Q port2é Static % Core-2 (S424DPTF20... © FINISAR CORP. FTLX8574D3BCL
F.--HTIHET © Fortinet Inc. All Rights Resenved. 18
Training Institute

You can view transceiver basic information on the FortiSwitch Ports page. Locate the Transceiver column
and hover over the transceiver you want information about. The GUI displays basic information, such as the
transceiver type, vendor name, and part number.

If the transceiver is certified by Fortinet, a green check mark appears beside it. If you use a transceiver that is
not certified by Fortinet, a yellow warning icon appears instead. Fortinet recommends using certified
transceivers because they have been fully tested and therefore, guaranteed to work under normal operating
conditions. For more information about compatible transceivers for each FortiSwitch model, see the
FortiSwitch—Compatible Transceivers document on docs.fortinet.com.
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* To get summarized transceiver information:
# diagnose switch-controller switch-info modules summary S424DPTF20000051 port25S
Vdom: root
5424DPTF20000051:
Portname State Type DMI Transceiver RX Vendor Part Number Serial Number
port2s INSERT SFP/SFP+ Y 10G-Base-SR QK FINISAR CORPE. FTLX8574D3BCL R4 JREMT
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 20
Tralnlng Institute

You can also see basic transceiver information on the FortiGate CLI by running the command shown on this
slide.
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Displaying Transceivers on the FortiGate CLI (Contd)

* To get detailed transceiver information:

# diagnose switch-controller switch-info modules detail S424DPTF20000051 port25
Vdom: root

5424DPTF20000051 :

Port (port25s)

identifier SFP/SFP+
connector LC
transceiver 10G-Base-SR
encoding 64B/06B

Length Decode Common
length_smf 1lkm N/A
length_cable N/R

SFP Specific
length smf 100m N/A
length_50um om2 B0 meter
length_62um oml 30 meter
length 50um_om3 300 meter

vendor FINISAR CORP.

vendor oid 0x009065

vendor_pn FTLXB8574D3BCL

vendor_rev

vendor_sn A4 JABMT

manuf date 10/27/2020
Fi:RTINET

© Fortinet Inc. All Rights Reserved. 21

Training Institute

If you want to see detailed transceiver information, you must use the CLI command shown on this slide. The
additional information displayed includes the connector type, encoding method, and the supported fiber cable
types.
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Knowledge Check

1. Which statement about the 100G QSFP28 port is true?

YA It requires a compatible transceiver.
B. It does not support split port.

2. Which FortiOS command can be used to display transceiver information?
A. execute switch-controller get-conn-status <switch-id>
¥B. diagnose switch controller switch info modules summary

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 22
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Good job! You now understand switch ports.

Now, you will learn about power over Ethernet (PoE).
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PoE

Objectives

« Describe PoE

* Understand the PoE power budget and PoE power allocation
+ Describe how to reset PoE on a port

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in power over Ethernet (PoE), you should be able to understand the benefits of

PoE, how much power a PoE-capable FortiSwitch can deliver, and how FortiSwitch prioritizes power
allocation to devices.
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What Is PoE?

+ Single cable to provide power and data to PDs

+ Less cabling on PDs and easier installations SZEERE I 8
» Enables remote power cycling of PDs i3 5224EPTF19005928 - o
* PoE standards: - &

Downloading Image [ 100%) 24

Property E PoE+ UPoE***
PoE Total Power budget 180.00W ||

Max. power on port* 154W 30W 60 W
Power on PD** 1295W 2550W 51W
IEEE standard 802.3af 802.3at 802.3bttype 3

Min. cable type Cat. 3 Cat. 5 Cat. 5

* Used to calculate current total allocated power
** Lowestguaranteed power on PD when port delivers maximum power
*** Only available on FortiSwitch M426E-FPOE

172.60W Unallocated
L

* PoE standards are backward compatible

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 25
Training Institute 4

PoE enables switches to transmit electric power to endpoints through twisted pair Ethernet cables. The goal is
to use the same Ethernet cable to provide both power and data and therefore reduce the amount of cabling
required for powered devices (PDs). Common examples of PDs include VolP phones, wireless access points,
and IP cameras. Another benefit of using PoE is that it simplifies PD installation because less cabling is
required. Using PoE also enables you to install PDs in otherwise impractical places, such as ceilings. Also,
PoE enables you to power cycle the PDs from the switch, without requiring on-site assistance or a separate
remote power management system.

The table on this slide describes the most widely used PoE standards, each of them supporting different
power capacities. The first PoE version can deliver up to 15.4 W on a port. Each subsequent newer version of
the standard doubles the maximum power of the previous one, while still being backward compatible. Note
that some of the power delivered to PDs is dissipated on the cable. For this reason, a minimum guaranteed
power on the PD, when the port delivers the maximum power, is also indicated.

The FortiSwitch secure access and rugged series support PoE and PoE+ with some models supporting
UPoE. The datasheet for each switch indicates its PoE-capable ports and its POE power budget. You can also
see the PoE power budget information on the Faceplates tab on the FortiSwitch Ports page. Note that the
total amount of power delivered by a switch cannot exceed its budget.
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PoE Power Budget

* Total power delivered by the switch cannot exceed its budget
+ Each FortiSwitch model indicates its budget
« Calculate required budget before choosing model

+ Best way to get budget details:

# diagnose switch-controller switch-info poe summary S424DPTF20000029

Vdom: root
Managed Switch : S424DPTF20000029
Unit Power Budget: 185.00W

Unit Guard Band: Dynamic Guard Band. 15.4W in IEEE802.3AF and 36W in IEEE802.3AT mode

Unit Power Consumpfjion: 12.70W
Unit Poe Power Mo : Priority W

State Max-Power (W) Power—con'-surnptiontw) Priority Class Error

Delivering Power 16.2 6.
Delivering Power 16.2 6.

0
0

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 26
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The total amount of power delivered by all PoE ports on a switch cannot exceed its budget. In some cases,
this may result in the switch not being able to deliver power on some ports. For example, a FortiSwitch 224E-
POE has 12 PoE/PoE+ ports and a budget of 180 W. If you connect 12 PoE devices to the switch, the switch
can deliver power to all 12 devices even if they consume the maximum power available on the port. However
if the devices are PoE+, and require the maximum available power on the port, the switch is capable of
powering only half of the devices.

The best way to view the PoE power budget details is by using the CLI command shown on this slide. The
output shows the PoE power budget and the real amount of power used by the switch. The output also
includes PD consumption details on each port. PDs are assigned a class based on the amount of power they
require. The switch gets the class from the PD after the PD connects to the port. Although each class is
assigned a maximum power on the port, the real amount of power consumed by a PD can be much lower.

Finally, the PoE guard band reserves an additional amount of power that is used by the switch for dealing with
sudden spikes in POE consumption.
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PoE Power Allocation

* PoE power modes:
+ Priority-based (default)
* Port priority is user-configurable
* Port with lowest priority number has highest priority
+ Ifthe priority is the same, the port with the lowest port number has the highest priority

« First come, first served (FCFS)
» First-connected devices have higher priority

* Rules:

» Switch powers on PD if:
* Port has higher priority or:
+ Remaining budget + guard band = PD max. power

= During power deficit:
» Lower priority ports are powered off first (priority-based)
+ Last-connected devices are powered off first (FCFS)
* Deficit is based on real consumption

F:=RTINET

e - © Fortinet Inc. All Rights Reserved 27
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When you connect a PD to FortiSwitch, the switch must determine whether it can power the PD or not. The
way the switch makes this decision depends on the PoE power mode, port priority, power consumption status,
and the power required by the PD.

When there is a power deficit, the switch supports two modes for determining which devices have priority over
others for power delivery: priority-based and first come, first serve (FCFS). The former is the default mode,
and instructs the switch to cut the power to PDs with a lower priority in favor of those with a higher priority.
The administrator can configure the port priority. If there are two or more ports with the same priority, the port
number is used as a tiebreaker—the port with the lowest port number has the highest priority. In FCFS mode,
the switch prioritizes PDs that connected first over those connected last.

After FortiSwitch determines whether to power on a PD, the switch continues monitoring its total real power
consumption. When a power deficit occurs, the switch takes one of the following actions based on the power
mode configured:

+ If the mode is priority-based, devices connected to ports with a lower priority are powered off first.
+ If the mode is FCFS, devices that connected last are powered off first.

Note that the power deficit is calculated based on real power consumption.
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PoE Power Allocation Process

PDis
connected

Is it a high-
priority port?

Is avail. budget +
guard band =z PD
max. power?

Don't power
on PD

Power on PD

¥

Calculate real power
consumption

Power off PD with
lowest port priority

Isthere a

No action taken power deficit?
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The flow chart on this slide describes the PoE power allocation process that occurs when you connect a PD to
FortiSwitch. The flow chart applies to both priority-based and FCFS modes.

First, FortiSwitch compares the priority of the port connected to the PD with the priority of other active PoE
ports, and then proceeds as follows:

» If the port has a higher priority, FortiSwitch powers on the PD.

+ If the port has a lower priority, FortiSwitch checks if the amount of power available in the budget plus the
guard band is higher than or equal to the PD maximum power. If so, FortiSwitch powers on the PD. If not, it
does not power on the PD.

Note that if in FCFS mode, the port is always considered low priority after you connect the PD—it’s the last
connected port. For this reason, in FCFS mode, FortiSwitch powers on the PD only if its consumption is lower
than or equal to the available budget plus the guard band.

After FortiSwitch determines whether to power on a PD, it continuously monitors the total real power

consumption on the switch. When there is a power deficit, FortiSwitch powers off the PD connected to the port
with the lowest priority. In FCFS mode, the lowest priority port is the last connected port.
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+ Create New~

Port Trunk Mode

# Eo -]

@ port1 Static (-]
< port2 | =
| A Editdescription
& port3 | # Ciear port counters
C* Reset PoE

Resetting PoE on a Port

+ Disabling a port does not stop power delivery

+ To reset PoE on a port:
« Use the context menu on the FortiSwitch Ports page:

Q

Enabled Features Native VLAN Aliowed VLANS PoE

B Access-1-S424DPTF20000025 @D

dge Port >§ Students =4 quarantine ¥ Powered 6,70W
panning Tree Protocol
dre Port >§ Students = quarantine & Powered 6,30W

panning Tree Protocol

dRe Port *@ _default =8 quarantine ¥ Powered
panning Tree Protocol

+ Or use the CLI command:

Toggling power

# execute switch-controller switch-action poe reset S224EPTF19005928 portl

on POEL T e

F::RTINET

Training Institute
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Administratively disabling a port does not stop power delivery on that port. Instead, you must reset PoE on the

port using the FortiGate

GUl or CLL.

On the FortiGate GUI, browse to the FortiSwitch Ports page, right-click the port you want to reset PoE on,
and then select the Reset PoE action in the context menu.

On the FortiGate CLI, run the command shown on the slide.
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Knowledge Check
1. Which statement about PoE support in FortiSwitch is true?
A. The FortiSwitch data center series supports PoE.
' B. PoE standards are backward compatible.
2. When using priority-based PoE mode and a power deficit occurs, which port is
powered off if the priority for multiple ports is the same?
A. The lowest-numbered port
+B. The highest-numbered port
3. Which statement about the PoE power budget is true?
Y A. It varies among PoE-capable FortiSwitch models.
B. There is always enough power to supply all PDs connected to the switch.
F:=RTINET . . -
Training Institute © Fortinet Inc. All Rights Reserved. 30
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Good job! You now understand PoE.

Now, you will learn about link aggregation.
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Link Aggregation

Objectives

+ Describe link aggregation

+ Describe FortiSwitch trunk configuration and monitoring
Identify trunk load balancing methods

+ Describe auto-ISL trunks

Understand multi-chassis link aggregation (MCLAG)
Describe MCLAG configuration and monitoring

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in link aggregation, you should be able to deploy FortiSwitch stacks that
leverage the use of trunks to provide enhanced performance and redundancy.
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+ Combine multiple ports to create LAGs for: Ll

- Redundancy
= Traffic fails over to another link on failure
+ Higher performance
= Frames are load balanced across all members

» FortiSwitch refers to LAGs as trunks

* Two type of trunks:
- Static
» LAGs operate based on configuration
+ Dynamic 5 Logical
= LACP negotiates members and detects failures Topology

* Trunk creation
= Automatic (auto-ISL)
« FortiSwitch to FortiSwitch, or FortiSwitch to FortiGate
« Manual !
+ FortiSwitch to third-party devices s
* Maximum number of LAG members varies among 106 fink
models 206 link se—
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Server

ToSWl ToServer

| Sarvar
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Link aggregation combines multiple network connections to achieve redundancy and higher performance. A
group of network connections that are bundled together is called a link aggregation group (LAG). A LAG
operates as a single logical interface through which frames are load balanced among all LAG members based
on the load balancing (or hashing) algorithm selected.

You can create static or dynamic LAGs. Static LAGs are formed based on the settings configured on each
end. With dynamic LAGs, a control protocol, such as Link Aggregation Control Protocol (LACP), is used to
automatically negotiate LAG members and perform failure detection. The result is that LAG members become
active only after LACP determines that they are configured correctly and healthy. LACP is defined in IEEE
802.3ad and works by sending Link Aggregation Control Protocol Data Units (LACPDUs) on all LAG
members. LACP supports two modes: active and passive. In active mode, LACP sends LACPDUs on all LAG
members. In passive mode, a LAG member starts sending LACPDUs only after it receives LACPDUs from the
adjacent port first.

In FortiSwitch, a LAG is referred to as a trunk. Although other vendors use the term trunk to refer to ports that
accept tagged Ethernet frames, for FortiSwitch, a trunk is just a LAG. Trunks can be created automatically or
manually. Automatic trunks are created on inter-switch links (ISLs) that connect FortiSwitch to another
FortiSwitch, or FortiSwitch to FortiGate. You will learn more about auto-ISL in this lesson. Manual trunks are
required for LAGs between FortiSwitch and third-party devices. Although trunks are often found in
connections between network infrastructure devices, such as switches, firewalls, and routers, sometimes they
are also used to connect servers and other endpoints that require enhanced redundancy and performance.

The example on this slide shows FortiSwitch (FSW 1) with two LAGs: ToSW1 and ToServer. Each LAG has

two 10G ports as members. From a logical point of view, the two LAGs work as two single interfaces, but with
twice the bandwidth of their individual members.
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Manual Trunks on the FortiGate GUI

+ To display the manual trunk status or change its configuration: q

o

DHCP Snooping

+ Create New ~

Allowed VLANs

FortiSwitch Members Enabled Features Device Information

B LAG to_Core-2 [Access-1 - S424DPTF20000029] @

© Untrusted
# Edit

M Delete

A Edit description

Access-| - 5424DPTF20000029 & port4 © Edge Port Static (LACP Disabled) g default

@ ports © Spanning Tree

® Clear port counters

MNew Trunk Group
Mode

Name l | i

MCLAG @ Enabled

mode  [[EEIEE PassiveLACP  ActivelacP DHCP Snooping
STP
Trunk Members

© Select Members Edge Port

ZERTINET
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On the FortiGate GUI, you can only configure manual trunks or edit existing ones. The configuration for auto-
ISL trunks is displayed on the CLI only.

The FortiSwitch Ports page displays the configuration for manual trunks. Make sure the Trunk tab is
selected. The information displayed on the page and the actions available are practically the same as in the
Port tab. This is, you can edit the trunk configuration by hovering over the corresponding setting, right-clicking
the top cell of any column to display a context menu with more available columns, or right-clicking a trunk row
to display a context menu with some actions you can take.

To create a new trunk, click Create New. When you create a new trunk on the GUI, you must configure the
following settings:

Name: This is the LAG name.

MC-LAG: MCLAG enables you to form a logical LAG with port members that connect to two different
switches that are configured as MCLAG peers. You will learn more about MCLAG in this lesson.
Mode: Select this if you want to create a static LAG, or a dynamic LAG using either passive or active
LACP.

Trunk Members: Select the ports that will be part of the LAG.
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Trunks on the FortiGate CLI

+ To display manual trunk configuration:

# show switch-controller managed-switch S5224EPTF19005928
config switch-controller managed-switch
edit "S224EPTF19005528"

config ports ___

edit <trunk>
set <sctting> ...

next

ZERTINET

i = © Fortinet Inc. All Rights Reserved.
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The manual trunk configuration of a managed switch can also be found in the config ports subsection
under config switch-controller managed-switch. Use the show command to display the port

configuration or navigate to the config ports subsection to edit one or more settings.
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Trunks on the FortiGate CLI (Contd)
+ To display the configuration for all trunks:
# diagnose switch-controller switch-info trunk config S224EPTF19005928
Vdom: root
S224EPTF19005928:
config switch trunk
edit "GVM1vV0000141680"
set port-selection-criteria src-dst-ip
set mode lacp-active
set member-withdrawal-behavior block
set bundle disable _
set auto-isl 1 —
set fortilink 1
set mclag disable
set mclag-icl disable
set members "port24" —
set lacp-speed slow
set aggregator-mode bandwidth
next
ﬁ;;:l?g'll-:snﬂﬁll; © Fortinet Inc. All Rights Reserved. 36

You can display the configuration for both manual and automatic trunks on the CLI by running the command
shown on the slide. The output has been cut so it fits on the slide.

In the example output, auto-isl is set to 1, which indicates that the trunk is an auto-ISL trunk. fortilink
is set to 1, which indicates that the trunk is a FortiLink trunk that was created on a switch that was discovered
using the FortiLink protocol. By default, FortiGate discovers FortiSwitch devices using the FortiLink protocol,

but you can also use LLDP as an alternative. When FortiSwitch is discovered using LLDP, is1-fortilink
is set to 1 in the FortiLink trunk configuration.

Note that a FortiLink trunk shows a value of 1 for either the fortilink orthe isl-fortilink setting, but
not for both. FortiSwitch uses auto-isl, fortilink, and isl-fortilink settings for informational
purposes only, and these settings are not meant to be changed by the administrator.
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on the FortiGate CLI (Contd)

+ Continuation of the output:

set
set
set
set
set
set
set
set
set
set

set
set
next
end

edit "ToSW1"

port-selection-criteria src-dst-ip
description ''

mode lacp-active
member-withdrawal-behavior block
bundle disable

auto-isl 0

fortilink O

isl-fortilink O

mclag disable

mclag-icl disable

set members "portl™ "port2"
lacp-speed slow

aggregator-mode bandwidth

F::RTINET

Training Institute
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This slide shows a continuation of the output of the command on the previous slide. It shows the configuration
for a manual trunk.
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* Basic trunk status:
# execute switch-controller get-conn-status S224EPTF19005%28

Aggregate Interfaces:

Interface Status Duplex Speed Type
ADPTF20000029-0(*) up full 1000Mbps ISL
4DPTF20000051-0(*) up full 10000Mbps ISL
GVM02TM21006376 (*) up full 1000Mbps FL

_F1InK1l_ICLO_(*) up full 10000Mbps ICL

ISL: Inter-Switch-Link trunk.
FL: Fortilink Trunk connected to FGT.
(*): System auto generated trunk

» Detailed trunk status:

# diagnose switch-controller switch-info trunk status <switch-id> <trunk>

F::RTINET
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The FortiSwitch ports page on FortiGate shows basic status information about trunks. For this reason, the
best way to get the status for trunks is to use the CLI. The output of the execute switch-controller
get-conn-status <switch-id> command includes a section, at the end, with basic status information

for both manual and auto-ISL trunks.

You can also see detailed status information about trunks by running the command shown on this slide. You
will learn more about the output that this command generates in another lesson.
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« Six methods available:

# (ToSWl) # set port-selection-criteria

src-mac Source MAC address.

dst-mac Destination MAC address.
src-dst-mac Source and destination MAC address.
src-ip Source IP address.

dst-ip Destination IP address. -
src-dst-ip Source and destination IFP address.

+ To change the method (only possible on the CLI):

config switch-controller managed-switch
edit <switch-id>

config ports
edit <trunk>
set port-selection-criteria <method>
next
end
next
end

F::RTINET
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LAGs provide enhanced performance because they balance traffic across all members.

This slide shows the six load balancing methods available on a FortiSwitch trunk. The load balancing method,
also known as the hashing algorithm or port selection criteria, determines the member to send a frame
through, based on the MAC and IP addresses in the frame.

The default method is src-dst-ip, and it usually offers the best even distribution and works well for most
environments. However, you can change the load balancing method on the FortiGate CLI by running the
commands shown on this slide. For example, if your Ethernet traffic carries non-IP packets such as
AppleTalk, Internetwork Packet Exchange (IPX), then it's better to use hashing algorithms that are MAC-
based only. Another example is when Ethernet traffic uses QinQ tagging, in which case, it is also convenient
to use a MAC-based load balancing method because FortiSwitch does not look at the inner Layer 3 protocol
of a QinQ frame.
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Auto-ISL Physical
i 8DNTF18000396.0  pouili, put2  TOpology
+ Atrunkis created automatically for ISLs and GVM1V0000141680  port3, port4
FortiLink trunks

* At least one device must be a switch in FortiLink mode
+ Relies on LLDP for partner discovery and monitoring

» FortiLink trunk's LACP mode matches FortiLink
interface’s

» Trunk name contains the SN of the adjacent device
« To enable auto-ISL (enabled by default on all ports):

config switch-controller managed-switch =
edit <swibtch-id>
config ports

edit <port-id> Logical :
set 1lldp-profile default-auto-isl V Topology

next Ll
next
end SDNTF18000356-0 GVM1VO000141680
config switch-controller lldp-profile Q

edit detault-auto-1isl
wF hutatal enable- @
next

FSW2
10GE link

« Auto-ISL trunks are deleted when they time out 20GE link ee—
F::ERTINET
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end
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Auto-ISL enables FortiSwitch to automatically create trunks on switch ports connecting to the FortiLink
interface, and on switch ports used for ISLs. For auto-ISL to work, at least one end of the link must be
connected to a FortiSwitch working in FortiLink mode. FortiSwitch detects the devices using Link Layer
Discovery Protocol (LLDP). You will learn more about LLDP in this lesson.

When FortiSwitch connects to the FortiLink interface, it automatically creates the FortiLink trunk, which is
technically also an auto-ISL trunk. The LACP mode on the FortiLink trunk automatically matches the LACP
mode on the FortiLink interface, so there is no need for the administrator to manually indicate the LACP mode
on the FortiLink trunk. If you connect two FortiSwitch devices, the LACP mode on both ends of the auto-ISL
trunk is set to active mode by default, and therefore, no user intervention is required.

The members of an auto-ISL trunk are the ports that receive LLDP frames from the same adjacent device. In
addition, FortiSwitch uses part of the adjacent device serial number to name the trunk. Auto-ISL works out of
the box because all FortiSwitch ports are assigned with the default-auto-isl LLDP profile by default,
which has the auto-1is1 option enabled by default.

After a trunk is formed automatically, the switch monitors the LLDP hello frames received from the adjacent
device. If the adjacent device is a FortiSwitch in managed mode, the switch receives LLDP frames every three
seconds by default. If the adjacent device is a FortiGate, the frames are received every 30 seconds. If
FortiSwitch stops receiving LLDP frames for a certain period, it automatically removes the auto-ISL trunk from
the configuration. The trunk deletion timeout is often 10 minutes or less and is set by FortiSwitch based on the
configuration.

If you want to disable auto-ISL on a port, you must assign an LLDP profile to the port with the auto-isl
setting disabled. Note that you cannot disable the auto-is1 setting on the default-auto-isl profile.

FortiSwitch 7.2 Study Guide

108



Switch Fundamentals

DO NOT REPRINT

M C LAG lm Physical

* Terminate LAG on two different switches e

+ Transparent to clients using LAGs portl  Quuport2
* MCLAG peer group IS Seen aS a Slngle SWItCh S5448DNTF180003%96 - 5448DNTFLB000397
» Basic deployment /‘%\__%”—1 . portlh +
+ Client with LAG members connected to two switches Four S _/-;mg {J,’ por;}\‘“ﬁ-/’/ysw =
+ Interconnected switches form an MCLAG peer group ) icL
- Supported by all FortiSwitch models except: | Members J Trunk | Members |
+ 1XXE and 1XXF models in secure access series SINITAIION] et SRR Lt
2 . 8DNTF18000397-0 portd 8DNTF18000396-0 port9
« All models in rugged series i_i
* FortiSwitch requirements . N Eogica
« Terminate links on two switches of the same MCLAG = /4‘;*--\ Topology
peer group
5r
« MCLAG peer group is always formed with two Koroctitimk
switches | g
* Same switch model and firmware
+ Enablemclag-stp-aware globallyand STP on ICL \:\‘2;"/
trunk (both enabled by default) MCIAG Daar Group Syl
F::ERTINET
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EODRTINIET
T\ |

N _—

fortiink  port1, port2 Topology

. FEVH1VO000141680
= T D00141680

- Eliminates single point of failure on switch level &<

© Fortinet Inc. All Rights Reserved 41

A LAG combines multiple links that terminate on the same switch. Although LAGs provide higher bandwidth
and redundancy, the fact that all links terminate on the same switch makes the LAG still susceptible to a
single point of failure. This is, if you lose the switch, you also lose all your links. MCLAG overcomes this
limitation by enabling you to form a LAG with links that terminate on two different switches. Adjacent network
devices see the two switches as a single switch.

The most basic MCLAG deployment involves two switches and a client, such as FortiGate. The switches are
connected through a LAG of one or more links to form an MCLAG peer group. The LAG that connects the
switches is called the inter-chassis link (ICL), and is used to forward user traffic, as well as to exchange
control information about the MCLAG. The client is configured with two links, each connected to a different
switch. The switches work together so the LAG on the client operates like a regular LAG despite its links
terminating on different switches. The result is that, if a link or a switch is lost, the switches coordinate with
each other to ensure that the user traffic continues to be forwarded through the remaining active links.

All FortiSwitch models, except the ones indicated on this slide, support MCLAG. MCLAG is a vendor-specific
implementation, and in the case of FortiSwitch, has the following requirements:

The switches where the links terminate must be configured as MCLAG peers.

An MCLAG peer group is formed with two switches. The switches in the MCLAG peer group must be of the
same hardware model and same software version.

mclag-stp-aware must be enabled globally on FortiSwitch, and STP must be enabled on the ICL trunk.
Both settings are enabled by default.

The example on this slide shows a basic MCLAG setup. The fact that the FortiLink interface is connected to
two switches is transparent to FortiGate. As a result, FortiGate sees the LAG as a regular LAG.
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Basic FortiLink MCLAG Configuration

1. Enable FortiLink split interface (optional) o

fortiink  port1, port2 Topology
+ Prevents service disruption t
. FGTl " rcvmMivoooo141680
* Omit if:
* Using console to access switches and poxtl "'tx._,-"portz
= Service disruption is acceptable — :
S448DNTF18000356 \i:}E‘DNTEl-BDC‘JlF_-
2. Enable mclag-icl on the ICL trunk portl p.m< \
. - - . z ./j o \\-». E "/?
Requm_as access to gwntch CL_I _ _ R 5 pw:;%/ A :
« Start with FSW2 (switch terminating second link) TcT, :
3. Disable FortiLink split interface E==2F
) o { GVM1V0000141880  portt GVM1V0000141680  portt
+ Required for MCLAG negotiation to complete | SDNTF18000397-0  port9 SDNTF18000396.0  port9
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The basic FortiLink MCLAG deployment shown on this slide is one of the multiple MCLAG topologies
FortiSwitch supports. FortiGate, acting as the client, terminates its FortiLink interface in two switches that are
configured as MCLAG peers. After you make the physical connections shown on this slide, and assuming
switches are authorized and online, you can configure the MCLAG as follows:

1. Enable FortiLink split interface on the FortiLink interface.

This setting is enabled by default and instructs FortiGate to keep only the first FortiLink member active, while
keeping the second inactive. Based on the example topology, port1 and port2 are considered the first and
second FortiLink members, respectively. By keeping only one link active, you ensure that you can connect to
both switches over SSH from FortiGate to configure MCLAG, and that user traffic is not impacted. Otherwise,
you lose the management connection to one of the switches, and cause a service disruption in the network. If
you have console access to the switches and don’t care about network disruption, you can omit this step.

2. Enable mclag-icl on the ICL trunk.

You must configure this setting on the switch CLlIs. If you access them from FortiGate, enable the setting first
on the ICL trunk of the switch that terminates the second FortiLink interface link (FSW2 in the example), and
then enable it on the ICL trunk of the other switch (FSW1). This order of execution avoids losing network
access to the switches. If you connect to the switch CLIs over the console, the order does not matter. The ICL
trunk should be formed on each switch automatically because of auto-ISL. If there are multiple trunks, identify
the ICL trunk by its name, which should match the serial number of the adjacent switch, or by looking at its
port member (port9 in the example).

3. Disable FortiLink split interface on the FortiLink interface.
Both FortiLink members must be active for MCLAG negotiation to complete.
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+ Prevents service disruption

profile on ICL members
+ Available on the FortiGate CLI
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MCLAG ICL Configuration Using

LLDP Profiles

1. Enable FortiLink split interface (optional)

2. Set default-auto-mclag-icl LLDP

3. Disable FortiLink split interface
* Required for MCLAG negotiation to complete

[ Trunk_| Members [T VETCT

fortilink  port1, port2 Topology

FGT1 /I\ e ;

~ FGVM1V0000141€80
e A
= //

-
.

TCL
| Members J| Trunk | Members |
GVM1V0000141880  port GVM1V0000141680  portf
_FlinK1_ICLO_ portd _FlinK1_IcLO_ porty

© Fortinet Inc. All Rights Reserved.
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In the previous procedure, you had to connect to the FortiSwitch CLI to manually enable mclag-icl on the
ICL ports. An alternative is to use the FortiGate CLI to set the default-auto-mclag-icl LLDP profile on
the ICL ports. This LLDP profile is one of the default LLDP profiles that are created on the FortiGate on
FortiSwitch discovery. It instructs FortiSwitch to automatically enable mc1ag-icl on the auto-ISL trunk that
contains the port that has the LLDP profile set. As a result, FortiSwitch creates the auto-ISL trunk with
mclag-icl enabled, and assigns it the name shown on the slide. You will learn more about LLDP and the

default LLDP profiles in this lesson.

The other steps in the procedure are the same as in the previous slide. This is, enable FortiLink split interface
at the beginning, and then disable it at the end for MCLAG negotiation to complete.
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Knowledge Check

1. Which statement about FortiSwitch trunks is true?
A. Atrunk is a port that can send and receive tagged frames.
+'B. Atrunkis a LAG.

CODRTINET
A\ B

2. Which protocol does auto-ISL use to identify adjacent FortiSwitch and FortiGate

devices?
YA, LLDP
B. LACP

3. Which setting must be enabled on ICL trunks to configure MCLAG?
¥'2. mclag-icl
B. mclag-stp-aware
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Lesson Overview

j ( ' Switching

/ Switch Ports

J PoE
/ Link Aggregation

I'VLANSs

Layer 2 Discovery
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Good job! You now understand link aggregation.

Now, you will learn about virtual LANs (VLANSs).
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VLANSs

Objectives

« Describe VLANs

Identify the VLAN tag format

Describe the default VLAN IDs used in FortiSwitch

« Understand FortiSwitch VLANs

Describe and configure VLAN settings on FortiSwitch ports

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in VLANSs, you should be able to deploy VLANSs in your switch stack for
enhanced security and performance purposes.
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What Are VLANs? e

 Break down broadcast domains at Layer 2 for:
+ Increased performance -
. PC2 & _+_pC4
« Security ™

Physical

« Administrator assigns a VLAN to a port T°p°|°gy;

« Switch allows traffic among members of the same
VLAN only (intra-VLAN traffic)

+ A Layer 3 device is required for inter-VLAN traffic e pc3

+ Administrators usually assign unique IP
address subnets to VLANs

» Useful for routing

Broadcast
Domain

Logical
Topology
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When you connect devices to a switch, you break collision domains into smaller collision domains. However,
all devices still belong to the same broadcast domain, which means that all devices can be reached. This
means that not only will devices have to use valuable bandwidth and system resources to process some
traffic that they may not really need to process, but there is also nothing stopping a device from reaching
others in the broadcast domain. Using VLANs, administrators can logically group devices and isolate them for
increased performance and security purposes.

When you use VLANS, you are essentially instructing the switch to create additional broadcast domains at the
Layer 2 network, and forward traffic between devices connected to switch ports belonging to the same VLAN
only. This is called intra-VLAN traffic.

If devices assigned to different VLANs need to communicate—this is called inter-VLAN traffic—you require a
Layer 3 device, such as a FortiGate or a router, to enable communication between the VLANs. As a best
practice, you should assign unique IP address subnets to each VLAN. This avoids having to use NAT to route
traffic between VLANSs, which simplifies deployment and troubleshooting.

In the example shown on this slide, there are two topology views: physical and logical. The physical topology
view shows how devices are physically connected to the switch, as well as the native VLAN configuration for
the switch ports. You will learn more about native VLAN in this lesson, but for now, just think of it as the VLAN
a device belongs to. According to the port configuration, port1 and port2 are assigned to VLAN 10, and port3
and port4 to VLAN 20. Therefore, a logical view of the topology would show that PC1 and PC2 can
communicate with each other because they both belong to the same VLAN (VLAN 10). Similarly, both PC3
and PC4 belong to VLAN20 and therefore, can talk to each other. In addition, PCs that belong to different
VLANSs cannot talk to each other because they are isolated, by the switch, in separate broadcast domains.
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Extending VLANs Across Switches ...

Physical Allowed
* VLAN tagging extends VLANs Topology mm VLANSs
across a Layer 2 network

« |EEE 802.1Q standard

- Switches tag frames with a VLAN ID ZE2
to track VLAN traffic

+ Adjacent switches must match the
VLAN tagging configuration

pcl

pcai

O Broadcast
2 Domain :
Logical
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VLANSs can also span multiple switches in a Layer 2 network. For this to work, switches add a tag to frames
when they forward them to adjacent switches. The tag indicates the ID of the VLAN that the frames belong to.
IEEE 802.1Q, often referred to as dot1q, is the networking standard that defines VLAN tagging for Ethernet
frames and the way switches and other dot1g-compatible devices must handle these frames.

When an adjacent switch receives a tagged frame, it looks at the VLAN ID in the tag, and then forwards the
frame to a port that is part of the same VLAN, and where the destination MAC address was recorded.

To make sure adjacent switches can process tagged traffic accordingly, you must ensure the ports connecting
the inter-switch links (ISLs) have matching VLAN tagging settings. In FortiSwitch, the setting that controls the
VLAN IDs accepted on a port is the Allowed VLANSs setting. You will learn more about this setting in this
lesson.

In the example shown on this slide, the two switches have the same port settings. port9 on each switch is
used for the ISL. port9 settings allow traffic tagged with VLAN IDs 10 and 20 across the ISL. In addition, PC1
and PC4 are in VLAN 10, while PC2 and PC3 in VLAN 20. The resulting logical topology shows that PCs
placed in the same VLAN can communicate with each other even though they are connected to different
switches.
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VLAN Tag Format

« The |IEEE 802.1Q tag is a 4-byte field added to the Ethernet header
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+ Configurable range of VLAN IDs on FortiSwitch is 1-4094
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Preamble | DestinationMAC SourceMAC
and SoF address address Ethertgt;,)e.'Length 4;:‘53’;?" :CS
8 bytes 6 bytes 6 bytes yies = bytes bytes
TCI
TPID 16 bits
16 bits DEIl VID
1 bit| 12 bits

IEEE 802.1Q inserts a 4-byte field into the Ethernet header that contains the VLAN ID information, as well as

other information that can be used for traffic marking and prioritization purposes when quality of service (QoS)

is required.

The field is divided into two 16-bit halves: tag protocol identifier (TPID) and tag control information (TCI). The

TPID is always 8100, which indicates the type of the VLAN tag is 802.1Q. The TCI contains the following sub-

fields:

» Priority code point (PCP): Refers to the IEEE 802.1p class of service, and is used to set a priority on

frames. Switches configured with QoS policies look at this value to determine whether the frame should be

expedited.

» Drop eligible indicator (DEI): Indicates whether the frame can be dropped during congestion.
* VLAN ID (VID): The ID of the VLAN the frame belongs to. A VLAN ID is a number in the 0—4095 range.
FortiSwitch reserves the use of VLAN IDs 0 and 4095, so the actual configurable range on FortiSwitch is

1-4094.
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default

4089 onboarding

4090 video
4091 voice
4092 rspan
4093 quarantine
4094 -
ERTINET
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Default VLAN IDs

* FortiSwitch uses the following VLAN IDs by default:

Default native VLAN

Default onboarding VLAN for integrated NAC feature
For placing video-capable devices

For placing voice-capable devices

Interface used to send mirrored traffic using ERSPAN
Default quarantine VLAN for guarantine feature

Switch management traffic

© Fortinet Inc. All Rights Reserved.

FortiSwitch

All management
modes

Yes

Managed switch
mode

No

a0

FortiSwitch uses some VLAN IDs are used by FortiSwitch by default. The table on this slide shows these
VLAN IDs, and the management mode in which they are used.

All VLAN IDs are meant to be used for user traffic, except VLAN ID 4094, which is intended to be used for
switch management traffic only. For this reason, FortiGate does not create a FortiSwitch VLAN using VLAN ID

4094.

Note that you can change the default VLAN IDs and their names to prevent a conflict with an existing

configuration.
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A FortiSwitch VLAN is essentially a FortiGate VLAN interface that is bound to a FortiLink interface. The VLAN
is then used for Layer 3 routing on FortiGate and for Layer 2 VLAN segmentation on FortiSwitch. The goal is

to deploy a router-on-a-stick topology in which FortiGate handles inter-VLAN routing and FortiSwitch handles
intra-VLAN forwarding.

When you manage FortiSwitch on FortiGate, you configure FortiSwitch VLANSs, and assign them to switch
ports. Although you can deploy a router-on-a-stick topology using FortiGate and third-party switches, when
you use a FortiSwitch stack in managed switch mode, VLAN deployment is simplified considerably because
FortiOS automatically takes care of the following:

+ Creating the VLAN interface on FortiGate

» Assigning the corresponding VLAN ID to the switch ports that belong to the VLAN

» Ensuring that the VLAN ID is allowed on the ISLs that connect adjacent switches, so traffic from multiple
VLANSs can span across the FortiSwitch stack

+ Adding a firewall object for the IP subnet used for the FortiSwitch VLAN, so it can be referenced in firewall
policies for controlling inter-VLAN traffic

If you were using third-party switches, you would have to do all of this configuration manually, which could
result in a VLAN configuration mismatch and possible service impact.

The example on this slide shows the physical and logical topology views when using VLANs. Note that VLAN
4094 is the default switch management VLAN, and it's not available as a FortiSwitch VLAN on FortiGate.
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Configuring FortiSwitch VLANs

« FortiSwitch VLANs are similarto VLAN interfaces on FortiGate
= FortiSwitch VLAN must be bound to a FortiLink interface

= All the FortiOS interface settings (device detection, captive portal, and so on) are available for
FortiSwitch VLANs

Haer
WIFi & Switch Controller> FortiSwitch VLANs :
VLANID # Pe
> quaranting \-“iﬂik 169.254.11.1/255.255.255.0
=§ voice 4091 """-m.h._hq_ 169.254.12.1/255.255.255.0
off video 4090 167 13.1/255.255.255.0
4§ rspan 4092 169.254.14. ;;2;3“‘?3‘?5&0._
=8 onboarding 408% 169.254.15.17255.255255.0 o
=B _default 1 0.000/0.000 »
= nac_segment.fortilink [nac_segment) 4088 10.255.11.1/255.255.255.0 R
et
RADIL g Speed
B DHCP Sorver
tveark
rice detec -.-ﬂ L s
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When you manage a switch stack on FortiGate, the switches become an extension of FortiGate. You
configure and use FortiSwitch VLANs in the same way as FortiGate VLANs. Keep in mind that a FortiSwitch
VLAN must be bound to a FortiLink interface. Otherwise, you won’t be able to select the VLAN when you
configure the VLAN settings on a switch port.

In addition, all interface settings usually available on FortiGate VLANSs, are also available on FortiSwitch
VLANSs, such as device detection, captive portal, DHCP server, and so on.

One specific setting that is available for FortiSwitch VLANSs only is Color. This setting enables you to assign a

color to a VLAN, so when you review the switch port configuration on the GUI, you can quickly identify the
VLANSs assigned to the ports.
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Port VLAN Settings

* Native VLAN
+ Ingress untagged traffic is associated with this VLAN
« Egress traffic for this VLAN is untagged

« Allowed VLANs
« The VLANs that are accepted on the port
+ Ingress traffic must be tagged with one of the allowed VLANs
« |If no untagged VLANs are defined, egress traffic is tagged

* Untagged VLANs
» Automatically set by some features like quarantine or dynamic VLAN assignment

« Applies to egress traffic only
« |f the untagged VLAN is a member of the allowed VLANSs list, egress traffic from that VLAN is untagged
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FortiSwitch can process tagged and untagged Ethernet frames. When you configure a port, you must ensure
that the port VLAN settings match the VLAN tagging required by the connected device for ingress and egress
traffic. The following list describes the VLAN settings that define how the port handles tagged and untagged
traffic. Note that ingress and egress traffic refer to the traffic entering and leaving the switch port, respectively.

* Native VLAN: In most cases, this refers to the VLAN assigned to the endpoint. The native VLAN can be
defined as the default VLAN for untagged ingress traffic. Because most endpoints send traffic without a
VLAN tag, the endpoint traffic is placed in the VLAN defined as native VLAN. Frames for egress traffic
matching the native VLAN are also sent untagged.

+ Allowed VLANSs: This defines the list of VLANs that are allowed on the port for both ingress and egress
traffic, and for both tagged and untagged traffic. The native VLAN is implicitly allowed on the port, and
therefore, you don’t need to include it in the allowed VLANS list. For the port to accept incoming frames
tagged with VLANSs other than the native VLAN, the frames must be tagged with one of the VLANs defined
in the allowed VLANS list. When there are no VLANSs defined as untagged VLANSs, the egress traffic for an
allowed VLAN is tagged. The Allowed VLANSs setting is important on ISLs, and in the FortiLink trunk,
because the traffic forwarded between the switches, and between a switch and FortiGate, are usually
tagged with multiple VLANs. You may also need to adjust the Allowed VLANSs setting on ports connecting
endpoints that send and expect to receive tagged traffic. This is the case for some IP phones or servers
that leverage the use of VLAN tagging for their applications.

+ Untagged VLANSs: Usually, you don’t have to configure this setting. However, some features like quarantine
MAC or dynamic VLAN assignment, require it for the feature to work. This setting applies to egress traffic
only, and defines a list of VLANSs for which the egress traffic is sent untagged. For the setting to take effect,
the untagged VLAN must also be a member of the allowed VLANS list.
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Configuring VLANs on a Port

* On the FortiGate GUI:

Select Entries |
Port Trunk Mode Enabled Features Native VLAN | Qt arch + Create
Bl Access-1-5424DPTF20000029 €D = _default &
& port1 Static © Edge Port & Students || =# nac_segment.fortilink (nac_segment)
@ Spanning Tree Protocol = onboarding
rspan
<! portz Static @ Edge Port *8 Students =@ quarantine :g : i
@ Spanning Tree Protocol » ETVErs
Students
& portd Static & Edge Port = _default =f quarantine o vi
@ Spanning Tree Protocol video
= voice
+ On the FortiGate CLI:

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>
set vlan <vlan>
set allowed-vlans <vlanl> <vlan2> ...
set untagged- vlans <vlanl> <vlanz> ...
next )

next
end

ZERTINET

Training Institute
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To edit the port’s Native VLAN and Allowed VLANSs settings on the GUI, browse to the FortiSwitch Ports
page, and then hover over the corresponding column. A pencil icon appears. Click the pencil icon to display
the list of VLANSs that can be assigned. For the Native VLAN setting, you can select one VLAN only. For the
Allowed VLANSs setting, you can select multiple.

You can also use the CLI to configure the VLAN settings on a port by entering the CLI commands shown on
the slide. Note that the untagged-vlans setting is available on the CLI only. In addition, note that when you
specify a VLAN on the FortiGate GUI or CLI, you reference the name of the FortiSwitch VLAN and not its
VLAN ID. Later, when FortiOS pushes the configuration to the switch, it assigns the corresponding VLAN ID to
the switch port on FortiSwitchOS. FortiOS must perform this mapping because FortiSwitchOS references only
VLAN IDs on its configuration, and not FortiSwitch VLAN names.
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Knowledge Check

1. Which statement about VLANSs is true?

A They break down broadcast domains.
B. They cannot be extended across multiple switches.

2. Which statement about FortiSwitch VLANSs is true?
A. They are used on FortiSwitch only.
v'B. They must be bound to a FortiLink interface.

3. Which VLAN setting controls the one or more VLAN |IDs accepted on a port for both
ingress and egress traffic?
A. Native VLAN
¥ B. Allowed VLANs

F::RTINET
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Lesson Overview

( / Switching

J Switch Ports

J PoE
,/ Link Aggregation

,/ VLANSs

Layer 2 Discovery
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Good job! You now understand virtual LANs.

Now, you will learn about Layer 2 discovery protocols.
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Layer 2 Discovery

Objectives

+ Describe LLDP and CDP

+ |dentify LLDP settings and profiles
+ Describe default LLDP profiles

* Monitor LLDP and CDP neighbors

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in LLDP and CDP, you should be able to understand how FortiSwitch can
discover adjacent devices, and how to display the neighbor information collected.
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WhatIs LLDP?

+ Layer 2 protocol used mainly for the discovery of adjacent devices
+ Can be used for the autoconfiguration of interfaces and endpoints
« LLDP advertisements contain TLVs with neighbor infarmation
« Ethernet type 0x88CC

* LLDP support on FortiSwitch:
» Enabled by default
» LLDP advertisements sent every 30 seconds by default
+ Every 3 seconds in managed switch mode (auto-ISL)
« Can be used for:
« Layer 2 discovery
» Alternative FortiSwitch discovery method
= Auto-ISL
- If usmg LLDP-MED, FortiSwitch can also do:
Auto-discovery of LAN policies
» Device location discovery
« Extended and automated power management of PoE endpoints
* Inventory management

F:=RTINET
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LLDP is an industry-standard Layer 2 protocol used for discovering adjacent devices in the LAN. LLDP-
capable devices send LLDP advertisements periodically on connected ports to inform neighbors of their
presence and capabilities. The neighbor information in an LLDP advertisement is contained in Type-Length-
Value (TLV) structures. Neighbors then use TLVs mainly to maintain a list of discovered LLDP neighbors, but
in some cases, to also perform tasks, such as the autoconfiguration of trunks, ports, and endpoints.

In FortiSwitch, LLDP is enabled out of the box, and LLDP advertisements are sent every 30 seconds by
default. However, if the switch is operating in managed switch mode, the LLDP frames are sent every three
seconds by default because of the auto-ISL feature. FortiSwitch uses LLDP for the following purposes:

+ Layer 2 discovery: FortiSwitch maintains a list of discovered LLDP neighbors and their capabilities
» Alternative FortiSwitch discovery method: FortiGate discovers FortiSwitch devices based on their LLDP

advertisements, instead of FortiLink discovery frames.
» Auto-ISL: FortiSwitch identifies an adjacent FortiSwitch or FortiGate from their LLDP advertisements, and
then automatically forms a trunk for the adjacent device.

When using LLDP-Media Endpoint Discovery (LLDP-MED), which is an extension of LLDP, FortiSwitch also
provides:

» Auto-discovery of LAN policies

» Device location discovery

+ Extended and automated power management of POE endpoints
* Inventory management

You will learn more about LLDP-MED in another lesson.
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LLDP Settings

* Default LLDP settings for managed switch:

config switch-controller lldp-settings
set tx-hold 4
set tx-interval 30
set fast-start-interval 2
set management-interface internal
set device-detection enable

end

+ On FortiGate, you can disable LLDP on individual ports only (not globally):

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>
set lldp-status disable | rx-only | tx-only | tx-rx:
next

next
end

F::RTINET
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This slide shows the default LLDP settings:

* tx-hold: LLDP advertisements include a TTL TLV that defines how long the information contained in the
LLDP frame should be stored on the receiver. The TTL value is calculated by multiplying the tx-hold
value by the tx-interval value. On FortiSwitch, the default TTL is 120 seconds.

*+ tx-interval: Defines the frequency of the LLDP advertisements. In managed mode, each port is
assigned the default-auto-isl LLDP profile, which has auto-isl-hello-timer setto 3 seconds.
For this reason, in managed mode, the actual default interval is 3 seconds and not 30 seconds.

* fast-start-interval: Controls how often the FortiSwitch unit transmits the first four LLDP packets
when a link comes up.

* management-interface: FortiSwitch uses the IP address of the interface selected here as the device
management [P in LLDP advertisements.

* device-detection: When enabled, FortiSwitch forwards LLDP updates to FortiGate using CAPWAP to
feed the FortiGate device detection daemon.

FortiOS does not support a CLI setting to globally disable LLDP on a managed switch. You can, however,
disable LLDP on a per-port basis by disabling 11dp-status, as shown on this slide. The default setting is to
both send and receive LLDP frames (tx-rx), but you can also configure the setting to send LLDP frames
only (tx-only) or receive LLDP frames only (rx-only).
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LLDP Profiles
+ Configure port-specific LLDP settings: * To apply an LLDP profile on the
+ Auto-ISL status ~ FortiGate CLI:
+ LLDP-MED config switch-controller managed-switch
- TLVs status edit <switch-id>

config ports
edit <port>
set lldp-profile <profile>

* Location services
+ Network policies

* To edit an LLDP profile on the FortiGate CLI: Genl
ct
config switch-controller lldp-profile — Rk
edit <profile>
set <setting> <value> ...
next
‘end
F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 60
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You use LLDP profiles to configure port-specific LLDP settings. For example, you can enable or disable auto-
ISL, select the LLDP-MED TLVs you want to advertise, or configure the settings for LLDP-MED features, such
as location services and network policies.

You can edit LLDP profiles on the FortiGate CLI only, but you can apply them using the FortiGate CLI or GUI.
The slide shows how to configure and apply an LLDP profile on the CLI.

For information about available settings in an LLDP profile, see the FortiSwitch—Managed Switch document
on docs.fortinet.com.
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* To apply an LLDP profile on the FortiGate GUI:
r—
HE Best Fit All Columns
Acc
3 defautt auto-ist
‘.. port2 ¥ Mode
+ Enabled Features
Gportz | ¥ NativeVLAN =3 default-auto-isl
" Allowed VLANs
Gports | ¥ PoE —
+ DHCP Snooping
& ports o Transcebver
 Port Policy
& ports + Device Infarmation
« Negotiated Speed
& port? + Dynainic VLAN
+ Transceiver Power firansmitted/Receiver
@ ports
@ porty
G port10 Erroryl{Sent/Received)
P LLDP Profile
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You can apply LLDP profiles on the FortiSwitch Ports page. First, enable the LLDP Profile column. Then,
hover over the setting, click the pencil icon, and then select the LLDP profile in the list.
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Displaying LLDP Neighbors—Summary

« On the FortiGate CLI:

# diagnose switch-controller switch-info 1ldp neighbors-summary S548DF4K16000693
Vdom: root
Managed Switch : S548DF4K16000693 0

Capability codes:
R:Router, B:Bridge, T:Telephone, C:DOCSIS Cable Device
W:WLAN Access Point, P:Repeater, S:Station, O:Other
MED type codes:
Generic:Generic Endpoint (Class 1), Media:Media Endpoint (Class 2)
Comms:Communications Endpoint (Class 3), Network:Network Connectivity Device

Portname Status Device-name TTL Capability MED-type Port-ID

portl Up = = = = =

port2 up - - - _ _

ports1l Up FG-601E- Active 120 BR 04:d5:90:dc:35:34

port5z Up FG-601E-Backup 120 BR = 04:d5:90:dc:07:7c

porth3i.l up 426ef 120 ER = poart27

port53.2 Up 426ef 120 BR - port2g

portb53.3 Up 524d 120 BR - port2s

port53.4 Up 524d 120 BR = port2e
F:=RTINET
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You must use the FortiGate CLI to display the LLDP neighbors discovered by your stack of switches. This
slide shows the command you can run to display a summary of the information learned from LLDP on each
port. Usually, you will be interested in looking at the Device-name and Port-ID columns, which enables

you to quickly identify the adjacent neighbor and port.

Note that, in the example, FortiGate advertises the MAC address of its port as the port ID. This happens when
the FortiGate port does not have an alias configured. If an alias is set, FortiGate then advertises the alias as

the port ID instead.
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Displaying LLDP Neighbors—Detall

* On the FortiGate CLI:

# diagnose switch-controller switch-info 1ldp neighbors-detail S424DPTF20000027 port23
Vdom: root
Managed Switch : S424DPTF20000027 0

Capability codes:
R:Router, B:Bridge, T:Telephone, C:DOCSIS Cable Device
W:WLAN Access Point, P:Repeater, S:Station, O:Other

MED TLV Capability codes:
C:Capabilities, P:Network Policies, L:Location, S:MDI PSE
D:MDI PD, I:Inventory

Neighbor learned on port port23 by LLDP protocol
Last change 328873 seconds ago
Last packet received 2 seconds ago

Chassis ID: 00:50:56:96:bl:a8 (mac)

System Name: FortiGate-l.trainingAD.training.lab
System Description:

FortiGate-VMeé4 v7.2.1,build1254,220803 (GA.F) -

F::RTINET . ; 5
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Use the command shown on this slide to display all information learned from LLDP on a specific port. The
output was cut to fit on the slide.
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* On the FortiGate CLI:

Time To Live: 120 seconds

System Capabilities: BR

Enabled Capabilities: R

Management IP Address: 10.0.13.254

Management IP Interface Subtype: ifindex, Index: 12

Part TD: port4 (ifalias) ‘_’
IEEE802.1, VLAN Names:

ID: 4088 Name: nac segment

ID: 4089 Name: onboarding

ID: 4093 Name: quarantine

ID: 4092 Name: rspan

ID: 4090 Name: video

ID: 4091 Name: voice

IEEEB02.3, Link Aggregation Port ID: 4 _
e ———

© Fortinet Inc. All Rights Reserved. 64
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This slide shows the remaining portion of the LLDP detailed output. Note that the VLANSs present in the
neighbor are also included in the output. In addition, because the neighbor is connected over a trunk, the
output also indicates the port ID (port4) of the port on the adjacent device used for the LAG.

Note that the information displayed for each neighbor depends on the information it advertises. Therefore,
expect the information to vary across different device types and vendors.
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+ Created automatically on FortiGate:
LLDP-MED TLVs | Default profile on
inventory-management :
default Basic LLDP updates network-policy APClE meoniasn
location-identification PEis (smviniane iede)
All ports (managed mode)
default-auto-is! Auto-ISLtrunk formation - All auto-discovery ports
(standalone mode)
default-auto-mclag-icl Auto-ICLtrunk configuration - -
: : inventory-management
fortivoice. fortilink* Au;o \{L;:;N;onﬁi?cu;atlo: i network-policy -
STHBRIEANci WS 1.2 location-identification
* Profile can be deleted
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 65
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The table on this slide shows the LLDP profiles that are created by default on FortiSwitch, and their intended
use.

In FortiSwitch managed switch mode, all ports are assigned the default-auto-isl profile by default. The

same profile is also used in standalone mode on auto-discovery ports only. All other ports on a standalone
mode FortiSwitch are assigned the default profile.

The other two profiles, default-auto-mclag-icl and fortivoice.fortilink, are not enabled by
default on any ports. However, the administrator may want to use them to automatically configure MCLAG ICL
trunks between two switches forming an MCLAG peer group, and to automatically configure VLAN settings on
voice endpoints and the FortiSwitch ports they are connected to, respectively.

Note you can’t delete any of the default LLDP profiles, except fortivoice. fortilink. You can, however,
edit all of them.
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CDP

+ Cisco proprietary Layer 2 discovery protocol
+ Uses multicast address 01:00:0C:CC:CC:CC

+ Supported by FortiSwitch
+ Both TX and RX
» Disabled by default

« CDP configuration
+ LLDP must be enabled first
= Uses the same interval as LLDP
» Must be enabled directly on the FortiSwitchOS port configuration:
config switch physical-port

edit <port>
set cdp-status disable | rx-only | tx-only | tx-rx

next
end

F::ERTINET 66
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CDP is a proprietary protocol developed by Cisco for discovering adjacent devices in a LAN. FortiSwitch
supports receiving and processing of CDP advertisements, as well as their transmission.

CDP is disabled on FortiSwitch by default. You enable CDP on a per-port basis. Because FortiOS does not
support a CLI setting to enable CDP, you must either apply the configuration directly on the switch or use the
custom command tool available on FortiGate.

This slide shows the CLI commands you must run on FortiSwitchOS to enable CDP on a port. As with LLDP,
you can select whether you want to only transmit CDP advertisements, only receive CDP advertisements, or
both transmit and receive CDP advertisements.

Note that CDP only works if you previously enabled LLDP on the port. In addition, CDP advertisements are
transmitted at the same interval configured for LLDP.
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Displaying CDP Neighbors—Detall

« On the FortiGate CLI:

# diagnose switch-controller switch-info 11dp neighbors-detail
Vdom: root
Managed Switch : S224EPTF15005928 0

Capability codes:
R:Router, B:Bridge, T:Telephone, C:DOCSIS Cable Device
W:WLAN Access Point, P:Repeater, S:Station, 0:0ther

MED TLV Capability codes:
C:Capabilities, P:Network Policies, L:Location, S:MDI PSE
D:MDI PD, I:Inventory

Neighbor learned on port port5 by CDPvZ protocol
Last packet received 10 seconds ago

Chassis ID: 3560CX-portll (local)
System Name: 3560CX-portll

System Description:

cisco WS-C3560CX-8PT-S running on

F::RTINET
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You use the same command for LLDP detailed neighbor information to display CDP neighbors. The example
shown on this slide was cut to fit on the slide.
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Displaying CDP Neighbors—Detail (Contd)

« On the FortiGate CLI:

Cisco I0S Software, C3560CX Software (C3560CX-UNIVERSALKS-M), Version 15.2(6)El, RELEASE SOFTWARE
(fcd)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 06-Mar-18 07:18 by prod rel team

Time To Live: 180 seconds
System Capabilities: B
Enabled Capabilities: B

Port ID: GigabitEthernet0/5 (ifname)
Port description: GigabitEthernet0/5
IEEEB02.1, Port VLAN ID: 30
IEEEB02.1, VLAN Names:

ID: 30 Name: VLAN 30

F::RTINET
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This slide shows the remaining portion of the CDP neighbor detailed output.
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Knowledge Check

1. Which statement about LLDP is true?
A. LLDP is disabled by default on FortiSwitch.
+'B. TLVs in LLDP advertisements contain the neighbor information.

2. What is the default interval for LLDP advertisements when FortiSwitch is in managed
mode?

Y'A. 3 seconds
B. 30 seconds

3. Which statement about CDP is true?

A. CDP is enabled by default on FortiSwitch.
/B_ LLDP must be enabled for CDP to work.

F::RTINET
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/ Switch Ports

J PoE
/ Link Aggregation

'{ 'VLANSs

;_ / K_ Layer 2 Discovery
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Good job! You now understand Layer 2 discovery.

Now, you will review the objectives that you covered in this lesson.
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Review

Understand Ethernet switching, frame format, and addressing

Describe the differences between collision domain and broadcast domain
Compare the port types supported by the FortiSwitch portfolio
Understand PoE and the power allocation process in FortiSwitch
Configure and monitor FortiSwitch trunks

Identify the different LACP modes supported in trunks

Describe auto-ISL operation and configuration

Identify the benefits of MCLAG and deploy a basic FortiLink MCLAG setup
Understand VLANs and their benefits

Describe VLAN settings and their configuration

Understand FortiSwitch VLANs and their configuration

Describe, configure, and monitor LLDP and CDP neighbors

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about Ethernet switching fundamentals, and
how to configure basic Layer 2 features on FortiGate.
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Last Modified: 14 February 2023

In this lesson, you will learn about the most common FortiSwitch topologies, as well as the different loop
prevention protocols and methods available on FortiSwitch.
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Lesson Overview

'FortiSwitch Topologies

| 1 Spanning Tree Protocol

[
—

Rapid Spanning Tree Protocol

'Multiple Spanning Tree Protocol

| Spanning Tree Enhancements
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In this lesson, you will learn about the topics shown on this slide.
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FortiSwitch Topologies

Objectives

+ |dentify the three-layer hierarchy model

+ Describe one-tier and multi-tier FortiSwitch topologies

« Understand full mesh HA and MCLAG FortiSwitch topologies
+ Describe FortiSwitch management over Layer 3

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiSwitch topologies, you should be able to identify the topology that best
suits your network design requirements.
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The Three-Layer Hierarchy Model

* Widely known network design model o
+ Core layer %

» Network backbone

+ High-speed is crucial

+ Redundancy and fault tolerance
« No resource-intensive tasks

« Uses Layer 2 or Layer 3 devices Al | Distribution

+ Distribution layer > &

« Traffic aggregation l < |
« Inter-VLAN routing, packet inspection, and filtering Access
+ Redundancy and fault tolerance is recommended : _ ; _

« Uses Layer 2 or Layer 3 devices

* Access layer
* Provides connectivity and power to endpoints
+ VLAN segmentation, authentication, NAC, and QoS
» Mainly composed of high-density port switches

F:=RTINET
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When it comes to network design, network administrators often refer to the core, distribution, and access
layers described in the widely known and adopted three-layer hierarchy model. The supported FortiSwitch
network topologies also refer to these layers when describing the roles of FortiGate and FortiSwitch devices.

The three-layer hierarchy model can be used as a guideline for designing reliable, scalable, and cost-effective
networks. It divides the network into the following layers:

+ Core: Also known as the backbone, this layer provides reliable high-speed transport between the WAN, the
internet, and the distribution layer. The most important consideration is speed. For this reason, devices in
this layer should perform mostly switching; however, routing may also be implemented. Resource-intensive
tasks, such as security inspection or QoS classification, should be avoided. Redundancy and fault
tolerance are highly recommended. Layer 2 or Layer 3 devices can be used in this layer.

+ Distribution: Also known as the smart layer, this layer aggregates traffic from the access layer switches and
forwards it to the core devices. Inter-VLAN routing, security inspection, packet filtering, and other packet
manipulation tasks should take place here. Redundancy and fault tolerance are recommended. Layer 2 or
Layer 3 devices can be used in this layer.

» Access: This is where you connect the endpoints: workstations, phones, access points, servers, and so on.
The access layer is usually composed of Layer 2 switches and provides network connectivity to endpoints.
When using power over Ethernet (PoE), the access layer also delivers power to personal devices (PDs). In
addition, the access layer often performs VLAN segmentation, device authentication, network access
control (NAC), and QoS classification. Access layer switches usually have a high-density port configuration
to reduce per-port costs. Usually, redundancy and fault tolerance are not a requirement.
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Single FortiGate and Single FortiSwitch

+ One FortiGate controlling one FortiSwitch ~—
* FortiLink can be: %\
+ Physical port PN
* No LAG support (FortiOS 6.2 and lower) Fom(_;ate/ s
- LAG ﬁ\/
* Usually offers best scalability and throughput e
« Switch interface (hardware or software-based) FortiSwitch & "Z"‘ 3
+ Limited scalability and throughput }
+ Collapsed core design
« Two-layer hierarchy
» Reduces network costs
— FortiLink

+ Distribution and core functions merged
» Performed by FortiGate

- FortiSwitch acts as an access layer switch
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The most basic FortiSwitch topology involves a single FortiGate controlling one FortiSwitch. You can
configure the FortiLink interface as a single physical port, a link aggregation (LAG) with one or more LAG
members, or a hardware or software-based switch interface.

Most of the time, it's better to use a LAG because it enables you to easily scale without having to reconfigure
the FortiLink interface, while offering the best throughput. You can also use a physical port for your FortiLink
interface, but this option really makes sense if your FortiGate doesn’t support LAG. However, starting FortiOS
6.4, all FortiGate devices support LAGs, so in that case, using a LAG with a single member interface is a
better option.

A third option is to configure the FortiLink interface to use hardware-based or software-based switch
interfaces. This setup is useful when you want to connect all your switches directly to FortiGate, instead of
stacking them. However, it's only recommended for small networks, where scalability and throughput are not
expected to grow over time. That is, for every FortiSwitch you add to the network, you must have a port on
FortiGate. In addition, when you connect multiple switches directly to FortiGate, intra-VLAN traffic from
endpoints connected to different switches is also processed by FortiGate, which can lead to a bottleneck
especially, if a software-based switch interface is used.

The topology on this slide shows FortiSwitch as the access layer switch and FortiGate as both the distribution
and core device. When the same device performs the core and distribution tasks, the layer in which this group
of devices operates is called a collapsed core. Under this design, the network becomes a two-layer hierarchy
topology. To reduce costs, you can use this topology in smaller networks that you don't expect will have a
significant increase in traffic over time.
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As your network grows, you can add more switches to the single FortiGate and single FortiSwitch topology to
form a FortiSwitch stack.

The additional switches can be connected using inter-switch links (ISLs). You keep the first switch connected
to the FortiLink interface, and optionally, you also connect the last switch to the FortiLink interface to form a
ring. When you use a ring connection to connect your switch stack directly to FortiGate, you must configure
the FortiLink interface as a LAG. You must also enable the FortiLink split interface setting to instruct FortiGate
to keep only one FortiLink port active (link up) at a time. Other FortiLink port members are inactive (link
down). If the active port goes down, one of the inactive ports becomes active. When you enable FortiLink split
interface, management and user traffic is not affected when two or more FortiLink port members connect to
two different switches that aren’t configured as multi-chassis link aggregation (MCLAG) peers, which is the
case in this topology.

Using a ring to connect your FortiSwitch stack, provides you with redundancy for the FortiLink connection. If

the first switch is lost, the standby FortiLink connection becomes active, so the rest of the switches can
continue communicating with FortiGate through the last switch.
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You can also manage a FortiSwitch stack from a FortiGate HA cluster. Both FortiGate Clustering Protocol
(FGCP) active-passive (A-P) and active-active (A-A) modes are supported.

When you add a secondary FortiGate to the topology, you must also connect the first and last FortiSwitch
devices to that secondary FortiGate. Note that the primary FortiGate is the only device used for switch
management. That is, the secondary FortiGate can be used for processing user traffic—if A-A mode is
enabled—but only the primary FortiGate controls the FortiSwitch stack.

FortiLink split interface is enabled. As a result, out of the four FortiLink ports, only one port—the active
FortiLink port on the primary FortiGate—is used for switch management. The active FortiLink port on the
primary FortiGate is also used for processing user traffic. The other FortiLink ports on the primary FortiGate
are inactive (link down). Also, the ports on the secondary FortiGate—the standby FortiLink ports in the
topology—are not affected by the FortiLink split interface setting. That is, the ports on the secondary FortiGate
remain up (link up), and on standby for switch management. On an HA failover, the secondary FortiGate takes
over the cluster and the FortiSwitch stack management, and like the former primary FortiGate, it will have only
one active FortiLink port, which is used for both switch management and user traffic.

The setup shown on this slide makes sense only when MCLAG is not supported by FortiSwitch—most
FortiSwitch models support MCLAG. Otherwise, it's better to use MCLAG and disable FortiLink split interface
for better throughput. Also, the topology on this slide shows a single switch that connects FortiGate to the
internet. However, you can also use a pair of FortiSwitch devices acting as an MCLAG peer group for
redundancy purposes. You will learn more about setting up MCLAG and MCLAG topologies in this lesson.

FortiSwitch 7.2 Study Guide 146



DO NOT REPRINT

Layer 2 Design

EODRTINIET
TN TIINL- 1

FortiGate HA and Two-Tier FortiSwitch Stack

* More hierarchical design - S—
- — Standby FortiLink port
t -

* No collapsed core

: ) . —ISL
= FortiGate is the core device e HA
« Separate switches for distribution and access (two-tier) |\—§ ﬁ
* Distribution switch Bl N e e
+ Aggregates traffic from access layer switches %"'< i
* Choose model with enough switching capacity \/\

+ Mainly forwards traffic (no smart tasks)
+ Single point of failure

-Z-\ Distribution
S <& switch

F:=RTINET

i = © Fortinet Inc. All Rights Reserved g
Training Institute 5

Following a more hierarchical network design, you can separate the collapsed core layer into distinctive core
and distribution layers by deploying a two-tier FortiSwitch stack topology.

The access switches connect to a distribution switch that aggregates the traffic from endpoints and forwards it
to FortiGate for security inspection, inter-VLAN routing, and other security-related tasks. The distribution
switch in this topology, and any topology using managed switches, does not perform the smart tasks
described in the three-layer hierarchical model. These tasks are performed by FortiGate, which acts as the
core device.

The distribution switch works more like an aggregation switch because it mainly forwards traffic between
access switches and FortiGate. For this reason, you should select a FortiSwitch model that can handle the
network bandwidth requirements of the aggregated traffic. The existence of one distribution switch only results
in a single point of failure in the switch stack. You can achieve redundancy by adding another distribution
switch and using MCLAG as shown in the next slide.
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By adding a second distribution FortiSwitch and configuring MCLAG, you can achieve redundancy across
your LAN. You configure both distribution switches as MCLAG peers, so the FortiGate HA cluster and access
switches form LAGs terminating on both distribution switches. The result is that losing a distribution switch, a
FortiGate device, or an uplink on the access switch won'’t result in permanent service disruption. Instead, the
traffic continues to be forwarded through the redundant paths. Also, the use of LAGs on FortiGate and access
switches results in more throughput across the network.

On FortiGate, make sure FortiLink split interface is disabled after you finish setting up MCLAG on the
distribution switches. This ensures that both LAG members on the primary FortiGate are active. On the
distribution switches, it's recommended to use at least two ICL links for redundancy. In addition, mclag-stp-
aware must be enabled—it’s enabled by default. When mclag-stp-aware is enabled, the switch runs
Spanning Tree Protocol (STP; IEEE 802.1D) on MCLAG ICL links to detect loops caused by non-ICL links
between MCLAG peers. You will learn more about STP in this lesson.

You can use a dual-homed connection for an access switch, or a ring topology for multiple access switches. In
a dual-homed connection, you use two uplinks, each connected to a different distribution switch peer. If using
MCLAG, the uplinks in a dual-homed connection operate as a LAG. In a ring connection, you stack multiple
switches, and then connect only the first and last switches in the stack to different distribution switch peers.
When compared to a dual-home connection, a ring connection requires fewer uplinks, but provides a lower
uplink capacity. This is because switches in the ring stack can use only one uplink because the redundant
uplink is blocked by STP for loop prevention.

The topology shown on this slide implements redundancy in the LAN only. As shown in the next slide, you can
deploy a second FortiSwitch stack on the internet edge, and use MCLAG to also achieve redundancy for your
internet connection.
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You can deploy another pair of MCLAG peers on the internet edge to connect your FortiGate HA cluster to the
internet. By using MCLAG to connect both the LAN and edge switches, you achieve a full mesh HA topology.

You must connect the new MCLAG peer group to a different FortiLink interface from the one used for the LAN
switches. That is, you must configure a second FortiLink interface on FortiGate, and as a result, you will
manage two different switch stacks. The latter is not a problem because FortiGate supports management of
multiple switch stacks. However, you must create the second FortiLink interface on the FortiGate CLI. After
that, the FortiGate GUI displays both FortiLink interfaces and switch stacks.
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You can configure a second MCLAG tier on a pair of access switches to provide higher performance and
redundancy to critical end devices, such as a server, or even another FortiSwitch.

Usually, MCLAG trunks automatically form after you connect FortiSwitch devices together and enable
mclag-icl on the MCLAG peers. But, when you connect two pairs of MCLAG peer groups, on the upstream
MCLAG peer group (the one closer to FortiGate), you must configure the ports that connect to the
downstream MCLAG peer group. Based on the topology shown on this slide, if you want to use MCLAG
trunks between the MCLAG peer group formed by the distribution switch pair and the MCLAG peer group
formed by the access switch pair located just below, then, on the distribution switches, you must configure the
ports that connect to access switch 1 and access switch 2. On the distribution switch pair, you must apply the
configuration on the FortiSwitch CLI under the config switch auto-isl-port-group subsection.

The topology on this slide indicates the ports that you must configure on the distribution switch pair. This slide
also shows the FortiSwitchOS commands required for the configuration. Note that you must apply the auto-
ISL port group configuration on both upstream MCLAG peers—each distribution switch in this case. In
addition, the auto-ISL port group configuration on each switch must be identical for the MCLAG trunk between
the two MCLAG peer groups to work.

FortiSwitch 7.2 Study Guide 150



DO NOT REPRINT

Layer 2 Design

CODTINIECT
O ihNC B
FortiGate HA and Two-Tier MCLAG FortiSwitch Stack (Contd)
. figuration is:
MCLAG tran configu ation is — Actve FortLink por >
« Automatic for FortiLink trunks - — Standby FortiLink port — i1
« Automatic for ISL on access switch 3 st < OMCLAG
« Manual for server:
FortiGate = <~ FortiGate
Name MCLAG-Server
Me-LAG L RTEREE © Disabled
Mode  [[EEIE Passive LACP ~etiye LACP Distribution Distribution
switch 1 switch 2
Trunk Members
S224EPTF19005928 | € port11 %
O Select Members Access Access
- 5 . switch 1 switch 2
config switch-controller managed-swit 1
edit "S224EPTF15005928"
edil "MCLAG-Server"
set vlan "default” Accoss
set type trunk Server %o switch 3
set mclag enable |
set members "portll"
end
end
F::‘=. I ET © Fortinet Inc. All Rights Resenved. 12
Tralnlng Institute

Except for enabling mclag-icl on the ICL ports that connect the distribution switch pair and the access
switch pair, you don’t need to apply any other configuration for the FortiLink trunks and the MCLAG trunk on
access switch 3 to work, respectively. FortiSwitch creates these MCLAG trunks automatically for you.

However, you must manually configure the MCLAG trunk for the server on both access switch 1 and access
switch 2. You do this on the FortiSwitch Ports page on the FortiGate GUI. Alternatively, you can run the
FortiOS CLI commands shown on this slide. Note that you must apply the same configuration on both
switches for the MCLAG trunk for the server to work.
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Usually, a one-tier or two-tier MCLAG deployment works for most networks. However, for some networks with
a high number of distribution and access switches placed across different locations within a campus or large
building, or in networks with large amounts of intra-VLAN traffic flowing within the distribution switch pairs, you
may need to deploy another MCLAG peer group on top of the distribution switches that handles traffic
destined only to FortiGate, such as inter-VLAN or internet traffic (north-south traffic), or traffic between
different distribution switch pairs (east-west traffic). The additional MCLAG peer group, formed by the core
switches in the topology shown on this slide, enables your network to scale more effectively when north-south
and east-west traffic grow.

The topology on this slide shows three MCLAG tiers, one for each hierarchical layer: core, distribution, and
access. Note that the core tasks are performed in conjunction with the core switches and the FortiGate HA
cluster. In addition, like in the two-tier MCLAG deployment, you must configure the auto-ISL port groups for
both the MCLAG trunks between the core switch pairs and the distribution switch pairs, and for the MCLAG
trunks between the distribution switch pairs and the access switch pairs.
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You can deploy a FortiGate HA cluster whose members are in different locations. For this setup, you usually

use dedicated links to connect FortiGate HA ports. But what if you have a limited number of fiber connections
between the sites? Is it possible to use the same fiber links to pass both switch management and user traffic

while still being able to deploy HA and manage the switches on both sites?

In the example shown on this slide, there are two sites. On each site, there is a FortiGate device whose LAG
members terminate on different FortiSwitch devices that are part of the same MCLAG peer group. For the HA
setup, instead of connecting the FortiGate HA ports directly using dedicated fiber links, the HA ports are
connected to the local distribution FortiSwitch pair. The goal is to use the two fiber links between the sites to
transport both management and user traffic. To do this, on FortiGate, you create two different FortiSwitch
VLANSs that are used for HA traffic. Then, you assign these VLANSs to the corresponding switch ports that
connect the HA ports.

The switch ports that connect the distribution switch MCLAG pair on each site are used to carry switch
management, HA heartbeat, and user traffic. In case the primary FortiGate fails, the secondary FortiGate
takes over the HA cluster and the switch stack management. Like in the two-tier and three-tier MCLAG
topologies, you must manually configure the auto-ISL port groups for the MCLAG trunk between the
distribution switch pair on site 1 and the distribution pair on site 2 to work.
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You can also manage FortiSwitch devices over a Layer 3 network that is fully routable. This is, no NAT is
performed along the path. This is a cost-effective solution for large networks that have multiple groups of
FortiSwitch devices—called islands—located on different sites, and that require being managed from a central
FortiGate without having to deploy a FortiGate on each site. Not only do you reduce the FortiGate deployment
costs, but you also avoid the administrative overhead of managing additional FortiGate devices.

When you manage FortiSwitch over Layer 3, FortiGate can discover FortiSwitch only after the switch starts
the CAPWAP tunnel. That is, FortiGate doesn’t use FortiLink or LLDP to discover the remote switches. Also,
the user traffic in the islands is not sent to the switch controller, which means that the traffic must be handled
by the network devices in the remote site. Also, the FortiSwitch VLANs you configure for a FortiSwitch island
are used by FortiGate for configuration purposes only, and not for processing user traffic.

To manage a FortiSwitch island over Layer 3, you must:

» Configure the FortiLink interface on FortiGate

+ Set the target FortiLink interface IP on FortiSwitch, or enable IP discovery through DHCP (option 138)

+ Enable fortilink-13-mode on the FortiSwitch ports facing the remote FortiGate, if you are using the
internal interface for FortiGate communication

For FortiGate communication, you can use the management port or the internal interface on FortiSwitch. The
former is an out-of-band option, and the latter is an in-band option. Using the internal interface enables you to
use a LAG for management traffic, whereas using the management interface provides you with a dedicated
physical port. You can use the internal interface for one FortiSwitch island and the management interface for
another FortiSwitch island. However, you can’t mix the interface types within a single FortiSwitch island.
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You can also manage FortiSwitch devices over a Layer 3 network by using a Virtual eXtensible LAN (VXLAN)
tunnel to create a Layer 2 overlay network. VXLAN encapsulates Layer 2 frames into VXLAN protocol packets
which can then be routed and have NAT applied, if required. Of the FortiSwitch devices that support VXLAN,
a limited number are hardware-based VXLAN. Hardware-based FortiSwitch devices can also tunnel data
VLANS in addition to switch management. Refer to the FortiSwitch Feature Matrix to determine which models
support VXLAN FortiLink management and which support VLAN tunneling.
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Good job! You now understand FortiSwitch topologies.

Now, you will learn about Spanning Tree Protocol (STP).

FortiSwitch 7.2 Study Guide

157



Layer 2 Design

DO NOT REPRINT

N —

Spanning Tree Protocol (STP)

Objectives

« Understand Layer 2 loops

+ Describe STP concepts and operation

* Understand how LAGs and MCLAGs are treated in STP
* Describe MCLAG STP aware

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in STP, you will understand the fundamentals of loop prevention in Ethernet
networks.
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To build resilient networks, network administrators often deploy additional links between switches to ensure
that traffic continues to flow if one of the links fails. However, if no loop prevention method is in place, the
multiple links may create a Layer 2 loop that results in broadcast storms and MAC address table instability.

Unlike IP packets, Ethernet frames do not have a time to live (TTL) attribute. This means that Ethernet frames
disappear in the network only when they reach an endpoint or are dropped by a switch. A switch forwards
broadcast and multicast frames to all its ports, except the port where the frame was received. If there is more
than one active path between adjacent switches, the same broadcast and multicast frames that were initially
forwarded by the switch are eventually received on the same switch, but on a different port. This results in the
switch forwarding the same frames repeatedly. The traffic increases with every new broadcast and multicast
frame sent by endpoints, which eventually leads to insufficient network resources to forward user traffic.

MAC address table instability is a result of broadcast storms, and occurs when a switch learns a MAC
address on a port that is different from the port the MAC address was learned on previously. This is also
known as MAC address flapping. The result is that the switch must update the MAC address table with the
most recent port where the MAC address was learned. Because in a broadcast storm, the same broadcast
and multicast frames are exchanged back and forth on different switch ports, the switches must update their
MAC address tables after each exchange, which results in more CPU activity. The CPU usage becomes
higher as the broadcast and multicast traffic grow. The increased CPU utilization may then slow down network
traffic processing tasks performed by the switch, or even prevent them from running at all.

The example on this slide depicts a simplified Layer 2 loop. When the PC sends a broadcast or multicast
frame to Switch 1, the switch forwards it to Switch 2, and this to Switch 3, and so on. When Switch 1 receives
the frame from Switch 4, it forwards it again to Switch 2, starting the loop. Switch 1 must then update its MAC
table because the MAC address of the PC has now been learned on the port that connects to Switch 4.
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STP, which is defined in IEEE 802.1D, is a Layer 2 protocol that enables Ethernet networks to build loop-free
logical topologies.

Switches that run STP, exchange Bridge Protocol Data Units (BPDUs) that contain information about the
network topology. The switches then use the information in BPDUs to determine the root bridge and the cost
of all links to the root bridge. The switch then enables the best link (cheapest) to the root bridge and disables
all other more expensive links. The network achieves STP convergence after all switches determine the root
bridge and the best link to it. Because STP disables the alternate links, the network becomes loop-free.

The switch with the lowest bridge ID is elected as the root bridge. The link with the lowest accumulated path
cost to the root bridge is selected as the best link. The cost of a link is inversely proportional to its bandwidth.
That is, the higher the bandwidth, the lower the cost, and vice versa.

A network STP reconvergence is triggered when switches detect a switch with a lower bridge ID than the
current root bridge. This results in a new root bridge election and therefore, in the recalculation of the best link
to the new root bridge.

When the best link to the root bridge fails, the switch ports for the alternate links go through a series of STP
states to determine the new best link. Ultimately, the switch enables the new best link to the root bridge and
disables all other links.

The example on this slide shows four interconnected switches running STP and the cost of each link. Switch 1

was elected as the root bridge. Therefore, the other three switches must build a loop-free topology towards
the root bridge. The result is that STP disables the link between Switch 3 and Switch 4 to prevent a loop.
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STP Root Bridge Election

* Bridge ID
+ Includedin BPDUs sent by the switch

« Concatenation of:
 Bridge priority (default = 32768; configurable)

Switch 2 Switch 3
BID: 32768.04 05:90:88:10.0a BID: 40960.04:05:90:88:0000

= Switch MAC address (not configurable) '
# get system status | grep Burn
Burn in MAC: 04:d5:90:88:fd:a6

+ Election process
+ Initially, switches claim to be the root bridge
» If a switch receives a BPDU with a lower bridge ID, it | Swhac
relays the new root bridge ID to neighbors Bge
- Election ends when all switches announce the same e L S
root bridge ID

Switch 1 (root bridge) Switch 4

BID: 32768 04/d5°00:88:00 12 BID: 32765 0405 90 85 fd a6

* Lowest bridge ID calculation
+ Lowest bridge ID priority (first tiebreaker)
- Switch MAC address (last tiebreaker)
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The first step for STP convergence is to determine the root bridge. The switch with the lowest bridge ID is
elected as the root bridge.

A switch includes its bridge ID in its BPDUs. When switches are powered on, they send BPDUs to the
network and initially announce themselves as the root bridge. Later, if a switch receives a BPDU that contains
a lower bridge 1D, the switch stops advertising itself as the root bridge, and instead, relays the lower bridge 1D
to its neighbors. The process repeats itself on every switch in the network, and ends when all switches
advertise the same root bridge ID.

The bridge ID is the concatenation of the bridge priority and the switch MAC address. You can configure the
bridge priority, but not the switch MAC address. This means that you can influence the root bridge election by
adjusting the bridge priority. On FortiSwitch, the default bridge priority is 32768. You can look up the switch
MAC address by running the get system status command on the FortiSwitch CLI, and then looking at the
Burn in MAC line in the output.

When comparing two bridge IDs, the switch first compares the bridge priority. If the bridge priority is the same,
the switch uses the switch MAC address as the tiebreaker. That is, the bridge ID with the lowest MAC address
wins. In the example shown in this slide, Switch 3 has the highest bridge priority number, which automatically
discards it as the root bridge. The other three switches have the same bridge priority, so their MAC addresses
are used as the tiebreaker. When comparing the MAC address of each switch, Switch 1 has the lowest MAC
address, and for that reason, is elected as the root bridge in the network.
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+ Switches relay root path cost to neighbors
« Link/port cost is configurable
* The higher the port speed, the lower the default port cost

+ Best root path

» Lowest accumulated cost to root bridge

+ Tiebreakers when multiple paths have the same cost to root
* Lowest sender bridge ID (lowest root bridge ID wins)
« Lowest sender port ID (lowest port ID wins)

» Port ID is the concatenation of:
* Port priority (default = 128; configurable)
« Interface number ID (not configurable)
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The second step for STP convergence is to determine the best path to the root bridge. The link with the lowest
accumulated cost to the root bridge becomes the best root path.

A switch includes its root path cost in its BPDUs. The root path cost of a sender switch is the sum of the costs
of each link that connects that switch to the root bridge. When an adjacent switch receives the BPDU, it adds
the cost of the local link where the BPDU was received. The receiver switch then advertises its new root path
cost to its neighbors.

When there is more than one link with the same cost to the root bridge, the switch uses the following
tiebreakers to determine the best root path:

* Lowest sender bridge ID: Used when multiple upstream switches have the same root path cost. The lowest
bridge ID wins.

+ Lowest sender port ID: Used when multiple equal-cost upstream links that are not part of a LAG connect to
the same switch. The lowest port ID wins.

The port ID is the concatenation of the port priority and the interface number. You can configure the port
priority and cost, but not the interface number. This means that you can influence the best root path selection
by adjusting the priority and cost on ports. On FortiSwitch, the default port priority is 128. The default port cost
depends on the port speed. The higher the speed, the lower the cost, and vice versa.
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* Root port (RP): port connected to the best root
path

» RP election on each switch
= Switch 2

= Sender port ID is the tiebreaker for port1 and port2

+ Port1is RP because the senderport ID has a lower
interface ID

* Switch 3
» Link through Switch 2 has a lower accumulated cost
+ PortlisRP
+ Switch 4

« Sender port ID is the tiebreaker for port1 and port2 F:510

t | Pat |
el [ ) 000 0 30

priority Cost

+ Port2 is RP because the sender port D has a lower
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Priority 126 128 128

Switch 2
BID: 32768 04.05.90.88:10:0a

‘{_ g 5. -
Switch 1 (root bridge)
BID: 32768.04:d5:00:88:00:12

1 1 1 1 1

128 126 128 128 32

e

Priarity 128 128 128

Switch 3
BID: 40960 04:d5 90 88 00:00

Note:
RP: Root port
BID: Bridge ID

P Switch 4
BID: 32768 04:d500 88 [da6

el Y0 P O
Cost 4 1 4

Priarity 128 128 128
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The example on this slide shows four interconnected switches, the ports in use, and the port costs and

priorities configured on each switch. The port that connects to the best root path is called the root port. The
root bridge is Switch 1 because it has the lowest bridge ID. As a result, the other switches must identify the
port that connects to the best path to Switch 1, that is to say, their root port.

+ Switch 2: The path with the lowest cost to the root bridge is through port1 and port2. Both ports are
connected to the same switch (Switch 1), so STP uses the sender port ID as the tiebreaker. Both port IDs
on Switch 1 have the same priority, so the port with the lowest interface ID wins, which is port1. Port1 on
Switch 1 is connected to port1 on Switch 2, so port1 on Switch 2 becomes the root port.

+ Switch 3: Even though the switch has a direct link to Switch 1, the path with the lowest accumulated cost to
the root bridge is through port1. For this reason, port1 becomes the root port.

» Switch 4: It has two equal-cost links to the root. STP uses the sender port ID as the tiebreaker. Port2
becomes the root port because it is connected to port5 on Switch 1, which has the lowest port priority.
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FortiSwitch default STP port costs

» Link/port cost Default STP port cost

+ Higher speed, lower cost_ _ 10 Mbps 2000000
= Configurable on the FortiSwitch CLI
100 Mbps 200000

« FortiSwitch uses the RSTP formula for default port

cost 1 Gbps 20000
+ Port cost = 20 Tbps / interface speed 2.5 Gbps 8000
* LAGs 5 Gbps 4000
« Default cost is calculated based on LAG total speed 10 Gbps 2000

25Gbps 800
40 Gbps 500
50 Gbps 400
100 Gbps 200
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The cost of a link is the same as the cost of the port connecting that link. In this course, link cost and port cost
are used interchangeably. The higher the port speed, the lower its cost.

You can configure the cost of a port on the FortiSwitch CLI. But in case you don’t, FortiSwitch uses the
formula defined in Rapid Spanning Tree Protocol (RSTP; IEEE 802.1w) to calculate the default cost of ports:

Port cost = 20 Tbps / interface speed

You will learn more about RSTP in this lesson.

The table on this slide shows the default port costs calculated by FortiSwitch based on the port speed. Note
that the costs are for individual physical ports. When you bundle multiple ports together to form a LAG, a new
logical interface with a higher bandwidth is created, and as a result, the new interface has a lower cost than its

individual members. For example, if you form a LAG with two 100 Gbps ports, the default STP port cost for
that LAG will be 100 because the LAG speed becomes 200 Gbps.
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STP Port States

* During STP calculation
+ Ports transition through different states
= Ultimately, a port role is assigned

* Port states:

Port stats BPDUs MAC Traffic
m learning | forwarding

Disabled”

Blocking X

Listening X X

Learning X X X

Forwarding X X X X

* Port is down and not part of STP calculation
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When you connect a switch or endpoint to the network, STP transitions the impacted ports through different
states before the port is placed in the forwarding state. The following are the different STP port states:

Disabled: The port is down and is not part of STP calculation.

Blocking: The port receives BPDUs but does not send any. The port does not forward traffic either.
Listening: The port receives and sends BPDUs but does not forward traffic.

Learning: The port receives and sends BPDUs, populates its MAC address table, but does not forward
traffic.

Forwarding: The port is fully operational. It forwards traffic, receives and sends BPDUs, and populates its
MAC address table.
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STP Port Roles

« Port roles:

Traffic Y

- Best root path

Root X - One root port per switch

- All ports in root bridge are
designated

- The other end of a root port

- Tiebreaker: non-root port with the
best root path cost

Designated X

- Alternate path to root bridge

- Blocking state for loop prevention
- Switch can have multiple blocked
ports

- The other end of a blocked port is
a designated port

Blocked
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Port
Attribute

Port

T

Cost 1 3

| Pot |
2 ]3|
Cost 1 1 1

Priority 126 128 128 Priority 1286 128

Switch 3
BID: 40960 04:d5:90:86:00:00

Switch 2
BID: 32768 .04:d590:88:10:0a

Note:

RP: Root port

DP: Designated port
BP: Blocked port
BID: Bridge ID

P Ve
%\\\]/

Switch 4

BID; 32768 04:d5:00:88-fd a6

5
Switch 1 (root bridge) °F
BID: 32768 04:d5:90:85:00.12

Port
Attribute _

Cost 1 1

E e arars
Cost 4 ] 1 1 1

Priarity 128 126 128 128 32 Prionty 128 128
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During STP convergence, the port is assigned a role and placed in the forwarding or blocking state. The
following are the different STP port roles:

Root: The port that connects the switch to the best root path. A switch has only one root port.
Designated: A non-root port that forwards traffic. All ports in the root bridge are designated ports. If one
end of a link is a root port, the other end is a designated port. When the other end of the link is another
designated port candidate, the port on the link with the best root path cost becomes the designated port

and the other the blocked port.

Blocked: A port that connects to an alternate path to the root bridge. The port is in the blocking state to
prevent loops. A non-root bridge switch can have multiple blocked ports. On an alternate link, there is one
blocked port only, which means that the other end of a blocked port must be in the forwarding state.

The example on this slide indicates the roles of all the ports in the topology. In this lesson, it is also explained
how the root port on each switch is determined based on the STP best root path calculation. The roles of the
non-root ports in the topology are determined as follows:

Switch 1: The switch is the root bridge, so all its ports are designated ports.

Switch 2:

« Port2: The switch already has a root port (port1), so the port must be either a designated port or a
blocked port. The port can’t be a designated port because that would result in a loop. Therefore,

the port is a blocked port.

+ Port3: The other end of the link is a root port, so the port is a designated port.
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* Port roles: Cost T Cost e
Traffic . Prioity 128 128 128 Priority 128 128
Switch 2 Switch 3
Root X - Best root path . BID: 32768.04:d5:90:88:10:0a BID: 40960.04:d5:00:88:00:00
- One root port per switch
- All ports in root bridge are N TN~ >
designated Ty PR A o
Designated X - The other end of a root port e 8 3p | RP Rootport
- Tiebreaker: non-root port with the orl foe oP o gf;mﬁm
best root path cost pe BID: Brioge ID
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- Alternate path to root bridge N DFBP~ e
- Blocking state for loop prevention O tbﬁd“‘ﬁ--"’oﬁp 2SI
- 5 Cl oo e I
Blocked - Sr\.t\rsltch can have multiple blocked ool diidinig, 0 El‘gtgg B
po
- The other end of a blocked portis I | Pt | Port
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Prioity 128 128 128 128 32 Priority 128 128
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Now, let's determine the roles of the non-root ports on Switch 3 and Switch 4.

Port2 on Switch 3 and port1 on Switch 4 represent the same case as in port2 on Switch 2. That is, they must
become blocked ports to avoid a loop in the network. However, for the ports connecting the link between
Switch 3 and Switch 4, we need to identify which end of the link becomes the designated port and which one
the blocked port. This is because the other end of a blocked port must be a designated port. For this reason,
we need to use the following tiebreaker to identify the designated port on the segment:

+ On a segment, the designated port is the non-root port with the best root path cost.

When comparing the root path cost from Switch 4 to Switch 1, which is 1, with the root path cost from Switch 3
to Switch 1, which is 2, the best root path is the one through Switch 4. For this reason, port3 on Switch 4
becomes the designated port and port3 on Switch 3 the blocked port.

If the root path cost for both switches is the same, the same additional tiebreakers used in the root bridge
election are used for the designation port:

* Lowest sender bridge ID: Used when multiple upstream switches have the same root path cost. The lowest

bridge ID wins.

* Lowest sender port ID. Used when multiple equal-cost upstream links that are not part of a LAG connect to
the same switch. The lowest port ID wins.
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STP Timers
FortiSwitch default STP timers

- Determine STP convergence speed

« Timers Hello 2
* Hello: BPDU transmission interval Max age 20
» Max age: Time that BPDUs are valid

» Forward delay: Transition time for listening and
forwarding state (each state)

Forward delay 15

* |f using default timers:

+ Topology change response can take up to 50
seconds

= 20+ 15+ 15 =50 seconds
= Very slow and not suitable in modern networks
+ RSTP provides much faster convergence
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The STP timers impact how fast STP responds to topology changes.

The root bridge sends BPDUs at the interval defined in the hello timer, which is two seconds by default. The
non-root bridges then relay the BPDUs down the spanning tree network.

When a non-root bridge receives a BPDU, the configuration information contained in the BPDU is valid only
for the time defined as the max age timer, which is 20 seconds by default. If a switch stops receiving BPDUs
on a port for a period longer than the max age timer, the switch assumes that there has been a topology
change, and moves the port to the listening state first, then to the learning state, and finally to the forwarding
state. The time a port stays in the listening state and in the learning state before moving to the next state is
defined by the forward delay timer, which is 15 seconds by default.

If a switch is using the default STP timer values, then STP may take up to 50 seconds to respond to a
topology change, a waiting time that is considered extremely high in modern networks.

RSTP, which is defined in IEEE 802.1w, was designed to provide significantly faster convergence than STP,
while still being backward compatible with STP.
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Network administrators often prefer to use LAGs and MCLAGs to enable redundancy and increase network
bandwidth. Although you can achieve the same by using Multiple Spanning Tree Protocol (MSTP) and
mapping VLANSs to different instances, the setup is not as simple as when you use LAGs and MCLAGs. You
will learn more about MSTP in this lesson.

From the spanning tree perspective, LAGs and MCLAGs are seen as a single logical interface. Also, LAGs
and MCLAGSs are considered up if at least one of their links is up. This means that changes in the state of the
links in a LAG or MCLAG won't trigger a spanning tree topology change unless all the links in the LAG or
MCLAG come down. In addition, in the case of an MCLAG peer group, the MCLAG clients see the two peers
as a single switch participating in spanning tree.

The example on this slide shows four interconnected switches. Switch 1 and Switch 2 are MCLAG peers, and
Switch 3 the MCLAG client. Switch 4 is connected to Switch 3 using a regular LAG. From the spanning tree
point of view, the MCLAG peers are seen as a single switch, and the uplinks on Switch 3 and Switch 4 are
treated as single interfaces.
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MCLAG STP Aware
- Enabled by default =
« Enables spanning tree on ICL trunks =
+ Ports on ICL trunks exchange BPDUs s'.mcm{,_?_i:; - < ._1:\ Switch 2
- BPDUs encapsulated in MCLAG control packets (MCLAG peer 1) "y g’ \NCLAG PECT )

- Prevents loops by non-ICL links noleg-stp-aware = enabied
» To enable or disable MCLAG STP aware on the ———
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FortiSwitch CLI: JHL
config switch global N
set mclag-stp-aware enable | disable
and Switch 1(;&..\ / q_..‘x Switch 2
(MCLAG peer 1) S5~ \: /tMCLAG peer 2)
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The original MCLAG implementation did not run spanning tree on the MCLAG ICL trunks. Back then, if you
added a non-ICL link between the MCLAG peers, you would have caused a loop in the network. The MCLAG
STP aware feature, which is enabled by default, was then developed to address this issue.

When you enable MCLAG STP aware, MCLAG ICL trunks participate in STP. This means that the ports on
the ICL links exchange BPDUs, which allows spanning tree to detect loops caused by non-ICL links between
switches.

Note that the BPDUs are not exchanged by MCLAG peers in their original frame format. Instead, BPDUs are
encapsulated in the MCLAG control packets that are exchanged by the MCLAG peers for MCLAG operation.
In addition, the mclag-stp-aware setting is available on the FortiSwitch CLI only, and you can enable or
disable it by running the commands shown on this slide.

This slide shows an example of a potential loop caused by a non-ICL trunk between two MCLAG peers.

Because MCLAG STP aware is enabled, spanning tree can detect the loop and therefore, block the alternate
path formed by the non-ICL link.
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Knowledge Check

1. Which statement about Layer 2 loops is true?
YA Layer 2 loops cause broadcast storms and MAC address flapping.
B. Layer 2 loops do not impact CPU usage on a switch.

2. Which statement about STP operation is true?
A. The switch with the highest bridge ID is elected the root bridge.
+¥'B. You can influence root bridge election and best root path selection by adjusting STP settings.

3. How does STP treat LAG and MCLAG trunks?
A. LAG and MCLAG port members are treated as individual interfaces.
+¥'B. LAG and MCLAG trunks are treated as single logical interfaces.
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i' w/ | FortiSwitch Topologies

| n/ Spanning Tree Protocol

| Rapid Spanning Tree Protocol

!.

'Multiple Spanning Tree Protocol

- 'Spanning Tree Enhancements
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Good job! You now understand STP.

Now, you will learn about Rapid Spanning Tree Protocol (RTSP).
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Rapid Spanning Tree Protocol (RSTP)

Objectives

+ Describe RSTP concepts and operation
« Understand RSTP rapid transition
* Describe how RSTP reacts to new ISLs
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in RSTP, you should be able to identify the enhancements made to STP to
achieve faster network convergence.
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Whatls RSTP (IEEE 802.1w)?

* Improved version of STP (IEEE 802.1D)
« Criteria for root bridge and best root path election don’t change
* Relies on BPDUs
* Interval = hello timer (2 seconds by default)
= Same BPDU format except that:
+ RSTP employs unused bits in the flags field
* Protocol version changesto 2 (0 for STP)

+ Faster convergence (6 seconds or less)

- Forward delay and max age timers are not used

» Quick BPDU exchange with neighbor
« Port can be moved from the blocking to the forwarding state right after a topology change

* Backward compatible with STP

« |f RSTP switch port receives:
- STP BPDUs, 802.1D rules are used
+ RSTP BPDUs, 802.1w rules are used
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RSTP (IEEE 802.1w) is an improved version of STP (IEEE 802.1D) that addresses the long convergence
times of its predecessor. RSTP uses the same STP criteria for root bridge election and best root path
selection. Although RSTP introduces new port roles and states, the way the protocol determines the port roles
and states is similar to STP.

Like STP, RSTP relies on BPDUs to operate, which are sent at the interval defined by the hello timer (two
seconds by default). The RSTP BPDU format is the same as in STP except that RSTP includes protocol-
specific information in previously unused bits in the BPDU flags field. In addition, the protocol version in the
BPDU is set to 2 to indicate RSTP, instead of 0 which is used for STP.

The most important benefit of RSTP is its much faster convergence to topology changes. With STP, the
network takes between 30 to 50 seconds to converge, whereas in RSTP, it can take 6 seconds or less. RSTP
provides faster convergence because it does not use the forward delay and max age timers used by STP
when responding to network changes. Instead, the switch quickly exchanges BPDUs with the adjacent RSTP
switch to determine the new port roles. In other cases, the switch just moves a blocking port to the forwarding
state immediately after it detects the network change.

RSTP is backward compatible with STP. When an RSTP switch receives an STP BPDU on a port, the switch
begins to use the 802.1D rules on that port. Conversely, if the switch receives RSTP BPDUs, the port
operates according to the 802.1w rules.
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RSTP Port States

« STP disabled, blocking, and listening states are combined into discarding

PO“ State BPDUS MAC Traffic
| s | RsTP Rx [Ty | O OTMOrenS

Disabled
Blocking Discarding X X

Listening
Learning X X X
Forwarding | s X X
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RSTP simplifies port states by combining the states that drop user traffic (disabled, blocking, and listening)
into a new state called discarding. The other two states, learning and forwarding, behave the same as they do

in STP.
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RSTP Port Roles e
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= STP blocking port split into two roles Cot 1 1 4 Cost s
* Alternate Prioity 128 128 128 Prioity 128 128
» Less desirable path to root bridge
« Different path from root port (different upstream switch) Switch 2 Switch 3
. Backup BIDx 32768.04:d5:90:88:10:0a BID: 40960.04:d5:90:88:00:00

RSTP also introduces two new port roles that better define the role of the STP blocking port: alternate and
backup. The other two port roles, root and designated, work the same as in STP.

An alternate port has a less desirable (higher cost) path to the root bridge than the root port, and is also
connected to a different switch than the root port. A backup port is a redundant (less desirable) path to a
segment where another (more desirable) port is already connected.

The example on this slide shows the port roles determined by RSTP for the same topology used in STP. The
root ports and designated ports are determined by RSTP in the same way as by STP. However, for the
backup ports, RSTP classifies them into alternate ports or backup ports. The roles of the alternate ports and
the backup ports in the topology are determined as follows:

+ Switch 2:
« Port2: The port is connected to the same switch (same path to root) as port1. Therefore, port2 is a
backup port.

+ Switch 3:
« Port2 and port3: The ports are connected to different switches from the one the root port is

connected to (different paths to root). Therefore, both ports are alternate ports.

+ Switch 4:
* Port1: Like port2 on Switch 2, this is a backup port.

FortiSwitch 7.2 Study Guide

176



Layer 2 Design

DO NOT REPRINT

ECOOPRRTINIET

O\ T1TNLT L
RSTP Faster Transition to Forwarding

+ Edge port (manual configuration)
+ A single endpoint connected to the port
* No loops possible
+ Immediate transition to forwarding state after port

comes up Switch 2 : Switch 3
: |EP EP
+ Alternate and backup ports (automatic) ol BTN
. . ) - Root port N DPRP /N1y~
» Immediate transition to forwarding state after root port |;F SRR el o, A AP
fails BP: Backup port opl |w
g EP: Eage port =4 i DP X
» Only on the port with the next best root path Rapid transition (RSTP) 3 ~
Slow transition (STP) | ~ e S
» Link type (automatic) N
« Full-duplex ports considered point-to-point links SVRch | froot Exidge). bi RP switch 4
* Rapid transition using RSTP negotiation and
synchronization

+ Half-duplex ports considered shared ports
+ Legacy STP convergence is used (slow transition)

F:=RTINET

i = © Fortinet Inc. All Rights Reserved 38
Training Institute 5

When a port comes up or down in a network, STP must determine if there are changes in the port roles for the
new topology. The ports which roles change from blocking to designated or root, go through the listening and
learning states before being placed in the forwarding state. This means that the network does not converge
before around 30 seconds have passed.

In contrast, RSTP provides much faster convergence because it does not rely on the STP timers to determine
the port roles. Instead, it considers the following variables on a port:

» Edge port: This is a port that connects to a single endpoint. Because such a connection won'’t result in a
loop, RSTP places edge ports in the forwarding state immediately after the port comes up. Edge ports
send BPDUs and listen for incoming BPDUs. If an edge port ever receives BPDUs, the port loses its edge
status and becomes a regular STP port. Note that you must manually configure the port as an edge port.

» Alternate and backup ports: Right after the root port on a switch fails, RSTP moves the alternate or backup
port with the next best root path to the forwarding state, and then sets it as the new root port.

» Link type: Non-edge ports that operate at full-duplex are considered point-to-point links and therefore,
candidates for fast transition to the forwarding state when the topology changes. For this, RSTP exchanges
a proposal-agreement handshake to decide the state of each end of the link. Non-edge half-duplex ports,
however, are considered connected to a shared medium, like a hub, where multiple switches may be also
connected. RSTP then uses the traditional (and slower) STP convergence process on half-duplex ports.

In the example shown on this slide, the switch ports that connect to the PCs, are configured as edge ports. In

addition, all switch ports, except those connected to the hub, operate at full-duplex. Consequently, on ports
other than port3 on Switch 3 and port3 on Switch 4, RSTP can provide rapid transition to the forwarding state.
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RSTP provides faster convergence than STP when you add a link to a switch in your network. Before
describing RSTP behavior, let’s first explain how STP reacts to such a topology change and the time it takes
for the protocol to converge.

1. The network is stable, and the roles of the ports have been determined from the root bridge (Switch 1)
perspective. The PCs can communicate with each other through the link between Switch 2 and Switch 3.

2. A new link that connects port2 on Switch 1 and port2 on Switch 2 is added. The two ports will be placed in
the listening state to check for incoming BPDUs. If the BPDUs are superior, the switches relay the BPDUs
to their neighbors.

3. Switch 2 receives a superior BPDU (lower root path cost) on port2, and assigns the port as its new root
port. Switch 2 also relays the superior BPDU to Switch 3. Switch 3 receives the BPDU from Switch 2, but
does not consider it a better BPDU than the one received on port1, and therefore, does not relay it.

4. The link between Switch 2 and Switch 3 is now an alternate path to the root bridge and for this reason, is
blocked by STP. Both switches have the same root path cost, but Switch 2 has a lower bridge ID, and
therefore, port1 on Switch 2 becomes the designated port, and port2 on Switch 3 the blocked port.

The previous steps take place very quickly. That is, STP determines a new root path for Switch 2, and blocks
the alternate path very quickly. However, port2 on Switch 1 and port2 Switch 2 still need to complete the
transition through the listening and learning states before they start to forward traffic. This means that the PCs
won’t be able to communicate using the new path (through Switch 1) for the next 30 seconds or so, a waiting
time that is considered unacceptable by today’s availability standards.
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Now, you will learn about how RSTP reacts to the same topology change.

1. The network is stable, and the roles of the ports have been determined from the root bridge (Switch 1)
perspective. The PCs can communicate with each other through the link between Switch 2 and Switch 3.

2. A new link that connects port2 on Switch 1 and port2 on Switch 2 is added. The two ports are placed in
the discarding state to check for incoming BPDUs.

3. Switch 1 sends a BPDU proposal to Switch 2 to let Switch 2 know that it has a superior BPDU (Switch 1 is
the root bridge).

4. Switch 2 realizes that Switch 1 has a superior BPDU and therefore, that it must assign port2 as its new
root port. But before doing that, Switch 2 places all its non-edge ports to the discarding state to ensure no
loops are formed later, when the ports on the new link are moved to the forwarding state. The only non-
edge port in Switch 2 is port1, and it's placed in the discarding state. This mechanism of placing non-edge
ports in the discarding state, before the switch agrees to a superior BPDU proposal, is called
synchronization.
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5. Switch 2 sends a BPDU agreement to Switch 1 to indicate that it accepts the superior BPDU. Both
switches then place their respective ports in the forwarding state, and assign their roles. Note that there is
no loop in the network because port1 on Switch 2 is in the discarding state. From this moment on, the
PCs can reach each other using the new path formed by Switch 2, Switch 1, and Switch 3.

6. Switch 2 sends a BPDU proposal on each non-edge port that is currently in the discarding state, which in
this case, is only port1.

7. Switch 3 ignores the BPDU proposal from Switch 2 because it is receiving superior BPDUs from Switch 1
on port1. Instead of sending a BPDU agreement to Switch 2, Switch 3 sends its own superior BPDU to
Switch 2.

8. Switch 2 and Switch 3 realize that the link between them is an alternate path to the root bridge, and
therefore, must be blocked to prevent a loop. Both switches have the same root path cost, but Switch 2
has a lower bridge ID, and therefore, port1 on Switch 2 becomes the designated port, and port2 on Switch
3 the alternate port.

Like in STP, the previous steps also occur very quickly, and the resulting loop-free topology is also the same.
However, unlike STP, RSTP does not use timers for transitioning the ports to the forwarding state. Instead,
when the topology changes, RSTP uses a proposal-agreement handshake and synchronization mechanism
between adjacent switches to quicky determine port states and roles, while also ensuring that the network
stays loop-free. This process repeats itself on links connecting non-edge ports that were put into the
discarding state during synchronization, and ends when adjacent switches ignore the sender's BPDU
proposal, and RSTP blocks the alternate path.
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Knowledge Check

1. Which statement about RSTP operation is true?
A. RSTP is not backward compatible with STP.
v B. RSTP does not use timers to respond to topology changes.

2. Which statement about an alternate port is true?
A. It connects to the same upstream switch where the root port is connected.
' B. It connects to a different upstream switch where the root port is connected.

3. What does synchronization mean in RSTP?
Y A. A switch places non-edge ports in the discarding state before agreeing to a BPDU proposal.
B. Switches synchronize the entries in their MAC address tables.
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Good job! You now understand RSTP.

Now, you will learn about Multiple Spanning Tree Protocol (MSTP).
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Multiple Spanning Tree Protocol (MSTP)

Objectives

+ Describe MSTP concepts and operation
+ |dentify automatic changes to MSTP in managed switch stack
* Monitor spanning tree status in FortiSwitch
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in MSTP, you should be able to understand how FortiSwitch provides a loop-

free topology on multiple instances, while being backward compatible to legacy and third-party switches using
STP and RSTP.
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STP and RSTP enable you to deploy redundant links in your LAN, while keeping the network loop free.
Although preventing loops is critical, it also results in a surplus of resources that could otherwise be used to
support a higher throughput. This is addressed by MSTP, which is the spanning tree version that runs on
FortiSwitch.

MSTP, which is an evolution of RSTP and backward compatible with both of its predecessors, enables you to
deploy Multiple Spanning Tree Instances (MSTlIs), and then map one or more VLANs to each MSTI. Because
you can also set a different root bridge for your MSTIs, the instances can converge to different logical
topologies. The result is that the instances can use alternate paths that would otherwise be blocked for all
VLANS if using STP or RSTP.

The physical topology shown on this slide has three interconnected switches and two VLANs. In STP and
RSTP, the resulting loop-free topology would block the alternate path, which then forces traffic from both
VLANSs to be forwarded through the primary path, leaving the alternate path unused unless the primary fails.

But with MSTP, you can configure two MSTIs: MSTI 1 and MSTI 2, set a different root bridge for each
instance, and then map one VLAN to each MSTI. The result is that MSTP calculates two different logical
topologies, each using a different path to the root. The two different paths enable you to use all existing
network links and therefore, make more efficient use of your network resources, while still keeping the
network loop-free. Also, although in the example a single VLAN is mapped to an MSTI, you can actually map
multiple VLANs to an MSTI. This enables you to map multiple VLANs to a reduced number of instances.

Finally, if you don’t create additional instances, there is a default instance called Internal Spanning Tree (IST),

which is assigned to MSTI 0 on FortiSwitch, and that contains all the VLANs that haven’t been mapped to
other instances.
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MSTP is backward compatible with STP and RSTP. When you configure your switch to use MSTP, the switch
must first figure out what kind of protocol the adjacent switches are using. Switches that have the same MSTP
configuration for the following attributes are placed in the same region:

* Region name: A name you assign to the region. By default, FortiSwitch does not assign a name.

* MSTP revision number: A number indicating your MSTP configuration version. The idea is to change the
version number after you change the configuration. By default, FortiSwitch uses version 0.

+ MSTI to VLAN mapping table: When you change the mapping, the table is updated. By default, all VLANs
that haven’t been placed in other MSTIs are placed in MSTI O.

By contrast, switches that have different MSTP configurations or are using STP or RSTP, are seen as
belonging to another region.

Within an MSTP region, MSTP is used to calculate the logical topology for the different instances. At the
region boundary, and depending on the protocol used by the adjacent switch, MSTP switch ports use STP or
RSTP to calculate a Common Spanning Tree (CST) topology that results in a loop-free topology for all
regions. CST is just another way to call the single instance used by STP and RSTP to calculate a loop-free
network for all VLANSs.

The physical topology on this slide has four interconnected switches. Switch 4 belongs to a different region
than the one where the other three switches operate. Within the region of the three switches, MSTP calculates
two different topologies, one for each MSTI. However, at the region boundary, there is only one topology: the
CST of the network.
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STP and MSTP Settings
* Default STP and MSTP settings for all * You can override the global settings per
managed switches: FortiSwitch:
config switch-controller stp-settings config switch-controller managed-switch
set name '' edit <switch-id>
set revision 0 config stp-settings
set hello-time 2 set local-override enable
set forward-time 15 set name <mstp-region-name>
set max-age 20 set revision <mstp-revision-number>
set max-hops 20 set hello-time <stp-hello-time>
end set forward-time <stp-forward-time>

set max-age 20 <stp-max-age>
set max-hops 20 <mstp-max-hops>
'_-_,.r-""-_ end
next
end
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You can adjust the global STP and MSTP settings for all managed switches or override them on individual
switches. This slide shows the FortiOS CLI commands you can use to adjust these settings either globally or
per switch. Note that some settings are relevant only to STP, and others only to MSTP.

One setting that hasn’t been discussed yet is max-hops. In an MSTP region, the max-hops setting defines
the maximum number of hops that a BPDU sent by the root bridge can be forwarded in the region before it is
considered expired and therefore, discarded by a receiving switch. When a non-root bridge receives the
BPDU, the hop value in the BPDU decreases by 1 before the BPDU is forwarded to the next adjacent switch.
If the hop value in a BPDU, is zero when a switch receives it, the switch discards the BPDU.

By default, max-hops is set to 20. The goal of this setting is to limit the size of the MSTP region.
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MSTP calculates a loop-free topology for each instance, from the perspective of the root bridge on that
instance.

Because MSTP is based on RSTP, the same rules used by RSTP for root bridge and port role election are
used by MSTP on their instances. The port states and default port costs are also the same. In addition,
instances also benefit from the rapid transition on full-duplex links and edge ports supported by RSTP.

The information of all instances is sent from the IST (MSTI 0) using MSTP BPDUs. The MSTP BPDUs are
essentially RSTP BPDUs, except that they also include additional fields, called M-records, that carry MSTP-
specific information, such as the MSTP region name, the configuration version, and the MSTI-to-VLAN
mapping table digest. Note that BPDUs don’t contain the actual MSTI-to-VLAN mapping table, but only a
digest computed from it.

The M-records also carry MSTI-specific information, such as the local bridge ID, instance root bridge, and
instance root path cost. The MSTI-specific information is then used by MSTP switches in a region to calculate
topologies for each instance.

You can configure up to 16 instances on FortiSwitch (MSTI 0—15). MSTI O (IST) is the default instance and
cannot be deleted. Each MSTI elects its own root bridge. The administrator can control the instance root
bridge election by adjusting the bridge priority on that instance. The administrator can also control the role of a
port by adjusting the port cost and priority on the instance.

This slide shows the FortiOS CLI commands to create instances, set the bridge priority for an instance, and
change the cost and priority on a port. Note that the port cost and port priority settings are available on the
FortiSwitch CLI only.

FortiSwitch 7.2 Study Guide 187



DO NOT REPRINT

ECOOPRRTINIET

Layer 2 Design

O TT1iNEd L
MSTP Operation Outside Regions
Switch 3
+ A CST for all interconnected regions SR
 Each region elects a regional root bridge on IST R S
+ A CST root bridge is elected me:;“’;;"l L i
« CST is built from the CST root bridge perspective '
* For CST, boundary port uses: Switch4
. RSTP if adjacent switch (different MSTP region) “-
* |Is an MSTP switch from another region or an RSTP switch
« STP if adjacent switch uses STP
+ Adjacent switch sees MSTP region as a single switch csT
+ Does not know or care about MSTIs in region
* Master port (new role) K
« Boundary port in MSTP region with best path to CST root ) ‘
S - \
« Role is valid in outside region operation only
Switch 4 %
(different MSTP region] = CST root bridge
F::RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved 49

Switches that have different MSTP configurations or are using STP or RSTP, are seen as belonging to a
different region. The interconnected regions then calculate a CST for the whole network.

Each region elects a regional root bridge on the IST (MSTI 0) that competes with other regional root bridges
(different MSTP regions) or legacy switches (STP and RSTP switches) for the CST root bridge. The CST root
bridge and port roles are elected using the same rules defined in STP and RSTP.

The switch port in an MSTP region that connects to another region is known as the boundary port and
participates in the CST calculation. If the adjacent switch on a boundary port is an MSTP switch or an RSTP
switch, both switches use RSTP for CST convergence. If the adjacent switch is an STP switch, STP is used.

The MSTP region sees the adjacent switch connected to its boundary port as another region. By contrast, the
adjacent switch (Switch 4 in the example) sees the whole MSTP region as a single switch. Switch 4 does not
know anything about the internal instances on its neighbor, nor does it care. CST calculates a loop-free
topology only on the links that connect the MSTP regions and legacy switches.

The example on this slide also shows a CST topology. A new port role, the master port, is also shown. The
master port is the boundary port in a MSTP region that connects to the best path to the CST root bridge. A
master port is like a root port, except that it connects to a different region. In the example shown on this slide,
Switch 4 is the CST root bridge. The best path to the CST root bridge is over the link between Switch 1 and
Switch 4. For this reason, the port on Switch 1 that connects to Switch 4 becomes the master port. Also, the
alternate path between Switch 3 and Switch 4 is blocked.

Note that the master port role is seen when MSTP operates with outside regions only.
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In most managed switch deployments, FortiGate is the focal device in the network because most of the traffic
is usually destined to FortiGate (switch management traffic), or networks behind FortiGate, such as the
internet, VLANSs, and the corporate WAN.

Given that FortiGate is the focal point in the network, it is convenient to have instances converged towards
FortiGate by default. To accomplish this, the following MSTP settings are automatically changed in a
managed FortiSwitch stack:

» Bridge priority: The bridge ID on non-MCLAG peer switches directly connected to the FortiGate FortiLink
interface is reduced to 24576 (default priority is 32768). If the switch is an MCLAG peer, the bridge priority
is reduced to 20480 instead. If there are multiple switches directly connected to FortiGate, the switch with
the lowest MAC address becomes the root bridge. In addition, the bridge priority on downstream switches
is reduced to 28672, so they don’t become the root bridge.

* Port cost: Auto-ISL trunks are assigned a cost of 1. Because auto-ISL trunks can be formed only when one
of the adjacent switches is in managed mode, the trunk is likely to be the shortest path to FortiGate.
Therefore, it is convenient to reduce its cost, so it becomes the preferred path to the root bridge.

» Instances: By default, only one instance (MSTI 0) is created on FortiSwitch. However, when FortiSwitch is
authorized, another instance, MSTI 15, is created for management traffic. The instance is mapped to VLAN
4094, which is the switch management VLAN. Having separate instances for user and management traffic
enables the administrator to adjust instance 0 settings, in case the user traffic must converge on a device
that is not the switch controller, without impacting the management traffic on switches.

Note that the bridge priority and port cost changes are applied on both instances: 0 and 15.
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+ Display information for all instances, including port roles and status:

# diagnose switch-controller switch-info stp S108EN4N17000350 0

S10BEN4AN17000358:

MST Instance Information, primary-Channel:

Instance ID 0 (CST) = -

i Config Priority 28672 Local switch MSTP and ;

i Bridge MAC 704ca55b2aB0, MD5 Digest 9999b43d77cc58bbaBB54£9991c4a4s7i | bndge D configuration |

I P e

i Root MAC 906cac3031fa, Pricrity 4096, Path Cost 0, Remaining Hops Wg—hL CST root and cost -|

{ Regional Root MAC 9D6cac303lfa, Priority 4096, Path Cost 1, Root Port FlInkl MIAGO_+— IST root and cost

{ Active Times Forward Time 15, Max Age 20, Remaining Hops 19 : T _i

TCN Events Triggered 3 (0d Oh 1m 36s ago), Received 23 (0d Oh Om 55s ago) -—» Last mpoloay c_nange |
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You can run the command shown on this slide to display spanning tree information for a specific instance on a
managed switch. If you specify the instance number, FortiGate pulls information for all instances.

The example shown on this slide displays information for instance 0 only, also known as the CST when
referring to MSTP operation outside a region, or IST when referring to MSTP operation inside a region. Note
that the IST root is also the regional root. The regional root competes with other regional root bridges for the

CST root bridge.

The output also displays the STP timers configured on the region. The timers are displayed for instance 0
only, because the other instances inherit the same timers.
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Viewing Spanning Tree Status on the FortiGate CLI (Contd)
[Pot momaton |

i Port Speed Cost Priority Role State HelloTime Flags
portl - 200000000 128 DISABLED DISCARDING 2 ED

i port2 = 200000000 128 DISABLED DISCARDING 2 ED
port3 = 200000000 128 DISABLED DISCARDING 2 ED
portd = 200000000 128 DISABLED DISCARDING 2 ED
ports - 200000000 128 DISABLED DISCARDING 2 ED
porté - 200000000 128 DISABLED DISCARDING 2 ED
portl - 200000000 128 DISABLED DISCARDING 2 ED

i poxrt9 = 200000000 128 DISABLED DISCARDING 2 ED

{ internal 16 20000 128 DES1GNATED FORWARDING z ED
BEN4AN17000548-0 16 1 128 DESIGNATED FORWARDING 2 EN
_F1InKl_MLAGO_ 16 1 128 ROOT FORWARDING 2 EN
Flags: EN(STP enable), ED(Edge), LP(Loop Protection Triggered)
RG (Root Guard Triggered), BG(BPDU Guard Triggered), IC(PVST Port Inconsistent)

{ MV(FVST Port Vlan Mismatch)

|

[ Flagdesciipion |
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This slide shows a continuation of the previous output. The output shows the port information section of the
interfaces that participate in the MSTP instance. An interface, which can be an individual switch port or a
trunk, participates in an instance when the interface belongs to one or more VLANs that are mapped to that
instance.

For each port, the output indicates its cost, priority, role, state, and hello time. There is also a flag column that

provides further information about the port, such as whether the port is configured as an edge port, or whether
it triggered STP enhancement features, such as BPDU guard or loop protection.
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Knowledge Check

1. Which statement about MSTP operation is true?
YA MSTP is backward compatible with STP and RSTP.
B. MSTP supports a single instance only.

2. How do switches determine whether they belong to the same MSTP region?
./A. By checking if they have the same region name, version, and MSTI to VLAN mapping table.

B. By exchanging LLDP frames.

3. Which statement about IST configuration on FortiSwitch is true?
Y'A. Itis the defaultinstance (instance 0) for all VLANSs.
B. It can be deleted.

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 53

Training Institute
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Lesson Overview

i' w/ 'FortiSwitch Topologies

w/ Spanning Tree Protocol

w/ Rapid Spanning Tree Protocol

| v’ 'Multiple Spanning Tree Protocol

'Spanning Tree Enhancements

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

54

Good job! You now understand MSTP.

Now, you will learn about spanning tree enhancements.
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Spanning Tree Enhancements

Objectives

+ Describe additional loop prevention methods in FortiSwitch

* Describe Rapid Per-VLAN Spanning Tree (RPVST+)
interoperation

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in spanning tree enhancements, you should be able to identify the additional

loop prevention methods available in FortiSwitch that can operate in conjunction with MSTP to deliver a more
robust loop-prevention solution.
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Loop Protection -
” L.

* Prevents loops undetected by STP
+ Blocked ports incorrectly move to forwarding state
« Common case:
* Unidirectional link failure
= BPDUs expire on blocked port
+ Blocked port eventually starts forwarding traffic
= Loop is created in opposite direction to link failure

» If loop protection is enabled on a port:

+ Blocked port stays in the blocking state if BPDUs are /\2\\ Switch 1 o
no longer received S (root bridge)

+ No transition to forwarding state
* Loop protection is different than loop guard

| Unidirectional link failure (no
-="| downstream BPDUs)

=l Blocked port

~, Switch 2

L b3 After BPDU expires, port is
L | moved to forwarding state

— | A loop is created in the

~ Swilch 2 upstream direction

i
\(T Broadcast/multicast frame

—X—+ Regular frame
¥— Looped frame

F:=RTINET
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Loop protection enables you to prevent loops that are caused by the transitioning to the forwarding state of
blocked ports that connect to network segments where a loop may still be present.

After STP converges, only designated ports forward BPDUs down the spanning tree. Only non-designated
ports—root and blocked ports—process incoming BPDUs. If a blocked port stops receiving BPDUs for a
period longer than the max age time (20 seconds by default), the port transitions to the forwarding state. Note
that in the case of RSTP and MSTP, the age time is three times the hello time (6 seconds if using default hello
time), and the blocked port is classified as an alternate or backup port.

Now, suppose there is a unidirectional link failure that affects the BPDUs sent by a designated port to a
blocked port. The opposite direction of the link, however, still works. After the blocked port transitions to the
forwarding state, the port starts forwarding traffic in the working direction, which results in a broadcast storm
due to the presence of a loop in that direction.

The example on this slide shows two switches interconnected through two links. The link on the right is the
alternate link, and therefore is blocked by STP. If there is a unidirectional failure on the alternate link that
affects downstream BPDUSs, the blocked port on the alternate link eventually transitions to the forwarding
state. As a result, broadcasts sent by the PC will loop in the network.

When you enable loop protection on a port, a blocked port is forced to remain in the blocking state, even if the
port stops receiving BPDUs. The port does not transition to the forwarding state, nor does it forward user
traffic.

Note that loop protection is different than loop guard. They both prevent loops, but they use different methods.
You will learn more about loop guard in this lesson.
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Loop Protection (Contd)

* Per-port setting (default = disabled)
« To enable loop protection on the FortiSwitch CLI:

config switch interface
edit <port>
set stp-loop-protection enabled

next
end

« Enable loop protection on root, alternate, and backup ports
« Accounts for multiple instances and topologies

F:-:HT'nET © Fortinet Inc. All Rights Reserved LT
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Loop protection is a per-port setting, and it's disabled by default. This slide shows how to enable the setting on
the FortiSwitch CLI.

If you want to use loop protection, it is recommended that you enable the feature on all root, alternate, and
backup ports. The reason why you should also enable the setting on root ports is because you should
consider the different topologies that MSTP can calculate when having multiple instances. For example, for
one instance, a port can be a root port, but for another, an alternate or backup port. Loop protection will then
be applied on the alternate or backup port on a per-instance basis.
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Root Guard

+ |gnores superior BPDUs on a port + To enable root guard on the FortiGate CLI:

= Prevents root port change and rerouting of traffic config switch-controller managed-switch
+ Avoids service impact if new path is suboptimal edit <switch-id>
« Prevents information theft by compromised endpoints edit <port>

« Per-port setting (default = disabled) o SRR R g
» To enable root guard on the FortiGate GUI: DEzx.

|WPL& Swiich Controlier> PortiSiich Porks. | .

& port5 Static @ Edge Pod

—_— i + Enable root guard on a port that connects

=T s to a switch with an unwanted path to root
© Edae Poi
& Spanniny

| A Editdescription
© port} B Clear port counters
| © Reset PoE
& oorl © Edne o
Made '
i @ Spannin
= | Status .
G port Pot .| © Edge Pod
e © Soarnin
| DHCP Snooping '
G owt] opp
- | Loop Guard 4
© port} Fdge Port » || @ Edne Py
© Spanniny

| STPBPDU Guard
STPRootGuard b |[@ Enable

& port

P

F::RTINET
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When you enable root guard on a port, the port ignores superior BPDUs. The goal is to prevent a given port
from becoming the root port, which would result in a topology change, and possible service disruption
because the traffic could be rerouted through a suboptimal link. In addition, root guard can also protect the
network from attacks from compromised endpoints that are used to capture traffic and steal information by
generating rogue BPDUs.

Root guard is a per-port setting, and it's disabled by default. This slide shows how to enable the setting on the
FortiGate GUI and CLI.

You usually want to enable root guard on a port that connects to a switch that should never become the best

path to the root. For ports where you expect to connect only endpoints, it's often better to enable BPDU guard,
which is also explained in this lesson.
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L
+ Blocks a port when it receives BPDUs « To enable BPDU guard and change its
- Port stays down for the time setin stp-bpdu-guard- timeout on the FortiGate CLI:
timeout (default = 5 minutes) config switch-controller managed-switch
: : dit <switch-id
« Per-port setting (default = disabled) = e
. t stp-bpdu-guard enabled
- To enable BPDU guard on the FortiGate GUI: PER e i Bt s PRI
next
© ports Static @ Edge Po end
# Q :

i et + To reset the status of a port on the FortiGate

= A Edit description g CLl =

& port] & Clear port counters OEOR?" -

_ C Reset PoE S Soevin 4 execute switch-controller switch-action bpdu-guard
Cpartd e ! :Egﬁﬁnﬂ’:— reset <switch-id> <port>

= Status L

Gomne o[ QEe « Enable BPDU guard on ports that connect to
Orotlgn | @ cabere endpoints

| Loop Guard y |- e + Endpoints shouldn’t send BPDUs

@ port Edge Port L 2FO§:EP.O

: STPEBPDUGUard | » ]o Enable

& vt T orp Root Guara

F::ERTINET . . .
Training Institute © Fortinet Inc. All Rights Reserved. 68

When you enable BPDU guard on a port, the port is shut down for the time configured in the stp-bpdu-
guard-timeout setting—five minutes by default—when the port receives any BPDUs. After the BPDU
guard timeout is reached, the port is brought back up, but will be shut down again if more BPDUs are
received.

BPDU guard is a per-port setting, and it's disabled by default. This slide shows how to enable the setting on
the FortiGate GUI and CLI, and how to change the BPDU guard timeout on the FortiGate CLI. The
administrator can also reset the status of ports that are brought down by BPDU guard, by running the FortiOS
execute command shown on this slide.

Most of the time, you want to enable BPDU guard on a port that connects to an endpoint. Endpoints are not
expected to send BPDUs. If they do, it could be an indication of compromise.
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Viewing BPDU Guard Status on the FortiGate CLI

* Display BPDU guard status for all ports in managed switch:

# diagnose switch-controller switch-info bpdu-guard-status S108EF4N1700002%

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

S108EF4N17000029:

Portname State Status Timeout (m) Count Last-Event
portl disabled - - - -

i port2 enabled Triggered 2 B 1 2020-05-01 17:03:08
port3 disabled = = = =
portd disabled - - - -
ports disabled - - - -
porte disabled - - - -
port9 disabled - - - -
portlo disabled - - - -
SEF4N17000030-0 disabled - - - -
_F1InKl MLAGO_ disabled = = = =

60

You can run the command shown on this slide to display the BPDU guard status for all ports on a managed

switch.

The example shown on this slide indicates that BPDU guard is enabled and triggered on port2. The output
also shows the timestamp of the last trigger event, the total number of triggered events, as well as the

configured timeout.
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Loop Guard e

p igenabled 2N P
Q- port1 and port2 VLAN

sattings:

Native VLAN: 10

Allowed VLANs: 20, 30

* Also prevents loops missed by STP
+ Designed to work with STP, not to replace STP

» If loop guard is enabled on a port
+ Switch broadcasts loop guard frame on the native VLAN

« If loop guard frame is received on sender switch

« Portis shut down for the time setin loop-guard-
timeout (default = 45 mins) |—|

+ Set MAC move threshold to detect loops on non- 4\7 [port s shut down ater swich racarves
natlve VLANS {-\%}\’. loop guard frame sourced from port1

+ Switch monitors MAC address flapping events Loop guard frame

« Port is shut down if:

» Number of flapped MAC addresses exceed the threshold
within a second and for 6 consecutive seconds

Switched Network

* Loop guard can detect more loop cases than loop
protection

- 1 uy
< .
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Loop guard is another loop prevention feature. However, unlike loop protection, root guard, and BPDU guard,
loop guard does not rely on BPDUs and the port state. Instead, loop guard works by periodically broadcasting
loop guard frames on the native VLAN of a port. A loop is detected when the same loop guard frame is
received on the sender switch, which is followed by the port getting shut down for the time specified in the
loop—guard-timeout setting (45 minutes by default).

The original loop guard implementation didn’t account for loops on VLANSs, other than the native VLAN. For
this reason, the loop guard feature was improved to include the MAC move option, which instructs the switch
to also monitor for repeated MAC address flapping events, which are likely caused by a loop. To enable MAC
move, you define a MAC move threshold other than zero. The threshold refers to the minimum number of
MAC addresses that must flap between ports within a second. If the threshold is reached for six consecutive
seconds, loop guard is triggered, and the port is shut down.

This slide shows port1 and port2 on FortiSwitch connected to a switched network. Both ports are assigned
VLAN 10 as their native VLAN, and allow VLANs 20 and 30. Because loop guard is enabled on port1,
FortiSwitch broadcasts loop guard frames on VLAN 10 on that port. FortiSwitch then shuts down port1 if it
receives a loop guard frame sourced from port1 on either port1 or port2. If you also want to detect loops on
VLANSs 20 and 30, you must also enable MAC move on port1.

Both loop guard and loop protection detect loops in your network. However, because loop guard does not rely
on STP, it can detect more loop cases than loop protection. For example, if you disconnect the uplink on port2
in the topology, loop guard will still detect the loop on port1, but loop protection will not.

Note that loop guard is designed to work with STP, rather than replace it.
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« Per-port setting (default = disabled) « To enable loop guard on the FortiGate CLI:
= TO enab[e [Oop guard on the FortiGate GUl config switch-controller managed-switch
3 edit <switch-id>
= set loop-guard enabled
& ports Static © Edge Po set loop-guard-timeout <mins>
_ & Spannin next
6’ por = t (] Edge Po next
A Edit description © Spannin end
(V] : @ Edge Po : .
T o | |9 s - To enable MAC move on the FortiSwitch CLI:
eset Pol
@& porl Mode +| ® EdgePo config switch interface
: @ Spannin edit <port>
~ Status ’ set loop-guard-mac-move-threshold <0-100>
@ porl poE v| & Edge Pol next
DHCPSnooping ~ +| @ Spannin end
& por STP v| @ EdgePol :
[ Loop Guard |  [@ Enavle + To reset the status of a port on the FortiGate
& port Egge Port Ve CLI:
STPBPDUGuard  »| = o0 # execute switch-controller switch-action loop-
& port STP Root Guard v| @ EdgePo| guard reset <switch-id> <port>
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 62
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Loop guard is a per-port setting, and it's disabled by default. This slide shows how to enable the setting on the
FortiGate GUI and CLI.

If you also want to enable MAC move, you must configure the setting directly on FortiSwitch. Note that the
lower you set the MAC move threshold to, the higher the chances are of you getting false positive for loops.

The administrator can also reset the status of ports that are brought down by loop guard, by running the
FortiOS execute command shown on this slide.
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$# diagnose switch-controller switch-info loop-guard S10BEF4AN1T7000029

Viewing Loop Guard Status on the FortiGate CLI

+ Display loop guard status for all ports in managed switch:

F::RTINET

Training Institute
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S5108EF4N17000029:
Portname State Status Timeout (m) MAC-Move Count Last-Event

{ portl enabled Triggered 2 0 1 2021-02-19 15:50:35
port2 disabled - - - - -
port3 disabled - - - - -
portd disabled - - - - -
ports disabled - - - - -
porté disabled - - - - -
port9 disabled - - - - -
portl0 disabled - - - -
8EF4N17000030-0 disabled = = = = =
_F1InKl MLAGO disabled - - ~ - -

You can run the command shown on this slide to display the loop guard status for all ports on a managed

switch.

The example shown on this slide indicates that loop guard is enabled and triggered on port1. The output
also shows the timestamp of the last trigger event, the total number of triggered events, as well as the
configured timeout. A value of zero in the MAC-move column indicates that the MAC move feature is not

enabled.
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RPVST+ Interoperation

+ RPVST+ maintains an RSTP instance per VLAN « To enable RPVST+ on the FortiGate
» Cisco proprietary protocol CLI:
« BPDUs are sent on each VLAN [ conf ig switch-controller managed-switch
+ More overhead than MSTP edit <switch-id>
3 . . edit <port>
« FortiSwitch simulates RPVST+ on boundary ports set rpvst-port enabled

next

* Root bridge must be the same for all VLANs
* Rootbridge can be in the MSTP region or in the RPVST+domain end

+ Ifthe root bridge is different on multiple instances, the portis
flagged as inconsistent

+ Egress BPDUs

+ FortiSwitch replicates BPDUs on instance O for every VLAN
allowed on the port

* Ingress BPDUs
* FortiSwitch processes BPDUs received on the native VLAN only

+ Non-native VLAN BPDUs are used for VLAN consistency checks
only

* VLAN consistency
* Adjacent ports must be configured with the same VLANs (max. 16)

« Ifallowed VLANs > 16 or if FortiSwitch receives BPDU froman
unknown VLAN, the portis flagged as a VLAN mismatch
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RPVST+ is a Cisco proprietary protocol that calculates a separate RSTP topology for every VLAN created on
the switch. RPVST+ does this by sending separate BPDUs for each VLAN, with the BPDUs tagged with the
VLAN IDs they correspond to. When compared to MSTP, MSTP can also calculate a separate RSTP topology
for every VLAN in the region, except the information for all instances is included in the BPDUs sent from
instance 0. In other words, MSTP can offer the same as RPVST+, but with much less overhead.

FortiSwitch can interoperate with RPVST+ switches. To achieve this, FortiSwitch pretends to be an RPVST+
switch at the boundary ports that connect the FortiSwitch MSTP region to the adjacent RPVST+ switch.
RPVST+ interoperation works as follows:

* No support for a different root bridge per VLAN. The administrator must adjust the bridge priority setting on
the switches to ensure that the root bridge is the same switch for all VLANs. The root bridge can be in the
MSTP region or in the RPVST+ domain, but it must be the same for all VLANs on both switches. If
FortiSwitch detects that the root bridge is different on multiple instances, the port is flagged as inconsistent.

* FortiSwitch simulates an RPVST+ switch by replicating the BPDUs on instance 0 for every VLAN ID
allowed in the port. FortiSwitch processes BPDUs received on the native VLAN only. BPDUs from other
VLANSs are used only for VLAN consistency checks.

* VLANSs on the adjacent ports must be consistent and cannot exceed 16 VLANSs. If you allow more than 16
VLANS on a port, or if FortiSwitch receives BPDUs on a VLAN that is not allowed on the port, the port is
flagged as a VLAN mismatch.

RPVST+ is a per-port setting, and is disabled by default. This slide shows how to enable the setting on the
FortiGate CLI.
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Knowledge Check

1. Which statement about loop protection is true?
A It monitors incoming BPDUs on blocked ports.
B. It can be enabled on FortiGate under the switch-controller managed-switch sub-section.

2. Which feature prevents a port from becoming a root port?
A. Loop guard
+¥'B. Root guard

3. Which is a limitation of the RPVST+ feature?
A. It cannot be enabled on FortiGate.
¥'B. It supports a maximum of 16 VLANSs.
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Lesson Overview

i' J 'FortiSwitch Topologies

n/ Spanning Tree Protocol

w/ Rapid Spanning Tree Protocol

| w/ 'Multiple Spanning Tree Protocol

(¥) Spanning Tree Enhancements
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

- ldentify the core, distribution, and access layers

Describe ring and dual-home connections

Describe different ways to connect a FortiGate HA cluster to a switch stack

Understand multi-tier MCLAG switch stacks

Identify benefits and limitations of FortiSwitch management over Layer 3

Understand STP root bridge, port roles, port states, port costs, and timers

Understand STP root election and best root path selection

Describe STP operation when LAGs and MCLAGs are used

Identify new roles and port states in RSTP

Describe operation differences between RSTP and STP

Describe MSTP operation, configuration, and monitoring in a switch stack

Understand loop protection, root guard, BPDU guard, and loop guard

Describe RPVST+ interoperation and limitations

SRS S S S S R R
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned about the most common FortiSwitch

deployments, and how spanning tree and other loop prevention methods can be used to ensure a loop-free
topology.
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FortiSwitch

Layer 2 Security .

22 FortiOS 7.2

Last Modified: 14 February 2023

In this lesson, you will learn about the different security features you can deploy on FortiSwitch to protect your
network at Layer 2.
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Lesson Overview

. Filtering and Antispoofing

Port Security
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In this lesson, you will learn about the topics shown on this slide.
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Filtering and Antispoofing

Objectives

+ Understand storm control

* Describe DHCP snooping

Understand dynamic ARP inspection (DAI)
* Describe IP source guard (IPSG)
Understand access VLANs
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in the filtering and antispoofing features supported by FortiSwitch, you should

be able to understand how to filter unwanted traffic in your network and prevent spoofing attacks at the switch
level.
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Storm Control

+ Ethernet switches flood a frame when the frame is a:
+ Broadcast
« Unicast or multicast, but the destination MAC address is unknown (not in the MAC table)

+ Excessive traffic flood can be a sign of:
» Human error (physical loop, misconfiguration)
+ Attack (DDoS)

« Storm control limits traffic flood by:
« Monitoring broadcast, unknown unicast, and unknown multicast on a port
» Dropping packets that exceed the threshold set on the port

F:=RTINET

Training Institute
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When an Ethernet switch processes traffic, the switch floods a frame in the following cases:

+ The frame is a broadcast frame. All bytes on the destination MAC address are set to FF.

* The frame is a unicast frame, and the destination MAC address is unknown—not in the MAC address
table. This usually happens when the switch hasn’t learned the MAC address of a device yet or when the
entry expired.

* The frame is a multicast frame, and the destination MAC address is unknown. The destination MAC
address of a multicast frame is generated by the sender based on the target multicast group. Unless a
feature like IGMP snooping is used, switches also flood multicast frames because the destination MAC
address is unknown to the switch. You will learn more about IGMP snooping in another lesson.

Broadcast, unknown unicast, and unknown multicast are common in stable networks because they are used
by discovery and provisioning services, and because dynamic entries in a MAC address table can expire.
However, an excessive amount of this traffic can also be an indication of human error (physical loop,
misconfiguration) or an attack (DDoS), which can result in performance degradation or even service
disruption.

Storm control enables you to protect your network from excessive traffic flood. You can assign a threshold

that controls the maximum number of broadcast, unknown unicast, and unknown multicast packets that are
allowed in a second on a port. Packets exceeding the threshold rate set on the port are dropped by the switch.
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Configuring Storm Control
+ Enable storm control globally (default = disable): + Edit/create a storm control policy to
config switch-controller storm-control override glObaI SettingSI
set rate <threshold>

config switch-controller stomm-control-policy
edit <policy>
set storm-control-mode override
set rate <threshold>

set unknown-unicast enable | disable
set unknown-multicast enable | disable
set broadcast disable enable | disable

22 set unknown-unicast enable | disable
set unknown-multicast enable | disable
set broadcast enable | disable
+ Default storm control policy (applied on each port): next
r end
config switch-controller storm-control-policy
edit "default" ; .
set description "default storm control on all port" . Apply a StOl’m Contr0| pOllcy ona pOI‘t
set storm-control-mode global config switch-controller managed-switch
next edit <switch-id>
end config ports
edit <port>
set storm-control-policy <policy>
next
end
next
end
Fis -
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Storm control for all traffic flood types—broadcast, unknown unicast, and unknown multicast—is disabled by
default. You can either enable storm control globally or override the global settings on a port. When you
configure storm control, you set a threshold and enable the traffic flood types to monitor.

This slide shows how to enable storm control globally. When you enable storm control globally, the configured
threshold is enforced independently on each port of all managed switches. For example, a threshold of 500
means that a switch drops the monitored flood traffic on a port when the rate exceeds 500 frames per second
on that port.

This slide also shows how to override the global settings on a specific port. Ports on managed switches are
assigned a default storm control policy. The policy is configured to apply global settings on the port. If you
want to override the settings, you can create another storm control profile, and assign it to the port as shown
on this slide.
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Any device in a network can potentially act as a DHCP server. A DHCP service can be enabled on a device
by mistake, or on purpose by an attacker. For this reason, it's possible for DHCP clients to get their IP
configuration from the wrong—untrusted—server. In addition, because DHCP requests are usually
broadcasts, all devices in a broadcast domain receives a copy of the request, which results in a DHCP
information leak.

DHCP snooping protects the DHCP service in your network from rogue DHCP servers and information leak
by inspecting DHCP traffic and ensuring that:

1. DHCP replies—OFFER AND ACK packets—are accepted on trusted ports only.
DHCP requests—DISCOVER and REQUEST packets—are forwarded to trusted ports only. This requires
the FortiSwitchOS CLI dhcp-snoop-client-req setting to be set to drop-untrusted. By default,
dhcp-snoop-client-req is setto forward-untrust, which means that DHCP requests are
forwarded to untrusted ports.

You enable DHCP snooping on a VLAN, and then you configure a port as trusted or untrusted.

The example on this slide shows a switch with three endpoints connected. The port that connects the trusted
DHCP server is configured as trusted, and the port that connects the rogue DHCP server as untrusted. The
result is that FortiSwitch accepts DHCP replies from the trusted DHCP server only. DHCP replies sent by the
rogue DHCP server are dropped by FortiSwitch. In addition, if dhcp-snoop-client-req is setto drop-
untrusted, FortiSwitch forwards requests sent by the DHCP client to the trusted DHCP server only. In the
example shown on this slide, this would result in the rogue DHCP server not receiving the DHCP request
packet from the DHCP client.
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In addition to snooping DHCP traffic and dropping replies on untrusted ports, FortiSwitch can also insert
option 82 to DHCP requests made on a VLAN.

Option 82, also known as DHCP relay agent information, can be used to protect the network against spoofing
attacks on DHCP requests. When enabled, FortiSwitch adds option 82 to DHCP requests made by clients.
Option 82 contains the following client-specific connection information by default:

» Circuit ID: Contains the client port ID, the client VLAN ID, and DHCP mode. The DHCP mode is dhcp-s
when DHCP snooping is enabled, and dhcp-r when DHCP relay is enabled.

+ Remote ID: Contains the FortiSwitch MAC address. This is usually the MAC address of the internal
interface.

After FortiSwitch adds option 82 to the client DHCP request, it forwards the packet to trusted ports only. When
FortiSwitch receives the reply from the server, FortiSwitch checks option 82 to identify the original request,
removes option 82 from the packet, and then forwards the packet to the port that connects the client. Spoofing
attacks on DHCP requests are prevented because a server can compare the information in option 82 against
the information on the original DHCP request, and then decide whether the request is valid or not. Using
option 82 can also protect the server against DHCP exhaustion attacks because servers avoid assigning IP
addresses to spoofed requests.

The image on this slide shows a packet capture displaying the circuit ID and remote ID suboptions in a DHCP
REQUEST packet and their content in text format after being converted from ASCII by Wireshark. The
information indicates that the client is connected to port1, assigned to VLAN 10, and that DHCP snooping is
enabled. In addition, the MAC address of the FortiSwitch that inserted the option 82 information is
70:4C:A5:E0:2A:31.
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Usually, you want to enable DHCP snooping on all switches in your stack, but enable option 82 only on
access switches, which is where DHCP clients are connected.

When DHCP snooping is enabled, DHCP requests with option 82 are dropped on untrusted ports. Because
ports connecting downstream switches may be configured as untrusted—because there are no DHCP servers
behind those ports—you must ensure that upstream switches accept, on ISL ports, DHCP requests with
option 82 that were inserted by downstream switches.

The topology on this slide illustrates the example described. There are two switches interconnected. Both
switches have DHCP snooping enabled, but only FortiSwitch 2 has option 82 enabled. Also, FortiSwitch 1
connects to the trusted DHCP server and FortiSwitch 2 to the DHCP client. Because the port on FortiSwitch 1
that connects to FortiSwitch 2 is configured as untrusted, you must ensure the port trusts incoming DHCP
messages with option 82 that were forwarded by FortiSwitch 2. Otherwise, FortiSwitch 1 drops the packet
during option 82 verification because it doesn’t recognize the information in it.

In the example shown on this slide, the port is configured to trust incoming DHCP packets with option 82. For
this reason, DHCP requests forwarded by FortiSwitch 1 are accepted by the port and forwarded to the trusted

DHCP server.
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config system interface
edit <fortiswitch=vlan>
set switch-controller-dhcp-snooping enable
set switch-controller-dhcp-snooping-optionf2 enable
set switch-controller—dhcp-snooping-verify-mac enable
next
end

Network

O
»
[©
Block intra-VLAN traffic (B
»

Device detection €@

IGMP snooping
DHCP snooping

Security mode

+ Set port to trusted or enable option 82 trust on the CLI:
s Set port tO trUSted on the GUl - config switch-controller managed-switch I
edit <switch-id>
config ports
edit <port>
set dhcp-snooping trusted
set dhcp-snoop-optionB2-trust enable

next
end
next

and

. %tle—tl client DHCP broadcast mode on the FortiSwitch

config system global
set dhcp-snoop-client-req forward-untrusted | drop-untrusted
end
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DHCP snooping is disabled by default. This slide shows how to use the FortiGate GUI to enable DHCP
snooping on a VLAN and how to configure a port as trusted. The equivalent settings on the FortiGate CLI are
also shown. Note that the settings related to option 82 and verify MAC are available on the FortiGate CLI only.

The verify MAC setting (switch-controller-dhcp-snooping-verify-mac) instructs FortiSwitch to
verify that the source MAC address in the Ethernet header and the client hardware address in the DHCP
header match in the DHCP packets that are received on untrusted ports. When FortiSwitch verifies the MAC
address on the DHCP packets, it prevents exhaustion on your DHCP server and on the switch DHCP
snooping client database. When the DHCP snooping client database reaches its limit, FortiSwitch doesn’t add
more clients to the database, and as a result, drops the DHCP requests from the affected clients. FortiSwitch
also generates logs to inform the user that the DHCP client database is full. DHCP traffic from other clients
with an existing entry in the database is not affected.

In addition, dhcp-snoop-option82-trust is meant to be enabled on a port only when the port is
configured as untrusted. The goal is to allow only DHCP packets with option 82 on untrusted ports, while
dropping DHCP replies without option 82. If you configure a port as trusted, all DHCP replies are accepted
regardless of whether the packets contain option 82. You may need to enable dhcp-snoop-option82-
trust on a port where the trusted DHCP server and other untrusted devices are connected. In this case, it's
better to enable option 82 on FortiSwitch, and then have the switch restrict DHCP replies to those containing
option 82. This enables you to accept legitimate replies from the trusted DHCP server while dropping potential
spoofed replies made by other devices in the shared segment.
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+ View the DHCP snooping status on the FortiGate GUI:

DHCP Snooping

@ Untrusted

© Untrusted {1 DHCP server detected)
@ Trusted

© Untrusted

+ Display the DHCP snooping client database on the FortiGate CLI:

# diagnose switch-controller switch-info dhcop-snooping status S224EPTF18001427
Vdom: root

8224FPTF18001427:

MAC Address VIAN Client IP Lease Time (D:H:M:S) Expiry Time (D:H:M:S) Intertace Host Name Domain Name Vendor Ssrver IP
S5B:ef:68:b4:33:32 10 10.0.10.100 0:0:9:20 0:0:1:37 portl RaspberryPi 10.0.10.20

+ Clients behind trusted ports are not recorded in the database
* Prevents unnecessary entries on adjacent switches

F::RTINET
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The DHCP Snooping column on the FortiGate FortiSwitch Ports page shows whether ports have been
configured as Trusted or Untrusted. The page also indicates when a rogue DHCP server has been detected
behind an untrusted port, meaning that the replies from the DHCP server are being blocked by FortiSwitch.

On the FortiGate CLI, you can use the command shown on this slide to get a list of DHCP clients detected by
a managed switch using DHCP snooping. For each client, DHCP-related information, such as MAC address,
VLAN, client and server IP, is included. Note that FortiSwitch keeps track of the DHCP lease time for each
entry. If the client doesn’t renew the lease before it expires, FortiSwitch removes the entry from the list.

Also note that FortiSwitch records DHCP clients that are connected to untrusted ports only. This prevents
unnecessary entries in the client database of adjacent switches that also perform DHCP snooping.
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Viewing the DHCP Snooping Status (Contd)

* View the DHCP snooping database on the FortiGate CLI:

# diagnose switch-controller switch-info dhcp-snooping database S224EpTrl13001427
Vdom: root

S224EPTF18001427:

snoop-enabled-vlans : 10

verifysrcmac-enabled-vlans

option82-enabled-vlans : 10

option82-trust-enabled-intfs

trusted ports : port2 _F1lInKl MLAGO_

untrusted ports : portl port3 portd4 pcrt5S porté port? port8 port9 portll portll

portl2 portl3 portl4 portlS portl6é portl7? portld portl9 port20 port2l
portiZ portib portZeée port27 portig
Max Client Database Entries : 2000
Client Database y
Clienté Database
Max Server Database Entries
Sarver Database
Serveré Database
Limit Database

o o e _

DHCP Broadcast Mode 2 Bd:
DHCP Allowed Server List : Disable
Add hostname in OptionB82 : Disable
F:=RTINET 11
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The FortiOS CLI command shown on this slide displays a summary of the DHCP snooping configuration on a
managed switch. The output indicates the interfaces that are set as trusted and untrusted, the VLANs where
DHCP snooping is enabled on, as well as the maximum and current number of entries in the database. The
maximum number of entries varies among models. Higher-end FortiSwitch models support a higher number
of database entries. When the DHCP snooping client database reaches its limit, FortiSwitch doesn’t add more
clients to the database, and drops the DHCP requests from those clients.

The output also includes the global configuration for DHCP snooping. In the example shown on this slide, the
DHCP Broadcast Mode is setto 211 (forward-untrusted).
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ARP spoofing, also known as ARP poisoning, is another attack that can be easily performed within a
broadcast domain. An attacker can flood the network with forged ARP replies to poison the ARP table of other
devices. The goal is to perform a man-in-the-middle (MITM) attack by tricking a victim to redirect its network
traffic to a compromised device. The victim believes that it is communicating directly with its intended target,
when in fact it's doing so indirectly through another device unknowingly.

DAl prevents ARP spoofing by checking that ARP packets on untrusted ports have a valid IP-MAC address
binding entry in the DHCP snooping client database or in the IP source guard (IPSG) database. When
checking for a valid entry in the database, DAI considers the MAC address, IP address, interface, and VLAN
involved. DAI relies on DHCP snooping to verify ARP packets from DHCP clients, and on IPSG for static IP
clients. You will learn more about IPSG in this lesson.

You enable DAl on a VLAN, and then configure a port as trusted or untrusted for DAI. DAI performs ARP
inspection on ports that have been configured as untrusted for DAI, and skips inspection on ports that have
been configured as trusted in either DHCP snooping or DAI. DAI implicitly trusts ports configured as trusted in
DHCP snooping.

The topology on this slide shows three endpoints connected to FortiSwitch. All endpoints are placed in VLAN
10. FortiGate acts as the DHCP server and is connected to a trunk, which is configured as trusted for DHCP
snooping. The two PCs are connected to ports configured as untrusted for DAI. There are no entries
configured in the IPSG database. PC2 is compromised and trying to spoof FortiGate by sending forged ARP
replies that advertise the FortiGate IP address as bound to its local MAC address. However, because DAl is
enabled on the VLAN and ARP replies sent by PC2 don’t have a matching IP-MAC address binding in the
DHCP snooping client database or IPSG database, the packets fail ARP inspection and are dropped by
FortiSwitch.
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« Enable DAI on a VLAN (default = disable):

config system interface
edit <fortiswitch-vlan>
set switch-controller-dhcp-snooping enable
set switch-controller-arp-inspection enable
next

end

+ Set port to trusted (default = untrusted):

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>

set dhcp-snooping untrusted
set arp-inspection-trust trusted
end

next
end

FE:RTINET ©Fortinet Inc. All Rights Reserved. 13
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DAl is disabled by default. You must use the FortiGate CLI to enable DAI on a VLAN and to configure a port
as trusted, as shown on this slide.

You can enable DAl on a VLAN only if you previously enabled DHCP snooping on that VLAN. Also, all ports
are set as untrusted in DAI by default. However, note that a port is implicitly trusted in DAl when it is trusted in
DHCP snooping, which is why arp-inspection-trust is available only when dhcp-snooping is set to

untrusted.
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Viewing DAI Statistics on the FortiGate CLI

# diagnose switch-controller switch-info arp-inspection stats S224EPTF18001427

Vdom: root

S224EPTF18001427:

vlian 10 arp-reguest

received 431 3636

forwarded 419 Lo

dropped 12 3584
ﬁ:flfl?g'll-rlsnﬂﬁll; © Fortinet Inc. All Rights Reserved. 14

The FortiOS CLI command shown on this slide displays DAI statistics on a managed switch. The output
shows how many ARP request and reply packets have been received (inspected), and how many packets
were forwarded or dropped. If there is a valid IP-MAC binding in the DHCP snooping client database or in the
IPSG database, the packet is forwarded. Otherwise, the packet is dropped.

Note that the received counter shown in the output, increments only when ARP packets are received at
untrusted ports. FortiSwitch does not inspect ARP packets received on trusted ports, and therefore, these
packets are not included in the DAI statistics.
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An IP spoofing attack is performed by sending IP packets with forged source IP addresses. The goal is for an
attacker to hide their real identity or to impersonate another device in the network, or both.

IPSG prevents spoofing on IPv4 traffic by verifying that there is an IP-MAC binding in the IPSG database that
matches the source IP and source MAC addresses of the packet.

You enable IPSG on a port. FortiSwitch then allows DHCP traffic on the port so the endpoint can obtain an IP
address through DHCP. When the endpoint generates |Pv4 traffic other than DHCP traffic, FortiSwitch
compares the source IP and source MAC addresses of the packet against the entries in the IPSG database. If
there is a match, the packet is allowed; otherwise, it's dropped.

The IPSG database is composed of dynamic and static entries. Dynamic entries are imported from the DHCP
snooping client database. Static entries are manually configured by the administrator.

The topology on this slide shows a DHCP server and two PCs. The PCs obtain their IP configuration from the
DHCP server. IPSG is enabled on all switch ports. Because DHCP snooping is also enabled, the IPSG
database imports the information for dynamic entries from the DHCP snooping client database. The DHCP
server uses a static IP address, so the administrator configured an entry for the device in the IPSG DB. The
result is that FortiSwitch allows IPv4 packets sent by PC1 and the DHCP server because the source MAC and
source |IP addresses in the packet have a matching IP-MAC binding entry in the IPSG database. However,
FortiSwitch blocks spoofed IPv4 packets sent by PC2 because there isn’t a matching entry in the IPSG
database.
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+ Configure IPSG on a port (default =
disable):

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>
set ip-source-guard enable
next

end
config ip-source-guard
edit <port>
config binding-entry
edit <entry-name>
set ip <ip-addr>
set mac <mac-addr>

Configuring IPSG on the FortiGate CL|

* Enable DHCP snooping (recommended):

ZERTINET
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end

config system interface

edit <fortiswitch-vlan>
set switch-controller-dhcp-snooping enable
next

* Enable logging of IPSG violations on the
FortiSwitch CLI (default = disable)

end

config switch global

set log-source-guard-violations enable
set source-guard-viclation-timer <timer>

© Fortinet Inc. All Rights Reserved. 16

IPSG is disabled by default. You must use the FortiGate CLI to enable IPSG on a per-port basis, and to
manually configure IP-MAC binding entries in the IPSG database for endpoints using static IP addresses.

DHCP snooping is not required for IPSG to work, but it is recommended. Otherwise, you would have to
manually configure an entry in the IPSG database for each connected endpoint. When you enable DHCP
snooping, entries for DHCP clients—dynamic entries—are automatically imported from the DHCP snooping
client database, which reduces the administrative overhead considerably.

By default, IPSG doesn’t generate any logs when it drops packets. If you want to log IPSG violations, you
must enable the corresponding setting on the FortiSwitch CLI as shown on this slide. After you enable the
logging of IPSG violations, you can also set a timer for these events. By default, the timer is set to 0, which

means that the violation events won'’t expire.
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Viewing the IPSG DB on the FortiGate CLI

# diagnose switch-controller switch-info ip-source—-guard hardware S224EPTF18001427

Managed Switch : S224EPTF18001427 0
Filter:

IFP: none

Interface: none

MAC: none
IPv4 Address | Interface (ID) | MAC | Type
= T = e - — +
10.0.10.20 | port2 (0x08000002) | 58:ef:68:b4:33:c3 | static
10.0.10.100 | portl (0x08000001) | S58:ef:68:b4:33:32 | dynamic
ﬁ;;:rg'll-rlasntlﬁz; © Fortinet Inc. All Rights Reserved. 17

The FortiOS CLI command shown on this slide displays the IPSG database on a managed switch. The output
indicates whether the entry is static or dynamic. Static entries are manually configured by the administrator,
while dynamic entries are automatically imported from the DHCP snooping client database.

Note that not all entries in the DHCP snooping client database are imported. Only entries for endpoints
connected to ports with IPSG enabled are imported.
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* View IPSG logs on the FortiGate GUI:
C & | © AddFitter I FortiSwitch Events= (5= [ Details
Date/Time Level Message Log Description Serial Number
2021/03/24 14:01:22 - Source guard violation, interface=port 1, mac=58:ef:68:04:33:32, Ip=100.10.10  FortiSwitch system S224EPTF18001427
2021/03/24 14:00:18 L] Source guard violation, interface=port1, mac=58:ef.68:b4:33:32, ip~10.0.10.10 FortiSwitch system S224EPTF18001427
* View IPSG violation events on the FortiSwitch CLI:
# get switch ip-source—-guard-violations all
Timestamp | Interface | IP | MAC
2021-03-24 13:00:19% | portl | 10.0.10.10 | 58:ef£:6B:b4:33:32
2021-03-24 13:12:47 | portl | 192.168.205.2 | 5B8:ef:68:b4:33:32
F:=RTINET . .
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You can view IPSG violation logs on the FortiGate GUI by browsing to the FortiSwitch Events subcategory.

In addition to logs, FortiSwitch also keeps a list of IPSG violations. You can view this list on the FortiSwitch
CLI only by running the command shown on this slide. If you set a violation log timer to a value other than
zero, the entries in this list are removed after the timer is reached. The timestamp shown for each event
corresponds to the time of the first recorded violation. The list shows a single event per device, even if
FortiSwitch has blocked multiple packets from that device.

Note that the list supports up to 128 entries in total and up to 5 entries per port.
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Access VLANs

» Blocks intra-VLAN traffic

+ Devices can only communicate with FortiGate
« Can be used to isolate devices before authentication or detection is completed

Client A
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L — = s e
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\Q\@/ 192.168.1.254/24
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192.168.1.2/24 N VLAN 10
Client B
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Access VLANs enable FortiSwitch to prevent direct communication among devices in the same VLAN.
Devices can communicate with FortiGate only. Traffic destined to other devices in the same VLAN is dropped
by FortiSwitch. Although other vendors use the term access VLAN when referring to the native or untagged
VLAN on a switch port, in FortiSwitch, access VLAN refers to a VLAN that allows traffic to the switch controller
only.

Access VLANSs can be used to place devices in a temporary or onboarding VLAN before they are
authenticated or identified by FortiGate, after which FortiGate moves the device to the corresponding
production VLAN. Another use case for access VLANSs is when you want to drop intra-VLAN traffic because
the devices don’t require client-to-client communication. This could prevent the spread of malware by
compromised hosts, reduce the amount of traffic in the network, or prevent an attacker from gathering network
information that can be used to attack vulnerable hosts in the same VLAN.

In the network diagram shown on this slide, port1 and port2 on FortiSwitch are placed in VLAN 10, which is a

FortiSwitch VLAN on FortiGate with access VLAN enabled. As a result, when client A sends traffic destined to
devices other than the VLAN 10 interface on FortiGate, the traffic is dropped by FortiSwitch.
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Configuring Access VLANSs

* On the FortiGate GUI:

Network

Device detection € o©
IGMP snooping ]
DHCP snooping »
Block intra-VLAN traffic ,(_J
Security mode »

* On the FortiGate CLI:

config system interface
edit <fortiswitch-vlan>
set switch-controller-access-vlan enable

next
end

F::RTINET

Training Institute
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You can enable access VLANs on the FortiGate GUI by enabling Block intra-VLAN traffic on the
corresponding FortiSwitch VLAN. Alternatively, you can run the FortiOS CLI commands shown on this slide.
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Access VLANs—Allow Intra-VLAN Traffic

+ Intra-VLAN communication through FortiGate can be allowed by configuring:
+ Proxy ARP on FortiGate, for example:

config system proxy-arp
edit 1
set interface "VLAN 10"
set ip 192.168.1.1
set end-ip 192.168.1.253
next
end

« A firewall policy to allow traffic between the same VLAN interface
Client A

152.168.1.1/24 >

192.168.1.254/24
VLAN 10

192.168.1.2/24 <1

Client B
F::=RTINET
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When access VLAN is enabled, you can still allow intra-VLAN traffic through FortiGate by having FortiGate
perform proxy ARP for other hosts in the VLAN, and by having firewall policies allowing the intra-VLAN traffic.

This slide shows an example of the proxy ARP configuration needed on FortiGate, based on the network
diagram shown on the slide. When client A sends ARP requests for resolving the MAC address of client B,
FortiGate responds to ARP requests on behalf of client B. As a result, when client A communicates with client
B, packets from client A to client B are sent through FortiGate, which is traffic that is allowed by FortiSwitch.
When traffic arrives at FortiGate, the traffic is then forwarded to client B because FortiGate has a firewall
policy allowing the intra-VLAN traffic.

When you configure the firewall policy, you must select the same VLAN interface as the incoming interface
and the outgoing interface. You can also enable security profiles to perform inspection, if required.
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Knowledge Check

1. Which statement about storm control is true?
¥'A. The configured global threshold is enforced independently on each switch port.
B. Storm control is enabled by default.

2. What action does FortiSwitch take on DHCP replies received on ports configured as
trusted for DHCP snooping?
A. FortiSwitch drops the DHCP replies.
'B. FortiSwitch forwards the DHCP replies.

3. Which database is used by DAI to check valid IP-MAC bindings for static IP clients?
¥'A. The IPSG database
B. The DHCP snooping client database

F::RTINET
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Lesson Overview

v Filtering and Antispoofing

Port Security
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Good job! You now understand filtering and antispoofing.

Now, you will learn about port security.
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Port Security

Objectives

« Describe 802.1X authentication

+ Restrict network access by controlling MAC addresses on a
port

F::ERTINET 24

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in port security, you will understand how to provide secure access to network
devices using 802.1X authentication and by restricting the MAC addresses allowed on a port.
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802.1X Overview

* Provides device Layer 2 authentication

+ Defines the encapsulation of the Extensible Authentication Protocol (EAP)
+ Authentication framework for transporting the client credentials (username/password or certificate)

* Involves three players:
« The supplicant (device that wants to connect)
» The authenticator (wireless access point or switch)
« The authentication server (host that supports the RADIUS and EAP protocols)

EAP over LAN (EAPOL) EAP over RADIUS

Supplicant Authenticator Authentication server
(Client) (FortiSwitch) (FortiAuthenticator)

F:=RTINET
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802.1X is a standard that is designed to provide authentication services to network devices that want to join a
wired or wireless network. The 802.1X standard defines an authentication protocol called EAP. It also defines
how EAP is encapsulated over the LAN—the EAPOL protocol—and over RADIUS.

802.1X involves the following three parties:

+ The client, also known as the supplicant, is the device that wants to join the network. Its network stack
must support 802.1X.

* The authenticator is a network device, such as a wireless access point or a switch, that acts as the broker
in the authentication process. The authenticator allows or denies network access to the supplicant based
on the response received from the authentication server.

» The authentication server is a host that supports RADIUS and EAP, such as FortiAuthenticator, and that
verifies the client credentials. The client credentials can be a username and password, or a digital
certificate. The authentication server also grants the supplicant a level of network access based on the
configured authentication policies.

The client is not allowed to access the network until the client credentials are validated and authorized. Using
802.1X authentication, the client provides their credentials to the authenticator, which then passes the
information on to the authentication server for verification. If the authentication server determines that the
credentials are valid, the client device is granted access to the network.

Note that the authenticator does not need to store the client credentials or have knowledge of the

authentication method (for example, PEAP or EAP-TLS). The authentication messages are tunneled from the
client to the authentication server over the RADIUS protocol.
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Name
Security mode

User groups

Guest VLAN

Guest authentication delay

EAP pass-through

[ o]

uthentication fail VLAN @D
MAC authentication bypass (B
O
Override RADIUS timeout (B

FortiSwitch Security Policies

MAC-based
B2 RADIUS-USERS
+
=8 onboarding
30

=8 quarantine

© Fortinet Inc. All Rights Reserved.
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To configure 802.1X authentication on FortiSwitch, you must first create a security policy. When you configure
a security policy, you must select Port-based or MAC-based in the Security mode field. Port-based is
preferred when you expect a single host per port to authenticate, even though there may be multiple hosts
connecting to the same port. Under this scenario, FortiSwitch authenticates a single host, and opens the port
to other devices behind the port. A use case for this scenario could be an access point (AP). After the AP
authenticates against the switch, any of its connected devices can access the network despite them using a
different MAC address from the one used by the AP during authentication. In addition, all devices are granted
the same access level assigned to the AP. However, if you want to authenticate each device behind a port,
and optionally, grant each device a different access level based on the credentials provided, then MAC-based
is required. Security-wise, MAC-based is preferred because each host (or MAC address) behind the port must
authenticate for accessing the network. Performance-wise, port-based is better because only a single host is

required to authenticate.

If a device does not support 802.1X, you can configure the security profile to place that device in the VLAN
selected as Guest VLAN. Alternatively, you can enable MAC authentication bypass to allow access to a
non-802.1X device, provided the device MAC address is authorized on the authentication server. You can
also place devices that try to authenticate through 802.1X, but fail, in the VLAN selected as Authentication

fail VLAN.

When EAP pass-through is enabled, EAP messages are forwarded to the authentication server. However, if
the authentication server (RADIUS server) does not support EAP, or you want FortiSwitch to authenticate
users against its local user database, you should disable EAP pass-through. As an 802.1X authentication
server, FortiSwitch supports EAP-PEAP, EAP-TTLS, EAP-TLS, and EAP-MD5. Finally, if you enable
Override RADIUS timeout, the switch overrides the local reauthentication timer with the session-timeout
attribute value received from the RADIUS server.
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Assigning a Security Policy to a Port

- On the FortiGate GUI: —

Enabled Features Native VLAN Allowed VLANs

Device Information Security Policy
B Access-1-5424DPTF20000029 €D
& port1 Static @ Edge Port =4 Students =4 quarantine ¥ Powered 6.60W A 00:e0:4c:36:0e:a6
@ Spanning Tree Protocol
€ port2? Static @ FEdge Port =8 Students =§ quarantine ¥ Powered 5.90W A 5c:85:7e:32:16:a2
& Spanning Tree Protocol HRL . x
Qeare | 4 Create
72 802-1X-policy-default s
: : [szax|
* On the FortiGate CLI: (] Students

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>

set port-security-policy <policy>
next
end
next
end

F::RTINET
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After creating a security policy, you can assign it using the FortiGate GUI or CLI as shown on this slide. When

using the FortiGate GUI, ensure that the Security Policy column is visible. 802.1X authentication is enforced
only on ports assigned with a security policy.
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Monitoring 802.1X Ports on the FortiGate CLI

# diagnose switch-controller switch-info 802.1X
Managed Switch : S5224EPTF19005928

Mode: port-based (mac-by-pass disable)
Link: Link up

Port State: authorized: ¢

Dynamic Authorized Vlan : 0

EAF pass-through : Enable

EAP auto-untagged-vlans : Enable
Quarantine VLAN (4093) detection : Enable
Natiwve Vlan : 10

Allowed Vlan list: 10,4093

Untagged Vlan list: 4093

Guest Vlan : 4089 Guest Auth Delay :30
Auth-Fail Vvlan : 4093

AuthServer-Timeout Vvlan :

Sessions info:

70:88:6b:8c:4a:cf Type=802.1x, PEAP, state=AUTHENTICATED, etime=0, eap_cnt=12 params:reRuth=3600

F::RTINET

Training Institute
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The FortiGate CLI command on this slide displays the 802.1X status for each switch port performing 802.1X
authentication. The output indicates the 802.1X security mode in use, whether the device is authorized or not,
as well as the EAP method in use. The output also shows important information, such as the device MAC
address, quarantine VLAN, native VLAN, allowed VLANSs, guest VLAN, and authentication fail VLAN.
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802.1X and Dynamic VLANs

+ FortiSwitch can obtain the native VLAN for the endpoint upon 802.1X authentication
+ Control endpoint VLAN assignment on the authentication server

» If using a backend serverlike Windows AD:
+ Control VLAN assignment by changing user group membership (no changes required on FortiSwitch)

+ FortiSwitch learns the VLAN assignment from the following RADIUS attributes (RFC 3589)
* Tunnel-Type=VLAN (13)
* Tunnel-Medium-Type=IEEE-802 (6)
* Tunnel-Private-Group-ID=<VLAN ID or name>

* VLAN name is case sensitive
Hemain RADIUS Attributes
Group

Tunnel-Type=VLAN (13)
T Tunnel-Medium-Type=IEEE-802 (&)
Tunnel-Private -Group-ID=10

| >~ _EAP over LAN (EAPOL EAP over RADIUS
Ao ': \
e = \_\\ Windows AD
a / @ . I
Supplicant Authenticator Authentication server S
(Client) (FortiSwitch) (FortiAuthenticator)
F::RTINET
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One benefit of using 802.1X is that FortiSwitch can also get the native VLAN for an endpoint from the
authentication server upon a successful authentication. This enables the administrator to dynamically assign
VLANSs to endpoints by making changes in the authentication server only, and without requiring any further
changes on FortiSwitch.

The deployment becomes even more scalable if you configure your authentication server to authenticate
802.1X users against a backend server, such as Windows AD, that contains all existing domain users in the
network. You could then configure rules in the authentication server to map domain user groups to VLANSs.
The result is that FortiSwitch can automatically assign the VLAN for an endpoint based on the domain user
group that the 802.1X user belongs to. This means that you can control the VLAN assignment on endpoints
just by changing the user group membership on the backend server.

For FortiSwitch to learn the VLAN information during 802.1X authentication, it must receive the three RADIUS
attributes shown on this slide, and defined in RFC 3589, from the authentication server. Note that you can
indicate the VLAN ID or the FortiSwitch VLAN name as Tunnel-Private-Group-ID. If you want to indicate the
VLAN name, ensure that it is written exactly as configured on FortiGate.

The example on this slide shows that FortiSwitch assigns the client to VLAN 10 because FortiAuthenticator is
configured to return the RADIUS attribute Tunnel-Private-Group-ID=10 to FortiSwitch upon authentication.
FortiAuthenticator returns that attribute because it determines that the 802.1X user—student—is a member of
the IT domain user group by querying the user group membership information from the Windows AD backend
server using LDAP.
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Monitoring Dynamic VLANSs on the FortiGate CLI

# diagnose switch-controller switch-info 802.1X S224EPTF18001427
Managed Switch : S224EPTF18001427

portl : Mode: port-based (mac-by-pass disable
Link: Link up
Port State: authorized: T )
Dynamic Authorized Vlan : 10

Native Vlan : 10
Rllowed Vlan list: 10,4083

# show switch-controller managed-switch S224EPTF18001427
config switch-controller managed-switch
edit "SZZ4EPTF18001427"

config ports
edit "portl®

set vlan "onboarding”

# show system interface Students | grep vlanid
set vlanid 10

# show system interface onboarding | grep wlanid
set vlanid 4089

F::RTINET
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You can use the FortiOS 802.1X status command for managed switches to view the VLAN assigned to
802.1X ports through RADIUS.

The example on this slide shows the output from the 802.1X status command on FortiOS, as well as the
switch port involved and the FortiSwitch VLAN configuration. Some irrelevant lines have been removed from
the output so it can fit on this slide. The output shows that the VLAN ID (10) on Dynamic Authorized
Vlan is different from the VLAN ID (4089) configured on the FortiSwitch VLAN (onboarding) assigned to
the port. This means that FortiSwitch overrides the native VLAN configuration on a port, with the VLAN ID
learned from the authentication server through RADIUS upon a 802.1X successful authentication.

You can also configure dynamic VLANSs using other features, such as FortiOS integrated NAC, FortiSwitch
ACLs, or FortiSwitch MAC-VLAN binding. However, none of these options are as scalable as using 802.1X
authentication when it comes to dynamic VLAN assignment. You will learn more about these additional

features in another lesson.
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Entry Types in the MAC Address Table

* Dynamic
+ Learned when processing incoming traffic
* Number of entries can be limited per VLAN or per port (no limit by default)
« Removed from the MAC table when:
+ Port goes down
+ Switch reboots
+ Aging timer expires (default = 300 secs)

» Static

» Configured by the administrator or automatically by FortiSwitch
» Never removed from the MAC table

« Sticky
« Dynamic entries converted into persistent entries in the MAC table
+ Removed from the MAC table when the switch reboots

F:=RTINET

Training Institute
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The MAC address table on FortiSwitch is composed of dynamic and static entries. Dynamic entries are
learned when FortiSwitch processes incoming traffic, while static entries are either configured by the
administrator or automatically created by the switch.

By default, there is no limit on the number of dynamic MAC addresses that FortiSwitch can learn on a port.
However, you can limit the number of dynamic entries on a VLAN or on a port for security reasons. Dynamic
entries are removed from the MAC address table when a port goes down, when a switch reboots, or when
their aging timer expires—300 seconds by default. If you want FortiSwitch to always list a MAC address on a
specific port, you can configure a static entry on FortiSwitch for that MAC address and port.

There is another type of MAC address you can configure on FortiSwitch: a sticky MAC address. Sticky MAC
addresses are dynamic entries that are converted into persistent entries in the MAC address table. However,
unlike static entries, which are kept in the MAC address table during a port status change or a switch reboot,
sticky MAC addresses are only retained when a port goes down. If FortiSwitch reboots, sticky MAC addresses
are removed from the MAC address table.
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Viewing Entry Types in the MAC Address Table

+ Display the MAC address table on the FortiSwitch CLI:

# diagnose switch mac-address list
_F1InKl MLAGO (trunk-id 0) -
i :

4089 Port: port2(port-id 2)
]

MAC: 00
Flags:

:09:0£:09:00
0x000104cl

103 VLAN: 4091 Trunk:
[ hit trunk dynamic s

MAC: 58
Flags:

ief:68:b4:33
0x00000020

:c3 VLAN:
[ static

MacC: 58
Flags:

tef:68:b4:33
0x00000020

132 VLAN:
[ static

ortl (port-id 1)

Total Displayed: 17

+ Check if sticky MAC is

# show full-configuration s
set sticky-mac enable

n the FortiSwitch CLI:

rtl | grep sticky

# show full-configuration swi
set sticky-mac disable

Ch interface port2 | grep sticky

ZERTINET
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The entry type in the MAC address table is indicated only when you display the MAC address table directly on
the FortiSwitch CLI by using the command shown on this slide.

Note that both static and sticky MAC address entries are displayed as static in the MAC address table on
the FortiSwitch CLI. However, you can tell if the MAC address is sticky if the port has the sticky-mac setting
enabled.
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Limiting Dynamic Entries on the FortiGate CLI
* On a port (default = 0, no limit): » Enable logging of MAC limit violations
config_switch—coni_:rcller managed-switch . (defaU|t = dlsable)
Edl:ﬂ;:‘;;tczgi:: -conf:i_g switch-controller global
i egi;’_ ;p;rt;s set log-mac-limit-violations enable
set learning-limit <0-128> snd
next
end
next
end
* On a VLAN (default = 0, no limit):
config system interface
edit <fortiswitch-vlan>
set switch-controller-learning-limit <0-128>
next
end
ﬁ:l:tfglll-r!lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 33

You can limit the number of dynamic MAC address entries learned on a port or on a VLAN by running the
commands shown on this slide. By default, the limit is set to 0, which means there is no limit.

By default, FortiSwitch does not log an event when the number of dynamic entries seen on a port or on a
VLAN exceeds the configured limit. You can enable the logging of MAC limit violations by running the
commands shown on this slide.
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* View MAC limit violation logs on the FortiGate GUI:
S & | © AddFitter \#d FortiSwitchEvents= (= (] Detalls  [® H
Date/Time Level Message Log Description Serial Number
2021/03/29 14:34:04 - learning limit MAC 3342 on port] (Packet VID: . FortiSwitch system S224EPTF1B001427
2021/03/29 14:34:04 (1] Enabled learning limit viokation records. FortiSwitch system S224EPTF18001427
202170329 14:34:04 (1] Learn Limit Violation: Resetting ol viclations, FortiSwitch system S224EPTF18001427
* View MAC limit violation events on the FortiGate CLI:
# diagnose switch-controller switch-info mac-limit-violations all S224EPTF18001427
Managed Switch : S224EPTF18001427 0
Port VLAN ID MAC Address Timestamp
portl* 10 58:ef:68:b4:33:42 2021-03-29 14:34:50
F:=RTINET . .
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You can view MAC limit violation logs on the FortiGate GUI by browsing to the FortiSwitch Events
subcategory.

In addition to logs, FortiSwitch also keeps a list of MAC limit violations. You can view this list on the FortiGate
CLI by running the command shown on this slide. The timestamp shown for each event corresponds to the
time of the first recorded violation. The list shows a single event per MAC address, even if FortiSwitch has
blocked multiple packets from that MAC address.

Note that the list supports up to 128 entries in total. No additional events are logged once the maximum
number of entries is reached. However, you can reset the events.
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Resetting MAC Limit Violations

* On the FortiGate CLI:

# execute switch-controller switch-action mac-limit-vioclation reset all S224EPTF18001427

+ A FortiSwitch log is generated to record the reset action:

Dates/Time Level Message Log Description Serlal Mumber
2021/03/2% 14:34:04 [ 1] Interface MAC learning limit exceeded, MAC 58:ef:68:04:33:42 on port 1 (Packet VID:..  FortiSwitch system S224EPTF18001427
2021/03/2% 14:34:04 L L] Enabled learning limit violation recards. FortiSwilch system S224EPTF18001427
2021/03/29 14:34:04 - Learn Limit Viclation: Resetting all violations. FortiSwitch system S224EPTF18001427
F:=RTINET . . -
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You can reset the recorded MAC limit violations by running the FortiGate CLI command shown on this slide.
When you reset the MAC limit violations, FortiSwitch generates a log to record the reset action.
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* Creating a static MAC address on the + Enabling the sticky MAC address setting
FortiGate CLI: on the FortiGate CLI (default = disable):
config switch-controller managed-switch ] config switch-controller managed-switch
edit <switch-id> edit <switch-id>
config static-mac config ports
edit <entry-id> edit <port>
set type static set sticky-mac enable
set vlan <fortiswitch-vlan> next
set mac <mac-addr> end
set interface <port> next
next end
end
next
end
ﬁ;;::;'ll-:snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 36

You can create static MAC address entries by running the commands shown on this slide. To enable sticky
MAC on a port, enable the stick-mac setting on the port.
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Tracking MAC Addresses

* FortiGate maintains the MAC cache
= Built from entries in the MAC table of managed switches
« Entries are synced every 60 seconds by default

* Enable MAC event logging (default = disable):

config switch-controller global
set mac-retention-period <hours>
set mac-event-logging enable

end

+ Adjust data sync interval (default = 60 seconds):

config switch-controller system
set data-sync-interval <secs>
end

F:-=HT|nET © Fortinet Inc. All Rights Reserved. I
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FortiGate maintains a MAC cache that is built from the entries in the MAC address table of managed
switches. FortiGate synchronizes the entries from the managed switches every 60 seconds by default.
FortiGate can then log any changes in the MAC cache contents so the administrator can keep track of the
MAC addresses that have been discovered or deleted by switches.

You can enable the logging of MAC events by running the commands shown on this slide. Discovered MAC
addresses are logged by FortiGate within 60 seconds—the default data sync interval—after being added in
the FortiSwitch MAC address table. However, deleted MAC addresses are kept in the MAC cache for 24
hours by default, even though they are no longer present in the MAC address table of FortiSwitch. If you want
FortiGate to log a message for a deleted MAC within 60 seconds of disappearing from the network, you can
set the MAC retention period to 0.

The default 60-second data sync interval works fine for most deployments. You can still adjust the timer by
running the commands shown on this slide.
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Tracking MAC Addresses (Contd)

« View discovered and deleted MAC addresses on the FortiGate GUI:

Date/Time Level Message Log Description
2021/03/30 06:47:28 L] 58:ef:68:b4:33:c3 deleted from vian 10 on Switch SZ24EPTF 18001427 FortiSwitch MAC delete
2021/03/3006:38:28 [ ] S58:ef:68:b4:33:c3 discovered on interface port2 in vian 10 on Switch S224EPTF18001427  FortiSwitch MAC add
2021/03/3006:27:28 L] SBief-68:b4:33:c3 deleted from vian 10 on Switch S2Z24EPTF 18001427 FortiSwitch MAC delete
2021/03/30 04:05:26 (] 58:ef68:/4:00:00 discovered on interface port2 in vian 4089 on Switch S224EPTF180014..  FortiSwitch MAC add
2021/03/3006:04:26 L] 58l 68.04:33.03 deleted from vian 4089 on Switch S224EPTF 18001427 FortiSwilch MAC delete
2021/03/30 06:04:26 L] S8:ef68:b4:33:c3 discovered on interface port2 In vian 10 on Switch S224EPTF18001427  FortiSwitch MAC add
2021/03/30 0&:02:26 L] S@ef:68:b4:30:¢] deleted from vian 10 on Switch S224EPTF 18001427 FortiSwiteh MAC delete
2021/03/3005:55:26 L] 58:el68:04:33:c3 discovered on Interface port2 Invian 10 on Switch S224EPTF18001427  FortiSwitch MAC add
2021/03/30 05:02:23 L] 58:ef:68:b4:33:c3 deleted from vian 10 on Switch S224EPTF 18001427 FortiSwitch MAC delete
2021/03/30 04:55:22 = 58:ef-68:b4:33:c3 discovered on interface port2 invlan 10 on Switch S224EPTF1B001427  FortiSwitch MAC add
2021/03/30 04:02:20 L] 58:ef:68:b4:33:c3 deleted from vian 10 on Switch S224EPTF18001427 FortiSwitch MAC delete
2021/03/3003:55:19 L] 58:ef:68:b4:33:c3 discovered on interface port2 in vian 10.on Switch S224EPTF18001427  FortiSwitch MAC add
2021/03/3003:0Z:16 L] 58:ef-68:b4:33:c3 deleted from vian 10 on Switch S224EPTF 18001427 FortiSwitch MAC delete

Serial Number
5ZZ4EPTF1B001427
S224EPTF18001427
5224EPTF 18001427
S224EPTF18001427
5224EPTF1B001427
S224EPTF18001427
S224EPTF10001427
S224EPTF18001427
S224EPTF18001427
S5224EPTF18001427
5224EPTF18001427
S224EPTF18001427
S224EPTF18001427
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After you enable the logging of MAC events, FortiGate begins generating logs for every MAC address that is
added or removed from its MAC cache. You can view these logs on the FortiGate GUI by browsing to the

FortiSwitch Events subcategory.
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Restrict Access to the Same Device on a Port

* FortiSwitch drops frames with unknown source MAC addresses
+ No dynamic entry was recorded by FortiSwitch
= Dynamic address limit has been reached
+ No static entry was configured by the administrator

+ Limit dynamic entry learning to 1 and enable sticky MAC to:
- Allow network access to the first connected device and remember its MAC address
+ Block traffic from other (unknown) MAC addresses

« Adds another layer to port security
+ 802.1Xis still recommended for secure access

* Doesn't allow for mobility of authorized endpoints

F:=RTINET
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FortiSwitch forwards frames based on the destination MAC address in the frame. However, before forwarding
the frame, FortiSwitch checks whether an entry for the source MAC address in the frame was added, either
dynamically or statically, to the MAC address table. If there is a limit to the dynamic entries learned on a port
or on a VLAN, and the limit has been reached, FortiSwitch is unable to add a dynamic entry for the source
MAC address in the MAC address table. Also, if the administrator didn’t configure a static entry for the source
MAC address in the MAC address table, there won’t be a static entry for the source MAC address either. The
result is that FortiSwitch drops the frame.

Because of the previous behavior, you can configure FortiSwitch to accept traffic from the first device—the
first MAC address—that is connected to a port and drop traffic from other MAC addresses seen on the port. In
many cases, the first device that is connected to a port is the trusted device assigned to the user. For this
reason, you may want to ensure that FortiSwitch accepts traffic on the port only if it comes from that device.
You can achieve this by limiting the number of dynamic entries learned on a port to 1, and then enabling
sticky MAC on the port. When you enable sticky MAC on a port, FortiSwitch makes dynamic MAC addresses
learned on a port persistent in the MAC address table during port status changes. The result is that the only
traffic that FortiSwitch allows on the port is traffic from the MAC address that was originally connected to the

port.

The previous configuration is a simple way for administrators to prevent users from connecting unauthorized
devices to the network. However, it is by no means a way to provide secure access to network devices, or
replace 802.1X authentication. For this reason, the setup should be seen as another layer that you can add to
your port security deployment. A downside of this setup is that it doesn’t allow for mobility of authorized
endpoints in the network.
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Knowledge Check

1. Which statement about 802.1X authentication is true?
A. FortiSwitch uses LDAP when communicating with the authentication server.
¥'B. Youcan leverage 802.1X to dynamically assign the native VLAN of an authenticated device.

2. How can you view the entry type of an entry in the MAC address table of a managed
switch?
¥ A. By using the FortiSwitchOS diagnose switch mac address 1list command.
B. By using the FortiOS diagnose switch-controller switch-info mac-table command.

3. Which statement about sticky MAC addresses is true?
A. The MAC address is kept in the MAC address table after the switch reboots.
' B. The MAC address is kept in the MAC address table after the port goes down.

F::RTINET
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Lesson Overview

v Filtering and Antispoofing

v Port Security
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review
v" Use storm control to block excessive broadcast traffic in the network

v" Configure DHCP snooping to prevent untrusted DHCP servers from
assigning addresses

Use DHCP option 82 to block spoofed DHCP requests and prevent DHCP
exhaustion

View the DHCP snooping status and database

Configure DAI to protect the network from ARP spoofing and MITM attacks
View DAI statistics

Use IPSG to block traffic using spoofed IPv4 addresses

View the IPSG database and events

Enable access VLANS to block intra-VLAN traffic

Describe 802.1X authentication, configuration, and monitoring

Use 802.1X to dynamically assign VLANSs for authenticated devices

Restrict network access by limiting dynamic entries and enabling sticky MAC

F::RTINET

Training Institute
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the different security features that you
can use to protect your network at Layer 2.

FortiSwitch 7.2 Study Guide 248



Advanced Features

DO NOT REPRINT

N -—

F:=RTINET
Training Institute

FortiSwitch

Advanced Features .

£"2 Forti0S 7.2
Last Modified: 14 February 2023

In this lesson, you will learn about some of the advanced features available on FortiSwitch.
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( [ 9 Integrated NAC
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In this lesson, you will learn about the topics shown on this slide.
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Split Port

Objectives

+ Describe split port
+ Configure split port
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using split port, you should be able to understand how to increase the port
density on FortiSwitch.
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Split Port
» Converts 40G and 100G ports to 2—4 lower-

speed ports
* Requirements: 40GQSFP+  40G  4x10GM4x1G
» Compatible breakout cable 100GQSFP28 100G  2x50G/4x25G/4x10G/4x1G*
+ Referto FortiSwitch—Compatible Transceivers document
on docs. fortinet.com * Model-dependent

* Multimode transceiver
* Increases port density on switch

406
Mutimode transceiver|

Note:
- 40G port uses QSFP+ transcewer
- 10G ports use SFP+ transceiver

F::RTINET
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Split port enables you to use a breakout cable to convert a 40G or 100G port into multiple ports operating at
lower speeds. Usually, you split a port because you need to increase the port density on your switch so you
can connect more devices. For example, you can split a 100G port into four 25G ports, or a 40G port into four
10G ports. The table on this slide shows the split port modes supported by FortiSwitch for 40G and 100G
ports.

To split a port, you must use the correct breakout cable and transceiver on FortiSwitch. For a list of
compatible breakout cables (split cables), refer to the FortiSwitch—Compatible Transceivers document on
docs.fortinet.com. For the transceiver, you must use a multimode transceiver because it uses four fiber
pairs, which enables you to split the original cable into up to four individual cables, with each cable using a
dedicated fiber pair. Conversely, single-mode transceivers use a single pair of fiber, which prevents you from
splitting the cable.

The topology on this slide shows four endpoints connected to the same FortiSwitch port using a breakout

cable that splits a 40G port into four 10G ports. The 40G port on FortiSwitch uses a QSFP+ transceiver, and
the port on the endpoints uses an SFP+ transceiver.
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Configuring Split Port

* On the FortiSwitch CLI (reboot required

config switch phy-mode
set port-configuration <port-configuration-layout>
set <port¥X>-phy-mode <split-port-mode>

end

+ Configure split port before:

+ Any other setting or authorizing switch on
FortiGate

» Prevents configuration loss

+ If switch is managed on FortiGate:
= Delete FortiSwitch from FortiGate
+ Enable split port on FortiSwitch
= Authorize FortiSwitch again on FortiGate

F::RTINET

Training Institute

0 poct532 Mormal
© ports3a Normal
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* FortiSwitch 548D example:
« port53 and port54 before enabling split port:

© port53 Normal @ Edge Port
@ Spanning Tree Protocol
© port54 Normal @ Edge Port

@ Spanning Tree Protocol

+ Enable 4x10G split port on port53

config switch phy-mode
set port-configuration disable-port54
set port53-phy-mode 4x10G

end

« After enabling split ports (port53 and port54
are missing):

© port53.1 Normal

© Edge Port
@ Spanning Tree Protocol
@ Edge Poct
@ Spanning Tree Protocol

@ Edge Port
@ Spanning Iree Protocol

© port534 Narmal © Edge Port

@ Spanning Tree Protocol

You can enable split port on supported ports by running the FortiSwitchOS CLI commands shown on this
slide. Note that FortiSwitch requires a reboot in order to apply the changes.

In some FortiSwitch models, the first step to configure split port is to select a port configuration layout for split
port. Because of limitations on the maximum number of interfaces on the switch, some FortiSwitch requires
that you select which ports to disable in favor of supporting split port on other ports. For example, on a
FortiSwitch 548D model, you have the following two port configuration layout options:

1. Disable port54 so you can enable split port on port53 only.
2. Disable port41 to port48 so you can enable split port on both port53 and port54.

After you select the right layout, the FortiSwitch CLI allows you to enable split port on the corresponding ports.
For models that don’t require you to disable a port, you can enable split port right away. Refer to the
FortiSwitchOS—Administration Guide and the FortiSwitch-Managed by FortiGate documents on
docs.fortinet.com to know which FortiSwitch models require you to disable ports for enabling split port.

To prevent configuration loss, it is highly recommended that you configure split port as the first step in your
setup, before you make any other configuration changes on FortiSwitch, or before you authorize FortiSwitch
on FortiGate. The reason is that FortiSwitch changes the list of switch ports available on the device. In case
FortiSwitch is managed on FortiGate, you must remove FortiSwitch from FortiGate first, then enable split port
on FortiSwitch, and then authorize FortiSwitch again on FortiGate.

The name of each split port follows a <parent_port>.X notation. This slide shows the ports changes on a
FortiSwitch 548D model when you convert port53, which is a 40G port, to four 10G ports. Note that the port
configuration layout selected disables port54 from the configuration.
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Knowledge Check

1. Which statement about split port is true?
YA Itis recommended to be enabled before making any other configuration changes.
B. It is supported by all FortiSwitch models and ports.

2. What is the result of selecting a port configuration layout for split port?
A. Determines the name notation to use for split ports.
' B. FortiSwitch disables one or more ports in favor of supporting split port on other ports.
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Good job! You now understand split port.

Now, you will learn about integrated NAC.
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Integrated NAC

Objectives

+ Describe integrated NAC
+ Configure integrated NAC
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in integrated NAC, you should be able to understand how FortiGate and

FortiSwitch work together to provide network access to endpoints based on the user or device type detected
by FortiGate.
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Integrated NAC

 FortiGate feature that works together with FortiSwitch
+ Disabled by default

+ Controls device access to the network through NAC policies
» NAC can be applied per switch, switch port, or globally
» NAC policies match devices and users based on multiple criteria
- Devices are initially placed in onboarding VLAN
+ Matching NAC policy defines the VLAN or port settings to apply on NAC port
« |f there isn't a matching NAC policy, device stays in onboarding VLAN

NAL Settings Wizard

@ Configurs FortiLink NAC Settings )

FartiLink

Configure NAC Settings | B

Onboarding VLAN
Bouime el €

] e .191;:':

Apply rule to dynamic port policies (3

F::RTINET

Training Institute
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Integrated network access control (NAC) is mainly a FortiGate feature, but it requires FortiSwitch to work. It
enables a managed FortiSwitch to assign a VLAN or some specific settings to the port that connects a device,
based on the matching NAC policy detected by FortiGate for a device. You configure NAC policies on
FortiGate that define the matching criteria (or patterns), as well as the settings to apply on the corresponding
switch port when the NAC policy matches.

Integrated NAC is disabled by default. To enable the feature, access the NAC Policies menu on the FortiGate
GUI. After that, you need to follow the wizard to configure basic NAC settings, such as selecting the
onboarding VLAN for NAC. By default, the onboarding VLAN is default, which is assigned with the VLAN ID
1. However, you can select any of the existing FortiSwitch VLANS if required. The onboarding VLAN is always
assigned as the native VLAN on a port that is subject to NAC. As a result, the traffic for the device connected
on the port is placed on the onboarding VLAN initially. After the device or user is identified, FortiGate applies
the VLAN or port settings configured in the matching NAC policy. If there are no matching NAC policies, the
device stays in the onboarding VLAN.

After the VLAN or port settings are applied on the port, you may want to shut down and bring up the port to
restart the DHCP process on the device, because the device may have been moved to a different VLAN with
different DHCP settings. To have FortiGate automatically bounce the port after detection, enable Bounce
Port on the FortiLink NAC Settings wizard.
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Configuring NAC Policies

+ Define matching patterns and port settings to apply

Name Students

FortiSwitches m Specify

Description

Device Patterns

Status [+ R ERE © Disabled

Hardware vendor ()
Device family »
Type »
Operating system @  Ubuntu
User >

Category m User EMSTag

MAC address ©  5c857e:32:16:a2

Switch Controller Actlon
Assign VLAN

Bounce port

Assign device to dynamic address@ O

@© =& Students -
«

© Fortinet Inc. All Rights Reserved.

A NAC policy indicates the device type, user, or EMS tag that FortiGate checks on a device, and if there is a
match, the VLAN or settings to apply on the FortiSwitch port. Like firewall policies, NAC policies are checked
from top to bottom until a policy that matches all the defined patterns is found.

When you configure a NAC policy, you can select if you want the policy to apply to all managed switches or
specific ones. Note that the list of switches selected on a NAC policy takes precedence over the list of

switches selected on the FortiLink interface.

When there is a matching NAC policy, FortiGate assigns the port to the VLAN selected in the VLAN drop-
down list. Additionally, you can configure the NAC policy to bounce the port when it is the matching policy.
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Viewing Matched Devices

per NAC policy on the FortiGate GUI:

Create New 4 & Delete Q (& ViewMatched Devices
Name Patterns Assign Matched Devices Ref.
umsgned VLA

* View the matched devices

El NAC Policies @
Students MAC Address: 00:elrdc:36:0e:a6 =2 Students A 000

Servers MAC Address: 5:85:7e:32:16:a2 *§ Servers A Se8s

o] SEMDFTEXO0NY & pond

B Comtrdc3btnas  Fhatensy o st Acorse ] SHMDPTFINO0GT) & purty
.

* View the matched devices per NAC policy on the FortiGate CLI

$# diagnose switch-controller mac-deviece nac known

Vdom: root

MAC LAST-KNOWN-SWITCH LAST-KNOWN-PORT MATCHED-NAC-POLICY MRC-POLICY-ACTION LAST-SEEN FSW-ID
COMMENT 5

00:e0:4c:36:0e:a6 S424DPTF20000029 portl Students Students 0 d
5c:85:7e:32:16:a2 S5424DPTF20000025% port2 Servers Servers 664 2
ZERTINET

i = © Fortinet Inc. All Rights Reserved. 11
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You can see the list of matched devices on the FortiGate GUI and CLI. Note that if the device hostname has
been detected by FortiGate, the GUI displays the device hostname instead of its MAC address. The CLI
output, however, always displays the device MAC address.
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Knowledge Check

1. Which statement about integrated NAC is true?
A_ It is enabled by default.
' B. FortiGate applies configured settings on the FortiSwitch port based on matching NAC policy.

2. What is the Onboarding VLAN setting used for in integrated NAC?
< A. Devices without a matching NAC policy are placed in the selected onboarding VLAN.
B. Devices with a matching NAC policy are placed in the selected onboarding VLAN.
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Good job! You now understand integrated NAC.

Now, you will learn about MAC address quarantine.
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MAC Address Quarantine

Objectives

+ Describe MAC address quarantine
+ Describe by VLAN and by redirect modes
+ Configure MAC address quarantine
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in MAC address quarantine, you should be able to understand how to
automatically or manually quarantine devices at Layer 2.
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MAC Address Quarantine

* Quarantined devices are isolated (they can communicate only with FortiGate)
+ Quarantined traffic is forwarded to FortiGate by FortiSwitch
« If traffic is destined to FortiGate, the communication may be allowed
« Any other traffic is dropped by FortiGate

* Manual or automatic quarantine is supported
« Automatic quarantine requires FortiAnalyzer with threat detection services license

* FortiGate has a default quarantine VLAN named quarantine
+ Traffic on the quarantine VLAN is blocked by default

+ To enable MAC address quarantine on the FortiGate CLI (default = enable):

config user quarantine
set quarantine enable
end

F:=RTINET
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For quarantining a MAC address, FortiSwitch and FortiGate work together to isolate a device. Isolation means
that a quarantined device can communicate only with FortiGate. If the device tries to communicate with any
other host in the network, the communication is blocked. To isolate a quarantined device, FortiSwitch forwards
all its traffic to FortiGate. The traffic can be any of the following destinations:

» FortiGate local: The destination is a FortiGate interface.
* Intra-VLAN: The destination is a device in the same VLAN.
» Inter-VLAN: The destination is a device in a different VLAN or network that is reached through FortiGate.

For the FortiGate local traffic, the communication is allowed if FortiGate is configured to allow the connection.
For example, a quarantined device can ping a FortiGate interface if ping access is enabled on that interface.
For other traffic, the communication is blocked by FortiGate.

You can quarantine devices by MAC address, either manually or automatically. MAC address quarantine
works as follows:

1. FortiGate monitors the device activity based on the traffic and security logs generated for the device.
If FortiGate determines that the device must be quarantined, either because an automated rule has been
triggered, or because of user intervention, FortiGate adds the device MAC to its local quarantine list.

3. FortiGate applies the quarantine-related configuration for the quarantined device to FortiSwitch using the

FortiSwitch REST API.
4. The pushed configuration instructs FortiSwitch to block the traffic from the quarantined MAC address.

Note that automatic quarantine requires a FortiAnalyzer device with a valid threat detection services license.
To enable MAC address quarantine on the FortiGate CLI, run the commands shown on this slide.
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MAC Address Quarantine (Contd)

* Two modes supported:
+ By VLAN (default mode)
* Device is moved to the quarantine VLAN
* No additional configuration is required to block the inter-VLAN traffic if using the default quarantine VLAN
» By redirect
+ Device is kept in the current VLAN
= A firewall policy is required to block the inter-VLAN traffic
+ In both modes:
* Intra-VLAN traffic is automatically blocked by FortiGate
- Can create additional policies to allow quarantined devices to access restricted network resources

+ To change the quarantine mode on the FortiGate CLI| (default = by-v1an):

config switch-controller global
set quarantine-mode by-vlan | by-redirect
end

F:=RTINET
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FortiGate supports two MAC address quarantine modes: by VLAN and by redirect. In both modes, FortiGate
blocks the traffic from the quarantined MAC address, provided the correct configuration is in place.

In by VLAN mode, which is the default mode, FortiGate moves the quarantined MAC address to the
quarantine VLAN. If you are using the default quarantine VLAN as your quarantine VLAN, the inter-VLAN
traffic from the device is automatically blocked because the quarantine VLAN does not have any firewall
policies configured. Note that the device can still get an IP address through DHCP because the quarantine
VLAN has the DHCP server enabled by default.

In by redirect mode, FortiGate keeps the device in its current VLAN, and adds the device MAC address to the
QuarantinedDevices firewall address group. The device IP address does not change, which is useful for
performing remediation. However, to block the inter-VLAN traffic, you must configure a firewall policy to
explicitly block the traffic from the QuarantinedDevices address group.

In both modes, the intra-VLAN traffic is automatically dropped by FortiGate because the destination MAC
address of the traffic does not match the FortiGate interface. The destination MAC address of the traffic is the
MAC address of the target device located in the same VLAN. In addition, communication between the
quarantined devices and FortiGate is allowed. You can also configure additional firewall policies to explicitly
allow quarantined devices to access limited network resources, such as servers with Windows updates and
other security-related software updates, which are required for remediation.

To change the MAC address quarantine mode on the FortiGate CLI, run the commands shown on this slide.
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Part Trunk Maode Port Policy Enabled Features Native VLAN Allowed VLANs Dynamic VLAN PoE Device Information
B Access-1-S424DPTF20000029 €D
© port1 NAC @ Edge Port »f onboarding & quarantine =& Students % Powered 6.70W A 00:e0:4c:36:0e:a6
@ Spanning Tree Protocol Device B 00:e0:4c:36:0e:a6
@ port2 NAC © Edge Port =§ onboarding = quarantine = Servers O0-e0dc: 36006 a2
@ Spanning Tree Protocol tcaces g Sidens
& porta Static © Edge Port =& _default = quarantine (= Access-1:port1)
@ Spanning Tree Protocol Hardware REALTEK
@& port4 Static & Edge Port =] _default = quarantine Qs Linux
@ Spanning Tree Protocol
= + Firewall Device Address | Quarantine Host |
& port5 Static @ Edge Port *3 _default =4 quarantine
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To manually quarantine a MAC address on the FortiGate GUI, browse to the FortiSwitch Ports page, hover
over the device listed in the Device Information column, and then select Quarantine Host.
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Knowledge Check
1. Which statement about MAC address quarantine is true?
A. By VLAN mode is the default mode.
+'B. Automatic quarantine requires a FortiAnalyzer device with a valid threat services license.
2. Which statement about quarantine by redirect mode is true?
A. Quarantined device is moved to the VLAN selected as quarantine VLAN.
+B. Quarantined device stays in the same VLAN.
F:=RTINET . .
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Good job! You now understand MAC address quarantine.

Now, you will learn about IGMP snooping.
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IGMP Snooping

Objectives

+ Describe IGMP snooping
+ Configure IGMP snooping
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in IGMP snooping, you should be able to understand how FortiSwitch can
efficiently transmit multicast traffic by inspecting IGMP messages sent by connected multicast receivers.
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IGMP Snooping

* Listens to IGMP report messages to: :
+ |dentify active multicast receivers IGMP snoaping
- Reduces unnecessary multicast traffic in the network iz
« Prevents data leaks
* Maintains multicast Layer 2 forwarding table
+ Entry added upon IGMP report join message

PC2

FortiSwitch " o™
&)

1_pnn‘|

« Entry removed upon IGMP report leave message e SEVEERON)

« Multicast traffic is forwarded to active receivers only Multicast packet to 225.1.2.3
* IGMP versions supported:

+ v1 and v2: fully supported [port | VAN | Multicest Group

= v3: no support for source filtering porti 10 225.1.2.3

* Multicast groups and traffic handled like IGMPv2

F:=RTINET
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By default, FortiSwitch treats multicast in the same way as broadcast. That is, multicast frames are flooded to
all switch ports regardless of whether the connected devices need to receive the traffic. If your network has
devices that run multicast applications that transmit considerable amounts of data, such as audio or video,
flooding the traffic to all ports can result in potential performance issues, as well as data leaks.

IGMP snooping enables FortiSwitch to forward multicast traffic only to ports that connect to active multicast
receivers. When a device is interested in receiving multicast traffic, it sends an IGMP report join message that
indicates the multicast group it wants to join. FortiSwitch passively listens to IGMP report join messages
received at ports to discover multicast receivers. FortiSwitch then uses this information to populate its
multicast Layer 2 forwarding table with the multicast groups discovered on each port. The result is that when
FortiSwitch receives traffic from a sender that is destined to a particular multicast group, FortiSwitch forwards
the traffic only to matching ports, thus reducing unnecessary multicast traffic in the network. Moreover, when a
device wants to stop receiving multicast traffic, it sends an IGMP report leave message. FortiSwitch then
removes the corresponding entry from the multicast Layer 2 forwarding table.

FortiSwitch supports IGMP versions 1 and 2 fully, and version 3 partially. For version 3, FortiSwitch doesn’t
support source filtering, which is a feature that enables you to define specific source addresses that a receiver
wants to receive multicast traffic from. When FortiSwitch processes IGMPv3 messages, it creates multicast
groups and forwards traffic based on the same way it does for IGMPVv2.

The topology on this slide shows three endpoints connected to FortiSwitch. All endpoints are placed in the
same VLAN: VLAN 10. PC1, which is connected to port1 on FortiSwitch, has joined the multicast group
225.1.2.3. Because FortiSwitch has IGMP snooping enabled, FortiSwitch forwards the multicast traffic
destined to 225.1.2. 3, and sent by the server, to port1 only. If IGMP snooping were disabled, then PC2

would have also received a copy of the multicast traffic.
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IGMP Snooping Querier and MRouter Port
= When IGMP Snooping iS enabled: ) !IGMP snooping guerner enabled
+ FortiSwitch doesn’t forward IGMP reports to ports ForliSwilch 2@_
except mRouter ports L N
+ Adjacent switches can't discover non-directly | i T
connected receivers &
» Enable IGMP snooping querier to: Fomsmmg\:_z._ﬁ {porz
* Getimmediate IGMP reports received by other S FIohiC o it
switches - B L=
« Send periodic IGMP queries on a VLAN to get IGMP
reports to prevent active receivers from aging 1CMErept PC1 (receiver)
[_‘]IGMPquery' e Joined group; 225.1.2.3
* mRouter ports:
+ Port where IGMP query is received
+ IGMP reports are forwarded to mRouter ports only [pot | VLAN | Muticast Group

portl 10 225.1.2.3

* Multicast traffic is also forwarded to mRouter ports ) e
port2 10 querisr

FortiSwitch 2—Multicast Layer 2 Forwarding Table
[ por | VLAN__| Muliicast Group

port2 10 225.1.2.3
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When you enable IGMP snooping, FortiSwitch listens to incoming IGMP report messages but doesn’t forward
them to any port except mRouter ports. This behavior prevents switches from discovering multicast receivers
that aren’t directly connected. As a result, receivers are unable to get multicast traffic from senders connected
to other switches. In addition, multicast receivers send IGMP report join messages only when they join a
group, and don’t send more IGMP report join messages unless they get an IGMP query requesting their
status. This means that, if there are no IGMP queriers, the entries for multicast receivers in the multicast
Layer 2 forwarding table eventually age despite still being active.

To solve the previous two issues, you can enable IGMP snooping querier on FortiSwitch to instruct the switch
to send periodic IGMP query messages on a VLAN to get IGMP membership reports from receivers on that
VLAN. The goal is to keep the information on multicast Layer 2 forwarding tables consistent across switches,
thus preventing multicast traffic loss. You can enable IGMP snooping querier on multiple switches on a per-
VLAN basis. However, if FortiSwitch detects a query message from another device with a lower IP address, it
stops sending queries for a specific amount of time.

When FortiSwitch receives an IGMP query from a neighbor, it flags the receiving port as an mRouter port. In
addition to forwarding multicast traffic, FortiSwitch also forwards IGMP reports to all its mRouter ports,
enabling IGMP queriers to get immediate updates about receivers that join or leave multicast groups.

The topology on this slide shows two endpoints in VLAN 10, each connected to a different switch. PC1, which
is connected to port1 on FortiSwitch 1, has joined the multicast group 225.1. 2. 3. Because FortiSwitch 2 has
IGMP snooping querier enabled, FortiSwitch 1 forwards IGMP reports sent by PC1 to FortiSwitch 2 through
port2. This enables FortiSwitch 2 to become aware of receivers that are not directly connected to the switch.
FortiSwitch 2 also sends periodic IGMP queries on VLAN 10 to get the IGMP membership reports from
receivers, and consequently prevents their entries in the forwarding table from aging.
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Configuring IGMP Snooping
+ Enable IGMP snooping on the FortiGate GUI: + Enable IGMP snooping querier on the
WIF| & Switch Controller> FortiSwitch VLANs FortiSwitch CLI:
itk config switch wvlan
Device detection® @O edit <vlan-id>
IGMP snooping @ set igmp-snooping-gquerier enable
DHCP snooping > set igmp-snooping-querier-addr <ip-addr>

set igmp-snooping-querier-version 2 | 3

Block intra-VLAN traffic OB next

Security mode » ] end

+ Enable IGMP snooping on the FortiGate CLI:

config system interface
edit <fortiswitch-vlan:>
set switch-controller-igmp-snooping enable
next
end

F::RTINET
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IGMP snooping is disabled by default. This slide shows how to enable IGMP snooping on a VLAN using the
FortiGate GUI and CLI.

If you also want to enable IGMP snooping querier, you must do so on the FortiSwitch CLI directly, as shown

on this slide. For the IGMP snooping querier feature, you can also select the source IP address of the query—
0.0.0.0 by default—as well as the IGMP version to use—version 2 by default.
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« Configure global IGMP snooping settings on the FortiGate CLI:
config switch-controller igmp-snooping ‘
set aging-time <secs> J
set flood-unknown-multicast enabled | disable |
* Override global IGMP snooping settings per FortiSwitch:
config switch-controller managed-switch
edit <switch id>
config igmp-snooping
set local-override enable
set aging-time <secs>
set flood-unknown-multicast enable | disable
end
next
end
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 24
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This slide shows how to configure the global IGMP snooping settings using the FortiGate CLI, and how to
override them per switch.

By default, dynamic entries in the multicast Layer 2 forwarding table expire after 300 seconds of receiving the
last IGMP report join message, an aging period that works for most deployments. You can still change the
aging period by adjusting the aging-time setting.

In addition, when you enable IGMP snooping, FortiSwitch drops unknown multicast traffic by default.
Unknown multicast traffic refers to multicast traffic destined to a multicast group address with no entry in the
multicast Layer 2 forwarding table. You can change this behavior by enabling the f1ood-unknown-
multicast setting as shown on this slide.
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IGMP Snooping Proxy

* Reduce IGMP reports by forwarding them to mRouter ports only when:
+ First multicast group member joins
= Last multicast group member leaves

+ Enable IGMP snooping proxy on the FortiGate CLI:

config system interface
edit <fortiswitch-vlan>
set switch-controller-igmp-snooping-proxy enable

set switch-controller-igmp-snooping-fast-leave enable

next
end

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 25
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In large networks with a very high number of multicast receivers, the number of IGMP report messages can
be considerable. Because FortiSwitch forwards IGMP reports to mRouter ports, an elevated number of
multicast receivers can increase the system resource usage on the IGMP querier device.

To reduce the number of IGMP reports processed by the IGMP querier, you can enable IGMP snooping proxy
on FortiSwitch. When you enable IGMP snooping proxy, FortiSwitch forwards IGMP reports only when the
first member of a multicast group joins and when its last member leaves.

When you enable IGMP snooping fast leave, FortiSwitch removes a member from the multicast Layer 2
forwarding table immediately after receiving an IGMP report leave message. If you enable IGMP snooping
proxy, you can instruct FortiSwitch to wait for a period of time—10 seconds by default—before removing the
member from the table.

This slide shows how to enable IGMP snooping proxy and IGMP snooping fast leave on a VLAN using the
FortiGate CLI.
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Configuring Static MRouter and Traffic Ports
config switch-controller managed-switch I
edit <switch-id>
config ports
edit <port>
set igmps-flood-reports enable
set igmps-flood-traffic enable
next
end
next
end
ﬁ;fﬂ.‘:grl.snt.ﬁl; ©Fortinat Inc. All Rights Reserved. 26

FortiSwitch dynamically flags ports receiving IGMP queries as mRouter ports. However, you can also
statically make other ports mRouter ports by enabling the i gmps-flood-reports setting on the port.

In addition, you can also instruct FortiSwitch to always forward multicast traffic to a port, regardless of the
target multicast group, by enabling the igmps-flood-traffic setting on the port.

This slide shows how to enable such settings using the FortiGate CLI.
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Viewing IGMP Snooping Status

+ View IGMP snooping status on the FortiSwitch CLI:

# get switch igmp-snocping status
IGMP-SNOOPING enabled vlans:

VLAN PROXY QUERIER VERSION

10 DISABLED va

Max IGMP snooping groups 1023

Total ICMP groups 2 (Static 0)
Remaining allowed IGMP snooping groups: 1021

» Display multicast Layer 2 forwarding table on the FortiGate CLI:

# diagnose switch-controller switch-infe igmp-snooping group S224EPTF18001427

S224FPTF18001427:

IGMP-SNOOPING learned mcast—g z
port VLAN GROU Age-timecout IGMP-Version

_F1lInKl MIAGO 10 guerier 138 vz
port2 == flood-reports = == —=
port2 -_— flood—traffic— -_— -—
i portl 10 229.1.2.3 263 vz
iport3 10 225.10.20.30 267 v2

Total IGMP Hosts: 2
ZERTINET

Training Institute
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This slide shows how to display the IGMP snooping status and groups using the FortiSwitch CLI and
FortiGate CLI, respectively. The output for the IGMP groups detected by FortiSwitch includes static and
dynamic multicast group members (receivers). It also shows which ports are identified as dynamic or static
mRouter ports.
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Knowledge Check

1. Which statement about IGMP snooping is true?
A. FortiSwitch floods unknown multicast traffic by default.
+'B. Reduces unnecessary multicast traffic and prevents data leaks.

2. What is the default aging time for dynamic entries in the multicast Layer 2 forwarding
table?
A. 30 seconds
+'B. 300 seconds

3. Which statement about mRouter ports is true?
A. A port must be manually configured as mRouter by the administrator.
YvB. A port automatically becomes an mRouter port after receiving an IGMP query.
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Good job! You now understand IGMP snooping.

Now, you will learn about QoS.
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QoS

Objectives

* Describe QoS
+ Configure QoS mechanisms

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in QoS, you should be able to understand the different QoS mechanisms
supported by FortiSwitch to ensure critical traffic is prioritized.
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QoS

+ Mechanisms that identify and prioritize traffic <
anGmm \// /‘]

+ Critical and sensitive applications are expedited during R
network congestion ]’

DOrt3
- PortIs congested on egress
- Queue 6 has a high priority

» Common use case: voice and video

« FortiSwitch supports QoS through: FortSwng AL

+ Ingress traffic: (>N /\0
= Marking S |
* Ewsling CoS and DSCP markings in packels are kepl pSa __,,.;f;
(trusted) or remarked using ACLs = S
+ Classification SCP: 46 | .
CoS: § | Cueue 6 mapping
* Packets with matching CoS or DSCP markings are mapped DSCP: 46
to an egress queue (8 queues per port) CoS: §
+ Egress traffic:
* Queuing
* Packets are processed based on scheduling and gueue
priority

* Dunng severe congestion on egress port, packets may be
dropped based on drop policy set on queue

+ Rate limiting
» Packets exceeding maximum rate set on queue are dropped
» Packets below minimum rate set on queue aren't dropped

Voice packet (high priorty)
[=IN on-voice packet (low priority)

F:=RTINET
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QoS refers to the use of mechanisms that enable network devices to identify and prioritize traffic for critical
applications. Common applications that benefit from QoS are voice and video. Because voice and video
applications are usually sensitive to packet loss, delay, and jitter, network devices should ensure that
processing of voice and video traffic takes precedence over other less sensitive or less critical applications,
especially during network congestion where packet loss, delay, and jitter may occur.

FortiSwitch supports QoS by offering the following mechanisms:

» Marking: FortiSwitch trusts the existing class of service (CoS) or Differentiated Services Code Point
(DSCP) markings in a packet, or can apply new ones (also known as remarking), using access control lists
(ACLs). You will learn more about ACLs in another lesson.

» Classification: FortiSwitch maps packets with a given CoS or DSCP marking to an egress queue. There
are eight egress queues on each port: queues 0 to 7.

* Queuing: FortiSwitch processes packets based on the scheduling mode configured, and egress queue
priority. During severe congestion on the egress port, FortiSwitch may drop packets from an egress queue
based on the drop policy configured on the queue.

» Rate limiting: FortiSwitch drops traffic exceeding the configured maximum rate, but not the traffic below the
minimum rate.

Note that FortiSwitch marks and classifies packets entering a port (ingress traffic), and applies queuing and
rate limiting on packets leaving a port (egress traffic). The topology on this slide shows a basic QoS example.
port3 on FortiSwitch is congested on the egress direction. FortiSwitch places voice packets from FortiFone on
queue 6, which has the highest priority. When processing egress traffic on port3, FortiSwitch expedites voice
packets sent by FortiFone to the detriment of non-voice packets sent by the PC, which are classified as low
priority, and therefore dropped.
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+ CoS « DSCP
« |EEE 802.1p * RFC 2474
« Ethernet header (3-bit field; range: 0-7) « |P header (6-bit field; range: 0-63)
+ Required for QinQ frames and non-IP traffic * Ignored for QinQ frames
+ FortiGate CLI configuration: + FortiGate CLI configuration:
config switch-controller gos dotlp-map config switch-controller gos ip-dscp-map
edit <dotlp-map-name> edit <ip-dscp-map-name>
set priority-0 <gqueue-num> config map
set priority-1l <gueus-num> edit <entry>
set priocrity-2 <gueus-num> g2t cos- gueus <gueus num>
set priority—3 <gueus—num:> set diffserv <dscp-class—nams>
set priority-4 <gueus-num> set ip-precedence <ip-prec-name>
set priority-5 <gueus-num> set value <dscp-dec>
set priority-6 <gueus—num> next
set priority-7 <queus-num> end
next next
end end
« A few DSCP sample values:
Pl
nce (Class) | (Dec) | (Hex)
10 Priority AFN 40 0x28
46 Crilical EF 184 0xB8
48 Internetwork Contral ~ CS6 192 0xCo
F:=RTINET View a detailed table at www.tucny.com/Home/dscp-tos
s - ; © Fortinet Inc. All Rights Resenved. 32
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You can configure CoS and DSCP mappings on a port for ingress traffic. Ingress packets that don’t match the
trusted CoS and DSCP mappings set on a port are placed in queue 0. Similarly, if no trusted CoS or DSCP
mappings are set on a port, all ingress traffic on that port is placed in queue 0. In addition, by default, control
traffic, such as FortiLink and LLDP is assigned to queue 7. Because control traffic should be expedited before
any other traffic, it is a best practice to map user traffic to queues other than queue 7.

CoS is a 3-bit field in the VLAN tag of an Ethernet frame and defined in IEEE 802.1p. CoS is required for QoS
classification if the frame is a QinQ or a non-IP frame. When FortiSwitch processes a QinQ frame, FortiSwitch
doesn’t look at its inner packet, which contains the IP header information and, therefore, the DSCP value.
There are eight possible decimal values—known as priorities—in CoS: 0 to 7. When you configure the CoS
mapping, you assign a priority to a queue. You can assign different CoS priorities to the same queue.

DSCP is a 6-bit field in the IP header of an IP packet and defined in RFC 2474. Unless traffic uses QinQ
tagging, DSCP is usually the best QoS marking to rely on because virtually all applications use IP as the
Layer 3 protocol. By contrast, not all frames are transmitted with a VLAN tag in the network, which means that
CoS may not be present.

There are 64 possible decimal values in DSCP: 0 to 63. When you configure the DSCP mapping, you indicate
the DSCP value using one out of three value types available: DSCP class name, IP precedence, and DSCP
decimal value. You then map the DSCP value to a queue. The table on this slide shows three different DSCP
decimal values and the equivalent values for a few other value types. Type of Service (ToS; RFC 1349) is the
predecessor to DSCP. ToS and DSCP share some of the bits in the IP header, but their interpretation is
different. Because some applications and network devices still use ToS for QoS purposes, you may need to
find out the equivalent DSCP value for a given ToS value. You can view a very detailed table showing
equivalent ToS and DSCP values at www. tucny.com/Home/dscp-tos.
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* Queue 0 - lowest prionty
+ Low priority traffic could starve
* Round robin

+ Cycle through each queue and process a single
packet

+ Fair traffic distribution for all queues
« Weighted round robin

* Processmore packets from queues with higher
weights

+ Low priority traffic never starves
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Queuing
+ Scheduling: * Drop policy:

+ Defines how packet processing is prioritized + Defines the packet drop approach

* Modes available: * Modes available:

= Strict: + Tail-drop
+ Processpackets in higher number queues first + Dropincoming packets until egress portisn't
+  Queue 7 = highest priority congested

+ Unfair traffic distribution among traffic flows
+ Random early detection (RED)

+ Drop packets at a constant rate before
congestion

+ More fair traffic distribution among traffic flows
» Avoid TCP global synchronization

« Weighted random early detection (WRED)
+ Advanced version of RED
+ Higher bufferusage, higher packet drop
+ Higher slope, faster growth of packet drop rate
+ ECN support

After FortiSwitch trusts markings on ingress packets or remarks them, and after it classifies ingress packets
into queues, FortiSwitch then prioritizes packet processing based on the configured queuing policies.

Queuing policies support the following scheduling modes:

Strict: FortiSwitch processes packets in higher number queues first before packets in lower number
queues. Queue 7 has the highest priority and queue 0 the lowest. Because FortiSwitch doesn’t process
packets in lower queues until it finishes processing packets in higher number queues first, then this
behavior may result in packets in low number queues to starve, and therefore to get dropped.

Round robin (RR): FortiSwitch processes one packet from each queue before moving to the next one. The

goal is to evenly distribute traffic from different queues.

Weighted round robin (WRR): FortiSwitch processes more packets from queues with higher weights.
Unlike strict mode, traffic assigned to lower weight queues never starve.

Before or during congestion, the switch may drop packets based on the drop policy set on the queue:

Tail-drop: Incoming packets are dropped until there is no congestion on the egress port. With this policy,
bursty traffic is less likely to be dropped, which results in unfair traffic distribution for non-bursty traffic.
Random early detection (RED): Packets are dropped at a constant rate before congestion. The idea is to
evenly drop packets from different flows and avoid TCP global synchronization, which occurs when
multiple connections slow down and ramp up at the same time during congestion.

Weighted random early detection (WRED): This is an advanced version of RED. The higher the buffer
usage, the higher the packet drop. The slope setting controls the packet drop rate. The higher the slope,
the faster the packet drop rate grows. You can also enable Explicit Congestion Notification (ECN) so
FortiSwitch marks ECN-capable packets to signal network congestion without dropping the packets.
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Rate Limiting

* Rate Limiting
+ Set a maximum rate on a queue
* Drops packets when traffic exceeds configured maximum rate
» Limits non-critical traffic in the network in favor of critical traffic

» Set a minimum rate on a queue
* Guarantees minimum bandwidth on a queue
= Prevents packet drop on queues with traffic below configured minimum rate

F:-=HT|nET © Fortinet Inc. All Rights Reserved 34
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Rate limiting enables you to drop packets on a queue when the traffic exceeds the configured maximum rate
on the queue. Usually, you may want to enforce a maximum rate on a low priority queue to allocate more

bandwidth to traffic from high priority queues.

You can also set a minimum rate for traffic on a queue. Unlike the maximum rate that limits the traffic on a
queue, the minimum rate is used to guarantee the minimum bandwidth on a queue before packets can be
dropped. The goal is to skip packet drop on queues with an amount of traffic below its minimum rate.
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Configuring Queuing and Rate Limiting

+ Configure queue policy on the FortiGate CLI:

config switch-controller gos gueue-policy
edit <gueuse-policy-name:>
set schedule strict | round-robin | weighted
sat rata-by kbps | parcent
config cos-gueue
edit "gueue—0"
isat min-rate <kbps>:
{ Kbps> |

set drop-policy taildrop | weighted-random-early-detection
set ecn enable | disable
set weight <weight>

next
adit "queus-7"

next
end
naxt
end

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute "

;" LT Epercentages
iset max-rate-percent <percentags>i
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You configure queuing and rate limiting settings by creating or editing a queue policy using the FortiGate CLI.

This slide shows the different settings available in a queue policy. The type used for minimum and maximum
rate settings depends on the configured rate-by setting. Note that FortiGate doesn’t show an option to
select RED as the drop policy. However, when WRED is selected as the drop policy, FortiGate applies WRED
on the managed switch only if the switch supports it. Otherwise, it applies RED. Also, the weight setting

takes effect only if schedule is set to weighted.
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Configuring QoS Policies

+ Configure QoS policy on the FortiGate CLI:

config switch-controller gos gos-policy

edit "test"
= Bt e | Costossntoressriggedfames o depnder)
sat trust-dotip-map <dotlp-map>
set queue-policy "default”
end

- Assign QoS policy to a port on the FortiGate GUI: *

Native VLAN Allowed VLANS Crynamic VLAN PoE Device Information QoS Policy

=R default | Ed

& port1 NAC & Edge Port »f onboarding & quarantine =& Students & Powered 6.70W A 00:eDdc36:0e:a6
@ Spanning Tree Protocol

Fh:HTInET © Fortinet Inc. All Rights Reserved. 36
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The final step to configure QoS is to create a QoS policy, and apply it to a port. A QoS policy combines the
required trusted QoS mappings and queue policy to apply on a port. Ingress packets that don’'t match the
trusted CoS and DSCP mappings set on a port are placed in queue 0. Similarly, if no trusted CoS or DSCP
mappings are set on a port, all ingress traffic on that port is placed in queue 0.

You can also define the default CoS to assign ingress untagged frames to. The default CoS is assigned
internally by FortiSwitch and used when prioritizing egress traffic. Note that the default-cos setting is

available on some FortiSwitch models only.
The selected queue policy defines how traffic is prioritized on egress, and optionally, rate limited.

After you configure the QoS policy, you can assign it on a port using the FortiGate GUI. Make sure to enable
the QoS Policy column first, so you can select the QoS policy to assign on a port. Note that all ports are
assigned the default QoS policy by default.
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* View QoS statistics on the FortiGate CLI:
# diagnose switch-controller switch-info gos-stats S224EpPTF18001427 portl
Vdom: root
S224EPTF18001427:
portl Qo8 Stats:
gueue | pkts | bytes | drop pkts
0 1042791 | 1373146502 | 101
I | 0 | 0| 0
Vi | L | 0| 0}
31 0| 01 0:
4 | L RS | o o
5| (| o 0
Bl (I | 01 0
3l 807278 | 960247691 | 0
Fh:HTInET © Fortinet Inc. All Rights Resenved. I
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This slide shows how to display QoS stats for a port on a managed switch using the FortiGate CLI. The output
includes the number of packets dropped by QoS.
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Viewing QoS Status (Contd)

+ View QoS real-time rates on the FortiSwitch CLI:

# diagnose switch physical-ports gos-rates list portl

.2872
L0000
.oooo
.0000
L0000
- 0000
L0000
.0025

gqueue | PPS | data(Mbps)
0| 894.9724 | 0.1440
Gl 0.0000 | 0.0000
2.1 0.0000 | 0.0000
i | 0. 0000 | 0.0000
| 0.0000 | 0.0000
5| 0.0000 | 0.0000
6 | 0.0000 | 0.0000
A | 0.6753 | 0.0024

drop (PPS) | drop{Mbps) |
8048.5879 | 0.0000 |
0.0000 | 0.0000 |
0.0000 | 0.0000 |
0.0000 | 0.0000 |
0.0000 | 0.0000 |
0.0000 | 0.0000 |
0.0000 | 0.0000 |
0.0000 | 0.0000 |

ctrl-c to stop

F::RTINET
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On FortiSwitch, you can run the CLI command shown on this slide to get the real-time QoS rates on a port.

The output includes rates in both packets per second (PPS) and Mbps.
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Knowledge Check

1. Which statement about QoS in FortiSwitch is true?
A FortiSwitch can remark CoS and DSCP values using ACLs.
B. Queuingand rate limiting are applied on ingress traffic.

2. Which drop policy provides the most unfair traffic distribution?
Y A. Tail drop
B. Random early detection (RED)

3. Which type of marking is ignored by FortiSwitch when processing QinQ traffic?
A. CoS
¥'B. DSCP

F::RTINET
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Good job! You now understand QoS.

Now, you will learn about LLDP-MED.
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LLDP-MED

Objectives

+ Describe LLDP-MED
+ Configure LLDP-MED

F::RTINET 41
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in LLDP-MED, you should be able to understand how to use LLDP-MED to
simplify deployment for capable endpoints.
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* Enables endpoints to automatically learn and
apply settings using LLDP-MED TLVs
« Endpoints are usually IP phones and video-capable
devices
« Simplifies network deployment

* LLDP-MED TLVs supported by FortiSwitch:

« Network policy
» Endpoint learns and applies network settings for a
given application
+ Location
* Endpoint learns location details such as coordinates,

civic address, and ELIN i e
« Power management
- Endpoint advertises power information and negotiates

power allocation
» Inventory management
» Endpoint advertises detailed device information

F::RTINET
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LLDP-Media Endpoint Discovery (LLDP-MED) is an extension to LLDP that enables endpoints that support
LLDP-MED, usually IP phones and video-capable devices, to obtain information from an adjacent LLDP
device, usually a switch, and use that information for autoconfiguration purposes. For example, a switch can
use LLDP-MED Type-Length-Values (TLVs) to advertise the QoS markings and VLAN that connected IP
phones should use for voice and signaling traffic. IP phones can then apply such settings automatically, thus
making network deployment easier. In addition, a switch can also use the additional LLDP-MED TLVs sent by
endpoints to collect detailed information about connected devices for inventory management purposes.

FortiSwitch supports the following LLDP-MED TLVs:

* Network policy: enables endpoints to learn network settings, such as CoS, DSCP, and VLAN, for a given
application like voice and voice signaling. The goal is for endpoints to automatically adjust their settings
based on the network policies advertised by FortiSwitch.

» Location: FortiSwitch can advertise location details such as the coordinates and civic address. FortiSwitch
can also advertise the emergency location identifier number (ELIN) of the location. The ELIN is used to
provide specific location information to the public safety answering point (PSAP) during a 911 call.

» Power management: enables PoE-capable switches and endpoints to advertise power information and
negotiate power allocation.

* Inventory management: FortiSwitch collects detailed information about endpoints, enabling network
administrators to track their network devices and determine their characteristics.

This slide shows an LLDP frame on Wireshark that was advertised by FortiSwitch. The image highlights the
LLDP-MED TLVs that FortiSwitch adds to the standard LLDP frame when you enable all the supported LLDP-
MED TLVs.
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Configuring LLDP-MED

« Configure LLDP profile on the FortiGate CLI:

config switch-controller lldp-profile
edit "test”™

iset med-tlvs inventory-management network-policy power-management location-identification:

— gat priority 5

s=t dscp 46

next

edit "voice-signaling"™ —
set status enable
set vlan-intf "voice"
set assign-vlan enable
sat priority 5
set dscp 46

next

end

config med-network-policy
edit "wvoice"
set status enab.
set vlan-intf "voice"
set assign-vlan enabls

F::RTINET
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You configure LLDP-MED by enabling the corresponding TLVs on the LLDP profile using the FortiGate CLI.
This slide shows the first part of a sample LLDP profile named test. The first step in the configuration is to

select which LLDP-MED TLVs to advertise. All four supported LLDP-MED TLVs are enabled.

After that, you configure the network policy settings for each application type. The example shows voice and

voice-signaling as the only application types configured, but you can also configure the following
application types: guest-voice, guest-voice-signaling, softphone-voice, video-

conferencing, streaming-video, and video-signaling.

Note that for each network policy, the VLAN, DSCP, and CoS (priority) are set.
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Configuring LLDP-MED (Contd)

 Configure LLDP-MED location IDs:

config med-location-service
edit "coordinates™
sat status enable
set sys—-location-id
next
edit "address-civic"
set status enable
set sys—location-id
next
edit "elin-number"
set status enable
set sys—location-id
next
end
next
end

+ Configure LLDP-MED location TLVs:

"FortinetHQ"

"FortinetHQ"

"FortinetHQ"

F::RTINET

Training Institute

config switch-controller location
edit "FortinetHQ"
config address=-civic
sat building "1"
set city "Sunnyvale™
set country "US"
set county "Santa Clara™
set floor "17
sat language "English"
set number "095"
set seat "1283"
set street "Kifer™
set street-suffix "Road”
set zip "94086"
end
config coordinatas
set altitude "S0"
set latitude "37.375189299329"
set longitude "-122.0108455457"
end
config elin-number
set elin-num "14085551234"
end
next
end

© Fortinet Inc. All Rights Reserved.
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The second part of the sample LLDP profile shows the LLDP-MED location TLV configuration. You first
enable which location TLVs you want to advertise, and then select the location ID that contains the location
information contained in the location TLVs.

The location ID is configured on a different configuration subsection on the FortiGate CLI, as shown on this

slide.
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Applying LLDP Profiles

* To apply an LLDP profile on the FortiGate
GUI:

D Reset Table

« Trunk
« Access Mode

" Enabled Features
+ Native VLAN

" Allowed VLANS

+ PoE

" Device Information
+ DHCP Snooping

+ Transceiver

+" LLDP Profile

LLDP Profile

F::RTINET
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» To apply an LLDP profile on the FortiGate

CLI:

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>
set lldp-profile <profile>
next
next

end

You can apply LLDP profiles on the FortiSwitch Ports page. First, you must enable the LLDP Profile
column. Then, hover over the setting, click the pencil icon, and then select the LLDP profile from a list.

Alternatively, you can apply an LLDP profile on the FortiGate CLI, as shown on this slide.
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Displaying LLDP-MED Details

* On the FortiGate CLI:

# diagnose switch-controller switch-info 1lldp neighbors-detail S124EP5918000276 portll
Vdom: root
Managed Switch : S124EP591800027€ 0

Capability codes:
R:Router, B:Bridge, T:Telephone, C:DOCSIS Cable Device
W:WLAN Access Point, P:Repeater, S:Station, 0:0ther

EMED e -
1 C:Capabilities, P:Network Policies, L:Tocation, S:MDT PSE !

D:MDI PD, I:Inventory

Neighbor learned on port portll by LLDP protocol
Last change 20 seconds ago
Last packet received 20 seconds ago

Chassis ID: 169.254.15.3 (ip)
System Name: FON-675i

System Description:
:14.0.0.1.r4

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 46
Training Institute 4

The LLDP-MED neighbor information can be found in the same output of the LLDP neighbor details
command. This slide shows the first part of the output taken for a FortiFone 675i endpoint, which is an IP
phone from Fortinet that supports LLDP-MED. At the beginning of the output, there is a legend describing the
different LLDP-MED TLV capability codes for your reference.
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Displaying LLDP-MED Details (Contd)

Time To Live: 60 seconds

System Capabilities: BT

JEnabled Capabilities: BT

iMED type: Communication Device Endpoint (Class III)
iMED Capabilities: CP

Management IP Address: 169.254.15.3

Port ID: 70:4c:a5:e2:6b:b2 (mac)

Port description: WAN Port 10M/100M/1000M

IEEEHUZ .3, Power via MDI:

Power devicetype: PD

PSE MDI Power: Not Supported

PSE MDI Power Enabled: No

PSE Pair Selection: Can not be controlled

PSE power pairs: Signal

Power class: 1 (class-0)

Power type: B802.3at off

Power source: Unknown

Power priority: Unknown

Power requested: 0.0W

iPower allocated: 0.0W

TIOP-MRD, Neiwork POlicies:

voice: VLAN: 256 (untagged), Priority: 0 DSCP: 46
voice-signaling: VLAN: 256 (untagged), Priority: 0 DSCP: 4@
streaming-video: VLAN: 256 (untagged), Priority: 0 DSCP: 46

F::RTINET
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This slide shows the second part of the sample LLDP neighbor details output for a FortiFone 675i. This part of
the output shows specific LLDP-MED TLVs such as power management and network policies. The output
also indicates the class of the LLDP-MED endpoint connected and its capabilities. There are three endpoint
classes defined in LLDP-MED. Class lll is advertised by devices classified as communication endpoints.
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Knowledge Check

1. Which statement about LLDP-MED is true?

A You can assign network settings on endpoints that support LLDP-MED by using network policy TLVs.
B. LLDP-MED TLVs are transmitted in separate frames from the standard LLDP frames.

2. What is the location LLDP-MED TLV used for?

JA. It enables endpoints to learn from FortiSwitch the coordinates, civic address, and ELIN of the location.
B. It enables FortiSwitch to collect detailed device information for inventory management purposes.

F::RTINET
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Good job! You now understand LLDP-MED.

Now, you will learn about multi-tenancy.
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Multi-Tenancy

Objectives

+ Describe multi-tenancy
+ Configure multi-tenancy
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in multi-tenancy, you should be able to understand how to assign FortiSwitch

ports to VDOMSs without having to deploy additional managed FortiSwitch stacks or make extra physical
connections.
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Multi-Tenancy

FortiSwitch
+ Assign FortiSwitch ports to different VDOMs
+ Segment management of FortiSwitch ports __ ;
* Useful for MSSPs and similar network deployments W .
» Cost-effective, no need to:
+ Create additional FortiLink interfaces ]
+ Make extra physical connections s 2
« Limitations: = omm |
’ j Global System
* No support for: I |' e
« LLDP e BEESEE B
s STP FortiGate
+ BPDU guard
+ Root guard

« DHCP snooping

* |IGMP snooping

« MCLAG

+ MAC address quarantine

F:=RTINET

e - © Fortinet Inc. All Rights Reserved a1
Training Institute

FortiGate allows you to create VDOMs to divide your FortiGate into multiple logical devices. This logical
segmentation on FortiGate is useful for MSSP and businesses with network deployments alike because it
enables them to segment the network operation and its management.

So, what if you also wanted to segment FortiSwitch devices across multiple VDOMs? One option is to have a

FortiLink interface per VDOM. This approach requires you to deploy multiple FortiSwitch stacks, each of them
with a separate physical connection to the VDOM FortiLink interface. A more cost-effective option is to use the
FortiGate multi-tenancy feature for managed FortiSwitch stacks.

Multi-tenancy for managed FortiSwitch enables you to assign ports of your existing FortiSwitch stack to a
different VDOM from the VDOM the FortiLink interface is configured on. You don’t need to create additional
FortiLink interfaces or make extra physical connections. You just have to assign a port to a VDOM, and then
the port becomes available on the target VDOM for use.

Note that you can’t use any of the features listed on this slide on a port that have been assigned to a different
VDOM using multi-tenancy.

The example on this slide shows FortiGate with three VDOMs configured. Although the FortiLink interface is
created on VDOMA1, you can still assign ports of the managed FortiSwitch to VDOM2 and VDOM3.
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Assigning a FortiSwitch Port to a VDOM on the FortiGate CLI
« From managed FortiSwitch directly: « From virtual port pool (VPP)
1. Create default FortiSwitch VLAN**: 4. Create VPP*:
config system interface config switch-controller virtual-port-pool
adit "vdeml-dafault” adit "vdeml-pool”™
set vdom "vdoml® next
set ip 10.0.101.254 255.255.255.0 end
set allowaccess ping
set interface "fortilink" 5. Assign port to VPP*;
set vlanid 101 config switch-controller managed-switch
next edit SZZ4EPTF1HUU1427
end

config ports

2. Set default FortiSwitch VLAN for VDOM**: HOEE B e

set export-to-pool "vdoml-pool”

config switch-controller global next
set default-virtual-switch-vlan "vdoml-default® end
end next
end
3. Assign port to VDOM*:
config switch-controller managed-switch 6. Asgign port to VDOM from VPP**:
edit S224EPTF18001427 ; -
config ports execute §w1t§h—controller virtual-port-pool request
adit portl S2Z4EPTF18001427 porti
set export-to "wdoml"
next
end Note:
next * Run commands on the same VDOM as the FortiLink interface
end ** Run commands on the target VDOM

F::RTINET
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This slide shows an example of how to assign a port to a VDOM directly or by using a virtual port pool (VPP)
on the FortiGate CLI. The target VDOM is vdom1. Port1 is assigned directly to vdom1, and port2 indirectly
from a VPP.

When using a VPP, you first indicate a group of ports that can be assigned to other VDOMs. VDOM-specific
administrators can then pick one or more of those ports and use them for their respective VDOMs.

Note that you must execute some commands on the same VDOM where the FortiLink interface is configured,
and others on the target VDOM that you want to assign the ports on.
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Assigning a FortiSwitch Port to a VDOM on the FortiGate CLI (Contd)
* Return a port to VPP**:
FortiGate-1 (vdoml) # execute switch-controller virtual-port-pool return S224EPTF18001427 port2 |
+ Display VPP members**:
FortiGate-1 (vdoml) # execute switch-controller virtual-port-pool show
Switch Port Properties Tags
vdoml-pool (vdom.root)
S224EPTF18001427 port2 POE, 10M/100M/1G/
Note:
* Run commands on the same VDOM as the FortiLink interface
** Run commands on the target VDOM
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 53
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You can also assign a port back to its pool by running the command shown on this slide. You can also display
the current members of a VPP, as shown on this slide.
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Displaying Assigned Ports on the FortiGate GUI

* Apply changes on the target VDOM, not on the original VDOM

Port Trunk Mode Enabled Features Native VLAN Allowed VLANs A Device Information

= 5424DPTF20000029 @

o portl =8 vdom1-default - ¥ Powered 6.60W A 00:e0:4c:36:0e:a6

Enabled Features Native VLAN Allowed VLANS Dynamic VLAN Device Information

B Access-1-5424DPTF20000029 €D

Name S VIANL. S P3 Administrative Access S Ref. 5
=8 vdom1-default 101 10,0,101.254/255,255.255.0 PING 2
FLRTINET ©Fortinat Inc. All Rights Reserved. 54
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After you assign ports to the target VDOM (vdom1), you are still able to see the ports on the original VDOM
(root). However, no changes can be made on the root VDOM for the ports that have been assigned to another
VDOM. You must configure the ports directly on the vdom1 VDOM.
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Knowledge Check

1. Which statement about multi-tenancy for managed FortiSwitch devices is true?
A. STP is supported on the port that is assigned to the target VDOM.
B It doesn't require additional FortiLink interfaces or physical connections.

2. On which VDOM must you apply the configuration for assigned ports?
Y'A. The target VDOM of the port.
B. The original VDOM of the port.
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-J'QOS

' LLDP-MED

( Multi-Tenancy
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Identify split port modes available on FortiSwitch

Configure split port to increase port density on FortiSwitch

Configure and monitor integrated NAC

Identify by VLAN and by redirect MAC address quarantine modes
Configure and monitor IGMP snooping

Describe IGMP snooping proxy, mRouter ports, and static traffic ports

Configure and monitor QoS mechanisms, supported scheduling
modes, and drop policies

Configure and monitor LLDP-MED TLVs
Configure multi-tenancy to assign FortiSwitch ports to VDOMs

SO U

NS
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the different advanced features that you
can enable on your managed FortiSwitch stack to increase port density, automate and simplify endpoint
deployment, isolate compromised endpoints at Layer 2, prioritize critical traffic, and assign FortiSwitch ports to
VDOMs.
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FortiSwitch

Monitoring .

£"2 Forti0S 7.2
Last Modified: 14 February 2023

In this lesson, you will learn about some of the monitoring techniques available on FortiSwitch.
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'sFlow

'Flow Tracking and Exporting
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In this lesson, you will learn about the topics shown on this slide.
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SNMP

Objectives

+ Describe SNMP support
+ Configure SNMP polling and traps
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in SNMP, you will be able to monitor your FortiSwitch stack using the most
widely used monitoring protocol.
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« FortiSwitch supports O o O |
+ SNMP requests: ~ purs et 0
+ Read-only implementation (SNMP polling)
« v1, v2c, and v3 support
« SNMP traps:
* No v3 support

» Typical deployment (managed stack)

1. On FortiGate: -
a. Configure SNMP settings MRS e

- set dstaddr "FSW-Stack®
R st action acoeps
sat schedule "always"
set service "SMP"

*  For SNMPv3, configure an SNMP user A A
5 3 set schedule "always'
b. Enable SNMP access on internal interface set service "Mt
» Modify existing local access profile or create new one tan’

c. Configure firewall policies to allow SNMP traffic

» Use the CLI to reference the FortiLink interface
2. On SNMP server: :
a. Download FortiSwitch MIBs from: MIB Files

+  FortiSwitch GUI
* support.fortinet.com Download B FortiSwitch MIB File
b. Load MIBs B Fortinet Core MIB File

c. Explore the MIBs to identify relevant OIDs
d. Configure polling and trap services

F::RTINET
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FortiSwitch supports SNMP versions 1, 2c¢, and 3. Both SNMP requests and traps are supported. However,
for traps, only v1 and v2c are supported. For SNMP requests, implementation is read-only, meaning that you
can poll information from FortiSwitch through SNMP only.

A typical SNMP setup for a managed FortiSwitch stack involves the following steps:

1. On FortiGate:

a. Configure SNMP settings for FortiSwitch. If you want to use SNMPv3, make sure to configure at
least one SNMP user for SNMPv3 authentication and encryption purposes.

b. Enable SNMP access on the FortiSwitch internal interface. You can either modify the local access
profile in use or create a new one.

c. Configure firewall policies to allow incoming SNMP requests and outgoing SNMP traps. You must
use the FortiGate CLI because you must reference the FortiLink interface in the configuration, and
the FortiLink interface is not displayed on the FortiGate GUI. This slide shows an example of the
firewall policies required on FortiGate to allow SNMP requests and traps from the switch stack.

2. Onthe SNMP server:
a. Download the FortiSwitch MIBs from the FortiSwitch GUI or support.fortinet.com. This

slide shows a screenshot of the FortiSwitch GUI page where you can download the MIBs.

b. Load the FortiSwitch MIBs to your SNMP server.

c. Explore the management information base (MIB) files to identify the object identifiers (OIDs) you
want to monitor.

d. Configure polling and trap services.
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+ Supported traps:
o SNMP Traps (viandv2conly) e - |
Default Threshold | Threshold configurable onFortiGate? | Defaultinterval
High CPU usage 80
Yes 15 secs*
Low free memory 80
High Temperature (alarm) 70 .
: - No 30 mins
High Temperature (warning) 65
Interface IP address change
N/A
Entity config change
Note:
* Hard-coded value
Fh:HTInET © Fortinet Inc. All Rights Resenved. a
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The table on this slide lists the different SNMP traps supported by FortiSwitch. FortiSwitch sends CPU and
memory traps at a hard-coded 15-second interval when the configured threshold is exceeded. The
temperature traps, however, are sent at a 30-minute interval by default. You can configure the threshold of the
CPU and memory traps on FortiGate, but the threshold of the temperature traps must be configured directly
on FortiSwitch.

FortiSwitch also sends traps when there is an interface IP address change, or when a physical device is
removed from or inserted in the switch. For example, if a PSU is removed or added, an entity config change
trap is sent.
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« Enable SNMP access on internal interface:

config switch-controller security-policy local-access
edit default
append internal-allowaccess snmp
next
end

* Enable SNMP agent and configure common settings:

config switch-controller snmp-sysinfo
sel slalus enable
set contact-info "Training™
set location "Sunnyvale"™

end

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved G
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FortiSwitch follows the same SNMP configuration approach as FortiOS. So, if you are familiar with SNMP
configuration on FortiOS, then you likely know how to configure SNMP for your managed switches.

You configure SNMP for your managed switches using the FortiGate CLI, as shown on this slide. The first
step is to enable SNMP access on the internal interface by either changing the default local access profile or
creating a new one. The example shown on this slide changes the default local access profile.

The second step is to enable the SNMP agent and configure the SNMP common settings, as shown on this
slide.

FortiSwitch 7.2 Study Guide 311



Monitoring

DO NOT REPRINT

CODRTINET
TN TIINL- 1

Configuring SNMP on the FortiGate CLI (Contd)

+ Create SNMP community, configure SNMP hosts, and enable SNMP trap events

config switch-controller snmp-community
edit 1
set name "Training”
config hosts
edit 1
set ip 10.0.10.20 255.255.255.255
next
end
set events cpu-high mem-low log-full intf-ip ent-conf-change
next
end

F::RTINET
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After you enable the SNMP agent and configure SNMP common settings, you must create one or more
SNMP communities. The example on this slide shows the configuration for the Training community. If you
plan to use SNMP traps, make sure you configure at least one SNMP host to send traps to, and select one or
more SNMP events to monitor. SNMP hosts also define the source IP addresses where SNMP requests are
accepted from. If no SNMP hosts are configured, FortiSwitch accepts SNMP requests from any source, but
won’t send any SNMP traps.
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Configuring SNMP on the FortiGate CLI (Contd)

+ Configure SNMPv3 user for authentication and encryption:

config switch-controller snmp-user
edit student
set security-level auth-priv
set auth-pwd password
set priv-pwd password
set auth-proto sha
set priv-proto aes
next
end

+ Set SNMP trap events thresholds
+ CPU and memory (FortiGate CLI):

| config switch-controller snmp-trap-threshold
set trap-high-cpu-threshold 80
set trap-low-memory-threshold 80

end

« Temperature (FortiSwitch CLI):

config system snmp sysinfo
set trap-temp-alarm-threshold 70
set trap-temp-warning-threshold &5
end

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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For SNMPv3 requests to work on FortiSwitch, you must configure an SNMP user that defines the security
settings to use for authentication and encryption during SNMPv3 requests. The example on this slide shows
the configuration for the student SNMP user. Note that the configured authentication and encryption (or

privacy) protocols are sha and aes, respectively.

You may also want to change the default thresholds for CPU, memory, and temperature events. Note that you
can set new thresholds for CPU and memory on the FortiGate CLI. However, for temperature, you need to set
the thresholds directly on the FortiSwitch CLI. Note that FortiSwitch supports SNMP traps for SNMP versions

1 and 2c only.
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config switch-controller managed-switch
edit <switch-id>
set override-snmp-sysinfo enable
config snmp-sysinfo

end
config snmp-trap-threshold
end
set override-snmp-community enable
config snmp-community
end
set override-snmp-user enable
config snmp-user
end
next
end

Configuring SNMP on the FortiGate CLI (Contd)

* Override global SNMP settings per FortiSwitch:

set override-snmp-trap-threshold enable

F::RTINET

Training Institute
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You can also override the global SNMP settings per FortiSwitch, as shown on this slide. You first indicate the

SNMP configuration to override, and then configure the local settings to apply on the switch.
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Knowledge Check

1. Which statement about SNMP in managed switches is true?
A. SNMPv3 traps are supported.
¥'B. Firewall policies are required to allow SNMP traffic to and from FortiSwitch.

2. Which setting is required for SNMPv3 to work on FortiSwitch?
Y'A. SNMP user
B. SNMP host

F::RTINET
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'sFlow

'Flow Tracking and Exporting
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Good job! You now understand SNMP.

Now, you will learn about sFlow.
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sFlow

Objectives

+ Describe sFlow
+ Configure sFlow
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in sFlow, you should be able to understand how FortiSwitch can provide more
details about the traffic passing through your network by performing packet sampling.

FortiSwitch 7.2 Study Guide 317



Monitoring

DO NOT REPRINT

N L
sFlow

« Alternative method to SNMP ‘ S R —
+ Random packets are sampled (packet sampling)

- Interface counters are sent periodically (counter
sampling)

» Supported version: 5

« When compared to SNMP, sFlow:
+ |s more CPU intensive
» Provides traffic details in addition to interface stats

+ Alternative to SPAN, RSPAN, and ERSPAN
» Can be used on trunks

+ Typical deployment (managed stack)
1. On FortiGate:
a. Configure sFlow collector settings
b. Enable packet sampling on interface and set:
+ Sampling rate
* Interface counter interval
» Traffic direction to monitor
c. Configure firewall policies to allow sFlow datagrams
* Use the CLI to reference the FortiLink interface as source
2. On sFlow collector, confirm flows are received

F::RTINET
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Another method available for monitoring traffic passing through the switch is sampled flow (sFlow). When you
enable sFlow on a FortiSwitch interface, the switch captures random packets on the interface—known as
packet sampling—and then encapsulates the sampled packets in sFlow datagrams that are sent to the
configured sFlow collector. FortiSwitch also sends periodic interface counters to the sFlow collector—known
as counter sampling. Upon receiving the sFlow data, the collector provides real-time traffic analysis and
reports. Note that FortiSwitch supports sFlow version 5.

Because of packet sampling, sFlow is likely to be more CPU intensive than SNMP. However, sFlow provides
you with details about the traffic in your network instead of just providing you with the overall traffic statistics,
like SNMP does. sFlow is also a troubleshooting alternative to SPAN, RSPAN, and ERSPAN, because you
can use sFlow to capture packets received or sent on a switch interface. However, unlike SPAN, RSPAN, and
ERSPAN, which can’t be used on trunks, sFlow is supported on trunks.

A typical sFlow setup for a managed FortiSwitch stack involves the following steps:

1. On FortiGate:
a. Configure sFlow collector settings for FortiSwitch.
b. Enable packet sampling on the FortiSwitch interfaces to monitor, and then set the packet
sampling rate, interface counter interval, and the traffic direction to monitor.
c. Like SNMP, you must also configure firewall policies to allow the sFlow datagrams sent to the
collector.

2. On the sFlow collector, confirm that flows are received.

The image on this slide shows an sFlow datagram from FortiSwitch that encapsulates a sampled LLDP frame.
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» Configure sFlow collector settings:

config switch-controller sflow
set collector-ip <collector-ip-addr>
set collector-port <port>

end

+ Enable sFlow on interface and configure sampling settings:

config switch-controller managed-switch
edit <switch-id>
config ports
edit <port>
set packet-sampler enabled | disabled
set packet-sample-rate <packet-sampling-rate>
set sflow-counter-interwval <counter-sampling-interval>
set sample—direction both | tx | rx
next
end
next
end

F':-:FlTIl'IET' © Fortinet Inc. All Rights Reserved 14
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Like SNMP, FortiSwitch follows the same sFlow configuration approach as FortiOS.

You configure sFlow for your managed switches using the FortiGate CLI, as shown on this slide. The first step
is to configure the sFlow collector IP address and port. The default port is 6343.

The second step is to enable sFlow on the switch interface and then configure the corresponding sFlow
sampling settings:

» Packet sampling rate: This is set to 512 by default. That is, 1 in 512 packets are sampled. The lower the
sampling rate, the higher the CPU usage. A rate of 512 works most of the time, but you may want to
increase the rate on higher-speed interfaces processing large amounts of traffic.

» Counter sampling interval: This defines the interval for the counter sampling. It's set to 0 by default, which
means that periodic interface counters are not sent. If you want your sFlow collector to accurately track the
utilization on a port, then it is recommended to set the interval between 20 to 30 seconds.

+ Sampling direction: This defines whether you want to enable sFlow for both directions of the traffic, or for
the transmit or receive directions only. It's set to both by default.
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Knowledge Check
1. Which statement about sFlow is true?
Y'A_ sFlow can perform packet sampling and counter sampling.
B. sFlowis less CPU intensive than SNMP.
2. Whatisthe sflow-counter-interval setting used for?
A. It defines the interval at which packets are sampled.
/B. It defines the interval at which interface counters are sent.
F::RTINET . . ..
Training Institute © Fortinet Inc. All Rights Reserved. 15
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Good job! You now understand sFlow.

Now, you will learn about flow tracking and exporting.
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Flow Tracking and Exporting

Objectives

+ Describe flow tracking and exporting
+ Configure flow tracking and exporting
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in flow tracking and exporting, you should be able to understand how

FortiSwitch can perform flow sampling and export the sampled flows to a collector using NetFlow or IPFIX
formats.
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5 Samp|e jndividua' ﬂows' b I?I!rnt( =’otc:ol-\'erslnn f.nS:Ci :B.G_‘.‘I.l?l, Of‘:': 10.9.1.18
- Traffic is equally sampled By ers s
More accurate traffic stats s ans oS eceaite
+ Sampled packet is not encapsulated in export packet T - sl e T
+ Exporting formats: Ercatds oS
+ NetFlow (v1, v5, and v9) g s e iy
» Developed by Cisco 5
- IPFIX = -
SreAddr: 10.9.10.2
Industry-standard (based on NetFlow v9) Dstaddr: 8.8.8.8

uration: @.018000000 seconds (switched)]

« Typical deployment (managed stack)

1. On FortiGate:
a. Configure collector settings

IPversion: 4

b. Select the sampling mode: Protacol: WP (17)
* Local 1P Tos: exbo
4 TCP Elags: Bwd@
*  Penmeter BA.. .... = Reserved: #u@

. = URG: Wot used
.. = ACK: Mot used

= Device ingress
= PSH: Not used
= RST: Mot used

c. Configure firewall policies to allow flows to collector
* Use the CLI to reference the FortiLink interface as source e pa

2. On collector, confirm flows are received

F:-=HT|nET © Fortinet Inc. All Rights Reserved.
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FortiSwitch can also track individual flows and export their information to a collector using different formats.
Unlike sFlow, which samples packets received or transmitted on a port (packet sampling), flow tracking
samples packets on individual flows (flow sampling). Flow sampling is more accurate than packet sampling
because all flows are sampled equally whereas, with packet sampling, bursty flows are sampled at a higher
rate than non-bursty flows, which leads to less accurate traffic statistics. One downside of using flow sampling
is that it does not encapsulate sampled packets in the flows sent to the collector, like sFlow does. This
prevents flow sampling from being used as a packet capture alternative.

When you enable flow tracking and exporting, you also export information for sampled flows using NetFlow or
Protocol Flow Information Export (IPFIX) formats. NetFlow was developed by Cisco, and FortiSwitch supports
versions 1, 5, and 9. IPFIX is the industry-standard version of NetFlow and is based on NetFlow version 9.

A typical flow tracking and exporting setup for a managed FortiSwitch stack involves the following steps:

1. On FortiGate:
a. Configure collector settings for FortiSwitch.
b. Select one of the supported sampling modes: local, perimeter, or device ingress.
c. Configure firewall policies to allow NetFlow or IPFIX flows to the collector.

2. On the collector, confirm that flows are received.

The image on this slide shows a NetFlow version 9 packet from FortiSwitch that contains information about a
sampled DNS flow. Note that only a summary of the network connection for the flow is provided, and that

there are no encapsulated packets.
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Configuring Flow Tracking and Exporting on the FortiGate CLI

+ Configure flow tracking and exporting settings:

config switch-controller flow-tracking
set sample-mode local | perimeter | device-ingress
set sample-rate <flow-sampling-rate>
set format netflowl | netflow5 | netflowd | ipfix
set collector=-ip <collector-ip-addr>
set collector-port <port>
set transport udp | tcp | sctp

end

* Example configuration:
config switch-controller flow-tracking
set sample-mode perimeter
set sample-rate 512
set format netflow9
set collector-ip 10.0.1.10
set collector-port 2055
set transport udp
end

F:=RTINET
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When you configure flow tracking and exporting on your managed FortiSwitch stack, all the configuration is

done under config switch-controller flow-tracking.

* In sampling mode, the following options are available:

* local: FortiGate turns on flow sampling on FortiSwitch but doesn’t change existing sampling
settings of interfaces. It is up to the administrator to configure the following port-level sampling

settings: packet-sampler, packet-sample-rate, and sample-direction.

+ perimeter: FortiGate configures FortiSwitch to perform ingress sampling on all switch interfaces,
except ICL and ISL interfaces. Traffic entering the FortiLink trunk is also sampled. The goal is to
sample traffic entering the FortiSwitch stack perimeter. Think of the FortiSwitch stack perimeter as

the switch ports where endpoints, including FortiGate, are connected.

* device-ingress: FortiGate configures FortiSwitch to perform ingress sampling on all switch
interfaces. The goal is to sample all the traffic across the FortiSwitch stack. This is, both north-

south and east-west traffic.

» Packet sampling rate: Serves the same purpose as sFlow, except that the rate applies to individual flows,

and not to all the traffic on a port, like in the sFlow case.
« Format: Choose between NetFlow v1, v2, and v9, and IPFIX.

+ Collector IP: Set the IP address of the collector. FortiSwitch starts performing flow sampling only after you

set the collector IP address. Setthe IPto 0.0.0.0 to turn off flow sampling.

» Collector port: Set the port the collector is listening on for NetFlow and IPFIX flows. Usually, collectors

listen on port 2055.
» Transport: Set the transport protocol used for flows. Usually, UDP works for most deployments.

This slide shows the most common settings that administrators adjust. For a full list of available settings, refer

to the FortiSwitch—Managed by FortiOS document on docs. fortinet.com.
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Viewing Sampled Flows on the FortiGate CLI

# diagnose switch-controller switch-info flow-tracking flows

Managed Switch : S2Z4EPTF1B0014Z7 0

System Flow-Export Flow Data

Sequence Number L} 10
Interface #1 : portl port2

IP Address #1 : 10.0.10.2 10.0.10.20
Port #1 : o] 41218

Interface #2 :
IP Address #2 :
Port #2 :
Protocol
Start Time :
Finish Time :

10.0.10.254

2048

icmp
2021-04-20T03:40:35
2021-04-20T03:40:5¢€

91.189.88.142

g0

tcp
2021-04-20T03:40:37
2021-04-20T03:40:40

Octets #1 : 440 336
Packets #1 : 5 €
Octets #2 : a [v]
Packets #2 : 0 0
TOS #1 : Ox00 0x00
TOS #2 : 0x00 0x00
TCP Flags #1 : > Ox10 ’F
TCP Flags #2 : 0x00
EXpire In(secs) : ! 203 3575
Total Count : 2
F:=RTINET
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This slide shows how to display the flows that are currently being sampled by FortiSwitch using the FortiGate
CLI. For each flow, common network parameters are shown, such as the source and destination IP address,
source and destination ports.

In addition, each flow is assigned an expiration timer. FortiSwitch samples packets for a flow until the flow
expires, which is when the flow is exported to the collector. If you want FortiSwitch to export flows to the
collector immediately, you can manually expire all flows on FortiSwitch by running the diagnose sys
flow-export expire-flows-all command on the FortiSwitch CLI.
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Knowledge Check

1. Which statement about flow tracking and exporting is true?
A. FortiSwitch performs packet sampling
¥'B. FortiSwitch can export flows using NetFlow and IPFIX formats

2. When does FortiSwitch export a sampled flow to the collector?
A. After it samples the first packet of the flow
w/B. After the sampled flow expires

F::RTINET
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Describe SNMPv1, v2, and v3 support

Identify supported SNMP traps and their thresholds

Configure SNMP polling and traps

Describe sFlow support and configuration

Describe how sFlow can be used as an mirroring alternative

Describe flow tracking

Configure NetFlow and IPFIX as exporting formats for sampled flows

View active sampled flows

L O U ¢
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned about the different options available on

FortiSwitch for monitoring the traffic passing through your managed stack, as well as the health of the
switches.
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FortiSwitch

Standalone Switch .

22 FortiOS 7.2

Last Modified: 14 February 2023

In this lesson, you will learn about FortiSwitch standalone management, and some of the unique features
available in standalone mode.
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" FortiLAN Cloud

| Advanced Layer 2

a 'Routing
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In this lesson, you will learn about the topics shown on this slide.
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Local Management

Objectives

+ Configure system interfaces

* |dentify GUI menus and submenus

+ Describe the most common administrative tasks
+ Migrate a standalone configuration to FortiGate
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in local management, you should be able to understand how to configure and
monitor FortiSwitch in standalone mode.
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Configuring System Interfaces on the CLI

+ Factory-default system interface configuration: + Set primary IP address and
} allowed protocols on mgmt:

config system interface
edit "mgmt™
set mode static
set ip 10.9.0.255 255.255.240.0
set allowaccess ping https ssh snmp
next
end

config system interface
edit "mgmt"
set mode dhcp
set allowaccess ping https ssh
set type physical
set secondary-IP enable
set snmp-index 55
set defaultgw enable
config secondaryvip
edit 1
set ip 192.168.1.99 255.255.255.0
set allowaccess ping https ssh
next

i

I

and
next

edit "internal™
set type physical
set snmp-index 54

next
end

* mgmt is not available on all FortiSwitch models

F::RTINET

Training Institute
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The first configuration change that administrators usually make is to assign a management IP to FortiSwitch
using the console port. There are two management interfaces available on FortiSwitch: mgmt and internal.
The mgmt interface provides you with out-of-band switch management. The internal interface is a logical

in-band management interface that is accessed through the switch ports. Note that all FortiSwitch models
come with an internal interface, but some come with a mgmt interface.

This slide shows the factory-default configuration for both interfaces. Note that although the mgmt interface is
configured to get its primary IP from DHCP, the interface is also assigned the secondary IP
192.168.1.99/24. This means that you can connect a PC to the mgmt port, assign the PC NIC any IP in
the 192.168.1.0/24 subnet, and then access the switch from the PC. Alternatively, you can connect mgmt
to your LAN to get an IP over DHCP, or just assign a different static IP address.

This slide shows how to assign a primary IP address on the mgmt interface and how to add SNMP to the list
of allowed administrative protocols. By default, mgmt allows PING, HTTPS, and SSH protocols only.
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Configuring System Interfaces on the CLI (Contd)
* internal is assigned to VLAN 4094 by » Configuration example (port24 as
default: switch port):
config switch interface ' = Set primary IP address and admin protocols

edit "internal™ ’ =
set native-vlan 4094 on internal:
set allowed-vlans 4094 : ~
config system interface

next

edit "internal™
end

set ip 10.0.13.3 255.255.255.0
. i set allowaccess ping https ssh snmp
* VLAN ID on physical switch port must L
match VLAN ID of internal
« Physical port is usually the uplink port - Assign VLAN 4094 to port24:

config switch interface
edit "port24”
set native-vlan 4094
set allowed-vlans 4094 <vlanl> <vlani>...
next
end

F::RTINET
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The internal interface is used in managed switch mode by default, but you can also use the interface in
standalone mode. However, because the interface is accessed through the switch ports, you must make sure
that the switch ports that connect to the network—usually the uplink ports—accept the VLAN ID assigned to
internal, which is VLAN 4094, by default. For example, if you connect port24 to your upstream network
infrastructure device, then you can assign VLAN 4094 as the native VLAN for port24 if you expect to receive
untagged management traffic at that port. Alternatively, you can add VLAN 4094 to the allowed VLANs on
port24 if you expect management traffic to be tagged.

The example on this slide shows how to set an IP address and the allowed administrative protocols on
internal. Note that by default, internal doesn’t allow any protocols. The example also shows how to
change the VLAN ID on the uplink port (port24 in the example). When you configure the allowed VLANs
setting on a port, remember to also include other VLAN IDs for which you expect to receive tagged traffic from
on the port.
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GUI Navigation
* Four main sections:

= = FortiSwitch 224E-POE ~ S224EPT

g
= Switch >
»
3

>4 Router

i

D Log

®¢ Config
& Admin

»
»
&o User »
P huthentication >

»

@ Certificate

& Link Manitor

& Flow Export >
& FortiLAN Cloud

9 Locations

@ DHCP

Y Packet Capture

B Debug Report

¥ Pysical Ports
L Trunds

o Interfaces

@ Port Security

4 5P

D Flap Cuard

Q, DHCP Snooping
D MAC Limit

@ 1P Source Guard
@, LLDP-MED

= ACL

¥ POE

A sFlaw

P Mirror
Cvian

«f Virtual Wires
w8 Stoem Control
B MAC Entries
& QoS

=2 Moaitor
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Q@ Config

© Fortinet Inc. All Rights Reserved.

After you set up basic management access on FortiSwitch, you can access its GUI for further configuration.

The FortiSwitch GUI displays a left menu that is divided into the following four main sections:

+ System: This section provides you with access to settings for switch management features, such as the
internal and management interface, authentication servers, certificates, flow sampling, administrators,
FortiSwitchCloud, as well as firmware and configuration maintenance. Moreover, when you log in to the

FortiSwitch GUI, you land on the dashboard page of this section.

« Switch: Usually, this section is where you will spend most of your FortiSwitch management time. This is
where you configure all switching-related aspects such as switch ports, VLANs, STP, ACLs, QoS, PoE,

and so on.

* Router: This is where you configure static and dynamic routing. Dynamic routing options are displayed
only if the switch has a valid advanced features license.

* Log: Browse this section to review system logs, as well as to configure logging on the device.
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Dashboard

Dashboard

System Information
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"
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B |-
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When you access the FortiSwitch GUI, you land on the Dashboard page. The page provides you with overall

system management and operating information, and is organized in four sections:

+ System Information: contains basic system information, such as the switch serial number, firmware
version, time, and uptime. There are also links that provide you with quick access to the firmware,
configuration, and license maintenance pages. You will also find links to reboot or shut down the switch.

+ Operation: provides you with the faceplate view of the switch, which displays the status of ports. It also
shows important health information, such as the current CPU and memory usage, the device temperature
in Celsius degrees, and its POE power consumption.

+ Bandwidth: contains real-time graphs displaying the overall bandwidth utilization, as well as the top 12

bandwidth-consuming interfaces.

* Losses: contains real-time graphs displaying the packet loss on the switch due to port errors and drops. A
screenshot of this section is shown on the next slide.
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This slide shows a screenshot of the Losses section available on the dashboard. The graphs shown on this
slide indicate no packet loss.

Next, you will learn about some of the most relevant GUI pages that administrators access to manage a
standalone switch.
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If you need to make further changes to the system interfaces, you can do that by browsing to the Physical
System Interfaces page, as shown on this slide.
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Static Routes [+ raarose |
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If you want to access the switch from a different subnet, you likely need to configure one or more static routes
for management traffic on the Static Routes page. This slide shows an example of a default route using the

mgmt interface.
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For backing up and restoring the configuration, you must use the corresponding links available on the
dashboard. For revisions, however, you can either use the link on the dashboard or just browse to the
Revisions page under System > Config.

On the Dashboard, click Backup to download a copy of the switch configuration file. You can optionally set a
password to encrypt the file for security purposes. After encryption, the configuration file cannot be decrypted
without the password and a FortiSwitch device of the same model and firmware. If you don’t set a password,
most of the configuration file content is saved in plain text. However, sensitive information in the configuration
file is hashed, and, therefore, obfuscated. The hashed sensitive information would include passwords for
administrators, local users, and certificates. It may also include passwords for RADIUS and LDAP servers.

You have two options for restoring a configuration file: upload your own file or revert to any of the files
automatically saved by FortiSwitch. Click Restore on the Dashboard to upload your configuration file. If the
file is password-protected, make sure to enter its password so FortiSwitch can restore it.

The Revisions page displays a list of configuration files that have been automatically saved locally by the
system. By default, this happens every time there is a change in the configuration and the administrator logs
off from FortiSwitch either manually or automatically. The administrator logs off automatically when the
administrative session times out, during a firmware upgrade, or when the device reboots. You can revert to
any of the configuration files displayed on this page.

Note that restoring or reverting a configuration causes the switch to reboot.
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« Plain-text:

« Encrypted:

#config-version$sd QSDE‘W{build-ild—zzuﬁzz : opmode=0: vdom=0 : user=admin
#conf file ver=9854396219158800320
#buildno=041¢6

#global vdom=1

config systam g

« Contains mostly non-default settings
» Passwords are hashed
= Preferred for troubleshooting

+ Configuration restore:
+ Same model + build required

7102l 4186)

Gl

» Settings are encrypted
« Preferred for security
« Not useful for offline troubleshooting

+ Configuration restore:

* Same model + build + password
required
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If you open the configuration file in a text editor, you'll see that both encrypted and unencrypted configuration
files contain a plain text header that contains some basic information about the device. The example on this
slide shows which information is included. To restore an encrypted configuration file, you must upload it to a
FortiSwitch device of the same model and firmware, and then provide the password. To restore an
unencrypted configuration file, you are required to match only the model and the firmware build number.

The configuration file contains mostly non-default settings. If the file is in plain text, passwords are hashed for
privacy purposes. A plain text file is preferred for troubleshooting because you can review the configuration of
the device offline, which is very useful and time saving when contacting Fortinet Technical Support. When the
file is encrypted, you must check the configuration directly on the device.
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The example on this slide shows a screenshot of the Firmware page. Before applying new firmware to
FortiSwitch, make sure to follow the following recommendations:

1. Read the Release Notes of the new firmware. The document contains important information about the
recommended upgrade path. It also includes information about known issues introduced in the new
firmware and their solutions, if applicable.

2. Download the image file of the current firmware. You do this in case you want to revert to the old firmware
should you run into issues with the new firmware.

3. Back up the current configuration file. Having a backup is useful for troubleshooting or for reverting to an
old configuration during a rollback.

4. Make sure you have access to the console. This enables you to monitor the firmware upgrade process, as
well as capture any relevant messages produced on the console. The console is also useful if you happen
to lose network connectivity to FortiSwitch after the upgrade.

5. Optionally, restore an old configuration file after downgrading the firmware. When you downgrade the
firmware, some settings may be lost if the new firmware file doesn’t understand the current configuration
and, therefore, is unable to apply it. It you took a backup of the configuration file when FortiSwitch was
running the older firmware, then you should restore the old configuration to ensure no settings are lost.

Upgrading the firmware is straightforward: Select an image file from your local workstation, and then click
Apply. Make sure to select Allow Firmware Downgrade if the firmware image version you uploaded is older
than the current version FortiSwitch is running. Note that upgrading or downgrading the firmware requires a
reboot.
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You can create a new system administrator or edit an existing one on the Administrators page. When editing
an administrator, you can set its type to Regular or Remote. The former uses a local password for
authentication, while the latter uses a password stored in a remote LDAP or RADIUS server.

Usually, you also want to limit the administrator permissions by assigning an Admin Profile.
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| Admin Profiles

Show 25 entries Search:

B SsiectAl | WO ul g et

Name $ MGMT % Admin % Switch % Packet % System $ NET % Log % Router 5 Guard s UTIL S Alias

prof_admin Read/Write Read/Write Read/Write Read/Write Read/Write ReadWrite Read/Write Read/Write Read/Write Read/Write Read/Write
super_admin  Read/Write Read/Write Read/Write ReadWrite Read/Write Read/Write Read/Write Read/Write Read/Write Read/Write Read/Write

Showing 1 to 2 of 2 entries

Add Profile

o & Wt Ondy & Pt e &
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You assign permissions to an administrator profile on the Admin Profiles page. Here, you can specify read
and write rights, read-only rights, or none. In addition, you assign the rights to a specific system configuration

scope (or access control).
By default, there is a special profile named super_admin, which is used by the default account admin. It
cannot be changed, and it provides full access to everything, making the admin account similar to a root

superuser account.

The prof_admin is another default profile. It also provides full access, but unlike super_admin, which can
create other super_admin users, administrators who are assigned the prof_admin profile can’t. Also, you

can change the permissions of the prof_admin profile, if required.
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The configuration for ports and trunks are organized in physical and interface settings. Physical settings,
which are shown on the Physical Switch Ports page, are mostly settings for specific Layer 1 and Layer 2
features. For instance, you can set the port speed and duplex mode, shut down or bring up the port

administratively, configure the port LLDP settings, and so on.

Another two options available on this page are energy-efficient Ethernet (EEE) and flap guard. When you
enable EEE, the switch monitors the traffic on a port and places the port in sleep mode if no data is being
transmitted. When data transmission is resumed, the port starts consuming the normal amount of power

again.

Flap guard prevents STP instability by detecting and automatically shutting down flapping ports. Because a
port transitions through different STP states every time its link comes up, shutting down flapping ports can

prevent the STP process from becoming unstable.

The Physical Switch Ports page also provides an option to run a time-domain reflectometer (TDR)
diagnostic test on the cable. FortiSwitch uses TDR to determine an estimated length of each pair on the
Ethernet copper cable, as well as to detect if a pair is faulty. The example on this slide shows good TDR test

results for all pairs in the Ethernet cable connected to port2.
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Most of the switch port settings are found on the Switch Interfaces page. This is where you configure the port
VLAN settings, STP, QoS, IGMP snooping, packet and flow sampling, port security, and so on.

A feature that is more suited for standalone deployments is Private VLAN (PVLAN). PVLAN divides a primary
VLAN into one or more secondary VLANs. The goal is to further restrict access of endpoints in a VLAN
without having to change their current IP addressing. You will learn more about PVLANS in this lesson.

The example on this slide shows some of the settings available on the Switch Interfaces page when you edit
a port.
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You can also create trunks by browsing to the Trunks page. When editing or creating a trunk, you can select
a trunk mode that is only available in standalone mode: Fortinet Trunk.

The Fortinet trunk mode was created with a specific topology in mind: FortiGate sandwich deployment. Under
this scenario, you have one or more FortiSwitch devices receiving traffic from the network and forwarding it to
one or more sandwiched FortiGate devices for inspection. After FortiGate inspects and accepts the traffic, the
traffic is forwarded back to FortiSwitch. It is called a sandwich because FortiSwitch load balances the traffic
across multiple FortiGate devices. To load balance the traffic, you configure one or more trunks on
FortiSwitch, with each trunk member connected to a different FortiGate.

Unlike LACP, which uses LACPDUs to monitor the health of trunk members, a Fortinet trunk uses UDP for
heartbeat packets. This mechanism enables FortiSwitch to check the health of the connected sandwiched
FortiGate devices by verifying that the heartbeat packets sent on a trunk member are received at the same
member, preventing FortiSwitch from sending traffic to a dead FortiGate.
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Another important page that you will likely visit is the Monitor page located under the Switch menu. Here you
find status information for multiple switching-related features, such as the MAC address table (or forwarding
table), trunks, port stats, and STP. The example on this slide shows screenshots of the Forwarding Table,
Trunks, and Port Stats pages.
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Browse to the Log page to display the local logs generated by the system. Here, you can download the logs
as a text file or delete them. There are also a filter tool bar and a search bar that you can use to display
specific logs.
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Most administrators deploy FortiSwitch in managed switch mode. However, some administrators who are
unfamiliar with managed switch mode prefer to deploy FortiSwitch in standalone mode first, and then
eventually move to a FortiGate-managed setup.

When you enable managed switch mode on FortiSwitch, the configuration on the standalone switch is
replaced by the default configuration for a managed switch, which means that your standalone settings are
lost. This also means that you must start your FortiSwitch configuration over again, but this time using
FortiGate. To save time, Fortinet provides you with a migration tool called fortilinkify.py thatis
available for download on the Fortinet Developer Network (FNDN) page at fndn.fortinet.net.

The tool is a Python script that converts the supported settings in a FortiSwitch standalone configuration file to
the equivalent FortiOS settings for a managed switch. Note that not all the settings in your FortiSwitch
configuration file are converted. Only those supported by managed switch mode and by the script are. The
tool documentation at the FNDN page contains a list of supported settings.

To use the script:

1. Download the configuration file from your standalone switch. Don’t set a password.
Run the script. The script takes as input the configuration file from your standalone switch and generates

a configuration file with the equivalent FortiOS settings.
3. Review the configuration file generated by the script. You should be aware of the changes that you will

apply on FortiGate.
4. Apply the configuration file on FortiGate. For this, you can use the FortiGate GUI script tool.

FortiSwitch 7.2 Study Guide 349



Standalone Switch

DO NOT REPRINT

Knowledge Check

1. What is the factory default secondary IP address assigned to the mgmt interface?

/?—'.. 192, X680, SORDHL eS8, 255,.0
B. 152.168.100.98 255.255.255.0

2. Which statement about the factory default settings on the internal interface is true?

A. SSH, HTTP, and HTTPS access is enabled.
/B. The native VLAN is set to 4094.

3. Which statement about migrating a standalone configuration to FortiGate is true?
¥'A. You can use the fortilinki fy.py tool available on FNDN to convert the switch configuration to

FortiOS.
B. The standalone configuration is kept after the management mode is changed to managed switch
mode.
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Good job! You now understand local management.

Now, you will learn about FortiLAN Cloud.
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FortiLAN Cloud

Objectives

* Describe FortiLAN Cloud
* Add FortiSwitch to FortiLAN Cloud
+ |dentify GUI menus and submenus
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiLAN Cloud, you should be able to understand how to manage one or
more FortiSwitch islands from FortiLAN Cloud.
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FortiLAN Cloud—fortilan. forticloud.com—is a management as a service (MaaS) solution that
provides centralized discovery, visibility, and configuration for standalone FortiSwitch devices and Fortinet
wireless FortiAP devices, however, this course covers only FortiSwitch.

FortiLAN Cloud requires every switch to have internet access and a valid support contract. You must also
register FortiSwitch on your Fortinet support account so you can add the device on FortiLAN Cloud. In
addition, you must purchase a FortiLAN Cloud license if you want to manage more than three FortiSwitch
devices.

FortiLAN Cloud is disabled by default. When enabled, FortiSwitch securely connects to fortiswitch-
dispatch.forticloud.com on TCP port 443 using HTTPS. After the connection is established, FortiLAN

Cloud polls data from FortiSwitch every 5 minutes.
This slide shows the FortiSwitchOS CLI setting that controls the FortiLAN Cloud feature on FortiSwitch. If you

also want to manage your standalone switch from FortiLAN Cloud, ensure that the feature is enabled under
config system flan-cloud.
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After you log in to FortiLAN Cloud, you land on the Networks tab of the Summary page. From this page, you
can access summary information of deployed FortiSwitch devices and events. FortiLAN Cloud uses networks
to group devices together logically for management purposes. The default network is called Combined
Default and all devices will be placed in this group if no custom groups are defined. You create custom
networks from this page by clicking the Add Network button. To select the network containing the devices
you want to manage, click the network name in the Network section at the bottom.
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Inventory Devices on the Devices tab displays FortiSwitch devices that are registered to the Fortinet
account but not deployed to FortiLAN Cloud for management. From this page, you deploy one or more
FortiSwitch devices to FortiLAN Cloud by selecting the devices and clicking Deploy. You assign the devices
to their respective network so that they are grouped accordingly during the deployment process. After a
FortiSwitch device is deployed, it is no longer displayed under Inventory Devices—it moves to Deployed
Devices. In the example shown on this slide, a FortiSwitch is deployed to the network called Lab_Network,
the Inventory Devices counter is reduced from 3 to 2, and the Deployed Devices counter is increased from
0 to 1 after this operation takes place.
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After you add one or more FortiSwitch devices, you can browse to the Dashboard page under the Switch
menu, where you can get a status summary of your switches. There are multiple widgets on the page, each
reporting on a different FortiSwitch feature. Each dashboard is relative to the Network object you've selected.
In the example shown on this slide, the network named Lab_Network was selected and so only the
FortiSwitch devices that were added to that network are displayed.

Each widget contains links that provide you with further details about the feature in question. Note that the
sample screenshot was cropped to fit on this slide.
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Click Topology to view a physical topology built based on the LLDP neighbor information discovered by your
switches. The page displays a physical topology for each FortiSwitch island managed by FortiLAN Cloud. An
island is a group of interconnected FortiSwitch devices. The example on this slide shows one FortiSwitch

island only.

Only physical connections for which an LLDP neighbor has been discovered are included in the topology.

You can also click the zoom icon to display a detailed view of the physical connections.
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The Detail Topology page displays the ports that connect to each LLDP neighbor. Click a device in the
topology to display the details. The example on this slide shows the connection details for the FortiSwitch
device named Core-1.
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The Deployed Switch page provides you with a list of the FortiSwitch devices that are currently being
managed on FortiLAN Cloud.

Right-click a switch to display a list of available actions and information. You can also click the graph icon in
the Action column to display historical graphs for important operating parameters, such as CPU, temperature,
bandwidth, and the number of entries in the MAC address table.

FortiSwitch 7.2 Study Guide 359

Vouchers & Dumps are Available | WhatsApp +201224560923



DO NOT REPRINT Brave-dumps.com

CODRTINET
JINTIINL ]

Standalone Switch

e
e

Switch (Contd)
i Diagnostics & Detalls: Access-1
S424DPTF20000028 B Genera
- w720 busd0418,2 20822 (interim) “ CPU Usage @
M FortiGwiton-4240-POE - Mamaty Uiags O
L Cannection Uptime
e R v ©
on R 7ot Power Budget Remainin
B Faceplate
oA St @ up to Date
rmiware Upgrad Hong
MG 1 L] s L) 11 1 18 17 18
parace S hone S g Qo ococogcgQa@o
- (- =T
s None [~ B =R = B v B = S o i = B = R v i v
' T 4 & 8 W 12 14 1 18 3
e Statist Actions = || Config = || Tools = | oL & oGul
B3 Zero touch configuration status
Po
Qs
Part Turk & Access Mode Enatied Features & POE S PortStats ¥ DHCPSnooping 3 Natve VLANS  Allowsd VLANS &
@ nternal Harmal @ Edge-Part ¥ Enabled TX bps = 0 S Untristed 1 Feut
RX bos = 0
@ portt Marmal ® Spanning Tree Pretoesl & Powered 6.60W TX bps = 0 © untrustes 1 BEAL!
© Eage-Port RX bips = 0
@ portz Mormal ® Spanning Tree Protocol ¥ Powered 6.00W  TX bps = 0 © Unirusi = 1 Cabie
© tage-Prt RX bps = 0
—m—
F::RTINET . .
e - © Fortinet Inc. All Rights Resenved.
Training Institute

The Diagnostics & Details page enables you to perform many common configuration and maintenance
tasks, such as configuration backup and restore, rebooting the switch, viewing switch port details, and
firmware upgrade. You can also initiate cable tests, initiate ping and traceroute diagnostics, bounce physical

ports, reset PoE, view the MAC address table, routing table, LLDP neighbor details, and so on.

This page also provides you with SSH and GUI connection tools. When you connect to the FortiSwitch GUI or
CLI using FortiLAN Cloud, you establish a secure connection to the device through FortiLAN Cloud, not
directly.
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The Configuration page displays configuration tools for the most common features on FortiSwitch. Most of
the features shown here should be familiar to you already, and the way to configure them is very similar to
how you would configure them on a FortiGate-managed switch or on FortiSwitch directly. For this reason, the
lesson focuses on the first three features only, which are unique on FortiLAN Cloud: Zero Touch
Configurations, Configuration Backup/Restore, and Scheduled Upgrade.
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Zero touch configurations (ZTCs) enable you to apply configuration settings and firmware to one or more
switches at a scheduled time, or when the switch connects to FortiLAN Cloud for the first time. You can select
the target switches by tag, serial number, or model.

To apply a configuration using ZTCs, you enter the corresponding FortiSwitchOS CLI settings you want to run
on the device. If you also select a firmware version for the device, then FortiLAN Cloud first applies the new
firmware on FortiSwitch, and then applies the configuration.

New ZTC tasks are disabled by default. Therefore, you must enable the task by toggling the task status button
on the ZTCs page.

The example on this slide shows a ZTC task that applies the firmware version 7.2.2 to the switch, and sets its
hostname. The switch is selected by hostname, and the task is scheduled to run at a specific date and time.
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Browse to the Scheduled Upgrade page to schedule firmware upgrades on one or more switches. You can
select the target switches by model, tag, or hostname.

New scheduled upgrade tasks are disabled by default. Therefore, you must enable the task by toggling its

status button.

The example on this slide shows a scheduled upgrade task that applies the latest firmware version available
to all 108F model FortiSwitches. The switches are selected by model number and the task is scheduled to run
at a specific date and time. Note there is a field available where you can add serial numbers to exclude

specific devices from the upgrade process.
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The Configuration Backup/Restore page enables you to import, clone, and restore to FortiSwitch a
configuration file stored in FortiLAN Cloud. You can quickly review the contents of the configuration file by
clicking the View button. If you want to apply the configuration to the switch, click the Restore button while the

desired configuration is selected, as shown on this slide. Note that applying the configuration to a switch
causes the switch to reboot.
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Browse to the Monitor page to view the status of the most common features. This slide shows sample
screenshots for some of the features you can monitor. Note that although the information displayed is for all
managed switches, you can filter information for a particular switch, if required.
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Knowledge Check

1. Which statement about FortiLAN Cloud operation is true?

¥'A. FortiLAN Cloud is disabled by default.
B. FortiSwitch uses HTTP to connect to FortiLAN Cloud.

2. What information does FortiLAN Cloud use to build its topology?

A. Entries in the MAC address table
/B. Entries in the LLDP neighbor table

3. Which statement about ZTCs is true?
A. Tasks can be configuredto run only when FortiSwitch connects to FortiLAN Cloud for the first time.

+'B. The firmware is applied first, and then the configuration.
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Good job! You now understand FortiLAN Cloud.

Now, you will learn about advanced Layer 2.
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Advanced Layer 2

Objectives
+ Understand ACLs
* Describe ACL policers

* Understand MAC, IP, and protocol-based VLANs
* Describe PVLANs
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in advanced Layer 2, you should be able to understand how to use ACLs,
MAC, IP, and protocol-based VLANs, and PVLANSs to deploy sophisticated Layer 2 services.
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Access control lists (ACLs) enable you to perform multiple actions on matching traffic that enters and leaves
the switch. You can configure FortiSwitch to perform the following type of actions on traffic:

» Traffic processing: count, drop, redirect, or mirror frames
* QoS: rate limit, set egress queue, or remark CoS and DSCP values on frames
* VLAN: set outer VLAN tag on frames

To match traffic on ACLs, you configure classifiers. Classifiers enable you to match traffic using multiple
criteria such as: destination and source IP addresses, destination and source MAC addresses, CoS and
DSCP values, and VLAN ID. FortiSwitch checks ACL policies from top to bottom until it finds a match.

You can configure ACLs at different stages of the traffic processing pipeline. Depending on the FortiSwitch
model, there are up to three different stages you can configure ACLs on:

+ Prelookup: This is the first stage in the pipeline for ingress traffic. It takes place before the switch performs
Layer 2 and Layer 3 lookups, and it supports a reduced number of actions. If the action you need is
supported on this stage, then in most cases, it is better to apply the action at this stage, before the switch
handles the traffic any further.

» Ingress: This is the second stage for ingress traffic. It supports a higher number of actions.

+ [Egress: Actions are applied on egress traffic only.

Most FortiSwitch models support ACLs at the ingress stage. However, only some models support ACLs at the
prelookup and egress stages.
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This slide shows the first part of an ACL ingress policy configuration that redirects ICMP traffic received at
port1, to port2. The procedures to create ACL prelookup and egress policies are the same except that you
have fewer options available for classifiers and actions.

The first step during an ACL configuration is to indicate the ACL policy ID and the interfaces to apply the ACL
policy on. The example on this slide shows port1 as the selected interface, which means that the ACL ingress
policy is applied on the ingress traffic received at port1. Optionally, you can also select an ACL group and a
schedule.

ACL groups allow the same packet to match multiple ACL policies by arranging ACL policies in groups. The
result is that FortiSwitch checks in parallel the ACL policies configured in multiple groups, and then applies the
non-conflicting actions configured on each matching ACL. If there is a conflicting action, FortiSwitch resolves it
by applying the action of the ACL with the lowest group number.

The number of supported ACL groups is platform dependent. For example, a FortiSwitch 224E model
supports four groups. By default, all ACL policies configured on the GUI are placed in group 1. If you want to
set a different group on an ACL, then you must set the group using the CLI and when you create the ACL.

Schedules indicate the days and times to enforce the ACL on. For FortiSwitch to display the schedules on the

GUI, you must have previously configured them using the FortiSwitch CLI under config system
schedule.
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Configuring ACLs on the GUI (Contd)
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This slide shows the second part of an ACL ingress policy configuration, specifically the Classifier section.
Here, you set the criteria that FortiSwitch looks for on the packet to determine a match. You can define
multiple Layer 2 and Layer 3 criteria.

You can also define the service to match—all ICMP traffic in the example. FortiSwitch comes with a list of
predefined services. If your traffic doesn’t match any of the predefined services, you can configure a custom
service on the CLI under config switch acl service custom.

Note that the Ethernet Type field requires you to type the Ethernet type value in decimal. For example, IPv4,
which is 0x0800 in hexadecimal, equals to 2048 in decimal.
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This slide shows the last part of an ACL ingress policy configuration, specifically the Action section. There
are multiple actions to choose from, and they vary among stages. The example on this slide instructs
FortiSwitch to count matching packets and remark them with 5 and 10 as the CoS and DSCP values,
respectively. In addition, the packet is forwarded to port2. Counting packets is useful for troubleshooting and
monitoring purposes, because sometimes you want to know if a port received a packet that matches a specific
classifier on the ACL policy.

There are three options that control how matching packets are forwarded. Egress Mask indicates the ports
the packet must not be forwarded to, while Redirect Physical Port indicates a list of physical ports to redirect
the packet to. You can also use the Redirect Interface option, which is similar to Redirect Physical Port,
except that you can also redirect packets to logical interfaces, such as the internal interface and trunks, and
not just to physical ports. A downside of using Redirect Interface is that you can select one interface only,
whereas Redirect Physical Port allows you to select multiple ports. Note that you can’t use Egress Mask or
Redirect Physical Port options at the same time as Redirect Interface.

Another two actions available are mirroring and policing. Mirroring enables FortiSwitch to send a copy of the
matching packet to a monitoring device by using SPAN, RSPAN, or ERSPAN, as defined in the selected
Mirror profile. The original packet is still processed according to the forwarding rules configured on the port
(drop, count, redirect, and so on). It is just that a copy of the packet for monitoring and troubleshooting
purposes is made. You will learn more about mirroring in another lesson. Policing enables FortiSwitch to rate
limit the traffic based on the selected Policer profile.
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« Same previous example:

Configuring ACLs on the CLI

» Schedule profile:

config switch acl ingress
edit 1

config acticn
set count enable
set remark-cos 5
set remark-dscp 10

end

config classifier

config system schedule recurring
edit "weekdays"
set day monday tuesday wednesday thursday friday
set end 23:59
set start 00:00
next
end

set dst—ip-prefix 0.0.0.0 255.

set ether-type 0x0800
set service "AIL ICMP"
set src—mac 58:ef:68:b4:33:32
set vlan-id 10
end
set
set

descripticn "Redirect ICMP traffiec to port2”
group 1
set schedule "weekdays"

next
end
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This slide shows the equivalent CLI settings for the ACL ingress policy that was previously configured on the
GUI. Note that the CLI shows the Ethernet type in hexadecimal. This slide also shows the settings for the
schedule selected on the ACL ingress policy.

In addition, remember that if you want to assign the ACL policy to a different group (the default group is 1),
then you must set the group ID on the CLI and during ACL creation.
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= Traffic below guaranteed bandwidth (CIR in RFC 2697) is allowed
« Traffic above guaranteed burst (CBS in RFC 2697) or maximum burst (EBS in RFC 2697) is dropped
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ACL policers enable you to rate limit the traffic that matches an ACL policy. The policer implementation is
based on the Single Rate Three Color Marker (srTCM; RFC 2697).

The Guaranteed Bandwidth, Guaranteed Burst, and Maximum Burst settings correspond to the
committed information rate (CIR), committed burst size (CBS), and excess burst size (EBS) parameters
defined in RFC 2697, respectively.

Traffic below the guaranteed bandwidth is marked green. Traffic above the guaranteed burst and below the
maximum burst is marked yellow. Traffic above the maximum burst is marked red. FortiSwitch then allows
traffic marked as green, and drops traffic marked as yellow or red.

This slide shows an example of an ACL policer configuration. Note that the Type setting determines whether
the policer is to be used on an ACL ingress policy or on an ACL egress policy.

FortiSwitch 7.2 Study Guide 374



Standalone Switch

DO NOT REPRINT

HORHNET —

Displaying ACL Counters on the GUI
Switch > Monitor> ACL Counters

ACL Counters

Show 25

1D # Group & Type + Colors + Packets # Bytes

1 1 Ingress @ 18 1836

ﬁil:jl?;'ll-r!]snﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 47

If you enable the count action on the ACL policy, then FortiSwitch counts every packet that matches the ACL
classifier. You can browse to the ACL Counters page to display the total number of matching packets and

bytes on the ACL.
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Usually, you assign ports to VLANSs by configuring the native VLAN and allowed VLAN settings on the port.
FortiSwitch then uses these settings to determine the VLAN to assign untagged and tagged ingress traffic to.
But what if you want to assign traffic to VLANs based on the source address and Ethernet protocol of the
traffic? The latter is possible with MAC, IP, and protocol-based VLANS.

MAC, IP, and protocol-based VLANs enable you to assign ingress traffic to VLANs based on the endpoint
source MAC address, source IP address, and Ethernet protocol (or Ethernet type). Then, when processing
ingress traffic, FortiSwitch overrides the VLAN settings on the port with the VLAN assigned to the endpoint (or
member) in the MAC, IP, and protocol-based VLAN configuration. One benefit is that you can place different
devices behind the same switch port in different VLANs. Another benefit is mobility because endpoints can be
assigned to the same VLAN regardless of the switch port they are connected to.

The benefits provided by MAC, IP, and protocol-based VLANs can also be obtained with 802.1X
authentication. However, 802.1X is considered more scalable and secure, and therefore generally a better
option. For this reason, MAC, IP, and protocol-based VLANs are more often used as a solution for specific
scenarios rather than as the main VLAN assignment method in the network.

The example on this slide shows PC1 and PC2 behind port1 on FortiSwitch. The native VLAN on port1 is
VLAN 20. Under standard VLAN operation, this would result in FortiSwitch tagging frames from PC1 with
VLAN 20 when forwarding them to port2. However, because PC1 is a member of VLAN 10 (a member by
MAC address), then FortiSwitch tags the frames from PC1 with VLAN 10 instead. Frames from PC2 that
egress port2 are tagged with VLAN 20 because, unlike PC1, PC2 is not configured as a member of VLAN 10.
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Edit VLAN
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Configuring MAC, IP, and Protocol-Based VLANs

+ Use the GUI to configure members by

+ Use the CLI to configure all member
types:

config switch vlan
edit 10
set description “Students™
config member-by-mac
adit 1
set description "BCI"
set mac SB:cf:60:b4:33:32
nexl
end
config member-by—-ipvd
edit 1
set address 10.0.10.0 255.255.255.0
set description "IT"
next
config member-by-ipve
edit 1
set prefix 2001::/64
next
end
config member-by-proto
edit 1 3
set frametypss EthEInEtzE
set protocol OxBedd i

next

end

next
end

© Fortinet Inc. All ﬁights Reserved.

49

You can configure VLAN members by MAC address and IPv4 address using the GUI, as shown on this slide.
However, if you want to configure members by IPv6 address and Ethernet protocol, then you must use the

CLI, as shown on this slide.

Note that the GUI screenshot has been cropped to fit on this slide.
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? VLAN DS T 3OS ForfiSwitch
Al R P
. " Allowed VLANs: 10
Edit Physical Port Interface Untagged rame Untagged VLANs: 10
-L.:,N_.. Untagged frame -

Untagged frame | / \(\'\ | Untagged frame

PC1 PC2

SB:ef:68:bd:33:32 SB:ef:68:bd:33:c3
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When MAC, IP, and protocol-based VLANs were introduced in this lesson, the example showed that the
allowed VLANs and untagged VLANSs settings on port1 were set to 10. These settings are required to allow
the traffic destined to PC1.

The example on this slide shows the same topology as before, except that it is focused on the traffic destined
to endpoints. When FortiSwitch receives on port2 frames destined to PC1, FortiSwitch won’t forward the
frames to port1 unless port1 is configured with VLAN 10 as the native VLAN, or if VLAN 10 is included in the
allowed VLANSs setting. If you are using MAC, IP, and protocol-based VLANSs, then you probably don’t want to
change the native VLAN setting, which means that you must include VLAN 10 in the allowed VLANSs setting.
In addition, if the connected device expects to receive untagged traffic, then you must also include VLAN 10 in
the untagged VLANSs setting so FortiSwitch forwards the frames without a VLAN tag. For PC2, FortiSwitch can
forward traffic to the device because VLAN 20 is set as the native VLAN on port1.

This slide also shows how you can configure the allowed VLANs and untagged VLANSs settings using the GUI.
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Viewing MAC, IP, and Protocol-Based VLAN Assignments
+ Display VLAN members on the CLI:
# diagnose switch vlan assignment mac | ipv4 | ipvé | ether-proto list
* For example:
# diagnose switch vlan assignment mac list
oB:ef:68:b4:33:32 VLAN: lOEI talled: yes
Source: Configuration (entry 1)
Description: PCl
+ MAC address table reflects configuration:
# diagnose switch mac-address list
EMAC: 58:ef:68:b4:33:32 VLAN: lO%ﬁort: portl (port-id 1)
Flags: 0x00010441 [ hit dynamic sre-hit native ]
MAC: 58:ef:68:b4:33:c3 VLAN: 20 Port: portl(port-id 1)
Flags: 0x00010441 [ hit dynamic src-hit native ]
ZERTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. a1

You can review the assigned VLAN members by running the diagnose switch vlan assignment CLI
command. This slide shows an example of the output displayed when querying the members by MAC.

Note that the MAC address table also reflects the MAC, IP, and protocol-based VLAN assignments.
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PVLAN S [ ]viAn100- Primary

« Divides a primary VLAN into one or more secondary [ JviAn101-isolated
VLANs [ VAN 102 - Community

+ Break down a VLAN broadcast domain N

» Further restrict access within a VLAN ’?/}

« Two types of secondary VLANs
+ |solated:
+ Allows communication with primary VLAN only
« Community
+ Allows communication with primary VLAN and same
community VLAN
+ Port types:
» P-Port:
+ Member of primary VLAN only (no secondary VLANSs)
= Usually for gateway devices (routers, firewalls)
» [|-Port:
* Member of isolated VLAN
« For devices requiring north-south traffic only

« C-Port:
« Member of community VLAN PVLAN Configuration
. Forlg:levices requiring north-south and limited east-west [ Pots | Type | Primary VLAN | Secondary VLAN |
traffic port1. port2 |-Port 100 101
port3, portd C-Pot 100 102
F:RTINET e EEE e

© Fortinet Inc. All Rights Reserved. 62

Training Institute

A PVLAN divides a primary VLAN into one or more secondary VLANs. That is, a PVLAN divides a broadcast
domain into multiple smaller broadcast subdomains. PVLANs enable you to further restrict access of devices
in a VLAN without having to change their current IP addressing.

The are two types of secondary VLANSs:

» Isolated: Hosts in this VLAN can communicate with hosts in the primary VLAN only. Communication with
hosts in the same isolated VLAN, as well as communication with hosts in community VLANSs is blocked.

» Community: Hosts in this VLAN can communicate with other hosts in the same community VLAN or with
hosts in the primary VLAN. Communication with hosts in different secondary VLANs is blocked.

Depending on the PVLAN settings, a port is regarded as one of the following types:

* Promiscuous-Port (P-Port): A port that is a member of the primary VLAN only. No secondary VLANSs are
configured on this port. The host connected to this port can communicate with hosts in isolated VLANs or
community VLANSs. Usually, you want to configure this type of port on switch ports that connect to routers,
firewalls, and other types of gateway devices.

» Isolated-Port (I-Port): A port that is a member of an isolated VLAN. A use case could be a server that
needs to communicate with a gateway device only (north-south traffic), thus protecting the device from
potential internal attacks.

«  Community-Port (C-Port): A port that is a member of a community VLAN. A use case could be a server
that needs to communicate with a gateway device, as well as with a few other devices in the same
community VLAN for east-west traffic, thus restricting the communication to the minimum necessary.

The example on this slide shows how communication is restricted within a VLAN by using PVLANSs.

FortiSwitch 7.2 Study Guide 380



Standalone Switch

DO NOT REPRINT Brave-dumps.com

\=a -—
Configuring PVLANSs on the GUI

« Create PVLAN: « P-Port:

Edit Phiysical Port Interface

Add VLAN

Dncription

+ C-Port:

F::RTINET
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The first step to configure a PVLAN is to create the PVLAN on the VLAN page. Select Enabled to display the
settings for secondary VLANs. Note that you can configure only one isolated VLAN per primary VLAN, but
multiple community VLANSs.

The next step is to configure the interface VLAN settings. In the example shown on this slide, port5, port1, and
port3 are configured as P-Port, |-Port, and C-Port, respectively.
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Knowledge Check

1. What is the group setting in ACLs used for?
A. It defines the user group to match in a packet.
¥'B. It allows the same packet to match multiple ACL policies.

2. Which statement about MAC, IP, and protocol-based VLANSs is true?

YA, You may need to edit the allowed VLANs and untagged VLANs settings to allow traffic to the endpoint.
B. You can configure members by Ethernet protocol, on the GUI.

3. Which type of communication is allowed on devices in a community VLAN?
A. Communication with other devices in other community VLANs
+'B. Communication with devices in the primary VLAN

F::RTINET
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Lesson Overview

\/ Local Management

w/ FortiLAN Cloud

J 'Advanced Layer 2

Routlng
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Good job! You now understand advanced Layer 2.

Now, you will learn about routing.
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Routing

Objectives

+ Describe routing and Layer 3 interfaces
+ Configure static routing

+ Configure BGP

+ Configure OSPF

+ Display routing table

F::ERTINET 56
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in routing, you should be able to understand how to configure FortiSwitch to
route user traffic.
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= Physical 1opol Lotical Tapolay
- Layer 3 routing of user traffic: hysical Topalogy ‘q

« Hardware and software-based
i o /
1

Lo

* Model-dependent &= o 4
gl for FeniSwich i
* |nterfaces PR : | |
- Lcopback — ;&a:faepms-r;mymp
+ SVis E?

.

Static routing e

+ Dynamic routing o
+ Requires advanced services license
* Model-dependent

« Supported protocols PC1

PC1 PC2 PC3 PC4

+ BGPv4

. OSPF2

. RIPV2 s v [l orsce v [ oot

+ IsIs ports 100 V100 100 10.0.100.2/30
port1, port2 0 Vo 101 10.0.101.254/24

+ |Pv4 and IPv6 support

port3, port4 102 V102 102 10.0.102.254/24
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By default, FortiSwitch does Ethernet switching only. However, you can configure FortiSwitch to also route
user traffic using static and dynamic routing. Note that dynamic routing requires an advanced services license.

Depending on the FortiSwitch model, routing is done on hardware or software. Hardware-based routing
generally performs better because routing is done by ASIC, whereas software-based routing is done by the
system CPU, which hinders performance.

You can configure Layer 3 interfaces to perform routing on FortiSwitch. The following types of Layer 3
interfaces are supported:

+ Loopback: A logical interface that is not associated with any physical interface. It is commonly used as a
reliable IP interface for dynamic protocol negotiation and updates.

+ Switch virtual interface (SVI): A logical interface that is associated with a VLAN and that supports routing of
user traffic. If you are familiar with FortiGate, think of an SVI as a VLAN interface.

All FortiSwitch models that support routing can perform static routing. However, depending on the model,
some or all of the following dynamic routing protocols are supported: BGPv4, OSPFv2, RIPv2 and ISIS. Refer
to the FortiSwitch datasheet at fortinet.com to know which models perform hardware or software-based

routing, which models support dynamic routing, and the dynamic routing protocols they support.

The example on this slide shows FortiSwitch as a Layer 3 router. FortiSwitch performs inter-VLAN routing
between endpoints. FortiSwitch also forwards internet traffic to FortiGate, which acts as the internet gateway.
FortiSwitch is configured with three SVIs: V100, V101, and V102. V100 acts as the IP interface to route traffic
to and from FortiGate. This could be done using static or dynamic routing. V101 and V102 act as the LAN
gateway for endpoints in VLANs 101 and 102, respectively.
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= SVI:

Add VLAN Interface
Mama V100
Alias TFGT
Interface

VLANID

IP Configuration

Administration

Mode ® Static
DHCP
P/Netmak 1001002,

(1-40%4)

Configuring Layer 3 Interfaces

. Looiback:

Add Loopback Interface

MName Lol
Alias Loopback
IP Configuration
Mode Static
IP/Netmask 10.0.255.2/32

Administration

Training Institute

Status " Qup
O Down
Access HTTPS
O HTTP
B PING
F::RTINET

Status ® Qup
2 @ Down
Access [ HTTPS
[ HTTP
I# PING
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The example on this slide shows how to configure an SVI and a loopback interface on the GUI. Note that you

must bind an SVI to the internal interface.
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Configuring Static Routing

Add Static Route

1] 1 {1-21474835647)

Status 4

Destination IP/Netmask 0.0.0.0 0,000

Blackhole

Device V100 v

Dynamic Gateway

Gateway 10.0.100.1

Comments Internet gateway

o -
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The example on this slide shows a default static route configured on the GUI. Note that you must select the
interface (or device) that the route uses.
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If your FortiSwitch has a valid advanced services license, the FortiSwitch GUI shows an OSPF submenu that
you can use to configure OSPF. The example on this slide shows a basic OSPF configuration on each of the
four OSPF sections available on the GUI. The four sections are described next:

FortiSwitch 7.2 Study Guide

OSPF Settings: This is your starting point in the OSPF configuration. Here, you enable OSPF, set the
OSPF router ID, and optionally select which route types to redistribute into OSPF. The example on this
slide shows 10.9.0.169 as the OSPF router ID, and no redistributed routes.

OSPF Areas: After you enable OSPF, you must configure in this section at least one OSPF area that
OSPF participates in. The example on this slide shows a configuration for the backbone area (area
0.0.0.0).

OSPF Networks: This is where you configure one or more OSPF networks in an OSPF area. The
networks determine the Layer 3 interfaces FortiSwitch turns OSPF on. The example on this slide shows
the network 10.0.100.0/30 configured in the backbone area.

OSPF Interfaces: Optionally, you can edit the default OSPF settings on the system interfaces (or Layer 3
interfaces). The system interfaces include mgmt, internal, and SVIs. You can configure interface settings
such as the OSPF timers, MTU, cost, authentication, and so on. The example on this slide shows the
system interfaces with default settings.
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Configuring OSPF on the CLI

config router ospf
set router-id 10.9.0.169
config area
edit 0.0.0.0
next
end
config network
edit 1
set area 0.0.0.0
set prefix 10.0.100.0 255.255.255.252

config redistribute "connected"

config redistribute "static"
end
config redistribute "bgp"
end
config redistribute "rip"
end
config redistribute "isis"
end

end

F:=RTINET

Training Institute
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Alternatively, you can configure OSPF using the FortiSwitch CLI. The CLI provides you with many more
settings to configure OSPF. Usually, advanced OSPF users start off by configuring basic OSPF settings on
the FortiSwitch GUI, and then continue the setup on the CLI to configure advanced settings.

The example on this slide shows the equivalent CLI configuration applied previously on the GUI. Like the GUI,
the CLI shows an OSPF configuration node only if FortiSwitch has a valid advanced services license. If you
are familiar with OSPF configuration in FortiOS, notice that the OSPF configuration in the FortiSwitchOS CLI
is very similar to FortiOS.

Refer to the FortiSwitchOS CLI Reference guide at docs. fortinet.com to get the full list of settings
available for OSPF on the CLI.
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* View neighbor status:

# get router info ospf neighbor

Neighbor ID Pri State Dead Time Address Interface R¥mtL RgstL DBsmL
10.5.0.205 1 Full/DR 34.521s 10.0.100.1 Vv100:10.0.100.2 0 0 0

+ View acfive OSPF interfaces: IO

# get router info ospf interface
V100 is up
ifindex 38, MTU 1500 bytes, BW 0 Mbit <UP,BROADCAST, RUNNING, MULTICAST>
Internet Address 10.0.100.2/30, Broadcast 10.0.100.3, Area 0.0.0.0
MTU 1500 bytes, MTU mismatch detection: enabled
Router ID 10.9.0.169, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State Backup, Priority 1
Designated Router (ID) 10.9.0.205, Interface Address 10.0.100.1
Backup Designated Router (ID) 10.9.0.169, Interface Address 10.0.100.2
Multicast group memberships: OSPFAllRouters OSPFDesignatedRouters
Timer intervals configured, Hello 10s, Dead 40s, Wait 40s, Retransmit 5
Hello due in 3.714s
Neighbor Count is 1, Adjacent neighbor count is 1

F::RTINET
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This slide shows two of the most common OSPF monitoring CLI commands. You can use the get router
info ospf neighbor command to get the status of OSPF adjacencies on FortiSwitch. The example on
this slide shows that the adjacency with neighbor ID 10.9.0.205 is up (full synchronization), and that the
neighbor is the designated router (DR).

Another useful CLI command is get router info ospf interface. You can use this command to get
the list of the system interfaces that participate in OSPF. In the example shown on this slide, V100 is the only

interface participating in OSPF.

Refer to the FortiSwitchOS CLI Reference guide at docs. fortinet.com to get the full list of monitoring
commands available for OSPF.
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Configuring BGP on the CLI

config router bgp
set as 65002
set router-id 10.9.0.169
config neighbor
edit "10.0.100.1"
set remote-as 65001
next

end
config redistribute "connected"™
end
config redistribute "static"
end
config redistribute "ospf"”
end
config redistribute "rip"
end
config redistribute "isis™
end
config redistributeé "connected"
end
config redistributeé "static™
end
config redistributeé "ospf™
end
config redistributeé "rip"
end
config redistributeé "isis"™
and

end

F:=RTINET

Training Institute
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You can configure BGP on the FortiSwitch CLI only. In addition, BGP is supported on high-end FortiSwitch

models only, provided the switch has a valid advanced services license.

The example on this slide shows a very basic BGP configuration. FortiSwitch is assigned 65002 and
10.9.0.169 as the autonomous system (AS) and BGP router ID, respectively. In addition, FortiSwitch is

configured to peer with the external BGP neighbor 10.0.100.1, which uses 65001 as its AS.

If you are familiar with BGP configuration in FortiOS, notice that the BGP configuration in the FortiSwitchOS

CLlI is very similar to FortiOS.

Refer to the FortiSwitchOS CLI Reference guide at docs.fortinet.com to get the full list of settings

available for BGP on the CLI.
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+ View neighbor status:

Lo su:m.ai‘-

IPv4 Unicast Summary: —

BGP router identifier 10.9.0.169, local AS number 65002 vrf-id 0

BGP table wversion 5

RIB entries 1, using 112 bytes of memory

Peers 1, using 17 KiB of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ Out® Up/Down State/PfxRcd
10.0.100.1 4 65001 21 18 0 0 0 00:16:00 1l
e nEighbojjl/_

IPvE Unicast Summary:

BGP router identifier 10.9.0.169, local AS number €5002 vrf-id 0

BGP table version 0

RIB entries 0, using 0 bytes of memory

Peers 1, using 17 KiB of memory

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ outQ Up/Down State/PLxRcd
10.0.100.1 4 65001 A1l 18 0 0 0 00:16:00 0]
Total number of neighbors 1
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 64
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This slide shows an example of the output produced by the get router info bgp summary CLI
command. The command is commonly used for monitoring BGP on FortiSwitch, and displays the status of all
BGP peerings. The example on this slide shows that the peering with neighbor 10.0.100.1 is up, and that
FortiSwitch received one prefix from that neighbor.

Note that the output contains two sections: one for IPv4 and another for IPv6. Each section indicates the
number of IPv4 or IPv6 prefixes received. The example on this slide shows that no IPv6 prefixes were
received from neighbor 10.0.100.1.

Refer to the FortiSwitchOS CLI Reference guide at docs. fortinet.com to get the full list of monitoring
commands available for BGP.
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Routing Monitor

Show 25 « entries Search:

Selected % Queued & Rejected & FIB € HWTa urce % Destination % Next Hop % Interface & ConnectedTime £

- - - = 7 Available Static 0.0.0.0/0[220/0) $0.0.0.0/0[220/0] via 10.9.15.254 mgmt 00:12:46

v - - v Available OSPF 0.0.0.0/0[110/10] 0>*0.0.0.0/0[110/10] via 10.0.100.1 V100 00:34:42

s -— — ' Available O5PF 1.1.1.1/32[110/110] 0>*1.1.1.1/32[110/110] via 10.0.100.1 V100 00:40:35

v - - v Available BGP 2.2.20/24[20/0] B>"2.2.2.0/24[20/0] via 10.0.100.1 V100 00:11:17

- - - - Available OSPF 10.0.100.0/30[110/10] O 10.0.100.0/30[110/10] is directly connected V100 00:41:32

L Ld Awailable Connected  10.0.100.0/30 C>* 10.0.100.0/30 is directly connected V100 02:22:46

o4 v Available onnected 10.9.0.0/20 C>" 10.9.0.0/20 s directly connected mgmt 05:09:43

v v Available i 172.25.181.0/24[10/0] S>* 172.25.181.0/24 [10/0] via 10.9.15.254 mgmt 00:12:46
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 65
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At first glance, the FortiSwitch routing table displays the same standard information found in other routing
tables. One difference, however, is the presence of the Selected, Queued, Rejected, HW Table, and FIB
columns, which are explained next:

» Selected: indicates whether the route is the best route for the destination network.

* Queued: indicates whether the route is waiting to be installed in the hardware routing table. Routes are
first queued before being installed in the hardware routing table. This process usually happens very fast.

* Rejected: indicates routes that are not supported and therefore, are rejected by FortiSwitch.

* FIB: indicates routes that are installed in the forwarding information base (FIB). Like FortiGate, FortiSwitch
maintains a FIB, which is composed of the best (or selected) connected, static and dynamic routes. Note
the use of best. This is because, like FortiGate, not all routes are installed in the FortiSwitch FIB. Only the
best routes per destination network are.

+ HW Table: indicates which routes in the FIB are installed in the hardware routing table. FortiSwitch looks
up the hardware routing table first and, if there is no match, tries the FIB. Hardware-based routing is done
when FortiSwitch uses routes in the hardware routing table, which are loaded in the ASIC. Software-based
routing is done when FortiSwitch uses the routes in the FIB, which are loaded in the kernel.

In the example shown on this slide, the first route in the table, which is a static default route with a distance of
220, is not installed in the FIB because FortiSwitch preferred the default route learned through OSPF, which
has a lower distance (110). The static route, however, remains on standby and is installed in the FIB if the
OSPF route is removed.
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Knowledge Check
1. Which statement about dynamic routing is true?
JA_ It requires a valid advanced services license.
B. It is supported on all FortiSwitch models.
2. Which statement about hardware-based routing is true?
A. When hardware-based routing is used, routes are loaded in the kernel.
+'B. Hardware-based routing usually performs better than software-based routing.
F:=RTINET . . X
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Good job! You now understand routing.
Now, you will review the objectives that you covered in this lesson.
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Review

Configure system interfaces using the FortiSwitch CLI and GUI
Understand how the FortiSwitch GUI is organized

Describe configuration and firmware maintenance

Understand configuration file formats

Configure ports and trunks

Migrate standalone configuration to FortiGate using fortilinkify.py
Add, configure, and monitor FortiSwitch in FortiLAN Cloud
Describe the FortiLAN Cloud topology

Configure ZTCs to apply firmware and configuration settings to switch
Configure and monitor ACLs

Assign VLANSs using MAC, IP, and protocol-based VLANs
Describe primary and secondary VLANs when using PVLANs
Configure Layer 3 interfaces

Configure static, OSPF, and BGP routing

Monitor the routing table
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned which features are available on FortiSwitch
when it is running in standalone mode.
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FortiSwitch

Troubleshooting .

22 FortiOS 7.2

Last Modified: 14 February 2023

In this lesson, you will learn about the most useful tools at your disposal to troubleshoot FortiSwitch-related
issues.
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( FortiLink

N ' Switch Interfaces
1

| | ) Switch Data

Packet Capture
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In this lesson, you will learn about the topics shown on this slide.
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FortiLink

Objectives

+ Monitor FortiSwitch status

+ Display FortiSwitch stack topology

* Monitor FortiSwitch synchronization status

* |dentify processes used for FortiSwitch management
Understand time synchronization
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiLink troubleshooting, you should be able to understand how to
troubleshoot management issues when FortiSwitch is managed by FortiGate.
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FortiSwitch Status

* Check the status summary of all managed switches

# execute switch-controller get-conn-status
Managed-devices in current vdom root:

Fortilink interface : fortilink 2

SWITCH-ID VERSION STATUS FLAG ADDRESS JOIN-TIME NAME

S424DPTF20000027 vw7.0.2 (418) Ruthorized/Up - 10.0.13.1 Mon Nov 7 06:24:29 2022 Core-1

S424DPTF20000028% w7.0.2 (416) Ruthorized/uUp = 10.0.33.2 Mon Nov 7 06:25:03 2022 Access-1

SA24DPTF20000051 wvw7.0.2 (416) Zuthorized/Up = 10.0.13.3 Mon Nov 7 06:24:55 2022 Core-2
Flags: C=conf

Managed-Swilcles

sync, U—upg:adlng staged, D-del@yed reboot pending, E-conffig sync error, 33
: 3 (UP: 3 DOWN:

© Fortinet Inc. All Rights Reserved.
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When troubleshooting managed switches, you probably want to start by running execute switch-
controller get-conn-status on the FortiGate CLI. The command provides you with key information for
all managed switches, such as their current status, management IP address, firmware version, as well as the
last time the switches successfully connected to (or joined) FortiGate. Under normal operation, a switch join
time should remain the same. However, if a switch join time is frequently getting updated, this may be an
indication of connectivity issues between the switch and FortiGate.

The output also provides you with two pieces of information that you will likely need to troubleshoot further:
the name of the FortiLink interface the stack is connected to and the ID of the switches in the stack. Because
FortiGate supports management of multiple switch stacks, and given that each stack can have multiple
switches, knowing the FortiLink interface that the stack is connected to and the switch ID of a problematic
switch will enable you to filter the output obtained when running troubleshooting commands. This is
particularly useful when dealing with large FortiSwitch deployments because going over the output of all
managed switches can be overwhelming. In the example shown on this slide, the FortiLink interface is
fortilink.
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FortiSwitch Status (Contd)

+ Add the switch ID to get more details about the switch

# execute switch-controller get-conn-status S424DPTF20000027

Get managed-switch S424DPTF20000027 connection status:
Admin Status: Authorized
Connection: Connected

Image Version: S424DP-v7.0.2-build4i6,220822 (Interim)
Remote Address: 10.0.13.1
Join Time: Mon Nov 7 06:31:23 2022

interface status duplex apesd ;fortili‘nk stackingg pos status
portl up full 1000Mbps no yest Searching
port23 up full 1000Mbps: yes noi Searching
portid up full 1000Mbps: no noé Searching
port25 up full 10000Mbps: no yssE Not Supported
portié up full 10000Mbps: no yesi Not Supported

Aggregate Interfaces:

Interface Status Duplex Speed Typs
4DPTF20000029-0 (*) up full 1000Mbps ISL
CVMO2TM21006375 (*) up full 1000Mbps FL

_FlInKl_ICLO_(*) up full 20000Mops ISL

ISL: Inter-Switch-Link trunk.
FL: Fortilink Trunk connected to FGT.

(*): System auto generated trunk

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
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If you add the switch ID to the execute switch-controller get-conn-status command, you get
further details about the switch, including the status summary of all of its ports and aggregate interfaces (or

trunks). The fortilink and stacking columns indicate whether the port is part of an ISL.

Inthe Aggregate Interfaces section, the ISL and FL flags shown in the example on this slide indicate
that there is one FortiLink trunk, and two ISLs. The name of the last ISL in the list suggests that the trunk is

used as a multi-chassis link aggregation (MCLAG) ICL.
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* On the FortiSwitch CLI:

# execute switch-controller get-conn-status

Get managed-switch S424DPTF20000029 connection status:
iConnection: Connected

;Imago Version: FGVME&—V?.2—build0416§
iRemote Address: 10.0.13.254 i

{Join Time: Tue Nov 8 11:58:21 2022
IDTLS Version: DTLSvl.2

ZERTINET

i = © Fortinet Inc. All Rights Reserved.
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You can run the execute switch-controller get-conn-status command on the FortiSwitch CLI to
display the managed FortiSwitch status. On FortiSwitch, the output of the command is more focused on the

FortiGate side of the connection—the switch controller side.
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+ Obtain the physical topology of a switch stack
|# execute switch-controller get-physical-conn standard | dot <stack-name>
+ Standard output example (two-switch stack):
# execute switch-controller get-physical-conn standard FortiSwitch-Stack-fortilink
FortiGate (5)
FGVM1V0000141680(portd) <<--——--—-—-—---—---——— >> S224EPTF19005928 (port2d)
Tier 1
S224EPTF19005928 (port24) <<———————"———————— >> FGVM1V0000141680 (portd)
Tier 2+
S44EDNTF1800039¢|(port 45;* 0) <€ >> 522* (port 19;0)
I L
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 7
Training Institute

The next step in troubleshooting a switch is probably getting the stack physical connection details. This is
especially helpful when troubleshooting instability issues caused by incorrect physical connections.

You can get the current physical topology of your stack by running the execute switch-controller
get-physical-conn command. The command can display the output in standard format or dot format. The
standard format is more suited for small deployments, because the output for these cases is usually easier to
read. The standard output organizes the switches per tier (or level), and indicates the ports used for every
connection between switches, and between switches and FortiGate devices. For example, the standard
format output shown on this slide corresponds to a two-switch stack. The switch that is directly connected to
FortiGate is classified as tier 1.

In addition, the output also includes the names of the trunks automatically configured through auto-ISL. In
auto-ISL, the trunk names contain a portion of the adjacent switch serial number.
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* Dot output example (two-switch

FortiSwitch Topology (Contd)

stack):

idigraph {

igraph [layout = dot, rankdir = TB]

f/Igt cluster
inode [fillcolor = red]
IFGVM1V0000141680

f/tier 1
node [fillcolor = blue]
S224EPTF19005928

[/{tier 2+

inode [fillcolor = green]

Eedge [color = grey, arrowhead=none]
FGVM1V0000141680 -> {S224EPTF19005928 }
5224EPTF19005928 -> {S544BUNTF1800039¢ }
{rank=same; FGVM1V0000141680}
{rank=same; S224EPTF13005928}

i

node [shape = rectangle, style = filled, color = grey]

# execute switch-controller get-physical-conn dot Fortiswitch-stack-fortilink

GVEdt
File Edt Window Graph Help

DBl  SHE B

qreghlgy
dgragh |

wah flayoul = dol. rackale = T8] :
node [fhape = rectange, style = fled, coor = grey] {
gt duster i
s [flooksr = ied]
FGYMIVO000141680

Iver 1
node [filcolor = blue]

SIMEPTFIS008528

lifoer 2+

rode [flcakr = green]

edge [color = grey, armowhead=none]
SIMEPTF 15005928 -> (SHEDNTF 13000096 }

{rank=same  PGYM V00001 41530}
{rank=esme: SIIEPTF 19005026}

~:=RTINET
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For large deployments, you may want to use the dot format output instead. The output can be loaded into an
image editor that supports graphviz format, such as GVEdit, so the output is displayed as a graph.
Alternatively, you can upload the output into a graphviz converter website such as www.webgraphviz.com,

to generate the graph.

In the example shown on this slide, the dot output has been loaded into GVEdit. GVEdit then generates a

graph depicting the physical topology of
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# execute switch-controller get-sync-status

all Get FortiSwitch sync status.

group Get FortiSwitch sync status by group.

name Get FortiSwitch sync status by switch name.
switch-id Get FortiSwitch sync status by switch.

# execute switch-controller get-sync-status all
Managed-devices in current vdom root:

FortiLink interface : fortilink

SWITCH (NAME) STATUS CONFIG MAC-SYNC HTTP-UPGRADE
S424DPTF20000027 (Core-1) Up Idle Pending (30%)
S424DPTF20000029 (Access-1) Up Synchronizing Idle Idle
5424DPTF20000051 (Core-2) Up Idle Synchronizing Idle

F:-=HT|nET © Fortinet Inc. All Rights Reserved g

Training Institute

Each time you change the FortiSwitch configuration on FortiGate, the change is saved in the FortiGate
configuration first, and then FortiGate pushes the configuration change to FortiSwitch through HTTPS and
using the FortiSwitch REST API. FortiSwitch then saves the changes locally. The command execute
switch-controller get-sync-status shows the configuration synchronization status between

FortiGate and FortiSwitch.

The command also displays the MAC address synchronization and HTTP firmware upgrade status. FortiGate
frequently polls the MAC address table from all managed switches to get the physical address listed on each
port. This information is then used by FortiGate to provide visibility, control, and ultimately security of the
network. In addition, FortiGate supports two methods for pushing firmware image files to managed switches:
HTTPS and CAPWAP. HTTPS is the default method, and the upgrade status information displayed by the
execute switch-controller get-sync-status command is for the HTTPS method only.
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Diagnose FortiSwitch Connection

# execute switch-controller diagnose-connection

Fortilink interface ... OK
fortilink enabled

DHCP server ... OK
fortilink enabled

NTP server ... OK

fortilink enabled

NTP server sync ... OK

synchronized: yes, ntpsync: enabled, server-mode: enabled

ipv4 server(10.0.1.10) 10.0.1.10 —-- reachable (0xff) S:1 T:308 selected
server-version=3, stratum=3
reference time is e2de7af2.addfcdf?7 -- UTC Sat Nov 12 14:28:02 2022
clock offset is 0.011377 sec, root delay is 0.056747 sec
root dispersion is 0.053650 sec, peer dispersion is 263 msec

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

To verify that all the configuration needed for switch management is in place, you can run the execute
switch-controller diagnose-connection command. FortiGate checks that the following settings are

present:

» The FortiLink interface has the fortilink setting enabled
* There is a DHCP server scope for the FortiLink interface
* The NTP server is enabled on the FortiLink interface

The command also provides the latest NTP status information, as well as the FortiGate high availability (HA)
mode in use. Note that the HA mode is irrelevant, because FortiSwitch can now be managed in both HA
active-passive (A-P) and active-active (A-A) modes. For this reason, the output about the HA mode in use will

be removed in a future release.
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Diagnose FortiSwitch Connection (Contd)

# execute switch-controller diagnose-connection S424DPTF20000027

--- configuration check output has been cut ---

Fortilink

Status ... SWITCH AUTHORIZED_ READY
Last keepalive ... 0 seconds ago
CAPWRP

Remote Address: 10.0.13.1

Status ... CONNECTED

Last keepalive ... 26 seconds ago

PING 10.0.13.1 (10.0.13.1}: 56 data bytes

64 bytes from 10.0.13.1: icmp seg=0 ttl=64 time=7.3 ms
o4 bytes from 10.0.13. icmp seg=1 ttl=64 time=24.7 ms
64 bytes from 10.0.13. icmp seg=2 ttl=64 time=7.0 ms
64 bytes from 10.0.13. icmp_seg=3 ttl=64 time=1.1 ms
64 bytes from 10.0.13. icmp_seg=4 ttl=64 time=1.5 ms

el e

-—- 10.0.13.1 ping statistics ---
S packets transmitted, S5 packets received, 0% packet loss
round-trip min/avg/max = 1.1/8.3/24.7 ms

traceroute to 10.0.13.1 (10.0.13.1), 32 hops max, 3 probe packets per hop, B4 byte packets
1 10.0.13.1 1.375 ms 85.709 ms 1.789 ms

FZERTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 11

When you specify a switch, the execute switch-controller diagnose-connection command also
includes in the output the following connectivity checks between FortiGate and the switch:

+ FortiLink and CAPWAP connection status, including the last keepalive (or heartbeat) received
» The results of pings FortiGate sends to the switch
* The detected hops resulting from a traceroute FortiGate performs

Note that this command also displays the output for the configuration check, which is described in this lesson.
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Managed Switch Communication Processes

* Processes involved in switch management:

m FortiGate Process Name FortiSwitch Process Name

FortiLink discovery and heartbeats fortilinkd fortilinkd
CAPWAP cu_acd cu_swtpd
Configuration changes flefgd httpsd

* To enable a real-time debug on FortiGate and FortiSwitch:
# diagnose debug application <process name> <debug level:>

* To enable timestamps on debug messages on FortiGate and FortiSwitch:
¥ diagnose debug console timestamp enable

F::RTINET

L = © Fortinet Inc. All Rights Resenved. 12
Training Institute 4 :

The table on this slide shows the processes that handle the discovery, heartbeats, and configuration changes
on a managed FortiSwitch. The table includes the respective processes on both FortiGate and FortiSwitch.

You can use the same command on FortiGate and FortiSwitch to enable debug on a process, as shown on
this slide. It is also recommended that you enable timestamps on debug messages. Timestamps make debug
analysis much easier because it enables you to correlate events and identify related messages in the debug
output.
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FortiSwitch Discovery Q=
 ForGateport

...flp check for tlv packet[63]:setting peer MAC|port4
...flp parse discovery request tlvs[955] iprocess discovery: node-pkt (1) len(1173) for
switchi S424DPTE20000027:

...fl switch addlink[1362]:addin new switch S424DPTF20000027 i
...fl_switch_addlink[lBBl]:fl_switch_addlink: faceplate (len:375) <model type="s424dp“>§
<portgroup id="portgroupl"> i
<port id="mgmt" label="MGMT"/>
</portgroup>
<portgroup id="portgroup2" label="PoE+" rows="2" poe="true">
<port id="port" start="1" switch name="fsw" num="24"/
</portgroup>
<portgroup id="portgroup3" label="SFP+" rows="1">
<port id="port" start="25" switch name="fsw" type="fiber" num="2"/>

</portgroup>

© Fortinet Inc. All Rights Reserved. 13

i /model>
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On FortiGate, you can enable the debug of the fortilinkd process for monitoring and troubleshooting the
discovery of FortiSwitch devices.

When a new FortiSwitch is discovered, the debug output shows the FortiSwitch serial number, as well as the
FortiGate port where the FortiLink frames that triggered the switch discovery were received.

In addition, because the FortiLink discovery frames include the switch port information, FortiGate reads this
information from the frames to build the switch faceplate image shown on the GUI. The output on this slide
shows that FortiGate discovered a FortiSwitch 424D-POE device that has three types of ports: MGMT
(management), PoE+, and SFP+. When there are multiple ports of the same type, the output indicates the
number of ports of that type.
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FortiLink Heartbeats
# diagnose debug application fortilinkd 3 —
2022-11-12 13:27:58 530s:886ms:615us flp event handler([711]:node: port4 received
ievent 110 state FL STATE READY switchname flags 0xl124a
2022-11-12 13:27:58 530s:886ms:854us flp event handler[711]:node: port4 received
event 111 state FL STATE READY switchname flags 0xl24a
2022-11-12 13:27:58 530s5:887ms:97us flp send pkt[437]:pkt-sent [type(5)
flag=0xlac?2 node (port4) sw(port4) len(26)smac: 0:50:56:96:e3:fc dmac:
e L L S S S i )
2022-11-12 13:28:01 533s:896ms:727us flp event handler([7/ll]:node: portd received
event 110 state FL STATE READY switchname flags 0x124a :
2022-11-12 13:28:01 533s5:897ms:811lus flp event handler[711]:node: port4 received
event 111 state FL STATE READY switchname flags 0xl24a
2022-11-12 13:28:01 533s:897ms:251lus flp send pkt[437]:pkt-sent {type(5)
flag=0xlac2 node (port4) sw(portd) len(26)smac: 0:50:56:96:e3:fc dmac:
1:d5:90:39:73:55 N
ﬁ;:.‘:grl.snt.ﬁl; ©Fortinat Inc. All Rights Reserved. 14

After you authorize a switch and it comes online, the switch starts sending FortiLink heartbeats to FortiGate

every three seconds. FortiGate then acknowledges the heartbeats by sending a reply to the switch. The

debug output for the fortilinkd process will also show these heartbeats.

FortiSwitch 7.2 Study Guide

el ars & Ui -
' | » LM LJLI LA o

410



Troubleshooting
DO NOT REPRINT Brave-aumps.com

CODRTINET
JINTIINL ]

CAPWAP Tunnel /—

‘# diagnose debug application cu_acd aiz--— ‘

+ Failed DTLS handshake when the FortiSwitch time is not in syrf:’E

{44533.680 cuAcProcRawMsg: it's a ClientHello - init'ing dtls session...
544533.680 cuAcInitCtlChan: ws (0-10.0.13.1:5246) ifIdx 15 ifName fortilink

544533.683 cuBcCreateWtpSession: ws (0-10.0.13.1:5246) FSM initialized.

244533.?80 cu_acWtpSessionThread: handshake was not succesasful! Fatal error: 2

« Successful DTLS handshake when the FortiSwitch time is in sync:

244989.393 cu_acWtpSessionThread: handshake was successfully completed with ws (0-
H0.013.1:5246) .

44992 .087 CUAS RUN enter: DATA CHAN (AC - WTP 10.0.13.1) is alive.
F=T=.HT“-I.ET' ©Fortinet Inc. Al Rights Reserved. 15
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On FortiGate, you can enable debug of the cu_acd process to troubleshoot CAPWAP tunnel issues. The
recommended verbosity level is -1, which is the most detailed level. For this reason, expect to see a
considerable number of messages in the debug output.

The example on this slide shows key debug messages generated by cu_acd when the DTLS handshake in
the CAPWAP tunnel fails, and when it is completed. In the example, the failed DTLS handshake is caused by

the FortiSwitch time not being in sync with FortiGate. When the time is in sync, the DTLS handshake is
completed and the CAPWAP tunnel comes up afterwards.
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FortiSwitch Management and ERSPAN IPs

* Checking the leased IP on the FortiGate CLI:

# execute dhcp lease-list

fortilink
IP MAC-Address Hostname VCI SSID AP Expiry

10.0.13.1 04:d5:90:c2:fa:d3 Caore-—1 Fortiswitch-424D-POE Mon Jun 14 21:06:34 2021
rspan

IP MAC-Address Hostname VCI 551D AP Expiry

169.254.14.2 04:d5:90:c2:fa:d3 Core-1 FortiSwitch-424D-POE Mon Jun 14 21:08:02 2021:

Ceroan e

+ Checking the management IP on the FortiSwitch CLI:

# diagnose ip address list

IP=127.0.0.1->127.0.0.1/255.0.0.0 index=1 devname=lo Flags: 0xB80

0x80

.254.14.2/255,255,255,0 1ndex=4] devname=rspan Flags:

F::RTINET
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After you authorize a switch, the switch forms a direct or indirect trunk connection to FortiGate.

For a direct connection, FortiSwitch creates a FortiLink trunk. For an indirect connection, FortiSwitch creates
an inter-chassis link (ICL) or a regular inter-switch link (ISL). After the trunk is formed, and there is Layer 2
connectivity between FortiGate and FortiSwitch, FortiSwitch requests from FortiGate two IP addresses
through DHCP: the management IP and the encapsulated remote SPAN (ERSPAN) IP. The management IP
is the IP address assigned to the FortiSwitch internal interface, and is used for all IP management
communication between FortiGate and FortiSwitch.

ERSPAN enables FortiSwitch to encapsulate mirrored traffic into Generic Routing Encapsulation (GRE) and
send it across a Layer 3 network. The ERSPAN IP is used as the source IP address of the GRE packets. You
will learn more about ERSPAN in this lesson.

On FortiGate, you can verify that FortiGate leased the IP addresses to FortiSwitch by running the execute

dhcp lease-1list command. On FortiSwitch, you can run the diagnose ip address 1list command
to display the assigned IP addresses.
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Time Synchronization on FortiGate
* NTP configuration must include: * Check current time:

set ntpsync enable
set server-mods enable -icurren'.: time 1s: 20:34:57 :
set interface "fortilink™ ilast ntp sync:Mon Nov 7 20:30:53 2022

end - IIIII
* Check NTP status:

# diagnose sys ntp status

HA master: yes, HA master ip: 1.0.0.0, management vfid: 0 ha direct=0, ha mgmt_ vfid=-1
:synchronized: yes, ntpsync: enabled, server-mode: enabled:

server-version=4, stratum=2

reference time is e46959d2.773bd366 -- UTC Tue Nov 8 02:52:02 2022
clock offset is 0.000394 sec, root delay is 0.000198 sec

root dispersion is 0.050125 sec, peer dispersion is 3670016 msec

ipvd server(ntpl.fortiguard.com) 208.91.112.61 -- reachable(0x6l) S:0 T:3
server-version=4, stratum=2
reference time is e469546b.%977elefl -- UTC Tue Nov A 02:28:59 2022
clock offset is -0.000926é sec, root delay is 0.000229 sec
root dispersion is 0.040054 sec, peer dispersion is 3670016 msec

F::RTINET
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Time synchronization is critical in switch management. If the time on FortiGate and FortiSwitch is not
synchronized, FortiSwitch can’t complete the DTLS handshake used in CAPWAP, which prevents the switch
from connecting to FortiGate. Another reason to have a working setup for time synchronization is because
FortiSwitch doesn’t retain its time after a reboot. When FortiSwitch is rebooted, the time on the switch is reset
to the Unix epoch time (midnight of January 1, 1970, UTC).

The first step to check time synchronization is by checking the NTP system configuration on FortiGate. The
example on this slide shows the settings that must be present in the NTP system configuration node. After
that, you can check the NTP status on FortiGate by running diagnose sys ntp status. The output

should indicate that the time is synchronized, that NTP synchronization is enabled, and that server mode is
enabled. The output should also indicate the selected NTP server by FortiGate to synchronize its time.

You can also run the execute time command to display the current system time, as well as the last time

the time was synchronized using NTP. Note that by default, NTP time synchronization takes place every 60
minutes.
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-—
Time Synchronization on FortiSwitch

+ Check current time:

$# execute time

icurrent time is: 21:06:52 i
ilast ntp sync:Mon Nov 7 21:06:23 2022}

* Check NTP status:

# diagnose sys ntp status

‘synchronized: yes, ntpsync: enabled; server-mode: disabled

iipvd server(10.0.13.254) 10.0.13.254 —- reachable (0x2) S:0 T:93 selectedi_
server-version=4, stratum=3

reference time is e4696945.5831c3e8 -- UTC Tue Nov 8 03:57:57 2022
clock offset is 1623123595.176289 sec, root delay is 0.000198 sec
root dispersion is €4.033539 sec, peer dispersion is 524288 msec

F::RTINET

Training Institute
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To check the time on FortiSwitch, you use the same commands that you use on FortiGate. In the output of
diagnose sys ntp status, you should see the FortiLink interface as the NTP server.
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FortiLink Configuration Daemon

# diagnose debug application flcfgd -1

1

iflcfg cmf upd switch port([346]:flcfg cmf upd switch port port2 Students native-
vid=10

iflcfg https login[1236]:working with msw S424DPTF20000029 addr 10.0.13.1
flcfg https login[1253]:logged in for 0 S424DPTF20000029

iflcfg configure switch port[2668]:configured switch port port2 for
S424DPTF20000029

Eflcfg configure switch[1060]:configured S424DPTF20000029 with 0 failures
iflcfg https logout[1264]:logged out for 0 5424DPTF20000029

F::RTINET
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If you want to troubleshoot or monitor the configuration changes applied by FortiGate to the switches, you can
enable debug for the FortiLink configuration daemon.

In the example shown on this slide, the administrator sets the native VLAN for port2 on the switch to
Students. The students VLAN uses VLAN ID 10. Because the change is made on FortiGate, it triggers a
configuration push to the managed switch. FortiGate first logs in to the managed switch REST API through
HTTPS, and then applies the configuration changes required for port2. After it finishes applying the changes,
FortiGate logs out of the switch.
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Debugging Changes on FortiSwitch

# diagnose debug cli 8

0: config system global
i0: set hostname "Core-1"
0: end

0: config switch interface
0: edit "portl"

set native-vlan 20 i
end

éopen file 17 to write config
write config file success, prepare to save in flash :
izip config file /data/./config/sys global.conf.gz success!:

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 20
Training Institute 4

If you are facing configuration sync issues, you may want to track on FortiSwitch, the settings that FortiGate
pushes to the device. One way to do this is by enabling the CLI debug on FortiSwitch, as shown on this slide.

When FortiGate pushes the configuration to FortiSwitch, FortiSwitch receives the changes through the REST
API. After that, FortiSwitch applies the received settings to the local configuration using CLI commands.
Enabling the CLI debug enables you to track these CLI commands and, as a result, identify any errors
returned by the CLI when the commands are applied.

The example on this slide shows two configuration changes pushed by FortiGate. The first change sets the
device hostname to Core-1, and the second sets VLAN 20 as the native VLAN on port1.

FortiSwitch 7.2 Study Guide 416



Troubleshooting

DO NOT REPRINT

CODRTINET
JINTIINL ]

Debugging Changes on FortiSwitch (Contd)

# diagnose debug application httpsd -1

63] & mmm

api global.c

[
api global.c [ 64] : BReceived '/api/v2/cmdb/system/global' request from "10.0.13.254"
api global.c [ 651 : — -
aps:util.c [ 1213] : cky-cid (81) loginname (rest_admin) username (rest_admin) prof-name (root) in cockies
aps_util.c [ 1229] : api_validate cookie id() returns as FGT/Cloud Admin
api_cmdb.c [ 2344) : finding a CMD2 node (path='system',6name='global')
api cmdb.c [ 2046] : found legacy '"json' parameter - feature is deprecated
api cmdb.c [ 2121] : editing CMDE object : append (0) auto key (0) mkey () flags (0) ...
fapl json.c [ 1943] : setting attribute ‘hostname' : 'Core-1'":
apli common.c [

"http method™:"PUT",
"status":"success" ,
"http status":200,
"vdomﬁz“root“,
"path":"system",
"name": "global"”,
"emdb-index™: "763",
"cmdb-checksum":"4370360523132742025", T

"aerial®:"S4Z4DPTF20000027", . [CoSoNresponss B EoriGAisT)
"version":"v6.4.6",

"build":470,
"timestamp™:"2022-11-08T02:26:56Z"

15 2 847] : BPI return HTTP code (200:success)
Response
i :

;}
FZEATINET .

i = © Fortinet Inc. All Rights Reserved.
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FortiSwitch receives configuration change requests through the REST API. On FortiSwitch, you can debug the
messages exchanged over the REST API to identify change requests, as well as other management
operations, by enabling debug for the ht tpsd process, as shown on this slide.

The example on this slide shows the httpsd debug for the same hostname change that was tracked using
the CLI debug. Messages exchanged over the REST API use the JavaScript Object Notation (JSON) format.
The httpsd debug shown on this slide also displays the FortiSwitch JSON response details sent to
FortiGate.
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Knowledge Check

1. Which FortiOS process is responsible for pushing the configuration to FortiSwitch?

YA ficfgd
B. fortilinkd

2. Why is time synchronization critical in switch management?
A. It enables FortiGate to discover FortiSwitch.
w/B. It enables the CAPWAP tunnelto come up.

F::RTINET

Training Institute
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Good job! You now understand FortiLink troubleshooting.

Now, you will learn about troubleshooting switch interfaces.
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Switch Interfaces

Objectives

« Monitor status of ports and trunks

+ Display real-time bandwidth usage on ports
* Monitor PDUs on ports

+ Display VLAN port membership

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in troubleshooting switch interfaces, you should be able to solve issues
involving ports and trunks on FortiSwitch.
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Checking the Status of Physical Ports

* On the FortiGate CLI:

|i execute switch-controller get-conn-status <switch-id>

» On the FortiSwitch CLI:

¢ diagnose switch physical-ports summary

Portname Status Tpi T Duplex Speed Flags Discard
portl down B100 20 half 1G Qs, . none
port23 up 8100 4094 full 1G Qs, TS, none
port2d up 8100 4094 full 1 05, TS, none
internal up 3100 4094 full 1G Qs, . none

Flags: QS5(802.1Q) QE(B02.1Q-in-Q,external) QI(802.1Q-in-{,internal)

TS (static trunk) TF(forti trunk) TL(lacp trunk); MD{mirror dst)

MT (mirror ingress) ME(mirror egress) MB(mirror ingress and egress) CF (Combo Fiber), CC (Combo Copper)
LL (LoopBack Local) LR(LoopBack Remote)

F::RTINET
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The example on this slide shows the commands that display a status summary of the physical ports on
FortiSwitch. The output of execute switch-controller get-conn-status is described in this
training.

The diagnose switch physical-ports summary command is available on the FortiSwitch CLI. The

command output includes important information about physical switch ports only, including the internal
interface. Note that the V1an column refers to the native VLAN set on the port.
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« On the FortiGate CLI:

$# diagnose switch-controller switch-info port-stats S424DPTF20000027 portl
Vdom: root

S424DPTF20000027:

Port (portl) is Admin up, line protocol is up

Interface Type is Serial Gigabit Media Independent Interface(SGMII/SerDes)

Address is 04:D5:90:C2:FA:D4, None loopback

MTU 9216 bytes, Encapsulation IEEE 802.3/Ethernet-II

full-duplex, 1000 Mb/s, link type is auto

input : 343653534 bytes, 2018205 packets, 0 errors, 46 drops, 0 oversizes
9515 unicasts, 1687946 multicasts, 320744 broadcasts, 0 unknowns

output : 21293535 bytes, 39892 packets, 0 errors, 1945874 drops, 0 oversizes
13541 unicasts, 4614 multicasts, 21737 broadcasts

0 fragments, 0 undersizes, 0 collisions, 0 jabbers

* Equivalent command on the FortiSwitch CLI:

|i diagnose switch physical-ports list portl

F::RTINET
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The FortiGate and FortiSwitch CLI commands shown on this slide produce the same output for a given port.
The output includes advanced information such as the port maximum transmission unit (MTU), MAC address,
and counters. The output is useful when troubleshooting more complex issues on FortiSwitch ports.
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Monitoring the Real-Time Speed on a Port

« Datarate on the FortiSwitch CLI:

# diagnose switch physical-ports datarateil,2: -

Rate Display Mode: DATA RATE

Port | TX Packets | TX Rate |l RX Packets | RX Rate |
portl | 15231495 | 54.8112 Mbps |1 194 | 0.0000 Mbps |
port2 | 7984 | 0.0024 Mbps || 15223275 | 54.8045 Mbps |

| 54.8135 Mbps || | 54.8045 Mbps |

ctrl-c to stop

+ Linerate on the FortiSwitch CLI:

# diagnose switch physical-ports linerate 1,2

Rate Display Mode: LINE RATE

Port | TX Packets | TX Rate || BRX Packets
portl | 15233425 | 55.6874 Mbps || 194 | = |
port2 | 7984 | 0.0021 Mbps || 15225204 | 6 Mbps |
| 55.6095 Mbps || | 55.6045 Mbps |

ctrl-c to stop

=i=RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 27

You can use the FortiSwitch diagnose switch physical-ports datarate and diagnose switch
physical-ports linerate commands to get the real-time bandwidth usage on one or more ports. The
speeds and number of packets displayed by both commands should be similar. However, the speed displayed
by the 1inerate command should be slightly higher than the speed shown by the datarate command
because FortiSwitch considers all physical bytes on the frame when calculating the speed for the 1inerate
command. For example, when calculating the speed for the 1 inerate command, FortiSwitch accounts for
the frame check sequence (FCS) on the frame, which is not the case of the datarate command.

Note that there is no equivalent FortiOS command to display the data and line rates for a managed switch.
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Displaying PDU Counters
= On the FortiSwitch CLI:
# diagnose switch pdu-counters list
packet receive error : 0
Non-zero port counters:
portl:
LACP packet o 237
STP packet H 2709
LLDP packet 2 2464
port23:
LLDP packet H 490
Fortilink Discovery Resp H 1
FortiLink Echo Resp 2 4807
port24:
LLDP packet H 4910
FortiLink Discovery Resp g 2
FortilLink Echo Resp 3 9614
unknown/non-switch port:
Capwap Discovery Resp H 228
Capwap Join Resp : 1
Capwap Echo Resp : 387
Capwap WTP Event Resp H 1169
Capwap Cfg Status Resp H 1
Capwap Chg State EvenlL Resp = 1
Capwap Cfg Update Reqg H 1
Capwap POE Gen Stats Reqg = 387
=-=HT“-IET © Fortinet Inc. All Rights Resenved. 28
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When troubleshooting issues involving protocols such as FortiLink, LLDP, STP, LACP, and CAPWAP, you
may want to know if a given port at least received the frame for the problematic protocol. While you can
capture ingress traffic to check the frame details on a port, an easier way is to check the protocol data unit
(PDU) counters on the FortiSwitch CLI, as shown on this slide.

The output provided by the command displays the PDU types received on a port. For example, you can
confirm that the FortiLink frames sent by FortiGate are received on a port by verifying that the corresponding
PDU counter on the port increments. Similarly, you can confirm that BPDUs from the adjacent switch are
received on a port by verifying that the STP counter on the port increments, and so on.

Note that the PDU counters account for ingress traffic only, not egress. Also note that there is no equivalent
FortiOS command to display the PDU counters for a managed switch.
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Displaying the Detailed Status of Trunks

+ On the FortiGate CLI:

# diagnose switch-controller switch-info trunk status S424DPTF2000002% F1lInKl MLAGO
Vdom: root

S424DPTF20000029:

Switch Trunk Information, primary-cChannel

i Trunk Name: _FIInKl MLAGO

i Mode: lacp-active (auto-isl,mclag)

i Port Selection Algorithm: src-dst-ip
i Trunk MAC: 04:D5:90:C2:FB:22

Active Port Up Time -

port23 0 days,0 hours,5 mins, 21 SECS_E
EportZd 0 days,0 hours,9 mins, 46 secs!

Non-Active Port Status

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.
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You can use the command shown on this slide to get a detailed status of a trunk on a managed FortiSwitch.
The output starts by indicating the LACP mode in use (active, passive, or static), and whether the trunk is an
auto-ISL trunk. If the trunk is an auto-ISL trunk, the output also indicates the auto-ISL trunk type: ICL or

MCLAG.

Another important piece of information to look at is the port selection algorithm (or load balancing method) in

use, as well as the trunk port members.
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Displaying the Detailed Status of Trunks (Contd)

« Continuation of the output:

LACP flags: (A[P)(S]F) (A1) (I]0) (EID) (EID) islave: port24

(A|P) = LACP mode is Active or Passive status: up

(SIF) - LACP speed is Slow or Fast ! link failure count: 0

(B|I) - Aggregatable or Individual i { permanent MAC addr: 04:d5:90:c2:fb:23
(Il|0) = Port In sync or Qut of sync i actor state: ASAIEE

(E|D) - Frame collection is Enabled or Disabled ! partner state: ASAIEE

(E|D) - Frame distribution is Enabled or Disabled: aggregator ID: 1

status: up slave: port23

ports: 2 { status: up

LACP mode: active i link failure count: 0

LACP speed: slow permanent MAC addr: 04:d5:90:c2:fb:22
aggregator ID: 1 actor state: ASAIEE

actor key: 17 partner state: ASATEE

actor MAC address: 04:d5:90:c2:fb:23 i aggregator ID: 1

partner key: 17
partner MAC address: 04:d5:90:c2:fd:74

+ Equivalent FortiSwitch CLI command:
|f diagnose switch trunk list _F1InKl_ MLAGO

FE:RTINET ©Fortinet Inc. All Rights Reserved. an
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This slide shows a continuation of the output of the previous slide. The output shows the LACP flags
description for your reference, the trunk status, as well as the individual port member status. Note that for a
trunk to be up, at least one of its port members must be up.
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Displaying the VLAN Port Membership

+ On the FortiSwitch CLI:

# diagnose switch vlan list
VlanId Ports _

1 port3 portd port5 porté port? port8 portd portll portll
portl2 portl3 portl4 portl5 portle portl7 portl8 portl9
port20 port2l port22 port23 port24 port25 port2é

10 portl port2 port23 port2d

20 port23 port24

4089 port23 port24

4090 port23 porti2d

4051 port23 port2d

4092 port23 port24 internal

4093 portl port2 portld portd4d portd porté portd portB port?
portl0 portll portl2 portl3 portld portl5 portlé portl?
portl8 portl9 port20 port2l port22 port23 port24 port2s

port2é
4094 port23 port24 internal
F:=RTINET
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If you are not using MAC, IP, and protocol-based VLANSs, you can use the command on this slide to get the
VLAN port membership on FortiSwitch. A port is considered part of a VLAN when the VLAN is set as the
native VLAN on the port, or when the VLAN is included in the allowed VLANSs on the port. For this reason, a
port can be part of multiple VLANS.

Note that there isn’t an equivalent FortiOS command that provides you with the same output. Also note that if

you are using MAC, IP, and protocol-based VLANSs, then you must use the diagnose switch vlan
assignment command to get the VLAN assignments.
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Knowledge Check
1. Which FortiSwitchOS command displays the overall status of physical ports on the
switch?
A. execute switch-controller get-conn-status <switch-id>
¥B. diagnose switch physical-ports summary
2. Which command reports a slightly higher real-time bandwidth utilization on ports?
A. diagnose switch physical ports datarate
¥ B. diagnose switch physical-ports linerate
FiERTINET . . ,
Training Institute © Fortinet Inc. All Rights Reserved. 32
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Good job! You now understand how to troubleshoot switch interfaces.

Now, you will learn about gathering important switch data.
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Switch Data

Objectives

+ Display system information

* Monitor processes

+ View FortiSwitch logs and crashlog

+ Display MAC address table, ARP table, and LLDP neighbors
Track a MAC address

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in gathering switch data, you should be able to collect important diagnostic
information on FortiSwitch for troubleshooting purposes.
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System Information
* On the FortiSwitch CLI:

$ get system status

Version: FortiSwitch-424D-POE v7.0.2,build0416,220822 (Interim)
Serial-Number: S424DPTF20000029

BIOS version: 04000020

System Part-Number: Pl16666-01

Burn in MAC: 04:d5:90:c2:fb:0a

Hostname: Access-1

Distribution: International

Branch point: 416
System time: Tue Nov 8 17:49:02 2022

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 35

The command shown on this slide is usually one of the first debug commands that you use on FortiSwitch
when troubleshooting. The output shows the following information about the switch: firmware version, serial
number, main MAC address, and time.
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Monitoring Processes
* On the FortiSwitch CLI:
$# diagnose sys top [refresh time sec] [number_of_lines]
Bun Time: 0 days, 8 hours and 13 minutes: -
2U, 135, 85I; 987T, 751F
statsd | 820 | (2 1 i3 [ 0.8}
newcli 12755 | IR < 12.8 1 0.7
1ldpmedd 858 b 3 Et sl .5
igmpsnoopingd 815 S N: 0.9 0.9
fortilinkd 865 s i 0.9 10.8
ctrld 849 5 0.3 L6
lpgd 853 S L) 0.7
pyfcgid 802 S N 0.0} 3.2
cmdbsvr 709 5 i 0.0 1.3E
httpsd i1034 iS N 0.0 1.3

This slide shows you how to display the amount of CPU and memory (in percentage) in use by each process.
The command shown on this slide displays the information shown in the last column. For each process, the
command also displays the ID number and state. You can specify the refresh frequency and the number of
lines to display.

While the command is running, you can press Shift+P to sort the processes by CPU use, or shift+M to
sort them by memory use. To stop the command, press g or Q.
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FortiSwitch Logs—FortiGate GUI

+ FortiSwitch logs are displayed on the FortiGate GUI as events logs in a separate sub-
category

F::RTINET
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This slide shows an example of some FortiSwitch logs displayed on the FortiGate GUI. FortiSwitch logs are
available as events logs on the FortiGate GUI, under the FortiSwitch Events sub-category.
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FortiSwitch Logs—FortiGate CLI

+ Set filter to event logs (category 1) and subtype to switch-controller before
displaying the logs on the CLI

# execute log filter category 1

# execute log filter field subtype switch-controller
# execute log display

48 logs found.

10 logs returned.

1: date=2020-12-08 time=09:51:10 eventtime=1607449870305048995 tz="-0800" logid="0114032602"
type="event” subtype="switch-controller” level="information™ vd="root"™ logdesc="Switch-Controller
authorized" user="admin™ ui="GUIL(10.0.1.10)" sn="5224EPTF19005928" name="S224EpPTF19005928"
msg="S224EPTF19005928 Authorized"

2: date=2020-12-08 time=09:47:26 eventtime=1607449646914451629 tz="-0800" logid="0114032601"
type="event" subtype="switch-controller™ level="information™ vd="root™ logdesc="Switch-Controller
discovered" user="Switch-Controller™ ui="fortilinkd" sn="S224EPTF19005928" name="S224EPTF19005928"
msg="S224EPTF19005928 Discovered"

F::RTINET
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You can also display the FortiSwitch logs on the FortiGate CLI. Just set the filter to event logs (category 1)
and subtype to switch-controller. The example on this slide shows how to set up the filter and display

the logs.
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FortiSwitch LOQS—FOFtISWItCh GUI
Log Entries BDeirte Al B Downlaad All
Search
Timestamp % Subtype & Level & User & User Interface & Action & Status s
A Io| an || A | A 'I Al v A
44 minuites ago System Notice admin hitpd10.0.1.10) login Sutoess +
from hittpl 10.0.1.100
&4 minutes ago System Alert adml hitpd10.001.100
Confguration is changed in the admin session
A4 minutes ago System Notice admin hatp{10.0.1.10) Ingout SUCCess +
i httpl10.0.1.10)
44 minutes ago. System Motice admil htpd10.0.1.10) ackup success
Automatic configuration backup to flash disk sucoseded
2 hours ago System Motice adrmil htpd10.001.10) login IBOCES! +
Asministrator 40,0.1.10)
[ — Spanning Tree Notice stp daemon role-chang None +
privmary port gart24 instance O chaiged role From deshgnated (o sitemative
2 hours ago Spanning Tree Motice stp_daemon role-change None +
primary port port24 from
e
F::RTINET . .
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On the FortiSwitch GUI, browse to the Log page to display the local logs generated by the system. Here, you
can download the logs as a text file or delete them. There are also a filter toolbar and a search bar that you
can use to display specific logs.

FortiSwitch 7.2 Study Guide

10s are Available

435

WhatsApp +201224560923



Troubleshooting
DO NOT REPRINT
HORTHINET —
Displaying the MAC Address Table

« On the FortiGate CLI:

# diagnose switch-controller switch-info mac-table S424DPTF20000029
Vdom: root

Managed Switch : S424DPTF20000029 0

MAC: 5c:85:7e:32:16:a2 VLAN: 1 Port: port2(port-id 2)
Flags: 0x00010441 [ hit dynamic src-hit native ]

MAC: 00:e0:4c:36:0e:aé VLAN: 1 Port: portl(port-id 1)
Flags: 0x00010441 [ hit dynamic src-hit native ]

MAC: 00:09:0£:09:00:03 VLAN: 4090 Trunk: 4DPTF20000027-0 (trunk-id 1)
Flags: 0x000104cl [ hit trunk dynamic src-hit native ]

MAC: 00:09:0£:09:00:03 VLAN: 4094 Trunk: 4DPTF20000027-0 (trunk-id 1)
Flags: 0x000104cl [ hit trunk dynamic src-hit native ]

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 40
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On FortiGate, the command diagnose switch-controller switch-info mac-table displays the
FortiSwitch MAC address table. The default aging timer for learned MAC addresses is 300 seconds (5
minutes).
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Displaying the MAC Address Table (Contd)

+ To display the MAC address table on the FortiSwitch CLI:

# diagnose switch mac-address list

MAC: 00:50:56:96:d8:02 VLAN: 4094 Trunk: _F1lInKl MLAGO_ (trunk-id 1)
Flags: 0x000104cl [ hit trunk dynamic src-hit native 1]

MAC: 00:e0:4c:36:0e:a6 VLAN: 10 Port: portl(port-id 1)
Flags: 0x00010441 [ hit dynamic src-hit native ]

Total Displayed: 17

* Adjust the filter to display the entries on a given port only:

# diagnose switch mac-address filter port-id-map 1 ‘

# diagnose switch mac-address list

MAC: 00:e0:4c:36:0e:aé VLAN: 10 Port: portl(port-id 1)
Flags: 0x00010441 [ hit dynamic src-hit native ]

Total Displayed: 1

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 41
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On FortiSwitch, you can use the diagnose switch trunk 1ist command to display the FortiSwitch
MAC address table. Set up the command filter, as shown on this slide, to display the entries on a given port.
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Tracking a MAC Address

* On the FortiSwitch CLI:
+ Usually, you start the search on the top switch:

# diagnose switch mac-address list | grep 00:90;&5736:Oe:a6 e el L
MAC: 00D:e0:4c:36:0e:a6 VLAN: lOLIEan: 4DPTF20000029—O(trunk—iqmgn
Flags: 0x00000081 [ trunk dynamic ]

+ Continue the search on downstream switch until reaching the directly-connected switch:

# diagnose switch mac-address list | grep 00:e0:4c:36:0e:a6 -A 1
MAC: 00:e0:4c:36:0ec:a6 VLAN: 10:Port: portl (port-id 1)5

Flags: 0x00010441 [ hit dynamic src-hit native ] '*ﬁnW

F::RTINET
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Sometimes you need to locate a device by MAC address. For this, you can use the diagnose switch
mac-address list command, and then grep the output with the MAC address to look up, as shown on this

slide.

You usually start the search on the top switch of your stack. You identify the downstream switch by the port or
trunk shown on the MAC address table search results. You then continue moving down the switch stack until
reaching the switch that connects directly to the device.
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Displaying the ARP Table
* On the FortiSwitch CLI:
r get system arp
Address Age (min) Hardware Addr Interface
10.0.13.2 1 04:d5:90:c2:£fd:73 internal
10.0.13.254 0 00:09:0£:09:00:03 internal
ﬁ:l:tfglll-r!lsnﬂﬁ;l; © Fortinet Inc. All Rights Reserved. 43

Like any other IP device, FortiSwitch maintains an ARP table that contains entries for IP addresses and their
corresponding MAC address. Usually, you want to check the ARP table if you face issues when FortiSwitch
terminates or initiates the connection, such as issues with management traffic and remote server

authentication.
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Displaying LLDP Neighbors—Summary

+ On the FortiGate CLI:

# diagnose switch-controller switch-info 1ldp neighbors-summary S548DF4K16000693
Vdom: root

Managed Switch : SS54BDF4K16000693 0

Capability codes:
R:Router, B:Bridge, T:Telephone, C:DOCSIS Cable Device
W:WLAN Access Point, P:Repeater, S:Station, 0:0ther
MED type codes:
Generic:Generic Endpoint (Class 1), Media:Media Endpoint (Class 2)

Comms :Communications Endpoint (Class 3), Network:Network Connectivity Device
Portname Status Device-name TTL Capability MED-type Port-ID
portl Up - E = = =
port2 Up - o e - -
portsSl Up FG-601E-Active 120 BR = 04:d5:90:dc:35: 34
port52 Up FG-601E-Backup 120 BR - 04:d5:90:dc:07:7c
port53.1 Up 426ef 120 BR = port27

« Equivalent command on the FortiSwitch CLI:

|* get switch lldp neighbors-summary
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On FortiGate, you can use the FortiGate CLI to display the LLDP neighbors discovered by your stack of
switches. This slide shows the command you can run to display a summary of the information learned from
LLDP on each port. Usually, you are interested in looking at the Device-name and Port-ID columns, which
enables you to quickly identify the adjacent neighbor and port. On FortiSwitch, you can obtain the same output
by running the command shown on this slide.

Note that in the example, FortiGate advertises the MAC address of its port as the port ID. This happens when

the FortiGate port does not have an alias configured. If an alias is set, FortiGate then advertises the alias as
the port ID instead.
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Displaying LLDP Neighbors—Detall

* On the FortiGate CLI:

# diagnose switch-controller switch-info 1ldp neighbors-detail port24
Vdom: root
Managed Switch : S224EPTF19005928 0

Capability codes:
R:Router, B:Bridge, T:Telephone, C:DOCSIS Cable Device
W:WLAN Access Point, P:Repeater, S:Station, O:0Other

MED TLV Capability codes:
C:Capabilities, P:Network Policies, L:Location, S:MDI PSE
D:MDI PD, I:Inventory

Neighbor learned on port port24 by LLDP protocol
Last change 23 seconds ago
Last packet received 0 seconds ago

Chassis ID: 00:50:56:96:£8:43 (mac)

System Name: FortiGate.trainingAD.training.lab
System Description:

FortiGate-VMeé4 v7.2.1,build1254,220803 (GA.F)

F::RTINET
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On FortiGate, use the command shown on this slide to display all the information learned from LLDP on a
specific port. The output was cropped to fit the slide.
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* On the FortiGate CLI:

Time To Live: 120 seconds
System Capabilities: BR
Enabled Capabilities: R

Port ID: 00:50:56:96:df:el0 (mac)

IEEE802.1, VLAN Names:
TD: 4089 Name: onboarding
ID: 4093 Name: quarantine

ID: 4092 Name: rspan

ID: 4090 Name: video
ID: 4091 Name: voice
IEEEB02.3, Link Aggregation Port ID: 4

* Equivalent command on the FortiSwitch CLI:
|# get switch lldp neighbors-detail port24
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This slide shows the remaining portion of the LLDP detailed output. Note that the VLANSs present in the
neighbor are also included in the output. In addition, because the neighbor is connected over a trunk, the
output also indicates the port ID (port4) of the port on the adjacent device used for the LAG. On FortiSwitch,
you can obtain the same output by running the command shown on this slide.

Note that the information displayed for each neighbor depends on the information it advertises. Therefore,
expect the information to vary across different device types and vendors.
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Crashlog

* On the FortiSwitch CLI:

# diagnose debug crashlog read
1: 2022-11-08 18:21:43 the ki
2: 2022-11-08 18:21:
3: {1969-12-31
4: i1969-12-31
5
6
:
g

ithe kill

i 2022-11-09
: 2022-11-09
i 2022-11-09 01:
: 2022-11-09
9 2022-11-09
1 2022-11-09
11: 2022-11-09
: 2022-11-09
1 2022-11-09
: 2022-11-09
: 2022-11-09
1 2022-11-09
1 2022-11-09

<00816>
<0081l6>
<00816>
<00016>
<0081le>
<0081lé6>
<00816>
<008lé>
<00816>
<008lé>
<008lée>
<0081lex>
<008le>

211: 2022-11-09 01:29:02 <008le
212: 2022-11-08 18:29:03 the ki

art reason=SYSTEM SHUTDOWN

irestart_reason=SYSTEM SHUTDOWN

aemon is /bin/dhcpcd: status=0x0

ed daemon is /bin/dhcpcd: status=0x0

firmware Fortiswitch-42
appli i i
*Tkx
Register 5
ro: fIifffric
rd: 72289300
ri: 60c01954
ip: 00000000

rl: 00000000
r5: 00000004

rZ: 00000000
r6: 00000001
r9: 00000003 rlO: 00000001
sp: 7e2892b8 lr: 00387cal
cpsr: 60010010 fault_addr: 00000000

Trap: 00000006 Error: 00000000
Stack: (0x7e2892b8 to 0x7e289%ef0)
92b0: 00000000 00000001
92c0: 7e285300 00884b%e 00884bSe 00000000

> Seel: 00000000 000e3458 007dd914 763llacd
lled daemon is /bin/httpsd: status=0xfs00

OldMask:

=POE v7.02.0,build0416,220822 (Interim)

r3:

s ad i
fp:
pc:

00000000
0000008e
00000000
76204f£24

00000000
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Each time an application crashes or closes, an entry is generated in the crashlog. When an application
crashes, the entry contains the name of the application, the time it crashed, and the termination signal.

This slide shows a sample of a crash in the crashlog. In this example, the application that failed was the
httpsd process, which handles the GUI and REST API interfaces. The termination signal is 11, which is a

segmentation fault.

Note that the crashlog shows the Unix epoch time as timestamps for two messages. This is because the
messages were generated before the switch synchronized its time.
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Debug Report

+ On the FortiSwitch CLI:

|# diagnose debug report

ger system status
ger syatem perfOormance sSTatus

show system interface

show router static

diagnose ip address list

show full-configuration system dns
show [ull-configuzation system global
show full-configuration system settings
get hardware scatus

get hardware cpu

ger hardware memory

diagnose hardware sysinfs shm

diagnose ip arp listc

get router info kernel

get router info routing-table details
get router info bfd neighbor

get router info vrrp

diagnose ipvé address list

diagnoae ipvé neighbor-cache list
diagnoae ipvé route liarn

diagnose netlink bretl list

diagnose netlink device list

diagnose switch physical-ports summary
diagnose switch physical-ports list
diagnose switch physical-perts stats listc

B T T o T T o o T T T

#

LT T T T T T T T T O T T T T

diagnose switch
diagnose switch

switch
switch
switch
switch
switch
switch

get
get
get
geT
get
get

« Sometimes requested by Fortinet support team
+ Comprehensive diagnostic output gathered from 70+ commands:

physical-ports port-stats list
physical-porta port-stats Non-zZero

11ldp neighbors-detail
11ldp neighbors-summary
1ldp auto-isl-status
1ldp stats

1ldp profile

1ldp settings

show full switch stp instance
show full switch vlan
diagnnse swWitch Erunk summary

get switch

stp ssttings

diagnose stp instance list
diagnose stp vlan list
diagnose stp mat-config list

get switch

interface

show switch interface
show switch trunk
diagnnse awitech trunk list

swWitch
switch
switch
switch
switch
system

get
get
get
get
get
get

acl counters all
atorm-control
igmp-snooping intexface
igmp-snooping group
igmp-snooping globals
sflow

F::RTINET
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diagnose sys flash list

ger switch dhcp—snooping status

get switch dhcp-snooping database
diagnose switch 802-1x atatus

diagnose switch pdu-counters list
diagnose switch arp-inspectlon stats
diagnose switch mac—address list

diagnose switch modules ecprom

diagnose switch modules state-machine
diagnose switch wvlan listc

diagnose switch melag icl

diagnose switeh melag lise

diagnose switch mclag pesr-consistency-check
execute switch-contreller get-conn-status
execute log filter wview=-lines 1000
execute log display

get awitch poe inline

diag switch physical-ports gos-stats lisc
ger awitch acl usage

diagnoass debug crashlog read

get switch modules summary

get system interface physical

diagnose certificate all

diagnose sys fan status

diagnose sys pck temp

diagnose switch physical-port linerate up

You can run the diagnose debug report command on the FortiSwitch CLI to generate a comprehensive

diagnostic output that is gathered from the execution of more than 70 CLI commands, which are shown on

this slide.

The output of diagnose debug report is sometimes requested by Fortinet Technical Support, if an
exhaustive analysis of the device is required, or just to ensure that further information is collected ahead of

time, in case it is needed later on.
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Knowledge Check

1. Which FortiSwitchOS command displays the switch uptime?
A. get system status
¥ B. diagnose sys top

2. Which FortiSwitchOS command displays the switch MAC address table?

Y. diagnose switch mac-address list
B. diagnose switch-controller switch-info mac-table

F::RTINET
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Lesson Overview

v FortiLink

W

' Switch Interfaces
!|

| J ) Switch Data

Packet Capture
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Good job! You now understand how to gather switch data.

Now, you will learn about the different packet capture methods available on FortiSwitch.
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Packet Capture

Objectives

« Compare the different supported packet capture methods
+ Configure a sniffer profile

+ Perform packet captures using the sniffer command

+ Describe and configure SPAN, RSPAN, and ERSPAN

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in packet capture, you should be able to identify the most useful packet
capture method for your troubleshooting session.
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-—
Choosing a Packet Capture Method

Can be configuredon Supported CapturingInterfaces
ForiGae | Foriswicn | merma | mome | swichpors | runs | wutpe
X X X X

Traffic captured on trunks may not

Sniffer Profile GUI, CLI X L
include egress management traffic
Traffic captured on switch ports is limited
Sniffer Command CLI X X X Xt to only ingress Layer 2 ftraffic such as
LLDP and STP
SPAN CLI GUI, CLI X X X

In managed switch mode, mirmored
traffic is always forwarded to FortiGate

In managed switch mode, ERSPAN
ERSPAN CLI GUI, CLI X X collector IP can't be in the FortiLink
interface subnet

Set sampling rate fo 1 to capture all

RSPAN CLI GUI, CLI X X

sFiow CLI GUI, CLI i X % X e
* You must configure multiple sniffer profiles, or run multiple sniffer commands
** Supported on only the FortiSwitch GUI and the FortiSwitch CLI

FE:EHTInET © Fortinet Inc. All Rights Reserved. 62
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There are plenty of packet capture methods to choose from on FortiSwitch. The chosen method depends on
the FortiSwitch management mode, the interface type you want to capture traffic on, the type of the traffic you
plan to capture, and how you plan to collect the captured traffic.

The table shown on this slide compares the six methods available and their supported features.
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Troubleshooting

Configuring a Sniffer Profile

* On the FortiSwitch GUI:
System > Packet Capture.

* On the FortiSwitch CLI:

config system sniffer-profile
edit "pC"

Add Packet Capture
Mame PC
Interface part1
Max Packet Count 000 {1-10000]
Max Packet Length 128 (64-1534)
¥ Filter
Hmto 100.10.1
Port @
VAN @

Protocol @

set filter "host 10.0.10.1 and port 53 and proto 17"
set switch-interface "portl"
next

F::RTINET
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This slide shows an example of a basic sniffer profile configuration using the FortiSwitch GUI and CLI. Note
that you must specify the maximum number of packets on the capture. For this reason, keep in mind that not
all the packets may be captured if the amount of traffic is excessive.

Also note that, by default, FortiSwitch truncates the captured packet to a length of 128 bytes. Usually, this is
not a problem in most troubleshooting cases. However, you can increase the maximum packet length if you
need to capture the complete packet.
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Using the Sniffer Profile

* On the FortiSwitch GUI:

Packet Capture

Search:

Select All | WM Desalect All

Profile % Interface + Filter % Progress s Control Manage

pC port1 v % [»In]e]z]

* On the FortiSwitch CLI:

# execute system sniffer-profile
delete-capturs Delete .pcap file for given sniffer-profile.
pause Pause packel caplure for profile.
start Start packet capture for profile.
stop Stop packet capture for profile.
upload upload
F“-HTInET © Fortinet Inc. All Rights Reserved. 54
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After you configure the sniffer profile, you can start, pause, delete, or download the packet capture by using
the control buttons highlighted on the screenshot on this slide. Alternatively, you can use the FortiSwitch CLI
as shown on this slide. Usually, it is more convenient to use the FortiSwitch GUI because you can download
the packet capture from the Packet Capture page. If you use the FortiSwitch CLI, you must upload the packet
capture to an FTP or TFTP server, which can sometimes delay the troubleshooting process.
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Using the Sniffer Command on the FortiSwitch CLI

# diagnose sniffer packet <interface> '<filter>' <level> <count> <tsformat>
<count> stops packet capture after this many packets
<tsformat> changes the time stamp format:
a — Absolute UTC time

| Level | P headers | _IPpayload | ___Ethenet headers | _Portnames

1 v
2 v v

3 N 5 Y

4 v &
5 v v ¥
6 v v v 7

F::RTINET
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If you are familiar with the FortiGate sniffer command, then you also know how to use the sniffer command on
FortiSwitch. Like FortiGate, you can choose from six verbosity levels. The table on this slide shows what
information is displayed in each level. Level 4 is preferred in most of the cases, because it displays a
summary of the packet and the interface the packet leaves or enters. Level 3 or Level 6 can be used to
convert the output to PCAP format, which can later be examined with a network protocol analyzer, such as
Wireshark.
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Using the Sniffer Command on the FortiSwitch CLI (Contd)
* Capture traffic on:
« System interfaces (reliable):
# diagnose sniffer packet internal "port 443 and host 10.0.1.10" 4 0 a
interfaces=[internal]
filters=[]
2022-11-10 06:05:59.261272 internal -- 10.0.1.10.63598 -> 10.0.13.3.443: psh 2038498853 ack 1856769266
2022-11-10 06:05:59.261546 internal -- 10.0.13.3.443 -> 10.0.1.10.63598: ack 2038499858
« Switch ports (limited packets):
# diagnose sniffer packet :
interfaces=[_ port 23]
filters=[]
pcap lookupnet: port 23: no IPv4 address assigned
2.100771  port 23 —- 802.1Q vlan#4094 PO —— Ether type 0x79 printer havn't been added to sniffer
2.186294 port 23 -- 802.1Q vlan#4094 PO -- 1ldp 194 chassis 4 04:d5:90:c2:fa:d4 port subtype 5: 'portl'
ttl 120 system 'Core-1'
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 56
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The example on this slide shows how to capture traffic on system interfaces and switch ports.

If you want the packet capture to be reliable, then avoid using the sniffer command to capture traffic on
interfaces other than system interfaces, such as internal and mgmt. Although you can also use the sniffer
command to capture traffic on switch ports, as shown on this slide, the types of packets captured by the
sniffer are very limited. In the example shown on this slide, the sniffer displays only ingress LLDP
advertisements and BPDUs when capturing traffic on port23, even though, at the time of the capture, there
was more traffic being sent and received on the port.

Note the use of the notation  port XX to reference a switch port in the sniffer command.
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L
What s SPAN?
+ Mirrors traffic on a port to selected destination S e
interface - Source Ingress port: portl
- Source egress port portl
« Both ingress and egress traffic can be mirrored / |- Destination port: port2
» No encapsulation R / EG> —IN—
FortiSwitch
« Mirrored port must be a switch port {t%\_pmz M X
+ All traffic is mirrored N -
e N _ - = N portl -
« Filtering options available when combined with ACL . Monitoring
+ Only in standalone mode = ] L

+ Limitations

+ Mirrored traffic can’t span multiple switches

» No support for system interfaces L e

: . . . PC [ Mimored packet
» No filtering options in managed switch mode ==
IN—> Ingress packet
EG— Egress packet
F::ERTINET . . -
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Switch port analyzer (SPAN) enables you to mirror traffic on one or more ports to the specified destination
interface, where a monitoring device, such as a PC running Wireshark, is connected and capturing the
mirrored traffic.

When you configure SPAN, you can configure FortiSwitch to mirror ingress or egress traffic on the port. Also,
because FortiSwitch does not encapsulate the mirrored traffic, the traffic captured on the monitoring device is
an exact copy of the original.

Unlike remote SPAN (RSPAN) and encapsulated remote SPAN (ERSPAN), you can’'t send the mirrored traffic
across multiple switches when you use SPAN. For this reason, the monitoring device must be connected to
the same switch where the traffic is being mirrored. Another limitation of using SPAN is that you can mirror
traffic on switch ports only. That is, traffic on system interfaces, such as internal or mgmt can’t be mirrored. In
addition, SPAN mirrors all the traffic on a port. However, if FortiSwitch is in standalone mode, you can filter
the traffic to capture by configuring an ACL classifier and referencing the SPAN profile.

In the example shown on this slide, SPAN is enabled on FortiSwitch, and is configured to mirror ingress and

egress traffic on port1, to port2. As a result, ingress and egress traffic generated by the PC can be captured
on the monitoring device using Wireshark.
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Troubleshooting

Configuring SPAN

* On the FortiGate CLI:

* On the FortiSwitch CLI:

config switch-controller managed-switch
edit S424DPTF20000029
config mirror
el b Tpe™
set status active
iset dst "port2”
iset src-ingress "portl™:
iset src-egress "portl®
next
end
next
end

config switch mirror
edit "pC"
set status active

iset dst "port2® :
set src-ingress "portl™:
: set src-egress "portl" :

next

end

F::RTINET
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This slide shows an example of how to configure a basic SPAN session on the FortiGate CLI and on the
FortiSwitch CLI. The settings instruct FortiSwitch to mirror the ingress and egress traffic on port1, to port2.
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What Is RSPAN?

* Mirrors traffic on a port to a destination port and |
VLAN : Monitoring ‘
« Both ingress and egress traffic can be mirrored device ‘ ; :
+ Mirrored traffic: % —
* |s tagged with configured VLAN and flooded I
+ Bestpractice: use a dedicatedVLAN for RSPAN 3
+ In managed switch mode, mirrored traffic is tagged with P_“;:
the rspan VLAN and forwardedto FortiGate only Fornswitch 2 & "_:E
+ Can span multiple switches that accept the VLAN li“' il i
+ Mirrored port must be a switch port el i %? e etiiaaded
« Al traffic is mirrored Etessnnrel iy o[
+ Filtering options available when combined with ACL il
+ Available in both managed switch and standalone S ke
modes FortiSwitch 1 IQ\{“:}".‘ ’ 1 Oﬁgsnal packet
i T [=] Mimored packet
* Limitations e
= Mirrored traffic can’t span Layer 3 devices T ¢ il
» No support for system interfaces
P PC
F:-:HT|nET © Fortinet Inc. All Rights Reserved 68
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RSPAN is an enhanced version of SPAN. Like SPAN, it enables you to mirror traffic on one or more ports to
the specified destination interface. However, unlike SPAN, RSPAN tags the mirrored traffic with a VLAN of
your choice, and then floods the traffic in the VLAN across multiple switches. The result is that all devices in
the VLAN receive a copy of the mirrored traffic. For this reason, to prevent network saturation caused by the
mirrored traffic, it is a common best practice to use a dedicated VLAN for RSPAN, and to assign to the VLAN

the monitoring devices only.

Note that in managed switch mode, FortiSwitch uses the rspan VLAN (VLAN ID 4092) as the destination
VLAN for mirrored traffic. In addition, the mirrored traffic is forwarded across the stack only to ports leading to
FortiGate, thus preventing traffic flood. Then, on FortiGate, you must use the sniffer to capture the mirrored

traffic.

Like SPAN, RSPAN mirrors all the traffic on a port. However, you can filter the traffic to capture—regardless
of the FortiSwitch management mode—by configuring an ACL classifier and referencing the SPAN profile.

Unlike ERSPAN, RSPAN can’t send mirrored traffic across multiple Layer 3 devices, such as routers and
firewalls. For this reason, the monitoring device must be connected to the same Layer 2 domain where the

traffic is being mirrored.

The example shown on this slide describes RSPAN operation when FortiSwitch is in standalone mode.
RSPAN is enabled on FortiSwitch 1, and is configured to mirror ingress and egress traffic on port1. The
mirrored traffic is flooded to port2 and tagged with VLAN 99. The ports used in the ISL, as well as port2 on
FortiSwitch 2, allow VLAN 99. As a result, ingress and egress traffic generated by the PC can be captured on
the monitoring device using Wireshark.
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Configuring RSPAN

« On the FortiGate CLI:

config switch-controller traffic-sniffer

* On the FortiSwitch CLI:

config switch mirror

set mode rspan edit "RSPAN"
config target-port set status active
edit "S424DPTF20000029" set mode RSPAN
{ set in-ports "portl" : iset dst "“portz®

i set src-ingress “porfl“i
i set src-egress “portl" :
e a e

{ set out-ports "portl"
next
end
end

ZERTINET
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This slide shows an example of how to configure a basic RSPAN session on the FortiGate CLI and
FortiSwitch CLI. The settings instruct FortiSwitch to mirror the ingress and egress traffic on port1, to port2,
and tag the mirrored traffic with VLAN ID 99.

Note that when you use the FortiGate CLI to configure RSPAN, you don’t indicate the destination port or the
VLAN ID. This is because FortiGate automatically configures FortiSwitch to forward mirrored traffic to ports
leading to FortiGate, and tags the traffic with VLAN ID 4092, which is the VLAN ID assigned to the rspan

VLAN.
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What Is ERSPAN?

* Mirrors traffic on a port to a collector IP ——
+ Both ingress and egress traffic can be mirrored Bonmg
+ Mirrored traffic: Sl -

* |s encapsulated in GRE
= Can span multiple Layer 3 devices eff]

= Mirrored port must be a switch port

= All traffic is mirrored FotiGate
(MAT mode}'\xm

I . . . . -
- Filtering options available when combined with ACL . Dheu
+ Available in both managed switch and standalone Rt e

modes S oty
= : 2 - Collector IP 13.3.:‘3._13
* Limitations -
+ ERSPAN collector IP can’t be in the FortiLink Fﬂlﬁ_"s‘;iff'?i;\%:‘t;

interface subnet s et s
« No support for system interfaces % S ORE packer

%

= (encapsulated mirrored packet)

—IN— Ingress packet
-EG+ Egress packet
PC
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ERSPAN enables you to send the mirrored traffic across multiple Layer 3 devices. For this, ERSPAN
encapsulates the mirrored traffic into GRE packets, and sends the packets to the configured collector IP. This
enables you to use any collector in your network, as long as FortiSwitch has IP connectivity with that device.

Note that if you are using FortiSwitch in managed switch mode, the collector IP can’t be in the same subnet as
your FortiLink interface.

In the example shown on this slide, ERSPAN is enabled on FortiSwitch, and is configured to mirror ingress
and egress traffic on port1. The mirrored traffic is encapsulated into GRE packets, and sentto 10.0.99.10,
which is the IP address of the monitoring device connected behind FortiGate. FortiGate receives the GRE
packets on port1, and routes them to port2. As a result, ingress and egress traffic generated by the PC can be
captured on the monitoring device using Wireshark.
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Configuring ERSPAN
+ On the FortiGate CLI: * On the FortiSwitch CLI:
config switch-controller traffic-sniffer config switch mirror
set mode erspan-auto edit "ERSPAN"
iset erspan-ip 10.0.99.10: set status active
config target-port ' set mode ERSPAN-auto
edit "S424DPTF20000029" i set src-ingress "portl"®
f set in-ports "portl” .,Eﬁjﬁ...ﬁ;,.ﬁ...ﬁﬁfess "portl”
i set out-ports "portl” iset erspan-collector-ip 10.0,99.710}
next next
end
end
ﬁ;;:rg'll-rlasntlﬁz; © Fortinet Inc. All Rights Reserved. 62

This slide shows an example of how to configure a basic ERSPAN session on the FortiGate CLI and on the
FortiSwitch CLI. The settings instruct FortiSwitch to mirror the ingress and egress traffic on port1, and send
the GRE packets carrying the mirrored trafficto 10.0.99.10.
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Knowledge Check

1. Which traffic mirroring method enables you to send mirrored traffic across Layer 3
devices?
<A, ERSPAN
B. RSPAN

2. What is a common best practice when using RSPAN?
A. Tag mirrored traffic with a VLAN used for production traffic
+'B. Tag mirrored traffic with a dedicated VLAN used only for RSPAN
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Good job! You now understand packet capture.

Now, you will review the objectives that you covered in this lesson.
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Review

Display the status of managed switches, and obtain the stack topology using the FortiGate CLI
Identify the most important processes used in FortiSwitch management

Verify time synchronization, and debug configuration changes on managed FortiSwitch
Display the status of ports and trunks using the FortiGate CLI and the FortiSwitch CLI

View PDU counters to identify the protocol types received on a port

Display VLAN port membership for standard VLAN assignments

View the system information and monitor processes using the FortiSwitch CLI

View the FortiSwitch logs on FortiGate and FortiSwitch

Display the MAC address table on the FortiGate CLI and FortiSwitch CLI

Track a MAC address using the FortiSwitch CLI

Display the ARP table and the LLDP neighbors on the FortiSwitch CLI

Display the crashlog file and run a debug report

Compare the supported packet capture methods

Configure sniffer profiles and use the sniffer command

Describe and configure SPAN, RSPAN, and ERSPAN using the FortiGate CLI and FortiSwitch CLI
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the most useful tools available to
troubleshoot FortiSwitch issues.
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