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Security Operations Analyst

SOC Concepts and Security Frameworks

FortiAnalyzer 7.4

In this lesson, you will learn about the security operations center (SOC), including its importance in an 

organization, the roles it encompasses, and how it can protect your network.

SOCs are essential in today's cybersecurity landscape for protecting your organization’s assets. Using skilled 

analysts and a tool like FortiAnalyzer, you can integrate logging, analytics, and reporting, all under a single 

pane of glass, which enables SOCs to efficiently identify and respond to incidents, streamline data 

management, and improve operational efficiency with automation and real-time intelligence. This setup 

bolsters SOC agility and fortifies security frameworks, preparing teams to effectively combat cyber 

adversaries and highlighting the strategic benefits of FortiAnalyzer in security operations.
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SOC Main Functions and Roles

Fortinet SOC Environment Benefits

Attack Frameworks Overview

Mapping Adversary Behavior

In this lesson, you will learn about the topics shown on this slide.
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Objectives

SOC Main Functions and Roles

• Describe the main functions and roles within a SOC

• Describe the main challenges within a SOC

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the main functions and roles within a SOC, you will be able to 

recognize its operational framework and organizational dynamics.

SOC Concepts and Security Frameworks
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What Is a SOC? 

Continuous monitoring for security events and compromise indicators Threat Monitoring

Analyzing data for patterns and anomalies, and identifying malicious 
activities ThreatDetection

Swiftly responding, investigating, containing, and restoring from security 
incidents IncidentResponse

Proactively searching for hidden threats using advanced techniques ThreatHunting

Identifying and prioritizing vulnerabilities, patching, and configuration 
Vulnerability
Management

Gathering, analyzing, and sharing emerging threat information Threat Intelligence

Documenting incidents, preparing reports, and tracking metrics 
Reportingand

Documentation

Ensuring adherence to industry-specific regulations 
Complianceand

Regulations

Security

Operations

Center

What are the main functions of a SOC? As this slide shows, a SOC team is responsible for numerous 

complex tasks that are performed on a daily basis.

A SOC plays a pivotal role in cybersecurity by monitoring, responding, collaborating, continuously improving 

security measures, and ensuring adherence to industry-specific regulations.

SOC Concepts and Security Frameworks
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SOC Roles

SOC Managers

• Assign 

resources 

• Create 

guidelines and 

policies

Security Engineers

• Design, configure, 

and maintain 

security 

infrastructure

SOC Analysts

• Analyze data 

and identify 

deviations 

from normal 

behavior

Vulnerability Management 

Specialists

• Assess risk levels and 

identify vulnerabilities

Threat Hunters

• Actively seek out 

threats or signs of 

threats in the 

network

Threat Intelligence 

Analysts

• Identify and analyze 

cyberthreats 

• Recommend 

mitigations

Incidents Response & 

Forensic Analysts 

• Create, manage, 

and update 

incidents and 

events

• Collect and analyze 

evidence to 

determine impact

To fulfill the numerous functions of a SOC, you will need the appropriate personnel with diverse skillsets to 

handle the following roles and responsibilities:

• SOC Manager/Team Lead: Organizes the day-to-day operations within the SOC, including but not limited 

to, assigning resources and creating guidelines and policies.

• SOC Analysts: Analyze logs on the network and identify any meaningful deviations from the established 

baselines.

• Security Engineers: Design, maintain, and configure the security infrastructure.

• Vulnerability Management Specialists: Assess the risk level of the network and identify vulnerabilities.

• Threat Hunters: Actively look for threats or signs of threats in the network.

• Threat Intelligence Analysts: Identify and analyze cyberthreats. They may use industry-standard attack 

frameworks to identify the attack vectors and provide recommendations for mitigation.

• Incident Responders: Create, manage, and update the security incidents and events on a network. They 

gauge the severity of events and inform management, as required.

• Forensics Analysts: Collect evidence, analyzing it, and determining the impact of a security incident.

Note that the responsibilities are not always clearly delineated. For example, a SOC manager may be 

responsible for some analyst-centric tasks, such as reviewing incidents. Or a SOC analyst may also be 

responsible for threat hunting tasks. In general, as an organization grows, it will have employees in more 

dedicated roles within a SOC. Regardless of how big a SOC is, all personnel must work together, 

communicate their findings, follow security policies, and react with precision to any threat.

SOC Concepts and Security Frameworks
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Teams Within a SOC
Red team simulates adversaries

• Attempts to exploit vulnerabilities 
• Conducts penetration tests and vulnerability 

assessments
• Performs security research

Blue team defends against adversaries
• Identifies, responds to, and mitigates security 

incidents
• Performs security monitoring, threat hunting, and 

forensics
• Detects, responds to and recovers from incidents

Purple team orchestrates knowledge sharing
• Bridges the gap between red and blue teams
• Facilitates knowledge transfer
• Designs exercises
• Improves organizational security posture
• Creates TTP mapping

Red Team

Vulnerability 

Assessment

Penetration Tests

Social Engineering

Security Research

Blue Team

Security Monitoring

Threat Hunting

Security Controls

Forensics

Purple 

Team

TTP creation

Security 

Improvements

Design 

Exercises

In the context of SOC and cybersecurity, the terms purple team, red team, and blue team refer to different 

teams that work on identifying, assessing, and defending against security threats.

Red Team: the simulator

1. Purpose: Simulate adversaries and attempt to exploit vulnerabilities in an organization's systems, just 

like real-world attackers would.

2. Activities: Conduct penetration tests, vulnerability assessments, and other offensive security exercises.

3. Goal: Identify vulnerabilities and weaknesses in security controls before malicious actors can exploit 

them.

Blue Team: the defender

1. Purpose: Defend against adversaries and identify, respond to, and mitigate security incidents.

2. Activities: Monitor networks and systems for signs of malicious activity, conduct digital forensics, and 

implement security measures.

3. Goal: Detect, respond to, and recover from security incidents.

Purple Team: the orchestrator

1. Purpose: Collaborate and share knowledge while working to bridge the gap between the red and blue 

teams, ensuring that they communicate effectively and learn from each other.

2. Activities: Facilitate knowledge transfer between the red and blue teams, help implement mitigations 

based on red team findings, and assist in creating more realistic defensive drills.

3. Goal: Improve the organization's overall security posture by integrating the offensive and defensive 

expertise of the teams.

SOC Concepts and Security Frameworks
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Reasons Why SOCs Fail or Succeed

ImplementationTechnologyScope

• Resources allocated 

• Required skills identified and 

planned for

• Impact on SOC playbooks 

understood

• Strong understanding of the 

market and technology

• Meets current and future 

requirements, and in-scope 

processes

• High-fidelity outputs

• Focused requirements and 

use cases

• Realistic expectations

• Appropriate application

(current and future)

• Compliant with regulations

• Too small—no team

• Lacking key skills

• No playbook—no process

• Inconsistent responses

• Lack of understanding of 

how tools work

• Too many events (poor 

sources or poor tech)

• Solution didn’t deliver

• Shallow and narrow 

coverage

• Unrealistic expectations

• Wrong focus (threat vector)

• Non-compliance with 

regulations

S
u

c
c
e

s
s

F
a

ilu
re

To succeed, a SOC requires security and risk management leaders to provide the correct methodology,

technology, and personnel to combat cybersecurity threats. To maintain cybersecurity, a SOC must continue 

to evolve because threats are continuously evolving: The number of attack vectors and the methods used to 

exploit weaknesses in a network grow every year.

Successful SOCs have a solid understanding of the scope of the issues, the technologies being used or 

considered, and the processes being affected. As your SOC team grows, you must consider the impact that 

growth has on the scope, technology, and implementation requirements.

SOC Concepts and Security Frameworks
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SOC Maturity

SOC 
Productivity 
Optimization

Threat Hunting and Incident 
Response

Enhanced Near-Real-Time Threat 
Detection

Real-Time Monitoring and Operations

Greenfield

Established

Establishing

Forward-Leaning

As a SOC matures and learns, it builds the processes required to treat basic incidents, and starts to 

differentiate event treatments based on event impact. At this stage, additional tools might be used to expedite 

the initial assessment, and alerts might be aggregated and augmented with additional context.

More mature organizations might need to strengthen their ability to perform root cause analysis of the incident 

and elimination of the threat. When a SOC closes an incident, they must ensure the risk of recurrence is 

correctly handled. The refinement of the end-to-end workflow will result in optimized orchestration, improved 

productivity, and overall forward movement of the SOC.

SOC Concepts and Security Frameworks
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Knowledge Check
1. Which SOC role is responsible for investigating logs to identify problems? 

A. SOC analyst

B. Threat hunter

2. What is the role of the red team in a SOC?
A. To gather and analyze evidence, and determine scope of impact

B. To assess and exploit vulnerabilities

SOC Concepts and Security Frameworks
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SOC Main Functions and Roles

Fortinet SOC Environment Benefits

Attack Frameworks Overview

Mapping Adversary Behavior

Good job! You now understand SOC main functions and roles.

Now, you will learn about the benefits of the Fortinet SOC.

SOC Concepts and Security Frameworks
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Objectives

Fortinet SOC Environment Benefits

• Identify the challenges that can be solved by the Fortinet SOC

• Describe the Fortinet SOC solution workflow

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the benefits of the Fortinet SOC, you will be able to select the 

correct tools to improve your network security.

SOC Concepts and Security Frameworks
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Benefits of the Fortinet SOC Environment

 Collect logs from multiple Fortinet 
device types

 Standardize incident response 
process

 Automate daily tasks

 Empower junior analysts

Improves 
visibility

Reduces     
time to 

respond

Reduces

operational 
cost Reduces     

alert fatigue

Addresses 
analyst skills 

gap

There are many benefits of leveraging the Fortinet SOC in your network. 

FortiAnalyzer provides:

• Centralized logging with event correlation

• Integration with the Fortinet Security Fabric

• Integration with some third-party applications, such as Microsoft Teams and ServiceNow

• Device logging with event correlation and real-time threat detection

• Indicators of compromise (IOC) updated daily with the FortiGuard database

• Incidents and events management

• Automation with playbooks

When you use FortiAnalyzer in a SOC, you increase SOC productivity by addressing the following issues:

• Too many tools: Using a layered, multivendor approach can result in a SOC composed of multiple tools 

that don't work together and require analysts with specialized skillsets, working in silos. Fortinet SOC 

solves this.

• Volume of alerts: Automated false positive analysis and closure of tickets on third-party systems will 

manage alert fatigue

• Manual processes: Automated playbooks can convert most manual analyst processes. 

• Ineffective collaboration: Specialization means that not all analysts are equal. Some analysts handle only 

specific types of incidents, such as phishing attacks, malware outbreaks, distributed denial-of-service 

(DDoS) attacks, and so on. Analysts can be assigned incidents based on their skillset.

SOC Concepts and Security Frameworks
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Fortinet SOC Solution Workflow
Data Collection

• FortiGate

• FortiSwitch

• FortiManager

• FortiClient EMS

• And more

Data Aggregation and 
Processing

Threat 
Detection

Threat Analysis
Alert 

Generation

Incident Response

(Investigation/Containment/Remediation/Recovery)

Reporting
Continuous 

Improvement

Note: Playbooks are 

running behind the scenes 

throughout the workflow

The flow chart on this slide shows one possible workflow of the Fortinet SOC solution. FortiAnalyzer allows 

users to manage many components of the Fortinet SOC through its interface. Overall, Fortinet SOC works by 

continuously collecting and processing data from various sources to detect potential security threats and 

anomalies. When FortiAnalyzer detects a security threat, it generates alerts for the security team who then 

investigate and take the necessary action. Playbooks execute or run behind the scenes, continuously 

enriching the entire incident response flow. After the incident is handled, the SOC team can generate reports 

to further analyze the incident and improve processes.

• Data Collection: The SOC solution collects data from various sources, such as FortiGate, FortiSwitch, 

FortiManager, FortiSandbox, FortiClient EMS, and more.

• Data Processing: The SOC solution processes the collected data to identify potential security threats and 

anomalies.

• Threat Detection: The SOC solution uses threat intelligence to detect security threats, such as malware, 

phishing attempts, and suspicious network activity.

• Alerting: When the SOC solution detects a security threat, it generates alerts and notifications to the 

security team.

• Incident Investigation: The security team investigates alerts to determine the severity and scope of the 

security threat.

• Containment: If necessary, the security team takes action to contain the security threat and prevent it from 

spreading.

• Remediation: The security team takes action to remediate the security threat, such as removing malware 

or patching vulnerabilities.

• Reporting: The SOC solution generates reports to provide insights into the security posture of the 

organization and to help improve future security strategies.

SOC Concepts and Security Frameworks
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• Connectors allow playbooks to 
interact with devices in the  
Security Fabric and standalone 
devices

• They determine which actions can be 
performed by playbook tasks

• Event handlers generate events 
when a rule is matched

• FortiAnalyzer contains many 
predefined (default) event handlers for 
many Fortinet devices

• You can also create your own event 
handlers

Integration Examples

FortiAnalyzer can integrate with other Fortinet products and third-party applications. Connectors determine 

which automated actions can be performed by playbooks. The available actions will vary depending on the 

connector type used. Each connector type allows for different actions.

For FortiGate devices, you can also enable the automation stitch configuration in an event handler. When an 

event is generated by an event handler with automation stitch enabled, FortiAnalyzer sends a notification to 

the FortiGate automation framework. If an automation stitch is configured on the FortiGate device that 

corresponds to that FortiAnalyzer event handler, the notification will trigger the related automation stitch and 

activate an action in response. Some possible actions include FortiGate sending a custom email notification, 

executing a CLI script, or performing a system action in response to the trigger.

Event handlers generate events when one of their configured rules matches incoming logs on FortiAnalyzer. 

For example, the event handler can be configured with rules to match IP addresses, ports, or even a generic 

text string. There are many predefined event handlers for Fortinet devices, such as FortiGate, FortiSandbox, 

FortiMail, and FortiWeb. In addition to the predefined event handlers, you also have the option to create your 

own.

SOC Concepts and Security Frameworks
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An Example of Automation With a Playbook

Playbook sends 
webhook call

Threat 
intelligence 

database 
updates

Logs 

Protected 
endpoints

Infected 
endpoints

FortiAnalyzer
Event

detected

FortiGate FortiSwitch

Internet

1

2

3

4

5

Traffic

Automation 
stitch runs

This slide shows an example of a playbook being used to automate tasks with FortiAnalyzer and other 

networking devices:

1. Traffic flows through FortiGate.

2. FortiGate sends logs to FortiAnalyzer.

3. FortiAnalyzer detects some suspicious traffic from the logs and an event handler on FortiAnalyzer 

generates an event.

4. The event triggers the execution of a playbook in FortiAnalyzer, which sends a webhook call to FortiGate.

5. FortiGate runs the automation stitch with the corrective or preventive actions.

SOC Concepts and Security Frameworks
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Knowledge Check
1. What determines the possible actions a playbook task can perform? 

A. The event handler

B. The connector

SOC Concepts and Security Frameworks
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SOC Main Functions and Roles

Fortinet SOC Environment Benefits

Attack Frameworks Overview

Mapping Adversary Behavior

Good job! You now understand the benefits of the Fortinet SOC.

Now, you will learn about two industry-standard attack frameworks.

SOC Concepts and Security Frameworks
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Objectives

Attack Frameworks Overview

• Describe the MITRE ATT&CK Matrix for Enterprise

• Describe the Cyber Kill Chain

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the industry-standard attack frameworks, you will be able to understand and 

identify attacks on your network.

SOC Concepts and Security Frameworks
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• Detailed mapping of adversary behavior 
framework

• Threat intelligence and adversary 
emulation use cases

• Guidelines for classifying and describing 
cyberattacks and intrusions

• 14 tactics categories consisting of 
"technical objectives" of an adversary 

• Categories broken down further into 
specific techniques and subtechniques

• Created by the MITRE Corporation in 
2013

MITRE ATT&CK Overview

ATT&CK = Adversarial Tactics, Techniques, and Common Knowledge

Note: Not all tactics and techniques are shown

What is MITRE ATT&CK?

ATT&CK stands for: Adversarial Tactics, Techniques, and Common Knowledge.

It is a framework that provides a detailed mapping of adversary behavior. It is widely used for threat 

intelligence and adversary emulation. 

MITRE ATT&CK classifies and describes cyberattacks and intrusions through 14 tactics categories, each 

representing a technical objective of an adversary. Not all tactics are shown on this slide. These categories 

are further broken down into specific techniques and subtechniques.

The framework serves as an alternative to the Cyber Kill Chain developed by Lockheed Martin and offers 

valuable insights for procedure, mitigation, and detection.

One of the main benefits of using MITRE ATT&CK framework is that it makes SOCs more effective. 

FortiAnalyzer integrates with the MITRE ATT&CK Navigator to provide a comprehensive security solution.

The MITRE ATT&CK Navigator can be used by various members of the SOC team, including security 

analysts, threat hunters, incident responders, and SOC managers, as a tool for visualizing and mapping 

observed or potential adversary techniques and tactics to the ATT&CK framework. Using the MITRE ATT&CK 

Navigator, SOC team members can enhance their understanding of the tactics and techniques used by 

adversaries, improve threat detection and response capabilities, and align their defensive strategies with 

industry best practices.

SOC Concepts and Security Frameworks
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MITRE ATT&CK Overview (Contd)

Tactics 

Techniques 

Subtechniques 

Expand to see 

subtechniques
Note: To see all 14 tactics, access the ATT&CK Navigator: 

https://mitre-attack.github.io/attack-navigator/

Using the matrices, you can identify a tactic, a technique, and potentially, a subtechnique. To view a 

subtechnique, you must expand a technique that has one or more subtechniques. For example, the Active 

Scanning technique displays a 0/3 value, which means there are three subtechniques, but currently none are 

selected.

In the example shown of this slide, all three components are present:

• Tactics: Reconnaissance

• Technique: Active Scanning (T1595)

• subtechnique: Vulnerability Scanning (T1595.002)

Tactics represent the why of a technique or subtechnique. They explain what the adversary is trying to 

accomplish, such as performing reconnaissance. The tactics are not designed to be interpreted as stages or 

phases, and adversaries do not need to employ all tactics in the framework.

Techniques represent how an adversary fulfills their tactical goal by performing an action. For example, they 

may perform active scanning for reconnaissance. Some techniques may have subtechniques, which are more 

specific actions that are used to achieve their tactical goal. Furthermore, some techniques may fall under 

more than one tactic.

SOC Concepts and Security Frameworks
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MITRE ATT&CK Procedure, Mitigation, and Detection

• Procedure examples include information 
about known bad actors who use a 
technique

• Mitigations represent security concepts 
and classes of technology that may 
prevent the successful execution of a 
technique or subtechnique

• Detection covers high-level security 
concepts and classes of technology that 
can detect the execution of a technique 
or subtechnique

Note: Procedure, Mitigation, and Detection examples can be found at: https://attack.mitre.org/

Procedures are specific implementations adversaries have used for techniques or subtechniques. They are 
documented in the MITRE ATT&CK framework based on observation of in-the-wild usage and can span 
multiple techniques and subtechniques. Procedures are very dynamic in nature and difficult to scope in 
advance because variations can affect coverage capabilities, such as detection and mitigation.

Mitigations represent vendor-agnostic and implementation-agnostic security concepts and classes of 
technology that can prevent the successful execution of a technique or subtechnique. A mitigation can span 
several techniques and subtechniques.

Detection covers high-level security concepts and classes of technology that can detect the execution of a 
technique or subtechnique. In the example on this slide, the recommendation is to use monitoring to analyze 
network traffic patterns. In other techniques, there may be malicious files involved in the security threat. In 
general, if the technique or subtechnique is implemented or configured in a way that allows it to remove or 
quarantine a malicious attachment, it is considered a mitigation (and, most likely, also a detection). If the 
technique or subtechnique is only alerting but not preventing the delivery of the malicious attachment, it is a 
detection.

SOC Concepts and Security Frameworks
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MITRE ATT&CK Framework Matrices in FortiAnalyzer

• Cybersecurity tactics and techniques organized into matrices

Incidents & Events > MITRE ATT&CK > Attack

Note: Not all tactics and techniques are shown

Click a tile to see 

associated incidents 

and events

The column headers 

are the tactics

Incidents & Events > MITRE ATT&CK > Coverage

The tiles under the 

columns are the 

techniques

Click a tile to see 

which event handlers 

have coverage against 

the technique or 

subtechnique

The MITRE ATT&CK and MITRE ATT&CK ICS pages on FortiAnalyzer are based on the MITRE ATT&CK 

framework matrices.

The column headers are the tactics in the matrices. They describe the adversary’s goal or objective—such as 

performing reconnaissance—when they use techniques on your network.

The tiles in the columns are the techniques in the matrices. They describe how an adversary can achieve their 

objective in your network, such as using active scanning to perform reconnaissance.

You can review the incidents and events associated with a technique, such as the severity, information on the 

technique and subtechnique, affected endpoints, and the total number of incidents and events. For example, 

the Compromise Infrastructure tile has nine associated events.

You can review event handler coverage on the Coverage section. It will show you the number of event 

handlers and the percentage of coverage that FortiAnalyzer has against attacks in the matrices. The number 

on each tile shows how many event handlers are associated with that technique. For example, the 

Compromise Infrastructure tile has eight associated event handlers. You can click a tile to view the list of 

event handlers related to that technique.

To leverage the MITRE ATT&CK ICS matrix, which is not depicted on this slide, the OT Security Service 

license is required on FortiAnalyzer.

SOC Concepts and Security Frameworks
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Cyber Kill Chain Overview
• Framework developed by Lockheed 

Martin

• Identifies what adversaries have to 
complete in order to achieve their 
objectives on a target

• Derived from a military concept called kill 
chain

• Provide visibility and understanding of 
sophisticated attacks and attacker’s 
tactics, techniques, and procedures

• Consists of seven steps that represent 
stages of advanced persistent threats 
(APT)

Gather information about the targetReconnaissance

Use the gathered information to embed malwareWeaponization

Transmission of the malwareDelivery

Target system vulnerabilityExploitation

Malware is installedInstallation

Connection to an outside server is established
Command & 

Control

Attack on the network commences
Actions on 

Objective

The Cyber Kill Chain is frequently referenced as a standard framework that provides a high-level description 

of adversary activities during advanced and persistent attacks. The Cyber Kill Chain conveys important high-

level concepts in a way that is digestible for non-technical audiences, but it lacks the level of detail required 

when you need to drill down to the more technical aspects of adversary activity.
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Cyber Kill Chain in FortiAnalyzer
• In FortiAnalyzer, the predefined threat report is mapped to the Cyber Kill Chain stages 

for correlation and pattern identification

This slide shows part of a generated threat report, which is a predefined report included with FortiAnalyzer. 

This report maps the findings in the FortiAnalyzer report to stages of the Cyber Kill Chain. In this example 

report, FortiAnalyzer has identified potential security breaches and mapped suspicious network traffic to 

corresponding steps in the Cyber Kill Chain, such as reconnaissance activities; the use of risky, possibly 

weaponized applications; detected vulnerabilities that could be exploited; and connections to command-and-

control server (C&C) sites.
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Gather information about the targetReconnaissance

Use the gathered information to embed malwareWeaponization

Transmission of the malwareDelivery

Target system vulnerabilityExploitation

Malware is installedInstallation

Connection to an outside server is establishedCommand & 

Control

Attack on the network commencesActions on 

Objective

Adversary Behavior—MITRE ATT&CK vs. Cyber Kill Chain

MITRE ATT&CK Cyber Kill Chain

Subtechnique

Tactic

Technique

Scenario: Group ABC initially probes the potential target's email systems in search of valid email accounts. 

The MITRE ATT&CK model offers a comprehensive and detailed information about adversary behavior, 

enabling organizations to improve their defenses and incident response capabilities. The Cyber Kill Chain 

model provides a structured approach to identifying and disrupting attacks at different stages. Organizations 

often use aspects of both models, integrating them into their cybersecurity strategies to gain a more holistic 

view of threats and develop effective defensive measures.

MITRE ATT&CK model:

1. Focus: The model primarily focuses on documenting and categorizing adversary tactics, techniques, and 

procedures (TTPs) observed in real-world cyber attacks.

2. Granularity: It provides a highly granular and detailed view of adversary behavior, describing specific 

actions and techniques used throughout different stages of an attack.

3. Coverage: It covers a wide range of tactics and techniques across different platforms and attack vectors, 

offering a comprehensive view of adversary behavior.

4. Application: It is commonly used for threat intelligence, red teaming, and blue teaming activities. It helps 

organizations understand and simulate adversary behavior, assess their defenses, and improve their 

incident response capabilities.

Cyber Kill Chain model:

1. Focus: Focuses on the stages or phases of a cyber attack from initial reconnaissance to post-exploitation 

activities.

2. Lifecycle perspective: It provides a structured, step-by-step representation of an attacker's activities, 

aiming to identify and disrupt each stage of an attack.

3. Sequential approach: It follows a linear progression, emphasizing the sequential order of an attack's 

stages.

4. Application: It is commonly used for incident response, security operations, and vulnerability 

management. It helps organizations detect, respond to, and prevent cyber attacks by understanding an 

attacker's likely progression and targeting specific stages.
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Knowledge Check
1. Which model or framework allows for a more detailed mapping of adversary 

behavior?
A. MITRE ATT&CK

B. Lockheed Martin’s Cyber Kill Chain

2. Which one is a MITRE ATT&CK tactic?
A. Initial access

B. Exploitation
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SOC Main Functions and Roles

Fortinet SOC Environment Benefits

Attack Frameworks Overview

Mapping Adversary Behavior

Good job! You now understand the attack frameworks.

Now, you will learn about mapping adversary behavior.
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Objectives

Mapping Adversary Behavior

• Review a simulated attack

• Understand how to use the ATT&CK Navigator

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using the MITRE ATT&CK Navigator to map adversary behavior during a 

simulated attack, you will acquire the knowledge and expertise necessary to map adversary behavior when 

confronted with real-world cybersecurity threats.
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Mapping Adversary Behavior
• Understanding adversary behavior is a crucial step in protecting your network and data

• Ask these two questions:
• Why? What is the technical goal (tactic) of the threat actor?

• How? What actions (technique or subtechnique) is the threat actor taking to achieve their goal?

• The more you understand the techniques and the tools bad actors use, the more 
effective you will be when formulating your strategy against threats

• In this section, you will review a use case to learn how to map adversary behavior to a 
mock report

Understanding adversary behavior is essential to safeguarding your organization from threat actors. It 

involves trying to anticipate the why and the how of the threat actors. For example, the technical goal of an 

adversary is to obtain initial access. In order to achieve their goal, they perform phishing by propagating a 

malicious link to users through email. After the phishing attempt is successful, the attacker may move on to 

their next goal, such as gaining privileged access on the network.

When trying to map adversary behavior, it is important that you avoid jumping to a conclusion without first 

performing a thorough evaluation. For example, you may see a technique that corresponds to multiple tactics, 

but you need to evaluate if all of them apply to your scenario. It is also important to not let biases impact your 

mapping, such as assuming that the most well-known or commonly seen exploit is the culprit.

Sources and references:

“Best Practices for MITRE ATT&CK® Mapping”, Cybersecurity & Infrastructure Security Agency, 2023. Available online at

https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf
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Use Case—Healthcare Sector

Threat: Potential breach exposing thousands of patients’ data and 

putting patients at risk

Your goal: Prevent your computer systems from breaking down, prevent 

data from being compromised, and avoid disaster

Domain: Enterprise

Attacker: Group ABC

Cybercriminals are attempting to use a phishing attack to hold private data from your organization, a 

hospital, for ransom.

One effective way to show how adversary behavior mapping works is by using a use case. In this scenario, 

your organization, a hospital, is under threat by a fictional adversary, Group ABC. This group seeks to infiltrate 

your security with the goal of stealing private patient information.

You will use this mock scenario to learn how to map adversary behavior. When you complete the associated 

labs, you will have an opportunity to put what you learned from this lesson and use case into practice.
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Mock Security Threat Report

This report builds upon threat research information that describes observed tactics, techniques, and procedures associated 

with Group ABC.

“Group ABC initially performs passive reconnaissance to gather information about their target, such as researching the 

employees and downloading publicly available files hosted on their corporate website. Group ABC then probes their potential 

target's email systems in search of valid email accounts, most likely based on lists of common usernames. Once they confirm 

valid email addresses on the target organization, Group ABC starts a spearphishing campaign against select users. The 

following are some common characteristics found in similar campaigns:

a) The spearphishing emails usually contain an attached malicious macro-enabled document.

b) Group ABC usually tries to leverage potential hierarchy or power relationships to lure targets into downloading and 

opening malicious files. They couple this with email content that conveys a sense of urgency, familiarity and/or penalties 

to the email recipient if they do not act immediately and as the message advises. Group ABC commonly sends the email 

to accounts that potentially belong to system administrators, management, HR, and so on.

c) Group ABC generates a new version of the malicious artifact for each campaign, in order to prevent static detection based 

on file hash. However, the files look the same in terms of content and they all include malware identified in CVE-2018-

16858.

This threat report describes a simulated attack by the fictional Group ABC. You will use this report to 

map the behavior.

This slide introduces a mock threat report, generated by FortiRecon, about Group ABC. As you read this 

mock report, pay close attention to the italicized text, which will help you map adversary behavior later. 

Observe that key verbs, such as “execute” and “probe”, have a strong correlation to the MITRE ATT&CK 

framework tactics.

This report describes some key elements that you, as part of the purple team, will use to build the mapping of 

their behavior using the MITRE ATT&CK Matrix for Enterprise.
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Mock Security Threat Report (Contd)
After execution, the malware establishes a reverse TCP control channel with a C&C server. The channel uses TCP port 443 in 

order to evade basic security controls that may block communication to nonstandard ports on the internet.

After establishing initial access through spearphishing and malicious file execution, Group ABC uses a dropper to install a new 

service on the target system. This process establishes persistence of the C&C channel, even when the initially compromised 

host restarts.

After establishing persistence, Group ABC tries to clear the security audit log on the compromised target in order to evade 

detection.

With a persistent connection to the network, Group ABC will try to discover high priority targets using active reconnaissance and 

moving laterally on the network to those targets. They will use dictionary attacks to discover credentials.

After this initial setup, Group ABC proceeds to exfiltrate confidential data that can be sold or ransomed.

The purple team analyzes the threat report and identifies the key elements to build a mapping of 

Group ABC’s behavior using the MITRE ATT&CK for Enterprise matrix

This slide continues the threat report on Group ABC.
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Adversary Attack Flow—Exploitation Phase
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This slide describes the exploitation phase of the adversary attack flow that you will execute during one of the 

lab exercises in this course. The attacking duties are handled by the red team, which aims to use the attack 

simulation to find holes in the organization’s defenses. With the vulnerabilities discovered from the attack, the 

red team can work with the purple team to share knowledge with the blue team and improve the 

organization’s security posture.

First, the adversary performs passive reconnaissance to gather information about the target. They collect 

information such as employee names, roles, background information, and more. They will also download a 

publicly-hosted document on the target’s corporate website, to be used later as an attack vector. Next, the 

adversary uses SMTP enumeration to confirm valid email accounts, and then the target SMTP server 

responds.

The adversary builds a malicious payload, an infected document masquerading as a legitimate document 
downloaded earlier, and initiates a TCP handler. The infected document is sent back to the target, who then 
downloads and executes it. The executed artifact initiates a reverse TCP session to the listening handler, 
which creates a temporary C&C channel.

You will learn more about these topics in Lesson 6, Attack Surface and Vectors.
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Adversary Attack Flow—Post-Exploitation Phase
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This slide describes the post-exploitation phase of the adversary attack flow that you will execute during one 

of the lab exercises in this course. Post-exploitation refers to actions that are conducted after the adversary 

gains initial access to the compromised host.

First, the adversary initiates a persistence artifact transfer through the temporary channel, which creates a 

new system process on the compromised host. The new process establishes a second reverse TCP session 

to the handler, which persists across reboots. Next, the adversary removes an indicator of compromise by 

deleting security logs that include the new service’s creation.

The attacker then performs active reconnaissance using a mix of techniques, including port scanning and IP 

discovery, to find high-priority targets. The identified target is a domain controller, which the attacker will 

access using RDP by exploiting compromised passwords. Next, they will use SSH tunneling to bypass firewall 

rules that prevent LAN devices from accessing the DMZ. They will be able to gain access to crucial network 

infrastructure. Finally, the attacker will exfiltrate a sensitive file stored on the domain controller and achieve 

their objective.

You will learn more about these topics in Lesson 6, Attack Surface and Vectors.
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Using the MITRE ATT&CK Navigator
• You can access the MITRE ATT&CK Navigator here:

https://mitre-attack.github.io/attack-navigator/

• There are three matrices: 
• Enterprise, Mobile, and Industrial Control System (ICS)

• They offer different tactics, techniques, and subtechniques

• Click Create New Layer to select the matrix type

You can use the MITRE ATT&CK Navigator to map adversary behavior. It allows you to visualize the MITRE 

ATT&CK matrices and select tactics, techniques, and subtechniques. You can access the MITRE ATT&CK 

Navigator using the URL on this slide.

You can create a new layer, and select the Enterprise, Mobile, or ICS matrix. The enterprise option focuses 

more on traditional IT environments, the mobile option focuses more on mobile devices, and the ICS option 

focuses more on industrial environments and operational technologies. This course focuses on the enterprise 

option.
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• As an example, using information from the mock report, you 
can create a mapping:

• Such as selecting the Gather Victim Identity Information technique, and 
the Email Addresses subtechnique

• You can also use the scoring menu in the top right-hand 
corner of the navigator by providing the techniques and 
subtechniques a score value

• This will highlight the entries and make your mapping easier to read

Using the MITRE ATT&CK Navigator (Contd)

Using information from the mock report as an example, you can create a mapping. The mock report contains 

information about how Group ABC probes for email addresses, and then initiates a spearphishing campaign. 

In the sample mapping shown on this slide, you can observe the Gather Victim Identity Information

technique, Email Addresses subtechnique, and scoring options.
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• You can also add comments using the icon 
in the upper-right of the navigator

• Use comments to detail the adversary 
procedures

• The example comment is listed under the 
Email Addresses subtechnique

Using the MITRE ATT&CK Navigator (Contd)

An important component of the MITRE ATT&CK framework are the adversary procedures. 

The ATT&CK Navigator does not have a specific object to map procedures, but you can use the comment 

section of the subtechnique to annotate the Group ABC procedure that correspond to each tactic and 

technique.

For example, you can type in a pertinent comment in the mock report related to how Group ABC probed the 

email system of their potential targets in search of valid email accounts. In a real-world situation, you should 

collect and document as many details as possible about an adversary, so adding comments about procedures 

for every technique is recommended.
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Navigator InterfaceSubtechniqueTechniqueTacticReport Phrase

Email AddressesGather Victim 

Identity 

Information

Reconnaissance“probe potential target's 

email systems in search 

of valid email 

accounts,”

The purple team identified the following information from the mock report:

Group ABC first performs a Reconnaissance (tactic) by using a list of common usernames to probe the 

target’s email systems, in order to Gather Victim Identity Information (technique) and obtain Valid 

Email Addresses (subtechnique) existing on the target.

Example Mapping

The result of a 

mapping

This slide shows an example from the mock report, to map the tactics, techniques, and procedures (TTPs) of 

Group ABC’s attempt to compromise an email account.

As a member of the purple team, you will need to analyze a threat report, identify key elements, and use them 

to build a mapping of adversary behavior using the MITRE ATT&CK Navigator. Use the high-level steps on 

this slide to visualize the requirements you will need to complete a mapping.

You will map out numerous TTPs in the lab exercises in this course.
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Saving and Exporting the Mapping

• You can rename the layer and export the mapping for future use

• You can also download the mapping and send your findings to other SOC 
members as a JSON file

You can save your mapping, export it, and then send it to your entire SOC team to provide structured insight 

into an adversary’s behavior.

When you save a mapping, be sure to give it a meaningful name. You can also download a mapping and save 

it as a JSON file. This allows you to have a backup that you can import into the navigator later, if needed.

You also have the options to export a mapping as an Excel file or an SVG file.
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Knowledge Check
1. What is reconnaissance in the MITRE ATT&CK framework?

A. It is a technique.

B. It is a subtechnique.

C. It is a tactic.

2. Which is considered a post-exploitation activity?
A. Preparing a malicious payload

B. Establishing persistence

C. Sending a phishing email
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SOC Main Functions and Roles

Fortinet SOC Environment Benefits

Attack Frameworks Overview

Mapping Adversary Behavior

Congratulations! You have completed this lesson. 

Now, you will review the objectives that you covered in this lesson.
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 Describe the main functions and roles within a SOC

 Identify the main challenges within a SOC

 Identify the challenges that can be solved by the Fortinet SOC

 Describe the MITRE ATT&CK Matrix for Enterprise

 Describe the Cyber Kill Chain

 Review a simulated attack

 Use the ATT&CK Navigator

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned what a SOC is, what challenges can be 

solved by the Fortinet SOC, what industry-standard attack frameworks are, and how to map adversary 

behavior.
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Security Operations Analyst

FortiAnalyzer Architecture

FortiAnalyzer 7.4

In this lesson, you will learn about the key features and concepts of FortiAnalyzer, including administrative 
domains (ADOMs), operation modes, and the FortiAnalyzer Fabric.

FortiAnalyzer integrates logging, analytics, and reporting into one system, so you can quickly identify and 
react to network security threats.
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FortiAnalyzer Architecture

Operation Modes

FortiAnalyzer Fabric

In this lesson, you will learn about the topics shown on this slide.
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Objectives

FortiAnalyzer Architecture

• Describe the purpose of FortiAnalyzer in a SOC

• Describe administrative domains (ADOMs)

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of FortiAnalyzer key features and concepts, you will be able to 
use the device effectively in your own network.
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Centralized Log Repository

Supported devices:

• FortiGate/FortiCarrier
• FortiAnalyzer
• FortiAuthenticator
• FortiCache
• FortiClient
• FortiDDoS
• FortiMail
• FortiManager
• FortiNAC
• FortiSandbox
• FortiWeb
• Syslog
• Chassis

• FortiAnalyzer aggregates log data from one or more Fortinet devices
• Single view of security events taking place on a

range of devices

FortiAnalyzer

Note: The list is not 
exhaustive

FortiAnalyzer aggregates log data from one or more Fortinet devices, thereby acting as a centralized log 
repository. Log aggregation provides a single channel for accessing your complete network data, so you don’t 
need to access multiple devices, several times a day.

FortiAnalyzer can be integrated with many different Fortinet solutions. For a complete list, refer to the release 
notes at docs.fortinet.com.
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Centralized Log Repository (Contd)

Headquarters

Data Center

Branch

Office

FortiGate

Branch

Office

FortiGate FortiAnalyzer

FortiGate

FortiManager

Administrator

Logs

Reports

Sample Topology

Workflow
1. Registered devices send logs to FortiAnalyzer
2. FortiAnalyzer buffers, reorganizes, and stores the logs
3. Administrators:

• View and search the logs
• Configure, request, and view reports (based on log data)

The logging and reporting workflow operates as follows:
1. Registered devices send logs to FortiAnalyzer.
2. FortiAnalyzer collates and stores those logs in a way that is easy to search and run reports.
3. Administrators can connect to FortiAnalyzer using the GUI to view the logs manually or generate reports 

to view the data. You can also use the CLI to perform administrative tasks.

You can easily integrate FortiAnalyzer into a network, even if there are multiple sites. A sample topology can 
include multiple branches and a headquarters. Each location’s firewall is added into FortiAnalyzer, and the 
administrator can view logs and generate reports for the entire network, from a single interface.
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Reports, Events, and Content Archiving
• Reports

• Network-wide reporting of device events, activities, and trends

• Archived, filtered, and mined for compliance or historical analysis purposes

• Events
• Identify and react to security threats quickly when configured conditions are met 

• View events through Event Monitor (on the GUI), email, SNMP, or syslog

• Events that require further investigation can be used to generate new incidents

• Content archiving
• Simultaneously logs and archives full or summary copies of content transmitted over the network (email, 

FTP, NNTP, and web traffic)

• Typically used to prevent sensitive information from leaving your network

Some key features of FortiAnalyzer include reporting, alert generation, and content archiving.

FortiAnalyzer reports provide a clear picture of network events, activities, and trends occurring on supported 
devices. The reports collate information in logs so that you can interpret the information and, if necessary, 
take any required actions. You can archive and filter the network knowledge you glean from these reports, as 
well as mine it for compliance or historical analysis purposes.

Monitoring your network around the clock is not realistic. FortiAnalyzer events provide you with a way to see 
and quickly react to threats, without having to constantly keep watch on your network. FortiAnalyzer can 
generate events when specific conditions in the logs are met—conditions you configure FortiAnalyzer to 
monitor for registered devices. You can view these events on the GUI, and you can also send them to multiple 
recipients by email, SNMP, or syslog. You can escalate events that require investigation into incidents.

Content archiving provides you with a way to simultaneously log and archive full or summary copies of the 
content transmitted over the network. You can use content archiving to prevent sensitive information from 
leaving your organization's network. You can also use it to record network use. The data loss prevention 
(DLP) engine can examine email, File Transfer Protocol (FTP), Network New Transfer Protocol (NNTP), and 
web traffic, but you must configure the archive setting for each rule in a DLP sensor on FortiGate, so you can 
specify what you want to archive.

FortiAnalyzer Architecture

Security Operations 7.4 Analyst Study Guide 51

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 7

Database Language Support
• FortiAnalyzer supports Structured Query Language (SQL) for logging and reporting

• FortiAnalyzer inserts log data into the SQL database for log view and report generation

• FortiAnalyzer uses a PostgreSQL database

• Advanced reporting capabilities require some knowledge of SQL and databases

SQL

FortiAnalyzer

SQL is the database language that FortiAnalyzer uses for logging and reporting.

Advanced reporting capabilities require some knowledge of SQL and databases. For example, you may need 
to compose custom SQL queries, known as datasets, to extract the data you require from the database.
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ADOMs
• ADOMs group devices for administrators 

to monitor and manage
• One or more devices are assigned to ADOMs 

and administrators are assigned to administer 
one or more ADOMs

• Purpose:
• To divide administration of devices and restrict 

access

• VDOMs, a feature of FortiGate, further restrict 
access

• To more efficiently manage data policies and 
disk space allocation

• Set for each ADOM (not for each device)

# config system global

set adom-status {enable | disable}

end

Dashboard > System Information

ADOMs are not 
enabled by default

ADOMs allow you to group devices for management and monitoring. For example, administrators can 
manage devices that are grouped based on their geographical location or business division.

The purpose of ADOMs is to:

• Divide the administration of devices by ADOM and to control (restrict) administrator access. If your network 
uses VDOMs, ADOMs can further restrict access to data that comes from the VDOM of a specific device.

• Make the management of data policies and disk space allocation, which are set per ADOM, more efficient.

ADOMs are not enabled by default and can be configured only by the default admin administrator (or an 
administrator with the Super_User profile). 

All Fortinet devices included in a Security Fabric can be placed into an ADOM of the Fabric type, allowing for 
fast data processing and log correlation.
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Logging Interface Overview

Log details

Set filters

Custom view
Column options

Toggle real-
time/historical logs

Toggle raw or 
formatted logs

Set device and time frame

As a SOC analyst, you will need to perform frequent searches within the usually large number of logs 
received. FortiAnalyzer makes it very easy to search based on any of the fields included in the logs.

To search for specific logs in Log View, select the device and log type, and then set the appropriate filters.

You can create filters based on any of the available values. For example, a filter for a specific device within 
the ADOM and a limited time frame.

You can also save a custom view, add or remove columns, and view logs in real time or historically, or as raw 
or formatted logs.

To view more information about a log, double-click the log entry. The details pane appears on the right side of 
the screen.

FortiAnalyzer Architecture

Security Operations 7.4 Analyst Study Guide 54

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 10

Tools
• Toggle between formatted/raw logs

• Formatted logs are sortable and columns can 
be customized

• Raw logs are more difficult to read, but can be 
useful in providing syntax guidance

• Toggle between historical/real-time logs

• View historical logs with the option to specify a 
time period

• Real-time logs are shown as they come in, but 
you can pause them

• Enable/disable case-sensitive search

• Download logs based on the current filters

Formatted

Raw

The More drop-down list provides tools for viewing, searching, and downloading your logs.

You can toggle between formatted and raw logs on the GUI. You can sort formatted logs and customize the 
columns to meet your requirements. You can show only the data you are looking for and omit the data you do 
not need.

Raw logs are more difficult to read, but can be useful in providing syntax guidance, such as looking up fields 
and values to use in text filters when configuring handlers.

You can enable or disable case-sensitive searching to narrow down a query. You can also download logs, 
based on the current filters, as a text or CSV file.
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• Text mode allows you to type in your filter and 
conditions manually, or pick a filter from 
history

Search Tips

• Filter mode allows you to click the filter 
search bar and define your search criteria 
using the GUI

• Click on the magnifying glass to toggle between filter and text mode

If your search filters don’t return the results you expected, the filter may be poorly constructed.

There are two modes to select from when you want to search for logs in Log View:

• Filter mode: Click the filter search bar and define your search criteria using the GUI.

• Text mode: Type in your filter and condition manually, or pick a filter from history.

Although you can type filters manually, doing so is very prone to syntax errors and spelling mistakes. Using 
the context menus in the GUI prevents you from making those mistakes.
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Search Tips (Contd)
• Right-click the desired field value to set a filter based on that data

• Can include (=), or exclude (!=) the selected value from the search results

• Use the AND logic if all conditions must be true

• Use the OR logic if any of the conditions must be true

• Can also replace the current filter with your new conditions

Populates the search 
criteria

Another useful tip is to right-click any field in the log entries to add the value into the filter. First, find a log in 
the log table that includes data that you want to search for. For example, if you want to search for any log 
entry that contains a specific IP address, right-click the desired value. A pop-up window will open for injecting 
that value into the filter.

You have the option to include or exclude the selected value, to use a single condition or multiple conditions, 
and use the logic of AND/OR to yield the desired results. You can also replace the current filter with the 
selected value.
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Example of a Log Search
• You need to identify the malicious websites visited by the client with the IP address 
10.0.3.20 for a specific time period

Fields used in the filter are 
highlighted

Custom time period

Security subtype Web Filter

Malicious websites visited

Filters are based on the client’s 
IP as the source, and the 

category description

This slide illustrates an example of a filter applied in Log View. You can easily add a filter by right-clicking the 
desired log field and select if you want that value included or excluded from the logs displayed.

In the example, the following parameters were selected to display malicious websites visited by a client 
machine:

• The log type selected is Security.

• The log subtype selected is Web Filter.

• The time frame is Custom.

• A filter was applied for the source IP address 10.0.3.20.

• A filter was applied for the category description Malicious Websites.

If you need more granular results, you can always add more filters or edit the current ones.
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Example of a Log Search (Contd)
• Search also supports wildcards

• Use * for partial matches, which matches any sequence of characters, including an empty 
sequence

• For example, the string *em perf* will match System performance status

FortiAnalyzer supports the use of the * wildcard for partial matching. When you perform a partial search, you 
can filter with desired results without needing to type out the entire search string. A partial search is useful 
when you are looking for a wide range of results and you want to avoid having to type each search criterion, 
such as specifying multiple subnets using the AND condition.
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Regex
• You can use regex in FortiAnalyzer to search logs or match a generic text filter

• This table lists common regex operators:

FunctionOperatorFunctionOperator

Matches one or more of the 
preceding element

+Matches the following regex pattern~

Character escape for special 
characters

\Does not match the following regex 
pattern

!~

Used as an OR operator|Matches any character.

Used for grouping patterns together 
so that operators such as +, *, ?, | 

can be applied to the group

( )Matches any one character from a 
set or range

[ ]

Anchors the pattern to the beginning 
of the string

^Matches zero or more of the 
preceding element

*

Anchors the pattern to the end of the 
string

$Matches zero or one of the preceding 
element

?

In FortiAnalyzer, you can use regex to perform a granular search for matching logs.

This slide includes some common regex operators that you can use to search in FortiAnalyzer.
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Regex (Contd)

matches the regex pattern~

does not match the regex pattern 
(negate logic)!~

• Matches private IP address ranges 
with patterns beginning with 10. OR 
172.16-31. OR 192.168.

In the examples shown on this slide, you can see two regex patterns using text mode filtering in FortiAnalyzer 
to filter the search results for the source IP addresses. The first example can be broken down as follows:
• ~ instructs FortiAnalyzer to treat the following string as a regular expression.
• \ is an escape character that instructs FortiAnalyzer to interpret the . as an actual character instead of a 

special character.
• [0-9]+ is a character class that matches any single digit from 0 to 9, and + indicates that the pattern 

should match one or more occurrences of the digit. In other words, [0-9]+ will match any number. 
• The IP address 10.200.3.3 matches the requirements, so the result is shown in the search.

The second example can be broken down as follows:
• !~ instructs FortiAnalyzer to treat the following string as a regular expression, but the result needs to not 

match the regular expression.
• \ serves the same function as it does in the first example.
• [0-9]+ servers the same function as it does in the first example.
• The IP address 172.16.200.6 does not match the requirements of the regex pattern, so the result is 

shown in the search.

In the third example, private IP address ranges will match the search pattern because the ^ ensures the 
pattern begins with 10., or 172.16-31., or 192.168. IP addresses. The | character provides the OR logic.

You may also have noticed that the regex patterns on this slide include numbers outside of the valid IP 
ranges. For example, \.[0-9]+\. would include IP addresses beyond 255 in an octet; however, this will not 

cause an issue. Because the devices sending the logs to FortiAnalyzer validate the IP addresses in their 
normal operations, the regex patterns do not need to be that precise.
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Knowledge Check
1. What does FortiAnalyzer use for log viewing and report generation?

A. Queries on a database

B. Queries of plain text files

2. What is the purpose of using ADOMs?
A. To divide administration of devices, restrict access, and manage data policies

B. To reduce resource usage on FortiAnalyzer
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FortiAnalyzer Architecture

Operation Modes

FortiAnalyzer Fabric

Good job! You now understand FortiAnalyzer architecture.

Now, you will learn about FortiAnalyzer operation modes. 
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Objectives

Operation Modes

• Describe FortiAnalyzer operation modes

• Configure FortiAnalyzer collectors

• Configure FortiAnalyzer analyzers

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the configuration of collectors and analyzers, you can set up a topology in 
which FortiAnalyzer devices can work together to increase the overall performance of log receiving, analysis, 
and reporting.
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FortiAnalyzer Operation Modes—Analyzer

• Central log aggregator for one or more 
logging devices, or FortiAnalyzer in 
collector mode

• Can still forward logs to another FortiAnalyzer 
(or syslog/CEF server)

Fortinet devices directly send logs to a central log management platform

FortiAnalyzer in analyzer mode

Dashboard > System Information

Analyzer is the default 
operation mode

FortiAnalyzer has two modes of operation: analyzer and collector. The operation mode you choose depends 
on your network topology and individual requirements.

You can change the operation mode in the System Information widget on the dashboard.

When operating in analyzer mode, the device acts as a central log aggregator for one or more log collectors, 
such as a FortiAnalyzer device operating in collector mode, or any other supported device sending logs. 
Analyzer is the default operation mode.
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FortiAnalyzer Operation Modes—Collector

• Collects logs from multiple devices and 
forwards them to FortiAnalyzer in 
analyzer mode

• Can aggregate logs to another FortiAnalyzer

• Can only forward to syslog/CEF server in 
real-time forwarding mode

• Not used for analytics—archiving only

FortiAnalyzer in analyzer mode

Fortinet devices send logs to log collector

FortiAnalyzer in collector mode
No event 

management 
or reporting

When operating in collector mode, FortiAnalyzer collects logs from multiple devices and then forwards those 
logs, in their original binary format, to another device, such as a FortiAnalyzer operating in analyzer mode. It 
can also send them to a syslog server or a common event format (CEF) server, depending on the forwarding 
mode. A collector does not have the same feature-rich options as an analyzer, because its only purpose is to 
collect and forward logs. It cannot perform event management or reporting.

FortiAnalyzer Architecture

Security Operations 7.4 Analyst Study Guide 66

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 22

Analyzer—Collector Collaboration

• Increase FortiAnalyzer performance by using both modes

• Offload the log-receiving task to the collector

• Analyzer focuses on data analysis and reporting

• Collector can help with slow or unreliable links by storing logs and forwarding them later

• On the collector, you should allocate most of the disk space to archive logs

Analyzer

Fortinet devices send logs to log collector

Collector

Fortinet devices send logs to log collector

Collector

By using both analyzer and collector modes, you increase FortiAnalyzer performance: Collectors offload the 
task of receiving logs from multiple devices from the analyzer. This allows the analyzer to focus on data 
analysis and reporting tasks.

Furthermore, because a collector is strictly dedicated to log collection, its log receiving rate and speed are 
maximized. If bandwidth is an issue, like in the case of slow WAN links, you can use the store and upload 
option to send logs only during low-bandwidth periods.

Because the collector does not perform any analytics tasks, you should allocate most of its disk space to 
archive logs.
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Collector Configuration
• Enable collector operation mode

• Modify the data policy to focus on 
archiving

• Set to 0 days for analytics

• Set archive retention based on your 
organizational requirements

• Modify the disk utilization quota to 
focus on archiving

• Allocate most disk space for archive log 
use

• Set the analytics:archive ratio to 5%:95%

System Setting > ADOMs

Dashboard > System Information

Note: You need to set the 
allocated disk quota to 

meet your requirements

You can change the operation mode to collector using the System Information dashboard widget. Once you 
change the operation mode, you will be logged out of FortiAnalyzer.

The next task is to configure the collector to focus on archiving. On this slide, you can see that analytics 
retention is set to 0 days, whereas archive retention is set to 365 days. Also, the analytics to archive ratio is 
set to 5% and 95%, respectively.

Note that the settings shown on this slide are only suggestions. The disk space configured, for example, is 
most likely insufficient for a production network.
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Collector Configuration (Contd)
• Enable log forwarding on the collector

• Configure the required settings, 
including name, remote server type, 
server FQDN/IP, and other 
parameters

• Configure additional filters to forward 
matching logs, define fields to 
exclude, and mask sensitive fields

System Setting > Advanced > Log Forwarding

After you configure the data policy and disk utilization settings on the collector, you can configure log 
forwarding.

You will need to configure the following fields:
• Name: Type in a name for the log forwarding entry.
• Remote Server Type: Type FortiAnalyzer.

• Server FQDN/IP: Type in the target FortiAnalyzer address information.
• Compression (optional): Enable log message compression when the remote FortiAnalyzer also supports 

this format.
• Reliable Connection (optional): Enable this setting to use a TCP connection. Disable it to use a UDP 

connection.
• Sending Frequency: Select the frequency at which log forwarding will occur: in real time, every minute, or 

every 5 minutes.

You can also configure additional filters to control which type of logs are included or excluded, and whether 
you want to obfuscate fields:
• Device Filters: Select which devices are included.
• Log Filters: Select which log types are forwarded.
• Enable Exclusions: Enable to select which log types are excluded.
• Enable Masking: Enable to determine which fields will be masked before logs are forwarded.
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Analyzer Configuration

• Modify the data policy to focus on 
analytics

• Set the analytics retention based on your 
organizational requirements

• Set to 0 days for archive

• Modify the disk utilization quota to 
focus on analytics

• Set the analytics:archive ratio to 95%:5%

System Setting > ADOMs

Note: Analytics logs take up 
significantly more space than archive 

logs, so adjust your settings 
appropriately

On the analyzer, configure the data policy and disk utilization to focus on analytics. In the example shown on 
this slide, the analytics retention is set to 60 days, whereas the archive retention is set to 0 days. There is a 
reason why the collector archive retention is set to 365 days, but the analyzer analytics retention is not set to 
the same range. The analytics to archive ratio is also set to 95% and 5%, respectively.

Remember that analytics logs take more space, so you must plan your data policy and disk utilization settings 
carefully. Archive logs are compressed, but analytics logs are not (in order for quick access). As a result, you 
can expect analytics logs to be approximately several times larger.

The settings shown on this slide are only suggestions. You must consider what your organization requires in 
your production network.
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Knowledge Check
1. Which FortiAnalyzer operation mode do you use for analytics?

A. Analyzer

B. Collector

2. Which type of logs consume more disk space?
A. Analytics

B. Archive
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FortiAnalyzer Architecture

Operation Modes

FortiAnalyzer Fabric

Good job! You now understand FortiAnalyzer operation modes.

Now, you will learn about the FortiAnalyzer Fabric. 
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Objectives

FortiAnalyzer Fabric

• Describe the FortiAnalyzer Fabric

• Design FortiAnalyzer Fabric topologies

• Configure the FortiAnalyzer Fabric supervisor and members

• Manage Fabric groups

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the configuration of the FortiAnalyzer Fabric, you will be able to view logs, 
security incidents and events, and reports on one central FortiAnalyzer device.
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• Enables centralized viewing of devices, incidents, 
and events across multiple FortiAnalyzer devices

• Ideal for environments with multiple FortiAnalyzer 
devices and high log volume

• Two operation modes:
• Supervisor—one per fabric; acts as the root
• Member—sends information to the supervisor

• The supervisor includes these modules:
• Device Manager

• FortiView

• Log View

• Incidents & Events

• Reports

FortiAnalyzer Fabric

The FortiAnalyzer Fabric enables centralized viewing of devices, incidents, events, and reports across 
multiple FortiAnalyzers.

The FortiAnalyzer Fabric includes two operation modes: supervisor and member.

Supervisors act as the root device in the FortiAnalyzer Fabric. Security operations center (SOC) 
administrators can use the supervisor to view member devices and their ADOMs, authorized logging devices, 
as well as incidents and events created on members. FortiAnalyzer syncs the incident and event information 
from members to the supervisor using the API.

Members are devices in the FortiAnalyzer Fabric that send information to the supervisor for centralized 
viewing. When configured as a member, FortiAnalyzer devices continue to have access to the FortiAnalyzer 
features described in the FortiAnalyzer Administration Guide. FortiAnalyzer devices configured with high 
availability (HA) can become members. However, HA is not supported for FortiAnalyzers that are acting as 
the Fabric supervisor.
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Sample FortiAnalyzer Fabric Topology

Supervisor

Members

Collectors 
(optional)

The supervisor can view the 
information on the members 
using an API. Members do 

not forward their logs to the 
supervisor. 

Members must be 
in analyzer mode 

Collectors cannot 
be members

Fortinet devices send logs

Fortinet devices send logs

The collector forwards logs 
to the analyzer

This slide shows a sample FortiAnalyzer Fabric topology comprising four FortiAnalyzer devices. The Fabric 
supervisor, depicted at the top, is configured to view information about two Fabric members. Logging devices 
cannot be registered to the Fabric supervisor. Instead, they are registered to one or more FortiAnalyzer 
devices in analyzer mode, which act as Fabric members.

Note that the FortiAnalyzer Fabric can also include downstream collectors that forward logs to Fabric 
members. In this sample topology, a single collector forwards logs to one of the members. The other member 
has no downstream collector, so devices send logs directly to it.
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Configure the FortiAnalyzer Supervisor 

• Configure the supervisor using the GUI:

• Alternatively, on the CLI:

• (CLI only) Enable soc-fabric on the 
interface

System Settings > Fabric Management

# config system soc-fabric

set status enable

set name “MSSP-Fabric”

set supervisor <IP/DNS Name>

# config system interface

edit <port #>

set allowaccess soc-fabric <add other protocols you need>

end

Do not forget to add other 
administrative access protocols, 

such HTTPS and SSH, as required. 
Existing settings will be overwritten.

To configure the Fabric supervisor, define the following fields:
• Role: Select Supervisor.
• Cluster Name: Type in a name that all FortiAnalyzer Fabric devices will use.
• Session Port: Type in a port number that all FortiAnalyzer Fabric devices will use, or the default port 

6443.

• Secure Connection: Enable or disable TLS.

Note that the cluster name, session port, and secure connection settings must match the Fabric members.

You will also need to enable the soc-fabric administrative access option on any interface FortiAnalyzer is 

using to communicate with any Fabric member. You can perform this part of the configuration on the CLI only.

Note that you need to be careful when changing the administrative access on an interface, especially if it is 
the interface you use to manage FortiAnalyzer. In the example shown on this slide, if you enable only soc-
fabric, existing administrative access protocols are overwritten. To prevent that from happening, you must 
define all your required protocols, such as HTTPS or SSH, and then also enable soc-fabric.
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Configure the FortiAnalyzer Member 

• Configure the member using the GUI:

• Alternatively, on the CLI:

• (CLI only) Enable soc-fabric on the 
interface

System Settings > Fabric Management

# config system soc-fabric

set status enable

set name “MSSP-Fabric”

set supervisor <IP/DNS Name>

# config system interface

edit <port #>

set allowaccess soc-fabric <add other protocols you need>

end

Do not forget to add other 
administrative access protocols, 

such HTTPS and SSH, as required. 
Existing settings will be overwritten.

To configure the Fabric member, define the following fields:
• Role: Select Member.
• Cluster Name: Type in a name that all FortiAnalyzer Fabric devices will use.
• IP: Type the IP address of the Fabric supervisor.
• Session Port: Type in a port number that all FortiAnalyzer Fabric devices will use, or the default port 

6443.

• Secure Connection: Enable or disable TLS.

Note that the cluster name, session port, and secure connection settings must match the Fabric supervisor.

You will also need to enable the soc-fabric administrative access option on the interface FortiAnalyzer is 

using to communicate with the Fabric supervisor. You can perform this part of the configuration on the CLI 
only.
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Fabric Groups
• To filter information to specific FortiAnalyzer fabric members or ADOMs, you can 

create Fabric groups

System Settings > Fabric Groups

1

2

The fabric group can be used to 
filter devices

Depending on the number of devices added to the FortiAnalyzer Fabric, you may wish to limit the scope of 
information presented by the Fabric supervisor. You can filter information based on a specific set of 
FortiAnalyzer Fabric members or ADOMs by creating Fabric groups on the Fabric supervisor. Once created, 
the Fabric groups are listed under Device Manager, and can be used to filter results in FortiView, Log View, 
and Reports. In the example shown on this slide, the Fabric group FAZ-MSSP-FAZ-SiteB contains different 
ADOMs across two FortiAnalyzer Fabric members: FAZ-MSSP and FAZ-SiteB. 

Without using Fabric groups, you can still filter information on the Fabric supervisor, but you will need to 
manually select the FortiAnalyzer devices and the ADOMs required. This could be time consuming if there are 
many devices in your topology. By leveraging Fabric groups, you can easily and quickly apply filters.
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Knowledge Check
1. Which FortiAnalyzer operation mode must you configure Fabric members in?

A. Analyzer

B. Collector

2. Which statement about the Fabric supervisor is true?
A. All logging devices are registered to the Fabric supervisor.

B. Logging devices cannot be registered to the Fabric supervisor.
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Introduction to FortiAnalyzer Architecture

Operation Modes

FortiAnalyzer Fabric

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Manage administrative domains

Describe FortiAnalyzer operation modes

Configure FortiAnalyzer collectors and analyzers

Design and deploy FortiAnalyzer Fabric deployments

Manage Fabric groups

This slide shows the objectives that you covered in this lesson. 

By mastering the objectives covered in this lesson, you learned about FortiAnalyzer key features and 
concepts, and how to use FortiAnalyzer effectively in your network.
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Security Operations Analyst

SOC Operations

FortiAnalyzer 7.4

In this lesson, you will learn about the key features of FortiAnalyzer that make it essential to a SOC.

FortiAnalyzer integrates event monitors, event handlers, and incidents that can be generated from the logs it 

receives, so you can quickly identify and react to network security threats.
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Concepts, Definitions, and Incident Handling

Events, Event Handlers, and Incidents

Threat Hunting

In this lesson, you will learn about the topics shown on this slide.
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Objectives

Concepts, Definitions, and Incident Handling

• Describe FortiAnalyzer SOC features

• Describe basic concepts and definitions related to FortiAnalyzer 
SOC features

• Analyze NIST SP 800-61 Computer Security Incident Handling 
Guide

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiAnalyzer SOC concepts and definitions, you will be able to identify and 

describe the SOC-related features of FortiAnalyzer. You will also learn some guidelines for security incident 

handling.
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FortiAnalyzer SOC Features

• Incident/case management

• Indicators attachment for 
incidents

• API to FortiSOAR for escalation

• Playbook templates and automation

• Connectors for playbooks

• Visual playbook editor

• Playbook execution

• Playbook monitor

• Monitor and view log data with 
context of network activity

• Security Fabric analytics for 
devices within a Fabric ADOM

Incident Management Automation Analytics

The legacy SOC operation had many disadvantages that are not manageable in the modern dynamic world. 

For example, it required analysts to handle too many alerts, often using separate interfaces, with the 

predictable loss of efficiency when trying to solve security breaches.

FortiAnalyzer provides solutions for modern SOC analysts that include:

• Complete incident lifecycle management capabilities, including alerts, monitoring, and escalation

• Automation framework using connectors and playbooks

• Analytics that provide insight and context of network activity, including normalized logs for Fortinet devices 

within a Fabric ADOM
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Concepts and Definitions

DefinitionConcept

Fabric (SIEM) logs are a licensed feature that enables the FortiAnalyzer SIEM capabilities to 

parse, normalize, and correlate logs from Fortinet products, as well as security event logs of 

Windows and Linux hosts (with Fabric Agent integration).

Security information and 

event management (SIEM)

The IOC service on FortiAnalyzer downloads the threat database from FortiGuard. The 

FortiGuard threat database contains the blocklist and suspicious list. IOC detects suspicious 

events and potentially compromised network traffic using sophisticated algorithms on the threat 

database.

Indicators of compromise

(IOC)

A record of an observed occurrence on a monitored information system. If an event is relevant 

from an information security perspective, it can be considered a security event. On 

FortiAnalyzer, events are generated using event handlers. Also, a Windows audit log entry 

indicating a successful user login can be considered a security event.

Security event

An event that indicates a malicious or abnormal occurrence. On FortiAnalyzer, incidents are 

escalated from events.

Security incident

Querying threat intelligence sources about an indicator to obtain security context information. A 

form of enrichment that is frequently used is checking the reputation of an indicator. For 

example, you can verify if a given file hash is associated with known malware.

Indicator enrichment

This slide shows some of the basic concepts that you should be familiar with when working in a SOC 

environment. 

SIEM is a technology that supports threat detection, compliance, and security incident management through 

the collection and analysis of security events, as well as a wide variety of other event and contextual data 

sources. Fabric (SIEM) logs are a licensed feature that enables the FortiAnalyzer SIEM capabilities to parse, 

normalize, and correlate logs from Fortinet products, as well as security event logs of Windows and Linux 

hosts (with Fabric Agent integration).

IOC are artifacts observed on a network or in an operations system where there is a high level of confidence 

that the artifacts indicate a computer intrusion.

A security event is a record of an observed occurrence on a monitored information system. If an event is 

relevant from an information security perspective, it can be considered a security event. 

A security incident is an event that indicates a malicious or abnormal occurrence. On FortiAnalyzer, incidents 

are escalated from events.

Indicator enrichment queries threat intelligence sources for an indicator to obtain security context information. 

Checking the reputation of an indicator is a form of enrichment that is frequently used. 

Even though these concept and definitions may vary depending on the source (including specific vendors and 

products), it’s important to clarify a few definitions that are used during this training. Overall, the definitions 

follow either market conventions, established standards, or those of Fortinet solutions.
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NIST SP 800-61 Incident Handling—Overview

• Defines incident handling as a lifecycle with four phases

• Assists in
• Establishing computer security incident response capabilities

• Handling incidents efficiently and effectively

• Focuses on
• Analyzing incident-related data

• Determining appropriate response

• Agnostic and broad approach
• Can be followed independently of particular

hardware, OS, protocols, or applications

• Recommended practices for handling any type of incident

The content of this slide is based on copyright material from the National Institute of Standards and Technology (NIST) available online at https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final.

Incident handling is a process or life cycle, which means it’s constantly in execution: Even after a single 

incident is resolved, the results feed back into the process for the next incident handling. The inner cycle 

defined by NIST comprises two phases: detection and analysis, and containment, eradication and recovery.

It’s important to note that even these two phases represent a cycle, meaning two things:

• Containment, eradication and recovery can trigger detection and analysis steps

• Detection and analysis may trigger containment, eradication and recovery actions even before detection 

and analysis is fully concluded

Example: During detection and analysis, a SOC analyst may confirm a user account was compromised and 

immediately create a request for the IT team to temporarily disable the compromised user account 

(containment). In this case, a containment action may be taken even before detection and analysis is finished.

In mature SOC practices, a single person rarely executes all incident handling tasks, and even different teams 

may be involved in the process. The incident handling process also defines that certain steps must be 

executed by specific teams, or approved by a manager.

Sources and references:

(1) Paul Cichonski, Thomas Millar, Tim Grance, Karen Scarfone, “SP 800-61 Rev. 2 Computer Security Incident Handling Guide”, 

National Institute of Standards and Technology, August, 2021. Available online at https://csrc.nist.gov/publications/detail/sp/800-

61/rev-2/final
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NIST SP 800-61 Incident Handling—Detection and Analysis

• Prepare to handle any incident but focus on those that use common attack vectors, such as 
external and removable media, web, and email

• Signs of an incident

• Precursors (relatively rare)—indicate an incident may occur in the future

• Indicators (common)—indicate an incident may have occurred or may be occurring now

• Common sources of precursors and indicators

• Intrusion detection and prevention systems (IDPSs)

• Security information and event management (SIEM)

• Antimalware and antispam

• OS-level monitoring (file integrity, processes, and so on)

• Logs (OS, services, applications, and network devices)

• Network flows

The content of this slide is based on copyright material from NIST available online at https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final.

The incident response process has several phases. The initial phase involves establishing and training an 

incident response team, and acquiring the necessary tools and resources. During preparation, the 

organization also attempts to limit the number of incidents that occur by selecting and implementing a set of 

controls based on the results of risk assessments.

Incident response methodologies typically emphasize preparation—not only establishing an incident response 

capability so that the organization is ready to respond to incidents, but also preventing incidents by ensuring 

that systems, networks, and applications are sufficiently secure. 

For many organizations, the most challenging part of the incident response process is accurately detecting 

and assessing possible incidents—determining whether an incident has occurred and, if so, the type, extent, 

and magnitude of the problem. What makes this so challenging is a combination of three factors: 

• Incidents may be detected through many different means, with varying levels of detail and fidelity. 

Automated detection capabilities include network-based and host-based IDPSs, antivirus software, and log 

analyzers. Incidents may also be detected through manual means, such as problems reported by users. 

Some incidents have overt signs that can be easily detected, whereas others are almost impossible to 

detect.

• The volume of potential signs of incidents is typically high.

• Deep, specialized technical knowledge and extensive experience are necessary for accurate and efficient 

analysis of incident-related data.

Precursors and indicators are identified using many different sources. The slide shows some of the most 

common ones.
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• Containment

• Often required and should be considered early

• Decision-making is an essential part

• Strategies vary per incident

• Eradication and Recovery

• Identify affected resources, attacking resources, and 
communication channels

• Eliminate components of the incident (delete 
malware, disable compromised accounts, remove 
persistence, and so on)

• Restore systems to normal operations

• Confirm systems are working normally

• Remediate vulnerabilities (if applicable)

NIST SP 800-61 Computer Security Incident Handling—
Containment, Eradication and Recovery

The content of this slide is based on copyright material from NIST available online at https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final.

Recovery may involve actions, such as:

• Restore systems from clean backups and snapshots

• Rebuild systems from scratch

• Replace compromised files with clean and reliable 
versions

• Install patches

• Change passwords

Containment is about stopping the adversary from progressing toward their objectives. Containment is 

important before an incident overwhelms resources or increases damage. Most incidents require containment, 

so that is an important consideration early in the course of handling each incident. A very straightforward 

example of this is quarantining a compromised host to prevent the adversary from using it as a stepping stone 

to other phases of the attack.

Eradication means eliminating the threat. Using the compromised host example, this could involve removing 

malware and persistence mechanisms on the host. During eradication, it is important to identify all affected 

hosts within the organization so that they can be remediated. For some incidents, eradication is either not 

necessary, or is performed during recovery.

In recovery, administrators restore systems to normal operation, confirm that the systems are functioning 

normally, and (if applicable) remediate vulnerabilities to prevent similar incidents. Using the compromised host 

scenario, this could involve removing the host from quarantine so it can be used normally again on the 

network.
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Knowledge Check
1. Which part of containment, eradication, and recovery does quarantining an infected 

host fall under?
A. Containment

B. Eradication

C. Recovery

2. On FortiAnalyzer, what is an incident?
A. A record of an observed occurrence on a monitored system

B. A security event that has been escalated
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Concepts, Definitions, and Incident Handling

Events, Event Handlers, and Incidents

Threat Hunting

Good job! You now understand FortiAnalyzer SOC concepts and definitions.

Now, you will learn about events, incidents, and event handlers on FortiAnalyzer.
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Objectives

Events, Incidents, and Handlers

• Analyze and manage events and event handlers

• Customize event handlers

• Analyze and create incidents

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in events, incidents, and handlers, you can analyze and manage events and 

event handlers, and analyze and create incidents.
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Events and Event Handlers
• Events are generated by event handlers

• FortiAnalyzer is preconfigured with many event handlers

• You can create custom event handlers to generate events

• FortiAnalyzer filters all incoming logs using event handlers

• If logs match the conditions configured in an event handler, FortiAnalyzer generates an 
event

• All the events that are generated can be viewed on the Events Monitor page

Event handlers generate events on FortiAnalyzer. FortiAnalyzer is preconfigured with many prebuilt event 

handlers. However, FortiAnalyzer provides analysts with the ability to custom build their own event handlers to 

generate events from logs that they determine are important.

FortiAnalyzer filters the logs it receives using event handlers and, if the logs received match the conditions 

that are set in the event handlers, FortiAnalyzer generates an event. 

You can view all generated events on the Events Monitor page.
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How Are Events Generated?

1. FortiAnalyzer 

receives logs 3. FortiAnalyzer 

generates an event 

if a rule is matched 

in an event handler

2. FortiAnalyzer 

parses logs

Escalate to an 
incident

Automation

Analysis

Incident Response Options

After receiving logs from other devices, and based on the details included in them, FortiAnalyzer uses event 

handlers to determine whether new events need to be generated. Event handlers identify whether the 

information in the logs matches a series of configurable criteria, such as threat type, device type, log type, and 

so on.

FortiAnalyzer comes with many predefined event handlers that you can use. You can also clone and 

customize them, or create custom event handlers from scratch. 

You can view generated events under Event Monitor, where you can see them combined or further divided 

by endpoint, threat, and system events.

If events warrant further attention and investigation, you can escalate them to incidents. From there, you can 

correlate logs with the incident, look at an incident timeline, assign a priority and an analyst to review the 

incident, and more. If there is a large volume of generated events, you may leverage playbooks to create, 

handle, and resolve incidents.
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Managing Event Handlers
• Event handlers look for specific conditions in logs

• Enable or disable event handlers as needed

• Disabled handlers do not generate events

Disabled handlers 

don’t generate 

events

Incidents & Events > Handlers 

Enable only the 

event handlers 

you need

This handler has 

15 rules and has 

generated 33 

events

An event handler looks for specific conditions in logs and, if a match exists, generates an event with details 

that you can configure. FortiAnalyzer includes many predefined event handlers that you can enable to 

generate events. The names of predefined handlers start with “Default”.

You can also disable event handlers, as the first event handler in the example on this slide shows. Disabled 

handlers do not generate any events.

This slide shows a predefined event handler that has 15 rules and has generated over 33 events on the 

FortiAnalyzer device.
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Event Handlers—Configuration
• The configuration for each event handler 

can include:
• MITRE attributes

• Data selectors (exclusion filters)

• Automation stitches

• Notifications

• Rules

• Rules are granular conditions
• Event handlers can have one or more rules

• Basic event handlers use OR logic

• Correlation event handlers have many 
operator logic options

Get notified when 

an event handler is 

triggered

Set MITRE 

ATT&CK domain 

and technique 

ID(s) the event 

handler provides 

coverage for

Incidents & Events > Handlers > Basic Handlers 

Event handlers require configuration and fine-tuning to deliver only the desired events. The main configuration 

page for the event handler allows you to enable the handler, type a name, and write a description for it.

You can also choose which MITRE domain the event handler falls under, and then select from a list of 

technique IDs that correspond to the handler. Many predefined event handlers already have the MITRE 

attributes configured. You can view the MITRE ATT&CK framework matrices under Incidents & Events.

You can also add a data selector, which is a common filter that is applied before every rule configured in the 

event handler. Because of that, they are also known as exclusion filters.

When a handler generates an event with the automation stitch option enabled, FortiAnalyzer sends a 

notification to the FortiGate automation framework, which then checks if there is a corresponding automation 

stitch in FortiOS. If there is one, the configured action is triggered.

The Rules section contains the fields that must be matched up against logs in order to generate events. You 

can disable, edit, or delete rules for the handler. The basic handler type uses OR logic when evaluating 

multiple rules. The correlation handler type has many more operator logic choices.

You can select a notification profile to send alerts whenever an event is generated by the handler.
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Event Handlers—Rule Configuration
• Rules have many customizable fields

• Not every field is required

Supports most Fortinet 

products and third-party 

devices through syslog

Use the generic text 

filter to search using 

wildcard expressions 

or regular expressions

Incidents & Events > Handlers > Basic Handlers 

Note: The fields available in the rules depend on the 
Log Device Type value

The screenshot on this slide shows the fields available for configuration inside a rule, including the log device 

type and log type. Depending on the log type, log subtypes may be available. Note that within rules 

themselves, both AND and OR logic are supported if there are multiple conditions. The Log Field drop-down 

lists present common criteria you can select to group events.

The Log Filters option allows you to select common filtering criteria from a list (by clicking the + icon) and 

add to the rule. You can also use generic text filters under Log Filter by Text if you require precise filtering.
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Event Handlers—Rule Configuration (Contd)
• Define the condition that triggers an event

• There are three options:
• Count: A minimum threshold count of matching 

logs

• Log field value: Within a group, the log field 
<log field> has <integer> or more 
unique values

• Sum: Multiple options such as duration, 
sent/received bytes, and sent/received packets

• Additionally, configure the following in 
relation to your selection:

• Time: All logs were generated within 
<integer> minutes

Used for data exfiltration and 

is only for log device type 

Fabric

Incidents & Events > Handlers > Basic Handlers 

If an event handler is generating too many events in your environment, you can configure the trigger 

conditions such as count or sum, and the duration settings.

The trigger condition has three options that you can choose from: count, log field value, and sum. Additionally, 

you can configure a time condition. The number of matching logs must occur in the specified duration in order 

to generate an event.

You can also configure the event type, message, status, and indicator.
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Event Handlers—Data Selectors
• Data selectors help narrow down events 

generated by devices, subnets, and filters:

• Devices (by name)

• Subnets (created in Fabric View)

• Filters (OR logic)

• Filters are granular conditions within data 
selectors:

• Log device type

• Log type/subtype

• Matching logic (AND/OR logic)

• Generic text filter (for more precise filtering)

Incidents & Events > Handlers > Data Selectors 

Data selectors help narrow down the events you want to see generated in event handlers. You can specify 

various criteria within the data selector, including the devices, subnets, and additional filters. You must 

configure a data selector first before you can apply it to an event handler.

Filters are granular rules to filter which types of logs match the data selector. You can create multiple filters 

per data selector. The data selector matches filters with OR logic.

The bottom screenshot on this slide shows the fields available for configuration inside a filter, including the log 

device type, log type, and log subtype. Note that filters support both AND and OR logic within themselves. 

The Log Field drop-down field presents common criteria you can select to include in the filter. Alternatively, 

you can use generic text filters if you require precise filtering.
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Event Status
• Events can be set to one of four statuses

DescriptionEvent 

Status

The security event risk is not 

mitigated or contained, so it is 

considered open

Unhandled

The risk source is isolatedContained

The security risk is mitigated by 

being blocked or dropped

Mitigated

Other scenariosBlank

Note: You can configure the desired event status manually in the handler 

settings, or let FortiAnalyzer choose it automatically

Incidents & Events > Event Monitor 

Events in FortiAnalyzer can be set to one of four statuses. The status determines if more action needs to be 

taken by the security team. 

The Unhandled status means that the security event risk is not mitigated or contained, so it is considered 
open. For example, an intrusion prevention system (IPS) or antivirus log with an action value of pass has 

the event status set to Unhandled. Botnet and indicator or compromise (IOC) events are also considered 

unhandled.

The Contained status means that the risk source is isolated. For example, an antivirus log with an action

value of quarantine has the event status set to Contained.

The Mitigated status means that the security risk is being blocked or dropped. For example, an IPS or 
antivirus log with the action value of block or drop has the event status set to Mitigated.

The Event Status field is empty in other scenarios. For example, you can see both allow and block actions 

in logs associated with that event.
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Event Handlers—Generic Text Filters
• Generic text filters allow more precise and flexible control over which logs trigger an event

• Multiple operators and logic are supported

• Supported operators:

MeaningOperator

Equal (exact match)==

Not equal (not matching)!=

Smaller than<

Smaller than or equal to<=

Greater than>

Greater than or equal to>=

Contains the regular expression~

Does not contain the regular expression!~

Tip: Identify the logs that you want to generate 

events for, and from the raw view, copy the strings 

you want to match

Tokens: '(', ')', '&', '|', 'and', 'or', 'not'

Hover over this icon to see 

the tooltip in the GUI

When configuring an event handler, the use of generic text filters allows more precise and flexible control over 

which logs trigger an event. These filters use operators based on regex using the Portable Operating System 

Interface (POSIX) standard.

Event handlers support multiple operators and logic. You can hover your cursor over the question mark next 

to Generic Text Filter to display an example, as shown on this slide.

Keep in mind that you must use the escape character “\” if you need to include a reserved character in your 

filter, for example when separating different parts of a URL.

To avoid syntax errors, search raw logs to identify the logs you want to generate an event for, and directly 

copy and paste the strings you want to match in the handler.
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Managing Events
• Event Monitor displays events generated by the configured event handlers

Incidents & Events > Event Monitor 

Critical severity 

and marked as 

unhandled

Double-click to see 

the originating log

This is a snippet of Log View of 

correlated logs with the event

Note: If you are receiving unexpected 

events, check that the handler is 

configured correctly

This is the event handler that 

generated this event 

After event handlers start generating events, you can examine them in the All Events tab.

You can see events combined on the All Events tab, or further divided by endpoint, threat, and system 

events.

Double-clicking an event provides more details about it, including the information from the associated logs. 

Generally, you should give priority to events with an unhandled status and/or critical severity.
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Available Management Actions for Events
• You can acknowledge an event, add a comment, assign it to an administrator, or create 

an incident from it

Acknowledged 

events are not 

shown by default

Filter based on 

the column values 

to display events 

of interest only

Create incidents 

from events that 

require further 

investigation

Right-click an event 

to see the list of 

available actions

Incidents & Events > Event Monitor 

Right-clicking an event allows you to enter a comment for your records, acknowledge the event, assign it to an 

administrator (or yourself) for further investigation, or create an incident from it.

Acknowledging an event removes it from the event list, but you can display it again by clicking Show 

Acknowledged. Generally, you can acknowledge mitigated events because the related traffic was blocked by 

the firewall. 

An excessive number of mitigated events, despite being blocked repeatedly, may indicate a compromised 

device. Additionally, if an event is used to generate an incident, you should acknowledge it after you mark the 

incident as resolved.

You can use filters to display only the events of interest. For example, display only events related to IPS.
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Creating an Incident
• Create an incident when an event needs further analysis

• Can create manually or automatically (playbooks)

Incidents & Events > Incidents

Must create accounts 

for party responsible 

for handling incidents

Incidents & Events > Event Monitor 

Not all events have the same impact on or importance to your network. Some of them might need further 

analysis to prevent or mitigate security breaches. When an analyst finds an event that requires further 

scrutiny, they should create a new incident from that event. You can think of an incident as an event that could 

have negative consequences to your everyday operations.

You can create incidents manually or, preferably, automatically with the use of playbooks, taking advantage of 

FortiAnalyzer automation capabilities.

In FortiAnalyzer, to create incidents manually in Event Monitor, right-click an event and select the 

corresponding option.

Every incident includes a category, severity, status, affected endpoint and, optionally, a description, MITRE 

attributes, and an assigned analyst.

Once created, you can view incidents on the Incidents interface.
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Analyzing an Incident Incident #, description, 

category, assignee, and 

incident status 

Important details to help 

you investigate the 

threat, with the option to 

add or delete entries

Incidents & Events > Incidents

To view the details of an incident, go to Incidents, and then double-click the incident you want. You can also 

right-click an incident, and then select Analysis.

The Analysis page provides all the relevant information and access to the tools an administrator needs to 

perform a full investigation of the incident. Some of the details shown on this page include: the affected 

endpoint and user (if available), the incident timeline, any executed playbooks and the ability to run them, 

audit history with any attached events and reports, and several more. 

At the bottom, these tabs provide more details: Comments, Events, Reports, Indicators, Affected Assets, 

Processes, Software, and Vulnerabilities. You can add or delete entries to focus your investigation.

The list of events associated with the incident is also available under the tab with that name. From here, you 

can access the related logs by right-clicking the event of interest. This opens the Log View in a different 

window.
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Editing an Incident
• Update each incident setting while 

working in it

• Close any solved incident

• Once closed, you can delete the incident 
from the list

• Notifications can be configured for each 
status change Keep the incident 

status up to date

Note: You should update incident details 

according to the progress of the investigation. 

Every incident should reach the Closed

status.

Incidents & Events > Incidents

It is important to keep all incident settings up to date. This allows you to keep track of the work being done to 

solve an incident. 

When an incident is considered closed, you should change its status accordingly. Additionally, you can delete 

resolved incidents from the list.

You can configure FortiAnalyzer to send notifications after any changes to an incident status.
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Configure Incidents Settings 

First create the 

connectors in Fabric 

View

Note: Different connectors can 

have different settings

Notification 

example

Incidents & Events > Incidents

Incidents usually go through several stages during the analysis process. In most cases, it is important to make 

sure all parties involved are notified when the incident status changes. 

You can configure FortiAnalyzer to send a notification to external platforms using preconfigured fabric 

connectors. 

To configure notifications, in Settings, select a fabric connector from the drop-down field, and then choose 

the incident activity for which you want to send notifications.

You can add more than one fabric connector, each with the same or different notification settings. You must 

configure the receiving side of the connector for the notifications to be sent successfully. As an example, this 

slide shows a notification received in Microsoft Teams for an updated incident.

SOC Operations

Security Operations 7.4 Analyst Study Guide 107

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 27

Use Case—Healthcare Sector

Threat: Potential breach exposing thousands of patients’ data and 

putting patients at risk

Our goal: Configure event handlers to detect the tactics and techniques 

used by Group ABC 

Domain: Enterprise

Attacker: Group ABC

Your organization is a hospital targeted by cybercriminals through a phishing attack to ransom private 

data

In the healthcare sector story from Lesson 1—SOC Concepts and Security Frameworks, the blue team 

prepares to build their detection capabilities by configuring custom event handlers on FortiAnalyzer to detect 

the various tactics and techniques used by Group ABC.
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Blue Team Plan of Action—Detection Capabilities
• Configure custom event handlers and data selectors to identify:

• Probing attacks that target email systems in search of valid email accounts

• Spearphishing emails with attached malicious macro-enabled files

• Operating system service creation

• Network scans that identify high-priority targets

• Defense evasion (clearing security audit logs on the compromised host)

• Lateral movement and exploiting remote access

• Data exfiltration

Using their knowledge of Group ABC’s usual attacking methodologies, the blue team can configure custom 

event handlers and data selectors to protect against attacks listed on this slide. You will have the opportunity 

in the lab exercises to set up defenses as part of the blue team.

SOC Operations

Security Operations 7.4 Analyst Study Guide 109

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 29

Mock Attack Example

Events generated by 

custom event handlers 

configured by the blue 

team

Incident created 

on FortiAnalyzer to 

monitor the event

Incidents & Events > Event Monitor

Incidents & Events > Incidents

This slide shows an example of the events generated by the custom event handler that was created by the 

blue team to identify probing attacks that target email systems in search of valid email accounts and to detect 

spearphishing emails which may contain a malicious macro-enabled document.
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Mock Attack Example (Contd)

Events generated by 

custom event handlers 

configured by the Purple 

Team

The attack is covered on 

FortiAnalyzer based on 

the MITRE ATT&CK

page

Incidents & Events > MITRE ATT&CK

This slide shows the Reconnaissance and Initial Access tactics, and the Gather Victim Identity 

Information and Phishing techniques that have corresponding event handlers providing coverage against 

these attack vectors.
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Knowledge Check
1. Which FortiAnalyzer feature generates events?

A. Playbooks

B. Event handlers

2. What does the mitigated event status mean?
A. The risk source is being blocked.

B. The risk source is being quarantined.
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Concepts, Definitions, and Incident Handling

Events, Event Handlers, and Incidents

Threat Hunting

Good job! You now understand events, event handlers, and incidents.

Now, you will learn about threat hunting using FortiAnalyzer.
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Objectives

Threat Hunting

• Describe the threat hunting workflow

• Analyze threat hunting dashboards

• Analyze IOC information from compromised hosts

• Manage outbreak alerts

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in threat hunting, you will be able to analyze FortiAnalyzer threat hunting 

dashboards and indicator of compromise (IOC) information from compromised hosts, as well as stay up-to-

date on outbreak alerts.
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Threat Hunting
• Proactively search for suspicious or risky network activity that may have gone 

undetected

• The process usually begins with a question: 
• Are any advanced persistent threats (APTs) currently active in the network?

• The reference to tactics, techniques, and procedures (TTPs), behaviors, and indicators 
helps to refine your questions further

• Frequently aligned with the MITRE ATT&CK or the Cyber Kill Chain frameworks

• You can also create an if-then statement, for example:
• If you suspect reconnaissance activities in the network, then you should see abnormal traffic trends

• A simplified example:

TTP: 

Reconnaissance 
through 

gathering victim 
identity 

information

Hypothesis: 

Is there an 
unusual amount 

of SMTP 
requests? 

Gather and filter 
data: 

Review SMTP 
Logs

Evaluate 
results:

Does the data 
confirm your 
hypothesis? 

Investigate

New hypothesis 
or hunting 
process

Yes

No

Threat hunting consists of proactively searching for suspicious or potentially risky network activity in your

environment. The proactive approach helps the analyst find any threats that might have eluded detection by

the current security solutions or configurations.

The threat hunting process usually starts with a broad question, or hypothesis, that determines which type of

threat you are trying to find. You can also start with an if-then statement. For example, if you suspect

reconnaissance activities in the network, then you should see abnormal traffic trends.

The process is frequently aligned to the MITRE ATT&CK or Cyber Kill Chain frameworks. This allows you to

refine your questions further. The frameworks are not mutually exclusive: You can use both frameworks

together to help analyze and protect your network.
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Threat Hunting (Contd)
• The Threat Hunting dashboard takes advantage of the SIEM framework to allow for 

advanced correlation and analysis to hunt for threats

Incidents & Events > Threat Hunting

SOC analytics 

dashboard using 

the SIEM 

database

FortiAnalyzer includes the Threat Hunting dashboard, which offers a SOC analytics dashboard using the

SIEM database.

Threat Hunting uses cached data to allow SOC analysts to quickly drill down on logs in fields of interest. This

dashboard includes a Log Count chart and SIEM log analytics table.

You can configure a custom time range or apply filters to the dashboard to refine your search results further.

Only logs matching the selected time range and filter are displayed in the SIEM log analytics table.

The dashboard view has various columns that display detailed statistics, including count (number of logs), 

percentage, sent bytes, and session duration information. Double-click an item in the table to view the detailed 

log information. 

You must examine the information on the Threat Hunting dashboard and differentiate normal from

anomalous behavior. For example, based on the image on this slide, you can ask the following questions:

• Is the number of SMTP logs for this time period expected?

• Is the amount of SMTP connections at this hour normal?
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Log Count Chart
• Use the Log Count chart to focus on the logs you must analyze based on a time range

• The details in the SIEM log table auto adjusts to the timeframe you select in this chart

Adjust the time bar 

to include only the 

desired time frame

Incidents & Events > Threat Hunting

The top of the Threat Hunting dashboard shows a chart displaying the total log count during the specified 

time range. This section is called the Log Count chart.

You can zoom in and out on the displayed time range by using the scroll wheel of your mouse, or by adjusting 

the time bar below the graph. You can adjust the time bar by dragging the start and stop bars on either side of 

the selected time range, or by clicking and dragging the entire time range to the left or right. For example, you 

could search for suspicious activity occurring outside business hours.

Only logs displayed within the time period visible in the chart are shown in the SIEM log analytics table.
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Threat Hunting Example With FortiAnalyzer
• Has reconnaissance been used to gather victim identity information from the mail server?

• In this example, the analyst uses the log chart to discover an unusual number of SMTP requests

• Analysis shows that the IP address 100.64.1.20 is generating lots of queries within a short time period

• Further investigation determines that the queries are an external attacker gathering victim identity 
information

• A new incident is created, and the SOC responders can start containment and eradication steps

Incidents & Events > Threat Hunting

This slide illustrates an example of how an analyst can use FortiAnalyzer to perform a threat hunting

procedure.

Based on the MITRE ATT&CK reconnaissance tactic, and the gather victim identity information technique, 

establish a question: Has reconnaissance been used to gather victim identity information from the mail 

server? This slide shows an example of the threat hunting used in this scenario. 

Using the log chart, the analyst finds that an unusual amount of SMTP traffic is being generated, including

outside normal operation hours. By analyzing the details of the SMTP logs, the analyst determines that the IP
address 100.64.1.20 is the main source of this abnormal traffic.

This triggers the creation of a new incident. The SOC team determines that the host is compromised and

initiates the SOC action plan to contain and eradicate this breach.

SOC Operations

Security Operations 7.4 Analyst Study Guide 118

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 38

IOC (Compromised Hosts)

• The IOC engine detects end users with suspicious web usage compromises by checking 
new and historical logs against IOC signatures

• Uses FortiGuard threat intelligence to provide visibility of emerging threats

• Requires a FortiGuard subscription

FortiGate sends traffic 

to FortiAnalyzer

FortiAnalyzer receives 

updates to its threat 

database from FortiGuard

The breach detection 

engine analyzes logs

The IOC engine detects end users with suspicious web usage by checking new and historical logs against the 

IOC signatures, which are based on a FortiGuard subscription.

The IOC service on FortiAnalyzer uses the FortiGuard database to analyze web filter, DNS, and traffic logs 

from FortiGate devices for breach detection. It is updated to provide coverage of emerging threats. 

The breach detection engine does not analyze antivirus logs, IPS logs, and so on, because these threats are 

already detected or prevented on FortiGate. When a threat match is found, a threat score is assigned to the 

end user based on the overall ranking score. 

When the check is completed, FortiAnalyzer aggregates all the threat scores of an end user and provides its 

verdict on the overall IOC of the end user. The verdict can be one of the following:

• Infected which indicates a real breach. This means that the breach detection engine found one or many 

matches of blocklisted IPs or domain generation algorithms (DGAs) in the web filter logs.

• Suspicious which indicates a possible breach with varying degrees of confidence.
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Compromised Host IOC Example

A real breach was detected, with three 

threat types and this entry hasn’t been 

acknowledged yet

Displaying blocklist detection method 

used by the IOC

FortiView > Threat & Events

This slide shows an example of an IOC trigger in FortiView. The IOC engine has determined a real breach, 

as indicated by the Infected verdict. The # of Threats column indicates that three different threats are 

associated with this hit.

On the IOC FortiView, you can also:

• Filter the entries by specifying devices or a time period.

• Acknowledge the IOC. By default, you can view acknowledged IOCs, unless you configure the system to 

not show them. You can add a short comment when acknowledging an entry.

• Double-click an entry to drill down and view threat details. 

When you double-click the desired entry, more details are displayed, and you can filter the view based on two 

categories:

• Blocklist, which indicates items marked as infected after checking the blocklist included in the IOC 

database downloaded from FortiGuard. You can verify that this traffic was blocked by clicking Details

under the Security Actions column. If you believe that the IP address or domain listed under the Detect 

Pattern column is a valid one, you can report it as misrated by clicking that entry.

• Suspicious, which indicates a match was found in the suspicious list included in the IOC database 

downloaded from FortiGuard. In this case, FortiAnalyzer flags the endpoint for further analysis, compares 

the flagged log entries with the previous statistics of the endpoint for the same day, and then updates the 

score. If the score exceeds the threshold, that endpoint is listed or updated in Compromised Hosts.
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Outbreak Detection Service Overview
• Licensed feature 

• Allows customers to receive information about malware outbreaks

• Automatically downloads new event handlers and reports related to the outbreaks

Incidents & Events > Outbreak Alerts

The FortiAnalyzer Outbreak Detection Service is a licensed feature that allows FortiAnalyzer administrators to 

receive and view outbreak alerts, and automatically download related event handlers and reports from 

FortiGuard. Outbreak event handlers and reports are created in real time by Fortinet to detect and respond to 

emerging outbreaks.

The Outbreak Alerts window displays alerts from Fortinet, which are available on all ADOMs.
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Outbreak Alert Handlers and Reports
• New event handlers are added to the list of 

available handlers, and you can use them in 
the same way as the rest in the list

• The same is true for the newly 
downloaded reports

Reports downloaded 

through the outbreak alerts 

service
Event handlers downloaded 

through the outbreak alerts 

service

Reports > Report DefinitionsIncidents & Events > Handlers

Once downloaded, the new handlers are available under the Event Handler list. The same management and 

configuration functions are available for these handlers as the system default and custom handlers. That is, 

you can clone them, export them, import them, and so on.

The same is true for the new reports.
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Knowledge Check
1. The IOC engine analyzes new and historical logs against IOC signatures for which 

type of hosts?
A. End users

B. Fabric devices

2. The threat hunting dashboard uses which database?
A. SIEM

B. TIDB
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Concepts, Definitions, and Incident Handling

Events, Event Handlers, and Incidents

Threat Hunting

Congratulations! You have completed this lesson. 

Now, you will review the objectives that you covered in this lesson.
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 Describe basic FortiAnalyzer SOC concepts, definitions, and features

 Analyze and manage events, and customize event handlers

 Analyze and create incidents

 Describe the threat hunting workflow

 Analyze threat hunting dashboards

 Analyze IOC information from compromised hosts

 Manage outbreak alerts

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to analyze and manage events, 

customize event handlers, and analyze and create incidents. You also learned how to perform threat hunting 

on FortiAnalyzer, analyze IOC information from compromised hosts, and manage outbreak alerts.
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Security Operations Analyst

SOC Automation

FortiAnalyzer 7.4

In this lesson, you will learn about the automation capabilities of FortiAnalyzer.

FortiAnalyzer integrates playbooks, connectors, and incidents that can be automated, so you can quickly 

identify and react to network security threats.
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Playbook Concepts

Creating Playbooks

Configuring Connectors

Managing Playbooks

Automation Stitches

In this lesson, you will learn about the topics shown on this slide.
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Objectives

Playbook Concepts

• Describe FortiAnalyzer automation capabilities

• Identify playbook components

• Describe trigger types and properties

• Describe playbook tasks

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the purpose of playbooks and their components, you will be 

able to use playbooks effectively.
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Why Automation?
• In general, the benefits of using 

automation include:
• Improved productivity

• Increased efficiency

• Reduced costs

• Fewer human errors

• In a SOC environment, the benefits of 
using playbooks results in:

• Faster incident response time

• Faster data analysis

• Better use of analysts’ time

• Better compliance management

• Consistent security posture

Without automation, you must 

perform these actions 

manually

Fabric View > Automation > Summary

Automation is critical for security teams who are facing the ever-changing threat landscape. Generally 

speaking, automation improves productivity, reduces cost, increases efficiency, and minimizes human errors. 

In a SOC environment, these benefits provide, among other results, faster response time, faster data analysis, 

better use of analysts' time, better compliance management, and a more consistent security posture. 

FortiAnalyzer allows SOC analysts to automate common and repetitive tasks using playbooks. FortiAnalyzer 

works with standalone devices, but it is also integrated with the Security Fabric. This integration allows 

FortiAnalyzer to communicate with other devices in the Security Fabric to detect security events, and trigger 

corrective or preventive actions automatically, by running automated playbooks. 

For example, you can create playbooks that automatically generate a report, or instruct the FortiClient EMS 

server to quarantine a compromised host, just to mention two use cases. The available actions depend on the 

device type. Using devices that are compatible with the Security Fabric allows you to exploit their capabilities 

to their full extent.  

In this lesson, you will learn more about these capabilities.
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Automation With a Playbook

Playbook sends 
quarantine 
requests

Threat 
Intelligence 

Database 
(TIDB) 

updates

Logs 

Protected 
endpoints

Infected 
endpoints

FortiAnalyzer
Event

detected

FortiGate FortiClient EMS

Internet

1

2

3

4

5

Traffic

Endpoint is 
quarantined

This slide shows an example of a playbook being used to automate tasks.

In this example, all network traffic traverses FortiGate. FortiGate sends all traffic and security logs to 

FortiAnalyzer. FortiAnalyzer detects suspicious activity and generates an event. This event triggers the 

execution of a playbook in FortiAnalyzer. The playbook sends a request to FortiClient EMS using the 

FortiClient EMS connector. FortiClient EMS then applies the corrective or preventive action.
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Playbook Components
• Playbooks are ADOM-specific

• Each playbook has only one trigger
• Determines when a playbook executes

• Playbooks have one or more tasks
• Actions that will take place

• The actions that can be performed by a 
task depends on the connector

• Different devices (connectors) allow different 
actions 

• Playbooks can be created from built-in 
templates or from scratch • Playbooks are created using an intuitive 

playbook designer

• Flow diagrams help you visualize the 
workflow

The trigger makes 

the playbook run

Tasks execute actions

Playbook Designer

Playbooks include a starter event (trigger) that determines when a playbook runs, and one or more tasks that 

are executed. 

After a playbook is triggered, it flows through the existing tasks defined within the playbook designer.

Each task includes the automated action that needs to take place. The available actions depend on the 

connector used. Connectors allow tasks to be performed on supported devices.

You can create playbooks from scratch or using predefined templates. Playbooks are available only in the 

ADOM where they were created, unless they are exported to a different ADOM.
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Playbook Concepts
• A simple playbook execution sequence

• Tasks run one after another

• Multiple tasks can be triggered

• Tasks can be sequential, or run in parallel

Playbook is 
triggered

Task 2 runsTask 1 runs Task 3 runs

A spearphishing 
event is detected

Details of the 
event are 
collected

Details are 
attached to the 

incident

A report runs

An incident is 
created

In the simplest design, a playbook consists of a trigger and a series of tasks that are executed one after the 

other. However, playbooks also allow for more complex designs that involve multiple tasks running 

simultaneously. Additionally, if needed, the output of one task can be used by the tasks that follow it. 

For example, one task can collect specific events and the following task can add those events to an incident.
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Triggers

DescriptionTrigger type

The playbook is run when an event is created that matches the configured 

filters

When no filters are set, all events will trigger the playbook

EVENT_TRIGGER

The playbook is run when an incident is created that matches the configured 

filters

When no filters are set, all incidents will trigger the playbook

INCIDENT_TRIGGER

The playbook is run during the configured schedule

You can define the start time, end time, interval type, and interval frequency 

for the schedule

ON_SCHEDULE

The playbook is run when it is manually started by an administratorON_DEMAND

Every playbook starts with a trigger that determines when the playbook is executed. Each playbook can 

include only one trigger. After a playbook is triggered, it flows through the configured tasks, as defined in the 

playbook designer.

The event, incident, and on-schedule triggers are automatic and activates when specific conditions are met. 

You can use the on-schedule trigger for manual playbook execution.

Note that playbooks with the ON_SCHEDULE trigger can also be executed manually. This allows you to test 

them outside of their configured timeframe.
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• Use more than one condition to 
limit playbook execution

• Apply logic to determine when and 
how conditions trigger events

• Apply AND logic to enforce the rule 
that all conditions must match

• Apply OR logic to enforce the rule that 
any conditions must match

• ON_SCHEDULE triggers 
parameters are all based on 
timeframes

• ON_DEMAND triggers have no 
extra configurable parameters

Triggers (Contd)

Example

Available filters depend on the 

chosen trigger type

Fabric View > Automation > Summary

The trigger type determines the options you can configure to control when the playbook will run. For example, 

you can configure an event trigger to run only when FortiAnalyzer detects an event with a particular event 

handler.

When configuring multiple conditions for a trigger, you can specify whether all conditions must match or any 

one condition must match.
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• Tasks are actions that are 
executed when the playbook runs

• Available actions depend on the 
connector

• Chain one task to another task to 
execute a sequence of actions

• The output of a task can be used 
as an input for the next task in the 
sequence

Tasks
Fabric View > Automation > Playbook

Tasks are actions that are executed when the playbook runs. Each trigger event can start the execution of one 

or more tasks, and each task can perform one action.

You can also configure tasks so that the output of one task is used as an input by another task in sequence. 

For example, you can create a task to retrieve some data, and then provide that data to the next task for 

report generation.

When adding a new task, you must choose a relevant connector before you can select an action. On this 

slide, the actions associated with the local connector are shown. The available actions will vary depending on 

the connector type that you select.

You can configure tasks to use the default preconfigured values, or take inputs from the trigger or from 

preceding tasks. You must configure automation rules on FortiGate before you can see the list of available 

actions on FortiOS connectors.

SOC Automation

Security Operations 7.4 Analyst Study Guide 135

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 11© Fortinet Inc. All Rights Reserved. 11

Knowledge Check
1. Which trigger type must you use to manually run a playbook?

A. Event_Trigger

B. On_Demand

2. Which playbook element determines the available actions a task can perform?
A. Connectors

B. Trigger type
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Playbook Concepts

Creating Playbooks

Configuring Connectors

Managing Playbooks

Automation Stitches

Good job! You now understand  playbook concepts. 

Now, you will learn how to create playbooks on FortiAnalyzer.
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Objectives

Creating Playbooks

• Create new playbooks from a template

• Customize playbook settings

• Create new playbooks from scratch

• Use variables in tasks

After completing this section, you should be able to achieve the objectives shown on this slide. 

By demonstrating competence in automating tasks with playbooks, you will be able to increase the efficiency 

of your organization’s SOC operations. 
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Creating Playbooks From a Template
• FortiAnalyzer includes several playbook templates

• You can customize the playbooks created from these templates to fit your needs

Explore the available templates before creating a 

playbook from scratch since they cover many 

common scenarios (not all templates are shown)

Fabric View > Automation > Playbook

FortiAnalyzer includes several playbook templates that SOC analysts can customize. You can use the 

templates to perform tasks such as:

• Investigate compromised host incidents and critical intrusion incidents.

• Enrich data for assets and identity, and for hosts under investigation.

• Block command-and-control (C&C) IP addresses.

• Quarantine and run antivirus scans on endpoints.
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Customizing Playbook Settings
• A new playbook created from a template is preloaded with all required components

• You can remove or customize tasks to meet your needs 

Remove tasks not neededEdit tasks to meet your requirements

Note: A report with auto-
cache and extended log 
filtering enabled must be  
created before you can 
use it in a task

Playbook Designer

After you select a playbook template, the playbook designer is displayed with a preconfigured trigger and one 

or more tasks. The preconfigured trigger and tasks will be different, based on the template you select. You 

can configure, add, or remove tasks to customize the playbook.

This slide shows an example of a playbook that will:

• Run when the specified event or events are generated.

• Create a new incident.

• Retrieve the list of events specified in the task filter and add them to the incident.

• Run a report and attach it to the incident.

After this playbook runs, the incident will include relevant information that the analyst can use during an 

incident investigation. Note that before configuring a task to run a report, you must verify that the report exists, 

and that the auto-cache and extended log filtering settings are enabled.
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Customizing Playbook Settings (Contd)

Customize the playbook 

name and description

Click and drag a 

connector tab to an 

empty space to add 

new tasks

Click and drag a 

connector tab to 

another task to 

connect them

Fabric View > Automation > Playbook

By default, every new playbook you create from a template is preconfigured with a generic name and time 

stamp. This can make them difficult to distinguish, so it’s highly recommended that you edit the names and 

descriptions of new playbooks to something easily recognizable. 

To add new tasks, click and drag the connector tabs attached to the current tasks or the trigger. This creates 

an empty task that you can configure. To connect tasks to each other or to the trigger, click and drag a 

connector tab onto another connector tab.
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Creating a New Playbook From Scratch

FortiAnalyzer needs a few 

minutes to parse a newly 

created playbook

Fabric View > Automation > Playbook

If none of the templates fits your needs, you can always create a playbook from scratch.

First, you must select a trigger. For some triggers, you can add filters to make sure that the playbook runs 

only if a specified condition is matched.

You must configure a task or multiple tasks that you want to execute. You can also configure filters to limit the 

action scope which will reduce unnecessary data processing. For example, when you configure a task to 

retrieve events, configure a filter to retrieve events generated by a specific event handler, or events with a 

specific severity.

Also, keep in mind that after you create a new playbook, FortiAnalyzer needs a few minutes to parse it. If you 

try to run a newly created playbook configured with an on-demand trigger before it is parsed, FortiAnalyzer 

generates an error message as shown on this slide.
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Variables
• You can use output variables and trigger variables in playbook tasks

• Output variables: Output of previous task is the input of current task
• Format: ${task_id.output}

• Previous task ID required

• Trigger variables: Use some of the information from the trigger to filter the action in the 
task 

• Format: ${trigger.variable}

The new task uses an 

output variable. On the 

left is the report task ID, 

and on the right is the 

output of the report task 

(the actual report)

New Task

Second task 

generates a 

report

Fabric View > Automation > Playbook

You can use variables when configuring tasks. There are two types of playbook variables: output variables 

and trigger variables.

Use output variables to take the output from a preceding task as an input for the current task. An output 

variable consists of the task ID, followed by the task output, as shown on this slide.

The example shown on this slide shows a task configured to use a report as an input from a preceding task to 

update an incident.

Use trigger variables to take information from the trigger step of a playbook configured with an event or 

incident trigger. For example, a playbook configured with a report action requires filtering based on an 

endpoint IP address. You can retrieve this information from the triggering event using a trigger variable.
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Knowledge Check
1. Which type of variable takes the output of a preceding task as the input of a current 

task?
A. Trigger variable

B. Output variable
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Playbook Concepts

Creating Playbooks

Configuring Connectors

Managing Playbooks

Automation Stitches

Good job! You now understand how to create playbooks.

Now, you will learn about configuring connectors.
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Objectives

Configuring Connectors

• Describe connector types

• Configure connector actions

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in connectors, you will understand how FortiAnalyzer uses connectors in 

conjunction with playbooks to automate actions to be performed on other Fortinet devices.
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Connectors
• Allow playbooks to interact with devices 

in the Security Fabric and other 
standalone devices

• Determine which actions can be 
performed by playbook tasks

• The local connector does not need any 
additional configuration

• All other connector types must be configured

• The connector status icon is colour 
coded:

• Green: connection successful

• Black: connection unknown

• Red: connection down

Fabric View > Automation > Connectors

Status icon

Connectors determine which automated actions playbooks can perform. Each connector type supports 

different actions.

You can quickly determine the API connection status of a connector, which is indicated by a colored status 

icon.

By default, you can use the local connector in playbooks without any additional configuration. All other 

connectors require additional configuration.

For example, the FortiOS connector is listed as soon as you add the first FortiGate device to FortiAnalyzer. 

However, to see the actions related to that FortiOS connector, you must enable an automation rule using an 

incoming webhook call trigger on the FortiGate device.
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Connector Types
• Two types of connectors

• Security Fabric

• ITSM

• Security Fabric connectors:
• FortiClient EMS

• FortiMail

• FortiCASB

• ITSM connectors:
• Service Now

• Slack

• MS Teams

• Generic: Support additional third-party 
ticketing platforms

Fabric View > Fabric Connectors

On FortiAnalyzer, there are two types of connectors that you can configure on the Fabric Connectors page: 

Security Fabric and IT service management (ITSM)

Security Fabric connectors include FortiClient EMS, FortiMail, and FortiCASB connectors.

ITSM connectors include connecting to third-party service management or ticketing software such as Service 

Now, Slack, MS Teams, and so on. FortiAnalyzer also supports a generic connector type to facilitate 

integration with additional third-party ticketing software.
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Connector Actions
• Connector actions are automated

• Each connector has its own set of actions

• Connector actions are predefined

Fabric View > Fabric Connectors

FortiClient EMS 

connector actions

FortiMail 

connector 

actions

Each connector has its own set of predefined actions. These actions are automated and are performed in 

playbooks. 

An example of when you might use a connector action in your network is to have a FortiClient EMS connector 

regularly retrieve a list of endpoints or perform quarantine actions on compromised endpoints.

All connector actions are predefined and cannot be modified.
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Use Case
Fabric View > Automation > Playbooks

Infected host is 

quarantined

Fabric View > Automation > Playbook Monitor

1

2

3

4

This slide shows an example of a playbook using the FortiClient EMS connector.

FortiAnalyzer has generated an event indicating that a host is infected after downloading a malicious file. The 

analyst has configured a playbook with a FortiClient EMS connector to quarantine infected hosts. 

The analyst performs the following actions:

1) Manually run the playbook because it is configured for an on-demand trigger.

2) Input the FortiClient host details, including endpoint number, FortiClient UID, FortiClient site, and an 

existing incident ID.

The playbook automates the following actions:

1) Execute a quarantine task on the infected host using the FortiClient EMS connector, and attach all related 

data to the incident.

2) Quarantine the host so the malicious file cannot move laterally and infect other hosts in the network.
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Knowledge Check
1. Which connector requires additional configuration?

A. FortiOS connector

B. Local connector

2. Which connector type allows integration with third-party ticketing applications?
A. Security Fabric

B. ITSM
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Playbook Concepts

Creating Playbooks

Configuring Connectors

Managing Playbooks

Automation Stitches

Good job! You now know how to configure connectors.

Now, you will learn about managing playbooks and connectors on FortiAnalyzer.
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Objectives

Managing Playbooks

• Monitor playbooks

• Export and import playbooks

• Review the mock threat report

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in monitoring playbooks, you will be able to identify whether all automated 

tasks ran successfully. You will also be able to export playbooks to another ADOM or device. 
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Monitoring Playbooks
• To see the playbook execution logs, click Details and then View Log

This playbook has three 

tasks: One task is 

successful but the other 

two failed
Fabric View > Automation > Playbook Monitor

This task failed because it did not receive 

the input it was expecting from a preceding 

task

Fabric View > Automation > Playbook Monitor

When you troubleshoot playbooks, you must review the logs. Details about the execution of a playbook are 

available in the associated log.

In the playbook monitor, all playbook jobs that include one or more failed tasks are assigned a failed status. A 

failed status, however, does not mean that all tasks in the playbook failed. Other task actions in the playbook 

may execute successfully.

In the example shown on this slide, the spearphishing attachment playbook has three configured tasks, two of 

which failed to run—incident spearphishing and attach data to incident. Therefore, the playbook job is 

considered to have failed. 
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Monitoring Playbooks (Contd)

[2024-03-13T06:31:05.246-0700] {taskinstance.py:1937} ERROR - Task failed with 
exception

Traceback (most recent call last):

File "/drive0/private/airflow/plugins/incident_operator.py", line 218, in execute

self.epid = int(self.epid)

^^^^^^^^^^^^^^

ValueError: invalid literal for int() with base 10: '100.64.1.20'

[2024-03-13T06:31:05.331-0700] {standard_task_runner.py:104} ERROR - Failed to 
execute job 417 for task placeholder_00f4d7f1_fac5_4354_a60a_3127a6bc5cc7 (invalid 
literal for int() with base 10: '100.64.1.20'; 1851)

View the raw logs 

for failed playbooks 

to see more details

Fabric View > Automation > Playbook Monitor

This playbook failed because a task was expecting an 
integer value for the epid variable, but received a Base 

10 value (IP address) instead

To determine where exactly the task execution failed, you must view the raw logs.

The example on this slide shows the raw logs for the incident spearphishing task. The raw logs indicate that 
the task is expecting an integer value input for the epid variable but received a Base 10 IP address instead.
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• Playbooks are defined per ADOM

• Export playbooks to use them in a 
different ADOM or FortiAnalyzer device

• You can include the connectors in the 
exported file

• The exported file is in JSON format
• You can also compress the file

Exporting Playbooks

Including the connectors 

ensures all required 

components are exported

Fabric View > Automation > Playbook

Playbooks are defined per ADOM. If you want to use an existing playbook in a different ADOM or a different 

FortiAnalyzer device, you must export the playbook.

To export a playbook, right-click the playbook, and then click Export. You can export more than one playbook 

at a same time by selecting multiple playbooks.

When exporting a playbook, you can choose to export the connectors. Connectors required to run the 

playbook will be included in the exported file. This will preserve the connector configuration with the playbook 

configuration.

You can export the playbook in two formats: plain text JSON or zipped base 64 encoded JSON. If you want a 

human-readable file, then you must choose the text version during the export process.
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Importing Playbooks
• Import a previously exported playbook on the destination ADOM or device

Fabric View > Automation > Playbook

To import a playbook, right-click anywhere on the playbook dashboard, and then click Import. 

If the imported playbook has the same name as an existing playbook, to avoid conflicts, FortiAnalyzer will 

append a timestamp to the imported playbook name.

Playbooks are imported with the status they had (enabled or disabled) when they were exported. Playbooks 

with automatic triggers (incident or event) should be exported while they are disabled, to prevent the playbook 

from unintentionally running after import.
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Playbooks Dashboard
• This dashboard tracks all playbooks executed in the last seven days

A playbook 

can have 

multiple 

actions. 

These two playbooks 

have run more than all 

of the other playbooks, 

which could be normal 

or caused by a 

misconfiguration

A playbook can 

have multiple 

actions 

Fabric View > Automation > Summary

The playbook dashboard shows the number of playbooks executed, which playbooks have executed, 

playbook actions executed, and any trends in the total executed playbooks and actions.

This dashboard shows all the playbooks that have been executed in the last seven days, including their 

names, and the total number of actions performed. This information gives you an idea of how much time has 

been saved by automating tasks.

In the example shown on this slide, 2388 playbooks have been executed. However, 10,730 actions have been 

taken. This shows that one or more of the playbooks listed have more than one action configured. The image 

also shows the names of the most frequently executed playbooks. It is the responsibility of the SOC analyst to 

ensure playbooks are correctly configured so they run only when required.
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Use Case—Healthcare Sector

Threat: Potential breach exposing thousands of patients’ data and 

putting patients at risk.

Our goal: Automate actions using playbooks and connectors on 

FortiAnalyzer

Domain: Enterprise

Attacker: Group ABC

Your organization is a hospital targeted by cybercriminals through a phishing attack to ransom private 

data

In the healthcare sector story from Lesson 1—SOC Concepts and Security Frameworks, the blue team 

prepares to automate their actions using playbooks and connectors on FortiAnalyzer. 
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Blue Team Plan of Action—Automation
• Configure playbooks to run because of the following detection events:

• Probing attacks that target email systems in search of valid email accounts

• Spearphishing emails with attached malicious Microsoft Office macro-enabled files

• Configure the FortiClient EMS connector and playbooks to automate the following tasks:
• Retrieve a list of all endpoints with FortiClient site and UUID information

• Quarantine identified compromised host (containment)

• Release sanitized host from quarantine (recovery)

Using their knowledge of playbooks on FortiAnalyzer, the blue team configures playbooks to run when an 

event handler triggers by identifying probing attacks by Group ABC. The probing attack targets email systems 

in search of valid email accounts. The blue team also configures playbooks to automatically run when an 

event is created after detecting spearphishing emails that contain an attached malicious Microsoft Office 

macro-enabled file. These playbooks create incidents that can be used to track and follow the investigation 

into these attacks. The playbooks also attach data from events created by the corresponding event handlers 

to these incidents for easy access.

The blue team uses their knowledge of connectors on FortiAnalyzer to configure the FortiClient EMS 

connector. This automatically creates several playbooks, one of which the blue team uses to retrieve a list of 

all endpoints that include important data such as the FortiClient site and FortiClient UUID, which are updated 

in the FortiAnalyzer Asset Identity Center. The blue team also configures a playbook to use in the containment

phase of incident handling. The containment phase playbook quarantines the identified compromised host 

following an investigation into the malicious file download. Finally, the blue team configures a playbook to use 

in the recovery phase of incident handling. The recovery playbook releases the sanitized host from 

quarantine.
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Blue Team Plan of Action—Playbooks

List of playbooks created 

by the blue team to 

detect attacks, and to 

quarantine and release 

hosts

Playbook configured to 

detect a spearphishing 

event

Fabric View > Automation > Playbook

This slide shows all the playbooks that the blue team configures in response to the threat report about the 

Group ABC attack. These include a playbook that will run if  FortiAnalyzer detects a reconnaissance tactic 

attempting to gather victim identity information through SMTP enumeration, as well a playbook that will trigger 

if FortiAnalyzer detects a spearphishing event. The list of playbooks also include quarantine and unquarantine 

playbooks that FortiAnalyzer will run using the FortiClient EMS connector during the containment and 

recovery phases of incident handling.

The slide shows an example of the blue team’s spearphishing attack playbook.
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Blue Team Plan of Action—Playbooks (Cont)

All the playbooks that were 

run when FortiAnalyzer 

detected different attacks from 

the adversary Group ABC

Fabric View > Automation > Playbook

Incident auto generated by 

spearphishing playbook 

that was configured by the 

blue team

This slide shows all the playbooks that were run on FortiAnalyzer during the Group ABC attack. This includes 

playbooks that were run to identify the SMTP enumeration attempts to gather victim identity information. A 

playbook was also run when a spearphishing attachment was detected by FortiSandbox. 

The slide also shows the quarantine and unquarantine playbooks that were run using the FortiClient EMS 

connector to quarantine the infected host and then later to remove the sanitized host from quarantine.

It also includes the incident that was automatically generated when the spearphishing playbook was run to 

monitor the attack. The incident audit history shows the timeline of every action that was performed on this 

incident. 
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Knowledge Check
1. Which two playbook export formats are supported?

A. JSON, ZIP

B. CSV, YAML

2. When exporting playbooks, which connector configuration can you also export?
A. Local connector

B. FortiClient EMS connector
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Playbook Concepts

Creating Playbooks

Configuring Connectors

Managing Playbooks

Automation Stitches

Congratulations! You have completed this lesson. 

Now, you will learn about automation stitches between FortiAnalyzer and FortiGate.
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Objectives

Automation Stitches

• Describe FortiAnalyzer and FortiGate automation stitches

• Configure an automation stitch

• Configure an event handler with an automation stitch enabled

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the purpose of playbooks and their components, you will be 

able to configure automation stitches between FortiAnalyzer and FortiGate.
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FortiAnalyzer and FortiGate Automation Stitch
• FortiAnalyzer can activate an automation stitch on authorized FortiGate devices

• An event handler must have the automation stitch option enabled
• This allows FortiGate to detect the event handler from a list of potential triggers

FortiAnalyzer Event Handler

FortiGate Automation Trigger

When a handler with automation stitch enabled generates an event, FortiAnalyzer sends a notification to the 

FortiGate automation framework. If an automation stitch is configured on FortiGate, the notification triggers 

the related automation stitch and activates an action in response. For example, FortiGate could send a 

custom email notification, execute a CLI script, and/or perform a system action in response to the trigger.

By default, there are two basic event handlers, Default-Botnet-Communication-Detection and Default-FFW-

Botnet-Communication-Detection, that have an automation stitch enabled.

You can also enable automation stitches for any custom event handler.

SOC Automation

Security Operations 7.4 Analyst Study Guide 166

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 42© Fortinet Inc. All Rights Reserved. 42

FortiAnalyzer and FortiGate Automation Stitch (Contd)

Trigger 

Action(s) 

Automation 
Stitch 

• Execute CLI script

• Email notifications

• Ban IPs

• and more actions

An automation stitch consists of two parts: the trigger and the action or actions. The trigger is the condition or 

event that activates the action, such as a FortiAnalyzer event handler that generates an event. The action is 

what FortiGate does in response to the trigger. Automation stitches are configured on the Security Fabric root 

FortiGate.

While FortiGate can run automation stitches without having FortiAnalyzer in the topology, the advantages of 

having FortiAnalyzer in the workflow include: 

• Scalability: The configured event handlers can apply to all authorized FortiGate devices, or you can use 

data selectors to narrow the selection.

• Granularity: You have finer control of which logs generate an event.

• Centralized SOC view: You can create events and incidents on FortiAnalyzer in addition to using its event 

correlation and reporting capabilities.

• Playbooks: You can perform more actions on FortiAnalyzer, such as automatically creating an incident if 

an event matches your conditions.

There are many other types of triggers available on FortiGate. However, in this course you will focus only on 

FortiAnalyzer event handlers as the automation trigger.
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FortiAnalyzer and FortiGate Automation Stitch (Contd)

• This example automation stitch bans an IP address on FortiGate if the web filter violation 
category description matches social networking

• This slide shows the FortiAnalyzer configuration 

Event Handler

Event Handler Rule

The example on this slide shows the configuration on FortiAnalyzer of an automation stitch integration with 

FortiGate. The automation stitch triggers an IP ban of the source machine on the FortiGate device that the 

security event occurs on, or, if the FortiGate is in a Security Fabric, you can choose on which devices in the 

Security Fabric the stitch will trigger.

First, you must create an event handler and enable the automation stitch option. You must then define a rule 

for that event handler that specifies which logs generate an event. In this case, the generic text filter is 

specifying the category description as social networking. If you are unsure about the log field, you can 

generate a log event, and then view the raw logs under Log View to see the names of the field and the 

associated properties.
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FortiAnalyzer and FortiGate Automation Stitch (Contd)

• This slide shows the FortiGate configuration

FortiGate# diagnose user banned-ip list 

src-ip-addr    created                  expires     cause            

10.200.3.219   Sun Aug 18 14:20:01 2024 indefinite  Administrative 

Automation Stitch

1

2

3

Workflow

Client goes to 

facebook.com

An event is 

created on 

FortiAnalyzer

FortiGate bans 

the client

On FortiGate, you must create a trigger that references the created event handler. Next, you must specify the 

action or actions that you want to occur when the trigger happens. Finally, you must create the automation 

stitch by combining the trigger and action. In the example shown on this slide, the IP Ban action is a default 

action in FortiOS.

If there is more than one action in an automation stitch, FortiGate can perform them in sequence or in parallel. 

In sequential execution, actions will execute one after another, with an optional delay between each action. 

However, if any action in the chain fails, the entire chain stops. In parallel execution, all actions will execute 

simultaneously when the automation stitch is triggered. Note that in parallel execution, log action parameters 

(such as %%log%% or %%results%%) cannot be used because there is no subsequent action to pass this 

information to. In the example shown on this slide, since there is only one action, the sequential or parallel 

setting has the same effect.

In the example shown on this slide, the following workflow occurs:
1. The client with the IP address of 10.200.3.219 tries to access facebook.com and FortiGate blocks it 

because of a web filter violation.

2. On FortiAnalyzer, the Web Filter IP Ban event handler is triggered. This event handler has the automation 

stitch option enabled.

3. On FortiGate, an automation stitch has that event handler configured as a trigger, and one configured 

action to ban the offending client. As a result, you can see that the device is banned indefinitely.

Note that unlike the FortiClient EMS quarantine depicted earlier, which is a host-level block, this configuration 

is blocking at a network level. This means that the host is banned only for traffic traversing FortiGate. In 

contrast, the host-level block restricts all network activity on the compromised host.

SOC Automation

Security Operations 7.4 Analyst Study Guide 169

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 45© Fortinet Inc. All Rights Reserved. 45

Knowledge Check
1. How many triggers and actions can each automation stitch support?

A. One trigger and one action

B. One trigger and multiple actions

C. Multiple triggers and multiple actions
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Playbook Concepts

Creating Playbooks

Configuring Connectors

Managing Playbooks

Automation Stitches

Congratulations! You have completed this lesson. 

Now, you will review the objectives that you covered in this lesson.
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 Identify playbook components

 Describe trigger types and their properties

 Create and customize playbooks from a template

 Create new playbooks from scratch

 Use variables in tasks

 Configure connector actions

 Monitor playbooks

 Export and import playbooks

 Describe FortiAnalyzer and FortiGate automation stitches

 Configure an automation stitch

 Configure an event handler with an automation stitch enabled

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you leaned how to configure and use playbooks effectively 

to automate tasks on FortiAnalyzer. You also learned how to use connectors along with playbooks to send 

actions to other Fortinet devices and third-party applications.
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Security Operations Analyst

Attack Surface and Vectors

FortiAnalyzer 7.4

In this lesson, you will learn what constitutes the attack surface, and about common vectors that threat actors 

use against organizations. You will also learn how to capture traffic and perform basic traffic analysis on 

FortiAnalyzer, FortiGate, and endpoints.

Attack Surface and Vectors
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The Attack Surface

Attack Vectors

Reviewing Traffic Flows

In this lesson, you will learn about the topics shown on this slide.

Attack Surface and Vectors
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Objectives

The Attack Surface

• Describe the attack surface

• Describe how to identify the attack surface

• Describe how to reduce the attack surface

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of the attack surface of an organization, you will be able to 

identify potential weaknesses in your organization. You will also be able to reduce the attack surface by 

implementing defensive mechanisms.

Attack Surface and Vectors
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The Attack Surface—Introduction

The Attack Surface

Threat Actor

Attack Vectors

• The attack surface encompasses 
all potential attack vectors that 
unauthorized users can exploit 
within an organization

• It is split into the digital and 
physical surfaces

The Digital Surface The Physical Surface

The attack surface is the number of all possible points, or attack vectors, where an unauthorized user can 

access a system and extract data. The larger the attack surface, the harder it is to protect your organization.

The attack surface and attack vectors are different but related concepts. An attack vector is the method a 

cybercriminal uses to gain unauthorized access or breach a user's accounts or an organization's systems. On 

the other hand, the attack surface is the space that the cybercriminal attacks or breaches.

The size of the attack surface is not static. For example, if new vulnerabilities are discovered on any of the 

assets in an organization, the surface expands. As a result, it is imperative that a SOC remains vigilant in 

examining its attack surface, even if there are no discovered weaknesses at a point in time.

The attack surface is split into two categories: digital and physical.
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PhysicalDigital

Definition:

• Encompasses all devices that an attacker can 

gain physical access to

Definition:

• Encompasses all the hardware and software that 

connect to an organization’s network

Desktop computersApplications and code

LaptopsIP addresses and ports

Hard drivesServers (such as web, database, email)

Mobile phonesWebsites

USB drivesShadow IT

Discarded hardwareVPN endpoints

Digital and Physical Attack Surfaces

The digital attack surface encompasses all the hardware and software that connect to an organization’s 

network. These include applications, code, ports, servers, and websites, as well as shadow IT, which sees 

users bypass IT to use unauthorized applications or devices, often for the sake of convenience. An attacker 

can exploit the attack surface, for example, by exploiting vulnerabilities, phishing for sensitive information, or 

sending malware to unsuspecting users.

The physical attack surface comprises all devices that an attacker can steal or gain physical access to, in 

order to perform malicious activities. Examples include, but are not limited to, desktop computers, hard drives, 

laptops, mobile phones, and USB drives. The physical attack surface also includes improperly discarded 

hardware that contains user data and login credentials, users writing passwords on paper, and physical break-

ins.
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Identifying the Attack Surface
• To determine your network’s attack surface, you must have a complete picture of all the 

assets

• You can use an IT asset management software to track your assets, including:
• Hardware

• Software

• IP addressing

• Location

• Licensing

• Configurations

• Patching

• Lifecycle (end of support & end of life)

• Inventory (asset tagging)

To determine your network’s attack surface, you must have a complete picture of all the assets in your 

organization. Every device that is unaccounted for is a potential security risk.

You can use IT asset management software to help track all of your assets:

• Hardware: desktop computers, laptops, servers, network devices, and peripherals

• Software: installed applications, virtualization, security software, and running services

• IP Addressing: allocation and management of IP addresses

• Location: physical location of assets within the organization, or the hosting data center

• Licensing: software licenses and compliance status

• Configurations: device and software configuration details

• Patching: status of patches and updates applied to devices

• Lifecycle: end-of-support and end-of-life dates for assets

• Inventory: comprehensive inventory management of all IT assets
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Reducing the Physical Attack Surface
• Restrict physical access to the building as much as possible

• Limit employee access to only what they need

• Employees should never hold open a door to a restricted area—prevents tailgating

• Do not allow visitors in working areas
• Instead, have public areas and meeting spaces that are open to visitors

• Limit the use of removable media
• USB drives, for example, can be used maliciously in many ways, such as exfiltrating data or installing 

malware

• Employees may be baited into plugging in malicious devices

• Guard devices
• Allow access to recycling areas only to authorized people

• Thoroughly destroy discarded hard drives

• Users should always lock their device before they leave their desk

• Store unattended devices securely

The physical attack surface ranges from physical buildings, to organization devices, to access cards. As a 

SOC analyst, you must be aware of the digital attack surface, which may receive more attention, but you also 

must be aware of the physical attack surface. Physical breaches can lead to significant cybersecurity risks. 

You can mitigate many risks to the physical attack surface using common sense, but failure to adhere to these 

guidelines can lead to catastrophic consequences.

• Restrict physical access to working areas. Employees must use their own access cards to enter restricted 

areas to prevent tailgating, by which an unauthorized person closely follows someone with legitimate 

access. Accurate accounting of who accessed which area at a specific time is essential for investigations if 

a security incident occurs. Allow visitors access only to public areas. Furthermore, use cameras to provide 

video evidence of building access.

• Restrict or ban removable media, such as USB drives. Attackers may bait users into inserting USB drives 

by labeling them with phrases such as “performance reviews”, “urgent attention needed”, or “financial 

reports.” You can use endpoint security, such as FortiClient EMS, to monitor or block removable media. 

You can send log entries to FortiAnalyzer for further investigation and incident handling.

• Store laptops securely, even when in the office. Employees are responsible for their assigned work 

devices, such as laptops and mobile phones, at all times, including after work hours. Even if a user's 

password is secure, or they use multifactor authentication (MFA), an attacker can exploit a workstation if 

the user does not lock it when they leave. Destroy discarded devices and hardware before sending them to 

a restricted area for recycling. A hard drive that can have its data recovered is a significant risk.
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Reducing the Digital Attack Surface
• Servers and network equipment are usually stored and racked in data centers with stricter access

• They are generally more secure; they should be in a more secure location
• As such, you can consider them part of the digital attack surface, since an attacker is less likely able to 

infiltrate data centers

• Remove unnecessary devices or services

• Segment the network
• Macrosegmentation: Isolate different networks and VLANs from one another
• Microsegmentation: Isolate the workloads of individual applications

• Fine-tune the level of access given to users and devices
• Implement a zero-trust model

• Review logs and security events and incidents to find abnormal behavior

• Conduct SOC blue, red, and purple team exercises regularly

To reduce your organization’s digital attack surface, you can follow some best practices:

• Audit assets: Review your up-to-date list of all digital assets in the organization.

• Remove unnecessary devices and services: Consider whether all existing assets must be in production. 

Some devices and software may be legacy assets that are no longer actively managed.

• Segment: Divide the network using macrosegmentation and microsegmentation. With macrosegmentation, 

you can isolate broadcast domains and implement different levels of security based on the network and 

VLANs a device belongs to. For example, you can have a “Guest” network with limited access, whereas 

the “IT” network can access critical devices such as the “Server” network. With microsegmentation, you 

can further segment based on workloads of individual applications. For example, you can use FortiNAC to 

profile each device on or joining the network and assign a role.

• Define trust: Control and monitor the access of users and devices. Apply the principle of least privilege 

required for employees to fulfill their roles. Furthermore, you can adopt a zero-trust security model, which 

assumes that trust is transient. A device that is trusted now may become infected. As a result, you must 

monitor devices continuously in case a new assignment, such as quarantining, is required. 

• Review logs and security events and incidents: Find traffic that has deviated from established baselines. 

You should also set up automated processes, such as event handlers on FortiAnalyzers, that create 

security events and incidents for interesting traffic, such as RDP connections to your domain controller.

• Test your security: Conduct regular SOC exercises to probe, identify, and improve the organization’s 

security posture.

Attack Surface and Vectors

Security Operations 7.4 Analyst Study Guide 180

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 9

Knowledge Check
1. Which attack surface do USB drives belong to?

A. Physical

B. Digital

2. What is the definition of shadow IT?
A. Unauthorized devices and applications implemented by users.

B. Legacy devices and applications that are no longer actively managed. 
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The Attack Surface

Attack Vectors

Reviewing Traffic Flows

Good job! You now understand the attack surface.

Now, you will learn about attack vectors.
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Objectives

Attack Vectors

• Describe common attack vectors

• Describe security best practices against attack vectors

• Describe defenses against attack vectors

After completing this section, you should be able to achieve the objectives shown on this slide.

Attack vectors are the possible avenues that attackers use to gain unauthorized access to a network or 

system. From there, the attacker tries to achieve their goal, whether it is to steal information or adversely 

affect your organization. Understanding these vectors is crucial for building effective defense strategies and 

mitigating risks.
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Attack Vectors Introduction
• As a SOC analyst, you should be able to identify attack vectors and formulate plans to 

defend them

• You can advise management with an action plan

• Attackers may follow a standard flow like the Cyber Kill Chain, or their steps can vary 
like the MITRE ATT&CK framework

• Attackers may have a specific goal in mind, which is dependent on the nature of the 
organization’s business

As a SOC analyst, one of your responsibilities is to identify potential attack vectors and devise strategies with 

management to defend against them. This involves continuous monitoring of network activity, reviewing logs, 

analyzing security incidents, and staying current on emerging threats. By understanding the various ways 

attackers can infiltrate systems, you can implement proactive measures to mitigate risks and protect the 

organization’s assets.

It is important to note that not all attacks follow the same rigid pattern, as discussed in Lesson 1 – SOC 

Concepts and Security Frameworks. An attacker may opt to perform fewer or additional steps than those 

included in the Cyber Kill Chain model, instead executing more minute, flexible tactics, techniques, and 

procedures (TTPs) as described in the MITRE ATT&CK framework.

Therefore, it is crucial that you have an understanding of the individual attack vectors in this section, and how 

they fit into the overall scheme of a potential attack.
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• Includes reading social 
platforms like Reddit, 
Facebook, Instagram, 
and LinkedIn

Reconnaissance

• An attacker gathers 
information about a 
target without directly 
interacting with them

• Minor risk of 
detection

Passive

• An attacker gathers 
information about a target 
by directly performing 
actions on them

• Higher risk of 
detection

• Includes using tools like 
Nmap, Kali Linux, and DNS 
lookups

Active

When an attacker plans an attack, one of the most logical starting points is to gather information about the 

individual or organization they want to target.

There are two main categories of reconnaissance: passive and active.
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Photos

• Your digital footprint is the trail of data you 
leave behind through your online activities

• Attackers can search through your profiles to 
gather information

• Your personal information can be used to 
spearphish or impersonate you, and access 
work resources

Passive Reconnaissance
Data 

breach

Online 
posts

Videos

Career 
info

Company 
Website

Passive reconnaissance involves a threat actor gathering information on a target for a potential attack. Users 

with a larger digital footprint are more vulnerable because more of their private information is exposed. 

Examples of where you may have inadvertently provided key information include:

• Your resume is uploaded to a career development website. It may contain your email address, telephone 

number, and home address.

• Your social media profiles include details of where you have traveled to (business or personal).

• Your face and voice have been on streams or online videos.

• Your work or personal experiences are discussed online and searchable.

• Your private data was part of a data leak, which could be the fault of a third-party, such as a business you 

used your credit card to purchase goods from.

• Your company website contains contact information such as email addresses, telephone numbers, and 

locations.

There are some potential consequences for having your information publicly available:

• Financial institutions use personal information to validate your identity and an imposter can exploit that.

• Spearphishing targeting you is more believable because it contains your personal information.

• A threat actor can impersonate you and target your associates using your likeness.

• Your credentials (username and password) are exposed in a data leak.

To mitigate the risks of passive reconnaissance, you must educate your employees to limit what they share 

online, refrain from discussing work or sharing photos of the workplace on public websites, and update their 

passwords frequently.
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Domain 
info

MAC 
addresses

Active 
Directory 

tree

Active Reconnaissance

Ports

IP 
addresses

DNS 
info

Services

Active reconnaissance involves a threat actor performing actions on a target to gather information. As a result, 

the attacker may leave behind more evidence. Many of these activities are more effective when an attacker 

has already gained entry to a network. However, they can conduct some of the reconnaissance from the 

internet through public-facing assets, such as a web server. Some actions that an attacker may conduct on 

your network include:

• IP addresses scanning: Discover active IP addresses in the target network. The attacker can identify live 

hosts on the network, and then see which services are enabled on them.

• Ports and services scanning: Identify which services and applications are running on open ports. The 

attacker is probing to see accessible network services and potential entry points, for example, testing to 

see if SSH is enabled on a device.

• MAC address discovery: Collect MAC addresses of devices on the network. A lookup of the 

organizationally unique identifier (OUI), which consists of the first six digits of a MAC address, tells you 

which vendor the device belongs to. 

• Domain information: Perform DNS lookups to map domain names to IP addresses, discover subdomains, 

and attempt DNS zone transfers for detailed domain information.

• Active Directory (AD) Tree: Enumerate AD users, groups, and organizational units to understand user 

privileges and organizational structure.

After gathering information, the attacker can proceed to further attack phases, such as lateral movement to 

hosts with more access, and intercepting traffic through spoofing.
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Social Engineering
• Refers to a range of attacks that manipulate users, including:

• Baiting

• Scareware

• Phishing

• Pretexting

• Tailgating

• The victims are fooled into performing dangerous actions

• Information gathered from reconnaissance can make the attacker seem more 
trustworthy

Social engineering attacks are based on manipulating users into performing malicious activities or divulging 

sensitive information. Attackers can present themselves as trustworthy by providing information that should be 

private. These attackers may prey on the users’ sense of urgency, fear, curiosity, greed, or other emotions. 

Some social engineering attacks include:

• Baiting: enticing users with the prospect of a reward. For example, there could be an offer to redeem a free 

meal, or a USB drive labeled with ‘Performance Reviews.’

• Scareware: scaring users into thinking their system is infected, and offering a solution that is malicious.

• Phishing: fooling users into clicking on something by creating a sense of urgency or appealing to their 

curiosity. Phishing could be targeted (known as spearphishing) and could also be in audio form (voice 

phishing).

• Pretexting: pretending to be a trusted source and getting the users to divulge sensitive information.

• Tailgating: entering an area that you are not authorized to be in. Attackers can clandestinely follow an 

authorized person who is unaware they are being followed. Or, they can present themselves as friendly 

and trustworthy, in the hopes of having the door held open for them.

Even though social engineering attempts may contain obvious spelling errors, grammatical mistakes, and 

illogical schemes, not all attempts are obvious scams: Some are well-crafted and hard to spot. In all of these 

social engineering methods, the more research the threat actor conducts before the attack, the more 

believable they can be. You should conduct periodic social engineering tests on internal users to see if they 

fall for them. Users must be educated on cybersecurity best practices. Because personnel may change as 

time passes, employee training is a continuous effort.
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Types of Malware
Grayware

Trojan

Botnet

Injector

VirusRootkit

Worm

Keylogger

Ransomware

Malware is an umbrella term that defines any type of malicious software. It is important to understand the 

different types of malware and what they are designed to do to a target network:

• Grayware: applications that behave in a manner that is irritating or undesirable but may not be as malicious 

or destructive as other malware types. Grayware includes spyware, adware, dialers, and remote access 

tools that are designed to harm the performance of computers on your network, often with the goal to 

display advertisements or track user behavior.

• Trojans: applications that appear to be legitimate software, designed to mislead users into installing them. 

Trojans can create backdoors or allow other malware to gain control of the system.

• Botnet: a collection of internet-connected programs communicating with each other to distribute malware. 

Infected machines can launch coordinated attacks against victims.

• Injectors: applications that inject malicious code into system processes to perform tasks on an attacker’s 

behalf.

• Viruses: applications that link malicious code with clean code, waiting for a user to execute it.  Once 

executed, viruses propagate quickly through an infected system, severely impacting operations.

• Rootkits: applications that grant the attacker privileged access. They attempt to stay hidden by replacing 

vital system executables.

• Worms: self-replicating applications that spread throughout a network without needing to be attached to an 

existing program or executed by a user, unlike a virus.

• Keyloggers: applications that are designed to capture users’ keystrokes, often designed to farm user 

credentials or private information. Keyloggers can be hardware or software.

• Ransomware: applications that are used to lock down access, from a single device to an entire 

organization, with the goal of extracting money from victims in exchange for releasing the system.

Note that this slide includes common types of malware, but it is not exhaustive.
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Compromised Credentials

Data Breach Password

Manager
PhishingKeylogging

Note: You can visit websites such as https://monitor.mozilla.org or https://haveibeenpwned.com to see if your 

email account has been part of a data breach.

Even if your passwords meet or exceed security requirements, they can still be vulnerable. Your private 

information can be compromised through credential harvesting. There are many ways an attacker can harvest 

your credentials, but common ones include:

• Data breach: Your personal information was leaked in a data breach. The extent of the information varies, 

but could include usernames, passwords, addresses, and more. The data breach could be entirely a third 

party’s fault, and you may not even be aware of the incident. Companies have a responsibility to disclose 

any suspected or confirmed cybersecurity incident to its customers, so that they can immediately change 

their credentials.

• Phishing: You are a victim of a phishing attempt and inadvertently provided private information to a threat 

actor.

• Keylogging: You or someone else installed keylogging malware on a device, and an attacker can store 

your keyboard strokes.

• Password manager: Your password manager, which is a repository of all credentials you've saved to online 

and offline resources, is compromised. You may have left your computer unlocked while you stepped 

away, or your device was stolen, allowing cached credentials to provide access. Having your password 

manager compromised is particularly dangerous because password managers can also include credit card 

numbers, personal identification information, and more.

Credentials that have been compromised are susceptible to further exploitation. For example, an attacker may 

include a compromised password in a dictionary file, and then use that dictionary file against a target to obtain 

network access.

Attack Surface and Vectors

Security Operations 7.4 Analyst Study Guide 190

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 19

Credential Attacks
DescriptionAttack Name

• Try all combinations for a matchBrute force

• Target multiple hosts with limited 

attempts (to avoid detection)
Password spraying

• Use a list of compiled passwords to 

find a match
Dictionary

• Use information from data 

breaches to find a match
Credential stuffing

• Intercept traffic to steal sensitive 

information
Man-in-the-middle

• Precompile a list of passwords into 

hashes to find a matching hash 
Rainbow table

This slide includes credential attacks that threat actors can leverage to gain access to a target system:

• Brute force: Systematically try every possible combination of characters until a match is found.

• Password spraying: Similar to a brute force attack but targeting multiple hosts with fewer attempts on each 

one to avoid lockouts.

• Dictionary: A list of compiled passwords to try against a target system.

• Credential stuffing: Known user and password combinations obtained in data breaches are tried against a 

target system.

• Man-in-the-Middle: Traffic is intercepted by an attacker to extract private information.

• Rainbow Table: Password hashes are precompiled into a table and used to find matching hashes. If a 

match is found, the password used to generate the hash is known. However, with modern cryptography, 

salting, which combines a unique salt for each password, makes every hash unique. This is true even if 

two passwords are identical. The random salt value yields two different hashes as byproducts.
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Credentials Best Practices
• As an organization:

• Ban recycling passwords

• Enforce password complexity

• Enforce MFA across the organization

• Set a short password validity period

• Set a low limit for failed login attempts

• As an end user:
• Don’t use the same passwords for personal and business accounts

• Check to see if the password has been compromised (using online search engines)

• Check to see if your email account has been involved in data breaches

• Never write down any passwords

• Do not share MFA codes

• Do not share your cell phone

This slide shows some best practices for both organizations and end users.
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Software Vulnerabilities
• Search for software versions of assets in your organization and view a list of 

vulnerabilities

• Not all vulnerabilities are critical, but you need to be aware of all risks

Older versions 

have more known 

vulnerabilities

As mentioned earlier in this lesson, you should have an updated list of all assets, including the software 

versions installed. Threat actors exploit vulnerabilities in unpatched software or firmware on both physical and 

virtual assets on the network, so you must be aware of all vulnerabilities, minor or critical, of the assets in your 

organization.

Common Vulnerabilities and Exposures (CVEs) is a standardized system that provides the public with 

information on discovered vulnerabilities. Each CVE entry provides a reference number, beginning with the 

letters CVE, followed by the year, and then the vulnerability entry number from that year. For example, this 

slide shows the entry CVE-2024-5274.

This slide illustrates the type of information you can find when you search for Google Chrome. Note that the 

image is edited to list two versions that are far apart, and there are many versions of Chrome in the list with 

known vulnerabilities not listed.

There are numerous websites that provide information on CVEs:
• www.nvd.nist.gov

• www.cve.com

• www.cvedetails.com

This slide includes information obtained from www.cvedetails.com.
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Software Vulnerabilities (Contd)
• Common Platform Enumeration (CPE) is a standardized scheme to identify assets

• The CPE 2.3 format follows this syntax:

• You can also search vulnerabilities based on a CPE string:

cpe:<cpe_version>:<part>:<vendor>:<product>:<version>:<update>:<edition>:<language>:<sw_edition>
:<target_sw>:<target_hw>:<other>

In addition to CVEs, a SOC analyst should also know about Common Platform Enumeration (CPE). CPE is a 

standardized naming scheme used to describe and identify classes of applications, operating systems, and 

hardware devices. The CPE Dictionary is hosted and maintained by NIST. The CPE 2.3 format follows this 

syntax, from left to right:

• CPE: indicates the entry is following the CPE format

• CPE Version: indicates the CPE specification

• Part: indicates the type of product (a for application, o for operating system, h for hardware)

• Vendor: the name of the vendor (such as Microsoft)

• Product: the name of the product (such as Windows 11_23h2)

• Version: the version of the product (such as 10.0.22631.2428)

• Update: the update level of the product (such as Service Pack 1)

• Edition: the edition of the product (such as Professional)

• Language: the language of the product

• sw_edition: the software edition of the product (such as Enterprise)

• target_sw: the target software platform (such as Windows)

• target_hw: the target hardware platform (such as x64)

• Other: any other relevant attributes

Not all fields are required, and you can use an asterisk as a wildcard to match anything. IT management tools 

can use information contained in CPEs to make automated decisions, such as looking up vulnerabilities or 

verifying security settings on the software.
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Initial Access

Internet

Compromised

Host

Internal

Network

Point of Sale Sensitive 
Info

Surveillance

Virtual 
Machines

DatabasesServers

Threat Actor Edge Firewall

Incoming traffic 

initiated from 

the outside is 

blocked

However, when the 

compromised host 

initiates traffic, the 

return traffic from 

the outside is 

allowed

The compromised 

host is used as a 

starting point to 

access the internal 

network

As part of a cyber attack, a threat actor must gain a starting point to start exploiting a network, regardless of 

the end goal. The initial foothold may or may not be a critical device and, quite often, the compromised host is 

an end user’s computer. 

Depending on the firewall device, you may not need to explicitly define a deny action to block traffic. On 

FortiGate, for example, the default action is to deny all traffic with the implicit deny rule. In the example shown 

on this slide, incoming traffic initiated from the outside is blocked. However, traffic from a LAN segment to the 

internet is allowed. A common and simple firewall rule is to give end users access to the internet by permitting 

only common protocols, such as HTTPS and DNS. Despite the firewall blocking outside-initiated traffic, the 

compromised host, as the originator of the traffic, essentially bypasses that security measure, as the return 

flow from the outside is permitted by stateful firewalls.

It is also important to remember that initial access does not necessarily have to come from the outside. For 

example, internal threats and compromised physical access are both possible reasons for threats originating 

from the internal network. This is why it is important when thinking of security policies to focus both on north-

south traffic as well as east-west internal traffic.

Assuming that the compromised host is a regular user endpoint that is not on the same subnet as some 

critical devices, the threat actor may attempt to move to a device with more access and privilege.
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Lateral Movement

Compromised 
Host

Internal 
Segmentation 

Firewall

10.0.0.0/24

End-User Network

172.16.0.0/27

Server Network

Target Server

RDP 
Connection

This slide shows a network misconfiguration that allows an attacker to use a compromised host to connect 

directly over RDP to a critical server.

This is why network segmentation is important. The internal segmentation firewall should be blocking RDP 

access from the end user network to the server subnet. Regular end users should never have access to 

critical infrastructure. Instead, only explicitly permitted hosts on a restrictive network should be given access 

to critical infrastructure.

Furthermore, the server itself should also have security measures implemented, such as disabling RDP on 

the target server, or implementing endpoint firewall rules on the target server to fine tune access.
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Lateral Movement (Contd)

Compromised 
Host

Internal 
Segmentation 

Firewall

RDP 
Connection

Target Server

10.1.1.0/24

IT Admin Network

SSH Tunnel

(Port forward 
RDP traffic)

172.16.0.0/27

Server Network

IT Admin Host

10.0.0.0/24

End-User Network

In this next example, RDP traffic is not allowed between the compromised host and the target server. 

However, there is a device on the IT Admin network that the compromised host can connect to over SSH, and 

that host can connect over RDP to the target server. The attacker can leverage a technique, known as SSH 

tunneling, to connect to the target server, using the IT admin host as a springboard.

This example highlights the importance of fully understanding the attack surface. Instead of thinking of 

security policies only between a lone source and destination, take a more holistic view of the network.
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Restricting Lateral Movement
• Segment the network to reduce risk and exposure

• Implement zero trust network access

• Use multi-factor authentication for logins

• Keep approved accounts to a minimum

• Block network discovery mechanisms

• Monitor and log critical devices for suspicious logins and traffic flows

• Install software updates regularly

You can follow best practices to restrict lateral movement:

• Segmentation: Even if a device is compromised, the attacker has no avenue to move laterally. A network 

that has all clients and servers within the same subnet, known as a flat network, is especially dangerous 

because devices can communicate in their own subnet, without needing to traverse a layer 3 gateway, 

such as a firewall.

• Zero trust access: It is no longer safe to assume that if a device is connected to a network that it should be 

implicitly trusted. Adopting a zero-trust approach ensures that every access request is verified, no matter 

where the users are working from.

• Multi-factor authentication (MFA): Adds an extra layer of security in case users’ credentials are 

compromised.

• Limit accounts: Only employees who require access should be granted it. Even authorized staff, such as 

the IT department, should have tiered access. Not every member of the IT infrastructure team, for 

example, should have read-write access to the network devices.

• Block network discovery: Preventing attackers from conducting active reconnaissance on the network 

reduces the chance of attackers being able to map out and understand your network.

• Monitor and review logs: Constantly monitor and review logs, such as creating event handlers on 

FortiAnalyzer to detect traffic on multiple ports coming from a single source IP address. The threshold 

needs to be tuned to your expectation for a baseline of your network.

• Update software: Unpatched firmware may contain many known vulnerabilities.
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Persistence
• Used by attackers to maintain a connection with a compromised system

• Connection persists through reboots, log ins and log outs, and changed credentials

• Examples: 

• Modify registry keys to execute malicious programs during startup

• Modify system services or create new services to run malicious programs

• Modify logon scripts using Group Policy to execute malicious programs

• Embed malicious macros in an office document

• Place a malicious DLL in a location that makes an application run it

After attackers gain initial entry to a network, there are other actions they may perform. One action is to 

establish persistence with the compromised host. Persistence allows attackers to maintain a connection to a 

compromised host that persists across reboots, log ins and log outs, and changed credentials.

There are many ways for attackers to establish persistence, including (but not limited to):

• Modify Windows registry keys to execute malicious programs at startup. They can insert registry keys for 

the machine (HKEY_LOCAL_MACHINE) or for a specific user (HKEY_CURRENT_USER) to point to a 

malicious file.

• Modify legitimate system services or create new services to run malicious code at startup. 

• Modify logon scripts using Group Policy to execute malicious programs.

• Embed malicious macros in an office document to exploit vulnerabilities.

• Use dynamic link library (DLL) hijacking. A DLL is a file that contains code and data that can be used by 

multiple programs at the same time. With DLL hijacking, the attacker places a malicious DLL file in a 

location where a legitimate application loads it. A program that does not specify the absolute path to the 

DLL file performs a search. The search order can be exploited by placing the DLL file in a location that is 

searched first before the legitimate DLL file.
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Defense Evasion
• Used by attackers to avoid detection after they initiate an attack

• Examples: 

• Encrypt malicious payloads to bypass security measures

• Execute malicious actions directly in memory without leaving files

• Modify file timestamps to confuse time-based analysis

• Create malicious processes with system-like names

Attackers may also attempt to evade detection and defenses by hiding their activities. Some examples 

include:

• Encrypting payloads: Attackers can encrypt their malicious payloads to evade detection by antivirus or 

other security solutions.

• Executing actions in memory: Attackers can execute malicious code in memory instead of writing files to 

disk. Memory-based malware may evade traditional security measures. FortiEDR, however, can detect 

and defuse file-less malware and other advanced attacks in real time.

• Modify file timestamps to confuse time-based analysis: Attackers may alter timestamps to obscure the 

timeline of their attack, making log correlation difficult.

• Create malicious processes with system-like names: Attackers can name the service as something 

inconspicuous to avoid detection. You can use tools like Process Explorer to see a detailed breakdown of 

each process running on the Windows operating system. Some information includes the digital signature of 

the executables, process name, parent process, the DLLs loaded, active connections, and more.
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Privilege Escalation
• Used by attackers to gain elevated access

• Examples:
• Crack the password of known users on a network, or attempt through brute force

• Exploit a vulnerability to gain unintended access

• Impersonate tokens from a user with elevated privileges

Attackers may require privilege escalation in order to achieve their end goal on a network, particularly in a 

scenario where the initial compromised host is a segmented end-user machine. Privilege escalation allows 

attackers to perform more damaging actions and access sensitive data. Some examples include:

• Password attack: Attackers may conduct a brute force password attack or use a dictionary attack.

• Exploit vulnerabilities: Some vulnerabilities allow attackers to perform actions that require elevated 

privileges. For example, the operating system may have a vulnerability that lets a regular user obtain root 

access.

• Token impersonation: Attackers may copy a logged-in user’s token to escalate privileges and bypass 

access controls.
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Attacker Objectives

Data Exfiltration

Ransomware

Espionage

Destruction

Disruption

Planting Data

Objectives

Understanding the why of an attack may help you identify critical points. If you can anticipate the objectives of 

threat actors, it may help your organization formulate security practices and prioritize your most valuable 

assets.

This slide shows common objectives that a threat actor has in mind for a target:

• Espionage: gathering classified information for political, economic, or military purposes

• Data exfiltration: transferring data without authorization. The data can be used to leverage further attackers 

or could be sold to other parties.

• Ransomware: restricting access from a single device to an entire organization, with the goal of extracting 

money from victims in exchange for releasing the system.

• Planting data: injecting harmful, incriminating, or false information into a target system. The attacker may 

attempt blackmail or to settle a personal vendetta.

• Disruption: disrupting a target’s daily operations, using techniques, such as distributed denial of service 

attacks, potentially causing significant financial loss.

• Destruction: destroying key services, such as deleting device configurations and corrupting databases. It is 

important to make backups for all critical devices in the organization. This includes configuration files, 

snapshots, database backups, and more. Ensure these backups are stored securely and regularly 

updated. Additionally, physically and digitally isolate the disaster recovery network from the rest of the 

organization to prevent attackers from accessing and destroying the backup data.
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Event Handler Example

Destination port 

does not equal 

to 0 (which 

means all other 

ports)

Optional generic 

text filter

Define the required 

number of matches 

within the specified 

time frame to trigger 

an event

Incidents & Events > Handlers

This slide shows an example of an event handler that generates an event if there are over a thousand 

occurrences of any destination port that does not equal 0 within 5 minutes, making this configuration a good 

way to identify port scanning attempts.

You can create similar event handlers using the equal operator to match remote access traffic to a critical 

server and set up notifications, such as:

• TCP 3389 & 10.1.1.1, or

• TCP 22 & 10.1.1.1

Multiple rules in a basic event handler are matched using an or logic, but the log filters inside each rule can 

follow the All Filters (and) or Any One of the Filters (or) logic.

There are other operators available, including Equal To, Not Equal To, Greater Than or Equal To, Less Than 

or Equal To, Greater Than, and Less Than. If you wish to exclude well-known ports, for example, you can use 

the Greater Than destination port 1024 configuration.

Depending on your network, you may need to fine-tune the settings, such as defining a unique value 

requirement for a log field.
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Knowledge Check
1. Which reconnaissance method has a lower chance of detection?

A. Passive

B. Active

2. What can attackers do to evade detection?
A. Rename their processes with legitimate-looking names.

B. Establish persistence with the target machine.

3. Which type of malware can self-replicate across a network?
A. Viruses

B. Worms
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The Attack Surface

Attack Vectors

Reviewing Traffic Flows

Good job! You now understand attack vectors.

Now, you will learn about reviewing traffic flows.
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Objectives

Reviewing Traffic Flows

• Describe how to capture traffic on Fortinet devices

• Describe how to capture traffic on an endpoint

• Describe how to use Wireshark to analyze packet captures

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in capturing and analyzing traffic flows on FortiAnalyzer, FortiGate, and 

endpoints, you can identify potential threats and anomalies within your network. By capturing and analyzing 

traffic, you can gain insights into the behavior of network devices, and identify any deviations from baseline 

patterns that may indicate malicious activity.
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Packet Capture—Introduction
• As a SOC analyst, you should know how to capture and review traffic flows, so that you 

can:
• Analyze the traffic in real time or save a copy

• Present evidence of a vulnerability or a suspected attack

• Establish baselines for expected traffic flows

• To capture traffic on FortiAnalyzer and FortiGate on the CLI:

• <interface> can be any or a specific interface (that is port1 or internal)

• <filter> follows tcpdump format

• <verbosity> specifies how much information to capture

• <count> the number of packets to capture

• <timestamp> print time stamp information
• a – prints absolute UTC timestamp 

• l – prints local timestamp

# diagnose sniffer packet <interface> '<filter>' <verbosity> <count> <timestamp>

As a SOC analyst, you should know how to capture and review traffic flows.

For example, you may want to know, in real-time, where a critical server is sending information to and 

receiving information from.

The logs and correlation tools on FortiAnalyzer provide important information. However, you may also wish to 

examine the packets and the payloads themselves. Packet captures allow you to conduct deeper 

investigations.
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FAZ# diag sniffer packet port1 'udp and port 53' 1 4 l

interfaces=[port1]

filters=[udp and port 53]

2023-06-28 16:29:17.741947 192.168.42.210.14610 -> 208.91.112.52.53: udp 27

2023-06-28 16:29:17.742016 192.168.42.210.14610 -> 208.91.112.52.53: udp 27

2023-06-28 16:29:17.745001 208.91.112.52.53 -> 192.168.42.210.14610: udp 155

2023-06-28 16:29:17.745047 208.91.112.52.53 -> 192.168.42.210.14610: udp 195

Packet Capture on FortiAnalyzer

• Example output

CLI Command to UseExample Sniffer

# diagnose sniffer packet <interface> 

<filter> <level> <count> <timestamp>

DNS Traffic traversing port1, on level 1 verbosity, 4 packet 

limit, and in local system time

System Settings > Network

Can also capture using the 

GUI

In the example shown on this slide, the capture has the following characteristics:

• Traffic on port1

• UDP port 53 (DNS traffic)

• Level 1 verbosity 

• Capture limit of four packets

• Local system time

FortiAnalyzer has a built-in packet sniffer, available on the GUI and CLI. It supports versatile filters and 

verbosity (1-3) levels. The higher the verbosity level, the more information the capture contains. For 

troubleshooting purposes, Fortinet Technical Support may request level 3 captures.

If you use the GUI to capture the packets, you do not need to use a conversion script. The downloaded file will 

be in PCAP format.

For more syntax information, consult the CLI Reference guide for FortiAnalyzer on docs.fortinet.com.
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Packet Capture From the FortiGate CLI

• Example output

CLI Command to UseExample Sniffer

# diagnose sniffer packet <interface> 

<filter> <level> <count> <timestamp>

ICMP traffic to and from 10.0.10.254, on level 6 verbosity, 

with no packet limit, and in local system time

FortiGate# diagnose sniffer packet Students "icmp and host 10.0.10.254" 6 0 l

2021-05-26 07:43:28.653443 Students -- 10.0.10.2 -> 10.0.10.254: icmp: echo request

0x0000   0009 0f09 0003 5c85 7e32 16a2 0800 4500        ......\.~2....E.

0x0010   0054 9fef 4000 4001 71ba 0a00 0a02 0a00        .T..@.@.q.......

0x0020   0afe 0800 cec5 1686 0001 905e ae60 dff0        ...........^.`..

0x0030   0900 0809 0a0b 0c0d 0e0f 1011 1213 1415        ................

0x0040   1617 1819 1a1b 1c1d 1e1f 2021 2223 2425        ...........!"#$%

0x0050   2627 2829 2a2b 2c2d 2e2f 3031 3233 3435        &'()*+,-./012345

0x0060   3637

In the example shown on this slide, the capture has the following characteristics:

• Traffic on interface Students

• ICMP traffic to and from host 10.0.10.254

• Level 6 verbosity 

• No packet capture limit

• Local system time

FortiGate has a built-in packet sniffer, available on the GUI and CLI. It supports versatile filters and verbosity 

(1-6) levels. The higher the verbosity level, the more information the capture contains. For troubleshooting 

purposes, Fortinet Technical Support may request level 6 captures.

For more syntax information, consult the CLI Reference guide for FortiGate on docs.fortinet.com.
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• Automatically convert packet capture to PCAP 
(no conversion script required)

• Embedded real-time analysis page

Packet Capture From the FortiGate GUI
Network > Diagnostics > Packet Capture

Set up filter to narrow down 

packet capture as much as 

possible

If your FortiGate model has internal storage, you can capture packets on the GUI. You can also download the 

respective PCAP file in case you prefer to review it using Wireshark or another packet analysis tool.

Before starting the packet capture, you should set up the packet capture filter by using either Basic or 

Advanced filter options. When you select Basic, you can indicate basic filter options, such as host address, 

port number, and protocol number. In case you want to use your own Berkeley Packet Filter (BPF) like you do 

on the CLI, you can choose Advanced.
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Packet Capture From the FortiGate GUI (Contd)

• Useful to identify 
important traffic events

• Basic IP and layer 4 
data

• Full packet data in HEX 
and ASCII formats

Packet Capture > Timeline Packet Capture > Headers Packet Capture > Packet Data

This slide shows an example of the embedded real-time analysis tool included in the GUI packet capture tool 

on FortiGate. After you start the packet capture, the GUI starts displaying the captured packets based on the 

filter set.

The Timeline tab displays a graph with the number of captured packets per second. The graph is useful to 

quicky identify peaks of traffic related by important events in the network.

The Headers tab enables you to examine basic IP (layer 3) and layer 4 information on the packet.

The Packet Data tab enables you to examine the full packet data using hexadecimal format. Next to the 

hexadecimal packet data, FortiOS displays the equivalent output in ASCII format.
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Packet Capture Verbosity Level

• FortiAnalyzer supports levels 1–3 only; FortiGate supports levels 1–6

• The most common levels are:
• 4 – Prints the ingress and egress interfaces

• You can verify how traffic is being routed, or if FortiGate is dropping packets

• 3 or 6 – Prints the packet payload

• You can convert this output to a PCAP file that you can open with a packet analyzer

• If you don’t specify a level, the sniffer uses level 1 by default

Interface NameEthernet HeadersPacket PayloadIP HeadersLevel

•1

••2

•••3

••4

•••5

••••6

The verbosity level specifies how much information you want to display.

Note that FortiAnalyzer supports only levels 1–3, whereas FortiGate supports levels 1–6.

Use verbosity level 4 to take a quick look at how the traffic is flowing through FortiGate (if packets are arriving 

and how FortiGate is routing them out). You can also use level 4 to check if FortiGate is dropping packets.

Verbosity levels 3 and 6 provide the most output. Both show the IP payloads and Ethernet headers. You can 

save the output and export it to a PCAP file using a Perl script. Then, you can open the PCAP file with a 

packet analyzer, such as Wireshark, for further investigation. You can locate the Perl script that converts the 
sniffer output to PCAP on the Fortinet Knowledge Base website (kb.fortinet.com).
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Packet Capture on an Endpoint

Syntax FilterExample Sniffer

dns && ip.addr == 172.17.98.107
On NIC Ethernet2: 

DNS traffic from and to host 172.17.98.107

This slide shows a real-time packet capture in Wireshark with the following characteristics:

• Traffic on the network adapter Ethernet2

• UDP port 53 (DNS traffic)

• Delta time of around 4 seconds since the packet capture started

In the lower-left pane, you can see more details about the packet. In the lower-right pane, you can see the 

payload information.

The number of packets is not listed in a sequence because the filters exclude non-matching results (packet 

149 is followed by packet 155). Therefore, you can infer that there are many packets that are not DNS traffic. 

Note, if your traffic uses a custom port, such as an RDP session that uses a different listening port, you want 

to specify the port in the filter instead of the protocol, unless you have already configured Wireshark to 

recognize that custom port for the traffic type.

This slide provides only a basic introduction to Wireshark. There are many features that are not shown. For 

more detailed information, you can consult the official Wireshark documentation at 
https://www.wireshark.org.
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Knowledge Check
1. Which packet capture method does not require a PCAP file conversion script?

A. GUI

B. CLI

2. Which packet capture setting is different between FortiAnalyzer and FortiGate?
A. Timestamp

B. Verbosity
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The Attack Surface

Attack Vectors

Reviewing Traffic Flows

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Describe the attack surface

Describe how to identify the attack surface

Describe how to reduce the attack surface

Describe common attack vectors

Describe security best practices against attack vectors

Describe defenses against attack vectors

Describe how to capture traffic on Fortinet devices

Describe how to capture traffic on an endpoint

Describe how to use Wireshark to analyze packet captures

This slide shows the objectives that you covered in this lesson. 

By mastering the objectives covered in this lesson, you learned about the attack surface, the attack vectors 

that can comprise the attack surface, and how to review and capture traffic flows.
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Security Operations Analyst

Reporting

FortiAnalyzer 7.4

In this lesson, you will learn about cybersecurity reporting. As a SOC analyst, you will need to be skilled in 

documenting various scenarios that have happened in the network, in the form of reports. The purpose of the 

reports can range from detailing security incidents, analyzing traffic patterns, auditing user behavior, and 

more.

FortiAnalyzer provides comprehensive and flexible reporting, which enables organizations to collate, organize, 

and present data cohesively and effectively.
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Report Introduction

SQL Queries

Report Configuration

Report Customization

In this lesson, you will learn about the topics shown on this slide.
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Objectives

Report Introduction

• Describe the considerations of SOC reporting

• Review the basic components of a FortiAnalyzer report

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of what a cybersecurity report is, you will be able to identify 

your organization’s requirements and create your own. You will also learn which components comprise a 

report in FortiAnalyzer so that you can create your own reports.
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Purpose of Reports

• Reports can have different purposes depending on your 
requirements

• Some common purposes include:

Summarizing Analyzing Correlating Recommending

The purpose of a report varies depending on what your organization’s requirements are. However, there are 

some common purposes for reports, including:

Summarizing logs: Simplify and aggregate large amounts of logged data. Based on configured report 

parameters, FortiAnalyzer can extract data and present it in a graphical manner that makes it easier—and 

quicker—to digest.

Analyzing logs: Examine data at a deeper level to find patterns, trends, and insights that a summary cannot 

provide. For example, if you notice an interesting trend in network traffic, an analysis is required to prove your 

case and collect evidence. Moreover, a detailed analysis can both support a claim or refute a claim. If you 

believe a different team member has erroneously interpreted the data, you can use your own report to refute 

the findings.

Correlating logs: Compare and contrast sets of data. You can create a report that focuses on correlation to 

identify how different factors influence each other, providing context and establishing a link. For example, a 

correlation report in a cybersecurity context might link user behavior patterns during different working hours. 

On their own, without a baseline, the data does not reveal enough information. Together, however, the data 

gains context.

Recommending changes: Provide suggestions for changes by presenting log data. If you notice any 

deficiencies in security, a report is a good way to organize your findings and present them to stakeholders.
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Report Types

• Within the SOC, the Red, Blue and Purple teams may be responsible for different types of reports

• The target audience should determine how technical the report is

• Examples:
Report TypeTeam

Penetration testingRed

Attack simulation

Vulnerability findings

Incident responseBlue

Monitoring

Threat intelligence

Comprehensive security assessmentPurple

Combined red and blue team reports

Training exercise findings

Within the SOC team, the red, blue, and purple teams can provide different types of reports:

• The red team provides reporting on offensive security, such as penetration testing, attack simulations, and 

vulnerability findings.

• The blue team provides reporting on defensive security, such as incident response, monitoring, and threat 

intelligence.

• The purple team provides reporting on both offense and defense, such as bridging the knowledge gap 

between the red and blue teams, and training exercises

Depending on the intended audience, you can adjust the technical level of the report accordingly. The same 

type of report, such as an incident response report, can be tailored to two different target audiences. For 

example, if the report is targeted toward upper management, you may want to focus on the high-level findings. 

On the other hand, if the report is aimed toward a senior SOC team member, you should include technical 

details.
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Report Scope
• Include only relevant devices

• May need to exclude outliers that 
produce noise

Included 
devices

Datasets

Charts and 
macros

Which information 
should you include 

or exclude?

You can limit the 
scope of the report 
with FortiAnalyzer.

• Select or configure appropriate 
datasets

• Include appropriate functions 
(such as SUM, AVG)

• The chart types need to match the 
data presented

• Macros can be used if no visual 
representation is required

When configuring a report, you need to decide what to include and what to exclude. How you make those 

decisions depends on the scope of your report. Are you generating a report to detail a security incident, 

provide an overview of network traffic, investigate traffic patterns that traverse a firewall, or review VPN 

usage?

Some general guidelines for your reporting scope when using FortiAnalyzer:

• Include only relevant devices, and account for outliers that may skew the results: For example, if you are 

generating a report for bandwidth usage, you may want to exclude noisy data. You also want to ensure that 

you are generating a report for the proper timeframes. Continuing with the bandwidth example, if you 

design the report to provide insight on traffic that occurs during business hours, exclude traffic that occurs 

outside business hours and during maintenance windows, which can skew the data.

• Configure appropriate datasets: FortiAnalyzer uses datasets to extract information from the SQL database. 

To make the report easier to digest, you need to present the information in a logical manner, such as 

aggregating values to provide a bigger picture of the network.

• Select the right types of charts: You want to select the proper representation for the data that you have. For 

example, if you have many suspicious hosts sending traffic to unknown destinations, you may want to use 

a table. On the other hand, if you are concerned about which host is sending the most traffic on the 

network without needing to see the destination, a pie chart could be the better option. The different chart 

types and the use of macros are discussed later in the lesson.
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FortiAnalyzer Report Elements
• A FortiAnalyzer report is a set of data organized in charts

Dataset

Format

• Which data from the SQL 

database is displayed

• Which format the data is 

displayed in

• Datasets are specific SQL 
SELECT queries 

• Format options:             

pie charts, bar charts, tables, and 

more 

Chart

A FortiAnalyzer report is a set of data organized in charts. Charts consist of two elements: 

• Datasets: SQL SELECT queries that extract specific data from the database

• Format: how the data is displayed (for example, pie charts, bar charts, tables, and more)

Reporting

Security Operations 7.4 Analyst Study Guide 223

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 8

Report Workflow

SQL SELECT query

(dataset)

SQL database

log files
Results of 

dataset query

Report Chart

As the graphic on this slide shows, the FortiAnalyzer SQL database contains all the logs. More accurately, 

SQL is the database language that FortiAnalyzer uses for logging and reporting, while the underlying 
database management system is PostgreSQL. A SQL SELECT query polls the database for specific 

information. Based on the query, FortiAnalyzer extracts a subset of information stored in the logs. 

This subset of data populates a chart, and a report contains one or more charts.
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Reports and ADOMs
• Each ADOM has its own reports, libraries, and advanced settings

• Additional reports are available when specific ADOMs are enabled

• Verify you are in the right ADOM when creating reports

Note: A fabric ADOM 

has predefined 

reports for multiple 

device types

When you enable ADOMs, each ADOM has its own reports, libraries, and advanced settings. As such, make 

sure that you are in the correct ADOM before selecting a report.

Additional reports for specific Fortinet devices are available only when you enable ADOMs. This slide does 

not show all the available default report types. You can configure and generate reports for these devices 

within their respective ADOMs. These devices also have device-specific charts and datasets.
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Knowledge Check
1. Charts consist of which two elements?

A. Dataset and format

B. Data and queries

2. Which statement about reports is true?
A. Reports are ADOM-specific.

B. Reports are not ADOM-specific.
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Report Introduction

SQL Queries

Report Configuration

Report Customization

Good job! You now understand the basics of reporting.

Now, you will learn about using SQL queries on FortiAnalyzer.
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Objectives

SQL Queries

• Describe SQL basics

• Describe FortiAnalyzer schemas

• Use FortiAnalyzer tools for simplifying SQL queries

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in basic SQL queries, you will be able to extract information from collected logs 

and present them in a logical manner.

Reporting

Security Operations 7.4 Analyst Study Guide 228

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 13

SQL—The Declarative Language

• SQL is a declarative language: describes what needs to be done rather than how to do it

• All information in the database is represented as tables
• Each table consists of a set of rows and columns

• Two types of tables: user tables and system tables

• A record is a single row in a table

SELECT dstip as destination_ip, count(*) as Session 

FROM $log WHERE $filter and dstip is not null GROUP

BY dstip ORDER BY session desc LIMIT 7

SQL is known as a declarative language—it describes what needs to be done rather than how to do it. In a 

declarative language, the focus is on the result. SQL is responsible for determining how best to achieve a 

result so that the user does not need to specify the steps to get there. As a SOC analyst, you do not need to 

know how SQL is retrieving records from the database. For FortiAnalyzer reports, your goal is to ask SQL 

what you want to query from the database.

In order to understand this example dataset, and more specifically, what it is querying, you need to 

understand SQL. In a SQL database, all information is represented as tables, and each table consists of a set 

of rows and columns. Each row is a record. There are two types of tables:

• User tables, which contain data that is stored in the database

• System tables, which contain the database metadata and system-related information
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Basic Data Manipulation Constructs

This is the only query statement 

used by FortiAnalyzer for reports

Select

• Retrieve and display data from one 
or more database tables (read-only 
query)

• SELECT … FROM … WHERE

Insert

Update

Delete

• Add new rows of data into a 
table

• INSERT INTO … VALUES …

• Modify existing data in a table

• UPDATE … SET … WHERE

• Remove rows of data from a 
table

• DELETE FROM … WHERE

These elements are 

not used for reports

To retrieve and manipulate data in a database, use the following SQL data manipulation language (DML) 

commands: SELECT, INSERT, UPDATE, and DELETE.

You use only the SELECT statement in FortiAnalyzer reports. It is a read-only query statement that you can 

use to retrieve data from the database.
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SELECT Statement

DefinitionClauses

From which tables or views the data will be extractedFROM

Sets the conditions (only rows that satisfy the conditions appear in the 

output)

WHERE

Collects data across multiple records and groups the results by one or more 

columns

GROUP BY

Orders the results by specific columns, ascending or descendingORDER BY 

Limits the number of records returned based on a limit valueLIMIT 

Often used with the LIMIT clause to offset the results by a set valueOFFSET

Following 
SELECT, you must 

use these clauses 

in a specific 

sequence

To extract the desired data, you need to specify the criteria to be used. In order to put this criteria into a 
language that SQL understands, you must use one or more clauses recognized by the SELECT statement. 

The main clauses FortiAnalyzer reports use are as follows:
• FROM, which specifies from the tables or views from which FortiAnalyzer extracts the data.

• WHERE, which specifies the conditions. Only rows that satisfy the conditions appear in the output. You can 

use WHERE with logical operators to narrow the query. Common logical operators include AND, OR, and 

NOT.

• GROUP BY, which collects data across multiple records and groups the unique results by one or more 

columns. You can use aggregate functions on the grouped results.
• ORDER BY, which orders the results by specific columns. Unless you use ORDER BY, FortiAnalyzer 

returns the records in the order it generates them.
• LIMIT, which limits the number of records FortiAnalyzer returns, based on a specified value. 

• OFFSET, a clause often used along with LIMIT, which offsets results by the number specified. For 

example, if you place a limit of three records and an offset of one, FortiAnalyzer skips the first record and, 

instead, returns the second, third, and fourth records (three in total).

FROM is the only mandatory clause required to form a SELECT statement. The rest of the clauses are optional 

and serve to filter or limit, aggregate or combine, and control the sort. It is also important to note that the 
clauses must be coded in a specific sequence. Following SELECT, the statement must be followed by one or 

more clauses in the order in which they appear in the table shown on this slide. For example, you can’t use 
the WHERE clause before the FROM clause. You don’t have to use all optional clauses, but the clauses you do 

use must be in the correct sequence.
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SELECT Statement (Contd)
DefinitionFunction

Removes duplicate rows from the resultsDISTINCT

Returns the first non-null value from a list of expressions, or substitutes null with a 

default value

COALESCE

Filters out n/a values, often used with COALESCENULLIFNA

Returns the number of rows that match the criteriaCOUNT

Returns the total sum of a columnSUM

Returns the average value of a columnAVG

Returns the minimum value of a columnMIN

Returns the maximum value of a columnMAX

Returns the device timestamp without its time zoneFROM_DTIME

Returns FortiAnalyzer’s timestamp without its time zoneFROM_ITIME

Creates an alias for a column or tableAS

Converts a string to uppercase lettersUPPER

Converts a string to lowercase lettersLOWER

This slide lists some common functions you can use with SELECT queries. Functions in SQL require a 

following expression in parentheses. For example, to use SUM, you would need to specify SUM(sentbyte).

• DISTINCT, which removes duplicate rows from the results. Only unique rows are returned. It does not 

allow you to use aggregate functions directly, unlike GROUP BY.

• COALESCE, which can be used with SELECT to return the first non-null value from a list of expressions or 

inserts a substitute value in place of null.
• NULLIFNA, which is often used along with COALESCE, to filter out n/a values and make them null. For 

example, SELECT COALESCE(NULLIFNA('user'), NULLIFNA('srcip')), returns the actual value 

of the user column unless the value is n/a, in which case the value from srcip is returned. The 

COALESCE function checks the result of NULLIFNA and populates the first non-null value.

• Aggregate functions perform a calculation on a set of values and return a value. Examples include COUNT, 

which counts the number of rows in the results; SUM, which tabulates the total value of a column; AVG, 

which calculates the average of a column; MIN, which finds the minimum value; MAX, which finds the 

maximum value.
• The UPPER and LOWER functions are used to convert strings to a uniform set of cases (capitals or 

lowercase letters) to avoid case sensitivity issues and standardize output.
• In addition to standard SQL queries, FROM_DTIME and FROM_ITIME are FortiAnalyzer-specific functions: 

itime is generated by FortiAnalyzer when it receives a log, so it uses FortiAnalyzer’s local timestamp. On 

the other hand, dtime uses the sending device’s timestamp.
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Accessing the SQL Schema

This query returns 

everything from the log 

type selected

Select log type 

Column headings indicate what is available in 

the database schema for the log type selected

Reports > Report Definitions > Datasets

To create a query, you first need to know what is included in the database schema. The schema includes the 

different fields, or columns, that are available, and from which you can extract information for reports. In 

FortiAnalyzer, you can obtain the schema for a specific log type by creating and testing the following dataset 

query:

SELECT * FROM $log

This query can be read as: “Select everything from the logs table.” Note that you do not want to use SELECT 

* FROM $log in your actual query. You are only using this query temporarily to see the available fields in a 

table.

For traffic logs, for example, associate the Traffic log type with this dataset in the Log Type field. This query

returns everything from the Traffic log type. The column heading names indicate what is available in the 

database schema for the log type selected. The * symbol returns all data. Note that not all column headings 

are shown in the example on this slide.

After you type the query in the Query field, click Go to run the query.
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Accessing the SQL Schema (Contd)

These are all the 

available fields you can 

use for queries from the 

Traffic log table

Hover your mouse over 

the hyperlink to display 

the schema

You can hover your mouse over the hyperlink in the query to open a window that displays all the available 

fields for that table. In this case, you are querying the Traffic log table.

As you can see on this slide, the number of fields can be very large, which makes it hard to know which fields 

you may want to use in your dataset. For this reason, cloning and editing one of the predefined datasets may 

be the best approach, if none of them meet your requirements.
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Accessing the SQL Schema (Contd)

• srcip and 
srcport
chosen from 
the schema

• Sample query 
using srcip
and srcport

• Results

You can use the fields you identify in the schema to build your queries. For example, you can select srcip

and srcport from the traffic log type, and then create a query.

In the example shown on this slide, the results return the same IP address, 10.0.1.10, but there are three 

different source ports, sorted by descending order.

After validating that your query is returning the desired results, you can add the dataset to a chart, and then 

use the chart in a report.
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Example Query

Chart

Dataset

• Data populates a chart

• Datasets are SQL 
SELECT queries, used 
to extract data from the 
database

• The keywords from the 
previous slides are in 
purple

In the example on this slide, the Top 5 Attacks by Severity chart contains a dataset named threat-Attacks-

By-Severity. As discussed earlier in this lesson, charts are populated using data extracted by SQL queries, 

and then reports contain charts.

The dataset uses a SQL SELECT query to:

• Find intrusion prevention logs.

• Group logs with the same severity levels.

• Tally the total number of logs for each level.

• Sort each level in descending order.
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Knowledge Check
1. Which clause is required after a SELECT statement?

A. FROM

B. WHERE

2. If ORDER BY is not specified, what is the default sorting setting?

A. Ascending

B. No sorting
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Report Introduction

SQL Queries

Report Configuration

Report Customization

Good job! You now understand basic SQL queries on FortiAnalyzer.

Now, you will learn about configuring datasets, charts, and macros.
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Objectives

Report Configuration

• Configure datasets

• Configure charts

• Configure macros

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the configuration of datasets, charts, and macros, you will be able to present 

log data in a meaningful and organized manner. This will also allow you to granularly modify your reports if the 

requirements change.
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If Predefined Charts or Datasets Do Not Meet Requirements

• By default, the Chart Library contains hundreds of charts, and the Datasets library 
contains hundreds of datasets

• Can’t edit default charts and datasets

• However, just like templates and reports, you can clone and edit both charts and 
datasets, and create new ones

• Gives you the flexibility to pull a unique combination of data from the database that 
doesn’t exist in any default chart or dataset

In some cases, simply adding or removing default charts from a report or template may not meet your 

requirements: You might need to pull a unique combination of data from the database when no predefined 

chart or dataset for that unique combination exists. In this case, you can either clone and edit charts and 

datasets, or create new charts and datasets from scratch.
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Configuring a Dataset

Reports > Report Definitions > Datasets

• Define a name and log 
type

• Define your SQL query

This slide shows the predefined threat-Top-Attacks-Blocked dataset as an example. 

You need to define a name, the log type, and the SQL query. FortiAnalyzer provides tools to create a new 

query or use an existing one as a basis. However, if you wish to modify a predefined dataset, you need to 

clone it and make changes to the clone. You cannot modify predefined datasets.

When creating or editing a dataset, click Recommendations to check similar predefined dataset queries. The 

query does not have to be complete or validated because FortiAnalyzer will try to extract log fields and 

function names from the input query string to find similar predefined datasets.

Once you create a dataset, you can click Validate to check the dataset query for errors. If the validation result 

contains a warning or error message, click Show Examples to review query examples on how to correct the 

issues.

To perform a detailed analysis on the SQL query, click Analyze Query. This function displays the SQL 

validation results, if the SQL goes through transformation, and enables you to view the hcache query used 

when a report using this dataset has enabled the auto-cache option for faster report generation.

Click Format to automatically format the SQL query you entered, making it easier to read, update, and detect 

errors.
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Formatting a Query

SELECT

attack,

count(*) AS attack_count

FROM

$log

WHERE

$filter

AND nullifna(attack) IS NOT NULL

AND ACTION NOT IN ('detected', 'pass_session')

GROUP BY

attack

ORDER BY

attack_count DESC

Click Format to change 

the query display to a 

readable format

Reports > Report Definitions > Datasets

Figuring out what a dataset does may seem daunting at first. However, when you break down a query into 

smaller pieces and apply formatting, the task becomes much easier. On this slide, you can see the predefined 

threat-Top-Attacks-Blocked dataset example again. The top image shows the query with the default 

formatting, with everything in one continuous sequence. The bottom image shows the same query after using 

the Format function. Keep in mind that the example shown on this slide is still a relatively simple query. More 

complex queries can contain complex nesting and multiple logic operators.

The query starts off with a SELECT query. Inside that query, attack is the column included in the result, and 

count(*) function counts the number of rows for each distinct value of attack and labels this column as 

attack_count. In other words, if there are two instances of “Phishing” in the attack column, the 

attack_count column will return 2.

The mandatory FROM clause follows. The log type is Intrusion Prevention (shown on the previous slide).

The WHERE clause follows, with the filter variable first, which are the constraints you defined in the GUI, 

such as the time range. Next, is the logical operator AND, which matches only traffic that is not null. Lastly, 

another AND follows, which excludes rows with the action detected and pass_session. The log data must 

match all three conditions.

The GROUP BY clause groups the rows by unique values in the attack column. If there are multiple columns 

in the SELECT clause, you need to specify all of them, except for aggregate functions, such as COUNT. This 

example shows only one non-aggregate column.

The table is sorted by the highest attack count to the lowest attack count using ORDER BY.
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Specificity in the Dataset
• Use specific SQL queries to retrieve the 

exact logs you want without further 
filtering

• The downside is that if you need to adjust 
the filters (such as the device), you must 
change the SQL query

• Alternatively, specify filters in the report 
instead of the dataset so that you can 
use one dataset to generate different 
reports

Reports > Report Definitions > All Reports > Settings

It is important to consider how specific you want your datasets to be. By using very specific SQL queries, you 

can extract the desired data without the need for additional filtering. However, if you want to adjust filters later, 

such as changing the device filter, you will have to modify the SQL query itself. An alternative approach is to 

specify filters in the report settings rather than in the dataset. This method allows for more flexibility as you 

can reuse the same dataset to generate different reports by applying various filters at the report level. This 

way, one dataset serves multiple purposes, reducing the need for multiple datasets and simplifying the 

reporting process.
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• Define a name, description 
(optional)

• Pick a dataset

• Pick a chart type

• Inherit, disable, or enable 
hostname resolution

• Toggle between Sample Data and 
Real Data in the preview section

Configuring a New Chart

Reports > Report Definitions > Chart Library 

When you create a new chart, you will need to define a name, pick a dataset, and pick a chart type. The 

description is optional.

Depending on the dataset and chart type selected, you will have further options for customization. For 

example, for the Table type, you can choose to rank the results based on the highest values.

Resolving hostnames when generating a report could take a long time if there is a lot of data, so consider 

disabling the option. These are the available options:

• Inherit: The chart will inherit the resolve hostname configurating of the report.

• Enabled: Resolving hostnames on FortiAnalyzer for this chart is enabled.

• Disabled: Resolving hostnames on FortiAnalyzer for this chart is disabled.

Once you have selected the parameters for your chart, you will see a preview of what it could look like. Note 

that the real chart may not look identical to the preview. You can also toggle between using sample data or 

real log data for the preview. If you do not have any data yet, or if you prefer a faster preview, use the Sample 

Data option.
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Building Datasets and Charts From Search Results
• In Log View, set filters to search for logs and then use the chart builder

Log View > More > Chart Builder

Dataset builds automatically based on search 

filters and fine-tuning parameters

Save as dataset and 

chart

Test your query

Use the Chart Builder tool to quickly build a custom dataset and chart. This tool is located in Log View, and 

allows you to build a dataset and a chart together automatically, based on your filtered search results. It is a 

great option for SOC analysts who do not find a suitable predefined dataset and chart combination, but who 

also do not want to write a SQL query. 

In Log View, set filters to return the logs you want. Then, in the More menu, select Chart Builder to 

automatically build the search into a dataset and chart. You can also fine-tune the dataset further by:

• Adding more columns

• Setting Group By, Order By, and Sort filters

• Setting a limit on results

• Setting the device and time frame
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Export a Chart From FortiView
• Similar to the Chart Builder feature in Log View, you can export a chart from FortiView

Chart export includes 

any configured filters

FortiView

Similar to how you can use the Chart Builder feature in Log View, you can export a chart from FortiView. 

The chart export includes any filters you set on FortiView.
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Macros
• Macros output query results in abbreviated form

• Insert macros as data into templates and reports

Reports > Report Definitions > Macro Library

Output

In FortiAnalyzer, macros provide an abbreviated output of dataset queries. You can insert macros as data in 

your reports without having to use a chart to display the data. FortiAnalyzer provides predefined macros, or 

you can create your own custom macros.

This slide shows the configuration of the predefined Total Destination Count macro. Use the editor to insert 
the macro, preceded by the plain text string The total number of destinations is, and followed by , 

and the average session count is, and the Average Session Count macro.

Macros are useful if you do not require a visual representation of the data, but you still want to have a dataset 

query to extract data or perform a function with the data.

Note that macros are ADOM-specific.
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Configuring Macros

• Name, Description: Type a name and 
description (optional)

• Dataset: Pick an existing dataset

• Query: Displays the dataset query

• Data Binding: Select a field in the results of 
the query to bind the macro

• Display: Select how the macro will display 
the data

Reports > Report Definitions > Macro Library

This slide shows the configuration parameters for macros.

• Define a name and an optional description.

• Pick an existing dataset, which then populates the Query box.

• Pick which column in the query is going to be used for the macro. In the example on this slide, the macro 

will use data from the  total_sessions column.

• Select the display, which affects how the macro will display the data. The options are:

• Bandwidth: FortiAnalyzer adds KB, MB, or GB to the end of the macro, shortening large numbers 

and appending the units.

• Counter: FortiAnalyzer adds K, M, or G to the end of the macro, shortening large numbers and 

appending the units: K (kilo, one thousand), M (mega, one million), and G (giga, one billion).

• Duration: FortiAnalyzer adds a colon before the last two digits.

• Percentage: FortiAnalyzer adds a percentage sign to the end of the macro.

• Text: FortiAnalyzer doesn't add unit measurements.

The display configuration must match the data binding configuration. For example, if the data binding outputs 

time, the display should be in duration. If the output is bandwidth, then the bandwidth setting is correct. 

Otherwise, you may see strange results. For example, if you select percentage, but the data binding is for an 

IP address, you may see 10.0.0.1%.
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Chart Types

AreaLineSankeyDonutPie

TableBarBubble RingBubbleRadar

When you configure a chart, you can define the chart type. This slide shows the available options. Depending 

on the chart type you select, you can further customize them. For example, you can sort data in the table type, 

or change the axis of the bar type.

Choosing the right chart type for your report is essential. For example, using a bubble chart to present 

information on total destination (by bandwidth usage) may not be as useful as actually showing the amount of 

traffic using a table.

In general, circular charts such as the pie, donut, and radar charts are hard to read when there is too much 

data to include. In this case, the bar or table charts may be more appropriate.

A bar chart may also be a poor option if one data result has a much higher number than other results, 

meaning that the chart displays one long bar while the other bars are so small that you cannot easily 

differentiate them.
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Templates
• A template specifies the layout—text, charts, and macros—to include in the report that 

uses it

• FortiAnalyzer provides predefined templates (which match the predefined reports)

• Can clone predefined templates or create custom templates 

• Can’t edit or delete predefined templates

Reports > Report Definitions > Templates Reports > Report Definitions > All Reports

FortiAnalyzer provides predefined templates for reports. A template specifies the layout—text, charts, and 

macros—to include in the report that uses it. By default, these predefined templates are associated with their 

respective predefined reports. For example, the predefined 360-degree Security Review report uses the 

360-Degree Security Review template.

Templates don’t contain any data. FortiAnalyzer adds data to the report when you generate it. 

You can’t edit a predefined template, but you can clone it and edit the clone to fit your requirements. You can 

also create your own template from scratch.

Reporting

Security Operations 7.4 Analyst Study Guide 250

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 35

Running Predefined Reports
Reports > Report Definitions > All Reports

• Run reports with default settings

• Optionally, edit settings:

• Time period

• Devices

• Filters

• Report schedule (on demand 
or scheduled)

FortiAnalyzer also provides predefined reports—each one associated with a predefined template (the layout). 

Predefined reports come with basic, default settings already configured. These basic settings define the time 

period in which to run the report; which devices to run the report on; and whether FortiAnalyzer generates a 

single report or separate reports per device or VDOM.

You can run the predefined reports as is, but, at a minimum, you should examine and adjust, if necessary, the 

basic default settings. You can right-click any predefined report and select Edit to change its settings. For 

example, if today is the first day FortiAnalyzer has been collecting logs, your report contains no data if the 

time period is set to Previous 7 Days. Previous <n> days is handled differently in FortiView than in reports. In 

reports, the current day is not included. You can specify a custom time period instead, or use a previous <n> 

minutes or previous <n> hours setting.

You can run reports on demand, or schedule them for a specific time by enabling scheduling.

After a report is generated, you can view a report in multiple formats, including HTML, PDF, XML, CSV, and 

JSON.
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Running Predefined Reports (Contd)
• You can filter which logs to include in a report

• Advanced Settings allows you to change the report’s 
appearance

Note: You can also configure filters on the charts a report uses

Reports > Report Definitions > All Reports > Settings

If a predefined report comes extremely close to meeting all of your requirements, you may be able to fine-tune 

its settings to fit your needs. 

Fine-tuning encompasses minimal modifications, such as:

• Adding log message filters to further refine the log data that is included in the report

• Enabling queries to a pre-existing LDAP server to add an LDAP query to the report

• Configuring report language, print settings, and other settings. For example, you can print and customize 

the cover page, print the table of contents, print a device list, obfuscate users, and set the color code for 

the report to appear under Report Calendar.
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Knowledge Check
1. What is the main difference between charts and macros?

A. Only charts use datasets. 

B. Macros output query results in abbreviated form.
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Report Introduction

SQL Queries

Report Configuration

Report Customization

Good job! You now understand how to configure the different components of FortiAnalyzer reports.

Now, you will learn about report customization options.
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Objectives

Report Customization

• Describe report customization options

• Configure and generate custom reports

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in customizing your reports, you can tailor them to your specific needs.
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Customization—Template vs. Report
Major CustomizationsMinor/Moderate Customizations

Create a new report from scratch (blank)Clone a report or template, then edit the clone

Create a new template (to use in a report)Create a new report from an existing template, then edit

Predefined reports may not meet all of your organization’s requirements, even after you fine-tune the report 

settings. FortiAnalyzer allows you to create new templates and reports from scratch, or customize existing 

templates and reports.

To make small changes to existing templates or reports, you can clone a report or template and then edit the 

clone to suit your requirements. 

You can create a new report based on an existing template. Then, you can edit that new report to suit your 

requirements.

While you can edit the layout of predefined reports (but not templates) directly, it is a best practice to clone 

and edit predefined reports instead. This preserves the default reports if your edits to the report are not 

successful.

To make major changes to existing templates or reports (if no report comes close to meeting your needs), you 

can create a new report or template from scratch.
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Customization—Template vs. Report (Contd)
• Which customization approach to take: 

template or report?

• Most important difference: templates only 
include the layout of the report, but not report 
settings (basic or advanced)

• Best practice is to approach it from an 
efficiency and needs standpoint

• Think about:

• The amount of customization you need

• Whether you want to preserve report settings

• Whether you want to use the layout for one 
report or many reports

Template

Report

Templates and reports are closely related. As discussed earlier, you can clone and edit both reports and 

templates, and you can create both new reports and new templates. So, how do you decide whether to 

customize a template or a report?

One of the most vital differences between templates and reports is that templates include only the details you 

can find under the Editor tab of the report—they don’t include report settings (neither the basic configuration 

nor advanced settings). So, when deciding whether to perform customizations on a template or a report, 

consider what you want to preserve and what you want to modify.

In the end, there is no correct approach. You can achieve the same results through multiple methods. A best 

practice is to approach the decision from an efficiency and needs standpoint.
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Report Customization Settings

Reports > Report Definitions > Settings > Advanced Settings

FortiAnalyzer provides many customization options for your reports. Under Advanced Settings, you can 

customize the selected report.

Many of the options are cosmetic, such as adding a header, a footer, a cover page, or changing the font. 

However, other settings are related to the function of the report, including:

• Bundle Rest into “Others”: Bundle the uncategorized results into an Others category.

• Print (different elements): Include a cover page, a table of contents, and a list of included devices.

• Obfuscate User: Hide user information in the report. You may not want the users’ identity to be included in 

the report.

• Resolve Hostname: FortiAnalyzer will try to resolve hostnames at the report level.

• Enable Report Filter Caching: Accelerate processing speed when generating multiple reports. In this 

case, all filters are applied when querying the hcache table, which may decrease the accuracy of the 

report.

• Enable High Accuracy Caching: Increase the maximum hcache rows, increasing data accuracy. Clear 

the checkbox to improve system performance. In this case, the filters are put inside the hcache to increase 

data accuracy.
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Report Customization Settings (Contd)

Reports > Generated Reports

This slide shows two pages from the predefined Security Analysis report.

In the image on the left side of the slide, you can see a default cover page. On the right, you can see the 

preconfigured charts.

Note that the full report contains many more pages not depicted on this slide.
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Report Customization Settings (Contd)

Reports > Generated Reports

This slide shows two pages from a customized Security Analysis report.

The cover page is different from the predefined report cover on the previous slide, and the chart types are 

different.

Note that the full report contains many more pages not depicted on this slide.

Reporting

Security Operations 7.4 Analyst Study Guide 260

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

© Fortinet Inc. All Rights Reserved. 45

Knowledge Check
1. Which element do templates not contain?

A. Report settings

B. Report layout

2. Which setting protects the privacy of users?
A. Obfuscate User

B. Resolve Hostname

Reporting

Security Operations 7.4 Analyst Study Guide 261

DO NOT REPRINT
© FORTINET



Brave-Dumps.com

Lesson Overview

© Fortinet Inc. All Rights Reserved. 46

Report Introduction

SQL Queries

Report Configuration

Report Customization

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Describe the considerations of SOC reporting

Review the basic components of a FortiAnalyzer report

Describe SQL basics

Describe FortiAnalyzer schemas

Use FortiAnalyzer tools for simplifying SQL queries

Configure datasets, charts, and macros

Describe report customization options

Configure and generate custom reports

This slide shows the objectives that you covered in this lesson. 

By mastering these objectives, you gained an understanding of the basics of reporting in FortiAnalyzer and 

how SQL queries are utilized in the reporting process. Additionally, you learned how to configure the elements 

of a report, including datasets, charts, and macros. Finally, you discovered how to customize a report to suit 

specific needs.
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