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In this lesson, you will learn about the security operations center (SOC), including its importance in an
organization, the roles it encompasses, and how it can protect your network.

SOCs are essential in today's cybersecurity landscape for protecting your organization’s assets. Using skilled
analysts and a tool like FortiAnalyzer, you can integrate logging, analytics, and reporting, all under a single
pane of glass, which enables SOCs to efficiently identify and respond to incidents, streamline data
management, and improve operational efficiency with automation and real-time intelligence. This setup
bolsters SOC agility and fortifies security frameworks, preparing teams to effectively combat cyber
adversaries and highlighting the strategic benefits of FortiAnalyzer in security operations.
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In this lesson, you will learn about the topics shown on this slide.
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SOC Main Functions and Roles

Objectives

* Describe the main functions and roles within a SOC
* Describe the main challenges within a SOC
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the main functions and roles within a SOC, you will be able to
recognize its operational framework and organizational dynamics.

Security Operations 7.4 Analyst Study Guide 6
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What Is a SOC?

Threat Monitoring Continuous monitoring for security events and compromise indicators

Analyzing data for patterns and anomalies, and identifying malicious
activities

ThreatDetection

Swiftly responding, investigating, containing, and restoring from security

IncidentResponse incidents
Security
. ThreatHunting Proactively searching for hidden threats using advanced techniques
Operations
Vulnerability o o . ' :
enter Identifying and prioritizing vulnerabilities, patching, and configuration
Management yinganap . PRI -
ThreatIntelligence Gathering, analyzing, and sharing emerging threat information
Reportingand A i . i
. Documenting incidents, preparing reports, and tracking metrics
Documentation g I U .
Comp"an?eand Ensuring adherence to industry-specific regulations
Regulations
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What are the main functions of a SOC? As this slide shows, a SOC team is responsible for numerous
complex tasks that are performed on a daily basis.

A SOC plays a pivotal role in cybersecurity by monitoring, responding, collaborating, continuously improving
security measures, and ensuring adherence to industry-specific regulations.

Security Operations 7.4 Analyst Study Guide 7
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To fulfill the numerous functions of a SOC, you will need the appropriate personnel with diverse skillsets to
handle the following roles and responsibilities:

+ SOC Manager/Team Lead: Organizes the day-to-day operations within the SOC, including but not limited
to, assigning resources and creating guidelines and policies.

+ SOC Analysts: Analyze logs on the network and identify any meaningful deviations from the established
baselines.

» Security Engineers: Design, maintain, and configure the security infrastructure.

» Vulnerability Management Specialists: Assess the risk level of the network and identify vulnerabilities.

» Threat Hunters: Actively look for threats or signs of threats in the network.

» Threat Intelligence Analysts: Identify and analyze cyberthreats. They may use industry-standard attack
frameworks to identify the attack vectors and provide recommendations for mitigation.

+ Incident Responders: Create, manage, and update the security incidents and events on a network. They
gauge the severity of events and inform management, as required.

* Forensics Analysts: Collect evidence, analyzing it, and determining the impact of a security incident.

Note that the responsibilities are not always clearly delineated. For example, a SOC manager may be
responsible for some analyst-centric tasks, such as reviewing incidents. Or a SOC analyst may also be
responsible for threat hunting tasks. In general, as an organization grows, it will have employees in more
dedicated roles within a SOC. Regardless of how big a SOC is, all personnel must work together,
communicate their findings, follow security policies, and react with precision to any threat.

Security Operations 7.4 Analyst Study Guide 8
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Teams Within a SOC

Red team simulates adversaries
* Attempts to exploit vulnerabilities

» Conducts penetration tests and vulnerability
assessments

» Performs security research

RedTeam  Purple  piye Team Blue team defends against adversaries
Vulnerability Team Security Monitoring + ldentifies, responds to, and mitigates security
Assessment ; incidents

TTP creation Threat Hunting . Al .
Penetration Tests _ . * Performs security monitoring, threat hunting, and
T Security Security Controls forensics
g € Improvements Forensics « Detects, responds to and recovers from incidents

Security Research

Design
Exercises

Purple team orchestrates knowledge sharing
+ Bridges the gap between red and blue teams
* Facilitates knowledge transfer
* Designs exercises
* Improves organizational security posture
* Creates TTP mapping
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In the context of SOC and cybersecurity, the terms purple team, red team, and blue team refer to different
teams that work on identifying, assessing, and defending against security threats.

Red Team: the simulator

1.  Purpose: Simulate adversaries and attempt to exploit vulnerabilities in an organization's systems, just
like real-world attackers would.

2. Activities: Conduct penetration tests, vulnerability assessments, and other offensive security exercises.

3. Goal: Identify vulnerabilities and weaknesses in security controls before malicious actors can exploit
them.

Blue Team: the defender

1. Purpose: Defend against adversaries and identify, respond to, and mitigate security incidents.

2. Activities: Monitor networks and systems for signs of malicious activity, conduct digital forensics, and
implement security measures.

3. Goal: Detect, respond to, and recover from security incidents.

Purple Team: the orchestrator

1. Purpose: Collaborate and share knowledge while working to bridge the gap between the red and blue
teams, ensuring that they communicate effectively and learn from each other.

2. Activities: Facilitate knowledge transfer between the red and blue teams, help implement mitigations
based on red team findings, and assist in creating more realistic defensive drills.

3. Goal: Improve the organization's overall security posture by integrating the offensive and defensive
expertise of the teams.

Security Operations 7.4 Analyst Study Guide 9
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Focused requirements and
use cases

Realistic expectations
Appropriate application
(current and future)
Compliant with regulations

Shallow and narrow
coverage

Unrealistic expectations
Wrong focus (threat vector)
Non-compliance with
regulations
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Reasons Why SOCs Fail or Succeed

Strong understanding of the
market and technology
Meets current and future
requirements, and in-scope
processes

High-fidelity outputs

Lack of understanding of
how tools work

Too many events (poor
sources or poor tech)
Solution didn’t deliver

| Scope | Technology Implementation

Resources allocated
Required skills identified and
planned for

Impact on SOC playbooks
understood

Too small—no team
Lacking key skills

No playbook—no process
Inconsistent responses
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To succeed, a SOC requires security and risk management leaders to provide the correct methodology,

technology, and personnel to combat cybersecurity threats. To maintain cybersecurity, a SOC must continue
to evolve because threats are continuously evolving: The number of attack vectors and the methods used to

exploit weaknesses in a network grow every year.

Successful SOCs have a solid understanding of the scope of the issues, the technologies being used or

considered, and the processes being affected. As your SOC team grows, you must consider the impact that
growth has on the scope, technology, and implementation requirements.

Security Operations 7.4 Analyst Study Guide
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As a SOC matures and learns, it builds the processes required to treat basic incidents, and starts to
differentiate event treatments based on event impact. At this stage, additional tools might be used to expedite
the initial assessment, and alerts might be aggregated and augmented with additional context.

More mature organizations might need to strengthen their ability to perform root cause analysis of the incident
and elimination of the threat. When a SOC closes an incident, they must ensure the risk of recurrence is
correctly handled. The refinement of the end-to-end workflow will result in optimized orchestration, improved
productivity, and overall forward movement of the SOC.

Security Operations 7.4 Analyst Study Guide 11
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Knowledge Check

1. Which SOC role is responsible for investigating logs to identify problems?
+'A. SOC analyst
B. Threat hunter

2. Whatis the role of the red team in a SOC?

A. To gather and analyze evidence, and determine scope of impact
+'B. To assess and exploit vulnerabilities
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Good job! You now understand SOC main functions and roles.

Now, you will learn about the benefits of the Fortinet SOC.

Security Operations 7.4 Analyst Study Guide
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Fortinet SOC Environment Benefits

Objectives

* Identify the challenges that can be solved by the Fortinet SOC
* Describe the Fortinet SOC solution workflow
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the benefits of the Fortinet SOC, you will be able to select the
correct tools to improve your network security.

Security Operations 7.4 Analyst Study Guide 14
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There are many benefits of leveraging the Fortinet SOC in your network.

FortiAnalyzer provides:

+ Centralized logging with event correlation

» Integration with the Fortinet Security Fabric

+ Integration with some third-party applications, such as Microsoft Teams and ServiceNow
* Device logging with event correlation and real-time threat detection

* Indicators of compromise (I0OC) updated daily with the FortiGuard database

* Incidents and events management

» Automation with playbooks

When you use FortiAnalyzer in a SOC, you increase SOC productivity by addressing the following issues:

+ Too many tools: Using a layered, multivendor approach can result in a SOC composed of multiple tools
that don't work together and require analysts with specialized skillsets, working in silos. Fortinet SOC
solves this.

* Volume of alerts: Automated false positive analysis and closure of tickets on third-party systems will
manage alert fatigue

* Manual processes: Automated playbooks can convert most manual analyst processes.

+ Ineffective collaboration: Specialization means that not all analysts are equal. Some analysts handle only
specific types of incidents, such as phishing attacks, malware outbreaks, distributed denial-of-service
(DDoS) attacks, and so on. Analysts can be assigned incidents based on their skillset.

Security Operations 7.4 Analyst Study Guide 15
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Fortinet SOC Solution Workflow

Data Collection
FortiGate
FortiSwitch
FortiManager
FortiClient EMS
And more

Y
Data Aggregation and Threat

Processing Detection

Note: Playbooks are
running behind the scenes
throughout the workflow

Alert

Threat Analysis |‘ ““““““ Generation

y
Incident Response
(Investigation/Containment/Remediation/Recovery)

. Continuous
Reporting ------------- ’| Improvement
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The flow chart on this slide shows one possible workflow of the Fortinet SOC solution. FortiAnalyzer allows
users to manage many components of the Fortinet SOC through its interface. Overall, Fortinet SOC works by
continuously collecting and processing data from various sources to detect potential security threats and
anomalies. When FortiAnalyzer detects a security threat, it generates alerts for the security team who then
investigate and take the necessary action. Playbooks execute or run behind the scenes, continuously
enriching the entire incident response flow. After the incident is handled, the SOC team can generate reports
to further analyze the incident and improve processes.

« Data Collection: The SOC solution collects data from various sources, such as FortiGate, FortiSwitch,
FortiManager, FortiSandbox, FortiClient EMS, and more.

+ Data Processing: The SOC solution processes the collected data to identify potential security threats and
anomalies.

« Threat Detection: The SOC solution uses threat intelligence to detect security threats, such as malware,
phishing attempts, and suspicious network activity.

« Alerting: When the SOC solution detects a security threat, it generates alerts and notifications to the
security team.

* Incident Investigation: The security team investigates alerts to determine the severity and scope of the
security threat.

+ Containment: If necessary, the security team takes action to contain the security threat and prevent it from
spreading.

+ Remediation: The security team takes action to remediate the security threat, such as removing malware
or patching vulnerabilities.

* Reporting: The SOC solution generates reports to provide insights into the security posture of the
organization and to help improve future security strategies.

Security Operations 7.4 Analyst Study Guide 16
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FortiAnalyzer can integrate with other Fortinet products and third-party applications. Connectors determine
which automated actions can be performed by playbooks. The available actions will vary depending on the
connector type used. Each connector type allows for different actions.

For FortiGate devices, you can also enable the automation stitch configuration in an event handler. When an
event is generated by an event handler with automation stitch enabled, FortiAnalyzer sends a natification to
the FortiGate automation framework. If an automation stitch is configured on the FortiGate device that
corresponds to that FortiAnalyzer event handler, the notification will trigger the related automation stitch and
activate an action in response. Some possible actions include FortiGate sending a custom email notification,
executing a CLI script, or performing a system action in response to the trigger.

Event handlers generate events when one of their configured rules matches incoming logs on FortiAnalyzer.
For example, the event handler can be configured with rules to match IP addresses, ports, or even a generic
text string. There are many predefined event handlers for Fortinet devices, such as FortiGate, FortiSandbox,
FortiMail, and FortiWeb. In addition to the predefined event handlers, you also have the option to create your
own.

Security Operations 7.4 Analyst Study Guide 17
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This slide shows an example of a playbook being used to automate tasks with FortiAnalyzer and other
networking devices:

1. Traffic flows through FortiGate.
2. FortiGate sends logs to FortiAnalyzer.

3. FortiAnalyzer detects some suspicious traffic from the logs and an event handler on FortiAnalyzer
generates an event.

The event triggers the execution of a playbook in FortiAnalyzer, which sends a webhook call to FortiGate.
FortiGate runs the automation stitch with the corrective or preventive actions.

o &

Security Operations 7.4 Analyst Study Guide 18
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Knowledge Check

1. What determines the possible actions a playbook task can perform?
A. The event handler
+ B. The connector
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Good job! You now understand the benefits of the Fortinet SOC.

Now, you will learn about two industry-standard attack frameworks.

Security Operations 7.4 Analyst Study Guide
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Attack Frameworks Overview

Objectives

* Describe the MITRE ATT&CK Matrix for Enterprise
 Describe the Cyber Kill Chain
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the industry-standard attack frameworks, you will be able to understand and
identify attacks on your network.

Security Operations 7.4 Analyst Study Guide 21
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Whatis MITRE ATT&CK?
ATT&CK stands for: Adversarial Tactics, Techniques, and Common Knowledge.

It is a framework that provides a detailed mapping of adversary behavior. It is widely used for threat
intelligence and adversary emulation.

MITRE ATT&CK classifies and describes cyberattacks and intrusions through 14 tactics categories, each
representing a technical objective of an adversary. Not all tactics are shown on this slide. These categories
are further broken down into specific techniques and subtechniques.

The framework serves as an alternative to the Cyber Kill Chain developed by Lockheed Martin and offers
valuable insights for procedure, mitigation, and detection.

One of the main benefits of using MITRE ATT&CK framework is that it makes SOCs more effective.
FortiAnalyzer integrates with the MITRE ATT&CK Navigator to provide a comprehensive security solution.

The MITRE ATT&CK Navigator can be used by various members of the SOC team, including security
analysts, threat hunters, incident responders, and SOC managers, as a tool for visualizing and mapping
observed or potential adversary techniques and tactics to the ATT&CK framework. Using the MITRE ATT&CK
Navigator, SOC team members can enhance their understanding of the tactics and techniques used by
adversaries, improve threat detection and response capabilities, and align their defensive strategies with
industry best practices.

Security Operations 7.4 Analyst Study Guide 22
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Note: To see all 14 tactics, access the ATT&CK Navigator:
https://mitre-attack.github.io/attack-navigator/
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Using the matrices, you can identify a tactic, a technique, and potentially, a subtechnique. To view a
subtechnique, you must expand a technique that has one or more subtechniques. For example, the Active
Scanning technique displays a 0/3 value, which means there are three subtechniques, but currently none are

selected.

In the example shown of this slide, all three components are present:

» Tactics: Reconnaissance
» Technique: Active Scanning (T1595)

» subtechnique: Vulnerability Scanning (T1595.002)

Tactics represent the why of a technique or subtechnique. They explain what the adversary is trying to
accomplish, such as performing reconnaissance. The tactics are not designed to be interpreted as stages or
phases, and adversaries do not need to employ all tactics in the framework.

Techniques represent how an adversary fulfills their tactical goal by performing an action. For example, they
may perform active scanning for reconnaissance. Some techniques may have subtechniques, which are more
specific actions that are used to achieve their tactical goal. Furthermore, some techniques may fall under

more than one tactic.

Security Operations 7.4 Analyst Study Guide
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* Procedure examples include information
about known bad actors who use a
technique

+ Mitigations represent security concepts
and classes of technology that may
prevent the successful execution of a
technique or subtechnique

+ Detection covers high-level security
concepts and classes of technology that
can detect the execution of a technique
or subtechnique
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MITRE ATT&CK Procedure, Mitigation, and Detection
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Note: Procedure, Mitigation, and Detection examples can be found at: https://attack.mitre.org/
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Procedures are specific implementations adversaries have used for techniques or subtechniques. They are
documented in the MITRE ATT&CK framework based on observation of in-the-wild usage and can span
multiple techniques and subtechniques. Procedures are very dynamic in nature and difficult to scope in
advance because variations can affect coverage capabilities, such as detection and mitigation.

Mitigations represent vendor-agnostic and implementation-agnostic security concepts and classes of
technology that can prevent the successful execution of a technique or subtechnique. A mitigation can span

several techniques and subtechniques.

Detection covers high-level security concepts and classes of technology that can detect the execution of a
technique or subtechnique. In the example on this slide, the recommendation is to use monitoring to analyze
network traffic patterns. In other techniques, there may be malicious files involved in the security threat. In
general, if the technique or subtechnique is implemented or configured in a way that allows it to remove or
quarantine a malicious attachment, it is considered a mitigation (and, most likely, also a detection). If the
technique or subtechnique is only alerting but not preventing the delivery of the malicious attachment, it is a

detection.
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MITRE ATT&CK Framework Matrices in FortiAnalyzer
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The MITRE ATT&CK and MITRE ATT&CK ICS pages on FortiAnalyzer are based on the MITRE ATT&CK
framework matrices.

The column headers are the tactics in the matrices. They describe the adversary’s goal or objective—such as
performing reconnaissance—when they use techniques on your network.

The tiles in the columns are the techniques in the matrices. They describe how an adversary can achieve their
objective in your network, such as using active scanning to perform reconnaissance.

You can review the incidents and events associated with a technique, such as the severity, information on the
technique and subtechnique, affected endpoints, and the total number of incidents and events. For example,
the Compromise Infrastructure tile has nine associated events.

You can review event handler coverage on the Coverage section. It will show you the number of event
handlers and the percentage of coverage that FortiAnalyzer has against attacks in the matrices. The number
on each tile shows how many event handlers are associated with that technique. For example, the
Compromise Infrastructure tile has eight associated event handlers. You can click a tile to view the list of
event handlers related to that technique.

To leverage the MITRE ATT&CK ICS matrix, which is not depicted on this slide, the OT Security Service
license is required on FortiAnalyzer.
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Cyber Kill Chain Overview

* Framework developed by Lockheed
Martin

* |dentifies what adversaries have to
complete in order to achieve their
objectives on a target

Reconnaissance

Weaponization

« Derived from a military concept called kill Dellvery
chain
* Provide visibility and understanding of Exploitation

sophisticated attacks and attacker’s
tactics, techniques, and procedures

» Consists of seven steps that represent
stages of advanced persistent threats Command &
(APT) Control

Installation
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Gather information about the target

Use the gathered information to embed malware

Transmission of the malware

Target system vulnerability

Malware s installed

Connection to an outside server is established

Attack on the network commences
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The Cyber Kill Chain is frequently referenced as a standard framework that provides a high-level description
of adversary activities during advanced and persistent attacks. The Cyber Kill Chain conveys important high-
level concepts in a way that is digestible for non-technical audiences, but it lacks the level of detail required
when you need to drill down to the more technical aspects of adversary activity.
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Cyber Kill Chain in FortiAnalyzer

for correlation and pattern identification
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* In FortiAnalyzer, the predefined threat report is mapped to the Cyber Kill Chain stages
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This slide shows part of a generated threat report, which is a predefined report included with FortiAnalyzer.
This report maps the findings in the FortiAnalyzer report to stages of the Cyber Kill Chain. In this example
report, FortiAnalyzer has identified potential security breaches and mapped suspicious network traffic to
corresponding steps in the Cyber Kill Chain, such as reconnaissance activities; the use of risky, possibly
weaponized applications; detected vulnerabilities that could be exploited; and connections to command-and-

control server (C&C) sites.
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Adversary Behavior—MITRE ATT&CK vs. Cyber Kill Chain

The MITRE ATT&CK model offers a comprehensive and detailed information about adversary behavior,
enabling organizations to improve their defenses and incident response capabilities. The Cyber Kill Chain
model provides a structured approach to identifying and disrupting attacks at different stages. Organizations
often use aspects of both models, integrating them into their cybersecurity strategies to gain a more holistic
view of threats and develop effective defensive measures.

MITRE ATT&CK model:

1.

2.

Focus: The model primarily focuses on documenting and categorizing adversary tactics, techniques, and
procedures (TTPs) observed in real-world cyber attacks.

Granularity: It provides a highly granular and detailed view of adversary behavior, describing specific
actions and techniques used throughout different stages of an attack.

Coverage: It covers a wide range of tactics and techniques across different platforms and attack vectors,
offering a comprehensive view of adversary behavior.

Application: It is commonly used for threat intelligence, red teaming, and blue teaming activities. It helps
organizations understand and simulate adversary behavior, assess their defenses, and improve their
incident response capabilities.

Cyber Kill Chain model:

1.

2.

3.

Focus: Focuses on the stages or phases of a cyber attack from initial reconnaissance to post-exploitation
activities.

Lifecycle perspective: It provides a structured, step-by-step representation of an attacker's activities,
aiming to identify and disrupt each stage of an attack.

Sequential approach: It follows a linear progression, emphasizing the sequential order of an attack's
stages.

Application: It is commonly used for incident response, security operations, and vulnerability
management. It helps organizations detect, respond to, and prevent cyber attacks by understanding an
attacker's likely progression and targeting specific stages.
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Knowledge Check

behavior?
< A. MITRE ATT&CK
B. Lockheed Martin’s Cyber Kill Chain

2. Which one is a MITRE ATT&CK tactic?
< A. Initial access
B. Exploitation

F:=RTINET
Training Institute

1. Which model or framework allows for a more detailed mapping of adversary
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> Mapping Adversary Behavior

F:=RTINET
Training Institute

© Fortinet Inc. All Rights Reserved.

27

Good job! You now understand the attack frameworks.

Now, you will learn about mapping adversary behavior.
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Mapping Adversary Behavior

Objectives

* Review a simulated attack
* Understand how to use the ATT&CK Navigator
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using the MITRE ATT&CK Navigator to map adversary behavior during a
simulated attack, you will acquire the knowledge and expertise necessary to map adversary behavior when
confronted with real-world cybersecurity threats.
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Mapping Adversary Behavior

» Understanding adversary behavior is a crucial step in protecting your network and data

* Ask these two questions:
* Why? What is the technical goal (tactic) of the threat actor?
* How? What actions (technique or subtechnique) is the threat actor taking to achieve their goal?

* The more you understand the techniques and the tools bad actors use, the more
effective you will be when formulating your strategy against threats

* In this section, you will review a use case to learn how to map adversary behavior to a
mock report

F:=RTINET

. N © Fortinet Inc. All Rights Reserved 29
Training Institute

Understanding adversary behavior is essential to safeguarding your organization from threat actors. It
involves trying to anticipate the why and the how of the threat actors. For example, the technical goal of an
adversary is to obtain initial access. In order to achieve their goal, they perform phishing by propagating a
malicious link to users through email. After the phishing attempt is successful, the attacker may move on to
their next goal, such as gaining privileged access on the network.

When trying to map adversary behavior, it is important that you avoid jumping to a conclusion without first
performing a thorough evaluation. For example, you may see a technique that corresponds to multiple tactics,
but you need to evaluate if all of them apply to your scenario. It is also important to not let biases impact your
mapping, such as assuming that the most well-known or commonly seen exploit is the culprit.

Sources and references:
“Best Practices for MITRE ATT&CK® Mapping”, Cybersecurity & Infrastructure Security Agency, 2023. Available online at
https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf
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Use Case—Healthcare Sector

Cybercriminals are attempting to use a phishing attack to hold private data from your organization, a
hospital, for ransom.

Threat: Potential breach exposing thousands of patients’ data and
putting patients at risk

Your goal: Prevent your computer systems from breaking down, prevent
data from being compromised, and avoid disaster

Domain: Enterprise

Attacker: Group ABC
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One effective way to show how adversary behavior mapping works is by using a use case. In this scenario,
your organization, a hospital, is under threat by a fictional adversary, Group ABC. This group seeks to infiltrate
your security with the goal of stealing private patient information.

You will use this mock scenario to learn how to map adversary behavior. When you complete the associated
labs, you will have an opportunity to put what you learned from this lesson and use case into practice.
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Mock Security Threat Report

This threat report describes a simulated attack by the fictional Group ABC. You will use this report to
map the behavior.

This report builds upon threat research information that describes observed tactics, techniques, and procedures associated
with Group ABC.

“Group ABC initially performs passive reconnaissance to gather information about their target, such as researching the
employees and downloading publicly available files hosted on their corporate website. Group ABC then probes their potential
target's email systems in search of valid email accounts, most likely based on lists of common usernames. Once they confirm
valid email addresses on the target organization, Group ABC starts a spearphishing campaign against select users. The
following are some common characteristics found in similar campaigns:

a) The spearphishing emails usually contain an attached malicious macro-enabled document.

b) Group ABC usually tries to leverage potential hierarchy or power relationships to lure targets into downloading and
opening malicious files. They couple this with email content that conveys a sense of urgency, familiarity and/or penalties
to the email recipient if they do not act immediately and as the message advises. Group ABC commonly sends the email
to accounts that potentially belong to system administrators, management, HR, and so on.

c) Group ABC generates a new version of the malicious artifact for each campaign, in order to prevent static detection based
on file hash. However, the files look the same in terms of content and they all include malware identified in CVE-2018-
16858.
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This slide introduces a mock threat report, generated by FortiRecon, about Group ABC. As you read this
mock report, pay close attention to the italicized text, which will help you map adversary behavior later.
Observe that key verbs, such as “execute” and “probe”, have a strong correlation to the MITRE ATT&CK
framework tactics.

This report describes some key elements that you, as part of the purple team, will use to build the mapping of
their behavior using the MITRE ATT&CK Matrix for Enterprise.
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Mock Security Threat Report (Contd)

After execution, the malware establishes a reverse TCP control channel with a C&C server. The channel uses TCP port 443 in
order to evade basic security controls that may block communication to nonstandard ports on the internet.

After establishing initial access through spearphishing and malicious file execution, Group ABC uses a dropper to install a new
service on the target system. This process establishes persistence of the C&C channel, even when the initially compromised
host restarts.

After establishing persistence, Group ABC tries to clear the security audit log on the compromised target in order to evade
detection.

With a persistent connection to the network, Group ABC will try to discover high priority targets using active reconnaissance and
moving laterally on the network to those targets. They will use dictionary attacks to discover credentials.

After this initial setup, Group ABC proceeds to exfiltrate confidential data that can be sold or ransomed.

Q.0
C6ﬂ The purple team analyzes the threat report and identifies the key elements to build a mapping of

Group ABC'’s behavior using the MITRE ATT&CK for Enterprise matrix
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This slide continues the threat report on Group ABC.
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Adversary Attack Flow—Exploitation Phase
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This slide describes the exploitation phase of the adversary attack flow that you will execute during one of the
lab exercises in this course. The attacking duties are handled by the red team, which aims to use the attack

simulation to find holes in the organization’s defenses. With the vulnerabilities

discovered from the attack, the

red team can work with the purple team to share knowledge with the blue team and improve the

organization’s security posture.

First, the adversary performs passive reconnaissance to gather information about the target. They collect

information such as employee names, roles, background information, and more. They will also download a
publicly-hosted document on the target’s corporate website, to be used later as an attack vector. Next, the
adversary uses SMTP enumeration to confirm valid email accounts, and then the target SMTP server

responds.

The adversary builds a malicious payload, an infected document masquerading as a legitimate document
downloaded earlier, and initiates a TCP handler. The infected document is sent back to the target, who then
downloads and executes it. The executed artifact initiates a reverse TCP session to the listening handler

which creates a temporary C&C channel.

You will learn more about these topics in Lesson 6, Attack Surface and Vectors.
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Adversary Attack Flow—Post-Exploitation Phase
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This slide describes the post-exploitation phase of the adversary attack flow that you will execute during one

of the lab exercises in this course. Post-exploitation refers to actions that are conducted after the adversary
gains initial access to the compromised host.

First, the adversary initiates a persistence artifact transfer through the temporary channel, which creates a
new system process on the compromised host. The new process establishes a second reverse TCP session
to the handler, which persists across reboots. Next, the adversary removes an indicator of compromise by
deleting security logs that include the new service’s creation.

The attacker then performs active reconnaissance using a mix of techniques, including port scanning and IP
discovery, to find high-priority targets. The identified target is a domain controller, which the attacker will
access using RDP by exploiting compromised passwords. Next, they will use SSH tunneling to bypass firewall
rules that prevent LAN devices from accessing the DMZ. They will be able to gain access to crucial network

infrastructure. Finally, the attacker will exfiltrate a sensitive file stored on the domain controller and achieve
their objective.

You will learn more about these topics in Lesson 6, Attack Surface and Vectors.
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Using the MITRE ATT&CK Navigator

* You can access the MITRE ATT&CK Navigator here:
https://mitre-attack.github.io/attack-navigator/

* There are three matrices:
 Enterprise, Mobile, and Industrial Control System (ICS)
« They offer different tactics, techniques, and subtechniques

+ Click Create New Layer to select the matrix type
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You can use the MITRE ATT&CK Navigator to map adversary behavior. It allows you to visualize the MITRE
ATT&CK matrices and select tactics, techniques, and subtechniques. You can access the MITRE ATT&CK
Navigator using the URL on this slide.

You can create a new layer, and select the Enterprise, Mobile, or ICS matrix. The enterprise option focuses
more on traditional IT environments, the mobile option focuses more on mobile devices, and the ICS option
focuses more on industrial environments and operational technologies. This course focuses on the enterprise
option.
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* As an example, using information from the mock report, you

can create a mapping:
» Such as selecting the Gather Victim Identity Information technique, and
the Email Addresses subtechnique

* You can also use the scoring menu in the top right-hand
corner of the navigator by providing the techniques and
subtechniques a score value

+ This will highlight the entries and make your mapping easier to read
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Using the MITRE ATT&CK Navigator (Contd)
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Using information from the mock report as an example, you can create a mapping. The mock report contains
information about how Group ABC probes for email addresses, and then initiates a spearphishing campaign.

In the sample mapping shown on this slide, you can observe the Gather Victim Identity Information

technique, Email Addresses subtechnique, and scoring options.
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Using the MITRE ATT&CK Navigator (Contd)
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An important component of the MITRE ATT&CK framework are the adversary procedures.

The ATT&CK Navigator does not have a specific object to map procedures, but you can use the comment
section of the subtechnique to annotate the Group ABC procedure that correspond to each tactic and
technique.

For example, you can type in a pertinent comment in the mock report related to how Group ABC probed the
email system of their potential targets in search of valid email accounts. In a real-world situation, you should
collect and document as many details as possible about an adversary, so adding comments about procedures
for every technique is recommended.
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&) O The purple team identified the following information from the mock report:
C@ﬂ Group ABC first performs a Reconnaissance (tactic) by using a list of common usernames to probe the
target’s email systems, in order to Gather Victim Identity Information (technique) and obtain Valid
Email Addresses (subtechnique) existing on the target.

Report Phrase Subtechnique Navigator Interface

Reconnaissance
10 techniques

Active Scanning ;5.

Gather Victim Host
Information

Credentials

Gather Victim Identity
Information

Email Addresses
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This slide shows an example from the mock report, to map the tactics, techniques, and procedures (TTPs) of
Group ABC'’s attempt to compromise an email account.

As a member of the purple team, you will need to analyze a threat report, identify key elements, and use them
to build a mapping of adversary behavior using the MITRE ATT&CK Navigator. Use the high-level steps on
this slide to visualize the requirements you will need to complete a mapping.

You will map out numerous TTPs in the lab exercises in this course.
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* You can rename the layer and export the mapping for future use

15roup ABCI
layer

description

Reconnaissance
10 technigues

* You can also download the mapping and send your findings to other SOC
members as a JSON file meme"r TGrow ABC

"versions": {
lzyer condrols "attack": "14",
B m = A "navigator": "4.9.1",
- .1z "layert: "g.5n

iy .—. ')';1 in": "ent i ttack"

Group_ABC.json domain": "enterprise-attack")

Defens [5] F @ 4+ | Group_ABC; Bt iars
A3 e

"filters": {

"platforms": [
"Linux",
"mac0os",
"Windows",
o "Network",
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You can save your mapping, export it, and then send it to your entire SOC team to provide structured insight
into an adversary’s behavior.

When you save a mapping, be sure to give it a meaningful name. You can also download a mapping and save
it as a JSON file. This allows you to have a backup that you can import into the navigator later, if needed.

You also have the options to export a mapping as an Excel file or an SVG file.
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Knowledge Check

1. What is reconnaissance in the MITRE ATT&CK framework?
A. ltis atechnique.
B. Itis a subtechnique.
< C. ltis a tactic.

2. Which is considered a post-exploitation activity?
A. Preparing a malicious payload
 B. Establishing persistence
C. Sending a phishing email
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) Attack Frameworks Overview
J> Mapping Adversary Behavior
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review

Describe the main functions and roles within a SOC

Identify the main challenges within a SOC

Identify the challenges that can be solved by the Fortinet SOC
Describe the MITRE ATT&CK Matrix for Enterprise

Describe the Cyber Kill Chain

Review a simulated attack

Use the ATT&CK Navigator

D N N N N N NN
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned what a SOC is, what challenges can be

solved by the Fortinet SOC, what industry-standard attack frameworks are, and how to map adversary
behavior.
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In this lesson, you will learn about the key features and concepts of FortiAnalyzer, including administrative

domains (ADOMs), operation modes, and the FortiAnalyzer Fabric.

FortiAnalyzer integrates logging, analytics, and reporting into one system, so you can quickly identify and

react to network security threats.
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Lesson Overview

> FortiAnalyzer Architecture

> Operation Modes

> FortiAnalyzer Fabric
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In this lesson, you will learn about the topics shown on this slide.
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FortiAnalyzer Architecture

Objectives

* Describe the purpose of FortiAnalyzer in a SOC
* Describe administrative domains (ADOMs)
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of FortiAnalyzer key features and concepts, you will be able to
use the device effectively in your own network.
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Centralized Log Repository
* FortiAnalyzer aggregates log data from one or more Fortinet devices
+ Single view of security events taking place on a
range of devices
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FE:EHTInE.r’ © Fortinet Inc. All Rights Reserved. 4
Training Institute

FortiAnalyzer aggregates log data from one or more Fortinet devices, thereby acting as a centralized log
repository. Log aggregation provides a single channel for accessing your complete network data, so you don't
need to access multiple devices, several times a day.

FortiAnalyzer can be integrated with many different Fortinet solutions. For a complete list, refer to the release
notes at docs.fortinet.com.
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Centralized Log Repository (Contd)

Workflow
1. Registered devices send logs to FortiAnalyzer
2. FortiAnalyzer buffers, reorganizes, and stores the logs
3. Administrators:
* View and search the logs
» Configure, request, and view reports (based on log data)

Sam ple Topology FortiManager

ey

Administrator

FortiGate

F:=RTINET Reports .
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The logging and reporting workflow operates as follows:

1. Registered devices send logs to FortiAnalyzer.

2. FortiAnalyzer collates and stores those logs in a way that is easy to search and run reports.

3. Administrators can connect to FortiAnalyzer using the GUI to view the logs manually or generate reports
to view the data. You can also use the CLI to perform administrative tasks.

You can easily integrate FortiAnalyzer into a network, even if there are multiple sites. A sample topology can

include multiple branches and a headquarters. Each location’s firewall is added into FortiAnalyzer, and the
administrator can view logs and generate reports for the entire network, from a single interface.
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Reports, Events, and Content Archiving

* Reports
* Network-wide reporting of device events, activities, and trends
« Archived, filtered, and mined for compliance or historical analysis purposes

* Events
* ldentify and react to security threats quickly when configured conditions are met
* View events through Event Monitor (on the GUI), email, SNMP, or syslog
» Events that require further investigation can be used to generate new incidents

» Content archiving

« Simultaneously logs and archives full or summary copies of content transmitted over the network (email,
FTP, NNTP, and web traffic)

» Typically used to prevent sensitive information from leaving your network
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Some key features of FortiAnalyzer include reporting, alert generation, and content archiving.

FortiAnalyzer reports provide a clear picture of network events, activities, and trends occurring on supported
devices. The reports collate information in logs so that you can interpret the information and, if necessary,
take any required actions. You can archive and filter the network knowledge you glean from these reports, as
well as mine it for compliance or historical analysis purposes.

Monitoring your network around the clock is not realistic. FortiAnalyzer events provide you with a way to see
and quickly react to threats, without having to constantly keep watch on your network. FortiAnalyzer can
generate events when specific conditions in the logs are met—conditions you configure FortiAnalyzer to
monitor for registered devices. You can view these events on the GUI, and you can also send them to multiple
recipients by email, SNMP, or syslog. You can escalate events that require investigation into incidents.

Content archiving provides you with a way to simultaneously log and archive full or summary copies of the
content transmitted over the network. You can use content archiving to prevent sensitive information from
leaving your organization's network. You can also use it to record network use. The data loss prevention
(DLP) engine can examine email, File Transfer Protocol (FTP), Network New Transfer Protocol (NNTP), and
web traffic, but you must configure the archive setting for each rule in a DLP sensor on FortiGate, so you can
specify what you want to archive.
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Database Language Support

* FortiAnalyzer uses a PostgreSQL database

Gy © SQL

FortiAnalyzer
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* FortiAnalyzer supports Structured Query Language (SQL) for logging and reporting
 FortiAnalyzer inserts log data into the SQL database for log view and report generation

* Advanced reporting capabilities require some knowledge of SQL and databases

© Fortinet Inc. All Rights Reserved.
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SQL is the database language that FortiAnalyzer uses for logging and reporting.

Advanced reporting capabilities require some knowledge of SQL and databases. For example, you may need
to compose custom SQL queries, known as datasets, to extract the data you require from the database.
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« ADOMs group devices for administrators ~ Dashboard > System Information
to monitor and manage _ _
+ One or more devices are assigned to ADOMs AR B W=
and administrators are assigned to administer RAZ-SitcR £
one or more ADOMs AL | 2000 0E
FAZAMMAA
Stancalcne
° Pu rpose. [ Sep 12 14:03:53 2024 PO 4
V7.4.3-build2487 240514 [CA) &
+ To divide administration of devices and restrict Ve
access ast Backup acl duan 2 140G 202 B =
el Aclninistrators admir /1 i total 54
» VDOMs, a feature of FortiGate, further restrict s A G ——
access Lk S daiz ours 4/ minutes 14 seconds
- - @
+ To more efficiently manage data policies and e
disk space allocation .
+ Set for each ADOM (not for each device)
# config system global
set adom-status {enable | disable}
end
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ADOMs allow you to group devices for management and monitoring. For example, administrators can
manage devices that are grouped based on their geographical location or business division.

The purpose of ADOMs is to:

+ Divide the administration of devices by ADOM and to control (restrict) administrator access. If your network
uses VDOMSs, ADOMs can further restrict access to data that comes from the VDOM of a specific device.

+ Make the management of data policies and disk space allocation, which are set per ADOM, more efficient.

ADOMs are not enabled by default and can be configured only by the default admin administrator (or an
administrator with the Super_User profile).

All Fortinet devices included in a Security Fabric can be placed into an ADOM of the Fabric type, allowing for
fast data processing and log correlation.

Security Operations 7.4 Analyst Study Guide 53



FortiAnalyzer Architecture

DO NOT REPRINT

CODRDTINET
UINTITNL ]

Logging Interface Overview . B

#Date/Time Device 1D Action Source Destination IP Service Application Scnummimun :’:‘“" =
11:14:53 FOVMO10000044692  wlosz 127001 1270001 HTTR HTTP 397.0B/670_.1 ~ . Virtual Domain
] pu )
151647 FGVMOIDOCOUT70de  veloss 127001 127001 e HTTP TYG0 B 7Tl Device ID
lrwiee Mo
LA HES i FOGVMOTINCINTTEAS A rinms 00T 200 =i 556094 e ESTE trpfAnG 66 KRI212 4 _;_.“::“:::“
1 1Lis08 FEVMOI00C00£1692  ~eaccept 109.110 w34 117.65.55  HTTES HTTRS OKBTAKE Sl
Sodiren Interface
5 1nis08 FOVMOID0C0084692  ~clos= 1020011 6454545 wpsas3 toef353 &6 HE/Z20 . 4 Source Interface Rok:
Source Port
& 1L140d FOYMULIOO0044892  olume 1001200 TOEABAE4E  woEEd tep 853 &5 KB/212 01 UCOA Endpaint I 3
7 1115408 FGVMOTIOCINS4E97  wAancept 127000 127000 WS 13121 wAp/ 12121 A KRS = DUIZB.::'\::?-I) 2
IR B FOVIOIDORONTTAAE  wackepl 127001 127.00.1 wdnd1212 wdpdd 213 AAKBOOKER A Do Chiwicry Rhchved
Ne=swextion Fad Lker 03 a
5 1L1E5% FOVMOL0000OTT648  waccept 10.0.L.200 BROBFLLIZE: NTP NTR FEOBOOKE | Frtination Frdpaint I 3
" o ! Destirution IP 127001
10 1L1E59 FOVMOI00CCUTI4E  waooept 100.L.200 FROBFLIIZES MTP HTFR FEOBALKE | e s Fe
11| 1HTRER FOGVMOTIOCINEAA97 A ascept 1001 2001 EORIIRES NTP HTE T TR0 1N | Eestu K m‘“ L ;J‘" L
17 11m5R FOVMOTORONEAESS  weaccept 1001 200 FPDRFLIZAS NTR HTE TAORMOKR | = ction
Artion o ea
13 11107 FOVMOL00000TT644  server 1t 100.1.200 SAG24163  wprile top/514 3.2 KEFLOOW.A Baliry 1 a
14 | 11308 FOVMOI00C0084692  server st 100.L.200 154524163 wpeild tep/514 3.2 KB/ L1004 e
15 | 111708 FGVMORININALSS?  Eip-cnnn N0 .200 w154 594167 fepfE1d trpfs1d onenn Urscanred
L
16 | 1103 FOVMOTOORONEAAS?  sarver-tst 1020011 w4 E2AGT  repeS1A tep/514 Tasd
17 | 101200 FOVMOL00C00E4 692 ~iclosa 100.L.254 1001210 tept 514 tep5d q
18 | 101200 FOVMOI0000084692  cliont rst 1020011 BROBAT.LEAE  HTTRS HTTRS %
< b LT T THE
v
£ Yol togs for ies: &9 tays 1 hour. 50 virp 2 2 ~0061 Secord

F:=RTINET

P n © Fortinet Inc. All Rights Reserved. 9
Training Institute

As a SOC analyst, you will need to perform frequent searches within the usually large number of logs
received. FortiAnalyzer makes it very easy to search based on any of the fields included in the logs.

To search for specific logs in Log View, select the device and log type, and then set the appropriate filters.

You can create filters based on any of the available values. For example, a filter for a specific device within
the ADOM and a limited time frame.

You can also save a custom view, add or remove columns, and view logs in real time or historically, or as raw
or formatted logs.

To view more information about a log, double-click the log entry. The details pane appears on the right side of
the screen.
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@® Real-time Log

| ¢ Morev

Toggle between formatted/raw logs

- Formatted logs are sortable and columns can oy B Rawles
be customized @, Case Sensitive Search
ipes edi
* Raw logs are more difficult to read, but can be &, Downlead
useful in providing syntax guidance De
Pe L Chart Builder
* Toggle between historical/real-time logs -
+ View historical logs with the option to specify a - -
time periOd i HDate/Time Device ID Mction Source Drestination IP
. Real'time |OgS are Shown as they come in, but 4 14:589:50 FOWMOL0CO00064692  waccept 10.200.1.1 FI20B.31.112 40
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& 14:53%:30 FGYMOL000006446%2  waccept 10.0.1.200 FI20E.21.112.40
7 145950 FOWMMODOO0064492  waccept 001200 FI2OB1.112.63
» Enable/disable case-sensitive search -

date=2023-08-16 time=14:59:24 id=7268043151217000450 itime=2023-08-16 14:59:25 euid=3 epid=104

. dsteuid=3 dstepid=101 type=traffic subtype=local level=notice action=accept policyid=0 sessionid=89571
Download logs based on the current filters s1cip=10.0.1.200 dstip=208.91.112.60 srcport=123 dstport=123 trandisp=noop duration=183 proto=17
sentbyte=76 rcvdbyte=76 sentpkt=1 rcvdpkt=1 logid=0001000014 service=NTP app=NTP appcat=unscanned
srcintfrole=undefined dstintfrole=undefined eventtime=1692223164328415424 srccountry=Reserved
dstcountry=Canada srcintf=root dstintf=port1 tz=-0700 devid=FGVM010000077646 vd=root
dtime=2023-08-16 14:59:24 itime_t=1692223165
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The More drop-down list provides tools for viewing, searching, and downloading your logs.

You can toggle between formatted and raw logs on the GUI. You can sort formatted logs and customize the
columns to meet your requirements. You can show only the data you are looking for and omit the data you do
not need.

Raw logs are more difficult to read, but can be useful in providing syntax guidance, such as looking up fields
and values to use in text filters when configuring handlers.

You can enable or disable case-sensitive searching to narrow down a query. You can also download logs,
based on the current filters, as a text or CSV file.
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Search Tips

+ Click on the magnifying glass to toggle between filter and text mode

Q

All Devicesvy @ Last 1 Houry  08:15:09 - 09:15:09 | & ‘;3 Refresh ‘ B More Columns

-

: Mores

Q @ @

using the GUI

* Filter mode allows you to click the filter
search bar and define your search criteria

L

D

Select or type filter ey

ATy e

~ 0100000464692

| Level 010000064692

Action
~accent]

~accepl|

CET o -

| Session ID 0
Destination NAT IP
Source NAT IP

Apply
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» Text mode allows you to type in your filter and
conditions manually, or pick a filter from

history

bearch or type filters...
History
i policyid!="@"

JFilters
&

Date/Time
: Device ID

¢ Firewall Acticn

: Action

1 [Clear All Search Histery]
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If your search filters don’t return the results you expected, the filter may be poorly constructed.

There are two modes to select from when you want to search for logs in Log View:

+ Filter mode: Click the filter search bar and define your search criteria using the GUI.

» Text mode: Type in your filter and condition manually, or pick a filter from history.

Although you can type filters manually, doing so is very prone to syntax errors and spelling mistakes. Using
the context menus in the GUI prevents you from making those mistakes.
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* Right-click the desired field value to set a filter based on that data

Source Destination IP Service Action
10.0.3.20 M=162.55.110.19 HTTP blacked

10.0.2.2( &, Add AND Filter "Source IP - 10.0.3.20"
&, Add AND Filter "Source IP |- 10.0.3.20"

10.0.3 .20
@ Add OR Filter "Source IP = 10.0.3.20

& Add OR Filter "Source IP '~ 10.0.3.20"
I Q, Replace with Filter "Source [P - 1[].[].3.20": > srcip = 10.03.20 %X O
10.0.3.2¢ Q, Replace with Filter "Source 1P 1= 10.0.3.20"

10.0.3.2(

10.0.3.2(

 Can include (=), or exclude (!=) the selected value from the search results
Use the AND logic if all conditions must be true

Use the OR logic if any of the conditions must be true

» Can also replace the current filter with your new conditions
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Another useful tip is to right-click any field in the log entries to add the value into the filter. First, find a log in
the log table that includes data that you want to search for. For example, if you want to search for any log
entry that contains a specific IP address, right-click the desired value. A pop-up window will open for injecting
that value into the filter.

You have the option to include or exclude the selected value, to use a single condition or multiple conditions,
and use the logic of AND/OR to yield the desired results. You can also replace the current filter with the
selected value.
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* You need to identify the malicious websites visited by the client with the IP address
10.0.3.20 for a specific time period
Security: Weh Filter ~
All Devices @ Custont.., v
I sreip = 10.0.3.20 ¥ AND - Category Dascription = Malicious Websites XI 4] Malicious websites visited
# #Datc/Time| Devil Saurce Destination IP Service Action URL
1 06-08 10:37 | FGY 10.0.3.20 E64.70.19.203  HTTP blocked http: 4 fib07fhé920c3b5da8adé6d43bd
2 06-08 10:37 10.0.3.20 Em155.1592.36.5% HTTP blocked http:#whaollyfitinc.com/
kel 06-08 10:37 10.0.3.20 m176.10356.36 HTTP hlacked | http:#'176.103.56.34/
4 06-08 10:37 100.3.20 s 42.163.226.141 HTTP blocked | http:#234w.ce/
0/-08 10:35 10.0.3.20 =50.28.56190 HTTP blacked WA
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This slide illustrates an example of a filter applied in Log View. You can easily add a filter by right-clicking the
desired log field and select if you want that value included or excluded from the logs displayed.

In the example, the following parameters were selected to display malicious websites visited by a client
machine:

» The log type selected is Security.

The log subtype selected is Web Filter.

The time frame is Custom.
» Afilter was applied for the source IP address 10.0.3.20.
+ Afilter was applied for the category description Malicious Websites.

If you need more granular results, you can always add more filters or edit the current ones.
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Example of a Log Search (Contd)

» Search also supports wildcards
* Use * for partial matches, which matches any sequence of characters, including an empty

sequence
* For example, the string *em perf* will match System performance status

Application

All Devicesv @ Last 1 Hourv  19:03:04 - 20:03:04

# ¥ Date/Time | Device |D

Message

Message

ystem performance statusl log rate low [10%)

1 2024-08-18 2 FAZ-VMTM24000

# & Date/Tim¢ | Device ID
117 2024-08-18 2 FGVMSLTM2400

Source IP

Action Saurce

10.200.3.1

- 118 2024-08-18 2 FGVMSLTM2400C 10.200.200.213
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FortiAnalyzer supports the use of the * wildcard for partial matching. When you perform a partial search, you
can filter with desired results without needing to type out the entire search string. A partial search is useful
when you are looking for a wide range of results and you want to avoid having to type each search criterion,

such as specifying multiple subnets using the AND condition.
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* This table lists common regex operators:

| opemor | functon L opermor_____runcton ____

Matches the following regex pattern

Does not match the following regex
pattern

Matches any character

Matches any one character from a
set or range

Matches zero or more of the
preceding element

Matches zero or one of the preceding
element

* You can use regex in FortiAnalyzer to search logs or match a generic text filter

Matches one or more of the
preceding element

Character escape for special
characters

Used as an OR operator

Used for grouping patterns together
so that operators such as +, *, ?, |
can be applied to the group

Anchors the pattern to the beginning
of the string

Anchors the pattern to the end of the
string

© Fortinet Inc. All Rights Reserved.
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In FortiAnalyzer, you can use regex to perform a granular search for matching logs.

This slide includes some common regex operators that you can use to search in FortiAnalyzer.
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Regex (Contd)

Sroly®TLo0N . LO-9] 4\, [0-8] 4\, [0-5]+"
=~ Mmatches the regex pattern #  Source & Date/Ti
1 10.200.3.3 2024-06-1
areip()TL0V. 200N, [0 9]IN. [0 911"

~ does not match the regex pattern .
- (negate |Og|C) # Source ¥ Date
1 1/2.16.200.6 2024-04

* Matches private IP address ranges
with patterns beginning with 10. OR
172.16-31.0R192.168.

’sr«-:ipnu"f-(lua\ JIR72\. (1[6-9] 2[@-9]|3[@-1]3'\.|||192\.168\.IJ"‘
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In the examples shown on this slide, you can see two regex patterns using text mode filtering in FortiAnalyzer

to filter the search results for the source IP addresses. The first example can be broken down as follows:

+ ~instructs FortiAnalyzer to treat the following string as a regular expression.

* \ is an escape character that instructs FortiAnalyzer to interpret the . as an actual character instead of a
special character.

* [0-9]+ is a character class that matches any single digit from 0 to 9, and + indicates that the pattern
should match one or more occurrences of the digit. In other words, [0-9]+ will match any number.

* The IP address 10.200. 3.3 matches the requirements, so the result is shown in the search.

The second example can be broken down as follows:
+ !~ instructs FortiAnalyzer to treat the following string as a regular expression, but the result needs to not

match the regular expression.
* \ serves the same function as it does in the first example.
* [0-9]+ servers the same function as it does in the first example.
* ThelP address 172.16.200.6 does not match the requirements of the regex pattern, so the result is

shown in the search.

In the third example, private IP address ranges will match the search pattern because the ~ ensures the
pattern begins with 10.,0r 172.16-31.,0r 192.168. IP addresses. The | character provides the OR logic.

You may also have noticed that the regex patterns on this slide include numbers outside of the valid IP
ranges. For example, \. [0-9]+\ . would include IP addresses beyond 255 in an octet; however, this will not

cause an issue. Because the devices sending the logs to FortiAnalyzer validate the IP addresses in their
normal operations, the regex patterns do not need to be that precise.
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Knowledge Check

1. What does FortiAnalyzer use for log viewing and report generation?
+A. Queries on a database
B. Queries of plain text files

2. What is the purpose of using ADOMs?
YA. To divide administration of devices, restrict access, and manage data policies
B. To reduce resource usage on FortiAnalyzer
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Lesson Progress

« > FortiAnalyzer Architecture

> Operation Modes

> FortiAnalyzer Fabric
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Good job! You now understand FortiAnalyzer architecture.

Now, you will learn about FortiAnalyzer operation modes.
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Operation Modes

Objectives

* Describe FortiAnalyzer operation modes
» Configure FortiAnalyzer collectors
* Configure FortiAnalyzer analyzers
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in the configuration of collectors and analyzers, you can set up a topology in

which FortiAnalyzer devices can work together to increase the overall performance of log receiving, analysis,
and reporting.
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FortiAnalyzer Operation Modes—Analyzer

Operation Mode INELYSd Collector

FortiAnalyzer in analyzer mode

+ Central log aggregator for one or more _
. . . . »\:H. <::.-"\\\?‘
logging devices, or FortiAnalyzer in : _ PSP
collectormode ~ ~ ~ rorinet dvicesdrocty sond logs . conallog man 2gement platorm
« Can still forward logs to another FortiAnalyzer

(or syslog/CEF server)
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FortiAnalyzer has two modes of operation: analyzer and collector. The operation mode you choose depends
on your network topology and individual requirements.

You can change the operation mode in the System Information widget on the dashboard.

When operating in analyzer mode, the device acts as a central log aggregator for one or more log collectors,
such as a FortiAnalyzer device operating in collector mode, or any other supported device sending logs.

Analyzer is the default operation mode.
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* Collects logs from multiple devices and
forwards them to FortiAnalyzer in
analyzer mode

« Can aggregate logs to another FortiAnalyzer

» Can only forward to syslog/CEF server in
real-time forwarding mode

FortiAnalyzer in"collector mode

No event
management
or reporting

* Not used for analytics—archiving only
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When operating in collector mode, FortiAnalyzer collects logs from multiple devices and then forwards those
logs, in their original binary format, to another device, such as a FortiAnalyzer operating in analyzer mode. It
can also send them to a syslog server or a common event format (CEF) server, depending on the forwarding
mode. A collector does not have the same feature-rich options as an analyzer, because its only purpose is to
collect and forward logs. It cannot perform event management or reporting.
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Analyzer—CoIIector Collaboration

----------------------------------------------------------------------

[
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* Increase FortiAnalyzer performance by using both modes

 Offload the log-receiving task to the collector

* Analyzer focuses on data analysis and reporting

+ Collector can help with slow or unreliable links by storing logs and forwarding them later
» On the collector, you should allocate most of the disk space to archive logs

P
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By using both analyzer and collector modes, you increase FortiAnalyzer performance: Collectors offload the
task of receiving logs from multiple devices from the analyzer. This allows the analyzer to focus on data

analysis and reporting tasks.

Furthermore, because a collector is strictly dedicated to log collection, its log receiving rate and speed are
maximized. If bandwidth is an issue, like in the case of slow WAN links, you can use the store and upload

option to send logs only during low-bandwidth periods.

Because the collector does not perform any analytics tasks, you should allocate most of its disk space to
archive logs.

Security Operations 7.4 Analyst Study Guide

67



FortiAnalyzer Architecture

DO NOT REPRINT

N -—

Collector Configuration
Dashboard > System Information-

Enable collector operation mode SR =

- Modify the data policy to focus on 'System Setting > ADOMs

archiving
+ Set to 0 days for analytics eep Logs o Ay tics . fge .

 Set archive retention based on your Keep Ligs for Archive s Doy -
organizational requirements

Ciata Policy

» Modify the disk utilization quota to
focus on archiving

 Allocate most disk space for archive log
use

. t the analytics:archive ratio to 5%:959
Set the analytics:archive ratio to 5%:95% Note: You need fo set the
allocated disk quota to
meet your requirements

© Fortinet Inc. All Rights Reserved. 23

F:=RTINET
Training Institute

You can change the operation mode to collector using the System Information dashboard widget. Once you
change the operation mode, you will be logged out of FortiAnalyzer.

The next task is to configure the collector to focus on archiving. On this slide, you can see that analytics
retention is set to 0 days, whereas archive retention is set to 365 days. Also, the analytics to archive ratio is
set to 5% and 95%, respectively.

Note that the settings shown on this slide are only suggestions. The disk space configured, for example, is
most likely insufficient for a production network.
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After you configure the data policy and disk utilization settings on the collector, you can configure log
forwarding.

You will need to configure the following fields:

» Name: Type in a name for the log forwarding entry.

* Remote Server Type: Type FortiAnalyzer.

» Server FQDN/IP: Type in the target FortiAnalyzer address information.

+ Compression (optional): Enable log message compression when the remote FortiAnalyzer also supports
this format.

* Reliable Connection (optional): Enable this setting to use a TCP connection. Disable it to use a UDP
connection.

+ Sending Frequency: Select the frequency at which log forwarding will occur: in real time, every minute, or
every 5 minutes.

You can also configure additional filters to control which type of logs are included or excluded, and whether
you want to obfuscate fields:

» Device Filters: Select which devices are included.

* Log Filters: Select which log types are forwarded.

* Enable Exclusions: Enable to select which log types are excluded.

+ Enable Masking: Enable to determine which fields will be masked before logs are forwarded.
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On the analyzer, configure the data policy and disk utilization to focus on analytics. In the example shown on
this slide, the analytics retention is set to 60 days, whereas the archive retention is set to 0 days. There is a
reason why the collector archive retention is set to 365 days, but the analyzer analytics retention is not set to
the same range. The analytics to archive ratio is also set to 95% and 5%, respectively.

Remember that analytics logs take more space, so you must plan your data policy and disk utilization settings
carefully. Archive logs are compressed, but analytics logs are not (in order for quick access). As a result, you
can expect analytics logs to be approximately several times larger.

The settings shown on this slide are only suggestions. You must consider what your organization requires in
your production network.
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Knowledge Check

1. Which FortiAnalyzer operation mode do you use for analytics?
YA.  Analyzer
B. Collector

2. Which type of logs consume more disk space?
Y'A.  Analytics
B. Archive
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Good job! You now understand FortiAnalyzer operation modes.

Now, you will learn about the FortiAnalyzer Fabric.
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FortiAnalyzer Fabric

Objectives

* Describe the FortiAnalyzer Fabric

* Design FortiAnalyzer Fabric topologies

* Configure the FortiAnalyzer Fabric supervisor and members
* Manage Fabric groups
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the configuration of the FortiAnalyzer Fabric, you will be able to view logs,
security incidents and events, and reports on one central FortiAnalyzer device.
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The FortiAnalyzer Fabric enables centralized viewing of devices, incidents, events, and reports across
multiple FortiAnalyzers.

The FortiAnalyzer Fabric includes two operation modes: supervisor and member.

Supervisors act as the root device in the FortiAnalyzer Fabric. Security operations center (SOC)
administrators can use the supervisor to view member devices and their ADOMs, authorized logging devices,
as well as incidents and events created on members. FortiAnalyzer syncs the incident and event information
from members to the supervisor using the API.

Members are devices in the FortiAnalyzer Fabric that send information to the supervisor for centralized
viewing. When configured as a member, FortiAnalyzer devices continue to have access to the FortiAnalyzer
features described in the FortiAnalyzer Administration Guide. FortiAnalyzer devices configured with high
availability (HA) can become members. However, HA is not supported for FortiAnalyzers that are acting as
the Fabric supervisor.
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This slide shows a sample FortiAnalyzer Fabric topology comprising four FortiAnalyzer devices. The Fabric
supervisor, depicted at the top, is configured to view information about two Fabric members. Logging devices
cannot be registered to the Fabric supervisor. Instead, they are registered to one or more FortiAnalyzer
devices in analyzer mode, which act as Fabric members.

Note that the FortiAnalyzer Fabric can also include downstream collectors that forward logs to Fabric

members. In this sample topology, a single collector forwards logs to one of the members. The other member
has no downstream collector, so devices send logs directly to it.
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Configure the FortiAnalyzer Supervisor
Status [ =}
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» Configure the supervisor using the GUI: Cluster Nome MSSP Fabric
Session Port /443
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# config system soc-fabric
. set status enable
* Alternatively, on the CLI: set name “MSSP-Fabric”
set supervisor <IP/DNS Name>
* (CLI only) Enable soc-fabric on the
interface
# config system interface Do not forget to add other
edit <port #> administrative access protocols,
set allowaccess soc-fabric <add other protocols you need> such HTTPS and SSH, as required.
end Existing settings will be overwritten.
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To configure the Fabric supervisor, define the following fields:
* Role: Select Supervisor.
+ Cluster Name: Type in a name that all FortiAnalyzer Fabric devices will use.

+ Session Port: Type in a port number that all FortiAnalyzer Fabric devices will use, or the default port
6443.

» Secure Connection: Enable or disable TLS.
Note that the cluster name, session port, and secure connection settings must match the Fabric members.

You will also need to enable the soc-fabric administrative access option on any interface FortiAnalyzer is
using to communicate with any Fabric member. You can perform this part of the configuration on the CLI only.

Note that you need to be careful when changing the administrative access on an interface, especially if it is
the interface you use to manage FortiAnalyzer. In the example shown on this slide, if you enable only soc-
fabric, existing administrative access protocols are overwritten. To prevent that from happening, you must
define all your required protocols, such as HTTPS or SSH, and then also enable soc-fabric.
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Configure the FortiAnalyzer Member

Status @O
Role Supenvisar m
+ Configure the member using the GUI: Cluster Name MSSP-Fabric
P 10.0.1.235
Session Port 5443
Secure Connection [ o]
« Alternatively, on the CLI: # config system soc-fabric
set status enable
set name “MSSP-Fabric”
set supervisor <IP/DNS Name>

* (CLI only) Enable soc-fabric on the
interface

# config system interface
edit <port #>
set allowaccess soc-fabric <add other protocols you need>
end
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Do not forget to add other
administrative access protocols,
such HTTPS and SSH, as required.
Existing settings will be overwritten.
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To configure the Fabric member, define the following fields:

Note that the cluster name, session port, and secure connection settings must match the Fabric supervisor.

You will also need to enable the soc-fabric administrative access option on the interface FortiAnalyzer is

Role: Select Member.

Cluster Name: Type in a name that all FortiAnalyzer Fabric devices will use.

IP: Type the IP address of the Fabric supervisor.

Session Port: Type in a port number that all FortiAnalyzer Fabric devices will use, or the default port

6443.
Secure Connection: Enable or disable TLS.

using to communicate with the Fabric supervisor. You can perform this part of the configuration on the CLI
only.
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Depending on the number of devices added to the FortiAnalyzer Fabric, you may wish to limit the scope of
information presented by the Fabric supervisor. You can filter information based on a specific set of
FortiAnalyzer Fabric members or ADOMs by creating Fabric groups on the Fabric supervisor. Once created,
the Fabric groups are listed under Device Manager, and can be used to filter results in FortiView, Log View,
and Reports. In the example shown on this slide, the Fabric group FAZ-MSSP-FAZ-SiteB contains different
ADOMs across two FortiAnalyzer Fabric members: FAZ-MSSP and FAZ-SiteB.

Without using Fabric groups, you can still filter information on the Fabric supervisor, but you will need to

manually select the FortiAnalyzer devices and the ADOMs required. This could be time consuming if there are
many devices in your topology. By leveraging Fabric groups, you can easily and quickly apply filters.
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Knowledge Check

YA.  Analyzer
B. Collector

2. Which statement about the Fabric supervisor is true?
A. All logging devices are registered to the Fabric supervisor.
vB. Logging devices cannot be registered to the Fabric supervisor.
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1. Which FortiAnalyzer operation mode must you configure Fabric members in?

© Fortinet Inc. All Rights Reserved.

34

Security Operations 7.4 Analyst Study Guide

79



FortiAnalyzer Architecture

DO NOT REPRINT

EODRDTINIET

Lesson Progress

/ > Introduction to FortiAnalyzer Architecture

q/> Operation Modes

J > FortiAnalyzer Fabric

F:=RTINET
Training Institute

© Fortinet Inc. All Rights Reserved.

35

O TN L

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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v"Manage administrative domains
v'Describe FortiAnalyzer operation modes
v'Configure FortiAnalyzer collectors and analyzers
v'Design and deploy FortiAnalyzer Fabric deployments
v"Manage Fabric groups
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about FortiAnalyzer key features and
concepts, and how to use FortiAnalyzer effectively in your network.
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In this lesson, you will learn about the key features of FortiAnalyzer that make it essential to a SOC.

FortiAnalyzer integrates event monitors, event handlers, and incidents that can be generated from the logs it
receives, so you can quickly identify and react to network security threats.
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> Concepts, Definitions, and Incident Handling
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> Threat Hunting
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In this lesson, you will learn about the topics shown on this slide.
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Concepts, Definitions, and Incident Handling

Objectives

* Describe FortiAnalyzer SOC features

» Describe basic concepts and definitions related to FortiAnalyzer
SOC features

* Analyze NIST SP 800-61 Computer Security Incident Handling
Guide
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiAnalyzer SOC concepts and definitions, you will be able to identify and
describe the SOC-related features of FortiAnalyzer. You will also learn some guidelines for security incident
handling.
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The legacy SOC operation had many disadvantages that are not manageable in the modern dynamic world.
For example, it required analysts to handle too many alerts, often using separate interfaces, with the
predictable loss of efficiency when trying to solve security breaches.

FortiAnalyzer provides solutions for modern SOC analysts that include:
+ Complete incident lifecycle management capabilities, including alerts, monitoring, and escalation
+ Automation framework using connectors and playbooks

» Analytics that provide insight and context of network activity, including normalized logs for Fortinet devices
within a Fabric ADOM
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Security information and  Fabric (SIEM) logs are a licensed feature that enables the FortiAnalyzer SIEM capabilities to
event management (SIEM) parse, normalize, and correlate logs from Fortinet products, as well as security event logs of
Windows and Linux hosts (with Fabric Agent integration).

Indicators of compromise The IOC service on FortiAnalyzer downloads the threat database from FortiGuard. The

(loc) FortiGuard threat database contains the blocklist and suspicious list. IOC detects suspicious
events and potentially compromised network traffic using sophisticated algorithms on the threat
database.

Security event A record of an observed occurrence on a monitored information system. If an event is relevant

from an information security perspective, it can be considered a security event. On
FortiAnalyzer, events are generated using event handlers. Also, a Windows audit log entry
indicating a successful user login can be considered a security event.

Security incident An event that indicates a malicious or abnormal occurrence. On FortiAnalyzer, incidents are
escalated from events.

Indicator enrichment Querying threat intelligence sources about an indicator to obtain security context information. A
form of enrichment that is frequently used is checking the reputation of an indicator. For
example, you can verify if a given file hash is associated with known malware.
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This slide shows some of the basic concepts that you should be familiar with when working in a SOC
environment.

SIEM is a technology that supports threat detection, compliance, and security incident management through
the collection and analysis of security events, as well as a wide variety of other event and contextual data
sources. Fabric (SIEM) logs are a licensed feature that enables the FortiAnalyzer SIEM capabilities to parse,
normalize, and correlate logs from Fortinet products, as well as security event logs of Windows and Linux
hosts (with Fabric Agent integration).

I0C are artifacts observed on a network or in an operations system where there is a high level of confidence
that the artifacts indicate a computer intrusion.

A security event is a record of an observed occurrence on a monitored information system. If an event is
relevant from an information security perspective, it can be considered a security event.

A security incident is an event that indicates a malicious or abnormal occurrence. On FortiAnalyzer, incidents
are escalated from events.

Indicator enrichment queries threat intelligence sources for an indicator to obtain security context information.
Checking the reputation of an indicator is a form of enrichment that is frequently used.

Even though these concept and definitions may vary depending on the source (including specific vendors and

products), it's important to clarify a few definitions that are used during this training. Overall, the definitions
follow either market conventions, established standards, or those of Fortinet solutions.
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NIST SP 800-61 Incident Handling—QOverview

Defines incident handling as a lifecycle with four phases

i ; NS L
* Assists in BT
 Establishing computer security incident response capabilities Computer Security
Incident Handling Guide

» Handling incidents efficiently and effectively
b

* Focuses on
* Analyzing incident-related data
* Determining appropriate response

* Agnostic and broad approach

» Can be followed independently of particular —
hardware, OS, protocols, or applications o Ve E’n

Contalnment

* Recommended practices for handling any type of incident | fee— Eradieation

Freparation Analysis & Recovery

The content of this slide is based on copyright material from the National Institute of Standards and Technology (NIST) available online at https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final.
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Incident handling is a process or life cycle, which means it's constantly in execution: Even after a single
incident is resolved, the results feed back into the process for the next incident handling. The inner cycle
defined by NIST comprises two phases: detection and analysis, and containment, eradication and recovery.

It's important to note that even these two phases represent a cycle, meaning two things:

+ Containment, eradication and recovery can trigger detection and analysis steps

» Detection and analysis may trigger containment, eradication and recovery actions even before detection
and analysis is fully concluded

Example: During detection and analysis, a SOC analyst may confirm a user account was compromised and
immediately create a request for the IT team to temporarily disable the compromised user account
(containment). In this case, a containment action may be taken even before detection and analysis is finished.

In mature SOC practices, a single person rarely executes all incident handling tasks, and even different teams
may be involved in the process. The incident handling process also defines that certain steps must be
executed by specific teams, or approved by a manager.

Sources and references:

(1) Paul Cichonski, Thomas Millar, Tim Grance, Karen Scarfone, “SP 800-61 Rev. 2 Computer Security Incident Handling Guide”,
National Institute of Standards and Technology, August, 2021. Available online at https://csrc.nist.gov/publications/detail/sp/800-
61/rev-2/final
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» Prepare to handle any incident but focus on those that use common attack vectors, such as
external and removable media, web, and email

 Signs of an incident

* Precursors (relatively rare)—indicate an incident may occur in the future
* Indicators (common)—indicate an incident may have occurred or may be occurring now

* Common sources of precursors and indicators
* Intrusion detection and prevention systems (IDPSs)
+ Security information and event management (SIEM)
* Antimalware and antispam
» OS-level monitoring (file integrity, processes, and so on) —
* Logs (OS, services, applications, and network devices) >
Preparation

* Network flows

 Containment
Eradication
& Recovery

Detection &
Analysis

Post-Incident
Activity

The content of this slide is based on copyright material from NIST available online at https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final.
amm
F:ERTINET

e n © Fortinet Inc. All Rights Reserved. 7
Training Institute

The incident response process has several phases. The initial phase involves establishing and training an
incident response team, and acquiring the necessary tools and resources. During preparation, the
organization also attempts to limit the number of incidents that occur by selecting and implementing a set of
controls based on the results of risk assessments.

Incident response methodologies typically emphasize preparation—not only establishing an incident response
capability so that the organization is ready to respond to incidents, but also preventing incidents by ensuring
that systems, networks, and applications are sufficiently secure.

For many organizations, the most challenging part of the incident response process is accurately detecting
and assessing possible incidents—determining whether an incident has occurred and, if so, the type, extent,
and magnitude of the problem. What makes this so challenging is a combination of three factors:

* Incidents may be detected through many different means, with varying levels of detail and fidelity.
Automated detection capabilities include network-based and host-based IDPSs, antivirus software, and log
analyzers. Incidents may also be detected through manual means, such as problems reported by users.
Some incidents have overt signs that can be easily detected, whereas others are almost impossible to
detect.

» The volume of potential signs of incidents is typically high.

* Deep, specialized technical knowledge and extensive experience are necessary for accurate and efficient
analysis of incident-related data.

Precursors and indicators are identified using many different sources. The slide shows some of the most
common ones.
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NIST SP 800-61 Computer Security Incident Handling—
Containment, Eradication and Recovery

» Containment
+ Often required and should be considered early
» Decision-making is an essential part
 Strategies vary per incident

* Eradication and Recovery

+ ldentify affected resources, attacking resources, and
communication channels

 Eliminate components of the incident (delete

malware, disable compromised accounts, remove - — . .
. ’ ’ > .f' .
persistence, and so on) - ,{ “@ @-’ =
» Restore systems to normal operations gl ocoction & raci Post-ncidant

Freparation Analysis & Recovery Activity

+ Confirm systems are working normally
+ Remediate vulnerabilities (if applicable)

The content of this slide is based on copyright material from NIST available online at https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final.
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Containment is about stopping the adversary from progressing toward their objectives. Containment is
important before an incident overwhelms resources or increases damage. Most incidents require containment,
so that is an important consideration early in the course of handling each incident. A very straightforward
example of this is quarantining a compromised host to prevent the adversary from using it as a stepping stone
to other phases of the attack.

Eradication means eliminating the threat. Using the compromised host example, this could involve removing
malware and persistence mechanisms on the host. During eradication, it is important to identify all affected
hosts within the organization so that they can be remediated. For some incidents, eradication is either not
necessary, or is performed during recovery.

In recovery, administrators restore systems to normal operation, confirm that the systems are functioning
normally, and (if applicable) remediate vulnerabilities to prevent similar incidents. Using the compromised host
scenario, this could involve removing the host from quarantine so it can be used normally again on the
network.
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Knowledge Check

host fall under?
‘/A. Containment
B. Eradication
C. Recovery

2. On FortiAnalyzer, what is an incident?
A. Arecord of an observed occurrence on a monitored system
«B. Asecurity event that has been escalated
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1. Which part of containment, eradication, and recovery does quarantining an infected
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Lesson Overview

J> Concepts, Definitions, and Incident Handling

> Events, Event Handlers, and Incidents

> Threat Hunting

F:=RTINET
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Good job! You now understand FortiAnalyzer SOC concepts and definitions.

Now, you will learn about events, incidents, and event handlers on FortiAnalyzer.
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Events, Incidents, and Handlers

Objectives

* Analyze and manage events and event handlers
» Customize event handlers
* Analyze and create incidents

F:=RTINET
Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in events, incidents, and handlers, you can analyze and manage events and
event handlers, and analyze and create incidents.
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Events and Event Handlers

» Events are generated by event handlers

FortiAnalyzer is preconfigured with many event handlers

You can create custom event handlers to generate events

FortiAnalyzer filters all incoming logs using event handlers

If logs match the conditions configured in an event handler, FortiAnalyzer generates an
event

All the events that are generated can be viewed on the Events Monitor page

F:=RTINET :
- X © Fortinet Inc. All Rights Reserved 12
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Event handlers generate events on FortiAnalyzer. FortiAnalyzer is preconfigured with many prebuilt event
handlers. However, FortiAnalyzer provides analysts with the ability to custom build their own event handlers to

generate events from logs that they determine are important.

FortiAnalyzer filters the logs it receives using event handlers and, if the logs received match the conditions
that are set in the event handlers, FortiAnalyzer generates an event.

You can view all generated events on the Events Monitor page.
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How Are Events Generated?

Escalate to an
incident

Automation

Analysis

F:=RTINET
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After receiving logs from other devices, and based on the details included in them, FortiAnalyzer uses event
handlers to determine whether new events need to be generated. Event handlers identify whether the
information in the logs matches a series of configurable criteria, such as threat type, device type, log type, and
so on.

FortiAnalyzer comes with many predefined event handlers that you can use. You can also clone and
customize them, or create custom event handlers from scratch.

You can view generated events under Event Monitor, where you can see them combined or further divided
by endpoint, threat, and system events.

If events warrant further attention and investigation, you can escalate them to incidents. From there, you can
correlate logs with the incident, look at an incident timeline, assign a priority and an analyst to review the
incident, and more. If there is a large volume of generated events, you may leverage playbooks to create,
handle, and resolve incidents.
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Managing Event Handlers
» Event handlers look for specific conditions in logs

* Enable or disable event handlers as needed
* Disabled handlers do not generate events

+ Create Mew  |[FEdi BIDclesz | S Clonc 3 Mo
=i | |

=] Slalus % | Mame = Rules = Fuenls % | MITRE Tech D=
@ Drelaull-Wirdows- Rogistry -Mudification-Blovk-.. Rule-1 Windows Rugisry o File Modilation Blocked Ti112
O T1575.003

[~] Dicfault-Wicb-Scrvcr-URL Scanning-Dotocted Rule-1%Wob Server Scanning: (Dofault, Roconnaissance

O -] Dictault-Rizky-Destinatior-Detection By Throst T1102T 1071001 Ti07 1.004.T1021.

Rulu-d DNE reguesl Lo maliciows desUnation boched:

+11
Rulu-1 Wb reguest Lo maliciows desUnation bloched:

Rule-2 Web roquest to malicious deztnation detectod

o e Daeeaul i k- innali e -Cvtes e - Bp-Frcl... 1008 destination ditectsl 7 T1102T1071.004,T1071.004T1021

Rule-3 Wob roquest 1o suspic
[Rule-a 135 request tnomalicines destnatinn derected
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An event handler looks for specific conditions in logs and, if a match exists, generates an event with details
that you can configure. FortiAnalyzer includes many predefined event handlers that you can enable to
generate events. The names of predefined handlers start with “Default”.

You can also disable event handlers, as the first event handler in the example on this slide shows. Disabled
handlers do not generate any events.

This slide shows a predefined event handler that has 15 rules and has generated over 33 events on the
FortiAnalyzer device.
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+ The configuration for each event handler — =
Can InC|Ude: Nae® S0C SMTP EnurmeraTon Data Hardler
® MITRE attri buteS Pescription Acbversar s iy gather el addiesses Uwloas be med Suriog
q . targetirg
 Data selectors (exclusion filters) '
+ Automation stitches y
0 . 73024
* Notifications MITRE Tech It Q Suheclud! 2 (Tolal: 714)
‘ RUIeS T 585 Gather[ ¢
12585002 bry @ Foterprise Diomain
o R | | dt & lteconnaissance
ules are granu ar conditions Jatz Selectar SO0 SMTP Frul 0 T1589 Gather Victim ldentity Information
« Event handlers can have one or more rules AR S P T TI539.001 Credentink
+ Basic event handlers use OR logic 152,002 mail Add-esses
. Sules ST i
+ Correlation event handlers have many =l AR ke e
operator logic options —_— Sl[en ¥ socAmicampiel ~1T1590 Gather Victim Network Information
T 11550001 Domain Hroperties
s I EEE B3 -
Handler Settings
Notificaticns SOC SMTP Enumnzralion Akl w -
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Event handlers require configuration and fine-tuning to deliver only the desired events. The main configuration
page for the event handler allows you to enable the handler, type a name, and write a description for it.

You can also choose which MITRE domain the event handler falls under, and then select from a list of
technique IDs that correspond to the handler. Many predefined event handlers already have the MITRE
attributes configured. You can view the MITRE ATT&CK framework matrices under Incidents & Events.

You can also add a data selector, which is a common filter that is applied before every rule configured in the
event handler. Because of that, they are also known as exclusion filters.

When a handler generates an event with the automation stitch option enabled, FortiAnalyzer sends a
notification to the FortiGate automation framework, which then checks if there is a corresponding automation
stitch in FortiOS. If there is one, the configured action is triggered.

The Rules section contains the fields that must be matched up against logs in order to generate events. You
can disable, edit, or delete rules for the handler. The basic handler type uses OR logic when evaluating
multiple rules. The correlation handler type has many more operator logic choices.

You can select a notification profile to send alerts whenever an event is generated by the handler.
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* Not every field is required

* Rules have many customizable fields

Event Handlers—Rule Configuration

Note: The fields available in the rules depend on the
Log Device Type value

Status ©
Name Antispam Rule 1
Event Severity High -

Choose Your Logs

Start by selecting the device and log type that you want to monitor for events.

Log Device Type FortiMail I
Log Type Anti-Spam Log (spam)
The system will categorize logs into smaller groups based on the chosen log fields.
Log Field € Device Name (devname) = | | From (from) -
Log Filters AllFilters
Log Field Match Criteria Value
+
Log Filter by Text @ type==spam

Device 1D (device_id) -

F:=RTINET
Training Institute
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The screenshot on this slide shows the fields available for configuration inside a rule, including the log device
type and log type. Depending on the log type, log subtypes may be available. Note that within rules
themselves, both AND and OR logic are supported if there are multiple conditions. The Log Field drop-down

lists present common criteria you can select to group events.

The Log Filters option allows you to select common filtering criteria from a list (by clicking the + icon) and
add to the rule. You can also use generic text filters under Log Filter by Text if you require precise filtering.

Security Operations 7.4 Analyst Study Guide

97



SOC Operations

DO NOT REPRINT
HORHNET -—
Event Handlers—Rule Configuration (Contd)

» Define the condition that triggers an event Incidents & Events > Handlers > Basic Handlers

Trigger an event whemn:

O There are three Optlons: ® Agroup contains | 10 or more log occurrences
o Count: A minimum threshold Count Of matching Within a group. the log Aeld  Click to szlect » |hos| 10 or
|OgS more Lnlgue values &2
. L . (O The sum of | Click to select» | is greater than or equal | 10
* Log field value: Within a group, the log field Al e ere e , —
. . ngs wiere gonerated within 30 mirutes
<log field> has <integer> or more
unique values Advariced Settings

« Sum: Multiple options such as duration,

Sent/received byteS, and Sent/received packetS Cvent Tyae Overide Specify an event type, orled
L . i . Evenl Messagz @ FortiMall Detected Soam from $groupby2
+ Additionally, configure the following in Eeent Status e
relation to your selection: Alow FertiAnalyzer to chooss
« Time: All logs were generated within Tags Press enter to ade tags
<integer> minutes Indicators Loz Field Indicator Twvpe  Count Action
+
Additional Info Q Use mystem defanlt
® Use rustom message €
Malware:Simname) with severity:3(risk] found in
file. % name), Chacksum®imd5) From Faroupby2)
F=-=HTInE.r’ © Fortinet Inc. All Rights Reserved. 17
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If an event handler is generating too many events in your environment, you can configure the trigger
conditions such as count or sum, and the duration settings.

The trigger condition has three options that you can choose from: count, log field value, and sum. Additionally,
you can configure a time condition. The number of matching logs must occur in the specified duration in order

to generate an event.

You can also configure the event type, message, status, and indicator.
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Event Handlers—Data Selectors
» Data selectors help narrow down events Incidents & Events > Handlers > Data Selectors

generated by devices, subnets, and filters: S »
* Devices (by name)
* Subnets (created in Fabric View) Name SOC SMIF Enumeration Dals Selector
* Filters (OR logic) Deviees Specify | Local Devies
Subinzls All Subnets RSN
Filters Any of the following conditions
SMTR Fraumeratian x +
+ Filters are granular conditions within data
selectors: 3} s
. Log dev'ce type Lerg, Dizvice Twpe Fortirdail -
* Log type/subtype Lm t -y i
° Matching |OgiC (AND/OR |Og|C) Log Flsla Masch Criserla Value action
« Generic text filter (for more precise filtering) i L
Ganarc Test Filter €
FE:E FlTInEt © Fortinet Inc. All Rights Reserved. 18
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Data selectors help narrow down the events you want to see generated in event handlers. You can specify
various criteria within the data selector, including the devices, subnets, and additional filters. You must

configure a data selector first before you can apply it to an event handler.

Filters are granular rules to filter which types of logs match the data selector. You can create multiple filters
per data selector. The data selector matches filters with OR logic.

The bottom screenshot on this slide shows the fields available for configuration inside a filter, including the log
device type, log type, and log subtype. Note that filters support both AND and OR logic within themselves.
The Log Field drop-down field presents common criteria you can select to include in the filter. Alternatively,

you can use generic text filters if you require precise filtering.
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Event Status

» Events can be set to one of four statuses

Incidents & Events > Event Monitor Event Description
£10.0.3.20(115) Unhandled Status
Compromised host detected Jnhanled Unhandled The security event risk is not
Web request to Unrated detected Unhandled mitigated or contained, so it is
Web request to Malicious Websites blocked Mitigated considered open
Compromised host detected Unhandled Contained The risk source is isolated
Compromised host detected Unhandled Mitigated The security risk is mitigated by
Web request to Malicious Websites blocked Mitigated being blocked or dropped
Blank Other scenarios

Note: You can configure the desired event status manually in the handler
settings, or let FortiAnalyzer choose it automatically

F:=RTINET
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Events in FortiAnalyzer can be set to one of four statuses. The status determines if more action needs to be
taken by the security team.

The Unhandled status means that the security event risk is not mitigated or contained, so it is considered
open. For example, an intrusion prevention system (IPS) or antivirus log with an action value of pass has
the event status set to Unhandled. Botnet and indicator or compromise (IOC) events are also considered
unhandled.

The Contained status means that the risk source is isolated. For example, an antivirus log with an action
value of quarantine has the event status set to Contained.

The Mitigated status means that the security risk is being blocked or dropped. For example, an IPS or
antivirus log with the action value of block or drop has the event status set to Mitigated.

The Event Status field is empty in other scenarios. For example, you can see both al1low and block actions
in logs associated with that event.
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Event Handlers—Generic Text Filters

+ Generic text filters allow more precise and flexible control over which logs trigger an event
* Multiple operators and logic are supported

» Supported operators:

Generic text format:

operator | Meaning IR

= Qperators: "==", "!=", "&lt;", "&lt;=", ‘&gt;', ‘&gt;=", =7,
== Equal (exact match) Ip & g
1= Not equal (not matching) EXamples)
< Smaller than
dstip==192.168.1.168 and hostname ~ "facebook” dstip==192.168,
<= Smaller than or equal to 1.168 and ( dstport == 514 or dstport == 515 )}
> Greater than

>= Greater than or equal to
X X Log Filter by Texti@)
= Contains the regular expression =

= Does not contain the regular expression

Tokens:'(, "), '&. I’ 'and, 'or’, 'not Tip: Identify the logs that you want to generate
events for, and from the raw view, copy the strings

you want to match
F:ERTINET
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When configuring an event handler, the use of generic text filters allows more precise and flexible control over
which logs trigger an event. These filters use operators based on regex using the Portable Operating System
Interface (POSIX) standard.

Event handlers support multiple operators and logic. You can hover your cursor over the question mark next
to Generic Text Filter to display an example, as shown on this slide.

Keep in mind that you must use the escape character “\” if you need to include a reserved character in your
filter, for example when separating different parts of a URL.

To avoid syntax errors, search raw logs to identify the logs you want to generate an event for, and directly
copy and paste the strings you want to match in the handler.
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Managing Events

* Event Monitor displays events generated by the configured event handlers

Alnbvent: IR | Ay bl Sy e bl | Do 1 Vv |

A~  AllDevices= N Last S Minutesw [ 3rowAckrowzcged A Ewsand Al

HEAITN O DS TITE,

C Events Evert Szams = Event Tvpe + Count 5 Sevarity = First Dccurnenoe = Lzsz Upcate = Additionz| Irfo = Handler =
C & Fortiva (1] Unhandied GFmail Filier n @ Critical a minube ago a minute agn Malware: $mname] with = SMTP Enumeration Cata Handler
r Forti*ail Cetected 3can fram emai

=z l.ocm Uil idlesd il Filer 1 @ Critzal 20E4-03-03 152257 2024-03-05 142307 Malwe wSlmname) with st SMTE erztion Data Handler

Note: If you are receiving unexpected
events, check that the handler is
configured correctly

Wiz Comelazec Logs

SCAC OF EC MCrs...

# Bl lime | Device I Session 1D (ertMame  Destinaton P From -] Subgect Message
1 182257 FEWMELTM2I00012 £ZE0MsDnvA0DES55-2 2E0M D D05EE 10200200120 emailizmall.com 2002 @acmecornct Gl 2002 isacmezorp wethat:. Userunonown
amm
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After event handlers start generating events, you can examine them in the All Events tab.

You can see events combined on the All Events tab, or further divided by endpoint, threat, and system
events.

Double-clicking an event provides more details about it, including the information from the associated logs.
Generally, you should give priority to events with an unhandled status and/or critical severity.
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Available Management Actions for Events

* You can acknowledge an event, add a comment, assign it to an administrator, or create
an incident from it

By Erdpoint By Threat | System Events  Toggle Views

o~ Al Devices~ @ all~ I [J Shaw Anlfnnwlndg.’:-ﬁl

Search or type hiters. .
Event = Event Status = Event Tvpe = Count= | Severity =

& 198.50.152.88 (2) Unhandled 2 @ Critical

Traffic ta CA&C fram 10.0.3.20 detected Unhancled

) Acknowledge
Traffic te C&C from 10.0.1.200 detectad Unhzneled =
4 Comment
O 12216269 25(2) Unhandled & Assign To
O 01/8.162.203.226 (2) Uahanled @ view Loz
0O £6.45.245 150 (2) Unhznecled £ search In Log View
0O Q1/8.16221/,10/4) Unhandled 8l Create New Incident
= _ 4 Add to Existng Incicent
0 B579.71.205(4) Ushaneied
@ Filter by Event Tyne = Tea
. .255.171 | Uahancled i
—— O |831953.166.255.178(2) nhsnde @ Filter by Event Tyae = Traic
F::RTINET
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Right-clicking an event allows you to enter a comment for your records, acknowledge the event, assign it to an
administrator (or yourself) for further investigation, or create an incident from it.

Acknowledging an event removes it from the event list, but you can display it again by clicking Show
Acknowledged. Generally, you can acknowledge mitigated events because the related traffic was blocked by
the firewall.

An excessive number of mitigated events, despite being blocked repeatedly, may indicate a compromised
device. Additionally, if an event is used to generate an incident, you should acknowledge it after you mark the
incident as resolved.

You can use filters to display only the events of interest. For example, display only events related to IPS.
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Creating an Incident

 Create an incident when an event needs further analysis
+ Can create manually or automatically (playbooks)

_ B b Incmnl n *
[} = ¥ WIN-CLIENT (4] Linhandled
o Incidert Category Sezns/Prosessattemgted Access -
o P scanning cn Pore 443 deteesed | Inhandled | MTRE T2ck ID .
o P P— %) Acknowledge =
e T1593 Gather Victin Network Infamztion x
[l ' scarning cn | & Comment 11555 1 S, B El b x
. Assign lo Do
[ P scarningan | 2 & 2 zries selected
[ @ Delete report [: % View Logs Saverity Talivin -
= St -Nc'.
O desc:Delete rep_ 2 Searhin Log View e =3
. Affected Cywooint LT BN -C T LT
2 = Creatz Mew Incident > o
(| -_"LWlN'AD v Dizscriprion Dbl livil p-By-mrdpaoinl B bal WIR-DHERT
#1 Add to Existing Incidzan:
[ Mscarningen|

2 0 Searn >
P scarningcn |
Assigned To in (Saper_lzar)

1 Incident Mumbers  Incident Date / Time Incicent Keportar Incident Catezory Saverity Status Affected Endpcint
M INODODUD1Z 2024-08-13 121522 admin Scans / Probes / Attemmpted Medium New 10200.3.21% (WIN-CLIENT
F::RTINET
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Not all events have the same impact on or importance to your network. Some of them might need further
analysis to prevent or mitigate security breaches. When an analyst finds an event that requires further
scrutiny, they should create a new incident from that event. You can think of an incident as an event that could
have negative consequences to your everyday operations.

You can create incidents manually or, preferably, automatically with the use of playbooks, taking advantage of
FortiAnalyzer automation capabilities.

In FortiAnalyzer, to create incidents manually in Event Monitor, right-click an event and select the
corresponding option.

Every incident includes a category, severity, status, affected endpoint and, optionally, a description, MITRE
attributes, and an assigned analyst.

Once created, you can view incidents on the Incidents interface.
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Analyzing an Incident
 Incidents & Events > Incidents

{ MOOJ00012 Defauk-Recon-Activity-By-Endpain: happered 2t WIN-CLIENT  Scans / Probes [ Astemptad Access  Assigned toiadmin New

Created on: 2024-00-13 151522 -0700
Last Modificd cn: 2024 08 131

oz oroe EAESE] [ Refrasn]

Training Institute

Affectec Endooint/User Executed Pleybooks Aoadit History
bob Playhonk Sratus Trigger 00400131517 How @ T Fepand 41 |
Events Attached to |. L
Last Seon 2024 08 13 15:15:23 <
By admin ¥
Tapology Wik CLIENT .
Mew Incident Createc
Addraszes tAC: O = ol B 4 =
1B 102005 219 Exzcote Playbook e itk 3
Incident Timeline sar: @ 2020081315523
From 074-06-17 14:2¢:10 T 2024-06-12 14:37:55 [Trra’ 1 Fvent)
14:20 1405 1810 4:45 RLET] RRE 1130 138 1 ) ] 151! 515 1520 18
[
omments  [vents  Reports  Indicators = I =]
jo 52 Smarch..
L |#% |Cverts Ewen: Seatus % | Cvent Type % | Count¥ | Severity #  First Occurrence
[ IP ecarming on Port 443 dstectec | Unhardled Lratac £14 Medium Z029-06-12 13:48:35 202
amm
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To view the details of an incident, go to Incidents, and then double-click the incident you want. You can also

right-click an incident, and then select Analysis.

The Analysis page provides all the relevant information and access to the tools an administrator needs to
perform a full investigation of the incident. Some of the details shown on this page include: the affected
endpoint and user (if available), the incident timeline, any executed playbooks and the ability to run them,
audit history with any attached events and reports, and several more.

At the bottom, these tabs provide more details: Comments, Events, Reports, Indicators, Affected Assets,
Processes, Software, and Vulnerabilities. You can add or delete entries to focus your investigation.

The list of events associated with the incident is also available under the tab with that name. From here, you
can access the related logs by right-clicking the event of interest. This opens the Log View in a different

window.
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Every incident should reach the Closed
status.
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Seliiig & s et ncidots & Evis > nidots
« Update each incident setting while Ll ncicent «
working in it _
Incident Mumbe- 2
Incident Date / Time 2
. . Incident Categony Scans/Probes/Attemmpted fccess -
* Close any solved incident TRE Tech
T1590 Gather Victim Mcotwork Infermaticn »
. . T1595.001 Scanming IP Blucks X
* Once closed, you can delete the incident i e
from the list :
Severlty Medium -
Status New -
ar . . Affected Endpoint |Q_ |
* Notifications can be configured for each Description .
status change —
Response
Note: You should update incident details Assigned To Closzd: Hemediated
according to the progress of the investigation. Closad: False Positive
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It is important to keep all incident settings up to date. This allows you to keep track of the work being done to

solve an incident.

When an incident is considered closed, you should change its status accordingly. Additionally, you can delete

resolved incidents from the list.

You can configure FortiAnalyzer to send notifications after any changes to an incident status.
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| + Creale New | [# Edit [l Delete Al [ul Analysis Iﬁ&.SeLLing;, @ Al
O Incident Number = | Incident Date / Time =  Last Update Pate / Time ¥
O  INOCOOOOOT7 2023-05-07 10:53:35 2023-09-07[0:54:54
O  INOGOOOO0DS 2023-09-07 10:48:10  2023-07-07[10:48:11
Notifications }'Q_\ FAZ_Notification 1:23 FI
e
fertianalyzer_notification: {
4 Create New type: imcident
adam: ADOM1
Fabric Connector 1 H# MS_Teams Connectcw | 1 from: FAZ-UNEBEAREERAE
timestamp: 1894118176
Send nobification when an incident is created @ apiver: 1
Send netification when an incident is updated deta: [
Send notification when an incident is deleted {
incid: INeaeeanay
Fabric Connectar 2 ~ow 2erviceNow_Connecl change_type: update
revision: 1
O send notification when an incident is created o at;ach ravision: 5
Send notification when an incident is updated } B
[ Send notification when an incident is deleted 1
5 }
E:RTINET Note: Different connectors can
Tr;i-l;ing Institute’ have different settings © Fortinet Inc. All Rights Reserved. 26

Incidents usually go through several stages during the analysis process. In most cases, it is important to make
sure all parties involved are notified when the incident status changes.

You can configure FortiAnalyzer to send a notification to external platforms using preconfigured fabric

connectors.

To configure notifications, in Settings, select a fabric connector from the drop-down field, and then choose

the incident activity for which you want to send notifications.

You can add more than one fabric connector, each with the same or different notification settings. You must
configure the receiving side of the connector for the notifications to be sent successfully. As an example, this

slide shows a notification received in Microsoft Teams for an updated incident.
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Use Case—Healthcare Sector

Your organization is a hospital targeted by cybercriminals through a phishing attack to ransom private
data

Threat: Potential breach exposing thousands of patients’ data and
putting patients at risk

Our goal: Configure event handlers to detect the tactics and techniques
used by Group ABC

Domain: Enterprise

Attacker: Group ABC

F:=RTINET
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In the healthcare sector story from Lesson 1—SOC Concepts and Security Frameworks, the blue team
prepares to build their detection capabilities by configuring custom event handlers on FortiAnalyzer to detect
the various tactics and techniques used by Group ABC.
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Blue Team Plan of Action—Detection Capabilities

» Configure custom event handlers and data selectors to identify:
» Probing attacks that target email systems in search of valid email accounts
» Spearphishing emails with attached malicious macro-enabled files
» Operating system service creation
* Network scans that identify high-priority targets
» Defense evasion (clearing security audit logs on the compromised host)
+ Lateral movement and exploiting remote access
+ Data exfiltration

F:=RTINET
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Using their knowledge of Group ABC’s usual attacking methodologies, the blue team can configure custom
event handlers and data selectors to protect against attacks listed on this slide. You will have the opportunity
in the lab exercises to set up defenses as part of the blue team.
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This slide shows an example of the events generated by the custom event handler that was created by the
blue team to identify probing attacks that target email systems in search of valid email accounts and to detect
spearphishing emails which may contain a malicious macro-enabled document.
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This slide shows the Reconnaissance and Initial Access tactics, and the Gather Victim Identity
Information and Phishing techniques that have corresponding event handlers providing coverage against
these attack vectors.
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Knowledge Check

1. Which FortiAnalyzer feature generates events?
A. Playbooks
< B. Event handlers

2. What does the mitigated event status mean?
< A. The risk source is being blocked.
B. The risk source is being quarantined.
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Lesson Overview

J> Concepts, Definitions, and Incident Handling

/> Events, Event Handlers, and Incidents

> Threat Hunting
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Good job! You now understand events, event handlers, and incidents.

Now, you will learn about threat hunting using FortiAnalyzer.
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Threat Hunting
I
Objectives

» Describe the threat hunting workflow

* Analyze threat hunting dashboards

* Analyze 10C information from compromised hosts
* Manage outbreak alerts
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in threat hunting, you will be able to analyze FortiAnalyzer threat hunting
dashboards and indicator of compromise (IOC) information from compromised hosts, as well as stay up-to-
date on outbreak alerts.
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Threat Hunting

* Proactively search for suspicious or risky network activity that may have gone
undetected

* The process usually begins with a question:
* Are any advanced persistent threats (APTs) currently active in the network?

* The reference to tactics, techniques, and procedures (TTPs), behaviors, and indicators
helps to refine your questions further
* Frequently aligned with the MITRE ATT&CK or the Cyber Kill Chain frameworks

* You can also create an if-then statement, for example:
* If you suspect reconnaissance activities in the network, then you should see abnormal traffic trends

A simplified example:

TTP: . Yes .
Hypothesis: . Evaluate ——> Investigate
Reconnaissance I:I:h ere an Gathe(; at"d filter results: 9
ata:
atht:rri?\ugl'ilctim 2| unusual amount >| Review SMTP >| Does the data -
S en%ity of SMTP Logs confirmyour | No [ New hhypcit_heSIs
? is? |——>| orhuntin
information ML hypothesis? processg
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Threat hunting consists of proactively searching for suspicious or potentially risky network activity in your
environment. The proactive approach helps the analyst find any threats that might have eluded detection by
the current security solutions or configurations.

The threat hunting process usually starts with a broad question, or hypothesis, that determines which type of
threat you are trying to find. You can also start with an if-then statement. For example, if you suspect
reconnaissance activities in the network, then you should see abnormal traffic trends.

The process is frequently aligned to the MITRE ATT&CK or Cyber Kill Chain frameworks. This allows you to

refine your questions further. The frameworks are not mutually exclusive: You can use both frameworks
together to help analyze and protect your network.
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Threat Hunting (Contd)

* The Threat Hunting dashboard takes advantage of the SIEM framework to allow for
advanced correlation and analysis to hunt for threats
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FortiAnalyzer includes the Threat Hunting dashboard, which offers a SOC analytics dashboard using the
SIEM database.

Threat Hunting uses cached data to allow SOC analysts to quickly drill down on logs in fields of interest. This
dashboard includes a Log Count chart and SIEM log analytics table.

You can configure a custom time range or apply filters to the dashboard to refine your search results further.
Only logs matching the selected time range and filter are displayed in the SIEM log analytics table.

The dashboard view has various columns that display detailed statistics, including count (number of logs),
percentage, sent bytes, and session duration information. Double-click an item in the table to view the detailed
log information.

You must examine the information on the Threat Hunting dashboard and differentiate normal from
anomalous behavior. For example, based on the image on this slide, you can ask the following questions:

* Is the number of SMTP logs for this time period expected?

* Is the amount of SMTP connections at this hour normal?
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Log Count Chart

» Use the Log Count chart to focus on the logs you must analyze based on a time range
* The details in the SIEM log table auto adjusts to the timeframe you select in this chart

[+]
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The top of the Threat Hunting dashboard shows a chart displaying the total log count during the specified
time range. This section is called the Log Count chart.

You can zoom in and out on the displayed time range by using the scroll wheel of your mouse, or by adjusting
the time bar below the graph. You can adjust the time bar by dragging the start and stop bars on either side of
the selected time range, or by clicking and dragging the entire time range to the left or right. For example, you
could search for suspicious activity occurring outside business hours.

Only logs displayed within the time period visible in the chart are shown in the SIEM log analytics table.
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Threat Hunting Example With FortiAnalyzer

* Has reconnaissance been used to gather victim identity information from the mail server?

 In this example, the analyst uses the log chart to discover an unusual number of SMTP requests
* Analysis shows that the IP address 100.64.1.20 is generating lots of queries within a short time period
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« Further investigation determines that the queries are an external attacker gathering victim identity
information

* Anew incident is created, and the SOC responders can start containment and eradication steps
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This slide illustrates an example of how an analyst can use FortiAnalyzer to perform a threat hunting
procedure.

Based on the MITRE ATT&CK reconnaissance tactic, and the gather victim identity information technique,
establish a question: Has reconnaissance been used to gather victim identity information from the mail
server? This slide shows an example of the threat hunting used in this scenario.

Using the log chart, the analyst finds that an unusual amount of SMTP traffic is being generated, including
outside normal operation hours. By analyzing the details of the SMTP logs, the analyst determines that the IP
address 100.64.1.20 is the main source of this abnormal traffic.

This triggers the creation of a new incident. The SOC team determines that the host is compromised and
initiates the SOC action plan to contain and eradicate this breach.
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|OC (Compromised Hosts)

» The I0OC engine detects end users with suspicious web usage compromises by checking
new and historical logs against IOC signatures

» Uses FortiGuard threat intelligence to provide visibility of emerging threats

* Requires a FortiGuard subscription
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The I0C engine detects end users with suspicious web usage by checking new and historical logs against the
I0C signatures, which are based on a FortiGuard subscription.

The 10C service on FortiAnalyzer uses the FortiGuard database to analyze web filter, DNS, and traffic logs
from FortiGate devices for breach detection. It is updated to provide coverage of emerging threats.

The breach detection engine does not analyze antivirus logs, IPS logs, and so on, because these threats are
already detected or prevented on FortiGate. When a threat match is found, a threat score is assigned to the
end user based on the overall ranking score.

When the check is completed, FortiAnalyzer aggregates all the threat scores of an end user and provides its

verdict on the overall IOC of the end user. The verdict can be one of the following:

+ Infected which indicates a real breach. This means that the breach detection engine found one or many
matches of blocklisted IPs or domain generation algorithms (DGAs) in the web filter logs.

+ Suspicious which indicates a possible breach with varying degrees of confidence.
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Compromised Host IOC Example
FortiView > Threat & Events
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This slide shows an example of an I0C trigger in FortiView. The |IOC engine has determined a real breach,
as indicated by the Infected verdict. The # of Threats column indicates that three different threats are
associated with this hit.

On the 10C FortiView, you can also:

+ Filter the entries by specifying devices or a time period.

+ Acknowledge the IOC. By default, you can view acknowledged IOCs, unless you configure the system to
not show them. You can add a short comment when acknowledging an entry.

* Double-click an entry to drill down and view threat details.

When you double-click the desired entry, more details are displayed, and you can filter the view based on two

categories:

» Blocklist, which indicates items marked as infected after checking the blocklist included in the IOC
database downloaded from FortiGuard. You can verify that this traffic was blocked by clicking Details
under the Security Actions column. If you believe that the IP address or domain listed under the Detect
Pattern column is a valid one, you can report it as misrated by clicking that entry.

» Suspicious, which indicates a match was found in the suspicious list included in the IOC database
downloaded from FortiGuard. In this case, FortiAnalyzer flags the endpoint for further analysis, compares
the flagged log entries with the previous statistics of the endpoint for the same day, and then updates the
score. If the score exceeds the threshold, that endpoint is listed or updated in Compromised Hosts.
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Outbreak Detection Service Overview

» Licensed feature

 Allows customers to receive information about malware outbreaks
* Automatically downloads new event handlers and reports related to the outbreaks

roup : : '
Tl Sy
by @7 O Sy FizRTINET J
°* OUTBREAK ALERTS !

& a0z =

£ Sepl

Y August

[+ Y

@ e Agent Tesla Malware Attack

K May

2 furi New Agent Tesla variant in the wild

L

a TpE A IO NSt 20T I Q IR El- Baaar Iy ageni-lesia-variant-asreac-by-ramechane -dooy Tart

8 rohran CVEs: CWE-20 60802, CVE-2017-11882

K January
0 a0 FortiGuars Labs capturzd a phishing camzaign that spreads 2 now Agent Tesla varant. This well4oow matware ity usss a Mot-bascd
0o Remota Azcass Trojan (RAT) and data stsaler ta ga nindial accase by expciting vulns-ahilites Micosoft Ofics silnerszilitss CVE-2017-17382
0 200 anc CWE-2018-0802. Tre Agent Tesla cora moduls can collect senzitive infarmat on from the vickim s devics that may wchuds the szvec

2020

cradariala, kay cgaing infarmrat 21 and devics 2creanshota.
Agenl Tesh i ils debulin 2012, aed since e, wnervus ievalivng of Wi e e e e iskeassl

F:=RTINET

. N © Fortinet Inc. All Rights Reserved. 40
Training Institute

The FortiAnalyzer Outbreak Detection Service is a licensed feature that allows FortiAnalyzer administrators to
receive and view outbreak alerts, and automatically download related event handlers and reports from
FortiGuard. Outbreak event handlers and reports are created in real time by Fortinet to detect and respond to
emerging outbreaks.

The Outbreak Alerts window displays alerts from Fortinet, which are available on all ADOMs.
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Outbreak Alert Handlers and Reports
* New event handlers are added to the list of * The same is true for the newly
available handlers, and you can use them in downloaded reports

the same way as the rest in the list
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Once downloaded, the new handlers are available under the Event Handler list. The same management and
configuration functions are available for these handlers as the system default and custom handlers. That is,
you can clone them, export them, import them, and so on.

The same is true for the new reports.
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Knowledge Check

1. The I0C engine analyzes new and historical logs against IOC signatures for which
type of hosts?
< A. End users
B. Fabric devices

2. The threat hunting dashboard uses which database?
Y'A. SIEM
B. TIDB
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Lesson Overview

J> Concepts, Definitions, and Incident Handling

/> Events, Event Handlers, and Incidents

J> Threat Hunting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review
v" Describe basic FortiAnalyzer SOC concepts, definitions, and features
Analyze and manage events, and customize event handlers
Analyze and create incidents
Describe the threat hunting workflow
Analyze threat hunting dashboards
Analyze |OC information from compromised hosts
Manage outbreak alerts
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned how to analyze and manage events,

customize event handlers, and analyze and create incidents. You also learned how to perform threat hunting
on FortiAnalyzer, analyze 10C information from compromised hosts, and manage outbreak alerts.
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SOC Automation

2% FortiAnalyzer 7.4

Last Modified: 27 September 2024

In this lesson, you will learn about the automation capabilities of FortiAnalyzer.

FortiAnalyzer integrates playbooks, connectors, and incidents that can be automated, so you can quickly
identify and react to network security threats.
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Lesson Overview

) Playbook Concepts

) Creating Playbooks

) Configuring Connectors

)Managing Playbooks

) Automation Stitches
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In this lesson, you will learn about the topics shown on this slide.

Security Operations 7.4 Analyst Study Guide 127



SOC Automation

DO NOT REPRINT

N -—

|
Playbook Concepts

Objectives

* Describe FortiAnalyzer automation capabilities
* Identify playbook components

» Describe trigger types and properties

* Describe playbook tasks
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the purpose of playbooks and their components, you will be
able to use playbooks effectively.
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Why Automation?

* In general, the benefits of using
automation include:
* Improved productivity
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* In a SOC environment, the benefits of
using playbooks results in:
 Faster incident response time
» Faster data analysis
* Better use of analysts’ time )
- Better compliance management i — ==
+ Consistent security posture
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Automation is critical for security teams who are facing the ever-changing threat landscape. Generally
speaking, automation improves productivity, reduces cost, increases efficiency, and minimizes human errors.
In a SOC environment, these benefits provide, among other results, faster response time, faster data analysis,
better use of analysts' time, better compliance management, and a more consistent security posture.

FortiAnalyzer allows SOC analysts to automate common and repetitive tasks using playbooks. FortiAnalyzer
works with standalone devices, but it is also integrated with the Security Fabric. This integration allows
FortiAnalyzer to communicate with other devices in the Security Fabric to detect security events, and trigger
corrective or preventive actions automatically, by running automated playbooks.

For example, you can create playbooks that automatically generate a report, or instruct the FortiClient EMS
server to quarantine a compromised host, just to mention two use cases. The available actions depend on the
device type. Using devices that are compatible with the Security Fabric allows you to exploit their capabilities
to their full extent.

In this lesson, you will learn more about these capabilities.
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This slide shows an example of a playbook being used to automate tasks.

In this example, all network traffic traverses FortiGate. FortiGate sends all traffic and security logs to
FortiAnalyzer. FortiAnalyzer detects suspicious activity and generates an event. This event triggers the
execution of a playbook in FortiAnalyzer. The playbook sends a request to FortiClient EMS using the
FortiClient EMS connector. FortiClient EMS then applies the corrective or preventive action.
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Playbook Components

* Playbooks are ADOM-specific

Each playbook has only one trigger
» Determines when a playbook executes _

Playbooks have one or more tasks p

GET_EVENTS
Get Events

RUN_REPORT B
Run Report i

CREATE_INCIDENT
Create Incident

EVEMT_TRIGGER -

+ Actions that will take place STARTER -

The actions that can be performed by a
task depends on the connector
+ Different devices (connectors) allow different
actions
Playbooks can be created from built-in
templates or from scratch

* Playbooks are created using an intuitive

playbook designer
* Flow diagrams help you visualize the
workflow
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Playbooks include a starter event (trigger) that determines when a playbook runs, and one or more tasks that
are executed.

After a playbook is triggered, it flows through the existing tasks defined within the playbook designer.

Each task includes the automated action that needs to take place. The available actions depend on the
connector used. Connectors allow tasks to be performed on supported devices.

You can create playbooks from scratch or using predefined templates. Playbooks are available only in the
ADOM where they were created, unless they are exported to a different ADOM.
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Playbook Concepts

» A simple playbook execution sequence
» Tasks run one after another

Playbook is
triggered ‘ Task 1 runs ‘ Task 2 runs ‘ Task 3 runs

* Multiple tasks can be triggered
» Tasks can be sequential, or run in parallel

.- Details of the Details are
A spearphishing A
: event are attached to the report runs
event is detected collected - incident ‘

~ 7

An incident is
created

P
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In the simplest design, a playbook consists of a trigger and a series of tasks that are executed one after the
other. However, playbooks also allow for more complex designs that involve multiple tasks running
simultaneously. Additionally, if needed, the output of one task can be used by the tasks that follow it.

For example, one task can collect specific events and the following task can add those events to an incident.
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Triggers

EVENT_TRIGGER The playbook is run when an event is created that matches the configured
filters
When no filters are set, all events will trigger the playbook

INCIDENT_TRIGGER  The playbook is run when an incident is created that matches the configured
filters
When no filters are set, all incidents will trigger the playbook

ON_SCHEDULE The playbook is run during the configured schedule
You can define the start time, end time, interval type, and interval frequency
for the schedule

ON_DEMAND The playbook is run when it is manually started by an administrator
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Every playbook starts with a trigger that determines when the playbook is executed. Each playbook can
include only one trigger. After a playbook is triggered, it flows through the configured tasks, as defined in the
playbook designer.

The event, incident, and on-schedule triggers are automatic and activates when specific conditions are met.
You can use the on-schedule trigger for manual playbook execution.

Note that playbooks with the ON_SCHEDULE trigger can also be executed manually. This allows you to test
them outside of their configured timeframe.
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Triggers (Contd)

* Use more than one condition to
limit playbook execution

* Apply logic to determine when and
how conditions trigger events

* Apply AND logic to enforce the rule
that all conditions must match

» Apply OR logic to enforce the rule that
any conditions must match
* ON_SCHEDULE triggers
parameters are all based on
timeframes

+ ON_DEMAND triggers have no
extra configurable parameters
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The trigger type determines the options you can configure to control when the playbook will run. For example,
you can configure an event trigger to run only when FortiAnalyzer detects an event with a particular event

handler.

When configuring multiple conditions for a trigger, you can specify whether all conditions must match or any

one condition must match.
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Tasks

» Tasks are actions that are
executed when the playbook runs

* Available actions depend on the
connector

* Chain one task to another task to
execute a sequence of actions

* The output of a task can be used
as an input for the next task in the
sequence
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Tasks are actions that are executed when the playbook runs. Each trigger event can start the execution of one
or more tasks, and each task can perform one action.

You can also configure tasks so that the output of one task is used as an input by another task in sequence.
For example, you can create a task to retrieve some data, and then provide that data to the next task for

report generation.

When adding a new task, you must choose a relevant connector before you can select an action. On this
slide, the actions associated with the local connector are shown. The available actions will vary depending on

the connector type that you select.

You can configure tasks to use the default preconfigured values, or take inputs from the trigger or from
preceding tasks. You must configure automation rules on FortiGate before you can see the list of available

actions on FortiOS connectors.
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Knowledge Check

1. Which trigger type must you use to manually run a playbook?
A. Event_Trigger
+'B. On_Demand

2. Which playbook element determines the available actions a task can perform?
< A. Connectors
B. Trigger type
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Lesson Progress

?,7} Playbook Concepts

) Creating Playbooks

) Configuring Connectors

)Managing Playbooks

) Automation Stitches
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Good job! You now understand playbook concepts.

Now, you will learn how to create playbooks on FortiAnalyzer.
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Creating Playbooks

Objectives

» Create new playbooks from a template
» Customize playbook settings

» Create new playbooks from scratch

* Use variables in tasks

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in automating tasks with playbooks, you will be able to increase the efficiency
of your organization’s SOC operations.
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Creating Playbooks From a Template

 FortiAnalyzer includes several playbook templates
* You can customize the playbooks created from these templates to fit your needs

Attach Endpeint Vulnerability list to incident
_ Playbiock Lo collect Tthe list ol endpoint valnerabililies from logs and altzch o incdenl.

Summary  Connectors [REEN LI [laybook Monitor Compromised Host Incident ) i
Playbock to create incident on FortiAnalyzer for detected compromised hosts by leC feature.
+ Create New [|| ® Run | | [# Edit | | af Delete | | € Enable Critical Intrusion Incident
Playbiock Lo creste incident an ForliAnalyeer for dedected crilical inlrosions by [PS
[0 | Name =

5 Enrich Incident with Process Lisl
< . Playbock to get running processes on endpoint by CMS connector and attach to incident.
(O  Incident Trigger ¥ get EP peint by M5

Enrich Incident with Software Invento
[0  Sample Playbook Q v

Playbock to get software inventory from endpeint by EMS Connector and attach to incident.

Corich Incident with Vuloerability List
Playbock to collect the list of endpaint vulmerasilities from logs and attach toincident.

Cuarantine Endpoint by EMS
Flaybock to quarantine endpoint by EMS connector

Quiarantine Endpoint by ForiDs
5 Playbock Lo guaranline endpainl by FOS connecior providing MAC address or ForliClient UID
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FortiAnalyzer includes several playbook templates that SOC analysts can customize. You can use the
templates to perform tasks such as:

* Investigate compromised host incidents and critical intrusion incidents.

» Enrich data for assets and identity, and for hosts under investigation.

* Block command-and-control (C&C) IP addresses.

* Quarantine and run antivirus scans on endpoints.
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Customizing Playbook Settings

* A new playbook created from a template is preloaded with all required components
* You can remove or customize tasks to meet your needs

Note: A report with auto- | s .
cache and extended log [ RUN_REPORT [ & __J_..h ATTJ\CH_D,’\T;\_TQ_|NC|[F—f_l.@
—

filtering enabled must be Run Regort Attach Report to Incident
created before you can
useitin a task

I— CET_EVENTS [ ATTACH_DATA_TO_INCIDENT
Gel Evenls .
f—— Attach Event to Incident

EVENT_TRIGGER | o—
STARTER

1P CREATE_INCIDENT

[

Create Incident
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After you select a playbook template, the playbook designer is displayed with a preconfigured trigger and one
or more tasks. The preconfigured trigger and tasks will be different, based on the template you select. You
can configure, add, or remove tasks to customize the playbook.

This slide shows an example of a playbook that will:

* Run when the specified event or events are generated.

» Create a new incident.

» Retrieve the list of events specified in the task filter and add them to the incident.
* Run a report and attach it to the incident.

After this playbook runs, the incident will include relevant information that the analyst can use during an

incident investigation. Note that before configuring a task to run a report, you must verify that the report exists,
and that the auto-cache and extended log filtering settings are enabled.
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Customizing Playbook Settings (Contd)
Fabric View > Automation > Playbook

Spear_Phishing_Attachment_Playbook

Mame

Description Playbook to detect spearphishing attacks

Enabled [ o}

L
EVENT nggg [ EVENT_TRIGGER
STARTER STARTER

@

By default, every new playbook you create from a template is preconfigured with a generic name and time
stamp. This can make them difficult to distinguish, so it's highly recommended that you edit the names and

descriptions of new playbooks to something easily recognizable.

CREATC_IMCIDENT &
Create Incident

© Fortinet Inc. All Rights Reserved. 16

F:ERTINET
Training Institute

To add new tasks, click and drag the connector tabs attached to the current tasks or the trigger. This creates
an empty task that you can configure. To connect tasks to each other or to the trigger, click and drag a

connector tab onto another connector tab.
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Creating a New Playbook From Scratch

Chinee from Playhook Tenplales

Mew Playhook created from scratch
E Custom build playbook to get started

5 Attach Cndpoiht Vulnerability list to incident

Playhbock (o ooflect the list of endpoint vwalnera:

v

I Add 2 Trigger to start the playhnok

INCIDENT_TRIGGER
Ok _SCHEDULE
OM_DEMAMND

D Servererror: FAZ is parsing the recent created playbook: 301F3fc?-7831. Please wait for about 5 minutes

amn
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n

If none of the templates fits your needs, you can always create a playbook from scratch.

First, you must select a trigger. For some triggers, you can add filters to make sure that the playbook runs

only if a specified condition is matched.

You must configure a task or multiple tasks that you want to execute. You can also configure filters to limit the
action scope which will reduce unnecessary data processing. For example, when you configure a task to
retrieve events, configure a filter to retrieve events generated by a specific event handler, or events with a

specific severity.

Also, keep in mind that after you create a new playbook, FortiAnalyzer needs a few minutes to parse it. If you
try to run a newly created playbook configured with an on-demand trigger before it is parsed, FortiAnalyzer

generates an error message as shown on this slide.
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Variables

* You can use output variables and trigger variables in playbook tasks

* Output variables: Output of previous task is the input of current task
¢ Format: ${task id.output}
* Previous task ID required

« Trigger variables: Use some of the information from the trigger to filter the action in the
task
* Format: ${trigger.variable}

Mame Allach Dala
INCIDENT_TRIGGLR
STARTER Description Allach Data
l Local Connector
RUN RERORT B This cxnnector is aulo selected. You mosl click 50K and sa
Fun Repart selection,
Aftach Data to Incident
HEE . "."."."E /hcidcn:IDﬂ Playhoock Slarler » incident_id
New Task 7/
Altachinent @ Run Report report_uuid

SEREREEE LR LR EEEEEEEEE (placeholder_714125af_c997 427c s
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You can use variables when configuring tasks. There are two types of playbook variables: output variables
and trigger variables.

Use output variables to take the output from a preceding task as an input for the current task. An output
variable consists of the task ID, followed by the task output, as shown on this slide.

The example shown on this slide shows a task configured to use a report as an input from a preceding task to
update an incident.

Use trigger variables to take information from the trigger step of a playbook configured with an event or

incident trigger. For example, a playbook configured with a report action requires filtering based on an
endpoint IP address. You can retrieve this information from the triggering event using a trigger variable.
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Knowledge Check

1. Which type of variable takes the output of a preceding task as the input of a current
task?
A. Trigger variable

+'B. Output variable
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Lesson Progress

273 Playbook Concepts

?J> Creating Playbooks

) Configuring Connectors

)Managing Playbooks

) Automation Stitches
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Good job! You now understand how to create playbooks.

Now, you will learn about configuring connectors.
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Configuring Connectors

Objectives

» Describe connector types
» Configure connector actions
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in connectors, you will understand how FortiAnalyzer uses connectors in
conjunction with playbooks to automate actions to be performed on other Fortinet devices.
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Connectors

 Allow playbooks to interact with devices
in the Security Fabric and other
standalone devices

* Determine which actions can be
performed by playbook tasks

» The local connector does not need any
additional configuration
+ All other connector types must be configured

* The connector status icon is colour
coded:
» Green: connection successful
* Black: connection unknown
* Red: connection down
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Connectors determine which automated actions playbooks can perform. Each connector type supports

different actions.

You can quickly determine the API connection status of a connector, which is indicated by a colored status

icon.

By default, you can use the local connector in playbooks without any additional configuration. All other

connectors require additional configuration.

For example, the FortiOS connector is listed as soon as you add the first FortiGate device to FortiAnalyzer.
However, to see the actions related to that FortiOS connector, you must enable an automation rule using an
incoming webhook call trigger on the FortiGate device.
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Connector Types
» Two types of connectors _
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On FortiAnalyzer, there are two types of connectors that you can configure on the Fabric Connectors page:
Security Fabric and IT service management (ITSM)

Security Fabric connectors include FortiClient EMS, FortiMail, and FortiCASB connectors.
ITSM connectors include connecting to third-party service management or ticketing software such as Service

Now, Slack, MS Teams, and so on. FortiAnalyzer also supports a generic connector type to facilitate
integration with additional third-party ticketing software.
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Connector Actions

« Connector actions are automated
« Each connector has its own set of actions
* Connector actions are predefined
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Each connector has its own set of predefined actions. These actions are automated and are performed in

playbooks.

An example of when you might use a connector action in your network is to have a FortiClient EMS connector
regularly retrieve a list of endpoints or perform quarantine actions on compromised endpoints.

All connector actions are predefined and cannot be modified.
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This slide shows an example of a playbook using the FortiClient EMS connector.

FortiAnalyzer has generated an event indicating that a host is infected after downloading a malicious file. The
analyst has configured a playbook with a FortiClient EMS connector to quarantine infected hosts.

The analyst performs the following actions:
1) Manually run the playbook because it is configured for an on-demand trigger.

2) Input the FortiClient host details, including endpoint number, FortiClient UID, FortiClient site, and an
existing incident ID.

The playbook automates the following actions:

1) Execute a quarantine task on the infected host using the FortiClient EMS connector, and attach all related
data to the incident.

2) Quarantine the host so the malicious file cannot move laterally and infect other hosts in the network.
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Knowledge Check

1. Which connector requires additional configuration?
JA. FortiOS connector
B. Local connector

2. Which connector type allows integration with third-party ticketing applications?
A. Security Fabric
B ITSM
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Lesson Progress

Z;/) Playbook Concepts

27) Creating Playbooks

6} Configuring Connectors

)Managing Playbooks

) Automation Stitches
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Good job! You now know how to configure connectors.

Now, you will learn about managing playbooks and connectors on FortiAnalyzer.
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Managing Playbooks

Objectives

* Monitor playbooks
* Export and import playbooks
* Review the mock threat report
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in monitoring playbooks, you will be able to identify whether all automated
tasks ran successfully. You will also be able to export playbooks to another ADOM or device.
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+ To see the playbook execution logs, click Details and then View Log
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When you troubleshoot playbooks, you must review the logs. Details about the execution of a playbook are
available in the associated log.

In the playbook monitor, all playbook jobs that include one or more failed tasks are assigned a failed status. A
failed status, however, does not mean that all tasks in the playbook failed. Other task actions in the playbook
may execute successfully.

In the example shown on this slide, the spearphishing attachment playbook has three configured tasks, two of
which failed to run—incident spearphishing and attach data to incident. Therefore, the playbook job is
considered to have failed.
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Monitoring Playbooks (Contd)
‘Fabric View > Automation > Playbook Monitor

| 2 lletrash IE‘v‘ie'.'.u Faw Log I Search...

[ | TaskID < Task = Start Time + End Time = Status =
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[2024-03-13T06:31:05.246-0700] {taskinstance.py:1937} ERROR - Task failed with
exception

Traceback (most recent call last):

File "/driveO/private/airflow/plugins/incident operator.py", line 218, in execute
self.epid = int(self.epid)

AAAAAAANAAANNAA

ValueError: invalid literal for int() with base 10: '100.64.1.20"'

[2024-03-13T06:31:05.331-0700] {standard task runner.py:104} ERROR - Failed to
execute job 417 for task placeholder 00f4d7fl1 fac5 4354 a60a 3127a6bc5cc?

- B (invalid
literal for int() with base 10: '100.64.1.20'; 1851)
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To determine where exactly the task execution failed, you must view the raw logs.

The example on this slide shows the raw logs for the incident spearphishing task. The raw logs indicate that
the task is expecting an integer value input for the epid variable but received a Base 10 IP address instead.
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Playbooks are defined per ADOM. If you want to use an existing playbook in a different ADOM or a different
FortiAnalyzer device, you must export the playbook.

To export a playbook, right-click the playbook, and then click Export. You can export more than one playbook
at a same time by selecting multiple playbooks.

When exporting a playbook, you can choose to export the connectors. Connectors required to run the
playbook will be included in the exported file. This will preserve the connector configuration with the playbook
configuration.

You can export the playbook in two formats: plain text JSON or zipped base 64 encoded JSON. If you want a
human-readable file, then you must choose the text version during the export process.
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Importing Playbooks
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* Import a previously exported playbook on the destination ADOM or device
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To import a playbook, right-click anywhere on the playbook dashboard, and then click Import.

If the imported playbook has the same name as an existing playbook, to avoid conflicts, FortiAnalyzer will
append a timestamp to the imported playbook name.

Playbooks are imported with the status they had (enabled or disabled) when they were exported. Playbooks

with automatic triggers (incident or event) should be exported while they are disabled, to prevent the playbook

from unintentionally running after import.
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Playbooks Dashboard

» This dashboard tracks all playbooks executed in the last seven days
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The playbook dashboard shows the number of playbooks executed, which playbooks have executed,
playbook actions executed, and any trends in the total executed playbooks and actions.

This dashboard shows all the playbooks that have been executed in the last seven days, including their
names, and the total number of actions performed. This information gives you an idea of how much time has
been saved by automating tasks.

In the example shown on this slide, 2388 playbooks have been executed. However, 10,730 actions have been
taken. This shows that one or more of the playbooks listed have more than one action configured. The image
also shows the names of the most frequently executed playbooks. It is the responsibility of the SOC analyst to
ensure playbooks are correctly configured so they run only when required.
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Use Case—Healthcare Sector

Your organization is a hospital targeted by cybercriminals through a phishing attack to ransom private
data

Threat: Potential breach exposing thousands of patients’ data and
putting patients at risk.

Our goal: Automate actions using playbooks and connectors on
FortiAnalyzer

Domain: Enterprise

Attacker: Group ABC
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In the healthcare sector story from Lesson 1—SOC Concepts and Security Frameworks, the blue team
prepares to automate their actions using playbooks and connectors on FortiAnalyzer.
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Blue Team Plan of Action—Automation

» Configure playbooks to run because of the following detection events:
» Probing attacks that target email systems in search of valid email accounts
» Spearphishing emails with attached malicious Microsoft Office macro-enabled files

+ Configure the FortiClient EMS connector and playbooks to automate the following tasks:
+ Retrieve a list of all endpoints with FortiClient site and UUID information
* Quarantine identified compromised host (containment)
* Release sanitized host from quarantine (recovery)
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Using their knowledge of playbooks on FortiAnalyzer, the blue team configures playbooks to run when an
event handler triggers by identifying probing attacks by Group ABC. The probing attack targets email systems
in search of valid email accounts. The blue team also configures playbooks to automatically run when an
event is created after detecting spearphishing emails that contain an attached malicious Microsoft Office
macro-enabled file. These playbooks create incidents that can be used to track and follow the investigation
into these attacks. The playbooks also attach data from events created by the corresponding event handlers
to these incidents for easy access.

The blue team uses their knowledge of connectors on FortiAnalyzer to configure the FortiClient EMS
connector. This automatically creates several playbooks, one of which the blue team uses to retrieve a list of
all endpoints that include important data such as the FortiClient site and FortiClient UUID, which are updated
in the FortiAnalyzer Asset Identity Center. The blue team also configures a playbook to use in the containment
phase of incident handling. The containment phase playbook quarantines the identified compromised host
following an investigation into the malicious file download. Finally, the blue team configures a playbook to use
in the recovery phase of incident handling. The recovery playbook releases the sanitized host from
quarantine.
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Blue Team Plan of Action—Playbooks
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This slide shows all the playbooks that the blue team configures in response to the threat report about the
Group ABC attack. These include a playbook that will run if FortiAnalyzer detects a reconnaissance tactic

Security Operations 7.4 Analyst Study Guide

attempting to gather victim identity information through SMTP enumeration, as well a playbook that will trigger
if FortiAnalyzer detects a spearphishing event. The list of playbooks also include quarantine and unquarantine
playbooks that FortiAnalyzer will run using the FortiClient EMS connector during the containment and
recovery phases of incident handling.

The slide shows an example of the blue team’s spearphishing attack playbook.
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Blue Team Plan of Action—Playbooks (Cont)
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This slide shows all the playbooks that were run on FortiAnalyzer during the Group ABC attack. This includes
playbooks that were run to identify the SMTP enumeration attempts to gather victim identity information. A

playbook was also run when a spearphishing attachment was detected by FortiSandbox.

The slide also shows the quarantine and unquarantine playbooks that were run using the FortiClient EMS
connector to quarantine the infected host and then later to remove the sanitized host from quarantine.

It also includes the incident that was automatically generated when the spearphishing playbook was run to
monitor the attack. The incident audit history shows the timeline of every action that was performed on this

incident.
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Knowledge Check

1. Which two playbook export formats are supported?
Y'A. JSON, ZIP
B. CSV, YAML

2. When exporting playbooks, which connector configuration can you also export?
A. Local connector
B. FortiClient EMS connector
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Lesson Progress

2,7) Playbook Concepts
?i} Creating Playbooks

@3 Configuring Connectors
(jManaging Playbooks

) Automation Stitches
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Congratulations! You have completed this lesson.

Now, you will learn about automation stitches between FortiAnalyzer and FortiGate.
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I
Automation Stitches

Objectives

* Describe FortiAnalyzer and FortiGate automation stitches
» Configure an automation stitch
* Configure an event handler with an automation stitch enabled
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the purpose of playbooks and their components, you will be
able to configure automation stitches between FortiAnalyzer and FortiGate.
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FortiAnalyzer and FortiGate Automation Stitch

* FortiAnalyzer can activate an automation stitch on authorized FortiGate devices

* An event handler must have the automation stitch option enabled
 This allows FortiGate to detect the event handler from a list of potential triggers

Training Institute
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When a handler with automation stitch enabled generates an event, FortiAnalyzer sends a notification to the

FortiGate automation framework. If an automation stitch is configured on FortiGate, the notification triggers
the related automation stitch and activates an action in response. For example, FortiGate could send a
custom email notification, execute a CLI script, and/or perform a system action in response to the trigger.

By default, there are two basic event handlers, Default-Botnet-Communication-Detection and Default-FFW-
Botnet-Communication-Detection, that have an automation stitch enabled.

You can also enable automation stitches for any custom event handler.
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FortiAnalyzer and FortiGate Automation Stitch (Contd)

FortiAnalyzer Event Handler
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An automation stitch consists of two parts: the trigger and the action or actions. The trigger is the condition or

event that activates the action, such as a FortiAnalyzer event handler that generates an event. The action is

what FortiGate does in response to the trigger. Automation stitches are configured on the Security Fabric root

FortiGate.

While FortiGate can run automation stitches without having FortiAnalyzer in the topology, the advantages of

having FortiAnalyzer in the workflow include:

» Scalability: The configured event handlers can apply to all authorized FortiGate devices, or you can use
data selectors to narrow the selection.

» Granularity: You have finer control of which logs generate an event.

» Centralized SOC view: You can create events and incidents on FortiAnalyzer in addition to using its event
correlation and reporting capabilities.

* Playbooks: You can perform more actions on FortiAnalyzer, such as automatically creating an incident if
an event matches your conditions.

There are many other types of triggers available on FortiGate. However, in this course you will focus only on

FortiAnalyzer event handlers as the automation trigger.
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The example on this slide shows the configuration on FortiAnalyzer of an automation stitch integration with
FortiGate. The automation stitch triggers an IP ban of the source machine on the FortiGate device that the
security event occurs on, or, if the FortiGate is in a Security Fabric, you can choose on which devices in the
Security Fabric the stitch will trigger.

First, you must create an event handler and enable the automation stitch option. You must then define a rule
for that event handler that specifies which logs generate an event. In this case, the generic text filter is
specifying the category description as social networking. If you are unsure about the log field, you can
generate a log event, and then view the raw logs under Log View to see the names of the field and the

associated properties.
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FortiAnalyzer and FortiGate Automation Stitch (Contd)

 This slide shows the FortiGate configuration
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FortiGate# diagnose user banned-ip list
src-ip-addr created expires cause
10.200.3.219 Sun Aug 18 14:20:01 2024 indefinite Administrative
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On FortiGate, you must create a trigger that references the created event handler. Next, you must specify the
action or actions that you want to occur when the trigger happens. Finally, you must create the automation
stitch by combining the trigger and action. In the example shown on this slide, the IP Ban action is a default

action in FortiOS.

If there is more than one action in an automation stitch, FortiGate can perform them in sequence or in parallel.
In sequential execution, actions will execute one after another, with an optional delay between each action.
However, if any action in the chain fails, the entire chain stops. In parallel execution, all actions will execute
simultaneously when the automation stitch is triggered. Note that in parallel execution, log action parameters
(such as %%Ilog%% or %%results%%) cannot be used because there is no subsequent action to pass this
information to. In the example shown on this slide, since there is only one action, the sequential or parallel

setting has the same effect.

In the example shown on this slide, the following workflow occurs:
1. The client with the IP address of 10.200.3.219 tries to access facebook.com and FortiGate blocks it

because of a web filter violation.

2. On FortiAnalyzer, the Web Filter IP Ban event handler is triggered. This event handler has the automation

stitch option enabled.

3. On FortiGate, an automation stitch has that event handler configured as a trigger, and one configured
action to ban the offending client. As a result, you can see that the device is banned indefinitely.

Note that unlike the FortiClient EMS quarantine depicted earlier, which is a host-level block, this configuration
is blocking at a network level. This means that the host is banned only for traffic traversing FortiGate. In
contrast, the host-level block restricts all network activity on the compromised host.
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Knowledge Check

1. How many triggers and actions can each automation stitch support?
A. One trigger and one action
+ B. One trigger and multiple actions
C. Multiple triggers and multiple actions
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Lesson Progress

2,7) Playbook Concepts
?i} Creating Playbooks

@ﬁﬂ Configuring Connectors
(:;}/Managing Playbooks
(J%utomation Stitches
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Identify playbook components

Describe trigger types and their properties

Create and customize playbooks from a template

Create new playbooks from scratch

Use variables in tasks

Configure connector actions

Monitor playbooks

Export and import playbooks

Describe FortiAnalyzer and FortiGate automation stitches
Configure an automation stitch

Configure an event handler with an automation stitch enabled
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you leaned how to configure and use playbooks effectively

to automate tasks on FortiAnalyzer. You also learned how to use connectors along with playbooks to send
actions to other Fortinet devices and third-party applications.
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In this lesson, you will learn what constitutes the attack surface, and about common vectors that threat actors
use against organizations. You will also learn how to capture traffic and perform basic traffic analysis on
FortiAnalyzer, FortiGate, and endpoints.
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Lesson Overview

> The Attack Surface

> Attack Vectors

> Reviewing Traffic Flows
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In this lesson, you will learn about the topics shown on this slide.
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The Attack Surface
I
Objectives

» Describe the attack surface
* Describe how to identify the attack surface
» Describe how to reduce the attack surface
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of the attack surface of an organization, you will be able to
identify potential weaknesses in your organization. You will also be able to reduce the attack surface by
implementing defensive mechanisms.
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The Attack Surface—Introduction

» The attack surface encompasses
all potential attack vectors that
unauthorized users can exploit

“ within an organization
* It is split into the digital and

A physical surfaces
Attack Vectors

Threat Actor

— l e

The Digital Surface & The Physical Surface

The Attack Surface
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The attack surface is the number of all possible points, or attack vectors, where an unauthorized user can
access a system and extract data. The larger the attack surface, the harder it is to protect your organization.

The attack surface and attack vectors are different but related concepts. An attack vector is the method a
cybercriminal uses to gain unauthorized access or breach a user's accounts or an organization's systems. On
the other hand, the attack surface is the space that the cybercriminal attacks or breaches.

The size of the attack surface is not static. For example, if new vulnerabilities are discovered on any of the
assets in an organization, the surface expands. As a result, it is imperative that a SOC remains vigilant in
examining its attack surface, even if there are no discovered weaknesses at a point in time.

The attack surface is split into two categories: digital and physical.
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Digital and Physical Attack Surfaces

. Digta | Physical

Definition: Definition:
+ Encompasses all the hardware and software that + Encompasses all devices that an attacker can
connect to an organization’s network gain physical access to

Applications and code Desktop computers
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@@@ IP addresses and ports Laptops
@ Servers (such as web, database, email) Hard drives

Mobile phones
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) Shadow IT USB drives
) VPN endpoints Discarded hardware
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The digital attack surface encompasses all the hardware and software that connect to an organization’s
network. These include applications, code, ports, servers, and websites, as well as shadow IT, which sees
users bypass IT to use unauthorized applications or devices, often for the sake of convenience. An attacker
can exploit the attack surface, for example, by exploiting vulnerabilities, phishing for sensitive information, or
sending malware to unsuspecting users.

The physical attack surface comprises all devices that an attacker can steal or gain physical access to, in
order to perform malicious activities. Examples include, but are not limited to, desktop computers, hard drives,
laptops, mobile phones, and USB drives. The physical attack surface also includes improperly discarded
hardware that contains user data and login credentials, users writing passwords on paper, and physical break-
ins.
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|dentifying the Attack Surface

* To determine your network’s attack surface, you must have a complete picture of all the
assets

* You can use an IT asset management software to track your assets, including:
* Hardware
» Software
* |P addressing
* Location
* Licensing
« Configurations
» Patching
+ Lifecycle (end of support & end of life)
* Inventory (asset tagging)
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To determine your network’s attack surface, you must have a complete picture of all the assets in your
organization. Every device that is unaccounted for is a potential security risk.

You can use IT asset management software to help track all of your assets:

» Hardware: desktop computers, laptops, servers, network devices, and peripherals

+ Software: installed applications, virtualization, security software, and running services
» |P Addressing: allocation and management of IP addresses

» Location: physical location of assets within the organization, or the hosting data center
» Licensing: software licenses and compliance status

» Configurations: device and software configuration details

+ Patching: status of patches and updates applied to devices

+ Lifecycle: end-of-support and end-of-life dates for assets

» Inventory: comprehensive inventory management of all IT assets
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Reducing the Physical Attack Surface

* Restrict physical access to the building as much as possible
 Limit employee access to only what they need
« Employees should never hold open a door to a restricted area—prevents tailgating

* Do not allow visitors in working areas
 Instead, have public areas and meeting spaces that are open to visitors

» Limit the use of removable media

+ USB drives, for example, can be used maliciously in many ways, such as exfiltrating data or installing
malware

+ Employees may be baited into plugging in malicious devices

» Guard devices
» Allow access to recycling areas only to authorized people
* Thoroughly destroy discarded hard drives
+ Users should always lock their device before they leave their desk
+ Store unattended devices securely
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The physical attack surface ranges from physical buildings, to organization devices, to access cards. As a
SOC analyst, you must be aware of the digital attack surface, which may receive more attention, but you also
must be aware of the physical attack surface. Physical breaches can lead to significant cybersecurity risks.
You can mitigate many risks to the physical attack surface using common sense, but failure to adhere to these
guidelines can lead to catastrophic consequences.

+ Restrict physical access to working areas. Employees must use their own access cards to enter restricted
areas to prevent tailgating, by which an unauthorized person closely follows someone with legitimate
access. Accurate accounting of who accessed which area at a specific time is essential for investigations if
a security incident occurs. Allow visitors access only to public areas. Furthermore, use cameras to provide
video evidence of building access.

» Restrict or ban removable media, such as USB drives. Attackers may bait users into inserting USB drives
by labeling them with phrases such as “performance reviews”, “urgent attention needed”, or “financial
reports.” You can use endpoint security, such as FortiClient EMS, to monitor or block removable media.

You can send log entries to FortiAnalyzer for further investigation and incident handling.

+ Store laptops securely, even when in the office. Employees are responsible for their assigned work
devices, such as laptops and mobile phones, at all times, including after work hours. Even if a user's
password is secure, or they use multifactor authentication (MFA), an attacker can exploit a workstation if
the user does not lock it when they leave. Destroy discarded devices and hardware before sending them to
a restricted area for recycling. A hard drive that can have its data recovered is a significant risk.
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Reducing the Digital Attack Surface

» Servers and network equipment are usually stored and racked in data centers with stricter access
* They are generally more secure; they should be in a more secure location

+ As such, you can consider them part of the digital attack surface, since an attacker is less likely able to
infiltrate data centers

* Remove unnecessary devices or services

» Segment the network
* Macrosegmentation: Isolate different networks and VLANs from one another
* Microsegmentation: Isolate the workloads of individual applications

* Fine-tune the level of access given to users and devices
* Implement a zero-trust model

* Review logs and security events and incidents to find abnormal behavior
» Conduct SOC blue, red, and purple team exercises regularly
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To reduce your organization’s digital attack surface, you can follow some best practices:
+ Audit assets: Review your up-to-date list of all digital assets in the organization.

* Remove unnecessary devices and services: Consider whether all existing assets must be in production.
Some devices and software may be legacy assets that are no longer actively managed.

+ Segment: Divide the network using macrosegmentation and microsegmentation. With macrosegmentation,
you can isolate broadcast domains and implement different levels of security based on the network and
VLANSs a device belongs to. For example, you can have a “Guest” network with limited access, whereas
the “IT” network can access critical devices such as the “Server” network. With microsegmentation, you
can further segment based on workloads of individual applications. For example, you can use FortiNAC to
profile each device on or joining the network and assign a role.

» Define trust: Control and monitor the access of users and devices. Apply the principle of least privilege
required for employees to fulfill their roles. Furthermore, you can adopt a zero-trust security model, which
assumes that trust is fransient. A device that is trusted now may become infected. As a result, you must
monitor devices continuously in case a new assignment, such as quarantining, is required.

» Review logs and security events and incidents: Find traffic that has deviated from established baselines.
You should also set up automated processes, such as event handlers on FortiAnalyzers, that create
security events and incidents for interesting traffic, such as RDP connections to your domain controller.

» Test your security: Conduct regular SOC exercises to probe, identify, and improve the organization’s
security posture.
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Knowledge Check

1. Which attack surface do USB drives belong to?
<A. Physical
B. Digital

2. What is the definition of shadow IT?
Y"A. Unauthorized devices and applications implemented by users.
B. Legacy devices and applications that are no longer actively managed.
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Good job! You now understand the attack surface.

Now, you will learn about attack vectors.
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Attack Vectors
I
Objectives

* Describe common attack vectors
* Describe security best practices against attack vectors
* Describe defenses against attack vectors
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After completing this section, you should be able to achieve the objectives shown on this slide.

Attack vectors are the possible avenues that attackers use to gain unauthorized access to a network or
system. From there, the attacker tries to achieve their goal, whether it is to steal information or adversely
affect your organization. Understanding these vectors is crucial for building effective defense strategies and
mitigating risks.
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Attack Vectors Introduction

* As a SOC analyst, you should be able to identify attack vectors and formulate plans to
defend them

* You can advise management with an action plan

* Attackers may follow a standard flow like the Cyber Kill Chain, or their steps can vary
like the MITRE ATT&CK framework

+ Attackers may have a specific goal in mind, which is dependent on the nature of the
organization’s business

F:=RTINET

cH ! © Fortinet Inc. All Rights Reserved 12
Training Institute

As a SOC analyst, one of your responsibilities is to identify potential attack vectors and devise strategies with
management to defend against them. This involves continuous monitoring of network activity, reviewing logs,
analyzing security incidents, and staying current on emerging threats. By understanding the various ways
attackers can infiltrate systems, you can implement proactive measures to mitigate risks and protect the
organization’s assets.

It is important to note that not all attacks follow the same rigid pattern, as discussed in Lesson 1 — SOC
Concepts and Security Frameworks. An attacker may opt to perform fewer or additional steps than those
included in the Cyber Kill Chain model, instead executing more minute, flexible tactics, techniques, and
procedures (TTPs) as described in the MITRE ATT&CK framework.

Therefore, it is crucial that you have an understanding of the individual attack vectors in this section, and how
they fit into the overall scheme of a potential attack.
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When an attacker plans an attack, one of the most logical starting points is to gather information about the
individual or organization they want to target.

There are two main categories of reconnaissance: passive and active.
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* Your personal information can be used to
spearphish or impersonate you, and access
work resources
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Passive reconnaissance involves a threat actor gathering information on a target for a potential attack. Users
with a larger digital footprint are more vulnerable because more of their private information is exposed.
Examples of where you may have inadvertently provided key information include:

* Your resume is uploaded to a career development website. It may contain your email address, telephone
number, and home address.

* Your social media profiles include details of where you have traveled to (business or personal).

* Your face and voice have been on streams or online videos.

* Your work or personal experiences are discussed online and searchable.

* Your private data was part of a data leak, which could be the fault of a third-party, such as a business you
used your credit card to purchase goods from.

* Your company website contains contact information such as email addresses, telephone numbers, and
locations.

There are some potential consequences for having your information publicly available:

» Financial institutions use personal information to validate your identity and an imposter can exploit that.
Spearphishing targeting you is more believable because it contains your personal information.

A threat actor can impersonate you and target your associates using your likeness.

* Your credentials (username and password) are exposed in a data leak.

To mitigate the risks of passive reconnaissance, you must educate your employees to limit what they share
online, refrain from discussing work or sharing photos of the workplace on public websites, and update their
passwords frequently.
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Active reconnaissance involves a threat actor performing actions on a target to gather information. As a result,

the attacker may leave behind more evidence. Many of these activities are more effective when an attacker
has already gained entry to a network. However, they can conduct some of the reconnaissance from the
internet through public-facing assets, such as a web server. Some actions that an attacker may conduct on
your network include:

» [P addresses scanning: Discover active IP addresses in the target network. The attacker can identify live
hosts on the network, and then see which services are enabled on them.

» Ports and services scanning: Identify which services and applications are running on open ports. The
attacker is probing to see accessible network services and potential entry points, for example, testing to
see if SSH is enabled on a device.

* MAC address discovery: Collect MAC addresses of devices on the network. A lookup of the
organizationally unique identifier (OUI), which consists of the first six digits of a MAC address, tells you
which vendor the device belongs to.

* Domain information: Perform DNS lookups to map domain names to IP addresses, discover subdomains,

and attempt DNS zone transfers for detailed domain information.

» Active Directory (AD) Tree: Enumerate AD users, groups, and organizational units to understand user
privileges and organizational structure.

After gathering information, the attacker can proceed to further attack phases, such as lateral movement to
hosts with more access, and intercepting traffic through spoofing.
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Social Engineering

» Refers to a range of attacks that manipulate users, including:
+ Baiting
» Scareware
* Phishing
* Pretexting
+ Tailgating

* The victims are fooled into performing dangerous actions

* Information gathered from reconnaissance can make the attacker seem more
trustworthy
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Social engineering attacks are based on manipulating users into performing malicious activities or divulging
sensitive information. Attackers can present themselves as trustworthy by providing information that should be
private. These attackers may prey on the users’ sense of urgency, fear, curiosity, greed, or other emotions.
Some social engineering attacks include:

+ Baiting: enticing users with the prospect of a reward. For example, there could be an offer to redeem a free
meal, or a USB drive labeled with ‘Performance Reviews.’

» Scareware: scaring users into thinking their system is infected, and offering a solution that is malicious.

» Phishing: fooling users into clicking on something by creating a sense of urgency or appealing to their
curiosity. Phishing could be targeted (known as spearphishing) and could also be in audio form (voice
phishing).

» Pretexting: pretending to be a trusted source and getting the users to divulge sensitive information.

+ Tailgating: entering an area that you are not authorized to be in. Attackers can clandestinely follow an
authorized person who is unaware they are being followed. Or, they can present themselves as friendly
and trustworthy, in the hopes of having the door held open for them.

Even though social engineering attempts may contain obvious spelling errors, grammatical mistakes, and
illogical schemes, not all attempts are obvious scams: Some are well-crafted and hard to spot. In all of these
social engineering methods, the more research the threat actor conducts before the attack, the more
believable they can be. You should conduct periodic social engineering tests on internal users to see if they
fall for them. Users must be educated on cybersecurity best practices. Because personnel may change as
time passes, employee training is a continuous effort.
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Malware is an umbrella term that defines any type of malicious software. It is important to understand the
different types of malware and what they are designed to do to a target network:

+ Grayware: applications that behave in a manner that is irritating or undesirable but may not be as malicious
or destructive as other malware types. Grayware includes spyware, adware, dialers, and remote access
tools that are designed to harm the performance of computers on your network, often with the goal to
display advertisements or track user behavior.

+ Trojans: applications that appear to be legitimate software, designed to mislead users into installing them.
Trojans can create backdoors or allow other malware to gain control of the system.

» Botnet: a collection of internet-connected programs communicating with each other to distribute malware.
Infected machines can launch coordinated attacks against victims.

* Injectors: applications that inject malicious code into system processes to perform tasks on an attacker’s
behalf.

» Viruses: applications that link malicious code with clean code, waiting for a user to execute it. Once
executed, viruses propagate quickly through an infected system, severely impacting operations.

» Rootkits: applications that grant the attacker privileged access. They attempt to stay hidden by replacing
vital system executables.

+  Worms: self-replicating applications that spread throughout a network without needing to be attached to an
existing program or executed by a user, unlike a virus.

+ Keyloggers: applications that are designed to capture users’ keystrokes, often designed to farm user
credentials or private information. Keyloggers can be hardware or software.

* Ransomware: applications that are used to lock down access, from a single device to an entire
organization, with the goal of extracting money from victims in exchange for releasing the system.

Note that this slide includes common types of malware, but it is not exhaustive.
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Note: You can visit websites such as hitps://monitor.mozilla.org or https://haveibeenpwned.com to see if your
email account has been part of a data breach.
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Even if your passwords meet or exceed security requirements, they can still be vulnerable. Your private
information can be compromised through credential harvesting. There are many ways an attacker can harvest
your credentials, but common ones include:

» Data breach: Your personal information was leaked in a data breach. The extent of the information varies,
but could include usernames, passwords, addresses, and more. The data breach could be entirely a third
party’s fault, and you may not even be aware of the incident. Companies have a responsibility to disclose
any suspected or confirmed cybersecurity incident to its customers, so that they can immediately change
their credentials.

* Phishing: You are a victim of a phishing attempt and inadvertently provided private information to a threat
actor.

+ Keylogging: You or someone else installed keylogging malware on a device, and an attacker can store
your keyboard strokes.

+ Password manager: Your password manager, which is a repository of all credentials you've saved to online
and offline resources, is compromised. You may have left your computer unlocked while you stepped
away, or your device was stolen, allowing cached credentials to provide access. Having your password
manager compromised is particularly dangerous because password managers can also include credit card
numbers, personal identification information, and more.

Credentials that have been compromised are susceptible to further exploitation. For example, an attacker may

include a compromised password in a dictionary file, and then use that dictionary file against a target to obtain
network access.
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This slide includes credential attacks that threat actors can leverage to gain access to a target system:

Security Operations 7.4 Analyst Study Guide

Brute force: Systematically try every possible combination of characters until a match is found.

Password spraying: Similar to a brute force attack but targeting multiple hosts with fewer attempts on each
one to avoid lockouts.

Dictionary: A list of compiled passwords to try against a target system.

Credential stuffing: Known user and password combinations obtained in data breaches are tried against a
target system.

Man-in-the-Middle: Traffic is intercepted by an attacker to extract private information.

Rainbow Table: Password hashes are precompiled into a table and used to find matching hashes. If a
match is found, the password used to generate the hash is known. However, with modern cryptography,
salting, which combines a unique salt for each password, makes every hash unique. This is true even if
two passwords are identical. The random salt value yields two different hashes as byproducts.
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Credentials Best Practices

* As an organization:
* Ban recycling passwords
» Enforce password complexity
» Enforce MFA across the organization
» Set a short password validity period
« Set a low limit for failed login attempts

* As an end user:
* Don’t use the same passwords for personal and business accounts
* Check to see if the password has been compromised (using online search engines)
+ Check to see if your email account has been involved in data breaches
* Never write down any passwords
* Do not share MFA codes
* Do not share your cell phone
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This slide shows some best practices for both organizations and end users.
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+ Search for software versions of assets in your organization and view a list of
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* Not all vulnerabilities are critical, but you need to be aware of all risks
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As mentioned earlier in this lesson, you should have an updated list of all assets, including the software
versions installed. Threat actors exploit vulnerabilities in unpatched software or firmware on both physical and
virtual assets on the network, so you must be aware of all vulnerabilities, minor or critical, of the assets in your
organization.

Common Vulnerabilities and Exposures (CVESs) is a standardized system that provides the public with
information on discovered vulnerabilities. Each CVE entry provides a reference number, beginning with the
letters CVE, followed by the year, and then the vulnerability entry number from that year. For example, this
slide shows the entry CVE-2024-5274.

This slide illustrates the type of information you can find when you search for Google Chrome. Note that the
image is edited to list two versions that are far apart, and there are many versions of Chrome in the list with
known vulnerabilities not listed.

There are numerous websites that provide information on CVEs:
* www.nvd.nist.gov
* wWww.Cve.Ccom

* www.cvedetails.com

This slide includes information obtained from www.cvedetails. com.
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Software Vulnerabilities (Contd)

« Common Platform Enumeration (CPE) is a standardized scheme to identify assets

* The CPE 2.3 format follows this syntax:

cpe:<cpe_version>:<part>:<vendor>:<product>:<version>:<update>:<edition>:<language>:<sw_edition>
:<target_sw>:<target hw>:<other>

* You can also search vulnerabilities based on a CPE string:

Search Vulnerabilities By CPE
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Source: Chrome
amn
F:=RTINET

© Fortinet Inc. All Rights Reserved. 22

Training Institute

In addition to CVEs, a SOC analyst should also know about Common Platform Enumeration (CPE). CPE is a
standardized naming scheme used to describe and identify classes of applications, operating systems, and
hardware devices. The CPE Dictionary is hosted and maintained by NIST. The CPE 2.3 format follows this
syntax, from left to right:

+ CPE: indicates the entry is following the CPE format

» CPE Version: indicates the CPE specification

» Part: indicates the type of product (a for application, o for operating system, h for hardware)
» Vendor: the name of the vendor (such as Microsoft)

» Product: the name of the product (such as Windows 11_23h2)

* Version: the version of the product (such as 10.0.22631.2428)

* Update: the update level of the product (such as Service Pack 1)

+ Edition: the edition of the product (such as Professional)

+ Language: the language of the product

+ sw_edition: the software edition of the product (such as Enterprise)
+ target_sw: the target software platform (such as Windows)

» target_hw: the target hardware platform (such as x64)

» Other: any other relevant attributes

Not all fields are required, and you can use an asterisk as a wildcard to match anything. IT management tools

can use information contained in CPEs to make automated decisions, such as looking up vulnerabilities or
verifying security settings on the software.

Security Operations 7.4 Analyst Study Guide 194



Attack Surface and Vectors

DO NOT REPRINT

CODRDTINET
I\ T1

N -—
Initial Access

Il

Databases Virtual
Machines

O % ey M B

Threat Actor Edge Firewall Compromised
Host

—X

l Point of Sale Sensitive Surveillance
N Info

Network

F:=RTINET

e n © Fortinet Inc. All Rights Reserved. 23
Training Institute

As part of a cyber attack, a threat actor must gain a starting point to start exploiting a network, regardless of
the end goal. The initial foothold may or may not be a critical device and, quite often, the compromised host is
an end user’s computer.

Depending on the firewall device, you may not need to explicitly define a deny action to block traffic. On
FortiGate, for example, the default action is to deny all traffic with the implicit deny rule. In the example shown
on this slide, incoming traffic initiated from the outside is blocked. However, traffic from a LAN segment to the
internet is allowed. A common and simple firewall rule is to give end users access to the internet by permitting
only common protocols, such as HTTPS and DNS. Despite the firewall blocking outside-initiated traffic, the
compromised host, as the originator of the traffic, essentially bypasses that security measure, as the return
flow from the outside is permitted by stateful firewalls.

It is also important to remember that initial access does not necessarily have to come from the outside. For
example, internal threats and compromised physical access are both possible reasons for threats originating
from the internal network. This is why it is important when thinking of security policies to focus both on north-
south traffic as well as east-west internal traffic.

Assuming that the compromised host is a regular user endpoint that is not on the same subnet as some
critical devices, the threat actor may attempt to move to a device with more access and privilege.
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This slide shows a network misconfiguration that allows an attacker to use a compromised host to connect
directly over RDP to a critical server.

This is why network segmentation is important. The internal segmentation firewall should be blocking RDP
access from the end user network to the server subnet. Regular end users should never have access to

critical infrastructure. Instead, only explicitly permitted hosts on a restrictive network should be given access

to critical infrastructure.

Furthermore, the server itself should also have security measures implemented, such as disabling RDP on
the target server, or implementing endpoint firewall rules on the target server to fine tune access.
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In this next example, RDP ftraffic is not allowed between the compromised host and the target server.
However, there is a device on the IT Admin network that the compromised host can connect to over SSH, and
that host can connect over RDP to the target server. The attacker can leverage a technique, known as SSH

tunneling, to connect to the target server, using the IT admin host as a springboard.

This example highlights the importance of fully understanding the attack surface. Instead of thinking of
security policies only between a lone source and destination, take a more holistic view of the network.
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Restricting Lateral Movement

Segment the network to reduce risk and exposure

Implement zero trust network access

Use multi-factor authentication for logins

Keep approved accounts to a minimum

Block network discovery mechanisms

Monitor and log critical devices for suspicious logins and traffic flows

Install software updates regularly
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You can follow best practices to restrict lateral movement:

Segmentation: Even if a device is compromised, the attacker has no avenue to move laterally. A network
that has all clients and servers within the same subnet, known as a flat network, is especially dangerous
because devices can communicate in their own subnet, without needing to traverse a layer 3 gateway,
such as a firewall.

Zero trust access: It is no longer safe to assume that if a device is connected to a network that it should be
implicitly trusted. Adopting a zero-trust approach ensures that every access request is verified, no matter
where the users are working from.

Multi-factor authentication (MFA): Adds an extra layer of security in case users’ credentials are
compromised.

Limit accounts: Only employees who require access should be granted it. Even authorized staff, such as
the IT department, should have tiered access. Not every member of the IT infrastructure team, for
example, should have read-write access to the network devices.

Block network discovery: Preventing attackers from conducting active reconnaissance on the network
reduces the chance of attackers being able to map out and understand your network.

Monitor and review logs: Constantly monitor and review logs, such as creating event handlers on
FortiAnalyzer to detect traffic on multiple ports coming from a single source IP address. The threshold
needs to be tuned to your expectation for a baseline of your network.

Update software: Unpatched firmware may contain many known vulnerabilities.
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Persistence

* Used by attackers to maintain a connection with a compromised system

» Connection persists through reboots, log ins and log outs, and changed credentials

* Examples:
* Modify registry keys to execute malicious programs during startup
* Modify system services or create new services to run malicious programs
* Modify logon scripts using Group Policy to execute malicious programs
+ Embed malicious macros in an office document ]

* Place a malicious DLL in a location that makes an application run it O%O
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After attackers gain initial entry to a network, there are other actions they may perform. One action is to
establish persistence with the compromised host. Persistence allows attackers to maintain a connection to a
compromised host that persists across reboots, log ins and log outs, and changed credentials.

There are many ways for attackers to establish persistence, including (but not limited to):

* Modify Windows registry keys to execute malicious programs at startup. They can insert registry keys for
the machine (HKEY_LOCAL_MACHINE) or for a specific user (HKEY_CURRENT_USER) to point to a
malicious file.

* Modify legitimate system services or create new services to run malicious code at startup.

* Modify logon scripts using Group Policy to execute malicious programs.

» Embed malicious macros in an office document to exploit vulnerabilities.

» Use dynamic link library (DLL) hijacking. A DLL is a file that contains code and data that can be used by
multiple programs at the same time. With DLL hijacking, the attacker places a malicious DLL file in a
location where a legitimate application loads it. A program that does not specify the absolute path to the

DLL file performs a search. The search order can be exploited by placing the DLL file in a location that is
searched first before the legitimate DLL file.
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Defense Evasion

* Used by attackers to avoid detection after they initiate an attack

* Examples:
» Encrypt malicious payloads to bypass security measures
» Execute malicious actions directly in memory without leaving files
* Modify file timestamps to confuse time-based analysis
* Create malicious processes with system-like names
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Attackers may also attempt to evade detection and defenses by hiding their activities. Some examples
include:

* Encrypting payloads: Attackers can encrypt their malicious payloads to evade detection by antivirus or
other security solutions.

» Executing actions in memory: Attackers can execute malicious code in memory instead of writing files to
disk. Memory-based malware may evade traditional security measures. FortiEDR, however, can detect
and defuse file-less malware and other advanced attacks in real time.

+ Modify file timestamps to confuse time-based analysis: Attackers may alter timestamps to obscure the
timeline of their attack, making log correlation difficult.

+ Create malicious processes with system-like names: Attackers can name the service as something
inconspicuous to avoid detection. You can use tools like Process Explorer to see a detailed breakdown of
each process running on the Windows operating system. Some information includes the digital signature of
the executables, process name, parent process, the DLLs loaded, active connections, and more.
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Privilege Escalation

* Used by attackers to gain elevated access

* Examples:
» Crack the password of known users on a network, or attempt through brute force
+ Exploit a vulnerability to gain unintended access
* Impersonate tokens from a user with elevated privileges
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Attackers may require privilege escalation in order to achieve their end goal on a network, particularly in a
scenario where the initial compromised host is a segmented end-user machine. Privilege escalation allows
attackers to perform more damaging actions and access sensitive data. Some examples include:

+ Password attack: Attackers may conduct a brute force password attack or use a dictionary attack.
» Exploit vulnerabilities: Some vulnerabilities allow attackers to perform actions that require elevated
privileges. For example, the operating system may have a vulnerability that lets a regular user obtain root

access.

+ Token impersonation: Attackers may copy a logged-in user’s token to escalate privileges and bypass
access controls.
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Understanding the why of an attack may help you identify critical points. If you can anticipate the objectives of
threat actors, it may help your organization formulate security practices and prioritize your most valuable
assets.

This slide shows common objectives that a threat actor has in mind for a target:
» Espionage: gathering classified information for political, economic, or military purposes

» Data exfiltration: transferring data without authorization. The data can be used to leverage further attackers
or could be sold to other parties.

» Ransomware: restricting access from a single device to an entire organization, with the goal of extracting
money from victims in exchange for releasing the system.

* Planting data: injecting harmful, incriminating, or false information into a target system. The attacker may
attempt blackmail or to settle a personal vendetta.

» Disruption: disrupting a target’s daily operations, using techniques, such as distributed denial of service
attacks, potentially causing significant financial loss.

+ Destruction: destroying key services, such as deleting device configurations and corrupting databases. It is
important to make backups for all critical devices in the organization. This includes configuration files,
snapshots, database backups, and more. Ensure these backups are stored securely and regularly
updated. Additionally, physically and digitally isolate the disaster recovery network from the rest of the
organization to prevent attackers from accessing and destroying the backup data.
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Once logs are graused, you can sefine the data within each group by applying filter with cther log fizlds. Logs that match the fltars will be
retalned within each g-oup,
Log Filters PURSILIEY Any One of the Filters
Log Field Match Criterla Value Action
Destination Port Mot Equal To - 0 ® |+
v
{dstport)

‘ Log h bv Teﬂo

Once you've orgarized and filtered the logs. set up critesia that enable the system to automatically initiate events when log records recccur
within e2ch greup.

Trigger an event when:

@ Agroup contains | 1000 or more log occurrences

O Within a group, the log field | Click to select - has| 10 ar mare unique values €'

O The sum of | Click to select » | is greater than or equal to | 10

Alllogs were generated within| 5 minutes
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This slide shows an example of an event handler that generates an event if there are over a thousand
occurrences of any destination port that does not equal 0 within 5 minutes, making this configuration a good
way to identify port scanning attempts.

You can create similar event handlers using the equal operator to match remote access traffic to a critical
server and set up notifications, such as:

« TCP 3389 & 10.1.1.1, or

« TCP 22 &10.1.1.1

Multiple rules in a basic event handler are matched using an or logic, but the log filters inside each rule can
follow the All Filters (and) or Any One of the Filters (or) logic.

There are other operators available, including Equal To, Not Equal To, Greater Than or Equal To, Less Than
or Equal To, Greater Than, and Less Than. If you wish to exclude well-known ports, for example, you can use
the Greater Than destination port 1024 configuration.

Depending on your network, you may need to fine-tune the settings, such as defining a unique value
requirement for a log field.
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Knowledge Check

1. Which reconnaissance method has a lower chance of detection?

YA. Passive
B. Active

2. What can attackers do to evade detection?
Y'A. Rename their processes with legitimate-looking names.
B. Establish persistence with the target machine.

3. Which type of malware can self-replicate across a network?

A. Viruses
v'B. Worms

F:=RTINET
Training Institute

© Fortinet Inc. All Rights Reserved.

32

Security Operations 7.4 Analyst Study Guide

204



Attack Surface and Vectors

DO NOT REPRINT

CORTINET
O TN L

Lesson Progress

E/J > The Attack Surface
J > Attack Vectors

> Reviewing Traffic Flows
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Good job! You now understand attack vectors.

Now, you will learn about reviewing traffic flows.
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Reviewing Traffic Flows

Objectives

* Describe how to capture traffic on Fortinet devices
* Describe how to capture traffic on an endpoint
* Describe how to use Wireshark to analyze packet captures

F:=RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in capturing and analyzing traffic flows on FortiAnalyzer, FortiGate, and
endpoints, you can identify potential threats and anomalies within your network. By capturing and analyzing
traffic, you can gain insights into the behavior of network devices, and identify any deviations from baseline
patterns that may indicate malicious activity.
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Packet Capture—Introduction

* As a SOC analyst, you should know how to capture and review traffic flows, so that you
can:
* Analyze the traffic in real time or save a copy
* Present evidence of a vulnerability or a suspected attack
+ Establish baselines for expected traffic flows

+ To capture traffic on FortiAnalyzer and FortiGate on the CLI:

l# diagnose sniffer packet <interface> '<filter>' <verbosity> <count> <timestamp> ‘

* <interface> can be any or a specific interface (that is port1 or internal)
¢ <filter> follows tcpdump format
* <verbosity> specifies how much information to capture
* <count> the number of packets to capture
* <timestamp> print time stamp information
* a — prints absolute UTC timestamp
* 1 — prints local timestamp

F:=RTINET
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As a SOC analyst, you should know how to capture and review traffic flows.

For example, you may want to know, in real-time, where a critical server is sending information to and
receiving information from.

The logs and correlation tools on FortiAnalyzer provide important information. However, you may also wish to

examine the packets and the payloads themselves. Packet captures allow you to conduct deeper
investigations.
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Packet Capture on FortiAnalyzer

Example Sniffer CLI Command to Use

DNS Traffic traversing port1, on level 1 verbosity, 4 packet # diagnose sniffer packet <interface>
limit, and in local system time <filter> <level> <count> <timestamp>

* Example output

FAZ#Idiaq sniffer packet portl 'udp and port 53' 1 4 l|

interfaces=[portl]

filters=[udp and port 53]

2023-06-28 16:29:17.741947 192.168.42.210.14610 -> 208.91.112.52.53: udp 27
2023-06-28 16:29:17.742016 192.168.42.210.14610 -> 208.91.112.52.53: udp 27
2023-06-28 16:29:17.745001 208.91.112.52.53 -> 192.168.42.210.14610: udp 155
2023-06-28 16:29:17.745047 208.91.112.52.53 -> 192.168.42.210.14610: udp 195

+ Create New | | [# Edit | i Delete

O | Interface Filter Criteria < # Packets =  Max Packet Count =~ | Progress = Actians ~
O portl part=53 4 4000 (4/4000) W &,
F::RTINET
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In the example shown on this slide, the capture has the following characteristics:
+ Traffic on port1

+ UDP port 53 (DNS traffic)

* Level 1 verbosity

» Capture limit of four packets

* Local system time

FortiAnalyzer has a built-in packet sniffer, available on the GUI and CLI. It supports versatile filters and
verbosity (1-3) levels. The higher the verbosity level, the more information the capture contains. For
troubleshooting purposes, Fortinet Technical Support may request level 3 captures.

If you use the GUI to capture the packets, you do not need to use a conversion script. The downloaded file will
be in PCAP format.

For more syntax information, consult the CL/ Reference guide for FortiAnalyzer on docs. fortinet.com.
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* Example output

Packet Capture From the FortiGate CLI

ICMP traffic to and from 10.0.10.254, on level 6 verbosity,
with no packet limit, and in local system time

# diagnose sniffer packet <interface>
<filter> <level> <count> <timestamp>

Training Institute

FortiGate#ldiaqnose sniffer packet Students "icmp and host 10.0.10.254" 6 0 ll
2021-05-26 07:43:28.653443 Students -- 10.0.10.2 -> 10.0.10.254: icmp: echo request
0x0000 0009 0f09 0003 5c85 7e32 1l6a2 0800 4500  ...... \.~2. E
0x0010 0054 9fef 4000 4001 71ba 0a00 0a02 0a00 T..@0.Q.9.......
0x0020 Oafe 0800 cec5 1686 0001 905e ae60 dff0  ........... A
0x0030 0900 0809 0alb 0cOd 0e0f 1011 1213 1415 .. iiiiiinnnn..
0x0040 1617 1819 lalb 1lcld lelf 2021 2223 2425 e ITESS
0x0050 2627 2829 2a2b 2c2d 2e2f 3031 3233 3435 &' ()*+,-./012345
0x0060 3637
F::RTINET
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In the example shown on this slide, the capture has the following characteristics:
+ Traffic on interface Students
+ ICMP traffic to and from host 10.0.10.254
* Level 6 verbosity
* No packet capture limit
* Local system time

FortiGate has a built-in packet sniffer, available on the GUI and CLI. It supports versatile filters and verbosity
(1-6) levels. The higher the verbosity level, the more information the capture contains. For troubleshooting
purposes, Fortinet Technical Support may request level 6 captures.

For more syntax information, consult the CLI Reference guide for FortiGate on docs. fortinet.com.
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Packet Capture From the FortiGate GUI

* Automatically convert packet capture to PCAP Network > Diagnostics > Packet Capture
(no conversion script required)

MPL hardwarc accelerazion must bz disabled on the rescective firewall
olicy tn see Al packets. o dosn, w2t A torasic-ottinad” o disah e i
the CLI

* Embedded real-time analysis page

I terfaca ] purll -
Marmes ot Carhure

I axlmum captured pac s 000

© Fiters

Filter ng sax Advanred
[ass8

Host

Protocol number
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If your FortiGate model has internal storage, you can capture packets on the GUI. You can also download the
respective PCAP file in case you prefer to review it using Wireshark or another packet analysis tool.

Before starting the packet capture, you should set up the packet capture filter by using either Basic or
Advanced filter options. When you select Basic, you can indicate basic filter options, such as host address,
port number, and protocol number. In case you want to use your own Berkeley Packet Filter (BPF) like you do
on the CLI, you can choose Advanced.
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+ Useful to identify

F:=RTINET
Training Institute

important traffic events

Packet Capture From the FortiGate GUI (Contd)
Packet Capture > Packet Data

Packzt Capture Debug Flow

+ ¢ Capturing Paclets

8238245 10.200.1100 »88.88 ICNMP
B.24369s BEEE = 102001100 ICWMP
9.23972s  10.200.1100-»88.88 ICWMP
9.24509s BRAS->10.200.1.100 ICWP
410240775 102001100 -0EA8 |CMP
10246175 BEED =102001100 ICMP
4 11242815 10200.1L100-- 8888 ICMP
7 1124821s 8888-» 102001100 ICMP
0 12243%1s 102001100 -0.888 ICMP
12247245 BEESO0-» 102000100 1CWe

LM @

Tireline Fackel Cata

Source P IDP0GLI00 | Type @
Deslination P BBAE Code 0

Protacol 1M

Caacksun  Oxleca

Pacliet Capture Debug Flow

2 Capturing Pachets
BadEdas WAL

4

01224301
E T At

meline  1headars

1N 2475772
1N 244513
Fils
521s

* Full packet data in HEX

Basic IP and layer 4
data

and ASCI| formats
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This slide shows an example of the embedded real-time analysis tool included in the GUI packet capture tool
on FortiGate. After you start the packet capture, the GUI starts displaying the captured packets based on the

filter set.

The Timeline tab displays a graph with the number of captured packets per second. The graph is useful to

quicky identify peaks of traffic related by important events in the network.

The Headers tab enables you to examine basic IP (layer 3) and layer 4 information on the packet.

The Packet Data tab enables you to examine the full packet data using hexadecimal format. Next to the
hexadecimal packet data, FortiOS displays the equivalent output in ASCII format.
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IP Headers Packet Payload | Ethernet Headers | Interface Name
1 L]

a b~ WDN

6 5 5 o o
* FortiAnalyzer supports levels 1-3 only; FortiGate supports levels 1-6

* The most common levels are:
* 4 — Prints the ingress and egress interfaces
* You can verify how traffic is being routed, or if FortiGate is dropping packets
» 3 or 6 — Prints the packet payload
+ You can convert this output to a PCAP file that you can open with a packet analyzer
« If you don'’t specify a level, the sniffer uses level 1 by default

F:=RTINET
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The verbosity level specifies how much information you want to display.
Note that FortiAnalyzer supports only levels 1-3, whereas FortiGate supports levels 1-6.

Use verbosity level 4 to take a quick look at how the traffic is flowing through FortiGate (if packets are arriving
and how FortiGate is routing them out). You can also use level 4 to check if FortiGate is dropping packets.

Verbosity levels 3 and 6 provide the most output. Both show the IP payloads and Ethernet headers. You can
save the output and export it to a PCAP file using a Perl script. Then, you can open the PCAP file with a
packet analyzer, such as Wireshark, for further investigation. You can locate the Perl script that converts the
sniffer output to PCAP on the Fortinet Knowledge Base website (kb. fortinet.com).
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Example Sniffer Syntax Filter

On NIC Ethernet2: . L
DNS traffic from and to host 172.17.98.107 dns && ip.addr == 172.17.98.107

dm @ || MAB Q=3 L5 = 888K

M | dns 83 paddr == 172179677

Mo Timz Scurct Dcstnation Frotocol Lergth Info
His 14A 4 ATARZ 1721790147 RR.AR s 77 Standard suery @oBRRn A tortdcet.ron
- 149 4 671638 8.8.8.8 172.17 .95 .187 ons 184 Standzid cuery response Bx8005 A Turlioel.com A 54 151 218 185 A 54 177 212176

155 1.558791 172.17.98.107 B.8.5.8 oHis 72 standsrd cuery ®x2e06 AL TorTinst.com

Pal & B=140 4 H.oH H.H L V50 B LIS V) 10 115 swrandsrd Suery response HeHiL ALns fortizet.ron A -s?. fartinet.com
Frame 148: 42 byTes on wire (575 bits), /2 sytes cacturcd (5¢6 cits) on intorface “UoviceWob_[ZMUBULIG AUZE 4054 Bied | 9005 eE lc ba oo B3 86 ac la 3d 11 9f d3 23 @2 45 @0 . v E
Fthernet ~T, Sec: D=l]_11:94:d1 {ac:1a:7d:11:94:d0], Daf: Tartizet roRZ:A6 [eR:ic:onicr:A2:AG) 5012 85 3o Lb =1 B2 06 56 11 £6 43 ac 11 £2 6208 €8  :c+ oo “Er bke
Intzrnet Protoccl Wersion #, Seci 172.17.98.107, Dst: 8.3.5.8 : :‘; :'; = E: :f ;; ‘;: 26 -: ;‘f o ?; a1 ?“ 3‘: g; J'f |5

2 e NG fh T3 7AG9 Ge 65 7 artanet
¢ User Uatagram I'retocel, bre Port: S:/8s, Ust Port: 3
B adeis e b2 of bd @6 B UL Y8 EL com

Y Nomein Name Systen (query)
Tra saclion ID: 8xB&85
Flass: @xled Standord sucry
Questin-s- 1
Anzwer AR=: 8
Autrority Ilis: &
Additin-al SR<: A

¥ Queries

» fortinet.com: type n, clazs IN
Re=ponse T-: 149

<
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P
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This slide shows a real-time packet capture in Wireshark with the following characteristics:
» Traffic on the network adapter Ethernet2

+ UDP port 53 (DNS traffic)
» Delta time of around 4 seconds since the packet capture started

In the lower-left pane, you can see more details about the packet. In the lower-right pane, you can see the
payload information.

The number of packets is not listed in a sequence because the filters exclude non-matching results (packet
149 is followed by packet 155). Therefore, you can infer that there are many packets that are not DNS traffic.
Note, if your traffic uses a custom port, such as an RDP session that uses a different listening port, you want
to specify the port in the filter instead of the protocol, unless you have already configured Wireshark to
recognize that custom port for the traffic type.

This slide provides only a basic introduction to Wireshark. There are many features that are not shown. For
more detailed information, you can consult the official Wireshark documentation at
https://www.wireshark.org.
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Knowledge Check

YA, GUI
B. CLI

A. Timestamp
vB. Verbosity
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1. Which packet capture method does not require a PCAP file conversion script?

2. Which packet capture setting is different between FortiAnalyzer and FortiGate?

© Fortinet Inc. All Rights Reserved. 42
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Lesson Progress

J > The Attack Surface

/ > Attack Vectors

,/ > Reviewing Traffic Flows

———
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v'Describe the attack surface

v'Describe how to identify the attack surface

v'Describe how to reduce the attack surface

v'Describe common attack vectors

v'Describe security best practices against attack vectors
v'Describe defenses against attack vectors

v'Describe how to capture traffic on Fortinet devices
v'Describe how to capture traffic on an endpoint

v'Describe how to use Wireshark to analyze packet captures

F:=RTINET
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the attack surface, the attack vectors
that can comprise the attack surface, and how to review and capture traffic flows.
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Reporting
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In this lesson, you will learn about cybersecurity reporting. As a SOC analyst, you will need to be skilled in
documenting various scenarios that have happened in the network, in the form of reports. The purpose of the
reports can range from detailing security incidents, analyzing traffic patterns, auditing user behavior, and
more.

FortiAnalyzer provides comprehensive and flexible reporting, which enables organizations to collate, organize,
and present data cohesively and effectively.
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Lesson Overview

> Report Introduction

> SQL Queries

> Report Configuration

> Report Customization
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In this lesson, you will learn about the topics shown on this slide.
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Report Introduction

Objectives

* Describe the considerations of SOC reporting
* Review the basic components of a FortiAnalyzer report

F:=RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating a competent understanding of what a cybersecurity report is, you will be able to identify
your organization’s requirements and create your own. You will also learn which components comprise a
report in FortiAnalyzer so that you can create your own reports.
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» Reports can have different purposes depending on your
requirements

» Some common purposes include:

Summarizing Analyzing Correlating Recommending
vz Q
v= @\ \Q
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The purpose of a report varies depending on what your organization’s requirements are. However, there are
some common purposes for reports, including:

Summarizing logs: Simplify and aggregate large amounts of logged data. Based on configured report
parameters, FortiAnalyzer can extract data and present it in a graphical manner that makes it easier—and
quicker—to digest.

Analyzing logs: Examine data at a deeper level to find patterns, trends, and insights that a summary cannot
provide. For example, if you notice an interesting trend in network traffic, an analysis is required to prove your
case and collect evidence. Moreover, a detailed analysis can both support a claim or refute a claim. If you
believe a different team member has erroneously interpreted the data, you can use your own report to refute
the findings.

Correlating logs: Compare and contrast sets of data. You can create a report that focuses on correlation to
identify how different factors influence each other, providing context and establishing a link. For example, a
correlation report in a cybersecurity context might link user behavior patterns during different working hours.
On their own, without a baseline, the data does not reveal enough information. Together, however, the data
gains context.

Recommending changes: Provide suggestions for changes by presenting log data. If you notice any
deficiencies in security, a report is a good way to organize your findings and present them to stakeholders.
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» Within the SOC, the Red, Blue and Purple teams may be responsible for different types of reports

» The target audience should determine how technical the report is

* Examples:

Report Type

Red Penetration testing
Attack simulation
Vulnerability findings
Blue Incident response
Monitoring
Threat intelligence
Purple Comprehensive security assessment
Combined red and blue team reports

Training exercise findings
F:ERTINET
Training Institute
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Within the SOC team, the red, blue, and purple teams can provide different types of reports:

+ The red team provides reporting on offensive security, such as penetration testing, attack simulations, and
vulnerability findings.

+ The blue team provides reporting on defensive security, such as incident response, monitoring, and threat
intelligence.

» The purple team provides reporting on both offense and defense, such as bridging the knowledge gap
between the red and blue teams, and training exercises

Depending on the intended audience, you can adjust the technical level of the report accordingly. The same
type of report, such as an incident response report, can be tailored to two different target audiences. For
example, if the report is targeted toward upper management, you may want to focus on the high-level findings.
On the other hand, if the report is aimed toward a senior SOC team member, you should include technical
details.
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* Include only relevant devices

Included
devices

* May need to exclude outliers that
produce noise

Which information
should you include

or exclude? - Select or configure appropriate
D datasets
atasets * Include ag%ro riate functions
You can limit the (such as , AVG)

scope of the report
with FortiAnalyzer.

* The chart types need to match the
data presented

* Macros can be used if no visual
representation is required

Charts and
macros
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When configuring a report, you need to decide what to include and what to exclude. How you make those
decisions depends on the scope of your report. Are you generating a report to detail a security incident,
provide an overview of network traffic, investigate traffic patterns that traverse a firewall, or review VPN
usage?

Some general guidelines for your reporting scope when using FortiAnalyzer:

* Include only relevant devices, and account for outliers that may skew the results: For example, if you are
generating a report for bandwidth usage, you may want to exclude noisy data. You also want to ensure that
you are generating a report for the proper timeframes. Continuing with the bandwidth example, if you
design the report to provide insight on traffic that occurs during business hours, exclude traffic that occurs
outside business hours and during maintenance windows, which can skew the data.

» Configure appropriate datasets: FortiAnalyzer uses datasets to extract information from the SQL database.
To make the report easier to digest, you need to present the information in a logical manner, such as
aggregating values to provide a bigger picture of the network.

» Select the right types of charts: You want to select the proper representation for the data that you have. For
example, if you have many suspicious hosts sending traffic to unknown destinations, you may want to use
a table. On the other hand, if you are concerned about which host is sending the most traffic on the
network without needing to see the destination, a pie chart could be the better option. The different chart
types and the use of macros are discussed later in the lesson.
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» A FortiAnalyzer report is a set of data organized in charts

Dataset
(| -

oono —

Chart

« Datasets are specific SQL
SELECT queries

Format

*  Which from the SQL
database is displayed

*  Which format the data is * Format options:
displayed in pie charts, bar charts, tables, and
more
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A FortiAnalyzer report is a set of data organized in charts. Charts consist of two elements:

+ Datasets: SQL SELECT queries that extract specific data from the database
+ Format: how the data is displayed (for example, pie charts, bar charts, tables, and more)
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As the graphic on this slide shows, the FortiAnalyzer SQL database contains all the logs. More accurately,
SQL is the database language that FortiAnalyzer uses for logging and reporting, while the underlying
database management system is PostgreSQL. A SQL SELECT query polls the database for specific
information. Based on the query, FortiAnalyzer extracts a subset of information stored in the logs.

This subset of data populates a chart, and a report contains one or more charts.
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Reports and ADOMSs
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+ Each ADOM has its own reports, libraries, and advanced settings

* Additional reports are available when specific ADOMs are enabled

* Verify you are in the right ADOM when creating reports

Note: A fabric ADOM
has predefined
reports for multiple
device types

= & Applicarion Reports

B Sese and User Reports
S Complianre Renarts

W& Fabiric Reports

B FortiCache Reports

B FortiClient Reports

& Fortiobos Reports

B& FortiDeceptor Reports
B Fortiirewall Reports
B FortiGate Reports

B Fortiviail Reports

IS FortiNAC Reports

IS FortiNDR Reports

B Forticroxy Reports

B Fortisandbox Reports
B FortiWeb Reports

B Neswork Reports

M Outbreak Alert Reports
B SOC Reports

B Caily Surmary Report

© Fortinet Inc. All Rights Reserved.
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When you enable ADOMs, each ADOM has its own reports, libraries, and advanced settings. As such, make

sure that you are in the correct ADOM before selecting a report.

Additional reports for specific Fortinet devices are available only when you enable ADOMs. This slide does

not show all the available default report types. You can configure and generate reports for these devices
within their respective ADOMs. These devices also have device-specific charts and datasets.
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1. Charts consist of which two elements?
+'A. Dataset and format
B. Data and queries

2. Which statement about reports is true?
A. Reports are ADOM-specific.
+'B. Reports are not ADOM-specific.

F:=RTINET
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Lesson Overview

@> Report Introduction

> SQL Queries

> Report Configuration

> Report Customization
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Good job! You now understand the basics of reporting.

Now, you will learn about using SQL queries on FortiAnalyzer.
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SQL Queries
I
Objectives

* Describe SQL basics
* Describe FortiAnalyzer schemas
* Use FortiAnalyzer tools for simplifying SQL queries

F:=RTINET
Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in basic SQL queries, you will be able to extract information from collected logs
and present them in a logical manner.
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SQL—The Declarative Language

SELECT dstip as destination ip, count(*) as Session
FROM $log WHERE $filter and dstip is not null GROUP
BY dstip ORDER BY session desc LIMIT 7

+ SQL is a declarative language: describes what needs to be done rather than how to do it

 All information in the database is represented as tables
« Each table consists of a set of rows and columns
» Two types of tables: user tables and system tables

* Arecordis a single row in a table

F:=RTINET
Training Institute
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SQL is known as a declarative language—it describes what needs to be done rather than how to do it. In a
declarative language, the focus is on the result. SQL is responsible for determining how best to achieve a
result so that the user does not need to specify the steps to get there. As a SOC analyst, you do not need to
know how SQL is retrieving records from the database. For FortiAnalyzer reports, your goal is to ask SQL
what you want to query from the database.

In order to understand this example dataset, and more specifically, what it is querying, you need to
understand SQL. In a SQL database, all information is represented as tables, and each table consists of a set
of rows and columns. Each row is a record. There are two types of tables:

» User tables, which contain data that is stored in the database
» System tables, which contain the database metadata and system-related information
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Basic Data Manipulation Constructs

* Add new rows of data into a
table

Insert
¢ INSERT INTO... VALUES ...
V * Modify existing data in a table

* Retrieve and display data from one
or more database tables (read-only

query) * Remove rows of data from a

table
e DELETE FROM ... WHERE

: :
: Update ' ° UPDATE ... SET ... WHERE
: :

* SELECT ... FROM ... WHERE i :

F:=RTINET

P n © Fortinet Inc. All Rights Reserved. 14
Training Institute

To retrieve and manipulate data in a database, use the following SQL data manipulation language (DML)
commands: SELECT, INSERT, UPDATE, and DELETE.

You use only the SELECT statement in FortiAnalyzer reports. It is a read-only query statement that you can
use to retrieve data from the database.
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FROM From which tables or views the data will be extracted

WHERE Sets the conditions (only rows that satisfy the conditions appear in the
output)

GROUP BY Collects data across multiple records and groups the results by one or more
columns

ORDER BY Orders the results by specific columns, ascending or descending

LIMIT Limits the number of records returned based on a limit value

OFFSET Often used with the .TMI T clause to offset the results by a set value

Following

SELECT, you must
use these clauses
in a specific
sequence

© Fortinet Inc. All Rights Reserved. 15

To extract the desired data, you need to specify the criteria to be used. In order to put this criteria into a
language that SQL understands, you must use one or more clauses recognized by the SELECT statement.

The main clauses FortiAnalyzer reports use are as follows:

FROM, which specifies from the tables or views from which FortiAnalyzer extracts the data.

WHERE, which specifies the conditions. Only rows that satisfy the conditions appear in the output. You can
use WHERE with logical operators to narrow the query. Common logical operators include AND, OR, and
NOT.

GROUP BY, which collects data across multiple records and groups the unique results by one or more
columns. You can use aggregate functions on the grouped results.

ORDER BY, which orders the results by specific columns. Unless you use ORDER BY, FortiAnalyzer
returns the records in the order it generates them.

LIMIT, which limits the number of records FortiAnalyzer returns, based on a specified value.

OFFSET, a clause often used along with L.TMIT, which offsets results by the number specified. For
example, if you place a limit of three records and an offset of one, FortiAnalyzer skips the first record and,
instead, returns the second, third, and fourth records (three in total).

FROM is the only mandatory clause required to form a SELECT statement. The rest of the clauses are optional
and serve to filter or limit, aggregate or combine, and control the sort. It is also important to note that the
clauses must be coded in a specific sequence. Following SELECT, the statement must be followed by one or

more clauses in the order in which they appear in the table shown on this slide. For example, you can’t use
the WHERE clause before the FROM clause. You don'’t have to use all optional clauses, but the clauses you do

use must be in the correct sequence.
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SELECT Statement (Contd)

Function | Definion
DISTINCT Removes duplicate rows from the results

COALESCE Returns the first non-null value from a list of expressions, or substitutes null with a

default value

NULLIENA Filters out n/a values, often used with COALESCE

COUNT Returns the number of rows that match the criteria

SUM Returns the total sum of a column

AVG Returns the average value of a column

MIN Returns the minimum value of a column

MAX Returns the maximum value of a column

FROM DTIME Returns the device timestamp without its time zone

FROM ITIME Returns FortiAnalyzer’s timestamp without its time zone

AS Creates an alias for a column or table

UPPER Converts a string to uppercase letters

LOWER Converts a string to lowercase letters

ﬁil:riul::;ll-r!lls-ttﬁ;le- © Fortinet Inc. All Rights Reserved. 16

This slide lists some common functions you can use with SELECT queries. Functions in SQL require a
following expression in parentheses. For example, to use SUM, you would need to specify SUM(sentbyte).

* DISTINCT, which removes duplicate rows from the results. Only unique rows are returned. It does not
allow you to use aggregate functions directly, unlike GROUP BY.

* COALESCE, which can be used with SELECT to return the first non-null value from a list of expressions or
inserts a substitute value in place of null.

* NULLIFNA, which is often used along with COALESCE, to filter out n/a values and make them null. For
example, SELECT COALESCE (NULLIFNA ('user'), NULLIFNA('srcip')), returns the actual value
of the user column unless the value is n/a, in which case the value from srcip is returned. The
COALESCE function checks the result of NULLIFNA and populates the first non-null value.

» Aggregate functions perform a calculation on a set of values and return a value. Examples include COUNT,
which counts the number of rows in the results; SUM, which tabulates the total value of a column; AVG,
which calculates the average of a column; MIN, which finds the minimum value; MAX, which finds the
maximum value.

+ The UPPER and LOWER functions are used to convert strings to a uniform set of cases (capitals or
lowercase letters) to avoid case sensitivity issues and standardize output.

* In addition to standard SQL queries, FROM DTIME and FROM ITIME are FortiAnalyzer-specific functions:
itime is generated by FortiAnalyzer when it receives a log, so it uses FortiAnalyzer’s local timestamp. On
the other hand, dtime uses the sending device’s timestamp.
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Accessing the SQL Schema

Name Test Dataset
Log Tye -
Query 1| select * from $£g|

EICP

Time Periud Previous 7 Days

Devices All Devices v

id bid dvid  itime dtime euid epid dsteuid dstepid logflag logver

7285771809847446860 650012 1064 1696350940 1696325646 3 104 3 1032 704012463
F:EATINET

© Fortinet Inc. All Rights Reserved. 17
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To create a query, you first need to know what is included in the database schema. The schema includes the
different fields, or columns, that are available, and from which you can extract information for reports. In
FortiAnalyzer, you can obtain the schema for a specific log type by creating and testing the following dataset
query:

SELECT * FROM $Slog

This query can be read as: “Select everything from the logs table.” Note that you do not want to use SELECT
* FROM $1log in your actual query. You are only using this query temporarily to see the available fields in a
table.

For traffic logs, for example, associate the Traffic log type with this dataset in the Log Type field. This query
returns everything from the Traffic log type. The column heading names indicate what is available in the
database schema for the log type selected. The * symbol returns all data. Note that not all column headings
are shown in the example on this slide.

After you type the query in the Query field, click Go to run the query.
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Accessing the SQL Schema (Contd)

Table "Logs" has the following fields:

N id, bid, dvid, itime, dtime, euid, epid, dsteuid, dstepid, logflag, logver,
ame Test Dataset sfsid, type, subtype, level, action, utmaction, policyid, sessionid, srcip,
dstip, tranip, transip, srcpert, dstport, tranport, transport, trandisp,
-I— fﬁ duration, proto, vrf, slot, sentbyte, rcvdbyte, sentdelta, rcvddelta,

ra C sentpkt, rcvdpkt, logid, user, unauthuser, dstunauthuser, srcname, dstname,
group, service, app, appcat, fctuid, srcintfrole, dstintfrole, srcserver,
dstserver, appid, appact, apprisk, wanoptapptype, policytype, centralnatid,

Log Type

Query 1 select * M-

y4

channel, vwpvlanid, shapingpolicyid, eventtime, vwlid, shaperdropsentbyte,
shaperdroprcvdbyte, shaperperipdropbyte, wanin, wanout, lanin, lanout,
crscore, craction, crlevel, countapp, countav, countdlp, countemail,
countips, b, countwaf, 1, dns, srcuuid, dstuuid,
poluuid, srcmac, mastersrcmac, dstmac, m:sterdstma:, srchwvendor,
srchwversion, secfamily, srcswversion, dsthwvendor, dsthwversion, dstfamily,

dstswversion, devtype, devcategory, dstdevtype, dstdevcategory, osname,
osversion, dstosname, dstosversion, srccountry, dstcountry, srcssid, dstssid,
srcintf, dstintf, srcinetsve, dstinetsvec, unauthusersource,
dstunauthusersource, authserver, applist, vpn, vpntype, radioband,
policyname, policymode, sslaction, url, agent, comment, ap, apsn, wwlservice,

vulquality, collec il, dstcoll il, shaper
shaperrcvdname, shaperpeupn:me, msg, custom_fieldl, utmeu:nt utmsubtype,
sender, recipient, virus, attack, , dlp ', utmref,

tdinfoid, dstowner, tdtype, tdscantime, tdthre:ttype) tdthreatname, tdwfcate,
threatwgts, threatcnts, threatlvls, saasinfo, ebtime, clouduser, threats,
threattyps, apps, countff, identifier, securityid, securityact, tz,
srcdomain, counticap, dstregion, srcregion, dstcity, srccity, signal, snr,
dstauthserver, dstgroup, dstuser, tunnelid, vwlname, srcthreatfeed,
dstthreatfeed, psrcport, pdstport, tpf, Iy, ion,
vip, accessproxy, gatewayid, clientdeviceid, clientdeviceouner,

clientdevicetags, httpmethod, referralurl, saasname, srcmacvendor,
shapingpolicyname, 1, ifs, pr pptype,

clientdevi ble, ion, realserverid, fwdsrv, replydstintf,
replysrcintf, countvpatch, countcasb, devid, vd, devname, csf, devgrps

F:=RTINET
Training Institute
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You can hover your mouse over the hyperlink in the query to open a window that displays all the available
fields for that table. In this case, you are querying the Traffic log table.

As you can see on this slide, the number of fields can be very large, which makes it hard to know which fields

you may want to use in your dataset. For this reason, cloning and editing one of the predefined datasets may
be the best approach, if none of them meet your requirements.
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¢ srcilp and Table "Logs" has the following fields:
srcport
h P f sfsid, type, subtype, level, action, utmaction, policyid, sessionid,
chosen rom dstip, tranip, tr‘ans:i.p,lsr‘cpor‘tl dstport, tranport, transport, trandisp,

the schema

1 select srcip as "Source IP", srcpert as "Source FPort"
2 from $log

3 where §filter and srcip = '16.9.1.18'

4 group by srcip, srcpert

5 order by srcport desc

» Sample query
using srcip
and srcport

\4

Source IP Source Port
* Results
10.0.1.10 60999
10.0.1.10 60998
ams 10.0.1.10 60993
F"" FlTInEt © Fortinet Inc. All Rights Reserved. 19

Training Institute

You can use the fields you identify in the schema to build your queries. For example, you can select srcip
and srcport from the traffic log type, and then create a query.

In the example shown on this slide, the results return the same IP address, 10.0.1.10, but there are three
different source ports, sorted by descending order.

After validating that your query is returning the desired results, you can add the dataset to a chart, and then
use the chart in a report.
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Example Query

* Data pOpUIateS a chart Name Top 5 Attacks by Severity

Description Top 5 attacks by severity

. Datasets are SQL threat-Attacks-By-Severity - [#
SELECT queries, used
to extract data from the Dataset
database Name threat- Attacks-By-Severity
Log lype
]@ 1 case when severity="critical' then
C The .keyWO.rdS from the 'Critical' when severity="high' then 'High' when
previous slides are in severity="medium' then 'Medium' when severity='low’
purple then 'Low' when severity='info' then 'Info' end) as

severity, count(*) as totalnum from $log where
$filter group by severity order by totalnum desc

F:=RTINET

. N © Fortinet Inc. All Rights Reserved. 20
Training Institute

In the example on this slide, the Top 5 Attacks by Severity chart contains a dataset named threat-Attacks-
By-Severity. As discussed earlier in this lesson, charts are populated using data extracted by SQL queries,
and then reports contain charts.

The dataset uses a SQL SELECT query to:

* Find intrusion prevention logs.

* Group logs with the same severity levels.

+ Tally the total number of logs for each level.
» Sort each level in descending order.
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Knowledge Check

1. Which clause is required after a SELECT statement?

Y'A. FROM
B. WHERE

2. IfORDER BY is not specified, what is the default sorting setting?
A. Ascending
¥B. No sorting

F:=RTINET
Training Institute

© Fortinet Inc. All Rights Reserved.
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Lesson Overview

> Report Introduction

ﬁ> SQL Queries

> Report Configuration

> Report Customization

F:=RTINET
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Good job! You now understand basic SQL queries on FortiAnalyzer.

Now, you will learn about configuring datasets, charts, and macros.
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Report Configuration
1
Objectives

» Configure datasets
 Configure charts
 Configure macros

F:=RTINET

N © Fortinet Inc. All Rights Reserved. 23
Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the configuration of datasets, charts, and macros, you will be able to present
log data in a meaningful and organized manner. This will also allow you to granularly modify your reports if the
requirements change.

Security Operations 7.4 Analyst Study Guide 239



Reporting

DO NOT REPRINT

CORTINET
O TN L

If Predefined Charts or Datasets Do Not Meet Requirements

* By default, the Chart Library contains hundreds of charts, and the Datasets library

contains hundreds of datasets
» Can'’t edit default charts and datasets

* However, just like templates and reports, you can clone and edit both charts and
datasets, and create new ones

+ Gives you the flexibility to pull a unique combination of data from the database that
doesn’t exist in any default chart or dataset

24

F:=RTINET :
- . © Fortinet Inc. All Rights Reserved
Training Institute

In some cases, simply adding or removing default charts from a report or template may not meet your
requirements: You might need to pull a unique combination of data from the database when no predefined
chart or dataset for that unique combination exists. In this case, you can either clone and edit charts and

datasets, or create new charts and datasets from scratch.
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Name threat-Top-Attacks-Blocked
* Define a name and log | teeTwe
type Query 1 select atrtack, oount(*) as attack count from Slog
where 5$tilter and nu_l:fnalattack) is not null
and aclLicn not in detecbed'; "pasas sesaion’)
° Define your SQL query group by attack order by attack count desc
@ Recommendations
Validate | Analyze Query | Format
F=.-=.FlTInEt © Fortinet Inc. All Rights Reserved. 25
Training Institute

This slide shows the predefined threat-Top-Attacks-Blocked dataset as an example.

You need to define a name, the log type, and the SQL query. FortiAnalyzer provides tools to create a new
query or use an existing one as a basis. However, if you wish to modify a predefined dataset, you need to
clone it and make changes to the clone. You cannot modify predefined datasets.

When creating or editing a dataset, click Recommendations to check similar predefined dataset queries. The
query does not have to be complete or validated because FortiAnalyzer will try to extract log fields and
function names from the input query string to find similar predefined datasets.

Once you create a dataset, you can click Validate to check the dataset query for errors. If the validation result
contains a warning or error message, click Show Examples to review query examples on how to correct the
issues.

To perform a detailed analysis on the SQL query, click Analyze Query. This function displays the SQL
validation results, if the SQL goes through transformation, and enables you to view the hcache query used
when a report using this dataset has enabled the auto-cache option for faster report generation.

Click Format to automatically format the SQL query you entered, making it easier to read, update, and detect
errors.

Security Operations 7.4 Analyst Study Guide 241



DO NOT REPRINT

Reporting

CODRDTINET
TN TITNL 1

Formatting a Query
Reports > Report Definitions > Datasets

Query | selact attack, eeunt(*) as attack_count frem $1og

where 3f° ltar and nullitfna (s 2le} is - oneot null
and zclicn not in ('delzcied', Tpass seasion')

group by attack oxrder by zattack cocunt deso

@ Recommendations

Validate | Analyze Query

|
SELECT P _—
attack,
count (*) AS attack_count
FROM
Slog
WHERE
Sfilter
AND nullifna (attack) IS NOT NULL
AND ACTION NOT IN ('detected', 'pass session')
GROUP BY
attack
ORDER BY
attack count DESC

F:=RTINET
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Figuring out what a dataset does may seem daunting at first. However, when you break down a query into
smaller pieces and apply formatting, the task becomes much easier. On this slide, you can see the predefined
threat-Top-Attacks-Blocked dataset example again. The top image shows the query with the default
formatting, with everything in one continuous sequence. The bottom image shows the same query after using
the Format function. Keep in mind that the example shown on this slide is still a relatively simple query. More
complex queries can contain complex nesting and multiple logic operators.

The query starts off with a SELECT query. Inside that query, attack is the column included in the result, and
count (*) function counts the number of rows for each distinct value of attack and labels this column as
attack_count. In other words, if there are two instances of “Phishing” in the at tack column, the

attack count column will return 2.

The mandatory FROM clause follows. The log type is Intrusion Prevention (shown on the previous slide).
The WHERE clause follows, with the £i1ter variable first, which are the constraints you defined in the GUI,
such as the time range. Next, is the logical operator AND, which matches only traffic that is not null. Lastly,
another AND follows, which excludes rows with the action detected and pass_session. The log data must
match all three conditions.

The GROUP BY clause groups the rows by unique values in the attack column. If there are multiple columns
in the SELECT clause, you need to specify all of them, except for aggregate functions, such as COUNT. This

example shows only one non-aggregate column.

The table is sorted by the highest attack count to the lowest attack count using ORDER BY.
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» Use specific SQL queries to retrieve the

exact logs you want without further
filtering  Reports > Report Definitions > All Reports > Settings

Settings

Path All Reports/SOC Reperts
* The downside is that if you need to adjust Name Custom Secuiity Analysis
the filters (such as the device), you must Time Zone Default v
Time Period Previous 7 Days -

change the SQL query

[ Include additional data until the scheduled report run time

{3- 14 0000000 - D6/ 16/200
« Alternatively, specify filters in the report .

2 Devices @ All Devices
instead of the dataset so that you can O Speciy
use one dataset to generate different Subnets @ AllSubnets
reports O Specily

@ Cenerate separate report per-device VDM

P
F'_-'_FlTlnEt © Fortinet Inc. All Rights Reserved. 27
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It is important to consider how specific you want your datasets to be. By using very specific SQL queries, you
can extract the desired data without the need for additional filtering. However, if you want to adjust filters later,
such as changing the device filter, you will have to modify the SQL query itself. An alternative approach is to
specify filters in the report settings rather than in the dataset. This method allows for more flexibility as you
can reuse the same dataset to generate different reports by applying various filters at the report level. This
way, one dataset serves multiple purposes, reducing the need for multiple datasets and simplifying the
reporting process.
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Configuring a New Chart
" Define 2 name, descrplon SRS GRS
(optional)
Commaon -
A Pi k t t Manne Cuslam Destinalion by Bandwidlh Charl
C a da ase Drescriplion Custom Destination by Bandwidth Chart
Dataset = Top-Deslinations-By-BanchwidLh - &
o P|Ck a Chart type Resolve Hoslname Inherit -
Type Tahl= -
Table Type O Repulyr @ Ranked (O Drilldown
a . O
« Inherit, disable, or enable creerty o
hostname resolution = Semole Oate o
W+ Columm Title 1 Aggregale Title 1 % of Tolal
1 hitronhub.home 2,400,440 20.04%
‘ Toggle between Sample Data and fortinet-us.com 6,559,094 14.32%
Real Data in the preview section '
FE:EHTInEt © Fortinet Inc. All Rights Reserved 28
Training Institute ' o !

When you create a new chart, you will need to define a name, pick a dataset, and pick a chart type. The

description is optional.

Depending on the dataset and chart type selected, you will have further options for customization. For
example, for the Table type, you can choose to rank the results based on the highest values.

Resolving hostnames when generating a report could take a long time if there is a lot of data, so consider
disabling the option. These are the available options:

* Inherit: The chart will inherit the resolve hostname configurating of the report.
+ Enabled: Resolving hostnames on FortiAnalyzer for this chart is enabled.
» Disabled: Resolving hostnames on FortiAnalyzer for this chart is disabled.

Once you have selected the parameters for your chart, you will see a preview of what it could look like. Note
that the real chart may not look identical to the preview. You can also toggle between using sample data or
real log data for the preview. If you do not have any data yet, or if you prefer a faster preview, use the Sample

Data option.
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Building Datasets and Charts From Search Results

* In Log View, set filters to search for logs and then use the chart builder

Chart Builder

_ e | SN _—
Q

Column Search. sedect feom_itimeditire) as idme, “devid ', dstip |, service J

|.§» Create Custem Wiew | i Refrozn | B Wore Columnz | | P Maores | B stes Time ~ | from 3o where $ilter and logfagS =00 and [({ “srclo’
2 ins g ek 10.0.1.107)
@ Real-time Log y B Device 1D -
Preview
a BY Raw Log : Duser
~n [ inat Destination IP Service
& Case Sensitue Search » Destination [P
cdi t b
& Dowerlead Mo
zczive any log from device FortiMaillFE! De Y Oapplicztion
| Chs ol
berformance status: log rate low (2655, [( Pei Lt Cherd Ruisder Misers v
Group | {Nonel | 11:49:23
By
2023-10-13  FGVMOI00D0064692  RARS NS
Order | (Monc) S aoawan
By
Sort | Desrending | 2023-10-13 FGVMOL00DD064692 BE.B.8 DS
s ERAH
shaw |50 %
Limit 2023-10-13  FGYMO1 000006469
Device All Deviees 1Ay
e e 2023-10-13  FGYMOL00000646
Frame: EAN
Searc srelp="10.0.1.10"
A023-10-13  FGVMO1A000064592 g DNS

'm T

amm

F::RT T
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Use the Chart Builder tool to quickly build a custom dataset and chart. This tool is located in Log View, and
allows you to build a dataset and a chart together automatically, based on your filtered search results. Itis a
great option for SOC analysts who do not find a suitable predefined dataset and chart combination, but who
also do not want to write a SQL query.

In Log View, set filters to return the logs you want. Then, in the More menu, select Chart Builder to
automatically build the search into a dataset and chart. You can also fine-tune the dataset further by:

* Adding more columns

+ Setting Group By, Order By, and Sort filters
Setting a limit on results

Setting the device and time frame
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Export a Chart From FortiView

+ Similar to the Chart Builder feature in Log View, you can export a chart from FortiView

i - N
Source IP=100110 X © =
&, Export to POF
2.5k P=
il _ J | [l Export to Report Chart |
w
5 L5k
&
3 1.0k I
300 T
Oct D6 20:40 Dct 08 14:20 Oct 10 03:00 Cct 12 01:40 Export to Report Chart
Source (User/IP) = | Source Interface = | Threal Score 5 | Sessions v Bytes (."-Senl,n Name Source 10.0.1.10
1 Time From 2023-10-6 16:26 To 2023-10-13 16:26
10.0.1.10 port3 4,040 = | 22,059 B I | 699.5 MB/319. Devi
evice
Filter srcip=10.0.1.10 |
Top 0 2 Oforno limit
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Similar to how you can use the Chart Builder feature in Log View, you can export a chart from FortiView.
The chart export includes any filters you set on FortiView.
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* Macros output query results in abbreviated form
MName Total Destination Count
Descriphion otal Destination Count
Dataset bar
’ The Lotal nurmber of destinations is 68 , and Lhe average session count is 46.09 K.

Query sedect countidistinet app) as total_app, coun

total_endpolnt, countidistinct dstip) as total
Data Binding
Display Counter {K/M/G)

Insert macros as data into templates and reports

Generated Reports Settings Editor
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Elsave as Template T | O, Find Replace || Replace Al
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In FortiAnalyzer, macros provide an abbreviated output of dataset queries. You can insert macros as data in

your reports without having to use a chart to display the data. FortiAnalyzer provides predefined macros, or
you can create your own custom macros.

This slide shows the configuration of the predefined Total Destination Count macro. Use the editor to insert
the macro, preceded by the plain text string The total number of destinations is, and followed by,
and the average session count is, and the Average Session Count macro.

Macros are useful if you do not require a visual representation of the data, but you still want to have a dataset
query to extract data or perform a function with the data.

Note that macros are ADOM-specific.
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* Name, Description: Type a name and
description (options) Reports > Report Defiitons > Macro Library
Mame Total Sessian Caunt
» Dataset: Pick an eXiSting dataset Description Total Number of Sussions
Dataset bandwidth-app-Delailed-Tralfic- Statistics -
. a Query select countldistinet app) as total_app, count{distinct appcat) as
° Query DISpIayS the dataset query total_appecat. count{distinct user_src) as total_users, count(distinct
Data Binding total_sessicns -
+ Data Binding: Select a field in the results of Display Counter (K/M/G) .
the query to bind the macro
* Display: Select how the macro will display
the data
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This slide shows the configuration parameters for macros.
» Define a name and an optional description.
» Pick an existing dataset, which then populates the Query box.
» Pick which column in the query is going to be used for the macro. In the example on this slide, the macro
will use data from the total_sessions column.
» Select the display, which affects how the macro will display the data. The options are:
« Bandwidth: FortiAnalyzer adds KB, MB, or GB to the end of the macro, shortening large numbers
and appending the units.
+ Counter: FortiAnalyzer adds K, M, or G to the end of the macro, shortening large numbers and
appending the units: K (kilo, one thousand), M (mega, one million), and G (giga, one billion).
« Duration: FortiAnalyzer adds a colon before the last two digits.
* Percentage: FortiAnalyzer adds a percentage sign to the end of the macro.
* Text: FortiAnalyzer doesn't add unit measurements.

The display configuration must match the data binding configuration. For example, if the data binding outputs
time, the display should be in duration. If the output is bandwidth, then the bandwidth setting is correct.
Otherwise, you may see strange results. For example, if you select percentage, but the data binding is for an
IP address, you may see 10.0.0.1%.
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Chart Types
| Pie | Donut | Sankey | Line |  Area

'®:

b
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Bubble | BubbleRing | Bar | Table
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When you configure a chart, you can define the chart type. This slide shows the available options. Depending
on the chart type you select, you can further customize them. For example, you can sort data in the table type,
or change the axis of the bar type.

Choosing the right chart type for your report is essential. For example, using a bubble chart to present

information on total destination (by bandwidth usage) may not be as useful as actually showing the amount of

traffic using a table.

In general, circular charts such as the pie, donut, and radar charts are hard to read when there is too much
data to include. In this case, the bar or table charts may be more appropriate.

A bar chart may also be a poor option if one data result has a much higher number than other results,
meaning that the chart displays one long bar while the other bars are so small that you cannot easily

differentiate them.
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Templates
+ A template specifies the layout—text, charts, and macros—to include in the report that
uses it

 FortiAnalyzer provides predefined templates (which match the predefined reports)
* Can clone predefined templates or create custom templates
» Can't edit or delete predefined templates

All Reports IMRE Chart Library | Macro Library, FAGENSNG G Templates | Chart Library | Macro Library
& Create New | | [ Edit [ Delete | | § Morev © Run Report |Q‘REDOHN' |ﬁFoIderv | f Maore~ |

O Titles 0| Title =
[0 EsTemplate - 360 Protection Report O & 350 Protection Report
[ EsTemplate - 360 Security Report O &5 360 Security Report

—
] >| B 360-Degree Security Review

1
O I EsTemplate - 360-Degree Security Review[™

P
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FortiAnalyzer provides predefined templates for reports. A template specifies the layout—text, charts, and
macros—to include in the report that uses it. By default, these predefined templates are associated with their
respective predefined reports. For example, the predefined 360-degree Security Review report uses the

360-Degree Security Review template.

Templates don’t contain any data. FortiAnalyzer adds data to the report when you generate it.

You can’t edit a predefined template, but you can clone it and edit the clone to fit your requirements. You can
also create your own template from scratch.
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Running Predefined Reports
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FortiAnalyzer also provides predefined reports—each one associated with a predefined template (the layout).
Predefined reports come with basic, default settings already configured. These basic settings define the time
period in which to run the report; which devices to run the report on; and whether FortiAnalyzer generates a
single report or separate reports per device or VDOM.

You can run the predefined reports as is, but, at a minimum, you should examine and adjust, if necessary, the
basic default settings. You can right-click any predefined report and select Edit to change its settings. For
example, if today is the first day FortiAnalyzer has been collecting logs, your report contains no data if the
time period is set to Previous 7 Days. Previous <n> days is handled differently in FortiView than in reports. In
reports, the current day is not included. You can specify a custom time period instead, or use a previous <n>
minutes or previous <n> hours setting.

You can run reports on demand, or schedule them for a specific time by enabling scheduling.

After a report is generated, you can view a report in multiple formats, including HTML, PDF, XML, CSV, and
JSON.
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If a predefined report comes extremely close to meeting all of your requirements, you may be able to fine-tune
its settings to fit your needs.

Fine-tuning encompasses minimal modifications, such as:

+ Adding log message filters to further refine the log data that is included in the report

+ Enabling queries to a pre-existing LDAP server to add an LDAP query to the report

» Configuring report language, print settings, and other settings. For example, you can print and customize
the cover page, print the table of contents, print a device list, obfuscate users, and set the color code for
the report to appear under Report Calendar.
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Knowledge Check

1. What is the main difference between charts and macros?
A. Only charts use datasets.
+'B.  Macros output query results in abbreviated form.
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Lesson Overview

@> Report Introduction

/> SQL Queries

,/> Report Configuration

> Report Customization
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Good job! You now understand how to configure the different components of FortiAnalyzer reports.

Now, you will learn about report customization options.
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Report Customization

Objectives

* Describe report customization options
» Configure and generate custom reports
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in customizing your reports, you can tailor them to your specific needs.
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Clone a report or template, then edit the clone
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Predefined reports may not meet all of your organization’s requirements, even after you fine-tune the report
settings. FortiAnalyzer allows you to create new templates and reports from scratch, or customize existing

templates and reports.

To make small changes to existing templates or reports, you can clone a report or template and then edit the

clone to suit your requirements.

You can create a new report based on an existing template. Then, you can edit that new report to suit your

requirements.

While you can edit the layout of predefined reports (but not templates) directly, it is a best practice to clone
and edit predefined reports instead. This preserves the default reports if your edits to the report are not

successful.

To make major changes to existing templates or reports (if no report comes close to meeting your needs), you

can create a new report or template from scratch.
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* Which customization approach to take:
template or report?

* Most important difference: templates only
include the layout of the report, but not report
settings (basic or advanced)

» Best practice is to approach it from an
efficiency and needs standpoint

* Think about:
» The amount of customization you need
* Whether you want to preserve report settings

* Whether you want to use the layout for one
report or many reports
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Customization—Template vs. Report (Contd)
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Templates and reports are closely related. As discussed earlier, you can clone and edit both reports and
templates, and you can create both new reports and new templates. So, how do you decide whether to

customize a template or a report?

One of the most vital differences between templates and reports is that templates include only the details you
can find under the Editor tab of the report—they don’t include report settings (neither the basic configuration
nor advanced settings). So, when deciding whether to perform customizations on a template or a report,

consider what you want to preserve and what you want to modify.

In the end, there is no correct approach. You can achieve the same results through multiple methods. A best
practice is to approach the decision from an efficiency and needs standpoint.
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Report Customization Settings
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FortiAnalyzer provides many customization options for your reports. Under Advanced Settings, you can
customize the selected report.

Many of the options are cosmetic, such as adding a header, a footer, a cover page, or changing the font.
However, other settings are related to the function of the report, including:

* Bundle Rest into “Others”: Bundle the uncategorized results into an Others category.
+ Print (different elements): Include a cover page, a table of contents, and a list of included devices.

+ Obfuscate User: Hide user information in the report. You may not want the users’ identity to be included in
the report.

* Resolve Hosthame: FortiAnalyzer will try to resolve hostnames at the report level.

+ Enable Report Filter Caching: Accelerate processing speed when generating multiple reports. In this
case, all filters are applied when querying the hcache table, which may decrease the accuracy of the
report.

+ Enable High Accuracy Caching: Increase the maximum hcache rows, increasing data accuracy. Clear

the checkbox to improve system performance. In this case, the filters are put inside the hcache to increase
data accuracy.
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Report Customization Settings (Contd)
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This slide shows two pages from the predefined Security Analysis report.

In the image on the left side of the slide, you can see a default cover page. On the right, you can see the
preconfigured charts.

Note that the full report contains many more pages not depicted on this slide.
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Report Customization Settings (Contd)
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This slide shows two pages from a customized Security Analysis report.

The cover page is different from the predefined report cover on the previous slide, and the chart types are
different.

Note that the full report contains many more pages not depicted on this slide.
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Knowledge Check

1. Which element do templates not contain?
YA. Report settings
B. Report layout

2. Which setting protects the privacy of users?
v A. Obfuscate User
B. Resolve Hosthame
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@> Report Introduction

/> SQL Queries

" 4 > Report Configuration

" 4 > Report Customization
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v'Describe the considerations of SOC reporting
v'Review the basic components of a FortiAnalyzer report
v'Describe SQL basics

v'Describe FortiAnalyzer schemas

v'Use FortiAnalyzer tools for simplifying SQL queries
v'Configure datasets, charts, and macros

v'Describe report customization options

v'Configure and generate custom reports
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This slide shows the objectives that you covered in this lesson.

By mastering these objectives, you gained an understanding of the basics of reporting in FortiAnalyzer and
how SQL queries are utilized in the reporting process. Additionally, you learned how to configure the elements
of a report, including datasets, charts, and macros. Finally, you discovered how to customize a report to suit
specific needs.
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