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Preface

Thefirst thing users of the UNIX or Linux operating systems come face to face with isthe shell .
"Shell" isthe UNIX term for auser interface to the system—something that letsyou
communicate with the computer viathe keyboard and the display. Shells are just separate
programs that encapsulate the system, and, as such, there are many to choose from.

Systems are usually set up with a"standard” shell that new users adopt without question.
However, some of these standard shells are rather old and lack many features of the newer shells.
Thisisashame, because shells have alarge bearing on your working environment. Since
changing shellsis as easy as changing hats, there is no reason not to change to the latest and
greatest in shell technology.

Of the many shells to choose from, this book introduces the Bourne Again shell (bash for
short), amodern general-purpose shell. Other useful modern shells are the Korn shell (ksh ) and
the "Tenex C shell” (tcsh ); both are also the subjects of O'Reilly handbooks.
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bash Versions

Thisbook isrelevant to all versions of bash , athough older versions lack some of the features
of the most recent version.[l Y ou can easily find out which version you are using by typing echo
$BASH VERSION . The earliest public version of bash was 1.0, and the most recent is 3.0
(released in July 2004). If you have an older version, you might like to upgrade to the latest one.
Chapter 12 shows you how to go about it.

(2 Throughout thisbook wehaveclearly marked withfootnotesthefeaturesthat arenot present intheearlier versions.
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Summary of bash Features

bash is a backward-compatible evolutionary successor to the Bourne shell that includes most of
the C shell's major advantages as well as features from the Korn shell and afew new features of
its own. Features appropriated from the Cshell include:

. Directory manipulation, withthe pushd , popd , and dirs commands.

. Job control, including the fg and bg commands and the ability to stop jobs with CTRL-Z.

. Braceexpansion, for generating arbitrary strings.

. Tilde expansion, a shorthand way to refer to directories.

. Aliases, which allow you to define shorthand names for commands or command lines.

. Command history, which letsyou recall previously entered commands.
bash'smajor new featuresinclude:

- Command-lineediting, allowingyoutouse v - or emacs -style editing commands on your

commandlines.
. Key bindingsthat allow you to set up customized editing key sequences.

. Integrated programming features. thefunctionality of several external UNIX commands,
including test , expr , getopt , and echo, has been integrated into the shell itself, enabling
common programming tasks to be done more cleanly and efficiently.

. Control structures, especially the select construct, which enables easy menu generation.
- New options and variablesthat give you more ways to customize your environment.
- Onedimensional arraysthat allow easy referencing and manipulation of lists of data.

- Dynamicloading of built-ins, plusthe ability to write your own and load them into the
runningshell.

< Day Day Up >
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Intended Audience

This book is designed to address casual UNIX and Linux users who are just above the "raw
beginner" level. Y ou should be familiar with the process of logging in, entering commands, and
doing simplethingswithfiles. Although Chapter 1 reviews concepts such asthetree-likefileand
directory scheme, you may find that it moves too quickly if you're acomplete neophyte. In that
case, we recommend the O'Rellly handbook, Learning the UNIX Operating System, by Jerry
Peek, Grace Todino, and John Strang.

If you're an experienced user, you may wish to skip Chapter 1 altogether. But if your experience
iswith the C shell, you may find that Chapter 1 revealsafew subtle differences between the bash
and C shells.

No matter what your level of experienceis, you will undoubtedly learn many thingsin this book
that will make you amore productive bash user—from major features down to details at the
"nook-and-cranny" level that you may not have been aware of.

If you areinterested in shell programming (writing shell scripts and functionsthat automate
everyday tasks or serve as system utilities), you should also find this book useful. However, we
have deliberately avoided drawing astrong distinction between interactive shell use (entering
commands during alogin session) and shell programming. We see shell programming asa
natural, inevitable outgrowth of increasing experienceasauser.

Accordingly, each chapter depends on those previous to it, and although the first three chapters
are oriented toward interactive use only, subsequent chapters describe interactive, user-oriented
features in addition to programming concepts.

Thisbook aimsto show you that writing useful shell programs doesn't require a computing
degree. Evenif you are completely new to computing, thereis no reason why you shouldn't be
able to harness the power of bashwithinashort time.

Toward that end, we decided not to spend too much time on features of exclusive interest to
low-level systems programmers. Conceptslike file descriptors and special file types might only
confuse the casual user, and anyway, we figure those of you who understand such things are
smart enough to extrapol ate the necessary information from our cursory discussions.
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Code Examples

Thisbook isfull of examples of shell commands and programs designed to be useful in your
everyday lifeasauser, not just toillustrate the feature being explained. In Chapter 4 and
onwards, we include various programming problems, which we call tasks, that illustrate
particular shell programming concepts. Some tasks have solutions that are refined in subsequent
chapters. Thelater chapters also include programming exercises, many of which build on the
tasksin the chapter.

Feel free to use any code you see in this book and to passit along to friends and colleagues. We
especially encourage you to modify and enhance it yourself.

If you want to try examples but you don't use bash as your login shell, you must put the
following line at the top of each shell script:

#!/ bi n/ bash

If bashisn'tinstalled asthefile/bin/bash , substitute its pathname in the above.
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Chapter Summary

If you want to investigate specific topics rather than read the entire book through, hereisa
chapter-by-chapter summary:

Chapter 1 introduces bash and tellsyou how to install it asyour login shell. Then it surveysthe
basics of interactive shell use, including overviews of the UNIX file and directory scheme,
standard 1/0O, and background jobs.

Chapter 2 discusses the shell's command history mechanism (including the emacs - and v -
editing modes), history substitution and the fc history command, and key bindings with readline
and bind .

Chapter 3 coverswaysto customize your shell environment without programming by using the
startup and environment files. Aliases, options, and shell variables are the customization
techniques discussed.

Chapter 4isanintroduction to shell programming. It explains the basics of shell scriptsand
functions, and discusses several important "nuts-and-bolts" programming features: string

mani pul ation operators, brace expansion, command-line arguments (positional parameters), and
command substitution.

Chapter 5 continues the discussion of shell programming by describing command exit status,
conditional expressions, and the shell'sflow-control structures: if , for , case, select , while,
and until .

Chapter 6 goes into depth about positional parameters and command-line option processing,
then discusses special types and properties of variables, integer arithmetic, and arrays.

Chapter 7 gives adetailed description of bash I/O. This chapter covers al of the shell's /O
redirectors, aswell astheline-at-a-time /O commandsread and echo . It also discusses the
shell's command-line processing mechanism and the eval command.

Chapter 8 covers process-related issues in detail. It starts with a discussion of job control, then
getsinto various low-level information about processes, including process IDs, signals, and
traps. The chapter then moves to a higher level of abstraction to discuss coroutines and
subshélls.

Chapter 9 discusses various debugging techniques, like trace and verbose modes, and the "fake"
signal traps. It then presentsin detail auseful shell tool, written using the shell itself: abash



debugger.

Chapter 10givesinformation for system administrators, including techniquesfor implementing
system-wide shell customization and features related to system security.

Chapter 11 discusses ways to make bash scripts more maintainable.

Chapter 12 shows you how to go about getting bash and how to install it on your system. It also
outlineswhat to do in the event of problems along the way.

Appendix A compares bash to several similar shells, including the standard Bourne shell, the
POSIX shell standard, the Korn shell (ksh), the public-domain Korn shell (pdksh ), and the Z
Shell (zsh).

Appendix B containslistsof shell invocation options, built-in commands, built-in variables,
conditional test operators, options, /O redirection, and emacs- and v -editing mode commands.

Appendix Cgivesinformation onwriting and compiling your own loadable built-ins.

Appendix D looks at the basics of programmable completion.
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Conventions Used in This Handbook

We leave it as understood that when you enter a shell command, you press RETURN at the end.
RETURN islabeled ENTER on some keyboards.

Characterscalled CTRL-X , where X isany letter, are entered by holding down the CTRL (or
CTL, or CONTROL) key and pressing that |etter. Although we give the letter in uppercase, you
can press the letter without the SHIFT key.

Other special charactersare LINEFEED (which isthe same as CTRL-J), BACKSPACE (same
as CTRL-H), ESC, TAB, and DEL (sometimes |labeled DELETE or RUBOUT).

This book usesthe following font conventions:

[talic

Used for UNIX filenames, commands not built into the shell (which arefilesanyway), and
shell functions. Italic is also used for dummy parameters that should be replaced with an
actual value, todistinguishthe vi and emacs programs from their bash modes, and to
highlight special termsthefirst timethey aredefined.

Bold

Used for bash built-in commands, aliases, variables, and options, aswell ascommand lines
whenthey arewithinregular text. Bold is used for all elementstyped in by the user within
regulartext.

Const ant Wdt h

Used in examples to show the contents of files or the output from commands.

Constant Bol d



Used in examplesto show interaction between the user and the shell; any text the user types

inisshownin Const ant Bol d . For example:$ pwd/ home/ cam advent ur e/ carr ol
$

Constant ltalic

Used in displayed command lines for dummy parameters that should be replaced with an
actual value.

Square Brackets

Used in Chapter 2 to show the position of the cursor on the command line being edited.
Forexamplegrep -1 Alice <~cam book/[a]iw

We use UNIX asashorthand for "UNIX and Linux." Puristswill correctly insist that Linux
isnot UNIX—Dbut asfar as thisbook is concerned, they behave identically.
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We'd Like to Hear from You

Please address comments and questions concerning this book to the publisher:

O'Reilly Media, Inc.

1005 GravensteinHighway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international orlocal)

(707) 829-0104 (fax)

We have aweb page for this book, where we list errata, examples, and any additional
information. Y ou can access this page at:

http://www.orellly.com/catal og/bash3
To comment or ask technical questions about this book, send email to:
bookguestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O'Reilly
Network, see our web site at:

http://mww.oreilly.com
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Using Code Examples

This book is hereto help you get your job done. In general, you may use the code in this book in
your programs and documentation. Y ou do not need to contact us for permission unless you're
reproducing a significant portion of the code. For example, writing aprogram that uses severa
chunks of code from this book does not require permission. Selling or distributing a CD-ROM

of examples from O'Reilly books does require permission. Answering aquestion by citing this
book and quoting example code does not require permission. Incorporating a significant amount
of example code from this book into your product's documentation does require permission.

We appreciate, but do not require, attribution. An attribution usually includesthetitle, author,
publisher, and ISBN. For example "Learning the bash Shell , Third Edition, by Cameron
Newham and Bill Rosenblatt. Copyright 2005 O'Reilly Media, Inc., 0-596-00965-8."
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Safari Enabled

When you see a Safari® Enabled icon on the cover of your favorite technology
book, that meansthe book is available online through the O'Reilly Network Safari Bookshelf.

Safari offersasolution that's better than e-books. It'savirtual library that lets you easily search
thousands of top tech books, cut and paste code samples, download chapters, and find quick
answers when you need the most accurate, current information. Try it for free at
http://safari.oreilly.com .
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Chapter 1. bash Basics

Sincethe early 1970s, when it wasfirst created, the UNIX operating system has become more
and more popular. During thistime it has branched out into different versions, and taken on such
names as Ultrix, Al X, Xenix, SUunOS, and Linux. Starting on minicomputers and mainframes, it
has moved onto desktop workstations and even personal computers used at work and home. No
longer a system used only by academics and computing wizards at universities and research
centers, UNIX is used in many businesses, schools, and homes. As time goes on, more people
will comeinto contact with UNIX.

Y ou may have used UNIX at your school, office, or home to run your applications, print
documents, and read your electronic mail. But have you ever thought about the process that
happens when you type a command and hit RETURN?

Several layers of eventstake place whenever you enter acommand, but we're going to consider
only thetop layer, known asthe shell . Generically speaking, ashell isany user interfaceto the
UNIX operating system, i.e., any program that takes input from the user, trandatesit into
instructions that the operating system can understand, and conveys the operating system's output
back to the user. Figure 1-1 shows the rel ationship between user, shell, and operating system.

Figure 1-1. The shell is a layer around the UNIX operating system

S DUfpt - menmobmnmnne UNIX
Operating
sesssesssse lgput sesesesco--B ugem

There are various types of user interfaces. bash belongs to the most common category, known
as character-based user interfaces. These interfaces accept lines of textual commands that the
user typesin; they usually produce text-based output. Other types of interfacesinclude the
increasingly common graphical user interfaces (GUI), which add the ability to display arbitrary
graphics (not just typewriter characters) and to accept input from amouse or other pointing
device, touch-screen interfaces (such as those on some bank teller machines), and so on.
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1.1. What Is a Shell?

The shell'sjob, then, isto trandate the user's command lines into operating system instructions.
For example, consider thiscommand line:

sort -n phonelist > phonelist.sorted

Thismeans, " Sort linesin thefile phonelist in numerical order, and put theresult inthefile
phonelist.sorted ." Here'swhat the shell does with this command:

1. Breaksupthelineintothepiecessort, -n, phonelist , > , and phonelist.sorted . These
pieces are called words.

2. Determines the purpose of the words: sort is a command, -n and phonelist are arguments,
and > and phonelist.sorted , taken together, are 1/0O instructions.

3. Sets up the I/O according to > phonelist.sorted (output to the file phone list.sorted) and
somestandard, implicit instructions.

4. Findsthe command sort in afileand runsit with the option -n (numerical order) and the
argument phonelist (input filename).

Of course, each of these stepsreally involves several substeps, each of which includes a
particular instruction to the underlying operating system.

Remember that the shell itself isnot UNIX—just the user interfaceto it. UNIX isone of thefirst
operating systems to make the user interface independent of the operating system.
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1.2. Scope of This Book

In thisbook you will learn about bash , which is one of the most recent and powerful of the
major UNIX shells. There are two waysto use bash : asauser interface and as a programming
environment.

This chapter and the next cover interactive use. These two chapters should give you enough
background to use the shell confidently and productively for most of your everyday tasks.

After you have been using the shell for awhile, you will undoubtedly find certain characteristics
of your environment (the shell's"look and feel") that you would like to change, and tasks that
you would like to automate. Chapter 3 shows several ways of doing this.

Chapter 3 also prepares you for shell programming, the bulk of which is covered in Chapter 4
through Chapter 6. Y ou need not have any programming experience to understand these
chaptersand learn shell programming. Chapter 7 and Chapter 8 give more complete descriptions
of the shell's1/O and process-handling capabilities, while Chapter 9 discusses various techniques
for debugging shell programs.

You'll learnalot about bashinthisbook; you'll also learn about UNIX utilities and the way the
UNIX operating system worksin general. It's possible to become avirtuoso shell programmer
without any previous programming experience. At the sametime, we've carefully avoided going
into excessive detail about UNIX internals. We maintain that you shouldn't haveto bean internals
expert to use and program the shell effectively, and we won't dwell on the few shell featuresthat
areintended specifically for low-level systemsprogrammers.
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1.3. History of UNIX Shells

The independence of the shell from the UNIX operating system per se hasled to the
development of dozens of shellsthroughout UNIX history—although only afew have achieved
widespread use.

Thefirst mgjor shell wasthe Bourne shell (named after itsinventor, Steven Bourne); it was
included inthefirst popular version of UNIX, Version 7, starting in 1979. The Bourne shell is
known on the system as sh . Although UNIX has gone through many, many changes, the Bourne
shell isstill popular and essentially unchanged. Several UNIX utilitiesand administration features
depend on it.

Thefirst widely used alternative shell wasthe C shell, or csh . Thiswaswritten by Bill Joy at the
University of Californiaat Berkeley aspart of the Berkeley Software Distribution (BSD) version
of UNIX that came out a couple of years after Version 7.

The C shell getsits name from the resemblance of its commands to statementsin the C
Programming Language, which makesthe shell easier for programmerson UNIX systemsto
learn. It supports a number of operating system features (e.g., job control; see Chapter 8) that
were unique to BSD UNIX but by now have migrated to most other modern versions. It also has
afew important features (e.g., aliases; see Chapter 3) that makeit easier to usein general.

In recent years a number of other shells have become popular. The most notable of theseisthe
Korn shell. Thisshell isacommercial product that incorporates the best features of the Bourne
and C shells, plus many features of its own.[X TheKorn shell issimilar to bash in most respects;
both have an abundance of features that make them easy to work with. The advantage of bashis
that it isfree. For further information on the Korn shell see Appendix A .

[1 TheK orn shell can bedownloaded for freebut it comeswith alicensethat will requirepayment if theshell isusedin
certainstuations.

1.3.1. The Bourne Again Shell

The Bourne Again shell (named in punning tribute to Steve Bourne's shell) was created for usein
the GNU project.[2] The GNU project was started by Richard Stallman of the Free Software
Foundation (FSF) for the purpose of creating a UNIX-compatible operating system and
replacing all of thecommercial UNIX utilitieswith freely distributable ones. GNU embodiesnot
only new software utilities, but anew distribution concept: the copyleft . Copylefted software



may be freely distributed so long as no restrictions are placed on further distribution (for
example, the source code must be made freely available).

[2l GNU isarecursiveacronym, standing for "GNU'sNot UNIX."

bash , intended to be the standard shell for the GNU system, was officially "born™ on Sunday,
January 10, 1988. Brian Fox wrote the original versions of bash and readline and continued to
improvetheshell up until 1993. Early in 1989 he was joined by Chet Ramey, who was
responsible for numerous bug fixes and the inclusion of many useful features. Chet Ramey is
now the official maintainer of bash and continuesto make further enhancements.

In keeping with the GNU principles, all versionsof bash since 0.99 have been freely available
from the FSF. bash has found its way onto every major version of UNIX and israpidly
becoming the most popular Bourne shell derivative. It isthe standard shell included with Linux, a
widely used free UNIX operating system, and Apple'sMac OS X.

In 1995 Chet Ramey began working on amajor new release, 2.0, which wasreleased to the
public for the first time on December 23, 1996. bash 2.0 added a range of new featuresto the
old release (the one before being 1.14.7) and brought the shell into better compliance with
various standards. bash 3.0 improves on the previous version and rounds out the feature list and
standards compliance.

This book describesbash 3.0. It isapplicable to all previous releases of bash . Any features of
the current release that are different in, or missing from, previousreleaseswill be noted in the
text.

1.3.2. Features of bash

Although the Bourne shell is still known asthe " standard"” shell, bashisbecoming increasingly
popular. In addition to its Bourne shell compatibility, it includes the best features of the C and
Korn shellsaswell as several advantages of itsown.

bash 's command-line editing modes are the features that tend to attract peopleto it first. With
command-line editing, it's much easier to go back and fix mistakes or modify previous
commandsthan it iswith the C shell's history mechanism—and the Bourne shell doesn't let you
dothisat all.

The other major bash feature that isintended mostly for interactive usersisjob control. As
Chapter 8 explains, job control gives you the ability to stop, start, and pause any number of
commands at the same time. This feature was borrowed almost verbatim from the C shell.

The rest of bash 'simportant advantages are meant mainly for shell customizersand
programmers. It has many new options and variables for customization, and its programming



features have been significantly expanded to include function definition, more control structures,
integer arithmetic, advanced 1/0 control, and more.
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1.4. Getting bash

Y ou may or may not be using bash right now. Y our system administrator probably set your
account up with whatever shell he uses asthe "standard" on the system. Y ou may not even have
been awarethat thereismorethan one shell available.

Y et it's easy for you to determine which shell you are using. Log in to your system and type

echo $SHELL at the prompt. Y ou will see aresponse containing sh, csh , ksh , or bash ; these
denote the Bourne, C, Korn, and bash shells, respectively. (There's a'so a chance that you're
using another shell such astcsh .)

If you aren't using bash and you want to, then you first need to find out if it exists on your
system. Just type bash . If you get anew prompt consisting of some information followed by a
dollar sign (e.g., bash3 $), then all iswell; type exit to go back to your normal shell.

If you get a"not found" message, your system may not have it. Ask your system administrator
or another knowledgeable user; there's a chance that you might have some version of bash
installed on the system in aplace (directory) that is not normally accessible to you. If not, read
Chapter 11 to find out how you can obtain a version of bash .

Once you know you have bash on your system, you can invoke it from whatever other shell you
use by typing bash as above. However, it's much better to install it asyour login shell , i.e., the
shell that you get automatically whenever you login. Y ou may be ableto do theinstallation by
yourself. Here are instructions that are designed to work on the widest variety of UNIX systems.
If something doesn't work (e.g., you type in acommand and get a"not found" error message or
ablank line as the response), you'll have to abort the process and see your system administrator.
Alternatively, turnto Chapter 12 where we demonstrate aless straightforward way of replacing
your current shell.

Y ou need to find out where bash is on your system, i.e., in which directory it'sinstalled. Y ou
might be able to find the location by typing wher eis bash (especially if you areusing the C
shell); if that doesn't work, try whence bash , which bash , or this complex command:[3]

[3] Make sureyou usethe correct quotation mark inthiscommand: ' rather than ° .

grep bash /etc/passwd | awk -F: '{print $7}' | sort -u

Y ou should see aresponse that 1ooks like /bin/bash or /usr/local/bin/bash .



Toinstall bash asyour login shell, type chsh bash-name, where bash-name is the response
you got to your wher eis command (or whatever worked). For example:

% chsh /usr/ | ocal/bin/bash

You'll either get an error message saying that the shell isinvalid, or you'll be prompted for your
password.[4l Type in your password, then log out and log back in again to start using bash .

[4 For system security reasons, only certain programsareallowedtobeinstalled asloginshells.
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1.5. Interactive Shell Use

When you use the shell interactively, you engagein alogin session that beginswhen you login
and ends when you type exit or logout or press CTRL-D. [5 During alogin session, you typein
command linesto the shell; these are lines of text ending in RETURN that you typein to your
terminal or workstation.

[5] The shell can be set up so that it ignoresasingle CTRL-D to end the session. We recommend doing this, because
CTRL-D istoo easy to type by accident. See the section on optionsin Chapter 3for further details.

By default, the shell prompts you for each command with an information string followed by a
dollar sign, though asyou will seein Chapter 3, the entire prompt can be changed.

1.5.1. Commands, Arguments, and Options

Shell command lines consist of one or more words, which are separated on acommand line by
blanks or TABs. Thefirst word on the lineisthe command . Therest (if any) are arguments
(alsocalled parameters) to the command, which are names of things on which the command
will act.

For example, the command line Ip myfile consists of the command Ip (print afile) and thesingle
argument myfile . Ip treats myfile asthe name of afile to print. Arguments are often names of
files, but not necessarily: inthe command line mail cam , the mail program treats cam as the
username to which amessage will be sent.

An option isaspecial type of argument that gives the command specific information on what itis
supposed to do. Options usually consist of adash followed by aletter; we say "usually" because
thisisaconvention rather than a hard-and-fast rule. The command Ip -h myfile containsthe
option -h , which tellsIp not to print the "banner page" beforeit printsthefile.

Sometimes options take their own arguments. For example, Ip -d Ip1 -h myfile has two options
and one argument. Thefirst optionis-dIpl, which means" Send the output to the printer
(destination) called Ip1 ." The second option and argument are the same asin the previous
example.
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1.6. Files

Although argumentsto commands aren't alwaysfiles, files are the most important types of
"things" on any UNIX system. A file can contain any kind of information, and indeed there are
different typesof files. Threetypes are by far the most important:

Regular files

Also called text files; these contain readabl e characters. For example, this book was
created from several regular filesthat contain the text of the book plus human-readable
formatting instructionsto the troff word processor.

Executablefiles

Also called programs; these are invoked as commands. Some can't be read by humans;
others—the shell scriptsthat we'll examinein thisbook—are just special text files. The shell
itself isa(non-human-readable) executablefilecalled bash .

Directories

These arelikefoldersthat contain other files—possibly other directories(called
subdirectories).

1.6.1.Directories

Let's review the most important concepts about directories. The fact that directories can contain
other directories|eadsto ahierarchical structure, more popularly known asatree, for al fileson
aUNIX system.

Figure1-1 shows part of atypical directory tree; rectangles are directories and ovals are regular
files.



Figure 1-2. A tree of directories and files
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Thetop of the tree is adirectory called root that has no name on the system.[6] All filescan be
named by expressing their location on the system relative to root ; such names are built by listing
al of the directory names (in order from root ), separated by slashes (/), followed by thefile's
name. Thisway of naming filesiscalled afull (or absolute ) pathname .

[6] Most UNIX tutorialssay that root hasthe name /. Westand by thisalternative explanation becauseitismore
logically consistent withtherest of theUNIX filenameconventions.

For example, say thereisafile called aaiw that isin the directory book , whichisin the directory
cam, whichisinthedirectory home, whichisintheroot directory. Thisfile'sfull pathnameis
/home/canvbook/aaiw .

1.6.1.1 The working directory

Of course, it'sannoying to have to use full pathnames whenever you need to specify afile. So
there is also the concept of the working directory (sometimes called the current directory), which
isthedirectory you are"in" at any giventime. If you give apathname with no leading slash, then
thelocation of thefileisworked out relative to the working directory. Such pathnames are called
relative pathnames; you'll use them much more often than full pathnames.

When you log in to the system, your working directory isinitially set to aspecial directory called
your home (or login) directory. System administrators often set up the system so that
everyone's home directory nameisthe same astheir login name, and all home directoriesare
contained in acommon directory under root .



For example, /home/camisatypical homedirectory. If thisisyour working directory and you
givethe command Ip memo, then the system looks for the file memo in /home/cam . If you have
adirectory called hatter in your home directory, and it containsthe file teatime , then you can
print it with thecommand Ip hatter/teatime .

1.6.1.2 Tilde notation

Asyou can well imagine, home directories occur often in pathnames. Although many systemsare
organized so that al home directories have acommon parent (such as /home or /users ), you
should not rely on that being the case, nor should you even have to know the absol ute pathname
of someone's home directory.

Therefore, bash hasaway of abbreviating home directories: just precede the name of the user
with atilde (~ ). For example, you could refer to thefile story in user alice 's home directory as
~alice/story . Thisis an absolute pathname, so it doesn't matter what your working directory is
when you useit. If alice's home directory has a subdirectory called adventure and thefileisin
there instead, you can use ~alice/adventure/story as its name.

Even more convenient, atilde by itself refersto your own home directory. Y ou can refer to afile
called notes in your home directory as ~/notes (note the difference between that and ~notes ,
which the shell would try to interpret as user notes 's home directory). If notesisin your
adventur e subdirectory, then you can call it ~/adventure/notes . This notation is handiest when
your working directory isnot in your home directory tree, e.g., when it's some system directory
like /tmp .

1.6.1.3 Changing working directories

If you want to change your working directory, use the command cd . If you don't remember
your working directory, the command pwd tellsthe shell to print it.

cd takes as an argument the name of the directory you want to become your working directory.
It can berelative to your current directory, it can contain atilde, or it can be absolute (starting
with aslash). If you omit the argument, cd changes to your home directory (i.e., it's the same as
cd ~).

Table 1-1 gives some sample cd commands. Each command assumes that your working
directory is/home/cam just before the command is executed, and that your directory structure
lookslike Figurel-1 .

Table 1-1. Sample cd commands



Command New workingdirectory

cd book /home/canvbook

cd book/wonderland /home/cam/book/wonder|and
cd ~/book/wonderland /home/cam/book/wonderland
cd /ust/lib lusr/lib

cd .. /home

cd ../gryphon /home/gryphon

cd ~gryphon /home/gryphon

Thefirst four are straightforward. The next two use aspecial directory called . . (two dots),
which means "parent of thisdirectory." Every directory has one of these; it'sauniversal way to
get to the directory above the current onein the hierarchy—whichis called the parent
directory.[”]

[71 Each directory also hasthespecial directory . (singledot), whichjust means"thisdirectory.” Thus, od . effectively
doesnothing. Both . and . . areactually specia hiddenfilesineach directory that point tothedirectory itself andtoits
parent directory, respectively. root isitsown parent.

Another feature of bash 'scd command isthe form cd -, which changesto whatever directory
you were in before the current one. For example, if you start out in /usr/lib , type cd without an
argument to go to your home directory, and then type cd -, you will be back in /usr/lib .

1.6.2. Filenames, Wildcards, and Pathname Expansion

Sometimes you need to run a command on more than one file at atime. The most common
example of such acommand isls, which listsinformation about files. Initssimplest form,
without options or arguments, it liststhe names of all filesin the working directory except special
hidden files, whose names begin withadot (.).

If you give Isfilename arguments, it will list thosefiles—whichissort of silly: if your current
directory hasthefiles duchess and queen in it and you type Is duchess queen , the system will
simply print thosefilenames.

Actuadly, Isismore often used with optionsthat tell it to list information about thefiles, likethe -|
(long) option, whichtellslsto list thefile'sowner, size, time of last modification, and other
information, or -a (all), which also lists the hidden files described above. But sometimesyou
want to verify the existence of acertain group of fileswithout having to know all of their names;



for example, if you use atext editor, you might want to see which filesin your current directory
have namesthat endin .txt .

Filenames are so important in UNIX that the shell provides abuilt-in way to specify the pattern of
aset of filenames without having to know all of the names themselves. Y ou can use special
characters, called wildcards, in filenamesto turn them into patterns. Table 1-2 lists the basic
wildcards.

Table 1-2. Basic wildcards

Wildcard Matches
? Any singlecharacter
* Any string of characters
[set ] Any character in set
[!st] Any character not in set

The ? wildcard matches any single character, so that if your directory containsthefiles
program.c, program.log , and program.o, then the expression program .? matches
program.c and program.o but not program.log .

The asterisk (* ) is more powerful and far more widely used; it matches any string of characters.
The expression program .* will match all threefilesin the previous paragraph; text editor users
can use the expression * .txt to match their input files.[8]

[8l MS-DOS and VAX/VMS users should note that thereis nothing special about thedot (.) in UNIX filenames
(asidefromtheleadingdot, which"hides" thefile); it'sjust another character. For example, s * listsall filesinthe
current directory; youdon'tneed *.* asyou do on other systems. Indeed, Is *.* won'tlistall thefiles—only thosethat
haveat |east onedot inthemiddle of the name.

Table 1-3 should help demonstrate how the asterisk works. Assume that you have the filesbob ,
darlene, dave, ed, frank , and fred in your working directory.

Table 1-3. Using the * wildcard

Expression Yields
fr frank fred



Expression Yidds

* ed ed fred

b* bob

* et darlene dave ed fred

*or* darlenefrank fred

* bob darlene dave ed frank fred
d* e darlenedave

g* g*

Noticethat * can stand for nothing: both *ed and * e* match ed . Also notice that the last
example showswhat the shell doesif it can't match anything: it just leavesthe string with the
wildcard untouched.

Theremaining wildcardisthe set construct. A set isalist of characters (e.g., abc), aninclusive
range (e.g., az), or some combination of the two. If you want the dash character to be part of a
list, justlistit first or last. Table 1-4 should explain thingsmoreclearly.

Table 1-4. Using the set construct wildcards

Expression Matches
[abc] a b,orc
[.;] Period, comma, or semicolon
[- ] Dash or underscore
[aC] a b,orc
[aZ] All lowercaseletters
['0-9] All non-digits
[0-91] All digitsand exclamation point
[azA-Z] All lower- and uppercase | etters

[azA-Z0-9 -] All letters, all digits, underscore, and dash



Intheoriginal wildcard example, program.[co] and program.[a-z] both match program.c and
program.o, but not program.log .

An exclamation point after the left bracket letsyou "negate” a set. For example, [!.;] matches any
character except period and semicolon; [!a-zA-Z] matches any character that isn't aletter. To
match ! itself, placeit after thefirst character in the set, or precede it with abackslash, asin [\!] .

The range notation is handy, but you shouldn't make too many assumptions about what
charactersareincluded in arange. It's safe to use arange for uppercase | etters, lowercase | etters,
digits, or any subrangesthereof (e.g., [f-q] , [2-6] ). Don't use ranges on punctuation characters
or mixed-case letters: e.g., [a-Z] and [A-Z] should not be trusted to include all of the letters and
nothing more. The problem isthat such ranges are not entirely portable between different types
of computers.[¥]

[91 Specifically, rangesdepend onthe character encoding schemeyour computer uses(normally ASCII, but |BM
mainframesuse EBCDI C) andthecharacter set used by thecurrent local e (rangesinlanguagesother than Englishmay
not giveexpected results).

The process of matching expressions containing wildcardsto filenamesis called wildcard
expansion or globbing . Thisisjust one of several stepsthe shell takes when reading and
processing acommand line; another that we have already seenistilde expansion, wheretildes are
replaced with home directories where applicable. We'll see othersin later chapters, and the full
details of the process are enumerated in Chapter 7 .

However, it'simportant to be aware that the commands that you run only see the results of
wildcard expansion. That is, they just see alist of arguments, and they have no knowledge of
how those arguments came into being. For example, if you typels fr* and your filesare ason
the previous page, then the shell expandsthe command lineto Is fred frank and invokes the
command Iswithargumentsfred and frank . If you type s g* , then (because thereis no
match) Iswill begiventheliteral string g* and will complain with the error message, g*: No such
file or directory .[10]

[19] Thisisdifferent fromtheC shell'swildcard mechanism, which printsan error messageand doesn't executethe
commandatall.

Hereis an example that should help make things clearer. Suppose you are a C programmer. This
meansthat you deal with fileswhose namesend in .c (programs, also known as source files), .h
(header filesfor programs), and .0 (object code filesthat aren't human-readable), aswell as other
files. Let'ssay you want to list all source, object, and header filesin your working directory. The
command Is *.[cho] does the trick. The shell expands *.[cho] to all fileswhose namesendina
period followed by ac , h , or o and passes the resulting list to Is as arguments. In other words,
Iswill seethefilenamesjust asif they wereall typedinindividually—but notice that werequired
no knowledge of the actual filenameswhatsoever! We let the wildcards do the work.

The wildcard examples that we have seen so far are actually part of amore general concept



called pathname expansion . Just asit is possible to use wildcardsin the current directory, they
can also be used as part of apathname. For example, if you wanted to list all of thefilesinthe
directories/usr and /usr2 , you could typels/usr* . If youwereonly interested in thefiles
beginningwiththeletters b and e in these directories, you could type Is /usr*/[be]* to list them.

1.6.3. Brace Expansion

A concept closely related to pathname expansion is brace expansion. Whereas pathname
expansion wildcards will expand to files and directoriesthat exist, brace expansion expandsto an
arbitrary string of agiven form: an optional preamble, followed by comma-separated strings
between braces, and followed by an optional postscript . If you type echo b{ed,olt,ar}s, you'll
see the words beds, bolts, and bars printed. Each instance of astring inside the bracesis
combined with the preamble b and the postscript s. Notice that these are not filenames—the
strings produced are independent of filenames. It is also possible to nest the braces, asin
b{ar{d,n,k},ed}s. Thiswill result in the expansion bards, barns, barks, and beds .

Y ou can also use adlightly different type of brace expansion for creating a sequence of letters or
numbers. If you type echo {2..5} you'll seethisexpandsto2 34 5. Typing echo {d..h} results
intheexpansiond ef g h .[11]

[11] Thisform of braceexpansionisnot availablein bash prior to Version 3.0.

Brace expansion can also be used with wildcard expansions. In the example from the previous
section where we listed the source, object, and header filesin the working directory, we could
haveused Is*.{c,h,0} .[12]

[12] Thisdiffersdightly from Cshell braceexpansion. bash requiresat least one unquoted commato performan
expansion; otherwise, thewordisleft unchanged, e.g., b{o}lt remainsas b{o}lt .
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1.7. Input and Output

The softwarefield—really, any scientific field—tendsto advance most quickly and impressively
on those few occasions when someone (i.e., not a committee) comes up with an ideathat is
small in concept yet enormous in itsimplications. The standard input and output scheme of
UNIX hasto be on the short list of such ideas, along with such classic innovations asthe LISP
language, therelational datamodel, and obj ect-oriented programming.

The UNIX 1/O schemeisbased on two dazzlingly smpleideas. First, UNIX filel/O takesthe
form of arbitrarily long sequences of characters (bytes). In contrast, file systems of older vintage
have more complicated I/O schemes (e.g., "block,” "record,” "card image," etc.). Second,
everything on the system that produces or accepts dataistreated as afile; thisincludes hardware
deviceslikedisk drivesand terminals. Older systemstreated every device differently. Both of
these ideas have made systems programmers' lives much more pleasant.

1.7.1. Standard I/O

By convention, each UNIX program has a single way of accepting input called standard input ,
asingle way of producing output called standard output , and a single way of producing error
messages called standard error output , usually shortened to standard error . Of course, a
program can have other input and output sources aswell, aswewill seein Chapter 7 .

Standard 1/0O was thefirst scheme of itskind that was designed specifically for interactive users
at terminals, rather than the older batch style of use that usually involved decks of punch-cards.
Since the UNIX shell providesthe user interface, it should come as no surprise that standard 1/0
wasdesigned tofit in very neatly with the shell.

All shellshandle standard I/O in basically the same way. Each program that you invoke has all
three standard I/O channels set to your terminal or workstation, so that standard input is your
keyboard, and standard output and error are your screen or window. For example, the mail
utility prints messages to you on the standard output, and when you use it to send messages to
other users, it accepts your input on the standard input. This means that you view messages on
your screen and type new ones in on your keyboard.

When necessary, you can redirect input and output to come from or go to afile instead. If you
want to send the contents of a pre-existing file to someone as mail, you redirect mail 's standard
input so that it reads from that file instead of your keyboard.



Y ou can also hook programs together in a pipeline, in which the standard output of one
program feeds directly into the standard input of another; for example, you could feed mail
output directly to the Ip program so that messages are printed instead of shown on the screen.

Thismakesit possibleto use UNIX utilitiesas building blocksfor bigger programs. Many UNIX
utility programs are meant to be used in thisway: they each perform a specific type of filtering
operation on input text. Although thisisn't atextbook on UNIX utilities, they are essential to
productive shell use. The more popular filteringutilitiesarelistedin Table 1-5 .

Table 1-5. Popular UNIX data filtering utilities

Utility Purpose
cat  Copy input to output

grep Searchfor stringsin theinput

sort  Sortlinesintheinput

cut  Extract columnsfrom input

sed  Perform editing operations on input

tr Trandlate charactersin the input to other characters

Y ou may have used some of these before and noticed that they take names of input files as
arguments and produce output on standard output. Y ou may not know, however, that all of them
(and most other UNIX uitilities) accept input from standard input if you omit the argument.[13]

[13] 1f aparticular UNI X utility doesn't accept standardinput whenyouleaveout thefilenameargument, try usingadash
(-) astheargument. Some UNIX systemsprovidestandard input asafile, soyou could try providing thefile /dev/stdin
astheinputfileargument.

For example, the most basic utility is cat , which simply copiesitsinput to its output. If you type
cat with afilename argument, it will print out the contents of that file on your screen. But if you
invokeit with no arguments, it will expect standard input and copy it to standard output. Try it:
cat will wait for you to type aline of text; when you type RETURN, cat will repeat the text back
to you. To stop the process, hit CTRL-D at the beginning of aline. You will see ™ D when you
type CTRL-D. Here'swhat this should look like:

$ cat
Here is a |line of text.

Here is a |line of text.



This is another |line of text.
This is another |line of text.
D

$

1.7.2.1/0Redirection

cat isshort for "catenate,” i.e., link together. It accepts multiple filename arguments and copies
them to the standard output. But let's pretend, for now, that cat and other utilities don't accept
filename arguments and accept only standard input. Aswe said above, the shell letsyou redirect
standard input so that it comes from afile. The notation command < filename does this; it sets
things up so that command takes standard input from afile instead of from aterminal.

For example, if you have afile called cheshire that contains some text, then cat < cheshirewill
print cheshire 's contents out onto your terminal. sort < cheshirewill sort thelinesinthe
cheshirefileand print theresult onyour terminal (remember: we're pretending that these utilities
don't takefilenamearguments).

Similarly, command > filename causes the command 's standard output to be redirected to the
named file. The classic "canonical" example of thisis date > now : the date command prints the
current date and time on the standard output; the previous command savesit in afile called now

Input and output redirectors can be combined. For example: the cp command is normally used
to copy files; if for some reason it didn't exist or was broken, you could use cat inthisway:

$cat < filel > file2
Thiswould be similar to cp filel file2 .

1.7.3.Pipelines

It is also possible to redirect the output of acommand into the standard input of another
command instead of afile. The construct that does thisis called the pipe, notated as | . A
command line that includes two or more commands connected with pipesis called apipeline.

Pipes are very often used with the more command, which worksjust like cat except that it prints
its output screen by screen, pausing for the user to type SPACE (next screen), RETURN (next
line), or other commands. If you'rein adirectory with alarge number of filesand you want to



see details about them, Is -I | morewill giveyou adetailed listing ascreen at atime.

Pipelines can get very complex, and they can also be combined with other I/O directors. To see
asorted listing of thefile cheshire a screen at atime, type sort < cheshire | more. To print it
instead of viewing it onyour terminal, type sort < cheshire| Ip .

Here'samore complicated example. Thefile /etc/passwd stores information about users
accounts on aUNIX system. Each linein thefile contains a user'slogin name, user |D number,
encrypted password, home directory, login shell, and other information. Thefirst field of each
lineisthelogin name; fields are separated by colons (:). A samplelinemight look likethis:

cam LMLc7GhNesD4GhF3i EHr HAFeCKB/ : 501: 100: Camner on Newham / hone/ cam / bi n/ bash

To get asorted listing of all users on the system, type:

$ cut -d: -fl < /etc/passwd | sort

(Actually, you can omit the < , since cut acceptsinput filename arguments.) The cut command
extractsthefirst field (-f1 ), where fields are separated by colons (-d :), from theinput. Theentire
pipelinewill print alist that lookslikethis:

adm
bin
cam
daenon
davi dgc
ftp
ganes

gonzo

If you want to send the list directly to the printer (instead of your screen), you can extend the
pipelinelikethis;

$ cut -d: -fl < /etc/passwd | sort | Ip

Now you should see how |/O directors and pipelines support the UNIX building block



philosophy. The notation is extremely terse and powerful. Just as important, the pipe concept
eliminates the need for messy temporary filesto store command output beforeit isfed into other
commands.

For example, to do the same sort of thing as the above command line on other operating systems
(assuming that equivalent utilitiesareavailable...), you need three commands. On DEC's
VAX/VMSsystem, they might look likethis:

$ cut [etc]passwd /d=":" /f=1 /out=tenpl
$ sort tenpl /out=tenp2

$ print tenp2

$ delete tenpl tenp2

After sufficient practice, youwill find yourself routinely typing in powerful command pipelines
that do in onelinewhat it would take several commands (and temporary files) in other operating
systems to accomplish.

< Day Day Up >
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1.8. Background Jobs

Pipes are actually aspecial case of amore general feature: doing more than onething at atime.
Thisisacapability that many other commercia operating systems don't have, because of the
rigid limits that they tend to impose upon users. UNIX, on the other hand, was developedin a
research lab and meant for internal use, so it doesrelatively little to impose limitson the
resources available to users on acomputer—as usual, leaning towards uncluttered simplicity
rather than overcomplexity.

"Doing more than onething at atime" means running more than one program at the sametime.
Y ou do thiswhen you invoke a pipeline; you can also do it by logging on to aUNIX system as
many times simultaneously as you wish. (If you try that on an IBM'sVM/CMS system, for
example, you will get an obnoxious"already logged in" message.)

The shell aso lets you run more than one command at atime during asingle login session.
Normally, when you type acommand and hit RETURN, the shell will let the command have
control of your terminal until it isdone; you can't type in further commands until thefirst oneis
done. But if you want to run acommand that does not require user input and you want to do
other things while the command is running, put an ampersand (&) after the command.

Thisiscalled running the command in the background, and a command that runsinthisway is
called abackground job; by contrast, ajob run the normal way is called aforeground job. When
you start a background job, you get your shell prompt back immediately, enabling you to enter
other commands.

The most obvious use for background jobs is programs that take along time to run, such as sort
or uncompress on large files. For example, assume you just got an enormous compressed file
loaded into your directory from magnetic tape.[14] Let's say thefileis gcc.tar.Z , whichisa
compressed archive file that containswell over 10 MB of source codefiles.

[14] Compressed files are created by the compressiuitility, which packsfilesinto smaller anountsof space; they have
namesof theform filename.Z , where filenameisthenameof theoriginal uncompressedfile.

Type uncompress gce.tar & (you can omit the .Z), and the system will start ajob in the
background that uncompresses the data "in place" and ends up with the file gcc.tar . Right after
you typethe command, you will seealinelikethis:

[1] 175



followed by your shell prompt, meaning that you can enter other commands. Those numbers
give you ways of referring to your background job; Chapter 8 explainsthemin detail.

Y ou can check on background jobs with the command jobs . For each background job, jobs
printsaline similar to the above but with an indication of the job's status:

[ 1] + Running unconpress gcc.tar &

When the job finishes, you will see amessage likethisright before your shell prompt:

[ 1] + Done unconpress gcc.tar

The message changesif your background job terminated with an error; again, see Chapter 8 for
details.

1.8.1.Background I/O

Jobs you put in the background should not do 1/0 to your terminal. Just think about it for a
moment and you'll understand why.

By definition, abackground job doesn't have control over your terminal. Among other things,
thismeansthat only the foreground process (or, if none, the shell itself) is"listening” for input
from your keyboard. If a background job needs keyboard input, it will often just sit there doing
nothing until you do something about it (as described in Chapter 8).

If abackground job produces screen output, the output will just appear on your screen. If you
are running ajob in the foreground that produces output too, then the output from the two jobs
will berandomly (and often annoyingly) interspersed.

If you want to run ajob in the background that expects standard input or produces standard
output, you usually want to redirect the 1/O so that it comes from or goes to afile. Programs that
produce small, one-line messages (warnings, "done" messages, etc.) are an exception to this
general rule; you may not mind if these are interspersed with whatever other output you are
seeing at agiventime.

For example, the diff utility examinestwo files, whose names are given as arguments, and printsa
summary of their differences on the standard output. If thefiles are exactly the same, diffis
silent. Usually, youinvoke diff expecting to see afew linesthat are different.

diff , like sort and compress, can take along timeto run if theinput filesare very large. Suppose
that you havetwo largefilesthat are called warandpeace.txt and warandpeace.txt.old . The
command diff warandpeace.txt warandpeace.txt.old [1° revea s that the author decided to



changethe name"Ivan" to "Aleksandr" throughout the entire file—i.e., hundreds of differences,
resulting in very large amounts of output.

[15] Y ou could use diff war andpeace* asashorthand to savetyping—aslong asthereareno other fileswith names of
that form. Remember that diff doesn't seetheargumentsuntil after the shell hasexpanded thewildcards. Many people
overlook thisuseof wildcards.

If you typediff warandpeace.txt warandpeace.txt.old & , then the system will spew lots and
lots of output at you, which will be difficult to stop—even with the techniques explained in
Chapter 7. However, if you type:

$ diff warandpeace.txt warandpeace.txt.old > txtdiff &

thenthedifferenceswill be saved in thefile txtdiff for you to examine | ater.

1.8.2.Background Jobs and Priorities

Background jobs can save you alot of thumb-twiddling time. Just remember that such jobs eat
up lots of system resources like memory and the processor (CPU). Just because you're running
severa jobsat once doesn't mean that they will run faster than they would if run sequentially—in
fact, performanceisusually slightly worse.

Every job on the system is assigned a priority , anumber that tells the operating system how
much priority to give thejob when it doles out resources (the higher the number, the lower the
priority). Commands that you enter from the shell, whether foreground or background jobs,
usually have the same priority. The system administrator is able to run commands at a higher
priority than normal users.

Notethat if you're on amultiuser system, running lots of background jobs may eat up more than
your fair share of resources, and you should consider whether having your job run asfast as
possibleisreally moreimportant than being agood citizen.

Speaking of good citizenship, thereisaso aUNIX command that lets you lower the priority of
any job: the aptly named nice . If you type nice command , where command can be a complex
shell command line with pipes, redirectors, etc., then the command will run at alower
priority[16]'Y ou can control just how much lower by giving niceanumerical argument; consult
the nice manpage for details[17]

[16] Complex commandsfollowing nice should be quoted.

[17] 1f you areasystem administrator loggedinas root , then you can also use niceto raiseajob'spriority.
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1.9. Special Characters and Quoting

The characters< , >, |, and & are four examples of special charactersthat have particular
meaningsto the shell. Thewildcardswe saw earlier inthischapter (* , ? ,and[ ...] ) areaso
specia characters.

Table 1-6 givesthe meanings of all special characterswithin shell command linesonly. Other
characters have special meaningsin specific situations, such asthe regular expressions and
string-handling operatorsthat we'll seein Chapter 3 and Chapter 4 .

Table 1-6. Special characters

Character Meaning See chapter
~ Home directory Chapter 1
Command substitution (archaic) Chapter 4
# Comment Chapter 4
$ Variableexpression Chapter 3
& Background job Chapter 1
* Stringwildcard Chapter 1
( Start subshell Chapter 8
) End subshell Chapter 8
\ Quote next character Chapter 1
| Pipe Chapter 1
[ Start character-set wildcard Chapter 1
] End character-set wildcard Chapter 1
{ Start command block Chapter 7
} End command block Chapter 7
; Shell command separator Chapter 3



Character Meaning See chapter

Strong quote Chapter 1
<"> Weak quote Chapter 1
< Input redirect Chapter 1
> Output redirect Chapter 1
/ Pathname directory separator Chapter 1
? Single-character wildcard Chapter 1
! Pipelinelogical NOT Chapter 5
1.9.1. Quoting

Sometimesyou will want to use special charactersliterally, i.e., without their special meanings.
Thisiscalled quoting . If you surround a string of characters with single quotation marks (or
guotes), you strip all characters within the quotes of any special meaning they might have.

The most obvious situation where you might need to quote astring is with the echo command,
which just takes its arguments and prints them to the standard output. What is the point of this?
Asyou will seein later chapters, the shell does quite abit of processing on command
lines—maost of which involves some of the special characterslisted in Table 1-6 . echoisaway
of making the result of that processing available on the standard output.

What if wewant to print thestring 2 * 3 > 5 isa valid inequality ? Suppose you type this:

$ echo 2 * 3 >5is a valid inequality.

Y ou would get your shell prompt back, asif nothing happened! But then there would be a new
file,withthename5 , containing "2", the names of all filesin your current directory, and then the
dring 3 isavalid inequality . Make sure you understand why.[18]

[18] Thisshould al soteach you something about theflexibility of placing1/Oredirectorsanywhereonthecommand
line—evenin placeswherethey don't seem to make sense.

However, if you type:

$ echo '2 * 3 >5is avalid inequality."'

theresultisthestring, taken literally. Y ou needn't quote the entireline, just the portion containing



special characters (or characters you think might be special, if you just want to be sure):

$ echo "2 * 3 >5" is a valid inequality.

This has exactly the same resullt.

Noticethat Table 1-6 lists double quotes (') as weak quotes. A string in double quotesis
subjected to some of the steps the shell takes to process command lines, but not all. (In other
words, it treats only some special characters as special.) You'll seein later chapters why double
guotes are sometimes preferable; Chapter 7 contains the most comprehensive explanation of the
shell's rules for quoting and other aspects of command-line processing. For now, though, you
should stick to single quotes.

1.9.2.Backslash-Escaping

Another way to change the meaning of a character isto precede it with abackslash (\). Thisis
called backslash-escaping the character. In most cases, when you backsl ash-escape a character,
you quoteit. For example:

$ echo 2 \* 3 \>5is a valid inequality.

will produce the same results asif you surrounded the string with single quotes. To use alitera
backslash, just surround it with quotes ('\ ') or, even better, backslash-escape it (\\ ).

Hereisamore practical example of quoting special characters. A few UNIX commandstake
arguments that often include wildcard characters, which need to be escaped so the shell doesn't
process them first. The most common such command isfind , which searchesfor files
throughout entiredirectory trees.

To usefind, you supply the root of the tree you want to search and arguments that describe the
characteristics of the file(s) you want to find. For example, the command find . -name string
searches the directory tree whose root is your current directory for files whose names match the
string. (Other arguments allow you to search by thefile's size, owner, permissions, date of last
access, efc.)

Y ou can use wildcards in the string, but you must quote them, so that the find command itself
can match them against names of filesin each directory it searches. The command find . -name
“*.c"will match al fileswhose names end in .canywherein your current directory,
subdirectories, sub-subdirectories, etc.

1.9.3. Quoting Quotation Marks



Y ou can also use a backslash to include double quotes within a quoted string. For example:

$ echo \"2 \* 3 \>5\" is a valid inequality.

produces the following output:

"2 * 3 >5" is avalid inequality.

However, thiswon't work with single quotes inside quoted expressions. For example, echo
"Hatter\'steaparty’ will not giveyou Hatter's tea party . You can get around thislimitationin
variousways. First, try eliminating the quotes:

$ echo Hatter\'s tea party

If no other characters are special (asisthe case here), this works. Otherwise, you can use the
following command:

$ echo 'Hatter'\''s tea party'

That is, '\ " (i.e., single quote, backslash, single quote, single quote) acts like asingle quote
within aquoted string. Why? Thefirst ' in "\ " ends the quoted string we started with ( "Hatter) ,
the\'insertsaliteral single quote, and the next ' starts another quoted string that ends with the
word "party". If you understand this, then you will have no trouble resolving the other
bewildering issuesthat arise from the shell's often cryptic syntax.

1.9.4.Continuing Lines

A related issueis how to continue the text of acommand beyond a single line on your terminal or
workstation window. The answer is conceptually ssimple: just quotethe RETURN key. After all,
RETURN isredly just another character.

Y ou can do thisin two ways:. by ending aline with abackslash, or by not closing a quote mark
(i.e., by including RETURN in a quoted string). If you use the backslash, there must be nothing
between it and the end of the line—not even spaces or TABs.

Whether you use a backslash or asingle quote, you aretelling the shell to ignore the specia
meaning of the RETURN character. After you press RETURN, the shell understands that you
haven't finished your command line (i.e., since you haven't typed a"real” RETURN), so it
responds with a secondary prompt, which is > by default, and waitsfor you to finish the line.
Y ou can continue aline as many times as you wish.



For example, if you want the shell to print the first sentence of of Lewis Carroll's Alice's
Adventures in Wonderland , you can type this:

$ echo The Caterpillar and Alice |ooked at each other for sone \
> time in silence: at last Caterpillar took the hookah out of its \

> mout h, and addressed her in a |anguid, sleepy voice.

Or you can do it thisway:
$ echo 'The Caterpillar and Alice |ooked at each other for sone
> time in silence: at last Caterpillar took the hookah out of its

> nmouth, and addressed her in a languid, sleepy voice.'

1.9.5. Control Keys

Control keys—those that you type by holding down the CONTROL (or CTRL) key and hitting
another key—are another type of special character. These normally don't print anything on your
screen, but the operating system interprets afew of them as special commands. Y ou already
know one of them: RETURN isactually the same as CTRL-M (try it and see). Y ou have
probably also used the BACKSPACE or DEL key to erase typos on your command line.

Actually, many control keys have functions that don't really concern you—yet you should know
about them for future reference and in case you type them by accident.

Perhaps the most difficult thing about control keysisthat they can differ from system to system.
Theusual arrangement isshownin Table 1-7, which lists the control keysthat all major modern
versions of UNIX support. Note that DEL and CTRL-? are the same character.

Y ou can use the stty command to find out what your settings are and change them if you wish;
see Chapter 8for details. If the version of UNIX on your system is one of those that derive from
BSD (such as SunOS and OS X), type stty all to see your control-key settings; you will see
somethinglikethis:

erase Kkill werase rprnt flush |next susp intr qui t st op eof

A7 AU AW AR "0 Y, AZIAY  AC A\ AS/AQ D

Table 1-7. Control keys



Control key stty name Function description

CTRL-C intr Stop current command

CTRL-D eof End of input

CTRL-\ quit Stop current command if CTRL-C doesn't work
CTRL-S stop Halt output to screen

CTRL-Q Restart output to screen

DEL or CTRL-?  erase Eraselast character

CTRL-U kill Eraseentirecommandline

CTRL-Z susp Suspend current command (see Chapter 8)

The X notation stands for CTRL-X . If your UNIX version derives from System |11 or System
V (thisincludes AIX, HP/UX, SCO, Linux, and Xenix), type stty -a.

Theresulting output will includethisinformation:
intr = ~c; quit = *|; erase = DEL; kill = "u; eof = ~d; eol = 7";

swwch = A°; susp = ~z; dsusp <undef>;

The control key you will probably use most often is CTRL-C, sometimes called the interrupt
key. This stops—or tries to stop—the command that is currently running. Y ou will want to use
this when you enter acommand and find that it's taking too long, you gave it the wrong
arguments, you change your mind about wanting to run it, or whatever.

Sometimes CTRL-C doesn't work; in that case, if you really want to stop ajob, try CTRL-\. But
don't just type CTRL-\; alwaystry CTRL-C first! Chapter 8 explainswhy in detail. For now,
sufficeit to say that CTRL-C givesthe running job more of achance to clean up before exiting,
so that files and other resources are not left in funny states.

We've already seen an example of CTRL-D. When you are running acommand that accepts
standard input from your keyboard, CTRL-D tells the process that your input is finished—asiif
the process were reading afile and it reached the end of thefile. mail isautility inwhichthis
happens often. When you are typing in amessage, you end by typing CTRL-D. Thistells mail
that your message is complete and ready to be sent. Most utilities that accept standard input
understand CTRL-D as the end-of-input character, though many such programs accept
commandslike q, quit , exit , etc.



CTRL-Sand CTRL-Q are called flow-control characters. They represent an antiquated way of
stopping and restarting the flow of output from one device to another (e.g., from the computer to
your terminal) that was useful when the speed of such output waslow. They are rather obsolete
in these days of high-speed networks. In fact, under the latter conditions, CTRL-S and CTRL-Q
are basically anuisance. The only thing you really need to know about them isthat if your screen
output becomes "stuck," then you may have hit CTRL-S by accident. Type CTRL-Q to restart
the output; any keysyou may have hit in between will then take effect.

Thefinal group of control characters gives you rudimentary waysto edit your command line.
DEL acts as a backspace key (in fact, some systems use the actual BACKSPACE or CTRL-H
key as"erase” instead of DEL); CTRL-U erasesthe entire line and lets you start over. Again,
these have been superseded.[19 The next chapter will look at bash 's editing modes, which are
among its most useful featuresand far more powerful than thelimited editing capabilities
described here.

[19] Why are so many outmoded control keysstill inuse? They havenothingto dowiththeshell per se; instead, they
arerecognized by thetty driver , anoldand hoary part of the operating system'slower depthsthat controlsinput and
output to/fromyour terminal.
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1.10. Help

A featurein bash that no other shell hasis an online help system. The help command gives
information on commandsin bash . If you type help by itself, you'll get alist of the built-in shell
commands aong with their options.

If you provide help with ashell command nameit will give you a detailed description of the
command:

$ help cd

cd: cd [-L | -P] [dir]
Change the current directory to DIR The variable $HOMVE is the
default DIR The variabl e $CDPATH defines the search path for
the directory containing DIR Alternative directory names in
CDPATH are separated by a colon (:). A null directory nane is
the sane as the current directory, i.e. ".'. |If DIR begins wth
a slash (/), then $CDPATH is not used. If the directory is not
found, and the shell option “cdable vars' is set, then try the
word as a variable nane. |If that variable has a value, then cd
to the value of that variable. The -P option says to use the
physical directory structure instead of follow ng synmbolic |inks;

the -L option forces synmbolic links to be foll owed.

Y ou can also provide help withapartial name, inwhich caseit will return detailsonall
commands matching the partial name. For example, help rewill providedetailsonread ,
readonly , and return . The partial name can also include wildcards. Y ou'll need to quote the
name to ensure that the wildcard is not expanded to afilename. So the last exampleisequivaent
to help ‘re*', and help re?? will only return detailson read .

Sometimes help will show more than a screenful of information and it will scroll the screen. Y ou
can use the more command to show one screenful at atime by typing help command | more .
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Chapter 2. Command-Line Editing

It's always possible to make mistakes when you type at a computer keyboard, but perhaps even
more so when you are using a UNIX shell. UNIX shell syntax is powerful, yet terse, full of odd
characters, and not particularly mnemonic, making it possible to construct command lines that
are as cryptic asthey are complex. The Bourne and C shells exacerbate this situation by giving
you extremely limited ways of editing your command lines.

In particular, thereisno way to recall aprevious command line so that you can fix amistake. If
you are an experienced Bourne shell user, undoubtedly you know the frustration of having to
retype long command lines. Y ou can use the BACK SPACE key to edit, but once you hit
RETURN, it's gone forever!

The C shell provided asmall improvement viaits history mechanism, which provides afew very
awkward ways of editing previous commands. But there are more than afew people who have
wondered, "Why can't | edit my UNIX command linesin the sasmeway | can edit text with an
editor?"

Thisisexactly what bash alows you to do. It has editing modes that allow you to edit command
lineswith editing commands similar to those of the two most popular UNIX editors, vi and
emacs. It also provides a much-extended anal og to the C shell history mechanism called fc (for
fix command) that, among other things, allows you to use your favorite editor directly for editing
your command lines. To round things out, bash aso providesthe original C shell history
mechanism.

In this chapter, we will discussthe features that are common to all of bash 's command-history
facilities; after that, wewill deal with each facility indetail. If youuseeither i or emacs, you may
wish to read the section on the emulation mode for only the one you use.[2] If you use neither vi
or emacs, but areinterested in learning one of the editing modes anyway, we suggest emacs-
mode, becauseit ismore of anatural extension of the minimal editing capability you get with the
bareshell.

(1Y ouwill get themost out of these sectionsif you areal ready familiar with theeditor(s) in question. Good sourcesfor
morecompl eteinformationontheeditorsarethe O'Reilly books Learning the vi Editor , by LindaLamb and Arnold
Robbins, and Learning GNU Emacs, by Debra Cameron, James Elliott, and Marc Loy.

We should mention up front that both emacs- and vi-modes introduce the potential for clashes
with control keys set up by the UNIX terminal interface. Recall the control keys shownin
Chapter 1in Table 1-7, and the sample stty command output. The control keys shown there



overridetheir functionsin the editing modes.

During therest of this chapter, we'll warn you when an editing command clashes with the default
setting of aterminal-interface control key.
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2.1. Enabling Command-Line Editing

bash initially startsinteractively with emacs-mode asthe default (unlessyou have started bash
withthe -noediting option;[2l see Chapter 10). There are two ways to enter either editing mode
whileinthe shell. First, you can use the set command:

[2] -nolineeditinginversionsof bash prior to 2.0.

$ set -0 enmcs

or.

$ set -0 vi

The second way of selecting the editing modeisto set areadlinevariableinthefile.inputrc .
Wewill look at this method | ater in this chapter.

Youwill find that the v - and emacs -editing modes are good at emulating the basic commands
of these editors, but not their advanced features; their main purposeisto let you transfer
"keyboard habits' from your favorite editor to the shell. fcisquiteapowerful facility; itismainly
meant to supplant C shell history and as an "escape hatch” for users of editors other than v or
emacs . Therefore the section on fc is mainly recommended to C shell users and those who don't
use either standard editor.
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. < pay Day Up > ar=r

2.2. The History List

All of bash 's command history facilities depend on alist that records commands as you type
theminto the shell. Whenever you log in or start another interactive shell, bash readsaninitial
history list fromthe file .bash_history in your home directory. From that point on, every bash
interactive session maintainsits own list of commands. When you exit from ashell, it savesthe
listin .bash_history . Y oucan call thisfilewhatever you like by setting the environment variable
HISTFILE . We'll look more closely at HI STFIL E and some other related command history
variablesin the next chapter.

< Day Day Up >



2.3. emacs Editing Mode

If you are an emacs user, you will find it most useful to think of emacs editing mode asa
smplified emacswith asingle, one-linewindow. All of the basic commands are availablefor
cursor motion, cut-and-paste, and search.

2.3.1.Basic Commands

emacs -mode uses control keysfor the most basic editing functions. If you aren't familiar with
emacs, you can think of these as extensions of the rudimentary "erase" character (usually
BACKSPACE or DEL ) that UNIX providesthrough itsinterface to users terminals. For the sake
of consistency, we'll assume your erase character is DEL from now on; if itisCTRL-H or
something else, you will need to make a mental substitution. The most basic control-key
commands are shown in Table2-1 . (Important : remember that typing CTRL-D when your
command lineis empty may log you off!) The basic keyboard habits of emacs-mode are easy to
learn, but they do require that you assimilate a couple of concepts that are peculiar to the emacs
editor.

Table 2-1. Basic emacs-mode commands

Command Description
CTRL-B  Movebackward one character (without deleting)
CTRL-F Move forward one character

DEL Delete one character backward

CTRL-D Deleteonecharacter forward

Thefirst of these isthe use of CTRL-B and CTRL-F for backward and forward cursor motion.
These keys have the advantage of being obvious mnemonics. Y ou can also use the left and right
cursor motion keys ("arrow" keys), but for the rest of this discussion we will use the control
keys, asthey work on all keyboards. In emacs-mode, the point (sometimesalso called dot ) is an
imaginary place just to the left of the character the cursor ison. In the command descriptionsin
Table2-1, some say "forward" while others say "backward.” Think of forward as "to the right



of point" and backward as "to the left of point."

For example, let's say you typein aline and, instead of typing RETURN, you type CTRL-B and
hold it down so that it repeats. The cursor will move to the left until it is over the first character
ontheling, likethis:

$ [flgrep -1 Duchess < ~canifbook/alice_in_wonderland

Now the cursor isonthef , and point isat the beginning of theline, just beforethef . If you
type DEL, nothing will happen because there are no charactersto the left of point. However, if
you press CTRL-D (the "delete character forward" command) you will deletethefirst |etter:

$ [g]lrep -|I Duchess < ~canf book/alice_in_wonderl and

Point isstill at the beginning of theline. If thiswere the desired command, you could hit
RETURN now and run it; you don't need to move the cursor back to the end of the line.
However, you could type CTRL-F repeatedly to get there:

$ grep -1 Duchess < ~canl book/alice_in_wonderland[]

At thispoint, typing CTRL-D wouldn't do anything, but hitting DEL would erasethefinal d .

2.3.2.Word Commands

The basic commands are really all you need to get around a command line, but a set of more
advanced commands lets you do it with fewer keystrokes. These commands operate on words
rather than single characters, emacs-mode defines aword as a sequence of one or more
alphanumericcharacters.

The word commands are shown in Table 2-2 . The basic commands are al single characters,
whereas these consist of two keystrokes, ESC followed by aletter. Y ou will notice that the
command ESC X , where X is any letter, often does for aword what CTRL-X doesfor asingle
character. "Kill" isanother word for "delete"; it isthe standard term used in the readlinelibrary
documentation for an "undoable" deletion.

Table 2-2. emacs-mode word commands



Command Description

ESC-B Move one word backward
ESC-F Move one word forward
ESC-DEL Kill oneword backward
ESC-CTRL-H Kill one word backward

ESC-D Kill oneword forward

CTRL-Y Retrieve("yank") lastitemkilled

To return to our example: if we type ESC-B, point will move back aword. Since the underscore
(_) isnot an alphanumeric character, emacs-mode will stop there:

$ grep -1 Duchess < ~cani book/alice_in_[w onderland

The cursor ison thew inwonderland , and point is between the _and thew . Now let's say we
want to changethe -1 option of this command from Duchess to Cheshire . We need to move
back on the command line, so we type ESC-B four more times. This gets us here:

$ grep -1 Duchess < ~[c]anf book/alice_in_wonderl and

If we type ESC-B again, we end up at the beginning of Duchess:

$ grep -1 [Dluchess < ~canf book/alice_in_wonderl and

Why? Remember that aword is defined as a sequence of alphanumeric charactersonly.
Therefore < is not aword; the next word in the backward direction is Duchess . We are now in
position to delete Duchess, so we type ESC-D and get:

$ grep -1 []< ~canlbook/alice_in_wonderland

Now we can typein the desired argument:

$ grep -|I Cheshire[]< ~canf book/alice_in_wonderl and

If you want Duchess back again you can use the CTRL-Y command. The CTRL-Y "yank"
command will undelete aword if the word wasthe last thing deleted. In thiscase, CTRL-Y
wouldinsert Duchess at the point.



2.3.3.LineCommands

There are still more efficient ways of moving around acommand linein emacs-mode. A few
commandsdeal with theentireline; they areshownin Table 2-3 .

Table 2-3. emacs-mode line commands

Command Description
CTRL-A Moveto beginning of line
CTRL-E Moveto end of line
CTRL-K Kill forward to end of line

Using CTRL-A, CTRL-E, and CTRL-K should be straightforward. Remember that CTRL-Y
will aways undelete the last thing deleted; if you use CTRL-K, that could be quite afew
characters.

2.3.4. Moving Around in the History List

Now we know how to get around the command line efficiently and make changes. But that
doesn't address the original issue of recalling previous commands by accessing the history list.
emacs-mode has several commands for doing this, summarizedin Table2-4 .

Table 2-4. emacs-mode commands for moving through the history list

Command Description
CTRL-P Moveto previousline

CTRL-N Movetonextline

CTRL-R  Search backward

ESC-< Moveto first lineof history list

ESC-> Moveto last line of history list



CTRL-P and CTRL-N move you through the command history. If you have cursor motion keys
(arrow keys) you can use them instead. The up-arrow is the same as CTRL-P and the down-
arrow isthe same as CTRL-N. For the rest of this discussion, we'll stick to using the control
keys because they can be used on all keyboards.

CTRL-Pisby far the one you will use most often—it'sthe "I made a mistake, let me go back
and fix it" key. Y ou can useit as many times as you wish to scroll back through the history list.
If you want to get back to the last command you entered, you can hold down CTRL-N until
bash beeps at you, or just type ESC->. As an example, you hit RETURN to run the command
above, but you get an error message telling you that your option letter wasincorrect. Y ou want
to changeit without retyping the wholething.

First, you would type CTRL-P to recall the bad command. Y ou get it back with point at the end:

$ grep -1 Duchess < ~canl book/alice_in_wonderland[]

After CTRL-A, ESC-F, two CTRL-Fs, and CTRL-D, you have:

$ grep -[]Duchess < ~canibook/alice_in_wonderland

You decide to try -sinstead of -l , so you type s and hit RETURN. Y ou get the same error
message, so you give up and look it up in the manual. Y ou find out that the command you want
is fgrep— not grep—after all.

Y ou sigh heavily and go back and find the fgrep command you typed in an hour ago. To do this,
you type CTRL-R; whatever was on the line will disappear and be replaced by (rever se-i-
search) .. Then type fgrep , and you will seethis:

$ (reverse-i-search) fgrep': fgrep -1 Duchess <~canf book/ \

al i ce_in_wonderl and[]

The shell dynamically searches back through the command history each time you type aletter,
looking for the current substring in the previous commands. In this example, when you typed f
the shell would have printed the most recent command in the history with that letter init. Asyou
typed more |etters, the shell narrowed the search until you ended up with theline displayed
above. Of course, this may not have been the particular line you wanted. Typing CTRL-R again
makesthe shell search further back inthe history list for alinewith "fgrep” init. If the shell
doesn't find the substring again, it will beep.

If you try the fgrep command by hitting RETURN, two things will happen. First, of course, the
command will run. Second, thislinewill be entered into the history list at the end, and your



"current line" will be at theend aswell. Y ou will nolonger be somewhere elsein the command
history.

Another handy trick to savetyping if you have already done asearch isto type CTRL-R twicein
arow. Thisrecalls the previous search string you typed in.[3]

[3] Notavailableinversionsof bash prior to 2.05a.

CTRL-P, CTRL-N, and CTRL-R are clearly the most important emacs-mode commands that
deal with the command history. The others are less useful but areincluded for compatibility with
thefull emacs editor.

2.3.5. Textual Completion

One of the most powerful (and typically underused) features of emacs-mode isits textual
completionfacility, inspired by similar featuresinthefull emacs editor, the C shell, and
(originally) the old DEC TOPS-20 operating system.

The premise behind textual completion issimple: you should have to type only as much of a
filename, user name, function, etc., toidentify it unambiguously. Thisisan excellent feature; there
isan analogous onein vi-mode. We recommend that you take thetimeto learnit, sinceit will
save you quite abit of typing.

There are three commands in emacs-mode that relate to textual completion. The most important
is TAB.I4 When you type in aword of text followed by TAB, bash will attempt to complete the
name. Then one of four things can happen:

[4 emacsuserswill recognizethisasminibuffer completion.

1. If thereisnothing whose name beginswith theword, the shell will beep and nothing further
will happen.

2. |If thereisacommand namein the search path, afunction name, or afilename that the string
uniquely matches, the shell will type therest of it, followed by a space in case you want to
type in more command arguments. Command name compl etion is only attempted when the
word isin acommand position (e.g., at the start of aline).

3. If thereisadirectory that the string uniquely matches, the shell will completethefilename,
followed by aslash.

4. If thereismorethan one way to complete the name, the shell will complete out to the
longest common prefix among the available choices. Commands in the search path and
functions take precedence over filenames,



For example, assume you have adirectory with thefiles tweedledee.c and tweedledum.c . You
want to compile thefirst of these by typing cc tweedledee.c . You typecc tweefollowed by
TAB. Thisisnot an unambiguous prefix, since the prefix "twee" is common to both filenames,
so the shell only completes out to cc tweedled . Y ou need to type more lettersto distinguish
between them, so you type e and hit TAB again. Then the shell completes out to "cc
tweedledee.c”, leaving the extra space for you to type in other filenames or options.

If you didn't know what options were available after trying to complete cc twee, you could
press TAB again. bash prints out the possible completions for you and presents your input line

again:
$ cc tweedl ed

t weedl| edee. ¢ t weedl edum ¢

$ cc tweedl ed

A related command is ESC-? , which expands the prefix to al possible choices, listing them to
standard output. Be aware that the compl etion mechanism doesn't necessarily expand to a
filename. If there are functions and commands that satisfy the string you provide, the shell
expands those first and ignores any filesin the current directory. Aswelll see, you can force
completion to aparticular type.

It isalso possible to complete other environment entities. If the text being completed is preceded
by adollar sign ($ ), the shell attempts to expand the name to that of a shell variable (see Chapter
3, for adiscussion of shell variables). If thetext is preceded by atilde (~ ), completion to a
username is attempted; if preceded by an at sign (@ ), a hostname is attempted.

For example, suppose there was a username camer on on the system. If you wanted to change
to this user's home directory, you could just use tilde notation and type the first few letters of the
name, followed by aTAB:

$ cd ~ca

which would expand to:

$ cd ~caneron/

Y ou can force the shell to complete to specific things. Table 2-5liststhe standard keys for these.

Table 2-5. Completion command



Command Description

TAB Attempt to perform general completion of the text
ESC-? List the possible completions
ESC-/ Attempt filenamecompletion

CTRL-X/  Listthepossiblefilenamecompletions

ESC-~ Attempt usernamecompletion

CTRL-X ~ List the possible username completions

ESC-$ Attempt variablecompletion

CTRL-X $ Listthepossiblevariable completions

ESC-@ Attempt hostname completion

CTRL-X @ List the possible hostname completions

ESC-! Attempt command completion

CTRL-X !  List the possible command completions

ESC-TAB  Attempt completion from previous commandsin the history list

If you find that you are interested only in completing long filenames, you are probably better off
using ESC-/ rather than TAB. Thisensuresthat the result will be afilename and not afunction or
command name.

2.3.6.Miscellaneous Commands

Several miscellaneous commands complete emacs editing mode; they are shownin Table 2-6 .

Table 2-6. emacs-mode miscellaneous commands

Command Description

CTRL-J SameasRETURN

CTRL-L Clearsthe screen, placing the current line at the top of the screen
CTRL-M SameasRETURN



Command Description

CTRL-O SameasRETURN, then display next linein command history
CTRL-T  Transpose two characters on either side of point and move point forward by one
CTRL-U Killsthelinefrom the beginning to point

CTRL-V  Quoted insert

CTRL-[ Same as ESC (most keyboards)

ESC-C  Capitalizeword after point

ESC-U Change word after point to all capital letters

ESC-L Change word after point to al lowercase letters

ESC-. Insert last word in previous command line after point

ESC- Same as ESC-.

BSD-derived systems use CTRL-V and CTRL-W as default settings for the "quote next
character" and "word erase" terminal interface functions, respectively.

A few of these miscellaneous commands are worth discussing, even though they may not be
among the most useful emacs-mode commands.

CTRL-O isuseful for repeating a sequence of commands you have already entered. Just go back
to the first command in the sequence and press CTRL-O instead of RETURN. Thiswill execute
the command and bring up the next command in the history list. Press CTRL-O again to enter
this command and bring up the next one. Repeat this until you see the last command in the
sequence; then just hit RETURN.

Of the case-changing commands, ESC-L is useful when you hit the CAPS LOCK key by
accident and don't notice it immediately. Since all-caps words aren't used too often in the UNIX
world, you probably won't use ESC-U very often.

CTRL-V will cause the next character you typeto appear inthe command lineasis; i.e,, if itis
an editing command (or an otherwise special character like CTRL-D), it will be stripped of its
specia meaning.

If it seemslike there are too many synonymsfor RETURN, bear in mind that CTRL-M is
actually the same (ASCII) character asRETURN, and that CTRL-Jis actually the same as
LINEFEED, which UNIX usually acceptsin lieu of RETURN anyway.

ESC-. and ESC-__are useful if you want to run several commands on agiven file. The usual



UNIX convention isthat afilenameisthe last argument to acommand. Therefore you can save
typing by just entering each command followed by SPACE and then typing ESC-. or ESC- .
For example, say you want to examine afileusing more, so you type:

$ nore nyfilew thaveryl ongnane

Then you decide you want to print it, so you type the print command Ip . Y ou can avoid typing
the very long name by typing Ip followed by a space and then ESC-. or ESC-_; bashwill insert
myfilewithaverylongname for you.
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2.4. vi Editing Mode

Like emacs-mode, vi-mode essentially createsaone-line editing window into the history list. vi-
mode is popular because v isthe most standard UNIX editor. But the function for which v was
designed, writing C programs, has different editing requirements from those of command
interpreters. Asaresult, although it is possible to do complex thingsin vi withrelatively few
keystrokes, therelatively simple things you need to do in bash sometimes take too many
keystrokes.

Likew , vi-mode has two modes of its own: input and control mode. The former isfor typing
commands (asin normal bash use); thelatter isfor moving around the command line and the
history list. When you are in input mode, you can type commands in and hit RETURN to run
them. In addition, you have minimal editing capabilitiesviacontrol characters, which are
summarized in Table 2-7

Table 2-7. Editing commands in vi input mode

Command Description
DEL Deletepreviouscharacter

CTRL-W Erasepreviousword (i.e., erase until ablank)
CTRL-V  Quote the next character

ESC Enter control mode (see below)

Notethat at |east some of these—depending on which version of UNIX you have—are the same
asthe editing commands provided by UNIX through itsterminal interface.[®! vi-modewill use
your "erase" character as the "delete previous character” key; usually it isset to DEL or CTRL-
H (BACKSPACE). CTRL-V works the same way asin emacs-mode; it causes the next
character to appear in the command line asisand lose its special meaning.

[3 Inparticular, versionsof UNI X derived from4.x BSD haveall of thesecommandshbuiltin.

Under normal circumstances, you just stay in input mode. But if you want to go back and make
changes to your command line, or if you want to recall previous commands, you need to go into
control mode. To do this, hit ESC.



2.4.1. Simple Control Mode Commands

A full range of v editing commands are available to you in control mode. The simplest of these
move you around the command line and are summarized in Table 2-8 . vi-mode contains two
"word" concepts. The simplest is any sequence of non-blank characters; we'll call thisanon-
blank word . The other isany sequence of only alphanumeric characters (letters and digits) plus
the un?g]rscore (), or any sequence of only non-alphanumeric characters; we'll just call thisa
word .

[6] Neither of thesedefinitionsisthe sameasthedefinition of awordinemacs-mode.

Table 2-8. Basic vi control mode commands

Command Description
h Move left one character

Move right one character

Move right one word

Move left one word

Moveto beginning of next non-blank word
Move to beginning of preceding non-blank word
Move to end of current word

Move to end of current non-blank word

Moveto beginning of line

>o meo® w s T s

Movetofirst non-blank character inline
Moveto end of line

&

All of these commands except the last three can be preceded by a number that acts as a repeat
count. Whenever you type a number for the repeat count, the number replaces the command
prompt for the duration of the repeat command. If your keyboard has cursor motion keys
("arrow" keys), you can use the left and right arrows to move between characters instead of the
h and | keys. Repeat counts will work with the cursor keysaswell.



Thelast two will befamiliar to usersof UNIX utilities (such asgrep ) that use regular
expressions, aswell asto vi users.

Timefor afew examples. Let's say you typein thisline and, before you hit RETURN, decide
you want to changeit:

$ fgrep -1 Duchess < ~cam book/alice_in_wonderl and[]

As shown, your cursor is beyond the last character of the line. First, type ESC to enter control
mode; your cursor will move back one space so that itisonthed . Then if you type h , your
cursor will move back tothen . If you type 3h fromthen , youwill endup at ther

Now we will see the difference between the two "word" concepts. Go back to the end of theline
by typing $ . If you type b , theword in question isalice_in_wonderland , and the cursor will
enduponthea :

$ fgrep -1 Duchess < ~cam book/[a]lice_in_wonderland

If you type b again, the next word isthe slash (it's a"sequence” of non-alphanumeric
characters), so the cursor ends up over it:

$ fgrep -1 Duchess < ~cam book[/]alice_in_wonderland

However, if you typed B instead of b , the non-blank word would be the entire pathname, and
the cursor would end up at the beginning of it—over thetilde:

$ fgrep -1 Duchess < [~]cam book/alice_in_wonderl and

Y ou would have had to type b four times—or just 4b— to get the same effect, since there are
four "words' in the part of the pathname to the left of /alice_in_wonderland : book , slash, cam
, and theleading tilde.

At thispoint, w and W do the opposite: typing w gets you over thec, sincethetildeisa
"word," whiletyping W brings you to the end of the line. But whereasw and W take you to the
beginning of the next word, e and E take you to the end of the current word. Thus, if you type w
with the cursor on the tilde, you get to:

$ fgrep -1 Duchess < ~[c]am book/alice_in_wonderl and

Thentyping e gets you to:

$ fgrep -1 Duchess < ~ca[n/book/alice_in_wonderland



Andtyping an additional w getsyou to:

$ fgrep -1 Duchess < ~can{/]book/alice_in_wonderl and

On the other hand, E gets you to the end of the current non-blank word—in this case, the end of
theline. (If you find these commands non-mnemonic, you'reright. The only way to assimilate
them isthrough lots of practice.)

2.4.2. Entering and Changing Text

Now that you know how to enter control mode and move around on the command line, you
need to know how to get back into input mode so you can make changes and type in additional
commands. A number of commands take you from control mode into input mode; they are listed
in Table 2-9. All of them enter input mode abit differently.

Table 2-9. Commands for entering vi input mode

Command Description
i Text inserted before current character (insert)

a Text inserted after current character (append)

I Text inserted at beginning of line

A Text inserted at end of line

R Text overwritesexisting text

Most likely, youwill useeither i or a consistently, and you may use R occasionally. | and A are
abbreviationsfor Oi and $arespectively. Toillustratethedifferencebetweeni,a,and R , say
we start out with our exampleline:

$ fgrep -1 Duchess < ~canibook[/]alice_in_wonderland

If you typei followed by end , you will get:

$ fgrep -1 Duchess < ~cam bookend[/]alice_in_wonderl and



That is, the cursor will always appear to be under the / before alice_in_wonderland . But if you
typea instead of i , you will notice the cursor move one space to the right. Then if you type
miss_, youwill get:

$ fgrep -1 Duchess < ~cam book/m ss_[a]lice_in_wonderland

That is, the cursor will always be just after the last character you typed, until you type ESC to
end your input. Finally, if you go back to thefirstain alice_in_wonderland , type R instead,
and then typethrough_the_looking_glass, you will see:

$ fgrep -1 Duchess < ~cam book/through_the_l ooki ng_gl as[ s]

In other words, you will be replacing (hence R) instead of inserting text.

Why capital R instead of lowercaser ? Thelatter isadightly different command, which replaces
only one character and does not enter input mode. Withr , the next single character overwrites
the character under the cursor. So if we start with the original command line and typer followed
by a semicolon, we get:

$ fgrep -1 Duchess < ~canibook[;]alice_in_wonderland

If you preceder withanumber N, it will allow you to replace the next N existing characterson
the line—but still not enter input mode. Lowercaser iseffectivefor fixing erroneous option
letters, I/O redirection characters, punctuation, and so on.

2.4.3. Deletion Commands

Now that you know how to enter commands and move around the line, you need to know how
to delete. The basic deletion command in vi-mode is d followed by one other letter. Thisletter
determines what the unit and direction of deletion is, and it corresponds to a motion command,
aslisted previously in Table 2-8 .

Table 2-10 shows some commonly used examples.

Table 2-10. Some vi-mode deletion commands

Command Description
dh Delete one character backwards



Command Description

d Delete one character forwards

db Delete one word backwards

dw Delete one word forwards

dB Delete one non-blank word backwards
dw Delete one non-blank word forwards
d$ Deleteto end of line

do Deletetobeginning of line

These commands have afew variations and abbreviations. If you useac instead of d , youwill
enter input mode after it does the deletion. Y ou can supply anumeric repeat count either before
or after thed (or ¢ ). Table2-11liststheavailableabbreviations.

Table 2-11. Abbreviations for vi-mode delete commands

Command Description

D Equivalentto d$ (delete to end of line)

dd Equivaentto 0d$ (deleteentireline)

C Equivalentto c$ (delete to end of line, enter input mode)
cc Equivalentto Oc$ (delete entireline, enter input mode)

X Equivalentto dI (delete character backwards)

X Equivaentto dh (delete character forwards)

Most people tend to use D to delete to end of line, dd to delete an entireline, and x (as
"backspace") to delete single characters. If you aren't a hardcore vi user, you may find it difficult
to make sure the more esoteric deletion commands are at your fingertips.

Every good editor provides "un-delete" commands as well as delete commands, and vi-mode is
no exception. vi-mode maintains a delete buffer that stores all of the modificationsto text on the
current lineonly (notethat thisisdifferent fromthefull vi editor). The command u undoes

previous text modifications. If you typeu, it will undo thelast change. Typing it again will undo



the change before that. When there are no more undo's, bash will beep. A related command is.
(dot), which repeats the last text modification command.

Thereisalso away to savetext in the delete buffer without having to deleteit in thefirst place:
just type in adelete command but use y ("yank") instead of d . This does not modify anything,
but it allowsyou to retrieve the yanked text as many times asyou like later on. The commandsto
retrieveyankedtext are p , which inserts the text on the current line to the right of the cursor, and
P, which insertsit to the left of the cursor. They , p , and P commands are powerful but far
better suited to "real vi " tasks like making global changes to documents or programs than to
shell commands, so we doubt you'll use them very often.

2.4.4. Moving Around in the History List

The next group of vi control mode commands we cover alows you to move around in and
search your command history. Thisisthe all-important functionality that letsyou go back and fix
an erroneous command without retyping the entire line. These commands are summarizedin
Table2-12 .

Table 2-12. vi control mode commands for searching the command history

Command Description
Kk or - Move backward oneline

jor+ Moveforward oneline

G Moveto line given by repeat count

/string Search backward for string

2dring Search forward for string

n Repeat search in same direction as previous

N Repeat search in opposite direction of previous

Thefirst two can also be accomplished with the up and down cursor movement keysif your
keyboard has them. The first three can be preceded by repeat counts (e.g., 3k or 3- moves back
threelinesin the command history).

If youaren'tfamiliar with vi and its cultural history, you may be wondering at the wisdom of
choosing such seemingly poor mnemonicsash , j , k , and | for backward character, forward



line, backward line, and forward character, respectively. Well, there actually isarationalefor the
choices—other than that they are all together on the standard keyboard. Bill Joy originally
developed vi torunon Lear-Siegler ADM-3aterminals, which werethefirst popular modelswith
addressabl e cursors (meaning that a program could send an ADM-3a command to move the
cursor to a specified location on the screen). The ADM-3ash, j, k , and | keyshadlittle
arrows on them, so Joy decided to use those keys for appropriate commands in v . Another
(partial) rationale for the command choicesisthat CTRL-H isthetraditional backspace key, and
CTRL-Jdenotes linefeed.

Perhaps + and - are better mnemonicsthan | and k , but the latter have the advantage of being
more easily accessible to touch typists. In either case, these are the most basic commands for
moving around the history list. To see how they work, let's use the same examples from the
emacs-mode section earlier.

Y ou enter the example command (RETURN works in both input and control modes, as does
LINEFEED or CTRL-J):

$ fgrep -1 Duchess < ~cam book/alice_in_wonderl and

but you get an error message saying that your option letter was wrong. Y ou want to changeit to -
s without having to retype the entire command. Assuming you arein control mode (you may
have to type ESC to put yourself in control mode), you typek or - to get the command back.

Y our cursor will be at the beginning of theline:

$ [flgrep -1 Duchess < ~cam book/alice_in_wonderl and

Typew to get to the -, then | to get to thel . Now you can replaceit by typingrs; press
RETURN to run the command.

Now let's say you get another error message, and you finally decide to look at the manual page
for the fgrep command. Y ou remember having done this awhile ago today, so rather than typing
intheentire man command, you search for the last one you used. To do this, type ESC to enter
control mode (if you are already in control mode, thiswill have no effect), then type / followed
by man or ma. To be on the safe side, you can also type*ma; the™ meansmatch only lines
that beginwith ma L]

[71 Fans of vi andsearchutilitieslike grep should note that caret (* ) for beginning-of-lineistheonly context operator
vi-modeprovidesfor searchstrings.

But typing /*madoesn't give you what you want: instead, the shell givesyou:
$ make nyprogram



To search for "man" again, you can type n , which does another backward search using the last
search string. Typing / again without an argument and hitting RET URN will accomplishthe
samething.

The G command retrieves the command whose number is the same as the numeric prefix
argument you supply. G depends on the command numbering scheme described in Chapter 3
Section 3.4.2.3 . Without a prefix argument, it goes to command number 1. This may be useful
to former C shell users who still want to use command numbers.

2.4.5.Character-Finding Commands

There are some additional motion commandsin vi-mode, although they areless useful than the
ones we saw earlier in the chapter. These commands allow you to move to the position of a
particular character intheline. They aresummarizedin Table 2-13, in which x denotes any
character.

All of these commands can be preceded by arepeat count.

Table 2-13. vi-mode character-finding commands

Command Description

fx Move right to next occurrence of x

Fx Move left to previous occurrence of x

tx Move right to next occurrence of x, then back one space

TX Move |eft to previous occurrence of X, then forward one space

; Redo last character-finding command
: Redo last character-finding command in opposite direction

Starting with the previous example: let's say you want to change Duchess to Duckess . Make sure
that you're at the end of the line (or, in any case, to the left of the h in Duchess); then, if you
type Fh , your cursor will movetotheh :

$ fgrep -1 Duc[h]less < ~cam book/alice_in_wonderl and

At thispoint, you could type r to replacetheh withk . But let's say you wanted to change



Duchess to Dutchess . Y ou would need to move one space to the right of theu . Of course,
you could just type | . But, given that you're somewhereto the right of Duchess, the fastest way
to move to the c would be to type Tu instead of Fu followed by | .

As an example of how the repeat count can be used with character-finding commands, let's say
you want to change the filenamefrom alice_in_wonderland to alice . In this case, assuming
your cursor isstill onthe D , you need to get to one character beyond the second slash. To do
this, you can type 2fa. Your cursor will then beontheainalice in_wonderland .

The character-finding commands al so have associated delete commands. Read the command
definitionsin the previoustable and mentally substitute "delete" for move. Y ou'll get what
happens when you precede the given character-finding command with ad . The deletion includes
the character given as argument. For example, assume that your cursor isunder the ain
alice_in_wonderland:

$ fgrep -1 Duchess < ~cam book/[a]lice_in_wonderland

If you want to change alice_in_wonderland to natalie_in_wonderland , one possibility isto
typedfc. This means "delete right to next occurrence of c," i.e., delete "alic". Then you can
typei (to enter input mode) and then "natali" to compl ete the change.

Onefinal command rounds out the vi control mode commands for getting around on the current
line: you can use the pipe character (| ) to move to a specific column, whose number is given by
anumeric prefix argument. Column counts start at 1; count only your input, not the space taken
up by the prompt string. The default repeat count is 1, of course, which means that typing | by
itself isequivalent to O (see Table 2-8).

2.4.6. Textual Completion

Although the character-finding commandsand | are not particularly useful, vi-mode provides one
additional featurethat wethink you will use quite often: textual completion. Thisfeatureisnot
part of thereal Wi editor, and it was undoubtedly inspired by similar featuresin emacs and,
originaly, inthe TOPS-20 operating system for DEC mainframes.

The rationale behind textual completion issimple: you should haveto type only as much of a
filename, user name, function, etc. asis necessary. Backslash (\ ) isthe command that tellsbash
to do completion in vi-mode. If you type in aword, hit ESC to enter control mode, and then
type\, one of four thingswill happen; they are the same asfor TAB in emacs-mode:

1. If thereisnothing whose name beginswith the word, the shell will beep and nothing further
will happen.



2. |If thereisacommand namein the search path, afunction name, or afilename that the string
uniquely matches, the shell will type therest of it, followed by a space in case you want to
type in more command arguments. Command name compl etion is only attempted when the
word isin acommand position (e.g., at the start of aline).

3. If thereisadirectory that the string uniquely matches, the shell will completethefilename,
followed by aslash.

4. |If thereismore than one way to complete the name, the shell will complete out to the
longest common prefix among the available choices. Commandsin the search path and
functions take precedence over filenames,

A related commandis* . It behaves similarly to ESC-\, but if there is more than one completion
possibility (number four inthe previouslist), it listsall of them and allows you to type further.
Thus, it resemblesthe * shell wildcard character.

Less useful isthe command =, which does the same kind of expansion as* , but in adifferent
way. Instead of expanding the names onto the command line, it prints them, then gives you your
shell prompt back and retypes whatever was on your command line before you typed = . For
example, if thefilesinyour directory include tweedledee.c and tweedledum.c , and you type
tweedl followed by ESC and then =, you will seethis:

$ cc tweedl

t weedl| edee.c tweedl edum c

It isalso possible to expand other environment entities, aswe saw in emacs-mode. If the text
being expanded is preceded by adollar sign ($), the shell will attempt to expand the name to that
of ashell variable. If the text is preceded by atilde (~ ), expansion to a username is attempted; if
preceded by an at sign (@ ), a hostname.

2.4.7.Miscellaneous Commands

Several miscellaneous commands round out vi-mode; some of them are quite esoteric. They are
listed in Table2-14 .

Table 2-14. Miscellaneous vi-mode commands



Command Description
~ Invert (twiddle) case of current character(s)
- Append last word of previous command, enter input mode

Clear the screen and redraw the current line on it; good for when your screen

CTRL-L - pecomes garbled

Prepend # (comment character) to the line and send it to the history list; useful for
saving acommand to be executed |ater without having to retype it€]

[8] Thelineisalso"executed" by theshell. However, #istheshell'scomment character, sotheshell ignoresit.

The first of these can be preceded by arepeat count. A repeat count of n preceding the ~
changes the case of the next n characters. The cursor will advance accordingly.

A repeat count preceding _ causes the n th word in the previous command to be inserted in the
current line; without the count, the last word is used. Omitting the repeat count is useful because
afilenameisusualy thelast thing on aUNIX command line, and because users often run severa
commandsin arow on the samefile. With thisfeature, you can type al of the commands (except
thefirst) followed by ESC-_, and the shell will insert the filename.

< Day Day Up >
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2.5. The fc Command

fcisabuilt-in shell command that provides a superset of the C shell history mechanism. Y ou can
use it to examine the most recent commands you entered, to edit one or more commands with
your favorite'real" editor, and to run old commands with changes without having to type the
entire command in again. Wel'll look at each of these usesin turn.

The - option to fc lists previous commands. It takes arguments that refer to commandsin the
history list. Arguments can be numbers or al phanumeric strings, numbers refer to the commands
inthehistory list, while stringsrefer to the most recent command beginning with the string. fc
treats argumentsin arather complex way:

. If you give two arguments, they serve as the first and last commands to be shown.
. If you specify one number argument, only the command with that number is shown.

- With asingle string argument, it searches for the most recent command starting with that
string and shows you everything from that command to the most recent command.

. If you specify no arguments, you will seethe last 16 commands you entered. bash also has
abuilt-in command for displaying the history: history .

A few examples should make these options clearer. Let's say you logged in and entered these
commands:

l's -1

nore myfile
vi nyfile
we -1 nyfile

pr nyfile | Ip -h

If you typefc -l with no arguments, you will seethe above list with command numbers, asin:
1 ls -1

2 nore myfile



3 vi nyfile
4 we -1 nyfile

5 pr nyfile | Ip -h

Adding another option, -n , suppresses the line numbers. If you want to see only commands 2
through 4, typefc -1 2 4. If you want to see only the v command, typefc -1 3. To see
everythingfromthevi command up to the present, type fc -l v . Finaly, if you want to see
commands between more and wc , you cantypefc-l mw,fc-Im4,fc-l1 24, etc.

The other important option to fc is-e for "edit." Thisis useful as an "escape hatch" from vi- and
emacs-modes if you aren't used to either of those editors. Y ou can specify the pathname of your
favorite editor and edit commands from your history list; then when you have made the changes,
theshell will actually executethenew lines.

Let'ssay your favorite editor isalittle home-brew gem called zed . Y ou could edit your
commands by typing:

$ fc -e /usr/local/bin/zed

Thisseemslikealot of work just to fix atypo in your previous command; fortunately, thereisa
better way. Y ou can set the environment variable FCEDIT to the pathname of the editor you
want fc to use. If you put alinein your .bash_profileor environment filesaying: (%]

[9 See Chapter 3forinformationonthe bashstartupfile .bash_profile .

FCEDI T=/ usr/ | ocal / bi n/ zed

youwill get zed whenyouinvokefc . If FCEDIT isn't set, then bash useswhatever thevariable
EDITOR isset to. If that's also not set, then bash defaultstowv .

fcisusually used to fix arecent command. When used without options, it handles arguments a
bit differently than it doesfor the fc -1 variation discussed earlier:

. With no arguments, fc loads the editor with the most recent command.

- Withanumericargument, fc loads the editor with the command with that number.

- Withastring argument, fc loads the most recent command starting with that string.

- With two argumentsto fc , the arguments specify the beginning and end of arange of
commands, as above.



Remember that fc actually runsthe command(s) after you edit them. Therefore, the last-named
choice can be dangerous. bash will attempt to execute all commandsin the range you specify
when you exit your editor. If you have typed in any multi-line constructs (like those we will cover
in Chapter 5), the results could be even more dangerous. Although these might seem likevalid
ways of generating "instant shell programs,” afar better strategy would be to direct the output of
fc -In with the same argumentsto afile; then edit that file and execute the commands when you're
satisfiedwiththem:

$ fc -1 cp > lastconmands$ vi |astconmands$ source | astconmmands

In this case, the shell will not try to execute the file when you leave the editor!

Thereisonefina optionwith fc . fc -sallowsyou to rerun acommand. With an argument, fcwill
rerun thelast command starting with the given string. Without an argument, it will rerun the
previous command. The -s option also allows you to provide a pattern and replacement. For
example, if youtyped:

$ cs prog.c

Y ou could correct it with fc -s cs=cc . This can be combined with the string search: fc -s cs=cc
cs. The last occurence of cswill be found and replaced with cc .
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2.6. History Expansion

If you are a C shell user, you may be familiar with the history expansion mechanism that it
provides. bash providesasimilar set of features. History expansion isaprimitive way to recall
and edit commands in the history list. The way to recall commandsis by the use of event
designators. Table2-15 givesacompletelist.

Table 2-15. Event designators

Command Description
! Start a history substitution
1 Refers to the last command

I'n Refersto command linen

I-n Refersto the current command line minus n

I string Refers to the most recent command starting with string

12 string 2 Erifi(ce)rns aIto the most recent command containing string ; the ending ?is
/,: stsrtlrrlrg]jgl Repeat the last command, replacing stringl with string2

By far the most useful commandis!! . Typing !' on the command line re-executes the last
command. If you know the command number of a specific command, you can use the !'n form,
where n is the command number. Command numbers can be determined from the history
command. Alternatively, you can re-execute the most recent command beginning with the
specified string by using ! string .

Y ou might also find the last expansion in the table to be of some use if you've made atyping
mistake. For example, you might have typed:

$ cat through_the_|oking _glass | grep Tweedl edee > dee.li st



Instead of moving back to the line and changing loking to looking , you could just type
Aok~ look . Thiswill changethe string lok to look and then execute the resulting command.

It's also possible to refer to certain words in a previous command by the use of aword
designator . Table 2-16 listsavailable designators. Note that when counting words, bash (like
most UNIX programs) starts counting with zero, not with one.

Table 2-16. Word designators

Designator Description

0 The zeroth (first) wordinaline

n Thenthwordinaline

A Thefirst argument (the second word)

$ Thelast argumentinaline

% The word matched by the most recent ?string search

X-y A range of words fromx toy . -y issynonymous with O-y

All words but the zeroth (first); synonymouswith 1-$.; if thereis only oneword on
theline, an empty string isreturned

X * Synonymouswith x -$
X- The words from x to the second to last word

The word designator follows the event designator, separated by a colon. Y ou could, for
example, repeat the previous command with different arguments by typing !!:0 followed by the
New arguments.

Event designators may also be followed by modifiers . The modifiersfollow the word
designator, if thereisone. Table 2-17 liststheavailablemodifiers.

Table 2-17. Modifiers

Modifier Description
h Removesatrailing pathname component, leaving the head



Modifier Description
r Removes atrailing suffix of the form .xxx
e Removesall but thetrailing suffix
Removesall leading pathname components, leaving thetail

p Prints the resulting command but doesn't execute it
q Quotes the substituted words, escaping further substitutions
X Quotes the substituted words, breaking them into words at blanks and newlines

sold /new/ Substitutes new for old

More than one modifier may be used with an event designator; each oneis separated by a colon.

History expansion isfine for re-executing acommand quickly, but it has been superseded by the
command-lineediting facilitiesthat welooked at earlier inthischapter. Itsinclusionisreally only
for completeness, and we feel you are better off mastering the techniques offered in the v or
emacs editing modes.
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2.7. readline

bash'scommand-lineediting interfaceisreadline. It isactually alibrary of software developed
for the GNU project that can be used by applications requiring a text-based interface. It provides
editing and text-manipulation featuresto make it easier for the user to enter and edit text. Just as
importantly, it allows standardization, in terms of both key strokes and customization methods,
across all applicationsthat useit.

readline provides default editing in either of two modes: vi or emacs . Both modes provide a
subset of the editing commands found in the full editors. We've aready looked at the command
sets of these modes in the previous sections of this chapter. We'll now look at how you can
make your own command sets.

readline gives bash added flexibility compared to other shells because it can be customized
through the use of key bindings, either from the command line or in aspecia startup file. Y ou
can aso set readline variables. We'll see how you can set up readline using your own startup
file now, and then go on to examine how the binding capability can be used from the command
line.

2.7.1. Thereadline Startup File

The default startup fileiscalled .inputrc and must exist in your home directory if you wish to
customizereadline. Y ou can change the default filename by setting the environment variable
INPUTRC (see Chapter 3for further information on environment variables).

When bash starts up, it readsthe startup file (if there is one) and any settings there come into
effect. The startup file isjust a sequence of lines that bind a keyname to amacro or readline
function name. Y ou can also place commentsin thefile by preceding any linewith a# .

Y ou can use either an English name or akey escape sequence for the keyname. For example, to
bind CTRL-T to the movement command for moving to the end of the current line, you could
place Control-t: end-of-linein your .inputrc . If you wanted to use a key escape sequence you
could have put "\C-t<" >: end-of-line . The \C- is the escape sequence prefix for Control. The
advantage of the key sequence is that you can specify a sequence of keysfor an action. In our
example, oncereadline hasread thisline, typing a CTRL-T will cause the cursor to move to the
end of theline.

The end-of-linein the previous exampleisareadline function. There are over 60 functions that



allow you to control everything from cursor motions to changing text and command completion
(for acomplete list, see the bash manual page). All of the emacs and v editing mode commands
that we looked at in this chapter have associated functions. This allows you to customize the
default modes or make up completely new ones using your own key sequences.

Besidesthe readline functions, you can aso bind a macro to a key sequence. A macro is ssimply
a sequence of keystrokesinside single or double quotes. Typing the key sequence causes the
keys in the macro to be entered as though you had typed them. For example, we could bind
some text to CTRL-T; "\C-t<">: <">Curiouser and curiouser!<" > Hitting CTRL-T would
cause the phrase Curiouser and curiouser! to appear on the command line.

If you want to use single or double quotes in your macros or key sequence, you can escape
them by using abackslash (\ ). Table 2-18 lists the common escape sequences.

Table 2-18. Escape sequences

Sequence Description
\C- Control key prefix

\M- Meta (Escape) key prefix

\e The escape character

\\ The backdlash character (\)

\<'"> The double quote character (<">)

\' The single quote character (')

readline also allows simple conditionalsin the .inputrc . There arethree directives: $if , $else ,
and $endif . The conditional of the $if can be an editing mode, aterminal type, or an
application-specificcondition.

To test for an editing mode, you can use the form mode= and test for either vi or emacs . For
instance, to set up readline so that setting CTRL-T will take place only in emacs mode, you
could put thefollowing in your .inputrc:

$i f node=enacs
"\GC-t": "Curiouser and curiouser!"

$endi f



Likewise, to test for aterminal type, you can use the form term=. Y ou must provide the full
terminal name on the right-hand side of thetest. Thisisuseful when you need aterminal-specific
key binding. Y ou may, for instance, want to bind the function keys of aparticular terminal type
to key seguences.

If you have other applicationsthat use readline, you might like to keep your bash -specific
bindings separate. Y ou can do thiswith the last of the conditionals. Each application that uses
readline sets its own variable, which you can test for. To test for bash specifics, you could put
$if bash into your .inputrc .

2.7.1.1 readline variables

readline has its own set of variablesthat you can set from within your .inputrc . Table2-19lists
them.[10]

[10] Thevariables disable-completion , enable-keypad , input-meta , mark-directories, and visible-stats are not
availableinversionsof bash prior to 2.0.

Table 2-19. readline variables

Variable Description
If set to none, readline never rings the bell (beeps). If set to visible, readline
bell-style will attempt to use avisible bell. If set to audible, it will attempt to ring the
bell. Thedefault isaudible .
comment- The string to insert when the readline insert-comment command is executed.
begin Thedefaultisa# .
completion- Determines when the user is asked to see further completions if the number of

query-items completionsisgreater than that given. The default is 100.

If set to On, converts characters with the eighth bit set to an ASCII key
convert-meta  sequence by stripping the eighth bit and prepending an escape character. The
defaultisOn .

disable- If set to On, inhibitsword completion. Completion characters will be inserted
completion into the line asif they had been mapped to self-insert . The default is Off .

editing-mode  Setsthe editing modeto vi or emacs .



Variable

enable-keypad

expand-tilde

horizontal -
scroll-mode

Input-meta

keymap

mark-
directories

mark-
modified-lines

metaflag
output-meta

show-dl-if-
ambiguous

visble-stats

Description

If set to On, readlinetriesto enable the keyboard's application keypad when
it is called. Some systems need thisto enable the arrow keys. The default is
Off .

If set to On, tilde expansion is attempted when readline attempts word
completion. The default is Off .

Set to Onmeansthat lineswill scroll horizontally if you type beyond the right-
hand side of the screen. The default is Off , which wraps the line onto anew
screenline.

If set to On, eight-bit input will be accepted. The default is Off . Thisis
synonymouswith meta-flag .

Sets readline's current keymap for bindings. Acceptable names are emacs,
emacs-standard , emacs-meta , emacs-ctlx , vi , vi-move , vi-command and -
insert . The default is emacs . Note that the value of editing-mode also affects
thekeymap.

If set to On, completed directory names have a slash appended.
If set to On, displaysan asterisk at the start of history linesthat have been
modified. The default is Off .

If set to On, eight-bit input will be accepted. The default is Off .

If set to On, displays characterswith the eighth bit set directly. Thedefault is
Off .

If set to On, words with more than one possible completion are listed instead
of ringing the bell. Thedefault is Off .

If set to On, acharacter denoting afile's type as reported by the stat system
call isappended to the filename when listing possible compl etions. The default
is Off .

To set any of the variables, you can use the set command in your .inputrc . For example, to set
vi-mode when you start up, you could place the line set editing-mode vi in your .inputrc .
Everytime bash startsit would change to vi-mode.

2.7.2.Key Bindings Using bind



If you want to try out key bindings or you want to see what the current settings are, you can do it
from the bash command line by using the bind command. The binding syntax is the same as that
of the .inputrc file, but you have to surround each binding in quotes so that it is taken as one
argument.

To bind astring to CTRL-T, we could type bind ""\C-t<">: <">Curiouser and curiouser!"".
Thiswould bind the given string to CTRL-T just asin the .inputrc , except that the binding will
apply only to the current shell and will cease once you log out.

bind also allowsyou to print out the bindings currently in effect by typing bind -P [111 If you do
so, you'll seethingslike:

[11] Versionsof bash prior to 2.0 use -dinstead of -p , and -vinsteadof -P . Also, the-r ,-V ,-S, -s, -u, and the
new -v and -x optionsarenot availableintheseolder versions.

abort can be found on "\Cg", "\CGx\Cg", "\e\Cqg".
accept-line can be found on "\Cj", "\Cni.

al i as-expand-line is not bound to any keys

arrow key-prefix is not bound to any keys

backwar d- char can be found on "\Cb", "\eOD', "\e[D'.

If you just want to see the names of the readline functions, you can use bind-| .

Y ou can also unbind afunction by using bind -u along with the name of the function; al keysfor
that function will then be unbound. Unbinding akey sequence can be done with bind -r followed
by the sequence.

bind-x isuseful if you want to bind a shell command to a key sequence. For example, bind -x
"\C-I":Is" binds CTRL-L to thelscommand. Hitting CTRL-L would then give adirectory
listing.

Another option you might find useful is -p . This prints out the bindings to standard output in a
format that can bere-read by bind , or used as a.inputrc file. S0, to create a complete .inputrc
filethat you can then edit, you could type bind -p > .inputrc .

To read the file back in again you can use another option, -f . Thisoption takes afilename asits
argument and reads the key bindings from that file. Y ou can also useit to update the key
bindingsif you'vejust modified your .inputrc .
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2.8. Keyboard Habits

In this chapter we have seen that bash provides command-line editing with two modes: vi and
emacs . Y ou may be wondering why these two editors were chosen. The primary reason is
because vi and emacs are the most widely used editors for UNIX. People who have used either
editorwill findfamiliar editingfacilities.

If you are not familiar with either of these editors, you should seriously consider adopting emacs-
mode keyboard habits. Because it is based on control keys and doesn't require you to think in
terms of a"command mode" and "insert mode,” you will find emacs-mode easier to assimilate.
Althoughthefull emacsisan extremely powerful editor, its command structure lendsitself very
well to small subsetting: thereare several "mini-emacs” editorsfloating around for UNIX, M S
DOS, and other systems.

The same cannot be said for vi , because its command structure isreally meant for usein afull-
screen editor. v is quite powerful too, initsway, but its power becomes evident only whenitis
used for purposes similar to that for which it was designed: editing source codein C and LISP.
Asmentioned earlier, auvi user has the power to move mountains in few keystrokes—but at the
cost of being unableto do anything meaningful in very few keystrokes. Unfortunately, thelatter is
most desired in acommand interpreter, especially nowadays when users are spending moretime
within applications and lesstime working with the shell. In short, if you don't already know v
you will probably find its commands obscure and confusing.

Both bash editing modes have quite afew commands; you will undoubtedly develop keyboard
habitsthat includejust afew of them. If you use emacs-mode and you aren't familiar with the full
emacs, hereisasubset that is easy to learn yet enables you to do just about anything:

. For cursor motion around a command line, stick to CTRL-A and CTRL-E for beginning
and end of line, and CTRL-F and CTRL-B for moving around.

. Deleteusing DEL (or whatever your "erase" key is) and CTRL-D; aswith CTRL-F and
CTRL-B, hold down to repeat if necessary. Use CTRL-K to erase the entire line.

. Use CTRL-P and CTRL-N (or the up and down arrow keys) to move through the
command history.

- Use CTRL-R to search for acommand you need to run again.

. Use TAB for filename completion.



After afew hours spent learning these keystrokes, you will wonder how you ever got along
without command-lineediting.
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Chapter 3. Customizing Your
Environment

An environment is a collection of concepts that express the things a computer system or other
set of tools does in terms designed to be understandable and coherent, and alook and feel that is
comfortable. For example, your desk at work is an environment. Conceptsinvolved in desk
work usually include memos, phone calls, letters, forms, etc. The tools on or in your desk that
you use to deal with these thingsinclude paper, staples, envelopes, pens, atelephone, a
calculator, etc. Every one of these has a set of characteristics that express how you use it; such
characteristics range from location on your desk or in adrawer (for simple tools) to more
sophisticated things like which numbers the memory buttons on your phone are set to. Taken
together, these characteristics make up your desk's look and fedl.

Y ou customize the look and feel of your desk environment by putting pens where you can most
easily reach them, programming your phone buttons, etc. In general, the more customization you
have done, the more tailored to your personal needs—and therefore the more productive—your
environmentis.

Similarly, UNIX shells present you with such concepts asfiles, directories, and standard input
and output, while UNIX itself givesyou toolsto work with these, such asfile manipulation
commands, text editors, and print queues. Y our UNIX environment'slook and feel is determined
by your keyboard and display, of course, but also by how you set up your directories, where
you put each kind of file, and what names you giveto files, directories, and commands. There
are also more sophisticated ways of customizing your shell environment.

This chapter will 1ook at the four most important features that bash provides for customizing
your environment.

Foecial files

Thefiles .bash_profile, .bash_logout , and .bashrc that are read by bash whenyoulogin
and out or start anew shell.



Aliases

Synonyms for commands or command strings that you can define for convenience.

Options

Controls for various aspects of your environment that you can turn on and off.

Variables

Changeable valuesthat are referred to by aname. The shell and other programs can modify
their behavior according to the values stored in the variables.

Although these features are not the only ones available, they form the basis for doing more
advanced customization. They are also the features that are common to the various shells
availableon UNIX. Later chapterswill cover more advanced shell features, such asthe ability to
program the shell.
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3.1. The .bash_profile, .bash_logout, and .bashrc
Files

Threefilesin your home directory have aspecia meaning to bash , providing away for you to
set up your account environment automatically when you log in and when you invoke another
bash shell, and allowing you to perform commands when you log out. These files may already
exist in your home directory, depending on how your system administrator has set up your
account. If they don't exist, your account is using only the default system file /etc/profile . You
can easily create your own bash filesusing your favoritetext editor. If you areunfamiliar with
text editorsavailable under UNIX, we suggest that you familiarize yourself with one of the better-
known ones such as v or emacs before proceeding further with the techniques described in this
chapter.

The most important bash file, .bash_profile , isread and the commandsin it executed by bash
every timeyou log in to the system. If you examine your .bash_profile you will probably see
linessimilarto:

PATH=/ sbi n: /usr/sbin:/bin:/usr/bin:/usr/local/bin
SHELL=/ bi n/ bash
MANPATH=/ usr/ man: / usr/ X11/ nman

EDI TOR=/ usr/ bi n/ vi

PS1="\h:\wmM $ '
ps2=' >

export EDI TOR

These lines define the basic environment for your login account. For the moment, it is probably
best to leave these lines alone until you understand what they do. When editing your
Jbash profile, just add your new lines after the existing ones.

Note that whatever you add to your .bash _profile won't take effect until thefileisre-read by
logging out and then logging in again. Alternatively, you can also use the source command.[1] For
example:



[11'Y ou can al so use the synonymous command dot (.).

source .bash _profile

sour ce executes the commandsin the specified file, in this case .bash_profile, including any
commands that you have added.

bash allows two synonyms for .bash_profile: .bash_login, derived from the C shell'sfile
named .login , and .profile, derived from the Bourne shell and Korn shell filesnamed .profile .
Only one of thesethreeisread when you log in. If .bash_profile doesn't exist in your home
directory, then bashwill look for .bash_login . If that doesn't exist it will look for .profile .

One advantage of bash 's ability to look for either synonym isthat you can retain your .profile if
you have been using the Bourne shell. If you need to add bash -specific commands, you can put
themin .bash_profile followed by the command sour ce .profile. When you log in, al the bash
-specific commands will be executed, and bash will source .profile, executingtheremaining
commands. If you decide to switch to using the Bourne shell you don't have to modify your
existing files. A similar approach wasintended for .bash_login and the C shell .login , but due to
differencesin the basic syntax of the shells, thisis not agood idea.

.bash profileisread and executed only by thelogin shell. If you start up a new shell (a subshell
) by typing bash on the command line, it will attempt to read commands from the file .bashrc .
Thisscheme allows you theflexibility to separate startup commands needed at |ogin time from
those you might need when you run asubshell. If you need to have the same commands run
regardless of whether it isalogin shell or asubshell, you can just use the source command from
within .bash_profile to execute .bashrc . If .bashrc doesn't exist then no commands are
executed when you start up a subshell.

Thefile .bash_logout isread and executed every time alogin shell exits. It is provided to round
out the capabilities for customizing your environment. If you wanted to execute some commands
that remove temporary files from your account or record how much time you have spent logged
in to the system then you would place the commands in .bash_logout . Thisfile doesn't haveto
exist in your account—if it isn't there when you log out, then no extra commands are executed.

L erey SRRz A



| 4m PREV < Day Day Up >

3.2. Aliases

If you have used UNIX for any length of timeyou will have noticed that there are many
commands available and that some of them have cryptic names. Sometimes the commands you
use the most have a string of options and arguments that need to be specified. Wouldn't it be
niceif there was afeature that let you rename the commands or allowed you to type in something
simpleinstead of half adozen options? Fortunately, bash provides such afeature: the alias.[Z]

[2] C shell usersshould notethat the bash aliasfeature doesnot support argumentsin aliasexpansions, asC shell aliases
do. Thisfunctionality isprovidedby functions, whichwell look atin Chapter 4 .

Aliases can be defined on the command line, in your .bash_profile, or in your .bashrc, using
thisform:

alias nane=conmand

Thissyntax specifiesthat nameisan alias for command . Whenever you type name as a
command, bashwill substitute command inits place when it executesthe line. Notice that there
are no spaces on either side of the equal sign (=); thisisthe required syntax.

There are afew basic waysto use an alias. Thefirst, and smplest, is as a more mnemonic name
for an existing command. Many commonly used UNIX commands have names that are poor
mnemonicsand aretherefore excellent candidatesfor aliasing, the classic examplebeing:

alias search=grep

grep, the UNIX file-searching utility, was named as an acronym for something like" Generalized
Regular Expression Parser."[3] This acronym may mean something to a computer scientist, but
not to the office administrator who hasto find Fred in alist of phone numbers. If you have to
find Fred and you have the word search defined asan aliasfor grep , you can type:

[3] Another theory hasit that grepstandsfor thecommand"g/re/p", intheold edtext editor, which doesessentially the
samethingasgrep .

$ search Fred phoneli st

Some people who aren't particularly good typistslike to use aliases for typographical errors they
make often. For example:



alias enctas=enmacs
alias mali=mail

alias gerp=grep

This can be handy, but we feel you're probably better off suffering with the error message and
getting the correct spelling under your fingers. Another common way to usean aliasisasa
shorthand for alonger command string. For example, you may have a directory to which you
need to go often. It's buried deep in your directory hierarchy, so you want to set up an alias that
will allow youto cd therewithout typing (or even remembering) the entire pathname:

alias cdvoy='cd sipp/deno/ani mation/voyager'

Notice the quotes around the full cd command; these are necessary if the string being aliased
consists of more than one word.[4]

[4 Thiscontrastswith C shell aliases, inwhichthequotesaren't required.

As another example, auseful option to thels command is-F : it putsaslash (/) after directory
filesand an asterisk (* ) after executablefiles. Since typing adash followed by a capital letter is
inconvenient, many peopledefineanaliaslikethis:

alias If='Is -F

A few things about aliases areimportant to remember. First, bash makes atextual substitution of
thealiasfor that whichitisaliasing; it may help to imagine bash passing your command through
atext editor or word processor and issuing a "change" or "substitute” command before
interpreting and executing it. Any special characters (such aswildcardslike * and ?) that result
when the aliasis expanded are interpreted properly by the shell. [5 For example, to makeit easier
toprint al of thefilesinyour directory, you could definethe dlias:

[5 Animportant corollary: wildcardsand other special characterscannot beusedinthenamesof aliases, i.e., ontheleft
sideof theequal sign.

alias printall="pr * | I|pr’

Second, keep in mind that aliases are recursive, which meansthat itispossibleto aliasan alias. A
legitimate objection to the previous exampleisthat the alias, while mnemonic, istoo long and
doesn't save enough typing. If we want to keep this alias but add a shorter abbreviation, we
coulddefine:

alias pa=printall



Withrecursivealiasing availableit would seem possibleto create aninfiniteloop:

alias Is="Is -I|'

bash ensures that this loop cannot happen, because only the first word of the replacement text is
checked for further aliasing; if that word isidentical to the alias being expanded, it is not
expanded a second time. The above command will work as expected (typing Is produces a long
list with permissions, sizes, owners, etc.), whilein more meaningless situations such as:

alias listfile=ls

alias Is=listfile

thediaslistfileisignored.

Aliases can be used only for the beginning of acommand string—al beit with certain exceptions.
In the cd example above, you might want to define an aliasfor the directory name alone, not for
the entirecommand. But if you define:

al i as ani nmesi pp/ deno/ ani mat i on/ voyager

and then type cd anim , bashwill probably print amessagelike anim: No such file or
directory .

An obscure feature of bash 'saliasfacility—one not present in the analogous C shell
feature—provides away around this problem. If the value of an alias (the right side of the equal
sign) endsin ablank, then bash tries to do alias substitution on the next word on the command
line. To make the value of an aliasend in ablank, you need to surround it with quotes.

Hereishow you would use this capability to allow aliases for directory names, at least for use
withthe cd command. Just define:

alias cd='cd '

This causes bash to search for an alias for the directory name argument to cd , which in the
previous examplewould enableit to expand the alias anim correctly.

Another way to define adirectory variable for use with the cd command isto use the
environmentvariable cdable vars, discussed later in this chapter.

Finally, there are afew useful adjunctsto the basic alias command. If you type alias name
without an equal sign (=) and value, the shell will print thealiassvalueor alias name not found



if itisundefined. If you type aliaswithout any arguments, you get alist of all thealiasesyou
have defined. The command unalias nameremovesany aliasdefinition for itsargument.

Aliasesarevery handy for creating acomfortable environment, but they have essentially been
superseded by shell scripts and functions, which we will 1ook at in the next chapter. These give
you everything aliases do plus much more, so if you become proficient at them, you may find
that you don't need aliases anymore. However, aliases areideal for noviceswho find UNIX to be
arather forbidding place, full of terseness and devoid of good mnemonics. Chapter 4 shows the
order of precedence when, for example, an alias and a function have the same name.
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3.3. Options

While aliases | et you create convenient namesfor commands, they don't really let you changethe
shell'sbehavior. Options are one way of doing this. A shell option is asetting that is either "on"
or "off." While severa optionsrelate to arcane shell featuresthat are of interest only to
programmers, those that we will cover here are of interest to all users.

The basic commands that relate to options are set -0 optionname and set + 0 optionname . Y ou
can change more than one option with the one set command by preceding each optionnamewith
a-o or +o0. The use of plus (+ ) and minus (- ) signsiscounterintuitive: the - turns the named
option on, whilethe + turnsit off. The reason for thisincongruity isthat the dash (- ) isthe
conventional UNIX way of specifying optionsto acommand, whilethe use of + isan
afterthought.

Most options also have one-letter abbreviations that can be used in lieu of the set -0 command;
for example, set -0 noglob can be abbreviated set -f . These abbreviations are carryovers from
theBourneshell. Likeseveral other "extra' bash features, they exist to ensure upward
compatibility; otherwise, their useisnot encouraged.

Table 3-1liststhe options that are useful to general UNIX users. All of them are off by default
except as noted.

Table 3-1. Basic shell options

Option Description
emacs Enters emacs editing mode (on by default)

Doesn't allow use of asingle CTRL-D to log off; use the exit command to log off
immediately (thishasthe same effect as setting the shell variable | GNOREEOF=10)

noclobber Doesn't allow output redirection (> ) to overwritean existing file

ignoreeof

Doesn't expand filenamewildcardslike * and ? (wildcard expansion is sometimes
called globbing )

nounset  Indicatesan error when trying to use avariable that is undefined

noglob

Vi Enterswv editing mode



Thereare several other options (21 inall; Appendix B lists them). To check the status of an
option, just type set -0 . bashwill print alist of all optionsaong with their settings.

3.3.1.shopt

bash 2.0 introduced anew built-in for configuring shell behaviour, shopt . Thisbuilt-inis meant
asareplacement for option configuration originally done through environment variables and the
set command. [6]

[6] Appendix B providesacompletelist of shopt shell optionsandthecorrespondingenvironment variablesinearlier
versionsof theshell.

The shopt -o functionality isaduplication of parts of the set command and is provided for
completeness on the part of shopt , whileretaining backward compatibility by its continued
inclusionin set .

The format for this command is shopt options option-names . Table 3-2lists shopt 's options.

Table 3-2. Options to shopt

Option Meaning

-p Displaysalist of the settable options and their current values

-S Sets each option name

-u Unsets each option name

-q Suppresses normal output; the return statusindicatesif avariableis set or unset

Allows the values of the option namesto be those defined for the -o option of the set
command

The default action isto unset (turn off) the named options. If no options and arguments are
given, or the -p option is used, shopt displaysalist of the settable options and the values that
they currently have. If -s or -u isalso given, thelist is confined to only those options that are set
or unset, respectively.

A list of the most useful option namesisgivenin Table3-3. A completelistisgivenin Appendix
B.



Table 3-3. shopt option names

Option Meaning

If set, an argument to the cd built-in command that is not adirectory is assumed
to be the name of avariable whose value is the directory to change to.

If set, bash checks that a command found in the hash table exists before trying to
checkhash  executeit. If ahashed command no longer exists, anormal path searchis

cdable vars

performed.
: If set, bash attemptsto save all linesof amultiple-line command in the same
cmdhist hi
Istory entry.
dotalob If set, bash includesfilenames beginning with a. (dot) in the results of pathname
9 expansion.
execfail If set, anon-interactive shell will not exit if it cannot executethefile specified as
an argument to the exec command. An interactive shell doesnot exit if execfails.
histaonend If set, the history list is appended to the file named by the value of the
PENT 1 STFILE variablewhentheshell exits, rather than overwriting thefile.
If set, and the cmdhist option is enabled, multiline commands are saved to the
lithist history with embedded newlines, rather than using semicolon separatorswhere

possible.

If set, and afilethat bash is checking for mail has been accessed since the last
mailwarn timeit was checked, the message "The mail in mailfile has been read" is

displayed.

WEe'l look at the use of the various options later in this chapter.
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3.4. Shell Variables

There are several characteristics of your environment that you may want to customize but that
cannot be expressed as an on/off choice. Characteristics of thistype are specified in shell
variables. Shell variables can specify everything from your prompt string to how often the shell
checksfor new mail.

Likean dlias, ashell variableisanamethat hasavalue associated with it. bash keeps track of
severa built-inshell variables; shell programmers can add their own. By convention, built-in
variables should have namesin all capital letters. bash does, however, have two exceptions!”]
The syntax for defining variablesis somewhat similar to the syntax for aliases:

[71 Versionsprior to 2.0 havemany morelowercasebuilt-in variables. M ost of thesearenow obsol ete, thefunctionality
having been movedtothe shopt command.

var nane=val ue

There must be no space on either side of the equal sign, and if the value is more than one word,
it must be surrounded by quotes. To use the value of avariablein acommand, precedeits name
by adollar sign ($).

Y ou can delete avariable with the command unset varname. Normally thisisn't useful, sinceall
variablesthat don't exist are assumed to be null, i.e., equal to the empty string "". But if you use
the set option nounset , which causesthe shell to indicate an error when it encountersan
undefined variable, then you may beinterested in unset .

The easiest way to check avariable'svalue isto use the echobuilt-incommand. All echo does is
print itsarguments, but not until the shell has evaluated them. Thisincludes—among other things
that will be discussed |ater—taking the values of variables and expanding filename wildcards. So,
if thevariable wonderland hasthe value alice, typing:

$ echo "$wonderl and"

will causetheshell tosimply print alice. If the variableisundefined, the shell will print ablank
line. A more verbose way to do thisis:

$ echo "The value of \$ varnane is \"$ varnane \"."



Thefirst dollar sign and the inner double quotes are backslash-escaped (i.e., preceded with \ so
the shell doesn't try to interpret them—see Chapter 1) so they appear literally in the output,
which for the above example would be:

The value of $wonderland is "alice".

3.4.1. Variables and Quoting

Notice that we used double quotes around variables (and strings containing them) in these echo
examples. In Chapter 1, we said that some special characters inside double quotes are still
interpreted, while none areinterpreted inside single quotes.

A specia character that "survives' double quotesisthe dollar sign—meaning that variables are
evaluated. It's possible to do without the double quotes in some cases; for example, we could
have written the above echo command thisway:

$ echo The value of \$ varname is \"$ varname \".

But double quotes are more generally correct. Here'swhy. Suppose we did this:

$ fred=' Four spaces between these words.'

Then if we entered the command echo $fred , the result would be:

Four spaces between these words.

What happened to the extra spaces? Without the double quotes, the shell splitsthe string into
words after substituting the variable's value, asit normally does when it processes command
lines. The double quotes circumvent this part of the process (by making the shell think that the
whole quoted string isasingle word).

Therefore the command echo "$fred " printsthis:

Four spaces between these wor ds.

The distinction between single and double quotes becomes particularly important when we start
dealing with variablesthat contain user or fileinput later on.

Double quotes aso allow other special charactersto work, aswe'll seein Chapter 4, Chapter 6,
and Chapter 7. But for now, wel'll revise the "When in doubt, use single quotes' rule in Chapter
1 by adding, "...unless a string contains a variable, in which case you should use double quotes."



3.4.2.Built-In Variables

Aswith options, somebuilt-in shell variables are meaningful to general UNIX users, whileothers
are arcanafor hackers. We'll ook at the more generally useful ones here, and we'll save some of
the more obscure ones for later chapters. Again, Appendix B contains a complete list.

3.4.2.1 Editing mode variables

Several shell variablesrelate to the command-line editing modesthat we saw in the previous
chapter. Thesearelistedin Table 3-4 .

Table 3-4. Editing mode variables

Variable Meaning
HISTCMD The history number of the current command.

A list of patterns, separated by colons (:), which can have the following
values. ignorespace : lines beginning with a space are not entered into
thehistory list. ignoredups: linesmatching thelast history line are not
entered. erasedups: al previouslinesmatching thecurrent lineare
removed from the history list before the lineis saved. ignoreboth
enables both ignorespace and ignoredups .[ 8l

HISTCONTROL

A list of patterns, separated by colons (:), used to decide which
command linesto save in the history list. Patterns are considered to
start at the beginning of the command line and must fully specify the

HISTIGNORE line, i.e.,, nowildcard (* ) isimplicitly appended. The patterns are
checked against thelineafter HISTCONTROL isapplied. An
ampersand (& ) matchesthe previousline. An explicit & may be
generated by escaping it with abackslash.[®]

Name of history file in which the command history is saved. The
defaultis ~/.bash_history .

The maximum number of linesto storein the history file. Thedefaultis
HISTFILESIZE 500. When thisvariableisassigned avalue, the history fileistruncated,
if necessary, to the given number of lines.

HISTFILE

The maximum number of commands to remember in the command

HISTSIZE history. The default is 500.



Variadle Meaning

If itisset and not null, itsvalue is used as aformat string for strftime(3)
to print the time stamp associated with each history entry displayed by
the history command. Time stamps are written to the history file so
they may be preserved across shell sessions[10]

FCEDIT Pathname of the editor to use with the fc command.

HISTTIMEFORMAT

[8] history_control issynonymouswith HISTCONTROL inversionsof bash prior to 2.0. Versions prior to 1.14 only
definehistory_control . ignorebothisnotavailablein bashversionsprior to 1.14. HISTCONTROL isacolon-
separatedlist, and erasedups has been added in bash 3.0 and later.

[9] Thisvariableisnot availableinversionsof bash prior to 2.0.

[10] Thisvariableisnotavailableinversionsof bash prior to 3.0.

In the previous chapter, we saw how bash numbers commands. To find out the current
command number in an interactive shell, you can usethe HISTCMD . Note that if you unset
HISTCMD, it will loseits special meaning, even if you subsequently set it again.

We also saw in the last chapter how bash keepsthe history list in memory and savesit to afile
when you exit ashell session. ThevariablesHISTFILESIZE and HISTSI ZE allow you to set
the maximum number of linesthat the shell savesin the history file, and the maximum number of
linesto "remember" inthe history list, i.e., thelinesthat it displayswith the history command.

Suppose you wanted to maintain asmall history filein your home directory. By setting
HISTFILESIZE to 100, youimmediately cause the history fileto allow a maximum of 100 lines.
If itisalready larger than the size you specify, it will be truncated.

HIST SI ZE worksin the same way, but only on the history that the current shell hasin memory.
Whenyou exit aninteractive shell, HI ST SI ZE will be the maximum number of linessaved in
your history file. If you have aready set HISTFILESIZE to be lessthan HISTSI ZE , the saved
list will betruncated.

Y ou can also cut down on the size of your history file and history list by use of the
HISTCONTROL variable. Thisisacolon-separated list of values. If it includesignor espace
any commands that you type that start with a space won't appear in the history. Even more useful
isthe ignor edups option. This discards consecutive entries from the history list that are
duplicated. Suppose you want to monitor the size of afilewith Isasitisbeing created. Normally,
every timeyoutype Isit will appear inyour history. By setting HISTCONTROL to ignoredups
, only thefirst Iswill appear inthe history.

Thevariable HI STIGNORE allows you to specify alist of patterns which the command lineis
checked against. If the command line matches one of the patterns, it is not entered into the



history list. You can also request that it ignore duplicates by using the pattern & .

For example, suppose you didn't want any command starting with | , nor any duplicates, to
appear inthehistory. Setting HISTIGNORE to I*:& will do just that. Just aswith other pattern
matching we have seen, thewildcard after the | will match any command line starting with that
letter.

Another useful variableisHISTTIMEFORMAT , which prepends a time stamp to each history
entry showing when the command was executed. If it isunset or the valueisnull then no time
stamp iswritten. If aformat is given then time stamps are inserted using the specified format as
part of the history and are shown with the history command.

The time stamp formats are shown in Table 3-5 . Some of the results will be displayed using the
particular format for the underlying locale, e.g., weekday nameswill betrandated into the
language being used on the system.

Table 3-5. Time stamp formats

Format Replaced by
%a Thelocale's abbreviated weekday name

%A Thelocal€'sfull weekday name

%b Thelocal€e's abbreviated month name

%B Thelocale'sfull month name

%cC Thelocale€'s appropriate date and time representation

The century number (the year divided by 100 and truncated to an integer) as adecimal
number [00-99]

%d The day of the month as adecimal number [01-31]
%D The date in American format; the same value as %m/%d/%y .

%C

The day of the month as adecimal number [1-31]; asingledigit is preceded by a
space

%h The same as %b

%H The hour (24-hour clock) as adecimal number [00-23]
%l The hour (12-hour clock) asadecima number [01-12]
%) The day of the year as adecimal number [001-366]

%e



Format
%m
%M
%n

%p
O%r

%R
%S
%ot
%T
%u

%U

%V

%w

%W

%ox
%X
%y
%Y
%Z
%%

Replaced by
The month asadecimal number [01-12]
The minute asadecimal number [00-59]
A newlinecharacter
Thelocale's equivalent of either am. or p.m

Thetimeinam. and p.m. notation; in the POSIX locale thisis equivalent to
%l : %M : %S %op

Thetimein 24-hour notation (%H:%M)

The second as a decimal number [00-61]

A tab character

Thetime(%H:%M:%S)

The weekday asadecimal number [1-7], with 1 representing M onday

The week number of the year (Sunday asthe first day of the week) as adecimal
number [00-53]

The week number of the year (Monday asthefirst day of the week) as adecimal
number [01-53]; if the week containing 1 January hasfour or more daysin the new
year, then it is considered week 1—otherwise, it isthe last week of the previousyear,
and the next week isweek 1

Theweekday as adecimal number [0-6], with O representing Sunday

The week number of the year (Monday asthefirst day of the week) as adecimal
number [00-53]; all daysin anew year preceding thefirst Monday are considered to
beinweek 0

The local€'s appropriate date representation

Thelocale€'s appropriate time representation

Theyear without century asadecimal number [00-99]

Theyear with century as adecimal number

Thetimezone name or abbreviation, or by nothing if no timezone information exists
%

If you wanted to have the date and time with each history entry, you could put:



HI STTI MEFORVAT=" %/ % % 9% "

then the output of the history command would ook something like:

78 04/11/26 17:14:05 H STTI MEFORVAT="%/ %M % o%d "
79 04/11/26 17:14:08 |s -|

80 04/11/26 17:14:09 history

If the history has never had a date format set before then all of the entries prior to setting the
variable will get the time stamp of the time the variable was set. If you set
HISTTIMEFORMAT to null and then set it to aformat, the previous time stamps are retained
and displayed in the new format.

3.4.2.2 Mail variables

Sincethe mail program isnot running all the time, thereisno way for it to inform you when you
get new mail; therefore the shell doesthisinstead.[11] The shell can't actually check for incoming
mail, but it canlook at your mail file periodically and determine whether thefile hasbeen
modified sincethelast check. Thevariableslisted in Table 3-6 et you control how this works.

[11] BSD UNIX users should note that the biff command on those systems does abetter job of informing you about

new mail; while bashonly prints"youhavenew mail" messagesright beforeit printscommand prompts, biff can do so
atanytime.

Table 3-6. Mail variables

Variable Meaning
MAIL Name of fileto check for incoming mail
MAILCHECK How often, in seconds, to check for new mail (default 60 seconds)
MAILPATH  List of filenames, separated by colons (:), to check for incoming mail

Under the simplest scenario, you use the standard UNIX mail program, and your mail fileis
/usr/mail/yourname or something similar. Inthis case, you would just set the variable MAIL to
thisfilenameif you want your mail checked:



MAI L=/ usr/ mai | / your name

If your system administrator hasn't already doneit for you, put alinelikethisin your
Jbash_profile .

However, some peopl e use nonstandard mailersthat use multiple mail files; MAILPATH was
designed to accommodeate this. bash will usethevaueof MAIL asthe name of the file to check,
unless MAILPATH isset; inwhich case, the shell will check each fileinthe MAILPATH list
for new mail. Y ou can use this mechanism to have the shell print adifferent message for each
mail file: for eachmail filenamein MAILPATH , append a question mark followed by the
message you want printed.

For example, let's say you have amail system that automatically sortsyour mail intofiles
according to the username of the sender. Y ou have mail files called /usr/mail/you/martin ,
/usr/mail/you/geoffm, /usr/mail/you/paulr , etc. Y ou define your MAILPATH asfollows:

MAI LPATH=/ usr/ mai | /you/ martin:/usr/mail/youl/ geof fm\

{fusr/ mail/youl/ paulr

If you get mail from Martin Lee, thefile /usr/mail/you/martinwill change. bash will noticethe
change within one minute and print the message:

You have new mail in /usr/mail/you/martin

If you arein the middle of running acommand, the shell will wait until the command finishes (or
IS suspended) to print the message. To customize this further, you could define MAILPATH to
be:

MAI LPATH="\
{fusr/mail/you/ marti n?You have mail from Martin.:\
fusr/mail/you/ geoffn?Mail from Geoff has arrived.:\

{fusr/mail/youl/ paul r?There is new nmail from Paul."

The backslashes at the end of each line allow you to continue your command on the next line.
But be careful: you can't indent subsequent lines. Now, if you get mail from Martin, the shell will
print:

You have mmil from Martin.



Y ou can also usethe variable $_in the message to print the name of the current mail file. For
example:

MAI LPATH="/ usr/ mai | / you?You have sone new mail in $_

When new mail arrives, thiswill print theline:

You have sone new mail in /usr/mil/you

The ability to receive notification of mail can be switched on and off by using the mailwarn
option to the shopt command.

3.4.2.3 Prompting variables

If you have seen enough experienced UNIX usersat work, you may already have realized that the
shell's prompt is not engraved in stone. Many of these users have all kinds of things encoded in
their prompts. It is possible to put useful information into the prompt, including the date and the
current directory. Welll give you some of the information you need to modify your own here; the
rest will comeinthe next chapter.

Actudly , bash usesfour prompt strings. They are stored in the variables PS1 , PS2 , PS3, and
PS4 . Thefirst of theseis called the primary prompt string; it isyour usual shell prompt, and its
default valueis"\s-\\W\$ ".[12] Many peopleliketo set their primary prompt string to something
containing their login name. Hereisone way to dothis:

[12] Inversionsof bash prior t0 2.0, thedefaultis"bash\$".
PS1="\u--> "

The\u tells bash to insert the name of the current user into the prompt string. If your user name
isalice, your prompt string will be"alice—>". If you are a C shell user and, like many such
people, are used to having a history number in your prompt string, bash can do thissimilarly to
the C shell: if the sequence \! isused in the prompt string, it will substitute the history number.
Thus, if you define your prompt string to be:

PS1="\u \!l-->"

then your promptswill belike alice 1—> , alice 2—>, and so on.

But perhaps the most useful way to set up your prompt string is so that it always contains your
current directory. Thisway, you needn't type pwd to remember where you are. Here's how:



PS1="\w--> "

Table 3-7 liststhe prompt customizationsthat are available.[13]

[131\a, \e, \H,\T,\@, \v, and \V arenot availablein versionsprior to 2.0. \D wasintroduced in bash 2.05b.

Table 3-7. Prompt string customizations

Command Meaning

\a The ASCII bell character (007)

\A Thecurrent timein 24-hour HH:MM format

\d The datein "Weekday Month Day" format

\D { format Th_e fc?rmat IS passed to strfti m¢(3) and the I‘eSl_Jl_'[ is_ inserted into th_e p.rompt

} string; an empty format resultsin alocal e-specific time representation; the braces
arerequired

\e The ASCII escape character (033)

\H The hostname

\h The hostname up to the first "."

\| The number of jobs currently managed by the shell

\ The basename of the shell'sterminal device name

\n A carriagereturnand linefeed

\r A carriagereturn

\s The name of the shell

\T Thecurrenttimein 12-hour HH:MM:SSformat

\t Thecurrenttimein HH:MM:SSformat

\@ The current timein 12-hour am./p.m. format

\u The username of the current user

\v The version of bash (e.g., 2.00)

\V The release of bash ; the version and patchlevel (e.g., 2.00.0)

\w The current working directory



Command Meaning

\W The basename of the current working directory

\# The command number of the current command

\! The history number of the current command

\$ If the effective UID isO, print a#, otherwise print a$

\nnn Character code in octal

\\ Print abackslash

\[ Begin a sequence of non-printing characters, such asterminal control sequences
\] End a sequence of non-printing characters

PS2 iscalled the secondary prompt string; its default valueis> . It is used when you type an
incompleteline and hit RETURN, as an indication that you must finish your command. For
example, assume that you start a quoted string but don't close the quote. Then if you hit
RETURN, theshell will print > and wait for you to finish the string:

$ echo "This is a long line, # PS1 for the command
> which is termnated down here" # PS2 for the continuation

$ # PS1 for the next conmand

PS3 and PS4 relateto shell programming and debugging. They will beexplainedin Chapter 5,
and Chapter 9 .

3.4.2.4 Command search path

Another important variableis PATH , which hel ps the shell find the commands you enter.

Asyou probably know, every command you useis actually afile that contains code for your
machineto run.[14 Thesefiles are called executable files or just executables for short. They are
stored in various directories. Some directories, like/bin or /usr/bin, are standard on all UNIX
systems; some depend on the particular version of UNIX you are using; some are unigue to your
machine; if you are a programmer, some may even be your own. In any case, there is no reason
why you should have to know where a command's executable fileisin order to runit.

[14] Unlessit'sabuilt-incommand (oneof thoseshownin boldface, like cd and echo), inwhich casethe codeis
simply part of theexecutabl efilefor theentireshell.



That iswhere PATH comesin. Itsvalueisalist of directoriesthat the shell searches every time
you enter acommand;[15] the directory names are separated by colons (©), just likethefilesin
MAILPATH .

[15] Unlessthe command name containsaslash (/), in which casethe search does not take pl ace.

For example, if you type echo $PATH , youwill see something likethis:

[ bin:/usr/bin:/usr/local/bin:/usr/ X386/bin

Why should you care about your path? There are two main reasons. First, once you have read
the later chapters of thisbook and you try writing your own shell programs, you will want to test
them and eventually set aside a directory for them. Second, your system may be set up so that
certain restricted commands' executablefilesare kept in directoriesthat are not listed in PATH .
For example, there may be adirectory /usr/gamesin which there are executablesthat are
verboten during regular working hours.

Therefore you may want to add directoriesto your PATH . Let's say you have created a bin
directory under your login directory, which is/home/you , for your own shell scripts and
programs. To add this directory to your PATH so that it isthere every timeyoulogin, put this
lineinyour .bash_profile:

PATH=$PATH": / honme/ you/ bi n"

Thislinesets PATH to whatever it was before, followed immediately by a colon and
/homelyou/bin .

Thisisthe safe way of doing it. When you enter acommand, the shell searches directoriesin the
order they appear in PATH until it finds an executablefile. Therefore, if you have ashell script
or program whose name is the same as an existing command, the shell will use the existing
command—unless you type in the command'sfull pathname to make it clear. For example, if
you have created your own version of the more command in the above directory and your
PATH isset up asinthelast example, you will need to type /home/you/bin/more (or just
~/bin/more) to get your version.

The more reckless way of resetting your path isto put your own directory before the other
directories:

PATH="/ hone/ you/ bi n: " $PATH

Thisis unsafe because you are trusting that your own version of the more command works
properly. But it isalso risky for amore important reason: system security. If your PATH is set
up inthisway, you leave open a"hole" that iswell known to computer crackers and mischief



makers:. they can install "Trojan horses" and do other things to steal files or do damage. (See
Chapter 10 for more details.) Therefore, unless you have complete control of (and confidencein)
everyone who uses your system, use the first of the two methods of adding your own command
directory.

If you need to know which directory a command comes from, you need not look at directories
inyour PATH until youfindit. Theshell built-incommand type printsthe full pathname of the
command you give it as argument, or just the command's name and itstype if it'sabuilt-in
commanditself (likecd ), an dlias, or afunction (aswelll seein Chapter 4).

3.4.2.5 Command hashing

Y ou may be thinking that having to go and find acommand in alargelist of possible places
would take along time, and you'd be right. To speed things up, bash uses what is known as a
hash table.

Every timethe shell goes and finds acommand in the search path, it entersit in the hash table. If
you then use the command again, bash first checks the hash table to see if the command is
listed. If itis, it usesthe path given in the table and executes the command; otherwise, it just has
to go and look for the command in the search path.

Y ou can see what is currently in the hash table with the command hash :
$ hash

hits conmmand

2 / bi n/ cat

1 /usr/ bi n/ st at
2 /usr/bin/less
1 [ usr/ bi n/ man

2 / usr/ bi n/ apropos

2 / bi n/ nore
1 /bin/ln
3 /bin/ls
1 / bi n/ ps

2 / bi n/ vi



This not only shows the hashed commands, but how many times they have been executed (the
hits) during the current login session.

Supplying a command name to hash forces the shell to look up the command in the search path
and enter it in the hash table. Y ou can also make bash "forget” what isin the hash table by using
hash -r to remove everything in the table or hash -d name to remove the specified name.[16]
Another option, -p , alows you to enter acommand into the hash table, even if the command
doesn't exist.[17]

[16] The -d optionisnot availableinversionsof bash prior to 2.05b.

[17] The -p optionisnotavailableinversionsof bash prior to 2.0.

Command hashing can be turned on and off with the hashall option to set . In general use, there
shouldn't be any need to turn it off.

Don't be too concerned about the details of hashing. The command hashing and lookup is all
done by bash without you knowing it'staking place.

3.4.2.6 Directory search path and variables

CDPATH isavariablewhosevalue, likethat of PATH , isalist of directories separated by
colons. Its purpose isto augment the functionality of the cd built-incommand.

By default, CDPATH isn't set (meaning that it isnull), and when you type cd dirname, the shell
will look in the current directory for asubdirectory that iscalled dirname .[18] If you set
CDPATH , you give the shell alist of placesto ook for dirname ; the list may or may not
includethe current directory.

[18] Thissearchisdisabledwhen dirname startswith aslash. Itisal so disabled when dirnamestartswith ./ or ../ .

Hereisan example. Consider the aliasfor the long cd command from earlier in this chapter:

alias cdvoy='cd sipp/deno/ani mati on/voyager"'

Now suppose there were afew directories under this directory to which you need to go often;
they arecalled src, bin, and doc . Y ou define your CDPATH likethis:

CDPATH=: ~/ si pp/ denp/ ani mat i on/ voyager

In other words, you define your CDPATH to be the empty string (meaning the current
directory) followed by ~/sipp/demo/ani mation/voyager .

With this setup, if you type cd doc, then the shell will look in the current directory for a



(sub)directory called doc . Assuming that it doesn't find one, it looksin the directory
~/sipp/demo/animation/voyager . The shell finds the doc directory there, so you go directly
there.

If you often find yourself going to a specific group of directories as you work on a particular
project, you can use CDPATH to get there quickly. Note that thisfeaturewill only be useful if
you update it whenever your work habits change.

bash provides another shorthand mechanism for referring to directories; if you set the shell
option cdable varsusing shopt ,[19 any argument supplied to the cd command that is not a
directory isassumed to be avariable.

[29] Inversionsof bash prior to 2.0, cdable varsisashell variablethat you can set and unset.

Wemight definethevariable anim to be ~/sipp/demo/ani mation/voyager . If we set
cdable_varsand then type:

cd anim
the current directory will become ~/si pp/demo/ani mation/voyager .

3.4.2.7 Miscellaneous variables

We have covered the shell variables that are important from the standpoint of customization.
There are also several that serve as status indicators and for various other miscellaneous
purposes. Their meanings arerelatively straightforward; the more basic onesare summarizedin
Table3-8.

Table 3-8. Status variables

Variable Meaning
HOME Name of your home (login) directory
SECONDS Number of seconds since the shell wasinvoked
BASH Pathname of thisinstance of the shell you arerunning

BASH VERSION  Theversion number of the shell you are running
BASH VERSINFO Anarray of versioninformation for the shell you are running
PWD Current directory



Vaiable Meaning
OLDPWD Previous directory before the last cd command

The shell setsthe values of these variables, except HOM E (which is set by the login process:
login, rshd, etc.). Thefirst five are set at login time, the last two whenever you change
directories. Although you can also set their values, just like any other variables, itisdifficult to
imagine any situation where you would want to. In the case of SECONDS, if you set it to a new
valueit will start counting from thevalueyou giveit, but if you unset SECONDSit will loseits
special meaning, even if you subsequently set it again.

< Day Day Up >
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3.5. Customization and Subprocesses

Some of the variables discussed above are used by commands you may run—as opposed to the
shell itself—so that they can determine certain aspects of your environment. The majority,
however, are not even known outside the shell.

Thisdichotomy begs an important question: which shell "things" are known outside the shell,
and which are only internal? This question is at the heart of many misunderstandings about the
shell and shell programming. Beforewe answer, we'll ask it again in amore preciseway: which
shell "things" are known to subprocesses? Remember that whenever you enter acommand, you
aretelling the shell to run that command in a subprocess; furthermore, some complex programs
may start their own subprocesses.

Now for the answer, which (like many UNIX concepts) is unfortunately not as simple asyou
might like. A few things are known to subprocesses, but the reverseis not true: subprocesses
can never make these things known to the processes that created them.

Which things are known depends on whether the subprocess in question is abash program (see
Chapter 4) or an interactive shell. If the subprocessis a bash program, then it's possible to
propagate nearly every type of thing we've seen in this chapter—options and variables—plus a
few we'll seelater.

3.5.1. Environment Variables

By default, only one kind of thing is known to all kinds of subprocesses: a special class of shell
variablescalled environment variables. Some of the built-in variableswe have seen are actually
environment variables HOME , MAIL , PATH , and PWD .

It should be clear why these and other variables need to be known by subprocesses. For
example, text editorslike vi and emacs need to know what kind of terminal you are using; the
environment variable TERM istheir way of determining this. Asanother example, most UNIX
mail programs allow you to edit a message with your favorite text editor. How does mail know
which editor to use? Thevalue of EDITOR (or sometimes VISUAL ).

Any variable can become an environment variable. First it must be defined as usual; then it must
be exported with the command:[20]

[20] Unlessautomatic exportinghasbeenturnedonby set -a or set -0 allexport ,inwhich caseall variablesthat are
assignedtowill beexported.



export varnanes

(varnames can be alist of variable names separated by blanks). Y ou can combine variable
assignment and the export into one statement:

export wonderl and=alice

It isalso possibleto define variablesto be in the environment of a particular subprocess
(command) only, by preceding the command with the variable assignment, likethis:

var nane=val ue command

Y ou can put as many assignments before the command as you want.[21] For example, assume
that you're using the emacs editor. Y ou are having problems getting it to work with your terminal,
so you're experimenting with different valuesof TERM . Y ou can do this most easily by
entering commandsthat look like:

[21] Thereisan obscure option, set -k , that letsyou put thistypeof environment variabl edefinition anywhereon the
commandline, notjust at thebeginning.

TERM=t ryt hi sone emacs fil enanme

emacswill have trythisone defined asits value of TERM , yet the environment variablein your
shell will keep whatever value (if any) it had before. Thissyntax issurprisingly useful, but not
very widely used; we won't see it much throughout the remainder of this book.

Neverthel ess, environment variablesareimportant. Most .bash_profilefilesinclude definitions of
environment variables; thesamplebuilt-in .bash_profile earlier in this chapter contained six such
definitions:

PATH=/ sbi n: /usr/sbin:/bin:/usr/bin:/usr/local/bin
SHELL=/ bi n/ bash

MANPATH=/ usr/ man: / usr/ X11/ man

EDI TOR=/ usr/ bi n/ vi

PS1="\h:\wm $ '

pS2="> '

export EDI TOR



Y ou can find out which variables are environment variables and what their values are by typing
export without arguments or by using the -p option to the command.

Some environment variable names have been used by so many applicationsthat they have
become standard across many shell environments. These variables are not built into bash ,
although some shells, such asthe Korn shell, have them as built-ins. Table 3-9 lists the ones you
are most likely to come across.

Table 3-9. Standard variables

Variable Meaning
COLUMNS The number of columns your display had??]
EDITOR  Pathname of your text editor
LINES The number of linesyour display has
SHELL Pathname of the shell you are running
TERM Thetype of terminal that you are using

[22] Note that bashwill set COLUMNSand LINESduring certain situations, such aswhenthewindow theshell isin
changesinsize.

Y ou may well find that some of these already exist in your own environment, most likely set from
the system /etc/profilefile (see Chapter 10). Y ou can define them yourself in your .bash_profile
and export them, aswe did earlier.

3.5.1.1 Terminal types

Thevariable TERM isvitally important for any program that uses your entire screen or window,
like atext editor. Such programsinclude all screen editors (such asvi and emacs ), more , and
countlessthird-party applications.

Because users are spending more and more time within programs, and less and less using the
shell itself, itisextremely important that your TERM is set correctly. It's really your system
administrator's job to help you do this (or to do it for you), but in case you need to do it
yourself, hereareafew guidelines.

Thevaue of TERM must be a short character string with lowercase letters that appears as a
filenameinthe terminfo database.[23] This database is atwo-tiered directory of files under the



root directory /usr/lib/terminfo . Thisdirectory contains subdirectories with single-character
names, thesein turn contain filesof terminal information for all terminal swhose namesbeginwith
that character. Each file describes how to tell the terminal in question to do certain common
things like position the cursor on the screen, go into reverse video, scroll, insert text, and so on.
The descriptions arein binary form (i.e., not readable by humans).

[23] Notethat most modern UNIX systemsnow useadatabaserather than aflat filefor theterminal descriptions.

Names of terminal description files are the same asthat of the terminal being described,;
sometimes an abbreviation is used. For example, the DEC VT100 hasadescription in thefile
/usr/lib/terminfo/v/vt100 . An xtermterminal window under the X Window System hasa
descriptionin /usr/lib/terminfo/x/xterm .

Sometimesyour UNIX softwarewill set up TERM incorrectly; thisusually happensfor X
terminals and PC-based UNIX systems. Therefore, you should check the value of TERM by
typing echo $TERM before going any further. If you find that your UNIX systemisn't setting
theright valuefor you (especially likely if your terminal isof adifferent makefrom that of your
computer), you need to find the appropriate value of TERM yourself.

The best way to find the TERM value—if you can't find alocal guruto do it for you—isto
guess the terminfo name and search for afile of that name under /usr/lib/terminfo by using Is .
For example, if your terminal isaHewlett-Packard 70092, you could try:

$ cd /usr/lib/ternminfo

$1s 7/7*

If you are successful, you will see something likethis:
70092  70092A 70092a

In this case, the three names are likely to be synonymsfor (linksto) the sameterminal
description, so you could use any one asavalue of TERM . In other words, you could put any
of thesethreelinesinyour .bash_profile:

TERME70092
TERM=70092A

TERM=70092a

If you aren't successful, Iswill print an error message, and you will have to make another guess
and try again. If you find that terminfo contains nothing that resemblesyour terminal, all isnot
lost. Consult your terminal's manual to seeif theterminal can emulate amore popular model;



nowadays the odds for this are excellent.

Conversely, terminfo may have several entriesthat relate to your terminal, for submodels, special
modes, etc. If you have a choice of which entry to use as your value of TERM , we suggest
you test each one out with your text editor or any other screen-oriented programs you use and
see which one works best.

The processis much ssimpler if you are using awindowing system, in which your "terminals' are
logical portions of the screen rather than physical devices. In this case, operating system-
dependent software was written to control your termina window(s), so the odds are very good
that if it knows how to handle window resizing and complex cursor motion, then it is capabl e of
dealingwithsimplethingslike TERM . The X Window System, for example, automatically sets
xterm asitsvaluefor TERM in an xtermterminal window.

3.5.1.2 Other common variables

Some programs, such asmail , need to know what type of editor you would like to use. In most
casesthey will default to acommon editor like ed unless you set the EDI TOR variableto the
path of your favorite editor and export it in your .bash_profile .

Some programs run shells as subprocesses within themselves (e.g., many mail programs and the
emacs editor's shell mode); by convention they use the SHEL L variableto determinewhich shell
to use. SHELL isusually set by the process that invokes the login shell; usually login or
somethinglike rshd if you arelogged in remotely. bash setsit only if it hasn't already been set.

Y ou may have noticed that the value of SHEL L looks the same asBASH . These two variables
servedightly different purposes. BASH is set to the pathname of the current shell, whether it is
aninteractiveshell or not. SHELL , on the other hand, is set to the name of your login shell,
which may beacompletely different shell.

COLUMNS and LINES are used by screen-oriented editorslikevi . In most cases adefault is
used if they are undefined, but if you are having display problems with screen-oriented
applications then you should check these variablesto seeif they are correct.

3.5.2. The Environment File

Although environment variables will always be known to subprocesses, the shell must be
explicitly told which other variables, options, aiases, and so on, are to be communicated to
subprocesses. The way to do thisisto put all such definitions into the environment file. bash 's
default environment fileisthe .bashrcfilethat we touched on briefly at the beginning of this
chapter.



Remember, if you take your definitions out of .bash_profile and put them in .bashrc, youwill
haveto havetheline sour ce .bashrc at the end of your .bash_profile so that the definitions
becomeavailableto thelogin shell.

Theideaof the environment file comesfrom the C shell's .cshrcfile. Thisisreflected in the
choice of the name .bashrc . The rcsuffix forinitializationfilesispractically universal throughout
the UNIX world.[24]

[24] Accordingtothefolklore, it standsfor "runcommands' and hasitsoriginsinold DEC operating systems.

Asageneral rule, you should put asfew definitions as possiblein .bash_profile and as many as
possiblein your environment file. Because definitions add to rather than take away from an
environment, thereislittle chance that they will cause something in a subprocess not to work
properly. (An exception might be name clashesif you go overboard with aliases.)

Theonly thingsthat really need to bein .bash_profile are environment variables and their exports
and commands that aren't definitions but actually run or produce output when you log in. Option
and alias definitions should go into the environment file. In fact, there are many bash users who
havetiny .bash_profilefiles, e.q.:

stty stop ~S intr ~"C erase "?
date

source . bashrc

Althoughthisisasmall .bash_profile, this user's environment file could be huge.
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3.6. Customization Hints

Y ou should fedl freeto try any of the techniques presented in this chapter. The best strategy isto
test something out by typing it into the shell during your login session; then if you decide you
want to make it a permanent part of your environment, add it to your .bash _profile .

A nice, painless way to add to your .bash_profile without going into atext editor makes use of
the echo command and one of bash 's editing modes. If you type a customization command in
and later decide to add it to your .bash_profile, you can recall it viaCTRL-Por CTRL-R (in
emacs-mode) orj , -, or ? (vi-mode). Let'ssay thelineis:

PS1="\u \!--> "

After you recall it, edit theline so that it is preceded by an echo command, surrounded by single
guotes, and followed by an 1/O redirector that (as you will seein Chapter 7) appends the output
to ~/.bash_profile:

$ echo 'PS1="\u \!--> " ' >> ~/ bash profile

Remember that the single quotes are important because they prevent the shell from trying to
interpret things like dollar signs, double quotes, and exclamation points. Also make sure that you
use adoubleright-caret (>>). A singleonewill overwritethefilerather than appending toit.
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Chapter 4. Basic Shell Programming

If you have become familiar with the customization techniques we presented in the previous
chapter, you have probably run into various modifications to your environment that you want to
make but can't—yet. Shell programming makes these possible.

bash has some of the most advanced programming capabilities of any command interpreter of
itstype. Although its syntax is nowhere near as elegant or consistent as that of most conventional
programming languages, its power and flexibility are comparable. Infact, bash can be used as a
complete environment for writing software prototypes.

Some aspects of bash programming arereally extensions of the customi zation techniqueswe
havealready seen, while othersresembl etraditional programminglanguagefeatures. Wehave
structured this chapter so that if you aren't a programmer, you can read this chapter and do quite
abit more than you could with theinformation in the previous chapter. Experience with a
conventional programming language like Pascal or Cishelpful (though not strictly necessary) for
subsequent chapters. Throughout the rest of the book, we will encounter occasional
programming problems, called tasks , whose solutions make use of the concepts we cover.

< Day Day Up >
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4.1. Shell Scripts and Functions

A script (afilethat contains shell commands) isashell program. Y our .bash_profile and
environment files, discussed in the previous chapter, are shell scripts.

Y ou can create a script using the text editor of your choice. Once you have created one, there
are two waysto run it. One, which we have already covered, isto type sour ce scriptname . This
causes the commands in the script to be read and run asif you typed them in.

The second way to run a script issimply to type its name and hit RETURN, just asif you were
invoking a built-in command. This, of course, isthe more convenient way. This method makes
the script look just like any other UNIX command, and in fact several "regular" commands are
implemented as shell scripts(i.e., not as programs originally writtenin C or some other
language),including spell , man on some systems, and various commands for system
administrators. Theresulting lack of distinction between "user command files" and "built-in
commands' isone factor in UNIX's extensibility and, hence, its favored status among
programmers.

Y ou can run ascript by typing itsname only if the directory where the script islocated isin your
command search path, or . (the current directory) is part of your command search path, i.e., the
script's directory path (as discussed in Chapter 3). If these aren't in your path, you must type
Jscriptname, which isreally the same thing as typing the script's absol ute pathname (see
Chapter 1).

Before you can invoke the shell script by name, you must also giveit "execute” permission. If
you arefamiliar withthe UNIX filesystem, you know that files have three types of permissions
(read, write, and execute) and that those permissions apply to three categories of user (thefile's
owner, agroup of users, and everyone else). Normally, when you create afile with atext editor,
thefileis set up with read and write permission for you and read-only permission for everyone
else.

Therefore you must give your script execute permission explicitly, by using the chmod
command. The simplest way to do thisisto type:

$ chnod +x scriptnanme

Y our text editor will preserve this permission if you make subsequent changesto your script. If
you don't add execute permission to the script and you try to invoke it, the shell will print the



message;

scri ptname: Pernission denied

But thereisamoreimportant difference between the two ways of running shell scripts. While
using sour ce causes the commands in the script to be run as if they were part of your login
session, the "just the name" method causes the shell to do a series of things. First, it runs another
copy of the shell as a subprocess; thisis called asubshell . The subshell then takes commands
from the script, runs them, and terminates, handing control back to the parent shell.

Figure4-1 shows how the shell executes scripts. Assume you have asimple shell script called
alice that contains the commands hatter and gryphon . In .a, typing sour ce alice causes the two
commands to run in the same shell, just asif you had typed them in by hand. .b shows what
happens when you type just alice : the commandsrun in the subshell while the parent shell waits
for the subshell to finish.

Y ou may find it interesting to compare thiswith the situation in .c, which shows what happens
when you typealice & . Asyou will recall from Chapter 1, the & makes the command runin
the background , which isreally just another term for "subprocess.” It turns out that the only
significant difference between .c and .b isthat you have control of your terminal or workstation
whilethe command runs—you need not wait until it finishes before you can enter further
commands.

Figure 4-1. Ways to run a shell script
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There are many ramificationsto using subshells. Animportant oneisthat the export ed



environment variablesthat we saw in the last chapter (e.g., TERM , EDITOR , PWD ) are
known in subshells, whereas other shell variables (such as any that you define in your
Jbash_profilewithout an export statement) are not.

Other issuesinvolving subshells are too complex to go into now; see Chapter 7 and Chapter 8
for more details about subshell 1/0 and process characteristics, respectively. For now, just bear
in mind that ascript normally runsin asubshell.

4.1.1.Functions

bash 'sfunction featureis an expanded version of asimilar facility inthe SystemV Bourne shell
and afew other shells. A function is sort of a script-within-a-script; you useit to define some
shell code by name and storeit in the shell's memory, to be invoked and run | ater.

Functionsimprovethe shell's programmability significantly, for two main reasons. First, when
you invoke afunction, it isaready in the shell's memory; therefore afunction runsfaster.
Modern computers have plenty of memory, so thereis no need to worry about the amount of
space atypical function takes up. For this reason, most people define as many commonly used
functions as possible rather than keep lots of scripts around.

The other advantage of functionsisthat they areideal for organizing long shell scriptsinto
modular "chunks" of code that are easier to develop and maintain. If you aren't a programmer,
ask one what lifewould be like without functions ( aso called procedures or subroutinesin other
languages) and you'll probably get an earful.

To define afunction, you can use either one of two forms:
function functname{

shel I conmands}

or.

functnanme ( )

{

shell commands }

Thereisno functiona difference between the two. We will use both formsin this book. Y ou can
also delete afunction definition with the command unset -f functname .

When you define afunction, you tell the shell to storeits name and definition (i.e., the shell



commands it contains) in memory. If you want to run the function later, just typeinits name
followed by any arguments, asif it were ashell script.

Y ou can find out what functions are defined in your login session by typing declare -f . The
shell will print not just the names but the definitions of all functions, in al phabetical order by
function name. Since thismay result in long output, you might want to pipe the output through
more or redirect it to afile for examination with atext editor. If you just want to see the names of
the functions, you can use declare -F [1Wewill look at declar ein more detail in Chapter 6 .

[1 The -F optionisnot availableinversionsof bash prior to 2.0.

Apart from the advantages, there are two important differences between functions and scripts.
First, functions do not run in separate processes, as scripts do when you invoke them by name;
the "semantics" of running afunction are more like those of your .bash_profilewhenyoulogin
or any script when invoked with the sour ce command. Second, if afunction has the same name
as a script or executable program, the function takes precedence.

Thisisagood time to show the order of precedence for the various sources of commands when
you type a command to the shell:

1 Aliases

2. Keywords such asfunction and several others, likeif and for , which wewill seein
Chapter 5

3. Functions
4. Built-inslike cd and type

5. Scripts and executable programs, for which the shell searchesin the directorieslisted in the
PATH environmentvariable

Thus, an alias takes precedence over afunction or a script with the same name. Y ou can,
however, change the order of precedence by using the built-inscommand , builtin , and enable
. Thisallows you to define functions, aliases, and script files with the same names, and select
which one you want to execute. We'll examine this processin more detail in the section on
command-lineprocessingin Chapter 7 .

If you need to know the exact source of a command, there are options to the typebuilt-in
command that we saw in Chapter 3. typeby itself will print how bash would interpret the
command, based on the search locations listed above. If you supply more than one argument to
type, it will print the information for each command in turn. If you had a shell script, afunction,
andanaliasall called dodo , typewouldtell you that dodo , as an dlias, would be used if you
typed dodo .



type has several optionsthat allow you to find specific details of acommand. If you want to find
out all of the definitionsfor dodo you can use type -a. Thiswill produce output similar to the
following:

$ type -all dodo

dodo is aliased to “echo "Everybody has won, and all nust have prizes"'
dodo is a function

dodo ( )

{

echo "Everybody has won, and all nust have prizes”

}
dodo is ./dodo

It is also possible to restrict the search to commands that are executable files or shell scripts by
usingthe -p option. If the command as typed to bash executes afile or shell script, the path
name of thefileisreturned; otherwise, nothing is printed.

The -P option forces type to look for executable files or shell scriptseven if the result of -t
would not return file .

A further option, -f , suppresses shell function lookup, i.e., only keywords, files and aliases will
bereturned.[2]

[2] The options-f and -Parenot availableinversionsof bash prior to 2.05b.

The default output from typeisverbose; it will giveyou thefull definition for an aliasor
function. By using the -t option, you can restrict thisto a single word descriptor: alias, keyword
, function, builtin, or file. For example:

$ type -t bash
file
$ type -t if

keyword

The -t option can also be used with all other options.

Wewill refer mainly to scripts throughout the remainder of this book, but unlesswe note



otherwise, you should assume that whatever we say applies equally to functions.
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4.2. Shell Variables

bash derives much of its programming functionality from shell variables. We've already seenthe
basics of variables. To recap briefly: they are named places to store data, usually in the form of
character strings, and their values can be obtained by preceding their nameswith dollar signs ($).
Certainvariables, called environment variables, areconventionally namedin all capital letters,
and their values are made known (with the export statement) to subprocesses.

If you are aprogrammer, you already know that just about every major programming language
usesvariablesin someway; in fact, animportant way of characterizing differences between
languagesiscomparingtheir facilitiesfor variables.

Thechief difference between bash 's variable schema and those of conventional languagesis that
bash 's places heavy emphasis on character strings. (Thusit has more in common with a special-
purpose language like SNOBOL than a general-purpose one like Pascal.) Thisisaso true of the
Bourne shell and the C shell, but bash goes beyond them by having additional mechanismsfor
handlingintegersexplicitly.

4.2.1.Positional Parameters

Aswe have aready seen, you can define valuesfor variables with statements of theform
varname=value, e.g..

$ hatter=mad
$ echo "S$hatter"

mad

The shell predefines some environment variableswhen you log in. There are other built-in
variablesthat arevital to shell programming. Wewill look at afew of them now and savethe
othersfor later.

Themost important special, built-invariablesare called positional parameters . These hold the
command-line argumentsto scriptswhen they areinvoked. Positional parameters have the names
1,2, 3,etc., meaning that their values are denoted by $1 , $2, $3, etc. Thereisaso a
positional parameter O , whose value is the name of the script (i.e., the command typed in to
invokeit).



Two special variablescontain all of the positional parameters (except positional parameter 0 ): *
and @ . The difference between them is subtle but important, and it's apparent only when they
are within double quotes.

"$* " isasingle string that consists of all of the positional parameters, separated by thefirst
character inthevalue of theenvironment variable | FS (internal field separator), which isaspace,
TAB, and NEWLINE by default. On the other hand, "$@ " isequal to"$1" "$2". . "$ N ",
where N isthe number of positional parameters. That is, it's equal to N separate double-quoted
strings, which are separated by spaces. If there are no positional parameters, "$@ " expands to
nothing. We'll exploretheramificationsof thisdifferenceinalittlewhile.

Thevariable # holds the number of positional parameters (as a character string). All of these
variablesare "read-only," meaning that you can't assign new valuesto them within scripts.

For example, assumethat you have the following simple shell script:
echo "alice: $@
echo "$0: $1 $2 $3 3$4"

echo "$# argunents”

Assumefurther that the scriptiscalled alice . Then if you type alice in wonderland , you will
seethefollowing output:

alice: in wonderland
alice: in wonderl and

2 argunents

In this case, $3 and $4 are unset, which meansthat the shell will substitute the empty (or null)
string for them.[3]

[3] Unlesstheoption nounset isturned on, inwhich casetheshell will return an error message.

4.2.1.1 Positional parameters in functions

Shell functions use positional parametersand special variableslike* and # in exactly the same
way as shell scripts do. If you wanted to define alice as afunction, you could put the following
inyour .bash_profileor environmentfile:

function alice

{



echo "alice: $*"
echo "$0: $1 $2 $3 $4"

echo "$# argunents”

Y ouwill get the sameresult if you type alice in wonderland .

Typically, several shell functionsare defined within asingle shell script. Therefore each function
will need to handle its own arguments, which in turn means that each function needsto keep
track of positional parameters separately. Sure enough, each function has its own copies of these
variables (even though functions don't run in their own subshells, as scripts do); we say that such
variables arelocal to the function.

However, other variables defined within functionsare not local (they are global ), meaning that
their values are known throughout the entire shell script. For example, assumethat you have a
shell script called ascript that containsthis:

function afunc

{
echo in function: $0 $1 $2
var1="in function"

echo varl: $varl

var1="out si de function"
echo varl: $varl

echo $0: $1 $2

afunc funcargl funcarg2
echo varl: $varl

echo $0: $1 $2

If you invoke this script by typing ascript argl arg2, you will seethisoutput:

varl: outside function



ascript: argl argz2

in function: ascript funcargl funcarg2
varl: in function

varl: in function

ascript: argl arg2

In other words, the function afunc changesthe value of the variable var 1 from "outside
function™ to "in function," and that change is known outside the function, while $1 and $2 have
different valuesin the function and the main script. Noticethat $0 doesn't change because the
function executesin the environment of the shell script and $0 takes the name of the script.
Figure4-2 shows the scope of each variable graphicaly.

Figure 4-2. Functions have their own positional parameters
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4.2.2.Local Variables in Functions

A local statement inside afunction definition makesthe variablesinvolved all become local to
that function. The ability to define variablesthat arelocal to "subprogram” units (procedures,
functions, subroutines, etc.) is necessary for writing large programs, because it hel ps keep
subprograms independent of the main program and of each other.

Hereisthefunction from our last example with the variable var 1 madelocal:



function afunc
| ocal varl

echo in function: $0 $1 $2

var1l="in function"

echo varl: $varl

Now theresult of running ascript argl arg2is:
varl: outside function

ascript: argl argz

in function: ascript funcargl funcarg2
varl: in function

varl: outside function

ascript: argl arg2

Figure4-3 shows the scope of each variable in our new script. Note that afunc now has its own,
local copy of varl, althoughtheoriginal varl would still be used by any other functions that
ascript invokes.

Figure 4-3. Functions can have local variables
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4.2.3. Quoting with $@ and $*

Now that we have this background, let's take acloser look at "$@ " and "$* ". These variables
are two of the shell's greatest idiosyncracies, so we'll discuss some of the most common sources
of confusion.

- Why arethe elementsof "$* " separated by the first character of | FSinstead of just
spaces? To give you output flexibility. Asasimple example, let's say you want to print alist

of positional parameters separated by commas. This script would do it:
| FS=,

echo "$*"

- Changing | FSinascript isrisky, but it's probably OK aslong as nothing else in the script
depends on it. If this script were called arglist , then the command arglist alice dormouse
hatter would produce the output alice,dor mouse,hatter . Chapter 5 and Chapter 10
contain other examplesof changing | FS..

- Why does "$@ " act like N separate double-quoted strings? To allow you to use them again
as separate values. For example, say you want to call afunction within your script with the

samelist of positional parameters, likethis:
function countargs

{



echo "$# args."

- Assumeyour script is called with the same arguments as arglist above. Thenif it contains
the command countargs"$* ", thefunctionwill print 1 args. But if the command is
countargs"$@ ", thefunctionwill print 3 args.

4.2.4. More on Variable Syntax

Before we show the many things you can do with shell variables, we have to point out a
simplification we have been making: the syntax of $varnamefor taking thevalue of avariableis
actually the simpleform of the more general syntax, ${varname} .

Why two syntaxes? For one thing, the more general syntax is necessary if your code refersto
morethan nine positional parameters: you must use ${10} for the tenth instead of $10 . Aside
from that, consider the following case where you would like to place an underscore after your
user |D:

echo $U D_

Theshell will try touse UID _ as the name of the variable. Unless, by chance, $UID _already
exists, thiswon't print anything (the value being null or the empty string, ""). To obtain the
desired result, you need to enclose the shell variable in curly brackets:

echo ${U D} _

It is safeto omit the curly brackets ({} ) if the variable nameisfollowed by a character that isn't a
letter, digit, or underscore.

< Day Day Up >
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4.3. String Operators

The curly-bracket syntax allowsfor the shell's string operators . String operators allow you to
manipulate values of variablesin varioususeful wayswithout having to writefull-blown programs
or resort to external UNIX utilities. Y ou can do alot with string-handling operators even if you
haven't yet mastered the programming featureswe'll seein later chapters.

In particular, string operators|et you do the following:

- Ensurethat variablesexist (i.e., are defined and have non-null values)
. Setdefault valuesfor variables
. Catch errorsthat result from variables not being set

- Remove portions of variables values that match patterns

4.3.1. Syntax of String Operators

The basic idea behind the syntax of string operatorsis that special characters that denote
operations areinserted between the variable's name and theright curly bracket. Any argument
that the operator may need isinserted to the operator's right.

Thefirst group of string-handling operators tests for the existence of variables and alows
substitutions of default values under certain conditions. Thesearelistedin Table4-1 .[4]

[4 Thecolon(:) inall but thelast of these operatorsisactual ly optional . If thecolonisomitted, then change" existsand
isn'tnull" to"exists' ineachdefinition, i.e., theoperator testsfor existenceonly.

Table 4-1. Substitution operators



Operator

$ varname
- word }

${ varname
= word }

${ varname
:? message

}

${ varname
+word }

${ varname
‘offset
length }

Substitution
If varnameexistsand isn't null, returnitsvalue; otherwisereturn word .

Purpose: Returning adefault valueif thevariableisundefined.

Example: ${count:-0} evaluatesto O if count is undefined.

If varname existsand isn't null, return its value; otherwise set it to word and then
returnitsvalue. Positional and special parameters cannot be assigned thisway.

Purpose: Setting avariableto adefault valueif it isundefined.

Example: ${count:=0} setscount to 0if it isundefined.

If varname existsandisn't null, return itsvalue; otherwise print varname:
followed by message , and abort the current command or script (non-interactive
shellsonly). Omitting message produces the default message parameter null or
not set .

Pur pose: Catching errorsthat result from variables being undefined.

Example: {count:? "undefined! "} prints"count: undefined!" and exitsif count
isundefined.

If varname existsand isn't null, return word ; otherwisereturn null.
Purpose: Testing for the existence of avariable.

Example: ${count:+1} returns 1 (which could mean "true") if count is defined.

Performs substring expansion.?] It returns the substring of $varname starting at
offset and up to length characters. The first character in $varname is position O.
If length is omitted, the substring starts at offset and continues to the end of
$varname . If offset islessthan O then the position is taken from the end of
$varname . If varnameis @, the length isthe number of positional parameters
starting at parameter offset.

Purpose : Returning parts of a string (substrings or dices).

Example: If count is set to frogfootman , ${count:4} returns footman .
${ count:4:4} returns foot .

[5] Thesubstring expansion operator isnot availableinversionsof bash prior to 2.0.

Thefirst of these operatorsisideal for setting defaultsfor command-line argumentsin case the



user omitsthem. Wel'll usethistechniquein our first programming task.

Task 4-1

Y ou have alarge album collection, and you want to write some software to keep
track of it. Assume that you have afile of data on how many albumsyou have by
each artist. Linesinthefilelook likethis:

5 Depeche Mode

2 Split Enz

3 Si npl e M nds

1 Vival di, Antonio

Write aprogram that printsthe N highest lines, i.e., the N artists by whom you have
the most albums. The default for N should be 10. The program should take one
argument for the name of the input file and an optional second argument for how
many linesto print.

By far the best approach to thistype of script isto use built-in UNIX utilities, combining them
with 1/O redirectors and pipes. Thisisthe classic "building-block" philosophy of UNIX that is
another reason for itsgreat popularity with programmers. The building-block technique lets us
write afirst version of the script that isonly onelinelong:

sort -nr $1 | head -${2:-10}

Hereis how thisworks: the sort program sorts the datain the file whose nameis given asthefirst
argument ($1 ). The -n option tells sort to interpret the first word on each line as a number
(instead of as acharacter string); the -r tellsit to reverse the comparisons, so asto sort in
descending order.

The output of sort is piped into the head utility, which, when giventheargument - N, prints the
first N lines of itsinput on the standard output. The expression -${2:-10} evaluatesto adash (- )
followed by the second argument if itisgiven, or to -10 if it's not; notice that the variablein this
expression is 2 , which isthe second positional parameter.

Assume the script we want to writeis called highest . Then if the user types highest myfile, the
linethat actually runsis:



sort -nr nyfile | head -10

Or if the user types highest myfile 22, thelinethat runsis:

sort -nr nyfile | head -22

Make sure you understand how the :- string operator provides adefault value.

Thisisaperfectly good, runnable script—but it has afew problems. First, itsone lineis abit
cryptic. While thisisn't much of a problem for such atiny script, it's not wise to write long,
elaborate scriptsin thismanner. A few minor changes will make the code more readable.

First, we can add comments to the code; anything between # and the end of aline isacomment.
At aminimum, the script should start with afew comment lines that indicate what the script does
and what argumentsit accepts. Second, we can improve the variable names by assigning the
valuesof the positional parametersto regular variableswith mnemonic names. Finally, we can
add blank lines to space things out; blank lines, like comments, areignored. Hereisamore
readableversion:

hi ghest fil ename [ howrany]
Print howmany hi ghest-nunbered lines in file filenane.

The input file is assunmed to have lines that start with

nunbers. Default for howmany is 10.

H O OH O OH O H O H OH H

fil ename=%$1

howmany=${ 2: - 10}

sort -nr $filename | head -$hownrany

The square brackets around howmany in the comments adhere to the convention in UNIX
documentation that square brackets denote optional arguments.



The changes we just made improve the code's readability but not how it runs. What if the user
wereto invoke the script without any arguments? Remember that positional parameters default to
null if they aren't defined. If there are no arguments, then $1 and $2 are both null. The variable
howmany ($2) is set up to default to 10, but there is no default for filename ($1). The result
would be that this command runs:

sort -nr | head -10

As it happens, if sortiscalled without afilename argument, it expects input to come from
standard input, e.g., apipe (]) or auser'sterminal. Since it doesn't have the pipe, it will expect the
terminal. Thismeansthat the script will appear to hang! Although you could always hit CTRL-D
or CTRL-C to get out of the script, a naive user might not know this.

Therefore we need to make sure that the user supplies at least one argument. Thereare afew
ways of doing this; one of them involves another string operator. We'll replacetheline:

filename=%$1

with:

filename=${1:?"filename mssing."}

Thiswill cause two thingsto happen if auser invokes the script without any arguments: first the
shell will print the somewhat unfortunate message:

hi ghest: 1: filenane m ssing.

to the standard error output. Second, the script will exit without running the remaining code.
With asomewhat "kludgy" modification, we can get aslightly better error message.

Consider this code:
fil ename=%$1

filename=${fil enanme: ?"m ssing. "}

Thisresultsin the message:

hi ghest: filename: m ssing.

(Make sure you understand why.) Of course, there are ways of printing whatever messageis
desired; we'll find out how in Chapter 5 .



Before we move on, we'll look more closely at the three remaining operatorsin Table4-1 and see
how we can incorporate them into our task solution. The := operator does roughly the same
thing as :- , except that it hasthe "side effect” of setting the value of the variable to the given
word if the variable doesn't exist.

Thereforewe would liketo use :=in our script in place of :- , but we can't; we'd be trying to set
the value of apositional parameter, whichisnot allowed. But if we replaced:

howrany=${ 2: - 10}

withjust:

howmany=$2

and moved the substitution down to the actual command line (as we did at the start), then we
could use the := operator:

sort -nr $filename | head -${howrany: =10}

The operator :+ substitutesavalueif the given variable existsand isn't null. Hereishow we can
useitinour example: let's say we want to give the user the option of adding a header lineto the
script's output. If she types the option -h , then the output will be preceded by theline:

ALBUMS  ARTI ST

Assume further that this option ends up in the variable header , i.e., $header is-h if the option
isset or null if not. (Later wewill see how to do thiswithout disturbing the other positional
parameters.)

Thefollowing expressionyieldsnull if thevariable header isnull, or ALBUMSARTIST\nif it
isnon-null:

${ header : +" ALBUMSARTI ST\ n"}

Thismeansthat we can put theline:

echo -e -n ${header: +"ALBUMSARTI ST\ n"}

right before the command line that does the actual work. The -n option to echo causesit not to
print aLINEFEED after printing itsarguments. Thereforethis echostatementwill print
nothing—not even ablank line—if header isnull; otherwiseit will print the header lineand a



LINEFEED (\n). The -e option makes echointerpret the\nasaLINEFEED rather than literally.

Thefinal operator, substring expansion, returns sections of a string. We can useit to "pick out"
parts of astring that are of interest. Assume that our script is ableto assign lines of the sorted
list, one at atime, to the variable album_line. If we want to print out just the album name and
ignore the number of albums, we can use substring expansion:

echo ${al bum.|ine: 8}

This prints everything from character position 8, which isthe start of each album name, onwards.

If we just want to print the numbers and not the album names, we can do so by supplying the
length of the substring:

echo ${al bum.line:0: 7}

Although this example may seem rather useless, it should give you afeel for how to use
substrings. When combined with some of the programming features discussed later in the book,
substrings can be extremely useful.

4.3.2. Patterns and Pattern Matching

WE'll continue refining our solution to Task 4-1 later in this chapter. The next type of string
operator is used to match portions of avariable's string value against patterns . Patterns, as we
saw in Chapter 1, are strings that can contain wildcard characters (* , ? , and [] for character
sets and ranges).

Table 4-2lists bash 's pattern-matching operators.

Table 4-2. Pattern-matching operators

Operator Meaning
$ {variable If the pattern matches the beginning of the variable'svalue, deletethe
#pattern } shortest part that matches and return the rest.
$ {variable If the pattern matches the beginning of the variable'svalue, deletethe
##pattern } longest part that matches and return the rest.
$ {variable If the pattern matches the end of the variable's value, del ete the shortest

Y%opattern } part that matches and return the rest.



Operator Meaning

$ {variable If the pattern matches the end of the variable's value, delete the longest part
%%opattern } that matches and return the rest.

The longest match to patternin variable is replaced by string . Inthefirst
$ {variable/ form, only the first match is replaced. In the second form, all matches are

replaced. If the pattern beginswith a# , it must match at the start of the
variable. If it beginswith a% , it must match with the end of the variable. If
stringisnull, the matches are deleted. If variableis @ or * , the operation
Isapplied to each positional parameter in turn and the expansion isthe
resultant list.[6]

pattern/ string } $
{variable//
pattern/ string }

[6] Thepattern-matching and replacement operator isnot availableinversionsof bash prior to 2.0.

These can be hard to remember; here's a handy mnemonic device: # matches the front because
number signs precede numbers; % matches the rear because percent signs follow numbers.

The classic use for pattern-matching operatorsis in stripping off components of pathnames,
such asdirectory prefixes and filename suffixes. With that in mind, hereisan example that shows
how all of the operators work. Assume that the variable path hasthe value
/home/camybook/long.file.name ; then:

Expr essi on Resul t

${ pat h##/ */ } | ong.file.nane
${ pat h#/ */} can book/ | ong. fil e. name
$pat h / horre/ caml book/ | ong. fil e. name
${ pat h% *} / home/ cani book/ 1 ong.file

${ pat h%n *} / hone/ cami book/ | ong

The two patterns used here are /*/ , which matches anything between two slashes, and .* , which
matches adot followed by anything.

The longest and shortest pattern-matching operators produce the same output unlessthey are
used with the * wildcard operator. Asan example, if filename had the value alicece , then both
${filename¥ ce} and ${filename% % ce} would produce the result alice . Thisis because ceis
an exact match; for a match to occur, the string ce must appear on the end $filename . Both the
short and long matches will then match the last grouping of ce and deleteit. If, however, we had
used the * wildcard, then ${filename% ce*} would produce alice because it matches the
shortest occurrence of cefollowed by anything else. ${filename% % ce*} would return ali



because it matches the longest occurrence of cefollowed by anything else; in this case thefirst
and second ce.

The next task will incorporate one of these pattern-matching operators.

Task 4-2

Y ou arewriting agraphicsfile conversion utility for usein creating aweb page. You
want to be able to take a PCX file and convert it to a JPEG file for use on the web

page.l’]

[71 PCX isapopular graphicsfileformat under Microsoft Windows. JPEG (Joint Photographic Expert Group) isa
common graphicsformat onthe Internet andisused to agreat extent on web pages.

Graphicsfile conversion utilities are quite common because of the plethoraof different graphics
formats and file types. They allow you to specify an input file, usually from arange of different
formats, and convert it to an output file of adifferent format. In this case, we want to take a PCX
file, which can't be displayed with aweb browser, and convert it to a JPEG which can be
displayed by nearly all browsers. Part of this processistaking the filename of the PCX file,
which endsin .pcx, and changing it to one ending in .jpg for the output file. In essence, you
want to take the original filename and strip off the .pcx , then append .jpg . A singleshell
statement will dothis:

outfile=${fil ename% pcx}.jpg

The shell takesthefilename and looksfor .pcx on the end of the string. If it isfound, .pcx is
stripped off and the rest of the string is returned. For example, if filename had the value
alice.pcx , the expression ${filename% .pcx} would return alice . The .jpg is appended to form
the desired alice.jpg, which isthen stored in the variable outfile .

If filename had an inappropriate value (without the .pcx ) such as alice.xpm , the above
expression would evaluateto alice.xpm.jpg : since there was no match, nothing is deleted from
thevalue of filename, and .jpg is appended anyway. Note, however, that if filename contained
more than one dot (e.g., if it were alice.1.pcx— the expression would still produce the desired
vauealice.l.jpg).

The next task uses the longest pattern-matching operator.



Task 4-3

Y ou areimplementing afilter that prepares atext filefor printer output. Y ou want to
put the file's name—without any directory prefix—on the "banner” page. Assume
that, in your script, you have the pathname of the file to be printed stored in the
variable pathname .

Clearly, the objectiveisto removethedirectory prefix from the pathname. Thefollowing linewill
doit:

banner nane=${ pat hnane##*/}

Thissolutionissimilar to thefirst linein the examples shown before. If pathname werejust a
filename, thepattern */ (anything followed by a slash) would not match and the value of the
expression would be pathname untouched. If pathnamewere something like book/wonderland
, the prefix book/ would match the pattern and be deleted, leaving just wonderland as the
expression's value. The samething would happen if pathnamewere something like /home/cany
book/wonderland : since the ## deletes the longest match, it del etes the entire /home/canvbook/ .

If we used #*/ instead of ##*/ , the expression would have the incorrect value
home/canvbook/wonderland , because the shortest instance of "anything followed by a slash” at
the beginning of the stringisjust aslash (/).

The construct ${ variable ##* [} isactually equivalent tothe UNI X utility basename . basename
takes apathname as argument and returns the filename only; it is meant to be used with the shell's
command substitution mechanism (seethefollowing explanation). basenameisless efficient than
${ variable ##* [} because it runsin its own separate process rather than within the shell. Another
utility, dirname , does essentially the opposite of basename: it returnsthe directory prefix only.
It isequivalent to the bash expression ${ variable %/*} and isless efficient for the same reason.

The last operator in the table matches patterns and performs substitutions. Task 4-4 isasimple
task whereit comesin useful.



Task 4-4

Thedirectoriesin PATH can be hard to distinguish when printed out as one line with
colon delimiters. Y ou want asimple way to display them, oneto aline.

As directory names are separated by colons, the easiest way would be to replace each colon with
aLINEFEED:

$ echo -e ${PATH/:/'\n'}
/ home/ cam bi n
/usr/local/bin

/ bin

[usr/bin

fusr/ X11R6/ bi n

Each occurrence of the colon isreplaced by \n. Aswe saw earlier, the -e option allows echo to
interpret \n asaLINEFEED. In this case we used the second of the two substitution forms. If
we'd used thefirst form, only the first colon would have been replaced with a\n.

4.3.3.Length Operator

Thereisone remaining operator on variables. It is ${# varname } , which returns the length of
the value of the variable as acharacter string. (In Chapter 6, we will see how to treat thisand
similar values as actual numbers so they can be used in arithmetic expressions.) For example, if
filename hasthevalue alice.c, then ${#filename} would havethevalue 7 .

4.3.4. Extended Pattern Matching

Bash provides afurther set of pattern matching operatorsif the shopt option extglob is switched
on. Each operator takes one or more patterns, normally strings, separated by the vertical bar (|).
The extended pattern matching operatorsare givenin Table 4-3 .[8]

[8] Beawarethat thesearenot availablein early releasesof bash 2.0.



Table 4-3. Pattern-matching operators

Operator Meaning
*(patternlist)  Matches zero or more occurrences of the given patterns.
+(patternlist)  Matches one or more occurrences of the given patterns.
Apatternlist)  Matches zero or one occurrences of the given patterns.
@(patternlist ) Matches exactly one of the given patterns.

I(patternlist )  Matches anything except one of the given patterns.

Some exampl es of theseinclude:
- *(alicelhatter |hare) would match zero or more occurrences of alice, hatter , and hare .
So it would match the null string, alice, alicehatter , etc.
. +(alicglhatter |hare) would do the same except not match the null string.
. ?(alicelhatter |hare) would only match thenull string, alice, hatter , or hare.
- @(alicglhatter |hare) would only match alice, hatter , or hare .
. !(alicelhatter |nar e) matches everything except alice, hatter , and hare .

The values provided can contain shell wildcardstoo. So, for example, +([0-9]) matches a
number of one or more digits. The patterns can also be nested, so you could remove al files
except those beginning with vt followed by a number by doing rm!(vt+([0-9])) .
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4.4. Command Substitution

From the discussion so far, we've seen two ways of getting valuesinto variables. by assignment
statements and by the user supplying them as command-line arguments (positional parameters).
Thereisanother way: command substitution , which allows you to use the standard output of a
command asif it werethe value of avariable. Y ou will soon see how powerful thisfeatureis.

The syntax of command substitution is:[°]
[9 Bourneand C shell usersshoul d notethat thecommand substitution syntax of thoseshells, "UNIX command * (with

backward quotes, or grave accents), isalso supported by bashfor backward compatibility reasons. However, itis
harder to read and lessconduciveto nesting.

$(UNI X conmand)

The command inside the parentheses is run, and anything the command writes to standard output
isreturned as the value of the expression. These constructs can be nested, i.e., the UNIX
command can contain command substitutions.

Hereare somesimple examples:

. Thevalue of $(pwd ) isthe current directory (same asthe environment variable SPWD ).
. Thevalue of $(Is SHOME) isthe names of al filesin your home directory.
. Thevaue of $(Is $(pwd)) isthe names of all filesin the current directory.

- Thevaueof $(< alice) isthe contents of thefile alicewithany trailingnewlines
removed.[10]

[19] Not availableinversionsof bash prior to 2.02.

. Tofind out detailed information about acommand if you don't know whereitsfileresides,
typels-l $(type -path -all command-name). The -all option forcestype to do a pathname
look-up and -path causesit to ignore keywords, built-ins, etc.

. If you want to edit (with vi) every chapter of your book on bash that has the phrase

"command substitution,” assuming that your chapter filesall begin with ch, you could type:
vi $(grep -l 'command substitution' ch*)



- The-l option to grep prints only the names of files that contain matches.

Command substitution, like variable and tilde expansion, is done within double quotes.
Therefore, our rulein Chapter 1 and Chapter 3 about using single quotes for strings unless they
contain variableswill now be extended: "When in doubt, use single quotes, unlessthe string
contains variables or command substitutions, in which case use double quotes."

Command substitution helps us with the solution to the next programming task, which relatesto
the album database in Task 4-1.

Task 4-5

Thefileused in Task 4-1 isactually areport derived from a bigger table of data about
albums. This table consists of several columns, or fields, to which a user refers by
names like"artist,” "title," "year," etc. The columns are separated by vertical bars(| ,
the same asthe UNI X pipe character). To deal with individual columnsin thetable,
field names need to be converted to field numbers.

Suppose thereisashell function called getfield that takes the field name as argument
and writes the corresponding field (or column) number on the standard output. Use
thisroutine to help extract a column from the data table.

The cut utility isanatural for thistask. cut isadatafilter: it extracts columns from tabular data. I
you supply the numbers of columns you want to extract from the input, cut will print only those
columns on the standard output. Columns can be character positions or—relevant in this
example—fieldsthat are separated by TAB characters or other delimiters.[11] Assumethat the
datatablein our task isafile called albumsand that it lookslikethis:

[11] Some older BSD-derived systemsdon't have cut , but you can use awk instead. Whenever you see acommand of
theform:cut -f N -dC filenane ,usethisinstead: ank -FC '{print $N } "filename .

Depeche Mbde| Speak and Spel |l | Muite Records| 1981
Depeche Mbde| Sone Great Reward| Mute Records| 1984
Depeche WMbde| 101] Mute Records| 1989

Depeche Mbde| Viol ator| Muite Records| 1990

Depeche Mode| Songs of Faith and Devotion| Mute Records| 1993



Hereis how we would use cut to extract the fourth (year) column:

cut -f4 -d\| albuns

The -d argument is used to specify the character used asfield delimiter (TAB isthe default). The
vertical bar must be backslash-escaped so that the shell doesn't try to interpret it as a pipe.

From thisline of code and the getfield routine, we can easily derive the solution to the task.
Assumethat thefirst argument to getfield is the name of the field the user wants to extract. Then
thesolutionis:

fieldname=$1

cut -f$(getfield $fieldnane) -d\| albuns

If we called this script with the argument year , the output would be:
1981
1984
1989
1990

1993

Task 4-6 shows another small task that makes use of cut .

Task 4-6

Send amail messageto everyone who is currently logged in.

The command who tellsyou whoislogged in (aswell aswhich terminal they're on and when
they logged in). Its output lookslikethis:

r oot ttyl Cct 13 12:05



m chael tty5 Cct 13 12:58
cam tty23 Cct 13 11:51

kKilrath tty25 Cct 13 11:58

Thefields are separated by spaces, not TABs. Since we need the first field, we can get away
with using a space asthe field separator in the cut command. (Otherwise we'd have to use the
option to cut that uses character columns instead of fields.) To provide a space character as an
argument on acommand line, you can surround it by quotes:

$ who | cut -d ' -f1l

With the above who output, this command's output would look like this:
r oot

nm chael

cam

kilrath

Thisleads directly to asolution to the task. Just type:
$ mail $(who | cut -d'° ' -f1)

The command mail root michael cam kilrath will run and then you can type your message.

Task 4-7 isanother task that shows how useful command pipelines can be in command
substitution.

Task 4-7

The lscommand gives you pattern-matching capability with wildcards, but it doesn't
allow you to select files by modification date . Devise a mechanism that lets you do
this.

Hereisafunction that allowsyoutolist al filesthat werelast modified on the date you give as
argument. Once again, we choose a function for speed reasons. No pun is intended by the



function'sname:

function |sd

{
dat e=$1

ls -1 | grep -i "~.\{42\}$date" | cut -c55-

This function depends on the column layout of thels -l command. In particular, it depends on
dates starting in column 42 and filenames starting in column 55. If thisisn't the case in your
version of UNIX, you will need to adjust the column numbers.[12]

[12] For example, Is -1 on SUnOS4.1.x hasdatesstarting in column 33 and filenamesstarting in column 46.

We use the grep search utility to match the date given asargument (in theform Mon DD , e.g.,
Jan 15 or Oct 6, the latter having two spaces) to the output of Is-I . Thisgivesusalong listing
of only those files whose dates match the argument. The-i option to grep allowsyou to use all
lowercase | ettersin the month name, whiletherather fancy argument means, "Match any linethat
contains 41 characters followed by the function argument.” For example, typing Isd “jan 15

cs[;\us]es grep to search for lines that match any 41 charactersfollowed by jan 15 (or Jan 15
). 13

[13] Some ol der BSD-derived versionsof UNIX (without System V extensions) do not support the \{ N \} option. For
thisexample, use42 periodsinarow instead of .\{42\} .

The output of grep is piped through our ubiquitous friend cut to retrieve the filenamesonly. The
argument to cut tellsit to extract charactersin column 55 through the end of theline.

With command substitution, you can use this function with any command that accepts filename
arguments. For example, if you want to print all filesin your current directory that were last
modified today, and today is January 15th, you could type:

$Ip $(lsd '"jan 15")

The output of Isdison multiplelines(onefor each filename), but LINEFEEDs arelegal field
separators for the Ip command, because the environment variable | FS (see earlier in this chapter)
contains LINEFEED by default.
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4.5. Advanced Examples: pushd and popd

We will conclude this chapter with acouple of functionsthat are already built into bash but are
useful in demonstrating some of the concepts we have covered in this chapter[14]

(141 Y our copy of bashmay not have pushd and popd, sinceit can beconfigured without thesebuilt-ins.

Task 4-8

The functions pushd and popd implement a stack of directoriesthat enable you to
move to another directory temporarily and have the shell remember where you were.
I mplement them as shell functions.

Wewill start by implementing asignificant subset of their capabilitiesand finish the
implementationin Chapter 6 .

Think of astack as a spring-loaded dish receptacle in a cafeteria. When you place dishes on the
receptacle, the spring compresses so that the top stays at roughly the same level. The dish most
recently placed on the stack is the first to be taken when someone wants food; thus, the stack is
known asa"last-in, first-out” or LIFO structure. Putting something onto a stack isknownin
computer science parlance as pushing , and taking something off the top is called popping .

A stack isvery handy for remembering directories, aswe will see; it can "hold your place” up to
an arbitrary number of times. The cd - form of the cd command does this, but only to one level.
For example: if you arein firstdir and then you change to seconddir , you can type cd - to go
back. But if you start out in firstdir , then change to seconddir , and then go to thirddir , you

can use cd - only to go back to seconddir . If you type cd - again, you will be back in thirddir ,
because it isthe previous directory.[1°]

[15] Think of cd - asasynonym for cd $OL DPWD ; seethe previous chapter.

If you want the "nested" remember-and-change functionality that will take you back to firstdir ,

you need a stack of directories along with the pushd and popd commands. Here is how these
work:



- Thefirst time pushd dir is called, pushd pushes the current directory onto the stack, then
cd sto dir and pushes it onto the stack.

. Subsequent calls to pushd dir cd to dir and push dir only onto the stack.

- popd removes the top directory off the stack, revealing anew top. Then it cd sto the new
top directory.

For example, consider the series of eventsin Table4-4 . Assume that you have just logged in,
and that you are in your home directory (/home/you ).

Table 4-4. pushd/popd example

Command Stack contents Result directory
pushdlizard  /homelyou/lizard /homelyou /home/you/lizard
pushd /etc /etc /homelyoul/lizard /home/you [etc
popd /home/you/lizard /home/you /home/you/lizard
popd /home/you /home/you
popd <empty> (error)

Wewill implement astack as an environment variable containing alist of directories separated by
spaces.[16]

[16] bash also maintainsadirectory stack for the pushd and popd built-ins, accessiblethroughtheenvironment variable
DIRSTACK . Unlikeour version, however, itisimplemented asan array (see Chapter 6 for detailsonarrays).

Y our directory stack should be initialized to the null string when you log in. To do this, put this
inyour .bash_profile:

DI R_STACK=""

export DI R _STACK

Do not put thisin your environment fileif you have one. The export statement guaranteesthat
DIR_STACK isknown to al subprocesses; you want to initialize it only once. If you put this

codeinanenvironmentfile, it will get reinitialized in every subshell, which you probably don't

want.

Next, we need to implement pushd and popd asfunctions. Hereare our initial versions:



pushd ( )
{

di rnanme=%$1
DI R_STACK="$di rnane ${DI R_STACK: - $PWD' '}"
cd ${dirnane: ?"m ssing directory nane."}

echo "$Dl R_STACK"

popd ( )
{
DI R_STACK=${ DI R_STACK#* }

cd ${DI R_STACKY% *}

echo " $PWD"

Notice that there isn't much code! Let's go through the two functions and see how they work,
startingwith pushd . Thefirst [ine merely savesthefirst argument in the variable dirname for
readability reasons.

The second line of the function pushes the new directory onto the stack. The expression
${DIR_STACK:- $PWD" '} evaluatesto $DIR_STACK if itisnon-null or $PWD " (the
current directory and a space) if it isnull. The expression within double quotes, then, consists of
the argument given, followed by a single space, followed by DIR_STACK or the current
directory and a space. Thetrailing space on the current directory isrequired for pattern matching
inthe popd function; each directory in the stack is considered to be of the form "dirname ".

The double quotesin the assignment ensure that all of thisis packaged into asingle string for
assignment back to DIR_STACK. Thus, thisline of code handlesthe special initial case (when
the stack is empty) as well asthe more usual case (when it's not empty).

The third line's main purpose is to change to the new directory. We use the :? operator to handle
the error when the argument ismissing: if the argument isgiven, then the expression ${dirname:?
"missing directory name ."} evaluatesto $dirname, but if it isnot given, the shell will print the
message pushd: dirname: missing dir ectory name and exit from the function.



Thelast line merely printsthe contents of the stack, with the implication that the leftmost
directory is both the current directory and at the top of the stack. (This is why we chose spaces
to separate directories, rather than the more customary colonsasin PATH and MAILPATH.)

The popd function makes yet another use of the shell's pattern-matching operators. Itsfirst line
uses the # operator, which tries to delete the shortest match of the pattern "* " (anything
followed by a space) from the value of DIR_STACK. The result isthat the top directory and the
space following it are deleted from the stack. Thisiswhy we need the space on the end of the
first directory pushed onto the stack.

The second line of popd uses the pattern-matching operator %% to delete the longest match to
the pattern "* " (a space followed by anything) from DIR_STACK. This extracts the top
directory asan argument to cd , but it doesn't affect the value of DIR_STACK because thereis
no assignment. Thefinal linejust prints aconfirmation message.

Thiscodeisdeficient in four ways. First, it has no provision for errors. For example:

- What if the user tries to push adirectory that doesn't exist or isinvalid?
- What if the user tries popd and the stack is empty?

Test your understanding of the code by figuring out how it would respond to these error
conditions. The second problem isthat if you use pushdinashell script, it will exit everything if
no argumentisgiven; ${ varname :? message } alwaysexitsfrom non-interactive shells. It won',
however, exit aninteractive shell fromwhich thefunctioniscalled. Thethird deficiency isthat it
implements only some of the functionality of bash 's pushd and popd commands—albeit the
most useful parts. In the next chapter, we will see how to overcome all of these deficiencies.

The fourth problem with the codeisthat it will not work if, for some reason, a directory name
contains a space. The code will treat the space as a separator character. We'll accept this
deficiency for now, but you might like to think about how to overcomeit in the next few
chapters.
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Chapter 5. Flow Control

If you are aprogrammer, you may have read the last chapter—with its claim at the outset that
bash has an advanced set of programming capabilities—and wondered where many of the
featuresfrom conventional languages were. Perhaps the most glaringly obvious"hol€" in our
coverage thus far concerns flowcontrol constructs likeif , for , while , and so on.

Flow control gives a programmer the power to specify that only certain portions of a program
run, or that certain portions run repeatedly, according to conditions such as the values of
variables, whether or not commands execute properly, and others. We call thisthe ability to
control the flow of a program’s execution.

Almost every shell script or function that's been shown thus far has had no flow control—they
have just been lists of commands to be run! Y et bash, like the C and Bourne shells, hasall of
theflow control abilitiesyou would expect and more; wewill examinethem inthischapter. Well
use them to enhance the solutions to some of the programming tasks we saw in the last chapter
and to solve tasks that we will introduce here.

Although we have attempted to explain flow control so that nonprogrammers can understand it,
we also sympathize with programmers who dread having to slog through yet another tabula rasa
explanation. For this reason, some of our discussions relate bash 's flow-control mechanisms to
those that programmers should know aready. Therefore you will be in abetter position to
understand this chapter if you aready have a basic knowledge of flow control concepts.

bash supports the following flow control constructs:

iflelse

Execute alist of statementsif acertain condition igis not true

for

Execute alist of statements afixed number of times



while

Executealist of statementsrepeatedly while a certain condition holds true

until

Executealist of statementsrepeatedly until a certain condition holdstrue

case
Execute one of severa lists of statements depending on the value of avariable

In addition, bash provides a new type of flow-control construct:

seect
Allow the user to select one of alist of possibilities from amenu

We will now cover each of thesein detail.
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5.1. if/else

The simplest type of flow control construct is the conditional , embodied in bash 'sif
statement. Y ou use a conditional when you want to choose whether or not to do something, or
to choose among a small number of things to do, according to the truth or falsehood of
conditions . Conditionstest values of shell variables, characteristics of files, whether or not
commands run successfully, and other factors. The shell has alarge set of built-in tests that are
relevant to the task of shell programming.

Theif construct has the following syntax:
if condition
t hen
statements
[elif condition
then statenents...]
[el se
st at ement s]

fi

The simplest form (without the elif and el se parts, or clauses) executes the statementsonly if
the condition istrue. If you add an el se clause, you get the ability to execute one set of
statementsif a condition istrue or another set of statementsif the condition isfalse. Y ou can use
asmany elif (acontraction of "elseif") clauses as you wish; they introduce more conditions, and
thus more choices for which set of statements to execute. If you use one or more €lif s, you can
think of the else clause asthe "if all elsefails" part.

5.1.1. Exit Status

Perhaps the only aspect of this syntax that differsfrom that of conventional languageslike C and
Pascal isthat the"condition™ isreally alist of statements rather than the more usual Boolean (true
or false) expression. How isthe truth or falsehood of the condition determined? It has to do with
ageneral UNIX concept that we haven't covered yet: the exit status of commands.



Every UNIX command, whether it comes from source code in C, some other language, or a shell
script/function, returns an integer code to its calling process—the shell in this case—when it
finishes. Thisis called the exit status. O isusually the OK exit status, while anything else (1 to
255) usually denotes an error. [1]

[1 Becausethisisaconventionandnota”law," thereare exceptions. For example, diff (find differencesbetweentwo
files) returnsOfor "nodifferences,” 1for "differencesfound,” or 2for anerror suchasaninvalidfilenameargument.

if checksthe exit status of the last statement inthelist following the if keyword. Thelistis
usually just asingle statement. If the statusis O, the condition evaluatesto true; if it isanything
else, the condition is considered false. The sameistrue for each condition attached to an elif
statement (if any).

This enables us to write code of the form:
i f command ran successfully
t hen
normal processing
el se
error processing

fi

More specifically, we can now improve on the pushd function that we saw in the last chapter:
pushd ( )
{

di r name=%$1

DI R_STACK="$di rname ${DI R_STACK: - $PVD ' }"

cd ${dirnane: ?"m ssing directory nane."}

echo $DI R _STACK

Thisfunction requiresavalid directory asits argument. Let'slook at how it handles error
conditions: if no argument is given, the third line of code prints an error message and exits. This
isfine.

However, the function reacts deceptively when an argument isgiven that isn't avalid directory. In



caseyou didn't figureit out when reading the last chapter, here iswhat happens: the cd fails,
leaving you in the same directory you werein. Thisis also appropriate. But the second line of
code has pushed the bad directory onto the stack anyway, and the last line prints a message that
leads you to believe that the push was successful. Even placing the cd before the stack
assignment won't help because it doesn't exit the function if thereisan error.

We need to prevent the bad directory from being pushed and to print an error message. Here is
how we can do this:

pushd ( )
{
di r name=$1
if cd ${dirnane: ?"mssing directory nane."} # if cd was successful
t hen
DI R_STACK="$di rnane ${Dl R_STACK: -$PWD' '}" # push the directory
echo $DI R_STACK
el se
echo still in $PWD. # el se do nothing

fi

The call to cd isnow inside an if construct. If cd issuccessful, it will return O; the next two lines
of code are run, finishing the pushd operation. But if the cd fails, it returns with exit status 1, and
pushd will print amessage saying that you haven't gone anywhere.

Noticethat in providing the check for abad directory, we have slightly atered the way pushd
functions. The stack will now always start out with two copies of the first directory pushed onto
it. That is because $PW D is expanded after the new directory has been changed to. We'l fix this
in the next section.

Y ou can usually rely on built-in commands and standard UNI X utilitiesto return appropriate exit
statuses, but what about your own shell scripts and functions? For example, what if you wrote a
cd function that overridesthe built-in command?

Let'ssay you have the following codein your .bash profile .
cd ()

{



builtin cd "$@

echo "$OLDPVWD --> $PWD'

Thefunction cd simply changes directories and prints a message saying where you were and
where you are now. Because functions have higher priority than most built-in commandsin the
shell's order of command look-up, we need to make sure that the built-in cd iscalled, otherwise
the shell will enter an endlessloop of calling the function, known as infiniterecursion .

The builtin command allows us to do this. builtin tellsthe shell to use the built-in command and
ignore any function of that name. Using builtin iseasy; you just giveit the name of the built-in
you want to execute and any parameters you want to pass. If you pass in the name of something
whichisn't abuilt-in command, builtin will display an appropriate message. For example:
builtin: alice: not a shell builtin .

We want thisfunction to return the same exit status that the built-in cd returns. The problem is
that the exit statusis reset by every command, so it "disappears’ if you don't save it immediately.
Inthisfunction, thebuilt-in cd 's exit status disappears when the echo statement runs (and sets
itsown exit status).

Therefore, we need to save the status that cd sets and use it as the entire function's exit status.
Two shell features we haven't seen yet provide theway. First isthe special shell variable ?
whosevalue ($?) isthe exit status of the last command that ran. For example:

cd baddir

echo $?

causes the shell to print 1 , while the following command causesit to print O :
cd gooddir

echo $?

So, to save the exit status we need to assign the value of ? to avariablewiththeline es=$?right
afterthe cd is done.

5.1.2. Return

The second feature we need is the statement return N, which causes the surrounding function



toexitwithexit status N . Nisactually optional; it defaultsto the exit status of the last command.
Functionsthat finish without a r etur n statement (i.e., every one we have seen so far) return
whatever thelast statement returns. r eturn can only be used inside functions, and shell scripts
that have been executed with sour ce . In contrast, the statement exit N exits the entire script, no
matter how deeply you are nested in functions.

Getting back to our example: if the call to the built-in cd werelast in our cd function, it would
behave properly. Unfortunately, wereally need the assignment statement whereitis. Therefore
we need to save cd 's exit status and return it as the function's exit status. Here is how to do it:

cd ()
{
builtin cd "$@
es=$?
echo "$OLDPWD --> $PWD"

return $es

The second line saves the exit status of cd inthevariable es ; the fourth returns it asthe
function's exit status. We'll see a substantial cd "wrapper" in Chapter 7 .

Exit statuses aren't very useful for anything other than their intended purpose. In particular, you
may be tempted to use them as "return values" of functions, as you would with functionsin C or
Pascal. That won't work; you should use variables or command substitution instead to simulate
thiseffect.

5.1.3. Combinations of Exit Statuses

One of the more obscure parts of bash syntax allows you to combine exit statuseslogically, so
that you can test more than one thing at atime.

The syntax statementl & & statement2 means, "execute statement1 , and if its exit statusis 0,
execute statement2 ." The syntax statementl | statement?2 isthe converse: it means, "execute
statementl , and if its exit statusis not O, execute statement2 ." At first, these look like "if/then"
and"if not/then" constructs, respectively. But they arereally intended for use within conditions
of if constructs—as C programmerswill readily understand.

It's much more useful to think of these constructs as "and" and "or," respectively. Consider this:



if statenentl && statenent?2

t hen

f

In this case, statementl is executed. If it returns a0 status, then presumably it ran without error.
Then statement2 runs. The then clause is executed if statement2 returns a O status. Conversely,
if statementl fails (returns anon-zero exit status), then statement2 doesn't even run; the last
statement that actually ran was statementl , which failed—so the then clause doesn't run, either.
Taken all together, it'sfair to conclude that the then clause runsif statementl and statement?2
both succeeded.

Similarly, consider this:
if statenentl || statenent2

t hen

f

If statement1 succeeds, then statement2 does not run. This makes statement1 the last statement,
which meansthat the then clause runs. On the other hand, if statementl fails, then statement?2
runs, and whether the then clause runs or not depends on the success of statement2 . The
upshot is that the then clause runsif statementl or statement2 succeeds.

bash aso allows you to reverse the return status of a statement with the use of !, thelogical
"not". Preceding a statement with ! will causeittoreturnOif it failsand 1 if it succeeds. We'll see
an example of this at the end of this chapter.

Asasimple example of testing exit statuses, assume that we need to write a script that checksa
file for the presence of two words and just prints a message saying whether either word isin the
file or not. We can usegrep for this: it returnsexit status O if it found the given string initsinput,
non-zeroif not:

fil ename=%$1
wor d1=%$2

wor d2=$3



if grep $wordl $filenanme || grep $word2 $fil enane
t hen
echo "$wordl or $word2 is in $filenane.”

fi

Thethen clause of this code runsif either grep statement succeeds. Now assume that we want
the script to say whether the input file contains both words. Here's how to do it:

fil ename=%$1
wor d1=%$2

wor d2=%$3

if grep $wordl $filenane && grep $word2 $fil enane
t hen
echo "$wordl and $word2 are both in $fil enane."

fi
WEe'll see more examples of these logical operators later in this chapter.

5.1.4. Condition Tests

Exit statuses arethe only things an if construct can test. But that doesn't mean you can check
only whether commands ran properly. The shell providestwo ways of testing a variety of
conditions. Thefirstiswith the[...] construct, which isavailable in many different versions of the
Bourne shdl.[2l The second is by using the newer [[...]] construct.[3l The second version is
identical to thefirst except that word splitting and pathname expansion are not performed on the
words within the brackets. For the examplesin this chapter we will use thefirst form of the
construct.

[2] Thebuilt-incommand test issynonymouswith[...]. For example, to test the equival ence of two stringsyou can
either put[ stringl = string2 ] or test stringl = string2 .

[31[[...]] isnot availableinversionsof bash prior to 2.05.

Y ou can use the construct to check many different attributes of afile (whether it exists, what type
of fileitis, what its permissions and ownership are, etc.), compare two filesto seewhichis
newer, and do comparisons on strings.



[ condition ] isactually a statement just like any other, except that the only thing it doesisreturn
an exit statusthat tellswhether condition is true. (The spaces after the opening bracket "[" and
before the closing bracket "]" arerequired.) Thusit fitswithin theif construct's syntax.

5.1.4.1 String comparisons

The square brackets ([]) surround expressions that include various types of operators. Wewill
start with the string comparison operators, listed in Table 5-1 . (Notice that there are no
operators for "greater than or equal” or "less than or equal" comparisons.) In the table, str1 and
str2 refer to expressionswith astring value.

Table 5-1. String comparison operators

Operator Trueif...
str1 = str24] str1 matches str2
strl!=str2 str1 does not match str2
strl <str2 strl islessthan str2
strl > str2 strl isgreater than str2
-n strl strl isnot null (haslength greater than 0)
-z strl strl isnull (haslength 0)

[4 Notethat thereisonly oneequal sign (= ). Thisisacommon source of error.

We can use one of these operators to improve our popd function, which reacts badly if you try
to pop and the stack is empty. Recall that the code for popdis:

popd ( )

{
DI R_STACK=${ DI R_STACK#* }
cd ${DI R_STACKY% *}

echo " $PWD"



If the stack is empty, then $DIR_STACK isthe null string, asisthe expression
${DIR_STACK% % } . Thismeansthat you will changeto your home directory; instead, we
want popd to print an error message and do nothing.

To accomplish this, we need to test for an empty stack, i.e., whether $DIR_STACK isnull or
not. Hereisoneway to do it:

popd ( )
{
if [ -n "$DIR STACK" ]; then
DI R_STACK=${ DI R_STACK#* }
cd ${DI R_STACK%% *}
echo " $PWD"
el se
echo "stack enpty, still in $PWD."
fi

In the condition, we have placed the $DIR_STACK in double quotes, so that wheniitis
expanded it istreated as asingle word. If you don't do this, the shell will expand $DIR_STACK
to individual words and thetest will complain that it was given too many arguments.

Thereisanother reason for placing $DIR_STACK in double quotes, which will become
important later on: sometimesthe variable being tested will expand to nothing, andinthis
examplethetest will become|[ -n ], which returnstrue. Surrounding the variablein double
quotes ensuresthat even if it expandsto nothing, there will be an empty string as an argument

e,[-n""]).

Also noticethat instead of putting then on a separate line, we put it on the same line asthe if
after asemicolon, which isthe shell's standard statement separator character.

We could have used operators other than -n . For example, we could have used -z and switched
the code in the then and el se clauses.

While we're cleaning up code we wrotein the last chapter, let'sfix up the error handling in the
highest script (Task 5-1). The code for that script was:

filename=${1: ?"filenane mssing."}



howmany=${ 2: - 10}

sort -nr $filename | head -$howmany

Recall that if you omit thefirst argument (thefilename), the shell printsthe message highest: 1.
filename missing . We can make this better by substituting a more standard "usage”" message.
Whileweare at it, we can also make the command morein linewith conventional UNIX
commands by requiring a dash before the optional argument.

if [ -z "$1" ]; then
echo 'usage: highest filenanme [-N'
el se
filenane=$1
howrany=%{ 2: - - 10}
sort -nr $filenane | head $howmany

fi

Notice that we have moved the dash in front of $howmany inside the parameter expansion

${2:—10} .

It is considered better programming style to enclose al of the codein theif -then -else, but
such code can get confusing if you are writing along script in which you need to check for
errorsand bail out at several points along the way. Therefore, amore usual stylefor shell
programmingfollows.

if [ -z "$1" ]; then
echo 'usage: highest filename [-N'
exit 1

fi

fil enanme=$1
howrany=${ 2: - - 10}

sort -nr $filenane | head $howrany

The exit statement informs any calling program whether it ran successfully or not.



As an example of the = operator, we can add to the graphics utility that we touched on in Task
4-2. Recall that wewere given afilenameending in .pcx (the original graphicsfile), and we
needed to construct a filename that was the same but ended in .jpg (the output file). It would be
nice to be ableto convert several other types of formats to JPEG files so that we could use them
on aweb page. Some common types we might want to convert besides PCX include XPM (X
PixMap), TGA (Targa), TIFF (Tagged Image File Format), and GIF.

We won't attempt to perform the actual manipul ations needed to convert one graphics format to
another ourselves. Instead we'll use sometoolsthat are freely available on the Internet, graphics
conversion utilitiesfromtheNetPBM archive. [5]

[5] NetPBM isafree, portablegraphicsconversion utility package. Further detailscan befound onthe NetPBM
homepage http://netpbm.sourceforge.net/

Don't worry about the details of how these utilitieswork; all we want to do is create ashell
frontend that processes the filenames and callsthe correct conversion utilities. At thispointitis
sufficient to know that each conversion utility takes afilename as an argument and sendsthe
results of the conversion to standard output. To reduce the number of conversion programs
necessary to convert between the 30 or so different graphics formats it supports, NetPBM has
itsown set of internal formats. These are called Portable Anymap files(also called PNMs) with
extensions..ppm (Portable Pix Map) for color images, .pgm (Portable Gray Map) for grayscale
images, and .pbm (Portable Bit Map) for black and white images. Each graphicsformat hasa
utility to convert to and from this"central” PNM format.

The frontend script we are devel oping should first choose the correct conversion utility based on
thefilename extension, and then convert theresulting PNM fileinto aJJPEG:

fil ename=$1
ext ensi on=${fi | enanme##*.}
pnnfile=${filenane% *}. pnm

outfile=${filename% *}.| pg

if [ -z $filename ]; then
echo "procfile: No file specified"
exit 1

fi

if [ $extension = jpg ]; then


http://netpbm.sourceforge.net/

exit O
elif [ $extension = tga ]; then

t gat oppm $fil ename > $pnnfile
elif [ $extension = xpm]; then

xpmt oppm $fil enane > $pnnfile
elif [ $extension = pcx ]; then

pcxt oppm $fil ename > $pnnfile
elif [ $extension = tif ]; then

tifftopnm $filename > $pnnfile
elif [ $extension = gif ]; then

gi ftopnm $filenane > $pnnfile
el se

echo "procfile: $filename is an unknown graphics file."

exit 1

fi

pnnt oj peg $pnnfile > $outfile

rm $pnnfile

Recall from the previous chapter that the expression ${filename% .*} deletesthe extension from
filename ; ${filenamet#* .} deletesthe basename and keeps the extension.

Once the correct conversion is chosen, the script runs the utility and writes the output to a
temporary file. The second to last line takes the temporary file and convertsit to a JPEG. The
temporary fileisthen removed. Noticethat if the original filewasaJPEG wejust exit without
having to do any processing.

This script has afew problems. We'll ook at improving it later in this chapter.

5.1.4.2 File attribute checking



The other kind of operator that can be used in conditional expressions checks afilefor certain
properties. There are 24 such operators. We will cover those of most general interest here; the
rest refer to arcana like sticky bits, sockets, and file descriptors, and thus are of interest only to
systems hackers. Refer to Appendix B for the completelist. Table 5-2liststhosethat wewill

examine.

Operator

-afile
d file
-efile
-f file
-+ file
-sfile
-w file

X file

-N file
-O file
-G file

filel -nt
file2

filel -ot
file2

Table 5-2. File attribute operators

Trueif...
file exists
file existsand isadirectory
file exists, sameas- a
file existsand isaregular file (i.e., not adirectory or other special type of file)
Y ou have read permission onfile
file exists and is not empty
Y ou have write permission on file

Y ou have execute permission onfile, or directory search permissionif itisa
directory

file wasmodified sinceit waslast read
You own file
file 'sgroup ID matches yours (or one of yours, if you are in multiple groups)

filel isnewer than file2 [6]

filel isolder than file2

[6] Specifically, the -nt and -ot operators compare modification timesof twofiles.

Before we get to an exampl e, you should know that conditional expressionsinside[ and ] can
also be combined using the logical operators & & and ||, just aswe saw with plain shell
commands, in the previous section entitled Section 5.1.3 . " For example:

if [ condition] &k [ condition ]; then



It's al so possible to combine shell commands with conditional expressions using logical
operators, likethis:

if command && [ condition ]; then

Y ou can a'so negate the truth value of a conditional expression by preceding it with an
exclamationpoint (! ), so that ! expr evaluatesto trueonly if expr isfalse. Furthermore, you can
make complex logical expressions of conditional operators by grouping them with parentheses
(which must be "escaped" with backs ashesto prevent the shell from treating them specially),
and by using two logical operatorswe haven't seen yet: -a (AND) and -0 (OR).

The-a and -0 operators are similar to the & & and | operators used with exit statuses. However,
unlike those operators, -a and -o areonly availableinsideatest conditional expression.

Hereis how we would use two of the file operators, alogical operator, and a string operator to
fix the problem of duplicate stack entriesin our pushd function. Instead of having cd determine
whether the argument givenisavalid directory—i.e., by returning with abad exit statusif it's
not—we can do the checking ourselves. Here isthe code:

pushd ( )
{
di rnane=$1
if [ -n "$dirname" ] && [ \( -d "$dirname" \) -a \
\( -x "$dirname" \) ]; then
DI R_STACK="$di rnane ${DI R_STACK: -$PWD' '}"
cd $dirnane
echo "$DI R _STACK"
el se
echo "still in $PWD."
fi

The conditional expression evaluatesto trueonly if theargument $1isnot null (-n ), adirectory



(-d ) and the user has permission to change to it (-x ).[7 Notice that this conditional handlesthe
casewheretheargument ismissing ($dirnameisnull) first; if it is, therest of the condition is not
executed. Thisisimportant because, if we had just put:

[l Remember that the samepermissionflag that determinesexecutepermissiononaregul ar filedeterminessearch
permissiononadirectory. Thisiswhy the -x operator checksboth thingsdepending onfiletype.

if [ \( -n "$dirnane”\) -a \( -d "$dirnane"” \) -a \

\'( -x "$dirnane"” \) ]; then

the second condition, if null, would cause test to complain and the function would exit
prematurely.

Hereisamore comprehensive example of the use of file operators.

Task 5-1

Write ascript that prints essentially the sameinformation as Is -1 but in amore user-
friendly way.

Although the code for thistask looks at first sight quite complicated, it is a straightforward
application of many of thefile operators:

if [ ! -e "$1" ]; then
echo "file $1 does not exist."
exit 1
fi
if [ -d "$1" ]; then
echo -n "$1 is a directory that you may "
if [ ! -x "$1" ]; then
echo -n "not "
fi
echo "search."

elif [ -f "$1" ]; then



echo "$1 is a regular file."
el se
echo "$1 is a special type of file."
fi
if [ -O"$1" ]; then
echo '"you own the file.'
el se
echo 'you do not own the file.'
fi
if [ -r "$1" ],; then
echo 'you have read permission on the file.'
fi
if [ -w"$1" ]; then
echo 'you have wite permission on the file.'
fi
if [ -x "$1" -a ! -d "$1" ]; then
echo 'you have execute perm ssion on the file.'

fi
WEell call thisscript fileinfo . Here's how it works:

. Thefirst conditional testsif thefile given as argument does not exist (the exclamation point
Isthe "not" operator; the spaces around it are required). If the file does not exist, the script
prints an error message and exits with error status.

- The second conditional testsif thefileisadirectory. If so, the first echo prints part of a
message; remember that the -n option tells echo not to print aLINEFEED at the end. The
inner conditional checks if you do not have search permission on the directory. If you don't
have search permission, the word "not" is added to the partial message. Then, the message
Iscompleted with "search." and aLINEFEED.

. Thedlif clause checksif thefileisaregular file; if so, it prints amessage.



. Theelse clause accounts for the various special file types on recent UNIX systems, such as

sockets, devices, FIFO files, etc. We assume that the casual user isn't interested in details
of these.

. The next conditional teststo seeif thefileisowned by you (i.e., if itsowner ID isthe same

asyour login ID). If so, it prints a message saying that you own it.

. The next two conditionalstest for your read and write permission on thefile.

. Thelast conditional checksif you can execute thefile. It checksto seeif you have execute

permission and that thefileisnot adirectory. (If thefile were adirectory, execute
permission would really mean directory search permission.) In thistest we haven't used any
brackets to group the tests and have relied on operator precedence. Simply put, operator
precedence is the order in which the shell processes the operators. Thisis exactly the same
concept as arithmetic precedence in mathematics, where multiply and divide are done before
addition and subtraction. Inour case, [ -x "$1" -a! -d " $1" ]isequivalentto [\( -x " $1"
\)-a\(!-d"$1"\)]. Thefiletestsare donefirst, followed by any negations (! ) and
followed by the AND and OR tests.

Asan example of fileinfo 's output, assume that you do an Is-I of your current directory and it
containstheselines:

- T WKT - XTI - X 1 cam users 2987 Jan 10 20:43 adventure
STWr--T-- 1 cam users 30 Jan 10 21:45 alice
-r--r--r-- 1 root r oot 58379 Jan 11 21:30 core
dr wxr - Xr - X 2 cam users 1024 Jan 10 21:41 dodo

alice and coreareregular files, dodo is a directory, and adventureisashell script. Typing
fileinfo adventur e produces this output:

adventure is a regular file.

you own the file.

you have read pernission on the file.

you have wite permssion on the file.

you have execute permssion on the file.

Typing fileinfo aliceresultsinthis:

alice is a regular file.



you own the file.
you have read pernission on the file.

you have wite permssion on the file.

Finally,typing fileinfo dodo resultsinthis:

dodo is a directory that you nmmy search.
you own the file.

you have read permnission on the file.

you have wite perm ssion on the file.

Typing fileinfo cor e produces this:
core is a regular file.
you do not own the file.

you have read perm ssion on the file.

5.1.5.Integer Conditionals

The shell also provides a set of arithmetic tests. These are different from character string
comparisonslike < and > , which compare |exicographic values of strings/€l not numeric
values. For example, "6" isgreater than "57" lexicographically, just as"p" isgreater than "ox,"
but of course the opposite is true when they're compared as integers.

[8] "L exicographicorder" isreally just "dictionary order."

The integer comparison operators are summarized in Table5-3 .

Table 5-3. Arithmetic test operators

Test Comparison
It Less than
e L ess than or equal
-eq Equal



Test Comparison

-ge Greater than or equal
-gt Greater than
-ne Not equal

Y ou'll find these to be of the most use in the context of the integer variables we'll seein the next
chapter. They're necessary if you want to combine integer tests with other types of testswithin
the same conditional expression.

However, the shell has a separate syntax for conditional expressionsthat involveintegersonly.
It's considerably more efficient, so you should use it in preference to the arithmetic test operators
listed above. Again, we'll cover the shell'sinteger conditional sin the next chapter.

< Day Day Up >




< Day Day Up > |y

5.2. for

The most obvious enhancement to make the previous script isthe ability to report on multiple
filesinstead of just one. Testslike -e and -d take only single arguments, so we need away of
calling the code once for each file given on the command line.

The way to do this—indeed, the way to do many things with bash—is with alooping construct.
The simplest and most widely applicable of the shell'slooping constructsisthe for loop. Well
use for to enhancefileinfo soon.

Thefor loop allows you to repeat a section of code afixed number of times. During each time
through the code (known as an iteration ), aspecial variable called aloop variableis set to a
different value; thisway each iteration can do something slightly different.

Thefor loop issomewhat, but not entirely, similar to its counterpartsin conventional languages
like C and Pascal. The chief differenceisthat the shell's standard for loop doesn't let you
specify anumber of timesto iterate or arange of values over which to iterate; instead, it only lets
you give afixed list of values. In other words, you can't do anything like this Pascal-type code,
which executes statements 10 times:

for x := 1 to 10 do
begin
statenments. ..

end

However, thefor loop isideal for working with arguments on the command line and with sets of
files(e.g., dl filesinagiven directory). We'll ook at an example of each of these. But first, we'll
show the syntax for thefor construct:

for name [in list ]
do
statenments that can use $nane...

done

Thelistisalist of names. (If in listisomitted, thelist defaultsto "$@ ", i.e., the quoted list of



command-linearguments, but we'll always supply the in list for the sake of clarity.) In our
solutions to the following task, we'll show two simple ways to specify lists.

Task 5-2

Task 4-4 used pattern matching and substitution to list the directoriesin PATH , one
to aline. Unfortunately, old versions of bash don't have that particular pattern
operator. Write ageneral shell script, listpath , that prints each directory in PATH ,
one per line. In addition, have it print out information about each directory, such as
the permissions and the modification times.

The easiest way to do thisis by changing the | FS variable we saw in Chapter 4:

| FS=:

for dir in $PATH
do
s -1d $dir

done

This sets the | FS to be a colon, which is the separator used in PATH . Thefor loop loops
through, setting dir to each of the colon delimited fieldsin PATH . Isisused to print out the
directory name and associated information. The -I parameter specifiesthe "long" format and the
-dtellsIsto show only the directory itself and not its contents.

In using thisyou might see an error generated by |s saying, for example, Is: /usr/TeX/bin: No
such file or directory . It indicates that adirectory in PATH doesn't exist. We can modify the
listpath script to check the PATH variable for nonexistent directories by adding some of the
testswesaw earlier:

| FS=:

for dir in $PATH do
if [ -z "$dir" ]; then dir=.; fi



if [ -e "$dir" ]; then

echo "$dir doesn't exist"
elif I [ -d "$dir" ]; then

echo "$dir isn't a directory"
el se

ls -1d $dir
fi

done

Thistime, as the script loops, we first check to see if the length of $dir is zero (caused by
havingavalueof ::inthe PATH ). If it is, we set it to the current directory, then check to seeif
thedirectory doesn't exist. If it doesn't, we print out an appropriate message. Otherwise, we
check to seeif thefileisnot adirectory. If it isn't, we say so.

Theforegoing illustrated asimple use of for , but it's much more common to use for to iterate
through alist of command-line arguments. To show this, we can enhance the fileinfo script
above to accept multiple arguments. First, we write abit of “wrapper” code that does the
iteration:

for filename in "$@ : do
finfo "$fil enanme"
echo

done

Next, we makethe original script into afunction called finfo :[°]
[9 A function can havethesamenameasascript; however, thisisn't good programming practice.
finfo ()
{
if [ ! -e "$1" ]; then
print "file $1 does not exist."

return 1



fi

The complete script consists of the for loop code and the above function, in either order; good
programming style dictatesthat the function definition should gofirst.

The fileinfo script works asfollows: in thefor statement, "$@ " isalist of all positiona
parameters. For each argument, the body of the loop is run with filename set to that argument.
In other words, the function finfo is called once for each value of $filename asitsfirst argument
($1). The call to echo after the call to finfo merely printsablank line between sets of information
about eachfile.

Given adirectory with the samefilesasthe earlier example, typing fileinfo* would produce the
followingoutput:

adventure is a regular file.

you own the file.

you have read pernission on the file.
you have wite permssion on the file.

you have execute perm ssion on the file.

alice is a reqgular file.
you own the file.
you have read perm ssion on the file.

you have wite permssion on the file.

core is a regular file.
you do not own the file.

you have read perm ssion on the file.

dodo is a directory that you nmmy search.

you own the file.



you have read perm ssion on the file.

you have wite permssion on the file.

Hereisaprogramming task that exploits the other major use of for .

Task 5-3

Itispossibleto print out all of the directories below a given one by using the -R
option of Is. Unfortunately, this doesn't give much idea about the directory structure
becauseit printsall thefilesand directoriesline by line. Write a script that performsa
recursive directory listing and produces output that gives an idea of the structure for
asmall number of subdirectories.

WE'll probably want output that |ooks something likethis:

advent ure

aai w
dodo
duchess
hatt er
mar ch_hare
queen
tarts

bi og

ttlg
red_gueen
t weedl edee
t weedl edum

|l ewi s.carroll



Each column represents adirectory level. Entries below and to theright of an entry arefilesand
directories under that directory. Filesarejust listed with no entriesto their right. Thisexample
shows that the directory adventure and thefile lewis.carroll arein the current directory; the
directoriesaaiw and ttlg , and thefile biog are under adventure, etc. To makelife simple, wel'll
use TABsto line the columns up and ignore any "bleed over" of filenames from one column into
an adjacent one.

We need to be able to traverse the directory hierarchy. To do this easily we'll use a programming
technique known asrecursion . Recursionissimply referencing something from itself; in our
case, caling apiece of code from itself. For example, consider this script, tracedir , inyour
homedirectory:

file=$1

echo $file

if [ -d "$file" ]; then
cd $file
~/tracedir $(Is)
cd ..

f

First we copy and print the first argument. Then we test to seeif itisadirectory. If itis, we cd to
it and call the script again with an argument of thefilesin that directory. Thisscript isrecursive;
when thefirst argument isadirectory, anew shell isinvoked and anew script isrun on the new
directory. The old script waits until the new script returns, then the old script executes a cd back
up one level and exits. This happensin each invocation of the tracedir script. Therecursion will
stop only when the first argument isn't adirectory.

Running thison the directory structure listed above with the argument adventurewill produce:
adventure
aai w

dodo

dodo isafileand the script exits.



This script has afew problems, but it isthe basis for the solution to this task. One major
problem with the script isthat it isvery inefficient. Each timethe scriptiscalled, anew shell is
created. We can improve on this by making the script into afunction, because (as you probably
remember from Chapter 4 ) functions are part of the shell they are started from. We also need a
way to set up the TAB spacing. The easiest way isto have an initializing script or function and
call therecursiveroutinefrom that. Let'slook at thisroutine.

recls ()

{
singl etab="\t"

for tryfile in "$@; do
echo $tryfile
if [ -d "$tryfile" ]; then
thisfile=$tryfile
recdir $(command Is $tryfile)
fi

done

unset dir singletab tab

First, we set up avariableto hold the TAB character for the echo command (Chapter 7explains
all of the options and formatting commands you can use with echo ). Then we loop through
each argument supplied to the function and print it out. If it isadirectory, we call our recursive
routine, supplyingthelist of fileswith Is. We have introduced anew command at this point:
command . command is ashell built-in that disablesfunction and aliaslook-up. Inthiscase, itis
used to make sure that the Is command is one from your command search path, PATH, and not
afunction (for further information on command see Chapter 7). After it'sall over, we clean up
by unsetting the variables we have used.

Now we can expand on our earlier shell script.

recdir ( )

{



t ab=$t ab$si ngl et ab

for file in "$@; do
echo -e $tab$file

thisfile=$thisfile/ $file

if [ -d "$thisfile" ]; then
recdir $(conmmand I's $thisfile)

fi

thisfile=${thisfile%*}

done

t ab=%{t ab% $si ngl et ab"}

Eachtimeitiscalled, recdir loopsthrough thefilesit is given as arguments. For each oneit
printsthefilename and then, if thefileisadirectory, callsitself with arguments set to the contents
of the directory. There are two details that have to be taken care of: the number of TABSto use,
and the pathname of the "current" directory in therecursion.

Each timewe go down alevel in the directory hierarchy we want to add a TAB character, so we
append aTAB to the variable tab every timewe enter recdir . Likewise, when weexit recdir we
aremoving up adirectory level, so weremovethe TAB whenweleavethefunction. Initially, tab
Isnot set, so thefirst timerecdir iscalled, tab will be set to one TAB. If werecurseinto alower
directory, recdir will be called again and another TAB will be appended. Remember that tab isa
global variable, so it will grow and shrink in TABsfor every entry and exit of recdir . The -e
option to echo tellsit to recognize escaped formatting characters, in our case the TAB character,
\t .

In thisversion of the recursive routine we haven't used cd to move between directories. That
meansthat an Is of adirectory will have to be supplied with arelative path to filesfurther downin
the hierarchy. To do this, we need to keep track of the directory we are currently examining. The
initializationroutinesetsthevariable thisfile to the directory name each time adirectory isfound



whilelooping. Thisvariableisthen used in the recursive routineto keep the rel ative pathname of
the current file being examined. On each iteration of theloop, thisfile hasthe current filename
appended to it, and at the end of the loop the filename is removed.

Y ou might like to think of waysto modify the behavior and improve the output of this code.
Herearesomeprogramming challenges:

1. Inthecurrent version, thereisno way to determineif biog isafile or adirectory. An empty
directory looks no different to afilein the listing. Change the output so it appendsa/ to
each directory namewhenit displaysit.

2. Modify the code so that it only recurses down amaximum of eight subdirectories (whichis
about the maximum before the lines overflow the right-hand side of the screen). Hint: think
about how TABs have been implemented.

3. Changethe output so it includes dashed lines and adds a blank line after each directory,
thus:



4. Hint: you need at |east two other variables that contain the characters”| " and "- "

At the start of this section we pointed out that thefor loop in its standard form wasn't capable of
iterating over a specified range of values as can be done in most programming languages. bash
2.0 introduced a new style of for loop which caters for thistask; the arithmetic for loop. Well
come back to it in the next chapter when we look at arithmetic operations.

< Day Day Up >
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5.3. case

T he next flow-control construct we will cover iscase . Whilethe case statement in Pascal and
thesimilar switch statement in Javaand C can be used to test ssimple values like integers and
characters, bash 's case construct lets you test strings against patterns that can contain wildcard
characters. Likeitsconventional-language counterparts, case lets you express a series of if-then-
el se type statements in a concise way.

The syntax of caseisasfollows:
case expression in
patternl )
statenents ;;
pattern2 )

statenents ;;

esac

Any of the pattern s can actually be several patterns separated by pipe characters (| ). If
expression matches one of the patterns, its corresponding statements are executed. If there are
severa patterns separated by pipe characters, the expression can match any of them in order for
the associated statements to be run. The patterns are checked in order until amatch isfound; if
none is found, nothing happens.

This construct should become clearer with an example. Let'srevisit our solution to Task 4-2 and
the additionsto it presented earlier in this chapter (our graphics utility). Remember that we wrote
some code that processed input files according to their suffixes (.pcx for PCX format, .gif for
GIF format, etc.).

We can improve upon this solution in two ways. Firstly, we can use afor loop to allow multiple
files to be processed one at atime; secondly, we can use the case construct to streamline the
code:

for filename in "$@; do

pnnfile=${fil enane% *}. ppm



case $filenane in

*.jpg ) exit 0 ;;

*.tga ) tgatoppm $filenane > $pnnfile ;;

*.xpm ) xpntoppm $filenane > $pnnfile ;;

*.pcx ) pcxtoppm $filenane > $pnnfile ;;

*tif ) tifftopnm $filenane > $pnnfile ;

*.gif ) giftopnm $filenane > $pnnfile ;;

* ) echo "procfile: $filenanme is an unknown graphics file."

exit 1 ;;

esac

outfile=${pnnfile% ppn}.new. | pg

pnnt oj peg $pnnfile > $outfile

rm $pnnfile

done

The case construct in this code does the same thing as the if statementsthat we saw inthe earlier
version. Itis, however, clearer and easier to follow.



Thefirst six patternsin the case statement match the variousfile extensions that we wish to
process. The last pattern matches anything that hasn't already been matched by the previous
statements. It isessentially acatchall and is analogousto the default casein C.

Thereisanother slight difference to the previous version; we have moved the pattern matching
and replacement inside the added for loop that processes all of the command-line arguments.
Each time we pass through the |oop, we want to create atemporary and final file with aname
based on the name in the current command-line argument.

Well returnto thisexamplein Chapter 6 , when we further develop the script and discuss how to
handle dash options on the command line. In the meantime, here isatask that requiresthat we
use case .

Task 5-4

Writeafunction that implementsthe Korn shell's cd old new . cd takes the pathname
of the current directory and triesto find the string old . If it findsit, it substitutes new
and attemptsto change to the resulting directory.

We can implement this by using a case statement to check the number of arguments and the
built-in cd command to do the actual change of directory.

Hereisthe code:[10]

[101 To makethefunction alittleclearer, we've used someadvanced I/Oredirection. /O redirectioniscoveredin
Chapter 7 .

cd( )
{
case "$#" in
0| 1) builtincd $1 ;;
2 ) newdi r=${ P\ / $1/ $2}
case "$newdir" in
$PVD) echo "bash: cd: bad substitution" >& ;
return 1 ;;

* ) builtin cd "$newdir" ;;



esac ;;
* ) echo "bash: cd: wong arg count" 1>& ; return 1 ;;

esac

The case statement in thistask tests the number of arguments to our cd command against three
aternatives.

For zero or one arguments, we want our cd towork just likethe built-in one. Thefirst alternative
inthe case statement does this. It includes something we haven't used so far; the pipe symbol
betweenthe O and 1 meansthat either pattern is an acceptable match. If the number of arguments
iseither of these, the built-in cd is executed.

The next alternativeisfor two arguments, which iswherewe'll add the new functionality to cd .
Thefirst thing that has to be done isfinding and replacing the old string with the new one. We
use the pattern matching and replacement that we saw in the last chapter, the result being
assigned to newdir . If the substitution didn't take place, the pathname will be unchanged. Welll
usethisfact in the next few lines.

Another case statement chooses between performing the cd or reporting an error because the
new directory isunchanged. The * alternativeisacatchall for anything other than the current
pathname (caught by thefirst alternative).

Y ou might notice one small problem with this code: if your old and new strings are the same
you'll get bash:: cd: bad substitution . It should just leave you in the same directory with no
error message, but because the directory path doesn't change, it usesthefirst alternativein the
inner case statement. The problem liesin knowing if sed has performed a substitution or not.
Y ou might like to think about waysto fix this problem (hint: you could use grep to check
whether the pathname hasthe old stringinit).

Thelast alternativeintheouter case statement prints an error message if there are more than two
arguments.

L& Prev MRS
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5.4. select

All of the flow-control constructs we have seen so far are also available in the Bourne shell, and
the C shell has equivalentswith different syntax. Our next construct, select , isavailableonly in
the Korn shell and bash ;[ moreover, it hasno analogy in conventional programming
languages.

[11] select isnot availablein bashversionsprior to 1.14.

select alowsyou to generate simple menus easily. It has concise syntax, but it does quite alot
of work. The syntax is:

select name [in list ]
do
statements that can use $nane...

done

Thisisthe same syntax asfor except for the keyword select . And likefor , you can omit thein
listandit will defaultto"$@ ", i.e., thelist of quoted command-line arguments. Here is what
select does:

1. Generatesamenu of each itemin list, formatted with numbers for each choice
2. Prompts the user for a number

3. Storesthe selected choicein the variable name and the sel ected number in the built-in
variable REPLY

4. Executesthe statementsin the body
5. Repests the process forever (but see below for how to exit)

Hereisatask that adds another command to our pushd and popdutilities.



Task 5-5

Write afunction that allows the user to select adirectory from alist of directories
currently inthe pushd directory stack. The selected directory is moved to the front of
the stack and becomes the current working directory.

The display and selection of directoriesis best handled by using select . We can start off with
something along thelinesof 112]

[12] Versionsof bash prior to 1.14.3 have aserious bug with select . Theseversionswill crashif the select listis
empty. Inthiscase, surround select swithatest for anull list.

selectd ( )
{
PS3="directory? '
sel ect selection in $D R _STACK; do
if [ $selection ]J; then
#istatements that manipulate the stack...
br eak
el se
echo 'invalid selection.'
fi

done

If you type DIR_STACK="/usr /home/bin" and execute thisfunction, you'll see:
1) /usr

2) /home

3) /bin

directory?



Thebuilt-inshell variable PS3 contains the prompt string that select uses; its default valueisthe
not particularly useful "#? ". So thefirst line of the above code sets it to amore relevant value.

The select statement constructs the menu from the list of choices. If the user entersavalid
number (from 1 to the number of directories), then the variable selection is set to the
corresponding value; otherwiseit isnull. (If the user just presses RETURN, the shell printsthe
menuagain.)

The code in the loop body checks if selection isnon-null. If so, it executes the statements we
will add inashort while; then the br eak statement exitsthe select loop. If selection isnull, the
code prints an error message and repeats the menu and prompt.

The break statement isthe usual way of exiting aselect loop. Actually (likeitsanalog in Java
and C), it can be used to exit any surrounding control structure we've seen so far (except case ,
where the double semicolons act like br eak ) aswell asthe while and until we will see soon.
We haven't introduced br eak until now becauseit is considered bad coding style to use it to exit
aloop. However, it can make code easier to read if used judicioudly. break is necessary for
exiting sel ect when the user makes avalid choice. [13]

[13] A user can also type CTRL-D (for end-of-input) to get out of a select loop. Thisgivestheuser auniformway of
exiting, butitdoesn't hel ptheshell programmer much.

Now we'll add the missing pieces to the code:
selectd ( )
{

PS3="directory? '

di rstack=" $DI R_STACK "

sel ect selection in $dirstack; do
if [ $selection ]; then
DI R_STACK="$sel ecti on${di r st ack%®% $sel ection *}"
DI R_STACK="$DI R_STACK ${di rstack##* $selection }"
DI R_STACK=${ DI R_STACK% }
cd $sel ection
br eak

el se



echo 'invalid selection.'
fi

done

Thefirsttwolinesinitializeenvironment variables. dirstack is a copy of DIR_STACK with
spaces appended at the beginning and end so that each directory in thelist is of the form space
directory space. Thisform simplifies the code when we come to manipulating the directory
stack.

The select and if statements arethe sasme asin our initia function. The new codeinsidetheif
uses bash 's pattern-matching capability to manipulate the directory stack.

Thefirst statement sets DIR_STACK to selection , followed by dir stack with everythingfrom
selection to the end of the list removed. The second statement adds everything in the list from
thedirectory following selection to the end of DIR_STACK . Thenext lineremovesthetrailing
space that was appended at the start. To complete the operation, acd is performed to the new
directory, followed by abreak to exit the select code.

As an exampl e of the list manipulation performed in thisfunction, consider aDIR_STACK set
to /home /bin /usr2 . In this case, dirstack would become /home /bin /usr2 . Typing selectd
wouldresultin:

$ sel ectd
1) /home
2) /bin

3) /usr2

directory?

After selecting /binfromthelist, thefirst statement inside the if section setsDIR_STACK to
/bin followed by dir stack witheverything from /bin onwards removed, i.e., /home .

The second statement then takesDIR_STACK and appends everything in dir stack following
/bin(i.e., /usr2) toit. Thevalue of DIR_STACK becomes/bin /home /usr2. Thetrailing
spaceisremoved inthe next line.

< Day Day Up >
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5.5. while and until

The remaining two flow control constructs bash provides are while and until . These are
similar; they both allow asection of codeto be run repetitively while (or until) acertain condition
becomes true. They also resemble anal ogous constructs in Pascal (while/do and repeat /until )
and C (while and do /until ).

while and until are actually most useful when combined with featureswe will seein the next
chapter, such asinteger arithmetic, input/output of variables, and command-line processing. Y et
we can show auseful example even with what we have covered so far.

The syntax for whileis:
whil e condition do

statenments... done

For until , just substitute until for whilein the above example. Aswith if , the conditionisreally
alist of statementsthat are run; the exit status of the last one is used as the value of the
condition. Y ou can use aconditional with test here, just as you can with if .

Note that the only difference between while and until isthe way the condition is handled. In
while, the loop executes as long as the condition istrue; in until , it runsaslong asthe
condition isfalse. The until condition is checked at the top of the loop, not at the bottom asit is
in analogous constructs in C and Pascal.

Theresult isthat you can convert any until into a while by ssmply negating the condition. The
only place where until might be more meaningful issomething likethis:

until command ; do

statenments... done

Themeaning of thisisessentially, "Do statementsuntil command runs correctly.” Thisisnot a
likely contingency.

Hereisan earlier task that can be rewritten using awhile .



Task 5-6

Reimplement Task 5-2 without the use of the | FSvariable.

We can use the while construct and pattern matching to traverse the PATH list:
pat h=$PATH:

while [ $path ]; do
I's -1d ${pat ho®s *}
pat h=${ pat h#*:}

done

Thefirst line copies PATH to atemporary copy, path , and appends a colon to it. Normally
colons are used only between directoriesin PATH ; adding one to the end makes the code
smple.

Inside the while loop we display the directory with Is aswe did in Task 5-2. path isthen
updated by removing the first directory pathname and colon (which iswhy we needed to append
the colon in the first line of the script). The whilewill keeploopinguntil $path expands to
nothing (the empty string "), which occurs once the last directory in path has been listed.

Hereis another task that is a good candidate for until .

Task 5-7

Write a script that attempts to copy afileto adirectory and, if it fails, waitsfive
seconds, then tries again, continuing until it succeeds.

Hereisthe code:
until cp $1 $2; do

echo 'Attenpt to copy failed. waiting...'



sleep 5

done

Thisisafairly ssimple use of until . First, we use the cp command to perform the copy for us. If
it can't perform the copy for any reason, it will return with a non-zero exit code. We set our until
loop so that if the result of the copy is not O then the script prints a message and waitsfive
seconds.

Aswesaid earlier, an until loop can be converted to awhile by the use of the ! operator:
while ! cp $1 $2; do

echo '"Attenpt to copy failed. waiting...'

sleep 5

done

In our opinion, you'll seldom need to use until ; therefore, we'll use while throughout the rest of
this book. We'll see further use of the while construct in Chapter 7 .

< Day Day Up >



Chapter 6. Command-Line Options and
Typed Variables

Y ou should have a healthy grasp of shell programming techniques now that you have gone
through the previous chapters. What you have learned up to this point enables you to write many
non-trivial, useful shell scriptsand functions.

Still, you may have noticed some remaining gaps in the knowledge you need to write shell code
that behaveslike the UNIX commands you are used to. In particular, if you are an experienced
UNIX user, it might have occurred to you that none of the example scripts shown so far have the
ability tohandle options preceded by a dash (- ) on the command line. And if you programin a
conventional language like C or Pascal, you will have noticed that the only type of datathat we
have seen in shell variablesis character strings; we haven't seen how to do arithmetic, for
example.

These capabilitiesare certainly crucial to the shell's ability to function asauseful UNIX
programming language. In this chapter, wewill show how bash supports these and related
features.
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6.1. Command-Line Options

We have aready seen many examples of the positional parameters(variablescaledl1, 2, 3,
etc.) that the shell usesto store the command-line arguments to ashell script or function when it
runs. We have also seenrelated variableslike* (for the string of al arguments) and # (for the
number of arguments).

Indeed, these variables hold all of the information on the user's command-line. But consider what
happens when options areinvolved. Typical UNIX commands have the form command [-
options Jargs, meaning that there can be 0 or more options. If ashell script processes the
command teatime alice hatter , then $1is"aice" and $2 is"hatter”". But if the command is
teatime -o alice hatter , then $1is-0, $2is"alice", and $3 is "hatter".

Y ou might think you could write code like thisto handleit:
if [ $1 = -0 ]; then

code that processes the -0 option

1=$2

2=$3
fi

normal processing of $1 and $2...

But this code has several problems. First, assignmentslike 1=%$2 areillegal becausepositional
parameters are read-only. Even if they were legal, another problem isthat thiskind of code
imposes limitations on how many arguments the script can handle—whichisvery unwise.
Furthermore, if this command had several possible options, the code to handle all of them would
get very messy very quickly.

6.1.1. shift

Luckily, the shell provides away around this problem. The command shift performs the function
of:



1=%$2
2=%$3

for every argument, regardless of how many there are. If you supply a numeric argument to shift
, itwill shift the argumentsthat many timesover; for example, shift 3 hasthis effect:

1=%4

2=%$5

Thisleadsimmediately to some code that handlesasingle option (call it -0) and arbitrarily many
arguments:

if [ $1 = -0 ]; then
process the -0 option
shi ft

f

normal processing of argunents...

Aftertheif construct, $1, $2, etc., are set to the correct arguments.

We can use shift together with the programming features we have seen so far to implement
simple option schemes. However, wewill need additional help when things get more compl ex.
The getoptsbuilt-in command, which wewill introduce | ater, providesthis help.

shift by itself gives us enough power to implement the - N option to the highest script we saw in
Chapter 4 (Task 4-1). Recall that this script takes an input file that lists artists and the number of
albums you have by them. It sortsthe list and prints out the N highest numbers, in descending
order. The code that does the actual data processing is:

fil ename=$1
howmany=${ 2: - 10}

sort -nr $filename | head -$howmany

Our original syntax for calling thisscript was highest filename [- N ] , where N defaultsto 10 if



omitted. Let's change thisto amore conventional UNIX syntax, in which optionsare given
beforearguments: highest [- N ] filename . Hereis how we would write the script with this
syntax:

if [ -n "$(echo $1 | grep "~-[0-9][0-9]*%$" )" ]; then
howmany=%$1
shi ft
elif [ -n "$(echo $1 | grep '~-')" ]; then
print 'usage: highest [-N fil enange'
exit 1
el se
howmany="- 10"

fi

filename=%$1

sort -nr $filenane | head $howrany

This uses the grep search utility to test if $1 matches the appropriate pattern. To do thiswe
providetheregular expression ~-[0-9][0-9]*$ to grep,, whichisinterpreted as"aninitial dash
followed by adigit, optionally followed by one or moredigits." If amatch isfound then grep
will return the match and the test will betrue, otherwise grep will return nothing and processing
will passto the elif test. Notice that we have enclosed the regular expression in single quotesto
stop the shell frominterpreting the $ and * , and pass them through to grep unmodified.

If $1 doesn't match, we test to seeif it'san option at al, i.e., if it matches the pattern - followed
by anything else. If it does, thenit'sinvalid; we print an error message and exit with error status.
If wereach thefinal (else) case, we assume that $1 isafilename and treat it assuchin the
ensuing code. The rest of the script processes the data as before.

We can extend what we have learned so far to ageneral technique for handling multiple options.
For the sake of concreteness, assume that our script is called alice and we want to handle the
options-a, -b , and -c:

while [ -n "$(echo $1 | grep '-')" ]; do
case $1 in

-a ) process option -a ;;



-b ) process option -b ;;
-C ) process option -c ;;
* ) echo '"usage: alice [-a] [-b] [-c] args...'
exit 1
esac
shift
done

normal processing of argunents..

This code checks $1 repeatedly aslong asit starts with adash (- ). Then the case construct runs
the appropriate code depending on which option $1is. If the optionisinvalid—i.e., if it starts
with adash butisn't -a, -b , or -c— then the script prints a usage message and returns with an
error exit status.

After each option is processed, the arguments are shifted over. The result is that the positional
parameters are set to the actual arguments when the while loop finishes.

Notice that this code is capable of handling options of arbitrary length, not just one letter (e.g., -
adventureinstead of -a ).

6.1.2. Options with Arguments

We need to add one more ingredient to make option processing really useful. Recall that many
commands have options that take their own arguments. For example, the cut command, on
whichwereliedheavily in Chapter 4 , accepts the option -d with an argument that determinesthe
field delimiter (if it isnot the default TAB). To handle thistype of option, we just use another
shift when we are processing the option.

Assume that, in our alice script, the option -b requiresits own argument. Here isthe modified
code that will processit:

while [ -n "$(echo $1 | grep '-')" ]; do
case $1 in
-a ) process option -a ;;

-b ) process option -b



$2 is the option's argunent
shift ;;
-C ) process option -c ;;
* ) echo 'usage: alice [-a] [-b barg] [-c] args...'
exit 1
esac
shift

done

normal processing of argunents...

6.1.3. getopts

So far, we have a complete, but constrained, way of handling command-line options. The above
code does not allow a user to combine arguments with asingle dash, e.g., -abc instead of -a -b -
c . It also doesn't allow one to specify arguments to options without a space in between, e.g., -
bargin additionto -b arg .[1

[1 Althoughmost UNIX commandsallow this, itisactually contrary tothe Command Syntax Standard Rulesin intro
of the User's Manual .

The shell providesabuilt-in way to deal with multiple complex optionswithout these constraints.
Thebuilt-in command getopts[2l can be used as the condition of the whilein an option-
processing loop. Given a specification of which options are valid and which require their own
arguments, it sets up the body of the loop to process each option in turn.

[2] getoptsreplacestheexternal command getopt , usedin Bourneshell programming; getoptsisbetter integratedinto
theshell'ssyntax andrunsmoreefficiently. C programmerswill recognize getoptsasvery similar tothestandardlibrary
routine getopt .

getoptstakestwo arguments. Thefirst isastring that can contain letters and colons. Each letter
isavalid option; if aletter isfollowed by a colon, the option requires an argument. getopts picks
options off the command line and assigns each one (without the leading dash) to avariable
whose nameis getopts's second argument. Aslong as there are options | eft to process, getopts
will return exit status O; when the options are exhausted, it returns exit status 1, causing the while
loop to exit.

getoptsdoesafew other things that make option processing easier; we'll encounter them aswe



examine how to use getoptsinthisexample:
while getopts ":ab:c" opt; do
case $opt in
a ) process option -a ;;
b ) process option -b
$OPTARG is the option's argunent
C ) process option -c ;;
\? ) echo 'usage: alice [-a] [-b barg] [-c] args...'
exit 1
esac
done
shift $(($OPTIND - 1))

normal processing of argunents..

The call to getoptsinthe while condition sets up the loop to accept the options-a, -b , and -c,
and specifies that -b takesan argument. (Wewill explainthe: that startsthe option stringina
moment.) Each time theloop body isexecuted, it will have the latest option available, without a
dash (-), inthevariable opt .

If the user types an invalid option, getoptsnormally prints an unfortunate error message (of the
form cmd: getopts: illegal option — 0 ) and setsopt to ? . However if you begin the option
|letter string with acolon, getoptswon't print the message.l3] We recommend that you specify
the colon and provide your own error message in a case that handles ? , as above.

[31 Y ou can al so turn off the getoptsmessagesby setting theenvironment variable OPTERR to 0. Wewill continueto
usethe colon method in thisbook.

We have modified the code in the case construct to reflect what getopts does. But notice that
there are no more shift statementsinside the while loop: getopts does not rely on shift sto
keep track of whereitis. It isunnecessary to shift arguments over until getoptsisfinished, i.e.,
until the while loop exits.

If an option has an argument, getoptsstoresitinthevariable OPTARG , which can be used in
the code that processes the option.

The one shift statement left isafter the while loop. getopts storesin the variable OPTIND the



number of the next argument to be processed; in this case, that's the number of the first (non-
option) command-line argument. For example, if thecommand linewere alice -ab rabbit , then
$OPTIND would be"3". If it were alice -a -b rabbit , then SOPTIND would be "4".

The expression $((JOPTIND - 1)) isan arithmetic expression (aswe'll seelater in this chapter)
equal to SOPTIND minus 1. Thisvaueis used asthe argument to shift . The result isthat the
correct number of arguments are shifted out of the way, leaving the "real" argumentsas $1 , $2,
etc.

Before we continue, now isagood time to summarize everything getopts does:

1. Itsfirstargument isastring containing all valid option letters. If an option requiresan
argument, acolon followsitsletter inthe string. Aninitial colon causes getopts not to print
an error message when the user givesan invalid option.

2. Itssecond argument isthe name of avariable that will hold each option letter (without any
leading dash) asit is processed.

3. If an option takes an argument, the argument isstored inthe variable OPTARG .

4. Thevariable OPTIND contains anumber equal to the next command-line argument to be
processed. After getoptsisdone, it equalsthe number of thefirst "real” argument.

The advantages of getopts are that it minimizes extra code necessary to process options and
fully supports the standard UNIX option syntax (as specified in intro of the User's Manual ).

Asamore concrete example, let's return to our graphics utility (Task 4-2). So far, we have given
our script the ability to process various types of graphicsfiles such as PCX files (ending with
pcx), GlIF files (.gif ), XPM files (.xpm), etc. Asareminder, here is what we have coded in the
script so far:

fil ename=%$1

if [ -z $filename ]; then
echo "procfile: No file specified"
exit 1

fi

for filename in "$@; do



pnnfile=${fil ename% *}. ppm

case $filenane in

*jpg ) exit 0 ;;

*.tga ) tgatoppm $filenane > $pnnfile ;;

*.xpm ) xpntoppm $filenane > $pnnfile ;;

*.pcx ) pcxtoppm $filenane > $pnnfile ;;

*tif ) tifftopnm $filenane > $pnnfile ;

*.gif ) giftopnm $filenane > $pnnfile ;;

* ) echo "procfile: $filenanme is an unknown graphics file."

exit 1 ;;

esac

outfile=${pnnfile% ppn}.new. | pg

pnnt oj peg $pnnfile > $outfile
rm $pnnfile

done

Thisscript worksquitewell, inthat it will convert the various different graphicsfilesthat we have
lying around into JPEG files suitable for our web page. However, NetPBM has awhole range of
useful utilities besidesfile convertersthat we could use on the images. It would be niceto be able



to select some of them from our script.

Thingswe might wish to do to modify the images include changing the size and placing aborder
around them. We want to make the script as flexible as possible; we will want to change the size
of the resulting images and we might not want aborder around every one of them, so we need to
be able to specify to the script what it should do. Thisis where the command-line option
processing will comein useful.

We can changethe size of animage by using the NetPBM utility pnmscale. Y ou'll recall from
the last chapter that the NetPBM package has its own format called PNM, the Portable Anymap.
Thefancy utilitieswe'll be using to change the size and add borders work on PNMs. Fortunately,
our script already convertsthe variousformatswe give it into PNMs. Besidesa PNM file,
pnmscal e al so requires some argumentstelling it how to scale theimage.[4] There are various
different ways to do this, but the one we'll choose is -xysize which takes a horizontal and a
vertical sizein pixelsfor thefinal image.[>]

[4 Welll al so need the -qui et option, which suppressesdiagnostic output fromsomeNetPBM utilities.

[51 Actually, -xysi zefitstheimageinto abox defined by itsargumentswithout changing the aspect ratio of theimage,
i.e., without stretching theimagehorizontally or vertically. For example, if youhad animageof size200by 100 pixels
and you processed it with pnmscale -xysize 100 100, you'd end up with animage of size 100 by 50 pixels.

Theother utility weneed is pnmmargin , which places a colored border around an image. Its
arguments are the width of the border in pixels and the color of the border.

Our graphics utility will need some optionsto reflect the ones we have just seen. -s sizewill
specify asizeinto which thefinal imagewill fit (minusany border), -w width will specify the
width of the border around the image, and -c color-name will specify the color of the border.

Here is the code for the script procimage that includes the option processing:
# Set up the defaults

Si ze=320

wi dt h=1

col our="-col or bl ack"

usage="Usage: $0 [-s N] [-wW N] [-c S] inmmgefile..."

while getopts ":s:w.c:" opt; do
case $opt in

S ) Size=$0PTARG ;;



w ) w dt h=80PTARG ;;
¢ ) colour="-color $OPTARG'
\? ) echo $usage
exit 1 ;;
esac

done

shift $(($OPTIND - 1))

if [ -z "$@ ]; then
echo $usage
exit 1

fi
# Process the input files
for filename in "$*"; do

ppnfil e=${fil ename% *}. ppm

case $filenane in

*.gif ) giftopnm $filenane > $ppnfile ;;
*.tga ) tgatoppm $filenane > $ppnfile ;;
*.xpm ) xpntoppm $fil enane > $ppnfile ;;
*.pcx ) pcxtoppm $fil enane > $ppnfile ;;

*tif ) tifftopnm $filenane > $ppnfile ;



*.jpg ) jpegtopnm -quiet $filenane > $ppnfile ;;

* ) echo "$0: Unknown filetype '${fil ename##*.}""
exit 1;;

esac

outfil e=${ppnfil e% ppn}.new jpg
pnmscal e -quiet -xysize $size $size $ppnfile |
pnnar gi n $col our $width |

pnnt oj peg > $outfile

rm $ppnfile

done

Thefirst several linesof thisscript initialize variableswith default settings. The defaults set the
image size to 320 pixelsand a black border of width 1 pixel.

Thewhile, getopts, and case constructs process the options in the same way asin the
previous example. The code for the first three options assigns the respective argument to a
variable (replacing the default value). Thelast optionisacatchall for any invalid options.

Therest of the code works in much the same way asin the previous example except we have
added the pnmscale and pnmmargin utilitiesin aprocessing pipeline at the end.

The script also now generates adifferent filename; it appends .new.jpg to the basename. This
allows us to process a JPEG file as input, applying scaling and borders, and write it out without
destroyingtheoriginal file.

Thisversion doesn't address every issue, e.g., what if we don't want any scaling to be
performed? Wel'l return to this script and develop it further in the next chapter.

< Day Day Up >



< Day Day Up > |y

6.2. Typed Variables

So far we've seen how bash variables can be assigned textual values. Variables can also have
other attributes, including being read only and being of typeinteger .

Y ou can set variabl e attributes with the declar ebuilt-in. [6] Table 6-1 summarizestheavailable
optionswith declare [71A - turnsthe option on, while + turnsit off.

[6] The typeset built-inissynonymouswith declar e but isconsidered obsol ete.

[71 The -a and -F optionsarenot availablein bash prior to version 2.0.

Table 6-1. Declare options

Option Meaning
-a Thevariablesaretreated as arrays

-f Use function names only

-F Display function nameswithout definitions

- Thevariables aretreated asintegers
-r Makesthevariablesread-only
X Marksthe variablesfor export viathe environment

Typing declar eonitsown displaysthe values of all variablesin the environment. The -f option
limitsthisdisplay to the function namesand definitions currently in the environment. -F limitsit
further by displaying only the function names.

The -a option declares arrays—avariable type that we haven't seen yet, but will be discussed
shortly.

The -i option is used to create an integer variable, one that holds numeric values and can be used
in and modified by arithmetic operations. Consider thisexample:

$ val 1=12 val 2=5



$ resul t1=val *val 2

$ echo $resultl

val 1*val 2

$

$ declare -i val 3=12 val 4=5
$ declare -i result2

$ resul t 2=val 3*val 4

$ echo $result2

60

Inthefirst example, the variablesare ordinary shell variablesand theresult isjust the string
"val1*val2". In the second example, all of the variables have been declared astype integer . The
variable result containstheresult of the arithmetic computation twelve multiplied by five.
Actually, we didn't need to declare val 3 and val4 astypeinteger. Anything being assigned to
result2 isinterpreted as an arithmetic statement and evaluation is attempted.

The -x option to declar e operatesin the same way as the export built-in that we saw in Chapter
3. It alowsthelisted variablesto be exported outside the current shell environment.

The -r option creates aread-only variable, one that cannot have its value changed by subsequent
assignment statements and cannot be unset .

A relatedbuilt-inisreadonly name . .. which operatesin exactly the same way asdeclare -r .
readonly hasthree options: -f , which makesreadonly interpret the name arguments asfunction
namesrather than variable names, -p , which makesthe built-in print alist of all read-only names,
and -a, which interprets the name arguments as arrays.

Lastly, variablesdeclaredin afunction arelocal to that function, just like using local to declare
them.
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6.3. Integer Variables and Arithmetic

The expression $(($OPTIND - 1)) inthelast graphics utility example shows another way that
the shell can do integer arithmetic. Asyou might guess, the shell interprets words surrounded by
$(( and)) asarithmetic expressions!8l Variablesin arithmetic expressions do not need to be
preceded by dollar signs, though it is not wrong to do so.

[8 Y ou can also usethe older form $[...] , but we don't recommend thisbecauseit will be phased out in futureversions
of bash.

Arithmetic expressions are eval uated inside doubl e quotes, liketildes, variables, and command
substitutions. We're finally in aposition to state the definitive rule about quoting strings. whenin
doubt, enclose astring in single quotes, unlessit containstildes or any expression involving a
dollar sign, in which case you should use double quotes.

For exampl e, the date command on modern versions of UNIX accepts arguments that tell it how
to format its output. The argument +%j tellsit to print the day of the year, i.e., the number of
days since December 31st of the previous year.

We can use +% ] to print alittle holiday anticipation message:
echo "Only $(( (365-%(date +%)) / 7 )) weeks until the New Year"

WEe'll show wherethisfitsinthe overall scheme of command-line processing in Chapter 7 .

Thearithmetic expression featureisbuilt into bash 's syntax, and was available in the Bourne
shell (most versions) only through the external command expr . Thusit is yet another example of
adesirablefeature provided by an external command being better integrated into the shell.
getopts, aswe have aready seen, isanother example of thisdesign trend.

bash arithmetic expressions are equival ent to their counterpartsin the Javaand C languages.!®]
Precedence and associativity are the same asin C. Table 6-2 shows the arithmetic operators that
are supported. Although some of these are (or contain) special characters, there is no need to
backsl ash-escape them, because they are within the $(( ...)) syntax.

[9 Theassignment formsof these operatorsareal so permitted. For example, $((x += 2)) adds 2 to x and storesthe
resultbackin x .



Table 6-2. Arithmetic operators

Operator Meaning
++ Increment by one (prefix and postfix)
— Decrement by one (prefix and postfix)

+ Plus

- Minus

* Multiplication

/ Division(withtruncation)
% Remainder

*k Exponentiationl 0]
<< Bit-shiftleft

>> Bit-shiftright

& Bitwiseand

| Bitwiseor

~ Bitwisenot

! Logical not

A Bitwiseexclusiveor

: Sequentia evaluation

[10] Notethat ** isnot in the C language.

The ++ and - operators are useful when you want to increment or decrement a value by onel11]
They work the same asin Javaand C, e.g., valuet + incrementsvalue by 1. Thisis called post-
increment ; thereisalso apre-increment : ++value. The difference becomes evident with an
example:

[11] ++ and - arenot availablein versionsof bash prior to 2.04.
$ i=0

$ echo $i

0



echo $((i++))

echo $i

echo $((++i))

echo $i

N B N B P 8B O %

In both cases the value has been incremented by one. However, in the first case (post-increment)
the value of the variable was passed to echo and then the variable wasincremented. Inthe
second case (pre-increment) the increment was performed and then the variabl e passed to echo.

Parentheses can be used to group subexpressions. The arithmetic expression syntax also (asin
C) supports relational operators as "truth values' of 1 for true and O for false. Table 6-3 shows
the relational operators and the logical operators that can be used to combine relational
expressions.

Table 6-3. Relational operators

Operator Meaning
< Lessthan
> Greater than
<= Less than or equal to
>= Greater than or equal to
== Equal to
I= Not equal to
& & Logical and
I Logical or

For example, $((3 > 2)) hasthevalue 1; $(( (3> 2) || (4 <=1))) adso hasthevalue 1, since at



least one of the two subexpressionsistrue.

The shell also supports base N numbers, where N can be from 2 to 36. The notation B # N
means "N base B ". Of course, if you omit the B # , the base defaults to 10.

6.3.1. Arithmetic Conditionals
In Chapter 5, we saw how to compare strings by the use of [...] notation (or with the test built-

in). Arithmetic conditions can also be tested in thisway. However, the tests have to be carried
out with their own operators. These are shownin Table6-4 .

Table 6-4. Test relational operators

Operator Meaning
It Less than
-gt Greater than
e Less than or equal to
-ge Greater than or equal to
-eq Equal to
-ne Not equal to

And as with string comparisons, the arithmetic test returns aresult of true or false; Oif true, 1
otherwise. So, for example, [ 3 -gt 2] produces exit status O, asdoes[ \( 3-gt 2\) ||\(4-le 1))
],but[\(3-gt2\) && \(4-lel))] hasexit status 1 since the second subexpression isn't true.

In these examples we have had to escape the parentheses and pass them to test as separate
arguments. Asyou can see, the result can ook rather unreadable if there are many parentheses.

Another way to make arithmetic testsisto use the $((...)) form to encapsul ate the condition. For
example [ $(((3>2) && (4 <= 1))) = 1] . Thisevaluates the conditionals and then compares
theresulting valueto 1 (true).[12]

[12] Notethat thetruth valuesreturned by $((...)) are 1 for true, O for false—thereverse of the test and exit statuses.

Thereisan even neater and more efficient way of performing an arithmetic test: by using the
((...)) construct.[13] Thisreturns an exit status of O if the expression istrue, and 1 otherwise.



[13] ((...))isnot availableinversionsof bash prior to 2.0.

The above expression using this construct becomes (( (3> 2) && (4 <=1))) . Thisexample
returns with an exit status of 1 because, as we said, the second subexpression is false.

6.3.2. Arithmetic Variables and Assignment
Aswe saw earlier, you can defineinteger variablesby using declare. Y ou can also evaluate
arithmetic expressions and assign them to variables with the use of let . The syntax is:

[ et intvar=expression

It is not necessary (because it's actually redundant) to surround the expression with $(( and))in
alet statement. let doesn't create avariable of typeinteger; it only causes the expression
following the assignment to be interpreted as an arithmetic one. Aswith any variabl e assignment,
there must not be any space on either side of the equal sign (= ). It is good practice to surround
expressions with quotes, since many characters are treated as special by theshell (e.g., * , #,
and parentheses); furthermore, you must quote expressions that include whitespace (spaces or
TABS). See Table 6-5 for examples.

Table 6-5. Sample integer expression assignments

Assignment Vdue
let x=
1+4
1+ 4
(2+3) * &
2+3* 5
1713
17 %3
T1<<4 16
“48>>3' 6
17& 3
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Assignment Vdue
17|13 19
17N 3 18

Task 6-1

Hereisasmall task that makes use of integer arithmetic. Write ascript called ndu that
prints asummary of the disk space usage for each directory argument (and any
subdirectories), both in terms of bytes, and kilobytes or megabytes (whichever is

appropriate).

Here isthe code:
for dir in ${*:-.}; do
if [ -e &dir ]; then
result=$(du -s $dir | cut -f 1)

l et total =$resul t*1024
echo -n "Total for $dir = $total bytes”

if [ $total -ge 1048576 ]; then
echo " ($((total/1048576)) M)"
elif [ $total -ge 1024 ]; then
echo " ($((total/1024)) Kb)"
fi
fi

done

To obtain the disk usage of files and directories, we can use the UNIX utility du . The default



output of duisalist of directories with the amount of space each one uses, and |looks something
likethis:

6 ./toc

3 Ifiglist

6 ./tablist

1 .lexlist

1 ./index/idx
22 . i ndex

39

If you don't specify adirectory to du,, it will use the current directory (.). Each directory and
subdirectory islisted along with the amount of space it uses. The grand total isgivenin the last
line.

The amount of space used by each directory and all thefilesinitislisted in terms of blocks.
Depending on the UNIX system you are running on, one block can represent 512 or 1024 bytes.
Each fileand directory uses at least one block. Evenif afile or directory isempty, it istill
allocated ablock of spacein the filesystem.

In our case, we are only interested in the total usage, given onthelast line of du 's output. To
obtain only thisline, we can use the -s option of du. Once we havetheline, we want only the
number of blocks and can throw away the directory name. For this we use our old friend cut to
extract thefirst field.

Once we have the total, we can multiply it by the number of bytesin ablock (1024 in this case)
and print the result in terms of bytes. We then test to seeif thetotal is greater than the number of
bytesin one megabyte (1048576 bytes, which is 1024 x 1024) and if it is, we can print how many
megabytesit is by dividing thetotal by thislarge number. If not, we seeif it can be expressed in
kilobytes, otherwise nothing is printed.

We need to make sure that any specified directories exist, otherwise duwill print an error
message and the script will fail. We do thisby using the test for file or directory existence (-e )
that we saw in Chapter 5 beforecalling du .

To round out this script, it would be nice to imitate du as closely as possible by providing for
multiple arguments. To do this, we wrap the code in afor loop. Notice how parameter
substitution has been used to specify the current directory if no arguments are given.

Asabigger exampleof integer arithmetic, wewill complete our emulation of the pushd and popd



functions (Task 4-8). Remember that these functions operate on DIR_STACK , a stack of
directories represented as a string with the directory names separated by spaces. bash 's pushd
and popd take additional types of arguments, which are:

. pushd +n takesthe nth directory in the stack (starting with 0), rotatesit to thetop, and cd s
toit.

. pushd without arguments, instead of complaining, swaps the two top directories on the
stack and cd s to the new top.

. popd +n takes the nth directory in the stack and just deletesiit.

The most useful of these featuresisthe ability to get at the n th directory in the stack. Here are
the latest versions of both functions:

.ps 8
pushd ( )
{
di r nane=%$1 if [ -n $dirname ] & [ \( -d $dirnane \) -a
\'( -x $dirname \) ]; then
DI R_STACK="$di rnane ${DI R_STACK: - $PWD' '}"
cd $dirnane
echo "$DI R_STACK"
el se
echo "still in $PWD. "
fi
}
popd ( )
{
if [ -n "$DIR_STACK" ]; then

DI R_STACK=${ DI R_STACK#* }



cd ${DI R_STACK%% *}

echo " $PWD"
el se

echo "stack enpty, still in $PWD."
fi

To get at the n th directory, we use awhile loop that transfers the top directory to a temporary
copy of the stack n times. We'll put the loop into afunction called getNdirsthat lookslikethis:

getNdirs ()
{
st ackfront =
[ et count=0
while [ $count -le $1 ]; do
tar get =${ DI R_STACKY&{ DI R_STACK#* }}
st ackf ront =" $st ackf ront $t ar get "
DI R_STACK=${ DI R_STACK#$t ar get }
| et count=count +1

done

st ackf ront =${ st ackf r ont %t ar get }

The argument passed to getNdirsisthe nin question. Thevariable tar get containsthe directory
currently being moved from DIR_STACK to atemporary stack, stackfront . tar get will
containthe n th directory and stackfront will haveall of the directories above (and including)
tar get when theloop finishes. stackfront starts as null; count , which counts the number of
loop iterations, starts as 0.

Thefirst line of the loop body copies the first directory on the stack to target . The next line
appends tar get to stackfront and thefollowing lineremoves tar get from the stack
${DIR_STACK#$target} . Thelast lineincrements the counter for the next iteration. The entire



loop executes n +1 times, for values of count fromOto N .

When the loop finishes, the directory in $tar get isthe n th directory. The expression
${stackfront% $tar get} removesthisdirectory from stackfront so that stackfrontwill contain
thefirst n -1 directories. Furthermore, DIR_STACK now contains the "back" of the stack, i.e.,
the stack without thefirst n directories. With thisin mind, we can now write the code for the
improved versions of pushd and popd :

pushd ( )

{
if [ $(echo $1 | grep '~+[0-9][0-9]*%$') ]; then

# case of pushd +n: rotate n-th directory to top
l et nunme${ 1#+}

get Ndi rs $num

DI R_STACK="$t ar get $st ackf r ont $DI R_STACK"
cd $target

echo "$DI R_STACK"

elif [ -z "$1" ]; then
# case of pushd without args; swap top two directories
firstdir=${D R_STACK%®b *}
DI R_STACK=$%{ DI R_STACK#* }
seconddi r =${ DI R_STACK%%% *}
DI R_STACK=${ DI R_STACK#* }
DI R_STACK="$seconddir $firstdir $DI R _STACK"

cd $seconddir

el se



# normal case of pushd dirnane

di r nane=$1

if [ \( -d $dirname \) -a \( -x $dirname \) ]; then
DI R_STACK="$di rname ${DI R_STACK: - $PWD" "}"
cd $di rnane

echo "$DI R_STACK"

el se
echo still in "$PWD. "
fi
fi
}
popd ()
{
if [ $(echo $1 | grep "~+[0-9][0-9]1*%") ]; then

# case of popd +n: delete n-th directory from stack

l et nume${ 1#+}
get Ndi rs $num

DI R_STACK="$st ackf r ont $DI R_STACK"
cd ${DI R_STACK%% *}

echo " $PWD'

el se

# normal case of popd without argunent
if [ -n "$DIR_STACK" ]; then

DI R_STACK=${ DI R_STACK#* }



cd ${DI R_STACK%% *}
echo "$PWD'
el se
echo "stack enpty, still in $PWD."
fi
fi

These functions have grown rather large; let'slook at themin turn. The if at the beginning of
pushd checksif the first argument is an option of theform + N . If so, the first body of code is
run. Thefirst let ssimply strips the plus sign (+) from the argument and assigns the result—as an
integer—tothevariable num . This, in turn, is passed to the getNdirsfunction.

The next assignment statement sets DIR_STACK to the new ordering of thelist. Then the
function cd sto the new directory and prints the current directory stack.

The dif clause tests for no argument, in which case pushd should swap the top two directories
on the stack. Thefirst four lines of this clause assign the top two directoriesto firstdir and
seconddir , and delete these from the stack. Then, as above, the code puts the stack back
together in the new order and cd s to the new top directory.

The el se clause corresponds to the usual case, where the user supplies a directory name as
argument.

popd workssimilarly. Theif clause checks for the + N option, which in this case means "delete
then th directory." A let extracts the N as an integer; the getNdirs function putsthefirst n
directoriesinto stackfront . Finaly, the stack is put back together with the n th directory
missing, and a cd is performed in case the deleted directory wasthefirstin thelist.

The el se clause covers the usual case, where the user doesn't supply an argument.

Before we leave this subject, here are afew exercisesthat should test your understanding of this
code:

1. Implement bash's dirs command and the options+n and -| . dirsby itself displaysthelist
of currently remembered directories (those in the stack). The +n option prints out the n th
directory (starting at 0) and the -I option produces along listing; any tildes (~ ) are replaced
by thefull pathname.



2. Modify the getNdirs function so that it checks for N exceeding the number of directoriesin
the stack and exits with an appropriate error message if true.

3. Modify pushd, popd , and getNdirs so that they use variables of type integer inthe
arithmeticexpressions.

4. Change getNdirs so that it uses cut (with command substitution), instead of the while loop,
to extract thefirst N directories. This uses less code but runs more slowly because of the
extra processes generated.

5. bash's versions of pushd and popd also have a-N option. In both cases-N causes the n th
directory from the right-hand side of the list to have the operation performed onit. Aswith
+N, it startsat 0. Add thisfunctionality.

6. Use getNdirsto reimplement the selectd function from the last chapter.

6.3.3. Arithmetic for Loops

Chapter 5 introduced the for loop and briefly mentioned another type of for loop, more akin to
the construct found in many programming languages like Javaand C. Thistype of for loop is
calledan arithmetic for loop.[14]

[14] Versionsof bash prior to 2.04 do not have this type of loop.
Theform of an arithmetic for loop isvery similar to those found in Javaand C:
for (( initialisation ; ending condition ; update ))
do
statenents. ..

done

There are four sectionsto the loop, the first three being arithmetic expressions and the last being
aset of statements just asin the standard loop that we saw in the last chapter.

Thefirst expression, initialisation , is something that is done once at the start of the loop and if
it evaluates to true the loop continues its process; otherwise, it skips the loop and continues with
the next statement. When initialisation istrue the loop then evaluates ending condition . If thisis
truethen it executes statements, eval uates update and repeats the cycle again by evaluation
ending condition . Theloop continues until ending condition becomes false or the loop is exited
viaone of the statement s.

Usualy initialisation isused to set an arithmetic variable to someinitial value, update updates



that variable, and ending condition teststhe variable. Any of the values may beleft out in which
casethey automatically evaluatetotrue. Thefollowing simpleexample:

for ((5:))
do
read var
if [ "$var" ="." ]; then
br eak
fi

done

loopsforever reading linesuntil aline consisting of a. isfound. We'll look at using the
expressionsin an arithmetic for loop in our next task.

Task 6-2

Write a script that usesfor loops to print out a multiplication table for the numbers 1
to 12.

Thistask is best accomplished using nested for loops:
for (( i=1; i <= 12 ; i++))
do
for (( j=1; j <=12 ; j++))
do
echo -ne "$(( j * i ))\t"

done

echo

done



The script begins with afor loop using avariablei ; theinitialisation clause setsi to 1, the
ending condition clause testsi against thelimit (12 in our case), and the update clause adds 1 to
I each time around the loop. The body of the loop is another for loop, thistimewith avariable
calledj . Thisisidentical to thei for loop except that j is being updated.

The body of the j loop has an echo statement where the two variables are multiplied together and
printed along with atrailing tab. We deliberately don't print anewline (with the-n option to echo)
so that the numbers appear on one line. Once the inner loop has finished anewlineis printed so
that the set of numbers starts on the next line.

Arithmetic for loops are useful when dealing with arrays, which we'll now look at.

< Day Day Up >




6.4. Arrays

The pushd and popd functions use a string variable to hold alist of directories and manipulate
thelist with the string pattern-matching operators. Although thisisquite efficient for adding or
retrieving items at the beginning or end of the string, it becomes cumbersome when attempting to
accessitemsthat are anywhere else, e.g., obtaining item N with the getNdirsfunction. It would
be nice [t% ]be able to specify the number, or index , of theitem and retrieveit. Arraysallow usto
do this.

[15] Support for arraysisnot availableinversionsof bash prior to 2.0.

Anarray islike aseries of dotsthat hold values. Each slot is known as an element , and each
element can be accessed viaanumerical index. An array element can contain astring or a
number, and you can useit just like any other variable. The indicesfor arrays start at 0 and
continue up to avery large number.[16] So, for example, the fifth element of array names would
be nameg[4] . Indices can be any valid arithmetic expression that eval uates to a number greater
than or equal to 0.

[16] Actually, upto599147937791. That'salmost six hundred billion, soyes, it'spretty large.

There are several waysto assign valuesto arrays. The most straightforward way iswith an
assignment, just likeany other variable:

nanmes[ 2] =al i ce
names|[ O] =hat t er

nanmes[ 1] =duchess

This assigns hatter to element O , duchessto element 1 , and aliceto element 2 of the array
names.

Another way to assign valuesiswith acompound assignment:

nanes=([ 2] =alice [O]=hatter [1]=duchess)

Thisisequivalent to thefirst example and isconvenient for initializing an array with aset of
values. Notice that we didn't have to specify the indicesin numerical order. In fact, we don't even
haveto supply theindicesif wereorder our valuesslightly:



nanes=(hatter duchess alice)

bash automatically assignsthe valuesto consecutive elements starting at O. If we provide an
index at some point in the compound assignment, the values get assigned consecutively from that
point on, so:

nanmes=(hatter [5]=duchess alice)

assigns hatter toelement O , duchessto element 5 , and aliceto element 6 .

An array is created automatically by any assignment of these forms. To explicitly create an empty
array, you can use the -a option to declare. Any attributesthat you set for the array with

declar e (e.g., theread-only attribute) apply to the entire array. For example, the statement
declare -ar nameswould create aread-only array called names. Every element of the array
would be read-only.

Anelement in an array may bereferenced withthe syntax ${ array [i ]}. So, from our last

example above, the statement echo ${nameg[5]} would print the string "duchess’. If no index is
supplied, array element O is assumed.

Y ou can also use the specia indices @ and * . Thesereturn all of thevaluesin the array and
work inthe sameway asfor the positional parameters; when the array reference iswithin double
quotes, using * expands the reference to one word consisting of all the valuesin the array
separated by the first character of the | FSvariable, while @ expands the valuesin the array to
separate words. When unquoted, both of them expand the values of the array to separate words.
Just aswith positional parameters, thisisuseful for iterating through the valueswith a for loop:

for i in "${names[@}"; do
echo $i

done

Any array elementswhich are unassigned don't exist; they default to null stringsif you explicitly
referencethem. Therefore, the previouslooping examplewill print out only the assigned elements
inthearray names. If there were three values at indexes 1, 45, and 1005, only those three values
would be printed.

If you want to know what indices currently have valuesin an array then you can use
${!array[ @]} . In thelast example thiswould return 1 45 1005.[17]

[17] Thisisnot availableinversionsof bash prior to 3.0.

A useful operator that you can use with arraysis# , the length operator that we saw in Chapter 4



. Tofind out the length of any element in the array, you can use ${#array[i]} . Similarly, tofind
out how many valuesthereareinthearray, use* or @ asthe index. So, for names=(hatter
[5]=duchess alice) , ${#namesg[5]} hasthe value 7, and ${#nameg @]} hasthe value 3.

Reassigning to an existing array with acompound array statement replacesthe old array with the
new one. All of theold values arelost, even if they were at different indicesto the new elements.
For example, if wereassigned names to be ([100]=tweedledee tweedledum) , the values
hatter , duchess, and alice would disappear.

Y ou can destroy any element or the entire array by using the unset built-in. If you specify an
index, that particular element will beunset. unset names[100] , for instance, would remove the
valueatindex 100 ; tweedledeein the example above. However, unlike assignment, if you don't
specify anindex the entire array isunset, not just element 0. Y ou can explicitly specify unsetting
theentirearray by using * or @ asthe index.

Let's now look at a simple example that uses arrays to match user 1Ds to account names on the
system. The code takes a user |D as an argument and prints the name of the account plus the
number of accounts currently on the system:

for i in $(cut -f 1,3 -d: /etc/passwd) ; do
array[ ${i#*:}]1=${i % *}

done

echo "User ID $1 is ${array[$1]}."

echo "There are currently ${#array[@} user accounts on the system"

We use cut to create alist from fields 1 and 3 in the /etc/passwd file. Field 1 isthe account name
and field 3 isthe user ID for the account. The script loops through thislist using the user ID as
an index for each array element and assigns each account name to that element. The script then
uses the supplied argument as an index into the array, prints out the value at that index, and prints
the number of existing array values.

WEe'll now look at combining our knowledge of arrayswith arithmetic for loopsin the next task:

Task 6-3

Write a selectionsort script that takes numbersin an array and sorts them.



Selection sort isacommon algorithm for quickly sorting aset of elements. Whileit isn't the
quickest sorting algorithm available, it iseasy to understand and implement.

It works by selecting the smallest element in the set and moving it to the head of the set. It then
repeats the process for the remainder of the set until the end of the set is reached.

For example, to sort the set 21543 it would start at 2 and then move down the set. 1 islessthan 2
(and the other elements) so 1 is moved to the start: 12543. Then looking at 2 and moving down
thelist it finds nothing lessthan 2 so it movesto the next element, 5. Moving down thelist4is
lessthan 5, but 3 islessthan 4, so 3is moved: 12354. The next element is 5, and 4 isless than
thisso 4 ismoved: 12345. Fiveisthe last element so the sort isfinished.

The code for thisis as follows:
val ues=(39 5 36 12 9 3 2 30 4 18 22 1 28 25)

nunval ues=${ #val ues[ @}

for (( i=0; i < numvalues; i++ )); do
| onest =$i
for (( j=i; j < nunmvalues; j++ )); do

if [ ${values[j]} -le ${values[$lowest]}; then
| owest =9j
fi

done

tenp=%${val ues[i]}
val ues[i] =%${val ues[| owest]}
val ues[ | owest ] =$t enp

done

for (( i=0; i < nunvalues; i++ )); do



echo -ne "${values[S$i]}\t"

done

echo

At the start of the script we set up an array of randomly ordered values and a variable to hold the
number of array elements as a convenience.

The outer i for loop isfor looping over the entire array and pointing to the current "head" (where
we put any value we need to swap). The variable lowest is set to this index.

Theinner j loop isfor looping over the remainder of the array. It compares the remaining
elementswiththevalueat lowest ; iIf avalueislessthen lowest is set to the index of that € ement.

Oncetheinner loop isfinished the values of the "head" (i ) element and lowest are swapped by
using atemporary variable temp .

On completing the outer loop, the script prints out the sorted array elements.

Note that some of the environment variablesin bash are arrays;, DIRSTACK functions as a
stack for the pushd and popdbuilt-ins, BASH VERSINFO isan array of version information
for the current instance of the shell, and PIPESTATUS s an array of exit status valuesfor the
last foreground pipe that was executed.

WEe'll see afurther use of arrays when we build a bash debugger in Chapter 9 .

To end this chapter, here are some problems relating to what we've just covered:

1. Improve the account 1D script so that it checks whether the argument is a number. Also,
add atest to print an appropriate message if the user ID doesn't exist.

2. Makethe script print out the username (field 5) aswell. Hint: thisisn't as easy asit sounds.
A username can have spacesin it, causing the for loop to iterate on each part of the name.

3. Asmentioned earlier, the built-in versions of pushd and popd use an array to implement the
stack. Change the pushd , popd , and getNdirs code that we developed in this chapter so
that it uses arrays.

4. Changethe selection sort in the last task into a bubble sort . A bubble sort works by
iterating over thelist comparing pairs of elements and swapping them if they areinincorrect
order. It then repeats the process from the start of the list and continues until thelist is



traversedwith no swaps.

@y | < Day Day Up >



Chapter 7. Input/Output and Command-
Line Processing

The past few chapters have gone into detail about various shell programming techniques, mostly
focused on the flow of data and control through shell programs. In this chapter, we switch the
focusto two related topics. Thefirst isthe shell's mechanisms for doing file-oriented input and
output. We present information that expands on what you already know about the shell's basic
1/O redirectors.

Second, we'll "zoom in" and talk about I/O at the line and word level. Thisisafundamentally
different topic, sinceit involves moving information between the domains of files/terminalsand
shell variables. echo and command substitution are two ways of doing this that we've seen so
far.

Our discussion of lineand word I/0O will lead into amore detailed explanation of how the shell
processes command lines. Thisinformation is necessary so that you can understand exactly how
theshell dealswith quotation , and so that you can appreciate the power of an advanced
command called eval , which we will cover at the end of the chapter.

< Day Day Up >
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< Day Day Up >

7.1. 1/0O Redirectors

In Chapter 1, you learned about the shell's basic I/O redirectors: > , <, and | . Although these
are enough to get you through 95% of your UNIX life, you should know that bash supports
many other redirectors. Table 7-1liststhem, including thethreewe've already seen. Although
some of the rest are broadly useful, others are mainly for systems programmers.

Redirector

cmdl |
cmd2

> file

< file
>> file
>| file

n >| file
<> file
n <>file
<< |abel
n > file
n < file
n >> file
n>&

n <&
n>&m

n<&m

Table 7-1. 1/O redirectors

Function
Pipe; take standard output of cmd1 as standard input to cmd2 .

Direct standard output to file .

Take standard input from file .

Direct standard output to file ; append to fileif it already exists.
Force standard output to file even if noclobber is set.

Force output to file from file descriptor n even if noclobber is set.
Usefile as both standard input and standard output.

Use file as both input and output for file descriptor n .
Here-document; see text.

Direct file descriptor n tofile .

Takefile descriptor n fromfile .

Direct filedescriptor n to file ; append to fileif it already exists.
Duplicate standard output to file descriptor n .

Duplicate standard input from file descriptor n .

File descriptor n is made to be a copy of the output file descriptor.
File descriptor n is made to be a copy of the input file descriptor.



Redirector Function

&>file Directs standard output and standard error tofile .
<&- Close the standard input.

>&- Close the standard output.

n >&- Close the output from file descriptor n .

n <&- Closetheinput from file descriptor n .

If nisnot specified, the standard output (file descriptor 1) is used. If the digitsin
word do not specify afile descriptor open for output, a redirection error occurs.

n>&word Asaspecia case, if n isomitted, and word does not expand to one or more
digits, the standard output and standard error are redirected as described
previoudly.

If word expands to one or more digits, the file descriptor denoted by n is made to
be a copy of that file descriptor. If the digitsin word do not specify afile

n<&word descriptor open for input, aredirection error occurs. If word evaluatesto -, file
descriptor nisclosed. If nisnot specified, the standard input (file descriptor 0) is
used.

Movesthe file descriptor digit to file descriptor n, or the standard output (file

>&AIGIt Geeriptor 1) if n i ot specified.

Movesthefile descriptor digit to file descriptor n , or the standard input (file

n<&digit- descriptor 0) if nisnot specified. digit is closed after being duplicated ton .

Notice that some of theredirectorsin Table 7-1 contain adigit n , and that their descriptions
contain theterm filedescriptor ; we'll cover thatinalittlewhile.

Thefirst two new redirectors, >> and >|, are simple variations on the standard output redirector
> . The >> gppendsto the output file (instead of overwriting it) if it aready exists; otherwiseit
actsexactly like> . A common use of >>isfor adding alineto aninitialization file (such as
.bashrc or .mailrc) when you don't want to bother with atext editor. For example:

$ cat >> .bashrc
alias cdmt="mount -t is09660 /dev/sbpcd /cdrom

"D

Aswe saw in Chapter 1, cat without an argument uses standard input asitsinput. Thisallows
you to type the input and end it with CTRL-D on itsown line. The alias line will be appended to



thefile .bashrcif it already exists; if it doesn't, thefileis created with that oneline.

Recall from Chapter 3, that you can prevent the shell from overwriting afile with > file by typing
set -0 noclobber . >| overrides noclobber— it'sthe"Do it anyway, dammit!" redirector.

The redirector <> ismainly meant for use with devicefiles(inthe /dev directory), i.e,, filesthat
correspond to hardware devices such as terminals and communication lines. Low-level systems
programmers can use it to test device drivers; otherwise, it's not very useful.

Therest of theredirectorswill only be useful in special situations and you are unlikely to need
them most of thetime,

7.1.1.Here-documents

The << |abel redirector essentially forces the input to a command to be the shell's standard
input, whichisread until thereisalinethat containsonly label . The input in between iscalled a
here-document . Here-documents aren't very interesting when used from the command prompt.
In fact, it's the same as the normal use of standard input except for the label. We could use a
here-document to simulate the mail facility. When you send a message to someone with the mail
utility, you end the message with adot (.). The body of the messageissaved in afile, msgfile:

$ cat >> megfile << .
> this is the text of
> our nessage.

> .

Here-documents are meant to be used from within shell scripts; they let you specify "batch”
input to programs. A common use of here-documentsiswith simple text editorslike ed . Task 7-
1isaprogramming task that uses a here-document in thisway.

Task 7-1

The s file command in mail savesthe current messagein file . If the message came
over anetwork (such asthe Internet), then it has several header lines prepended that
giveinformation about network routing. Write ashell script that del etesthe header
linesfromthefile.



We can use ed to delete the header lines. To do this, we need to know something about the
syntax of mail messages; specifically, that thereisawaysablank line between the header lines
and the message text. The ed command 1,/*[]* $/d doesthetrick: it means, "Deletefromline 1
until thefirst blank line." We also need the ed commands w (write the changed file) and g (quit).
Hereisthe code that solves the task:

ed $1 << ECF
1,/~ 1*%/d
W

q
ECF

The shell does parameter (variable) substitution and command substitution on text in ahere-
document, meaning that you can use shell variables and commands to customize the text. A

good example of thisisthe bashbug script, which sends a bug report to the bashmaintainer (see
Chapter 11). Hereis a stripped-down version:

MACHI NE="i 586"

OS="11i nux-gnu"

CC="gcc"

CFLAGS=" - DPROGRAME' bash' -DHOSTTYPE='i586"' -DOSTYPE='Iinux-gnu' \
- DMACHTYPE=' | 586- pc- | i nux-gnu' -DSHELL -DHAVE CONFIGH  -1. \
-1. -1./1ib -g -Q"

RELEASE="2. 01"

PATCHLEVEL=" 0"

RELSTATUS="r el ease"

MACHTYPE="1i 586- pc-| i nux-gnu"

TEMP=/ t np/ bbug. $$

case "$RELSTATUS" in

al pha*| bet a*) BUGBASH=chet @o. cwru. edu ;;



*) BUGBASH=bug- bash@r ep. ai

esac

BUGADDR=" ${ 1- $BUGBASH} "

UN=
if (uname) >/dev/null 2>&1;
UN="unane -a’

fi

cat > $TEMP <<ECF
From ${USER}

To:  ${ BUGADDR}

Subject: [50 character or so descriptive

.mt.edu ;;

subj ect

here (for

Configuration Information [Automatically generated, do not

Machi ne:  $MACHI NE

cs: $0s

Conpi l er: $CC

Conpi | ati on CFLAGS: $CFLAGS
uname output: $UN

Machi ne Type: $MACHTYPE
bash Version: $RELEASE
Patch Level: $PATCHLEVEL

Rel ease Status: $RELSTATUS

Descri pti on:

ref erence)]

change] :



[Detail ed description of the problem suggestion, or conplaint.]

Repeat - By:

[ Describe the sequence of events that causes the problem

to occur.]

Fi x:
[ Description of howto fix the problem [|If you don't know a
fix for the problem don't include this section.]

ECF

vi $TEMWP

mai | $BUGADDR < $TEMP

Thefirst eight linesare generated when bashbugisinstalled. The shell will then substitutethe
appropriate valuesfor the variablesin the text whenever the script isrun.

The redirector << hastwo variations. First, you can prevent the shell from doing parameter and
command substitution by surrounding the label in single or double quotes. In the above example,
if youusedthelinecat > $TEMP << "EOF ', thentext like SUSER and $M ACHINE would
remain untouched (defeating the purpose of this particular script).

The second variation is <<- , which deletes|eading TABs (but not blanks) from the here-
document and the label line. Thisallowsyou to indent the here-document's text, making the shell
script more readabl e:

cat > $TEMP <<-ECF
From ${USER}
To: ${ BUGADDR}

Subject: [50 character or so descriptive subject here]

Configuration Information [Automatically generated,



do not change]:
Machi ne: $MACHI NE
0s: $0s
Conpi l er: $CC

Conpi | ati on CFLAGS: $CFLAGS

EOF

Make sure you are careful when choosing your label so that it doesn't appear as an actual input
line.

A dlight variation on thisis provided by the here string . It takes the form <<<word ; the word
is expanded and supplied on the standard input.

7.1.2.File Descriptors

The next few redirectorsin Table 7-1 depend on the notion of afiledescriptor . Likethe device
filesused with <>, thisisalow-level UNIX 1/0O concept that is of interest only to systems
programmers—and then only occasionally. Y ou can get by with afew basic facts about them;
for the whole story, look at the entriesfor read (), write (), fentl (), and othersin Section 2 of
the UNIX manual. Y ou might wish to refer to UNIX Power Tools by Shelley Powers, Jerry Peek,
TimO'Rellly, and Mike Loukides (O'Reilly).

File descriptors are integers starting at O that refer to particular streams of data associated with a
process. When a process starts, it usually has three file descriptors open. These correspond to
thethree standards : standard input (file descriptor 0), standard output (1), and standard error
(2). If aprocess opens additional filesfor input or output, they are assigned to the next available
filedescriptors, starting with 3.

By far the most common use of file descriptors with bash isin saving standard error in afile.
For example, if you want to save the error messages from along job in afile so that they don't
scroll off the screen, append 2> file to your command. If you also want to save standard output,
append > filel 2> file2 .

Thisleadsto another programming task.



Task 7-2

Y ou want to start along job in the background (so that your terminal isfreed up) and
save both standard output and standard error in asinglelog file. Write a script that
does this.

WEe'll call thisscript start . The code is very terse:
"$@ > logfile 2>&1 &

Thisline executes whatever command and parametersfollow start . (The command cannot
contain pipes or output redirectors.) It sends the command's standard output to logfile .

Then, theredirector 2>& 1 says, "send standard error (file descriptor 2) to the same place as
standard output (file descriptor 1)." Since standard output is redirected to logfile , standard error
will gotheretoo. Thefinal & putsthe job in the background so that you get your shell prompt
back.

Asasmall variation on this theme, we can send both standard output and standard error into a
pipeinstead of afile: command 2>& 1| ... doesthis. (Make sure you understand why.) Hereisa
script that sends both standard output and standard error to the logfile (as above) and to the
termind:

"$@ 2>&1 | tee logfile &

The command tee takes its standard input and copies it to standard output and thefilegivenas
argument.

These scripts have one shortcoming: you must remain logged in until the job compl etes.
Although you can alwaystype jobs (see Chapter 1) to check on progress, you can't leave your
terminal until the job finishes, unless you want to risk abreach of security.[Xl We'll see how to
solve this problem in the next chapter.

[ Don't put it past peopl eto come up to your unattended terminal and cause mischief!

The other file-descriptor-oriented redirectors (e.g., <& n) are usually used for reading input
from (or writing output to) more than onefile at the sametime. We'll see an examplelater inthis
chapter. Otherwise, they're mainly meant for systems programmers, as are <& - (force standard
input to close) and >& - (force standard output to close).



Before we leave this topic, we should just note that 1> isthe same as> , and O< isthe same as<
. If you understand this, then you probably know all you need to know about file descriptors.

< Day Day Up >
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7.2. String 1/O

Now we'll zoom back into the string 1/0 level and examine the echo and r ead statements, which
givethe shell I/O capabilitiesthat are more anal ogous to those of conventional programming
languages.

7.2.1. echo

Aswe've seen countless times in this book, echo ssimply prints its arguments to standard output.
Now we'll explorethe command in greater detail.

7.2.1.1 Options to echo

echo accepts a few dash options, listed in Table 7-2 .

Table 7-2. echo options

Option Function
-e Turns on the interpretation of backslash-escaped characters

Turns off the interpretation of backslash-escaped characters on systems where this
modeisthe default

-n Omitsthefinal newline (sameasthe \c escape sequence)

7.2.1.2 echo escape sequences

echo accepts a number of escape sequencesthat start with abackslash[?] They arelistedin
Table7-3.

[21 Y ou must useadoubl ebacksl ashif you don't surround thestring that contai nsthemwith quotes; otherwise, theshell
itself "steal s* abackd ash beforepassingtheargumentsto echo .

These sequences exhibit fairly predictable behavior, except for \f : on some displays, it causes a



screen clear, while on othersit causes aline feed. It g ects the page on most printers. \vis
somewhat obsolete; it usually causesaline feed.

Table 7-3. echo escape sequences

Sequence Character printed

\a ALERT or CTRL-G (bell)

\b BACKSPACE or CTRL-H

\c Omitfinal NEWLINE

\e Escape character (same as \E)

\E Escape character!3]

\f FORMFEED or CTRL-L

\n NEWLINE (not at end of command) or CTRL-J

\r RETURN (ENTER) or CTRL-M

\t TAB or CTRL-I

\v VERTICAL TAB or CTRL-K

\n ASCII character with octal (base-8) value n , wheren is 1 to 3 digits

\onnn The ei_ ght-bit character whose valueisthe octal (base-8) value nnnwhere nnnis 1
to 3digits

\wHH The e_i g_ht—bit character whose valueisthe hexadecimal (base-16) value HH (one or
twodigits)

\\ Singlebackslash

[3] Notavailableinversionsof bash prior to 2.0.

The\n, \0, and \x sequences are even more device-dependent and can be used for complex
1/O, such as cursor control and special graphics characters.

7.2.2.printf

bash 's echo command is quite powerful and for most cases entirely adequate. However, there
are occasions where amore powerful and flexible approach is needed for printing information,



especially when the information needs to be formatted. bash provides this by giving accessto a
powerful system-level printinglibrary knownas printf .[4]

[4 printf isnot availableinversionsof bash prior to version 2.02.

The printf command can output a string similar to the echo command:

printf "hello world"

Unlikethe echo command, printf does not automatically provide anewline. If we want to make
it do the exactly same as a standard echo then we must provide one by adding \n to the end:

printf "hello world\n"

Y ou may ask why thisisany better than echo . The printf command has two parts, which is
what makes it so powerful.

printf format-string [argunents]

Thefirst part isastring that describes the format specifications; thisis best supplied as astring
constant in quotes. The second part isan argument list, such asalist of strings or variable values
that correspond to the format specifications. (The format is reused as necessary to use up all of
the arguments. If the format requires more arguments than are supplied, the extraformat
specifications behave asif azero value or null string, as appropriate, had been supplied). A
format specification is preceded by a percent sign (%), and the specifier is one of the characters
described below. Two of the main format specifiers are %s for strings and %d for decimal
integers.

This sounds complicated but we can begin by re-casting the last example:

printf "% 9%\n" hello world

This prints hello world on aline of its own, just as the previous example did. The word hello
has been assigned to the first format specification, %s. Likewise, world has been assigned to the
second %s . printf then prints these two strings followed by the newline.

We could also achieve the same result by making hello an explicit part of the format string:
$ printf "hello %\n" world

hello world



The allowed specifiersare shownin Table 7-4 .

Specifier
%cC

%d

%

%e

%E
%of
%9
%G
%0
%s
%u
%X
%X
%%

The printf command can be used to specify the width and alignment of output fields. A format

Table 7-4. printf format specifiers

Description
ASCII character (printsfirst character of corresponding argument)
Decimal integer
Same as %d

Floating-pointformat ([-]d .precision g/+-]dd ) (seefollowing text for meaning of
precision )

Floating-point format ([-]d.precision E[+-]dd )

Floating-point format ([-]ddd.precision )

%e or %f conversion, whichever is shorter, with trailing zeros removed
%E or %f conversion, whichever is shortest, with trailing zeros removed
Unsigned octal value

String

Unsigneddecimal value

Unsigned hexadecimal number; usesa-f for 10to 15

Unsigned hexadecimal number; uses A-F for 10to 15

Literal %

expression can take three optional modifiersfollowing % and preceding the format specifier:

% 1 ags w dth.precision fornmat-specifier

The width of the output field isanumeric value. When you specify afield width, the contents of
thefield areright-justified by default. Y ou must specify aflag of "-" to get left-justification. (The
rest of the flags are discussed shortly.) Thus, "%-20s" outputs aleft-justified string in afield 20
characterswide. If the string isless than 20 characters, the field is padded with whitespace to fill.
In the following examples, a|isoutput to indicate the actual width of thefield. Thefirst example

right-justifiesthetext:



printf "|%0s|\n" hello

It produces:
| hel | o]

Thenext exampleleft-justifiesthetext:

printf "|% 10s|\n" hello

It produces:
| hel | o |

The precision modifier, used for decimal or floating-point values, controls the number of digits
that appear in theresult. For string values, it controls the maximum number of charactersfrom
thestring that will be printed.

Y ou can specify both the width and precision dynamically, viavauesin the printf argumentlist.
Y ou do this by specifying asterisks, instead of literal values.

$ nyvar=42.123456
$ printf "|%W.*3\n" 5 6 $nyvar
| 42. 1235|

In thisexample, the width is 5, the precision is 6, and the value to print comes from the value of
myvar .

The precision isoptional. Its exact meaning varies by control letter, asshownin Table7-5 .

Table 7-5. Meaning of precision

Conversion Precision means

%d, %l, %0, The minimum number of digitsto print. When the value hasfewer digits, itis
%u, %X, %X padded with leading zeros. The default precisionis 1.



Conversion

%e, %E

%of
%4g, %G
%s

Precision means

The minimum number of digitsto print. When the value hasfewer digits, itis
padded with zeros after the decimal point. The default precisionis10. A
precision of Oinhibits printing of the decimal point.

The number of digitsto theright of the decimal point.
Themaximum number of significant digits.
The maximum number of charactersto print.

Finally, one or more flags may precede the field width and the precision. We've already seen the
"-" flag for left-justification. Therest of theflagsare shownin Table 7-6 .

Character

Table 7-6. Flags for printf

Description

- L eft-justify theformatted valuewithinthefield.
space Prefix positive values with aspace and negative valueswith aminus.

+ Alwaysprefix numeric valueswith asign, evenif thevalueispositive.

Use an alternate form: %0 has a preceding O; %x and %X are prefixed with Ox and
# OX, respectively; %e, %E and %f always have adecimal point in the result; and %g
and %G do not havetrailing zeros removed.

Pad output with zeros, not spaces. This only happens when the field width is wider
0 than the converted result. In the C language, thisflag appliesto all output formats,
even non-numeric ones. For bash, it only applies to the numeric formats.

If printf cannot perform aformat conversion, it returns a non-zero exit status.

7.2.2.1 Additional bash printf specifiers

Besides the standard specifiers just described, the bash shell (and other POSIX compliant
shells) accepts two additional specifiers. These provide useful features at the expense of
nonportability to versions of the printf command found in some other shells and in other places

INUNIX:



%b

When used instead of %s, expands echo -style escape sequences in the argument string.

For example:
$ printf "%\n" 'hello\nworld

hel | o\ nwor |l d
$ printf "%\n" 'hello\nworld
hell o

wor | d

%q

When used instead of %s, prints the string argument in such away that it can be used for

shell input. For example:
$ printf "9%g\n" "greetings to the world"

greetings\ to\ the\ world

7.2.3.read

The other half of the shell's string 1/O facilitiesisthe read command, which allows you to read
valuesinto shell variables. Thebasic syntax is:

read varl var?2...

This statement takes aline from the standard input and breaks it down into words delimited by
any of the charactersin thevalue of the environment variable | FS (see Chapter 4 ; these are
usualy aspace, aTAB, and NEWLINE). Thewords are assigned to variablesvarl , var2 , etc.
For example:

$ read characterl character2alice duchess$ echo $characterlalice

$ echo $charact er2duchess

If there are more words than variables, then excess words are assigned to the last variable. If you



omit thevariables altogether, theentireline of input isassigned to thevariable REPLY .

Y ou may haveidentified thisasthe"missingingredient” inthe shell programming capabilitieswe
have seen thusfar. It resemblesinput statementsin conventional languages, likeits namesakein
Pascal. So why did we wait thislong to introduce it?

Actualy, read is sort of an "escape hatch" from traditional shell programming philosophy, which
dictates that the most important unit of data to processisatextfile, and that UNIX utilities such
ascut, grep, sort, etc., should be used as building blocks for writing programs.

read , on the other hand, impliesline-by-line processing. Y ou could useit to write ashell script
that does what a pipeline of utilitieswould normally do, but such a script would inevitably ook
like:

while (read a line) do
process the line
print the processed |ine

end

Thistype of script isusually much slower than a pipeline; furthermore, it hasthe sameform asa
program someone might writein C (or some similar language) that does the same thing much
faster. In other words, if you are going towriteit inthisline-by-lineway, thereislittlepointin
writing ashell script.

7.2.3.1 Reading lines from files

Nevertheless, shell scriptswith read are useful for certain kinds of tasks. One iswhen you are
reading datafrom afile small enough so that efficiency isn't aconcern (say afew hundred lines
or less), and it's really necessary to get bits of input into shell variables.

Consider the case of aUNIX machinethat hasterminalsthat are hardwired to theterminal lines
of the machine. It would be niceif the TERM environment variable was set to the correct
terminal typewhenauser loggedin.

One way to do thiswould be to have some code that sets the terminal information when a user
logsin. This code would presumably reside in /etc/profile, thesystem-wideinitializationfilethat
bash runs before running auser's .bash_profile. If the terminals on the system change over
time—as surely they must—then the code would have to be changed. It would be better to store
theinformationin afileand changejust thefileinstead.

Assumewe put theinformation in afile whose format istypical of such UNIX "system



configuration” files: each line containsadevicename, aTAB, andaTERM value.

WEelll call thefile /etc/terms, and it would typically ook something likethis:

consol e consol e
ttyol Wy 60
tty03 vt 100
tty04 vt 100
tty07 wy 85
tty08 vt 100

Thevaluesontheleft areterminal linesand those on theright arethe terminal typesthat TERM
can be set to. The terminals connected to this system are aWyse 60 (wy60), three VT100s
(vt100), and aWyse 85 (wy85). The machines master terminal isthe console, which hasa
TERM valueof console .

We can useread to get the data from thisfile, but first we need to know how to test for the end-
of-filecondition. Simple: read 's exit statusis 1 (i.e., non-zero) when there is nothing to read.
This leads to a clean whileloop:

TERME=Vt 100 # assume this as a default
line=$(tty)
while read dev ternmtype; do
if [ $dev = $line ]; then
TERMESt er nt ype
echo "TERM set to $TERM "
br eak
f

done

The whileloop reads each line of theinput into the variables dev and ter mtype . In each pass
through the loop, the if looks for a match between $dev and the user's tty ($line, obtained by

command substitution from the tty command). If amatch isfound, TERM is set, amessageis
printed, and the loop exits; otherwise TERM remains at the default setting of vt100 .

We are not quite done, though: this code reads from the standard input, not from /etc/terms! We



need to know how to redirect input to multiple commands. It turns out that there are afew ways
of doing this.

7.2.3.2 1/0O redirection and multiple commands

One way to solvethe problem iswith asubshell , aswe'll seein the next chapter. Thisinvolves
creating a separate processto do the reading. However, it isusually more efficient to do it in the
same process; bash gives us four ways of doing this.

Thefirst, which we have seen already, iswith afunction:
findterm ( ) {
TERM=Vt 100 # assune this as a default
line=$(tty)
while read dev termype; do
if [ $dev = $line ]; then
TERME=$t er nt ype
echo "TERM set to $TERM "
br eak;
fi

done

findterm < /etc/terns

A function actslike ascript in that it hasits own set of standard 1/0O descriptors, which can be
redirected in the line of code that calls the function. In other words, you can think of this code as
if findterm were a script and you typed findterm < /etc/ter ms on the command line. Ther ead
statement takesinput from /etc/termsaline at atime, and the function runs correctly.

The second way isto simplify this dlightly by placing the redirection at the end of the function:
findterm ( ) {
TERMEVE 100 # assune this as a default

line=$(tty)



while read dev ternmype; do
if [ $dev = $line ]; then
TERM=S$t er nt ype
echo "TERM set to $TERM "
br eak;
fi
done

} < letcl/terns

Whenever findtermiscalled, it takesitsinput from /etc/terms .

Thethird way is by putting the I/O redirector at the end of the loop, like this:
TERME=Vt 100 # assunme this as a default
line=$(tty)
while read dev terntype; do
if [ $dev = $line ]; then
TERMESt er nt ype
echo "TERM set to $TERM "
br eak;
fi

done < /etc/terms

Y ou can use this technique with any flow-control construct, including if ...fi , case ...esac,
select ...done, and until ...done. This makes sense because these are all compound statements
that the shell treats as single commands for these purposes. This technique works fine—the r ead
command reads aline at atime—as|ong as all of the input is done within the compound
statement.

7.2.3.3 Command blocks

But if you want to redirect 1/O to or from an arbitrary group of commands without creating a
Separate process, you need to use a construct that we haven't seen yet. If you surround some



codewith { and } , the code will behave like afunction that has no name. Thisis another type of
compound statement. In accordance with the equivalent concept in the C language, well call this
acommand block .

What good isablock? In this case, it means that the code within the curly brackets ({} ) will take
standard 1/0O descriptors just as we described in the last block of code. This construct is
appropriate for the current example because the code needs to be called only once, and the entire
script isnot really large enough to merit breaking down into functions. Hereishow we use a
block inthe example:

{
TERM=Vt 100 # assune this as a default
line=$(tty)
while read dev ternmype; do
if [ $dev = $line ]; then
TERM=$t er nt ype
echo "TERM set to $TERM "
br eak;
fi
done

} < letc/terns

To help you understand how this works, think of the curly brackets and the code inside them as
if they were one command, i.e.:

{ TERMEVt100; line=$(tty); while ... } < /etc/terns;

Configurationfilesfor system administration taskslikethisoneare actually fairly common; a
prominent exampleis/etc/hosts, which lists machines that are accessible in a TCP/IP network.
We can make /etc/terms morelike these standard files by allowing comment linesin thefilethat
startwith # , just asin shell scripts. Thisway /etc/termscanlook likethis:

#
# System Console is console

consol e consol e



#
# Cameron's line has a Wse 60

tty0l wy 60

We can handle comment lines by modifying the whileloop so that it ignores lines begining with
# . We can place agrepinthetest:

if [ -z "$(echo $dev | grep "#)" ] && [ $dev = $line ]; then

Aswesaw in Chapter 5, the & & combines the two conditions so that both must be true for the
entire condition to be true.

As another example of command blocks, consider the case of creating a standard algebraic
notation frontend to the dc command. dcisaUNIX utility that simulates a Reverse Polish
Notation (RPN) calculator:[]

[ 1f you haveever owned aHewl ett-Packard cal cul ator youwill befamiliar with RPN. We'll discussRPN furtherin
one of the exercisesat the end of thischapter.

{ while read line; do
echo "$(al g2rpn $line)"
done

} | dc

WEe'll assume that the actual conversion from one notation to the other is handled by afunction
caled alg2rpn. It takes aline of standard algebraic notation as an argument and prints the RPN
equivalent on the standard output. The while loop reads lines and passes them through the
conversion function, until an EOF istyped. Everything is executed inside the command block
and the output is piped to the dc command for eval uation.

7.2.3.4 Reading user input

The other type of task to which read issuited is prompting a user for input. Think about it: we
have hardly seen any such scripts so far in this book. In fact, the only ones were the modified
solutions to Task 5-4, which involved select .



Asyou've probably figured out, read can be used to get user input into shell variables.

We can use echo to prompt the user, like this:
echo -n '"termnal? '
read TERM

echo "TERM is $TERM

Hereiswhat thislookslikewhenit runs:

term nal ? w60TERM i s wy60

However, shell convention dictates that prompts should go to standard error , not standard
output. (Recall that select prompts to standard error.) We could just use file descriptor 2 with
the output redirector we saw earlier in this chapter:

echo -n '"termnal? ' >&
read TERM

echo TERM is $TERM

WE'l now look at a more complex example by showing how Task 5-5 would be done if select
didn't exist. Compare thiswith the code in Chapter 5:

echo 'Select a directory:'

done=f al se

while [ $done = false ]; do
do=true
num=1
for direc in $D R STACK; do
echo $num) $direc
nume$( (numel))
done

echo -n "directory? '



read REPLY

if [ $REPLY -1t $num ] && [ $REPLY -gt O ]; then

set - $DI R _STACK

#statenments that nanipulate the stack..

br eak
el se

echo '"invalid selection.'
f

done

Thewhileloop is necessary so that the code repeats if the user makes an invalid choice. select
includesthe ability to construct multicolumn menusif there are many choices, and better handling
of null user input.

Beforeleaving read , we should note that it haseight options: -a,-d,-e,-n,p,+,-t,and-s
6] Thefirst of these options allows you to read valuesinto an array. Each successive item read
inisassigned to the given array starting at index 0. For example:

6l-a,-d,-e,-n,-p,-t and -sarenot availableinversionsof bash prior to 2.0.
$ read -a people

alice duchess dodo

$ echo ${people[2]}

dodo

$

In this case, the array people now containsthe itemsalice, duchess, and dodo .

A delimiter can be specified with the -d option. Thiswill read aline up until thefirst character of
thedelimiter isreached. For example:

$ read -s stop aline



al i ce duches$
$ echo $aline
ali ce duche

$

The option -e can be used only with scripts run from interactive shells. It causes readline to be
used to gather the input line, which means that you can use any of the readlineediting features
that we looked at in Chapter 2 .

The -n option specifies how many characterswill be read by read . For example, if we specify
that it should read only ten charactersin then it will return after reading that many:

$ read -n 10 aline
abcdefghij$

$ echo $aline
abcdef ghi |

$

The -p option followed by a string argument prints the string before reading input. We could
have used thisin the earlier examplesof read , where we printed out a prompt before doing the
read. For example, the directory selection script could have used read -p “directory? REPLY

read letsyou input linesthat are longer than the width of your display by providing a backslash
(\) asacontinuation character, just asin shell scripts. The-r option overrides this, in case your
script reads from afile that may contain lines that happen to end in backslashes. read -r also
preserves any other escape sequences the input might contain. For example, if thefile hatter
containsthisline:

A line with a\n escape sequence

Thenread -r alinewill includethebacksashinthevariable aline, whereaswithout the -r , read
will "eat" the backslash. Asaresult:

$ read -r aline < hatter$ echo -e "$aline"
Aline with a

escape sequence



However:
$ read aline < hatter$ echo -e "$aline"

A line with an escape sequence

$

The -s option forces read to not echo the characters that are typed to the terminal. This can be
useful in caseswhere ashell may want to take single keystroke commands without displaying the
typed characters on the terminal (e.g., moving something around with the arrow keys). Inthis
case it could be combined with the -n option to read a single character each timein aloop: r ead
-s-nl key

Thelast option, -t , allows atime in seconds to be specified. read will wait the specified timefor
input and then finish. Thisisuseful if you want a script to wait for input but continue processing
if nothingis supplied.

= Day bay Up >



< Day Day Up > [ oo |

7.3. Command-Line Processing

We've seen how the shell uses read to process input lines: it deals with single quotes ('), double
guotes ("), and backslashes (\ ); it separates linesinto words, according to delimitersin the
environmentvariable | FS ; and it assigns the words to shell variables. We can think of this
process as a subset of the things the shell does when processing command lines .

We've touched upon command-line processing throughout this book; now is a good time to
make the whol e thing explicit. Each line that the shell reads from the standard input or ascript is
called apipeline ; it contains one or more commands separated by zero or more pipe characters
(|- For each pipelineit reads, the shell breaksit up into commands, sets up the 1/0O for the
pipeline, then doesthe following for each command (Figure7-1):

Figure 7-1. Steps in command-line processing
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1. Splitsthe command into tokens that are separated by the fixed set of metacharacters:
SPACE, TAB, NEWLINE, ;, (,),<,>,|,and & . Types of tokens include words,
keywords, 1/0 redirectors, and semicolons.

2. Checksthefirst token of each command to seeif it is a keyword with no quotes or



backslashes. If it's an opening keyword, such asif and other control-structure openers,
function , { , or (,, then the command is actually a compound command. The shell sets
things up internally for the compound command, reads the next command, and starts the
process again. If the keyword isn't a compound command opener (e.g., is a control-
structure"middle" likethen , else, or do, an"end" like fi or done, or alogical operator),
the shell signalsasyntax error.

3. Checksthe first word of each command against the list of aliases. If amatch isfound, it
substitutes the alias's definition and goes back to Step 1; otherwise, it goes on to Step 4.
Thisscheme allowsrecursive aliases (see Chapter 3). It also allows aliases for keywords to
be defined, e.g., alias aslongas=while or alias procedure=function .

4. Performs brace expansion. For example, a{b,c} becomesab ac.

5. Substitutes the user's home directory (SHOME ) for tildeif it is at the beginning of aword.
Substitutes user's home directory for ~ user.[”]

[7] Two obscurevariationsonthis: theshell substitutesthecurrent directory ($PWD ) for ~+ and the previous

directory ($OLDPWD ) for ~ . In bash 2.0 there are two more: ~N+ and ~N-. These are replaced by the
corresponding elementinthedirectory stack asgiven by the dir scommand.

6. Performs parameter (variable) substitution for any expression that startswith adollar sign ($

).
7. Does command substitution for any expression of the form $(string) .
8. Evauatesarithmetic expressionsof the form $((string)) .

9. Takesthe partsof thelinethat resulted from parameter, command, and arithmetic
substitution and splitsthem into words again. Thistimeit usesthe charactersin $I FS as
delimitersinstead of the set of metacharactersin Step 1.

10. Performs pathname expansion, a.k.a. wildcard expansion, for any occurrencesof * , ? ,
and [/] pairs.

11. Usesthefirst word as a command by looking up its source according to the rest of the list
in Chapter 4, i.e., asafunction command, then asabuilt-in, then asafilein any of the
directoriesin SPATH .

12. Runsthe command after setting up 1/O redirection and other such things.

That'salot of steps—and it's not even the whole story! But before we go on, an example should
make this process clearer. Assume that the following command has been run:

alias IlI="ls -1"



Further assumethat afile existscalled .hist537 in user alice 's home directory, whichis
/home/alice, and that thereis adouble-dollar-sign variable $$ whose value is 2537 (we'll see
what this special variableisinthe next chapter).

Now let's see how the shell processes the following command:

$(type -path cc) =~alice/.*$(($$%000))

Hereiswhat happensto thisline:

1
2.
3.

10.

11.
12.

|l $(type-pathcc) ~alice/.*$(($$%1000)) splitstheinput into words.
| I isnot akeyword, so Step 2 does nothing.

ls-1 $(type-pathcc) ~alice/.*$(($$%000)) substitutes|s-| foritsalias"ll".
The shell then repeats Steps 1 through 3; Step 2 splitstheIs -I into two words.

ls-1 $(type-pathcc) ~alice/.*$(($$%000)) does nothing.

|'s-1 $(type-pathcc) /honme/alicel/.*$(($$%1000)) expands~aliceinto
/ home/ alice.

ls-1 $(type-pathcc) /home/alicel/.*$((2537%1000)) substitutes 2537 for $$ .

|'s-1 /usr/bin/cc/home/alicel.*$((2537%1000)) does command substitution on
"type -path cc".

|'s-1 /usr/bin/cc/home/alicel.*537evauatesthearithmeticexpression
2537% 1000 .

Il's-1 /usr/bin/cc/home/alice/.*537 doesnothing.

| s-1 /usr/bin/cc/homel/alicel.hist537 substitutesthefilenamefor thewildcard
expression. *537 .

The command Isisfoundin/ usr/ bin.

/usr/ bin/1sisrunwiththeoption- | and the two arguments.

Although thislist of stepsisfairly straightforward, it isnot thewhole story. Thereare still five
ways to modify the process: quoting; using command , builtin , or enable; and using the
advanced command eval .



7.3.1.Quoting

Y ou can think of quoting as away of getting the shell to skip some of the 12 steps above. In

particular:

. Singlequotes (") bypass everything through Step 10—including aliasing. All characters
inside apair of single quotes are untouched. Y ou can't have single quotesinside single

quotes—not even if you precede them with backsl ashes.[8]

[8 However, aswe saw in Chapter 1, \"(i.e., singlequote, backs ash, singlequote, singlequote) actspretty
muchlikeasinglequoteinthemiddlieof asingle-quotedstring; e.g., abc "\ "def ' evaluatesto abc "def .

- Double quotes (") bypass Steps 1 through 4, plus steps 9 and 10. That is, they ignore pipe
characters, aliases, tilde substitution, wildcard expansion, and splitting into wordsvia
delimiters (e.g., blanks) inside the double quotes. Single quotesinside double quotes have
no effect. But double quotes do allow parameter substitution, command substitution, and
arithmetic expression evaluation. Y ou can include a doubl e quote inside a double-quoted
string by preceding it with abackslash (\ ). Y ou must also backslash-escape $ , * (the
archaic command substitution delimiter), and \ itself.

Table 7-7 has simple examples to show how these work; they assume the statement
per son=hatter was run and user alice's home directory is/home/alice .

If you are wondering whether to use single or double quotesin aparticular shell programming
situation, it is safest to use single quotes unless you specifically need parameter, command, or
arithmeticsubstitution.,

$person
"$person”
\$person
“$person'
"'$person™
~dice
"~dice"

Table 7-7. Examples of quoting rules

Expression

hatter

hatter
$person
$person
‘hatter’
/home/dice
~dice

Vdue



Expression Vdue
~alice ~dice

7.3.2.command, builtin, and enable

Before moving on to the last part of the command-line processing cycle, we'll take alook at the
command lookup order that we touched on in Chapter 4 and how it can be altered with several
shell built-ins.

The default order for command lookup is functions, followed by built-ins, with scripts and
executables last. There are three built-insthat you can use to override this order: command ,
builtin , and enable..

command removes alias and function lookup.9 Only built-ins and commands found in the
search path are executed. Thisisuseful if you want to create functions that have the same name
asashell built-in or acommand in the search path and you need to call the original command
from the function. For instance, we might want to create afunction called cd that replaces the
standard cd command with one that does some fancy things and then executes the built-in cd :

[91 command removesaliaslookup asasideeffect. Becausethefirst argument of command isnolonger thefirst word
that bash parses, it isnot subjected to alias|ookup.

cd ()

{
#Some fancy things

command cd

In this case we avoid plunging the function into arecursive loop by placing command in front of
cd . Thisensuresthat the built-in cd is called and not the function.

command has some options, listed in Table7-8 .

Table 7-8. command options



Option Description

-p Uses adefault valuefor PATH

-V Prints the command or pathname used to invoke the command
-V A more verbose description than with -v

- Turns of f further option checking

The -p option isadefault path which guarantees that the command lookup will find all of the
standard UNIX utilities. Inthiscase, command will ignorethedirectoriesin your PATH .[10]

[10] Unless bash has been compiled with abrain-dead valuefor the default. See Chapter 11 for how to changethe
defaultvalue.

builtin isvery similar to command but is more restrictive. It looks up only built-in commands,
ignoring functions and commands found in PATH . We could have replaced command with
builtin in the cd example above.

Thelast command enables and disables shell built-ins—it iscalled enable. Disabling abuilt-in
allowsashell script or executable of the same name to be run without giving afull pathname.
Consider the problem many beginning UNIX shell programmers have when they name a script
test . Much to their surprise, executing test usually resultsin nothing, becausethe shell is
executingthebuilt-in test , rather than the shell script. Disabling the built-in with enable
overcomes this.[11]

[11] Notethat the wrong test may still berun. If your current directory isthelastin PATH you'll probably executethe
systemfiletest . test isnot agood namefor aprogram.

Table 7-9liststhe options avail able with enable [12] Some options are for working with
dynamically loadablebuilt-ins. See Appendix C for details on these options, and how to create
and load your own built-in commands.

[12 Thed , -f , -p, and -soptionsarenot availableinversionsof bash prior to 2.0.

Table 7-9. enable options

Option Description
-a Displaysevery built-in and whether it is enabled or not
-d Deletesabuilt-inloaded with -f



Option Description
-ffilename Loadsanew built-in from the shared-objectfi | ename

-n Disablesabuilt-in or displaysalist of disabled built-ins
P Displaysalist of all of thebuilt-ins
-S Restricts the output to POSIX "specia” built-ins

Of these options, -n isthe most useful; it isused to disable a built-in. enable without an option
enablesabuilt-in. More than one built-in can be given asargumentsto enable , so enable -n
pushd popd dirswould disablethe pushd , popd , and dir sbuilt-ins.[13]

[13] Becareful—itispossibletodisable enable (enable -n enable). Thereisacompile-timeoptionthat allows builtin
to act as an escape-hatch. For more details, see Chapter 11 .

Y ou can find out what built-insare currently enabled and disabled by using the command on its
own, or with the -p option; enable or enable -p will list all enabled built-ins, and enable -nwill
list all disabled built-ins. To get acomplete list with their current status, you can use enable -a .

The -s option restricts the output to POSIX “specid’ built-ins. These are:, ., source, break ,
continue, eval , exec, exit , export , readonly, return, set , shift , trap , and unset .

7.3.3. eval

We have seen that quoting lets you skip steps in command-line processing. Then there'sthe eval
command, which lets you go through the process again. Performing command-line processing
twice may seem strange, but it'sactually very powerful: it letsyou write scriptsthat create
command strings on the fly and then pass them to the shell for execution. This means that you
can give scripts"intelligence" to modify their own behavior asthey are running.

The eval statement tellsthe shell to take eval 's arguments and run them through the command-
line processing steps all over again. To help you understand the implications of eval , we'll start
with atrivial example and work our way up to asituation in which we're constructing and running
commands on the fly.

eval Is passes the string Isto the shell to execute; the shell printsalist of filesin the current
directory. Very simple; thereisnothing about the string Is that needs to be sent through the
command-processing steps twice. But consider this:

listpage="ls | nore"

$li st page



Instead of producing apaginated filelisting, the shell will treat | and mor e as argumentstoIs,
and Iswill complain that no files of those names exist. Why? Because the pipe character
“appears’ in Step 6 when the shell evaluatesthe variable, after it has actually looked for pipe
characters. The variable's expansion isn't even parsed until Step 9. Asaresult, the shell will treat |
and more asargumentsto Is, so that Iswill try tofindfilescalled | and morein the current
directory!

Now consider eval $listpage instead of just $listpage . When the shell getsto the last step, it
will runthecommand eval withargumentsls, |, and more. This causes the shell to go back to
Step 1 with aline that consists of these arguments. It finds | in Step 2 and splitsthe lineinto two
commands, |Is and more . Each command is processed in the normal (and in both casestrivial)
way. Theresult isapaginated list of thefilesin your current directory.

Now you may start to see how powerful eval can be. It is an advanced feature that requires
considerable programming clevernessto be used most effectively. It even hasabit of the flavor
of artificial intelligence, inthat it enablesyou to write programsthat can "write" and execute other
programs.[14 Y ou probably won't use eval for everyday shell programming, but it'sworth
taking the time to understand what it can do.

[14] Y ou could actually dothiswithout eval , by echoingcommandstoatemporary fileandthen"sourcing” that file
with. filename . But that is muchlessefficient.

Asamoreinteresting example, we'll revisit Task 4-1, the very first task in the book. Init, we
constructed a simple pipeline that sorts afile and prints out the first N lines, where N defaults to
10. Theresulting pipelinewas:

sort -nr $1 | head -${2:-10}

Thefirst argument specified the fileto sort; $2 isthe number of linesto print.

Now suppose we change the task just a bit so that the default isto print the entirefile instead of
10 lines. This means that we don't want to use head at all in the default case. We could do thisin
thefollowingway:

if [ -n "$2" ]; then

sort -nr $1 | head -$2
el se

sort -nr $1

fi



In other words, we decide which pipeline to run according to whether $2 isnull. But hereisa
more compact solution:

eval sort -nr \$1 ${2:+"| head -\$2"}

Thelast expressioninthisline evaluatesto thestring | head -\$2 if $2 exists (isnot null); if $2is
null, then the expression is null too. We backs ash-escape dollar signs (\$ ) before variable names
to prevent unpredictableresultsif the variables values contain special characterslike> or | . The
backslash effectively putsoff thevariables evaluation until the eval command itself runs. So the
entirelineiseither:

eval sort -nr \$1 | head -\$2

if $2isgiven, or:

eval sort -nr \$1

if $2 isnull. Once again, we can't just run this command without eval because the pipeis
"uncovered" after the shell triesto break the line up into commands. eval causes the shell to run
the correct pipelinewhen $2isgiven.

Next, we'll revisit Task 7-2 from earlier inthischapter, the start script that lets you start a
command in the background and save its standard output and standard error in alogfile. Recall
that the one-line solution to thistask had the restriction that the command could not contain
output redirectors or pipes. Although the former doesn't make sense when you think about it,
you certainly would want the ability to start apipelineinthisway.

eval isthe obvious way to solve this problem:
eval "$@ > logfile 2>&1 &

The only restriction that thisimposes on the user is that pipes and other such special characters
be quoted (surrounded by quotes or preceded by backs ashes).

Here'saway to apply eval inconjunctionwith variousother interesting shell programming
concepts.



Task 7-3

Implement the core of the make utility asashell script.

make is known primarily as aprogrammer's tool, but it seems as though someone finds a new
usefor it every day. Without going into too much extraneous detail, make basically keeps track
of multiplefilesin aparticular project, some of which depend on others (e.g., a document
depends on its word processor input file(s)). It makes sure that when you change afile, al of the
other files that depend on it are processed.

For example, assume you're using the troff word processor to write a book. Y ou have files for
the book's chapters called chl.t, ch2.t , and so on; thetroff output for thesefilesare chl.out ,
ch2.out, etc. You run commands liketroff ch N .t > ch N .out to do the processing. While
you're working on the book, you tend to make changesto several filesat atime.

In this situation, you can use make to keep track of which files need to be reprocessed, so that
al you need to doistype make, and it will figure out what needs to be done. Y ou don't need to
remember to reprocess the files that have changed.

How does make do this? Simple: it compares the modification times of the input and output files
(called sources and targetsin maketerminology), and if theinput fileisnewer, then make
reprocesses it.

Y outell make which filesto check by building afile called makefile that has constructslike this:
target : sourcel source2 ...

commands to nake target

Thisessentially says, "For target to be up to date, it must be newer than all of the source s. If it's
not, run the commands to bring it up to date." The commands are on one or more lines that must
start with TABs:. e.g., to make ch7.out :

ch7.out : ch7.t

troff ch7.t > ch7. out

Now suppose that we write ashell function called makecmd that reads and executesasingle
construct of thisform. Assume that the makefile is read from standard input. The function would
look likethefollowing code.



makecnd ( )
{

read target colon sources
for src in $sources; do
if [ $src -nt $target ]; then
while read cnd && [ $(grep \t* $cnd) ]; do
echo "$cnd"
eval ${cnd#\t}
done
br eak
fi

done

Thisfunction readsthe line with the target and sources; the variable colon isjust a placeholder
for the :. Then it checks each source to seeif it's newer than the target, using the -nt fileattribute
test operator that we saw in Chapter 5. If the source is newer, it reads, prints, and executes the
commands until it findsalinethat doesn't start witha TAB or it reaches end-of-file. (Thereal
make does more than this; see the exercises at the end of this chapter.) After running the
commands (which are stripped of theinitial TAB), it breaks out of the for loop, so that it doesn't
run the commands more than once.

Asafina exampleof eval , we'll look again at procimage, the graphics utility that we devel oped
in the last three chapters. Recall that one of the problemswith the script asit standsisthat it
performs the process of scaling and bordering regardless of whether you want them. If no
command-line options are present, a default size, border width, and border color are used.
Rather than invent some if then logic to get around this, we'll look at how you can dynamically
build a pipeline of commands in the script; those commands that aren't needed simply disappear
when the time comes to execute them. As an added bonus, we'll add another capability to our
script: image enhancement .

L ooking at the procimage script you'll notice that the NetPBM commands form anice pipeline;
the output of one operation becomesthe input to the next, until we end up with the final image. If
it weren't for having to use aparticular conversion utility, we could reduce the script to the
following pipeline (ignoring optionsfor now):



cat $filename | convertimage | pnmscale | pnmargin |\

pnnt oj peg > $outfile

Or, better yet:
convertimage S$filename | pnnscale | pnmmargin | pnntojpeg \

> $outfile

Aswe'vealready seen, thisisequivalent to:
eval convertimage $filename | pnnscale | pnmmargin |\

pnnt oj peg > S$outfile

And knowing what we do about how eval operates, we can transform this into:
eval "convertimge" S$filename " | pnnscale" " | pnmmargin" \

| pnntojpeg " > $outfile

And thenceto:

convert ='"converti nage'

scal e=' | pnnscal e’
border='" | pnmmargin'
standardi se=' | pnntoj peg

eval $convert $filenane $scal e $border $standardi se > $outfile

Now consider what happens when we don't want to scale theimage. We do this:

scal e=""

while getopts ":s:wc:" opt; do
case $opt in

s ) scale=" | pnnscale' ;;



eval $convert $filenane $scal e $border S$standardi se > $outfile

In this code fragment, scal e is set to adefault of the empty string. If -sisnot given on the
command line, thenthefinal lineevaluateswith $scal e asthe empty string and the pipelinewill
"collapse"” into:

$convert $fil enane $border $standardi se > $outfile

Using this principle, we can modify the previous version of the procimage script and produce a
pipeline version. For each input file we need to construct and run a pipeline based upon the
options given on the command line. Hereisthe new version:

# Set up the defaults
wi dt h=1
col our="'-color grey'

usage="Usage: $0 [-s N] [-w N] [-c S] inmgefile..."

# Initialise the pipeline conponents

standardi se='" | pnntojpeg -quiet’

while getopts ":s:w.c:" opt; do
case $opt in

s ) size=$0PTARG
scal e=' | pnnscale -quiet -xysize $size $size' ;;

w ) w dt h=30PTARG
border=" | pnnmargin $col our $width' ;;

c ) colour="-color $OPTARG'
border=" | pnnmargin $col our $width' ;;

\? ) echo $usage



exit 1 ;;
esac

done

shift $(($OPTIND - 1))

if [ -z "$@ ]; then

echo $usage

exit 1

fi

# Process the input files

for filename in "$@; do

case $filenane in

* . gif ) convert='giftopnmn

* . tga ) convert='tgatoppni

*.Xpm ) convert =" xpntoppn

*.pcx ) convert="pcxtoppn

*.tif ) convert="tifftopnn

*.jpg ) convert='jpegtopnm -

* ) echo "$0: Unknown filetype '${fil enanme##*.}

exit 1;;

quiet' ;;



esac

outfile=${fil enane% *}. new. | pg

eval $convert $fil enane $scal e $border $standardi se > $outfile

done

Thisversion has been simplified somewhat from the previous onein that it no longer needs a
temporary file to hold the converted file. It isalso alot easier to read and understand. To show
how easy it isto add further processing to the script, we'll now add one more NetPBM utility.

NetPBM providesadutility to enhance an image and makeit sharper: pnmnlfilt . Thisutility isan
imagefilter that samplesthe image and can enhance edgesin theimage (it can also smooth the
imageif given the appropriate values). It takestwo parametersthat tell it how much to enhance
the image. For the purposes of our script, we'll just choose some optimal values and provide an
option to switch enhancement on and off in the script.

To put the new capability in place all we have to do is add the new option (-S) to the getopts
case statement, update the usage line, and add anew variableto the pipeline. Here isthe new
code:

# Set up the defaults
wi dt h=1
colour="-color grey'

usage="Usage: $0 [-S] [-s N [-w N [-c S] inmagefile..."

# Initialise the pipeline conponents

standardi se=" | pnntojpeg -quiet’

while getopts ":Ss:w.c:" opt; do
case $opt in

S ) sharpness=" | pnmlfilt -0.7 0.45



s ) size=$0PTARG
scale=' | pnnscale -quiet -xysize $size $size' ;
W ) Wi dt h=S0OPTARG
border=" | pnnmmargi n $col our $wi dth' ;
c ) colour="-color $OPTARG'
border=" | pnnmmargi n $col our $wi dth' ;
\? ) echo $usage
exit 1 ;;
esac

done

shift $(($OPTIND - 1))

if [ -z "$@ ]; then

echo $usage

exit 1

fi

# Process the input files

for filename in "$@; do

case $filenane in

* gif ) convert='"giftopnm ;

* tga ) convert='tgatoppm ;;

* . xpm ) convert='xpmoppm ;;

*.pcx ) convert='"pcxtoppm o



* tif ) convert="tifftopnn

*.jpg ) convert='jpegtopnm -quiet’

* ) echo "$0: Unknown filetype '${fil ename##*.}""
exit 1;;

esac

outfile=${fil ename% *}. new. j pg

eval $convert $filenanme $scal e $border $sharpness $standardi se > $outfile

done

We could go on forever with increasingly complex examples of eval , but we'll settle for
concluding the chapter with afew exercises. The questionsin Exercise 3 arerealy morelike
items on the menu of food for thought.

1. Hereareacouple of waysto enhance procimage, the graphics utility:

a. Add an option, -q , that allows the user to turn on and off the printing of diagnostic
information from the NetPBM utilities. Y ou'll need to map -q to the -quiet option of
the utilities. Also, add your own diagnostic output for those utilities that don't print
anything, e.g., the format conversions.

b. Add an option that allows the user to specify the order that the NetPBM processes
take place, i.e., whether enhancing the image comes before bordering, or bordering
comes beforeresizing. Rather than using an if construct to make the choice amongst
hard-coded orders, construct a string dynamically which will ook similar to this:

"eval $convert $filenane $scal e $border S$sharpness

$st andardi se > $outfile"



c. You'll then need eval to evaluate thisstring.

2. Thefunction makecmd in the solution to Task 7-3 represents an oversimplification of the
real make'sfunctionality. makeactually checksfile dependenciesrecursively, meaningthat a
source on one line in amakefile can be atarget on another line. For example, the book
chaptersin the example could themsel ves depend on some figuresin separate files that were
made with a graphics package.

a. Writeafunction called r eadtar getsthat goes through the makefile and stores all of the
targetsin avariable or temporary file.

b. makecmd merely checksto seeif any of the sources are newer than the given target. It
should really bearecursiveroutinethat lookslikethis:

function makecnd ( )
{
target =$1
get sources for $target
for each source src; do
if $src is also a target in this nmakefile then
makecnd $src
fi
if [ $src -nt $target ]; then
run conmands to make target
return
fi

done

c. Implementthis.

d. Writethe"driver" script that turns the makecmd function into afull make program.
Thisshould make the target given asargument, or if noneisgiven, thefirst target listed



inthemakefile.

e. The above makecmd still doesn't do oneimportant thing that the real make does: allow
for "symbolic" targetsthat aren't files. These give make much of the power that makes
it applicableto such anincredible variety of situations. Symbolic targetsawayshavea
modification time of 0, so that make always runs the commands to make them. Modify
makecmd so that it allows for symbolic targets. (Hint: the crux of this problemisto
figure out how to get afile'smodification time. Thisisquitedifficult.)

3. Hereare some problemsthat really test your knowledge of eval and the shell's command-
line processing rules. Solve these and you're atrue bash hacker!

a. Advanced shell programmers sometimesusealittletrick that includes eval : using the
value of avariable asthe name of another variable. In other words, you can give ashell
script control over the names of variablesto which it assigns values. The latest version
of bash hasthisbuilt inintheform of ${! varname}, where varname containsthe
name of another variablethat will be the target of the operation. Thisisknown as
indirect expansion. How would you do this only using eval ? (Hint: if $object equals
"person”, and $person is”aice’, then you might think that you could type echo
$$object and get the response alice . This doesn't actually work, but it's on the right
track.)

b. Y ou could use the above technique together with other eval tricksto implement new
control structuresfor the shell. For example, seeif you can write a script that emul ates
the behavior of afor loop in aconventional language like C or Pascal, i.e., aloop that
iterates afixed number of times, with aloop variable that steps from 1 to the number of
iterations (or, for C fans, O to iterations-1). Call your script loop to avoid clashes with
the keywords for and do .

c. Thepushd , popd , and dirsfunctions that we built up in previous chapters can't
handle directories with spaces in their names (because DIR_STACK uses aspace asa
delimiter). Use eval to overcomethislimitation. (Hint: use eval to implement an array.
Each array elementiscalled arrayl, array?2, ... arrayn, and each array element containsa
directory name.)

d. (Thefollowing doesn't have that much to do with the material in this chapter per se, but
itisaclassic programming exercise:) Writethe function alg2rpn used in the section on
command blocks. Here's how to do this: Arithmetic expressionsin algebraic notation
have the form expr op expr , where each expr is either anumber or another expression
(perhaps in parentheses), and op is +, -, X, /, or % (remainder). In RPN, expressions
have the form expr expr op . For example: the algebraic expression 2 +3is2 3 +in
RPN; the RPN equivalent of (2+3) x (9-5)is2 3+ 95 - x . The main advantage of



RPN isthat it obviates the need for parentheses and operator precedence rules (e.g., X
is evaluated before +). The dc program accepts standard RPN, but each expression
should have"p" appended to it, which tells dc to print its result; e.g., the first example
above should be giventodcas23 +p .

. Y ou need to write aroutine that converts algebraic notation to RPN. This should be (or
include) afunction that callsitself (arecursive function) whenever it encountersa
subexpression. It is especially important that this function keep track of whereitisin
the input string and how much of the string it "eats up" during its processing. (Hint:
make use of the pattern-matching operators discussed in Chapter 4 to ease the task of
parsing input strings.) To make your life easier, don't worry about operator precedence
for now; just convert to RPN from left to right: e.g., treat 3+4x5 as (3+ 4)x5 and
3x4+5 as (3x4)+5 . Thismakesit possible for you to convert the input string on the
fly, i.e., without having to read in the whol e thing before doing any processing.

. Enhance your solution to the previous exercise so that it supports operator precedence
inthe"usual" order: x, /, % (remainder) +, -. For example, treat 3+4x5 as 3+(4x5) and
3x4+5 as (3x4)+5 .

. Hereissomething elseto really test your skills; writeagraphics utility script, index, that
takesalist of imagefiles, reducesthemin size and createsan "index" image. Anindex
Imageis comprised of thumbnail-sized versions of the original images, placed neatly in
columns and rows, and with acaption underneath (usually the name of the original file).
Besidesthelist of files, you'll need some options, including the number of columnsto
create and the size of the thumbnail images. Y ou might also like to include an option to
specify the gap between each image. The new NetPBM utilitiesyou'll need are pbmtext
and pnmcat . You'll also need pnmscal e and one or more of the conversion utilities,
depending upon whether you decide to take in various formats (as we did for
procimage ) and what output format you decide on. pbmtext takes as an argument
some text and converts the text into a PNM bitmap. pnmcat isalittle more complex.
Likecat , it concatenates things; in this case, images. Y ou can specify as many PNM
filesasyou like as arguments and pnmcat will put them together into onelong image.
By usingthe -Ir and -tb options, you can specify whether you want the imagesto be
placed one after the other going from left to right, or from top to bottom. The first
option to pnmcat is the background color. It can be either -black for a black
background, or -white for a white background. We suggest -white to match the
pbmtext black text on awhite background. Y ou'll need to take each file, run the
filenamethrough pbmtext , and use pnmcat to place it underneath a scaled down
version of the original image. Then you'll need to continue doing thisfor each fileand
use pnmcat to connect them together. In addition, you'll have to keep tabs on how
many columns you have completed and when to start a new row. Note that you'll need
to build up the rowsindividually and use pnmcat to connect them together. pnmcat



won't do this for you automatically.
(m < Day Day Up >
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Chapter 8. Process Handling

The UNIX operating system built its reputation on asmall number of concepts, al of which are
simple yet powerful. We've seen most of them by now: standard i nput/output, pipes, text-filtering
utilities, the tree-structured file system, and so on. UNIX also gained notoriety asthefirst small-
computer operating system to give each user control over more than one process. We call this
capability user-controlled multitasking .

Y ou may not think that multitasking isabig deal. Y ou're probably used to the ideaof running a
process in the background by putting an ampersand (&) at the end of the command line. Y ou
have also seen the idea of a subshell in Chapter 4 , when we showed how shell scripts run.

In this chapter, we will cover most of bash 'sfeaturesthat relate to multitasking and process
handling in general. We say "most" because some of these features are, like the file descriptors
we saw in the previous chapter, of interest only to low-level systems programmers.

Welll start out by looking at certain important primitivesfor identifying processes and for
controlling them during login sessions and within shell scripts. Then wewill moveout to a
higher-level perspective, looking at waysto get processes to communicate with each other. Welll
look in more detail at concepts we've already seen, like pipes and subshells.

Don't worry about getting bogged down inlow-level technical detailsabout UNIX. Wewill
provide only thetechnical information that isnecessary to explain higher-level features, plusa
few other tidbits designed to pique your curiosity. If you are interested in finding out more about
these areas, refer to your UNIX Programmer's Manual or abook on UNIX internalsthat pertains
to your version of UNIX. You might also find UNIX Power Tools of value.

We strongly recommend that you try out the examplesin this chapter. The behavior of code that
involves multiple processesis not as easy to understand on paper as most of the other examples
in this book.
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8.1. Process IDs and Job Numbers

UNIX givesall processes numbers, called process|Ds, when they are created. Y ou will notice
that when you run acommand in the background by appending & to it, the shell responds with a
linethat lookslikethis:

$ alice & 1] 93

In this example, 93 isthe process ID for the alice process. The[1] isajob number assigned by
the shell (not the operating system). What's the difference? Job numbers refer to background
processes that are currently running under your shell, while process IDsrefer to all processes
currently running on the entire system, for all users. Theterm job basically refers to a command
linethat wasinvoked from your shell.

If you start up additional background jobswhilethefirst oneisstill running, the shell will number
them 2, 3, etc. For example:

$ duchess &[ 2] 102

$ hatter & 3] 104

Clearly, 1, 2, and 3 are easier to remember than 93, 102, and 104!

The shell includesjob numbers in messages it prints when a background job completes:[]

[ Themessagesare, by default, printed beforethe next prompt isdisplayed so asnot to interrupt any output on the
display. Y oucanmakethenoatification messagesdisplay immediately by using set -b .

[1]+ Done alice

WE'll explain what the plus sign means soon. If the job exits with non-zero status (see Chapter 5
), theshell will indicatetheexit status:[?]

[2] InPOSIX mode, themessageisdightly different: "[1]+ Done(1) alice". Thenumber in parenthesesistheexit status
of thejob. POSIX mode can be selected viathe set command or by starting bashin POSI X mode. For further
information, see Table 2-1 and Table 2-5

[1]+ Exit 1 alice



The shell prints other types of messages when certain abnormal things happen to background
jobs; we'll seethese later in this chapter.
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8.2. Job Control

Why should you care about process IDs or job numbers? Actually, you could probably get
along fine through your UNIX life without ever referring to process | Ds (unlessyou use a
windowing workstation—as we'll see soon). Job numbers are more important, however: you can
use them with the shell commandsfor job control [3]

[3] 1f you have an ol der version of UNI X, it ispossiblethat your system does not support job control. Thisis
particularly truefor many systemsderivedfromXenix, Systemlll, or early versionsof SystemV.Onsuchsystems,
bash does not have the fg and bg commands, job number argumentsto kill and wait , typing CTRL-Z to suspend a
job, orthe TSTPsignal.

Y ou already know the most obviousway of controlling ajob: create one in the background with
& . Onceajobisrunning in the background, you can let it run to completion, bring it into the
foreground , or send it amessage called asignal .

8.2.1. Foreground and Background

Thebuilt-incommand fg brings a background job into the foreground. Normally this means that
thejob will have control of your terminal or window and therefore will be able to accept your
input. In other words, the job will begin to act asif you typed its command without the & .

If you have only one background job running, you can use fg without arguments, and the shell
will bring that job into the foreground. But if you have several jobsrunning in the background,
the shell will pick the one that you put into the background most recently. If you want some other
job put into the foreground, you need to use the job's command name, preceded by a percent
sign (%), or you can use its job number, also preceded by %, or its process ID without a
percent sign. If you don't remember which jobs are running, you can use the command jobs to
listthem.

A few examples should make this clearer. Let's say you created three background jobs as above.
Then if you typejobs, you will seethis:

[1] Runni ng alice &
[2]- Running duchess &

[3]+ Running hatter &



jobs has afew interesting options. jobs -I also lists process IDs:

[1] 93 Runni ng alice &
[2] - 102 Runni ng duchess &
[3]+ 104 Runni ng hatter &

The-p optiontellsjobsto list only process IDs:
93

102

104

(This could be useful with command substitution; see Task 8-1.) The -n option lists only those
jobs whose status has changed since the shell last reported it—whether with ajobs command or
otherwise. -r restrictsthelist to jobsthat are running, while -srestricts the list to those jobs which
are stopped, e.g., waiting for input from the keyboard.[4] Finally, you can usethe -x option to
execute acommand. Any job number provided to the command will be substituted with the
process ID of the job. For example, if aliceisrunning in the background, then executing jobs -x
echo % 1 will print the process ID of alice .

[4 Options -r and -sarenot availablein bash prior to version 2.0.

If you type fgwithout an argument, the shell will put hatter in the foreground, because it was put
in the background most recently. But if you type fg % duchess (or fg %2 ), duchesswill goin
theforeground.

Y ou can also refer to the job most recently put in the background by % +. Similarly, %- refers
to the next -most-recently backgrounded job (duchessin this case). That explains the plus and
minus signs in the above: the plus sign shows the most recent job whose status has changed; the
minus sign shows the next-most-recently invoked job.[°]

[5 Thisisanalogousto ~+ and ~ asreferencesto the current and previous directory; seethefootnotein Chapter 7 .
Also: % % isasynonymfor %+ .

If more than one background job has the same command, then % commandwill distinguish
between them by choosing the most recently invoked job (as you'd expect). If thisisn't what you
want, you need to use the job number instead of the command name. However, if the commands
havedifferent arguments, you can use % ? string instead of % command . % ? string refersto
the job whose command contains the string. For example, assume you started these background
jobs:

$ hatter nad & 1] 189



$ hatter teatine & 2] 190

$

Then you can use % ?mad and % ?teatimeto refer to each of them, although actually % ?ma
and % ?tea aresufficient to uniquely identify them.

Table8-1listsall of the waysto refer to background jobs. Given how infrequently people use
job control commands, job numbers or command names are sufficient, and the other ways are
superfluous.

%N

Job number N

%string

Job whose command begins with string

%?string

Job whose command contains string

00+

Most recently invoked background job

%%

Same as above

0p -

Second most recently invoked background job

Table 8-1. Ways to refer to background jobs

Reference Background job

8.2.2. Suspending aJob

Just as you can put background jobs into the foreground with fg , you can also put a foreground



job into the background. Thisinvolves suspending ajob, so that the shell regains control of your
termind.

To suspend ajob, type CTRL-Z whileit is running[6l This is analogous to typing CTRL-C (or
whatever your interrupt key is), except that you can resume the job after you have stopped it.
When you type CTRL-Z, the shell responds with amessage like this:

[6] Thisassumesthat the CTRL-Z key isset up asyour suspend key; just aswith CTRL-C and interrupts, thisis
conventional but by nomeansrequired.

[1]+ Stopped command

Then it gives you your prompt back. To resume a suspended job so that it continuesto runin
the foreground, just typefg . If, for some reason, you put other jobs in the background after you
typed CTRL-Z, use fg with ajob name or number.

For example:
alice is running...CTRL-Z 1]+ Stopped alice
$ hatter & 2] 145

$ fg %licealice resunes in the foreground...

The ability to suspend jobs and resume them in the foreground comesin very handy when you
have aconventional terminal (as opposed to awindowing workstation) and you are using atext
editorlike vi on afile that needsto be processed. For example, if you are editing afile for the
troff text processor, you can do the following:

$ vi nyfileedit the file... CTRL-ZStopped [1] vi

$ troff nyfiletroff reports an error$ fgvi conmes back up in the sane place in you

Programmers often use the same technique when debugging source code.

Y ou will probably also find it useful to suspend ajob and resume it in the background instead of
the foreground. Y ou may start acommand in the foreground (i.e., normally) and find that it takes
much longer than you expected—for example, agrep, sort, or database query. Y ou need the
command to finish, but you would also like control of your terminal back so that you can do
other work. If you type CTRL-Z followed by bg , you will move the job to the background.”]

[71 Bewarned, however, that not all commandsare" well-behaved" whenyou dothis. Beespecially careful with
commandsthat run over anetwork on aremote machine; you may end up confusing theremote program.

Y ou can also suspend ajob with CTRL-Y. Thisisdlightly different from CTRL-Z in that the



processis only stopped when it attempts to read input from the terminal.
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8.3. Signals

We mentioned earlier that typing CTRL-Z to suspend ajob is similar to typing CTRL-C to stop
ajob, except that you can resumethejob later. They are actually similar in adeeper way: both are
particular cases of the act of sending asignal to a process.

A signal is amessage that one process sends to another when some abnormal event takes place
or when it wants the other process to do something. Most of the time, a process sends a signal
to asubprocessit created. Y ou're undoubtedly already comfortable with the idea that one
process can communicate with another through an 1/0 pipeling; think of asignal as another way
for processes to communicate with each other. (In fact, any textbook on operating systems will
tell y[%ij that both are exampl es of the general concept of inter process communication , or
IPC.Lol)

[8] Pipesand signal sweretheonly |PC mechanismsin early versionsof UNIX. Moremodernversionslike SystemV
and BSD have additional mechanisms, such assockets, named pipes, and shared memory. Named pipesare accessible
toshell programmersthroughthe mknod (1) command, which isbeyond the scope of thisbook.

Depending on the version of UNIX, there are two or three dozen types of signals, including afew
that can be used for whatever purpose a programmer wishes. Signals have numbers (from 1 to
the number of signals the system supports) and names; we'll use the latter. Y ou can get alist of
al the signals on your system, by name and number, by typing kill -I . Bear in mind, when you
write shell codeinvolving signals, that signal names are more portable to other versions of UNIX
than signal numbers.

8.3.1.Control-Key Signals

When you type CTRL-C, you tell the shell to send the INT (for "interrupt") signal to the current
job; CTRL-Z sends TSTP (on most systems, for “terminal stop"). You can also send the
current job aQUIT signal by typing CTRL-\ (control-backslash); thisis sort of like a"stronger"
version of CTRL-C.[9] Y ouwould normally use CTRL-\ when (and only when) CTRL-C
doesn't work.

[% CTRL-\ canalso causetheshell toleaveafilecalled coreinyour current directory. Thisfilecontainsanimageof the
processtowhichyou sent thesignal; aprogrammer could useit to hel p debug the programthat wasrunning. Thefile's
nameisa(very) old-fashionedtermfor acomputer'smemory. Other signalsleavethese" coredumps' aswell; unless
you requirethem, or someone el sedoes, just del etethem.

Aswelll see soon, thereisalso a"panic" signal called KILL that you can send to a process when



even CTRL-\ doesn't work. But it isn't attached to any control key, which means that you can't
use it to stop the currently running process. INT, TSTP, and QUIT are the only signals you can
use with control keys.[10]

[10] SomeB SD-derived systemshaveadditional control-key signals.

Y ou can customize the control keys used to send signals with options of the stty command.
These vary from system to system—consult your manpage for the command—abut the usual
syntax is stty signame char . signameisanamefor the signal that, unfortunately, is often not the
same as the names we use here. Table 1-7in Chapter 1 lists stty names for signals found on all
versions of UNIX. char isthe control character, which you can give using the convention that
A(circumflex) represents “control." For example, to set your INT key to CTRL-X on most
systems, use:

stty intr ~X

Now that we've told you how to do this, we should add that we don't recommend it. Changing
your signal keys could lead to trouble if someone else has to stop arunaway process on your
machine.

Most of the other signals are used by the operating system to advise processes of error
conditions, like a bad machine code instruction, bad memory address, or division by zero, or
"Interesting” eventssuch asatimer ("alarm™) going off. Theremaining signalsare used for
esoteric error conditions of interest only to low-level systems programmers; newer versions of
UNIX have even moresignal types.

8.3.2.kill

Y ou can use the built-in shell command kill to send a signal to any process you created—not
just thecurrently running job. kill takes as an argument the process ID, job number, or command
name of the process to which you want to send the signal. By default, kill sends the TERM
("terminate") signal, which usually hasthe same effect asthe INT signal you send with CTRL-C.
But you can specify adifferent signal by using the signal name (or number) as an option,
preceded by a dash.

kill is so named because of the nature of the default TERM signal, but there is another reason,
which hasto do with theway UNIX handlessignalsin general. Thefull details are too complex
to go into here, but the following explanation should suffice.

Most signals cause a process that receives them to die; therefore, if you send any one of these
signals, you "kill" the process that receivesit. However, programs can be set up to Section 8.4
specific signals and take some other action. For example, atext editor would do well to save the



file being edited before terminating when it receivesasignal suchasINT, TERM, or QUIT.
Determining what to do when various signals comeinis part of the fun of UNIX systems
programming.

Hereisan exampleof kill . Say you have an alice process in the background, with process ID
150 and job number 1, which needsto be stopped. Y ou would start with this command:

$ kill %

If you were successful, you would see amessage like this:

[1]+ Term nated alice

If you don't seethis, then the TERM signal failed to terminate the job. The next step would be to
try QUIT:

$kill -QUT %A

If that worked, you would see this message:

[1]+ Exit 131 alice

The 131 isthe exit status returned by alice .[11 But if even QUIT doesn't work, the "last-ditch”
method would be to use KILL:

[11] Whenashell scriptissentasignal, it exitswith status128+N , where N isthenumber of thesignal it received. In
thiscase, aliceisashell script, and QUIT happensto be signal number 3.

$ kill -KILL %A

This produces the message:

[1]+ Killed alice

It isimpossible for a process to Section 8.4 aKILL signal—the operating system should
terminate the processimmediately and unconditionally. If it doesn't, then either your processisin
one of the"funny states" we'll see later in this chapter, or (far lesslikely) there'sabug in your
version of UNIX.

Here'sanother example.



Task 8-1

Writeascript called killalljobsthat killsall background jobs.

The solution to thistask issimple, relyingon jobs-p :
kill "$@ $(jobs -p)

Y ou may betempted to usethe KILL signal immediately, instead of trying TERM (the default)
and QUIT first. Don't do this. TERM and QUIT are designed to give a process the chance to
"clean up" before exiting, whereas KILL will stop the process, wherever it may beinits
computation. Use KILL only as a last resort!

Y ou can use the kill command with any process you create, not just jobs in the background of
your current shell. For example, if you use awindowing system, then you may have several
terminal windows, each of which runsitsown shell. If one shell isrunning a process that you
want to stop, you can kill it from another window—abut you can't refer to it with ajob number
becauseit's running under adifferent shell. Y ou must instead useits process ID.

8.3.3. ps

This is probably the only situation in which a casual user would need to know the ID of a
process. The command ps givesyou thisinformation; however, it can give you lots of extra
informationaswell.

psisacomplex command. It takes several options, some of which differ from one version of
UNIX to another. To add to the confusion, you may need different options on different UNIX
versionsto get the same information! We will use options available on the two mgjor types of
UNIX systems, those derived from System V (such as many of the versions for Intel Pentium
PCs, aswell asIBM's Al X and Hewlett-Packard's HP/UX) and BSD (Mac OS X, SunOS,
BSD/OS). If you aren't sure which kind of UNIX version you have, try the System V options
first.

Y ou can invoke psinits simplest form without any options. Inthiscase, it will print aline of
information about the current login shell and any processes running under it (i.e., background
jobs). For example, if you were to invoke three background jobs, as we saw earlier in the
chapter, the ps command on System V-derived versions of UNIX would produce output that
lookssomethinglikethis:



PID TTY TI ME COVD

146 pts/ 10 0: 03 -bash
2349 pts/ 10 0: 03 alice
2367 pts/ 10 0:17 hatter
2389 pts/10 0: 09 duchess
2390 pts/ 10 0: 00 ps

The output on BSD-derived systems|ookslike this:
PID TT STAT TIME COMVAND

146 10 S 0: 03 / bi n/ bash
2349 10 R 0: 03 alice
2367 10 D 0:17 hatter teatine
2389 10 R 0: 09 duchess
2390 10 R 0: 00 ps

(Youcanignorethe STAT column.) Thisisabit like thejobs command. PID is the process ID;
TTY (or TT) istheterminal (or pseudo-terminal, if you are using awindowing system) the
process was invoked from; TIME is the amount of processor time (not real or "wall clock™" time)
the process has used so far; COMD (or COMMAND) is the command. Notice that the BSD
version includes the command's arguments, if any; also notice that the first line reports on the
parent shell process, and inthelast line, ps reports on itself.

pswithout argumentslistsall processes started from the current terminal or pseudo-terminal. But
since psis not a shell command, it doesn't correlate process |Ds with the shell's job numbers. It
also doesn't help you find the ID of the runaway processin another shell window.

To get thisinformation, use ps-a (for "al"); thislistsinformation on a different set of processes,
depending on your UNIX version.

8.3.3.1 System V

Instead of listing all processesthat were started under a specific terminal, ps-a on System V-
derived systems lists all processes associated with any terminal that aren't group leaders. For our
purposes, a"group leader" isthe parent shell of aterminal or window. Therefore, if you are
using awindowing system, ps-alistsall jobs started in all windows (by all users), but not their



parent shells.

Assumethat, in the previous example, you have only oneterminal or window. Then ps -awill
print the same output as plain ps except for thefirst line, since that's the parent shell. This
doesn't seem to be very useful.

But consider what happens when you have multiple windows open. Let's say you have three
windows, all runningterminal emulatorslike xterm for the X Window System. Y ou start
background jobs alice, duchess, and hatter in windowswith pseudo-terminal numbers 1, 2,
and 3, respectively. Thissituationisshownin Figure8-1 .

Figure 8-1. Background jobs in multiple windows
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Assume you are in the uppermost window. If you type ps, you will see something likethis:
PID TTY TIME COVD
146 pts/1 0: 03 bash

2349 pts/1 0:03 alice

2390 pts/1 0: 00 ps

Butif you type ps-a, youwill seethis:
PID TTY TIME COVD
146 pts/1 0: 03 bash

2349 pts/1 0: 03 alice

2367 pts/2 0: 17 duchess



2389 pts/3 0: 09 hatter

2390 pts/1 0: 00 ps

Now you should see how ps -a can help you track down a runaway process. If it's hatter , you
can type kill 2389 . If that doesn't work, try kill -QUIT 2389, or in the worst case, kill -KI1LL
2389.

8.3.3.2 BSD

On BSD-derived systems, ps-a listsall jobsthat were started on any terminal; in other words,
it'sabit like concatenating the the results of plain psfor every user on the system. Given the
above scenario, ps-a will show you all processes that the System V version shows, plusthe
group leaders (parent shells).

Unfortunately, ps -a (on any version of UNIX) will not report processes that arein certain
conditionswherethey "forget" thingslikewhat shell invoked them and what terminal they belong
to. Such processes are known as "zombies® or "orphans.” If you have a serious runaway
process problem, it's possible that the process has entered one of these states.

Let's not worry about why or how a process gets thisway. All you need to understand is that the
process doesn't show up when you type ps-a . Y ou need another option to psto seeit: on
System V, it'sps -e("everything"), whereason BSD, it'sps-ax .

These options tell psto list processes that either weren't started from terminals or "forgot" what
terminal they were started from. The former category includes |ots of processes that you
probably didn't even know existed: these include basic processes that run the system and so-
called daemons (pronounced "demons") that handle system serviceslike mail, printing, network
filesystems, etc.

In fact, the output of ps -e or ps-ax isan excellent source of education about UNIX system
internals, if you're curious about them. Run the command on your system and, for each line of
thelisting that looksinteresting, invoke man on the process name or look it up in the UNIX
Programmer's Manual for your system.

User shells and processes are listed at the very bottom of ps -e or ps-ax output; thisiswhere
you should look for runaway processes. Notice that many processesin the listing have ? instead
of aterminal. Either these aren't supposed to have one (such as the basic daemons) or they're
runaways. Thereforeit'slikely that if ps-a doesn't find a process you're trying to kill, ps -e (or
ps-ax)will listitwith? inthe TTY (or TT) column. Y ou can determine which process you
want by looking at the COMD (or COMMAND) column.
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8.4. trap

We've been discussing how signals affect the casual user; now let'stalk a bit about how shell
programmers can use them. We won't go into too much depth about this, because it'sreally the
domain of systems programmers.

We mentioned above that programsin general can be set up to Section 8.4 specific signalsand
process them in their own way. The trap built-in command lets you do thisfrom within ashell
script. trap ismost important for "bullet-proofing” large shell programs so that they react
appropriately to abnormal events—just as programsin any language should guard against invalid
input. It's also important for certain systems programming tasks, aswe'll see in the next chapter.

The syntax of trapis:
trap cnd sigl sig2 ...

That is, when any of sigl, sig2, etc., arereceived, run cmd , then resume execution. After cmd
finishes, the script resumes execution just after the command that was interrupted.[12]

[12] Thisiswhat usually happens. Sometimesthecommand currently runningwill abort (sleep actslikethis, aswe'll see
soon); at other timesit will finishrunning. Further detail sarebeyond the scope of thisbook.

Of course, cmd can be a script or function. The sig s can be specified by name or by number.
Y ou can also invoke trap without arguments, in which case the shell will print alist of any traps
that have been set, using symbolic namesfor the signals.

Here's asimple example that shows how trap works. Suppose we have a shell script called loop
with this code:

while true; do
sl eep 60

done

Thiswill just pause for 60 seconds (the deep command) and repeat indefinitely. trueisa'do-
nothing" command whose exit statusis always 0.[13] Try typing in this script. Invokeit, let it run
for alittle while, then type CTRL-C (assuming that is your interrupt key). It should stop, and you
should get your shell prompt back.



[13] Thiscommandisthesameasthebuilt-inshell no-op command:".

Now insert thisline at the beginning of the script:

trap "echo 'You hit control-Cl"" |INT

Invoke the script again. Now hit CTRL-C. The odds are overwhelming that you are interrupting
the degp command (as opposed totrue). You should see the message "Y ou hit control-C!",
and the script will not stop running; instead, the sleep command will abort, and it will loop
around and start another deep . Hit CTRL-Z to get it to stop and then type kill %1 .

Next, run the script in the background by typing loop & . TypeKkill %loop (i.e., send it the
TERM signal); the script will terminate. Add TERM to the trap command, so that it looks like
this:

trap "echo 'You hit control-C'" |INI TERM

Now repeat the process: run it in the background and typekill %loop . As before, you will see
the message and the process will keep on running. TypeKkill -KILL %]loop to stop it.

Notice that the message isn't really appropriate when you use kill . We'll change the script so it
prints abetter message in the kill case:

trap "echo 'You hit control-C"" INT

trap "echo "You tried to kill ne!'" TERM

while true; do
sl eep 60

done

Now try it both ways: in the foreground with CTRL-C and in the background with kill . Y ou'll
see different messages.

8.4.1. Traps and Functions

Therelationship between traps and shell functionsis straightforward, but it has certain nuances
that are worth discussing. The most important thing to understand isthat functions are
considered part of the shell that invokes them. This meansthat traps defined in the invoking shell
will berecognized inside the function, and moreimportantly, any traps defined in the function



will be recognized by the invoking shell once the function has been called. Consider this code:
settrap ( ) {

trap "echo 'You hit control-Cl"" INT

settrap
while true; do
sl eep 60

done

If you invoke this script and hit your interrupt key, it will print Y ou hit control-C!" In this case
thetrap defined in settrap still existswhen the function exits.

Now consider:
loop () {
trap "echo 'How dare you!"'" INT
while true; do
sl eep 60

done

trap "echo 'You hit control-Cl"" INT

| oop

When you run this script and hit your interrupt key, it will print "How dare you!" In this case the
trap isdefined in the calling script, but when the function is called the trap isredefined. Thefirst
definitionislost. A similar thing happenswith:

lloop () {

trap "echo 'How dare you!'" | NT



trap "echo 'You hit control-Cl"" INT
| oop
while true; do

sl eep 60

done

Once again, the trap isredefined in the function; thisisthe definition used oncetheloopis
entered.

WEe'll now show amore practical example of traps.

Task 8-2

As part of an electronic mail system, write the shell code that |ets a user compose a
message.

The basic ideais to use cat to create the message in atemporary file and then hand thefile's
name off to a program that actually sends the message to its destination. The code to create the
fileisvery smple:

megfil e=/tnp/ neg$$

cat > $nsgfile

Since cat without an argument reads from the standard input, thiswill just wait for the user to
type amessage and end it with the end-of -text character CTRL-D.

8.4.2. Process ID Variables and Temporary Files

The only thing new about this script is $$ in the filename expression. Thisisaspecial shell
variable whose value isthe process ID of the current shell.

To see how $$ works, type ps and note the process ID of your shell process (bash ). Then type
echo "$$"; the shell will respond with that same number. Now type bash to start a subshell, and



when you get a prompt, repeat the process. Y ou should see a different number, probably slightly
higher than the last one.

Arelatedbuilt-inshell variableis! (i.e., itsvalueis $ ), which contains the process ID of the
most recently invoked background job. To see how thisworks, invoke any job in the
background and note the process ID printed by the shell next to [1] . Then typeecho "$# "; you
should see the same number.

To return to our mail example: since all processes on the system must have unigue process I Ds,
$$ isexcellent for constructing names of temporary files.

The directory /tmp is conventionally used for temporary files. Many systems also have another
directory, /var/tmp , for the same purpose.

Nevertheless, aprogram should clean up such files beforeit exits, to avoid taking up
unnecessary disk space. We could do thisin our code very easily by adding thelinerm
$msgfile after the code that actually sends the message. But what if the program receivesasignal
during execution? For example, what if auser changes her mind about sending the message and
hits CTRL-C to stop the process? We would need to clean up before exiting. We'll emulate the
actual UNIX mail system by saving the message being written in afile called dead.letter in the
current directory. We can do this by using trap with acommand string that includes an exit
command:

trap '"mv $negfile dead.letter; exit' |NIT TERM

megfil e=/tnp/ neg$$

cat > $msgfile

# send the contents of $nmsgfile to the specified mail address..

rm $nsgfile

When the script receivesan INT or TERM signal, it will remove the temp file and then exit. Note
that the command string isn't evaluated until it needs to be run, so $msgfilewill containthe
correct value; that's why we surround the string in single quotes.

But what if the script receives asignal before msgfileis created—unlikely though that may be?
Then mv will try to rename afile that doesn't exist. To fix this, we need to test for the existence
of thefile $msgfile beforetrying to delete it. The code for thisisabit unwieldy to putin asingle
command string, so we'll use afunction instead:

function cleanup {

if [ -e $megfile ]; then



mv $nmsgfile dead.letter
fi

exit

trap cleanup |INT TERM

megfil e=/tnp/ neg$$
cat > $nsgfile
# send the contents of $nsgfile to the specified mail address...

rm $nsgfile

8.4.3.1gnoring Signals

Sometimes asignal comesin that you don't want to do anything about. If you give the null string
("" or ") asthe command argument to trap , then the shell will effectively ignorethat signal. The
classic example of asignal you may want to ignore is HUP (hangup). This can occur on some
UNIX systemswhen a hangup (disconnection while using amodem—literally "hanging up") or
some other network outage takes place.

HUP hasthe usual default behavior: it will kill the processthat receivesit. But there are bound to
be times when you don't want a background job to terminate when it receives ahangup signal.

To do this, you could write asimple function that looks like this:
function ignorehup {
trap "" HUP

eval "$@

We write this as afunction instead of a script for reasons that will become clearer when we ook
in detail at subshells at the end of this chapter.

Actually, thereisaUNIX command called nohup that does precisely this. The start script from
the last chapter could include nohup :



eval nohup "$@ > logfile 2>&1 &

This prevents HUP from terminating your command and saves its standard and error output in a
file. Actually, thefollowingisjust asgood:

nohup "$@ > logfile 2>&1 &

If you understand why eval isessentially redundant when you use nohup in this case, then you
have afirm grasp on the material in the previous chapter. Note that if you don't specify a
redirection for any output from the command, nohup placesit in afile called nohup.out .

8.4.4. disown

Another way toignorethe HUP signal iswith the disown built-in.[14 disown takes as an
argument a job specification, such as the process ID or job ID, and removes the process from
thelist of jobs. The processis effectively "disowned" by the shell from that point on, i.e., you
can only refer to it by itsprocess ID sinceit isno longer in thejob table.

[14] disown isnot availableinversionsof bash prior to 2.0.

disown 's-h option performs the same function as nohup ; it specifies that the shell should stop
the hangup signal from reaching the process under certain circumstances. Unlike nohup , it isup
to you to specify where the output from the processisto go.

disown also provides two options which can be of use. -a with no other arguments appliesthe
operation to all jobs owned by the shell. The -r option with does the same but only for currently
running jobs.

8.4.5. Resetting Traps

Another "special case" of thetrap command occurs when you give adash (- ) as the command
argument. Thisresetsthe action taken when the signal isreceived to the default, which usually is
termination of the process.

Asan example of this, let'sreturn to Task 8-2, our mail program. After the user hasfinished
sending the message, the temporary fileiserased. At that point, since thereis no longer any need
to clean up, we can reset the signal trap to its default state. The code for this, apart from function
definitions,is:

trap abortmsg | NT



trap cleanup TERM

megfil e=/tnp/ meg$$
cat > $nsgfile
# send the contents of $nmsgfile to the specified mail address...

rm $nsgfile

trap - |INT TERM

Thelast line of this code resets the handlersfor the INT and TERM signals.

At this point you may be thinking that you could get seriously carried away with signal handling
inashell script. It istruethat "industrial strength” programs devote considerable amounts of
code to dealing with signals. But these programs are almost always large enough so that the
signal-handling codeisatiny fraction of the wholething. For example, you can bet that the real
UNIX mail systemis pretty darn bullet-proof.

However, you will probably never write ashell script that is complex enough, and that needs to
be robust enough, to merit lots of signal handling. Y ou may write a prototype for a program as
largeas mail in shell code, but prototypes by definition do not need to be bullet-proofed.

Therefore, you shouldn't worry about putting signal-handling codein every 20-line shell script
you write. Our adviceisto determineif there are any situationsin which asignal could cause
your program to do something seriously bad and add code to deal with those contingencies.
What is"seriously bad"? Well, with respect to the above examples, we'd say that the case where
HUP causesyour job to terminate is seriously bad, while the temporary file situation in our mail
program is not.

< Day Day Up >
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8.5. Coroutines

We've spent the last several pages on almost microscopic details of process behavior. Rather
than continue our descent into the murky depths, we'll revert to ahigher-level view of processes.

Earlier inthischapter, we covered ways of controlling multiple simultaneousjobswithin an
interactivelogin session; now we'll consider multiple process control within shell programs.
When two (or more) processes are explicitly programmed to run simultaneously and possibly
communicate with each other, we call them coroutines .

Thisisactually nothing new: apipelineisan example of coroutines. The shell's pipeline construct
encapsulates afairly sophisticated set of rules about how processes interact with each other. If
we take acloser look at these rules, we'll be better able to understand other ways of handling
coroutines—most of which turn out to be ssmpler than pipelines.

When you invoke asimple pipeline—say, Is | more— the shell invokes a series of UNIX
primitive operations, or systemcalls. In effect, the shell tells UNIX to do the following things; in
case you're interested, we include in parentheses the actual system call used at each step:

1. Create two subprocesses, which we'll call P1 and P2 (the fork system call).

2. Set up 1/0O between the processes so that P1's standard output feeds into P2's standard
input (pipe).

3. Start /bin/lsin process P1 (exec).
4. Start /bin/more in process P2 (exec).
5. Wait for both processes to finish (wait).

Y ou can probably imagine how the above steps change when the pipeline involves more than two
processes.

Now let's make things simpler. We'll see how to get multiple processesto run at the sametimeif
the processes do not need to communicate. For example, we want the processes alice and
hatter to run as coroutines, without communication, in ashell script. Our initial solution would
bethis:

alice &



hatter

Assume for the moment that hatter isthe last command in the script. The above will work—but
onlyif alicefinishesfirst. If aliceisstill running when the script finishes, then it becomesan
orphan, i.e., it enters one of the "funny states' we mentioned earlier in this chapter. Never mind
the details of orphanhood; just believe that you don't want this to happen, and if it does, you may
need to use the "runaway process’ method of stopping it, discussed earlier in this chapter.

8.5.1. wait

Thereisaway of making sure the script doesn't finish before alice does: the built-in command
wait . Without arguments, wait ssmply waits until al background jobs have finished. So to make
sure the above code behaves properly, we would add wait , likethis:

alice &
hatter

wai t

Here, if hatter finishesfirst, the parent shell will wait for alicetofinish beforefinishingitself.

If your script has more than one background job and you need to wait for specific onesto finish,
you can give wait the process ID of the job.

However, you will probably find that wait without arguments sufficesfor al coroutinesyou will
ever program. Situationsin which you would need to wait for specific background jobs are quite
complex and beyond the scope of this book.

8.5.2. Advantages and Disadvantages of Coroutines

In fact, you may be wondering why you would ever need to program coroutines that don't
communicate with each other. For example, why not just run hatter after aliceinthe usua way?
What advantageistherein running the two jobs simultaneously?

Even if you are running on a computer with only one processor (CPU), then there may be a
performanceadvantage.

Roughly speaking, you can characterize a process in terms of how it uses system resourcesin
threeways: whether itis CPU-intensive (e.g., does lots of number crunching), I/O-intensive
(does alot of reading or writing to the disk), or interactive (requiresuser intervention).



We aready know from Chapter 1 that it makes no senseto run an interactivejob in the
background. But apart from that, the more two or more processes differ with respect to these
threecriteria, the more advantage thereisin running them simultaneously. For example, a
number-crunching statistical cal culation would do well when running at the sametimeasalong,
|/O-intensive database query.

On the other hand, if two processes use resources in similar ways, it may even be less efficient to
run them at the same time asit would be to run them sequentially. Why? Basically, because under
such circumstances, the operating system often hasto "time-slice" the resource(s) in contention.

For example, if both processes are "disk hogs," the operating system may enter amode where it
constantly switches control of the disk back and forth between the two competing processes; the
system ends up spending at least as much time doing the switching as it does on the processes
themselves. This phenomenon is known asthrashing ; at its most severe, it can cause a system
to cometo avirtual standstill. Thrashing isacommon problem; system administrators and
operating system designers both spend |ots of timetrying to minimizeit.

8.5.3. Parallelization

If you have a computer with multiple CPUs you should be less concerned about thrashing.
Furthermore, coroutines can provide dramatic increases in speed on this type of machine, which
isoften called a parallel computer; analogously, breaking up a process into coroutinesis
sometimescalled parallelizing the job.

Normally, when you start abackground job on a multiple-CPU machine, the computer will assign
it to the next available processor. This means that the two jobs are actually—not just
metaphorically—running at thesametime.

In this case, the running time of the coroutinesis essentially equal to that of thelongest-running
job plus abit of overhead, instead of the sum of the runtimes of all processes (although if the
CPUsall shareacommon disk drive, the possibility of I/O-related thrashing still exists). Inthe
best case—all jobs having the same runtime and no /O contention—you get a speedup factor
egual to the number of CPUs.

Parallelizing a program is often not easy; there are several subtleissuesinvolved and there's
plenty of room for error. Nevertheless, it'sworthwhile to know how to parallelize a shell script
whether or not you have aparallel machine, especially since such machines are becoming more
and more common.

Wel'l show how to do this—and give you an idea of some problems involved—by means of a
simpletask whose solutionisamenableto parallelization.



Task 8-3

Write autility that allowsyou to make multiple copies of afile at the sametime.

Well call thisscript mcp . The command mcp filename dest1 dest2 . .. should copy filename to
all of the destinations given. The code for this should be fairly obvious:

file=$1

shift

for dest in "$@; do
cp $file $dest

done

Now let's say we have aparallel computer and we want this command to run as fast as possible.
To parallelizethis script, it'sasimple matter of firing off the cp commands in the background
and adding await at the end:

file=$1

shift

for dest in "$@; do
cp $file $dest &

done

wai t

Simple, right?Well, thereisonelittle problem: what happensif the user specifiesduplicate
destinations? If you're lucky, thefile just gets copied to the same place twice. Otherwise, the
identical cp commandswill interfere with each other, possibly resulting in afilethat containstwo
interspersed copies of theoriginal file. In contrast, if you givetheregular cp command two
argumentsthat point to the samefile, it will print an error message and do nothing.

To fix this problem, we would have to write code that checks the argument list for duplicates.
Although thisisn't too hard to do (see the exercises at the end of this chapter), the time it takes
that code to run might offset any gain in speed from parallelization; furthermore, the code that
does the checking detracts from the simple elegance of the script.



Asyou can see, even aseemingly trivial parallelization task has problemsresulting from multiple
processes that have concurrent access to a given system resource (afile in this case). Such
problems, known as concurrency control issues, become much more difficult as the complexity
of the application increases. Complex concurrent programs often have much more code for
handling the specia cases than for the actual job the program is supposed to do!

Therefore, it shouldn't surprise you that much research has been and is being done on
parallelization, the ultimate goal being to deviseatool that parallelizes code automatically. (Such
tools do exist; they usually work in the confines of some narrow subset of the problem.) Even if
you don't have access to amultiple-CPU machine, parallelizing ashell script isan interesting
exercise that should acquaint you with some of the issues that surround coroutines.
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8.6. Subshells

To conclude this chapter, we will ook at a simple type of interprocess relationship: that of a
subshell with its parent shell. We saw in Chapter 3 that whenever you run a shell script, you
actually invoke another copy of the shell that is a subprocess of the main, or parent , shell
process. Now let's ook at subshellsin more detail.

8.6.1. Subshell Inheritance

The most important things you need to know about subshells are what characteristics they get, or
inherit , from their parents. These are asfollows:

. Thecurrent directory

. Environmentvariables

. Standard input, output, and error, plus any other open file descriptors

. Signalsthat areignored
Just asimportant are the things that a subshell does not inherit from its parent:

- Shell variables, except environment variablesand those defined in the environment file

(usudly .bashrc)
. Handling of signalsthat are not ignored

We covered some of thisin Chapter 3, but these points are common sources of confusion, so
they bear repeating.

8.6.2. Nested Subshells

Subshells need not be in separate scripts; you can also start a subshell within the same script (or
function) asthe parent. Y ou do thisin amanner very similar to the command blockswe saw in
the last chapter. Just surround some shell code with parentheses (instead of curly brackets), and
that code will runinasubshell. We'll call thisa nested subshell.



For example, hereisthe calculator program from the last chapter, with a subshell instead of a
command block:

( while read line; do
echo "$(al g2rpn $line)"
done

) | dc

The code inside the parentheses will run as a separate process. Thisisusually less efficient than
acommand block. The differencesin functionality between subshells and command blocks are
very few; they primarily pertain to issues of scope, i.e., the domainsin which definitions of things
like shell variables and signal traps are known. First, code inside a nested subshell obeysthe
above rules of subshell inheritance, except that it knows about variables defined in the
surrounding shell; in contrast, think of blocks as code unitsthat inherit everything from the outer
shell. Second, variables and traps defined inside a command block are known to the shell code
after the block, whereas those defined in asubshell are not.

For example, consider this code:
{
hat t er =mad
trap "echo 'You hit CTRL-CI'" |INT
}
while true; do
echo "\$hatter is S$hatter"”
sl eep 60

done

If you run this code, you will see the message $hatter is mad every 60 seconds, and if you hit
CTRL-C, you will seethe message, You hit CTRL-C! . You will need to hit CTRL-Z to stop it
(don't forget tokill it with kill %+ ). Now let's change it to a nested subshell:

(

hat t er =nad

trap "echo 'You hit CTRL-CI'" |INT



)

while true; do
echo "\$hatter is $hatter”
sl eep 60

done

If you run this, you will seethe message $hatter is; the outer shell doesn't know about the
subshell'sdefinition of hatter and therefore thinksit's null. Furthermore, the outer shell doesn't
know about the subshell'strap of the INT signal, so if you hit CTRL-C, the script will terminate.

If alanguage supports code nesting, then it's considered desirable that definitions inside a nested
unit have a scope limited to that nested unit. In other words, nested subshells give you better
control than command blocks over the scope of variables and signal traps. Therefore, we feel
that you should use subshellsinstead of command blocks if they areto contain variable
definitions or signal traps—unless efficiency isaconcern.
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8.7. Process Substitution

A unigue but rarely used feature of bash is process substitution . Let's say that you had two
versions of a program that produced large quantities of output. Y ou want to see the differences
between the output from each version. Y ou could run the two programs, redirecting their output
to files, and then use the cmp utility to see what the differenceswere.

Another way would be to use process substitution. There are two forms of this substitution. One
isfor input to a process: > (list ); the other isfor output from a process: < (list). listisa
process that has its input or output connected to something viaanamed pipe. A named pipeis
simply atemporary filethat actslike a pipewith aname.

In our case, we could connect the outputs of the two programs to the input of cmp vianamed
pipes:

cnp <(progl) <(prog2)

progl and prog2 are run concurrently and connect their outputs to named pipes. cmp reads
from each of the pipes and compares the information, printing any differences asit does so.

This chapter has covered alot of territory. Here are some exercises that should help you make
sure you have afirm grasp on the material. Don't worry if you have trouble with the last one; it's
especialy difficult.

1. Writeashell script called pinfo that combinesthe jobs and ps commands by printing alist
of jobs with their job numbers, corresponding process I Ds, running times, and full
commands.

2. Takeanon-trivial shell script and "bullet-proof"” it with signal traps.
3. Takeanon-trivial shell script and parallelizeit asmuch as possible.

4. Write the code that checks for duplicate arguments to the mcp script. Bear in mind that
different pathnames can point to the samefile. (Hint: if $i is"1", then eval "echo \${ $i}'
printsthefirst command-line argument. Make sure you understand why.)
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Chapter 9. Debugging Shell Programs

We hope that we have convinced you that bash can be used as a serious UNIX programming
environment. It certainly has enough features, control structures, etc. But another essential part of
aprogramming environment isaset of powerful, integrated support tools . For example, thereis
awide assortment of screen editors, compilers, debuggers, profilers, cross-referencers, etc., for
languages like C and C++. If you program in one of these languages, you probably take such
tools for granted, and you would undoubtedly cringe at the thought of having to develop code
with, say, the ed editor and the adb machine-languagedebugger.

But what about programming support tools for bash ? Of course, you can use any editor you
like,including i and emacs . And because the shell is an interpreted language, you don't need a
compiler [l But there are no other tools available.

[1 Actually, if youarereally concerned about efficiency, thereareshel | codecompil ersonthemarket; they convert shell
scriptsto C codethat often runsquite abit faster.

This chapter looks at some useful features that you can use to debug shell programs. We'll look
at how you can utilize them in the first part of this chapter. We'll then ook at some powerful new
features of bash, not present in most Bourne shell workalikes, which will help in building ashell
script debugging tool. At the end of the chapter, we'll show step by step how to build a
debugger for bash . The debugger, called bashdb , isabasic yet functiona program that will not
only serve as an extended exampl e of various shell programming techniques, but will also
provide you with auseful tool for examining the workings of your own shell scripts.
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9.1. Basic Debugging Aids

What sort of functionality do you need to debug a program? At the most empirical level, you
need away of determining what is causing your program to behave badly, and where the
problemisinthe code. Y ou usually start with an obvious what (such as an error message,
Inappropriate output, infinite loop, etc.), try to work backwards until you find awhat that is
closer to the actual problem (e.g., avariable with abad value, a bad option to acommand), and
eventually arriveat theexact where in your program. Then you can worry about how to fix it.

Notice that these steps represent a process of starting with obvious information and ending up
with often obscure facts gleaned through deduction and intuition. Debugging aids makeit easier
to deduce and intuit by providing relevant information easily or even automatically, preferably
without modifying your code.

The simplest debugging aid (for any language) isthe output statement, echo , in the shell's case.
Indeed, old-time programmers debugged their FORTRAN code by inserting WRITE cards into
their decks. Y ou can debug by putting lots of echo statementsin your code (and removing them
later), but you will have to spend lots of time narrowing down not only what exact information
you want but also where you need to seeit. You will also probably have to wade through lots
and lots of output to find the information you really want.

9.1.1. Set Options

Luckily, the shell hasafew basic featuresthat give you debugging functionality beyond that of
echo . The most basic of these are options to the set -0 command (as covered in Chapter 3).
These options can also be used on the command line when running a script, as Table 9-1 shows.

Table 9-1. Debugging options

set -0 option  Command-lineoption Action
noexec -n Don't run commands; check for syntax errors only
verbose -V Echo commands before running them

xtrace -X Echo commands after command-line processing



The ver bose option simply echoes (to standard error) whatever input the shell gets. It is useful
for finding the exact point at which a script is bombing. For example, assume your script looks
likethis:

alice
hatter
mar ch
teatine
treacle

wel |

None of these commandsis a standard UNIX program, and each does its work silently. Say the
script crasheswith acryptic message like " segmentation violation." Thistells you nothing about
which command caused the error. If you type bash -v scriptname, you might seethis:

alice
hatt er
mar ch

segnentation violation

teati ne
treacl e
wel |

Now you know that mar ch is the probable cul prit—though it is also possible that march
bombed because of something it expected alice or hatter to do (e.g., create an input file) that
they did incorrectly.

The xtr ace option ismore powerful: it echoes command lines after they have been through
parameter substitution, command substitution, and the other steps of command-line processing
(aslistedin Chapter 7). For example:

.ps 8
$ set -0 xtrace$ alice=girl+ alice=girl

$ echo "$alice"+ echo girl



girl

$1s -1 $(type -path vi)++ type -path vi

+ 1s -F -1 [usr/bin/vi

| rwxr wxr wx 1 root r oot 5 Jul 26 20:59 /usr/bin/vi -> elvis*

$

Asyou can see, xtrace startseach lineit printswith + (each + representing alevel of expansion).
Thisisactually customizable: it'sthevalue of thebuilt-inshell variable PS4 . So if you set PS4
to "xtrace—>" (e.g., in your .bash _profile or .bashrc), then you'll get xtr acelistingsthat look
likethis:

.ps 8

$1s -1 $(type -path vi)xxtrace--> type -path vi

xtrace--> Is -l /[usr/bin/vi

| rwWxr wxr wx 1 root r oot 5 Jul 26 20:59 /usr/bin/vi -> elvis*
$

Noticethat for multiple levels of expansion, only thefirst character of PS4 is printed. This makes
the output more readable.

An even better way of customizing PS4 isto use abuilt-in variable we haven't seen yet:
LINENO , which holdsthe number of the currently running linein ashell script.[2] Put thisline
inyour .bash_profileor environmentfile:

[2] Inversionsof bash prior to 2.0, LINENOwon'tgiveyouthecurrentlineinafunction. LINENO , instead, givesan
approximation of thenumber of simplecommandsexecuted sofar inthecurrent function.

PS4="1ine $LI NENO

We use the same technique as we did with PS1in Chapter 3 : using single quotes to postpone
the evaluation of the string until each timethe shell printsthe prompt. Thiswill print messages of
theform line N : in your trace output. Y ou could even include the name of the shell script you're
debugging in this prompt by using the positional parameter $0:

PS4="$0 |ine $LI NENO

As another example, say you are trying to track down abug in a script called alice that contains



this code:

dbf my=$1. f my

fndrs=$(cut -f3 -d' ' $dfbnm)

Y ou type alice teatimeto runit in the normal way, and it hangs. Then you type bash -x alice
teatime, and you see this:

+ dbfmg=t eati ne. f ny

+ + cut -f3 -d

It hangs again at this point. Y ou notice that cut doesn't have afilename argument, which means
that there must be something wrong with the variable dbfmq . But it has executed the assignment
statement dbfmg=teatime.fmq properly... ah-hah! Y ou made atypo in the variable nameinside
the command substitution construct.[3] Y ou fix it, and the script works properly.

[3] We should admit that if you had turned on the nounset option at thetop of thisscript, the shell would haveflagged
thiserror.

The last option isnoexec , which reads in the shell script and checks for syntax errors, but
doesn't execute anything. It'sworth using if your script is syntactically complex (lots of oops,
command blocks, string operators, etc.) and the bug has side effects (like creating alargefile or
hanging up the system).

Y ou can turn on these options with set -0 option in your shell scripts, and, asexplained in
Chapter 3, turn them off with set +0 option . For example, if you're debugging a chunk of code,
you can precede it with set -0 xtrace to print out the executed commands, and end the chunk
with set +0 xtrace.

Note, however, that once you have turned noexec on, you won't be able to turn it off; aset +o
noexec will never be executed.

9.1.2. Fake Signals

Fake signals are more sophisticated set of debugging aids. They can be used in trap statements
to get the shell to act under certain conditions. Recall from the previous chapter that trap allows
you to install some code that runs when a particular signal is sent to your script.



Fake signals work in the same way, but they are generated by the shell itself, as opposed to the
other signalswhich are generated externally. They represent runtime eventsthat arelikely to be of
interest to debuggers—both human ones and software tools—and can be treated just like real
signalswithinshell scripts. Table 9-2liststhefour fakesignalsavailablein bash .

Table 9-2. Fake signals

Fakesignal Sent when
EXIT The shell exitsfrom script
ERR A command returning anon-zero exit status

DEBUG  Theshell has executed a statementl4l

A shell function or a script executed with the . or source builtinsfinishes

RETURN ¢ tinglS)

[4 TheDEBUG signal isnot availablein bash versionsprior to 2.0.
[5 TheRETURN signal isnot availablein bash versions prior to 3.0.

9.1.2.1 EXIT

The EXIT trap, when set, will run its code whenever the script within which it was set exits.[€]

[6] Y ou can usethissignal only for theexiting of ascript. Functionsdon't generatethe EXI T signal, asthey arepart of
thecurrent shell invocation.

Here'sasimpleexample:
trap 'echo exiting fromthe script' EXIT

echo 'start of the script’

If you run this script, you will see this output:
start of the script

exiting from the script

In other words, the script starts by setting the trap for its own exit, then prints a message. The
script then exits, which causes the shell to generate the signal EXIT, whichin turn runsthe code



echo exiting from the script .

An EXIT trap occurs no matter how the script exits—whether normally (by finishing the last
statement), by anexplicit exit or return statement, or by receiving a"real" signal such asINT or
TERM. Consider thisinane number-guessing program:

trap 'echo Thank you for playing!" EXIT

magi cnunme$( ( SRANDOWA0+1) )

echo ' Guess a nunber between 1 and 10:'

while read -p 'Quess: ' guess ; do
sleep 4
if [ "$guess" = $magi cnum ]; then
echo 'Right!’
exit
f
echo 'Wong!"'
done

This program picks anumber between 1 and 10 by getting arandom number (the built-in variable
RANDOM ), extracting thelast digit (the remainder when divided by 10), and adding 1. Then it
prompts you for a guess, and after 4 seconds, it will tell you if you guessed right.

If you did, the program will exit with the message, "Thank you for playing!", i.e., it will runthe
EXIT trap code. If you were wrong, it will prompt you again and repeat the process until you get
it right. If you get bored with thislittle game and hit CTRL-C or CTRL-D whilewaiting for it to
tell you whether you wereright, you will also see the message.

The EXIT trap isespecially useful when you want to print out the values of variables at the point
that your script exits. For example, by printing the value of loop counter variables, you can find
the most appropriate placesin a complicated script, with many nested for loops, to enable
xtrace or place debug output.

9.1.2.2 ERR

Thefake signal ERR enables you to run code whenever acommand in the surrounding script or



function exits with non-zero status. Trap code for ERR can take advantage of the built-in
variable ? , which holds the exit status of the previous command. It survivesthetrap andis
accessible at the beginning of the trap-handling code.

A simple but effective use of thisisto put the following code into a script you want to debug:
function errtrap {
es=$7?

echo "ERROR Command exited with status $es."

trap errtrap ERR

Thefirst line savesthe nonzero exit statusin thelocal variable es .

For example, if the shell can't find acommand, it returns status 127. If you put the codein a
script with aline of gibberish (like"nhbdeuje"), the shell responds with:

scriptnane: |ine N nhbdeuje: command not found

ERROR: command exited with status 127.

N isthe number of the line in the script that contains the bad command. In this case, the shell
printsthe line number as part of its own error-reporting mechanism, since the error was a
command that the shell could not find. But if the nonzero exit status comes from another
program, the shell doesn't report the line number. For example:

function errtrap {
es=$7?

echo "ERROR. Command exited with status $es.”

trap errtrap ERR

function bad {

return 17



bad

Thisonly prints ERROR: Command exited with status 17 .

It would obviously be an improvement to include the line number in thiserror message. The
built-in variable LINENO exists, but if you useit insideafunction, it evaluatesto the line number
in the function, not in the overal file. In other words, if you used $LINENO in the echo
statementinthe errtrap routine, it would always evaluateto 2.

To get around this problem, we simply pass $LINENO as an argument to the trap handler,
surrounding it in single quotes so that it doesn't get evaluated until the fake signal actually comes
in:

function errtrap {
es=%$?
echo "ERROR line $1: Command exited with status $es."

}
trap "errtrap $LINENO ERR

If you use this with the above example, theresult isthe message, ERROR line 12: Command
exited with status 17 . Thisis much more useful. We'll see avariation on thistechnique shortly.

Thissimple codeis actually not a bad all-purpose debugging mechanism. It takes into account
that a nonzero exit status does not necessarily indicate an undesirable condition or event:
remember that every control construct with aconditional (if , while, etc.) uses a nonzero exit
status to mean "false." Accordingly, the shell doesn't generate ERR traps when statements or
expressions in the "condition™ parts of control structures produce nonzero exit statuses. Also, an
ERR trap is not inherited by shell functions, command substitutions, and commands executed in
asub[%hell. However thisinheritance behaviour can beturned on by using set -o errtrace (or set
-E).

[7] Inheritanceof theERRtrapisnot availableinversionsof bash prior to 3.0.

One disadvantageisthat exit statuses are not as uniform (or even as meaningful) asthey should
be, aswe explained in Chapter 5. A particular exit status need not say anything about the nature
of the error or even that there was an error.



9.1.2.3 DEBUG

Another fake signal, DEBUG, causes the trap code to be executed before every statement in a
function or scriptl8 This has two main uses. First is the use for humans, as a sort of "brute
force" method of tracking a certain element of a program's state that you notice has gone awry.

[8] Warning: the DEBUG trap was run after statementsinversionsof bash prior to 2.05b. The debugger inthis
chapter hasbeenwrittenfor thecurrent version of bash wherethetrap isrun before each statement.

For example, you notice the value of aparticular variable isrunning amok. The naive approach is
to put in alot of echo statementsto check the variable's value at several points. The DEBUG
trap makesthiseasier by letting you do this:

function dbgtrap
{

echo "badvar is $badvar "

trap dbgtrap DEBUG
...section of code in which the problem occurs...

trap - DEBUG # turn off the DEBUG trap

Thiscodewill print the value of the wayward variable before every statement between the two
trap s.

Oneimportant point to remember when using DEBUG isthat it isnot inherited by functions
called from the shell inwhichitisset. In other words, if your shell setsa DEBUG trap and then
callsafunction, the statements within the function will not execute thetrap. There arethree ways
around this. Firstly you can set atrap for DEBUG explicitly within the function. Alternately you
can declar e the function with the -t option which turns on debug inheritance in functions and
alowsafunctiontoinheritaDEBUG trap from the caller. Lastly you can use set -0 functrace
(or set -T ) which does the same thing as declar e but appliesto all functions.[®]

[9 Inheritanceof theDEBUGtrap, declare -t , set -o functrace, and set -T arenot availablein bash prior toversion
3.0.

The second use of the DEBUG signal isasaprimitive for implementing a bash debugger. Welll
look at doing just that shortly.



9.1.2.4 RETURN

A RETURN trap is executed each time a shell function or a script executed with the . or sour ce
commandsfinishesexecuting.

Aswith DEBUG, the RETURN trap is not inherited by functions. Y ou again have the options of
setting the trap for RETURN within the function, declar e the function with the -t option so that
that function inheritsthetrap, or use set -o functrace to turn on the inheritance for all functions.

Hereisasimple example of aRETURN trap:
function returntrap {

echo "A return occurred"

trap returntrap RETURN

function hello {

echo "hell o worl d"

hell o

When the script is executed it executes the hello function and then runs the trap:
$ ./returndeno
hello world

A return occurred

$

Noticethat it didn't trap when the script itself finished. The trap would only have run at the end
of the script if we'd sour ce d the script. Normally, to trap at the exiting of the script we'd also
need to define atrap for the EXIT signal that we looked at earlier.

In addition to these fake signals, bash 3.0 added some other featuresto help with writing afull-



scale debugger for bash . Thefirst of these is the extdebug option to the shopt command,
which switches on certain thingsthat are useful for adebugger. These include:

. The -F option to declar e displays the source filename and line number corresponding to
each function name supplied as an argument.

. If the command that is run by the DEBUG trap returns a non-zero value, the next command
Is skipped and not executed.

. If the command run by the DEBUG trap returnsavaue of 2, and the shell isexecutingina
subroutine (a shell function or ashell script executed by the . or sour ce commands), a call
to returnissimulated.

The shell aso has anew option, —debugger , which switches on both the extdebug and
functracefunctionality.

9.1.3.Debugging Variables

Bash 3.0 added some useful environment variablesto aid in writing adebugger. Theseinclude
BASH_SOURCE, which contains an array of filenamesthat correspond to what is currently
executing; BASH_LINENO, which isan array of line numbers that correspond to function calls
that have been made; BASH_ARGC and BASH_ARGYV array variables, thefirst holding the
number of parametersin each frame and the second the parameters themselves.

WEe'll now look at writing adebugger, athough we'll keep things simple and avoid using these
variables. Thisalso meansthe debugger will work with earlier versions of bash .
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9.2. A bash Debugger

In this section we'll develop avery basic debugger for bash [10] Most debuggers have numerous
sophisticated features that help a programmer in dissecting a program, but just about all of them
include the ability to step through arunning program, stop it at selected places, and examine the
values of variables. These ssimplefeatures are what we will concentrate on providing in our
debugger. Specifically, we'll providetheability to:

[10] Unfortunately, thedebugger will not work withversionsof bash prior to 2.0, becausethey do not implement the
DEBUGsgndl.

. Specify placesin the program at which to stop execution. These are called breakpoints .
- Execute a specified number of statementsin the program. Thisis called stepping .

- Examine and change the state of the program during its execution. Thisincludesbeing able
to print out the values of variables and change them when the program is stopped at a
breakpoint or after stepping.

. Print out the source code we are debugging along with indications of where breakpointsare
and what lineinthe program we are currently executing.

- Providethe debugging capability without having to change the original source code of the
program we wish to debug in any way.

Asyou will see, the capability to do all of these things (and more) iseasily provided by the
constructs and methods we have seen in previous chapters.

9.2.1. Structure of the Debugger

The bashdb debugger works by taking ashell script and turning it into a debugger for itself. It
doesthis by concatenating debugger functionality and the target script, whichwe'll call the guinea
pig script, and storing it in another file that then gets executed. The processis transparent to
users—they will be unaware that the code that is executing is actually amodified copy of their
script.

The bash debugger has three main sections: the driver , the preamble , and the debugger
functions .



9.2.1.1 The driver script

Thedriver script isresponsible for setting everything up. It isascript called bashdb and looks
likethis:

# bashdb - a bash debugger
# Driver Script: concatenates the preanble and the target script

# and then executes the new script.

echo 'bash Debugger version 1.0

_dbnane=${ 0##*/}

if (( $# < 1)) ; then
echo "$ _dbnane: Usage: $_dbnane fil enane" >&2
exit 1

fi

_gui neapi g=%1

if [ ! -r $1 ]; then
echo "$ dbnane: Cannot read file '$_guineapig ." >&
exit 1

fi

shift

_tmpdir=/tnp
_libdir=.



_debugfil e=$_t npdir/bashdb. $$ # tenporary file for script that is
bei ng debugged

cat $_libdir/bashdb. pre $_guineapig > $ _debugfile

exec bash $ debugfile $ guineapig $ tnpdir $ libdir "$@

bashdb takes asthefirst argument the name of guineapig file. Any subsequent arguments are
passed on to the guinea pig as its positional parameters.

If no argumentsare given, bashdb prints out a usage line and exits with an error status.
Otherwise, it checksto seeif thefile exists. If it doesn't, exist then bashdb prints a message and
exitswith an error status. If al isin order, bashdb constructs atemporary filein the way we saw
in the last chapter. If you don't have (or don't have access to) /tmp on your system, then you can
substitute a different directory for _tmpdir .[11 Thevariable libdir isthe name of the directory
that contains files needed by bashdb (bashdb.pre and bashdb.fns). If you areinstalling bashdb
on your system for everyone to use, you might want to place them in /usr/lib .

[11] All functionnamesandvariables(except thoselocal tofunctions) in bashdb havenamesbeginningwithan
underscore(_), tominimizethepossibility of clasheswithnamesintheguineapigscript.

The cat statement builds the modified copy of the guineapig file: it containsthe script found in
bashdb.pre (which we'll ook at shortly) followed by a copy of the guineapig.

9.2.1.2 exec

Thelast linerunsthe newly created script with exec , a statement we haven't discussed yet.
We've chosen to wait until now to introduce it because—as we think you'll agree—it can be
dangerous. exec takesits arguments as acommand line and runs the command in place of the
current program, in the same process. In other words, a shell that runs execwill terminate
immediately and be replaced by exec 's arguments.[12]

[12] ex ec can also be used with an I/O redirector only; thismakestheredirector takeeffect for theremainder of the
scriptor loginsession. For example, theline exec 2>errlog at thetop of ascript directs standard error to thefile
errlog for therest of the script.

In our script, exec just runsthe newly constructed shell script, i.e., the guineapig withits
debugger, in another shell. It passes the new script three arguments—the name of the original
guineapigfile($_guineapig ), the name of the temporary directory ($ tmpdir ), and the name
of thelibrary directory ($_libdir )—followed by the user's positional parameters, if any.

9.2.2. The Preamble



Now we'll ook at the code that gets prepended to the guinea pig script; we call thisthe preamble.
It'skept in thefile bashdb.preand lookslikethis:

# bashdb preanbl e
This file gets prepended to the shell script being debugged.

Argunent s:

$2
$3

#

#

# $1 = the nane of the original guinea pig script

# the directory where tenporary files are stored
#

the directory where bashdb. pre and bashdb.fns are stored

_debugfil e=$0

_gui neapi g=%$1

_tnpdir=%$2
_libdir=$3

shift 3

source $_I|ibdir/bashdb. fns
_l'i nebp=
let _trace=0

let _i=1

while read; do
_lines[$_i]=$REPLY
let _i=$_i+1

done < $_guineapig

trap _cleanup EXIT



et _steps=1

trap '_steptrap $(( $LINENO -29 ))' DEBUG

Thefirst few lines save the three fixed argumentsin variables and shift them out of the way, so
that the positional parameters (if any) are those that the user supplied on the command line as
argumentsto the guineapig. Then, the preamble readsin another file, bashdb.fns , which
contains all of the functions necessary for the operation of the debugger itself. We put this code
inaseparatefileto minimizethe size of thetemporary file. We'll examine bashdb.fns shortly.

Next, bashdb.preinitializes a breakpoint array to empty and execution tracing to off (seethe
following discussion), then readsthe original guineapig script into an array of lines. We need the
source linesfrom the original script for two reasons: to allow the debugger to print out the script
showing where the breakpoints are, and to print out the lines of code asthey executeif tracing is
turned on. Y ou'll notice that we assign the script linesto _lines from the environment variable
$REPLY rather than reading theminto the array directly. Thisisbecause SREPLY preserves
any leading whitespaceinthelines, i.e., it preservestheindentation and layout of the original
script.

Thelast five lines of code set up the conditions necessary for the debugger to begin working.
Thefirst trap command sets up a clean-up routine that runs when the fake signal EXIT occurs.
The clean-up routine, normally called when the debugger and guineapig script finish, just erases
thetemporary file. Thenext linesetsthevariable _stepsto 1 so that when the debugger isfirst
entered, it will stop after thefirst line.

The next line setsup the routine _steptrap to run when the fake signal DEBUG occurs.

Thebuilt-invariable LINENO , which we saw earlier in the chapter, isused to provideline
numbersin the debugger. However, if wejust used LINENO asis, we'd get line numbers above
30 because L INENO would be including the linesin the preamble. To get around this, we can
pass LI NENO minus the number of linesin the preambleto the trap.[13]

[13] If you aretyping or scanning in the preambl e codefrom thisbook, makesurethat thelast lineinthefileisthecall to
setthetrap, i.e., no blank linesshould appear after thecall to trap .

9.2.3.Debugger Functions

Thefunction _steptrap isthe entry point into the debugger; it isdefined in thefile bashdb.fns .
Hereis_steptrap:
# After each line of the test script is executed the shell traps to

# this function.



function _steptrap

{

_curline=$1 # the nunmber of the line that just ran

(( $_trace )) && nmsg "$PS4 line $ curline: ${ lines[$_curline]}"

if (( $_steps >= 0 )); then
let _steps="$_steps - 1"

fi

# First check to see if a line nunber breakpoint was reached.
# If it was, then enter the debugger.
if _at_linenunbp ; then

_msg "Reached breakpoint at line $ curline"

_cndl oop

# It wasn't, so check whether a break condition exists and is true.
# 1f it is, then enter the debugger
elif [ -n "$ brcond" ] && eval $ _brcond; then

_nmsg "Break condition $_brcond true at line $_curline"

_cndl oop

# It wasn't, so check if we are in step node and the nunber of steps
# is up. If it is then enter the debugger
elif (( $_steps == 0 )): then

_nmeg "Stopped at line $ curline"

_cndl oop



fi

_steptrap starts by setting _curlineto the number of the guineapig linethat just ran. If
execution tracing ison, it prints the PS4 execution trace prompt (like the shell's xtrace mode),
line number, and line of codeitself. It then decrements the number of stepsif the number of
steps still left is greater than or equal to zero.

Then it does one of two things: it enters the debugger via _cmdloop , or it returns so the shell
can execute the next statement. It chooses the former if a breakpoint or break condition has been
reached, or if the user stepped into this statement.

9.2.3.1 Commands

Wewill explain shortly how _steptrap determinesthese things; now wewill look at _cmdloop .
It'sasimple combination of the case statements we saw in Chapter 5, and the calculator loop we
saw in the previous chapter.

# The Debugger Command Loop

function _cndl oop {

| ocal cnmd args

while read -e -p "bashdb> " cnd args; do

case $cnd in

\? | h ) _menu ;; # print command nenu

bc ) _setbc $args ;; # set a break condition

bp ) _setbp $args ;; # set a breakpoint at the given
# 1ine

cb ) _clearbp $args ;; # clear one or all breakpoints

ds ) _displayscript ;; # list the script and show the

# breakpoints

g ) return ;; # "go": start/resune execution of



# the script

g ) exit ;; # quit

s ) let _steps=${args:-1} # single step N tinmes
# (default = 1)
return ;;
X ) _Xtrace ;; # toggl e execution trace
I* ) eval ${cnmd#!'} $args ;; # pass to the shel
* ) _nmsg "lnvalid conmand: ' $cnd' "
esac

done

Ateachiteration, _cmdloop prints a prompt, reads a command, and processes it. We useread -
e so that the user can take advantage of the readline command-line editing. The commandsare
all one- or two-letter abbreviations; quick for typing, but terseinthe UNIX style.[14]

[14] Thereisnothingto stop youfrom changing thecommandsto something you find easier toremember. Thereisno
"offidd" bash debugger, so feel freeto change the debugger to suit your needs.

Table 9-3 summarizes the debugger commands.

Table 9-3. bashdb commands

Command Action
bp N Set breakpoint at line N

bp List breakpoints and break condition

bc string  Set break condition to string

bc Clear break condition

cb N Clear breakpointatline N

cb Clear dl breakpoints



Command Action

ds Display the test script and breakpoints
g Start/resumeexecution

S[N] Execute N statements (default 1)

X Toggle execution trace on/of f

h,? Print the help menu

I string Pass string to a shell

q Quit

Beforelooking at the individual commands, it isimportant that you understand how control
passes through _steptrap , the command loop, and the guinea pig.

_steptrap runs after every statement in the guineapig asaresult of thetrap on DEBUG in the
preamble. If abreakpoint has been reached or the user previoudy typed in a step command(s),
_steptrap calsthe command loop. In doing so, it effectively "interrupts” the shell that isrunning
the guinea pig to hand control over to the user.

The user can invoke debugger commands aswell as shell commands that run in the same shell as
the guinea pig. This means that you can use shell commandsto check values of variables, signal
traps, and any other information local to the script being debugged. The command loop
continues to run, and the user staysin control, until hetypesg, g, or s. We'll now look in detail
at what happens in each of these cases.

Typing g hasthe effect of running the guinea pig uninterrupted until it finishesor hitsa
breakpoint. It smply exits the command loop and returnsto _steptrap , which exitsaswell. The
shell then regains control and runsthe next statement in the guinea pig script. Another DEBUG
signal occurs and the shell trapsto _steptrap again. If there are no breakpointsthen _steptrap
will just exit. Thisprocesswill repeat until abreakpoint isreached or the guinea pig finishes.

The g command callsthe function _cleanup , which erases the temporary file and exitsthe
program.

9.2.3.2 Stepping

When the user types s , the command loop code sets the variable _steps to the number of steps
the user wantsto execute, i.e., to the argument given. Assume at first that the user omitsthe
argument, meaningthat _stepsis set to 1. Then the command loop exits and returns control to



_steptrap , which (as above) exits and hands control back to the shell. The shell runs the next
statement and returnsto _steptrap , which then decrements _steps to 0. Then the second €lif
conditional becomes true because stepsis 0 and prints a"stopped” message and then calls the
command loop.

Now assume that the user suppliesan argumenttos, say 3. _stepsisset to 3. Then the
following happens:

1. After thenext statement runs, _steptrap iscalled again. It entersthefirst if clause, since
_stepsisgreater than 0. _steptrap decrements _stepsto 2 and exits, returning control to
theshell.

2. This process repeats, another step in the guineapigisrun, and _steps becomes 1.

3. A third statement isrun and we'reback in _steptrap . _stepsis decremented to O, the
second €lif clauseisrun, and _steptrap breaks out to the command loop again.

The overall effect isthat the three steps run and then the debugger takes over again.

All of the other debugger commands cause the shell to stay in the command loop, meaning that
the user prolongsthe "interruption” of the shell.

9.2.3.3 Breakpoints

Now we'll examinethe breakpoint-rel ated commands and the breakpoint mechanism in general.
The bp command callsthe function _setbp , which can do two things, depending on whether an
argument is supplied or not. Hereisthe code for _setbp :

# Set a breakpoint at the given |ine nunber or list breakpoints

function _setbp

{

| ocal i

if [ -z "$1" ]; then
_listbp
elif [ $(echo $1 | grep "~[0-9]*') ]; then

if [ -n"${ lines[$1]}" ]; then



_linebp=($(echo $( (for i in ${ linebp[*]} $1; do
echo $i; done) | sort -n) ))
_nmsg "Breakpoint set at line $1"
el se
_msg "Breakpoints can only be set on non-blank |ines"
fi
el se
_meg "Please specify a nuneric line nunber"”

fi

If no argument issupplied, _setbp calls _listbp , which printsthe line numbersthat have
breakpoints set. If anything other than a number is supplied as an argument, an error message is
printed and control returns to the command loop. Providing a number as the argument allows us
to set a breakpoint; however, we have to do another test before doing so.

What happensif the user decidesto set a breakpoint at anonsensical point: ablank line, or at line
1,000 of a10-line program? If the breakpoint is set well beyond the end of the program, it will
never be reached and will cause no problem. If, however, abreakpoint is set at ablank line, it will
cause problems. The reason is that the DEBUG trap only occurs after each executed simple
command in ascript, not each line. Blank lines never generate the DEBUG signal. The user could
set abreakpoint on ablank line, in which case continuing execution with the g command would
never break back out to the debugger.

We can fix both of these problems by making sure that breakpoints are set only on lines with
text.[13] After making the tests, we can add the breakpoint to the breskpoint array, _linebp . This
isalittle more complex than it sounds. In order to make the code in other sections of the
debugger simpler, we should maintain a sorted array of breakpoints. To do this, we echo all of
theline numbers currently in the array, along with the new number, in asubshell and pipethem
intothe UNIX sort command. sort -n sortsalist into numerically ascending order. The result of
thisisalist of ordered numbers which we then assign back to the _linebp array witha
compound assignment.

[15] Thisisn'tacompletesolution. Certain other lines(e.g., comments) will also beignored by the DEBUG trap. Seethe
listof limitationsand theexercisesat theend of thischapter.

To complement the user's ability to add breakpoints, we aso allow the user to delete them. The
cb command allows the user to clear single breakpoints or all breakpoints, depending on whether



aline number argument is supplied or not. For example, cb 12 clearsabreakpoint at line 12 (if a
breakpoint was set at that line). cb on its own would clear all of the breakpoints that have been
set. It isuseful to look briefly at how thisworks; hereisthe code for the function that is called
withthe cb command, clearbp:

function _clearbp

{

| ocal i

if [ -z "$1" ]; then
unset _linebp[*]
~msg "All breakpoints have been cl eared"
elif [ $(echo $1 | grep "~[0-9]*') ]; then
_linebp=($(echo $(for i in ${_linebp[*]}; do
if (( $1 !'=8$i )); then echo $i; fi; done) ))
_nsg "Breakpoint cleared at |ine $1"
el se
_meg "Please specify a nuneric |ine nunber"

fi

The structure of the code is similar to that used for setting the breakpoints. If no argument was
supplied to the command, the breakpoint array is unset, effectively deleting all the breakpoints. If
an argument was supplied and is not a number, we print out an error message and exit.

A numeric argument to the cb command means the code has to search the list of breakpoints and
delete the specified one. We can easily make the deletion by following aprocedure similar to the
one we used when we added a breakpoint in _setbp . We execute aloop in asubshell, printing
out the line numbersin the breakpoints list and ignoring any that match the provided argument.
The echoed values once again form a compound statement, which can then be assigned to an
array variable.[16]

[16] bashversions2.01 and earlier haveabugin assigning arraysto themselvesthat preventsthecodefor setbp and
clear bp fromworking. In each case, you can get around thisbug by assigning _linebp toalocal variablefirst, unset
tingit, and thenassigning thelocal variableback toit. Better yet, updateto amorerecent version of bash .



Thefunction _at_linenumbp iscalled by _steptrap after every statement; it checkswhether the
shell hasarrived at aline number breakpoint. The code for the functionis:

# See if this line nunber has a breakpoint

function _at_I|inenunbp

{
| ocal i=0
if [ "$_linebp" ]; then
while (( $i < ${# linebp[@} )); do
if (( ${_linebp[$i]} == $_curline )); then
return O
f
let i=$i+1
done
fi
return 1
}

The function ssimply loops through the breakpoint array and checks the current line number
against each one. If amatch isfound, it returnstrue (i.e., returns 0). Otherwise, it continues
looping, looking for a match until the end of the array isreached. It then returns false .

It ispossible to find out exactly what line the debugger is up to and where the breakpoints have
been set in the guinea pig by using the ds command. We'll see an example of the output later,
when we run asample bashdb debugging session. The code for thisfunction isfairly
straightforward:

# Print out the shell script and mark the location of breakpoints
# and the current |ine
function _displayscript
{
local i=1 j=0 bp cl



( while (( $ < ${# linesf@} )); do
if [ ${_linebp[$j]1} ] && (( ${_linebp[$j]1} == $i )); then
bp="*'
let j=$j+1
el se
bp=" "
fi

if (( $_curline == $i )); then
cl=">"

el se
cl=" "

fi

echo "$i:$bp $cl ${ lines[S$i]}"
let i=%$i+1
done

) | nore

This function contains a subshell, the output of which is piped to the UNIX more command. We
have done thisfor user-friendly reasons; along script would scroll up the screen quickly and the
users may not have displays that allow them to scroll back to previous pages of screen output.
mor e displays one screenful of output at atime.

The core of the subshell code loops through the lines of the guinea pig script. It first teststo see

if thelineit isabout to display isin the array of breakpoints. If it is, abreakpoint character (* ) is
set and thelocal variable|j isincremented. | wasinitialized to O at the beginning of the function; it
contains the current breakpoint that we are up to. It should now be apparent why we went to the

trouble of sorting the breakpointsin _setbp : both the line numbers and the breakpoint numbers

increment sequentially, and once we pass aline number that has a breakpoint and find it in the



breakpoint array, we know that future breakpointsin the script must be further onin the array. If
the breakpoint array contained line numbersin arandom order, we'd have to search the entire
array to find out if aline number wasin the array or not.

The core of the subshell code then checksto seeif the current line and the lineit is about to
display arethe same. If they are, a"current line" character (>) is set. The current displayed line
number (stored ini ), breakpoint character, current line character, and script line are then printed
out.

Wethink you'll agreethat the added complexity in the handling of breakpointsiswell worthit.
Being ableto display the script and the location of breakpointsis an important featurein any
debugger.

9.2.3.4 Break conditions

bashdb provides another method of breaking out of the guinea pig script: the break condition .
Thisisastring that the user can specify that is evaluated as a command; if it istrue (i.e., returns
exit status 0), the debugger enters the command |oop.

Since the break condition can be any line of shell code, there'salot of flexibility in what can be
tested. For example, you can break when avariable reaches a certain value—e.g., (( $x < 0))—
or when a particular piece of text has been writtento afile (grep stringfile). Y ou will probably
think of all kinds of usesfor thisfeature.[17] To set a break condition, type bc string . To
removeit, type bcwithout arguments—thisinstallsthe null string, whichisignored.
[17] Bearinmindthat if your break condition sendsanything to standard output or standard error, youwill seeit after
every statement executed. Also, make sureyour break condition doesn't takealong timeto run; otherwiseyour script
will runvery,very dowly.

_steptrap evaluatesthe break condition $_brcond only if it'snot null. If the break condition
evaluatesto 0, then the if clause istrue and, once again, _steptrap calls the command loop.

9.2.3.5 Execution tracing

Thefinal feature of the debugger is execution tracing, availablewiththe x command.

Thefunction _xtrace"toggles" execution tracing simply by assigning to thevariable _trace the
logical "not" of its current value, so that it alternates between 0 (off) and 1 (on). The preamble
initializesittoO.

9.2.3.6 Debugger limitations



We have kept bashdb reasonably simple so that you can see the fundamental s of building a shell
script debugger. Although it contains some useful features and is designed to be areal tool, not
just ascripting example, it has someimportant limitations. Some are described in the list that
follows.

1. Debuggerstend to run programs slower than if they were executed on their own. bashdbis
no exception. Depending upon the script you use it on, you'll find the debugger runs
everything anywhere from 8 to 30 times more slowly. Thisisn't so much of aproblemif you
are stepping through a script in small increments, but bear it in mind if you have, say,
initialization codewithlargelooping constructs.

2. The debugger will not "step down" into shell scriptsthat are called from the guineapig. To
do this, you'd have to edit your guinea pig script and change acall to scriptname to bashdb
scriptname.

3. Similarly, nested subshells are treated as one gigantic statement; you cannot step down into
themat all.

4. Theguineapig itself should not trap on the fake signals DEBUG and EXIT; otherwisethe
debugger won't work.

5. Command error handling could be significantly improved.

Many of these are not insurmountable and you can experiment with solving them yourself; see
the exercises at the end of this chapter.

The debugger from an earlier version of thisbook helped inspire amore comprehensive bash
debugger maintained by Rocky Bernstein, which you can find at the Bash Debugger Project,
http://bashdb.sour ceforge.net/ .

9.2.4. A Sample bashdb Session

Now we'll show atranscript of an actual session with bashdb, inwhich the guineapigisthe
solution to Task 6-1, the script ndu . Hereisthe transcript of the debugging session:

[ bash] $ bashdb ndu

bash Debugger version 1.0
Stopped at line O

bashdb> ds

1 for dir in ${*:-.}; do
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2: if [ -e &dir ]; then

3: result=$(du -s $dir | cut -f 1)
4: let total =$result*1024

5

6: echo -n "Total for $dir = $total bytes”
7

8: if [ $total -ge 1048576 ]; then
9: echo " ($((total/1048576)) M)"
10: elif [ $total -ge 1024 ]; then
11: echo " ($((total/1024)) Kb)"
12: fi

13: fi

14: done

bashdb> s

Stopped at line 2
bashdb> bp 4

Breakpoint set at line 4
bashdb> bp 8

Breakpoint set at line 8
bashdb> bp 11

Breakpoint set at line 11

bashdb> ds

1: for dir in ${*:-.}; do

2: > if [ -e $dir ]; then

3: result=$(du -s $dir | cut -f 1)
4:* let total =$result*1024



6: echo -n "Total for $dir = $total bytes"”

7

8:* if [ $total -ge 1048576 ]; then
9: echo " ($((total/1048576)) Md)"
10: elif [ $total -ge 1024 ]; then
11~ echo " ($((total/1024)) Kb)"
12: fi

13: fi

14: done

bashdb> ¢

Reached breakpoint at line 4

bashdb> ! echo $tot al
6840032
bashdb> cb 8

Breakpoint cleared at line 8

bashdb> ds

1 for dir in ${*:-.}; do

2: if [ -e $dir ]; then

3 resul t=$(du -s $dir | cut -f 1)
4:% > l et total =$resul t*1024

5

6: echo -n "Total for $dir = $total bytes”
7

8: if [ $total -ge 1048576 ]; then
9: echo " ($((total/1048576)) My)"
10: elif [ $total -ge 1024 ]; then
11:* echo " ($((total/1024)) Kb)"

12: fi



13: fi

14: done

bashdb> bp

Breakpoints at lines: 4 11

Break on condition:

bashdb> !t ot al =5600

bashdb> ¢

Total for . = 5600 bytes (5 Kb)
Reached breakpoint at line 11
bashdb> cb

Al'l breakpoints have been cleared

bashdb> ds
1 for dir in ${*:-.}; do
2: if [ -e $dir ]; then

3: result=$(du -s $dir | cut -f 1)
4. l et total =$resul t*1024

5:

6: echo -n "Total for $dir = $total bytes”
7:

8: if [ $total -ge 1048576 ]; then
9: echo " ($((total/1048576)) Md)"
10: elif [ $total -ge 1024 ]; then
1. > echo " ($((total/1024)) Kb)"
12: fi

13: fi

14: done

bashdb> ¢



[ bash] $

First, we display the script with ds and then perform a step, taking execution to line 2 of ndu .
We then set breakpoints at lines 4, 8, and 11 and display the script again. Thistime the
breakpoints are clearly marked by asterisks (* ). Theright angle bracket (>) indicatesthat line 2
was the most recent line executed.

Next, we continue execution of the script that breaks at line 4. We print out the value of total
now and decide to clear the breakpoint at line 8. Displaying the script confirms that the
breakpoint at line 8 isindeed gone. We can also use the bp command, and it too shows that the
only breakpoints set are at lines4 and 11.

At this stage we might decide that we want to check thelogic of theif branch at line 11. This
requiresthat $total be greater than or equal to 1,024, but less than 1,048,576. Aswe saw
previoudly, $total isvery large, so we set its value to 5,600 so that it will execute the second part
of the if and continue execution. The script enters that section of the if correctly, prints out the
value, and stops at the breakpoint.

To finish off, we clear the breakpoints, display the script again, and then continue execution,
which exitsthe script.

9.2.5. Exercises

WEe'll conclude this chapter with some suggested enhancements to our simple debugger and a
complete listing of the debugger command source code.

1. Improve command error handling in these ways:

a. Check that the argumentsto s are valid numbers and print an appropriate error message
if they aren't.

b. Check that abreakpoint actually exists before clearing it and warn the user if theline
doesn't have a breakpoint.

c. Any other error handling that you can think of.
2. Add code to remove duplicate breakpoints (more than one breakpoint on oneline).

3. Enhancethe cb command so that the user can specify more than one breakpoint to be



Q.

cleared at atime.

Implement an option that causes a break into the debugger whenever acommand exits with
non-zero status:

a. Implement it asthe command-lineoption -e .

b. Implement it asthe debugger command e to toggle it on and off. (Hint: when you enter
_steptrap , $? is still the exit status of the last command that ran.)

Implement acommand that prints out the status of the debugger: whether execution traceis
on/off, error exit is on/off, and the number of the last line to be executed. In addition, move
thefunctionality for displaying the breakpointsfrom bp to the new option.

Add support for multiple break conditions, so that bashdb stops execution whenever one
of them becomes true and prints a message indicating which one became true. Do this by
storing the break conditionsin an array. Try to make this as efficient as possible, since the
checking will take place after every statement.

Add the ability to watch variables.

a. Add a command aw that takes a variable name as an argument and adds it to alist of
variablesto watch. Any watched variables are printed out when execution traceis
toggled on.

b. Add another command cw that, without an argument, removesall of thevariablesfrom
thewatch list. With an argument, it removesthe specified variable.

Although placing an underscore at the start of the debugger identifierswill avoid name
clashesin most cases, think of waysto automatically detect name clashes with the guinea
pig script and how to get around this problem. (Hint: you could rename the clashing names
In the guinea pig script at the point whereit gets combined with the preamble and placed in
thetemporary file.)

Add any other features you can think of.

Finally, hereisacomplete sourcelisting of the debugger function file bashdb.fns:

# After each line of the test script is executed the shell traps to

# this function.



function _steptrap

{

_curline=$1 # the nunber of the line that just ran

(( $_trace )) && _msg "$PS4 line $_curline: ${_lines[$_curline]}"

if (( $_steps >= 0 )); then
let _steps="$_steps - 1"

fi

# First check to see if a line nunber breakpoint was reached.
# 1f it was, then enter the debugger.
if _at_linenunbp ; then

_nmsg "Reached breakpoint at line $_curline"

_cndl oop

# It wasn't, so check whether a break condition exists and is true.
# If it is, then enter the debugger
elif [ -n "$ brcond" ] && eval $_brcond; then

_nsg "Break condition $ brcond true at line $ _curline"

_cndl oop

# It wasn't, so check if we are in step node and the nunber of
# steps is up. If it is, then enter the debugger
elif (( $ steps == 0 )); then

_nmsg "Stopped at line $ curline"

_cndl oop



fi

# The Debugger Command Loop

function _cndl oop {

| ocal cnd args

while read -e -p "bashdb> " cnd args; do

case $cnd in

\? | h ) _menu ;; # print conmand nenu

bc ) _setbc $args ;; # set a break condition

bp ) _setbp $args ;; # set a breakpoint at the given line
cb ) _clearbp $args ;; # clear one or all breakpoints

ds ) _displayscript ;; # list the script and show the

# breakpoints
g ) return ;; # "go": start/resunme execution of
# the script
qg ) exit ;; # quit
s ) let _steps=${args:-1} # single step Ntinmes (default = 1)
return ;;
X ) _xtrace ;; # toggl e execution trace
* ) eval ${cnd#!'} $args ;; # pass to the shell
* ) _msg "Invalid conmand: '$cnd' " ;;
esac

done



# See if this line nunber has a breakpoint

function _at_I|inenunbp

{
| ocal i=0
# Loop through the breakpoints array and check to see if any of
# them match the current line nunber. |f they do return true (0)
# otherw se return fal se.
if [ "$_linebp" ]; then
while (( $i < ${#_linebp[@} )); do
if (( ${_linebp[$i]} == $_curline )); then
return O
f
let i=%i+1
done
fi
return 1
}

# Set a breakpoint at the given line nunber or |ist breakpoints

function _setbp

{

| ocal i

# If there are no argunents call the breakpoint |ist function



O herwi se check to see if the argument was a positive numnber.
If it wasn't then print an error message. If it was then check
to see if the line nunber contains text. If it doesn't then
print an error nessage. If it does then echo the current
breakpoints and the new addition and pipe themto "sort" and

assign the result back to the list of breakpoints. This results

* O OH OH O H OH O H OH

in keeping the breakpoints in nunerical sorted order.

# Note that we can renove duplicate breakpoints here by using

# the -u option to sort which uniquifies the |ist.

if [ -z "$1" ]; then
_listbp
elif [ $(echo $1 | grep "~[0-9]*') ]; then
if [ -n"${_lines[$1]}" ]; then
_linebp=($(echo $( (for i in ${ linebp[*]} $1; do
echo $i; done) | sort -n) ))
_msg "Breakpoint set at line $1"
el se
_msg "Breakpoints can only be set on non-blank |ines"
fi
el se
_nmeg "Please specify a nuneric |ine nunber”

fi

# List breakpoints and break conditions



function _listbp

{

if [ -n "$_linebp" ]; then

e

fi

_msg "Breakpoints at lines: ${_linebp[*]}"
se

_meg "No breakpoints have been set

_nmsg "Break on condition:"

_nmsg "$_brcond"

# Cear individual or all breakpoints

function _clearbp

{

| ocal i bps

If there are no argunents, then delete all the breakpoints.

O herwi se, check to see if the argunent was a positive nunber.

If it wasn't, then print an error message. If it was, then

echo all of the current breakpoints except the passed one

and assign themto a local variable. (W need to do this because
assigning them back to _linebp would keep the array at the sane
size and just nove the values "back" one place, resulting in a
duplicate value). Then destroy the old array and assign the

el enents of the local array, so we effectively recreate it,

m nus the passed breakpoint.



if [ -z "$1" ]; then
unset _linebp[*]
_nmeg "All breakpoints have been cl eared"
elif [ $(echo $1 | grep "~[0-9]*') ]; then
bps=($(echo $(for i in ${ _linebp[*]}; do
if (( $1 '= $i )); then echo $i; fi; done) ))
unset _|inebp[*]
_l'inebp=(3${bps[*]})
_nmsg "Breakpoint cleared at |line $1"

el se

_msg "Please specify a nuneric |ine nunber"

fi

# Set or clear a break condition
function _setbc
{
if [ -n"$*" ]; then
_brcond=$ar gs
_nmsg "Break when true: $_brcond"
el se
_brcond=
_msg "Break condition cleared"

fi



# Print out the shel

# and the current

function _displayscript
{
local i=1 j=0 bp cl
( while (( $i < ${# lines[@} )); do
if [ ${_linebp[$j]} ] && (( ${_linebp[$j]}
bp=" *'
let j=$%$) +1
el se
bp='
fi
if (( $_curline == $i )); then
cl=">"
el se
cl="
fi
echo "$i:$bp $cl ${ _lines[S$i]}"
let i=$i+1
done
) | nore
}

script

i ne

# Toggl e execution trace on/off

function _xtrace

$i

)

and mark the |ocation of breakpoints

t hen



let trace="! $ trace"

_nmsg "Execution trace

if (( $_trace )); then

_nmsg "on"
el se
nsg "of f"

fi

# Print the passed argunents to Standard Error

function _nseg

{
echo -e "$@ >&2

# Print conmand menu
function _menu {
_msg 'bashdb commands:
bp N
bp
bc string
bc
cb N
ch

set breakpoint at line N

list breakpoints and break condition
set break condition to string

cl ear break condition

cl ear breakpoint at line N

clear all breakpoints



ds di spl ays the test script and breakpoints

g start/resume execution

s [N execute N statenents (default 1)
X toggl e execution trace on/off

h, ? print this menu

I string passes string to a shell

q qui t'

# Erase the tenporary file before exiting

function _cleanup

{
rm $_debugfile 2>/dev/null
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Chapter 10. bash Administration

There aretwo areas in which system administrators use the shell as part of their job: setting up a
generic environment for users and for system security. In this chapter, we'll discuss bash 's
features that relate to these tasks. We assume that you already know the basics of UNIX system
administration.[1]

[1 A good sourceof informationonsystemadministrationis Essential System Administrationby AleenFrisch
(ORally).

LT < Day Day Up > =



< Day Day Up > |y

10.1. Installing bash as the Standard Shell

Asaprelude to system-wide customization, we want to emphasize that bash can beinstalled as
if it werethe standard Bourne shell, /bin/sh . Indeed, some systems, such as Linux, come with
bashinstalled instead of the Bourne shell.

If you want to do thiswith your system, you can just save the original Bourne shell to another
filename (in case someone needsto useit) and either install bash as shinthe /bin directory, or
better yetinstall bash inthe /bin directory and create a symbolic link from /bin/sh to /bin/bash
using the command In -s/bin/bash /bin/sh . The reason we think that the second option is better
Is because bash changesits behavior dightly if started as sh, aswe will see shortly.

Asdetailed in Appendix A , bash isbackward-compatible with the Bourne shell, except that it
doesn't support ” as a synonym for the pipe character (]) . Unlessyou have an ancient UNIX
system, or you have some very, very old shell scripts, you needn't worry about this.

But if you want to be absolutely sure, simply search through all shell scriptsinall directoriesin
your PATH . An easy way to perform the search isto use the file command, which we saw in
Chapter 5 and Chapter 9. file prints "executable shell script" when given the name of one.[2]
Hereisascript that looks for ” in shell scriptsin every directory inyour PATH :

[2] Theexact messagevariesfrom systemto system; makesurethat yoursprintsthismessagewhen giventhenameof a
shell script. If not, just substitutethemessageyour filecommand printsfor "shell script” inthefollowing code.

| FS=:
for d in $PATH, do
echo checki ng $d:
cd $d
scripts=$(file * | grep 'shell script' | cut -d: -f1)
for f in $scripts; do
grep "\~ $f /dev/null
done

done

Thefirst line of this script makesit possible to use $SPATH asanitemlistinthe for loop. For



each directory, it cd sthere and finds all shell scripts by piping the file command into grep and
then, to extract thefilename only, into cut . Then for each shell script, it searches for the®
character.[3]

[3] Theinclusionof /dev/null inthe grep command isakludgethat forces grepto print thenamesof filesthat containa
match, evenif thereisonly onesuchfileinagivendirectory.

If you run this script, you will probably find several occurrences of *— but these carets should
be used within regular expressionsin grep, sed , or awk commands, not as pipe characters. As
long as carets are never used as pipes, it issafe for you to install bash as/bin/sh .

Aswementioned earlier, if bash is started as sh (because the executabl e file has been renamed
shor thereisalink from sh to bash) itsstartup behavior will change dlightly to mimic the
Bourne shell as closely as possible. For login shellsit only attempts to read /etc/profile and
~/.profile, ignoring any other startup fileslike ~/.bash_profile. For interactive shellsit won't
readtheinitializationfile ~/.bashrc .[4]

[4 bash al so enters POSIX mode when started as sh. Versionsof bash prior to 2.0 don't—POSI X mode hasto be
explicitly setwiththe —posix command-lineoption.

10.1.1. POSIX Mode

Besidesits native operating mode, bash can aso be switched into POSIX mode. The POSIX
(Portable Operating System Interface) standard, described in detail in Appendix A , defines
guidelinesfor standardizing UNIX. One part of the POSI X standard covers shells.

bash is nearly 100% POSI X-compliant in its native mode. If you want strict POSIX adherence,
you can either star t bash withthe —posix option, or set it from within the shell with set -o
posiX .

Only in very rare circumstances would you ever have to use POSIX mode. The differences,
outlinedin Appendix A , are small and are mostly concerned with the command lookup order
and how functions are handled. Most bash users should be able to get through life without ever
having to use this option.

10.1.2. Command-Line Options

bash has several command-line options that change the behavior of and pass information to the
shell. The optionsfall into two sets: single character options, like we've seen in previous chapters
of this book, and multicharacter options, which arearelatively recent improvement to UNIX
utilities.[5] Table 10-1 lists all of the options.[€]

[5] Multicharacter optionsarefar morereadableand easi er toremember thantheold, and usually cryptic, single



character options. All of theGNU utilitieshavemulticharacter options, but many applicationsand utilities(certainly
thoseonold UNIX systems) allow only single-character options.

[6] See Appendix B for alist of optionsfor versionsof bash prior to 2.0.

Option

-C string

-0 option

-0, +0O shopt-
option

—debugger

—dump-
strings

Table 10-1. bash command-line options

Meaning
Commands are read from string, if present. Any arguments after string are
interpreted aspositional parameters, starting with $0 .

A list of all double-quoted strings preceded by $ is printed on the standard
ouput. These arethe strings that are subject to language translation when the
current locale isnot C or POSIX. This also turns on the -n option.

Interactive shell. Ignoressignals TERM, INT, and QUIT. With job control in
effect, TTIN, TTOU, and TSTP are also ignored.

Makes bash act asif invoked asalogin shell.
Takes the same argumentsas set -0 .

shopt-option is one of the shell options accepted by the shopt builtin. If shopt-
option is present, -O sets the value of that option; +O unsetsiit. If shopt-option
Is not supplied, the names and values of the shell options accepted by shopt
are printed on the standard output. If the invocation option is +O , the output
isdisplayed in aformat that may be reused asinput.

Reads commands from the standard input. If an argument is given to bash ,
this flag takes precedence (i.e., the argument won't be treated as a script name
and standard input will be read).

Restricted shell. See the Section 10.3.1 later in this chapter.
Printsshell input linesasthey'reread.

Signals the end of options and disables further option processing. Any options
after thisaretreated asfilenames and arguments. — is synonymous with - .

Arranges for the debugger profile to be executed before the shell starts. Turns
on extended debugging mode and shell function tracing.l”]

Doesthe sameas-D .



Option Meaning

—dump-po-  Doesthe same as -D but the output isin the GNU gettext po (portable object)
strings fileformat.

—help Displays a usage message and exits.

—login Makesbash act asif invoked asalogin shell. Sameas-| .

—noediting  Does not use the GNU readlinelibrary to read command linesif interactive.
Does not read the startup file /etc/profile or any of the personal initialization

—noprofile files
—norc Doesnot readtheinitializationfile ~/.bashrc if the shell isinteractive. Thisison
by default if the shell isinvoked as sh .
— posix Changes the behavior of bash to follow the POSIX guidelines more closely
P where the default operation of bash isdifferent.
—quiet Shows no information on shell startup. Thisisthe default.

—rcfilefile, Executes commands read from fileinstead of fromtheinitializationfile
—init-filefile ~/.bashrcif theshell isinteractive.

—verbose Equivaentto -v .
—verson Shows the version number of thisinstance of bash and then exits.

[7] Only availablein bash version 3.0 and | ater.

The multicharacter options have to appear on the command line before the single-character
options. In addition to these, any set option can be used on the command line. Like shell built-
ins, using a + instead of - turns an option off.

Of these options, the most useful are -i (interactive), -r (restricted), -s (read from standard input),
-p (privileged), and -m (enablejob control). Login shellsare usually runwiththe -i , -s, and -m
flags. We'll look at restricted and privileged modes|ater in this chapter.
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10.2. Environment Customization

LiketheBourneshell, bash usesthefile /etc/profile for system-wide customization. When a user
logsin, the shell reads and runs /etc/profile before running the user's .bash_profile .

We won't cover all the possible commands you might want to put in /etc/profile . But bash has a
few uniquefeaturesthat are particularly relevant to system-wide customization; we'll discuss
themhere.

Welll start with two built-in commandsthat you can usein /etc/profile to tailor your users
environments and constrain their use of system resources. Users can also use these commands
intheir .bash_profile, or at any other time, to override the default settings.

10.2.1.umask

umask , like the same command in most other shells, lets you specify the default permissions
that files have when users create them. It takes the same types of arguments that the chmod
command does, i.e., absolute (octal numbers) or symbolic permission values.

The umask contains the permissions that are turned off by default whenever a process creates a
file, regardless of what permission the process specifies.®l

[8] 1f you arecomfortablewith Booleanlogic, think of the umask asanumber that the operating systemlogically ANDs
withthepermissiongiven by thecreating process.

WE'll use octal notation to show how thisworks. Asyou probably know, the digitsina
permission number stand (left to right) for the permissions of the owner, owner's group, and all
other users, respectively. Each digit, in turn, consists of three bits, which specify read, write, and
execute permissionsfrom left to right. (If afileisadirectory, the "execute" permission becomes
"search” permission, i.e., permission to cd to it, list itsfiles, etc.)

For example, the octal number 640 equalsthe binary number 110 100 000. If afile hasthis
permission, then its owner can read and writeit; usersin the owner's group can only read it;
everyone else hasno permission onit. A filewith permission 755 givesits owner theright to
read, write, and execute it and everyone else the right to read and execute (but not write).

022 isacommon umask value. Thisimpliesthat when afileiscreated, the "most" permission it
could possibly have is 755—which isthe usual permission of an executable that acompiler might
create. A text editor, on the other hand, might create afile with 666 permission (read and write



for everyone), but the umask forcesit to be 644 instead.

10.2.2. ulimit

The ulimit command was originally used to specify thelimit onfile creation size. But bash 's
version has optionsthat let you put limits on several different system resources. Table 10-2lists

the options.
Table 10-2. ulimit resource options
Option Resourcelimited
-a All limits(for printing valuesonly)
-C Corefilesize (1 Kb blocks)
-d Process data segment (Kb)
-f Filesize (1 Kb blocks)
8 Maximum size of a process that can be locked in memory (Kb)®!
-m Maximumresident set size
-n File descriptors
P Pipe size (512 byte blocks)
-S Process stack segment (Kb)
-t Process CPU time (seconds)
-u Maximum number of processes available to auser
-V Virtual memory (Kb)

[9 Notavailableinversionsof bash prior to 2.0.

Each takes anumerical argument that specifiesthe limitin units showninthetable. Y ou can also
givetheargument "unlimited" (which may actually mean some physical limit), "hard" and " soft",
which refer to the current hard and soft limits (see below), or you can omit the argument, in
which caseitwill print the current limit. ulimit -a printslimits (or "unlimited") of all types.[10]

Y ou can specify only one type of resource at atime. If you don't specify any option, -fis
assumed.



[10] The"hard" and" soft" argumentsarenot availablein bash prior to version 2.05a.

Some of these options depend on operating system capabilities that don't exist in older UNIX
versions. In particular, some older versions have afixed limit of 20 file descriptors per process
(making -n irrelevant), and some don't support virtual memory (making -virrelevant).

The -d and -s options have to do with dynamic memory allocation, i.e., memory for which a
process asks the operating system at runtime. It's not necessary for casual usersto limit these,
though software developers may want to do so to prevent buggy programs from trying to
allocate endless amounts of memory due to infinite loops.

The -v and -m optionsare similar; -v puts alimit on all uses of memory, and -m limitsthe
amount of physical memory that a processis allowed to use. Y ou don't need these unless your
system has severe memory constraints or you want to limit process size to avoid thrashing.

The -u option is another option which is useful if you have system memory constraints or you
wish just wish to stop individual users from hogging the system resources.

Y ou may want to specify limitsonfilesize (-f and -c ) if you have constraints on disk space.
Sometimes users actually mean to create hugefiles, but more often than not, ahugefileisthe
result of abuggy program that goesinto an infinite loop. Software developers who use
debuggerslike sdb , dbx , and gdb should not limit core file size, because core dumps are
necessary for debugging.

The -t option is another possible guard against infinite loops. However, aprogram that isin an
infiniteloop but isn't allocating memory or writing filesisnot particularly dangerous; it's better to
leavethisunlimited and just | et the user kill the offending program.

In addition to the types of resources you can limit, ulimit lets you specify hard or soft limits.
Hard limits can be lowered by any user but only raised by the super user (root ); users can lower
soft limits and rai se them—~but only as high asthe hard limit for that resource.

If you give -H along with one (or more) of the options above, ulimit will set hardlimits; -S sets
soft limits. Without either of these, ulimit setsthe hard and soft limit. For example, the following
commands set the soft limit on file descriptorsto 64 and the hard limit to unlimited:

ulimt -Sn 64

ulimt -Hn unlinmted
When ulimit prints current limits, it prints soft limits unless you specify -H .

10.2.3. Types of Global Customization



The best possible approach to globally available customization would be a system-wide
environment filethat is separate from each user'senvironment file—just like /etc/profileis
separate from each user's .bash_profile. Unfortunately, bash doesn't have thisfeature.

Nevertheless, the shell givesyou afew waysto set up customizationsthat are availableto all
usersat all times. Environment variables are the most obvious; your /etc/profilefilewill
undoubtedly contain definitionsfor several of them, including PATH and TERM .

Thevariable TM OUT is useful when your system supports dialup lines. Set it to anumber N
and if auser doesn't enter acommand within N seconds after the shell last issued a prompt, the
snell will terminate. Thisfeatureishel pful in preventing peoplefrom"hogging" thedialuplines.

Y ou may want to i nclude some more complex customizationsinvol ving environment variables,
such as the prompt string PS1 containing the current directory (as seenin Chapter 4).

Y ou can also turn on options, such asemacs or v editing modes, or noclobber to protect
against inadvertent file overwriting. Any shell scriptsyou havewritten for general usealso
contribute to customization.

Unfortunately, it's not possibleto create aglobal alias. You can define aliasesin /etc/profile , but
thereis no way to make them part of the environment so that their definitionswill propagate to
subshells. (In contrast, users can define global aliases by putting their definitionsin ~/.bashrc .)

However, you can set up global functions. These are an excellent way to customize your
system's environment, because functions are part of the shell, not separate processes.
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10.3. System Security Features

UNIX security isaproblem of legendary notoriety. Just about every aspect of aUNIX system
has some security issue associated with it, and it's usually the system administrator'sjob to
worry about thisissue.

bash hastwo featuresthat help solve this problem: the restricted shell , whichisintentionally
"brain damaged," and privileged mode, which is used with shell scriptsthat run asif the user
werer oot .

10.3.1. Restricted Shell

Therestricted shell isdesigned to put the user into an environment where her ability to move
around and writefilesis severely limited. It'susually used for "guest" accounts[11Y ou can
make auser'slogin shell restricted by putting rbash in the user's /etc/passwd entry.[12]

[11] Thisfeatureisnot documentedinthemanual pagesfor oldversionsof bash .

[12] | this option hasbeenincluded when the shell was compiled. See Chapter 11 for detailsonconfiguring bash .
The specific constraints imposed by the restricted shell disallow the user from doing the
following:

. Changingworkingdirectories. cd isinoperative. If you try to useit, you will get the error
message bash: cd: restricted .

- Redirecting output to afile: theredirectors> , >|, <>, and >> are not allowed.

- Assigning anew valuetotheenvironment variablesENV , BASH_ENV , SHELL , or
PATH .

. Specifying any commandswith slashes (/) inthem. The shell will treat files outside of the
current directory as "not found."

. Usingthe exechbuilt-in.

. Specifyingafilenamecontaininga/ as an argument to the . built-in command.



- Importing function definitionsfrom the shell environment at startup.

. Adding or deleting built-in commandswith the -f and -d options to the enablebuilt-in
command.

. Specifyingthe -p option to the builtin command.
. Turning off restricted mode with set +r .

These restrictions go into effect after the user's .bash_profile and environment filesarerun. In
addition, it iswiseto change the owner of the users' .bash_profile and .bashrc to root, and
make these files read-only. The users home directory should aso be made read-only.

This meansthat the restricted shell user's entire environment is set up in /etc/profile and
.bash profile . Since the user can't access /etc/profile and can't overwrite .bash_profile, this
letsthe system administrator configure the environment as he seesfit.

Two common ways of setting up such environments are to set up adirectory of "safe"
commands and have that directory be the only onein PATH , and to set up a command menu
from which the user can't escape without exiting the shell.

10.3.2. A System Break-In Scenario

Before we explain the other security features, here is some background information on system
security that should help you understand why they are necessary.

Many problemswith UNIX security hingeonaUNIX fileattribute called the suid (set user I1D)
bit. Thisislike apermission bit (see umask earlier inthischapter): when an executablefilehasit
turned on, thefile runswith an effective user ID equal to the owner of thefile, which isusually
root . The effective user ID isdistinct from the real user 1D of the process.

Thisfeature lets administrators write scriptsthat do certain thingsthat require r oot privilege(e.g.,
configure printers) in acontrolled way. To set afile's suid bit, the superuser can type chmod
4755 filename ; the 4 isthe suid bit.

Modern system administration wisdom saysthat creating suid shell scriptsisavery, very bad
ideall3] This has been especially true under the C shell, because its .cshrcenvironmentfile
introduces numerous opportunities for break-ins. bash'senvironment filefeature createssimilar
security holes, although the security feature we'll see shortly make this problem less severe.

[13] |nfact, most versionsof UNI X intentional ly disablethe suidfeaturefor shell scripts.

WEe'll show why it's dangerous to set a script's suid bit. Recall that in Chapter 3, we mentioned
that it's not a good ideato put your personal bin directory at the front of your PATH . Hereisa
scenario that shows how this placement combineswith suid shell scriptsto form asecurity hole:



avariation of the infamous "Trojan horse" scheme. First, the computer cracker hasto find a user
on the system with an suid shell script. In addition, the user must have a PATH with her
personal bin directory listed before the public bin directories, and the cracker must have write
permission on the user's personal bin directory.

Oncethe cracker finds a user with these requirements, he follows these steps.

. Looks at the suid script and finds acommon utility that it calls. Let's say it's grep.

. Createsthe Trojan horse, whichisthis caseisashell script called grep in the user's personal |

directory. The script lookslikethis:
cp /bin/bash filename chown root filenane chnod 4755 filenanme /bin/grep "$C

rm ~/ bin/grep

filename should be some unremarkable filename in adirectory with public read and execute
permission, such as/bin or /usr/bin. Thefile, when created, will be that most heinous of
security holes: an suidinteractiveshell.

. Sitsback and waits for the user to run the suid shell script—which callsthe Trojan horse, whi
In turn creates the suid shell and then self-destructs.

. Runsthe suid shell and creates havoc.

10.3.3. Privileged Mode

The one way to protect against Trojan horsesis privileged mode . Thisisaset -0 option (set -0
privileged or set -p).

In privileged mode, when an suid bash shell script isinvoked, the shell does not run the user's
environment file—i.e., it doesn't expand the user's BASH_ENV environment variable.

Since privileged mode is an option, it ispossible to turn it off with the command set +0
privileged (or set +p ). But thisdoesn't help the potential system cracker: the shell automatically
changesits effective user ID to be the same asthereal user ID—i.e,, if you turn off privileged
mode, you also turn off suid .

Privileged modeisan excellent security feature; it solves aproblem that originated when the
environment fileideafirst appeared inthe C shell.

Nevertheless, westill strongly recommend against creating suid shell scripts. We have shown
how bash protects against break-insin one particular situation, but that certainly does not imply
that bash is"safe" in any absolute sense. If you really must have suid scripts, you should



carefully consider al relevant security issues.

Finaly, if youwould liketo learn more about UNIX security, we recommend Practical UNIX
and Internet Security , by Gene Spafford and Simson Garfinkel (O'Rellly ).

-
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Chapter 11. Shell Scripting

For the mgority of thisbook, we've looked at the various elements that make up bash and how
you can usethem in writing shell scripts. If you've used other programming languages you will
know that there is a difference between writing a piece of code that gets ajob done and writing a
piece of code that does the job but is also maintainable and conforms to what we could call
"good practice."

This chapter will give abrief introduction to some aspects of good practice and writing
maintai nabl e shell scriptsalong with helpful tipsand tricksthat you can use to makewriting
scripts easier.
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11.1. What's That Do?

Six months ago you coded up a 100 line shell script. It made perfect sense then, but now you
look at it and wonder, "Just what does that do?' Thisisacommon pitfall anong
programmers—especially thosewritinginashell language. Unfortunately, shellshavedevel oped
with more than their fair share of obscure punctuation. Thisisablessing for keeping typing to a
minimum but doesn't help readability. It'simportant to make your code as readable as possible.

11.1.1.Comments

Thefirst rule of shell scripting isto comment your code . Y ou should do thisright from the start,
even if the script isonly acouple of lineslong. Shell scripts have ahabit of growing from a
couple of lines to many hundreds of lines as more features are added, so it's best to get into the
habit of commenting your code right at the beginning.

To start with, consider having a main header or banner for your scripts. The information in the
header should, at aminimum, say what the script does. Here is an example of a script header:

#!/ bi n/ bash
HHHRHHHBHHHHHHHHBH AR PR AR R PR PR R AR R AR R R

# Name: graphconv. sh

#

# Converts graphics files from one format to another.
#

# Usage: graphconv.sh <input-file> <output-file>

#

# Author: C. Newham

#

Dat e: 2004/ 12/02

HHHBHHHH B HE R B HH R R R HH R R R HHH R R R H T R HH R B H

Thismain header gives the name of the script, abrief summary of what it does, usage



information, the name of the author, and when the script was written.

If you are using a source control system (e.g., CVS), you can dispense with the author and date
asthese will be stored when the script is archived. If you aren't using such a system, we strongly
advise that you not only include the above information but also place in the header additional
data such as modification dates and authors.

Whatever system you use, make sure that you make the format of the banner a standard across
al of your scripts.

Every function should also have aheader. If it isastandalone function, it should have amain
header, as given above. If it isafunction used locally inascript, it should have asimpler banner
stating what it does, what parametersit expects, and what it returns, e.g.:

# Changes the filenanme extension

#

# param $infile - the original filenane

#

# returns: the nodified nane with new extension.
#

function change filename( )

Comments should also be used frequently in your code to say what the code is doing. While we
aren't about to dictate style, comments within the flow of the code are generally better on aline
by themselves, while variable declaration comments are better on the samelineasthevariable:

startup_dir=/hone/startup/ # directory with startup files

file limt=50 # maxi mum nunber of files to process

if [ -d "$startup_dir" ]
t hen
# the startup directory exists so read any initialisation file.

echo "initialising file processing..."



11.1.2. Variables and Constants

Headers and comments are just one way to document your code. Another is by the use of
descriptive variable names. Good variable names should give an indication of what thevariable
represents. Nameslike"x", "resn" or "procd"” will only have meaning at the time that you write
the script. Six months down the track and they will be amystery.

Good names should be short but descriptive. The three examples above might have been more
meaningfully written as"file_limit", "resolution", and "was_processed". Don't make the names

too long; the name "horizontal _resolution_of _the picture” just clutters a script and takes away

any advantage in making the name so descriptive.

Constants should be in uppercase and should normally be declared as read-only:

declare -r CAPI TAL_COF ENGLAND="London"

Y ou should always avoid "magic numbers' sprinkled throughout the code by using constants.
For example:

if [[ $process result == 68 ]]

should be replaced with:

declare -ir STAGE 3 FAI LURE=68

if [[ $process_result == $STAGE 3_FAILURE ]]

Not only doesthis make the code more readabl e but it makes changing the value easier,
especially if itisused numeroustimesin the script.

PRy LA A
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11.2. Starting Up

In Chapter 6 we talked about using getopts to obtain options and arguments passed in to a shell
script. This command makes it easy for the script programmer to process what the user has
provided, but what about the other half of the deal? The programmer must make an effort to
make life as easy for the user as possible. Nothing makes a user more irate than a script that
doesn't take standard arguments, doesn't provide a usage message, doesn't process the
argumentsin the expected way, and forces the user into away of thinking that the programmer
thinksisthe right way. Having to examine the source code for a script to find out what isan
acceptable argument or option isusually the last straw!

The Free Software Foundation has published a set of guidelinesfor writing GNU software that
suggests standard waysin which UNIX utilities should operate.[X] Whenwriting your own shell
scripts, it isworthwhileto follow the guidelines because your script will thenlook familiar to
users who have used other command-line programs.

[1 Thedocumentisavailableat http://www.gnu.org/prep/standards/ .

At aminimum your script should provide single letter options (such as-h ) and long options with
the double dash (such as —help ). It should also provide two options. —help and —version .
Fromthe GNU manual:

—version

This option should direct the program to print information about its name, version, origin,
and legal status, all on standard output, and then exit successfully. Other options and
arguments should be ignored once thisis seen, and the program should not perform its
normal function.

—help

This option should output brief documentation for how to invoke the program, on standard
output, then exit successfully. Other options and arguments should be ignored once thisis
seen, and the program should not perform its normal function.

Near the end of the—help option’s output there should be aline that says where to mail


http://www.gnu.org/prep/standards/

bug reports. It should have this format:

- Report bugs to mailing-address .

Table 11-1 listsafew of the common single-letter and long options that you may consider
using for your own scripts. Thislist isby no means exhaustive and isintended merely for

guidance.
Table 11-1. Possible options
Long option Option Examples where used
—dl -a du, Is, nm, stty, uname, unexpand
—append -a etags, tee, time
—binary -b cpio, diff
—Dblocks -b head, tail
—date -d touch
—directory -d cpio
—exclude-from -X tar
—file -f fgrep
—help -h man
—Ilong s Is
—line - wc
—links -L cpio, Is
—output -0 cc, sort
—Qquiet -q who
—recursive -r rm
—recursive -R Is
—dlent -S Synonym for -quiet
—unique -u sort

—verbose -V cpio, tar



Long option Option Exampleswhere used
—width -W pr, sdiff

For commands that take one or more input files and produce an output file it is considered good
practice to make only theinput filesnormal arguments(i.e., command filename ) and have the
output file specified by an option (i.e., command -o filename).

Another thing to watch out for isassuming that a particular environment variable needed by your
script has been set in the users' environment. If your script isrelying on the user to have set an
environment variable, it is probably better to redesign your script to allow the value to be passed

inasan argument.
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11.3. Potential Problems

Here are some useful thingsto watch out for when writing shell scripts. Being aware of them will
not only save you time in tracking down bugs but will aso make your scripts more robust, more
readable, and aboveall, moremaintainable.

.- Don't create massive scripts or functionsthat try to do everything. Split functionality up into
smaller units and place them in functions. This not only makes the code easier to read but
makes it easier to debug.

. Alwaysplacetheshell executiondirective (e.g., #!/bin/bash ) at the top of your scripts to
ensurethey will berun by bash .

.- Don't use reserved words for variable names. This can become very confusing:
let |et="echo"

| et echo="hell 0"

echo "$echo worl d"

. Becareful withwhitespace. Attempting thefollowing assignment will not givethe expected

result;
cat = 5

. Don't use the same names for variables and functions:
function letter

{
echo $letter

letter=letter

letter letter



This causes more confusion that it's worth. While this example is contrived, be on your
guard for more subtle examples. To guard against this, try and name your functions using
verbs, e.g., function print_letter .

. Becareful when using thetest operator [ ...] . Thefollowing two if statements are not the

same, although they look very similar:
if [ "$var" = 42 ]

if [ "$var" -eq 42 ]

Thefirst isastring comparison, the second an integer comparison. We suggest using (( ...))
for arithmetic comparisonsin if statements.
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11.4. Don't Use bash

Sometimes you might start writing a script and after several hours of work find that you've
created a monster with many hundreds of lines of complicated code. Thisis not always a bad
thing, but it isagood ideato always be thinking about whether the job could be donein a better

way.

Usually the choice of programming language should take place at the design stage. If you are
starting from scratch on a Unix system you will have many options, including C and C++, perl ,
python , and a host of others. They all have their advantages and disadvantages, and no one
language will be the best solution for every problem.

If you find that your script has a huge amount of processing to do quickly or if the script
requiresmathematical capabilitiesbeyond simpleinteger arithmetic, it might beworthwhile
considering C or C++ for the job. If you are looking for better portability across systems,
python or perl might be a better match to the task.

However, evenif bashisnot suitablein thefinal solution to aproblem, you might find it makes
an excellent language for mocking up your solution and trying out various options.
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Chapter 12. bash for Your System

Thefirst 10 chapters of this book looked at nearly all aspects of bash , from navigating the
filesystem and editing the command-lineto writing shell scriptsand functions using lesser-known
features of the shell. Thisisall very well and good, but what if you have an old version of bash
and want the new features shown in this book (or worse yet, you don't have bashat all)?

In this chapter we'll show you how to get the latest version of bash and install it on your system,
and we'll discuss potential problemsyou might encounter along the way. We'll al'so ook briefly
at the examplesthat come with bash and how you can report bugs to the bashmaintainer.
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12.1. Obtaining bash

If you have adirect connection to the Internet, you should have no trouble obtaining bash ;
otherwise, you'll haveto do alittle more work.

The bash home pageislocated at http://www.gnu.org/software/bash/bash.html and you can find
thevery latest detail s of the current distribution and where to obtain it from there.

Y ou can aso get bash on CD-ROM by ordering it directly from the Free Software Foundation,
either viatheweb ordering page at http://order.fsf.org or from:

The Free Software Foundation (FSF)
59 Tenple Place - Suite 330

Boston, MA 02111-1307 USA

Phone: +1-617-542-5942
Fax: +1-617-542-2652

Email: order@sf.org

< Day Day Up >
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12.2. Unpacking the Archive

Having obtained the archive file by one of the above methods, you need to unpack it and install it
on your system. Unpacking can be done anywhere—we'll assume you're unpacking it in your
home directory. Installing it on the system requires you to have root privileges. If you aren't a
system administrator with root access, you can still compile and use bash ; you just can't install
itasasystem-wideutility. Thefirst thing to do is uncompress the archivefile by typing gunzip
bash-3.0.tar.gz .[1 Then you need to "untar" the archive by typing tar -xf bash-3.0.tar . The -
xf means " extract the archived material from the specified file." Thiswill create adirectory called
bash-3.0in your home directory.

[1 gunzipisthe GNU decompression utility. gunzipispopular but relatively new and some systemsdon't haveit. If
your system doesn't, you can obtain it by the same methods asyou obtained bash . gunzipisavailablefromthe FSF.
gzip-d doesthe samething as gunzip .

The archive contains al of the source code needed to compile bash and alarge amount of
documentation and examples. We'll look at these things and how you go about making a bash
executable in the rest of this chapter.
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12.3. What's in the Archive

The bash archive contains amain directory (bash-3.0 for the current version) and a set of files
and subdirectories. Among thefirst filesyou should examine are:

MANIFEST

A list of all thefilesand directoriesinthearchive

COPYING
The GNU Copyleft for bash

NEWS

A list of bug fixes and new features since the last version

README
A short introduction and instructions for compiling bash

Y ou should also be aware of two directories:

doc

Information related to bash in various formats

examples



Examples of startup files, scripts, and functions

The other filesand directoriesin the archive are mostly things that are needed during the build.
Unlessyou are going to go hacking into theinternal workings of the shell, they shouldn't concern
youl.

12.3.1. Documentation

The doc directory contains afew articlesthat are worth reading. Indeed, it would be well worth
printing out the manual entry for bash so you can use it in conjunction with this book. The
README file gives a short summary of thefiles.

The document you'll most often use isthe manual page entry (bash.1). Thefileisin troff
format—that used by the manual pages. Y ou can read it by processing it with the text-formatter
nroff and piping the output to a pager utility: nroff -man bash.1 | more should do the trick. Y ou
can also print it off by piping it to thelineprinter (Ip). Thissummarizesall of thefacilitiesyour
version of bash has and is the most up-to-date reference you can get. This document is also
availablethroughthe man facility once you'veinstalled the package, but sometimesit's niceto
have a hard copy so you can write notes al over it.

Of the other documents, FAQ is a Frequently Asked Questions document with answers,
readline.3isthe manual entry for the readlinefacility, and article.msisan article about the shell
that appeared in Linux Journal , by the current bash maintainer, Chet Ramey.

12.3.2. Configuring and Building bash

To compile bash "straight out of the box" is easy:[2l you just type configur e and then make !
The bash configure script attemptsto work out if you have various utilitiesand C library
functions, and whereabouts they reside on your system. It then storestherelevant informationin
thefile config.h. It aso creates afile called config.status that is a script you can run to recreate
thecurrent configurationinformation. Whilethe configureisrunning, it prints out information on
what it is searching for and whereit findsit.

[2] Thisconfigurationinformation pertainsto bashversion3.0andlater. Theconfigurationandinstallationfor earlier
versionsisfairly easy, dthoughitdiffersincertaindetails. For further information, refer tothe INSTALL instructionsthat
camewithyour versionof bash.

The configure script also sets the location that bash will beinstalled; thedefaultisthe /usr/local
area(/usr/local/bin for the executable, /usr/local/man for the manual entries etc.). If you don't
have root privilegesand want it in your own home directory, or you wish to install bash in some
other location, you'll need to specify a path to configure. Y ou can do this with the —exec-pr efix
option. For example:



$ configure --exec-prefix=/usr

specifiesthat the bash fileswill be placed under the /usr directory. Note that configure prefers
option arguments be given with an equalssign (=).

After the configuration finishes and you type make , the bash executableisbuilt. A script called
bashbug is also generated, which allows you to report bugsin the format the bashmaintainers
want. We'll look at how you useit later in this chapter.

Oncethe build finishes, you can see if the bash executable works by typing ./bash . If it doesn't,
turn to the Section 11.3in Chapter 11 .

Toinstal bash , type make install . Thiswill create all of the necessary directories (bin, info ,
man and its subdirectories) and copy the files to them.

If you'veinstalled bash in your home directory, be sure to add your own bin path to your
PATH and your own man path to MANPATH .

bash comes preconfigured with nearly all of itsfeatures enabled, but it is possible to customize
your version by specifying what you want with the —enable- feature and —disable- feature
command-lineoptions to configure .

Table12-1isalist of the configurable features and a short description of what those features do.

Table 12-1. Configurable features

Feature Description
dias Support for aliases.
arith-for- Support for the aternate form of the “for' command that behaveslike the C
command language for statement .

array-variables Support for one dimensional arrays.
bang-history  C-shell-likehistory expansionand editing.

brace-

. Brace expansion.
expansion P

command-

fiming Support for the time command.



Feature
cond-
command
cond-regexp
directory-
stack

disabled-
builtins

dparen-
arithmetic

help-builtin
history
job-control

multibyte

net-
redirections

process-
substitution

prompt-string-

decoding
progcomp

readline
restricted
select

usg-echo-
default

Xpg-echo-
default

Description
Support for the [[ conditional command.

Support for matching POSIX regular expressions using the =~ binary operator
inthe [[ conditional command.

Support for the pushd , popd , and dir sdirectory manipulation commands .

Whether abuilt-in can be run with the builtin command, even if it has been
disabledwith enable -n .

Support for ((...)) .

Support for the help built-in.
History viathe fc and history commands.
Job control viafg, bg, and jobsif supported by the operating system.

Support for multibyte characters if the operating system provides the necessary
support .

Specia handling of filenames of the form /dev/tcp/HOST/PORT and
/dev/udp/HOST/PORT when used in redirections.
Whether process substitution occurs, if supported by the operating system.

Whether backslash escaped characters in PS1, PS2, PS3, and PS4 are dlowed

Programmablecompletionfacilities. If readline is not enabled, this option has
no effect .

readline editing and history capabilities.
Support for the restricted shell, the -r option to the shell, and rbash .
The select construct.

Make echo expand backslash-escaped characters by default, without requiring
the -e option. This sets the default value of the xpg_echo shell optionto on,
which makesthe bash echo behave morelikethe version specified in the
SingleUnix Specification, Version 2.



The options disabled-builtins and xpg-echo-default are disabled by default. The others are
enabled.

Many other shell features can be turned on or off by modifying thefile config-.top.h . For further
detailsonthisfileand configuring bashin general, see INSTALL .

Finally, to clean up the source directory and remove all of the object files and executables, type
make clean . Make sure you run make install first, otherwiseyou'll haveto rerun the
installation from scratch.

12.3.3. Testing bash

There are a series of teststhat can be run on your newly built version of bash to seeif itis
running correctly. Thetests are scriptsthat are derived from problems reported in earlier
versions of the shell. Running these tests on the latest version of bash shouldn't cause any
errors.

To run the tests just type make testsinthemain bash directory. The name of each test is
displayed, along with some warning messages, and then it is run. Successful tests produce no
output (unless otherwise noted in the warning messages).

If any of thetestsfail, you'll seealist of thingsthat represent differences betweenwhat is
expected and what happened. If this occurs you should file a bug report with the bash
maintainer. Seethe Section 12.4.2 later in this chapter for information on how to do this.

12.3.4. Potential Problems

Although bash has been installed on alarge number of different machines and operating systems,
there are occasionally problems. Usually the problems aren't serious and a bit of investigation
can result in aquick solution.

If bash didn't compile, the first thing to do is check that configure guessed your machine and
operating system correctly. Then check thefile NOTES, which contains some information on
specific UNIX systems. Also look in INSTALL for additional information on how to give
configure specific compilation instructions.

12.3.5. Installing bash as aLogin Shell

Havinginstalled bash and made sure it isworking correctly, the next thing to do isto make it
your login shell. This can be accomplished in two ways.



Individual users can use the chsh (change shell) command after they log in to their accounts.
chsh asks for their password and displays alist of shells to choose from. Once a shell is chosen,
chsh changes the appropriate entry in /etc/passwd . For security reasons, chshwill only allow
you to changeto ashell if it existsinthefile /etc/shells(if /etc/shells doesn't exist, chsh asks for
the pathname of the shell).

Another way to change the login shell isto edit the password file directly. On most systems,
/etc/passwd will havelinesof theform:

cam pK1Z9BCJbzCr BNr kj RUdUi Tt FCh/ : 501: 100: Camer on Newham / horre/ cam / bi n/ bash

cc: kf DKDj f keDIKJy SFgJFWEr r El pe/ : 502: 100: Cheshire Cat : / home/ cc: / bi n/ bash

Asroot you can just edit the last field of the linesin the password file to the pathname of
whatever shell you choose.

If you don't have root access and chsh doesn't work, you can still make bash your login shell.
Thetrick isto replace your current shell with bash by using exec from within one of the startup
filesfor your current shell.

If your current shell issimilar to sh (e.g., ksh), you have to add the line:

[ -f /pathname/bash ] && exec /pathnane/bash --1ogin

to your .profile , where pathname is the path to your bash executable.

Youwill also haveto create an empty filecalled .bash _profile . The existence of thisfile
prevents bash from reading your .profile and re-executing the exec— thusentering aninfinite
loop. Any initialization code that you need for bash can just be placed in .bash_profile .

If your current shell issimilar to csh (e.g., tcsh) things are slightly easier. Y ou just have to add
theline;

if ( -f /pathname/bash ) exec /pathnane/bash --1ogin

to your .login , where pathname is the path to your bash executable.

12.3.6. Examples

The bash archive aso includes an examples directory. This directory contains some
subdirectories for scripts, functions, and examples of startup files.



The startup filesin the startup-files directory provide many examples of what you can put in
your own startup files. Inparticular, bash_aliasesgivesmany useful aliases. Bear in mind that if
you copy these fileswholesale, you'll haveto edit them for your system because many of the
pathswill be different. Refer to Chapter 3 for further information on changing thesefilesto suit
your needs.

The functions directory contains about 50 files with function definitionsthat you might find
useful. Amongthemare:

basename

The basename utility, missing from some systems

dirfuncs

Directory manipulationfacilities

dirname

Thedirname utility, missing from some systems

whatis

Animplementation of the Tenth Edition Bourneshell whatisbuiltin

whence
An amost exact clone of the Korn shell whencebuiltin

Especially helpful, if you come from aKorn shell background, is kshenv . This contains function
definitions for some common Korn facilities such aswhence, print , and the two-parameter cd
builtins,

The scripts directory contains over 20 examples of bash scripts. The two largest scripts are
examples of the complex things you can do with shell scripts. Thefirst isa (rather amusing)
adventure game interpreter and the second isa C shell interpreter. The other scriptsinclude



examples of precedencerules, ascrolling text display, a"spinning wheel" progress display, and
how to prompt the user for a particular type of answer.

Not only arethe script and function examples useful for including in your environment, they also
provide many alternative examplesthat you can learn from when reading thisbook. We
encourage you to experiment with them.
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12.4. Who Do | Turn to?

No matter how good something is or how much documentation comeswith it, you'll eventually
come across something that you don't understand or that doesn't work. In such cases it can't be
stressed enough to carefully read the documentation (in computer parlance: RTFM).[3l In many
cases thiswill answer your question or point out what you're doing wrong.

[3 RTFM standsfor " Read TheF(laming) Manual."

Sometimes you'll find this only adds to your confusion or confirms that there is something
wrong with the software. The next thing to do isto talk to alocal bash guru to sort out the
problem. If that fails, or thereisno guru, you'll have to turn to other means (currently only viathe
I nternet).

12.4.1. Asking Questions

If you have any questions about bash , there are currently two waysto go about getting them
answered. Y ou can email questions to bash-maintainers@gnu.org or you can post your question
to the USENET newsgroups gnu.bash.bug or comp.unix.shell .

In both cases either the bash maintainer or some knowledgeable person on USENET will give
you advice. When asking a question, try to give ameaningful summary of your question in the
subjectline.

12.4.2. Reporting Bugs

Bug reports should be sent to bug-bash@gnu.org , and include the version of bash and the
operating system it is running on, the compiler used to compile bash , a description of the
problem, a description of how the problem was produced, and, if possible, afix for the
problem. The best way to do this is with the bashbug script, installed with bash .

Before you run bashbug , make sure you've set your EDITOR environment variableto your
favorite editor and have exported it (bashbug defaults to emacs, which may not be installed on
your system). When you execute bashbug it will enter the editor with apartially blank report
form. Some of the information (bash version, operating system version, etc.) will have beenfilled
inautomatically. Well take abrief look at the form, but most of it is self-explanatory.



The From : field should befilled out with your email address. For example:

From confused@wonderl and. oreilly.com

Next comes the Subject : field; make an effort tofill it out, asthismakesit easier for the
maintai ners when they need to look up your submission. Just replace the line surrounded by
square brackets with ameaningful summary of the problem.

The next few lines are a description of the system and should not be touched. Next comes the
Description : field. Y ou should provide a detailed description of the problem and how it differs
from what is expected. Try to be as specific and concise as possible when describing the
problem.

The Repeat-By : field iswhere you describe how you generated the problem; if necessary, list
the exact keystrokes you used. Sometimes you won't be able to reproduce the problem yourself,
but you should still fill out thisfield with the eventsleading up to the problem. Attempt to reduce
the problem to the smallest possible form. For example, if it was alarge shell script, try to isolate
the section that produced the problem and include only that in your report.

Lastly, the Fix : field iswhere you can provide the necessary patch to fix the problem if you've
investigated it and found out what was going wrong. If you have no ideawhat caused the
problem, just leavethefield blank.

Onceyou'vefinishedfillingintheform, saveit and exit your editor. Theformwill automatically
be sent to the maintainers.
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Appendix A. Related Shells

The fragmentation of the UNIX marketplace has had its advantages and disadvantages. The
advantages came mostly inthe early days:. lack of standardization and proliferation among
technically knowledgeable academics and professional s contributed to a healthy "free market"
for UNIX software, in which several programs of the same type (e.g., shells, text editors, system
administration tools) would often compete for popularity. The best programs would usually
become the most widespread, while inferior software tended to fade away.

But often there was no single "best" program in agiven category, so severa would prevail. This
led to the current situation, where multiplicity of similar software hasled to confusion, lack of
compatibility, and—most unfortunate of all—the inability of UNIX to capture as big ashare of
the market as other operating platforms (MS-DOS, Microsoft Windows, Novell NetWare, etc.).

The"shell" category has probably suffered in this way more than any other type of software. As
we said in the Preface and in Chapter 1, several shellsarecurrently available; thedifferences
between them are often not all that great.

Thereforewefelt it necessary to include information on shellssimilar to bash . This appendix
summarizesthedifferencesbetween bash and thefollowing:
. The standard Bourne shell, asakind of "baseline"

. ThelEEE POSI X 1003.2 shell Standard, to which bash adheres and other shellswill adhere
inthefuture

- TheKornshell (ksh), apopular commercial shell provided with many UNIX systems
- pdksh, awidely used public domain Korn shell
. zsh, apopular aternative to bash and the Korn shell
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A.1. The Bourne Shell

bash isamost completely backward-compatible with the Bourne shell. Theonly significant
feature of thelatter that bash doesn't support is” (caret) as a synonym for the pipe (|) character.
Thisisan archaic feature that the Bourne shell includesfor its own backward compatibility with
earlier shells. No modern UNIX version has any shell code that uses”™ as a pipe.

To describe the differences between the Bourne shell and bash , we'll go through each chapter

of this book and enumerate the features discussed in the chapter that the Bourne shell does not
support. Although some versions of the Bourne shell exist that include afew bash features,[1] we
refer to the standard Bourne shell that has been around for many years.

[1 For example, theBourneshel| distributedwith System V supportsfunctionsand afew other shell featurescommon
to bashandtheKorn shell.

Chapter 1

Thecd - form of the cd command,; tilde (~ ) expansion; the jobs command; the help built-
in.

Chapter 2

All. (That is, the Bourne shell doesn't support any of the readline, history, and editing
features discussed in this chapter.)

Chapter 3

Aliases; prompt string customization; set options. The Bourne shell supports only the
following: -e, -k ,-n,-t,-u,-v,-x,and- . It doesn't support option names (-0 ). The
shopt built-in. Environment filesaren't supported. Thefollowing built-invariablesaren't
supported:



All variablesbeginningwithBASH_
All variablesbeginningwith COMP

CDPATH
FCEDIT
GROUPS
HISTCONTROL
HISTIGNORE
HISTFILESIZE
HOSTNAME

I GNOREEOF
LANG

LC COLLATE
LINENO
MAILCHECK
OPTARG
OPTIND
PIPESTATUS
PS3

POSIXLY CORRECT
PWD

REPLY
SHELLOPTS
TIMEFORMAT
auto_resume

DIRSTACK
FUNCNAME
HISTCMD
HISTFILE
HISTSIZE
HOSTFILE
HOSTTY PE
INPUTRC
LC ALL
LC_MESSAGES
MACHTY PE
OLDPWD
OPTERR
OSTYPE

PS4
PROMPT_COMMAND
RANDOM

SECONDS

SHLVL

TMOUT

histchars



Chapter 4

Functions; the type command; thelocal command; the ${#par ameter} operator; pattern-
matching variable operators (% , %% , # , ## ). Extended pattern matching. Command-
substitution syntax is different: usethe older * command  instead of $( command ). The
built-in pushd and popd commands.

Chapter 5

The ! keyword; the select construct isn't supported. The Bourne shell return doesn't exit a
script when it is sourced with . (dot).

Chapter 6

Usethe external command getopt instead of getopts, but note that it doesn't really do the
samething. Integer arithmeticisn't supported: use the external command expr instead of the
$(( arithmetic-exp )) syntax. Thearithmetic conditional (( arithmetic-exp )) isn't

supported; use the old condition test syntax and the relational operators-It , -eq , etc.
Array variables are not supported. declare and let aren't supported.

Chapter 7

The command , builtin , and enablebuilt-ins. The -e and -E options to echo are not
supported. The I/O redirectors >| and <> are not supported. None of the options to read
IS supported. printf isusually available asan external command.

Chapter 8

Job control—specifically, thejobs, fg , and bg commands. Job number notation with % |,
I.e., thekill and wait commands only accept process IDs. The - option to trap (reset trap
to thedefault for that signal). trap only accepts signal numbers, not logical names. The
disown built-in.

Chapter 9
The DEBUG, ERR, and RETURN fake signals are not supported. The EXIT fake signal is



supported as signal O.

Chapter 10

The ulimit command and privileged mode aren't supported. The -S option to umask is not
supported. The Bourne shell's restrictive counterpart, rsh, only inhibits assignment to
PATH .
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A.2. The IEEE 1003.2 POSIX Shell Standard

There have been many attemptsto standardize UNIX. Hardware companies monolithic attempts
at market domination, fragileindustry coalitions, marketing failures, and other such effortsarethe
stuff of history—and the stuff of frustration.

Only one standardization effort has not been tied to commercial interests: the Portable Operating
System Interface, known as POSIX. This effort started in 1981 with the /usr/group (now
UniForum) Standards Committee, which produced the /usr/group Standard threeyears|ater.
Thelist of contributors grew to include the Institute of Electrical and Electronic Engineers (IEEE)
and the International Organization for Standardization (1SO).

Thefirst POSIX standard was published in 1988. This one, called |EEE P1003.1, covers low-
level issuesat the system-call level. IEEE P1003.2, covering the shell, utility programs, and user
interfaceissues, wasratified in September 1992 after asix-year effort. In September 2001, ajoint
revision of both standards was approved. The new standard, covering all the material in the two
earlier separate documents, became known as | EEE Standard 1003.1-2001. The latest version of
the standard is 1003.1-2004.

The POSIX standards were never meant to be rigid and absolute. The committee members
certainly weren't about to put gunsto the heads of operating system implementers and force
them to adhere. Instead, the standards are designed to be flexible enough to allow for both
coexistence of similar available software, so that existing code isn't in danger of obsolescence,
and the addition of new features, so that vendors have the incentive to innovate. In other words,
they are supposed to be the kind of third-party standards that vendors might actually be
interestedinfollowing.

Asaresult, most UNIX vendors currently comply with both standards. bash is no exception; it
isalmost 100% POSI X-compliant.

The shell part of the standard describes utilities that must be present on all systems, and others
that are optional, depending upon the nature of the system. One such option isthe User
Portability Utilitiesoption, which definesstandardsfor interactive shell useand interactivedutilities
likethevi editor. The standard—on the order of 2,000 pages—is available through the |EEE; for
information, contact the | EEE:

| EEE Custoner Service

445 Hoes Lane, PO Box 1331



Pi scat away, NJ 08855-1331

(800) 678-1EEE (United States and Canada)
(732) 981-0060 (international/local)
(732) 981-9667 (fax)

custoner.service@ eee. org

http://ww. st andards. i eee. org/ cat al og/ ordering. htm

The committee members had two motivating factors to weigh when they designed the shell
standard. On the one hand, the design had to accommodate, as much as possible, existing shell
code written under various Bourne-derived shells (the Version 7, System V, BSD, and Korn
shells). These shellsaredifferent in several extremely subtle ways, most of which haveto dowith
theways certain syntactic elementsinteract with each other.

It must have been quite difficult and tedious to spell out these differences, let aloneto reach
compromises among them. Throw in biases of some committee members towards particular
shells, and you might understand why it took six yearsto ratify thefirst 1003.2 standard and
further years to merge the standards.

On the other hand, the shell design had to serve as a standard on which to base future shell
implementations. Thisimplied goalsof simplicity, clarity, and precision—objectivesthat seem
especially elusivein the context of the above problems.

The designersfound one way of ameliorating this dilemma: they decided that the standard should
include not only the featuresincluded in the shell, but al so those explicitly omitted and those
included but with unspecified functionality. Thelatter category allows some of the existing shells
innovationsto "sneak through" without becoming part of the standard, whilelisting omitted
features hel ps programmers determine which featuresin existing shell scriptswon't be portableto
futureshells.

The POSIX standard is primarily based on the System V Bourne shell, which is a superset of the
Version 7 shell discussed earlier in this appendix. Therefore you should assume that bash
featuresthat aren't present in the Bourne shell also aren't included in the POSI X standard.

Thefollowing bash features areleft "unspecified” in the standard, meaning that their syntax is
acceptable but their functionality isnot standardized:

. The other syntax for functions shown in Chapter 4 is supported; see the following
discussion.


http://www.standards.ieee.org/catalog/ordering.html

- The[[...]] syntax for conditional tests. The external test or [...] utility should be used
instead.

. Theselect control structure.

. Codeblocks ({...}) are supported, but for maximum portability, the curly brackets should
be quoted (for reasons too complicated to go into here).

. Signal numbersare only allowed if the numbersfor certain key signals (INT, TERM, and a
few others) are the same as on the most important historical versions of UNIX. In general,
shell scripts should use symbolic names for signals.

The POSIX standard supports functions, but the semantics are weaker: it is not possible to
definelocal variables, and functions can't be exported.

The command lookup order has been changed to allow certain built-in commands to be
overridden by functions. Built-in commands are divided into two sets by their positionsin the
command lookup order: some are processed before functions, some after. Specifically, the built-
in commands break , : (do nothing), continue, .(source ), eval , exec, exit , export ,
readonly , return , set , shift , trap , and unset take priority over functions.

Finally, because the POSI X standard is meant to promote shell script portability, it avoids
mentioning certainfundamental implementationissues: inparticular, thereisno requirement that
multitasking be used for background jobs, subshells, etc. Thiswas doneto allow portability to
non-multitasking systems like MS-DOS, so that shells on these systems can be POSI X -
compliant.

& Frev LA AY R
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A.3. The Korn Shell

One of thefirst major alternativesto the "traditional” shells, Bourne and C, wasthe Korn shell,
publicly released in 1986 as part of AT& T's "Experimental Toolchest." The Korn shell was
written by David Kornat AT& T. Thefirst version was unsupported, but eventually UNIX
System Laboratories (USL) decided to give it support when they released it with their version of
UNIX (System V Release 4) in 1989. The November 1988 Korn shell isthe most widely used
version of thisshell.

The 1988 release is not fully POSI X -compliant—Iess so than bash . The latest release (1993) has
brought the Korn shell into better compliance aswell as providing more features and streamlining
existingfeatures.

The 1993 Korn shell and bash share many features, but there are some important differencesin
theKornshell:
- Functions are more like separate entities than part of the invoking shell (traps and options
are not shared with theinvoking shell).
. Associative arrays are supported.

- Floating-point numbers and expressions are supported.

. Coroutines are supported. Two processes can communicate with one another by using the
print and read commands.

- The command print replaces echo . print can have afile descriptor specified and can be
used to communicate with coroutines.

- Function autoloading is supported. Functions are read into memory only when they are
called.

- One-dimensional arraysare supported, althoughthey arelimitedin size (4,096 elementsin
early versions of ksh93, 64K elementsin later releases).

. Thehistory listiskeptinafilerather than in memory. Thisallows concurrent instantiations
of the shell to accessthe same history list, a possible advantage in certain circumstances.

. Thereisno default startup file. If the environment variable ENV is not defined, nothingis
read.



- Thetype command isreplaced with the more restrictive whence .

. The primary prompt string (PS1 ) doesn't allow escaped commands.

. Thereisnobuilt-inequivalent to enable .

. Thereisno provision for key bindings and no direct equivalent to readline.

- Thereareno built-in equivalentsto pushd , popd , and dirs. They have to be defined as
functionsif you want them.

. The history substitution mechanism is not supported.
. Prompt strings don't allow backsl ash-escaped special characters.
- Many of the bash environment variables don't exist.

In addition, the startup and environment filesfor Korn are different, consisting of .profile and the
file specified by the ENV variable. The default environment file can be overridden by using the
variable ENV . Thereisno logout file.

For amore detailed list of the differences between bash and the Korn shell see the FAQfilein
the doc directory of the basharchive.

TheKorn shell isagood aternativeto bash . Itsonly major drawback isthat it is upgraded only
every few years.
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A.4. pdksh

pdksh (Public Domain Korn shell) isaversion of the Korn shell that isafree alternativeto bash .
pdksh is available as source code in various places on the Internet, including the USENET
newsgroup comp.sources.unix , and the pdksh home page
http://www.cs.mun.ca/~michael/pdksh/ of the current maintainer, Michael Rendell.

pdksh was originally written by Eric Gisin, who based it on Charles Forsyth's public domain
Version 7 Bourne shell. It has all Bourne shell features plus some of the POSIX extensionsand a
few features of its own.

pdksh 's additional featuresinclude user-definable tilde notation, in which you can set up ~ as an
abbreviation for anything, not just usernames.

Otherwise, pdksh lacks afew features of the official Korn version and bash . In particular, it
lacksthefollowing bashfeatures:

. Thebuilt-invariable PS4

. The advanced 1/O redirectors >| and <>

. The options errexit , noclobber , and privileged

Oneimportant advantagethat pdksh has over bash isthat the executable is only about athird the
sizeand it runs considerably faster. Weighed against thisisthat it isless POSIX-compliant, has
had numerous people add code to it (so it hasn't been as strongly controlled as bash ), and isn't
as polished a product as bash (for example, the documentation isn't anywhere near as detailed or
complete).

However, pdkshisaworthwhile alternative for those who want something other than bash and
can't obtain the Korn shell.
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A.5. zsh

zsh isapowerful interactive shell and scripting language with many featuresfoundin bash , ksh ,
and tcsh, aswell as several unique features.

zshwasoriginally written by Paul Falsted inthe early 1990s and is now maintained by various
people.

It isfreely available and should compile and run on just about any modern version of Unix. Ports
for other operating systems are also available. The zsh home page is http://www.zsh.org . The
current versionis4.2.1.

Some of the main differences between bash and zsh are:

. Extended globbing capabilities

. A dlightly more advanced textual completion system

. A powerful multi-linecommandlineeditor

. Variousvisual bells and whistles, such as command prompt color and placement

zshisagood alternative to bash , especially for "power users."
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A.6. Shell Clones and Unix-like Platforms

The proliferation of shells has not stopped at the boundaries of UNIX-dom. Many programmers
who got their initial experience on UNIX systems and subsequently crossed over into the PC
world wished for anice UNIX-like environment. It'snot surprising then that several UNIX shell-
styleinterfacesto small-computer operating systems have appeared, Bourne shell emulations
among them.

In the past several years, not only shell clones have appeared, but entire Unix "environments."
Two of them use shellsthat we've already discussed. Two others provide their own shell
reimplementations. Providing lists of major and minor differencesis counterproductive. Instead,
this section describes each environment in turn (in alphabetical order), along with contact and

I nternet download information.

A.6.1.Cygwin

Cygnus Consulting (now part of Red Hat) created the cygwin environment. First creating
cgywin.dll , ashared library that provides Unix system call emulation, they ported alarge number
of GNU utilitiesto various versions of Microsoft Windows. The greatest functionality comes
under Windows/NT, Windows 2000, and Windows X P, although the environment can and does
work under Windows 95/98/ME, aswell.

The cygwin environment uses bash for its shell, GCC for its C compiler, and the rest of the
GNU utilitiesfor itsUnix toolset. A sophisticated mount command provides a mapping of the
Windows C:\path notation to Unix filenames.

The cygwin project can be found at http://www.cygwin.com .

A.6.2. DIGPP

The DJGPP suite provides 32-bit GNU tools for the MS-DOS environment. To quote the web
page:

DJGPP is acomplete 32-bit C/C++ development system for Intel 80386 (and higher) PCs
running MS-DOS. It includes ports of many GNU development utilities. The development tools
require a 80386 or newer computer to run, as do the programs they produce. In most cases, the
programs it produces can be sold commercially without license or royalties.


http://www.cygwin.com

The name comes from the initials of D.J. Delorie, who ported the GNU C++ compiler, g++ to
MS-DOS, and thetext initials of g++, GPP. It grew into essentially afull Unix environment on
top of MS-DOS, with all the GNU tools and bash asitsshell. Unlike cygwin or UWIN (seelater
in this Appendix), you don't need aversion of Windows, just a full 32-bit processor and MS-
DOS. (Although, of course, you can use DJGPP from within a Windows MS-DOS window:.)
Theweb siteis http://www.delorie.com/djgpp/ .

A.6.3. MKS Toolkit

Perhaps the most established Unix environment for the PC world isthe MKS Toolkit from
MorticeKern Systems:

MKS Canada - Corporate Headquarters

410 Al bert Street

Waterl oo, ON N2L 3V3

Canada

+1 519 884-2251

+1 519 884-8861 (fax)

+1 800 265-2797 (sales)

http://ww. nks. com

The MKS Toolkit comesin various versions depending upon the devel opment environment and
the number of developerswho will be usingit. Itincludes ashell that is POSI X -compliant, along
with just about all the features of the 1988 Korn shell, aswell asover 300 utilities, such asawk ,

perl , vi , make, etc. Their library supports over 1,500 Unix APIs, making it extremely complete
and easy to port to the Windows environment. More information isavailable at

http: //mwww.mkssoftwar e.conVproducts/tk/ds_tkdev.asp .

A.6.4. AT&T UWIN

The UWIN packageisaproject by David Korn and his colleagues to make a Unix environment
available under Microsoft Windows. It issimilar in structureto cygwin , discussed earlier. A
shared library, posix.dll , provides emulation of the Unix system call APIs. The system call
emulation is quite complete. An interesting twist isthat the Windows registry can be accessed as
afilesystemunder /reg . On top of the Unix APl emulation, ksh93 and over 200 Unix utilities(or
rather, re-implementations) have been compiled and run. The UWIN environment relieson the


http://www.delorie.com/djgpp/
http://www.mks.com
http://www.mkssoftware.com/products/tk/ds_tkdev.asp

native Microsoft Visual C/C++ compiler, although the GNU development toolsare availablefor
download and use with UWIN.

The project can be found at http://www.research.att.com/sw/tools/uwin/ . The web site describes
what isavailable, withlinksfor downloading binaries, aswell asinformation on commercial
licensing of the UWIN package. Also included are linksto various papers on UWIN, additional
useful software, and linksto other, similar packages.
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B.1. Invocation

TableB-1 and Table B-2 list the options you can use when invoking current versions of bash
and the older 1.x version, respectively.[1] The multicharacter options must appear on the
command line before the single-character options. In addition to these, any set option can be
used on the command line; see Table B-7 . Login shellsare usually invoked with the options -i
(interactive), -s (read from standard input), and -m (enable job control).

[1 Atthetimeof writing, theold 1.x versionsof basharestill used. Westrongly recommend that you upgradeto the
latest version. Wehaveincluded atable of old options(Table B-2) just in caseyou encounter an old version of the
shel.

Table B-1. Command-line options

Option Meaning

Commands are read from string, if present. Any arguments after string are
interpreted aspositional parameters, starting with $0 .

A list of all double-quoted strings preceded by $ is printed on the standard
-D ouput. These arethe stringsthat are subject to language translation when the
current locale isnot C or POSIX. This also turns on the -n option.

Interactive shell. Ignoressignals TERM, INT, and QUIT. With job control in
effect, TTIN, TTOU, and TSTP are also ignored.

s Makes bash act asif invoked asalogin shell.

-C string

-0 option Takes the same arguments as set -0 .

shopt-option is one of the shell options accepted by the shopt builtin. If shopt-
option is present, -O sets the value of that option; +O unsetsiit. If shopt-option
Is not supplied, the names and values of the shell options accepted by shopt
are printed on the standard output. If the invocation option is +O , the output
isdisplayed in aformat that may be reused asinput.

-O, +0 shopt-
option

Reads commands from the standard input. If an argument is given to bash ,
-S this flag takes precedence (i.e., the argument won't be treated as a script name
and standard input will beread).



—debugger
—dump-
strings

—dump-po-
strings

—help
—login
—noediting

—noprofile
—norc

—OSiX

—quiet

—rcfilefile,
—init-filefile

—verbose

—version

Meaning
Restricted shell. See Chapter 10 .
Printsshell input linesasthey'reread.

Signals the end of options and disables further option processing. Any options
after thisaretreated asfilenames and arguments. — is synonymous with - .

Arranges for the debugger profile to be executed before the shell starts. Turns
on extended debugging mode and shell function tracing.?]

Doesthe sameas-D .

Does the same as -D but the output isin the GNU gettext po (portable object)
fileformat.

Displays a usage message and exits.

Makesbash act asif invoked asalogin shell. Sameas-| .

Does not use the GNU readlinelibrary to read command linesif interactive.

Does not read the startup file /etc/profile or any of the personal initialization
files.

Doesnotreadtheinitializationfile ~/.bashrc if the shell isinteractive. Thisison
by default if the shell isinvoked as sh .

Changes the behavior of bash to follow the POSIX guidelines more closely
where the default operation of bash isdifferent.

Shows no information on shell startup. Thisisthe default.

Executes commands read from fileinstead of theinitializationfile ~/.bashrc , if
theshdll isinteractive.

Equivaentto -v .
Shows the version number of thisinstance of bash and then exits.

[2 Only availablein bash version 3.0 and later.

Table B-2. Old command-line options



Option

-C string

-norc
-noprofile

-rcfilefile
-vVerson
-quiet
-login

-nobraceexpansion

-nolineediting

-pOosiX
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Meaning

Commands are read from string , if present. Any arguments after string
areinterpreted aspositional parameters, startingwith $0 .

Interactive shell. Ignoressignals TERM, INT, and QUIT. With job control
in effect, TTIN, TTOU, and TSTP are also ignored.

Reads commands from the standard input. If an argument is given to bash
, thisflag takes precedence (i.e., the argument won't be treated as a script
name and standard input will be read).

Restricted shell. See Chapter 10 .

Signals the end of options and disables further option processing. Any
options after this are treated as filenames and arguments. — is
synonymouswith - .

Doesnot readtheinitializationfile ~/.bashrcif theshell isinteractive. This
ison by default if the shell isinvoked as sh .

Does not read the startup file /etc/profile or any of the personal
initidizationfiles.

Executes commands read from fileinstead of theinitializationfile
~/.bashrc, if theshell isinteractive.

Shows the version number of thisinstance of bash when starting.
Shows no information on shell startup. Thisisthe default.

Makes bash act asif invoked asalogin shell.

Does not perform curly brace expansion.

Does not use the GNU readlinelibrary to read command linesif
interactive.

Changes the behavior of bash to follow the POSIX guidelines more
closely wherethe default operation of bash is different.
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B.2. Prompt String Customizations

Table B-3 shows asummary of the prompt customizations that are available. The customizations
\[ and\] are not availablein bash versionsprior to 1.14. \a, \e, \H, \T, \@, \v, and \V are not
avallableinversionsprior to 2.0.\A, \D, \j, \I, and \r are only availablein |ater versions of bash
2.0and in bash 3.0.

Table B-3. Prompt string customizations

Command Meaning
\a The ASCII bell character (007)
\A Thecurrent timein 24-hour HH:MM format
\d Thedatein "Weekday Month Day" format
\D { format Th_efgrmat IS passed to strfti m(_a(3) and the resgl_t is_ inserted into th_e p.rompt
} string; an empty format resultsin alocal e-specific time representation; the braces
arerequired
\e The ASCI| escape character (033)
\H The hostname
\h The hostname up to the first "."
\j The number of jobs currently managed by the shell
\l The basename of the shell'sterminal device name
\n A carriagereturn and linefeed
\r A carriagereturn
\s The name of the shell
\T Thecurrenttimein 12-hour HH:MM:SSformat
\t Thecurrenttimein HH:MM:SSformat

\@ The current timein 12-hour am./p.m. format



Command Meaning

\u The username of the current user

\v The version of bash (e.g., 2.00)

\V Therelease of bash ; the version and patchlevel (e.g., 3.00.0)
\w The current working directory

\W The basename of the current working directory

\# The command number of the current command

\! The history number of the current command

\$ If the effective UID is O, print a#, otherwise print a$

\nnn Character code in octal

\\ Print abackslash

\[ Begin a sequence of non-printing characters, such asterminal control sequences
\] End a sequence of non-printing characters
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B.3. Built-In Commands and Reserved Words

Table B-4 shows asummary of al built-in commands and reserved words. The lettersin the
Type column of the table have the following meanings. R = reserved word, blank = Builtin.

Table B-4. Commands and reserved words

Command Chapter Type Summary
! 5 R Logical NOT of acommand exit status.
7 Do nothing (just do expansions of any arguments).
4 Read file and execute its contentsin current shell.
dias 3 Set up shorthand for command or command line.
bg 8 Put job in background.
bind 2 Bind akey sequence to areadline function or macro.
break 5 Exitfrom surrounding for , select , while, or until loop.
builtin 5 Executethe specified shell built-in.
case 5 R Reserved word. Multi-way conditional construct.
cd 1 Changeworking directory.
command 7 Run a command bypassing shell function lookup.
compgen D Generate possible compl etion matches.
complete D Specify how completion should be performed.
continue Skip to next iteration of for , select , while, or until loop.
declare 6 Declarevariablesand givethem attributes.
dirs 6 Display thelist of currently remembered directories.
disown 8 Remove ajob from the job table.
do 5 R Part of afor , select , while, or until looping construct.



Command Chapter Type Summary

done 5 R Part of afor , select , while, or until looping construct.
echo 4 Expand and print any arguments.

dif 5 R Part of anif construct.

ese 5 R Part of anif construct.

enable 7 Enable and disable built-in shell commands.

esac 5 R Part of acase construct.

evd 7 Run the given arguments through command-line processing.
exec 9 Replace the shell with the given program.

exit 5 Exit fromtheshell.

export 3 Createenvironment variables.

fc 2 Fix command (edit history file).

fg 8 Put background job in foreground.

fi 5 R Part of anif construct.

for 5 R L ooping construct.

function 4 R Defineafunction.

getopts 6 Process command-line options.

hash 3 Full pathnames are determined and remembered.
help 1 Display hel pful information on built-incommands.
history 1 Display command history.

if 5 R Conditional construct.

in 5 R Part of acase construct.

jobs 1 List any background jobs.

kill 8 Send a signal to a process.

et 6 Arithmeticvariableassignment.

local 4 Createalocal variable.

logout 1 Exitsaloginshell.



Command Chapter Type Summary

popd 4 Removes a directory from the directory stack.

pushd 4 Adds a directory to the directory stack.

pwd 1 Print theworking directory.

read 7 Read aline from standard inpui.

readonly 6 Makevariablesread-only (unassignable).

return 5 Return from the surrounding function or script.

select 5 R M enu-generation construct.

set 3 Set options.

shift 6 Shift command-linearguments.

suspend Suspend execution of ashell.

test 5 Evaluatesaconditional expression.

then 5 R Part of anif construct.

fime R Run command pipeline and pri_nt execution times. The format of
the output can be controlled with TIMEFORMAT .

fimes Print the accumulated user and system times for processes run
from the shell.

trap 8 Set up asignal-catching routine.

type 3 | dentify the source of a command.

typeset 6 Declare variables and give them attributes. Same asdeclare .

ulimit 10 Set/show process resource limits.

umask 10 Set/show file permission mask.

unalias 3 Removealiasdefinitions.

unset 3 Remove definitions of variables or functions.

until 5 R L ooping construct.

wait 8 Wait for background job(s) to finish.

while 5 R L ooping construct.
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B.4. Built-In Shell Variables
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Table B-5showsacompletelist of environment variablesavailablein bash 3.0. The lettersin the
Type column of the table have the following meanings: A = Array, L = colon separated list, R =
read-only, U = unsetting it causesit to loseits special meaning.

Notethat the variablesbeginning BASH _, beginning COMP, DIRSTACK, FUNCNAME,
GLOBIGNORE, GROUPS, HISTIGNORE, HOSTNAME, HISTTIMEFORMAT, LANG,
LC ALL,LC COLLATE, LC MESSAGE, MACHTYPE, PIPESTATUS, SHELLOPTS, and
TIMEFORMAT arenot availablein versions prior to 2.0. BASH_ENV replacesENV foundin

earlierversions.

Table B-5. Environment variables

Variable Chapter Type

* 4 R
@ 4 R
# 4 R
- R
? 5 R

R
$ 8 R
! 8 R
0 4 R
BASH 3

Description

The positional parametersgivento the
current script or function.

The positional parametersgivento the
current script or function.

The number of arguments given to the
current script or function.

Options given to the shell on invocation.
Exit status of the previous command.

L ast argument to the previous command.
Process ID of the shell process.

Process ID of the last background
command.

Name of the shell or shell script.

Thefull pathname used to invokethis
instance of bash .



Variable

BASH_ARGC

BASH_ARGV

BASH_COMMAND

BASH_EXECUTION_STRING

BASH_ENV

BASH_LINENO

BASH_REMATCH

Chapter Type

9 A

9 A

9

3

9 A
AR

Description

An array of values which are the number of
parameters in each frame of the current bash
execution call stack. The number of
parametersto the current subroutine (shell
function or script executed with . or source)
is at the top of the stack.

All of the parametersin the current bash
execution call stack. Thefinal parameter of
the last subroutine call is at the top of the
stack; thefirst parameter of theinitial call is
at the bottom.

The command currently being executed or
about to be executed, unlessthe shell is
executing a command as the result of atrap,
inwhich caseit isthe command executing at
the time of the trap.

The command argument to the -c invocation
option.

The name of afileto run asthe environment
filewhentheshdl isinvoked.

Anarray whose membersaretheline
numbers in source files corresponding to
each member of @var{FUNCNAME} .
$BASH_LINENOI$i]} istheline number
inthe source filewhere {FUNCNAM E[ $i
+ 1]} was called. The corresponding source
filenameis${BASH SOURCE[$ + 1]} .

An array whose members are assigned by
the =~ binary operator to the[[ conditional
command. The element with index Oisthe
portion of the string matching the entire
regular expression. Theelement withindex n
isthe portion of the string matching the n th
parenthesi zed subexpression.



Vaiable Chapter Type Description
Anarray containing the sourcefilenames

BASH SOURCE 9 A corresponding to the elementsin the
FUNCNAME array variable.
Incremented by one each time a subshell or

BASH SUBSHELL subshell environment isspawned. Theinitial
valueisO.

BASH_VERSION 3 The version number of thisinstance of bash
Versioninformation for thisinstance of bash

BASH VERSINFO 3,6 AR . Each element of the array holds parts of the
version number.

CDPATH 3 L A list of directoriesfor the cd command to

search.

Anindexinto §{COMP_WORDS} of the
word containing the current cursor position.

COMP_CWORD Thisvariableisavailableonly inshell
functionsinvoked by the programmable
completionfacilities.

The current command line. Thisvariableis
availableonly inshell functionsand external
commands invoked by the programmable
completionfacilities.

COMP _LINE

The index of the current cursor position
relativeto the beginning of the current
command. If the current cursor position is at
the end of the current command, the value of
thisvariableisequal to {#COMP_LINE} .
Thisvariableisavailableonly inshell
functionsand external commandsinvoked
by the programmable completionfacilities.

The set of charactersthat the Readline
library treats as word separators when
performing word completion. If
COMP_WORDBREAKSisunset, it loses
its special properties, evenifitis
subsequently reset.

COMP_POINT

COMP_WORDBREAKS U



Variable

COMP_WORDS

COMPREPLY

DIRSTACK
EUID

FUNCNAME

FCEDIT

FIGNORE

GLOBIGNORE

GROUPS

IFS

HISTCMD

HISTCONTROL

Chapter Type

Description

An array of theindividual wordsinthe
current command line. Thisvariableis
availableonly inshell functionsinvoked by
theprogrammablecompletionfacilities.

The possible completions generated by a
shell function invoked by the programmable
completionfacility.

The current contents of the directory stack.
The effective user ID of the current user.

An array containing the namesof all shell
functionscurrently inthe execution call

stack. The element with index O isthe name
of any currently-executing shell function. The
bottom-most elementis"main". Thisvariable
existsonly when ashell functionis
executing.

The default editor for the fc command.

A list of namesto ignore when doing
filenamecompletion.

A list of patternsdefining filenamestoignore
during pathname expansion.

An array containing alist of groups of which
the current user isamember.

Thelnternal Field Separator: alist of
characters that act as word separators.
Normally set to SPACE, TAB, and
NEWLINE.

The history number of the current command.

A list of patterns, separated by colons (:),
which can havethefollowing values.
ignorespace : linesbeginning with aspace
are not entered into the history list.
ignoredups: lines matching thelast history
line are not entered. erasedups: all previous



Variable

HISTFILE

HISTIGNORE

HISTSIZE

HISTFILESIZE

HISTTIMEFORMAT

HOME
HOSTFILE
HOSTNAME
HOSTTY PE

IGNOREEOF

INPUTRC

LANG

LC ALL

LC_COLLATE

Chapter Type

Description
lines matching the current line to are removed
from the history list beforethelineis saved.
ignoreboth : enables both ignorespace and
ignoredups .

The name of the command history file.

A list of patterns to decide what should be
retained inthehistory list.

The number of lines kept in the command
history.

The maximum number of lineskept inthe
historyfile.

If set and not null, itsvalueisused asa
format string for strftime (3) to print thetime
stamp associated with each history entry
displayed by the history builtin. If this
variableis set, time stamps are written to the
history file so they may be preserved across
shell sessions.

The home (login) directory.

Thefile to be used for hostname compl etion.
The name of the current host.

The type of machine bash isrunning on.

The number of EOF characters received
beforeexitinganinteractiveshell.

Thereadlinestartupfile.

Used to determine the locale category for
any category not specifically selected witha
variablestartingwith LC_ .

Overridesthe value of LANG and any other
L C_ variable specifying alocale category.

Determinesthe collation order used when
sorting the results of pathname expansion.



Variable

LC_CTYPE

LC_MESSAGES

LC_NUMERIC

LINENO

MACHTYPE
MAIL

MAILCHECK

MAILPATH
OLDPWD

OPTARG

OPTERR

OPTIND

OSTYPE

PATH

PIPESTATUS

Chapter Type

Description

Determinestheinterpretation of characters
and the behavior of character classeswithin
pathname expansion and pattern matching.

Thisvariable determinesthelocale used to
trandl ate double-quoted strings preceded by
a$.

Determinesthelocal e category used for
number formatting.

The number of thelinethat justranina
script or function.

A string describing the system on which
bashisexecuting.

The name of thefileto check for new mail.

How often (in seconds) to check for new
mail.

A list of file namesto check for new mail, if
MAIL isnot set.

The previousworking directory.

Thevalue of the last option argument
processed by getopts.

If set to 1, display error messages from
getopts.

The number of the first argument after
options.

The operating system on which bashis
executing.

The search path for commands.

Anarray variablecontaining alist of exit
status values from the processes in the most
recently executed foreground pipeline.

If intheenvironment when bash starts, the
shell enters posix mode before reading the



Vaiable Chapter Type Description
startup files, asif the —posix invocation
POSIXLY_ CORRECT option had been supplied. If it is set while
theshell isrunning, bash enables posix mode
, asif the command set -0 posix had been
executed.

The vaue is executed as a command before

PROMPT_COMMAND the primary prompt isissued.

PS1 3 The primary command prompt string.
pPS2 3 The prompt string for line continuations.
PS3 5 The prompt string for the select command.
P34 9 The prompt string for the xtr ace option.
PPID 8 R The process ID of the parent process.
PWD 3 The current working directory.
RANDOM 9 U A random number between 0 and 32767
(215-1).
The user's response to the select command,;
REPLY 57 result of theread command if no variable
namesaregiven.
SECONDS 3 U The number of seconds since the shell was
invoked.
SHELL 3 Thefull pathname of the shell.
SHELLOPTS LR  Alist of enabled shell options.
Incremented by one each time an instance of
SHLVL bashisinvoked.
Specifies the format for the output from
TIMEFORMAT usingthe time reserved word on a command

pipeline.

If set to apositive integer, the number of
TMOUT 10 secondsafter which the shell automatically
terminatesif noinputisreceived.

UulD R The user ID of the current user.



Variable

Chapter

Type

Description

auto_resume

Controls how job control works.

histchars

Specifies what to use as the history control
characters. Normally set to the string "I1"\#.
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B.5. Test Operators

Table B-6 lists the operators that are used with test and the[ ...] and[[ ...]] constructs. They can
belogically combinedwith -a ("and") and -o ("or") and grouped with escaped parenthesis (\( ...
\) ). The string comparisons < and > and the[[ ...]] construct are not available in versions of
bash prior to 2.0.

Table B-6. Test operators

Operator Trueif...
-afile fileexists
b file file existsand isablock devicefile
-c file file existsand isacharacter devicefile
-d file file exists and isadirectory
-efile file exists; same as -a
- file fileexistsandisaregular file
-g file file exists and hasits setgid bit set
-G file file exists and is owned by the effective group 1D
-h file fileexistsandisasymbolic link
-k file file exists and hasits sticky bit set
-L file fileexistsandisasymbolic link
-n string stringisnon-null
-N file filewas modified sinceit waslast read
-O file file exists and is owned by the effective user ID
-p file file exists and is a pipe or named pipe (FIFO file)

-r file file existsand isreadable



Operator
-sfile
-Sfile
-t N
-u file
-w file
X file
-Z string
fileA -nt fileB
fileA -ot fileB
fileA -ef fileB
stringA = stringB
stringA == stringB
stringA !'=stringB
stringA =~ regexp
stringA < stringB
stringA > stringB
exprA -eq exprB
exprA -ne exprB
exprA -It exprB
exprA -gt exprB
exprA -le exprB
exprA -ge exprB
exprA -a exprB
exprA -0 exprB

Trueif...
file exists and is not empty
file exists and is a socket
File descriptor N pointsto aterminal
file exists and hasits setuid bit set
fileexistsand iswriteable
file exists and is executable, or file is a directory that can be searched
string has alength of zero
fileA modification timeisnewer than fileB
fileA modification timeisolder than fileB
fileA and fileB point to the samefile
stringA equals stringB (POSIX version)
stringA equals stringB
stringA does not match stringB
stringA matches the extended regular expression regexpl 3]
stringA sorts before stringBlexicographically
stringA sorts after stringBlexicographically
Arithmeticexpressions exprA and exprB are equal
Arithmeticexpressions exprA and exprB are not equal
exprAislessthan exprB
exprAisgreater than exprB
exprA islessthan or equal to exprB
exprAisgreater than or equal to exprB
exprAistrue and exprBistrue
exprAistrue or exprB istrue

[3] Only availablein bash version 3.0 and later. May only beusedinside[[ ...]] .
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B.6. set Options

TableB-7lists the options that can be turned on with the set - argcommand. All areinitially off
except where noted. Full Namess, where listed, are argumentsto set that can be used with set -
o . The Full Name sbraceexpand , histexpand , history , keyword , and onecmd are not
availableinversionsof bash prior to 2.0. Also, in those versions, hashing is switched with -d .

Table B-7. Options to set

Option  Full name Meaning
-a dlexport Export all subsequently defined or modified variables.

-B braceexpand The shell performs brace expansion. Thisis on by default.
-b notify Report the status of terminating background jobsimmediately.
-C noclobber  Don'tallow redirectiontooverwriteexistingfiles.

Any trap on ERR isinherited by shell functions, command

€ errtrace substitutions, and commands executed in a subshell environment.
Exit the shell when asimple command exitswith non-zero status. A
e errexit simple command is a command not part of awhile, until , or if ; or
part of a& & or | list; or acommand whosereturn valueisinverted by !
emacs Use emacs-stylecommand-lineediting.
-f noglob Disable pathnameexpansion.

-H histexpand Enable! stylehistory substitution. On by default in aninteractive shell.

history Enable command history. On by default ininteractive shells.
-h hashall Disable the hashing of commands.

ignoreeof Disallow CTRL-D to exit the shell.
-k keyword Place keyword argumentsin the environment for acommand.

-m monitor Enablejob control (on by default ininteractive shells).



Option

Full name

noexec

physical

privileged

pipefal

POSiX

functrace

onecmd
nounset
verbose
Vi

xtrace

Meaning

Read commands and check syntax but do not execute them. Ignored for
interactiveshells.

Do not follow symbolic links on commands that change the current
directory. Use the physical directory.

Scriptisrunningin suid mode.

Thereturn value of apipelineisthe value of thelast (rightmost)
command to exit with anon-zero status, or zero if all commandsin the
pipeline exit successfully. Thisoptionisdisabled by default.

Change the default behavior to that of POSIX 1003.2 whereit differs
from the standard.

Any trap on DEBUG isinherited by shell functions, command
substitutions, and commands executed in asubshell environment.

Exit after reading and executing one command.

Treat undefined variables as errors, not as null.

Print shell input linesbefore running them.

Use v -stylecommand-lineediting.

Print commands (after expansions) before running them.

Signalsthe end of options. All remaining arguments are assigned to the
positional parameters. -x and -v areturned off. If there are no remaining
argumentsto set , the positional arguments remain unchanged.

With no argumentsfollowing, unset the positional parameters.
Otherwise, the positional parameters are set to the following arguments
(evenif they beginwith - ).

< Day Day Up >



B.7.shopt Options

The shopt options are set with shopt -s arg and unset with shopt -u arg . See Table B-8 for
options to shopt . Versions of bash prior to 2.0 had environment variables to perform some of
these settings. Setting them equated to shopt -s .

The variables (and corresponding shopt options) were: allow_null_glob_expansion (nullglob
), cdable vars (cdable vars), command_oriented history (cmdhist ), glob_dot_filenames
(dotglob ), no_exit_on_failed_exec (execfail ). These variables no longer exist.

The options extdebug , failglob , force fignore, and gnu_errfmt are not availablein versions
of bash prior to 3.0.

Table B-8. Options to shopt

Option Meaningif set
cdable vars Anargument to cd that is not adirectory is assumed to be the
- name of avariable whose valueisthe directory to change to.
Minor errorsin the spelling of adirectory supplied to the cd
cdsodl| command will be corrected if thereisasuitable match. This
P correction includes missing letters, incorrect letters, and | etter
transposition. It worksfor interactive shellsonly.
checkhash Commands found in the hash table are checked for existence
before being executed and non-existence forcesa PATH search.
Checks the window size after each command and, if it has
checkwinsize changed, updates the variablesLINES and COLUMNS
accordingly.
emdhist Attempt to saveall linesof amultilinecommandinasingle
history entry.
dotglob Filenamesbeginning with a. areincluded in pathname expansion.
: A non-interactive shell will not exit if it cannot executethe
execfall

argument to an exec . Interactive shellsdo not exit if execfalils.



Option
expand_aliases

extdebug

extglob

fallglob

force fignore

gnu_errfmt

hi stappend

histreedit

histverify

hostcompl ete

huponexit

Interactive_comments

Meaningif set
Aliases are expanded.

Behavior intended for use by debuggersisenabled. This
includes: the -F option of declar e displaysthe source filename
and line number corresponding to each function name supplied
as an argument; if the command run by the DEBUG trap returns
anon-zero value, the next command is skipped and not executed,;
and if the command run by the DEBUG trap returns avalue of 2,
and the shell isexecuting in asubroutine, acall toreturnis
smulated.

Extended pattern matching features are enabled.

Patternswhichfail to match filenames during pathname expansion
result in an expansion error.

The suffixes specified by the FI GNORE shell variable cause
words to be ignored when performing word completion even if
theignored words are the only possible completions.

Shell error messages are written in the standard GNU error
message format.

The history list is appended to the file named by the value of the
variable HI STFIL E whentheshell exits, rather than overwriting
thefile.

If readlineis being used, the opportunity isgiven for re-editing a
failedhistory substitution.

If readline is being used, the results of history substitution are
not immediately passed to the shell parser. Instead, the resulting
lineisloaded into the readlineediting buffer, allowing further
modification.

If readline is being used, an attempt will be made to perform
hostname compl etion when aword beginning with @ isbeing
completed.

bashwill send SIGHUP to all jobswhen an interactivelogin shell
exits.

Allowsaword beginning with # and all subsequent characters on
thelineto beignoredin aninteractive shell.



Option
lithist
login_shell

mailwarn

no_empty _cmd_completion

nocaseglob

nullglob
progcomp

promptvars
restricted shell
shift_verbose

sourcepath

Xpg_echo

Meaningif set

If the cndhist option isenabled, multiline commands are saved
to the history with embedded newlinesrather than using
semicolon separators where possible.

If bash isstarted asalogin shell. Thisisaread-only value.

If the file being checked for mail has been accessed since the last
time it was checked, the message " The mail in mailfile has been
read" isdisplayed.

If readline is being used, no attempt will be made to search the
PATH for possible completions when compl etion is attempted
on an empty line.

bash matchesfilenamesin acase-insensitivefashionwhen
performing pathnameexpansion.

Allows patterns which match no filesto expand to null strings
rather than to themsel ves.

Programmable completionfacilitiesare enabled. Defaultison.

Prompt strings undergo variable and parameter expansion after
being expanded.

Set if the shell is started in restricted mode. The value cannot be
changed.

The shift built-in printsan error if it has shifted past the | ast
positional parameter.

The sour cebuilt-in usesthevalue of PATH to find the directory
containing thefile supplied asan argument.

echo expands backsl ash-escape sequences by defaullt.
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B.8. I/O Redirection

Table B-9 shows acomplete list of 1/0 redirectors. (Thistable isalso included earlier as Table 7-
1.) Note that there are two formats for specifying standard output and error redirection: & >file
and >& file . The second of these, and the one used throughout this book, is the preferred way.

Redirector

cmdl |
cmd2

> file

< file
>> file
>| file

n >| file
<> file
n <>file
<< |abel
n > file
n < file
>> file
n >&

n <&
n>&m

n<&m

Table B-9. I/O redirectors

Function
Pipe; take standard output of cmd1 as standard input to cmd?2

Direct standard output to file

Take standard input from file

Direct standard output to file ; append to fileif it aready exists
Force standard output to file even if noclobber is set

Force output to file from file descriptor n evenif noclobber set
Usefile as both standard input and standard output

Use file as both input and output for file descriptor n
Here-document

Direct filedescriptor n to file

Takefile descriptor n from file

Direct filedescriptor n tofile ; append tofileif it already exists
Duplicate standard output to file descriptor n

Duplicate standard input from file descriptor n

Filedescriptor n is made to be a copy of the output file descriptor
Filedescriptor n is made to be a copy of the input file descriptor



Redirector
& > file
<&-

>& -
n>&-

n <&-

n>&word

n<&word

n>& digit-

n<&digit-

Function
Directs standard output and standard error tofile
Close the standard input
Close the standard output
Close the output from file descriptor n
Closetheinput from file descriptor n

If n isnot specified, the standard output (file descriptor 1) is used; if the digitsin
word do not specify afile descriptor open for output, aredirection error occurs;
asaspecia case, if n isomitted, and word does not expand to one or more digits,
the standard output and standard error are redirected as described previously

If word expands to one or more digits, the file descriptor denoted by n is made to
be a copy of that file descriptor; if the digitsin word do not specify afile
descriptor open for input, aredirection error occurs; if word evaluatesto -, file
descriptor nis closed; if n isnot specified, the standard input (file descriptor 0) is
used

Movesthefile descriptor digit to file descriptor n , or the standard output (file
descriptor 1) if n is not specified

Movesthefile descriptor digit to file descriptor n , or the standard input (file
descriptor O) if nisnot specified; digit is closed after being duplicated to n
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B.9. emacs Mode Commands

Table B-10 shows a complete list of emacs editing mode commands.

Command

CTRL-A
CTRL-B

CTRL-D
CTRL-E
CTRL-F
CTRL-G
CTRL-J

CTRL-K
CTRL-L

CTRL-M
CTRL-N
CTRL-O
CTRL-P
CTRL-R
CTRL-S
CTRL-T
CTRL-U
CTRL-V

Table B-10. emacs mode commands

Meaning
Moveto beginning of line
Move backward one character
Delete one character forward
Moveto end of line
Move forward one character
Abort the current editing command and ring the terminal bell
Same as RETURN
Delete (kill) forwardtoend of line
Clear screen and redisplay theline
Same as RETURN
Next linein command history
Same asRETURN, then display next linein history file
Previouslinein command history
Search backward
Search forward
Transpose two characters
Kill backward from point to the beginning of line
Make the next character typed verbatim



Command
CTRL-V TAB
CTRL-W
CTRL-X/
CTRL-X ~
CTRL-X $
CTRL-X @
CTRL-X!
CTRL-X (
CTRL-X)
CTRL-X e

CTRL-X CTRL-
R

CTRL-X CTRL-
\%

CTRL-Y
DEL
CTRL-[
ESC-B
ESC-C
ESC-D
ESC-F
ESC-L
ESC-N
ESC-P
ESC-R
ESC-T
ESC-U

Meaning
InsertaTAB
Kill the word behind the cursor, using whitespace as the boundary
List the possible filename completions of the current word
List the possible username compl etions of the current word
List the possible shell variable completions of the current word
List the possible hostname completions of the current word
List the possible command name completions of the current word
Begin saving charactersinto the current keyboard macro
Stop saving characters into the current keyboard macro
Re-execute the last keyboard macro defined

Read in the contents of the readlineinitiaizationfile

Display version information on thisinstance of bash

Retrieve(yank) lastitemkilled

Delete one character backward

Same as ESC (most keyboards)

Move one word backward

Change word after point to all capital letters
Delete one word forward

Move one word forward

Change word after point to all lowercase letters
Non-incremental forward search
Non-incremental reversesearch

Undo all the changes madeto thisline
Transpose two words

Change word after point to all uppercase letters



Command
ESC-CTRL-E
ESC-CTRL-H

ESC-CTRL-Y

ESC-DEL
ESC-H
ESC-<
ESC->
ESC-.

Meaning
Perform shell alias, history, and word expansion on theline
Delete one word backward

Insert the first argument to the previous command (usually the second
word) at point

Delete one word backward

Perform history expansion ontheline

Movetofirst lineof history file

Movetolast lineof history file

Insert last word in previous command line after point
Same as above

Attempt filename completion on current word

List the possible completions of the text before point
Attempt filename completion on current word
Attempt username completion on current word
Attempt variable completion on current word
Attempt hostname completion on current word
Attempt command name completion on current word
Attempt completion from text in the command history
Attempt tilde expansion on the current word

Delete all the spaces and TABs around point

Insert all of the completions that would be generated by ESC-= before point
List the possible completions before point

Attempt filename compl etion and return thelist to the shell enclosed within
braces
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B.10. vi Control Mode Commands

TableB-11 shows acompletelist of all vi control mode commands.

Table B-11. vi control mode commands

Command Meaning
h Move |eft one character

Moveright one character

w Move right one word
b Move left oneword
W Moveto beginning of next non-blank word
B Move to beginning of preceding non-blank word
e Move to end of current word
E Moveto end of current non-blank word
0 Moveto beginning of line
Repeat the last ainsertion.
A Movetofirst non-blank character inline
$ Moveto end of line
i Insert text before current character
a Insert text after current character
I Insert text at beginning of line
A Insert text at end of line
R Overwriteexistingtext

dh Delete one character backward



Command Meaning

d Delete one character forward

db Delete one word backward

dw Delete one word forward

dB Delete one non-blank word backward

dw Delete one non-blank word forward

d$ Deleteto end of line

do Deletetobeginning of line

D Equivalentto d$ (delete to end of line)

dd Equivalentto 0d$ (deleteentireline)

C Equivalentto c$ (delete to end of line, enter input mode)
cC Equivalentto Oc$ (delete entireline, enter input mode)
X Equivaentto dl (delete character forwards)

X Equivalentto dh (delete character backwards)

k or - Move backward oneline

jor+ Moveforward oneline

G Moveto line given by repeat count

/ string  Search forward for string
? string  Search backward for string

n Repeat search forward

N Repeat search backward

f X Move right to next occurrence of x

F X Move left to previous occurrence of x

t X Move right to next occurrence of x , then back one space

T x Move left to previous occurrence of x , then forward one space

; Redo last character finding command

: Redo last character finding command in opposite direction



Command Meaning

\ Dofilenamecompletion
* Do wildcard expansion (onto command line)
\= Do wildcard expansion (as printed list)

~ Invert (twiddle) case of current character(s)

\ Append last word of previous command, enter input mode
CTRL-L  Start anew lineand redraw the current lineon it

# Prepend # (comment character) to the line and send it to history
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Appendix C. Loadable Built-Ins

bash 2.0introduced anew featurethat increased theflexibility of theshell: dynamically loadable
built-ins. On systemsthat support dynamic loading, you can write your own built-insin C,
compilethem into shared objects, and |load them at any time from within the shell withthe enable
built-in(see Chapter 7 for details on all of the enable options).

Thisappendix will discuss briefly how to go about writing abuilt-inand loading itin bash . The
discussion assumesthat you have experience with writing, compiling, and linking C programs.

The bash archive containsanumber of pre-written built-insin the directory examples/| oadables/
. Y ou can build them by uncommenting thelinesin the file Makefile that are relevent to your
system, and typing make . Welll take one of these built-ins, tty , and use it as a "case study" for
built-insingeneral.

tty will mimic the standard UNIX command tty . It will print the name of theterminal that is
connected to standard input. The built-inwill, like the command, return trueif thedeviceisa
TTY andfaseif itisn't. Inaddition, it will take an option, -s, which specifies that it should work
silently, i.e., print nothing and just return aresult.

The C code for abuilt-in can be divided into three distinct sections: the code that implements the
functionality of the built-in, ahel p text message definition, and astructure describing the built-in
so that bash can accessit.

The description structure is quite straightforward and takes the form:
struct builtin structnane = {

"builtin_name",

functi on_nane,

BUI LTI N_ENABLED,

hel p_array,

"usage",

0



builtin_nameisthe name of the built-in asit appearsin bash . The next field, function-name, is
the name of the C function that implementsthe built-in. We'll look at thisin amoment.
BUILTIN_ENABLED istheinitial state of the built-in, whether it isenabled or not. Thisfield
should alwaysbe set to BUILTIN_ENABLED. help_array isan array of stringswhich are
printedwhen help isused on the built-in. usage is the shorter form of help; the command and its
options. The last field in the structure should be set to 0.

Inour examplewell call thebuilt-in tty , the C function tty_builtin , and the help array tty_doc .
Theusage string will betty [-5] . Theresulting structurelookslikethis:

struct builtin tty_struct = {
"tty”,
tty builtin,
BUI LTI N_ENABLED
tty doc,
"tty [-s]”,
0

The next section is the code that does the work. It looks like this:
tty builtin (list)

WORD LI ST *1ist;

int opt, sflag;

char *t;

reset _internal _getopt ( );
sflag = 0;
while ((opt = internal _getopt (list, "s")) != -1)
{
switch (opt)

{



case 's':
sflag = 1;
br eak;
def aul t:
builtin_usage ( );

return (EX_USAGE)

}

list = | optend;

t = ttynane (0);
if (sflag == 0)
puts (t 2t : "not a tty");

return (t ? EXECUTI ON_SUCCESS : EXECUTI ON_FAI LURE)

Built-in functions are always given apointer to alist of type WORD_LIST. If the built-in doesn't
actually take any options, you must call no_options(list) and check its return value before any
further processing. If thereturn valueis non-zero, your function should immediately return with
thevalueEX_USAGE.

Y ou must always use internal _getopt rather than the standard C library getopt to process the
built-in options. Also, you must reset the option processing first by calling reset_internal _getopt

Option processing is performed in the standard way, except if the options are incorrect, in which
case you should return EX_USAGE. Any arguments left after option processing are pointed to
by loptend . Once the functionisfinished, it should return the value EXECUTION_SUCCESS
or EXECUTION_FAILURE.

In the case of our tty built-in, wethen just call the standard C library routine ttyname , and if the
-s option wasn't given, print out the name of the tty (or "not atty" if the device wasn't). The
function then returns success or failure, depending upon the result from the call to ttyname .

Thelast major section isthe help definition. Thisissimply an array of strings, the last element of



thearray being NULL. Each string is printed to standard output when help isrun on the built-in.
Y ou should, therefore, keep the strings to 76 characters or less (an 80-character standard display
minus a4-character margin). Inthe case of tty , our help text lookslikethis:

char *tty doc[] = {
"tty wites the nane of the terminal that is opened for standard",
"input to standard out put. If the “-s' option is supplied, nothing",
"is witten; the exit status determnm nes whether or not the standard"
"input is connected to a tty.",

(char *)NULL

The last things to add to our code are the necessary C header files. These are stdio.h and the
bash header files config.h, builtins.h , shell.h , and bashgetopt.h .

Hereisthe C programinitsentirety:
#i nclude "config.h"

#i ncl ude <stdio. h>

#include "builtins.h"

#include "shell.h"

#i ncl ude "bashgetopt.h"

extern char *ttyname ( );

tty builtin (list)

WORD LI ST *Iist;

int opt, sflag;

char *t;



reset _internal _getopt ( );

sflag = 0;
while ((opt = internal _getopt (list, "s")) != -1)
{
switch (opt)
{
case 's':
sflag = 1;
br eak;
def aul t:
builtin_usage ( );
return (EX_USAGE)
}
}
list = | optend;

t = ttynane (0);
if (sflag == 0)
puts (t 2t : "not a tty");

return (t ? EXECUTI ON_SUCCESS : EXECUTI ON_FAI LURE);

char *tty doc[] = {
"tty wites the nane of the terminal that is opened for standard”

"input to standard output. If the "-s' option is supplied, nothing",
"Is witten; the exit status determ nes whether or not the standard"
"input is connected to a tty.",

(char *) NULL



struct builtin tty_struct = {
Tty
tty builtin,
BUI LTI N_ENABLED,
tty doc,
"tty [-s]",
0

We now need to compile and link this as adynamic shared object. Unfortunately, different
systems have different ways to specify how to compile dynamic shared objects. Table C-1lists
some common systems and the commands needed to compile and link tty.c . Replace archive
with the path of the top level of the basharchive.

Table C-1. Shared object compilation

System Commands

SunOS 4 cc -pic -larchive -larchive/builtins-larchive /lib -c tty.c
Id -assert pure-text -o tty tty.o

SunOS 5 cc -K pic -larchive -larchive/builtins-larchive/lib -c tty.c
cc -dy -z text -G -i -h tty -0 tty tty.o

SVR4,SVR4.2,Irix  cc -K PIC -larchive -larchive/builtins-larchive /lib -c tty.c
Id -dy -z text -G -h tty -o tty tty.o

AlX cc -K -larchive -larchive/builtins-larchive/lib -c tty.c
|d -bdynamic -bnoentry -bexpall -G -o tty tty.o

Linux cc -fPIC -larchive -larchive/builtins-larchive /lib -c tty.c
Id -shared -0 tty tty.o



System Commands
NetBSD, FreeBSD cc -fpic -larchive -larchive/builtins-larchive /lib -c tty.c
Id -x -Bshareable -o tty tty.o

After you have compiled and linked the program, you should have a shared object called tty . To
load thisinto bash , just type enable -f path/ tty tty , where path isthefull pathname of the
shared object. Y ou can remove aloaded built-in at any time with the -d option, e.g., enable-d

tty .

Y ou can put as many built-insasyou like into one shared object; all you need are the three main
sections that we saw above for each built-in in the same Cfile. It is best, however, to keep the
number of built-ins per shared object small. Y ou will also probably find it best to keep similar
built-ins, or built-insthat work together (e.g., pushd , popd , dirs), in the same shared object.

bash loads a shared object asawhole, so if you ask it to load one built-in from a shared object
that hastwenty built-ins, it will load al 20 (but only onewill be enabled). For thisreason, keep
the number of built-ins small to save loading memory with unnecessary things, and group similar
built-ins so that if the user enables one of them, all of them will beloaded and ready in memory
for enabling.

ey i ymnym e
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Appendix D. Programmable Completion

Programmable completion is afeature that wasintroduced in bash 2.0.[1 |t extendsthe built-in
textual completion that isdiscussed in Chapter 2 by providing hooks into the completion
mechanism. This meansthat it is possible to write virtually any form of completion desired. For
instance, if you weretyping the man command, wouldn't it be nice to be able to hit TAB and
have the manual sectionslisted for you. Programmable compl etion allows you to do this and
much more.

[1 Technicallyitwasaddedin bash Version 2.04.

This Appendix will only look at the basics of programmable completion. While completionisa
featureyou arevery likely to usein everyday shell operation, you are unlikely to need to delve
into the inner depths and actually write your own completion code. Fortunately the feature has
been around for sometime and there are already several libraries of completion commands
developed by other people. Well just outline the basic commands and procedures needed to use
the compl etion mechanism should you ever need to work on it yourself.

In order to be able to do textual completion in aparticular way you first have to tell the shell how
to do it when you pressthe TAB key. Thisis done viathe complete command.

Themain argument of completeisaname that can be the name of acommand or anything else
that you want textual completion to work with. Asan examplewe will look at the gunzip
command that allows compressed archives of various types to be uncompressed. Normally, if
you were to type:[2]

[2] For therest of thisAppendix wewill denotetypingaTAB character as[ TAB].
$ gunzip [TAB][TAB]

you would get alist of filenamesfrom which to complete. Thislist will include al kinds of things
that are unsuitable for the gunzip command. What we really would like isthe subset of thosefiles
that are suitable for the command to work on. We can set this up by using complete:[3]

[3] In order for @...) towork youwill need extended pattern matching switched on (shopt -s extglob ).

complete -A file -X "I'*. @Z| gz|tgz)' gunzip

Herewearetelling compl etion mechanism that when the gunzip command is typed in we want it



to do something special. The -A flag isan action and takes avariety of arguments. In this case
we provide file as the argument, which asks the mechanism to provide alist of files as possible
completions. The next step isto cut this down by selecting only the files that we know will work
with gunzip . We've done this with the -X option, which takes asits argument afilter pattern.
When applied to the completion list thefilter removes anything matching the pattern, i.e., the
resultiseverythingthat doesn't match the pattern. gunzip can uncompress a number of file types
including thosewith theextensions.Z , .gz, and .tgz. Wewant to match all filenameswith
extensions that have one of these three patterns. We then have to negate thiswith a! (remember,
thefilter removesthe patternsthat match).

We can actually try thisout first and see what completions would be returned without having to
install thecompletionwith complete . We can do this via the compgen command:

conpgen -A file -X "1*. @Z| gz|tgz)

Thisproduces alist of completion strings (assuming you have somefilesin the current directory

withtheseextensions). compgen isuseful for trying out filtersto see what completion strings are
produced. It is also needed when more complex completion isrequired. We'll see an example of

thislater inthe Appendix.

Onceweinstall the complete command above, either by sourcing ascript withit in or executing
it on the command line, we can use the augmented compl etion mechanism with the gunzip
command:

$gunzi p [ TAB] [ TAB]
archive.tgz archivel.tgz file.Z

$gunzi p

Y ou can probably see that there are other things we could do. What about providing alist of
possible arguments for specific options to a command? For instance, the kill command can
takes aprocess I D but can optionally take a signal name preceded by a dash (-) or asignal name
followingtheoption -n . We should be able to complete with PIDs but, if thereisadashor a-n,
withsignal names.

Thisisdlightly more complex than the one-line example above. Here we will need some code to
distinguish what has already been typed in. We'll also need to get the PIDs and the signal names.
WeEe'll put the code in afunction and call the function viathe completion mechanism. Here'sthe
codeto call our function, which we'll name _kill :

conplete -F _kill Kkill



The -F option to completetellsit to call thefunction named _kill whenit isperforming textual
completion for the kill command. The next step is to code the function:

Kill( )

{
| ocal cur
| ocal sign
COVPREPLY=( )
cur =${ COVP_WORDS[ COVP_CWORD] }
if (($COVP_CWORD == 2)) && [[ ${COW_WORDS[ 1]} == -n ]]; then
# return list of available signals
_signals
elif (($COWP_CWORD == 1)) && [[ "S$cur" == -* ]]; then
# return list of available signals
sign="-"
_signals
el se
# return list of available PIDs
COVPREPLY=( $( conmpgen -W'$( command ps axo pid | sed 1d )' $cur ) )
fi
}

The codeisfairly standard apart from the use of some special environment variables and acall to
afunctioncalled _signals, which we'll cometo shortly.

Thevariable COMPREPLY is used to hold the result that is returned back to the completion
mechanism. It isan array that holds a set of completion strings. Initially thisis set to an empty

array.

Thelocal variable cur is aconvenience variable to make the code more readabl e because the



valueisused in several places. Itsvalueisderived from an element in the array
COMP_WORDS. Thisarray holds the individual words on the current command line.
COMP_CWORD isanindex into the array; it gives the word containing the current cursor
position. The value of cur isthe word currently containing the cursor.

Thefirst if statement tests for the condition where the kill command is followed by the -n
option. If the first word was -n and we are on the second word, then we need to provide alist of
signal namesfor the completion mechanism.

The second if statement issimilar, except thistime we are looking to compl ete on the current
word, which starts with a dash and is followed by anything else. The body of thisif againcalls
_signals but thistime it setsthe sign variable to adash. The reason for this will become obvious
when welook at the _signalsfunction.

Theremaining partinthe else block returns alist of process IDs. This uses the compgen
command to help in creating the array of completion strings. First it runs the ps command to
obtain alist of PIDs and then pipes the result through sed to removethefirst line (whichisthe
heading"PID").[4 Thisisthen given as an argument to the -W option of compgen , which takes
aword list. compgen then returnsall completion strings that match the value of the variable cur
and the resulting array isassigned to COMPREPLY .

[4 On AIX and Solarisyouwill haveto usethecommand ps-efo pid .

compgen isimportant here because we can't just return the complete list of PIDs provided by ps
. The user may have already typed part of a PID and then attempted completion. Asthe partia
PID will beinthevariable cur , compgen restricts the results to those that match or partialy
match that value. For exampleif cur had the value 5 then compgen would return only values
beginning with a"5", such as 5, 59 or 562.

Thelast piece of the puzzleisthe _signalsfunction:
_signals( )

{

 ocal i
COWPREPLY=( $( conpgen -A signal SIG{cur#-} ))
for (( i=0; i < ${#COWREPLY[@}; i++ )); do

COVPREPLY[ i | =$si gn${ COVPREPLY[ i | #SI G}

done



While we can get alist of signal names by using complete -A signal , the names are
unfortunately not in aform that is very usable and so we can't use thisto directly generate the
array of names. The names generated begin with the letters " SIG" while the names needed by the
kill command don't. The _signal function should assign to COMPREPLY an array of signal
names, optionally preceded by a dash.

First we generatethelist of signal nameswith compgen . Each name startswith the letters
"SIG". In order to get complete to provide the correct subset if the user has begun to type a
name, we add "SIG" to the beginning of thevaluein cur . We al so take the opportunity to
remove any preceding dash that the value has so it will match.

We then loop on the array removing the letters " SIG" and adding adash if needed (the value of
thevariable sign ) to each entry.

Both complete and compgen have many other options and actions; far more than we can cover
inafew simpleexercises. If you areinterested in taking programmable completion further, we
recommend looking inthe bash manual and downloading some of the many examplesthat are
available on the Internet or in the bash archive under bash-3.0\examples\complete .

Asyou can see, textual completion can get quite involved and creating the necessary code can
betime-consuming. Fortunately thereareaready completionlibrariesavailablefor bash . One of
these is the bash Completion Project, which can befound at
http://freshmeat.net/projects/bashcompletion/ .
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I (exclamation point)
I= (not equal to operator)
1= (string comparison operator)
conditional not operator
debugger command
environment variable
event designators
extended pattern-matching operator
logical not operator
negation operator
negation wildcard
process ID shell variable

" (double quotes)
arithmetic expressions in
around shell variables
around special characters
backslash preceding
command line processing of

# (hash mark)
## (pattern-matching operator)
array element length operator
comments
environment variable 2nd
length operator
pattern-matching operator 2nd
prepend comment, vi
printf flag

$ (dollar sign)
$$ (shell variable)
$((...)) (arithmetic expressions)
$((...)) (arithmetic test)
environment variable
variable substitution 2nd 3rd
vi command 2nd
word designator

$0 positional parameter

$1 positional parameter

$2 positional parameter

$3 positional parameter

$else directive, readline



$endif directive, readline
$if directive, readline
% (percent sign)
%% (job most recently put in background)
%% (pattern-matching operator) 2nd
%+ (job most recently put in background)
%- (job second-most recently put in background)
%7 (job containing string)
job numbers
modulus operator
pattern-matching operator
printf format specifiers 2nd
word designator
& (ampersand)
&& (logical and operator) 2nd 3rd
&\\> (output and error redirection)
bitwise and operator
running commands in background 2nd
' (single quotes)
around special characters
command line processing of
enclosing RETURN
in alias definition
when to use
( ) (parentheses)
((...)) (arithmetic test) 2nd 3rd
command substitution
grouping conditional operators
in arithmetic expressions
nested subshells
* (asterisk)
** (exponentiation operator)
environment variable 2nd 3rd
extended pattern-matching operator
multiplication operator
pattern-matching operator
special array index
textual completion, vi
wildcard
word designator
+ (plus sign)
++ (increment operator)
addition operator
extended pattern-matching operator
printf flag
vi command 2nd
xtrace output
, (comma)
sequential evaluation operator
vi command
- (hyphen)
-- (decrement operator)



append word, Vi
environment variable
preceding options
printf flag
subtraction operator
vi command 2nd
-a (file attribute operator)
-a (logical operator)
-d (file attribute operator)
-e (file attribute operator)
-eq (equal to test operator)
-eq (integer comparison operator)
-f (file attribute operator)
-G (file attribute operator)
-ge (greater than or equal to test operator)
-ge (integer comparison operator)
-gt (greater than test operator)
-gt (integer comparison operator)
-le (integer comparison operator)
-le (less than or equal to test operator)
-It (integer comparison operator)
-It (less than test operator)
-N (file attribute operator)
-n (string comparison operator)
-ne (integer comparison operator)
-ne (not equal to test operator)
-nt (file attribute operator)
-O (file attribute operator)
-0 (logical operator)
-ot (file attribute operator)
-r (file attribute operator)
-s (file attribute operator)
-w (file attribute operator)
-x (file attribute operator)
-z (string comparison operator)
. (dot)
.. (parent directory)
command
current directory
preceding filenames 2nd
synonym to source command
vi command
.bash_profile file
environment file and
environment variables in
restricted 2nd
.bashrc file
ignoring
restricted
.inputrc file
.profile file
/ (slash)



// (pattern-matching and replacement operator)
division operator
in restricted shell
pattern-matching and replacement operator
vi command

0 (zero) environment variable

0 (zero) printf flag

0 (zero) word designator

: (colon)
:+ (string operator) 2nd
:- (string operator)
:= (string operator) 2nd
:? (string operator) 2nd
command
string operator

; (semicolon)
statement separator
vi command

< (less than sign)
<& (input redirection)
<&- (input redirection)
<< (bit-shift left operator)
<< (here-document) 2nd
<= (less than or equal to operator)
<\\> (input/output redirection)
input redirection
less than operator
redirecting input
string comparison operator

= (equal sign)
== (equal to operator)
string comparison operator
textual completion, vi

> (greater than sign)
output redirection

? (question mark)
debugger command
environment variable 2nd
extended pattern-matching operator
vi command
wildcard

@ (at sign)
environment variable 2nd 3rd
extended pattern-matching operator
hostname completion
special array index

[1 (brackets)
[...] (condition test) 2nd 3rd
[[.-.]1] (condition test) 2nd 3rd
wildcard

\\> (greater than sign)
\\>& (output redirection) 2nd



\\>&- (output redirection)

\\>= (greater than or equal to operator)

\\>\\> (bit-shift right operator)
\\>\\> (output redirection)
\\>| (output redirection) 2nd
greater than operator

output redirection

string comparison operator

\\\\ (backslash)

backslash-escaping

continuation character 2nd
escape character, echo

escape character, prompt strings
textual completion, vi

N (caret)

O

bitwise exclusive or operator
event designator

pipe character 2nd
representing CTRL key

vi command

word designator

(braces)

brace expansion wildcards
command blocks in

in shell variable syntax

| (vertical bar)

bitwise or operator

extended pattern matching

in case statement

pipe 2nd 3rd

vi command

|l (logical or operator) 2nd 3rd

~ (tilde)

bitwise not operator
home directory

in pathnames 2nd
invert case, Vi
username completion
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a command, Vi
A command, Vi
absolute pathname [See full pathname]
album example 2nd
alias command 2nd
aliases 2nd
Bourne shell not supporting
examples in archive for
global (not possible)
order of precedence for
processing on command line
recursive
wildcards in
ampersand (&)
&& (logical and operator) 2nd 3rd
&\\> (output and error redirection)
bitwise and operator
running commands in background 2nd
angle brackets [See greater than sign less than sign]
archive file for bash 2nd
arguments
for command-line options
in for statement list 2nd
positional parameters for
arithmetic (integer) variables
assignment
declaring 2nd
arithmetic conditionals
arithmetic expressions
associativity in
evaluation of
precedence in
syntax for
arithmetic for statement 2nd
arithmetic operators 2nd
arrays
assigning to themselves (bug)
assigning values to
associative, Korn
declaring



declaring variables as 2nd
deleting
deleting elements of
element length operator for
one-dimensional 2nd
reading values into
special indices for
arrow keys, emacs 2nd
assignment of arithmetic variables
associative arrays, Korn
asterisk (*)
** (exponentiation operator)
environment variable 2nd 3rd
extended pattern-matching operator
multiplication operator
pattern-matching operator
special array index
textual completion, vi
wildcard
word designator
at sign (@)
environment variable 2nd 3rd
extended pattern-matching operator
hostname completion
special array index
AT&T UWIN package
auto_resume environment variable
awk command
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b command, vi
B command, vi
b command, vi
B command, vi
background 1/0
background jobs
bringing to foreground
job number for
priority of
process ID for
saving standard output and error to one file 2nd
sending foreground jobs to
sending job to background
starting 2nd
waiting until finished
backslash (\\\\)
backslash-escaping
continuation character 2nd
escape character, echo
escape character, prompt strings
textual completion, vi
BACKSPACE command
bash
archive file for
bugs in, reporting
building
configuring
customizing environment for
documentation for 2nd
environment
examples in archive for 2nd
features of 2nd
global customization of
help for
history of
installing
installing as login shell 2nd
installing as standard shell
interactive use of
location of, determining



newsgroups for
obtaining 2nd
online help for
options 2nd
pathname of
POSIX mode 2nd
privileged mode
programming featuers of
restricted shell 2nd 3rd
security
shell variables 2nd
support for
testing 2nd
troubleshooting installation of
unpacking archive file
version of, determining 2nd
versions of 2nd
when not to use

bash command
- option 2nd
- option (old)
--debugger option 2nd

debugging

--dump-po-strings option 2nd
--dump-strings option 2nd
--help option 2nd 3rd
--init-file option 2nd
--login option 2nd
--noediting option 2nd
--noprofile option 2nd
--norc option 2nd
--posix option 2nd 3rd
--quiet option 2nd
--rcfile option 2nd
--verbose option 2nd
--version option 2nd 3rd
-c option 2nd
-c option (old)
-D option 2nd
-i option 2nd
-i option (old)
-1 option 2nd
-login option (old)
-n option 2nd
-nobraceexpansion option (old)
-nolineediting option (old)
-noprofile option (old)
-norc option (old)
-0 option 2nd
-0, +0 options 2nd
-posix option (old)
-quiet option (old)



-r option 2nd 3rd

-r option (old)

-rcfile option (old)

-s option 2nd

-s option (old)

-T option

-v option 2nd 3rd 4th

-version option (old)

-X option 2nd

options for, list of 2nd
bash Completion Project
Bash Debugger Project
BASH environment variable 2nd 3rd
BASH_ARGC environment variable 2nd
BASH_ARGV environment variable 2nd
BASH_COMMAND environment variable
BASH_ENV environment variable 2nd 3rd
BASH_EXECUTION_STRING environment variable
.bash_history file
BASH_LINENO environment variable 2nd
.bash_login file
.bash_logout file
.bash_profile file 2nd
BASH_REMATCH environment variable
BASH_SOURCE environment variable 2nd
BASH_SUBSHELL environment variable
BASH_VERSINFO environment variable 2nd
BASH_VERSION environment variable 2nd 3rd
bashbug script
bashdb debugger 2nd

break conditions

breakpoints feature 2nd 3rd

commands for

driver script for

execution tracing

exercises for

functions file for

functions for

limitations of

preamble file for

sample session of

source code for

stepping feature 2nd 3rd
.bashrc file 2nd
bc command, debugger 2nd
bell-style variable, readline
bg command 2nd 3rd
biff command
bind command 2nd
books

Learning the UNIX Operating System (Peek, Todino, Strang)

Practical UNIX and Internet Security (Spafford, Garfinkel)



Bourne Again shell [See bash]
Bourne shell [See sh]
Bourne, Steven 2nd
bp command, debugger 2nd
brace expansion 2nd 3rd
braces ({})
brace expansion wildcards
command blocks in
in shell variable syntax
brackets ([1)
[...] (condition test) 2nd 3rd
[[.-.1] (condition test) 2nd 3rd
wildcard
break command
break conditions
break statement
breakpoints 2nd 3rd
BSD-derived systems, ps command on
bugs, reporting
built-in functions
in bash archive
loadable
builtin command 2nd 3rd 4th 5th
-p option
Bourne shell not supporting
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C command, Vi
C shell [See csh]
caret ()
bitwise exclusive or operator
event designator
pipe character 2nd
representing CTRL key
vi command
word designator
case sensitivity
case statement
cat command 2nd
cb command, debugger 2nd
cc command, Vi
cd command 2nd 3rd
- option 2nd
Bourne shell support
CDPATH variable and
in restricted shell
variables in
cdable_vars shell option 2nd
CDPATH environment variable 2nd
character-based user interfaces
checkhash shell option
chmod command
chsh command 2nd
circumflex [See caret]
cmdhist shell option
cmp command
code examples [See examples]
colon (3)
:+ (string operator) 2nd
:- (string operator)
:= (string operator) 2nd
:? (string operator) 2nd
command
string operator
COLUMNS environment variable 2nd
comma (,)
sequential evaluation operator



vi command
command aliases
command blocks 2nd
command command 2nd 3rd 4th
- option
-p option
-v option
-V option
Bourne shell not supporting
command history 2nd
appending to
displaying
emacs editing mode
expansion commands
fc command 2nd
multiple-line commands in
size of
time stamp for
vi editing mode
command line processing
builtin command affecting
command command affecting
enable command affecting
quoting affecting
repeating
command substitution 2nd
command-line editing
command history with fc command
emacs editing mode
history expansion
readline editing interface
selecting editing mode
shell variables for
vi editing mode
which editing mode to use
command-line options
for bash, list of
for bash, setting
guidelines for
handling with positional parameters
with arguments
commands
. (dot)
: (colon)
alias command 2nd
arguments for
arguments for, in for statement list 2nd
arguments for, positional parameters for
awk command
bash command
bg command 2nd 3rd
biff command



bind command 2nd

break command

built-in, list of

builtin command 2nd 3rd 4th 5th 6th
cat command 2nd

cd command 2nd 3rd 4th 5th 6th 7th
chmod command

chsh command 2nd

cmp command

command command 2nd 3rd 4th
compgen command 2nd

complete command 2nd

continue command

continuing beyond a single line 2nd
countargs command

cut command 2nd

date command

dc command

declare command 2nd 3rd 4th 5th
determining source of

diff command 2nd

dirs command 2nd 3rd 4th

disown command 2nd

du command 2nd

echo command 2nd 3rd 4th 5th 6th 7th 8th
editing on command line [See command-line editing]
enable command 2nd 3rd 4th 5th 6th
eval command 2nd

exec command 2nd 3rd

exit command 2nd 3rd

exit status of

export command 2nd 3rd

fc command 2nd 3rd 4th

fg command 2nd 3rd

file command

find command

for bashdb debugger

getopts command 2nd

grep command 2nd

hash command 2nd

hashing

help command 2nd 3rd 4th

history command 2nd

in hash table

jobs command 2nd 3rd 4th 5th

kill command 2nd 3rd 4th

let command 2nd

local command 2nd 3rd

logout command 2nd

Is command 2nd 3rd

make command

more command 2nd



multiple, 1/0 redirection and
nice command
nohup command
number of, determining
order of precedence for
popd command 2nd 3rd 4th
precedence of, overriding
precedence of, POSIX
printf command
ps command
pushd command 2nd 3rd 4th
pwd command 2nd
rbash command
read command 2nd
readonly command 2nd
renaming [See aliases]
return command
running in background
sed command
2nd [See set command]
shell variables in
shift command 2nd
shopt command 2nd 3rd
sort command 2nd 3rd
source command 2nd
stty command 2nd
suspend command
tee command
test command 2nd
time command
times command
tr command
trap command 2nd 3rd
true command
type command 2nd 3rd
typeset command 2nd
ulimit command 2nd 3rd
umask command 2nd 3rd
unalias command 2nd
unset command 2nd 3rd 4th
wait command 2nd
who command
comment-begin variable, readline
comments
guidelines for
in input files, handling
prepending, Vi
COMP_CWORD environment variable
COMP_LINE environment variable
COMP_POINT environment variable
COMP_WORDBREAKS environment variable
COMP_WORDS environment variable



compgen command 2nd
COMPGEN variable
complete command 2nd
completion, textual

emacs editing mode

programmable 2nd

vi editing mode
completion-query-items variable, readline
COMPREPLY environment variable
concurrency control
conditional construct

case statement

select statement
conditionals, readline editing interface
conditions

arithmetic operators for

exit status determining

file attribute checking

integer comparisons

logical operators for

string comparisons

testing
configure script

--disable option

--enable option
constants, naming
contact information
continuation character (\\\\) 2nd
continue command
continuing lines
control keys

conflicting with editing mode commands

emacs commands 2nd 3rd 4th 5th

vi commands 2nd
control mode, vi editing mode 2nd
control-key signals
conventions used in this book
convert-meta variable, readline
copy file example
COPYING file, bash archive
Copyleft for bash
copylefted software
coroutines 2nd
countargs command
CPU-intensive processes
csh (C shell) 2nd

fc command

features from, included in bash
CTRL keys [See control keys]
CTRL-? command 2nd
CTRL-[ command, emacs
CTRL-\\\\ command 2nd 3rd



CTRL-A command, emacs

CTRL-B command, emacs

CTRL-C command 2nd 3rd 4th 5th
CTRL-D command 2nd 3rd 4th 5th 6th
CTRL-D command, emacs 2nd
CTRL-E command, emacs

CTRL-F command, emacs

CTRL-H command 2nd

CTRL-J command, emacs 2nd
CTRL-K command, emacs

CTRL-L command, emacs

CTRL-L command, vi

CTRL-M command

CTRL-M command, emacs 2nd
CTRL-N command, emacs

CTRL-O command, emacs 2nd
CTRL-P command, emacs

CTRL-Q command 2nd 3rd

CTRL-R command, emacs

CTRL-S command 2nd

CTRL-T command, emacs

CTRL-U command

CTRL-U command, emacs

CTRL-V command, emacs 2nd 3rd
CTRL-V command, vi

CTRL-W command, emacs
CTRL-W command, vi

CTRL-X ! command, emacs
CTRL-X $ command, emacs 2nd
CTRL-X / command, emacs
CTRL-X @ command, emacs
CTRL-Y command

CTRL-Y command, emacs 2nd
CTRL-Z command 2nd 3rd 4th
current directory [See working directory]
cut command 2nd 3rd

cygwin environment (Cygnus Consulting)

< Day Day Up >



@ | < Day Day Up >

Index

[SYMBOLT[AT[BIICIMOIEIFIGIMHINIPDIKILIMIINIOIPIRIRIGSIIINIIWMI]
VIWIKX]IY1I2]1]

D command, vi 2nd
d$ command, vi
dO command, vi
data filtering utilities
date command
db command, vi
dB command, vi
dc command
dd command, vi 2nd
DEBUG signal 2nd 3rd
debugging
bashdb debugger 2nd
commands for
functions for
sample session of
source code for
bugs in bash, reporting
echo command
environment variables for
fake signals
set command
declare command 2nd
-a option 2nd 3rd
-f option 2nd
-F option
-f option
-F option 2nd
-i option 2nd
-r option 2nd 3rd
DEL command 2nd 3rd
DEL command, emacs 2nd
DEL command, vi
dh command, vi
diff command 2nd
DIR_STACK environment variable 2nd 3rd 4th
directories 2nd
home
navigating
tilde (=) notation
working 2nd



directory listing example 2nd 3rd 4th

directory name, alias for
dirs command 2nd 3rd 4th

disable-completion variable, readline

disk space usage example
disown command 2nd

DJGPP suite, GNU tools for MS-DOS

dl command, vi
doc directory, bash archive 2nd
documentation directory, bash
dollar sign ($)

$$ (shell variable)

$((...)) (arithmetic expressions)

$((...)) (arithmetic test)
environment variable
variable substitution 2nd 3rd
vi command 2nd
word designator

dot (.)
.. (parent directory)
command
current directory
preceding filenames 2nd
synonym to source command
vi command

dot (point) in emacs

dotglob shell option

double quotes ()
arithmetic expressions in
around shell variables
around special characters
backslash preceding
command line processing of
command substitution
when to use

ds command, debugger 2nd

du command 2nd

dw command, vi

dW command, vi

& Prev |
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e command, Vi
E command, vi
e command, Vi
E command, vi
echo command 2nd 3rd 4th
-e option 2nd 3rd
-E option
-n option 2nd 3rd
Bourne shell support
escape sequences for
Korn not supporting
ed text editor
editing [See command-line editing]
editing modes [See emacs editing mode vi editing mode]
editing-mode variable, readline
EDITOR environment variable 2nd 3rd 4th
electronic mail example
elements of arrays
elif clause, if statement
else clause, if statement
emacs editing mode
commands conflicting with terminal interface control keys
commands for, list of
history commands
line commands
list of most-used commands
point in
selecting 2nd
textual completion
when to use
word commands
emacs shell option
enable command 2nd 3rd 4th
-a option
-d option 2nd
-f option 2nd
-n option 2nd
-p option
-s option
Bourne shell not supporting



Korn not supporting
enable-keypad variable, readline
ENV environment variable 2nd 3rd
environment

customizing 2nd

files containing settings for

shell variables

subprocesses awareness of
environment file 2nd 3rd
environment variables 2nd

I (exclamation point)

# (hash mark) 2nd

$ (dollar sign)

* (asterisk) 2nd 3rd

- (hyphen)

0 (zero)

? (question mark) 2nd 3rd

@ (at sign) 2nd 3rd

auto_resume

BASH 2nd 3rd

BASH_ARGC 2nd

BASH_ARGV 2nd

BASH_COMMAND

BASH_ENV 2nd 3rd

BASH_EXECUTION_STRING

BASH_LINENO 2nd

BASH_REMATCH

BASH_SOURCE 2nd

BASH_SUBSHELL

BASH_VERSINFO 2nd

BASH_VERSION 2nd 3rd

Bourne shell not supporting, list of

built-in, list of

CDPATH 2nd

COLUMNS 2nd

COMP_CWORD

COMP_LINE

COMP_POINT

COMP_WORDBREAKS

COMP_WORDS

COMPREPLY

declaring shell variables as 2nd

defining for subprocess only

determining whether shell variable is

DIR_STACK 2nd 3rd 4th

EDITOR 2nd 3rd 4th

ENV 2nd 3rd

EUID

exported

FCEDIT 2nd 3rd

FIGNORE

FUNCNAME



GLOBIGNORE
GROUPS

histchars

HISTCMD 2nd 3rd
HISTCONTROL 2nd 3rd
HISTFILE 2nd 3rd
HISTFILESIZE 2nd 3rd
HISTIGNORE 2nd 3rd
HISTSIZE 2nd 3rd
HISTTIMEFORMAT 2nd 3rd
HOME 2nd 3rd
HOSTFILE
HOSTNAME
HOSTTYPE

IFS 2nd 3rd 4th
IGNOREEOF

in .bash_profile file
in subshells
INPUTRC 2nd

LANG

LC ALL

LC _COLLATE

LC _CTYPE

LC_ MESSAGES
LC_NUMERIC
LINENO 2nd 3rd
LINES 2nd
MACHTYPE

MAIL 2nd 3rd
MAILCHECK 2nd
MAILPATH 2nd
OLDPWD 2nd
OPTARG 2nd
OPTERR

OPTIND 2nd
OSTYPE

PATH 2nd 3rd 4th
PIPESTATUS
POSIXLY_CORRECT
PPID
PROMPT_COMMAND
PS1 2nd 3rd 4th
PS2 2nd 3rd

PS3 2nd 3rd

PS4 2nd 3rd 4th
PWD 2nd 3rd
RANDOM 2nd

REPLY 2nd 3rd
scripts relying on
SECOND

SECONDS

SHELL 2nd 3rd 4th 5th



SHELLOPTS
SHLVL
substitution, emacs editing mode
TERM 2nd 3rd 4th
TIMEFORMAT
TMOUT 2nd 3rd
uID
VISUAL
equal sign (=)
== (equal to operator)
string comparison operator
textual completion, vi
ERR signal 2nd
error, standard 2nd 3rd
ESC command, vi
ESC-! command, emacs
ESC-$ command, emacs
ESC-. command, emacs 2nd
ESC-/ command, emacs
ESC-< command, emacs
ESC-? command, emacs
ESC-@ command, emacs
ESC-\\> command, emacs
ESC-_ command, emacs 2nd
ESC-B command, emacs
ESC-C command, emacs
ESC-CTRL-H command, emacs
ESC-D command, emacs
ESC-DEL command, emacs
ESC-F command, emacs
ESC-L command, emacs 2nd
ESC-TAB command, emacs
ESC-U command, emacs
ESC-— command, emacs
EUID environment variable
eval command 2nd
event designhators
examples [See album example] [See printer file filter example] [See mail example] [See Is by dates example]
[See Is example] [See directory listing example] [See Korn cd example] [See pushd directory stack example]
[See copy file example] [See graphics utility example] [See disk space usage example] [See pushd function
example] [See popd function example] [See selection sort example] [See mail header lines, deleting,
example] [See standard error and output file example] [See make utility example] [See killalljobs example]
[See electronic mail example] [See multiple copies example]
in bash archive 2nd
examples directory, bash archive
exclamation point ()
I= (not equal to operator)
I= (string comparison operator)
conditional not operator
debugger command
environment variable
event designators



extended pattern-matching operator

logical not operator
negation operator
negation wildcard
process ID shell variable
exec command 2nd 3rd
exec statement
execfail shell variable
executable files
execute permission, for scripts
execution tracing
exit command 2nd 3rd 4th
EXIT signal 2nd 3rd
exit statement
exit status of commands
combining
reversing
expand-tilde variable, readline
export command 2nd 3rd
extglob shell option

< Day Day Up >



@ | < Day Day Up >

Index

[SYMBOLTJ[AT[BIICIMOIEIFIGIMHIDNIDIKILIMIINIOIPIRIRIGSIIINIIWMI
VIWIKX]IY1I2]1]

f command, vi
F command, vi
fake signals 2nd
fc command 2nd 3rd 4th
-e option
-1 option
-m option
-n option
-s option
-v option
FCEDIT environment variable 2nd 3rd
fg command 2nd 3rd
FIGNORE environment variable
file attribute checking
file attribute operators
file command
file descriptors 2nd
filename completion, emacs editing mode
filenames
special handling of
wildcards in
files [See also 1/0]
default permissions for
limits on
overwriting
overwriting with output redirection, not allowing
permissions for
reading lines from
redirecting output to
specifiying on command line
temporary
types of
filtering utilities
find command
flow control [See also conditions]
break statement
case statement
exit statement
for statement
if statement



select statement
select statements
until statement
while statement
flow control statements
folders
fonts used in this book
for statement
arithmetic 2nd
configuring
foreground jobs
bringing background jobs to
sending foreground jobs to background
formatted output [See printf command]
Fox, Brian
FSF (Free Software Foundation) 2nd
full pathname
FUNCNAME environment variable
functions
Bourne shell not supporting
compared to scripts
declaring variables as function names 2nd
defined, listing
defining
deleting
displaying list of 2nd
examples in archive for
exit status of, specifying
global
global variables of
Korn support
loadable built-in functions
local variables in
local variables of
naming
order of precedence for
popd function example
positional parameters in
pushd function example
readline editing interface
return values of
traps and
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g command, debugger 2nd
G command, vi 2nd
Garfinkel, Simson (Practical UNIX and Internet Security)
getopt command, Bourne shell
getopts command 2nd
global customization
global variables
globbing
disabling
extended operators for
ignoring files for
GLOBIGNORE environment variable
GNU Copyleft for bash
GNU project
GNU tools for MS-DOS
graphical user interface (GUI)
graphics utility example 2nd 3rd
greater than sign (=)
output redirection 2nd
greater than sign (\\>)
\\>& (output redirection) 2nd
\\>&- (output redirection)
\\>= (greater than or equal to operator)
\\>\\> (bit-shift right operator)
\\>\\> (output redirection)
\\>| (output redirection) 2nd
greater than operator
string comparison operator
grep command 2nd
GROUPS environment variable
guest accounts, restricted shell for
GUI (graphical user interface)
gunzip utility
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h command, debugger
h command, vi 2nd 3rd
hangup (HUP) signal 2nd
hard limits
hash command 2nd
hash mark (#)
## (pattern-matching operator)
array element length operator
comments
environment variable 2nd
length operator
pattern matching operator
pattern-matching operator
prepend comment
printf flag
hash tables 2nd
hashall shell option
head utility
header files, for built-in functions
help
for bash
for built-in functions
help command 2nd 3rd 4th 5th
here-documents 2nd
hidden files
histappend shell option
histchars environment variable
HISTCMD environment variable 2nd 3rd
HISTCONTROL environment variable 2nd 3rd
HISTFILE environment variable 2nd 3rd
HISTFILESIZE environment variable 2nd 3rd
HISTIGNORE environment variable 2nd 3rd
history command 2nd
history of commands 2nd
appending to
displaying
emacs editing mode
expansion commands
fc command 2nd
multiple-line commands in



size of

time stamp for

vi editing mode
HISTSIZE environment variable 2nd 3rd
HISTTIMEFORMAT environment variable 2nd 3rd
home directory 2nd 3rd
HOME environment variable 2nd 3rd
horizontal-scroll-mode variable, readline
HOSTFILE environment variable
hostname completion, emacs editing mode
HOSTNAME environment variable
HOSTTYPE environment variable
HUP (hangup) signal 2nd
hyphen (-)

-- (decrement operator)

append word, vi

environment variable

preceding options

printf flag

subtraction operator

vi command 2nd
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i command, vi
I command, vi
1/0
background 1/0
for strings
1/0 redirection 2nd 3rd 4th
Bourne shell support
exec command with
files overwritten with, not allowing
in restricted shell
list of redirectors
multiple commands and
pdksh support
1/0-intensive processes
IEEE POSIX 1003.2 shell 2nd
if statement 2nd
IFS environment variable 2nd 3rd 4th
ignoredups option
IGNOREEOF environment variable
ignoreeof shell option
indices of array elements
indirect expansion
infinite loops, guarding against
infinite recursion
input
from user, reading
standard 2nd 3rd
input files, as command-line arguments
input mode, vi editing mode 2nd
input redirection [See 1/0 redirection]
input-meta variable, readline
.inputrc file
INPUTRC environment variable 2nd
INT (interrupt) signal 2nd
integer comparisons
integer variables [See arithmetic variables]
interactive processes
interactive use of bash
internal field separator (IFS) 2nd
interprocess communication (IPC)



interrupt (INT) signal

interrupt key

IPC (interprocess communication)
iteration
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j command, vi 2nd
job control 2nd 3rd
Bourne shell support
bringing background job to foreground
configuring
foreground jobs
listing running jobs
priority of jobs
resuming suspended jobs
sending foreground jobs to background
suspending jobs
job number
jobs command 2nd 3rd 4th
-1 option
-n option
-p option 2nd 3rd
-r option
-s option
-X option
Bourne shell not supporting
Joy, Bill
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k command, vi 2nd 3rd
key bindings, readline 2nd
keymap variable, readline
keywords, processing on command line
kill command 2nd 3rd 4th
KILL signal
killalljobs example
Korn cd example
Korn shell [See ksh]
ksh (Korn shell) 2nd
compared to bash
public domain version of (pdksh)
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| command, vi 2nd
LANG environment variable
LC _ALL environment variable
LC_COLLATE environment variable
LC_CTYPE environment variable
LC_MESSAGES environment variable
LC_NUMERIC environment variable
Learning the UNIX Operating System (Peek, Todino, Strang)
length operator
less than sign (<)
<& (input redirection)
<&- (input redirection)
<< (bit-shift left operator)
<< (here-document) 2nd
<= (less than or equal to operator)
<\\> (input/output redirection)
input redirection
less than operator
redirecting input
string comparison operator
let command 2nd
line continuation character 2nd
LINENO environment variable 2nd 3rd
LINES environment variable 2nd
lists, in for statement
lithist shell option
loadable built-in functions
local command 2nd 3rd
local statement
local variables 2nd 3rd
logging in, files read during
logging out
CTRL-D for, disabling
files executed during
logical operators 2nd 3rd 4th
login directory 2nd [See also home directory]
login shell
bash acting as
changing
installing bash as 2nd



logout command 2nd 3rd
loop variable
looping construct
arithmetic for statement 2nd
for statement
until statement
while statement
Is by dates example
Is command 2nd
-a option 2nd
-F option
-1 option
-R option
Is example
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MACHTYPE environment variable
macros, readline editing interface
mail

notification if already read

shell variables for
MAIL environment variable 2nd 3rd
mail example
mail header lines, deleting, example
MAIL shell variable
MAILCHECK environment variable 2nd
MAILPATH environment variable 2nd
mailwarn shell option
make command
make install script
make script
make tests command
make utility example
MANIFEST file, bash archive
mark-directories variable, readline
mark-modified-lines variable, readline
memory, size limitations
menus, select statement for
meta-flag variable, readline
metacharacters, processing on command line
MKS Toolkit (Mortice Kern Systems)
more command 2nd
MS-DOS, GNU tools for
multibyte character support
multiple copies example
multitasking, user-controlled
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n command, vi

N command, vi

n command, vi

named pipes

navigating directories

ndu (disk space usage) example

negating wildcards

nested subshells

NetPBM utility package 2nd
pnmcat utility
pnmmargin utility
pnmnilfilt utility
pnmscale utility
pnmtext utility

NEWS file, bash archive

newsgroups for bash

nice command

noclobber shell option

noglob shell option

nohup command

nounset shell option

nroff test formatter

numbered parameter names [See positional parameters]
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O command, vi
O'Reilly contact information
OLDPWD environment variable 2nd
one-dimensional arrays
online help
operators
arithmetic operators
assignment
for conditions
arithmetic operators 2nd
file attribute operators
string comparison operators
logical operators
relational operators
string operators
OPTARG environment variable 2nd
OPTERR environment variable
OPTIND environment variable 2nd
options [See command-line options]
order of precedence
for aliases
for commands
for functions
for scripts
in arithmetic expressions
overriding
POSIX
orphan processes
OSTYPE environment variable
output
standard 2nd 3rd
output files, as command-line options
output redirection [See 1/0 redirection]
output-meta variable, readline

< Day Day Up >



@ | < Day Day Up >

Index

[SYMBOLT[AT[BIICIMOIEIFICGIHINIPDIKILIMINIOIMPIRIRIGIIINIIWMI]
VIWIKX]IY1I2]1]

p command, vi
P command, vi
parallelization
parameters [See arguments]
parameters, positional [See positional parameters]
parent directory
parentheses (( ))
((...)) (arithmetic test) 2nd 3rd
command substitution
grouping conditional operators
in arithmetic expressions
nested subshells
PATH environment variable 2nd 3rd 4th
pathname expansion
pathnames
expansion of
tilde (=) notation 2nd
wildcards for
pattern matching operators
Bourne shell support
extended
pbmtext utility
PC platforms, shells for
pdksh (Public Domain Korn shell)
Peek, Jerry (Learning the UNIX Operating System)
percent sign (%b)
%% (job most recently put in background)
%% (pattern-matching operator) 2nd
%+ (job most recently put in background)
%- (job second-most recently put in background)
%7 (job containing string)
job numbers
modulus operator
pattern-matching operator
printf format specifiers 2nd
word designator
permissions
default
for scripts
PID (process ID) 2nd



determining
shell variable containing
pipe character (©) 2nd
pipe character (]) 2nd
pipelines 2nd 3rd
as coroutines
in command line processing
named pipes
system calls invoked by
PIPESTATUS environment variable
plus sign (+)
++ (increment operatro)
addition operator
extended pattern-matching operator
printf flag
vi command
xXtrace output
PNM (Portable Anymap) format 2nd
pnmcat utility
pnmmargin utility, NetPBM
pnmnilfilt utility, NetPBM
pnmscale utility, NetPBM
point, emacs editing mode
popd command 2nd
+n option
-N option
Bourne shell not supporting
Korn not supporting
popd function example 2nd
Portable Anymap (PNM) format 2nd
positional parameters
assignments using 2nd
command-line options and
in functions
POSIX regular expressions
POSIX shell 2nd 3rd
POSIX, bash using 2nd
POSIXLY_CORRECT environment variable
pound sign [See hash mark]
PPID environment variable
Practical UNIX and Internet Security (Spafford, Garfinkel)
precedence [See order of precedence]
print command, Korn
printer file filter example
printf command
Bourne shell support
flags for
format specifiers for 2nd
priority of jobs
privileged mode
procedures [See functions]
process ID (PID)



determining

shell variable containing
process substitution 2nd
processes [See also signals]

listing information about

parallelization of

simultaneous (coroutines)

system resources used by

zombies or orphans
profile

customizing

environment file and

environment variables in

ignoring

restricted
programmable completion 2nd
programming language, choosing
programming, shell [See scripts]
programs [See executable files]
prompt string customizations
PROMPT_COMMAND environment variable
prompting shell variables
ps command

-a option

-ax option

-e option
PS1 environment variable 2nd 3rd 4th
PS2 environment variable 2nd 3rd
PS3 environment variable 2nd 3rd
PS4 environment variable 2nd 3rd 4th 5th
pushd command 2nd

+n option

-N option

Bourne shell not supporting

Korn not supporting
pushd directory stack example
pushd function example 2nd 3rd
pwd command 2nd
PWD environment variable 2nd 3rd
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g command, debugger 2nd

question mark (?)
debugger command
environment variable 2nd
extended pattern-matching operator
vi command
wildcard 2nd

QUIT signal

quoting
$@ and $* strings
* (asterisk) environment variable
@ (at sign) environment variable
alias definition
arithmetic expressions
command substitution
command-line processing and
guidelines for
in assignments
RETURN key
shell variables and
special characters
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R command, vi
Ramey, Chet
RANDOM environment variable 2nd
range wildcard notation
rbash command
read command 2nd
-a option
-e option
-p option
-r option
-s option
-t option
Bourne shell support
continuation character for
in while loop
reading lines from files
reading user input
read-only variables, declaring 2nd
readline editing interface
conditionals
editing and history capabilities
functions
key bindings
macros
programmable completion and
startup file
variables
readline variable
README file, bash archive 2nd
readonly command 2nd
recursion
recursion, infinite
recursive aliases 2nd
regular files
relational operators 2nd
relative pathname
REPLY environment variable 2nd 3rd
reserved words, list of
resources [See books]
restricted shell 2nd 3rd 4th



return command
RETURN key
CTRL-M equivalent for
quoting
RETURN signal 2nd
return statement 2nd
return values of functions
Reverse Polish Notation (RPN) 2nd
root
RPN (Reverse Polish Notation) 2nd
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[SYMBOLT[AT[BIICIMOIEIFICIHINIPDIKILIMINIOIPIRIRIGSIINIIMI
VIWIKX]IY1I2]1]

s command, debugger 2nd
scripts
comments in 2nd
examples in archive for
execute permission for
functions in
good practices for
options for, guidelines
order of precedence for
potential problems with
running
running as background job
running in subshells
when not to use bash for
whitespace in
SECOND environment variable
SECONDS environment variable
security
PATH variable and
privileged mode
restricted shell
suid bit and
system break-in scenario
Trojan horses
sed command
select statement 2nd
Bourne shell not supporting
POSIX support
selection sort example
semicolon (;)
statement separator
vi command
set command
-k option
-0 and +o options 2nd
-r option
Bourne shell support
debugging options for
displaying settings of
emacs option 2nd



functrace option 2nd
ignoreeof option
noclobber option 2nd
noexec option 2nd
noglob option
nounset option
options for, list of
options for, setting on bash command line 2nd
pdksh support
posix option
privileged option 2nd
verbose option 2nd
vi option 2nd
Xtrace option 2nd
set user ID (suid) bit
set wildcard construct
sh (Bourne shell) 2nd
compared to bash
compatibility with bash
shared object compilation
SHELL environment variable 2nd 3rd 4th 5th
shell execution directive
shell programming [See scripts]
shell scripts [See scripts]
shell variables 2nd
arithmetic
attributes of
braces syntax for
built-in
built-in, list of
checking value of
command substitution in
containing process ID
converting to environment variables
declaring as arrays 2nd
declaring as function names 2nd
declaring as integers 2nd
defining
deleting
displaying list of, with values
exporting to environment 2nd
for command-line editing
for mail
for prompting
in arithmetic expressions
naming 2nd 3rd
not supported by Bourne shell
positional parameters
quoting
read-only 2nd
reading values into
string operators for



using in commands
value of, as name of another variable
SHELLOPTS environment variable
shells 2nd 3rd 4th [See also bash]
Bourne (sh) 2nd 3rd
C shell (csh) 2nd
determining which shell is in use
history of
IEEE POSIX 1003.2 2nd
Korn (ksh) 2nd 3rd
login shell 2nd 3rd
on PC platforms
Public Domain Korn (pdksh)
restricted 2nd 3rd
standard shell 2nd
subshells
Tenex C (tcsh)
zsh
shift command 2nd
SHLVL environment variable
shopt command
Bourne shell support
extdebug option
options for, list of
options on bash command line for
show-all-if-ambiguous variable, readline
signals
control-key signals
fake
ignoring
kill command
listing
POSIX support
trapping
single quotes (')
around special characters
command line processing of
enclosing RETURN
in alias definition
when to use 2nd
slash (/)
// (pattern-matching and replacement operator)
division operator
in restricted shell
pattern-matching and replacement operator
vi command
soft limits
sort command 2nd
-n option
-r option
source command 2nd
Spafford, Gene (Practical UNIX and Internet Security)



special characters
backslash-escaping
control keys
quoting
Stallman, Richard
standard error
file descriptor for
prompts sent to
saving to a file
standard error and output file example 2nd
standard input
file descriptor for
reading commands from
standard output
file descriptor for
saving to a file 2nd
standard shell 2nd
statement separator
status [See exit status of commands]
stepping, in debugger 2nd 3rd
Strang, John (Learning the UNIX Operating System)
string comparisons
string 1/0
string operators
comparison
extended pattern matching operators
length operator
pattern matching operators
substitution operators
stty command 2nd
subprocesses [See also background jobs]
environment settings known to
subroutines [See functions]
subshells
environment variables in
inheritance of
nested
scripts running in
substitution operators
substring expansion
suid (set user ID) bit
suspend command
switch statement
system administration
bash command options for
configuring and building bash
customizing environment
global customization
installing bash as login shell
installing bash as standard shell
obtaining bash
switching bash to POSIX mode



unpacking bash archive
system calls, pipelines invoking
System V, ps command
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t command, vi
T command, vi
TAB command, emacs
tar utility
tcsh (Tenex C shell)
tee command
temporary files
Tenex C shell [See tcsh]
TERM (terminate) signal
TERM environment variable 2nd 3rd 4th
terminal stop (TSTP) signal
terminate (TERM) signal
terminfo database
test command 2nd
test operators, list of
text files [See regular files]
textual completion
emacs editing mode
programmable
vi editing mode
thrashing
tilde (=)
bitwise not operator
home directory
in pathnames 2nd
invert case, Vi
username completion
time command
time stamp for command history
TIMEFORMAT environment variable
times command
TMOUT environment variable 2nd
Todino, Grace (Learning the UNIX Operating System)
tokens, processing on command line
tr command
tracing, execution
trap command 2nd
- argument
debugging with
fake signals and



ignoring signals using
with exit command
traps
fake signals for
functions and
resetting
tree
troff format
Trojan horses, protecting against
true command
TSTP (terminal stop) signal
tty built-in
type command 2nd 3rd
-a option
-f option
-p option
-P option
-t option
Bourne shell not supporting
Korn not supporting
typed variables
typeset command 2nd
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u command, vi

UID environment variable
ulimit command 2nd 3rd
umask command 2nd 3rd
unalias command 2nd

UNIX shells [See shells]
unset command 2nd 3rd 4th
until statement

user input, reading

user interfaces
user-controlled multitasking
username completion, emacs editing mode
UWIN package (AT&T)
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variables

in cd command

undefined, not allowing
variables, environment [See environment variables]
variables, shell [See shell variables]
version of bash, determining 2nd
versions of bash 2nd
vertical bar (])

bitwise or operator

extended pattern matching

in case statement

pipe 2nd 3rd

vi command

|l (logical or operator) 2nd 3rd
vi editing mode

character-finding commands

commands conflicting with terminal interface control keys

commands for, list of

control mode commands

deletion commands 2nd

history list

input mode commands

selecting 2nd

textual completion

when to use
vi shell option
visible-stats variable, readline
VISUAL environment variable

< Day Day Up >



@ | < Day Day Up >

Index

[SYMBOLT[AT[BIICIMOIEIFICIHINIPDIKILIMINIOIPIRIRIGSIINIIMI
VIWIKXILM]1I[Z]

w command, vi
W command, vi
w command, vi
W command, vi
wait command 2nd
whence command 2nd
whereis command
which command
while statement
getopts command used with
with read command
whitespace in scripts
who command
wildcard expansion
wildcards
in aliases
in filenames
not expanding
word designators
words, in command
working directory 2nd 3rd 4th
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X command, debugger

X command, vi
X command, vi 2nd
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y command, vi
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zero (0) printf flag

zero (0) word designator
zombie processes

zsh shell
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